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Who We Are

• PaulDotCom Enterprises

- PaulDotCom Security Weekly Podcast

- Penetration Testing, Security Consulting, Device Testing

• PaulDotCom Community

- Forum, IRC, Hack Naked TV, Wiki, Mailing List

• SANS Instructors & Certified Professionals

- Upcoming courses all across the world!

http://pauldotcom.com/events/ 
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The Challenge

• If you had to pick 6 tools to take with you on 
a penetration test, what would they be?

- You are limited to network penetration testing, no web 
applications, no wireless, no client-side

- You must map the entire network and identify 
vulnerabilities

- You must penetrate systems, gain access, and keep that 
access to demonstrate risk
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Best Of Penetration 
Testing Tools

1) Nmap - Worlds Best Port Scanner

2) Nessus - Vulnerability Scanner

3) Metasploit - Exploit framework

4) Pass-The-Hash - Who needs passwords?

5) Hydra - Brute force password guessing

6) Cain & Abel - The ultimate MITM utility

Spotlight - Core IMPACT
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This Presentation Will Help 
Build Your Ninja Skills...

There is a network ninja in 
this picture....

http://pauldotcom.com
http://pauldotcom.com


http://pauldotcom.com January 2009

Nmap

• Nmap, written by “Fyodor” (www.nmap.org)

• One of the most versatile tools:

- Portscanner

- Service identification

- OS identification

- Traceroute

- Extendable via the Lua scripting language

- Limited vulnerability scanning

- Supports IPv6!
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Nmap (2)

• IPv6 support is exciting, but limited in Nmap:

- Only supports full connect scan (-sT which is slow) or 
version scanning (-sV also on the slow side)

- No operating system fingerprinting (-O)

• Why is this exciting?

- Many host OS come with IPv6 enabled

- Many firewalls and IDS won’t look at IPv6

- Many people don’t pay attention to IPv6

HD Moore’s Paper on IPv6: http://milw0rm.com/papers/233
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Nmap (3)

• How do I find IPv6 hosts on my local network?

- THC-IPv6 Attack Toolkit (http://freeworld.thc.org/thc-ipv6/)

- ./alive6 eth1 | grep Alive | cut -d" " -f2 | 
awk '{print $1"%eth1"}' > ipv6targets

• How do I scan them with Nmap?

- Connect Scan: nmap -6 -sT -iL ipv6targets 

- Version Scan: nmap -6 -sV -iL ipv6targets
Interesting ports on fe80::200:24ff:fec9:5521:
Not shown: 999 closed ports
PORT   STATE SERVICE VERSION
22/tcp open  ssh     OpenSSH 4.3p2 Debian 9etch3 (protocol 2.0)
Service Info: OS: Linux
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Nessus

• Distributed by Tenable Network Security 
(www.nessus.org)

• Provides a fantastic baseline for identifying 
vulnerabilities to exploit, including

- Traditional Network-based vulnerabilities

- Finding open file shares

- Hooking with other tools such as Nmap and Hydra

- Scanning with credentials and comparing to a baseline

- http://blog.tenablesecurity.com/2008/02/testing-windows.html 

OpenVAS 
(www.openvas.org) 

is a good, free, 
alternative.  Its a 

fork of Nessus 2.2.
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Nessus (2)

• The nessuscmd was introduced in version 3.2.0 
and allows you to scan directly from the 
command line

• I like to use this to find open SMB shares on the 
target network using plugin ID 10396
- http://www.nessus.org/plugins/index.php?

view=single&id=10396 

• Typically sensitive information can be found on 
these open file shares, esp. on printers...
- http://blog.tenablesecurity.com/2007/08/finding-sensiti.html 

Some multi-function 
printers store 

documents and 
share them over 

SMB!

http://pauldotcom.com
http://pauldotcom.com
http://www.nessus.org/plugins/index.php?view=single&id=10396
http://www.nessus.org/plugins/index.php?view=single&id=10396
http://www.nessus.org/plugins/index.php?view=single&id=10396
http://www.nessus.org/plugins/index.php?view=single&id=10396
http://blog.tenablesecurity.com/2007/08/finding-sensiti.html
http://blog.tenablesecurity.com/2007/08/finding-sensiti.html


http://pauldotcom.com January 2009

Nessus (3)

./nessuscmd -U -O -p139,445 -V -i 10396 192.168.1.0/24

- Port microsoft-ds (445/tcp) is open
     [!] Plugin ID 10396
      | Plugin output :
      | 

    | The following shares can be accessed as nessus79059449017238416
    |

      | - iTunesMusic  - (readable)
      |   + Content of this share :
      | ..
      | 2Pac
      | 50 Cent
      | A Tribe Called Quest-
      | Ashanti
      | PaulDotCom_Security_Weekly
      | B B King & Eric Clapton
      | B.B. King
      | Babyface
      | Beastie Boys

Command Line Options Breakdown

-U - Disable Safe Mode
-O - Operating System Fingerprint
-p139,445 - Scan TCP ports 139, 445
-V - Display all plugin output
-i - Plugin ID

http://pauldotcom.com
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Firewalls and NAT are Not 
cool...

• From a PenTest perspective you have to be 
on the Inside

• How can we bypass this problem?

- Have the victims connect to us

- many organizations do very little egress filtering

- Even Fewer watch outgoing traffic

- What about AV?

- Stay tuned....
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Metasploit
If it is a Web site they will come
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The set up

http://pauldotcom.com
http://pauldotcom.com


http://pauldotcom.com January 2009

Not Evil...
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The Exploit
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The Session
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The Proof
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Creating evil_rv.exe
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Getting it to the target

There is a network ninja in 
this picture....
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Welcome to the multi/handler
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Waiting...
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Running evil.
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Got one!!
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Get Connected..
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Proof..
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But What about AV?
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Ouch!!
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More pain...
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But can we do better?

• 7 out of 36 is good... but

• What if Metasploit had the tools to do even 
better then 7/36..

• Well it does.

• We will get back to that....

• But, remember those password hashes?

• What can we do with them other then crack?

http://pauldotcom.com
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Pass-The-Hash
First! Dump em.
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Copy the Admin Hashes
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Setting the SMBHASH value
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Setting the Target 
Directory
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Passing the Hash
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Tool Notes

• I used the foofus patch

- http://www.foofus.net/jmk/passhash.html 

- ./configure --with-smbmount

- patch -p0 < samba-3.0.22-passhash.patch

• Other Tools

- http://oss.coresecurity.com/projects/pshtoolkit.htm 

- http://www.truesec.com/PublicStore/catalog/Downloads,
223.aspx  
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Back to AV..

• What if there was a better way to “encode” 
payloads?

• Dodge AV with a variety of encoders.

• Could it work with active exploits?
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This might work..
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Thats better!
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Is it really that easy?

• Well.. No.

• Check out Mark Baggett’s site

- http://markremark.blogspot.com/2008/12/msfencoding-
tips-and-sans-cdi.html  

• With a few tweaks it can be!!

• What about Visual Basic?

- http://markremark.blogspot.com/2009/01/metasploit-
visual-basic-payloads-in.html 
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THC-Hydra

• Available from http://freeworld.thc.org/thc-hydra/
- Command line tool available for Windows, Linux, & OSX

- GUI support with HydraGTK

• Password brute-force supports multiple network 
services
- Plain text and encrypted services

TELNET, FTP, HTTP, HTTPS, HTTP-PROXY, SMB, SMBNT, 
MS-SQL, MYSQL, REXEC, RSH, RLOGIN, CVS, SNMP, SMTP-

AUTH, SOCKS5, VNC, POP3, IMAP, NNTP, PCNFS, ICQ, 
SAP/R3, LDAP2, LDAP3, Postgres, Teamspeak, Cisco auth, 

Cisco enable, LDAP2, Cisco AAA

http://pauldotcom.com
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THC-Hydra (2)

• To brute-force you need a password dictionary
- Not included, but limited free ones exist

- John the Ripper: http://www.openwall.com/mirrors/

• Psychology
- Test multiple accounts with one password

- Location, year, locale based information

• Custom dictionaries (or wordlists) 
- Custom password lists: http://www.pauldotcom.com/wiki/index.php/Episode129

- Custom user lists: http://pauldotcom.com/2008/12/creating-custom-userlists-from.html
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THC-Hydra (3)

To brute force HTTP logins you must analyze the 
HTML FORM tags on the web page

Text

Review HTML source code to find the login form 
and associated input values (i.e. “user” and 

“password”)

You also need to identify the text 
that appears upon unsuccessful 

logins:

http://pauldotcom.com
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THC-Hydra (4)

Use the information to construct the attack using 
the appropriate Hydra command line options:

./hydra -s 443 -l john -p pauld0tc0m -t 36 -m /login_post.php?
user=^USER^&password=^PASS^&login=Login:password or user -V 
example.com https-post-form

./hydra -s 443 -L users.lst -P passwords.lst -e -t 36 -m /
login_post.php?user=^USER^&password=^PASS^&login=Login:password or user 
-V example.com https-post-form

Use a single user and password:

Use files containing the password and user lists:

http://pauldotcom.com
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Cain & Abel

• Available from http://ww.oxid.it

• Windows only, GUI interface

• More than just MITM

- Password recovery

- Arp spoofing

- Network sniffing

- Wireless scanning

- VoIP 
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Cain & Abel (2)

• Get in the middle

- Select an interface, start sniffing

- Use APR tool (ARP Poison Routing) to scan for hosts

- Select one or more hosts to intercept

• Why?

- Effectively become a connection relay

- Possible to monitor, record, and modify data

- Capture the password exchanges, RDP, and even VOIP

http://pauldotcom.com
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Cain & Abel (3)

• RDP MITM
- Sniff, ARP scan, spoof (or span port)

- Detects RDP sessions, Displays under APR

- May throw a warning to the user

- Who says yes anyways? Yes, just about everyone...

• Captures output from RDP session (including keystrokes)
- Stores in c:\Program Files\Cain\RDP

- Output not friendly

- Try IronGeek’s output parser for typed commands: http://
www.irongeek.com/i.php?page=security/cain-rdp-mitm-parser

Irongeek’s RDP MITM Video: http://www.irongeek.com/i.php?page=videos/cain-rdp-terminal-server-mitm-sniff 
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Cain & Abel (4)

• VOIP Sniffing

- Sniff, ARP scan, spoof (or span port)

- Detects unencrypted VOIP traffic

- Converts and dumps RTP streams to WAV

• High yield, in the right place

- Call center, account information, passwords

- Non-standard comms, something to hide?

G711 uLaw, G771 aLaw, ADPCM, DVI4, LPC, GSM610, Microsoft GSM, L16, G729, 
Speex, iLBC, G722.1, G723.1, G726-16, G726-24, G726-32, G726-40, LPC-10, SIREN
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Core IMPACT

• Core IMPACT rolls up a lot of similar 
functionality into a single tool:
- Import results from Nmap & Nessus

- Launch exploits and deploy “Agents”, then pivot to 
other systems

- Copy agents to USB thumb drives

- Install agents via login services (TELNET, SSH, SMB)

- Install agents via SMB using Pass-The-Hash

- BONUS: You get a reporting engine, support, and a 
blinking light up pen

Agent lets you pivot, sniff traffic, collect local information, 
transfer files, execute commands, & command shell
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Honorable Mentions

• Netcat (http://netcat.sourceforge.net/download.php) - This is a great 
tool to bypass firewalls, move files between systems, etc...

• Bash (http://www.shell-fu.org/) - Powerful way to link tools together, 
automate tasks, and extract data from files

• Amap (http://freeworld.thc.org/thc-amap/) - Network application 
mapper

• nbtscan (http://www.unixwiz.net/tools/nbtscan.html) - Great for 
enumerating NetBIOS information on Windows hosts

• hping (http://www.hping.org/download.html)  - THE tool for quick 
packet crafting

A fantastic guide to 98% of all pen testing tools:
http://www.vulnerabilityassessment.co.uk/Penetration%20Test.html
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/* End */

• Presentations: http://pauldotcom.com/
presentations.html 

• Forum: http://forum.pauldotcom.com/ 

- Special category just for this webcast 
series!

• Email: psw@pauldotcom.com
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