
Advanced Heap Spraying Techniques

Recognize-Security

By Moshe Ben Abu, January 12 2010



Who Am I?

Moshe Ben Abu (a.k.a Trancer)

ÅAug 2006 - Nov 2009 at BugSec Ltd.

ÅNov 2009 - Now - Independent security expert

ÅWebsite: www.rec-sec.com

Email - mtrancer@gmail.com

Twitter - http://twitter.com/Trancer00t

LinkedIn - http://il.linkedin.com/in/trancer



Heap Spraying

ÅHeap spraying is an exploitation technique that increases 

the exploitability of memory corruption vulnerabilities.

ÅAllocation of many objects ("blocks") containing malicious 

code (+ NOP sled) in the heap.

ÅIncreasing the attacker's chance to jump to a location within 

the heap, successfully executing malicious code.



Heap Spraying

Å2001 - exploiting a remote Microsoft IIS buffer overflow 

vulnerability (MS01-033).

Å2004 - SkyLined Internet Explorer IFRAME tag buffer 

overflow exploit.

Å2005..2010 - Owning the planet - Heap Sparying used in 

(almost) every ñdrive-byò exploit: Internet Explorer, Firefox, 

Opera, Safari, Adobe Acrobat Reader and etcô.
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