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Introduction to H ttp Parameter Contamination  (HPP) 

In software engineering, multi-tier architecture is a clientςserver architecture in which the presentation, 

the application processing, and the data management are logically separate processes. Multi-tier 

application architecture provides a model for developers to create a flexible and reusable application. By 

breaking up an application into tiers, developers only have to modify or add a specific layer, rather than 

have to rewrite the entire application over. Differences in handling the same data on variety of 

platforms can lead to a potential logical error or security vulnerability.  

 

[ŜǘΩǎ examine Web Service deployment tiers: 
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Adding more flexible layers may potentially open doors to many new forms of abuse and attack vectors. 

Rapid application development and technology growth makes security development lifecycle almost 

impossible to apply. After some time all bugs gets fixed. 

 

But, what with weaknesses that exist for many years in the most popular protocol on the web like HTTP? 

Two years ago we have witnessed new approach that exploits logic weakness in HTTP by manipulating 

query string delimiters (&): HTTP PARAMETER POLLUTION. 

 

In a nutshell, Http Parameter Pollution inserts additional query string delimiters or additional 

parameters with the same name in HTTP request to bypass some security restrictions as a result of 

platform specific behavior or application error. 


