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This paper discusses abusing Microsoft SQL Query wildcards to consume CPU in database servers.  

This can be achieved using only the search field present in most common web applications1. 

If an application has the following properties then it is highly possibly vulnerable to wildcard attacks: 

1- An SQL Server Backend; 

2- More than 300 records in the database and around 500 bytes of data per row; 

3- An application level search feature. 

As you might notice I have just described 90% of Microsoft SQL Server based CMSs, blogs, CRMs and 

e-commerce web applications. Other databases could be vulnerable depending on how the 

applications implement search functionalities although common implementation of the search 

functionality in SQL Server back-end applications is vulnerable.  

 SEARCH QUERIES 
The SQL Server supports the following wildcards in LIKE queries2Φ  ά҈έΣέ ώϐέΣέώϣϐέ ŀƴŘ άψέ 

If you were to enter 'foo' into the search box, the resulting SQL query might be: 

SELECT *  FROM Article WHERE Content  LIKE  '%foo%'  

 

In a decent database with 1-100000 records the query above will take less than a second. The 

following query, in the very same database, will take about 6 seconds with only 2600 records. 3 

                                                             
1  This attack does not only affect web applications, also can occur in any 
other application with a back-end database and search functionality. 
2  http://msdn2.microsoft.com/en-us/library/aa933232(SQL.80).aspx 
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