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Disclaimer

The Content, Demonstration, Source Code and Programs presented here is "AS IS"
without any warranty or conditions of any kind. Also the views/ideas/knowledge
expressed here are solely of the trainer’s only and nothing to do with the company or
the organization in which the trainer is currently working.

However in no circumstances neither the trainer nor SecurityXploded is responsible for
any damage or loss caused due to use or misuse of the information presented here.
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Reversing & Malware Analysis Training

This presentation is part of our Reverse Engineering & Malware Analysis Training

program. Currently it is delivered only during our local meet for FREE of cost.

For complete details of this course, visit our Security Training page.
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Who am |

Nagareshwar Talekar
= Founder of SecurityXploded
» Reverse Engineering, Malware Analysis, Cryptography, Password Forensics,
Secure Coding etc.

= Email: tnagareshwar at gmail.com
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Course Q&A

Keep yourself up to date with latest security news
http://www.securityphresh.com

For Q&A, join our mailing list.

http://groups.google.com/group/securityxploded
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What is EXE Packing/Protecting?

= EXE Packing:
Compressing the Executable to a smaller Size

= EXE Protecting:
Encrypting with Anti-Debugging Techniques to prevent Reversing

v In Reversing world, both Packer & Protector is commonly referred as Packer/

Examples of Packers: UPX, AsProtect, Armadillo etc.
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E Jump Search View Debugger Options Windows Help

IDEI_I‘-""J‘“*

-text:@8441D5B ; int _ stdcall WinMain{HINSTAMCE hInstance, HIMSTAHNCE hPrevInstance., LPSTR
-text 8044 1DSEBE _ WinHain@16 pProc near s CODE XREF: start+186)lp
-text:-80441D5E

-text-aauy1DSE Msq tagMs:z ptyr —8E8h
-text:80441D58B WndClass WHDCLASSA

-text: 88481 D5E var_Lhy dword pty

-text -84 1D5RE var_4L0 dword pty

-text-aaay1D5E var_ 3C dword ptr

-text:-a88441D5B Hect tagRECT ptyr —38h

-text: 00441 D5E var_ 28 dword pty

-text -84 1D5E var_24 dword pty

-text:-08441D5B var_20 dword ptyr

-text-8841D5B wvar_1C dword ptr

-text:08441D5E var_18 dword pty

-text -84 1D5E var_14 dword pty

-text:-08441D5B var_18 dword ptyr

-text:88441D58B var_C dword pty

-text -84 1D5E var_ B dword pty

-text-aaay1D5E var_ 4 dword ptr

-text 8844 1D5B hInstance dword ptr

-text-88441D5EB nWidth dword pty ach

-text -84y 1DS5BE hiMenu dword pty

-text-88441D5B nCmdShow dword ptyr 14h
-text:a88441D58

-text:-80441D5E push ebp

-text-aaLuy1DSC lea ebp, [esp—G8h]

- text-aBLLy1Db6 A sub esp., B&h
-texta84881D66 mow eax, [ebp+6Bh+hInstance]
-text-00441DG69 push ebx

-text-084a41DAGA xor ebx, ebx
-text:-a8441D6C push esi

-text-a8uy1D6D mow hInstance, eax

-text gLy 1D7s2 mo dword_47F7AS8, ebx
-text-aaay1D78 mo dword_474EDL, =
-text:-a880441D82 call sub_ L4 haLD
-text-a0441D87 call ds:InitCommonControls
-text-08441D8D call sub_43B3B9
-text:-a8441D92 call sub_L43E2C

- text-A80441D2 7 test eax, eax
-text-00441D99 jnz short loc_L441DEBE?D
-text -84y 1D2B push ds:1pString : Args




UPX1:-884478308
UPX1 884847888
UpPx1
UPX1:-88447 808
UPX1:-804L4478008
UPX1:-88447888
UPX1:-6868447888
UPX1:-884478308 Segment type: Pure code

UPX1:-88447 888 Segment permissions: Read/swhritesExecute

upPx1 anLFaea uPx1 segment para public "CODE" use32

urx1 447 aaa assume cs-UPX1

UpPx1 aLLF aaa ;org LLFO80h

UPx1 an4aTF eaa assume es:nothing, ss:nothing, ds:UPX8, fs:-nothing, gs:-nothing
UpPx1 ABLah7 08 dword_ LT A00 dd B8FFFFfFFFh, L48348D56h, SBSBEBOZESC1h, A4F1EGLEBEh, G688468DAAh
UPX1:-884478308 : DATA XREF: UPX1:-8847F171)10

UPX1 884847888 dd 57883B8Ah, BC1831AFCh, 51886AZ28h, BFFF&67DE8Dh, Z28468BBEDFQh
UpPx1 ALLnFaan dd 88937FFh, 97881BE8h, BCCLE3A6h, BESS5878%h, 6FBC247Ch
UPX1:-88447 808 dd 5C92DFaDBh, 89188BB3Bh, 229CA3Ch, S541C2454h, BDBFFALCENQ
UPX1:-88447 8008 dd 86BBF7FFh, BC3S5ESF1Fh, 18788D8Bh, 3IBDB3353h, BLAFSGCEBH
UPX1:-88447808 dd 39088881h, 6FFBYF5Ch, FB7S4lb6Fh, B3IFEFABBh, FS508114FEDh
UPX1:88447 808 dd 18468BF1h, 4583946Eh, 1D396775h, BBFEFFG6F7Eh, 474567Ch

UpPx1 AaLnnFaan dd SEEBCA332h, BC7AFFZ2Bh, 4F608651h, FBEFBBCEG6h, BB21FFF7h

UPX1 884847888 dd 488B8C48h, BAF3ISFFA8h, BFFBA15C88h, SOFC8532h, BECB2153h0
UPX1 884478308 QC192EBS6h, BCOCS5A15h, BBBBYSFFFh, 1D89205Eh, BB30S5CFA1Fh
UPX1:-88447 808 BEB4BFAB1h, BFFCE88383h, B5C35B5Eh, BDDB2FBEFBh, 14D983085h
UPX1:-88447 8008 GEAL108FFh, 6645S4D8Kh, S59DAAFB3h, BFEFFECSG8h, BC3LA592746h
UPX1:-88447AF 8

UPX1 884847 8F 8

UpPx1 LN ¥ aF 2

UpPx1 447 aF 3 ebp, esp

UpPx1 ALnF AFs esp, S¥536214h0

UFPX1:080447 OFE edi, [ebp+8]

UpP =1 BLL7F BFE ABFFLAS 72 8h

UPX1:-880447103 bh, B8DFh

UPX1:-88447185 eax, [esi—-3A276APh]

UpPx1 aLn710B

UP X1 884471088

UP X1 8804471 0E

UPX1:-88447118 393B755%9h, 4758C5Dh, BDBEEBFEGAh, 2CBYDB7Dh, 257C1818h

UPX1 88447118 FSO46F75FFh, F7EEF28Ch, 7AGLE2BEh, 221F3EFEh, B8A32192872h

UPx1 annsF118 26A205Ch, 4DD9E958h, BE1EDFF7Bh, 18B68562Ah, 3ID9957AZ2h
UPX1:-884847118 Bpy¥DPCESSh, 48FBOAEFBh, 6A57F293Dh, F2C68283h, 6F3AFS08h
UPX1:-88447118 3BAFEFFFh, 94850FE8h, 14458B98h, BBAE1466AKh, B1402840
UPX1:-884847118 GREB435h, BABGBFB13h, 68825E5%9h, 3B9YB18468h, BEFFFD23h0

Uirtual size A8039008 { 233472 _)
Section size in file /38 u0A { Z230400.)
OfFfset to raw data for section: 00000400

Flags EO888848: Data Executable Readable Wwitable
Alignment : default




Purpose of Packing EXE

Prevent Reverse Engineering [Crack License, Secret Code etc.]

« Defeat Static Disassembling

« Make Dynamic Debugging Difficult

Reduce the size of Executable file
Bypass Anti-virus Detections with multi-level Packing

It is used by Software Vendors to prevent Serial Cracking and Malware /

Authors to prevent analysis by AV Researchers.
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What is Unpacking?

Extracting the Original Binary from the Packed Executable File.

Automatic Unpackers available for popular Packers.

May not work with different versions

« Not available for Complex packers

Involves Live Debugging by Defeating Anti-Debugging techniques

www.SecurityXploded.com
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Detection of Packer

= Packer Detectors like PEID, RDG, ExeScan etc

Detect the popular Packers

Show the version of Packer also

= PE Viewer Tools like PEditor, PEview

Look at Section Table

Look at Import Table

www.SecurityXploded.com



RDGPacker Detector vO.6.5
Fle: [C-TempVreMasterexe

Entrypeint: 00035980 EP Section: |[UPX1

Compilador
P File Offset: | 000 10DBO First Bytes: |&0,BE,00,50

UPI vﬂ.m.ﬁ L ‘;1 .ﬂI .f ‘;1 .“5 ] ‘-'1 .25 DEtECtadﬂ Linker Info: | 10.0 SLIbE'H'BtEﬂ'I: Im

UPX Deteccion Heuristica Posible
Al Frente [ UPX 0.89.6 - 1.02 / 1.05 - 1.24 -= Markus & Laszlo

. Y0020 ¥ stmyonop B

Contacto :




PE Header PE Header

Text Section [OEP]

Data Section Packed Original Sections

RSRC Section




Execution of Packed EXE Program

Execution starts from new OEP

Saves the Register status using PUSHAD instruction

All the Packed Sections are Unpacked in memory

Resolve the import table of original executable file.

Restore the original Register Status using POPAD instruction

Finally Jumps to Original Entry point to begin the actualexecution

www.SecurityXploded.com



Standard Process of Unpacking EXE

Debug the EXE to find the real OEP (Original Entry Point)
At OEP, Dump the fully Unpacked Program to Disk
[?] Fix the Import Table using ImpRec Tool

[?] Fix the PE Header
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Unpacking UPX using OllyDbg

Load the UPX packed EXE file into the OllyDbg
Start tracing the EXE, until you encounter a PUSHAD instruction.

At this stage, put the Hardware Breakpoint (type at command bar) so as to

stop at POPAD instruction.

Other way is to manually search for POPAD (Opcode 61) instruction and then se!/

Breakpointon it.
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Unpacking UPX using OllyDbg (onta)

Next press F9 to continue the Execution.

You will break on the instruction which is immediately after POPAD or on

POPAD instruction [based on the method you have chosen]

Now start tracing with F7 and soon you will encounter a JMP Instruction

|

which will Jump to OEP in the original program.

At OEP, dump the whole program using OllyDmp plugin.
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DEMO - Unpacking UPX

http://vimeo.com/42197903

e x| »an| i s3 3313 = LiEmiTriwn|clszik|s|r]|..]s] i=n]?]

83C4 04
T7CsA0N c2 oCo0
TICALLFS B2 30010000 00000000
TICALLFY 33C» XOR ECX,ECX 0000000
TTCHIE6TD AD%424 - LEA EDX,DNORD PTR E5: [(ESP+4)
TICRLLYY G4 :¥¥FLS COO000OICALL DWORD PTR ¥FS: (CO)
TTICAL606 83C4 04 ADD ESP. s 00000000
77C41609 C2 1800 RETN 18 00000000
77C4160C B& 31010000 MOV EAX, 151 00000000
TIC41612 323C» XOR ECX,XCX
77C41613 SD5424 04 LEA EDX, DWORD PTR SS5: [ESP+4) ROAL1, FICINEE
T7C41€17 64:FF1S COO00001CALL DWORD PTR FS8:(CO) 32bit QUNFEYIYYY)
TICe 6 83C4 04 ADD ESP. s 22bAn OULFYEYYYYIYY)
TIC4L6IL c2 0800 RETN @ 32bie O(FFFFFFTY)
TICAL624 B& 32010000 MOV EAX, 132 32bic O(YYYEFYYYY)
TTCe2 62 33<C» XOR ECX,ECX AZpic TEFDDOOOITFT)
77C41620 808424 0Os LEA EDX,DHORD PTR S5: 1ESP+4) S32bic O(FFFFFFFF)
TTCALERY G4:FYLS COO000O0ICALL DWORD PTR F8: (CO)
TTC41636 83C4 04 ADD ESP, 4

77C41659% C2 0800 RETN &8
(NO_ NB_ E_UE_NZ_PE_CE_LE)

2 ranm i |ascxz TICHALL6EX RETURN to ntdll  77C416EX
00420000 | 5 77CI015E RETUAM to medll 77C3018% from
oo480010 0 o C ‘ o o2 ¥ oo18yRAC

00480020 g 0018¥FBAC

00480030 { o¢ o 8 00000000

00480040 ¢ | 3 00000004

00480060 | 00000000

00480060 {2 | 001E¥B44 00000000

00480070 [~l-P8 32 T 1} TI7CA01CH neall TTCR0ICE

00480080 | 0018FB4C 00000000

00480050 | ! R RS ; 0018FrBS0 00000000

004800A0 | | 0018FBE4 00000000

00480080 ol 0018788 00000000

coe800CO c | 3 0010FBLC 00000000

004P00DO o . ’ 0018TRE0 00000000

004800E0 00 © | 0O18¥BE4S 00000000

004200F0 | ’ SN 0018FBES 00000000
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Anti Anti-Debugging Plugins

Here are useful OllyDbg Plugins for Anti Anti-Debugging

Olly Advanced
Hide Debugger
NtGlobalFlag

Anti Anti BPM
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Useful Tips

Always use simple EXE for Unpacking exercises

Use same EXE for all — You will know the OEP & other magic numbers
Use Windows XP for better (less annoying) debugging experience.

Have Patience, Its an Art and takes time.

For best results, do it in the Moon Light ©
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What's Next?

= Try Unpacking AsPack, AsProtect, PESpin, YodaP etc
= Try Unpacking Packed DLL (Google - Neolite DLL Unpacking)

= Try Advanced Packers: Armadillo ©
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Reference

> Complete Reference Guide for Reversing & Malware Analysis Training
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Thank You !
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