Reverse Engineering & Malware Analysis Training

Part 5 — Reverse Engineering Tools Basics
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Disclaimer

The Content, Demonstration, Source Code and Programs presented here is "AS IS"
without any warranty or conditions of any kind. Also the views/ideas/knowledge
expressed here are solely of the trainer’s only and nothing to do with the company or
the organization in which the trainer is currently working.

However in no circumstances neither the trainer nor SecurityXploded is responsible for
any damage or loss caused due to use or misuse of the information presented here.
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Reversing & Malware Analysis Training

This presentation is part of our Reverse Engineering & Malware Analysis Training

program. Currently it is delivered only during our local meet for FREE of cost.

For complete details of this course, visit our Security Training page.
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Who am |

Swapnil Pathak
= Member SecurityXploded
= Security Researcher @ McAfee Labs
= RE, Malware Analysis, Network Security
= Email: swapnilpathak101@gmail.com
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Course Q&A

Keep yourself up to date with latest security news
http://www.securityphresh.com

For Q&A, join our mailing list.

http://groups.google.com/group/securityxploded
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Presentation Outline

PE Tools

= PE Editor

Disassemblers

= IDAPro
Debuggers
= OllyDbg

Other Useful Tools
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PE Tools

Portable Executable Editor

Allow userto view, edit data structures presentin PE file format
Some Common Use Cases:

Change entry point of the executable

View Import/Export/Sections within EXE

Change characteristicsof a file i.e. DIl to Exe

Fixanomalies of PE files
PE editors

Hiew, PE Editor, CFF Explorer, StudPE, LordPE ete
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PE Editor

| [ PEditor 1.7 ] by voda & M.o.D.

- =]

Iscouting... C:\Documents and SettingshadministratoriDesktophcalc.exe - 11468

—File Info
Entry Point:

Image Base:

|0001 2475
IU‘I 000000

Base of Code:
Base of Data:

Size of Image:
Size of Headers:
Section Alignment:
File Alignment:

Subsystem:

—Optional Header —————

00001000
00014000
0001F000
00000400
00001000
00000200
0002

—File Header
Machine Type:

Time Date Stamp: lm
Pointer to Symbol T able: Wm—
(00000000

Number of Sections:

Number of Symbols:

Size of Optional Header: I 0O0ED
|U1 0F

Characteristics:

—Tables

sections directory

browse
tasks
1
section split
break'n’enter
FLC
checksum

rebuilder

apply changes
about

eXit

[Hold your mouse on a edit box for more infos...

Section Table Viewe

Section I Virtual Size

X

| Wirtual Offset | Raw Size

| Raw Difset

I Characteristics I

text 00012680
.data ooooi1oic
Isrc 00008360

00001000
00014000
00016000

00012300
00000400
00008400

00000400
00012C00
00013600

60000020
C0000040
40000040

Do a right mouse click on a sectionname for more options...

Export Table:
Import Table:
Recourse:
Exception:
Security:
Basereloce:
Debug:
Copyright:
Globalptr:

Tls Table:
Load Config:

Bound Import:

Import Address Table:

Rva,

Size

| 00000000

| 00000000

|oo012880

|0000008C

|00016000

| 00008360

|oooooooo

[

|oooooooo

[

|

|oooooooo

|0000124n

|0000001c

| 00000000

| 00000000

| 00000000

| 00000000

| 00000000

| 00000000

| 00000000

| 00000000

|ooooozeo

|[E

|oooo1000

|ooooozz2s

x|

apply changes

do nothing

—Wiew:
Exports

Imports

Resource

Debug

TLS

{Hold your mouse on a edit box for more infos...
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IDA Pro

Popular commercial software used for Reverse Engineering.
Disassembler and Debugger in one tool

Supports variety of executable formats for different processors and OS
Provides both Text & Graphical view of the code flow.

View strings, Imports, Exportsreferenced in the executable
SupportPlugins

Some of the useful plugins
X86 emulator
IDAPython
IDARub
IDA Scripts
Windbg
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IDA Pro Functions

IDAWindows & purpose — IDA View, Hex View, Imports, Strings, Functions

windows etc.

Graphs & Text view (use “space” to switch between views)
Xref To & Xref From — powerful feature

Jump & Search

Edit function names (N), Add comments (;)

www.SecurityXploded.com



File Edit

Jump  Search  Yiew Deb

ugger Options Windows Help

T

Functions windom

Function name
start

sub_0_ 401100
sub_0_401140
sub_0_401730
sub_0_4017C0
sub_0_4018A0
sub_0_402520
5U

< 1

F v F o X

® D& View-&, Exparts, Imparts £ | =

Hex View-4 =

|

Structures

Enums

8|

L

Line 5 of 103

A5 Graph averview |

DA Yiew-24

g X

i _@ Exports

100.00% (27,1157)

test edx, edx
jle short loc_8 481859

[ebp+var_18]
esi
[ebp+var_28]
[eax+ecx=h]
[ebp+var_38]

e

loc_@ 401861:
test edi, e
jle short

di
loc_B_401895

[
v

(= B |

mov eCX,
Xor esi,
mouv edx,
mov eax,
add eax,
sub eax,
lea ebx,
lea eCcX,
lea esi,

[ebp+var_18]
esi
[ebp+var_28]
[ebp+var_18]
[ebp+var_18]
[ebp+var_14]
[edx+ecx=h]
[edx+eax=h]
[esi+@]

Name
start

<

Line1lofl

[ Imports

Address

0040F128
0040F12C
#E 0040F130

(= R )

|1
"I

loc_8 481843:

mow edx, [ebx]
add esi, 1

mou eax, [ecx]
mou [ebx], eax
add ebx, 4

mou [ecx], edx
add ecx, 4

loc_8 481880:
mowv edx,
add esi,
mouv eax,
mou [ebx]
add ebx,
mou [ecx]

(546,121) 00000C52 00401358

add ecx,

[ebx]
1
[ecx]
, eax
N
., Bedx
n

sub 0 4017C0+D8

To: sub_8 46817C8:1oc_8 48180514,

loc_ 0 4B1895:
sub [ebp+uvar_-18],
jmp loc_8 4817F2
sub_8 _4817CH endp

F138
edi F13C
F140

e oosroF 144
0040F148
0040F14C
0040F150
0040F154
0040F158
< s

Name

__Ermo
__getreent
__main

_ mb_cur_max
_ctype_
_dll_crtda@n
_exit
_impure_ptr
abort

atexit

calloc
cygwin_internal
exit

Line 1 of 47

Ot window

Sample IDC plugin:
inici) called!

PR Ry I, . i |

termi)

haz heen called

Prython

Down

-AU: idle

Lisk:

Z1GEB




Ollydbg

Most Popular Ring 3 Debugger used in Reversing
Providesthe below mentioned functionalities
Debugging program step by step (Single Stepping)
Software, Hardware and Memory based Breakpoints
Examine the current state of the program wrt variables, memory etc.

Change the flow or state of Program by directly editing Instructions, Registers or

Memory.

SupportPlugins, Here are popular ones,

OllyDump
OllyAdvanced
OllyScript
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Ollydbg Cont.

Different Windows— CPU, Registers, Dump, Stack screens
Trace Into, Trace Over, Exceptions
Integrate windows APl help file in ollydbg
Shortcuts (imp. Only)
F7 — Step into [call]
F8 — Single step [execute call]
F9— Run
F2 — Breakpoint
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Ollydbg in Action

o ] o

TTCDLSDE ADD ESE, 4 - isters (FPU)

77CDLSDS | C2Z 1800 RETN 18 00000000

77CDLSDC| BS ZFO10000 MOV EAX, 1ZF oooooooo

TTCODLSEL | 33C9 HOR ECK, ECK 0o00aooo

7TCDLISES | SD5424 04 LEXA EDX, DWORD DTR SS5: [ESD+4] 001EFBESC

77CODLSET | 64:FF15 CO00000(CALL DWORD PTR FS: [CO] O01EFRZE
53C2 04 ADD ESFE, 2 oooooooo

TTCODLISFL | C2 0CO0 RETN oOC 0o00aooo

77CDLISF4 | BE 20010000 MOV ERX, 130 cooooooo

7TICDLSFS | 33C9 HOR ECK,ECK

77CDLSFE| SDS5424 04 LEXA EDX, DWORD PTR S55: [ESE+4]

77CDISFF | €4:FF15 CO00000(CALL DWORD DTR FS: [CO]

TTCDLE06 | S3C4 04 ADD ESP, 4

77CDLE0% | C2 1800 RETN 18

TTCDLE0C| BE 31010000 MOV ERX, 131

TTCDLE11 | 33CS HOR ECK, ECK

TTCD1613 | ED54Z4 04 LEA EDX, DWORD DTR SS: [ESD+4]

77CD1617 | €4:FF15 CO00000(CALL DWORD PTR FS: [CO]

TTCDLE1E | 83C4 04 ADD ESE,a

TTCDLE21 | CZ 0E00 RETN &

T7CD1E24 | BE 22010000 MOV ERX, 132

77CD1E23 | 33C9 HOR ECK, ECK

TTCD1SEE ntdll  77CD1SEE

ES 00ZB 3Zbit O(FFFFFFFF)
CS 0023 2Zbit O(FFFFFFFF)
S5 00ZB S2Zbit O(FFFFFFFF)
DS 00ZB S2Zbit O(FFFFFFFF)
FS5 0053 3Zbit 7VEFDDOOO (FFF)
=S 00ZB 2Zbit O(FFFFFFFF)

LastErr ERROR_ENVWVAR NOT FOUND (000000

M oo HOMNMPGMA

(MO, NE, E, BE, NS, PE, GE, LE)

o

ESD=0018FBZS o-
5Tz 0.

o

5T4 0.0

Addr o« 3 = - 12 TTCDLSEE RETURM to mntdll . 77CD]1 e
0018FB2ZC TTCCOL5E  RETURM to mtdll . 77CC0
O018FB20 O018FBEC

O0015FB34 O018FBEC

O018FB38 Oo0000000

0018rFrB3C 80000004

O018FB40 00000000

O0015FB44 Q0000000

o0l18FB48 TTCOCOLCE ntdll  77C0C01CE
o0larBac 00000000

O0018FBS0 00000000

O015FBS4 Q0000000

o0l18FBRS8 Q0000000

0018rFBS5C 00000000

0018FB&0 00000000

001sFBa4 Q0000000

o018FB&8 Q0000000

o0larBaec 00000000

O018FB70 00000000

O001SFR T4 00000000

00420000
00420010
0042DOZ0
00420030
00420040
0042DOS0
0042D0ED
0042D070
0042ZDOB0
00420050
004Z2DORO
0042D0B0
0042D0CO
0042D0D0
004Z2DOED
004ZDOFOD ad@@. . . _dpB

00420100 - PAVCMenu@@ - dpB .
00420110

Termin
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UPX Unpacking Ollyscript

Here is example for Unpacking UPX based Malwares using OllyScript in OllyDbg

var hwdBP

var softBP

sti

findop eip, #61#

mov hwdBP, $RESULT
bphws hwdBP, "x“
run

mov softBP, $RESULT
bp softBP

run

sti

cmteip, "<<>>"

// Local variable to store hardware breakpoint

// Local variable to strore software breakpoint

// Step into F7 command

// find next POPAD

// Store $RESULT to hardware breakpointlocal variable
// Set hardware breakpoint (execute) on the next POPAD
// Run F9 command

// Find the next JMP

// Store $RESULT to software breakpointlocal variable

// Run to JMP instruction
// Step into the OEP

msg "OEP found, you can dump the file starting from this address"

ret

Source: http://x9090.blogspot.in/2009/07 /ollyscript-tutorial-unpack-upx.html
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Useful Tools

© Packer Identifier Tools
* RDG packer detector
« PEID

+ ExeScan
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PEID — PE Packer ldentifier Tool

72 PEiD vo.95 - |0] x|
File: |C:\Documents and Settings'gAdmiﬁfstrétor\Desktop'i,calc_upx.exe | I
Entrypoint: | 00020CD0 EP Section: |UPX1 > |
File Offset: | 00007000 First Bytes: |60,BE,00,40 =
Linker Info: |7.0 Subsystem: |Win32 GUI =]

UPX 0.89.6 - 1.02 / 1.05 - 2,90 -> Markus & Laszlo
Multi Scan ‘ Task Viewer Options | About | Exit

v Stay on top »% I | -5
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Reference

Complete Reference Guide for Reversing & Malware Analysis Training
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Thank You !
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