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Understand the Goals
of Security in the
Commerce Process
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= Protect the privacy of
the consumer at the
point of purchase.

= Protect the privacy of
the customers’
information while it is
stored or processed.

= Protect the
confidential identity of
customers, vendors,
and employees.

= Protect the company
from waste, fraud, and
abuse.

= Protect the
information assets of
the company from
discovery and
disclosure.

= Preserve the integrity
of the organization’s
information assets.

= Ensure the availability
of systems and
processes required for
consumers to do
business with the
company.

= Ensure the availability
of systems and
processes required for
the company to do
business with its
vendors and partners.
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Know What You May
Be Giving Away in
Your HTML Code
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Each hidden tag can be
used with forms on your
site and includes a name
and a value. When the
form is submitted, the
name and value in the
hidden field is included
with the results. For
example, the following
line of code shows an
input value of $100.00
associated with a variable
called "cost."

<i nput type=hi dden
nanme="cost"
val ue="100. 00" >

Using a text editor or
HTML editing program, a
hacker could alter the
value so that the value is
changed to a lower
amount. For example, the
$100.00 could be changed
to $1.00. This would allow
buyers to purchase
products at a significantly
reduced amount.
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: How does e-commerce

insurance pay out
benefits when | incur a
loss?

Types of insurance
payout provisions are
"Pay on Behalf" versus
"Indemnification." Pay
on Behalf takes care of
expenses as they are
incurred by the insured
and works a bit like
homeowner’s
insurance. If the policy
covers your defense in
a lawsuit, the legal
fees will be paid as
they are incurred.
Indemnification
reimburses the insured
for covered expenses
already incurred and
works a bit like
traditional health
insurance. You pay for
the covered expense
and then apply for
reimbursement from
the insurer. Most
insurance offerings for
e-commerce are of the
"Pay on Behalf" variety.

What's the difference
between a password
and a passphrase?

A passphrase has
spaces in it and is
made up of multiple
words. "ex&mpl3" is a
password and "4 scOre
& s3v3n yedr5 @go" is
a passphrase.
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Understand Load
Balancing and Security
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For the most part, load
balancers don’t change
security much, and in fact
some can enhance it by
acting as limited firewalls.
However, in a few cases,
security may be impacted.

Obviously the load
balancer itself may have
security problems—most
products do. Attacks
against the management
interface or address of the
load balancer may occur.
In this sense, it's much like
any system on your
network, which might be
compromised and give an
attacker better leverage
for other attacks. If an
attacker manages to gain
administrative control over
your load balancer, they
might be able to cause a
"virtual defacement" by
redirecting your Web
traffic to a page of their
choosing.
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resources to avoid seeing your network become part of the latter group. To that
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breach in painstaking detail—is beyond most staff resources, so we ofter real-
world solutions to approach that ideal within your limits.

We believe that for this book to b tical, it must also cover topics such as
disaster recovery, load balancnv ormance optimization. We’ve tried to
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Foreword

avoid the trap of recommending ill-defined “black-box” hardware solu-
tions, a trap that other books in the field often fall into.

This book shares a feature in common with many Syngress books: It
teaches why along with how. This is especially critical in the world of
information security because technologies evolve at such a rapid pace
and are also incredibly diverse. There are as many different ways to piece
together an e-commerce site as there are e-commerce sites. It wouldn’t
be possible to anticipate any given reader’s configuration. We present
material that is designed to make you think. We want you to be able to
take the information presented and adapt it to your situation.

We really hope you enjoy this book. You’ll notice that Syngress
offers an “Ask the Author” feature on their Web site for folks who have
purchased the book. Please take advantage of that; we’d love to hear
from you.

—Ryan Russell, CCNA, CCNP

www.syngress.com
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Chapter 1 * Applying Security Principles to Your E-Business

Introduction

Security in the virtual world of the Internet is even more confusing
than in the real world we inhabit. Buzzwords and marketing hype only
serve to add to the puzzle.Vendors and free products abound, but
according to the experts, the Internet world is becoming more dan-
gerous every day. How can that be? How can all these solutions from so
many directions not solve even the basic problems?

The answer is not simple because the problems are so complex.
Security is difficult to create and maintain. Security is messy. The
problem is that the online world was built around a system of protocols
and rules, but unfortunately, those rules are not always followed. The
complexity of today’s computer systems and software applications often
creates programs that act in a manner unforeseen by the Internet’s oper-
ational guidelines. Add to that scenario a few humans who insist on
testing the rules and purposefully acting unexpectedly, and you have a
huge potential for a rather large mess.

Attaining and maintaining suitable levels of security also requires
resources. It requires people with the technical and business skills in bal-
ance. It requires time, energy, and of course, money. Security is not
cheap. Products and training and doing things the right way are usually
more expensive in the short term than taking shortcuts and cutting cor-
ners, but in the long run, security protects the assets that your organiza-
tion depends on for survival.

Given all these dynamics, the concept of security can be seen as an
ever-changing ideal that encompasses these threats and adapts as they
adapt, like a living process. Security is most assuredly a journey and
not a destination.

The easiest starting point on that journey is from the ground up. In
the e-commerce world, those who benefit the most from security’s elu-
sive protections are those who started the process with security firmly in
mind. While it is possible to apply security to existing sites, the imple-
mentation is often more difficult than starting the process anew.

In this chapter, we discuss how to bring security into focus from the
start, what roles it should play, and how to get it included in the budget
of a project. We also talk about how to justify its ongoing existence and
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measure its successes. For those of you who are tasked with defending an
existing e-commerce site or other Web presence, we will explore the
roles you should play in your organization and the process by which you
can improve your site’s security posture.

Security as a Foundation

The easiest, and many agree, the best way to create a secure environment
is to start with security in mind. This means applying the principles of
secure operation as the foundation upon which the rest of the project
will be built. The primary principles of security are confidentiality,
integrity, and availability. To succeed, the project must address these prin-
ciples in all phases and applications.

Confidentiality

Confidentiality is the most widely known of the principles. Businesses
have been dealing with confidentiality since commerce began. Today, it is
a basic expectation of consumers that their personal information will be
protected from disclosure. Vendors also expect a level of confidentiality
to protect custom pricing, custom scheduling, and contractual details of
their transactions with your company. Yet, as widely accepted as the con-
cept of confidentiality is, it remains difficult to execute. Companies are
in the news regularly because information about clients, vendors, or the
politics of business relationships has become known.

Towards the end of 2000 a prominent U.S. hospital discovered that
its security infrastructure had been breached and the confidentiality of
5,000 patient records had been violated. The risks to confidentiality do
not stop with access to data; credit card details are illegally obtained from
Internet facing systems, then used or sold, with alarming frequency.
Some analysts have estimated that online credit card fraud incurs dam-
ages worldwide to the tune of $9 billion annually. Information is pos-
sibly one of the most valuable assets most companies possess; losing it or
caring for it negligently could spell disaster and possibly even ruin.
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If your company had exposed the records of these clients, what
would the damage to your bottom line have been? How would your
company deal with such a situation?

Integrity

Integrity is perhaps the most difticult of the principles to achieve, yet it
1s the most vital of the three. Businesses must manage and maintain the
integrity of the information with which they are entrusted. Even the
slightest corruption of that data can cause complete chaos. The myriad
of decisions based upon that integrity range from the basic business
operation to the growth plans of the business long term. Over the cen-
turies, various methods have evolved for building and maintaining the
integrity of information. The double entry accounting system, the cre-
ation of jobs such as editors and proofreaders, and the modern checksum
methods are all technical advances aimed at creating integrity. Yet, even
with these modern tools and all the attention paid to the process over
the years, integrity remains one of our greatest concerns. Integrity is
something we almost take for granted. We assume that the database
system we are using will maintain the records of our sales correctly. We
believe that our billing system is smart enough to add the items on a
customer’s bill. Without some form of integrity checking, neither of
these situations may be true. Integrity of information can have an even
larger impact on an organization.

Imagine a computer virus that infected your accounting systems and
modified all the sevens in your Excel spreadsheets, turning them into
threes. What would the effect of those illicit modifications mean to your
business? What steps would your organization take to recover the correct
figures and how would you even discover the damage?

Availability

Last, but not least, of the three principles is availability. Availability is the
lifeblood of any business. If a consumer can’t get to your business to
purchase your goods, your business will soon fail. In the e-commerce
world, where every moment can directly translate to thousands of dollars
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in sales, even downtimes of less than an hour can do immense financial
damage to a company. Consider the amount of damage done to your
company if your Web site became unavailable for four hours, which is
the length of time that most vendors used as a benchmark for
turnaround time in the pre-Internet world. Such an outage in e-com-
merce could cost tens of thousands of dollars, as we will see in Chapter
2. How long could your company continue to do business if your
Internet presence was destroyed? How much money per hour would
your organization lose if you could not do business online?

Security also entails a three-step process of assessment, revision, and
implementation of changes (see Figure 1.1). This continual process of

Figure 1.1 The Continual Security Assessment Process

evaluation and feedback is necessary to adapt processes and products to
the ever-changing conditions of the online world. As hackers examine
existing software and hardware systems and discover new vulnerabilities,
these vulnerabilities must be tested against your own systems and
changes made to mitigate the risks they pose. The systems must then be
tested again to ensure that the changes did not create new weaknesses or
expose flaws in the systems that may have been previously covered. For
example, it is fairly for common for software patches and version
upgrades to replace configuration files with default settings. In many
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cases, this opens additional services on the box, or may re-enable proto-
cols disabled by the administrator in a previous configuration. This
ongoing process of evaluation strengthens the three principles and
ensures their continued success.

Based on these ideas and the scenarios that can occur when the
three principles are not managed well, you can see why building security
from the ground up is so important. Building the three principles into a
business certainly requires work and planning. Security is neither easy
to accomplish nor easy to maintain, but with proper attention, it is
sustainable.

Presenting Security As
More Than a Buzzword

Security must be more than a buzzword or a group within your organi-
zation. Security needs to be on the mind of every employee and in the
forefront of the day-to-day operations. Security staff members need to
work as partners or consultants to other groups within the company.
They need to remain approachable and not be seen as “Net cops” or
tyrants. They need to allow for dialogue with every employee, so that
they can make suggestions or bring to their attention any events that
seem out of place.

Security works best when all employees are attentive to situations
that may expose customers to danger or the site to damage. The key to
achieving this level of awareness is education. Education is the tool that
disarms attackers who prey on miscommunication, poorly designed pro-
cesses, and employee apathy. Such attacks, often called “social engi-
neering”’ by hackers, can be devastating to a company and its reputation.

The best way to defend against these attacks is to educate your
employees on your policies regarding security and customer privacy.
They also need to see those policies being followed by all members of
the team, from management down to the entry-level employees. They
need reminders, refreshers, and periodic updates whenever changes to
the procedures are made. In other words, security has to be an attitude
from the top down. The highest levels of management must support the
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policies and their enforcement for long-term success to be achieved and
maintained.

The security team also requires the support of management. A uni-
versal attitude of cooperation must be presented and maintained across all
lines of business with the security group. Every employee needs to feel
that the security group is approachable and they should have no fear of
reporting things that seem suspicious. Employees need to know exactly
whom to contact, and they need to be treated with respect instead of sus-
picion when they talk to the security team and its members.

Tools & Traps...

Social Engineering

In the average business there are a number of avenues ripe for
social engineering exploitation. With the security focus often
turned to the more romantic notions of stealthy hacks and exotic
code, the more prosaic methods of bypassing security are often
neglected. Unfortunately, attempting to prevent social engineering
can be a double-edged sword. Processes and procedures aimed at
reducing the possibility of social engineering can do as much harm
as good, driving users to ignore them due to their overly rigid and
complex implementation. This said, there are a number of areas
that are commonly open for abuse, including the following:

= Passwords Overly complex passwords are often written
down and easily accessible. More memorable pass-
words, however, are often a greater risk because simpler
passwords such as a husband’s first name are easily
guessed. Some companies employ strong authentication
that requires the user to use a combination of a pass-
word and a number generated by a special token which
the user possesses.

Continued

Www.syngress.com



Chapter 1 * Applying Security Principles to Your E-Business

= Support Services When a user calls a help desk or a
network engineer for support, the authenticity of the
user is often taken for granted. A negligent help desk
could easily respond to a request for a password change
for a user’s account without a guarantee that the caller
is who he says he is. In this scenario the hacker typically
leverages the anonymity provided by a telephone or e-
mail message. Using a similar angle, a hacker could pre-
tend to be part of the support services and during a
phony “support” call obtain a user’s logon ID and pass-
word.

= Physical Access Without adequate physical security a
hacker or even a non-technical criminal with a confident
bearing can walk directly into an office and begin using
computer systems. In fact, a case reported in China
detailed how a man walked into a securities firm posing
as an employee and used an unsecured terminal to
affect stock prices and the stability of the Shanghai
stock market.

Since social engineering is such a dangerous weapon in the
attacker’s toolkit, it only makes sense to educate yourself about it.
Here are some Web sites where you can learn more about social
engineering:

=  www.netsecurity.about.com/compute/netsecurity/
cs/socialengineering

= www.cert.org/advisories/CA-1991-04.html

= www.pacbell.com/About/Consumerinfo/
0,1109,157,00.html

Remember, too, that social engineering may be used to attack
more than your computer security. It is a wide-ranged tool used for
fraud and privacy violations as well, or can be used to gather infor-
mation to plan a larger attack.
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The Goals of Security in E-Commerce

Security plays a very important role in e-commerce, and is essential to
the bottom line. While e-commerce done correctly empowers your
company and the consumer, e-commerce done poorly can be devas-
tating for those same participants. The goals of security in the commerce
process must be to:

» Protect the privacy of the consumer at the point of purchase.

» Protect the privacy of the customers’ information while it is
stored or processed.

» Protect the confidential identity of customers, vendors,
and employees.

» Protect the company from waste, fraud, and abuse.

» Protect the information assets of the company from discovery
and disclosure.

» Preserve the integrity of the organization’s information assets.

» Ensure the availability of systems and processes required for
consumers to do business with the company.

» Ensure the availability of systems and processes required for the
company to do business with its vendors and partners.

These goals are a starting point for the creation of a good security
policy. A great security policy, as described in Chapter 4, will address all
of these goals and lay out processes and practices to ensure that these
goals are met and maintained. Think of your security policy as your first
line of defense, because from it should come all the processes and tech-
nical systems that protect your business and your customer.

Any security measures you implement without a policy become de
facto policies. A policy created that way was probably created without
much forethought. The problem with unwritten policies is that you can’t
look them up, and you don’t know where to write the changes.
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Planning with Security in Mind

Building the foundation from a secure starting point is very important.
For this reason, the three principles have to be applied to the process
from the beginning stages of planning. Examine the business plan and
apply the aspects of confidentiality, integrity, and availability. Ask your
staff and yourself questions such as:

» How are we going to ensure the confidentiality of our
customers?

» How will we protect our business information from disclosure?

»  What steps are we taking to double-check the integrity of our
data gathering?

»  What processes are we using to ensure that our data maintains
integrity over time?

» How are we protecting ourselves against the loss of availability?

»  What are our plans for failure events?

As the business plans begin to take shape, apply the three principles
to them. Keep the principles involved continually as the planning
evolves, and you will find that your questions give birth to scenarios, and
those scenarios lead to solutions.

Spend time thinking about the threats to your site. Profile the flow
of likely attacks and determine the probable ease of their success. For
example, if an attacker wanted to gather customer financial information,
could he or she simply compromise your Web server and gain access to
it? There have been countless examples of situations exactly like this
one, where what should have been a simple Web server compromise
ended up exposing sensitive customer data to the attackers. Had those
credit card numbers and other information been stored on a separate
machine, or better yet, on a more protected network segment, the
attacker may not have been able to harvest it. Avoid single points of
failure. Ensure that compromise of one network component does not
jeopardize your entire operation. Apply these scenarios to each step of
the plans and revise them until you have resolved the apparent issues.
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An example scenario for this process might include something like
this: If an attacker used the latest exploit of the week to gain access to
your Web server, what other systems could be easily compromised? In a
recent, all too real example, a client called me when this had happened.
The attacker had used the Unicode exploit (See Rain Forest Puppy’s
page at www.wiretrip.net/rfp/p/doc.asp?id=57&itace=6 for more details
on Unicode.) against my client’s Web server to gain access to the file
system. After uploading a Trojan horse program, they quickly managed
to grab the Repair password file and crack Administrator access to the
system. Unfortunately, for my client, the attacker had compromised the
system that they had designated to be the Domain Controller for all the
Web server systems in the DMZ. They had chosen, unwisely, to deploy a
Windows Domain for easier systems management of the Web servers
and the server they used to allow vendors to pickup orders from their
site. Also members of the same domain used their primary e-mail server
and their ftp server. Each of these systems was, in turn, compromised by
the attacker. By the time the damage had been discovered, each of these
systems had to be removed from service and completely rebuilt. Their
partners were advised of the damage, and they lost valuable time and
money, not to mention confidence in their company by their partners.
To date, that single mistake of making each of the systems a member of
a Windows Domain instead of stand-alone servers has cost them thou-
sands of dollars and several IT managers their jobs. Even small miscalcu-
lations can have large ramifications on security.

Understand that for every scenario and threat that you think of,
dozens of others may exist or may come to exist in the future. Don’t be
alarmed if you feel like you have only thought of the most basic threats.
This very act of preparation and scenario development will create large
amounts of awareness to the issues encompassed in the three principles.
In addition, your team’s ability to handle security incidents down the
road will be increased as you become more familiar with details of your
business process.

At the end of this process, you should have some basic plans for your
site. One of the best ways to organize this planned information is in a
chart that details your risks and how you plan to mitigate them. An

11

Www.syngress.com



12

Chapter 1 * Applying Security Principles to Your E-Business

example is shown in Table 1.1.These examples are basic, and you should

certainly have many more than this, but it is a start to give you the idea

of a framework.

Table 1.1 Sample Risk Mitigation Chart

Phase of E-commerce Explanation of

Process

the Risk

Strategy for Risk
Mitigation

Consumer Check-out

Credit Card Data
Transfer to the ISP
Credit Systems

Any Phase

Any Phase

An attacker could mon-
itor the transmission of
the credit card and con-

sumer data.

An attacker could mon-

itor our credit card
batch file when we
transfer it to the ISP

credit card system each

hour for processing.

An attacker could com-

promise our database
server that we use to

store our client’s per-

sonal information and
purchase history.

An attacker could seek
to shut us down by
flooding our network.

We will use SSL encryp-
tion to protect the
information as it
travels across the
Internet.

We will use SecureFTP
to send the data down
an SSH tunnel to pre-
vent sniffing attacks.

We will protect the
server by removing all
unneeded services and
installing a file system
checksum program to
alert us to changes. We
will also locate the
server in separate DMZ
segment and only
allow encrypted
transfer through a SQL
proxy to interact with
the system.

We will protect our-
selves by using redun-
dant servers and a load
balancing router. We
will also be prepared
to implement traffic
blocking access control
rules on the ISP router
by calling their help
desk line.
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Security during the Development Phase

The steps involved in translating the plans established into actual prod-
ucts and processes can be very dangerous to the security principles.
Often, compromises must be made to facilitate budgets, timeframes, and
technical requirements. Many times, these compromises impact the
overall security of a project.

The single best way to ensure that the underlying security of the
project remains intact through the development phase is through con-
tinual involvement. As each process or product is defined, apply the three
principles to it and revise the definition to answer the scenarios you cre-
ated in the planning process. If compromises must be made that impact
the security of the project, carefully profile those changes and create a
list of the risks involved in them. This list of risks will become important
in the implementation phase, as it gives you a worksheet for problems
that must be mitigated through the combination of technology, policy,
and awareness. Often, compromises in key areas will have a major impact
on attempts to secure other dependent areas. Be sure that attempts to
save a dollar when building an underlying component doesn’t cost you
ten in trying to patch the pieces sitting on top.

Each process and product must be carefully examined to define the
various risk factors involved. Attention to detail is highly important in
this step, as is the cross-examination of a process or product by the var-
1ous team members. Each of the team members will have his or her area
of concern, and thus will bring a different angle of examination to the
table. This cross-examination, or “peer review,” often creates stronger
designs and more secure solutions. In fact, peer review can be a very
helpful tool in your policy creation tool box as well. The whole concept
is to pass each policy or development process by each team member
allowing each to comment on the process or policy from their point of
view. At the end, someone, usually the original author, edits all the com-
mentary back into the policy or process to create a better end product.
Peer review is often done across the board for policies, technical infor-
mation, and new processes before they are released to the general public.

After each of the processes has been defined and developed, recon-
vene the examination team to review the complete procedure from

13
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beginning to end. Many times, during the combination of the various
discreet processes into the overall product, security holes are created
inadvertently through the communication and storage of information.
Two components may not be insecure on their own, but can create a
hole when they interact. An example might be two e-commerce systems
that both store their information in encrypted databases but interact
with each other, moving that same information over an unencrypted
link. In this example, the vulnerability is not in the database servers, but
in the method used to communicate with each other. Examine these
types of scenarios carefully. Again, revise the processes as required, or
note the accepted risks for mitigation during the implementation phase.

Implementing Secure Solutions

The most important thing to remember as your business moves into the
implementation phase is to only bring systems online affer they have been
thoroughly tested and established as being secure. The largest danger faced
in this phase is that the systems will be rushed into operation before they
have been thoroughly evaluated. Securing your systems after they have
been brought online could leave you vulnerable for long enough to allow
an attacker to plant a backdoor for later attack, or to compromise the
system at that time. Securing an already compromised setup is not only
futile, it 1s often very difficult to detect. The moral of the story is: Don’t
bring it online until you know it is ready for the world.

The evaluation of your systems involves using the tools and processes
outlined in Chapter 8. Mainly, the process is to test your actual imple-
mentation against the three principles. Automated tools are used to
examine each component and to determine the risks and weaknesses
associated with them.Vulnerabilities may have been created through mis-
configurations, last-minute technical revisions, or unforeseen issues with
a software program or hardware device. Repair of these vulnerabilities
may include applying patches, reengineering processes or network seg-
ments, or other changes. It is very important to evaluate each of these
modifications in regard to the surrounding security and to reevaluate the
systems from scratch once they have been applied.

www.syngress.com



Applying Security Principles to Your E-Business * Chapter 1

Once you have successfully secured your environment and processes
down to the level of your accepted risks, it is time to mitigate those issues
through a combination of technology, policy, and awareness. Begin by
using your list of accepted risks to create a policy to deal with them.
Security policies are the backbone of your system of defense. These poli-
cies act as the basis for determining actions, system configurations, and
the types of devices you will use to secure your network. They should be
generated by your security staft, in conjunction with team members from
Human Resources, your legal team, and the group that is developing and
implementing your site. Involving these other teams in the policy cre-
ation will establish not only a sense of trust, but also a more open policy.
It 1s easy to establish a restrictive, draconian security policy, but very diffi-
cult to create one that balances corporate, technical, and legal factors
while still allowing the business to perform its needed functions.

Ensure that all of these issues are added to your security policy, and
then implement technical systems to enforce those policies in real time.
Systems such as firewalls, intrusion detection systems, and monitoring
tools can be used to mitigate the risks you have accepted as an inherent
part of your process.

Once you have mitigated your risks, you can begin to bring your
systems online and offer access to the public. Many sites choose to roll
out their systems in phases of deployment, while others release the entire
site at once. Making this selection depends on your site and the level of
stafting resources you have to handle situations as they arise. Remain
attentive as the site begins to become popular. Carefully watch your pro-
cesses and continue to evaluate your performance against the three prin-
ciples. Remember, security is a journey and not a destination.

Managing and Maintaining Systems
In a Secure Environment

One of the most complicated issues surrounding an e-commerce site is
the secure management and maintenance of the systems involved.
Software systems require periodic patching as programmers repair security
and functional problems. Hardware devices may require patches as well as
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physical maintenance. Log files have to be monitored, backups have to be
performed, and the systems have to be administered for day-to-day opera-
tion. In addition, all of these events are expected to occur without com-
promising security or impacting the operation of the business.

In the pre-Internet days, data systems had scheduled outage times to
handle maintenance and administration issues. However, in today’s 24-
hour consumer environment of the online world, sites must be available
at all times to consumers or they will simply take their business else-
where. Thus today, system operators and e-commerce businesses must
strive for zero downtime and lower impact on the site to perform these
management functions. This is made possible by hardware that is more
powerful, faster networks, and redundancy for mission-critical systems.

Damage & Defense...

Providing Mirrored Implementations
for Administrators

Zero downtime is nearly impossible without creating a near dupli-
cate environment for your system administrators to test their
patches, fixes, modifications, and ideas. Ideally, this mirrored envi-
ronment should be exactly like your production site. The smaller
the variances between the test setup and the real site, the smaller
the chance for problems or unpredicted behavior. While expense is
often a factor in building such a mirrored lab, the long-term ben-
efits are usually significant.

Mirroring your site or creating a test bed does not have to be
cost prohibitive. If you cannot exactly duplicate your existing pro-
duction systems, come as close as your budget will allow. At a min-
imum, allow your staff to create a test network segment with
several systems that have swappable hard drives to allow them to
be configured in a multitude of ways. With some imagination,
using flexible hardware, you will find that you can simulate many
varying environments.

Continued
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| had the experience of assisting a client using Windows NT after
they had neglected to use a test bed before applying a service
pack. They had applied the service pack to a server upon which
they had used Partition Magic to grow the main partition to larger
than the Windows Disk Manager would allow. Everything worked
fine before the service pack, but afterward the system would not
boot. What had happened was this: Partition Manager had made
the drive so large that the newer versions of the Windows NT
software could not access them correctly and thus could not locate
the kernel files for NT. While the solution in this case was simply to
resize the partition back to less than the minimum, it also required
moving data to the new extended partitions and reconfiguring
several applications. The downtime for this system exceeded two
hours, which was a costly timeframe for the company. However,
they did learn an expensive lesson.

Patches and upgrades often have unexpected effects. Using a
test bed or mirror site allows you to carefully test the process and
the behavior of all modifications before you apply them to your
real site.

Day-to-day management is mainly performed through automated
processes on systems remote from the mission-critical systems to take
advantage of speed and to reduce the danger of human error. Secure
tunnels transfer log files and other monitoring information across our
networks to prevent unauthorized observance and discovery. Devices
communicate events back to common monitoring stations via commu-
nications bursts to alert operators and administrators that events have
occurred or that they need attention. Administrators may then remotely
access the systems across these secure tunnels or by physically visiting the
machines if required.

Keep in mind that while the process of managing these machines
seems largely automated, it still has inherent risks. Software packages
require continual patching as vulnerabilities are discovered and repaired.
Each of these patches could cause unexpected behavior in your environ-
ment. Vendors do test their patches, but the complexities and individual-
ization of today’s Internet sites make it impossible for them to test their
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software for every circumstance. In addition, the slightest change to your
network components could also have a vast impact on the security of
your site. As administrators change out equipment for maintenance or
replace components or applications with new revisions. they may acci-
dentally introduce misconfigurations or other weaknesses into your site.

The method used to avoid these issues is to continually evaluate your
site against your known baselines. If new vulnerabilities or risks appear,
changes may have been made. These changes may be the result of new
vulnerabilities that have been discovered or the result of changes made
to components. Either way, these vulnerabilities must be immediately
mitigated through repair or by managing them through your combina-
tion of technology, policy, and awareness. The only way to ensure the
long-term security of your site is to continually assess it, revise it, and
implement the changes required to mitigate your risks. To help you
maintain the process, the flow chart shown in Figure 1.2 can be used as
a reference.

Figure 1.2 Continuous Evaluation Process
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Tools & Traps...

Sources to Learn The Basics

Security is a field that is both wide and deep. There are a lot of
bases to cover when you are first getting started and a lot of
places to look for good security information. Here is a list of some

basic sites, mailing lists, and magazines that you might want to
visit to widen your horizons or learn the ropes.

www.securityfocus.com Site for general security news,
also the host of Bugtraq, the world famous announce-
ment mailing list for new vulnerabilities. SecurityFocus
also has a very useful vulnerability database.

www.securityportal.com Another great site for
keeping up to date on security happenings. They also
have excellent articles for beginners that cover the
basics of security and hacking.

www.atstake.com/security_news/ Security news from
the hacker’s point of view.

http:/phrack.infonexus.com The immortal Phrack
online Zine, which has years and years of hacker history,
techniques, and insight. Read them all and learn to see
inside the mind of your adversary.

www.defcon.org The largest gathering of hackers in
the world happens yearly in Las Vegas. Keep up to date
on this site or better yet come and out and meet face to
face with real, live hackers.

www.sans.org The SANS page details training that is
available to security professionals and gives insight into
the status of threats from around the online world.

Continued
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» http://packetstorm.securify.com The most popular site
for hacker tools, toys, and exploits. The tools can come
in handy for administrators and security professionals,
but use caution.

»  www.astalavista.com Search engine entrance to the
underground. This is a very loosely organized search
engine for finding hacking tools, exploits, and pirated
programs (warez) from around the Web. Again, use
your discoveries with caution because some of these
programs may be more Trojan horse than useful utility.

Applying Principles to Existing Sites

While it is optimal to begin the e-commerce process with security in
mind, it is possible to apply the three principles of confidentiality,
integrity, and availability to already operational sites as well. In fact, since
much of the site development work is done, these sites are often able to
apply greater time, effort, and money to securing their environment.
The process of applying the three principles to existing sites differs a
bit from new sites, but many of the concepts are the same. Obviously,
the principles themselves don’t change, nor does the cycle of continuous
security assessment. However, what does change is where and when
these tools begin to be applied. For example, beginning the assessment
process on your existing site could damage your production systems, so
most sites begin by testing their development environment or a mirror
of their production environment created just for the purpose of testing.
They then begin to apply the revisions and patches to these test systems,
giving them time to examine the impact before making these changes to
the production site. Always remember, though, that security fixes are a
race against the clock as attackers may be probing for those vulnerabili-
ties while you are testing the fixes. The major effort here is to limit the
size of this window of opportunity without causing damage to your site.
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It All Starts with Risk

Whether you choose to start with your test environment or take the
risks of auditing your production site, the beginning point for applying
the principles is to identify risks. The same tools from Chapter 8 are
again used to perform an audit of your processes and applications to
determine what vulnerabilities and risks already exist. Each of these
risks must then be examined, and your site either fixed or revised to
provide mitigation.

Depending on the complexity, nature, and size of your site, you may
discover a few vulnerabilities, or thousands. Checkout www.cve.mitre
.org for a dictionary of known vulnerabilities. Each of these vulnerabili-
ties may vary in its significance, from allowing an attacker to gain infor-
mation about your network to allowing someone complete access to
your most critical systems at the highest level. The tools used to perform
the audit should explain, in detail, the risks associated with each vulnera-
bility. Keep in mind that in some circumstances, minor and medium vul-
nerabilities could be used to create major problems within your site, and
could even be used to create denial of service (DoS) conditions.

Tools & Traps...

Vulnerability Chaining

Vulnerability chaining is the name given to a situation in which
certain vulnerabilities become more significant when combined
with other vulnerabilities. An example of this is the classic echo/
chargen attack.

Echo is a service that runs on most UNIX systems by default.
Its behavior is just as expected: characters sent to the echo port are
simply echoed back. Chargen is also a basic UNIX service and it
simply generates characters continuously upon connection to its
port. While the existence of either of these services alone poses
little risk, together they can be used to cause a simple denial of
service attack.

Continued
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To perform the assault, the attacker spoofs a conversation
between the two services and redirects the output of each service
to the other, creating a rapidly expanding spiral of traffic.
Essentially, the system begins to consume memory and processor
power, eventually causing the whole device to become non-
responsive to user commands.

By chaining together two minimal vulnerabilities, the attacker
creates a serious issue for the target system. Many combinations
such as this exist. Your vulnerability scanner should consider these
situations when assigning levels of risk to a vulnerability.

Fix the Highest Risks First

Once you have the report of your vulnerabilities and have examined the
impact of the findings on your environment, begin to put the actions
required for fixing them into order based on the levels of risk.

How do you know the level of risk for each vulnerability? Easy.
Relate the risks to the real assets that your need to protect. By taking
the time to identify company assets, the risk evaluation process gets
much easier. Spend time thinking about your company and the business
it does. What assets does the company hold that are valuable to it?
Where are those resources located and how are they protected? Use the
peer review process to create a detailed list of these assets and then relate
the risks to that list. If any risk has even a remote possibility of compro-
mising those assets then that risk gains the highest priority. Multiples of
conditions that must be met to impact an asset gains the risk a medium
level, while the lowest risk are those that have little impact on any crit-
ical asset. Again, use peer review to ensure that you have an accurate
view of the priorities for the risks you have developed.

Fix those vulnerabilities with the highest risk first. Often, it is a good
idea to mitigate these risks through additional means (such as by
blocking the appropriate ports at the firewall or at border routers) while
your staff works toward implementing the patches and modifications. In
general, ensure that each and every process or application running on
your production systems is up to the highest and most current patch
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levels and versions. Pay special attention to the popular services such as
DNS, HTTP, SMTP, SNMP, FTP, POP, IMAP, and security-related appli-
cations such as firewalls or intrusion detection programs.

By repairing the highest risks first, you help your site to protect its
mission-critical information and systems. When creating the priority of
vulnerabilities, always remember to take into consideration other mitiga-
tion strategies and the criticality of the systems impacted and their data.
In other words, if the audit tool reports a high risk vulnerability on a
system that is not mission critical or that handles no mission-critical data
and/or is adequately protected by a firewall, it may fall in priority when
compared to a vulnerability that allows an attacker access to a database
that holds customer information for a short time during gathering and
initial processing, but is accessible from the public Internet. For this
reason, information from the audit tools must be parsed by comparing
the actual impact to your environment.

After you have parsed and prioritized your work, begin the process
of applying the fixes and revisions to your environment. Remember to
allow sufficient time, traffic, and use to measure the impact of the
changes before replicating them into your production environment.
Then proceed through your list, applying the changes to the various
affected systems. When you have finished and documented your work,
then begin the process again to ensure that your modifications have not
created new issues.

Management and Maintenance
during the Patching Process

The primary reason to test the modifications required to mitigate your
risks is because of the unpredictability of computer programs and sys-
tems. Many times, the software or hardware fixes issued by a vendor or
programmer affect the operation of those systems at a very deep level. In
fact, the changes required may affect the very core processes or routines
of the system. Because of this, these changes may actually create addi-
tional security risks or cause the system to perform in a new way.

Many examples have come to light in which software patches cre-
ated by vendors to fix vulnerabilities have failed to solve the issue,
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resolved the problem incompletely, or created additional security prob-
lems. Discussions of these issues have found their way into many public
forums such as Bugtraq and Usenet. The moral of the story here is that
each patch really does need to be evaluated, and each system will require
testing after applying the fixes. Failure to follow that model could result
in disaster!

Impact of Patching on Production Systems

Applying patches to your production systems does not have to be a
major risk. The solution is to create an environment that mirrors your
production site and test the fixes there first. However, in some cases, a
vulnerability may be so dangerous as to require immediate action or risk
damage to your customers and your business. In this case, it may be nec-
essary to apply patches directly to your production systems—do so only
if there is no alternative. If at all possible, at least test the installation pro-
cedure on a staging machine, which normally only takes a short amount
of time.

In such times when you must patch your production systems
without adequate testing of the fix, here are some steps to help you
manage some of the risks you face:

1. First, before applying the patch, make a complete backup of the
entire system.

2. Also before applying the patch, use cryptographic signatures or
hash totals to validate the true authenticity of the patch code.
Trojan horse patches are not unheard of.

3. After applying the patch, carefully monitor the CPU usage,
memory statistics, and general operation of the server for a
period of no less than one week. This will give the system time
to experience variances of traffic and use that may exist.

4. Immediately after applying the patch, begin a complete auto-
mated scan of the system for new vulnerabilities or unexpected
behaviors (remember to monitor the statistics above during
the scan).
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5. [If the patch does not perform as expected, or the software
behavior changes in a way that causes you concern, reload the
backup data from step 1. Research the patch and test the process
again before your next attempt.

If at any time you feel the system is behaving in an unexpected way
or if the patch does not resolve the security problem immediately, stop
and contact the vendor or programmer for support with the issues.

The Never-Ending Cycle of Change

One thing is for sure: patches and security vulnerabilities are here to stay.
As our systems and software programs grow in useful features and bells
and whistles, they also grow in complexity. With so many lines of code
and so many programmers working on the products today, bugs and vul-
nerabilities are a surety. As vendors and programmers scramble to
respond to the security issues as they are discovered, there is more and
more pressure on them to release patches in a shorter amount of time.
Some vendors respond by publishing fixes that are not completely tested
or that simply hide the problem instead of solving it.

While you can never be totally sure of the impact of a patch or
modification, you can hedge your bet by implementing proper controls
on the patching process. Steps such as creating a mirrored test network,
authenticating the origins of a patch before installing it, and creating
good communications channels with your vendors and staft members
will take you a long way toward safety.

A large multi-national financial institution was in the process of
upgrading their worldwide firewall infrastructure to a different product.
Taking stability as a priority they decided to implement the most
mature, but not most current, version of the firewall. During the global
rollout a new and unexpected vulnerability was discovered, eftectively
exposing the institution to risk. The question now, was whether to halt
the current upgrade cycle and patch the newly installed firewalls or to
continue the implementation and instigate a patching regime after
deployment. Before the deployment had even completed, a change cycle
was required!
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By assessing the risks and applying the basic security principles the
company arrived at the conclusion that their best option was to com-
plete the deployment and patch the deployed firewalls after completion.
This decision turned out to be the right one, due in no small part to the
fact that they understood how to patch their infrastructure and their
levels of exposure.

Developing a Migration Plan

Have a plan for performing these patches and modifications on your sys-
tems. Put into effect a framework for testing the patches, and create rules
for what testing must be done before implementing the changes on your
production systems. Such policies are called migration plans.

Migration plans also begin with risks, just like an assessment. The
plan outlines which systems and components at your site are considered
mission critical, and defines the systems that fit into lesser categories as
well. The migration plan is used by to determine when a vulnerability is
of the most urgent nature or when it resides lower in the queue. From
there, the plan illustrates how the administrators should handle patches
and modifications to each category of system. It defines the steps to be
followed for authenticating a patch and backing up a system, as well as
the testing required for a patch to be approved for implementation on
the production site. It may also require peer review of the patched
system, or documentation of the changes for archival by a systems man-
agement group. The migration plan is simply the administrator’s guide to
making changes in your organization.

Many frameworks for migration plans exist online today and can be
used as templates for customizing the processes to your site. Microsoft
offers some basic templates for use with their products to develop and
publish migration plans. The Microsoft tools are available at
www.microsoft.com/technet/iis/enfortem.asp. Using a search engine
such as Google (www.google.com), it is easy to search for specific
migration planning tools for your environment. Other resources include
books on the subject and software packages that create the plans for you
through interview style or electronic templates. Many sites include their
migration plan in their security policies or their general employment
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policies as well. However you care to publish it, be sure that it exists and
that your staff is following it.

How to Justify a Security Budget

The most common problem with implementing security in any organi-
zation is finding the budget to get the people, tools, and time to perform
the process. Security staft members are generally well compensated.
Security tools and products are often expensive. In many organizations,
the time required to apply security to processes is considered prohibitive.
When security measures are working correctly, management generally
doesn’t have to worry about them. In the “New Economy,” being first to
market or timely in delivery is often more profitable in the short term
than being secure. With all of these obstacles, how can you justify the
budget you need to bring and maintain security at your site?

Over the years, several methods have been tried. Some have suc-
ceeded and many have failed. In many cases, what ultimately brings the
security budget is an attacker. In most organizations, the knee-jerk reac-
tion to a security incident is to throw money at the problem. This, how-
ever, is the wrong model to follow. The primary issue is that damage has
usually already been done in one form or another, and the event may
very well be a devastating one that causes a major loss of consumer con-
fidence and thus an immense amount of financial damage.

The better solution is to use one of the strategies described in the next
sections; these strategies build awareness of the security issues and make a
case for the continued existence of information security in your organiza-
tion, although they both can have negative possibilities. Let’s call the first
one the yardstick approach, and the second one the fear tactic approach.

The Yardstick Approach

I have had the most success with this one. In this tactic, we use security
and risk as yardsticks to measure the gains that security measures have
made for the organization. Basically, we try to convert the security pro-
cesses we have already created into a dollar amount versus the dollar
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amount of the damage that we might have faced should we have accepted
those risks without mitigation. Dollar amounts seem to work the best,
although I have also tried labor hours and other units of measure.

The first step in this process is to create a realistic risk profile for
your site. Do this by examining the traffic flowing into your site from
the Internet. One common method is to deploy an intrusion detection
system outside of your firewall and use that to create baselines of the
scans, probes, and attacks that you are seeing on a weekly basis.
Extrapolate the data and calculate those figures into whatever timeframe
you wish to use.

Next, review the attacks seen by the intrusion detection system
(IDS) and estimate the amount of damage those attacks might have been
able to do to the organization should they have been successful.
Remember that IDSs are like virus scanners; they must be updated fre-
quently to be eftective. The easiest way to estimate the damage is to esti-
mate the time required to rebuild the devices in the event of a
compromise. If the device attacked 1s a mission-critical device or handles
sensitive data, make a special note of that to use as collateral damages.
You may be amazed to discover the amount of attacks that are actually
going on. I have seen sites being probed several times a minute!

Lastly, throw into this mix the actual numbers estimated from any
security incidents or damages that your site may have experienced in the
last year or so. These numbers have extra leverage because your manage-
ment is probably already painfully aware of the events and the damages
that have been suffered. For these situations, show the processes that you
have either implemented or plan to implement to mitigate these risks
from reoccurring. Use real numbers instead of estimates where possible.

Now take these figures and chart them against your existing security
budget. Develop the details into a full presentation and get in front of
your upper management to explain them. If your numbers turn out as
most do, you will be able to demonstrate that there is vast savings being
generated through the risk mitigation steps that you have already taken.
Don’t forget to explain the probable damage from exposure of mission-
critical systems or data to attack. Plot out worse-case scenarios and men-
tion them, but don’t be too strong with them.Your strategy here is to
simply make a business case for your budget, not to cause fear or doubt.
Figure 1.3 is an example of such a chart.
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Figure 1.3 A Security Budget Yardstick Slide from PowerPoint
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Using this method to build a business case for a security budget has
worked in many companies of various sizes and markets. By appealing to
the financial processes of the organization with clear, concise, and factual
information, we bring a better view of the security situation to light,
and we do so without causing fear and doubt, which can sometimes
backfire on the security team.

A Yardstick Approach Case Study

I once used the yardstick approach to assist in growing the security
budget of a client with whom I was working. The client was a network
facility for a major university and they were experiencing large numbers
of attacks on a continual basis. They had deployed some basic security
measures to protect the student, faculty, and business information of the
school, but wanted additional funding to grow the security staft and
build some protection systems for a new business-partnered research
facility that they were building.

They already had a basic firewall and some internal IDS systems
deployed in their organization, and these tools were mitigating most
of the attacks. The only incidents they had experienced had been a
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compromise of a departmental e-mail system and a simple Web page
defacement of a Web server in their demilitarized zone (DMZ) segment.

I followed the process of deploying an IDS outside of their firewall
and discovered several interesting things:

= They were experiencing scans and probes on an average of one
attack every half-hour.

» A UNIX system in their DMZ had been compromised and was
being used as a distribution site for pirated software.

» Their internal routers and firewall were misconfigured and were
passing nonroutable Internet Protocol (IP) addresses to the
public Internet.

While the last item is simply a matter of network nicety, they were
giving away the address schemes used behind the firewall. The real value,
however, was the frequency of the detected attacks and the fact that they
had a compromise in progress that could have caused a large amount of
bad publicity and embarrassment to the school and its staft members.

We used the same formulas mentioned previously and estimated that
attacks to the school would have cost the university in the neighbor-
hood of half a million dollars in lost time and labor costs in the last year.
We balanced this against the approximate costs of the firewall and the
internal protection systems combined with the salary wages, taxes, and
benefits for a total of approximately $130,000 over the last year. We cre-
ated a short presentation from these figures and delivered it at the next
budget meeting. The outcome was amazing. The university nearly dou-
bled the security budget for the following year and provided for two
additional team members to be hired. It was a complete victory.

Possible Results of Failure

Not all of the attempts to use the yardstick approach have been suc-
cessful. There are times when the approach has caused management to
perceive that the security team had been less than eftective. Sometimes
the figures show that the security budget outweighs the threat levels and
the value of the assets that are being secured. If this is the case, presenting
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the figures to management may be damaging to your team.You also
should revisit the strategies you have used to secure your site, try to
determine where the cost factors were too high, and evaluate the costs
of keeping those solutions in place over time.

Another side effect of failing with this approach is that it often
causes a loss of morale amongst your security team. They may feel
devalued or unappreciated by the management team. The best way to
combat this situation is to really work hard on building awareness in the
coming year. You may need to create a “security evangelist” within your
team and send him or her out to build excitement and educate the
other members of your company.

Side effects of failure with this strategy are usually pretty easy to
manage. They usually have less far reaching eftects than the fear tactic
approach. In addition, failing with this strategy often leaves room for
another try during the following budget cycle, and you may find that
you will achieve consistent victories, even after the first year of failure. It
seems that this approach makes sense to management staff and that they
often respond favorably to it. Consider trying this approach with your
site, and use it before you attempt the fear tactic approach.

The Fear Tactic Approach

The second strategy I have used to justify a security budget is the fear
tactic approach. I have come to see this approach as a sometimes-neces-
sary evil. This is a very common approach and it can be a very damaging
situation if this strategy fails to convince the management team. In addi-
tion, I have seen even successful use of this tactic cause the end of
careers for others in some organizations.

The whole point of this tactic is to use fear to raise awareness.
Success depends on the reaction of management when confronted with
a horrifying scenario or profile—the desired outcome is a knee-jerk
reaction of providing resources to make the scenario go away.
Occasionally, though, the opposite happens and the management team
goes after the messengers, on the grounds that the security team has
failed to protect them from these situations.
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Even though this tactic raises the level of fear, uncertainty, and doubt
in the organization, it is often very successful in raising the level of
awareness. Tools such as penetration tests, real-life security incidents, and
information warfare scenarios are the basis for this strategy. The bottom
line here is to figure out what hurts an organization, and if it is a possi-
bility, either exploit or explain it. The worst-case scenario is often easily
understandable in the most basic of terms, and more times than not it
will bring about the desired results.

NoTE

Use the fear tactic approach only as a last resort or when manage-
ment will not respond to other methods. The results of the methods
used in this approach are often controversial and may cause political
damage to the security team if the process is not carefully managed,
monitored, and controlled. While tools such as penetration testing
and information warfare techniques may seem flashy, they can be
dangerous if they are misused or get out of control. Always select
qualified teams for this type of activity, create a well-defined scope
of work, and maintain regular communication with participants.

A Fear Tactic Approach Case Study

A few years ago I had a client that had tried many difterent approaches
to raising security awareness in his company. He was a high-level
director in the Information Technologies section of a software company,
and he reported directly to a vice president. His company was a fast-
growing firm, mainly through the acquisition of competing companies.
Security had always been an afterthought for their organization, and he
feared that things had gotten out of control.

Inside the company, several groups had created their own networks
and private connections to the Internet. Additionally, as they acquired
new companies, these groups were rapidly connected to the internal
networks and allowed to maintain their own connections to the
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Internet. Devices were popping up on the company networks at the rate
of several systems a day, and they had no control over the deployment
and no idea what all was out there. To make matters even worse, they
had deployed no internal control methods, many of the employees in the
purchased companies were openly hostile, and they were being rushed
to market with a new e-commerce product oftering. My client felt that
things had to change before major damage occurred.

His team had tried, unsuccessfully, to raise awareness using the stan-
dard methods. They had created user groups, performed internal evange-
lism, hosted various security meetings, had outreach seminars for
developers, and much more. Finally, as a last resort it was decided that
they needed a vulnerability analysis and penetration test to give the com-
pany examples of the risks they were facing from the public Internet.

The tests began after all the contracts were finalized and the scoping of
the testing was performed and agreed upon. Immediately, risks became
vulnerabilities, and within hours, many systems were compromised. A soft-
ware development group had left their systems unprotected and connected
to the Internet. These systems were used as launching points to attack the
internal network. Over the next few days, my team compromised many
systems and thousands of accounts, finally ending with the capture and
compromise of their newly deployed e-commerce systems.

In the weeks that followed, we created reports and gave presentations
to many of their management teams and IT staft members. There were a
few political situations, but overall management was responsive when
confronted with the truth. The security group received their additional
funding, and staft members were added as well as supplemented with
consultants. Over the next year, the director rebuilt the network,
deployed the e-commerce systems in a more secure fashion, and today is
well on his way to regaining control and establishing safe management.
New systems are no longer added to the network without appropriate
migration planning, and connectivity is becoming centrally managed.
They have added a complete incident response process and intrusion
detection measures. While not all of the uses of this strategy end this
successfully, this was one case where things turned out well.
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Possible Results of Failure

The fear tactic approach is not without its drawbacks. As expressed ear-
lier, there are times when using this approach has come back against the
security team itself as management ends up feeling that they have not
functioned properly and blames them for the current problems. While
this is not common, it is certainly a risk when dealing with this strategy.

Political problems often arise from this approach as well. Groups that
are exposed as having been vulnerable are often blamed for the damages,
or may become difticult to work with in the future. The best way to
control this side effect is to continually reinforce that individuals are not
to blame, but that the whole process requires change and better control.
Extra effort to build relationships with the affected groups and offers of
assistance with repair are often helpful as well.

Another problem with fear tactics is that sometimes management
responds by creating a rush to “get secure.” Often this problem leads to
large-scale panic and chaos. The best method to avoid this problem is to
create a step-by-step process for implementing the required solutions
prior to presenting the results of the testing to the management team. In
this way, you can better control the responses and demonstrate that you
have a plan for resolving the issues without the need for panic. Careful
application of the repair process can bring value to the security team
and enhance its image within the company.

Additionally, a fear tactic often leads to a cycle of breaking systems to
prove that they are insecure, rather than reaching a point where security
operations happen proactively. The greatest danger here is to those sys-
tems that the team is not able to prove vulnerable—they may not be
repaired despite your knowing that they may be vulnerable by an
attacker with the proper skill level or resources. For example, your secu-
rity team may not have the resources to properly design an exploit for a
specific bufter overflow, but attackers may have access to a working tool
outside of public knowledge. If you are caught in this cycle, you will
need to break out of it by immediately stepping back and using an
approach such as the yardstick method discussed earlier. Continuing to
feed the “prove it or lose it” cycle only does your team and your organi-
zation a disservice.
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Even with all the negatives this approach can provide, it is the most
common method used for raising awareness in an organization. This often
leads management to be distrustful of its results and methodologies,
because they have heard similar scenarios many times and they often feel
that the security team is crying wolf. If this is the case, you have to be
able to demonstrate real-world exercises that lead to serious damage for
the site and its clients. You also have to be able to deliver the solutions if
they fund them, or you may find yourself polishing your résumé.

Security as a Restriction

One of the largest challenges facing security teams today is the nature of
how they are perceived. In many organizations, the history of the secu-
rity team is intertwined with the roles of physical security guards. Many
of these security teams are seen by their co-workers as little more than
Net cops or computer guards. In addition, since the role of the security
team members is often to work with the Human Resources team
whenever a problem of usage occurs, the other employees of the com-
pany sometimes see the security team in a bad light.

These images and perceptions cause damage to the security process.
By alienating the other employees, it becomes more difficult for the
security team to perform its duties. The team members will receive less
and less cooperation and will become unable to properly interface with
the other groups.

The reason that this situation develops is that the wrong images are
being portrayed to the other employees. The image is that security is a
restriction. Often, this situation arises immediately after the implementa-
tion of controls or monitoring software is put into place to better
manage the use of network resources or performance during business
hours. While these technologies are not the cause, they are often seen as
being a symptom of a “Big Brother” approach. No one likes to have
their privacy violated, so remember to offer similar protections to your
staft as you do to your clients. Doing so will let you avoid the dangers of
playing “Net cop.”
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If a user makes a mistake and falls for a social engineering attack, and
gives someone his or her password, you want him or her to be able to
come tell you about it, and not be afraid of punishment.

Security as an Enabler

To overcome the restrictive view of security, change the overall image of
your team to be seen as enablers. Security as an enabler is best portrayed
when the security team takes the role of consultant to the other mem-
bers of your organization. When security is portrayed in this manner and
the proper levels of awareness are in place, you will find that other
groups begin to actually include your team in the planning and develop-
ment stages of their projects.

By assuming a consultant role, your team is able to build rapport
with the other groups and become a resource for them on which to
depend. Often, the best way to create this situation is to continually
work on awareness and use evangelism. Create informal challenges for
the other groups that teach security principles (see the “Last Password
Standing” sidebar for an example of a fun challenge).

Tools & Traps...

The Last Password Standing Contest

In order to help a group of users understand the ideals of choosing
strong passwords, create this contest for them to take part in:

= Set up a Windows NT Workstation and allow the users
to create accounts for themselves and pick their ideas of
strong passwords.

= Once your group has chosen their passwords, dump the
passwords using LOpht Crack and begin to crack them.

Continued
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= LOphtcrack is available from
www.securitysoftwaretech.com.

= Award a prize to the last password cracked by the tool
during a short seminar about choosing strong passwords.

Several companies have used this approach to create aware-
ness of one of the most basic security problems. The majority of
the companies using this approach saw a large improvement in
the quality of the passwords being used by their employees. In
fact, in one case where the same contest was tried again a year
later, they found that the average time to crack the users’ pass-
words had increased to more than double!

The other way that security can be seen as an enabler is by building
awareness of how a secure environment can assist your employees with
performing their jobs. Explain how tools such as Secure Shell and virtual
private networks (VPNs) can allow them to perform their job duties
remotely. Demonstrate and explain technical solutions that enable a
greater range of services to be performed by your development groups
by including secure tunneling and strong authentication. When other
teams begin to see security as a flexible tool that creates options for their
projects instead of a tight set of rules that they have to follow, you will
have created a partnering image for your team.

Portraying your team as being enablers makes it much easier for your
team members to perform. Organizations in which these types of part-
nerships exist between the security team and the other groups often
have a much lower rate of incidents and a much higher rate of job satis-
faction. Be seen as enablers instead of “Net cops” and you will find
much more success in the e-commerce world.
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Summary

Understanding the basic principles of e-commerce security is the first
step on your journey toward a sustainable protection of your business.
By applying the three principles of security (confidentiality, integrity,
and availability) to your e-commerce model, you can begin to under-
stand the impact of different scenarios on your site. Additionally, by
adding a system of continual assessment and revisions to your site, you
can keep up with the ever-changing conditions of the online world, and
even extend the principles to your daily business processes. Finally, by
setting clear goals for security and integrating them into the planning,
development, and implementation stages of your projects, you can ensure
a sustainable security posture. Maintaining that posture over time
requires a process for the managing and monitoring of your systems.

The methodology for adding security principles to an existing e-
commerce site is very similar to the process of starting from the ground
up. It begins with risk assessment, and then the setting of priorities for
repairing the most critical vulnerabilities and weaknesses in your site;
allowing you to bring your security posture to a higher level without
impacting the day-to-day operation. Migration policy is used to manage
the change process in our production networks and ensure that by
adding these risk mitigation and vulnerability repairs, we do not prevent
our site from doing business.

One of the most common problems for security teams and their
managers 1s the justification of a budget for security operations. Two
often-used strategies for doing this are taking the yardstick approach and
by using a fear tactic approach to the justification. In the yardstick
approach, information is gathered and presented that defines the costs of
vulnerabilities and risks experienced by the organization and how the
work done by the security team has saved the company substantial losses
and expenditures. The fear tactic approach uses tools such as penetration
testing to prove that the organization has vulnerabilities and exposures in
the hope that by realizing the risks they face, the company will release
budgeted resources to mitigate the risks. Each of these strategies has its
positive effects and its drawbacks.
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Security can be seen in two primary types of roles in an organization;
the role of enabler, or the role of restrictor. In the role of enabler, the
security team acts as consultants and works with the entire organization to
raise security awareness and to improve the security posture over time. In
the role of restrictor, the security team is often seen as a hindrance to the
business process. The restrictor role often makes it very difficult to per-
form security tasks that require working with other teams from your orga- .
nization. Take steps to always present your team as the security enabler. e J
Build awareness and a sense of trust with your fellow employees.

Solutions Fast Track | 1

Security as a Foundation

M The primary principles of security are confidentiality, integrity,
and availability.

M Information is possibly one of the most valuable assets most
companies possess; losing it or caring for it negligently could
spell disaster and possibly even ruin. The risks to confidentiality
do not stop with access to data; credit card details are illegally
obtained from Internet facing systems, then used or sold, with
alarming frequency.

M We assume that the database system we are using will maintain
the records of our sales correctly. We believe that our billing
system 1is smart enough to add the items on a customer’s bill.
Without some form of integrity checking, neither of these
situations may be true.

M Availability is the lifeblood of any business. In the e-commerce
world, where every moment can directly translate to thousands
of dollars in sales, even downtimes of less than an hour can do
immense financial damage to a company.
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M Security also entails a three-step process of assessment, revision,
and implementation of changes. This continual process of evalu-
ation and feedback is necessary to adapt processes and products
to the ever-changing conditions of the online world, as hackers
examine existing software and hardware systems and discover
new vulnerabilities.

M Once you have successfully secured your environment and pro-
i‘ cesses down to the level of your accepted risks, it is time to mit-
igate those issues through a combination of technology, policy,
and awareness. Begin by using your list of accepted risks to
& create a policy to deal with them. Once you have mitigated
v | your risks, you can begin to bring your systems online and offer
access to the public.

. h Applying Principles to Existing Sites

M The process of applying the three principles of confidentiality,
integrity, and availability to existing sites differs a bit from new
sites, but many of the concepts are the same. What does change
is where and when these tools begin to be applied. For
example, beginning the assessment process on your existing site
could damage your production systems, so most sites begin by
testing their development environment or a mirror of their pro-
duction environment created just for the purpose of testing.

M Fix those vulnerabilities with the highest risk first. Often, it is a
,d good idea to mitigate these risks through additional means (such
as by blocking the appropriate ports at the firewall or at border
routers) while your staft works toward implementing the
patches and modifications. Pay special attention to the popular
services such as DNS, HTTP, SMTP, SNMP, FTP, POP, IMAP,
and security-related applications such as firewalls or intrusion

detection programs.
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M Migration plans also begin with risks, just like an assessment.
The plan outlines which systems and components at your site
are considered mission critical and defines the systems that fit
into lesser categories as well. The migration plan is used to
determine when a vulnerability is of the most urgent nature or
when it resides lower in the queue. From there, the plan illus-
trates how the administrators should handle patches and modifi-
cations to each category of system. It defines the steps to be ; g
followed for authenticating a patch and backing up a system, as
well as the testing required for a patch to be approved for
implementation on the production site. 5-‘-‘"
T

How to Justify a Security Budget

M The yardstick approach uses security and risk as yardsticks to
measure the gains that security measures have made for the
organization. Try to convert the security processes you have
already created into a dollar amount versus the dollar amount of
the damage that we might have faced should we have accepted
those risks without mitigation (or use other units of measure
such as labor hours).

M The fear tactic approach raises the level of fear, uncertainty, and
doubt in the organization, it is often very successful in raising
the level of awareness. Tools such as penetration tests, real-life 25
security incidents, and information warfare scenarios are the 4
basis for this strategy. The bottom line here is to figure out what
hurts an organization, and if it is a possibility, either exploit or
explain it.
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Security as a Restriction

M Perception in a company of security being a restriction arises
immediately after the implementation of controls or monitoring
software is put into place to better manage the use of network
resources or performance during business hours. While these
technologies are not the cause, they are often seen as being a

P ﬁ symptom of a “Big Brother” approach. These images and per-
g

Security as an Enabler
M To overcome the restrictive view of security, change the overall
image of your team to be seen as enablers. Security as an
' enabler is best portrayed when the security team takes the role
v of consultant to the other members of your organization. When
&

other teams begin to see security as a flexible tool that creates

ceptions cause damage to the security process.

options for their projects instead of a tight set of rules that they

% have to follow, you will have created a partnering image for
— your team and you will find that other groups begin to actually
include your team in the planning and development stages of
their projects.
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Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of
this book, are designed to both measure your understanding of the concepts
presented in this chapter and to assist you with real-life implementation of
these concepts. To have your questions about this chapter answered by the
author, browse to www.syngress.com/solutions and click on the “Ask the
Author” form.

Q: How can I build a better sense of security awareness in my organiza-
tion? I have tried putting up posters and publishing our policy, but it
doesn’t seem to be working.

A: Education is the primary means for building awareness. You have to
spend time educating every member of your organization. From the
top line managers, the development teams, and the customer service
people—security needs to be on everyone’s mind. They need to be
aware of your security policy. They need to be aware of the impact
that security has on an e-commerce company. Most of all, they need
to understand the privacy policies that you extend to your cus-
tomers. Consider popular methods such as having a security fair or
undertaking a contest that teaches security principles. Functions that
combine the teaching of security practices with fun activities have a
very high success rate of improving awareness in an organization.

Q: What kinds of tools do I need to perform the assessments you dis-
cuss? Is this something my team should do, or should I hire someone
outside my organization to perform them?

A: For more details on this, see Chapter 8, but as a minimum you need
a vulnerability scanner, network monitoring tools, a packet analyzer,
and a familiarity with the system monitoring tools of the operating
systems you are using. Internal assessment versus hiring a team is
often a complex issue. Using an internal team is great for first looks
and initial testing, but hiring a skilled team to assess your site may
prevent headaches in the long run. In addition, depending on your
area of business, there may be regulations that require you to have an -
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independent assessment performed by an accredited team. Make sure
you have carefully read and understand any regulations that may
apply to your business. An example of this type of problem is indus-
tries dealing with power distribution systems and the like. These sys-
tems are considered to be a part of the national infrastructure and
require assessment on a periodic basis to meet the regulations placed
on them by the U.S. government.

Q: Where can I get more information about creating my security
policy?

A: Chapter 4 of this book explains more about developing a security
policy. Other good starting points are the following Web sites:
www.sans.org, www.cs.purdue.edu/coast, and csrc.nist.gov.

Q: Isn’t the fear tactic approach too risky to use as a justification for a
budget?

A: In some cases, yes. However, [ only suggest that you use this approach

18

as a last resort. It tends to leave a bad taste in the mouth of many
managers, and it is difficult to use it as a long-term justification. In
addition, if you do decide to use this approach, be extra careful about
choosing your penetration team. If you are going outside of your
company, be sure the proper contracts are in place, and check refer-
ences for the team before hiring them.

Q: I am trying to hire a penetration team, and when I ask for refer-
ences, they say they can’t reveal the names of the people for whom
they have worked. What should I do?

A: Don’t walk away from that group—run away from them. Reputable
penetration testing teams will be able to provide you with verifiable
references and will have complete contracts, scoping documents,
business insurance, and sample reports. If they don't, I suggest you
take your business elsewhere.
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Solutions in this chapter:
= What Is a Distributed Denial of Service i
Attack? !

= Why Are E-Commerce Sites Prime Targets
for DDoS?

= What Motivates an Attacker to Damage
Companies?

= What Are Some of the Tools Attackers Use
to Perform DDoS Attacks?

= How Can I Protect My Site against These
Types of Attacks?

M Summary
M Solutions Fast Track

M Frequently Asked Questions
45



46

Chapter 2 « DDoS Attacks: Intent, Tools, and Defense

Introduction

Many pundits have described the current era as the information age—
the dawn of a bright new future, a time when the barriers to communi-
cation have been dismantled, allowing the formation of virtual
communities that span the globe. Businesses now have the ability to pro-
ject their presence beyond the normal confines of geography, enabling
them to reach out to a market that years earlier they would have, by
necessity, ignored. Recreational users of the Internet share information
and experiences almost instantly with people a world away. The applica-
tion of Internet technology and the associated opportunities seem end-
less. And that is part of the problem.

With every opportunity comes risk. In the world of the Internet, this
risk often materializes in the form of security. The Internet and security
are inextricably linked—one should always accompany the other.
Security should always be a byword when using the Internet, but some
believe the mere use or integration with the Internet eliminates the
ability to be secure in the first place.

Security is an evolving field where the good guys always seem to be
one step behind the bad. The list of security risks a security officer or
administrator may have to contend with reads like a science fiction
novel. In a single week, they could be expected to counter threats posed
by highly contagious viruses, trojans, worms and even be attacked by
zombies. Recently one of the newer additions to the security officers’
lexicon of despicable terms was the highly publicized Distributed Denial
of Service (DDoS).

The end of 1999 brought to light a scenario that security experts
around the globe had predicted but had hoped would not arise. New
tools for performing Denial of Service (DoS) attacks on a massive scale
were released to the Internet. These new tools were referred to as DDoS
tools because of their distributed nature. They allowed an attacker to
coordinate attacks against Internet sites from client machines (often
called zombies) distributed around the world using a single client pro-
gram. Given enough zombie machines, an attacker could bring any site
to its knees.
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As the security community scrambled to alert the world to the dan-
gers these tools created, the assaults began. In just a few short days, the
foundations of some of the largest Internet sites were rocked by massive
coordinated attacks. The conditions that had set the stage for the spate of
attacks had been 1in place for quite some time. Bandwidth had become a
commodity, with broadband access offering high-speed Internet connec-
tivity through cable modems and digital subscriber lines (DSL). Most
computing communities were blissfully unaware of the dangers they
faced. Penetrations began occurring at an alarming rate, leaving behind
massive networks of DDoS zombies for later use. In addition, many of
the largest sites on the Internet had failed to implement some of the
most basic protection mechanisms. This confluence of technological
advancement and circumstance allowed a single David to knock down
several Goliaths with one powerful stone—DDoS.

What Is a DDoS Attack?

To understand a DDoS attack and its consequences, we first need to
grasp the fundamentals of DoS attacks. The progression from under-
standing DoS to DDoS is quite elementary, though the distinction
between the two is important. Given its name, it should not come as a
surprise that a DoS attack is aimed squarely at ensuring that the service
a computing infrastructure usually delivers is negatively affected in some
way. This type of attack does not involve breaking into the target system.
Usually a successful DoS attack reduces the quality of the service deliv-
ered by some measurable degree, often to the point where the target
infrastructure of the DoS attack cannot deliver a service at all.

A common perception is that the target of a DoS attack is a server,
though this is not always the case. The fundamental objective of a DoS
attack is to degrade service, whether it be hosted by a single server or
delivered by an entire network infrastructure.
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NoTE

The definition of a hacker and their activities has undergone many
changes during the last twenty years. Originally a hacker was synony-
mous with individuals with a thirst for knowledge and the ability to
develop elegant and ingenious pieces of code. They were instru-
mental in the development of the ideas and technologies that shaped
the industry. The modern day understanding of the word hacker has
taken a much more sinister turn, encompassing individuals who
undertake activities on networks or systems that could be deemed to
be detrimental to their owners. Hackers are often segmented into
other more specific groups, including black hat or white hat hackers.
In plain terms, a white hat hacker does not attempt to breach the
integrity of computer systems in the pursuit of profit, personal gain,
or mischief. Black hat hackers, or crackers, on the other hand, repre-
sent the darker side of the hacker community. For the purposes of
this chapter, the term hacker will encompass all of these definitions.

Laying the Groundwork: DoS

Before the DDoS hue and cry rose to almost thunderous proportions,
DoS attacks had been tirelessly aimed at networks for some time. DoS
attacks are conducted using software written to deliberately cause degra-
dation in the target systems service levels. A number of well-docu-
mented types and variants of DoS attacks currently swirl around the
backwaters of the Internet. One of the significant problems exacerbating
DoS attacks is the number of freely available programs that turn this
technical exploit into a task that requires the use of a mouse, a clicking
finger, and a trivial amount of grey matter. This simplification can turn
an Internet neophyte into a cyber criminal.

A DoS attack attempts to reduce the ability of a site to service
clients, be they physical users or logical entities such as other computer
systems. This can be achieved by either overloading the ability of the
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target network or server to handle incoming traffic or by sending net-
work packets that cause target systems and networks to behave unpre-
dictably. Unfortunately for the administrator, unpredictable behavior
usually translates into a hung or crashed system.

Numerous forms of DoS attacks exist, some of which can be diffi-
cult to detect or deflect. Within weeks or months of the appearance of a
new attack, subtle copycat variations along the same theme begin
appearing elsewhere. By this stage, not only must defenses be deployed
for the primary attack, but also for its more distant cousins.

Many DoS attacks take place across a network, with the perpetrator
seeking to take advantage of the lack of integrated security within the
current iteration of Internet Protocol (IP), IP version 4 (IPv4). Hackers
are fully aware that security considerations have been passed on to
higher-level protocols and applications. An attempt to rectify this
problem has resulted in IP version 6 (IPv6), which includes a means of
validating the source of packets and their integrity by using an authenti-
cation header. Although the continuing improvement of IP is critical, it
does not resolve today’s problems because IPv6 is not in widespread use.

DoS attacks do not only originate from remote systems, but also
locally to the machine. Local DoS attacks are generally easier to locate and
rectify because the parameters of the problem space are well defined (local
to the host). A common example of a local based DoS attack includes fork
bombs that repeatedly spawn processes to consume system resources.

Although DoS attacks do not in themselves generate a risk to confi-
dential or sensitive data, they can act as an effective tool to mask other
more intrusive activities that could take place simultaneously. Although
administrators and security officers are attempting to rectify what they
perceive to be the main problem, the real penetration could be happening
elsewhere. In the confusion and chaos that accompanies system crashes
and integrity breaches, experienced hackers can slip in undetected.

The financial and publicity implications of an effective DoS attack
are hard to measure—at best, they are embarrassing and at worst, a death
blow. In the world of e-commerce, a customer’ allegiance is fleeting. If a
site is inaccessible or unresponsive, an alternate virtual shop front is only
a few clicks away. Companies reliant on Internet traffic and e-purchases
are at particular risk from DoS and DDoS attacks. The Web site is the
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engine that drives e-commerce, and customers are won or lost on the
basis of the site’s availability and speed. A hacker, regardless of motive,
knows that the real place to hurt an e-business is to aftect its Internet
presence in some way. Unfortunately, DoS attacks can be an efticient
means of achieving this end; the next sections cover two elemental types
of DoS attacks: resource consumption attacks (such as SYN flood attacks
and amplification attacks) and malformed packet attacks.

Resource Consumption Attacks

Computing resources are by their very nature finite (though we wish it
could be otherwise!). Administrators around the world bemoan the fact
that their infrastructure lacks network bandwidth, CPU cycles, RAM,
and secondary storage. Invariably the lack of these resources leads to some
form of service degradation the computing infrastructure delivers to the
clients. The reality of having finite resources is highlighted even further
when an attack is orchestrated to consume these precious resources.

The consumption of resources (and in this instance bandwidth is
considered to be a resource) involves the reduction of available
resources, whatever their nature, by using a directed attack. One of the
more common forms of DoS attack targets network bandwidth. In par-
ticular, Internet connections and the supporting devices are a prime
target of this type of attack due to their limited bandwidth and visibility
to the rest of the Internet community. Very few businesses are in the for-
tunate position where they have too much Internet bandwidth (does
such a thing exist?), and when a business relies on the ability to service
client requests quickly and efticiently, a bandwidth consumption attack
can drive home how effectively that bandwidth can be used to bring the
company to its knees.

Resource consumption attacks predominantly originate from outside
the local network, but do not rule out the possibility that the attack is
from within. These attacks usually take the form of a large number of
packets directed at the victim, a technique commonly known as flooding.

A target network can also be flooded when an attacker has more
available bandwidth then the victim and overwhelms the victim with
pure brute force. This situation is less likely to happen on a one-to-one
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basis if the target is a medium-sized e-commerce site because they
will—in most cases—have a larger “pipe” than their attackers. On the
other hand, the availability of broadband connectivity has driven high-
speed Internet access into the homes of users around the world. This has
increased the likelihood of this type of attack as home users replace their
analog modems for DSL and cable modem technologies.

Another way of consuming bandwidth is to enlist the aid of loosely
configured networks, causing them to send traftic directed at the victim.
If enough networks can be duped into this type of behavior, the victim’s
network can be flooded with relative ease. These types of attacks are
often called amplification attacks.

Other forms of resource consumption can include the reduction of
connections available to legitimate users and the reduction of system
resources available to the host operating system itself. Denial of service is
a very broad term, and consequently some exploits cross the boundary
into DoS attacks due to the circumstances surrounding their manifesta-
tion. A classic example of this scenario was the Melissa virus, which pro-
liferated so swiftly that it consumed network resources resulting in a
DoS in some cases. In short, a plethora of DoS attacks are available on
the Internet, though for the purposes of this chapter we discuss only the
more notorious and direct varieties.

Damage & Defense...

Configuration Management

One method of instigating a DoS is by altering the configuration
of key devices such as routers and servers. Routing tables, registry
databases, and UNIX configuration files are just a few of the
potential configuration databases that can be used against a busi-
ness. It goes without saying, then, that all Internet-facing devices
should undergo strict change control procedures and that a
backup of the last known good configuration should be available
on demand.
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Anatomy of a SYN Flood Attack

In September 1996, a DoS attack caused a New York ISP to be unavail-
able for almost a week. The impact of the outage affected close to 6,000
users and 1,000 companies. The attack leveraged a technical vulnerability
in Transmission Control Protocol/Internet Protocol (TCP/IP) that had
been known for some time and was one of the first high-profile attacks
to exploit SYN flooding.

A SYN flood attack achieves its desired impact by manipulating the
mechanics of how a TCP connection is initiated. Unlike the User
Datagram Protocol (UDP), communication streams established with the
TCP protocol are connection-oriented. This means that a session must
be established between the source and target computers before data can
be exchanged between them. Establishing the session involves a three-
way handshake, with each step commencing only when the previous
one is complete.

The steps involved in the TCP three-way handshake between two
machines (the client and server) can be described as follows:

1. A SYN is sent from the client machine to the server. A
SYN (synchronize) packet is sent from a port on the client
machine to a specific port on the server that is waiting for client
connections. An Initial Sequence Number (ISN) is also sub-
mitted with the packet. TCP is a reliable protocol and conse-
quently needs a mechanism for recovering from transmission
failures and to help with packet reassembly. The ISN helps the
recipient to sequence packets correctly.

2. A SYN/ACK is sent from the server to the client. The
server responds to the client by sending back the client’s ISN
plus 1.The server’s ACK acknowledges the clients SYN; the
server’s SYN indicates to the client that the server is able to
establish a session with the client. The SYN sent from the server
to the client contains the server’s own ISN, which is different
than the client’s ISN.
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3. An ACK is sent from the client back to the server. The
client responds to the server’s SYN/ACK with an ACK con-
taining the server’s ISN plus 1. The client and server have now
established a TCP connection.

So, during the normal construction of a TCP session, the three-step
process 1is followed, as depicted in Figure 2.1. A SYN flood attack works
by starting the TCP handshake by sending a SYN to the target server.
The most important difference between this SYN and one originating
from a legitimate user is that the source address has been spoofed. A
spoofed address is an address that has been changed from the original
address to another address, usually for malicious or covert purposes. The
nature of IPv4 ensures that after a spoofed packet has left the source host
and begins to be routed, tracing it back is very difficult, making it a
favorite technique employed by hackers.

Figure 2.1 The Three-Way TCP Handshake

/]
Step1 —» ‘ SN % =

Client Server
Step 2

Step 3

Now, this means that the SYN sent from the hacker’s machine
during Step 1 of the handshake does not contain his real address as the
source of the SYN.The address used in forging the SYN is usually a
nonexistent address or a nonroutable address. IP addresses not routable
over the Internet include the private IP addresses in the Class A range
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from 10.0.0.1 to 10.255.255.254, in the Class B range from 172.16.0.1
to 172.31.255.254, and the Class C range from 192.168.0.1 to
192.168.255.254.

The server receiving the spoofed SYN then attempts to respond to
the nonexistent address with a SYN/ACK. Due to the (sometimes unre-
liable) nature of network connections, many implementations of TCP/IP
protocol stacks are configured to wait a certain period before assuming
that the SYN/ACK will not receive a response. Because the source
address included in the initial SYN was forged with a nonexistent
address, the server will never receive an ACK in response. In other
words, Step 3 in Figure 1.1 never happens in a SYN flood attack. The
connection is then left in what can be termed a half-open state.

A connection queue is responsible for managing the attempted con-
nections on the server, allowing only a certain number of half-open
connections to build up before future attempts to connect to that port
are discarded. Only a limited amount of resources are assigned to the
number of SYN/ACKs that can be queued at any one time, and the
connection queue is quickly exhausted and legitimate users can no
longer establish a TCP connection. A successful SYN flood attack
ensures that more spoofed SYNs are sent to the server than can be
released from the connection queue, effectively causing the connection
queue to overflow.

A SYN flood usually involves a number of packets being directed at
the target server, consequently overloading the connection buffer.
Unfortunately the SYN flood attack can be quite effective, primarily
because it can be launched by a hacker with limited resources and has the
added advantage of obscuring the source of the attack in the first place.

Other clever twists to the SYN flood attack can include spoofing the
source of the SYN in Step 1 with a legitimate routable address.
Administrators observing this behavior could then be forced to filter
traffic emanating from the spoofed address, even though they are in fact
not the originator of the attack. That could mean that an administrator
may be faced with the task of filtering traffic coming from a branch
office, partner, or legitimate user.
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Anatomy of an Amplification Attack

An amplification attack achieves its effectiveness by enlisting the aid of
other networks that act as amplifiers for the attack.This allows hackers
with limited resources to target victims with a considerable increase in
resources. The networks used in the amplification attacks are usually
oblivious to their part in the whole process. Two examples of amplifica-
tion attacks are the whimsically named Smurf and Fraggle. Unfortu-
nately, the only innocuous elements to these attacks are their names.

The Smurf attack gained its moniker from a program that leverages
this particular attack methodology. A Smurf attack is staged by using a
combination of loosely configured networks and the Internet Control
Message Protocol (ICMP). As most administrators know, IP was not
designed to be reliable and consequently requires a method of providing
status and error information. This is where ICMP steps in. ICMP is used
for, amongst other things, error control. The ubiquitous ping command
uses ICMP to determine if a host is alive by sending an ICMP echo
request to a host. If the host is up and running a TCP/IP stack, it replies
with—mnot surprisingly—an ICMP echo reply.

A Smurf attack exploits this seemingly simple dialogue by spoofing
the source address of the initial ICMP echo request. The first step in the
process is for the attacker to place the victim’s IP address in the source
address field of the ICMP echo requests. The destination of the ICMP
echo request can then be any “loosely” configured network that has a
router that broadcasts to its subnet, and similarly, hosts that will respond
to the echoes on the network broadcast address after they have passed
through the router.

This may in itself sound relatively harmless, but a couple of factors
exacerbate the problem. First, the attacker sends the ICMP echo not to a
specific IP host, but to the broadcast address of the loosely configured
network. Sending an ICMP echo request to a broadcast address of a net-
work causes the echo to be processed by every machine on that network.

To illustrate this point, consider a scenario in which fifty hosts are
assigned network addresses within the IP range 192.0.1.1 through to
192.0.1.254 and a subnet mask of 255.255.255.0. All machines on this
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network will respond with an ICMP echo reply, if the following simple
command is issued:

pi ng 192.0.1. 255

The single ping command then elicits 50 responses directed at the
client deemed to have issued the command. In other words, the original
message has been amplified 50-fold!

How does this form of amplification relate to the Smurf attack? The
machines on the loosely configured network will then respond to ICMP
echoes with an ICMP echo reply directed at the spoofed address. In
other words, the victim becomes the recipient of the replies to the
ICMP echo. Secondly, the attacker usually ensures that he sends a
number of ICMP echoes. The victim then receives ICMP echo replies
equivalent to the number of original ICMP echoes sent by the hacker,
multiplied by the number of hosts on the broadcast address (see Figure
2.2). If two hundred hosts are on the broadcast address, then the attacker
could magnity a single ICMP echo into 200 ICMP echo replies.

Figure 2.2 A Smurf Attack

ICMP Echo ICMP Echo Reply
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Note that in our example we have simplified the context of the
attack by assuming that the hacker has used a single loosely configured
network to act as an amplifier; if an attacker uses multiple networks, the
traffic generated would be larger and more diverse (thus harder to filter).

The Fraggle attack is a variant to the Smurf, exploiting similar
amplification methods by directing UDP packets to network broadcast
addresses. Fraggle relies on the largely unused UDP services chargen and
echo. The amplification network used by the Fraggle attack responds to
the UDP packets by sending UDP messages to the spoofed address.

A side effect of amplification attacks is that they can affect two vic-
tims: the amplifier and the owner of the spoofed address. The network
the attacker used to bounce the ICMP echo experiences similar prob-
lems as the final victim, such as network congestion, slow response, and
possibly a total denial of service.

Malformed Packet Attacks

Operating Systems (OSs) have a notorious reputation for falling over at
the slightest provocation. Considering the variety of uses the modern OS
is put to, they perform extremely well. Okay, perhaps just well—even
though they are pushed through rigorous testing cycles and patched on a
regular basis, they can behave unexpectedly when nonstandard events
occur. For the hacker interested in DoS attacks, an unexpected situation
hopetully leads to resource contention or a crashed system.

A malformed packet attack usually consists of a small number of packets
directed at a target server or device. The packets are constructed in such
a fashion that on receipt of the packet, the target panics. A panic is con-
sidered to occur when the device or operating system enters an unstable
state potentially resulting in a system crash.

A classic DoS malformed packet attack is the Ping of Death. Most
vendors of network hardware and software have been hardened to what
was once the scourge of the Internet community. The Ping of Death
consists of directing a large ICMP echo at the victim. The ICMP echo
can be generated using the ping command, but the packet size must
exceed 65535 bytes—which is the maximum size of an IP packet—or
contain 65507 bytes of data. The ICMP packet is not transmitted “as is”
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and may be broken up because the underlying transport has a smaller
maximum packet size. For example, the maximum packet size for
Ethernet 1s typically 1500 bytes. On reassembly at the target, the ICMP
echo overflows the OS bufter (which is not expecting a packet larger
than 65535 bytes), causing the machine to crash or become unstable.

NoTE

As an exploit, buffer overflows are certainly not new. Part of the suc-
cess of the Internet Worm that shut down 10 percent of systems
attached to the Internet was due to the exploitation of buffer over-
flows in the finger service. A buffer is a continuous portion of
memory used to store data of the same type. Many DoS attacks,
such as the Ping of Death, attempt to overflow buffers in some way.

A typical Ping of Death command could look like this:

Ping —-I 65515 victins. address. com

A number of variations along similar lines to the Ping of Death are
in circulation, many of which vendors have supplied fixes for. Included
in this list are:

» Teardrop This attack exploits a vulnerability during the
reassembly of IP packets on target hosts. Large packets are frag-
mented into smaller packets that need to be reassembled at the
target. The fragments include an offset to the beginning of the
first packet that enables the entire packet to be reassembled. In
the Teardrop attack, the offsets are changed, making it impossible
for the target system to reassemble the packet properly. This
unexpected situation causes the OS to become unstable.

= Bonk/Boink This attack exploits the reassembly of malformed
UDP datagrams.

» Land This attack sends a malformed packet during the setup
of the three-way TCP handshake. The initial SYN is sent to
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the target with the victim’s address detailed as both source
and destination.

» Malformed RPC This attack utilizes malformed RPC packets
to disable RPC services.

Tools & Traps...

Physical and Indirect Attacks

DoS attacks come in a variety of subtle and surprising flavors,
although most people expect them in the form of some devilishly
ingenious method of electronic surprise attack. An often-neglected
aspect of securing a site against DoS attacks is ensuring physical
security. Spending large sums of money protecting digital assets
and ensuring quality of service is all fine and well until someone
just walks up to your servers and pulls the plug! Not only must the
physical security of the servers be considered, but also the cabling
and power infrastructures.

Indirect attacks could also become more relevant as DoS attacks
attain greater subtlety. Consider a scenario in which a hacker
decides to target your business indirectly. A savvy hacker could
target the weakest link in your business chain instead of mounting
a full frontal assault on the business itself. This could be any of the
third parties that supply services or products critical to the contin-
uing delivery of your own service. Examples include power com-
panies, outsourcing partners, and credit and trading partners. An
effective strategy against DoS attacks must not take an isolationist
perspective—remember, your business depends on more than just
itself to survive.
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Anatomy of a DDoS attack

Though some forms of DoS attacks can be amplified by multiple inter-
mediaries, the first step of a DoS exploit still originates from a single
machine. DDoS attacks advance the DoS conundrum one more painful
step forward. DoS attacks have evolved beyond single-tier (SYN flood)
and two-tier (Smurf) attacks. Modern attack methodologies have now
embraced the world of distributed multi-tier computing. One of the sig-
nificant differences in methodology of a DDoS attack is that it consists
of two distinct phases. During the first phase, the perpetrator compro-
mises computers scattered across the Internet and installs specialized soft-
ware on these hosts to aid in the attack. In the second phase, the
compromised hosts, referred to as zombies, are then instructed through
intermediaries (called masters) to commence the attack.

Hundreds, possibly thousands, of zombies can be co-opted into the
attack by diligent hackers. Using the control software, each of these
zombies can then be used to mount its own DoS attack on the target.
The cumulative effect of the zombie attack is to overwhelm the victim
with either massive amounts of traftic or to exhaust resources such as
connection queues.

Additionally, this type of attack obfuscates the source of the original
attacker: the commander of the zombie hordes. The multi-tier model of
DDoS attacks and their ability to spoof packets and to encrypt commu-
nications can make tracking down the real oftender a tortuous process.

The command structure supporting a DDoS attack can be quite
convoluted (see Figure 2.3), and it can be difficult to determine a termi-
nology that describes it clearly. Perhaps one of the more understandable
naming conventions for a DDoS attack structure and the components
involved is detailed below.

Software components involved in a DDoS attack include:

» Client The control software used by the hacker to launch
attacks. The client directs command strings to its subordinate
hosts.

= Daemon Software programs running on a zombie that receives
incoming client command strings and acts on them accordingly.
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The daemon is the process responsible for actually imple-
menting the attack detailed in the command strings.

Figure 2.3 A Generic DDoS Attack Tree

Hiinchor Attacker may install client software on
multiple machines. Client software is
compromised hosts with capable of waking daemons installed
DDoS client software on zombies and commanding them to
commence fargeted attacks.

installed on them. —
Master j/
Zombie Zombie Tombie
]

Hacker compromises multiple
hosts to act as zombies included
in the coordinated attack.
Zombies are responsible for
conducting actual attack.

Attacker can inifiate attack
by sending messages to

Target host becomes the
victim of multiple attacks
originafing from multiple
sources/zombies.

Hosts involved in a DDoS attack include:

Master A computer from which the client software is run.

» Zombie A subordinate host that runs the daemon process.

» Target The recipient of the attack.

In order to recruit hosts for the attack, hackers target inadequately
secured machines connected in some form to the Internet. Hackers use
various inspection techniques—both automated and manual—to
uncover inadequately secured networks and hosts. Automated trawling
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for insecure hosts is usually scripted and can, under the correct circum-
stances, be detected by a company’s security infrastructure. Depending
on the hackers’ level of competence, manual inspection can be harder to
identify because the attacker can adapt his approach accordingly, but it is
also much more time consuming.

After the insecure machines have been identified, the attacker com-
promises the systems. Hackers gain access (root, usually) to a host in a
startling variety of ways—most of which, quite sadly, are preventable.
The first task a thorough hacker undertakes is to erase evidence that the
system has been compromised and also to ensure that the compromised
host would pass a cursory examination. The tools used to ensure that
these tasks will be successful are sometimes collectively called rootkits.

Some of the compromised hosts become masters while others are
destined for zombification. Masters are installed with a copy of the client
software and are used as intermediaries between the attacker and the
zombies. Masters receive orders that they then trickle through to the
zombies for which they are responsible.

Available network bandwidth is not a priority for hosts designated to
be masters. The master is only responsible for sending and receiving
short control messages, making lower bandwidth networks just as suit-
able as higher bandwidth networks.

On the hosts not designated as masters, the hacker installs the soft-
ware (called a daemon) used to send out attack streams and the host grad-
uates to become a zombie. The daemon runs in the background on the
zombie, waiting for a message to activate the exploit software and launch
an attack targeted at the designated victim. A daemon may be able to
launch multiple types of attacks, such as UDP or SYN floods.
Combined with the ability to use spoofing, the daemon can prove to be
a very flexible and powerful attack tool.

After the attacker has recruited what he deems are a sufticient
number of zombies and has identified his victim, the attacker can con-
tact the masters (either via his own methods or with a specially written
program supplied with the DDoS program) and instruct them to launch
a particular attack. The master then passes on these instructions to mul-
tiple zombies who commence the DDoS attack. After the attack network
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1s in place, it can take only a few moments to launch a distributed
attack. With similar speed, the hacker can also halt the attack.
The basic flow of the attack then becomes:

For hosts: Attacker [ Master I Zombie [] Target
For software: Attacker [J Client [ Daemon [J Target

To provide a context for the possible scale of DDoS attacks, consider
the attack mounted on the University of Minnesota by hundreds of
zombies that denied network access to thousands of users for three days.
In fact, during the writing of this book, Microsoft became next in the
line of bemused businesses subjected to successful DDoS attacks.

The use and development of DDoS programs have piqued the
interest of governments, businesses, and security experts alike, in no small
part because it is a new class of attack that is extremely effective while
simultaneously being hard to trace.

The Attacks of February 2000

In the first weeks of February 2000, a media furor trumpeted the arrival
of a new type of Internet attack—DDoS. A number of Internet stalwarts
such as Amazon, eBay, CNN, Yahoo! and Buy.com became the first
prominent victims of a new type of Internet attack that had degraded,
and in some cases, temporarily shut down their Internet presence. Actual
data on downtime is sketchy, but reports suggested that Yahoo! was inac-
cessible for three hours, with the other sites experiencing longer outages.

Yahoo! received in excess of 1GB per second of traftic during the
peak of the malicious attack on one of their Californian data centers,
while Buy.Com’s chief executive reported that their site received traffic
quantities approximating to eight times their site’s total capacity. The
attacks were thought to be of the Smurf and SYN flood variety.

The Fear-Uncertainty-Doubt (FUD) factor generated by the attacks
on Yahoo! and other prominent Internet sites was overwhelming. The
misery of the victims was compounded further by the media frenzy that
ensued the attacks. Doom-laden prophecies such as “The Web at War!”
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dominated headlines with the targeted companies receiving significant
coverage—tfor all the wrong reasons.

To further add to their woes, it was generally well known that law
enforcement agencies and Internet organizations had published a number
of warnings about the possibility of these types of attacks and the tools
that could be used to conduct them several months previously. Three
months prior to the February attacks, the FBI National Infrastructure
Protection Center (NIPC) issued an alert about Tribal Flood, a DDoS
attack toolkit. Reported instances of Tribal Flood had been discovered in
the mainstream community, with some of the compromised computers
having access to high bandwidth Internet connectivity.

Damage & Defense...

DDoS: The Hardest Way to Learn a Lesson?

Security professionals dogmatically emphasize the need to keep
abreast of security exploits and hacking methods. A number of
advisories exist that provide timely and valuable information on
security developments. The hardest security lesson to learn is the
one that you discover too late.

Accurate financial losses are particularly hard to ascertain
during service loss in the Internet world. Incredibly, figures in the
ballpark of $1 billion in damages were ascribed to the extended
outages of February 2000. These figures were attributed to loss of
commercial opportunity, bandwidth costs, response costs, and
damage to corporate image. The following points provide an out-
line of the events leading up to and beyond the DDoS attacks that
alerted the world to the full extent of their menace.

February 8, 1996 Computer Emergency Response Team
(CERT) releases advisory regarding UDP Port DoS attack.

September 19, 1996 CERT releases advisory regarding TCP
SYN flooding and IP Spoofing.

Continued
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January 5, 1998 CERT releases advisory regarding Smurf
DoS attacks.

October 21, 1999 David Dittrich releases comprehensive
analysis of DDoS programs TFN and trinoo.

November 18, 1999 CERT releases Incident Note warning
of DDoS (TFN and trinoo) compromises.

December 20, 1999 DDoS reports reach the popular
IT press.

December 28, 1999 CERT releases advisory regarding new
DDoS tools.

January 3, 2000 CERT releases advisory on DDoS develop-
ments; multiple zombies discovered.

February 7, 2000 Yahoo! subject to DDoS attack. Site
down for at least three hours.

February 8, 2000 CNN, eBay, Buy.com, and Amazon hit by
DDoS attacks.

February 7-11, 2000 DDoS attacks attributed to hacker
under pseudonym of “Mafiaboy.”

February 7-14, 2000 Media frenzy builds.

April 15, 2000 Fifteen-year-old boy arrested in connection
with Internet attacks.

January 18, 2001 Defendant admits to being “Mafiaboy”
and pleads guilty to 55 charges of mischief.

Yahoo! was the recipient of an ICMP flood attack; CNN was on the
receiving end of a SYN flood attack. Interestingly, the CNN DoS was
not a consequence of the Web servers failing but rather the border
routers that filtered the incoming Web traftic.

Access Control Lists (ACLs) filter traffic traveling through a router,
denying or allowing traffic based on certain criteria. This results in the
examination of each packet intending to pass through the router. The
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attack in February 2000 bombarded the CNN routers with SYNs across
a range of ports. Each of these packets had to be examined by the router
resulting in bufter overflows. Unable to handle the quantities of traffic,
the routers began to reboot continually, resulting in a DoS.

After the first attack, eBay learned from the experience and installed
additional filters on their routers. A subsequent attack was repelled with
the aid of the same filters.

When the smoke had settled, the FBI and other investigative bodies
were called into action. Investigators uncovered an unexpected amount
of data about the perpetrator of the attack. The data was a surprise find,
because any hacker worth his salt would have cleaned up all available
logs and muddied audit trails in an attempt to lead investigators down
false trails. To compound his mistake, the hacker bragged about his
achievements on Internet Relay Chat (IRC). A combination of the
uncovered logs from the University of California at Santa Barbara and
IR C conversations led the investigators to arrest a 15-year old Canadian
boy. The young teenager did not possess the particular technical skills
associated with real hackers (in fact he was considered to be a script-
kiddie, a wannabe hacker in possession of only limited knowledge but
also powerful automated hacking tools).

These types of scenarios, such as the real-life drama of February
2000, have the potential to convey a number of possible messages to the
masses using the Internet as a tool and not as a technical playground.
The message could be that e-commerce is immature, or perhaps that it is
insecure. Or worse, that the companies involved in these types of outages
are incompetent. By protecting, detecting, and responding effectively,
you can ensure that your own site is not tarred with the same brush.
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Tools & Traps...

New Battle Frontiers: The
Rise of Information Warfare

More could be at stake in the attacks staged across the Internet
than merely what is involved with personal or commercial motives.
It sounds very James Bond-like, but the Internet may become
another delivery mechanism for the modern equivalent of the
cold-war weapons of mass destruction. Militants, armed forces,
and government agencies could severely impact enemy states or
organizations through the Internet by using DoS attacks.

A brief taste of the abilities of the Internet and DoS to be used
during military and political campaigns is exemplified by the
downing of NATO hardware during the campaign in Yugoslavia.
The hardware in question this time was not a plane, but a NATO
Web server downed by a Serb DoS attack. The progression from
military activity to terrorism is in some eyes a very small step
indeed. Cyber terrorists could hypothetically use DDoS programs
to target governments, banks, or even air-traffic control systems.
With the greater reliance of businesses, governments, and the mil-
itary on the Internet, the DDoS attack could be the next cruise mis-
sile of the new century.

Why Are E-Commerce Sites
Prime Targets for DDoS?

Many companies may believe that their Web site is their portal to the rest
of the world. The demand for e-commerce and the number of innovative
commercial Web activities grows daily, driving highly complex technolo-
gies and large volumes of data onto the Internet. Web sites grow seem-
ingly of their own accord, including information and opportunities from
a number of different areas within the company. The added opportunities
bring greater complexity to already difficult-to-maintain sites.
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The more complex a site and the technologies it uses, the more dif-
ficult it is to maintain an aggressive security profile. Managing change
control can be particularly troublesome for large sites, and each change
has the potential to introduce vulnerability. If the technologies are com-
plex and leading-edge, then the likelihood of new vulnerabilities coming
to light in the near future are close to certain. Even well-established
technologies are not immune to vulnerabilities, and it is safe to say that
the discovery of vulnerabilities will continue for all software and net-
work devices, regardless of maturity.

E-commerce sites are popular targets for attack for a number of rea-
sons. As alluded to earlier, the complexity of the site can reduce security
coverage through human error, design fault, or immature technology
implementations. E-commerce sites have a large presence and are easy
to access. A successful attack on a well-known e-commerce site is
always more newsworthy than one targeting academia or nonprofit
organizations.

A Growing Problem

The precedents have been set and the battle lines drawn. The likelihood
of an increase in the frequency of DDoS attacks is high, in part due to
the unprecedented growth of computing infrastructure and the Internet.
Huge volumes of hosts are connected to the Internet, with more being
added daily. Internet technologies are not only being driven into our
homes and businesses, but into almost every facet of our lives. Wireless
networking and small-footprint access devices are truly making the
Internet ubiquitous. Many of these devices have discouragingly weak
security making them ideal candidates for a hacker. This situation is even
more regrettable when the sites with weak security are compromised to
mount attacks on more diligent sites with comprehensive security.

Even systems that have sound security infrastructure are not immune
from attack or compromise. The increasing demand for software and the
rapid decrease in development cycles means that new versions of soft-
ware are installed on machines at an ever-faster pace. This often results in
a softening in security focus and the introduction of new vulnerabilities.
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Legislation involving technology misdemeanors and crimes is strug-
gling to keep up with the Internet world. Minors and nationals of for-
eign countries are often involved in cyber crime and prosecution of the
guilty parties can be a long and painful process. Add to the pot that
DDoS programs are open source and in the hands of an alarming
number of people, and the adage “may you live in interesting times” may
become very true for the modern security professional.

How the Media Feeds the Cycle

When the media reports on computer-related security issues, invariably
some degree of trade-off exists between the technical accuracy of the
report and its entertainment value. The media not only heightens the
public perception of the severity of attacks by using leading reports such
as “Satanic Viruses” and “WWW-—World Wide War” but at times
romanticizes the roles hackers play within the realm of electronic crimes
and misbehaviors. Or, at the other end of the spectrum, they attempt to
turn electronic forensic activities into a witch-hunt.

The media will continue to play a significant, though unintended,
role in the ongoing DDoS saga. The attacks of February 2000 were
intensely scrutinized not only by the IT press, but also by every conceiv-
able TV station, newspaper, and magazine. Dramatic headlines screamed
the news that multinational corporations were brought to their knees by
a series of attacks perpetrated by wily hackers. The story broke across the
world media almost simultaneously—no one could miss it.

Now, cast your thoughts to the silent Internet lurkers eagerly reading
Hacking 101 white papers. All it takes to find the DDoS toolkits men-
tioned in every broadsheet and magazine across the land is a few brief
minutes on any search engine. In possession of only the most rudimen-
tary skills, they soon begin to cut their teeth on the automated tools
used to orchestrate the renowned attacks declaimed in the press. Aware
that many sites will have deployed fixes or workarounds for the current
tools, they await the arrival of newer and less-known DDoS programs.

By striking early and fast using the latest DDoS tools, the young
hacker achieves instant infamy worldwide. Claiming responsibility, the
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new Mafiaboy brags of his exploits on the Web, basking in the afterglow
of his achievement. After all, he had brought international companies to
their electronic knees. Other would-be hackers marvel at his skill and
audacity while the media foam the waters as they feed on the Internet
bodies left behind.

Now, cast your thoughts to the silent Internet lurkers eagerly reading
Hacking 101 white papers...and so the cycle begins again.

What Motivates an Attacker
to Damage Companies?

Many people have voiced opinions regarding the motives governing
DDoS attacks and hacking in general, and psychologists, economists, and
academics have tried to propose sweeping theories. But the reality is that
motivations are as unique as each individual behind the attack, with only
a few general statements holding true in most cases.

Attempting to neatly segment the Internet community into well-
defined categories is clearly at odds with the chaotic web of ideas and
people that it is comprised of. We also have to realize that with the good
things come the bad and also the downright ugly. The facts are
irrefutable—attacks are on the increase. According to Attrition.org, a
paltry five sites were defaced in 1995.This increased to a worrying 245
in 1998, then to 3,746 in 1999, until ballooning to an alarming 5,823 in
2000.To put a slightly different spin on this, if you do a search on the
word hacking you can produce close to a dizzying 620,000 hits. Most
companies are not asking if they will be attacked, or even when, just
how and why.

Ethical Hacking: A Contradiction in Terms?

The origins of hacking are partly founded in the quest for knowledge, a
desire to satisty an innate technological curiosity. Many hackers justify
their activities by citing this ethos, intimating that they bring to light
flaws and shortcomings in security.
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Damage & Defense...

The Importance of Being an Alarmist

Reading through this chapter, you might think that the plight of
security and the Internet is an irresolvable conundrum, so why
bother preventing DDoS attacks in the first place? It's a failing of
the profession unfortunately. Security officers and administrators
are by their very nature alarmist (and need to be). Part of the job
description is to be paranoid and pessimistic and to consider worst-
case scenarios. We're the type of people who believe that when
everything is going swimmingly, someone’s up to something.

You may wonder that if the press feeds the attacking cycle,
then what about this book? The purpose of this book is to arm
professionals with the facts about security and the realities of pro-
tecting an e-commerce site. The full disclosure and sharing of
information in the correct forums can constructively aid in the
defense against malicious hacking activity.

Many regulated professions have a well-defined code of conduct
(and/or ethics) describing what 1s deemed acceptable while practicing
their profession. The public and industry can then take confidence that
the members of that profession who subscribe to these codes can be
judged by their own peers or even be prosecuted by the law. Other
codes, such as the original hacker ethic, are much more informal and
unstructured. Most people who are labeled hackers do not in fact
comply with most of the original hacking ethos, preferring to target
sites for reasons other than in the quest for knowledge and the wish to
Increase security awareness.

Ethical hackers target sites with the intent of raising the security
awareness. This type of activity can still be labeled an attack because the
hackers are using the site for reasons other than its desired purpose.
Additionally, their activities (even when benign) can have unintended
consequences for the target site. This 1s, in part, why some view the term
ethical hacking as a contradiction in terms.
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Hacktivism

Since its inception, the Internet has been considered a bastion of free
speech and expression. Hacktivism is the electronic extrapolation of the
right to free speech and expression coupled with modern-day activism.
Certain individuals and groups take the ability to express ideals and
beliefs a step further by taking direct action, which usually involves dam-
aging or attacking sites with conflicting perspectives. This tactic is often
deemed acceptable by the hacktivists due to the publicity such an attack
can generate. Most hacktivists are of the opinion that the media atten-
tion generates public interest in their causes.

Current examples of hacktivism include the online disputes between
Israeli and Arab hackers. The targeting of Israeli sites by an Arab alliance
of hackers called Unity in a so-called “cyber jihad” has piqued the atten-
tion of the Israeli Internet Underground, who have in response
attempted to raise the security awareness of Israeli sites. Hacktivism does
not merely include the active promotion of political agendas, but it also
encompasses human rights violations, green movements, worker dissatis-
faction, and technology issues.

The controversy surrounding hacktivism centers not only on the
ethics of such actions but also their effectiveness. Whether attacking a
site 1s ever just, in any moral context, is an ideological tussle that well
exceeds the scope of this book. What can be determined though, is their
effectiveness to harm institutions, government bodies, and—most
recently—businesses. The corporate world has to face up to the realiza-
tion that hackers ideologically opposed to their pursuits can and will
make them the unwelcome recipient of the hacktivism movement.

Fifteen Minutes of Fame

In may be a gross generalization, but most people—mno matter how
modest—crave their 15 minutes of fame. To be the focus of attention
can be particularly sweet for some individuals who predominantly act
within the obscurity of the Internet. Launching a successful attack on a
large e-commerce site is certainly a way of achieving fame, or perhaps
more accurately, notoriety.
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Naive script-kiddies also view the idea of a successful attack as an
opportunity to establish themselves in the hacking community. This usu-
ally backfires to some extent, because the more accomplished hackers do
not subscribe to using prepackaged attacks of the point-and-click
variety. Skilled hackers attempt to gain recognition not by using the
garden-variety hacking tools, but with the use of innovative and original
hacking techniques.

Accepting the plaudits for a well-orchestrated attack can be a
double-edged sword for a hacker. It can provide a starting point for
investigators, which allows them to attempt to track down the hacker
using his or her online identity.

Hell Hath No Fury Like a Hacker Scorned

Whole new unpleasant electronic avenues have opened up for the disen-
chanted in the business world. Acting from within the anonymity of the
Internet they can act out their anger with an attack that may never be
attributed directly to them.

However, like most people’s anger, attempts at retribution through
electronic means are usually fleeting. If an attacker cannot sate their
desire for revenge in a relatively swift manner, then his momentum is
usually blunted by the realization that a significant investment in time
and planning is needed to damage a site. Those individuals who already
have the skills or those who manage to maintain momentum that are
particularly dangerous. The commitment shown to learn the correct
skills and gather the necessary information usually implies that they may
be short on forgiveness and not on resolve.

Show Me the Money!

Many attacks are not driven by intellectual motives or anger, but rather
the desire for financial gain. The Internet has opened up a plethora of
ways to make money—and to lose money. A DDoS attack could quite
easily be used to distract a company from any real hacking activity taking
place. By focusing the businesses’ attention on resuming normal opera-
tions, hackers can compromise the site via an alternate route and gain
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information such as credit card and bank account details. These details
can then be resold on the Internet or used personally by the hacker.

Some hackers have attempted to manipulate stock prices by using
electronic attacks as a means of driving stock prices higher or lower.
These attacks could be directed at the company whose stock price they
hope to manipulate (or at their competitors). In the last year, employees
at companies such as Aastrom, PairGain, and Emulex manipulated stock
prices through such tactics as issuing fake online news releases to
investors, which resulted in a 30-percent stock price spike in one case,
and a 60-percent drop in another.

Two other interesting slants on possible future motives behind
DDoS attacks include blackmail and market dominance. The threat of
an attack (such as a DDoS) could be used to blackmail companies all
around the world with the intended message being either pay up or
suffer the consequences.

The use of DDoS to affect the services of competitors could also be
a future unsavory application of these tools. Some companies are not
averse to using strong-arm tactics against competitors, and the use of
DDoS programs could be the future electronic equivalent of these tac-
tics. Consider the consequences to a major e-commerce firm if—on the
launch day of a major product—their Web site becomes the victim of a
successful DDoS attack. Losses could total in the millions, whereas
profits on the sites of the competitors could soar.

Malicious Intent

Every segment of society has its share of malcontents whose main aim is
to sow disruption and pain as far as possible. Within the computing fra-
ternity, this minority expresses their lack of intellect by indiscriminately
attacking sites. Usually these attacks are accompanied by some form of’
publicly visible statement, often in the form of a defaced Web site.
Many have speculated that the anonymity provided by the Internet
encourages hackers to project threatening personalities and indulge in
extravagant and aggressive role-playing. It is impossible to determine the
rationale behind attacks motivated purely through a will to deface or
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destroy; the best a business can do is to maintain best practices in defense
and maintenance areas in an effort to stave off potential attacks.

What Are Some of the
Tools Attackers Use to
Perform DDoS Attacks?

The number of DDoS programs that are freely available on the Internet
is on the increase. Several of the more popular versions undergo modifi-
cation and tweaking along similar development cycles to mainstream
commercial software. The developers of the DDoS tools, however, are
embracing a development technique that many commercial software
houses are unable to—the open source model.

The idea behind the open source model is that the code used to
develop a program is freely available for modification and redistribution.
This provides a number of benefits for the attackers and a number of
concerns for security professionals. Using the open source model allows
a significant number of people to contribute to the development of new
strains and versions of the DDoS tools. Contributions from hackers from
a variety of backgrounds allow the code to develop organically and in
surprising directions. Additionally, coding neophytes can pick at the
source code used for a particular attack to hone and refine their own
burgeoning skills.

DDoS software has matured beyond the point where it can only be
used by the technically adept. The different programs are ready for the
mass market, as the attacks in February 2000 so painfully illustrated. In
the coming sections we examine some of the most popular tools used
for DDoS attacks. Others are available out there, but trinoo, TFN2K, and
Stacheldraht are the most popular.

One thing that these tools have in common is that hosts must be
compromised in some form or other. Obviously this implies that
securing your network resources is paramount. The details of how hosts
could be compromised to install any of the software in the DDoS
attacks described in the upcoming sections is not discussed, but later
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chapters cover the techniques and tools that can aide in DDoS protec-
tion and detection.

Trinoo

Trinoo, one of the first publicly available DDoS programs, broke the
ground for the other widely available distributed attack tools to come.
Trinoo (also spelled “trin00”) follows the three-tier design of most dis-
tributed attacks using an Attacker I Client 1 Daemon chain (see Figure
1.3). It rose to fame in August 1999 after it was used to successfully
mount an attack on the University of Minnesota (mentioned earlier in
the chapter). Scores of machines flooded the university’s network with
UDP packets, causing serious disruptions. Trinoo does not spoof the
source address of the attack and the administrators were able to trace the
attacks back to the daemons. The confounding factor for this attack was
that just as the traced daemons were being shut down, the attackers
brought more zombies into the attack!

In the early days, trinoo was found only on Linux and Solaris hosts,
but a Windows-based version was soon developed. In comparison to
more modern DDoS software, trinoo can be considered less dangerous
due to the fact that it can only initiate one type of attack and is rela-
tively easy to identify and trace.

Understanding How Trinoo Works

Like most multi-tier DDoS attacks, the early stages of a trinoo attack
involves the attacker compromising machines to become masters. The
masters then receive copies of a number of utilities, tools, and—of’
course—the trinoo control and daemon programs. The master then
compiles a list of machines with specific vulnerabilities (possibly
involving buffer overflows in RPC services) targeted to act as zombies
in the forthcoming attack. The trinoo daemon is then installed and con-
figured to run on the compromised hosts.

Using telnet, the attacker connects to TCP port 27665 on the mas-
ters. A list of all the daemons that the master can contact is contained in
a hidden file located on the master. Using this file, instructions can then
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be forwarded, unencrypted, onto the daemons running on the zombies
over UDP port 27444. Communications from the zombies back to the
master are conducted over UDP port 31335. When the attack com-
mences, the victim is bombarded with UDP packets sent to random
UDP ports. The UDP packets all have the same source port and contain
four data bytes. The two main executable components of the trinoo
DDoS program are master and ns, the client program and daemon pro-
gram, respectively.

If an attacker is connected to a master (over TCP port 27665) and
the master detects another incoming connection, the second connec-
tion’s IP address 1s passed to the attacker. In other words, be careful
when connecting to live masters, because this behavior could alert an
attacker that his activities have been uncovered.

Not surprisingly, the Windows-based version of trinoo is called
Wintrinoo. In combination with programs such as Cult of the Dead
Cow’s Back Orifice, a vast number of hosts can be compromised. The
Windows daemon is installed by running the program service.exe, which
after being executed copies itself to the windows\system directory. It
then also inserts a registry entry, causing service.exe to run every time
the machine is restarted. The Wintrinoo daemon then expects commu-
nication from the masters on UDP port 34555, while communication
from daemon to master takes place over UDP port 35555. Table 2.1 pro-
vides the details of all the ports used by the trinoo attack hierarchy.

Table 2.1 Trinoo Communication Ports

From To Uses Port Comments

Attacker Masters  27665/TCP  Attacker usually connects via telnet.

Master Zombies 27444/UDP A list of daemons that the master
can contact is stored in the file
... (3 dots).

Zombies Masters 31335/UDP Daemon usually compiles to a file
called ns, but can be renamed as
desired, or can be deleted from disk
after execution to hide the footprint
further.
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TFN2K: The Portable Monster

Tribe FloodNet 2K (TFN2K) is the successor to TFN, developed by the
hacker named Mixter. Many security professionals (and Mixter himself)
perceived the development of TEN2K as an example of the growing
complexity and sophistication of DDoS code. Although not a classic
three-tier architecture, its design follows the basic multi-tier DDoS
architecture that was illustrated earlier in Figure 2.3.

In accordance with the open source model, the code for TFIN2K is
freely available. The only legwork required on the part of the attacker is
to compile the source on the desired platform of choice. TFN2K is
portable to a number of platforms, opening up a plethora of opportuni-

ties for attackers. Even a relative novice can compile TFN2K on Linux,
Solaris, or Windows NT.

Understanding How TFN2K Works

The main components of TEN2K after compile time are two binaries,
namely #fn and td. Using a well-defined syntax, the client program (tfn)
sends commands to the TFIN2K daemon (which can be unlimited in
number) installed on compromised hosts. The daemon (td) then carries
out the commands as directed by the client. At the most basic level, tfn
instructs td to either commence or halt attacks.

The command syntax of TFIN2K was designed in a manner that can
accommodate much more complex attack instructions. Not only can the
tfn client instruct multiple zombies to attack a target (using td), but it
can also designate the attack method to use.The tfn client can instruct
the td daemon to use the following attacks:

= UDP flood Deluges a target with a significant amount of
UDP packets.

= SYN flood Manipulates the setup of the TCP three-way
handshake by spoofing the source address of the packets sent
to the target.

= ICMP echo reply attack Sends a significant number of
ICMP echoes to a target host, to which the host then responds.
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» Smurf attack An amplification attack that sends ICMP echoes
to amplifier networks. The ICMP echoes are constructed so that
they have the victim’s IP address substituted as their source
address. When the amplifier network receives the ICMP echoes,
it responds by sending ICMP echo replies to the victim.

=  Mix attack Attacks a victim with a combination of UDP,
SYN, and ICMP packets in a 1:1:1 ratio.

» Targa3 attack Constructs specially tailored IP packets using
invalid or unexpected header values, fragmentation, TCP seg-
ments, offsets, and packet sizes.

Additionally, the tfn client can instruct the daemon to execute pro-
grams on the target computer, or allow an incoming shell connection at
a certain port. Communication between the client and the daemon is
one way—no acknowledgement is returned to the client that commands
have been received by a daemon, which makes detection more difficult.

The tfn client requires administrative (root) access on the master
machine in order to run. On the master, the TFN2K client program
(tfn) 1s nonintrusive and requires no system changes. The tfn client is
then used on the master to issue attack commands to the compromised
zombie hosts. When instructing zombies to commence or halt an attack,
the tfn client encapsulates the attack commands within a number of
packets destined for the zombie host, with the theory being that at least
some of the packets will reach their final destination.

As noted earlier, communication is one-way—from master to
zombie—and to further decrease the probability of detection, the client
randomly sends the instructions over TCP, UDP, and ICMP. The message
content is encrypted with the CAST-256 algorithm, using a key defined
at compile time and then base64 encoded. Commands directed at zom-
bies are interspersed with decoy traffic in an attempt to mask the
sending of attack instructions.

TFN2K is quite versatile; it works on a number of platforms—even
on Windows platforms using UNIX shells such as vmware and cygwin.
Figure 1.4 illustrates a very basic summary of three different sets of
attack packets directed at a Windows 2000 host. The attack was instigated
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using a compromised Linux master and a team of Linux zombies. The
packet capture shows a subset of the packets sent to the victim during a
TFN2K SYN flood attack, a mix attack, and an ICMP flood attack. An
obvious detail that leaps out from the packet captures in Figure 2.4 is
that all the source addresses are spoofed.

Figure 2.4 A Packet Capture of an Attack Using TFN2K
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address keeps changing.
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Figure 2.5 provides a view of the one-way communication stream
from master to zombie. A particular characteristic visible in the diagram
is that all commands sent from the tfn client to the td daemon contain a
random number of As (0x41) at the end of packet.
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Figure 2.5 A Packet Capture of the Communication from Client
to Zombie
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Random protocols are used to send
commands to the td daemon. Twenty
packets are sent in an attempt to
guarantee delivery.

Stacheldraht—A Barbed-Wire Offensive

Towards the latter part of 1999, a new DDoS program called
Stacheldraht (German for barbed wire) was discovered in use. Stacheldraht
combines features found in other DDoS tools and also includes encryp-
tion between the client and masters. Stacheldraht is distributed in source
code format and can be compiled on Solaris and Linux, although (obvi-
ously) the target of the attacks it generates is operating-system and net-
work agnostic. An interesting feature of Stacheldraht is its ability to
upgrade daemons installed in the field.

Understanding How Stacheldraht Works

The compilation of the Stacheldraht source code results in the genera-
tion of three binaries. The three binaries are client, msery, and td (sound
familiar?), each of which is used in a separate tier in the attack model.
When considering a classic DDoS attack tree, the methods that
Stacheldraht employs can cause the terminology to be slightly confusing.
The client binary (which is just an executable file and should not be
confused with the client software) is used to communicate with the master
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running mserv. The confusing part of the Stacheldraht terminology is that

according to Figure 2.3, mserv is the client soffware because it runs on the
master. Compromised hosts to be used as zombies are then configured to

run the td binary, which contains the actual code to assemble attack
packets and traffic streams. In other words, the software chain becomes

client (on a compromised host) O mserv (on master) U td (on zombie) L1 Victim

Figure 2.6 illustrates this hierarchy.

Figure 2.6 The Stacheldraht v1.1 Attack Hierarchy
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When the client binary is run, it establishes a telnet-like session with
the master running the mserv program. A sample of this telnet-like ses-
sion 1s shown in Figure 2.7.

Figure 2.7 A View of the Telnet-Like Session Established with the
Stacheldraht Client Executable

Comnmand Pisepl 1kl

At compile time, the mserv program requires a passphrase to be
entered. Each time the attacker uses the client program to connect to
the master running mserv, the passphrase is used to grant access (as seen
in Figure 2.7) and symmetrically encrypts communications. Stacheldraht
uses the freely available Blowfish encryption algorithm based on a 64-bit
block cipher. The attacker then enters the relevant attack commands fol-
lowed by the victim’s IP address.

After connecting to the master, an attacker can instruct the daemons
to use a variety of attacks, including ICMP floods, SYN floods, and
UDP floods. A number of other attacks are available, such as:

= Null flood A SYN flood attack with TCP flags set to 0.

» Stream attack A flood of TCP ACK packets with random
destination ports.

= Havoc attack A mixed attack of ICMP, UDP, SYN, and TCP
packets with random flags and IP headers.
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* Random flood Targets the victim with a TCP flood with
random headers.

When executed on the master, the mserv program appears in the
process list as (httpd) in an effort to escape detection. On the zombies,
the daemon process hides itself behind the process name of Ipsched.

When the td daemon is first compiled, it requires the IP address of
the master(s) to be entered. The IP address is needed so that the daemon
can contact the master when it is launched. The daemon’s first commu-
nication with the master is to send out an ICMP echo reply that con-
tains the characters “skillz.” The master responds with an ICMP echo
reply that contains the string “ficken.”

The daemon then does something quite sneaky— it checks to see
whether the network allows packets with forged source addresses to be
routed out of the network. It achieves this by sending an ICMP echo
with a source address of 3.3.3.3 and the IP address of the source daemon
encapsulated within the data to the master. If the master receives the
forged packet, it strips out the IP address encapsulated within the data
and uses it to send an ICMP echo reply back to the agent with the
string “spoofworks” in the data field. In this way, the daemon is informed
whether attacks with spoofed addresses are allowed. See Figure 2.8 for a
packet capture of the behavior of the td daemon and the mserv master
at startup.

Different versions of Stacheldraht do not connect using the same
port numbers, although Table 2.2 provides a list of port numbers for the
more common strains.

Table 2.2 Stacheldraht Communication Ports

Stacheldraht Stacheldraht
From To v1.1 Uses Port v4 Uses Port Comment

Attacker Masters 16660/TCP 65512/TCP Connects using
the client binary.

Master Zombies 65000/TCP + 65513/TCP + A master can
ICMP Echo Reply ICMP Echo Reply only control a

maximum of
6000 zombies.

Continued
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Table 2.2 Continued

Stacheldraht Stacheldraht
From To v1.1 Uses Port v4 Uses Port Comment
Zombies Masters 65000/TCP + 65513/TCP + Daemon

ICMP Echo Reply

examines an
encrypted file
for the IP
addresses of
masters. ELSE
contacts
default IP.

ICMP Echo Reply

Figure 2.8 A Packet Capture of the Startup of the td Daemon and the

Resultant Communication Streams

ICMP Echo Reply packets are sent
from the daemon to the master. The
master replies within ICMP Echo Reply.

The daemon sends a spoofed ICMP Echo (with IP

address 3.3.3.3) to the master. Depending on whether
a reply is received the daemon can determine whether
it can spoof the full address range of source addresses.
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The daemon’s first communication with the master is an
ICMP Echo Reply packet with the string "skillz" embedded
within it. The master responds with an ICMP Echo Reply
with the string “ficken" embedded within the data.
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Keep in mind that most DDoS programs are works in progress and
consequently different versions of the tools may have different capabili-
ties and different configurations. For example, newer versions of
Stacheldraht have included more attack types and better obfuscation
techniques.

SECURITY ALERT!

A number of process names and port numbers have been detailed
regarding the attacks discussed in this chapter. It is extremely impor-
tant to note that because the source code is freely available, these
parameters can be easily changed. For example, before compile
time, the Stacheldraht config.h and td.c files can be modified to
change process names, port numbers, and even the values that
relate to the commands issued. Most attackers have the abilities to
easily change many of the values used for the DDoS attack tools.
Take none of these values for granted!

More DDoS Families

A number of DDoS tools are under development in the Internet under-
ground. Trinoo, TFN2K and Stacheldraht are just a few of the more
popular in circulation. Other DDoS programs to be aware of include
the following:

=  Mstream This attack takes the stream2.c DoS attack and turns
it into a three-tier distributed attack tool. The victims become
the recipients of a flood of TCP packets that have a random
source IP address and random destination TCP socket numbers.
The first incarnations of this tool are not as advanced as other
DDoS software, such as Stacheldraht and TFIN2K.

» Trinity An attack tool that is controlled via IRC. When
installed on a Linux host, trinity connects to an Undernet IRC
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server on port 6667 when the executable daemon
/usr/lib/idle.so is run. The daemon then awaits commands to be
sent over an IR C channel. A number of attacks are available,
such as UDP floods, SYN floods, and null floods.

» Shaft A DDoS program that can launch a variety of attacks
supported by a multi-tier attack hierarchy. Shaft communicates
from the client to the master via TCP port 20432, from the
master to the daemons via UDP port 18753, and from the
daemon back to the master via UDP port 20433.

Each of these DDoS tools has its own set of specific characteristics
relating to configuration and operation. Just because they have not been
covered 1n significant detail does not make them any less dangerous—
remember that all of these have to some degree been found in the field.

How Can | Protect My Site
against These Types of Attacks?

No solution satisfactorily provides complete protection against the threat
that DDoS attacks pose. In contrast to other security related incidents,
such as the contagion of a new virus, no absolute antidote or cure exists
for DDoS. As indicated earlier in the chapter, a successful DDoS attack
may not be a result of a lack of preparation or foresight on the part of
your business, but rather on the lack of security implemented in other sites.

Even taking this into account, you can still adopt a number of defen-
sive practices to mitigate the eftects of DDoS attacks. Additionally, you
can use tools such as Zombie Zapper, Remote Intrusion Detection
(RID), and nmap to afford your site a significant amount of “detect and
protect” functionality.

Defending a site against DDoS requires security teams to adopt a
consistent and focused approach. In particular, staying aware of current
security issues and new attack methods is of particular importance.
Ensuring a reasonable security profile is an ongoing and dynamic pro-
cess requiring continual refinement and consideration. Most DDoS
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defensive measures fall into three camps that can be very loosely mapped

onto the three maxims of security: protect, detect, and respond.

Reducing the effectiveness of possible DDoS attacks
This involves ensuring that strategies have been considered for
traffic shaping, load balancing, application proxy, ingress fil-
tering, prevention of network mapping, sacrificial hosts, split
DNS, and incidence response.

Detecting DDoS attacks Correctly identifying DDoS attacks
can be part art and part science. It can involve understanding
your site’s baseline traffic patterns, the mechanics of the different
DDoS families, and comprehensive log analysis (and having a
suitably suspicious mind). The flexibility of modern DDoS tools
ensures that you can’t always accurately predict their behavior,
softening the protection/detection ability of rule-based systems
such as firewalls. Even taking this into account, IDSs and some
firewalls do include pattern recognition for most communication
streams between hosts in the DDoS attack hierarchy. For
example, a network IDS can detect attack patterns, whereas host-
based IDSs can detect the patterns and eftects of the attacks.

Ensuring that hosts are not compromised and co-opted
into the attack hierarchy Egress filtering limits the ability of
attackers to use compromised sites in coordinated attacks (this
should be viewed as a preventative, not reactive, action). It is
paramount to ensure that hosts and networks accessible from
the Internet are adequately secured with the latest security
releases. This should also include understanding what actions
need to be taken if hosts are compromised, such as using tools

like find_ddos, RID, and Zombie Zapper.

DDoS countermeasures also have to be viewed with a realistic

understanding of risk versus expense. Risk is a matter of perspective and
can only be fully qualified by understanding the trade-oft between the

cost of mitigating the risk and acceptable levels of exposure. Before con-

structing an effective plan to counter DDoS attacks and minimize their

impact, consider a number of questions about the business and its infra-
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structure. Just a few of these questions to mull over would include
the following:

» How does the business depend on the Internet? What non-
technical actions can be taken to minimize the dependence?

» Are DDoS attacks and other security related issues covered
under current corporate insurance policy?

= What level of exposure 1s deemed acceptable, and how far
should we go to mitigate risk? Should this be incorporated into
our disaster recovery plan?

» What stafting levels and technical abilities are required? For
example, should technical staft understand how to gather
forensic evidence?

» [s the current security profile of the site well known and cur-
rent? If not, how is this obtained?

» Has the security policy been reviewed? What is the policy for
log retention and other data available to forensic investigation?

» Have escalation procedures and supporting processes been
defined? Has senior management endorsed them? Do technical
staff understand and know how to follow the processes?

In the following sections we will cover useful strategies for pro-
tecting and deflecting DDoS attacks.

Damage & Defense...

Crying Wolf

When a business suffers a denial of service, it is not always due to
the involvement of malicious third parties. Denials of service are
experienced more often as a consequence of legitimate events
than as the result of the intervention of sinister black-hat hackers.
Take for instance a Web site that receives high traffic volumes. If

Continued
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volumes exceed certain thresholds, then other users will be denied
access to the site through the simple laws of supply and demand.
This is still a DoS, but not a DoS attack.

As an administrator, be very careful when alerting the business
to what you perceive as a malicious targeted hack; a frightening
number of legitimate DoS attacks occur, but so do a great number
of cases of mistaken identity. Ensure that you have ample evidence
and that the correct escalation procedures are followed.

Jumping to conclusions or raising false alarms on a frequent
basis is an easy way for the business to lose faith in your ability to
diagnose security threats. It may even cause the business to regard
information security as a fad or a practice that should be conducted
merely for due diligence purposes and not as an enabler for con-
ducting e-business. In other words, if you neglect to follow each
possible explanation down the right path, the business will begin
to regard you as the boy who cried wolf one too many times.

Basic Protection Methods

Awareness of DDoS attacks has grown considerably in recent years and
its increased profile has ensured that there has been an investment in
time and effort from vendors and businesses alike. The number of hosts
required to mount a sizeable DDoS attack can be considerable, and con-
sequently many attackers use automated procedures to snift out hosts
suitably configured to run the daemon process. Because the location of
suitable hosts is usually automated, the scanning of sites can be a means
of alerting administrators that something is afoot.

DDoS countermeasures usually include egress filtering of spoofed
addresses and ingress filtering of broadcast packets. Egress filtering encom-
passes the filtering of outbound traftic, whereas ingress filtering relates to
the filtering of inward-bound network traftic.

Nearly every modern IDS has some form of DDoS pattern-recogni-
tion mechanism. Other protection mechanisms include the strategic
placement of firewalls and proxies.
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Firewalls can have a hard time stopping a DDoS tool such as TFIN2K
because the tool does not communicate or attack over specific ports.
The configuration of firewalls can be a complex and frustrating task.
Without going into the mechanics of firewall configuration, the general
method of establishing an eftective rule base is to assume that all traffic is
suspicious and opening up only those ports that are necessary. Stateful
inspection of traftic elevates the ability of firewalls to manage connections,
and many ship with the ability to detect malicious activity defined by
the administrator.

A number of defensive actions can be taken proactively, some of
which will not be suited to every environment. The following list pro-
vides a few of the options available to minimize DDoS exposure:

» Keeping the security profile current Implement a process
whereby the latest patches and configurations are applied to
hosts and network devices; this is important as a general security
consideration, not only for DDoS. For example, operating sys-
tems should be configured to ignore directed broadcasts, to
incorporate SYN flood resilience, to establish strong passwords,
and have all unnecessary services turned off. Remember, attackers
can only create attack networks if there are weakly secured hosts or net-
works to compromise.

» Profiling traffic patterns Trying to determine if an attack is
taking place is difficult without understanding what the normal
distribution and characteristics of incoming and outgoing traffic
are. If, for example, a spike occurs in certain types of I[CMP
traffic, then without a baseline to compare this to, this informa-
tion can be hard to interpret.

» Splitting DNS infrastructure Separating internal and
external DNS infrastructures will make basic network foot-
printing more difficult. Consequently this makes proliferating
zombies on the “clean” side of the firewall more difficult.

» Load balancing Providing a resilient and fault-tolerant site is
key to the success of any e-commerce site. By using load bal-
ancing, not only does availability and speed improve but also
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tolerance to DDoS attacks. A subtle variation on this theme is
the use of distributed hosting services such as Akamai
Technologies (www.akamai.com). Spreading sites across a dis-
tributed network by using DNS and other mechanisms
improves the tolerance of sites to DDoS attacks.

= Egress and ingress filtering Ensuring that only well-defined
traffic groups enter and exit the network decreases the possi-
bility of the site being used as part of a zombie network and
also decreases the chances of hosts being compromised. Your ISP
should be required to implement ingress filtering, which can aid
in identifying zombie networks. (Refer to the section “Using
Egress Rules to Be a Better ‘Net Neighbor™ for more detail.)

» Tightening firewall configurations By default, all Internet-
accessible servers should be placed within DMZs. Implement
strict change controls for rule base modifications and ensure
that only the absolute minimum ports and protocols are allowed
through the firewall. For example, consider filtering outbound
ICMP echo replies by the firewall, along with Timestamp,
Timestamp Reply, Information Request, Information Reply,
and Time Exceeded packets. Usually most sites should start
with making TCP port 80 available and then expand from
there. Enable any defensive abilities native to the firewall itself,
such as the ability to buffer the TCP connection process or
detect malicious activity. Enable logging and shunt the data to
syslogd (though this could prove to be resource intensive during
an attack).

» Securing perimeter devices and using traffic shaping
Some discretionary access control is required for traffic entering
and leaving perimeter devices. The restriction of protocols and
ports that are allowed through these devices needs to be devel-
oped in conjunction with firewall configurations. Enable pro-
tective mechanisms that are native to the device, such as TCP
Intercept for Cisco routers and rate limiting. (Refer to later sec-
tions for more detail.)
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Implementing an IDS The implementation of a well-
designed IDS can provide administrators with the ability to
detect some client/master/agent conversations. Implement both
a host-based and a network-based IDS.

Implementing a vulnerability scanner A necessary com-
panion to the IDS, the vulnerability scanner provides reports on
existing vulnerabilities on hosts and network devices. It is
imperative that the vulnerability scanner (and IDS) be updated
with the most current list of vulnerabilities.

Implementing proxy servers Configuring traffic leaving or
entering the network to pass through a proxy can reduce expo-
sure to DDoS attacks. The proxy servers can also prove to be a
useful source of information after an attack has taken place.

Taking snapshots and conducting integrity checks of
existing configurations Because a change in configuration
could result in a DoS, it 1s wise to ensure that as many configu-
rations as possible can be backed up centrally. Additionally, run
integrity checks on a scheduled basis against hosts. The purpose
of an integrity check is to compare the current state of a host to
the baseline for the host. By doing this, an administrator can
verify file and directory integrity and highlight any changes
made by attackers. An example of this type of tool for UNIX is
Tripwire (Www.tripwire.com).

Configuring sacrificial hosts The creation of hosts with the
purpose of misdirecting attacks or gleaning information about
potential attackers is a controversial topic and many factors need
to be considered before their implementation. For example, are
there sufficient technical resources to analyze the data and is this
configuration attracting unwelcome attention?

Increasing network and host management By monitoring
the resource utilization on networks and hosts, DDoS effects
may be flagged when compared to normal operations. Many
management programs can provide details on the software and
services running on hosts.
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Maintaining a response procedure All the discussions
needed to resolve a DDoS attack should take place before an
attack happens. Attain a firm grasp of the capabilities of your
ISP, routers, and firewalls as a matter of course. Understanding
the depth of the ISPs ability to respond to DDoS attacks is crit-
ical. Determine where the ISP can add value:

» How do they conduct ingress filtering?
» How complete is their incident response procedure?
= Have they disabled directed broadcasts?

» Can they log and trace traftic effectively?
A response procedure for the business incorporating this and
other information should then be developed and maintained.

Deploying more secure technologies A number of tech-
nologies have been developed that provide some protection
against DDoS and associated exploits. Technologies such as
[Pv6, IP Security (IPSec), and Secure DNS provide greater pro-
tection than current implementations.

Even after investing a significant amount of time and money in
defending a site against DDoS, the risk is still not eliminated. If an attack
occurs, you should have a well-defined response procedure, dictating
action plans, escalation procedures, and contact details. Some of the

points to consider incorporating into the response procedure include:

Information gathering How is information relevant to the
attack gathered and interpreted? Does it answer basic questions
such as what, when, where, and how? What devices and software
can be interrogated?

Contacting the ISP Request that the ISP instigate extraordi-
nary procedures for your site and blacklist potential zombie
networks.

Applying more aggressive filters Change access control lists
and filters on perimeter devices to drop packets to and from the
attacking networks. Apply rate limiting rules to ensure that the
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correct types of traffic receive the appropriate bandwidth.
Ensure that only the minimum protocols and ports are entering
and exiting the network. Even with more aggressive filtering in
place, the effect of the attack may not be blunted because suffi-
cient bandwidth headroom is necessary (above that used by the
attacker) for legitimate traftic to reach the destination servers.
Check the baseline configuration of perimeter devices.

» Applying different routing options Attempt to change the
routing options available to incoming traffic.

= Attempting to stop the attack Using existing tools such as
Zombie Zapper, it is possible to instruct zombies to halt the
attack. (Refer to later sections for more detail.)

» Changing the IP address of the target system This may
not be an appropriate tactic for many sites and is of dubious ben-
efit. If addresses are changed, then you must be aware that DNS
changes take time to replicate through the Internet. Be aware that
this tactic may be totally useless if the daemons running on zom-
bies are configured with host names, not IP addresses!

» Commencing incidence investigation In conjunction with
the correct agencies—whether they are the ISP or a govern-
ment investigation body—start gathering information. Do not
rebuild hosts that have acted as zombies or masters—they may
contain important information.

Using Egress Rules to Be
a Better “Net Neighbor”

In most cases, the damage sustained by the victim of a DDoS attack is
not only a function of the victim’s security, but also the lack of security
of other networks. One of the ways of minimizing the spread of DDoS
attacks is to become a better “net neighbor”—by this we mean under-
standing not only what you allow info your network, but also what you
allow out. Being in control of the traffic that leaves your network is
achieved through the use of egress rules.
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Egress rules are a set of directives governing the flow of traffic out of
a network, whereas ingress rules govern the flow of traftic into a net-
work. Predominantly, most network administrators focus on protecting
the network against incoming traffic, but an attacker can subvert these
protective mechanisms in many ways and compromise a network or
host, regardless. Assuming that an attacker gained access to a host, he
could then (in the absence of egress rules) use the compromised hosts to
take part in a spoofed packet attack. Because no laws govern the nature
of packets exiting from that particular network, the spoofed packets are
routed on to their designated target as if nothing were amiss.

An example of an attack that could take advantage of such a network
configuration is a Smurf attack. To quickly review, a Smurf attack
achieves its desired eftect by sending ICMP echoes to amplification net-
works with a spoofed source address that has been changed to the
victim’s address. The amplification network then responds with a
number of ICMP echo replies directed towards what it believes is the
source of the original ICMP echo (which has been changed to the
victim’s address). This attack is based on the assumption that a spoofed
ICMP echo would have to leave the original network on route to the
amplification network with a source address that is not part of its legal
network address space.

A similar story applies to the SYN flood attack. The initial TCP SYN
is sent to the victim with a spoofed address or perhaps with a legitimate
address that is not the attackers. This type of attack could only succeed if
packets can leave the network with source addresses other than those
within the legitimate address space of the originating network.

These scenarios could be easily prevented if the original network
had rules in place allowing only packets to leave the network with a
source IP addresses within its legal address space, or in other words, if it
had used egress rules. By becoming a good net neighbor and using
egress rules, you can reduce the possibility of your network being used
in an attack. It is never too late to start implementing egress rules—pre-
vention is better than cure.

Network choke points are usually an excellent place to apply egress
rules or filters. Choke points requiring egress filtering include all
internal interfaces on firewalls, routers, and dial-in servers.
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Enabling Egress Rules and
Hardening Cisco Routers to DDoS

To paraphrase Request for Comments (RFC) 2827, “Best Current
Practice for Network Ingress Filtering,” generic router egress rules can
basically be summarized by:

I F out goi ng packet has source address within the networks
| egiti mate address space
THEN route as appropriate

ELSE deny route and do other (log, alert)

A number of vendors have provided papers detailing strategies to
harden routers and networks against DDoS. For the sake of brevity, only
a synopsis of some of the configuration changes recommended by Cisco
have been included in this section, so check your vendor for the latest
in-depth DDoS configuration countermeasures and egress rules.

The first task in hardening your Cisco edge routers to DDoS attacks
1s to issue the following interface command:

ip cef
interface xy

ip verify unicast reverse-path

This command ensures that only packets with a source that is consis-
tent with the routing table are forwarded. This command is only valid on
the input interface of routers at the upstream end of connections. Note
that this command needs Cisco express forwarding (CEF) to be enabled.

The next task is to filter out all nonroutable addresses (see
RFC1918) using access control lists. Earlier in the chapter, you learned
that nonroutable addresses should not leave your network in the source

address field of packets.

interface xy
access-list 101 deny ip host 0.0.0.0 any
access-list 101 deny ip 127.0.0.0 255. 255. 255. 255 any
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access-list 101 deny ip 10.0.0.0 0. 255. 255. 255 any
access-list 101 deny ip 192.168.0.0 0.0.255.255 any
access-list 101 deny ip 172.16.0.0 0. 15. 255. 255 any

access-list 101 pernmit ip any any

Establishing the ingress rules using access control lists follows this.

access-list 187 deny ip {network address} {netmask} any
access-list 187 pernmit ip any any

access-list 188 permt ip {network address} (netnmask} any
access-list 188 deny ip any any

interface {egress interface} {interface #}

ip access-group 187 in

i p access-group 188 out

Another useful feature found in Cisco IOS is Committed Access
Rate (CAR).This feature allows administrators to define bandwidth
policies against access list. Consequently certain (potentially) undesirable
traffic can be rate limited, such as ICMP described here:

interface xy

rate-limt output access-group 2020 3000000 512000 786000 conform
action

transmt exceed-action drop

access-list 2020 permit icnp any echo-reply

Rate limiting along with TCP Intercept should also be configured to
ward oft potential SYN floods. While on the subject of Cisco routers, it
is relevant to note that IOS 12.0 or greater has disabled IP directed
broadcast (protection against being used as an amplification network) by
default, as per RFC2644.
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SECURITY ALERT!

Beware of applying too many filters to a router, because forwarding
performance may suffer as a result. Cisco, for example, recommends
the use of TurboACLs and points out that access lists with more than
50 entries may impair performance.

Defending against the SYN’s of the Internet

Most operating systems and network devices now attempt to cater to
the large number of connection attempts made during a SYN attack by
increasing the connection queue and decreasing time-out values.
Additionally, some operating systems implement a random early drop
algorithm. A random early drop algorithm traverses the connection
queue and randomly extracts unanswered SYNs.

The Linux Approach to SYN

Linux takes a different tack on the SYN flood problem by employing a
technique using SYN Cookies. To explain the benefits of SYN Cookies,
let’s play out the TCP three-way handshake again. The client host sends
a SYN to the server with a copy of the client’s ISN. The server then
responds to the client with a SYN/ACK, but at this stage, instead of
assigning a normal server ISN, one is calculated using a one-way MD5
hash that incorporates the source address, source port, source ISN, desti-
nation address, destination port, and a secret seed (phew). The server
then relinquishes the state information for that connection—eftectively
freeing up the resources that a SYN flood tries to exhaust. If an ACK
response 1is received (which probably wouldn’t happen in a SYN flood
attack) the server recalculates from the returned ISN — 1 whether it was
in response to the earlier SYN/ACK. If it is, then the three-way hand-
shake is complete and the server opens the connection. So, using SYN
Cookies, connection queues cannot be exhausted.
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To enable Linux SYN Cookies, enter:

echo 1 > /proc/sys/net/ipv4/tcp_syncookies

The Microsoft Approach to SYN

By default, Windows NT 4 retransmits SYN/ACK five times at
intervals of 3, 6, 12, 24, and 48 seconds. A full 96 seconds must pass
before the host closes the half-open connection (totaling 189 seconds).
Windows NT 4 and Windows 2000 have a number of configuration
parameters that protect against SYN attacks. For example, within
HKEY_LOCAL_MACHINE\SYSTEMN\CurrentControlSet\Services\
Tcpip\Parameters they add or modify the following keys:

» SynAttackProtect This entry forces the connection queue
to have a shorter time-out if it appears that a SYN flood is
under way. Add an entry of type REG_DWORD and assign a
value from 0-2.The default is 0: no protection. Setting the value
to 1 provides SYN flood protection, whereas 2 provides the
SYN flood protection and does not signal AFD (driver that
supports Windows Sockets applications) until the TCP hand-
shake is complete.

» TcpMaxHalfOpen After the value of this entry is exceeded

by the number of half-opened connections, SynAttackProtect is
enabled. Add an entry of type REG_DWORD.

» TcpHalfOpenRetried This value dictates the number of half-
open connections for which there has been at least one retrans-
mission of the SYN before SynAttackProtect commences. Add
an entry of type REG_DWORD.

= TCPMaxConnectResponseRetransmissions This value
controls the number of times the server responds with a
SYN/ACK.The entry is of type REG_DWORD and the
default value is 3. Setting the value to 3 retransmits SYN/ACKs
after 3, 6, and 12 seconds with a cleanup after 24 seconds (total
of 45 seconds). Setting the value to 1 causes a SYN/ACK to be
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retransmitted after 3 seconds and performs a cleanup after 6 sec-
onds (total of 9 seconds).

The backlog is the term used by Windows for the queue holding half-
open connections. This backlog can be configured appropriately by
modifying certain keys in HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Services\AFD\Parameters.

» EnableDynamicBacklog This REG_DWORD entry should
be set to 1 if a server is under a SYN attack in order to allow
the backlog to grow dynamically.

SECURITY ALERT!

Test any configuration changes carefully before using the Windows
SYN protection facilities in a production environment—certain con-
figurations can induce failures and other security risks!

The Cisco Approach to SYN

Cisco provides a feature called TCP Intercept that protects a network
from SYN floods. Using the intercept mode, the router captures SYN
packets that match certain rules. The router then attempts to respond to
the client’s SYN with a SYN/ACK on behalf of the server behind it,
effectively owning the server portion of the three-way TCP handshake.
If the ACK from the client is received successfully by the router, then
the original SYN is sent on to the server. The half-formed connections
between the client and router and the router and the server are then
joined to form a single legitimate connection between the client and
server. But if the router’s original SYN/ACK to the client is not suc-
cessful, then the router drops the connection.

TCP Intercept can be configured to be less aggressive and merely
monitor the handshakes in watch mode. If the connection attempt is not
satisfactorily resolved within a given timeframe, then the router termi-
nates the half-open connection. TCP intercept can be configured to
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work with all routed packets or those meeting certain source or destina-
tion criteria.

An example of the basic commands for enabling TCP Intercept are
shown here, but for more complete documentation (on modes, timers,
drops, and statistics) search for “TCP Intercept” on www.cisco.com.

ip tcp intercept list 101

access-list 101 deny ip 10.0.0.0 0. 255. 255. 255

How Other Devices Approach SYN

Other perimeter devices, such as firewalls, can provide some protection
against SYN floods, for example Check Point Software’s Fire Wall-1
SYNDefender. It provides two methods of SYN flood protection,
namely SYNDefender Relay and SYNDefender Gateway. Much like
TCP Intercept, SYNDefender Relay acts as a middleman in setting up a
TCP connection until the three-way handshake is complete. The con-
nection is sent on to the server behind the firewall only after a reply has
been received to Firewall-1’s SYN/ACK.

The SYNDefender Gateway solution takes a different approach by
letting SYNs travel directly through the firewall to the server. When the
server sends out the SYN/ACK, the SYNDefender Gateway responds
with an ACK. This means that the server perceives that the handshake
has been completed, and the connection is then moved out of the con-
nection queue.

Tools & Traps...

Are You a Smurf?

To ensure that your network is not an unwilling participant in a
Smurf attack, configure appropriate egress and ingress filters on
edge devices. For Cisco devices, I0S version 12 and above disables

Continued
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directed broadcast by default, but if you have not upgraded to the
latest release, issue the following command:

no ip directed-broadcast

Also on Cisco devices remember to turn unicast reverse path
forwarding on, using this command:

ip verify unicast reverse-path

For additional protection, most Linux distributions can be
configured to enable source address verification using rp_filter:

for f in /proc/sys/net/ipva/conf/*/rp_filter; do
echo 1 > $f

done

Windows NT and Windows 2000 have the ability to filter TCP
and UDP ports as well as specific IP addresses. They can be used to
stop packets with a spoofed source address within the private
address ranges.

In an effort to help eliminate IP directed broadcasts, the Web
sites www.nestscan.org and www.powertech.no/smurf provide
easy-to-use sites that simply require you to input the details of
your Internet-visible IP network address. A script then determines
the number of times that network broadcast and subnet address
replies to a single ICMP ping. If either is greater than one, then
your network is a potential amplifier.

Methods for Locating and Removing Zombies

A profusion of tools are available to aid in the identification and
recovery of networks involved in DDoS attacks. A few hardy souls have
developed tools that can instruct daemons to stop attacking. Others have
written programs that search for DDoS binaries on suspect hosts. Even
more good news is that most of these tools are free.
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The tools detailed in this section can quite easily be scripted so that
they run proactively to maintain the security profile of the network
during oft-peak times. An aggressive version of the same scripts could be
developed to help stave off a live DDoS incident.

A possible (and overly simple) combination of scripts could cause
nmap to scan hosts within well-defined ranges for open ports signifying
the presence of DDoS programs. On hosts with suspicious open ports
tools, such as find_ddos or Tripwire, could then determine the presence
(or lack thereof) of the DDoS programs.

Using Nmap
Nmap—a multi-purpose scanning tool—is an essential part of any secu-
rity officer’s toolkit. By crafting scripts using nmap, an entire network
can be scanned for the presence of zombies or masters listening on ports
(UDP or TCP) known to the administrator. For example, during the
TCP scan process, nmap can be instructed to send a SYN to the port at
a specific address and report back a result depending on whether an
ACK was received in reply.

A basic scan of a network with a subnet mask of 255.255.255.0
in order to identify Stacheldraht masters or zombies could look similar
to this:

nmap -sS -p 65000-65513 your. networ k. com 24

The output of nmap can be piped into a file and processed en masse
at a later date. It would be quite easy to set up a script to mail an adminis-
trator with the IP address of hosts when open TCP ports 65000, 65512, or
65513 are discovered (realizing that these ports can change with modified
or new versions). The number of applications for this tool is almost limit-
less and can, with a little ingenuity, automatically detect masters and zom-
bies. You can download Nmap from www.insecure.