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Introduction

EvEN THOUGH | HAVE written books revolving around Microsoft products, I have never tried to
hide the fact that I started out as a Novell guru (heck—I was even a Novell employee for awhile).
When Microsoft first released Windows NT, I was amazed at the number of people who bought
into that “New Technology” (NT') marketing line. Their “new technology”—or at least the net-
working portion of it—had been developed a good 10 years earlier for an IBM product named
LanManager. (A search through the Registry of any NT computer for the word “Lanman” will
prove this.) So Microsoft was releasing a product based on a 10-year-old networking philosophy
and which used a nonroutable communication protocol by default. It didn't seem all that “new”
to me!

Windows 2000/ Windows Server 2003 moved Microsoft networking away from the dated and
Iirniting domain-based architecture of earlier releases and toward the true directory service—based
architecture necessary in today’s complex networks. Microsoft provides this service through the
addition of Active Directory (AD), an open, standards-based, X.SOO—compIiant, LDAP-accessible
network directory. (Don’t worry—we’ﬂ talk about X.500, LDAP, and what seems like an endless
list of industry acronyms throughout this book.)

The first commerciaﬂy viable, directory service—based operating system to hit the networking
industry was Novell's NetWare 4 with NetWare Directory Services (NDS). At the time of its release,
I was working as a senior technical instructor for a company in Minneapolis, Minnesota. In order to
be one step ahead of the competition, my company sent me to the prep classes taught on the beta ver-
sion of the software. After two weeks of intensive training on NDS, I returned home and started to
reevaluate my career choices. It seemed as if everything I knew about networking was about to become
out-of-date, and I would be forced to master this new paradigrn known as a “directory service.” I have
to admit that when I first saw Novell’s directory service, I didn't get it, didn’t think I would ever get it,
and wasn't sure I wanted to getit, felt safe with earlier versions of NetWare, and I couldn’t under-
stand why anyone would want to add the complexity of a directory service to their network. In the long
run, however, the benefits of a directory service far outweighed the painful learning curve. With the
release of Active Directory as part of the Windows 2000 Server product, Microsoft finaﬂy provided
these benefits to its customer base. (And, 1 hope, this manual will help reduce the pain involved in
mastering the technology!)

AD provides the power and ﬂexibility you need in today’s changing computer world, but it pro-
vides these at a price. A Iarge portion of that price is the steep Iearning curve that administrators
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need to climb in order to fully understand and utilize the potential of Microsoft Windows 2000/ Win-
dows Server 2003 and Active Directory Services. However, the benefits of using Active Directory speak
for themselves:

A More Stable Operating System  You will see far fewer “blue screens” than ever before in a
Microsoft environment. You can also say goodbye to the weekly (or more) reboots necessary to
keep an NT server up and running.

Group Policies  Controlling the end user’s environment—what they can see, what they can change,
and what they can do—is critical as our operating systems become more and more sophisticated.

Software Distribution  Statistics show that we (network professionals) spend more time installing
and maintaining end-user applications than any other aspect of our job. Automating these processes
will allow us to (finally) use some of that vacation time we have accumulated over the years!

I wrote this book to help you avoid being caught by surprise by Microsoft Windows 2000/ Windows
Server 2003 and Active Directory. While a network directory might be a new paradigm in networking
for you, try to remember that at its most basic, networking technology—whether Windows 2000/ Win-
dows Server 2003, AD, or anything else—is still just moving bits from one place to another. All of the
knowledge you have gathered about networking is still valid; you'll just have a few more options available
to you.

What’s in This Book?

When I was planning the table of contents for this book, I struggled with how best to present a
new paradigm for Microsoft networking—the concept of a network directory. It was suggested
that I just write about Active Directory Services and leave it at that, but I wanted to give you a
conceptual overview of the technology as well as a look at AD. I decided that a three-part book
would suit my goals. Read on to learn what’s in each part.

PART 1: NETWORK DIRECTORY ESSENTIALS

No matter what Microsoft would have you believe, network directories have been around for quite some
time. Understanding earlier implementations (both their strengths and weaknesses) can help us under-
stand why AD works the way it does—and perhaps help us realize some of its weaknesses. Part 1 is faitly
short, but it is filled with conceptual information that can really help you tie AD to your environment.
Part 1 contains four chapters.

Chapter 1: An Introduction to Network Directory Services and Their Benefits  This chapter
gives a basic overview of what a directory is and what Active Directory is, and it compares directories
to older technologies.

Chapter 2: Anatomy of a Directory  In this chapter, you will learn what a directory is by looking
at examples of existing technologies, starting with basic paper-based directories and working up to
the directories used in today’s networks.

Chapter 3: Inside an X.500-Compliant Directory = Read this chapter for an overview of the

X.500 recommendations, which are used to create the structure of the Active Directory database.
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We also discuss the process of creating a directory service database from the ground up—a men-
tal exercise that can really help you understand what makes Active Directory tick.

Chapter 4: Accessing the Directory ~ Chapter 4 explains DAP and LDAP, the two protocols

used to access the information stored within the AD database.

PART 2: MICROSOFT ACTIVE DIRECTORY SERVICES

Once we have a firm grounding in directory technology, we can look at AD with a critical eye, trying
to find its strengths and weaknesses. With this information, we can better apply the technology
within our own environments. There are nine chapters in Part 2.

Chapter 5: Microsoft Networks without AD  To fully appreciate Windows 2000/ Windows
Server2003, and especially Active Directory, it is important to understand earlier versions of NT.
If you are an N'T expert, this chapter will be a review. If you are a newcomer to the NT world,
this chapter should prepare you for some of the topics you will encounter later in the book.

Chapter 6: Active Directory Benefits  Just as NT was originally designed to overcome the weak-
nesses of server-centric environments, Windows 2000,/ Windows Server 2003 with AD was designed
to overcome the weaknesses of domain-based environments. In this chapter, we will discuss how AD

fits into the overall Windows 2000/ Windows Server 2003 philosophy.

Chapter 7: Network Support Services  While Microsoft 2000 /Windows Server 2003 can uti-
lize many different protocols for communication, AD depends on TCP/IP. Before you can begin
to install and configure an AD environment, you must have a strong foundation in TCP/IP tools
and techniques.

Chapter 8: Designing the Active Directory Environment In this chapter, you will read about
the theories of designing a stable AD structure that does not place undue stress on any single com-
ponent of your network.

Chapter 9: Implementing Your Design Read Chapter 9 to find out about the mechanics of AD
installation and buﬂding your AD structure,

Chapter 10: Creating a Secure Environment If the AD database is going to be of any real use
in a network, the information it contains must be secure. In this chapter, we will look at the various

security options available with Windows 2000/ Windows Server 2003.

Chapter 11: Implementing Group Policies ~ Group Policies are used to define user or computer
settings for an entire group of users or computers at one time. As such, they will be a very tmpor-
tant concept for administrators of networks based on Windows 2000 /Windows Server 2003. In
Chapter 11, we will discuss the concept of Group Policies and look at the procedures used to
irnplernent them.

Chapter 12: Modifying the Active Directory Schema The AD database contains object classes,
which define fypes of network resources, and attributes, which define parameters of those classes. The
default list of classes and attributes might not be sufficient in some environments. Chapter 12 dis-
cusses the process of eXtending the design of the AD database to include custom object classes and
attributes.
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Chapter 13: Understanding and Controlling AD Sites and Replication For any network

operating system, no matter how logical we make the structure or how graphical we make the

interface, when all is said and done, everything comes back to the plumbing—the “pipes” we use
to move data. This chapter looks at design issues with an eye on available bandwidth and commu-
nication costs.

PART 3: ADVANCED ACTIVE DIRECTORY ADMINISTRATION

So far we have gotten a history of the technology upon which Active Directory was built—sort of a
historical perspective, if you will—in Part 1. In Part 2, we looked at the basic structure of an Active
Directory environment—design strategies, traffic considerations, and the peripheral components found
in most Ad environments. In Part 3 we take an in—depth look at speciﬁc components of Active Direc-
tory implementations.

Chapter 14: Active Directory Network Traffic A complete description of devices and services
that generate traffic on your network. While no one could ever describe every bit that will pass
through a network wire, we'll look at those services that revolve around Active Directory: DNS,

WINS, DHCP, AD replication, and others.
Chapter 15: Backup and Recovery of Active Directory  Everyone knows that good backups are

critical to job security—and just about everyone in the business can describe the basics of server
backup. ‘What many don't understand are the intricacies of backing up a complex database such as
Active Directory. We'll look at the theories and the tools involved in backing up and restoring Active
Directory.

Chapter 16: Active Directory Design  There are more ways to design a hierarchical system
than there are people to describe them. We'll ook at some of the network and business details
that will impact your final AD design. We'll also provide a few “cookie cutter” designs that can
act as the foundation of your own network.

Chapter 17: Migrating to Active Directory ~ Very few of us have the luxury of starting from
scratch—we inherit a network and then want to upgrade it to match our perceived needs. In this
chapter we’'ll discuss the options available when you want to upgrade your existing network to

Windows 2000 and Active Directory.
Chapter 18: Integrating Active Directory with Novell Directory Services Novell still holds

a signiﬁcant portion of the business networking market. Some recent surveys have even shown
that NetWare’s market share might be increasing. Even in those companies where all new servers
are Microsoft-based, many still continue to support legacy NetWare servers. The odds are that
you will face a mixed environment at some time in your career. In this chapter we'll discuss the

tools and techniques available to help ease the pain of supporting two platforms: AD and NDS.

Who Should Read This Book?

This book was written for the experienced network administrator who wants to take a look at Micro-
soft's Active Directory Services. I'm going to assume a basic level of knowledge of networking in general,
but no (or little) knowledge of directory-based technologies. It seems as though whatever Microsoft is
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doing is what the industry moves toward—and Microsoft is doing network directories in a big way! If
you run a Microsoft house, you'll need to come up to speed on AD quickly. If you run a non-Microsoft
house (or older versions of Microsoft NT), you can bet that sooner or later you'll need to understand
how Microsoft views network directories.

In my 10 years as a technical instructor, I found that there were basically two types of students—
those that just wanted to know the “how,” and those who also wanted to know the “why.” I feel that
this book will satisfy both types of computer professionals. We certainly delve into the theoretical—
discussing the history of network directories, the philosophy of management of directories, and the
environment-specific aspects of AD that will effect your final design. We also discuss and describe
many of the more common administrative tasks that you will be required to perform on a daily basis.
That mix of both theory and concrete should prepare you for the task of implementing and main-
taining an Active Directory structure in your work environment.

I guess the bottom line is this: if you are in networking today and you plan to be in networking
tomorrow, you will have to master the concepts of a network directory at some point in your career.
This book is designed to give you the information you need to understand and implement Microsoft’s
interpretation of that technology.

In Short
Microsoft Windows 2000/ Windows Server 2003 is the hottest technology in networking today. To

use 1t effectively, you rnight have to rethink how you characterize network resources and services. The
days of putting in the network and then considering the environment are long gone! With today’s

technologies, each network will have to be designed around a “total business solution"—providing

the resources and services necessary without unduly taxing the budget, staff, or infrastructure of the

host company.

One last word of advice: enjoy what you do. New technology can be exciting, challenging, and down-
right fun. If you spend more time cornplaining about the technology than being amazed by 1t, perhaps a
vacation is in order!

As with all my books, if you have questions or comments about the content, do not hesitate to
drop me a note at bking@royal-tech.com. I always look forward to hearing from you.



Part 1

Network Directories
Essentials

In this section you will learn how to:

L 2R 2K 2R 2

Evaluate network directory services and their benefits
Understand the critical features of directory systems
Design a generic directory
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Chapter 1

An Introduction to Network
Directory Services and Their
Benefits

THE COMPUTER INDUSTRY, ESPECIALLY in the networking arena, generates more acronyms, terms,
phrases, and buzzwords than any other business in the world. The latest craze is the phrase nerwork
directories. Directories are nothing new—they have been around in one form or another since the late
’60s. Now, however, they have entered the mainstream with the release of Microsoft’s long-awaited
Active Directory Services in Windows 2000 Server and the Windows Server 2003 product line. To
get the most from this technology, you must have a firm understanding of what directories are, what
they are not, and how they can be used to ease the management of your network. That is the goal of
this book—to give you enough information to implement, manage, and utilize the services provided
by Microsoft’s Active Directory Services (ADS). (While this directory is just another feature of the
Windows 2000/ Windows Server 2003 environment, it has reached the status of some rock stars—
a shortened name. Microsoft’s directory service is usually referred to as just Active Directory or AD.
This is the terminology that I'll use throughout the book.)

PC-based networks have become an integral part of the business world. They started out as
simple solutions for the sharing of a few physical resources—hard disk space, printers, and so
on. Over time, though, networks have become quite complex—often spanning multiple sites,
connecting thousands of users to a multitude of resources. Today, networks control everything
from payroll information to e-mail communication, from printers to fax services. As networks
offer more services, they also demand more management. Easing the use and management of
networks is the real goal of a directory service.

This first chapter is more about setting the appropriate mood for the first section of the book
than it is about technology. Directories have the ability to ease (or sometimes even eliminate) some
of the most common IT administrative tasks. In this chapter we’ll look at a few of those tasks,
think about how we would perform them in a “traditional” network, and then imagine the ways in
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which a directory could make them easier to deal with. The bottom line here is that directories are
exciting technology—and I want you to start getting excited about them!To effect that excitement,
though, you need to have a firm grasp on the “concept” of a directory. The first part of this chapter
will define that term, explain the benefits of using a directory, and describe the basic structure used
by most network directories on the market today.

I've been in this business for a long time, and I know the typical work environment in an IT depart-
ment. First, I'T workers are often assumed to be nocturnal—we do our most important tasks (server
maintenance, data backups, upgrades, etc.) after everyone else has gone home for the day (or worse, for
the weekend or holiday!). Second, IT staff members are assumed to be workaholics. Why else would
they give us vacation time that we never seem to be able to use? I don't know how many times I've heard
of IT staffers who lose their vacation time at the end of the year because they could never use it—
there was always something going on that prevented them from leaving for a week or so. Lastly, we are
assumed to know everything (and while we like this image, it sometimes causes problems). How many
training classes have you attended in the last year? How many would you have liked to attend? If those
two numbers are equal (or even close), you work for a great company! Too often, IT workers are given
little training, and this results in more late hours, more headaches, and less opportunities to use vaca-
tion time.

Most administrators are overworked and underpaid. Most I'T departments are understaffed and
underbudgeted. This results in I'T professionals who never see their families, never have time to attend
classes (which just exacerbates the problem), and very seldom have time for relaxation—no wonder so
many of us switch careers during our midlife crisis!

When propetly installed and configured, Active Directory can often reduce the administrative
overhead of maintaining your network. Certain tasks are completely eliminated, many redundant
tasks are reduced to a single step, and most management processes are made easier to accomplish.
The bottom line is that your workday is made more productive—allowing you to accept more
responsibility, utilize your vacation time, and, just maybe, attend a few of the training events and
industry seminars that you have on your wish list. (Okay, that’s the optimistic view. More likely,
your company will see that the number of IT staff members required is not as great, and you end
up with a smaller I'T staff. This isn't all that bad though, because a smaller staff often results in
higher salaries. .. a win-win situation!)

Get excited about Active Directory! While it does require you to master a new paradigm (read
that as a learning curve to climb), it also provides you with the opportunity to work more efficiently!
This often results in the I'T department adding new (and exciting) technologies to their systems. If
you're like me, working with the latest and greatest technology is just another perk in the workplace!

In this chapter:

¢ What is a directory service?
¢ Why use a directory service?

@ Before there were network directories. . .



WHY USE A DIRECTORY SERVICE?

Traditional networks vs. network directories
Benefits of Active Directory

The Active Directory structure
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The Active Directory feature set

What Is a Directory Service?

In any business-level networked environment, there exists some sort of database of account informa-
tion. In Windows N, this database was known as the Security Accounts Manager (SAM) database,
and in early versions of Novell NetWare, it was known as the bindery. No matter what network
operating system you look at, there has to be a place in which information about valid users is
stored—things like names, passwords, and maybe even a little security information.

In many operating systems, this accounts database is server- or resource-centric. By this I mean
that the database only stores information about users who have access to the resources (files, printers,
applications, etc.) located within the sphere of control of the device upon which the database is stored.
Novell's bindery is a perfect example; it stored account information for users who could access a specific
server (the server in which the bindery files were located). While this type of system is workable in
smaller environments, it begins to fall apart as networks grow. Think about it: if every server has its
own accounts database, and I have 100 servers, then I have 100 accounts databases to manage.

A directory service is a networkwide database that stores resource information, such as user accounts.
In a directory-based environment, I create a single user account for each user, and that account is used
to manage all aspects of the user’s network (and sometimes desktop) environment. To put this another
way, a directory service provides a place to store information about network-based entities, such as
applications, files, printers, or people. Given the networkwide scope of such a database, it provides a
consistent way to name, describe, locate, access, manage, and secure information about those individual
resources.

The directory also acts as the central point of control and management for the network operating
system. It acts as the central authority to propetly identify and authenticate the identities of resources,
and it brokers the relationships between distributed resources, thus allowing them to work together.
The directory service must be tightly coupled with the underlying operating system to ensure the
integrity and privacy of information on the network.

In a Microsoft-based network, the Active Directory Service plays a critical role in an organization’s
ability to manage the network infrastructure, perform system administration, and control the user
environment.

Why Use a Directory Service?

When I first started in the networking industry, I worked on what, at the time, was a midsized
environment—we had four servers and about 200 users. The Internet was still a thing of the future,
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e-mail wasn't mission critical (heck, most people didn't even know what e-mail was), there was no
such thing as a “fax server” or any other kind of specialized server for that matter, and FedEx was
used to transfer documents from one site to another (no one would have thought to invest in a wide
area link for a medium-sized company—they were too expensive).

Today, a midsized environment can include 50 or more servers, support hundreds, if not thou-
sands, of users, and include numerous special services that run on dedicated servers. Wide area links
are common, and bandwidth demands are astronomic! Not to mention the dial-in, VPN, and other
“new” services that end users are demanding. In these complex networks, the task of managing the
multitude of network-based resources can be overwhelming.

Directories help administrators manage today’s complex environments by:

¢ Simplifying management. By acting as a single point of management (and providing a consistent
set of management tools), a directory can ease the administrative tasks associated with complex
networks.

¢ Providing stronger security. Once again, the fact that access and authentication is controlled
through a single service, administrators and users are only required to know a single set of
tools, allowing them to develop a better understanding of them. Directories, since they offer
a single logon facility, are usually able to provide a more secure authentication process (since
all logons are managed through a central service, that service can be made extremely secure).

¢ Promoting interoperability. Most of today’s commercially viable directory services (AD included)
are based upon a series of industry standards—2X.500 and LDAP to name a few (I'll describe
these in detail later). Sticking with a standards-based solution makes it easier to share resources in
a mixed environment or, better yet, to share resources with business partners without opening too
many doors into your network.

Directories can be thought of as both a management and a user tool. From a management per-
spective, having a centrally controlled and consistent interface to resource information can drasti-
cally reduce administrative costs. From a user’s perspective, a central service for authentication can
make accessing resources throughout the network a lot easier. Gone are the days when users had to
memorize (or worse, write on a Post-It note) multiple logon names and passwords!

Before There Were Network Directories...

To understand and appreciate the power and convenience of a directory-based solution, you must
have an understanding of the technologies that it will replace. Before the advent of directories, most
network operating systems (NOSs) were “server-based.” In other words, most account management
was done on a server-by-server basis. With older NOS software, each server maintained a list of users
(the accounts database) who could access its resources and the users’ permissions (the Access Control List,
or ACL). If a system had two servers, then each server had a separate accounts database, as shown

in Figure 1.1.
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FIGURE 1.1
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As you can see, each server in Figure 1.1 maintains its own list of authorized users and manages
its own resources. While this system is simple and easy to understand, it becomes unwieldy once a
system grows past a certain point. Imagine trying to manage 10,000 users on 250 servers—the user
and resource lists would soon overwhelm you! To get around this limitation, some NOS software,
such as Microsoft NT 4, was configured so that small groups of servers could share one list of users
(called a central accounts database) for security and authentication purposes, as shown in Figure 1.2. This
central accounts database gave administrators a single point of management for a section of their
network, known as a domain. Once again, however, this system becomes cumbersome after it reaches
a certain size.

FIGURE 1.2
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The shift from server-based to domain-based networks was the first step in creating an envi-
ronment where all users and resources are managed through a single database. In a domain, all
user information is stored in a single place and managed with a single set of tools, and users can
access the network via a single account (no more having to remember multiple account names
and passwords). Network directories take this approach to the next phase: a single database to
hold all user and resource information across your entire network.

NOTE  I'm using the phrase “user and resource” to refer to the records within a directory database because that is bow tra-

ditional administrators see their world: users accessing resources. In a directog)-based environment, however, users become

not})ing more than another resource. This subtle sbg‘t in pkilosopby is critical in undersmnding the sm’ngtbs gf a direttog)—

based network. This distinction should become clear as you become more familiur with direttmy concepls.

Network directories are just databases that hold network information. They can contain many
different types of information:

*

® & & o o

User account information (logon name, password, restrictions)

User personal information (phone number, address, employee ID number)
Peripheral configuration information (printers, modem, fax)

Application configuration (Desktop preferences, default directories)
Security information

Network infrastructure configuration (routers, proxies, Internet access settings)

If you can imagine it, a network directory can store it!

Once this information is stored in a centrally controlled, standards-based database, it can be used
in many different ways. Most commonly, administrators will use such information to control access
to the network and the network’s resources. The directory will become the central control point for

many different network processes. Here are examples of some of these processes:

*

When a user attempts to log on to the network, the client software will request authentication
from the directory. The directory service will ascertain whether the account name is valid, check
for a password, validate the password submitted, and check any restrictions on the account to
determine if the logon request should be granted.

Individual users can use directories to store personal preferences. Each time a user logs on to the
network, his Desktop settings, default printer, home directory location—even his application
icons—can be downloaded to whatever computer he happens to be at. Users will no longer have
to re-create their environment each time they use a new computer. All of their settings will be
centrally located to ensure a “universal environment” and, if you desire, centrally controlled to
lock them down.

As directories mature, you will also be able to use them to monitor and control traffic across
network devices. When a user attempts to access a remote network, for instance, the directory
could be used to determine whether the request is valid for that user. Imagine controlling
Internet access with the same tool you use to control other security settings. Or perhaps the
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directory could query various devices to determine the least congested network path to the
destination. You might even be able to grant higher network priority to certain users, groups,
applications, or services, allowing you to provide a guaranteed level of service.

Traditional Networks vs. Network Directories

Many network tasks can benefit from the capabilities of a network directory. Many of the hardest con-
figuration issues of earlier networks will become a piece of cake when you use a network directory as
the central controlling point for the network.

Traditional Network Solutions for Common Administrative Tasks

As food for thought, let’s consider a few common networking tasks and the nondirectory solutions to
them. Each of these scenarios is a “real-world” implementation that I have been asked to complete on
production networks. As you will see, the nondirectory—based solutions often border on the ridiculous.
In some cases, the service provided could not justify the time spent to provide the requested solution. In
other words, the constraints placed upon networks by traditional management techniques often limit
the services that a network can realisticaﬂy provide.

SCENARIO 1: TO TRUST OR NOT TO TRUST

Your company’s marketing department has a Color Wax Thermal Transfer Graphics printer, which is
used to create camera-ready art for the company that prints your sales brochures. Because of the cost
of consumables, which is somewhere in the neighborhood of $3.00 per page, you have been very
careful about who is allowed to print to this device. Luckily, the marketing department is its own
domain, so security has been fairly easy to maintain. Over in the engineering department, Susan has
decided that she needs to print drawings of prototypes on this printer. Your job is to arrange the
appropriate permissions.

In a multidomain environment, there are two basic ways to handle this situation:

@ You could create a trust between the marketing domain and the engineering domain, create a
global group in the engineering domain, place Susan’s account in the group, and then place
that global group in the appropriate local group in the marketing domain. While this solution
is great for Susan, it does mean that you now have to keep track of another trust relationship,
not to mention the associated local and global groups.

#  You could create a local account for Susan in the marketing domain and teach Susan to “Con-
nect As” to use the printer. Now, of course, you’ve lost one of the biggest benefits of the
domain concept —one user, one login.

SCENARIO 2: WHERE’S JOE?

An executive calls to inform you that a user named Joe in the sales department has been overheard dis-
cussing confidential information, including future product designs and marketing strategies. This exec-
utive would like a detailed explanation about where Joe has permissions and how they are acquired.
She would also like you to ensure that Joe only has rights to resources appropriate for salespeople.

9
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In a multidomain environment, this problem can be overwhelming. Your first inclination is probably
to delete Joe’s account and start from scratch—but you want to ensure that no other salespeople have
been granted inappropriate permissions. You'll have to track down every group that Joe is a member of
and then check the permissions of each group. For each global group, you'll have to check to see which
local groups it has been made a member of (including those local groups in other domains). You'll also
have to search for any local accounts that might have been created for Joe in the marketing and R&D
domains. Finally, you'll probably want to institute an auditing policy to track who is accessing the confi-
dential data.

NotE  Of course, this scenario assumes that you have administrative rz"gbts in the other domains of your environment. If
not, you will have to coordinate your actions with those of the other administrators.

When you have completed your search, you will have to implement a corporatewide policy that
defines how permissions should be granted, who should be able to grant rights to various types of
resources, and the appropriate naming standards for things like global and local groups (this will
make the next search a little easier). In a multidomain environment, enforcing these policies can be
an administrative nightmare.

SCENARIO 3: THE SEARCH FOR INFORMATION

An expensive and mission-critical printer refuses to print. You know that the printer was purchased n
the last few months, but you need speciﬁc information for dealing with the vendor. In a traditional office,
you must contact purchasing. The purchasing agent will have to dig up the paper-based purchase order
using the serial number or approximate date of purchase. If all goes well, the purchase order will contain
the check number and date of purchase, as well as the name of the salesperson who sold you the device.
Once that information is at hand, you can call the vendor and negotiate repairs or replacement.

SCENARIO 4: SETTING LIMITS

Your company has just adopted a policy to control Internet access: certain users have unlimited access,
other users are allowed to surf the Web during nonbusiness hours, and some users are allowed to access
only an approved list of websites. It's your job to make sure this policy is implemented. Luckily, all of
this functionality is built into the new routers you have purchased. Unfortunately, those routers are not
“NT aware,” so you must enter all of the specifics (including usernames) in the vendor’s proprietary
format.

SCENARIO 5: COMPANY INFORMATION
You've been asked to design a database that can serve as a company phone book. The CEO would
like to have the foHowing information available for each employee:

* Company phone extension

¢ Home phone
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Company mail stop
Home address
Birthday

Hire date

* & o o

While all of this information is already in a series of databases controlled by the human resources
department, the CEO would like this to be a companywide application. She also realizes that some of
this data is confidential, so you must control access to certain fields based upon job function.

One solution might be to create a series of databases: one for nonsecure information and another for
secure information. Each user would access the database that is appropriate for his or her needs. Not an
elegant solution, but it is probably the quickest. The biggest problem will be keeping the information
up-to-date.

Network Directory—Based Solutions

Most administrative tasks can be broken down into two basic functions:
¢ Providing resources
& Securing those resources
With that in mind, let’s look at the five scenarios just described. You've been asked to:
1. Secure access to an expensive resource (a printer).
2. Provide security for confidential information.
3. Organize information (the purchase order for the printer).
4. Secure and control access to the Internet.
5. Provide (and secure) access to employee information.

Balancing the avaﬂabﬂity of resources with the need to secure those resources represents a Iarge
percentage of what LAN administrators do for a Iiving. The implementation of a network directory
service can help to make these tasks as straightforward as possible.

SCENARIO 1: TO TRUST OR NOT TO TRUST

Because a network directory provides a single logical database to manage all network resources, the
directory-based solution to this problem is fairly straightforward. The users and the printer are no
longer “separated” by any type of administrative grouping; in other words, both the user account
and the printer now exist in the same logical database. When you use a directory, the solution can
be as simple as giving Susan account permissions to use the printer.

11
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SCENARIO 2: WHERE’S JOE?

Once again, the single point of management provided by a network directory offers a fairly simple

solution to this problem. Since all groups exist in the same database, you can query that database for
a list of all groups of which Joeisa member. Rather than checking each group by hand, you can use
the database as a tool to limit your workload.

Once you’ve discovered the source of Joe’s extra permissions (and fixed the immediate problem),
you should be able to implement a directorywide policy to correct the errors that caused the problem
in the first place. You might, for example, limit the administrator of the sales department so that he
can only administer resources listed as belonging to the sales department. With this type of policy n
place, the sales administrator could never grant permissions to nonsales resources.

SCENARIO 3: THE SEARCH FOR INFORMATION
Many people get so hung up on the fact that a directory “manages the network” that they forget that
a directory is just a database. Why not store resource-related information as a part of that resource’s
record? A directory can easily store things like the serial number of a printer or any purchase informa-
tion that you might need later.

If this information is in your directory, the directory-based solution would be to query the data-
base for the printer’s record. You can base your query on any known attribute—since the printer is
not working, you probably have access to its serial number. Search the directory for a matching entry.

SCENARIO 4: SETTING LIMITS

Since there is an industry-standard protocol for accessing information in a directory (LDAP, which

I will discuss in Chapter 4), it should not be difficult to manage a multivendor environment from

a single point. You should be able to import the configuration information for things like a proxy
server or router right into your network directory. (This capability is actually part of a Microsoft-
suggested standard known as Directory Enabled Networks, or DEN.) Once such integration is
possible, you might be able to drag and drop user accounts onto the router and configure limits for
each user. Another option might be to create a series of groups in Active Directory Services and then
assign permission to various router functions to those groups. The router can then query the AD
database to determine what groups a particular user belongs to.

SCENARIO 5: COMPANY INFORMATION

The company phone book is probably one of the easiest tasks an administrator can accomplish in a
directory environment. Most directories (AD included) will store most of the information that the

CEO requests in this scenario. Directories also have built-in security so that users can be limited to

viewing only certain data from the directory.

AD is accessible by most of the industry-standard directory tools. Once you have imported the
information into the directory, you can use any of these tools to query for things like phone numbers
and addresses. The internal security will determine whether or not the request is honored.

Now you've seen a few examples of how a directory can be used to solve some common issues
administrators face every day. In the next section, I'll discuss the benefits of a specific directory
server—Microsoft Active Directory.
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Benefits of Active Directory

If you work in a Microsoft “house”—in other words, your company uses Microsoft networking
products as their main network operating system—Active Directory either is, or will become, a
critical piece of your environment. If you are not working in a Microsoft house, then the strong
security, ease of implementation, and interoperability of Active Directory just might convince
you to move to a Microsoft-based networking solution.

Basically, Active Directory improves upon the domain-based architecture of Windows NT to
provide a directory service that is better suited to today’s distributed networks. AD acts as the
central authority for network security as well as the integration point for bringing diverse systems
together. AD consolidates management tasks into a single set of Windows-based management
tools, greatly reducing the management overhead inherent in many enterprise network operating
systems. As shown in Figure 1.3, AD can act as the “center” for management of all of your net-
work resources.

FIGURE 1.3
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Active Directory provides a single point of management for Windows-based user accounts, clients,
services, and applications. Its hierarchical nature allows network resources to be organized in a natural,
intuitive nature. Because it is based upon industry-standard protocols, 1t can help integrate diverse (non-
Microsoft) operating systems and applications into a cohesive whole, bringing management of those
resources Into a centrally controlled environment with a single set of management tools.
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The Active Directory Structure

Active Directory allows you to organize your network resources in a hierarchical, object-oriented
fashion, and in a manner that matches the way in which you manage those resources. While it is
still “domain-based,” replication between domain controllers has been redesigned, from the single
master model used in Windows NT to a multimaster model in which all domain controllers are
equal (or peers, to use the proper terminology). This means no more primary domain controller
(PDC) and backup domain controller (BDC) issues, allowing for a much more efficient replication
process and ensuring that no single point of failure exists within a domain.

The Hierarchical Design

Probably the most fascinating, and potentiaﬂy powerful, feature of Active Directory is your ability to

organize resources to match the IT management philosophy used in your company. This hierarchy, or
tree, structure is the backbone of an Active Directory environment. As shown in Figure 1.4, a graphical
representation of an AD tree looks much like a graphical representation of a DOS directory structure.

FIGURE 1.4
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AD uses objects to represent network resources such as users, printers, or share points. It also uses spe-
cialized objects known as containers to organize your resources along the lines of your business needs. In
Figure 1.4, for instance, the company has three offices: Tampa, Atlanta, and Chicago. Given that most
users will utilize resources located physicaﬂy near them, it makes sense (usuaﬂy) to create containers that
represent physical sites. Within the Atlanta office, the network resources (notice that users are nothing
more than another resource on the network) are departmental, so the AD design reflects this through
the creation of departmental containers.

The best analogy for the AD tree structure is to look at the DOS file system. In DOS, you would
create directories and subdirectories to organize your files; directories were created for easier access (it’s
much easier to find your spreadsheets if they are all stored in a single directory) and to ease manage-
ment (if all of your data is within a Data directory, you can easily configure your backup software to

back up your critical data).
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AD containers are used to group objects that have similar attributes. You might, for instance,
want to apply a specific security policy to all salespeople. Grouping these user accounts together
will facilitate this type of management in your environment. Active Directory manages the rela-
tionships between objects within the tree, by default creates the appropriate trust relationships
between domains, and presents you with a consistent (and single) view of your network.

The Benefit of an Object-Oriented Structure

Take another look at Figure 1.4. You will notice that each object represents some “manageable”
aspect of the network. Each container represents a grouping of resources, and each individual
resource 1s represented by a unique AD object. Each of these object classes (container, user, printer,
etc.) 1s assigned a set of attributes that describe the individual resource. User objects, for instance,
have attributes that are pertinent to users: names, passwords, addresses, telephone numbers, and so
on. There are two major benefits of this type of object—oriented design.

First, since each object within AD is reaﬂy only a record in a database, it is possible to eXpand the
list of attributes to match the speciﬁc needs of your company. You rnight, for instance, work in an
environment in which almost all users travel for business. In this case, you rnight: (or might not) want
to store travel information (such as frequent flyer memberships, hotel preferences, and emergency
contacts) within the security of the AD database. Since AD is “extensible” (open to modification),
these types of changes are possible.

The second benefit of an object—oriented design is that each object represents an individual resource,
and each attribute represents a unique aspect of that resource. This means the system can include an
inherent security mechanism. In the case of AD, each object has an ACL that describes who has been
given permissions to access the object:. For example, you might want to allow your help desk personnel
to change passwords, but not to perforrn any other administrative tasks.

Multimaster Domain Replication

As in earlier versions of Microsoft network operating systems (namely Windows NT), the domain
represents a database of network resources. Each domain controller within a domain contains a com-
plete copy of this database. If a new object is created, or an existing object is modified, this informa-
tion must be replicated to all of the other domain controllers within the domain (in order to keep
their copy of the database up-to-date). In Windows NT; this replication process was accomplished
using what is known as a single-master model. There was one (and only one) PDC upon which all
changes were created. The PDC would then replicate those changes to BDCs in order to keep their
databases current.

The problem with the single-master model is that it produced a single point of failure. In the
event the PDC was unavailable, administrators were not able to complete any domain administrative
tasks. (They could promote a BDC to PDC status, but this was a manual process and required a full
understanding of the ramifications to the environment.)

Active Directory uses a multimaster replication model in which all domain controllers are able to
accept changes to the database and replicate those changes to all other domain controllers within the
domain. Gone are the days of PDCs and BDCs, and gone are the days of a directory’s single point of

failure!
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The Active Directory Feature Set

Opver the last few years, I've helped a lot of companies make the critical decision to either upgrade or
migrate to Windows 2000/ Windows Server 2003 and Active Directory. I've also faced a lot of people
who were resistant to this process—people who were comfortable with their existing network, confident
in their ability to maintain their current environment, and intimidated by the new paradigm inherent in
a directory-based network.

Many times administrators were just reluctant to change because they were not aware of the great
benefits they would reap once the process was complete. I don't know how many times I've heard
an administrator say, “AD doesn’t offer anything that I need.” My answer is always, “Hogwash!”
(Of course, as a self-employed consultant I usually find a more politic method of expressing my
opinion.) Most of the time, these I'T professionals are just not aware of the many features inherent
in an AD environment. If you are in the position of justifying a move to AD, perhaps Table 1.1 will
help. Table 1.1 provides a fairly complete listing of the main features of Active Directory. I've broken
the table into three main sections, representing the three areas in which a directory (especially Active
Directory) can be of benefit.

TABLE 1.1: ACTIVE DIRECTORY FEATURES

FEATURE DESCRIPTION
EASE OF MANAGEMENT
Central database Active Directory provides a consistent view of your network and a single set
of management tools.
Group Policy Group Policies allow administrators to take complete control of their users’

environment—controlling access to the ability to make changes, distributing
software, applying security settings, and redirecting system folders to a
network location. Once set up and assigned, Group Policies are maintained
and applied without administrative intervention.

Automated software distribution While this feature is a function of Group Policies, it warrants its own
discussion. Using GPOs (Group Policy Objects), you can automatically install
and update software used by your users. This software can be available at
any computer from which they work or only on specific computers.

Backwards compatibility When older clients connect to a Windows 2000/ Windows Server 2003, the
server will respond as if it were a domain controllerin an NT 4.0 domain.

Administrative delegation Given the granular nature of Active Directory’s security system, it is easy
to delegate specific administrative tasks or specific levels of control over
distinct areas of the AD tree.

Multimaster replication Using a multimaster model for domain controller replication improves
efficiency and eliminates the single point of failure inherent in NT
domains.

Continued on next page
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TABLE 1.1: ACTIVE DIRECTORY FEATURES (continued)

FEATURE

SECURITY

Kerberos v5 authentication

Smart card support

Transitive trust relationships

PK1/X.509 certificates

LDAP (over SSL)

Ability to mandate levels of authentication

Universal groups

Group nesting

DirSync

Active Directory Connectors

LDAP

DNS

Open APl set

DESCRIPTION

Kerberos v5 is considered to be the most secure method of
authentication commercially available. Because Microsoft’s
implementation is compliant with the Kerberos standards,
authentication with diverse environments is also possible.

Windows 2000/ Windows Server 2003 networks fully support
smart card authentication as well as other more sophisticated
technologies (such as biometrics).

The user of transitive trusts greatly reduces the administrative
overhead of managing a multidomain environment.

Windows 2000/ Windows Server 2003 includes a fully functional
PKIimplementation package that is capable of issuing and
managing X.509-compliant certificates.

LDAP is an industry-standard protocol for accessing the
information in network directories. Microsoft AD is fully
LDAP accessible. LDAP requests can also be tied to an SSL
security environment to provide security to network access.

Administrators can mandate the levels of authentication
required to access a Windows 2000/ Windows Server 2003/AD
network. Kerberos v5, certificate-based, or even NTLM processes
are supported.

Using groups across domains is easier than ever!

Groups can now be nested, allowing you to design a hierarchical
group strategy.

DirSync is a synchronization mechanism for exchanging
information between multiple directories.

ADCs provide directory synchronization with foreign (non-AD)
directories, allowing you to choose your method of managing a
diverse network.

LDAP is the accepted industry-standard protocol for accessing
the information in a directory.

Windows 2000/ Windows Server 2003 is TCP/1P-based, allowing
the use of DNS for name resolution (and allowing the removal of
WINS services).

Having an open set of APIs allows developers the option of creat-
ing Directory Enabled Applications (DEAs), thus facilitating the
use of AD programmatically.

Continued on next page
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TABLE 1.1: ACTIVE DIRECTORY FEATURES (continued)

FEATURE DESCRIPTION
SECURITY
Extensible schema The basic layout of the AD database (the definition of objects and
attributes known as the schema) can be modified to meet specific
business needs.

While the feature set can certainly be used to justify the move to AD, I find that the following
aspects of Windows 2000/ Windows Server 2003 and AD seem to be the deciding factors for my

clients:

¢ A more stable operating system. (This one 1s especially useful when working with estab-
lished NT environments. NT blue-screens and needs to be rebooted a lot more often than

Windows 2000/ Windows Server 2003.)
¢ Group Policies. Unlike the system policies found in NT, AD Group Policies actually work as

advertised! The ability to take control of the users’ environment can greatly reduce ongoing
SUpport Costs.

¢ Software distribution. One of the major costs of supporting PCs in the workplace 1s keeping
them up-to-date—both on the operating system (by applying patches and fixes) and on user
applications (ever tried applying the latest MS Office service pack on 2500 computers?).

In Short

In this chapter we took a high—level view of directory services and the benefits that they provide
to network administration. You'll find that many of your common tasks can be made easier in a
directory—based environment,

As you can see from the scenarios presented in this chapter, moving to a directory—based environ-
ment should make administration of large networks a lot easier. The directory can act as:

¢ The central point of management for the network
¢ The central point of access for users
* A repository for administrative information that would otherwise be hard to manage

As we discuss the capabilities of AD, you will probably come up with some solutions for your
own administrative nightmares.

In Chapter 2, we will dig a little deeper into the internal workings of network directories. There
are many directories currently being used throughout the networking world, and we'll take a look at
a few of them. As we examine these other directories, we'll build a “wish list” for AD. Later, we'll
see how closely the reality of AD matches the potential of directory-based networks.



Chapter 2

Anatomy of a Directory

I DON’T KNOW ABOUT you, but over the years T've had to learn a whole bunch of new technol-
ogies—ﬁrst CPM (remember that?), then DOS, then NetWare (aﬂ kinds of versions), then Win-
dows, followed by Windows for Workgroups, NT, Windows 2000, XP, and now the Windows
Server 2003 product family. (This list doesn't even touch upon the various user and server appli-
cations, network services, and Unix—type stuff. .’) I have to admit that there have been times when I
wasn't sure I would learn the latest technology; sometimes the changes seemed too great.

Whenever I hit a mind-block, and it seems that perhaps I should consider a career in lawn main-
tenance, I try to find out what brought the technology to its current state. In other words, if I can
understand the series of technologies that resulted in this new product, I can cut through the mar-
keting propaganda and find the core value. That core value (What I call the “critical features list")
often gives me an understanding of what the technology 1s supposed to do. Once I know what it’s
supposed to do, I can usually figure out how to make it work.

That’s what this chapter is all about—taking a look at the technologies that preceded and
helped form the features list of Active Directory. We'll start simple—looking at paper-based
directories to geta feel for what a directory is. We'll then discuss a few of the limited direct-
ories that have been in use for quite some time in our industry‘ Last, we'll look at a competing
network directory—Dboth as an example of what a network directory can do and as a yardstick
for comparison with Active Directory.

This chapter covers:

L 4 Beneﬁts and drawbacks Of paper Q_I’ld cornputer—based directories

* Understanding DNS, WINS, and NDS network directories

Paper-Based Directories

‘We all use directories on a daily basis. Perhaps the most common directory is the plain old phone
book. You might not see the telephone directory as a marvel of technology, but consider the services
it provides.
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The telephone directory acts as a repository of information, storing the names, addresses, and
telephone numbers of the residents of your town (or state or nation, depending on the book you
are using). This information is presented in an easy-to-use format—in most cases, as a paper-based
book that can be used by anyone with a basic level of literacy. The book’s information is organized in
an easily understood manner: an alphabetical listing. All in all, as a directory, the telephone directory
fulfills its purpose admirably, as evidenced by how long it’s been around and how little its design has
changed.

The telephone directory has become a standard piece of our culture: consider how many companies
now offer such directories to the public. Many of these offerings are specialized—business-to-business
listings, neighborhood directories, and even restaurant listings organized by type of food. Having such
specific directories means that you don't have to search through page after page of information in order
to find that great Mexican restaurant or a pizza parlor near your home.

An example of a common directory that is specific in scope would be the list of physicians in
a particular health-care system. This is an example of a directory that is a little more “directed”: a
list of physicians, their specialties, their locations, and sometimes even their office hours. This
information targets a specific audience. If you do not participate in the appropriate health-care
plan, this information would be of no use to you. If, however, you belong to the plan, the infor-
mation is critical to the health of your family. Once again, this information is presented in a
manner that is appropriate for its use: usually a paper-based solution where the physicians are
listed alphabetically by specialty.

The biggest problem with both of these examples—the telephone directory and the physician
directory—is that a paper-based solution is usually out-of-date before you receive it. Think about
the number of times you have dialed the listing for a local pizza parlor, only to find that it has
gone out of business. While the list of physicians might be correct and current, wouldn't it be nice
to have a list of physicians who are currently accepting new patients? Better yet, wouldn't you pre-
fer to have a list that is so up-to-the-minute that you could check to see how far behind schedule
the doctor is running today?

Computer-Based Directories

Paper-based directories illustrate the kinds of services that a network directory can provide, but they
fall short of explaining the true benefits of a real-time, software-based solution.

A better example of a directory would be a personal information manager (PIM), such as Microsoft
Outlook. PIMs store, organize, and display information that is specific to an individual. You can use a
too] like Outlook to hold your addresses, keep track of appointments, and even warn you about impor-
tant dates such as birthdays or anniversaries. PIMs are starting to take the place of paper-based address
books because they store more information, they can display that information in more convenient ways,
and they can be customized (and all without forcing you to write really small in the margin of the page).

It is not unusual for someone to use a PIM to organize a day’s activities, add a list of friends’
birthdays to her to-do list, send a copy of a good joke to all her friends, and automatically fax a sales
announcement to her clients. A good PIM not only stores information but also makes information
usable in real-world applications. With Outlook, for instance, you can use your contacts list (which
contains names, addresses, telephone numbers, and other information about people) as the data list
for a mail merge into a document created in a word processor.
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While PIMs are convenient, they do have their drawbacks. To retrieve the information in your
PIM, you must have access to both the software and a computer. Also, stand-alone PIMs, such as
the software that runs on Palm Pilots, are not convenient for sharing information because their
information is not stored on a central server. If your schedule is stored on your laptop or sitting
in your pocket, your colleagues can't access it to find out whether you can attend an important
staff meeting.

These limitations are being overcome by moving PIMs from the status of stand-alone applications
to groupware products. Groupware can be defined as an application that is specifically designed to allow
users to share and/or collaborate on projects or data. Most of today’s groupware packages started out
as e-mail applications and have grown from there. This makes sense; e-mail is a basic way to share infor-
mation, and most collaboration is just that—shared information.

Microsoft has entered the groupware market in a big way with Microsoft Exchange Server. As an
e-mail package, Exchange is about par for the course, although some might argue that Microsoft’s tradi-
tional graphical interface makes it easier to configure and manage than many others on the market, such
as Lotus Notes and Novell's Group Wise. Exchange really shines, though, in its collaborative tools. In an
Exchange system, the administrator (or any user with the appropriate permissions) can create public folders
that hold data. That data can be in just about any form you desire—from traditional e-mail messages to
form-based, threaded conversations to executables. All of this data can be made available to users of the
system based upon an internal security system.

Exchange was Microsoft’s first attempt at a directory-based system. The Exchange system is man-
aged through a series of containers and subcontainers—just like most network directories. Its access
features include the following:

¢ It has an internal security system so that only specific individuals can access certain data.

¢ It can be accessed from various types of clients (from mail clients like Outlook, from Internet
browser software, and even from LDAP-enabled applications).

NoTE  [Ill talk about dirertog) organization later in this [baptef

COMPARING EXCHANGE SERVER TO ACTIVE DIRECTORY

If you’ve worked with earlier versions of Exchange Server (version 5.5 and earlier), you’ll be comfortable
with the Active Directory paradigm. If you can think of the mailboxes as “user accounts,” then the phi-
losophy of management is almost identical. “Accounts” represent real resources, and these accounts
are grouped within containers. There are also other types of objects within the Exchange directory—
objects that represent manageable aspects of the messaging system, things like connectors (the name
implies its function) to foreign mail systems, or the web-access protocols. The bottom line here is that
Microsoft produced an X.500-compatible directory (I’ll talk about X.500 later, but for now, it’s just an
industry-standard method of organizing directories) to manage their messaging software. While this is
just conjecture on my part, 1 believe they concentrated on Exchange in an effort to clarify their vision of
how a directory should work (and used it as a test environment to work through any technical problems).
They could then take the expertise they developed and use it to develop Active Directory. For adminis-
trators, this just means that Microsoft’s development staff had years of experience in putting together a
working directory before they released Active Directory.

21
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While all of these examples—the telephone directory, a listing of physicians, a personal information
manager, and even Microsoft Exchange Server—indicate the kinds of services that a network directory
can provide, none exemplifies the true depth of the service that such a system can provide. A network
directory encompasses all of these examples—and offers even more.

Understanding DNS, WINS, and NDS Network Directories

As you learned in Chapter 1, a network directory is a database that contains information used to
access, manage, or configure a network. As thus defined, network directories have been in use for
quite some time. Some examples of mature network directories include:

¢ Domain Name System (DNS)
¢ Windows Internet Name Service (WINS)
¢ Novell Directory Services (NDS)

Each of these directories holds information that is used to access or manage a network (or
some aspect of a network), and each works in a slightly different manner. Let’s look at each of
them to determine what each does, how it is configured, and how it accomplishes its tasks. Each
of these examples will include good traits and bad traits: things to be embraced or avoided by
any new directories that enter the market, such as Active Directory. From each example, we will
build a list of desired capabilities in a directory service which we can then use as a set of guide-
lines when considering Active Directory.

Domain Name Service (DNS)
The basic function of DNS is to resolve user-friendly domain names into IP addresses (called name reso-
lution), but as such it barely qualifies as a true network directory. It does, however, include some features
that can be useful in a true directory, or even useful fo a true network directory. Active Directory utilizes
DN as its name resolution utility, SO you must have a good understanding of how DNS works before
you begin working with AD.

When a client enters a fuﬂy qualified domain name (FQDN), the DNS server is queried for the
IP address of the corresponding server. DNS is the tool most commonly used to find resources on
large IP networks such as the Internet. While DNS has been working as the main name-resolution
service on the Internet for quite some time, it does have a few weaknesses. For our discussion, we'll
look first at how DNS is structured, then at a few of its weak points.

WHY DNS?

Before the Internet was created, there existed a network known as the ARPAnet. This network tied
together a few university and Department of Defense sites so that they could share research material.

NOTE  This is a bit simplistic, but it will suffice for our discussion. For an overview of Internet history from the
perspective of network security, see Active Defense: A Comprehensive Guide to Network Security by
Chris Brenton (ISBN 0-7821-2916-1, Sybex, 2001).
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Since the network was small, each computer on the net had a small text file, known as a hosts file, that
listed a user-friendly name for each host (computer) and its IP address. When another host was added
to a site, the hosts file on each computer that might need to communicate with the new computer was
updated with its address.

As an example, suppose that two networks were tied to this network—KingTech and PS Consulting,
Each of these networks has five hosts that must be accessed across the network. The hosts file for each

client device must include a “friendly name” and the IP address of all 10 hosts. A sample hosts file is
shown in Table 2.1.

TABLE 2.1: SAMPLE HOSTS FILE

IP ADDRESS HosT
131.107.2.100 Localhost1
131.107.2.101 Localhost2
131.107.2.102 Localhost3
131.107.2.103 Localhost4
131.107.3.100 Remotehost1
131.107.3.101 Remotehost2
131.107.3.102 Remotehost3
131.107.3.103 Remotehost4
131.107.3.104 Remotehosts

Each computer needing to access hosts on these two networks needs a hosts file with the IP address
p g

of all of the hosts it might access. In other words, keeping these “simple” text files up—to—date could

require quite a bit of management.

WHAT ARE DNS DOMAINS?

DNS was created to alleviate some of this management overhead. Basically, DNS is this text file, broken
into logical units known as domains and distributed across multiple computers known as DNS servers. The
logical domains are organized in a hierarchical structure, much like the DOS file system. There is a very
specific format for the names used in a DNS system, known as the namespace of the DNS system. The
concept of a namespace will be very important in understanding how AD is accessed by clients, so let’s
define the term for future reference:

A namespace is a set of rules Loverning how objerts (DNS records in this case) are rgferenced (name@ within
a directogi,

On the Internet, domain names are registered with a central consortium to ensure that they are
unique and that their format follows the namespace rules set forth for the Internet. This consortium,
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known as InterNIC (short for Internet Network Information Center), controls the last section, or
“upper level,” of domain names and has created a specific set for use on the Internet. Domain names
on the Internet will end with some standard name. Below you'll find the traditional first-level domain
names, although the standard list has been expanded lately.

.edu
.com
.org
.het
.gov
.mil
.num
.arpa

XX

Educational institutions

Commercial organizations

Nonprofit organizations

Networks

Nonmilitary government organizations
Military government organizations
Telephone numbers

Reverse DNS

Two-letter country codes (such as .ca for Canada)

TiP  Any dimtog) service must include a set of flearly dg‘ined, standard rules for naming the objefts that it contains—

tke namespafe‘

NOTE A[tually, this list is not really fomplete. Most of us are used to typing in domain names like
www. royal-tech.com, and we are tcmgkt that this is the resource’s fomplete name. In this case, www represents
the host (my web server), and royal-tech.com is the domain. In reality, tkefull name of any domain ends in a
period. The period represents the root of the domain namespace, much like DOS patks should really start with C:\
but are rarely typed that way.

When a domain name is registered, InterNIC will determine if the requesting agency has chosen the

appropriate upper-level domain. If so, and if the name is not already in use, InterNIC will reserve the
name for the requesting party and add a record to DNS for the new domain.

NOTE  The InterNIC was established in 1993 by the National Science Foundation (NSF) and is operated by Network
Solutions, Inc. and AT&T. Tor more information and a wonderful bistory of the Internet, try their “15 Minute Series”
at http://www.medizin.fu-berlin.de/medbib/15min/index2.html.

The following steps show how a DNS request is translated into an IP address during a typical query:

1. The client requests a resource; for our example, let’s assume it's the web page ww. royal-tech. com.
One of the configuration parameters for IP clients is the IP address of a DNS server. The client
software will query this server for the IP address of the corresponding resource.

2. The DNS server will process the query, first checking to see if information for the

royal-tech.com domain is included. If not, it will check a local cache. The local cache
contains the IP addresses of resources that have recently been resolved to IP addresses. If the IP
address for www. royal-tech.com is in the cache, the server will return this information to the client.
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NOTE  The DNS cache is a physical file that holds the IP addresses that the DNS server bas resolved; if someone
accesses a site once, he might want to do so again. Caching the IP addresses speeds up response time, since the DNS
server will not have to query any other servers for the information the second time. Because the Internet is a dynami(
environment, these cached entries are given a time to live (T TL) so that they will be re~resolved every so often. In the

Microsoft implementation of DN, the default TTL for cached entries is 60 minutes.

3. If the information is not available locaﬂy, the DNS server will forward the query to a root
server. Each DNS server on the Internet contains a publit cache file that holds the IP addresses
of the root servers for each top-level domain tree (.com, .edu, .org, and so on).

4. The root DNS server will search its database for the record of a DNS server registered for the
.com domain. If such a record exists, it will return the IP address to the local DNS server.

5. The local DNS server will then query the .com DNS server for the IP address of a resource
named royal-tech. If such a record exists, the remote DNS server will return the IP address

to the local DNS server.
6. The local DNS server will query the royal-tech.com DNS server for the IP address of a

host named www. If such a record exists, the remote DNS server will return the IP address
of the www server to the local DNS server.

7. The local DNS server will then return the IP address to the client. The client will then begin the

process of connecting to the royal-tech.com web server. This process is depicted in Figure 2.1.

FIGURE 2.1 4 ) Returns .com Server IP Address

A typical Internet
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Local DNS server for Royal-Tech.com
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Local Cache DNS Server

Steps 5 and 6 result in local DNS servers walking the DNS structure until the proper
IP address is returned.
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THE DNS STRUCTURE
The example in Figure 2.1 demonstrates both the distributed nature and the hierarchical design of
DNS. Each DNS server contains only records for resources in the domains for which it is responsible.
If the DNS server receives a request for information that it does not contain, it will pass that request
up or down the structure until the appropriate DNS server is found.

You could see DNS as a DOS-like structure—a series of directories (or domains) organized in a
tree-like format, as shown in Figure 2.2.

FIGURE 2.2 DNS “Tree” Structure

The DNS
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The hierarchy of domains within the DNS structure allows the database to be broken into smaller
sections, which can, in turn, be distributed across multiple servers. This reduces the hardware required
at any given server, as well as the network bandwidth required to support queries.

Imagine a system that was not broken into smaller pieces. First, the database would be huge (a record
for every resource on the Internet). Few companies would be able to afford the kind of equipment that
would be required: Jarge hard drives, tons of memory, and multiprocessor servers would be mandatory.
With fewer DNS servers available, each would have to handle more queries from clients. This would
result in more network traffic, which would, in turn, require more bandwidth on the link to the Inter-
net. Without the ability to distribute the workload across multiple servers, DNS would probably not
work for name resolution on large IP networks.

This ability to break the database into logical pieces and distribute those pieces across servers is
critical to any network directory that hopes to serve in medium or larger environments.

TIP A network directory should include the ability to split the database (this is called partitioning) in order to distribute
the maintenance and access overbead across multiple computers.

DNS RECORDS

Due to the various services that can be listed in the DNS database, the format of each record can
get quite complex, but the bottom line is that DNS is a series of text files containing IP addresses
for hosts in an IP-based network. This text file must be created and maintained manuaﬂy—a task
that can consume a lot of time in a Iarge environment. If a company is forced to change its [P
addressing scheme, the DNS records for each resource must be updated in DNS. If a resource is
added (another mail or web server, for instance), a record must be added to the DNS database.
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The manual nature of DNS management is both a blessing and a curse. On one hand, the simplicity
of a text file offers advantages in a mixed environment. On the other hand, a database that does not offer

any automation will require a lot of person-hours in a large environment.

TIP A network dz‘mtooz should have the ability fo dynamimlly confirm the validity of some of the information it contains.

To be quite honest, the drawback of manual maintenance has been overcome in the latest releases
of DNS. DNS has also been expanded so that the database records are not limited to resolving IP
addresses for hosts; recent versions support a new type of record known as an SRV record that resolves
an IP address for a service (in other words, my DNS request can ask for a “domain controller” rather
than a particular host). Both of these additions are critical to an Active Directory installation. If you
are using a BIND-based (Berkeley Internet Name Domain) DNS solution (used by most Unix and
Unix-like operating systems), then you will have to ensure that you are using DNS version 8.1.1 or

later to support these newer functions.

DNS FAULT TOLERANCE
In order to provide fault tolerance, DNS defines two types of DNS servers:

¢ Primary servers

& Secondary servers

Primary servers copy the domain information that they contain to secondary servers on a regular
basis. Clients can be conﬁgured with the IP addresses of multiple DN servers. If the client attempts
to contact a DNS server and receives no response, it will proceed to the next DNS server in its list.
This ensures that clients will continue to function norrnally even if the network loses a DINS server

to some catastrophe, as shown in Figure 2.3.

FIGURE 2.3 1 ) Contact Primary DNS Server =
Primary and — —
secondary DNS _ (v) Request
servers ~ w tl(r)T:ﬁS D
Primary
DNS Server
2 ) Attempt Secondary DNS Server =
Secondary
DNS Server

‘While the primary/ secondary arrangement of servers provides a level of redundancy, it is configured
in a limited manner known as a single-master environment. All changes to the DNS database must occur at the
primary (or master) DNS server and be propagated to the secondary. If the master DNS server should
fail, no changes can be made to the database until one of the secondary servers has been promoted to the

status Of master.
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TIP A network dirertmy ina Zarge environment must be fompletely fault tolerant. The loss gf a single server should in no
way affect network functionality.

There are certain shortcomings to the traditional DNS primary/ secondary system. First, because
all changes must occur on the primary server, the system hasa single point of failure. In the event that
the primary goes offline, no updates can be made to the domain information. The biggest problem
with this system is that it really does not provide any fault tolerance. If the secondary servers do not
receive an update (or at least some sort of “hello” message) from the primary server in a given time
period, they assume that their data is out-of-date and begin refusing to service client requests. In other
words, even though we have a complete copy of the domain information, it cannot be used unless the
primary is online. (This simplifies the overall concept, but it works for our purposes.)

In order to eliminate these problems, Microsoft has conﬁgured their DNS software so that it
can store the DNS database within Active Directory. Since AD utilizes a multimaster replication
process, all AD-integrated DNS servers are consider to be primaries. (They can all accept changes
and update all other DNS servers with the new information.) The loss of a single DNS server does
not affect the overall system since all DNS servers consider themselves to be authoritative for the
domain.

DNS IN SHORT

The Domain Name Service is a database used to resolve host names into IP addresses. The name-
space it defines follows a set of rules, which is the industry standard. The database can be broken
into smaller pieces (domains) and distributed across multiple servers. The service provides a mecha-
nism for combining these separate files into a logical whole. Using a series of primary and secondary
servers, the service adds a limited amount of fault tolerance to the database by replicating domain
information to multiple servers.

All in all, DNS is a success. It has fulfilled its purpose in a large environment (the Internet) for
quite some time. While there are a few things that might need improvement, for our purposes it acts
as a very good example of a working directory.

You might be wondering, “If DNS is so great, why don't we use it as our network directory
instead of implementing Active Directory Services?” The answer to this question revolves around
functionality. DNS was designed for a specific purpose: resolving a host name into an IP address.
DNS handles its intended function very well—so well, in fact, that AD incorporates DNS into its
own design—Dbut DNS could not handle the extra functions that would be placed upon it in an
expanded role. DNS is based on a series of text files that are seen as a flat-file database. Adding
additional functionality (holding the configuration information for a router, for instance) would
stretch the limits of such technology.

Windows Internet Name Service (WINS)

WINS is another network directory currently used in Windows NT environments. Like DNS, WINS
is used to resolve names into IP addresses. Unlike DNS, though, WINS is used to resolve NetBIOS
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names rather than host names. NetBIOS names are the unique identifiers, or computer names, given to
resources on an NT (this includes N'T, Windows 95 /98, Windows Me, Windows 2000, XP, and even
Windows Server 2003) network. Since these names identify computers on the network, each com-
puter must have a unique NetBIOS name assigned to it.

NOTE  NetBEUI was retired” with XE but the DLLs are included with a README file for puiting it on an XP
machine. Microsoft bas made an attempt to move away from NetBEUI and WINS altogetbex

REGISTERING A NAME
NetBIOS is a broadcast-based prototol. By default, as each client is initialized, NetBIOS sends out a

broadcast announcing the name it intends to use. If another station is aiready using the intended
name, that station will return a negative acknowledgment to the newcomer. Basicaﬂy, this boils
down to the first station yeﬂing, “I intend to join the network as WSl—anyone mind?” If no
response is returned, the station will assume that the name is unique on the network and will
continue its initialization.

NOTE  While this sounds like a simple but effective tec/migue, it is of limited use in a routed network. Most of today’s
routers are configured so that they do not pass broadcast packets. In effect, this means that the NetBIOS station is limited to
confirming the uniqueness of its name to the local network. Conceivably, there could be another station with the same name
on a different network.

The first function of a WINS server is name registration. In a WINS environment, clients are con-
tigured with the IP address of a WINS server. Instead of using the broadcast method to announce
itself (and determine if its name is unique), each client sends a registration request directly to the
WINS server. The WINS server builds a database of the names of those workstations that have
registered themselves. When the server receives a new request, it compares the requested name to
those that have been registered. If the name is unique, it sends back a positive response; if not, it
sends back a negative response. Since all of the traffic is made up of directed packets, routers will
pass the request to a WINS server on another network.

Unlike DNS, the WINS server builds the database dynamicaﬂy, adding records as workstations
register with the service. The net effect is that the database is updated without intervention from a
network administrator, greatly reducing the administrative overhead for networking staff.

Figure 2.4 depicts the four steps in the name registration process:

1. The client sends a message to the WINS server requesting registration.
2. The WINS server checks its database to ensure that the name is unique.

3. The WINS server sends a positive response to the client and adds the client’s name and IP
address to the database.

4. The WINS server adds the NetBIOS name and IP address to its database.
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FIGURE 2.4 1) I'd like to be WS1—ok? 2 ) WINS checks for
WINS name > D duplicate name
registration -

3 ) OK—you are WST. WINS server

4 ) Add record

WS1 1P to database
Address

WINS Database

TiP Ina lm:ge environment, a a’irectog; service should have some mechanism Sfor dynmnimlly adding information to the

dambase,

NAME RESOLUTION
Once a station has determined that its name is unique, it can begin to communicate on the network.

In a traditional NetBIOS-based network, names are resolved to IP addresses using broadcast packets
Basically, a workstation yeHs on the wire, “Hey.’ I'm Iooking for a station named WS2—are you out
there?” If WS2 is on the wire, it will respond with a packet that contains its IP address. Once again,
though, because this process is broadcast-based, most routers will not forward the packets to other
networks. In effect, this limits communication to the workstations within a single network segment.
The WINS server also provides a name-resolution service. Instead of using the broadcast method,

clients send their request to the WINS server. The WINS server checks the requested name against
its database of registered names. If the name is available, the WINS server will return the IP address
to the requesting workstation. Once again, because this communication is performed using directed
packets, rather than broadcast packets, routers do not interfere with the process. Figure 2.5 shows the
name resolution process in a WINS environment, which occurs in the foﬂowing steps:

1. The client queries the WINS server for the IP address assigned to a NetBIOS name.
2. The WINS server checks the database for a matching record.
3. The WINS server returns the requested information or an error indicating that the requested

resource is unavailable.

FIGURE 2.5 1 I'm looking for WS7. 2 | Checks database
WINS name > — D
resolution

WINS Serve

3 ) Returns IP Address
of WS7

WS7 IP
Address

WINS Database
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Lastly, WINS clients send a notification to the WINS server when they are about to go offline.
This notification tells the WINS server to remove the record corresponding to the client from its
database. (It a client shuts down without sending this notification, WINS has a mechanism that will
delete the record automatically if it hasn't heard from the client in a specified period of time.) From
an administrative perspective, this means that the WINS database is both built and maintained
dynamically—without intervention from the network administrators.

TiP Wherever possz’ble, network directories should have mechanisms that automatimlly update and maintain the

iry‘ormation that t};ty contain.

WINS ACROSS A WAN

WINS includes one last mechanism that warrants discussion here. Imagine a WINS network that
includes wide area network (WAN) links, as shown in Figure 2.6. Because WINS uses directed,
rather than broadcast-based, communication, the router can pass the requests across the WAN

from City 2 to the WINS server in City 1.

FIGURE 2.6 City 1 City 2
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Client 2 IP-Address

WINS Database

While this configuration is possible, it might not be appropriate to send all of the WINS regis-
tration and resolution traffic across the WAN link. Bandwidth is usually limited (and expensive)
across this kind of line. WINS includes the ability to set up a partnership between WINS servers,
overcoming this limitation. With a configuration like the one in Figure 2.7, there is a lot less traffic

across the WAN link.
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When two WINS servers are configured as partners, they exchange their databases on a regular
basis. They can be configured to exchange information based on the number of changes to the data-
base or on a timed basis. In either case, there will be less traffic across the link, and the administrator
has more control over when that traffic is generated.

TIP A network directory should include a mechanism that allows control over the update traffic generated to keep the
information current.

WINS IN SHORT

Unfortunately, WINS alone cannot provide the level of service demanded of a true network direc-
tory (although much of the WINS technology can be found in AD). Microsoft learned a few valu-
able lessons from the design and implementation of WINS—and these lessons have added to the
functionality of AD.

Luckily, WINS is a technology on the decline. Microsoft has put forth a lot of effort to reduce
dependence on WINS for name resolution and registration. The new solution is to rely upon DNS
to provide these services.

Novell Directory Services (NDS)

With the release of NetWare version 4, Novell introduced what is arguably the most commerciaﬂy
successful network directory to date. NDS was intended to act as the central point of control for all
network services in a NetWare environment. NDS is a fuﬂy functional, mature, and stable example
of the kind of services that a network directory can provide. As such, it merits close examination
here—if for no other reason than to serve as an example of a well-designed directory.

NOTE  There have been numerous rumors concerning the demise of NetWare as a viable product. To paraphrase Mark
Twain, the rumors of its death are greatly exaggerated! Case in point: Novell has recently released NetWare 6. NDS becomes
more stable and provides more functionality with each release. Don’t be surprised if the networks of the future are a mix of

NDS and AD working together to provide network services!
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THE NDS STRUCTURE

The NDS database is critical to the proper functioning of a NetWare network. NDS is queried each
time a network resource is accessed. When a user attempts to log on to the network, for instance, the
client software submits the user’s name to NDS for authentication. Later, this user might try to access
some resource, such as a printer, and NDS would again be queried: first to determine whether the user
had the necessary permissions and then to find the physical location of the resource. NDS is accessed
during all network functions.

The best way to understand NDS (or any network directory) is to think of it as a database. Many
administrators are intimidated by the “network” functions of a directory and forget that a network
directory is nothing more than a database. The NDS database contains records, or objects, that represent
network resources. There are many different types, or dasses, of resources that can be managed through
the NDS database. The record type for each class of object has a different set of fields, or properties. You
wouldn't, for example, need a logon name property for a printer object, because printers do not log on
to the network.

Table 2.2 lists a few of the more common classes of objects that exist in an NDS database.

TABLE 2.2: NDS OBJECT CLASSES

CLASS DESCRIPTION OF OBJECT
User Holds information specific to a user, such as logon name, password, account restrictions,

telephone number, and address.

Printer Holds information about a network printer. This object class contains properties such as
network address, name, and amount of printer memory.

Group Represents a set of users with similar resource needs. All members inherit permissions
assigned to the group.
Volume Acts as a pointer to a discrete portion of storage space (hard disk, optical, CD-ROM, and so on).

This object has properties that pertain to storage devices: network address, the server upon
which it resides, and certain permission information.

Print Queue Represents a directory used to store print jobs until the system is ready to release them to a
printer.
Alias Acts as a pointer to an object that exists elsewhere in the NDS structure.

There are many other classes of objects that can exist in the NDS database. NDS is also extensible: cus-
tom object classes can be created to store information specific to a particular environment. The definition
of the object classes contained within a directory is known as its schema. The ability to extend the schema
to include new or custom object classes s critical for any directory to remain viable in the future.

TIP A network direttory contains information about network resources. The deﬁnition of a dz'reztog}’s resource records is
known as the schema. For a directog) to be a viable long-term solution, it must be able to adapt to new tecbnologies. In other
words, it must be msily extended to include new object types.

33
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GLOBAL DISTRIBUTED REPLICATED DATABASE

NDS is marketed as a “global distributed replicated database” used for the management of net-
work resources on a NetWare network. While most marketing phrases are more hype than sub-
stance, this phrase actuaﬂy does a fairly good job of describing how NDS works on a network.
By breaking the phrase down into its components, we can understand the basic functionality of
the directory.

Global

In earlier versions of NetWare, each server held its own “accounts database” known as the bindery.
When a user accessed a given server, this bindery (a flat database) would be queried to determine
if the username and password submitted were valid. From an administrative perspective, this meant
that a user account had to be created at each server that the user might need to access. Users were
often required to submit to the logon process multiple times as they accessed different resources on
different servers.

One of the many functions of any network directory is to centralize control of network functions.
In an NDS-based system, thete are no bindery files. Instead, the NDS database is used for all authenti-
cation processes. Notice that this implies that there s only one database for the network—no matter
how large or geographically dispersed the network. This is what is meant by the term global database.
When user Wu in Tokyo logs on to the network, he accesses the same database as user Bob in Chicago.

Distributed

Given that an object represents each network resource and each object is really only a record in a
database, the NDS database in a global environment could grow into a large file. The next logical
question is, “Where is NDS stored?>”

Since NDS is critical to most network functions, it might be best to place it in a central location,
as shown in Figure 2.8. Placing the database in the middle of your environment seems to put it in the
“fairest” location. This placement actually mirrors other kinds of corporate access—it always seems
that the offices farthest from the center are the last to know anything.

FIGURE 2.8
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While this arrangement might look good on paper, what if Site 1 is in Tokyo, Site 2 is in Chicago,
and Site 3 is in London? Do we really want users in Tokyo accessing a server in Chicago every time they
need to utilize a network resource? Probably not! This configuration would not only be inconvenient for
the user (imagine how long it would take to log in across the WAN link), it would also generate an unac-

ceptable amount of traffic on what is probably an expensive link.
Since a centrally located database is not a good idea, another design would be to place the data-

base on all servers in the network, as shown in Figure 2.9.

FIGURE 2.9
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While this configuration would ensure local access to NDS for authentication, it is still not a
viable solution. Imagine the traffic that would have to be generated to keep the multiple copies

synchronized!
These two scenarios demonstrate the value of a distributed database. NDS can be divided into

chunks—the technical term is actually partitions—that can be located on servers throughout the net-
work, as shown in Figure 2.10. A good design would be to place the partition that contains records
for Tokyo resources (including user accounts) on a server near those resources. This design has the
added benefit of distributing the workload of maintaining the database across multiple servers so

that no single server is overworked.

FIGURE 2.10 =
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Replicated
While the design shown in Figure 2.10 does solve the problem of where NDS should be located, it

does not provide any fault tolerance for the critical information stored in the database. Suppose that
Server 1 were to go offline. Since the server that contains her authentication information is not avail-
able, user Susan in Chicago would be unable to access any network resources.

To solve this “single point of failure” problem, each parti