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MCSE 70-294 Exam Objectives Map and
Table of Contents

All of Microsoft’s published objectives for the MCSE 70-

oVERS 4, 294 Exam are covered in this book. To help you easily
V“ 4 find the sections that directly support particular
100(y . objectives, we've listed all of the exam objectives
(1] below, and mapped them to the Chapter number in
cEnTIFIEn which they are covered. We've also assigned num-
~ bers to each objective, which we use in the subse-
Q,,q & quent Table of Contents and again throughout the
M opyec® book to identify objective coverage. In some chapters,

we've made the judgment that it is probably easier for the
student to cover objectives in a slightly different sequence than
the order of the published Microsoft objectives. By reading this study guide and fol-
lowing the corresponding objective list, you can be sure that you have studied 100%
of Microsoft's MCSE 70-294 Exam objectives.

Exam Objective Map

Objective Chapter

Number Objective Number

1 Planning and Implementing an Active 1
Directory Infrastructure

1.1 Plan a strategy for placing global catalog 8
servers.

1.1.1 Evaluate network traffic considerations when 8
placing global catalog servers.

1.1.2 Evaluate the need to enable universal group 8
caching.

1.2 Plan flexible operations master role placement. 7

1.2.1 Plan for business continuity of operations 7
master roles.

1.2.2 Identify operations master role dependencies. 7

1.3 Implement an Active Directory directory service 4
forest and domain structure. 4

1.3.1 Create the forest root domain. 4

1.3.2 Create a child domain. 4

Xi



Xii

Exam Objective Map

Objective Chapter

Number Objective Number

1.3.3 Create and configure Application Data 4
Partitions.

1.3.4 Install and configure an Active Directory 7
domain controller.

1.3.5 Set an Active Directory forest and domain 4
functional level based on requirements.

1.3.6 Establish trust relationships. Types of trust 5
relationships might include external trusts,
shortcut trusts, and cross-forest trusts.

1.4 Implement an Active Directory site topology. 6

1.4.1 Configure site links. 6

1.4.2 Configure preferred bridgehead servers. 6

1.5 Plan an administrative delegation strategy. 5

1.5.1 Plan an organizational unit (OU) structure 5
based on delegation requirements.

1.5.2 Plan a security group hierarchy based on 5
delegation requirements.

2 Managing and Maintaining an Active All chapters
Directory Infrastructure

2.1 Manage an Active Directory forest and domain 4
structure.

2.1.1 Manage trust relationships. 5

2.1.2 Manage schema modifications. 8

2.1.3 Add or remove a UPN suffix. 8

2.2 Manage an Active Directory site. 6

2.2.1 Configure replication schedules. 6

2.2.2 Configure site link costs. 6

2.2.3 Configure site boundaries. 6

2.3 Monitor Active Directory replication failures. 6
Tools might include Replication Monitor, Event
Viewer, and support tools.

2.3.1 Monitor Active Directory replication. 6

2.3.2 Monitor File Replication service (FRS) 6

replication.



Exam Objective Map xiii

Objective Chapter

Number Objective Number

2.4 Restore Active Directory directory services. 11

2.4.1 Perform an authoritative restore operation. 11

2.4.2 Perform a nonauthoritative restore operation. 11

2.5 Troubleshoot Active Directory. All chapters

2.5.1 Diagnose and resolve issues related to Active 6
Directory replication.

2.5.2 Diagnose and resolve issues related to
operations master role failure. 7

2.53 Diagnose and resolve issues related to the 11
Active Directory database.

3 Planning and Implementing User,Computer, 2
and Group Strategies

3.1 Plan a security group strategy. 3

3.2 Plan a user authentication strategy. 3

3.2.1 Plan a smart card authentication strategy. 3

3.2.2 Create a password policy for domain users. 3

33 Plan an OU structure. 5

3.3.1 Analyze the administrative requirements for 5
an OU.

3.3.2 Analyze the Group Policy requirements for an 5
OU structure.

3.4 Implement an OU structure. 5

3.4.1 Create an OU. 5

3.4.2 Delegate permissions for an OU to a user or 5
to a security group.

3.4.3 Move objects within an OU hierarchy. 5

4 Planning and Implementing Group Policy 9

4.1 Plan Group Policy strategy. 9

4.1.1 Plan a Group Policy strategy by using Resultant 9
Set of Policy (RSoP) Planning mode.

4.1.2 Plan a strategy for configuring the user 9
environment by using Group Policy.

4.1.3 Plan a strategy for configuring the computer 9

environment by using Group Policy.



xiv.  Exam Objective Map

Objective Chapter
Number Objective Number
4.2 Configure the user environment by using 9
Group Policy.
4.2.1 Distribute software by using Group Policy. 10
4.2.2 Automatically enroll user certificates by using 9
Group Policy.
4.2.3 Redirect folders by using Group Policy. 9
4.2.4 Configure user security settings by using 9
Group Policy.
4.3 Deploy a computer environment by using
Group Policy.
4.3.1 Distribute software by using Group Policy. 10
4.3.2 Automatically enroll computer certificates by 9
using Group Policy.
4.3.3 Configure computer security settings by using 9
Group Policy.
5 Managing and Maintaining Group Policy 9
5.1 Troubleshoot issues related to Group Policy 9

application. deployment. Tools might include
RSoP and the gpresult command.

5.2 Maintain installed software by using 10
Group Policy.

5.2.1 Distribute updates to software distributed by 10
Group Policy.

5.2.2 Configure automatic updates for network 10
clients by using Group Policy.

53 Troubleshoot the application of Group Policy 9

security settings. Tools might include RSoP and
the gpresult command.
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Foreword

This book’s primary goal is to help you prepare to take and pass Microsoft’s exam number
70-294, Planning, Implementing and Maintaining a Microsoft Windows Server 2003 Active Directory
Infrastructure. At the time of this writing, the exam is expected to be released in its beta ver-
sion in June 2003. Our secondary purpose in writing this book 1s to provide exam candi-
dates with knowledge and skills that go beyond the minimum requirements for passing the
exam, and help to prepare them to work in the real world of Microsoft computer net-
working in an Active Directory domain environment.

What is Exam 70-294?

Exam 70-294 1s one of the four core requirements for the Microsoft Certified Systems
Engineer (MCSE) certification. Microsoft’s stated target audience consists of I'T professionals
with at least one year of work experience on a medium or large company network. This
means a multi-site network with at least three domain controllers, running typical network
services such as file and print services, database, firewall services, proxy services, remote access
services and Internet connectivity.

However, not everyone who takes Exam 70-294 will have this ideal background. Many
people will take this exam after classroom instruction or self=study as an entry into the net-
working field. Many of those who do have job experience in IT will not have had the
opportunity to work with all of the technologies covered by the exam. In this book, our goal
is to provide background information that will help you to understand the concepts and pro-
cedures described even if you don’t have the requisite experience, while keeping our focus
on the exam objectives.

Exam 70-294 covers the basies of managing and maintaining the Active Directory infras-
tructure in a network environment that is built around Microsoft’s Windows Server 2003.
Objectives are task-oriented, and include the following:

B Planning a strategy for placing global catalog servers, including evaluating
network traffic considerations and evaluating the need to enable universal group
caching.
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B Planning the placement of flexible operations master roles, including how
to plan for business continuity of operations master roles and identifying operations
master role dependencies.

B Implementing an Active Directory directory service forest and domain
structure, including creating the forest root domain, creating a child domain, cre-
ating and configuring Application Data Partitions, and installing and configuring an
Active Directory domain controller. This objective also includes setting an Active
Directory forest and domain functional level based on requirements, and establishing
trust relationships such as external trusts, shortcut trusts and cross-forest trusts.

B Implementing an Active Directory site topology, including configuring site
links and configuring preferred bridgehead servers.

B Planning an administrative delegation strategy, including planning an organi-
zational unit (OU) structure based on delegation requirements and planning a
security group hierarchy based on delegation requirements.

B Managing an Active Directory forest and domain structure, including man-
aging trust relationships, managing schema modifications, and adding or removing
UPN suffixes.

B Managing an Active Directory site, including configuring replication schemes,
configuring site link costs, and configuring site boundaries.

B Monitoring Active Directory replication failures, using tools such as
Replication Monitor, Event Viewer and support tools to monitor Active Directory
replication and File Replication Service (FRS) replication.

B Restoring Active Directory directory services, including performing both
authoritative restore and nonauthoritative restore operations.

B Troubleshooting Active Directory, including diagnosing and resolving issues
related to Active Directory replication, operations master role failure, and the Active
Directory database.

B Planning a security group strategy.

B Planning a user authentication strategy, including planning a strategy for
smart card authentication and creating a password policy for domain users.

B Planning an OU structure, including analyzing the administrative requirements
for an OU and analyzing the Group Policy requirements for an OU structure.

B Implementing an OU structure, including creating an OU, delegating permis-
sions for an OU to a user or a security group, and moving objects within the OU
hierarchy.
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B Planning a Group Policy strategy, including using Resultant Set of Policy
(RSoP) planning mode, and strategies for configuring the user environment and
computer environments using Group Policy.

m  Configuring the user environment with Group Policy, including distributing
software to users via Group Policy, automatically enrolling user certificates with
Group Policy, redirecting folders via Group Policy and configuring user security
settings using Group Policy.

®  Deploying a computer environment using Group Policy, including dis-
tributing software to computers via Group Policy, automatically enrolling computer
certificates with Group Policy, and configuring computer security settings using
Group Policy.

B Troubleshooting issues related to Group Policy application and deploy-
ment, using tools such as RSoP and the gpresult command.

B Maintain installed software using Group Policy, including distributing
updates to software distributed by Group Policy and configuring automatic updates
for network clients using Group Policy.

®  Troubleshoot the application of Group Policy security settings, using tools
such as RSoP and the gpresult command.

Microsoft reserves the right to change the objectives and/or the exam at any time, so
you should check the web site at http://www.microsoft.com/traincert/exams/70-294.asp for
the most up-to-date version of the objectives.

Path to MCP/MCSA/MCSE

Microsoft certification is recognized throughout the IT industry as a way to demonstrate mas-
tery of basic concepts and skills required to perform the tasks involved in implementing and
maintaining Windows-based networks. The certification program is constantly evaluated and
improved; the nature of information technology is changing rapidly and this means require-
ments and specifications for certification can also change rapidly. This book is based on the
exam objectives as stated by Microsoft at the time of writing; however, Microsoft reserves the
right to make changes to the objectives and to the exam itself at any time. Exam candidates
should regularly visit the Certification and Training web site at http://www.microsoft.com/
traincert/ for the most updated information on each Microsoft exam.

Microsoft presently offers three basic levels of certification:

B Microsoft Certified Professional (MCP): to obtain the MCP certification, you
must pass one current Microsoft certification exam. For more information on
exams that qualify, see http://www.microsoft.com/traincert/ mcp/mcp/require-
ments.asp.
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B Microsoft Certified Systems Administrator (MCSA): to obtain the MCSA
certification, you must pass three core exams and one elective exam, for a total of
four exams. For more information, see
http://www.microsoft.com/TrainCert/mcp/mcsa/requirements.asp.

B Microsoft Certified Systems Engineer (MCSE): to obtain the MCSE certifi-
cation on Windows Server 2003, you must pass six core exams (including four net-
work operating system exams, one client operating system exam and one design
exam) and one elective. For more information, see
http://www.microsoft.com/traincert/ mcp/mcse/windows2003/.

Passing Exam 70-294 will earn you the MCP certification (if it is the first Microsoft
exam you've passed). Exam 70-294 also counts toward the MCSE. Exam 70-294 is not a
requirement or elective for the MCSA.

NoTE

Those who already hold the MCSA in Windows 2000 can upgrade their certifications
to MCSA 2003 by passing one upgrade exam (70-292). Those who already hold the
MCSE in Windows 2000 can upgrade their certifications to MCSE 2003 by passing
two upgrade exams (70-292 and 70-296).

Microsoft also offers a number of specialty certifications for networking professionals and
certifications for software developers, including the following:

B Microsoft Certified Database Administrator (MCDBA)

B Microsoft Certified Solution Developer (MCSD)
B Microsoft Certified Application Developer (MCAD)

Exam 70-294 does not apply to any of these specialty and developer certifications.

Prerequisites and Preparation

There are no mandatory prerequisites for taking Exam 70-294, although Microsoft recom-
mends that you meet the target audience profile described earlier, and many candidates will
first take Exams 70-290, 70-291 and 70-293 in sequence before taking Exam 70-294 in their
pursuit of the MCSE certification.

Preparation for this exam should include the following:

B Visit the web site at http://www.microsoft.com/traincert/exams/70-294.asp to
review the updated exam objectives. Remember that Microsoft reserves the right
to change or add to the objectives at any time, so new objectives might have been
added since the printing of this book.
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Work your way through this book, studying the material thoroughly and marking
any items you don’t understand.

Answer all practice exam questions at the end of each chapter.
Complete all hands-on exercises in each chapter.
Review any topics that you don’t thoroughly understand

Consult Microsoft online resources such as TechNet
(http://www.microsoft.com/technet/), white papers on the Microsoft web site, and
so forth, for better understanding of difficult topics.

Participate in Microsoft’s product-specific and training and certification newsgroups
if you have specific questions that you still need answered.

Take one or more practice exams, such as the one included on the CD with this
book.

Exam Overview

In this book, we have tried to follow Microsoft’s exam objectives as closely as possible.
However, we have rearranged the order of some topics for a better flow, and included back-
ground material to help you understand the concepts and procedures that are included in the
objectives. Following is a brief synopsis of the exam topics covered in each chapter:

Active Directory Infrastructure Overview: In this chapter, we will start with the
basics: defining directory services and providing a brief background of the directory
services standards and protocols. You’ll learn how the Active Directory works, and we
will introduce you to the terminology and concepts required to understand the
Active Directory infrastructure. We discuss the directory is structured into sites,
forests, domains, domain trees, and organizational units, and you’ll learn about the
components that make up the Active Directory, including both logical and physical
components. These include the schema, the global catalog, domain controllers and the
replication service.You'll learn to use the Active Directory administrative tools, and
we will discuss directory security and access control. Finally, we provide an overview
of what’s new for Active Directory in Windows Server 2003.

Working with User, Group and Computer Accounts: This chapter introduces
you to the concept of security principles — users, groups and computers — and the
security identifiers that are used to represent them.You’ll learn about the conven-
tions and limitations for naming these objects. We show you how to work with
Active Directory user accounts, including the built in accounts and those you
create yourself. You'll also learn to work with group accounts, and you’ll learn
about group types and scopes. You’ll learn to work with computer accounts, and
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how to manage multiple accounts. We’ll show you how to implement User
Principal Name suffixes, and we’ll discuss how to move objects within the Active
Directory.

B Creating User and Group Strategies: This chapter deals with planning effective
strategies for managing users and groups in Active Directory. We will discuss the
creation of user authentication strategies, and we provide an overview of authenti-
cation concepts. You will learn to plan a smart card authentication strategy and find
out what’s new in smart card authentication for Windows Server 2003. We will also
discuss how to create a password policy for domain users, and how to plan a secu-
rity group strategy.

B Working with Forests and Domains: In this chapter, you will learn all about
the functions of forests and domains in the Active Directory infrastructure, and we
will walk you through the steps of creating a forest and domain structure for a net-
work.You’ll learn to install domain controllers, create the forest root domain and a
child domain, and you’ll find out how to name and rename domains and how to
set the functional level of a forest and domain. We will then discuss the role of
DNS in the Active Directory environment, and you’ll learn about the relationship
of the DNS and AD namespaces, how DNS zones are integrated into Active
Directory, and how to configure DNS servers for use with Active Directory.

B Working with Trusts and Organizational Units: This chapter addresses two
important components of Active Directory: trust relationships and organizational
units (OUs).You’ll learn about the different types of trusts that exist in the AD
environment, both implicit and explicit, and you’ll learn to create shortcut,
external, realm and cross-forest trusts. You’ll also learn to verify and remove trusts,
and how to secure trusts using SID filtering. Then we discuss the creation and
management of OUs and you learn to apply Group Policy to OUs and how to
delegate control of an OU.We show you how to plan an OU structure and strategy
for our organization, considering delegation requirements and the security group
hierarchy.

B Working with Active Directory Sites: In this chapter, you learn about the role
of sites in the Active Directory infrastructure, and how replication, authentication
and distribution of services information work within and across sites. We discuss the
relationship of sites and domains, the relationship of sites and subnets, and how to
create sites and site links. You’ll learn about site replication and how to plan, create
and manage a replication topology. We walk you through the steps of configuring
replication between sites, and discuss how to troubleshoot replication failures. We
also address monitoring of the File Replication Service (FRS).

B Working with Domain Controllers: The focus of this chapter is the Active
Directory domain controller (DC), and how to plan and deploy DCs on your net-
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work.You’ll learn about server roles, where domain controllers fit in, and how to
create and upgrade DCs. We discuss placement of domain controllers within sites
and how to back up your domain controllers. Then we get into the subject of
operations master (OM) roles and you learn about the functions of all five OMs:
the schema master, domain naming master, RID master, PDC emulator and infras-
tructure master. We talk about transferring and seizing master roles and role depen-
dencies, and you’ll learn to plan for the placement of OMs and how to respond to
OM failures.

Working with Global Catalog Servers and the Schema: In this chapter, we
take a look at a special type of domain controller: the Global Catalog server. You’ll
learn about the role the Global Catalog (GC) plays in the network, and you’ll find
out how to customize the GC using the Schema MMC snap-in. We show you how
to create and manage GC servers, and explain how GC replication works. You’ll
learn about the factors to consider when placing GC servers within sites. Next, we
address the Active Directory schema itself. You’ll learn about schema components:
classes and attributes, and the naming of schema objects. We show you how to
install and use the Schema management console, and you’ll learn how to extend
the schema and how to deactivate schema objects.

Working with Group Policy in an Active Directory Network: This chapter
starts with the basics of Group Policy terminology and concepts, introducing you
to user and computer policies and Group Policy Objects (GPOs). We discuss the
scope and application order of policies and you’ll learn about Group Policy inte-
gration in Active Directory. We show you how to plan a Group Policy strategy, and
then walk you through the steps of implementing Group Policy. We show you how
to perform common Group Policy tasks, and discuss Group Policy propagation and
replication. You’ll also learn best practices for working with Group Policy, and we’ll
show you how to troubleshoot problems with Group Policy.

Deploying Software via Group Policy: In this chapter, you will learn about
Group Policy’s software installation feature. We’ll show you how to use the compo-
nents of software installation: Windows installer packages, transforms, patches and
application assignment scripts. You’'ll find out how to deploy software to users and
to computers, by assigning or publishing applications. We walk you through the
steps of preparing for GP software installation, working with the Group Policy
Object Editor and setting installation options. You'll find out how to upgrade appli-
cations, configure automatic updates and remove managed applications. We’ll also
cover how to troubleshoot problems that can occur with Group Policy software
deployment.

Ensuring Active Directory Availability: The final chapter deals with how to
maintain high availability of your Active Directory services. You’ll learn about the
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Active Directory database, and the importance of system state data to AD avail-
ability. We’ll discuss fault tolerance plans as well as AD performance issues. You'll
find out how to perform necessary maintenance tasks, such as defragging the
database, and you’ll learn how to monitor or move the database. We address backup
and restoration of the Active Directory, and show you the different restoration
methods that can be used and when each is appropriate. Finally, you'll learn to
troubleshoot Active Directory availability.

Exam Day Experience

Taking the exam is a relatively straightforward process. Both Vue and Prometric testing cen-
ters administer the Microsoft 70-291 exam.You can register for, reschedule or cancel an
exam through the Vue web site at http://www.vue.com/ or the Prometric web site at
http://www.2test.com/index.jsp. You'll find listings of testing center locations on these sites.
Accommodations are made for those with disabilities; contact the individual testing center
for more information.

Exam price varies depending on the country in which you take the exam.

Exam Format

Exams are timed. At the end of the exam, you will find out your score and whether you
passed or failed. You will not be allowed to take any notes or other written materials with
you into the exam room.You will be provided with a pencil and paper, however, for making
notes during the exam or doing calculations.

In addition to the traditional multiple choice questions and the select and drag, simula-
tion and case study questions introduced in the Windows 2000 exams, Microsoft has devel-
oped a number of innovative question types for the Windows Server 2003 exams. You might
see some or all of the following types of questions:

B Hot area questions, in which you are asked to select an element or elements in a
graphic to indicate the correct answer. You click an element to select or deselect it.

B Active screen questions, in which you change elements in a dialog box (for example,
by dragging the appropriate text element into a text box or selecting an option
button or checkbox in a dialog box).

B Drag and drop questions, in which you arrange various elements in a target area.

You can download a demo sampler of test question types from the Microsoft web site at
http://www.microsoft.com/traincert/mcpexams/faq/innovations.asp#H.
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Test Taking Tips

Different people work best using different methods. However, there are some common
methods of preparation and approach to the exam that are helpful to many test-takers. In this
section, we provide some tips that other exam candidates have found useful in preparing for

and actually taking the exam.

Exam preparation begins before exam day. Ensure that you know the concepts and
terms well and feel confident about each of the exam objectives. Many test-takers
find it helpful to make flash cards or review notes to study on the way to the
testing center. A sheet listing acronyms and abbreviations can be helpful, as the
number of acronyms (and the similarity of different acronyms) when studying I'T
topics can be overwhelming. The process of writing the material down, rather than
just reading it, will help to reinforce your knowledge.

Many test-takers find it especially helpful to take practice exams that are available
on the Internet and with books such as this one. Taking the practice exams not
only gets you used to the computerized exam-taking experience, but also can be
used as a learning tool. The best practice tests include detailed explanations of why
the correct answer is correct and why the incorrect answers are wrong.

When preparing and studying, you should try to identify the main points of each
objective section. Set aside enough time to focus on the material and lodge it into
your memory. On the day of the exam, you be at the point where you don’t have
to learn any new facts or concepts, but need simply to review the information
already learned.

The value of hands-on experience cannot be stressed enough. Exam questions are
based on test-writers’ experiences in the field. Working with the products on a
regular basis, whether in your job environment or in a test network that you’ve set
up at home, will make you much more comfortable with these questions.

Know your own learning style and use study methods that take advantage of it. If
you're primarily a visual learner, reading, making diagrams, watching video files on
CD, etc. may be your best study methods. If you're primarily auditory, classroom
lectures, audiotapes you can play in the car as you drive, and repeating key concepts
to yourself aloud may be more effective. If you’re a kinesthetic learner, you’ll need
to actually do the exercises, implement the security measures on your own systems,
and otherwise perform hands-on tasks to best absorb the information. Most of us
can learn from all of these methods, but have a primary style that works best for us.

Although it might seem obvious, many exam-takers ignore the physical aspects of
exam preparation. You are likely to score better if you've had sufficient sleep the night
before the exam, and if you are not hungry, thirsty, hot/cold or otherwise distracted
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by physical discomfort. Eat prior to going to the testing center (but don’t indulge in a
huge meal that will leave you uncomfortable), stay away from alcohol for 24 hours
prior to the test, and dress appropriately for the temperature in the testing center (if
you don’t know how hot/cold the testing environment tends to be, you may want to
wear light clothes with a sweater or jacket that can be taken off).

B Before you go to the testing center to take the exam, be sure to allow time to
arrive on time, take care of any physical needs, and step back to take a deep breath
and relax. Try to arrive slightly early, but not so far in advance that you spend a lot
of time worrying and getting nervous about the testing process. You may want to
do a quick last minute review of notes, but don’t try to “cram” everything the
morning of the exam. Many test-takers find it helpful to take a short walk or do a
few calisthenics shortly before the exam, as this gets oxygen flowing to the brain.

B Before beginning to answer questions, use the pencil and paper provided to you to
write down terms, concepts and other items that you think you may have difficulty
remembering as the exam goes on.Then you can refer back to these notes as you
progress through the test. You won'’t have to worry about forgetting the concepts
and terms you have trouble with later in the exam.

B Sometimes the information in a question will remind you of another concept or
term that you might need in a later question. Use your pen and paper to make
note of this in case it comes up later on the exam.

B [t is often easier to discern the answer to scenario questions if you can visualize the
situation. Use your pen and paper to draw a diagram of the network that is
described to help you see the relationships between devices, IP addressing schemes,
and so forth.

B When appropriate, review the answers you weren't sure of. However, you should
only change your answer if you're sure that your original answer was incorrect.
Experience has shown that more often than not, when test-takers start second-
guessing their answers, they end up changing correct answers to the incorrect.
Don't “read into” the question (that is, don’t fill in or assume information that isn’t
there); this is a frequent cause of incorrect responses.

B As you go through this book, pay special attention to the Exam Warnings, as these
highlight concepts that are likely to be tested. You may find it useful to go through
and copy these into a notebook (remembering that writing something down rein-
forces your ability to remember it) and/or go through and review the Exam
Warnings in each chapter just prior to taking the exam.

B Use as many little mnemonic tricks as possible to help you remember facts and
concepts. For example, to remember which of the two IPSec protocols (AH and
ESP) encrypts data for confidentiality, you can associate the “E” in encryption with
the “E” in ESP.
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Pedagogical Elements

In this book, you'll find a number of different types of sidebars and other elements designed
to supplement the main text. These include the following:

B Exam Warning These focus on specific elements on which the reader needs to
focus in order to pass the exam (for example, “Be sure you know the difference
between symmetric and asymmetric encryption”).

B Test Day Tip These are short tips that will help you in organizing and remem-
bering information for the exam (for example, “When preparing for the exam on
test day, it may be helpful to have a sheet with definitions of these abbreviations
and acronyms handy for a quick last-minute review”).

B Configuring & Implementing These are sidebars that contain background
information that goes beyond what you need to know from the exam, but provide
a “deep” foundation for understanding the concepts discussed in the text.

B New & Noteworthy These are sidebars that point out changes in W2003 Server
from the old Windows 2000/NT family, as they will apply to readers taking the
exam. These may be elements that users of W2K/NT would be very familiar with
that have changed significantly in W2003 Server, or totally new features that they
would not be familiar with at all.

B  Head of the Class These are discussions of concepts and facts as they might be
presented in the classroom, regarding issues and questions that most commonly are
raised by students during study of a particular topic.

The book also includes, in each chapter, hands-on exercises in planning and configuring
the features discussed. It is essential that you read through and, if possible, perform the steps
of these exercises to familiarize yourself with the processes they cover.

You will find a number of helpful elements at the end of each chapter. For example,
each chapter contains a Summary of Exam Objectives that ties the topics discussed in that
chapter to the published objectives. Each chapter also contains an Exam Objectives Fast Track,
which boils all exam objectives down to manageable summaries that are perfect for last
minute review. The Exam Objectives Frequently Asked Questions answers those questions that
most often arise from readers and students regarding the topics covered in the chapter.
Finally, in the Self Test section, you will find a set of practice questions written in a multiple-
choice form that will assist you in your exam preparation These questions are designed to
assess your mastery of the exam objectives and provide thorough remediation, as opposed to
simulating the variety of question formats you may encounter in the actual exam.You can
use the Self Test Quick Answer Key that follows the Self Test questions to quickly determine
what information you need to review again. The Self Test Appendix at the end of the book
provides detailed explanations of both the correct and incorrect answers.
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Additional Resources

There are two other important exam preparation tools included with this Study Guide. One
is the DVD included in the back of this book. The other is the practice exam available from
our Web site.

B Instructor-led training DVD provides you with almost two hours of vir-
tual classroom instruction. Sit back and watch as an author and trainer reviews
all the key exam concepts from the perspective of someone taking the exam for the
first time. Here, you’ll cut through all of the noise to prepare you for exactly what
to expect when you take the exam for the first time. You will want to watch this
DVD just before you head out to the testing center!

B Web based practice exams. Just visit us at www.syngress.com/ certification
to access a complete Windows Server 2003 concept multiple choice review. These
remediation tools are written to test you on all of the published certification objec-
tives. The exam runs in both “live”” and “practice” mode. Use “live” mode first to
get an accurate gauge of your knowledge and skills, and then use practice mode to
launch an extensive review of the questions that gave you trouble.
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Chapter 1 ¢ Active Directory Infrastructure Overview

Introduction

The Active Directory is the foundation of an enterprise-level Windows network, and
Windows Server 2003 includes a number of improvements and enhancements to its direc-
tory services that will make a network administrator’s job easier. Exam candidates must
understand the basics of how directory services work and the role they play in the network,
and specifically how the directory services concept is implemented in Microsoft’s Active
Directory.

In this chapter, we start with the basics by defining directory services and providing a
brief background of the directory services standards and protocols. You'll learn how the
Active Directory works, and be introduced to the terminology and concepts required to
understand the Active Directory infrastructure.

We discuss how the directory is structured into sites, forests, domains, domain trees, and
organizational units (OUs), and you’ll learn about the components that make up the Active
Directory, including both logical and physical components. These include the schema, the
Global Catalog (GC), domain controllers (DCs), and the replication service.You'll learn to
use the Active Directory administrative tools, and we discuss directory security and access
control. Finally, we provide an overview of what’s new for Active Directory in Windows
Server 2003.

This chapter lays the groundwork for the specific Active Directory-related administra-
tive tasks that you will learn to perform throughout the rest of the book.

Introducing Directory Services

As anyone familiar with networking knows, a network can be comprised of a vast number
of elements, including user accounts, file servers, volumes, fax servers, printers, applications,
databases, and other shared resources. Because the number of objects making up a network
increases as an organization grows, finding and managing these accounts and resources
becomes harder as the network gets bigger. To make a monolithic enterprise network more
manageable, directory services are used to store a collection of information about users and
resources, so they are organized and accessible across the network.

A directory allows accounts and resources to be organized in a logical, hierarchical
fashion so that information can be found easily. By searching the directory, users can find
the resources they need, and administrators are able to control and configure accounts and
resources easily and eftectively. Keeping this information in a centralized location ensures
that users and administrators don’t have to waste time looking at what’s available on each
server, they only have to refer to the directory.

At face value, the concept of directory services seems overwhelming. However, even if
you're unfamiliar with directory services, youre probably familiar with directories in gen-
eral. In a telephone directory, every account a telephone company manages is uniquely
identified by a telephone number, and includes attributes such as the person’s name and
address. Each account needs to be uniquely identified, so one isn’t mixed up with
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another—you wouldn’t want to dial one person’s telephone number, only to be connected
with someone else. To make it easier to find information, the telephone directory is struc-
tured to look up information in multiple ways.You can look up someone’s name and then
view his or her telephone number, or you can search for entries using other attributes, such
as using the yellow pages and viewing categories of businesses. The same basic concept
applies to directory services.

Any directory (regardless of what it’s used for) is a structured source of information,
consisting of objects and their attributes. As in the case of a telephone directory, a network
directory contains uniquely identified objects with different attributes. Such data can be
made available to applications, operating system services, network administrators, and other
authorized users. Those who have access to the directory can look up an object, and then
view its attributes. If they have sufficient rights (as in the case of an administrator), the
object can be modified. These attributes can be used to provide information that’s accessible
to users, or control security at a granular level.

The objects and attributes in a directory can be used in various ways. For example, a user
might need to use a color printer, but not know the printer’s name. To find this printer, the
user might know it is located on the second floor, and search the directory for an attribute
with this information. In the same light, a user account can include attributes such as user-
names, passwords, the user’s name, address, telephone numbers, and other relevant information
about the person. If a person has access to view another user object’s attributes, he or she can
access this data and find information on how to contact the other user.

Because a user can access account information from anywhere on the network, direc-
tory services allow a user to log on to multiple servers using a single logon. A single logon
is an important feature to directory services, because without it, a user must log on to each
server that provides needed resources. This is common on Windows NT networks, where
the administrator must create a different account on each server the user needs to access.
The user then needs to log on to each server individually. This is significantly different from
the way Windows 2000/2003’s directory services work, where a user logs on to the net-
work once and can use any of the resources to which he or she has been given access.

Sophisticated directory services give administrators the ability to organize information,
control security, and manage users and resources anywhere on the network. Information
resides in a central repository that’s replicated to different servers on the network. It allows
the data to be accessed when needed and saves the administrator from having to visit each
server to manage accounts. This lowers the amount of work needed to manage the net-
work, while providing granular control over rights and permissions. The administrator only
needs to modify a user account or other object once, and these security changes are repli-
cated throughout the network.

Directory services have been used on different network operating systems for years, and
have proven to be a useful and powerful technology. Following suit, Microsoft created its
own implementation of directory services on Windows NT called NTDS, and then fol-
lowed with Active Directory on newer versions of servers. NTDS used a flat namespace,
which provided limited functionality in comparison with Active Directory’s hierarchical
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structure and feature set. Active Directory was first introduced in Windows 2000, and con-

tinues to provide directory services to the Windows Server 2003 family of servers. It can be
installed on the Standard, Enterprise, and Datacenter Editions of Windows Server 2003, and
provides a necessary foundation for any network using these servers.
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Installation of Active Directory on a Windows 2000 or Windows Server 2003 server
makes that computer a DC. Windows Server 2003 Web Edition cannot function as

a DC, and thus cannot have Active Directory installed.
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A Brief History of Directory Services

Directory services have been around long since Microsoft’'s implementation of
Active Directory. In 1984, Banyan offered customers the first directory service for
enterprise networking. The product was called StreetTalk, and provided enterprise
directory services for networks running Banyan VINES. Since then, many other net-
work operating systems have evolved to used directory services as a method of
storing information related to the components of a network.

Novell also provided directory services for its network operating system
NetWare. In 1993, NetWare 4 introduced an object-oriented directory called
NetWare Directory Services, which was later named Novell Directory Services (NDS).
NDS used a hierarchical structure and provided the basis for new features in
NetWare. NDS evolved into eDirectory, which provided greater features and inter-
operability between different operating systems that used its directory services.

Microsoft also incorporated a directory service in its network operating
system. In 1993, the first release of Windows NT Server included the Windows NT
Directory Services (NTDS). NTDS provided a single point of administration that
allowed you to manage up to 25,000 users per domain. When Windows 2000
Server was released, the number of objects supported by directory services jumped
dramatically. Active Directory theoretically supports up to 10 million objects per
domain, with 1 million objects being a more practical estimate. In addition, Active
Directory uses a hierarchical namespace and provides significantly more features
than the directory services in Windows NT.

When directory services were still new to networking in the mid 1980s, there
was a lack of common standards to control the development of directory services.
Different standards were being used to determine how directories should function.
The International Telecommunications Union (which was called the International
Telegraph and Telephone Consultative Committee at the time) was developing a
directory that allowed information (telephone numbers and other data) to be
looked up from a directory service. The International Organization for

Continued
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Standardization (ISO) was also developing standards for network functions and
applications using the Open Systems Interconnect (OSI). These different specifica-
tions came together after a time to become X.500.

Part of the X.500 standard specified how information in directories was
accessed. The Directory Access Protocol (DAP) was developed to allow communica-
tion between clients and directory servers, but the number of features in DAP made
it inefficient with personal computers. By removing some of the code from DAP,
and limiting the features, a more lightweight version of DAP was developed, called
the Lightweight Directory Access Protocol (LDAP). This protocol and the X.500 stan-
dard are used by Active Directory and other directory services, and provide inter-
operability between different systems.

Terminology and Concepts

Betore delving too far into the specifics of Active Directory, it is important to discuss a
number of concepts and terms to appreciate the features and functionality of a directory
service. As with anything dealing with technology, certain words and phrases associated with
Active Directory and Windows Server 2003 are useful in identifying and defining specific
components of the network. Whether you’re new to Active Directory or experienced from
using previous versions, the information provided here will help you to understand other
topics that follow in this book.

In reading this section, it is important to realize that this is an overview of topics that
we discuss later in greater detail. We define some of the terms used throughout this book,
and look at concepts that we’ll build on in later sections.

Some of the terms and concepts we discuss in the following subsections include:

B Directory data store

B Directory partitions

B Policy-based administration
®  DAP and LDAP

B Naming schemes used in Active Directory

Directory Data Store

Active Directory isn’t just a service that provides access to directory services; it’s also a
method of storing data about network elements. If you didn’t have a place where configu-
rations and directory data are saved, you'd lose this information every time you shut down
your server. The data store contains a vast amount of information, including data dealing
with users, groups, computers, the resources they can access, and other components of the
network. Because the Active Directory data store is a database of all directory information,
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When you install the directory on a Windows Server 2003 server, the Active Directory
data source is placed on the server’s hard disk. The file used to store directory information is
called NTDS.DIT, and is located in the NTDS folder in the systemroot (for example,
CAWINDOWS). Any changes made to the directory are saved to this file.

The presence of Active Directory’s data store on a Windows Server 2003 server has a
major impact on that server’s role in the network. As shown in Figure 1.1, the directory is
stored on DCs, which are servers with writable copies of the data store. A DC is used to
manage domains, which are groups of computers, users, and other objects that share (or are
included in) the same directory. Domains that use different Active Directory data sources
can still communicate with one another, but (as we’ll see later in this chapter) secure rela-
tionships between them must be configured.

Figure 1.1 Relationship Between Active Directory, Domain Controllers, Member
Servers, and Clients

Adtive
Directory

Active Directory is installed
on all domain controllers

/ Active Directory

Domain controllers use AD
to authenticate users and

determine access to
resources

information is replicated
between domain
controllers, so all have a

duplicate copy of AD

L Domain Controller
omain Controllei_ ¢
4

) Member Server
Member Server

Domain Controller

Unavailable

Domain Controller b
i isn’ Member Servers are
If a domain controller isn't W mierperiers gie

available, clients can log
onfo oiJ1er DCs in the
omain

Servers that don’t have AD
installed on them

Client Client _(lient
(lients log on to domain

through domain
controllers.

Each DC retains its own copy of the directory, containing information on the domain
in which it is located. If one DC becomes unavailable, users and computers can still access
the Active Directory data store on another DC in that domain. This allows users to con-
tinue logging on to the network even though the DC that’s normally used is unavailable. It
also allows computers and applications that require directory information to continue func-
tioning while one of these servers is down.
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Because a domain can have more than one DC, changes made to the directory on one
DC must be updated on others. The process of copying these updates is called replication,
and is used to synchronize information in the directory. Without replication, features in
Active Directory would fail to function properly. For example, if you added a user on one
DC, the new account would be added to the directory store on that server. This would
allow the user to log on to that domain controller, but he or she still couldn’t log on to
other DCs until these changes to the directory were replicated. When a change is made on
one DC, the changes need to be replicated quickly so that each DC continues to have an
accurate duplicate copy of Active Directory.

Because replication is so important to making the directory consistent across the net-
work, the data source is organized in a way to make replication more efticient. Not every
piece of data is saved in the same location of the data source. As shown in Figure 1.2, infor-
mation resides in different areas of the directory, called directory partitions. Because Active
Directory is a logical, hierarchical structure, it has a treelike structure similar to that of the
Windows Registry or folders on a hard disk. Data is stored within subtrees of the directory,
much like data on your hard disk is stored within folders that are nested within one
another. Each contiguous subtree in the directory is a partition. Any data that changes
within a directory partition is replicated as a single unit to other DCs.

Figure 1.2 Active Directory Is a Hierarchical Structure

Directory Root
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Directory Partition

Configuration Partition —\

Domain Trees
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In Active Directory, three partitions exist on any DC and must be replicated, as these
contain data that the Microsoft network needs to function properly:

B Domain partition
B Configuration partition

B Schema partition
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Directory partitions shouldn’t be confused with disk partitions. Disk partitions are
used to logically separate the hard disk so that multiple operating systems can run
from a single hard drive, or to make it appear that a single hard disk is actually
more than one. For example, if you have a single hard disk on your computer, the
C: drive, you might partition it into two logical drives, so that the system now has
C: and D: drives. While this is useful for organizing files stored on the hard disk, it
is unrelated to how Active Directory is partitioned.

A directory is physically a database where information is stored within a
table, and logically, a naming hierarchy made up of containers and objects.
Information is partitioned in this manner to allow data to be stored in different
areas. As we'll see in the paragraphs that follow, these partitions consist of con-
tainers storing domain, configuration, schema, and application information.

The domain partition contains information about the domain. This includes informa-
tion about users, computers, resources, and attributes associated with each. Without this data
being replicated, any changes would be limited to the server on which the changes were
made, and other servers would use older settings. For example, if the domain data wasn’t
replicated and you disabled a user’s account on one DC, the user would still be able to log
on to other DCs. The domain partition is important because it contains information about
objects and their attributes, which are fundamental elements of your network.

Configuration data deals with the topology of Active Directory, and includes information
about how the domains, domain trees, and forests within a network are configured. A
domain tree is a structure of domains. If more than one domain is in a domain tree, trusts
are set up between those domains so that they can share data and resources between them.
A forest also consists of multiple domains that share directory data. It consists of one or
more trees that are connected through trusts. The configuration partition also includes
information about the locations of DCs and the GC, which is a subset of the data con-
tained in Active Directory that is used to provide search and logon functionality across mul-
tiple domains. We discuss each of these topics in greater detail later in this chapter.

Because Active Directory is made up of different objects, and each object has specific
attributes, certain rules must be created to control what objects can exist in the directory,
and the attributes of each. For example, a user account has attributes that include a pass-
word, an account name, and the first and last of the person to whom the account belongs.
The types of objects that exist in Active Directory, and which attributes each type has, is
determined by the schema. The schema partition contains information that defines object
classes and attributes used within the domain. It determines what objects can exist within
Active Directory, and what attributes each can have.

Windows Server 2003 servers can also create one or more application partitions, which
are used to store data that is specific to different applications running on the network.
Programs can use this partition to store settings that are needed while the programs are
running on a server. We discuss this in greater detail later in the chapter.
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Providing the Best Possible Protection for Your Directory

In addition to Windows 2000 servers, Active Directory can only be installed on
Microsoft Windows Server 2003, Standard Edition; Windows Server 2003,
Enterprise Edition; and Windows Server 2003, Datacenter Edition. When a server is
configured to be a DC on any of these editions, a writable copy of the directory is
stored on the server’s hard disk. Because any file can be damaged, destroyed, or
compromised (such as in the case of a hacking attempt or virus), you should take
steps to ensure that the directory is safe on your server(s).

If only one DC is used, then only one NTDS.DIT file will exist, meaning there is
only one copy of the directory for that domain. Failure of this server or damage to
the NTDS.DIT file will disable the network. Users will be unable to log on, com-
puters will be unable to access needed information from the directory, and any con-
figurations on your network could be lost. Rather than hoping that nothing ever
happens to your one DC, it is wise to use multiple DCs on your network.

If more than one DC exists in a domain, any updates to the NTDS.DIT will be
replicated to other DCs. This will allow multiple copies of the directory to exist on
the network, providing a level of fault tolerance if one server fails. If one fails,
another can continue authenticating users, supplying services, and providing access
to resources.

Because of the importance of the NTDS.DIT file, the drive on which it is stored
should be formatted in NTFS format. NTFS is a file format that allows the best pos-
sible level of protection, allowing you to set permissions on who can access the
directory and NTDS.DIT file locally and across the network. Such permissions cannot
be set on hard disks that are formatted as FAT16 or FAT32. Limiting the access to
this file lessens the chance that someone might accidentally or maliciously damage
or delete the data source.

It is also important to remember that any measures you take to protect Active
Directory from harm do not negate the need to perform regular backups. When
backups are performed, the data on a computer is copied to other media (such as
a tape, CD, or DVD), which can then be stored in another location. Should any
problem occur, you can restore any files that were damaged or lost.
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Policy-Based Administration

There can be hundreds or thousands of users and computers in a large network. Having to
go through each account and configure settings can be an arduous task. For example,
imagine having to go to each computer to change the desktop so that it displays a company
logo as the background image. Rather than visiting each computer, it would be far easier to
make such changes in one location, and have these settings apply to everyone. This is why
policy-based administration is such a benefit to Active Directory: it makes managing
accounts easier.
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Group policies allow you to apply default settings to groups of users and groups.
Policies can be used to:

B Control desktop settings that determine the display properties of a computer.
B Assign scripts that run at logon, logoft, startup, and shutdown.

B Enforce password security, such as by setting minimum password lengths, max-
imum length of time before a password must be changed, and so on.

B Redirect folders from the local computer to a folder on a networked computer,
such as when the My Documents folder is redirected to use specific folders on a
server.

B Deploy applications, so that certain members have programs available to them to
install or have them automatically installed.

As we'll see in the chapters that follow, these are just a few of the options available to
administrators in managing users and computers on a network.

When policies are created, they are stored as Group Policy Objects (GPOs) in Active
Directory. The settings in a GPO can be applied to a site, domain, or OU.An OU is a con-
tainer in Active Directory that can contain users, groups, computers, or other OUs. We’ll
discuss OUs in greater detail later in this chapter. Because GPOs can be applied at different
levels, you can set difterent policies for different areas of your company. For example, you
could create a group policy for users in Finance and another for the Sales department (by
placing Finance users in one OU and Sales users in another). If you have different domains
for different branch offices, you could have different settings for the Sales divisions in each
domain. Using GPOs in this manner, you can configure which settings will be used for
specific groups of users and computers.

Directory Access Protocol

For clients to search for objects, update information, and communicate with DCs when
logging on to the network, a directory access protocol must be used. A protocol is a set of
rules that dictate how data is sent over a network. A directory access protocol is used for
the specific purpose of exchanging information with the directory service.

Active Directory uses LDAP for communications between clients and directory servers.
LDAP is a version of the X.500 Directory Access Protocol (DAP), and is considered
lightweight because it uses less code than DAP does.

X.500 is an established standard that defines directory services. It was developed by the
International Telecommunication Union and published by the International Organization
for Standardization. DAP is one of the protocols defined by X.500. Because it contains too
many features to be efficient with personal computers, thin clients, and communication
over the Internet, a more lightweight version was developed that contained fewer features.
As mentioned, this light version of DAP is LDAP.
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The Internet Engineering Task Force (IETF) established industry standards for LDAP,
enabling LDAP to be used over local networks and the Internet by a variety of directory
services. Many network operating systems that use directory services (including Novell
NetWare, Windows 2000, and Windows Server 2003) implement LDAP for accessing the
directory, while other products (such as Internet browsers) support it as a method for
finding resources or managing the directory. Since its inception in 1994, there have been
several versions of LDAP, with features being added to accommodate changing needs. Active
Directory supports versions 2 and 3.

Naming Scheme

Active Directory supports several common formats for naming objects. By using different
methods of naming objects, it allows objects to be accessed in a variety of ways. Providing
different naming schemes also provides backward compatibility to older systems that might
not support one or more of these formats. The naming schemes supported by Active
Directory include:

B Domain Name System (DNS)

B User principal name (UPN)

B Universal Naming Convention (UNC)

B Uniform Resource Locator (URL)

B Lightweight Directory Access Protocol Uniform Resource Locator (LDAP URL)

DNS is used to resolve domain names to IP addresses. You’re probably familiar with this
method from using the Internet. It would be difficult or impossible to remember the IP
address for every Web site or server that you want to access. DNS is a hierarchical, dis-
tributed database that allows clients to find a particular resource by entering a user-friendly
domain name (such as knightware.ca), and then looks up the IP address for that domain.

In Active Directory, domains are usually given DNS names (such as syngress.com).
Because Windows domains didn’t use this naming scheme prior to Windows 2000, each
domain is also given a name that’s compatible with those used in Windows NT networks.
These pre-Windows 2000 names are NetBIOS names, and are one-word names that users
of older operating systems can use to log on to Active Directory. This allows clients to log
on to domains by entering the domain name and username using the format: domain
name\username.

UPNs are based on the IETF’s RFC 822. Each user account in Active Directory has a
logon name and UPN suffix. The logon name is the account name, and the UPN suffix is
the domain that the user will log on to.The two are connected by the @ symbol, making
the logon appear like an Internet e-mail address (username@domain). After entering a
username, the user will generally be required to enter a password to prove that he or she is
authorized to use this account.

1
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When the UPN is created for a user account, Active Directory also suggests a pre-
Windows 2000 logon name that is used by the Security Account Manager (SAM) to log on
to a server. The SAM is a service that stores information about user accounts and groups to
which they belong. Local computer accounts use the SAM to store accounts that are used
to access the local computer, and Windows NT servers use it for allowing network users
access to resources on the server. Although you can create your own logon name, Active
Directory will suggest a pre-Windows 2000 user logon name that’s based on the first 20
bytes of the Active Directory logon name.

Every computer account that is created in Active Directory also has multiple names, so
that the account can be identified and accessed in a variety of ways. When a computer
account is created in Active Directory, you need to enter a name for the computer, which
will uniquely identify it in the domain. This is the host name for the machine, which can
be used by DNS to indicate its place in the domain, and can be used to help find the com-
puter when clients search for it and its resources on the network.

In DNS, the host name is combined with the domain name to create the computer’s fully
qualified domain name (FQDN). This combines the host name with the domain name, and
separates the two with a period. For example, if you have a computer named COMP100 in
the domain called knightware.ca, the FQDN for this computer would be comp100.knight-
ware.ca. No two computers in a domain can have the same name, as this would create con-
flicts.

When the computer account is created, it will also require the computer be given a
pre-Windows 2000 name, so older clients and servers can identify and access it. As with
user accounts, Windows Server 2003 will suggest a name, which is based on the first 15
bytes of the name used to create the account. If you don’t want to use this default name,
you can enter a new one at any time.

The UNC path is a tried-and-true method of accessing shared resources over a network.
It uses the format of two backslashes, followed by the domain name or server name, the name
of the share, and (where applicable) the name of the resource. The shared resource is often the
name of a shared directory, and might be followed by the name of a file, application, or other
resource on the server. In other words, the format would be \\domain name\share\filename
or \\servername\share\filename. For example, if you were accessing a file named SPREAD-
SHEET.XLS in a shared directory called XLS on a server named FS-GOTHAM, the UNC
to access it would be \\fs-gotham\xIs\spreadsheet.xls. You can use UNC names in the address
bar of browsers, from the Run command of the Windows Start menu, or any other place
where UNC names are allowed.

Another common method of accessing resources through a browser is by using URLs. If
you've surfed the Web, you're likely to have used a URL, as they’re entered into the browser’s
address bar to specify Web site addresses (for example, http://knightware.ca/default.htm). By
using a URL, you can access files, applications, or other resources. A URL generally begins
with http (for HyperText Transfer Protocol), a colon, and two forward slashes, followed by a
server name such as www, a domain name such as syngress.com, and a filename path (which
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can contain a directory name such as files, or just a filename such as file.htm or file.html for
an HTTP document, file.asp for an Active Server Pages document, or file,jpg for a graphic in
JPG format).

NortE
Note the difference between a UNC path, which uses backslashes to separate the
components of the name, and URLs, which use forward slashes.

The final naming scheme we’ll discuss s LDAP URL. This method is similar to using
URLs, but uses the X.500 naming structure to locate a resource. An LDAP URL uses the
tormat LDAP://domain name/CN=common name/OU=organizational unit/DC=domain
component. In this format, the common name is the name of an object in Active
Directory, OU is the organizational unit, and DC is the DNS domain name in which the
object exists. This allows you to specify an object that is uniquely identified in the directory.
As we’ll see in the sections that follow, this information is built on X.500/LDAP standards.

X.500/LDAP standards

Both the X.500 DAP and LDAP work by interacting with the directory. The directory is
designed as a hierarchy, and has a tree-like structure called the directory information tree.
Information in subtrees branch off the trunk, much as folders on the hard disk branch off a
root directory. These subtrees contain objects that represent elements of the network, and
are called directory service entries. Just as there can’t be two files with the same name in a
folder on your hard disk, each object must have a unique name in the directory structure.

Distinguished Name

To accommodate the need for each object being identified with a unique name in the
directory, objects have a distinguished name (DN). A DN represents the exact location of an
object within the directory. This is comparable to a file being represented by the full path,
showing where it is located on the hard disk. With an object in the directory, several com-
ponents are used to create this name:

B CN The common name of the object, and includes such things as user accounts,
printers, and other network elements represented in the directory.

B OU The organizational unit. These are containers in the directory that are used
to hold objects. To continue with our example of files on a hard disk, this would
be comparable to a folder within the directory structure.

B DC A domain component. This is used to identify the name of the domain or
server, and the DNS suffix (for example, .com, .net, .edu, and .gov).

13
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When combined, these components of the DN are used to show the location of an
object. Each DN can be used more than once to fully identify the object’s place within the
directory. For example, let’s say a user account named BobSmith was stored in the
Accounting OU in the syngress.com domain. In this case, the DN of this object would be:

CN=BobSmith, OU=Accounting, DC=syngress, DC=com

Relative Distinguished Name

An RDN is a portion of the DN, and is used to uniquely identify an object with a parent
container. As each object must have a unique name with the directory structure, the RDN
identifies an object within a particular OU. This is comparable to a file in a folder, where
you specify the name of the file and not the full path to it. Just as a file in one folder might
have the same name as a file in another folder, an object in one OU might have the same
name as another object in another OU. While the RDN would be the same, the DN
would indicate that each is in a different OU.

To illustrate this, let’s look at the previous example, which used the DN
/CN=BobSmith, /OU=Accounting, /DC=syngress, /DC=com. In this case,
CN=BobSmith is the RDN of the object. It is a subset of the DN, and the only one by
that name in the Accounting OU. However, you could have a user account named
BobSmith in the Sales OU. Even though the RDNs are identical, the full DNs are unique.

DNS and RDNs apply to user accounts and any other objects within the directory.
When a computer account is created, the name used for the computer is used by LDAP as
the RDN. For example, if a computer were named COMP100, this would be its RDN.

Canonical Name

A canonical name is another way of showing the DN of an object. It contains the same
information, but shows it in a way that is easier to read. Using the example of the
BobSmith object, if we convert its DN to a canonical name, it would read:

syngress.com/Accounting/BobSmith

In the preceding example, the CN, OU, and DC components of the DN have been
removed and replaced with slashes (similar to the way in which a pathname to a file on a
DOS/Windows machine is notated with backslashes). The canonical format also reverses the
information. Rather than beginning with the lowest level component of the DN (in other
words, the object) and moving up through higher levels, it starts at the highest level of the
directory structure and works its way down to the object’s name. While it relates the DN of
an object, it removes the extraneous notations in the name and makes it easier to read.

Test DAY Tip
To avoid confusion between DNs, RDNs, and canonical names, try to remember

that they're all related in some way. The DN shows the exact location in the direc-
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tory, while the RDN identifies the object in relation to its location in the directory.
Canonical names are similar to DNs, but show the information in a different
format.

Installing Active Directory
to Create a Domain Controller

When Windows Server 2003 is installed on a computer, it doesn’t mean that the directory
is also installed. Active Directory is installed when you create a DC. It can be installed as
part of the Windows Server 2003 installation, and can also be installed on member servers,
which are computers running Windows Server 2003 that don’t have Active Directory
installed. A server without Active Directory installed on it can still deliver a variety of ser-
vices, file storage, and access to other resources, but until Active Directory is installed, it
can’t authenticate users or provide the other functions of a DC. Once Active Directory is
installed, the member server ceases to be a member server and becomes a DC.

To install Active Directory on a member server, the Active Directory Installation Wizard
(DCPROMO) is used. DCPROMO is a tool that promotes a member server to DC status.
Because a DC is a server with a writable copy of Active Directory installed on it, this tool
will install a copy of the directory database on the server, and configure the structure of
Active Directory based on your input. After Active Directory is installed, you can then per-
torm other tasks that will allow users of your network to access resources on the domain.

Exercise 1.01

INSTALLING ACTIVE DIRECTORY

As with many of the exercises in this book, this exercise should not be per-
formed on a production server. Moreover, while readers who have previous
knowledge of Active Directory can perform this exercise, those who are new to
Active Directory might want to read the next section to understand how Active
Directory works before attempting to install it.

1. From the Run command on the Windows Start menu, type DCPROMO
and then click OK.

2. A welcome screen will appear that identifies the program as the Active
Directory Installation Wizard. Click Next to continue.

3. An information screen will appear, warning that clients running
Windows 95 or Windows NT 4.0 SP3 and earlier won't be able to log
on to Windows Server 2003 DCs or access domain resources. Click Next
to continue.

15
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4. The Domain Controller Type screen appears after this, allowing you to
specify whether you want the server to be a DC for a new or existing
domain (see Figure 1.3). Selecting the Domain controller for a new
domain will allow you to create a new domain, while selecting
Additional domain controller for an existing domain will add this
server to a domain that already exists. Select the first of these options
to create a new domain. Click Next to continue.

Figure 1.3 Domain Controller Type Screen of Active Directory
Installation Wizard

Active Directory Installation Wizard

Domain Controller Type /
Specify the rale you want this server to have.

Do you want this server to become a domain controller for & new domain ar an
additional domain controller for an existing domain’?

& Domain controller for a new domairé

Select this option to create a new child domain, new domain tree, or new forest.
This zerver will become the first domain controller in the news domain.

" Additional domain comtraller for an existing domain
& Praceeding with thiz option will delete all local accounts on this server.

All cryptographic keps will be deleted and should be exported befare
continuing.

All encrypted data, such as EFS-enciypted files or e-mail, should be decrvpted
before continuing or it will be permanently inaccessible.

< Back I Mest » I Cancel |

5. The next screen allows you to configure or install DNS on the server. If
DNS is already running, then select Yes, | will configure the DNS
client. If not, select No, just install and configure DNS on this com-
puter. If you select Yes and DNS is not running, a warning screen will
appear informing you of this. If DNS isn’t running, select the second
option (No), and click Next to continue.

6. Enter the DNS name for the new domain (for example, syngress.com).
Click Next to continue.

7. As shown in Figure 1.4, the screen that appears next asks you to enter
the NetBIOS name for this domain, which older versions of Windows
will use to access the domain. Windows Server 2003 suggests a name
based on your previously entered DNS name. Accept the default value,
and click Next to continue.
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Figure 1.4 NetBIOS Domain Name Screen of the Active Directory
Installation Wizard

Active Directory Installation Wizard

MetBIOS Domain Name ¢
Specify a NetBIOS name for the new domain,

Thiz iz the name that users of earlier wersions of Windows will uze to identify the new
domain. Click Mest to accept the name shown, or kype a new name.

Domain MetBIOS name:

< Back I Mest > I Cancel |

8. The next screen, shown in Figure 1.5, allows you to specify where the
Active Directory database and log files will be stored. By default, this
will be a directory called NTDS in the systemroot folder. Accept the
default values and click Next to continue.

Figure 1.5 Database and Log Folders Screen of the Active Directory
Installation Wizard

Active Directory Installation Wizard E

Database and Log Folders /
Specify the folders to contain the Active Directory database and log files.

For best performance and recoverability, store the database and the log on separate
hard disks.

‘Where do you want to stare the Active Directory databaze?

Database folder:

Browse... |

‘where do you want to stare the Active Directory log?

Log folder:

C:ANWIMDOWSAHTDS Browse... |

< Back I Mext > I Cancel |

9. The next screen asks for the location of where public files that will be
copied to other DCs will be stored. By default, this is stored in the
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10.

11.

12.

13.

SYSVOL directory in the systemroot folder. Accept the default value and
click Next to continue.

The next screen is used to set proper permissions based on whether
you will be running server programs that were designed for pre-
Windows 2000 domains. If this were the case, you would select the
first option Permissions compatible with pre-Windows 2000 Server
operating systems. Selecting this will allow anonymous users to read
information on the domain, so it is best to select Permissions compat-
ible only with Windows 2000 or Windows Server 2003 operating
systems whenever possible. Assuming you will not be running such
software, select the second option, and click Next.

The following screen asks that you enter a password used when the
server is started in Directory Services Restore mode. This mode is used
to restore Active Directory after it has become damaged. Enter a pass-
word in the first field, and then enter it in the field below to confirm
your password. Click Next to continue.

The screen that appears next displays all the settings you chose for your
installation of Active Directory (see Figure 1.6). Review the summary
information that’s shown on this screen, and then click Next to continue.

Figure 1.6 Summary Screen of the Active Directory Installation Wizard

Active Directory Installation Wizard [ %]

Summary /
Feview and confirm the options you selected,

You chose to:
Configure thiz server az the first domain controller in a new forest of domain trees. =

The new domain name is knightware.ca. This is alzo the name of the new forest.
The MetBIOS name of the domain is KNIGHTWARE

D atabase folder: C:iWwWINDOWSSHTDS

Log file folder: C:MWINDOWSYNTDS

SEVOL folder: C:AwWINDOWSASYSVOL

The DMS service will be installed and configured on this computer. This computer
will be configured to use thiz DMS zerver az itz preferred DMS server.

To change an option, click Back. To begin the operation, click MNest.

< Back I Mest » I Cancel |

The wizard will proceed to install and configure Active Directory based
on your choices. Once this is done, click Finish.
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14. To complete the installation, you will need to restart Windows Server
2003. A message box will appear informing you of this, and giving the
options of restarting now or not. Click Restart Now.

Understanding How
Active Directory Works

Active Directory provides the ability to manage your network through a single source of
information. Using tools in Windows Server 2003, you can administer users, computers,
printers, and a variety of other resources. Changes made to objects in the directory are
replicated to other DCs. This ensures that each DC has an up-to-date copy of all directory
objects and their attributes.

A ExAam WARNING

Because of the logical, hierarchical structure of Active Directory, and the physical
components required for it to work, most of the questions you see on the exam
will indirectly or directly deal with the topics that follow. To understand Active
Directory, it is important that you understand what these components are, so you
can follow other issues discussed later in this book.

Directory Structure Overview

When you compare the directory structure of different organizations, you will find that
they are different. Active Directory is organized in a hierarchical structure that is built from
a variety of different components that represent elements of your network. For example,
there are user objects, computer objects, and various containers to organize them. The way
you organize these elements will make the hierarchical structure of Active Directory in
your company different from other companies. The components that are part of this hier-
archy (which we discuss in the sections that follow) include:

m  Sites

B Domains

B Trees

B Forests
B Objects
B DGCs

19
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In addition to these, we will also look at the components of Active Directory that are
used to organize and manage this hierarchy. These components are:

B GC

®  Schema

Active Directory allows you to administrate your network by dealing with the physical
and logical structure. The physical structure of your network consists of tangible elements
that make up your network, while the logical structure is used to organize components into
a hierarchy that matches the structure of your company. As we’ll see in the sections that
follow, sites represent the physical structure of a network, while domains, trees, and forests
represent the logical structure.

Sites

A site is one or more IP subnets connected by a fast and reliable link. The term subnet is
short for “subnetwork,” and refers to a group of neighboring computers that have been
subdivided within the network. Computers in the subnet use a different network ID from
those in other subnets, essentially becoming a smaller network within the network. Sites are
used to store information about the topology of your network in Active Directory, so that
the directory has information about the physical structure of the network.

Active Directory uses information about the physical elements of a network in a
number of ways. It allows Active Directory to determine the fastest connections between
sites, so that updates in the directory can be replicated to other DCs. Sites contain com-
puter and connection objects, which are used to configure replication between sites,
allowing this information to be copied in the fastest, most eftective way to DCs in other
sites. It is also useful to users, as it will allow each user to be authenticated by the DC that’s
closest to that user.

Although not required, it is a good idea to have a DC in each site. When a client logs
on to a domain, a DC must be contacted. The client will search the local site for a DC and
then, if one is not found, attempt to connect to DCs in other sites. If the client has to con-
nect to a DC in a different site, it might take a long time for the user to be authenticated.
Creating difterent sites will group computers together, so they will authenticate to the DC
that’s closest to them.

An important feature of a site is that subnets are well connected. This means that the links
between sites are reliable and fast. While determining what is fast can be subjective,
Microsoft has traditionally defined a fast link as being at least 512 Kbps, while acknowl-
edging that 128 Kbps or higher is sufficient. Because the bandwidth needed by an organi-
zation depends on the amount of data being transferred between sites, some companies will
require a greater bandwidth to meet their needs.

www.syngress.com



Active Directory Infrastructure Overview ¢ Chapter 1

As shown in Figure 1.7, there can be multiple domains in a site, or multiple sites in a
domain. Because sites represent the physical structure, they are different from domains, trees,
and forests (which we’ll discuss next) that represent the logical structure. Sites are separate
from these entities, and unfettered by issues that determine the logical structure of a
Windows Server 2003 network.

Figure 1.7 Sites Can Contain Multiple Domains, and Domains Can Contain
Multiple Sites

Domain Domain

Site

Site Site

Domain

Domains

Domains have been a cornerstone of a Microsoft network since the days of Windows NT. A
domain is a logical grouping of network elements, consisting of computers, users, printers, and
other components that make up the network and allow people to perform their jobs. Because
domains group these objects in a single unit, the domain acts as an administrative boundary, in
which you can control security on users and computers. In Windows Server 2003, a domain
also shares a common directory database, security policies, and (when other domains exist in
the network) relationships with other domains. They are important logical components of a
network, because everything is built upon or resides within the domain structure.

Sites and domains are different structures, and aren’t bound by one another. Just as a site
can include users and computers from multiple domains, domains can include multiple
sites. This allows you to have objects from different areas of your network in the same
domain, even if they’re in different subnets or geographical locations.
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In serving as an administrative boundary, each domain uses its own security policies.
Group policies can be applied at a domain level, so that any users and computers within
that domain are aftected by it. This allows you to control access to resources, password poli-
cies, and other configurations to everyone within the domain. These security settings and
policies only affect the domain, and won’t be applied to other domains in the network. If
large groups of users need different policies, you can either create multiple domains or
apply settings in other ways (for example, using OUs, which we’ll discuss later).

When a domain is created, a DNS domain name is assigned to identify it. DNS is used
on the Internet and other TCP/IP networks for resolving IP addresses to user-friendly
names. Because an Active Directory domain is integrated with DNS, this allows users, com-
puters, applications, and other elements of the network to easily find DCs and other
resources on the network.

As you can imagine, a significant number of objects can potentially exist within a
domain. To allow for significant growth in a network, Microsoft designed Active Directory
to support up to 10 million objects per domain. While Microsoft concedes this to be a the-
oretical estimate, the company provides a more practical estimate that each domain can sup-
port at least 1 million objects. In either case, chances are your domain will never reach
either of these limits. If it does, you’ll need to create additional domains, and split users,
computers, groups, and other objects between them.

Earlier in this chapter, we mentioned that updates to the directory are replicated to
other DCs, so that each has an identical copy of the directory database. We’ll explain repli-
cation in greater detail later in this chapter, but for now it is important to realize that Active
Directory information is replicated to every DC within a domain. Each domain uses its
own directory database. Because the information isn’t replicated to other domains, this
makes the domain a boundary for replication as well as for administration and security.

Domain Trees

Although domains serve as boundaries for administration and replication, this does not
mean that you should only use one domain until you reach the limit on the number of
objects supported per domain. That depends on your organizational structure. You might
want to use multiple domains for any of the following reasons:

B To decentralize administration

B To improve performance

B To control replication

B To use different security settings and policies for each domain

B If you have an large number of objects in the directory

For example, your company might have branch offices in several countries. If there is
only one domain, directory information will have to be replicated between DCs in each
country, or (if no DCs resides in those locations) users will need to log on to a DC in
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another country. Rather than replicating directory information across a WAN, and having
to manage disparate parts of the network, you could break the network into several
domains. For example, you might create one domain for each country.

Creating separate domains does not mean there will be no relationship between these
different parts of your network. Active Directory allows multiple domains to be connected
together in a hierarchy. As shown in Figure 1.8, a domain can be created beneath an
existing domain in the hierarchy. The pre-existing domain is referred to as a “parent
domain,” and the new domain created under it is referred to as a “child domain.” When this
is done, the domains share a common namespace. They also share a schema, configuration,
and GC, as do all domains in the same forest, whether or not they have a parent-child rela-
tionship (we’ll discuss these elements in greater detail later in this chapter).

As seen in Figure 1.8, domains created in this parent-child structure and sharing a
namespace belong to a domain tree. Trees follow a DNS naming scheme, so that the rela-
tionship between the parent and child domains is obvious and easy to follow. To conform to
this naming scheme, a child domain appends its name to the parent’s name. For example, if
a parent domain used the domain name sygress.com, a child domain located in the United
Kingdom might have the name uk.syngress.com. Names can also indicate the function of a
domain, rather than its geographical location. For example, the child domain used by devel-
opers might use the name dev.syngress.com. Because domain trees use a contiguous names-
pace, it is easy to see which domains are child domains of a particular parent domain.

Figure 1.8 A Domain Tree Consists of Parent and Child Domains in a
Contiguous Namespace

syngress.com

uk.syngress.com

pub.syngress.com

sales.syngress.com
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When a child domain is created, a two-way transitive trust relationship between the
parent and child domains is automatically created. A trust relationship allows pass-through
authentication, so users who are authenticated in a trusted domain can use resources in a
trusting domain. Because the trust between a parent and child domain is bidirectional, both
domains trust one another, so users in either domain can access resources in the other
(assuming, of course, that the users have the proper permissions for those resources).

The other feature of the trust relationship between parent and child domains is that
they are transitive. A transitive relationship means that pass-through authentication is trans-
ferred across all domains that trust one another. For example, in Figure 1.9, Domain A has a
two-way transitive trust with Domain B, so both trust one another. Domain B has a two-
way transitive trust with Domain C, so they also trust one another, but there is no trust
relationship between Domain A and Domain C. With the two-way transitive trust, Domain
C will trust Domain A (and vice versa) because both trust Domain B. This will allow users
in each of the domains to access resources from the other domains. Trusts can also be man-
ually set up between domains so that they are one-way and nontransitive, but by default,
transitive bidirectional trusts are used in domain trees and forests. These trusts are also
implicit, meaning that they exist automatically by default when you create the domains,
unlike explicit trusts that must be created manually.

Figure 1.9 Adjoining Domains in a Domain Tree Use Two-Way Transitive Trusts

/‘ Domain B \‘

Domain A Domain €

Forests

Just as domains can be interconnected into trees, trees can be interconnected into forests. A
forest is one or more domain trees that share the same schema, GC, and configuration
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information. As is the case with domain trees, domains in the same forests use two-way
transitive trusts between the roots of all domain trees in the forest (that is, the top level
domain in each tree) to allow pass-through authentication, so users can access resources in
domains throughout the forest. As shown in Figure 1.10, although trees require a con-
tiguous namespace, a forest can be made up of multiple trees that use different naming
schemes. This allows your domains to share resources across the network, even though they
don’t share a contiguous namespace.

Figure 1.10 A Forest Allows Multiple Domain Trees to Be Connected and Share
Information

syngress.com

pub.syngress.com  uk.syngress.com

sales.syngress.com rd knightware.ca

Every Active Directory structure has a forest, even if it only consists of a single domain.
When the first Windows Server 2003 DC is installed on a network, you create the first
domain that’s also called the forest root domain. Additional domains can then be created that are
part of this forest, or multiple forests can be created. This allows you to control which trees are
connected and can share resources with one another (within the same forest), and which are
separated so that users can’t search other domains sharing the GC (in separate forests).

Organizational Units

When looking at domain trees, you might think that the only way to create a directory
structure that mirrors the organization of your company is to create multiple domains.
However, in many companies, a single domain is all that’s needed. To organize Active
Directory objects within this single domain, OUs can be used.

As we mentioned earlier, OUs are containers that allow you to store users, computers,
groups, and other OUs. By placing objects in different OUs, you can design the layout of
Active Directory to take the same shape as your company’s logical structure, without cre-
ating separate domains. As shown in Figure 1.11, you can create OUs for different areas of
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your business, such as departments, functions, or locations. The users, computers, and groups
relating to each area can then be stored inside the OU, so that you can find and manage
them as a single unit.

Figure 1.11 Organizational Units Can Contain Other Active Directory Objects
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OUs are the smallest Active Directory unit to which you can delegate administrative
authority. When you delegate authority, you give specific users or groups the ability to
manage the users and resources in an OU. For example, you can give the manager of a
department the ability to administer users within that department, thereby alleviating the
need for you (the network administrator) to do it.

Active Directory Components

When looking at the functions of domains, trees, forests, and OUs, it becomes apparent that
each serves as a container. These container objects provide a way to store other components
of Active Directory, so that they can be managed as a unit and organized in a way that
makes administration easier. OUs also provide the added feature of allowing nesting, so that
you can have one OU inside another.

The bulk of components in Active Directory, however, are objects that represent indi-
vidual elements of the network (in Novell’s NDS structure, these are called leaf objects, in
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keeping with the tree analogy, because they are at the end of the hierarchical “branch” and
don’t contain any other objects). Objects are divided into classes, and each object class
includes a set of attributes, which are properties that hold data on characteristics and config-
urations. Just as people are defined by their characteristics (for example, eye and hair color,
height, weight), attributes define an object. A printer object might have attributes that
include the make, model, and configuration information related to that device, whereas a
user object would include attributes such as username, password, and other data that defines
the user. As we’ll see in Chapter 2, these various objects populate the directory, and are used
to manage such things as user, computer, and group accounts.

Logical vs. Physical Components

The components making up Active Directory can be broken down into logical and physical
structures. Logical components in Active Directory allow you to organize resources so that
their layout in the directory reflects the logical structure of your company. Physical compo-
nents in Active Directory are similarly used, but are used to reflect the physical structure of
the network. By separating the logical and physical components of a network, users are
better able to find resources, and administrators can more eftectively manage them.

Many directories are designed to follow the logical structure of an organization. You're
probably familiar with organizational charts; maps that show the various departments in a
company, and illustrate which departments are accountable to others. In such a map, a
Payroll department might appear below the Finance department, even though they are
physically in the same oftice. Just as the chart allows you to find where a department falls in
the command structure of a company, the logical structure of a directory allows you to find
resources based on a similar logical layout. As we saw earlier, you can organize your net-
work into forests, trees, and domains, and then further organize users and computers into
OUs named after areas of your business. A map of the directory structure can be organized
to appear identical to the logical structure of the company.

Physical components are used to design a directory structure that reflects the physical
layout, or topology, of the network. For example, as we saw earlier, a site is a combination of
subnets, and a DC is a server that has a copy of the directory on it. DCs are physically
located at specific locations in an organization, while subnets consist of computers using the
same grouping of IP addresses. In both cases, you could visit a room or building and find
these components. Thus, physical components can be used to mirror the physical structure
of an organization in the directory. As illustrated in Figure 1.12, this makes the physical
structure considerably different from the logical structure of a network.
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Figure 1.12 Logical Structure vs. Physical Structure
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DCs are used to manage domains. As mentioned, the directory on a DC can be modified,
allowing network administrators to make changes to user and computer accounts, domain
structure, site topology, and control access. When changes are made to these components of
the directory, they are then copied to other DCs on the network.

Because a DC is a server that stores a writable copy of Active Directory, not every
computer on your network can act as a DC. Windows Server 2003 Active Directory can
only be installed on Microsoft Windows Server 2003, Standard Edition; Windows Server
2003, Enterprise Edition; and Windows Server 2003, Datacenter Edition. Servers running
other the Web Edition of Windows Server 2003 cannot be DCs, although they can be
member servers that provide resources and services to the network.

When a DC is installed on the network, the first domain, forest, and site are created
automatically. Additional domains, forests, and sites can be created as needed, just as addi-
tional DCs can be added. This allows you to design your network in a way that reflects the
structure and needs of your organization.

While only one DC is required to create a domain, multiple DCs can (and usually
should) be implemented for fault tolerance and high availability. If more than one DC is
used and one fails, users will be able to log on to another DC that is available. This will
allow users to continue working while the DC is down. In larger companies, a number of
DCs can be added to accommodate significant numbers of users who might log on and log
off at the same time of day or need to access resources from these servers.
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A Exam WARNING

Windows Server 2003 computers can be promoted to DCs by installing Active
Directory on them. To install Active Directory, the Active Directory Installation
Wizard (invoked by running DCPROMO.EXE) is used. Information provided during
the installation is used to add the server to an existing domain, or to create a new
domain, forest, and site if the DC is the first one installed on a network.

Master Roles

Certain changes in Active Directory are only replicated to specific DCs on the network.
Operations Masters are DCs that have special roles, keeping a master copy of certain data in
Active Directory and copying data to other DCs for backup purposes. Because only one
machine in a domain or forest can contain the master copy of this data, they are also
referred to as Flexible Single Master Operations (FSMO) roles.

Five different types of master roles are used in an Active Directory forest, each pro-
viding a specific purpose. Two of these master roles are applied to a single DC in a forest
(forestwide roles), while three others must be applied to a DC in each domain (domain-
wide roles). In the paragraphs that follow, we will look at each of these roles, and discuss
how they are significant to Active Directory’s functionality.

Forestwide master roles are unique to one DC in every forest. There are two master

roles of this type:

®  Schema Master

B Domain Naming Master

The Schema Master is 2 DC that is in charge of all changes to the Active Directory
schema. As we’ll see in the next section, the schema is used to define what object classes
and attributes are used within the forest. The Schema Master is used to write to the direc-
tory’s schema, which is then replicated to other DCs in the forest. Updates to the schema
can be performed only on the DC acting in this role.

The Domain Naming Master is a DC that is in charge of adding new domains and
removing unneeded ones from the forest. It is responsible for any changes to the domain
namespace. Such changes can only be performed on the Domain Naming Master, thus pre-
venting conflicts that could occur if changes were performed on multiple machines.

In addition to forestwide master roles, there are also domainwide master roles. There are
three master roles of this type:

B Relative ID (RID) Master
B Primary domain controller (PDC) Emulator

B Infrastructure Master
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Test DAy Tip
Remember that there is only one forestwide master for each role in a forest, and

one domainwide master for each role in a domain. There can only be one Schema
Master and Domain Naming Master per forest. In other words, if there were two
forests, then there would be one Schema Master and one Domain Naming Master
in each forest. In the same way, there can only be one RID Master, PDC Emulator,
and Infrastructure Master per domain. Although multiple domains can exist in a
forest, there can only be one RID Master, PDC Emulator, and Infrastructure Master
in each domain

The RID Master is responsible for creating a unique identifying number for every
object in a domain. These numbers are issued to other DCs in the domain. When an object
is created, a sequence of numbers that uniquely identifies the object is applied to it. This
number consists of two parts: a domain security ID (SID) and a RID.The domain SID is
the same for all objects in that domain, while the RID is unique to each object. Instead of
using the name of a user, computer, or group, this SID is used by Windows to identify and
reference the objects. To avoid potential conflicts of DCs issuing the same number to an
object, only one RID Master exists in a domain, to control the allocation of ID numbers to
each DC, which the DC can then hand out to objects when they are created.

The PDC Emulator is designed to act like a Windows NT primary DC. This is needed
if there are computers running pre-Windows 2000 and XP operating systems, or if
Windows NT backup domain controllers (BDCs) still exist on the network. The PDC
Emulator is responsible for processing password changes, and replicating these changes to
BDCs on the network. It also synchronizes the time on all DCs in a domain so servers
don’t have time discrepancies between them. Because there can only be one Windows NT
PDC in a domain, there can be only one PDC Emulator.

Even if there aren’t any servers running as BDCs on the network, the PDC Emulator
still has a purpose in each domain. The PDC Emulator receives preferred replication of all
password changes performed by other DCs within the domain. When a password is
changed on a DC, it is sent to the PDC Emulator. The PDC Emulator is responsible for
this because it can take time to replicate password changes to all DCs in a domain. If a user
changes his or her password on one DC and then attempts to log on to another, the second
DC he or she is logging on to might still have old password information. Because this DC
considers it a bad password, it forwards the authentication request to the PDC Emulator to
determine whether the password is actually valid. Whenever a logon authentication fails, a
DC will always forward it to the PDC Emulator before rejecting it.

The Infrastructure Master is in charge of updating changes made to group memberships.
When a user moves to a different domain and his or her group membership changes, it can
take time for these changes to be reflected in the group.To remedy this, the infrastructure
manager is used to update such changes in its domain. The DC in the Infrastructure Master
role compares its data to the GC, which is a subset of directory information for all domains
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in the forest. When changes occur to group membership, it then updates its group-to-user
references and replicates these changes to other DCs in the domain.

Schema

The schema is a database that is used to define objects and their attributes. Information in
the schema is used to control the types of objects (classes) that can be created in Active
Directory, and the additional properties (attributes) associated with each. In other words, the
schema determines what you can create in Active Directory, and the data that can be used
to configure these objects.

The schema is made up of classes and attributes. Object classes define the type of
object, and include a collection of attributes, which are used to describe the object. For
example, the User class of object contains attributes made up of information about the
user’s home directory, first name, last name, address, and so on. While the object class deter-
mines the type of object that can be created in Active Directory, the attributes are used to
provide information about it. An object’s attributes are also known as its properties, and in
most cases, you can configure its attributes by editing its properties sheet (usually accessed
by right clicking the object and selecting Properties).

Active Directory comes with a wide variety of object classes, but additional ones can be
created if needed. Because the schema is so important to Active Directory’s structure, exten-
sions (additions and modifications) to the schema can only be made on one DC in the
forest. Modifications to the schema can only be made on the DC that’s acting in the Schema
Master role. Schema information is stored in a directory partition of Active Directory, and is
replicated to all DCs in a forest.

Attributes are created using the Active Directory Schema snap-in for the Microsoft
Management Console (MMC) (which we’ll discuss later in this chapter). When a new class
or attribute is added to the schema, it cannot be deleted. If a class or attribute is no longer
needed, it can only be deactivated, so it cannot be used anymore. Should the class or
attribute be needed later, you can then reactivate it.

Global Catalog

As anyone who's tried to search a large database can attest, the more data that’s stored in a
database, the longer it will take to search. To improve the performance of searching for
objects in a domain or forest, the GC is used. The GC server is a DC that stores a copy of
all objects in its host domain, and a partial copy of objects in other domains throughout the
torest. The partial copy contains objects that are most commonly searched for. Because the
GC contains a subset of information in Active Directory, less information needs to be repli-
cated, and increases performance when users search for specific attributes of an object.

In addition to being used for searches, the GC is also used to resolve UPNs that are
used in authentication. As discussed earlier, the UPN has a format like an e-mail address. If
a user logs on to a DC in a domain that doesn’t contain the account, the DC will use the
GC to resolve the name and complete the logon process. For example, if a user logged on
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with the UPN myname@us.syngress.com from a computer located in ca.syngress.com, the
DC in ca.syngress.com would be unable to find the account in that domain. It would then
use the GC to find and authenticate the user’s account.

The GC is also used to store information on Universal Group memberships, in which
users from any domain can be added and allowed access to any domain. We’ll discuss groups
in greater detail in Chapter 2. When a user who is a member of such a group logs on to a
domain, the DC will retrieve his or her Universal Group membership from the GC. This is
only done if there is more than one domain in a forest.

The GC is available on DCs that are configured to be GC servers. Creating a GC
server is done by using the Active Directory Sites and Services snap-in for the MMC
(which we’ll discuss later in this chapter). After a GC server is configured, other DCs can
query the GC on this server.

Replication Service

The Windows Server 2003 replication service is used to replicate Active Directory between
DCs, so that each DC has an up-to-date copy of the directory database. Because each DC
has an identical copy of the directory, they can operate independently, allowing users to be
authenticated and use network resources if one of the DCs fails. This allows Windows
Server 2003 DCs to be highly reliable and fault tolerant.

Multimaster replication is used to copy changes in the directory to other DCs. With
multimaster replication, DCs work as peers to one another, so that any DC accepts and
replicates these updates (with the exception of the special types of data for which an
Operations Master is assigned). Rather than having to make changes on a primary DC,
changes can be made to the directory from any DC.

Replication occurs automatically between DCs, and generally, no additional configura-
tion is required. However, because there are times when network traftic will be higher, such
as when employees log on to DCs at the beginning of the workday, replication can be con-
figured to occur at specific times. This will enable you to control replication traffic so it
doesn’t occur during peak hours.

To replicate the directory eftectively, Windows Server 2003 uses the Knowledge
Consistency Checker (KCC) to generate a replication topology of the forest. A replication
topology refers to the physical connections used by DCs to replicate the directory to other
DCs within the site and to DCs in other sites. After initially creating a replication topology,
the KCC will review and modify the topology at regular intervals. This allows it to see if
certain connections or DCs are unavailable, and if changes need to be made as to how
replicated data will be transferred to other DCs.

Replication is handled differently within a site as opposed to when the directory is
replicated to other sites. Intra-site replication (in which Active Directory is replicated within a
site) 1s handled by using a ring structure. The KCC builds a bidirectional ring, in which
replication data is passed between DCs in two directions. Because the data is only being
transferred within the site, the replicated data isn’t compressed.
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The KCC creates at least two connections to each DC, so if one connection fails, the
other can be used. For example, in Figure 1.13, connections that are functional are shown
with a straight line, while broken connections are shown with dotted lines. Because one of
the four servers in Figure 1.13 has failed, replication data cannot be passed through it, so
another connection between the servers is used. Using multiple connections provides fault
tolerance.

Figure 1.13 Replication Topology

Domain Controller

Domain Controller Domain Controller

Domain Controller

Intra-site replication is automated to occur at regular intervals, and only occurs when
DCs are notified of a change. By default, when a change is made on a DC, it will wait 15
seconds and then send notification to its closest replication partner. If it has more than one
replication partner, it will send out notifications in three-second intervals to each additional
partner. When a partner receives this notification, it will send out a request for updated direc-
tory information to the original DC, which then responds by sending the updated data. The
exception to this process is when an account is locked out, the DC account is changed, or
there are changes in account lockout policy or domain password policy. In these circum-
stances, there is no 15-second waiting period, and replication occurs immediately.

Replication between sites is called inter-site replication. Because the bandwidth between
sites might be slower than that within a site, inter-site replication occurs less frequently and
is handled differently. Rather than informing other DCs shortly after a change occurs, repli-
cation occurs at scheduled times. Information about site link objects is used to determine the
best link to use for passing this data between sites.

Site links are used to define how sites replicate Active Directory information between
one another. These objects store data controlling which sites are to replicate traffic between
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one another, and which should be used over others. For example, you might have an ISDN
connection between your offices and one located overseas. If the overseas link were slower

and more costly to use than others, you could configure the link so it is only used as a last

resort. Through the site link object, the fastest and least expensive connection between sites
is used for replication.

A DC acts in the role of an inter-site topology generator in each site, and serves the
purpose of building this topology. It considers the cost of different connections, whether
DCs are available, and whether DCs have been added to sites. By gathering this informa-
tion, the KCC can then update the topology as needed, and provide the method of passing
data between the sites.

How often replication occurs is configurable, so that it occurs as frequently or infre-
quently as your needs dictate. By default, inter-site replication occurs every 180 minutes
(three hours), and will use the site link to meet this schedule 24 hours a day, 7 days a week.
The frequency of replications can be modified as needed to occur at certain times and days
of the week.

Using Active Directory
Administrative Tools

Just as organizations have the tendency to grow and change, so do the networks they use. In
a Windows Server 2003 network, the number of domains, sites, OUs, users, computers, and
other objects populating Active Directory can grow exponentially with a business. Every
new employee needs a new account, and every new computer added to the network means
another object added to the directory. Even when growth is limited, there can be a consid-
erable amount of maintenance to these objects, such as when users change jobs, addresses,
or other issues that involve changes to information and access. To aid administrators with
these tasks, Active Directory provides a number of tools that make management easier.

Two types of administrative tools can be used to manage Active Directory. Windows
Server 2003 provides a variety of new command-line tools that individually administer dif-
ferent aspects of the directory and its objects. By clicking on the Windows Start menu and
clicking Programs | Accessories | Command Prompt (or simply clicking Start | Run
and typing cmd), a prompt will appear allowing you to enter these commands and control
objects and elements of Active Directory. The other method of managing Active Directory is
with tools using a graphical user interface (GUI). These tools allow you to point and click
through objects, and modify them using a graphical display. Most of the graphical tools are
available through the Start | Programs | Administrative Tools menu.
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Command-Line Tools

Windows Server 2003 includes a number of tools that weren’t available for admin-
istration of Active Directory in Windows 2000. These tools run from the command
prompt, and can perform tasks that could previously only be performed using the
GUI consoles. Using these tools, you can connect to remote servers and make mod-
ifications to the directory without the added overhead of a GUI interface. Because
many tasks can be performed through the MMC (which we'll discuss next) or text-
based commands, this provides a greater freedom of choice for administrators on
how these tasks are performed.

Command-line tools are particularly beneficial for administrators who were
experienced with DOS or other network operating systems that used command-line
tools (such as Novell NetWare and UNIX). While using these tools requires the user
to switch from one tool to another and manually type each command, users might
find that they can perform common tasks faster through this interface rather than
with the GUI.

Command-line tools are also useful for administrators who want to schedule
tasks at a certain time, or automate tasks in other ways. By running the commands
through scripts or batch files, or invoking them through other applications devel-
oped in-house, you can automate certain tasks and make administration easier.
Allowing these commands to be invoked in these ways can also be useful for
allowing users to perform management tasks with which they aren’t familiar.
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Graphical Administrative Tools/MMCs

A primary administrative tool for managing Windows Server 2003 and Active Directory is
the Microsoft Management Console (MMC). The MMC isn’t 2 management tool in itself,
but an interface that’s used to load snap-ins that provide administrative functionality. Snap-
ins provide a specific functionality, or a related set of functions. Because of the design of the
MMC interface, you can load several snap-ins into one console, and create custom tools to
deal with specific tasks. In addition, because these snap-ins run in the same environment, it
becomes easier to learn how to use these tools because you don’t have to learn a different
interface for each.

MMCs can be started by opening pre-made consoles that are available under the
Administrative Tools folder in the Windows Start menu. An empty MMC can be started
by using the Run command in the Windows Start menu. By typing MMC in the Run
command in the Windows Start menu, an empty MMC will start as shown in Figure 1.14.
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Figure 1.14 Microsoft Management Console

File  Action  Miew Favorites  Window  Help

- BB 2

"fi Conzole Root [_ (O] %]
Ci ot Mame I

There are no items to show in this view.

The windows appearing in the MMC are interfaces with individual snap-ins or custom
console files. Each child window in the MMC has two panes. The left pane displays the
console tree, which is a hierarchical display of tools available through the console. These can
be multiple snap-ins that have been loaded into the MMC and saved as a custom console.
The right pane is called the detail pane, and provides commands and information relating
to what is selected in the console tree.

You can add snap-ins for specific tasks by clicking on the File menu and selecting
Add/Remove Snap-in. When this is done, a new dialog box will appear with two tabs:
Standalone and Extensions.

The Standalone tab is used for standalone snap-ins, which are designed to run without
any additional requirements. The Extensions tab is used to load a special type of snap-in,
called an extension snap-in. These are used to add additional functions to a standalone snap-
in that’s already been installed.

The Standalone tab is used to add or remove snap-ins from the console. As shown in
Figure 1.15, clicking the Add button on this tab will display a list of available standalone
snap-ins. After selecting the one you want to add, click the Add button on this dialog.
Clicking Close will exit this screen, and return you to the previous one, which will now
include your selected snap-ins in a list of ones to install in this console. Clicking OK con-
firms the selection, and installs them.
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Figure 1.15 Add/Remove Snap-in Dialog Box
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As you can see by in Figure 1.15, there are three snap-ins available for Active Directory:

B Active Directory Users and Computers
B Active Directory Domains and Trusts

B Active Directory Sites and Services

While we’ll discuss each of these in the sections that follow, it is important to realize
that these aren’t the only snap-ins that you can use with Windows Server 2003. The MMC
supplies these three snap-ins for use with Active Directory, but others are also available for
specific purposes and management tasks. Each has an individual functionality or set of
related functions for administering Windows Server 2003 and Active Directory.

NoTE

Note that although the three Active Directory-related snap-ins are available to be
added to a custom MMC, each is already installed in a separate pre-configured
MMC available through the Administrative Tools menu.

Because multiple snap-ins can be added and configured in the MMC, you can create
custom consoles to perform specific tasks. After setting up a console, you can save it to a file
that has the .msc extension. The console can be saved in one of two modes: Authoring

and User.

Authoring mode is used to provide full access to the functions of an MMC console.
When saved in this mode, users who open the console can add and remove snap-ins, create
new Windows, create Favorites and taskpads, view everything in the console tree, and save

consoles.
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User mode is used to limit another user’s ability to use certain functions of the console.
If you were creating a console for users to perform a specific task, but didn’t want them to
access other functions, then User mode would be ideal. There are three access levels for
User mode:

Full Access The same as Author mode, except that snap-ins can’t be added or
removed, console settings can’t be changed, and users can’t create Favorites and

taskpads.

Limited Access, Multiple Windows Allows users to view parts of the console
tree that were visible when the console was saved, and prohibits users from closing
existing windows. Users can, however, create new windows.

Limited Access, Single Window Also allows users to access parts of the con-
sole tree that were visible when the console was saved, but prohibits users from
creating new windows.

Test DAY Tip

The exam will test you on your knowledge of Active Directory, and how to use the
tools that come with Windows Server 2003. Remember that the MMC allows you
to load snap-ins to perform specific tasks, and can also be used to create custom
consoles that provide limited functionality.

Active Directory Users and Computers

The Active Directory Users and Computers console is one of the MMC snap-ins for use
with Active Directory. It allows you to administer user and computer accounts, groups,
printers, OUs, contacts, and other objects stored in Active Directory. Using this tool, you
can create, delete, modify, move, organize, and set permissions on these objects.

As shown in Figure 1.16, when this tool is loaded, a node will appear in the console
tree (left pane) showing the domain. Expanding this node will show a number of containers
that are created by default. While additional containers can be created, the ones that appear
here after creating a DC are:

Builtin
Computers
Domain Controllers

Users

These containers store objects that can be managed with this tool, and allow you to
view and modify information related to these different objects.
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Figure 1.16 Active Directory Users and Computers
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The Builtin container holds groups that were created by Windows Server 2003, and can
be used to control access. You can add users to these Builtin groups to give them the ability
to perform certain tasks. For example, rather than allowing everyone in the I'T department
to use the same Administrator account, users can be added to the built-in Administrators
group. This gives them the ability to administer Windows Server 2003, but allows you to
track which person with this level of security performed certain tasks.

The Computers container is used to store computer objects. These are (as the name
implies) computers running on the network that have joined the domain and have accounts
created in Active Directory. The Computers container can also include accounts used by
applications to access Active Directory.

The Domain Controllers container contains objects representing DCs that reside in the
domain. The ones shown in this container are ones running Windows 2000 Server and
Windows Server 2003. Earlier versions are not displayed.

The Users container is used to store user accounts and groups. Users and Groups that
appear in this container are ones that were created using application programming inter-
faces (APIs) that can use Active Directory, and ones that were created in Windows NT
prior to upgrading.

Additional containers can be displayed when Active Directory Users and Computers is
running with Advanced Features activated.You can enable Advanced Features by clicking
on the menu item with this name, found in the View menu. When Advanced Features have
been activated, LostAndFound and System containers are displayed in the left console tree.

The LostAndFound container is used to store stray objects whose containers no longer
exist. If an object 1s created at the same time its container is deleted, or if it is moved to a
location that’s missing after replication, the object is placed in this container. This allows you
to manage the lost object, and move it to a container that does exist.

39
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The System container is used for system settings. These are built-in settings for con-
tainers and objects used by Active Directory and Windows Server 2003.

Active Directory Domains and Trusts

The Active Directory Domains and Trusts console is used to manage domains and the trust
relationships between them. As shown in Figure 1.17, the console tree of this tool includes
a node for domains making up the network. By selecting the Active Directory Domains
and Trusts node, a listing of domains will appear in the right pane. Using this tool, you can
create, modify, and delete trust relationships between domains, set the suffix for UPNs, and
raise domain and forest functional levels. This enables administrators to control how
domains function, and how they interoperate.

Figure 1.17 Active Directory Domains and Trusts
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Using the Active Directory Domains and Trusts console, you can create a variety of dif-
ferent types of trusts between domains and forests. Earlier, we discussed how parent and
child domains and domain trees use a two-way transitive trust to share resources between
domains. The two-way transitive trust means that both domains trust one another, as well as
any other domains with which they have similar trust relationships. In addition to this type
of trust, additional trusts can be created:

®m  Shortcut trust
®m  Forest trust

B Realm trust

B External trust
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A shortcut trust is transitive, and can be either one-way or two-way. This means that
either one domain can trust another but not vice versa, or both domains can trust each
other. This type of trust is used to connect two domains in a forest, and is particularly useful
when the domains are in different trees. By creating a shortcut, one domain can connect
with another quickly, improving logon times between domains. Connection is quicker
because, when two domains in different trees connect via the implicit trusts that exist by
default, the trust path must go all the way up the tree to the root domain, across to the
other tree’s root domain, and back down the second tree. A shortcut trust, as its name indi-
cates, creates a direct trust between the two domains in different trees.

To illustrate this, let’s look at the situation in Figure 1.18. If a user in DomainD wanted
to use resources in Domain2, he or she would be authenticating to a domain that is located
in a different tree. Without a shortcut trust, the connection would go through DomainA,
across the trust between the two trees to Domainl, and then to Domain2. With a shortcut
trust, DomainD and Domain2 would have a direct trust between them that could be used
for authentication. As we can also see in Figure 1.18, multiple shortcut trusts can exist,
allowing users to be authenticated to other domains that they commonly need to access.

Figure 1.18 Shortcut Trusts
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A forest trust 1s also transitive, and can be one-way or two-way. As shown in Figure 1.19,
this type of trust is used to connect two different forests, so that users in each forest can use
resources in the other. Using this type of trust, a user in a domain in one forest could be
authenticated and access resources located in a domain that’s in another forest. This allows
different areas of the network to be interconnected, even though they are separated by
administrative boundaries.

a1
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Figure 1.19 Forest Trust

DomainA

Domain1 \

/N
A Al D
/ DomainB DomainD

DomainC

Domain3

Forest 1 Forest 2

A realm trust can be one-way or two-way, and can also be either transitive or nontransi-
tive. Nontransitive means that the trust relationship doesn’t extend beyond the two parties.
For example, let’s say DomainA trusts DomainB, and DomainB trusts DomainC. Because
the trust is nontransitive, DomainA and DomainC don’t trust one another because there
isn’t a trust relationship between them. As shown in Figure 1.20, the realm trust is used
when a relationship needs to be created between a Windows Server 2003 domain and a
non-Windows realm that uses Kerberos version 5 (such as one running UNIX).

e

UNIX Realm

Figure 1.20 Realm Trust
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The final type of trust that can be created is an external trust. An external trust is always
nontransitive, and can be either one-way or two-way. As shown in Figure 1.21, this type of
trust is used to create a relationship between a Windows Server 2003 domain and one run-
ning Windows NT 4.0. It can also be used to connect two domains that are in different
forests, and don’t have a forest trust connecting them.

Figure 1.21 External Trust
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The Active Directory Domains and Trusts console is also used for raising domain and
forest levels, which enables additional features in Active Directory. Raising domain and
forest functional levels depends on what operating systems are running on servers, and is
something we discuss in greater detail later in this chapter.

A\ ExAm WARNING

The Active Directory Domains and Trusts console allows you to create different
types of trust relationships to share information and resources between forests,
domains, and non-Windows Server 2003 networks. You can create one- and two-
way transitive trusts, forest trusts, realm trusts, external trusts, and shortcut trusts.
Each has a specific use, and cannot be used in all circumstances. You should famil-
iarize yourself with the use of each type of trust.
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Active Directory Sites and Services

Earlier in this chapter, we discussed how sites represent the physical structure of your net-
work, and are important to replicating information in Active Directory. The Active
Directory Sites and Services console is used to create and manage sites, and control how
the directory is replicated within a site and between sites. Using this tool, you can specify
connections between sites, and how they are to be used for replication.

As shown in Figure 1.22, the Active Directory Sites and Services console has a number
of containers that provide information and functions on creating and maintaining sites.
When a domain is first installed on a DC, a site object named Default-First-Site-Name is
created. This container can (and should) be renamed to something that is meaningful to the
business. As mentioned earlier, additional sites can be created to improve replication
between sites, or domains can be added to this existing site.

Figure 1.22 Active Directory Sites and Services
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The Inter-Site Transports container is used to create and store site links. A sife link is a
connection between sites. Links created under the IP container use the Internet Protocol
(IP) as their transport protocol, while those created under SMTP use the Simple Mail
Transfer Protocol (SMTP).

The Subnets container is used to create and store objects containing information about
subnets on your network. Subnets are collections of neighboring computers that are subdi-
vided within the network, using a common network ID. Using the Subnets container, you
can group different subnets together to build a site.

Now that we’ve looked at the MMC, and the snap-ins used to manage Active
Directory, let’s get a little hands-on experience. In Exercise 1.02, we’ll see how the MMC 1is
used to load the snap-ins we’ll use in future exercises.
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ExercISE 1.02

ADDING SNAP-INS TO THE
MicROSOFT MANAGEMENT CONSOLE

1.

From the Run command in the Windows Start menu, type MMC, and
click OK.

When the MMC opens, click the Add/Remove Snap-in command on
the File menu.

When the Add/Remove Snap-in dialog box appears, click the
Standalone tab to select it. Click the Add button.

When the Add Standalone Snap-in appears, select Active Directory
Domains and Trusts from the listing and then click the Add button.
An entry for this snap-in should appear in the listing in the
Add/Remove Snap-in dialog box.

Select Active Directory Sites and Services from the listing and then
click the Add button. An entry for this snap-in should appear in the
listing in the Add/Remove Snap-in dialog box.

Select Active Directory Users and Computers from the listing and
then click the Add button. An entry for this snap-in should appear in
the listing in the Add/Remove Snap-in dialog box.

Click Close to return to the previous screen. At this point, three entries
should appear in the Add/Remove snap-in dialog box. Click OK to
close the dialog.

The console tree in the MMC should now contain nodes for each snap-
in. Expand each snap-in and notice that they contain objects and infor-
mation relating to the aspects each snap-in deals with.

Command-Line Tools

Windows Server 2003 provides a number of command-line tools that you can use for man-

aging Active Directory. These tools use commands ed in at the prompt, and can provide
ging Active Directory. These tool ds typed t the prompt, and provid

a number of services that are useful in administering the directory. The command-line tools
for Active Directory include:

B Cacls Used to view and modify discretionary access control lists (DACLs) on files.

B Cmdkey Used to create, list, and delete usernames, passwords, and credentials.
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B Csvde Used to import and export data from the directory.

B Dcgpofix Restores Group Policy Objects (GPOs) to the state they where in
when initially installed.

B Dsadd Used to add users, groups, computers, contacts, and OUs.
B Dsget Displays the properties of an object in Active Directory.
B Dsmod Used to modify users, groups, computers, servers, contacts, and OUs.

B Dsmove Renames an object without moving it, or moves an object to a new
location.

B Ldifde Used to create, modify, and delete objects from Active Directory.
B Ntdsutil Used for general management of Active Directory.

B Whoami Provides information on the user who’s currently logged on.

In the sections that follow, we will briefly discuss each of these tools, and show you
how they can assist you in performing certain tasks when administering Active Directory.

Cacls

Cacls is used to view and modify the permissions a user or group has to a particular
resource. Cacls provides this ability by allowing you to view and change DACLs on files. A
DACL is a listing of access control entries (ACEs) for users and groups, and includes per-
missions the user has to a file. The syntax for using this tool is:

Cacls filename

Cacls also has a number of switches, which are parameters you can enter on the com-
mand line to use a specific functionality. Table 1.1 lists the switches for Cacls.

Table 1.1 Switches for the Cacls Tool

Parameter Description

/t Change the DACLs of files in the current directory
and all subdirectories.

/e Edit the DACL.

/r username Revokes the users’ rights.

/c Ignore any errors that might occur when changing
the DACL.

/g username:permission Grants rights to a specified user. Rights that can be

granted are: n (None), r (Read), w (Write), c
(Change), and f (Full Control).

Continued
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Table 1.1 Switches for the Cacls Tool

Parameter

Description

/p username:permission

/d username

Replaces the rights of a specified user. The rights
that can be replaced are: n (None), r (Read), w
(Write), c (Change), and f (Full Control).

Denies access to a specified user.

Cmdkey

Cmdkey 1s used to create, view, edit, and delete the stored usernames, passwords, and creden-
tials. This allows you to log on using one account, and view and modify the credentials of
another user. As with other command-line tools we’ll discuss, cmdkey has a number of
switches that provided needed parameters for the tool to function. Table 1.2 lists these

parameters .

Table 1.2 Switches for the Cmdkey Tool

Parameter

Description

/add:targetname

/generic
/smartcard

/user: username

/pass:password

/delete: {targetname | /ras}

/list: targetname

Adds a username and password to the list, and speci-
fies the computer or domain (using the targetname
parameter) with which the entry will be associated.

Adds generic credentials to the list.

Instructs cmdkey to retrieve credentials from a smart
card.

Provides the username with which this entry is to be
associated. If the username parameter isn’t provided,
you will be prompted for it.

Provides the password to store with this entry. If the
password parameter isn't provided, you will be
prompted for it.

Deletes the username and password from the list. If
the targetname parameter is provided, the specified
entry will be deleted. If /ras is included, the stored
remote access entry is deleted.

Lists the stored usernames and credentials. If the
targetname parameter isn't provided, all of the stored
usernames and credentials will be listed.

Csvde

Csvde is used to import and export data from Active Directory. This data is comma delimi-
tated, so that a comma separates each value. Exporting data in this way allows you to then
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import it into other applications (for example, Microsoft Office tools such as Access and
Excel). Table 1.3 lists the parameters for this command.

Table 1.3 Switches for the Csvde Tool

Parameter Description
-i Used to specify the import mode.
-f filename Specifies the filename to import or export data to.

-s servername
-c string1 string2

-v
-j path
-t portnumber

-d BaseDN
-p scope

-| LDAPAttributeList

-0 LDAPAttributelList
-9

-a username password

-b username domain password

Sets the DC that will be used to import or export data.

Replaces the value of string1 with string2. This is often
used when importing data between domains, and the
DN of the domain data is being exported from (string1)
needs to be replaced with the name of the import
domain (string2).

Verbose mode.
Specifies the location for log files.

The portnumber parameter is used to specify the LDAP
port number. By default, the LDAP port is 389 and the
GC port is 3268.

The BaseDN parameter is used to specify the DN of a
search base for data export.

Used to set the search scope. The value of the scope
parameter can be Base, Onelevel, or SubTree.

Specifies a list of attributes to return in an export query.
If this parameter isn’t used, then all attributes are
returned in the query.

Specifies a list of attributes to omit in an export query.
Used to omit paged searches.

Used to omit attributes that apply to certain objects in
Active Directory.

Specifies that binary values are to be omitted from an
export.

If errors occur during an import, this parameter speci-
fies that csvde should continue processing.

Specifies the username and password to be used when
running this command. By default, the credentials of
the user currently logged on are used.

Specifies the username, domain, and password to use
when running this command. By default, the creden-
tials of the user currently logged on are used.
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Dcgpofix
Dcgpofix is used to restore the default domain policy and default DC’s policy to they way
they were when initially created. By restoring these GPOs to their original states, any
changes that were made to them are lost. This tool has only two switches associated with it:
B /ignoreschema Ignores the version number of the schema.
B /target: {domain | dc | both} Specifies the target domain, DC, or both.
When the /ignoreschema switch is used, dcgpofix will ignore the version number of
Active Directory’s schema when it runs. This will allow it to work on other versions of
Active Directory, as opposed to the one on the computer on which degpofix was initially
installed. You should use the version of dcgpofix that was installed with your installation of

Windows Server 2003, as GPOs might not be restored if versions from other operating sys-
tems are used.

Dsadd

Dsadd is used to add objects to Active Directory. The objects you can add with this com-
mand-line tool are users, computers, groups, OUs, contacts, and quota specifications. To add
any of these objects, you would enter the following commands at the command prompt:

B dsadd user Adds a user to the directory

B dsadd computer Adds a computer to the directory
B dsadd group Adds a group to the directory

B dsadd on Adds an OU to the directory

B dsadd contact Adds a contact to the directory

B dsadd quota Adds a quota specification to the directory

While the commands for this tool are straightforward, there is a variety of arguments
associated with each. For full details on these arguments, type the command at the com-
mand prompt followed by /2. This will display a list of parameters for each command.

Dsget

Dsget is used to view the properties of objects in Active Directory. The objects you can
view with dsget are users, groups, computers, servers, sites, subnets, OUs, contacts, parti-
tions, and quota specifications. To view the properties of these objects, enter the following
commands:

B dsget user Displays the properties of a user
B dsget group Displays the properties of a group and its membership

B dsget computer Displays the properties of a computer
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B dsget server Displays the properties of a DC

B dsget site Displays the properties of a site

B dsget subnet Displays the properties of a subnet

B dsget ou Displays the properties of an OU

B dsget contact Displays the properties of a contact

B dsget partition Displays the properties of a directory partition

B dsget quota Displays the properties of a quota specification

While the commands for this tool are straightforward, there is a variety of arguments
associated with each. For full details on these arguments, type the command at the com-
mand prompt followed by /2. This will display a list of parameters for each command.

Dsmod

Dsmod 1s used to modify existing objects in Active Directory. The objects you can modify
using dsmod are users, groups, computers, servers, OUs, contacts, partitions, and quota spec-
ifications. To edit these objects, enter the following commands:

B dsmod user Modifies the attributes of a user in the directory

B dsmod group Modifies the attributes of a group in the directory

B dsmod computer Modifies a computer in the directory

B dsmod server Modifies the properties of a DC

B dsmod ou Modifies the attributes of an OU in the directory

B dsmod contact Modifies the attributes of a contact in the directory
B dsmod partition Modifies a directory partition

B dsmod quota Displays the properties of a quota specification

While the commands for this tool are straightforward, there is a variety of arguments
associated with each. For full details on these arguments, type the command at the com-
mand prompt followed by /2. This will display a list of parameters for each command.

Dsmove

Dsmove is used to either rename or move an object within a domain. Using this tool, you
can rename an object without moving it in the directory, or move it to a new location
within the directory tree.

A Exam WARNING

The dsmove tool can’t be used to move objects to other domains.
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Renaming or moving an object requires that you use the DN, which identifies the
object’s location in the tree. For example, if you have an object called JaneD in an OU
called Accounting, located in a domain called syngress.com, the DN is:

CN=JaneD, OU=Accounting, DC=syngress, DC=com
The —newname switch is used to rename objects using the DN. For example, let’s say

you wanted to change a user account’s name from JaneD to JaneM.To do so, you would
use the following command:

Dsmove CN=JaneD, OU=Accounting, DC=syngress, DC=com -newname JaneM
The —newparent switch is used to move objects within a domain. For example, let’s say
the user whose name you just changed was transferred from Accounting to Sales, which

you've organized in a different OU container. To move the user object, you would use the
tollowing command:

Dsmove CN=JaneM, OU=Accounting, DC=syngress, DC=com -newparent OU=Sales,

DC=syngress, DC=com

In addition to the —newname and —newparent switches, you can also use the parameters
listed in Table 1.4 to control how this tool is used.

Table 1.4 Switches for Dsmove

Parameter Description

{-s Server —d Domain} Specifies a remote server or domain to connect to. By
default, dsmove will connect to the DC in the domain
you logged on to.

-u Username Specifies the username to use when logging on to a
remote server.

-p {Password | *} Specifies the password to use when logging on to a
remote server. If you type the * symbol instead of a
password, you are then prompted to enter the pass-

word.
-q Sets dsmove to suppress output.
{-uc | -uco | -uci} Specifies dsmove to format input and output in

Unicode.

Ldifde

Ldifde is used to create, modify, and delete objects from the directory, and can also be used
to extend the schema. An additional use for this tool is to import and export user and
group information. This allows you to view exported data in other applications, or populate
Active Directory with imported data. To perform such tasks, 1difde relies on a number of
switches that enable it to perform specific tasks, listed in Table 1.5.
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Table 1.5 Switches for Ldifde

Parameter Description

-l Sets Idifde to import data. If this isn't specified, then
the tool will work in Export mode.

-f Filename Specifies the name of the file to import or export.

-s Servername

-c string1 string2

-v
-j path
-t portnumber

-d BaseDN
-p scope

-r LDAPfilter
-| LDAPAttributeList

-0 LDAPAttributelList

-a username password

-b username domain password

Specifies the DC that will be used to perform the
import or export.

Replaces the value of string1 with string2. This is
often used when importing data between domains,
and the DN of the domain data is being exported
from (string1) needs to be replaced with the name
of the import domain (string2).

Verbose mode.
Specifies the location for log files.
The portnumber parameter is used to specify the

LDAP port number. By default, the LDAP port is 389
and the GC port is 3268.

The BaseDN parameter is used to specify the DN of
a search base for data export.

Used to set the search scope. The value of the scope
parameter can be Base, Onelevel, or SubTree.

Specifies a search filter for exporting data.

Specifies a list of attributes to return in an export
query. If this parameter isn't used, then all attributes
are returned in the query.

Specifies a list of attributes to omit in an export
query.
Used to omit paged searches.

Used to omit attributes that apply to certain objects
in Active Directory.

Specifies that binary values are to be omitted from
an export.

If errors occur during an import, this parameter
specifies that Idifde should continue processing.

Specifies the username and password to be used

when running this command. By default, the cre-
dentials of the user who's currently logged on are
used.

Specifies the username, domain, and password to
use when running this command. By default, the
credentials of the user who's currently logged on
are used.
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managing Active Directory. Using Ntdsutil, you can:

Typing ntdsutil at the command prompt will load the tool and the prompt will change
to ntdsutil:. As shown in Figure 1.23, by typing help at the command line, you can view
different commands for the tasks being performed. After entering a command, typing help
again will provide other commands that can be used. For example, typing metadata
cleanup after first starting ntdsutil, and then typing help will display a list of commands
relating to metadata cleanup. This allows you to use the command as if you were navigating
through menus containing other commands.You can return to a previous menu at any

Perform maintenance of Active Directory

Perform an authoritative restore of Active Directory

Modity the Time To Live (TTL) of dynamic data

Manage domains

Manage data in the directory and log files

Block certain IP addresses from querying the directory, and set LDAP policies

Remove metadata from DCs that were retired or improperly uninstalled

Manage Security Identifiers (SIDs)

Manage master operation roles (Domain Naming Master, Schema Master,

linfrastructure Master, PDC Emulator, and RID Master)

time, or exit the program by typing Quit.

Figure 1.23 NTDSUTIL

Command Prompt - ntdsutil

?
Authoritative restore
Configurable Settings
Domain management
Files
Help
LDAF policies
Metadata cleanup
Popups xs
Quit
Roles
Security account management

D Cleanup
Semantic database analysis
Set DSRM Password

tor account password

ntdsutil:

G WINDOWS system32 > ntdsutil g

ntdsutil: help

Show this help information

Authoritatively restore the DIT database
Manage configurable settings

Prepare for new domain creation

Manage NIDS database files

Show this help information

Manage LDAP protocol policies

Clean up obhjects of decommissioned servers
{ensdis)able popups with "on' or “off"
Quit the utility

Manage NIDE role owner tokens

Manage Security fAccount Database - Duplicate 81

Semantic Checker
Reset directory service restore mode administrea

=l

53

www.syngress.com



54 Chapter 1 ¢ Active Directory Infrastructure Overview

Whoami

Whoami is a tool for displaying information about the user who is currently logged on.
Using this tool, you can view your domain name, computer name, username, group names,
logon identifier, and privileges. The amount of information displayed depends on the
parameters that are entered with this command. Table 1.6 lists the available parameters.

Table 1.6 Switches for Whoami

Parameter Description

/upn Displays the UPN of the user currently logged on.

/fqdn Displays the FQDN of the user currently logged on.

/logonid Displays the Logon ID.

/user Displays the username of the user currently logged on.

/groups Displays group names.

/priv Displays privileges associated with the currently logged-on user.
/fo format Controls the format of how information is displayed. The format

parameter can have the value of: table (to show output in a table
format), list (to list output), or csv to display in a comma-delimited
format.

/all Displays username, groups, SIDs, and privileges for the user currently
logged on.

Exercise 1.03

Using WHOAMI

1. From the Windows Start menu, click Command Prompt.

2. When the Command Prompt opens, type WHOAMI at the prompt and
then press the Enter key. The output will show the account you are
currently logged on with.

3. Type WHOAMI /UPN and then press Enter. The UPN of the currently
logged-on user will be displayed on the screen.

4. Type WHOAMI /FQDN and then press Enter. The FQDN of the user
that's currently logged on will appear on the screen.

5. Type WHOAMI /PRIV and then press Enter. A listing of privileges associ-
ated with the account you are currently logged on with should appear
on the screen.
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5. Type WHOAMI /ALL and then press Enter. As shown in Figure 1.24, a
listing of information relating to the account you're currently logged
on with will be listed on the screen.

Figure 1.24 Results of Using the WHOAMI /ALL Command

Command Prompt

C:“Documents and Settings“Administrator>whoami ~all -J
USER INFORMATION

User Mame SID

knightwaresadministrator 5-1-5-21-2331813139-2269155295-10845398712-588

GROUP INFORMATION

Group Mame Type SID
Attributes

Everyone WHell-known group S-1-1-A
Mandatory group,. Enahled by default. Enabled group
BUILTIN“Administrators Alias §-1-5-32-544

Handatory group, Enahled by default, Enabhled group, G
oup owner
BUILTIN“Users Alias §-1-5-32-545
Mandatory group,. Enahled by default. Enabled group 1|

Implementing Active Directory
Security and Access Control

Security is an important part of Windows Server 2003 and Active Directory. Two primary
methods of implementing security are user authentication and access control. Authentication
is used to verify the identity of a user or other objects, such as applications or computers.
After it’s been determined they are who or what they say they are, the process continues by
giving them the level of access they deserve. Access control manages what users (or other
objects) can use, and how they can use them. By combining authentication and access con-
trol, a user is permitted or denied access to objects in the directory.

Access Control in Active Directory

In Active Directory, permissions can be applied to objects to control how these objects are
used. Permissions regulate access by enforcing whether a user can read or write to an
object, has full control, or no access. Three elements determine a user’s access, and define
the permissions they have to an object:
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B Security descriptors
B Object Inheritance

®  Authentication

NoTE

Active Directory permissions are separate from share permissions (also called
shared folder permissions) and NTFS permissions (also called file-level permissions),
and work in conjunction with both.

Objects in Active Directory use security descriptors to store information about permis-
sions, and control who has access to an object. The security descriptor contains information
that’s stored in access control lists (ACLs), which define who can access the object and what
they can do with it. There are two different types of ACLs in the security descriptor:

B Security access control list (SACL)

B Discretionary access control list (DACL)

The SACL is used to track an object’s security based on how a user or group accesses
the object. For example, you can audit whether a user was able to access the object using a
particular permission (such as Read, Write, or Full Control). Information about what to
audit is kept in ACEs, which are stored within the SACL. These entries control what is
audited, and contain information about the events to be logged. In doing this, records can
be kept on the security of objects, and whether specific users or groups are able to success-
tully access them.

As we saw earlier, when we discussed command-line tools for Active Directory, a
DACL is a listing of ACEs for users and groups, and includes information about the permis-
sions that a user or group has to a file. The DACL controls whether a user is granted or
denied access to an object. ACEs in the DACL explicitly identify individual users and
groups, and the permissions granted to each. Because only users and groups identified in
the DACL can access an object in Active Directory, any user or group that isn’t specified is
denied access.

Active Directory places the permissions you can apply to objects into two categories:
standard permissions and special permissions. Standard permissions are those that are com-
monly applied to objects, whereas special permissions provide additional access control. For
most objects in Active Directory, five permissions are available as standard permissions:

B Full Control Allows the user to change permissions, take ownership, and have
the abilities associated with all other standard permissions.

B Read Allows the user to view objects, attributes, ownership, and permissions on
an object.
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object and selecting Properties.

Write Allows the user to change attributes on an object.
Create All Child Objects Allows the user to add objects to an OU.
Delete All Child Objects Allows the user to delete objects from an OU.

Permissions can be set on objects by using the Active Directory Users and
Computers snap-in for the MMC. As shown in Figure 1.25, you can set permissions by
using the Security tab of an object’s Properties dialog box. The Security tab is hidden in
the Properties dialog box, unless the Advanced Features menu item is toggled on the
View menu first. After this is done, you can then bring up the Properties dialog box by
selecting an object and clicking Properties on the Action menu, or right-clicking on the

Because changing permissions can cause major problems if done incorrectly, by
default the Security tab is hidden and needs to be enabled by turning on the
Advanced Features for Active Directory Users and Computers. Until this is done,
you will not be able to modify permissions.

Sales0U Properties
Generall M anaged Byl Objsct  Security |CDM+| Group F'olic}ll

Group or Liser names:

ﬂ Account Dperators (KMIGHTWARE \Account Operators)
!ﬁ Administratars [KMIGHTWARE \Administrators]

!ﬁ Authenticated Users

ﬁ Domain Adming [KMNIGHTWARE\Domain Adming)

Permissions for Administrators

]

|

Add.. Bemove |

Full Cartrol

Read

libe

Create All Child Objects

Drelete All Child Objects

Generate Fesultant Set of Policy(Logging)

g
EREEEO|F

For special permissions ar for advanced settings,
click Advanced

O 4

Adwanced |

o1

Cancel |

Apply

Figure 1.25 Permissions Are Set on the Security Tab of the Object’s Properties
[7]x]

The top pane of the Security tab lists users and groups, and the lower pane lists the var-
ious permissions that can be applied to these users and groups.You can set permissions by
selecting one of these users and groups, and checking the applicable permissions. Special
permissions can be set for objects by clicking the Advanced button, which displays a
dialog box where additional permissions can be applied.
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Because it would take a while to assign permissions to every object in Active Directory,
object inheritance can be used to minimize how often and where permissions are assigned.
Object inheritance refers to how the permissions of a parent object are inherited by child
objects. When permissions are applied to a container, they are propagated to objects within
that container. For example, if a group had Full Control permissions on an OU, the group
would also have Full Control of any of the printer objects within that OU. The permissions
of one object flow down to any objects within the hierarchy, so child objects have the same
permissions as their parents.

Since there might be times when you don’t want the permissions from a parent to
propagate to child objects, inheritance can be blocked. By clearing the Allow Inheritable
Permissions From Parent To Propagate To This Object check box, the permissions
from containers higher in the hierarchy are blocked. When this is done, any permissions
that are modified on parent objects don’t apply to the child. Permissions for the child
object must be explicitly assigned.

ExXercISE 1.04

SETTING PERMISSIONS ON ACTIVE DIRECTORY OBJECTS

1. Open Active Directory Users and Computers by clicking selecting
Administrative Tools in the Windows Start menu, and then clicking on
the Active Directory Users and Computers menu item.

2. When the MMC opens with this snap-in installed, expand the console
tree so that your domain and the containers within it are visible.

3. Select your domain from the console tree. From the Action menu,
select New and then click the Organizational Unit menu item. As
shown in Figure 1.26, when the dialog box appears, name the new OU
TestOU, and then click OK. A new OU with this name should now
appear in the console tree beneath your domain.

Figure 1.26 New Object Dialog Box

New Object - Organizational Unit

Createin.  knightware.ca/

Mame:
[Teston

Cancel
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4. In the View menu, click Advanced Features.
Select the TestOU OU. From the Action menu, click Properties.

When the Properties dialog box appears, click the Security tab. In the
list of usernames, select the name of the account you're currently
logged on with.

7. In the pane below the list of usernames and groups, click the Full
Control check box under Allow, so that a check mark appears in it. You
now have full control of the OU.

8. Click the Advanced button to display the Advanced Security Settings
dialog box. When the dialog box appears, click the Permissions tab. As
shown in the Figure 1.27. Ensure that the Allow inheritable permis-
sions from the parent to propagate to this object and all child
objects check box is checked. This will allow inheritable permissions to
be applied to this OU, and any within the container. Click OK to return
to the previous screen.

Figure 1.27 Advanced Settings Dialog Box
Advanced Security Settings for TestOU EHE
Permissions |Audilimg| Dwmerl Effective Perm\sswomsl

To view more information about special permissions, select a permizzion entry, and then click. Edit.

Permission entries:

Type Name Permission Inherited From fipply Ta =
Allow Authenticated Users Special <hot inherited> Thiz object only
Allowe Domain Admins (KNI Full Cantral <not inherited This object only
Allow EMTERFRISE DOM...  Special <hot inherited> Thiz object only
Allowe SYSTEM Full Cantral <not inherited This object only
Allow Account Operators ... Create/Delete | <not inherited> Thiz object only
Allowe Account Operators |, Create/Delete <not inherited This object only
Allow Account Operators ... Create/Delete ... <not inherited> Thiz object only =
Add... Edit... BRemave

I Allovs inheritable permissions from the parent to propagate to this object and all child objects. Include
these with entries explicitly defined here.

To replace all permission entries with the default settings, click Default. Diefault |

Learn more about sccess cortrol

oK I Cancel | Apply |

9. Click OK to exit the Properties dialog box.
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Role-Based Access Control

Access control can be managed based on the role an Active Directory object plays in an
organization. Since objects represent users, computers, and other tangible elements of an
organization, and these people and things serve different purposes in a company, it makes
sense to configure these objects so that they reflect the tasks they perform. Role-based admin-
istration is used to configure object settings, so that computers and users have the necessary
permissions needed to do their jobs based on the roles they fill.

The roles that users and computers are assigned correspond to the functions they serve
in a company. Two categories of roles can be used for role based access control: authoriza-
tion and computer configuration.

Authorization roles are based on the tasks a person performs as part of his or her job. For
example, Help Desk personnel would need the ability to change passwords, while accoun-
tants would need to be able to access financial information and audit transactions. Using
role-based access control, you can give each person the access he or she needs to perform
these tasks.

Authorization roles are similar to security groups, to which users can become members
and acquire a level of security that gives them the ability to perform certain tasks. However,
authorization roles differ in that they are used for applications. Role-based access can be
applied to a single application, set of applications, or a scope within the application. Another
important difference is that role-based authorization can be dynamic, so that users become
part of a group membership as an application runs. This is different from security groups
that require membership to be set beforehand.

In the same way that users have difterent purposes in a company, so do computers. A
business might have DCs, mail servers, file servers, Web servers, and any number of other
machines providing services to users and applications in an organization. Computer configura-
tion roles are used to control which features, services, and options should be installed and
configured on a machine, based on the function it serves in the company.

Authorization Manager

Authorization Manager is a snap-in for the MMC that allows you to configure role-based
access for applications. By using roles, you ensure that users only have access to the func-
tions and resources they need to perform their jobs, and are prohibited from using other
features and resources they’re not authorized to use. For example, personnel in Payroll
would need to view information on employees (so they can be paid), but wouldn’t need to
access administrative features that allow them to modify passwords.

In Authorization Manager, roles are designed based on the tasks that are supported by
the application. After the role is developed, users and groups can then be assigned to the
role so they have the access necessary to perform these tasks. The tasks that are available for
users to use depend on the application, as the ability to support roles and the functions
available are part of the software design.
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Active Directory Authentication

When you log on to a Windows Server 2003 domain, a single logon gives access to any
resources you're permitted to use, regardless of their location on the network. A user doesn’t
need to re-enter a password every time the user accesses a server or other resources, because
any authentication after initially logging on is transparent. Because only one logon is needed,
the system needs to verify a person is who he or she claims to be, before any access is given.

Authentication is used to verify a user’s logon credentials. The primary method of deter-
mining the identity of a user is by logging on to the local computer and network, where a
person enters a username and password. If these don’t match the username and password for
the local computer or Active Directory account, the person isn't able to gain access.

Operating systems such as Windows NT, 2000, and Server 2003 store account informa-
tion in the SAM database. The SAM stores credentials that are used to access the local
machine. When a user logs on to a computer with a local user account that’s stored in the
SAM, the user is authenticated to the local machine. The user’s access is limited to just that
computer when logging on to the machine.

When users log on to the Windows Server 2003 domain, an account in Active
Directory is used to access network resources located within the domain, or in other
trusted domains. When a user logs on, the Local Security Authority (LSA) is used to log
users on to the local computer. It is also used to authenticate to Active Directory. After vali-
dating the user’s identity in Active Directory, the LSA on the DC that authenticates the
user creates an access token and associates a SID with the user.

The access token 1s made up of data that contains information about the user. It holds
information about the user’s name, group affiliation, SID, and SIDs for the groups of which
he or she is a member. The access token is created each time the user logs on. Because the
access token is created at logon, any changes to the user’s group membership or other secu-
rity settings won't appear until after the user logs off and back on again. For example, if the
user became a backup operator, he or she would have to log off and log back on before
these changes affected the user’s access.

Test DAy Tip

Access control and authentication are vital parts of Active Directory’s security, so it
is important that you understand the features and controls of Active Directory. The
initial security feature that users will experience is the interactive logon. When
users log on, an access token is created to indicate the user’s security capabilities.
When changes are made to a user’s account, they will not apply to the user until
that user logs on to the domain.
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Standards and Protocols

Authentication relies on standards and protocols that are used to confirm the identity of a
user or object. Windows Server 2003 supports several types of network authentication:

B Kerberos

B X.509 certificates

B Lightweight Directory Access Protocol/Secure Sockets Layer (LDAP/SSL)
®  Public Key Infrastructure (PKI)

As we’ll see in the paragraphs that follow, some of these standards and protocols not
only provide a method of authenticating users, but also the ability to encrypt data. By
encrypting data, you ensure that unauthorized users and applications won’t be able to view
or modify the data. The data is encoded at one end, and decoded at the other. By providing
encryption/decryption features, the privacy of information is better maintained.

Kerberos

Kerberos version 5 is an industry standard security protocol that Windows Server 2003 uses
as the default authentication service. It is used to handle authentication in Windows Server
2003 trust relationships, and is the primary security protocol for authentication within
domains.

Kerberos uses mutual authentication to verify the identity of a user or computer, and
the network service being accessed. Each side proves to the other that they are who they
claim to be. Kerberos does this through the use of tickets.

A Kerberos ticket 1s encrypted data that’s issued for authentication. Tickets are issued by
a Key Distribution Center (KDC), which is a service that runs on every DC. When a user
logs on, the user authenticates to Active Directory using a password or smart card. Because
the KDC is part of Active Directory, the user also authenticates to the KDC and is issued a
session key called a Ticket Granting Ticket (TGT).The TGT is generally good for as long as
the user is logged on, and is used to access a ticket granting service that provides another
type of ticket: service tickets. A service ticket is used to authenticate to individual services, by
providing the ticket when a particular service is needed.
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Kerberos Made Easy

What with all the different elements making up the Kerberos process of authenti-
cation, it can be a little difficult wrapping your head around everything that’s going
on. A good way of understanding and remembering something is to compare it to
something familiar to you.

Being authenticated by Kerberos is a little like going to a theme park. The TGT
allows you to get into the park, where you can now get tickets to go on the rides.
These secondary tickets allow you to use services, and identify that you're allowed
to use them.

With this analogy in mind, let’s take a second look at how Kerberos works:
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1. The user logs on, and authenticates to the KDC.

2. ATGT is acquired from the KDC, which is then handed to the ticket
granting service.

3. The ticket granting service issues a service ticket to the client.
4. The service ticket is handed to the network service you want to access.

X.509 Certificates

X.509 is a popular standard for digital certificates, published by the International
Organization for Standardization (ISO). X.509 certificates are used to verify that the user is
who he or she claims to be. Digital certificates work as a method of identifying the user,
much as your birth certificate is used to identify you as a person. They can also be used to
establish the identity of applications, network services, computers, and other devices.

X.509 specifies the syntax and format of digital certificates; in other words, it explains
what is to be included in a digital certificate. An X.509 certificate includes information
about the user to whom the certificate was issued, information about the certificate itself,
and can include information about the issuer of the certificate (referred to as the certifica-
tion authority (CA)).To prevent the certificate from being used indefinitely, it also contains
information about the time period during which the certificate is valid.

LDAP/SSL

LDAP is used by Active Directory for communication between clients and directory
servers. LDAP allows you to read and write data in Active Directory, but isn’t secure by
default. To extend security to LDAP communications, LDAP can be used over Secure
Sockets Layer/Transport Layer Security. Secure Sockets Layer (SSL) and Transport Layer
Security (TLS) provide data encryption and authentication. TLS is the successor to SSL, and
is more secure. It can be used by clients to authenticate servers, and by servers to authenti-
cate clients. Communication using TLS allows messages between the client and server to be
encrypted, so data being passed between the two isn’t accessible by third parties.
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PKI

Public Key Infrastructure (PKI) provides a means for organizations to secure their commu-
nications and transactions through the use of digital certificates and public key cryptog-
raphy. Certificate Authorities (CAs) are an integral part of a PKI and are used to create and
manage the digital certificates and public keys that are throughout the enterprise. Public
key cryptography is used in combination with digital certificates for a variety of purposes,
which include authentication, authorization, confidentiality of data, verification of data
integrity, and non-repudiation. Public key cryptography uses two types of keys: a private
key and a public key.

For data confidentiality, the public key is used to encrypt session keys and data, and the
private key is used for decryption. The public key is openly available to the public, while
the private key is secret and known only to the person for whom it is created. The mem-
bers of a key pair are mathematically related, but you cannot extrapolate the private key by
knowing the public key. Using the two keys together, messages can be encrypted and
decrypted using public key cryptography. Furthermore, only the possessor of the private key
can decrypt the message encrypted with the public key.

For authentication, the roles of the public and private keys are reversed. The private key
is used for encryption, and the public key is used for decryption. The private key is unique
to the person being identified, so each user has his or her own private key for authentica-
tion purposes. Because each private key has a corresponding public key, the public key is
used to decrypt information used for authenticating the user.

The public and private keys are generated at the same time by a CA.The CA creates and
manages keys, binding public and private keys to create certificates, and vouching for the
validity of public keys belonging to users, computers, services, applications, and other CAs.

In addition to a CA, a registration authority (RA) can also be used to request and
acquire certificates for others. The RA acts as a proxy between the user and the CA, and
relieves the CA of some of the burden of verification. When a user makes a request to a
CA, the RA can intercept the request, authenticate it, and then pass it on to the CA. When
the CA responds to the request, it sends it to the RA, which then forwards it to the user.

Private and public keys are created when someone or something needs to establish the
validity of his, her, or its identity. When the public and private keys are created, the private key
is given to the person or entity that wants to establish the credentials, and a public key is stored
so that anyone who wants to verify these credentials has access to it. When a person wants to
send a message using public key cryptography with the data encrypted so that it cannot be
read by anyone but the holder of the private key, the public key is acquired from the CA and
used to encrypt the message. When a person who holds the private key receives the message,
the public key is validated with the CA. Since the CA is trusted, this validates the authenticity
of the message. After this is done, the private key is then used to decrypt the message.

Conversely, it a person wants to send a message and ensure that he or she is the actual
sender, that person can encrypt the message with his or her private key. Then, the recipient
decrypts it with the sender’s public key, thereby proving that the message really did come
from that sender.
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What's New in Windows
Server 2003 Active Directory?

A number of enhancements and new features in the Windows Server 2003 Active Directory
weren't available in Windows 2000 Server. These improvements allow various tasks and net-
work operations to be performed more efticiently. However, although there are many new
teatures, the availability of a number of them depends on the environment in which DCs
are running.

When a Windows Server 2003 DC is created on a network, Active Directory is
installed with a basic set of features. Additional features can be enabled, but this is depen-
dent on the operating systems running as DCs and the functional level (formerly called the
mode) that’s configured for the domain or forest. There are four different levels of function-
ality for Active Directory:

B Windows 2000 mixed
B Windows 2000 native
B Windows 2003 interim
B Windows 2003

If you’re upgrading from Windows 2000 Server on your network, you're probably
familiar with the first two levels. Each of these appeared in Windows 2000, and provided
backward compatibility to older operating systems such as Windows NT 4.0, and allowed
control of what features were available in Active Directory. Windows Server 2003 interim
and Windows Server 2003 functionality are new to Active Directory, and weren't available
In previous versions.

Windows 2000 mixed allows domains to contain Windows NT BDCs that can interact
with Windows 2000 and Windows Server 2003 servers. In this level, the basic features of
Active Directory are available to use. However, you aren'’t able to nest groups within one
another, use Universal Groups that allow access to resources in any domain, or use Security
ID Histories (SIDHistory). Because it accommodates the widest variety of servers running
on your network, this is the default level of functionality when a Windows Server 2003 DC
1s installed.

Windows 2000 native is the highest mode available for Windows 2000 and the next
highest level for Windows Server 2003 DCs. Windows 2000 native removes support for
replication to Windows N'T BDCs, so these older servers are unable to function as DCs. In
this level, only Windows 2000 and Windows Server 2003 DCs can be used in the domain,
and support for Universal Groups, SIDHistory, and group nesting becomes available.

Windows 2003 interim is a new level that’s available in Windows Server 2003. This level
is used when your domain consists of Windows NT and Windows Server 2003 DCs. It pro-
vides the same functionality as Windows 2000 mixed mode, but is used when you are
upgrading Windows N'T domains directly to Windows Server 2003. If a forest has never
had Windows 2000 DCs, then this is the level used for performing an upgrade.
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The highest functionality level for Active Directory is Windows 2003. The Windows
2003 level is used when there are only Windows Server 2003 DCs in the domain. When
this level is set for the domain, a considerable number of features are enabled. We discuss
these features later in this chapter, when we discuss new features that are available with
domain and forest functionality.

The number of features available for Active Directory is also dependent on whether the
functionality level has been raised for the domain or the entire forest. With domain-level
functionality, all servers in the domain are running Windows Server 2003. With this level,
different domains in a forest can be set to use different functionality levels. With forest-level
functionality, all domains in the forest are running Windows Server 2003 and have their
domain functionality raised to Windows Server 2003. As stated previously, there are four
different levels for Windows Server 2003 domain functionality.

Forest functionality can also be raised to enable features that apply to all domains in the
forest. With forest functionality, there are three different levels available:

® Windows 2000
®  Windows 2003 interim
® Windows 2003

Windows 2000 level allows Windows NT, Windows 2000, and Windows Server 2003
DCs on the network, and is the default level for a forest. The other two levels are the same
as the domain levels, in that Windows 2003 interim supports Windows Server 2003 DCs
and NT BDCs, while Windows 2003 level supports only Windows Server 2003 DCs on the
network. When the default level is raised to either of these other levels, additional features
in Active Directory become available.

To raise the forest functionality, you must first raise the functionality of domains within
the forest. Each domain in the forest must be raised to either Windows 2000 native or
Windows 2003 before the forest functionality can be raised to Windows 2003. When the
forest functional level is then raised to Windows 2003, any DCs in the forest’s domains will
have their domain functional level automatically raised to Windows 2003.

Test DAy Tip
New features might be dependent on first raising the functional level of the

domain or forest. Remember which operating systems are allowed to exist at spe-
cific levels, and which features are available when all DCs are running Windows
Server 2003.

The tool used to raise domain and forest functional levels is Active Directory Domains and
Trusts. Raising domain levels is done by right-clicking the domain in the left console pane
and then clicking Raise Domain Functional Level from the menu that appears. As
shown in Figure 1.28, you then select the level to which you want to raise the domain, and
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then click the Raise button. Raising forest functional levels is done similarly. To raise the
forest level, right-click the Active Directory Domains and Trusts node, and then click
Raise Forest Functional Level from the menu that appears (see Figure 1.28). Select the
level to which you want to raise the forest, and click Raise to complete the task.

Figure 1.28 Raise Domain Functional Level Dialog Box

Raise Domain Functional Level [ x|
Domain name:

Curient domain functional lesvel:
indows 2000 mixed

Select an available domain functional level:

IW’indows 2000 native d

& After you raize the domain functional level, it cannot be reversed. For mare infomation
on domain functional levels, click Help.

Raize I Cancel | Help |

When raising the forest or domain functional levels, it is important to remember that it
is a one-way change. After raising the level, you cannot lower it again later. For example, if
you raise the domain from Windows 2000 mixed to Windows 2003, you cannot return the
level to Windows 2000 mixed again. This means that you can’t add Windows NT BDCs or
Windows 2000 DCs to your domain after the upgrade, and any existing DCs need to be
upgraded or permanently removed from service. If you attempt to change the domain or
forest level after raising it to Windows 2003, a screen similar to Figure 1.29 will appear.

Figure 1.29 Raise Domain Functional Level Dialog Box After Raising the Domain
Functional Level

Raise Domain Functional Level
Domait name:

Current domain functional level:
Windows Server 2003

This domain is operating at the highest possible functional level. For more information or
domain functional levels, click Help.

|
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/\ ExAM WARNING

Raising the functional level is a one-way change. You cannot change your mind
later and then lower the level to accommodate older operating systems being used
as DCs. Before raising the level, ensure that operating systems not running
Windows Server 2003 can function in the new level or are upgraded or taken
offline permanently before the change.

New Features Available on
All Windows Server 2003 Computers

Before we look at the individual features that become available when you raise the domain
or forest level, let’s first discuss the new features available regardless of whether the domain
or forest level has been raised. The features and tools we’ll discuss next are available on all
versions of Windows Server 2003 that can act as DCs.

As discussed earlier in this chapter, a number of command-line utilities for Active
Directory enable administrators to perform certain tasks from the command prompt. This
allows administrators to manually enter commands to run operations from a command
prompt, or use these commands in batch files or scripts that can be scheduled to run at cer-
tain times.

We also saw earlier that the directory uses partitions to separate data into different col-
lections, and that the application partition is used to store data that’s needed by specific
applications. Because this application-specific data is stored in its own partition, you can
configure Active Directory to replicate only this information to other DCs. Not replicating
the entire directory cuts down on the amount of time and network traftic needed to copy
data to other DCs.

Another new capability provided in Windows Server 2003 is that DCs can be created
from backups. Backups are used to copy data to other media such as tapes, and can be used
to restore lost data if problems arise. For example, if the hard disk on a server fails, you can
use the backup to restore the data to another disk and have the server up and running
again. This same process can be used to restore Active Directory to a new DC, avoiding the
need to replicate the entire directory to the DC across the network. Allowing additional
DCs to be added to an existing domain through the use of backups reduces the time it
takes to set up new DCs on the network.

You can use encryption to protect information that is being transmitted across the net-
work. As previously discussed, LDAP can be used over SSL to encrypt data and ensure that
data isn’t tampered with. This protection prevents unauthorized users from accessing data
over the network.

Active Directory allows you to select multiple user objects, so that you can change the
attributes of more than one object at a time. After selecting two or more user objects in
Active Directory Users and Computers, you can bring up the properties and modify
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the attributes that are common to each object. This capability makes it faster to manage
users, because you don’t have to make changes to each account individually.

Active Directory also provides the capability to drag and drop objects into containers.
By selecting an object with your mouse, you can then hold down your left mouse button
to drag the object to another location (such as another OU). Releasing the left button
drops the object into the container. This capability also makes it easy to add user and group
objects to groups. Dragging and dropping a user or group into another group adds it to the
group membership.

As we'll see in the next chapter, a new object class has been added to Active Directory
called InetOrgPerson. InetOrgPerson is a type of object that’s used to represent users in non-
Microsoft directory services, and used just as a user object. The presence of this type of class is
important when directory information is migrated to Active Directory from these directories.

To prevent users, computers, and groups from creating an unlimited number of objects
in Active Directory, Windows Server 2003 has added quotas. Active Directory quotas are
used to limit how many objects are owned in a particular directory partition. While quotas
can be applied to almost every user, computer, and group, Domain Administrators and
Enterprise Administrators are exempted from these limits.

The quotas that are used to limit the ability of a user, computer, or group from creating
too many objects in Active Directory should not be confused with disk quotas, which are
also available on Windows Server 2003 servers (regardless of the functionality level being
used). Disk quotas can be used to limit the amount of hard disk space that can be used on a
volume that’s formatted in NTFES. The NTEFS file system is more advanced than other file
systems such as FAT or FAT32, which can also be used to format volumes. By using disk
quotas on an NTES volume, administrators can prevent users from filling up the hard disk
with an unlimited number of files.

Finally, searching for objects in Active Directory is easier and more efficient in
Windows Server 2003. Active Directory uses object-orientated searches to minimize net-
work traftic, and provides the capability to save queries so that they can be reused repeat-
edly. The capability to save commonly used queries in Active Directory Users and
Computers is a topic we’ll look at in detail in Chapter 2.

New Features Available Only with
Windows Server 2003 Domain/Forest Functionality

When the domain or forest functional levels have been raised so that all DCs are running
Windows Server 2003, a number of new features become enabled. These features allow you
to modify elements of both your domain and forest, and provide advanced functions that
aren’t available until functionality levels are raised. In the paragraphs that follow, we will
look at the new features available in Active Directory when all DCs have been upgraded to
Windows Server 2003, and the functionality has been raised to Windows 2003.
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Domain Controller Renaming Tool

The DC renaming tool allows you to rename a DC without having to demote it first. This
can be useful when you need to restructure the network, or simply want to use a more
meaningful name for a particular DC. When this tool is used, the DC name changes, and
any Active Directory and DNS entries are automatically updated.

Domain Rename Utility

Domains can also be renamed. Using the domain rename utility (rendom.exe), you can
change the NetBIOS and DNS names of a domain, including any child, parent, domain-
tree, or forest root domains (from which all others branch oft in the hierarchy). By
renaming domains in this manner, you can thereby move them in the hierarchy. For
example, you can change the name of dev.web.syngress.com to dev.syngress.com, making
the web.syngress.com and dev.syngress.com domains on the same level of the hierarchy.You
could even rename the domain so that it becomes part of a completely different domain
tree. The only domain that you can’t reposition in this manner is the forest root domain.

Forest Trusts

As we saw earlier, forest trusts can also be created, so that a two-way transitive trust rela-
tionship exists between two different forests. In creating such a trust, the users and com-
puters in each forest are able to access what’s in both forests. This expands the network, so
users are able to use services and resources in both forests.

Dynamically Links Auxiliary Classes

Additional features have also been added to the schema. Windows Server 2003 supports
dynamically linked auxiliary classes, which allow additional attributes to be added to individual
objects. For example, you can have an auxiliary class that has attributes that are used for the
Accounting department, and others that are useful for the Sales department. By applying
the auxiliary classes to the objects, only those objects are affected. Rather than adding
attributes to an entire class of objects, dynamically linking auxiliary classes allows you to
apply additional attributes to a selection of objects.

Disabling Classes

Because certain objects in Active Directory might no longer be needed after a specific
point, you can disable classes and attributes that are no longer needed in the schema. Classes
and attributes can be disabled, but cannot be deleted. If schema objects are not longer
required, you can deactivate them, and reactivate them later if the situation changes.

Replication
Improvements have also been made in how Active Directory replicates directory data.
Rather than having the entire group membership replicated as a single unit, individual
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members of groups can now be replicated to other DCs. In addition, changes have been
made to GC replication. When there is an extension of a partial attribute set, only the
attributes that have been added are replicated. These improvements decrease the amount of
network traftic caused by replication because less data is transmitted across the network.

Exercise 1.05

RAISING DOMAIN AND FOREST FUNCTIONALITY
This exercise should not be performed on a production network. It assumes
that all DCs in the domain are running Windows Server 2003. After raising the
functional levels, you will not be able to roll back to a previous level.

1.

10.

11.

From the Windows Start menu, select Administrative Tools, and then
click the Active Directory Domains and Trusts menu item.

When Active Directory Domains and Trusts opens, expand the Active
Directory Domains and Trusts node, and select your domain.

From the Action menu, click Raise Domain Functional Level.

When the Raise Domain Functional Level dialog box appears, select
Windows Server 2003 from the drop-down list. Click the Raise button.

A warning message will appear, informing you that this action will
affect the entire domain, and after you raise the domain functional
level, it cannot be reversed. Click OK.

After you raise the level, a message box will inform you that the action
was successful. Click OK to continue.

In the context pane of Active Directory Domains and Trusts, select the
Active Directory Domains and Trusts node.

From the Action menu, click Raise Forest Functional Level.

When the Raise Forest Functional Level dialog box appears, select
Windows Server 2003 from the drop-down list. Click the Raise button.

A warning message will appear, informing you that this action will
affect the entire forest, and after you raise the forest functional level, it
cannot be reversed. Click OK.

After you raise the level, a message box will inform you that the action
was successful. Click OK to continue.
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Summary of Exam Obijectives

Active Directory is a database with a hierarchical structure, storing information on
accounts, resources, and other elements making up the network. This information is stored
in a data source located on the server and replicated to other DCs on the network. The
information pertaining to Active Directory is organized into the schema, domain, and con-
figuration partitions, and can also have additional information for programs stored in the
application partition. This data can be accessed over the network using LDAP.

To identity objects within the directory structure, Active Directory supports a variety of
~ different naming schemes. These include the Domain Name System (DNS), user principal
name (UPN), Universal Naming Convention (UNC), Uniform Resource Locator (URL)
and Lightweight Directory Access Protocol Uniform Resource Locator (LDAP URL).
Distinguished names (DN), relative distinguished names (RDNs) and canonical names,
based on X.500 specifications, are also used to identify objects.

A variety of objects build the directory’s hierarchical structure, including users, com-
puters, printers, other objects, and container objects that store them. In addition, other
components are used to make up the physical and logical structure of Active Directory. Sites
| represent the physical structure of a network, while domains, trees, and forests represent the

logical structure. Together, they are the building blocks that make up Active Directory.

A primary administrative tool for managing Windows Server 2003 and Active
Directory is the Microsoft Management Console (MMC). Using this tool, you can load
snap-ins that are used to administer different aspects of Windows Server 2003 and Active
Directory. Three snap-ins are predominantly used to manage Active Directory: Active
Directory Users and Computers, Active Directory Domains and Trusts, and Active
Directory Sites and Services. In addition to these graphical tools, new command-line tools
can be used to perform administrative tasks.

Active Directory also provides mechanisms for access control and authentication.
Permissions can be applied to objects to control how they are used, while security descrip-
tors, object inheritance, and authentication are used to determine a user’s access and the
permissions set on objects. Authentication methods that are supported include Kerberos,

b X.509 certificates, LDAP over SSL, and PKI. Through these methods, Windows Server 2003
and Active Directory are secured from unauthorized access.
Windows Server 2003 provides a number of new features and tools. For some of these

to be available, the functional level of the domain and/or forest must be raised first. The

functional level is similar to the domain modes used in Windows Server 2000, where back-

ward-compatible features become deactivated and new features that older operating systems
P can’t use become available as you raise the level.

A good understanding of the purpose and function of directory services and the infras-
tructure and topology of Active Directory are key elements in getting the most out of this
powerful database. In this chapter, we provided the overview that is necessary to fully

understanding the more specific topics covered in the rest of the book.

WWW.syngress.com



Active Directory Infrastructure Overview ¢ Chapter 1 73

Exam Objectives Fast Track

Introducing Directory Services

M The Active Directory data store is a database of all directory information, and is
also referred to as the directory. It is a file called NTDS.DIT, and is located in the
NTDS folder in the systemroot.

M When Active Directory is installed, three partitions exist on each DC: the domain !
partition, the configuration partition, and the schema partition. There can also be
one or more application partitions.

M Active Directory uses LDAP for communications between clients and directory 1
servers. LDAP is a light version of the X.500 Directory Access Protocol (DAP).

Understanding How Active Directory Works

M Domains are logical groupings of network elements, consisting of computers,
users, printers, and other objects making up the network.

M Active Directory allows multiple domains to be connected together in a hierarchy
called a domain tree, consisting of parent and child domains.

M Active Directory has two forestwide master roles, and two domainwide master
roles that store master copies of information. The Schema Master and Domain
Naming Master roles are unique to one DC per forest, while the RID Master,
PDC Emulator, and Infrastructure Master roles are all unique to one DC per
domain.

Using Active Directory Administrative Tools

M Active Directory Users and Computers allows you to administer user and
computer accounts, groups, printers, organizational units (OUs), contacts, and
other objects stored in Active Directory. Using this tool, you can create, delete,
modify, move, organize, and set permissions on these objects.

M Active Directory Domains and Trusts is used to manage domains and the trust
relationships between them. Using this tool, you can create, modify, and delete
trust relationships between domains, set the suftix UPNs, and raise domain and
forest functional levels.

M The Active Directory Sites and Services tool is used to create and manage sites,
and control how the directory is replicated within a site and between sites. Using
this tool, you can specify connections between sites, and how they are to be used
for replication.
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Implementing Active Directory
Security and Access Control

M Active Directory divides the permissions you can apply to objects into two
categories: standard and special. Standard permissions are commonly applied to
objects, while special permissions provide additional access control.

M Kerberos version 5 is an industry-standard security protocol that’s used by
* Windows Server 2003 as the default authentication service. It is used to handle
authentication in Windows Server 2003 trust relationships, and is the primary
security protocol for authentication within domains.

M Public Key Infrastructure (PKI) is a method of authentication that uses private
and public keys to provide authentication and encryption. For data confidentiality,
the public key is available to the public and is used to encrypt session keys and
data, while the private key is only know to the person for whom it is created, and
is used for decryption. For authentication, the private key is used for encryption,

1 and the public key is used for decryption.

What’s New in Windows Server 2003 Active Directory?

e M Domain functional levels can be raised to enable additional features in Active
Directory. There are four different levels of domain functionality: Windows 2000
mixed, Windows 2000 native, Windows 2003 interim, and Windows 2003.

M Forest functional levels can also be raised to enable additional features in Active
Directory. There are three difterent levels of forest functionality: Windows 2000,
Windows 2003 interim, and Windows 2003.

M Windows Server 2003 provides a number of command-line utilities that allow
administrators and users to manage and interact with Active Directory.
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Exam Objectives
Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book, are
designed to both measure your understanding of the Exam Objectives presented in
this chapter, and to assist you with real-life implementation of these concepts. You
will also gain access to thousands of other FAQs at ITFAQnet.com.

Q: Which editions of Windows Server 2003 can be used as DCs?

A: Active Directory can be installed on Windows Server 2003 Standard Edition, Windows
Server 2003 Enterprise Edition, and Windows Server 2003 Datacenter Edition. When
Active Directory is installed on any of these editions, it will serve as a DC. Active
Directory cannot be installed on Windows Server 2003 Web Edition.

Q: How do I install Active Directory on a Windows Server 2003 member server, to make
it become a DC?

A: Use DCPROMO. DCPROMO invokes the Active Directory Installation Wizard, and
can be used to promote a member server to a DC.You can run it by clicking Start |
Run and typing depromo, or you can use the Configure Your Server wizard to
start the Active Directory installation.

Q: Why do Windows Server 2003 DCs use NetBIOS names when other naming schemes
are used?

A: NetBIOS names are used to provide backward support. NetBIOS names are used by
pre-Windows 2000 servers and clients, and allow users of those operating systems to log
on to Windows Server 2003 domains.

Q: I am creating a new Windows Server 2003 network,‘and-Have just installed the first DC
on the network. What must I do to create my first site, forest, and domain?

A: Nothing. When a DC is installed on the network, the first domain, forest, and site are
automatically created. Additional domains, forests, and sites can be created as needed,
just as additional DCs can be added. However, the first domain, forest, and site are cre-
ated based on information you provided when you installed Active Directory.

Q: I want to set permissions on objects in Active Directory, so that unauthorized access to
these objects is prevented. What snap-in do I use?
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A: The Active Directory Users and Computers snap-in for the Microsoft

Management Console. Using this tool, you can modify permissions and control access.
This snap-in is already preconfigured in a console that you can access via Start |
Programs | Administrative Tools.

Q: 1 want to make security changes to a user account, but when I bring up the permis-

sions using the Active Directory Users and Computers snap-in for the MMC, the
Security tab doesn’t appear.

* A: The Security tab is hidden in the Properties dialog box, unless the Advanced

Features menu item is selected on the View menu first. After this is done, the
Security tab will appear when you bring up the properties for an object.

Self Test

| A Quick Answer Key follows the Self Test questions. For complete questions, answers,
and explanations to the Self Test questions in this chapter as well as the other
chapters in this book, see the Self Test Appendix.

Introducing Directory Services

1.

An employee has retired from the company, and you have just disabled his account so
no one can log on to the domain as this user. When this change is made, where will it
be stored in the directory?

A. Domain partition
B. Configuration partition
C. Schema partition

D. Application partition

Your company’s employees are represented by two unions. Management has a union
that represents the managers’ interests, while others in the company belong to another
union. Each union requires that dues be deducted from paychecks to pay for their
representation. The Finance department has requested that a field be added to each
user account, so that a code can be entered on the account to show which union each
employee belongs to. They have asked you to create this field. When this new attribute
has been added to user objects, where will it be stored in the directory?

WWW.syngress.com




Active Directory Infrastructure Overview ¢ Chapter 1 77

Domain partition
Configuration partition

Schema partition

S 0wz

Application partition

3. You perform a search of Active Directory over the network, in search of an object
stored in the directory. In performing this search, what protocol will be used?
A. IPX/SPX i
B. Directory Access Protocol (DAP) ¥l
C. Lightweight Directory Access Protocol (LDAP)

D. X.500 ﬂ

4. A user has the username JohnB. He wants to access a Microsoft Access database called
db.mdb that’s located on a DC called syngress.com, in a directory called DB. Using
the URL, what will this user enter into a browser to access the database?

A. JohnB@syngress.com

B. syngress.com

C. http://syngress.com/DB/db.mdb
D. \\syngress.com\DB\db.mdb

5. A user with the username of JaneD works in the Sales department. Her account is
located in the syngress.com domain. Based on this information, what canonical name
would be used to identify this object in Active Directory?

A. CN=JaneD

B. /CN=JaneD /OU=S8ales /DC=syngress /DC=com
C. OU=Sales

D. /syngress.com/Sales/JaneD

Understanding How Active Directory Works

6. You are making changes to object classes and attributes used in Active Directory. On
which of the following DCs will you make these changes?

A. Schema Master
RID Master

B
C. Infrastructure Master
D. PDC Emulator
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. Your network consists of two forests, with two domains in one forest and three

domains in the other. Based on this information, how many of the following master
roles will be in the forests and domains?

A.

B.

There will be five Schema Masters, Domain Naming Masters, RID Masters, PDC
Emulators, and Infrastructure Masters.

There will be two Schema Masters, Domain Naming Masters, RID Masters, PDC
Emulators, and Infrastructure Masters.

There will be five Schema Masters and Domain Naming Masters, and two RID
Masters, PDC Emulators, and Infrastructure Masters.

There will be two Schema Masters and Domain Naming Masters, and five RID
Masters, PDC Emulators, and Infrastructure Masters.

. A user recently changed her last name, and you make changes to the user object in

the directory to reflect this. Just before the change, inter-site replication has taken
place using the default schedule. Just after the change, a link between the DC on
which the changes were made and the DC in the other site fails. It will be another
hour until the link is back up again. There are four DCs in each site. Which of the
following will occur?

A.

Replication between the DCs will occur normally, because at least two connec-
tions to each DC are created by the Knowledge Consistency Checker (KCC).
Because one has failed, the other connection will be used.

Replication between the DCs won’t occur. After 15 seconds, a notification of the
change will be sent out, and replication partners will then request updated data.

Replication will occur normally, because the information won'’t be replicated until
three hours after the last replication.

Another link will be used to replicate the data, based on the information gathered
by the topology generator.

k Using Active Directory Administrative Tools

9. You are using the Microsoft Management Console (MMC) to administer objects in

Active Directory. You decide to view information about a DC. Which of the following
snap-ins will you use to view this information?

A.

B
C.
D

Active Directory Users and Computers
Active Directory Domains and Trusts
Active Directory Sites and Services

Dcgpofix
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Your company has merged with another company that uses UNIX machines as their
servers. Users in your Windows Server 2003 domain need to access information on
these UNIX machines, but you don’t want to have information accessed by clients
outside your domain. Which of the following types of trusts will you create to make it
possible to share information in this way?

A. One-way transitive forest trust
B. Two-way transitive realm trust
C. One-way nontransitive realm trust
D

External trust

Implementing Active Directory
Security and Access Control

11.

12.

13.

There is a concern about someone accessing objects in Active Directory using
someone else’s account. You want to audit an object to view how users and groups are
accessing it. In setting auditing on this object, where will information on what to
track be stored?

A. Discretionary access control list

B. Security access control list

C. X.509
D. Auditing isn’t provided on objects

You are configuring permissions on Active Directory so that managers can modify the
user objects in the OU representing the department each manager is in charge of. In
configuring these permissions, you also want each manager to have the ability to
create new OUs within the OU representing his or her department. You want to give
the most restrictive permissions to achieve these tasks. What permissions will you give
these managers? (Choose all that apply.)

A. Read
B. Write
C. Create All Child Objects
D. Delete All Child Objects

You have set permissions on a parent container, and want to prevent these permissions
from being applied to a child container within it. How will you achieve this?
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A.

In Active Directory Users and Computers, open the properties of the parent
OU, and select the Security tab. Click the Advanced button, and when the
dialog box appears, ensure that the Allow Inheritable Permissions From
Parent To Propagate To This Object check box is checked.

In Active Directory Users and Computers, open the properties of the parent
OU, and select the Security tab. Click the Advanced button, and when the
dialog box appears, ensure that the Allow Inheritable Permissions From
Parent To Propagate To This Object check box is cleared.

In Active Directory Sites and Services, open the properties of the parent OU,
and select the Security tab. Click the Advanced button, and when the dialog
box appears, ensure that the Allow Inheritable Permissions From Parent To
Propagate To This Object check box is cleared.

The objective cannot be achieved. Permissions will always be inherited by child
objects. You must move the OU so it is at the same level in the hierarchy as the
parent container.

What’s New in Windows Server 2003 Active Directory?

14.

L is

You are upgrading your existing network to use Windows Server 2003. The network
has Windows NT 4.0 domain controllers and the Windows Server 2003 server you’re
adding to the domain. After adding the first Windows Server 2003 DC to the net-

work, you want to raise the domain functional levels to the highest level available for

your network. To which level will you raise the domain?

A.
B.
C.
D.

Windows 2000 mixed
Windows 2000 native
Windows 2003 interim
Windows 2003

You are upgrading your domain to use a mix of Windows 2000 and Windows Server
2003 DCs. After installing the first Windows Server 2003 DC on the domain, you
want to raise the domain functional level to the highest level possible. Which of the
following will you choose?

A.
B

C.
D. Windows 2003

Windows 2000 mixed
Windows 2000 native
Windows 2003 interim
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Self Test Quick Answer Key

For complete questions, answers, and explanations to the Self Test questions in this
chapter as well as the other chapters in this book, see the Self Test Appendix.

1. A 9. A
2. C 10. C :

3. C 11. B *"..g
4. C 12. A, B,C 4 :
5 D 13. B

6. A 14. C "
7. D 15. B

8. C
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Introduction

An important part of the network administrator’s job involves management of the network’s
users and computers. Windows Server 2003 assigns accounts to both users and computers for
security and management purposes. User accounts can be further managed by placing them
in groups so that tasks—such as assigning permissions—can be applied to an entire group of
users simultaneously rather than having to do so for each individual user account.

This chapter introduces you to the concept of security principles—users, groups, and
computers—and the Security Identifiers (SIDs) that are used to represent them.You’ll learn
about the conventions and limitations for naming these objects.

We show you how to work with Active Directory user accounts, including the built-in
accounts and those you create. You’ll also learn to work with group accounts, and you’ll
learn about group types and scopes. You’ll learn to work with computer accounts, and how
to manage multiple accounts. We’ll show you how to implement user principal name
(UPN) suftixes, and we’ll discuss how to move objects within Active Directory.

You’ll learn to use the built in tools—both graphical and command line—to perform
the common administrative tasks associated with the management of users, groups, and
computers; and the exercises will walk you through the steps of creating and managing all
three types of accounts.

Understanding Active Directory
Security Principal Accounts

Active Directory is made up of a wide variety of different directory service objects. Among
these objects are security principal accounts, which consist of the following:

B User accounts
®  Computer accounts

®  Groups

Security principal accounts are used in authentication and access control, and provide a
means to manage what can be accessed on the network. Based on the security settings asso-
ciated with a security principal account, you can control whether a user, group, or com-
puter has access to Active Directory, printer, and file system objects, as well as domain
controllers (DCs), member servers, client computers, applications, and other elements of the
network. They are a major factor in keeping your network protected and controlling what
users and computers are authorized to access.

Because security principals represent people, services, computers, and others who individ-
ually and collectively access the directory, there are a number of different ways to identify
them. Some names might be familiar to you, such as the username you use to log on to
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Windows Server 2003 or the name identifying your computer on the network, while others

are used for specific technologies (such as Web browsers) or backward compatibility to older

operating systems. As we’ll see later, the different names provide friendly and unique methods
of identifying users, groups, and computers.

Security Principals and Security Identifiers

Security principals get their name because they are Active Directory objects that are
assigned SIDs when they are created. The SID is used to control access to resources and by
internal processes to identify security principals. Because each SID is unique, unless security
is breached, there is no way for accounts to mistakenly gain access to restricted resources
when the system is properly configured by an administrator.

SIDs are able to remain unique because of the way they are issued. In each domain,
there is a DC that acts as a Relative ID (RID) Master. The RID Master is responsible for
generating relative identifiers, which are used in creating SIDs. The SID is a number that
contains a domain security identifier and relative identifier. The domain ID is the same for
all objects in the domain, but the relative identifier is unique. A pool of these numbers is
issued to each DC within the domain, so they can be assigned to security principals that are
created on the DC. When 80 percent of the numbers in the pool have been assigned to
objects, DCs will then request a new pool from the RID Master.

SIDs are used because unlike the names associated with objects, SIDs don’t change.
When the object is created, a unique alphanumeric value is associated with it, and this stays
with the object until it is deleted. Such things as changing the object’s name or other
attributes don'’t aftfect the SID. For example, if you created a user account called “Jane Doe,”
a SID would also be generated for that account. If you later changed the account’s name to
“Jane Smith,” the object’s name would be altered, but the SID would remain the same. If
the name were used to determine access, it would appear that a completely different user
was attempting to access resources in the domain. Because the SID is used to determine
access, the user’s identity remains constant, and any access the user has will be unaftected.

Test DAY Tip
Don’t forget that the only accounts that are security principals are user accounts,

computer accounts, and group accounts. These are the only objects that are given
SIDs at the time they are created. If one of these accounts were deleted, and then
recreated with the same information, it would be given a new SID and appear to

internal processes and access control lists (ACLs) as a completely different account.

To better understand a SID, you could compare it to an employee ID. When an
employer issues you one of these numbers, it doesn’t change as situations change in your
life. You could change your name, address, office location, title in the company, or other
identifying factors, but this number will always be your number. The SID is used in the

www.syngress.com

same manner.



86 Chapter 2 * Working with User, Group, and Computer Accounts

As shown in Figure 2.1, the SID is used as part of the authentication process. When a
user logs on to a domain, the Local Security Authority (LSA) is used to authenticate to
Active Directory, and create an access token. The access token is used for controlling a user’s
access to resources, and contains the user’s logon name and SID, the names and SIDs for any
groups the user is a member of, and privileges assigned to the user. The token is created
each time the user logs on, and holds all of the information needed for access control.

Figure 2.1 How Security Identifiers Are Used in Access Control

User account is created
and SID is generated for

new account =
Domain Controller SID
User logs on to domain, Q
and an access token is user Wmﬂows 2003
created omain
Access Token

SIDs in access foken are
compared fo ACL of _—
resource. If they match, Access

USer can aceess resource Control
Resource List

When a user attempts to access a resource, Windows Server 2003 compares the SID
with the resource’s security descriptor. A security descriptor contains two components, the
discretionary access control list (DACL) and the system access control list (SACL). An ACL
contains access control entries (ACEs), which are used to control or monitor access to a
resource. An ACE determines whether a user associated with a particular SID is to be
allowed or denied access, or whether the user is to be audited.

The SACL is used for auditing access to a resource. An ACE in a SACL contains infor-
mation on whether logging should be generated on attempts to access a resource. This log-
ging can be generated when a specified user or group attempts to access a resource and is
successful, fails, or both.

The DACL is used for a difterent purpose. DACLs determine whether a security prin-
cipal is granted or denied access to a resource. The DACL catalogs who has access to the
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resource and what level of access they have. When a user tries to access an object, the user’s
SID is compared to entries in the DACL. If the user’s SID or the SID of a group he or she
belongs to matches an entry in the DACL, that user can be either explicitly permitted or
denied access to use the resource.

When users access a resource, a process begins to determine the level of access they
have, based on the permissions they have to a resource. The system will first determine
whether a DACL exists on a resource. If it does not, then there is no access control for the
resource, so access is granted. If a DACL does exist, then the system will go through the
ACEs until one or more matches are found, or until it finds an ACE that specifies that
access is denied.

NoTE

On a Windows Server 2003 computer using the NTFS file system, all file and folder
objects will have DACLs that control access to local resources and allow auditing.
When using the FAT file system, they will not.

When a security principal attempts to access a resource that is protected by a DACL,
each ACE in the DACL is analyzed in sequence to determine if access should be allowed or
denied. As shown in Figure 2.2, the SID of the user and any groups he or she belongs to is
compared to the ACEs in the DACL. Windows Server 2003 will look at each ACE until
one of the following occurs:

B An entry is found that explicitly denies access to the resource.
B One or more entries are found that explicitly grants access to the resource.

B The entire DACL is searched but no ACE is found that explicitly grants or denies
access. Since no entry is found, the security principal is implicitly denied access.

In Figure 2.2, one user is granted access while the other is denied access. When the
SIDs associated with the access token of the JaneS user is compared with the entries in the
DACL, the system will find that she is a member of GroupA (which has Read and Write
access) and GroupB (which has Execute access). Because of her membership in these
groups, she will be granted Read, Write, and Execute permissions for the resource. When
the SIDs associated with the access token of the JohnD user is compared with the DACL,
the system will find that he is a member of GroupB, which has Execute permission for the
resource. However, there is also an ACE that explicitly denies JohnD Read, Write, and
Execute access. When the user’s SID is compared with this entry, he will be denied access.
In general, the most permissive combination of permissions will be allowed when a user
accesses a resource, unless an explicit deny is assigned.
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Figure 2.2 The User’s SID Is Compared with the DACL's ACE to Determine Access

Access Token Access Token
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JohnD Grouph
GroupB GroupB
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DACL
ACE Access Denied
] JohnD
Read, Write, Execute
ACE Access Granted
2 GroupA
Read, Write
ACE Access Granted
3 GroupB
Execute

In addition to containing the user’s SID and the SIDs of any groups the user is a
member of, the access token might also contain additional SIDs that result from group
membership the operating system assigns dynamically or other special logon scenarios.
These SIDs are common to installations of Windows Server 2003 in a stand-alone and/or
Active Directory environment, and for this reason are referred to as well-known security iden-
tifiers. Table 2.1 lists the different types of well-known SIDs.

Table 2.1 Well-Known Security Identifiers

Type of SID SID Description

Anonymous Logon S-1-5-7 Used when a user logs on without supplying
a username and password.

Authenticated Users S-1-5-11 Used when users or computers have been

authenticated with individual accounts. The
exception is when someone logs on with the
Guest account, as this isn't considered an
authenticated user.

Continued
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Table 2.1 Well-Known Security Identifiers

Type of SID

SID

Description

Batch

Creator Owner

Creator Group

Dialup

Everyone

Interactive

Local System

Network

Other Organization

Self/Principal Self

Service

S-1-5-3

S-1-3-0

S-1-3-1

S-1-5-1

5-1-1-0

5-1-5-4

5-1-5-18

S-1-5-2

5-1-5-1000

S-1-5-10

S-1-5-6

Used when users log on through a batch
queue facility, such as when scheduled tasks
are run under a specific account.

Used as a placeholder in inheritable ACEs.
When an ACE is inherited, this SID is replaced
with the SID of the current owner of the
object.

Used as a placeholder in inheritable ACEs.
When an ACE is inherited, this SID is replaced
with the SID of the primary group to which
the object’s current owner belongs.

Used when the user logs on to the system
using a dial-up connection.

Used to specify the Everyone group. In
Windows Server 2003, this includes authenti-
cated users and the Guest account. Earlier
versions of Windows include these accounts
and anonymous logons.

Used for users who are logged on to the local
machine (as opposed to connecting via the
network) or connected through Terminal
Services.

Used for a service account that’s run by
Windows.

Used when a user logs on through a network
connection. Because of the methods in which
interactive users log on to the system, this

type of SID isn't used for their access tokens.

Used to determine whether users from other
domains or forests are permitted to authenti-
cate to services.

Used as a placeholder in ACEs. When permis-
sions are granted to Principal Self, they are
given access to the security principal repre-
sented by the object. The SID acting as a
placeholder is replaced during access checks
with the SID for the user, group, or computer
represented by the object.

Used for security principals that log on as a
service.

Continued
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Table 2.1 Well-Known Security Identifiers

Type of SID SID Description

Terminal Server Users S-1-5-13 Used for users that log on to a Terminal
Services server running in Terminal Services
version 4.0 application compatibility mode.

This Organization S-1-5-15 Used to add data to the authentication infor-
mation of the user who's logged on by the
authentication server. This is used if the Other
Organization SID isn't used.

Tools to View and Manage Security Identifiers

Windows Server 2003 provides command-line utilities that can be used to view and
manage SIDs. Because of the way in which SIDs are handled in a domain, it is rare to ever
need this capability. However, should the need arise, it is useful to know these tools exist.

As we saw in Chapter 1,” Active Directory Infrastructure Overview,” the WHOAMI
tool allows you to display information about the user who is currently logged on. By using
the /ALL parameter, you can display all of the user’s access token information, including
information on the username, groups, associated SIDs, and privileges, for the user who is
currently logged on. The syntax for viewing this information is:

WHOAMI /ALL
The NTDSUTIL tool is another utility we discussed in the previous chapter. This tool
is a general-purpose tool that provides a variety of functionality. Using various menus, this

text-based tool allows you to navigate through functions that (among other things) allow
you to manage SIDs in rare instances where duplicate SIDs exist.

Exam WARNING

The functionality of WHOAMI and NTDSUTIL are quite different. Although both are
tools for working with SIDs, WHOAMI is only used to view SID information, while
NTDSUTIL is a tool for managing duplicate SIDs that might exist in Active Directory.

To avoid potential conflicts of DCs issuing the same SID to an object, only one RID
Master exists in a domain. While this will generally ensure that SIDs are unique within a
domain, there is the remote possibility that duplicate SIDs can be still be issued. An admin-
istrator has the ability to assign the role of RID Master to another DC in the domain. If
the RID Master was temporarily unavailable and an administrator seized the RID Master
role on another DC, there would be two RID Masters when the original RID Master
became available. This generally isn’t a problem, because the RID Masters will recognize
that there are two of them in the domain during the next replication cycle, and one of the
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two will relinquish its role. However, in this situation, it two DCs requested a new pool of
relative IDs while both RID Masters were active, then two sets of identical numbers could
be issued to the DCs.

Duplicate SIDs can be found and dealt with by using the Security Account
Management menu of NTDSUTIL. By typing security account management from the
NTDSUTIL prompt, commands shown in Table 2.2 can be accessed. Using these com-
mands, you can check the domain for any objects with duplicate SIDs and delete them to
resolve the issue.

Table 2.2 Commands Available in NTDSUTIL from the Security Account
Management Menu

Command Description

Check duplicate SID Checks the local SAM or domain database for
objects with duplicate SIDs.

Cleanup duplicate SID Checks the local SAM or domain database for
objects with duplicate SIDs and deletes them.

Connect to server %s Specifies the server or DC to connect to. %s is a
variable denoting the server or DC to connect to.

Log file %s Specifies where to create a log file. %s is a variable

denoting a location. If this parameter isn't used,
events will be logged to a file named dupsid.log
that will be placed in the root folder of the profile
for the user who executes the command.

Quit Returns to previous menu. When the main menu is
displayed again, this command will exit you from
NTDSUTIL.

? or help Displays help

Now that we’ve discussed these tools and the tasks you can perform with them that
relate to SIDs, let’s put this knowledge to practice in Exercise 2.01

EXERcISE 2.01

VIEWING AND MANAGING SECURITY IDENTIFIERS

1. From the Windows Start menu, click the Command Prompt menu
item.

2. When the command prompt opens, type WHOAMI /ALL and then press
the Enter key. A list of information about the account you're currently
logged on with will appear on the screen. In this listing, information on
SIDs associated with your account will also be displayed.
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3. When you have finished viewing the list of information, type NTDSUTIL
at the prompt, and then press the Enter key.

4. At the prompt, type security account management, and then press
the Enter key.

5. At the Security Account Maintenance prompt, type connect to server
localhost to establish a connection to your local computer. You can
also use an IP address, NetBIOS, or DNS name to make this connection
to your local computer or a remote one.

6. At the Security Account Maintenance prompt, type one of the fol-
lowing:
m  To check for duplicate SIDs but not remove them, type check dupli-
cate sid, and then press the Enter key.

m  To both check for duplicate SIDs and remove any that are found,
type cleanup duplicate sid and then press the Enter key.

7. Use Notepad to open the dupsid.log file in the root folder of your user
profile to determine if any duplicates were found or removed.

8. At the command prompt, type Quit and then press the Enter key to
return to the previous menu. Type Quit and then press Enter again to
exit NTDSUTIL.

Naming Conventions and Limitations

In looking at the relationship between security principals and SIDs, it becomes apparent
that it would be difficult to use SIDs as the sole method of identifying an account. While
SIDs uniquely identify users, computers, and groups, trying to remember the SID of users
and computers you commonly access through the directory would be almost impossible.
For this reason, various naming conventions are used to distinguish objects in Active
Directory.

Every object in Active Directory has a name to make it easier to find and use. When
naming these objects, each object must be unique so that multiple objects can’t be confused
with one another. This doesn’t mean that two objects can’t be named the same within
Active Directory; just that two objects with the same name can’t exist within the same
administrative boundary under certain circumstances.

In Windows Server 2003, a number of different boundaries exist to logically group
objects and manage them. For example, domains provide a boundary that allows two com-
puters with the same name to exist in different domains. If you had a computer named
server] in one domain and another computer with this same name in a different domain,
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there would be no conflict. Similarly, UPNs in Windows Server 2003 must be unique in
each forest, and Pre-Windows 2000 logon names must be unique in each domain. As you
can see, there are a number of complex naming rules that you’ll need to familiarize yourself
with for the exam. Even if youre new to Windows Server 2003 networks, you're probably
familiar with how domains are named on the Internet, which is the largest DNS namespace
in the world. DNS is used to resolve domain names to IP addresses (and vice versa), and
also provides a standard method of naming domain structures. Active Directory domains
follow the same naming conventions as DNS. For example, syngress.com can be both an
Active Directory domain name and a DNS domain name. Active Directory and DNS are
tightly integrated, which is why the domain names in Active Directory require corre-
sponding DNS namespaces.

As shown in Figure 2.3, an Active Directory namespace is arranged in a hierarchy. In
the hierarchy, objects branch off from a root object, and other objects can branch oft from
these. The object that has branched off is called a child object, and the object it branches
from is called a parent. If a domain branches off from another domain, it is called a child
domain. The domain it branches off from is called the parent domain. The child domain
retains information about the domain above it, and includes the full name of the parent.
This contiguous namespace provides a way of conveying how the hierarchical structure of
the domains is designed in a network.

Figure 2.3 Hierarchical Structure of an Active Directory Namespace

Parent Domain

/ syngress.com \

sules syngress com dev.syngress.com

Child Domains
D — Child of a Child Domain

markefing.sales.syngress.com
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In looking at Figure 2.3, you can see that syngress.com is the parent domain, and that it
has two child domains (sales.syngress.com and dev.syngress.com). Because a child domain
can also have child domains beneath it, we also see that sales.syngress.com has its own child
domain called marketing.sales.syngress.com.

In addition to providing a method to uniquely identify domains within a namespace,
individual computers are also provided with unique names that relate to the hierarchy. Each
computer in a domain has a host name that is unique to the domain. Because of the
boundary provided by domains in the namespace, a computer with the host name serverl
could exist in each domain. To show the place of these computers in a DNS domain struc-
ture, fully qualified domain names (FQDNs) are used, which combine the host name with
the domain name. For example, a computer with the host name server! in the domain syn-
gress.com would have the FQDN of serverl.syngress.com. In Active Directory, the com-
puter name is also appended to the name of the domain of which it is a member. This
combination can be up to 255 characters in length. When creating computer accounts in
Active Directory, the name of the computer can only consist of letters (a to z, A to Z),
numbers (0 to 9), and hyphens (-). The name cannot consist of all numbers.

Because pre-Windows 2000 computers didn’t use a DNS-like naming scheme, Active
Directory also allows NetBIOS names to be used for backward compatibility. In older net-
work operating systems such as Windows NT, a hierarchical structure of domains wasn’t
used. Computers used a flat namespace in which all computers were given NetBIOS names
that were unique to the domain. In a single domain environment, these were single word
names that allowed clients and services to identify computers on the network, and were
used by users to log on to systems and domains. In a multiple domain environment, the
domain name was typically appended to the computer name using the backslash (\) char-
acter; for example, domain\computername. Similarly, logons between domains took the
form of: domain\username. By providing support for NetBIOS names and pre-Windows
2000 domain naming schemes, older clients can access Windows Server 2003 computers
and domains.

NoTE

@7 Backward compatibility to previous versions of Windows operating systems is of
major importance to a Microsoft network. Although Microsoft will try to recom-
mend that newer operating systems are used on client machines and servers, a
network might consist of a variety of Windows versions and editions. Even in situa-
tions where clients and servers are all being upgraded to the latest versions, older
versions will reside on the network during the upgrade process. To accommodate
these environments, Windows Server 2003 supports a number of schemes and
technologies for backward compatibility.

The NetBIOS name of a computer can be up to 15 characters in length. When
installing a new Windows Server 2003 server on the network, the operating system will
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suggest a NetBIOS name that is based on the first 15 bytes of the relative distinguished
name (RDN). As we’ll see later in this section, the RDN is another method of identifying
security principals in Active Directory. In an FQDN, the host name (which always appears
left of the leftmost dot in the FQDN) is also the RDN.

In addition to names used by computers and domains, user accounts also have distinct
methods of being named. User accounts have a UPN that can be used to log on from
Windows 2000, XP Professional, and Server 2003 machines. They also have a backward-
compatible login name known as the pre-Windows 2000 name. During the process of cre-
ating a new user account, Active Directory will suggest a pre-Windows 2000 name that is
based on the first 20 characters of the UPN that you type in. Either name can be changed
at any time. The pre-Windows 2000 logon name is limited to 20 characters. Although the
pre-Windows 2000 name can still be used to log on to domains on newer operating sys-
tems, the UPN logon name is preferred when logging on from Windows 2000 or later.
UPNs consist of a logon account name and a UPN suffix. By default, the UPN suftix is the
domain name that contains the user account. For example, if the user account was located
in a domain called syngress.com, then this domain name would also be the UPN suffix.
The logon name and UPN suffix is connected together using the at (@) sign. This makes it
appear like an Internet e-mail address (username@domain).

While the default UPN suffix for a user account is the domain containing the account,
other UPN suffixes can also be used. To make it simpler to log on to the network, Active
Directory allows you to implement a single UPN suftix for all users. In such a case, you
could have all users have the forest root domain name as their UPN suffix, or even create
alternate UPN suffixes. For example, let’s say that users logged on to an internal Active
Directory domain name called syngress.net, and knew that the external DNS name used by
the Web site was syngress.com. This could be confusing to users, because the public Web
site is popular and well known. To make it less confusing, you could implement an alternate
UPN suftix so that all users logged on to the UPN suffix syngress.com. In using alternate
UPN suftixes, you aren’t limited to using valid DNS or Active Directory domain names.
You can use any UPN suftix you choose.

Because Windows Server 2003 allows users to have the same UPN suftix regardless of
which domain contains their account, UPN logon names must be unique within a forest.
In Windows Server 2003, Active Directory won'’t permit two UPNs with the same name to
exist in the same forest.

NoTE

@7 The concept of UPNs can be confusing initially. Keep in mind that a UPN has no
relation whatsoever to a DNS or Active Directory domain name. Despite the fact
that it can have the same name as a valid domain within your forest, it is just a
label or alias that is used as part of a user account name. UPNs are stored in the
Global Catalog (GC), so a GC server must be available to log on using them.
Remember, it is the SID associated with your user account that determines what
domain it belongs to; it can have any valid name associated with it. The purpose of
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using a UPN is to allow users to continue using the same logon name, even if the
domain their account is associated with changes. Because the UPN is not mapped
to a specific domain, it does not need to change when you move a user account
from one domain to another within your forest.

In creating a name that’s used by the user to log on to Active Directory, certain limita-
tions exist in what you can use in the logon name. The name cannot contain all spaces, or
must not contain any leading or trailing spaces, or any of the following characters: “ / \ [ ] :
=, <>

NoTE

@7 Several of Microsoft's instructional materials state that the logon portion of the
UPN name cannot exceed 20 characters, despite the fact that the text box allows
many more to be typed in. This is incorrect. If you test it, you'll learn that you can
exceed the 20 character limit. The pre-Windows 2000 logon name does recognize
this limit.

In addition, many of the restricted characters listed in the preceding para-
graph will not raise an error during account creation if typed in as part of the
User logon name. However, when you attempt to log on you will receive an
error. Strangely, if you type these restricted characters in as part of the pre-
Windows 2000 logon name, it will notify you that they will be changed to the
underscore character (an allowed character) and proceed with account creation.

Groups also have certain requirements that must be adhered to when they’re created. As
we’ll see later in this chapter, groups allow you to add users as members. This collection of
user accounts can then be managed as a unit, making it easy to assign many users permis-
sion to access a resource with a single assignment.

When creating groups in Active Directory, the name cannot be longer than 64 charac-
ters in length. In addition, the name must not contain leading or trailing spaces, trailing
periods, or any of the following characters: / [ ] : | =2 * | +“\ <>

Security principals also make use of three other types of naming conventions, which are
common to all objects in Active Directory:

® RDN
B Distinguished name (DN)

®  Canonical name

Through these naming conventions, security principals can be located in the directory
using the Lightweight Directory Access Protocol (LDAP). Each of these is used to identify
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objects in Active Directory, and provide methods of locating objects within the directory,
regardless of how many layers of organizational units (OUJ) it is stored under.

As we’ve discussed, every object is given a name when it is created, and this name is
used to easily identify the object within the directory. As we’ll see later in this chapter, the
name of a user object generally corresponds to the user’s name, while the computer’s name
can correspond to either the Active Directory object name you specify or the NetBIOS
name. These names are RDNs.

RDNs refer to the name of the object in relation to where it is located in the direc-
tory. In other words, it doesn’t show the path to where you can find the object in the
directory structure. For example, a user object named John Smith would be a valid RDN.
In looking at this name, however, you wouldn’t know whether it was stored in the Users
container or another location. The RDN doesn’t show exactly where the object can be
found, but refers only to the name of the object.

Because the RDN identifies the object within a container, this name must be unique
within the container in which it is stored. In other words, you can’t have two users named
John Smith in the same OU. If two objects did exist with the same name, confusion could
occur as to which object you really wanted to access.

To provide more specific information concerning the exact location of an object
within the directory’s hierarchy, a DN is used. The DN is used to show the path to an
object. It says that the object is located in a particular domain, and possibly even within a
specific OU. This path identifies the name of the object, and the hierarchy to the container
in which it is stored. To provide this information, the DN uses the following notations:

B CN The common name of the object.

B OU An organizational unit that contains the object, or contains another OU in
the hierarchical path to the OU that contains the object.

B DC A domain component that specifies a DNS name in the hierarchy to the
object. Just as with OU objects, there may be multiple domain components in the
hierarchical path to the object.

As shown in Figure 2.4, the DN uses these notations to provide a map to how you can
find a single object within the structure of Active Directory. In Figure 2.4, we see that there
are a number of users located in the Accounts Receivable OU, which resides in the
Accounting OU of knightware.ca. If you wanted to find a user object named John Doe
within this structure, you would use the following DN:

CN=John Doe,OU=Accounts Receivable,OU=Accounting,DC=knightware,DC=ca

In comparing the DN to Figure 2.4, you can see that it starts with the object, and
works its way up to the highest level of the structure.
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Figure 2.4 Distinguished Names Are Used to Show Location of Objects

DC=ca
knightware.ca DC = knightwre
\—\
Accounting 0U = Accounfing
Accounts |Receivab|e 0U= Accounts Receivable
John Doe Jane Smith Sam Jones (N=John Doe

As mentioned earlier, the CN within the DN is also the RDN of the object. The
RDN uniquely identifies an object within a parent container, and in the case of our pre-
vious example, refers to the John Smith object. In this case, we could refer to the RDN as
follows:

CN=John Smith

Another way of looking at this same information is with the canonical name. Canonical
names provide the same information as the DN, but in reverse. Rather than beginning with
the object and working its way up the highest level, the canonical name starts at the highest
level and works its way down. In looking at the previous example, the DN “CN=]John
Doe, OU=Accounts Receivable, OU=Accounting, DC=knightware, DC=ca” would be
translated to the following canonical name:

knightware.ca/Accounting/Accounts Receivable/John Doe

By providing different options for identifying objects and their location in the direc-
tory, there is greater versatility in the methods tools that you can use to access these objects.
Before using DNs, RDNs, and canonical names, you need to give the object a unique
name. As we’ll see in the sections that follow, the names for users, computers, and groups
are specified when the security principal itself is created.
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Working with
Active Directory User Accounts

User accounts are used by people and services so they can be authenticated and access
resources. Each user account contains information about the person or service that uses it,
and provides a means to grant permissions, apply scripts, assign profiles, and control what
actions the user can perform and what he or she can access. Through the account, a set of
credentials is created that protects from unauthorized access.

In Windows Server 2003, two different types of user accounts can be created: local and
domain-based user accounts. Local user accounts are used to control access to the computer
on which you are working. They are created on Windows Server 2003 by using the Local
Users and Groups snap-in, or the Users node under the Local Users and Groups node in
the Computer Management utility. Once created, the account information is stored in a
local database called the Security Accounts Manager (SAM). The account information only
applies to the local computer, and isn’t replicated to other machines within the domain.
When a user logs on to the computer, Windows Server 2003 authenticates the user with
this information, and either permits or denies access to the machine.

Domain accounts are created in Active Directory and are considerably difterent from
local user accounts. Rather than storing information on the local machine, account infor-
mation is stored in the directory and replicated to other DCs. As we discussed earlier in this
chapter, when the user logs on to a DC, the account information is used to build an access
token. This access token is used for the duration of time that the user is logged on to the
network, and determines what the user is allowed to access on the network, and actions he
or she can perform.

Test DAy Tip

Don’t confuse local accounts with domain accounts. Local accounts are stored on
computers and only apply to the security of those machines. Domain accounts are
stored in Active Directory, and security settings for the account can apply to
accessing resources and services across the network.

Active Directory user accounts are created and managed using the Active Directory
Users and Computers snap-in. As shown in the Figure 2.5, this snap-in provides a graphical
user interface (GUI) that allows you to point-and-click through the various tasks related to
administering user objects. The left pane of this tool is the console tree, which contains
nodes representing your domain and the container objects within your domain such as
OUs. Expanding the node of a domain displays the containers, which can be selected to
view objects stored within them. These objects within the container are displayed in the
right pane of the console.
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Figure 2.5 Active Directory Users and Computers
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As mentioned in Chapter 1, a number of containers are automatically created when
Active Directory is first installed. Each stores difterent types of objects, some of which are
used in managing users and computers on the network. These containers are:

Builtin The default location for most domain local groups that are created
during the installation of Windows Server 2003 and Active Directory. A few ser-
vice-specific domain local groups, such as the DnsAdmins group, are created in
the Users container.

Computers The default location that is used to store computer objects for
members of the domain. This container does not contain objects for Active
Directory DCs.

Domain Controllers The default location that is used to store Active Directory
DC objects.

ForeignSecurityPrincipals The Active Directory location used to store foreign
SIDs for user accounts in external trusted domains.

Users The default location for user accounts, global groups, and universal groups
that are created during the installation of Active Directory. This container often
contains additional domain local groups that are used by services such as RRAS
and DNS.

In addition to these containers, others also exist that are hidden.You must enable
Advanced Features to display these additional containers. To do this, select View |
Advanced Features. Once enabled, the following containers can then be seen:
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LostAndFound Used to store objects whose parent containers no longer exist.
If an object is created on one DC close to the time that its parent container is
deleted on another DC (or if it is moved to a location that’s missing after replica-
tion), the object is considered orphaned and is placed in this container.

System Contains information about the domain, objects used by Active
Directory, and the underlying Windows Server 2003 operating system. Unlike
most of the other containers, the objects in this container generally cannot be
modified by the administrator.

While these containers are created by Active Directory, objects can also be stored in
OUs that are created by the administrator. By using OUgs, you can arrange user accounts,
computer accounts, and other objects into containers that reflect the department or loca-
tion of these objects. For example, you could create an OU for a branch office, and then
store accounts for users at that location within the OU. This makes it easier to delegate
administrative control, and manage users using Group Policy.

NoTE

W By looking carefully at Figure 2.5, you'll see a difference in the icons between the
Users node and the Domain Controllers node. The Users node is a default con-
tainer, while Domain Controllers is an OU. A key difference between a default con-
tainer and an OU is that you cannot apply group policy to a default container.
Therefore, if you create all of your users in the Users container, you will have to
move them into an OU to apply group policy to them, or apply the group policy at
the domain level and allow it to inherit down to the Users container.
Administrators can create OUs, but they cannot create default containers.

Built-In Domain User Accounts

As we’ll see later in this chapter, you can create user objects for accounts used by users and
services within your organization. In addition to those you create, several user accounts are
automatically created when Active Directory is first installed. These built-in accounts are
stored in the Users container of Active Directory Users and Computers, and are named:

Administrator

Guest

HelpAssistant
SUPPORT_388945a0

While we’ll discuss each of these accounts in the sections that follow, it is important to
realize that each of the accounts created by Active Directory is assigned group memberships
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and user rights that provide different levels of access. The rights and permissions they have
vary, because each is designed to be used for a different purpose. You wouldn’t want
everyone in a domain to be able to view, modity, or delete anything they want on the net-
work. This would be a major security issue, and accidents and malicious actions could have
potentially devastating consequences.

Administrator

The Administrator account is the first account that’s created when Active Directory is
installed. As we saw in the previous chapter, when you use the Active Directory Installation
Wizard and set up a new domain, this account is created to give you the access to perform
domain configuration. Once created, it can be used to create and manage security princi-
pals and other objects, administer policies, assign permissions, and other tasks needed in the
design and administration of Active Directory.

The Administrator account has the highest level of access of any default account created
in Active Directory. It is a member of the Administrators, Domain Admins, Domain Users,
Enterprise Admins, Group Policy Creator Owners, and Schema Admins groups. While we’ll
discuss groups later in this chapter, the default membership in these groups allows the
Administrator account to have full control over Active Directory. Because these groups pro-
vide the security access attributed to this account, you can create additional accounts for
people who perform administrative tasks and make them members of these groups to give
them the same abilities as the Administrator account.

Due to the importance of the Administrator account, it cannot be deleted from Active
Directory, or removed from the Administrators group. It can, however, be disabled or
renamed to make it more difficult for unauthorized or malicious users to use this account
by guessing its password.

Securing the Administrator Account

Anyone familiar with Windows network operating systems will recognize the
Administrator account as one that’s existed in previous versions. An account
called Administrator has been used in Windows NT, Windows 2000, and
Windows Server 2003. Because it is known, it can be a target for hackers, who
want to access the account and obtain full control over the domain.

To protect your system, you should rename and/or disable the Administrator
account after creating other accounts with administrator-level access. By
renaming the account, others won't know what the account is called, and
thereby won’t know which account to access to obtain this high level of control.
By disabling the account, they won’t be able to use it at all.

To prevent unauthorized users from accessing accounts with administrative
credentials, any accounts that are members of the groups that provide adminis-
trator access should use strong passwords. Strong passwords are more difficult
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to guess, and use a combination of three or more of the following keyboard char-
acters:

Lowercase letters (a —z)

Uppercase letters (A-2Z)

Numbers (0-9)

Special characters (({}[],.<>;:""?/|\' ~1@#5%% "~ &*() -+=)

While strong passwords can’t be hacked using dictionary attacks that look for
specific words and character combinations in the password, they can still be
cracked using brute-force hacking programs, which try to determine the password
by using all possible combinations of characters in a password. Brute-force hacks
can take a considerable amount of time, but are commonly used to obtain unau-
thorized access to an account. To make it more difficult for hackers to access an
account using a brute-force attack, you should use longer passwords that consist
of a minimum of eight characters. In a Windows Server 2003 domain, strong pass-
words are enabled in Group Policy as a requirement for all accounts. This means
that all passwords that are created after the installation of Active Directory must
use at least one uppercase character, lowercase character, and numeric character.

Guest

The Guest account is another built-in account, but provides the lowest level of access. It is
designed to be used by occasional users who need minimal access and don’t want to log on
with their own account, or users who don’t have an account of their own in the domain.
For example, you could give the Guest account permissions to view files on an intranet
Web site, or have read-only access to unclassified material, such as forms new employees
must fill out to apply for a job. People applying for a job could then access and fill out
these forms even though they don’t have their own accounts.

When Active Directory creates this account, it makes the Guest account a member of
the Guests group and Domain Guests global group. Membership in these groups allows a
person using this account to log on to the domain. Just as with other accounts, you can
control what rights and permissions this account has, and add or remove this account from
group memberships. This allows you to increase or decrease the level of access a person
using this account has to resources in the domain.

Because it is better for users to have their own accounts when logging on to the
domain, the Guest account is disabled by default. Having this account disabled prevents
unauthorized persons from using this account to access the domain, and potentially use it
to obtain additional levels of access. As we saw with the Administrator account, the Guest
account can’t be deleted, but can be renamed. Doing so will make it more difficult for
hackers to take advantage of this account, which has also existed in previous versions of
Windows.
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HelpAssistant

The HelpAssistant account is automatically created in Active Directory when a Remote
Assistance session is established. Remote Assistance allows a user to connect to a machine
and assist them, such as by taking control of the computer remotely. For example, a person
working Help Desk could take over a user’s computer remotely, and show the user how to
perform a particular task.

To prevent others from indiscriminately taking over a computer and performing tasks
while a person is logged on, this connection is established with the permission of the
person using the computer. In other words, the person using the computer must allow
another person to take control. A person couldn’t simply highjack another person’s com-
puter using Remote Assistance, and then begin accessing resources under their logged-on
account.

The HelpAssistant account is used to establish the session between the person assisting
a user and his or her machine, and provides limited access to the computer being accessed
remotely. This account is managed by the Remote Desktop Help Session Manager service,
and is deleted automatically when there are no pending Remote Assistance requests.
Because it is removed when no longer needed, it doesn’t always appear in the Users con-
tainer of Active Directory Users and Computers.

SUPPORT_388945a0

The Support_388945a0 account is used by the Help and Support Service to provide inter-
operability with and allow access to signed scripts that are made available within Help and
Support Services. An administrator can delegate the ability for a normal user to run these
scripts from links in Help and Support Services. The scripts can be programmed to use the
Support_388945a0 account instead of the logged-on user’s credentials to perform adminis-
trative tasks on the local system that the user would not typically be allowed to perform
without administrative-level access.

InterOrgPerson

Unlike the previous accounts we've discussed, InetOrgPerson accounts don't actually refer to
an account named InetOrgPerson, but an object class used to create accounts. Object classes
are sets of attributes used to determine what attributes an object might have when it is cre-
ated. In Active Directory, the InetOrgPerson class is used to define user accounts. Because it
exists as a type of user class, accounts created with this class are security principals.

InetOrgPerson accounts are used to represent users in non-Microsoft directory services.
While Active Directory is the only directory service used by Windows 2000 and Windows
Server 2003, it isn’t the only directory service in existence. Other network operating sys-
tems, such as Novell NetWare, use their own implementations of a directory service, which
aren’t always compatible with Active Directory. The InetOrgPerson is used to assist applica-
tions written for other directories, or when migrating from these directory services to
Active Directory.
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As we'll see in the next section, InetOrgPerson accounts are created in the same way
that user accounts are created. In Active Directory Users and Computers, you would
select the container in which you want to create the new InetOrgPerson account. After
doing this, click the InetOrgPerson menu item under Action | New. This will start the
same wizard that allows you to create a new user account, but will use the InetOrgPerson
object class to create it.

InetOrgPerson Object Class Is Part of
the Windows Server 2003 Active Directory Schema

The InetOrgPerson object class and the attributes it contains originates from RFC
2798. RFC is an acronym for Requests for Comments, and is a document that is
used to specify information and/or technical specifications. RFC 2798 was created
by the Internet Engineering Task Force (IETF) to address the need for a class of user
that accessed directory services over the intranet or Internet. This class of user was
designed to hold attributes about people who accessed the directory using LDAP in
this way.

Because of the need for this type of user class, Microsoft provided a kit that
added an InetOrgPerson object class to the schema in Windows 2000. In Windows
Server 2003, an InetOrgPerson is included in the Active Directory schema as a type
of user class that can be used by LDAP applications requiring this type of object
and when migrating to Active Directory from other directory services. This saves
administrators from needing to extend the schema to create a new InetOrgPerson
object class.
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Creating User Accounts

Windows Server 2003 provides multiple ways of creating user accounts in Active Directory.
As mentioned, Active Directory Users and Computers provides a GUI that allows you to
create new accounts quickly and efficiently. As a new method of adding user accounts to
Active Directory, you can also use the DSADD command. In the paragraphs that follow, we
will look at each of these tools.

Creating Accounts Using

Active Directory Users and Computers

Active Directory Users and Computers is a tool that is installed on DCs, and is used by
those with the appropriate access to create domain accounts. Only members of the
Administrators group, Account Operators group, Domain Admins group, Enterprise Admins
group, or someone who’s been delegated authority can create a user account. When
someone is delegated authority to perform a task, it means that he or she been given
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administrative credentials to carry out the action. Responsibility can be delegated through
the Delegation of Control Wizard, Group Policy, or security groups (which we’ll discuss
later in this chapter).

Active Directory Users and Computers is started in a number of ways. As we saw in
Chapter 1, the Active Directory Users and Computers snap-in can be loaded into
Microsoft Management Console (MMC). Using the Windows Start menu can also start
this tool by clicking on Start | Administrative Tools | Active Directory Users and
Computers. The final method of starting it is through the Control Panel. In Control
Panel, open Performance and Maintenance | Administrative Tools | Active
Directory Users and Computers.

Once Active Directory Users and Computers is open, expand the domain in which you
have access, and want to create the account. Within the domain, you select the container in
which you want to create the user object.You can create accounts at the domain level, use an
existing default container (such as Users), or use an OU that you've created. Once you've
selected the container, click Action | New | User. InetOrgPerson accounts can also be cre-
ated this way, by selecting InetOrgPerson instead of User from Action | New.

Once the User menu command has been clicked in the Action | New menu, a
wizard will start that will take you through the steps of creating a new account. As shown
in Figure 2.6, the first screen provides a number of fields in which you can enter informa-
tion relating to the new user:

B First name The given name of the user.
B Initials The middle initial(s) in the user’s name.
B Last name The surname of the user.

B Full name The entire name of the user. As you enter the user’s first name, ini-
tials, and last name, this field will automatically be filled. It can, however, be modi-
fied. This name must be unique to the container in which the account is being
created.

B User logon name The UPN that the user will enter to log on to the domain.
The UPN (remember, this is comprised of the user logon name and the UPN
suffix) must be unique to the enterprise. In other words, two logon names that are
the same cannot exist within the same Active Directory forest. The drop-down list
in this field allows you to select a UPN suffix.

B User logon name (pre-Windows 2000) The NetBIOS name that the user will
use when logging on to the domain from pre-Windows 2000 operating systems.

Once you have entered this information, click the Next button to continue providing
information to setup the account.
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Figure 2.6 Screen Used to Enter New User Information When Creating a
New User Object
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The screen that follows allows you to configure password information for the user’s
account. As with the previous screen, a number of fields can be used to manage the initial
setup of the account. These fields are depicted in Figure 2.7, and consist of:

Password The password that the user will enter, so he or she can be authenti-
cated.

Confirm Password The same password that’s entered in the Password field.
Confirming the password a second time ensures that it has been entered correctly.

User must change password at next logon Checking this box requires the
user to change his or her password at first logon. Having the user change the pass-
word, ensures that only the user knows the new password and is a good security
practice. This setting is enabled by default.

User cannot change password When selected, this ensures that only adminis-
trators can change the user’s password. This can be used if the account is being
used by more than one person (such as a Guest account), services, or programs.
This setting is also used in more secure environments that require a guarantee of
password strength. In these environments, administrators are often responsible for
maintaining and changing passwords to ensure they meet security standards.

Password never expires This setting exempts the user’s password from the
maximum password age Group Policy setting that is enabled for the domain. This
is helpful if a service or program is using the account. If the User must change
password at next logon option is set, this option is overridden.
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B Account is disabled This check box is used to prevent a user from logging on
with this account. This can be used if an employee has been terminated, is on
extended leave or vacation, or hasn’t started in his or her job yet.

After entering this information, click the Next button to reach the final screen for cre-
ating a new user account.

Figure 2.7 Screen Used to Enter Password Options When Creating a New
User Object
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As shown in Figure 2.8, the final screen used in creating a new user object provides
summary information. The information that appears on this screen provides a recap of the
user information and password options that will be used for creating the account. After the
Finish button is clicked, the account is then created in the container you initially chose to
store the object.

Figure 2.8 Summary Screen of New Object Dialog Box
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Now that we've looked at how to create a user account, let’s put that knowledge to
practice and create one in the Exercise 2.02.

EXERcISE 2.02

CREATING A USER OBJECT IN
ACTIVE DIRECTORY USERS AND COMPUTERS

1.

Open Active Directory Users and Computers from Start |
Administrative Tools Active Directory Users and Computers.

When the utility opens, expand the console tree so that your domain
and the containers within it are visible.

Select the TestOU OU that you created in Chapter 1 from the console
tree. From the Action menu, select New | User.

When the New Object - User dialog box appears, enter the following
information in the corresponding fields:

Field Data to Enter
First name John

Initials Q

Last name Public

Full name John Public
User logon name Jpublic

User logon name (pre-Windows 2000) Jpublic

After entering this information, click the Next button to continue.

Enter a password of your choosing in the Password field, and then
reenter it in the Confirm password field.

Clear the User must change password at next logon check box.

Click Next to continue. When the summary screen appears, review the
settings you have entered and click Finish to create the account.

From the Action menu, select New | User.

When the New Object - User dialog box appears, enter the following
information in the corresponding fields:
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Field Data to Enter
First name Jane

Last name Doe

Full name Jane Doe

User logon name Jdoe

User logon name (pre-Windows 2000) Jdoe

11. After entering this information, click the Next button to continue.

12. Enter a password of your choosing in the Password field, and then
reenter it in the Confirm password field.

13. Click Next to continue. When the summary screen appears, review the
settings you have entered and click Finish to create the account.

14. Log off and then log back on as the jdoe user. Notice that you are
required to change the password.

15. Log off and then log back on as the jpublic user. Notice that you aren’t
required to change the password.

Creating Accounts Using the DSADD Command

As we saw in Chapter 1, Windows Server 2003 includes a number of command-line tools
that allow you to perform common administrative tasks from a command prompt. Using
the DSADD command, you can create new objects in Active Directory, including user
objects. As is the case when using Active Directory Users and Computers, only members of
the Administrators group, Account Operators group, Domain Admins group, Enterprise
Admins group, or someone who’s been delegated authority can create a user account. This
means that the DSADD command can’t be used as a workaround to creating an account
without authorization.

Create a new user with DSADD by entering the following syntax:

DSADD USER UserDN [-samid SAMName] -pwd {Password|*}
In entering this command, the following parameters must be entered:

B UserDN This is the DN of the user object you are adding. This provides infor-
mation on where the account will be created.

B SAMName This is a NetBIOS name, which is used when logging on from pre-
Windows 2000 computers. If this parameter isn’t added, DSADD will create one,
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based on the first 20 characters of the common name you entered for the
UserDN parameter.

B Password This is the password that will be used for this account. If an asterisk (*)
1s entered for this parameter, you will be prompted to enter a password.

In addition to these parameters, additional settings can be applied when creating a user
account by using the following syntax. Note that this is all one long line.
dsadd user UserDN [-samid SAMName] [-upn UPN] [-fn FirstName] [-mi
Initial]l [-1n LastName] [-display DisplayName] [-empid EmployeeID]
[-pwd {Password | *1] [-desc Description] [-memberof Group;...]

[-office Office] [-tel PhoneNumber] [-email Email] [-hometel
HomePhoneNumber] [-pager PagerNumber] [-mobile CellPhoneNumber]

[-fax FaxNumber] [-iptel IPPhoneNumber] [-webpg WebPage] [-title Title]
[-dept Department] [-company Company] [-mgr ManagerDN] [-hmdir
HomeDirectory] [-hmdrv DriveLetter:] [-profile ProfilePath] [-loscr
ScriptPath] [-mustchpwd {yes | no}] [-canchpwd {yes | no}]
[-reversiblepwd {yes | no}] [-pwdneverexpires {yes | no}] [-acctexpires
NumberOfDays] [-disabled {yes | no}] [{-s Server | -d Domain}]

[-u UserName] [-p {Password | *}] [-q] [{-uc | -uco | -uci}]

As you can see, a considerable number of options can be set in using the DSADD
command, which are not available when initially creating an account with Active Directory
Users and Computers. We’ll explain how such information can be added to an account
with Active Directory Users and Computers in the next section. First, let’s examine the var-
ious parameters that can be used in association with the DSADD command. The parame-
ters in this syntax are explained in Table 2.3.

Table 2.3 DSADD Parameters for Creating Users

Parameter Description

-upn UPN Specifies the UPN for the account.

-fn FirstName Specifies the first name of the user.

-mi Initial Specifies the initial(s) of the user.

-In LastName Specifies the last name of the user.

-display DisplayName Specifies the display name of the account.

-empid EmployeelD Specifies the user's employee ID.

-desc Description Information that describes the account.

-memberof Group Specifies the DNs of groups of which this
account will be a member.

-office Office Specifies the office location of the user.

Continued
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Table 2.3 DSADD Parameters for Creating Users

Parameter

Description

-tel PhoneNumber
-email Email

-hometel HomePhoneNumber

-pager PagerNumber
-mobile CellPhoneNumber

-fax FaxNumber

-iptel IPPhoneNumber
-webpg WebPage
-title Title

-dept Department
-company Company
-mgr ManagerDN
-hmdir HomeDirectory
-hmdrv Driveletter:

-profile ProfilePath
-loscr ScriptPath

-mustchpwd {yes | no}

-canchpwd {yes | no}

-reversiblepwd {yes | no}

Specifies the telephone number of the user.
Specifies the user’s e-mail address.

Specifies the user’'s home telephone number.
Specifies the pager number of the user.

Specifies the cellular telephone number of
the user.

Specifies the user’s fax number.

Specifies the user’s IP phone number.
Specifies the URL of the user’s Web page.
Specifies the title of the user.

Specifies the user’s department.

Specifies company information.

Specifies the DN of the user’s manager.
Specifies the home directory of the user.

Specifies the drive letter used by the user to

access his or her home directory. This param-
eter is used if the HomeDirectory is specified
using the universal naming convention.

Specifies the profile path for the account.

Specifies the logon script path for the
account.

Specifies whether the user needs to change
his or her password the next time he or she
logs on. By default, the user doesn’t need to
change the password, so this would be the
same as specifying no for this parameter.

Specifies whether the user is allowed to
change his or her password. By default, the
user can change his or her password, so this
would be the same as specifying yes for this
parameter.

Specifies whether the password is stored
using reversible encryption, which is used by
Macintosh computers and some forms of
Windows-based authentication. By default,
reversible encryption isn’t used, so this is the
same as this parameter being set to no.
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Table 2.3 DSADD Parameters for Creating Users

Parameter

Description

-pwdneverexpires {yes | no}

-acctexpires NumberOfDays

-disabled {yes | no}

{-s Server | -d Domain}

-u UserName

-p {Password | *}

-q
{-uc | -uco | -uci}

Specifies whether the password expires. By
default, a password will expire, so this is the
same as this parameter being set to no.

Specifies the number of days before the
account expires. If the value of
NumberOfDays is set to 0, the account will
expire at the end of the day. If the value of
NumberOfDays is set to a negative value, it
will set that the account has already expired
that many days ago. If set to a positive value,
it will expire that many days in the future. If
the value of NumberOfDays is set to Never,
the account will never expire.

Specifies whether the account has been dis-
abled. By default, the account is enabled, so
this is the same as this parameter being set
to no.

Specifies to connect to a remote server or
domain. By default, the computer is con-
nected to the DC in the logon domain.

Specifies the username to log on to a remote
server. By default, the username that the user
is logged on to the local system with is used.
The following formats can be used for the
UserName variable:

Username

Domain\username

User principal name

Specifies the password to log on to a remote
server. If an asterisk (*) is used, you will be
prompted for a password.

Specifies quiet mode, and suppresses output.

Specifies Unicode to be used for input or
output. If —uc is used, then input or output is
to a pipe (|). If —uco is used, then output is to
a pipe or file. If —uci is used, then input is
from a pipe or file.

Managing User Accounts

Managing user accounts is done through the properties of the object, which is accessible by
using Active Directory Users and Computers. You can access the properties of a user object
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by selecting the object, and then clicking on Action | Properties.You can also right-click
on the object and select Properties from the context menu.

Upon opening the Properties of the user, you will see a number of tabs that allow you
to set various options and provide information dealing with the account:

B General This tab contains basic information about the user, including name, tele-
phone number, and other information.

B Address This tab contains personal properties about the user, including home
address.

B Account This tab contains settings that control account expiration, logon hours,
and other account options.

B Profile This tab contains settings for the user’s logon script, user profile, and
home directory.

B Telephones This tab contains telephone numbers and other contact information
about the user.

B Organization This tab contains information about the user’s organization,
department, and manager.

B Environment This tab contains settings for configuring the startup environment
for Terminal Services.

B Sessions This tab contains timeout and reconnection settings for Terminal
Services.

B Remote Control This tab configures remote control settings for Terminal
Services.

B Terminal Services Profile This tab contains configuration information for the
user’s Terminal Services profile and home directory.

B COM+ This tab allows you to set whether the user is a member of a particular
COM+ partition set.

m  Published Certificates This tab lists X.509 certificates and their use.
B Member Of This tab lists the user’s group membership.

B Dial-in This tab contains settings used by the user for dialing in to or using a
virtual private network (VPN) connection to the network.

B Object This tab shows the fully qualified name of the user.
B Security This tab displays an ACL for the user account object.
Individually, each of these tabs allows you to manage different settings related to the
user account. However, a number of these tabs are related, in that they deal with particular

aspects of user account management. As we’ll see in the sections that follow, by using them
together, you can configure how the account can be used.
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Personal Information Tabs

In looking at what properties can be set with these tabs, you will see that there are four tabs
that contain personal information about the user: General, Address, Telephones, and
Organization. As shown in Figure 2.9, the General tab contains a number of fields that con-

tain information provided when the account was initially created:

First name This field contains the given name of the user.
Initials This field contains the middle initial(s) of the user.
Last name This field contains the user’s surname.

Display name This field contains the full name of the user.

Description This field allows you to provide a description of the user account.
For example, if this were an account that was to be used for a service or applica-
tion, you could provide information on which service or program will use this
account.

Office This field allows you to provide information on the office in which the
user works.

Telephone number This field allows you to provide the user’s telephone
number.

Email This field allows you to enter the e-mail address of the user.

Web page This field allows you to enter the Web page belonging to the user.

In looking at this tab, notice that Telephone and Web page fields have a button beside
them named Other. When this button is clicked, a dialog box will open that allows you to
enter additional entries. As you might guess, this is because many users might have more
than one Web page or telephone number associated with them. If additional entries exist,
you can also click the Other button to view these entries in the dialog box that appears.

Figure 2.9 General Tab of User’s Properties

Michael Cross Properties [ 2] %]
Published Cerfiicates | MemberOf | Diakin | Object | Secuiy |
Environment | Sessians | Remote contiol | Teminal Services Profile | COM+ |
General | Addiess | Account | Fiofie | Telephones | Orgarization
ﬁ Michael Cross
Eitst name: Initials:

Last name: [Cross

Display name: |M\chae\ Cross

Description: |

Dffice: [

Telephone number. Dther.

Emal [

bpns (o= |

[ ok | camcad | oo |

115

www.syngress.com



116 Chapter 2 * Working with User, Group, and Computer Accounts

The Address tab is used to store contact information dealing with a user’s physical or
mailing address. As shown in Figure 2.10, information on this tab includes:

B Street This text box allows you to enter the full street address of the user. It
allows multiple lines, to account for apartment numbers and other information.

B P.O.Box This text box allows you to enter the P.O. Box number.

B City This text box is the city in which the user lives or has a mailing address.

B State/province This text box is the state or province in which the user lives or
has a mailing address.

B Zip/Postal Code This text box is the zip code or postal code in which the
user lives or has a mailing address

B Country/region This drop-down box contains list of countries so that you can
select the one in which the user lives or has a mailing address.

Figure 2.10 Address Tab of a User’s Properties

Michael Cross Properties [ 2] ]
Publizhed Certificates | Member OF | Digkin | Object | Security
Envitonment | Sessions | Fiemete contral | Teminal Services Profile | COM+
General  Address I Lecount I Profile | Telephones | Organization
Strest: ]

|
P.0. Box:

State/province:

Zip/Postal Code:

|
City, |
|
|
|

Country/reqgion:

ok I Cancel | Apply |

The Telephones tab is another tab that contains personal properties related to the user.
As shown in Figure 2.11, this tab provides contact information relating to various methods
of verbal or digital communication:

B Home This text box is used to enter the home telephone number of the user.
B Pager This text box is used to enter the pager number of the user.
B Mobile This text box is used to enter the cellular phone number of the user.

®m  Fax This text box is used to enter the fax number of the user.
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IP phone This text box is used to enter the IP phone number of the user.

Notes This text box is used to enter any additional notes pertaining to the user.

Because users might have multiple telephone numbers, pagers, and other methods of
communication, each of these fields (except for Notes) also includes an Other button. As
discussed earlier, clicking this button allows you to enter and/or view additional entries for
that particular field.

Figure 2.11 Telephones Tab of User’s Properties

Michael Cross Properties EHE

Published Certificates | Member Of | Diakin | Object | Security
Environment | Sessions | Remote caontral | Teminal Services F’lofi\el COM+
General | Address | Accaunt I Prafile Telephones | Organization

[ Telephone numbers
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I
[
Mobile: I
I
[

Hotes:

oK | Cancel | Appl |

The Organization tab is the final tab that contains personal properties for the user. This
tab allows you to enter information relating to the organization in which the user works. As
seen in Figure 2.12, the fields on this tab include:

Title This text box is used to specify the title of the user.

Department This text box is used to specify the department in which the user
works.

Company This text box is used to specify the name of the company the user
works for.

Manager This field allows you to specify the DN pointing to the user’s manager
or supervisor within the company. With this field, you can click the Change
button to change the DN pointing to the manager’s user object, Properties to
view that object’s properties, or Clear to erase the entry pointing to the manager’s
user object.

www.syngress.com



118

Chapter 2 * Working with User, Group, and Computer Accounts

Direct reports This field shows any other user accounts that have this user’s
account specified as their manager.

Figure 2.12 Organization Tab of User’s Properties

Michael Cross Properties EHE
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Account Settings

Not all of the tabs in the user’s Properties deal with personal information. As seen in Figure
2.13, the Account tab is used to store information relating to the domain user account,
including password options. The fields on this tab include:

User logon name This text box is used to specify the UPN that the user will
use when logging on to the domain. This field also includes a drop-down list for
specifying the UPN suftix.

User logon name (pre-Windows 2000) This text box is used to specify the
logon name that is used when logging on from pre-Windows 2000 computers.

Account is locked out This check box specifies that the account is locked out,
preventing the user from logging in.

User must change password at next logon This check box specifies that the
user must change his or her password when he or she first logs on.

User cannot change password This check box prevents the user from
changing his or her password. This is used to restrict password changes so only
administrators have the ability to manage them.
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B Password never expires This check box prevents the password from expiring
after a specific time. If the User must change password at next logon option
is set, this option is overridden.

B Store password using reversible encryption This check box requires users
to use reversible encryption. Users who are logging on from Macintosh com-
puters require this setting. Some forms of Windows authentication, such as CHAP
and Digest, also require this setting to be enabled.

B Account is disabled This check box prevents users from logging on with this
account.

B Smart card is required for interactive logon This check box allows the user
to log on using a smart card.

B Account is trusted for delegation This allows the account to be used to run
as an identity of a service, so that it can impersonate the account and acquire nec-
essary access.

B Account is sensitive and cannot be delegated This check box allows a user
to assign responsibility over a portion of the namespace to another user, group, or
computer.

B Use DES encryption types for this account This check box requires Data
Encryption Standard (DES) to be used with this account.

B Do not require Kerberos preauthentication This check box removes the
need for preauthentication for accounts that are using another version of Kerberos
that doesn’t require it.

B Account expires This option button is used to set the expiration date of the
account. Options for this field are Never, which means the account never expires; or
End of, which requires a date to be set specifying when the account will expire.

Figure 2.13 Account Tab of User’s Properties

Michael Cross Properties [z]x]
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In addition to the fields we’ve discussed, the Account tab also includes a Logon Hours
button, which opens a dialog box that allows you to control when this user can log on or
remain logged on to the network. By default, users are able to log on and remain logged on
to the network 24 hours a day, 7 days a week. However, in secure environments, you might
want to control when a user is able to log on. To provide a maintenance window, you
might want to limit users’ ability to log on or remain logged on after regular hours of
work, or during weekends.

As shown in Figure 2.14, the Logon Hours dialog box contains a series of boxes that
determine the times and days when a user can log on. After selecting the boxes representing
the times and dates to log on, click the Logon Permitted or Logon Denied option but-
tons to respectively permit or deny access during those times. If all of the boxes are selected
and Logon Permitted is selected, then there are no restrictions set for the user.

Figure 2.14 Logon Hours Dialog Box

Logon Hours for Michael Cross
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The other button that appears on the Account tab is the Log On To button. When this
button is clicked, the Logon Workstations dialog box shown in Figure 2.15 appears. On this
dialog box, you can control what computers the user can use when logging on to the
domain. By default, users can log on from any computer. However, by using the fields on
this tab you can heighten security by limiting users to working on the machine at their
desk, or a group of computers within their department. For example, you might want to
prevent users from logging on to the domain from a specific machine so that they cannot
access another user’s data that is stored on that computer.

On this dialog box, there are two options: All computers and The following com-
puters. When All computers is selected, there are no restrictions regarding which
machines a user can log on from. When The following computers is selected, you can
then enter the name of the computer(s) you want to restrict a user to using. After entering
the NetBIOS name of the computer, click the Add button to add that computer to the
list. You can then select computer names from the listing, and click Edit to modify the
entry or Remove to delete it from the list.
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Figure 2.15 Logon Workstations Dialog Box
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The Profile tab is also used to configure elements of the user’s account, relating to pro-
files, logon scripts, and home folders. Roaming profiles can be used to provide consistency
across the network, by ensuring that a user has the same desktop environment, application
settings, drive mappings, and personal data regardless of which computer he or she uses on
the network. The Profile path field on this tab is used to specify the path to the user’s pro-
file. Similarly, logon scripts are also used to apply settings to a user’s account, by running a
script when the user logs on to the network. The Logon script field is used to set where
this script is located, so it will automatically run each time the user logs on to this account.
Through these, the user’s environment is configured each time he or she logs on to a DC.

NorTE

W The Logon script field on this tab is a hold over from Windows NT days. Group
Policy allows you to specify multiple logon, logoff, startup, and shutdown scripts.
However, if the computers that your users are logging on from does not support
Group Policy, this field comes in handy to ensure that they can still get a logon
script applied to them. Windows 2000 and later computers are capable of using
Group Policy.

Finally, as shown in Figure 2.16, the Home folder section of this tab is used to specity
the location of a home directory that will contain the user’s personal files. The Local path
text box is used to specify a path to the directory on the local system. Alternatively, you can
specify a network location by using the Connect drop-down box to specify a drive letter
that the path will be mapped to, and then enter a UNC path to the directory in the To
text box.
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Figure 2.16 Profile Tab of User’s Properties
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Terminal Services Tabs

Terminal Services allows users to access applications that are run on the server. Rather than
running as independent computers, the clients that access Terminal Services act as dumb
terminals. Throughout their session with the server, users run an environment that allows
them to view and interact with programs that appear to run on the local computer but are
actually running on the Terminal Services server located on the network.

The Properties dialog box of a user provides four tabs that specifically deal with
Terminal Services: Environment, Sessions, Remote Control, and Terminal Services Profile.
As seen in Figure 2.17, the Environment tab is used to configure settings for Terminal
Service’s startup environment. By default, users receive a Windows Server 2003 desktop
when connecting using Terminal Services. The Starting program section contains fields
for specifying a particular program to run when logging on to Terminal Services. If this
option is enabled, users will receive the program instead of a desktop. When the Start the
following program at logon check box is selected, you can enter the path and exe-
cutable name for the program.

The Client devices section also allows you to configure how devices on the computer
you're working on will be dealt with. The check boxes you can check to enable these set-
tings are:

B Connect client drives at logon This check box causes drive letters to be
mapped to local client drives in the user’s Terminal Services session. This enables
these local drives to be accessed from the session. Remember, when you are
working in a session, you are actually working on the server, not your client.
Theretore, the drives you seen in Explorer are the drives on the server, not the
client. When this box is checked, you see both.
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Figure 2.17 Environment Tab of User’s Properties
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B Connect client printers at logon This check box causes printers that are
configured on the client computer to be connected and available while you are
working in a Terminal Services session.

B Default to main client printer This check box causes the default printer on
your client computer to be the default printer in your Terminal Services session.

In addition to the settings on the Environment tab, the Sessions tab is also used for
configuring Terminal Services. As seen in Figure 2.18, this tab includes numerous settings
for configuring timeout and reconnection settings for Terminal Services sessions:

B End a disconnected session This drop-down box allows you to choose how
long a disconnected session should remain on the server. If set to Never, which is
the default setting, a disconnected session will remain on the server indefinitely. If
set to a specific time limit, the session will be terminated on the server when this
time limit is reached.

B Active session limit This drop-down box is used to specify how long a user’s
session should remain active. The default setting is Never, meaning that the user’s
session can remain active indefinitely. If set to a limit by selecting a time from the
drop-down list, the user’s session will remain active until that time is reached. At
this time, the user is either disconnected from the session or the session is termi-
nated, depending on what is set for the When a session limit is reached or
connection is broken option.

B Idle session limit This drop-down box controls how long a user can remain
connected without any activity before the session ends or the user is disconnected
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from it, depending on what is set for the When a session limit is reached or
connection is broken option.

B When a session limit is reached or connection is broken This option
button allows you to set what will happen when either of these situations occurs.
You can choose either Disconnect from session or End session.

B Allow reconnection This option button allows you to control how a user can
reconnect to a disconnected session.You can choose to either reconnect From
any client or From originating client only.

NoTE

There are two ways to end a Terminal Services session. The first it is to log off. This
completely destroys the session that you were using on the server and frees up the
resources it was consuming. The second option is to disconnect. This simply breaks
the communication from your client to the Terminal Services server. It does not ter-
minate your session, which means that it continues to consume resources on the
server. When you reconnect to a disconnected session, it appears exactly as it did
when you disconnected from it.

Figure 2.18 Sessions Tab of User’s Properties

Michael Cross Properties HE

Publizhed Certificates | Member OF | Digkin | Object | Security
General | Address | Account I Profile: | Telephones | Organization
Environment  S&ssions |Hemule wnlrull Teminal Services Fluh\el COM+

Uze this tab to set Terminal Services timeout and reconnection settings

End a disconnected session:

Aclive session limit INEVEI -
ldle session limit INEVEI -

When a session limit is reached or connection is broker:
% Disconnect from session

£~ End gession

Allow reconnection:
& From any client

£~ From ariginating client anly

ok I Cancel | Apply |

The Remote Control tab allows you to configure remote control settings for the user,
which enables others to take over a session. By taking over the computer, the other person
can then perform actions on the remote computer, enabling that person to perform various
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actions and show the user how to do certain tasks. As shown in Figure 2.19, the fields avail-
able to configure these settings are:

®  Enable remote control This check box determines whether others can control
or view a user’s session. This turns on or off remote control for a session
belonging to a user.

B Require user’s permission This check box determines whether the user needs
to give permission to allow another user to control or view a session.

B Level of control This option button determines how someone can use remote
control with the user’s session. The options include View the user’s session,
which only allows someone else to view what the user is doing, and Interact
with the session, which allows another user to take control of the session and
perform tasks as if he or she were sitting at the computer of the user that initiated
the session.

Figure 2.19 Remote Control Tab of User’s Properties
Michael Cross Properties [ 7] ]
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The Terminal Services Profile tab is similar to the Profile tab discussed earlier, except
that settings on this tab exclusively relate to a user’s Terminal Services session. As shown in
Figure 2.20, this tab provides the following fields:

B Profile Path This text box specifies the path to the user’s profile that should be
used with Terminal Services. If no path is specified, the setting from the Profile
tab is used.

B Terminal Services Home Folder This text box allows you to specify where
the user’s home directory that should be used during a Terminal Services session is
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located. As with the Profiles tab, this section provides two options. The Local
path field is used to specify a local path to a location on the Terminal Services
computer. The Connect drop-down box allows you to specify a drive letter for a
mapped drive that will be available within the session, and a UNC path to the
network location of the home directory. If no home folder is specified, the set-
tings on the Profile tab are used.

B Allow logon to terminal server This check box is used to enable users to
establish a Terminal Services session. It is enabled by default.

Figure 2.20 Terminal Services Profile
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Security-R elated Tabs

Several tabs are available through the user object’s properties that control security settings
associated with the account. These tabs are Published Certificates, Dial-in, Security, and
Member Of. Together, they allow you to manage issues related to access control and
authentication.

The Published Certificates tab provides a listing of certificates that are used by the
account, and allows you to add others. As shown in Figure 2.21, this tab allows you to view
any X.509 certificates that have been published for the user account, and includes fields that
explain who it was issued by, who it was issued to, the intended purpose of the certificate,
and its expiration date. The Add from Store button can be used to add additional certifi-
cates to the listing from the computer’s local certificate store. The Add from File button
can also be used to add a certificate from a file. If a certificate is no longer needed, you can
select the one you no longer want to be applied to the account and click the Remove
button. Finally, the Copy to File button will export the certificate that is selected in the
list to a file.

www.syngress.com



Working with User, Group, and Computer Accounts * Chapter 2

Figure 2.21 Published Certificates
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The Dial-in tab allows you to configure settings that are used when the user attempts

to connect to the network remotely using a dial-up or VPN connection. These settings are

applied when the user dials in to a Windows Server 2003 remote access server or attempts
to use a VPN connection. As shown in Figure 2.22, this tab is divided into several sections
with multiple options, including:

Remote Access Permission (Dial-in or VPN) This option button specifies
whether the user can connect to the network via a dial-up or VPN connection. The
options in this section include Allow access, which enables dial-in or VPN remote
access; Deny access, which prohibits dial-in or VPN remote access; and Control
access through a Remote Access Policy, which is the default option and speci-
fies that a remote access policy is used to control permission for remote access.

Verify Caller-ID This check box allows you to specify the telephone number
that the user must be calling from in order to establish a successful connection. It
requires hardware capable of detecting the number that the user is calling from.

Callback Options The configuration settings in this section are No Callback,
Set by Caller (Routing and Remote Access Service Only), and Always
Callback To. No Callback is the default option. It enables users to connect
remotely and without the use of callback. When this option is set, the user will
pay for any long distance charges. Set by Caller (Routing and Remote
Access Service Only) allows the caller to specify a telephone number that the
server will call back. When a remote connection is made, the user is prompted for
a username and password. If successfully authenticated, the settings on this tab are
checked and the user is prompted for a telephone number to be called back at.

127

www.syngress.com



128 Chapter 2 * Working with User, Group, and Computer Accounts

The server then disconnects and calls the user back at that number. This allows
the company to pay for any long distance fees, which typically results in cost sav-
ings. Always Callback To is the final option. This is a security, not a cost savings,
option that forces the server to call the user back at a preconfigured telephone
number. Because this setting requires the user to be at that telephone number, the
risk of unauthorized users attempting to connect remotely is reduced.

B Assign a Static IP Address This check box assigns a specific IP address to the
user when the user connects remotely.

B Apply Static Routes This check box places additional routes in the routing
table upon connection.

B Static Routes This button is used to define the additional routes that will be
placed in the routing table upon connection.

Figure 2.22 Dial-In Tab
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As we saw in Chapter 1, the Security tab (Figure 2.23) is used to configure what per-
missions other users and groups have to an object. This tab consists of two panes. The top
pane lists users and groups that have been added to the DACL for the account. It also
allows you to add or remove users and groups from the DACL. In the lower pane, you can
enable or disable specific permissions by checking a check box in the Allow or Deny
column. Special permissions can also be set for objects by clicking the Advanced button,
which displays a dialog box (seen in Figure 2.24) where additional permissions can be

applied.
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Figure 2.23 Security Tab
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Figure 2.24 Special Permissions Dialog Box
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As seen in Figure 2.24, the Special Permissions dialog box that’s accessed through the
Advanced button of the Security tab allows you to configure advanced settings and apply
additional permissions to an account. As seen in this dialog, the Permissions tab also provides
an option labeled Allow inheritable permissions from the parent to propagate to this
object and all child objects. When this check box 1s checked, any permissions applied to
the parent object (which in this case would be an OU) are also applied to this account. If this
check box is unchecked, then any permissions applied at the higher level will not be applied,
and the object will only have the permissions that have been explicitly set for it.
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The final tab we’ll discuss is the Member Of tab. As seen in Figure 2.25, this tab pro-
vides a listing of the user’s group membership(s). By clicking the Add button, a dialog box
will appear with a list of available groups of which the user can become a member.

Selecting a group from the list on the Member Of tab and clicking the Remove button
will remove that user from the group’s membership.

Figure 2.25 Member Of Tab

Michael Cross Properties

Environment I Sessions I Femate control I Terminal Services F'rolilel COM+

General | Address | Aczount | Prafile | Telephones | Organization
Published Certificates tember OF | Dial-in I Object | Security

Member af:
Marne Active Directory Folder

Domain Lsers knightware. cadl sers

Add BRemove |

Primary group: Domain Users

Set Primany Group | There is no need to change Primary group unless

you have Macintosh clients or POSIx-compliant
applications.

0K I Cancel I Apply I

At the bottom of this tab is a button called Set Primary Group, which only applies to
a limited number of users. A primary group is needed by users who use Macintosh com-
puters, and log on to the network through File or Print Services for Macintosh. The other
users who require a primary group are users who are running POSIX-compliant applications.

Exam WARNING

The default primary group of a new account generally doesn’t need to be changed.
The primary group for new user accounts is Domain Users, while the primary
group for new computer accounts is Domain Computers.

To fully understand how the Member Of tab affects a user’s level of security, we must
look at how groups impact a user’s access. In the section that follows, we will look at the
various groups that users can become members of, and see what each group offers.
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Working with Active
Directory Group Accounts

Groups are collections of accounts that are grouped together, so that they can be granted
rights and permissions as a single unit. By using groups, you aren’t limited to granting rights
and permissions to each account individually. You can make user accounts, computer
accounts, and other groups members of a group, and grant rights and permissions to all of
them by making changes only at the group level. When a group is given permissions, privi-
leges, or rights, what is granted to it applies to all accounts that are members of the group.

Using groups, you can perform a variety of tasks that will affect the accounts and
groups that are members. These include:

B Assigning rights to a group account to authorize them to perform a certain task

B Assigning permissions on shared resources to a group, so that all members can
access the resource in the same manner

B Distributing bulk e-mail to all members of the group

As we’ll see in the sections that follow, group accounts are a powerful tool for man-
aging large numbers of users as if they used a single account. In associating accounts with
groups, you will find that some groups will have a much larger membership than others,
and some will be used for purposes other than dealing with security issues.

Group Types

The first step in working with group accounts is deciding on the type of group you want
to create and work with. In Active Directory, there are two different types, which are used
for two different purposes:

B Security groups

B Distribution groups

The difference between these groups resides in how they are used. Security groups are
designed to be used for security purposes, while distribution groups are designed to be used
for sending bulk e-mail to collections of users. As we’ll see in the paragraphs that follow, the
type of group being used not only relates to its intended purpose, but how it will be han-
dled in terms of security.

Once you create a particular type of group account, it is possible to switch its type at
any time. If you create a security group and later decide to convert it into a distribution
group (or vice versa), Active Directory will allow it depending on the domain functional
level that’s been set. If the domain functional level is set to Windows 2000 native or higher,
the conversion can take place. However, it might not be allowed if the domain is running at
the Windows 2000 mixed level.
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Security Groups

Security groups are what most people think of when discussing groups. A security group is
a collection of users who have specific rights and permissions to resources. Rather than
giving rights to perform certain tasks to individual users, and then setting permissions as to
what resources that user can access, the rights and permissions are applied to the group. Any
users who are members of the group then acquire this same level of security access. In
doing so, collections of users are handled as a single unit, rather than as individuals.

Although both can be applied to a group account, rights and permissions are different
from one another. Rights are assigned to users and groups, and control the actions a user or
member of a group can take. For example, a member of the Backup Operator’s group has the
ability to back up and restore data, while a member of the Administrators group has the
ability to perform almost any action. As we’ll see later in this chapter, there are a number of
security groups to which users can be added, and each of these groups provides differing
levels of access. In Windows Server 2003, rights are also sometimes called privileges. You might
have noticed this earlier when viewing the output of the command WHOAMI /ALL.

Permissions are used to control access to resources. When permissions are assigned to a
group, it determines what the members of the group can do with a particular resource. For
example, one group might only be given Read permissions to a file (so they can view but
not modify it), while another group might be given Full Control (allowing them to do
anything to the file). Through permissions, you can control the level of access a user or
group receives to a shared resource.

Security groups are able to obtain such access because they are given a SID when the
group account is first created. Because it has a SID, it can be part of a DACL, which lists
the permissions users and groups have to a resource. When the user logs on, an access token
is created that includes their SID and those of any groups of which theyre a part. When
they try to access a resource, this access token is compared to the DACL to see what per-
missions should be given to the user. It is through this process and the use of groups that
the user obtains more (and in some cases, less) access than has been explicitly given to his
or her account.

Another benefit of a security group is that you can send e-mail to it. When e-mail is
sent to a group, every member of the group receives the e-mail. In doing so, this saves
having to send an e-mail message to each individual user.

Distribution Groups

While security groups are used for access control, distribution groups are used for sharing
information. This type of group has nothing to do with security. It is used for distributing
e-mail messages to groups of users. Rather than sending the same message to one user after
another, distribution groups allow applications such as Microsoft Exchange to send e-mails
to collections of users.

The reason why distribution groups can’t be used for security purposes is because they
can’t be listed in DACLs. When a new distribution group is created, it isn’t given a SID,
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preventing it from being listed in the DACL. Although users who are members of different
security groups can be added to a distribution group, it has no effect on the permissions
and rights associated with their accounts.

Security Groups vs. Distribution Groups

In looking at the differences between security groups and distribution groups, it
might seem confusing as to why two such groups are used. After all, both can be
used as e-mail entities where e-mail can be sent to the group with the message
being distributed to members. The reason why two types of groups are used lies in
the fact that only security groups have SIDs.

Because security groups have SIDs, they can be included in DACLs and be
given permissions to resources. Distribution groups don’t use SIDs, so they can't be
given permissions. For this reason, you can add users to as many distribution
groups as needed, and never have to worry that they’'ve accidentally been given
greater access because of their membership. If distribution groups didn‘t exist, you
might add a user to a security group so he or she could receive e-mails meant for
that group, but erroneously give that user greater access than desired.

The other reason why two types of groups are used is for performance. When
security groups are used, the SID of that group is added to the access token of its
members when they log on. The more security groups a user belongs to, the longer
it will take to log on. Each security group that's added to the access token increases
the token’s size, making the logon and subsequent resource access slower and more
resource intensive. When distribution groups are used, there is no SID for the group,
so the number of distribution groups a user is a member of has no effect on the
token's size. Because of these issues, it is always better to use distribution groups for
e-mail needs, and security groups for collections of people who need access.
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Group Scopes in Active Directory

Scope is the range that a group will extend over a domain, tree, and forest. The scope is

used to determine the level of security that will apply to a group, which users can be added

to its membership, and the resources that they will have permission to access. As we’ll dis-

cuss in the sections that follow, Active Directory provides three different scopes for groups:
B Universal

m  Global

®  Domain Local
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Universal

Universal groups have the widest scope of any of the different group scopes. Members of
this group are able to contain accounts and groups from any domain in the forest, and can
be assigned permissions to resources in any domain in the forest. In other words, it is all
encompassing within any part of the forest.

Whether a universal security group can be used depends on the functional level that
the domain has been set to. Domains that have the functional level set to Windows 2000
mixed won't allow universal security groups to be created. However, if the domain func-
tional level is Windows 2000 native or Windows Server 2003, then universal security groups
can be created. In this situation, the group can contain user accounts, global groups, and
universal groups from any domain in the forest, and be assigned permissions to resources in
any domain. Universal distribution groups can be used at any functional level, including
Windows 2000 mixed.

Universal groups can be converted to groups with a lesser scope. Providing the group
doesn’t contain any universal groups as members, a universal group can be converted to a
global group or a domain local group. If universal groups are members of the universal
group that’s being converted, you won'’t be able to perform the conversion until these
members are removed.

NoTE

Universal groups are stored in the GC, along with their membership lists. Because
of this, any change in membership triggers forestwide replication. To limit the
impact of this type of replication, Microsoft recommends using relatively static
members (such as global groups) in these groups.

Global

Global groups have a narrower scope than universal groups. A global group can contain
accounts and groups from the domain in which it is created, and be assigned permissions to
resources in any domain in a tree or forest. Because it only applies to the domain in which
it’s created, this type of group is commonly used to organize accounts that have similar
access requirements.

As we saw with universal groups, however, the members that can be part of a global
group depend on the domain functional level. If the functional level of the domain is set to
Windows 2000 mixed, then the membership of a global group can only consist of user
accounts from the same domain. If the functional level of the domain is set to Windows
2000 native or Windows Server 2003, then the global group can have user accounts and
other global groups from the same domain as members. User accounts and global groups
from other domains cannot become members of a global group.
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Global groups can also be converted into a universal group, provided that the global
group isn’t a member of any other global groups. If other global groups are members of the
global group, then these must be removed before the conversion can take place. The
domain functional level must be Windows 2000 native or Windows Server 2003 to convert
to a universal security group.

Domain Local

Domain local groups also have a scope that extends to the local domain, and are used to
assign permissions to local resources. The difference between domain local and global
groups is that user accounts, global groups, and universal groups from any domain can be
added to a domain local group. Because of its limited scope, however, members can only be
assigned permissions within the domain in which this group is created.

As you might expect from the two previous scopes, the abilities of a domain local
group depends on the domain functional level. If the functional level is set to Windows
2000 mixed, then the domain local group can only contain user accounts and global groups
from any domain. It cannot contain universal groups when Windows Server 2003 is using
this level of functionality. If the functional level is set to Windows 2000 native or Windows
Server 2003, then the domain local group can contain user accounts and global groups
from any domain, as well as universal groups. In addition, it can contain other domain local
groups from the same domain. These abilities, however, have no impact on permissions. In
all cases, permissions can only be assigned to resources in the local domain.

Domain local groups can be converted to a universal group, provided that there are no
other domain local groups in its membership. If the domain local group does have other
domain local groups as members, then these must be removed from the membership before
a conversion is made.

Built-In Group Accounts

As we saw when we discussed user objects, a number of built-in accounts are automatically
created when you install Active Directory. This not only applies to user accounts, but group
accounts as well. Many of these groups have preconfigured rights, which allow members to
perform specific tasks. When users are added to these groups, they are given these rights in
addition to any assigned permissions to access resources.

The groups that are created when Active Directory is installed can be accessed through
Active Directory Users and Computers, and are located in two containers: Builtin and
Users. Although they are stored in these containers, they can be moved to other OUs
within the domain. Those in the Built-in container have a domain local scope, while those
in the Users container have either a domain local, global, or universal scope. In the para-
graphs that follow, we will look at the individual groups located in each of these containers,
and see what rights they have to perform network-related tasks.
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Detfault Groups in Builtin Container

Up to 14 different built-in groups that might be located by default in the Builtin container,
including:

B Account Operators, which allows members to manage accounts

B Administrators, which gives members full control

B Backup Operators, which allows members to back up and restore files
B Guests, which gives members minimal access

B  Incoming Forest Trust Builders, which is only available in forest root domains,
and gives members permission to Create Inbound Forest Trusts

B Network Configuration Operators, which allows members to manage net-
work settings

B Performance Monitor Users, which allows users to manage performance
counters and use System Monitor

B Performance Log Users, which allows users to manage performance counters
and use Performance Logs and Alerts

B Pre-Windows 2000 Compatible Access, which is used for backward compati-
bility
B Print Operators, which allows members to manage printers

B Remote Desktop Users, which allows members to connect to servers using
Remote Desktop

B Replicator, which is used for replication purposes
B Server Operators, which allows members to manage servers

B Users, which contains every user account created in the domain

The Account Operators group is used to allow members to perform group manage-
ment. Users who are part of its membership have the ability to create, modify, and delete
many of the accounts that are stored in Active Directory. They can manage accounts in any
OU except the Domain Controllers OU, or those located in the Users or Computers con-
tainers. To prevent members of this group from aftecting administrator accounts, members
of the Account Operators group cannot modify the Administrators and Domain Admins
groups, or any accounts that are members of these groups.

Members of the Account Operators group also have certain abilities when dealing with
DCs in the domain in which this group is located. They can log on locally to a DC, which
means that they can physically sit at a DC and log on to it. In doing so, they could then
make modifications to the DC.They also have the ability to shut down the DC, which is
useful if there is a problem with the DC and no one else is available to restart the system.
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The Administrators group is the most powertul of the groups in the Builtin container,
and has full control over the domain. This account can access DCs over the network, back
up files and directories, change system time, adjust memory quotes, create page files, load
and unload device drivers, delegate responsibility to users and computers, shut down the
system, and perform other tasks relating to accounts and DCs. By default, Domain Admins
and Enterprise Admins groups and the Administrator account are members of the
Administrators group.

The Backup Operators group is used to give members the ability to back up and
restore files on DCs. It doesn’t matter what the member’s permissions on different files are,
as they can back up and restore any file on the system. In addition, they have the ability to
log on locally to DCs and shut down the system. Due to the level of abilities attributed to
members of this group, by default there are no members when it is first created.

The Guests group is the least powerful group in the Builtin container, and has a mem-
bership that consists of accounts and groups for people who require minimal access, or
haven’t logged on using their own accounts. The Guest account and Domains Guests group
are members of this group. As you’ll recall, the Guest account is disabled by defaul,
meaning that when this group is initially created it has no active users.

Because of its purpose, the Incoming Forest Trust Builders group is only available in
forest root domains. Members of this group have the permission to Create Inbound Forest
Trust. This permission gives them the ability to create one-way, incoming forest trusts,
which can only be made between the root domains of two forests. A one-way trust means
that users from one forest can access resources in another forest, but not vice versa. Because
of the ability to create trusts between two domains, there are no default members in this
group when it is initially created.

As its name states, the Network Configuration Operators group is used to manage
changes to the network settings. The members in this group have the ability to renew and
release IP addresses on servers in the domain, and modify TCP/IP settings. Because this can
possibly make the server inaccessible it done incorrectly, this group has no default members,
and new members should be added with caution.

Members of the Performance Monitor Users and Performance Log Users groups are
used for managing performance counters on servers within the domain. Performance coun-
ters are used to monitor and measure elements of the DC, such as memory, hard disk, pro-
cessor, network activity, and so on. These utilities are used by two related utilities in
Windows 2000 and Windows Server 2003: System Monitor, and Performance Logs and
Alerts. Both of these utilities can be accessed through the Performance console that is
available under Administrative Tools in the Windows Start menu.

Members of the Performance Monitor Users group can use System Monitor to mon-
itor performance counters. They can view counters locally or remotely, viewing them in a
graphical or textual format. By doing so, they can determine if performance issues exist on
servers within a domain.

Members of the Performance Log Users group also have the ability to manage perfor-
mance counters, but can use the Performance Logs and Alerts utility to create and view
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logs, and configure alerts that will notify specific users (such as administrators) if a problem

exists. For example, if the amount of free hard disk space drops below a certain level, a mes-
sage can be sent to a network administrator advising of the potential problem. Members of
this group can also configure certain programs to run if the values of performance counters
exceed or fall below a specific setting.

The Pre-Windows 2000 Compatible Access group is used for backward compatibility for
older versions of Windows. Members of this group have Read access for viewing all users and
groups within the domain. Depending on the security settings chosen during the installation
of Active Directory, the Everyone group might be a member of this group; however, addi-
tional members can be added that are running Windows NT 4.0 or earlier if needed.

The Print Operators group allows members to perform tasks that are necessary in the
administration of printers. Users who are members of this group can manage printer
objects in Active Directory, and create, share, manage, and delete printers that are connected
to DCs within the domain. Because adding new printers to a server might require per-
forming certain actions like rebooting the computer, this group also has the ability to load
and unload device drivers, and shut down the system. As with other groups discussed in this
section, the Printer Operators group has no members added to it when initially created.

The Remote Desktop Users group allows members to connect remotely to servers in
the domain. Being able to remotely log on to the DC allows them to perform actions as if
they were physically sitting at the server and working on it. Because of the power this
group gives members, it has no default members.

The Replicator group is one that should never have users added to it. This group is
used by the File Replication Service (FRS) and provides support for replicating data; there-
fore, it isn’t meant to have users as members.

The Server Operators group provides a great deal of power to its membership, which is
why there are no default members when it is initially created. Members of this group can
perform a number of administrative tasks on servers within the domain, including creating
and deleting shared resources, backing up and restoring files, starting and stopping services,
shutting down the system, and even formatting hard drives. Because members have the poten-
tial to cause significant damage to a DC, users should be added with caution to this group.

The Users group includes every user account that’s created in the domain as part of its
membership. By default, the Domain Users, Authenticated Users, and Interactive groups are
members of this group. By being part of this group, members are able to run applications,
access local and network printers, and perform other common tasks that are necessary for
normal job functions.

Detault Groups in Users Container

In addition to the groups we’ve discussed, up to 13 built-in groups can be located by
default in the Users container, including:

B Cert Publishers, which gives members the ability to publish certificates

B DnsAdmins, which provides administrative access to the DNS Server service
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B DnsUpdateProxy, which provides members with the ability to perform dynamic
updates for other clients

B Domain Admins, which gives members full control of the domain

B  Domain Computers, which includes computers that are part of the domain
®  Domain Controllers, which includes DCs

B Domain Guests, which includes guests of the domain

®  Domain Users, which includes users of the domain

B Enterprise Admins, which gives full control over every domain in the forest

B Group Policy Creator Owners, which allows members to manage group poli-
cies in the domain

B IIS_WPG, which is used by Internet Information Service (IIS)
B RAS and IAS Servers, which allows members to manage remote access
B Schema Admins, which allows members to modify the schema

B Telnet Clients, which is used for clients to connect using Telnet

The Cert Publishers group is used for digital certificates, which we discussed in
Chapter 1. Although this group has no default members, when members are added to it
they have the ability to publish certificates for users and computers. This allows data to be
encrypted and decrypted when sent across the network.

The DnsAdmins and DnsUpdateProxy groups are installed when DNS is installed. Both
of these groups have no default members, but when members are added they have abilities
relating to the DNS Server service. The DnsAdmins group allows members to have admin-
istrative access to the DNS Server service. The DnsUpdateProxy group allows members to
perform dynamic DNS updates on behalf of other clients, and circumvent the DACLs that
typically accompany Secure Dynamic Updates.

The Domain Admins group has full control in a domain. This group becomes a
member of the Administrators group on each DC, workstation, and member server when
they join a domain. Because of this membership, group members have all of the rights asso-
ciated with the Administrators group, including the ability to back up and restore files,
change the system time, create page files, enable accounts for delegation, shut down a com-
puter remotely, load and unload device drivers, and perform other takes relating to adminis-
tration of Active Directory and servers.

The Domain Computers and Domain Controllers groups have memberships consisting
of computers in the domain. The Domain Computers group contains all workstations and
servers that have joined a domain, except for DCs. When a computer account is created, the
computer object automatically becomes a part of this group. Similarly, the Domain
Controllers group contains all DCs that are part of the domain. Using these groups, you can
set permissions and rights that apply to the computer accounts that exist within a domain.
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The next two groups we’ll discuss are for users who have their own accounts, or log on
using a guest account. The Domain Guests group has a membership consisting of any
domain guests, while the Domain Users group consists of all domain users, by default. Any
user account that is created in a domain automatically becomes a member of the Domain
Users group.

Enterprise Admins is a group that appears in the forest root domain, and allows mem-
bers to have full control over every domain in the forest. Members of this group are auto-
matically added to the Administrators group on every DC in every domain of the forest. As
discussed earlier in this chapter, the Administrator account is a member of this group.
Because of the power it gives a user, additional members should be added with caution.

The Group Policy Creator Owners group is used to manage group policy within a
domain. Group policies allow you to control a user’s environment. Using policies, you can
control such things as the appearance and behavior of a user’s desktop, and limit the user’s
control over his or her computer. Members of the Group Policy Creator Owners group
can modify these policies. Due to the power these members have over users within a
domain, the Administrator account is the only default member of this group.

The IIS_WPG group is installed when IIS is installed. IIS version 6.0 uses worker pro-
cesses to serve individual DNS namespaces, and allow them to run under other identities.
For example, a worker process might serve the namespace www.syngress.com, but could
also run under another identity in the IIS_WPG group called Syngress. Because these iden-
tities need configuration to apply them to a particular namespace, there are no default
members in this group.

The RAS and IAS Servers group is used for the Remote Access Service (RAS) and
Internet Authentication Service (IAS), which provide remote access to a network. The
members of this group have the ability to access the remote access properties of users in a
domain. This allows them to assist in the management of accounts that need this access.

The Schema Admins group is another group that only appears in the forest root
domain. This group allows members to modify the schema.The schema is used to define
the user classes and attributes that form the backbone of the Active Directory database. As
mentioned previously, the Administrator account is a default member of this group.
Additional users should be added with caution, due to the widespread effect this group can
have on a forest.

Creating Group Accounts

In addition to the built-in groups that are created when Active Directory and other services
are installed on DCs, you can also create group accounts to suit the needs of your organiza-
tion. To create group accounts, you can use either Active Directory Users and Computers or
the DSADD command-line tool. Regardless of the method you use, only members of the
Administrators group, Account Operators group, Domain Admins group, Enterprise Admins
group, or another user or group that’s been delegated authority can create a new group.
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Creating Groups Using Active
Directory Users and Computers

Creating new groups in Active Directory Users and Computers begins by selecting the
container or OU in which you want the group to be stored. Once this is done, click
Action | New | Group. Alternatively, you can right-click on the container, and select
New | Group. In either case, this will open the New Object — Group dialog box.

The New Object — Group dialog box requires a minimal amount of information to
create the new group. As shown in Figure 2.26, the Group name text box is where you
enter the Active Directory name of the group. As you enter information into this field, it
will also fill out the Group name (pre-Windows 2000) text box. This is the name that
older operating systems will use to refer to the group. By default, it is the same as the
Group name, but can be modified to any name you want within the naming rules cov-
ered previously in the chapter.

Figure 2.26 New Object Dialog Box for Creating New Groups

ﬁ Create in:  knightware.cafUsers
GrOUp nane:
[

Group name {pre-Windows 20000

Groupscope | [ Grouptype

" Domain local % Security
= Global " Distribution
 Universal

o | o]

Below the fields designating the group’s name is a section that allows you to control
the scope. As discussed previously in this chapter, there are three different scopes for groups:
Domain local, Global, and Universal. A Security group type can only be given a universal
scope if the functionality level has been raised to Windows 2000 native or higher. If the
functionality level is Windows 2000 mixed, then the Universal option on this dialog box
will be disabled when creating a Security type group, and the only available options will be
Domain local and Global.

To the right of this section is another one that allows you to specify the type of group
you are creating. Two different types of groups can be created: Security and Distribution. As
mentioned earlier in this chapter, security groups are used to control access, while distribu-
tion groups are used by applications for sending bulk e-mail to collections of users.
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Once you have provided the information about the new group, click the OK button to
create the group. After clicking this button, this new object will appear in the container that
you initially selected to store the group. As we’ll see later in this chapter, you can then
modify the properties of this object to provide additional information, such as membership,
descriptions, and other factors.

Creating Groups Using the DSADD Command

As we saw earlier in this chapter, the DSADD command is a useful tool for creating accounts
from the command line. In addition to creating user accounts, you can also use it to create
groups. Creating a new group with DSADD is done by entering the following syntax:

DSADD GROUP GroupDN -samid SAMName -secgrp yes | no -scope 1 [ g [ u
When using this command, the following parameters must be entered:

B GroupDN This parameter is used to specify the DN of the object being added to
Active Directory and where the object will be created.

B SAMName This parameter is the NetBIOS name that will be used by pre-
Windows 2000 computers.

B yes | no This parameter is used to specify whether the account will be created as a
security or distribution group. If a security group is being created, then you would
enter yes. If you were going to create a distribution group, then you would enter
no.

B || g | u This parameter is used to specify the scope of the group. If you were
creating a domain local group, you would enter 1. If you were creating a global
group, you would enter g. If you were creating a universal group, you would enter
u.

In addition to these parameters, you can also specify others by using the following
syntax:

DSADD GROUP GroupDN [-secgrp {yes | no}] [-scope {1 | g | u}] [-samid

SAMName] [-desc Description] [-memberof Group ...] [-members
Member ...] [{-s Server | -d Domain}] [-u UserName] [-p {Password
| *}] [-q] [{-uc | -uco | -uci}]

These options provide a variety of settings that can be applied to the group when cre-
ating it. In addition to the ones already mentioned, the meanings of these different parame-
ters are explained in Table 2.4.
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Table 2.4 DSADD Parameters for Creating Groups

Parameter Description

-desc Description Specifies the description you want to add for the group.

-memberof Group ... Specifies the groups to which this new group should be
added.

-members Member ... Specifies the members that should be made a part of
this group.

{-s Server | -d Domain} Specifies to connect to a remote server or domain. By

default, the computer is connected to the DC in the
logon domain.

-u UserName Specifies the username to use when logging on to a
remote server. By default, the username that the user is
logged on to their local system is used. The following
formats can be used for the UserName variable:
Username
Domain\username
User principal name

-p {Password | *} Specifies the password to use when logging on to a
remote server. If an asterisk (*) is used, you will be
prompted for a password.

-q Specifies quiet mode, and suppresses output.

{-uc | -uco | -uci} Specifies Unicode to be used for input or output. If —uc
is used, then input or output is to a pipe (|). If —uco is
used, then output is to a pipe or file. If —uci is used, then
input is from a pipe or file.

Managing Group Accounts

As we've seen, the DSADD command provides a number of options for configuring new
groups, while there are only a minimal number of options available when creating them
through Active Directory Users and Computers. However, most of these options can be
configured and reconfigured at any time by using the object’s properties. By modifying the
group’s properties, you can perform a variety of administrative tasks related to managing
group accounts.

Accessing the properties of a group account is done through Active Directory Users
and Computers. Select the object and click Action | Properties.You can also right-
click on the object, and select Properties in the context menu. Regardless of the method
used to display the properties, a dialog box similar to that shown in Figure 2.27 will appear.

The dialog box contains a great deal of information about the group, and a number of
options that can be configured. As seen in this figure, the title bar states the group’s name
followed by the word “Properties.” In the case of this figure, the properties being viewed are
those of a group called “Accounting Users.” The dialog also provides six different tabs,
which can be used for managing different facets of the account.
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The General tab, shown in Figure 2.27, allows you to modify much of the information
you provided when creating the account in Active Directory Users and Computers. On this
tab, the Group name (pre-Windows 2000) field contains the NetBIOS name that older
operating systems use to access the group. As you’ll notice, this name can be modified, so it
1s different from the Active Directory group name. A group can have the name
“Accounting Users,” but have the name “Accounting” for its pre-Windows 2000 name.

Figure 2.27 General Tab in the Properties of a Group

Accounting Users Properties HE

General |Mambers| MemberDll Managed Byl Dbiectl Seculilyl

@ Accounting Users

Group name [prewindows 2000 Im

Description: I

E-mail: I

rGrowpscope—— | [ Group type
€ Domait oAl £+ Security
i« Global " Distribution
" Universal

Mates:

[n]4 I Cancel | Spply |

The Description and Notes fields allow you to enter comments about this group,
which can be referred to as needed. The value of the Description field will appear in
Active Directory Users and Computers, and should describe what the group’s purpose is.
For example, if you were creating a special group for backing up files on a server, you could
enter a description that states this purpose. The Notes field also allows you to enter com-
ments, but is used for notations about the group. This can include such information as
changes that were made to the account, members that were added, and so forth.

The Group scope section of the dialog box contains options that are used to change
the scope of the group. Domain local groups can be converted to universal groups, if
there are no other domain local groups in the membership. Global groups can also be
converted to universal groups, providing this group isn’t a member of any other global
groups. Finally, Universal groups can be converted to global groups, if there are no uni-
versal groups that are part of this group’s membership.

The Group type section is used to convert the group’s type from being a security
group to a distribution group, or vice versa. As stated previously, the Security option is
used to create a group that controls access to resources and rights to perform certain tasks,
while the Distribution option is used to create a group that is used for sending e-mail to
collections of users. Remember that whether the group is a security or distribution group,
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e-mail can be sent to either group type.To enable users to send e-mail to the group, you
enter an e-mail address in the E-mail field. When a message is sent to this e-mail address,
all members in the group receive a copy.

The Members tab is used to view current group members and add new ones. As
shown in Figure 2.28, this tab provides a field that shows all current members of the group.
To add new members, you click the Add button, which opens a dialog box that allows you
to enter the names of accounts to add. Clicking OK 1in this dialog adds the name of the
user, computer, or group to the list on the Members tab. Removing accounts from mem-
bership is also simple. Just select the account to remove from the list, and then click the
Remove button.

Figure 2.28 Members Tab in the Properties of a Group

Accounting Users Properties HE
General Members |Memher DFI Managed Bpl Dhiecll Securityl

Hembers:

Mame Active Directory Folder
4
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By clicking the Add button, the dialog box shown in Figure 2.29 appears. In this
dialog, you can search for the objects you want to add to the Members list. By clicking the
Object Types button, a dialog will appear allowing to you specify the object types you
want to find. In this dialog, you can click check boxes to specify whether to search for
Contacts, Computers, Groups, Users, or Other objects. To limit the search to only start from
a specific point in the directory structure, you can click the Locations button to open a
dialog box showing the directory tree, where you can select the point to begin the search.
Finally, the Enter the object names to select is where you would enter the name of the
object. Upon clicking OK, Active Directory will use these parameters to find the object to
add to the Membership list.
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Figure 2.29 Select Users, Contacts, Computers, or Groups Dialog Box

Select Users, Contacts. Computers, or Groups EHE
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The Member Of tab, shown in Figure 2.30, is used to add this group to other existing
groups in Active Directory. This tab provides a field that lists all groups to which this group
belongs. To add this group to other groups, click the Add button to open a dialog box
where you can enter the names of the groups youd like this one to be a member of. Upon
clicking OK, the name of the group is added to the listing on the Member Of tab.
Removing this group from membership in another group is done by selecting that group
from the list, and then clicking the Remove button.

Figure 2.30 Member Of Tab in the Properties of a Group
Accounting Users Properties [ 7] %]
Genalall Members  Member OF | Managed Byl Dbiscll Secuﬂlyl

Member of:

MName | Active Directory Folder |

Add. Bemove

This ligt dizplays only groups from the current domain and groups maintained
inthe Global Catalog. such as universal groups.

Ok I Cancel | Apply |

The Managed By tab is used to designate an account that is responsible for managing
this group. This makes it easy for users to determine who they have to contact to request
membership in the group, and how to establish contact. Checking the Manager can
update membership list check box also allows the account listed on this tab to add and
remove members from the group.To designate a manager, click the Change button and
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specify the account. Once added, it will be displayed in the Name field on this tab. The
properties of this account can then be viewed by clicking the Properties button; however,
many of the commonly viewed elements of this account will automatically appear on the
tab. As shown in Figure 2.31, information such as the Office, Street, City,
State/province, Country/region, Telephone number, and Fax number will appear.
To remove this account from a managerial role, click the Clear button.

Figure 2.31 Managed By Tab in the Properties of a Group

Accounting Users Properties EHE

Generall Membersl Member Of  Managed By | Db\ecll Secunlyl
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To view information about the group, you can use the Object tab. As shown in Figure
2.32, this tab allows you to view information about this Active Directory object. The
Canonical name of object field displays the canonical name of the group, while the
fields below this provide other data that can’t be modified through the tab. The Object
class field informs you that this is a Group, and information below this tells you when it
was Created and last Modified. The Update Sequence Numbers (USNs) fields below
this shows you what the original and current update sequence numbers for this object are,
which are used by replication to ensure that all DCs have an updated copy of object infor-
mation.

A\ Exam WARNING

USNs are an important part of replication, and are used to indicate that changes
have occurred in an object. When changes occur in an account, its USN is incre-
mented to indicate a change has occurred.
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Figure 2.32 Object Tab of Group Properties
Accounting Users Properties EHE
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The Security tab is used to configure the permissions that other accounts have over the
group. As shown in Figure 2.33, the top pane of this tab lists users and groups with permis-
sions over the account, while the lower pane shows the permissions of an account that’s
selected in the top pane. New accounts can be given access by clicking the Add button.
Once an account is added and selected in the top pane, you enable or disable specific per-
missions by selecting the check box in the Allow or Deny column. Special permissions can
also be set for objects by clicking the Advanced button. To remove an account, select the
account in the top pane and click the Remove button.

Figure 2.33 Security Tab of Group Properties
Accounting Users Properties H

Generall Membersl Membeer' tanaged By' Object  Security I
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Now that we've seen how group accounts are created and can later be managed and

modified, let’s put this knowledge into practice in Exercise 2.03.

Exercise 2.03

CREATING AND MODIFYING GROUP ACCOUNTS

1.

L N o

10.

11.
12.

13.

14.
15.

16.

Open Active Directory Users and Computers by clicking selecting
Start | Administrative Tools | Active Directory Users and
Computers.

When Active Directory Users and Computers opens, expand the console
tree so that your domain and the containers within it are visible.

Select the TestOU OU from the console tree. From the Action menu,
select New | Group.

When the New Object — Group dialog box appears, enter Accounting
Users into the Group name text box.

Edit the Group name (pre-Windows 2000) text box so it contains the
value Accounting.

Select the Global option under Group scope.
Select the Security option under Group type.
Click OK to create the group.

Right-click on the newly created Accounting Users group, and select
Properties from the context menu.

On the General tab, click in the Description field and then enter
Group account for users in the Accounting department.

On the Members tab, click the Add button.

When the Select Users, Contacts, Computers, or Groups dialog box
appears, enter John Public; Jane Doe in the Enter the object names

to select text box. These are the two users you created in Exercise 2.02
separated by a semicolon.

Click OK to add these users. When the Members tab appears again,
the two users should now appear in the list of Members.

On the Member Of tab, click the Add button.

When the Select Groups dialog box appears, enter Backup Operators
into the Enter the object names to select text box.

Click OK to make this group a member of the Backup Operators group.
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17. Click OK to confirm these changes and exit the group Properties dialog
box.

o] Working with Active
Directory Computer Accounts

Computer accounts are objects that are stored in Active Directory and used to uniquely
identify computers in a domain. With computer accounts, data on the computer is stored

within Active Directory, allowing you to view information about the machine and use the
account to set privileges on resources, install applications, and perform other actions related
to its usability on the network.

Creating Computer Accounts

Computer accounts can be created in the Computers container or OUs that have been cre-
ated in Active Directory. To create a new computer account, you need the same privileges
as when creating user and group accounts. Only members of the Administrators group,
Account Operators group, Domain Admins group, Enterprise Admins group, or a user or
group that has been delegated authority can create a new account. If a user has been issued
the Add workstations to a domain right, then he or she can create up to 10 computer
accounts in a domain.

NoTE

W By default, normal domain users have been delegated permission to add up to 10
computers to the domain. This default limit can be changed. For more informa-
tion, see Microsoft Knowledge Base article Q251335. If the administrator has
already added the computer account to Active Directory, a user can join his or her
computer to the domain without using any of the 10 delegated instances men-
tioned previously.

There are three different methods in which a new computer account can be created:
B Joining a workstation to a domain using a user account that has the right to create
a new computer account in the domain

B Creating a computer account in Active Directory Users and Computers and then
joining the workstation to the domain

B Creating the computer account using DSADD and then joining the workstation
to the domain
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While accounts can be created before a workstation is added to the domain, only min-
imal information about the computer will be included in the account. Once the worksta-
tion is added to the domain, data is retrieved from the computer that is added to the
account. This includes such facts as the operating system installed on the machine, the ver-
sion of the operating systems, and other relevant information.

Creating Computer Accounts
by Adding a Computer to a Domain

Computer accounts can be created when adding a computer to a domain. Computers can
be added to a domain by using the same dialog box you use to change the computer’s
name. On a Windows 2000 Professional machine, this is done on the Network
Identification tab of the System Properties dialog. To access this dialog, you can right-click
the My Computer icon located on the desktop, and select Properties on the context
menu. You can also access this dialog by double-clicking the System icon in Control
Panel. Once the System Properties dialog appears, click the Properties button on the
Network Identification tab.

As shown in Figure 2.34, the dialog box that appears after clicking the Properties
button allows you to modify the name of the computer, and choose whether the computer
is part of a workgroup or domain. The Member Of section provides two options. The
Domain option enables a text box that allows you to provide the name of a domain this
computer will join. The Workgroup option enables a text box that allows you to provide
the name of a workgroup this computer will join. At any time, the computer can be
switched from being a member of a workgroup or domain. If the computer is joining a
domain where a computer account doesn’t exist for this machine, then the Computer
name field is used to specify the new Active Directory account’s name.

Figure 2.34 Identification Changes Dialog Box
Identification Changes [ 7] ]

“You can change the name and the membership of this
computer. Changes may affect access to network resources.

Computer name:

Full computer name:
batcomputer. krightware.ca

HMore...
tember of
i Domain:
' workgroup
[EOTHM
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After entering the name of a domain this computer will join, click the OK button. The
computer then proceeds to connect to a DC for the domain you are attempting to join,
and if it finds one, a dialog box will be displayed asking you for the username and password
of an account permitted to add workstations to the domain. Once this information is pro-
vided and you click OK, the username and password you provided will be authenticated
and (if the user account has the necessary privileges) the workstation will be joined to the
domain. If a computer account already exists for the computer, then data is retrieved and
the account is updated. If no account exists, the account is created.

Creating Computer Accounts Using
Active Directory Users and Computers

Computers can also be created using Active Directory Users and Computers. Right-click
on the container or OU that you want to create the object in, and select New |
Computer. Alternatively, you can select the container or OU in which you want to create
the computer account, and then click Action | New | Computer. A dialog box similar
to the one shown in Figure 2.35 will appear.

Figure 2.35 New Object — Computer Dialog Box

Create in:  knightware.ca/Computers
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Computer name:
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™ Assign this computer account as a backup domain contraller

¢ Back | Tdest > | Cancel I

The first field on this screen is used to identify the computer. The Computer name
text box is used to specify the name that you want this computer account to be called in
Active Directory. This will be the RDN of the computer. The Computer name (pre-
Windows 2000) text box 1s where you would enter the NetBIOS name of this computer,
which older operating systems will use when connecting to this computer. As mentioned
before, the NetBIOS name of a computer can be up to 15 characters in length. When you
enter a value in the Computer name text box, a NetBIOS name will be suggested based
on the first 15 characters of the Computer name field. However, this can be changed to
another name.
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Below this is a field that states which user or group can join the computer to the domain.
As we saw 1n the previous section, when the computer is added to a domain, a username and
password of a user account with the necessary rights is required. By default, the Domain
Admins group has this ability, but this can be changed. To specify another user or group, click
the Change button and enter the name of the user or group that should be given this privi-
lege. The selected user or group will appear in the User or group field of this screen. The
final options on this screen deal with older machines in a domain. The Assign this com-
puter account as a pre-Windows 2000 computer designates that this machine is run-
ning an older operating system, such as Windows NT. The Assign this computer account
as a backup domain controller specifies that this is a Windows N'T BDC. Only Windows
NT and newer operating systems can have accounts in Active Directory.

The remaining screens require little input. Click the Next button to continue to the
screen that allows you to specify whether the computer is managed. A managed computer
is a Remote Installation Services (RIS) client. If the This is a managed computer check
box is checked, you must then enter the client computer’s globally unique identifier
(GUID). After providing this information and clicking Next, a screen will appear that offers
the following options:

B Any available Remote Installation Services (RIS) server, which specifies
that any RIS server can provide remote installation services to this computer.

B The following RIS server, which specifies that only designated RIS servers can
service this computer

Figure 2.36 Managed Screen of New Object — Computer

Managed
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=]
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< Back I Next > I Cancel |

While the screen with these RIS options will appear if the computer is managed, this will
not occur if the This is a managed computer check box isn’t checked. Upon clicking
Next, you proceed to the final summary screen, which you can review before creating the
computer account. As shown in Figure 2.37, this screen informs you of what the computer
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will be called in Active Directory, and other information on options you chose during setup.
Click the Finish button on this screen to close the wizard and create the account.

Figure 2.37 Final Screen of New Object — Computer
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ExercISE 2.04

CREATING A NEw COMPUTER ACCOUNT
UsING AcTIVE DIRECTORY USERS AND COMPUTERS

1. Open Active Directory Users and Computers by going to Start |
Administrative Tools | Active Directory Users and Computers.

2. When Active Directory Users and Computers opens, expand the console
tree so that your domain and the containers within it are visible.

3. Select the Computers container from the console tree. On the Action
menu, select New | Computer.

4. When the New Object-Computer dialog box appears, enter the name
of the computer you will be adding to the domain in the Computer
name text box. Click Next to continue.

5. Click Next to go to the final screen, and then click Finish.
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Creating Computer Accounts

Using the DSADD Command

As was the case with users and groups, computer accounts can also be created using the
DSADD command. The command-line method can be used in scripts to automate the
addition computer objects to Active Directory. You can use the DSADD command to
create computer objects using the following syntax:

DSADD COMPUTER ComputerDN

In using this command, ComputerDN specifies the DN of the computer that’s being
added. This provides information on where in the directory structure this account will be
created. However, this isn’t the only parameter that’s available for DSADD. As shown in
Table 2.5, each of these parameters provides different information that is used to set up the
account. To use additional options, the following syntax can be used:

dsadd computer ComputerDN [-samid SAMName] [-desc Description] [-loc
Location] [-memberof GroupDN ...] [{-s Server | -d Domain}] [-u
UserName] [-p {Password | *}] [-q] [{-uc | -uco | -uci}]

TesT DAY Tip
Prior to Windows Server 2003, DSADD wasn’t available to use with Active

Directory. It is a new tool for creating user accounts, computer accounts, and
group accounts in Active Directory. Depending on the type of account being cre-
ated, the parameters for this tool will vary. It is important to understand how this
tool works prior to taking the exam.

Table 2.5 DSADD Parameters for Creating Computers

Parameter Description

-samid SAMName Specifies the NetBIOS name used by pre-
Windows 2000 computers.

-desc Description Specifies a description to be used for the
account.

-loc Location Specifies the location of the computer.

-memberof GroupDN Specifies the groups that this new computer
account will be a member of.

{-s Server | -d Domain} Specifies a connection to a remote server or

domain. By default, the computer is connected
to the DC in the domain that the local user is
logged on to.

Continued
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Table 2.5 DSADD Parameters for Creating Computers

Parameter Description

-u UserName Specifies the username to use when logging on
to a remote server. By default, the username
that the user logged on to the local system with
is used. The following formats can be used for
the UserName variable:

Username
Domain\username
User principal name

-p {Password | *} Specifies the password to use when logging on
to a remote server. If an asterisk (*) is used, you
will be prompted for a password.

-q Specifies quiet mode, and suppresses output

{-uc | -uco | -uci} Specifies Unicode to be used for input or output.
If —uc is used, then input or output is to a pipe
(])- If —uco is used, then output is to a pipe or
file. If —uci is used, then input is from a pipe or
file.

Managing Computer Accounts

As seen previously, accounts can be administered through the properties of the object,
which can be accessed using Active Directory Users and Computers. To view the proper-
ties, select the object and click Action | Properties.You can also right-click on the
object, and select Properties from the context menu. Using either method, a dialog box
with nine tabs will be displayed.

The General tab of a computer account’s properties allows you to view common
information about the computer. As seen in Figure 2.38, the top of the tab displays the
name of the computer, which is also displayed in the title bar of the Properties dialog box.
Below this, the Computer name (pre-Windows 2000) field displays the NetBIOS name
of the computer, which is used by older computers to access this machine. The DNS
name field supplies information on the name used by DNS to access the computer, while
the Role field identifies the role this computer plays on the network. Finally, the
Description field allows you to enter information that describes this computer. For
example, you could specify whether it is a computer used for training purposes, develop-
ment, or a particular server that provides application services (such as a Web server).
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Figure 2.38 General Tab in the Properties of a Computer Account
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As shown in Figure 2.39, the Operating System tab provides information about the
operating system running on the computer that has joined the domain. The Name field
provides the name of the operating system, Version provides the version of the operating
system, and Service pack displays the service pack level that has been applied to the oper-
ating system. These values are retrieved from the computer and can’t be modified.

A\ Exam WARNING

Information on the Operating System tab, and some of the other data that
appears in a computer account is retrieved from the computer when it joins the
domain and is refreshed periodically thereafter. Because this information is
acquired from the machine itself, it can’t be manually modified through the
account’s properties.

The Member Of tab shown in Figure 2.40 displays existing group memberships for this
computer and allows you to add the computer to groups in Active Directory. By default, it
will be a member of the Domain Computers or Domain Controllers group depending on
its network role. The computer account can be made a member of other groups by clicking
the Add button. To remove the computer from a group, select the group in the list and
click the Remove button.
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Figure 2.39 Operating System Tab in the Properties of a Computer Account
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Figure 2.40 Member Of Tab in the Properties of a Computer Account
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At the bottom of this tab is a section that allows you to set the primary group to which
the computer belongs. By default, computers are made a member of the Domain
Computers group, which is displayed in the Primary group field on this tab. To change
the primary group, you could use the Set Primary Group button, but this generally isn’t
required. Primary groups are used by Macintosh computers and POSIX-compliant applica-
tions, and aren’t required by other operating systems or applications.
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The Delegation tab shown in Figure 2.41 is used to control whether services can act
on behalf of another user from this computer. Using this tab, you can specify that the
account can be used by specific services. By using the account’s credentials, they are able to
impersonate the account. This tab has three options relating to delegation:

B Do not trust this computer for delegation The default value, and doesn’t
allow the computer to be used for delegation.

B Trust this computer for delegation for any service (Kerberos only)
Allows any service to use the computer providing Kerberos is used.

B Trust this computer for delegation to specified services only Only allows
the services you specify to use the computer for delegation.

When the final option is selected, two additional options become available: Use
Kerberos only and Use any authentication protocol. Use Kerberos only specifies
that delegation can only be performed if Kerberos is used for authentication, while Use
any authentication protocol allows any protocol to be used.

Figure 2.41 Delegation Tab in the Properties of a Computer Account
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In addition to these options, the two buttons at the bottom will also be enabled. The
Add button can be clicked to open a dialog that allows you to specify the services that can
use the computer for delegation. This dialog is shown in Figure 2.42. By clicking the Users
or Computers button, another dialog box will open, allowing you to specity the user or
server that has these services associated with them. This will populate the Available
Services field on this screen. By selecting services in this listing or alternatively clicking
Select All, the selected services are delegated for the user or computer accounts selected.
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Clicking OK returns you to the Delegation tab, where the services you selected will
appear in the Delegation tab’s Services to which this account can present delegated
credentials listing. By selecting a service from this list and clicking the Remove button, a
selected service is removed from being able to use this computer.

Figure 2.42 Add Services Dialog
Add Services HE
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users or computers, and then click the services.
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The Location tab of Computer Properties allows you to provide information on the
location of the computer within the organization. This tab has a single text box that allows
you to enter a location name, and a button labeled Browse. If no locations are available to
select using browse, the Browse button will be grayed out.

The Managed By tab is similar to the tab we saw earlier in Figure 2.28 when we dis-
cussed group accounts. This tab designates the user account of the contact person who is
responsible for managing the computer object. To designate a manager, click the Change
button. The specified account will be displayed in the Name field on this tab. The proper-
ties of the account in this field can be viewed by clicking the Properties button, and the
most pertinent contact information can be viewed on the Managed By tab itself. To
remove this account from a managerial role, click the Clear button.

The Object tab provides information about the object, and is similar to the tab we saw
in Figure 2.32 when discussing groups. The Canonical name of object field on this tab
shows the computer’s canonical name, while the Object class field informs you that this is
a Computer object. Below this is information on when this object was Created and last
Modified. The Update Sequence Numbers (USNs) fields below this show you the
Original and Current update sequence numbers for this object, which are used by repli-
cation to ensure that all DCs have an updated version of this object.

The Security tab is similar to the one in Figure 2.33 that we saw when discussing
group accounts. This tab is used to configure the permissions that other accounts have in
Active Directory for this computer object. As discussed previously, the top pane of this tab
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lists users and groups that can be granted permissions to the account, while the lower pane
shows the permissions of an account that’s selected in the top pane. The Add button on
this tab allows you to add additional accounts for which permissions can be configured. By
selecting one of these accounts, you can then enable or disable specific permissions by
selecting a check box in the Allow or Deny column in the lower pane. Special permissions
can also be set for objects by clicking the Advanced button. To remove an account, the
Security tab also provides a Remove button, which will remove the account that is
selected in the top pane.

The final tab in a computer’s properties is the Dial-in tab. This tab is similar to the one
we saw in Figure 2.22 when we discussed user accounts. It allows you to configure settings
that are used when the computer attempts to connect to the network remotely using a
dial-up or VPN connection. The options that appear on this tab include:

B Remote Access Permission (Dial-in or VPN) This option button specifies
whether the user can connect to the network via a dial-up or VPN connection. The
options in this section include Allow access, which enables dial-in or VPN remote
access; Deny access, which prohibits dial-in or VPN remote access; and Control
access through a Remote Access Policy, which is the default option and speci-
fies that a remote access policy is used to control permission for remote access.

B Verify Caller-ID This check box allows you to specity the telephone number
that the user must be calling from in order to establish a successful connection. It
requires hardware capable of detecting the number from which the user is calling.

B Callback Options The configuration settings in this section are No Callback,
Set by Caller (Routing and Remote Access Service Only), and Always
Callback To. No Callback is the default option. It enables users to connect
remotely and without the use of callback. When this option is set, the user will
pay for any long distance charges. Set by Caller (Routing and Remote
Access Service Only) allows the caller to specify a telephone number that the
server will call back. When a remote connection is made, the user is prompted for
a username and password. If successfully authenticated, the settings on this tab are
checked and the user is prompted for a telephone number to be called back at.
The server then disconnects and calls the user back at that number. This allows
the company to pay for any long distance fees, which typically results in cost sav-
ings. Always Callback To is the final option. This is a security, not a cost savings,
option that forces the server to call the user back at a preconfigured telephone
number. Because this setting requires the user to be at that telephone number, the
risk of unauthorized users attempting to connect remotely is reduced.

B Assign a Static IP Address This check box assigns a specific IP address to the
user when he or she connects remotely.

B Apply Static Routes This check box places additional routes in the routing
table upon connection.
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B Static Routes This button is used to define the additional routes that will be
placed in the routing table upon connection.

Managing Multiple Accounts

In the previous sections, we discussed how you can use tools for Active Directory to create
and manage individual objects. In addition to creating and modifying user accounts, com-
puter accounts, and group accounts, you can also perform actions that affect large numbers
of accounts at once. In the sections that follow, we’ll look at how you can manage UPNs,
move objects, and how to troubleshoot problems that might result when working with
accounts in Active Directory.

Implementing User Principal Name Suffixes

As discussed earlier in this chapter, UPNs consist of a logon account name and UPN suffix,
which is connected together with an @ symbol. When combined they often look just like
an e-mail address, and can in fact be used by programs to send messages to Active Directory
accounts. The UPN is used when logging on to Windows 2000 and Windows Server 2003
domains from Window 2000 or later clients.

In Active Directory, alternative UPN suffixes can be created, so the user can log on
using a UPN suftix that is different from the name of the domain in which their user
account resides. For example, if a user had to log on to a domain with an exceptionally
long name, you could provide an alternate UPN suffix as part of the user’s UPN. In doing
so, the UPN is simplified, making it easier for users to enter it when logging on.

To add a UPN suffix, you must have the appropriate rights. UPN suffixes can only be
added by a member of the Domains Admins group in the forest root domain, a member of
the Enterprise Admins group, or a user or group that has been delegated the proper
authority.

Adding UPN suftixes is done with the Active Directory Domains and Trusts console.
This console is accessed from Start | Administrative Tools | Active Directory
Domains and Trusts. As we saw in Chapter 1, it can also be started through MMC, by
adding the Active Directory Domains and Trusts snap-in.

Once the console has opened, right-click on the Active Directory Domains and
Trusts node in the console tree, and click Properties on the context menu. The properties
can also be displayed by selecting the Active Directory Domains and Trusts node and
clicking Action | Properties. Figure 2.43 shows the Active Directory Domains and
Trusts Properties dialog box.
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Figure 2.43 Active Directory Domains and Trusts Properties Dialog Box

Active Directory Domains and Trusts Properties

UPN Suffives |
The names of the current domain and the oot domain are the default user
principal name [UPN] suffives. Adding alternative domain names pravides
additional logon gecurity and simplifies uger logon names.
If pou want alternative UPM suffites to appear during user creation, add
them ta the following list.
Alternative LIPM suffises:
krnightware. ca Add
Bemave
OK | Cancel | Apply |

As seen in Figure 2.43, the UPN Suffixes tab has a field called Alternative UPN
suffixes where you can enter a new UPN suffix. This doesn’t need to be a legitimate DNS
name, which has been registered or is the name of a domain in the forest. You can create
whatever name you want. Clicking the Add button after specifying a suffix adds the
domain name you entered into the field below, which lists all alternative UPN suffixes that
have been created to date. Selecting a UPN suffix from this list and clicking the Remove
button will remove a previously created UPN suffix from the list.

Exercise 2.05

ADDING AND USING ALTERNATIVE UPN SUFFIXES

1. From the Windows Start menu, select Administrative Tools | Active
Directory Domains and Trusts.

2. When the Active Directory Domains and Trusts console appears, select
Active Directory Domains and Trusts from the console tree.

3. From the Action menu, select the Properties menu item.

When the Active Directory Domains and Trusts Properties dialog box
appears, click in the Alternative UPN suffixes text box, and, enter the
alternative UPN suffix you want to use (for example, eu.syngress.com).

Click the Add button. The listing should now appear in the lower pane.
Click OK to finish and close the Active Directory Domains and Trusts
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7. From the Windows Start menu, select Administrative Tools | Active
Directory Users and Computers.

8. When Active Directory Users and Computers opens, expand the console
tree and then expand your domain. Once this is done, select the
TestOU container.

9. In the right pane, select the Jane Doe user that you created previously.
10. From the Action menu, select the Properties menu item.

11. When the Properties dialog box for the Jane Doe user account opens,
select the Account tab.

12. In the User logon name field, use the drop-down list to select the new
UPN suffix for this user.

13. Click OK to save the change and exit.

Moving Account Objects in Active Directory

Windows Server 2003 provides a number of tools that allow you to move objects within
domains and between them. The tools that can be used for moving objects include Active
Directory Users and Computers, and two command-line utilities. As we’ve seen, Active
Directory Users and Computers is an MMC snap-in that allows you to interact with Active
Directory through a graphical interface. The DSMOVE and MOVETREE are command-
line tools that allow you to move objects by entering textual commands at the command
prompt. In the sections that follow, we will look at these tools, and see how they can be
used to move objects within and between domains.

Moving Objects with Active
Directory Users and Computers

Active Directory Users and Computers can be used to move user, computer, and group
accounts to other locations of the directory. With this tool, objects can be moved within a
domain. It can’t, however, be used to move objects to other domains.

Active Directory Users and Computers is the only tool that allows you to move
accounts using a GUI. Because it’s a graphical tool, you can move Active Directory objects
using your mouse. Select an object by holding down your left mouse button, drag the
object to a different container or OU, and release the left mouse button to drop it into the
new location.

In addition, you can also move objects within the directory by right-clicking on the
object, and selecting Move from the context menu. A dialog box will appear asking you to
choose the container or OU the object should be moved to. As seen in Figure 2.44, the
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Move dialog box displays a tree that represents the directory tree. By browsing the folders
in this tree, you can select the container you want the object moved to, and then click OK
to being the move.

Figure 2.44 Move Dialog Box
Move
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When using Active Directory Users and Computers, multiple objects can be selected
and moved to other locations. You can select these objects as you would files in Windows
Explorer, by dragging your mouse over the objects to be moved.You can also select a series
of objects by holding down the Shift key as you click on objects, or select a number of
individual objects by holding down the Ctrl key as you click on them. After selecting the
objects to be moved, perform the actions we just discussed to move them to another con-
tainer or OU.

Moving Objects with the DSMOVE Command

As we saw in Chapter 1, DSMOVE is used to move objects within a domain, and can be
used to rename objects. DSMOVE is a command-line utility that is used from the com-
mand prompt. Providing you don’t need to move an object to another domain, you can use
this tool to move an object to other locations in the directory tree. The syntax for using this
tool is as follows:

DSMOVE UserDN [-newparent ParentDN] =-pwd {Password /* }

In using this syntax, several different parameters must be entered for moving the object.
The UserDN parameter specifies the DN of the object being moved. The —newparent switch
indicates that you are using DSMOVE to move an object, and is used with the ParentDN
variable to specify the DN of the new location.

To illustrate how this command is used, let’s say you wanted to move an object called
Buddy] from the Sales OU in knightware.ca to the Finance OU in the same domain. To
move this object, you would use the following command:
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Dsmove CN=BuddyJ,OU=Sales,DC=knightware,DC=ca —-newparent

OU=Finance, DC=knightware, DC=ca

Test DAy Tip
DSMOVE is a new tool for managing Active Directory. This command-line tool will

only allow objects to be moved within a domain. For moving objects to other
domains, the MOVETREE command-line utility (which we’ll discuss later in this
chapter) must be used.

DSMOVE also provides additional parameters to perform actions such as renaming an
object, or controlling the type of input and output for this command. To review these
parameters, refer to the section on DSMOVE in Chapter 1.

Moving Objects with the MOVETREE Command

MOVETREE is the Active Directory Object Manager tool. In addition to other capabili-
ties, it is a command-line tool that allows you to move objects to other domains in a forest.
By using this tool, you have the freedom to move a user account, computer account, group,
or OU to any location within the directory, regardless of the domain.

When an object is moved using this tool, it 1s first copied to the Lost and Found con-
tainer before being moved to the destination domain. Objects that can’t be moved remain
in this container, so you can manage them as needed. Because orphaned data might reside
in this domain after using MOVETREE, you should check this container after performing
a move.

A ExamM WARNING

The Active Directory Object Manager is MOVETREE.EXE. This tool isn’t automati-
cally installed with Active Directory and must be installed separately with the
Active Directory Support Tools on the installation CD. This tool allows you to move
objects from one domain to another in Active Directory.

A variety of information isn’t moved with this tool. This includes data such as profiles,
logon scripts, and personal information when moving user accounts. Local groups and
global groups also aren’t moved, but membership in these groups remains unaffected so that
security involving the moved objects remains the same.

In addition to the limitations on data associated with accounts, there are also limitations
when MOVETREE is used to move OUs between domains. When an OU is moved,
group policies aren’t affected, as clients will continue to receive these settings from a link to
the policy in the original domain. In other words, although the OU is now in another
domain, clients will connect to the Group Policy Object (GPO) that is located in the orig-
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inal domain. Because this can cause performance issues, it is wise to recreate these policies
in the domain where the OU has been moved, and then delete the GPO in the original
domain (which is no longer needed).

As a command-line tool, MOVETREE requires that certain parameters be used to
effectively complete operations. The syntax for MOVETREE is as follows, and the param-
eters are explained in Table 2.6.

MoveTree [/start | /continue | /check] [/s SrcDSA] [/d DstDSA]
[/sdn SrcDN] [/ddn DstDN] [/u Domain\Usernamel [/p Password]

[/quiet]

Table 2.6 Parameters for MOVETREE

Parameter Description

/start Specifies whether to start a move with a /check option,
or with the /startnocheck option, which starts the
operation without a check.

/continue Specifies to continue the move after a failure.

/check Specifies to check the entire tree before moving an
object.

/s SrcDSA The SrcDSA variable is used to specify the FQDN of the
source server.

/d DstDSA The DstDSA variable is used to specify the FQDN of the
destination server.

/sdn SrcDN The SrcDN variable is used to specify the source sub-
tree’s root DN.

/ddn DstDN The DstDN variable is used to specify the destination
subtree’s root DN.

/u Domain\Username Specifies the domain and user account to use for the
operation.

/p Password Specifies the password of the account to use for the
operation.

/quiet Specifies that quiet mode should be used, suppressing
output.

The Active Directory Object Manager tool isn’t installed with Active Directory, and
thereby isn’t initially available for use. MOVETREE is available as part of the Active
Directory Support Tools on the installation CD, and can be installed through Windows
Explorer. By accessing the Support\Tools folder on the installation CD, right-clicking on
SUPTOOLS.MSI, and then choosing Install from the menu that appears, the Windows
Support Tools Setup Wizard will start. By following the instructions in this wizard,
which are detailed in Exercise 2.06, MOVETREE and the other support tools will be
installed.
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ExercISE 2.06

INSTALLING MOVETREE WITH

ACTIVE

1.

DIRECTORY SUPPORT ToOLS

Insert the Windows Server 2003 Server installation CD into your CD-
ROM drive.

From the Windows Start menu, select Windows Explorer.

When Windows Explorer opens, expand the node representing your
CD-ROM drive, and then expand the Support | Tools folder.

When the contents of the Tools folder is displayed in the right pane,
right-click on the SUPTOOLS.MSI file and click Install in the context
menu.

When the Windows Support Tools Setup Wizard appears, click Next
to continue.

On the End User License Agreement screen, click | Agree to install
these tools, and then click Next to continue.

On the User Information screen, enter your name in the Name field,
and the company you work for in the Organization field. By default,
these fields will already be completed from information acquired from
Windows Server 2003 Server. Click Next to continue.

On the Destination Directory screen, accept the default settings, and
click Install Now to install the tools.

A dialog box will appear showing that files are being copied to the
folder specified in the Destination Directory screen, and being
installed on Windows Server 2003. Once completed, the final screen of
the wizard will appear, informing you that the tools were successfully
installed. Click Finish to exit the wizard and complete the installation
process.

Troubleshooting Problems with Accounts

Troubleshooting problems with accounts relies on the same methodologies and practices
involved in troubleshooting other problems in Windows Server 2003. It requires an under-
standing of functions, configurations, and limitations. It also requires starting at the simplest
possible solution for a problem and working up to the most complex. For example, if a
user’s account wasn’t working, you wouldn'’t start by restoring Active Directory from a pre-
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vious backup from when the user was able to log on.You might, however, check to see if
the account was disabled or locked out.

It is important that you determine whether the problem exists with the user who’s log-
ging on from a computer, or with the machine itself. You’ll remember that Active Directory
uses both computer and user accounts. If a problem is resulting from the computer account,
no user will be able to perform a certain action from the machine, regardless of what user
account is used.

At times, the problems that exist in a computer account might require resetting it. If
you want to reset a computer account, in Active Directory Users and Computers, you
can right-click on the account you want to reset, and then click Reset from the menu that
appears. After a moment, a message box will appear stating that the account was reset.

Another important part of troubleshooting is determining the scope of a problem. Is
only one person experiencing a problem, or are a number of people experiencing the same
difficulties? In doing so, you can determine whether the problem is with a user or com-
puter account, or with a group of which these members are a part.

The problem might not exist in the user’s account settings, but with DCs in the domain.
For example, if you couldn’t create security principals in Active Directory, the problem could
stem from the fact that the RID Master is unavailable. The DC that has the RID operations
master role allocates RIDs used for SIDs. Because SIDs can’t be issued to new user accounts,
computer accounts, and groups, these security principals can’t be created.

You could use the command netdom query fsmo to identify which computers are holding
single operation master roles. Once you’ve identified the DC serving in a particular master
role, you could either repair the machine, or assign the operations master role to another
machine. Before going through all this work, however, you should remember that the
reason why others can’t perform such actions might be because they don’t have the proper
rights, privileges, or permissions. In all cases, remember to start by looking at the simplest
possible solution first.
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Summary of Exam Obijectives

In this chapter, we discussed topics relating to security principals, which are user accounts,
computer accounts, and group accounts. Each security principal is assigned a security iden-
tifier (SID) when it is created. SIDs are used to uniquely identify the account, and allow the
security principal to be used for authentication and access control.

In creating these accounts, we saw that there are a number of naming conventions and
limitations. Each account name must be under a maximum length of characters, and refrain
from including certain characters. In addition, each security principal has a relative distin-

* guished name (RDN), distinguished name (DN), and canonical name.

User accounts, computer accounts, and group accounts can all be created using Active
Directory Users and Computers, or by using the command-line utility DSADD. While
these tools allow you to create new accounts, certain accounts are automatically created
when Active Directory is installed. The Administrator, Guest, HelpAssistant, and SUP-
PORT_388945a0 user accounts are examples of these, as are the numerous built-in groups
created by Active Directory upon installation.

Group accounts are collections of different accounts that are grouped together. There

| are two different types of groups: security groups and distribution groups. Security groups
allow you to control the access permissions of users, while distribution groups are used by
applications for sending e-mail to all users in the group.To further control the group, dif-
ferent scopes can be set to determine who can join the group and what they can access. By
using groups, you can manage users as a single unit for the assignment of permissions,
rights, and privileges.

Computer accounts represent workstations, DCs, and member servers. When this type
of account is created and the computer joins the domain, information within the account is
automatically filled in with data retrieved from the machine. Using these accounts, you can
set rights, privileges, and permissions that apply to the machine, regardless of the user who
is logged on at that machine.

Active Directory Trusts and Domains is a snap-in for Microsoft Management Console
(MMC) that can be used to add alternate UPN suffixes. A UPN suffix combines with the
user’s logon name to form the user principal name (UPN). By providing an alternate UPN
suffix, users can log on with a user-friendly name that is easier to remember and use.

Objects within Active Directory can be moved within the directory tree using different
tools included with Windows Server 2003. Active Directory Users and Computers is a
graphical tool, and DSMOVE is a command-line tool, both of which allow you to move
objects within a domain. To move objects to other domains, the Active Directory Object

F Manager (also called MOVETREE) can be used.
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Exam Objectives Fast Track

Understanding Active Directory
Security Principal Accounts

4]

A security principal is a user account, computer account, or group account.
Security principals are assigned security identifiers (SIDs) when they are created,
which are used to control access to resources, and used by internal processes to
identify security principals.

WHOAMI and NTDSUTIL are tools that allow you to view and manage SIDs.
WHOAMI displays information about the account, including data on SIDs for
the account and groups it is a member of. NTDSUTIL is a tool used to manage
SIDs, and can be used to locate and delete duplicate SIDs.

Every security principal makes use of specific naming conventions, and has limits
regarding the length and types of characters that can be part of the name. In
addition to this, each security principal has a relative distinguished name,
distinguished name, and canonical name .

Working with Active Directory User Accounts

4]

4]

4}

User accounts are objects that allow people and services to be authenticated and
access resources.

InetOrgPerson is a class of user account that is used when migrating to Active
Directory from another directory service.

The pre-Windows 2000 (NetBIOS) name of a user account can be up to 20
characters in length.

Working with Active Directory Group Accounts

4]

Group accounts are used to combine numerous accounts together as a single unit,
and can be managed through Active Directory Users and Computers. With
groups, you can assign rights to a group account to authorize its members to
perform a certain task, assign permissions on shared resources so that all members
can access the resources with the same level of permissions, or distribute bulk e-
mail to all members of the group.

Groups can be distribution groups or security groups.

Group accounts in Active Directory can’t have names that exceed 64 characters in
length, and can’t consist solely of numbers.
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Working with Active Directory Computer Accounts

M Computer accounts can be created in Active Directory Users and Computers, by
using DSADD, or by adding the workstation to a domain using a user account
that has rights to create a new computer account in the domain.

M DSADD allows you to create computer accounts from the command line.
DSADD can also be used to create user accounts and group accounts.

M The fully qualified domain name (FQDN) of a computer can be up to 255
characters in length. The pre-Windows 2000 (NetBIOS) name can be up to 15
characters in length.

Managing Multiple Accounts

M Active Directory Domains and Trusts can be used to create alternate UPN
suftixes, which allow users to log on using a more appropriate or convenient
name as part of their UPN than their domain name might have provided.

M DSMOVE is a command-line utility that allows users to move accounts from one
Active Directory location within a domain to another.

. M MOVETREE is a command-line tool that allows objects to be moved from one
' domain to another in Active Directory.
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Exam Objectives
Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book, are
designed to both measure your understanding of the Exam Objectives presented in
this chapter, and to assist you with real-life implementation of these concepts. You
will also gain access to thousands of other FAQs at ITFAQnet.com.

Q:

A:

I deleted a computer account by mistake, and recreated it with the same information.
Now it isn’t able to access the same resources it did before. Why is this?

The SID has changed. When an account is deleted and then recreated, it is given a new
SID.The SID is compared to ACEs in the DACL that permits or denies access to a
resource. Since the SID has changed, it now doesn’t match the list, making it appear as
it it is a completely different account.

. I want to view SIDs associated with the account I'm currently logged on to the com-

puter with. Which tool can I use to do this?

: WHOAMI is a command-line tool that allows you to display information about the

user who is currently logged on. By typing WHOAMI /ALL, information about the
account is displayed on the screen. Here, you can view information about the user-
name, groups, privileges, and SIDs for.the user who is currently logged on.

: I am converting a global group to another scope. When I access the options in the

group’s properties, I find that the option for Domainlocalyis disabled. Do I need to
change the domain functional leyel to have this option enabled?

: No. This option is disabled because, regardless oflthe domain functional level, global

groups can’t be converted into domain local groups. Domain local and global groups
can, however, be converted into universal security groups<f the domain functional level
1s Windows 2000 native or higher.

. I want to add users to built-in groups so they can perform certain operations. In

looking at the groups available in Active Directory, I see that multiple groups have the
same rights and are able to perform some of the same tasks. How should I decide
which groups users should be added to?

: Add users to groups that will give them the necessary rights to perform tasks, but don’t

provide more rights than are needed to do their job. For example, if you wanted a user
to perform backup and restore operations, you could add them to the Backup
Operators group. Although other accounts such as the Administrators group will also
allow this, it would give them considerably more rights than needed.
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Q: I haven’t created an account for a computer in Active Directory yet, but want to have
one created when [ join the computer to the domain. After changing the computer’s
properties to join the domain, I’'m presented with a dialog box that asks for a username
and password. I'm logged on to the machine using the local Administrator account for
the computer. Why is this dialog box appearing?

A: The dialog box is requesting the username and password of a domain user account with
appropriate rights to create the account. The Administrator account for the workstation
is a local account that has nothing to do with Active Directory. It only provides admin-

‘k istrator access to the local computer.

Self Test

A Quick Answer Key follows the Self Test questions. For complete questions, answers,
and explanations to the Self Test questions in this chapter as well as the other
chapters in this book, see the Self Test Appendix.

Understanding Active Directory
Security Principal Accounts

1. You create a new user account and assign it permissions to resources. When this
account is created, a SID is given to the account to uniquely identify it. When the
user logs on and attempts to access one of these resources, which of the following will
the SID be compared to when determining access?

A. Access token
B. SACL
C. DACL

L D. SID

2. A user attempts to access a resource, and entries in the ACL are analyzed to match the
SID.The system examines the entire ACL, but no match is found. Which of the fol-
lowing will occur?

F A. The user will be denied access.
B. The user will be granted access.
C. The account will be disabled.
D. Each ACE in the ACL will be read until a match is eventually found.
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3. A RID server has temporarily gone offline. During this time, you seize the RID
Master role on another DC. After the original RID server becomes available again,
you are concerned that duplicate SIDs might now exist for objects in Active
Directory. Which of the following tools would you use to find and delete duplicates?

A. Active Directory Users and Computers

B. MOVETREE

C. WHOAMI

D. NTDSUTIL E

Working with Active Directory User Accounts

4. You want to use Remote Assistance to help users with problems by connecting to ﬂ‘
their machine and taking control of it remotely. When this action is performed, which
of the following accounts is automatically created and used?

A. HelpAssistant

B. Support_388945a0
C. Guest

D. InetOrgPerson

5. Your network consists of an Active Directory domain with DCs running Windows
Server 2003 and another network running Novell NetWare. You are preparing to
migrate the Novell NetWare network to Windows Server 2003, but want to use an
account that will connect the directory services of these two networks together.
Which of the following class of user account will you create?

A. HelpAssistant
B. Support_388945a0
C. InetOrgPerson

D. None. A regular user account should be created.

6. You are configuring a user account to use Terminal Services. Which of the following
tabs on the user’s account would you use to configure this user?

A. General, Address, Organization

B. Terminal Services Profile, Profile, Account
C. Environment, Sessions, Remote Control
D

Published Certificates, Member Of, Object
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Working with Active Directory Group Accounts

5
|
3
|

You are creating a new group in Active Directory. In creating this group, you want
users to be able to send e-mail to the group so that all members receive a copy of the
message. Which type of group could be used for this purpose?

A. Security
B. Distribution
C. Both security and distribution

D. Neither security nor distribution

You created a new domain using DCs that are all running Windows Server 2003. The
domain is part of a forest consisting of the domain you belong to, and three other
domains. Each of these three other domains uses a Windows 2000 native functional
level. The domain you belong to is running at the default domain functional level, and
Active Directory has been configured so that all users in the domain have their own
account. When adding users and groups to the groups you created, you decide that
you want to change the scope of the Accounting and Sales groups. Which of the fol-
lowing must be taken into account when changes are made to these groups? (Choose
all that apply.)

A. 1If the group has a domain local scope, it cannot contain universal groups.
B. Domain local groups can be converted to universal groups.
C. Global groups can be converted to universal groups.

D. None of the groups in the domain can be universal groups.

Your network consists of several domains in a forest that has been set to Windows
Server 2003 forest functionality. You are preparing to create a group that will contain
user accounts from this domain and other domains, and will be used to access
resources located in several of these domains. What will be the scope of the group you
create?

A. Universal
B. Global
C. Domain local

D. Distribution

You are an administrator in the domain dev.knightware.ca, which is a child domain
beneath the forest root domain knightware.ca.You want to provide a user in this
domain with the ability to create a forest trust between the dev.knightware.ca domain
and the domain bookworms.ca. Which of the following built-in groups would you
add this user to so he can create such a trust?
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Incoming Forest Trust Builders
Administrator
Account Operators

None of the above

Working with Active Directory Computer Accounts

11. You want a new member of the IT staff to be able to create new computer accounts
using Active Directory Users and Computers. Which of the following groups has the b

12.

13.

appropriate rights to create a computer account? (Choose all that apply.)

A.
B.
C.
D.

Backup Operators “
Account Operators

Domain Admins

Domain Users

You have given a user the Add workstations to a domain right, so he can have his
computer join the domain. In giving the user this right, how many computer
accounts can the user create?

A.
B.
C.
D.

1
10
Unlimited

None

A new computer account is created in Active Directory Users and Computers for a

workstation running Windows 2000 Professional. When viewing its properties, you
check the Member Of tab and see that it is already included in the membership of a
group. Which of the following groups is this account a member of?

A.

B
C.
D

Domain Users
Domain Computers
Domain Controllers

Enterprise Admins
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Managing Multiple Accounts

14. Your company has an external DNS domain that is used for the company’s Web site,
and an internal DNS domain that is used for the network. The external DNS domain
is hosted on a UNIX server that hosts the company’s Web site. The Web site using this
external domain name is well known, and due to its popularity, users are confused as
to which domain to log on to. Which of the following can you do to allow users to
log on to the internal network using the external domain name?

A. Use DSADD to add users to the external DNS domain.
B. Use MOVETREE to add users to the external DNS domain.
C. Use Active Directory Users and Computers to create an alternate UPN suffix.

D. Use Active Directory Domains and Trusts to create an alternate UPN suffix.

15. You want to move a user account from an OU located in one domain, to an OU

located in another domain. Which of the following tools will you use to perform this
task?

A. Active Directory Users and Computers
B. Active Directory Domains and Trusts
L C. DSMOVE
D. MOVETREE
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Self Test Quick Answer Key

For complete questions, answers, and explanations to the Self Test questions in this
chapter as well as the other chapters in this book, see the Self Test Appendix.

c ki

i

"

10.

12.
13.
14.
15.

000 > 0 r 0
DUwR ® w O »

® N oAb =
)

www.syngress.com B







Chapter 3

MCSE/MCSA 70-294

Creating User and

Group Strategies

Exam Objectives in this Chapter:
3.1 Plan a security group strategy.

3.2 Plan a user authentication strategy. s
3.2.1 Plan a smart card authentication strategy. "l._; 1:

3.2.2 Create a password policy for domain users.

Summary of Exam Objectives

Exam Objectives Fast Track

Exam Objectives Frequently Asked Questions
Self Test

N RAANEA

Self Test Quick Answer Key
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Introduction

Knowing how to create users and groups and the procedures for moving and managing
them is only half the battle when it comes to effectively using these security objects on the
network. The network administrator must also be able to develop strategies for authenti-
cating the identity of anyone who uses network resources, and plan for how to use groups
most effectively to provide the security and access needed.

In today’s connected world, proof of your identity is often required to ensure that
someone else is not trying to use your identity. It used to be that a username and password
were sufficient to authenticate someone to a network. However, password authentication is
only the first step in true authentication of a user’s identity in today’s environment. You
must have a well-defined password policy, which includes account lockout, password rota-
tion, and other options to ensure limited access to your network. In this chapter, we
develop a password policy for your Windows Server 2003 network. However, sometimes
passwords and password policies are not enough, and we have to take authentication to the
next plateau.

Tools such as biometric devices, token devices, voice identification, and smart cards are
becoming much more mainstream for user authentication as the price continues to drop
and acceptance continues to rise. If you have ever seen a large data center, you have prob-
ably seen biometric tools such as thumbprint or palm scanners at entryways. Other sites use
smart card readers for access to public computer kiosks. For example, Sun Microsystems
requires the use of smart cards for students to sign into class each day. Each student is
assigned a smart card and a four-digit personal identification number (PIN) that they must
use to sign in.

In Windows Server 2003 and Windows XP, Microsoft has implemented smart card
technology into the operating system as well as Active Directory to provide you with
enhanced authentication abilities, and add security to your network. As a Windows Server
2003 MCSE, you are required to understand how to implement smart card technologies
and manage resources using smart cards.

An effective authentication strategy works hand in hand with a security group strategy.
A well-designed group strategy will ensure that users receive only the appropriate level of
access to resources on the network. It will also reduce the workload of the administrator
and make it easier to manage large numbers of users. Microsoft has a number of fairly com-
plicated models that you will be expected to follow when designing group strategy in an
Active Directory environment.

Creating a Password
Policy for Domain Users

Since they are largely created and managed by end users, passwords have the potential to be
the weakest link in any network security implementation. You can install all the high-pow-
ered firewall hardware and virtual private network (VPN) clients you like, but if your vice
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president of sales uses the name of her pet St. Bernard as her password for the customer
database system, all your preventative measures might be rendered useless. Since passwords
are the “keys to the kingdom” of any computer system, the database that Windows Server
2003 uses to store password information will be a common attack vector for anyone
attempting to hack your network. Luckily, Windows Server 2003 offers several means to
secure passwords on your network. A combination of technical measures, along with a
healthy dose of user training and awareness, will go a long way toward protecting the secu-
rity of your network systems.

Creating an Extensive Defense Model

In modern computer security, a system administrator needs to create a security plan that
uses many different mechanisms to protect a network from unauthorized access. Rather
than relying solely on a hardware firewall and nothing else, defense in depth would also use
strong passwords as well as other mechanisms on local client PCs, in the event that the fire-
wall is compromised. The idea is to create a series of security mechanisms so that if one is
circumvented, other systems and procedures are in place to help impede an attacker.
Microsoft refers to this practice as an extensive defense model. The key points of this model
are the following:

B A viable security plan needs to begin and end with user awareness, since a tech-
nical mechanism is only as effective as the extent to which the users on your net-
work adhere to it. As an administrator, you need to educate your users about how
to best protect their accounts from unauthorized attacks. This can include advice
about not sharing passwords, not writing passwords down or leaving them other-
wise accessible, and making sure to lock a workstation if the user needs to leave it
unattended for any length of time.You can spread security awareness information
via e-mail, posters in employee break areas, printed memos, or any other medium
that will get your users’ attention.

B Use the system key utility (syskey) on all critical machines on your network. This
utility, discussed later in this chapter, provides additional encryption for password
information that is stored in the Security Accounts Manager (SAM) and Active
Directory databases.

®  Educate your users about the potential hazards of selecting the Save My Password
feature or any similar feature on mission-critical applications, such as remote
access or VPN clients. Make sure that users understand that the convenience of
saving passwords on a local workstation is far outweighed by the potential security
risk if the workstation becomes compromised.

B If you need to create one or more service accounts for applications to use, make
sure that these accounts have difterent passwords. Otherwise, compromise of one
account might leave multiple network applications open to attack.
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B [f you suspect that a user account has been compromised, change the password
immediately. If possible, consider renaming the account entirely, since it is now a
known attack vector.

B Create a password policy and/or account lockout policy that is appropriate to
your organization’s needs. It’s important to strike a balance between security and
usability in designing these types of account policies. For example, a 23-character
minimum password length might seem like a good security measure on paper, but
any security offered by such a decision will be rendered worthless when your
users leave their impossible-to-remember 23-character passwords pasted to their
monitors on sticky notes.

Strong Passwords

In discussing security awareness with your user community, one of the most critical issues
to consider is that of password strength. A weak password will provide potential attackers
with easy access to your users’ computers, and consequently the rest of your company’s net-
work. Well-formed passwords will be significantly more difficult to decipher. Even though
password-cracking utilities continue to evolve and improve, educating your users regarding
the importance of strong passwords will provide additional security for your network’s
computing resources.

According to Microsoft, a weak password is one that contains any portion of your name,
your company’s name, or your network logon ID. For example, if a username was assigned as
JSmith, and the user’s password was Smith12!@)!, that would be considered a weak password. A
password that contains any complete dictionary word—password, thunder, protocol—is also con-
sidered weak. It should be understood that blank passwords are weak as well.

By comparison, a strong password will not contain any reference to your username,
personal information, company name, or any word found in the dictionary. Strong pass-
words should also be at least seven characters long and contain characters from each of the
following groups:

B Uppercase letters A, B, C ...
B Lowercase letters z,y,x ...
B Numeric digits 0,1,2,3,4,5,6,7,8,0r9

B  Non-alphanumeric characters !, *, §, }, etc.

Each strong password should be appreciably difterent from any previous passwords that
the user has created. P!234abc, Q!234abc, and R!234abc, although each meeting the described
password criteria, would not be considered strong passwords when viewed as a whole. To fur-
ther complicate matters, an individual password can still be weak even though it meets the
criteria. For example, lloveU123! would be a fairly simple password to crack, even though it
possesses the length and character complexity requirements of a strong password.
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System Key Ultility

Most password-cracking software used in attacking computer networks attempts to target
the SAM database or the Active Directory database in order to access passwords for user
accounts. To secure your password information, you should use the system key utility (the
syskey.exe file itself is located in the %systemroot%\System32 directory by default) on every
critical machine that you administer. This utility provides additional encryption for pass-
word information, which provides an extra line of defense against would-be attackers. To
use this utility on a workstation or member server, you must be a member of the local
Administrators group on the machine in question. If the machine is a member of a domain,
remember that the Domain Admins group is a member of the local Administrators group
by default. On a domain controller (DC), you need to be a member of the Domain Admins
or Enterprise Admins group.

TesT DAY Tip
On workstations and member servers, password information is stored within the

computer’s Registry. Domain controllers integrate password information into the
Active Directory database that is replicated between domain controllers.

In Exercise 3.01, we go through the steps in enabling the system key utility on a
Windows Server 2003 server.

EXERCISE 3.01

CREATING A SYSTEM KEY

1. From the Windows Server 2003 server desktop, click Start | Run, then
type syskey and click OK. You'll see the screen shown in Figure 3.1.

Figure 3.1 Enabling syskey Encryption

Securing the Windows Account Database | %]

T hus tool wall allaw you to configue the Accournts
Database to enable additional encryption, futther
s protecting the database from compromise.

Once enabled, this encryption cannot be
disabled.
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2. As shown in Figure 3.1, select Encryption Enabled, and then click
Update.

3. Choose from the security options shown in Figure 3.2. The various
options available to you are as follows:

Figure 3.2 Selecting syskey Encryption Options
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" Stare Startup Key on Floppy Disk
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m  Password Startup This choice encrypts the account password infor-
mation and stores the associated key on the local computer. You will
also need to select a password that will be used to further protect
the key. You'll need to enter this password during the computer’s
boot sequence. This is a more secure option than storing the startup
key locally without requiring a password, because the password used
to secure the system key isn't stored anywhere on the local computer.
The drawback to this method is that an administrator must be pre-
sent to enter the syskey password whenever the machine is rebooted,
which might make this a less attractive option for a remote machine
that requires frequent reboots.

m  System Generated Password, Store Startup Key on Floppy Disk
This option stores the system key on a separate diskette, which
must be inserted during the system startup. This is the most secure
of the three possible options, since the system key itself is not
stored anywhere on the local computer and the machine will not
be able to boot without the diskette that contains the system key.

m  System Generated Password, Store Startup Key Locally This
choice encrypts the SAM or Active Directory password information
using a random key that's stored on the local computer. You can
reboot the machine without being prompted for a password or a
diskette. However, if the physical machine is compromised, the
system key can be modified or destroyed. Of the three possible
options when using syskey, this is the least secure.
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A\ ExAM WARNING

If you lose the diskette or forget the password that you created when you ran
syskey, you won't be able to boot the computer in question without restoring the
Registry or the Active Directory database from a point before you implemented

syskey.

4. Once you have selected the option you want, click OK to finish
encrypting the account information. You'll see the confirmation mes-

sage shown in Figure 3.3.

Figure 3.3 Confirmation of syskey Success

Success

\l') The Account Database Startup Kep was changed

Defining a Password Policy

Using Active Directory, you can create a policy to enforce consistent password standards across
your entire organization. The options you can specify include: how often passwords must be
changed, the number of unique passwords a user must use before being able to reuse one, and
the complexity level of passwords that are acceptable on your network. Additionally, you can
specify an account lockout policy that will prevent users from logging on after a specified
number of incorrect logon attempts. In this section, we discuss the steps necessary to enforce
password and account lockout policies on a Windows Server 2003 network.

Test DAy Tip
@7 To create or edit a password policy or an account lockout policy, you must be

logged on as a member of the Domain Admins or Enterprise Admins group.

Applying a Password Policy
In Exercise 3.02, we discuss how to establish a password policy for your Windows Server
2003 domain.
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ExercISE 3.02

CREATING A DOMAIN

PASSWORD PoLicy

1. From the Windows Server 2003 desktop, open Start | Administrative
Tools | Active Directory Users and Computers. Right-click the domain
that you want to set a password policy for, and select Properties.

Select the Group Policy tab, followed by the Default Domain Policy,

as shown in Figure 3.4. Click the Edit button.

Figure 3.4 The Group Policy Tab
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3. Navigate to Computer Configuration | Windows Settings | Security
Settings | Account Policies | Password Policy. You'll see the screen
shown in Figure 3.5.

Figure 3.5 Configuring Password Policy Settings
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Using password policies, you can configure the following settings:
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m  Enforce password history This option allows you to define the
number of unique passwords that Windows will retain. This pre-
vents users from using the same passwords again when their pass-
words expire. Setting this number to at least three prevents users
from alternating between two passwords when they’'re prompted
to change their passwords.

m  Maximum password age This setting defines how frequently
Windows will prompt your users to change their passwords.

®  Minimum password age This setting ensures that passwords
cannot be changed until they are more than a certain number of
days old. This works in conjunction with the first setting by pre-
venting users from repeatedly changing their passwords in an effort
to circumvent the “Enforce password history” policy. For example, if
you specify that password history is enforced and set the number of
remembered passwords at 5, a user can simply change his or her
password six times in rapid succession and reuse a favorite password.

®  Minimum password length This option dictates the shortest
allowable length that a user’s password can be. Remember that
longer passwords are typically stronger than shorter ones. Enabling
this setting also prevents users from setting a blank password.

m  Password must meet complexity requirements This policy set-
ting, when activated, forces any new passwords created on your
network to meet the following requirements: minimum of six char-
acters in length, containing three of the following: uppercase let-
ters, lowercase letters, numeric digits, and non-alphanumeric
characters such as %, !, and [.

m  Store passwords using reversible encryption This option stores a
copy of the user’s password within the Active Directory database
using reversible (cleartext) encryption. This is required for certain
message digest functions and authentication protocols to work
properly. This policy is disabled by default and should be enabled
only if you are certain that your environment requires it.

For each item that you want to configure, right-click the item and select
Properties. In this case, we're enforcing a password history of three
passwords. In the screen shown in Figure 3.6, place a check mark next to
Define this policy setting, and then enter the appropriate value.
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Figure 3.6 Defining the Password History Policy
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Modifying a Password Policy

You can modify an existing Windows Server 2003 password policy by navigating to the
policy section listed in the previous exercise and making the changes. New and moditied
password policies are only enforced when passwords are changed. Therefore, altering pass-
word policy does not place an immediate burden on users. Typically, users won’t notice the
policy change until their passwords expire and they are forced to set new ones. If you need
to ensure that all passwords are forced to comply with the new policy, you can set the User
must change password at next logon option in the properties of the user accounts you
administer.

Applying an Account Lockout Policy

In addition to setting password policies, you can configure your network so that user
accounts will be locked out after a certain number of incorrect logon attempts. This can be
a soft lockout, in which the account will be re-enabled after an administrator specified period
of time. Alternatively, it can be a hard lockout in which user accounts can only be re-enabled
by the manual intervention of an administrator. Before implementing an account lockout
policy, you need to understand the potential implications for your network.

An account lockout policy will increase the likelihood of deterring a potential attack
against your network, but you also run the risk of locking out authorized users. You need to
set the lockout threshold high enough so that authorized users will not be locked out of their
accounts due to simple human error, such as mistyping their passwords before they’ve had
their morning coftee. Three to five is a common threshold. You should also remember that if a
user changes his or her password on Computer A while already logged on to Computer B,
the session on Computer B will continue to attempt to log on using the old (now incorrect)
password. This will eventually lock out the user account and can be a common occurrence,
especially in the case of service and administrative accounts. Exercise 3.03 details the necessary
steps in configuring account lockout policy settings for your domain.
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The issue of password synchronization described in the previous paragraph is not
an issue for organizations that are only running Windows Server 2003 operating
systems.

Exercise 3.03

CREATING AN ACCOUNT LockouT PoLicy

1. From the Windows Server 2003 desktop, click Start | Administrative
Tools | Active Directory Users and Computers.

2. Right-click the domain you want to administer, and then select
Properties.

3. Select the Default Domain Policy, and click the Edit button.

Navigate to the account lockout policy by clicking Computer
Configuration | Windows Settings | Security Settings | Account
Policies | Account Lockout Policy. You'll see the screen shown in
Figure 3.7.

Figure 3.7 Account Lockout Policy Objects
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Using Account Lockout Policy, you can configure the following settings:

m  Account lockout duration This option determines the amount of
time that a locked-out account will remain inaccessible. Setting this
option to 0 means that the account will remain locked out until an
administrator manually unlocks it. Select a lockout duration that
will deter intruders without crippling your authorized users; 30 to
60 minutes is sufficient for most environments.
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m  Account lockout threshold This option determines the number of
invalid logon attempts that can occur before an account will be
locked out. Setting this option to 0 means that accounts on your
network will never be locked out.

m  Reset account lockout counter after This option defines the
amount of time in minutes after a bad logon attempt that the
“counter” will reset. If this value is set to 45 minutes, and user
jsmith types his password incorrectly two times before logging on
successfully, his running tally of failed logon attempts will reset to 0
after 45 minutes have elapsed. Be careful not to set this option too
high, or your users could lock themselves out through simple typo-
graphical errors.

5. For each item that you want to configure, right-click the item and
select Properties. To illustrate, we create an Account lockout threshold
of three invalid logon attempts. In the screen shown in Figure 3.8,
place a check mark next to Define this policy setting, and then enter
the appropriate value.

Figure 3.8 Configuring the Account Lockout Threshold
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Creating User Authentication Strategies

Any well-formed security model needs to address the following three topics: authentication,
authorization, and accounting (or auditing). Authentication deals with who a person is,
authorization centers around what an authenticated user is permitted to do, and
accounting/auditing is concerned with tracking who did what to a file, service, or other
resource. Windows Server 2003 addresses all three facets of this security model, beginning
with the user authentication strategies that we discuss in this chapter.
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Regardless of which protocol or technical mechanism is used, all authentication
schemes need to meet the same basic requirement of verifying that a user or other network
object is in fact who or what it claims to be. This can include verifying a digital signature
on a file or hard drive, or verifying the identity of a user or computer that is attempting to
access a resource. Windows Server 2003 offers several protocols and mechanisms to perform
this verification, including (but not limited to) the following:

B Kerberos

B NT LAN Manager (NTLM)

B Secure Sockets Layer/Transport Security Layer (SSL/TLS)
B Digest authentication

B Smart cards

The following sections cover the details of each authentication mechanism available
with Windows Server 2003, and the appropriate use for each. The most common authenti-
cation mechanism dates back to mainframe computing, password authentication. This occurs
when the user supplies a password to a server or host computer and the server compares
the supplied password with the information that it has stored in association with the user or
resource in question. In the case of users, if the two passwords match, the system permits
the user to log on. Concerns regarding password authentication have largely been con-
nected with ensuring that user passwords are not transmitted in an easily intercepted and
decipherable form over a network connection. In fact, many modern password authentica-
tion schemes, such as NTLM and Kerberos, never transmit the actual user password at all.

An issue that is more difficult to address is user education. Even after a great deal of
effort has been put into teaching users the importance of strong passwords, many still use
relatively weak passwords for convenience. In a world of increasingly connected computing
systems, the importance of creating strong password policies as part of your network’s secu-
rity plan cannot be overstated. To assist in this task, Windows Server 2003 allows you to
establish password policies that mandate the use of strong, complex passwords, as discussed
earlier in the chapter. You can also require that your users log on using smart cards, a topic
that we cover in depth in a later section.

Need for Authentication

User authentication is a necessary first step within any network security infrastructure because
it establishes the identity of the user. Without this key piece of information, Windows Server
2003 access control and auditing capabilities would not be able to function. Once you under-
stand how the various authentication systems operate, you’ll be able to use this information to
create an effective user authentication strategy for your network. The location of your users,
whether they are connected to the LAN via a high-speed network connection or a simple
dial-up line, and the client and server operating systems in use throughout your organization
will dictate the appropriate authentication strategy for your users.
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Keep in mind as we go along that a fully functional authentication strategy will almost
certainly involve a combination of the methods and protocols. A single solution will not
meet the needs of an enterprise organization. Your goal as a network administrator is to
create an authentication strategy that provides the optimum security for your users while
allowing you to administer the network as efficiently as possible.

Single Sign-On

A key feature of Windows Server 2003 is support for single sign-on, an authentication
mechanism that allows your domain users to authenticate with any computer in the
domain, while only providing their logon credentials one time. This system allows network
administrators to manage a single account for each user, rather than dealing with the
administrative overhead of maintaining multiple user accounts for each server. It also pro-
vides greatly enhanced convenience for network users, because needing to maintain only a
single password or smart card makes the network logon process much simpler.

Whether your network authentication relies on single sign-on or not, any authentica-
tion scheme is a two-step process. At the very least, the user must perform an interactive
logon in order to access the local computer. If network access is required, nefwork authentica-
tion will allow the user to access needed network services and resources. In this section, we
examine both of these processes in detail.

Interactive Logon

A network user performs an interactive logon when presenting valid network credentials to
the operating system of the physical computer the user is attempting to logon to—usually a
desktop workstation. The logon name and password can either be a local user account or a
domain account. When logging on using a local computer account, the user presents cre-
dentials that are stored in the SAM database on the local machine. Every Windows NT,
2000, and Server 2003 workstation, stand-alone server, or member server has a SAM
database that is used for this purpose. Accounts stored in a SAM database can only be used
for access to that specific computer.

When using a domain account, the user’s logon information is authenticated against the
Active Directory database. This allows the user to gain access to not only the local worksta-
tion but also to all resources he or she has been granted permission to use in the domain
and any trusting domains. In this case, the user’s domain account works in conjunction with
the workstation’s SAM database. The user authenticates to the domain, but is allowed to
access the local computer because his or her domain account has the appropriate permis-
sions and rights locally. This is typically done when the workstation joins the domain,
through group membership. For example, the Domain Users global group in Active
Directory is added to the local Users group on the workstation. Because all domain user
accounts are members of the Domain Users group by default, they also inherit access to the
local computer through this group’s membership in the local Users group.
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Network Authentication

Once a user has gained access to a physical workstation, it’s almost inevitable that the user
will require access to files, applications, or services hosted by other machines on the LAN
or WAN. Network authentication is the mechanism that confirms the user’s identity to what-
ever network resource the user attempts to access. Windows Server 2003 provides several
mechanisms to enable this type of authentication, including Kerberos and NTLM.

Using the previous description of interactive logons, users who log on using a local
computer account must provide logon credentials each time they attempt to access a net-
work resource. This occurs because the local computer account only exists within the indi-
vidual computer’s SAM database rather than a centrally managed directory service like
Active Directory.

On the other hand, if the user logs on using a domain account, the user’s identity is
proven by domain level authentication mechanisms that are automatically submitted to any
network services the user is requesting to access. The mechanism used depends on the con-
figuration of the network and the operating systems involved. Because this happens in the
background, the network authentication process is transparent to users in an Active
Directory environment. The network operating system handles everything behind the
scenes without the need for user intervention. This feature provides the foundations for
single sign-on in a Windows Server 2003 environment by allowing users to access resources
in their own domains as well as other trusted domains.

Test DAy Tip

Network authentication using a domain account can be accomplished via a user-
name and password or with a smart card device.

Authentication Types

Windows Server 2003 offers several different authentication types to meet the needs of a
diverse user base. The default authentication protocol for a homogeneous Windows 2000 or
later environment is Kerberos version 5. This protocol relies on a system of tickets to verify
the identity of network users, services, and devices. For Web applications and users, you can
rely on the standards-based encryption oftered by the SSL/TLS security protocols as well as
Microsoft Digest. To provide backward compatibility for earlier versions of Microsoft oper-
ating systems, Windows Server 2003 provides support for the NTLM protocol. In this section,
we examine the various authentication options available to you as a Windows administrator.

Kerberos

Within a Windows Server 2003 domain, the primary authentication protocol is Kerberos
version 5. Kerberos provides thorough authentication by verifying not only the identity of
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network users but also the validity of the network services themselves. This latter feature
was designed to prevent users from attaching to “dummy” services created by malicious
network attackers to trick users into revealing their passwords or other sensitive informa-
tion. The process of verifying both the user and the service that the user is attempting to
use is referred to as mutual authentication. Only network clients and servers that are running
the Windows 2000, Windows Server 2003, or Windows XP Professional operating system
will be able to use the Kerberos authentication protocol. When these operating systems are
members of a domain, Kerberos will be enabled as their default authentication mechanism
for domain-based resources. In a Windows 2000 or later Active Directory environment, pre-
Windows 2000 computers that attempt to access a “Kerberized” resource will be directed
to use NTLM authentication.

The Kerberos authentication mechanism relies on a key distribution center (KDC) to
issue tickets that allow client access to network resources. Each domain controller in a
Windows Server 2003 domain functions as a KDC. Network clients use DNS to locate the
nearest available KDC so that they can acquire a ticket. Kerberos tickets contain crypto-
graphic information that confirms the user’s identity to the requested service.

These tickets remain resident on the client computer system for a specific amount of
time, usually 10 hours. This ticket lifetime keeps the Kerberos system from being over-
whelmed, and is configurable by an administrator. It you set the threshold lower, you must
ensure that your domain controllers can handle the additional load that will be placed on
them. It is also important, however, not to set them too high. A ticket is good until it
expires, which means that if it becomes compromised it will be valid until expiration.

Understanding the Kerberos Authentication Process

When a user enters his or her network credentials on a Kerberos-enabled system, the fol-
lowing steps take place. These transactions occur entirely behind the scenes. The user is only
aware that he or she has entered the password or PIN number (if using a smart card) as part
of a normal logon process. The following steps occur in a single domain environment:

1. Using a smart card or a username/password combination, a user authenticates to
the KDC.The KDC issues a ficket-granting ticket (I'GT) to the client system. The
client retains this TGT in memory until needed.

2. When the client attempts to access a network resource, it presents its TGT to the
ticket-granting service (T'GS) on the nearest available Windows Server 2003 KDC.

3. If the user is authorized to access the service that it is requesting, the TGS issues a
service ticket to the client.

4. The client presents the service ticket to the requested network service. Through
mutual authentication, the service ticket proves the identity of the user as well as
the identity of the service.

The Windows Server 2003 Kerberos authentication system can also interact with non-
Microsoft Kerberos implementations such as UNIX-based Kerberos realms. In Kerberos, a
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realm is similar to the concept of a domain. This “realm trust” feature allows a client in a
Kerberos realm to authenticate against Active Directory to access resources, and vice versa.
This interoperability allows Windows Server 2003 domain controllers to provide authenti-
cation for client systems running other types of Kerberos, including clients that are running
operating systems other than Windows. It also allows Windows-based clients to access
resources within a non-Windows Kerberos realm.

Secure Sockets Layer/Transport Layer Security

Any time you visit a Web site that uses an https:// prefix instead of http://, youre seeing
Secure Sockets Layer (SSL) encryption in action. SSL provides encryption for other proto-
cols such as HTTP, LDAP, and IMAP, which operate at higher layers of the protocol stack.
SSL provides three major functions in encrypting TCP/IP-based traffic:

B Server authentication Allows a user to confirm that an Internet server is really
the machine that it is claiming to be. It’s difficult to think of anyone who
wouldn’t like the assurance of knowing that he or she is looking at the genuine
Amazon.com site, and not a duplicate created by a hacker, before entering any
credit card information.

B Client authentication Allows a server to confirm a client’s identity during the
exchange of data. For example, this might be important for a bank that needs to
transmit sensitive financial information to a server belonging to a subsidiary
office. Combining server and client authentication provides a means of mutual
authentication.

B Encrypted connections Allow all data that is sent between a client and server
to be encrypted and decrypted, allowing for a high degree of confidentiality. This
function also allows both parties to confirm that the data was not altered during
transmission.

The Transport Layer Security (TLS) protocol is currently under development by the
Internet Engineering Task Force (IETF). It will eventually replace SSL as a standard for
securing Internet traffic while remaining backward compatible with earlier versions of SSL.
RFC 2712 describes the way to add Kerberos functionality to the TLS suite, which will
potentially allow Microsoft and other vendors to extend its use beyond LAN/WAN
authentication, to use on the Internet as a whole.

SSL and TLS can use a wide range of ciphers (authentication, encryption, and/or
integrity mechanisms) to allow connections with a diverse client base.You can edit the
Registry in Windows Server 2003 to restrict the ciphers allowed. Within the Registry
Editor on the server, browse to the following key: HKEY_LOCAL_MACHINE\
SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Ciphers, as shown
in Figure 3.9. Each available cipher has two potential values:
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B Oxffffffff (enabled)

B 0x0 (disabled)

Figure 3.9 Editing SSL/TLS Ciphers
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NT LAN Manager

Versions of Windows earlier than Windows 2000 used NTLM to provide network authentica-
tion. In a Windows Server 2003 environment, NTLM is used to communicate between two
computers when one or both of them is running a pre-Windows 2000 operating system.
NTLM will also be used by Windows Server 2003 computers that are not members of a
domain. For example, NTLM authentication would be used in the following communications:

B Windows 2000 workstations and Windows Server 2003 stand-alone servers that
are participating in a workgroup instead of a domain

B Windows 2000 or Windows XP Professional computers logging on to an NT 4.0
primary domain controller (PDC) or backup domain controller (BDC)

B A Windows NT 4.0 Workstation client authenticating to an NT4.0, Windows
2000, or Windows Server 2003 domain controller

B Users in a Windows NT 4.0 domain that has a trust relationship with a Windows
2000 or Windows Server 2003 domain

NTLM encrypts user logon information by applying a mathematical function (or hash)
to the user’s password. A user’s password isn’t stored in the SAM or Active Directory
database. Rather, the value of a hash that is generated when the user’s account is first cre-
ated, or the user’s password is changed, is stored. If the password is less than 15 characters
long, two hashes are actually stored: an NT hash and a LM hash. The LM (or LAN
Manager) hash is weak and can easily be broken by password crackers. Because of this it is
recommended that you configure the Network security: Do not store LAN Manager
hash value on next password change Group Policy setting.
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During logon, the domain controller sends a challenge to the client. This is a simple
string of characters that the client mathematically applies to the hash value of the user’s
password. The result of this mathematical algorithm is a new hash that is then transmitted to
the domain controller. In this way, the user’s password is never actually transmitted across
the network.

The domain controller also has the hash for the user’s password. Moreover, it knows the
challenge it sent, so it is able to perform the same calculation. It compares the hash that it
mathematically calculated with the one received from the client. If they match, logon is
permitted.

The NTLM hash function only exists in Windows Server 2003 for backward compati-
bility with earlier operating systems. Windows Server 2003 domains support both NTLM
and NTLM version 2. If your network environment is exclusively running Windows 2000
or later, you might want to consider standardizing on a stronger form of authentication
such as Kerberos. Using NTLM is preferable to sending authentication information using
no encryption whatsoever, but NTLM has several known vulnerabilities that do not make it
the best choice for network authentication if your operating system supports more
advanced schemes.

Digest Authentication

Microsoft provides digest authentication as a means of authenticating Web applications that are
running on IIS. Digest authentication uses the Digest Access Protocol, which is a simple chal-
lenge-response mechanism for applications that are using HTTP or Simple Authentication
Security Layer (SASL) based communications. When Microsoft Digest authenticates a
client, it creates a session key that is stored on the Web server and used to authenticate sub-
sequent authentication requests without needing to contact a domain controller for each
authentication request. Similar to NTLM, digest authentication sends user credentials across
the network as an encrypted hash so that the actual password information cannot be
extracted in case a malicious attacker is attempting to “sniff ’ the network connection. A
sniffer 1s a device or software application that monitors network traffic for sensitive informa-
tion, similar to a wiretap on a telephone.

NoTE

SASL is a protocol developed by Carnegie Mellon University to provide application
security for client/server applications.

Before implementing digest authentication on your IIS server, you need to make sure
that the following requirements have been met:

B Clients who need to access a resource or application that’s secured with digest
authentication need to be using Internet Explorer 5 or later.
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B The server and all users attempting to log on to IIS must be members of the same
domain; or domains that are connected by an appropriate trust relationship.

B The domain that the IIS server belongs to must contain a domain controller run-
ning Windows 2000 or Server 2003. The IIS server itself also needs to be running
Windows 2000 or later.

B Digest authentication requires user passwords to be stored in a reversibly
encrypted (cleartext) format within Active Directory. You can configure this set-
ting from the Account tab of the user’s Properties in Active Directory Users and
Computers.You can also use Group Policy to enable this feature for a larger
number of users. After changing this setting, your users need to change their pass-
words so that a reversibly encrypted hash can be created.

Passport Authentication

If you've ever logged on to the MCP Secure Site at www.microsoft.com, you’ve probably
already seen Passport authentication in action. Any business that wants to provide the conve-
nience of single sign-on to its customers can license and use Passport authentication.
Passport authentication enables your company to provide a convenient means for customers
to access and transact business on a given Web site. Sites that rely on Passport authentication
use a centralized Passport server to authenticate users, rather than hosting and maintaining
their own authentication systems. Companies can also use Passport authentication to map
sign-in names to information in a sales or customer database, which can ofter Passport cus-
tomers a more personalized Web experience through the use of targeted ads, content, and
promotional information. As Microsoft Passport has gained acceptance, the Passport sign-on
logo (shown in Figure 3.10) has started to appear on more and more corporate and e-com-
merce Web sites.

Figure 3.10 Passport Sign-On Through www.ebay.com

You can also register or sign in using the following senice:

FRAZSPORT
| SignIn .

From a technical perspective, Passport authentication relies on standards-based Web
technologies, including SSL, HTTP redirects, and cookies. Because the technology used by
Passport authentication is not proprietary, it is compatible with Microsoft Internet Explorer,
Netscape Navigator, and a number of additional Web browsers, as well as operating systems
such as UNIX. The single sign-on service is similar to forms-based authentication that is
common throughout the Internet; it simply extends the functionality of the sign-on fea-
tures to work across a distributed set of participating sites.
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Both the Internet Explorer and Netscape Navigator browsers need to be at version
4 or higher in order to access sites using Passport authentication.

Passport’s Advantages for Businesses

Since Microsoft introduced the .NET Passport service in 1999, it has been respon-
sible for authenticating more than 200 million accounts. Many prominent busi-
nesses, including McAfee, eBay, NASDAQ, and Starbucks have integrated .NET
Passport into their Web authentication strategies. If you are considering integrating
Passport authentication into your Web authentication plan, here are some of the
advantages:

®m Single sign-in Allows your users to sign on to the Passport site once
to access information from any participating Web site. This alleviates
the frustration of registering at dozens of different sites and main-
taining any number of different sets of logon credentials. The Passport
service allows more than 200 million Passport users quick and easy
access to your site.

m The Kids Passport service Provides tools that help your business
comply with the legal provisions of the U.S. Children’s Online Privacy
Protection Act (COPPA). Your company can use the Passport service to
conform to the legal aspects of collecting and using children’s personal
information and to customize your Web site to provide age-appropriate
content.

B Maintain control of your data Since the Passport service is simply an
authentication service, your customer information and data will still be
controlled in-house and is not shared with the Passport servers unless
you configure your Web site to do so.

At the time of this writing, there are two fees for the use of Passport authen-
tication: a US$10,000 fee paid by your company on an annual basis, and a periodic
testing fee of US$1,500 per URL. The $10,000 fee is not URL specific and covers all
URLs controlled by a single company. Payment of these fees entitles your company
to unlimited use of the Passport authentication service for as many URLs as you
have registered for periodic testing.
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Understanding Passport Authentication Security

Microsoft has created several key features within Passport authentication to ensure that the
security and privacy of your customers and users can be maintained at the highest possible
level. Some of the security features employed by Passport authentication are:

The Web pages used to control the sign-in, sign-out, and registration functions are
centrally hosted, rather than relying on the security mechanisms of each indi-
vidual member site.

All centrally hosted pages that are used to exchange usernames, passwords, or
other credential information always use SSL encryption.

Passport authentication-enabled sites use encrypted cookies to allow customers to
access several different sites without retyping their logon information. However, a
company can still opt to require users to return to the Passport sign-in screen
when accessing their site for the first time.

All cookie files related to Passport authentication use strong encryption. When
you set up your site to use Passport, you receive a unique encryption key to
ensure the privacy of your users’ personal information.

The central Passport servers transmit sign-in and profile information to your site
in an encrypted fashion.You can then use this information to create cookies,
avoiding any further client redirection to the Passport servers.

A Web site that participates in Passport authentication will never actually receive a
member’s password. Authentication information is transmitted via a cookie that
contains encrypted timestamps that are created when the member first signs on to
Passport. The Microsoft Passport sign-out function allows users to delete any
Passport-related cookies that were created on their local machines during the time
that they were logged on to Microsoft Passport.

A participating Web site only communicates directly with the central Passport
server to retrieve configuration files, which are then cached locally by the indi-
vidual member server. All information that is exchanged between clients and the
Passport servers takes places using HTTP redirects, cookies, and encrypted
queries.

Educating Users

The more highly publicized network security incidents always seem to center on a tech-
nical flaw: an overlooked patch that led to a global denial-of-service (DoS) attack, a flaw

that led to the worldwide propagation of an e-mail virus, or something similar. However,
many network intrusions are caused by a lack of knowledge among corporate employees.

For this reason, user education is a critical component of any security plan. Make sure that
your users understand the potential dangers of sharing their logon credentials with anyone
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else or leaving that information in a location where others could take note of it. Your users
will be far more likely to cooperate and comply with corporate security standards if they
understand the reasons behind the policies and the damage that they can cause by ignoring
security measures.

Security education should be both thorough and repetitive. It is not enough to simply
provide security information at a new-employee orientation and never mention it again. As
a network administrator, you should take steps to make sure that security awareness remains
a part of your users’ daily lives. You can promote this awareness through the simplest of
measures, including adding a paragraph to the employee newsletter, and sending bulletins to
all users when a new virus is becoming a threat. At the same time, you should avoid
sending out so much information that your users become overwhelmed by it. A security
bulletin that no one reads is no more useful than one that you didn’t send at all. By com-
bining user education with technical measures, such as password policies and strong net-
work authentication, you will be well on your way to creating multiple layers of protection
for your network and the data it contains.

Planning a Smart
Card Authentication Strategy

Smart cards provide a portable method of providing security on a network for tasks like
client authentication and securing user data. In this section, we provide an overview of
smart card technology and the steps involved in using smart cards in your Windows Server
2003 network. Smart card implementations rely in part on Certificate Services, so we’ll
spend some time discussing the use of certificates within Windows Server 2003 as well.

Support for smart cards is a key feature within the Windows Server 2003 family. Smart
cards provide tamper-resistant, safe storage for protecting your users’ certificates. Certificates
typically contain encryption keys that are used to encrypt and decrypt data, and can also be
used in the authentication process in lieu of a standard username/password combo. Smart
cards are also beneficial to use because they isolate a portion of the authentication security
processes from the rest of the computer. This provides heightened security because authen-
tication operations are performed on the smart card, which is carried by the user and not
always present, rather than being carried out by processes or components that are always
available within the computer or network.
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Smart Cards in Action

The use of smart cards for authentication and data encryption is a new but growing
trend within enterprise networks. Some cards that appear to be smart cards aren‘t.
A good illustration of this type of card is the RSA SecurlD Card from www.rsasecu-
rity.com, shown in Figure 3.11.The RSA devices use an internal clock to generate a
new synchronized number every 60 seconds. This creates a highly secure authenti-
cation method that is as portable and convenient as a common credit card or auto-
mated teller machine (ATM) card.

The number is used in the authentication process and must be verified by the
server. Even if a user has the correct username and password, if this number is
incorrect the user will not be able to log on. Note that this type of card does not
contain a user’s certificate or key. This is not the type of card-based technology
Microsoft will be referring to when asking you about smart cards on the exam.

Figure 3.11 RSA SecurlD Card

Configuring & Implementing...
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Not only can smart cards be used for network authentication, they can be
imprinted with employee information so that they can double as identification
badges. In some cases, smart card technology can also be integrated into an
existing employee identification system by imprinting employee information onto
a smart card. Obviously, special care needs to be taken in such implementations so
that the smart card components do not become damaged through everyday use. A
sample smart card/employee ID is shown in Figure 3.12.

Figure 3.12 RSA Smart Card

The advantage of this type of smart card rollout is that users do not have to
remember to carry several different pieces of ID with them. The ID card that gets

Continued
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them in the office door is the same one that logs them on to their computer. You'll
also see smart cards that are configured as smaller “fobs,” or tags, that can be car-
ried on a keychain. Some vendors are even integrating smart card technology into
handheld devices and cell phones. The smart card readers themselves can be stand-
alone readers that are plugged into a serial, parallel or USB port. If a “fob” type
smart card is used, it can often be directly plugged into a workstation’s USB port.
One such device is shown in Figure 3.13.

Figure 3.13 RSA USB Token

Using a smart card for network logons provides extremely strong authentication
because it requires two factors: something the user knows (the PIN), and something the user
has (the smart card itself). This system provides stronger authentication than a password
alone, since a malicious user would need to have access to both the smart card and the PIN
in order to impersonate a legitimate user. It’s also difficult for an attacker to perform a
smart card attack undetected, because the user would notice that his or her smart card was
physically missing.

When to Use Smart Cards

Smart cards can provide security solutions for a number of business and technical processes
within your organization. When deciding whether to add smart cards to a given system,
you’ll need to weigh the security benefits against the costs of deployment, both in terms of
hardware and ongoing support. Smart cards can secure any of the following processes
within your business:

B Using a smart card for inferactive user logons provides enhanced security and
encryption for all logon credentials.

B Requiring smart cards for remote access logons prevents attackers from using dial-up or
VPN connections to compromise your network, even if they gain physical access to
a laptop or home computer with the capability to remotely contact your network.
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B Administrator logons are ideal candidates for smart card authentication. They have
the potential to wreak far more havoc on a network installation than an account
belonging to a standard network user. By requiring your administrators to use
smart cards, you can greatly reduce the possibility that an attacker will be able to
gain administrative access to your network.

B Digital signing and encryption of private user information such as e-mail and other
confidential files are supported with smart cards.

Implementing Smart Cards

Using smart cards on your network involves a number of preparatory steps that we discuss in
this section. First, we look at the steps involved in establishing a CA on your network, and
discuss the related concepts and terminology. Next, we examine the process of establishing
security permissions for users and administrators to request certificates to use with their smart
cards and smart card readers. Finally, we walk through the process of setting up a smart card
enrollment station to issue certificates to your end users as well as the actual procedure to
issue a smart card certificate to a user on your network. We end this section with some best
practices for providing technical support for the smart card users on your network.

PKI and Certificate Authorities

Smart card authentication relies on certificates to control which users can access the network
using their smart cards. A certificate is digitally signed information that verifies the identity of
a person, device, or service. Certificates can be used for a variety of functions, including Web
authentication, securing e-mail, verifying the integrity of application code, and smart card
authentication. The service that issues certificates is referred to as a certificate authority (CA), and
the person or device that receives the certificate is referred to as the subject of the certificate.
Logon certificates typically contain quite a bit of information, including the following:

B The subject’s private key

B Identifying information, such as the username or e-mail address

B The length of time that the certificate will be considered valid

B Identifier information for the CA that issued the certificate

B The digital signature of the issuing CA, which attests to the validity of the sub-

ject’s key and identifying information

Many companies install their own CAs and issue certificates to their internal users to
heighten the security of their network environment and save money. Using a third-party CA
for a large number of certificates can be very expensive. Each certificate can cost hundreds of
dollars. Using a private CA infrastructure, however, places an extra security burden on the
company. If an upper-level CA becomes compromised, it can aftect the validity of all certifi-
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cates issued by it and subordinate CAs beneath it. Obviously, such an occurrence would be a
major security breach and very expensive to recover from. It is important to ensure that there
is strong security, including physical security, applied to your company’s CAs.

Once a smart card certificate has expired, the user needs to obtain a new one to con-
tinue to access network resources. A CA also maintains a certificate revocation list (CRL)
that can be used in case a certificate needs to be cancelled before its regular expiration date.
This might result from a smart card being lost, or a certificate being compromised.

Support for smart cards is a key feature of the public key infrastructure (PKI) that’s
included with Windows Server 2003.You need to take several steps to prepare your
Windows Server 2003 network to allow your company to use smart card devices. The first
step 1s to install Certificate Services on at least one of your Windows Server 2003 com-
puters.You can accomplish this from Start | Control Panel | Add or Remove
Programs | Add/Remove Windows Components | Certificate Services. A larger
discussion of configuring a Windows Server 2003 CA is beyond the scope of this chapter.
For more information, view the Certificate Services overview article in Windows Server
2003 help.

Once you've established your server as a CA, you need to create three types of certificate
templates to allow for smart card use on your network. Just like a document template in
business application software (such as Microsotft Word), a certificate template allows multiple
certificates to be created using the same basic settings. Templates are critical for this purpose
because they ensure that all certificates issued will contain the same core security informa-
tion and settings. Template information includes:

B Validity and renewal periods

B Whether certificates created with the template will be automatically published in
Active Directory

B Allowed cryptographic service providers

B Minimum key size

B The purpose of the certificate

B What will be used for the Subject name in the certificate
B How the certificate will be issued

B Extensions associated with the template
The three security templates that you should create for use are:

B Enrollment Agent Certificate This template will be used to create certificates
that allow a Windows Server 2003 machine to act as an enrollment station, cre-
ating certificates on behalf of smart card users who need to access the network.

B Smart Card Logon Certificate This template will be used to create certifi-
cates that allow your users to authenticate to Active Directory using a smart card
inserted into a smart card reader.
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B Smart Card User Certificates Like the previous template, this will be used to
create certificates that allow your users to authenticate to Active Directory using a
smart card inserted into a smart card reader. However, this template can also be
used after logon for secure e-mail.

You'll be prompted to create these certificate templates automatically the first time you
open the Certificate Templates snap-in. Click Start | Run, type certtmpl.msc, and click
OK. When youre prompted to install new certificate templates, click OK. This step also
upgrades any existing templates on your server if the machine was functioning as a CA
under a previous version of Windows.

Setting Security Permissions

To implement PKI certificates, administrators and users need the appropriate permissions
for the certificate templates that are installed on the CA.You can manage these permissions
in the Certificate Templates snap-in, by performing the following steps:

1. Open the Certificate Templates snap-in by clicking Start | Run, typing
certtmpl.msc, and clicking OK.You’ll see the screen shown in Figure 3.14.

Figure 3.14 Managing Certificate Templates
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2. Right-click the certificate template whose permissions you need to change, and
select Properties.

3. On the Security tab shown in Figure 3.15, add the users and groups who will
need to request certificates based on this template. Under the Allow column,
place a check mark next to the Read and Enroll permissions. Click OK when
you've set the appropriate permissions for all necessary users and groups.
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Figure 3.15 Setting Permissions for Certificate Templates
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If you want your users to be able to retrieve and renew their certificates without

any intervention on their part, you'll also need to enable autoenrollment within the
properties of a certificate template. Autoenrollment is configured on the Request
Handling tab. This is usually not accessible for the Smartcard Logon and Smartcard
User default templates. If you need to change the default settings, you might need
to right-click on each template, select Duplicate Template, and configure a copy of
each template for use instead of the original. Once autoenrollment has been con-
figured, a new permission appears on the security tab (Autoenroll) and can be
granted to users and groups to allow them to autoenroll for a certificate.

Enrollment Stations

To distribute certificates and keys to your users, the CA that’s included with Windows
Server 2003 includes a smart card enrollment station. The enrollment station allows an admin-
istrator to request a smart card certificate on a user’s behalf so that it can be installed onto
the user’s smart card. The CA signs the certificate request that’s generated on behalf of the
smart card user. Before your users can request certificates, you need to prepare the enroll-
ment station to generate certificates for their use. Any machine running Windows XP
Professional or Windows Server 2003 can act as an enrollment station.

Enabling Certificate Templates

To prepare your CA to issue Enrollment Agent and smart card certificates, you’ll first need
to enable the appropriate templates. Before you begin, make sure that the appropriate per-
missions have been applied to these templates. To enable the templates:

www.syngress.com



210

Chapter 3 * Creating User and Group Strategies

Open the Certification Authority snap-in by clicking Start | Administrative
Tools | Certification Authority.

In the console tree, navigate to Certification Authority | ComputerName |
Certificate Templates.

From the Action menu, click New | Certificate Template to Issue.You'll see
the screen shown in Figure 3.16.

Figure 3.16 Enabling a Certificate Template
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Select the Enrollment Agent template, and click OK.

Return to the Action menu, and select New | Certificate Template to Issue.
Select one of the following options:

B For certificates that will only be valid for user authorization, select the
Smartcard Logon certificate template, and click OK.

B For certificates that can be used both for logon and secure e-mail, click the
Smartcard User certificate template, and then click OK.

Requesting an Enrollment Agent Certificate

In Exercise 3.04, we prepare a Windows Server 2003 computer to act as a smart cart enroll-
ment station. Be sure that the user account you’re using has been granted the Read and
Enroll permissions for the Enrollment Agent certificate template.

ExercISE 3.04

CREATING A SMART CARD CERTIFICATE ENROLLMENT STATION

1. Log on to the machine as the user who will be installing the certificates.

2. Open a blank MMC console by clicking Start | Run, typing mmc, and
clicking OK.
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3. From the console window, click File | Add/Remove Snap-in, and then
select Add.

4. Select the Certificates snap-in, click Add, select the option button next
to My user account, and click Finish. Click Close and then click OK.
You'll see the Certificates snap-in shown in Figure 3.17.

Figure 3.17 The Certificates Management Console
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5. In the left pane, select Console Root | Certificates - Current User |
Personal.

6. Click Action | All Tasks | Request New Certificate. Click Next to
bypass the Welcome screen.

7. Select the Enrollment Agent certificate template and click Next.

Enter Smart Card Enrollment Certificate in the Friendly name text box
and click Next.

Click Finish to complete the certificate request.

10. Expand Personal and select the Certificates node. In the right pane,
verify that the certificate has been issued and installed.

Enrolling Users

The process of setting up your company’s employees to use smart cards includes hardware,
software, and administrative considerations. On the hardware side, you need to purchase and
install smart card readers for all your users’ workstations. Assuming that the readers are Plug-
and-Play compatible, the hardware installation process should be fairly simple. Once the nec-
essary hardware is in place, you’ll use the Enrollment Station to install Smartcard Logon or
User certificates in each user’s smart card as well as setting initial PINs for them to use. Along
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with these technical issues, you will also be required to create and document policies
regarding identification requirements to receive a smart card or reset a forgotten PIN. Finally,
you’ll need to train your users on the new procedure to log on to a smart card-protected
workstation, since the familiar Ctrl + Alt + Del key sequence will no longer be used.

Installing a Smart Card Reader

Most smart card readers are Plug-and-Play compatible under the Windows Server 2003
software family, so their actual installation is relatively straightforward. If you're using a
reader that is not Plug-and-Play compatible or has not been tested by Microsoft, you’ll
need to obtain installation instructions from the card reader’s manufacturer. As of this
writing, the smart card readers listed in Table 3.1 are supported by Windows XP and
Windows Server 2003. The corresponding device drivers will be installed on the worksta-
tion or server when the card reader has been detected by the operating system.

Table 3.1 Supported Smart Card Readers Under Windows Server 2003

Brand Smart Card Reader Interface Device Driver
American Express GCR435 USB Grclass.sys
Bull SmarTLP3 Serial Bulltlp3.sys
Compaq Serial reader Serial grserial.sys
Gemplus GCR410P Serial Grserial.sys
Gemplus GPR400 PCMCIA Gpr4d00.sys
Gemplus GemPC430 USB Grclass.sys
Hewlett-Packard ProtectTools Serial Scr111.sys
Litronic 220P Serial Lit220p.sys
Schlumberger Reflex 20 PCMCIA Pscr.sys
Schlumberger Reflex 72 Serial Scmstcs.sys
Schlumberger Reflex Lite Serial Scr111.sys
SCM Microsystems SCR111 Serial Scr111.sys
SCM Microsystems SCR200 Serial Scmstcs.sys
SCM Microsystems SCR120 PCMCIA Pscr.sys

SCM Microsystems SCR300 USB Stcusb.sys
Systemneeds External Serial Scr111.sys
Omnikey AG 2010 Serial Sccmn50m.sys
Omnikey AG 2020 USB Sccmusbm.sys
Omnikey AG 4000 PCMCIA CmbpOwdm.sys

To install a smart card reader on your computer, simply attach the reader to an available
port, either serial or USB, or insert the reader into an available PCMCIA slot on a laptop. It
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the driver for the reader is preinstalled in Windows Server 2003, the installation will take
place automatically. Otherwise, the Add Hardware Wizard will prompt you for the location
of the relevant software.

A ExAM WARNING

If a smart card reader is attached to a serial port, it's likely that you'll need to
reboot the machine before Windows will detect the device and install the appro-
priate driver.

I[ssuing Smart Card Certificates

Once you've established the appropriate security for the certificate templates and installed
smart card readers on your users’ workstations, you can begin the process of issuing the smart
card certificates. The enrollment process must be a controlled procedure. In much the same
way that employee access cards are monitored to ensure that unidentified persons do not gain
physical access to your facility, smart card certificates need to be monitored to ensure that
only authorized users can view network resources. In Exercise 3.05, we use the Web enroll-
ment application to set up a smart card with a logon certificate for one of our users.

Exercise 3.05

SETTING UP A SMART CARD FOR USER LOGON

1. Log on to your workstation with a user account that has permissions to
the appropriate certificate template in the domain where the user’s
account is located, and permission to enroll other users for certificates.
The account used for Exercise 3.04 has these permissions.

2. Open Internet Explorer, and browse to http://servername/certsrv/,
where servername is the name of the CA on your network.

3. Select Request a certificate for a smart card on behalf of another
user by using the smart card certificate enroliment station.

4. A Security Warning dialog box will open asking if you'd like to install
and run the Microsoft Smart Card Enrollment Control. Click Yes. Note
that your IE security settings must be set to Low for this ActiveX con-
trol to function properly.

5. In the Certificate Template drop-down box select one of the following:
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10.

11.

m  Smart Card Logon Select this option if you want to issue a certifi-
cate that will only be valid for authenticating to the Windows
domain.

m  Smart Card User Select this option to issue a certificate that will
allow the user to use secure e-mail and log on to the Windows
Server 2003 domain.

In the Certification Authority drop-down box, select the name of the
CA for your domain. If there are multiple CAs in your domain, choose
the one that you want to request the certificate from.

In the Cryptographic Service Provider drop-down box, select the CSP
of the smart card’s manufacturer. This choice is specific to the smart
card hardware you have installed. Consult the manufacturer’'s docu-
mentation if you are uncertain.

For Administrator Signing Certificate, select the Enrollment Agent
certificate that will sign the certificate enrollment request. This will
actually display the user account that the Enroliment Agent certificate
is issued to.

For User to Enroll, click Select User to browse to the user account that
you are associating the smart card certificate with. Insert a smart card
into the smart card device attached to the system, and click Enroll to
create a certificate for this user.

You'll be prompted to set an initial PIN for the card.

If another user has previously used the smart card that you're
preparing, a message will appear indicating that another certificate
already exists on the card. Click Yes to replace the existing certificate
with the one you just created.

On the final screen, you have the option to either view the certificate
you just created or begin a new certificate request.

Close your browser when you've finished so that no extraneous certifi-
cates can be created if you walk away from the enrollment station
without logging off.

Assigning Smart Cards

Once you've preconfigured your users’ smart cards, you need to establish guidelines

defining how cards are assigned to users who require them. This part of your smart card

deployment plan is more procedural than technical, because you need to determine accept-
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able policies and service-level agreements for your smart cards and smart card readers. For
example, what type of identification will you require in order for a user to obtain a smart
card? Even if yours is a small organization and you recognize all of your users on sight, you
should still record information from a driver’ license or another piece of photo identifica-
tion for auditing purposes.

Another set of issues revolves around your users’ PINs. These are the equivalent of a pass-
word when using smart cards. How many unsuccessful logon attempts will you allow before
locking out a smart card? Although this number will vary according to your individual busi-
ness requirements, three or four PIN entry attempts are usually sufficient. Next, you need to
decide whether you will allow users to reset their own PINs or if they’ll need to provide per-
sonal information to, and have them reset by, the IT staff. The former option is more conve-
nient for your user base, but that convenience will come at the expense of potential security
liabilities. If user PINs need to be reset by the IT staft, decide what type of information users
need to present in order to verify their identities. Document all applicable security policies,
distribute them to you