










































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































console (continued)
screen protection, 413
screens, 412
content types
any, 195
introduced, 194
simple, 195
specifying, 195
terminfo, 195
Control Register 3, 451
copying memory image to a file or tape, 431
corruption, data, 246
Could not get authorization data for File-
system Manager, 102
Could not get authorization data on host,
138
cpio(C), 90, 117, 136
file ownership, 239
CR3 (Control Register 3), 451
crash recovery, 248
crash(ADM)
cblock command, 447
dis command, 441
dump, 442
examining a memory image, 429
examples, 431
file command, 436
idt command, 440
inode command, 437
introduced, 429
panic, 442
panic command, 443
proc command, 432
running on live system, 429
trace command, 443
tty command, 447
user command, 433
CRDELAY variable, 208
creating, dial-in accounts, 302
Cron Manager, 39
cron(C), 39
authorization, 33
clearing log files, 93
daemon, 252
removing backup file lists, 115
unattended backups, 117
uucp, 301, 322
crontab(C), clearing log files, 93
crypt(C), 239

defaults

cu(C), 149
login sequence, 308
modem connection errors, 337-339
print debugging information, 337
custom(ADM)
checking UUCP file permissions, 349
verifying software, 248

D

D. (data) files, 345, 352, 353
DAC. See discretionary access control (DAC)
daemons, 432
audit, 275
sdd, 252, 409
security, 252-254
UUCP, 319,322
daisy wheels. See print wheels
data
blocks, introduced, 83
encryption, 239
protecting, 235
storage, 83-84
striping, virtual disks, 357
databases
authentication, 246-248
terminfo, 185
default, printer, 154
defaults
accounts, 11, 41
authorizations, 33
Backup Manager, 135
backup schedules, modifying, 122
block size, 136
.cshre, 19
/etc/default directory, 426
filesystem schedule, modifying, 123
home directory, 17
job scheduling, 39
kshre, 19
Jogin, 19
login group, 15
login restrictions, accounts, 29
login restrictions, terminal, 30
login shell, 16
password expiration, 23
password length, 28
password selection, 24-27
privileges, 36
.profile, 19
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delay

defaults (continued)
security, 41, 42, 44
shell files, 19
user, 10
UuUCP, 317, 318
volume size, 136
delay between login attempts, 30
/dev directory, 424
DEVICE LOCKED, 342
Device Query Interface. See DQI (Device
Query Interface)
devices
cannot access, 337
CANNOT ACCESS DEVICE, 337
device assignment database, 247
device number, CD-ROM filesystem, 73
directories, 424, 426
drivers, filesystem, 57
field, Systems file, 306
finding from major/minor number, 437
fixing file permissions, 337
locked, 342
nodes, 425
none available, 338, 342
permissions in UUCP, 344
problem in UUCP, 343
Devices file
baud rate, 306
dial-out entries, 309
error, 346
format, 310
local area network, 307, 310
matching Systems file, 323
modem, 323
speed field, 306
testing modem, 300
UUCP configuration, 321
/dev/lp, 212
/dev /ttyla (COM1), 156
/dev/tty2a (COM2), 156
Dialcodes file, 307, 333
Dialers file
Automatic Call Unit (ACU), 310
dialer-token field, 312-313
error, 349
dialer-token, 310, 312-313, 347
dial-in
modem, 29
site, 302, 304, 306
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dialup printers, 149
retry rate, 150
UUCP errors, 221

Direct keyword, 310

directories
/bin, 424
daemons, 254
/etc, 425
finding, 88-89
GID bit, filesystem, 21
/lib, 426
limiting size, 98
/mnt, 426
monitoring size, 98
/opt, 426
problems, cannot remove files, 258
root (/), 423
security, 237, 239
/shlib, 426
slots

removing, 99
viewing, 99
/stand, 427
system, 423-428
/tcb, 427
/tmp, 428
/usr, 427
/var, 428

disable(C), 165

disabled
account, 256
terminal, 258

discretionary access control (DAC), 226

disk, errors, 427

disks

See also floppy disks; hard disks; virtual

disks
adding, 94
audit record space, 278
changing layout, 94
disk fragmentation, 97
disk usage, 86
formatting, 111
mirror. See mirrored disks
security, 224

display adapter, displaying characters, 413

document types. See content types
DOS
files, 75,77
filesystems
access permissions, 76



DOS (continued)
filesystems (continued)
backing up, 77
dosdir: FAT not recognized, 75
limitations, 77
mount options, 73
mounting, 75
timestamps, 77
doscmd(C), 77
dosdir: FAT not recognized, 75
d_passwd, 29
DQI (Device Query Interface), 109
DTFS
B+ tree, 83
block bitmap, 83
block size, 83
data compression, 68
inode bitmap, 83
inodes, 84
interior nodes, 83
leaf nodes, 83
root filesystem, modifying mount config-
uration, 62
shadow paging, 70
dtox(C), 75
du(C), 87
dump
bootstring, 430
device
defining, 430
defining system default, 430
dumpsave(ADM), using, 431

E

EAFS, root filesystem, modifying mount
configuration, 61
ECON-80 mode, 421
elite pitch. See character, pitch
enable(C), 165
enabling
disabled account, 256
printer, 152
terminal, 258
encryption, 239
error codes, auditing, 264
error logs, 427
error while mounting filesystem, 102
Error with server process: Permission
denied, 102, 214

exceptions

escape, login script "308
escape sequences, security, 241
/etc directory, 425
/etc/auth/system/default, 45
/etc/auth/system/ttys, 257-258
/etc/cleanup script, 93
/ete/conf directory, 426
/etc/conf/cf.d/init.base, 402
/etc/conf/cf.d/sassign, 430
/etc/conf/node.d, 220
/etc/copyrights, 410
/etc/cshrc, 409
/etc/default directory, 426
/etc/default/cleantmp, 85
/etc/default/ filesys, 58, 63, 103, 105, 117
/etc/default/format, 78
/etc/default/goodpw, 28
/etc/default/idleout, 234
/etc/default/login, 12, 45, 234
/etc/default/lpd, 150
/etc/default/passwd, 28, 45
/etc/default/su, 39
/etc/dialups, 29
/etc/dktab, entries for a simple disk, 360
/etc/d_passwd, 29
/etc/group, 15, 20, 250
/etc/hosts.equiv, remote printers, 146
/etc/inittab, 257

field descriptions, 402

format, 402

modifying system initialization, 401

telinit(M), 402
Jetc/issue, 410
/etc/motd, 85, 409
/etc/mscreencap, 418
/etc/passwd, 29, 45, 46, 47, 50, 227, 250
/etc/profile, 409
/etc/rc0.d scripts, file execution order, 407
/etc/rc2.d scripts, 405-406

file execution order, 407

S, P, 1, and K files, 407

580lp, 179

starting lpsched daemon, 215

system initialization files, 401
/etc/shadow, 45
/etc/termcap, 206
/etc/wtmp, 91
event

mask, 266

process sleeping on, 433
exceptions, 440
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execsuid

execsuid privilege, 36

executing remote programs with UUCP, 323
exit codes, printers, 184

expect string, 307-308

expr(C), 420

F

failed to connect to remote host, 102, 214
Failed to establish user authorizations, 214
Failed to remove export configuration, 103
Failed to remove mount configuration, 103
Failed to retrieve list of local printers and
their descriptions, 214
failure mode, 44
failure with connection to server, 214
fast check, 81
faults. See printer faults
file structures, 83
files
audit system, 91
cannot remove from directory, 258
changing
groups with find(C), 90
owner with find(C), 90
copying remote, 322-323
corruption, 249
file control database, 248
file descriptors, 434, 435
file table, 435
finding, 88-89
by name, 88
by owner, 88
by permissions, 88
by size, 88
by type, 88
temporary, 89
finding from inode number, 437
GID bit, 21
modifying system initialization, 401
monitoring, 92
moving, 95
opened by process, 434
process accounting, 91
removing, 89
security, 238, 239
shadow, 99
transfer, UUCP, 295, 321-323, 341, 352
UUCP log files, 91
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Filesystem Manager, 54

See also filesystems
adding mount configuration, 58
checking filesystems, 79
displaying

disk usage, 86

inode usage, 87
modifying mount configuration, 59
mounting filesystems, 74
removing mount configuration, 58
starting, 54
unmounting filesystems, 74
viewing filesystem types, 56

filesystems

See also Filesystem Manager
access mode, 59
adding mount configuration, 58
administering, 53
automounting, 63
backing up, 105
backups. See backups
CD-ROM, 70, 72
changing mount point, 59
check and repair options, 80
checking, 79
checkpointing, 65
configuring drivers, 57
corruption, 246, 249
creating, 53

on floppy disks, 77-78
data compression, 68
DOS, 73,75, 76
drivers, 57
enabling users to mount, 63
expanding, 94
fast check, 81
Filesystem Manager, troubleshooting,

102

Filesystem mount failed, 74
free space, 256
/home, 56
introduced, 55-56
maintaining

efficiency, 97

free space, 85, 95
maintenance, 105
missing files, 103
modifying mount configuration, 59
mounting, 74, 101, 240
NFS, 105
NOTICE: Out of inodes, 100



filesystems (continued)
NOTICE: Out of space, 85
out of inodes, 100
recreating, 94
remote administration, 58, 102, 138
removing mount configuration, 58
repairing, 79
restoring, 130
root, 55
security, 235, 240
specifying access mode, 59
/stand, 55
structures, 83
supported, 56
temporary, 65
troubleshooting, 102
types, 56
/u, 56
unmount: filesystem busy, 63, 74
unmounting, 74, 101
versioning, 67
viewing mount status, 74
filter, PostScript, 193
filters. See printer filters
find(C)
executing commands on output, 89
finding files, 88-89
finding temporary files, 89
locating files of removed users, 14
using with cpio(C), 136
FIPS 151-1 conformance, NIST, 36
fixmog(ADM), 251
floppy disks
See also media devices
device names, 425
filesystems, 77-78
formatting, 78, 111
security, 224
Floppy Filesystem Manager, 77
flow control, 156
font cartridges, 197
alerting to mount, 203
changing, 199
installing, 200
mounting, 200
removing, 199
specifying, 199
unmounting, 200
fonts, 413-414
format(C), 78, 111

Hardware/Kernel

forms. See printer forms

FORMS variable, 208

frame, kernel stack, 443

free list, 82

free memory, 449

free space, 94, 95

free-block list, 82

freemem, 449

fsck(ADM), 60, 78, 79, 80, 81, 82
DTFES phases, 82
mounting filesystems, 240
phases, 81

G

GDT (Global Descriptor Table), 450
GID, limits, 50
GID (group ID), 13, 225
Global Descriptor Table, 450
goodpw (ADM), 27
Green Book, 232
group, 19-22
adding, 20
directory GID bit, 21
group ID (GID), 13, 225
Rockridge filesystems, 72
modifying, 21
modifying groups, 13
names, illegal, 50
removing, 21
groups
limit on simultaneous membership, 21
supplemental, 20, 22
guest, UUCP transaction, 323

H

hard disks
See also disks
device names, 425
security, 224
hardware problems, 427
Hardware/Kernel Manager
changing MODE_SELECT, 221
configuring
filesystem drivers, 57
port drivers, 218
modifying mount configuration, 61, 62,
67
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Hayes

Hayes (and compatible) modem
connecting, 306
testing, 300
hd(C), 99
header files directory, 427
Hewlett-Packard network printers, config-
uring, 147-149
High Sierra, filesystem mount options, 70
history, backup, 127
home directory, changing, 17
/home filesystem, 56
host, UUCP transaction, 323
hot spares, virtual disks, 357
hpnpcfg(ADM), 147
HTFS, root filesystem, modifying mount
configuration, 61
.hushlogin, 37
hwconfig(C), 216

/

I files, /etc/rc2.d directory, 407
I0IMOUNTESYS script, 406
id(C), 236
identification and Authentication (1&A),
227
idle users, 233
idleout(ADM), 233
IDLETIME variable, 234
idmkenv(ADM), 221
IDT (Interrupt Descriptor Table), 440
.ilog0000 file, 66
in-core inode table, 435
incremental backups, introduced, 108,
124-125
init device file, 212
initdefault action, /etc/inittab, 403
initialization files, 407
/etc/cshre, 409
/etc/inittab, 402
/etc/motd, 409
/etc/profile, 409
/etc/rc2.d scripts, 405
Jlogin, 409
modifying, 401
.profile, 409
init(M)
power failure signal, 404
run levels, 402
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inodes, 100
clearing, 81
inode bitmap, 83
inode table, 435
introduced, 84
null numbers, 99
reconfiguring with mkfs(ADM), 101
structure, 83
usage, displaying, 87
integrity(ADM), 240, 248, 250
intent logging, 66, 84
interface scripts. See printer interface scripts
interior nodes, 83
Interrupt Descriptor Table, 440
interrupt stack, 444
interrupt vector
parallel printer, 219
printer port, 216
1809660, filesystem mount options, 70

J

jobs
print. See print jobs
scheduling, 39

K

K files, 407
kbmode(ADM), 416
kernel, 426, 427
audit records, 260
daemons, 432
finding component with nm(CP), 446
finding component with string(C), 445
parameters, 254
KBTYPE, 416
MAXVDEPTH, 67
MINVTIME, 67
MODE_SELECT, 221
ROOTCHKPT, 61
ROOTLOG, 61
ROOTMAXVDEPTH, 61, 62
ROOTMINVTIME, 61, 62
ROOTNOCOMP, 62
ROOTSYNC, 62
VDJOBS, 399
VDUNITJOBS, 400
privileges, 226
relinking, 402



kernel (continued)
stack, 443
stack trace, 443
text, 440

keyboard
‘AT mode support, 416
bell, sounding, 415
changing default mode, 416
selecting types, 416
switching modes, 416

L

LAN (Local Area Network), UUCP, 307, 310
laserjethpnp interface script, 149
LCK (lock) files, 300, 323, 345, 348
ldsysdump(ADM), using, 431
LDT (Local Descriptor Table), 450
leaf nodes, 83
/lib directory, 426
line pitch, 177
linear address, 451
link kit, 426
load balancing, on virtual disks, 388
Local Descriptor Table, 450
local network switch, 312-313
local printers
changing name, 154
configuring spooled printers, 209-212
duplicating, 145
introduced, 144
lprint(C), 206
special device file, 155
lock files, UUCP, 343
locked, device, 342
locking
account, 256
DOS filesystems, 76
login, 232
log book, backups, 114
.Log directory, UUCP programs, 342
log files
See also reports
clearing, 91-93
automatically, 93-94
error messages, 427
monitoring, 92
password, 242
printers, 162
UUCP, 341, 342

LPRINTSTTY

logging, intent, 61, 84
login
activity reporting, 243
auditing, 290
configuring, 18
creating dial-in accounts, 302
group, 14
lock out, 232
reports, 241
restrictions, accounts, 29
restrictions, terminal, 30
script (chat script), 304, 307-308
security, 42, 44, 233, 234, 333
sequence, UUCP, 308, 321, 323
shell, adding, 19
troubleshooting, 338
LOGIN FAILED, 342
Jogin file, setting system variables, 409
Login incorrect, 258
login: resource Authorization name file
could not be allocated ..., 258
LOGNAME entry, Permissions file, 314
lost+found directory, 79, 80, 82
lp administrator, 173, 174
lp authorization, 33, 166, 168, 170,171, 172
lpadmin(ADM), 157, 167, 195
configuring dialup printer, 150
creating printer classes, 158
mounting font cartridges, 200
removing
classes, 159
printers from a class, 159
specifying
character sets, 198
default page size, 177
font cartridges, 199
Ip(C), 165
assigning priority levels, 173
setting priority levels, 174
specifying printer forms, 190
lp.cat(ADM), 180
LPDEST variable, 155
lpfilter(ADM), 167
lpforms(ADM), 167
alerting to mount forms, 203
lpmove(ADM), 167
Iprint(C), 165, 206
LPRINTSTTY variable, 209
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Ipsched(ADM)

Ipsched(ADM), 152, 167
authorizations, 166
starting, 215, 217

lp.set(ADM), 180

lpshut(ADM), 167
authorizations, 166

lpstat(C), 165
dialup printer failure, 150
displaying default page size, 178
listing printer classes, 159

LPTELL variable, 183

Ip.tell(ADM), 180, 183

Ipusers(ADM), 167
displaying default priorities, 174
setting default priority level, 176
setting individual priority limit, 175

LUID (Login User ID), 38, 225, 254, 408, 409

M

MACHINE entry
OTHER option, 320
Permissions file, 314
magic cookie, 230
mail
sending to remote sites, 295
[usr/spool directory, 427
UUCP, 303, 321
mail(C), 85
mask, auditing, 271
master tty, 418
MAXVDEPTH kernel parameter, DTFS, 67
media
file list
browsing, 128
displaying, 129
preparing, 111
restoring, files and directories, 132
rotation schedule, 114, 116
sample label, 113
security, 224
selecting files to restore, 134
setting default values, 136
media devices
block size, 110
default values, 110
introduced, 109
setting default, 135
supported, 109
volume size, 110
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mem authorization, 33
memory
monitoring memory allocation, 449
monitoring STREAMS resources, 449
memory image
copying to file, 431
copying to tape, 431
examining, 429, 442
validating, 431
memsize(ADM), using, 431
message of the day file. See /etc/motd
messages, UUCP, 339
meta-data, 65
MINVTIME kernel parameter, DTFS, 67
mirrored disks
boot, root and swap, 378
explained, 363
root device, 392
root failure, 392
mkdev(ADM), 57, 156
device, 57
ptty, 418

mkfs(ADM), 75

reconfiguring inodes, 101
MMDF, UUCP, 303
mnt: cannot open /etc/default/ filesys, 103
/mnt directory, 426
/mnt special directory, 77
mnt(C), 63
models. See printer interface scripts
modem
baud rate, 306
configuring printers, 149
connecting, 306
Dialers file, 312
Hayes (and compatible), 300, 306
local network switch, 313
login attempts, 31
login sequence, 308
problems in UUCP, 342
supported, 296
telephone line, 295
testing, 300
testing phone line, 342
MODE_SELECT kernel parameter, 221
MOTD Manager, 409
mount configuration
adding, 58
AFS root filesystem, 61
DTFS root filesystem, 62
EAFS root filesystem, 61



mount configuration (continued)

HTFS root filesystem, 61

modifying, 59

removing, 58

S51K root filesystem, 61
mount: host not in hosts database, 102
mount point, changing, 59
mount(ADM), 63, 78, 240
mounting

directory, 426

filesystem, 240
mscreen(M)

configuring, 417

example, 420

mscreencap file, 418

troubleshooting, 418

tuning, 419
multiscreen

console, 412

multiple video adapters, 413
multiscreen(M), 417
MYNAME entry, Permissions file, 350

N

ncheck(ADM), 240, 437
nested virtual disks, creating, 377
network, UUCP, 301
Network Information Service (NIS), 229
network printers, Hewlett-Packard, 147-149
newline character, 50
NFs filesystems, backing up, 105
NGROUPS parameter, 21
NIS, security, 229
NIST FIPS 151-1 conformance, 36
nm(CP), finding kernel component, 446
NO DEVICES AVAILABLE, 338, 342
no outgoing calls, UUCP messages, 344
node

device, 425

name, 301
nodnm(ADM) command, using, 437
NOREAD option, Permissions file, 317
NOTICE: Out of inodes, 100
NOTICE: Out of space, 85
NOWRITE option, Permissions file, 317
NSPTTYS parameter, 418
nswap, 449

parameters

o

object reuse, 226

objects, 259

off action, /etc/inittab, 404

once action, /etc/inittab, 404
ondemand action, /etc/inittab, 404
open file table, 435

open files, determining, 435
open(S), 264

/opt directory, 426

Orange Book, 223

orphaned files, 14

OTHER option, MACHINE entry, 320
OUT-OF-DATE, 391
OUT-OF-SERVICE, 391

override terminal, 46, 248

P

P files, /etc/rc2.d directory, 407
POOSYSINIT script, 406
PO3RECOVERY script, 406
PO4CLEAN script, 406
POSRMTMPFILES script, 406
P15SHWDDNLOAD script, 406
P16KERNINIT script, 406
P20sysetup script, 406
P21perf script, 406
P70uucp script, 406
P75cron script, 406
P86mmdf script, 406
P86scologin script, 406
P87USRDAEMON script, 406
P88USRDEFINE script, 406
P9ORESERVED script, 406
packet, UUCP, 323
page

length, 177

size, 177

displaying default, 178
setting default, 177

width, 177
Page Directory Base Register, 451
panic dump, 442
parallel printers. See printers
parameters

See also kernel, parameters

audit, 274
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parity

parity
serial printers, 156, 219

virtual disks, 359, 363, 365, 375, 379, 390

parity disk, booting from, 380
passwords
See also /etc/passwd
activity reporting, 242
assigning, 10, 25
auditing, 290, 291
C2 security, 227
changing, 22-23
checking, 27

compatibility with other UNIX systems,

49
dial-in, 29
disabling checks, 28
expect string, 308
expiration, 23-24, 232-233
length, 28
management, 22
matching and rejecting, 28
Password Management Guideline, 232
reports, 241
restrictions, 232
security, 245, 247
Systems file, 321, 323
UUCP logins, 303
PATH variable, 166
PDBR (Page Directory Base Register), 451
performance tuning, virtual disk, 388
permissions
archiving, 239
directories, 235
file, 235
finding files, 88
serial port, 335
Permissions file, 314, 321
combining entries, 320
configuring, 314, 320
errors, 346, 348
format, 314, 319
granting access, 319-320
options, 315
per-process region table, 438
phone line, modem problems, 342
physical address, 450
physical security, 224
physmem, 449
pica pitch. See character, pitch
pitch. See line pitch; character, pitch
PN (start printing) termcap entries, 206
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polling, setting for UUCP, 302
port, See also printer port
PostScript, filter, 193
powerfail action, /etc/inittab, 404
powerwait action, /etc/inittab, 404
pregion table, 438
Print Job Manager, 168
See also print jobs; printers
customizing toolbar, 213
deleting print jobs, 170
deselecting jobs, 169
holding print jobs, 171
promoting print jobs, 172
resuming print jobs, 171
selecting jobs, 169
starting, 168
transferring print jobs, 172
print jobs
Sec also Print Job Manager; Printer Man-
ager
accepting, 152
canceling, 170
default priority level, 173
setting, 176
default priority limit, 173
introduced, 175
deleting, 170
deselecting, 169
holding, 171
individual priority limits, 173
introduced, 160
managing, 168
moving up the queue, 172
printing immediately, 173
processing, 160
promoting, 172
refreshing list, 170
rejecting, 152
resuming, 171
selecting, 169
setting priority levels, 174
stopping, 170
transferring to another printer, 172
viewing, 170
PRINT port, attaching printers, 206
print queues
introduced, 160, 170
setting priorities, 173
viewing, 170



print services
command summary, 165-167
customizing, 176
introduced, 159
Ipsched print scheduler not running, 215
maintaining, 151
overview, 160
request log, 160
restricting user access to a printer, 157
scheduler, 215
spooling, 160
starting, 153
stopping, 153
terminfo database, 162
print wheels, 197
See also font cartridges
changing, 199
printer classes
creating, 158-159
introduced, 158
removing classes, 159
removing printers from a class, 159
printer faults
alerting, 200-202
detecting, 196
recovering, 202
setting up alerts, 201
printer filters, 162
creating, 192
detecting faults, 196
examining, 193
introduced, 191
modifying, 193
PostScript, 193
removing, 194
using, 192
printer forms, 188-190
alerting to mount, 203
controlling
printer access, 190
user access, 190
creating, 188
examining, 190
introduced, 188
modifying, 190
mounting, 191
removing, 190
specifying with 1p(C), 190
unmounting, 191
/usr /spool/lp/admins/lp/forms, 189

Printer

printer interface programs. See printer
interface scripts
printer interface scripts
arguments, 181
changing, 154, 185
creating, 182-185
customized, 185
introduced, 180
setting up, 185
standard(ADM), 180
Printer Manager, 141, 142
See also print jobs; printers
accepting jobs, 152
adding
local printers, 144
printer filters, 192
printer forms, 189
remote printers, 146
changing
baud rate, 219
printer interface scripts, 185
printer name, 154
customizing toolbar, 213
disabling printers, 152
duplicating local printers, 145
enabling printers, 152
examining
printer filters, 193
printer forms, 190
modifying
printer filters, 193
printer forms, 190
mounting printer forms, 191
rejecting jobs, 152
removing
printer filters, 194
printer forms, 190
printers, 151
restricting user access to a printer, 157
setting
parity, 219
printer fault alerts, 201
system default printer, 154
specifying
content types, 195
number of banner pages, 179
printer terminfo type, 186
starting, 142
Ipsched(ADM), 215
print services, 153
stopping print services, 153
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printer

Printer Manager (continued)
unmounting printer forms, 191
printer port
interrupt vector conflict, 216
no response, 218
testing, 216
printers
See also Print Job Manager; Printer Man-
ager
accepting jobs, 152
adding
local, 144
remote, 146
to serial terminal, 206
to terminfo database, 185
attaching
to AUX port, 206
to PRINT port, 206
bypassing spooler, 178
changing
font cartridges, 199
interface script, 154
name, 154
print wheels, 199
printer model, 154
settings, 154
character sets, 197
command summary, 166
configuring
spooled local printers, 209-212
UUCP dialup printers, 149
content type, 194
controlling access, 157
customizing configuration, 176
defaults, 155
detecting faults, 196
disabling, 152
duplicating, 145
enabling, 152
examining settings, 154
exit codes, 184
fault alerting, 200-202
filters, 162
font cartridges, 197
illegible output, 218
initializing with init device file, 212-213
interface script, 162
log files, 162
Iprint(C), 206
managing, 141
mounting font cartridges, 200
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printers (continued)
no output, 216
parallel, 212
print jobs, 160
print queues, 160
print wheels, 197
printer classes, 158, 158-159
Printer Manager, troubleshooting, 214
recovering from printer faults, 202
rejecting jobs, 152
remote administration, 146, 214
removing, 151
classes, 159
printers from a class, 159
request ID, 160
request log, 160
serial communication parameters, 156
servicing, 151
setting
character pitch, 177
default page size, 177
line pitch, 177
multiple names, 204
page length, 177
page width, 177
polling, 220
system default, 154
slow, 219
special device file, 155
specifying
content types, 195
font cartridges, 199
terminfo type, 186
TERM variable, 197
terminfo entry definitions, 186
troubleshooting, 214, 215-221
unmounting font cartridges, 200
UUCP errors, 221
virtual, 204
wrong output spacing, 219
XON /XOFF, 200
printerstat authorization, 34, 165
printqueue authorization, 34
priority
levels for print jobs
controlling, 173
default, 173,174,176
introduced, 173
setting, 174
limits on print jobs
default, 173,174, 175



priority (contined)
limits on print jobs (continued)
individual, 173, 175
introduced, 175
setting, 175
print queues, 173
processes, 433
privileges, 226, 231, 253
See also authorizations
assigning, 35-36
chmodsugid, 36
configaudit, 36
execsuid, 36
suspendaudit, 36
writeaudit, 36
process
finding largest, 440
flags, 433
process field, /etc/inittab, 402
regions, 439
security, 225-226
size, 438
status, 432
table, 432
u-area, 433
.profile, 409
Protected Password database, 45, 47, 50,
247
protected subsystems, 228-231
prwarn(C), 24, 233, 242
PS (stop printing) termcap entries, 206
pseudo-ttys, 257, 425
ptys, 417
public, directories, 239
pwconv(ADM), 47

Q

queryspace authorization, 34, 63
queues. See print queues
quot(ADM), 87

R

RAID 1, 363

READ option, Permissions file, 316
region table, 438, 439

region type, 439

reject(ADM), 167

relax(ADM), 42

ROOTLOG

relaxed security, 41, 246
remote
administration, 10, 50, 58, 74, 79, 102, 138,
146,214
command execution, 295
command execution with UUCP, 323
filesystems
adding to backup schedule, 126
backing up, 120
printers
adding, 146
/etc/hosts.equiv, 146
Hewlett-Packard, 147-149
REMOTE DOES NOT KNOW ME, 343
REMOTE HAS a LCK FILE FOR ME, 343
remote.unknown script, 333
removing
group, 21
user, 12
report template, audit, 280, 282-283
reports, security, 232
request ID, introduced, 160
request log, 160, 162
codes, 162
REQUEST option, Permissions file, 315
respawn action, /etc/inittab, 404
restore authorization, 34
restoring
complete filesystem, 129
files and directories, 131, 132
parity on virtual disks, 390, 397
using the command line, 136
retry period, UUCP, 305
RETRY TIME NOT REACHED, 343
REUSEID, 12
reverse video, colors, 415
.rhosts, 127
rmail(ADM), 315, 317, 318, 319
Rockridge, filesystem mount options, 72
root
account, 234
authorization, 37
directory, 423
filesystem, 55
checking, 79
modifying mount configuration, 61, 62
security, 248
ROOTCHKPT kernel parameter, 61
ROOTLOG kernel parameter, 61
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ROOTMAXVDEPTH

ROOTMAXVDEPTH kernel parameter
DTFS, 62
HTES, 61
ROOTMINVTIME kernel parameter
DTFS, 62
HTES, 61
ROOTNOCOMP kernel parameter, 62
ROOTSYNC kernel parameter, 62
routing, MMDF, 303
RS-232
connecting the cable, 335
selecting a serial port, 335
UUCP requirement, 296
run level
changing with telinit(M), 402
field, /etc/inittab, 402
system default, 404

S

S files, /etc/rc2.d directory, 407
SOOMDAC script, 406
SO00VDISK script, 406
S25pm script, 406
S35dlpi script, 406
S51K, root filesystem, modifying mount
configuration, 61
S80lp script, 179, 406
S85tcp script, 406
S88nfs script, 406
S8%hostmib script, 406
S93scohttpd script, 406
S95calserver script, 406
S99apcssd script, 406
scheduled backups. Sec backups
SCO support, contacting, 446
scoadmin(ADM)
Account Manager, 7
Audit Manager, 262
Backup Manager, 106
Filesystem Manager, 54
Floppy Filesystem Manager, 77
HP Network Print Services Manager, 147
HP Network Printer Manager, 147
MOTD Manager, 409
Print Job Manager, 168
Printer Manager, 142
System Logs Manager, 92
Virtual Disk Manager, 373
scologin(X), 230
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screens, maximum, 418
sd(ADM), 252, 409
sdd daemon, 252, 409
search. See find(C)
SECCLEARID parameter, 254
SECLUID parameter, 254
secondary authorizations, 34
SECSTOPIO parameter, 255
security

abuse of privilege, 245

accountability, 225

auditing, 227, 234

authorizations, 32, 37,226,232

C2,223-232

crash recovery, 248

daemons, 252-254

database, 44, 46, 246-249

database precedence and recovery, 46

defaults, 41, 44

disabling C2 features, 254

encryption, 239

failure mode, 44

features, 224-232, 235-237, 238, 239, 244,

246-250

filesystem, 235, 246

graphical issues, 229

high, 41

Identification and Authentication (I&A),

227

importing data, 239

improved, 41

login, 233, 234

login messages, 37

logins, 243

low, 36, 41

maintained, 223

missing files, 50

network, 228

NIS issues, 229

object reuse, 226

objects, 225, 226

parameters, 42, 44

password, 232, 245

physical, 224, 246

privileges, 226, 253

problems, 251

profile, 42, 46

reports, 241-243

retirement, 44

retiring accounts, 13

Security Features User’s Guide, 2



security (continued)
sticky bit, 237
subjects, 225
subsystems, 228
SUID/SGID bits, 235
system access, 232
tampering, 244
tcb directory, 427
terminal, 247
terminal restrictions, 233
traditional, 36
troubleshooting, 255-258
Trusted Facilities Manual, 2
UID reuse, 13, 44
UNIX system, 41
UuCP, 318-319
verify system software, 248
Security Features User’s Guide, 2
send string, login script, 307
SENDFILES option, Permissions file, 315
serial
cable, 335
communication parameters, 156
device names, 425
line
lock file, 323
UUCP requirement, 296
multiscreens (mscreen), 417
port
permissions, 335
UUCP connection, 335
server not responding, 102
set init example, 420
set noglob example, 420
set prompt example, 420
setcolor(C), 414-415
setgid(S), 72, 228, 265
setuid(S), 72, 228, 265
sg: unable to add group as as supplemental
group list full, 22
SGID bit, 235, 236, 240, 254
Rockridge filesystems, 72
sh. See Bourne shell, shell
shadow files, removing, 99
shadow paging, 70
shared libraries, 426
shared regions, determining, 440
shell, Bourne, 16
shl(C), 418
/shlib directory, 426
shutdown(ADM), authorization, 35

sulog

SIGHUP signal, 184
SIGINT signal, 184
signals, 435
SIGPIPE signal, 184
SIGQUIT signal, 184
simple content type, 195
site name, verifying unique, 350
slave tty, 418
SMTP and security, 230
software storage objects (SSO), 426
spares, virtual disk, 391
special device file
creating, 220
introduced, 155
serial ports, 335
spooling
printer daemon, 161
UUCP, 320
SSO. See software storage objects (SSO)
stack frame, 443
/stand directory, 427
/stand filesystem, 55
standard(ADM) interface script, 180
/stand /unix, 55
STATUS error messages, 347
.Status file, error, 346
Status files, UUCP, 342, 343
status report access, 232
sticky bit, 237, 238, 254, 258
stopio(S), 255
STREAMS resource use, 449
string(C), finding kernel component, 445
striped disk, 361
stty(C), 157, 178
adjusting, 219
printer port characteristics, 182
subsystem, 228
administrative roles, 231
audit, 37, 227, 270, 291-292
authorizations, 32, 33-35, 226
database files, 247
manual page, 232
protected, 228
su(C), 252
accessing other accounts, 38
authorization, 38
logging, 39
SUID bit, 235, 236, 240, 254
Rockridge filesystems, 72
SULOG, 39
sulog file, 93
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superblock

superblock, 84
supplemental groups, 20, 22
support, contacting, 446
suppressing login messages, 37
suspendaudit privilege, 36, 263
swap space, 449
symbolic link, 95
symbolic links, restoring, 248
sync-on-close, 85
sysadmin authorization, 33, 63, 105, 108,
122
Sysfiles file, 333
sysinit action, /etc/inittab, 403
system
crash, 248, 270, 442
customizing startup, 401
default printer, 154
defaults database, 45
error log, 427
initialization files. See initialization files
maintenance, 85
name, modifying, 301
panic, 442
reports, 241-243
run level, 402, 404
security, 224-232, 235-237, 238, 239, 244,
246-250
setting variables, 409
system administrator
filesystem maintenance, 105
log book, 114
trusted system, 231
user maintenance, 7
System Logs Manager, 92
SYSTEM NOT IN Systems FILE, 338, 343
Systems file
baud rate, 306
error, 348
error with cu(C) command, 338
format, 304
Local Area Network, 307
login sequence, 321, 323
phone field, 307
schedule field, 304-305
security, 303
speed field, 306
testing modem, 300
UUCP, 321, 342-343
verifying phone number, 300
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T

tail(C), 92
tampering, 244
tape, device names, 425
tape(C), 111
tar(C), 77, 86
security, 240
TBLNK parameter, 413
/tcb directory, 427
TCB (Trusted Computing Base), 225-232,
427
database precedence, 46
integrity, 46
override terminal, 46
/teb/audittmp, 91
tcbck(ADM), 50, 249
/tcb/ files/auth directory, 45
TCP, dialer type, 310
TCSEC (Trusted Computer System
Evaluation Criteria), 42, 223
telinit(M), 402
modifying /etc/inittab, 405
system run level, 402
templates, 11
temporary files, finding and removing, 89
temporary filesystem, mounting, 65
TERM variable, 186
printers, 197
TERMCAP variable, 206
terminal
activity reporting, 243
authorization, 33
connecting local printer, 206
disabled, 258
enabling, 258
escape sequences, security, 241
locking, 32
login restrictions, 30
override, 248
reports, 241
restricting access, 233
security, 247
unlocking, 32
Terminal Control database, 247, 257
Terminal is disabled -- see Account
Administrator, 258
Terminal is disabled but root login is
allowed, 256



terminfo
compiling, 186
content type, 195
creating printer entry, 186
database, 185, 197
printer entry definitions, 186
specifying type, 186
text, disassembling, 441
The user name does not exist in
/etc/passwd, 50
tic(C), 186
time to complete login, 30
timestamps, DOS filesystems, 77
TLI, dialer type, 310
TLIS dialer type, 310
TM. (temporary data) files, 323, 352
/tmp directory, 239, 428
/tmp filesystem, 65
toolbar, customizing, 213
transparent mode, 208
traps, 440
trusted
See also security; TCB (Trusted
Computing Base)
applications, 264
system, 25, 224, 225, 231, 239, 246
Trusted Facilities Manual, 2
tset(C), 420-421
tty table, examining, 447
ttys
database, 258
root, 248
ttyupd(ADM), 258
tunable parameters, examining values of,
448

U

/u filesystem, 56
u-area
examining, 433
process, 433
UID, limits, 50
UID (user ID), 13, 434
obsolete, 14
umask(C), 76, 235-237
umnt(C), 63
umount(ADM), 63
Unable to create new user account, 50

/usr/lib/goodpw/reject

unattended backups, 117

bscript, 118
undelete(C), 67
unlocking, account, 256
unmount: filesystem busy, 63, 74
unscheduled backups

introduced, 108

running, 119, 120
unsuccessful login attempts, 243
user equivalence

backup, 108

establishing, 126
User Equivalence Manager, 126
useradd(ADM), 11
userls(ADM), 12
usermod(ADM), 11, 46, 273
users

adding, 10-12

authorizations, 32-35

disk usage, 87

group membership, 15

login group, 14

login shell, 16

modifying accounts, 18, 41

names, illegal, 50

reactivating, 13

removing, 12

reports, 241-243

security, 244

unretiring, 13

user ID (UID), 13, 434

Rockridge filesystems, 72
security, 225
/usr directory, 427
/usr/adm directory, 427
/usr/adm/acct, 86
/usr/adm/loginlog, 243
/usr/adm/messages, 91, 216
/usr/adm/pacct, 91
/usr/adm/sa, 86
/usr/adm/sulog, 91
/usr/backup/.rhosts, 127
/usr /bin directory, 427
/usr/include directory, 427
/usr/lib directory, 427
/usr/lib/cron/.proto file, at program, 40
/usr/lib/cron/.proto.b file, batch program,
40

/usr/lib/goodpw /match, 28
/usr/lib/goodpw/reject, 28
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Jusr/lib/lpadmin

/usr/lib/lpadmin
configuring dialup printer, 150
creating printer classes, 158
mounting font cartridges, 200
removing
classes, 159
printers from a class, 159
specifying
character sets, 198
default page size, 177
font cartridges, 199
/usr/lib/Ipforms, alerting to mount forms,
203
/usr/lib/lpusers
displaying default priorities, 174
setting
default priority level, 176
individual priority limit, 175
/usr/lib/mkdev, 57
/usr/lib/mkuser, 19
/usr/lib/terminfo/terminfo.lp, 185
/usr/lib/uucp, 321
/usr/lib/uucp/Devices, 150
/usr/lib/uucp /uucico, login shell, 303
/usr/lib/vidi directory, 413
/usr /lib/X11/scologin/Xconfig, 230
/usr /spool directory, 427
/usr/spool/cron/crontabs/root, 93,116
/usr /spool/lp/admins/lp/filter.table, 192
/usr/spool/lp/admins/lp/forms, 189
/usr/spool/lp/logs/requests, 91
printer request log, 162
/usr /spool/lp/model, 157, 180, 182
/usr /spool/lp/requests, 162
/usr /spool/lp/temp, 162
/usr /spool /uucp, 321, 342
/usr /spool/uucp/.Log directory, 342
/usr /spool/uucp/LOGFILE, 91
/usr /spool/uucp/.Log/.Old, 91
/usr /spool /uucppublic, 321
/usr /spool/uucp/ .Status directory, 342
/usr/tmp directory, 427
uucheck(ADM), 349, 352
uucico(ADM), 342
uucico(C), 320
uuce
access, 321
ACU (Automatic Call Unit), 306, 310
C. (work) files, 323, 345
checking Permissions, files, 352
clearing log files, 91
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UUCP (continued)
configuring, 304-305
connecting, 301
connecting with direct wire, 335
creating login accounts, 302
D. (data) files, 345, 352, 353
daemons, 318, 319
database control files, 301
default paths, 318
Devices file, 306, 309, 310, 321
Dialcodes file, 333
Dialers file, 312, 349
directories
public directory, 315
security, 316
spool directory, 352
/usr/bin/uucp, 321
/usr /spool /uucp, 321
/usr/spool /uucppublic, 321
error messages, 344, 347
granting access, 317-320
LCK (lock) files, 300, 323, 345, 348, 353
linking, 310
Local Area Network (LAN), 310
.Log directory, 342
log files, 301-341
login, 302-303, 304, 307-308
messages, 342-344
modem, 296, 300, 306
name truncation, 350
node name, 304
over TCP/IP, 310
password, 303
Permissions file, 314, 321
permissions problems, 339, 349
polling, 302
printers
configuring, 149
troubleshooting, 221
protocols, 332
remote execution, 323
sample transaction, 322
security, 303, 305, 314, 316-319, 321, 333
setting up, 295
Status directory, 342
Sysfiles file, 333
System:s file, 304-307
TM. (temporary data) files, 323, 352
troubleshooting, 336-352
uucheck(ADM), 352
uucico(ADM), 342



UUCP (continued)
uucp failed completely, 339
uucp failed partially, 339
uudemon.hour, 322
uulog(C), 339
uulog(C), 341
uustat(C), 339
X. (execute) files, 322, 323, 352
UUCP failed completely, 339
UUCP failed partiaily, 339
uucp(C), 295, 322
uucppublic directory, 239, 316
uudemon.admin script, 302
uudemon.clean script, 91, 302
uudemon.hour script, 302, 322
uuinstall(ADM), 301
uulog(C), 339, 341, 352
uuname(C), 352
uusched(ADM), 322-323
uustat(C), 339, 352
uuto(C), 341
uutry(ADM), 300, 308, 349, 352
uux(C), 295, 317
location, 321
problems, 351
records, 341
uuxqt(ADM), 318
executing remote programs, 322, 323
MACHINE option, 319
querying, 341
X. (execute) files, 322
UX:lp: ERROR: Requests for destination
aren’t being accepted, 152

v

validating a memory image, 431
/var directory, 428
variables
CRDELAY, 208
FORMS, 208
LPDEST, 155
LPRINTSTTY, 209
LPTELL, 183
PATH, 166
setting, 409
TERM, 186, 197
TERMCAP, 206
vddaemon process, 397

vdisk

vdisk: failed to spawn vddaemon error = x,
397

vdisk: insufficient memory to ..., 395

vdisk: job pool is empty, 399

vdisk: job time-out; restarting job pro-
cessing, 399

vdisk n: bringing spare online, 399

vdisk n: cannot bring spare online during
reconfiguration, 399

vdisk n: cannot restart reconfiguration if
interrupted, 398

vdisk n: corrected error on piece m, no data
lost, 399

vdisk n: failed to allocate kernel virtual
memory, 395

vdisk n: failed to bring spare online, 396

vdisk n: failed to open piece m, 394

vdisk n: failed to read/write timestamp on
piece m, 395

vdisk n: is being taken offline, 394

vdisk n: job queue is full, 400

vdisk n: new configuration offline, repair
out-of-service drive, 395

vdisk n: new configuration online, parity
must be restored, 399

vdisk n: not enough jobs to restore from
spare, 397

vdisk n: piece m and piece p are out of
service, 394

vdisk n: piece m is being taken out of
service, 397

vdisk n: piece m is out of service, 397

vdisk n: piece pool is empty, 400

vdisk n: read invalid timestamp on piece
m, 396

vdisk n: reconfiguration failed, restore from
previous backup, 395

vdisk n: restart of reconfiguration failed,
restore from previous backup, 398

vdisk n: spare is online, 399

vdisk n: spare will not be operational, 394

vdisk n: timestamps are not valid [run
dkconfig -cf], 396

vdisk n: timestamps not closed properly,
parity may be out-of-date, 397

vdisk n: timestamps not closed properly,
parity must be restored, 397

vdisk n: too many levels of virtual disks,
393

vdisk n: too many pieces out of service [
run dkconfig -cf ], 396
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vdisk:

vdisk: piece x is too small to backup config-
uration information, 398
vdisk: write to data base piece m failed err
=x, 398
VDJOBS kernel parameter, 399
VDUNITJOBS kernel parameter, 400
verifying
backups, 112, 119, 120
virtual disks, 390
versioning, 61, 62, 67
video adapters, multiple, 413
video fonts, changing, 413
vidi(C), 413
virtual address, translation to physical
address, 450
Virtual Disk Manager, 86
See virtual disks
virtual disks
adding, 374
adding new pieces, 376
booting from, 380
characteristics, 372
cluster size, 372, 388
clusters, defined, 358
configuration backup, 377
configuration database, 367
configuring disk pieces, 375
converting disk divisions, 387
creating nested, 377
data striping, 357
defaults, 382
deleting, 386
device nodes, 383
distribution of /0, 371
examining, 386
explained, 356
filesystems, 386
hot spare, 357, 382
interface, 373
load balancing, 388
maximum number of jobs, 399
mirrors, 378
modifying, 385
nodes, 383
parity, 390
performance, 370, 371, 388
RAID, 359
spares, 391
states and status, 391
troubleshooting, 389
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virtual disks (continued)
type
concatenated disk, 361
RAID 0 (striped), 361
RAID 1 (mirroring), 363
RAID 4, 363
RAID 5, 365
simple disk, 360
vddaemon process, 397
verifying, 390
virtual printers, introduced, 204
volume size, 110
default, 136

w

wait action, /etc/inittab, 404

Wait for login retry:, message, 30
wall(ADM), 85

WRITE option, Permissions file, 316
writeaudit privilege, 36, 263

Wyse 60 terminal, 420

X

X. (execute) files, 323, 352

XAR (extended attribute record), 71
xargs(C), 90

Xauthority, 230

xauth(X), 230

xhost(X), 230

XON/XOFF, 200

XPG3, 72

XT console keyboard, 416

xtod(C), 75

Y

You are not authorized to run..., 33

You do not have authorization to run ...,

258
ypserv(NADM), 229
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