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1 About this Manual

This chapter provides information about this manual and other NCD
publications.

Intended Audience

Purpose

This manual is intended for system administrators and network
administrators who are responsible for:

[0 Setting up NCD network computers (also called NCD terminals in this
manual) for networked use

O Setting up the user’s work environment

The manual assumes familiarity with the UNIX operating system, the X
Window System (X), TCP/IP, and local area networks—Ethernet or Token-
Ring.

If you are not familiar with X, NCD recommends the series of books published
by O’Reilly & Associates, Inc. The series includes books for users and for
system administrators.

In most cases, the ncdinstall program is the most efficient way to prepare a
terminal for booting and to make sure that necessary network services and
files are available. Besides placing NCDware on the boot host, ncdinstall
prepares terminals for booting, enables network services, add terminals to
network databases, and makes host-resident files (such as configuration files
and fonts) available to terminals.

While the NCDware System Administrator’s Guide for UNIX Systems describes
the most common terminal configuration tasks, this manual describes how to
further customize all aspects of terminal operation. This manual also
describes specialized features, such as SNMP, DPS, and PEX.
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Contents of this Manual

Contents of this Manual

This manual contains up-to-date reference information about the current
release of NCDware. A brief description of each chapter follows.

g

Chapter 1, About this Manual, describes the audience, purpose and
contents of this manual, other NCD manuals, and conventions used in this
manual.

Chapter 2, Booting Defaults, lists the default actions of the terminal as it
boots, including discovering network addresses and other information,
loading an X server, loading a configuration file, reading font directories,
and displaying a login prompt. For each of these actions, alternatives are
listed and references are given to the chapters and other manuals where
defaults and alternatives are described.

Chapter 3, Booting—Address Discovery, describes methods of
discovering or specifying network addresses and other network
information needed by the terminal when it boots.

Chapter 4, Booting—X Server Loading, describes the default X server
loading sequence and alternatives, loading server modules, booting
manually, setting the broadcast address, and setting the Token-Ring speed
on HMX terminals.

Chapter 5, Configuring Network Services, summarizes the protocols and
other network services normally required by NCD terminals and provides
details about configuring address resolution, name services, file access,
communication with multi-homed hosts, routing, and setting TCP
performance parameters.

Chapter 6, Terminal Configuration Methods, gives an overview of
terminal configuration methods, describes configuration parameters and
configuration language commands, provides options for creating
configuration files, and describes optional filenames and directories for
configuration files.

Chapter 7, Bitmap Fonts and the Font Server, describes the conventional
method of directly accessing fonts by reading font directories on a host,
including font names, font downloading, font directories and files,
configuring the font path and other font usage parameters, getting font
information, font management utilities, and built-in fonts. The chapter
also describes using a font server rather than directly accessing fonts on a
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Contents of this Manual

host, including the font server configuration file, starting the font server,
remote configuration parameters for the font server, and getting
information about fonts.

Chapter 9, Using Configuration Menus, describes the controls, menus,
and fields in the three configuration utilities accessed through the
Console: Change Quick Setup, Change Setup Parameters, and Change
User Preferences. The chapter includes a brief description of each field
and the name of the corresponding remote configuration parameter.

Chapter 10, Statistics Menus, describes the controls, menus, and fields in
the Show Statistics utility. The chapter includes a brief description of each
statistical field and the name of the corresponding remote configuration
parameter.

Chapter 11, Boot Monitor and NVRAM, describes the functions and
commands of the Boot Monitor, how to use the Boot Monitor Setup menus
to quickly configure a terminal, how to use the NVRAM nv utility to read
and change parameters that are stored in NVRAM, and information about
the configuration data stored in NVRAM.

Chapter 8, Login and X Session Management, provides details about XDM
(X Display Manager) components and files, how to start XDM manually,
and XDM access control.

Chapter 12, Configuring the NCD Terminal Emulator, describes the
components of the VT320 terminal emulator, the menus and controls,
configuring the emulator with X resources, escape sequences, COmpose
key sequence, and character coding.

Chapter 13, Configuring Display PostScript, describes DPS features,
requirements, support files, fonts, configuration parameters, and
suggestions for troubleshooting.

Chapter 14, Configuring PEX, describes PEX (PHIGS extension to X,
support for 3D graphics applications) and includes information about PEX
fonts, requirements, configuration parameters, input devices, and
suggestions for troubleshooting.

Chapter 15, Configuring Serial and Parallel Ports, describes the ports on
NCD terminals, setting port attributes, and controlling host access to ports.

Chapter 16, Using SNMP for Terminal Management, describes host
requirements for using SNMP (Simple Network Management Protocol),
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Other NCD Manuals

configuration parameters for SNMP, reading and writing SNMP variables,
and using SNMP to remotely reset sessions and reboot terminals.

Chapter 17, Keyboards and Downloadable Keyboard Definitions,
describes NCD keyboards and how to use downloadable keyboard files to
use unsupported keyboards.

Chapter 18, X Server Messages, describes X server messages and message

logging.

Other NCD Manuals

This Reference Manual and the following manuals contain up-to-date
information about this version of NCDware:

O

O

g

O

NCDware System Administrator’s Guide for UNIX Systems—procedures for
managing NCD terminals

NCDware Release Notes—description of new features added since
NCDware 4.1, known problems, and problems fixed

NCDware CD Insert—instructions for using NCD installation scripts to
install NCDware on UNIX and WinCenter hosts

NCDware User’s Guide—introductory manual providing information to
assist users in becoming productive with their NCD terminals.

Remote Configuration Parameter Quick Reference—description of remote
configuration parameters (for terminal configuration)

NCDware Publications Roadmap—high-level index of major topics in NCD
manuals; points the reader to the documents or chapters in which the
topics are addressed

FLEXIm End User Manual—a detailed description of how to use and
configure FLEXIm license management software

Using the 3270 Terminal Emulator—how to use and configure NCD’s 3270
terminal emulation software

Installing Your PCMCIA Card—how to install and use a PCMCIA card with
your terminal

In addition, the online man pages have been updated for this release. Man
pages are installed along with NCDware.
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Conventions Used in this Manual

For documents describing NCD’s WinCenter software, see the WinCenter
manuals accompanying the WinCenter software. (See the NCDware System
Administrator’s Guide for UNIX Systems, the index of this manual and the
NCDware Publications Roadmap for references to configuring NCDware for use
with WinCenter.)

Conventions Used in this Manual
The following typographical conventions are used in this manual.

Text in This Format Indicates ...

display text Text displayed on the screen or text in a file, for example, a field in
the Setup menus

input text Text to be typed as shown

variable Portion of a command line or line in a file where you provide the

value; for example, a terminal’s IP address

filename The name of a system file, directory, or pathname
emphasized text An especially important word or phrase or explanatory text
parameter name The name of a remote configuration parameter

“true” A value assigned to a remote configuration parameter

Other conventions used in this manual are:

0 When you should press two keys at the same time, they are shown as in
this example:
Ctrl-z Press the Control and z key together

O You should press Return after all commands.

O Movement through menus in the Console is shown as a series of arrows.
For example, Setup 0 Change Setup Parameters [0 Serial means to
display the Setup menu, select the Change Setup Parameters menu item
and open the Serial  hide box.
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Comments on the Manual

Comments on the Manual

You can send comments, suggestions, or questions about this manual to the
NCD Technical Publications Department at techpubs@ncd.com.
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2 Booting Defaults

This chapter provides a summary of the default booting process of an NCD
terminal:

O Address discovery

Loading and executing the X server
Loading configuration files
Obtaining fonts

Displaying a login prompt

For each default action, the alternatives (if any) are listed, followed by
references that provide information about customizing each action.

N I A

Summary of Booting Alternatives

Table 2-1 lists the default booting actions of an NCD terminal and the
alternatives to each action. When you add a terminal to the network using
ncdinstall, the defaults are in effect.

Do not change the booting and network configuration of your terminal unless you
understand the characteristics you are altering. Incorrect settings may make it
impossible for your terminal to boot and may also impair network activity.
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Summary of Booting Alternatives

Table 2-1 Chronological Summary of Default Booting Actions and Alternatives

Default Booting Action

A

\lternate Action(s)

Re

xferences

A user powers on the
terminal or reboots it, and
booting actions begin
automatically.

You can configure the terminal to
display a Boot Monitor prompt
instead of booting automatically
when powered on.

Chapter 4, Booting—X
Server Loading

The Boot Monitor performs
self tests, displays results,
and reads NVRAM
configuration content.

You can disable some of the self
tests. NCD recommends that you
do not disable any self tests.

Chapter 11, Boot Monitor
and NVRAM

The Boot Monitor
broadcasts the terminal’s
physical (Ethernet) address
using alternating DHCP,
BOOTP, and RARP requests
for its IP address.

If you use ncdinstall to add
terminals, it configures the
BOOTP/DCHP database
on the boot host to include
additional network
information.

You can manually configure the
BOOTP/DHCP database to provide
more information.

Chapter 3, Booting—
Address Discovery

System Administrator’s
Guide

Instead of using BOOTP/DHCP
responses for determining the IP
address and other booting
information, you can configure the
terminal to use information stored
in NVRAM.

Chapter 6, Terminal
Configuration Methods

Chapter 11, Boot Monitor
and NVRAM

Instead of using BOOTP/DHCP
responses for determining a subnet
mask, you can configure the
terminal to use ICMP for subnet
mask discovery.

Chapter 3, Booting—
Address Discovery

Instead of using the default order of
requests (DHCP, BOOTP, then
RARP) for its IP address broadcasts,
you can change the order through
the Boot Monitor Setup menus.

Chapter 11, Boot Monitor
and NVRAM
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Table 2-1 Chronological Summary of Default Booting Actions and Alternatives

Default Booting Action

A

Alternate Action(s)

Re

xferences

The Boot Monitor sends a
series of requests for an X
server, first to the host that
answered the request for the
IP address, and then to the
network. (For more
information about the
default series of X server
requests, see Chapter 4.)

Direct the request for an X server to
a specific host. You can also specify
a second and third boot host in case
the first host is not available.

System Administrator’s
Guide

Chapter 4, Booting—X
Server Loading

Specify a non-standard X server
filename.

Change the default series of
searches the Boot Monitor uses to
find an X server.

Configure the terminal so it does
not broadcast requests for an X
server to the network.

Chapter 4, Booting—X
Server Loading

The Boot Monitor
downloads an X server file
using TFTP from the default
TFTP directory (/tftpboot/
or /usr/tftpboot/) from the
first host to answer a
request. If the TFTP
attempts fail, the Boot
Monitor tries to download
an X server using MOP and
NFS.

Use a different default method for X
server downloading, such as NFS or
a local PCMCIA card.

Chapter 4, Booting—X
Server Loading

Specify the second and third
choices for boot source.

System Administrator’s
Guide

Chapter 4, Booting—X
Server Loading

Use a different directory from the
default when using TFTP to
download the X server.

Use a different directory from the
default when using NFS to
download the X server.

Prevent the terminal from
attempting to download an X server
using MOP.

Chapter 4, Booting—X
Server Loading
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Table 2-1 Chronological Summary of Default Booting Actions and Alternatives

Default Booting Action

A

\lternate Action(s) Re

xferences

If the Boot Monitor does not
find an X server, it displays
its prompt and waits for the
user to type a manual boot
command.

Set the Boot Monitor to continue
attempting to download an X server
until the booting process is
manually interrupted. When the
booting process is interrupted, the
terminal displays the Boot Monitor
prompt.

Chapter 4, Booting—X
Server Loading

The Boot Monitor executes
the X server, and the X
server takes control of the
terminal, displaying the
name of the X server file
and the IP address and
hostname of the terminal.

None

None

The X server loads a
configuration file from the
boot host’s default
configuration directory,
/usr/lib/X11/ncd/configs.
The X server searches for
two default configuration
filenames: a terminal-
specific file named with the
hexadecimal equivalent of
the terminal’s IP address
and a generic file named
ncd_std.

Set the X server to download the
configuration file from a host other
than the boot host by specifying an
initial file server host and a
secondary file server host.
Specifying an initial file server host
also allows terminals booted from a
local PCMCIA card to download
configuration files from a host.

Chapter 5, Configuring
Network Services

Use a configuration file with a non-
standard or custom filename.

Chapter 6, Terminal
Configuration Methods

If the terminal does not find
a configuration file, it
continues to boot without
one.

Prevent the terminal from booting
without a configuration file.

Chapter 6, Terminal
Configuration Methods
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Summary of Booting Alternatives

Table 2-1 Chronological Summary of Default Booting Actions and Alternatives

Default Booting Action

Alternate Action(s)

Re

xferences

The X server reads the font
directories in its default font
path on its boot host.

You can configure the terminal to
use a custom font path.

Chapter 7, Bitmap Fonts
and the Font Server

Instead of, or in addition to reading
font directories directly, you can
configure the terminal to use a font
server.

Chapter 7, Bitmap Fonts
and the Font Server

If a specified font cannot be found,
the terminal uses its default font.
You can specify a different default
font.

Chapter 7, Bitmap Fonts
and the Font Server

The X server reads the
default keysym database
file.

Specify an alternate keysym file
(xserver-keysym-file parameter).

Remote Configuration
Parameter Quick Reference

The X server reads the
default color database file.

Specify an alternate color database
file (xserver-rgb-file parameter).

Remote Configuration
Parameter Quick Reference

The Console and a Login
Chooser appear for the user
to select a login host.

The Login Chooser
displays all the hosts that
responded to XDMCP
requests from the terminal.

You can specify a customized set of
local clients that appear at startup.

System Administrator’s
Guide

You can configure a customized

login banner appears.

Login Chooser or specify that only a

Chapter 8, Login and X
Session Management

System Administrator’s
Guide

You can configure the terminal to
display a Terminal Host Chooser
for the user to log in through the
NCD Terminal Emulator.

Chapter 12, Configuring
the NCD Terminal
Emulator

System Administrator’s
Guide
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3 Booting—Address Discovery

This chapter describes alternative methods of obtaining the network
information necessary for the terminal to boot and to participate on the
network. The following topics are covered in this chapter:

“Summary of Address Discovery Protocols” on page 3-1
“Changing the Order of Network Information Requests” on page 3-2
“Using BOOTP/DHCP for Address Discovery” on page 3-3

“Using RARP for Address Discovery” on page 3-10

“Storing Addresses in NVRAM?” on page 3-11

“Setting the Broadcast Address” on page 3-12

“Configuring Subnet Mask Discovery” on page 3-13
“Communicating with Multi-Homed Hosts” on page 3-15

“Using a Reverse Name Request” on page 3-15

N B B

Summary of Address Discovery Protocols

When an NCD terminal powers up, it knows only its Ethernet or Token-Ring
address, which is set in NVRAM at the factory. To participate on a network, a
terminal must be able to discover its network address. Depending on your
network setup, the terminal may need other information. The three ways for
the terminal to discover addresses and other information before loading the X
server are:

0 DHCP (Dynamic Host Configuration Protocol) and BOOTP (Bootstrap
Protocol)—DHCP and BOOTP are widely available protocols, and are the
recommended methods of address discovery. By default, an NCD terminal
broadcasts alternating DHCP, BOOTP, and RARP requests when it boots.
These requests contain the terminal’s Ethernet or Token-Ring address. A
host running the DHCP or BOOTP daemon and configured with
information about the terminal responds with the IP address of the
terminal.
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Changing the Order of Network Information Requests

Depending upon the protocol implementation and the information in the
host’s database, it can return other addresses and permit the terminal to
boot from a host on a different subnet. It can also specify the X server that
each terminal boots.

For more information about DHCP and BOOTP, see “Using BOOTP/DHCP
for Address Discovery” on page 3-3.

O RARP (Reverse Address Resolution Protocol)—RARP is another widely
available address discovery protocol. By default, an NCD terminal
automatically broadcasts alternating DHCP, BOOTP, and RARP requests
when it boots. These requests contain the terminal’s Ethernet address or
Token-Ring address. A host running the RARP daemon and configured
with information about the terminal responds with the IP address of the
terminal.

Unlike BOOTP/DHCP, RARP supplies only the address of the terminal and
the address of the host that responded to the terminal’s request for an X
server. This method is recommended if you do not have BOOTP/DHCP on
your network.

For more information about RARP, see “Using RARP for Address
Discovery” on page 3-10.

O NVRAM—You can save all of the necessary network addresses in NVRAM,
where they remain even when the terminal is powered off. This method is
recommended if:

— You have no address discovery protocol (BOOTP/DHCP or RARP).

— You are booting from a host on a different network through a router
that cannot pass on the boot request.

— You are managing a small group of terminals.

For more information about saving addresses in NVRAM, see “Storing

Addresses in NVRAM” on page 3-11 and Chapter 11, Boot Monitor and
NVRAM.

Changing the Order of Network Information Requests

By default, a terminal sends requests in the following order: first DHCP, then
BOOTP, then RARP. You can change the order in which the terminal sends
requests using the NVRAM Setup menus. For information about changing the
order of requests, see Chapter 11, Boot Monitor and NVRAM.
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Using BOOTP/DHCP for Address Discovery

This section describes preparations for using BOOTP/DHCP. For BOOTP, you
can use the native software on the boot host or the software included in the
NCDware distribution.

If you are using DHCP to provide network information, the terminal
configuration is the same as for BOOTP, and the terminal must have Boot
Monitor version 2.8 or later.

If you are not using ncdinstall to prepare hosts and terminals for
BOOTP/DHCP service, you need to perform the tasks described in the
following subsections. The commands and steps may vary from those
outlined in this section depending on your host, your BOOTP/DHCP
implementation, and your network. These instructions are guidelines; they
are not precise procedures.

NCD terminals send BOOTP/DHCP requests by default; consequently,
terminal configuration is unnecessary unless you want to change the order in
which the terminal sends requests for network information or specify a
second or third source. The default order is first DHCP, then BOOTP, then
RARP.

Note Information provided by BOOTP (for example, the subnet mask)
is passed to the X server and may be stored in NVRAM,
overwriting previous values.

The BOOTP protocol is implemented through daemon programs, such as
bootpd(8), and a database file, such as /etc/bootptab. Hosts configured to use
NCD’s dynamic IP address allocation for terminals use an additional database
file, /etc/bootptab.cfg.

For specific instructions on using BOOTP, refer to the following sources:

For Information About: Refer to:

NCD’s BOOTP The bootpd man page in the NCDware
implementation distribution

The native BOOTP already Your host’s documentation

installed on your host
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Using BOOTP/DHCP for Address Discovery

BOOTP/DHCP options
recognized by NCD terminals

Table 3-1 page 3-6

Dynamic IP address
allocation using BOOTP

The bootpd (8) and bootptab.cfg (5) man pages in
the NCDware distribution and the System
Administrator’s Guide.

For instructions on using DHCP, refer to your host system’s documentation.

Making Sure that BOOTP Is Enabled
To verify that BOOTP is enabled on your boot host, check the following:

O To find out if bootpd is running, enter a ps(1) command. For example:

# ps -axc | grep bootp

On some systems, the command is:

# ps -ef | grep bootp

0 Host operating systems based on the 4.3 BSD UNIX operating system (such

as Sunos) require an entry in the /etc/inetd.conf file for BOOTP. Often, these
entries exist, but are rendered ineffective by a comment symbol (#) at the
beginning of the entry. If this is the case, remove the #. For example, for
SunoOs:

bootps dgram udp wait root /usr/etc/bootpd bootpd

Make sure that TCP/IP ports are reserved for the bootpd server and client
processes in the /etc/services file.

The usual entries in /etc/services are:

bootps 67/udp

bootpc 68/udp

Remove any comment symbols (#) at the beginning of these entries.

If you make any changes in the /etc/inetd.conf or /etc/services file, restart the
inetd daemon.

To restart the daemon, find the inetd process ID and send a hangup signal
as shown in the following example. This causes the daemon to read the
configuration file and use the new information. For example:

# ps -axc | grep inetd

17601 ? 10:12 inetd

# kill -HUP 17601
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On some systems, the command for finding the process ID is:
# ps -ef | grep inetd

Adding Options for NCD Terminals to the bootptab File

If you do not use ncdinstall to add terminals to the network, you must add
BOOTP options for each terminal to the /etc/bootptab database file on the boot
host.

bootptab Format and Options

For BOOTP configuration on your boot host, see your vendor documentation.

The normal rules for /etc/bootptab file entries are:

[0 A colon () indicates the end of a field, and a backslash (\) indicates that
the entry is continued on the next line.

[0 Spaces are not permitted between the characters on a line.

O Fields consist of a tag followed by an equals sign (=) and a value. Each tag
identifies a unigue parameter.

O The Ethernet address has no internal punctuation, such as periods or
dashes.

The typical file structure is one or more template entries, containing
information common to all terminals or a group of terminals, followed by
individual entries, each containing information about a specific terminal:

# Template entry
template.name:\
tag=value:\

tag=value

# Entry for an NCD terminal
hostname:\
tc= template.name:\
tag=value:\

tag=value
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The tags recognized by NCD terminals and supported by the version of bootpd
provided in the NCDware distribution are listed in Table 3-1. The table lists the
normal two-letter tag name or a tag number and a description of the
information provided by the tag. Although some versions of bootpd may
provide additional information, only information listed in the table is used by
NCD terminals.

Table 3-1 BOOTP/DHCP Tags Used by NCD Terminals

Tag Name Information Returned by BOOTP or DHCP

ip Terminal IP address

ha Terminal Ethernet address

hd X server directory

bf X server filename

sm Subnet mask

gw Gateway address(es)

ns IEN-116 name server host address(es)

ds Domain name server host address(es)

cs Vendor magic-cookie selector

hn Terminal host name (you do not need to supply a value for this field; it is taken
automatically from the first field [up to the first colon]).

ts Names of hosts supplying the current time on UDP port 37

T15 Domain name suffix

T144 Configuration file name

to Time offset from Coordinated Universal Time

ts Time server host address(es)

T31 ICMP router discovery enabled

T28 IP broadcast address

T49 XDM (X Display Manager) host address(es), listed in order of preference
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A fragment of an example bootptab file follows, with comments identifying

the fields.

# Template entry

global:\ Template entry name
gw=192.43.153.1:\ Gateway address
sm=255.255.255.000:\ Subnet mask
hd=/tftpboot:\ X server file directory
ht=ether Interface name

# Entry for an individual NCD terminal

ncd1:\ NCD terminal’s hostname
tc=global:\ Include the template
ha=0000a70015d5:\ Ethernet address
ip=192.43.153.224:\ IP address
bf=Xncdxpl X server filename

Adding Terminal Entries to the bootptab File
The required and optional entries in the bootptab file are:

O Oneor more template, or global, entries for the information common to all
terminals or groups of terminals (optional)

O An entry for each terminal containing at least the terminal’s Ethernet
address and IP address or its Token-Ring address and IP address

If you do not supply the address and the terminal cannot determine its
address through other means (using RARP or reading the address from
NVRAM) the terminal will be unable to boot.

Note If the terminal has a TRP board, the current Token-Ring address
(also called the active address) is different from the built-in
Token-Ring address (also called the static address). When
configuring BOOTP, use the current address.

Both addresses are printed on the sticker on the terminal base
and on the packing box. The built-in address always begins
with 00:00:a7 (for example, 00:00:a7:11:2a:4b). The current
address is a bit-reversed version of the built-in address (for
example, 00:00:e5:88:54:d2).
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O

The current address is displayed by the Boot Monitor during
booting. Both the current address and the built-in address are
displayed in Statistics O Show Version. The current address is
also displayed in Statistics  Show Statistics J Network Inter-
faces [0 Interfaces Table and in Statistics J Show Statistics [
Token-Ring O Interface Table.

If you use BOOTP/DHCP to specify the X server to be downloaded by the
terminal, add the X server filename (and the X server directory hame, if
not specified in the global, or template, entry).

If you do not specify the X server in the /etc/bootptab file, the Boot Monitor
uses the default X server download sequence. For information about this
sequence, see Chapter 4, Booting—X Server Loading.

If you specify an X server file in /etc/bootptab and bootpd cannot locate the
file, the terminal cannot download an X server. In that situation, the Boot
Monitor displays its prompt and waits for a manual boot command.
Syntax errors in the file may also prevent the terminal from booting.

If the terminal is booting through a gateway (that is, servers are installed
on a host located on a remote network), make sure the gateway to the boot
host and subnet mask (if used) are specified in the bootptab file. See the
next section for more information about booting through a gateway.

Configuring the Gateway Device and Terminal for Booting through
a Gateway

For booting through a gateway, the device serving as the gateway and the
bootptab file on the boot host must be properly configured.

This section provides an example setup (illustrated in Figure 3-1) for a Cisco
router, which is a commonly used gateway device.

The IP addresses of the gateway’s Ethernet interfaces are:

192.43.157.2 Ethernet Interface 0—for the remote network where the

boot host is located.

192.43.156.2 Ethernet Interface 1—for the local network where the

terminals are located.

The IP address of the boot host is 192.43.157.40.
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The IP address of the NCD terminal is 192.43.156.171. Its Ethernet address is
0000a70023a3.

Boot Host
192.43.157.40

subnet.one

Ethernet Interface 0 192.43(157.2

192.43.157

Router

Ethernet Interface 1 192.43.156.2
subnet.two

192.43.156

NCD Terminal
192.43.156.171
0000a70023a3

Figure 3-1 Booting Through a Gateway

On the router, set the helper address to the address of the remote boot host by
entering the following command:

ip helper-address 192.43.157.40

On the boot host, the bootptab file contains the following entries for this
example:

# Template entry - every host uses this information

global.dummy: \
:sm=255.255.255.0:\ Subnet mask
:hd=/tftpboot/Xncd.4.2.0: X server file directory

# Entries for each subnet

subnet.one:\ Include the template and
‘tc=global.dummy:gw=192.43.157.2: specify the gateway address
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# Template entry - every host uses this information

global.dummy: \

subnet.two:\ Include the template and
‘tc=global.dummy:gw=192.43.156.2: specify the gateway address

# Entry for an NCD terminal

ncdhmx1: tc=subnet.two:\ Include the template
-ht=ethernet:\ Network interface type
:ha=0000a70023a3:\ Terminal Ethernet address
[ip=192.43.156.171:\ Terminal IP address
:bf=Xncdhmx X server filename

Using RARP for Address Discovery

You can use RARP instead of BOOTP/DHCP to determine addresses; however,
RARP returns only the IP address of the terminal and the boot host. You must
set other addresses needed by the terminal, such as the gateway and subnet
mask, in NVRAM. For information about configuring addresses in NVRAM,
see “Storing Addresses in NVRAM” on page 3-11.

You cannot use RARP to specify the X server file to load; instead, the terminal
uses the default download sequence to locate an X server. For information
about the download sequence, see “Booting—X Server Loading” on page 4-1.

RARP is implemented through a daemon program, rarpd(8) that runs on the
boot host and a database file called /etc/ethers.

Complete the following tasks if you are using RARP for address discovery:

1. To verify that RARP is available, check the relevant host startup file. For
example, on SunOS systems, the startup file to check is /etc/rc.local. The
entry for RARP is similar to:

rarpd
rarpd -a
2. If the entry is disabled by a comment symbol (#) at the beginning of the

line, remove the comment symbol. Then, start the daemon manually by
typing the startup command. For example:
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# rarpd
# rarpd -a
3. If you are not running NIS (Network Information Service), add each

terminal’s Ethernet address and hostname to the /etc/ethers file. For
example:

00:00:A7:00:00:AE ncd1

The Ethernet address is entered into NVRAM at the factory. You can
display the address through the Console (Statistics 0 Show Version). The
Ethernet address also appears on a label on the bottom of the terminal
base.

4. If you are running NIS, add the terminal to the ethers map and update the
map. For example:

# cd /varlyp
# make ethers

Storing Addresses in NVRAM

You can manually set all the addresses the terminal needs in NVRAM. This is
useful if you have just a few terminals to configure or if address resolution
protocols are not running on the boot host. This method is less flexible than
discovering addresses from the network because if you move the terminal to
another network, you must reconfigure the addresses.

You can place other information in NVRAM, such as the name of an X server to
download.

To configure a terminal to obtain addresses from NVRAM, set the following in
Setup O Change Setup Parameters:

Note You can also set addresses in the Boot Monitor Setup menus.

1. Inthe IP hide box:

a. Turn off the Use Address Discovery toggle so the terminal does not
attempt to discover addresses from the network.

b. Enter the addresses you need:

You must enter at least the IP address of the terminal in IP Address
at Next Boot
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If the terminal is booting through a gateway, set the Subnet Mask
Initial Default Gateway 1 , and Initial Gateway 2 (if you have
more than one gateway). The terminal uses the boot host as a gateway
if these fields are left at 0.0.0.0 (the default).

If desired, set the Broadcast Address. The default address of
255.255.255.255 works, although the Boot Monitor displays error
messages as the terminal boots.
2. Inthe Booting hide box:
a. Make sure Primary Boot Source is set to TFTP or NFS.
b. Set TCP/IP Desired Server to the network address of the boot host.

Set the Secondary and Tertiary Server fields, if desired, to
designate backup boot servers.

3. Click on Apply to save addresses in NVRAM.

The next time the terminal boots, the Boot Monitor uses the addresses stored
in NVRAM.

For more information about saving configuration settings set through the
Setup menus or remote configuration files to NVRAM, see the System
Administrator’s Guide for UNIX Systems.

Setting the Broadcast Address

Whenever the terminal broadcasts to the network, for example, when
discovering its IP address or broadcasting for an X server, it uses its broadcast
address.

The default broadcast address is 255.255.255.255. If this address is not the
correct address for your network and the terminal broadcasts for the X server,
the server download succeeds but a warning message is displayed.

To prevent the warning message display, the broadcast address must be set to
reflect the subnet mask, if any, and the host portion of the address.

If subnetting is used on your network, set the ip-broadcast-address parameter
(Setup O Change Setup Parameters [0 IP [0 Broadcast Address). It should
have all 1s in the host field. The parameter is saved in NVRAM.
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Table 3-2 ip-broadcast-address Parameter

Possible Values |Result

default 255.255.255.255 or OXFFFFFFFF
IP address The address used by the terminal when broadcasting to the
network.

For example, in a class B network with the network address 191.40.0.0 and a
subnet mask of 0xFFFF0000 (255.255.000.000), the broadcast address setting is:

ip-broadcast-address = 191.40.255.255

Configuring Subnet Mask Discovery

Subnets are used to extend the network portion of IP addresses. This allows
you to divide a physical network into separate subnets. The subnet mask
distinguishes the subnet from the rest of the address. If subnetting is used on
the local network, the terminal must be able to discover the subnet mask.

If a bit is on in the subnet mask, the equivalent bit in the IP address is
interpreted as a network bit. If a bit is off in the mask, the equivalent bit in the
IP address is interpreted as part of the host address. Therefore, the subnet
mask has 1s in the network and subnet portions of the address and 0s in the
host portion.

Subnet masks can be written as hexadecimal numbers or as decimal IP
addresses.

For example, if the network portion of a class B address is extended by one
byte, the subnet mask is 255.255.255.0. The first two bytes of the address
define the class B network address, the third byte defines the subnet portion,
and the fourth byte defines the host address.

There are three methods for making sure the terminal can discover the subnet
mask:

O Set the subnet mask in the bootptab file (for information about using
BOOTP to set the subnet mask, see “Using BOOTP/DHCP for Address
Discovery” on page 3-3)
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O Use ICMP to obtain the subnet mask from the network (see “Using ICMP
to Discover the Subnet Mask™ on page 3-14)

O Set the subnet mask explicitly in a remote configuration file, the Console
Setup menus, or the Boot Monitor Setup menus and save it in NVRAM (see
“Setting the Subnet Mask in NVRAM” on page 3-14)

Using ICMP to Discover the Subnet Mask

As an alternative to setting the subnet mask through BOOTP/DHCP or a
terminal configuration parameter, the terminal can discover its subnet mask at
boot time through ICMP (Internet Control Message Protocol). ICMP is included
in the TCP/IP protocol family.

In this method of discovering the subnet mask, an ICMP message is sent to the
broadcast address to determine the appropriate subnet mask when the
terminal boots.

To discover the subnet mask through ICMP, set the boot-send-broadcast-icmp-
for-subnet-mask parameter to “true.” This option can produce a lot of network
traffic, so you should use it only on networks with a small number of NCD
terminals. This parameter is saved in NVRAM.

(Setup O Change Setup Parameters [J Booting [TCP/IP Boot Options section]
0 Send Broadcast ICMP for Subnet Mask).

Table 3-3 boot-send-broadcast-icmp-for-subnet-mask Parameter

Possible Values |Results

default false

false The terminal does not use an ICMP message to determine the
appropriate subnet mask.

true The terminal uses an ICMP message sent to the broadcast
address to determine the appropriate subnet mask.

Setting the Subnet Mask in NVRAM

Use the ip-subnet-mask parameter to set the subnet mask explicitly (Setup O
Change Setup Parameters U IP [0 Subnet Mask). This parameter takes effect
immediately and is saved in NVRAM.
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Note You can also set the subnet mask in the Boot Monitor Setup
menus.

Table 3-4 ip-subnet-mask Parameter

Possible Values Result
default OxFFFFFFO0O (255.255.255.0)
hexadecimal constant or decimal IP address The network subnet mask

Communicating with Multi-Homed Hosts

If the terminal communicates with hosts that have more than one Ethernet
interface on the same subnet, place all of the host addresses or hostnames in
the ip-equivalent-addresses table. Each row in the table lists the network
addresses or hostnames of the interfaces on a given host. This parameter is
not saved in NVRAM.

Rows in the ip-equivalent-addresses table consist of the addresses or
hostnames for all the interfaces on a given host. For example, on a network
with two multi-homed hosts:

ip-equivalent-addresses = {
{ eaglel eagle2 eagle3 }
{ peregrinel peregrine2 }

}

Using a Reverse Name Request

The unit-query-for-name-at-boot parameter controls whether, at boot time, the
terminal sends a reverse name request to the name servers to discover the
terminal’s hostname.

Using a reverse name request is useful in situations in which the terminal’s
hostname must be known at boot time; for example, if the terminal should
download a configuration file named for its hostname. This parameter is
saved in NVRAM.
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Note The DNS name service must be running for a reverse name
request to succeed.

Table 3-5 unit-query-for-name-at-boot Parameter

Possible Values Result

default none

none The terminal does not attempt a reverse name query at
boot.

tcpip The terminal tries a reverse query to the name server

hosts. If no name servers are defined, the terminal tries the
TCP/IP boot server, if the boot server is defined.

ncdnet The terminal tries a reverse query to the MOP boot server,
if the boot server is defined.

3-16 Booting—Address Discovery




4 Booting—X Server Loading

This chapter describes the defaults and alternatives for loading and executing
the X server and X server modules. The following topics are covered in the
chapter:

“Configuring the Default X Server Loading Sequence” on page 4-1
“Configuring X Server Module Loading” on page 4-10

“Using TFTP for X Server Downloading” on page 4-12

“Using NFS for X Server Downloading” on page 4-13

“Linking X Server Files” on page 4-14

“Specifying Boot Hosts” on page 4-16

“Booting Manually from the Boot Monitor” on page 4-17

N B A B

Configuring the Default X Server Loading Sequence

The default sequence for finding an X server and loading it into RAM allows
the terminal to load an X server the first time it is powered on.

The Boot Monitor first attempts to download an X server from the following
sources: TFTP (Trivial File Transfer Protocol), MOP (Maintenance Operations
Protocol), NFS (Network File Service), local (PCMCIA card). If a PCMCIA card
is installed in the terminal, NVRAM is still set to factory defaults, and the
terminal has never booted from the network, the default order is local, TFTP,
MOP, NFS.

If all attempts to load an X server fail, the Boot Monitor displays its prompt
(>); you can enter a manual boot command.

The default X server loading sequence (listed in Table 4-1) automatically loads
the first X server found in the default TFTP directory (usually /tftpboot). The
default directory is defined by your implementation of TFTP.

After the request for an X server is answered by a host and is downloaded, no
further requests are made. You can disable any of the requests.
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Although the sequence uses predefined pathnames, you can use it to boot an
X server located in another directory by linking one of the default pathnames
to the X server’s true location. For information about linking, see “Linking X
Server Files” on page 4-14.

Table 4-1 Default Server Loading Sequence

1.

TFTP Requests: The Boot Monitor asks TFTP to download an X server. Potentially, the Boot
Monitor can issue 16 different requests, as follows.

a. Requests to the boot host: The Boot Monitor directs the first series of requests to the
boot host. The Boot Monitor tries the following pathnames in the order shown.
Relative pathnames: The first four requests use relative pathnames in the default
TFTP X server directory, /tftpboot.

(1) | Afile named using the terminal’s Ethernet address; for example, 0000A701395.

(2) | Afile named using the hexadecimal representation of the terminal’s IP address.
For example, C02B997E for the terminal with IP address 192.43.153.126.

(3) | The file named using the terminal’s product name and the terminal’s memory
size as a suffix. The memory size is stated in hundreds of kilobytes. For
example, 8 megabytes is the same as 8000 kilobytes, yielding a suffix of 80. The
resulting filename for an HMX in this example is Xncdhmx.80.

(4) | The file named using the terminal’s product name alone. For example,
Xncdhmx.

Absolute pathnames: The second four requests use the same filenames, but absolute

pathnames for the /tftpboot directory. These requests are included for versions of

TFTP (such as the System V version) that do not use relative pathnames.

(5) | For example, /tftpboot/0000A701395.

(6) | For example, /tftpboot/C02B997E for the terminal with IP address
192.43.153.126.

(7) | For example, /tftpboot/Xncdhmx.80 for an HMX family terminal with 8
megabytes of memory.

(8) | For example, /tftpboot/Xncdhmx.

b. Requests to the broadcast address: The Boot Monitor broadcasts the 8 requests

shown in (1) through (8) to the network.
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Table 4-1 Default Server Loading Sequence

2.

MOP Requests: The Boot Monitor asks mop_mom to download an X server. Potentially, the
Boot Monitor can issue two different multicast requests. The first host responding to a
request sends a MOP volunteer packet to the terminal and the terminal attempts to
download an X server.

a. The first request does not specify a filename.

b. The second request specifies the filename Xncdxxx.sys, where xxx represents the
product name. For example, Xncdhmx.sys.

NFS Requests: The Boot Monitor asks NFS to download an X server. Potentially, the Boot
Monitor can issue 16 different requests, as described for TFTP in Step 1 in this table. The
default NFS X server directory is /tftpboot.

Local Booting: The Boot Monitor attempts to boot from a local file system on a PCMCIA
card. If the terminal has a PCMCIA card, NVRAM contains factory default settings, and the
terminal has not booted from the network, this attempt is made before the TFTP, MOP, and
NFS requests.

Boot Monitor: If all attempts to load an X server fail, the Boot Monitor displays its prompt
and waits for a command. You can enter a manual boot command.

Using remote configuration parameters, you can change the default
download sequence. The configurable actions are:

0 Disabling automatic booting

Disabling all broadcast attempts

Disabling the MOP request

Disabling some of the TFTP or NFS requests

Specifying a non-standard X server filename

Specifying a non-standard X server directory

Configuring the terminal to persist in trying to boot without going to the
Boot Monitor when all attempts fail

Configuring the sequence of boot protocols used (sources)

N [ I B A

|
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Disabling Automatic Booting

To prevent the terminal from booting automatically, set the boot-automatically
parameter to “false” (Setup [0 Change Setup Parameters [1 Booting [1 Boot
automatically at power up). If automatic booting is disabled, the terminal
displays the Boot Monitor prompt instead of loading an X server. This
parameter is saved in NVRAM.

Table 4-2 boot-automatically Parameter

Possible Values |Result

default true
true The Boot Monitor attempts to download an X server.
false The Boot Monitor does not attempt to download an X server.

Disabling Broadcast Requests for an X Server

If the boot host does not respond, the Boot Monitor directs X server download
requests to the broadcast address.

To prevent broadcasting for an X server, set the boot-tcpip-broadcast-boot-
request parameter to “false” (Setup 00 Change Setup Parameters [0 Booting O
TCP/IP Broadcast Boot Request). This parameter is saved in NVRAM.

Table 4-3 boot-tcpip-broadcast-boot-request Parameter

Possible Values |Result

default true

true The Boot Monitor attempts to download an X server by
broadcasting.

false The Boot Monitor does not attempt to download an X server
by broadcasting.
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Disabling the MOP Request for an X Server

By default, after trying all of the TFTP requests, the Boot Monitor tries to
download an X server using the MOP protocol.

To prevent MOP download requests, set the boot-mop parameter to “false”
(Setup O Change Setup Parameters [0 Booting [NCDnet Boot Options
section] O Try MOP). This parameter is saved in NVRAM.

Table 4-4 boot-mop Parameter

Possible Values Result
default true
true The Boot Monitor tries to download an X server using the

MOP protocol.

false The Boot Monitor does not try to download an X server
using the MOP protocol.

Disabling Selected TFTP or NFS Requests for an X Server

The parameters listed in Table 4-5 control the X server filenames that the Boot
Monitor requests via TFTP or NFS during the default X server download
sequence.

All parameters are “true” by default and are saved NVRAM. To disable a
request, set its parameter to “false.” For example:

boot-tcpip-unit-address-with-path-file = false
Note There are no configuration parameters for the X server file
named using the terminal’s Ethernet address. These attempts

can only be disabled by using the NVRAM utility. For more
information, see Chapter 11, Boot Monitor and NVRAM.

Booting—X Server Loading 4-5




Configuring the Default X Server Loading Sequence

Table 4-5 Download Sequence Parameters

Relative Pathname Requests

boot-tcpip-unit-address-file

(Setup [J Change Setup Parameters [1 Booting
[TCP/IP Boot Options section] LI Try TCP/IP Unit
Address File)

The file named using the hexadecimal
representation of the terminal’s IP
address.

boot-tcpip-product-name-and-memory-size-file
(Setup I Change Setup Parameters [1 Booting
[TCP/IP Boot Options section] [

Try TCP/IP Product Name and Memory Size File)

The file named using the product name
with the memory size as a suffix.

boot-tcpip-product-name-file

(Setup O Change Setup Parameters [1 Booting
[TCP/IP Boot Options section] [ Try TCP/IP
Product Name File)

The file named using the product name
alone.

Absolute Pathname

Requests

boot-tcpip-unit-address-with-path-file

(Setup [J Change Setup Parameters [1 Booting
[TCP/IP Boot Options section] I Try TCP/IP Unit
Address with Path File)

The file named using the hexadecimal
representation of the terminal’s IP
address, prefixed with /tftpboot.

boot-tcpip-product-name-and-memory-size-with-
path-file (Setup [0 Change Setup Parameters [
Booting [TCP/IP Boot Options section] I Try
TCP/IP Product Name and Memory Size with Path
File)

The file named using the product name
with the memory size of the terminal as
the suffix and prefixed with /tftpboot.

boot-tcpip-product-name-with-path-file
(Setup [J Change Setup Parameters [1 Booting
[TCP/IP Boot Options section] [ Try TCP/IP
Product Name with Path File)

The file named using the product name,
prefixed with /tftpboot.
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Specifying a Non-Standard X Server Filename

To specify a non-standard X server filename (not one of the names listed in
Table 4-5), use the boot-custom-file parameter (Setup O Change Setup
Parameters 0 Booting 0 Custom File). This parameter is saved in NVRAM.

Table 4-6 boot-custom-file Parameter

Possible Values Result
default nil
filename A non-standard name for the X server file.

Specifying a Non-Standard X Server Directory

To specify a non-standard X server directory, set the boot-nfs-directory
parameter or boot-tftp-directory parameter. For details, see “Using TFTP for X
Server Downloading” on page 4-12 or “Using NFS for X Server
Downloading” on page 4-13.

Keeping the Terminal from Entering the Boot Monitor at Boot Time

By default, the Boot Monitor prompt appears when attempts to load an X
server are unsuccessful. To configure the terminal to continue attempting to
boot until it succeeds, set the boot-persistent-loading parameter to “true”
(Setup O Change Setup Parameters [ Booting O Persist in Loading). This
parameter is saved in NVRAM.

Table 4-7 boot-persistent-loading Parameter

Possible Values |Result

default false

false The Boot Monitor displays its prompt if all download attempts
are unsuccessful.

true The Boot Monitor does not display its prompt if all attempts to

load an X server are unsuccessful. It keeps trying the default or
specified download sequence until you interrupt the process.
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Configuring the Sequence of X Server Loading Methods

The default sequence of methods for finding and loading an X server is
configured into NVRAM at the factory to allow the terminal to load an X server
the first time it is powered on. The Boot Monitor tries these methods in the
following order:

1. TFTP
2. MOP
3. NFS

4. The local file system on a PCMCIA card

If a PCMCIA card is installed, NVRAM values are set to their default values,
and the terminal has not booted from the network, the default order is:

1. The local file system on the PCMCIA card
2. TFTP

3. MOP

4. NFS

When booting over a Token-Ring network, the MOP boot attempt is disabled
automatically.

You can change the order of booting attempts through the Boot Monitor Setup
menus, in a remote configuration file, or in Change Setup Parameters. The
changes must be stored in NVRAM.

To specify the first method to try, set the value of the boot-desired-source
parameter to the desired method (see Table 4-8). (Setup [0 Change Setup
Parameters [0 Booting [0 Primary Boot Source or Setup O Change Quick
Setup 00 Booting [0 Boot From). This parameter is saved in NVRAM.
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Table 4-8 boot-desired-source Parameter

Possible Result

Values

default The terminal attempts to boot via TFTP first.

tftp The terminal attempts to boot via TFTP first. (“tcpip” is included for backward
(tcpip) compatibility and also results in first attempting TFTP booting.)

nfs The terminal attempts to boot via NFS first.

ncdnet The terminal attempts to boot via MOP over an NCDnet (DECnet) first.

local The terminal attempts to boot first from a PCMCIA card. (“prom” is included for
(prom) backward compatibility and results in attempting local booting first.)

To specify the second and third boot methods to use, set the boot-second-
source (Setup O Change Setup Parameters [1 Booting O Secondary Boot
Source) and boot-third-source parameters (Setup O Change Setup Parameters
0 Booting O Tertiary Boot Source). These parameters are saved in NVRAM.

The method specified in boot-second-source is used if the method specified in
boot-desired-source does not succeed.

Table 4-9 boot-second-source Parameter

Possible Result

Values

default None

tftp The terminal attempts to boot via TFTP. (“tcpip” is included for backward

(tcpip) compatibility and also results in TFTP booting.)

nfs The terminal attempts to boot via NFS.

ncdnet The terminal attempts to boot via MOP over an NCDnet (DECnet).

local The terminal attempts to boot from a local file system on a PCMCIA card. (“prom” is
(prom) included for backward compatibility and results in local booting.)
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The method specified in boot-third-source is used if the method specified in
boot-second-source does not succeed.

Table 4-10 boot-third-source Parameter

Possible Result

Values

default None

tftp The terminal attempts to boot via TFTP. (“tcpip” is included for backward

(tcpip) compatibility and also results in TFTP booting.)

nfs The terminal attempts to boot via NFS.

ncdnet The terminal attempts to boot via MOP over an NCDnet (DECnet).

local The terminal attempts to boot from a local file system on a PCMCIA card. (“prom” is
(prom) included for backward compatibility and results in local booting.)

Configuring X Server Module Loading

Most of the local clients, extensions, libraries, and protocols included in
NCDware exist as X server modules.

All modules are listed in the online file modsmodel.doc (model is the model on
which the modules run, such as modshmx.doc for the HMX family of
terminals). This file is installed in the modules directory, which is described in
“Changing the X Server Module Location” on page 4-11. The modules are also
listed in the Release Notes.

The Change Quick Setup, Console, Lock Screen, and Logout local clients are
not loadable modules. They are always available unless disabled.

Changing X Server Module Load Policy

By default, the terminal loads X server modules when a user or client needs
them and unloads them when the user logs out or when the server needs
memory. This load method is called on-demand.
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X server modules can also be loaded at boot time. At-boot loading is useful for
clients that take a long time to load, such as the local Motif Window Manager.
The LAT server module must be loaded at boot to be available for use.

You can also disable server modules so that they cannot be loaded. Disabled
local clients appear in a dithered (grayed-out) font in the Console menus.

To change X server module load policy, list the modules you want to change

and the desired load policies in the modules-load-policy remote configuration
parameter (not saved in NVRAM). The parameter is a table with entries in the
format name policy where:

name is the name of the module, as listed in the modsmodel.doc file.

policy is the load policy: “on-demand,” “at-boot,” or “disable.”

For example, the following table sets the local Motif Window Manager
module to load at boot and disables the Change Setup Parameters menu,
touch screen module, and PEX module:

modules-load-policy = {
{mwm at-boot}
{touchscreen disable}
{PEX disable}
{setup disable}

}
(Setup O Change Setup Parameters 0 Loadable Modules O Load Policy).

Changing the X Server Module Location

If you install NCDware using ncdinstall, X server modules are placed in the
/tftpboot/ncd/release/modsmodel directory, where:

release is the release version number, such as Xncd.5.0.xxx.

model is the terminal model, such as modshmx for modules for the HMX
series of terminals.

On systems running secure TFTP, ncdinstall places the server modules in the
/secure-dir/tftpboot/ncd/release/modsmodel directory.
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When the terminal boots, it looks first for server modules in the directory
specified in the modules-directory parameter (not saved in NVRAM). The X
server sets the value of modules-directory based on the location of the X server
boot image. If the modules are not there, the terminal looks in
/tftpboot/ncd/release/modsmodel.

If a terminal cannot find X server modules, error messages result. To find out
where the X server is looking for modules and correct the location, you can
use the Change Quick Setup local client to display and change the current
value of Files 0 Loadable Modules Directory (or Change Setup Parameters [
Loadable Modules O Loadable Modules Directory).

If you change the location of the server modules on the host, you must change
the value of the modules-directory parameter to the new location. For example:

modules-directory = /usr/ivendor/ncd/modshmx

Changes are automatically recorded in the file service table.

Using TFTP for X Server Downloading

The terminal automatically tries to download the X server first using TFTP.
You must configure the terminal if the X server is in a non-standard location.

Making Sure TFTP is Enabled

If you are not certain whether TFTP is enable on the boot host, see Chapter 5,
Configuring Network Services, for information about enabling TFTP.

Specifying a Custom X Server Directory

You can specify a custom directory for X servers by changing the default
value, which is /tftpboot/ or /usr/tftpboot/.

If you are using secure TFTP, make sure that the directory is physically under
the default TFTP home directory and in the same file system partition.

To specify a different directory, change the boot-tftp-directory parameter.
[Setup O Change Setup Parameters 00 Booting [0 (TCP/IP Boot Options
section) [0 TFTP Directory]. Save the new value in NVRAM.
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Table 4-11 boot-tftp-directory Parameter

Possible Values

Result

default

/tftpboot/ or /usr/tftpboot/

directory_path

The directory for X server downloading using TFTP.

Using NFS for X Server Downloading

To download an X server using NFS, in addition to configuring the terminal
for NFS use, you must do the following:

O Specify the default load method as NFS.

O If you do not want to use the default /tftpboot/ or /usr/tftpboot/ directories
for X servers, specify the directory that NFS should search.

O If you do not want to use default X servers, specify the X server to boot.

Making Sure NFS is Available

If you are not certain whether NFS is available and configured on the boot
host, see Chapter 5, Configuring Network Services.

Specifying the Directory to Search for an X Server

To specify the directory that the terminal searches for an X server to download
(the NFS mount point), you alter a value in NVRAM. If you do not specify a
mount point, the Boot Monitor uses the defaults /tftpboot/ or /usr/tftpboot/

directory.

To specify a different directory, set boot-nfs-directory to the desired mount
point (Setup 0 Change Setup Parameters 0 Booting O [TCP/IP Boot Options
section] NFS Directory). Save the new value in NVRAM.
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Table 4-12 boot-nfs-directory Parameter

Possible Values |Result

default /tftpboot/ or /usr/tftpboot/

directory path The directory for X server downloading using NFS.

The default X server loading sequence automatically loads the first X server it
finds in the mounted NFS directory. If you do not specify a mount point, the
Boot Monitor loads the first X server it finds in the default directory, /tftpboot/
or /usr/tftpboot/.

As with TFTP booting, you can boot an X server in another directory by
symbolically linking one of the default directory pathnames to the true
location of the X server. (“Linking X Server Files” on page 4-14 describes using
symbolic links for X server directory pathnames.)

When using NFS for X server download, each directory involved in the
linkage between the default pathname and the actual X server image location
must be exported.

If any directory is non-exportable, the read operation fails and an error
message such as the following results:

Failed to mount /usr/nfs/load
If the Boot Monitor succeeds in mounting the directory containing the X
server image, messages such as the following result:

Loading initial file /usr/nfs/load/Xncdhmx
Loading final file /usr/tftpboot/Xncdhmx

Linking X Server Files

If X servers are located in directories other than the default or specified
directory (such as subdirectories of the default TFTP directory) you need links
between the pathnames used in the default loading sequence and the actual
pathnames of the X server files. This ensures that the default loading sequence
will work properly.
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By default, the ncdinstall program installs X servers in a subdirectory named
for the release, such as /tftpboot/Xncd.5.0.120. Then, ncdinstall creates links for
the X servers from this subdirectory to the default location, which is /tftpboot.

The general format of a link command is:
In filename server_pathname

where filename is one of the filenames from the default download sequence
and server_pathname is the actual pathname of the X server file.

If you are assigning an X server to an individual terminal, use the request for
the hexadecimal representation of the terminal’s IP address, which is unique
to each terminal. Link this filename to the pathname of the X server you want
this terminal to boot. For example, assuming the servers are in the Xncd.5.0.120
subdirectory of /tftpboot:

# cd /tftpboot
# In -s Xncd.5.0.120/Xncdhmx C02B9942

The hexadecimal equivalent of the IP address is displayed during boot when
the X server attempts to download a configuration file with this name. You
also can find the hexadecimal equivalent by converting each octet in the IP
address to a hexadecimal number. For example:

192 43 153 66

B I A

CoO 2B 99 42

You can use the bc(1) utility to convert from decimal notation to hexadecimal.
For example:

% bc
obase=16
192;43;153;66
Co

2B

99

42
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Specifying Boot Hosts

Instead of loading an X server from the first host to respond to the terminal’s
request or specifying the boot server using BOOTP/DHCP, you can specify the
names of the boot hosts.

Specifying the Initial Boot Host

To make sure that the terminal tries to boot first from a specific host, you can
set the primary boot host’s IP address using the boot-tcpip-desired-server
parameter (Setup O Change Setup Parameters 0 Booting [TCP/IP Boot
Options section] O TCP/IP Desired Server). Save the new value in NVRAM.
This parameter is used for both TFTP and NFS booting.

Table 4-13 boot-tcpip-desired-server Parameter

Possible Values |Default

default 0.0.0.0

0.0.0.0 There is no designated boot host. The terminal uses
information from the bootptab file or broadcasts requests for a
server to the network.

IP address The IP address of the desired boot host.

Specifying Backup Boot Hosts
You can specify more than one boot host to use in case the initial boot server is
unavailable. There are three methods:
O Using the -p and -1 bootpd options to specify when a secondary host should
respond to the terminal’s BOOTP requests.
See the bootpd (8) man page for more information.

0 Setting Second Boot Host IP Address and Third Boot Host IP
Address in the Network window of the Boot Monitor Setup menus.

See Chapter 11, Boot Monitor and NVRAM, for more information.

O Setting the boot-tcpip-second-server and boot-tcpip-third-server parameters
(Setup O Change Setup Parameters 00 Booting [TCP/IP Boot Options
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section] Secondary TCP/IP Server and Tertiary TCP/IP Server).Set either or
both of the following parameters and save them in NVRAM.

Table 4-14 boot-tcpip-second-server Parameter

Possible Values |Default

default 0.0.0.0

0.0.0.0 There is no designated second boot host.

IP address or If the primary boot host is unavailable, the terminal
hostname attempts to boot from the specified host.

Table 4-15 boot-tcpip-third-server Parameter

Possible Values |Default

default 0.0.0.0

0.0.0.0 There is no designated third boot host.

IP address or If the primary and secondary boot hosts are unavailable, the
hostname terminal attempts to boot from the specified host.

Booting Manually from the Boot Monitor
You can boot a terminal manually from the Boot Monitor prompt (>). This is
useful if:
O There is no address determination protocol on the boot host
[0 You want to boot from a host other than the normal boot host

O You want to load a different X server from the one normally loaded by the
terminal

O The terminal cannot locate an X server

You can invoke the Boot Monitor by pressing the Escape key while address
requests are being broadcast to the network—before you see the word
loaded . After you press the Escape key, the Boot Monitor prompt appears.
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You can access the Boot Monitor after the X server is running by using a key
combination, listed in Table 4-16. Accessing the Boot Monitor while clients are
running, however, may cause unpredictable behavior.

Table 4-16 Boot Monitor Access Key Combinations

Keyboard Type Key Combination

101-key Ctrl-Left Alt-Setup
Windows 95-compatible, IBM PS/2, US English, and CapsLock-Left Alt-Setup
102-key

VT220-compatible Ctrl-Compose-F3
108-key Ctrl-Left Alt-F3

97-key Left Alt-Caps Lock-Setup
107-key (Sun Type-4-compatible) Stop-A (L1-A)

122-key and 3270-compatible Lexmark Alt Rule-Home

123-key (Sun Type-5-compatible) Stop-A (L1-A)

Manual Boot from a PCMCIA Card
To load the server manually from a PCMCIA card, use the bl command:

> bl

Manual Boot Using TFTP or NFS
To load the server manually using TFTP, use the bt command:

> bt [ file][ terminal _IP host IP]] gateway IP][ subnet _mask]]
To load the server manually using NFS, use the bn command:

> bn[ file][ terminal IP host IP]] gateway IP][ subnet _mask]]
where:

file Is the name of the server to load
terminal_IP Is the IP address of the terminal

host_IP Is the IP address of the boot host
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gateway_IP Is the IP address of the gateway

subnet_mask Is the subnet mask, specified in decimal-dot format or as
a hexadecimal number
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5 Configuring Network Services

This chapter describes the required and optional network services used by
NCD terminals. The contents of this chapter are:

O

N I A I

“Which Network Services Are Used by NCD Terminals” on page 5-1
“Summary of Network Service Defaults and Alternatives” on page 5-3
“Configuring the ARP Cache (Resolved Addresses)” on page 5-5
“Using a Name Service” on page 5-7

“Configuring How a Terminal Accesses Files” on page 5-13
“Configuring Routing (Accessing Remote Networks)” on page 5-25
“Setting TCP Performance Parameters” on page 5-31

The following network services are discussed in other chapters because they
are used only when booting: address discovery and subnet mask discovery
(Chapter 3, Booting—Address Discovery) and X server download service
(Chapter 4, Booting—X Server Loading).

Which Network Services Are Used by NCD Terminals

NCD terminals require that host computers residing on the network provide
the following services. Some of the following are optional or depend on the
network configuration:

O

Address discovery service—provides terminals with their network
addresses and other information at boot time. You can use BOOTP/DHCP
or RARP for address discovery, or you can store addresses in NVRAM.

For information on address discovery services and storing information in
NVRAM, see Chapter 3, Booting—Address Discovery.

Subnet mask discovery service—provides the terminal with the subnet
mask (if your network uses subnetting) when it boots. Most versions of
BOOTP/DHCP allow you to enter the subnet mask in the database file. The
alternatives to BOOTP/DHCP are ICMP (Internet Control Message
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Protocol), which is included in the TCP/IP protocol family, or storing the
subnet mask in NVRAM.

For information on the subnet mask, see Chapter 3, Booting—Address
Discovery.

0 X server download service—NCD terminals use TFTP or NFS for
downloading an X server file.

For information about downloading X servers from the network, see
Chapter 4, Booting—X Server Loading. For basic information on starting
and configuring TFTP and NFS, see “Configuring How a Terminal
Accesses Files” on page 5-13.

For information on loading an X server locally from a PCMCIA card, see
the NCDware System Administrator’s Guide for UNIX Systems.

O File service—NCD terminals use TFTP or NFS for accessing files on
network hosts during normal operation and at boot time.

For information on configuring the file service, see “Configuring How a
Terminal Accesses Files” on page 5-13.

For information on accessing local files on a PCMCIA card or diskette, see
the System Administrator’s Guide.

O Address resolution service—The Address Resolution Protocol (ARP)
translates between hardware addresses and IP addresses. Translations can
also be configured manually.

For information on address resolution, see “Configuring the ARP Cache
(Resolved Addresses)” on page 5-5.

O Name service—BY using a hame service, you can specify hostnames
instead of network addresses in terminal configuration parameters or in
commands that require a network address. NCD terminals can use either
the IEN 116 (Internet Engineering Notes) name service or the Domain
Name System (DNS). You can also store translations in a terminal’s local
name cache.

For information on name service, see “Using a Name Service” on page 5-7.
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Summary of Network Service Defaults and Alternatives

Table 5-1 lists the default network services setup of an NCD terminal, the
alternatives, and where to get more information. When you add a terminal to
the network using ncdinstall, the defaults are in effect.

Table 5-1 Default Network Services and Alternatives

Default Alternatives References

Address Resolution Service

The terminal uses ARP for address Add entries manually | “Configuring the ARP
resolution. Entries are added to the to the ARP table. Cache (Resolved
terminal’s ARP cache as addresses are Addresses)” on page 5-5
resolved.

ARP table entries last for 20 minutes Change the timeouts

for complete and
incomplete entries.

Name Service

The terminal uses IEN 116 protocol for name | Use DNS instead of “Using a Name Service”
service unless NVRAM is set to factory IEN 116. on page 5-7

defaults and BOOTP/DHCP supplies name
server information.

Configure the local
name cache manually.

The terminal uses the boot host as the name | Specify other name

server host. servers.
The fully qualified domain name must be Specify the domain
specified when referring to network hosts. name suffix.
The terminal does not send a reverse name Configure the “Using a Name Service”
request to discover its own hostname when | terminal to send a on page 5-7
it boots. reverse name request.
Name cache parameters are set to their Redefine the name
default values. cache parameter
values.
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Table 5-1 Default Network Services and Alternatives (Continued)

Default Alternatives References
File Service
File service is from the boot host. Specify initial file “Configuring How a
SEervers. Terminal Accesses Files”
on page 5-13

Configure the file
service table to add
other hosts and file

systems.
Routing
Routes are automatically placed into the Manually configure “Configuring Routing
routing table. the routing table. (Accessing Remote
: : Networks)” on page 5-25

The boot host is the default gateway. Specify default

gateways.
Router discovery is used to discover Turn off router
neighboring gateways. discovery.

TCP Performance

TCP performance parameters have default Customize the TCP “Setting TCP
values. performance Performance
parameters. Parameters” on page 5-31
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Configuring the ARP Cache (Resolved Addresses)

A terminal attempting to contact another host broadcasts the IP address of the
host via the ARP protocol and receives the host’s Ethernet address. These
resolved addresses are maintained in the terminal’s ARP cache, a local table of
resolved addresses. The terminal checks its ARP cache before attempting to
contact a host to see if the address has already been resolved.

The tcpip-arp-cache parameter contains all of the addresses that ARP has
resolved or attempted to resolve (Setup [0 Change Setup Parameters I ARP
[0 ARP Cache). Table 5-2 lists the entries in a row in each row of the table.

You can manually add entries to the ARP cache if necessary.

Table 5-2 tcpip-arp-cache Table Entries

Table Entry Possible Values  Result

ethernet-address default 00:00:00:00:00:00

ethernet address | The Ethernet address the host supplies in response to
the ARP request from the terminal.

ip-address default 0.0.0.0
IP address The IP address broadcast by the terminal.
type default incomplete
incomplete The IP address could not be resolved to an Ethernet
address.
dynamic This completed entry is subject to automatic deletion
after the timeout elapses.
static This entry is not subject to automatic deletion.
time-since-last-use | default 0
integer The amount of time (in minutes) since this entry was

used by the terminal. Range: 0 - 255.
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The lifetimes of the dynamic and incomplete entries in the tcpip-arp-cache
table are governed by the following parameters.

The tcpip-arp-complete-entry-timeout parameter specifies how long a dynamic
ARP table entry should be allowed to exist without being used before it is
automatically deleted (Setup 00 Change Setup Parameters [0 ARP [
Complete Entry Timeout).

Table 5-3 tcpip-arp-complete-entry-timeout Parameter

Possible Values Result

default 20

integer How long to wait (in minutes) before deleting an unused
complete entry. Range: 1 - 255.

The tcpip-arp-incomplete-entry-timeout parameter specifies how long an
incomplete ARP table entry should be allowed to exist before it is
automatically deleted (Setup [ Change Setup Parameters O ARP [
Incomplete Entry Timeout).

Table 5-4 tcpip-arp-incomplete-entry-timeout Parameter

Possible Values Result

default 1

integer How long to wait (in minutes) before deleting an
incomplete entry. Range: 1 - 255.
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Using a Name Service

A name service translates between IP addresses and hostnames. Name service
is optional, but you must use it if you want to specify hosts by their
hostnames instead of their IP addresses. It is simpler and more meaningful to
specify hostnames in remote configuration files, Setup menus, and
commands. If you try to specify a hostname without using a name service, the
terminal cannot find the host.

NCD terminals can use both DNS (Domain Name System) and IEN 116 name
services.

Making Sure a Name Service is Running on the Local Network
To make sure DNS is available on the name server host:
O Verify that the daemon (named or in.named) is configured in the relevant

startup file on the name server host. You can use a command similar to the
following to find the command line starting up the name daemon:

# grep named /etc/rc*
letc/re.local: if [-f /usr/etc/in.named -1 -f /etc/named.boot]; then
in.named; echo -n ' named’) > /dev/console

O Make sure that the name server host’s DNS database files are set up.
To make sure IEN 116 name service is available on the name server host;

O Verify that the daemon (most commonly, tnamed) is configured on the
name server host. You can use a command similar to the following to find
the entry starting the daemon:

# grep tnamed /etc/inetd.conf
name dgram udp wait root /user/etc/in.tnamed in.tnamed

O 1EN 116 uses the /etc/hosts file as its database. If the terminal is listed, no

further database configuration is necessary.

Making Sure the Terminal Uses the Name Service

You should always place name service parameters at the beginning of a
remote configuration file, before any parameters that use hostnames. In
addition, insert an apply command after the name service parameters to make
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sure the name service is in effect for subsequent parameters that use
hostnames.

Selecting the Name Service Protocol

Set the tcpip-name-server-protocol parameter to the name service protocol you
are using (Setup O Change Setup Parameters [I TCP/IP Name Service [
Name Server Protocol).This parameter is saved in NVRAM and takes effect
immediately if set interactively.

Table 5-5 tcpip-name-server-protocol Parameter

Possible Values |Result

default ien-116 (If the terminal’s NVRAM is set to the factory
defaults and the BOOTP/DHCP reply contains DNS name
servers, the default value is “dns.”)

ien-116 The terminal uses the IEN 116 name service method.
dns The terminal uses DNS.
both The terminal uses both IEN 116 and DNS.

Specifying Name Server Hosts

You can specify as many name server hosts as you need. If you do not specify
a name server, the terminal uses the boot host for name service.

Enter the IP addresses of hosts offering name service into the tcpip-name-
servers table (Setup 00 Change Setup Parameters [0 TCP/IP Name Service [
Name Servers). If you enter an address of 0.0.0.0, the boot host is used for
name service.

If you use BOOTP/DHCP and specify name servers for this terminal in the
bootptab file, those name servers are placed in the table automatically. This
parameter is saved in NVRAM.
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Table 5-6 tcpip-name-servers Parameter

Table Entry Possible Values Result
server default 0.0.0.0
IP address The name server with this IP address is used to map host
IP addresses to symbolic names.

For example:

tcpip-name-servers = {
{192.43.150.001 }
{192.43.150.005 }

}

Specifying the Default Domain Suffix for DNS

If you are using DNS and set this parameter, you do not have to specify a fully
gualified domain name when specifying hostnames. Set the tcpip-dns-default-
domain parameter to the default domain suffix to be appended to hostnames
in searches (Setup 0 Change Setup Parameters O TCP/IP Name Service [
DNS Default Domain). The suffix is not appended to fully qualified names
(names that contain all the components of the domain name).

The default domain suffix is the same as the domain name obtained from the
Internet authority. For example, the parameter setting specifying NCD’s
default domain suffix is:

tcpip-dns-default-domain = ncd.com

Table 5-7 tcpip-dns-default-domain Parameter

Possible Values Result

default nil

nil No suffix is applied to hosthames in name service
searches.

domain suffix The suffix applied to hostnames in hame service searches.
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Configuring the Name Translation Table (Local Name Cache)

Translations are automatically placed in the local name cache. If your site does
not run a name service, you can place translations into the table manually.

The terminal maintains the local name cache in the tcpip-name-local-cache
parameter (Setup O Change Setup Parameters 0 TCP/IP Name Service [
Local Name Cache). Table 5-8 lists the entries in each row of the table.

Table 5-8 tcpip-name-local-cache Table Entries

Table Entry Possible Values  Result
name default nil
hostname Hostname discovered through the name service or added
manually.
address default 0.0.0.0
IP address IP address corresponding to the hostname.
lifetime default 0
integer The time (in seconds) (relative to the time the terminal was
booted) at which the entry becomes invalid.

By default, case is considered when the terminal searches for a name in the
local name cache. To ignore case, set the tcpip-name-cache-ignore-case
parameter to “true.” (Change Setup Parameters [ TCP/IP Name Service O
Ignore Case on Name Cache Lookups).

To customize the local name cache, you can change the following parameters;
however, the defaults work well for most sites.

Setting the Name Cache Entry Lifetime

The tcpip-name-cache-max-lifetime parameter controls the maximum amount
of time that an entry in the cache is used before it is deleted automatically
(Setup O Change Setup Parameters 0 TCP/IP Name Service I Name Cache
Max Lifetime).
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Table 5-9 tcpip-name-cache-max-lifetime Parameter

Possible Values |Result

default 1800

integer The maximum lifetime (in seconds) of the name cache.
Range: 0 - 4294967295.

Setting the Name Cache Size

The tcpip-name-cache-max-size parameter sets the maximum number of entries
allowed in the name cache (Setup O Change Setup Parameters 00 TCP/IP
Name Service I Name Cache Max Size). When the maximum size is reached,
the oldest entry is discarded when a new entry is added. You may want to
restrict the size of the cache to save memory for other uses.

Table 5-10 tcpip-name-cache-max-size Parameter

Possible Values |Result

default 32

integer The maximum number of entries in the name cache. Range:
0 - 4294967295 or until all free memory is consumed.

Setting Name Service Timeouts

The tcpip-name-server-retransmission-timeout parameter determines how long
the terminal waits before sending a retransmission if the name server does not
respond (Setup O Change Setup Parameters 0 TCP/IP Name Service [
Name Server Retransmission Timeout).

Table 5-11 tcpip-name-server-retransmission-timeout

Possible Values |Result

default 2

integer How long to wait (in seconds) before retransmitting a name
service request. Range: 1 - 4294967295.
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The tcpip-name-server-transaction-timeout parameter determines how long the
terminal waits for a response from the name server before failure is declared
(Setup O Change Setup Parameters [1 TCP/IP Name Service I Name Server
Transaction Timeout). The value of this parameter should be larger than the
retransmission timeout.

Table 5-12 tcpip-name-server-transaction-timeout

Possible Values |Result

default 10

integer How long (in seconds) to attempt a name service request
before declaring a failure condition. Range: 1 - 4294967295.

Discovering the Terminal's Hostname when Booting (Reverse Name
Request)
The unit-query-for-name-at-boot parameter controls whether, at boot time, the
terminal sends a reverse hame request to the DNS name servers to find the

terminal’s host name (Setup O Change Setup Parameters 00 Unit O Query for
Unit Name at Boot).

Table 5-13 unit-query-for-name-at-boot Parameter

Possible Values |Result

default none
none The terminal does not attempt a reverse name query at boot.
tcpip The terminal tries a reverse query to the TCP/IP name servers.

If no name servers are defined, the terminal tries the TCP/IP
boot server, if the boot server is defined. The name service
protocol must be DNS.

ncdnet The terminal tries a reverse query to the MOP boot server, if
the boot server is defined.

5-12 Configuring Network Services




Configuring How a Terminal Accesses Files

Configuring How a Terminal Accesses Files

This section describes accessing files (other than the X server file) that are
located on a network host. For information on local file service (accessing files
on a PCMCIA card or local diskette), see the System Administrator’s Guide.

Configuring the Initial File Servers

The initial file servers are used for loading configuration files, fonts, and the
rgb.txt file when the terminal boots and for accessing files while the terminal is
running. The initial file servers are automatically entered into the file service
table described in “Configuring the File Service Table” on page 5-15.

The file-initial-server-1 and file-initial-server-2 remote configuration parameters
permit you to define the primary and secondary initial file servers (Setup O
Change Setup Parameters [J File Service O Initial File Server 1, Initial File
Server 2).

The file-initial-protocol-1 and file-initial-protocol-2 parameters specify the file
access method for the initial file servers (Setup 0 Change Setup Parameters
O Initial Protocol 1, Initial Protocol 2). The default file access protocol is TFTP.
All of these parameters can be saved in NVRAM.

If you specify both file servers and the primary server is not available, the
terminal tries to load its configuration file from the secondary server.

If one of the initial file servers is set to IP address 0.0.0.0, the boot host is used
as the file server and is automatically entered into the file service table.
Normally, you cannot use the boot host for both initial file servers. If the IP
addresses of both initial file servers are set to 0.0.0.0, the secondary initial file
server is ignored unless they are using different file service protocols.

Table 5-14 file-initial-server-1 Parameter

Possible Values Result

default 0.0.0.0

0.0.0.0 The boot host is the initial file server.
IP address or hostname The primary initial file server.

Configuring Network Services 5-13




Configuring How a Terminal Accesses Files

Table 5-15 file-initial-server-2 Parameter

Possible Values Result

default 0.0.0.0

0.0.0.0 The boot host is the secondary file server.
IP address or hostname The secondary initial file server.

Table 5-16 file-initial-protocol-1 Parameter

Possible Values Result

default tftp

tftp Use the TFTP protocol for file access.

nfs Use NFS for file access (using the UDP protocol).
nfs/tcp Use NFS for file access (using the TCP protocol).
ncdnet Use DAP for file access.

Table 5-17 file-initial-protocol-2 Parameter

Possible Values Result

default tftp

tftp Use the TFTP protocol for file access.

nfs Use NFS for file access (using the UDP protocol).
nfs/tcp Use NFS for file access (using the TCP protocol).
ncdnet Use DAP for file access.
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Configuring the File Service Table

After loading an X server, the terminal uses its file service table, defined in the
file-service-table parameter, for all file access (Setup [0 Change Setup
Parameters O File Service [0 File Service Table). This table maps the default
file locations known to the X server to the actual locations of files on file server
hosts. The entries in each row of the file service table are described in Table
5-19.

By default, the terminal uses the boot host as the initial file server on which it
searches for files (such as configuration files) during the booting process.
After booting, the terminal also uses the boot host by default for all ongoing
file requests.

If you have defined initial file servers, as explained in “Configuring the Initial
File Servers” on page 5-13, the initial file servers are automatically placed in
the file service table. If the terminal is accessing files only from these hosts and
the boot host and the files are in their default locations, no further
configuration of the file service table is necessary.

If files required by the terminal are not on the boot host or designated initial
file servers or are not in their default locations, configure the file service table
to map the default file access points known by the X server to the actual file
access points and actual host.

The default file locations known to the X server are listed in Table 5-18.

Table 5-18 Default File Locations

File Type Default Directory

Remote configuration files /usr/lib/X11/ncd/configs

Color definition file (rgb.txt) /usr/lib/X11/ncd

Fonts /usr/lib/X11/ncd/fonts
Diagnostic log file No default location
Keysym file (XKeysymDB) /usr/lib/X11/ncd
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Each entry in the table specifies a file server host, the file access point used by
the terminal, the actual file access point on the file server, the protocol used,
the retransmission and transaction timeout periods, and the amount of data
transmitted on each read and write operation.

To change the file access point and the host:

1. Find the entry in the file-service-table parameter (see Table 5-19) that has
the default location in the local-unix-mount-point field. For example, if
you are placing the remote configuration files in a non-standard location,
look for the default location /usr/lib/X11/ncd/configs in the local-unix-
mount-point field. (In Setup O Change Setup Parameters [ File Service
O File Service Table, look for Local UNIX Mount Point with the default
location.)

2. In the server mount point field, enter the actual file access point on the
host. (In the File Service Table, click on the Server Mount Point  entry you
want to change, then type the actual file access point in the text entry box.)

3. If the actual file access point is on a host other than the boot host or an
initial file server, enter the name or IP address of the host in the server
field. (In the File Service Table, click on the Server entry you want to
change, then type the name or IP address of the host in the text entry box.)

Note Local file systems are not entered into the file service table.

Table 5-19 file-service-table Parameter

Table Entries

Possible Values  Result

local-unix-mount-point default nil
pathname The terminal’s local UNIX-style pathname for
this file service access point.
local-vms-mount-point default nil
pathname The terminal’s local VMS-style pathname for

this file service access point.

server

default nil

network address The file server host.
or hostname
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Table 5-19 file-service-table Parameter (Continued)

Table Entries Possible Values  Result
protocol default tftp
tftp TFTP is used for accessing files through this
access point.
nfs NFS/UDP is used for accessing files through
this mount point.
nfs/tcp NFS/TCP is used for accessing files through
this mount point.
ncdnet NCDnet is used for accessing files through this
mount point.
server-mount-point default nil
pathname Pathname for this file service access point on
the file server host.
file-name-type default unknown
(This field is not used unknown This value works for TFTP or DAP.
if the protocol field unix The file server uses UNIX-style filenames.
is “nfs” or “nfs/tcp.”)
vms The file server uses VMS-style filenames.
retransmission-timeout default 3
integer The amount of time (in seconds) between

successive transmissions of a file service
request. This is only used with file service
protocols running over connectionless
transports (for example, NFS or TFTP).
Range: 0 - 4294967295.

transaction-timeout default 30

integer The amount of time (in seconds) to attempt a
file service request before a failure situation is
declared. Range: 0 - 4294967295.
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Table 5-19 file-service-table Parameter (Continued)

Table Entries Possible Values  Result
read-size! default 8192
integer The amount of data (in bytes) requested in a
single read request from the terminal. This
parameter is used with NFS, NFS/TCP, and
TFTP. Values below 512 bytes cause noticeably
slow performance. Range: 0 - 8192.
write-size ! default 8192
integer The amount of data (in bytes) requested in a

single write request from the terminal. This
parameter is only used with NFS or NFS/TCP.
Values below 512 bytes cause noticeably slow
performance. Range: 0 - 8192.

1 If the terminal is having trouble reading files with NFS across gateways, try decreasing read-size and

write-s

ize to 1024 bytes.

An example file service table follows:

file-service-table = {
{fusr/lib/X11/ncd/ nil eagle tftp /usr/local/lib/X11/ncd/ unknown 3
30 8192 8192}
{lvar/tmp nil eagle nfs /var/tmp unknown 3 30 8192 8192}

}

Configuring the Matching Method

When attempting a file access, the terminal compares the file request with the
local mount points in the file service table. By default, the terminal tries only
the longest matching pathname (or pathnames, if there are matches of equal
length). The longest match is the most complete match, the one that matches
most or all of the elements in the pathname. You can configure the terminal to
try all matching pathnames instead.
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The file-try-all-matches-on-open parameter (Setup O Change Setup Parameters
O File Service O Try All Matches on Open) controls how the terminal uses file
service table entries when trying to access a file.

Table 5-20 file-try-all-matches-on-open Parameter

Possible Values Result

default false

false The terminal tries only the longest matches.

true The terminal tries all matching pathnames, beginning
with the longest match.

The two methods of matching are explained in more detail in the following
subsections.

Trying Only the Longest Matches

By default, the terminal tries only the longest matches. For example, assume
that the pathname of a font requested by a client program is
fusr/lib/X11/ncd/fonts/pcf/100dpi/10x20.pcf, and the file service table contains the
following local mount points:

/usr/lib/X11/ncd
/usr/lib/X11/ncd
/usr/lib/X11/ncd
Jusr

The first three local mount points match the request. The terminal tries the
hosts in the order in which they are listed in the file service table, until it
succeeds in opening the font file.

You may wish to have several longest matches to ensure that the terminal can
always find the font or other data it needs.

Trying All Matches

If the terminal is configured to try all matches, the terminal first finds all the
matches. After finding all the matching paths, the terminal sorts the mount
points by length and tries the longest path first. If the file is not found there,
the next longest is tried and so on. The root directory (/) matches any request.
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For example, assume that the pathname requested by a client program is
/usr/lib/X11/ncd/fonts/100dpi/10x20.snf, and the following local mount points are
in the file service table:

{usr/lib/X11/ncd/fonts/100dpi
/usr/lib/X11/ncd/fonts
Jusr/lib/X11/ncd

Jusr

/

/ncd

The first five mount points match this request and the terminal.

Configuring File Access through TFTP

Terminals can use TFTP to download the X server and other files at boot and
for ongoing file access.

NCD does not recommend using TFTP for writing to diagnostic log files.

TFTP is implemented by a daemon program, tftpd(8), and configured in the
boot host’s /etc/inetd.conf file.

Secure versus Non-Secure TFTP

TFTP can run in two modes: secure mode (also called restricted mode) and
non-secure mode.

Secure (Restricted) TFTP

Secure TFTP enhances security because it requires that the host perform a
change root operation (chroot[8]) to the directory specified when TFTP is
invoked. The directory specified when TFTP is invoked is TFTP’s default home
directory (usually /tftpboot). Because of the chroot, all files to be accessed using
secure TFTP (including X servers, fonts, and remote configuration files) must
be physically installed under the directory and in the same file system
partition. Symbolic links do not work.

If installing all files in the secure directory makes the directory too large, you
can mount a file system partition, using the secure directory as the mount
point. You could also use the secure directory only for X servers and use NFS
as the access method for other files and fonts.

5-20 Configuring Network Services




Configuring How a Terminal Accesses Files

Non-Secure TFTP

Use non-secure TFTP when extra security is unnecessary. Non-secure TFTP is
more flexible because chroot is not used. With non-secure TFTP, you can put X
servers and modules in any directory. Note that when you use a non-standard
directory for the X server or server modules, you must configure the terminal
to find the files and configure the booting process to place the X server and
modaules in the desired location(s).

Make Sure TFTP Is Enabled on the Host

Consult your vendor documentation on how to make sure that TFTP is
enabled. On some systems, you can use the following procedure:

1. Make sure the tftpd daemon has been installed and enabled. Usually, the
daemon is enabled in the file /etc/inetd.conf; for example:

tftp dgram udp wait root /usr/etc/in.tftpd in.tftpd

If a comment symbol (#) appears at the beginning of the entry, remove it.
Always specify “wait” instead of “no wait.” Otherwise, each tftpd request
starts a new process, which can cause the host to start processes until it
cannot start any more. If you specify “wait,” each request is processed
before another is serviced.

Usually, tftpd runs under the user ID root as indicated in the example
command line.

2. Make sure that the X server and module directories and other required
files are world-readable.

3. If you make any changes to the /etc/inetd.conf file, restart the inetd daemon
to force it to reread the configuration file and start tftpd running.You can
restart the daemon by finding its process id and sending it a hangup
signal. For example:

# ps -acx | grep inetd

17601 ? 10:12 inetd

# kill -HUP 17601

On some systems, the command is ps -ef | grep inetd

4. Ifyou are using secure TFTP, make sure that all files to be accessed through
TFTP are installed in the directory specified by the TFTP entry in the
/etc/inetd.conf file. For example, on SunOS systems, the enabling line in
/etc/inetd.conf for secure TFTP is:

tftp dgram udp wait root /usr/etc/in.tftpd in.tftpd -s /tftpboot
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This line makes it impossible for the NCD terminal to access fonts and
configuration files because secure TFTP cannot reach /usr/lib/X11/ncd. This
directory is outside the secure directory, which TFTP treats as its root (/)
directory. One solution is to change -s /tftpboot to -s /ustritftpboot
Restart the inetd daemon as directed in Step 3. Then move the X servers to
Jusr/tftpboot and move /usr/lib/X11/ncd to /usr/tftpboot/usr/lib/X11/ncd.

On HP-UX systems after Version 7, TFTP is secure; the TFTP daemon’s home
directory is the secure directory /usr/tftpdir. Any files that the terminal accesses
via TFTP should be placed in this directory.

Configuring File Access through NFS

The terminal can use NFS for accessing all files and for downloading an X
server. When accessing files through NFS, the X server temporarily mounts the
file system onto its internal path.

Configuring the Host for NFS File Access

For files to be available through NFS, the host directories must be exported.
This ensures that NFS clients, such as NCD terminals, can access the
directories.

For example, on Sunos:
1. To export the default directory for X server files, add a line describing the
directory in the /etc/exports file. For example:
[tftpboot/
or
{usr/tftpboot

Files can be exported to specific terminals, exported to everyone, or
exported to unknown, the default name for an NCD terminal.

2. On the host where the directory resides, enter the following command:
# exportfs -a

Setting User and Group IDs for NFS File Access

If the host exporting the file systems restricts mount requests to certain user or
group IDs, set the file-nfs-uid and file-nfs-gid parameters to the relevant user ID
(UID) and group ID (GID). These parameters are not available in the Setup
menus.
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The default value for both parameters is “-2””, which corresponds to nobody.
NFS handles requests that do not have a valid UID and GID by mapping them
to the anonymous user. By default, the anonymous user is nobody. With user
and group IDs of -2, files and directories must be world-readable and world-
writable.

Table 5-21 file-nfs-uid Parameter

Possible Values Result

default -2

-2 Access is the same as the world permissions.
integer The user ID of the requestor.

Table 5-22 file-nfs-gid Parameter

Possible Values Result

default -2

-2 Access is the same as the world permissions.
integer The group ID of the requestor.

Setting the Unmount Timer for NFS File Access

The file-nfs-unmount-timeout parameter (Setup [0 Change Setup Parameters
O File Service 0 NFS Unmount Timeout) controls how long to wait before
unmounting file systems because of inactivity. The default is 1800 seconds (30
minutes). An unmounted file system is remounted the next time the terminal
tries to access a file.

Table 5-23 file-nfs-unmount-timeout Parameter

Possible Values Result

default 1800

integer Timeout (in seconds) before file systems are unmounted
due to inactivity. Range: 1 - 3600.
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Changing the Timeout for Failed File Servers

The file-failed-server-ignore-timeout parameter (Setup I Change Setup
Parameters [0 File Service [J Failed Server Ignore Timeout) controls how long
the terminal ignores a file server that has failed because of a network timeout
error. When the terminal attempts to open a new file, it skips over the ignored
servers.

The default timeout period is 120 seconds. A long timeout speeds up booting
and session reset when the primary initial file server has failed.

Table 5-24 file-failed-server-ignore-timeout Parameter

Possible Values Result

default 120

integer The amount of time (in seconds) to ignore a file server that
has failed because of a network timeout error.
Range: 1 - 600.

Issuing Extended File Service Diagnostic Messages

The file-extended-diagnostics parameter (Setup [0 Change Setup Parameters [
File Service O Extended Diagnostics) controls the extent of the file service
diagnostics messages issued by the terminal. By default, a minimum number
of messages are issued.

If you are having problems with the terminal accessing files, you can arrange
to display more specific messages by setting this parameter to “true.”

Table 5-25 file-extended-diagnostics Parameter

Possible Values Result

default false

false Minimal file service diagnostic messages are issued.
true Extended file service diagnostic messages are issued.
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Configuring Routing (Accessing Remote Networks)

If the terminal is communicating with remote networks, make sure that routes
to other networks are set up and the subnet mask is set properly.

For most sites, you need only specify the default gateways described in this
section. The terminal maintains current routes in the routing table described
in “The IP Routing Table” on page 5-26.

Specifying Default Gateways

Default gateways are a reliable way to contact hosts outside the local network.
If the terminal cannot find a usable route in the routing table, it contacts the
default gateways. You specify the default gateways in the ip-initial-default-
gateway-1 and ip-initial-default-gateway-2 parameters (Setup 00 Change Setup
Parameters O IP O Initial Default Gateway 1, Initial Default Gateway 2).
These parameters can be saved in NVRAM.

If the host named in the ip-initial-default-gateway-1 parameter is not available,
the terminal tries the host listed in ip-initial-default-gateway-2.

If one of the default gateways is 0.0.0.0, the terminal uses the boot host as the
default gateway. If both gateways are set to 0.0.0.0, the second is ignored.

The default gateways are automatically placed in the routing table and are the
initial entries in the table.

Although you can designate only two gateways using these parameters, you
can specify as many additional gateways as you need by entering them into
the routing table after the initial configuration file is loaded.

Table 5-26 ip-initial-default-gateway-1 Parameter

Possible Values Result

default 0.0.0.0

0.0.0.0 The gateway is the boot host.
IP address or hostname A default gateway.
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Table 5-27 ip-initial-default-gateway-2 Parameter

Possible Values Result

default 0.0.0.0

0.0.0.0 The gateway is the boot host.
IP address or hostname A default gateway.

The IP Routing Table

NCD terminals maintain an internal routing table that contains current routes
to remote hosts and networks. When attempting to reach a host outside the
local network, the terminal tries the following methods of finding a route in
the order given:

1. A route to the specific host

2. A route to the network or subnet the host is on

3. The default route, either as specified in ip-initial-default-gateway or
obtained via router discovery

4. Proxy ARP, if enabled by ip-use-proxy-arp

The routing table can contain multiple routes to a single destination. If there is
more than one matching route, the terminal uses the route with the greatest
preference value.

The routing table changes over time due to normal operation. Routes are
placed in the table by:

O Actions of network protocols (proxy ARP, router discovery, and ICMP
redirects). See “Finding Routes to Hosts through Proxy ARP” on page 5-29
and “Discovering Neighboring Gateways through Router Discovery” on
page 5-30.

O Default gateway parameter settings. These are the first entries in the table
after the terminal boots. For more information about the default gateway
parameters, see “Specifying Default Gateways” on page 5-25.

O The system administrator entering routes into the table manually. Manual
changes to the routing table take effect immediately.

The IP routing table is defined in the ip-routing-table parameter (Change Setup
Parameters O IP O Routing Table). Routing table entries include read-only
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values, which you cannot modify, as well as read/write values. The entries in
each row of the routing table are defined in Table 5-28.

Entries with the destination 0.0.0.0 are created from the ip-initial-default-
gateway-1 and ip-initial-default-gateway-2 parameter settings.

Table 5-28 ip-routing-table Parameter

Table Entry |Possible Values  Result Field Type
destination default 0.0.0.0 read/write
0.0.0.0 The entry is one of the default gateways.
IP address or Address of the host network or name of the
hostname host.
gateway default 0.0.0.0 read/write
IP address or The IP address of the next hop on this route.
hostname . ] .
If the route is bound to an interface that is
realized through a broadcast medium, this
field contains the agent’s IP address on the
interface.
preference default 0 read/write
0 The midpoint of the preference range.
integer Determines which route is preferred when
there are multiple routes to a destination.
Router discovery messages convey this
information dynamically; otherwise, you can
configure it statically. The terminal tries higher-
numbered routes first.
Range: -2147483648 to 2147483647.
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Table 5-28 ip-routing-table Parameter (Continued)

Table Entry | Possible Values  Result Field Type
type default static read/write
static The system administrator created the route and
it cannot be deleted or marked unusable.
dynamic The network discovered the route (by the
proxy ARP, ICMP, or router discovery
protocols) and it can be deleted or marked
unusable if the terminal detects failures when
using the route.
creation- default snmp read/write
method
snmp SNMP set the route.
icmp ICMP set the route.
local The system administrator created the route.
proxy-arp Proxy ARP created the route.
birth default 0 read-only
integer Amount of time (in seconds) after booting that
the route was created.
time-to-live | -1 The route should not be automatically deleted. | read/write
integer How long (in seconds) before the route is
deleted. This information is conveyed in router
discovery messages. Range: 1 - 2147483647
destination- | default network read/write
type
P network The destination is a network. Most routes are
network routes.
host The destination is a host. Proxy ARP routes
and the routes used for SLIP (Serial Line
Internet Protocol) connections are host routes.
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Table 5-28 ip-routing-table Parameter (Continued)

Table Entry |Possible Values  Result Rield Type
route-mask | hexadecimal A hexadecimal value indicating the bits in the | read-only
number destination address used to determine the

route. The mask is logically AND-ed with the
destination address before being compared to
the value in the gateway field. This field is used
by SNMP (Simple Network Management
Protocol).

An example routing table follows:

ip-routing-table = {
{0.0.0.0 gatewayl.ncd.com -1 dynamic local 42 -1 network }
{127.0.0.1 127.0.0.1 O static local 582 -1 host }
{0.0.0.0 eagle.ncd.com -1 dynamic local 42 -1 network }
{192.40.157.0 ncdull.ncd.com O static local 39 -1 network }

}

Finding Routes to Hosts through Proxy ARP

Proxy ARP resolves routes to hosts for which there are no routes in the IP
routing table. It redirects the terminal’s request to communicate with a host
on another network to the gateway that provides the route to the host. Routes
discovered through proxy ARP are automatically placed into the routing table
and identified as dynamic routes. The terminal uses hosts specified in the
default gateway parameters before resorting to proxy ARP.

To configure the terminal to use proxy ARP, set the ip-use-proxy-arp parameter
to “true” (Setup O Change Setup Parameters O IP O Use Proxy Arp). This
parameter is saved in NVRAM.
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Table 5-29 ip-use-proxy-arp Parameter

Possible Values Result

default false

false The terminal does not use proxy ARP to locate gateways.
true The terminal uses proxy ARP to locate gateways.

Discovering Neighboring Gateways through Router Discovery

Router discovery is an extension to ICMP that enables hosts attached to
multicast or broadcast networks to discover the IP addresses of neighboring
routers (gateways). If the router discovery daemon is running on your
network, you can use this method of discovering routes. The terminal
automatically places the routes discovered in the routing table as dynamic
routes.

To configure a terminal to use router discovery, make sure the ip-use-router-
discovery parameter is set to “true” (the default) (Setup O Change Setup
Parameters O IP O Use Router Discovery). This parameter can be saved in
NVRAM.

Table 5-30 ip-use-router-discovery Parameter

Possible Values |Result

default true

true The terminal modifies its IP routing table with information
received from router discovery messages.

false The terminal does not modify its routing table with
information received from router discovery messages.

If the terminal should use router discovery to solicit for routing information at
boot time, make sure ip-use-router-solicit is set to “true” (the default) (Setup O
Change Setup Parameters [0 IP O Use Router Solicit). This parameter can be
saved in NVRAM.
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Table 5-31 ip-use-router-solicit Parameter

Possible Values |Result

default true
true The terminal solicits for routing information.
false The terminal does not solicit for routing information.

Setting TCP Performance Parameters

To customize the terminal’s TCP interactions, you can change the TCP
performance parameters described in this section.The default settings work
properly for most installations. You should not need to adjust these

parameters.
Caution

Setting these parameters incorrectly might cause your terminal to stop working
and lead to excess network loading.

Adjusting the TCP Send and Receive Buffers

You can adjust the buffers used by the terminal in sending and receiving TCP
packets. The default of 4096 bytes works well for sending images. For text-
oriented clients, 2048 bytes works better.

These parameter settings should correspond to the TCP windows advertised
by the host.

The tcp-receive-buffer-size parameter specifies the maximum amount of
received data that a TCP connection buffers in the terminal (Setup O Change
Setup Parameters 0 TCP O Receive Buffer Size). This corresponds to the TCP
receive window advertised by the terminal to the peer (device on the other
end of the connection).
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Table 5-32 tcp-receive-buffer-size Parameter

Possible Values |Result

default 4096

integer Size of the receive buffer (in bytes). Range: 1024 - 65535.

The tcp-send-buffer-size parameter specifies the maximum amount of data
awaiting transmission that a TCP connection buffers in the terminal (Setup O
Change Setup Parameters O TCP [0 Send Buffer Size). This corresponds to the
maximum amount of the peer’s TCP send window that is used by the
terminal.

Table 5-33 tcp-send-buffer-size Parameter

Possible Values |Result

default 2048

integer Size of the send buffer (in bytes). Range: 1024 - 65535.

Specifying the TCP Timeout

The tcp-connect-timeout parameter specifies the amount of time that must
elapse between a TCP connection attempt and a lack of response before failure
is declared (Setup U Change Setup Parameters [ TCP O Connect Timeout).

Table 5-34 tcp-connect-timeout Parameter

Possible Values |Result

default 75

integer Elapsed time (in seconds) between TCP connection attempts
before failure is declared. Range: 1 - 4294967295.
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Specifying TCP Maximum Retransmissions

The tcp-max-retransmissions parameter specifies the number of
retransmissions on a TCP connection before failure is declared (Setup U
Change Setup Parameters [0 TCP [0 Maximum Retransmissions).

Table 5-35 tcp-max-retransmissions Parameter

Possible Values |Result

default 12

integer Retransmissions on a TCP connection before failure is
declared. Range: 1 - 4294967295.

Specifying the TCP Linger Time
The tcp-default-linger-time parameter specifies the default time interval during
which TCP attempts reliable transmission of outstanding data on the
connection’s transmit queue after local software closes a connection (Setup O
Change Setup Parameters O TCP U Default Linger Time). This timer is
optional and higher-level software can configure it for each connection.

Table 5-36 tcp-default-linger-time Parameter

Possible Values |Result

default 120

integer Time (in seconds) that TCP continues to attempt transmission
after the local software closes the connection.
Range: 1 - 4294967295.

Allowing Larger Segment Sizes

When set to “false,” the tcp-default-mss-for-non-local parameter allows
segment sizes larger than the default to be used when communicating with
non-local hosts (that is, hosts on the other side of a gateway). The default
segment size is 536 bytes (Setup [0 Change Setup Parameters [0 TCP [J Use
default maximum segment size for non-local hosts).
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Table 5-37 tcp-default-mss-for-non-local Parameter

Possible Values Result
default true
true The default segment size, 536 bytes, is used when

communicating with non-local hosts.

false Segment sizes larger than the default can be used when
communicating with non-local hosts.
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6 Terminal Configuration Methods

This chapter describes configuration topics that are either not covered or are
covered in less detail in the NCDware System Administrator’s Guide for UNIX
Systems.

The following topics are covered in this chapter:

0 *“Configuration Methods Overview” on page 6-2

O “Parameter Types and Groups” on page 6-5

O “The Configuration Language” on page 6-8

O *“Creating Remote Configuration Files” on page 6-16

O “Specifying Hosts for Loading Configuration Files” on page 6-21

O *“Enabling Persistent Loading of the Configuration File” on page 6-22

0 *“Using Optional Names for Configuration Files” on page 6-23

O “Disabling Specific Configuration File Download Attempts” on page 6-25
O “Specifying a Different Configuration File Directory” on page 6-26

O “Disabling All Remote Configuration File Downloads” on page 6-27

O “Specifying the File for Loading Configuration Defaults” on page 6-27

O *“Changing the Ports for Accessing Configuration Daemons” on page 6-28
O *“Setting Up Host-Based Access Control for Configuration Data” on page
6-30

“Protecting Configuration Parameters” on page 6-32

“Disabling the Configuration Utilities or the Console” on page 6-34

O *“Configuring the Apply Command” on page 6-34

O O
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Configuration Methods Overview

All terminal configuration methods operate on the same database of terminal
configuration information. Daemons running in the terminal manage the
terminal’s configuration database.

This section briefly describes configuration system components.

Configuration Daemons

The Configuration daemon loads the initial configuration from NVRAM when
the terminal boots and reads the initial configuration file. The daemon also
provides both network and local access to all of the terminal’s configuration
data.The User Preferences daemon provides network and local access to user
preferences data only.

Configuration Parameters

The two basic types of parameters are read/write and read-only. Some
parameters take single values, others take several, and others are organized
into tables of values. The parameters essential for terminal booting are saved
in the terminal’s NVRAM; others must be loaded from remote configuration
files when a terminal boots. Parameters are grouped and named according to
their functions; for example, the names of parameters in the “boot” group all
start with boot. For details about the different types of parameters and about
parameter groupings, see “Parameter Types and Groups” on page 6-5.

Configuration Language

Remote configuration files and interactive remote configuration through a
TELNET connection use a common language. For details about the language
and assignment statements, see “The Configuration Language” on page 6-8.

Default Configuration Values

The default configuration of an NCD terminal is a combination of settings in
the terminal’s NVRAM and settings in the X server. X server settings take effect
after the X server is loaded and executed.

Default configuration values allow the terminal to run with a minimum of
configuration effort. Some default values change during operations as a result
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of network operations and the status of processes. For more information
about default and optional values for specific parameters, see the alphabetical
listing of configuration parameters in the Remote Configuration Parameter Quick
Reference.

Configuration Methods
The methods of configuring NCD terminals are:

0 Remote configuration files—NCD terminals can download configuration
files from network host computers. Values in a downloaded configuration
file override the default values in NVRAM and the X server.

Some parameters in remote configuration files can be written to NVRAM,
thus altering the values read from NVRAM the next time the terminal
boots.

Remote configuration files are described in “Creating Remote
Configuration Files” on page 6-16 and in the NCDware System
Administrator’s Guide for UNIX Systems.

O Interactive configuration through TELNET—After the server is running,
you can a use a TELNET connection (via the NCD Terminal Emulator or the
TELNET utility on a host computer) to the Configuration daemon or the
User Preferences daemon to read or change a terminal’s current
configuration parameters. You can write parameters set through a TELNET
connection to configuration files and to NVRAM.

Access to configuration data through a TELNET connection is controlled
through passwords and host access control.

This method of configuring a terminal is described in the System
Administrator’s Guide.

O Interactive configuration through Change Setup Parameters and Change
Quick Setup—You can use these local clients, accessible through the
Console, for configuring the terminal locally while the X server is running.
You can use also use these clients as the primary configuration tool and
save settings to a configuration file and to NVRAM.

You can allow users to write their own settings to files and control which
parameters, if any, they can set. Also, you can completely disable the
clients or restrict access to them by enforcing passwords locally.
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From one terminal’s configuration client, you can access another
terminal’s configuration data remotely. Such access is controlled through
passwords and host access control.

The System Administrator’s Guide describes how to use the Change Setup
Parameters and Change Quick Setup local clients. The configuration
clients (including all their fields) are described in Chapter 9, Using
Configuration Menus.

O Interactive configuration through Change User Preferences—This local
client, accessible through the Console, allows users to configure user
preferences parameters (such as keyboard LED usage and mouse
acceleration) locally for the current session.

Users can also write their preference settings to a file in their home
directories, and you can use the ncdloadprefs utility in a startup file to load
the file each time the X server resets. This allows users to retain their own
preference settings, no matter which terminal they are using. This utility is
described in the System Administrator’s Guide.

From one terminal’s Change User Preferences client, you can modify or
display another terminal’s user preference parameters. You can disable the
client or require passwords to use it.

The Change User Preferences client, including all of its fields, is described
in the User’s Guide and in Chapter 9, Using Configuration Menus.

0 The NVRAM utility and Boot Monitor Setup menus—From the Boot
Monitor, you can use these utilities to configure many parameters saved in
NVRAM. The NVRAM utility allows you to change some parameters that
cannot be accessed in any other way.

For information about using the NVRAM utility and Boot Monitor Setup
menus, see Chapter 11, Boot Monitor and NVRAM.

O Interactive configuration through SNMP (Simple Network Management
Protocol)—Using NCD’s MIB (Management Information Base) and your
host-based SNMP utilities, you can set and display configuration
parameters. For information on configuring terminals for SNMP, see
Chapter 16, Using SNMP for Terminal Management. The SNMP names
and paths for all configuration parameters are listed in the Remote
Configuration Parameter Quick Reference.
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Access Control for Terminal Configuration Data
NCDware provides the following types of access control for terminal
configuration data:

Host-based access control

User-based access control

Password protection for local and remote interactive configuration

Password protection for displaying statistical data

Protection for specified parameters

O The ability to disable any of the local clients, including the Console

OooOooono

Controlling access to configuration data, statistical data, and local clients is
described in the System Administrator’s Guide, except for parameter protection,
which is described in “Protecting Configuration Parameters” on page 6-32.

Parameter Types and Groups
This section describes parameter types and functional groups.

Read/write, Read-only, and Write-only Parameters

Parameters are read/write, read-only, or write-only. The parameters you set
when configuring the terminal are read/write parameters. Read-only
parameters report various types of statistical information.

Parameters containing passwords and encryption keys are write-only. When
displayed through a TELNET connection, write-only parameter values are
shown as follows:

O If not set, values are shown as “nil.”
O If set, values are shown as “<GET-PROTECTED>.”

When displayed through Change Setup Parameters, write-only parameter
values are shown as follows:

O If not set, fields are blank.
O If set, fields contain a series of asterisks (*).
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Parameter Groups

The parameter groups are listed in Table 6-1. The name of each parameter

within a group begins with the group name. Groups correspond, for the most

part, to the hide boxes displayed in Change Setup Parameters when invoked
from the Console, except for the pref group, which appears only in Change
User Preferences.

Table 6-1 Parameter Groups

Group Name Description

boot Terminal booting

browser The NCD Mosaic Browser

config Terminal configuration, including access control

diag Diagnostics logging, including access control for the Diagnostics daemon
dps DPS (Display PostScript) resource file

enet Read-only Ethernet statistics

exec Execution of and access control for local clients

file File service (including the terminal’s local file system)

font Read-only X server font statistics

icmp Read-only ICMP (Internet Control Message Protocol) statistics

ip Internet protocol (including IP addresses and routing)

java Java parameters

lat LAT (Local Area Transport) protocol

login Login services, including XDM (X Display Manager) and the Login Chooser
modules X server module parameters

ncd3270 3270 terminal emulation parameters

ncdnet NCDnet (DECnet) networking, including name service

net Network interface options
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Table 6-1 Parameter Groups (Continued)

Group Name Description

nfs Read-only NFS (Network File Service) statistics

parallel Parallel daemon parameters

pex PEX parameters (some PEX parameters are in the pref group)

ppp PPP (Point-to-Point Protocol) and SLIP (Serial Line Internet Protocol)

pref User preference items (audio, bell, compatibility, console commands, fonts,

input devices, OpenGL, PEX, power management, screen saver, screen
background, SIE, graphics, and touch screen)

pwireless Read-only wireless statistics

serial Serial daemon, including access control for both the Serial and Parallel
daemons, and serial port configuration

snmp SNMP (Simple Network Management Protocol)

tep TCP (Transmission Control Protocol) statistics and characteristics

tepip TCP/IP networking, including name service

term VT320 terminal emulation, including terminal emulation choosers

tftp Read-only TFTP (Trivial File Transfer Protocol) statistics

time Time zone and time servers

tokring Read-only Token-Ring interface statistics

udp Read-only UDP (User Datagram Protocol) statistics

unit Miscellaneous terminal attributes

video Playing videos

wincenter WinCenter colors and resources

xXremote XRemote configuration and statistics

xserver X server attributes and access control (including graphics, color, fonts, X

extensions, keyboard, font server, X resources, input devices, and touch screen)
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The Configuration Language

The configuration language is used in remote configuration files and for
interactive configuration through a TELNET connection. The configuration
language provides commands for:

O Assigning and displaying parameter values

Reading values from NVRAM and from files

Writing values to NVRAM and to files

Locking out other clients from the database

Protecting parameters from modification or display

Ooo0ood

Configuration Language Summary

Table 6-2 lists the general-purpose commands you can use in remote
configuration files and for interactive configuration through a TELNET
connection. Table 6-3 lists commands for interactive configuration through a
TELNET connection only. Bold text indicates a parameter name, square
brackets ([ ]) indicate command options, and bold italic text indicates a
variable.

Table 6-2 Configuration Commands for Files and Interactive Use

Command and Description

set parameter = value

Sets the value of the specified parameter. If you are modifying parameters
interactively, you must use the apply command to put them into effect.

The word set is optional.

apply

Applies pending commands to the current configuration. In a configuration file, this
command is usually optional; end-of-file implies the apply command.

lock T and unlock t

lock prevents other clients of the Configuration daemon from issuing commands.

unlock allows other clients of the Configuration daemon to issue commands.
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Table 6-2 Configuration Commands for Files and Interactive Use (Continued)

Command and Description

read nvram
read filename

Reads configuration information from a file or from NVRAM.

read nvram ! reads all of the configuration information stored in NVRAM.
read filename reads the configuration information stored in the specified file.
The include command is equivalent to read.

write nvram
write filename parameter
write filename [ all | group | changes ] [ read-write | read-only ]

Writes current configuration information to NVRAM or to the specified filename.
write nvram * writes parameters saved in NVRAM from the current configuration.
write filename parameter writes a parameter and its current value to a file.

write filename [ all | group | changes ] [ read-write | read-only |:

(1 all writes all parameters.

] group writes all parameters in the specified group(s).

1 changes writes only the changes.

] read-write writes only the read/write parameters.

] read-only writes only the read-only parameters.

The dump and save commands are equivalent to write.

protect [ parameter | group | all ]2

Prevents anyone from reading or modifying the specified parameter(s):
[] parameter protects the specified parameter.

L] group protects all the parameters in the specified group.

1 all protects all parameters.

get-protect [ parameter | group | all ]2

Prevents anyone from reading the specified parameter(s):
] parameter protects the specified parameter.

L] group protects all the parameters in the specified group.
[ all protects all parameters.
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Table 6-2 Configuration Commands for Files and Interactive Use (Continued)

Command and Description

set-protect [ parameter | group | all ]2

Prevents anyone from modifying the specified parameter(s):
] parameter protects the specified parameter.

L1 group protects all the parameters in the specified group.
[ all protects all parameters.

1 This command is not available when accessing the Preferences daemon through a TELNET connection
2 The protect commands are irreversible. You can remove protection only by rebooting the terminal.

Table 6-3 Configuration Commands for Interactive Use Only

Command and Description

get parameter
get [all | groupname | changes | group ] [ read-write | read-only ]

Displays parameters and their current values.

get parameter displays the specified parameter (s).

get [all | groupname | changes | group ] [ read-write | read-only |:
U all displays all the parameters.

0 groupname displays all the parameters in the specified group.

1 changes displays only the current changes.

0 group displays all of the remote configuration group names.

U read-write displays only the read/write parameters.

O read-only displays only the read-only parameters.

The show command is equivalent to get.

pending | Displays all changes that have not been applied.

cancel Cancels all pending changes.
help Displays a quick summary of the configuration language.
quit Disconnects from the Configuration or User Preferences daemon.
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Assigning Values to Configuration Parameters

Values can be set through simple assignment statements or in tables.
Parameter names, permitted values, and table entry names for all read/write
parameters are given in the Remote Configuration Parameter Quick Reference.

Simple Assignment Statements

A simple assignment consists of an optional set command, a parameter name
followed by an equals sign (=), and a single value. For example:

boot-tcpip-desired-server = 192.43.153.16
set boot-tcpip-desired-server = 192.43.153.16

The end of a simple assignment statement is indicated by a newline or
carriage return.

Tables and Rows

Parameters that can take more than one value or require a series of related
values are stored in tables composed of rows. For example, each row in the
exec-startup-commands table consists of a single local client name or a local
client name followed by arguments:

exec-startup-commands = {
{wm}
{term}
{ "login eagle" }

}

When resetting values in a row, resetting an entire row, or adding and
deleting rows, you can use the row number as an index into the table. This is
useful mainly in configuring a terminal through a TELNET connection. For
example, to add a fourth row to the exec-startup-commands table:

exec-startup-commands[4] = { lat }

To add a row to the end of a table, use the index number -1. For example:
exec-startup-commands[-1] = { lat }

If you represent the parameters in a row as simple assignment statements
enclosed in parentheses, their order in the row does not matter. Using

assignment statements in a row is especially useful if you are not defining all
the parameters in the row. The following example shows how to reset only the
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baud rate in row 1 of the serial-interfaces-table, while other values in the row
retain their current values.

serial-interfaces-table[1]baud-rate = 9600

In contrast, the following assignment defines the baud rate and resets the
other parameters in the row to their default values:

serial-interfaces-table[1] = {(baud-rate = 9600)}

Specify an empty table or empty row in a table as follows:

0 Empty row in a table: table[row number] ={}
0 Empty table: table ={} or table = {{ }}
For example:

config-access-control-list = { }
config-access-control-list[2] = { }

Types of Values

The following list describes the types of values used in remote configuration
parameters.

O Strings—The keywords null or nil indicate that the parameter has no
value. String values that contain embedded white space must be
surrounded by double or single quotation marks (““ or ).

Integers—To specify integer values, use decimal or hexadecimal notation.

O The keyword “default”—All parameters accept the keyword default,
which assigns the default value to the parameter. For example, the
following assignments have the same effect:

boot-automatically = default
boot-automatically = true

0 Boolean values—For parameters that have Boolean values, you can use
the value pairs “yes/no,” “on/off,” or “true/false.” For example, the
following assignments are equivalent:
boot-automatically = on

boot-automatically = true
boot-automatically = yes

O
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O

Syntax Rules

Choices—Many parameters take specific choices. For example, the exec-
startup-commands parameter takes the command names of local clients,
such as term and login.

Filenames—For parameters that take filenames as arguments, you can
always specify filenames as absolute pathnames in the form /a/b/c.

Parameters for which there is a default directory accept relative
pathnames as well.

Syntax rules for setting remote configuration parameter values are described
in the following list:

O

O

Case—Uppercase and lowercase characters are not distinguished in
parameter names, choices, or Boolean values. You may enter them in the
form you find most readable. For example, the following assignments are
identical functionally:

boot-automatically = true

Boot-automatically = True

BOOT-AUTOMATICALLY = TRUE

When values are not part of the configuration language, however, case is
preserved. For example:

— In the xserver-initial-x-resources parameter, you can set client resources.
Values must follow the same form as the resource settings in a
resources file, such as .Xdefaults.

— Filenames are interpreted exactly you enter them.
— Quoted strings are interpreted as you enter them.

End-of-line—If a statement extends past the end of line, you can use a
backslash (\) to prevent interpretation of the newline. This is not
necessary for tables, in which curly braces ({ }) function as delimiters.
White space—White space (the separator between grammatical elements)
may be spaces, tabs, newline characters, or carriage returns. White space
is not required before or after the equals sign in an assignment statement.
For example, the following three assignments are functionally identical:
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boot-automatically=true

boot-automatically = true

boot-automatically \

=\

true

As the last example shows, an assignment statement may span several
lines.

0 Special characters—You can use the C-language convention of a backslash
(\) for escaping special characters.

Comments

You can include a comment in a remote configuration file by typing a pound
sign (#) at the beginning of each line of comments. For example, to explain
why a parameter was set to a specific value, you might type:

#Set to local to ensure that terminal

#boots from PCMCIA card instead of network host
boot-desired-source = local

Comments can also be appended to a line. For example:

boot-desired-source = local #Boot from PCMCIA

Note Do not append comments to a line in statements that extend for
more than one line.

Assigning Parameters More than Once

A parameter can be assigned any number of times. Each assignment is
processed as it is read, overriding the previous assignment.

The only exception to this rule is the unit-license-key parameter, which must
be assigned for each license key when using node licensing. For more
information about licensing, see the System Administrator’s Guide.

Listing Commands in Order

Assignment commands are interpreted in the order in which they appear. This
affects assignments that depend upon the prior execution of other statements
and parameters assigned more than once.
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Although most parameters do not depend on other parameters being set
previously, there are a few exceptions. For example, when using a name
service you may specify hosts by their names instead of their addresses.
Before you can refer to a host by its name in the remote configuration file, you
must set the name service parameters. For example:

#Set the name service parameters
tcpip-name-server-protocol = dns

tcpip-name-servers ={192.43.153.16 192.43.153.24 }
apply

#Set a parameter to a host name
boot-tcpip-desired-server = peregrine

Note The parameters that specify the name service must be followed
by an apply command.

If a parameter is assigned more than once in a configuration file, the last
assignment supersedes all previous assignments.

Saving Parameters in NVRAM

When the X server reads a configuration file, it automatically saves settings to
NVRAM when it reaches the end of the file.

When using interactive configuration via TELNET, you must enter an apply
command to save parameters in NVRAM.

The config-auto-save-nvram parameter determines whether parameters are
saved automatically to NVRAM (Change Setup Parameters [0 Configuration
[Configuration Daemon section] [0 Auto Save NVRAM) . For more
information about auto-save, see “ Configuring the Apply Command” on
page 6-34.
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Creating Remote Configuration Files

Remote configuration files allow you to configure all terminals easily from a
host computer. Remote configuration files are ASCII files that reside on the
boot host or other hosts designated as initial file servers. The default file
server is the boot host. For information about designating other file servers,
see Chapter 5, Configuring Network Services.

Remote configuration files are downloaded using TFTP or NFS after the
terminal has loaded an X server.

NCD terminals are configured by default to:

O Download a configuration file from the boot host (the host from which the
X server is downloaded)

Note If the terminal is booting from a PCMCIA card and its NVRAM is
set to default values, it automatically loads a configuration file
from the local source. If a configuration file is not found on the
PCMCIA card, the terminal tries to download a file from a
network host.

O Search for two default configuration filenames in the default directory
(/usr/lib/X11/ncd/configs):

— First, the X server searches for a terminal-specific file. The name of the
file is the hexadecimal equivalent of the terminal’s IP address. For
example the server running on a terminal with 1P address 192.40.150.4
searches for a configuration file named C02B994F.

— If the server does not find a terminal-specific file, it searches for a
generic file named ncd_std. The generic file can be downloaded by all
terminals in the network.

0 Continue to boot if a configuration file cannot be downloaded

To create and install remote configuration files, using the default behavior of
the terminal, see the rest of this section.
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Using the Sample Configuration File

ncdinstall normally creates the following standard configuration files when
you add a terminal to the network:

O A terminal-specific file named for the terminal’s IP address converted to
hexadecimal format. For example, a terminal with 1P address 192.40.150.4
has a configuration file named C02B994F.

O A terminal-specific file for the user’s configuration data. This file has the
same name as the IP address file plus the suffix .stp.

OO0 The generic file ncd_std. If this file already exists, ncdinstall does not
attempt to create a new one.

If you need to create files manually, this section explains how to create files

with the standard filenames and install files in the default directory.

Using the following procedures, you can create a configuration file and have it
downloaded the first time the terminal boots. This procedure assumes that
you are installing the configuration files on the boot host or on one of the
initial file server hosts. See “Specifying Hosts for Loading Configuration
Files” on page 6-21 for more information on configuration file hosts, and see
Chapter 4, Booting—X Server Loading, for more information on initial file
servers.

Complete the following steps to establish a configuration file:

1. If you did not install the example configuration file when you installed
NCDware, copy the example configuration file from the NCDware distri-
bution into the /usr/lib/X11/ncd/configs directory on the boot host. Follow
the directions in the README file included with the example configura-
tion files.

2. Make sure the filename is correct:
— If this is a generic file, the name is ncd_std.

— If this is a file for an individual terminal, the name is the hexadecimal
equivalent of the terminal’s IP address. To convert an IP address to its
hexadecimal equivalent, convert each octet to a hexadecimal number;
for example, to convert the IP address 192.40.154.4, using the UNIX
be(1) utility:
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% bc
obase=16
192;40;154;4
Cco

28

9A

4

The resulting filename is C0289A04. Each octet of the address must
have two characters, so 4 is written as 04.

3. Make any necessary changes to configuration parameter values. You can
use any text editor (such as vi) to edit the file.

4. Check the file permissions. The file must be world-readable.

5. Boot the terminal. The configuration file is downloaded and the parameter
settings in the file take effect.

Configuration File Size

The size of configuration files is limited only by the amount of available
terminal memory.

Creating a File from the Setup Clients

You can create a configuration file by invoking Change Setup Parameters or
Change Quick Setup, setting parameters, and saving the parameters to a file.

All parameters are saved to the file in alphabetical order by group (that is,

parameters in the boot group are listed first and parameters in the xserver

group are listed last). Therefore, you may need to rearrange some lines; for
example, to put the name server parameters ahead of parameters that use

hostnames.

The file must be saved on the boot host, another specified host, or one of the
initial file server hosts.

On TCP/IP networks, you can use TFTP or NFS to write the file (depending
upon how the initial file servers are set up):

O If you are using TFTP to write the file, the file must exist before it can be
written to and must be world-readable and world-writable.

O If you are using NFS to write the file, you must have read/write
permission in the directory where you are saving the file.
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The file is saved into the default configuration file directory unless you
specify a complete pathname. The normal default directory is
lusr/lib/X11/ncd/configs. To change the default directory, see “Specifying a
Different Configuration File Directory” on page 6-26.

Complete the following steps to create a file from Change Setup Parameters or
Change Quick Setup:

1. Invoke the local client and set parameters as needed.
2. From the File menu, select Save to File
3. Inthe dialog box displayed, enter the filename.

For automatic downloading when the terminal is rebooted, use the
generic filename (ncd_std) or the hexadecimal equivalent of the terminal’s
IP address. For information about converting the 1P address, see “Using
the Sample Configuration File” on page 6-17.

4. Click on OKin the dialog box to save the parameters to the specified file.

5. Click on Cancel at the bottom of the Setup Parameters window to exit
from the client.

6. The configuration file is saved in the default configuration file directory
(/usr/lib/X11/ncd/configs).

7. Check the file to make sure all parameter settings are complete and in the
correct order.

Nesting Configuration Files

Using the configuration language read command, you can include files
containing configuration parameters within another configuration file. The
included files may have any name you wish, and you can refer to them either
as absolute pathnames or as pathnames relative to the configuration file
directory. Included files must be accessible through the file service table
described in Chapter 5, Configuring Network Services.

Files can be nested to 10 levels.

By combining terminal-specific configuration files and one or more standard
files, you can assign individual values to some parameters and maintain the
common values in the standard files.

The following example shows two read commands in the terminal-specific
configuration file C02B9A57. Parameters common to all terminals on the
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network are in the file ncd_std. Parameters common to a subgroup of
terminals are in the file mktg_specific.

# Configuration file for IP address 192.9.200.23
#

read ncd_std

read mktg_specific

#

# Parameter specific to IP address 192.9.200.23
snmp-allow-reset = yes

When the terminal is booted, the X server loads the C02B9A57 file, reads the
ncd_std file and the mktg_specific file, and then resumes reading the C02B9A57
file. The assignment in the last line of the C02B9A57 file overrides any
assignments in the included files because later assignment takes precedence
over earlier assignment.

Including the User’s Settings in Remote Configuration Files

You can allow users to save their preferred settings from Change Setup
Parameters or Change Quick Setup in a file and include this file in the
terminal-specific configuration file.

Users can save their settings by simply clicking on Apply in the client window
provided that config-auto-saved-info is set to “user-changes.” The default file in
which their settings are saved is the name of the configuration file loaded
when the terminal booted plus a filename extension (.stp). For example, if the
configuration file loaded was called C02B9A57, the user’s settings are saved in
the file C02B9A57 stp.

For example, assume that the user of the terminal with the configuration file
described in the previous section has saved settings in the file C02B9A57.stp.
You can add another read statement to include the user’s file:

# Configuration file for IP address 192.9.200.23
#

read ncd_std

read mktg_specific

read CO2B9A57.stp

#

# Parameter specific to IP address 192.9.200.23
snmp-allow-reset = yes
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The user’s file is loaded after the files controlled by the system administrator.
This avoids the possible problem of a protect all command in a user’s file
restricting system administration set commands. In addition, the system
administration files can use the protect command to protect sensitive
parameters from user modification. For more information about protecting
parameters, see “Protecting Configuration Parameters” on page 6-32.

For any parameter settings made by this user to be overridden by
assignments in the two other included files, the other files would have to be
listed after the user’s files.

For more information about saving files from Change Setup Parameters and
Change Quick Setup, see “Configuring the Apply Command” on page 6-34.

Note Users can set and save preference settings using Change User
Preferences, and their settings can be loaded at session reset
using the ncdloadprefs(1) utility invoked from a startup file such
as an .xsession or Xsession file. For more information about
saving and loading user preferences, see the System
Administrator’s Guide.

Specifying Hosts for Loading Configuration Files

You can designate one or two hosts (called the primary and secondary initial
file servers) from which the terminal can download its configuration file.

Note If you do not designate initial file servers, the terminal attempts
to download a configuration file from the boot host (the host
from which the terminal downloaded its X server).

The terminal first attempts to download a configuration file from the primary
file server host. If that attempt fails, the terminal tries the secondary file server
host.

Terminals booted locally from a PCMCIA card can load configuration files
from the network if you designate a default file server host.

For information about designating initial file servers and a default file server
for a locally booted terminal, see Chapter 5, Configuring Network Services.
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Enabling Persistent Loading of the Configuration File

By default, the terminal displays error messages and continues to boot if it
cannot locate a configuration file to download. You can configure a terminal to

persist in trying to

load a configuration file; in that case, the terminal does not

boot until it reads a file successfully. This may be useful in certain
environments, including:

O Situations in which it is not acceptable for a user to have a different
environment from the environment specified in the configuration file.

O A heavily loaded network with many terminals booting at the same time.
Persistent loading ensures a file is downloaded in situations where the
download request might otherwise time out.

O Sites where it is necessary to allow time for the file server host to come on

line.

To configure a terminal to persist in attempting to load a configuration file, set
the config-persistent-loading parameter to “true” (Setup [0 Change Setup
Parameters [0 Configuration O Persistent Loading).

Table 6-4 config-persistent-loading Parameter

Possible Values |Result

default false

false The X server does not persist in trying to load a configuration
file after trying all the files in the specified download
sequence.

true The X server persists in trying to load a file, cycling through

the specified download sequence until a configuration file is
found.
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Using Optional Names for Configuration Files

Table 6-5 lists the remote configuration filenames and the order in which the
terminal tries to download these files. The table also indicates whether the
terminal tries to read the file by default or if the parameter must be enabled to
read the file.

The first five attempts listed in the table allow you to specify an individual file
for a terminal, while the sixth allows for a standard file that can be booted by
many terminals.

Table 6-5 Configuration Filenames and Download Sequence

Download . . Read
File Description Parameter Name by
Order
Default
1 Custom filename * config-custom-file No
(Setup O Change Setup Parameters [
Configuration [Initial Configuration File
section] 1 Custom File)
2 File named using the config-unit-name-file No
terminal’s hostname or (Setup O Change Setup Parameters [
domain name. Configuration [Initial Configuration File
For example, ncdu2l or section] I Try Unit Name as Filename)
ncdu2l.ncd.com. 2 - - -
config-add-domain-to-unit-name-as- No
filename 3 (Setup [0 Change Setup
Parameters [J Configuration [Initial
Configuration File section] [ Add
Domain to Name as Unit Filename)
3 File named using the config-unit-ethernet-address-file No
terminal’s Ethernet address. | (Setup J Change Setup Parameters [
For example, 0000a70040ac.? | Configuration [Initial Configuration File
section] L0 Try Unit Ethernet Address as
Filename)
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Table 6-5 Configuration Filenames and Download Sequence (Continued)

Download . . Read
File Description Parameter Name by
Order
Default
4 File named using the config-unit-ip-address-file Yes
terminal’s IP address, either | (Setup I Change Setup Parameters [
in hexadecimal notation or Configuration [Initial Configuration File
in decimal-dot-notation. section] L0 Try Unit IP Address as
For example, C02B994F or Filename)
192.40.150.4. : _ ; _
config-use-decimal-ip-address-notation- | No
as-filename ®
(Setup [0 Change Setup Parameters []
Configuration [Initial Configuration File
section] [0 Use Decimal IP Address as
Filename)
5 File named using the config-unit-ncdnet-address-file Yes
terminal’s DECnet address. | (Setup 0 Change Setup Parameters [
For example, 01_0079.dat Configuration [Initial Configuration File
for the DECnet area number | section] O Try Unit NCDnet Address as
and node 1.79. 4 Filename)
6 The generic filename, config-generic-file Yes
ncd_std. (Setup 1 Change Setup Parameters [
Configuration [Initial Configuration File
section] L0 Try Generic Filename)

should keep the filename as short as possible. See Chapter 11 for more information.

information on DNS, see Chapter 5.

This filename consumes space in the optional string area of NVRAM. As this space is limited, you

Using these filenames requires reverse name service, which is available only if you are using DNS. For

This parameter modifies the filename. To use the domain name, set both this parameter and config-unit-

name-file to “true.” To use the decimal-dot-address, set both this parameter and config-unit-ip-address-
file to “true.”

4 To use this filename, the terminal must be configured with an NCDnet (DECnet) address. If this file-

name is enabled, the terminal tries this name before trying the terminal IP address filename.
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To use optional configuration filenames:

1.

To create the file, use the methods described in “Using the Sample Config-
uration File” on page 6-17 or “Creating a File from the Setup Clients” on
page 6-18.

Make sure the file has the correct name, as listed in Table 6-5.

Set the relevant parameter to “true” so the file will be downloaded the
next time the terminal boots.

Suggested Uses for Configuration Filenames
Following are some suggested uses for the default and optional filenames:

O

O

Use a custom filename if the other choices are not appropriate in your
environment.

Use a file named for the IP address if you do not swap terminals between
locations or change IP addresses. Use the decimal version if you find it
inconvenient to work with hexadecimal addresses.

Use the Ethernet address filename if the configuration of the terminal
applies only to the terminal itself and not to the location where it is used.

Use the NCDnet address filename if the configuration applies to the
location and not the terminal and the terminal is on a DECnet network.

Use the generic filename if all terminals use the same settings or there are
only a few special situations.

Disabling Specific Configuration File Download Attempts

To disable a specific download attempt, set the relevant configuration
parameter from Table 6-5 to “false.” For example, to disable the attempt to
download the generic file use:

config-generic-file = false
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Specifying a Different Configuration File Directory

By default, the X server searches for configuration files in the directory
/usr/lib/X11/ncd/configs when the terminal is booted. You can specify a different
directory, which must be located on one of the initial file server hosts or the
boot host. The directory you specify becomes the default directory for saving
parameters to a file from Change Setup Parameters, Change Quick Setup, and
Change User Preferences.

As this parameter consumes space in the tagged string area of NVRAM, you
should keep the filename as short as possible. The tagged string area is
described in Chapter 11, Boot Monitor and NVRAM.

To direct the terminal to search a specified directory for configuration files, set
the config-unix-directory parameter to the absolute pathname of the directory
for all configuration files for this terminal (Setup 0 Change Setup Parameters
O Configuration [Initial Configuration File section] O UNIX Directory,
Change Quick Setup [0 Files 0 UNIX Config Directory). The configuration file
directory name can also be set in the Boot Monitor Setup menus.

Table 6-6 config-unix-directory Parameter

Possible Values |Results

default The terminal searches the /usr/lib/X11/ncd/configs directory
for configuration files.

pathname The terminal searches the specified directory for configuration
files.

The directory must be world-readable and can be world-writable.
Note The name /local is reserved for an optional local file system.

Consequently, you cannot use a a file system that starts with
/local for host-resident configuration files.
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Disabling All Remote Configuration File Downloads

NCD terminals are configured initially to download a configuration file. To
disable configuration file download, set the config-load-initial-file parameter to
“false” (Setup O Change Setup Parameters [0 Configuration [Initial
Configuration File section] O Load Initial File).

Table 6-7 config-load-initial-file Parameter

Possible Values |Result

default true
true The X server attempts to download a remote configuration file.
false The X server does not attempt to download a remote

configuration file.

The config-load-initial-file parameter is saved in NVRAM. If you want the new
value to take effect the next time the terminal boots, set the parameter
interactively (either through Change Setup Parameters or a TELNET
connection) and apply the new value.

Specifying the File for Loading Configuration Defaults

When you select Restore Defaults from the File menu in the Setup Parameters
or Quick Setup window, the default action of the terminal is to read the
parameter settings in the remote configuration file loaded by the terminal.
Using the config-default-file parameter, you can specify a different file for this
purpose (Setup O Change Setup Parameters [0 Configuration [
[Configuration Daemon Service section] Default File).

Table 6-8 config-default-file Parameter

Possible Values |Result

default The configuration file loaded by the terminal.

filename The pathname of the file to be used as the default file.
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Changing the Ports for Accessing Configuration Daemons

Access to the terminal’s Configuration and User Preferences daemons is
through the terminal’s TELNET and TCP ports. This section explains how to
change the default ports.

Changing Ports for Access to All Configuration Data

The default TELNET and TCP ports for accessing all configuration data
(including user preferences) are 5999 and 5979, respectively.

To change the TELNET port, use config-telnet-port (Setup [0 Change Setup
Parameters [1 Configuration 0 Telnet Port Number).

Table 6-9 config-telnet-port Parameter

Possible Values

Result

default

5999

port number

Access to all of the terminal’s configuration data is through the
TELNET port specified. Range: 1024 through 65535.

To change the TCP port, use config-tcp-port (Setup 0 Change Setup Parameters
O Configuration 00 TCP Port Number).

Table 6-10 config-tcp-port Parameter

Possible Values

Result

default

5979

port number

Access to all of the terminal’s configuration data is through the
TCP port specified. Range: 1024 through 65535.
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Changing Ports for Access to User Preferences Data Only

The default TELNET and TCP ports for accessing user preferences data only
are 5997 and 5977, respectively.

To change the TELNET port for the Preferences daemon, use config-pref-telnet-
port (Setup O Change Setup Parameters [0 Configuration [User Preferences
daemon section] O Telnet Port Number).

Table 6-11 config-pref-telnet-port Parameter

Possible Values Result

default 5997

port number Access to the terminal’s user preferences data is through the
TELNET port specified. Range: 1024 through 65535.

To change the TCP port for the Preferences daemon, use config-pref-tcp-port
(Setup O Change Setup Parameters [ Configuration [User Preferences
daemon section] J TCP Port Number).

Table 6-12 config-pref-tcp-port Parameter

Possible Values Result

default 5977

port number Access to the terminal’s user preferences data is through the
TCP port specified. Range: 1024 through 65535.

Terminal Configuration Methods 6-29




Setting Up Host-Based Access Control for Configuration Data

Setting Up Host-Based Access Control for Configuration
Data

This section describes how to control which hosts have remote interactive
access to a terminal’s Configuration and Preferences daemons. Excluding a
host from this form of access does not mean that the host cannot download
remote configuration files to the terminal; it only prevents remote access
through a TELNET connection or Change Setup Parameters, Change Quick
Setup, and Change User Preferences.

Host access control is turned off by default, allowing access to configuration
data from any host. You can allow access from a list of specified hosts or
prevent all access.

Allowing Access from Specified Hosts
To establish a list of hosts that have access to a terminal’s configuration data:

O Enable host access control by setting config-access-control-enabled to “true”
(Setup O Change Setup Parameters [ Access Control O [Configuration
Daemon section] Enable Config Access Control).

Table 6-13 config-access-control-enabled Parameter

Possible Values |Result

default false

false Requests from outside the terminal for access to the terminal’s
configuration data are not checked against the access control
list. A user from any host who possesses the proper password
may access the daemon.

true Requests from outside the terminal for access to configuration
data are checked against the access control list. Only users
from listed hosts may access the daemons.
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O List all of the hosts that have access in the config-access-control-list table
(Setup O Change Setup Parameters [ Access Control O [Configuration
Daemon section] Config Access Control List).

Table 6-14 config-access-control-list Table Entries

Entry Default Result
host nil If access control is turned on, no hosts are allowed to access the
terminal’s Configuration and User Preferences daemons remotely.
hostname or | A host granted permission to access the terminal’s Configuration and
IP_address User Preferences daemons remotely through a TELNET connection.
family tcpip This host has access through the TCP/IP protocol family.
ncdnet This host has access through the DECnet protocol family.

For example, to allow access from some hosts:

config-access-control-enabled = true
config-host-access-control-list = {
{eagle tcpip}
{peregrine ncdnet}
{ncdu21l tcpip}
{ncdu21 ncdnet}

}

Note that a host must have two entries if it is allowed access through both
the TCP/IP and DECnet protocol families.

You can now access the terminal’s Configuration and User Preferences
daemons remotely only from a host listed in the config-access-control-list table.

Preventing All Remote Access to the Terminal’s Configuration Data

If no hosts should have access to the terminal’s configuration data, set the
config-access-control-enabled parameter to “true” and make sure the config-
access-control-list table is empty, that is:

config-access-control-list = {}

The terminal’s Configuration and User Preferences daemons can now be
accessed only locally through Change Setup Parameters, Change Quick
Setup, and Change User Preferences.
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Protecting Configuration Parameters
The following parameter protection commands prevent display or
modification of configuration parameters:
O protect—prevents both display and modification
O get-protect—prevents display
O set-protect—prevents modification
Once protected, a parameter can be unprotected only by removing protection
and rebooting the terminal.

You can protect parameters in a remote configuration file or through a TELNET
connection.

You can use protection commands to protect certain parameters while
allowing users to change others. You can protect individual parameters, entire
groups, or all parameters.

All protected parameters are commented; that is, a pound sign (#) is inserted
in front of their names. If you try to display a parameter that is protected from
display, its value as shown as “<GET-PROTECTED>.” If you try to change a

parameter that is protected from modification, an error message is displayed.

Using the protect Command

The protect command prevents both display and modification of parameter
values. The protect command has three forms:

protect parameter Protects one or more specific parameters from display
and modification

protect group Protects one or more groups of parameters

protect all Protects all parameters

For example, the following command protects all parameters in the serial
group, ensuring that serial port configuration is not changed:

protect serial
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Using the get-protect Command
The get-protect command prevents display of parameter values. Parameters

protected with this command can be modified, but not displayed. The get-
protect command has three forms:
get-protect parameter  Protects one or more specific parameters from display

get-protect group Protects one or more groups of parameters

get-protect all Protects all parameters

Using the set-protect Command

The set-protect command prevents modification of parameter values.
Parameters protected with this command can be displayed, but not modified.
The set-protect command has three forms:

set-protect parameter  Protects one or more specific parameters from

modification
set-protect group Protects one or more groups of parameters
set-protect all Protects all parameters

Removing Parameter Protection

Once a parameter is protected, no one can modify (or display) it without
resetting the terminal or editing the configuration file. The method for
disabling parameter protection depends on whether the protect command was
written to a configuration file:

00 If you protected a parameter through a TELNET connection but did not
write the parameter to a file, log out and reboot the terminal. The
parameter is no longer protected.

O If you protected a parameter through TELNET and wrote it to a file or a
configuration file contains one of the protection commands, edit the
configuration file to remove the protection and reboot the terminal. The
parameter is no longer protected.
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Disabling the Configuration Ultilities or the Console

Disabling Change Setup Parameters and Change Quick Setup prevents
interactive access to the terminal’s Configuration and User Preferences
daemons through the Console. Disabling Change User Preferences prevents
all interactive access to the terminal’s Preferences daemon. Disabling the
Console prevents access to all clients through the Console.

To disable the Setup local clients, list them in the exec-disabled-commands
table, using their command names. The following example disables Change
Setup Parameters, Change Quick Setup, and Change User Preferences:

exec-disabled-commands = {

{setup }

{ pref}
{ quicksetup }}

In the Console menus, the names of disabled clients are dithered (displayed in
a shaded font).

To disable the Console, include it in the exec-disabled-command table.
exec-disabled-commands = {{ console }}

When disabled, the Console does not appear after booting or upon pressing
the Setup key or key combination.

Configuring the Apply Command

The configuration language apply command:

O Applies changes to the terminal’s current configuration
O Writes changes to NVRAM for parameters that are retained in NVRAM
O Writes changes to a file

The default filename is the name of the initial configuration file loaded by
the terminal plus the filename extension .stp (for example, C02B9A41.stp).

By default, the file is located in the /usr/lib/X11/ncd/configs directory.

The apply command can be used in interactive configuration through a
TELNET connection and in configuration files, although in configuration files
the apply command is automatic at end-of-file. When the user clicks on the
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Apply button in Change Setup Parameters, Change Quick Setup, or Change
User Preferences, an apply command is executed.

The extent of the information applied to the current configuration, and
written to NVRAM and the default file is configurable. By default, the
information written consists of the user changes. User changes are the current
contents of the .stp file (if any), plus any changes made during the session
through a TELNET connection or Change Setup Parameters, Change Quick
Setup, or Change User Preferences.

The following sections explain how to change the auto-save defaults.

Protocols for Auto-Save

If you are using TFTP for auto-save, the file must already exist before you
write to it and must be world-writable. You can create such a file by using the
touch(1) utility.

If you are using NFS for auto-save, the directory in which the file is saved
should have world-write permission. The auto-save file itself generally is
owned by nobody; that is, the terminal’s default identity.

Configuring Auto-Save to NVRAM

By default, changes are written to NVRAM after an apply command. To
prevent changes from being written to NVRAM when you use the apply
command, set the config-auto-save-nvram parameter to “false” (Setup [
Change Setup Parameters O Configuration [Configuration Daemon section]
[0 Auto Save NVRAM).

Table 6-15 config-auto-save-nvram Parameter

Possible Values Results
default true
true Changes made to parameters that are saved in NVRAM are

written to NVRAM after an apply command.

false Changes made to parameters that are saved in NVRAM are
not written to NVRAM after an apply command.
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The Remote Configuration Parameter Quick Reference shows which parameters
can be saved to NVRAM.

Configuring Auto-Save to a File

The following subsections explain how to disable auto-save to a file, change
the name of the auto-save file, and change the extent of the data saved to the
file.

Disabling Auto-Save

By default, changes are written to the .stp file or another specified file after an
apply command. To prevent changes from being written to a file when you use
the apply command, set the config-auto-save-file parameter to “false” (Setup [
Change Setup Parameters J Configuration [Configuration Daemon Section]

O Auto Save File).

Table 6-16 config-auto-save-file Parameter

Possible Values Result
default true
true Any changes made to the terminal’s configuration are saved

automatically to a file after an apply command.

false No changes made to the terminal’s configuration are saved
automatically to a file after an apply command.

Changing the Name of the Auto-Save File

The config-auto-save-file-name parameter controls the file to which changes are
written. You can specify a different filename from the default (the name of the
configuration file loaded plus the .stp extension).

The file is written to the default directory for configuration files. To change the
default directory, follow the directions in “Specifying a Different
Configuration File Directory” on page 6-26.

The file must be accessible through the file service table.
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To change the name of the auto-save file, specify the filename in the config-
auto-save-file-name parameter (Setup O Change Setup Parameters [
Configuration [Configuration Daemon Section] [ Auto Save File Name).

Table 6-17 config-auto-save-file-name Parameter

Possible Values Result

default The file named for the initial configuration file
downloaded by the terminal plus the .stp filename
extension.

filename Filename or pathname to which configuration data should
be written.

Specifying the Data to Save

The config-auto-saved-info parameter controls the extent of the information to
save (Setup [0 Change Setup Parameters [1 Configuration [Configuration
Daemon Section] O Auto Saved Info).

Table 6-18 config-auto-saved-info Parameter

Possible Values Result
default user-changes
user-changes Changes made to the terminal’s default configuration by

using Change Setup Parameters, Change Quick Setup,
Change User Preferences or a TELNET connection
(including the current contents of the auto-save file, if any)
are written to the auto-save file.

all-changes All changes made to the terminal’s default configuration
(including the current contents of the auto-save file and
the initial configuration file downloaded by the terminal)
are written to the auto-save file.

all-info All read/write configuration parameters are written to the
auto-save file.
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7 Bitmap Fonts and the Font Server

This chapter provides information about conventional bitmap font service
and font servers. The following topics are covered in this chapter:

O “Font Use Overview” on page 7-1

O “Alternative Methods of Changing the Current Font Path” on page 7-11
0 *“Setting the Default Font” on page 7-13

O *“Changing the Size of the Font Cache” on page 7-14

O “Renaming the Font Management Files” on page 7-15

O *“Specifying Font Path Aliases” on page 7-16

O “Displaying and Logging Font Diagnostic Messages” on page 7-17

O “Getting Font Information” on page 7-17

O “Font Server Issues” on page 7-19

Font Use Overview

The X server depends on downloading fonts from hosts to satisfy most client
font requests.

The X server locates fonts by searching the directories in its font path or
handing off requests to font servers in its font path.The default font path
directs the terminal to search the font directories supplied with the NCDware
distribution.

After locating the requested font, the X server displays the requested
characters in client windows.

Terminals also have built-in fonts to use with initial installation or to use with
clients in case downloaded fonts are not available, and terminals have a
default font for clients that do not request fonts.
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Font Access Sequence
An NCD terminal accesses fonts in the following order:

1. When the terminal is reset, it loads the built-in fonts and uses them for
initial displays.

2. When a client requests a font, the X server checks terminal memory to see
if the font is already in use by another client. If the font is in use, the X
server uses the font in memory for the new font request.

If the font is not in use, the X server checks its font cache to see if the font
was in use and was closed. A font is placed in the font cache after it is
closed by the last client using it. If the font is in the cache, the X server
retrieves it to satisfy the new font request.

If the font is not in use and not in the cache, the X server checks each
element (font directory or font server) in its font path.

3. If the requested font is being handled by a font server, the X server hands
off the font request to the font server. The font server creates a bitmap in
the desired point size and resolution and returns it to the X server.

If the font is not being handled by a font server, the X server directly opens
the font file and reads it over the network into terminal memory.

4. When the X server obtains a font, either through direct file access or from a
font server, it displays the characters requested by the client on the screen.

5. If the server does not find the font requested by the client, the X server
returns an error message to the client. Usually, the client requests another
font. If not, you can arrange to provide another font through font aliasing.

Font Names

In the X Window System, fonts are named using the XLFD (X Logical Font
Description) conventions. XLFD names supply information about the
developer of the font, the font family, and various characteristics of the font,
including size, weight, and dots per inch.

An XLFD name consists of 14 fields separated by hyphens. The fields in the
following example font name are described in Table 7-1:

-adobe-courier-medium-r-normal--8-80-100-100-m-50-iso8859-1
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Table 7-1 XLFD Field Descriptions

Field Name Example Description

Foundry adobe Developer of the font, also called the foundry.

Family courier The font family, such as Courier, Helvetica, or Times.

Weight medium Weight, usually bold or medium.

Slant r Slant (i for italic, o or oblique, r for roman, ri for reverse italic, and ot
for other).

Set-width normal Width of the characters: condensed, semi-condensed, narrow,
normal, or double-wide.

Style (not Additional information to identify a font: i for informal, r for roman,

used) serif for serif, and sans for sans serif. This field is rarely used; two
hyphens are used as a place holder.

Pixel size 8 Height of the characters in pixels; a zero in this field means the font
is a scalable font.

Point size 80 Height of the font in tenths of a point (decipoints); a zero in this field
means the font is scalable.

Horizontal 100 Horizontal resolution in dpi (dots per inch); a zero in this field

dpi indicates a scalable font.

Vertical dpi 100 Vertical resolution in dpi (dots per inch); a zero in this field indicates
a scalable font.

Spacing m Convention for placing characters next to each other, such as m for
monospaced, p for proportional, and c for character-cell
monospaced.

Average 50 Average width in tenths of a pixel; a zero in this field indicates a

width scalable font.

Charset is08859 The organization or standard registering the character set, usually

registry 1SO 8859.

Charset 1 The actual character set. is08859-1 is ISO Latin-1, an ASCII character

encoding set that includes special European characters.
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Wildcards in Font Names

Any field in a font specification can be replaced by a wildcard, which is a
special character that allows any font to match the property represented by a
wildcard:

O The asterisk (*) wildcard replaces an entire field.

O The question mark wildcard (?) replaces any single character.
For example, the font name:

matches these fonts:

-misc-fixed-bold-r-normal--13-120-75-75-c-70-is08859-1
-misc-fixed-bold-r-normal--13-120-75-75-c-80-is08859-1

When searching for a font, the X server uses the first font it finds that meets all
the criteria specified in the font name. If you use wildcards instead of
specifying all properties, the X server uses the first font that matches the
properties you specify.

Wildcards provide flexibility because a usable font can be substituted if the
intended font is not found. A complete font name specification with no
wildcards may cause a client to fail if the X server cannot find the font that
exactly matches the specification.

Bitmap and Outline Font Naming

Bitmap font names differ from outline (scalable) font names in the amount of
information specified. A bitmap font name has data in all fields. An outline
font name has 0s (zeros) in all of the size fields: the size of the characters in
pixels, the size in tenths of points, horizontal resolution, vertical resolution,
and average width. Outline font names look similar to the following:

-*-courier-*-*-*--0-0-0-0-m-0-*-*

Specifying Fonts for Clients

You can specify fonts for a client as X resources or in the client’s command
line, with the -fn option. When specifying a font you must use the XLFD font
name, with or without wildcards. The following examples show font
specifications in a resource setting and in a command line:

xterm*boldfont: -adobe-courier-bold-r-normal--20-140-100-100-m-110-iso8859-1
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% xterm -fn -adobe-courier-bold-r-normal--20-140-100-100-m-110-iso8859-1

If you are using a font name with asterisks in a command line, the font name
must be surrounded by single quotes to prevent the UNIX shell from
interpreting the asterisks. For example:

For outline fonts, you must provide a well-formed font name in the font
specification. A well-formed font name contains all 14 hyphens specified in
the XLFD convention. Wildcards are permitted for any field. For example, this
is not a well-formed name because it does not contain all 14 hyphens:

-*-helvetica-bold-o-*-*-*-120-*
This is a well-formed name:

-*-courier-*-*-*--0-0-0-0-m-0-*-*

Obtaining Fonts

The NCDware distribution includes the full set of fonts in the MIT X Window
System distribution plus several outline fonts. If you installed fonts when you
ran ncdinstall, you should have some or all of the following fonts installed:

O Fonts rendered for both 75- and 100-dpi (dots per inch) monitors

O Miscellaneous fonts

[0 DECwindows fonts

[0 Java and NCD Mosaic Browser fonts

You can obtain X fonts from vendors of the X Window System, from font
vendors, and from the public domain. In addition, your host computers may
already have fonts installed on them. Fonts must be in a format that the
terminal can use. (See “Font Formats” on page 7-7.)

The NCDware distribution also includes outline, or scalable, fonts. For
information about outline fonts, see “Usable Font Formats with a Font Server”
on page 7-20.
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Font Download Methods

Fonts can be accessed from the network by using the file service and network
protocols or by using one more font servers. If you are accessing fonts through
the file service, you can use the following network protocols:

O TFTP (Trivial File Transfer Protocol), the default method
O NFS (Network File Service), usually faster than TFTP
0 DAP (Data Access Protocol), used in DECnet networks only

By default, an NCD terminal searches for fonts on the boot host (the host from
which the X server is downloaded). If you have set up initial file server hosts,
the terminal also searches for fonts on the initial file servers.

Considerations in Using Downloaded Fonts

Font files require a lot of disk space, so make sure you install only the fonts
you need. Fonts in the NCDware distribution may be duplicates of fonts
already installed on network hosts.

Fonts can be installed on any computer on the network, and the fonts used by
a given terminal can be distributed on several hosts.

The font path uses terminal memory so you should include in the font path
only the directories required by clients you are running.

Problems with Client Font Requests

When a client requests a font that the X server cannot find, an error response is
sent to the client. Usually, clients continue to run, using the X server’s default
font. Occasionally, a client crashes when requested fonts are not available.

Problems with client font requests can be overcome by changing the font path,
using font aliasing, using X resources to change the fonts requested by the
client, using wildcards in font requests, or installing the fonts needed by the
client.

The Font Path

A terminal’s font path is made up of two types of elements: font directories
and font servers. An NCD terminal attempts to access only fonts represented
by elements in its font path. The X server searches the font directories (and
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font servers) in the order in which they are listed in the font path and uses the
first match it finds.

Fonts are usually stored in subdirectories of the /usr/lib/X11/ncd/fonts
directory. The default font path for NCD terminals assumes all fonts are
located in subdirectories of this directory.

Font Formats

The format of a font is revealed by its filename extension. The font formats a
terminal can use depend on whether the terminal is using a host-based font
server. For information about fonts you can use with the NCD font server, see
“Usable Font Formats with a Font Server” on page 7-20.

Without a font server, NCD terminals use only bitmap fonts. NCD terminals
use the bitmap formats listed in Table 7-2, in either uncompressed or
compressed format.

Table 7-2 Usable Font Formats without a Font Server

Font Format

Filename

Description Extension

PCF (Portable Compiled Font) | The standard format for X11R5 and the format of .pcf

fonts in the NCDware distribution. PCF files may
be shared among machines with different
architectures.

SNF (Server Normal Font) A server-dependent format. NCD X servers can .snf

still read the SNF fonts supplied on previous
NCDware distributions.

DWF (DECWindows Format) | NCD terminals can read these fonts from VMS dwf

hosts.

Bitmap fonts are often distributed in BDF (Bitmap Distribution Format), the
format used to exchange fonts between systems. BDF fonts are stored as ASCII
text. If you are not using a font server, you must convert BDF fonts to a binary
format, such as PCF or SNF, before the terminal can use them. A utility for
converting BDF to PCF is included in the NCDware distribution. For
information about conversion from BDF format, see “NCD Font Management
Utilities” on page 7-10.
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Font Directories and Files

Fonts are organized into font directories. Font directories contain font files and
font management files. Font management files are used to locate font files.

Font Directories

Table 7-3 lists the bitmap font directories on the NCDware distribution and
describes the fonts in each directory. When using TFTP to access fonts, font
directories must be world-executable. When using NFS, permissions may
differ. For more information about using TFTP and NFS, see Chapter 5,
Configuring Network Services.

Table 7-3 Bitmap Font Directories

Font Directory |Contents

pcf/100dpi Fonts for 100-dpi terminals
pcf/75dpi Fonts for 85-dpi and 75-dpi terminals
pcf/Xol Fonts from AT&T for OPEN LOOK clients

pcf/dw100dpi Fonts for DECwindows applications on 100-dpi terminals

pcf/dw75dpi Fonts for DECwindows applications on 85-dpi and 75-dpi terminals
pcf/misc Miscellaneous fonts

pcfllava Fonts for Java

PEX Fonts for PEX !

1 PEX fonts are in a special PEX format.

Font Files

Font files are compiled in a specific format and must be world-readable. The
name of a font file usually indicates the font family, weight, and size of the
font and the font format. Font files supplied by NCD are compressed using 12-
bit compression. If you add compressed font files, you must use 12-bit
compression.
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200

courBOO08.snf
courBO10.snf
courBO12.snf
courBO14.snf
courBO18.snf
courBO24.snf

Font Management Files
Font management files enable the X server to locate font files.

The fonts.dir File

Each font directory contains a font directory management file called fonts.dir,
which contains an entry for each font file in the directory. A fonts.dir file is
required in every font directory for the X server to access any fonts in the
directory. When searching for a font, the X server reads the fonts.dir files in the
directories in the terminal’s font path to find out where fonts are located. An
example fonts.dir file follows.

-adobe-courier-bold-o-normal--11-80-100-100-m-60-is08859-1
-adobe-courier-bold-o-normal--14-100-100-100-m-90-is08859-1
-adobe-courier-bold-o-normal--17-120-100-100-m-100-is08859-1
-adobe-courier-bold-o-normal--20-140-100-100-m-110-is08859-1
-adobe-courier-bold-o-normal--25-180-100-100-m-150-is08859-1
-adobe-courier-bold-o-normal--34-240-100-100-m-200-is08859-1

The first line in the file lists how many bitmap fonts or outline fonts are
described by the file. The rest of the file lists the filenames and XLFD names for
all the files in the directory. The .snf filename extension shows the format in
which the font is stored. For more information about font formats, see “Font
Formats™” on page 7-7.

The font directory management files in bitmap font directories are not
designed to be edited by hand. Use the ncdmkfontdir(1) utility. Font
management utilities are included on the NCDware distribution; their use is
described in “NCD Font Management Utilities” on page 7-10.

The fonts.alias File

Applications sometimes request unavailable fonts. As a result, the application
might use undesirable default fonts, crash, refuse to run, or run poorly. To
avoid such problems, you can instruct the server to substitute a different font
for the one requested by creating an entry in the font alias management file,
called fonts.alias, in the font directory where the substitute font resides.
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Entries in the font alias management file consist of the name used by the
application in the font request and the XLFD description of the substitute font.
A portion of an example fonts.alias file follows.

lucidasans-8 -b&h-lucida-medium-r-normal-sans-11-80-100-100-p-63-is08859-1
lucidasans-10 -b&h-lucida-medium-r-normal-sans-14-100-100-100-p-80-is08859-1
lucidasans-12 -b&h-lucida-medium-r-normal-sans-17-120-100-100-p-96-is08859-1
lucidasans-14 -b&h-lucida-medium-r-normal-sans-20-140-100-100-p-114-is08859-1
lucidasans-18 -b&h-lucida-medium-r-normal-sans-25-180-100-100-p-142-is08859-1
lucidasans-24 -b&h-lucida-medium-r-normal-sans-34-240-100-100-p-191-is08859-1
fixed -misc-fixed-medium-r-semicondensed--13-120-100-100-c-60-is08859-1
variable -*-helvetica-bold-r-normal-*-*-120-*-*-*-*-*_*

5x8 -misc-fixed-medium-r-normal--8-80-100-100-50-is08859-1

6x9 -misc-fixed-medium-r-normal--9-90-100-100-c-50-is08859-1

6x10 -misc-fixed-medium-r-normal--10-100-100-100-c-50-is08859-1

6x13bold -misc-fixed-bold-r-semicondensed--13-120-100-100-c-50-is08859-1

The first font specification on a line is the unavailable font, and the second is
the substitute font. When both font names are too long for one line, the line
automatically wraps to the next line.

As illustrated in the example file, you can specify a variety of font names,
including names that were used with Releases 1 and 2 of the X11 server (the
last six entries).

NCD Font Management Utilities
The following font utilities are installed by ncdinstall in /usr/bin/X11:

O ncdbdftopcf—Converts fonts from BDF to PCF. For syntax and usage, see
the ncdbdftopcf (1) man page.

O ncdmkfontdir—Creates a fonts.dir file from a directory of font files. For
syntax and usage see the ncdmkfontdir (1) man page.
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Built-In Fonts Summary
HMX series and Explora series terminals have the following built-in fonts;

10x20.snf
6x10.snf
6x13.snf
8x13.snf
9x15.snf
cursor.snf
helvB10.snf
helvB12.snf
term14.snf

If the terminal is licensed for PEX, the roman.phont and roman_m.phont built-in
fonts are also available.

Alternative Methods of Changing the Current Font Path

The NCDware System Administrator’s Guide for Unix Systems describes using
the pref-font-path parameter in a remote configuration file or the Console
(Setup O Change User Preferences 0 Fonts [0 Current Font Path) to set the
current font path. This section describes two additional methods.

Changing the Current Font Path—Using TELNET

You can modify the current font path through TELNET terminal emulation or
using TELNET from a host. You can modify the font path of the terminal you
are using or a remote terminal.

This method requires the User Preferences daemon read/write password or
the Configuration daemon read/write password.

Complete the following steps to modify the current font path using TELNET:

1. Start a TELNET session using one of the following methods:
— Start the NCD Terminal Emulator (Terminals O New Telnet).

In the Host field of the Terminal Emulator window, type the name (or
IP address) of the terminal to be configured and the port (5997 is the
User Preferences daemon port number and 5999 is the Configuration
daemon port number):

ncdul0 5997
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ncdul0 5999
Click on OK
— On a host computer, type a TELNET command similar to the following

(5997 is the User Preferences daemon port number, and 5999 is the
Configuration daemon port number):
% telnet ncdul0 5997
% telnet ncdul0 5999
After the Password: prompt, enter the read/write password for the
relevant daemon.
After the TELNET prompt (>), enter the command to modify the pref-font-
path parameter (not saved in NVRAM). For example:
> pref-font-path = {
{ built-ins }
{ tcp/mohawk:7000 }

Table 7-4 pref-font-path Parameter

Table Entry

Possible Values Results

font-path-entry

default The same as the font path defined in the xserver-default-
font-path table.

font path A specified font path that may include font servers as well
as font directories and built-in fonts.

Enter the apply command to put the new current font path into effect:

> apply

Enter a quit command to exit from the Terminal Emulator or the TELNET
application:

> quit
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Changing the Current Font Path—Using the xset Client

To modify the current font path using the xset client, enter one of the
following commands:

Table 7-5 Setting the Current Font Path— xset Commands

Command Result

xset +fp  directory Prefixes directory to the font path
xset fp+  directory Appends directory to the font path
xset -fp directory Deletes directory from the font path

Setting the Default Font

If a client does not request any fonts, the X server uses its default font. If you
do not explicitly set the default font, the X server uses the 10x20 built-in font
for HMX series and Explora series terminals.

To change the default font, specify the font name in the xserver-default-font
parameter (Setup O Change Setup Parameters 0 Fonts [0 Default Font).

Table 7-6 xserver-default-font Parameter

Possible Values Result
default 10x20
font name Name of the default font.
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Changing the Size of the Font Cache

Instead of downloading a font each time it is requested by a client, the X
server attempts to temporarily store the font in the portion of memory called
the font cache. Font caching improves the performance of clients that use large
numbers of fonts.

After a font is closed by the last client using it, the font is added to the font
cache instead of being freed. When the font is requested again, it is taken from
the cache instead of being read from a host.

The font cache is flushed when the X server is reset and when the font path is
changed. When the font cache is full, the oldest resident font is replaced with
the latest font being inserted into the cache. If the server runs low on memory,
it will start reclaiming memory from the cache.

To change the size of the font cache, specify the size (in bytes) in the xserver-
font-cache-max-size parameter (Setup [0 Change Setup Parameters [0 Fonts [
Font Cache Maximum Size). The new font cache size takes effect immediately
after an apply command is entered.

Table 7-7 xserver-font-cache-max-size Parameter

Possible Values |Result

default 100000

integer Up to the specified number of bytes are used for caching fonts.
Range: 0 - 4294967295.
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Renaming the Font Management Files

To change the name of the fonts.dir file, use the xserver-font-directory-file-name
parameter to specify the new filename, then rename or copy the fonts.dir file
to the desired name (Setup O Change Setup Parameters [0 Fonts O Font
Directory File Name).

Table 7-8 xserver-font-directory-file-name Parameter

Possible Values |Result

default fonts.dir

filename The X server uses the specified filename when attempting to
locate the font directory management file.

To change the name of the fonts.alias file, use the xserver-font-alias-file-name
parameter to specify the new filename, then rename or copy the fonts.alias file
to the desired name (Setup 0 Change Setup Parameters [0 Fonts [0 Font
Alias File Name).

Table 7-9 xserver-font-alias-file-name Parameter

Possible Values |Result

default fonts.alias

filename The X server uses the specified filename when attempting to
locate the font alias management file.
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Specifying Font Path Aliases

You can use font path aliases to create simple names for complex font
directory names or font server specifications. You can use such names, for
example, in the configuration parameters used to set the font path. To create
font aliases, enter the aliases and font directory names or font server
specifications into the xserver-font-path-alias-table (Setup [ Change Setup
Parameters [0 Fonts O Font Name Table).

If you use font path aliases in a remote configuration file, define the aliases
and include an apply command before defining the font path.

Table 7-10 xserver-font-path-alias-table Parameter

Table Entry Possible Values

Result

font-path-alias | alias

The alias to be mapped to a font directory or a font server
specification.

font-path-value | directory or
font server

Font directory name or font server specification.

The following is an example font alias table:

xserver-font-path-alias-table = {
{ misc /usr/lib/X11/fonts/misc }
{ xview /usr/lib/X11/fonts/xview }
{ 75dpi /usr/lib/X11/ncd/fonts/75dpi }
{100dpi /usr/lib/X11/ncd/fonts/100dpi }
{ falcon-fonts tcp/falcon:7000 }

}
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Displaying and Logging Font Diagnostic Messages
Font diagnostic messages report all font actions that require file system or

network access. By default, these messages are not displayed in the Console
Messages area or logged to the diagnostics log file.

There is no default diagnostics log file. You must set up the file before any
messages can be logged. For more information about setting up a diagnostics
log file, see Chapter 18, X Server Messages.

To display (and log) font diagnostic messages, set the pref-font-extended-
diagnostics parameter to “true” (Setup 00 Change User Preferences 0 Fonts [
Show Extended Font Diagnostics).

Table 7-11 pref-font-extended-diagnostics Parameter

Possible Values |Result

default false

false Font diagnostic messages are not reported in the Console
Messages hide box or logged to a diagnostics log file.

true Font diagnostic messages are reported in the Console

Messages hide box and logged to a diagnostics log file, if you
have set up such a file.

Getting Font Information

The following X clients, available in the public domain, display information
about the font path and fonts:

0 xset(1)—displays information about the current font path
O xIsfonts(1)—lists the fonts known to the X server

O xfd(1)—displays the characters in a font

O xfontsel(1)—displays samples of a font
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Viewing the Font Path—xset
The xset command displays the font path and other current server settings.

# xsetq

Font Path:
built-ins,/usr/lib/X11/ncd/fonts/pcf/misc/,/usr/
lib/X11/ncd/fonts/pcf/dw100dpi/,/usr/lib/X11/ncd/
fonts/pcf/100dpi/,/usr/lib/X11/ncd/fonts/pcf/dw75dpi/,
Jusr/lib/X11/ncd/fonts/pcf/75dpi/

Listing the Available Fonts—xIsfonts

The xIsfonts(1) command lists the fonts currently available to the X server. It
has many options for narrowing the search, but its basic form lists the names
of all fonts known to the X server:

# xlIsfonts

When run with the argument -fn pattern, xIsfonts lists only fonts that match
pattern. The pattern may include the wildcard characters * (matches any
sequence of characters) and ? (matches any single character). Quote these
characters to prevent the shell from expanding them. For example, the
following command lists all fonts with names that include the word helvetica:

# xlsfonts -fn *helvetica*’

Displaying the Characters in a Font—xfd
The xfd(1) command displays all the characters in a font; its basic syntax is:

xfd -fn  font_name

For example, the following command displays all the characters in the 6x13
font:

% xfd -fn 6x13

The font specification can include wildcard characters as shown in the
example above for xlIsfonts.
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Displaying Samples of a Font and XLFD Names—xfontsel

The xfontsel(1) client displays the fonts known to the X server, allows you to
examine samples of a font, and shows the XLFD name for a font. The
command’s basic syntax is:

xfontsel -pattern font_specification

The font specification may include wildcard characters. For example, the
following command displays a window in which you can select samples of
various bold fonts:

% xfontsel -pattern “*bold*’

Font Server Issues
This section describes font server usage:

[0 Font server overview

O Font server configuration issues

00 Terminal configuration parameters for font server use

[0 Utilities for displaying information about the font server and outline fonts

The NCD font server is host-based software that provides fonts to X servers.
The font server provides access to more fonts than the X server and decreases
the time it takes the X server to display fonts.

The font server was designed at NCD for the X Consortium to simplify font
management and to support use of scalable outline fonts. The NCD font server
adds functionality to the X Consortium’s Sample Implementation and
includes enhancements for X11R6.

How the Font Server Accesses Fonts

When an application requests a font, the X server examines its font path to
determine where it should look for the font. When the font server is included
in the X server’s font path, the X server sends the request to the font server. If
the font needs scaling, the font server applies the appropriate scaling
algorithm and sends the scaled bitmap to the X server.

Using a font server allows the X server to perform other operations while the
font server locates, parses, and scales fonts, and then returns the requested
bitmaps to the X server. When the X server receives the requested font, it loads
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the font into its internal database, making the font available to the client. To
the X server, the font server is simply an element in its font path. (See Figure
7-1)

Font Server

X Server Font Server

Font Server
- > Speedo

Outline Fonts

BDF
PCF L

S\ |

Bitmap Fonts

Figure 7-1 Font Server Architecture

The font server can be configured to forward requests that it cannot fulfill to
an alternate font server. Such daisy-chained font servers are useful for load
sharing and to widen the range of font sources. The font server includes a
security feature for limiting the X servers permitted to access fonts.

Usable Font Formats with a Font Server
With a font server, NCD terminals can use the following fonts:

0 Outline fonts:
— IBM Type 1 (Adobe)
— Bitstream Speedo

0 Bitmap fonts:
— NCD SNF (Server Normal Format)
— PCF (Portable Compiled Format)
— BDF (Bitmap Distribution Format)
— DWF (DECwindows Format)
— HP SNF (Hewlett-Packard SNF)
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— IBM SNF (International Business Machine SNF)
— DEC SNF (Digital Equipment Corp. SNF)

— SCO SNF (Santa Cruz Operation SNF)

— Sun SNF (not OpenWindows FB fonts)

Bitstream Speedo outline and 1BM Type 1 (Adobe) outline formats describe
fonts as mathematical algorithms rather than as individual pixels.
Consequently, they can be resized by applying the same algorithm on a
different scale. The resulting font display is smooth, regardless of point size or
resolution.

Outline fonts are in the /usr/lib/X11/ncd/fonts/Speedo and
/usr/lib/X11/ncd/fonts/Typel directories.

Although the ability to use various SNF formats is part of the NCD font server,
using SNF font formats from HP, IBM, SCO, and DEC is not part of the X
Consortium’s Sample Implementation.

The font server can read either compressed or uncompressed font files.

Font Server Configuration Issues

The basic procedures for configuring and starting the font server are
described in the NCDware System Administrator’s Guide.

This section provides more information about some of the font server
configuration parameters and includes a sample font server configuration file.

Network Considerations

By distributing NCD font servers on different hosts on the network, system
administrators can ensure reliable access to fonts and decrease dependence on
any single host. In the font server configuration file, the alternate-servers
parameter specifies alternate font servers to be tried if the connection to the
current font server is lost.

Host Considerations

The following aspects of configuration on the host are addressed in the font
server configuration file.
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Font Access

The font server must be installed on each host from which fonts are to be
accessed and the fonts must be in a format that the font server can read (see
“Usable Font Formats with a Font Server’” on page 7-20).

For the font server to access the fonts, the font directories must be listed in the
font server configuration file under the catalogue parameter. The font server
accesses the font directories in the order in which they are listed in this
parameter.

Host Load

Two font server configuration parameters control the load on each font server
and specify how the font server responds to occurrences of imminent
overloading. The client-limit parameter specifies how many clients can access
the font server concurrently before it refuses access. The clone-self parameter
specifies whether the font server can clone itself, thereby spreading the load
over more than one process, when it reaches the limit specified in client-limit.

The font server uses a cache to store recently requested fonts. Use of a cache
decreases the time needed to access and display fonts. Fonts held in cache are
available immediately for use; they do not have to be read from a file or
rescaled. The size of the cache used depends on the memory available on the
host and is specified (in bytes) using the font server configuration parameter
cache-size.

Client Connection

On TCP/IP networks, the system administrator or system manager also
specifies the TCP port number on which the font server listens for client (X
server and host) connections. The font server parameter port specifies the port
number.

Security

Client access to the font server can be controlled by using a font server
parameter called trusted-clients. By default, the font server allows any client (X
server or host) to connect to it and access fonts. Listing names of clients under
the font server trusted-clients parameter limits font server access to only those
clients.
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Default Font Specifications

Two font server configuration parameters set defaults for cases in which the
point size or resolution (dpi) are not specified. A default point size is set in
tenths of a point (sometimes called decipoints) in the default-point-size
parameter. Supported default resolutions are listed under the default-
resolutions parameter.

Error Logging

To assist in troubleshooting, you can specify a method for logging errors
using two font server configuration parameters. The error-method parameter
specifies a method of error logging. The permitted methods are:

O Using standard error reporting practices (stderr)

[0 Logging to a named file (the font server parameter error-file, described
later, specifies the name of a file to which error messages should be
logged)

O Using UNIX syslog (3)

O No logging

The error-file parameter specifies a name of a file for logging error messages
when the error handling method (specified using error-method) is set to “file.”

Example NCD Font Server Configuration File

Font server configuration data is stored in a font server configuration file
called config in the directory /usr/lib/X11/ncd/fs. All of the parameters that
make up the font server configuration file are described in the NCDware
System Administrator’s Guide for UNIX Systems.

The following sample font server configuration file includes values for every
font server parameter. The NCDware distribution also contains a sample font
server configuration file.

# Sample Font Server Configuration File/UNIX Hosts

# The size in bytes of the font server cache.
cache-size = 2000000

# Directories searched for fonts. The first is an SNF font. The second is a

# set of Speedo outlines, the third is a set of misc bitmaps and the last is a
# set of 100dpi bitmaps.
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catalogue = ibm:/usr/lib/X11/ncd/fonts/aix/100dpi,
{usr/lib/fonts/speedo,
fusr/lib/X11/ncd/fonts/misc,
{usr/lib/X11/ncd/fonts/100dpi/

# Names of alternate font servers for clients to use.
alternate-servers = tcp/green:7001,tcp/green: 7002

# Allow a maximum of 10 clients to connect to this font server.
client-limit = 10

# When this font server reaches its client limit, start up a new one.
clone-self = on

# The default point size to be used when a font name does not specify point
# size. The unit of measurement is decipoints.
default-point-size = 120

# The default resolutions to be used when a font name does not specify
# resolution. The resolutions specified are 100 x 100 and 75 x 75
default-resolutions = 100,100,75, 75

# The file to be used for logging errors when “file” is specified.
error-file = /var/log/fs

# The method of error logging to be used. Possible values are none, file,
# syslog, opcom, and off.

error-method = file

# The port number on which the font server listens for connections.
port = 7001

# The font server should not scale bitmaps.
scaled-bitmaps = false

# The SNF format is read as NCD SNF (msb, msb, 4, 4).
snf-format = msbh,msb,4,4

# The clients from which the font server accepts connections.
trusted-clients = green, expo.lcs.mit.edu, focus16
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Configuring Font Server Timeouts

The parameters xserver-fontserver-open-timeout and xserver-fontserver-reopen-
timeout control how long the terminal tries to contact a font server (Setup [
Change Setup Parameters [1 Fonts [Font Server section] 0 Open Timeout,
Reopen Timeout).

Table 7-12 xserver-fontserver-open-timeout Parameter

Possible Values |Result

default 30

30 The terminal tries to connect to a font server for 30 seconds
before failing.

integer How long (in seconds) that the terminal tries to connect to a
font server before failing. Range: 0 - 100.

Table 7-13 xserver-fontserver-reopen-timeout Parameter

Possible Values |Result

default 10

10 After a font server fails, the terminal tries for 10 seconds to
reopen it before timing out.

integer How long (seconds) the terminal attempts to reopen a font
server after a failure before timing out. Range: 0 - 100.

The xserver-fontserver-read-timeout and xserver-fontserver-retry-attempts
parameters control how long the font server tries to obtain fonts (Setup [
Change Setup Parameters J Fonts [Font Server section] [ Read Timeout,
Reconnect attempts before failure).
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Table 7-14 xserver-fontserver-read-timeout Parameter

Possible Values |Result

default 20

20 The terminal waits 20 seconds to obtain a font from a font
server before failing.

integer How long (in seconds) the terminal waits to obtain a font from
a font server before failing. Range: 0 - 100.

Table 7-15 xserver-fontserver-retry-attempts Parameter

Possible Values |Result

default 5

5 The terminal makes five attempts to obtain a font from a font
server before giving up.

integer How many attempts the terminal makes to obtain a font from
a font server before giving up. Range: 0 - 25.

Getting Information about the Font Server

The ncdfsinfo font server information utility displays information about the
font server, including the name of the host and the font server version
number, the maximum request size in longwords and bytes, the number and
names of catalogues, the number and names of alternate servers, and the
number of extensions.

The ncdfsinfo utility syntax is:

ncdfsinfo [-server font-server |
If you use the -server flag, use the syntax tcp/ host:port for font-server, where
host is the network name or IP address of the host on which the font server

resides and port is the TCP port on which the font server listens for
connections.
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You must set the FONTSERVER environment variable to specify the default
font server in use for the ncdfsinfo utility. Use the syntax described in the
preceding paragraph for the font-server variable to define the FONTSERVER
variable.

For more information about ncdfsinfo, see the ncdfsinfo man page.

Getting Information about Fonts from the Font Server

The ncdfslsfonts font information utility lists the fonts available on the font
server. You can request a subset of the available fonts by defining a pattern for
the utility to match. Additional options specify the name of the font server
you wish to query, the level of detail you want in the listing, and the format of
the output.

The syntax of the ncdfslsfonts utility is:

ncdfsisfonts [-options . . .] [-fn pattern ]

In specifying a subset of fonts, you can use the * wildcard character to match
any sequence of characters (or none) and ? to match a single occurrence of any
character. You must put quotation marks around the wildcard characters to

prevent them from being expanded by the shell. For detailed information
about ncdfslsfonts, see the ncdfslsfonts man page.

Displaying Font Server Fonts
Two NCD utilities provide ways to examine font server fonts.

The ncdshowfont utility reports information about a font and displays a
representation of each character in the font. When specifying a font, you can
use the asterisk (*) and question mark (?) as wildcard characters. The asterisk
matches any sequence of characters; the question mark matches any single
character. The wildcard characters must be enclosed in double quote marks.

The syntax for ncdshowfont is:
ncdshowfont [- options][ -fn font]

where options are any of the options listed in the ncdshowfont man page, and
font is the XLFD name of the font you want to examine.
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The ncdfstobdf utility reads a font from a font server and displays the contents
of the font file in BDF format. This allows you to recreate a font and is useful
when testing servers, debugging font metrics, and reproducing lost BDF fonts.

The syntax for ncdfstobdf is:
ncdfstobdf -fn font [ -server  font_server]

where font is the XLFD name of the font you want to display, and font_server is
the host on which the font server resides and the TCP port on which the font
server listens for connections. Specify font_server as tcp/ host: port.
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8 Login and X Session Management

This chapter describes the X Display Manager (XDM), which supplies login
and session management services.

The following topics are covered in this chapter:

O “XDM Default Actions” on page 8-2

O “XDM Overview” on page 8-3

O *“Configuring XDM Hosts” on page 8-5

0 “Starting XDM Manually” on page 8-15

O “XDM Access Control” on page 8-15

0 “Configuring Terminals for XDM” on page 8-17
0 *“Using XDM—X11R3 Version” on page 8-19

The NCDware System Administrator’s Guide for UNIX Systems describes the
basic usage and configuration of XDM.

The NCD Display Manager is described in the System Administrator’s Guide.
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XDM Default Actions

Table 8-1 lists the default XDM actions, the alternatives, and references for
more information.

Table 8-1 Summary of XDM Defaults and Alternatives

Default Alternative References

After booting, the terminal Use direct queries to one | System Administrator’s Guide
broadcasts an XDM query or more hosts or use
to the network. indirect queries.

The terminal displays a Disable the login chooser. | System Administrator’s Guide

login banner for the user to
log into the boot host if you
use ncdinstall. If you do not

Disable indirect or System Administrator’s Guide
broadcast queries.

use ncdinstall, a Login Configure the terminal to | System Administrator’s Guide
Chooser is displayed, send direct or indirect
offering the hosts that queries.
responded to the XDM
query. Configure the Xaccess file | “Configuring the XDM Xaccess
to customize the host’s File” on page 8-11
response to indirect
gueries.
Instead of using XDM, System Administrator’s Guide

users log in through the
NCD Terminal Emulator.

The user is not restricted to | The user is not permitted | System Administrator’s Guide
the hosts listed in the Login | to log into a host that is

Chooser. not listed in the Login
Chooser.
Clients that run before the Customize client X “Configuring the XDM Xresources
user logs in (such as the resources using the File” on page 8-14
login box) have default Xresources file.

characteristics.
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Table 8-1 Summary of XDM Defaults and Alternatives (Continued)

Default

Alternative

References

The default system-wide
Xsession file sets up the
default X session and looks
for an individual startup
script (.xsession file) in the
user’s home directory.

Set up individual startup
scripts for customizing
user sessions.

System Administrator’s Guide

Customize the system-
wide Xsession file.

System Administrator’s Guide
“Configuring the System-Wide
XDM Session Management File” on
page 8-7

XDM sets the terminal’s
DISPLAY variable.

None.

When the XDM session
ends, a dialog box is
displayed giving the user
choices about how to
proceed.

Configure the terminal’s
behavior when the
session ends and the user
is logged out.

System Administrator’s Guide
“Configuring Terminals for XDM”
on page 8-17

XDM parameters that
control timeouts and
keepalives have their
default values.

Customize timeouts and
keepalives.

System Administrator’s Guide
“Configuring Terminals for XDM”
on page 8-17

Access control is not
enforced. Users can run
clients from unauthorized
hosts on the terminal.

Configure access control
on hosts and on the
terminal.

System Administrator’s Guide
“XDM Access Control” on page 8-15

XDM Overview

By default, ncdinstall checks for the presence of XDM software on the boot
host. If XDM is not running, ncdinstall can install or enable it.

XDM runs on login hosts and terminals and manages the user’s X session
from login to logout. XDM can be configured to start clients automatically.
When the user logs out, XDM resets the terminal for the next session. The
following subsections describe XDM in more detail.
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For hosts or networks on which XDM is not available, users can log in through
the NCD Terminal Emulator (ncdterm). Using the NCD Terminal Emulator to
log in is described in the NCDware User’s Guide, and managing the terminal
emulator is described in the NCDware System Administrator’s Guide for UNIX
Systems. Advanced configuration and management of the NCD Terminal
Emulator are described in this manual in Chapter 12, Configuring the NCD
Terminal Emulator.

Components of XDM

XDM consists of both host and terminal software:

O Hosts (called managers) that run the xdm daemon and offer login services
0 NCD terminals that run XDMCP (X Display Management Control Protocol)
Terminals send XDMCP queries requesting display management, and hosts
respond to terminal queries.

On XDM manager hosts, configuration files control how XDM works. The
X11R5 and X11R6 versions of XDM provide the chooser program, which can be
configured to display a choice of login hosts on the terminal.

XDMCP Queries and Host Responses

An NCD terminal can send three different types of queries. Depending upon
the type of query and the host and terminal configuration, either a login
banner or a Login Chooser appears on the terminal.

The three types of terminal queries are:

0 Broadcast query—the terminal sends a general query to the network for
any host running XDM to answer

O Direct query—the terminal requests connection to a specific host

O Indirect query—the terminal requests connection to a specific host; this
host may forward the request to another host, answer the request, or offer
a list of hosts

Configuring terminal queries is described in the NCDware System
Administrator’s Guide for UNIX Systems.
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XDM and the DISPLAY Variable

The DISPLAY environment variable identifies the terminal on which clients
display their windows and must be available to all clients when they start.
This variable is set automatically by XDM for clients started on the login host.

You must, however, specify the DISPLAY variable for clients started on other
hosts.

The NCD Login Chooser

The Login Chooser is an NCD local client (login). Using the login client, you
can configure the terminal to offer a choice of login hosts to the user. After the
user selects a host, the host displays a login banner, which requests the user’s
account name and password. You can also configure the terminal so the host
displays a login banner immediately and does not offer a choice of hosts.

The NCD Display Manager

The NCD Display Manager (ncddm) works with XDM to provide environment
variables to local clients that require this information. The environment
variables set are the username, the user’s home directory, and the UID and
GID. The Display Manager is installed by ncdinstall; the terminal must be
configured to use the Display Manager. For information on the Display
Manager, see the System Administrator’s Guide.

Configuring XDM Hosts

This section summarizes the configuration requirements of X11R4, X11R5, and
X11R6 XDM on manager hosts. For more detailed information, see the X
Window System Administrator’s Guide from O’Reilly and Associates. For
information about X11R3 XDM, see “Using XDM—X11R3 Version” on page
8-19.

All manager hosts require:

O XDM configuration files installed. Installing XDM binaries and
configuration files is an ncdinstall option, so you may have already
installed the files. If you are already using XDM or you have installed files
from other sources, you do not need to reinstall them.

O A system-wide session management file
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O An operating XDM daemon. System files should be configured to start the
daemon automatically when the host reboots

The following are optional on manager hosts:

0 Customized XDM configuration files

O Access control to authorize clients to connect to the terminal
0 Individual session management files for users

Installing the XDM Binary File

The xdm(1) program binary is installed in the /usr/bin/X11 directory and must
be installed on each XDM manager host.

Installing XDM Configuration Files

XDM binaries and configuration files must be installed on each XDM manager
host. Configuration files are installed in the /usr/lib/X11/xdm directory.

Table 8-2 lists the files on the NCDware distribution, along with the function of
each file and whether it is required.

Table 8-2 XDM Binary and Configuration Files

File Name Function Optional or Required

xdm Host software Required

Xsession Startup script used by all terminals to manage the X Required for all versions
session of XDM

.xsession Startup script for an individual user Optional

xdm-config | Resources for XDM, some of which are pointers to the | Required for all versions
other configuration files in this table of XDM

Xaccess Controls how XDM responds to the different types of | Required for X11R5 and
gueries from the terminal and implements the Login X11R6 xdm only
Chooser

Xresources | Resources that specify the characteristics of the login Required for all versions
banner and Login Chooser of XDM

Xstartup A script that runs before starting user sessions Optional
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Table 8-2 XDM Binary and Configuration Files (Continued)

File Name Function Optional or Required
Xreset A script that runs before ending user sessions Optional
Xservers A list of terminals to be managed by XDM X11R3 XDM only

Configuring the System-Wide XDM Session Management File

This section describes the system-wide Xsession file, which typically performs
the following functions:

0

O

Establishes a default X session for all users who log into the host where
the file is installed

Checks for xsession files in user home directories, in case the user prefers
an individual X session

— If xsession files are present, the Xsession file executes them

— If .xsession files are not present, the Xsession file defines the user’s
session

For information about .xsession files, see the NCDware System
Administrator’s Guide for UNIX Systems.

Invokes xrdb(1) to load client resources into the X server, where they are
available for all clients. If you do not use xrdb to load resources and you
have not cross-mounted user home directories, then users must have
separate resource files (such as .Xdefaults) in their home directory on each
host.

You must use xrdb to load resources for NCD local clients into the X server;
local clients do not read resource files.

[0 Starts the initial clients, including a window manager.
If you want to edit the default Xsession file:

1.

Make sure the file permissions are correct. The Xsession file must be
world-executable.

Edit the file, if necessary, following these general rules for Xsession files:

— Clients that must take effect before starting subsequent clients are
executed in the foreground. For example, clients such as xrdb, xset, and
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xmodmap run in the foreground because subsequent clients may need
the output of these programs.

— All other clients are executed in the background.

— The last client executes in the foreground, the script exits, and the user
is logged out.

In NCDware, users can log out by using the Logout utility in the Console
menu. If you do not want to use the Logout utility, you can use the logout
method described in “The Default Xsession File” on page 8-8.

Note If your Xsession file does not execute properly, you may not be

able to log in through XDM. You must log in through the NCD
Terminal Emulator. For more information about XDM
troubleshooting, see the NCDware System Administrator’s Guide
for UNIX Systems.

The Default Xsession File

The default Xsession file included on the NCDware distribution follows. Note
that:

U
g
u

O
OJ
O
#!/bin/sh
# Xsession

The file is executed by the Bourne shell.
The file must be world-executable.

The if-then-else clause attempts to run a .xsession file in the user’s home
directory; if no .xsession file is found, the remaining commands in the
Xsession file are executed.

The file starts the twm window manager and an xterm window on the login
host.

The last client runs in the foreground; when the user exits from this xterm,
the X session ends and the user is logged out.

Using exec to start clients saves a process slot on the host.

if [ -f $HOME/.xsession [; then
if [ -x SHOME/.xsession ]; then
exec $HOME/.xsession

else

exec /bin/sh $HOME/.xsession

fi
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else

twm &

exec xterm -fn 10x20 -geometry 80x24+20+20 -Is
fi

Example Xsession File for the Local NCD Window Manager

The Xsession file shown in this section is designed for using the default local
NCD Window Manager (ncdwm[1]). Note the following:

O The variable NCDNAME (the terminal’s hostname) is extracted from the
DISPLAY variable and is used later in the file in a remote shell command.

O By exporting NCDNAME, you can use it in other commands, for example,
in the window manager’s menu configuration file.

O The PATH variable must be correct for applications that users need to run.

#!/bin/sh

NCDNAME="echo $DISPLAY | awk ‘ {FS=":"; print $1}"
PATH=.:/usr/local/bin:/usr/local/bin/X11:/usr/bin/X11:$PATH
export NCDNAME PATH

if [ -f $HOME/.xsession [; then
if [ -x SHOME/.xsession ]; then
exec $HOME/.xsession
else
exec /bin/sh $HOME/.xsession
fi
else
# Start the ncdwm local window manager
ncdrunwm -d SNCDNAME &
# Start an xterm
xterm -sb -geometry 80x24-5-150 -fn 9x15bold &
fi

To start the local Motif Window Manager instead of the NCD Window
Manager, use the -mwm option to ncdrunwm; for example:

# Start the mwm local window manager
#
ncdrunwm -d $SNCDNAME -mwm &
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Sample Xsession File for OpenWindows

For OpenWindows, you can change the default Xsession file so the
environment is OpenWindows or you can install user-specific .xsession files to
establish the OpenWindows environment.

If you set up an Xsession file tailored for OpenWindows, only users who are
not using OpenWindows should have .xsession files in their home directories.
As an alternative, you can leave the default Xsession file unchanged and set up
xsession files for users who run OpenWindows.

For information about .xsession files, see the NCDware System Administrator’s
Guide for UNIX Systems.

The following Xsession file is designed for use with the OpenWindows
environment. The script starts a command tool and the olwm window

manager.
#!/bin/sh
NCDNAME = “echo $DISPLAY | awk ' {FS=""; print $1} *°
#

# Set up variables for running OpenWindows

OPENWINHOME=/usr/openwin

export OPENWINHOME

OW=$OPENWINHOME

export OW

LD_LIBRARY_PATH=$0OWI/lib:/ust/lib

MANPATH=$0OW/man:/usr/man
PATH=$OW/bin:$OW/bin/xview:$OW/demo:/usr/local/bin:/usr/local/bin/X11:/u
sr/bin

export NCDNAME LD_LIBRARY_PATH MANPATH PATH

if [ -f SHOME/.xsession ]; then
if [ -x $SHOME/.xsession ]; then
exec $HOME/.xsession
else
exec /bin/sh $HOME/.xsession
fi
else

fi
#
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# Start a cmdtool session
$OW/bin/cmdtool &

#

# Start OpenLook Window Manager
exec olwm

Individual XDM Session Management Files

For information on creating .xsession files, see the NCDware System
Administrator’s Guide.

Configuring the XDM Xaccess File

The Xaccess file is used only by the X11R5 and X11R6 versions of XDM and is
required on all hosts running X11R5 or X11R6 XDM. Its function is to control
access to the host.

If you are using the Login Chooser, you do not need to configure this file
unless the terminal is sending an indirect query and you want to configure the
host’s response.

The default file provided on the NCDware distribution is shown here. This file
allows all terminals to connect to the host:;

# XDMCP access file

* # allow everybody

If you edit the Xaccess file while XDM is running, XDM automatically re-reads
the file and uses the new information the next time a terminal connects to the
host.

Contents of an Xaccess File Entry
File entries consist of hostnames, patterns, and macros:
[0 Hostnames are simple names or complete domain names. To omit a

terminal from the list of those allowed to connect to the host, put an
exclamation point (!) in front of its name.

O A pattern includes one or more wildcard characters, which are compared
with the hostname of the terminal sending the query. The wildcard
characters allowed are the asterisk (*) to match any number of characters
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and the question mark (?) to match any single character. For example, ncd*
matches all terminals whose names begin with ncd.

O A macro definition consists of a macro name followed by a list of
hostnames. The macro expands to these hostnames when you use it in
another entry. Macro names begin with a percent sign (%). For example:

%HOSTS atlantic.oceans.com pacific.oceans.com \
antarctic.oceans.com

Types of Xaccess File Entries

Xaccess files have two types of entries:

O Entries that control XDM'’s response to direct and broadcast queries
O Entries that control XDM’s response to indirect queries

In all cases, XDM uses the first entry that matches the terminal name. If the
terminal sends an indirect query, only indirect entries in the file can match. If
the terminal sends a direct or broadcast query, only direct and broadcast
entries can match.

Direct and Broadcast Entries in the Xaccess File

In a direct query, the terminal sends a request directly to a host. In a broadcast
guery, the terminal sends a request to all hosts on the network.

Direct and broadcast entries consist of a terminal hostname or a pattern
representing one or more terminals.

Example Entries
The following entry permits direct and broadcast connections to this host
from all terminals on the network:

*

This entry allows direct or broadcast access to this host from the terminal
ncdulO:

ncdulO.oceans.com

This entry allows access from any terminal in the oceans domain:
*.oceans.com

This entry prevents direct or broadcast access by the terminal ncdull:

Incdull.oceans.com
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Indirect Entries in the Xaccess File
Indirect entries are forwarded to another host or list of hosts.

Indirect entries consist of terminal hostnames or patterns followed by a list of
XDM manager hostnames, macros, or the keyword BROADCAST.

Example Entries
To force a terminal to a connect to a specific host, you can assign the terminal
sending indirect queries to this host. For example:

ncdul2  atlantic.oceans.com
This entry disallows indirect access by ncdul3:
Incdul3.oceans.com dummy

The following example forwards queries from all terminals with names
beginning with ncdu to the hosts listed in the %HOSTS macro.

%HOSTS  atlantic.oceans.com pacific.oceans.com \
antarctic.oceans.com

ncdu*.oceans.com %HOSTS

Configuring the xdm-config File

The xdm-config file is the master XDM configuration file. The functions of this
file are to set some resources for the xdm client and specify the names and
locations of all of the other configuration files XDM uses.

You can substitute your own files for the default configuration files. The
following is an example.

DisplayManager.servers: {usr/lib/X11/xdm/Xservers
DisplayManager.errorLogFile:  /usr/lib/X11/xdm/xdm-errors
DisplayManager.forwardingMode: false

DisplayManager*resources: {usr/lib/X11/xdm/Xresources
DisplayManager*startup: lusr/lib/X11/xdm/Xstartup
DisplayManager*reset: {usr/lib/X11/xdm/Xreset
DisplayManager*session: lusr/lib/X11/xdm/Xsession

DisplayManager*pinginterval: 60
DisplayManager*pingTimeout: 720
DisplayManager.keyFile: lusr/lib/X11/xdm/xdm-keys
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Each resource in the xdm-config file has one form for setting the resource for all
terminals and another for setting the resource for an individual terminal. For
example, the authorize resource enables or disables user-based access control.
The two lines below disable user-based access control for all terminals and
enable access control for the terminal ncdul5:

DisplayManager*authorize: false
DisplayManager.ncdul5_O.authorize:  true

Note Instead of the colon (:) normally used in specifying the
terminal’s display name, an underscore (_ ) is used in the xdm-
config file. This is because of the colon’s special meaning in
resource specifications.

Configuring the Polling Interval

The pinglInterval resource controls how often XDM polls terminals to see if they
are still running. The units are minutes.

DisplayManager*pingInterval: 60
DisplayManager*pingTimeout: 720

Configuring the Version of  xrdb to Use

For OpenWindows, add the following line to the xdm-config file so XDM can
find the correct version of xrdb, the utility used to load client resources:

DisplayManager*xrdb: /usr/openwin/bin/xrdb

Configuring the XDM Xresources File

The Xresources file sets resources for clients that run before the user logs in
(such as the login banner) and is read by each X server as it connects to XDM.
The class name for the login prompter is xlogin.

You should edit the following entry in the file so the desired greeting is
displayed in the login banner:

xlogin*greeting: your greeting

The XDM Error Logging File

The xdm-errors file logs errors reported by XDM. It must be world-writable.
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Starting XDM Manually

If you did not use ncdinstall to configure system files to start the xdm daemon
or you need to start the daemon on additional hosts, you can start it manually.
To start the daemon on each manager host from a command line, type:

# Jusr/bin/X11/xdm
To determine whether the xdm daemon is running, type:
# netstat -a | grep xdm

To start the daemon automatically when the host reboots, complete the
following steps:

1. Make sure there is an entry in a startup file (for example, /etc/rc or
/etc/rc.local) on each manager host to automatically start the xdm daemon.
For example:

# Start the xdm daemon
if [ -f /usr/bin/X11/xdm ]; then

Jusr/bin/X11/xdm; (echo -n ' xdm’) >/dev/console
fi

2.  On SunOSs hosts that have only OpenWindows software (no MIT X
Window System software), set LD_LIBRARY_PATH in the /etc/rc.local file to
point to openwinhome/lib:/usr/lib.

3. Make sure there is an entry for xdm in the /etc/services file on each manager
host. For example:

xdm 177/udp xdmcp # X11 Display Manager

XDM Access Control

This section describes how XDM access control works. The System
Administrator’s Guide describes how to configure the host and terminal for
XDM access control.

The XDM access control mechanism ensures that only clients started by
authorized users from authorized hosts can connect to a terminal.

Access control under XDM employs an authorization key known to the X
server running on the user’s terminal and to clients started by the user. The
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authorization key is generated by XDM, given to the X server, and placed in a
file in the user’s home directory (the .Xauthority file) each time the user logs in.
XDM creates this file automatically.

When the user starts a client, the client obtains the authorization key by
reading the user’s .Xauthority file. Before connecting to the X server, clients
must present the correct key.

NCDware uses MIT-MAGIC-COOKIE-1 and XDM-AUTHORIZATION-1
authorization methods:

0 XDM-AUTHORIZATION-1 requires X11R5 or X11R6 XDM; this form of
authorization uses the DES (Data Encryption Standard) method of
encryption to encrypt the key. Encryption prevents anyone from reading
the authorization key as it is passed between the X server and clients.

0 MIT-MAGIC-COOKIE-1 does not use encryption and can be used with
X11R4, X11R5, or X11R6 XDM.

Both authorization methods are enabled automatically. The XDM-
AUTHORIZATION-1 method requires additional configuration steps; you put
an encryption key for each terminal in a special file (xdm-keys) and enter the
same key on the terminal. If a key is present in the file and entered on the
terminal and you are using X11R5 or X11R6 XDM, XDM-AUTHORIZATION-1 is
used as the authorization method. Otherwise, MIT-MAGIC-COOKIE-1 is used.

For XDM access control to be effective, you must make sure that X server
access control is in effect and the list of hosts having access to the X server is
empty. X server access control is described in the NCDware System
Administrator’s Guide for UNIX Systems.

If XDM Cannot Write to a User’'s Home Directory

If XDM is not permitted to write to the user’s home directory on your network,
you must specify a different directory for storing the .Xauthority file. To do
this, set the userAuthDir resource in the xdm-config file to specify the alternate
directory. For example:

DisplayManager.ncdu85_0:userAuthDir; /ul/xdm.dir

This results in creation of an .Xauthority file in the alternate directory with the
environment variable XAUTHORITY pointing to the alternate directory.
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Configuring Terminals for XDM

This section describes remote configuration parameters that affect XDM and
are not documented in the NCDware System Administrator’s Guide for UNIX
Systems. The System Administrator’s Guide has instructions for configuring how
XDM displays the login banner and Login Chooser.

Configuring the Login Chooser Redisplay

The login-window-delay-time parameter controls the amount of time to wait
for a host to display a login banner after the user selects the host from the
Login Chooser (Setup 0 Change Setup Parameters [0 Login 0 Window
Delay Time). After this time period elapses, the Login Chooser reappears and
the user can choose again.

Table 8-3 login-window-delay-time Parameter

Possible Values |Results

default 3

integer The amount of time (in seconds) to wait before redisplaying
the Login Chooser after selecting a login host.
Range: 0 - 4294967295.

Configuring the Terminal's Action when XDM Terminates

The login-xdm-action-on-disconnect parameter controls the terminal’s behavior
when XDM exits (Setup O Change Setup Parameters [0 Login [XDM section)
O What to do when XDM disconnects). The default action is to present choices
to the user. The program may exit for the following reasons:

O The user is trying to log out.

0 XDM quits unexpectedly.

O The login host is no longer available.
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Table 8-4 login-xdm-action-on-disconnect Parameter

Possible Values |Result

default prompt

prompt The terminal displays a dialog box when the xdm control
program exits. The user can display the current X connections,
continue with the session, or log out.

logout The session ends without displaying a dialog box.

ignore The terminal does not log the user out and does not display a
dialog box. Clients may continue to run unless they were
started by XDM.

Configuring XDM Keepalives

Keepalives are messages that NCD terminals send to verify that the host
providing the XDM session to the terminal is still functioning. If the host is
unavailable, a dialog box is displayed.

If the terminal has received no client input for a configurable amount of time,
the terminal sends an XDMCP keepalive. If the host fails to respond, the
terminal takes the specified action.

Complete these steps to configure terminal keepalives:

1. The login-xdm-keepalives-begin-time parameter specifies the amount of
time after which the terminal verifies that the login host is still running
(Setup O Change Setup Parameters [1 Login [XDM section] [] Begin
Sending Keepalives after).

Table 8-5 login-xdm-keepalives-begin-time Parameter

Possible Values |Result

default 3

integer The amount of time (in minutes) the terminal waits before
sending an XDMCP keepalive. Range: 0 - 4294967295.
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2. The login-xdm-keepalives-wait-time parameter controls the amount of
elapsed time from the start of dead session testing (set in the login-xdm-
keepalives-begin-time parameter) before the terminal declares the session
dead (Setup 0 Change Setup Parameters [0 Login [XDM section] 0 Wait
for Keepalive Responses for).

Table 8-6 login-xdm-keepalives-wait-time

Possible Values |Result

default 30

integer The amount of time (in seconds) from the start of dead session
testing until a session is declared dead. Range: 0 - 4294967295.

Using XDM—X11R3 Version

If any of your XDM manager hosts are running X11R3, you can configure them
as described in “Configuring XDM Hosts” on page 8-5 with the following
additional steps:

1. Place an entry for each terminal in the Xservers file. Entries in this file have
the following syntax:
hostname:0 foreign comment
where hostname is the IP address or hostname of the terminal and comment
is any word. For example:
ncdul0:0 foreign magic-cookie

2. Make sure login is not included in the exec-startup-commands table (Setup

O Change Setup Parameters 0 Commands and Startup O Startup
Commands).

Login and X Session Management 8-19




Using XDM—X11R3 Version

8-20 Login and X Session Management




9 Using Configuration Menus

This chapter describes the controls and fields in the Console’s configuration
menus.

The following topics are covered in this chapter:

O *“Using Change Quick Setup” on page 9-1

O *“Using Change Setup Parameters” on page 9-7
O *“Using Change User Preferences” on page 9-43

Using Change Quick Setup

Change Quick Setup allows you to change the parameters that affect basic
terminal operations, a subset of the parameters in Change Setup Parameters
and Change User Preferences.

By default, you access Change Quick Setup through the Console, after the
NCD terminal has been booted (Setup [0 Change Quick Setup). For other
ways to display and start local clients and information about disabling local
clients, see the NCDware System Administrator’s Guide for UNIX Systems.

Components of the Change Quick Setup Window

Change Quick Setup contains a series of hide boxes providing access to fields
that correspond to remote configuration parameters.

Change Quick Setup has a menu bar with a File menu and a Sections menu, a
messages area, and several buttons:

O The File menu provides commands for writing values to and reading
values from files and NVRAM:

— SavetoFile = —Specifies the name of a file to which all current param-
eter settings should be written. A popup dialog box presents the
default filename or the last filename entered during this session.

— Save to NVRAM —Saves settings to NVRAM as appropriate.
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— Read from File ~ —Specifies a file from which parameter settings can
be loaded into Change Quick Setup. A popup dialog box presents the
default filename or the last filename entered during this session.

— Read from NVRAM —Loads all NVRAM settings into Change Quick
Setup.

— Restore Defaults —Loads parameter settings from the file defined in
the config-default-file parameter. By default, the value in this parameter
is the initial configuration file loaded at boot time.

— Connect to New Unit —Presents a popup box requesting a terminal
name and the config-read-only-password or config-read-write-password
required for configuration data access. Displays that terminal’s Change
Quick Setup dialog box.

— Close —Closes Change Quick Setup.

O The Sections menu contains a listing of the Change Quick Setup hide
boxes, allowing you an alternative way to select one to open or open or
close all hide boxes with one selection.

O The Messages area below the hide boxes displays Configuration daemon
messages.

0 The four buttons along the bottom of the window allow you to commit
changes to the current X session, to NVRAM, or to the configuration
database:

— Apply —Applies current changes to the current session. Applies
changes to NVRAM and to configuration files according to Auto Save
settings. Parameters may take effect immediately after you click on
Apply , at boot time, at session startup, or when a client is initialized.
When you click on Apply , a message in the Messages area indicates
when the change takes effect.

— Restart —Removes changes that have not been applied.

— Defaults —Loads parameter settings from the file defined in the
config-default-file parameter. By default, the value in this parameter is
the initial configuration file loaded at boot time.

— Cancel —Cancels changes that have not been applied and quits the
Change Quick Setup utility.
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Contents of the Change Quick Setup Hide Boxes
The following sections describe the contents of the Change Quick Setup hide

boxes.

The tables in each section include brief descriptions of the fields and the
names of the corresponding remote configuration parameters. For the
following information about parameters, see the Remote Configuration Quick

Reference:

[0 Permitted values

O SNMP variable names and paths
0 When the parameter takes effect
O Whether the parameter is saved in NVRAM

Booting Parameters
The Booting hide box contains parameters that affect the terminal’s booting

process.

Booting Field

Description

Corresponding Parameter

Boot From

Booting method; that is, the
protocol used for booting or
whether the terminal boots locally

boot-desired-source

Boot Host IP Address

IP address of the boot server

boot-tcpip-desired-server

Files Parameters
The Files hide box contains parameters that affect how the terminal accesses

files.

Files Field

Description

Corresponding Parameter

File Service Protocol

Protocol for file exchange with the
primary initial file server

file-initial-protocol-1

File Server Address

Address of the primary initial file
server

file-initial-server-1

Using Configuration Menus 9-3




Using Change Quick Setup

Files Field

Description

Corresponding Parameter

Backup File Service
Protocol

Protocol for file exchange with the
secondary initial file server

file-initial-protocol-2

Backup File Server
Address

Address of the secondary initial
file server

file-initial-server-2

Config File

Configuration file downloaded by
the terminal

config-default-file

UNIX Config Directory

Directory containing the
configuration file downloaded by
the terminal

config-unix-directory

VMS Config Directory

Directory containing the
configuration file downloaded by
the terminal from a VMS host

config-vms-directory

Loadable Modules
Directory

Directory that contains the
loadable X server modules

modules-directory

Name Type for Initial
TFTP servers

Type of filenames (UNIX or VMS)
sent via TFTP from the initial file
Servers

file-name-type-for-initial-tftp-
servers

Extended File

Generates more detailed

file-extended-diagnostics

Diagnostics diagnostic messages about file
services
Fonts Parameters
The Fonts hide box defines the default font path.
Fonts Field Description Corresponding Parameter

Default Font Path at
Reset

Default directories that the
terminal searches for fonts

xserver-default-font-path
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Licenses Parameters
The Licenses hide box contains parameters that affect licensed features.

Licenses Field

Description

Corresponding Parameter

License Key

License key for the enabled
software features that require a
license

unit-license-key

Licensed Features

Features licensed on the terminal

unit-licensed-features

Network Parameters

The Network hide box contains parameters that set network addresses and
specify hosts that provide services to the terminal. Some of the fields shown
below do not appear in the XRemote X server.

Network Field

Description

Corresponding Parameter

Terminal IP Address At
Next Boot

Terminal’s IP address the next
time it boots

ip-address-at-next-boot

Gateway IP Address

Primary default gateway host

ip-initial-default-gateway-1

Subnet Mask

Subnet mask for this network
segment

ip-subnet-mask

Broadcast IP Address

Broadcast address

ip-broadcast-address

Use Address Discovery

Addresses supplied by
BOOTP/DHCP or RARP are used
by the terminal

ip-use-address-discovery

TCP/IP Name Service
Protocol

Name service protocol for
contacting the name servers

tcpip-name-server-protocol

TCP/IP Name Servers

List of name server hosts

tcpip-name-servers

NCDnet Address Current NCDnet address (for ncdnet-address

terminals on a DECnet network)
NCDnet Address at NCDnet address for the terminal ncdnet-address-at-next-boot
Next Boot the next time it boots
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Network Field Description Corresponding Parameter

NCDnet Router Default router for terminals on a ncdnet-default-router

Address DECnet network

NCDnet Name Servers List of name server hosts for ncdnet-name-servers
terminals on a DECnet network

Session Parameters

The Session hide box contains parameters that start the initial local clients for
the user’s session.

Session Field Description Corresponding Parameter
X Session Login host for the XDM login exec-startup-commands
XDM/DECwindows banner
Hostname
Terminal Session Type of terminal emulation for
Type users logging in through a
terminal emulator
XRemote Session Starts the window manager when
Start Window Manager | a user logs in through XRemote

9-6 Using Configuration Menus




Using Change Setup Parameters

Using Change Setup Parameters

Change Setup Parameters provides access to all terminal configuration
parameters. It is especially useful for setting configuration parameters when
you have a few easily accessible terminals or when users set some or all
configuration parameters themselves.

Procedures for configuring terminals using Change Setup Parameters are
described in the System Administrator’s Guide.

By default, you access Change Setup Parameters through the Console, after
the NCD terminal has booted (Setup 0 Change Setup Parameters). For other
ways of starting and displaying local clients and information about disabling
local clients, see the System Administrator’s Guide.

Components of the Change Setup Parameters Window

Change Setup Parameters is composed of a series of hide boxes, which
provide access to fields that correspond to remote configuration parameters.

Change Setup Parameters has a menu bar with a File menu and a Sections
menu, a messages area, and several buttons.

O The File menu provides commands for writing values to and reading
values from files and NVRAM:

— Saveto File = —Specifies the name of a file to which all current
parameter settings should be written. A popup dialog box presents the
default filename or the last filename entered during this session.

— Save to NVRAM —Saves settings to NVRAM as appropriate.

— Read from File ~ —Specifies a file from which all parameter settings
should be read for display in the Change Setup Parameters window.
Presents the default filename or the last filename entered during this
session.

— Read from NVRAM —Reads all NVRAM settings and displays them in
the Change Setup Parameters window.

— Restore Defaults —L oads parameter settings from the file defined in
the config-default-file parameter. By default, the value in this parameter
is the initial configuration file loaded at boot time.
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— Connect to New Unit —Presents a popup box requesting a terminal
name and the config-read-only-password or config-read-write-password
required for configuration data access. Displays the remote terminal’s
Change Setup Parameters window.

— Close —Closes the Change Setup Parameters client.

O The Sections menu contains a listing of the Change Setup Parameters hide
boxes, allowing you an alternative way to select one to open. You can also
select to open or hide all hide boxes.

O The Messages area below the hide boxes displays Configuration daemon
messages.

O The Auto Save File toggle below the Messages area enables or disables the
Auto Save feature, described in the System Administrator’s Guide and in
Chapter 6, Terminal Configuration Methods.

O The four buttons along the bottom of the window allow you to commit
changes to the current X session, to NVRAM, or to the configuration
database:

— Apply —Applies current changes to the current X session. Applies
changes to NVRAM and to configuration files according to
specifications set for the Auto Save feature. Parameters may take effect
immediately after you click on Apply , at boot time, at session startup,
or when a client is initialized. When you click on Apply , a message in
the Messages area indicates when the change takes effect.

— Restart —Removes changes that have not been applied.

— Defaults —Loads parameter settings from the file defined in the
config-default-file parameter. By default, the value in this parameter is
the initial configuration file loaded at boot time.

— Cancel —Removes changes that have not been applied and quits
Change Setup Parameters (closes the window).

Contents of the Change Setup Parameters Hide Boxes

The following sections describe the contents of the Change Setup Parameters
hide boxes.

The tables describing the hide box contents include a description of each field
and the name of the corresponding remote configuration parameter. For the
following information about parameters, see the alphabetical configuration
parameter descriptions in the Remote Configuration Quick Reference:

9-8 Using Configuration Menus




Using Change Setup Parameters

[ I A I A I

Permitted values

SNMP variable names and paths
When the parameter takes effect
Whether the parameter is saved in NVRAM

Access Control Parameters

The parameters in the Access Control hide box control access to the terminal
configuration database and other terminal functions.

Access Control Field

Description

C

orresponding Parameter

Unit Password section

Unit Global Password

Password for read/write access to
the Configuration, Preferences,
SNMP, and File Manager daemons

unit-global-password

X Server section

XDM Authentication
Key

Key used for authorized client
connection requests (write-only)

login-xdm-authentication-key

Default for Enable X
Access Control

Enables host-based access control
by default for client connections

Xserver-access-control-
enabled-default

Enable X Access Control

Enables host-based access control
for client connections

xserver-access-control-enabled

X Access Control List

List of authorized hosts

xserver-access-control-list

Config Daemon section

Config Read-Only
Password

Password required for read-only
access to the configuration database

config-read-only-password

Config Read-Write
Password

Password required for read/write
access to the configuration database

config-read-write-password

Enforce Config
Passwords Locally

Requires a password to access
configuration information from the
terminal

config-enforce-passwords-
locally
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Access Control Field

Description

orresponding Parameter

Enable Config Access
Control

Checks remote requests for
connections to the Configuration
daemon against the access control
list

config-access-control-enabled

Config Access Control
List

Hosts in the Configuration daemon
host access list

config-access-control-list

User Preferences Daemon sectio

User Preferences Read-
Only Password

Password required for read-only
access to User Preferences
information

config-pref-read-only-
password

User Preferences Read-
Write Password

Password required for read/write
access to the user preferences
daemon

config-pref-read-write-
password

Enforce User
Preferences Passwords
Locally

A password is required to access
user preferences information from
the terminal

config-pref-enforce-
passwords-locally

Console section

Console Display
Password

Password for displaying the
Console (write-only)

config-console-display-
password

Enforce Console
Password Locally

Password for accessing the Console
locally

config-console-enforce-
password-locally

SNMP section

SNMP Read-Only
Community

The first community name for
SNMP requests for read-only access
to configuration information

snmp-read-only-community

SNMP Read-Only
Alternative Community

The second community name for
SNIMP read-only access to
configuration information

snmp-read-only-community-
alt
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Access Control Field

Description

(@]

orresponding Parameter

Enable SNMP Read-
Only Access Control

Remote requests for connections to
the SNMP daemon are checked
against the read-only host access
control list

snmp-read-only-access-
control-enabled

SNMP Read-Only
Access Control List

Hosts allowed to use an SNMP
read-only community name to
access configuration information

snmp-read-only-access-
control-list

SNMP Read-Write
Community

The first community name for
SNMP requests for read/write
access to configuration information

snmp-read-write-community

SNMP Read-Write

Alternative Community

The second community name for
SNMP read/write access to
configuration information

snmp-read-write-community-
alt

Enable SNMP Read-
Write Access Control

Remote requests for connection to
the SNMP daemon are checked
against the read/write host access
control list

snmp-read-write-access-
control-enabled

SNMP Read-Write
Access Control List

Hosts allowed to use an SNMP
read/write community name to
access configuration information

snmp-read-write-access-
control-list

Allow SNMP Reset

Enables remote reset via SNMP

snmp-allow-reset

SNMP Trap Monitors

Hosts to which SNMP traps are sent

snmp-trap-monitors

NCDnet MOP section

MOP Reset Password

Password included in the MOP
reset packet

ncdnet-mop-reset-password

Diagnostic Daemon section

Enable Diagnostic
Access Control

Remote requests for access to the
Diagnostic daemon are checked
against the access control list

diag-access-control-enabled

Diagnostic Access
Control List

Hosts that can access the Diagnostic
daemon

diag-access-control-list
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Access Control Field

Description

orresponding Parameter

NFS section

NFS Server Access
Control Default

Default access control policy for
requests to the NFS server daemon

file-nfs-access-control-default

NFS Server Access

Hosts that do not follow the default

file-nfs-access-control list

Control List access control policy.
File Manager section
Password Password for access to the File file-manager-password

Manager daemon

Enable File Manager
Access Control List

Enables host-based access control
for remote access to the File
Manager daemon

file-manager-access-control-
enabled

File Manager Access
Control List

Hosts allowed to access the File
Manager daemon

file-manager-access-control-
list

Local Command Execution Daemon section

Enable Execution Host
Access Control

Access control is enabled for the
Local Command Execution daemon

exec-access-control-enabled

Execution Access
Control List

Hosts allowed to access the Local
Command Execution daemon

exec-access-control-list

Enable Execution User
Access Control

Restricts requests for local
command execution to the user
logged into the terminal. The NCD
Display Manager must be running
on the login host.

exec-user-access-control

Serial and Parallel Daemon section

Serial Daemon LAT
Service Passwords

LAT service passwords for
accessing the Serial daemon

serial-daemons-lat-service-
passwords

Parallel Daemon LAT
Service Passwords

LAT service passwords for
accessing the Parallel daemon

parallel-daemons-lat-service-
passwords
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Access Control Field

Description

(@]

orresponding Parameter

Enable Serial and
Parallel Access Control

Access control is enabled for
connecting to the Serial and Parallel
daemons

serial-access-control-enabled

Serial and Parallel
Access Control List

List of hosts from which the Serial
and Parallel daemons can be
accessed

serial-access-control-list

ARP Parameters
The ARP (Address Resolution Protocol) hide box affects address resolution.

Address Resolution
Protocol Field

Description

Corresponding Parameter

Complete Entry
Timeout (minutes)

Number of minutes a complete ARP
table entry can exist without being
used

tcpip-arp-complete-entry-
timeout

Incomplete Entry
Timeout (minutes)

Number of minutes an incomplete
ARP table entry can exist without
being used

tcpip-arp-incomplete-entry-
timeout

ARP Cache

ARP table used for mapping from
IP addresses to physical addresses

tcpip-arp-cache

Booting Parameters

The Booting hide box contains parameters that affect the Boot Monitor and X
server loading.

Booting Fields

Description

&)

orresponding Parameter

Boot automatically at
power-up

The terminal boots an X server
instead of stopping in the Boot
Monitor

boot-automatically

Test RAM at power-up

Enables RAM tests at start up

boot-test-ram
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Booting Fields

&)

Description

lorresponding Parameter

Previous Source

The most recent boot method (read-
only)

boot-previous-source

Previous Server

The most recent boot server (read-
only)

boot-previous-server

Primary Boot Source

Method to be used the next time the
terminal boots

boot-desired-source

Secondary Boot Source

Method used for X server loading if
the primary source is not available

boot-second-source

Tertiary Boot Source

Method used for X server loading if
the primary and secondary sources
are not available

boot-third-source

Persist in Loading

The terminal keeps trying to boot
until it succeeds or is interrupted

boot-persistent-loading

Default Server when
PROM Booting

Server for downloading
configuration files and fonts when
the terminal boots locally

boot-default-server-when-
prom-booting

Boot Monitor Inverse
Video

Boot Monitor displays are in inverse
video

boot-monitor-inverse-video

Custom File

A non-standard filename for the X
server boot file

boot-custom-file

TCP/IP Boot Options Section

TCP/IP Desired Server

Boot server to use when the boot
source is TFTP or NFS

boot-tcpip-desired-server

Secondary TCP/IP
Server

Boot server to use when the desired
(primary) boot server is not
available

boot-tcpip-second-server

Tertiary TCP/IP Server

Boot server to use when the
primary and secondary boot servers
are not available

boot-tcpip-third-server
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Booting Fields

Description q

orresponding Parameter

Try TCP/IP Unit
Address File

Try TCP/IP Unit
Address with Path File

Puts an X server named for the
terminal’s IP address (in
hexadecimal) in the terminal’s
booting sequence (relative
pathname or prefixed by /tftpboot)

boot-tcpip-unit-address-file

boot-tcpip-unit-address-with-
path-file

Try TCP/IP Product
Name and Memory
Size File

Try TCP/IP Product
Name and Memory
Size with Path File

Puts an X server named for the
model and memory size (as a
filename suffix) in the terminal’s
booting sequence (relative
pathname or prefixed by /tftpboot)

boot-tcpip-product-name-and-
memory-size-file

boot-tcpip-product-name-and-
memory-size-with-path-file

Try TCP/IP Product
Name File

Puts an X server named for the
terminal model in the terminal’s

Try TCP/IP Product
Name with Path File

default booting sequence (relative
pathname or prefixed by /tftpboot)

boot-tcpip-product-name-file

boot-tcpip-product-name-with-
path-file

Send Broadcast ICMP
for Subnet Mask

The terminal sends an ICMP
message to determine the subnet
mask at boot

boot-send-broadcast-icmp-for-
subnet-mask

TCP/IP Broadcast Boot
Request

The terminal broadcasts for an X
server if the boot server does not
respond

boot-tcpip-broadcast-boot-
request

TFTP Directory

Directory to be searched for an X
server when TFTP is the boot source

boot-tftp-directory

NFS Directory

Directory to be searched for an X
server when NFS is the boot source

boot-nfs-directory

NCDnet Boot Options section

Try MOP

Include MOP as a boot source
(DECnet networks only)

boot-mop

Try MOP with File
Name

Include MOP as a boot source and
specify a filename (DECnet
networks)

boot-mop-with-file-name
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Browser Parameters
The parameters in the Browser hide box affect the NCD Mosaic Browser.

Browser Fields

Description

O

Lorresponding Parameter

General section

Browser Module

Browser module loaded at boot
time

browser-module

Environment Variables

Browser variables

browser-environment

Cache Size Limit (KB)

Maximum size of the memory
cache

browser-cache-size

Maximum TCP/IP
connections

Maximum number of concurrent
TCP/IP connections

browser-max-connections

User Preference Overrides section

Automatically load
images

Enables automatic loading of
images when a new Web page is
loaded

browser-auto-load-images

Jscript/Javascript
routines

Enables execution of JavaScript
routines when Web pages are
loaded

browser-jscript-active

Java applets

Enables execution of Java applets
when included in the Web contents

browser-java-applets

Show Tool Bar

Enables display of the tool bar

browser-show-tool-bar

Default home page

Home page loaded when the
browser starts

browser-home-page

Network/Proxy Settings section

HTTP Proxy Host

Host that runs an HTTP proxy
server

browser-http-proxy-host

HTTP Proxy Host Port

TCP/IP port on which the HTTP
proxy server listens for connections

browser-http-proxy-host-port
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Browser Fields

Description

Lorresponding Parameter

HTTP Proxy Overrides

HTTP proxy domains that override
or avoid the proxy host

browser-http-proxy-overrides

FTP Proxy Host

Host that runs an FTP proxy server

browser-ftp-proxy-host

FTP Proxy Host Port

TCP/IP port on which the FTP
proxy server listens for connections

browser-ftp-proxy-host-port

FTP Proxy Overrides

FTP proxy domains that avoid or
override the proxy host

browser-ftp-proxy-overrides

Gopher Proxy Host Host that runs a gopher proxy browser-gopher-proxy-host
server

Gopher Proxy Host Port | TCP/IP port on which the gopher browser-gopher-proxy-host-
proxy server listens for connections | port

Gopher Proxy Gopher proxy domains that avoid browser-gopher-proxy-

Overrides or override the gopher proxy server | overrides

SOCKS Host Host that runs the SOCKS daemon | browser-socks-host

SOCKS Port TCP/IP port on which the SOCKS browser-socks-port

daemon listens for connections

SMTP Email Server

SMTP electronic mail server host

browser-smtp-email-server

Printers section

Browser Printer Table

Printers available for printing from
the Browser

browser-printer-table
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Commands and Startup Parameters

The parameters in the Commands and Startup hide box affect local client
availability.

Commands and
Startup Field

Description

Corresponding Parameter

Startup Commands

Commands executed when a
session starts

exec-startup-commands

Disabled Commands

Commands users are not permitted
to access

exec-disabled-commands

Command Menu

Contents of the window manager
default root menu

exec-command-menu

Configuration Parameters

The parameters in the Configuration hide box affect remote configuration files
and the actions of the Configuration and Preferences daemons.

Configuration Fields

Description C

orresponding Parameter

Initial Configuration File section

Load Initial File

An initial configuration file is
downloaded at boot

config-load-initial-file

Persistent Loading

The terminal does not boot unless a
configuration file is loaded

config-persistent-loading

UNIX Directory

Directory searched for a
configuration file

config-unix-directory

VMS Directory

Directory searched for a
configuration file (VMS X server)

config-vms-directory

Custom File

Terminal loads a configuration file
with a non-standard name

config-custom-file
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Configuration Fields

Description

C

orresponding Parameter

Try Unit Name as
Filename

Add Domain to Unit
Name as Filename

The terminal’s hostname is used as
the filename for the initial
configuration file (with or without
the domain name as a suffix)

config-unit-name-file

config-add-domain-to-unit-
name-as-filename

Try Unit Ethernet
Address as Filename

The terminal’s Ethernet address is
used as the filename for the initial
configuration file

config-unit-ethernet-address-
file

Try Unit IP Address as
Filename

The terminal’s IP address, in
hexadecimal format, is used as the
filename for the initial
configuration file

config-unit-ip-address-file

Use Decimal IP Address
Notation as Filename

The terminal’s IP address (in
decimal format) is used as the
filename for the initial
configuration file

config-use-decimal-ip-
address-notation-as-filename

Try Unit NCDnet
Address as Filename

The terminal’s DECnet address is
used as the filename for the initial
configuration file

config-unit-ncdnet-address-
file

Try Generic Filename

The standard configuration
filename (ncd_std) is used as the
filename for the initial
configuration file

config-generic-file

Configuration Daemon Service section

Telnet Port Number

TCP Port Number

NCDnet Object Name

Ports and DECnet object for
connections to the terminal’s
Configuration daemon

config-telnet-port

config-tcp-port

config-ncdnet-object-name

Default File

Configuration file that defines the
initial terminal configuration

config-default-file

Auto Save NVRAM

Changes to parameters that are
saved in NVRAM are automatically
saved

config-auto-save-nvram
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Configuration Fields

Description

orresponding Parameter

Auto Save File

Changes to the configuration are

Auto Save File Name

automatically saved to a file, the file
to which the changes are saved, and

Auto Saved Info

the extent of the information saved

config-auto-save-file

config-auto-save-file-name

config-auto-saved-info

User Preferences Daemon Service section

Telnet Port Number

Ports and DECnet object for

TCP Port Number

connections to the terminal’s
Preferences daemon

NCDnet Object Name

config-pref-telnet-port

config-pref-tcp-port

config-pref-ncdnet-object-
name

Diagnostics Parameters

The parameters in the Diagnostics hide box affect the logging of diagnostic
messages and the actions of the Diagnostic daemon.

Diagnostics Field

Description

Q

orresponding Parameter

Add Timestamps

Adds timestamps to the diagnostic
log

diag-add-timestamps

Timestamp Frequency
(seconds)

Maximum frequency at which
timestamps are added to the
diagnostic log

diag-timestamp-frequency

Buffer Size (bytes)

Maximum size of the diagnostic log

diag-buffer-size

Log File

File to which diagnostic messages
are written

diag-log-file

Telnet Port Number

Port on which the terminal listens
for Telnet connections to the
Diagnostic daemon

diag-telnet-port

TCP Port Number

Port on which the terminal listens
for raw TCP connections to the
Diagnostic daemon

diag-tcp-port
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Diagnostics Field

Description

Q

orresponding Parameter

NCDnet Object Name

NCDnet object on which the
terminal listens for NCDnet
connections to the Diagnostic

daemon (DECnet)

diag-ncdnet-object-name

Display PostScript Parameters

The parameters in the Display PostScript hide box affect the Display
PostScript server module. This hide box appears on HMX and Explora 700
terminals only.

Display PostScript
Field

Description

Corresponding Parameter

DPS/X resource Path

Path searched for DPS/X resource
files

dps-resource-path

File Manager Parameters
The parameters in the File Manager hide box affect the Local File Manager.

File Manager Field

Description

Corresponding Parameter

Telnet Port Number

Port on which the terminal listens
for Telnet connections to the File
Manager daemon

file-manager-telnet-port

TCP Port Number

Port on which the terminal listens
for raw TCP connections to the File
Manager daemon

file-manager-tcp-port

NCDnet Object Name

NCDnet object on which the
terminal listens for NCDnet
connections to the File Manager
daemon

file-manager-ncdnet-object-
name
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File Service Parameters
The parameters in this hide box affect how the terminal accesses files located

in the local file system and on network hosts.

File Service Field

Description

Corresponding Parameter

Initial File Server 1

Primary file server at boot time for
loading the initial configuration file

file-initial-server-1

Initial Protocol 1

Protocol used for file access on the
primary file server

file-initial-protocol-1

Initial File Server 2

Secondary file server at boot time
for loading the initial configuration
file

file-initial-server-2

Initial Protocol 2

Protocol used for file access on the
secondary file server

file-initial-protocol-2

Name Type for Initial
TFTP Servers

Type of filenames sent via TFTP
from the initial file servers

file-name-type-for-initial-tftp-
servers

File Service Table

Configuration parameters for file
access on network hosts

file-service-table

Extended Diagnostics

The terminal generates more
detailed file service diagnostic
messages

file-extended-diagnostics

Try All Matches on
Open

The terminal tries all file service
table entries that match when
trying to access a file

file-try-all-matches-on-open

Failed Server Ignore
Timeout (seconds)

How long a file server that has
failed due to a network timeout
error is ignored

file-failed-server-ignore-
timeout

NFS Unmount Timeout
(seconds)

How long after the last reference to
an NFS file service entry that the
terminal notifies the server that
access is no longer required

file-nfs-unmount-timeout
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File Service Field

Description

Corresponding Parameter

Default VMS File
Name Extension

Default file extension appended to
a filename when accessing a file on
a file server that uses VMS-style
names

file-default-vms-file-name-
extension

Enable Floppy
Filesystem

Makes the local diskette drive
accessible through the Local File
Manager or from another host via
NFS

file-enable-floppy-filesystem

Enable NFS Server

Starts the NFS Server daemon at
boot time to permit NFS access to
the local file system from remote
hosts

file-enable-nfs-server

Export Directory List

Export file server mount points for
NFS mounts of the local file system
(diskette or PCMCIA card)

file-export-directory-list

Fonts Parameters

The parameters in the Fonts hide box affect how the terminal accesses fonts,
both bitmap fonts and fonts supplied by the font server.

Fonts Field

Description

Corresponding Parameter

Default Font Path

Default directories in which the
terminal looks for fonts

xserver-default-font-path

Default Font

The X server’s default font

xserver-default-font

Font Cache Maximum
Size (bytes)

Amount of memory used for font
caching

xserver-font-cache-max-size

Retain Font Path
Across Sessions

The X server retains the font path
after the last client disconnects

xserver-retain-font-path

Font Directory File
Name

Alternative filename for the
fonts.dir file

xserver-font-directory-file-
name

Font Alias File Name

Alternative filename for the
fonts.aliases file.

xserver-font-alias-file-name
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Fonts Field

Description

(

Corresponding Parameter

Font Name Table

Symbolic mappings between user-
specified names and font path
names

xserver-font-path-alias-table

Font Server section

Reconnect attempts
before failure

Number of times to retry a font
server request before declaring an
error

xserver-fontserver-retry-
attempts

Read Timeout (seconds)

How long to try reading
information from a font server
before declaring an error

xserver-fontserver-read-
timeout

Open Timeout
(seconds)

How long to try connecting to a
font server before declaring an error

xserver-fontserver-open-
timeout

Reopen Timeout
(seconds)

Timeout before failing to reopen the
font server connection

xserver-fontserver-reopen-
timeout

Input Devices Parameters

The parameters in the Input Devices hide box affect the functioning of input
devices (such as keyboard and mouse).

Input Devices Field

Description

&)

orresponding Parameter

Keyboard Type

Type of keyboard in use

xserver-keyboard-type

Keyboard Description
File

Filename of the downloadable
keyboard definition file for
unsupported keyboards

xserver-keyboard-description-
file

Write Keyboard
Description File ...

Writes a keyboard description file
for the keyboard attached to the
terminal

none

Narrow Keysym Tables

X11R3 two-entry keysym tables are
used instead of four-entry keysym
tables

xserver-keyboard-narrow-
keysym-tables
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Input Devices Field

Description q

orresponding Parameter

Local Dead Key
Support

Enables local dead-key processing
on keyboards with this feature

xserver-enable-local-dead-key-
processing

Mouse Buttons

Number of buttons on the mouse

xserver-mouse-buttons

Input Extension Device

Input extension device attached to
the serial port

xserver-input-extension-
device

Calibrate Touch Screen

Lowver left and upper right
coordinates of the touch screen
calibration limits

xserver-touchscreen-
calibration limits

Light Pen Blue Flood *

During calibration, enhances the
light pen’s ability to distinguish
light from dark

xserver-enable-local-lightpen-
blue-flood

Calibrate Light Pen !

Activates calibration mode for the

light pen

none

1 Explora, Explora Pro, and Explora 400/450 terminals only

IP Parameters

The parameters in the IP (Internet Protocol) hide box affect terminal
communication using IP.

IP Field

Description

Corresponding Parameter

IP Address !

Current IP address of the terminal

ip-address

IP Address At Next
Boot

The terminal’s IP address the next
time it boots

ip-address-at-next-boot

Subnet Mask

Subnet mask

ip-subnet-mask

Broadcast Address

Broadcast address used when
sending broadcast packets and for
recognizing broadcast packets from
a non-standard broadcast address

ip-broadcast-address

Initial Default
Gateway 1

Primary default IP gateway

ip-initial-default-gateway-1

Using Configuration Menus 9-25




Using Change Setup Parameters

IP Field

Description

Corresponding Parameter

Initial Default
Gateway 2

Secondary default IP gateway

ip-initial-default-gateway-2

Use Address Discovery

IP addresses are discovered from
the network

ip-use-address-discovery

Use Proxy Arp

Proxy ARP is used to resolve routes
to hosts for which there are no
routes in the IP routing table

ip-use-proxy-arp

Use Router Discovery

The terminal modifies its routing
table based on receipt of ICMP
router discovery messages

ip-use-router-discovery

Use Router Solicit

The terminal sends ICMP router
discovery solicitation messages at
boot time

ip-use-router-solicit

Extended Routing
Diagnostics

The terminal generates more
detailed diagnostic messages about
IP routing

ip-extended-routing-
diagnostics

Default Packet Time-to-
Live (seconds)

Value inserted into the IP header’s
Time-to-Live field of datagrams
originating at the terminal

ip-default-packet-time-to-live

Respond to Broadcast
ICMP

The terminal responds to ICMP
messages sent to the broadcast
address

ip-respond-to-broadcast-icmp

Routing Table

The current routes to remote hosts
and networks

ip-routing-table

Equivalent IP
Addresses

List of IP addresses considered as
originating on the same host; used
to receive UDP packets from multi-
homed hosts

ip-equivalent-addresses

1 This field is read-only.
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Java Parameters
The parameters in the Java hide box affect the Java local clients.

Java Field

Description

Corresponding Parameter

Java Directory

Directory in which Java files
shipped with NCDware are
installed

java-directory

AppletViewer
Command

Java command line for starting the
AppletViewer

java-appletviewer-command

Cache Class File

Loads Java classes shipped with
NCDware and caches them in
memory

java-cache-class-file

LAT Parameters

The parameters in the LAT hide box affect terminal communications using the
LAT (Local Area Transport) protocol.

LAT Field

Description

Corresponding Parameter

Service Groups (list)

LAT service advertisements that are
added to the LAT service directory

lat-service-groups

Service Directory Max
Size

Maximum number of entries in the
LAT service directory (can only be
increased from Change Setup
Parameters)

lat-service-directory-max-size

Connect Timeout
(seconds)

Elapsed time between a connection
attempt and a lack of response
before failure is declared

lat-connect-timeout

Circuit Flush Timeout
(milliseconds)

Length of time input characters are
queued before the terminal flushes
data by sending a packet to the host

lat-circuit-flush-timeout

Keepalive Timeout
(seconds)

Length of time an established
connection is inactive before a
keepalive packet is sent

lat-keepalive-timeout
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LAT Field

Description

Corresponding Parameter

Retransmission Timeout
(milliseconds)

Elapsed time between
retransmissions of LAT data
packets on an established
connection

lat-retransmission-timeout

Retransmission Limit

Number of times a LAT packet is
retransmitted before the connection
is considered a failure

lat-retransmission-limit

Licenses Parameters
The parameters in the Licenses hide box affect the allocation of licenses.

Licenses Fields

Description

O

Lorresponding Parameter

License Key

License key for licensed software
features

unit-license-key

License Agents

IP addresses of the hosts on which
license server agents are running

unit-license-agents

License Agent Port
Number

UDP port on which the license
server listens

unit-license-agent-port

Transaction Timeout
(seconds)

How long the terminal waits for a
reply from the license agent

unit-license-agent-timeout

Maximum Retries

Maximum number of times the
terminal tries to get a license from
the proxy license server

unit-license-agent-retries

Licensed Features

Features currently licensed on the
terminal (read-only)

unit-licensed-features

Optional Features

Optional software enabled for the
terminal

unit-optional-features
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Loadable Modules Parameters

The parameters in the Loadable Modules hide box affect the loading of X
server modules.

Loadable Modules
Fields

Description

Corresponding Parameter

Loadable Modules
Directory

Directory containing the loadable
modules

modules-directory

Load Policy

When modules are loaded or if a
module is disabled

modules-load-policy

Login Parameters

The parameters in the Login hide box affect login through XDM and
DECwindows.

Login Field

Description

Corresponding Parameter

Default Hosts

Hosts listed in the Login Chooser

login-default-hosts

Restrict Host Choices

User is restricted to selecting a login
host from those listed in the Login
Chooser

login-restrict-host-choices

Disabled Networks

Limits network connections for
terminals on both TCP/IP and
DECnet networks

login-disabled-networks

Window Delay Time
(seconds)

How long the terminal waits before
displaying the login window when
starting the login client from a
command line

login-window-delay-time

XDM section

XDM Manufacturer
Display ID

The XDM manufacturer display ID
(read-only)

none

XDM Display Class

The XDMCP display class

login-xdm-display-class
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Login Field

Description

Corresponding Parameter

Begin Sending
Keepalives after
(minutes)

Length of time between keepalives
sent to verify that the XDM session
host is still running

login-xdm-keepalives-begin-
time

Wait for Keepalive
Responses for (seconds)

Elapsed time from the start of XDM
dead session testing with no
response from the login host before
a failure is declared

login-xdm-keepalives-wait-
time

Wait for Broadcasts for
(seconds)

How long the terminal waits for
responses to the XDM broadcast
guery before displaying the results
to the user in the Login Chooser

login-xdm-broadcast-wait-
time

What to do with
XDMCP Broadcasts

How the terminal responds to XDM
broadcasts

login-xdm-broadcasts

What to do with
XDMCP Indirects

How the terminal responds to XDM
indirect queries

login-xdm-indirects

What to do when XDM
disconnects

Action taken when the host XDM
program disconnects from the
terminal

login-xdm-action-on-
disconnect

DWLOGIN section

Login Name

Login account name for invoking
the VMS DECwindows login
banner

login-dwlogin-name

Login Password

Login account password for
invoking the VMS DECwindows
login banner

login-dwlogin-password

NCDDM section

NCD Display Manager
Enabled

NCD Display Manager is queried
for user-specific information

login-ncddm-enabled

NCD Display Manager
TCP Port Number

TCP port on which the NCD
Display Manager listens for
requests

login-ncddm-tcp-port
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NCDnet Parameters
The parameters in the NCDnet hide box affect terminals in a DEChet network.

NCDnet Field Description Corresponding Parameter
NCDnet Address The terminal’s current DECnet ncdnet-address

address
NCDnet Address At The DECnet address the next time ncdnet-address-at-next-boot
Next Boot the terminal boots

Default Router

Address or symbolic name of the
default router

ncdnet-default-router

Connect Timeout
(seconds)

Length of time that must elapse
between a connection attempt and a
lack of response before failure is
declared

ncdnet-connect-timeout

Retransmission Limit

Number of attempts to retransmit
data on an established connection
before a failure is declared

ncdnet-retransmission-limit

Keepalive Timeout
(seconds)

Length of time the terminal remains
inactive on an established
connection before a keepalive
packet is sent

ncdnet-keepalive-timeout

Hello Timeout
(seconds)

Length of time between successive
transmissions of Hello packets

ncdnet-hello-timeout

Router Timeout
(seconds)

Length of time after a Router Hello
message is received that the
sending router is used as the default
router

ncdnet-router-timeout

User Account Name

Account name used in connection
attempts

ncdnet-user-account-name

MOP Identify Timeout
(seconds)

Length of time between
transmissions of MOP identify
packets

ncdnet-mop-identify-timeout

Allow MOP Reset

Allows remote reboot via MOP

ncdnet-mop-allow-reset
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NCDnet Name Service Parameters

The parameters in the NCDnet Name Service hide box affect the NCDnet
(DECnet) name service.

NCDnet Name Service

Field Description Corresponding Parameter

Name Cache Max Size Maximum number of entries in the | ncdnet-name-cache-max-size
terminal’s name cache

Name Cache Max How long a name service entry is ncdnet-name-cache-max-
Lifetime (seconds) used before being automatically lifetime
deleted
Local Name Cache Hostnames, NCDnet addresses, ncdnet-name-local-cache
and address lifetimes for the local
name cache
Name Server How long the terminal attempts a ncdnet-name-server-
Transaction Timeout name service request before a transaction-timeout

failure is declared

Name Servers List of name servers ncdnet-name-servers

Network Interfaces Parameters

The parameters in the Network Interfaces hide box affect the terminal’s
network interfaces.

l;liztl\(/jvork Interfaces Description Corresponding Parameter

Use SNAP (802.2 LLC) The terminal sends Ethernet net-ethernet-snap-

Encapsulation on packets using SNAP encapsulation | encapsulation

Ethernet

Token-Ring Speed Speed at which the Token-Ring net-token-ring-speed
interface runs

Roaming Condition ?! Speed at which wireless terminals net-roaming-condition
roam from one access point to
another
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Network Interfaces
Field

Description

Corresponding Parameter

Domain Channel *

Domain number for wireless
terminals

net-domain-channel

1 Explora 400/450 terminals only

Parallel Parameters
The Parallel hide box lists the attributes of the Parallel Daemon.

Parallel Field

Description

(

Corresponding Parameter

Parallel Daemons Table

Table listing the current
characteristics of the Parallel
daemon(s)

parallel-daemons-table

PEX Parameters

The parameters in the PEX hide box govern characteristics of the PEX
extension. For other PEX parameters, see “PEX Color Parameters” on page
9-34 and the PEX hide box in the Change User Preferences client. This hide box
appears on HMX and Explora 700 terminals only.

PEX Field

Description

Corresponding Parameter

Maximum Model Clip
Planes

Maximum number of half-spaces
that can be defined for model

clipping

pex-max-model-clip-planes

Maximum Non-
Ambient Lights

Maximum number of non-ambient
light sources that can be defined

pex-max-non-ambient-lights

Maximum Nameset
Names

Maximum number (a power of two)
of NameSet names (identifiers) that
can be defined

pex-max-nameset-names
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PEX Color Parameters

The parameters in the PEX Color hide box govern monitor reference
luminance and chromaticity. For other PEX parameters, see “PEX Parameters”
on page 9-33 and the PEX hide box in the Change User Preferences client. This
hide box appears on HMX and Explora 700 terminals only.

PEX Color Field

Description

Corresponding Parameter

Reference Red
Chromaticity (u’)

The u’ CIE-chromaticity coordinate
for the red color component of a
properly adjusted monitor

pex-monitor-reference-red-u

Reference Red
Chromaticity (v’)

The v’ CIE-chromaticity coordinate
for the red color component of a
properly adjusted monitor

pex-monitor-reference-red-v

Reference Red
Luminance (Y)

The Y CIE-luminance coordinate
for the red color component of a
properly adjusted monitor

pex-monitor-reference-red-y

Reference Green
Chromaticity (u’)

The u’ CIE-chromaticity coordinate
for the green color component of a
properly adjusted monitor

pex-monitor-reference-green-u

Reference Green
Chromaticity (v’)

The v’ CIE-chromaticity coordinate
for the green color component of a
properly adjusted monitor

pex-monitor-reference-green-v

Reference Green
Luminance (Y)

The Y CIE-luminance coordinate
for the green color component of a
properly adjusted monitor

pex-monitor-reference-green-y

Reference Blue
Chromaticity (u’)

The u’ CIE-chromaticity coordinate
for the blue color component of a
properly adjusted monitor

pex-monitor-reference-blue-u

Reference Blue
Chromaticity (v’)

The v’ CIE-chromaticity coordinate
for the blue color component of a
properly adjusted monitor

pex-monitor-reference-blue-v

Reference Blue
Luminance (Y)

The Y CIE-luminance coordinate
for the blue color component of a
properly adjusted monitor

pex-monitor-reference-blue-y
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PEX Color Field

Description

(

Corresponding Parameter

Reference White
Chromaticity (u’)

The u’ CIE-chromaticity coordinate
for the white color component of a
properly adjusted monitor

pex-monitor-reference-
white-u

Reference White
Chromaticity (v’)

The v’ CIE-chromaticity coordinate
for the white color component of a
properly adjusted monitor

pex-monitor-reference-white-v

Reference White
Luminance (Y)

The Y CIE-luminance coordinate
for the white color component of a
properly adjusted monitor

pex-monitor-reference-white-y

PPP and SLIP Parameters

The parameters in the PPP and SLIP hide box affect terminal communications
using the PPP and SLIP protocols.

PPP and SLIP Field

Description

Corresponding Parameter

PPP and SLIP Interfaces
Table

PPP and SLIP configuration
parameters

ppp-slip-interfaces-table

PPP Interfaces Table

PPP configuration parameters

ppp-interfaces-table

Serial Parameters
The parameters in the Serial hide box affect the serial port(s) and Serial

daemon.

Serial Hide Field

Description

Corresponding Parameter

Serial Interfaces Table

Serial port parameters

serial-interfaces-table

Serial Daemons Table

Serial daemon parameters

serial-daemons-table
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TCP Parameters
The parameters in the TCP hide box affect terminal communications using the

TCP protocaol.

Transmission Control
Protocol Field

Description

Corresponding Parameter

Receive Buffer Size
(bytes)

Bytes of received data that a TCP
connection can buffer in the
terminal

tcp-receive-buffer-size

Send Buffer Size (bytes)

Bytes of data awaiting transmission
that the TCP connection can buffer
in the terminal

tcp-send-buffer-size

Connect Timeout

Length of time that must elapse

tcp-connect-timeout

Retransmissions

failure is declared

(seconds) before a TCP connection attempt is
declared a failure for lack of
response
Maximum Number of retransmissions beforea | tcp-max-retransmissions

Keepalive Idle Time
(seconds)

Length of time that must elapse on
an established connection with no
activity before a keepalive packet is
generated

tcp-keepalive-idle-time

Keepalive Interval
(seconds)

Length of time that must elapse
between successive transmissions
of keepalive packets

tcp-keepalive-interval

Maximum Keepalive
Idle Time (seconds)

Duration of keepalive
transmissions without response
before a failure is declared

tcp-max-keepalive-idle-time

Default Linger Time
(seconds)

Length of time during which TCP
continues to transmit outstanding
data on the connections transmit
gueue after local software closes the
connection

tcp-default-linger-time
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TCP/IP Name Service Parameters

The parameters in the TCP/IP Name Service hide box affect the DNS and
IEN 116 name services.

TCP/IP Name Service
Field

Description

Corresponding Parameter

Name Cache Max Size

Maximum number of entries in the
name cache

tcpip-name-cache-max-size

Name Cache Max
Lifetime (seconds)

How long a name service entry is
used before it is automatically
deleted

tcpip-name-cache-max-
lifetime

Ignore Case on TCP/IP
Name Cache Lookups

Specifies that case is ignored when
searching for a name in the local
name cache

tcpip-name-cache

Local Name Cache

The terminal’s name service cache

tcpip-name-local-cache

Name Server Protocol

Name server protocol used when
contacting name servers

tcpip-name-server-protocol

Name Server
Retransmission
Timeout (seconds)

How long a name service
retransmission is attempted before a
failure is declared

tcpip-name-server-
retransmission-timeout

Name Server
Transaction Timeout
(seconds)

How long a name service request is
attempted before a failure is
declared

tcpip-name-server-transaction-
timeout

Name Servers

List of name servers

tcpip-name-servers

DNS Default Domain

Default domain for DNS name
service requests

tcpip-dns-default-domain

DNS Domain Search

Successively wider searches of the
name space are made when
attempting to resolve a name with
DNS

tcpip-dns-domain-search
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Time Parameters

The Time hide box contains parameters that affect the terminal’s
communication with a time server.

Time Field

Description

Corresponding Parameters

Time Server

The hostname or IP address of a
host supplying current time from
UDP port 37

time-server

Time Server Timeout
(seconds)

How long the terminal waits for a
reply from the time server

time-server-timeout

Time Server Retries

Maximum number of attempts to
contact the time server

time-server-retries

Timezone

Name of the zone file for the
terminal’s location

time-zone

Offset from Greenwich
Mean Time (minutes)

Offset from Greenwich Mean
Time (GMT)

time-offset-from-gmt

Unit Parameters

The Unit hide box contains parameters that provide information about
miscellaneous terminal attributes.

Unit Field

Description

Corresponding Parameter

Query for Unit Name at
Boot

The terminal requests its
hostname at boot time.

unit-query-for-name-at-boot

Unit Name

The terminal’s hostname

unit-name

Physical Location

The physical location of the
terminal

unit-location

Administrative Contact

Person in charge of the terminal

unit-contact

Administrative Status

Administrative status of the
terminal

unit-administrative-status
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Unit Field

Description

Corresponding Parameter

Show Low Memory
Warning Box at (bytes)

Threshold for displaying the Low
Memory warning popup

unit-low-memory-level

Video Parameters

The parameters in the Video hide box affect viewing videos on the terminal.
This hide box appears on HMX and Explora 700 terminals only.

Video Field

Description

Corresponding Parameters

Fast MPEG decoder
(requires license)

Use the CompCore fast MPEG
video decoder instead of the
Berkeley decoder

video-fast-mpeg-decoder

Starworks volume file

Filename of the StarWorks
volume information file

video-starworks-volume-file

VT320 Terminal Emulation Parameters

The parameters in the VT320 Terminal Emulation hide box affect login
through terminal emulation.

VT320 Terminal
Emulation Field

Description

Corresponding Parameters

Default Hosts

Hosts listed in the Terminal Host
Chooser

term-default-hosts

Restrict Host Choices

User is restricted to the hosts
listed in the Terminal Host
Chooser

term-restrict-host-choices

Delay LAT Display after
Boot (seconds)

How long after rebooting to
display the Terminal Host LAT
Chooser

term-delay-lat-display

Terminal Default
Connect Timeout
(seconds)

How long the terminal emulator
attempts to establish a connection
before declaring an error

term-default-connect-timeout
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WinCenter Parameters

The parameters in the WinCenter hide box affect characteristics of WinCenter
when WinCenter is invoked by XDM or a remote shell command with no
overriding arguments.

Wincenter Field

Description

Corresponding Parameters

Use WinCenter Colors

Action taken to control colormap
flash when using WinCenter and
NCDware

wincenter-colors

Window Size

Size of the WinCenter window

wincenter-resources

Number of colors

Number of WinCenter colors or
TrueColor

(Wincenter resources of the
RESOURCE_MANAGER root
window property)

Audio Enabled

Enables audio

X and Graphics Parameters
The parameters in the X and Graphics hide box affect X attributes.

X and Graphics Field

Description

Corresponding Parameter

Disabled X Extensions

X extensions that should be made
unavailable

xserver-disabled-extensions

Retain X Settings
Across Sessions

The X server retains the settings
of the resource database,
keyboard, mouse, and screen
saver when the last client
disconnects

xserver-retain-x-settings

Arc Cache Maximum
Size

Amount of memory used for arc
caching

xserver-arc-cache-max-size

RGB File

Filename of the color database

xserver-rgb-file

Keysym File

Filename of the keysym database
used by local clients

xserver-keysym-file
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X and Graphics Field

Description

lorresponding Parameter

Default Visual

The terminal’s default visual. If
Wincenter O Use WinCenter
Colors is enabled, it allocates the
entries in this table.

xserver-default-visual

Default Colormap

Initial contents of the default
color map. If Wincenter [J Use
WinCenter Colors is enabled, it
allocates the entries in this table.

xserver-default-colormap

Black Pixel Value reported as BlackPixel on xserver-black-pixel
grayscale and color monitors
White Pixel Value reported as WhitePixel on xserver-white-pixel

grayscale and color monitors

XRemote Parameters
The parameters in the XRemote hide box affect the use of XRemote.

XRemote Field

Description

Corresponding Parameters

Data Compression
Mode

Compression method for
XRemote data packets

xremote-data-compression-mode

Authorize XRemote
Clients

XRemote clients are authenticated

xremote-authorize-xremote-
clients

Additional Escape
Chars

Additional escape characters,
besides those in the pre-defined
list, are defined

xremote-additional-escape-chars

Allow XRemote TCP
Connection

XRemote/TCP connections are
allowed

xremote-allow-xremotetcp-
connection

TCP Port Number

TCP port on which the terminal
listens for XRemote connections

xremote-tcp-port
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3270 Terminal Emulation Parameters

The parameters in the 3270 Terminal Emulation hide box affect the use of the
3270 terminal emulator.

3270 Terminal
Emulation Field

Description

Corresponding Parameters

Enable 3270 Terminal
Emulation

Enables 3270 emulation

ncd3270-enable-3270-emulation

NCD3270 Default
Protocol

Default connection protocol

ncd3270-default-protocol

NCD3270 Default Model

Default 3270 model type

ncd3270-default-model

TN3270 Default Host

Default host for TN3270
connections

ncd3270-tn-default-host

TN3270 Default tcp Port

Default TCP port for TN3270
connections

ncd3270-pu2l-default-port

PU2.1 Default Host

Default host for Brixton PU2.1
connections

ncd3270-pu2l-default-host

PU2.1 Default tcp Port

Default TCP port for Brixton
PU2.1 connections

ncd3270-pu2l-default-port

EHLLAPI A Default tcp
Port

Default TCP port for EHLLAPI
connections

ncd270-ehllapia-default-port

Default Hosts

Hosts presented by default in
the 3270 Host Chooser

ncd3270-default-hosts
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Using Change User Preferences

Change User Preferences allows users or system administrators to set user
preferences.

By default, you access Change User Preferences from the Console window’s
Setup menu (Setup O Change User Preferences). For other methods of
displaying this local client, information about disabling it, and directions for
creating a user preferences file that is loaded when the user logs in, see the
System Administrator’s Guide.

Components of the Change User Preferences Window

Change User Preferences is composed of a series of hide boxes providing
access to fields that correspond to remote configuration parameters in the pref

group.
Change User Preferences has a menu bar with a File menu and a Sections
menu, a messages area, and several buttons:

O The File menu provides commands for writing values to and reading
values from files and NVRAM:

— Saveto File = —Specifies the name of a file to which all current
parameter settings should be written. A popup dialog box presents the
default filename or the last filename entered during this session.

— Read from File ~ —Specifies a file from which all parameter settings
should be read for display in the Change User Preferences window.
Presents the default filename or the last filename entered during this
session.

— Connect to New Unit —Presents a popup box requesting a terminal
name and the config-pref-read-only-password or config-pref-read-write-
password required for configuration data access. Displays that
terminal’s Change User Preferences window.

— Close —Closes Change User Preferences.

O The Sections menu contains a listing of the Change User Preferences hide
boxes, a