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introduction

The UMIPS System Administrator’s Guide describes the administration of the
MIPS RISComputers running the RISC/os (UMIPS) operating system. It is designed
to accomplish the following objectives:

B provide clear instructions on how to perform the administrative tasks of a
UMIPS system

m give background information about when and why these tasks are desirable

B serve as a quick reference to administrative procedures

What Is a System Administrator?
A System Administrator performs two main tasks:
m decides what rules are needed to govern the use of the computer system

® implements those rules so as to provide the maximum amount of computing
service for the system’s users, consistent with the physical limitations of the
machine

This manual is designed for administrators of systems ranging from a single user
systems to multi-user systems networked to other systems. If you are the only user of
your system, administration consists simply of those things you do to keep the
machine running and your programs and data from disappearing permanently. For
larger systems, administration becomes increasingly complex, as you need to antici-
pate the needs of multiple users and a wide variety of applications. Regardless of your
situation, the appropriate information to begin system administration is covered in
this guide. As you become more familiar with the system, this guide may still serve as
a useful reference along with the System Administrator’s Reference Manual.

How to Use This Guide

This manual is organized as follows:

Chapters 1-11 Reference material
Procedures 1-11 "Cookbook" style examples
Back Matter Appendices, glossary and index

If you are an experienced UNIX System Administrator, you may prefer to simply
consult the Procedure before performing a particular activity for the first time. (The
procedures are written for less experienced administrators but they may illustrate
implementation dependencies that you are not aware of.) If you are not familiar with
administering a UNIX system, it is recommended that you read the appropriate
chapter before performing any particular activity.

This book assumes you are familiar with the UNIX operating system at least as a
user. You should know how to create files with an editor, how to move and remove
files, how to make and remove directories, change directories, and login and logout.

PREFACE xiii



Introduction

If you are not familiar with the UNIX operating system, it is highly recommended
that you become familiar with it before assuming the duties of system administrator.
System administrator (also known as "root" and "superuser") privileges allow powerful
manipulations of this multiuser system. It is possible, for example, to remove all of a
user’s files with a single command, or to mistakenly alter system files that will then
keep the system from rebooting correctly. Many books are currently available that
provide a good introduction to UNIX - start with them and use the system as a user
as much as possible before becoming system administrator. You’ll be glad you did.

A few notes on the use of this manual. Since it deals with system administration,
many crucial system files are manipulated, such as /etc/passwd, /etc/inittab,
/etc/fstab, /etc/hosts, and so on. It is highly recommended that you make a backup
copy of those files before editing them in case anything happens. This warning will
not be repeated every time you are told to edit one of these files. Also, it is advisable
to operate as system administrator only when it is required. For that reason, the con-
vention of a "#" prompt is used to represent a superuser login in the examples. Stan-
dard user logins are represented by the "$" or the "%" prompt. Login as a standard
user whenever the operation permits - your chances of making catastrophic errors are
greatly reduced.

Notation Conventions

Whenever the text includes examples of output from the computer and/or com-
mands entered by you, we follow the standard notation scheme that is common
throughout UNIX system documentation:

B Text that you type in from your terminal is shown in bold type.

® Computer response is shown in constant width type. In cases where the
line on the computer screen is longer than can be shown in this document, the
backslant ("\") is used to indicate that the next line is actually still a part of the
current line.

® Comments and explanations within a display are indented and shown in italic
type.

Ttalics are also used to show substitutable values, such as file, when the format
of a command is shown.

B There is an ifnplied RETURN at the end of each command and menu response
you enter. Where you may be expected to enter only a RETURN (as in the
case where you are accepting a menu default), the symbol <CR> is used.

xiv SYSTEM ADMINISTRATOR’S GUIDE



Introduction

Command References

When commands are mentioned in a section of the text for the first time, a refer-
ence to the manual section where the command is described is included in
parentheses: command(section). The numbered sections are located in the following
manuals: ‘

Section (1) User’s Reference Manual

Sections (1M), (7) System Administrator’s Reference Manual
Sections (2), (3), (4), (5) Programmer’s Reference Manual

Section (1SPP) System’s Programmers Package Reference Manual

Information in the Examples

While every effort has been made to present displays of information just as they
appear on your terminal, it is possible that your system will produce slightly different
output. Some displays reflect a particular machine configuration that may differ from
yours. Changes between releases of the UMIPS system software may cause small

“differences in what appears on your terminal.
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Introduction

This is Part 1, the "Chapters" section of this document. It contains reference
material useful to the RISC/os system administrator and is divided into the following
chapters:

Besides the reference material provided in these chapters, additional information on
individual system administrator commands can be found in the System Administrator’s
Reference Manual, or by entering:

$ man command_name

to get the online manual page. In addition, a number of books on the market today
provide useful tips on UNIX system administration.

While Part 2 of this book, the Procedures, provides many useful examples of par-
ticular system administration actions, it is a good idea to become familiar with the
general information provided in the corresponding chapters before performing them.

PART 1. INTRODUCTION 1
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Introduction

This chapter deals with setting up a secure M-Series system.

B Important security guidelines

Guidelines for setting passwords and permissions; protecting the system from
unauthorized access,

® Logins and passwords

Aging passwords to control the amount of time passwords may be kept for
logins.

Locking logins to prevent their being used.

Protecting administrative commands and logins with passwords.
m Set-UID and Set-GID

Preventing unauthorized use of programs conditioned to execute via an admin-
istrative login,
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Important Security Guidelines

1-2

The security of the system is ultimately the responsibility of all who have access to
the system. No system is totally secure. The system is not tamperproof. Some of
the items to consider are as follows.

Especially with a small computer, physical access to the machine must be con-
sidered. Anyone with physical access to the machine can literally walk off with
it. '

Use the keyswitch lock (on systems that have it). After bringing up the system,
lock the keyswitch and store the key in a safe place. Make sure those who
need it know where it is.

Set the access permissions to directories and files to allow only the necessary
permissions for owner, group, and others.

All logins should have passwords. Change passwords regularly. Do not pick
obvious passwords. Six-to-eight character nonsense strings using letters,
numbers and mixed case are recommended over standard names. Logins that
are not needed should be either removed or blocked.

Dial-up ports that do not have passwords are a security risk.

Any system with dial-up ports i-s:n,ot really secure. Top secret information
should not be kept on a system with dial-up ports.

Users who make frequent use of the su command can compromise the security
of your system. Superusers and users who know other users’ passwords are
able to manipulate the other user’s files. The more people who know a given
password, the less secure is the system.,

Login directories, .profile, .login and .cshre files, and files in /bin, /usr/bin,
and /ete that are writable by others are security give-aways, and an unknowing
or malevolent user can cause problems by editing or removing files in these
areas.

Encrypt sensitive data files. The crypt(1) command provides some protection
for sensitive information.

Log off the system if you must be away from the data terminal. Do not leave a
logged-in terminal unattended, especially if you are logged in as root.

SYSTEM ADMINISTRATOR’S GUIDE



Logins and Passwords

The discussion of logins and passwords covers
® password aging

®m sample /etc/passwd entries

® Jocking unused logins

B special administrative logins

Password Aging

The password aging mechanism forces users to change their password on a regular
basis. Provisions are also made to prevent a user from changing a new password
before a specified time interval. Password aging is selectively applied to logins by
editing the /etc/passwd file.

The password aging information is appended to the encrypted password field in
the /etc/passwd file and consists of a comma and up to four bytes (characters) in the
format: '

TJMmww
The meaning of these fields is as follows:
, The delimiter between the password itself and the aging information.

M  The Maximum duration of the password (in weeks, following the notation in
Figure 1-1).

m  The minimum time interval before the existing password can be changed by
the user (in weeks, following the notation in Figure 1-1).

ww  The week (counted from the beginning of 1970) when the password was last
changed; two characters, ww, are used. You do not enter this information.
The system automatically adds these characters to the password aging infor-
mation.

All times are specified in weeks (0 through 63) by a 64 character alphabet. Figure

1-1 shows the relationship between the numerical values and character codes. Any of
the character codes may be used in the four fields of the password aging information.

Character Number of Weeks

. (period) 0 (zero)

/ (slash) 1

0 through 9 2 through 11
A through Z | 12 through 37
a through z 38 through 63

Figure 1-1: Password Aging Character Codes
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Logins and Passwords

Two special cases apply for the character codes:

® If M and m are equal to zero (the code, ..), the user is forced to change the

password at the next login. No further password aging is then applied to that
login.

m If m is greater than M (for example, the code, ./), only root is able to change

the password for that login.

Sample /etc/passwd Entries

Password administration can be set up in a variety of ways to meet the needs of

different organizations. Some examples are discussed in the following sections.

Change Every Two Weeks

The following shows the password aging information required to establish a new

password every 2 weeks (0) and to deny changing the new password for 1 week (/).

1.

Here is a typical login/password entry in the /etc/passwd file for the typical
user jqu:

jgqu:RTKESmMOE2m.E:100:1:J. Q. Username:/usr/jqu:
To cause jqu to change the password at least every 2 weeks, but keep it at

least for 1 week, you should use the code 0/. After you edit the /etc/passwd
file, adding ,0/ to the password field, the entry looks like this:

jqu:RTKESmMOE2m.E,0/:100:1:J. Q. Username:/usr/jqu:

After the password entry is changed, jqu will have to change the password at
the next login and every 2 weeks thereafter.

After jqu’s first login following the change, the system automatically adds the
two-character, "last-time-changed" information to the password field.

jqu:nCNYv9zhLTojo,0/W9:100:1:J. Q. Username:/usr/jqu:

In this example, jqu changed the password in week W9.

Change One Time Only

The following shows the password aging information required to establish for one
time only a new password when the user next logs in (using the .. code).

1-4

1.

Here is the typical login/password entry for user jqu again:
jqu:RTKESmMOE2m.E:100:1:J. Q. Username:/usr/jqu:
To cause jqu to change the password at the next login (and to cause this only

once), you should use the code ... After you edit the /etc/passwd file, adding
4. to the password field, the entry looks like this:

jqu:RTKESmMOE2m. E,..:100:1:J. Q. Username:/usr/jqu:

After the password entry is changed, jqu will have to change the password at
the next login only.

SYSTEM ADMINISTRATOR’S GUIDE
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Logins and Passwords

3. After jqu supplies the new password, the system automatically removes the
aging code (,..) from the password field:

jqu: EFDNLgsFUj.£s:100:1:J. Q. Username:/usr/jqu:

Note that the encrypted password information has changed.

Change by root Only

The following shows the password aging information required to establish a pass-
word for a login so that only the root login can change the password (using the ./
code).

1. Here is the typical login/password entry for user jqu again:

jqu:RTKESMMOE2m.E:100:1:J. Q. Username:/usr/jqu:

2. To prevent jqu from changing the password, you should use the code ./.
After you edit the /etc/passwd file, adding ,./ to the password field, the entry
looks like this:

jqu: RTKESmMOE2m.E,./:100:1:J. Q. Username:/usr/jqu:

Now only root can change the password for the jqu login. If jqu tries to
change the password, a permission denied message is displayed.

Locking Unused Logins
If a login is not used or needed, you should do one of two things:
® remove the entfy from /etc/passwd

m disable (lock) the login

A login is locked by editing the /etc/passwd file and changing the encrypted pass-
word field to contain one or more characters that are not used by the encryption pro-
cess. One way to do this is to use the expression Locked;. In this expression, the
semicolon () is an unused encryption character. The text, however, only serves to
remind you that the login is locked. Another expression, not valid, could also be
used to prevent the use of a login because a space is another unused encryption char-

acter. Another common technique is placing a single "*" character in the password
field.

The following line entry from the /etc/passwd file shows the "locked" bin login.

bin:Locked;:2:2:0000-Admin(0000):/bin:

Special Administrative Passwords

There are two familiar ways to access the system: either via a conventional user
login or the root login. If these were the only two ways to access the system, how-
ever, effective use of the system would have to be curtailed (because root would own
many directories) or many users would have to know the root password (a bad secu-
rity risk) or the system would be wide open (because root would own few directories).
All of these conditions are undesirable.
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The solution to a good mix of system use and system security is available to you
through the use of special system logins and administrative commands that can be
password-protected (see Procedure 1.4 for information on doing this). The com-
mands, which are also logins, that can be password-protected perform functions that
might be needed by a number of users on your M-Series system:

It is recommended that the passwords to these commands/logins be known to
only a few users. '

Login Use

root This login has no restrictions on it and it overrides all
' other logins, protections, and permissions. It allows
the user access to the entire operating system. The
password for the root login should be very carefully

protected.

Sys | This login has the power of a normal user login over
the files it owns, which are in /usr/src.

bin This login has the power of a normal user login over

' the files it owns, which are in /bin.

adm This login has the power of a normal user login over.
the object files it owns, which are in /usr/adm.

uucp This login owns the object and spooled data files in
/usr/lib/uucp.

nuucp This login is used by remote machines to log into the

system and initiate file transfers via
/usr/lib/uucp/uucico.

rje This login has an entry in /etc/passwd. There are no
files currently associated with this login.

daemon | This is the login of the system daemon, which controls
background processing.

Ip This login owns the object and spooled data files in
fusr/spool/lp.

nobody | This login is used for "weak" network services like ftp.
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The set-user identification (suid) and set-group identification (sgid) bits must be
used very carefully if any security is to be maintained. These bits are set through the
chmod(1) command and can be specified for any executable file. When any user runs
an executable file that has either of these bits set, the system gives the user the per-
missions of the owner of the executable. For example, the /bin/passwd command is
owned by root and has the suid bit set. This allows the passwd command to write the
root-owned /etc/passwd file so users can change their password.

System security can be compromised if a user copies another program onto a file
with -rwsrwxrwx permissions. For example, if the "switch user" (su) command has
the write access permission allowed for others, anyone can copy the shell onto it and
get a password-free version of su. The following paragraphs provide a few examples
of command lines that can be used to identify the files with a set-UID.

For more information about the set-UID and set-GID bits, see chmod(1) and
chmod(2).

Check Set-UIDs Owned by root

The following command line lists all set-UID programs-owned.by root. The
results are mailed to root. All mounted paths are checked by this command starting
at /. Any surprises in root’s mail should be investigated. (Refer to the man pages for
a discussion of the find(1) command used in the example below.)

4 find / —user root —perm —4100 —exec Is =1 {} \; | mail root
You have mail

# mail

From root Mon Aug 27 07:20 EDT 1984

—r—Sr—xXr-x 1 root bin 38836 Aug 10 16:16 /usr/bin/at
—r—Sr—Xr—Xx 1 root bin 19812 Aug 10 16:16 /usr/bin/crontab
———8——X——X 1 root sys 46040 Aug 10 15:18 /usr/bin/ct
—r—sr—-sr-x 1 root bin 33208 Aug 10 15:55 /usr/lib/lpadmin
—r—Sr—sr-x 1 root bin 38696 Aug 10 15:55 /usr/lib/lpsched
———S——X——X 1 root other 77824 Aug 18 15:11 /usr/rar/bin/sh
—r—Sr—Xr—X 1 root sys 11416 Aug 11 01:26 /bin/mkdir
—r—SIr—XIr—X 1 root sys 11804 Aug 11 01:26 /bin/rmdir
—r—Sr—Xr—Xx 1 root bin 12524 Aug 11 01:27 /bin/df
—IWSIr—Xr—X 1 root sys 21780 Aug 11 01:27 /bin/newgrp
—r—Sr—sr-x 1 root sys 23000 Aug 11 01:27 /bin/passwd
—r—Sr—Xr—X 1 root sys 23824 Aug 11 01:27 /bin/su

?d

#

In this example, an unauthorized user ("rar" in group "other") has made a personal
copy of /bin/sh and has made it set-UID to root. This means that rar and other
members of the group other can now execute /usr/rar/bin/sh and become the super
user.
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Check Set-UIDs in the Root File System

The following command line reports all files with a set-UID for the root file sys-
tem. The ncheck(1M) command, by itself, can be used on a mounted or unmounted
file system. The normal output of the ncheck —s command includes special files.
Here, the grep command is used to remove device files from the output. The filtering
done in this example to remove the device files is applicable only for the root file sys-
tem (/dev/dsk/ips0d0s0). The output of the modified ncheck is used as an argument
to the Is command. The use of the s command is possible only if the file system is
mounted.

# Is =l ‘ncheck.ffs =s /dev/dsk/ips0d0s0 | cut —=f2 | grep —v dev*

—Ir—-Sr—xXIr—-X 1 root bin 12524 Aug 11 01:27 /bin/df
—IrWXr—sIr—X 1 root sys 32272 Aug 10 15:53 /bin/ipcs
—r—-Xr—sr—x 2 bin mail 32852 Aug 11 01:28 /bin/mail
—r—-Sr—Xr—X 1 root sys 11416 Aug 11 01:26 /bin/mkdir
—IrWwSr—Xr—Xx 1 root sys 21780 Aug 11 01:27 /bin/newgrp
—r—-Sr—sr—Xx 1 root sys 23000 Aug 11 01:27 /bin/passwd
—r—Xr—SI—X 1 bin sys - 27964 Aug 11 01:28 /bin/ps
—r—-Xr—sIr—x 2 bin mail -- 32852 Aug 11 01:28 /bin/rmail
-r-sr-xr—-x ~ 1 root  sys 11804 Aug 11 01:26 /bin/rmdir
—r-Sr—Xr—X 1 root sys 23824 Aug 11 01:27 /bin/su
—r—-Xr—sr—x 1 bin sys 21212 Aug 10 16:08 /etc/whodo

#

In this example, nothing looks suspicious. (Note that the "ips" designator for the
disk device may be different on your machine. Look in the /dev/dsk directory for the
correct disk device names for your system. Also note that the ".ffs" appended to the
ncheck command informs ncheck that this is a fast file system as described in Chapter
5. Future versions of UMIPS will assume the fast file system and the .ffs will not be
necessary.)

Check Set-UIDs in Other File Systems

The following command line entry shows the use of the ncheck command to
examine the /usr file system (/dev/dsk/ips0d0s6, assuming a single-disk system with
default partitioning) for files with a set-UID. In this example, the complete path
names for the files start with /usr. /usr is not part of the ncheck output,
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# ncheck.ffs —s /dev/dsk/ips1d0s2 | cut —f2
/dev/dsk/cl1ld0s2:
/bin/at
/bin/crontab
/bin/shl
/bin/sadp
/bin/timex
/bin/cancel
/bin/disable -
/bin/enable
/bin/lp
/bin/lpstat
/bin/ct

/bin/cu
/bin/uucp
/bin/uuname
/bin/uustat
/bin/uux
/1lib/mv_dir
/lib/expreserve
/lib/exrecover
/1lib/accept
/1lib/lpadmin
/1lib/lpmove
/1ib/lpsched
/1ib/lpshut
/lib/reject
/1lib/mailx/rmmail
/lib/sa/sadc
/1lib/uucp/uucico
/1lib/uucp/uusched
/lib/uucp/uuxqt
/usr/rar/bin/sh
#

In this example, the /usr/rar/bin/sh should be investigated.

The designation "ips" in the special file name may differ on your system. Refer to
NOtE|  Chapter 4 and your Release Notes for details.
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Introduction

This chapter deals with providing a variety of services to the users of your M-
Series RISComputer.

® Login administration

Assigning user and group IDs to users of your system. Maintaining the
/etc/passwd and /etc/group files.

® The user’s environment

Setting up shell environment files and helping users develop individual
environment files. '

® User communications services

Establishing and maintaining such services as message-of-the-day, news and
mail.

- W Anticipating user requests

Developing an organized plan for responding to user problems.
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This section describes how to add a new user to the system. (

Adding Users

Before users are permitted to log in to your system, they must be listed in the
/etc/passwd file. You can make the necessary changes to the passwd file using an
editor. You need to login as root to do this; 7etc/passwd is generally installed as a
read-only file. An entry in the passwd file consists of a single line with seven colon-
separated fields. The fields and an example are shown below.

login_name:password:user_id:group_id:comments:home_dir:program

abc:g0Q3xsv05bWuM, 9/TA:103:123:Allen B. Cipher:/usr/abc:/bin/csh

The fields are:

login name A valid name for logging onto the system. A login name is gen-
erally from three to six characters; the first character must be
alphabetic. It is usually chosen by the user.

password The encrypted form of the password, if any, associated with the
login name in the first field. All encrypted passwords occupy 13
-character. The actual password chosen can be any length but is
truncated to the first eight characters. At least one character
must be numeric. This is to discourage users from choosing ordi- (
nary words as passwords. When you add a user to the file you
may use a default password, such as passwd9, and instruct the
user to change it at the first login. Following the encrypted pass-
word, separated by a comma, there may be a field that controls
password aging. See Password Aging in Chapter 1, System Secu-
rity.

user_id The user-ID number (uid) is between 0 and 50,000. The number
must not include a comma. Numbers below 100 are reserved and
User-ID 0 is reserved for the super-user. The System Adminis-
tration menu package does not permit you to specify a number
below 100 when adding a user.

group_id The same conditions apply to the group-ID (gid) number as to
the uid, except that the group-ID 1 is reserved for the other
group.

comiments This field contains the name of the user and any optional addi-

tional information about the user. There is no required format
for this field, but avoid slashes and colons.

home_dir The home directory is where the user is placed upon logging in.
The name is usually the same as the login name, preceded by a
parent directory such as /usr. The modadduser menu of the Sys-
tem Administration package allows you to specify the default
parent directory. The home directory is the origination point of
the user’s directory tree. (
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program This is the name of a program invoked at the time the user logs
in. Typical programs are /bin/sh, /bin/csh and /bin/rsh. If the
field is empty, the default program is /bin/sh.

If you inspect the /etc/passwd file on your M-Series system you will see several
commands listed among the user login names. These are commands such as
sysadm(1) that can have passwords assigned to them.

Changing or Deleting Passwd Entries

There are sysadm usermgmt menu selections for changing or deleting user entries
from the /etc/passwd file (see sysadm(1) and Procedures 2.2 and 2.3). You also have
the option of using an editor to make the changes.

Every so often a user will forget his or her password. When that happens (let’s
say to user abc), you can login as root and enter the command:

# passwd abc (The # prompt shows you are root.)
New password: passwd9 (The password entered is actually not echoed.)
Re-enter new password: passwd9

Since you did this as the super-user (root), you were not prompted for the old
password. The command changes abc’s password to passwd9. You should make
sure the user changes the password immediately.

When you delete a login from /etc/passwd using the sysadm usermgmt menu, all
of the user’s files and directories are removed. If you remove an entry from the
passwd file using an editor, you have only removed the entry. The user’s files remain.

Group IDs

Group IDs are a means of establishing another level of ownership of and access
to files and directories. Users with some community of interest can be identified as
members of the same group. Any file created by a member of the group carries the
group-ID as a secondary identification. By manipulating the permissions field of the
file, the owner (or someone with the effective user-ID of the owner) can grant read,
write, or execute privileges to other group members.

Information about groups is kept in the /etc/group file. The fields and a sample
entry from this file is shown and explained below:

group_name:password(empty):group_id:login_names

prog::123:jgp,abc
Each entry is one line; each line has the following fields:

group_name The group name can be from 3 to 8 characters, the first of which
must be alphabetic.

password The password field should not be used. Group passwords are not
generally protected as vigorously as personal passwords, and con-
sequently create an additional security risk when they are used.
You can put a "*" or enter ".Locked" in this field to make it clear
that it is not to be used.
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group_id The group id is a number from 0 to 50,000. The number must
not include a comma. Numbers below 100 are reserved.
login_names The login names of group members, separated by commas.

The next section discusses how to provide an initial shell environment for each user.
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The user’s environment is determined by the shell used (which is defined in the
program field of the password file). The Bourne shell (/bin/sh) files that create the
user environment are /ete/profile and SHOME/ .profile (SHOME represents the user’s
home directory). The /etc/profile file is executed first, then the SHOME/.profile file.
The C-shell (/bin/esh) environment files are /etc/cshre, $HOME/.login and
$HOME/.cshre.. The order of execution at login time is /etc/cshre, SHOME/.cshre,
and finally SHOME/ .login.

The User’s Home Directory

Each user should be given a home directory. On a small system, you may want to
add user directories to the usr directory, or perhaps to a subdirectory of /usr. If you
have a large number of users, you may want to consider setting up a separate user
partition or disk. (Adding new disks and partitions is discussed in Chapters 4 and 5.)

For example, if you are going to add users to a subdirectory called /usr/people,
follow these steps:

mkdir /usr/people

mkdir /usr/people/carol

chown carol /usr/people/carol

chgrp software /usr/people/carol

chmod u+trwx,g+rx,otrx /usr/people/carol

H H = I I

where "carol" is the new user and you have already added her to the /etc/passwd file
and assigned her to group "software” in the /etc/group file. Her /etc/passwd entry
might look something like this:

carol:nCNYv9zhL4xUn:103:110:Carol Smith:/usr/users/carol:\
/bin/sh

Environment for Bourne Shell Users
Two files determine the Bourne shell user’s environment:

1. The system profile.

The ASCII text file, /etc/profile, contains commands, shell procedures, and
environment variables. The login process initiated when a Bourne shell user
logs in causes this file to be executed. A sample /etc/profile is shown below.
(Pound signs (#) are comment indicators, and lines beginning with "#" are not
executed.)
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# The profile that all logins get before using their
# own .profile.
trap "™ 2 3
export LOGNAME
/etc/TIMEZONE

# Login and —-su shells get /etc/profile services.
# -rsh is given its environment in its .profile.
case "$0". in
—su)
export PATH
—-sh)

export PATH

# Allow the user to break the Message of the Day only.

trap "trap '’ 2" 2 ‘

cat -s /etc/motd

trap ™ 2

if mail -e

then

echo "you have mail"

Cfi

if [ ${LOGNAME} != root ]

then ’

news —n

fi
esac
umask 022
trap 2 3

Figure 2-1: A Typical /etc/profile

In addition to /etc/profile for all Bourne shell users, the executable file, .profile, may
reside in a user’s home directory. This individual (user-level) profile can contain
additional commands and variables that further customize a user’s environment. If
one exists, it too is executed at login time, after the execution of /etc/profile.

A standard profile that can be supplied as an initial .profile for Bourne shell users can
be found in /ete/stdprofile. An example of this file is shown below.
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#ident "@Q(#)sadmin:etc/stdprofile 1.2"

#ident

# This is the default standard profile provided to a user.
# They are expected to edit it to meet their own needs.
umask 022

stty line 1 erase ’'“H’ kill ’'~U’ intr ’'~C’ echoe

# list directories in columns
1s() { /bin/ls -C $*; }

Figure 2-2: A Typical $HOME/.profile

Several interesting things are contained in the environment files shown above:
®m Some environment variables are exported (see Environment Variables below).

m A file named /etc/motd is cat-ted (see Message of the Day later in this
chapter).

m If the user is not root, the names of news items are displayed (news =—n; see
news later in this chapter).

m If the user has mail (mail —e), a message about it is displayed.

® The Is command is redefined to always produce a columnar listing.

For information about the Bourne shell programming commands, see sh(1) in the
User’s Reference Manual.

Environment Variables

An array of strings called the environment is made available by exec(2) when a
process begins. Since login is a process, the array of environment strings is made
available to it. An example of a typical array of strings is shown in Figure 2-3.

PS1=$

LOGNAME=abc

PWD=/usr/abc

HOME=/usr/abc
PATH=:/bin:/usr/bin: /usr/ucb
SHELL=/bin/sh
MAIL=/usr/mail/abc
TERM=5420

PAGER=pg

TZ=PST8PDT
TERMINFO=/usr/lib/terminfo
EDITOR=vi

Figure 2-3: Environment Array for a Typical User
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The environment variables shown in Figure 2-3 give values to 12 names for user
abc. Other programs make use of the information. For example, the user’s terminal (
is defined as a 5420 (TERM=5420). When the user invokes the editor vi(1), vi checks
the file referenced by TERMINFO (/usr/lib/terminfo) where it learns the characteris-
tics of a 5420 terminal (such as the 24-line screen). New variables can be defined at
any time. By convention they are defined with the variable in uppercase, followed by
an equal sign, followed by the value. Once defined, an environment variable can be
made global for the user through the export statement. The individual .profile file
can contain whatever the user wants.

umask

A system default controls the permissions mode of any files or directories created
by a user. The M-Series system has default values of 666 for files and 777 for direc-
tories. That means that for files everyone automatically gets read and write permis-
sion. For directories, everyone gets read, write, and execute permission. (Execute
permission on a directory means the ability to ed to the directory and to copy read-
able files from it.)

Users frequently set up a user mask in their .profile by means of the umask(1)
command. umask alters permission levels by a specified amount. For example,

umask 027

. leaves the permission level for owner unchanged, lowers the permission level for
group by 2, and reduces the permissions for others to zero. The system default was
666; this user mask changes it to 640, which translates into read and write permission ‘(
for the owner, read permission for the group, and no permission for others.

There may be a umask command in /etc/profile. If there is, it does not change a
user’s ability to put one in .profile. (Note that since $SHOME.profile is read after
/etc/profile, the umask in SHOME/.profile would override the /etc/profile umask.)

For a detailed discussion of the Bourne shell, see sh(1).

The Environment for C-Shell Users

The discussion of the C-Shell adds on to the previous discussion on the Bourne
shell. As you will see, commands differ somewhat, and the purpose of this section is
merely to introduce how to set-up users with the C-shell. For details regarding use of
the C-shell, refer to esh(1).

Three files determine the environment for /bin/csh users:

® The system (machine-specific) /etc/cshre.

The file /etc/cshre is executed (or "sourced") by the login process when the C-
shell user logs in to the system. An example /etc/cshre is shown in Figure 2-4
below.
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# default settings for all users

umask 022
set path = ( /bin /usr/net /bin /usr/bin /usr/ucb .)

cat —-s /etc/motd

if ($?LOGNAME == 0) then
echo "$0": LOGNAME: parameter not set
exit 1

else

set mail=/usr/mail/$LOGNAME
endif
if - ( { /bin/mail -e } ) then

echo ’‘You have mail.’

endif

if ( $LOGNAME != root ) then
news -n C

endif

Figure 2-4: A Typical /etc/cshre File

® The User’s .login.

The login process also executes the .login file that resides in the user’s home
directory. This file can be used, for example, to perform various user-specific
actions at login time and set desired variables. Figure 2-5 shows a sample
$HOME/.login file.

setenv SHELL /bin/csh

setenv TERM vt100

stty line 1 erase ’'"H’ kill '"U’ intr ’'~C’ echoe

date

echo "Good morning"

Figure 2-5: A Typical $HOME/.login

m The User’s .cshre.

Each time a new C-shell is created for a user (for example, at login and when-
ever the user enters csh at the command line), the user’s $HOME/.cshre file is
"sourced", initializing the new shell with whatever information the user’s
$HOME/.cshrc has specified. A starter .cshre file for C-shell users is provided
in /etc/stdeshre. Figure 2-6 shows a sample $HOME/.cshre file.
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#ident

# This is the default standard profile provided to a user.

# They are expected to edit it to meet their own needs.
umask 022

stty line 1 erase '"H’ kill ’'~U’ intr ’'~C’ echoe
eval ‘tset —5 —Q’ '

# list directories in columns and make a long listing easier
alias 1s "1s —C’
alias 11 "ls —al"

# make history easier to use and set it to a length of 50
alias h history
set history = 50

# enable command line editing for easy re—entry of commands
set lineedit

Figure 2-6: A Starter SHOME/.cshre File

Some of the more interesting aspects of the C-shell environment files included:

¥ automatic sourcing of variables

The setenv command is used to set variables. No specific "Export varia-

blename" statement is required as it is with the Bourne shell,

® aliasing

Names can be arbitrarily assigned (aliased) to command strings. For example,
alias h history permits the single character "h" to be typed instead of the entire

command.

® other aspects

Similar mail, news and motd actions to those performed by the sample profile

for the Bourne shell user are included in the C-shell examples.

For a detailed discussion of the C-shell environment, refer to esh(1).

Default Shells and Restricted Shells

Generally, when a user logs in, the default program that is started is /bin/sh or
/bin/csh. There may be cases, however, where a user needs to be given a restricted

shell.
With the restricted shell (/bin/rsh) the user is not allowed to:

8 change directories
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® change the value of SPATH

B redirect output - the restrictions are enforced after .profile has been executed.

The administrator can use a restricted shell strategy to limit certain users to the
execution of a small number of commands or programs. By setting up a special direc-
tory for executables (/usr/rbin, for example), and controlling PATH so it only refer-
ences that directory, the administrator can restrict the user’s activity in whatever way
is appropriate. ‘ ' :

The restricted shell is a subset of the Bourne shell (sh). There is no restricted
version of the C-shell (csh).

Be aware that /bin/rsh is not the same as the remote shell /usr/ucb/rsh discussed in
NotE|  Chapter 10.

T
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Several ways of communicating with and among users are available. Some of the
most frequently used are described in this section.

Message of the Day

Items of broad interest that you want to make available to all users can be put in
the /etc/motd file. The contents of /etc/motd are displayed on the user’s terminal as
part of the login process. The login process executes /etc/profile (for Bourne shell
users) or /etc/cshre (for C-shell users), which are executable shell scripts that, among
other things, commonly contain the command

cat /etc/motd

Any text contained in /etc/motd is displayed for each user each time the user logs
in. For this information to have any impact on users, you must take pains to use it
sparingly but consistently and clean out outdated announcements. A typical use for
the Message of the Day facility might be

5/30: The system will be unavailable from 6-1lpm \
Thursday, 5/30 — preventive maintenance.

Part of the preventive maintenance should be to remove the notice from /etc/motd.

news

Another electronic bulletin board facility is in the /usr/news directory: the
news(1) command. The directory is used to store announcements in text files, the
names of which are normally used to provide a clue to the content of the news item.
The news command is used to print the items on your terminal.

A typical /etc/profile and /etc/cshre contain the line

news —n

The =—n argument causes the names of files in the /usr/news directory to be
printed on a user’s terminal as the user logs in, Item names are displayed only for
current items, that is, items added to the /usr/news directory since the user last
looked at the news. The idea of currency is implemented like this: when you read a
news item, an empty file named .news_time is written in your login directory. As with
any other file, .news_time carries a time stamp indicating the date and time the file
was created. When you log in, a comparison is made between the time stamp of your
.news_time file and time stamp of items in /usr/news.

Unlike the Message of the Day where users have no ability to turn the message
off, with news users have a choice of several possible actions:

read everything If the user enters the command, news with no arguments,
all news items posted since the last time the user typed in
the command are printed on the user’s terminal.

select some items If the news command is entered with the names of one or
more items as arguments, only those items selected are
printed.
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read and delete After the news command has been entered, the user can
stop any item from printing by sending an Interrupt. (The
interrupt is often the DELETE key, but may be CTRL-C
or the BREAK key depending on your terminal setup.)
Sending two Interrupts in a row stops the program.

ignore everything If the user is too busy to read announcements at the
moment, they can safely be ignored. Items remain in
/usr/news until removed. The item names will continue
to be displayed each time the user logs in.

flush all items If the user simply wants to eliminate the display of item
names without looking at the items, a couple of techniques
will work:

$ touch .news_time
updates the time-accessed and time-modified fields of the
$ news > /dev/null

prints the news items on the null device.

Write to All Users

The ability to write to all logged-in users, via the wall(1M) command, is an exten-
sion of the write(1) command. It is fully effective only when used by the super-user.
While wall is a useful device for getting urgent information out quickly, some users
may find it annoying to have messages print out on their terminal right in the middle
of whatever else is going on. The effect is not destructive but may be somewhat irri-
tating. Users may guard against this distraction by including the command

mesg n

in their .profile or .login. This blocks other ordinary users from interjecting a mes-
sage into your stdout. The wall command, when used by the super-user, overrides
the mesg n command. It is best to reserve this for those times when you as the sys-
tem administrator need to ask users to get off the system. The use of the wall com-
mand is described in Procedure 2.

mail and mailx

The UMIPS system offers two electronic mail utilities through which users can
communicate among themselves. If your system is connected to others by networking
facilities, mail(1) and mailx(1) can be used to communicate with persons on other sys-
tems.

mail is the basic utility for sending messages. mailx uses mail to send and receive
messages, but adds to it a multitude of extras that are useful for organizing messages
into storage files, adding headers, and many other functions.

When mailx is used, a set-up file is helpful. You can find a description of how to
use a .mailre set-up file in the mailx(1) pages of the User's Reference Manual.
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Anticipating User Requests

As the system administrator for your M-Series system you can expect users to
look to you to help solve any number of problems. In addition to the system log
described in Chapter 3, you will find it helpful to keep a user trouble log. Many of
the problems that users encounter fall into patterns. If you keep a record of how
problems were resolved, you will not have to start from scratch when a problem
recurs.

Trouble Reporting

Another technique that is strongly recommended is an organized way for users to
report problems. The Release Notes supplied with your system provide a Trouble
Report Form that can be used to record and report problems to your Field Service

‘representative. Also, a new userid that users can report problems to is often
effective.
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Introduction

This chapter deals with the day-to-day operations of your M-Series RISComputer.

m General operating policy

Guidelines for balancing the needs of system maintenance and the interests of
your user community; suggestions for record keeping; lists of important admin-
istrative directories and files.

m QOperating Levels

Definition of the run levels of the system; how they are controlled.

® Running Standalone Shell and monitor programs

Running firmware-resident and bootable programs from the system firmware.

General Operating Pol'icy

Many administrative tasks require the system to be shut down to a run level other
than the multi-user state (see the discussion on Operating Levels below). This means
that conventional users cannot access the system. When the machine is taken out of
the multi-user state, the users on the machine at the time are requested to log off.
You should do these types of tasks when they will interfere the least with the activities
of the user community. In addition, include a message in /etc/motd and/or news, or
mail messages to the users affected.

Sometimes situations arise that require the system to be taken down with little or
no notice provided to the users. Try to provide the user community as much notice
as possible about events affecting the use of the machine. When the system must be
taken out of service, also tell the users when to expect the system to be available.
Use the Message of the Day (/etc/motd) to keep users informed about changes in
hardware, software, policies, and procedures.

At your discretion, the following items should be done as prerequisites for any
task that requires the system to leave the multi-user state.

1. When possible, schedule service-affecting tasks to be done during periods of
low system use. For scheduled actions, use the Message of the Day
(/ete/motd) to inform users of future actions.

2. Check to see who is logged in before taking any actions that would affect a
logged-in user. The /etc/whodo and /bin/who commands can be used to see
who is on the system.

3. If the system is in use, provide the users advanced warning about changes in
system states or pending maintenance actions. For immediate actions, use the
/etc/wall command to send a broadcast message announcing that the system
will be taken down at a given time. Give the users a reasonable amount of
time to terminate their activities and log off before taking the system down.
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Introduction

Maintaining a System Log

In a multi-user environment it is strongly recommended that a complete set of
records be maintained. A system log book can be a valuable tool when trouble-
shooting transient problems or when trying to establish system operating characteris-
tics over a period of time. Some of the things that you should consider entering into
the log book are: '

® maintenance records and problem information (date/time, description, name of
person making entry)

B printouts of error messages and diagnostic phases

® equipment and system configuration changes (dates and actions)

The format of the system log and the types of items noted in the log should follow
a logical structure. Think of the log as a diary that you update on a periodic basis.

To a large measure, how you use your system will dictate the form and importance of
maintaining a system log.

In addition, UMIPS provides various means to collect system data for later
analysis. Refer to the sar command in Chapter 6, and the crash command example
in Procedure 3 for more information.

Administrative Directories and Files

This section briefly describes the directories and files that are frequently used by a
system administrator. For more detail about the purpose and contents of these direc-
tories and files, see Appendix C. For additional information on the formats of the
system files, refer to Section 4 of the UMIPS Programmer’s Reference Manual.

Root Directories

The directories of the root file system (/) are as follows.

bin Directory that contains public commands.

boot Directory that contains configurable object files created by the
/etc/mkboot(1M) program.

dev Directory containing special files that define all of the devices
on the system.

etc Directory that contains administrative programs and tables.

lib Directory that contains public libraries.

lost+found Directory used by fsck(1M) to save disconnected files.

stand Directory containing standalone commands that reside on

- disk.
tmp Directory used for temporary files.
usr Directory used to mount the /usr file system. (See Chapter 5

for a description of this file system.)
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Important System Files

The following files and directories are important in the administration of the M-

Series RISComputer.
/etc/fstab

/etc/gettydefs

/ete/group
/etc/init.d

File used to specify the file system(s) to be mounted by
/etc/mountall and remote file systems to be mounted by
/etc/rmountall.

File containing information used by /etc/getty to set the
speed and terminal characteristics for a line.

File describing each group and its members to the system.

Directory containing executable files used in upward and
downward transitions to all system run levels. These files
are executed in files beginning with S (start) or X (stop)
in /ete/ren.d, where n is replaced by the appropriate run
level.

. There are two good ways to make modification to these commands:
- | NotE

1. Copy the file in /etc/init.d to /etc/ren.d and modify it there.

2. Make a copy of the file in /etc/init.d and change the corresponding
/etc/rcn.d file to point to the new file.

/etc/inittab

/usr/reconfig/master.d

/etc/motd

/etc/passwd
/ete/profile

/ete/cshre

/etc/rcl

/etc/rc0.d

File containing the instructions to define the processes
created or terminated by /etc/init for each initialization
state.

Directory containing files that define the configuration of
hardware devices, software drivers, system parameters,
and aliases.

File containing a brief Message of the Day, called (cat’d)
by /etc/profile.

File identifying each user to the system.

File containing the standard (default) environment for all
Bourne shell users.

File containing the standard (default) environment for all
C shell users.

File executed by /etc/shutdown that executes shell scripts
in /ete/rc0.d and /etc/shutdown.d directories for transi-
tions to system run-levels 0, 5, and 6.

Directory containing files executed by /ete/rc0 for transi-
tions to system run-levels 0, 5, and 6. Files in this direc-
tory execute files in the /etc/init.d directory and begin
with either a K or an S. K indicates processes that are
stopped, and S indicates processes that are started when
entering run-levels 0, 5, or 6.
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/etc/re2

/ete/re2.d

/ete/re.d

/ete/re3

/etc/rel3.d

/ete/shutdown

/etc/TIMEZONE
/etc/utmp

/etc/wtmp

/usr/lib/spell/spellhist

/usr/news

File executed by /ete/init that executes shell scripts in
/ete/rc2.d and /ete/re.d on transitions to system run-level
2.

Directory containing files executed by /ete/re2 for transi-
tions to system run-levels 2 and 3. Files in this directory
execute files in the /ete/init.d directory and begin with
either a K or an S. K indicates processes that should be
stopped and S indicates processes that should be started
when entering run-levels 2 or 3.

Directory containing executable files that do the various
functions needed to initialize the system to run-level 2;
they are executed when /ete/re2 is run. (Files contained
in this directory prior to UNIX System V Release 3.0
were moved to /ete/rc2.d. This directory is only main-
tained for compatibility.)

File executed by /ete/init that executes shell scripts in
/etc/rc3.d on transitions to system run-level 3.

Directory containing files executed by /ete/re3 for transi-
tions to system run-level 3 (Remote File Sharing mode).
Files in this directory are linked from the /ete/init.d
directory and begin with either a K or an S. K indicates
processes that should be stopped, and S indicates
processes that should be started when entering run-level
3.

File containing a shell script that gracefully shuts down
the system.

File used to set the time zone shell variable TZ.

File containing the information on the current run-state of
the system.

File containing a history of system logins. If it isn’t there,
no record is kept.

File containing a history of all words that spell fails to
match.

Directory containing news files. This directory should be
checked periodically, and old files should be discarded.

/usr/spool/cron/crontabs

Directory containing crontab files for the adm, root, and
sys logins and ordinary users listed in cron.allow.

Each of these files is described in more detail in Appendix C.
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General

After you have set up your M-Series RISComputer for the first time, you and
other users can use the system. Whenever you turn it on (including the first time),
the system comes up in a multi-user environment in which

m The file systems in /etc/fstab are mounted.

B The cron daemon is started for scheduled tasks.

m Networking functions (if configured into the system) are available for use.
]

The spooling and scheduling functions of the LP package (if configured into the
system) are available for use. :

m Users can log in. The gettys are spawned on all connected terminal lines listed
in /etc/inittab to have gettys respawned. (With the exception of the console,
gettys are not on when the system is installed. You have to turn them on your-
self.)

This is defined as the multi-user state. It is also referred to as "init state 2"
because all .of the activities of initializing the system are under the control of the init
process. The "2" refers to entries in the special table /etc/inittab used by init to ini-
tialize the system to the multi-user state.

Not all activities, however, can be performed in the multi-user state. For exam-
ple, if you were able to unmount a file system while users were accessing it, you would
cause a lot of data to be lost. Hence, for unmounting and other system administra-
tion tasks, there is a need for another state, the single-user state.

The single-user state is an environment in which only the console has access to
the system and the root file system alone is mounted. You are free to do tasks that
affect the file systems and the system configuration because you are the only one on
the system.

There are other system states (see Figure 3-1), but first a note of clarification.
One of the more confusing things about the discussion of system states is that there
are many terms used to identify the same thing: the particular operating level of the
system.

Here is a list of frequently encountered synonyms:

B run state
run level
run mode
init state
system state

Likewise, each system state may be referred to in a number of ways, for example:
® single-user
® single-user mode

® run level 1, and so on

SYSTEM RUN LEVELS 3-5



Operating Levels

In any case, each state or run level clearly defines the operation of the computer.
Figure 3-1 defines each of them as they pertain to the M-Series system.

Run Level Description
0 Go to Monitor mode. Ready for power-down.

1,s,or S Single-user mode is used to install/remove
software utilities, run file system backups/restores,
and to check file systems. Though s and 1 are
both used to go to single user state, s only kills
processes spawned by init and does not unmount
file systems. State 1 unmounts everything except
root and kills all user processes, except those that
relate to the console.

2 Multi-user mode is the normal operating mode for
the system. The default is that the root (/) and
user (/usr) file systems are mounted in this mode.
When the system is powered up it is put in multi-

user mode.
3 User defined run state
4 User defined run state.
5 1 Go to Monitor mode.
6 Shutdown and reboot

Figure 3-1: System States

How init Controls the System State

UNIX systems always run in one state or another. The actions that cause the
various states to exist are under the control of the init process, which is the first gen-
eral process created by the system at boot time. It reads the file /etc/inittab, which
defines exactly which processes exist for which run level.

In the case of the multi-user state (run level 2), init scans the file for entries that
have a run level of "2", and executes everything after the last colon (:) on the line
containing the corresponding run level.

If you look at your /etc/inittab, you’ll see something that looks like the following.
(It is most unlikely that yours will look exactly like this one; /etc/inittab changes from
one configuration to another.)
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If /ete/inittab was removed by mistake and is missing during shutdown, init will enter
NOIE| the single user state (init s). While entering single user state, /usr will remain

mounted and processes not spawned by init will continue to run. You should replace
] /etc/inittab before changing states again. '

# Copyright (c) 1984 AT&T

# All Rights Reserved N

# THIS IS UNPUBLISHED PROPRIETARY SOURCE CODE OF AT&T
The copyright notice above does not evidence any

# actual or intended publication of such source code.

e

#ident "$Header"

#

# Field #2 indicates the system’s default run level.
# (X for unspecified.)

#

is:2:initdefault:

#

# Boot time system initialization.

#

fs::sysinit:/etc/bcheckre >/dev/syscon 2>&l
# Check (& fsck) root fs.
mt::sysinit:/etc/brc >/dev/syscon 2>&l

# Initialize /etc/mtab.

#

# Run level changes.

#

sl:1:wait:/etc/shutdown -y —iS —-g0 >/dev/syscon <&l 2>&l
s2:23:wait:/etc/rc2 >/dev/syscon <&l 2>&l
s3:3:wait:/etc/rc3 >/dev/syscon <&l 2>&l

System shut down.

telinit 0 = Shutdown and halt.

telinit 6 Shutdown and then re