

























































































































































































































































































































































































































































































































































































switching A-2
privacy legislation 2-2
privileged attribute 4-26
privileged started procedure
indicatinga 5-11
procedure name match with started procedures table
entry 5-11
profile
access list for discrete or generic  4-4
access list in discrete 4-6
access list in GDG basename 4-10
automatic protection of a tape volume with a
discrete 4-18
building a model A-12
changing a generic A-1
changing discrete A-1
connect
contents of 1-11
contents of discrete 1-12
contents of general resource 1-13
copying list of authorized users from profile to A-2
defining a model 2-5
deleting a discrete A-1
deleting a generic  A-1
description of discrete 1-12
description of generic .1-12
generic 1-13
group
contents of 1-11
group ownership of a  3-4
how to define a generic 4-6
IBMUSER user 6-1
listing a data set A-12
listing a discrete or generic A-2
listing a group A-2
listing a user A-2
owner 1-5
ownership of user 3-7
protecting general resources with a single 6-5
protection via discrete  4-6
renaming a multivolume data set protected with a
discrete 4-13
renaming a multivolume data set protected with a
generic 4-13
requirements for GDG basename 4-11
setting the universal group authority (CREATE) in
the VSAMDSET group 4-11
sharing a common 4-12
specifying model data set A-1
SYSCTLG group 6-1
SYS1 group 6-1
user
contents of 1-11
VSAMDSET group 6-1
who does not have total control overa 4-4
who has full authority over the 4-4
profile checking
enabling or disabling generic with the SETROPTS

command 5-2
) profile conflicts
resolving 4-28

profile definition in resource group classes 6-7
profile lists
refreshing generic in-storage 6-9
profile modeling
activating A-2
profile modeling and ADSP  2-5
profile modification
reason for violation during  5-7
profile name
high-level qualifier of data set 4-1
profile name for a user
altering a model A-1
profile of resource whose class is defined in the CDT
listing A-2
profile ownership 3-3
data set 4-4
profile updates in RACF data set
coordinating 6-16
profiles
accessibility of those defined by a GRPACC
user 3-10
algorithm for RACF access authorization checking
of 4-7
ALTER access authority for discrete  4-24
ALTER access authority for generic  4-24
associated with users and groups 1-11
authority of the group-AUDITOR user to access
user 3-12
authority of the group-SPECIAL user to access
user 3-12
construction of in-storage for resource class 6-6
contents of 1-5
define and modify 3-9
OPERATIONS user’s authority to  3-9
drawback for IMS/VS in-storage 7-10
for class definition 1-10
for the IBM PSR and CE user 6-12
group ownership of 3-4
group-AUDITOR user authority to access data
set 3-12
group-OPERATIONS user authority to access data
set 3-12
group-SPECIAL user authority to access data
set 3-12
group-SPECIAL user authority to access general
resource 3-12
in-storage list of 4-28
internal-sort order of 4-7
listing information from RACF 1-17
logging attempts to modify 1-2
modifying generic profiles 4-25
non-volume-specific 4-6
owning general resource 4-24
protecting multivolume data sets with discrete  4-12
protection of ADSP user’s data sets with
discrete 3-10
protection via generic 4-6
recording statistics in RACF  1-16
reducing the number of 4-6
resident resource 6-7
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resolving conflicts between CICS/VS group
class 8-7
retaining full control over resource 4-26
rules for defining data set 4-1
TSO 6-16
UACCin 4-5
use of RACF 1-5
when owners are assigned to data set 4-4
who can modify generic 4-25
who has authority to modify generic 4-9
profiles for CICS/VS resources
building in-storage 8-7
profiles, types of RACF
connect profiles 1-5
data set profiles 1-5
general resource profiles 1-5
group profiles 1-5
user profiles 1-5
program libraries
controlling access to CICS/VS 8-2
program properties table 6-10
program properties table report  6-3
program specification blocks (PSBs)
protecting DL/I  8-8
prohibiting use of INACTIVE, REVOKE, HISTORY,
AND WARNING options - 5-5
propagating access list information for groups of
resources 6-6
propagation
for jobs that cannot have userid or group 5-8
JES user identification 5-8
of authority in member resources 6-5
of universal access in member resources 6-5
of user information for XBMALLRACF 6-11
specifying an exit routine for userid and groupid 5-8
support for JES user identification 6-10
protect
deciding what to  2-4°
reason for using instead of ADSP  4-12
PROTECT (on a JCL statement) and UACC 3-15
PROTECT keyword
on a JCL statement 4-6
on the TSO/E ALLOCATE command 4-6
PROTECT keyword of JCL statement
planning for the use of 2-4
PROTECT parameter of JCL statement for tape volume
protection 4-18
PROTECT parameter on the JCL DD statement 6-16
PROTECT parameter with non-VSAM data sets 4-12
PROTECT specification for GDG data set 4-19
protected data sets
. who has total control over 4-4
protected resources
authorizing started procedures to access 5-10
protected tape volumes
authority to access 4-17
protected terminals :
RACEF authorization checking for 4-27
protected volumes
using DFDSS to perform operations on  4-16
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protecting a data set for another user 4-2
protecting a tape data set 4-18
protecting applications 4-28
protecting catalogs 4-13
protecting catalogs and CVOLs 4-5
protecting DASD data sets 1-12, 4-1
protecting DASD GDG data sets 4-10
protecting DASD system data sets 4-15
protecting data sets that have duplicate names 4-11
protecting data sets that have single-level data set
names 4-11
protecting data sets whose names do not conform to
RACF conventions 4-4
protecting data sets with single-level names 5-8
protecting DL /I program specification blocks
(PSBs) 8-8
protecting general resources with generic profiles 4-22
protecting group data sets A-14
rules for 4-3
protecting IMS/VS libraries 7-3
protecting multivolume data sets with discrete
profiles 4-12
protecting resources 1-12
protecting sensitive CICS/VS transactions 8-6
protecting system data sets A-12
protecting system data sets with a generic profile A-12
protecting system data sets with discrete profiles A-12
protecting system resources, responsibility for  1-2
protecting tape volumes 4-17
protecting tape volumes on which GDGs reside 4-19
protecting terminals 4-21 .
protecting the RACF data set with a discrete
profile A-12
protecting user data sets A-16
rules for 4-2
protecting VSAM data sets with VSAMDSET
group 4-11
protection of ADSP user’s data sets with discrete
profiles 3-10
protection of all new user data sets at allocation A-16
protection via discrete profile 4-6
protection via generic profile 4-6
PSBs :
restricting access to CICS/VS  8-8
PSBs defined in the ADDMEM list
granting access to CICS/VS  8-6

Q
QCICSPSB class  8-8
qualifier
generic profile 4-7
R
RACDETF and tape volume definition 4-18

RACDEEF exit routine to require a predefined generic
profile 4-1

0
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RACDEF SVC 1-14
with the ADSP attribute 3-10
RACDEF SVC activity
default specification for logging of 5-6
RACDEEF SVC activity for specified classes
logging 5-6
RACDEF SVC processing
with OS CVOLs 4-14
RACDEEF tape volume definition 4-17
RACF
tailoring 1-14
RACEF and CICS/VS 8-1-8-11
RACF and IMS/VS  7-1-7-16
RACEF auditor
defining a global A-9
RACEF authorization checking 4-26
for access to DASD data sets 4-26
for access to DASD volumes 4-26
for access to other classes that use the RACHECK
interface 4-26
for access to protected terminals 4-27
for access to tape volumes 4-26
RACEF authorization levels and corresponding password
levels 4-9
RACEF class names for CICS/VS
default 8-3
RACEF class names for DL/I program specification blocks
(PSBs) 8-3
RACF command activity
default specification for logging of 5-6
logging for specified classes 5-6
RACF command examples A-7
RACF command sequences
example of initial A-8
RACF command summary and command
examples A-1-A-21
RACF command violations
bypassing logging of 5-7
default for logging 5-7
logging 5-7
reasons for occurrence of 5-7
RACF commands
installation exits invoked by A-5
logging attempts to issue 1-2
special notes on using A-3
using 1-7
RACF commands for which you cannot bypass logging of
issuances 5-7
RACF commands that are not logged 5-7
RACEF data set
coordinating profile updatesin 6-16
deleting a data set profile from the 4-6
multiple IMS/VS control regions sharinga 7-4
reducing I/0 activity in  5-5
reducing the amount of I/0 required to service
the 5-10
shared 6-16
storing OIDCARD information in the 5-12
storing passwords in the 5-12
switching to alternate 6-16

RACEF data set name table to reduce RACF data set /O
operations 5-10 '
RACEF data set with discrete profile
protecting A-12
RACEF data sets
location, size, and number of 6-14
maintaining 6-16
optimum number of 6-14
requirements for volumes for 6-14
switching primary and backup A-2
RACEF deactivation and the ADSP attribute 6-12
RACF encryption exit 1-15
RACEF encryption functions 5-12
RACEF encryption key 5-12
RACEF exit routines
responsibility for writing, installing, and
maintaining 2-3
RACEF exits report  6-4
RACEF flexibility 1-5
RACF function
deactivating 6-13
RACF functions
bypassing 5-10
RACF generalization functions 6-4
RACEF group
as owner of a profile 3-4
ownershipofa 3-3
RACEF group structure
establishinga 2-7
RACEF groups
defining 3-1
definition of ~ 1-4
RACEF indication
for non-VSAM data sets 4-6
for VSAM data sets 4-6
removing A-1
RACEF initialization processing during IPL
bypassing 5-10
RACEF initialization time
groups defined at  A-8
RACEF invocation
effect of always callon 4-8
RACEF is deactivated
using TSO when 6-12
RACEF load modules
updating libraries containing 6-13
RACF naming conventions
- conforming to  4-2
nonconformance to  4-2
RACEF options .
selecting 1-14
selecting with SETROPTS  5-1
RACF panels
using 1-7
RACEF passwords in the RACF data set
storing 5-12
RACEF profiles 1-5
listing information from 1-17
recording statistics in - 1-16
RACEF protection
need for 1-1
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RACEF protection from data sets
removing 6-13
RACEF protection with password protection 1-12, 4-9
RACEF reactivation
logging on after 6-12
RACEF real data set name option 4-2
RACEF report writer 6-15
RACEF security needs  1-1
RACEF single-level name prefixing facility 4-2
RACEF terminal class '
activating 4-21
RACEF token 7-10
building an IMS  7-6
RACEF transparency 1-6
RACEF usage by CICS/VS
preparing CICS/VS to use RACF - 8-3
- RACEF usage with CICS/VS
preparing for 8-1
RACEF users
advantages of defining all usersas 3-6
definition of 1-4
identifying 1-4
RACF-defined
group 3-3
user 3-3
RACF-defined users
capabilities of 4-2
RACF-defined users (only) access to resources 6-11

RACF-indicated data set without a discrete profile 6-14

RACF-indicated data sets 1-13

moving to another system 4-6
RACF-indicating a data set with ADDSD A-1
RACF-indication and always call 4-8
RACF-indication of data sets on systems without always

call 4-8 ‘

RACF-protected system

preventing a user from entering 3-10
RACF-protecting a data set for another user 4-2
RACF/IMS overview 7-1
RACF/IMS password checking and verification 7-6
RACFAGN keyword of SECURITY macro 7-14
RACFTERM keyword of SECURITY 'macro 7-7
RACHECK exit

to bypass authorization checking for unprotected tape

volumes 4-19

RACHECK preprocessing :

to prevent access to resources 6-11
RACHECK SVC 1-14
RACHECK SVC processing

with OS CVOLs 4-14
RACINIT authority verification for applications  4-28
RACINIT processing

terminal authorization checking during 4-27
RACINIT security checking for CICS/VS 8-4
RACINIT statistics

default for recording of 5-5

specifying recording of 5-5
RACINIT statistics collection
M bypassing 5-5
“'RACINIT SVC 1-14
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listing programs authorized to issue  6-3
RACINIT SVC processing ’
when logging onto a terminal 4-22
RACLIST CREATE
to cause refreshing of profiles used by
FRACHECK 5-4
RACLIST invocation
prior to authorization checking 6-6
RACLIST SVC 1-14
listing programs authorized to issue  6-3
to build in-storage profiles 6-7
RACROUTE macro to call system authorization facility
(SAF) 5-8 . :
RALTER and ADDVOL to define a tape volume
set 4-19
RALTER command
to change the profile for a resource defined in the
CDT A-2
to maintain global tables A-2
RDEFINE
defining a tape volume to RACF with 4-18
RDEFINE command '
to create a profile for a resource defined in the
CDT A-2
to define terminals to RACF 4-21
to maintain global tables A-2
RDEFINE command to create a global access checking
table entry 6-9
RDEFINE command to define tape volumes to
RACF 4-17
RDEFINE command usage
to define a terminal to CICS/VS 8-9
RDELETE command
to delete a profile for a resource whose class is
defined in the CDT A-2
to maintain global tables A-2
reactivation of RACF
logging onto TSO after 6-12
READ :
class applicability of 4-24
READ (universal access authority) 3-15
READ access
editing a data set to which you have 6-12
READ access authority 4-5
READ access authority to a tape volume
action taken by RACEF for users who have 4-18
READ and UACC
authority associated with 3-6
read or write to a data set
authority required to  4-5
READ resource access authority 4-24, 4-25
reading only
access authority required for 4-25
reading or writing
access authority required 4-24
authority required for 4-25
real data set name option 4-2
real data set names in messages and SMF records
putting 5-7 -
REALDSN effect on single-level data set names 5-7

)



REALDSN keyword of the SETROPTS command 5-7
RECATALOG operation
authority required to perform 4-14
RECONNECT with TSO LOGON command 4-22
reconnection
terminal information in ACEE after 4-22
recording statistics in RACF profiles 1-16
reducing 1/0 requests to the RACF data set ~ 6-14
reducing RACF data set 1/O activity 5-5
reducing the amount of 1/0 required to service the RACF
data set 5-10
REFRESH keyword with GENERIC keyword of
SETROPTS
using 5-4
REFRESH keyword with GLOBAL option - 5-4
refresh of generic profiles used with FRACHECK 5-4
refresh of IMS/ VS in-storage profiles 7-11
refreshing
global access checking lists 5-4
in-storage generic profile lists ~ 5-4
refreshing generic in-storage profile lists 6-9
refreshing in-storage lists
on a shared system 5-4
refreshing of global access checking tables
initiating A-2
refreshing of in-storage profiles
initiating A-2
regions
controlling access to CICS/VS 8-8
relative line and terminal number as a resource name on
BTAM system 4-21
reloading IMS/VS transaction authorization
profiles 7-13
reloading the IMS/VS security matrix 7-13
remote accessors of CICS/VS resources
defining 8-9
remote CICS/VS resources
using ISC (intersystem communication) to
access 8-9
REMOVE command .
to assign a new owner for group data sets owned by a
removed user A-2
to remove a user from a group A-2
removing a user from a group A-2, A-20
removing data set profiles from the RACF data set 6-13
removing RACF from your system 6-12
procedure for 6-12
removing RACF indication A-1
removing RACF protection from data sets. 6-13
rename a protected data set
who can 4-4

renaming a multivolume data set protected with a discrete

profile 4-13 '

replacing the ICHSECOP module supplied by IBM 5-9 -

report writer 6-15

use of 1-2

using the 1-15
REQUEST=VERIFY 5-8
resident data blocks

number of 6-14

reason for using 6-14

resident index blocks
-defining the number of 5-10
resident resource profiles 6-7
resource
granting or denying accesstoa 1-5
resource access authorities 1-4
denying 4-23
granting explicit or implicit 4-23
resource access authority
ALTER 4-24,4-25
CONTROL 4-24,4-25
NONE 4-24,4-25
READ 4-24,4-25
UPDATE 4-24,4-25
resource access security
specifying the use of IMS/VS 7-14
resource class
construction of in-storage profiles for 6-6
defining 1-13, 4-24
resource classes
activating CICS/VS 8-6
default IMS 7-4
general 6-4
when to activate IMS/VS 7-5
resource classes that belong to an IMS/VS control region
RACEF class name used to identify 7-4
resource group class 1-13
defining entities in  6-5
resource grouping
possible classes for 6-6
resource groups
creating 6-6
defining 6-5
grouping entity 6-6
planning for the use of 6-6
when effective 6-6
resource member class 1-13
resource member classes
defining generic profiles for 4-23
resource name length
effecting space requirement on the SMF data
set 6-15
resource names for a class
listing according to search criterion A-2
resource profile
control over 4-24
resource profiles
resident 6-7
retaining full control over 4-26
resource statistics
bypass collection of 5-6
default for collection of 5-6
keeping for specified classes in the CDT 5-6
resource whose class is defined in the CDT
deleting a generic or discrete profile fora A-2
list the profile of A-2
resources
authority of CLAUTH user to define 3-9
controlling dependent region access to IMS/V
control region  7-13
defining remote accessors of CICS/VS ¢ )
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limiting access to  3-11
protecting 1-12
protecting general 4-22
resource groups for classes of 6-5
scope of a group’s control over 3-11
resources made unavailable due to loss of RACF data set
or device 6-14
restarting jobs 6-9
restricting access to CICS/VS PSBs  8-8
restricting access to stand-alone dumps containing
passwords 6-10
restricting access to SVC dumps containing
passwords 6-10
restricting sign on to CICS/VS 8-8
restricting the use of the //DD DATA statement to
prevent exposures 6-11
restricting TSO SUBMIT capability 6-10
restricting UPDATE access authority to the CICS/VS
region 8-2
restricting users or groups to specific terminals 4-26
RESUME operand of ALTUSER command
to activate a previously revoked userid 5-5
return code
RACHECK issues unauthorized 4-27
reverification
forcing IMS/VS terminal operator 7-12
reverification of authority to access a transaction 4-28
REVOKE attribute 3-10
at the group level 1-10
description of 1-10
listing users with  3-15
REVOKE subkeyword of SETROPTS command 5-5
prohibiting use of 5-5

revolke the ADSD attribute

whento 3-10
revoked userid
using the RESUME operand of the ALTUSER
command to activate a  5-5
revoking a userid after making specified number of -
verification tries 5-5 ‘
revoking IBMUSER A-8
revoking or reestablishing a user’s access privileges A-1
revoking users prior to removing RACF from your
system 6-12
RGSUG parameter of IMS/VS EXECUTE
statement 7-14
RLIST 1-17
RLIST command
to list the profile of a resource whose class is defined
in the CDT A-2
router exit
SAF MVS 5-9
RULERN sub-operand of the PASSWORD operand of the
SETROPTS command
to specify installation-supplied password rules 5-3
rules
establishing password syntax 5-3
for access authorization checking of generic
profiles 4-23
for allocating a new group data set 4-3
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~ for allocating a new user data set 4-3
for defining data set profiles' 4-1
for generic profiles for the general resource
class 4-23
for generic profiles in the data set class 4-7
for global access checking table entries 6-8
for grouping resources 6-7
for high-level qualifiers of a data set name 4-7
for naming groups 3-3
for naming users 3-6
for the specification of generic characters 4-7
RVARY command-
to activate the RACF function dynamically A-2
to deactivate tape volume protection while RACF is
deactivated A-2.
to deactivate the RACF function dynamically A-2
to switch the primary and backup RACF data
sets  A-2

S

SAF MVS router exit 5-9
SAUDIT keyword of SETROPTS command 5-7
SAVE command
requirements for issuing  6-12
saving previous passwords with the SETROPTS
command 5-4
scope of a group :1-8, 3-5
resources that are within the 3-11
restrictions on the 3-11
scope of authority-at the group level 3-12
scope of authority of users with group-level
attributes  3-11
scope of control of group-level attribute 1-9
SCRATCH
authority to  4-17
scratch a protected data set
who can 4-4
scratch data sets
‘OPERATIONS user’s authority to  3-9
SCRATCH protected data sets 4-16
scratching a protected multivolume data set 4-16
scratching a RACF-protected data set
what happens to the data set profile when 4-6
scratching DASD data sets 4-16
scratching data sets .
disposition of discrete profiles when 4-16
scratching password protected data sets 4-17
SEARCH 1-17
SEARCH command
example of A-21
locating RACF-protected data sets with  6-13
NOMASK operand - 6-13
to create a CLIST using resource names for a
search-matching class A-2
to list resource name that matches criterion for a class
of resources A-2
SECLVL keyword of SECURITY macro -7-7
security

~



administering 1-6 GLOBAL keyword 6-8

security administration GLOBAL operand 5-2
decentralizing 1-7 GRPLIST keyword 4-27
security administrator GRPLIST option  5-3
role of 1-6 HISTORY subkeyword of PASSWORD
tools for 1-15 keyword 5-4
security administrator responsibilities INACTIVE keyword 5-5
during implementation planning 2-3 INITSTATS keyword 5-5
security checking INTERVAL subkeyword of PASSWORD '
global access checking to bypass RACF  6-7 keyword 5-5
performing additional 1-15 JES EARLYVERIFY 5-8
_security checking for CICS/VS JES NOEARLYVERIFY 5-8
bypass 8-3 JES(BATCHALLRACF) 5-9
RACINIT 8-4 JES(NOBATCHALLRACF) 5-9
security checking with ICHCNX00 JES(NOXBMALLRACF) 5-9
performing additional A-5 JES(XBMALLRACF) 5-9
security controls MODEL(GDG) keyword 4-10, 5-5
phasing in 2-5 MODEL(GROUP) keyword 5-5
security exposure due to //DD DATA statement MODEL(USER) keyword 5-5
preventing 6-11 NOADSP keyword 5-5
security facilities of CICS/VS that do not use RACF NOAUDIT keyword 5-6
services 8-4 ' NOCLASSACT operand 5-2
SECURITY keyword of IMS/VS IMSCTRL macro 7-4 NOCMDVIOL keyword 5-7
security level NOGENCMD operand 5-2
default CICS/VS 8-4 NOGENERIC keyword (see 5-4
security matrix NOGLOBAL operand 5-2
reloading the IMS/VS  7-13 NOHISTORY subkeyword of PASSWORD
security objectives keyword 5-4
defining 2-3 NOINACTIVE keyword 5-5
security of JOB statements NOINITSTATS keyword 5-5
ensuring the 6-15 NOPREFIX keyword 5-8 :
security policy 2-3 NOREVOKE subkeyword of PASSWORD
establishing 2-1 keyword 5-5
selected data sets report 6-3 NOSAUDIT keyword 5-7
selected user attribute reports 6-2 NOSTATISTICS keyword 5-6
selecting options with ICHSECOP 5-9 . NOWARNING subkeyword of PASSWORD
selecting options with SETROPTS  5-1 keyword 5-4
selecting RACF options 1-14, 5-1-5-13 PASSWORD operand and INTERVAL
selecting the number of index blocks to be made suboperand 5-3
resident 5-10 PASSWORD operand and RULEn sub-operand 5-3
selecting the security implementation team 2-2 PREFIX keyword 5-8
selecting userids and group names 2-6 REALDSN keyword 5-7
sending messages to the security console as regards REFRESH and GENERIC keywords 5-4
violations 1-3 REVOKE subkeyword of PASSWORD
sensitive CICS/VS transactions keyword 5-5
protecting 8-6 SAUDIT keyword 5-7
sequential DASD data sets : selecting options with  5-1
authorization checking for multivolume, STATISTICS keyword 5-6
non-physical 4-13 . TERMINAL operand 5-2
service by IBM PSR and CE  6-12 to activate list-of-groups checking 4-26
session to activate or deactivate global access checking 5-2,
resuming an interrupted 4-22 6-9
SET keyword of ADDSD command with CVOL to bypass collection of resource statistics for classes in
operation 4-14 CDT 5-6
SETROPTS command 5-3, A-2 to bypass collection of resource statistics for
ADSP keyword 5-5 DATASET class 5-6
AUDIT keyword 5-6 to bypass logging of activities of users having
CLASSACT operand 5-2 SPECIAL attribute 5-7
CMDVIOL 5-7 to bypass logging of RACF command violations 5-7
GENCMD operand 5-2 to enable RACF command processors to honor
GENERIC keyword 5-4 generic profiles 5-2
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to identify classes for which statistics are to be

kept 5-6
to indicate that real data set names are to be
used 5-7

to log activities of users having the SPECIAL
attribute  5-7
to log RACF command violations 5-7
to prefix a qualifier to a single-level name 5-8
to prohibit use of INACTIVE, REVOKE, HISTORY,
and WARNING optionis  5-5
to refresh without altering the system status 5-4
to revoke the users right to use the system 5-5
to select universal access authority for terminals 5-2
to specify classes for which detected accesses are to
be logged 5-6
to specify classes that are not to have command
activity logged 5-6
to specify classes that are not to have RACDEF SVC
activity logged 5-6
to specify data set modeling options 5-5
to specify general resource protection 5-2
to specify list-of-groups checking 5-3
to specify maximum interval between password
changes 5-5
to specify number of password verification tries
before revoking userid 5-5
to specify number of previous passwords to be
saved 5-4
to specify password change interval 5-3
to specify recording of RACINIT statistics 5-5
to specify refreshing of in-storage lists 5-4
to specify that batch users identify themselves 5-9
to turn off resource protection prior to IPL  5-10
tG update the global access checking table  6-9
WARNING subkeyword of PASSWORD
keyword 5-4
SETROPTS command and CLASSACT keyword to
activate terminal class 4-21
setting logging options A-17
shared RACF data set considerations 6-16
shared system
refreshing in-storage listsona 5-4
using the SETROPTS command with REFRESH on
a 54
sharing
tape multivolume assess list 4-18
tape multivolume auditing options 4-18
tape multivolume statistics 4-18
sharing a common profile 4-12
sharing a profile 1-13
sharing a RACF data set
multiple IMS/VS control regions 7-4
sharing administration responsibilities 3-5
sign on
causing IMS/VS to use RACF fora 7-7
sign on for all IMS/VS users
enforcing 7-7
SIGN ON password 4-28
sign on table
eliminating use of the CICS/VS 8-4
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establishing default values for entries in the
CICS/VS 8-5
making individual entries in the CICS/VS 8-5
sign on transaction
executing the CICS/VS 8-4
signed-on state
leaving IMS/VS terminals in  7-12
caution against - 7-12
similar access authorization requirements
using generic profiles for 4-22
single name
grouping IMS/VS entities under 7-11
single profile
protecting general resources with ~ 6-5
single volume of multivolume data set
protecting or unprotecting  A-1
single-level data set name support
enabling or disabling A-2
single-level data set names
protecting data sets that have 4-11
REALDSN effecton 5-7
single-level name prefixing facility 4-2
single-level names
prefixing with an installation-specified userid or group
name 4-7 )
protecting data sets with  5-8
size of RACF data sets 6-14
size of RACF exit routines  6-4
size of SMF data set 6-15
SMF
logging records to  1-2
SMF data set
controlling logging on the 1-13
determining space required for 6-15
logging to 3-8
size of 6-15
SMF log
non-standard names in the 4-2
SMF log records during RACDEEF failsoft
processing 6-14
SMF records
listing the 1-15
putting real data set names into  5-7
SMF records and messages
generating 4-27
SMU (security maintenance utility) STERM ALL
keywords (with IMS/VS) 7-8
space required on SMF data set
determining 6-15
SPECIAL attribute 3-7
bypassing the logging of activities of users having
the 5-7
description of 1-10
listing users with  3-15
logging the activities of users having the 5-7
special generic characters 4-6
specifying data set modeling options  5-5
specifying maximum interval between password
changes 5-§
specifying model data set profile for user A-1
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specifying search criterion to list resource names for a
class A-2
stand-alone dumps containing passwords
restricting access to  6-10
standard label tape volume processing 4-17
standard naming conventions
enforcing 4-1
when defining data set profiles 4-1
started procedure
authorization to access protected resources 5-10
IMS/VS running asa  7-2
privileged 5-11
running the execution batch monitor asa 6-11
started procedure name availability
in ACEE for RACHECK and RACDEF SVCs 5-11
in parameter list for RACINIT SVC 5-11
started procedure names
associating group names with 6-2
associating userid and group names with  5-10
associating userids with  6-2
started procedures 5-10
authorization checking for 5-11
default group usage for 5-11
PERMIT command use with  5-10
UACC for 5-11
started procedures module
replacing the 6-2
started procedures table
equal sign (=) in 5-11
generic entry in  5-11
searching for a procedure name match in the 5-11
started task
CICS/VS running as  8-2
granting resource access to  4-26
started tasks
failsoft processing for 6-14
statement
specifying group information on the JOB 5-8
statistical information
keeping 1-3
statistics
bypass collection of resource  5-6
defauit for recording RACINIT 5-5
for specified classes in the CDT 5-6
specifying recording of RACINIT  5-5
statistics collection
bypassing RACINIT 5-5
STATISTICS keyword of SETROPTS command 5-6
step restart
automatic  6-9
STERM keyword 7-12
storing RACF passwords in the RACF data set 5-12
subgroup definition with ADDGROUP command A-1
submitting a job for another user 5-8
submitting a job for deferred restart 6-9
submitting a job to JES
requirements for 5-8
suggestions for assigning access authorities 4-5, 4-26
suggestions for assigning group authorities 3-5
suggestions for assigning user attributes 3-15
suggestions for defining userids 3-6

superior group
redesignatinga A-1
SVC dumps containing passwords
restricting access to  6-10
switching primary and backup RACF data sets A-2
syntax rules
establishing password A-2
SYSCTLG group profile 6-1
system authorization facility (SAF)
call via RACROUTE macro 5-8
system data sets
authority required to access 4-15
bypassing RACF protection during system access
of 4-15
controlling access to IMS/VS  7-2
giving UPDATE access authority to users of 4-15
protecting A-12
protecting DASD  4-15
protecting with a generic profile A-12
protection through a global access checking
table 4-15
specifying UACC=NONE for RACF protection
of 4-15
system data sets accessed by a user
enforcing RACF protection of 4-15
system data sets with discrete profiles
protecting A-12
system generation considerations
IMS/VS 7-4
system key
listing programs that can operate ina 6-3
system libraries
controlling access to CICS/VS 8-2
system programmer responsibilities
during implementation planning 2-3
system programmers as technical support personnel 1-7
system resources
checking the status of 6-2
protecting critical 6-1
system security
achieving 6-1
checking using DSMON reports  6-2
system-generated JOB statements
contents of 5-10
system-wide DASD volume protection option 4-17
system-wide options
setting A-2
system-wide tape protection option 4-17
SYS1 group 2-7
SYS1 group profile 6-1
SYS1 password
changing the 6-1
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table v
global access checking 6-7
naming conventions 4-2
program properties 6-10
table-driven data set naming conventions 4-2, A-6
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tables
maintaining global A-2
tailoring RACF 1-14
tape data set protection 4-18
method of obtaining 4-18
tape data sets
multivolume 4-18
tape label functions
tape volume protection with MVS 4-21
tape protection option 4-17
tape volume
READ access to a
action taken by RACF for users who have 4-18
tape volume definition
through RACDEF and PROTECT 4-17
via RACDEF 4-18
via the RDEFINE command 4-17
tape volume definition with RDEFINE 4-18
tape volume label
destruction of 4-20
tape volume labels
who can create or destroy 4-25
tape volume profile
deleting prior to job restart 6-9
tape volume protection 4-17
deactivating while RACF is deactivated A-2
with a discrete profile 4-18
with the PROTECT parameter of DD
statement 4-18
tape volume protection and bypass label processing
(BLP) 4-20

tape volume protection and password-protected tape data

sets 4-18
tape volume protection for unlabeled tapes (NL) 4-20
tape volume protection with MVS tape label
functions 4-21
tape volume protection with nonstandard labels
(NSL) 4-20
tape volumes
authority over 4-25
authority to access protected 4-17
deferred step restart for 6-9
retaining full control over 4-26
tape volumes on which a GDG resides
protecting 4-19
TCAM system
terminal node name ona 4-21
TCAM terminal definition with CICS/VS 8-9
TCICSTRN group class 8-7
TCICSTRN RACEF class name 8-3
technical support personnel
role of 1-7
technical support personnel responsibilities
during implementation planning 2-3
telecommunications-connected CICS/VS systems 8-10
remote resource access in - 8-10
temporary passwords assigned to users
changing 6-2
terminal
access to via access list 4-21
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terminal authorization and the PERMIT command 3-5
terminal authorization checking during RACINIT
processing 4-27
terminal class
activating the RACF 4-21
users who have CLAUTH authority to the 4-21
terminal definition
CICS/VS 8-9
terminal identifier
supplying the CICS/VS 8-9
terminal identifier processing
IMS/VS 7-12
terminal indicator for a group
changing A-1
terminal information in accessor control environment
element (ACEE) 4-22
terminal node name on a VTAM or TCAM system 4-21
terminal operator reverification
forcing IMS/VS 7-12
terminal operators
identifying and verifying IMS/VS 7-6
terminal protection
unavailability of generic profiles with  4-21
unavailability of global access checking with 4-21
unavailability of list-of-groups checking with  4-21
terminals
controlling access to CICS/VS  8-9
controlling access to IMS/VS physical 7-12
defining to RACF with the RDEFINE
command 4-21
preventing access to undefined CICS/VS 8-9
protecting 4-21
RACF autherization checking for  4-27
restricting users or groups to specific 4-26
specifying a global universal authority for 4-21
universal access authority selection with SETROPTS
and TERMINAL 5-2
terminals in signed-on state
leaving IMS/VS  7-12
caution against 7-12
terminating the warning option A-15
TERMUACC group terminal option. 4-21
TERMUACC keyword of ADDGROUP command 8-9
TERMUACC keyword of ALTGROUP command 8-9
token
RACF 7-6,7-10
tools for the security administrator 1-15
TRANAUTH parameter of SECLVL keyword of
SECURITY macro 7-9
TRANAUTH parameter of SECLVL keyword or
SECURITY macro 7-9 ,
controlling access to IMS/VS security transactions
with 7-9
transaction 3
entering an IMS/VS froma terminal  7-8
establishing access list for CICS/VS 8-6
producing an in-storage list of prefiles for 4-28
reverification of authority to access 4-28
transaction authorization exit
~IMS/VS 7-12
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transaction authorization profiles
reloading the IMS/VS  7-13
transaction names
specifying CICS/VS 8-3
transactions
authorizing access to IMS/VS or CICS/VS 4-28
controlling access to IMS/VS  7-9
defining IMS/VS  7-11
protecting sensitive CICS/VS 8-6
transferring data sets to another system
cautionon 4-8
transparency as a RACF philosophy 1-6
TRMIDNT parameter for BT AM terminal definition with
CICS/VS 8-9
TSO changes 6-16
TSO EDIT command 6-12
TSO EXEC command
to execute CLISTs containing DELDSD
commands 6-13
TSO line drop facility 4-22
TSO LOGON command with
GROUP parameter 6-16
NEWPASSWORD parameter 6-16.
TSO LOGON command with RECONNECT 4-22
TSO profiles 6-16
TSO SUBMIT capability
restricting 6-10
TSO SUBMIT command
jobs submitted to JES with 5-8
TSO usage when RACF is deactivated 6-12
TSO users
creating a list of with CLIST 6-15
TSO WTPMSG option when RACEF is deactivated 6-12
TSO/E ALLOCATE command
using the PROTECT parameter on the 4-12
TSO/E ALLOCATE command PROTECT
keyword 4-6

8]

UACC 3-6
changing a user’s default A-1
checking what is specified for system data sets 6-3
granting implicit resource access authority with  4-23
specification through an installation exit routine 4-5
specifying in a model profile 4-5
valid authorities specified with  4-24

UACC (default universal access authority) 3-15

UACC (universal access authority) for DASD data

sets  4-5

UACC and ADSP  3-15

UACC and modeling 3-15

UACC and PROTECT 3-15

UACC and READ |
authority associated with 3-6

UACC authority specification
overriding 4-25

UACC for terminals
setting 4-28

UACC other than NONE 6-11

UACC specification
overriding the 4-5
UACC with started procedures 5-11
UACC=NONE specification for protection of system
data sets 4-15
UAUDIT keyword of ALTUSER command
to log RACDEF SVCs issued for the user 5-7
to log RACF commands issued by the user 5-7
to log RACHECKSs issued for the user 5-7
unauthorized access attempts
logging 1-2
unauthorized return code
RACHECK issues 4-27
UNCATALOG operation
authority required to perform 4-14
undefined CICS/VS terminals
preventing access to  8-9
undefined users
authority of 4-5
batch jobs submitted by 4-5
default authority of 4-23
undefined users of a RACF-protected system
capabilities of 3-6
unit and volume information
specifying when defining CVOLs to RACF  4-14
universal access authority (UACC) 3-15
universal access authority (UACC) for DASD data
sets  4-5
universal access authority default 5-2
Universal access authority for general resources 4-25
universal access authority for terminals
selecting with SETROPTS and the TERMINAL
operand 5-2
universal access for undefined CICS/VS terminals  8-9
universal authority for terminals
specifying a global 4-21
unlabeled tapes (NL)
tape volume protection for 4-20
unprotected tape volumes
bypassing authorization checking of 4-19
reducing the overhead associated with authorization
checking of 4-19
UPDATE
class applicability of 4-24
UPDATE (universal access authority) 3-15
UPDATE access authority  4-5
UPDATE access authority to system data sets
giving 4-15
UPDATE access authority to the CICS/VS region
restricting 8-2
UPDATE authority equivalency to CONTROL authorlty
for non-VSAM data sets 4-5
UPDATE resource access authority 4-24, 4-25
USE group authority 1-11, 3-4
user
as the owner of a profile 4-4
defining IMS/VS asa RACF  7-2
defining new A-1
exclusion from the system 1-10
revoking a RACF-defined 3-10
submitting a job for another 5-8
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to be removed from a group A-2
user accountability 1-3 '
user accountability, need for 3-6
user administration
commands for 1-8
user and group relationships 2-7
user attributes 3-7
assigning optional 1-8
changing A-1
description of 1-9
group-related 3-5
suggestions for assigning 3-15
verifying with DSMON reports  3-15
user attributes at the group level 3-11
user authority to a resource
granting A-2
removing A-2
user authorization
to CICS/VS APPLID 8-9
USER class
with CLAUTH attribute 3-9
user data sets
definition of 4-2
protection at allocation A-16
rules for allocating 4-3
rules for protecting 4-2
user data sets from all other users
protecting A-16
user definition
via a CLIST 6-15
user environment
restricting the 3-7
user group
defining 3-2
user identification and verification 1-2
when performed 4-27
user identification propagation
JES 5-8
support for JES 6-10
user identification with USER parameter 6-11
user information
propagation for XBMALLRACF 6-11
user level
OPERATIONS attribute at the 3-9
user naming conventions 3-6
user or group data set
determining whether a data setisa A-6
user ownership of general resource profiles 4-24
USER parameter
user identification with  6-11
user passwords
encryption of RACF 5-12
user profile
description of 1-11
listing A-2
ownership of 3-7
user profiles
authority of the group-AUDITOR user to
access 3-12
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authority of the group-SPECIAL user to
access 3-12
user profiles for the IBM and PSR users
defining 6-12
user restrictions
imposing 3-7
user verification checking
password used for after job restart 6-9
repeating when a job restarts 6-9
user-associated installation-defined data
changing A-1
user-level
attributes assigned at  1-9
AUDITOR attribute at the 3-8
OPERATIONS attribute at the 3-9
SPECIAL attribute at the  3-7
user-level attributes 1-4, 1-8
user’s level of group authority
changing A-1
userid
&RACUID 6-8
activating a previously revoked 5-5
early verification of 5-8
propagating 5-8
userid and encrypted password for user identification and
verification 1-2
userid as a prefix name
using SETROPTS to specifya 5-8
userid propagation
for jobs that cannot have 5-8
specifying an installation exit routine for 5-8
userid revocation 5-5
userids  3-7
assigning batch users 2-6
associating started procedure names with  5-10, 6-2
based on first names 3-6
based on group names 3-6
based on personnel numbers 3-6
creating blocks of 3-7
creating with CLIST 3-7
listing 1-16
rules for naming 3-6
selecting 2-6
suggestions for defining 3-6
unused 3-7
users
advantages of defining all users as RACF 3-6
batch jobs submitted by undefined 4-5
defining 1-8, 3-6
educating system 2-8
listing all A-8
restricting the capabilities of  3-7
rules for naming 3-6
searching for inactive A-21
users and groups
authorizing to access resources 1-4
defining A-11
users not defined to RACF
specifying authority of 4-25
users not in an access list
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default authority of 4-23
users of the CICS/VS online system
identifying 8-4
users who own data sets
deleting A-19
using DASDVOL protection A-18
using RACF Commands or Panels 1-7
using started procedures 5-10
using the PROTECT parameter for non-VSAM data
sets 4-12
using the TSO EDIT command 6-12
using TSO when RACEF is deactivated 6-12
utilities with RACF-protected data sets
using 4-6

v

valid characters in the generic profile 4-23
valid generic characters 4-7
variant password and RACF authorization
requirements 4-10
verification of the user 1-2
verifying that userid data is present on JOB
statement 5-8
verifying user attributes with DSMON reports  3-15
violations
default for logging RACF command 5-7
exceptions to logging command 5-7
violations, action taken for 1-3
volume authority
DASDVOL 4-16
volume label
destruction of tape 4-20
volume labels
who can create or destroy tape 4-25
volume protection for unlabeled tapes (NL) 4-20
volume serial number lists
to bypass authorization checking of unprotected tape
volumes 4-19
volume serial number naming convention
to bypass authorization checking of unprotected tape
volumes 4-19
volume set (tape)
defining 4-19
volumes
protecting tape 4-17
volumes for RACF data sets
requirements for 6-14
VSAM catalog
authority required to perform operationsona 4-14
VSAM catalog operations
that have different password and RACF authorization
requirements 4-10
VSAM catalogs
RACF-protected 4-13

VSAM control password for access authority
RACF equivalent to 4-24
VSAM data set
requirements for deletinga 4-9
VSAM data sets
comparison of password and RACF authorization
requirements for 4-9
CONTROL access authority with  4-5
CONTROL resource access authority for 4-25
CONTROL resource access authority with  4-24
protecting with VSAMDSET group 4-11
VSAM duplicate-named data sets
protecting 4-11
VSAMDSET as a high-level qualifier
protecting data sets that have 4-11
VSAMDSET data sets
accessto 4-11
VSAMDSET group
protecting VSAM data sets with 4-11
VSAMDSET group data sets
reducing the number of users who have access
to 4-11
VSAMDSET group profile 6-1
setting the universal group authority (CREATE)
in 4-11
VTAM CONTROL password
RACEF equivalency to the 4-5
VTAM system
terminal node name ona 4-21
VTAM terminal definition with CICS/VS 8-9
vulnerability of CICS/VS files and data bases 8-2
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WARNING indicator 2-5
warning message for access attempt 1-3
warning messages
issuing instead of access failures A-15
warning of password expiration A-2
warning option
terminating the A-15
warning period
allowinga 2-5
WARNING subkeyword of SETROPTS command 5-4
prohibiting use of 5-5
write a data set
authority required to  4-5
writing records to SMF  1-2
WTPMSG option
TSO 6-12
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XBMALLRACF 6-11
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