




























































































































































































































































































































































from previous page 
-" 

ICHP213 
COMMAND ===> 

RACF - ADD GENERAL RESOURCE TAPE VOLUMES' 

CLASS: «<class»> PROFILE NAME: «<profile name»> 

ENTER VOLUMES TO BE ADDED: 

===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 

t--- ===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 

ICHP214 RACF - ADD GENERAL RESOURCE GROUP MEMBERS 

-

COMMAND ===> 

CLASS: «<class»> PROFILE NAME: «<profile name»> 

ENTER MEMBERS TO BE ADDED: 

===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 

Figure 24. Add a Profile Panels--General Resources (Continued) 
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ICHP22 
COMMAND ===> 

RACF - CHANGE GENERAL RESOURCE PROFILE 

CLASS: «<class»> PROFILE NAME: «<profile name»> 

ENTER RESOURCE INFORMATION TO BE CHANGED: 

OWNER 
LEVEL 
FAILED ACCESSES 
UACC 
AUDIT SUCCESSES 
AUDIT FAILURES 

===> 
===> 
===> 
===> 
===> 
===> 

Userid or group name 
0-99 
FAIL or WARN 
NONE, READ, UPDATE, CONTROL, or ALTER 
READ, UPDATE, CONTROL, ALTER, or NOAUDIT 
READ, UPDATE, CONTROL, ALTER, or NOAUDIT 

TO DISPLAY THE PANELS FOR CHANGING OPTIONAL INFORMATION, ENTER YES: 

INSTALLATION DATA ===> 
APPLICATION DATA ===> 
TAPE VOLUMES ===> TAPEVOL class only 
GROUP MEMBERS ===> Resource group classes only 
ACCESS LIST ===> 

,,'" 
to next page 

ICHP221 
COMMAND ===> 

CLASS: «<class»> 

ENTER INSTALLATION DATA: 

RACF - CHANGE GENERAL RESOURCE INSTALLATION DATA 

PROFILE NAME: «<profile name»> 

DELETE DATA -===> To delete existing data, enter YES 

INSTALLATION DATA ===> 

<= End of data 

ICHP222 
COMMAND ===> 

RACF - CHANGE GENERAL RESOURCE APPLICATION DATA 

CLASS: «<class»> PROFILE NAME: «<profile name»> 

ENTER APPLICATION DATA: 

DELETE DATA ===> To delete existing data, enter YES 

APPLICATION DATA ===> 

<= End of data 

Figure 25. Change a Profile Panels--General Resources 
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from previous page 
~ 

ICHP223 RACF - ADD/DELETE GENERAL RESOURCE TAPE VOLUMES 
COMMAND ===> 

CLASS: «<class»> PROFILE NAME: «<profile name»> 

ENTER TYPE OF CHANGE REQUIRED: 

ACTION ===> ADD or DELETE 

ENTER VOL~MES TO BE ADDED OR DELETED: 

- ===> ===> ===> ===> ===> 
--=> ===> ===> ===> ===> 
= ==> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
=~=> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
= ==> ===> ===> ===> ===> 

ICHP224 
COMMAND ===> 

RACF - ADD/DELETE GENERAL RESOURCE GROUP MEMBERS 

CLASS: «<class»> PROFILE NAME: «<profile name»> 

ENTER TYPE OF CHANGE REQUIRED: 

ACTION ===> ADD or DELETE 

ENTER MEMBERS TO BE ADDED OR DELETED: 

'---- ===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 

Figure 26. Change a Profile Panels--General Resources (Continued) 
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ICHP13 RACF - DELETE GENERAL RESOURCE PROFILE 
COMMAND ===> 

CLASS NAME: «<class»> PROFILE NAME: «<profile name»> 

To conf irm delete request, press ENTER key. 
(The profile will be deleted.) 

To cancel delete request, enter END command. 

Figure 27. Delete a Profile Panel--General Resources 

ICHP14 RACF - MAINTAIN GENERAL RESOURCE ACCESS LIST 
OPTION ===> 

CLASS: «<class»> PROFILE NAME: «<profile name»> 

SELECT ONE OF THE FOLLOWING: 

1 ADD 

2 REMOVE 

3 RESET 

Add users or groups, and/or 
Copy the .access list from an existing profile. 

Remove specified users or groups from the access list. 

Remove all users and groups from the access list. 

ICHPl41 RACF - MAINTAIN GENERAL RESOURCE ACCESS LIST - ADD 
COMMAND ===> 

CLASS: «<class»> PROFILE NAME: «<profile name»> 

ENTER AUTHORITY TO BE GRANTED: 
ACCESS AUTHORITY ===> 

ENTER USER/GROUP ID TO BE ADDED: 
===> ===> ===> 
===> ===> ===> 
===> ===> ===> 
===> ===> ===> 
===> ===> ===> 
===> ===> ===> 
===> ===> ===> 
===> ===> ===> 

. NONE, READ, UPDATE, CONTROL or ALTER 

===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 

===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 

ENTER INFORMATION FOR PROFILE TO BE COI?IED: 
PROFILE NAME ===> 
CLASS ===> 
GENERIC ===> YES If the profile name is generic 
VOLUME SERIAL ===> If a non-cataloged data set profile 

ICHP141 RACF - MAINTAIN GENERAL RESOURCE ACCESS LIST - REMOVE 
COMMAND ==;:> 

CLASS: «<class»> PROFILE NAME: «<profile name»> 

ENTER USER/GROUP ID TO BE REMOVED: 

===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 

===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 

===> 
===> 
===> 
===> 
===> 
===> 
==;,> 
===> 
===> 
===> 
===> 
===> 

===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 

===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 

Figure 28. Maintain Access List Panels--General Resources 
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ICHP25 
COMMAND ===> 

CLASS: «<class»> 

RACF - AUDIT GENERAL RESOURCE ACCESS 

PROFILE NAME: «<profile name»> 

ENTER RESOURCE AUDITING INFORMATION: 

AUDIT SUCCESSES===> 
AUDIT FAILURES ===> 

READ, UPDATE, CONTROL, ALTER, or NOAUDIT 
READ, UPDATE, CONTROL, ALTER, or NOAUDIT 

Note: Only AUDITORs may use this panel. 

Figure 29. Monitor Access Attempts Panel--General Resources 

ICHP28 
COMMAND ===> 

CLASS: «<class»> 

RACF - DISPLAY GENERAL RESOURCE PROFILE 

PROFILE NAME: «<profile name»> 

TO SELECT INFORMATION TO BE DISPLAYED, ENTER YES: 

DISCRETE ===> 
GENERIC ===> 
ACCESS LIST ===> 
HISTORY ===> 
STATISTICS ===> 
RESOURCE GROUP ===> 

Discrete profiles 
Generic profiles 
Profile access list 
Profile history 
Profile use statistics 
Groups that resource is a member of 

Figure 30. Display Profile Contents Panel--General Resources 

ICHP29 RACF - SEARCH FOR GENERAL RESOURCE PROFILES 
COMMAND ===> 

ENTER OPTIONAL SELECTION CRITERIA: 

MASKl ===> 

MASK2 ===> 

AGE ===> 

TYPE ===> 

CLIST ===> 

MASKl selects profile names starting with 
the specified character string .. 

MASK2 selects profile names containing the 
specified string somewhere after the MASKl string. 

Selects profiles that have not been accessed 
within the number of days specified. 

GENERIC, DISCRETE, WARNING, or ALL 

To generate a TSO CLIST, enter YES 

Figure 31. Search RACF Data Set for Profile Panel--General Resources 
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ICHP30 
OPTION ===> 

RACF - GROUP SERVICES 

SELECT ONE OF THE FOLLOWING: 

1 ADD Add a group profile 
2 CHANGE Change a group profile 
3 DELETE Delete a group profile 
4 CONNECT Add/change user-group 

connection 
5 REMOVE Remove users from the 

group 

ENTER GROUP INFORMATION BELOW: 
GROUP 10 ===> 

Add Change Delete 

Figure 32. Group Services Panel 

0 DISPLAY 
S SEARCH 

Connect 

Display profile contents 
Search RACF data set for 
profiles 

Remove Search 
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ICHP31 
COMMAND ===> 

RACF - ADD GROUP - «<group»> 

ENTER OR CHANGE GROUP PROFILE INFORMATION: 

OWNER ===> userid or group name 
SUPERIOR GROUP NAME ===> 
USE TERMINAL DEFAULT ACCESS===> YES or NO 

ENTER MODEL PROFILE FOR GROUP DATA SETS: (OPTIONAL) 

MODEL PROFILE NAME ===> 

TO DISPLAY THE PANEL FOR ADDING OPTIONAL INFORMATION, ENTER YES: 

INSTALLATION DATA ===> 

ICHP311 RACF - ADD GROUP INSTALLATION DATA - «<group»> 
COMMAND ===> 

ENTER INSTALLATION DATA: 

INSTALLATION DATA ===> 

-
<= End of data 

Figure 33. Add a Group Profile Panels 
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ICHP32 
COMMAND ===> 

RACF - CHANGE GROUP - «<group»> 

ENTER GROUP PROFILE INFORMATION TO BE CHANGED: 

OWNER ===> Userid or group name 
SUPERIOR GROUP NAME ===> 
USE TERMINAL DEFAULT ACCESS ===> YES or NO 

ENTER CHANGES TO MODEL PROFILE FOR GROUP DATA SETS: (OPTIONAL) 

DELETE MODEL ===> 
MODEL PROFILE NAME ===> 

To delete existing model name, enter YES 

TO DISPLAY THE PANEL FOR CHANGING OPTIONAL INFORMATION, ENTER YES: 

INSTALLATION DATA ===> 

ICHP321 RACF - CHANGE GROUP INSTALLATION DATA - «<group»> 
COMMAND ===> 

ENTER INSTALLATION DATA: 

DELETE DATA ===> To delete existing data, enter YES 

INSTALLATION DATA ===> 

-
<= End of data 

Figure 34. Change a Group Profile Panels 
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ICHP33 RACF - DELETE GROUP 
COMMAND ===> 

GROUP NAME: «<grOl-!p»> 

To confirm delete request, press ENTER key. 
(The group profile will be deleted.) 

To cancel delete request, enter END command. 

Figure 35. Delete a Group profile Panel 

ICHP34 
COMMAND ===> 

RACF - ADD/CHANGE CQNNECTION TO - <<<group»> 

ENTER CONNECT PROFILE INFORMATION: 

USERfD ===> 
OWNER ===> 
DEFAULT UACC ===> 
GROUP AUTHORITY ===> 

User id or group name 
NONE, READ, UPDATE, CONTROL, or ALTER 
USE, CREATE, CONNECT, or JOIN 

TO SPECIFY USER ATTRIBUTES, ENTER YES: 
TO CANCEL USER ATTRIBUTES, ENTER NO: 

GROUP ACCESS ===> 
ADSP ===> 
REVOKE ===> 
SPECIAL ===> 
OPERATIONS ===> 
AUDITOR ===> 

Allow group to access new group data sets 
Create discrete profile for new data sets 
Suspend users abil i ty to connect to group 
Give user group-SPECIAL authority 
Give user group-OPERATIONS authority 
Give user group-AUDITOR authority 

Figure 36. Add/Change User-Group Connection Panel 

ICHP3S 
COMMAND ===> 

ENTER THE FOLLOWING: 

USERID ===> 

NEW OWNER ===> 

RACF - REMOVE USER FROM - «<group»> 

User id or group name 

Figure 37. Remove Users from the Group Panel 

ICHP39 RACF - SEARCH FOR GROUP PROFILES 
COMMAND ===> 

ENTER OPTIONAL SELECTION CRITERIA: 

MASK1 ===> 

MASK2 ===> 

AGE ===> 

CLIST ===> 

MASK 1 selects profile names starting with 
the specified c~aracter string. 

MASK2 selects profile names containing the 
specified sting somewhere after the MASK1 string. 

Selects groups created before the number 
of days specified. 

To generate a TSO CLIST, enter YES 

Figure 38. Search RACF Data Set f9r Profiles Panel 
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ICHP40 RACF - USER SERVICES 
UPTJUN ===> 

SELECT ONE OF THE FOLLOWING: 

ADD 
2 CIIAN(3E 
3 DELETE 
4 PASSWURD 
5 AUDIT 

Add a user profile D DISPLAY 
Change a user profile S SEARCH 
Delete a user profile 
Change your own password 
Monitor users activity 
(for auditors only) 

ENTER USER INFURMATION: 

USER ID ===> 

ICHP44 

Add Change Delete Password 

Figure 39. User Services Panel 

Display profile contents 
Search RACF data set for 
profiles 

ICHP49 

Audit Search 
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ICHP41 RACF - ADD USER - «<userid>>> 
COMMAND ===> 

ENTER USER PROFILE INFORMATION: 
OWNER ===> Userid or group name 
USER NAME ===> 
DEFAULT GROUP ===> Group name 
PASSWORD ===> 
PASSWORD INTERVAL ~==> 

User's initial password 
1 - 254 days, or NO 

TO SPECIFY USER ATTRIBUTES, ENTER YES: 
GROUP ACCESS ===> SPECIAL ===> 
ADSP ===> OPERATIONS ===> 
OIDCARD ===> AUDITOR ===> 

ENTER MODEL PROFILE FOR USER DATA SETS: (OPTIONAL) 
MODEL PROFILE NAME ===> 

NO-PASSWORD ===> 

TO DISPLAY THE PANELS FOR ADDING OPTIONAL INFORMATION, ENTER YES: 
CLASS AUTHORITY ===> 
INSTALLATION DATA ===> 
AUTHORITY IN DEFAULT GROUP ===> 

ICHP411 
COMMAND ===> 

RACF - ADD USER CLASS AUTHORITY - «<userid»> 

ENTER CLASSES FOR WHICH AUTHORITY IS TO BE ADDED: 

===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 

ICHP412 RACF - ADD USER INSTALLATION DATA - «<userid»> 
COMMAND ===> 

ENTER INSTALLATION DATA: 

INSTALLATION DATA ===> 

<= End of data 

ICHP413 RACF - SET DEFAULT GROUP AUTHORITIES - «<userid»>/«<default group»> 
COMMAND ===> 

ENTER CONNECT PROFILE INFORMATION: 

DEFAULT UACC ===> 
GROUP AUTHORITY===> 

NONE, READ, UPDATE, CONTROL, or ALTER 
USE, CREATE, CONNECT, or JOIN 

TO SPECIFY USER ATTRIBUTES, ENTER YES: 

GROUP ACCESS ===> 
ADSP ===> 
REVOKE ===> 
SPECIAL ===> 
OPERATIONS ===> 
AUDITOR ===> 

Figure 40. Add a User Profile Panels 
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Allow group to access new group data sets 
Create discrete profile for new data sets 
Suspend users ability to connect to group 
Give user group-SPECIAL authority 
Gi ve user group-OPERATIONS autho]; i ty 
Give user group-AUDITOR authority 



ICHP42 RACF - CHANGE USER - «<userid»> 
COMMAND ===> 

ENTER USER PROFILE INFORMATION TO BE CHANGED: 
OWNER ===> Userid or group name 
USER NAME ===> 
DEFAULT GROUP 
PASSWORD 
PASSWORD INTERVAL 

===> 
===> 
===> 

TO SPECIFY USER ATTRIBUTES, ENTER YES: 
TO CANCEL USER ATTRIBUTES, ENTER NO: 

GROUP ACCESS ===> SPECIAL 
ADSP ===> OPERATIONS 
OIDCARD ===> AUDITOR 

Group name 
Password for user 
1 - 254 days, or NO 

===> 
===> 
===> 

NO PASSWORD ===> 
REVOKE ===> 

ENTER CHANGES TO MODEL PROFILE FOR USER DATA SETS: (OPTIONAL) 
DELETE MODEL ===> To delete existing model name, enter YES 
MODEL PROFILE NAME ===> 

TO DISPLAY PANELS TO CHANGE OPTIONAL INFORMATION, ENTER YES: 
CLASS AUTHORITY ===> 
INSTALLATION DATA ===> 

ICHP42 1 
COMMAND ===> 

RACF - CHANGE USER CLASS AUTHORITY - «<userid»> 

ENTER TYPE OF CHANGE REQUIRED: 

ACTION===> ADD or DELETE 

ENTER CLASSES FOR WHICH AUTHORITY IS TO BE ADDED/DELETED: 

===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 
===> ===> ===> ===> ===> 

ICHP422 
COMMAND ===> 

RACF - CHANGE USER INSTALLATION DATA - «<userid»> 

ENTER INSTALLATION DATA: 

DELETE DATA ===> To delete existing data, enter YES 

INSTALLATION DATA ===> 

<= End of data 

Figure 41. Change a User Profile Panels 
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ICHP43 RACF - DELETE USER 
COMMAND ===> 

USER ID: «<userid»> 

To confirm delete request, press ENTER key. 
(The \)ser profile will be deleted.) 

To cancel delete request, enter END command. 

Figure 42. Delete a User Profile Panel 

ICHP44 
COMMAND ===> 

ENTER THE FOLLOWING: 

CURRENT PASSWORD===> 

NEW PASSWORD ===> 

RACF - CHANGE USER PASSWORD - «<userid»> 

Figure 43. Change Your Own Password Panel 

ICHP45 
COMMAND ===> 

RACF - AUDIT USER - «<userid»> 

TO AUDIT USER'S ACTIVITY, ENTER YES: 
TO END AUDIT OF USER'S ACTIVITY, ENTER NO: 

AUDIT USER===> 

Note: Only AUDITORs may use this panel. 

Figure 44. Monitor Users Activity Panel 

ICHP49 
COMMAND ===> 

RACF - SEARCH FOR USER PROFILES 

ENTER OPTIONAL SELECTION CRITERIA: 

MASKl ===> 

MASK2 ===> 

AGE ===> 

CLIST ===> 

MASK1 selects profile names starting with 
the specified character string. 

MASK2 selects prof ile names containing the 
specified string somewhere after the MASKl string. 

Selects users that have not logged on in 
the number of days specified. 

To generate a TSO CLIST, enter YES 

Figure 45. Search RACF Data Set for Profile Panel 
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ICHP50 
UPTION ===> 

RACF - SYSTEM SECURITY OPTIONS MENU 

SELECT ONE OF THE FOLLOWING: 

1 DISPLAY Display the current status of options. 

2 AUDIT Set auditing options. 

3 CLASS OPTIONS Set class related options. 

4 PASSWORD Set password control options. 

5 OTHER OPTIONS Set other system security options. 

6 REFRESH Refresh the GENERIC and GLOBAL tables. 

I I I 
ICHP52 ICHP53 ICHP54 ICHP55 

Audit Class options Password Other options 

Figure 46. System Security Options Menu Panel 

I 
ICHP56 

Refresh 
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ICHPSl 
COMMAND ===> 

RACF - SET AUDIT OPTIONS 

TO ACTIVATE OPTIONS, ENTER YES; TO DEACTIVATE OPTIONS, ENTER NO: 

COMMAND VIOLATIONS ===> 
SPECIAL USER ===> 

Log violations in RACF command usage 
Log command usage by SPECIAL users 

AUDIT CLASS ===> Log profile creation and changes for classes 

ENTER CLASSES FOR THE AUDIT CLASS OPTION: 

===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 

===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 

Figure 47. Set Auditing Options Panel 

===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 

===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 

===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 

ICHPS3 
COMMAND ===> 

RACF - SET CLASS OPTIONS 

TO ACTIVATE OPTIONS, ENTER YES; TO DEACTIVATE OPTIONS, ENTER NO: 
(to specify option for all classes, use * as class name) 

CLASS NAME ACTIVE STATISTICS GLOBAL GENERIC 

Figure 48. Set Class Related Options Panel 

ICHPS4 
COMMAND ===> 

RACF - SET PASSWORD OPTIONS 

ENTER OPTIONAL PASSWORD CONTROL INFORMATION: 
HISTORY ===> 1 - 32, or NO 
REVOKE ===> 1 - 254 attempts, or NO 
WARNING ===> 1 - 255 days, or NO 
INTERVAL ===> 1 - 254 days 

ENTER OPTIONAL PASSWORD CONTENT RULES: 
RULE 1: MIN. LENGTH ===> MAX. LENGTH ===> CONTENTS 
RULE 2 : MIN. LENGTH ===> MAX. LENGTH ===> CONTENTS 
RULE 3 : MIN. LENGTH ===> MAX. LENGTH ===> CONTENTS 
RULE 4: MIN. LENGTH ===> MAX. LENGTH ===> CONTENTS 
RULE 5 : MIN. LENGTH ===> MAX. LENGTH ===> CONTENTS 
RULE 6: MIN. LENGTH ===> MAX. LENGTH ===> CONTENTS 
RULE 7 : MIN. LENGTH ===> MAX. LENGTH ===> CONTENTS 
RULE 8: MIN. LENGTH ===> MAX. LENGTH ===> CONTENTS 

To cancel an existing rule, enter NO in MIN. LENGTH 

GENERIC-CMDS 

===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 

To code CONTENTS use the following codes for each character position: 
* Any character A Alphabetic C Consonant V = Vowel 
W = No Vowel N = Numeric L = Alphanumeric 

Figure 49. Set Password Control Options Panel 
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ICHP55 
COMMAND ===> 

RACF - SET OTHER SECURITY OPTIONS 

TO ACTIVATE OPTIONS, ENTER YES; TO DEACTIVATE OPTIONS, ENTER NO: 

RACINIT STATISTICS 
LIST OF GROUPS 
ADSP ACTIVE 
USE REAL DATA SET NAME 
JES REQUIRES USERID FOR 
JES REQUIRES USERID FOR 
JES EARLY VERIFY 

BATCH 
XBM 

===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 
===> 

MODEL USER DATA SETS 
MODEL GROUP DATA SETS 
MODEL GDG DATA SETS 
ALLOW UNDEFINED TERMINAL ACCESS ===> 

ENTER OTHER OPTIONAL INFORMATION: 

l - 255 days, or NO REVOKE INACTIVE USERS ===> 
SINGLE LEVEL DATA SETS ===> 
DATA SET PREFIX ===> 

YES or NO. If YES, enter prefix below 
Single level data set name prefix 

Figure 50. Set Other System Security Options Panel 

ICHP56 
COMMAND ===> 

RACF - REFRESH TABLES 

TO REFRESH IN STORAGE TABLES, ENTER YES: 
(to specify option for all classes, use * as class name) 

CLASS NAME GLOBAL GENERIC CLASS NAME 

Figure 51. Refresh the GENERIC and GLOBAL Tables 

GLOBAL GENERIC 
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ALTER access authority 11, 15 
ALTER operand 

on ADDSD command 28 
on AL TDSD command 42 
on RAL TER command 104 
on RDEFINE command 112 

ALTGROUP command 
description 47 
example 49 
group-name 
on AL TGROUP command 47, 48 
requirements 47 
SUPGROUP operand 
syntax 47 
use of panel 171 

ALTUSER command 
description 51 
example 58 
requirements 51 
syntax 53 

Index 183 



use of panel 175 
AL TVOL operand 

on ALTDSD command 43 
APPLDAT A operand 

on RALTER command 106 
on RDEFINE command 113 

assign group-related attributes 61 
attribute summary 11 
attributes needed to issue commands 9 
audit data set access panel 161 
audit general resource access panel 169 
AUDIT operand 

on ADDSD command 27 
on ALTDSD command 41 
on RALTER command 103 
on RDEFINE command 111 
on SETROPTS command 142 

audit user panel 178 
audit-access-Ievel operand 

on ADDSD command 27 
on ALTDSD command 41 
on RAL TER command 104 
on RDEFINE command 111 

AUDITOR operand 
on ADDUSER command 35 
on ALTUSER command 57 
on CONNECT command 63 

AUDITOR user attribute 12 
authorities and commands 

summary 11 
authorities needed to issue commands 9 
AUTHORITY operand 

on ADD USER command 33 
on ALTUSER command 54 
on CONNECT command 62 

authority summary 11 
authorizing access to profiles 95 
AUTHUSER operand 

B 

on LISTDSD command 78 
on RLIST command 123 

basic information for using RACF commands 5 
BATCHALLRACF operand 

on JES operand 148 

C 

change data set installation data panel 159 
change data set profile panel 159 
change data set volumes panel 159 
change general resource application data panel 166 
change general resource installation data panel 166 
change general resource profile panel 166 
change group installation data panel 173 
change group panel 173 
change user class authority panel 177 
change user installation data panel 177 
change user panel 177 
change user password panel 178 
change-interval 

on INTER V AL operand 92, 146 
changing a password 51 
changing authorities to access profiles 95 
char-1 

on MASK operand 132 
char-2 

184 RACF Command Language Referenc( 
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HISTORY operand 
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on ALTUSER command 57 
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on ADDUSER command 34 
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on RAL TER command 103 
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tree structure 157 
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tree structure 163 
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tree structure 171 
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PASSWORD command 
description 91 
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profile 
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return codes 8 
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description 109 
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description 115 

example 116 
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reactivate 
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READ option 
on TERMINAL operand 142 
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data set 67 
general resource 115 
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removing RACF-protection 
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return codes 8 
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REVOKE subkeyword 
on PASSWORD operand 146 
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RUST command 

description 119 
example 124 
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RV ARY command 
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example 129 
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SAUDIT operand 
on SETROPTS command 144 

scope of a group 
for connect profiles 10 
for data set profiles 10 
for general resource profiles 10 
for group profiles 10 
for user profiles 10 
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set other system security options panel 181 
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SETROPTS command 
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example 150 
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SPECIAL operand 
on ADDUSER command 34 
on AL TUSER command 56 
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SPECIAL user attribute 12 
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on RLIST command 122 
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string-2 
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SUCCESS option 
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on GLOBALAUDIT operand 41,104 
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terminal-name 
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user password 
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