
































































































































































































































































































































































































































































































































































































































































































































































































































































































































The enter command is used to log in an anonvmous user without a password: the enterp
command is used to login an anonymous user with a password. An anonymous uscr has a process
creatled for him when he logs in. Depending on the environment characteristics set for the
anonymous user, access 1o all Multics facilities can be set (if his process overseer procedure is
process_overseer_). or some specialized subsystem (e.g.. the Multics FAST subsystem or even a
user—-written environment specified by a pathname).

Anonymous user system usage is aggregaled on the monthly bill and the statistics under
the heading "Anonymous Users." The who command lists them as "anonymous™ the as_who
command lists them with an asterisk in front of the name given with either the enter or enterp
commands. There is no reason why an anonymous user cannol be a project administiraior.

A sample anonymous user entry in a PMF is shown in the example below:

personid: EO

password: anon;

initproc: >udd>Project_id>login_proc;
homedir: >udd>Project_id>users;

Since the password statement is given. all anonymous users who log in under this project must do
so via the enterp command and give the "anon” password. Thesc users are subject to a special
process overseer. Also, they all share permanent storage in the specified home directory. Global

kcyword default values apply for ihe remaining unspecified user keywords.

SPECIAL USER IDENTITIES

Several special user identities are built into the organization of the Multics system. or are
referred to in Multics documentation by name. This section describes the various special
identities and their characieristics.

The special user identities that Multics requires are created automatically when a new
Multics site is initialized. However, some special user identities might require some "fine tuning”
specific to vour Multics site. You can change the environment characteristics of special user
identities the same way you change the environment characteristics for any user (see Section 32).

The following projects and special user identities are automatically registered and
installed during initialization of a new site:

e SysAdmin
- SA1.SysAdmin
- Repair.SysAdmin

e SysDaemon
~ Initializer.SysDaemon
- 10.SysDaemon
- Backup.SysDaemon
- Dumper.SysDaemon
- Retriever.SysDaemon

- Ring_1_Repair.SysDaemon
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Repair.SysDaemon
Salvager.SysDaemon
Scavenger.SysDaemon
Utility.SysDaemon

o Daemon

- Card_Input.Daemon

- Metering.Daemon
Volume_Dumper.Daemon
Volume_Retriever.Daemon
Volume_Reloader.Daemon
Data_Management.Daemon

The following projects and identities are registered in the SAT when system is initiated
for the first time, but the PDTs are not installed. Users on these projects cannot log in until their
PDTs are installed by a system administrator.

e HFED
- anonymous.HFED

e Terminals
~ anonymous.Terminals

e Operator
- Operator.Operator

The special SysAdmin user identities are Repair.SysAdmin and SAl.SysAdmin.
SysAdmin processes are, by default, given access to major directories and potential access to all
segments and directories in the hierarchy.

The Repair.SysAdmin identity is provided for emergency fixes by system programmers
who need SysAdmin access privileges. The password for this user should be kept in a sealed
envelope in the operations area. (Since the Person_id Repair is also used for Repair.SysDaemon,
the password for these two users is the same.)

The Repair.SysAdmin identity is also useful when a new site is bringing up the system for
the first time. Besides the SysAdmin access privileges, it has the normal initial procedure,
process_overseer_. (The only other user on the SysAdmin project at this time, SAl, has
accounts_overseer_ as its initial procedure; i.e., SAl is an accounting administrator.)
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SPECIAL SYSDAEMON USER IDENTITIES

The special SysDaemon user identities are, by default. given access to all segments and
directories in the hierarchy. This is necessary so that the various daemon processes can perform
their functions. Due to the broad access capabilities enjoyed by these processes, strict control
must be exercised over their use. Many sites will find it desirable to insist that some of the
daemon processes defined below only be logged in via the message coordinator. This has the
advantage that the passwords for such daemons need never be disclosed by the system
administrator. Furthermore, all use of these daemons can then be logged by the message
coordinator.

Initializer

Initializer.SysDaemon is the User_id assigned to the first process created during system
initialization. This process remains in existence all the time the system is operational. It runs
several subsystems critical to system operation, including the answering service (for login
processing and process creation), administrative table installations, the message coordinator, and
system control functions (e.g., hardware reconfiguration).

This process communicates with operators and administrators via the message
coordinator, usually to a console physically located in the computer room.

The User_id of this process is not listed by the who command (described in the Mu/tics
Commands and Active Functions manual, Order No. AG92), since it is always present whenever
the system is operational.

1/0

10.SysDaemon has control of the local and remote printers and punches, and the remote
card input, on the system.

Incremental Backup

Backup.SysDaemon operates in ring 1 instead of ring 4, so that it can dump all segments
that are part of the hierarchy. It comes up in ring 1 because the statement:

ring: 1, 1, 13

has been added to its PMF entry and because the SAT gives permission to the SysDaemon project
to have users log in in lower rings. The initial procedure for the Backup.SysDaemon is
process_overseer_.

Complete Dump

Dumper.SysDaemon is used to perform complete dumps of the hierarchy and operates
jusi iike Backup.SysDaemon. Dumper.SysDaemon operates in ring 1.
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Retriever

Retriever.SysDaemon is used to retrieve user segments from complete, consolidated. or
incremental hierarchy dump tapes. It operates in rting 1, and its initial procedure is
process_overseer_.

Ring 1 Repair

Ring_1_Repair.SysDaemon is used to fix problems with access control in ring 1. This
identity uses the normal initial procedure, process_overseer_, but in ring 1. It is one of the users
who can execute any command in ring 1. The password for this user should be kept in a sealed
envelope in the operations area.

Repair

Repair.SysDaemon is used for emergency fixes by system programmers who need
SysDaemon access privileges. This identity uses the normal initial procedure, process_overseer_,
in ring 4. The password for this user should be kept in a sealed envelope in the operations area.

Salvager

Salvager.SysDaemon is a daemon used to perform directory and quota salvaging. It hasa
completely different function from that of Scavenger.SysDaemon. It is used 10 cofrect quota
inconsistencies after ESD-less crashes (or at any other time when discrepancies are detected).
correct inconsistencies in the internal structure of directories, and compact directories to recover
wasted space. Salvager.SysDaemon is usually invoked via the admin.ec "x repair" command which
logs in the daemon and determines it mode of operation. The start_up.ec

>t>salvager_start_up.ec, provides the script of commands executed by the Salvager.

Scavenger

Scavenger.SysDaemon is a daemon used to perform volume scavenging. Volume
scavenging is similar to volume salvaging, but can be performed when the physical volume in
question is mounted and in-use. The daemon is usually invoked via the admin.ec "X scav"
command which logs in the daemon, and gets the scavenge going. The start_up.ec
>1>scavenger_start_up.ec, provides the script of commands executed by the Scavenger.

Utility
Utility.SysDaemon is a daemon used to perform a variety of utility functions. It is logged

in at system start up time and remains logged in during the bootload. It's start_up.ec
(>t>utility_start_up.ec) directs its operations. The standard version of this start_up.ec causes
Utility to copy crash dumps from the DUMP partition into the hierarchy, delete old process
directories, poll the MPCs, check for memory errors, and monitor quota in critical system

directories.
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SPECIAL DAEMON USER IDENTITIES

The Daemon project is given no special access. It is used to allow unprivileged daemon
processes to be logged in by the operator via the message coordinator so the operator can perform
system functions that do not require privileged access. Examples of these functions include
reading cards, printing dumps from previous crashes. and metering system perf ormance. Each of
the special user daemon identities are described below.

Card-Reading Daemon

Card _Input.Daemon is used to read card decks that have been submitted to operations by
users. The operator command:

exec read_cards

logs in the daemon and starts reading cards.

Metering Daemon
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make the results available to the system administrator. To use this daemon, the site must provide
one or more exec_com segments and place them in the >udd>Daemon>Metering directory. The
start_up.ec segment for Metering.Daemon must initialize the taking of periodic measurements by
using one of the system timed-event managers (e.g., the memo command with the -alarm,
~repeat, and —call control arguments). The system administrator should work with the site analyst
to decide what measurements to take and what metering commands to use.

Volume Dumper Daemon

Volume_Dumper.Daemon is used to perform incremental, consolidated, and complete
volume dumps. It operates in ring 4, and requires access to these gates: hc_backup_, hcs_,
rcp_sys_, mdc_, and rcp_.

Volume Reloader Daemon

Volume_Reloader.Daemon is used to recreate the logical image of a failed physical
volume. It operates in ring 4, and must be run from the same working directory, with the same
access requirements, as that of Volume_Dumper.Daemon.

Volume Retriever Daemon

Volume_Retriever.Daemon is used to recover recently damaged segments or subtrees, It
operates in ring 4, and requires the same access and the same working directory as that of
Volume_Dumper.Daemon.
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Data__Management Daemon

Data_Management.Daemon must be logged in to run Data Management on Multics. It
serves as carelaker during DMS operations by recovering abandoned transactions and
transactions belonging to dead processes. It starts DMS initialization after a Multics bootload
and performs crash recovery. It is also the DM daemon that schedules and controls Data
Management shutdown. :

Data_Management.Daemon has its own process overseer (dmsd_overseer_), which
handles all conditions and signals to the daemon, sets up an event channel for requests to the
daemon, and registers itself with the answering service to be notified of process terminations.

The DM daemon requires re access to the dm_hphes_, dm_admin_gate_, and
dm_daemon_gate gates.

SPECIAL HFED, REPAIR, AND OPERATOR USER IDENTITIES

Personnel that require access to the system for maintenance, repair, or system operation
are assigned distinct projects and anonymous user identities. This allows any individuals working
in these areas to gain access to the system.

Field Engineering Personnel

Field engineering personnel, who need access to the system for maintenance purposes, are
given the HFED project with one anonymous user. The site may choose to alter this initial
regisiration (o meel ils own requiremenis.

Field engineering personnel should receive a copy of all system maintenance reports
generated at the site.

If the Total Online Testing System (TOLTS) or the Peripheral Online Testing System
(POLTS) is to be used on the system., a special project (such as TOLTS) should be set up for the use
of field engineering personnel. A special initial procedure, tolts_overseer_, is provided for such
use. Field engineers who have tolts_overseer_ as their initial procedure are restricted and
checked in their actions; field engineers with the normal initial procedure, process_overseer_, are
not. The system_start_up.ec segment must also contain this command:

hpsa >system_library_1>phcs_ re *.TOLTS.*

to allow the TOLTS project the access required for its operation.
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Terminal Repair

The Terminals project is for remote-terminal service personnel who need to log in and
check a terminal. This project is set up with one anonymous user whose initial procedure is
terminals_overseer_. (If other users are added to this project, they should also have the
terminals_overseer_ initial procedure.) The preempting attribute should be given to users on this
project and the grace should be set at only 5 minutes. These restrictions mean that service
personnel can log in and use the system long enough to check a terminal without bumping other
users (e.g.. system programmers).

The terminals_overseer_ initial procedure locks the user into a closed subsystem that
restricts him to a special set of commands. It is recommended that the site make copies of this
appendix available to remote-terminal service personnel.

One of the commands, test, actually prints test.runoff in the user’s working directory.
This segment does not exist unless created by the system administrator. It is up to the system
administrator to write a test.runoff segment that can adequately test the kind of terminals used at
the site.

System Operators

The Operator project is for all the system operators. An administrator should register
each operator by name on this project. Since the operators are given access to the system through
this separate project, they will not need to log in as one of the daemons for their own personal use
or for experimenting with the system.

Some sites find it convenient to allow users to send interactive messages to the operator.
One way of doing this is 1o have an operator logged in from a normal terminal in the machine
room, using a fictitious identity (e.g., Opr.Operator) and inform all users of this identity.

Another way is to have a daemon accept messages for the operator and print them on a
message coordinator terminal.

CREATING A FICTITIOUS USER

Occasionally, an administrator may want to register a full user identity that corresponds
to no real person. Although this can be done, it should be discouraged unless a good reason can be
advanced, since it tends to circumvent the access control mechanisms. To add a fictitious person:

1. Enter "ec master register”

2. Enter the name of the person in charge of the identity preceded by an asterisk (*). The
asterisk before the name prevents the system from atiempting to generate a person_id

JHES R AR

from the name; instead, the system asks for a Person_id.

w

Enter the fictitious Person_id in response io the promptl.

4. Once the fictitious user is registered, enter the person_id in the appropriate PMF.
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SYSTEM PROGRAMMERS

If significant system programming work will be done on the system, it is best to group the
system programmers on one or two projects. Users on these projects can then be given access to
the privileged gate phecs_ to investigate the contents of the supervisor. Since they have privileged
access to the system, only responsible system programmers should be registered on these projects.

To give these projects access to the phcs_ gate, the following line must be added to the
system_start_up.ec segment:

hpsa >system_library_l>phcs_ re *.Project_idl_.* re % ,Project_id2_.%

Some sites omit this line, for additional security, and set up a section of admin.ec that gives access
to phes_ in response to an operator command. Such access goes away at the next bootload.
Without access to phcs_, a system programmer may be unable to diagnose a hardware or sof tware
problem, since he 1is unable to examine any ring O data except that listed in
ring_zero_meter_limits_ASCII_.

TAILORING THE USER ENVIRONMENT

You can assign users a great variety of system features and attributes that create a specific
environment for the user or group of users. You do this by:

1. Editing the values in the user’s Project Master File.
2. Editing the values in the System Administration Table, if required.
3. Changing ihie vaiues in the URF and PNT if you wani 10 aiter the user’s regisiration

characteristics.

For a complete description of how to change the environment characteristics of a user, see
"Project Registration” in Section 32.
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SECTION 34

MANAGING SHIFTS

System usage may be divided into a maximum of eight shifts, numbered from 0 to 7.
These shifts may begin at any half-hour during a week. Each shift has a number assigned to it.
For example, Shift 1 may indicate Sunday 2400 to 0800. Shift numbers always remain the same
unless they are changed in the shift table.

SHIFT TABLE

Shifts times are set by filling a table that contains 336 entries (one for each half-hour in
the week) with a digit from 0 to 7. The system administrator must specify the shift_table
parameter with the ed_installation_parms command (described in the Mu/tics Administration,
Maintenance, and Operations Commands manual, Order No. GB64) to inspect or modify this
table. The default shifts 1,2,3, and 4 are:

shift 1 0800-1800 weekdays
shift 1 1800-2400 weekdays
shift 3 0000-0800 every day
shift 4 0800-2400 weekends

Use the ed_installation_parms command as follows:

ed_instaiiation_parms
c shift Fri 1800 thru Mon 0800 5
W

q

This defines shift 5 to start at 1800 Friday and end at 0800 Monday.

USING THE SHIFT CHANGE EXEC_COM

The shift_config_change.ec is an executive command that contains commands to alter
system parameters or take any other action required by a particular site.

As the system administrator, you are responsible for writing an exec_com according to
the needs of your site. For example, if you did not want to run any absentee jobs during shift 1,
you could write the shift_config_change.ec to shut off the absentee facility during shift 1 and
reactivate it at the next shift. The shift_config_change.ec segment is kept in the >sc1 directory.
It is executed at startup time, at each shift change, and each time the operator types the maxu auto
(1) or maxu level (2) command described below.

The exec_com is called as follows:

ec shift_config_change oshf nshf auto_maxu ncpu nkmem
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where:

e oshf
is the old shift

e nshf
is the new shift

e auto_maxu
is a three-valued switch, where:

"0 means that load limits have been set by the operator and are not being adjusted
automatically by load control.

e means that automatic load limit setting (as a function of the shift and
configuration as specified in the configuration array) is in effect.

A means that load leveling is in effect. Accounting control, which runs every 15
minutes, attempts to adjust load units automatically. This switch should be used
sparingly since it is not accurate.

. iCpu
is the number of CPUs in the configuration.

e nkmem
is 1000 words of main memory in the configuration.

The shift change exec_com can be used to set parameters that are not specifiable in the
configuration array in installation_parms. (You can also use it to replace the setting of
parameters from the configuration array.) Normally, the load limits are automatically adjusted
after the shift_config_change.ec is called. However, if auto_maxu equals 0 (this means that the
load limits are not adjusted automatically by load control) you can use the shift_config_change.ec
to set the load limits.

The shif t_config_change.ec must be written so that it can deal with recursive execution in
case the exec_com executes either the shift command or the auto_maxu command with auto (1) or
level (2) arguments.

34-2 AK50-03



SECTION 35

| MANAGING SYSTEM LOAD/
ALLOCATING PROCESSOR RESOURCES

A load control group consists of one or more projects that share guaranteed access to the
system. Each load control group has a quota of primary load units. This represents a guaranteed
number of users within the group who can always login. If the group’s primary quota is full and
you attempt to log in to the same load control group, the system assigns you secondary status. If
both the group’s primary quota and the system become full, only primary users can log in by
preempting (bumping) secondary users.

CONTROLLING LOAD CONTROL GROUPS

The two types of administrators who control load control groups are system and project
administrators. A SyStem administrator assigns each project to a load control group in the
System Administrator Table (SAT).

Project administrators can control certain attributes to allocate resources among users
assigned to particular projects. The control is subject to the values that the System Administrator
has put into the SAT table for that particular project. The project administrator can control the
following atiributes:
primary status
secondary status
preemption
grace time

These concepts are explained in the sections below.

Primary and Secondary Attributes

The project administrator controls who has primary and secondary status by adding
specific attribute statements in the Project Definition Table (PDT). (See the discussion on
Managing Projects in this manual.) Secondary users can log in when the system is not full, but
when the system becomes full they can be preempted (bumped) by a primary user who wants to
log in. The system administrator can set specific attributes for each project and the project
administrator can set specific attributes for individual users on his project, subject to the limits
set by the system administrator.

The following attribute statement provides secondary status only:

attributes: no_primary;
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This statement allows users to utilize the system when it is not full, but the system may preempt
these same users whenever the system starts to become full. The no_primary attribute also limits
users from competing with other users of the group for primary status.

The following attribute statement provides primary status only:

attributes: no_secondary;

This statement allows users to log in when the system is full provided there is a secondary user on
the system who can be preempted or there is a primary user whose grace period has expired. This
statement only allows a user to log in if he will not exceed the maximum number of users for his
load control group.

You should never assign both the no_primary and no_secondary attributes to a user.
When both attributes are found in the project master file (PMF) the cv_pmf prints a warning
message even though the PMF is still converted.

You can use the following attribute statement for sysiem maintenance projects:

attributes: guaranteed_login

If this attribute is in a user’s PDT and the project has the same attribute in his SAT, he can log in
(if at all possible) when he specifies the —force control argument to the login command. He can
exceed the load control limits of the system in the process of logging in.

Preempting and Grace

The project administrator controls preemption by adjusting two PMF parameters: the
preempting attribute and the grace time.

Preemption within a load control group prevents primary users from monopolizing the
system. Although secondary users generally utilize the system when it its not full, they can
preempt primary users in their group if the primary user’s grace time has expired. The following
attribute statement allows secondary users to preempt primary users in their group (after the
grace time has expired):

attributes: preempting;

To preempt another user, a user must have the preempting attribute in his PMF and his
project must have the preempting attribute in the SAT. When the system preempts a user, it
locates the user who logged in first from the same load control group as the user who is doing the
preempting.

If a secondary user does not have the no_primary attribute, the system can promote this
secondary user to primary status when a primary user logs out. To do this, the system locates the
load control group of the primary user who logged out last and promotes the secondary user who
logged in first from the same load control group.
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Grace is the amount of time in minutes the primary user may be logged in before he
becomes subject to preemption. This time period controls how long users may monopolize
primary status. In order to be preempted, a primary user’s grace time must be expired. After the
grace period is exceeded a primary user becomes a secondary user. The project administrator sets
the grace time for a particular user with the following user grace statement:

grace: N

N is the number of minutes the user may be logged in before he becomes subject to preemption.

The project administrator sets a default value for all users of a project with the following
global grace statement:

grace: N

N is the number of minutes each user may be logged in before they become subject to preemption.

The system administrator sets the maximum grace time for the project in the SAT. The
system uses the maximum grace time if the project administrator does not specify either a global
or user grace statement. If the two differ, the smaller value applies.

DEFINING LOAD CONTROL GROUPS

To define load control groups, use the accounting start up exec_com command. This
command sets up the accounting system with the following load control groups:

aemons use this group.

e SysProg — System programmers use this group.

e Other - All other systems users are placed in this group. The new_proj command
automatically assigns new projects to this group.

To define additional load control groups, the system administrator must use the ed_mgt
command to edit the Master Group Table (MGT). See the discussion on "Master Group Table"
later in this Section.

Individual Load Control Groups

Normally, the SAT entry for a user’s project determines his load control group and all
users on a project are in the same group. However, the system administrator can place individual
users in a private work class indirectly. To specify the group for each user on that project in the
PMF entry for that user, the system administrator should perform the following functions:

e Give a project the "igroup” (individual group) attribute.
The system administrator can use the "groups” keyword to the edit_proj command to set a '

project’s authorized groups (see Section 32). The project administrator (who may be the system
administrator) can perform the following functions:
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e In the project PDT. gives the "igroup” attribute to each user who is going to be in a
different load control group than the project’s default group.

e Enters the name of the private load control group in the user's PDT entry.
For a complete description of Project Registration, see Section 32.

To define the group and work class used by the individual user and to assign the group to
the work class, the system administrator can use the ed_mgt command, described in the Mu/tics
System Maintenance Procedures manual, Order No. AMS8I1.

Setting Up Load Control Groups

To set up a load control group, you first must determine the required groups and which
projects belong in each group. Next decide how much of the system maximum load units each
group can occupy. These decisions require a picture of the normal load pattern of the system, as
well as knowledge of the management’s priorities attached to individual projects. Beginning sites
should stay with the three default groups (System. SysProg, Other) until they have built up the
required experience. ‘

Load Control Equations and Group Parameters

An explanation of how to calculate values for some of the load control parameters in the
Master Group Table (MGT) is provided here. The system calculates values based on the numbers
that you supply. These calculated values serve to establish the number of users that can log on in
different situations.

The following equations actually determine the maximum load units (rather than the
maximum users) for the group. Each user receives a load control weight of one unit (by default),
making the number of users from each group equal to the number of load units. You can also
assign weights other than one.

The max_prim load control equation for a group determines the maximum number of
users in the group that can log in as primary users. Additional users from the group can log in as
secondary users (subject to preemption) if the system is not full and the group’s absolute_max
figure is not exceeded. The max_prim load control equation is:

max_prim = minu + (num/denom) * system_maxu
max_prim
This number represents the maximum number of users that can log in as primary users.
This number represents the minimum number of primary users allowed to log in.
denom

This number represents a percentage of the system_maxu figure. You can set this number
to the typical system_maxu figures (see definition below).
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num
This number represents the desired number of users from the group (less the
minu_figure) that should be given primary status on a full configuration.

system_maxu
This number represents the maximum units for the system less the number of consoleless
daemons and absentee jobs currentlv logged in.

The following example for the max_prim equation shows a system with an 80-user
capacity that normally runs 7 daemons and 3 absentee users. If you want this group to have 15
primary users, with a minimum of 3, set:

minu = 3
num = 12
denom = 70

system_maxu = 70 (80-7-3)
The equation would be filled in as follows:
3+(12/70) %70 = 15

The absolute_max equation determines the absolute maximum number of users from the group
(both primary and secondary) that can log in. This limit is not exceeded even if the system is not
full. If vou do not want to impose an absolute_max limit on the group, set the value of "3276.7"
for the minamax parameter of a group. The absolute_max equation is:

absolute_max = minamax + (numl/denoml) * system_maxu

absolute_max
This number represents the absolute maximum number of primary and secondary users
from the group that can log in.

minamax
This number represents the number of users that a load control group can have logged in
in a minimum configuration.

denom 1
This number represents a percentage of the system_maxu figures. You can set this
number to the typical system system_maxu figures.

num 1
This number represents the desired number of users from the group (less the
minu_figure) that should be given primary status on a full configuration.

system_maxu

This number represents the maximum units for the system less the number of consoleless
daemons and absentee jobs currently logged in.
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The following example for the absolute_max equation limits this group to 30 users with a
full configuration, but to no fewer than 15 users on any configuration. To accomplish this set:

minamax = 15
numl = 15
denoml = 70 (80-7-3)

The resulting equation would be:
30 = 15+(15/70) %70
Setting the num or num] to zero disables the proportional load unit for the group, leaLving the

respective units figures as a constant, not dependent on sysiem_maxu.

The following list gives the keywords used in the ed_mgt change request to change the
values of the variables in the load control equations:

Variable Keywords Alternate Form

max_prim max_prim, maxp, maxud, m
minu constant, const, con
num num, numerator

denom denom, den, denominator
minamax minamax, abs_max, abs
numl numi

denoml denoml, denl

The variabie shown as "minu” in the equation is the only one whose name is not one of the
keywords accepted by the change request to change that variable. (Three variations on the word
"constant" are used instead.)

MASTER GROUP TABLE

The master group table (MGT) is a segment containing information work class and load
control group membership of each user is determined from information in the SAT and PMF.
The system administrator maintains and edits the MGT using the ed_mgt command which is
described in the Mu/tics Administration, Maintenance, and Operations Commands manual,
Order No. GB64. Following the description of the ed_mgt command, you can find examples that
illustrate both the use of the command and the use of the load control groups and work class.

Working through the examples on a temporary copy of the MGT (using the "p*" request
of the ed_mgt command to display the contents of the MGT after each operation) helps you to
visualize the relationships between 1oad control groups and work classes and to understand their

use.
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SECTION 36

MANAGING ABSENTEE USAGE

There are two types of absentee processes that can be created by users:

e Foreground absentee processes
e Background absentee processes

A foreground absentee process is created in response to either a user’s login request or a request in
the foreground absentee queue: the request is immediately executed. A background absentee
process is created in response to a request in one of the background absentee queues (queues 1
through 4); background absentee requests are executed at a later time depending upon the time
specified and system load control.

Management of absentee usage involves determining the projects and users that can enter
absentee requests as well as the number of absentee requests that can be entered on behalf of each
user or project. You can also specify the amount of cpu time to be available for the execution of
foreground absentee processes.

UNDERSTANDING HOW ABSENTEE USAGE DIFFERS FROM INTERACTIVE
USAGE

Multics permits users to execute programs or run jobs in real time, or execute programs or

run jobs at a later time. Real time execution permits users 1o execute programs as soon as they
issue the request; absentee requests permits delayed execution of the job or program until a time
specified by the user. Interactive usage is anything the user does while logged in; absentee usage is
the execution of commands, programs, or jobs performed by a special absentee process created by
the user. The absentee process executes whatever the user has specified at a time specified by the
user.

The principal difference between an absentee process and an interactive process is:
e The I/0 switch user_input is attached to a control segment containing commands and
control lines instead of being attached to the terminal where the process would normally
receive commands from the user.
o The user I/0 switch user_output is attached to absentee output segment instead of being

attached to the terminal as it would in an interactive process environment.

Use the enter_abs_request {ear) command 10 request absentee processing of commands,
jobs, and programs (see the Multics Administration, Maintenance, and Operations
Commands manual, Order No. GB64). '
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UNDERSTANDING HOW FOREGROUND USAGE DIFFERS FROM
BACKGROUND USAGE

Foreground absentee processes enjoy all of the privileges of an interactive user. A
foreground absentee process is able to obtain CPU time on demand, and is therefore able 1o
potentially use a great amount of system resources. For information on how to log in a
foreground absentee process, see the Mu/tics Commands and Active Functions manual, Order
No. AG92.

Three kinds of usage are measured for user processes logged in from a terminal or logged
in as foreground absentee. These are:

e CPU time
e memory units
e connect time

Usage of these resources is recorded and charged for separately on each shift. The shift
schedule is established by the system administrator. Up to eight shifts can be defined: the
administrator specifies the shift for each half-hour period of the week.

Background absentee processes are not treated in the same manner as interactive users.
Demands for CPU time must wait until system resources are available, depending upon the
absentee request’s queue.

User processes created as a result of a user’s enter_abs_request command can perform
background, batch, deferred, or periodic processing. Two kinds of usage are measured:

e CPU time
& memory units

Usage of these resources is recorded and charged for separately in each queue. Usually, four
queues are provided. System adminisirators can also specify which queues run on which shift.

DEFINING ABSENTEE USAGE LIMITS

The number of foreground absentee processes or background absentee processes a project
or user can enter is determined by the Max_foreground and Max_background keywords in the
System administration Table and Project Definition Table. For foreground absentee processes,
the Abs_foreground_cpu keyword controls the amount of cpu time a foreground absentee
process can use. The value specified in the SAT for Abs_foreground_cpu, takes precedence over
the PMF value. For details on how to set these limits, see Section 32.

MANAGING ABSENTEE LOAD CONTROL

The installation_parms segment contains 2 number of parameters that enable the site o
regulate the background absentee load. (Background absentee jobs are those from the four
background absentee queues, numbered 1 to 4, as opposed to jobs from the foreground absentee
queue. The latter are regulated by foreground load control.
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By default, abs_maxu, the number of absentee slots is a constant for each
shift-configuration combination in the configuration table. However, it can optionally be made
a function of interactive load. The abs_maxu figure in the configuration table is only used when
the parameters described immediately below (pct_abs, min_abs, and max_abs) have not been set.

Background absentee jobs are intended to occupy idle capacity. The number of idle units
is computed by the equation:

idle_units = max_units - n_daemons - n_interactive

where max_units is the system maximum units figure for the current shift and configuration, as
specified in the configuration table, and n_daemons and n_interactive are the current number of
units occupied by daemon and interactive users, respectively.

Since this figure can fluctuate rapidly as the number of interactive users changes, it
functions in the following way: a moving average of idle units over the last M minutes is kept
(where M is the value, in minutes, of the idle_time_constant parameter in the installation_parms
segment), and the lower of the current value and the average value of idle units is used to compute
abs_maxu each time an absentee login decision is made. This algorithm causes the increase in
abs_maxu to lag behind a decrease in interactive load, but the decrease in abs_maxu occurs
immediately in response to an increase in interactive load.

The abs_maxu figure is computed by the equation:
abs_maxu = min (max_abs, max (min_abs, pct_abs % idie_units))

that is, abs_maxu varies between min_abs and max_abs, as a function of pct_abs and idle_units,
For example, with pct_abs = 10%, max_abs = 6, and min_abs = 1, abs_maxu varies between 1 and 6
asidle_units varies between 10 and 60. If idle_units goes above 60 or below 10, abs_maxu does not
rise above 6 or fall below 1.

The three parameters max_abs, min_abs, and pct_abs are kept in the installation_parms
segment, and can have different values on each shift.

It is possible to reserve a portion of abs_maxu for the use of the higher priority queues.
This avoids delaying jobs from the higher priority queues that are entered into the queues after all
the slots have been occupied by jobs from lower priority queues. Two algorithms are described
here: the way the gres figures for each queue are computed, and the way all the gres figures are
used to determine whether or not an absentee job from an individual queue is permitted to log in.

The number of reserved slots for each queue is computed by the equation:
gres(q) = min (max_qgres(q), max (min_gres(qg), pct_qgres(q) * abs_maxu))
where gres(q) is the number of slots reserved for queue g. Thus gres(q) varies between ’
min_gqres(q) and max_gqres(q), as a function of pct_qres(q) and abs_maxu. The min_gres,

max_qres, and pct_qgres parameters are kept in the installation_parms segment and have separate
values for each queue and each shift.
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The reserved slot facility does not place an absolute limit on the number of jobs from any
(except the lowest priority) queue. It prevents jobs from lower priority queues from logging in if
their logging in would leave too few slots available for the higher priority queues. but it allows
jobs from high priority queues to occupy all of the siots and exclude jobs from lower priority
queues. The algorithm is as follows: to determine if a job from queue q can login, first reduce the
current abs_maxu by the number of jobs currently logged in. This gives the number of available
slots. (If it is zero. no job can log in.) Then, for each queue of higher priority than queue q. if the
number of jobs currently logged in from that queue is less than gres(i) (where i is the number of
that higher priority queue), reduce the number of available slots by the difference. If there is at
ieast one availabie siot after that has been done, the job can log in.

In addition to the above parameters, there are per—user and per—project limits on the
number of concurrent foreground and background processes that a user may have, and limits on
the fraction of background absentee slots that users from each load control group may have.

Background Absentee Load Control

Limits can be placed on the number of background absentee slots occupied by users from
each load control group. This limit can be a function of the total number of background absentee
slots. When using the option (described above) of moving absentee users into different groups for
ihe purpose of piacing them in per—queue work ciasses, the iimits described here are imposed
before the absentee users are moved to the absentee groups.

The limit on background absentee users from each group is computed by the equation:

absentee_limit = min (absentee_max, max (absentee_min,
absentee_pct * abs_maxu))

That is, the limit varies between absentee_max and absentee_min, as a function of absentee_pct
and abs_maxu. The parameters absentee_max, absentee_min, and absentee_pct have separate
values for each load control group.

If a group has an absolute maximum number of users, then background absentee jobs are
counted against this limit. Background absentee jobs can be denied login because of this limit,
and they can, by being logged in, cause interactive users to be denied login. Groups that have
absolute limits should always be given absentee limits, to prevent background absentee jobs from
causing primary interactive users to be denied login.

Foreground Absentee Load Control

Jobs from the foreground absentee queue are governed by foreground load control. Jobs
in the foreground queue are treated, for load control and charging purposes, as interactive logins.
That is, a foreground job is logged in if the user could have logged in interactively, and while
logged in, it occupies a primary slot in the user's load control group. For additional information,
see the description of the enter_abs_request command in Mu/tics Commands and Active
Functions manual, Order No. AGS2.
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SECTION 37

AUTOMATIC MODE AND UNATTENDED SERVICE

Multics can run in automatic mode and use attended or unattended service. When the
system is in automatic mode it should run with unattended service and if the system is in manual
mode, it should run with attended service.

DETERMINING WHEN TO RUN WITH UNATTENDED SERVICE

Normally, the system runs in attended service. This means that there is an operator
present to mount tapes and disks. If the operator is going to be away from the machine room for
an extended period of time, or if the system is going to run during a night or weekend when there
is no operator on duty, you should put the system in unattended mode (also called unattended
service). When the system is in unattended mode, it appears to the resource control package
(RCP) that all mount requests are not honored, and user print requests line up in the queues. Use
the "x unattended” command to instruct the system not to run any tapes (since there is no operator
available to mount them). The system issues a message that informs users that service is
unattended, and sets a flag that instructs the system to reboot itself in the event of a system
"crash". If you are running the volume_dumper (or any other dumper), you should mount enough
tapes to service it. (The RCP controls and allocates peripheral resources, including tapes, user
1/0 disks, printers, card readers, and card punches.) If backup is running the operator must
preload tapes for it, because he won't be available to mount the tapes when they are needed.

DETERMINING WHEN TO RUN IN AUTOMATIC MODE

Generally, the system runs in manual mode (aiso called unattended mode). In manual
mode, the system pauses in BCE (BOS) after a crash, and waits for the operator to take action.
However, if the operator is away from the machine room for an extended period of time or if the
system is going to run during a time when no operator will be present, you can arrange to have the
system run in automatic mode. Normally, the system should run in attended mode during the
hours of heaviest system use to provide the use of all the system facilities to the user community.
Off-peak hours such as evenings, weekends, and holidays can be run in unattended mode.

In automatic mode (also called automatic reboot mode), the system automatically takes an
fdump and reboots itself after a crash. If the system is in automatic mode, you must have the
correct Multics system tape mounted on the correct tape drive and reserved for the reboot. It will
not appear to BCE(BOS) that all tape drives are deleted. BCE (BOS) will go to the drive specified
in the auto runcom and attempt to boot Multics with whatever tape if finds there. Since manual
mode is the usual way of running things, if the operator used the auto runcom to boot Multics, he
should always turn off automatic mode as soon as the system is up.
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Whenever you put the system in automatic mode you should also put it in unattended
service.

For information on how to set and return to unattended and automatic mode refer to the
Operator’'s Guide To Multics manual, Order No. GBé6l.
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PART X -
MANAGING THE ACCOUNTING SYSTEM
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SECTION 38

UNDERSTANDING AUTOMATIC ACCOUNTING
OPERATIONS

The disk report calculates disk usage and creates a disk usage report. The accounting
administrator can invoke the disk_report command to cause a manual disk usage calculation.
Normally, though, disk usage is calculated automatically every night by the absentee job,
dodrp.absin, that executes the disk_auto command. The dodrp.absin job is scheduled in queue 1.
To run a disk report type: :

disk_report
The system responds with:

$ Creating disk usage report.

S Following figure is total quota/current use
75500/6L432

dir: 5500/L4432

seg: 70000/60000

charged 906 directories out of 910 to 108 projects

r 1557 1372 1.258 102

TF vnn are ﬂ'\p cvctpm ndm1n1cfrntnr Qnﬁ Lnn |nn=nrl o |n\1nln= f'he dusk fppnfr nnmmnr\d asg a

system aammlstrator rather than an accoummg administraior, you shouid type “ec masier
disk_report” instead of "disk_report".

The setcrank command schedules the absentee job that performs the accounting segment
update. Unless the absentee job crashes or the absentee job queues are lost, there is no need to
execute this command. To check whether a job is scheduled, invoke the list_absentee_request
command (described in the Mu/tics Commands and Active Functions manual, Order No.
AG92).

If the accounting update absentee job is not scheduled, type:
setcrank
The system responds with:

3 already requested

r 1557 1.372 1.258 102
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The crank is a self -rescheduling absentee job that records the daily charges of users and
checks for users who should be cut off. Each morning, the accounting administrator should read
the output from the crank, Additionally. the accounting administrator should log in and invoke
the "day” command to verify that no errors occurred during the running of the crank. The "day"
command prints the output from the crank on the terminal and asks if you want to delete the
output. Unless there was an error, the accounting administrator should reply "yes" to the question
and log out. To use the day command, type:

day

The system responds with output having the general appearance:

Absentee user Accountant.SysAdmin logged in...

r 0330 1.372 1.258 102

Begin charging for 6/30/82 2355.0 to 8/9/82 2345.1
cut 3, warned 7, total charge $45678.90

r 1557 1.372 1.258 102

Absentee user Accountant.SysAdmin logged out...
Delete?

The accounting administrator responds with:

yes

If a system or process error interrupts the crank, it will not run the next night unless the
system administrator fixes the problem, completes the interrupted processing in his own process,
and resets the abort_crank flag in the value_seg (this flag is the abort_crank variable in
>udd>SysAdmin>lib>value_seg).

If the system crashes while running the crank, the abort_crank flag is set to prevent the
crank from running again until the state of the accounting segments is determined.

If the system crashes while running the crank, you should examine the absout file
produced by the crank. This file indicates what the crank was doing when it was interrupted.
Next, check the date and time modified on the segments in >scl and the segments in
>udd>SysAdmin>admin. Finally, confer with operations to make sure that no files were backed
up due to a reload.

To restart the crank you must reset the abort_crank flag. To do this, type:

valued$set abort_crank false

where the "value$set” is the entry point used to change values in the value_seg segment and
"abort_crank false" prevents the crank from aborting. This command line allows the crank to run

at +l

at the next scheduled date/time. To list the current value of the abori_crank flag, type:

valueSdump abort_crank
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SECTION 39

MANAGING ACCOUNTING REPORTS/BILLING

The accounting administrator manages the billing and accounting reports. The
procedures required for preparing, running, and cleaning up the bill are given below. The
accounting reports contained in the >udd>sa>a directory are explained later in this section.

PREPARING THE BILLING

The accounting administrator is responsible for preparing the billing once a month,
usually on or before the last day of the month. The bill command takes iaformation from the
following segments that are updated during the daily processing. These segments are found in the
>udd>SysAdmin>admin directory:

billing_footnote
This segment is optional. If present, all the text in it is printed at the bottom of each
project’s usage summary (on the mailing copy only). This segment can be used to
announce forthcoming price changes or make other announcements to the administrators
for each project. A system administrator must set up the billing_footnote segment. The
billing_footnote should be modified just before doing the monthly bill.

disk_stat
This segment is used in the preparation of the disk usage report. The absentee disk
reporting job creates the disk_stat segment.

miscfile
This segment is the journal for miscellaneous charges and credits associated with all
projects. On both the short and long bills, all entries for a particular project are located
in this segment and printed. The charge command (described later in the section) creates
the miscfile and enters miscellaneous charges into it

PDTs
These per—project data bases are segments in >udd>SysAdmin>admin>safe_pdts. These
segments are actually copies of the segments in >sc1>pdt. Each one contains the complete
usage data for each user for the billing period. These segments are prepared by the daily
accounting job (called the crank).

projfile
This segment is used to obtain the disk usage figures stored in it by the disk_report
command. The project title and the name and address of the project supervisor are also
used to create headings on the long and short bills.

regfile
This segment contains the charges that are actually billed. Daily processing has updated
the reqfile segment from the figures in the PDTs, so the two should agree. (If they do not
agree, an error comment is printed and the reqfile values are used.) The name and address
of the person in charge of the account, as well as requisition numbers, amounts, and
cutoff dates, are also extracted from this segment.
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today usage totals (>udd>sa>a>today.use_totals)
A statistical data base that describes month—to-date system resource availability and
usage: prepared daily from meters_data and the PPTs. This segment is used in the
preparation of the usage summary report (system_month.report).

yesterday usage totals (>udd>sa>a>yesterday.use_totals)
The previous day’s copy of today.use_totals. This segment is used in the preparatlon of
the usage summary report (system_month.report).

For more information on these segments refer to Overview of System Tables/ Data Bases
in this manual.

BILLING
The procedure for billing consists of the following steps:

Preparing the bill

Running the billing programs
Accepting the bill

Cleaning up the bill once it is accepted

o ¢ & 0

The registration and accounting administrator who is in charge of the billing should use
the entry points to the billing commands described below. The accounting administrator is
constrained in the special command system and can perform only a certain specific set of -
accounting functions. Additionally, the accounting administrator does not have access to the
ec.master table.

If vou are a system administrator and you are in charge of the billing, you can enter a
billing command by changing your working directory to >udd>SysAdmin>admin and using the ec
master command in combination with the selected billing command as in the example below:

ec master bill delete

Preparing the Bill

The amount of storage required by the bills varies, depending on the number of users
registered on the system and the number of projects. It may come to several thousand disk
records.

To prepare a bill, the accounting administrator uses the following command:

bill prepare
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This command calls the biller.ec segment (in the directory >udd>SysAdmin>lib) to perform
billing operations. The preparation phase also consists of checking to see that a disk usage report
has been run recently. The accounting administrator should also ensure that the billing_fooinote
segment is up-to—date and that all miscellaneous charges have been input. To print the contents
of the miscfile, use the pmisc command (described later in this section). This command is useful
as a check to ensure that all entries in the miscfile are correct before the bills are run. The pmisc
command is described later in this section. '

Use the following bill_prepare command to prepare a bill:

ec.fnaster bill_prepare

This command performs the same function described above.

Running the Billing Programs

The accounting administrator should ensure that there is enough quota before starting the
billing run. Use the get_quota command to obtain this information. The accounting
administrator initiates the actual running of the bill by typing:

bill run MM DD YY

where "MM DD YY" is the date on which the billing is being run——ideally the last day of the
month.

If you are the system administrator and you want to run the bill you would type:

ec.master bill run MM DD YY

The command performs the same function as described above.

Provision is made for the output of billing information to be tailored to the needs of the
individual site. To use this feature, write one or more programs, or modify the existing programs,
to produce the information in the format needed at the site. He must also modify the bill
command (in biller.ec) to execute this program. Type:

bill run MM DD YY arg

where "MM DD YY" are as above and "arg" is an argument accepled by the site_dependent
program that produces billing output in the desired format. The accounting administrator should
not supply the "arg" argument unless directed to do so by the system administrator.

The run processing produces all of the reports and bills described below. It dprints one
copy of the bills in the highest queue before starting on the usage summary report.

bill
This report is a listing, by account number, of the charges made to each account. One or
more projects can be billed with the same account number. One line is printed for each
project, showing the charges this month and the charges to date, face amount, and
requisition balance.
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diskreport
This report shows each project’s disk usage for the month. It also has a map of every
directory in the hierarchy that has a disk quota. This map gives the project’s current
usage. charge for the month, and quota.

long_bill _ :
This report is intended for retention and filing. It contains the same complete
information as the mailing_copy report without the footnotes, distribution page. and list
of current prices.

It is a complete breakdown and justification of charges for each project. For each
project, the bill has from one to five sections:

1. Charge summary, by user

2. Interactive usage, by user

3. Absentee usage, by user

4, 1/0 daemon usage, by user

s. Other charges (tape. high—-speed line, etc.), by user

In addition, the detail summary shows the project’s disk and miscellaneous charges, lists
the current prices, and may have (as a footnote) a message to all project supervisors. A
distribution page is produced before each project’s bill.

mailing_copy
This report is a copy of the long bill with the footnote and distribution page attached toit.

miscs.print
This report is a listing of all miscellaneous charges and credits for the month.

msum
This report is the monthly summary which is totaled by account number. The account
number can have different requisitions associated with it. If the account number is
different, it is placed on a separate line. The msum report has one line per requisition or
purchase order and gives the same information as in the bill report.

short_bill

This report consists of just the user charge summaries by project from the long_bill. A
grand total page is printed which is a summary of system usage.

system_month.report
This report gives a summary of Multics usage for the billing period. The first page of this
two—page report displays information such as the number of logins this month versus last
month. The second page displays information such as the maximum load units and the
type of software running on a particular day.

If the accounting administrator finds errors (such as negative values) in the bill, he should |
contact the system administrator immediately.
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Accepting the Bill

If the accounting administrator does not find any errors in the bill. he should invoke the
"bill accept” command by typing:

bill accept arg

where arg can be the name of a month. 2 Julian date, or any name that uniquely identifies the
billing run.

The "bill accept” command does the following:

1. Dprints copies of the billing output and reports for administrators and project
Supervisors. .
2. Copies the segments used to create the bill into the >udd>SysAdmin>admin>HF

directory. The names of these segments are prefixed by the argument specified to the
"bill accept” command (e.g., the reqfile segment is copied into the arg.regfile segment).

3. Resets the accounting data bases for the next month.
4. Resets the disk meters in the directory branches.
5. Reinitializes the monthly statistics printed out in the daily and monthly reports.

The system administrator invokes the bill accept command by typing:

ec.master bill accept

This command performs the same functions as above.

Cleaning Up the Bill

After the bills have been mailed out, the accounting administrator should use the bill
delete command to delete the bills from the disk. The bill delete command deletes the current
months billing segments from storage.

To use the bill delete cémmand, the accounting administrator types:

bill delete
To use the bill delete command, type:
ec.master bill delete

This command performs the same function as above.
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MANAGING THE MISCFILE

The system administrator can manage the miscellaneous file by entering charges and

credits into the miscfile and deleting charges and credits from the miscfile. The system
administrator can also print the contents of the miscfile. All of these commands are explained
below and in the Mu/tics Administration, Maintenance, and Operations Commands manual,
Order No. GB64. : :

Printing the Contents of the Miscfile

To print the contents of the miscfile, use the pmisc command. This command is useful as

a check to ensure that all entries in the miscfile are correct before the bills are run. The
accounting administrator can print the miscellaneous charges and credits for an individual project
or he can print the entire miscfile. He can also print the charges and credits for specific dates.
The dates must be in the form mm/dd/yy or mm/dd. If more than one date appears on the same
line, they must be separated by spaces. Type "x" instead of a Project_id to exit from the
command. To print the entries for the Alpha project incurred on July 9, type:

.

!

pmisc

project

Alpha

date

7/5/84 7/12/8k

7/09/84 23 Alpha 4.5.0 manual
7/12/84 32 Alpha 7.60 manual
project

X

r 1557 1.234 1.001 115

To print all the entries in the miscfile, type:

pmisc

project

all

dates

all

07/01/84 1 Gamma 23.56 manuals

07/29/8L4 207 Beta .50 news bulletin
r 1557 1.234 1.001 115

Entering and Deleting Charges

To enter miscellaneous charges into the miscfile, use the charge command. For each

transaction, the Project_id, the amount, and an explanation are required. All three input items
for a transaction can be put on the same line or they can be supplied, one at a time. To exit from
this command, type "x" instead of a Project_id.

To charge the Alpha project for some manuals, type:
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charge

project

Alpha

amt

10.55

explanation

manuals ordered 6/23 Jones
project

X

r15571.372 1.258 102

To delete charges from the miscfile, use the dmisc command. For each
transaction, the project_id and number of the mscfile entry are required. The
number of the mscfile entry is printed using the pmisc command. Both input
items for a transaction can be put on the same line or they can be supplied
one at a time. To exit from this command, type "x" instead of a rroject_id.

To delete charges from the alpha project, type:

dmisc
project
Alpha
number
23
project
X

r 1557 1.372 1.258 102

Entering and Deleting Credits

To enter miscellaneous credits into the miscfile use the credit command. For each
transaction, the Project_id the amount, and an explanation are required. All three input items for
a transaction can be put on the same line or they can be supplied one at a time. To exit from this
command, type "x" instead of a Project_id.

To credit the Alpha project for a crash, type:

credit

project

Alpha

amt

23.00

explanation

system crash 6/23 Smith
project

X

r 1557 1.372 1.258 102
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To delete charges from the miscfile, use the dmisc command. For each transaction, the
Project_id and the number of the miscfile entry are required. The number of the mscfile entry is
printed using the pmisc command. Both input items for a transaction can be put on the same line
or they can be supplied one at a time. To exit from this command. type "x" instead of a
Project_id.

! dmisc
project
! Alpha
number
23
project
' ox

r 1557 ].372' 1.258 102

Creating a Project Month-To Date Report for a Project

To obtain a month-to-date report for a project, use the command proj_mtd with
the Project_id. To use this command, type:

proj_mtd Project_id

where "Project_id" is the name of the project whose mitd report is to be printed.

The proj_mtd command types a month—to—date report for a particular project’s usage.
The report lists all users on the project and their month—to—date dollar totals, as well as disk and
miscellaneous charges.

You can run this command anytime during the month. For more information on this
command refer to the Multics Administration, Maintenance, and Operations Commands
manual, Order No. GB64.

UNDERSTANDING ACCOUNTING REPORTS

The following accounting reports are found in the >udd>sa>a directory.

Daily Account Status Summary Report (sumry)

a one line summary by project showing the account number and the requisition
number, prepared daily.

Daily Cutoff Account Report (cutrpt)
a report of accounts that have been cut off daily or accounts that have been
warned that they are reaching their dollar limit. This report is prepared daily.

Daily Disk Statistics/Usage Report (diskreport)
a report of projects disk usage, prepared and dprinted daily by the dedpr.absin
job.

Daily Usage and Revenue Report {usage and_revenue.report/

a segment containing the output of the usage_and_revenue command; produced
daily by the crank; suitable for printing.
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Daily System Statistical Report {system.report)
the daily statistical report; first part of daily_log N.

Weekly Black and White Chart
the system "black and white" chart, showing system availability for the week;
printable report.

Weekly Report {weekly.report)
a weekly summary of administrative operations

Monthly Long Bill
this report is intended for retention and filing. It contains the same complete
information as the mailing_copy report without the footnotes, distribution page,
and list of current prices.

Monthly Short Bill
this report consists of just the charge summaries from the long_bill. The prices
and footnotes are suppressed. A grand total page is printed. This report is
intended for the use of system administrators and others who find the long_bill
too bulky.

Monthly Account Bill
this report consists of a one page report for each separate account listing the
projects that are charged to that account.

Monthly Charge Summary
this is the monthly summary report consisting of a one line report for every
account number that is being billed.

Monthly Miscellaneous Charges Summary
this is the final monthly printing of the miscellaneous file before it is cleared for
the next month.

Monthly Disk Report
the last daily disk report run at the end of the month. The absentee job
dodrp.absin actually does the running and produces the disk report.

Monthly Usage and Revenue Report (monthly usage and _revenue.report)
a segment containing the monthly usage and revenue report: produced by
monthly billing.

Monthly Black and White Chart (bwchart.print)
the system "black and white" chart, showing system availability for the month;
printable report.

Billing Footnote (billing footnote)
a segment of announcements (e.g., forthcoming price changes) to project
supervisors that is printed at the bottom of each project’s usage summary report
(on the mailing copy only); this segment is optional.
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SECTION 40

MANAGING SETTABLE PARAMETERS

This section is concerned with the parameters contained in the installation_parms
segment. These parameters require attention when the site is set up and then require relatively
little change thereafter.

UNDERSTANDING INSTALLATION_PARMS

Most site parameters used in the operation of the administrative system are kept in
>scl>installation_parms. When the accounting start up exec_com (acct_start_up.ec) is executed
during start up at a new Multics site, it automatically sets these parameters to default values. The
system administrator uses the ed_installation_parms command both to read current values and to
alter these values in the installation_parms segment. A discussion of each parameter follows.

It is recommended that if you are reading this information for the first time, invoke the
ed_installation_parms command to print out the >scl>installation_parms segment to be used for
reference.

The installation_parms segment contains the site-dependent 32-character site
identification (ID) field, typed out when a user dials up, and the site titles, used at the top of each
page after monthly billing and in many other reports. The site ID contains the company and
depariment abbreviation along with the city and state where the Muliics siie is locaied. An
example of a site ID is:

installation_id: Multics Service, Company,City,State

The site titles consist of two strings, the department ID and the company name. Each
string is entered twice, once single-spaced and once double spaced. Examples of these titles as
they appear in the installation_parms segment are:

company: Company Name, Inc.

department: Computer Center

companyids: Company Name, I nc.
departments: Computer Center

MODIFYING INSTALLATION_PARMS

Use the ed_installation_parms command both to read current values and to alter these
values in the installation_parms segment. The values that can be edited by the
ed_installation_parms command are listed below. For detailed information about the -
ed_installation_parms command, see the Mu/tics Administration, Maintenance, and
Operations Commands manual, Order No. GB64.
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" Default Absentee CPU Time Limit/Queue

The default absentee CPU time limit is specified with the abs_cpu_default_limit
kevword using the ed_installation_parms command. These default limits are used when no time
limit is specified by the user who enters a job in one of the background absentee queues. The limit
is given in seconds. The default value for each queue is 1200 seconds (20 minutes).

Maximum Absentee CPU Time Limit/Queue

The installation_parms segment also contains the maximum absentee CPU time limit for
absentee jobs, from each of the four background absentee queues. on each shift. These are
specified by the abs_cpu_max_limit keyword of ed_installation_parms.Jobs whose CPU time
limits (specified by the submitter) exceed the limits for the current shift are automatically
deferred to a shift with high enough limits. This allows the site to prevent long-running jobs
from logging in during peak load periods. The default value for all queues on all shifts is 1200
seconds (20 minutes).

Default Absentee Queue

The default absentee queue is used for submission of jobs by the enter_abs_request,
pll_abs, etc. This parameter may have a value in the range 1 to 4 and defaults to 3 unless you
change it using the abs_default_queue keyword of ed_installation_parms.

Absentee Scheduling Prierity

The scheduling priority for a Multics process is calculated by the scheduler using a
complex algorithm that takes several factors into account. Each process is assigned a value for
timax when it is created. This value limits the depth to which the process may sink in the
scheduling queues. The timax value for background absentee processes is obtained from the the
installation_parms segment, and may be different for different queues. A larger number results
in a lower scheduling queue. By default, all background absentee queues are set to have a timax of
16000000 microseconds while interactive and foreground absentee processes get a timax of
8000000. This means that background absentee jobs sink rapidly to the bottom of the scheduling
queues, where they are given relatively long CPU quanta, and that interactive and foreground
absentee users always get better response than background absentee users. By changing the
default values associated with the abs_timax keyword for a certain queue, a site may experiment
with other values for the absentee timax.

Access Ceiling

The highest authorization allowed on the system (system_high) is specified by the
access_ceiling keyword. This keyword defines the highest numerical sensitivity level allowed and
specifies all access categories used. For the system to operate correctly, all sensitivity levels
numerically less than or equal to the level given with the access_ceiling keyword, and all
categories contained in the category set of the access_ceiling keyword, must have both a long and
a short name. Installation of a PNT, SAT, CDT, or PDT is refused if any entry specifies a level or
category greater than one given with the access_ceiling keyword.
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It is of ten convenient to give a null string (i.e., blank) for both the long and short names
of the lowest sensitivity level (level 0). If this is done, processes with the default (system_low)
authorization see no visible evidence of the nondiscretionary access controls. The default values
for the access_ceiling parameter are:

access_ceiling: level=0, categories=000000

The defauit values for the level_names, category_names, and access_ceiling keywords are
assigned when the accounting start up exec_com is run; they define names for all levels and
categories, but prevent use of authorizations greater than sysiem_low. Either a system
administrator or a system security administrator may alter these default values.

Authorization Names

Nondiscretionary access control keywords (AIM features) are also kept in the
installation_parms segment. (See "Access Control” in the Mu/ltics Programmer’'s Reference
Manual, Order No. AG91 for further details on nondiscretionary access controls.) From 1to 8
sensitivity levels and from 0 to 18 access categories may be defined. Each sensitivity level and
each access category is defined by assigning it both a long and a short name. The long name may
be up to 32 alphanumeric characters in length and may include spaces. The short name may be up
to eight alphanumeric characters long and may not contain spaces. (It is recommended that the
short names be easy to remember as a convenience for users when they log in.) Each name must
be unique among all level and category names. However, the long and short names of a given level
or category may be identical. Level names and category names may be read and modified by
specifying the level_names and category_names keywords with the ed_installation_parms
command. Default values for these keywords are:

level _names: level_N, IN (where N is from 1 to 7) and
" (for level 0)

category_names: category_N, cN (where N is from 1 to 18)

Configuration Table

A configuration table is kept in the installation_parms segment that describes each of the
system configurations that a site uses, by the number of CPUs, number of pages of memory,
number of pages of bulk store, and shift. For each such entry, the table contains the value of the
maximum number of load units allowed on the system, the maximum number of absentee users
allowed, the highest-numbered (lowest—priority) absentee queue from which jobs are run, and
two response control keywords (high and low). Unless automatic adjustment of maxunits has
been disabled (see the description of the maxu command in the Mu/tics Administration,
Maintenance, and Operations Commands manual, Order No. GB64), this table is referenced to
sel maxunits whenever the system is brought up, whenever the shift changes, and whenever the
system configuration changes.

If response control is enabled, the system attempts to adjust maxunits on every login and
logout, so that the average queue length falls between the low and high values. Maxunits is
increased whenever the average scheduler queue length is below low; it is decreased whenever the
queue length is above high; and it is set to the current number of users whenever the queue length
is between low and high.
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The order of the elements in the configuration table is significant. The elements should
be in order by number of CPUs, within that by amount of main memory, within that by amount
of bulk store. and within that by shift; smaller numbers first. The lookup continues as long as any
table element is less than the value being looked up, so that an element specifying very large
numbers stops the lookup. This feature can be used if, for instance, the site does not wish to have
different keywords depending on shift: instead of having eight table entries for each
combination of CPU and memory for shifts 0-7, the system administrator may supply only one
entry, which has a shift number of 7. The config_table keyword of the ed_installation_parms
command automatically maintains the configuration table in its properly sorted order.

Count Parameter of Wakeup Loop Detector

The count parameter of the terminal channel wakeup loop detector is specified with the
cwe_count keyword of ed_installation parms. If a user causes more than cwe_count interactions
within cwe_time while logging in, the channel is hung up. An interaction occurs every time the
Answering Service is notified of an event for the terminal channel. The nimber of interactions
perceived by the Answering Service is typically the same as the number of input lines (terminated
by a newline character) entered by the user. The default value for this keyword is 10.

Time Parameter of Channel Wakeup Error Loop Detector

The time narameter of the channel wakeun error Inon detector 1
ihe hme parameter of the channe!l ect

VRiiwemp wiivi VU med H

ed_installation_parms using the cwe_time keyword. Default time is
description of cwe_count above.
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3
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3
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Directory and Segment Quota

The default_pdir_seg quota keyword and the default pdir_dir_quota keyword of
ed_installation_parms let you set the default segment quota and the default directory quota fora
process, respectively.

Device Names

Device names are the names of the miscellaneous devices. The device_names keyword of
ed_installation_parms lets you change the name of an existing device or print the names of all the
defined devices. Changing a device name to devN, where N is a number from 1 to 16 indicating
the location of the device in the table. has the effect of deleting the device, since unused device
table locations contain names of that form. If a deleted device is the last one in the list, the list is
shortened by one.

Charging for certain devices is built into the system. These devices must be defined in the
device table, with their names spelled exactly as the system expects to find them. The required
device names are:

e lape

e lape_mt
e disk

e disk_mt
s lv
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They control prices for tape volumes, assigned to a process, tape drives, disk volumes, disk drives,
and private logical volumes attached to a process. These devices are defined automatically by the
default request. A warning message is printed by the print device_prices and print keywords for
any of these devices that is not defined.

Device Prices

The device_prices keyword of the the ed_installation_parms command let you list the
names and prices (dollars per hour. for each shift) for each of up to 16 miscellaneous devices
(teletype channels, high-speed channels, tapes. etc.). For the print request, if the name of a
device is typed ahead on the input line after the device_prices keyword, the prices for that device
are printed; otherwise the prices of all devices are printed. For the retype request, the name of
each device is typed and new prices are requested for all shifts. The default is $1.00 per hour for
each device type on all shifts.

Default CPU Time Limit for Foreground Absentee Queue

Jobs from the foreground absentee queue are governed by foreground load control. Jobs
in the foreground queue are treated, for load control and charging purposes, as interactive logins.
That is, a foreground job is logged in if the user could have logged in interactively, and while
logged in, it occupies a primary slot in the user’s load control group. For additional information,
see the description of the enter_abs_request command in the Mu/tics Commands and Active
Functions manual, Order No. AGY2.

The foreground_cpu_default_limit keyword of ed_installation_parms specifies the
default cpu limit associated with foreground jobs. The default value is 1200 seconds (20 minutes).

Count Parameter for Fatal Process Loop Detector

The fpe_count keyword of ed_installation_parms specifies the count parameter of the
fatal process loop detector. If a process has more fatal process errors than the value specified for
fpe_count within the limit specified by fpe_time, it is considered to be a fatal process error loop
and the process is logged out. The default count is 3.

Time Parameter of Fatal Process Loop Detector

The fpe_time keyword of ed_installation_parms is used to manipulate the time keyword
of the fatal process error loop detector. Default is 60 seconds (see the description of fpe_count,
above).

Idle Time

Idle time is the time over which moving average of foreground load is taken, for use in
adjusting maximum background absentee users (abs_maxu). The idle_time_constant keyword
can be used to set this parameter in seconds. Default is 900 seconds (15 minutes).
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Inactive Time

Inactive time is the number of real-time seconds a process may remain blocked before
being bumped for inactivity. It is controlled by the inactive_time keyword of the
ed_installation_parms command. The default is 3600 seconds (60 minutes).

Installation Identification '

The installation identification is the installation name, city, and state (maximum of 32
characters), for example: Company, City, State. The installation_id keyword sets this parameter.
The default is “Installation and location"™.

Log Parameters

Log parameters specify the number of pages which may be written into the ring 0 syserr
log before being copied. It can be any value from 1 to one—half the size of the log partition
(typically 1 to 121 pages). A value of 0 means use the default value. Log parameters can be
manipulated with the log_parameters keyword of ed_installation_parms.

You may choose from the following values.

0
Enable log copying with a default threshold. The ring 0 syserr log is copied into
ring 4 at every shutdown, and whenever there are 10 or more uncopied pages.
This is appropriate for most sites.

N(1<=N<=127)
Enable log copying. The ring 0 log is copied into ring 4 at every shutdown, and
whenever N pages of new messages have accumulated. A small value (around 4) is
appropriate for sites using protection auditing and for development sites where
the print_sys_log and heals_report commands are used frequently.

Log-In and Log-Out Parameters

The maximum time allowed for a login attempt, the cycle time between initializer
accounting updates, the maximum inactive time before automatic logout, the amount of time
between the warning and the logout for a user, and the rate of interactions during login are all
specified in seconds in the installation_parms segment. The number of login tries a user may have
before the system hangs up on him is also specified there.

The log—in keywords and their usual values are:

Default Range
login_time: 360 180-360 seconds

(more if noisy lines)
update_time: 900 900-5L00 seconds
inactive_time: 3600 900-5400 seconds
warning_time: 300 180-300 seconds
cwe_count: 10 i-uniimited seconds
cwe_time: 3 1-unlimited seconds
tries: 6 1-6
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These values may be modified according to the needs of the site; however, the suggested ranges
are reasonable limits. For example, the accounting update interval should not be too small, or else
initializer cpu usage goes way up; it should not be too large (unless the system hardly ever crashes).
or else revenuc lost by a system crash increases. {Noie that the output format of some accounting
programs is based on a 15 minute (900 second) accounting update interval.)

New Process Authorization Level

The new_proc_change_auth keyword to ed_installation_parms controls the use of the
-auth control argument ot the new_proc command. The —auth control argument to the new_proc
command lets users create a new process at a different access authorization. This feature should
be disabled at a security conscious site.

Operator Inactivity Limit

The operator_inactivity_limit keyword of ed_installation_parms lets you control the
time limit (in seconds) imposed on operator inactivity. Operators who enter no input for the
specified number of seconds, are automatically signed out.

Operator Login

The require_operator_login keyword of ed_installation_parms controls the operator
identification and authentication option.

Password Control

There are several keywords in ed_installation_parms that let you control user passwords.
They are password_change_interval, password_expiration_interval, password_gpw_length, and
password_min_length. For details on each of these keywords, see the Administration,
Maintenance and Operations Commands manual/ Order No. GBé4.

Percent of Idle Units Available to Background Absentee Jobs

The installation_parms segment contains a number of keywords that enable the site to
regulate the background absentee load. (Background absentee jobs are those from the four
background absentee queues. numbered 1 (0 4, as opposed to jobs from the foreground absentee
queue. The latter are regulated by foreground load control.

By default, abs_maxu, the number of absentee slots (i.e., the maximum number of
concurrently logged in background absentee jobs) is a constant defined for each
shift-configuration combination by the abs field in the configuration table (see below).
However, it can optionally be made a function of interactive load. The abs_maxu figure in the
configuration table is only used when the keywords described immediately below (pct_abs,
min_abs, and max_abs) have not been set.
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Background absentee jobs are intended to occupy idle capacity. The number of idle units
is computed by the equation:

idle_units = max_units - n_daemons - n_interactive

where max_units is the system maximum units figure for the current shift and configuration, as
specified by the max field in the configuration table, and n_daemons and n_interactive are the
current number of units occupied by daemon and interactive users, respectively.

Since this figure can fluctuate rapidly as the number of interactive users changes, it is
smoothed in the following way: a moving average of idle units over the last M seconds is kept
(where M is the value, in seconds, of the idle_time_constant keyword in the installation_parms
segment), and the lower of the current value and the average value of idle units is used to compute
abs_maxu each time an absentee login decision is made. This algorithm causes the increase in
abs_maxu to lag behind a decrease in interactive load, but the decrease in abs_maxu occurs
immediately in response to an increase in interactive load. The default idie_time_constant is 900
seconds (15 minutes).

The abs_maxu figure is computed by the equation:

abs_maxu = min (max_abs, max (min_abs, pct_abs % idle_units))

that is, abs_maxu varies between min_abs and max_abs, as a function of pct_abs and idle_units.
For example, with pct_abs = 10%, max_abs = 6, and min_abs = 1, abs_maxu varies between 1 and 6
as idle_units varies between 10 and 60. If idle_units goes above 60 or below 10, abs_maxu does not
rise above 6 or fall below 1.

The three keywords max_abs, min_abs, and pct_abs are kept in the installation_parms
segment, and can have different values on each shift. By default, they have values that disable
dynamic adjustment of abs_maxu.

Percent of Absentee Slots Reserved for Each Queue

It is possible to reserve a portion of abs_maxu for the use of the higher priority queues.
This avoids delaying jobs from the higher priority queues that are entered into the queues after all
the slots have been occupied by jobs from lower priority queues. Two algorithms are described
here: the way the gres figures for each queue are computed, and the way all the gres figures are
used to determine whether or not an absentee job from an individual queue is permitted to log in.
By default, the reserved queue mechanism is disabled.

The number of reserved slots for each queue is computied by the equation:

gres(g) = min (max_qgres(q), max (min_gres(q), pct_ares(q) * abs_maxu))

where gres(q) is the number of slots reserved for queue q. Thus qres(q) varies between
min_gqres(q) and max_gres{q). as a function of pct_gres(q) and abs_maxu. The min_gres, -
max_gqres, and pct_gres keywords are kept in the instaliation_parms segment and have separate
values for each queue and each shift.
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The reserved slot facility does not place an absolute limit on the number of jobs from any
(except the lowest priority) queue. It prevents jobs from lower priority queues from logging in if
their logging in wouid leave too few slots available for the higher priority queues, but it allows
jobs from high priority queues to occupy all of the slots and exclude jobs from lower priority
queues. The algorithm is as follows: to determine if a job from queue g can log in, first reduce the
current abs_maxu by the number of jobs currently logged in. This gives the number of available
slots. (If it is zero, no jobcanlog in.) Then, for each queue of higher priority than queue q, if the
number of jobs currently logged in from that queue is less than gres(i) (where i is the number of
that higher priority queue), reduce the number of available slots by the difference. If there is at
least one available slot after that has been done, the job can log in.

In addition to the above keywords, there are per—user and per—project limits on the
number of concurrent foreground and background processes that a user may have, and limits on
the fraction of background absentee slots that users from each load control group may have.

Prices

Prices can be set for the following using the prices keyword in ed_installation parms:

disk storage (in units of dollars per page-seconds or page-month)

per-month user registration

per—shift CPU time (in units of dollars per virtual CPU hour)

per-shift connect time (in dollars per hour of terminal connect time)
per-shift terminal 1/0O operations (in dollars per 1000 lines of terminal 1/0)
per-shift memory usage (in dollars per 1000 memory units)

Any site may, of course, set the prices for some resources to zero and use other
administrative means 1o conirol resource usage. By defauit, disk siorage is charged at $.50 per
page-montih; there is no per-month user registration fee; CPU time is $240 per virtual CPU hour;
connect time is $1.25 per hour; there is no terminal I/0 charge; memory usage is $15 per 100
memory units.

Changes to prices (and additions to device and resource names) may not be effective until
the next answering service startup (i.e., system bootload). Various software modules take
"snapshots" of installation_parms during initialization to increase their operating efficiency and
are therefore locked in to that set of values until shutdown.

It is recommended that rate changes only be made at the end of a month, just after bills
have been run. In a special session, make an extra run of the diskreport and the crank, then run
bills and set the new rates before allowing any users to log in. This avoids discrepancies between a
user’s charges and the user’s resources figures multiplied by the curreni rates. Such discrepancies
are upsetting both to users and to programs in the accounting system.
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Queue Prices

Queue prices for the following can be controlled with the queue_prices keyword in
ed_installation_parms:

e absentee virtual CPU time
e absentee memory usage
e [/0 daemon .usage

Use the queue_prices kevword to change the prices for absentee virtual CPU time
(dollars/virtual CPU hour), absentee memory usage (dollars/1000 memory units), and 1/0
daemon usage (dollars/1000 lines), for up to four queues. By default, the prices are $200 per
virtual CPU hour, $15 per 100 memory units, and $1.80 per 1000 lines printed.

Resource Prices

The resource_prices keyword of ed_installation_parms provides the names and prices of
resources for which users are to be charged. The resource price list is currently used only for
charging for special forms in 1/0 daemon requests. For the print request, if the name of a
resource price is typed directly after the resource_price keyword. that price is printed; otherwise
all the prices are printed. For the retype request. the name of each resource is typed and a new
price is requested. By default, no resource names or prices are defined.

Resource Names

Resource names, described with the resource_names keyword in ed_installation_parms
are names of existing entries in the resource price list. This keyword permits changing the name
of an existing resource.

Resource Wait Time

The resource_wait_time keyword of ed_installation_parms specifies the time interval (in
seconds) at which to keep checking for resource availability when an absentee job is waiting for a
resource and there are no other jobs logging in or out. Default is 300 seconds (5 minutes).

RCPRM Flags

Several flags are maintained in the installation_parms segment and are used by RCP at
initialization time to determine certain actions to be taken during RCP operation. These flags and
their default values are:

authentication_level nominal
auto_registration of f
rsc_mgmt_enabled of f
unload_on_detach of f
For more detailed information on each of these keywords, see the description of the

ed_installation_parms in the Multics Administration, Maintenance and QOperations
Commands manual, Order No. GB64.

40-10 AKS50-03



Automatic Volume Detachment

The unload_on_detach kevword of ed_installation_prams command causes detached
volumes to be unloaded automatically. The string "on" sets the flag on; "off" is the defauit. When
the flag is off a detached volume remains on its drive until the drive is needed for another
volume. This flag has no effect when the user specifies "—retain all" in the attach description of
the volume being detached (see the tape_ibm_ module). This keyword may only be used with the
change, print, or retype requesis.

Default Security Level for Volume Authentication

The default security level for volume authentication can be manipulated with the
authentication_level keyword in installation_parms. It is default level of security for volume
authentication under RCP Resource Management. Acceptable values for this keyword are:

) none
e nominal
e automatic

For details, refer to the ed_installation_parms command in the Mu/tics Administration,
Maintenance, and Operations Commands manual, Order No. GB64.

Automatic Volume Registration

Automatic volume registration is permitted under RCPRM. Automatic registration is
controlled with the auto_registration keyword in installation_parms and can be manipulated with
the ed_installation_parms command. Automatic registration of an unregistered volume is
performed when the operator allows a user to mount the volume. The volume is registered, with
default attributes, to the user requesting the volume. This keyword may only be used with the
change, prini, or Tetype requesis.

Shift Table

System usage may be divided into a maximum of eight shifts, numbered from 0 to 7.
These shifts may begin at any half-hour during a week; the shift is the same at the same hour
during every week for every user. The operator command, shift, is used for overriding the
regular shift mechanism on holidays. Shifts are set by filling in a table that contains 336 entries
(one for each half-hour in the week) with a digit from 0 to 7. You must specify the shift_table
keyword with the ed_installation_parms command to inspect or modify this table. The default
shifts 1, 2, 3, and 4 are:

shift 1 0800-1800 weekdays
shift 2 1800-2400 weekdays
shift 3 0000-0800 every day
shift &4 0800-2400 weekends

If the segment >sc1>shift_config_change.ec exists, it is executed by the answering service
at each shift or configuration change. It can contain commands to alter system keywords or take
any other actions required by the site.
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Real-Time Limit for Suspended Process

The sus_real_time keyword of the ed_installation_parms command lets you set the real
time limit imposed on a suspended process. The default is 180 seconds. Before going blocked. a
suspended process sends a wakeup to the answering service, specifying the event channel on which
it is about to go blocked, and over which it can be released. If the process fails to respond in this
way within the specified interval of real time, it is destroyed.

- CPU Time Limit for Suspended Process

CPU time limit imposed on a suspended process can be manipulaied with the
sus_cpu_time keyword of the ed_installation_parms command. The default is 5 seconds. In a
user process, the default handler for the sus_ signal goes blocked and waits to be released. If the
process fails go blocked, and continues running, it is destroyed after it has used the specified
amount of CPU time (after the sus_ signal is sent).

Titles

The site titles consist of two strings. the department ID and the company name. Each
string is entered twice, once single-spaced and once double spaced. Titles can be changed with the
titles keyword of the ed_installation_parms command.

Examples of these titles as they appear in the installation_parms segment are:

company: Company Name, Inc.

department: Computer Center

companyids: Company Name, Il nc.
depar tments: Computer Center

Real-Time Limit for Terminating a Process

The real-time limit for terminating a process is the limit imposed on a process that has
been sent a trm_ signal. Default is 120 seconds. This value can be changed using the
trm_real_time keyword of the ed_instaliation_parms command.

A process being terminated involuntarily by the answering service (e.g., by the bump
command), as opposed to a process that terminates itself voluntarily {e.g., by the logout
command), is sent a trm_ signal, and is given a small amount of time to terminate itself. The
default handler for trm_ signals the finish condition in the user’s process.

CPU Time Limit for Terminating a Process

The CPU time limit for terminating a process is the cpu time limit imposed on a process
that is being terminated and has been sent a trm_ signal. Default is 5 seconds. This value can be
changed using the trm_cpu_time keyword of the ed_installation_parms command.

Login Tries

The tries keyword of ed_instaliation parms specifies the number of login tries a user may
have before the system hangs up. This value can be from 1 to 6.
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Accounting Update Interval

The accounting update interval, manipulated with the update_time keyword of
ed_installation_parms, controls the number of real-time seconds between system accounting
updates.

Validating Daemon Commands

The validate_daemon_commands keyword of ed_installation_parms controls activation
of the secure daemon facility. For details, see the Administration, Maintenance and
Operations Commands manual manual, Order No. GB64.

Warning Time

The warning_time keyword of ed_instailation_parms lets you control the number of
real-time seconds between the warning of an automatic logout of a process and the actual logging
out of the process.

In the following example. the system administrator first prints the current value of the
"warning time" variable (the number of seconds before shutdown that a user is warned), and then
changes the value. Finally, the change is made to (Lines, or portions of lines, typed by the
administrator are preceded by ™").

! ed_installation_parms

type Ip

id !warning_time
warning_time: 300 sec.

type lc

id iwarning_time

warning time (secs) ! 6000
type lw

type lq

<ready>

o——

ed_installation_parms
type ! ¢ shift Fri 18 00 thru Mon 07 30 5

type ! w
type ! q
<ready>

This defines shift 5 to start at 1800 Friday and end at on 0800 Monday.
REBOOTING TO HAVE CHANGES TAKE EFFECT

If you use ed_installation_parms to make changes to default installation_parms values,
for those changes to be valid you must reboot the system.
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UNDERSTANDING VALUE_SEG

Values to be used in several administrative exec_com segments to supply site—dependent
values as command argument are kept in the value_seg segment located in >udd>SysAdmin>lib.
The values you enter in the value_seg can eliminate the need for many site modifications to the
exec_com segments.

MODIFYING VALUE_SEG

To enter or modify values in the value_seg. use the value_set command. The following
values are defined by default:

disk_time
the time of day that the disk accounting runs (this should be before the crank).

abort_crank
"true” if crank has aborted, eise "false".

last_crank
the date and time of the last crank.

last_diskreport
the date and time of the last disk report.

weekly_time

the time for the next run of the weekly report. This is a time string. in the form
"2300. 6 days."

XXX _dest

a string passed as the argument to the —destination control argument of the dprint
command. Some of the valid strings are:

directorN
installation director (where 0<N<7)

adminN
system administrator (where 0<N<1)

assuranceN
system assurance (where 0<N<1)

sysprgN
system programming (where 0<N<2)

XXX_addr

a string passed as the argument to the —header control argument of the dprint
command. Some of the valid strings are the same as in XXX_dest above.

admin_online
User_id of user 1o receive "crank ran" message.
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The value command has two entry points: value$dump and value$set. For details, see the
Multics Administration, Maintenance and Operations Commands manual, Order No. GB64.

UNDERSTANDING SYS_ADMIN_DATA

The sys_admin_data segment contains registration keywords and an interlock to prevent
multiple editing of the same segment. The sys_admin_data segment is located in
>udd>SysAdmin>lib.

MODIFYING SYS_ADMIN__DATA
The sys_admin_data segment contains the following items:

e A lock used to prevent more than one administrator ata time from editing the accounting
data.

e Character strings identifying the name, address, and telephone of the "User Accounts
Office” for use in printing bills.

e Mailing banner data for preparing a cover page for long bill items.
e Default attributes for new projects:

minimum and maximum ring
maximum grace

load control group

project attributes

The admin_util command (see the Mulitics Administration, Naintenance and
Operations Commands manual, Order No. GB64) may be used to display and edit the following
values in sys_admin_data:

admin lock

user accounts office info
Mailing banner
minimum ring

maximum ring

maximum grace

load control group
project attributes

Each of these values is discussed below.
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Admin Lock

One of the values contained in admin_util is a lock that prevents two system
administrators from modifving the data bases simultaneously. The administrative lock can be
controlled with the following two admin_util control arguments:

lock wait_time . :
This control argument attempts to lock the lock in sys_admin_data. If the lock is already
locked by another process and remains locked for more the the specified wait_time (in
seconds), then an error message is printed. The default wait_time is 60 seconds.

unlock
The unlock control argument attempts to unlock the lock in sys_admin_data. If the lock
was not locked by the process that is executing the command. an error message is printed.
If it was locked by an existing process (other than the one executing the command), it is
not unlocked.

User Accounts Office Info

The following control arguments control installation—dependent items that are printed
on monthly bills and other administrative documents. The values of these items must be enclosed
in quotes if they contain any blanks or other special characters.

user_accts XX
The XX string is the official name of the office responsible for Multics billing, for
example: "Fiscal Office” or "Accounting Department.” It is the first line of a return
address printed on bills by the mailing_page_ subroutine. It may be up to 64 characters
long.

user_accts_addr XX
The XX string is the address of the above office, for example, a building and room
number or a mail station. It is the second line of a return address printed on bills. It may
be up to 64 characiers long.

user_accts_phone XX
The XX string is the phone number of the above office. It is also printed on bills. It may
be up to 16 characters long.

Mailing Banner

The mail banner can be changed with the control argument bl XX to b3 XX. The XX
strings, each of which may be up to 10 characters long, are printed in large letters by the
mailing_page_ subroutine, as a set, below and to the left of the address of the bill recipient. One
example of their value is:

INTER
DEPARTMENT
MAIL
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Minimum Ring

The initial ring at which a new or existing project can use is specified by the init_ring
control argument of the admin_util command. The ring number specified by must be a single
digit from 1 to 7 inclusive. This is the default initial ring for new projects. The default value is 4.

Maximum Ring

The maximum ring of a project is specified by the max_ring control argument of the
admin_util command. The ring number specified is the default max_ring for new projects. The
default value is 5.

Maximum Grace

The maximum grace of a project can be set with the grace control argument of the
admin_util command. The grace time specified by N is the default grace rime (in minutes) for a
new project. The grace time specified by N is the length of time primary users retain their
primary status (protected from preemption). The default value is 2830 minutes (48 hours), which
really means "never to be subject to preemption.”

Load Control Group

The group XX control argument of the admin_util command identifies the default load
control group for new projects. This name may be up to § characters long. The default value is
"Other".

Project Attributes

The attributes keyword of admin_util lets you select the attributes for a specific project.
The attribute string must be acceptable to the parse_attributes_ subroutine, enclosed in quotes if
it contains any bianks. This string sets the default attributes for a new project. The anonymous
attribute or anon attribute, which allows anonymous users to be registered on a project, can only
be assigned by a system administrator. For a more detailed description of registration of
anonymous users done by the Project administrator see Mu/tics Administrators’ Manual --
Project Order No. AK51. The other attributes can be assigned by a project administrator if the
system administrator has set them for his project. For convenience, all of the attributes are listed
below. The default for an omitted attribute statement is "none.” For details on the attributes
available, see the admin_util command in the Mu/tics Administration, Maintenance and
Operations Commands manual, Order No. GB64.
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SECTION 41

DELEGATING RESPONSIBILITIES

In addition to the system administrator, a Multics site may also have a project
administrator. an accounting administrator or a volume administrator. The functions of these
administrators are explained below.

PROJECT ADMINISTRATION

Project administrators are registered Multics users who are in charge of one or more
projects. They need not be registered on the projects they administer. A single user may be
project administrator for many projects and a project may have up to four administrators. Each
project administrator is named in the System Administrator Table (SAT) entry for the project he
administers. The project administrator has a copy of the project’s Project Master File (PMF) and
can use the cv_pmf command to create a PDT from the PMF. The project administrator can also
use the install command to install a new or modified Project Definition Table (PDT).

To use the install command, the project administrator must be able to read the
proj_admin_seg segment. To place the new copy of a system table (o be instailed where the
system can pick it up, the project administrator must have append permission on the >scl>update
directory.

A delegated project has at least one user listed in the SAT entry for the project as the
project administrator. If a project is unde/egated the system administrator or the registration
and accounting administrator must perform the project administration function for the project.

It is the system administrator’s responsibility to provide the project administrators with
access to project directories. The registration and accounting administrator cannot perform this
function. Occasionally, the system administrator has to give access to one user’'s segments 1o a
user on another project.

ACCOUNTING ADMINISTRATION
The registration and accounting responsibilities at Multics installations are designed so

they can be delegated to a unsophisticated user, called the registration and accounting

administrator. The system administrator can decide if he wants to delegate the registration and
accounting responsibilities or carry them out himself.
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A registration and accounting administrator (referred to as the accounting administrator)
is a registered Multics user in charge of user registration and billing operations. He logs in the
same way as other users and, after he logs in. a process is created for him in the same way as for
other users. An accounling administrator differs from other Multics users in that:

e An accounting administrator is restricted by a special process overseer to the use of a
limited set of administrative commands not available to other users.

An accounting administrator has access to certain segments to which other users do not.

e An accounting administrator uses special programs to manipulate the accounting data
bases. In general. these programs do not make privileged calls; they are ordinary PL/1
programs that manipulate data in ordinary ways.

e The system grants certain requests for an accounting administrator that it does not grant
for other users.

The accounting administrator is a user on the SysAdmin project and has a special process
overseer:

accounts_overseer_

This overseer gives the accounting administrator a set of commands designed for accounting
administration. Although an accounting administrator has access control privileges that
potentially enable him to destroy any segment in the sysitem, he is constrained in his special
command system and can perform only a certain specific set of accounting functions.

A system administrator who sometimes logs in as an accounting administrator should be
aware that the commands described in the accounts_overseer function differently when called
from a process overseer. Instructions for the use of these commands by a system administrator
are given in the Multics Administration, Maintenance, and Operations Commands manual,
Order No. GBo64.

The accounting administrator registers new projects and new users on the system
monitors the daily, weekly. and monthly accounting jobs and does the billing for the site. An
accounting administrator may also be assigned to function as a project administrator for
undelegated projects.

VOLUME ADMINISTRATION

A volume administrator is the administrator of a separalte logical volume and maintains
the quota for the directories that are located on the logical volume. The volume administrator
also maintains the access control segments on the logical volume.

For information on system security administrators refer io "Assuring the Security of the
File System" in this manugal.
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SECTION 42

MISCELLANEOUS TAILORING TASKS

TAILORING THE TIME TABLES

All date/time related constants reside in time_info_. such as default format strings,
named format strings. day names, month names, offset names. zone names and offsets, and
"other” words. All of these are in several languages, one of which is selected as the site defauit.
The time_info_.cds is designed to allow a site to alter the time tables without having to get
involved too deeply in how the tables are structured. Below are sample lines from
time_info_.cds. Comment lines are included to explain what the code is doing and/or what it
means.

Examples
time_info_: proc;

the_zone_count init (kL),

1

2

3 dcl (the_language_count init (4),
L

g the_keyword_count init (16),

6 english init (1),
7 french init (2),
8 german init (3),
9 spanish init (4),
10 Default_Language init (1),

There must be a named constant for each language which is in the table. These names
must be numbered sequentially beginning at 1. The members of the site’s default
language is given in the next constant.
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il
12

13

14
15
16

17

19

Fill_From init (1)
fixed bin int static options (constant);

Time zone names arc defined in a 2-dimensional arrav, with zone as one dimension and
languages as the second dimension. Elements of the array are zone names (the name of a
zone in a particular language). convert_date_to_binary_ requires that the entire array be
filled (ie. a zone name must be specified for each zone in every language). However,
sometimes the name of a zone in a particular language is not known. This problem is
resolved by filling in each unspecified zone name with the corresponding name in
another language. The Fill_From constant indicates which language should be used to fill
such empty array elements. When choosing the Fill_From language, it is important to
note that a zone name must be explicitly specified for every zone in the Fill_From
language.

call setup;

This initializes internal data structures to indicate "empty"” in every field.

call set_format ("system_date_time',
"my/~dm/"yc//"Hd™99v.9mh/ " xxxxza"xxxda") ;
call set format ("system date", "“my/"dm/"yc"

call set:format ("system_time", ""Hd:"MH");

—

For each of the defined time format keywords. the keyword name and its time format
value is given. The keywords for system_date_time. system_date, and system_time
define the default site formats for date/time, date and time strings used in many
commands. Care must be taken when changing the default site formats to ensure that the
new format is reasonably short (so that commands that include a date/time with other
data in output will not produce overlength lines) and fixed length (so that output of
commands producing columns of data will line up properly).

Note that the date, time, and date_time keywords are not specified here since these

keywords identify per—process values while time_info_.cds defines per-system
constants.

call set_language (french, english, '"anglais");

For each language present, its name in each other language must be present. This call to
the routine says:

In french, the word for english is "anglais".
call set_month_name (english, Jan, "Jan', '"January");
For each language present, the month names must be set. This call to the routine says:

In english, the abbreviation and name for the first month are "Jan" and
"January”.
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20

21

22
23

24

There are named constants in the procedure for each month:
Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec
call set_day_name (spanish, Mon, "lun', 'iunes');
For each language present, the day names must be set. This call to the rouﬁne says:
In spanish, the abbreviation and name for Monday are "lun"” and "lunes".
There are named constants in the procedure for each day:
Mon Tue Wed Thu Fri Sat Sun
call set_offset (english, Hour, "hr','"hours','hour","this");
For each language present, the offset names must be set. This call to the routine says:
In english, the abbreviation, plural, and singular for hour are "hr", "hours", and,
"hour". The gender of the word "this" that is appropriate for use with the english
word hour is "this".
There are named constants in the procedure for each unit:

Year Month Week Day Hour Minute Second Microsecond

The word "this" can be used with the names of offset units to produce time strings. For
example:

this_month/1/this_year
defines the date of the first day of the current month. However, the word used for "this"
in some languages varies depending upon the gender of the offset unit. For example, in

french we have:

call set_offset (french,Year,"an","ann{es","ann{e","cette');
call set_offset (french,Month,"m","mois","mois","ce'");

Note that national characters such as " {" in "ann {e" are used instead of overstriking to
add accent marks to letters. On french terminals, " {" produces "e™" and "|" produces
"uA". In spanish, "{" produces "¢’ and "}" produces "n~".

call set_word (german, Before, 'vor', "?");

For each language present, several additional words must be defined. This call to the
routine says:

In german, the word for before is "vor”, and the "7" means that there is no known
abbreviation for before in german.
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There are named constants in the procedure for these words:

Before On After Or Noon Midnight
Now Today Yesterday Tomorrow Fiscal_Week

25 call set_zone (english, "fwt'", "fwt', +1,
26 French Winter Time");

27 call set_zone (french, '"fwt', '"hfh", +1,
28 ""Heure Francais d'Hiver'");

29 call set_zone (english, '"sast", '"sast'", +9.5,
20 "South Australia Standard Time'");

Time zone names may be defined for many zones in one or more languages. These calls to
the routine say:

1. In english, the zone identified as "fwt" is to have an offset of -1 hours (1 hour later than
Greenwich Mean Time (GMT)), an abbreviation of "fwt", and name of "French Winter
Time".

2. In french, the zone named "fwt" is to have the abbreviation "hfh", and the name "Heure

Francais d’Hiver". All settings of a given name must have the same offset.

3. The third example illustrates that a zone abbreviation may have 4 characters in it and that
offsets are not necessarily in integral hours.

The second argument in this call is an internal id of a zone. It provides a mechanism to
reference a given entry in each language. As released, this is the abbreviated zone name in
english. The fourth argument is an offset (in hours) to be added to a time expressed in
GMT 1o produce a time in the named time zone. Time zones west of ( longitude need
negative offsets; those east of 0 longitude need positive offsets. Offset values are real
numbers ranging from -11 to +12 hours (i.e., =12 <offset <= +12). Each internal zone_id
may be referenced only once per language. Each reference 1o a given zone_id must
specify the same offset value. A given offset value can be associated with many different
zone identifiers (e.g., gmt, ut. and z are all zone_ids for an offset of 0 hours).

Note that the default system time zone is not specified in time_info_. Instead, itis given
in the CLOK config card, which can be modified in BCE.

31 call build;
This signals that all data has been filled in.
32 return;

33 /% all internal procedures here %/
34 end time_info_;
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After all the data has been presented, the build checks several things. If it finds any that
it does not like, it will not generate the table. The following situations cause checks to be made:

1 All tokens {(words in a table) must be unique within a language.

2. . There may not be any uninitialized fields. If a zone name is not set in some language, the
name in the "fill from" language is used. After that, if any field has not been set, it is an
error. This inciudes the error detected when a zone is not define in the Fill_From
language.

3. The ambiguity of all the tokens is checked. If a string has one meaning in one language
and a different meaning in another, that token will have an ambiguity flag associated with
it. If a string is used for the same purpose in several languages, the use of it will be flagged
to indicate that it alone cannot determine which language is being handled. These flags
are for use by convert_date_to_binary_.

A binary search table is built to aid convert_date_to_binary_ in quickly locating a token
among all these words. The details of this internal table are not of importance to a user and are
subject to change as convert_date_to_binary_ requires.

After time_info_.cds is changed and compiled, the resultant time_info_ object segment
must be updated into the bound_library_1_.archive in the hardcore library. This archive must be
bound (via the bind command), and the new bound segment must be placed on a new Multics
system tape (via the generate_mst command).

SETTING YOUR SEARCH RULES

The set_svstem_search_rules command is a highly privileged command used in the
initializer process to set a site’s default search rules for all processes on the system. For details on
the use of the set_system_search ruies command, see the Administration, Maintenance and

Operations Commands manual.
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SECTION 43

SYSTEM MAIL TABLE

The mail table is a table of names for mailing addresses. It enables users to address one
another by name alone, without knowing or using the addressee’s Project_id. For instance, a user
could send mail to "Rickert" without knowing whether Rickert is on the Mktg or Sales project.
The mail table can also include names for mailing lists and Forum meetings.

Each Multics system has one mail table. The system administrator creates the initial mail
table with the create_mail_table command. Names for the initial mail table are taken from the
person name table (PNT). The names used for mailing addresses in the initial table are the
Person_ids of users, and the mailing addresses are the mailboxes in users’ default project. For
instance when "Rickert" is taken from the PNT, the address "Rickert.Sales.” is placed in the mail
table because "Sales" is the default project in Rickert’s PNT entry.

Once the mail table has been created, the system administrator can add to it and update it
with the add_mail_table_entry and update_mail_table_entry commands. The
delete_mail_table_entry command is used to delete names of users who are no longer registered
and of mailing lists and Forum meetings that no longer exist. Also, when PNT entries are added or
deleted, corresponding mail table entries are automatically added or deleted. Users can also alter
their own mail table entries with the set_mailing_address command (see the Multics Extended
Mail System User’s Guide, Order No. CH23).

Because the mail table and PNT contain a paraliel set of entries, any time the PNT is
compacted, the mail table should also be compacted with the compact_mail_table command.
When this is done, the old mail table is renamed to mail_table. MM/DD/.NHMM.
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SECTION 44

DATA MANAGEMENT ADMINISTRATION

This section provides information to administrators on how to bring up Data
Management on Muitics. Other aspects of Data Management administration appear throughout
this manual under general topics. Also see the section entitled "Multics Data Management" in the
Mulitics Programmer’s Reference Manual, Order No. AGY1, for a complete description of
this product.

SITE PREPARATIONS FOR DATA MANAGEMENT

Data Management is part of a Multics sof tware release as of MR11, but is not required to
boot Multics. Specific steps must be taken, however, to use Data Management both at new and
existing sites. These steps are outlined below and detailed under separate heading. An error
condition is signaled for anvone attempting to use Data Management at a Multics site not setup to
run Data Management.

1. Data_Management.Daemon Registration and Access

2. Multics Bootload Requirements for Data Management
3. Creating the Data Management Hierarchy

4. Setting Quota for Data Management

5. Shaping the Run-Time Environment

6. Booting the Data Management System

Data__Management.Daemon Registration and Access

As a first step to using Data Management at a new site, the DM daemon
(Data_Management.Daemon) must be registered and given access to certain system tables and
access control segments. A tool is provided to perform these tasks automatically. When you run
>tools>acct_start_up.ec as part of Multics installation, it does the following:

e Registers the special user identity Data_Management on the Daemon project

(1]
"

by H + t1a Tonamtan -
Gives this daemon r access to the abseniee_user

answer_table

able, daemon_user_table, and

e Gives this daemon rw access on bump_user.acs and process_termination_monitor.acs in
>scl>admin_acs

e Sels this daemon’s initproc to its own process overseer, dmsd_overseer_, and sets the
Avinitproc and “multip attributes
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Existing Multics sites must perform the above operations manually. See "Special User
Identities” in Section 33 for information on registering the daemon. If they do not already exist
in >scl>admin_acs. you have to «create the segments bump_user.acs and
process_termination_monitor.acs. Also se¢ Section 23 for the appropriate daemon access to
privileged gates. '

Other DM daemon access settings are as follows:
e s access on >sile>Data_Management (see "Creating the Data Management Hierarchy™)
e sma access on each AIM directory (see "Sites Running with AIM")

e 1w access on dm_configuration (see “Shaping the Run-Time Environment")

Note that >tools>system_start_up.ec includes a sample login line for
Data_Management.Daemon that has been commented out. This line is an example; the daemon's
message coordinator ID has no required format. The daemon should not be logged in until all
data management site preparations have been completed.

Multics Bootload Requirements for Data Management

The dbmj card must be included in the configuration deck at Multics bootload time, if
Data Management is to be run at the site. The purpose of this card is to establish the parameters
of before journal management for the sysiem, specifically:

e The maximum number of before journals allowed to be open simultaneously

e The maximum number of pages (control intervals) that may be held in memory at any one
time

o The maximum number of synchronized segments allowed to have 4K, 16K, 64K, and
256K AST pool entries

Protected DM files consist of synchronized segments, which hold modified pages
(control intervals) in main memory until their respective before images are written out to disk.
The dbmj card determines the maximum number of active synchronized segments in the system
and how many pages can be held in the various sized pools before they have to be flushed to disk.

The maximum-number—of-pages parameter also determines the size of the
dm_journal_seg_, a hardcore segment used by all DMS systems at the site to map each modified
control interval to its respective before image, and to track the time of modification and when the
before image is recorded. The dm_journal_seg_ segment is built at Multics bootload time.

Note that if you boot Multics without the dbmj card and subsequently wish to use Data
Management, you will have 10 bring down the system and bring it back up with the dbmj card in
the config deck.
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Data Management also requires that the dirlock_writebehind tuning parameter be turned
on to ensure that directories (and their trees) containing protected DM files are flushed to disk
when updating occurs, to keep the file system intact. While Data Management guarantees the
integrity of protected DM files. it has no control over directories containing these files. The DM
daemon must be able to locate the containing directories in order to recover files left inconsistent
by failures. This parameter ensures that the daemon will always be able to locate these
directories, even after a system crash without ESD.

You can enable directory flushing either by including a parm dirw card in the config deck
at Multics bootload time, or by using the change_tuning_parameters command after the system is
booted. Since there can be overhead associated with this activity, the extent to which Data
Management is used should determine how directory flushing is enabled. For example, if Data
Management is to be an integral part of operations at the site, you should include the parm dirw
card in the config deck. Butif Data Management is to be brought up selectively (e.g., for testing),
you can enable the dirlock_writebehind tuning parameter with the command on an as-needed
basis. Whichever method you use, directory flushing must be enabled to ensure recovery of DM
files in the event of failure.

The config deck is described in detail in the Mu/tics System Maijntenance Procedures
manual, Order No. AMSI1.

Creating the Data Management Hierarchy

To run Data Management, you must create a system directory at
>site>Data_Management (with a suggested addname of dm) to contain the per—AIM directories.
If your site does not run with AIM, you must then create the system_low directory under
>site>Data_Management; this becomes the per—AIM directory for an AIM access class of level
zero and no caiegories. The DM daemon requires sma access and all users of Data Management
must have s access to this directory. If the site runs with AIM, other considerations apply as
described below under "Sites Running with AIM."

The per—AIM directory (system_low) will contain the DMS per-bootload directory,
created automatically at DMS initialization. It will also contain the data management
configuration table, the logs directory, and the system default before journal (uniess specifically
located elsewhere). The configuration table is created and installed as a separate step (see
"Shaping the Run-Time Environment" below). The logs directory and default before journal are
setup by the DM daemon at DMS initialization.

If your site is not running with AIM, you may wish to use system_low as a link back to
>site>Data_Management to save a directory in the hierarchy. In that case, the ACLs mentioned
above must be sel on >site>Data_Management for the daemon and for all DMS users.

44-3 AK50-03



Setting Quota for Data Management

There should be sufficient quota under >site to accommodate the per-AIM directory
(svstem_low). If the site is running with AIM. quota assignments have to be made for each
per—-AIM directory created (see below). The following figures in pages are representative of
quota requirements for a per-AIM directory.

system default jodrnal L4000
logs directory 200
DMS configuration table 1
bootload directory 30

Note that the system default before journal claims most of the quota required (here the
default is taken). Optimal journal size is a site~dependent value, geared to the volume of
transactions, their length in time, and the degree of concurrency. Journal quota is requisitioned at
the time of creation: it is not dispensed as the journal is used. The logs directory would start at
zero and use quota as required, creating new segments in the process. Periodic maintenance of the
logs directory is expected.

Shaping the Run-Time Environment
(Defining and Creating the DMS Configuration File)

With the per-AIM directory in place, you can shape the DMS run—time environment by
creating a configuration source file, converting it into a configuration table segment, and loading
itinto thedirectory. It is through the configuration file that you actually establish the parameters
of the run-time system, including guidelines for daemon behavior, delays for the various
shutdown stages, size and location of the system default before journal, maximum number of
processes and transactions allowable, and debugging actions.

The configuration source file is an ASCII segment provided as input to the cv_dmcf
command. The pathname of the segment must have the .dmcf suffix. The command converts the
source into a configuration table segment with the same entryname and a .dmct suffix. After you
have run the command to convert the source file, you must install the table by copying it into the
per—AlIM directory with the name dm_configuration. The DM daemon must have rw access on
dm_configuration. The cv_dmcf command, including instructions on creating the configuration
source file, is described in the Administration, Maintenance, and Operations Commands
manual, Order No. GB64.

Booting the Data Management System

After the DMS configuration table is installed in the per—AIM directory, you can boot
DMS by logging in the DM daemon. At this point, you can add the automatic login line for
Data_Mangemeni.Daemon io system_stari_up.ec. This line shouid incilude the message

coordinator id that conforms to your site requirements for routing daemon console output.
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SITES RUNNING WITH AIM

If your site runs with multiple AIM access classes. you must take specific steps to setup
Data Management at each AIM access class that is to use Data Management. By definition,
system_low is the per—AIM directory for an AIM access class of level zero and no categories. For
any other AIM access class using Data Management, a per—~AIM directory must be created under
>site>Data_Management as described below. Also ensure that Data_Management.Daemon has a
login range of lowest to highest to encompass all AIM access classes in use, as a DM daemon is
required for each per—AIM directory. This will also require that the multip attribute be set in the
PMF.

To bring up Data Management at an arbitrary AIM access class, do the following:
1. Login at the access class of >site>Data_Management and execute the command
do "create_dir [encode_access_class &rl] —-acc &rl —quota &2"

encode_access_class active function returns the encoded version of the requisite access
class denoted by the first argument to the command line. The second argument specifies
the quota to be moved from >site>Data_Management to the per-AIM directory being
created. Sufficient quota should be allotted as described under "Setting Quota for Data
Management.”

2. Logout and log back in at the AIM access class of the directory just created and create a
DMS configuration table as described for the system_low directory. You may wish to use
the same source file, or you may wish to change some source statements, but you must
create the table using the cv_dmcf command and copy it into the per—AIM directory just
created.

w

Login 2 DM daemon at the AIM access class for which a per—AIM directory was just
created. The daemon then proceeds with DMS initialization, creating the per—bootload
and logs directories under the per-AIM directory.

Repeat these steps for each AIM access class to use Data Management.

ADMINISTRATIVE COMMANDS

Commands are available to administrators to setup, monitor, control, and test the data
management environment. These commands, all of which are described in the Administration,
Maintenance, and Operations Commands manual, Order No. GB64, are listed below.

e The cv_dmcf command is used to create the data management configuration table (see

"Shaping the Run-Time Environment").

e The dm_lock_status, dm_lock_meters, and before_journal_meters commands are used
to monitor system performance (see "Monitoring Data Management Performance").

44-5 AKS50-03



e The dm_system_shutdown, dm_set_journal_stamps, and dm_send_request commands
are used to take specific action in controlling events during operations.

e The dm_set_system_dir command is used to setup a DMS system directory in the user
process for test purposes.

Other data management commands. intended for use by DMS users in general, are
documented in the Multics Commands and Active Functions manual, Order No. AG92.
Aspects of some of these commands, noiabiy before_journal_status and transaction, are
privileged, requiring access to dm_admin_gate_.

MONITORING DATA MANAGEMENT PERFORMANCE

Facilities are available to administrators to monitor data management performance in
order to fine-tune the system. Included among these facilities are administrative commands that
provide the following services:

e See what locks are currently held or awaited as a means of improving concurrent access
throughput (dm_lock_status command).
View the frequency of calls io the locking mechanism and how often deadiocks occur, in
order to evaluate contention among applications (dm_lock_meters command).

©
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e Check on the overall performance of the before journal manager by analyzing various
metering data kept on individual journals and system~wide journal operations
(before_journal_meters command).

There are also data management logs that are kKept as part of the Multics system logging
facility. Information pertaining to DMS initialization, shutdown, and normal operations is
available. A separate logs directory is maintained under each per—-AIM directory. The data
management log location is {system dir} > {per—-AIM dir} >logs>dm_system_log. See Section 24
for details on system logs and how to view them.

OPERATIONAL CONSIDERATIONS

Administrators should be aware of certain aspects of data management operations that
directly affect users of DMS, particularly with regard to shared use of before journals and
backing up DM files. The administrative role in these aspects is discussed below.

Before Journal Storge Limits

The amount of storage a transaction can use in a given journal can be administratively
controlled. This capability is useful for shared before journals (e.g., the system default journal)

so that individual transactions do not accidentally or maliciously usurp journal space to the
detriment of other transactions,
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A transaction storage limit can be imposed through the bj_mgr_call command as
described in the Mu/tics Commands and Active Functions manual, Order No. AG92. For the
system default journal. a transaction limit of ten percent of the journal space is acceptable. but
system performance at individual sites will dictate how this parameter should be tuned.

Backing Up Files

The Multics dump/retrieve mechanisms have certain limitations with regard to their use
in the data management environment.

Requests for volume and hierarchy dumps or retrievals must be submitted from a ring
equal to or lower than the target file object. Since DM files are ring 2 file objects, requests cannot
be submitted from the user rings. requiring the intervention of administrators to effect this
activity.

Volume and hierarchy dumpers do not recognize the atomicity of transactions and
therefore may not produce consistent dumps. given the potentially volatile state of the data. Any
dumping involving DM files (or other MRDS data bases) should be performed when no updating
is taking place.

44-7 AKS50-03



APPENDIX A

[/O DAEMON TABLES SOURCE
LANGUAGE DESCRIPTION

The following statements may appear anywhere within the source file.

Time: <number>;
defines the number of minutes that the coordinator saves a processed request. When
segment deletion is requested, it is delayed this amount of time. If some problem is
discovered that necessitates the reprocessing of requests, those requests performed less
than <number> minutes ago can be restarted. One, and only one, Time statement must
appear in the file.

Max_queues: <number>;
defines the default number of priority queues for each request type. The maximum value
of <number> is 4. (Queue 1 is the highest priority and queue 4 is the lowest priority.)
One, and only one, Max_queues statement must appear in the file.

Line: <name>;
defines the name of a logical line_id and denotes the beginning of a line description. Any
subsequent substatements (see below) apply to this line until the next Line, Device, or
Request_type statement is encountered. Any <name> may be chosen; it can be a
maximum of 32 characters and cannot contain spaces or periods. There may be up to 360
Line statements, Thig statement is ontipnal

il vl IS VpuIviaka.

+

Device: <name>;
defines the name of a major device and denotes the beginning of a device description.
Any subsequent substatements (see below) apply to this device until the next Line, Device,
or Request_type statement is encountered. Any <name> may be chosen; it can be a
maximum of 24 characters and cannot contain periods or spaces. At least one Device
statement must appear in the file.

Request_type: <name>;

defines the name of a request type and denotes the beginning of a request type
description. Any subsequent substatements (see below) apply to this request type until the
next Line, Request_type, or Device statement is encountered. Any <name> (not
containing periods or spaces) may be chosen; it can be a maximum of 24 characters.
Currently, however, the names of request tvpes used by the dprint or dpunch commands
are restricted to a maximum of eight characters. At least one Request_type statement
must appear in the file.

End; .
marks the end of the source language description. Unlike all other statements, it has no
parameter. Any text occurring beyond the End statement is ignored. One, and only one,
End statement must appear in the file.
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SUBSTATEMENTS FOR LINES

The following substatements describe various attributes of a line and may appear in any
order following a Line statement.

channel: <name>;
defines the name of the communications channel to be attached when using the logical
line_id (defined in the Line statement). It is normally a teletype channel identifier for an
RJE station. The <name> may be up to 32 characters and cannot contain any spaces. One,
and only one, channel substatement must be given for each Line statement.

att_desc: <string>;
defines the attach description to be passed to the remote_teleprinter_ I/0 module. The
<string> may be up to 256 characters and should appear in quotes since there will be
embedded spaces. If the control variable Aa appears in <string> it will be replaced by the
channel <name> (described above). One, and only one, att_desc substatement must be
given for each Line statement.

device: <name>;
defines a major device that can use this logical line_id. At least one device substatement
must be given for each Line statement. Any major device specified must also have the
line: variable; substatement under the Device statement.

SUBSTATEMENTS FOR DEVICES

The following substatements describe various atiributes of a device and may appear in
any order following a Device statement.

driver_module: <name>;
defines the name of a procedure 10 be executed by a driver process when running the
associated device. The <name> can be a full pathname or simply an entryname. In the
latter case, the search rules are used to locate the procedure. Several standard driver
modules are provided by the system (see "Standard Driver Moduies™ below). One, and
only one, driver_module substatement must be given for each Device statement.

default_type: <name>;
defines the default request type for the associated device. The <name> must appear as the
parameter in a Request_type statement. Unless overridden by the operator when a driver
is initialized, the driver processes requests of this default type.

args: <string>;
defines an argument string to be interpreted by the driver module for the associated
device. The <string> may have any arbitrary format up to a maximum of 256 characters.
In practice, the composition of the <string> depends on the particular driver module that
interprets it. Each driver module has its own conventions for the <string> format (see
"Standard Driver Modules" below).

The following three substatements describe alternate methods by which a driver may
attach the associated device. These substatements are mutually exclusive. One, and only one, of
these substaiements must be given for each device staiement.
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prph: <name>;
names an input/output multiplexer (IOM) peripheral channel through which the
associated device can be attached. The <name> must appear on a PRPH card in the
configuration deck.

line: <name>; _
names a dedicated communications line channel through which the associated device can
be attached. If <name> is "variable" the channel can be any logical line_id defined by a
Line statement. The driver process must have the dialok attribute in the process
definition table (PDT) and the communications channel must be defined as slave in the
channel definition table (CDT). See the Communications Reference manual, Order No.
CC735, for more information about the PDT and the CDT.

dial_id: <name>:
defines the dial identifier to be used if the associated device is to be dialed to the driver
process over a communications line.

The following three substatements describe alternate methods by which the driver may
attach a control terminal. These statements are mutually exclusive. If none is specified, the
driver assumes that no control terminal is desired.

ctl_line: <name>;
names a dedicated communications line channel through which the control terminal can
be attached. The driver process must have the dialok attribute in the process definition
table (PDT) and the communications channel must be defined as slave in the channel
definition table (CDT). See the Communications Reference manual, Order No. CC75,
for more information about the PDT and the CDT.

ctl_dial_id: <name>;
defines the dial identifier to be used if the control terminal is to be dialed to the driver
process over a communications line.

ctl_source: <name>;
defines a message coordinator source name to be associated with the driver. (The message
coordinator is described in the MOH). A single control terminal accepted by the message
coordinator can be used to control many different drivers.

SUBSTATEMENTS FOR REQUEST TYPES

The following substatements describe various attributes of a request type and may appear
in any order following a Request_type statement.

accounting: <name>;
defines the name of an accounting procedure to be executed by a driver when processing
requests of the associated type. The <name> can be a full pathname or simply an
entryname. In the latter case, the search rules are used to locate the procedure. Also, the
special <name> "system" can be used to indicate the standard system accounting
procedure. If this substatement is omitted, "system” accounting is assumed.

The special <name> "nothing"” indicates that no accounting is to be performed. If the site

is using multiple rate structures, the daemon process must have read access to the System
Administration Table (SAT), unless the special <name> "nothing" was specified.
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When the special <name> "nothing" is used, any tail sheet or its equivalent will indicate
that there was no charge for the request.

card_charge: "pl. p2. p3. p4";

defines the resource price names for the card_charge of each queue of the request type.
This substatement 1is optional. If it is not specified, the prices from
system_info_S$io_prices are used. pl through p4 are resource price names, which are
defined using the ed_installation parms command. The prices must be defined before the
iod_tables segment is compiled, or the compilation will fail. The price names for each
queue must be given in order, from queue 1 to the maximum number of queues for the
Reqiest type description. Each price is defined in units of dollars per 1000 cards. Note:
card_charge must not be specified if line_charge is specified.

default_queue: <number>;
The default_queue substatement is used to define the default queue for a request type.
The value of <number> may be from 1 to max_queues. If not specified, it is set to the
value defined in the max_queues substatement, but it will not be greater than 3.

device: <name>;
specifies a device that can be used to process requests of the associated type. The <name>
must appear as a parameter in a Device statement. More than one device substatement
may be specified for a request type.

driver_userid: <access_name>;
defines the required person and project names for a driver of the associated request type.
If omitted, the <access_name> defaults to I0.SysDaemon, which is the standard system
driver. Other access names may be used. for example, to provide a project with its own
private driver.

generic_type: <name>;
defines the generic type of the associated request type. If the generic type name matches
the request type name, then the request type is the default for the generic type. One, and
only one, generic_type substatement must be given for each Request_type statement. If
the generic type is neither "printer” nor "punch”, the list_daemon_requests command
must be used with the -brief control argument. The cancel_daemon_requests command
cannot be used.

line_charge: "pl, p2, p3, p4";

The line_charge substatement defines the resource price names for the line charge of
each queue of the request type. This substatement is optional. If not specified, the prices
from system_info_$io_prices will be used. If specified, each price name must be defined
in the system price table, or the compilation of the the iod_tables will fail. The price
names for each queue must be given in order, from queue 1 to the maximum number of
queues for the Request_type description. Each price is defined in units of dollars per
1000 lines.

max_queues: <number>;
The max_queues substaiement may be used to define the maximum number of queues for

a request type, when it is different from the global Max_queues value. This substatement
is optional. The value of <number> may be from 1 to 4.
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page_charge: "pl, p2. p3. p4™;
The page_charge substatement defines the resource price names for the page charge of
each queue of the request type. This substatement is optional. If it is not specified. the
prices from system_info_$io_prices are used. If specified. each price name must be
defined in the system price table, or the compilation of the iod_tables fails. The price
names for each queue must be given in order, from queue 1 to the maximum number of
queues for the Request type description. Each price is defined in units of dollars per 1000

pages.
Note: page_charge must not be specified if generic type is "punch”.

rqti_seg: <name>;
The rqti_seg substatement is used to define the name of the request type info (rqti)
segment to be used with the Request_type statement. This substatement is optional.
When specified, <name> must correspond 10 a segment entryname in the
>ddd>idd>rqt_info_segs directory, or the driver will fail initialization. When not
specified, no driver will look for an rqti segment for this Request_type statement.

Major devices are defined by the Device statement described earlier. Similarly, minor
devices are defined by a minor_device substatement. The minor_device substatement is treated
as a substatement for devices and, as such, can be freely intermixed with other substatements for
devices.

minor_device: <name>;
defines the name of a minor device belonging to the associated major device and denotes
the beginning of a minor device description. Any subsequent substatements (see below)

" Navira A
apply to this minor device until the next minor_device substatement or Line, Device, or

Requesi_type statement is encountered. Any <name> may be chosen up to a maximum of
24 characters.

If no minor devices are explicitly defined for a major device, then a default minor device
is defined by implication. The primary purpose of a default minor device is to allow certain
minor device substatements to be specified for a major device when it has no explicit minor
devices. One such substatement is the default_type substatement that was previously described
under "Substatements for Devices.” In fact, the defauli_type substatement is actually a
substatement for a minor device. When no minor devices are explicitly defined, the default_type
substatement applies to the default minor device of the preceding major device. The same is true
of all substatements for minor devices.

SUBSTATEMENTS FOR MINQOR DEVICES

The substatements below describe attributes of a minor device and may appear in any
order following a minor_device substatement or following a Device statement if no minor
devices are specified.

minor_args: <string>;
defines an argument string to be interpreted by the driver module for the associated
major device. The string may have any arbitrary format up to a maximum of 256
characters. Conventions for the <string> format expected by standard system driver
modules are described under "Standard Driver Modules" later in this section.
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default_type: <name>;
defines the default request type for the associated minor device. The <name> must
appear as a parameter in a Request_type statement.

The device substatement described earlier is a substatement for a request type and is used
to name devices that can process requests of a given type. Usually, the parameter of a device
substatement is a major device name. However, if minor devices are defined for the major
device, then the device substatement parameter must include both the major and minor device
names separated by a period (e.g.. xyz.printer).

The substatements below describe various attributes of a device class and may appear in
any order following a device_class substatement or following a Request_type statement if no
device classes are defined.

min_access_class: <access_class>;
defines the minimum access class of a request to be processed in the associated device
class. The <access_class> must be a standard access class string as defined by the
convert_authorization_ subroutine. If omitted, the default minimum is system_low.

max_access_class: <access_class>:
defines the maximum access class of a request to be processed in the associated device
class. The <access_class> must be a standard access class string. If omitted, the default
maximum is the access_class string given in min_access_class.

min_banner: <access_class>;
defines the minimum access class banner to be placed on the head sheet of printed output,
on the flip cards of punched output, and on the control forms for all output. Normally,
the access class of the request is used. However, if this access class is less than that
specified for min_banner, then the min_banner value is used. The <access_class> must
be a standard access_class string. If omitted, the default min_banner is the access_class
string given in min_access_class.

device: <name>;
specifies a device that can be used to process requests of the associated device class. The
<name> must appear as the parameter of a Device statement. More than one device
substatement may be specified for a device class.

STANDARD DRIVER MODULES

A driver module must be specified for each device defined in the I/0O daemon tables. A
driver module is a program that embodies specific knowledge of how to manipulate a particular
device. The standard driver modules provided by the system are described below.

As mentioned earlier in this section, the <string> argument of the args or minor_args
substatements are interpreted by each individual driver module. Even though the format of these

strings is defined as arbitrary, each of the standard driver modules support 2 basic <string> havin

the following syntax:

key= value
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The key must be unique in <string> and acts like a control argument. The value is the argument
associated with the key. Keys and values may not contain commas, but may contain spaces. The
key/value pairs are separated from one another by a comma. For example:

args: "dim= device_dim_, form_type= xxx';

The complete <string> must appear in quotes and standard Multics quoting conventions
apply within <string>. The total length of <string> cannot exceed 256 characters.

The following paragraphs describe the args and minor_args keys that are supported by
each of the standard driver modules, as well as other attributes of the I/0 daemon tables device
specification.

printer__driver__ Module

This driver module should be specified for standard Multics printers. The prph
substatement must be specified for the associated device. Multiple minor devices are not
supported and the minor_args substatement is ignored. For standard printer operation, no args
substatement need be specified. However, the args substatement can be used to define a
nonstandard device interface module (DIM) and/or a nonstandard control terminal
accountability form type. This is done by including the following key—value pairs in the args
substatement.

dim= <DIM_name>

The "dim=""key defines <DIM_name> to be the DIM through which the device is attached. The
default DIM for printer_driver_ is pridim_.
form_type= <form_name>

The "form_type=" key defines <form_name> to be the control form type. If not specified, a
default control form type is used.

punch__driver__ Module

This driver module should be specified for standard Multics punches. The prph
substatement must be specified for the associated device. Multiple minor devices are not
supported and the minor_args substatement is ignored. For standard punch operation, no args
substatement need be specified. However, punch_driver_ accepts an args statement of the same
form as printer_driver_. The default DIM is cpz.
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reader__driver__ Module

This driver should be specified for standard Multics card readers. The prph substatement
must be specified for the associated device. Multiple minor devices are not supported and the
minor_args substatement is ignored. For standard reader operation, no args substatement need be
specified. However, the following key-value pairs may be specified in the args substatement:

dim= <DIM_name>

The "dim=" key defines <DIM_name> to be the DIM through which the device is attached. The
default dim for reader_driver_ is crz.

station= <Station_id>

The “station="key defines <Station_id> to be the name of the card input station to be associated
with this card reader. The defauli station id is "reader”. For example:

Device: reader;
driver_module: reader_driver_;
prph: : rdra;
default_type: dummy ;
Request_type: dummy ;
generic_type: dummy ;
max_queues: 1;

device: reader;

While the reader_driver_ does not process requests from the coordinator, the syntax of
the iod_tables requires the presence of a request_type substatement. This should be a dummy
request type to which no users have access to submit requests, as for the reader minor device of
the remote_driver_.

Sites with CCU (combined card unit) devices should define two devices: one with
punch_driver_ for the punch, and one with reader_driver_ for the reader.

spool__driver__ Module

This driver module should be specified for a major device that will be used to write user
print requests onto tape instead of the printer. The prph substatement must be specified, but the
<name> need not be an IOM channel. (Itis used as an I/0 switch name for the tape attachment.)
The default type may be omitted if the operator is required to specify the request type each time
the "device” is used. For example:

Device: spooler;
driver_module: spool_driver_;
prph: tape;
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The spool_driver_ ignores all args substatements. It does not accept multiple minor
devices and does not accept any control terminal specifications.

remote__driver__ Module

This driver module should be specified for all remote printer/punch/reader stations.
Two tvpes of stations are supported by the remote driver. A Type [ station can be initialized from
any one of several communications lines. A Type II station, which does not have an input device,
is initialized on a dedicated communications line as a predefined station. The two station types
are described separately below because the iod_tables description of each is different.

The driver process must have the dialok attribute in the PDT, and it must have rw access
to the access control segment (ACS) of the communications line it will attach. The
remote_driver_ can handle one minor device for a card reader and an arbitrary number of minor
devices for printers and punches within the limits of the physical remote device and the line
protocol. (A minor device for the reader must be specified if the remote device is to read card
input.)

The remote_driver_ is designed for maximum flexibility, so its description is rather
complex. You should be thoroughly familiar with the iod_tables and Part VII of this manual,
"Managing 1/0 Daemons”, and the iod_tables description in the Mu/tics Maintenance
Procedures manual, Order No. AMS8]1. before attempting to configure a remote driver.
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APPENDIX B

AUDIT TABLES AND INCLUDE FILES

The information in this appendix includes:

e the contents of the segment access_operations_.alm in table format (Table B-1).

All standard audit messages derive their text from access_operations_.alm

e the text of the <added_info> string for channel/dial-id messages described in

Section 25

e and the include files that describe the format of the detailed operation field in

the interpreted {(~interpret) binary data for standard access audit messages.

The following table illustrates the contents of the segment access_operations_.alm which

contains the text for all standard audit messages.

Table B-1. access_operations_.alm Table

TEXT

OBJECT TYPE OPERATION TYPE ENTRY NAME
accepting wakeups over a message segment

OTHER MODIFY_ACCESS mseg_accept_wakeups
access violation fault - mode

FS_OBJ UNKNOWN fault_acv_mode
access violation fault - ring

FS_0OBJ UNKWNOWN fault_acv_ring

acquisition of rcp object
RCP MODIFY_ACCESS rcp_acquire

addition of pnt entry
ADMIN MODIFY pnt_entry_ add

addition of a message to a message segment
OTHER MODIFY mseg_add_message

admin read of pnt entry
ADMIN READ pnt_entry_admin_read

allocation of DM journal
OTHER MODIFY_ACCESS dm_journal_allocate

B-1
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Table B-1 (cont.).

access_operations_.alm Table

TEXT

OBJECT TYPE OPERATION

TYPE ENTRY NAME

assign resource for writing
RCP MODIFY

assign resource for reading
RCP READ

attachment of logical volume
SPECIAL MODIFY_ACC

cancel rcp object reservation
RCP READ

closing a message segment
OTHER READ

compacting a message segment
OTHER MODIFY

copy rcp meters or rcp data
RCP READ

counting messages in a message s
OTHER READ

creating a message segment

OTHER MODIFY
creation and acquisition rcp of
RCP MODIFY_ACC

creation of fs_obj
FS_OBJ_ATTR MODIFY

creation of rcp object
RCP MODIFY

creation of rcp registry
RCP MODIFY

creation of rcp object
RCP MODIFY

rcp_assign_write

rcp_assign_read

ESS attach_1lv

rcp_cancel

mseg_close

mseg_compact

rcp_copy_info

egment

mseg_get_count

mseg_create

object

ESS rcp_register_acquire

fs_obj_create

rcp_add_device

rcp_copy_registry

rcp_register

B-2
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Table B-1 (cont.). access_operations_.alm Table

TEXT

OBJUECT TYPE OPERATION TYPE ENTRY NAME

deleting a message from a message segment
OTHER MODIFY mseg_delete_message

deleting a message segment
OTHER MODIFY mseg_delete

deletion of pnt entry
ADMIN MODIFY pnt_entry_delete

deletion of fs_obj
FS_OBJ_ATTR MODIFY fs_obj_delete

deletion of rcp object
RCP MODIFY rcp_delete_device

deletion of registry
RCP MODIFY rcp_delete_registry

deletion of rcp object
RCP MODIFY rcp_deregister

detachment of logical volume
SPECIAL MODIFY_ACCESS detach_1lv

excessive segment state changes
FS_OBJ_ATTR UNKNOWN excessive_seg_state_chg

freeing of DM journal
OTHER MODIFY_ACCESS dm_journal_free

illegal procedure fault
NONE UNKNOWN fault_ipr

initiation of fs_obj
FS_OBJ_ATTR READ fs_obj_initiate

interprocess wakeup
SPECIAL MODIFY ipc_wakeup

listing of rcp resources
RCP READ rcp_list
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Table B-1 (cont.). access_operations_.alm Table

TEXT

OBJECT

TYPE OPERATION TYPE ENTRY NAME

login read o
ADMIN

manual clear
RCP

modification
ADMIN

modification
FS_OBJ

modification
FS_0BJ

modification
FS_OBJ

modification

f pnt entry
READ pnt_entry_login_read

rcp object contents
MODIFY rcp_clear

of pnt entry
MODIFY pnt_entry_modify

of fs_obj
MODIFY fs_obj_contents_mod

of fs_obj attribute prop
_ATTR MODIFY fs_obj_attr_mod

of fs_obj status prop
_ATTR MODIFY fs_obj_status_mod

of printed access labels

FS_OBJ_ATTR MODIFY_ACCESS io_daemon_set_page_labels

modification
FS_0OBJ

modification

of fs_obj access
_ATTR MODIFY_ACCESS fs_obj_access_mod

of fs_obj access class

FS_OBJ_ATTR MODIFY_ACCESS fs_obj_reclassify

modification

of security out-of-service

FS_OBJ_ATTR MODIFY_ACCESS fs_obj_set_soos

modification
NONE

modification
NONE

modification
NONE

of process audit flags
UNKNOWN process_audit_flags_modify

of system audit flags and threshoilds
UNKNOWN system_audit_thresh_modify

of system AIM privilege
UNKNOWN system_privilege_modify
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Table B-1 (cont.).

access_operations_.alm Table

TEXT

OBJECT TYPE OPERATION TYPE

ENTRY NAME

modification of rcp registry
RCP MODIFY

modify rcp object atributes
RCP MODIFY

modify rcp object access attributes
RCP MODIFY_ACCESS

modifying message segment attributes
OTHER MODIFY

rcp_update_registry_header

rcp_set

rcp_set_access

mseg_attr_mod

modifying message segment access information

OTHER MODIFY_ACCESS

network read of pnt entry
ADMIN READ

opening a message segment
OTHER READ

overflow of logical volume

NONE UNKNOWN
preload of rcp object
RCP READ

priv read of pnt entry

ADMIN READ
read of fs_obj

FS_0BY READ
read of fs_obj prop

FS_OBJ_ATTR READ

7/85

mseg_access_mod

pnt_entry_network_read

mseg_open

log_vol_full

rcp_preload

pnt_entry_priv_read

fs_obj_contents_read

fs_obj_prop_read
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Table B-1 (cont.).

access_operations_.alm Table

TEXT

OBJECT TYPE

OPERATION TYPE

ENTRY NAME

read rcp accounting info
RCP READ

read the rcp error count
RCP READ

rcp_account

rce_error_count

reading message segment access information

OTHER READ

reading message segment attributes
OTHER READ

reading a message in a message segment

OTHER READ

mseg_access_read

mseg_attir_read

mseg_read_message

reading and deleting a message from a message segment

OTHER MODIFY

reading of DM journal attributes
OTHER READ

reconstruction of rcp registry
RCP MODIFY

release rcp object acguisition
RCP MODIFY_ACCESS

reservation of rcp object
RCP READ

sending a wakeup over a message segment

OTHER MODIFY
status of rcp object

RCP READ
termination of fs_obj

FS_OBJ_ATTR READ

unassignment of rcp object
RCP READ

mseg_read_delete_message

dm_journai_read_attr

rcp_reconstruct_registry

rcp_release

rcp_reserve

mseg_wakeup_send

rcp_status

fs_obj_terminate

rcp_unassign
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Table B-1

(cont.). access_operations_.aim Table

TEXT

OBJECT TYPE

OPERATION TYPE ENTRY NAME

uniocad of resource
RCP

updating a message in
OTHER

writing of DM journal
OTHER

READ rcp_uniload

a message segment
MODIFY mseg_update_message

attributes
WRITE dm_journal_write_attr
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The following table contains the <added_info> string text for the channel/dial-id
messages described in Section 23.

Table B-2. <Added info> string for Channel/Dial-id Messages

<Added info> can contain:

<an interpreted system status code>

<a logout reason string (e.g. logout, autolog, hangup, bump
g e

new_proc, cpultimit, termsgnl, badsignl, lhbrief

<the name of the channel involved>

<an illegal channel starname>

without
without

listen
hanaup

using comm privilege

hangup
error
release

dialgrab
dialhang
Access check failed after slave dialup

tandd_attach control order failed

registered {privileged}

privileged

dialid released {(keeping N dialed consoles)}
rw access is required to >sci>rcp>tandd.acs
dialid shutoff

Null channel name specified

Channel
Channel
Channel

<channel_name> not found
<channel_name> does not exist
not attached to this process

requested authorization is greater than maximum authorization

set_required_access_class failed
dial_out contrcl order fziled

Invalid
Channel
Channel

channel specified
nct currently dialed out
not currently dialed out for this process

error in dialing out

process
Dial id
No dial
another
process
process
process

lacks access to registered dial acs for <dial-id>

not in use by this process

id in use by this process

process is registered dial server for <dial-id>

lacks comm priv for privileged service of <dial-id>

lacks comm priv for privileged dial-out

already serving <dial-id> {(registered)}, cant serve <dial-id2>

User lacks dialok attribute
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DETAILED OPERATION FIELD OF STANDARD BINARY HEADER

The following include files describe the format of the detailed operation field in the
interpreted binary data for standard access audit messages. These apply only to audit
messages which describe RCP resources and hardcore file-system objects.

/* BEGIN include rcp_ops.incl.plt =/

dcl 1 detailed_operation unaligned based (ops_ptr),
2 given,

3 potential_attributes
bit (1),

3 desired_attributes
bit (1),

3 potential_aim_range
bit (1),

3 aim_range bit (1),
3 owner bit (1),
3 acs_path bit (1),
3 location bit (1),
3 comment bit (1),
3 charge_type bit (1),
3 usage_lock bit (1),
3 release_lock bit (1),
3 user_alloc bit (1),
2 priv_gate_caill bit (1),
2 search . bit (1),
2 force bit (1),
2 process bit (1),
2 owner bit (1),
2 pad bit (1);

/* BEGIN include rcp_ops.incl.plt =/

/* BEGIN include file fs_obj_access_codes.incl.plt */
/* Major file system operations. */

dcl access_operations_$fs_obj_create bit (36) aligned ext;

dcl access_operations_$fs_obj_delete bit (36) aligned ext;

dcl access_operations_$fs_obj_initiate bit (36) aligned ext;

dcl access_operations_$fs_obj_terminate bit (36) aligned ext;

dcl access_operations_$fs_obj_contents_read bit (36) aligned ext;
dcl access_operations_$fs_obj_contents_mod bit (36) aligned ext;
dcl access_operations_$fs_obj_prop_read bit (36) aligned ext;

dcl access_operations_$fs_obj_attr_mod bit (36) aligned ext;

dcl access_operations_$fs_obj_status_mod bit (36) aligned ext;
dcl access_operations_$fs_obj_access_mod bit (36) aligned ext;
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/> Detailed operations. */

dcl FS_OBJ_CONNECT fixed bin (18) uns init (1) static options (constant);

dcl FS_OBJ_BC_MOD fixed bin (18) uns init (2) static options (constant);

dc1 FS_OBU_TRUNCATE fixed bin (18) uns init (3) static options (constant);

dcl FS_OBJ_ACL_MOD fixed bin (18) uns init (4) static options (constant);

dcl FS_OBU_RING_MOD fixed pbin (18) uns init {(5) static options (constant):

dci  FS_OBU_ACL_RING_MOD fixed bin (18) uns init (6) static options (constant);

dcl  FS_OBJU_RENAME fixed bin (18) uns init (7) static options (constant);

dcl FS_OBJ_COPY_SW_MOD fixed bin (18) uns init (8) static options (constant):

dcl  FS_OBJ_DAMAGED_SW_MOD fixed bin (18) uns init (9) static options (constant);
dcl FS_OBJ_DNZP_MOD fixed pbin (18) uns init (10) static options {(constant);

dcl  FS_OBJ_ENTRY_BOUND_MOD fixed bin (18) uns init {(11) static options (constant);
dcl  FS_OBJ_MAX_LEN_MOD fixed bin (18) uns init (12) static options (constant);

dcl  FS_OBJ_SAFETY_SW_MOD fixed bin (18) uns init (13) static options (constant});
dcl  FS_DBJ_SYNC_SW_MOD fixed bin (18) uns init (14) static options (constant);

dcl FS_OBJ_VOL_DUMP_SW_MOD fixed bin (18) uns init (15) static options (constant);
dcl FS_OBJ_AUTHOR_MOD fixed bin (18) uns init (16) static options (constant);

dcl FS_OBJ_BC_AUTHOR_MOD fixed bin (18) uns init (17) static options (constant);
dcl FS_DOBJ_BACKUP_TIMES_MOD fixed bin (18) uns init (18) static options (constant);:
dcl FS_OBJ_DATES_MOD fixed bin (18) uns init (19) static options (constant);:

dcl FS_OBJ_DT_DUMPED_MOD fixed bin (18) uns init (20) static options (constant);
dcl FS_OBJU_FOR_RELOADER_MOD fixed bin (18) uns init (21) static options (constant);
dcl  FS_DRJ_SONS_LVID_MOD fixed bin (18) uns init (22) static options (constant);
dcl FS_OBJ_SO0OS_MOD fixed bin (18) uns init (23) static options (constant);

dcl FS_OBJ_MOVE_QUOTA fixed bin (18) uns init (24) static options (constant);

dcl FS_OBJ_CORRECT_QUSED fixed bin (18) uns init (25) static options (constant);
dcl FS_OBJ_DIR_SALVAGE fixed bin (18) uns init (26) static options (constant);

dcl FS_OBJU_MDIR_QUOTA_MOD fixed bin (18) uns init (27) static options (constant);
dcl  FS_OBJ_QUOTA_MOD fixed bin (18) uns init (28) static options (constant);

dcl FS_OBU_QUOTA_RELDAD fixed bin (18) uns init (29) static options (constant):
dcl FS_OBJ_RECLASSIFY fixed bin (18) uns init (30) static options (constant);

dcl FS_DBJU_RECLASSIFY_NODE fixed pin (18) uns init (31) static options (constant);
dcl FS_OUBJ_SEG_MOVE fixed bin {18} uns init (32) static options (constant};

dcl  FS_OBJU_TRP_MOD fixed bin (18) uns init (33) static options (constant);

dcl FS_OBU_VOLUME_RETRIEVE fixed bin (18) uns init (34) static options (constant):
dcl FS_OBJU_IACL_MOD fixed bin (18) uns init (35) static options (constant);

dcl FS_DOBJ_CREATE_BRANCH fixed bin (18) uns init (36) static options (constant);

/* END include file fs_obj_access_codes.incl.pl1 */

RCP DETAILED OPERATION FLAGS

The following is a list of the names and meanings of the RCP detailed operation
flags:

potential_attributes
"1"b if the user has specified potential atiributes during regisiration of a
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desired_attributes
"1"b if the user has requested the use of a resource by attributes rather than
by name or uid.

aim_range
"1"b if the user has specified the aim range during registration, or a set
operation on a resource.

owner
"1"b if the user has specified the owner during registration or acquisition of a
resource.

acs_path
"1"b if the user has specified the acs_path in a registration, acquisition, or set
operation on a resource.

location
"1"d if the location has been specified by the user during a registration,
acquisition or set operation of a resource.

comment
same as location.

charge_type
same as location.

usage_lock
same as location.

release_lock
same as location.

user_alloc
same as location.

priv_gate_call
if this operation was made through one of the rcp privileged gates (rcp_sys_,
rcp_admin, or rep_priv_).

search
"1"b if the operation is searching for a resource to meet criteria specified by
the user. For example, if the user requests a resource by attributes, then RCP
must first search for a resource with the specified attributes. When the search
flag is on then auditing is not performed until an appropriate resource is
found.

force
"1"b if the —force flag has been used such as during release of of a resource.

process
"1"b if the process has terminated and all resources assigned, reserved or
attached to the process must be unassigned, cancelied, or detached by the
system.
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owner
"1"b if the user is the resource owner.

FILE SYSTEM DETAILED OPERATION CODES

The access_operations_ entries which refer to file system modification are too0
general for practical use (they note object property modification or directory contents
modification). Detailed operation codes are provided to give more specific information
about the operation (e.g. which property is modified). There are detailed codes
associated with the following access_operations_ entries:

fs_obj_status_mod
fs_obj_access_mod
fs_obj_attr_mod
fs_obj_contents_mod

The codes are described below in numerical order (as in the include file). The
access_operations_ entry with which each is associated is shown in parenthesis.

FS_OBJ_CONNECT (fs_obj_contents_mod) (or fs_obj_contents_read)
appears upon a call side or fauit side atlempt 10 make a segmenl known. The
access_operations_ entry appearing in the audit will depend upon whether the
user has read or write access to the segment. This is the only detailed code
which refers to an operation on the contents of a segment. Also, this is the
only detailed code which may appear with a "read" type opertion.

FS_OBJ_BC_MOD (fs_obj_contents_mod)
appears upon an attempt to change the bit count of a segment or directory.

FS_OBJ_TRUNCATE (fs_obj_contents_mod)
appears upon an atiempt to truncate a segment.

FS_OBJ_ACL_MOD (fs_obj_access_mod)
appears upon an attempt to change the access list of a segment or directory.

FS_OBJ_RING_MOD (fs_obj_access_mod)
appears upon an attempt to change the ring brackets of a segment or directory.

FS_OBJ_ACL_RING_MOD (fs_obj_access_mod)
appears upon an attempt to change both the access list and the ring brackets
of a segment or directory in a single hardcore operation.

FS_OBJ_RENAME (fs_obj_status_mod)
appears upon an attempt to change names of a file sysiem entry.

FS_OBJ_COPY_SW_MOD (fs_obj_status_mod)
appears upon a H
FS_OBJ_DAMAGED_SW_MOD (fs_obj_status_mod)
appears upon an atiempt (o change the damaged switck of a segment or
directory.
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FS_OBJ_DNZP_MOD (fs_obj_attr_mod)

appears upon an attempt to change the doni-null-zero-pages attribute of a

segment.

FS_OBJ_ENTRY_BOUND_MOD (fs_obj_status_mod)
appears upon an atiempt io set the entryv bound of a segment.

FS_OBJ_MAX_LEN_MOD (fs_obj_status_mod)
appears upon an attempt to set the maximum length of a segment.

FS_OBJ_SAFETY_SW_MOD (fs_obj_status_mod)
appears upon an attempt lo change the safety switch on a segment.

FS_OBJ_SYNC_SW_MOD (fs_obj_status_mod)

appears upon an attempt to change the synchronized switch on a segment.

FS_OBJ_VOL_DUMP_SW_MOD (fs_obj_status_mod)

appears upon an attempt to change the volume dump control swiiches on a

segment or directory.

FS_OBI_AUTHOR_MOD (fs_obj_status_mod)
appears upon an attempt to change the author of a segment or directory.

FS_OBJ_BC_AUTHOR_MOD (fs_obj_status_mod)

appears upon an atltempt to change the bit count author of a segment or

directory.

FS_OBI_BACKUP_TIMES_MOD (fs_obj_status_mod)

appears upon an attempt to set the backed up time status of a segment or

directory (privileged).

»

FS_OBI_DATES_MOD (fs_obj_status_mod) appears upon an attempt io set the date

status of a segment or directory (privileged).

FS_OBJ_DT_DUMPED_MOD (fs_obj_status_mod)

appears upon an attempt to set the backed up time status of a segment or

directory (privileged).

FS_OBJ_FOR_RELOADER_MOD (fs_obj_status_mod)

appears upon an attempt 1o set a number of object status properties when

reloading the object (privileged).

FS_OBJ_SONS_LVID_MOD (fs_obj_status_mod)

appears upon an attempt to set the sons logical volume of a directory

(privileged).

FS_OBJ_SO0S_MOD (fs_obj_status_mod)

appears upon an attempt to change the security-out-of-service flag for a

segment or hierarchy subtree (privileged).

FS_OBJ_MOVE_QUOTA (fs_obj_contents_mod)

appears upon an attempt to move segment or directory quota between two

directories.

B-13
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FS_OBJ_CORRECT_QUSED (fs_obj_contents_mod)
appears upon an attempt to correct the quota used in a directory (privileged).

FS_OBJ_DIR_SALVAGE (fs_obj_contents_mod)
appears upon an attempt (o salvage a directory.

FS_OBJ_MDIR_QUOTA_MOD (fs_obj_contents_mod)
appears upon an attemp! to set the segment quota on a master directory.

FS_OBJ_QUOTA_MOD (fs_obj_contents_mod)
appears upon an attempt to set the segment or directory quota in a directory
without affecting its parent’s quota (privileged).

FS_OBJ_QUOTA_RELOAD (fs_obj_contents_mod)
appears upon an attemp! to restor segment or directory quota upon a hierarchy
reload (privileged).

FS_OBJ_RECLASSIFY (fs_obj_access_mod)
appears upon an attempl to reclassify a segment or directory (privileged).

FS_OBJ_RECLASSIFY_NODE (fs_obj_access_mod)
appears upon an attempt to reclassify a hierarchy subtree (privileged). vacating
a physical volume (privileged).

FS_OBJ_TRP_MOD (fs_obj_contents_mod)
appears upon an attempt to set the time-record-product in a directory
(privileged).

FS_OBI_VOLUME_RETRIEVE (fs_obj_contents_mod)
appears upon an attempt to copv the contents of a segment or directory during
a volume retrieval (privileged).

FS_OBJ_IACL_MOD (fs_obj_contents_mod)
appears upon an attempt 10 change the initial access list of a directory.

FS_OBI_CREATE_BRANCH ({(fs_obj_contents_mod)
appears upon an attempt to add a new branch or link entry to a directory.
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connect time 6~1 setting quota 44-4
controllers . : site preparation 44-1
disk 3-3 datanet 3-2
tape 3-5 device
unit record 3-6 access class 21-3
coordinator access_to system 7-3 -
daemon 28-4 class 5-2, 21-5
process 27-1 conttoling hesess. o 7-3
covert channel drivers & T
auditing 25-17 login and initialization 28-4
operations 25-6 local 5-3
cPU 31 major
1  —
- names 40-4
crank 5-2 prices 11-3, 40-5
cross barred 3-2, 3-3 storage 3-3
crt terminal 3-3 unit record 3-5
D devices and volumes 6-2
DIA 3-2
daemon 5-2 - dial-out channels
access to proxy 22-2 “access 20—
card i_nqu 33—yll a 20-1
coordinator 28-4 directories
data management understanding system 12-1
registration and access 44-1 .
data_management 33~12 disk 3-3
directory contents 18-18 controller, 3-5
driver I/0 command file 31-3 drives 3-3
extended access 29-1 o133
queues 28-3 501 3-3

12/87 i-3 AK50-03B



disk (cont.)
monitoring space 13-8
pack 3-3
quota 5-
storage 6-2, 11-2
storage for logical volume 16-1
storage system 3-3

user 1/0 3-3
volume registration 14-1

disk_stat 4-4
DMP 3-8

A iVaRS

see data managerent
DPS 8 3-6

. DPU 3-6

driver 5-3
access to request type 21-1
device, L
login and initialization 28-4
processes 27-1
printer driver 27-1
punch driver 27-1
reader driver 27-1
remote_driver 27-1
spool driver 27-1

drives
disk 3-3
tape 3-3

dump
complete 33-10
dumper .
vgleume 11-4
Dynamic Maintenance Panel
see DMP

E
environment keywords 32-3
exec_com
shift change 34-1
execute 3-1

extended access
170 daemon 29-1

F

file
data management backup 44-7
file system .
assu;mg security 18-1
attributes 25-4.
detailed operation codes B-12
objects 25-4

firmware 3-1

flags
allocation 10-4
augit

initially setting 25-35
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flags (cont.)
process 25-17
setting for project 25-17
setting for user 25-18
syserr. é%g default 25-17
rcp detail o(})eratlon B-10
RCPRM 40~-10 *

FNP 3-2
1/0 console 3-2

foreground absentee 36-2
default CPU time 40-5
load control 36-5

foreground process 5-3

forum gates =
forum_admin_ 23-14
forum_chairman_ 23-14

front—end 3-2

Front—-End Network Processor
see FNP

fs_obj_access_codes.incl_pll B—9
G

gates

access 18-23

forum 23-14
forum_admin_ 23-14
forum_chairman_ 23-14

hardcore 18-23

. on%med 18-23 e 33-3

_admin_gate -

ggt_fs _gate_ 33-3

pnt_network_gate  33-3

pn_t_,Imv ate_ 33-3

privileged 23-4

access_audit_gate 23-5

dm_admin_gate 23-10

dm_daemon_gate_ 23-10

dm_hphes_ 23-5

hc_backup__ 23-5
hphcs 2537
initializer_gate_ 23-5
initializer_mdc_ 23-8
installation_tools_ 23-12
mail_table_initializer_ 23-11
mail_table_priv_ 23-11
mdc_priv_ 23-§
meterin te_ 23-11
mhes_
phes_ 23-6
pnt_admin_gate__23-13
pnt_logi ,%?te_ -13
pn%_ne_twor t__gaE_ze?’_ 1233-13
iv_gate -
pgepgiad'rﬁ%n 23-11
ri_io_ 23-17_
rcp_admin___23-9
rcp_priv__23-8
rcp_sys_ 23-8
shes_ 136 .
sysiem_priviiege_ 23~6
tandd_ %1—7 )
user_message_admin_ 23-12
user_message_priv_ 23-12




GCOS
simulator access 26-4

grace 35-2

ou
& lo%d control 35-1
H

hardcopy terminal 3-3
hardcore gates 18-23

hardware
overview 3-1

HFED . .
special user identity 33-13

hierarchy
data management 44-3

high-speed printer 3-5
1

console 3-2

daemon management 2-3
daemon security 21-1
daemon tables 4-3

user 1/0 disks 3-3

1/0 daemon
tables A-11

source language )
substatements for devices A-2
substatements for lines A-2
substatements for minor devices A—6

X substatements for request types A-3

Halivaiud N Ul I\LCIQ
moduies A=8

identification
installation 40-6
user 20-4

identification and authentication 25-19
operator 26-7

identity
special user 33-9

idle time 40-5
inactive time 40-6
incremental backup 33-10
initialization

physical volume 14-2
Initializer 33-10
initializer process 5-3
Inps%te/(l)(t)lﬁut Multiplexer

installation_parms 40-1
modifying 40-1
setting rates in 11-1

interactive
CPU time 11-2
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interactive (cont.)
memory units 11-2
real time 11-2
interactive CPU time 6-1
interactive process 5-3
interfacer
170 §-
io_daemon_dir directory
contents 18-19

IODT
see 1/0 daemon tables

IOM 3-1
IOM channel 3-2

J
job .
remote job entry 30-3
K
keypunch machine 3-6
keyword
lobal 32-2
oad control 35-6
local 32-2
L
Level 68 3-6

lib directory
contents 18-17

libraries
system 12-12

librar
ACLs 184

directories 18—4
directory access 18-4

limited service subsystem 5-3
line description 5-3

line printer 3-5

link adapter 3-2

load .
managing system 35-1

load contro] group 5-3, 35-1
configuring 35-4
controlling 35-1
defining 35-3
equations 35-4
individual 35-3
parameters 354

local device 5-3
local keyword 32-2
1

og
paramaters 40-6
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logical volume 3-3, 5-3, 14-1
access 15-1
access control segments 18-20
ACS segments 15-1
directory 18-19 .
mounting and demounting 16-1
moving segments 16—4
or%ar_nzmg disk storage 16-1
public and private 16-2
quota 16-3
quota account 16-5
registration 14-2
registration record 5-4
registration segments 18-20
root 16-1
security 26-3
using 16-1

login
8 yrameters 40-6
ries 40-13

logout
parameters 40—6

logs
admin 24-2
audit selectivity 25-34
answering service 24-2
audit selectivity 25-30
data management 24-3
message coordinator 24-3
perusal and analysis 25-34
syserr 24-1
system 24-1

1°°¥’ detector
ata] process 40-5
time parameter 40-5

“see limited service subsystem
M

mail table 4-2

mana%ing . .
aufomatic accounting 38-1

master directory
changing owner 17-3
changing quota account on 17-3
control segments 18-21
creation 17-1
deleting 17-3
list_mdir command 17-4

master group table 4-1, 35-6
~ memory 3-1

memory units
absentee 11-2
interactive 11-2

message
coordinator 5-4
coordinator logs 24-3
segment 5—-4

message coordinator
access control segments 21-9
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metering

daemon 33-12

MGT

see master group table

minor device

substatements A—6

miscfile 4-4, 39-7

credits 39-9
entering miscellaneous charges 39-8
printing contents 39-7

mede

automatic 37-1
manual 37-1

module 3-1
MPC 3-2
MSP 3-5
MT

see mail table

MTP 3-5
multiplexer 3-2

channel 5-4

names

authorization 40-3

network 3-2

objects

administrative 25-4

file system 25-4

other 25-4

rcp 25-4

special 25-4

system 25-3
administrative 25-3
file system 25-3
file system attributes 25-3
other 25-3
rep 25-3
special 25-3

operation

code 25-3, 25-5

mode 25-3

modes 25-5
admin_op 25-5
faults 25—
moderate_cc_25-5
priv_op 23-5
small_cc 25~5
special 25-5

?‘a‘"s2§5§3’ 25-4

ype Z)=

types 25-5 .
modification of object 25-5
modlf%/ access 25—
read 75-5

operation codes

detailed file system B-12
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operation field
standard binary header B-9

operator =~ L
identification and_authentication 26-7
special user identity 33-13
system 33-14

output
managing 1/0 daemon 29-1

P

panel 3-6

parameters
managing settable 40-1

password
. admin mode 26-2
managing 26-2

path
assuring trusted path 20-5

PDT . .
see project definition table

peripheral 3-2, 3-3
person name table 33-2

physical volume 14-1
initializing 14-2 .
mounting and demounting 16-1
registration 14-2
root 3-3

PMF . .
see project master file

potential access class 10-3
preempition 35-2
prices 40-9

resource 40-10

primary attributes 35-1

printer 3-3
driver 27-1
high-speed 3-5
line 3-5

printer driver A-9
printing terminal 3-3
private voiume 16-2

privilege 23-1
access to system 23-2
system_23-
using 23-2

privileged daemon
security 21-8

privileged gates 23-4
access_audit_gate__ 23-5
dm_admin_gate_23-10
dm_daemon_gafe_ 23-10
dm_hphcs 23-5
forum_admin_ 23-14
forum_chairman_ 23-14
hc_backup_ 23-5
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rivileged gates (cont.)
P hps%a %%—7

initializer_gate_ 23-5
initializer_mdc_ 23-8
installation_tools_ 23-12
mail_table_initializer_ 23-11
mail_table_priv_ 23-11
mdc_priv_ 23-§

meter1n§ te_ 23-11
mhes_ 23-6

phes_ 23-6
pnt_admin_gate_23-13

t_login_gate_ 23-13
I?p?lt_ne;vvc?ﬁ?__gate 23-13
pnt_priv_gate_ 23-13

ueue_admin  23-11

rl_io_ 23-17

rcp_admin 23-9
rep_priv__23-8

rcp_sys_ 23-8

shes_ " 23-6
system_grlvﬂege__ 23-6
tandd_ 23-7 )
user_message_admin__23-12
user_message_priv_ 23-12

privileged operation 25-5

process 5-5
audit_flags 25-17
coordinator 27-1
driver 27-1
manipulation 25-21
overseer 55, 28-2
suspended. L
PU time limit 40-12

real-time limit 40-12
terminating. =

CPU time limit 40-12

real-time limit 40-12

processor 3-1

programmer
number 5-5
system 33-14

project 5-§5 .
administration 4{1-.%1 26-1
assigning project_ids 26—
aucfgilggg 2g—17’
definition table 4-2, 32-12
dér%ctory access 18-24
l -
management 2-3
month—-to—-date report 39-10
organization on _slystem 32-1
prof]ect master_file 32-1
ormat 32-2
rate structures 11-4
registration 12-1
registration files 32-1
undelegated 33-7

project master file 4-1, 32-1
ormat 32-2
mod1fy1n§ 32-12
sample 32-12

pmggsentee

. _daemon_access 22-2
job entry 30-3

=7
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public volume 16-2
punch driver 27-1, A-9

Q

queue
default absentee 40-2
prices 40-10

quota 5-5

account for logical volume 16-5

card pool 30—

changing quota account 16-5
data management 44-4
deleting quota account 16—6
get_dir_quota command 13-5
get_quota command 13-4
inquiring about amount 13-4
logical volume 16-3

maintaining directory and segment 13-3

management 13-1

monjtor_quota 13-5
moving
moving storage system 13-2

obtaining from new account 17-4

on master directory 17-3
project 13-1

salvagm% 13-3

setting 13-1

storage system 13-1
using quota account 17-1

R

rate structure
assigning projects 11-4
rates )
printing and punching 29-1
setting 11-1
setting in iod_tables 11-3
structures 11-

rc
pdetailed operation flags B-10
see resource control program

rcp objects 25-4
rcp_ops.incl.pll B-9
RCPRM

see resource management
reader driver 27-1
reader_driver_ A-10
registered dial id 20-2

registration
automatic resource 10-5
automatic volume 40-11
card input users 30-1
card stations 30-2

data management daemon 44-1

deleting a volume 14-2

disk volume 14-1

fees 11-2

modifying a vyolume 14-2

of resources 8-2

passwords for card users 30-2

physical and logical volume 14-2
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tween two directories 13-2

to

(¢ ]

registration gcont.)
project . . .
project registration files 32-1
user 33-1
volume 14-2
volume segments 12-6

registries 10-1 )
checkpoint copies 10-5
deleting 10—-6
recovering damaged 10-5

release lock 10-3
remote driver 27-1, A-11
remote job entry 30-3

repair 33-11 .
special user identity 33-13

reqfile 4—-4

Tequest ty
access }Z)f—l
access class 21-3
default
substatement 21-7

request type info (rqti) segment
see rql1 segment

resource _
acquisition §-2
attributes 10-2
automatic registration 10-5
deregistration_10-5 |
management 2-2
names 40-10
price list 29-1
prices 40-10
reg;s%ermg 10-tl 10-4
registering system 10—
wait time 46/—10

resource control package
managing 140 resources 7-1
setting up 7-3

resource control program 5-5
effective access 19-3

resource management
access for devices 19-1
access for volumes 19-1
AIM 19-

managing /0 resources §-1
modes 8-2

security 19-1

setting” up 8-2

resource type description table 4-2, 7-3
Tesource }ype master file 4-2, 7-3

entry format 9-1
format 9-1 .
resource type entries 9-1

resources 6-1
adding_a resource type 9-7
allocaling processor 35-1
application of defaults 9-5
clearing 8-4
default” parameters 9-2
fixed parameters 9-2

)
A
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resources (cont.)
pricing of 11-1
releasing locks 8—4
reserved resource names 9-6
resource type synonyms 9-4
special registration parameters 9~4

retriever 33-10
ring brackets ) .
changing of special files 18~16
ring_1_repair 33-11
rin
%anaging 26-3

AY

see root logical volume
root logical volume 16~-1
rqti segment A-6

RTDT .
see resource type description table

RTMF )
see resource type master file

run 3-1
S

safe_pdts 4-4

salvager
sysdaemon 33-11

SAT o
see system administrator table

SAT header 32-26

scavenger

sysdaemon 33-11
SCU 3-1
secondary attributes 35-1

security
auditing 25-1
communication channel 20-1
1/0 daemon 21-1
logical volume 26-3
management 2-3
miscellaneous tasks 26-1
of file system 18-1
of RCPRM 19-1
physical 26-1
privileged daemon 21-§
privileged operations 23-1

service
unattended 37-1

set_system_priv
command 23-2

shift
management 34-1
shift change exec_com 34-1
table 34-1

shift table 40-11
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software 3-1
reviewing changes 26—5

special objects 25-4
spool driver 27-1, A-10

standard driver
modules A-8

status
operation 25-4

storage
device 3-3
disk 11-2
storage system management 2-3
system disks 3-3

store unit 3-1

sys_admin_data 40-16
modifying 40-16

sysadmin 33-9
repair 33-
it Y
special user identity 33-9
SysAdmin Directory 12~13

sysdaemon
backup 33-10
dumper 33-10
170

.. registering 28-1
initializer 35-10
10 33-

repair 33-11

retriever 33-10.

ring_1 33-11

salvager 33-11
scavenger 33-11
special user identity 33-9
utility 33-11

syserr_log 24-1
audit messages 25-3
audit selectivity 25-16
default audit a§s 25-17
message format 25-7

system _ .
administration sonne] 18-2

administration iable 4-1
viewing contents 32-32

controller 3-1

libraries 12-12

maintenance personnel 18-2

object 25-3

objects 25-3

privilege 23-2

Security administrator 18-2

system usage management 2-2
T

table .
configuration 40-3
deletion of 4-4
mail table 4-2
master group table 4-1, 35-6
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table (cont.)
overview 4-1
person name table 33-2
project definition table 4-2, 32-12
project master file 4-1
resource type description table 4-2
resource type master file 4-2
shift 34-1, 40-11
system administrator table 4-1
user registration file 4-2
user weight table 4-1

tables
time table 42-1

tape 3-5 8
adding tapes to pool 8—4
controller 3-5
density 3-5
drives 3-5
handler 3-5 i

information 8-5

obtamil}[g
RCPRM tape pool 8—4
reel 3-5
removing tapes from pool 8-5
terminal type file 4-3
terminal type table 4-3

terminals 3-3
crt 3-3
hardcopy _3-3
priniing 3-3
video 3-3

time

default absentee CPU 40-2

default foreground absentee CPU 40-§
idle 40-5 ]

inactive 40-6

maximum absentee CPU 40-2

time table tailoring 42-1

warning 40-14

titles 40-12
trusted path 20-5

TTF . .
see terminal type file

see lerminal type table
U

unattended service 37-1
undelegated projects 33-7
unit 3-1
record controller 3-6
record device 3-5

URF . . .
see user registration file

URP 3-6
usage lock

setting and resetting 8-5

use_totals 4-4
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use

value_seg 40-15

r
anonymous 33-7
audit’ f1a§§ 25-18
creating fictitious 33-14
determ_mm% if registered 33-1
I/0 disks 3-3
management 2-3, 33-1
ordinary 18-3
registraiion 33-1
registration file 4-2
special identities 33-8
gagamon 33-11 { 33-12
ata_management 33—
HFED 3313
gperator 33-13
Repair 33-13
SysAdmin 33-9
SysDaemon 33-9
subsystem 5-7
tailoring environment 33-15

user weight table 4-1
utility

sysdaemon 33-11

see user weight table
v

o

modilying 40-1i5

video terminal 3-3
volume

access for administration 15-1

administration 41-2

authentication 40-11

automatic detachment 40-11

automatic re%jstrauon 40-11

defining public and private 16-2

deleting registered 14-2

disk registration 14-1

dumper .
charging for services 11-4

dumper _daemon 33-12

logical 3-3, 5-3

logical volume access 15-1

logical volume ACS 15-1

logica] volume disk storage 16-1
logical volume quota 16—

logical volume quota account 16-5
logical volume registration record 5-4

mounting and demounting 16-1
moving segments 16—4

names 16-

physical 3-3, 5-4

physical and logical 14-1
physical volume initialization 14-2
private logical 5-5

public logical 5-5
registration 14-2
reFlstrauon segments 12-6
reloader daemon 33-12

retrievals .
charging for services 11-4
retriever daemon 33-12

root logical volume 16-1

using a logical volume 16-1

AKS$0-03B



w

wakeup loop detector
count parameter 40-4
time parameter 40-4

warning time 40-14
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