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INTRODUCTION

The KT11-C Memory Management Unit is a hardware option designed for use with the PDP-11/45 Programmed
Data Processor. This manual:

®  Provides an understanding of the KT11-C in a PDP-11/45 system.

®  Explains the KT11-C hardware and how it can be used to develop the memory management module
of a software operating system.

e  Describes the KT11-C logic in sufficient detail to enable maintenance personnel to perform on-site
troubleshooting and repair.

The KT11-C interacts with the KB11-A Central Processor Unit and operating system software to achieve PDP-11/
45 system memory management objectives. For this reason, a description of memory management system objec-
tives and programming information is included in this manual.

Chapter 1 introduces the purpose and features of the memory management unit.

Chapter 2 describes the implementation of the features from a programming level. It also describes the
internal registers and their application, hints, and exceptions of interest to programmers.

Chapter 3 provides a detailed description of the logic. The content and organization of this chapter are
based on the block schematics contained in Volume 2 of this manual. .

Chapter 4 references the installation and maintenance procedures provided in the PDP-11/45 System
Maintenance Manual (DEC-11-H45A-D). There are no specific KT11-C installation or maintenance pro-
cedures in this manual. '

Appendix A is a glossary of terms.

Appendix B is a bibliography of references on operating systems memory management.

Detaiied descriptions of the processor, console, Unibus, Fastbus, and memory logic that interface with the mem-
ory management unit are provided in the following related documents.

PDP-11/45 System Maintenance Manual DEC-11-H45B-D
KB11-A Central Processor Unit Maintenance Manual DEC-11-HKBB-D
MS11 Semiconductor Memory Systems Maintenance Manual DEC-11-HMSB-D
PDP-11/45 Processor Handbook 112.01071.1876
PDP-11 Unibus Interface Manual (2nd Edition) DEC-11-HIAB-D






CHAPTER 1
GENERAL DESCRIPTION

This chapter describes the features of the KT11-C in “systems” terms and also includes a specification summary.

1.1 PURPOSE OF OPTION

The KT11-C Memory Management Unit intercepts addresses generated by the processor (before they reach mem-
ory), processes the addresses received, and then transmits the processed addresses to memory. Address process-
ing is the main function of the memory management optidn. This processing or modification of addresses is
called relocation. Processing is termed relocation because it consists of adding a fixed constant to every proces-
sor address. The location of the KT11-C option in the PDP-11/45 system is shown in Figure 1-1.

The terms and definitions contained in Appendix A and referred to in this manual are consistent with industry-
accepted definitions.

1.2 PREREQUISITE

The KT11-C Memory Management Unit is required on all systems with more than 28K of main memory (bipolar,
MOS, and core). The option should also be considered for systems with real-time and timesharing applications
as well as any system that runs user programs under a control or monitor program. For a narrative description
of the PDP-11/45 system’s ability to support timesharing and real-time operating systems, refer to Paragraph 4.3
in the KB11-A Central Processor Maintenance Manual.

1.3 FEATURES
The KT11-C features outlined below are descri‘bed in detail in this manual. The KT11-C option:

@  expands the basic 28K-word memory capability to 124K words.
e provides dynamic read-only and execute-only memory protection.
®  provides up to 16 relocatable, variable length pages per processor mode.

®  ensures protection of operating system and user programs by implementing separate address spaces
for the Kernel, Supervisor, and User modes.

e  provides additional advanced memory management capabilities.

1.3.1 Memory Protection

The memory management unit enables the user to protect one section of memory from access or destruction by
programs located in another section. The KT11-C divides the memory into sections called pages. Each individ-
ual page has a protection or access key associated with it that restricts access to the page. With the memory
management unit, a page can be keyed non-resident (memory neither readable nor writable), read-only (no write

1-1
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or store operations to memory), or execute-only (only instructions, immediate operands, absolute addresses, and
index words can be accessed from memory). These three types of protection in association with other features
of the KT11-C enable the user to develop an ultrareliable computer operating system. With the non-resident key,
memory not specifically assigned to a program can be made unavailable to it. As a result, program errors are un-
able to execute unwanted material left over from some other process, and they cannot modify any other pro-
grams. The read-only key protects data bases and pure code sections from malicious or accidental destruction
while allowing them to be accessed. With User mode programs, the execute-only feature allows vproprietary codes
to be executed but not copied. ) ’

1.3.2 Relocation/Virtual Memory

Often it is desirable to load a program into one set of locations in memory and then execute it as if it were lo-
cated in another set of locations, e.g., when several user programs are simultaneously stored in memory. When
any one program is running, it must be accessed by the processor as if it were located in the set of addresses be-
ginning at 0. This process is called relocation. When the processor accesses program location 0, an address base
(base address) is added to the address; thus, the relocated 0 location of the program is accessed. This same base
address is added to all references while the program is running. A different base address is used for each of the
other programs in memory. ' :

Processor-generated addresses differ from those that address memory; thus the processor addresses are sometimes
termed virtual addresses, and the memory addresses termed physical addresses. The memory fnanagem,ent option
specifies relocation on a page basis, which allows a large program to be loaded into discontiguous pages in mem-
ory. This ability eliminates the need to shuffle programs to accomodate a new one. It also minimizes unusable
memory fragments, allowing more users to be loaded in a specific memory size.

In timesharing systems with swapping, relocation eliminates the need to “relink” a program when it is swapped
into a different memory location.

1.3.3 Memory Expansion

The relocated address is an 18-bit address that can access 128K words of address space, enabling the memory
management option to expand the accessable address spacé of a program from 32K to 128K. Expanding the ad-
dress space permits larger programs to be handled and allows several programs to occupy the memory at once.
In addition, the KT11-C option provides for expansion into multiprocessor systems where typically the total
memory exceeds 28K words. ’ i

1.3.4 Variable Size Pages

A program and its data may occupy as many as 16 pages in the memory. The size of each page varies and each
page can be any multiple of 32 words up to 4096 words in length. - These features enable small areas in memory
to be protected, i.e., stacks, buffers, etc., and also enable the last page of a program exceeding 4K words to be of
adequate length to protect and relocate the remainder of the program. As a result, the page fragmentation prob-
lem inherent with fixed length pages is eliminated. With the relocation mechanism, the base address of each
page can be any multiple of 32 words in the 128K physical address space, thus ensuring compacted code. Final-
ly, the variable page size enables pages to be dynamically changed at run time.

1.3.5 Page State Information

The memory management unit provides two bits of active page state information: an “accessed” bit and a
“written into” bit. These bits are read by the operating system and indicate whether the page has been accessed
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and, if so, whether it was written into. The accessed bit is used with operating system programs to determine
which page should be overlaid with the new program page in systems that swap programs back and forth from a
disk. The written into bit is used to determine whether the page to be overlaid must be swapped back to the
disk or whether it is identical to a copy already there.

1.3.6 Instruction/Data Spaces

The memory management unit can relocate data and instruction references with separate base address values;
thus, it is possible to have a user program of 64K words consisting of 32K of pure procedure and 32K of data.
Moreover, a convenient means of building reentrant shared programs is provided (these programs keep a separate
data area for each user). The ability of the KT11-C option to relocate information with separate base address
values enables shared compilers, assemblers, editors, and supervisors to be developed, in addition to providing an
“execute-only” form of protection. With this form of protection, alterable data is automatically separated from
reentrant codg, and it is impossible to read any information relocated by an instruction base address as data.

1.3.7 Kernel/Supervisor/User Spaces

The KT11-C provides three separate sets of pages (spaces) for use in the processor’s Kernel, Supervisor, and User
modes. These sets of pages increase system protection by physically isolating User programs from service Super-
visor programs and the basic Kernel program. The service programs (compilers, editors, file system, assemblers,
etc.) are also separated from the Kernel program (exception handling, I/O, memory management, etc.). Separate
relocation register sets greatly reduced the time necessary to switch context between modes. The 3-space (page)
construction also aids the user in designing an operating system that has clearly defined communications, is mod-
ular, and is easily debugged and maintained. During development cycles, these features result in time and cost
savings; in the final system design, they result in an efficient and reliable system.

1.3.8 Program vs Stack Pages

PDP-11 stacks expand by pushing words into lower addresses and thus grow downward; procedure sections in-

crease by growing upward into higher addresses. All memory pages can be expanded by adding lower addresses
(stack) or higher addresses (procedure, data). As a result, both stack and program pages are easily dynamically
expanded.

1.3.9- Fault Recovery

Four status registers record all information necessary to recover from a page fault. This information comprises
the page number that faulted, the type of violation that caused the fault (exceeded length, read-only violation,
etc.), and all information needed to easily restart the faulting instruction once the offending address has been
made resident in memory.

1.3.10 Statistical Traps

Three protection keys will cause a trap, i.e., an automatic transfer of program control to location 250 at end of
current instruction. The trap feature is useful for gathering frequency-of-page-use statistics. One protection key
traps on a read access to a read-only page; a second key traps on either a read or a write access from a read/write
page; and the third key traps only on a write to a read/write page.

1.4 KT11-C MEMORY MANAGEMENT UNIT SPECIFICATIONS

Table 1-1 is a summary of specifications and technical characteristics of the KT11-C.
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Table 1-1
Abridged Specifications Summary

Characteristic

Specification or Description

Memory Expansion

Interface

Timing
Delay
Modes of Operation

Available Pages

Page Length

Program Capacity

Page Fault Recovery
Physical Description

SAP Module M8107
SSR Module M8108
Power Requirements
SAP Module M8107
SSR Module M8108

Environmental

Expands PDP-11/45 memory address capability up to 124K words.

Address line outputs compatible with PDP-11 Unibus and PDP-11/
45 Fastbus.

Timing derived from basic KB11-A processor TIG module.
Adds 90 ns to every memory reference when enabled.

Implements the KB11-A processor Kernel, Supervisor, and User
modes. )

Provides sixteen 4K-word pages for each mode. (Eight for I space
and eight for D space.)

A page can vary in length from one 32-word block up to 128
32-word blocks. Maximum page length is therefore 4096 words.

Eight 4096-word pages will accommodate 32K-word programs. Use
of I and D space can provide 64K-word capacity (32K words of pro-
gram and 32K words of data). " : :

Contains status registers that ‘allow full recovery from page faults.

Option consists of two standard hex modules (15X 8.5 in.) that
mount in PDP-11/45 CPU backplane assembly.

Located in slot 14. Replaces SJB Module M8116, when installed.
Located in slot 13. |

Provided by PDP-11/45 power system.

3A,+5.0.Vdc

3.3A, +5.0 Vdc

Refer to overall PDP-11/45 specifications listed in PDP-11/45
System Maintenance Manual, DEC-11-H45A-D.
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CHAPTER 2
OPERATION AND PROGRAMMING

This chapter describes the relocation, protection, and abort mechanisms of the KT11-C, all registers available to
the programmer, and operating hints and procedures.

2.1 BASICKT11-C MECHANISMS

J

2.1.1 Address Relocation Mechanism

The current processor mode (Kernel, Supervisor, or User) bits (bits 14 and 15 in the processor status word) select
one of three sets of 16 registers to serve as the page base on the current access. The logic, in combination with
the PDP-11/45 processor address, selects either the subset of eight instruction base registers or the subset of eight
data base registers within the set. All instructions, index words, absolute addresses, and immediate operands use
the instruction base registers. All other references use the data base registers. Bits 13, 14, and 15 of the proces-
sor address are then employed as a 3-bit encoded index into the eight register subsets previously selected. This
encoded index selects a specific base (relocation) register, and thus for each memory reference, one of 48 base
registers is selected to perform the address relocation. '

The content of the selected base register is an initial or base value in the physical address space. The base value
is always a multiple of 32 words; as a result, the lowest 6 bits of the base address (bit 0 specifies byte address on
the PDP-11) are always 0. In actuality, only the upper 12 bits of the base address are stored in the base registers
because the lower 6 bits are by implication 0.

To form the final physical address, a displacement from the base specified by the lowest 13 bits of the processor
address (the upper 3 bits have been stripped off as an index into the base registers) is added to the base value con-
tained in the base register. Note that this mapping technique allows pages of variable length (32 to 4096 words)
to be packed efficiently in physical memory. Also note that the use of pages with less than 4096 words will re-
sult in discontiguous virtual address spaces because in the virtual address space a page begins on a 4096-word
boundary. )

As a specific example consider program A, starting address 0, is relocated by the constant 6400, which provides
an address of 6400 (Figure 2-1). If the next processor virtual address is 2, the relocation constant will then cause
physical address 6402, which is the second item of program A to be accessed. When program B is running, the
relocation constant is changed to 10008. Then program B virtual addresses starting at 0 are relocated to access
physical addresses starting at 1000004. Using the active page address registers to provide relocation eliminates
the need to “relink™ a program each time it is loaded into a different physical memory location. To the proces-
sor, the program always appears to start at the same address. Note that the base address is stored in a Page Ad-
dress Register (PAR).
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Figure 2-1 Basic KT11-C Relocation Mechanism

The relocation example shown in Figure 2-2 illustrates several points about memory relocation. These points are:

a.

Although the program appears to be in contiguous address space to the processor, the 32K-word vir-
tual address space is actually relocated to several separate areas of physical memory. As long as the
total available physical memory space is adequate, a program can be loaded. The physical memory
space need not be contiguous.

Pages may be relocated to higher or lower physical addresses, with respect to their virtual address
ranges. In Figure 2-2, page 1 is relocated to a higher range of physical addresses, page 4 is relocated to
a lower range, and page 3 is not_relocated at all (even though its relocation constant is non-zero).

All of the pages in thg example start on 32-word boundaries.

Each page is relocated independently. There is no reason two or more pages could not be relocated to
the same physical memory space. Using more than one page address register in the set to access the
same space is one way of providing different memory access rights to the same data, depending on
which part of a program was referencing that data. Further information on memory protection is pro-
vided in Paragraph 2.1.2. In Figure 2-2, note that the same relocation constant is assigned to Pages 4
and 6. As a result, virtual addresses within both address ranges access the same physical addresses in
memory, using separate page address registers.

When the KT11-C Memory Management Unit option is added to the PDP-11/45 system, the 16-bit KB11-A ad-
dress output is no longer interpreted as the direct physical address of a device or a memory location. Instead, it
is considered a 16-bit virtual address that contains information to be used by the KT11-C to construct an 18-bit
physical address. Figure 2-3 shows how the 18-bit physical address is constructed. Virtual address bits (15:13)
are interpreted as an active page field to select one of eight page registers in a set. Virtual address bits (12:06)
provide the block number (0 to 177) within the page; VA (05:00) indicate the displacement within each 32-
word block. The Page Address Register (PAR) contains a Page Address Field (PAF) that is written into the PAR
under program control when the program page is defined. Consider the PAF as the base address of the page.
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The block number, VA 12:06), is added to the base address PAF (11:00) to provide the 12 most significant bits
of the physical address. This address and virtual address bits VA (05:00) (unchanged by relocation) form the 18-
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ADDRESSES

Q

bit physical address.
PROCESSOR KT11-C

VIRTUAL ADDRESS PAGE |RELOCATION
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160000~ 177776 o] 400000
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120000- 137776 2 | 250000
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Figure 2-2 Relocation of a 32K-Word Program
into 124K-Word Physical Memory
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2.1.2 Memory Protection Mechanisms

Three address protection mechanisms in the KT11-C provide non-resident and read-only protection, execute-only
protection, and internal protection for the three processor mode address spaces. :

2.1.2.1 Non-Resident/Read-Only Protection — A Page Descriptor Register (PDR) is selected in the same manner
as a Page Address Register (PAR). After the selection occurs, three bits from the PDR are decoded as an access
key. If the access rights designated by the key are inconsistent with the current memory reference, the memory
reference is not completed and an abort to Kernel D space 250 occurs.

When the access key is set to 0, the page is defined as non-resident, and an immediate abort prevents any attempt
by a program to access a non-resident page. Using this feature to provide memory protection, only those pages
associated with the current program are set to legal access keys. The access control keys of all other program
pages are set to 0, which prevents illegal memory references.

The access control key for a page can be set to 2, allowing read (fetch) memory references to the page but imme-
diately aborting any attempt to write into the page. This read-only type of memory protection can be afforded
to pages that contain common data, subroutines, or shared algorithms. This type of memory protection makes
certain that access rights to a given information module are useerependent, i.e., the access right to a given infor-
mation module may be varied for different users by altering the access control key.

A Page Address Register in each of the sets (Kernel, User, and Supervisor modes) may be set up to reference the
same physical page in memory and each may be keyed for different access rights. For example, the User access
control key might be 2 (read-only access), the Supervisor access control key might be 0 (non-resident), and the
Kernel access control key might be 6 (allowing complete read/write access).

2.1.2.2 Execute-Only Protection — The execute-only type of memory protection is part of an overall ability to
use reentrant software, which prevents excessive use of memory space when a program is provided for several
users. Such programs can be written in two parts. One part contains pure code that is not modified during exe-
cution and can be used to simultaneously service any number of users. For example, the pure code portion of
FORTRAN can service multiple FORTRAN users. A separate second part of the program belongs strictly to
each user and consists of the code and data that is developed during the compiling process. This portion is
stored in a separate page of memory. Figure 2-4 shows a comparison of memory space for non-reentrant and re-
entrant systems.

The KT11-C hardware can differentiate between pure code

: 3 3 : 3 . FORTRAN FORTRAN
memory references (which are instructions, immediate oper: COMPILER 1 PURE CODE
ands, index words, and absolute addresses) and all other mem-

. . FORTRAN USER 1
ory references. When this feature is enabled under program COMPILER 2 USER 2
control, the KT11-C will take the “pure code” portion of such FORTRAN USER 3
a program from an I (instruction) space page. All other data COMPILER 3 SPACE SAVEDZ
will be put into an associated D (data) space page. Any illegal NON-REENTRANT REENTRANT
attempt by an unauthorized user to read from the execute- 11-1034
only I space will be relocated to a separate D space page. Be-
cause the I and D space pages have separate PDRs, access con- Figure 2-4 Comparison of Non-Reentrant
trol can be keyed differently for each page. For example, the and Reentrant Program Space Requirements

D space access control key could be set to 0 to cause a non-

resident abort, or, as an alternative, the base address of the D space page could be set up to map over some other
part of a user’s program. In any case, the D space PDR must not be set so that a user can write into the pure
code I space. The difference between the read-only protection described in Paragraph 2.1.2.1 and execute-only
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protection is that the contents of execute-only pages cannot be read as data. This feature is particularly useful
in protecting proprietary programs from some users. Paragraph 2.4.6 describes I and D space more fully.

In the special case when in User mode and the previous mode specified by the processor status is also User mode,
the action of the MFPI instruction is modified so that the read is via the D relocation registers. In this manner,
the integrity of the execute-only mode is reserved.

2.1.2.3 Multiple Address Space Protection — The three completely separate PAR/PDR sets provided by the
KT11-C for each mode of processor operation (Kernel, Supervisor, and User) give the timesharing system another
type of memory protection. The mode of operation is specified by the Processor Status Word current mode field.

The active page register sets are enabled as follows:

PS(15:14) PAR/PDR Set Enabled
00 Kernel mode |
01 Supervisor mode
10 Illegal (all references aborted)
11 User mode

Thus, a User mode program is relocated by its own PAR/PDR set, as are Kernel and Supervisor programs. It is
therefore impossible for a program running in one mode to accidentally reference space allocated to another
mode when the active page registers are set correctly by a monitor program. For example, a user cannot transfer
to Supervisor or Kernel space. The Supervisor mode address space may be reserved by the system to accommo-
date resident compilers, utility programs, and other shared resource programs. The Kernel mode address space
may be reserved for resident system monitor functions, such as the basic Input/Output Control (I0C) routines,
memory management trap handlers, abort handlers, and timesharing scheduling module. By dividing the types
of timesharing system programs functionally between the Kernel, Supervisor, and User modes, a minimum
amount of space control housekeeping is required as the timeshared operating system sequences from one user
program to the next. For example, only the User PAR/PDR set heeds to be updated as each new user program is
serviced. The three PAR/PDR sets implemented in the KT11-C Memory Management Unit option are shown in
Figure 2-5.

2.1.3 Memory Management Statistics Mechanism

A timeshared system swaps programs or parts of programs in and out of memory using secondary storage facili-
ties such as disk or drum systems. In a swapping environment, the operating system must provide the software
routines that decide what programs should be swapped and when and how these programs can be swapped be-
tween memory and secondary storage. The operating system routines can be simple or complex depending on
system requirements, e.g., the amount of overhead time that can be tolerated. The operating system may also
have to decide which active page is least likely to be required in the immediate future and may therefore be
swapped out to make memory space available for a new program. To make such a memory management deci-
sion, the operating system requires statistics on the use of active pages. Some indication of whether a program
has been modified during its residence in memory is also desirable. If it has been modified, the modified pro-
gram must be swapped (re-written) into secondary storage. If no modification has been made and the program
can always be re-called from secondary storage, the space it occupies in memory can be overlayed without swap-
ping delay. The KT11-C logic provides the kind of information required by an operating system to gather mem-
ory management statistics on the use of active pages. The availability of this information in the hardware re-
duces the overhead time of any routine, simple or complex, in the efficient management of memory. In the
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KT11-C, the Page Descriptor Register associated with each KERNEL PAR/PDR  REGISTERS
I SPACE D SPACE

active page includes a W (written into) and an A (attention) o 0
bit. When any active page is written into, the W bit is set ; 12
by the logic; therefore, by testing the W bit the memory 2 3
management software routine can decide whether a page 2 2
can be overlayed or if it needs to be swapped out. 7 7
PAR PDR PAR PDR
The A bit has several uses. To use this feature the system SUPERVISOR PAR/PDR REGISTERS
programmer first enables the memory management trap o L SPACE o D SPACE
logic. He can then set the access control keys of the active 1 1
pages of interest for special trap conditions. Access control § g
keys are provided to cause: . .
a. Memory management trap on read (including in- 9’ g
PAR PDR PAR PDR

struction fetch)
USER PAR/PDR REGISTERS

b. Memory management trap on write 1 SPACE D _SPACE
o o
¢. Memory management trap on read or write. ; ;
3 3
Then, the A bit for the active page is set when the page is 4 4
ope 5 5
accessed as specified and a resultant memory management 6 6
. 7 7
trap occurs. The vector at trap location 250 Kernel address e =om v e oom
space causes the operating system routine to service the 11-1029

memory management trap. The routine can test the A bit
to accumulate statistics on the use of that page. When a Figure 2-5 KT11-C Memory Management
swapping decision is required of the operating system, these Unit PAR/PDR Registers
statistics can be examined to determine the more active

‘pages (which might therefore be retained in memory).

2.1.4 Trap/Abort Mechanism

Memory references that violate the protection keys set in the KT11-C cause an interrupt in the processor. The
intemipt process is described in Paragraph 5.3 of the PDP-11/45 Handbook. In KT11-C aborts and traps, the
new PC for the abort/trap service routine is taken from 250 in Kernel virtual D space, while the new PS is taken
from 252. No other interrupts use 250 as a trap vector. Note that both abort and statistical traps are taken to
250.

(
Non-resident, read-only, and page length violations cause an interrupt to the processor before the reference is
made. Memory management traps occur only at the end of complete instructions. Paragraphs 3.11.1 and 3.11.2
describe the trap/abort logic and include two system diagrams that indicate how the interrupt is implemented in
the logic. The order of interrupt service is listed in Appendix C of the PDP-11/45 Processor Handbook.

2.2 PAR/PDR REGISTERS

The contents of the Page Address Register (PAR) and the Page Descriptor Register (PDR) describe a memory
page.

The KT11-C provides three sets of 16 PAR/PDR pairs. As indicated in Figure 2-5, one PAR/PDR set is used to
reference memory while the processor is in Kernel mode, another in Supervisor mode, and the third in User

mode. Each set is subdivided into two groups: one for reference to instruction (I) space and one for reference
to data (D) space. Figure 2-5 shows the organization of the three sets. Each pair consists of a Page Address




Register (PAR) and a Page Descriptor Register (PDR). These registers are always used as a pair and contain all
the information required to locate and describe the current active pages for each mode of operation.

The current mode bits (bits 14 and 15) of the Processor Status Word determine which set will be referenced for
each memory access. A program operating in one mode cannot use the PAR/PDR sets of the other two modes
to access memory. Thus, the three sets are a key feature in providing a fully protected environment for a time-
shared multiprogramming system. The virtual address value determines which page within a set is to be used.
This correspondence is listed below:

Page No. Virtual Addresses
0 000000 — 017777
1 020000 — 037777
2 040000 — 057777
3 060000 — 077777
4 100000 — 117777
5 120000 — 137777
6 140000 — 157777
7 160000 — 177777

Finally the use of the reference (part of an instruction or data access) determines whether the I space PAR/PDR
set or the D space PAR/PDR set is used. Each PAR and PDR of every set is:assigned to a specific processor I/O
address. Table 2-1 is a complete list of address assignments.

NOTE
Unibus devices cannot access PARs or PDRs.

In a fully-protected multiprogramming environment, only a program operating in Kernel mode would be allowed
to access the PAR and PDR locations for the purpose of mapping a user’s programs. However, there are no re-
straints imposed by the KT11-C logic that will prevent Supervisor or User mode programs from accessing these
registers. The option of implementing such a feature in the operating system and thus explicitly protecting these
locations from user’s programs is available to the system software designer.

2.2.1 Page Address Registers (PAR)

The Page Address Register (PAR) shown in Figure 2-6 contains the base address of the page in the form of a 12-
bit Page Address Field (PAF). Bits 15—12 of the PAR are not implemented in the hardware.

The PAR can also be thought of as a relocation register containing a relocation constant or as a base register con-
taining a base address. Either interpretation indicates the basic function of the PAR in the relocation scheme.

Note that the PAF is interpreted in address calculations as a multiplier of 32, i.e., when used as a base register,
the lowest 6 bits are assumed to be 0. The bit stored in bit 0 of the PAF becomes bit 6 of the page base address,
bit 1 of the PAF, bit 7 of the page base address, etc. Thus, bit 11 of the PAF becomes bit 17 of the page base
address.

PAGE ADDRESS FIELD
(PAF)

11-1036

Figure 2-6 Page Address Register (PAR) Format




Table 2-1
PAR/PDR Address Assignments

Kernel
I Space D Space
No. PAR PDR No. PAR PDR
0 772340 772300 0 772360 772320
1 772342 772302 1 772362 772322
2 772344 772304 2 772364 772324
3 772346 772306 3 772366 772326
4 772350 772310 4 772370 772330
5 772352 772312 5 772372 772332
6 772354 772314 6 772374 772334
7 772356 772316 7 772376 772336
Supervisor
I Space D Space
No. PAR PDR No. PAR PDR
0 772240 772200 0 772260 773220
1 772242 772202 1 772262 773222
2 772244 772204 2 772264 773224
3 772246 772206 3 772266 773226
4 772250 772210 4 772270 773230
5 772252 772212 5 772272 773232
6 772254 772214 6 772274 773234
7 772256 772216 7 772276 773236
User
I Space D Space
No. PAR PDR No. PAR PDR
0 777640 | 777600 0 777660 777620
1 777642 777602 1 777662 777622
2 777644 777604 2 777664 777624
3 777646 777606 3 777666 777626
4 777650 777610 4 777670 777630
5 777652 777612 5 777672 777632
6 777654 777614 6 777674 777634
7 777656 777616 7 777676 777636

2.2.2 Page Descriptor Registers (PDR)

The Page Descriptor Register (PDR) contains page expansion, direction, page length, and access control (Figure
2-7).




PAGE LENGTH FIELD

(PLF) ACF

om

11-1037

Figure 2-7 Page Descriptor Register (PDR) Format

2.2.2.1 Access Control Field (ACF) — The ACF is a 3-bit field (occupying bits 2—0 of the PDR) that describes
the access rights to this particular page. The access codes or “keys” specify the manner in which a page may be
accessed and whether or not a given access should result in a trap or an abort of the current operation. A mem-
ory reference that causes an abort is not completed and is terminated immediately. Hence an aborted “read”
reference does not obtain any data from the location, and an aborted “write” reference does not change the data
in the location. A memory reference that causes a trap is completed. When a memory reference causes a trap,
the trap does not occur until the entire instruction has been completed. Aborts are caused by attempts to access
non-resident pages, page length errors, or access violations, such as attempting to write into a read-only page:
Traps are used as an aid in gathering memory management information.

In the context of access control, the term write is used to indicate the action of any instruction that modifies
the contents of any addressable word. A write is synonymous with what is usually termed a store or modify in
many computer systems. Table 2-2 lists the ACF keys and their functions. The ACF is written into the PDR
under program control.

Table 2-2
Access Control Field Keys
AFC Key Description Function
000 0 Non-resident (NR) Abort any attempt to access this non-resident page.
001 1 Read only and trap (RROT) Trap to location 250 in Kernel D space after read.
Abort any attempt to write into this page.
010 2 Resident read only (RRO) Abort any attempt to write into this page.
011 3 Illegal Unused. Reserved for future use. Abort any access
attempt.
100 4 Resident read/write and trap Memory management trap to location 250 in Ker-
(RRWT) nel D space upon completion of a read or write to
this page.
101 5 Resident read/write and trap Allows read/write of page and traps to location 250
when write (RRWTW) in Kernel D space upon completion of a write.
110 6 Resident read/write (RRW) Read or write allowed. No trap or abort occurs.
111 7 Illegal Unused. Reserved for future use. Abort any access
attempts.

2.2.2.2 Expansion Direction (ED) — The ED bit located in PDR bit position 03 indicates the authorized direc-
tion in which the page expands. A logic 0 in this bit (ED = 0) indicates that the page expands upward from rela-
tive zero (page base address). A logic 1 in this bit (ED = 1) indicates that the page expands downward toward
relative zero (page base address). The ED bit is written into the PDR under program control. When expansion
is upward (ED = 0), the page length is increased by adding blocks with higher relative addresses. Upward
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expansion is usually specified for program or data pages to add more program or table space. An example of page
expansion upward is shown in Figure 2-8.

PAR PDR

000 001 111 000 0 0101001 0000 O 110

PAF = 0170 :I
PLF = 51g = 41,,= BLOCK NO.

ED=0= UPWARD EXPANSION
ACF=6=READ/WRITE

NOTE:
TO SPECIFY 42-BLOCK PAGE LENGTH FOR AN UPWARD EXPANDABLE -
PAGE, WRITE HIGHEST AUTHORIZED BLOCK NO. DIRECTLY INTO HIGH

BYTE OF PDR. BIT 15 IS NOT USED BECAUSE THE HIGHEST ALLOWABLE BLOCK
NUMBER IS 177g

BLOCK 177
ANY BLOCK NUMBER
ADDRESS RANGE BLOCK 1764 GREATER THAN 41,4 (51g)
OF POTENTIAL PAGE - »

EXPANSION BY (VA< 12:06>) 51g)
CHANGING THE PLF % WILL CAUSE A PAGE
v LENGTH ABORT.

BLOCK 524 7

024176
BLOCK 51
024100

L
K

017276
AUTHORIZED PAGE BLOCK 2
LENGTH = 42,, BLOCKS 017200

017176
BLOCK 1
017100

017076
BLOCK O
017000 |«—BASE ADDRESS OF PAGE

1-1030

Figure 2-8 Example of an Upward Expandable Page

When expansion is downward (ED = 1), the page length is increased by adding blocks with lower relative addresses.
Downward expansion is specified for stack pages so that more stack space can be added. An example of page ex-
pansion is shown in Figure 2-9. Paragraphs 2.5.3 and 2.5.4 provide a description of the interaction of the ED bit
with the Page Length Field (PLF). : ,

2.2.2.3 Written Into (W) — The W bit located in PDR bit position 06 indicates whether the page has been writ-
ten into since it was loaded into memory. W = 1 is affirmative. Note that the W bit is set independent of the
ACF key and the memory management enable bit (bit 9) in SRO. The W bit is automatically cleared when either
the PAR or PDR of a page is written into. It can only be set by KT11-C control logic.
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PLF=126g = 8640

F———ACTIVE PAGE REGISTER CONTENTS———#
PAR PDR

|OOO 001 111 OOOI LO101011O 0000 1 HOI
PAF=O1TO————|
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LENG

U ZED PAGE

10 BLOCKS
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T

036776
BLOCK 177g
036700

036676
BLOCK 1768
036600

0311676
BLOCK 126g
0311600

[~~~

]

031676
BLOCK 126 g
031600

ADDRESS RANGE

OF POTENTIAL PAGE

EXPANSION BY

CHANGING THE PLF

BLOCK 1254

BLOCK 124 ¢

2222224

/017176

BLOCK 1 7

017100

7,017076
BLOCK 077

/017000

TO SPECIFY PAGE LENGTH FOR A DOWNWARD EXPANDABLE PAGE,
WRITE COMPLEMENT OF BLOCKS REQUIRED INTO HIGH BYTE OF PDR.

IN THIS EXAMPLE, A 42-BLOCK PAGE IS REQUIRED.
PLF IS DERIVED AS FOLLOWS:
4240 =528 ; TWO'S COMPONENT=126g

A BLOCK NUMBER
REFERENCE LESS

THAN 126 g

(VA <12:06> LESS THAN 126g)
WILL CAUSE A PAGE

LENGTH ABORT.

~<«—BASE ADDRESS OF PAGE
11-1031

Figure 2-9 Example of a Downward Expandable Page

NOTE

In disk swapping and memory overlay applications, the W bit can be used to determine the pages in memory that
have been modified by a user. Those that have been written into must be saved in their current form; those that
have not been written into (W = 0), need not be saved and can be overlayed with new pages if necessary.

The W bit cannot be set by a memory access of a KT11-C
internal register or a memory access that causes an abort.
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2.2.2.4 Attention (A) — The A bit located in PDR bit position 07 indicates whether any memory page accesses
caused memory management trap conditions to be true. A =1 is affirmative. Trap conditions are specified by
the ACF. The following conditions will set the A bit.

1. ACF =001 and read reference.
. ACF=100.
3. ACF =101 and write reference.

Note that the A bit is set independent of the memory management enable bit (bit 9) in SRO. The A bit is used
in the process of gathering memory management statistics for the purpose of optimizing memory use. The A bit
is automatically cleared when the PAR or PDR of the page is written into. It can only be set by the KT11-C con-
trol logic.

NOTE

The A bit cannot be set by a memory access of a KT11-C
internal register or a memory access that causes an abort.

2.2.2.5 Page Length Field (PLF) — The 7-bit PLF islocated in PDR bits (14:08). It specifies the authorized
length of the page in 32-word blocks. The PLF holds block numbers from 0 to 177, thus allowing any page
length from 1 to 128, blocks. The PLF is written in the PDR under program control.

PLF for an Upward Expandable Page

When the page expands upward, the PLF must be set to one less than the intended number of blocks authorized
for that page. For example, if 4210 blocks are authorized, the PLF is set to 5 18 41 10) (Figure 2-9). The
KT11-C hardware compares the virtual address block number, VA (12:06), with the PLF to determine if the vir-
tual address is within the authorized page length. When the virtual address block number is less than or equal to
the PLF, the virtual address is within the authorized page length. If the virtual address block number is greater
than the PLF, a page length fault (address too high) is detected by the hardware and an abort occurs. In cases
“where the authorized page length is less than 4096 words, the virtual address space legal to the program is non-
contiguous. This is because the three most significant bits of the virtual address are used to select the PAR/PDR
set, and the unauthorized virtual addresses within the page space are “lost”. The operating system abort recovery
routines might include some form of dynamic memory allocation. Such routines would have to perform the fol-
lowing:

1. Determine the cause of the abort (page length fault).
2. Check the expansion direction bit (upward).

3. Allocate an additional block or more of memory space by incrementing the PLF in the case of an up-
ward expandable page.

!

4. Correct the general registers modified by the partially completed operation.

5. Return control to the user program and thus allow the now legal virtual address memory reference to
be completed.

Note that Paragraph 2.4.10 contains such a recovery routine. '

PLF for a Downward Expandable Page

The downward expansion capability for a page is intended specifically for those pages that are to be used as
stacks. In the PDP-11, a stack starts at the highest location reserved for it and expands downward toward the
lowest address as items are added to the stack. (See Chapter 5 of the PDP-11/45 Processor Handbook for
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complete details.) When the page is to be downward expandable, the PLF must be set to authorize a page length,
in blocks, that starts at the highest address of the page, i.e., always block 177,. Figure 2-10 shows an example
of a downward expandable page. A page length of 4210 blocks is arbitrarily chosen so that the example can be
compared with the upward expandable example shown in Figure 2-9.

NOTE
The same PAF is used in both examples to emphasize that the
PAF, as the base address, always determines the lowest address
of the page, whether it is upward or downward expandable.

PAGE THAT SET
ABORT ERROR FLAGS

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 ]

ADDRESS:
777372

NN

ABORT : NON-RESIDENT

ABORT :PAGE LENGTH ERR
ABORT: READ ONLY VIOLATION
TRAP:MEMORY MANAGEMENT

TRAP :OPERATING
SYSTEM TESTER

ENABLE MEMORY

—!]

ENABLE KT11-C

PAGE NUMBER

ADDRESS SPACE 1/D
MODE OF OPERATION
INSTRUCTION COMPLETE
MAINTENANCE MODE

11-1038

MANAGEMENT TRAPS

Figure 2-10 Format of Status Register 0 (SR0)

To calculate the value to be placed in the PLF for a downward expandable page proceed as follows.

Take the number of 32-word blocks to be authorized and create the negative of it in 2’s complement notation.
The 2’s complement is formed by negating each binary bit, then adding 1 to the result.

Example:
52 = 0101010
bit negation = 1010101
add 1
1264 = 1010110

The same dynamic memory allocation routine can be used to recover from a page length abort. After determin-
ing that the page was downward expandable, the PLF would be decremented to allow downward expansion.

2.3 MEMORY MANAGEMENT STATUS REGISTERS

Aborts and traps generated by the KT11-C logic are vectored through Kernel D space address location 250. Sta-
tus Registers SR0O, SR1, and SR2 can be referenced by fault recovery routines to differentiate between an abort
and a trap, determine why the abort or trap occurred, perform the service routines required to recover from the
abort or handle the trap, and allow for program restart. The following paragraphs describe the formats of each
status register.
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2.3.1 Status Register 0 (SRO)

SRO contains abort error flags, memory management enable and trap flag bits, plus other essential information
required by an operating system to recover from an abort or to service a memory management trap. The physi-
cal address of SRO is 777572. The SRO format is shown in Figure 2-10.

Bits 15—11 are the abort and trap flags, and can be considered to be in a “priority queue” in that “flags to the
right” are less significant and should be ignored. For example, a “non-resident” abort service routine would ig-
nore page length, access control, and memory management flags. A ‘“‘page length” abort service routine would
ignore access control and memory management faults.

NOTE
Bits 15, 14, or 13, when set (abort conditions) cause the
KT11-C logic to freeze the contents of SRO bits 1—7 and
status registers SR1 and SR2 to facilitate recovery from
the abort.

The error flag bits 15—12 are enabled when an address is being relocated by the KT11-C. This implies that either
SRO, bit 0 is equal to 1 (KT11-C operating) or that SRO, bit 8 is equal to 1 and the memory reference is the final
one of a destination calculation (maintenance/destination mode).

Note that SRO bits 0, 8, and 9 can be set under program control to provide meaningful memory management
control information. However, information written into all other bits is not meaningful. Only that information
automatically written into these remaining bits as a result of hardware actions is useful as a monitor of the status
of the memory management unit. Setting bits 15—11 under program control will not cause aborts or traps to
occur. Bits 15—11 must be reset to 0 after an abort or trap has occurred in order to resume monitoring memory
management. Setting bits 15, 14, or 13 will, however, freeze the contents of SRO bits (1:7), Status Register 1
(SR1) and Status Register 2 (SR2).

2.3.1.1 Abort-Nonresident — Bit 15 is the “Abort-Nonresident” bit. It is set by attempting to access a page
with an access control field (ACF) key equal to 0, 3, or 7.

2.3.1.2 Abort-Page Length — Bit 14 is the “Abort Page Length” bit. It is set by attempting to access a location
in a page with a virtual address block number (Virtual Address bits{12:06)) that is outside the area authorized by
the Page Length Field (PLF) of the PDR for that page. Bits 14 and 15 of SRO may be set simultaneously by the
same access attempt.

2.3.1.3 Abort-Read Only — Bit 13 is the “Abort-Read Only” bit. It is set by attempting to write in a page with
an access key of 1 or 2.

2.3.1.4 Trap-Memory Management — Bit 12 is the “Trap-Memory Management” bit. It is set by a read opera-
tion that references a page with an ACF key of 1 or 4 and by a write operation with an ACF key of 4 or 5. The
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