Reproducible builds in Debian and

everywhere

Lunar
lunar@debian.org

Libre Software Meeting
2015-06-07

@

LSM2015 1/126


mailto:lunar@debian.org

What?



What are reproducible builds?

“reproducible builds”
enable anyone to reproduce
identical binary packages
from a given source

@
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Trusting a build?

source = binary

@
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Trusting a build?

free software

freedom freedom
to study to run

source = binary

@
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Trusting a build?

build .
/source —— binary N

can be verified can be used

@
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Trusting a build?

build .
/ source —— binary N

can be verified | can be used

could | get a proof?
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Why?



Why?

Reproducible builds allow for independent verifications
that a binary matches what the source intended to produce.

... and other nice things.

@
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But I'm the developer!

“I know what'’s in the binary because | compiled it myself!"
“I'm an upstanding, careful, and responsible individual!"

“Why should | have to worry about hypothetical risks about
the contents of my binaries?”

@
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No kidding
At a CIA conference in 2012:

[edit] (S//NF) Strawhorse: Attacking the MacOS and i0S Software Development Kit

(S) Presenter: |l Sandia National Laboratories

(S//NF) Ken Thompson’s goc attack (described in his 1984 Turing award acceptance speech) motivates the
StrawMan work: what can be done of benefit to the US Intelligence Community (IC) if one can make an
arbitrary modification to a system compiler or Software Development Kit (SDK)? A (whacked) SDK can
provide a subtle injection vector onto standalone developer networks, or it can modify any binary compiled
by that SDK. In the past, we have watermarked binaries for attribution, used binaries as an exfiltration
mechanism, and inserted Trojans into compiled binaries.

(S//NF) In this talk, we discuss our explorations of the Xcode (4.1) SDK. Xcode is used to compile MacOS X
applications and kernel extensions as well as i0S applications. We describe how we use (our whacked)
Xcode to do the following things: -Entice all MacOS applications to create a remote backdoor on execution
-Modify a dynamic dependency of securityd to load our own library - which rewrites securityd so that no
prompt appears when exporting a developer’s private key -Embed the developer’s private key in all i0S
applications -Force all i0S applications to send embedded data to a listening post -Convince all (new)
kernel extensions to disable ASLR

(S//NF) We also describe how we modified both the MacOS X updater to install an extra kernel extension (a
keylogger) and the Xcode installer to include our SDK whacks.

Source : The Intercept, 2015-03-10
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https://firstlook.org/theintercept/2015/03/10/ispy-cia-campaign-steal-apples-secrets/

Unpleasant thoughts

@ We think of software development as a fundamentally
benign activity.

“I'm not that interesting."
@ Users can be targeted through developers
@ Known successful attacks against infrastructure used

by Linux (2003), FreeBSD (2013)
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Strong motivations

@ Compromise one computer to get:

Hundreds of millions of other computers?
Every bank account in the world?

Every Windows computer in the world?
Every Linux server in the world?

@ Compromise one computer is worth:

$100k USD? (Market price of remote Oday)
$100M USD? (Censorship budget of Iran per year)
$4B USD? (Bitcoin market cap)

@
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How small can a backdoor be?

OpenSSH 3.0.2 (CVE-2002-0083) — exploitable security
bug (privilege escalation: user can get root)

{
Channel *c;
- if (id < 0 || id > channels alloc) A
+ if (id < 0 || id >= channels alloc) {
log("channel lookup: %d: bad id", id);

return;

LSM2015 11 / 126

+



Result of fixing the bug (asm)

cmpl $0x0,0x8 (%ebp) cmpl $0x0,0x8(%ebp)
js 16 js 16

mov 0x4,%eax mov 0x4,’%eax

cmp %eax,0x8(%ebp) cmp %eax,0x8(%ebp)
jle 30 i1 30

mov 0x8(%ebp) ,%eax mov 0x8(%ebp) ,heax
mov ‘%eax,0x4 (%esp) mov ‘%eax,0x4 (%esp)
movl $0x4c, (%esp) movl $0x4c, (%esp)

call 25 call 25 @
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Resulting difference in the binary

What's the difference between if (a > b)
and if (a >= Db) in x86 assembly?

assembly: JLE JL
opcode: 0x7E 0x7C
binary: 01111110 01111100

A single bit!

Other corresponding opcode pairs also differ by just a si
bit (JGE=0x7D, JG=0x7F)
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Result of fixing the bug (hex)

Vulnerable Fixed

55 89 eb 83 ec 55 89 eb5 83 ec
28 83 7d 08 00 28 83 7d 08 00
78 0a al 04 00 78 0a al 04 00
00 00 39 45 08 00 00 39 45 08
7e 1a 8b 45 08 7c 1a 8b 45 08
89 44 24 04 c7 89 44 24 04 c7
04 24 4c 00 00 04 24 4c 00 00
00 e8 fc ff ff 00 e8 fc ff ff
ff b8 00 00 00 ff b8 00 00 00
00 eb 35 00 eb 35

(O
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My first

@ https://blog.torproject.org/blog/deterministic-builds-part-one-

Tor

Deterministic Builds Part One: Cyberwar and
Global Compromise

View Edit

yberwar -and-global-compromise v

] (B Startpage

Add a New Blog Post
Manage Blog

Admin Comments
Manage Users
Add an Event
Manage Events
Manage Forums

Pos
builds

4 August 20th, 2013 by mikef

giian, lack of foresight

erry In cyberpeace, dangeroustoys, decentraization, deterministic
MationalInsecurity Agency, seaurty

Ive Spent the past few months developing a new build system for the 2.0 series of the Tor
Browser Bundle that produces what are called "deterministic builds” - packages which
are byte-for-byte identical no matter who actually builds them, of what hardware they use.  Search
This effort was extraordinarily involved, consuming all of my development time for over two

months (including several nights and weekends), babysitting builds and fixing differences :}
rose

and issues that aro:
Search |

When describing my recent efforts to others, by far the two most cammon questions Ive

heard are "Why did you do that?" and "How did you do that?". Ive decided to answer sach

question at length in a separate blog post. This blog post attempts to answer the first

question: "Why would anyone want a deterministic build process?”

The short answer is: to protect against targeted attacks. Current popular software
development practices simply cannot sunive targeted attacks of the scale and scope that o Tor @ FOSDEM, Brussels
we are seeing today. In fact, | believe wete just about to witness the first examples of (14 days on Feb 1)
large scale "watering hole” attacks. This would be malware that attacks the software o Tors Winter 2018
development and build processes themselves to distribute copies of itself to tens or even Developers Meating,
hundreds of millions of machines in a single, officially signed, instantaneous update Reykiarik, Iceland
Deterministic, distributed builds are perhaps the only way we can reliably prevent these (30 days on Feb 17)
of targeted attacks in the face of the endless stockpiling of weaponized exploits and A
Cyberweapons” * Roger @ Financial Crypto

Upcoming events

LSM2015 15 / 126



Not the first

Bitcoin's motivation:

@ Malicious modifications to binaries could result in
irrevocable unwanted transfers of bitcoins

@ Individual developers could be blamed for such
modifications

@ Users might not believe that a developer’'s machine

was hacked

@ Reproducible builds therefore protect developers
LSM2015 16 / 126



And nothing new, even

From: Martin Uecker <mueckerQgmx.de>
Cc: debian-devel@lists.debian.org

Date: Sun, 23 Sep 2007 23:32:59 +0200

I think it would be really cool if the Debian policy required
that packages could be rebuild bit-identical from source. At
the moment, it is impossible to independly verify the
integricity of binary packages.

https://lists.debian.org/debian-devel/2007/09/msg00746.html

@
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https://lists.debian.org/debian-devel/2007/09/msg00746.html

Why Debian?

@ Debian is the largest collection of free software
@ More than 21,000 source packages
@ “Our priorities are our users and free software”
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How?



How to achieve reproducibility?

@ Determine the build environment
@ Reproduce the build environment
@ Eliminate unneeded variations

@
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How to

Handle the build environment



Solution 1: rebuild the environment

@ Scripts will rebuild the environment from sources
@ URL and checksum of source tarballs are recorded
@ .. or go crazy and check-in everything in the VCS

Approach used by Coreboot, OpenWrt, Bazel
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http://www.coreboot.org/Development_Guidelines#Required_Toolchain
http://wiki.openwrt.org/about/toolchain
http://bazel.io/

Solution 1: rebuild the environment

Bonus: changes in the toolchain can be reviewed, merged,
bisected, etc. just like other changes in the code.

@
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Solution 2: system images and packages

@ Use a virtual machine or container
@ Base install of a common distribution
@ Follow-up installation script

Tools: Gitian (Bitcoin, Tor Browser), rbm (Tor Messenger)

@
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https://gitian.org/
http://rbm.boklm.eu/

Solution 2: system images and packages

Downsides: if you use packages, you need to stick to stable
distributions and hope no security fixes will affect the build.

Or you do mix it with solution 1.

@
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Solution 3: record and replay

In Debian, a new control file x.buildinfo will record:

@ Versions of build dependencies

.. and their dependencies

@ Checksum of the source package.
@ Checksums of the binary packages.

LSM2015
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Example .buildinfo

Format: 1.9
Build-Architecture: amd64
Source: txtorcon
Binary: python-txtorcon
Architecture: all
Version: 0.11.0-1
Build-Path: /usr/src/debian/txtorcon-0.11.0-1
Checksums-Sha256:
a26549d9..7b 125910 python-txtorcon_0.11.0-1_all.deb
28f6bcbe..69 2039 txtorcon_0.11.0-1.dsc
Build-Environment:
base-files (= 8),
base-passwd (= 3.5.37),
bash (= 4.3-11+b1),
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snapshot.debian.org

@ snapshot.debian.org archives every state of the
Debian archive.
@ 2015-05-25: 29 terabytes of data in 17 million files.

@
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srebuild

@ Thin wrapper around sbuild

@ Determines the base release

@ Installs packages listed in the *.buildinfo file
@ Starts the build

Status: proof-of-concept in #774415

@
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How to

Eliminate unneeded variations

@
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General approach

e Gitian (Bitcoin, Tor Browser):

Use a VM: same kernel, same user, same build path, ..
libfaketime

@ Debian:

Fix the tools
Fix the build systems
Work-arounds as last resort
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Investigating packages

o diff

@ OpenSUSE build-compare
@ debbindiff

@
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https://github.com/openSUSE/build-compare
https://packages.debian.org/sid/debbindiff

debbindiff

Examines differences in depth

Outputs HTML or plain text showing the differences
Recursively unpack archives

Seeks human readability:

uncompress PDF

disassemble binaries,

unpack Gettext files,

.. easy to extend to new file formats

Falls back to binary comparison

@
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Test

(and test again)
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Finding variations

@ Build the package
@ Rebuild the package
@ Compare the results

@
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reproducible.debian.net

Continuous test system driven by Jenkins

Bad ass hardware sponsored by ProfitBricks

Tests about 1300 source packages each day on average
Results are visible on a website

Recent additions: Coreboot and OpenWrt

@
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https://www.profitbricks.com/

Variations for Debian packages

The second build differs by:

@ time

@ timezone

o file ordering
@ process ordering

@ cores used for the build

@
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Variations for Debian packages

hostname, domainname

username, uid, gid

umask

language (LANG) and locale (LC_ALL)

kernel version (using 1inux64 --uname-2.6)
PATH

@
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Still the same for now

o date (but we cheat with timezone)
@ /proc/cpuinfo
@ rebuilds on different filesystems (currently tmpfs only)

Are we forgetting something?
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Findings



|dentified issues

@ Timestamps (recording current time)
o File order
@ (Pseudo-)randomness:

Temporary file paths
uuiD
Protection against complexity attacks
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|dentified issues (cont.)

e CPU and memory related:

Code optimizations for current CPU class
Recording of memory addresses

@ Build-path
@ Others, eg. locale settings

@
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|dentified issues (cont.)

Examples
Timestamps added by build systems



Timestamps in gzip headers

gzip-compressed-data, -was-
"FAQ", -last -modified: -Mon-May -
11-03:03:10 2015, ‘max-
compression, - from-Unix

gzip-compressed-data, -was-
"FAQ", -last -modified: -Mon-May -
11-03:04:26-2015, ‘max-
compression, - from-Unix

LSM2015
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Timestamps written by Maven
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Timestamps in generated Makefiles

#-Makefile-for-building: -example

#-Generated-by-gmake- (2.01a) - (Qt-4.8.7) -on:

-Wed-May-208-11:58:29- 2015

#:Project: - -example.pro

# Template: -app

#-Command: - fusr/1ib/x86_64-linux-gnu/qt4/
bin/gmake - -nocache - QMAKE_STRIP=: - PREFIX=/
usr--o-Makefile-example.pro

#-Makefile-for-building: -example
#-Generated-by-gmake- (2.01a) - (Qt-4.8.7) -on:
-Thu-May-21-14:00:38- 2015

#:Project: - -example.pro

#-Template: -app

#-Command: - fusr/1ib/x86_64-1inux-gnu/qt4/
bin/gmake - -nocache - QMAKE_STRIP=: - PREFIX=/
usr--o-Makefile-example.pro

### - Compiler, - tools-and-options

####4 - Compiler, - tools-and-options
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%

-*.qdbusxml2cpp - is- Copyright- (C) - 2015- The-Qt-
Company-Ltd.
Sk

-*-This-is-an-auto-generated-file.
-*.Do-not-edit!-All-changes-made-to-it -will-
be-lost.

Y

#ifndef - QUERYINTERFACE_H_1431526756
#define- QUERYINTERFACE H 1431526756

#include-<QtCore/QObject>
#include- <QtCore/QByteArray>
#include - <QtCore/QList>
#include- <QtCore/QMap>
#include- <QtCore/QString>
#include-<QtCore/QStringList>

Timestamps in header files

%

-*.qdbusxml2cpp - is- Copyright- (C) - 2015-The-Qt -
Company-Ltd.
Sk

-*.This-is-an-auto-generated- file.
-*.Do-not-edit!-All-changes-made-to-it-will-
be-lost.

xy

#ifndef - QUERYINTERFACE_H 1431526995
#define - QUERYINTERFACE H 1431526995

#include- <QtCore/QObject>
#include- <QtCore/QByteArray>
#include - <QtCore/QList>
#include- <QtCare/QMap>
#include- <QtCore/QString>
#include- <QtCore/QStringList>

LSM2015
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Timestamps written by PyQt4
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Timestamps written by Erlang compiler

26 6802 6400 0673 6f75 a.a.a.a& 120 6802 6400 0673 6f75 a.a.a.a
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Timestamps in PE binaries

Windows, UEFI, Mono..

5dfl 9154 0000 0000 PE..L...] 9efl 9154 0000 00O PE..L....

0fb 0000 0300 4085 . ......0. 552 0100 0300 4085 . ...... 5R
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Timestamps in ADA library information

‘a-strmap.ads- 20090408150019 9cb836fh a-strmap.ads- 20090409150019- 9ch836fh
-a-stmaco.ads 20090409150019 cef4434b ‘a-stnaco.ads~ 20090409150019 cef4434b
-a-strunb.ads- 20120426100351 - 3f91d4cS ‘a-strunb.ads- 20120426100351 - 3f91d4cS
‘a-tags.ads- 20111212115430° 6c0509d0 a-tags.ads 20111212115430 6c0509d0
-a-textio.ads» 20140129155348 386df5d4 a-textio.ads» 20140129155348 - 386d5d4
-a-unccon.ads- 20070408091342 f9ebsfos ‘a-unccon.ads. 20070406091342. f9ebsfos
‘cgi.ads» » 20020903204119 64420805 cgi.ads » 20020903204119 64420805
-cgi.adb» » 20150531150616° 77152350 cgi.adb» » 20150531150648 77152350
-interfac.ads 20140225151838 69adb1b9 ‘interfac.ads~ 20140225151838 69adb1b9
‘i-c.ads- » 20110801143639 5421118b ‘i-c.ads » 20110801143639- 5421118b
‘i-cstrin.ads- 20130104124955 341doddf ‘i-cstrin.ads- 20130104124955 341doddf
‘i-cstrea.ads 20130412125801 - 8128536b ‘i-cstrea.ads 20130412125801 - 8128536b
-system.ads~ 20150503150927 - 90249111 ‘system.ads~ 20150503190927 - 90249111
-s-atocou.ads- 201310101106730 cd7c94ca ‘s-atocou.ads- 20131010110730- cd7c94ca
‘s-atocou.adb- 20131010121735 62bad392 ‘s-atocou.adb- 20131010121735 62bad392
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Timestamps in

Gem: : Specification.new - do- |s]|
--s.name-=-"ruby-hmac"
--s.version-=-"0.4.0"

--s.required_rubygems_version-=-Gem::
Reguirement.new(">=-0") -if-s.
respond_to? - :required_rubygems_version=
--s.require_paths-=-["1ib"]
--s.authors-=-["Daiki-Ueno", - "Geoffrey-
Grosenbach"]

- -s.date-=-"2010-01-19"

--s.description-=-"This module-provides-
common - interface-to-HMAC- functionality. -

HMAC-is-a-kind-of -\ "Message-
Authentication- Code\"- (MAC) -algorithm-

whose - standard- is-documented- in-RFC2104.

11

Ruby gemspec files

Gem: :Specification.new-do- |s|
--s.name-=-"ruby-hmac"
--s.version-=-"0.4.0"

--s.required_rubygems_version-=-Gem::
Requirement.new(">=-0") -if-s.
respond_to? - :required_rubygems_version=
--s.require_paths-=-["1ib"]
--s.authors-=-["Daiki-Ueno", - "Geoffrey-
Grosenbach"]

- +5._date-=-"2010-01-20"
--s.description-=-"This -module-provides-
common - interface- to-HMAC- functionality. -
HMAC-1is-a-kind-of -\ "Message-
Authentication- Code\"- (MAC) -algorithm-
whose - standard- is-documented- in- RFC2104.

LSM2015
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Timestamps in PHP registry
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Timestamps by a template engine

## MODULE CONSTANTS
VFFSL=valueFronFrame0OrSearchList
VFSL=valueFromSearchlList
VFN=valueForName
currentTime=tine.time

__ CHEETAH_version__ ‘2.
_l]‘I-EE AH_versionTuple__
i)

__ CHEETAH genTime .= 1433127784.620258

_ CHEETAH genTimestamp_ -= 'Sun May-31 15:03:04-
2015"

_ CHEETAH src__ = ‘dsc.tmpl’

__ CHEETAH srcLastModified = 'Thu-Feb 24-18:40:15
2011

__CHEETAH docstring__ = 'Autogenerated by Cheetah:
The Python-Powered Template Engine’

(2,-4, 4, 'development’,

if __CHEETAH versionTuple__ < RequiredCheetahVersio
nTuple:
-+ raise AssertionError(

'This-template was compiled with Cheetah:
version'

' %s. Templates compiled before wersion %s-
must-be recompiled. '%(

__CHEETAH version__, RequiredCheetahVersio

## MODULE - CONSTANTS
VFFSL=valueFromFrameOrSearchlList
VFSL=valueFromSearchList

VFN=valueForName

currentTime=time. time

_ CHEETAH version_ -=-'2.4.4'
_?-EEFAH_vsrsmnTuple_‘:- (2, 4,4, 'development’,
0

_ CHEETAH_genTime -=-1433127814.134734

_ CHEETAH genTimestamp_ = ‘Mon-Jun |1-17:03:34.
2015"

_ CHEETAH src__ = 'dsc.tmpl’

_ CHEETAH srcLastModified_ -= 'Fri:Feb-25 20:40:15-
2011

__CHEETAH docstring - 'Autogenerated by Cheetah: -
The - Python-Powered Template Engine’

if __ CHEETAH_versionTuple_ < RequiredCheetahVersio
nTuple:
<+ raise AssertionError(

'This template was compiled with-Cheetah.
version'

‘%5, Templates compiled before version %s-
nust be recompiled.'%(

__CHEETAH version__, RequiredCheetahVersio

LSM2015
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Timestamps in Python version

-rwkr-xr-x-root/root- .o 0 2014-06-13-23:39:

04- . fusr#/lib/python2.7/dist-packages/
-rwxr-xr-x-root/root

0_20156507.egg-info/
-rw-r--r---root/root

0_20156567. eqg- info/PKG-INFO
-rw-r--r---root/root

0_20156507.egg-info/dependency_links.txt
-rw-r--r---root/root

0_20156507.egg-info/not-zip-safe
-rw-r--r---root/root

0_20156507.egg-info/top_level. txt
- rWXr-Xr-x-root/root-
04. . /usr/lib/python2.7/dist-packages/logbook/

-rw-r--r---root/root- - -.1701 2014-05-12-19:53:

0-2014-06-13-23:39:
04.. fusr/lib/python2.7/dist-packages/Logbook-0.7.

2107 2014-06-13-23:39:
04- . fusr/lib/python2.7/dist-packages/Logbook-0.7.

1.2014-06-13-23:39:
04 . fusr/lib/python2.7/dist-packages/Logbook-0.7.

1-2014-06-13-23:39:
04-. fusr#lib/python2.7/dist-packages/Logbook-0.7.

B8:2014-06-13-23:39:
04 . fusr/lib/python2.7/dist-packages/Logbook-0.7.

-8 2014-06-13 23:39:

-rwxr-xr-x-root/root. ... 0-2014-06-13 23:39:

04 . fusr/lib/python2.7/dist-packages/
-rwxr-xr-x-root/root

0_20150568.egg-info/
-rw-r--r-- root/root

0_20150568. egg- info/PKG- INFO
-rw-r--r-- root/root

0_20150508. egg-info/dependency_links. txt
-rw-r--r--root/root

0_20150508.egg-info/not-zip-safe
-rw-r--r-- root/root

0_20150508. egg-info/top_level. txt
-rwXr-xr-x root/root:
04 . fusr/1ib/python2.7/dist-packages/logbook/

-M-Ir--r---root/roct---- .- 1701 -2014-05-12-19:53:

LSM2015

0-2014-06-13-23:39:
04, fusr/1ib/python2.7/dist-packages/Logbook-0.7.

2107-2014-06-13-23:39:
04 . fusr/lib/python2.7/dist-packages/Logbook-0.7.

1-2014-06-13:23:39:
@4 . /usr/lib/python2.7/dist-packages/Logbook-0.7.

1-2014-06-13-23:39:
04 . /usr/lib/python2.7/dist-packages/Logbook-0.7.

8:2014-06-13:23:39:
04 . fusr/1ib/python2.7/dist-packages/Logbook-0.7.

0 2014-06-13-23:39:
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|dentified issues (cont.)

Examples

Archives



Timestamps in static libraries
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Timestamps in static libraries (cont.)

) 2020 3020 2020 2020 06 ) 2020 3020 2020 2020 51

} 2020 3132 3334 2020 05 | 2020 3132 3334 2020 50
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Timestamps in ZIP archives
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Timestamps in Java jar

They are actually ZIP archiv?.
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Timestamps in tarballs




Users and groups in tarballs

1/pbuilderl
1/pbuilderl
1/pbuilderl
1/pbuilderl
1/pbuilderl
1/pbuilderl
1/pbuilderl
1/pbuilderl
1/pbuilderl
1/pbuilderl
1/pbuilderl
1/pbuilderl

2/pbuilder2
2/pbuilder2
2/pbuilder2
2/pbuilder2
2/pbuilder2
2/pbuilder2
2/pbuilder2
2/pbuilder2
2/pbuilder2
2/pbuilder2
2/pbuilder2
2/pbuilder2




-rMWXr-xr-x-root/src----------
12-28-01:39:03-kfreebsd-source-10.1/
~PWXTEXT-XFOOt/Srereeeees 0-2014-
12-28-01:39: 03 kfreebsd-source-10.1/
sys/

-rWXr-xr-x-root/src---------- Q- 2015-
05-18-10:57:01 -kfreebsd-source-10.1/
sys/conf/

-rw-r--r---root/src----- 106378 2014-

08-30-16:55:19 - kfreebsd-source-10.1/
sys/conf/NOTES
-rW-r=-r---root/src------- 1041-2013-
05-21-03:05:49 kfreebsd-source-10.1/
sys/conf/Makefile.1388
-rw-r--r---root/src------ 10198 2014-
08-23-07:50: 04 kfreebsd-source-10.1/
sys/conf/files.pc98
-MW-F=-r---root/src------ - 511-2013-
09-17-17:37:04 -kfreebsd-source-10.1/
sys/conf/options. powerpc
~rW-r--r-=-root/srcec e 6849 2011-
02-18-20:54:12 - kfreebsd-source-10.1/
sys/conf/ldscript.sparcg4

Random order in tarballs

-rWXTWxr-x-root/src----------
12-28-01:39:03-kfreebsd-source-10.1/
~PWXTWXT-XFO0t/SrCreeeves 0-2014-
12-28-01:39: 03 kfreebsd-source-10.1/
sys/

-rWXTWxr-%-root/src---------- 0-2014-
12-28-01:37:48 - kfreebsd-source-10.1/
sys/geom/

-rw-rw-r---root/src---- - 19301 2012-

01-28-14:00: 21 kfreebsd-source-10.1/
sys/geom/geom_bsd.c
-rw-rw-r---root/src------ 20553-2014-
10-28-14:01:58 kfreebsd-source-10.1/
sys/geom/geom _disk.c
-rw-rw-r---root/src------ 16426 2014-
01-07-01:32:23-kfreebsd-source-10.1/
sys/geom/geom_dev.c
-MW-TW-r---root/src------- 9446- 2010-
02-03-01:12:19-kfreebsd-source-10.1/
sys/geom/geom_redboot.c

-rWXrWXr-X- root/src: -« fes 0-2014-
12-28-01:37: 47 -kfreebsd-source-10.1/
sys/geom/journal/
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|dentified issues (cont.)

Examples

Timestamps in documentation

@
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Timestamps written by Doxygen
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Timestamps written by docbook-to-man

10 23
O —— D) | D]
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Timestamps written

by Groovydoc

< | - - ekcokkokok Rk kKR ok
stttk ko kKR

AcpoRofoRoRok ol oKOKKOlORKOoRoRoROKOK . _ _ s,
<!---*.-PLEASE-KEEP- COMPLICATED-
EXPRESSIONS - OUT - OF - THESE TEMPLATES, - *- - -
>

<l---*.-i.e, -only-iterate-& print-data-
where-possible. Thanks, -Jez. *--->
e

R A R RO R R R

AR AR R AR R R R

<html>

<head>
<!---Generated-by-groovydoc- (1.8.6) -on-
Fri-May-08-23:22:43-GMT-12:00-2015--->
<title=AnalysisContext- (Groovy-
Documentation)</title>
<meta-name="date"-content="2015-05-08">
<link-href="../../../groovy.ico"-
type="1image/x-icon"-rel="shortcut-icon">

wu

0 o~ o

< |- dekokoloRolololoRolololoololololofololok.

B e S b s s s e e =
AojololololofoloRoKOKlOoRoRolololoRoROKKoK . _ s

<!---*. . PLEASE-KEEP- COMPLICATED:
EXPRESSIONS - DUT - OF - THESE- TEMPLATES, - *- -—
>

<l * e.-only-iterate & print-data-
where-possible. -Thanks, -Jez. -* -->

< |- AR R R R ok

R R S R R R R
AR RO R L

<html>

<head>
<!---Generated-by-groovydoc- (1.8.6) -on-
Sun-May-10-01:25:26-GMT+14:00- 2015 - ->
<title>AnalysisContext- (Groovy-
Documentation)</title>
<meta-name="date"-content="2015-05-1@">
<link-href="../../../groovy.ico"-
type="image/x-icon"-rel="shortcut-icon">
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</tr></table></th>

</table>

<table-border="0"-cellpadding="0""

cellspacing="0" width="100%%">

ce<tre

----<td-align="1left" class="footer">
- -Generated-by-Epydoc-3.0.1

--on-Mon-Jun--1-04:01:24- 2015
se<ftd>
- -<td-align="right"-class="footer">
<a-target="mainFrame"-href="http:/
/epydoc.sourceforge.net"
=http://epydoc.sourceforge.net</

Soeegftd>
segftr>
</table>

Timestamps written by Epydoc

</tr></table></th>

</table>
<table-border="0" cellpadding="0""
cellspacing="0" width="100%%">
ce<tre
----<td-align="left"-class="footer">
--Generated-by-Epydoc-3.0.1
--on-Tue-Jun- -2-06:03:49- 2015
c-/td>
--<td-align="right"-class="footer">
<a-target="mainFrame"-href="http:/
/epydoc.sourceforge.net”
>http://epydoc.sourceforge.net</

- eftd>

cegftr>
</table>
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Timestamps written by Sphinx

.\"-Man-page-generated-from-
reStructuredText.

.\"-Man-page-generated- from-
reStructuredText.

.TH-"BOTTLE"-"1"- "May- 14, - 2015"-"0.12"-
"Bottle"

.SH-NAME
bottle-\--command-1ine-interface

.TH- "BOTTLE"-"1"- "May-12, - 2015"- "0.12" -
"Bottle"

.SH-NAME
bottle-\--command-1line-interface

.nr-rst2man-indent-level-0 .nr-rst2man-indent-level -0

WO~ W N

.del-rstReportMargin
\W$1-\\nlan-margin]

.del-rstReportMargin
\\$1-\\n[an-margin]

=
[<]
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Timestamps written by Ghostscript

Date>2015-01-14T20:23:14

DocumentID="'uuid: b743c33d-d447

2b7e66bf -d448

2b7e66bf-d448-11ef-0000- a06d27758a43"

129

2b7e66hf-d448-11ef-0000-a06d27758a43"
2b7e66bf-d448
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Timestamps written by LaTeX

16999endob ]

170001464 0-obj

17001 <<

17002 /ModDate- (D: 20150603063443-12'00" )

17083/Subject: ()
PTEX.Fullbanner (This is pdfTeX, Version 3.

1700414159265-2.6-1.40.15 \(TeX Live 2015/dev/Debian\)
kpathsea version 6.2.1dev)

170085/CreationDate - (D:20150603063443-12"'00" )

17006/Author ()

17007 /Title- ()

17008/Keywords - ()

17009/Creator- (LaTeX with hyperref package)

17010/Trapped- /False

17011 /Producer- (pdfTeX-1.48.15)

17012

offset 18417, 14 lines modified

184170000814153 00000 n

184180000814195 0000Q n

184190000814399 0000A n

18420trailer

18421

18422<<

18423/Info 1404 0 R

15424/ID [<0cbe44d40f979041b25e07fe3e515batf=>
<Ocbed4d40f979041b25e07fe3e515b0F>]

18425/Root 1403 0 R

18426/S1ze - 1405

18427>>

16999endob j

170001404 0-obj

17001 <<

17002/ModDate  (D:20150604084024+14' 00" )

17003/Subject ()
PTEX.Fullbanner (This is pdfTeX, version: 3.

1700414159265-2.6-1.48.15 \(TeX Live 2015/dev/Debiany)
kpathsea version-6.2.1dev)

17005/CreationDate (D:20150604084024+14 00" )

17006 /Author- ()

17067,/Title- ()

17008 /Keywords - ()

17009/Creator (LaTeX with hyperref package)

1701@/Trapped /False

17011 /Producer- (pdfTeX-1.40.15)

17012>=

offset 18417, 14 lines modified

184170000814153- 00000 n

184180000814195- 00000 n

184190000814399- 00000 n

18420trailer

18421

18422<<

18423/Info 1404 0-R

18424/ID [<fd91169f124fbfe85092d8das82c471a=
<fd91169f124fbfe85092d8dasS82c471ax]

18425/Root 1483 0-R

18426 /S1ze 1405

18427>>
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Timestamps written by texi2html

<!DOCTYPE- html - PUBLIC- "~/ /W3C/ /DTD- HTML - <!DOCTYPE- html - PUBLIC- " //W3C/ /DTD- HTML -

4.01-Transitional//EN" - "hitp://www.w3. 4.01-Transitional//EN"- "http://www.w3.
org/TR/html401/loose.dtd"> org/TR/html401/loose.dtd">

2 <html> 2 <html>

3 <!---Created-on-May-21, - 2015-by- 3 <!---Created-on-May-22, - 2015-by-
texizhtml-1.82 texizhtml-1.82

4 texizhtml was-written-by:- 4 texizZhtml-was-written-by: -

5 L Lionel-Cons-<Lionel. 5 L Lionel-Cons-<Lionel.
Cons@cern.ch=>- (original-author) Cons@cern.ch=- (original -author)

6 ............ Karl.Berry. . 6 ............ Karl.Ber-ry. .
<karl@freefriends.org> <karl@freefriends.org>

5 s Olaf-Bachmann- 7 it Olaf-Bachmann-
<obachman@mathematik.uni-k1l.de> <obachman@mathematik.uni-kl.de>

5] cessosososso and-many-others. B ossossosioss and-many - others.

g Maintained-by:-Many-creative-people. ] Maintained-by: -Many-creative-people.

10 Send-bugs-and- suggestions- to-<texizhtml- 10 Send-bugs-and-suggestions- to-<texizhtml-

bug@nongnu.org= bug@nongnu.org>
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Timestamps written by texi2html (cont.)

3141

3142

3143

3144

<tre<td></td><td-valign="top"><a
href="#index-Common-Lisp-HyperSpec-
1">Common-Lisp-HyperSpec</a></td><td
valign="top"=><a href="#Documentation-
functions">5.2-Documentation: functions</
a»</td></tr>
<tre<td></td><td-valign="top"=<a
href="#index-Common-Lisp-Manual">Common
Lisp-Manual</a»</td><td-valign="top"><a
href="#Configuration-and-compilation"=1.
1-Configuration-and-compilation</a></
tds</tr>

<tr=<td=</td=<td valign="top"=><a
href="#index-Common-Lisp-manual">Common
Lisp-manual</a></td><td-valign="top"><a
href="#Documentation-functions">5.2
Documentation- functions</a></td></tr>

3141

3142

3143

<tre<td></td><td-valign="top"=<a
href="#index-Common-Lisp-Manual-
1">Common-Lisp-Manual</a></td><td
valign="top"=><a-href="#Configuration-
and-compilation"=1.1-Configuration-and
compilation</a></td></tr>

3144

<tre<td=</td><td-valign="top"=<a
href="#index-Common-Lisp-Hyperspec-
1">Common-Lisp-HyperSpec</a></td><td
valign="top"><a href="#Documentation-
functions"=5.2 Documentation-functions</
a»</td></tr>

<tr><td=</td=<td-valign="top"=<a
href="#index-Common-Lisp-manual ">Common
Lisp-manual</a»</td><td-valign="top"><a
href="#Documentation-functions">5.2
Documentation- functions</a></td></tr>
<trs<td=</td><td-valign="top"=<a
href="#index-Common-Lisp-Manual ">Common
Lisp-Manual</a></td><td-valign="top"><a
href="#Configuration-and-compilation"=>1
1-Configuration-and-compilation</a=</
td=</tr>
<tre<td=</td><td-valign="top"=<a
href="#index-Common-Lisp-Manual-
1">Common- Lisp-Manual</a></td><td
valign="top"=><a href="#Configuration-
and-compilation"=1.1 Configuration-and
compilation</a»</td=</tr>
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.\ "-DO-NOT-MODIFY- THIS-FILE!- - It-was-
generated-by-help2man-1.46.6.
.TH-CODESPELL-"1"- "May - 2015" -
*codespell-1.7" - "User - Commands"
.SH-NAME

codespell-\ - detect-spelling-mistakes-
in-source-code

. SH- SYNOPSIS

\fBcodespell\fR- [OPTIONS] - [filel-file2:

... fileN]

.SH-DESCRIPTION

PE

codespell- is-designed-to-find-and-fix-
common -misspellings-in-text-files.

Timestamps written

-

W O~ O R W N

by help2man

A\ "-DO-NOT-MODIFY-THIS-FILE! - - It-was-
generated-by-help2man-1.46.6.
.TH-CODESPELL-"1"- "June-2015" -
"codespell-1.7"- "User - Commands"
.SH-NAME
codespell-\--detect -spelling -mistakes:
in-source-code

.SH- SYNOPSIS

\fBcodespell\fR: [OPTIONS] - [filel-file2:
... fileN]

.SH-DESCRIPTION

-PP
codespell-is-designed-to-find-and-fix-
common - misspellings-in-text -files.
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<!---Creator
===
<!---CreationDate: -Wed-May-27-04:13:02-
2015 -->

<!DOCTYPE- html - PUBLIC- "~/ /W3C//DTD HTML -
4.01-Transitional//EN"

:-groff-version-1.22.3-

"http: //wwe.w3.0rg/TR/html4/loose. dtd">
<html>
<head>

<meta-name="generator" - content="groff -
Thtml, -see-www.gnu.org">
<meta-http-equiv="Content-Type" -
content="text/html; - charset=US-ASCII">
<meta-name="Content-Style"-
content="text/css">

Timestamps written by GNU groff

<!---Creator
-->
<!---CreationDate: -Thu-May-28-06:15:35"
2015 -->

<!DOCTYPE- html - PUBLIC: " -//W3C//DTD HTML -
4.01-Transitional/ /EN"
"http://www.w3.0rg/TR/html4/loose.dtd">
<html>

<head>
<meta-name="generator"-content="groff--
Thtml, - see-www.gnu.org">
<meta-http-equiv="Content-Type"-
content="text/html; - charset=UsS-ASCII">
<meta-name="Content-Style"-
content="text/css">

:-groff-version-1.22.3:
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Timestamps written

<!DOCTYPE-HTML - PUBLIC- *-//W3C//DTD- HTML -
4.01-Transitional//EN"- "http://www.w3.
org/TR/html4/loose.dtd">

<! - -NewPage:-->

<html-lang="en">

<head>

<!---Generated-by-javadoc- (version-1.7.
0_79) -on-Sat-May-23-22:30:08- GMT-12: 00"
2015---=

<title=All Classes- (bytecode-API)</

title>
<meta-name="date"-content="2015-05-23">
<link-rel="stylesheet" type="text/css"-
href="stylesheet.css" - title="Style">
</head>

<body>

<hl-class="bar">Al1-Classes</hl>
<div-class="indexContainer">

<ul=>
<li=<a-href="org/biojava/utils/bytecode/
ByteCode.html"-title="class-in-org.
biojava.utils.bytecode"-
target="classFrame">ByteCode</a></1i>

by Javadoc

<!DOCTYPE- HTML - PUBLIC- * -/ /W3C/ /DTD- HTML -
4.01-Transitional//EN"- "http://www.w3.
org/TR/html4/loose.dtd">
<!---NewPage--->

<html-lang="en">

<head>

<!---Generated-by-javadoc- (version-1.7.
0_79) -on-Mon-May-25-00:31:17 GMT+14:00-
2015---=

<title>All-Classes- (bytecode API)</
title>
<meta-name="date"-content="2015-05-25">
<link-rel="stylesheet" type="text/css"-
href="stylesheet.css" title="Style">
</head>

<body>

<h1l-class="bar">Al1l-Classes</hl>
<div-class="indexContainer">

<ul=>
<li=<a-href="org/biojava/utils/bytecode/
ByteCode.html"-title="class-in-org.
biojava.utils.bytecode"-
target="classFrame">ByteCode</a></1i>
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Timestamps written by man2htm|

301
302
303
304
305
306
307
308
309
310

<DT><A-HREF="#1bA0D">LICENSE=</A><DD>
</DL>

</DL>

<HR>

This-document-was-created-by
manzhtml,

using-the-manual -pages.<BR>

Time: 01:02:07 GMT, - June- 02, - 2015
</BODY=>

</HTML>

301
302
303
304
305
306
307
308
309
310

<DT><A-HREF="#1bA0">LICENSE=</A><DD=>
</DL>

</DL>

<HR>

This-document-was-created-by
manzhtml,
using-the-manual-pages.<BR>
Time:-01:03:16- GMT, - June- 02, - 2015
</BODY=>

</HTML>
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Timestamps in TeX output (.dvi)

0 8b00 0000 0100 12.11:0640 1 8b00 0000 0100 12.11:0641
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|dentified issues (cont.)

Examples

“Compiled at/on/by"



Build time via C preprocessor macros

80
81
82
83
84
85
86
87
88
89
90

{"to",1,NULL, "t '},
{0,0,0,0}
b

#define MSGSIZE 512
#define INPUT_TEXT_SIZE_INIT 32

char *pgname ="numconv";
char compdate[]="Compiled " _ DATE__

vold ShowNumberSystems(int which) {

_TIME_ ;

package info (click to toggle)
libuninum 2.7-1.1
e links: PTS
* area: main
* in suites: jessie, sid, wheezy
e size: 1,972 kB
e SLOC: ansic: 9,968; sh:
8,715; tcl: 553; makefile: 78
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Build time via C preprocessor macros

190
191
192
193
194
185
196
197
198
199
200
201
202
203
204
205
206
207

z_version(void)

{
printf("Zorp %s (%s)\n"
"Revision: %s\n"
%S

2o

sshn'

"Compile-Date: %s\n"
"Config-Date:
"Trace: %s\n"
"Debug: %sin"
"IPOptions: %s\n'

"%shn”

,

BROCHURE_VERSION, VERSION,
ZORP_SOURCE_REVISION,

_ DATE_ , _TIME ,
ZORP_CONFIG_DATE,
ON_OFF_STR(ENABLE_TRACE),
ON_OFF_STR(ENABLE_DEBUG) ,

ON_OFF_STR(ENABLE_IPOPTIONS),

package info (click to toggle)
zorp 3.9.5-4
¢ links: PTS
* area: main
¢ in suites: jessie, sid, wheezy
® size: 5,412 kB
* ctags: 5,387
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Build time recorded via Makefile

149
150
151
152
153
154
155
156
157
158
159
160
161
162

genversion. $(0BJEXT) : $(genversion_SOURCES) genversion.h

genversion.h: $(top_builddir)/config.status
-rm -f $@ $@.new
echo '#define CC "$(CC)"' > $@.new

echo '#define BUILT DATE "'“date™ '"' >> $@.new
echo '#define BUILT MACH "$(target)"' >> $@.new package info (dlick to toggle)
mv $@.new $@ amanda 1:3.3.6-4
e links: PTS, VCS
version.c: genversion$(EXEEXT) * area: main

in suites: jessie, sid

size: 25,248 kB

ctags: 28,823

SLOC: ansic: 225,464; perl:

-rm - version.c
./genversion$ (EXEEXT) > version.c

BUILT_SOURCES += genversion.h version.c
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Hostname recorded via ./configure

364
365
366
367
368
369
370
371
372
373
374
375
376
377
378
379
380
381
382
383

VERSION="4$VERSION (svn$SVN_REV)"
fi
fi
HOSTNAME="hostname"
DATE="date +"%d.%m.%Y %H:%M:%S %7"°
cat > version.h <<EOF
/¥
* anytun version info
*
* this file was created automatically
* do not edit this file directly
* use ./configure instead
¥/

#ifndef ANYTUN_version_h_INCLUDED
#define ANYTUN_ version_h_INCLUDED

#define VERSION_STRING O " version $VERSION"
#define VERSION STRING 1 "built on $HOSTNAME, ¢$DATE"

package info (click to toggle)
anytun 0.3.5-1

links: PTS, VCS

area: main

in suites: jessie, sid

size: 1,424 kB

ctags: 1,339

SLOC: cpp: 9,126; sh: 618;
makefile: 367
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Build time recorded via ./configure

364
365
366
367
368
369
370
371
372
373
374
375
376
377
378
379
380
381
382
383

VERSION="$VERSION (svn$SVN_REV)"

fi
fi

HOSTNAME="hostname"
DATE="date +"%d.%m.%Y %H:%M:%S %Z2""

cat > version.h <<EOF

/¥

* anytun version info

*

* this

file was created automatically

* do not edit this file directly

* use .

*/

#1fndef
#define

#define
#define

/configure instead

ANYTUN_version h INCLUDED

ANYTUN_version h INCLUDED

VERSION_STRING_@ " version $VERSION"
VERSION STRING 1 "built on $HOSTMNAME, $DATE"

package info (click to toggle)
anytun 0.3.5-1

links: PTS, VCS

area: main

in suites: jessie, sid

size: 1,424 kB

ctags: 1,339

SLOC: cpp: 9,126; sh: 618;
makefile: 367
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m4 macros for autoconf (build time)

75 AC_FLDIGI_SH_DQ([echo $ac_configure_args])

76 AC_DEFINE_UNQUOTED( [BUILD_CONFIGURE_ARGS], [$ac_sh_dq], [Configure arguments])
77
78 AC_FLDIGI_SH_DQ( [date])

79 AC_DEFINE_UNQUOTED([BUILD_DATE], [$ac_sh_dq], [Build date])
80
81 AC_FLDIGI_SH_DQ( [whoami])

82 AC_DEFINE_UNQUOTED([BUILD USER], [$ac_sh dgl, [Build userl])
83
84 AC_FLDIGI_SH_DQ( [hostname])

85 AC_DEFINE_UNQUOTED( [BUILD_HOST], [$ac_sh_dg], [Build host])
86
87 AC_FLDIGI_SH_DQ([4CXX -v 2>&1 | tail -1])

88 AC_DEFINE_UNQUOTED( [BUILD COMPILER], [$ac_sh_dqgl, [Compiler])

LSM2015 85 / 126



m4 macros for autoconf (username)

75 AC_FLDIGI_SH_DQ([echo $ac_configure_args])

76 AC_DEFINE_UNQUOTED( [BUILD_CONFIGURE_ARGS], [$ac_sh_dq], [Configure arguments])
77
78 AC_FLDIGI_SH_DQ( [date])

79 AC_DEFINE_UNQUOTED([BUILD_DATE], [$ac_sh_dq], [Build date])
80
81 AC_FLDIGI_SH_DQ( [whoami])

82 AC_DEFINE_UNQUOTED([BUILD USER], [$ac_sh dgl, [Build userl])
83
84 AC_FLDIGI_SH_DQ( [hostname])

85 AC_DEFINE_UNQUOTED( [BUILD_HOST], [$ac_sh_dg], [Build host])
86
87 AC_FLDIGI_SH_DQ([4CXX -v 2>&1 | tail -1])

88 AC_DEFINE_UNQUOTED( [BUILD COMPILER], [$ac_sh_dqgl, [Compiler])
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m4 macros for autoconf (hostname)

75 AC_FLDIGI_SH_DQ([echo $ac_configure_args])

76 AC_DEFINE_UNQUOTED( [BUILD_CONFIGURE_ARGS], [$ac_sh_dq], [Configure arguments])
77
78 AC_FLDIGI_SH_DQ( [date])

79 AC_DEFINE_UNQUOTED([BUILD_DATE], [$ac_sh_dq], [Build date])
80
81 AC_FLDIGI_SH_DQ( [whoami])

82 AC_DEFINE_UNQUOTED([BUILD USER], [$ac_sh dgl, [Build userl])
83
84 AC_FLDIGI_SH_DQ( [hostname])

85 AC_DEFINE_UNQUOTED( [BUILD_HOST], [$ac_sh_dg], [Build host])
86
87 AC_FLDIGI_SH_DQ([4CXX -v 2>&1 | tail -1])

88 AC_DEFINE_UNQUOTED( [BUILD COMPILER], [$ac_sh_dqgl, [Compiler])
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Recorded kernel version

14520
14521
14522
14523
14524
14525
14526
14527
14528
14529
14530
14531

14533
14534
14535
14536
14537
14538

Offset 14520, 19 lines modified

438c20° 20626520 70617369 74697665
438c30° 6c6¢7920 446f6f72 20706773
438c40- 68202225 73220200 62616420
43850 20646573 74696261 - 7469668
43860 22040073 696¢6c79- 20446F6F
438c70- 7374696e 61746967 66202225
438c80- 25227300 00000000 506c6174
438c90- 3a20204c - 696e7578  20332e31
438ca0 3026270 6f2e342d 616d6436
438ch0- 4275696¢ 64322020 46726920
438cc0- 31352031 - 33333238 33353120
438cd0- 31322032 30313500

14532Contents of section .eh_frame_hdr:

438cd8- 011b033b - 440b0000 - 67010000
438ce8 900b0000 58befcff 402c0000
438cf8- do1a0000- 96dofcff 600b00RE
438d08- bBobo00 S8d2fc T feobooe
438d18-100c0000 f8d2fcff 380c0000
438d28 6000000 e8d3fcff 800c0000

0a0e7369
69746961
445f6f72
20222573
72206465
73220300
666T726d
362e302d
34000000
4d617920
474d542b

4gacfcff
debgfcff
ged1fcff
78d2fcff
aBd3fcff
eBfefcff

be-positive. si
1ly Door positio
n "%s"..bad Door
destination "%s
.silly- Door-de
stination- "%s"
%*s. Platfarn
Linux 3.16.8-
0.bpo.4-and6d. .,
Build: Fri May

15-13:28:51 GMT+
12-2015.

Offset 14520, 19 lines modified

14520
14521
14522
14523
14524
14525
14526
14527
14528
14529
14530
14531

43820 20626520 70617369 74697665
438¢30° 606¢7920 446f6T72 20706773
438c40- 62202225 73220a00 62616420
43850 20646573 74696261 - 74696F 68
43860 22640073 696c6c79- 20446 6F
43870 7374696e 61746967 66202225
438cB80- 25227300 00000000 506c6174
438c90- 3a20204c  696e7578 2032236
438ca0 3026270 6f2e342d 616d6436
438cb0- 4275696¢ 64322020 53617420
438cc0- 31362031 - 35323239 33323820
438cd0- 31342032 30313500

14532Contents of section-.eh_frame_hdr:

14533
14534
14535
14536
14537
14538

438cd8- 011b033b 44000000 67010000
438ce8 906b000C . 58b9fc T 40200000
438cf8- do1a0000- 96d0fcff 600bODED
438do8- baeboo0o - 58d2fc T fobooea
438d18-100c0000 f8d2feff 380c0000
438d28- 6000000 e8d3fcff 8000000

0al07369
69746967
446f6f72
20222573
72206465
73220300
666T726d
2e35362d
34000000
4d617920
474d542d

4gacfcff
debofcff
ged1fcff
78d2fcff
aBd3fcff
esféfcff

be positive..si
1ly Door-positio
n-"%s"..bad Door
destination "ss
».silly-Door- de
stination- "%s"..
%ts Platform
Linux-2.6.56-
0.bpo.4-and64. ..
Build: - Sat May
16-15:29:28 GMT-
14-2015.
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Bonus points for programmers

int they_used_the_source()

{
‘/*
* A little joke for the programmers. If *you* built it
* from source less than 1 hour ago you get....
*
* a million bonus points.
*
* (Hey, the _very first_ thing the game tells you is
* "Uuuuse the Socooource!!!!"™ It's not kidding. :-)
*
*/
struct timeval now;
int uid:
gettimeofday (&now, NULL);
uid = getuid();
return (uid == builder &&
now.tv_sec - builtat > 0 &&
now.tv_sec - builtat = 60%60):
1

package info (click to toggle)
wordwarvi 1.00+dfsgl-3

links: PTS

area: main

in suites: jessie, sid, stretch
size: 5,600 kB

SLOC: ansic: 12,754;
makefile: 105
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|dentified issues (cont.)

Examples

File ordering



File ordering in python-support files

LSM2015 91 / 126



|dentified issues (cont.)

Examples

Randomness



Random Perl hash order
See Algorithmic complexity attacks in perlsec(1).

data.tar.xz
165 _ DATA__ 165 _ DATA__
166 do{-my §x = [ 166 do{ my $x = [
167 - : ey coococo {
168 ‘conf' =>'/etc/gbrowse',
169 - 'databases’ =>'/var/lib/gbrowse/
datahasss
170 <o+ 'installetc' == 'y"', 168 ccviviee ‘installetc' == 'y',
171 regutratlln_dnne‘ =1,
172 -‘cunflg_duns":wl. 169 oo 'cunfig_dnns =1,
7@ ... -‘conf'o=> /etc/gbruuse
17 -- -'registration_done' 1
172 *OpenIDConsumerSecret’ -
5547319857815?5
173 ‘htdocs' == '/usr/share/gbrowse/htdocs’,
174 'tmp -=='/var/cache/gbrowse',
173 - 'cgibin’ => ' /usr/lib/cgi-bin/gbrowse’, 175 ‘cgibin’ => '/usr/lib/cgi-bin/gbrowse’,
174 persistent' =>- luar."hhlgbru“s'. 176 ‘persistent - ' fvar/lib/gbrowse’,
175 'OpenIDConsumerSecret’ 177 - 'databases’ ' fvar/lib/gbrowse/
‘ 261656527966744 datahases
176 "tmp* =>'/var/cache/gbrowse’, 178
177 - 'htdoes' => ' fusr/share/gbrowse /htdocs’ 179
178 -X. 180
179 05 181
180 {} 182
181 ==-1z 183
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serial

anaom

00000000 6753
+0000-
17300
0000
+0000-
-1810
6f72
6720
3134
72c3
‘7262
225
a71d

0002
0000
0000
0000
0000
0b3f
6269
669
3031
a46a
6973
1853
63d4

0000
0326
0001
0000- 9901
0000 eb6f -
fff fFFF.
732f 0000
6256 6f72
3232 2028
6969 6629
1242 4356
4363 0895
3946 2164

0000
og7e
112

0000
olle:
0000
af67
8h2e
fFff.
0058
6269
5475
0000
0160
5252
1053

0000

0176
0000
6753

0160
fFff.
6970
7320
7270
0000

0061
2005

00000040:
00000050:
00000060
00000070
06000080

-af72.
13230
c3a4

4920 ‘Org libVorbis I- 8
616b 20140122 (Turpak 9
0105 ..r..jiin)...... 10
000c vorbis.BCV...... 11
1d63 R. !%.5)c..RR). .c 12
P[G.c.9F!d.S.I..

00000090:

000000c0:

000009e0: -
0000090
00000300:

‘5243
4a29
2308

0925
2594
24a3

9452
5243
ca22

4329
29a5
6c34

2594
0000
elc2

00000a10: 0002 0002 4c00 8101 8282 51080284 1108 162
00000a20: - 0B00- 0000 0B08 - 0GF8: 0000 4802 BOSS- 8868 h 163
00000a30: e60c 0el0 1214 1618 lalc 1e20 2224 0000 $.. 164

: 0000 GO0 0000 GO0 0O00: 044f 6767 5300 0ggs. 165

:-04af 1200 0000 GO0 00eb - 6F8h - 2602 0000 L....0..... 166
00000a60: - 00lc elae bal4 Se40. 3b47 4c37 3a49-3f42. . @i GL7:17B 167
00000a70: 4046 3c36 4bda 494b 5059 abeb c648 8583 @F<OKIIKIY...H.. 168
00000a80: 40642003 ¢3f1 2b47 af3d el2b ..@d....+G.=|..+ 169
00000390 ased 4976 9229 eSeS- 15e7 eodf G/..Iv.).. .. 170
00000230: - 202 c7eb f9eb 3b2a 2300 -70db . Lotxp. 171
00000ab0 1588 bce8 8bbc 983c - Badf eSaa <.0.... 172

00000acO
00000ad0: -

aaaa
‘laBe

aaaa
888

0913
d600-

264c
9262

9830
e

dsla
fd62 c108-

. 173
b.. 174

numbers in Ogg streams

00000000:
00000010

6753
0000

0002
0000

0000
-bfd7:

0000
2fe7:

0000
olle:

0000
0176

00000020: +7300 0000 0001+ 112b 000 0600

00000030 0000 0000 0B00 9901 - 4767 6753

00000040 +0000- 0000+ 0000 dfh 6223 0100 c a

08066050: -bacl ob3f ffff ffff ffif ffff. XL ? B B
00000060 672 6269 732f 0000 0058 6370 vorbis/...Xiph.
00000070 16720 669 6256 6772 6269 7320 --org libvorbis I-
0000080: +3134 3031 3232 2028 5475 7270 + 20140122 (Turpak
00000030 72c3 ad6a 6969 6229 0000 0000 r..jiin).
00000030 - 1726216973 1242 4356 0100 0001 - - -verbis.BCV. .
000000bO: 121251953 4263 0895 5252 +“R.1%.SJc. .RR)

000000cO 471d 63d4 3946 2164 1653 P[G.c.9F!d.S.I..
000009e0: -
0000090
00000300:
00000310
00000220
000003 30:
00000240:
00000350
00000a60:
00000a70:
00000280
00000390:
00000230
00000ab0
00000ac0:
000002d0: -

‘5243
4a29
2308
0002
0000
0e10
0000
1200
bege
13c36
4064
ased
f202.
1588
aaaa
‘laBe

0925
2594
24a3
4c00
0008
1214
0000
0000
da14
dbda
2003
4976
c7eb.
bces
aaaa
888

9452,
5243
ca22
8101
oefs
1618
0000
0000
Se40
4g4b.
€371
9229
foeb
8bbc
0913
d600-

4329
29a5
6c34
8282
0000
lalc
0000
oedo
3b47
5b59-
2b47
e5e5
3b2a
983¢c
264c
9262

2594
0000
elc2
5108
480
le20
044§
fb62
4c37
abeb
af3d
15e7
2300
8adf
9830
3ee

8000
0002
0000

L. CEET
+ @F<BKITK[Y.
d

fdez.
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Random import order in Python code

.Jusr/share/eric/modules/Cooperation/Ui_ChatWidget.py
offset 201, 10 lines modified

201

202

203

204

205

206

207
208

209

210

self.clearHostsButton.
setText(_translate("Chatwidget",
"Clear", -None) )

self.connectionlLed.
setToolTip(_translate("ChatWidget",
"Shows - the - connection-status", -None) )

self.serverGroup.
setTitle(_translate("cChatWidget",
"Server", -None))

self.label 4.
setText(_translate("Chatwidget",
"Port:", -None))

self.serverPortSpin.
setToolTip(_translate("ChatWidget",
"Enter-the-server-port", -None))

self.serverlLed.
setToolTip(_translate("chatWidget",
"Shows - the-status-of - the-server",
None) )

from-ESGul.ESLed-1mport -ESLed
from-ESGul . ESComboBox - 1mport
ESClearableComboBox
from-ESGuUL.ESLineEdit-import
EsSClearableLineEdit

offset 201, 10 lines modified

201

202

203

204

205

206

207

208

209
210

self.clearHostsButton.
setText( translate("Chatwidget®,
"Clear", -None) )

self.connectionlLed.
setToolTip(_translate("ChatWidget",
"Shows - the - connection-status", -None))

self.serverGroup.
setTitle(_translate("ChatWidget",
"Server", -None) )

self.label 4.
setText( translate("Chatwidget®,
"Port:",-None))

self.serverPortSpin.
setToolTip(_translate("ChatWidget",
"Enter-the-server-port", -None))

self.serverLed.
setToolTip(_translate("ChatWidget",
"Shows - the-status-of - the-server",
None) )

from- ESGu1 . ESComboBox - 1mport
ESClearableComboBox
from-ESGul.ESLineEdit - 1mport
EsClearablelineEdit
from-ESGu1.ESLed-1mport - ESLed
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Random order in Python namespace files

1 repoze
2 repoze.sphinx 1 repoze.sphinx
2 repoze
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Temporary filenames in Ocaml libraries

<+ 1:-000EEE00EEEE000E . R o <+ 1:-0000000000000000
DEFAULT - 1- ERsE

- -
DEFAULT - 3. Cd
DEFAULT - 5- ‘5

ca::zle sy
DEFAULT - - 6 oG
... .5; 00000000000G0000 - SECTION: - - SECTION:
DEFAULT - 8 )
i “SECTION: - - 6; 0B000000E0600CE - SECTION
DEFAULT - - - 10- L2511
- .7: 0600000000000000 - SECTION = SECTION
DEFAULT - 11 11
- ..8: -06000000E0BA00AE I o R PR clele e e elelele e e elete] FILE. -
DEFALLT - - ABS- /tmp/camlCalendarLlh ch -ABS: /tmp/camlCalendarlib__4ec
- 5-caml_negf_mask -+ 5-caml_negf_mask
: - 000EE0000EE0001E “NOTYPE e -+ 10: - 000EE0000EE0001E “NOTYPE
- 5-caml_absf_mask -+ 5-caml_sbsf_mask
: - 000000000EE00000 FILE: .- e ++11: - 00G0GO000EEGO0000 FILE: . -
- ABSsrc/utils.o - ABS src/utils.o
: - 000EE0000EE00020 “NOTYPE e -+ 12:-0000000000000020 “NOTYPE
- 5-caml_negf_mask -+ 5-caml_negf_mask
NOTYPE - 2a--IER NOTYPE

8 camlCalendarLib_ Utils__ T ‘8 camlCalendarlib_ Utils_
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|dentified issues (cont.)

Examples

Even more timestamps!
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Timestamp-dependent rebuilds

This-is-libextractor.info, -

1 produced-by-makeinfo-version-4.13-
from

2 libextractor.texi.

3

This-manual -is-for-GNU-
4 libextractor- (version-1.2,-9-
October-2012),-a
library-for metadata extraction.

Christian-Grothoff

----- Permission-is-granted- to-
9 copy, -distribute-and/or -modify-
this
----- document-under - the terms-of -
10 the-GNU-Free-Documentation-
License,

-+ -Copyright- (C) - 2007, - 2010, - 2012-

w N

I

w ~N W

10

This-is-libextractor.info, -
produced-by-makeinfo-version-5.2-
from

Llibextractor.texi.

This-manual-is-for - GNU-
Llibextractor- (version-1.3, -10-
October-2012), -a
Llibrary-for-metadata-extraction.

- -+ Copyright- (C) -2007, - 2010, - 2012-
Christian-Grothoff

----- Permission-is-granted-to-
copy, -distribute-and/or-modify-
this

----- document-under-the-terms-of-
the-GNU-Free-Documentation-
License,
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Timezone gets recorded

msgid

msgstr-

"Project-Id-Version: gnome-session-2.6-branchin”
"Report-Msgid-Bugs-To: \n"

“POT-Creation-Date: - 2015-06-23-18:09-1200\n"
“PO-Revision-Date: 2013-09-24 12:21+0200\n"

"Last-Translator: ‘F-Wolff <friedel@translate.org.

za>\n"

"Language-Tean: translate-discuss-af@lists.
sourceforge. net\n"

“Language: -af\n"

"MIME-Version: 1.0\n"

"Content-Type: text/plain; charset=UTF-8\n"
"Content-Transfer-Encoding: -8bit\n"

msgid

msgstr "

"Project-Id-Version: gnome-session-2.6-branchin”
"Report-Msgid-Bugs-To: \n"

“POT-Creation-Date: 2015-06-24 20:12+1400\n"
"P0-Revision-Date: - 2013-09-24 12:21+0200\n"
"Last-Translator: F Wolff <friedel@translate.org.
za>\n"

“Language-Tean: translate-discuss-af@lists.
sourceforge.net\n”

“Language: -af\n"

"MIME-Version:-1.0\n"

"Content-Type: text/plain; charset=UTF-8\n"
"Content-Transfer-Encoding: -8bit\n"
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Timestamps in EPUB files

xnlns:de="http: //purl .org/dc/elenents/1.1/">

<de :1anguage>de</dc: language>

<ie-tattestbunt Packaging.Guide/de: title>

<dc :creator opf: role="aut ">Ubuntu Developers</dc:creator>
<dc :publisher>Ubuntu- Developers</dc:publisher>

e e e e
<de:language>de</dc : langu
i titlastbunta. Packaging Gaide</dc:title>
<dc:creator opf: role="aut">Ubuntu Deve lopers</d:creator>
<dc:publisher>Ubuntu Developers</dc:publisher>
<dc :rights>2010-2014., -Ubuntu Developers, Creative Comnons-Attribution- <dc: rights>2010-2014 ., Ubuntu Developers, -Creative-Commons Attribution-
Sl G e I
<dc:identifie unknown* - opt : schene="unknown">unknown</dc: identifier> <dc:identifie nown”
“dc dares2015-05-2a</dc-daten e dates2015.05- 25</dc date>
</netadata> © </metadata>
<nani fest>
<item id="ncx" href="toc.ncx” media-type="application/x-dtbncxsxnl” /> toc.nex” -media-type="application/x-dtbncxrxal® />
<iten id="epub-0"
href="search, htnl*
nedia-type="application/xhtnlsxnl" />
en id="epub-1*

opf: schene="unknown*" >unknown</dc :identifier>

P
*search, htnl”
media-type="application/shtalsxnl" />
n id="epub-1*

<iten id="epub-15"
href="_static/pygnents .css”
media-type=rtext/css* />
b

)lages/kdemys udd diff.png"
nedia-Type="inage/pn
ub-17*

images,BIRER RO ronc
nedia-Type="inage/png”
<item id="epub-18"
ref-"_inages/fixing-a- Dug pn
-em (ype “inage/png”
ten 1

lmages/nynle hrancmng png*
media-Type="inage/pn
<iten id="epub-18"
_inages /cycle-| e png”
S type “inage/png
n

e ges/cyc'le _EE png* )mages/cyc'le itens.png"
edia- (yps “inage/png” /> edia-Type="inage/png" - />

<iten id="epub <iten id="epub-20*
href= )mages/cycle itens .png" href="_inages /fixing-a-bug.png"
nedia-Type="inage/png’ /> nedia-Type="inage/png’ />

<item id-"epub-21 pub-21
href="_inages/cycle-branching.png" href="_inages /kdetoys-udd-branch.png*
nedia-Type="inage/png’ /> media-type="inage/png* />

<item 1d-"epub-22' n id-"epub-22*

pu
href="ubuntu- packaging-quide/udd-working. ht

.em type="application/xhtalsxal” /> application/xhtaloml® />
<iten id="epub-23 pub-23*

ubuntu-packaging-guide/udd-vorking. hitw

[ e i i

ubuntu- packaging-quide /udd - upluad)ng htal*
media-type="application/xhtnl+xnl"

media-type="application/shtnl+xnl"
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Timestamps in PNG

Even images!
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Timestamps in TrueType font files

And fonts!

13

14

15

16
17
18
19
20
21
22
23
24
25
26
27

28

29
30
31
32
33
34
35
36

maxp - checksum=132b5000 actual=13eb5000 diff=0
offset=312 len=6

name - checksum=6567317b actual=6567317b diff=0
offset=416 len=14001

post checksum=feel003c actual-feel003c diff=0
offset=17572 len=32

Created by FontForge-14:57-31-July-2012
Font-created: Fri Jan- 2 17:14:45 2009
Font-modified: Fri-May-22-12:52:58 2615

HEAD table (at:220)
Version=1
fontRevision=4.29999
checksumad j=f8f2fd65
magichumber=5fof3cfs (Ox5fofacfs, diff=0)
flags=28b baseline_at_0 lsb_at_0O
ppem_to_int
unitsPerEm=1000
create[0]=0
create[1]=c583fcoS
File created: Fri Jan
modtime[0]=0
modtime[1]=d184d722
File modified: Fri: May 22-12:52:58 2015
xmin=-840

2:17:14:45 2009

maxp - checksum=13eb5000 actual=13eb5000 diff=0
offset=312 len=6

name - checksum=6668317b - actual=6668317b diff=0
offset=4161en=14001

post-checksum=feel003c actual-feelD03c diff=0
offset=17572 len=32

Created by FontForge-14:57-31-July-2012
Font- created: Fri Jan- 2-17:14:45 2009
Font-modified: Fri-May-22-12:54:01 2015

HEAD table: (at:220)
Version=1
fontRevision=4.29939
checksumad j=f6f@fcd49
magichumber=5fOf3cfs (Ox5fOfacfs, diff=0)
flags=28b baseline_at_0 lsb_at_0
ppem_to_int
unitsPerEm=1000
create[0]=0
create[1]=c583fce5
File created: Fri Jan
modtime[0]=0
nodtime[1]=d184d769
File modified: Fri-May 22-12:54:01 2015
xmin=-840

2:17:14: 45 2009
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You think those were
enough issues?



Default changes with locale

.BI'\-\-output\-encoding\-errory-handler\fB="
OUTPUT_ENCODING_ERROR_HANDLER
Specify-error handler for-unencodable - output
characters; -*strict"- (default), - "ignore", - ‘replace*,
"xmlcharrefreplace”, - *backslashreplace” .

TP
.BI'\-\-error\-encodingyfB='<name[:handler]>\frP,\fB \-\-e '\
<namel:handler]>

Specify- text-encoding and-error-handler - for - error
output. - -Default: -aseii:backslashreplace.

TP

_BI'\-\-error\-encoding\-error\-handler\fe="
ERROR_ENCODING_ERROR_HANDLER

Specify- the-error-handler - forunencodable-characters
in-error-output. - -Default: -backslashreplace.

TP

_BI'\-\-language\fB=" <name>\fP,\fB-\ \-1-\ <name>
Specify: the-language  (as-BCP- 47 language- tag) .

.BI'\-\-output\-encoding\-error\-handler\fs="
OUTPUT_ENCODING_ERROR HANDLER
Specify-error-handler for - unencodable output
characters; - "strict’- (default), - "ignore", "replace”,
“xiilcharrefreplace”, - "backslashreplace”.
LTP
.BI'\-\-error\-encoding\fB="<name[:handler]>\fR,\fB:\ \-e-\"
<name[ :handler]>
Specify- text:encoding and-error-handler-for-error
output. - -Default: -UTF\-B:backslashreplace.
LTP
.BI'\-\-error\-encoding\-error\-handleryfB=-
ERROR_ENCODING_ERROR_HANDLER
Specify- the error-handler - for -unencodable characters
in-error-output. - -Default: -backslashreplace.

P

.BI'\-\-language\fB="<name>\fP, \fB\ \-1-\ <name>
Specify: the language- (as-BCP-47-language - tag) .
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Not illustrated

Build path getting recorded
Environment variables (e.g. PATH)
File permissions inconsistency
Cryptographic signatures

And even more...
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Fixes
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Fixing timestamps

@ Replace with a precise reference to the code:

Actual version number
Git commit hash or other VCS reference

@ Or use a known date (latest modification on the code)
@ Implement support for SOURCE_DATE_EPOCH
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Fixing timezone related issues

@ Use UTC!

@
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Fixing file order variations

@ Sort!

Be beware of the locale!

@
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Example: creating tarballs

o Before:

tar -cf archive.tar src

o After:
find src -printO | LC_ALL=C sort -z |
tar ——null -T - --no-recursion -cf archive.tar

@
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Fixing random key ordering

Sort!

@ for my $limit (sort keys(%{$pat})) {
@ $Data: :Dumper: :Sortkeys = 1
@ for key in sorted(d.keys()):

@
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Fixing build path

@ Don't record build path

Workaround: perform rebuild in the same path as the
original build

@
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Handling cryptographic signatures

Make the signature part of your release process:

@ Do a first (reproducible) build

@ Sign it

@ Ship the signature with the source code
@ Just copy the signature on next builds

Example patch: #725803

@
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Misc. fixes

Don't record kernel, CPU type, login...

@ No added value
@ Privacy issue

@
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Cleanup via post-processing

@ re-dzip.sh
@ pyc-timestamp.sh
@ strip-nondeterminism

@
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strip-nondeterminism

@ Normalize various file formats
@ Currently handles:

ar archives (. a)

gzip

Java jar

Javadoc HTML
Maven pom.properties
PNG

ZIP archives

@ Written in Perl (like dpkg-dev)
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How are we doing in Debian?

eproducibiliy status for packages In ‘unstable’

Amoun ot
15000 20000

10000

so00

0141001 20169096 20141031 2161116 241D 2041215 004120 20150114 20150120 20150213 0760225 07606 00 0160616 0150620 20150514 20150520 20150813 20150620
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For those in the back

81%

More than 18,000 source packages!

@
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For those in the back

81%

More than 18,000 source packages!

(in our test environment)
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Still experimenting

@ It's not yet possible to reproduce builds of official
Debian packages
@ We are refining changes to the toolchain in an
experimental repository
@ Next steps:
Allow .buildinfo in the archive (#763822)
Get changes to dpkg merged

Ship .buildinfo to the mirrors
Finish the srebuild srcript (#774415)

@
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Other distributions

@ Fedora
http://securityblog.redhat.com/2013/09/18/
reproducible-builds-for-fedora/

@ OpenSUSE build-compare
https://build.opensuse.org/package/show/openSUSE:
Factory/build-compare

@ NixOS
http://lists.science.uu.nl/pipermail/nix-dev/2013-June/
011357 .html

@ FreeBSD https://wiki.freebsd.org/ReproducibleBuilds and
https://wiki.freebsd.org/PortsReproducibleBuilds

@ OpenWrt https://lists.openwrt.org/pipermail/openwrt-devel/
2015-March/032136.html
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Reproducible Fedora?

@ No known activity after the initial blog post.
@ Fedora is leading developments for key components.
@ Can we help reproducible Fedora?

fedoroa
@
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Everywhere?
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@ Please talk to us!

@
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Everywhere!

@ Reproducible builds need to become the norm.
@ We can help with continuous testing.
@ Debian wiki wants to be useful to everyone.
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Thanks

@ Asheesh Laroia, Holger Levsen, Reiner Herrmann,
Mattia Rizzolo, Daniel Kahn Gilmor, and so many
others...

Mike Perry and Seth Schoen for their 31C3 talk
Linux Foundation for sponsoring Holger and myself
ProfitBricks for sponsoring jenkins.debian.net
Globalsign for sponsoring X.509 certificates
Designers of Tango icons

Everyone who helped!
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Questions? Comments?

https://wiki.debian.org/ReproducibleBuilds
https://reproducible.debian.net/
#debian-reproducible on OFTC

Lunar 0603 CCFD 9186 5C17 E88D ‘
4C79 8382 C95C 2902 3DF9 -
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