
 

 

 

 

 

 

 

Citr
Des
Con
 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

rix Xe
signin
nfigur

enSer
ng Xe
ration

ww

 

rver D
enSer
ns 

ww.citrix.com

Design
rver N

m 

n:  
Netwo

 

ork 



Page 2 

 

Conte

About .....

Audien

Purpos

Finding

Visual L

Additio

Chapter 1

Chapter 2

Introdu

Connec

Networ

Impact

Sequen

Cabli

Conn

Chapter 3

Examp

Creat

Conn

Segre

Scena

Scena

Scena

Scena

 

nts 

......................

nce .................

se of the Gui

g Configurati

Legend ........

onal Termino

1: Introductio

2: Basic XenS

uction to Xen

cting Virtual 

rking Config

t of Pools on

nce of Netwo

ing Configur

necting XenS

3: Sample Ne

ple: Adding V

ting Network

necting a VM

egating VM T

ario 1: Segreg

ario 2: Using

ario 3: Isolat

ario 4: Conn

......................

......................

de .................

ion Instructio

......................

ology .............

on .................

Server Netw

nServer Netw

Machines to

guration after

n XenServer N

orking Config

ration for Xe

Server to Phy

etworking Sc

Virtual Machi

k Resiliency t

M to a Netwo

Traffic from 

gating Traffi

g the Manage

ting VM Traf

necting VMs t

.......................

.......................

.......................

ons ................

.......................

.......................

.......................

working Conc

working ........

o Networks ...

r Installation .

Networking .

guration Task

nServer ........

ysical Switche

cenario ..........

ines to a Net

through Bon

ork using Virt

Managemen

c ....................

ement Netwo

ffic on a Priv

to Multiple L

......................

......................

......................

......................

......................

......................

......................

cepts ..............

......................

......................

......................

......................

ks ..................

......................

es ..................

......................

twork ............

nds .................

tual Interface

nt and Storag

......................

ork for VM T

vate Network

Linked VLAN

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

es ...................

ge Traffic .......

......................

Traffic ...........

k .....................

Ns .................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

....... 5 

....... 5 

....... 6 

....... 6 

....... 7 

....... 8 

....... 9 

..... 11 

..... 11 

..... 12 

..... 14 

..... 15 

..... 18 

..... 18 

..... 21 

..... 22 

..... 22 

..... 23 

..... 25 

..... 27 

..... 28 

..... 29 

..... 30 

..... 34 



Page 3 

Chapter 4

Overvi

Introdu

XenSer

Definin

Cons

Evalu

Dete

Revie

Calcula

Calcula

Chapter 5

Overvi

Decidin

Design

Consid

Selec

Unde

Unde

Bond

Best 

Design

Testi

Limit

Additio

Enab

 

4: Specifying

ew ................

uction ...........

rver Network

ng Your Netw

sidering Wor

uating Your 

ermining Hos

ewing Initial 

ating the Num

ating Bandwi

5: Designing 

ew ................

ng to Use the

ning Network

dering NIC B

cting a Type o

erstanding A

erstanding A

ding Managem

Practices for

ning Network

ing XenServe

ting Bandwid

onal Conside

bling Promisc

g Networking

......................

......................

king Support

working Req

rkload Comm

Current Netw

st Networkin

Pool Design

mber of Phys

dth Requirem

XenServer N

......................

e Distributed

k Redundanc

Bonding .........

of NIC Bond

Active-Active 

Active-Passive

ment Interfa

r Bonded Int

ks for Perform

er Network P

dth Consump

erations .........

cuous Mode 

g Requiremen

.......................

.......................

t and Require

quirements ....

munication R

work Config

ng Requireme

n against Net

sical NICs pe

ments ............

Networks ......

.......................

d Virtual Swi

y ....................

.......................

ding ...............

NIC Bondin

e NIC Bondi

aces and MAC

terfaces .........

mance ...........

Performance

ption for Hig

.......................

for Traffic M

nts .................

......................

......................

ements .........

......................

Requirements 

guration ........

ents ...............

tworking Req

er Host ........

......................

......................

......................

tch ................

......................

......................

......................

ng ..................

ing .................

C Addressing

......................

......................

.....................

gh Demand W

......................

Monitoring ...

......................

......................

......................

......................

......................

 ......................

......................

......................

quirements ...

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

g ....................

......................

......................

......................

Workloads ...

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

..... 40 

..... 40 

..... 41 

..... 42 

..... 43 

..... 43 

..... 45 

..... 46 

..... 47 

..... 49 

..... 50 

..... 52 

..... 52 

..... 53 

..... 56 

..... 56 

..... 58 

..... 58 

..... 60 

..... 62 

..... 62 

..... 63 

..... 65 

..... 66 

..... 68 

..... 68 



Page 4 

Chapter 6

Overvi

Creatin

Assig

Configu

Choo

Suggest

iSCSI

Conf

Chapter 7

Virtuali

IP Add

Isolatin

Disabli

Best Pr

Chapter 8

Verifyin

Verif

Verif

Resolvi

Revisio

 

 

6: Designing 

ew ................

ng a Separate 

gning IP Add

uring Redun

osing to Enab

tions for Imp

I Storage ......

figuring Netw

7: Considerin

izing the Pro

dressing Requ

ng the Provis

ing the Spann

ractice Confi

8: Verifying Y

ng XenServe

fying your Ph

fying your Xe

ing Issues ....

on History ....

Your Storag

......................

Storage Net

dresses to NI

dancy for Sto

ble Multipath

proving Stor

......................

works with Ju

ng Network P

ovisioning Se

uirements .....

sioning Servic

ning Tree Pr

gurations .....

Your XenSer

er Networkin

hysical Confi

enServer Net

......................

......................

ge Network C

.......................

twork .............

ICs (Managem

orage Traffic

hing Support

age Network

.......................

umbo Frame

Performance

ervices Server

.......................

ces Streamin

otocol ...........

.......................

rver Network

ng on a Pool .

iguration .......

tworking Set

.......................

.......................

Configuration

......................

......................

ment Interfa

c ....................

t or Bond NI

k Performanc

......................

es ...................

e for PVS – X

r ....................

......................

ng Service .....

......................

......................

king Configu

......................

......................

ttings and Co

......................

......................

n ....................

......................

......................

aces) ..............

......................

ICs ................

ce ..................

......................

......................

XenServer D

......................

......................

......................

......................

......................

uration ..........

......................

......................

onfiguration .

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

Deployments 

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

......................

..... 70 

..... 70 

..... 71 

..... 73 

..... 75 

..... 75 

..... 77 

..... 77 

..... 78 

..... 81 

..... 81 

..... 83 

..... 83 

..... 83 

..... 83 

..... 85 

..... 85 

..... 85 

..... 87 

..... 88 

..... 90 



Page 5 

This guid
configura

 B
fr

 H
co

 T
ca

 C

Audie

Before re
audiences

 Sy

 In
p
o

 A
im
o

 

de helps you u
ation for Xen

Best practice i
rames, and st

High-level inf
onfiguration,

The correct se
abling XenSe

Checklists to h

ence 

eading this gu
s:  

ystems Arch

nfrastructur
rofessionals 
rganizations.

Application A
mplementing
ther applicat

understand d
nServer envir

information 
torage netwo

formation ab
, such as the 

equence in w
erver hosts an

help you gath

uide, you sho

hitects. Syste

re Engineers
who configu
. 

Administrat
g a virtualizati
tions they ma

design your X
ronments. It 

about the pr
orks 

out features 
Distributed 

which to conf
nd connectin

her requirem

ould have a b

ems architect

s and Netw
ure storage or

tors. XenApp
ion solution 
anage. 

XenServer ne
includes the 

imary manag

you may wan
Virtual Switc

figure XenSe
ng them to ph

ments for you

basic knowled

ts who are de

work Admini
r manage the

p and XenD
to virtualize 

etworking an
following to

gement interf

nt to enable 
ch solution 

rver network
hysical switc

ur XenServer 

dge of netwo

esigning a vir

istrators. Ne
e Layer 2 netw

esktop admin
Citrix produ

nd design a ne
opics:  

face, NIC bo

as part of yo

king, includin
ches  

networking 

orking. This g

rtualized env

etworking an
work infrastr

nistrators wh
ucts, IT infra

Abo

etworking 

onding, jumb

our networkin

ng guidance a

configuratio

guide has sev

vironment.  

d storage 
ructure in the

ho are 
structure, or 

out 

bo 

ng 

about 

n 

veral 

eir 



Page 6 

This guid
installatio

Purpo

This guid
XenServe

To provid
the guide
approach

The secon
XenServe

Because t
needed to
is through
differentl

Findi

You can 

 X
X
w

 X
lin
in

 

 

de assumes th
on, XenCente

ose of t

de is meant to
er networks. 

de you with t
 provides an

h.  

nd half of th
er networking

this is a desig
o clarify conc
h XenCenter
ly. 

ng Con

find network

XenCenter H
XenCenter, th
with the XenS

XenServer Ad
ne based inst
nformation a

hat you are fa
er, resource p

the Gu

o provide you
 

the foundatio
explanation 

he guide prov
g options an

gn guide, it ge
cepts. As the
r, this guide m

nfigurat

king configur

Help. The Xe
he XenServer
Server xe com

dministrato
tructions for 
bout XenSer

 

amiliar with b
pools, and th

ide 

u with the be

on you need 
of XenServe

vides you with
d informatio

enerally does
 most comm
mainly refers

tion Ins

ration instruc

enCenter help
r UI-based ad
mmands, may

r’s Guide. T
performing 

rver network

basic XenSer
he pool maste

est-practice in

to understan
er networkin

h informatio
on about the b

s not provide
mon way of m

 to XenCent

structio

ctions in the 

p provides U
dministration
y prefer this 

The XenServer
networking t

king from the

rver concepts
er. 

nformation y

nd the recom
ng concepts u

on to help you
best ways to 

e configuratio
managing Xen
ter and XenC

ons 

following loc

UI-based step
n console. Us
option.  

r Administrato
tasks. For in

e object-mod

s, including X

you need to d

mmendations,
using a scenar

u select betw
 configure th

on instructio
nServer and X
Center help, u

cations:  

p-by-step inst
sers who are

or’s Guide pro
tegrators, it a

del perspectiv

XenServer 

design your 

, the first hal
rio-based 

ween various 
hem. 

ons except as 
XenServer p
unless specifi

tructions usin
 not comfort

ovides comm
also provides
ve. 

lf of 

ools 
fied 

ng 
table 

mand-
s 



Page 7 

Visua

This guid
icons: 

Icon 

 

al Lege

de relies heav

 

 

 

 

nd 

vily on diagra

Mea

Virtu

Virtu
and f
virtu
prod

 

Netw
XenS
phys
inter

 
Hos
hype

NIC

 

Pool
hosts

To jo
must

Pool
mem

ms to explain

aning 

ual Machine

ual Interface
functions lik

ual interface l
duct literature

work. A netw
Server that le
sical NICs to 
rfaces togethe

st. A XenServ
ervisor is run

C. The physic

l. A XenServ
s which prov

oin hosts to a
t be running 

ls comprise a
mbers (someti

n key concep

e. A virtual c

e. On a VM,
e a NIC; this
ets VMs sen
e refers to vir

work is the v
ets you netwo
the virtual in

er.  

ver host is th
ning. 

cal network c

ver resource p
vides a platfo

a pool, they r
the same Xe

a pool master
imes also ref

pts. These dia

computer tha

, there is a lo
s interface is 
d and receive
rtual interfac

virtual networ
ork your virt
nterfaces and

he physical se

card (NIC) in

pool or “poo
orm on which

require broad
enServer vers

r and subord
ferred to as "

agrams use th

at runs on the

ogical interfac
known as a 
e network tra

ces as VIFs a

rk switching 
tual machines
d connects th

erver on whic

n your host. 

ol” is a conne
h virtual mac

dly compatib
sion and patc

dinate servers
"slaves"). The

he following

e XenServer 

ce that appea
virtual interfac
affic. Some 

and virtual NI

fabric built i
s. It links the
he virtual 

ch the XenSe

ected group o
chines run.  

ble hardware 
ches.  

s known as p
e pool maste

g 

host.

ars 
ce. A 

ICs. 

into 
e 

erver 

of 

and 

pool 
r 



Page 8 

 

 

Addit

These ter

Primary 
address th
between h

VM traff
This is so

 

 

 

 

 

tional T

rms appear in

Manageme
hat XenServe
hosts, betwe

fic. VM traffi
ometimes ref

prov
mast
nece

Phys
netw

This 
phys

NIC

A NI
one n

Termino

n the section

ent Interface
er uses for it
en a host and

fic refers to n
ferred to as gu

 

vides a single 
ter will forwa
ssary.  

sical Switch
work segment

guide may p
sical box or a

C Bond. In th

IC bond is a 
network card

ology 

s that follow

e. The primar
s managemen
d Workload B

network traffi
uest traffic o

point of con
ard command

h. The device
ts together. 

present physi
as a one-dime

his guide, enc

pair of NIC
d. NIC bond

w:  

ry manageme
nt network, i
Balancing an

ic that origin
or VM/guest 

ntact for all th
ds to individu

e on a physica

ical switches 
ensional pane

closing NICs

s configured
ding is also kn

ent interface 
including, bu

nd for live mi

nates or termi
traffic. 

he servers in
ual pool mem

al network th

either as a th
el with ports

s in green rep

d so they logi
nown as NIC

 is a NIC ass
ut not limited
igration. 

inates from a

n the pool an
mbers as 

hat connects 

hree-dimensi
. 

presents a bo

cally function
C teaming.  

signed an IP 
d to, traffic 

a virtual mac

d the 

onal 

ond.  

n as 

chine.  



Page 9 

This docu
scenarios
connectin

These sam
single-ser
time you 

This illustr
VLAN n

 

umentation e
 to illustrate 

ng a VM to a

mple scenario
rver private n
finished, you

ration shows ho
network, and a 

explains basic
the concepts

a network. 

os focus on t
networks. If y
u would crea

ow virtual mac
single-server p

c networking
s. The scenar

three differen
you configur
te a deploym

chines connect to
rivate network.

C

g concepts an
rios begin im

nt types of n
red the scena

ment that look

o three different
.  

Chapte

nd their appli
mmediately af

networks: Ext
arios demons
ked like the f

t types of netwo

er 1: Int

ication by us
fter installatio

ternal Netwo
strated in this
following illu

orks: an extern

roduct

sing a series o
on and end w

orks, VLANs
s guide, by th
ustration. 

 

nal network, a 

ion 

of 
with 

s, and 
he 



Page 10 

This guid

Chapter 
configura
including
effect poo
installatio

If you wa
the Visua
sections. 

Chapter 
network. 
including
NICs to s
managem
creating a

Chapter 
hardware
relevant i
configura

Chapter 
XenServe
XenServe
performa

Chapter 
set an IP 
This chap
practices.

Chapter 
XenServe
XenServe

Chapter 
you physi
on pools 

 

 

 

de explains th

2 introduces
ation by conf
g the correct 
oling XenSer

on.   

ant to read a 
al Legend on 

3 provides s
The first sce

g storage and 
specific types

ment and VM
a single-serve

4 provides g
e your XenSe
information t
ation, calculat

5 provides in
er networks, 
er network re
ance.  

6 provides in
address on a

pter also inclu
. 

7 provides in
er using SR-I
er-Provisioni

8 provides in
ically configu
as well as inf

hese types of 

s XenServer n
figuring the p
sequence for
rver hosts ha

list of XenSe
page 7. Oth

everal sampl
enario guides
managemen

s of traffic; it
M traffic. The 

er private net

guidance abou
erver deploym
to help you j
te bandwidth

nformation a
including wh

edundancy (N

nformation a
a NIC, config
udes suggest

nformation a
IOV. This ch
ing Services d

nformation a
ured it. This 
formation ab

 

f networks by

networking a
physical infra
r physically c
as on network

erver networ
erwise, the d

le scenarios t
s you through
nt traffic. The
t shows an ex
third scenari

twork on a h

ut how to de
ment will requ
ump to key i
h requiremen

about key des
hether to use
NIC bonding

about how to
gure iSCSI m
tions for imp

about how to
hapter also pr
deployments

about how to
chapter prov

bout resolvin

y providing th

and explains 
astructure and
onfiguring n
king and des

king definitio
definitions are

that illustrate 
h the process
e second scen
xample of us
io shows an 
ost. 

etermine wha
uire. The cha
information a
nts, and other

sign choices 
e the Distribu
g), and how t

o create a sep
multipathing, 
proving storag

o virtualize a 
rovides some
.  

o verify your 
vides a proce
ng issues. 

he following

how to prep
d hardware l

networking. T
scribes the ne

ons before re
e provided in

 how to add 
s of segregati
nario gives yo
sing the mana
example of h

at networking
apter include
about how to
r topics. 

you will mak
uted Virtual S
to design Xen

parate physica
and configur
ge network p

Provisioning
e references t

XenServer n
ss for verifyi

g information

pare for XenS
ayers in your

The chapter a
etworking co

eading this in
n chapter 2 a

virtual mach
ing different 
ou an alterna
agement netw
how to segre

g configurati
es tables with
o define your

ke when crea
Switch, how 
nServer netw

al network fo
re support fo
performance 

g Services ser
to best pract

networking c
ing networkin

n:  

Server netwo
r environmen
also discusse
onfiguration a

nformation, s
as you read th

hines to a 
types of traf

ative to dedic
work for 
gate traffic b

ions and 
h references t
r NIC 

ating your 
to configure

works for 

or storage tra
or jumbo fram
and best 

rver on 
tices for 

onfiguration
ng on a host

orking 
nt, 
s the 
after 

see 
he 

ffic, 
cating 

by 

to 

e 

affic, 
mes. 

n after 
t and 



Page 11 

This chap

 A

 T

Introd

XenServe
the same 

The VMs 

 

Chapte

pter includes 

An introductio

The network 

duction

er provides v
way you bui

connect to thre

er 2: Ba

the followin

on to XenSe

settings creat

n to Xen

virtual networ
ld networks 

ee different type

asic Xen

ng topics: 

rver network

ted during in

nServe

rking feature
for physical 

es of networks: 

nServe

king 

nstallation 

r Netwo

es that let you
machines.  

an office netwo

r Netwo

orking

u build netwo

ork, an interna

orking 

orks for your

al private netwo

Conce

r virtual mac

 

ork, and a VL

pts 

hines 

LAN. 



Page 12 

You can 
or build p
can conn

The most
networks: 

 V
vi
ea
vi

 N
m
p

A
yo
vi
le
o

Conn

When you
connect t

1. C
yo

2. C
a 
co
N

One way 
and virtua

 

connect virtu
private netwo
ect virtual m

t important n

Virtual interf
irtual interfac
ach virtual in
irtual interfac

Networks. X
machines on a

rotocols that

A network is t
our virtual m
irtual interfac
earning switc
r bridges. 

necting 

u are configu
the VMs to a

Connect the h
ou would con

Connect the V
network. As
onnect to ne

NIC. 

to think abo
al layers as sh

ual machines
orks within a

machines to yo

networking c

faces. Virtua
ces. Virtual in

nterface its ow
ces as VIFs a

XenServer has
a XenServer 
t are used on

the logical ne
machines. It li

ces together.
hes. Some ve

Virtual

uring networ
a network. To

host to a phy
nfigure a priv

VM by creatin
s shown in th
tworks in a h

out these task
hown in the 

s to your prod
a host or poo
our VLAN n

components X

al machines c
nterfaces let 
wn IP addres
and virtual NI

s an internal v
host commu

n physical net

etwork switch
inks the phys
 These netwo
endors’ virtu

l Machi

k connectivit
o do this: 

ysical network
vate network

ng a Virtual I
he illustration
host and then

ks is that you
illustration th

duction netw
ol for testing, 
networks usin

XenServer le

connect to ne
VMs send an
ss and MAC 

NICs. 

virtual switch
unicate with e
tworks.  

hing fabric b
sical NICs to
orks are virtu

ualization pro

ines to 

ty on XenSer

k. (For VMs 
k instead.) 

Interface for
n on page 11,
n connect to 

u need to con
hat follows. 

work like you
 developmen
ng standard V

ets you config

etworks using
nd receive ne
address. Som

h, known as 
each other us

built into Xen
o the virtual i
ual switches 

oducts refer t

Netwo

rver hosts, yo

without exte

r it and conn
, the virtual i
a physical ne

nfigure conne

u connect phy
nt, or security
VLAN confi

gure are virtu

g virtual NIC
etwork traffi
me product li

a network, th
sing the sam

nServer that 
interfaces and
that behave 
to networks a

rks  

our ultimate 

ernal network

ecting the Vi
interfaces on
etwork throu

ectivity at bo

ysical machin
y purposes. Y
gurations. 

ual interfaces an

Cs, known as
c. You can a
iterature refe

hat lets virtu
e networking

lets you netw
d connects th
as regular L2
as virtual switc

goal is to 

k connectivit

irtual Interfa
 the VMs 
ugh the host’

th the hardw

nes 
You 

nd 

s 
ssign 

ers to 

al 
g 

work 
he 
2 
ches 

ty, 

ace to 

’s 

ware 



Page 13 

This illustr
the physica
means conn
attaching V

Importan
Configura
interface 
on the po

 

 

ration shows th
al infrastructure
necting hosts to 
VMs to networ

nt: Configuri
ation Tasks”
may not be c

ool master an

he order in whic
e layer, which m
networks and 

rks through vir

ing networki
” on page 18 
configured co
nd not their h

 

ch you should c
means connectin
configuring the

rtual interfaces.

ing in the ord
is critical. If 
orrectly on e
home or opti

configure netwo
ng NICs to swi
ese networks; (3

der listed des
you vary from

each host. If t
imal servers.

rking in your v
witches; (2) conf
(3) configure the

scribed in “Se
m this seque
this occurs, a

virtual environm
figure the hardw
e virtual layer, 

equence of N
ence, the prim
all VMs in th

ment: (1) Start
ware layer, whi
which means 

Networking 
mary manage
he pool may s

 

rt on 
ich 

ement 
start 



Page 14 

Netw

After inst
your exte
XenServe

 IP
n
X
b

 N
fo
h
N

 P
Se
o
w
N
w

The i
prima

This illustr
managemen

 

working 

tallation, the 
ernal network
er:  

P Address C
etworking co

XenServer Set
ased on the v

Network Con
or network c
as, for examp

Network 2. Fo

Primary Man
etup, you spe
rganization’s

with other ho
NIC is known
with an IP add

llustration th
ary managem

ration contrasts
nt interface has

Config

XenServer h
ks. This is be

Configuratio
onfiguration 
tup configure
values you pr

nnectivity. X
onnectivity b
ple, three NI
or a visual ex

nagement In
ecify an IP ad
s network and
sts in a pool,

n as the prima
dress. 

hat follows sh
ment interface

s a regular NIC
s an IP address

guration

host has all the
cause you de

on and Othe
when you fir
es options, su
rovide during

XenServer in
by creating on
ICs, XenServ
xplanation, se

nterface and
ddress for on
d to carry ma
, XenCenter,
ary managemen

hows a regula
e. 

C with one conf
s, subnet mask,

n after I

e information
efine the follo

er Settings. Y
rst install Xen
uch as the IP
g installation

nstallation pre
ne network f

ver creates th
ee page 15. 

d the Manag
ne NIC. Xen
anagement tr
 Workload B

nt interface. Th

ar (unconfigu

nfigured as the p
k, and gateway 

Installa

n it needs to 
owing netwo

You set the h
nServer on th
P address con
n. 

epares each N
for each NIC

hree network

gement Net
nServer uses t
raffic for fun
Balancing, an
his is the only

ured) NIC an

primary manag
assigned to it. 

ation 

 connect to a
orking option

host’s initial 
he physical c
nfiguration (D

NIC connect
C. This mean
s: Network 0

twork. Durin
that NIC to 

nctions like c
nd other com
y NIC that Se

nd a NIC con

gement interfac
 

at least one o
ns while insta

XenServer 
computer. 
DHCP/stati

ted to a switc
ns that if the h
0, Network 1

ng XenServer
connect to y
ommunicatin

mponents. Thi
etup configu

nfigured as a

 

ce. The primary

of 
alling 

c), 

ch 
host 
, 

r 
your 
ng 
is 

ures 

a 

y 



Page 15 

During in
Unless yo

The illust
following

This illustr
interface. I

Most env
range fro
networks
provide e

Note: If 
XenCente
reboot th

Impa

Networki
XenServe

As a resu
all hosts i

 W

 W

 W

 

nstallation, X
ou change thi

tration that fo
g installation.

ration shows ho
In this case, the 

vironments re
m creating p
, and configu

examples of t

you plug any
er or xsconso

he XenServer

ct of Po

ing is a pool-
er synchroniz

ult, for XenSe
in the pool, i

Which NICs a

Which NICs a

Which NICs c

XenServer also
is set up, Xen

ollows show
  

ow, during inst
administrator 

equire additio
pools to integ
uring a separ
these tasks. 

y NICs into s
ole, you migh
r host. 

ools on

-level feature
zes all hosts i

erver to oper
including: 

are bonded 

are configure

connect to st

o creates a se
nServer uses

s an example

tallation, XenS
r selected NIC0

onal configur
grating additio
rate storage n

switches afte
ht need to eit

n XenSe

e in XenServe
in a pool to u

rate correctly

ed as the prim

torage 

eparate netw
 the addition

e of XenServ

Server lets you c
0. XenServer u

rations to the
onal network

network. The

r installing X
ther a) run x

erver N

er. When you
use the same

, you must en

mary manage

work for each
nal NICs on t

ver’s initial ne

choose a NIC 
uses the other N

ese basic net
ks, connectin
e scenarios in

XenServer, if 
xe pif-list or 

Network

u change netw
e network set

nsure that ne

ement interfa

h NIC it detec
the host for 

etwork config

as the primary
NICs for VM 

twork setting
ng your VMs
n the followin

you cannot s
xe pif-plug 

king 

tworking on t
ttings.  

etwork settin

ace 

cts on the ho
VM traffic o

guration 

y management 
traffic. 

gs. These can
 to those 
ng chapter 

see the NICs
in the CLI o

the pool mas

ngs match acr

ost. 
only.  

 

n 

s in 
or 

ster, 

ross 



Page 16 

The netw
the pool. 

This illustr

Ideally, yo
Pooling t
networkin

 

works to whic
 

ration shows tw

ou should ad
the hosts befo
ng-configura

ch NICs conn

wo hosts joined 

dd all desired
fore configuri
ation databas

nect must be

together in a p

hosts to the
ing networki
e. 

e the same on

pool before any 

e pool before
ing creates cl

n the corresp

networking con

e configuring
leaner record

ponding NIC

nfiguration is p

g any network
ds in XenServ

Cs on each ho

performed on th

k settings. 
ver’s internal

ost in 

 

hem.  

l 

 



Page 17 

These two 
hosts in the
illustration
XenCenter

After crea
the netwo

When you
match the

 C

 M

XenServe
migration
the physi
interventi
which ho

 

illustrations sh
e pool. In the to

n, after reconfigu
r automatically 

ating a new p
ork settings o

u use XenCe
e newly mod

Change each h

Make the chan

er requires ne
n, such as Xe
cal server ho
ion. Therefo

ost XenServer

how how XenSe
top illustration, 
uring NIC 3 o

y configures the 

pool or joinin
on the maste

enter to make
dified host. W

host manuall

nge on the p

etwork settin
enMotion, Hi
osting a VM t
re, the VMs 
r moves them

erver replicates 
NICs 3 and 6

on the pool mas
other host in th

ng a host to a
r to the joini

e networking
When you use

ly to match th

ool master an

ngs to match 
igh Availabili
to change at 
must be able

m on to.  

the network se
6 on both hosts
ster to use Netw
he pool to use t

an existing p
ing hosts. 

g changes, Xe
e the CLI to c

he modified 

nd restart all 

across the p
ity, and Wor
any time, and

e to access all

ettings created o
ts use Network
twork 12 and N
those settings. 

pool, XenServ

enCenter cha
change netw

host’s setting

l the member

ool because 
rkload Balanc
d possibly au
ll of their targ

on the pool ma
ks 3 and 6. In t
NIC 6 to use N

ver automatic

anges the oth
work settings,

gs 

r hosts in the

of features th
cing. These f
utomatically w
get networks

aster on all othe
the bottom 
Network 18, 

cally replicat

her hosts to 
 you must ei

e pool 

hat use live 
features enab
without your
s regardless o

 

er 

es 

ther:  

ble 
r 
of 



Page 18 

For this r
configura
physical c

Importan
member h
address.  

Sequ

Citrix rec
help ensu

1. Cable
Confi

2. Confi

3. Instal
config
recov
see “C

4. Creat
Netw

5. Confi
Samp

Importan
networkin
and cause
and will n

Cabling

Citrix rec
switches 

1. If
in

2. C
is

T
N

 

reason, it is c
ation for each
configuration

nt: After join
host to make

uence o

commends pe
ure XenServe

e the hosts by
figuration for

figure the swi

ll XenServer 
guration is se

ver from a ba
Chapter 8: V

te a pool of t
working” on p

figure NIC bo
ple Networkin

nt: Do not c
ng configura
e hosts to shu
need the hos

g Configu

commends pl
before instal

f you did not
nto the appro

Connect the c
s, the same su

The term corre
NIC 3 on Ho

critical to hav
h host across
n on all hosts

ning the host
e sure that it 

of Netwo

erforming yo
er stores your

y plugging al
r XenServer”

itches. See “C

on the hosts
et up correct
ad configurat

Verifying You

he hosts, if y
page 15. 

onds and net
ng Scenario.”

onfigure the 
tions. Netwo
ut themselve
t-emergenc

ration for 

lugging the p
lling XenServ

t cable your h
opriate switch

correspondin
ubnet).  

esponding refer
st 1, NIC 3 o

ve and maintai
s the pool. Li
s in a pool be

ts to the pool
has its own u

orking 

our initial net
r networking

ll NICs into t
” on page 18.

Connecting X

s. Citrix recom
tly before cre
tion in a non-
ur XenServer 

you want to p

tworks. For m
” 

XenServer H
orking config
es down. Con
cyha-disable

XenServe

physical Ethe
ver. The idea

hosts before 
h ports.  

ng NICs on e

rs to the NIC
on Host 2, N

in an identica
ikewise, Citri
efore changin

l, check the p
unique IP ad

Config

tworking con
g configuratio

the appropria

XenServer to

mmends tha
eating a resou
-pooled state
Networking

pool them. Se

more inform

High Availab
guration can i
nsequently, th
e command t

er 

ernet cables in
al process is a

installation, p

each host in t

C of the same
NIC 3 on Hos

al physical ca
ix strongly re
ng network s

primary man
ddress and/o

uration

nfiguration in
on correctly: 

ate switches,

o Physical Sw

at you ensure 
urce pool, sin
e. To verify n
g Configurati

ee “Impact o

mation, see the

bility feature u
interrupt the
he hosts prob
to recover. 

nto all the N
as follows:  

plug all the N

the pool to th

e number on
st 3. This me

abling, NIC, a
ecommends c
settings on th

nagement inte
r set the corr

n Tasks

n the sequenc
 

, as described

witches” on p

 your networ
nce it is usual
networking is
ion.”  

of Pools on X

e scenarios in

until after yo
e High Availa
bably will no

NICs and the 

NICs in each

he same phy

n another hos
eans that each

and switch 
changing the
he pool.  

erface on eac
rect static IP

s 

ce that follow

d in “Cabling

page 21.  

rking 
lly easier to 
s set up corre

XenServer 

n “Chapter 3

ou complete y
ability heartb
ot reboot cor

appropriate 

h host in the 

sical switch (

st. For exam
h individual N

e 

ch 
 

ws to 

g 

ectly, 

3: 

your 
beat 
rectly 

pool 

(that 

ple, 
NIC 



Page 19 

o
o

The follo

This illustr
switch repr
networks a

Ensuring
illustratio
NICs in t

In an env
that form
network t
shows ho

 

n every host 
n all other ho

owing figure i

ration shows ho
resents a separa
as the correspon

g the cabling 
on, all NICs m
the same pos

vironment wi
m one large ph

that have the
ow you might

must connec
osts in the po

is a visual exa

ow each corresp
ate physical netw
nding NICs on 

on each host
must connect
sition on all h

ith only one l
hysical netwo
e same physic
t cable such a

ct to the sam
ool.  

ample of this

ponding NIC o
work. Each m
the pool maste

t in the pool 
t to the same
hosts across t

logical switch
ork), you onl
cal or logical 
an environm

me physical ne

s configuratio

on both hosts m
ember host’s N
er.  

is correct is 
e physical net
the pool. 

h (for examp
ly need to co
(VLAN) con

ment. 

etwork as th

on in an ente

must physically 
NICs must be c

critical. As sh
tworks (show

ple, one that h
onnect the NI
nnectivity. T

e NIC in the

erprise enviro

connect to the s
connected to the

hown in the 
wn as separat

has a hierarc
ICs to switch

The example t

e same positio

onment. 

 

same network. 
e same physical

previous 
te switches) a

chy of switch
hes on that 
that follows 

on 

Each 
l 

as the 

hes 



Page 20 

This illustr
These switc
ports have 

XenServe
if a XenS
cannot in
configura

Ensuring
ensures th
to Netwo
the same 

Note: Wh
you must
pool plug
to the me
the cables

 

ration shows tw
ches function log
the same conne

er cannot det
erver host ex

ndicate the ca
ation as the c

g that the corr
hat a host’s V
ork 1 on anot
physical con

hen you con
t have, at a m
gged into you
ember hosts. 
s for that NI

wo switches that
ogically as one u
ectivity, the NI

tect if you m
xpects to be 
abling is inco
cause.  

responding N
VM attached 
ther host. Th
nnectivity afte

figure netwo
minimum, the
ur network. O
Likewise, if 

IC on each ho

t are connected 
unit. Because th
ICs can be plugg

ake any error
able to conta

orrect. If you 

NIC on each
to, for exam

his ensures th
er migration.

orking, if you
e NIC(s) for t
Otherwise, th
you are using
ost. 

d across a backp
here are no VL
gged into any po

rs while setti
act a specific 
receive error

h host has the
mple, Networ
hat if you mig
.  

u do not have
the primary m

he pool maste
g a dedicated

plane and are o
LANs configu
ort on these tw

ing up the ph
 gateway usin
rs, they migh

e same netwo
rk 1, can com
grate a VM to

e all of your N
management
er cannot syn
d NIC for sto

on the same phy
ured on any of t
wo switches.  

hysical netwo
ng a certain N
ht not indicat

ork configura
mmunicate wi
o a new host

NICs plugge
t interface on
nchronize its
orage, you m

hysical network.
the ports and a

ork. For exam
NIC, XenSer
te network 

ation is what
ith a VM atta
t, the VM ret

d in to switc
n all hosts in 
s network set

must also conn

 

. 
ll 

mple, 
rver 

t 
ached 
tains 

hes, 
your 

ttings 
nect 



Page 21 

Connec

When you
you woul
the Spann

For more

 

 

 

cting Xen

u are connec
ld when conn
ning Tree Pro

e information

Server to 

cting a XenSe
necting a wor
otocol (STP)

n, see CTX12

Physical 

erver host to
rkstation to a
) and enablin

23158 -- Cons

Switches

 a switch, co
a switch. The

ng PortFast.

siderations for X

s 

onfigure the s
ere are specif

XenServer Sw

switch’s port
fic, critical gu

witch Ports.  

s differently 
uidelines abo

than 
out 



Page 22 

This chap
network. 

 Se

 U

Exam

This secti
connectin

Designing
configurin
to the des
security o
platform 

Before co
to connec

1. C

2. C
tr

3. C

This secti
configura

 

pter provides
This include

egregating tr

Using the man

mple: Ad

ion provides 
ng VMs to ne

g a XenServe
ng redundan
sired network
or performan
from VM tra

onfiguring ne
ct. A standar

Configuring re

Creating separ
raffic from V

Creating VMs

ion provides 
ation options

Cha

s a scenario-b
es the followi

affic 

nagement ne

dding V

a sample sce
etworks, crea

er networkin
ncy for netwo
ks. During th

nce reasons (f
affic).  

etworking on
rd network co

edundancy fo

rate storage o
VM traffic). 

s and connec

you with an 
s and steps re

apter 3:

based examp
ing:  

etwork for tra

Virtual 

enario of a si
ating redunda

g deploymen
ork availabilit
his process, y
for example, 

n a pool, you 
onfiguration 

or network a

or manageme

ting them to

example of 
equired to pu

 Sampl

le of how to 

affic in a very

Machin

imple networ
ancy, and con

nt may requir
ty, configurin
you might als
separating tr

should know
process migh

availability. 

ent networks

 the desired X

that process.
ut your virtua

le Netw

connect virt

y small envir

nes to a

rking configu
nfiguring NI

re several tas
ng NICs, and
so separate d
raffic for ma

w to which n
ght require: 

s (used to sep

XenServer n

. This section
al machines o

working

tual machine

ronment 

a Netwo

uration that i
ICs.  

ks, including
d, ultimately, 
different type
anaging the X

networks you

parate manag

network(s). 

n describes th
on the netwo

g Scena

s to a physic

ork 

includes 

g, for exampl
connecting V

es of traffic fo
XenServer 

ur VMs will n

gement or sto

he different 
ork by using a

ario 

al 

le, 
VMs 
or 

need 

orage 

a 



Page 23 

sample sc
put XenS

Creatin

After join
availabilit
create red

NIC bon
configure
same MA

XenServe
automatic
teaming.  

You can u
XenServe

In the illu
forms a b

This illustr
Primary M
VM traffi

 

 

cenario. Whil
Server’s netw

ng Networ

ning all hosts
ty access to th
dundancy thr

ding is a tech
es two NICs 
AC address an

er supports b
cally redirect

use XenCent
er automatica

ustration that
bonded pair o

ration shows th
Management Int
ic.  

le the scenari
working featur

rk Resilien

s to your poo
he network. 
rough NIC bo

hnique for in
together so t
nd, in the cas

bonding two N
s traffic to th

ter or the xe 
ally replicates

t follows, the
of NICs. Xen

hree pairs of bo
terface bond, X

 

io might not
res into cont

ncy throug

ol, you may w
One way Xe
onding.  

ncreasing resi
they logically
se of manage

NICs together
he second NI

CLI to creat
s the bonding

e primary ma
nServer will u

nded NICs, in
XenServer uses 

directly appl
text. 

gh Bonds

want to ensur
enServer lets 

iliency and/o
y function as 
ement interfa

r on a host. I
IC. NIC bon

te NIC bond
g configurati

anagement in
use this bond

ncluding the pri
the other two N

ly to your en

re that any cr
you achieve

or bandwidth
one network

aces, have on

If one NIC in
nding is also s

ds. If XenCen
ion across all

nterface is bo
d for manage

imary managem
NIC bonds and

nvironment, i

ritical servers
high networ

h in which an
k card. Both 
ne IP address

n the bond f
sometimes k

nter is manag
l hosts in the

onded with a 
ement traffic

ment interface. E
d the two un-b

it is designed

s have high 
rk availability

n administrato
NICs have t

s.  

fails, XenServ
known as NIC

ging a pool, 
e pool.  

NIC so that 
c. 

Excluding the 
onded NICs fo

d to 

y is to 

or 
the 

ver 
C 

it 

 

for 



Page 24 

Ensuring

When VM
NICs in a
remain on

Provided
bonding c
interface 
active and

If you bo
does not 

Note: Wh
provide a

The illust
have to m

This illustr
in each hos

Note: Fo

 

g Resilience

M networks u
a bond to a s
n the networ

you enable b
can balance e
NIC to a sec
d the other re

ond a manage
have its own

hile NIC bon
a single VM w

tration that fo
match. 

ration shows ho
st. The NICs i

or more infor

e through R

use bonded N
second (redun
rk since their 

bonding on N
each VM’s tr
cond NIC als
emains unus

ement interfa
n IP address; 

nding can pr
with the thro

ollows show

ow two NICs i
in the bonds con

rmation abou

Redundant S

NICs, traffic 
ndant switch
traffic fails o

NICs carryin
raffic betwee
so provides r
ed unless tra

ace, a single I
XenServer t

ovide load b
oughput of tw

s how the ca

in a bonded pa
nnect to differen

ut bonds, see

Switches 

is sent over 
h) and a singl
over to the o

ng only guest 
n NICs. Like
resilience. Ho
affic fails ove

IP address is 
treats the two

alancing for 
wo NICs.  

ables and netw

air use the same
nt switches for 

e “Considerin

both NICs. 
le NIC or sw
other NIC/sw

traffic, both
ewise, bondin
owever, only
er to it.  

assigned to 
o NICs as on

traffic from 

work configu

e network settin
redundancy.  

ng NIC Bond

If you conne
witch fails, the
witch.  

h links are act
ng the prima

y one link (NI

the bond. Th
ne logical con

multiple VM

uration for th

ngs, as represen

ding” on pag

ect one of th
e virtual mac

tive and NIC
ary managem
IC) in the bo

hat is, each N
nnection. 

Ms, it cannot 

he bonded N

nted by the netw

ge 56. 

e 
chines 

C 
ment 
ond is 

NIC 

NICs 

works 



Page 25 

Connec

Virtual m
XenServe
create a V
This conf
0. 

You need
connect i
XenCente
you need 
one of th

This illustr

 

cting a VM

machines conn
er sends the V
VM in XenCe
figuration let

d a virtual int
it. In environ
er creates by 
a VM to con

hose network

ration shows ho

M to a Net

nect to a netw
VM’s traffic 
enter, XenSe
ts VMs conn

terface on a V
nments that c
y default when
nnect to mul

ks. 

ow VMs requi

twork usin

work throug
through the 

erver creates 
ect to an ext

VM for each 
connect to on
n you create 
ltiple physica

ire a virtual int

ng Virtual 

gh a virtual in
target netwo
a virtual inte
ernal networ

separate phy
nly one physi
a VM may b

al networks, y

terface for each 

Interface

nterface on th
ork’s associat
erface connec
rk through th

ysical networ
ical network,

be sufficient f
you must cre

physical netwo

es 

hat particular
ted NIC. By 
cting the VM
he NIC attach

rk to which y
, the virtual i
for your need

eate a virtual 

 

ork to which th

r network. 
default, when

M to Network
hed to Netw

you want to 
interface 
ds. However
interface for

hey need to conn

n you 
k 0. 

work 

r, if 
r each 

nect.  



Page 26 

Some add

 M
o

 E
ge

 W
n

 U
n

Note
Find w

Underst

Just like N
When you
generate 

When Xe
Locally ad
manufact
Organizati
the first t

This mea
devices o

XenServe
config:mac-
number f

A particu
address. C
virtual int

XenServe
the VM r
based on 

Tip: To o
select the

 

ditional point

Most, but not
nly through X

Each virtual in
enerate these

When you cre
ew virtual in

Unlike for the
ot need to m

e: To determi
which Virtual 

tanding Vir

NICs in the p
u create a vir
one for you. 

enServer gen
dministered a
turer-specific
ionally Unique
three octets in

ans that the M
on your netwo

er generates a
-seed paramet
for the VIF: 0

ular combinat
Consequently
terface typica

er preserves M
receives a new
that seed. 

obtain the M
e virtual inter

ts about virtu

t all, VMs hav
XenCenter, t

nterface mus
e automatical

eate a networ
terface for th

e physical and
match other V

ine which VM
Network Inter

irtual MAC 

physical worl
rtual interfac
 

erates MAC 
addresses are

c encoding. A
e Identifier (OU
ndicate whic

MAC address
ork.  

a MAC addre
er of the VM
0…6).  

tion of a MA
y, if you rem
ally gets the s

MAC addres
w random M

MAC address 
rface, and clic

ual interfaces

ve at least on
the VM does

st have a “vir
lly for you (re

rk in XenCen
hat network a

d infrastructu
VMs in the po

M is associate
rface is Assign

C Addressin

ld, each virtu
e, you can ei

addresses au
e addresses a
As a result, th
UI). Typically
h company m

ses XenServe

esses at rand
M and the dev

AC seed and d
ove a virtual
same MAC a

ses when mi
MAC address 

of a XenServ
ck Propertie

s:  

ne virtual inte
s not need a v

rtual” MAC a
ecommended

nter, you can 
automatically

ure layers, th
ool. 

ed with a vir
ed to a Virtua

ng 

ual interface m
ther specify a

utomatically, 
assigned to de
hey do not co
y, manufactu
manufactured

er generates w

om based on
vice number 

device numb
 interface fro

as before. 

igrating VMs
seed and the

ver VM in X
es.  

erface. (If an 
virtual interf

address. You
d) or specify 

specify if yo
y, whenever y

he networking

rtual interface
al Machine in X

must have its
a MAC addr

it generates l
evices by a u
ontain a man
urers “burn-i
d the device.

will not clash

n the random
of the virtua

ber always res
om a VM and

s. However, w
e virtual inter

XenCenter, se

administrato
face.) 

u can configu
y them manua

ou want XenC
you create a 

g configurati

e, see CTX12
XenServer.  

s own (virtua
ress manually

locally adminis
user, which ty
nufacturer-sp
in” MAC add
 

h with addres

m seed in the 
al interface (a

sults in the sa
d recreate it l

when you co
rfaces get new

elect the VM’

or accesses a 

ure XenServe
ally. 

Center to cre
VM.  

ions on VMs

22520 -- How

al) MAC add
y or let XenS

stered addresses
ypically lack 
ecific 
dresses in wh

sses from har

VM.other-
a sequence 

ame MAC 
later, the new

py or clone V
w MAC addr

’s Network t

VM 

er to 

eate a 

 do 

w to 

dress. 
erver 

s. 

hich 

rdware 

w 

VMs, 
resses 

tab, 



Page 27 

Segreg

You can 
for either

For most
best prac
performa
potential 

There are

 Se
a 

 Se

However
network a
separate t

This illustr

While sep
all enviro
the mana
configura

 

gating VM

separate each
r security or p

t environmen
tice. Not onl

ance by reduc
collisions, an

e a variety of 

eparating all 
network not

eparating the

r, VMs will o
as the NIC. T
traffic. 

ration shows ho

parating traff
onments. In s
agement netw
ation regularl

 Traffic fro

h type of traf
performance

nts, Citrix rec
ly does it incr
cing competi
nd reducing t

f ways in whic

types of traf
t used for sto

e managemen

nly use a NIC
The illustrati

ow NICs that 

fic is a best p
smaller enviro
work. Howev
ly. 

om Mana

ffic –VM, sto
e reasons.  

commends se
rease the sec
ition between
the load on t

ch you can se

ffic from each
orage or man

nt traffic from

C for VM tra
on that follo

are not designa

ractice in larg
onments, you

ver, Citrix rec

gement a

orage, and ma

egregating VM
curity of the m
n traffic type
the primary m

eparate traffi

h other. For 
nagement traf

m the VM an

affic if they h
ws shows th

ated for manag

ger environm
u may want t
commends ev

and Storag

anagement tr

VM traffic fro
management
s for networ

management 

ic, including:

example, pu
ffic.  

nd storage tra

have a virtual
he best practic

gement or storag

ments, it is no
to configure 
valuating the

ge Traffic 

raffic – onto

om managem
t network, it 
rk resources, 

interface. 

:  

utting the virt

affic. 

l interface on
ce example o

ge traffic only c

ot an absolut
VMs to send

e performanc

o its own netw

ment traffic as
can improve
reducing 

tual machine

n the same 
of how you m

 

carry VM traff

te requiremen
d their traffic
ce of this 

work 

s the 
e 

s on 

might 

ffic.  

nt for 
c on 



Page 28 

The scen
NICs sha

Scenar

In this sc
do this, th

 A
V

 C

The illust

This logica
using netwo
bond on th
to network
switch. 

As shown
do not co
becomes 

 

arios that fol
ared by multi

rio 1: Seg

enario, an ad
he administra

Attached the n
VM traffic, wh

Created virtua

tration that fo

al illustration sh
ork 2 can comm

heir respective h
3 can commun

n in previous
onfigure a vir
dedicated fo

llow illustrate
iple networks

regating T

dministrator w
ator:  

network cabl
hich is physic

al interfaces o

ollows show

hows segregated
municate with 
osts and that b
nicate with each

s illustration, 
rtual interface
or manageme

e both of the
s.  

Traffic 

wants a dedic

les coming fr
cally isolated

on the same 

s these segre

d guest, storage,
each other beca

bond connects to
h since the corre

not all NICs
e connecting

ent traffic. Fo

ese concepts:

cated networ

rom the NIC
d from the sto

networks as 

egated networ

, and managem
ause they are co
o the same phys
responding NIC

s have virtual
g to the mana
or example, in

: separating t

rk for manag

Cs to a switch
orage and ma

the NICs 

rks.  

ment networks. 
onfigured to use 
sical network. L
C 7 on each ho

l interfaces a
agement netw
n the previou

traffic and se

gement and s

h for a netwo
anagement n

In this scenari
e the same (corr
Likewise, the t
st connects to t

associated wit
work, the ma
us illustration

nding traffic

storage traffic

ork to be use
networks 

io, all the VM
responding) NI
two VMs conn
the same physic

th them. If y
anagement N
n there are N

 over 

c. To 

ed for 

 

Ms 
IC 
nected 
cal 

you 
NIC 
NICs 



Page 29 

connected
interfaces

Note: Cit
for each N
assigned t

Scenar

In enviro
managem

In this ex

 X
in
an
co
 
N
Sp
in

 V
re
sp

This conf
to comm
and back

However
XenServe
on the sa
layer and 
For exam
organizat
targeted p

In contra
confines 

The follo

 

d to the man
s.  

trix does not
NIC on your
to them for V

rio 2: Usin

onments with
ment or storag

xample, the o

XenCenter ca
nterface on th
nd other com
ommunicate 

Note: XenCe
pecifically, X

nterface.  

VM traffic is a
equires no ch
pecify the VM

figuration let
unicate with 
.  

r, this configu
er hosts using
me network.
controls the

mple, if the VM
tion can pote
pool.  

ast, scenario 1
any successfu

owing illustra

nagement and

t recommend
r host. Ideally
VM traffic. 

ng the Ma

h minimal sec
ge networks.

organization u

n connect to
he pool mast

mponents, su
with XenSer

nter only com
XenCenter on

also sent on t
hanges. To re
M network th

ts (1) XenSer
other hosts 

uration has s
g this manag
 This makes 

e hypervisors 
Ms host Web

entially penet

1 on page 28
ful external at

tion shows s

d storage net

d assigning IP
y, Citrix does

nagemen

curity require
  

uses the man

o the manage
ter. This is be

uch as Worklo
rver.  

mmunicates w
nly connects 

this managem
evert to this c
hat is sharing

rver use the N
and (2) VMs

ecurity impli
gement netwo

the managem
themselves, 

b servers, any
rate your ent

 separates th
ttacks to the 

ome VMs se

tworks that d

P addresses (
s not recomm

nt Network

ements, you c

nagement net

ment networ
ecause of the
oad Balancin

with the poo
to the IP add

ment networ
configuration
g the manage

NIC configur
s transparentl

cations. Wor
ork can comm
ment networ
vulnerable t
y successful 
tire virtual in

he VM traffic
guest netwo

ending their V

do not have c

(that is, creat
mend using a

k for VM T

can configure

twork for tw

rk through th
e IP address 
ng, can use th

ol master and
dress of the m

rk. This is the
n, create a vir
ement networ

red as the pr
ly forward gu

rkstations ho
municate wit
rk, which ulti
o any attacks
attacks origin

nfrastructure 

c from the m
rk. 

VM traffic ov

correspondin

ting managem
any NICs wit

Traffic 

e VMs to sha

wo purposes: 

he primary m
on that NIC

he connection

d not any me
master’s prim

e default con
rtual interfac
rk.  

rimary manag
uest traffic o

osting XenCe
th each other
imately mana
s originating 
nating from 
– or all infra

anagement n

ver the mana

ng virtual 

ment interfac
th IP address

are the 

management 
. Likewise, h
n to 

mber servers
mary manage

nfiguration an
ce on the VM

gement interf
nto that netw

enter and 
r because the
ages the hard
from the VM
outside the 

astructure on 

network, whi

agement netw

ces) 
ses 

hosts 

s. 
ment 

nd 
M and 

face 
work 

ey are 
dware 
Ms. 

 the 

ch 

work. 



Page 30 

This logica
their traffic

Note: Vi

 In
a 

 In
sp

After you
paravirtua

Scenar

You migh
with tech
same netw
private ne

Private ne
same Xen
with VMs
can only 

 

al illustration sh
c across the ma

rtual interfac

n a Windows
built-in drive

n a Linux VM
peed Xen par

u install the X
alized netwo

rio 3: Isola

ht have speci
hnically savvy
work as regu
etworks: sing

etworks do n
nServer host 
s on the sam
communicat

hows how the a
anagement netw

ces appear di

s VM, the ini
er.  

M, the NIC a
ravirtualized 

XenServer To
rk drivers. 

ating VM T

ific types of w
y workers, yo
ular VM traffi
gle-server pri

not have an u
or the same 

me switch on t
te with VMs 

administrator co
work.  

fferently in L

itial Window

appears as a s
network driv

ools (for Win

Traffic on 

workloads th
ou might not 
fic. XenServe
ivate network

uplink or a ph
resource poo
the same hos
on the same 

onfigured the vi

Linux and Wi

s installation

standard Linu
ver. 

ndows guests

a Private

hat require iso
want servers

er lets you seg
ks and cross-

hysical NIC. 
ol. In a priva
st. In the cas
vSwitch. 

virtual interface

Windows VMs

n has an emul

ux network d

s), Windows 

e Network

olation. For e
s with confid
gregate traffi
-server privat

Private netw
ate network, V
e of cross-se

es on VM 1 an

s: 

lated networ

device and us

also uses hig

k 

example, in e
dential emplo
ic by creating
te networks. 

works connec
VMs can onl

erver private 

nd VM 3 to se

k device that

ses the high-

gh-speed 

environment
oyee data on 
g two types o

ct VMs on th
ly communic
networks, V

 

end 

t uses 

ts 
the 

of 

he 
cate 

VMs 



Page 31 

Essentiall
host or a 
are based

Due to th
Creating 

 S
n
se
th
ar
tr

 F
n
o

Private ne
have a co
external: 
enabling 

Note: In 
networks

Scenario

If you hav
create a si
network i
outside w

The illust

 

ly, a private n
group of ho

d on the stora

he speed, lab 
private netw

ecurity. Sing
etwork traffi
erver private 
he private ne
re on the sam
raffic across v

Faster traffic
eed to intera
ther. 

etworks prov
onnection to 
they provide
connectivity 

previous Xe
. 

io A: Isolati

ve some VM
ingle-server priv
interface. It o

world.  

tration that fo

network func
sts (pool). Th
age speed and

machines an
works might a

gle-server and
ic (almost lik
networks ar
twork canno

me physical s
virtual interfa

c for connec
act with regul

vide connecti
the outside w

e a bridge bet
to resources

enServer relea

ing VM Tr

Ms on one ho
vate network. T
only connect

ollows show

ctions like an
his results in
d not limited

nd test enviro
also be desira

d cross-serve
e creating a v
e completely

ot sniff or inje
erver and the

faces connect

tions betwe
lar network a

ivity only bet
world. Netwo
tween virtual
s available thr

ases, single-s

raffic on On

st that you d
This is an int
ts the virtual 

s a private ne

n isolated loc
 higher speed

d by the netw

onments are 
able for these

er private net
virtual “stove
y isolated from
ect traffic int
e virtual inter
ted to a netw

een VMs on 
and switches,

tween VMs o
orks with a N
l interfaces an
rough the NI

server private

ne Host 

do not want o
ternal networ
machines on

etwork confi

al area netwo
d networks s

work bandwid

a good use c
e reasons:  

tworks can le
e pipe”). Priv
m regular ne
to the netwo
rfaces on bo

work on the s

the same h
, they can tra

on a given X
NIC (PIF) as
nd the NIC c
IC. 

e networks w

on your organ
rk that has n
n the host an

igured on on

ork that is lo
since respons
dth or bottlen

case for priva

et you isolate
vate network
etwork traffic
ork, even if bo
th sets of VM

same underly

host. Because
ansmit traffic

XenServer ho
sociation are
connected to

were known a

nization’s ne
o association

nd has no con

ne host.  

cal to either 
ses between V
necks. 

ate networks.

e VMs from o
ks and cross-
c. VMs outsid
oth sets of V
Ms transmit 
ying NIC. 

e VMs do no
c faster to eac

st and do no
e considered 
o the network

as internal 

etwork, you c
n with a phys
nnection to t

a 
VMs 

. 

other 

de of 
VMs 

t 
ch 

ot 

k, 

can 
sical 
the 



Page 32 

This illustr
does not ha

To create

1. C
In
N

U
N
N

2. C

If
o

Note: To
Controller 

Scenario

Cross-ser
networks
combine 

 

ration shows ho
ave any connect 

e a single-serv

Create a single
n XenCenter

Network and

Unlike when y
NIC when yo
NIC for conn

Create a virtua

f you want to
n the VMs th

o create cross
User Guide. 

io B: Isolati

rver private n
 let VMs on 
the isolation

ow the virtual i
t to any NICs 

ver private n

e-server priv
r, select the h
d then select S

you create ex
u create priv

nectivity. 

al interface o

o isolate the V
hat are on an

s-server priva

ting VM Tr

networks are 
different hos

n properties o

interfaces on th
since all traffic 

etwork that i

ate network 
host in the Re
Single-Serve

xternal netwo
vate networks

on each VM t

VMs’ traffic
n external net

ate networks

raffic on Cr

similar to sin
sts communi
of a single-ser

he VMs are on
c is sent inside t

is isolated fro

in XenCente
esource pane
er Private N

orks, XenCen
s. This is bec

that specifies

completely, i
twork. 

, see CTX13

ross-server 

ngle-server p
icate with eac
rver private n

n the single-serv
the XenServer 

om the exter

er.  
e. Click the N

Network. 

nter does not
cause private 

s the new pri

if necessary, 

30423 - Citrix

r Private Ne

private netwo
ch other. Cro
network with

ver private netw
host.  

rnal network,

Network tab

t prompt you
networks do

ivate network

remove any 

x XenServer 6.

Networks 

ork except cro
oss-server pr
h the addition

work. This netw

, you   

. Click Add 

u to specify a
o not require 

k.  

virtual interf

.0 vSwitch 

oss-server pr
rivate networ
nal ability to 

 

work 

a 
a 

faces 

rivate 
rks 
span 



Page 33 

hosts acro
XenMoti

Cross-ser
private ne
has virtua

While VL
requiring 

Cross-ser

• T

• T
m

Because c
networks
managem
server-pri
must be o

To create

• A

• A

• T

• T
m

 
To creat

1. In
2. O

cl
3. E
4. D

5. C
 

 

 

oss a resourc
on (live migr

rver private n
etwork canno
al interfaces c

LANs provid
physical-swi

rver private n

The isolation 

The ability to 
multiple hosts

cross-server p
 you must cr

ment interface
ivate networ
on a separate

e a cross-serv

All hosts in th

All hosts in th

The pool mus

The cross-serv
management i

e a cross-se
n XenCenter

On the first p
lick Next.  

Enter a name 
Do one or mo

 To au
New V

 To use
betwe

Click Finish t

ce pool. This
ration) and W

networks are 
ot sniff or in
connected to

de similar fun
itch configur

networks pro

properties of

span a resou
s within the s

private netw
reate a manag
e as the unde
k traffic on a

e subnet.  

ver private ne

he pool must 

he pool must 

st have a vSw

ver private n
interface) 

erver private
r, select the p
age of the N

and descript
ore of the fol
tomatically a
VM wizard, s
e jumbo fram
en 1500 to 9
to create the 

 combination
Workload Bal

completely i
ject traffic in

o two differen

nctionality, cr
ration. 

ovide the follo

f single-serve

urce pool, ena
same pool 

orks require 
gement inter
erlying netwo
a second man

etwork, the f

be using Xe

be using the

witch Control

network must

e network us
pool where yo

New Networ

tion for the n
llowing:  

add the new n
select the che
mes, set the M
9216.  

new network

n allows the u
lancing (WLB

isolated. VM
nto the netwo
nt networks 

ross-server pr

owing benefi

er private net

abling VMs c

a NIC with a
face. Cross-s

ork transport
nagement int

following req

enServer 5.6 F

e vSwitch for

ller configure

t be created o

sing XenCen
ou want to cr
rk wizard, sel

new network

network to an
eck box.  
Maximum Tr

k. 

use of VM a
B), for VMs 

Ms that are no
ork, even wh
that use the 

rivate netwo

fits: 

tworks 

connected to

an IP addres
server private
t. However, i
terface, this s

quirements m

Feature Pack

r networking

ed 

on IP-enable

nter 
reate the netw
lect Cross-Se

k, and click N

ny new virtu

ransmission U

agility feature
connected to

ot connected 
hen the VMs 
same NIC. 

orks provide i

o a private ne

ss, to configu
e networks c
if you choose
second mana

must be met: 

k 1 or greater

g 

ed NICs (that

twork in the R
erver Privat

Next.  

ual machines 

Unit (MTU) 

es, such as 
o those netw

to this type o
share a host 

isolation with

etwork to live

ure these 
an use any 
e to put cross
agement inter

r 

t is, a 

Resources pa
e Network a

created using

to a value 

works.  

of 
that 

hout 

e on 

s-
rface 

ane.  
and 

g the 



Page 34 

Scenar

Many org
performa
VMs to o

To conne
to that ne
VLAN an

This illustr
them, inclu
VLAN 5
one NIC. 

While tru
let you co
to multip
(b) create

 

rio 4: Con

ganizations to
ance or secur
one or more V

ect a VM to a
etwork. To p
nd then creat

ration shows ho
uding VLANs
58 through Vir

unk lines from
ombine multi
ple VLANs yo
e a XenServer

necting V

oday configu
rity reasons. I
VLANs on y

a VLAN, you
perform this c
te a virtual in

ow VMs requi
Ns. In this exam

rtual Interface 

m the physica
iple VLANs 
ou must eith
r network fo

VMs to Mu

ure VLANs to
If your organ
your network

u must create
configuration
nterface on th

ire a separate v
mple, VM 2 co
3. As shown by

al switch can
in one XenS
er (a) create 

or a VLAN th

ultiple Link

o logically se
nization has V
k.  

e a network f
n, you create 
he VM for ea

virtual interface
onnects to Netw
by VM1 and N

n contain mul
Server networ
a separate ne
hat can acces

ked VLAN

eparate their p
VLANs, you 

for the VLAN
a separate ex

ach of these n

e for each netwo
work 0 through
NIC1, multipl

ltiple 802.1q 
rk. This mea
etwork in Xe
ss all of the d

Ns 

physical netw
u might want 

N and then c
xternal netwo
networks. 

ork to which yo
h Virtual Interf
le networks can

VLANs, Xe
ans that to let
enServer for 
desired VLAN

works for eith
to connect y

connect the V
ork for each 

ou want to conn
rface 2 and to 
n connect out th

enServer doe
t a VM conn
each VLAN 
Ns.  

her 
your 

VM 

 

nect 

hrough 

s not 
nect 

or 



Page 35 

In the illu

This illustr
connect to V
NIC 5 to 
NIC 5 to 

Connecti

1. C
tr
 
F
th
th
V

 

ustration that

ration shows ho
VLAN 485 
connect to a tru
connect to VL

ng a VM to a

Create a physi
runk port for

For example, 
he switch wit
he pool to a s

VLAN 485.  

t follows, the

ow VMs on th
and VLAN 2
unked switch p

LAN 234. Th

a VLAN requ

ical connecti
r that VLAN

if you conne
th access to V
similarly con

e VMs conne

he host connect 
234. To achiev

port that includ
e administrator

uires that you

on between t
 on the switc

ect NIC 7 on
VLAN 485, y
figured VLA

ect to a VLAN

to an external 
ve this, the adm

des VLAN 48
r ran a cable fr

u: 

the correspo
ch.  

n the XenServ
you must run

AN trunk por

N through a 

network that t
ministrator crea
85 and a secon
from the VLA

onding NIC o

ver pool mas
n a cable from
rt on the sam

trunked swi

the administrat
ated an externa
nd external netw

AN trunk port 

on each host 

ster to a VLA
m NIC 7 on 

me switch, wh

tch port. 

 

tor configured t
al network that
work that also 
to NIC 5.  

and the VLA

AN trunk por
all other hos

hich can acce

to 
t uses 
uses 

AN 

rt on 
sts in 
ess 



Page 36 

2. E
n

T
V

In
ta
N
an

In
o

A
N

N

3. C
to

In
ta
in

Again, be
connect a
correspon

In the illu
trunked s

 

Enable XenSe
etwork speci

This means cr
VLAN tag wh

n XenCenter
ab, and click 

Network. On
nd enter the 

n the XenSer
n all hosts in

After you crea
NICs on all th

Note: The nu

Connecting th
o that networ

n XenCenter
ab, and clicki
nterface. 

ecause netwo
all hosts in th
nding NIC o

ustration that
switch port. 

erver to conn
ifying that VL

reating an ext
hen you creat

r, select the p
the Add Ne

n the Locatio
VLAN tag fo

rver CLI, you
n a resource p

ate the netwo
he other host

umbers of VL

he appropriat
rk on each V

r, this is done
ing Add Inte

orking is a po
he pool to th
on each host 

t follows the 

nect to a spec
LAN tag.  

ternal netwo
te the networ

pool (<your-po
etwork butto
on page, spec
for the VLAN

u can use the
pool. For mo

ork for the V
ts so that the

LAN tags mu

te VMs to th
VM you want 

e by selecting
erface and th

ool-level featu
e VLAN. Th
to the VLAN

VMs on mu

cific VLAN o

rk on the Xe
rk.  

ool-name>) in 
on. In the Ne
cify the NIC

N in the VLA

e pool-vlan-c
ore informati

VLAN on the
e correspondi

ust be betwee

he VLAN by 
to be able to

g the VM in t
hen specifyin

ure, if you co
his means tha
N port on the

ultiple hosts in

on the switch

enServer poo

n the Resour
ew Network w
C you physica
AN box.  

create xe com
ion, see the X

e pool master
ing NIC on e

en 0 to 4094

configuring 
o connect to 

the Resource
ng the VLAN

onnect one h
at you must p
e switch.  

n a pool con

h by creating

ol master and

ce pane, clic
wizard, selec

ally connected

mmand to cr
XenServer Adm

r, XenServer
each host 

. 

a virtual inte
the VLAN. 

e pane, clickin
N network wh

host to a VLA
physically con

nnect to a VL

g an external 

d specifying t

k the Netwo
ct External 
d to the swit

reate the VLA
ministrator’s G

r configures t

erface that po

ng the Netw
hen you creat

AN, you mus
nnect the 

LAN through

the 

ork 

ch 

AN 
Guide. 

the 

oints 

work 
te the 

st 

h a 



Page 37 

This illustr
match, NI
the pool ma
must also p

Before co

 The p

 The p

 Port s

 The p

XenServe
does not 

 

ration shows ho
IC 7 on all hos
aster. However,
physically conne

onfiguring a V

port on the sw

port on the sw

security cann

port designat

er lets you cr
limit the num

ow, because Xe
sts in the pool w
r, for the VMs 
ect NIC 7 on e

VLAN, ensu

witch connec

witch must b

not be set on

ted as trunk s

eate multiple
mber of VLA

enServer autom
will be configure
on the member

each host to a t

ure the switch

cted to each 

be configured

the trunk po

should be ass

e networks an
ANs you can 

matically synchr
red with the sam
r servers to be a
trunk port on t

h on your VL

XenServer h

d for 802.1q 

ort. 

signed a nativ

nd VLAN ne
connect to V

ronizes the netw
me network and
able to connect 
the switch that 

LAN network

host must be 

encapsulatio

ve VLAN; u

etworks on th
VMs. Instead

work settings in
d VLAN sett
to the VLAN

t can access VL

k is configur

configured a

on. 

se 1 as defau

he same NIC
d, the limit co

n pools so that 
tings as NIC 7
N, the administ
LAN 485.  

red as follows

as trunk port

ult. 

C. XenServer
omes from th

 

they 
7 on 
trator 

s:  

t. 

r 
he 



Page 38 

802.1q st
the VMs 

Note: If 
number t

For an ex
VLAN N
support, 

Tip: To v
network, 
the VLAN

Note: Al
does not 

Underst

Having n
additiona
described

Having n
ways:  

 V

 V

 N
re

In additio
numerou
host to a 

Creating

XenServe

1. B
n

2. In

 

andard is 409
to the VLAN

a Native VL
to a VM on t

xample of a t
Networking. F
see the docu

verify that yo
you can use 

N tags that a

though the 8
limit the num

tanding the

numerous con
al load on the
d. 

numerous VL

VM performa

VM network s

Numerous VL
emoving netw

on, various m
s networks o
pool, reboot

g VLANs o

er supports c

Bond the two
etwork in Xe

n XenCenter

a) The V

b) The N

96. You add 
Ns by specify

LAN is used o
the XenServe

tested workin
or more info
mentation fo

ou have confi
the packet sn

are transmitte

802.1q standa
mber of Xen

he Impact o

nnections to 
e Control Do

LANS can als

ance may deg

service may d

LANs can slo
works.  

management a
on pools. For
ting a host; re

on Bonded 

connecting to

 NICs togeth
enCenter. 

r, for example

VLAN’s tag 

NIC bond as 

an external n
ying that netw

on the switch
er. 

ng model of a
ormation abo
or your switc

figured the X
niffing softw
ed across the

ard limits the
Server netwo

of Numerou

VLANs (for
omain, which

so impact you

grade.  

degrade. How

ow down cer

and administ
r example, ac
endering cha

d Networks

o VLANs fro

her. After yo

e, create an E

the NIC 

network for e
work in the V

h trunk port, 

a VLAN con
out configurin
ches. 

XenServer hos
ware included

 switch to th

e number of V
orks you can 

us Network

r example, 10
h frequently r

ur host, pool

wever, this ca

rtain host (Xe

tration functi
ctions like the
arts in the Pe

om bonded N

u have done 

External Ne

each VLAN 
VM’s virtual 

then you can

nfiguration, s
ng VLANs o

st to commu
d with your N
he XenServer

VLANs Xen
configure fo

ks in a Poo

00s) configur
results in red

l, and VMs p

an be due to 

enAPI) oper

ions can bec
e following m

erformance ta

NICs. To do 

so, the NIC

etwork speci

to the host a
interface.   

nnot assign t

see CTX1234
on your switc

unicate across
NICs to captu
r.  

nServer supp
or a NIC. 

ol  

red on a host
duced networ

performance 

 many factor

rations, such 

ome slower w
may take long
ab in XenCen

so, do the fo

C bond appea

ifying the fol

and then con

that VLAN 

489 -- XenSer
ch and 802.1q

s the correct 
ure and displ

orts, XenSer

t creates an 
rk performan

in the follow

rs.  

as adding an

when there a
ger: joining a
nter.  

ollowing:  

ars as a bond

llowing:  

nnect 

rver 
q 

lay 

rver 

nce as 

wing 

nd 

are 
a new 

ed 



Page 39 

3. W
V

Creating

You can h
access po
managem

XenServe

 

 

You migh
example, V

When you cre
VLAN tag as 

g VLANs o

have a single
ort. If you wa
ment interface

er does not s

ht want to nam
VLAN 25). 

eate the virtu
the network

on the Prim

e VLAN on t
ant to use a tr
e can use tha

upport havin

me this exter

al interface f
.  

mary Manag

the primary m
runk, either y

at or you mak

ng a VLAN t

rnal network 

for the VM, s

gement Int

management 
you define a 
ke the port a 

trunk port on

k the same na

specify the ex

nterface 

interface, an
default VLA
full access p

n the primary

ame as the VL

xternal netwo

nd this VLAN
AN on that tr
port.  

y managemen

LAN (for 

ork with the 

N can be on 
runk and the 

nt interface. 

an 

 



Page 40 

This chap

 X

 A

Overv

This chap
includes p
informati

This chap
XenServe
tables inc

The table
(for exam
requireme
group VM

The follo
networkin
environm

 

Chap

pter provides

XenServer net

A suggested p

view 

pter helps yo
principles to 
ion about Xe

pter includes 
er features an
clude guidanc

es are structu
mple, in your 
ents. After d

Ms together a

owing illustra
ng requireme

ment.  

ter 4: S

s information

tworking req

process for de

u map your e
note while d

enServer netw

tables that m
nd indicate w
ce about defi

ured so that y
physical env

determining y
and the host’

tion shows a
ents: from th

Specify

n about the f

quirements an

efining your 

existing netw
defining your
working requ

map common
what topics to
ining basic re

you begin you
vironment) sin
your VM’s co
’s networking

a suggested se
he physical en

ing Net

following:  

nd support 

communicat

working requi
r XenServer n
uirements and

n requiremen
o read for mo
equirements a

ur evaluation
nce this will 

ommunicatio
g hardware. 

equence or “
nvironment d

tworkin

tion and hard

irements ont
networking r
d supported 

nts and confi
ore informati
at the VM le

n by consider
indicate your

on requiremen

“direction” in
down to the l

ng Requ

dware require

to XenServer
requirements
configuratio

iguration scen
ion. The topi

evel and at th

ring your exis
r VM’s conn
nts, define h

n which to co
layers of the 

uireme

ements 

r features and
s. It also prov
ons. 

narios onto 
ics covered i

he host level.

sting workloa
nectivity 
ow you want

onsider 
virtual 

nts  

d 
vides 

in the 

ads 

t to 



Page 41 

This diagra
begin by ex
VM work
requiremen

Introd

The prim
VMs and
networkin

 W
n

 

ram presents a p
xamining your p
kload level, defin
nts, such as NI

duction

mary factor th
 their worklo
ng requireme

Workloads’ ne
etworking ha

possible way of 
physical enviro
ning networks 
IC and switch c

n 

hat drives you
oads. In som
ents of their w

etworking ha
ardware 

f defining netwo
nment and then
required at the
configuration. 

ur networking
e cases, you m
workloads. T

ardware requ

orking requirem
n consider your
e host level, and

g requiremen
may choose 

This could eit

uirements sinc

ments for a Xen
r networking re
d then defining y

nts is the con
to group VM
ther be due t

ce all hosts in

nServer pool. It
equirements by 
your physical i

nnectivity nee
Ms in pools a
to the: 

n a pool mus

It suggests that y
beginning at th

infrastructure 

eds of the po
according to t

st use the sam

 

you 
he 

ool’s 
the 

me 



Page 42 

 W
o
co

As a resu
before yo
your poo

Ideally, al
you do no
configurin
networkin
networkin

XenS

This secti
XenServe
informati

When you
hosts sho
cabling co
automatic
the pool. 

XenServ

XenServe

 U
X

 U

 A
m

 F
V

 SR
H

 

Workloads’ ne
n common n
onfiguration 

ult, it helps to
ou begin conf
l (that is, the

ll networking
ot need to co
ng networkin
ng before pu
ng changes a

Server N

ion provides 
er supports, s
ion about wh

u are definin
ould have the
onfiguration.
cally propaga
 

er Supporte

er supports th

Up to 16 phys
XenServer ho

Up to 7 virtua

Active-active 
multipath han

Four different
VLANs. 

o There 

R-IOV prov
Hardware Comp

etworking co
networking re
you must pe

o know the w
figuring netw

e number of h

g configuratio
onfigure all o
ng. Rather, yo
utting a pool 
at any time. 

Network

information
such as the n
here to find a

ng networking
e same numb
. Because Xe
ates any chan

ed Configura

he following

sical network
st. 

al interfaces p

and active-pa
ndlers are also

t types of net

is no Citrix-

vided the NIC
patibility List.

onfiguration s
equirements 
erform 

workloads you
working. Like
hosts). 

on is perform
of the pools i
ou can confi
into product

king Su

n about the p
number of N
a list of suppo

g requiremen
ber and mode
enServer assu
nges you mak

ations 

g networking 

k interfaces (o

per VM. 

assive bondin
o supported.

tworks: exter

-imposed pre

C used meets
  

since sometim
so as to redu

u want to vir
ewise, you sh

med before y
n your virtua
gure one poo
tion is a best 

upport 

hysical and lo
ICs or netwo
orted networ

nts for a poo
el of NICs, sa
umes all netw
ke to network

configuratio

or up to 8 pa

ng modes are
 

rnal, cross-se

eset limit on t

s the support

mes you mig
uce the amou

rtualize and th
hould know t

you put a poo
al environme
ol at a time. A
practice, you

and Re

ogical netwo
orks support
rking hardwa

l, it is import
ame XenServ

work settings 
k settings on

ons: 

airs of bonde

e supported. 

erver private,

the number o

t requiremen

ght want to c
unt of netwo

heir network
the approxim

ol into produ
ent when you
Although co
u can add ho

equirem

orking config
ted. It also pr
are.   

tant to note t
ver networks
in a pool ma

n one host to 

ed network in

 DMP and R

, single-serve

of VLANs. 

nts in the Citr

reate pools b
orking 

king requirem
mate the size 

uction. Howe
u begin 
nfiguring 

osts and make

ments 

gurations 
rovides 

that all poole
s, and physic
atch, it 
all other hos

nterfaces) pe

RDAC MPP 

er private, and

rix XenServer 

based 

ments 
of 

ever, 

e 

ed 
al 

sts in 

r 

d 



Page 43 

XenServ

Citrix Tec
XenServer 
recomme
the Citrix
submittin

Importan
and you f
configure

Defin

Defining 
factors sig

1. C

2. W
h

As a resu
determine

This secti
for your w
initial poo

Consid

To determ
(that is, th
networkin
workload

To conne
networkin

 

er Network

chnical Supp
r Hardware Co
ended. If you
x XenServer H
ng your result

nt: Do not c
finish physica
e your XenSe

ning Yo

network req
gnificantly in

Certain workl

While VMs in
ardware on e

ult, you might
e in which se

ion provides 
workloads, h
ol design aga

dering Wo

mine a host’s
he VM/work
ng requireme

ds you decide

ect a VM to a
ng requireme

ing Hardwa

port only prov
ompatibility Li
u do not see y

Hardware Comp
ts. 

onfigure any
ally connectin
erver network

ur Netw

quirements fo
nfluence your

oads may hav

n a pool can c
each host in a

t find it easie
ervers and po

guidance ab
how to evalua
ainst the netw

rkload Co

s networking 
kload) and th
ents for your
e to group tog

an external n
ents by using

are Requirem

vides suppor
ist. While it m
your hardwar
patibility List w

y networking 
ng each host
k settings by 

working

or your XenS
r network de

ve specific n

connect to di
a pool must 

er to define y
ools to host y

bout how to b
ate your exist
work requirem

ommunica

g configuratio
hen work you
r workloads c
gether. 

network, such
g a process lik

ments 

rt for hardwa
may be possib
re on the list,
web page and

settings unti
t to the appro
starting with

g Requ

Server enviro
esign and req

network conn

ifferent netw
match. 

our workload
your VMs.  

begin determ
ting network
ments of its w

ation Requ

on, start evalu
ur way up to 
can ultimately

h as a VLAN
ke the one in

are, including
ble to use dif
, you can use
d certify it yo

il you have ad
opriate switc
h (and config

iremen

onment is a m
quirements: 

nectivity or p

works, the net

ds’ network r

mining the com
king configur
workloads. 

uirements

uating requir
your organiz
y impact you

N, you might 
n the followin

g NICs, on th
fferent hardw
e the self-cer
ourself by run

dded all the h
ch ports. The
guring only) t

nts 

multi-stage pr

performance r

twork config

requirements

mmunication
ration, and ho

s 

rements at th
zation’s phys
ur pool design

determine th
ng illustration

he Citrix 
ware, it is not
rtification kits
nning the kit

hosts to the 
en, proceed to
the pool mas

rocess. Two 

requirements

gurations and

s before you 

n requiremen
ow to review

he lowest leve
ical network
n and which 

he VM’s 
n.  

t 
s at 
t and 

pool 
o 
ster.  

s.  

d 

nts 
w your 

el 
. The 



Page 44 

This diagra

Determin
need acce
so, consid

Factor 

Determin
specific p
that migh
hardware

Consider 

 

ram illustrates a

ne the worklo
ess to a speci
der the facto

ne if the work
performance 
ht change its 
e design. 

the redunda

a general proces

oad’s commu
ific VLAN or
rs listed in th

kload has any
requirement
host’s 

ancy 

ss you might us

unication req
r a database 

he following 

Action, N

y 
s 

Some wo
performa

An option
servers is
Server” o

See the X
NICs. 

For infor

se when defining

quirements (fo
server need a
table: 

Notes 

orkloads migh
ance requirem

n for optimiz
 SR-IOV – s

on page 81. 

XenServer Har

rmation abou

ng networking r

for example, 
access to a sp

ht require sp
ments.  

zing virtualiz
see “Virtualiz

rdware Compat

ut NIC bond

requirements at

does a doma
pecific storag

ecific NICs d

zed Provision
zing the Prov

tibility List for

ding, see “De

 

t the workload 

ain controller
ge device?). T

due to 

ning Services
visioning Serv

r supported 

signing Netw

level. 

r 
To do 

s 
vices 

work 



Page 45 

Factor 

requireme
the workl

 

Evalua

When de
current p

Factor 

Security 

Consider 
communi
how you 
the devic
locations 
network. 

Does the
isolated f

 

ents for the w
load mission

ting Your 

signing your 
hysical netwo

and Isolatio

your worklo
ication requir
will connect 
es and/or ne
in your exte

workload ne
from other tr

workload. Is 
n critical? 

Current N

XenServer n
orking config

on 

oad’s 
rements and 
its VM to 

etwork 
rnal 

eed to be 
raffic? 

Action, N

Redundan

For redun
partners, 
compute 

Network C

network conf
guration:  

More inf

VMs con
in “Chap

If your V
trunk por
associated
“Scenario
page 32.

 

Configur

VLAN su

or a  

Cross-ser

 Addit
contr
IP ad

 Cross

Notes 

ncy” on page

ndancy, you 
such as Mar
failure fault 

Configurat

figuration, co

formation 

nnect to netw
ter 3: Sample

VM must con
rt, you must 
d with the VL
o 3: Isolating 

e either a:  

ubnet or a tru

rver private n

tionally, you 
roller to isola
ddresses from

s-Server priv

e 56.

can also look
rathon, which
tolerance. 

tion 

onsider the fo

works using v
e Networking

nnect to a spe
create a spec
LAN. For m

g VM Traffic 

unk port 

network as de

can use the D
ate VMs by b
m communica

vate network 

k at solutions
h provide mu

ollowing asp

virtual interfa
g Scenario.” 

ecific VLAN 
cific external 

more informa
on a Private

escribed on p

Distributed V
blocking spec
ating with ea

as described

s by Citrix 
ulti-CPU full

ects of your 

aces as descri

that is part o
network 
tion, see 

e Network” o

page 32. 

Virtual Switc
cific machine
ach other.  

d in “Scenario

-

ibed 

of a 

on 

ch 
es or 

o 3: 



Page 46 

Factor 

Will you n
migration

Configur

Does this
enable pr

Do you w
automatic
addresses
workload
the VM a

Determ

Factor 

Does the
bandwidt
be deprio
workload

Storage R

Does the
IP addres

 

need to perfo
n for this wor

ration 

s workload re
romiscuous m

want XenServ
cally generate
s for the VM
d or do you w
a static IP add

mining Hos

workload ne
th available o
oritized in fav
ds? 

Requiremen

storage devi
ss on the hos

orm live 
rkload?  

equire you 
mode? 

ver to 
e MAC 
 hosting this

want to assign
dress? 

st Networ

eed all of the
or should it 
vor of other 

nts 

ice require an
st? 

More inf

Isolat

For pools
that will h
managem
managem
traffic sho
“Segregat
Traffic” o

Live migr

See “Ena
page 68.

 
n 

Citrix gen
generate M
Addressin

king Requ

More inf

e Set a qual
for the V
Demand

n This requ
you can a
see “Segr

formation 

ting VM Traf

s with VMs t
have frequen

ment physical 
ment tasks. In
ould be place
ting VM Tra
on page 27. 

ration require

abling Promis

nerally recom
MAC addres
ng” on page 

uirements

formation 

lity of service
VM. See “Lim

Workloads” 

uires configur
assign an IP a
regating VM 

ffic on a Priv

that use large
nt migrations
l interface jus
n this scenari
ed on separa
ffic from Ma

es shared sto

scuous Mode

mmends lettin
sses. See “Un
26. 

s 

e (QoS) restr
miting Bandw

 on page 66.

ring a (storag
address to th
Traffic from

vate Network

e amounts of
, consider us
st for live mig
o, all VM, sto

ate physical in
anagement an

orage. 

e for Traffic 

ng XenServer
nderstanding 

riction on the
width Consum

ge) managem
he NIC. For m
m Managemen

k” on page 3

f memory or 
sing the prim
gration and 
orage, and ot
nterfaces. See
nd Storage 

Monitoring”

r automatica
g Virtual MAC

e virtual inte
mption for H

ment interface
more inform
nt and Storag

0.

pools 
mary 

ther 
e 

” on 

ally 
C 

rface 
High 

e so 
mation, 
ge 



Page 47 

Factor 

Are you p
Host Bus

Would th
from con
support? 

Do you n
settings o

 

Review

After you
following

Factor 

Will the n
requireme
clash? Ha

 

planning to u
s Adapter (H

he storage tra
nfiguring jum

need to chang
on the host?  

wing Initial

u have determ
g will cause p

network hard
ents for thes
ardware in po

use an iSCSI 
BA)? 

affic benefit 
mbo frame 

ge duplex 

l Pool Des

mined a possi
problems: 

dware 
e workloads 
ools should 

More inf

Traffic” o
Network 

For a list 
Compatibi

Currently
networks
networkin

1. If you
traffic
such 

2. You m
You c
soluti
“Dec
53. 

3. You m
frame
with t
Netw

See CTX

sign again

ible pool des

Action, N

If a subse
ones that
want to p

formation 

on page 27 an
Configuratio

of supported
ility List. 

y, jumbo fram
 with iSCSI H
ng bridge. Th

u want to con
c, you must u
as an iSCSI h

must configu
can choose t
ion or just co

ciding to Use 

must configu
es, including 
them. For m

works with Ju

117568 -- Ho

nst Netwo

sign for a gro

Notes 

et of workloa
t support jum
purchase that

nd “Chapter
on” on page 

d HBAs, see 

mes are only 
HBAs and th
his means:  

nfigure jumb
use a storage
hardware SA

ure the vSwit
to configure t
onfigure the v
 the Distribu

ure end-to-en
switches and

more informat
umbo Frames

How to Modify N

orking Req

oup of workl

ads require m
mbo frames o
t networking 

r 6: Designing
70. 

 the Citrix X

supported fo
he vSwitch co

bo frames for
e device that 
AN or a Fibre

tch as the net
the Distribut
vSwitch as th

uted Virtual S

nd support fo
d NICs that a
tion, see “Co
s” on page 7

Network Speed

quirement

oads, consid

more expensiv
or 10 gigabit 
g hardware on

g Your Stora

XenServer Hard

or storage 
onfigured as 

r your storag
can use an H
e Channel SA

tworking brid
ted Virtual Sw
he bridge. Se
Switch” on p

or your jumb
are compatib
onfiguring 
8.  

d and Duplexi

ts 

er if any of t

ve NICs, suc
Ethernet, do
nly for the se

age 

dware 

the 

ge 
HBA, 
AN. 

dge. 
witch 

ee 
page 

bo 
ble 

ing. 

the 

ch as 
o you 
ervers 



Page 48 

Factor 

match. 

Cons

This secti

Factor 

How do y
addressin
(storage) 

 

 

sidering

ion discusses

you want to 
ng for the pri
management

g Addre

s IP addressin

configure IP
mary and 
t interfaces? 

Action, N

hosting th
workload
XenServe

essing 

ng considera

Action, N

P Unless co
managem
other NIC

You can 
through X

You spec
interface 
XenServe
assigning
more info
Installatio

IP-based 
interface 
informati
and Stora
Your Sto

For infor
CTX1163
Host.. 

Notes 

hose workloa
ds in the same
er Networkin

Requir

ations. 

Notes 

onfigured as 
ment interface
Cs do not ha

assign static 
XenCenter o

cify the IP ad
during XenS

er uses either
g hosts static 
ormation, see
on” on page 

storage requ
so you can a
ion, see “Seg
age Traffic” o
rage Networ

rmation abou
372 -- How to

ads? If so, yo
e pool(s). See
ng” on page 

rements

a manageme
e requires an
ave an IP add

IP addresses
or the xscons

ddress for the
Server Setup.
r static or dyn
IP addresses
e “Networkin
14. 

uires configur
assign an IP a
gregating VM
on page 27 a
rk Configurat

ut setting a st
o Assign a Sta

ou should gro
e “Impact of
15. 

s  

ent interface, 
n IP address: 
dresses. 

s to each NIC
ole.  

e primary ma
. You can spe
namic IP add
s is generally 
ng Configura

ring a (storag
address to th

M Traffic from
and “Chapter
tion” on pag

tatic IP addre
atic IP Address

oup these 
f Pools on 

only the prim
by default, al

C in the host

anagement 
ecify that 
dresses. How
preferred. F
ation after 

ge) managem
he NIC. For m
m Manageme
r 6: Designin
ge 70 

ess after Setu
s to a XenServ

mary 
ll 

t 

wever, 
or 

ment 
more 
ent 
g 

up, see 
ver 



Page 49 

Calcu

All XenS
not strictl

Having th
because a
connect t
with an e
The same
least one 

If one Xe
because n
the same 
NICs cor
connected

The num
required r
NICs to s
page 27. 

Although
two NIC
you could

 A
V
st

 Y
th

 If
st
b

 If
d

Consider 
hosts:  

 

ulating 

erver hosts in
ly enforced w

he same phys
all hosts in a 
to pool-wide 
th0 NIC will
e will be true
XenServer h

enServer hos
not all pool n
pool and ho

rresponding t
d to network

mber of physic
resiliency and
separate traff

h XenServer c
s on the host
d use NICs in

A best practic
VM traffic, wh
torage, you m

You may wan
he host. 

f you are goin
torage traffic
onded or mu

f you are usin
edicate a bon

the factors i

the Nu

n a pool shou
when a XenS

sical network
pool share a 
networks ba

l have a corre
 for hosts wi

host in the po

t has a differ
networks will
ost1 has four 
to eth0 and e
ks correspond

cal NICs you
d connectivit
fic, see “Segr

can be run w
t: one for VM
nclude:  

ce is to bond 
hich means d

might want si

nt to provide 

ng to have sh
c. In this case
ultipathed co

ng Provisioni
nd dedicated 

in the followi

mber o

uld have the 
Server host jo

king configur
common set

ased on devic
esponding N
ith eth1 NIC
ool. 

rent number 
l be valid for 
NICs while 

eth1 are valid
ding to eth2 

u want on eac
ty. For an exa
regating VM 

with only one
M traffic and 

the NICs fo
deploying at l
ix NICs. 

additional ba

hared storage
e, consider ha
nfiguration, 

ing Services 
for the Prov

ing table to h

of Phys

same numbe
oins a pool. 

ration for Xe
t of XenServ
ce name. For

NIC plugged i
Cs and Netwo

of NICs than
all pool host
host2 only h

d on host2. V
and eth3 wil

ch host (and,
ample of a re
Traffic from

e NIC on the
one for man

r the primary
least four NI

andwidth for

e, consider de
aving at least
dedicated to 

to stream dis
visioning Serv

help determin

sical NIC

er of NICs; h

enServer host
ver networks
r example, all
into the pool
ork 1, as well

n other host
ts. For exam

has two, only 
VMs on host1
ll not be able

, consequent
eason you m

m Managemen

e host, Citrix 
nagement tra

y managemen
ICs per host.

r VM traffic 

edicating a p
t one NIC or
 the storage 

sk images to 
vices server o

ne the numb

Cs per 

however, this

ts within a po
. The NICs o
l XenServer 
l-wide Netw
l as other NI

ts in the pool
mple, if host1 

the network
1 with virtua
e to migrate t

tly, the pool) 
might want to 

nt and Storag

recommend
affic. Other e

nt interface a
. If you are u

by adding ad

physical netw
r HBA, or ide
traffic.  

VMs, you m
on the XenS

ber of NICs y

Host 

s requiremen

ool is import
on each host
hosts in a po
ork 0 networ
Cs present in

l, issues can o
and host2 ar

ks connected 
al interfaces 
to host2. 

depends on 
use addition

ge Traffic” o

s having at le
examples of h

and the one f
using IP-base

dditional NIC

work for your
eally two in a

may want to 
Server host. 

you want in y

nt is 

tant 
t 
ool 
rk. 
n at 

occur 
re in 
to 

your 
nal 
on 

east 
how 

for 
ed 

Cs to 

r 
a 

your 



Page 50 

Factor 

Do you w
IP-based 
redundan

For infor
Additional

For an ex
see the 22
do I need

Calcu

Estimatin
ensuring 
the host w

Factor 

Number 

Type of w
traffic 

 

want to optim
storage or p

ncy? 

rmation abou
l Physical NIC

xample of ho
2 February 2
d?” 

ulating 

ng how much
good VM pe
with enough 

of VMs 

workload and

mize your 
rovide 

ut adding add
Cs to XenServe

ow to calculat
011 Citrix bl

Bandw

h network ba
erformance. B
bandwidth i

Action

 Ser
on
on

d  So
sen

Action, N

 The be
for sto

 For bo

o

o

 For m

o

o

ditional NICs
er. 

te the numbe
log post, “Xe

width Re

andwidth you
Because all V
s critical. Fac

n, Notes 

rvers hosting
n the type of w
n page 63. 

me server ro
nding a lot of

Notes 

est practice i
orage traffic i

onding, see:

“Creating N
page 23. 

“Consideri

multipathing, s

CTX12136

CTX11879
This article
overview o
process. 

s to XenServ

er of NICs fo
enServer for 

equirem

ur virtualized
VMs on a hos
ctors that aff

g more VMs 
workload. Se

oles require m
f traffic to st

s to configur
in a bonded o

Network Res

ing NIC Bon

see: 

64 -- Multipat

91 -- Multipat
e provides a g
of the UI-bas

ver, see CTX1

or XenDeskt
XenDesktop

ments

d environmen
st share the h
fect bandwid

may require 
ee “Designin

more bandwid
torage device

re two NICs 
or multipath

siliency throu

nding” on pag

th Implementat

thing Overview f
good, albeit s
sed multipath

121615 -- Ho

top-XenServ
p - How man

nt will need i
host’s bandw

dth requireme

more bandw
ng Networks 

dth. For exam
es or that hav

or iSCSI HB
h setup.  

ugh Bonds” o

ge 56. 

tions in XenSe

for XenServer
somewhat da
hing configur

ow to Add 

ver deployme
ny network c

s a key part o
width, providi
ents include:

width, depend
for Performa

mple, servers
ve a lot of ba

BAs 

on 

erver.  

r 5.0.  
ated, 
ration 

ents, 
ards 

of 
ing 

ding 
ance” 

s 
ack up 



Page 51 

Factor 

Workload
bandwidt

Provision

For infor
Performa

 

d-specific 
th requiremen

ning Services 

rmation abou
ance” on pag

Action

tra

 So
per
63

nts 
 In 

ban
on
Co

  A k
larg
and
Co

ut testing Xen
ge 65.  

n, Notes 

affic.

me operating
rformance. S
. 

some cases, 
ndwidth. For

n the NIC to 
onsumption f

key concern 
ge XenDeskt
d target devic
nsiderations fo

nServer netw

g systems hav
See “Designin

you might n
r example, yo
specify a rate
for High Dem

in a Provisio
top impleme
ces when the
r Virtualizing 

work perform

ve a lower im
ng Networks

need to const
ou might wan
e limit. See “
mand Workl

oning Service
entations, is t
e VMs boot.
g Provisioning S

mance, see “T

mpact on net
s for Perform

train VMs to 
nt to configu

“Limiting Ban
oads” on pag

es deploymen
the IOPS req
See CTX128

Services.  

Testing XenS

twork 
mance” on pa

ensure suffic
ure QoS polic
ndwidth 
ge 66. 

nt, especially 
quired for ser
8645 -- Design

erver Netwo

age 

cient 
cies 

for 
rvers 
gn 

ork 



Page 52 

This chap
XenServe

 D

 D

 Is

 D

 H

Overv

At a high
design go
goals may

While con
one host 
similaritie
together i

When de
managem
VLAN co
addition, 
quality of

 

pter provides
er networking

Deciding whe

Designing you

solating traffi

Designing for

Hardware and

view 

h level, most X
oals: the need
y overlap and

nsidering the
should matc

es between n
in hosts and,

signing your 
ment-interface
onfiguration.
you should c

f service restr

Chapt

s an overview
g configurati

ether or not t

ur XenServer

fic  

r performanc

d NIC specifi

XenServer n
d for redunda
d are not nec

ese goals, kee
ch those on a
networking re
, ultimately, p

overall netw
e requiremen
. You must a
consider you
rictions. 

ter 5: D

w of the decis
ion and conta

to implement

r networking

ce 

fic configurat

etwork desig
ancy, perform
cessarily mutu

ep in mind th
all other host
equirements f
pools. 

work configur
nts; internal, e
also consider 
ur NIC hardw

esignin

sions you nee
ains informa

t Distributed

g configuratio

tions 

gn decisions s
mance, or iso
ually exclusiv

hat the physic
s in the pool
for different 

ration, you m
external, and
your IP addr

ware configur

ng XenS

ed to make w
ation about th

d Virtual Swit

on for redund

stem from a 
olation. For m
ve. 

cal network c
l. Consequen
workloads b

must determin
d storage netw
ressing and D
ration and ot

Server 

when designi
he following:

tching 

dancy 

combination
many organiz

configuration
ntly, it helps t
before you gr

ne your bond
working requ
DNS configu
ther NIC sett

Networ

ing your 
: 

n of three ma
zations, these

ns you create
to understand
roup workloa

ding and 
uirements; an
uration. In 
tings, such a

rks 

ajor 
e 

e for 
d 
ads 

nd 

s 



Page 53 

The secti
goals of r

Decid

As of Xen
configura
configura
configura

Citrix rec
compone
Citrix is d
Linux bri

This illustr
and let you

 

ons that follo
redundancy, p

ding to 

nServer 6.0, 
ation. Howev
ation prior to
ation.  

commends th
ent for netwo
discontinuing
idge in future

ration shows ho
u display these 

ow consider 
performance

Use th

the new Xen
ver, you can s
o XenServer 6

hat customer
orking to prev
g active devel
e releases.  

ow the vSwitch 
VLANs from

these decisio
e, and isolatio

e Distr

nServer vSwit
still use the L
6.0, by runni

s creating ne
vent the need
lopment on t

Controller can
m one central us

on points as t
on. 

ributed 

tch compone
Linux bridge,
ing an XE co

ew XenServer
d for future r
the Linux br

n display which
ser interface. 

they relate to

Virtual

ent is the def
, which was t
ommand to c

r pools use th
reconfigurati

ridge and may

h VLANs are

o the three pr

 Switch

fault network
the default n
change your n

he XenServe
ion. As of X
y discontinue

e used by which

rimary design

h 

king 
networking 
networking 

er vSwitch 
enServer 6.0
e support for

h virtual machi

n 

, 
r the 

 

ines 



Page 54 

The Distr

 Is

 Q

 Ju

 F
C

 A
sw

 V
an

 Si

How doe

The Distr
The Distr

 X
n
vi

 D
ce
b
vi
th
ap

From a c
Regardles
still use th
the XenSe
“network

Because n
solution, 

Configur

Citrix rec
before yo

 

ributed Virtu

solation thro

Quality of Ser

umbo frame 

Fine-grained s
Controller and

A central man
witch port as

Visibility into 
nd NetFlow.

implified adm

es it work? 

ributed Virtu
ributed Virtu

XenServer O
etworking co
irtualization-

Distributed v
entralized ser
ehavior of ea
irtual switch.
hem function
ppliance.  

onceptual pe
ss of whether
he same netw
erver Administ

k” icons, whic

networking i
you must co

ring the Dis

commends se
ou put your p

ual Switch so

ugh features 

rvice (QoS) p

support. 

security polic
d restrict cert

nagement con
ssociated with

XenServer n
 

ministration o

ual Switch is 
ual Switch co

pen vSwitch
omponent ru
-aware switch

vSwitch Con
rver, which i
ach individua
. If you want
n as a single s

erspective, th
r or not you 
working featu
trator’s Guide.
ch represent 

s a pool-leve
onfigure all ho

stributed Vir

etting up the 
pool into pro

lution provid

such as Cro

policies.  

cies. You can
tain types of 

nsole to man
h each VM, y

networking th

of virtualized

a solution ba
omprises two

h. The XenS
unning on eac
h. This switch

ntroller. The
s distributed 
al Open vSwi
t to manage a
switch, you m

he vSwitch fu
use the Distr

ures in XenC
 In the diagr
the Linux br

el feature, if y
osts in the po

rtual Switch

networking 
oduction. The

des:  

ss-Server Pri

n create acces
f traffic to spe

nage finer gra
you can see t

hrough stand

d networking

ased on the O
 networking 

erver Open v
ch XenServe
h is referred 

e Distributed 
as an applian

witch to provi
all the vSwitc
must downlo

unctions the s
ributed Virtu

Center and th
ams through
ridge, with a

you want to u
ool to do so.

h Solution 

configuration
e vSwitch is t

ivate Networ

ss control list
ecific VMs.

ained features
the packets tr

dard tools an

g environmen

Open vSwitch
components

vSwitch, or “
er host. The X
to as an Open

d vSwitch Con
nce, that man
ide the appea
ches on your 
ad the Distri

same way as 
ual Switch or
he same xe ne
hout this guid

vSwitch, the

use the Distr
. 

n you want (
the default n

rks. 

ts by using th

s and monito
raversing tha

nd protocols, 

nts.  

h, an open-s
s:  

“vSwitch,” is
XenServer O
n vSwitch.  

ntroller is co
nages and co
arance of a si
hosts centra

ibuted vSwitc

the existing 
r the Linux b
etworking co
de, if you rep
e concepts re

ributed Virtu

(vSwitch or L
networking co

he vSwitch 

or traffic. For
at switch por

such as RSP

ource projec

s the actual 
Open vSwitch

onsole on a 
oordinates th
ingle distribu
ally and have 
ch Controlle

Linux bridge
bridge, you ca
ommands list
place the exis
emain the sam

al Switch 

Linux bridge)
onfiguration,

r the 
rt. 

PAN 

ct. 

h is a 

he 
uted 

er 

e. 
an 
ted in 
ting 
me.  

) 
, but 



Page 55 

the Distri
not confi

To ensur
Citrix Hig
Guide for
Controlle
VM resta

Configuri
Controlle
you mana
controller

Note: Th
or higher

Revertin

If you wa
host in th

xe
Reboot th
 

Warn
Priva

Impo
first. 

Consider

 If
b
co
d
op

 A
in

 W
to
b

Note
enabl

 

ibuted Virtua
igured by def

e that XenSe
gh Availabilit
r instruction
er is critical to
art-priority sh

ing the Distr
er Virtual Ap
age your Dist
r, see CTX13

he Distribute
r.  

ng to the Lin

ant to revert 
he pool:  
e switch-n
he host after 

ning: The Lin
te Networks

ortant: Befor

rations: 

f you want to
ackend com
ommand is n
efault vSwitc
penvswitch

All hosts in th
n the pool to 

When you are
o put the hos
ackend com

e: After chang
led.  

al Switch solu
fault.  

ervers can alw
ty for the vSw
s on enabling
o the operati
hould be set t

ributed Virtu
pliance from
tributed Virt
30423 - Citrix

ed Virtual Sw

nux Network

to the legacy

network-bac
running this

nux network
, and cannot 

re switching 

o change the 
mmand on ea
not a pool-wi
ch networkin
. 

he pool must 
use the Linu

e changing yo
sts into Main

mmand on ea

ging the netw

ution, which 

ways reach an
witch Contro
g high availab
ion of netwo
to 1 and ha-a

al Switch sol
m My Citrix.c
tual Switch im
x XenServer 6

witch Control

king Config

y Linux netwo

ckend brid
s command.

k stack is not 
be managed

networking c

networking 
ch host in th
ide command

ng bridge by u

use the sam
ux bridge and

our hosts to u
ntenance mod
ch host and 

working conf

includes the

n active vSwi
oller VM. Re
bility. Becaus
rking for all 
alwaysrun s

lution require
om. The  vSw

mplementatio
6.0 vSwitch Co

ller is availabl

guration 

orking bridge

dge 

open flow en
d by the XenS

configuration

configuration
he pool separ
d. This comm
using this syn

e networking
d others to u

use a differen
de. You just n
reboot the h

figuration, ch

e vSwitch Co

itch Controll
efer to the Xe
se continuou
virtual mach

should be set

es that you d
witch Contro
on.  For info
ntroller User G

le in Citrix X

e, run the fol

nabled and d
Server vSwitc

ns, shut down

n, you must 
rately. The xe
mand can als
ntax:  xe-swi

g backend. D
se the vSwitc

nt network c
need to run t

hosts.  

heck to make

ontroller Virtu

ler, we recom
enServer Adm

us operation o
hines, the vSw
t to true. 

download the
oller Virtual A
rmation abou

Guide. 

XenServer Ad

llowing com

does not supp
ch Controlle

n all the VM

run the xe-s
e-switch-ne
o be used to
itch-networ

Do not config
ch bridge. 

onfiguration
the xe-switc

e sure that yo

ual Applianc

mmend the u
ministrator's 
of the DVS 
witch Contro

e vSwitch 
Appliance le
ut using the 

dvanced Edit

mand on eac

port Cross S
er. 

Ms on the hos

witch-netwo
twork-back

o revert to the
rk-backend 

gure some ho

n, you do not 
ch-network-

our bonds are

ce, is 

use of 

oller 

ts 

tion 

ch 

erver 

st 

ork-
kend 
e 

osts 

t need 
-

e still 



Page 56 

Desig

As pressu
increases,
network i
points wh

1. N

2. N

3. Sw
fo

XenServe

Cons

As previo
any comb

 P
an
N

 N
tr
tr

 O
m
in
b
 
It
b

When con
balancing
configure
physical n
bonds.  

 

gning N

ure on organi
, it is becomi
infrastructur
hen consider

Network card

Network cabl

witch (for ex
or planned ou

er provides su

sidering

ously discusse
bination of tw

Primary man
nother NIC 

NIC bonding 

NICs (non-m
raffic. Bondin
raffic from m

Other manag
management i
nitiator storag
onding mana

t should be n
onds. 

nsidering wh
g against the 
e XenServer w
networks you

Network

izations to en
ing importan
e levels. Citri
ing redundan

d. 

e (for examp

xample, if the
utages, such 

upport for N

g NIC B

ed in “Creati
wo NICs, inc

nagement in
so that the se
does not pro

managemen
ng these NIC

multiple VMs 

gement inte
interfaces (fo
ge, Citrix rec
agement inte

noted that cer

hether or not
number of se
with sixteen 
u can connec

k Redu

nsure networ
nt to improve
ix recommen
ncy:  

ple, if it is dis

e power supp
as firmware 

NIC bonding

Bonding

ing Network
cluding the o

nterfaces. Yo
econd NIC p
ovide load ba

nt). You can b
Cs not only p

between the

erfaces. You 
or example, f
commends co
erfaces only p

rtain iSCSI st

t to bond NI
eparate subn
physical NIC

ct into a host

ndancy

rk connectivi
e network res
nds that you 

connected or

ply fails). You
upgrades.  

to provide n

g 

Resiliency th
ones that perf

ou can bond 
provides failo
alancing for m

bond NICs t
provides resil
e NICs. 

can bond N
for storage). H
onfiguring m
provides failo

torage arrays

Cs, weigh yo
nets and VLA
Cs per server

by half. Xen

y 

ity and availa
siliency by en
consider the

r damaged).

u also might 

network redu

hrough Bond
form the foll

a primary m
over for man
management

that XenServ
liency, but do

ICs that you
However, fo

multipathing in
over without 

s, such as De

our requireme
ANs each poo
r bonding NI
nServer supp

ability for cor
nsuring redun
e following ne

need to take

undancy. 

ds,” XenServ
lowing functi

management i
nagement traf
t traffic. 

ver is using so
oing so also b

u have config
r most iSCSI
nstead of NI
load balanci

ell EqualLogi

ent for redun
ol requires. A
ICs reduces t

ports a maxim

rporate resou
ndancy at all 
etwork failur

e switches off

ver lets you b
ions: 

nterface to 
ffic. Howeve

olely for VM
balances the 

gured as 
I software 
IC bonding s
ing.  

ic, require us

ndancy and lo
Although you
the number o

mum of eight

urces 

re 

fline 

bond 

er, 

M 

since 

ing 

oad 
u can 
of 
t 



Page 57 

The illust
that you c

This illustr
traffic type.
both NICs

 

 

tration that fo
can bond. 

ration shows ho
. In the top pic
s in the bond a

ollows show

ow, when config
cture of a manag
are active. For t

s the differen

gured in Active
agement network
the storage traff

nces between

e-active mode, t
k, NIC 1 is a
ffic, only NIC 3

n the three di

the links that a
active and NIC
3 is active and 

ifferent types

are active in bo
C 2 is passive. F
d NIC 4 is pas

s of interface

 

onds vary accord
For the VM tr
ssive. 

es 

ding to 
raffic, 



Page 58 

Selecti

When you
balances 
NIC bon

 A
b
a

 A
p

The best 
switch pe

Note: Cit
High Ava
heartbeat

Unders

When you
network t
with traff

XenServe
rebalancin
sending t
traffic tha
one NIC 

Importan
performin
check the

The serie
load ever

 

ng a Type

u configure X
the load betw
ds with load 

Active-active
balanced man
additional con

Active-passiv
air. If that N

mode for yo
erformance. T

trix strongly 
ailability featu
t SR. 

standing A

u bond NIC
traffic over b
fic.  

er does this b
ng the data s
raffic to one 
an the other 
and sending

nt: When cre
ng any other 
e XenCenter 

s of illustrati
y ten second

e of NIC B

XenServer to
ween the two
balancing (a

e bonding m
nner. Active-
nfiguration it

ve bonding 
NIC loses con

our environm
The sections 

recommend
ure is enabled

Active-Act

s used for gu
both NICs in

by tracking th
treams every
bond and on
two, XenSer

g traffic from

eating bonds
tasks on the
logs. 

ions that follo
ds.  

Bonding 

o route VM t
o NICs. How
active-active).

mode. XenSe
active bondin
t is the one X

mode. XenS
nnectivity, the

ment varies ac
for each mo

s bonding th
d as well as c

tive NIC B

uest traffic in
n the bonded

he quantity o
y 10 seconds.
ne virtual int
rver balances 

m the other tw

, always wait
e pool. To de

ow show how

traffic over b
wever, XenSe
. You can co

erver sends n
ng mode is th

XenServer us

Server only se
e traffic fails 

ccording to y
ode discuss th

he primary m
configuring m

Bonding 

n the default a
 pair to ensu

of data sent fr
. For exampl
terface (Virtu
the load by 

wo interfaces 

until the bon
etermine if X

w XenServer

bonded NICs
erver does no
onfigure eithe

network traff
the default bo
ses. 

ends traffic o
over to the N

your environm
hese consider

management in
multipathing 

active-active 
ure that it doe

rom each VM
le, if three vir
ual Interface 
sending traff
to the other

nd is finished
XenServer has

r redistribute

s, by default, 
ot require you
er: 

fic over both
onding mode

over one NIC
NIC that is n

ment’s goals,
rations. 

nterface if th
or NIC bon

mode, XenS
es not overlo

M’s virtual in
rtual interfac
B) sends mo
fic from Virt
r NIC.  

d being creat
s finished cre

es VM traffic

XenServer 
u to configur

 NICs in a lo
e and withou

C in the bon
not being use

, budget, and

he XenServer
nding for the 

Server sends 
oad any one N

nterfaces and 
ces (A, B, C)
ore VM guest
tual Interface

ted before 
eating the bo

 according to

re 

oad-
ut any 

ded 
ed. 

d 

r 

NIC 

are 
t 
e B to 

ond, 

o 



Page 59 

In this illu
its traffic a
NIC 1. 

The next 
seconds. 

This illustr
it discovers 
3’s traffic a

XenServe
traffic acr

Traffic fr

 

ustration, VM 
across NIC 2. 

illustration s

ration shows ho
s that VM 2 is
across NIC 1 i

er continues 
ross NIC 2 in

rom a single v

3 is sending th
VM 1 and V

shows how X

ow after ten sec
s now sending t
instead. 

to evaluate tr
n the illustrat

virtual interfa

he most data (3
VM 2 have the 

XenServer ree

conds, XenServ
the most traffic,

raffic every t
tions could c

ace is never s

30 megabytes pe
lowest amounts

evaluates the

ver reevaluates t
, XenServer re

ten seconds, 
change again 

split between

er second) acros
ts of data, so X

e load across 

the amount of 
edirects VM 2

so it is possi
at the twenty

n two NICs. 

ss the network,
XenServer sends

the bonded 

traffic the VM
’s traffic to NI

ible that the V
ty second inte

 

, so XenServer
s their traffic ov

pair after ten

Ms are sending. 
IC 2 and sends

VM sending 
erval. 

 

r sends 
ver 

n 

 

When 
s VM 



Page 60 

The load 
proprieta
open-sou

Because S
NICs sim
For these
active-act

Note: Xe

Unders

When Xe
across on
over the o
the active

To config
and selec
set a para
XenServer 

Note: oth

When de
and featu
configurin

 W
b

F
sy
up
(y

 W
F
p
ac

Note
using
passiv

 

balancing alg
ary algorithm 
urce Linux Ad

SLB bonding
multaneously.
e traffic types
tive mode.  

enServer NIC

standing A

enServer is ru
ne NIC in the
other NIC in
e NIC fails.  

gure XenServ
t Active-pas

ameter on the
r Administrato

her-config:b

signing any n
ures to the mi
ng active-pas

When you are
onding. 

For example, 
ymptoms like
pdate the AR
you might co

When you do 
For example, 

erforming sw
ctive-passive

e: As of XenS
g the vSwitch
ve (also know

gorithm Xen
known as So

daptive Load

g is an active-
 XenServer d
s, configuring

C bonding do

Active-Pas

unning NIC b
e bond only: 
n the bond so

ver to route t
ssive as the b
e master bon
r’s Guide. 

bond-mode=

network conf
inimum requ
ssive NIC bo

e connecting 

if the switch
e packet loss
RP table corr
onfigure aggre

not need loa
if the redund

witch or exter
bonding ins

Server 6.0, th
 as your netw

wn as active-ba

nServer uses f
ource Level B
d Balancing (

-active mode
does not load
g NIC bondi

oes not requi

ssive NIC

bonds in an 
this NIC is t

o that NIC is

traffic on a b
bond mode w
nd PIF (xe bo

=active-backu

figuration, it 
uired to meet
onding in situ

one NIC to 

 does not wo
, an incorrec

rectly, and/or
egation for th

ad balancing 
dant path use
rnal up-link) 

stead. 

he vSwitch no
working conf
ackup) using 

for active-act
Balancing (SL
(ALB) mode.

e configuratio
d balance ma
ing only prov

ire any switch

C Bonding

active-passiv
the only activ
s passive, waiti

bond in active
when you cre
ond-create m

up is still sup

is best to str
t your busine
uations such 

a switch that

ork well with
ct ARP table
r the switch w
he ports and

or when you
es a cheaper t
and that resu

ow supports 
figuration, yo
the XenCent

tive mode co
LB) NIC bon
.  

on, XenServe
anagement an
vides failover

h configurati

ve configurati
ve NIC. Xen
ing for XenS

e-passive mo
eate the bond

mode=active-b

pported for b

rive for simpl
ess goals. Bas
as the follow

t does not wo

h active-active
on the switc
would have i

d it would no

u only intend
technology (
ults in slowe

active-passiv
ou can set the
ter or the CL

onfigurations
nding. SLB i

er routes traf
nd IP-based 
r even when 

ion. 

tion, XenServ
nServer does 
Server to redi

ode, you can 
d. You can al
backup), as de

backwards co

licity by redu
sed on this pr
wing: 

ork well with

e bonding, yo
h, the switch
incorrect set
t work). 

d to send traf
(for example,
er performan

ve NIC bond
e bonding m

LI. 

s is its own 
s based on th

ffic over both
storage traffi
the bond is i

ver routes tra
not send tra
irect traffic t

use XenCen
lso use the C
scribed in th

ompatibility.

ucing compo
rinciple, con

h active-activ

ou might see
h would not 
tings on the 

ffic on one N
, a lower-
ce, configure

ding. If you a
mode to active

he 

h 
ic. 
in 

affic 
ffic 
o it if 

nter 
CLI to 

e 

nents 
sider 

ve 

e 

ports 

NIC. 

e 

are 
e-



Page 61 

Ensurin

When you
on your r
and a NIC

Adding a 

 W
co
o

 W
sw
n

When you
configuratio
single dom
backplane
changing 

The switc
the cables

This illustr
in each hos

 

ng Resilie

u bond NIC
redundancy r
C or switch f

second swit

When you bon
onnect a link
n the networ

When you con
witch, it prev
etwork still r

u attach bon
on. (That is, t
main – for ex
e.) Switches m
between swi

ches do not r
s and networ

ration shows ho
st. The NICs i

ence throu

s, you can co
requirements
fails, traffic f

ch helps in th

nd NICs use
k to a second
rk since their

nnect one of
vents a single
remains onlin

nded NICs to
the switches 
xample, whe
must be in a 
itches quite o

require any a
rk configurat

ow two NICs i
in the bonds con

ugh Redun

onnect the lin
. If you conn

fails over to t

he following

ed exclusively
d switch and t
r traffic fails o

f the links in 
e point of fail
ne and the ho

o two switche
must be con
n multiple ra
stacked con

often while tr

dditional con
tion for the b

in a bonded pa
nnect to differen

ndant Sw

nks to either 
nect one of th
the other link

g ways:  

y for VM traf
the NIC or s
over to the o

a bonded pri
lure for your
osts can still 

es, the switch
nfigured to fu
ack-mounted
figuration be
raffic is rebal

nfiguration. T
bonded NICs

air use the same
nt switches for 

itches 

the same or 
he links to a 
k.  

ffic, traffic is
switch fails, t
other NIC/sw

imary manag
r pool. If the 
communicat

hes must be r
unction as a s
d switches are
ecause the M
lanced acros

The illustratio
s have to ma

e network settin
redundancy.  

separate swi
second, redu

s sent over bo
the virtual ma
witch.  

gement interf
switch fails, 

te with each o

running in a 
single switch 
e connected 

MAC addresse
s the two NI

on that follo
atch. 

ngs, as represen

itches, depen
undant switch

oth NICs. If 
achines rema

face to a seco
the managem
other. 

stacked 
that is seen 
across the 
es of VMs wi
ICs.  

ws shows ho

 

nted by the netw

nding 
h 

f you 
ain 

ond 
ment 

as a 

ill be 

ow 

works 



Page 62 

Bondin

Because b
active or 
otherwise

You can d

 In
ex

 W
p

When cre
creating t
managem
same as t

From Xe
bonding f
primary m
(non-prim
MAC add
the NICs
NIC. 

Note: Af
managem

For more

Best Pr

Citrix stro
servers to
bonding a

Im
fi

Ideally, fo
traffic on

 

ng Manage

bonds functi
active-passiv

e specified, th

determine th

n XenCenter
xample, for a

When creating
arameter is th

eating a bond
the bond is th

ment interface
he MAC of t

nServer 6.0 o
from the CL
management 
mary) is in th
dress and IP 
s in the bond

fter a pool is 
ment interface

e information

ractices fo

ongly recomm
o the pool an
afterwards, it

mportant: D
irst deleting t

or maximum
n its own netw

ement Int

on as one log
ve, only have 
he bonded pa

he first NIC i

r, the first NI
a bonded NI

g a bond usin
he first NIC 

d, make sure 
he same. Wh
e before crea
the bond afte

onwards, if th
LI), the bond 

interface is o
e bond (and 
address from

d is a managem

up and runn
e. 

n about the x

or Bonded

mends config
nd before you
t can create i

Do not join a 
the bond.  

m performanc
work. Howev

erfaces a

gical unit, bo
one MAC ad

air uses the M

in the bond a

IC in the bon
C named “B

ng the xe bon
in the bond.

that the IP a
hen using DH
ating the bon
er it is create

he MAC add
uses the MA

one of the in
the the prim

m that non-pr
ment interfac

ning, Citrix re

xe bond-crea

d Interface

guring NIC b
u create VMs
issues.  

host that alr

ce, configure 
ver, note the 

nd MAC A

oth NICs, reg
ddress betwe
MAC address

as follows:  

nd is the NIC
ond 2+3,” th

nd-create co
.  

address of th
HCP, make su
d (that is, the
d.  

dress is not sp
AC address o
terfaces in th

mary managem
rimary mana
ce, the bond 

ecommends u

ate command

es 

bonding on t
s. While it is t

ready has a b

NIC bonds 
following: 

Addressin

gardless of w
een the two o
s of the first 

C assigned th
he first NIC 

ommand, the

he manageme
ure that the M
e address of 

pecified (usin
f the primary
he bond. If a
ment interfac
agement inter
 uses the MA

using caution

d, see the Xe

the pool mas
technically p

ond configur

for VM traff

ng 

whether the b
of them. Tha
NIC in the b

he lowest num
in the bond 

e first PIF lis

ent interface b
MAC addres
one of the tw

ng the mac p
y managemen

another mana
ce is not), the
rface. Otherw
AC address o

n when bond

enServer Admi

ster after you
possible to ch

red on it to a

fic and isolate

bond is active
at is, unless 
bond.  

mber. For 
is NIC 2. 

sted in the pif

before and a
ss of the 
wo NICs) is 

parameter wh
nt interface i
agement inter
e bond uses t
wise, if none 
of the first na

ding the prim

inistrator’s Gu

u join all mem
hange NIC 

a pool withou

e manageme

e-

f-uuids 

after 

the 

hen 
if the 
rface 
the 
of 

amed 

mary 

uide. 

mber 

ut 

nt 



Page 63 

 Separ
for ne
you b

 Using
traffic

 Alway

Warn
bond
(shut 
need 

Both NIC
XenCente
Jumbo Fr

Network 
outages, a
interfaces

 Confi
a requ
switch

 Conn
switch

 In an
bond
switch
anoth

Where bo
bonding r
because X
the pool. 

Desig

If perform
performa

The I/O 
the physi

 

rating manag
etwork resou

bond interfac

g the same bo
c can decreas

ys create bon

ning: Do not
s can interru
themselves d
the host-em

Cs in the bon
er when you 
rames” on pa

card failures
and performa
s more reliab

figuring two d
uirement, it h
hes) on one 

necting NICs
hes. 

 active-passiv
 into one swi
hes fails, you

her switch. 

onding requir
requirements
XenServer au
 

gning N

mance is a go
ance requirem

requirement
cal NICs in e

gement, stora
urces between
ces, they do n

onded interfa
se performan

nds before cr

t attempt to b
upt the in-pro
down). Cons

mergency-ha

nd must have
create the bo

age 78. 

s are rarely th
ance issues o

ble by: 

different netw
helps ensure 
subnet.  

s bonded for 

ve configurat
itch and the 

u still do not 

rements vary
s and NIC co
utomatically c

Network

oal for your X
ments.  

ts of the wor
each server (

age and VM t
n the manage
not provide r

ace rather th
nce, as all traf

reating virtua

bond NICs w
ogress High A
sequently, the
a-disable com

e the same fr
ond. For add

he reason net
on one subne

work up link
a network co

managemen

tion, Citrix re
active NICs 
have a single

y by workload
onfigurations
configures id

ks for P

XenServer ne

kloads you a
and, by exten

traffic across
ement, VM, 
redundancy.

an two separ
ffic will go th

al interfaces o

while the Hig
Availability h
e hosts proba
mmand to re

ame size (MT
ditional infor

twork connec
et are more c

ks (subnets) f
onnection if 

nt, storage, an

ecommends 
in each bond

e point of fai

d type, consi
s in the same
dentical netw

Perform

etworking co

re virtualizin
nsion, each p

 different NI
and storage n

rate NICs for
hrough the sa

on VMs. 

gh Availabilit
heartbeat and
ably will not 
ecover. 

TU). You can
rmation, see “

ctions fail. Sw
common. Con

for each NIC
there are issu

nd guest traff

connecting t
d into a sepa
ilure because

ider grouping
e pool. Citrix

working config

mance 

onfiguration, 

ng determine 
pool). 

ICs helps pre
networks. H

r managemen
ame NIC. 

ty feature is e
d cause hosts 

reboot corre

n edit the fra
“Configuring

witch failures
nsider makin

C in the bond
ues (unrelate

fic to differen

the passive N
arate switch. I
e the failover 

g workloads 
x makes this s
gurations acr

consider you

how you sho

event conten
owever, unle

nt and storag

enabled. Crea
 to self-fence
ectly and will

ame size in 
g Networks w

s, network 
ng bonded 

d. Not only is
ed to hardwar

nt redundant

NICs in each 
If one of the
NIC goes in

with matchin
suggestion 
ross all hosts

ur I/O and 

ould configu

ntion 
ess 

ge 

ating 
e 
l 

with 

s this 
re or 

t 

e 
nto 

ng 

s on 

ure 



Page 64 

Analyzing
hosts sha
NICs to s
XenServe

It should 
traffic is n
bonding w

One of th
of your w
workload
is discuss

Review th
the perfo

Negative

 M
w
V

 L
to
co
fr
C

Potentia

 N
th
to
o

 U
up
p

 Im
m
St

 

g the traffic l
are a common
support their
er uses Sourc

be noted, ho
not balanced
will not incre

he most impo
workloads has
ds increase, th
sed througho

he negative a
rmance of yo

e Impact 

Many VLAN
will be slower
VLANs will n

Load on NIC
o work reliab
orrupted traf
rom your ven

Citrix Technic

ally Benefici

NIC Bondin
hroughput av
otal bandwid
f the two ind

Upgrading th
pgrading the
erformance).

mplementin
more informa
torage Netw

levels of the w
n external ne
r requiremen
ce Load Balan

owever, that 
d between NI
ease through

ortant factor
s a significan
he effective n

out this sectio

and beneficia
our XenServ

Ns in a Pool.
. Likewise, jo

not affect net

Cs. Some mo
bly under load
ffic to VMs, y
ndor and app
cal Support. 

al 

g. By bondin
vailable by be
th available -

dividual NIC

he NIC. Pro
e NIC (for ex
. 

ng jumbo fra
ation about u
ork Configur

workloads m
etwork while 
nts. To impro
ncing (SLB) 

bonding has
ICs. If VM tr
put. 

rs for networ
nt impact on 
network perf
on. 

al impact sect
ver network c

 If you have 
oining a host
twork throug

odels of netw
d, or when ce
you should f

ply a BIOS up

ng two NICs
etter balancin
-- the bandw
s – bonding 

ovided infrast
xample, from

ame support
using jumbo f
ration” on pa

may show, for
other worklo

ove throughp
to share load

s the potential
raffic is alrea

k performan
network thro

formance ma

tions that fol
configuration

a lot of VLA
t to a pool wi
ghput.  

work cards re
ertain optimi
first try to ob
pdate. If this

s together, yo
ng the traffic

width available
can make be

tructure that 
m a 1 gigabit N

t can improv
frames with s
age 70. 

r example, th
oads may req

put, you can i
d across bond

to increase t
ady balanced 

nce is CPU ut
oughput. As 
ay degrade. T

llow for ideas
n. 

ANs starting 
ill be slower. 

quire firmwa
izations are t

btain the lates
s does not re

ou can increa
. While bond
e is the same
etter use of av

can support
NIC to a 10 g

ve performan
storage, see “

hat traffic lev
quire access t
implement N
ded NICs. 

throughput o
between sep

tilization. Th
the CPU dem

The impact of

s of ways you

one or more
 However, h

are upgrades 
turned on. If
st recommen
solve your is

ase the total a
ding NICs do
e as the comb
vailable reso

t such interfa
gigabit NIC 

nce for storag
“Chapter 6: D

vels let some 
to dedicated 

NIC bonding

only when VM
parate NICs, 

he CPU utiliz
mands of 
f CPU utiliza

u can optimi

e hosts in a p
having many 

from the ven
f you are seei
nded firmwar
ssue, contact 

amount of 
oes not affec
bined bandw
urces. 

aces is in plac
can improve

ge traffic. For
Designing Yo

g:  

M 

zation 

ation 

ze 

pool 

ndor 
ng 
re 

ct the 
width 

ce, 
e 

r 
our 



Page 65 

 Im
F
P

Testing

You can 
Performa
Iperf.  

The XenC
the load o
Configur

Before yo
understan

To test th

1. Start 

2. Exam
Comp
For e
gettin
achiev

3. If you
inform

 

 

 

 

mplementin
Feature Pack 
Provisioning S

g XenServ

observe a ho
ance tab, Xe

Center Perfo
on the Contr
re Graphs, y

ou begin testi
nd what perf

he performan

by using a ne

mine the thro
pare the reco

example, if yo
ng a number 
ve the limit s

u are not gett
mation:  

In XenCe
following:

Make sure
prevents t
throughpu

Run the x
uses, netw
more info
prompt on

Run the x
and VMs 
informatio
on your h

ng SR-IOV f
1, XenServer
Services Serv

ver Netwo

ost’s network
en command

ormance tab
rol Domain, a
you can also 

ing the perfo
formance you

nce of your X

etwork testin

ughput of yo
orded throug
ou know that
close to that 
since there is

ting this leve

nter, select th
: 

e that VMs d
the VMs from
ut is high CP

xentop comm
work traffic to
ormation abo
n your host. 

xenmon com
are creating t
on about this
ost.  

for Provision
r supports SR
ver” on page

ork Perfor

k performanc
ds like xentop

b displays the
and the utiliz
change the D

ormance of y
ur hardware c

XenServer ne

ng tool (such 

our network, 
hput level wi
t your NIC s
as your netw
 always some

el of throughp

he host, and 

do not have a
m receiving f

PU utilization

mand. The xe
o and from th
ut this comm
 

mmand. The x
the highest I
s command, 

ning Services
R-IOV. For m
81. 

mance 

ce in several w
p and xenmo

e number of M
zation for eac
Data Source t

your XenServ
can theoretic

etwork config

as Iperf).  

as your netw
ith what you
upports 1 gig

work through
e overhead.

put, do one o

use the Perf

a CPU, memo
full throughp
n by guests. 

entop comm
he VM, and

mand, enter x

xenmon com
/O or proce
enter xenmo

s server traffi
more inform

ways, includi
on, and netw

Mbps each N
ch CPU on t
to see netwo

ver network c
cally support.

guration on a

work testing 
ur hardware c
gabit of thro
hput keeping

or more of th

formance tab

ory, or disk b
put. The mos

mand shows y
disk traffic o
xentop –h

mmand can h
essing loads o
on.py –he

ic. As of Xen
mation, see “V

ing using the 
working testin

NIC sends an
the host. By c
ork send and 

configuration
.  

a specific Xe

tool recorded
can theoretica
ughput, then

g in mind it is

he following 

b in XenCen

bottleneck be
st common c

you how muc
on the Contro
help at the 

help identify 
on a host. Fo
elp at the c

nServer 5.6 
Virtualizing th

 XenCenter 
ng tools, such

nd receives an
clicking 
receive error

n, you should

enServer host

d it.  
ally support. 
n you should 
s not possible

to find out m

nter to check 

ecause this 
ause of redu

ch CPU each
ol Domain. F
command 

which doma
or more 
command pro

he 

h as 

nd 

rs.  

d 

t:  

 
be 

e to 

more 

the 

ced 

h VM 
For 

ains 

ompt 



Page 66 

What to 

1. Expe

2. Recon
host a

3. Make
chang
accor
Balan
and w

4. Ensu
CTX

5. Load 
numb
traffic

6. Separ
if this

7. If you
that h
Dom

Citrix rec
requireme
connectio
different 
on. 

Limiting

In enviro
network b
down the
transfer r

To limit d
kilobits p
you limit 
to its asso
transfer r
link.  

 

do next?  

riment with 

nsider your V
a different m

e sure there a
ging the hom
rding to their
ncing to make
writes. 

re VM traffic
127970 -- Di

balance you
ber of VMs p
c.  

rate the mana
s improves p

u have a mix
host. When v

main and CPU

commends ru
ents and ove
ons, to rearra
configuratio

g Bandwid

onments whe
bandwidth, y
e transmissio
rates. 

data transfer 
per second in 

the transfer 
ociated netwo
rate for all of 

the number 

VM to host r
mixture of wo

are no other V
me servers VM
r network util
e balancing r

c is evenly di
istributing Gue

r network tra
pointed to it a

agement, sto
erformance. 

ed environm
virtualized, th
U resources. 

unning these 
erall design. T
ange workloa
ns than you 

dth Consu

re the worklo
you might wa
n rate. This h

speeds, you 
the CLI) wh
rate, you are
ork link. If th

f them, you m

of processing

ratio. You ma
orkloads, to o

VMs sending
Ms are assign
lization. You

recommenda

istributed acr
est Traffic Over

affic across N
and/or that t

rage, and VM

ment, consider
he Linux ope

tests on a pi
These tests m
ad groupings,
originally int

umption fo

oads send a l
ant to limit th
helps ensure 

can specify a
hen you creat
e doing so for
hat VM uses 

must create a 

g threads (vs

ay need to re
obtain the ne

g or receiving
ned to so they
u may also wa
tions or auto

ross physical 
r Physical CPU

NICs. Make s
these VMs ar

M traffic, as d

r putting a m
erating system

ilot environm
may indicate t
, to purchase
tended (for ex

or High D

lot of data an
he amount o
other VMs o

a maximum t
te the VM’s v
r all the data 
multiple net
QoS limit in

s. the availabl

educe the num
etwork perfor

g a lot of netw
y are balance
ant to consid

omatically ba

CPUs. For m
Us in XenServ

sure that no 
re not sendin

described in t

mixture of Lin
m usually put

ment before f
that you need
e more NICs
xample, jum

emand W

nd can poten
f data these w
on the host r

transfer rate
virtual interfa
that VM sen

twork links a
n each virtual

le virtual CPU

mber of VM
rmance you w

twork traffic.
ed across diff
der configurin
alance VMs a

more inform
ver. 

one NIC has
ng an excessi

throughout t

nux and Win
ts less stress o

finalizing you
d additional n
s, purchase N
bo frames or

Workloads 

ntially consum
workloads ca
receive adequ

in kilobytes p
face(s) or at a
nds over the 
and you want
l interface fo

Us) on the V

Ms on a host, o
want. 

 Consider 
ferent hosts 
ng Workload

according to r

mation, see 

s an excessiv
ive amount o

this guide, to

ndows VMs o
on the Contr

ur hardware 
network 

NICs that sup
r SR-IOV) an

me a lot of 
an send and 
uate network

per second (
a later time. W
virtual interf

t to limit the 
or each netwo

VMs. 

or 

d 
reads 

ve 
of 

o see 

on 
rol 

pport 
nd so 

slow 
k 

(or 
When 
face 

ork 



Page 67 

Setting lim
host since

If you wa
configure

To config

 In
P

 In
Sw

 U
m

xe

xe

You do n
only need

Example

You can d

Max Ra

An examp

You have
the same 
their virtu

Assuming
bandwidt

To obtain

1. A
2. 10
3. 2,

in
4. 1,

en

 

mits can be p
e it helps ens

ant to limit d
e each virtual

gure a QoS li

n XenCente
Properties. 

n the vSwitc
witching solu

Using the vif
maximum tran

e vif-para

e vif-para

not need to c
d to set limits

e: Calculatin

determine ba

ate Transfer per 

ple of the ap

e five VMs o
10 gigabit E

ual interfaces

g a desired n
th to 1,468,00

n this numbe

A 10Gigabit N
0,485,760/5 
,097,152 * 70
nterface) 
,468,006 kilo
nter the rate 

particularly u
sure each VM

ata transmiss
l interface to 

imit for VM 

er. Select the 

ch Controlle
ution, config

f-param-set 
nsfer rate of 

am-set uuid

am-set uuid

reate a QoS 
s on the VMs

ng Bandwid

andwidth lim

VIF = (NIC 

pplication of t

n a host with
Ethernet NIC
s.  

etwork utiliz
06 kilobits pe

er, we used th

NIC  = 10,48
virtual interf

0% = 1,468,0

obits per seco
limit in kilob

seful when d
M gets a fair s

sion on more
have a QoS 

output, you 

VM, click th

er. For pools 
gure the QoS 

xe comman
100 kilobits 

d=<vif_uui

d=<vif_uui

limit for all v
s you want to

dth Limits 

mits using a fo

speed in kilobits

this formula 

h one virtual 
. You want t

zation of 70%
er second (or

he following 

85,760 kilobit
faces = 2,097
006 kilobits p

ond/8=183,5
bytes per seco

different orga
share of netw

e than one vi
limit.  

have several 

he Network 

using the vS
setting in vS

nd. For exam
per second (

id> qos_alg

id> qos_alg

virtual interfa
o constrain.

ormula like th

s per second/num
70%) 

is as follows

interface on 
to limit bandw

%, you can th
r 183,500 kilo

calculations:

ts per second
7,152 kilobits
per second m

500 kilobytes
ond. 

anizations ow
work bandwid

irtual interfac

options: 

tab, and click

Switch and th
Switch Contr

mple, to limit 
(kbps), use th

gorithm_ty

gorithm_pa

aces/VMs th

he following

mber of VIFs)*

s:  

each VM. T
width consu

heoretically lim
obytes per se

:  

d  
s per second 

maximum tran

s per second. 

wn different V
dth.  

ce on a VM, 

k either Add

he Distribute
roller.  

a virtual inte
he command

ype=ratelim

arams:kbps=

hat use that n

g:  

*desired network

The virtual int
mption for a

mit each virt
econd). 

(per virtual i
nsfer rate (pe

 XenCenter r

VMs on the 

you must 

d Interface o

ed Virtual 

erface to a 
d: 

mit 

=100 

network link. 

k utilization % (

terfaces all u
all five VMs a

tual interface

interface) 
er virtual 

requires you 

same 

or 

You 

(e.g., 

se 
and 

 



Page 68 

After det
this value

The best 
from the 
achieving
configure
kilobits p

You migh
second) a
bandwidt

However
the limits

In genera
slightly lo

Note: Th
setting. T
disks so t
Administr

Addit

This secti

Enablin

XenServe
receives a
Organiza
transpare

You can 
is, you ca

When you
the traffic

 R
vi
co
N

 

ermining the
e on each VM

practice is no
NIC and div

g 8,074,035 k
ed to use that
per second av

ht decide to l
and others to
th requiremen

r, be careful n
s you set may

al, if you have
ower than wh

he virtual inte
The virtual di
that disks wit
rator’s Guide d

tional C

ion discusses

ng Promis

er supports p
all traffic on i
ations may us
ent proxies or

enable prom
an configure p

u enable pro
c on a virtual

Run software 
isibility into a
onfiguration 

Network Card. 

e maximum t
M according t

ot to guess a
vide it by the
kilobits per se
t NIC. For ex
vailable for ea

limit some V
o more (for e
nts and busin

not to exceed
y not be reach

e not measur
hat you expec

erface QoS r
sk QoS settin
th higher prio
describes both

Conside

s an addition

scuous Mo

promiscuous 
its link instea
se promiscuo
r specialized 

miscuous mod
promiscuous

miscuous mo
l switch. You

(for example
all traffic pas
instructions,

transfer rate p
to its bandwi

at the networ
 number of V

econd divide 
xample, 8,07
ach VM.  

VMs to far les
xample, 1,20
ness priority 

d the total am
hed. 

red the throu
ct your NICs

ate limit setti
ng is a storag
ority are acce
h of these se

eration

al considerat

ode for Tr

mode, an Et
ad of only th
ous mode for
traffic monit

de at both the
s mode for b

ode on virtua
u might want

e, software fo
ssing across t
, see CTX11

per virtual in
idth needs. 

k utilization, 
VMs using th
that by the n

74,035/8 VM

ss than this v
00,000 kilobit
of the workl

mount of thro

ughput, it is b
s can realistic

ing is differen
ge configurat
essed faster t
ettings in mor

s 

tion for your 

raffic Mon

thernet confi
e frames add

r a variety of 
toring, securi

e VM and Xe
oth the virtu

al interface o
t to enable pr

or a switch) o
the physical N
6493 -- How 

nterface, you 

 but rather m
hat NIC. If, f
number of V

Ms = an avera

value (for exa
ts per second
loads. 

oughput achi

better to set t
cally achieve.

nt than the v
tion that lets 
than other di
re depth. 

r networking 

nitoring 

iguration for 
dressed to tha
reasons, suc

rity, and troub

enServer hos
ual interfaces 

or physical N
romiscuous m

or integrate a
NIC to whic
to Enable Pro

can then inc

measure the a
for example, 

VMs with a vi
age throughp

ample, 800,00
d) depending

ievable.  If yo

the maximum
  

virtual disk Q
you assign p
sks. The Xen

configuratio

NICs in wh
at NIC’s MA

ch as requirem
bleshooting 

st (physical s
and physical

NIC, the mod
mode when y

an appliance 
h it is conne

omiscuous Mod

crease or decr

actual throug
 you are 
irtual interfac

put of 1,009,2

00 kilobits pe
g on the 

ou do exceed

m transfer rat

QoS disk prio
priorities to v
nServer 

on. 

hich the NIC 
AC address. 
ments from 
applications.

erver) levels.
l NICs.  

de lets you see
you want to: 

that requires
cted. For 

de on a Physica

rease 

ghput 

ce 
254 

er 

d it, 

te 

ority 
virtual 

 

. That 

e all 
 

s 

al 



Page 69 

 Se
(P
in

If your go
configure

When det
XenServe
and the C
packets, t

If you are
RSPAN i
functiona

Promisc

When pro
NIC conn
it to the V
means th
become i

Citrix rec
security m

Warning
mode can

 

ee all traffic g
PIF) and a V
n CTX12172

oal is to see a
e promiscuou

termining if y
er host. When
CPU utilizatio
this in turn c

e using the vS
instead of pr
ality for mirro

cuous Mod

omiscuous m
nected to thi
VM that “ow
at if malware
nfected simu

commends th
monitoring.  

g: Do not ena
n access the n

going across 
VM’s virtual in

9 -- How to C

all traffic VM
us mode on a

you want to 
n XenServer
on on the ho
an also incre

Switch Contr
omiscuous m
oring.  

de and Secu

mode is confi
is switch port

wns” the virtu
e or another 
ultaneously. 

hat you limit 

able promisc
network traff

the network
nterface. Inst

Configure a Pro

Ms send acros
a virtual inter

enable prom
r runs in prom
ost increases. 
ease network 

roller introdu
mode to displ

urity 

igured on a v
t receives all 
ual interface (
type of malic

your use of p

uous mode w
fic for other 

k (specifically
tructions for 
omiscuous Virt

ss a specific n
rface on a VM

miscuous mod
miscuous mo
Because this
latency. 

uced in XenS
lay traffic. Th

virtual or phy
traffic that t
(or, in the ca
cious attack r

promiscuous

without a goo
VMs. 

y, the virtual 
implementin

tual Machine i

network acro
M in every h

de, consider t
ode, the kern
s can slow do

Server 5.6 Fe
he vSwitch C

ysical switch p
travels throug
ase of NICs, 
reaches acros

s mode to tro

od reason sin

switch) betw
ng this config
in XenServer. 

oss a pool, yo
ost in the po

the CPU loa
nel receives al
own response

eature Pack 1
Controller als

port, the virt
gh the switch
the Control 
ss your netw

oubleshootin

nce the VM i

ween the NIC
guration app

ou may need 
ool. 

d on the 
ll network tra
es to networ

1, you can use
so includes 

tual interface
h and then pa
Domain). Th

work all VMs 

ng and, possib

in promiscuo

C 
pear 

to 

affic 
rk 

e 

e or 
asses 
his 
will 

bly, 

ous 



Page 70 

This secti
XenServe

 T

 H

 H

 G

An exten

Overv

This chap
redundan

Specifical
want to d
bonding a
since this

Other tec

 

C

ion is intende
er network co

The need to c

How to assign

How to impro

Guidance abo

sive discussio

view 

pter is design
ncy and gets t

lly, this chapt
do so. It also 
and iSCSI m

s is a commo

chniques disc

Chapter

ed to highlig
onfiguration.

create a separ

n IP addresse

ove performa

out choosing 

on of storage

ned to help yo
the best netw

ter explains h
explains the 

multipathing. I
n requiremen

cussed in this

r 6: Des

ght storage co
. It includes t

rate storage n

es to NICs 

ance for stor

between NI

e configuratio

ou configure
work perform

how to create
differences b

It also provid
nt for IP-bas

s chapter tha

signing

onsiderations
the following

network 

age traffic 

C bonding an

ons is beyon

e your IP-bas
mance with th

e a separate s
between the 
des informati
sed storage. 

t improve pe

g Your S

s you should 
g topics:  

nd multipath

nd the scope o

sed storage co
he lowest imp

storage netw
two failover
ion about ass

erformance in

Storage
Con

include whil

hing for stora

of this docum

onfiguration 
pact on othe

work and whe
r choices for 
signing IP ad

nclude jumb

e Netwo
figurat

le designing y

age  

ment.  

so that it ha
er network tra

en you would
storage traffi

ddresses to N

o frames. 

ork 
ion 

your 

s 
affic.  

d 
fic, 
NICs, 



Page 71 

Creat

Citrix rec
storage im

By config
isolate sto
term man
(The prim
Installatio

Tip: To f
Network
“Primary

You can 
configure
network a
should be
or Bond N

The over

1. Config

3. Creatin

3. Config

In the illu
configure

 

ting a S

commends de
mplementatio

guring additio
orage and ne
nagement int
mary managem
on” on page 

figure out wh
k tab, in the M
.”  

segregate tra
e XenServer t
and configur
e bonded or 
NICs.”  

all process fo

guring physic

ng a managem

guring redund

ustration that
ed the bonde

Separat

edicating one
ons. Many co

onal managem
twork traffic
erface refers 

ment interfac
14, is a type 

hich NIC is t
Management

ffic by config
to access sto
re virtual mac
use multipath

or creating a 

al network in

ment interfac

dancy, either 

t follows, an 
ed pair as a m

te Stora

e or more NI
onsider creati

ment interfaces, y
c, provided th

to any NIC 
e, which is in

e of managem

the primary m
t Interfaces s

guring an add
rage through
chines to onl
hing, as desc

separate stor

nfrastructure

ce to use the 

multipathing

administrato
management i

age Net

ICs as a sepa
ing a separate

you can both
he appropriat
assigned an 

ntroduced in 
ment interface

management 
ection, check

ditional man
h that interfac
ly use that iso
cribed in “Ch

rage network

 so that diffe

new network

g or bonding

or created a N
interface for 

twork 

arate storage 
e storage net

h assign an IP
te physical co
IP address fo
“Networkin

e.) 

interface, in 
k the Interfac

nagement inte
ce. Then, ph
olated netwo
hoosing to En

k is as follow

erent traffic i

k. 

g. 

NIC bond fro
storage. 

network for 
twork to be a

P address to 
onfiguration 
or identificat

ng Configurat

XenCenter, 
ces column f

erface(s) for 
hysically isola
ork. Ideally, th
nable Multip

ws: 

is on differen

om NICs 3 a

NFS and iSC
a best practic

a NIC and 
is in place. T

tion purposes
tion after 

click the 
for the word 

storage and 
ate the guest 
he network 

pathing Supp

nt subnets.  

and 4 and the

CSI 
ce. 

The 
s. 

ort 

en 



Page 72 

This illustr
sends its st
diagram sh

Creating 
traffic pro

 Y
p

 T

For exam
must be c
NIC.  

To ensur
must be o
not “rout
not enfor
managem

In smalle
matter. H
to separat

In order f
XenServe

 

ration shows ho
torage traffic ov
hows how each N

management
ovided: 

You do not co
ointing a virt

The appropria

mple, to dedic
configured (p

e that the sto
on a differen
table” from t
rce the traffic

ment interface

r environme
However, in la

te your traffi

for IP-based
er, the XenSe

ow the bond ma
ver this NIC bo
NIC in the bo

t interfaces le

onfigure Xen
tual interface

ate physical n

cate a NIC to
physically con

orage traffic i
nt subnet netw
the primary m
c separation, 
e after a host

nts, routing g
arger environ
ic.  

 storage, suc
erver NICs m

ade from NIC
ond onto the sto
ond connects to 

ets you estab

nServer to us
e to this netw

network conf

o storage traf
nnected) so t

is separated f
work. The su
management 
then XenSer

t reboot, due

guest, manag
nments or en

h as iSCSI so
must have IP

Cs 3 and 4 is co
torage network 
a different swit

lish separate 

e this networ
work). 

figuration is i

ffic, the NIC
that the targe

from the man
ubnet for stor
interface. If 

rver may dire
to the order

gement, and/
nvironments 

oftware initia
addresses. T

onfigured as a m
and, ultimately
tch.  

 networks fo

rk for any ot

in place.  

, storage targ
et is only acc

nagement tra
rage must be
the physical 

ect storage tr
r in which Xe

/or storage tr
with strict se

ator and NFS
To specify an

 

management in
ly, the storage a

or, for examp

ther purpose

get, switch, an
essible over 

affic, the stor
e a separate I
or logical co

raffic over th
enServer init

raffic togethe
ecurity polici

S, to commun
n IP address f

nterface. XenSe
array. The expl

ple, IP-based 

 (for exampl

nd/or VLAN
the assigned 

rage network
IP subnet tha
onfiguration d
he primary 
tializes NICs.

er may not 
ies, you may 

nicate with 
for a NIC or

erver 
loded 

e, by 

N 

k 
at is 
does 

. 

want 

r 



Page 73 

bond, you
managem

In other w

 C
to

 R
m

Some env
routing m
recomme

If you wa
it. Ideally
However
DHCP, a

Importan
different 
storage tr

Assign

You can 
do so in X

1. Ensu
topol

2. In the

 

u must create
ment interface

words, you c

Configuring a
o NICs besid

Routing storag
management i

vironments, s
management a
ends that you

ant to bond t
y, the first NI
r, Citrix also r
as described i

nt: The prim
subnets. Thi

raffic.  

ing IP Add

configure ad
XenCenter: 

re that the N
logy in order 

e XenCenter

e a managem
e.  

can assign a X

additional (no
des the prima

ge traffic thr
interface has

such as test l
and storage t

u do not rout

the managem
IC in the bon
recommends
in “Bonding 

mary managem
is is especially

dresses to

dditional man

NIC is on a se
to force the 

 resource pan

ment interface

XenServer IP

on-primary) m
ary managem

rough the pri
an IP addre

labs or at ver
traffic on on
te storage tra

ment interface
nd should be 
s configuring
Managemen

ment interfac
y critical whe

o NICs (M

nagement inte

eparate subne
desired traff

ne, select the

e or reuse the

P address for 

management 
ment interface

mary manage
ss this will w

ry small comp
e interface. H
ffic over the 

e, create the m
the one for 

g the MAC ad
nt Interfaces a

ce and other m
en you are us

Manageme

erfaces in Xe

et, or routing
fic over the s

e host that is 

e IP address 

your storage

t interfaces so
e for routing 

ement interfa
work. 

panies, may e
However, in g

primary man

management
that has the 
ddress on the
and MAC Ad

management
sing the othe

ent Interfa

enCenter and

g is configure
selected NIC

the pool ma

 

assigned to t

e array to con

o you can ass
storage traff

face -- since t

experience li
general, Citri
nagement int

t interface fir
IP address a
e bond if you
ddressing” o

t interfaces m
er manageme

aces)  

d using the xe

ed to suit you
C. 

aster, click th

the primary 

nnect to by e

sign IP addre
fic. 

the primary 

ittle impact fr
ix strongly 
terface. 

rst and then b
ssigned to it.
u are using 

on page 62. 

must be on 
ent interfaces

e commands

ur network 

he Network t

either:  

esses 

from 

bond 
. 

s for 

s. To 

tab.



Page 74 

 

3. The M
mana
inform

Tip: If yo
associated
Network
make sur
selected. 

 

 

Managemen
agement inter
mation. 

ou want to d
d network is 
ks tab, right-c
e the Autom

nt Interfaces
rfaces varies 

edicate a NIC
not configur
click <your-

matically add

 

s feature is fo
by XenCente

C for storage
red so that it
-storage-net
d this netwo

ound on this
er release. Se

e, check Xen
is added to t

twork> > Pr
ork to new v

s tab. Instruc
ee the XenCen

nCenter to ma
the VMs by 
roperties. Cl
virtual mach

tions for con
nter Help for 

ake sure that
default. To d
lick Network

hines check b

nfiguring 
more 

 

t the NIC’s 
do so, in the 
k Settings an
box is not 

nd 



Page 75 

Conf

For envir
bonding a
term mult
redundan

This secti
how to co

Bonding 
failure. R
writes can
remote di

Citrix stro
benefit fr
multipath
would ha

Note: Xe
for Fibre 
across a F
multipath

Choosi

Citrix rec

Like NIC
XenServe
active-act
routes wi
throughp

 

iguring

ronments tha
and multipat
tipathing refer
ncy (failover) 

ion provides 
onfigure iSC

NICs or con
Redundancy h
n lead to gue
isk.  

ongly recomm
rom layering 
hing, you not
ave provided.

enServer sup
Channel SA

Fibre Channe
hing, see the X

ing to Ena

commends co

C bonding, m
er can send tr
tive configur
ill have active
put. The illust

g Redun

at want redun
thing, includi
rs to routing 
and increase

information
SI multipathi

nfiguring mul
helps prevent
est operating 

mends that y
multipathing

t only have b
.  

ports multip
ANs is not dis

el network an
XenServer Ad

able Multip

onfiguring m

multipathing p
raffic down b
ation. By def
e traffic on th
tration that f

ndancy

ndancy for th
ing iSCSI HB
storage traffi
ed throughpu

n about when
ing.  

ltipathing hel
t interruption
system failur

you do not m
g and NIC bo
etter perform

athing for Fi
scussed in de
nd not a TCP
dministrator’s G

pathing S

multipathing in

provides failo
both paths w
fault, multipa
hem during n
follows provi

y for Sto

heir network 
BA multipath
fic to a storag
ut.  

n to choose N

lps provide r
ns to disk rea
re if the VM 

mix NIC bond
onding on th
mance but yo

ibre Channel
epth in this gu
P/IP networ
Guide and the

upport or 

nstead of NI

over for stora
when you con
athing uses ro
normal opera
ides a visual g

orage T

storage traff
hing and soft
ge device ove

NIC bonding

redundancy i
ads and write
consequentl

ding and iSC
he same conn
ou also have t

l and iSCSI S
guide since tra
rk. For inform
e Citrix Know

r Bond NIC

IC bonding w

age traffic. H
nfigure multip
ound-robin m
ation, which 
guide to the 

Traffic 

fic, XenServe
tware iSCSI m
er multiple pa

g instead of m

in case of par
es. Interruptin
ly disconnect

CSI multipath
nection. Afte
the failover t

SANs. Howe
affic for Fibr
mation about
wledge Cente

Cs 

whenever po

However, unli
pathing: mul
mode load ba
results in inc
differences. 

er supports N
multipathing
aths for 

multipathing 

rtial network
ng disk reads
ts from the 

hing. There is
er you enable
that bonding

ever, multipat
re Channel g
t Fibre Chan
er. 

ssible.  

ike NIC bon
ltipathing is a
alancing, so b
creased 

NIC 
. The 

and 

k 
s and 

s no 
e 
g 

thing 
goes 
nnel 

nding, 
an 
both 



Page 76 

This illustr
with NIC 

Citrix rec
software 
XenServe

 

 

ration shows ho
bonding. 

commends us
initiator traff
er, it does no

ow, for storage 

sing multipat
fic). The exce

ot work with 

 

traffic, both pa

thing when y
eption to thi
multipathing

aths are active w

you have bloc
s is if, when 

g.  

with multipath

ck-based thro
the storage a

hing whereas on

oughput (for
array is conn

nly one path is a

r example, iS
ected to 

 

active 

CSI 



Page 77 

Consider 

• Y

• Y
D

The follo

 

Supporte

Tip: To d
in the Ge

For infor
Multipathi

Sugg
Perfo

This secti
jumbo fra

Other me
include cr
multipath
bonding. 

iSCSI S

Provided
Channel. 

iSCSI SA
utilization
designing
offload th

Citrix rec
iSCSI per
implemen

 

using NIC b

You have an N

Your storage d
Dell EqualLog

owing table sh

d Storage Pr

determine wh
eneral tab in 

rmation abou
ing Support for

gestions
ormanc

ion provides 
ames.  

ethods of imp
reating a sep
hing for redu

Storage  

iSCSI storag
 

ANs consume
n can affect n
g pools. How
he processing

commends us
rformance. C
ntations. 

bonding inste

NFS storage 

device does n
gic or HP Le

hows the sup

rotocols 

hat XenServe
XenCenter. 

ut configuring
r XenServer.  

s for Im
e 

guidance for

proving stor
arate physica

undancy since

ge is configur

es more CPU
network perf

wever, it shou
g for higher p

sing high per
Citrix also rec

ead of multip

device. 

not support i
eftHand SAN

pported proto

Multipathin

Fibre Chann
iSCSI softw

er hosts have
 

g iSCSI mult

mprovin

r improving 

age network 
al network fo
e it both link

red correctly

U cycles on th
formance, thi
uld also be no
performance

rformance ne
commends us

pathing when

iSCSI conne
N). 

ocols for mu

ng 

nel, iSCSI HB
ware Initiator

e multipathin

tipathing, see

ng Stora

storage netw

performance
or storage tra
s are active, w

y it can provid

he host than 
is should be 
oted that usin
e. 

etwork switch
sing redunda

n: 

ections over m

ultipathing an

N

BA, N
In

ng enabled on

e CTX129309

age Ne

work perform

e were discus
affic, and whe
which impro

de performan

NFS and Fib
considered w
ng an iSCSI h

hes for iSCS
ant iSCSI net

multiple IPs 

nd NIC bond

NIC Bonding

NFS, CIFS, iS
nitiator 

n them, chec

9 -- Configurin

etwork 

mance for iSC

ssed in this c
en possible, c

oves throughp

nce compara

bre Channel 
when sizing h
host bus adap

I SANs to ac
twork connec

(for example

ding: 

g 

CSI software

ck Multipath

ng iSCSI 

CSI storage an

chapter. Thes
choosing 
put over NIC

able to Fibre 

do. Because 
hardware and
ptor (HBA) 

chieve better
ctivity for all

e, 

e 

hing 

nd 

se 

C 

CPU 
d 
can 

r 
l 



Page 78 

It is parti
since it ca

Configu

Configuri
Jumbo fr
typically u
the CPU 

Currently
all hosts i

When det
following

 Ju

 D

 W
n

 

cularly impo
an interfere w

uring Netw

ing XenServe
ames are Eth
used to achie
overhead.  

y, XenServer 
in the pool.  

termining wh
g:  

umbo frames

o By inc
numb
deman
needed

o Jumbo
Engin
more i
header

Different type

o For ex
latency
frame
from t

o For tr
helpfu
the lat
to asse
times, 
 
Gener
is prob

When the tran
ot be signific

rtant to sepa
with non-stor

works with

er networks 
hernet frame
eve better thr

only suppor

hether your n

s can help of

creasing the E
er of packet 
nds on the C
d when trans

o frames may
ne (TOE) sup
intelligent gig
rs on their ow

es of workloa

xample, for s
y. As a result
s), the storag
the increased

ansactions th
ul. Jumbo fra
tency for a pa
emble and m
bigger packe

rally, if the sp
bably be goo

nsfer size is, o
cant.  

arate iSCSI st
rage traffic.

h Jumbo F

to use jumbo
s containing 
roughput, red

rts jumbo fram

network perf

ffload CPU o

Ethernet fram
headers the C
PU. Jumbo f
smitting mult

y help with sl
pport. Jumbo
gabit NIC ca
wn.  

ads may have

storage traffic
t, if you conf
ge traffic may
d throughput

hat require hi
ames may req
articular item

more bandwid
ets are not as

peed of the n
od to increase

on average, r

torage traffic 

Frames 

o frames can 
more than 1

ducing the lo

mes if the vS

formance wil

overhead.  

me size to 90
CPU must p
frames also r
ti-packet file 

lower CPUs 
o frames are l
ards since the

e their own o

c, in general, 
figure larger p
y not be nega
t. 

igh response
quire more bu
m of data mig
dth per packe
s good as sm

network and 
e the size of t

relatively sma

 from manag

improve per
1500 bytes of
oad on system

Switch is used

ll benefit from

000 bytes, jum
process, which
reduce the nu

transfers. 

if your NICs
less apt to re
ese cards can

optimum pac

throughput 
packets for s
atively affecte

e times, enabl
uffering in th
ght be higher
et.) As a resu

maller packets

the need for 
the packets.

all, the benef

gement and V

rformance fo
f payload. Jum
m bus memo

d as the netw

m jumbo fra

mbo frames r
h consequen
umber of NI

s do not hav
educe CPU o
n process mo

cket sizes.  

is more impo
storage traffic
ed by latency

ling jumbo fr
he network, a
r. (Larger pac
ult, if you nee
s.  

 high throug

fits from jum

VM guest tra

or storage tra
mbo frames 

ory, and reduc

working bridg

mes, conside

reduce the 
ntly decreases
C interrupts 

ve a TCP Off
overhead with
ore of the pac

ortant than 
c (through ju
y and may be

frames may n
and, as a resu
ckets take lon
ed high respo

ghput increas

mbo frames m

affic 

affic. 
are 
cing 

ge on 

er the 

s the 

fload 
h 
cket 

umbo 
enefit 

not be 
ult, 
nger 
onse 

es, it 

might 



Page 79 

 T
ty
is
p
o

 T
fr

You can 

 E

 P
p

However
types of t
configure

When you
specify th
so when y
network s

Citrix stro
the storag

To imple
the bond 
dialog bo

Requirem

 A
w

 T
(f
en

 W
in
o

Citrix also

 

The performa
ype of traffic
s latency sens
riorities in sw
f the voice tr

Traffic that ha
rames since l

enable jumbo

External netw

Private netwo
rivate netwo

r, the equipm
traffic, such a
e XenServer t

u create the n
he Maximum
you create th
supports in t

ongly recomm
ge network. 

ment jumbo 
when you cr

ox and in the 

ments for U

All NICs tran
want to config

The network 
for example, 
nd. 

When creating
nterfaces on t
f MTUs.  

o recommen

ance gains fro
.  When VM
sitive, for exa
witches and o
raffic. 

as relatively l
arge block si

o frame supp

works.  

orks. For exam
rk. 

ment (NICs, s
as IP-based s
to use frame

network in w
m Transmissio
he network in
the MTU tex

mends specif

frame suppo
reate the bon
New Netwo

Using Jumbo

smitting jum
gure and be o

segment whe
the NICs an

g virtual inter
the network 

nds ensuring a

om jumbo fra
M traffic is on 

ample Voice-
on virtual int

large block si
izes make it e

port on eithe

mple, you co

switches) betw
storage traffic
s of between

which XenSer
on Unit (MTU
n the New N
xt box.  

fying jumbo 

ort for bonde
nd. In XenCe
ork wizard. 

o Frames 

mbo-frame tra
on the XenSe

ere you want
nd switches) t

rfaces and co
where you w

all componen

ames vary ac
the same ne

-Over-IP traf
terfaces may 

izes at the ap
easier for the

er of the follo

ould enable ju

ween all link
c, may benef

n 1500 to 921

rver will tran
U) value the 

Network wiz

frames when

ed networks,
enter, there is

affic must su
erver Hardware

to transmit 
that supports

onfiguring N
want to suppo

nts on the da

ccording to th
etwork as sto
ffic, configur
be necessary

pplication lay
e TCP/IP sta

owing types o

umbo frame 

ks must suppo
fit from jumb
16 Mbps. 

nsmit data in 
network sup

zard by enteri

n you create 

, you specify 
s an MTU te

upport the tra
re Compatibility

the jumbo fr
s the frames 

NICs (PIFs), y
ort jumbo fra

ata path are t

he type of pr
rage traffic, i
ring Quality o
y to ensure th

yer  may bene
ack to use lar

of XenServer

support on a

ort jumbo fr
bo frame sup

jumbo fram
pports. In Xe
ing the value

the managem

the MTU fo
ext box in th

ansmission u
ty List. 

rames must h
in all segmen

you must con
ames with th

tested for int

rotocol and t
if the VM tra
of Service 
he performan

efit from jum
rge frames. 

r networks: 

a cross-serve

ames. Certain
pport. You ca

es, you must
enCenter, you
e your entire 

ment interfac

or both NICs
he Create Bo

unit speed you

have equipme
nts, from end

nfigure all 
he same num

teroperability

the 
affic 

nce 

mbo 

er 

n 
an 

t 
u do 

ce for 

s in 
ond 

u 

ent 
d-to-

ber 

y.  



Page 80 

To achiev
equipmen
efficiency
support ju
Ethernet 
Gigabit E

Addition

If you ch
virtual int
network s

 
 

 

ve optimum 
nt with the sa
y gains you ac
umbo frame
equipment. I

Ethernet equi

nal Informat

ange MTU o
terfaces and 
supporting ju

performance
ame transmis
chieve in Eth
s, for optimu
Ideally, netw
ipment due t

tion 

on the netwo
all the virtua
umbo frames

 

e, Citrix reco
ssion speed (
hernet from 
um performa

works should 
to interopera

rk in XenCen
al interfaces a
s on all hosts

mmends tha
(for example,
standardizati

ance Citrix su
not use a mi
bility issues.

nter, it will a
and NICs/ne
s.  

at networks c
, 1 Gigabit). T
ion. While 10
uggests using
ixture of 10/

automatically 
etworks (swit

carrying jumb
This is to pro
0/100 Mbps 
g a minimum
/100 Mbps eq

change the M
tches) that po

bo frames use
omote the 
networks m

m of 1 Gigabit
quipment an

MTU on the
oint to the 

e 

ay 
t 

nd 1 

e 



Page 81 

Cha

This chap
Provision

 N
X

 In

This chap
compone
Configurat

Virtua

Before de
understan
Provision
primary r

Recomm

1. Citrix
Root 
separ
When
proce

 

pter 7: 

pter provides
ning Services 

Network perf
XenServer VM

nformation a

pter assumes 
ents. For an i
tion Guide for

alizing 

eciding wheth
nd the bottle
ning Services 
resource bott

mendations 

x suggests tha
I/O Virtuali
ate physical P
n configured,
essing overhe

Consid

s techniques 
VMs. It incl

formance gui
Ms 

about disablin

that you are
introduction 
 your Provisi

the Pro

her or not to
necks and co
servers use s

tlenecks of P

at you host P
ization (SR-I
PCIe devices
, each VM be
ead. 

dering N

for ensuring 
ludes the foll

dance when 

ng the Spann

e familiar with
to Provision
ioning Servic

ovision

o host the Pro
onstraints of 
system cache

Provisioning S

Provisioning 
IOV). SR-IO
s. To use SR 
ehaves as tho

Networ
– X

network per
lowing topics

streaming Pr

ning Tree pro

h how Provis
ning Services,
ces version. 

ning Ser

ovisioning Se
Provisioning

e. It is also im
Services serv

Services serv
OV lets a sing

IOV, the NI
ough it is usin

rk Perfo
XenServ

rformance w
s:  

rovisioning S

otocol 

sioning Servi
, see the Prov

rvices S

ervices serve
g Services ser
mportant to u
vers is networ

vers on XenS
gle PCIe devi
IC on the ho
ng the NIC d

ormanc
ver Dep

when using Xe

Services disk 

ices basic wo
visioning Servic

Server 

er on a VM, i
rvers, includi
understand th
rk I/O. 

Server VMs t
ice to appear 
ost must supp
directly, whic

ce for P
ployme

enServer to h

images to 

orks and its 
ces Installation 

it is importan
ing how 
hat one of th

that use Singl
as multiple 

port SR-IOV
ch reduces 

PVS 
nts 

host 

and 

nt to 

he 

gle 

V. 



Page 82 

Witho
traffic

A Pro
when

To en
config
writin

Confi
XenSe

Note
the gu

2. Ensu
Dom
explo

3. Consi
runni
Dom
Memo

4. If you
Provi
virtua
can im

See the C
Provisionin

Note: It i
configure
virtual ma
template 
Domain.)
functiona

Addition

This secti
the stream
option. F
Provisionin

 

out configuri
c over 2 giga

ovisioning Se
n there are hig

nsure solid ne
guration. In 
ng to and rea

figuring SR-IO
erver SR-IOV

e: SR-IOV is 
uest operatin

re you are ru
main more CP
oit multi-core

ider increasin
ing the Provi

main from the
ory in XenServ

u want to vir
isioning Serv
alized Provisi
mprove perfo

Citrix Consult
ng Services.  

is not possib
ed. This is be
achine. (In X
contains the 
) For High A
ality instead o

nal Provisi

ion discuses 
ming service.
For more info
ng Server on a N

ing SR-IOV,
bit speeds.  

ervices host c
gh numbers 

etwork perfo
user workloa

ading from th

OV can mitig
V Support for P

only suppor
ng system. 

unning at leas
PU resources
es and is capa

ng the amoun
isioning Serv
e default alloc
ver 5.6.  

tualize Provi
vices server ra
ioning Servic
ormance. 

ting white pa

ble to perform
ecause the SR
XenServer, V

configuratio
Availability de
of assuming l

ioning Serv

some high-le
 There are ad

ormation abo
Network.  

 it may be di

could under-
of simultane

ormance, it is
ad scenario th
he Provisioni

gate this issu
Provisioning Se

ted on XenS

st XenServer
. As of XenS
able of using 

nt of memor
vices VMs. Yo
cation of 752

isioning Serv
atio so that th
ces servers ca

aper, CTX12

m live migrat
R-IOV NIC’s
Fs are config

ons for the vi
esign, you can
live migration

vices Netw

evel IP addre
dditional con
out all of thes

ifficult to ach

perform and
ous VM star

s critical to ca
here are too 
ing Services w

ue. For config
rvices Virtual 

Server VMs th

r 5.6 Feature 
Server 5.6 Fe

up to four c

ry allocated to
ou can increa

2MB by follo

vices servers, 
he target dev
an support m

8645 -- Desig

tion of Provi
s virtual func
gured throug
irtual interfac
n use the Pro
n. 

working Con

essing require
nsiderations c
se topics, see

hieve through

d result in a d
rtups. 

arefully cons
many users w
write cache.

guration info
Machines. 

hat are runni

Pack 1. This
ature Pack 1

cores. 

o the Contro
ase the mem

owing CTX12

consider red
vices do not e
more hosts th

gn Consideratio

sioning Servi
ction (VF) is 
gh the XenSe
ce functions 
ovisioning Se

nsideration

ements and i
concerning th
e CTX117374

hput for Prov

degraded user

sider the writ
working simu

ormation, see

ing Windows

s is to give m
, the Control

ol Domains o
mory allocated

26531 -- Conf

ducing the tar
exceed 300 t

han this, redu

ons for Virtual

ices server V
directly tied 

erver CLI wh
and bridges 
ervices High 

ns 

information a
he TCP Larg
4 -- Best Pract

visioning Ser

r experience 

te cache 
ultaneously, 

e CTX126624

s Server 2008

more the Cont
l Domain can

on the hosts 
d to the Cont
figuring Dom0

rget device to
targets. While
ucing this rati

lizing Citrix 

VMs with SR-
to a specific 

hereas the VM
in the Contr
Availability 

about isolatin
ge Send Offlo
tices for Config

rvices 

4 -- 

8 as 

trol 
n 

trol 
0 

o 
e 
io 

-IOV 

M 
rol 

ng 
oad 
guring 



Page 83 

IP Ad

The Prov
addresses

 O
I/

 T

Isolat

Provision
performa

When the
tends to b
segmente
performa
maximize

Disab

When dep
Protocol 

Citrix ma
that it is b
timing ou
slow to in

It is not n
times and

Best 

Consider 
deployme

1. Follo

2. Revie
-- Ad
CIFS

 

ddressi

visioning Serv
s on different

One network 
/O traffic.  

The other net

ting the

ning Services 
ance, provisio

ere are bottle
be the first to
ed, the stream
ance for the p
e Provisionin

bling th

ploying XenS
on the switc

akes this reco
best if the sw
ut. For simila
nitialize.  

necessary to h
d PXE timeo

Practic

the followin
ents: 

w the guideli

ew the inform
dvanced Memory
 no longer ap

ng Req

ver and Prov
t networks: 

provides inte

twork provid

e Provis

segment the
oning growth

enecks in netw
o get droppe
ming service d
provisioned i
ng Services T

he Span

Server with P
h (that is, set

ommendation
witch initialize
ar reasons, Ci

hard code th
outs. 

ce Conf

ng best practi

ines in CTX1

mation about
ry and Storage 
pplies if you 

quireme

visioning Serv

er communic

des access to n

sioning

e stream traff
h and trouble

twork capacit
d or discarde
does not hav
infrastructure

Target/Server

nning T

Provisioning 
t FastPort=O

n because PX
es as rapidly
itrix recomm

he default aut

figurati

ice guidelines

117374 -- Bes

t calculating I
Considerations
are running W

ents 

vices Target 

cation betwe

network reso

g Servic

fic whenever
eshooting are

ty or along th
ed. As a resul
ve to compet
e. Segmentat
r performanc

Tree Pro

Services, as 
On).  

XE takes initi
as possible t

mends disablin

to negotiation

ons 

s when confi

st Practices for 

IOPS for Pro
s for Provisioni
Windows Se

devices requ

een devices sp

ources, the in

ces Str

r applicable fo
e a few.  

he backplane
ult, Citrix enc
te for bandwi
tion can virtu
ce. 

otocol

a best practic

ialize quickly
to prevent th
ng the Spann

n setting unle

iguring XenS

r Configuring P

ovisioning Se
ing Services. N
erver 2008 R2

uire at least tw

pecifically fo

nternet, and s

reaming

for several rea

e of switches,
ourages segm
idth, which e
ually eliminat

ce, disable th

y and, conseq
he PXE envir
ning Tree pro

ess you notic

Server –Provi

Provisioning Ser

ervices server
Note: The gui

2. 

wo NICs with

or the streami

so on.  

g Servic

asons: 

, UDP traffic
mentation. W
ensures 
te retries and

he Spanning T

quently, mean
ronment from
otocol, since 

ce long booti

isioning Serv

rver on a Netw

rs in CTX12
idance about

h IP 

ing 

ce 

c 
When 

 

Tree 

ns 
m 
it is 

ing 

vices 

work. 

25126 
t 



Page 84 

3. If you
“Opt
traffic
blade

 

 

u want to dep
timizing PVS
c in the blade

es. 

ploy Provisio
.” This articl
e chassis so a

oning Service
le describes h
as to enable h

es on blades, 
how to confin
high-perform

review the C
ne most Prov

mance networ

Citrix Comm
visioning Ser
rk connectio

munity Blog P
rvices netwo

ons between t

Post, 
rk 
the 



Page 85 

This chap
XenServe

 St

 A

Verify

This chap
and deplo
with furth

Create a r
first topic
your NIC
Networki
configure

Verifyin

This secti
purposes 

 A

 A

 

Chapt

pter provides
er networking

teps for chec

An overview o

ying Xe

pter provides
oy the pool. C
her configura

resource poo
c, “Verifying 
Cs are fully fu
ing Settings a
ed correctly. 

ng your P

ion provides 
only, create 

A Windows V

An external n

ter 8: V

s some basic 
g correctly. T

cking your co

of steps you 

enServe

s you with wa
Checking to 
ation can red

ol and run the
your Physica

unctioning. T
and Configur

hysical Co

procedures 
the followin

VM and a Lin

etwork. 

Verifyin

steps for ver
This chapter 

onfiguration

can take to r

er Netw

ays to verify 
see if your n

duce troubles

e tests in this
al Configurat

The tests in th
ration,” verif

onfiguratio

to help you v
ng:  

nux VM with

g Your 

rifying that y
includes:  

resolve issues

working

your networ
networking is
shooting and 

s chapter from
tion,” verify
he other maj
fy whether yo

on 

verify NIC c

h XenServer T

r XenSe

you configure

s 

g on a P

rking configu
 configured p
reconfigurat

m any host i
your physica
or topic, “Ve
our XenServ

onnectivity a

Tools installe

erver Ne
Con

ed and physic

Pool 

uration befor
properly befo
tion later. 

in the pool. T
al configurati
erifying your

ver networkin

and NIC spe

ed on them. 

etwork
figurat

cally connect

e you create 
fore you proc

The tests in t
ion, including
r XenServer 
ng settings ar

ed. For testin

ing 
ion 

ted 

VMs 
ceed 

the 
g if 

re 

ng 



Page 86 

 A

 A
in
th

Issues wi
XenServer 

Verifyin

1. Using
conne

2. Using
netwo

Verifyin

Testing to
rated can

Before be
separate p

Run both
example, 
and the c
 

TCP Bi-

1. On th

iperf

2. While

iperf

3. Repea

4. Repea
 

 

An external b

A XenServer 
nstalled on th
hese VMs un

th NIC conn
r Hardware Co

ng NIC Con

g Windows R
ect to the Wi

g Iperf, verify
ork. 

ng NIC Spe

o see if the N
reveal issues

eginning the 
physical serv

h the TCP bi-
run the first 
ontrol host. 

Directional 

he Windows 

f.exe -c 1

e running the

f.exe –s 

at steps 1 and

at steps 1 to 

onded netwo

single-server
hem) to that n
nless a machin

nectivity and 
ompatibility Li

nnectivity 

Remote Desk
indows VM o

y connectivit

eed 

NIC can send
s, such as, fo

tests, downlo
ver that is not

-directional t
test between

Test 

VM, run the

192.168.1.1

e command o

d 2 using the

3 using a NI

ork. 

r private netw
network.  Yo
ne running D

NIC speed c
ist. They can 

ktop Connect
over both an

ty between th

d and receive
r example, p

oad and insta
t running Xe

test and the U
n (1) the Linu

e following co

1 -d -t 30

on the VM, r

e Linux VM i

IC bond. 

work. Add tw
ou will need t
DHCP was ad

can indicate h
also indicate

tion or a sim
n external net

he VMs on th

e traffic at the
roblems with

all Iperf on a
nServer (a co

UDP tests be
ux VM and t

ommand wit

00 

run the follow

instead of th

wo or more V
to manually c
dded to the p

hardware tha
e issues with t

milar tool, ver
twork and an

he XenServe

e approximat
h the NIC dr

a Windows V
ontrol host).  

etween each 
the control h

th the duratio

wing comma

he Windows V

VMs (with Xe
configure IP
private intern

at is not com
the NIC driv

rify that it is p
n external bo

er single-serve

te speed for w
rivers.  

VM, a Linux V

VM and the 
host and (2) th

on set to 300

and on the co

VM.   

enServer Too
P addresses fo
nal network. 

mpatible with 
ver. 

possible to 
onded networ

er private 

which it was

VM, and a 

control host
he Windows

0 seconds: 

ontrol host: 

ols 
or 
 

the 

rk. 

 

t. For 
 VM 



Page 87 

UDP Te

1. On th
the V

iperf

Repla
with “

2. While

iperf

3. Repea

4. Repea
client

5. Repea

 

Verifyin

After sett
checking 

1. Mana

Confi
Confi
hosts
pool 
propa

1

2

3

2. Verify
failur
takes 

 

st 

he Linux VM
VM functions

f.exe -c 1

ace <bandwidt
“1000M”. 

e running the

f.exe –s -

at steps 1 and

at steps 1 to 
t. 

at steps 1 to 

ng your Xe

ting up your 
the followin

agement Inte

figure networ
figuration Tas
 to a pool, it 
to be incomp
agate its setti

. Verify tha
each XenS

. Verify tha
interface o

. Verify a) a
for storag

fy all the NIC
es or any bon
excessively l

M, run the fol
s as the Iperf 

192.168.1.1

dth> with “10

e command o

-u 

d 2 using the

3 except usin

4 using a NI

enServer 

XenServer n
ng:  

erfaces.  

rking after fo
sks” on page
is possible f

pletely config
ngs to the m

at each prima
Server host. 

at you set a un
or bonded pa

and b) on any
e) 

Cs you bonde
nds that unfi
long to finish

llowing comm
f client.  

1 -u -t 30

00M” for a 1 

on the VM, r

e Windows V

ng each VM 

IC bond. 

Networki

networking co

orming the po
e 18. After cr
for the prima
gured (for ex

member or joi

ary managem

nique IP add
air of primary

y additional m

ed were creat
inished. A typ
h or it seems 

mand with th

00 -b <band

gigabit NIC.

run the follow

VM instead o

as the Iperf 

ng Setting

onfiguration,

ool, as descri
eating the ini

ary managem
xample, if the
ining servers)

ment interface

dress on each
y managemen

management

ted correctly.
pical sign tha
to “hang.”  

he duration s

dwidth> 

. For a 10 gig

wing comma

of the Linux V

server and th

gs and Co

, verify that y

ibed in “Sequ
nitial network
ent interface
e pool master
). 

e uses the sam

h XenServer p
nt interfaces

t interfaces yo

. To do so, ch
at bonding d

set to 300 sec

gabit NIC, re

and on the co

VM.  

he control ho

onfiguratio

you did it cor

uence of Net
king configur
es on the oth
r does not su

me (correspo

primary man
. 

ou configure

heck the Xen
did not work 

conds. In this

eplace <band

ontrol host: 

ost as the Ipe

on 

rrectly by 

tworking 
ration or addi
er hosts in th
uccessfully 

onding) NIC 

nagement 

ed (for examp

nCenter logs
is that the bo

s test, 

dwith> 

erf 

ing 
he 

on 

ple, 

 for 
ond 



Page 88 

3. Verify
For e
Host 

Tip: T
with t
settin
host, 
and 1

4. In Xe
Netw

In the
list ha

In the
the co

5. Verify
check
Host 

6. If you
pool. 

7. Instal
they c

Reso

If, after c

1. Verify

Impo
XenSe
(cabli
verify

1. Revie
Admi

Impo
netwo

 

fy that the ne
example, is N

5. 

To make an 
the –p option

ngs. For exam
run the follo
10 is the num

enCenter, sel
work tabs is f

e NICs tab, 
ave correct v

e Networks 
orrect netwo

fy that the ph
k to make sur
5 and so on)

u are using a 

ll two VMs o
can “ping” ea

olving Is

checking thes

fy that your p

ortant: The #
erver issue. M
ing errors) or
y your cabling

ew the section
inistrator’s Gui

ortant: After
orking hardw

tworking con
NIC 3 on Hos

LED light fo
n on the hos

mple, to use t
owing on the
mber of secon

lect each hos
fully present.

there should
values, especi

tabs, verify t
rk listed besi

hysical netwo
re that NIC 3
). 

vSwitch as t

on different h
ach other. 

ssues 

se items, VM

physical confi

#1 networkin
Most calls are 

r incorrectly 
g configurati

n, “Recoveri
ide. 

r the pool is i
ware in a host

nfiguration a
st 4 configur

or a NIC on 
st. ethtool is 
the ethtool c
 host: ethto
nds you wan

t individually
.  

d be a row in 
ally the speed

that all the N
ide them. 

rking configu
3 on Host 4 

he networkin

hosts, if nece

Ms or hosts ca

iguration (cab

ng issue the X
from custom
configured s
ion. 

ing from a ba

in production
t. Before cha

and physical c
ed with the s

a XenServer
a Linux com
ommand to 
ool -p eth0

nt the NIC to

y, and verify 

the NICs lis
d and MAC 

NICs listed in

uration matc
is cabled to h

ng bridge, ve

essary, and pu

annot connec

bles and swit

XenServer te
mers with inc
witches. Bef

ad network c

n, always use
anging, addin

cabling on ea
same networ

r host blink, r
mmand that d

make the ligh
0 10.In this

o blink. 

the informat

st for each N
address colu

n the NICs ta

ches for each
have the sam

erify that it is 

ut them on th

ct to each oth

tches) is corr

echnical supp
correctly conf
fore calling C

configuration

e extreme car
ng, or replacin

ach XenServe
rks and cablin

run the ethto
displays or ch
ghts on the fir
s example, et

tion in the N

NIC. Verify th
umns. 

ab are presen

h XenServer h
me connectivi

 enabled on 

he same netw

her as expect

rect.  

port team see
figured physi

Citrix Technic

n” in the Xen

re when chan
ng any NICs

er host matc
ng as NIC 3 

ool comman
hanges NIC 
rst NIC on t
th0 is the N

NICs and 

he columns in

nt and they h

host (that is, 
ity as NIC 3 

all hosts in th

work to see i

ted, then: 

es is not actu
ical networks
cal Support, 

nServer 

nging the phy
s on the host

hes. 
on 

nd 

the 
NIC 

n the 

have 

on 

he 

f 

ually a 
s 

ysical 
, 



Page 89 

alway
longe

 

 

 

ys take the VM
er connected 

Ms offline an
to any storag

 

nd put the ho
ge repositori

ost into main
es. 

ntenance modde so that thhe host is no 



Page 90 

 

 

Revis

Revision

1.0 

2.0 

 

 

 

 
 

 

 

 

 

 

sion His

n Comm

Initial R

Update
about c

story 

ments 

Release 

ed for XenSe
changing you

 

erver 6.0 rele
ur networking

ase. Also, ad
g configurati

dded appendi
ion. 

Da

Ap

ix Se

ate 

pril 28, 2011

ptember 23, 2011



Page 91 

About Ci

Citrix Sys
software 
Delivery 
simplify c
user, in an
99 percen
prosumer
countries

 

©2011 C
Citrix Rep
Delivery 
may be re
trademark

 

itrix 

stems, Inc. (N
as a service t
Center, Citri
computing fo
ny location o
nt of Fortune
rs worldwide
. Founded in

itrix Systems
peater™, HD
Center™ are
egistered in t
ks and regist

NASDAQ:CT
technologies 
ix Cloud Cen
or millions of
on any device
e Global 500
e. Citrix partn
n 1989, annua

s, Inc. All righ
DX™, XenS
e trademarks 
he United St
ered tradema

TXS) is the l
for more tha

nter (C3) and
f users, deliv
e. Citrix custo
 enterprises, 

ners with ove
al revenue in

hts reserved.
erver™, Xen
of Citrix Sys

tates Patent a
arks are prop

leading provi
an 230,000 o
 Citrix Onlin

vering applica
omers includ
and hundred

er 10,000 com
n 2010 was $1

. Citrix®, Ac
nCenter™, X
stems, Inc. an
and Tradema
perty of their 

ider of virtua
organizations
ne Services p
ations as an o
de the world’
ds of thousan
mpanies worl
1.87 billion.

ccess Gatewa
XenApp™, X
nd/or one o
ark Office an
r respective o

alization, netw
 worldwide. 
roduct famil

on-demand s
’s largest Inte
nds of small 
rldwide in mo

ay™, Branch 
XenDesktop™
r more of its

nd in other co
owners. 

working and
Its Citrix 

lies radically 
service to any
ernet compan
businesses a

ore than 100 

 Repeater™,
™ and Citrix
s subsidiaries
ountries. All 

d 

y 
nies, 
nd 

, 
x 
, and 
other 


