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Overview

Hands-on Training Module

This training module has the following details:

QYL ¢ Provide hands on experience with common tasks in XenServer

e Provide hands on experience with common tools in XenServer used by Citrix Support

Audience e (Citrix Partners and XenServer Administrators/SMEs

How to log into the lab environment

The student lab environment is hosted on a Citrix XenServer. Follow the directions below to access

the servet.

Note: Browser support: IE, Firefox, Chrome, Opera, Safari (on MAC).
Step-by-step login instructions

Step Action
1. | Launch your web browser and go to http://training.citrixsynergy.net

@ Student Login for Citrix Hands-on Learning Labs - Windows Internet Explorer

@ A |§, training.citrixsynergy.net

2. | On the website, type in the session code provided by your instructor and your business
email address and click Get Started.

Please enter your session cede and email address to access your training envirenment:

Session code:
Business email address:

+ Get started

3. | Once you’ve logged in, click the Start Lab button. This will launch your lab session.

Note: Please wait for the application to launch.
4. Rick-click XenCenter and select Add.

e [n add...
EEJ Mew Poal,..

Connect Al

Disconnect Al
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Step Action
5. | On the Add New Server screen enter the XenServer IP address provided on the website
and in the Password field enter the password provided on the site.

x|

Enter the host name or IP address of the server you want to add
and your user login credentials for that server.

Server: I "Enter XenServer IP here" Ll

User login credentials

User name: |root

Password: |"Enter password here"

Add Cancel

Lab Architecture

Virtual Machines

Chrome
Opera
Firefox
Safari (Mac)

XenCenter Windows.7
PuTTY

WinSCP

XMLMarker Debian.Linux

IE Wireshark

AD.training.lab

Landing
Desktop

i} ‘EI(—)

Your Notebook http://training.citrixsynergy.net/ XenServer Host

|

~

Lab Environment Credentials

Below are the login credentials required to connect to the workshop systems and complete the lab

exercises.
Machine/VM | Username ‘ Password Description ‘
XenSetver root *As per Student Portal XenServer host
Debian.Linux root citrix Debian 4.1.1 virtual machine
Windows.7 TRAINING \administrator Citrix123 Windows 7 virtual machine
AD.training.lab | TRAINING \administrator | Citrix123 W2k8 R2 virtual machine

Lab Environment Details

This section is used to describe the lab environment and the virtual machines that are used.

VM Name IP Address Description

Windows.7 192.168.10.13 Virtual Machine
AD.training.lab 192.168.10.11 Virtual Machine
Debian.Linux N/A Virtual Machine

Landing Desktop N/A XenApp Published Desktop
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Exercise 1: Connecting to Administrative
Consoles

Overview

In this exercise we will connect to the administrative consoles used during this Learning Lab session.

Throughout the hands-on sections of this Learning lab we will be using different consoles for certain
actions. Feel free to use the console you are more familiar with to complete a desired task unless the

console to be used is specifically mentioned in the lab documentation.

To complete this exercise, you must have the following:

* SSH client (PuTTY)

e XenCenter

Step-by-step guidance

Estimated time to complete this lab: 10 minutes.

eConnect to your Landing Desktop and designated XenServer host:
1. XenCenter should launch automatically after logging in. If not, launch it from the Landing Desktop.

IS[=] B3

File  ‘Wiew Pool Server WM Storage  Templates  Tools  Window  Help w;f

X XenCenter

Shaw: |Server View D~ |° RenCenter |

Home |Search | Tags |Logs I
Citrix XenServer

Enterprise-class. Cloud-proven. Free.

— e e W

=

A \\%
LEARN ADD UPGRADE TRY
about using a server XenServer Desktop
HenCenter Virtualization

Community Support Partners

« Metwork with other XenServer users
= Wisit the Citrix Knowledge Center

= Learn more about partner offerings
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2. Click ADD a server and enter the connection information as per the Student Portal

x Add New Server EH |

Erter the host name or IP address of the server you want ko add and
wour user login credentials for that server,

Server: I*XenServer host IP address* j

Iser login credentials

User name: IrDDt

Passwiord: ||

add Cancel

3. After a successful synchronization the XenServer host details are displayed.

X XenCenter =]

File  “iew Pool Serwer WM Storage  Templates  Tools  Window  Help

O Back - Forward = E:’ Add Mew Server LE' Mew Poal @ Mew Storage @ Mew YM @ Shut Down @ Rebaot Suspend V Mo System Alerts

Shaw; IServer Wiew D - ‘ E syhsum-001.vtc Logoed in as: Local rook account |
=] 9 HenCenter Search |General | Memary | Storage | Metwarking | NICs | Cansole | Petformance | Users I Logs |
@ AD Eraining.lab xsts-001.xen-xsts.attilav.vtc Overview
@ Debian,Linu::
@ ‘windows, 7
Search Options = |
% DVD drives
Local Storage Name CPU Usage Used Memory Disks Network
% Removable storage {avg [ max KBs) {avg [ max KBs)
- E synsum-001.vtc U [— ] 0z
Default install of XenServer 0% of & CPUs 13802 of 16374 MB
AD.training.lab [ C— 1z ofo
krnsi, sp2~Thu 09/29/11; Yersion; 1 0% of 1 CPU 552 of 2045 MEB
Diebian, Linux — CHE—— ojo oo
SurnmikfSynergy Debian,Lingsx VM. 0% of 1 CPU 163 of 1024 ME
Windows. 7 — CHE— ojo oo
Summit/Synergy Windows, 7 VST, 0% of 1 CPU 651 of 4098 ME
4| | »

Note: All virtual machines should be in a started state

Page 6



CiTRIX

Summit2011

Step Action
4. Click the Console tab for the Debian.Linux VM

X XenCenter [ O]
File  “iew Pool Server ¥M  Storage  Templates  Tools  Window  Help
Q Back - th Add New Server LE Mew Pool :Ifl New Storage [T mew v (ﬂ) Shut Dowin y{} Reboot Q Suspend \f Mo System Alerks
Show: |Server Wiew p v |[[§ DebianLinux Logged in as: Local root account
= 0 KenCenter General | Memory | Storage | Networking  Console: |PerFDrrnar|ce | Snapshots | Logs |
= B synsum-001 ., vtc
@ AD braining.lab DD Drive 1 | <Emply » ﬂ Switch to Graphical Console

L windows. 7
f:'ﬁ DVD drives

fg Local Storage SI0CSIFADDR: No such device
5 Removatle storage ethO: ERROR while getting interface flags: Mo such deuvice
cth®: ERROR while getting interface flags: Mo such device
Bind socket to interface: No such device
[Failed to bring up etho.
one.
INIT: Entering runlevel: 2
[Starting system log daemon: syslogd.
[Starting kernel log daemon: klogd.
Detecting Linux distribution version: OK
[Btarting xe daemon: OK
Not starting internet superserver: wo services emabled.
[Starting OpenB3D Secure 3hell seruver: sshdMET: Registered protocol family 10
lo: Disabled Privacy Extensions
IPu6 over IPu4 tumneling driver

[For info, please visit http:/-www.isc.org-susdhcps

[Starting GNOME Display Manager: gdm.
[Starting periodic command scheduler: crond.

Debian GNU/Linux 4.0 linuxum ttyl

Linuxun login:

&

Send Ctri+alt+Del (Ctri+Al+Insert) | I Scale L |Undack (al-+3hift+ Fullscreen (Chrl+Enter)

5. Login (username=root, password=citrix)

Detecting Linux distribution version: OK
Starting xe daemon: OK
Mot starting internet superserver: no services emabled.
[Starting OpenBSD Secure Shell server: sshdNET: Registered protocol family 10
lo: Disabled Privacy Extensions
IPub over IPu4 tumeling driver
Starting GNOME Display Manager: gdm.
Starting periodic command scheduler: cromd.

Debian GHU-Linux 4.0 linuxum tiyl

linuxum login: root

Last login: Thu Sep 29 08:44:48 2011 on tiyl
Linux linuxum 2.6.18.8.xs5.6.100.16.450 #1 3SMP Tue Nouv 9 15:35:18 UTC 2010 i6B6

The programs included with the Debian GHU-Linux system are free software:
he exact distribution terms for each program are described in the
individual files in ~usr-sharersdoc = copyright.

Debian GHU-Linux comes with ABSOLUTELY NO WARBRANTY, to the extent
permitted by applicable law.

®Connect to XenServer via an SSH client (PuTTY):
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6. Launch PuTTY from the Landing Desktop and enter your XenServer host IP address.
22 PuTTY Configuration
Categony:
= S_ession | B azic ophionz for your PuT T sezzion
T L.oggmg  Specify the destination you want to connect to
= Terminal
Hozt Mame [or IP address) Part
- F.eyboard
- Bell |”><enServer host IP address? |22
- Features Connection type:
= Windauw {" Raw { Telnet © Rlogin @ 55H ¢ Serial
- Appearance B )
- Behaviour Load, save or delete a stared session
- Tranzlation Saved Sessions
- Selection
Coloyr& Drefault Settings Load |
[=+ Connection
- [ata Save |
- Prowmy
. Telnet Delete |
- Rlogin
[+-55H
-+ Serial Cloze window on exit:
™ flways O Mever & Orly on clean exit
Abaut | Open I Cancel
7. Enter “xenserver” in the “Saved Sessions” field and click “Save”. This will speed things up when we
need to open multiple SSH connections.
Note: Next time you need to launch an SSH connection via PuTTY simply click “Load” and then
(Copen”
B2 PuTTY Configuration
Categony:
=1+ Session | B aszic options for your PuT T session
L L.ngglng - Specify the destination you want to connect to
= Terminal
- Keyboard Hiost Mame [or IP address) Port
Bl I”><enSewer host IP address* |22
- Features Connection type:
= Windaw " Baw " Telnet © Rlogin & 55H ¢ Serial
- Bppearance B )
- Behaviou Load, save or delete a stored session
- Translation Saved Seszions
- Selection HENSErVEr
EDID_L’”S Default Settings Load |
[+ Connection NERZerver —
- Data Save |
- Prosy
- Telnet Lielete |
- Rlogin
- 55H
-+ Serial Cloge window on exit:
 Blways O Mever O Onlyon clean exit
About | Open I Lancel
8. Click Open
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9. Accept any key exchange message

10. | Enter the credentials to login to XenServer.

Note: You can copy and paste the credentials form the Synergy/Summit portal page. To paste the
credentials right click when prompted for the password (no text will appear) and press ENTER.

Q Launch the xsconsole via our SSH connection:

11. | Type xsconsole in the console window.

! . : Tab= .
ZARemcmber to use tab completion when working at the shell e.g. xsco—l. It makes entering

commands and long strings of text much easier.

% rooti@xsts-001

J11 from 50.97.13%9

to

E W =console
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Step Action

12.

We should now have access to the xsconsole. The xsconsole is launched by default at the local
server console after a successful boot of XenServer i.e. the first console you see after booting
XenServer.

rootimxsts-001:~

0o01.xen—

Pr Ent 0
fingerprints for this

<Op/Down> Jelect <Enter:> Fingerprints <

13.

The xsconsole is used for initial configuration of the XenServer host and many general
administrative tasks can be also completed via this console.

END OF EXERC

Summary

Key

Takeaways e  You will be able to connect to the administrative consoles used during this

The key takeaways for this exercise are:

Learning Lab.

¢  You will be familiar will all the XenServer administrative consoles available.
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Exercise 2: Navigate to and Review
Common Logs

Overview

In this exercise we will navigate to common log locations and review those logs.

Log information can be useful when troubleshooting an issue and/or understanding how actions are
performed e.g. following a log file when making a change to a XenServer host or virtual machine.

To complete this exercise, you must have the following:
¢ XenCenter

* SSH client (PuTTY)

Step-by-step guidance

Estimated time to complete this lab: 15 minutes.

e Open a new SSH connection to your XenServer host using PuTTY:

1. Launch PuTTY from the Landing Desktop by loading the saved session information (xenserver) and
click Open.
B2 PuTTY Configuration
Categony:
=1+ Session | B aszic options for your PuT T session |
L L.ngglng - Specify the destination you want to connect to
= Terminal
- Keyboard Hiost Mame [or IP address) Port
Bl I”><enSewer host IP address* |22
- Features Connection type:
= Windaw " Baw " Telnet © Rlogin & 55H ¢ Serial
- Bppearance B )
- Behaviou Load, save or delete a stored session
- Translation Saved Seszions
- Selection HENSErVEr
EDID_L’”S Default Settings Load |
[+ Connection HENSErvEr =
- Data Save |
- Prosy
- Telnet Lielete |
- Rlogin
- 55H
-+ Serial Cloge window on exit:
 Blways O Mever O Onlyon clean exit
About | Open I Lancel
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ction

2. Login with the default credentials

@' root@xsts-001:~

3. Change into the /var/log directory and list the contents of the directory

e.g. cd /var/log
eg.ls

@ root@xsts-001:/var/log
—Qo1 -
-0o1

1
1
1
1
1
1
1
1
1
1

T prnp ke

Note: Other commands to list the contents of a directory include Is =1 and 1. Experiment with some
of these commands to see how they display the contents of the directory differently. For more
information on the Is command type man Is. To exit out of a man page press q.
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4. View the contents of the dmesg log file.
*Remember to use tab completion when working at the shell.

e.g. less dmesg

on 4.1.
EERMEL

Press q to quit

Note: There are many tools/commands that can be used to view the contents of a file. In the above
example we use the less command so that we are able to scroll through the file using the arrow keys.
Use the spacebar to page down. Other commands include cat, more, etc.

Note: The dmesg (“display messages”) log file contains information related to dom0 boot.

Note: To list the boot messages of the Xen hypervisor use the xe host-dmesg command.
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5. Follow a log file to view the latest entry updates within the file

e.g. tail —f /var/log/xensource.log

Press CTRL+C to quit

Note: The tail command lists the last 10 lines of a file. With the —f parameter we are able to follow
the file and view the last 10 lines of the file as it is updated.

L . . Tab=
. Q Remember to use tab/auto completion when working at the shell e.g. xens —l

e Auto completion is also able to provide you with a list of available command or parameters by

using double El

QFOHOW log file entries for a specific virtual machine:
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6. Find the UUID of a VM via XenCenter
Fle Wew Pool Server ¥M  Storage  Templates  Tools  Window  Help
Q Back = Farward = ElIJ_'I':, Add Mew Server LE Mew Poal @ Mew Storage |ﬁ Mew Y @ Shut Down @ Reboot: 0 Suspend
Shaw: | Server View O - | [[@ windows.7
=] 9 XenCenter General |Memory I Storage I Networkl Console | Performance | Snapshats | Logs I
= B synsurn-001, whke :

@ AD.trairing.lab V¥ General Properties

@ Debian. Linu:

% Tools Properties |

£ DWD drives General

% Local Storage

% Removable storage Mame: Windows. 7
Descripkion: kms, sp2
Tags: <MNone =
Folder: <None =
Operating System: windows 7 Professional
BIOS strings copied: Mo
Virkualization stake: Optimized (version 5.6 installed)
Time since startup: 60 days 13 hours 51 minutes
LIID: F-d9d1-d1bd-el Fo17FE0S
Boot Options

Note: You can copy the UUID from XenCenter by right-clicking and selecting “copy”.
7. Find the UUID of a VM via CLI.
e.g. xe vin-list name-label=Windows.7
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8. Use the UUID of the VM as the search pattern for the grep command

e.g. tail -f /var/log/xensource.log | grep [UUID of the VM]

wrce. log grep de

:| 297004 | Ls¥

1 WH defs

Note: You can copy and paste the complete UUID to be used by the grep command or provide
enough unique information for the parameter to function i.e. def9 (in the above example). In most

cases the first 4 characters of a UUID are unique.

Note: The tail command lists the last 10 lines of a file. The —f parameter “follows” the file and
automatically updates the last 10 lines displayed with any updates occurring in the file.

Note: You will not see any updates until you move onto the step no. 12.
9. Reboot the Windows.7 virtual machine and follow the log updates relating to that VMs UUID

10. Press CTRL+C to quit after the virtual machine has rebooted

11. | This type of information can also be sent to a file

e.g. tail —f [log filename] > [target filename]
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Step Action

12. | Long List the contents of the /var/log directory to see more detailed information about the log files
such as dates stamps and size.

e.g. Il /var/log

2 root@xsts-001:/var,

LA T T T TR T o T O o O o T O o T o T T T T T O T T o T o T
HHARHBRHRHBHARHRABHRHBRHRHABAHRHRHRHRBRHR H B R R H

Note: Commands to list the contents of a directory include 1s =1 and 1. Experiment with some of
these commands to see how they display the contents of the directory differently. For more

information on the Is command type man lIs. Press q to quit out of the man/manual page.
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13. Review XenServer information via CLI: related version, build number, hypervisor version, etc. located
in the xensource-inventory file.

e.g. less /etc/xensource-inventory

TILD NUMEER
TRREMT INTERF

6.100!
1-0 : g01165"'
feto/Xxensource-inventory (END)

Press q to quit

Note: The contents of this inventory file will vary from a default inventory file as some modifications

were made to facilitate this cloud-based lab environment.

14. Alternatively you can use the cat command to view the contents of the file.
e.g. cat /etc/xensource-inventory

@ root@xsts-001:/var

—inwventory

Note: For more information about the cat command type man cat to display the manual for the
command. Press q to quit of a man/manual page.
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END OF EXERCISE
Summary
Key The key takeaways for this exercise are:
Takeaways ¢  You will be able to locate, view and follow common system logs
¢  You will be able to locate XenServer build information via the CLI
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Exercise 3: Collect a XenServer Status
Report

Overview

In this exercise we will collect a system status report from a XenServer host.
This information is valuable for your own analysis and can be forwarded to Citrix Technical Support.

To complete this exercise, you must have the following:

e XenCenter

* SSH client (PuTTY)
¢ WinSCP

Step-by-step guidance

Estimated time to complete this lab: 15 minutes.

eCoHect a Server Status Report via XenCenter:
1. From your Landing Desktop launch XenCenter (if not already running)

X XenCenter =

File  “iew Pool Server WM Storage  Templates  Tools  Window  Help

Qo+ O romard - E:ﬂ Acdd Mew Server | 5] New ool T2 vew storage B0 Hewvm | (@) Shut Down @ Reboot Suspend v Mo System Alerts

Show: IServer Wigw p v ‘ B synsum-001.vtc Logged in as: Local root account |
5] 9 HenCenter Search IGenEraI | Memary | Storage | Metwarking | NICs | Console | Performance I Users I Logs |
=l synsum-001 vic
@ D.training. ab #sts-001.xen-xsts.attilav vtc Overview
@ Debian.Linusx
@ Windows, 7 )
. Search Options = |
% DVD drives
Local Storage Name CPU Usage Used Memory Disks Network
% Removable storage {avg f max KBs) (&g [ max KBs)
- E synsum-001.vEe N} [— ) oz
Default install of XenServer 0% of 8 CPUs 13802 of 16374 ME
| A training.lab E—— C— 1z ajo
kmsl, sp#~Thu 09/29/11; Wersion: 1 0% of 1 CPU 552 of 2046 ME
Debian. Linux [ CH—— ojo ofo
Surnmit/Synergy Debian.Linux Y. .. 0% of 1 CPU 163 of 1024 MB
G windaws, 7 RN C— ofo ojo
Surnmik/Synergy Windows, 7 YEST,L, 0% of 1 CPU 651 aof 4095 ME
1 | »
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2. Click Tools > Setver Status Report...

X Server Status Report !E
3
Select the servers you wish to include in the report 9

Select Servers Select the checkboxes Far each server you wish to include in the system status report, Select a pool checkbox ko

select all the available servers in that poal.
Select Report Conkents

Compile Report:

Report Destination

H - Clear Al | Seleck Al |
CiTRIX
< Preyious | Mext = I Finish | Cancel |
| A
3. Select the server to collect the status report from and click Next
4, Review the list of Report Content. Use the default selections and click Next
X Server Status Report !E[ E
=
Select the data you wish to include in your report g
Select Servers Choose which items wou would like to include in your status report, You can see the size and estimated retrieval time of
wour report, as well as specific details on each item ko the right of the item lisk,
Select Report Contents
Compile Report Report Content Ikem Confidentiality Rating Citrizx Privacy Statement
Feport Destination
I~ crash dump Files 0 - Description
¥ First-boot scripts @ Memory dump created on server crash, iF
¥ Metwork skatus 0 wou select this aption you will be
v lsti 0 prompted Faor these files ko be remaoved
Process listing after the repart has been compiled
¥ enCenter logs Q Size
¥ senserver database (1] 0E
¥ Disk information 2] Time
W Hardware information 2] Megligible
¥ High availsbilivy 2]
¥ High availabilivy vesst 2]
¥ Hypervisor configuration 2]
¥ Kernel information (2]
¥ Loophack devices (2]
¥ Mulkipathing configurakion OLI
— = Total Size: < 215.2MB
ciTRIX Cearal | Selctar | Compilation Time: 11 minotes
-
< Previous | Mext = I Fimishi Cancel
Y
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Step Action
5. After the report has been compiled and collected successfully click Next

-
Compiling Status Report 9

Select Servers ¥enCenter is now collecting your status report, This consists of report From each of wour designated servers and vour

¥enCenter logs if specified in the previous step.
Seleck Report Contents

C ile R t To collect a new status report or to change the items which are included in the report, press the previous button, &
Omprelt Spny niew report will be collected upon returning ko this step.

Report Destination

synsum-001 . vke Completed

Finished campiling status report

CiTR!X’ |

< Previous I Mext = | FEirist | Cancel |

6. Browse to the desktop and click Finish.

o
Select a destination folder for the report files e

Select Servers ¥ou are now ready bo save your status report, Use the browse button to select a location to save your report to and

click the finish buttan to exit the wizard,
Select Report Contents

Zompile Report

Report Destination

File lacation: | C:\Users) Administrator|Deskkopstatus-report-2011-10-06-05-39-21 Brawse. .. |

CiTRIX

< Previous Mext = | Finish I Cancel |

4
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7. The status report will be saved to your Landing Desktop

¥ vententer ————— WBIE]|

Saving file messages

Cancel |

eOpen and review the content of the server status report:

8. Open .zip file located on your Landing Desktop and browse through the folders to the bug-report

folder
7-Zip File Manager =]
Fle Edit Wiew Faworites Tools Help
=1
P wm <y o) wm R0
Add  Extract Test  Copy Move Delete  Info
;i || . Zi\sersiuseriDeskioplstatus-report-2011-09-26-11-07-51.ziph 201 1-09-26-11-10-44-1-bugtool-synsum-001 vk bug-report-201 10926051054, j
ame | Size | Packed Size | Modified | Created | Accessed &
710 304 2011-09-2611:12
. efc 127 547 45 993
. proc 19 100 £ 327 -
. kmp 1029 466
. var 106 871 373 76ele 278 2011-09-26 11:12
L |arp-n.out 243 123 2011-09-26 10:10
| biosdevname-d,out 1 962 302 2011-09-26 10:10
| brtl-shaw, out 253 126 2011-09-2610:10
| bret-showmacs-xapil , ouk 553 222 2011-09-26 10:10
| bretl-showmnacs-xapi2, ouk 13 129 2011-09-26 10:10
| bretl-showmacs-api3, ouk 246 149 2011-09-26 10010
| chkeonfig--lisk, out 3304 503 2011-09-26 10:10
 configuout 69 747 17778 2011-09-26 10:10
sl _logs, oot ] 0 2011-09-26 10:10
| debug_ha_query_liveset.out 49 51 2011-09-2610:10
| df-alT.out 574 371 2011-09-2610:10
L df-alTi,out G285 349 2011-09-26 10:10
| dridecode. out 30127 4317 2011-09-26 10:10
| dmsetup-table. out 125 86 2011-09-26 10010
| ethtool-bond0, out 40 42 2011-09-26 10:10 =
|1 objsct(s) selacted 710 710 |2011-09-28 11112
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9.

Open the xen-dmesg.out file with WordPad and review

= ') (’ =~ | ®en-dmesg - WordPad

o Home i B

D e Courier Mew i1 A AT £ :E|i= - |[d=- ;j _a;,.-/':_l |£'_J &4 Find

A
Ul
¥
U]}
I

Copy _ i - 3ac Replace
Pafte B 7 U abe X | x|~ é. == = (E|E P|ctvure dr"::\.l\:;;g Da;c“e-naend ;ng:crtt = el el
Cliphoard Fant Paragraph Insert Editing
'2'!'1'!'E'I'1'I'2'I'3'I'4'I'5'I'6'IF [N EN - B N [ e T i B e O P L B LR B v

|(XEN) Bad console= option ™7

Y S B N I R N
R R R
P N 2 I I S T T B A
A

[ S T N |

{ZEN) Xen wersion 3.4.Z (root@eng.hq.xensource.com) (goo
version 4.1.2 Z0020704 (Red Hat 4.1.2-4&)) Fri Mar =5 14:08:08
EDT Z011

(XEN) Latest ChangelSet: trunk.455c63532747f.2bcefeiladds (3.4.2
5.6.100.704.20055)

{ZEMN) Command line: dom0 mem=75ZM lowmem emergency pool=1M
crashkernel=fd4M@3ZM console= vga=mode-0x0311

(XEN) WVideo information:

(¥EN) W@G& is graphics mode 640x480, 16 bpp

(XEN) VEE/DD methods: none; EDID transfer time: 0 seconds
[EEN) EDID info not retrieved hecause no DDC retriewval method

I
| ’_| 100% (=) =— |— (*) 4

Note: This file contains information about the hypervisor. From this file we can confirm the version
of the hypervisor i.e. 3.4.2, the total amount of memory detected, CPU information, even the
control domain’s/dom0 creation parameters and much more.

gCollect a server status report via the CLI:
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10. | Launch PuTTY from the Landing Desktop OR use an existing SSH session.
uTTY Configuration
Categony:
= S_ession | B azic optionz for your PuTTY sezzion
T L.ngglng  Specify the destination you want to connect to
= Terminal
- Keyboard Hozt Mame [or IP address) Pt
- Bell |”><enServer host IP addresst |22
- Features Connection type:
= Wwindow " Baw " Telnet © Rlogn & S5H  Senal
- Appearance B )
- Behaviou Load, save or delete a stored session
- Tranzlation Saved Sessions
- Selection HERNZENVE
Coloyr& Default Settings Load |
= Connection HERNSErVET ~
- [ata Save
- Prowmy 4'
- Telhet Delete |
- Rlogin
[+- 55H
- Sefial Cloge window on exit:
 flways O Mever % Orly on clean exit
Abaut | Open I LCancel
11. | Login with the required credentials available from the Student Portal page.
5 2011 from 50.97.
meEnt cons
12. Find the XenServer host information i.e. UUID, name label, etc.

e.g. xe host-list

_Lé"_" root@xsts-001:~
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13. | Collect the report using the xe command

e.g. xe host-get-system-status host=[server name] filename=[filename]

name-—

Note: If no path has been designated in the filename parameter the file will be stored in the current
folder.
Note: The xe command requires that the XAPI service is running.

14. | List the folder contents with the 1s =1 command to locate the status report file i.c. reportl.zip.

eg.ls-1

nsu—-001 . vt filenstne=report

50 Jul

Q If the xapi service is not running or unable to start you can still collect a system report using the

xen-bugtool:
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15. | Run the xen-bugtool command to generate a setver status report package

e.g. xen-bugtool --yes

onfigurs

Fo1ul are

itting
Tl gy

mitting

nittin
mitting

Note: The --yes parameter answers all prompts for confirmation with yes.

16. | When the package creation is complete the location of the package will be displayed in the console.
The default location for the status repotts is /var/opt/xen/bug-report/

1
mitting
nitting

1—infao
output file

il
vy .
Collect a system report from XenServer:
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17. | Launch WinSCP from your Landing Desktop and connect to your designated XenServer by clicking
New and entering the XenServer host IP address and credentials.
WinSCP Login EHE
Sessian S eszion
_StDFEd sessions Host name: Part number:
E:n\-'llo_nmen_l I”XenServer host P address™ I 22 ::ll
- Directaories
S5H User name: Pazzword:
Preferences |r00t Il
Private key fils:
r~Protocol
File protocol: ISFTF' 'I [ Allow SCP fallback
Select color |
I~ Advanced options
About,.. | Languages | Login I Save... | Cloge |
Note: Enter the credentials including Username and Password and click Save
18. Save the connection information

Save zession as;

sovesessonas B

Iru:u:ut@’%ienﬁ erver Host |P address”

[+ Save pazzword [mot recommended)

] Catizel |

=~

Help |

Note: Tick the “Save password” box
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Step Action
19. | After saving the XenServer host credentials click Login

WinSCP Login ﬂ

SIESSiDFI . er Haost [P addr New

‘.. Stored zessions
E_nviru:unment i

i Directaries
co Delete
Preferences

Rename
M ew falder. ..

Set defaults

Shell icon...
. Tools...
[T Advanced optiohs
About... | Languages | Login Save... | Cloze

20. | Accept any key exchange message

! The server's host key was not found in the cache. v'ou have no guarantee that the server is the computer you think it is.
i

The zerver's rza2 key fingerprint is:
sshrea 2048 43222077, 98:c3 a7 dera? cd: 03:08: 7a:d9.d4: 39

IF wou truzt this host, press Yes. To connect without adding host key to the cache, press Mo, To abandon the connection press Cancel.

Contitiue connecting and add host key to the cache?

Yes Mo Cancel Copy Key Help
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21. | Browse to the default store location for the status report (/var/opt/xen/bug-report) and drag-n-
drop the .tar.bz2 file to your Landing Desktop.

g__—Jhug—report - rooti@184.173.69.83 - WinsSCP

Local Mark Files Commands Session Options Remote Help

&g P | PR B Default - 3 -

g Deskiop c i - R0 gY@ |y ¢ ) bugrepon TG ie-o-iEEd D
Mame =  Ext Size | Type Changed Al | Mame - Ext size | Changed Rights
.. Parent directory nfefzotl... v | £ .. 9262011 7120, rwxr-:
3 | deskiop.ini 252 Configuration 5...  4f29/2011 ... & bug—report—ZDl11006044253.tar.b22 7,388,735 10/6/2011 6:43,.,  rw-r--
Eﬂ ¥ML Marker . Ink 697 Shartcut 10/5/z011 ... a
1 | N EY | i
0B of 373 B in 0 of 2 OB of 7,215 KB in 0 of 1

A F2Rename | f F4Edit 23 F5 Copy 3 Fé Move [f F7 Create Directory 3¢ FE Delete [5f F9 Properties K1 F10 Quit

8 sP3 @ 0o47

Note: The contents of the status report is identical whether it is collected via the CLI or XenCenter

END OF EXERCISE

Summary

Key The key takeaways for this exercise are:

Takeaways ¢  You will be able to generate a system status report via XenCenter and CLI.

¢  You will be able to collect a system status report using WinSCP.
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Exercise 4: Collect and Review the
Pool/Host Database

Overview

In this exercise we will locate the pool/host database and review the information stored within it.
In this version of XenServer the database is called state.db and is in XML format.

This database holds the pool/host configuration information which is critical to the functionality of

the environment and should not be manually edited.

To complete this exercise, you must have the following:
*  XenCenter
* SSH client (PuTTY)
*  WinSCP
e XML Marker

Step-by-step guidance

Estimated time to complete this lab: 15 minutes.

oLocate the database file via the CLI:
1. Launch a new SSH client OR duplicate an existing session of PuTTY from the Landing Desktop OR

reuse an open session window.

_LF root@xsts-001:~

115 2011 frow 50.97.139.162-static.reverse.softlayer

ole™ for ac : Lo the management oo

oot ~1#% i

2. Navigate to the folder location containing the database

e.g. cd /var/xapi
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3.

List the contents of the /vat/xapi folder

eg.ls

local.dh

001 =apil# I

xapi-szsl.cont

Confirm the presence of the state.db file

Note: Running xe pool-dump-database command is the same as copying the state.db to another

location. This command is covered in Exercise 5.

QUse WinSCP to collect a copy of this file:

Use an existing WinSCP session or re-launch WinSCP from your Landing Desktop by selecting your

saved session information and click Login.

WinSCP Login

i Stared sessions
E nvironment
i Directaries

S5H

Preferences

[T Advanced options

Seszion oobi@ HenServer Host [P addre

About... Languages

Login

Save...

7]
Mew
E dit
Delete
Renarme
Mew folder. .
Set defaults

Shell icon...

Tools...

Cloze
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Step Action

6. Navigate to the /vat/xapi folder location using WinSCP
o3 Hapi - root@184.173.69.83 - WinsCP
Local Mark Files Commands Session Options Remote Help
R Rl - = Default - :d -
| My documents L R = = | xapi L RS = ﬁ'ﬂ ?ZE
Mame = Ext Size | Tvpe Changed Al | Mame - Ext size | Changed Rights
.. Parent directory o1/o9fz201.. v | & . 26/07]2...  nar-xr-x
W My Music File folder 20f0%f201.., sk , blobs ZTI0FIZ.. rwEr-Erx
=My Pictures File falder 20f09f201... sk . debug 26J07]2...  Pag--—---
g 11y videos File folder z0f09fz01... sk . Farker Z6/09/2...  rwEr-xr-x
4| deskiop.ini 40z Configurations...  01f09/201... & | Ipe-cache Z6J09]Z...  rwr-xr-x
|| generate-iscsi-ign 627 21J04/2...  nar-xr-x
%) local.db 913 26/09/2...  rw-r--r--
|| state.db.generation 5 2p/09/2...
| |udhcpd.skel GE0 Z1/042..,  rwsr-xr-x
L vh 0 Z6J0FIZ...  Par-xr-x
|| xapi 0 26J0712...  nancr-xr-x
|| xapi-ssl.conf M4 ZTI0FIZ.. pw-r-r--
| | Kl | i
0B of 402 B in 0 af 4 OB of 302 KiE in 0 of 13
& FZRename | § F4Edt =3 FS Copy i3 Fé Mave 3 F7 Create Directory 3 FaDelete (4 F2 Properties I F10 Quit
8  sFrez O 01510 |
7. Drag and drop a copy of the state.db file to the Landing Desktop

N <]

Copy file state.db' to local directony:

j Browsze. ..

Tranzfer zetting
Default tranzfer settings

[T Mew and updated file[z] only [ Do not show this dialog box again
[T Transfer on background [add to ransfer queue] [T Transter each file individually
Transfer zettingz... Copy Cancel Help

eReview the contents of the state.db file:
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8. Launch XML Marker from the Landing Desktop
Untitled.xml - XML Marker version 1.1 [_ (O] x|
File Edit Wwiew Options Mavigate Help
DS E % BB o o f|u s =
This free view is empty, |(TD start, type vour XML here or open existing file )
Tree Selection Browser
This Tree Selection Browser is amply
| o
T2 Tree View | 2 Owarning(s), 0 error(s)l
Table Selection Browser E|
This Table Selection Browser is empty
Ready Pos O, Ln 1, Col 1 5
9. Open the state.db file located on your Landing Desktop with XML Marker

Look, in; I B Deskhop j = Iﬁ( '
Mame = |v| Size |v| Type |v| Date modified |
—IﬁE Sdministratar
| Public

1M Computer
B Network

@Citrix menenter 2KB Shorbeout FI2FI2011 249 Af
@PUTT'\“ 1KE Shortout 5/2/2011 4:29 PM
Eﬁ WinaCP ZKE Shortcut 51212011 4126 PM
HWireshark 1kKE Shorbout 10/4/2011 11:53.,
. state.db ; Data Base File 10/6/2011 7112 &

@ EML Marker 1KE Shorbcut 10/5/2011 11:40..

| | i
File name: Istate.dl:u Open I

Files of type: I,-'l'-.ll Files [*7] j Cancel |
&

Note: Ensure you select All Files from the Files of Type dropdown menu.
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tep ction

10. | Single click the Database object in the left column.

[Elstate.db - XML Marker version 1.1 [_[=5]
File Edit Wiew Options Mavigate Help

O w5 R o o ghi s =

= [ ifest=<pair key="installation_uuid” value="c9e50345-e17 3-4c7E-Bb5c- 012222881 f2d" (= <pair_key="control_dornain_ut
K1l 1]
Tree Selection Browser
-
& database w
(This tag has no attibutes )
40 Subtags:
Tag hame/Text [ =/ name < ¥ pair < F row
<« rnanifest <5 pair (12 ccurrences)
<5 table host_crashdurmp
i tahle Whi_guest_metrics <F row (8 occurrences)
<3 table FBD <F row (4 occurrences)
<% table message
<5 table YLAN
< tahle WIF_metrics
< table WIF <% row (12 occurrences)
<3 tahle host_metrics <F row
< table host_patch <% row (5 occurrences)
<5 tahle tunnel
bl | _’l <5 tahle data_source
%4 Troe View [ Dwaming(s), Ueror(s)| | <5 table  [VBD_metrics .
&b table wBD <& row (18 occurrences) b
Tahle Selection Browser E‘ 5 table host <% row
This Table Selection Browser is ernpty <% table subject
<5 table auth
< table pool_patch <5 row (5 OCCUMTENCES)
<3 table hetwork <5 row (8 OCCUMTENCES)
<5 table event
<5 table rale
w3 table user < row
w3 table consale <§ row (7 OCCUMENCes)
< ¥ tahle crashdurmp ;|

Ready

Note: Double clicking a database object in the bottom right panel (Tree Selection) will display the

table/object rows and their desctiption.

Page 35



CITRIX

Summit20

Ct1
) 1 the right Tree Selection Browser pane click the table icon = %2 associated with the host _cpu
entry.
Bl state.db - XML Marker version 1.1 [_ &
File Edit “iew Options MNavigate Help
DEE BB - @y« ==
F<o|database 06813" actions__afler_rehoot="restart" xenstore_data="0" snapshot_time="13700101T00:00:00"/= =Aable==<table name#'hust_cpu"#q
K1l 1 ]
Tag name/Text | =/ name < F pair <7 row
<% table WBD_metrics
<% tahle WBD <5 row (18 occurrences)
&» table host <3 row
<% table subject
<% table auth
<« table pool_patch <3 row (5 OCCURtenCes)
<% table hetwork <5 row (B OCCURtenCES)
<% table event
<% table rale
«» table user <5 row
«# table consale <% row (T occurrences)
<% table craghdump
<% table DI <& row (18 occurrences)
<% table WMPP
So; tahle i <3 row (58 occurrences)
bl | _’l l < tahle gjstfcpu <5 row (3 occurrences)
B TreeYiew | &2 Dwaming(s). D eraor(s) e sk
%3 table S <3 row {14 occurrences)
Tahle Selection Browser E| <_!; table WTPM
host_cpu <% table Bond <5 row (2 OCCURTenCES)
<% table secrst
«» table pool <5 row
<% table blok
«# table PIF_metrics <% row (B occurrences)
<% table FIF <3 row (B occurrences)
<¥ table sesgion
< table SR <35 row (4 occurrences)
<% fahle Wh_rmetrics <5 row (57 occurrences) E

Ready

12. | Click the plus (+) sign for the highlighted table object and select the first row

state.dh - XML Marker version 1.1 [_[=]x]
File Edit Wiew Options Mavigate Help

| E %R o |5 et s = |

Fl

B Tl = le{=table name="host_cpu"==row re="0OpagueRerica70900-0b1 b-fAh0-6452-9527 466a1 0b2" other_config="(" vendor="Genuinelntel”
B table

B 5 tahle

B ¥ tahle

[#-43 table

B4 fable

B ¥ table

B ¥ table

B table «¥» table

B table

&< 5 tahle

B table

B F table

i

: |

E}<<>> tabla Tag name/Text | =/ ref =| other_config = wendor | =/ uuid =| steppi
< 5 table <5 row OpagueReffc57390b-0b1h-fab0-6..|( Genuineintel|de388425-990a-h521-575b-60d3... |7
B table <5 row OpagueRef:3ab361 0c-6990-31-3. | Genuinelntel bab7abcd-aB89-190a-c070-3513a... |7
5 table <5 row OpaqueRef25h3f2a7-hd2b-220d-.. |0 Genuinelntel [cf3413e1-dech-12fa-c009-665883...|7
[}“:;‘ah'e 5 row OpaqueRefeflc3bec-2307-5758- . |0 Genuinelntel|9542daad-aGdh-14175cd1-329afd |7
Ei@ }:E:s < row OpagqueRef8e348692-0e32-h0bd...|{ Genuinelntel| 0799161 3-5d09-a907-47 ed-eBd31.. |7
Rk table < row OpagqueRefh24476d2-e0ef-1586-...|( Genuinelntel| 3832f3c9-388b-4fal-2c33-041d29... |7
B % table <_5' i OpagqueRefe8175433-e2c0-5298- .| Genuinelntel |febfe7fe-2121-7466-h99d-e833a6 .. |7
B table | €2 row OpagueRef:2e1e9Mhd-714-eBbe-3.. [ Genuinelntel|[fa518f3a-5hB4-3506-6a53-280306..[7
B table _|; I I

[J Tree View I [Z2 0waming(s). 0 error(s) I

L

Table Selection Browser

This Table Selection Browser is ermpty

Ready
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13. Review the CPU flag information contained in the database

state.dh - XML Marker version 1.1 HEE
File Edit “iew Options Mavigate Help

R

= ufzrow ref="OpagueRefft578900-0b1b-fBb0-F452-052746Ral 0b2" other_config="(" vendor="Genuinelntel” uuid="de388425-080a-b5
K1l 1 i
Tree Selection Browser |
<> row
15 Attributes:
Name Value
= ref OpagueRelfc57 380b-0h1h-f9h0-6452-G52T 46631 0h2
=l other_config|d
= wendor Genuinelntel
uuid de3B88425-990a-b521-575h-60d363011 add
stepping |7
features
nurnber 4
— utilization |0
hast OpagueRef070cBd9a-hae7-d441-953d-848271hefd 22
1S tapl rmadel 42
ahile
famil B
5 table LT
B ¥ table hd Spee
Pl | » flags fau de tsc mar pae moe ced apic sep mirr mea cmov pat ciiush acpi mmcsr sse sse2 55 ht e constant_tsc nons. [
- T pagueRetc = -tHh - atlb
i 0warningis), 0 errors re
By Tree View [ gis) @] =/ _modeiname |Intel(R) Xean(R) CPU E31270 @ 3 40GHz
Table Selection Browser ﬂ| {This tag has no subtags)

This Table Selection Browser is ernpty

Ready

Note: This table contains the CPU information detected by the Control Domain (dom0). The flags
section contains the CPU features/functions detected.

Warning: Do not edit a live database as this can corrupt the configuration and affect your

environment.

14. | Feel free to explore the database further to view the content contained within it

15.
& Close the XMLMarker application

e Use XenCenter to open a copied database to display basic information about a pool/host

configuration:
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(c:\users\ Administrator\Desktop\state.db) file instead of the IP address.

X Add New Server EHE |

16. | Right click on your XenServer host and select Disconnect
= €3 wenCenter Search IGE
= o
@
@ Deb 1] New Storage...
@ Too Import. ..
[GE win
% OV Add to Pool b
g Locs Enter Maintenance Maode. ..
% Rem
@ Reboot
@ Shut Dowven
| Disconneck
Reconnect As...
Properties
17. | In XenCenter click ADD a Server and enter the location of the copied state.db

Enter the host name or IP address of the server you want ko add and
wour user login credentials For that server.

Server! Iu::'l,users'l,.ﬁ.u:lministratu:ur'l,Desktu:up'l,state.dI:u

Izer login credentials

-

Lser name: IF':":"I

Password: Iiiiiliiil

Zancel
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18. | Navigate through the settings to review the host configuration

X XenCenter

Y Templates  Tools  Window  Help

E& Add New Server EE New Pool @ Mew Shorage @ Mew Y

File  view Poal  Server Storage

o Back -

Forpard =

@ Shut Down @ Reboot

CITRIX

Summit2011

[H[=] E3

V Mo System Alerts

Logged in as: Local root account |

Suspend

D~ ||3 synsum-001.vtc

Shaw: | Server View

= Q xenZenter

=]
@ AD training.lsb

synsum-001.vtc Overview

Search |Ganara\ I Memary | Storage | Netwurkingl NICs | Consale | Performance | Users I Logs I

@ Debian, Linuzx

surmikfSynergy Debian,Linus WM.,

Windows. 7
Summit/Synergy Windows, 7 YMAT.

@ Windows, 7
) Search Options  *
% DD drives
Esgy Local St
ocal Storage Mame CPU Usage Used Memory B s
% Reemovable storage (avg [ max KBs) {avg [ max KBs)
- synsum-001.vkc N} e 1z
Default install of XerServer 1% of & CPUs 10705 of 16374 ME
[G& AD training.lab [  — o0 o/
kmsh, sp2-~Thu 09§29)11; Yersion: 1 0% of 1 CPU 553 of 2048 MB
Debian, Linux —_— —_—
@ 0% of 1 CPU 140 of 2048 MB [e2 i

was copied.

Note: The information displayed is static and represents the state of the pool/host when the state.db
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19. | Disconnect from the “New Server” we added in the previous step.
File  Yiew Pool Server WM Storage  Templates  Tools  Window  F
o Back - Farward - E:E' fdd Mew Server LE' Mesw Pool @ Mew St
Show: |5EWEr Wigw O+ [} synsum-001.vtc
= 9 #enienter Search |General I Memary I Starage I
=@ w :
@ AD.traini G Mewwm... 1.vtc Overview
[@ Debian.Lj {20 Mew SR...
Windows
@ Import, .. bions |
= DVD drivg
£ Local 5to Add to Poal 3
- Name
% Removak Enter Maintenance Mode. .,
n-001 ke
@ Reboot kinstall of HenServer
[, kraining. lab
@  shut Down st spz-Thu 09/29/11
| Cisconneck ehian. Linux
it/ Swnergy Debian,
Reconnect As, .. it T
; ik Sy nergyy Window
Properties
T
20. | Remove the newly added server connection information. Ensure that the correct entry is removed by

verifying the Address parameter on the General tab in XenCenter.

File  “ew  Pool  Serwer WM Tools  \Window

0 Back -

Shiow: | Server Yiew

= 9 XenZenker
|3 synsurm-001 vk

Templates

ﬁﬁ Mew Pool

D~ ‘I} synsum-001.vtc

Storage Help

Forward = E:E' Add Mew Server Mew Storage T WM Shut Dowan

General I Lags I

Connection General Properties

wnsum-001, wke

Froperkies

i

Gereral

Mame:; synsum-001 vk

Address:

Page 40




CITRIX

Summit2011

21.

Right click and select Remove

File  “iew  Pool  Server

WM Storage  Templates Tools  Mindow  Help

o Back - Forward = E:E' Add Mew Server LE' Mew Pool

Mews Storage e W

Shiow I Server Yigw

Jo R ||1 synsum-001.vtc

=] 9 xenCenter
E synsum-001, ke

General ||_.;..;5 I

Commoctign General Properties

synsum-001,+ Conneck
Faorget Saved Passward J
Remaove |
(5eneral
Marne:
Address:

END OF EXERCISE

synsurm-001 vk

c: Jusersfuserdeskiop/state.db

Summary

Key

Takeaways ¢ You will be able to locate, collect the pool/host database.

¢  You will be able to view database information using 3rd party tools (XML
Marker) or XenCenter.

The key takeaways for this exercise are:
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Exercise 5: Backing up XenServer

Overview

In this exercise we will review possible backup options in XenServer. To mitigate the increased risks of
failures in a virtual environment it is critical that a properly designed backup and recovery plan is in

place.

XenServer allows for the backup of three types of data i.e. Control Domain, VM and Pool/VM
Metadata which we will review in this exercise.

To complete this exercise, you must have the following:
¢ XenCenter

+  SSH Client (PuTTY)
Step-by-step guidance

Estimated time to complete this lab: 15 minutes.

Q Backup a XenServer Host via XenCenter:

1. Launch XenCenter and connect to your designated XenServer (if required)
2. Highlight the XenServer host which we want to backup. In your environment a single host will be
available.

X XenCenter

File  Wiew Pool  Serwver %M Storage  Templates  Tools  Window  Help

0 Back - Forward = Eﬂ Add Mew Server Lﬁ Mew Pool EI Mew Skorage @ e YW @ Shut Down @ Reboot

Shaw: |Server Wiew D - | S synsum-001.wtc
= €3 ¥enCenter Search |General | Memory | Storage | Metworking | MICs | Cansale | Performance | Users | L
= E urn-001 . wkc

[ AD.trairing.lab xsts-001.xen-xsts.attilav.vtc Overview
@ Debian, Linus
@ windows, 7 .

. Search Options  * |
% DWD drives

f#j Local Storage
E=l Removatle storage

Name CPU Usage Used Memor

- [y synsum-001.wte —— =—m
Default install of Xenserver 0% of & CPUs 13302 of 163741

[ AD.training.lab —— CC—

kmsl, sp2-~Thu 09)29/11; Yersion: 1 0% of 1 CPU 552 of 2048 ME

Debiar. Linw —— CEE—
SurmmitSynergy Debian, Linus: Y., 0% of 1 CPU 163 of 1024 ME

[ Windaws.? —— CR—
Summit/Synergy Windows, 7 ¥M-T.,, 0% of 1 CPU 651 of 4096 ME
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3.

Click Server > Back Up...

File  Yiew  Pool W WM Storage  Templates  Tools  wWindow  Help
0 Back - Far E Add... Mesw Pool ﬁ Mew Skarage
Show: [Server view | @ Rebost -001.vtc
= €3 venCenter B il al I Memary I Storage I Mk

Shut Down

EEM@

@ Debian,
@ Windo

Connect)Disconnect

Add ta Poal

01.vtc Overview

= DVD di |

Back Up...

pkions  * |

g Local St

% Rermowg

Restore From Backap...

Enter Maintenance Mode, .,

Remove Crash Dump Files

Name

urn-001 ,wkc
Lk install of Xengerver

A0, braining. lab

Password kmsh, sp2~Thu 09/29/11; Yersi
Drebian. Linus

Remove from XenCenter Surmnmit)Synergy Debian, Linus b
Windows, 7

Properties

Sumnmik)Synergy Windows, 7 Yk
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Step Action
4. Provide a filename for the backup file e.g. host_backup.xbk and save the file to your Landing

Desktop.
.
P\ - [ veskap - v &[sarcn (2]
Organize * 55 Wiews ¥ | New Folder (7]
Favorite Links I"-Jarrue - |v| Size |v| Tvpe |v| Date modified |v| Atk
_lﬁ; Administrator
B Deskhop J Public
M Computer 1M Computer
FE Documents B Ntk
FE Pictures
F[:f' Music
4 Recently Changed
FB Searches
, Public
Folders ~ 4 | _,,I
File name: I | j
Save as bvpe: IXenServer Backup Files (*,xbk) j
| & Hide Fl:uldersl Cave I Cancel |
A4

Note: The backup should take a couple of minutes to complete

5. Verify the backup process is running by reviewing the status bar at the bottom of the XenCenter

console
KT

Backing up server 'synsum-001.vkc', 20 MEB received. ..

6. The .xbk file will appear on the Landing Desktop when the backup is complete

DG

wiEEdn I‘.._.'|_.|§|-|¢

Note: The backup file is generally about 500MB in size

& Delete the host_backup.xbk file from the Landing Desktop

e Backup a virtual machine:
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8. Ensure the Windows.7 virtual machine is in a stopped state before exporting. Highlight the
Windows.7 virtual machine and click VM > Export...
File  Wiews  Pool  Serwver | WM | Storage  Templates  Tools W
O i o M WM, ., Chrl+M
Skarkishut down 3
Sk | Server View
= 9 wenCanter Assign ko WM Prokection Palicy [
= [ synsum-001.wte Assign to vApp r
@ A0 braining.lab Copy YM...
@ Debian, Lin:
- Mo WL
Windows, 7
% OVD drives Take a Snapshot...
'-J Local Skarage Corvert bo Template. ..
% Remowable storag Export. .
Install XenServer Tools. ..
Send Crrl+-alk+Del
Delete Y.,
Propetties
9. Select the Landing Desktop as the save location and specify the format as XVA File (*.xva) and click

Next
X Export !EI
@ Choose the ¥M export format, location and filename. e
Export File Details wapps and multiple ¥Ms can be exported as an OVF/OYA package.
] . A single ¥M can be exported as an OYF[OYA package or as an ¥4 file.
Yirtual Machines
Firish MName: IWindows.?
Location: IC:'l,Users'l,ndministrator'l,Desktop Browse... I
Farmat: IXVA File {*.xva) j
2 L
CiTRIX

= Brewious Mext = Firishi Cancel
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Step Action
10. Confirm the Windows.7 VM is selected and click Next

X Export to File !E E
6> Confirm which ¥M to export g
Export File Details Select the WM(s) vou want ko export From the list of available ¥is and then click Mext,
Mote that only YMs that are currently shut down or suspended are listed here,
Finish WMs in pool ‘synsum-001,wkc': |5&5m‘1.,, D
| v | Description | Disk: Size | vapp
¥ windows.7 Summit/Svnergy Windo... 24 GEB (0% on disk) <Mone >
. A 1 %M selecked Select All | Clear Al |
CiTRIX
< Previous | Mext = I Finish | Cancel |
3
11. | Click Finish to start the export process
X Export to File =]

6> Review the export settings

Export File Details Al the necessary information has been collected and the wizard is now ready to export the selected YM(s) using the

settings shown belaw,
Wirtual Machines

_ Flease review these settings and click Previous if vou need to ga back and make any changes. Ctherwise, click Finish

to export the selected YMis) and close this wizard. Export may take several minutes.

Package name:  \Windows.7

Destination path: Ci\UsersiadministratoriDeskiop
Selected ¥Ms: Windows. 7

¥ Werify export on completian

CiTRIX'

< Previous Mext = | Finish I Cancel
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Step Action

12. | Follow the backup process by clicking on Windows.7 VM and selecting the Logs tab
M= B
ge Templates Tools  Window  Help
M Server LE' Mew Pool @ Mew Storage @ Teter Y Shuk Down Rebook Suspend v Mo System Alerts
|’_ﬁI Windows.7 Logged in as: Local rook account |
General I Iemary I Storage | Networkl Console I Performance | Snapshoks  LOOS I
Event Log I gErors b Oalerts BMoccacions M (T)Information Clear |
7 Enporting ¥M “Windows.7' from ‘synsum-001.vtc’ 26/09/2011 12:51:46
Details:  Exporting Windows, 7 ta backup File Eerraal |
Time: 00:00:06
Progress: |i
{8 Shutting down ¥M "Windows.7" on ‘synsum-001.vtc" 261092011 12:48:16
Details:  Shut down
Tirme: 0o:o0:11
{8 Rebooting ¥M "Windows. 7" on "synsum-001.vkc" 26/09/2011 10:54:39
Details:  Rebooted
Tirme: 00:00:13
13. ! : . .
Q click Cancel in the Log tab for the Windows.7 VM
Note: For the purposes of this Learning Lab we will cancel the process as it can take some time for
the process to complete.
14. The above mentioned backup/export actions can also be complete via the CLI using the xe command

e.g. xe vm-export vin=Windows.7 filename=windows7.xva

T Press CTRL+C to cancel the process.

Note: For the purposes of this learning lab we will cancel the process as it can take some time for the

process to complete.

Note: The export location will be the current folder unless otherwise specified

Note: It is recommended to export VM to a share attached to the host/pool
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15. | Delete the exported VM file from Dom0

e.g. rm vin_backup.xva

Note: If the filesystem for dom0 is full the xapi service will be unable to start. To check the available
space on dom0 (/dev/sdal) use the df =h command.

Q Back up the host/pool configuration database:
16. Launch a new SSH client OR duplicate an existing session of PuTTY from the Landing Desktop OR
reuse an open session window.

17. Use the xe command to generate a pool/host configuration backup

e.g. xe pool-dump-database file-name=[filename]

&2 root@ysts-001:/var, /Rapi

001 xapi]l# =xe pool-dump-datab

Note: Every server in the pool will have a copy of this database however it is recommended to run
this command on the master server.

18. | Confirm the backup has completed successfully by running Is =1 and confirming the pool_dump.db
file was generated.

_|_;’ root@xsts-001:~

[ xe pool-dumnp-d file-name=pool dump.db
~1# 11

1 root root 296739 Sep 26 06:59 pool dunp.db
Z047

50 Jul
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19. | To restore from a database backup use the xe command

e.g. xe pool-restore-database file-name=[filename] dry-run=true
e=pool dwnp.db dry-run=true

Note: It is highly recommended to do a dry-run of the restore before completing the process. This is
accomplished by adding the dry-run= parameter to the restore command.
Note: The xe toolstack needs to be restarted after a restore process is completed i.c. xe-toolstack-
restart.
Q Backup virtual machine metadata:

20. From the SSH console session launch the xsconsole

e.g. xsconsole

oot@xsts-001:~

Inter X wver S.6.100-47101p

Fingerpri
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21.

Select Backup, Restore and Update

Backup, F ore and Updat

From this menu you

22.

14:17
nfiguration

Tup Virtual Machine M
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23.

Enter the root user credentials for your XenServer

<Enter> I

Jirtual Machine N

24.

Local 3torage

<Ent

Virtual

his will

Machine M

Note: In this environment only a local SR is avail for the backup. Using local storage for a backup is

not recommended in production environments.
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Act

25. | The metadata backup process will initiate

ro
nfiguration

Backup WVirtual Machine M

26.

21 o
wration

dilfia

ng up
ng up
Ting up

27. | Accept the report OK and exit the xsconsole by pressing ESC and selecting Quit.
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Step Action
28. | Verify the metadata backup virtual disk by selecting the Local Storage and clicking the Storage tab.

File  View Pool  Server WM Storage  Templates  Tools  Window  Help

0 Back - Forward = gh Add New Server LE New Pool T:_::] New Storage |11 Mew v Shiut Dawin Reboot Suspend
Showe: |Server Wigw Q - | ;% Local Storage Logge
=] 0 RenCenter General Storage |L0gs I
= B synsum-001, vk 7 i
@ AD training.lab Yirtual Disks
@ Diebian, Linu:x
@ Wwindows, 7 Disks
% YD drives | Description | size # | Wirtual Machine

@ Lo ge

% Removable storage Debian. Linux 1 Created by template provisioner 512 MB (0% on disk) Debian.Linux
Debian. Linux 1 Created by template provisioner 512 MB (0% on disk) Debian.Linux
i} 4GB (0% on disk)  Router
i} 4GB (0% on disk)  Router
Debian. Linux 0 Created by template provisioner 4GB (3% on disk)  Debian.Linux
Debian, Linux 0 Created by template provisioner 4GB (0% on disk)  Debian.Linux
Windows, 7 Created by template provisioner 24 GB {30% on disk)

Note: The Pool Metadata Backup VDI contains a copy of the pool database (state.db)

Q Review the backup VDI created in the previous step via the CLI:

29. Locate the local SR uuid

e.g. xe sr-list name-label=[SR name i.e. Local storage]

Lype

content-type

30. Use the xe command to mount the VDI for our review
e.g. xe-backup-metadata -d —u [uuid of SR]

Tip: To copy the UUID in your console drag and select the UUID with your mouse and right click.

dilfoa

Note: -d mounts the vdisk via a script and —u indicates which SR to search for the metadata VDI
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32. Use the less command to view the contents of the .db file.

e.g. less [filename.db]

@ root@xsts-001:/var, run/pool-backup-cTc8bbe5-a7ed-42c3-8fbe-cc578fd01FDa

dilfoa

Press q to exit
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Ct

33. | To review the specific VM metadata navigate to cd metadata/[date folder] /all/ and list the
contents using the Il command.

001 allls 11

root root |

root root

root root n 26 07:05 5 :

Note: Each file represents a virtual machine’s meta/configuration data. The file names also
correspond to the UUID of the VM.
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Step Action
34. Match the UUID listed in this folder with a UUID of a virtual machine. This can be done in
XenCenter or the CLI

XenCenter:

File  View  Pool Server WM Storage  Templates  Tools  Window  Help

P .
0 Back - oh Add Mew Server LE' Mew Pool =] Mew Storage  [[E1] Mew M @ Skart
Shiow: | Server Yiew D~ @ windows.7
= 0 HEnCenter General |Mem0ry | Skorage | Metworking | Console | Performance | Snapst
= B synsum-001, ke ;
ﬁH AD training.lab ¥M General Properties
6 Debian, Linu:
L Properties
H YD drives
r_-ﬁ Local Storage =ereral
r:% Removable storage
Mame: Windows. 7
Description: SummitSynergy Windows, 7 YM-Thu 09728
Tags: <Mone
Folder: <Maone =
Operating System: Windows 7 Professional
BIOS strings copied: Mo
I

CLI:

e.g. xe vm-list

1008714

uuid | HE=Ts: Ghld910hefod

running

uuid [ RO HElClefoo7hf-d9dl-dlbd-e03d-3£f£ff917Ff605

Wit !
halted

unid [ REQ)
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Step Action

35.
- & Press CTRL+D to exit the mount location and un-mount the backup VDI
END OF EXERCISE

Summary

Key The key takeaways for this exercise are:

Takeaways ¢  You will be able to create backups of pool configuration, virtual machine
metadata and a XenServer host.

¢  You will be able to view the contents of a backup VDI using the CLI.
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Exercise 6: Capturing a Network Trace In
XenServer

Overview

In this exercise we will capture a network trace on different network interfaces associated with a
XenServer host and the virtual machines running on XenServer.

The first step is to identify the interface that you would like to trace on. Questions to ask would be if
the issue is isolated to a virtual machine, a group of virtual machines or a specific XenServer. The
answer will determine if you will collect a trace on a PIF, VIF or Bridge.

To complete this exercise, you must have the following:
e SSH Client (PuTTY)
*  WinSCP
* Network trace analysis tool (Wireshark)

Step-by-step guidance

Estimated time to complete this lab: 15 minutes.

QCreate an isolated network and a VLAN using XenCenter:
1. Start the Windows.7 virtual machine

2. Highlight the host and select the Network tab

X XenCenter M= E3
File  ¥iew Pool Server MM Storsge  Templates  Toaols  Window  Help
0 Back - Forward = Eﬁ Add Mews Server LE Mew Pool @ Mew Storage @ Mew WM ‘0) Shut Down @ Rebook Suspend V Mo System Alerts
Show: |SEWEr iew ,O v ‘ B synsum-001.vtc Logged in as: Local root account. ‘
=] 9 HenCenter Search | Generall Memary | Storage  Metworking |NICs | Cnnsnlel PeanrmanceI Users | Logs I
= synsum-001,vtc
@ D training.lab Server Networks
@ Debian. Linux
@, windows.7 Metworks
(51 oV drives | Hame | Description [miC /| vian | Auto | LikStatus | MAC | MTU
Local Storage
% Removable storage "
4= Private bondd Bond 0+2 - Wes Connected 00:25:90:27:46:2a 1500
4= Public bond1 Bond 1+3 - ¥es Connecked 00:25:90:27:46:eb 1500
Add Netwark, .. | Properties Remove Metwork
Management. [nterfaces
Click Configure ta add, remove or edit your management interfaces.
Server | Interface | Metwork | IP Address | subret mask | Gateway | DS
synsum-001.vEC Primary Public bondl 184.173.69.83 255.255.255.224 184.173.69.65 10.0,80,11,10,0,80,12
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Step Action
3. Click Add Network... and select Single-Server Private Network. Click Next.

X New Network - synsum-001.vtc !E E
Choose the type of network to create g

Select Type Select the type of new nebwork you would like ko create:

{~ External Network
Create a network that passes traffic over one of wour YLANS.
* single-Server Private Network

Create a network that does not leave each XenServer host,
This can be used as a private connection betweaen YMs on the same host.

i Cross-Server Private Network
Create a network that does nat leave the XenServer poal,
This can be used as a private connection between ¥Ms in the poal.
This bype of network requires the wSwitch Controller to be running.
" Bonded Network

Create a network that bonds together bwo of wour NICs,
This will create a single higher performing channel.

citRIX

= Brewious I Mext = I Einish Cancel |

v
4, Leave the network name default and click Next
X New Network - synsum-001.vkc !EI
Enter a name and description for the new network e
Select Type Provide a name and optional description For the new netwark,
Interface Mame:
Description:
2 -
CiTRIX
< Previous | Mext = I Fimish Cancel |

v
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ction

5. Tick the option to automatically add this network to new virtual machines and click Finish.
i Choose the network location for the new network 9
Select Type

Check the box below if vou would like to aukomatically add this netwark ba new YMs,
Deetails

m ¥ sutomatically add this network ko new virtual machines

CiTRIX'

= Previous | Mext = | Einish I Cancel |/

i

6. The newly created internal network should now be listed in the networks tab.

X XenCenter

[H[=] E3

File  ¥ew Pool Server WM Storage  Templates  Tools  Window  Help

0 Back - Forward = E:i Add New Server LE' IMew Pool @ Mew Storage @ REER ‘d) Shut Down @ Reboat Suspend V Mo System Alerts

Show: ISEWET g ,Q v | B synsum-001.vtc Logged in as: Local roat account |
=] ogcenter Search I General | Memnry’l Storage  Networking INICs | Cnnsnlel Performance I Users | Logs I
=
@ AD.training.lb Server Networks
@ Debian. Linux
[EE windows 7 Metworks
£ VD drives [ ame | Description [mic # [vian [ Auo | LnkStats | MaC [ U
Local Storage A Tnternal R ves R R
% Removable storage —
4 Private bond0 Bond 042 - Yes Connected 00:25:90:27:96:ea 1500
24 Public bond1 Bond 1+3 - Yes Connected 00:25:90:27:46:eb 1500
Add Network. .. Properties Remave Netwark.
Management Interfaces
Click Configure ko add, remave or edit your management interfaces,
Server | Interface | Metwork | 1P Address | Subnet mask. | Gateway | DS
synsurm-001.vke Primary Fublic bondl  164.173.69.83 255.255,255.224 184.173.69.65 10.0.60.11,10.0.80.12
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Step Action
7. Click Add Network... and select External Network and click Next

X New Network - synsum-001.vtc !E E
Choose the type of network to create a
Select Type Select the type of new nebwork you would like ko create:
Dietails
Interface * External Network

Create a network that passes traffic over one of wour YLANS.

i~ sSingle-Server Private Network

Create a network that does not leave each XenServer host,

This can be used as a private connection betweaen YMs on the same host.
" Cross-Server Private Nebwork

Create a network that does nat leave the XenServer poal,

This can be used as a private connection between YMs in the poal,

This bype of network requires the wSwitch Controller to be running.
" Bonded Metwork

Create a network that bonds together bwo of wour NICs,
This will create a single higher performing channel.

ciTRIX

= Brevious Mexk = Fimish | Cancel /I

&

8. Change the network name to VLAN777 and click Next

X Mew Network - synsum-001.vtc !E[
Enter a name and description for the new network 0
Select Type Provide a name and optional description For the new netwark,
Interface Mame: IVLAN???|
Description: I

9. Select Bond 0+2 and enter the VLAN number 777. Tick the parameter to automatically add this
network to new virtual machines. Click Finish.

X Mew Metwork - synsum-001._vtc =[]
Choose the network location for the new network 0
Select Type

Yaur new network will be mapped ko an existing physical network interFace and assigned a YLARN number ko use on that
interface, You can seleck the physical interface vou would like bo use below.,

Details

I =l
WLAM: 777 =
MTL: | 1500 -

W automatically add this network to new virtual machines
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Step Action
10. | Confirm that both Internal Network and VLAN have successfully been created.

X XenCenter =] E3
File  ¥iew Pool Server VM Storage  Templates  Tools  Window  Help
Qoo - Qrorward -1 | {5 Add New Server | ] hew paol T3 New Storage ] Mew v | (@) Shut Down @ Frebaok Suspend \f Ma System Alerts
Show: |Server iew D v “3 synsum-001.vte Logged in as: Local raok account: |
=] 9 HenCenter Search | Generall Memary | Storage  Metworking |NICs | Consolel PerFDrmanceI Users | Logs |
=
@ AD.training.lab Server Networks
@ Debian, Linu
[ Windows.7 Metworks
5 DvD drives | hame | Ciescription | M ¢ | WLaM | Auto | LickStatus | MAC | MTU

@ Local Storage

. 4y Inkernal - es - - 1500
% Removable storage
A Mew Private Network, - es - - 1500
4 Private bondd Bond 0+2 - Wes Connected 00:25:90:27:46:ea 1500
. 7 Bond 0+2 777 Yes Connected = 1500
4% Public bond1 Bond 143 - Wes Connected 00:25:90:27:46:2b 1500
Add Network. .. Properties Reemove Nebwork,

Management [nterfaces

Click Configure ta add, remove or edit your management interfaces,

Server | Tnterface | Wetwork. | 1P Address | Subnet mask. | Gateway | DhsS
synsurn-001.wkc Primary Public bondl  1864.173.69.83 255.255.255.224 184.173.69.65 10.0.80.11,10.0.80.12

Q Collect a network trace on a physical interface (PIF) used by XenServer via the CLI

11. Launch a new SSH client OR duplicate an existing session of PuTTY from the Landing Desktop OR

reuse an open session window.

12. Identify the XenServer host which we will collect the network trace from

e.g. xe host-list

45-217
—001

Note: In our example only one XenServer host is available
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13. | List the physical interfaces (PIF) detected by XenServer

e.g. xe pif-list host-name-label=[host name] or xe pif-list host-uuid=[host uuid]

VLA |
network-uuid | ! 40-14k43174kR19d0

unid [ R}

currently-a
L AN
network-uuid

unid [ Rd)
currently-a
VLAN
network-uuid
uatd [ RO) S-g40d-01
currently-a

VL AN
network-uuid

Note: In the above example the host has 4 NICs (eth0, 1, 2, 3) and a VLAN 777 which is associated
with bond0 and seen as a PIF.
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14. | Use tcpdump to collect a trace from a PIF

e.g. tcpdump —i [device] —=vvv —w [filename.pcap]

uop -1
ndl: no IPwv4d
1 bondl, link-tvy

Note: To stop the trace press CTRL+C

Note: In the above example we collected a network trace on bond1 and wrote the output to a file
called bond1_trace.pcap.

-i = interface
-vvv = very verbose mode
-w = write to file

Note: To capture the complete packed payload use the —s 0 parameter when collecting a trace.

Note: Use .pcap file extension to allow for file type association with network analyzing tools such as
Wireshark.

Q Collect a network trace on a virtual interface (VIF) used by a virtual machine:

Note: VIF names are dynamically created on VM start. VIF names are constructed with the following
structure; vifx.y where x is the domain id of the VM and y is the device number. The dynamic part of
the name is the domain ID because it may change on VM start.

15. | List the VIFs device number associated with a VM

e.g. xe vm-vif-list vm=[vm name]

—cad4-77

Internal

Note: In the above example this VM has one VIF. Device: 1is connected to the Internal network.
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16. | Locate the domain identifier (domid) for a particular virtual machine using xe

e.g. xe vm-list params=name-label,dom-id,uuid

—id,uuid
1££

unicd

unicd

unid

unid |

dom-id

17. | An alternative method to list the domid of the current domains running on your XenServer is using

the list_domains command.

e.g. list_domains

uuicd
4f970£71

Note: This command will list all running domains and their associated domain identifiers (domid).
This command is also not dependent on xapi.

Note: The additional domains listed are hidden virtual machines running on the host which provides

the remote access infrastructure for this lab environment.
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18. | List the current interfaces detected/managed by dom0

e.g. ifconfig

FE:FF:FF:FF:FF:FF

by

Link
Ip

by

Link

P
error
EXror

wiflo.0

Note: If you scroll through the output you should see 4 PIFs (eth0, 1, 2, 3), the VLAN 777
(bond0.777) and VIFs associated with domid 3 and 10 with device numbers 0 and 1 (vif3.1 and
vif10.0)

19. | Collect a network trace from a VIF from the VM

e.g. tcpdump -i [interface] -vvv -w [filename]

vy filter

v kernel

Note: In the above example a trace was collected from the first interface (.0) attached to the VM
associated with domid 10

i.e. tcpdump -i vif10.0 -vvv -w vif10.0_trace.pcap

Note: To capture the complete packed payload use the —s 0 parameter when collecting a trace.
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Q Collect a network trace on a virtual bridge (xapiX/xenbtX) used by a virtual machine:

Note: This process will collect all traffic running over the bridge. Whether or not the data packet is
leaving the host i.e. hitting the wire or not.

20. List the current network bridge configuration

e.g. bretl show

21. Trace network traffic on a bridge

e.g. tcpdump -i [bridge name] -vvv -w [filename]

v filter

v kernel

&

Note: i.e. tcpdump -i xapi3 -vvv -w xapi3_trace.pcap

Note: To capture the complete packed payload use the —s 0 parameter when collecting a trace.

Q Collect the trace files from the XenServer for analysis:
22. From the Landing Desktop connect to the XenServer host using WinSCP
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Step Action
23. | Use an existing WinSCP session or re-launch WinSCP from your Landing Desktop by selecting your

saved session information and click Login.

WinSCP Login B

Sesvion er Haost IP addr Mew

i Stored zessions
E_nviru:unment ot

i Directaries
.y Delete
Preferences

Fename
I ew falder. ..

Set defaults

Shell icon...
. Tools...
[T Advanced options
Ahot, . Languages Login Save... Cloze

24. Browse to the trace files

oyroot - root@184.173.69.83 - Win5CP

Local Mark Files Commands Session Options Remote Help
EEREE R EET Y pefaut - G-
B Desktop & iE e - | roat =R SIS S Wi s
Mame = Ext Size | Type Changed Al | Mame = Ext | sSize | Changed |Rights
.. Parent directory 26/090201... r ZFI0TIZ...  reer-xrex
@Citrix seniCenter.Ink. 2,044 shortout 05/09{201... a J ssh ZE/0712..,  rwEr-Er-x
3% | desktop.ini 282 Configuration ...  01/09/201... & | | | .bash_history 518 26/09/2...  rw-—-—-—-
ﬁPuTTY.Ink 1,225  shortcut 24/09/201... a ||| .bash_logout 24 06/0L)Z...
%) state.db 297,242 DataBase File 26/09/201... a ||| .bash_profile 191 08/01/2...
% | status-repork-2011-09-... 8,180,273 ZIP File 26/09/201... a || | .bashrc 176 06/01/2...
ﬁy WinSCP.Ink. 1,795 shortcut 19fa9fz01... a || |.cshec 100 08/01)Z...
Wireshark.lnk 1,694 Shorkcut 0s5/09/201... & || |.toshec 129 08/01/2...
@ XML Marker . Ink 928 Shortcut 24/09/201... a 4r! bond1_trace.pcap 15,294 26/09(2...

%) pool_durmp.db 296,739 26/09/Z...

& | reportl.zip 6,720,476 Z6/09)Z2...

|| support.kar.bz2 26,450 26/07/2...

4r! wif10.0_trace.pcap 12,651 26/09(2...

a xapi3_trace.pcap 18,827 zg/09)z...

Tip: To get to the root user’s home folder click on the home button fa} in the right column.

"
Note: If the trace files are not displayed click the refresh button 4] in the right column.
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Step Action
25. | Select all the trace files and drag them over to your Landing Desktop screen and click copy

N <]

Copy file state.db' to local directony:

j Browmze. ..

Transfer setting
Default tranzfer zettings

[~ Mew and updated file(z) anly [T Do ot show this dialog box again
[T Transfer on background [add to ransfer quewe] [T Transter each fle individually
Transfer zettings... Copy Cancel Help

e Open the trace files with a trace analyzer i.e. Wireshark:

26. | Launch Wireshark from your client machine desktop

7 The Wireshark Network Analyzer [Wireshark 1.6.1 {S¥N Rev 38096 from /trunk-1.6)]
Fle Edit Wew Go Capture Analyze Statistics Telephomy Tools Internals  Help

Huded CEXZ:E aesw T i(BE aaan @M% O

Fi\ter:l j Expression... Clear  Agply

The World's Most Popular Network Protocol Analyzer

= Interface List Open @ Website
EAF  Live list of the capture interfaces Open a previously captured fle isit the project's website
[counts incoming packets)
Open Recent: o . H
Start capture on interface: @ User's Guide

The User's Guide focal version, if installed)

Bl cirix @ Sample Captures
£ tich assortrnent of example capture files on the wiki @ Security
Wark with Wieshark as securely as passible

m Capture Options

Start a capture with detziled options

Capture Hel

@ How to Capture

Step by step to a successhul capture setup

@ Network Media

Specific infarmation for capturing on:
Ethemet, WLAM, ...

o‘ Ready to load or capture | Mo Packets ‘ Profile: Default A
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Step Action
27. | Click Open and browse to a trace file located on your Landing Desktop (copied earlier)

4! wireshark: Dpen Capture File E

Lok in: |- Desktop M ==l

- Libraries & | skatus-report-2011-09-26-11-07-51
A user

1M Computer

‘?jNetwnrk

%) state

@Citrix menCenter

PEPUTTY

[P winscp

EWireshark

[ HML Marker

e viF10.0_trace
R N
e ¥apid_trace

Fil= name: Ibnnd1_trace j Open I
Filez of type: IAII Files [%.%) j Cancel |
Help |
Display filter: Filerarme: bond1_trace. poap
Format: Wireshark/tepdumpy... - libpocap
I¥ MAL name resalution Size: 15294 hytes
™ Metwork name resolutior Packets: 164
¥ Transport name resolution First Packet  2011-09-26 14:30:40

Elapzed: 000010
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28. | Open the trace file

[1] bondl_trace.pcap [Wireshark 1.6.1 {(S¥N Rey 38096 from /trunk-1.6)]

Fle Edit View Go Capture Analyze Statistics  Telephomy  Toolks  Interndls  Help
BEWeee CRAXRE| A« aTL BEIRQAQAD | @DM%|E

FiItEr:I j Expression... Clear  Apply
Praok

i

3 0.000196 50.87.139.162 184.173.69.83 94 49353 > ssh [aCk] se

5 0.007821 62.200.22.2 50.97.139.162 91 continuation

6 0.008002 50.97.139.162 62.200.22.2 TCP 54 ms—wht-server > 50630 [ACK] Seg=l Ack=38 win=255 Len=0

T 0.026%%0  50,97.139.142 62,200.22.2 TRPKT 315 continuation

B 0.074853 Cisco_ff:fd:20 Broadcast ARP 60 who has 50.97.139.457 Tell 50.57.139.41

9 0.136224  50,97.139.142 62,200.22.2 TRKT 1003 Continuatiaon
10 0.13BGE2 62.200.22.2 50.97.139.162 TCP 60 50630 > ms-wht-server [ack] seq=38 ack=262 win=61878 Len
11 0. 249022 62.200.22.2 50.97.139.162 TCP 60 506830 > ms-wht-server [ACK] Seq=38 Ack=1211 win=6092% Le
12 0, 752688 62.200.22.2 50.97.139.1462 TRKT 91 Continuation
13 0.84B8361 6&2.200.22.2 50.97.139.162 TPKT 171 continuation
14 0. 848540 50.97.138.162 62.200.22.2 TCPR 54 ms—wht-server > 50630 [ACK] Seq=1211 Ack=1%2 win=2534 Len
15 0.865986 Cisco_3f:fa:9f slow-Protocals LACP 124 Link aAggregation Control protocolversion 1. ACTor Port
16 1.009998 184.173.69.83 50.97.139.162 SSH 106 Encrypted response packet len=52 -

[+ Frame 1: 234 bytes on wire (1872 hits), 96 bytes captured (768 bits)

Ethernet II, Src: SuperMic_27:46:eb (00:25:80:27:46:eh), Dst: Cisco_ff:fd:90 (00:08:e3:ff:fd:20)
Internet Protocol version 4, sSrc: 184.173.60.83 (1584.173.69.83), Dst: 50.97.139.162 (50.97.139.1620
& Transmission control protocol, src Port: ssh (220, Dst Port: 49353 (493530, Seqg: 1, ack: 1, Len: 180
S5H Protocol

[Packet size Tlimited during capture: SSH truncated]

0000 00 08 e3 T fd 50 00 25 S0 27 46 eb OB 00 45 10
0010 Q0 dc 7C 33 40 00 40 06 01 d5 b8 ad 45 53 32 &1
0020 B8h a2 00 16 <0 ¢9 8d <3 2f 42 b2 2a f2 97 50 18
0030 07 <l hc d2 00 00 31 32 12 24 b9 5T ed da 49 €6

0040 ah BO f4 ae fe 17 da do 02 f7 fa aB c7 43 53 77 ;I
AnEn @, Al sk 67 oAk A7 A~ AT 32 31 nd @8 BEd 81 d- a7
olFiIe: "CiiUsersiuseriDesktopibondl _trace pcap”... ‘Packets: 164 Displayed: 164 Marked: 0 Load time: 0:00.218 |ProFi\e: Default &

Note: In the above example we can see the SSH traffic running between the client (PuTTY) and the
XenServer Host.

END OF EXER

Summary

Key The key takeaways for this exercise are:
Takeaways e You will be able to identify network interfaces to trace.

e  You will be able to capture and collect network traces on different network

interfaces associated with a XenServer host and the virtual machines.
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Exercise 7: Monitoring in XenServer

Overview

In this exercise we will cover some common tools used to monitor performance related information
about a XenServer environment.

XenCenter provides a view of performance metrics for a XenServer host and virtual machine.

However in some cases we use alternative tools to get another view of the performance and status of a
host or VM.

To complete this exercise, you must have the following:
¢ XenCenter

* SSH client (PuTTY)
Step-by-step guidance

Estimated time to complete this lab: 15 minutes.
Step Action

g Review the performance metric information available in XenCenter:

1. Ensure all VMs are running to generate load on the XenServer host
2. To monitor a XenServer host performance metric highlight the host and click on the Performance
tab.
X XenCenter 1= E3
File  Wew Pool Server WM Storage  Templates Tools  Window  Help
o Back - Forward = E:’ Add New Server LJE Mew Pool @ Mew Storage @ NER @ Shut Down @ Reboat Suspend V Mo System Alerts
Show: ISEWer Wi ,O v ||3 synsum-001.vic Logged in as: Local root account |
=] 9 KenCerter Search I General | Memury’l Storage | Netwurkingl NICs | Console  Performance |Users | Logs I

[ AD.training lsb Performance Graphs
@ Debian, Linux

[ windows.7 Configure graphs. .. Zoom: iVear 1Month 1Week 1Day jHowr 10Minutes | WM Lifecycle Events

% DVD drives

fxg Local Storage 2|l |@ 1oigje011 o0 AM 2]
% Removable storage @ 100 E——— — (@ 10j6/2011 £:49 AM
— CRUL @ Loisfzn11 ei4m AM
" cPUZ @ 10/6/2011 6:47 Ab
_ E::ﬂ j @ L0/ef2011 6146 AM
fj&’" A b — cPusS < @ toiffznnt 62z AM

@ 10/5/2011 12:03 PM
@ 10/5/2011 12:02 P
e 16374 @ 10j4/2011 12:55 PM
? Used pemory @ 9i30f2011 2:52 &AM
(@ 9ja0/2011 2:52 AM
@ 9/30/2011 2:52 AM
(@ 9ja0/2011 2:52 AM
P @ yemzntt .26 AM
@ wrzmizo11 :25 AM
@ yemzntt .26 AM

FEBAM  TOLAM  TOEAM TG AW

ME

159 AM 7i01 AM 7:03 AM F:05 AM

@ 100 — Eond 0+2 Receive 2] | |@srzsrzor iza
Band 0+2 Send @ 9f=a/2011 £:27 A
e — Bond 143 Receive - X
4 | D arznizon1 62y AM
9(27(2011 10:59 &M
5.59 Ak - 6129 AM e 6:5% Al @ 27
—l I @ #i27(2011 £:50 AM
/\ @ weTientt fian aM x|
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Step Action

3. To monitor a virtual machine performance metric highlight the VM and click on the Performance tab

X XenCenter =] 3

File  ¥ew Pool Server WM Storage  Templates  Tools  Window  Help

0 Back - Forward = Eﬁ Add New Server LE' IMew Pool @ Mew Storage @ REER (ﬂ) Shut Down @ Reboat Q Suspend V Mo System Alerts

Shaw: IServer ig D~ | (3 Windows.7 Logged in as: Local root account |
= o HenCentar General I Mermory | Storage | Networking | Consle | Performance I Snapshotsl Logs |
= E synsurm-001  vhe
@ AD training.lab Performance Graphs

@ Dehian. Linux

Corfigure graphs. .. Zoom: 1Yeat 1Month 1Week 1Day 1Hour 10 Minutes ¥M Lifecycle Events

DVD drives
= Local Storage ll | @ 1o/sfz011 7:00 &AM
v

[ Removable storage @ 100 T @ L0iefa011 647 AM
@ 10j6/2011 6:46 AM
" @ L0iefan11 62z AM
3
@ Loisizont 1202 P
(@ 97302011 2:52 AM
L\ = —_— — . _— U B
G5OAM 701 AWM FOSAM 705 AM  7i07 AN @ sresfzot 25 At
@B aresianni 6iz7 AM
@ 9/27/2011 6:49 AM
@ 4096
® Used Merory @ orerfa0tt 6:13 aM
QD /26/2011 11:08 &M
E:

—| |@sresrent1 11,06 AM
@ 9fz6fz011 1101 AM
u (@ 9/26/2011 11:01 &M
@ 9fz6fz011 10:19 AM
@ 9f26f2011 10:11 &M

6159 AM 7:01 A Fi03 AM 705 AM Fi07 AM

@ Loo Internal Receive @ ofz6iz011 7145 A
— Inkernal Send @ 9iz6j2011 5:54 AM
=
i o @ 7i27/2011 3:55 FM

5:59 AM : B5:29 AM .
il

g Use the CLI to display performance and utilization information:

4. Launch a new SSH client OR duplicate an existing session of PuTTY from the Landing Desktop OR

reuse an open session window.
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5. Use the top command view the current tasks on dom0O

e.g. top

top — 0O

#% rooti@xsts-001:~ =

c =2 dn 1 Oy

3 api

B | T tota ! 356k 1z
PIDI» USER PR NI WIRT EREZ 3HR 5 %CPU MEHM TIME+ COMMAND

n
1 O

e
]
-]
]
-]

(=)
1
1O
1
1O
1

5 ] u] ] 0.0

o -1

]

e Press h to display interactive command options. Press Enter to return to the main screen.

e Press 1 to view individual CPU information utilized by Dom0. Note that since XenServer 5.6
FP1 Dom0 has access to a maximum of 4 vCPUs by default.

e Press < and > to scroll through the task columns.
e Press c to display the command line name of the task.

Note: For more information about the top command run man top for the manual page of this tool

Note: top displays the information as seen from Dom0
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Step Action

6. Use xentop to display the information of the hypervisor and domains.

eg.xentop

5 blocke
141 -
NAME S3STATE CPU(sec) CPUI%) MEM (k) HMEM(%) MAZMEM (k) MAXMEM(%) VCPUS
NET3 METTX (k) METRX (k) VELS VED o0 VED RL WED TR 33T
AD.trainin 4

1 49
I'ebisn.Lin

Eela? ﬁet.w-:lr w2 viEds CPU= at I -:-rt. order Euit. I

Press q to quit

Tip: Press N to display network related information.
Tip: Press V to display VCPU information.

Note: xentop displays information as seen from the hypervisor. For more information about xentop
type man xentop.

7. Use the uptime command to display the average load on the server

e.g. uptime

uptime

o.oz, O.02

Note: The uptime command shows the average sum of the number of processes waiting in the run-
queue plus the number currently executing over 1, 5, and 15 minute time periods i.e. 0.31 (1 min), 0.08
(5 min), 0.02 (15min).

Note: If a system that has a load average significantly higher than the number of CPUs it could
indicate a possible bottleneck.
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8. Use the mpstat command to display processor related information

e.g. mpstat 2

100

owait

Press CTRL+C to quit
Tip: mpstat (n) will designate the interval at which metrics should be displayed i.c. mpstat 5
Tip: mpstat -P ALL 2 5 will display five reports of statistics for all processors at two second intervals

Note: For more information about the mpstat command run man mpstat for the manual page of this

tool
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9. Use the vmstat command to display virtual memory related information

e.g. vmstat—=SM 2 5

4560 11 100
871 100
459 100
457 ! 100

—
In]
[m]

Press CTRL+C to quit

Tip: vmstat (n) will designate the intervals at which metrics are displayed i.e. vimstat 2

Tip: vmstat (n) (n) will designate the second intervals at which metrics are displayed and the count
i.e. vmstat 2 5 (every 2 seconds, 5 times).

Tip: -S is used to specify units and M is to set the unit to Megabytes

Columns of interest are:
e si: memory swapped in from disk /s
e so: memory swapped to disk /s
e us: time running non-kernel code (user time/space)
e sy: time running kernel code

e wa: time waiting for CPU 1O

Note: For more information about the vmstat command run man vmstat for the manual page of this

tool. This tool is generally used to highlight performance bottlenecks in a setver.
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10. | Use the netstat command to display network related information

c.g. netstat —s

[

(=]

EEETS

ICHFP

input If

e
5]

Press CTRLA+C to quit
Tip: netstat —s —c displays network statistics at 1 second intervals

Note: For more information about the netstat command run man netstat for the manual page of this

tool
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Step Action

11. | Use the iostat command to display input and output related information which could relate to CPU or
devices

e.g. iostat 2 1

91
[nla]

o1
]

.00
.01

Tip: iostat 2 1 displays one report at two second intervals for all devices
Tip: iostat —d 2 displays a continuous device report at two second intervals
Tip: iostat —n displays NFS directory statistic if mapped

Note: For more information about the iostat command run man iostat for the manual page of this
tool.
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12. | Use the sar command to display processor queue related information

e.g. sar—q 2 10

Hsts-001:~

[}
=
b

=
(=

ruanc

=
b

o
o

[T
=
=

[}
b
b
=
(=
(]
(]}
(]}

b
b
o
o

(]
e

[
(]
(]

b

b
o
o

Note: In the above example we collect 10 reports in 2 second intervals.

Also use the sar command

e.g. sar —u

G.100

Tip: These commands are useful to determine if your CPU is bound (is a bottleneck). If the rurhgueus
(rung-sz) from sar —q is consistently above 2 or 3 and the idle CPU % from sar —u is consistently
below 5% then the CPU could be bound.
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13. | Use the sar command to display network related information

e.g. sar —-n DEV | less

O

O O &
[

L]

o
(o

[ I Y
(]

[ R
]
]

fury
[m]

iy
1:
1
iy
1
1
1
1
1
1
1
Y - .
1
iy
1
1
iy
1:
1
1
1
1

Press q to quit

e JFACE: Name of the network interface for which statistics are reported.
e rxpck/s: Total number of packets received per second.

e txpck /s: Total number of packets transmitted per second.

e rxbyt/s: Total number of bytes received per second.

e txbyt/s: Total number of bytes transmitted per second.

e rxcmp/s: Number of compressed packets received per second.

e txcmp/s: Number of compressed packets transmitted per second.

e rxmcst/s: Number of multicast packets received per second.

Note: Scroll down to the bottom of the output to see the device averages.
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14.

Use the hdparm command to collect disk transfer speeds:
First list available device using fdisk.

e.g. fdisk -1

L

Linux
Linux

Next display the transfer speeds of a disk device by using hdparm:

e.g. hdparm —tT [device name]

arm —-tT /

Note: -t performs device read timings
-T performs cache read timings

15.

Note that any of the above mentioned commands can redirect their output to a file using the >
[filename] parameter

END OF EXERCISE

Summary

Key

Takeaways e  You will be able to view and gather performance related data about your

The key takeaways for this exercise are:

XenServer environment.

e You will be able to analyze performance related data.
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Exercise 8: Creating and Reviewing
Snapshots

Overview

In this exercise we will create new virtual machine snapshots and also revert to these snapshots.

A virtual machine (VM) snapshot is a record of a running virtual machine at a point in time. When you
take a snapshot of a VM, its storage information (the data on the hard drive) and metadata

(configuration information) is saved.

XenSetver 5.6 and above provides the functionality to save a VM's state (RAM). This can be useful if

you are upgrading or patching software, or want to test a new application.

To complete this exercise, you must have the following:
* XenServer 5.6 and above
¢ XenCenter

* SSH client (PuTTY)
Step-by-step guidance

Estimated time to complete this lab: 15 minutes.

e Creating and Reverting VM Snapshots:
1. Launch XenCenter and connect to your assigned XenServer if required

2. Start or select the running Windows.7 VM and click the Console tab

Page 84



Step Action

3. Create a .txt file on the desktop and write “Base Image” in the file (leave file open).

- The text will simulate the installation of software within the VM
- We will be using this text to follow the snapshot state

Note: Increase the font size to 48 if required.

CiTRIX'

Summit2011

Show: [ Server visw O+ @ windows.7

Logged in as: Local root acc

= €3 enCenter
= [ synsum-001.vtc

General | Memory | Storage | Network  Console. | Performance | Snapshets | Logs |

@ 40 rairing lab VD Drive 1t [ <emptys»
@, Debian. Linux
I

rives
Local Storage
51 Removable storage

] untitied - Notepad
File Edit Format View Help

| Suitch to Default Deskiop

Base Image

Osat| @ 5 [0 |0
Send Cirl 2 Del (Al Tnser )

EN| 2 [] 10:55 Am R

;‘\Jndn(k (8l+Shift+ L) | | Fullscreen (Ctri

4. Select the Snapshots tab
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5. Take disk and memory snapshot with a description of “Base Image”

A Take snapshot EE

Mame: ISnapshot 1

Description: Base Image

Snapshot mode
{~ Snapshat the wirtual machine's disks
™| Guiesce the ¥ befare taking the snapshot (Windaws anly) @

¢ Snapshat the virtual machine's disks and memory:

Take Snapshot I Cancel |

Note: The running VM is temporarily suspended during the live snapshot process

Note: Quiesce snapshots are only available for Windows VMs (Windows Server 2003 and Windows
Server 2008 for both 32-bit and 64-bit variants) which utilizes the VSS service. The VSS plug-in needs
to be installed within the virtual machine. For more information please refer to XenServer VM
Installation Guide.

6. Follow the snapshot process in the Logs tab.

Show: |Eerver Vigwt o~ | ) windows.7 Logged in as: Local root acor
5 €3 renCenter General | Memory | Starage | Metwork | Consle | Performance | Snapshots  Logs
= [ synsum-00t.vte
[ 4D.training.lab Event Log ¥ @Erors W fdlets W ogiactions W ([)Information Clear
8 Debian.Linux
[ Tooks
&1 2+ Snapshotting Y™ "Windows.T"... 26/09/2011 15:56:
5 DVD drives Detalls;  Creating a snapshot. .. e
Local Storage Tive:  00:00:25
5] Remavable storage Pragress: [
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Step Action

7. Select the Console tab and change the text in the .txt file to read “Installed Office”

X XenCenter H[=] B3

File Wew Pool Server VM Storage Templates Todls  Window  Help

Back - Forward ~ add Mew Server | L New Paal Mew Storage Hew WM Shut Down Reboot Suspend Mo System Alerts
&

Shaw: [Server view o~ | g Windows 7
1 3 Hencenter
=] E localhost localdomain
6@ AD.training lab YD Drive 1 | cempty s> =l Suitch b Remots Desktop
68, Demo Linux vM (1)
B rt-router (hidden) 7
IR student (hidden)

Logged in as: Localrost accourt: |

| General | Memory | Starage | Network Console | performance | snapshets | Logs |

[ CIFS_1S0_lbrary

[ WD drives
Eg Local storage w Text Document - Notepad

Edt Format View He
[ Removable storage 2 b

i -
e Installed office
[ED) win2ks=86

[E1] win7xa6

[E1) WirzPxg8sp3

5 0 Send Crr+Al+Del (Chrk-Alt+Insert) | ¥ Scale ﬁunduckmlushmu) |\ Fullscresn (Ctralt)

8. Create a second disk and memory snapshot with a description of “installed office”

Take Snapshot. .. | Revert To... | Actions vl Delete | Wigw vl

2 _,0_,0 _ 0P

Windows 7 snapshot 1 snapshot 2 Now
Baze 4f19/2011 411972011
2113117 PM i35 PM
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9. Select Snapshot 1 and click Revert To...

- Unselect Snapshot the VMs current state
- Click Yes

X Revert To Snapshot [ 7 x|

Q Are you sure you want ko rewert to 'Snapshak 17

Rewerting to this snapshok will revert the ¥M back to the point in time that the
snapshiot was created, and the current state of the Y will be lost,

r Snapshot the ¥M's current state and then revert

10. | Click the Console tab and edit the .txt file to say “Installed SP1”

Shap: | Server view O~ ’ﬁ windows.7 Loggedin as: Local root aco
= €3 HenCenter

& [ synsum-001.vtc

G AD brairinglsb OHD rive 1: [ <empty > | Switch ko Default Desktop

B8, Debian.Linux

3 Taok
B
=

Local Storage
51 Removable storage

General | Memory | Storage | Metwark Console | Performance | Snapshots | Logs |

rives

ntitled - Notepad
Fle Edt Format View Hep

Installed SP1

start ] 4 11:02 A
5! & & EN "
Send GhrbHAlHDe] (Crl+Alb+Hnserk) ﬁundnck(mtﬁmmu) | | Fullscreen (Ctrb
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11. | Select a disk and memory snapshot with a description of “Installed SP1” and take disk and memory
snapshot
X Take Snapshot 7| x|
Marne: ISnapsth 3
CEREk Tnstalled SP1
Snapshot mode
" Snapshot the virkual machine's disks
= Quiesce the WM before taking the snapshaot (Windows onfy ) @
{* [Snapshot the wircual machine's disks and memory
Take Snapshot I Cancel |
12. | Select Snapshot 1 from the Snapshot tab and click Revert To...
- Unselect Snapshot the VMs current state
- Click Yes
X Revert To Snapshot EHE
Q Are wou sure you want bo revert to 'Snapshot 1'7
Reverting ko this snapshot will resert the WM back to the point in time that the
snapshot was created, and the current state of the WM will be last,
[ Snapshot the YM's current state and then revert
Yes Mo
13. Review VM Life Tree
Take Snapshot. ., Rewvert Ta,,. Actions  w Delete | View W |
Now

1] O

Windows 7 snapshot 3
Base 411952011 41972011
2:113:117 PM EEM01 PM

o

Snapshot 2
41912011

34735 PM
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Step Action

14. | Select a snapshot and click on the screen icon in the Details pane to review the “state” of the VM
based on the text file

Snapshot 3

Descripkion: Installed SP1
Type: Disks and memary
Tags: <Manez

Folder: <MNone>

Properties |

15. | Highlight all snapshots of the Windows.7 VM by dragging your mouse over them and click Delete

Q Connect to your XenServer host via an SSH client (PuTTY) and login to the console:

16. Launch a new SSH client OR duplicate an existing session of PuTTY from the Landing Desktop OR
reuse an open session window.

17. Create a snapshot of your Debian.Linux VM by running following command:

e.g. xe vm-snapshot vm=Debian.Linux new-name-label=snapshotl

Debian.Linux new-name-lsbel=:

Tip: Remember to use tab completion in the CLI

18. | Confirm snapshot has been taken correctly in XenCenter

2 _, @ 5

Debian.Li... Mow

Base 27 fnajz011
10:27:44
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19. | List snapshots via CLI by running the following command:

i.e. xe snapshot-list

Note: This command will list all snapshots within a pool.

20. Revert to a snap of your Debian.Linux VM by running following command:

e.g. xe snapshot-revert snapshot-uuid=[UUID of snapshotl]

—unid=ee40ledi-e

Note: Due to the disk-only snapshot taken previously the Debian.Linux VM will revert to a halted
(crash consistent) state.

Q Review VHD chain dependencies of a VM using the CLI:

21. Find the VDI which you want to review by running following command:

e.g. xe vdi-list is-a-snapshot=true name-label=Debian.Linux\ 0

#? rooti@ssts-001:~
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Step Action

22. | Find out which VDI/VHD file is the parent of the VDI we want to review by running the following
command:

e.g. xe vdi-param-list uuid=[UUID of snapshot VDI]

Note: From the above command we can see which VDI/VHD file is the patent in a chain.
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Step Action

23. | To view the VHD tree/chain for a virtual disk we can use the /var/log/SMlog by running following
command:

e.g. less /var/log/SMlog | grep SR—-A5

[}

<28044> 2011-09-27 04:31:09,.222521 {'Local Storage')] (21 VWDIs
VHD trees): showing only VHD trees that changed:
*52 6a06d7 (4. 000G/ 631 . 239M)
d9z2£9595 (4. 000G/ 12 . S00K)
g847delbh (4.000G/ 12 . S00K)

{21 VDIs

Note: In the above example we use the grep command to output only the matching pattern “SR”
and the following 5 lines.

Note: In the above example the 3 VDIs are listed in relation to the Debian Linux VM:
e *a26a06d7(4.000G/631.239M) = original parent disk
o d9219595(4.000G/12.500K) = current in-use R/W disk
e 847d61bb(4.000G/12.500K) = snapshot taken previously

END OF EXERCISE
Summary
Key The key takeaways for this exercise are:
Takeaways ¢  You will be able to create new and revert to VM snapshots.

¢  You will be able to create, revert and view snapshots via the CLI.

e You will be able to review VHD chain dependencies of a VM using the CLI.
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