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Introduction

INFORMATION IN THIS CHAPTER

Desktop Virtualization

Components of a Citrix VDI Solution
The Project-Based Approach

Desktop virtualization is a very broad topic, which can encompass various virtualization technologies.
This book is aimed at specifically addressing how to implement a virtual desktop infrastructure (VDI)
solution using Citrix XenDesktop.

This book is not meant as a definitive guide to any one of the technologies discussed in this book,
but sets out to tie the components together in a simple, easy-to-grasp manner. We certainly hope it
enables you, the reader, to accelerate through the discovery stage, straight through to implementing
your own proof of concept or pilot of the technology.

DESKTOP VIRTUALIZATION

Desktop virtualization has become a catch all phrase for various mechanisms that simplify the
management of the user’s desktop environment.

VDI is a concept that has been around for some years. The basic concept is to host the desktops in
the datacenter rather than on the user’s desk. This concept was pioneered by Hewlett-Packard about
5 years ago. The first iteration of the idea involved taking a rack of blade computers, and installing
Windows XP on each blade; users then accessed their assigned blade using a standard Microsoft RDP
(Remote Desktop Protocol) client. As a concept, it worked for some high-end requirements. The advent
of server virtualization into the mainstream has meant that we can now host 30+ desktops on a single
server,” such that this technology is now far more affordable. Figure 1.1 is a diagram of a basic VDI.

The Client Hypervisor is another desktop virtualization technology. The Client Hypervisor
entails installing a hypervisor on a laptop or PC, which is used to host one or more desktop operat-
ing systems. This technology should not be confused with “Type 2” hypervisors like virtual PC or
VMware workstation that execute on top of a guest operating system. This differs from a server
hypervisor insofar as it allows the guest operating system to be accessible from the device itself.

A Citrix has released test results of 130 virtual desktops on one 72GB dual socket, quad-core Intel Xeon x5570. Running
Windows XP guests at 512MB RAM per guest.

Citrix XenDesktop Implementation. DOI: 10.1016/B978-1-59749-582-0.00001-4 1
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FIGURE 1.1
A basic VDI layout.

This includes exposing peripherals like USB (Universal Serial Bus), LPT ports, and importantly the
graphics processing unit direct to the guest operating system. The user can thus access the guest
operating system (Windows 7, for example) as if it were locally installed. There are plans to dove-
tail this (currently beta) technology into VDI, such that you could access the same guest virtual
machine (VM) using the VDI-hosted mechanism, or even “check out” the VM by dragging the
whole VM virtual disk down to a laptop to make it available offline.

Depending on your point of view (or who you work for), Microsoft Remote Desktop Services
(RDS) — formerly called Terminal Services — Citrix XenApp, Presentation Server, or MetaFrame
is also regarded as a form of desktop virtualization. The difference between this method and VDI is
that the operating system used is shared by multiple users, and that it is implemented on a Microsoft
server rather than a Microsoft desktop operating system. Additionally, because the overhead of run-
ning the operating system is shared rather than requiring an individual instance per user, one typically
achieves a higher user density using RDS over VDI. Most organizations would benefit from having a
blend of both technologies, with RDS catering for minimal environment, task-based users, and VDI
providing a richer environment for the users with higher resource requirements. Microsoft has
included RDS CAL in its premium VDI suite, such that the user can connect to a hosted desktop
operating system, or a server operating system using RDS, or indeed both if required. Citrix, likewise,
both as part of desktop virtualization and their new XenDesktop 4 licensing model, allows the user to
use a hosted desktop operating system (XenDesktop) and also to connect to a server desktop using
their XenApp product, as part of the same licensing suite. For the sake of clarity, I will refer to the
Citrix VDI solution as XenDesktop, and to the RDS (Terminal Services) solution as XenApp,
although both products are included in the XenDesktop 4 license suite.

Desktop streaming is a further type of desktop virtualization. VDI and RDS are datacenter-based
solutions and the Client Hypervisor is client end virtualization, desktop streaming is a combination
of both. Desktop streaming involves mounting a virtual disk over the network to a physical device.
The device could be a normal PC or a diskless device. Based on the MAC address of the machine,
either you could choose a virtual disk to mount or the administrator could assign one to the MAC
address. Citrix Provisioning Server is a mature technology that Citrix acquired when they bought
Ardence back in 2006. Dell uses this technology as part of its “Flexible Computing Solution” and
refers to it as on-demand desktop streaming (ODDS). This technology can be used with physical or
even VMs! Citrix integrates the technology into its XenDesktop VDI solution, but it is important to
note that it can be used separately and is a valid solution in its own right.

Application virtualization is sometimes included in the definition of desktop virtualization —
whether you include it in the definition or not, it should most certainly be included as part of your
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implementation. Application virtualization products include Citrix XenApp streaming and Microsoft
App-V. Both products function in a similar way, instead of installing each application into the oper-
ating system, embedding themselves into the file system and registry, the applications are presented
with a virtual file system and a virtual registry, unique to that application. Streamed applications
work in an isolation environment. This means that applications don’t conflict with each other, and
they don’t need to be installed in order to execute. Decoupling the application from the host operat-
ing system means we greatly simplify the application management on our desktop. This modular
approach means that we can easily build out complex and unique guest environments from
commonly used building blocks.

Virtual Profiles is another component commonly used within the framework of desktop virtualiza-
tion. Virtual Profiles fits into the category of “complementary technology.” Virtual Profiles is an
extension of the roaming profile concept. Roaming profiles is essentially the ability to centralize the
user settings on a file share, Virtual Profiles extends this capability to include files and registry keys
not traditionally included in the users settings. Virtual Profiles also includes sophisticated mechanisms
for managing user settings, including the ability to merge settings from multiple user sessions, and
to do intelligent conflict handling. Virtual Profiles provides a more robust solution for handling a
situation where users may have multiple access mechanisms to access their working environment.

COMPONENTS OF A CITRIX VDI SOLUTION

The Citrix approach to VDI is a layered, modular approach. This approach allows you to leverage
different technologies at each layer, when composing the overall solution (see Figure 1.2).

(7))

5. Virtual Desktop
Delivered to Client Q

4. Virtual Profile

3. Virtual Applications ‘ .l
‘ | 2. Provisioning Server

Virtual Disk
H Hypervisor
1.

Hypervisor

FIGURE 1.2
Conceptual diagram of the complete solution.
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Multiple guest VMs hosted on server hardware.
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FIGURE 1.4
Provisioning server providing a virtual disk.

Starting at the server hardware level, the Citrix solution is hypervisor agnostic. The hypervisor
may be Citrix’s XenServer, Microsoft’s Hyper-V, or VMware’s ESX/vSphere (see Figure 1.3).

Next, you make use of Citrix’s provisioning server to mount a virtual disk into the VM — this
technology is the one most people are unfamiliar with — it allows you to use one virtual disk to
boot multiple VMs simultaneously, thus dramatically reducing storage requirements. The greatest
benefit is that you manage one desktop image for multiple users — you have guaranteed consistency
across the desktop pool, and updates and patches are applied to one common use instance. The pro-
visioning server acts as a “clever” file server, sharing a VHD format virtual disk, the workstations
mount the .vhd file as their hard disk (see Figure 1.4).

Virtual applications are then “delivered” into the user’s desktop based on their user credentials.
These applications can be installed dynamically, and can integrate user-installed applications.
Virtual Profiles then inject the users’ application and environment settings. The virtual desktop is
then delivered to the end point over a presentation layer protocol. High Definition User Experience
(HDX) includes the Citrix ICA protocol and the other technologies built around ICA to connect
peripherals and deliver content to the end point.

THE PROJECT-BASED APPROACH

This book has been structured in such a way that you could run a XenDesktop project by simply
following the chapters one by one. The “step-by-step” approach to the installation and configuration
sections is meant to give you, the implementer, the information and the visual cues of the dialog
boxes to successfully perform the implementation. We have tried to arrange the information — as far
as possible — in such a way that you can omit sections not relevant to your project. The scope
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of every project is different, but we hope this gives you a basic framework from which you can
extrapolate your own project.

“User profiling” will normally precede a project of this nature. In almost every company, there
will be a mix of technologies used to cater to the different needs of different groups of users. This
book presumes that either “user profiling” has already been done, or that your proof of concept
environment will highlight the groups of users that it would benefit the business to move onto
virtual desktops.
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Installation of the Broker — Desktop
Delivery Controller

INFORMATION IN THIS CHAPTER

How the Desktop Delivery Controller Works
DDC Installation
Active Directory Integration

HOW THE DESKTOP DELIVERY CONTROLLER WORKS

The Desktop Delivery Controller (DDC) is the core technology used to couple the XenDesktop
components together. The DDC is effectively the traffic controller, directing the user to their
assigned desktop based on their user credentials (see Figure 2.1).

The XenDesktop technology has drawn from the Citrix XenApp technologies. In the context of
XenApp, the users are mapped to assigned applications, whereas in XenDesktop, they are mapped to
assigned Desktop Groups. The most notable difference is that the components being assigned are not
resident on the machines doing the brokering. The Citrix “Farm” mechanism remains largely the
same, but the portion being “presented” to the users — a Windows desktop operating system — had to
be rebuilt. The Virtual Desktop Agent components are designated as “PortICA” in some of the regis-
try settings. This is because the ICA (Independent Computing Architecture) protocol” was “ported”
from Windows server to Windows desktop operating systems. It may be useful — for those familiar
with XenApp — to think of it in terms of the XenApp management components remain on the DDC,
but the ICA stack has been moved to a Windows XP, Windows Vista, or Windows 7 workstations.

Multiple virtual desktops are installed on a physical server; these virtual desktops have a Virtual
Desktop Agent installed on them. The Virtual Desktop Agent registers with the DDC.

Figures 2.2 and 2.3 illustrate how the components interact.

The Virtual Desktop Agent queries Active Directory for the DDC address.

The Virtual Desktop Agent then registers the virtual desktop as available for use.
The user requests a virtual desktop from the DDC.

The controller returns the connection information.

The virtual desktop launches to the user.

aghrwnN=

AThe ICA Protocol is a presentation layer protocol, which allows a Windows desktop to be accessible over a network.
ICA transmits screen updates to the end point and receives keyboard and mouse clicks from the end point.

Citrix XenDesktop Implementation. DOI: 10.1016/B978-1-59749-582-0.00002-6 7
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Client Desktop Delivery Desktop
Controller

FIGURE 2.1
The Desktop Delivery Controller.

1. Virtual Desktop Requests List
of Desktop Delivery Controllers

2. Virtual Desktop Registers with XenDesktop

Active Directory Domain

Citrix XenDesktop

Virtual Desktops

FIGURE 2.2
Virtual desktop registration.

It is important to note that the DDC brokers the connection, but once the connection is
established, the communication is directly between the user’s device and the virtual desktop. If the
DDC is rebooted, it would not affect the connected sessions.

A single DDC can broker literally thousands of virtual desktops. A recent whitepaper cites
scalability testing of three DDCs managing a farm of 6000 virtual desktops.® (4vCPU 4GB RAM
per controller), two of the servers were configured to perform registrations, one to act as only a
farm master. Most environments will include at least two DDCs, providing load balancing and
failover.

B“Delivering 5000 Desktops with Citrix XenDesktop.”
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[
3. User Requests a Virtual Desktop from

the Desktop Delivery Controller Citrix XenDesktop

4. The Controller Rgturns the Connection Information

User

0 p———
5. The Virtual Desktop Launches to the User
§

Virtual Desktops

FIGURE 2.3
Connecting to a virtual desktop.

FAQ
Physical or Virtual?

The DDC is a fairly light load and can be comfortably be run as a virtual machine (VM) on the hypervisor
infrastructure.

The very simplest proof of concept can be conducted with two PCs — one configured with
a desktop operating system and the other configured with Windows Server 2003 and the DDC
software. This can be a quick and effective way of demonstrating the performance when connecting
to a remote workstation. The workstation could be a physical machine or a VM.

Prerequisites

Important Considerations

1. The user account performing the installation must be a local administrator on the server. If an
enterprise database is being used, it should also be db_owner of the database.

2. Only Windows Server 2003 is supported for the DDC. The version can be SP2 or R2, (System
Center Virtual Machine Manager [SCVMM] requires R2 for Hyper-V integration). Both x86
and 64-bit versions are supported. This will change with the next release, but not yet at the time
of writing.

3. Terminal Services in application mode must be installed — otherwise, you will be prompted for
the Windows 2003 CD during installation to add this component.

The DDC is based on the XenApp software, and this is a legacy link to XenApp.
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4. 1IS must be installed — otherwise, you will be prompted for the Windows 2003 CD during
installation to add this component.

5. Install NET 3.5 SPI and all the latest Windows Updates.

6. Install JRE 1.5.0_15 - this can be found in the Support folder off the root of the XenDesktop
Media.

The Microsoft Updates to the .NET Framework have introduced significant scalability
improvements.
For Hyper-V only,

7. Install the SCVMM Administrator Console on the server before installing the Citrix DDC
software. If the SCVMM Administrator Console isn’t installed, only the XenServer and
VMware hypervisors are available for integration.“

SQL Express or an Access format database is sufficient for a proof of concept. A pilot or pro-
duction should make use of an Enterprise Database, which can be easily backed up and restored as
required.

8. Microsoft SQL 2000 or 2005, or Oracle 11 g Release 1 — Microsoft SQL 2005 is recommended.
Microsoft SQL 2008 was not officially supported at the time of writing — it does indeed work
with the backward compatibility pack, so I would be comfortable using it for a proof of concept
system, but not for a production system.

9. The installer user account must have db_owner rights to the SQL database. We recommend a
service account be used for this purpose in production environments.

TIP

Ask the database administrator in your organization to create a database for you. Installing a separate SQL Server
will incur extra licensing costs, and probably also annoy the database administrator! It is a small (less than 100 MB),
low-impact database that can very easily coexist with other databases on an SQL Server.

Provisioning server requires Microsoft SQL 2005 or Microsoft SQL 2008 if you wish to use the
same database server; at the time of writing, we would recommend Microsoft SQL 2005. Check the
Citrix Web site for the latest support, the latest XenApp release is geared toward SQL 2008, and
XenDesktop support may well be included by the time this goes to press.

DDC INSTALLATION

To obtain the software, log in to www.mycitrix.com and select Downloads | XenDesktop.
The XDS_4_0_0_dvd.ISO file is more than 1 GB in size, so this is definitely something you
want to start downloading the day before your implementation.

If you decided to add Microsoft Integration after installation, Add/Remove Programs | Citrix Pool Management |
Change | Modify | Add Microsoft SCYMM Plug-In.
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If IIS is not installed, you will be prompted for the Windows Server 2003 disk and IIS will be
installed. By default, the Setup program will install Web Interface on every DDC.

DDC Installation — Step by Step

1. Mount the XenDesktop 4 DVD on your server.

2. The DVD should autorun, if it doesn’t, click autorun.exe in the root of the DVD.

3. Click Install Server Components (see Figure 2.4).

4. Change the radio button to accept the license agreement, and click Next (see Figure 2.5).

You may choose to deselect the Citrix License Server (see Figure 2.6). There is only one license
server per farm. For a proof of concept environment, we would recommend that you install all the
components on a single server.

il 5/ Citrix Desktop Delivery Controller 4.0 2] =]

Citrix Desktop Delivery Controller 4.0

Welcome

Thig is the installation program for Citrix Desktop Delivery Cantraller. From here you can
install components of the product ar learn maore about how to install and use it

Yiew Welcome Note
“Wiew this document to access links to Citrix ©enDesktop documentation.

Install Server Components
Selectwhich of the essential Citrix ¥enDesktop server components to install.

Install Optional Components
E’ Install the optional ar advanced components of the Deskiop Delivery Cantraller,

FIGURE 2.4

Installing server components.
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lCitrix Desktop Delivery Controller 4.0 ciTll!x J

CITRIZ® LICENSE AGREEMENT 3

This is a legal agreement ("~ AGREEMENT™) between wou, the Licensed User, and Citrix
Srstems, Ine, Citrix Systems International GmbH, or Cittix Systems Asia Pacific Pty
Ltd Your location of receipt of this product or feature release (both hereinafter
“PRODUCT™ or technical support Chereinafter “SUPPORT™) determines the providing
entity hereunder (the applicable entity is hereinafter referred to as “CITRIZ). Citrix
Systems, Inc., a Delaware corporation, licenses this PRODUCT in the Americas and
Japan and provides SUPPORT in the Americas. Citrix Systems International GmbH, a
FSwizs company wholly owned by Citrix Systems, Inc, licenses this PRODUCT and
provides SUPPORET in Europe, the Dliddle East, and Aftica, and licenses the
FEODUCT in Asia and the Pacific (excluding Tapan). Citrix Systems Asia Pacific Pty_l

T4 swcrridnn STTDDODT e b onin ced dle Doaifa foo

[T Y o, F TR N G

% T accept the license agreement

1 do not accept the license agresment

= Back Mext = Cancel

FIGURE 2.5

Accepting the license agreement.

LCitrix Desktop Delivery Controller 4.0 CiTIl!X J

Select Components

Select the camponents ka inskall on this server. All components need ko be installed on at least
one server in a Farm,

Citrix Deskbop Delivery Controller
Cikrix Management Consoles
Cikrix License Server

A description is displayed here when you select a component.

= Back Cancel

FIGURE 2.6

Selecting components to install on the server.
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LCitrix Desktop Delivery Controller 4.0 ci'rn;x ]

Create or Join a Farm

Servers running Citrix Deskbop Delivery Controller are grouped inta Farms,

If this is the First contraller ta be installed in a Farm, click Create new Farm. To join an existing
Farm, click Join existing Farm.

% Create new farm

Tvpe a name for the Farm: I Derma Farm|

" Join existing Farm

Tirpe the name of; the First controller in the Farm: I

< Back | Mext = I Cancel

FIGURE 2.7
Creating or joining a farm.

For a live/production environment, it is advisable to install the Citrix License Server on a
separate server. The Citrix License Server should preferably reside on a server that is not acting
as a DDC. A server that is not subject to down time is ideal; a dedicated VM is commonly used.

5. For the first DDC in your organization, type in the name of the XenDesktop Farm” and click
Next (see Figure 2.7). This section covers creating the first DDC.

If you are adding a second or subsequent DDC, select Join existing farm — “Type the name of
the first controller in the farm” this will fetch all the configuration settings — including the Active
Directory configuration and replay those setting for your additional DDC.

6. Select the correct edition that you have purchased, or plan to purchase. If you are evaluating
the software, select Platinum Edition — you can choose if you need all the features later
(see Figure 2.8).

7. The dialog box shown in Figure 2.9 could be a bit confusing; it doesn’t refer to using an
existing database, but rather a database server. By this they mean a separate database server,
like an SQL Server. For a proof of concept, we recommend that you leave this blank and skip
down to Step 15, and for a live/production environment, use an enterprise database server in
your environment — such that it is simple to both back up and restore your farm settings.

The SQL Server option is available — Oracle would only appear in the drop-down list if the
Oracle client were installed (see Figure 2.10). The following steps are for a Microsoft SQL database.

DFarm — Citrix uses the term farm to designate a group of DDCs. The farm will load balance tasks among the servers, the
farm also serves as a high availability mechanism — if any of the DDCs were to fail, the XenDesktop virtual workstations
would automatically be redirected to another controller in the farm to take over the role of managing the workstations.
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Citriz Desktop Delivery Controller Setup
- . . -
lCltrl)-: Desktop Delivery Controller 4.0 (:ITII_!X‘J
Specify Farm Edition
Specify the Citrix product edition Far this Farm. The edition you seleck musk match your license
entitlement. Ensure you selack the same edition when installing other Citrix product cormpanents.
" Express/vDI Edition
 Enterprise Edition
 Platinurn Edition
Wisit wvww, citriz.comyxendesktop For information on current praduct affers.
| Mexk = I Cancel
FIGURE 2.8
Selecting the farm edition.
Citriz Desktop Delivery Controller Setup
- . . -
lCltrl)t: Desktop Delivery Controller 4.0 CITRIX' J
Dptional Server Configuration
B default the controller that creates the Farm hosts the data store, but vou can use an existing
database server instead. All controllers must be installed with the same database settings.
[~ Lse an existing database server
= Back | Next = I Cancel
FIGURE 2.9

Choosing

SQL express or an enterprise database.
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Citrin Desktop Delivery Controllersetp |
LCitrix Desktop Delivery Controller 4.0 CiTIl!XJ

Database Configuration

Select the database server bype that hosts the main configuration database (data store):

S0L Server j

Click Configure ko set up the ODBC connection to an existing database:

I (Mo database configured)

< Back. Tk = Cancel

FIGURE 2.10
Enterprise database configuration.

8. Click Configure.
9. This brings up a standard Microsoft ODBC (Open Database Connectivity) dialog box (see
Figure 2.11). Select the appropriate SQL Server.
10. Select the authentication type, Windows NT authentication is most commonly in use
(see Figure 2.12).
11. From the drop-down list, select the database that the SQL administrator has created for you
(see Figure 2.13).
12. Click Finish (see Figure 2.14).
13. Click Test Data Source... to verify connectivity (see Figure 2.15).
14. Click OK (see Figure 2.16).

You have now created a file-based DSN (data source name). To check the setting, you can
read the file using notepad or a text editor: C:\Program Files\Citrix\Independent Management
Architecture\MF20.dsn

15. Click Next (see Figure 2.17).

If all of the Windows prerequisites aren’t installed, the following pops up: Figure 2.18
Steps 16 through 18 are only required if the Windows prerequisites aren’t met.

16. Unmount your XDS_4_0_0_dvd.ISO and mount the Windows 2003 .ISO that was used to
install the base operating system, and click OK (see Figure 2.18). Windows will then install
the components (see Figure 2.19).

17. Remount the XDS_4_0_0_dvd.ISO, and click OK (see Figure 2.20).
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Create a New Data Source to SOL Server E

Thig wizard will help you create an ODBC data source that you can uze to
connect to SOL Server.

YWwhat name do you want to uze to refer to the data source?

Mame: [MF20.dsn

How do you want to describe the data source?

Description; |

“Wwhich SAL Server do you want to connect to?

Server

Finizh I Mesit > Cancel Help

FIGURE 2.11

Creating an ODBC connection.

Create a New Data Source to SOL Server

Haowe should SOL Server verify the authenticity of the login ID?

& Aafith windows MT authestication uzing the nebwark login 1D

With SOL Server authentication uzing a login 1D and password
entered by the uzer,

To change the network library used to communicate with SOL Server.
click Client Configuration.

Client Configuration...

Lonnect to SEL Server to obtain default setings far the
I i . : ;
additional cenfiguration options.

Lty [0 |administlat0r

Bassword: I

< Back I Hest » I Cancel Help

FIGURE 2.12

Configuring database authentication.
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=]

Iv iChange the default database to:

I Aftach database filename:

7 LCreate tefparany stored pronedures for prepared SEL statermsmts
anddrom e stored procedunes

& [rlwhen o discorpent

v digoonnech and:se approptiate WhlE oL are
connestad.
v Use ANSI quoted identifisrs,
W Use ANS| rulls. paddings and warrings.
Hee the falover B Senveril thegrmany SHL Bepver s ot
Al abls:

< Back I et » I Cancel Help

FIGURE 2.13

Database selection.

“Craate a N Data Sourca 19 QI Sarvor =]

.

[~ Change the language of SOL Server systern messages ta:

IE: iigflski ;I

[™ Use strong encrphion for data

v Peram translation for character data

w Usge regional settings when outputting curency, numbers, dates and
tiress, ' '

[~ Save long running queries ta the log file:

|EhaUEsy LOG Hrowze |

Long query time: thiilliseconds]:

I~ Log ODEC diiver statistics to the log file:

Ii_ NSTATS LER

< Back | Finizh I Cancel Help

FIGURE 2.14

Finalizing database settings.
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ODBC Microsoft SOL Server Setup SOL Server ODBC Data Source Test
A new DDBC data source will be created with the following - Test Result
configuration;

Micrasolt SOL Server ODBE Driver Version 03817713 Mmoo See OOk i et G e i

Bats Source Hame: Runnihg connectivite bests.
[rata Source Description;
Server

[atabase:

Language: [Diefault]

Tranzlate Character Diata: ez
Lertbng Hueieg Hosfes Ho TESTS COMPLETED SUCCESSFULLY!
Log Dirwer Statiztics: Mo

Use Integrated Security; No

Use Regional Settings: Mo

Prepared Statements Option: Drop temporary procedures on
disconnect

Use Failover Server: Mo

se ANS| Quoted |dentifiers: Yes

Use ANSI Null, Paddings and Wamings: Yes

[rata Encrpption; Mo

Attempting connechion
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FIGURE 2.15 FIGURE 2.16
Testing the data source. Test results dialog box.

Citris Desktop Delivery Controflersetwp |
élCitrix Desktop Delivery Controller 4.0 CiTll!X J

Start Installation
Click Mexk to skart the installation,

Mote that a restark may be required near the end of the installation, but installation will continue
automatically when you log on again.

= Back Cancel

FIGURE 2.17

Initiate installation.
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Insert Disk

(3 Please insert the Compact Disc labeled 'Service Pack 2
=] CO-ROM' inta your CO-ROM drive [0:) and then click
oK.

Cancel

“Y'ou can alzo click OK if you want files to be copied
from an altemate location, such as a floppy disk or a
network, server.

FIGURE 2.18
Windows 2003 media.

i Windows Components Wizard ]

| Configuring Components
Setup iz making the configuration changes pou requested.

Fleaze wait while Setup configures the componentz. Thiz may take
several minutes, depending on the components selected.

Statuz:  Installing Internet Infarmation Services..

e |

< Back et

FIGURE 2.19

IIS installation progress.

Citrix Desktop Delivery Controller Setup E

'E The 32-bit English installation media for Citrix XenDeskkop was not found at 'D:iwzk3len’, Please make the media accessible at that location and select Ok,
*

To continue installation with media at a different location, select Cancel and run setup, exe from the new installation media location,

Caneel

FIGURE 2.20
Mount XenDesktop media.
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18. Click Yes to restart the server following the Windows component installation (see Figure 2.21).

You may need to launch the autorun.exe again if it doesn’t launch automatically. If you have
reached this stage, you may be drumming your fingers on the table waiting for the .Net 3.5
framework to install — yes, it does take a while!

19. The dialog box shown in Figure 2.22 appears six times, click Continue Anyway for each.
There are three universal drivers (and three hotfixes). The drivers being installed are the Citrix
Universal Printer drivers, which have not been digitally signed.

20. The server requires a further restart to complete your installation (see Figure 2.23).

Restart Computer

"_-. It is necessary ko restart your computer ko continue the installation,
LJ
‘When the computer has restarted, log on as the current user ko continue with the installation. IF the Cikrix Deskbop
Delivery Controller setup program does not restart automatically, run the setup program again from the installation
media.

Do vou want to reskart the computer now?

FIGURE 2.21
Restart dialog box.

IHardware Installation '

| E The software you are inztalling for thiz hardware:
]

Frinters

haz not pazsed Windows Logo testing to werify itz corpatibility with
this wersion of Windows. [Tell me why this testing is important]

Continuing your installation of thiz software may impair
or destabilize the comrect operation of your system
either immediately or in the future. Microsoft strongly
recommendsg that you stop thiz installation now and
contact the hardware vendor for software that has

| passed Windows Logo testing.

LContinue fnpmaay

FIGURE 2.22

Unsigned drivers installation.




DDC Installation 21

Restart Computer
'E It iz noceszary ko restark your compuber ko continue the installation.
tWhen the computer has restarted, 10g on as the current Ussr to continue with the installation. Tt the Gitrix Desktop Delivery Controller setup program does nat restart autamaticall, run the setup program again from the instalstion
media.

D yuu wrenil L restarl Une Loimpuler nuw?

FIGURE 2.23

Server restart.

DDC Installation Recommendations for Large Farms

IS running on every DDC will place unnecessary load on the DDC.
Recommendation: For larger farms, run Web Interface on separate load-balanced Web servers.

TIP

To prevent |IS and Web Interface being installed on every server, run the setup.exe program from the command
line with the —nosites switch. For example “D:\w2k3\en\setup.exe —nosites”

Recommendation: For performance, it is better to point the Web Interface Servers at the member
servers than at the farm master. This reduces load on the farm master.

Dedicated Farm Master for Large Farms
Recommendation: In larger sites, dedicate a server to act as the farm master. Having a dedicated
farm master allows it to better process connections.

ETo configure a farm master, change the following registry keys:

HKLM\Software\Citrix\IMA\RUNTIME\UseRegistrySetting
DWORD=UseRegistrySetting
Value=1

that enables the use of the registry key, then

HKLM\Software\Citrix\IMA\RUNTIME\MasterRanking
DWORD=Value
Value=1 indicates ‘Master’,2 indicates ‘Backup’3 indicates ‘Member’, and 4 indicates

‘STave Only’
Set the Value of MasterRanking to “1” and restart the server.

In order to offload the work on to the member servers, the registry needs to be changed such
that the farm master is responsible for fewer registrations

HKLM\Software\Citrix\DesktopServer\MaxWorkers
DWORD=Value

ESee Citrix Knowledge Base Article CTX 117477 for more details.
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Set the value to a lower number than the member servers. This can be set to zero such that it
doesn’t process any registrations, but caution should be exercised; you must understand that you
are disabling it from processing registrations, and if you only have two DDCs, this could give you
a resiliency issue.

Recommendation: Set this value to zero — if you have two or more member servers in addition
to the farm master.

ACTIVE DIRECTORY INTEGRATION

The Active Directory Wizard can be used to integrate your XenDesktop Farm with Microsoft
Active Directory.

The question most often asked is “Why?” XenDesktop uses Active Directory to present a list of
DDCs to the virtual workstations. If any one of the DDCs were to fail, the workstations could
query Active Directory and attach to an alternative DDC within a matter of seconds. This is a high
availability mechanism that means your broker is highly resilient.

The second question is that of risk, the Active Directory Administrator in any environment
wants to be absolutely sure that this will not have an adverse effect on Active Directory. The most
important point to convey is that it does not update the Active Directory Schema. So what does it
do? It creates a number of objects in a designated organizational unit (OU) of your choice.

Inside the OU it creates a Controllers Security Group, which contains the machine accounts of all
the DDCs. The Controllers Security Group is used for security purposes, virtual desktops will only
register with servers in this group. It creates a Service Connection Points (SCP) object” called “Farm
SCP” (see Figure 2.24). This contains the name of the farm. If your organization has more than one
XenDesktop environment, when installing the Virtual Desktop Agent, you will have an option of which
farm the desktop belongs to. It also creates a container called “RegistrationServices” — whenever a new
DDC is added to the farm; its objectGUID is added to the RegistrationServices container. That’s a lot
of information; however, you will no doubt have to give it to the Active Directory Administrator before
you are allowed to run the Active Directory Wizard.

The Active Directory Configuration Wizard could either be run by a domain administrator
(using runas, for example) or the domain administrator could delegate you permission to the parent
OU - you need CreateChild permissions on the parent OU.

AD Integration — Step by Step
1. Launch the Active Directory Configuration Wizard: Start | Programs | Citrix | Administrative

Tools | Active Directory Configuration Wizard (see Figure 2.25).
2. Click Next (see Figure 2.26).

FSCP objects are Service Connection Points. SCP objects are used to publish services in Active Directory. They are used
to locate services or information about services. Microsoft Exchange and Microsoft SQL can also make use of SCP
objects.
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Organisation Unit
Parent OU .
Security Group

B R OU = XenDesktop OU Service Connection Point

e e esaaann @ CN = Controllers Container

T I:l CN = Registration Services

Service Connection Points
for Each Desktop Delivery

e D CN = <GUID of DDC2> Controller

e |:| CN = <GUID of DDC1>

FIGURE 2.24
Active Directory XenDesktop farm objects.
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FIGURE 2.25

Active Directory Configuration Wizard start menu item.
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{E) Active Directory Configuration Wizard

. i Citrix Desktop Delivery Controller 4.0
CITRIX

Active Directory Configuration Wizard

Thiz wizard will guide you through the Active Directory [A0]
configuration required for the successful operation of Citix Desktop
Delivery Controller.

Thiz procesz includes:

- Default population of the A0 Organizational Lnit [OL]

- Registration of controllers

Click Mext ta begin.

LCancel

FIGURE 2.26

Active Directory Configuration Wizard.

(@) Active Directory Configuration Wizard

Citrix Desktop Delivery Controller 4.0 CiTR!X‘

e

Configure Farm OU in Active Directory

Select an exizting Active Directory OU uzing the Erowse button. Y'ou can either uze thiz az your
farmn OU or create a new farmn 0L within it.

Select OL
IDU:Eitri:-: #endesktop,0U=Citrix,DC=citrixza.DC=net Browsze |

™ Cieate fam OU within the OU selected above

< Back Mext » LCancel

FIGURE 2.27

Active Directory OU selection.
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3. Click Browse to navigate to the correct location within the Active Directory. If the OU
you have been assigned has already been created, select the OU and click Next (see
Figure 2.27).

4. If the OU has not been precreated, and if you have sufficient permissions, you can select the
check box Create farm OU within the OU selected above and create the OU in the required
location. Enter the OU name and click Next (see Figure 2.28).

5. Click “Add Local Machine” and click Next (see Figure 2.29).

TIP

If you need to change the OU for any reason, you will need to select all the DDCs in your farm and the wizard
will reconfigure the settings for all the DDCs.

6. Click Finish (see Figure 2.30).

i,lil'lnctive Directory Configuration Wizard

Citrix Desktop Delivery Controller 4.0 CiTIl!X'

Configure Farm OU in Active Directory

Select an existing Active Directory QU using the Browse button, *'ou can either use thiz as pour
farm OU or create a new farmn 0L within it.

Select OU

IEIL|=DemD,DC=citri:-:$a,Dl:=net Browse |

IV Ereate fam OO within the Ol selecied above

|Dem0 Farm

< Back Mest » LCancel

FIGURE 2.28
Create a farm OU.
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B) Active Directory Configuration Wizard
. . . Lt L]
_LCItrI)( Desktop Delivery Controller 4.0 CITRIX |
Select Controllers
Select any computers pou want to act az controllers. IF pou selected a pre-configured OU on the
previous page. a list of existing controllers will be shown below.
4dd Local Machine |
iCITRI=AEIDEMO Add
Hemowve |
< Back Mest > LCancel
FIGURE 2.29

Add Desktop Delivery Controllers to the farm.

&l Active Directory Configuration Wizard

. ¢ Completing the Active Directory
CITR!X Configuration Wizard

The following configuration will be apphed when you chck Fnish,

14D Setup will perform the following tasks -

Initializing Fam OU

0U=Dema Fam

Fam SCF' SCP
‘Controllers’ Group
RegistrationS ervices' OU

Copy To Clipboard |

<gack | grish | gancel |

]

FIGURE 2.30

AD setup verification.
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Common issues are as follows:

1. Insufficient permissions will result in the Active Directory Wizard failing.

2. Computer account — If the DDC is configured as a VM, check the event log for domain type
errors. If neccessary, re-add the DDC to the domain.

3. Time sync — The VM should be time syncing to the domain, not to the hypervisor (XenServer/
Hyper-V/VMware).

SUMMARY

In this chapter, we dived straight into the installation of the Citrix Virtual Desktop broker.
We briefly covered how the DDC mechanism actually works, and then we looked at the practical
installation steps. The integration of the DDC with Microsoft Active Directory ties the broker to the
authentication mechanism. We covered how the Active Directory integration works, and then we
stepped through the process of integrating XenDesktop with the Active Directory.



CHAPTER

Configuring the Desktop Delivery
Controller

INFORMATION IN THIS CHAPTER

Basic Configuration Settings

The configuration section is separated into two parts, the basic settings are enough to get you to the
stage of being able to remotely attach to a virtual desktop, the advanced settings covers configura-
tion that may or may not be necessary depending on your environment.

Some of the advanced configuration settings have dependencies on the interaction with the
hypervisor. Consequently, I have structured this such that we perform the basic configuration set-
tings first, and then install a virtual instance on the hypervisor of choice, then subsequently address
some of the more advanced settings.

After the XenDesktop software has been installed, you may have noticed two errors in the event
logs, the first regarding the configuration of the Active Directory OU (Organizational Unit), which
we dealt with in the previous section, and the second error regarding the license server, which we
deal with in this section. The Citrix License Server should be familiar to a lot of readers who are
already working with Citrix technology.

BASIC CONFIGURATION SETTINGS

The following configuration tasks are all that is required to do a very basic connection to an indivi-
dual desktop. It is preferable to confirm the functionality of the Desktop Delivery Controller (DDC)
at this stage, before we introduce the hypervisor layer. It is also simpler to troubleshoot any issues
with a very basic setup.

This section also serves as a template for those wanting to do a very basic demonstration of how
a virtual desktop functions.

Performing an Initial Discovery — Step by Step

The first task we have to perform is to check that the software is functioning correctly.

Citrix XenDesktop Implementation. DOI: 10.1016/B978-1-59749-582-0.00003-8 29
© 2010 Elsevier Inc. All rights reserved.
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FIGURE 3.1
Checking the software.

1. To do this, select Start | All Programs | Citrix | Management Consoles | Delivery Services
Console (see Figure 3.1).

NOTE

The Delivery Services Console is the new name for the Access Management Console (see Figure 3.2).

2. Click Next (see Figure 3.2)
3. Click Next (see Figure 3.3).
4. Click Add Local Computer — this will add the machine you are working on to the discovery list.

If you have only one Desktop Delivery Controller, jump to Step 7.
5. Click Add (see Figure 3.4).
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FIGURE 3.2
The discovery wizard for the Delivery Services Console.

6. Enter the hostname(s) of the other Desktop Delivery Controllers, and Click OK (see Figure 3.5).
7. Click Next — The discovery will now start (see Figure 3.6).
8. Click Finish — Any errors would appear in the Description Pane (see Figure 3.7).

NOTE

The discovery is automatically performed each time you open the Delivery Services Console. There will be the
facility to cache this information in the following version of the product.

TIP

There are two main reasons that a discovery might fail. First, confirm the name you are trying to discover is
correct. If you execute a ping <servername> and the name doesn’t resolve correctly, then you need to check
the DNS (Domain Name System) settings. Second, check whether all the Citrix Services on the target Desktop
Delivery Controller are functioning, and if necessary, start the services.
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o igure and run discovery

| CITRIX
e e e e e e s e
Select Products or Components

Select the productz or components in pour deployment that contain the items pou want discovery

Steps to search for.
v "Welcome Products or components;
» Select Products or = B Citrix Resources

[FIE> Configuration Tools

Components
@ Desktop Delivery Cantraller

Configure Discowveny

Dizcovery Progress

Cancel |

< Back

FIGURE 3.3

Selecting products or components.

This console should have a very familiar look and feel to Citrix engineers (see Figure 3.8). It is
based on the old Access Management Console, but instead of publishing applications, you are now
publishing desktops. The Access Management Console has now been renamed the Delivery Ser-
vices Console within XenApp 5 too, so as to better align the products.

Configure the XenDesktop License Server — Step by Step

This section steps through adding your license file to your license server. If you haven’t as yet
obtained your license file, see Chapter 12, “Implementing Virtual Profiles into the Virtual Desktop,”
for details.
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FIGURE 3.4

Selecting a controller.

FIGURE 3.5

Add Controller
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Add Controller dialog box.
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Steps
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Desktop Delivery Controlles
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Cancel |

FIGURE 3.6

P

review Discovery.

NOTE

The License Console interface is being completely redesigned, and this will affect the next version of XenDesktop.
The new license server is covered in the appendices.

WN

. Select Start | All Programs | Citrix | Management Consoles | License Management Console

(see Figure 3.9).

. Click Configure License Server (see Figure 3.10).
. Select Copy License file to this license server (see Figure 3.11).
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FIGURE 3.7

Discovery progress.

4. Browse to the location of your license file. Click Open, and then click Upload (see Figure 3.12).

Overdraft is a new addition to the License Console (Figure 3.13). This column shows you if
your licenses are “overdrawn.” Citrix has added an overdraft to the license model to leave 10%
headroom to allow for staff churn (leavers and joiners).

5. Open the Desktop Delivery Controller. Right-click on your Farm name | Modify farm
properties | Modify license server properties (see Figure 3.14).

6. Specify the License Server Name or IP (Internet Protocol) Address, and click OK. Using a
hostname is preferred while using a clone in a disaster recovery site (see Figure 3.15).
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FIGURE 3.8
Delivery Services Console.

FAQ

How long can the license server be off before my servers leave the grace period? The grace period is now either
720 h or 30 days. It is, however, not a desirable state to have your farm in, as it could potentially cause issues.
New servers need to register with a license server at least once before they can enter a grace period. | would
recommend having HA (High Availability) enabled on the license server if it is a virtual machine, and for disaster-
recovery scenarios, a cold standby clone (i.e., same hostname) that is an exact copy of the license server —
perhaps with the exception of the IP address if the disaster recovery site uses a separate subnet.

Install the Virtual Desktop Agent on a Test Workstation — Step by Step

You require at least one test workstation to test the functionality of your Desktop Delivery Control-
ler. I advise installing this on a laptop or a desktop that is part of the target domain. I like to install
the agent on an existing machine as it is already part of the domain and has the end users applica-
tions already installed — but mostly because it makes a really nice demo.

If you do not have a suitable workstation available, skip forward to Chapter 4, “Installing the
Virtual Desktop,” and install a suitable workstation on the hypervisor of your choice.
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FIGURE 3.9

Selecting the License Management Console.

NOTE

You will need administrative rights on the workstation in order to install the agent.

1. If you have cut the XDS_4_0_0_dvd.ISO to a physical DVD, you can just place that in the
DVD drive of the workstation. If necessary click on the autorun.exe on the root of the DVD.
The autorun automatically detects the guest operating system and launches the correct .msi file
(see Figure 3.16).

Otherwise, it is perhaps simpler to copy the relevant “XdsAgent.msi” file to your workstation.
Navigate to the DVD mounted on the Desktop Delivery Controller.

If your workstation is 32 bit, copy <driveletter>:\w2k3\en\VirtualDesktop\XdsAgent.msi
(if you are unsure whether it is 32 or 64 bit, use this file), to your workstation.

If your workstation is 64 bit, copy <driveletter>:\x64\en\VirtualDesktop\XdsAgent.msi
to your workstation.

2. If the .NET Framework 3.5 SP 1 is not yet installed, it will automatically detect and prompt
you to install it. Click Install (see Figure 3.17).

NOTE

The .NET 3.5 Framework can take a long time to install — don’t assume it has hung, it will eventually finish!
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FIGURE 3.10
The License Management Console welcome screen.

3. Click Next (see Figure 3.18).
4. Toggle the radio button to accept the license agreement, and click Next (see Figure 3.19).
5. Click Next to accept the defaults (see Figure 3.20).

NOTE

Sometimes it is necessary to change the Desktop Delivery Controller listener port from 8080 to another number
(normally if the port is in use by another application) — this dialog box gives you the opportunity to change the
workstation to match the server port.

6. Select Next to let the wizard automatically configure the Windows Firewall (see Figure 3.21).

If your desktop standard includes a third-party firewall, this will need to be manually configured.
The Microsoft Firewall can be configured through a Group Policy. The Policy settings are
located under — Computer Configuration | Administrative Templates | Network | Network Con-
nections | Windows Firewall. The Microsoft recommended settings are to allow the use of Local
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FIGURE 3.11

Citrix License Management Console.

Port exceptions; however, some organizations may have stricter policies that will override your local
settings. If you find that communication is being blocked, it may be worthwhile running a Resultant
Set of Policy using the Microsoft Group Policy Management Console to ascertain which settings are

being applied, and where they derive from.

7. Select the correct XenDesktop Farm” from the drop-down list, and click Next (see Figure 3.22).

NOTE

keep your development/test farm completely separate from any live/production farms.

There may be a requirement for separate farms for different divisions or departments. It is also a good idea to

AThe setup wizard queries Active Directory for the farm SCP (Service Connection Point) objects, and it returns all the

XenDesktop farms.



40 CHAPTER 3 Configuring the Desktop Delivery Controller

43 Configuration : Upload license file - citrix2k3demo - Citrix License Management Console - CITRI - Microsoft Internet Explorer

| Fle Edit Wiew Favorites Tools Help | !';'

OBack 2 |ﬂ ﬂll ;. | - Search 7 Favorites 452 | - g =

Address I’-Gj http:{ flocalhost/mcfconfigurationjuploadLicenseFile. jsp d Go | Links *
- 2 Ll
License Management Console CITRIX
License Server citrix2k3demo
Current Usage Historical Usage User Administration
- i
el Upload license file

W File Locations
I Threshold Options

License File |C:\Documents and Settings'Administrator. CITRIXSADesl Erowse
Upload ua Cancel ua
Specifying an existing file will cause that file to be overwritten. |LI
4 | »
|@ Done l_’_ l_l_ l_ L } Local intranet 4

FIGURE 3.12
Citrix License Management Console — upload license file.

8. Click Install (see Figure 3.23).
9. As with the Desktop Delivery Controller, the printer drivers haven’t been signed. This pop-up
box will come up more than once; click Continue Anyway (see Figure 3.24).

NOTE

These are the Citrix Universal Print Drivers, which can be used in conjunction with the client-based printers.

10. Click Yes to restart (see Figure 3.25).

TIP

Scan the Application Event Log of the workstation after the reboot. The logging is quite verbose and (unlike some
products) the event messaging is pretty good at finding problems. Most common issues are around the
communication between the workstation and the Desktop Delivery Controller.

Check:

* The virtual desktop computer account

* The time on the virtual desktop and the Desktop Delivery Controller — this must be in sync.
Make sure that the virtual desktop is using the Domain Controller to set its time and not the
Server Virtualization Platform. Citrix recommends using NTP (Network Time Protocol) for the

virtual desktops and Desktop Delivery Controller.
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Current Usage - citrixZk3demo - Citrix License Management Console - CITRIXSAAdministrator - Microsoft Internet Explorer [_ O] I
.| Eile Edit Wiew Favorites Tools  Help | :,'
QBack - &) - [¢] & 7 | ) Search <7 Favorites 42 | - B
Address I@ httpfflocalhost fmcfourrent_usagefcurrentUsage. jsp j Go |Links **

-

License Management Console CiTRIX'

License Server citrix2k3demo

Help &

Current Usage Historical Usage Configuration User Administration

Query Time: 11:13:42 AM GMT+02:00 Jan 7, 2010

|| Refresh @ Complete License Inventory =
Citrix EdgeSight for Endpoints Concurrent User Evaluation |108 0 108 o9
Citrix Provisioning Server for Desktops Concurrent Systern [Evaluation 207 0 207 o
Citrix Provisioning Services Concurrent Systern [Evaluation |108 0 108 e
Citrix Start-up License Server Systern 5,000 1= 4 5999 i}
Citrix Storagelink Concurrent Systern [Evaluation |108 0 108 o
Citrix XenApp Enterprise Concurrent User Evaluation 108 0 108 o
Citrix XenApp Platinurm Concurrent User Evaluation 108 0 108 o
Citrix ¥enDesktop Enterprise User/Device Evaluation 108 0 108 o
Citrix ¥enDesktop Enterprise Concurrent Systern [Evaluation |108 0 108 e
Citrix ¥enDesktop Platinum Concurrent Systern [Evaluation |108 0 108 (=]
Citrix ¥enDesktop Platinum User/Device Evaluation 108 0 108 e
Citrix ¥enDesktop VDI Edition User/Device Evaluation 108 0 108 o
|Citrix #enDesktop VDI Edition |Concurrent System |Evaluation 105 0 108 [
Refresh [Q Complete License Inventory =
4| |_>|_I
|€| Done l_l_’_’_’_hg Local intranet 4
FIGURE 3.13

Citrix License Management Console — click Current Usage tab to view your license allocation. Confirm that
you have the correct product(s) listed.

* DNS, check that you can resolve the fully qualified domain name (FQDN) of the virtual desktop
from the Desktop Delivery Controller and vice versa.

* Confirm that port 8080 (or the configured port) is open for communication. The command line
netstat will show connections to hosts, and the ports in use.

* XDPing /host <hostname> (CTX123278).
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B Citrix Delivery Services Console M=l E3 I

File Action V¥iew Help

o EEBe FD 2E

@ Citrix Delivery Services Consale @ ﬁ . "
"7 s ® [ B Demo Farm CITRIX
'ld Search Results Home My Views Search
-y My Wigws F Contents
E--B Citrix Resources Common Tasks
> Configuration Tools change display i = —v
E@ Desktop Delivery Controller Tal | Administratars Choose columns. &
i T > rasbe deskhop group Eme
| E Whange display 4 . I
3 Ad farm properties 4 £33 Administrators
=, - Create desktop group i
o & Maodify Farm properties Modify all properties
. Add administratar Modify license server properties
Save in My Views [LIEEm
all Tasks , [Tasks Controller Folders Choose columns 2 |
ize display 4 T |
Wiew 3
—yControllers
@pr " d Tools "
R
| S nowledge Center o5 3
i Properties [Liem ] Ll
Help Select one or more items to view details and associated tasks

[ Launches extemal application

FIGURE 3.14
Citrix Delivery Services Console — farm menu.

Successful registration with the Desktop Delivery Controller is what you are looking for in the
event log (see Figure 3.20).

Virtual Desktop Group Creation — Step by Step

Now that we have a test workstation, we can set up a test Desktop Group. Return to the Desktop
Delivery Controller and open the Citrix Delivery Services Console.

1. Right-click on Desktop Groups | Create Desktop Group (see Figure 3.27).
2. Click Next (see Figure 3.28).
3. Leave the Default selection at Pooled and click Next (see Figure 3.29).

Pooled — All users draw from a common pool of workstations, workstations are randomly
assigned and the user will (most likely) get a different computer name at each logon.
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Demo Farm - Farms Properties B3 r

Froperties: License Server [

License server -

[=]- Farm-wide:
¢ Specify either a new license server name or an [P address.

- Connection Access: Controls
Desktop Delivery Contraller
- Session Feliability

Mame: |CITRIX2K3DEMD

Fart nurnber [default 27000): IE?DDD 3:

Ok I Cancel Apply

FIGURE 3.15

Farm properties — license server.

Assigned — The user always gets the same workstation. Sometimes, this is useful if the user
requires a specific machine name or IP address for some applications such as a Cisco softphone, for
example.

There are two types of assigned desktops:

Assign on first use — Sometimes called “sticky,” the first workstation you draw becomes the
one you always use, and no other user will receive the workstation.

Preassigned — The administrator decides explicitly which user receives which desktop.

TIP

Try to use Pooled wherever possible. It is far simpler to manage a generic pool of common use devices. User
uniqueness can almost always be achieved through a combination of virtual applications and Virtual Profiles.
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= =
¥ (trx Deuktop Delsvery Controler 40

d'l'n!x Citrix Desktop Delivery Controller 4.0

Welcomeo
l Thus is e nstallaton program lor Ctre Deskiop Delivery Controdier. From hede you can

wviiall components of the prodect oF leam mons aboul how 1o mviall snd ute i

Install Virtual Desktop
Components

FIGURE 3.16

Citrix Desktop Delivery Controller 4.0 installation program.

1 i-;"\:“ Citrix ¥irtual Desktop Agent x86 Setup

Microsoft .NET Framework 3.5 SP1 Required

.
Install Microsoft JMET 3.5 SP1 Mow CITR!X‘

The installer has detected that vou do not have Microsoft \MET Framework 3.5 SP1
installed. It rust be installed before Wirtual Desktop Agent installation can conkinue,
Click. Install to aukornatically install Microsoft \MET Framework 3.5 SP1 now,

After installation of Micrasoft JMET, Virtual Desktop Agent installation will continue.

< Back I Install I Cancel

FIGURE 3.17

Microsoft .NET Framework install dialog box.
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{i# Citrix Virtual Desktop Agent x86 Setup x|

Welcome to the Citrix Virtual
Desktop Agent x86 Setup
Wizard

The Setup Wizard will install Citrix Virtual Desktop Agent x86
on your computer. Click Mext to continue or Cancel to exit
the Setup Wizard.

= Back I Next = I Cancel

FIGURE 3.18
Virtual Desktop Agent setup wizard.

|§ Citrix Virtual Desktop Agent x86 Setup il

End-User License Agreement

L]
L]
Please read the following license agreement carefully CITR!X

CITRIX® 1 ICENSE AGREEMENT il

This is a legal agreement (“AGREEMENT™) between you, the Licensed User,
and Citrix Systems, Inc., Citrix Systems Intemational GmbH., or Citrix Systems
Asia Pacific Pty Ltd. Your location of receipt of this product or feature release
(both hereinafter “PRODUCT™) or technical support (hereinafter “SUPPORT ™)
determines the providing entity hereunder (the applicable entity is hereinafter
referred to as “CITRIX"). Citrix Systems, Inc., a Delaware corporation, licenses
this PRODUCT in the Americas and Japan and provides SUPPORT in the
Ameticas. Citrix Systems International GmbH, a Swiss company wholly owned ;l

¥ I accept the terms in the License Agreement

" I do not accept the terms in the License Agreement

< Back I MNext = I Cancel

FIGURE 3.19

License agreement.
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i Citrix Virtual Desktop Agent x86 Setup x|
Port Number

L]
Configure the TCP/IP port CITR!X

Enter the TCP/IP port number that this virtual desktop will use to receive communications
from servers running Citrix Desktop Delivery Controller.

TCP{IP port (default 8080):

< Back I Mext = I Cancel

FIGURE 3.20

TCP/IP port number.

% Citrix Virtual Desktop Agent x86 Setup x|
Windows Firewall Configuration

L]
Automatically configure Windows Firewall CITR!XH

The installer has detected that you have Windows Firewall enabled. Remote access to this
virtual desktop will not be available until the appropriate firewall exdusions are configured.
Would you like to add the necessary applications to the firewall exdusion list automatically?

¥ Automatically configure Windows Firewall

This creates firewall exceptions for TCP port 1494, TCP port 8080, and a program
exception for CitrixCGPServer.exe.

< Back I MNext = I Cancel

FIGURE 3.21

Firewall configuration.
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i'é‘- Citrix ¥irtual Desktop Agent x86 Setup r

Farm Selection

. »
Select the Farm For this wirtual desktop CITR!X

This virtual deskkop is not associated with a Farm. IF vou know the name of the Farm For
this virkual deskrop, select it From the list below, Otherwise an administrator can configure
this remotely later. See the product documentation For details.

" Configure the Farm later

& Select the Farm now

List of Farms:

Dema Farm ﬂ

Citrix—XendeskJ:oi

< Back I Mext = I Cancel |

FIGURE 3.22

Farm selection.

] ii‘v!;" Citrix ¥irtual Desktop Agent x86 Setup |'

Ready to Install

L]
The Setup Wizard is ready to beqgin the installation CITR!X

Click Install ko beqgin the installation. IF you want ko review or change any of yaur
installation settings, click Back, Click Cancel ko exit the wizard.

Remoke access to this wvirtual deskkop will not be available until appropriate Firewall
exclusions are configured. See the product documentation For dekails,

< Back I Install I Cancel

FIGURE 3.23
Ready to install.
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Hardware Installation |

L E The software you are inztalling for this hardware:
L3

Frinters

haz not pazsed Windows Logo testing to verify itz compatibility
with Yindows %P, [Tell me why this testing is important. |

Continuing your installation of this software may impair
or destabilize the comrect operation of pour spstem
either immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has
paszzed Windows Logo testing.

LContinue Anyway

FIGURE 3.24
Windows logo warning.

ji Installer Information E |

& You musk restart your syskem For the configuration
‘!I‘) changes made ta Citrix Yirtual Deskkop Agent %86 tao
take effect, Click Yes to restart now or Mo if vou plan to
manually restart later,

Yes Mo I

FIGURE 3.25
Restart dialog box.

4. In this example, we are attaching to a simple workstation on the network, so the hosting
infrastructure we should choose is None (see Figure 3.30).

NOTE

If you have in fact installed your test workstation on a hypervisor, at this stage choose None — the workstation will
function normally, but you will lose some of the hypervisor integration features. The integration of the Desktop
Delivery Controller and the hypervisors will be discussed in the next chapter.

5. Click Add - to add a computer account from Active Directory (see Figure 3.31).
6. The selector is a standard Microsoft one, find your computer name in Active Directory and
click OK (see Figure 3.32).
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Event Properties

Ewent

Dater
Tirne:
Type:
zer
Computer:

Dezcription:

2010/01/08 Source:  Citis Desktop Service
12:33:41 PM Categony: Mone

Information  Ewent ID: 1222

M,

CITRI=+=PDEMO

e

The Citris Desktop Service successfully registered with delivery contraller
citrix2k 3demo. citrikza.net [IP Address 172.31.250.94). The registration
gequence iz not complete until ztatus communication hasz been received
fram the controller.

The endpoint address of the controller iz
hittp: A A citns2k 3demo. citrixza. net; 8080/ Citrix/CdsController /| R egistrar.

QK l [ Cancel

FIGURE 3.26
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Event log entry.

TIP

In larger organizations, where the Active Directory tree structure is large, it is often simpler to enter
<DOMAINNAME>\<COMPUTERNAME> and click Check Names. In my example, the syntax would be as follows:
citrixsa\citrix-xpdemo. This tip is also applicable to the User Selector in the next step.

7. Click Next (see Figure 3.33).
8. To add users, click Add — again this is a standard Microsoft selector, add the required group or

test user (see Figure 3.34).

9. Click the Check Names button to verify the username or group and then click OK (see

Figure 3.35).

10. Click Next (see Figure 3.36).

11. Give your Desktop Group an appropriate name, and click Next (see Figure 3.37).
12. Click Next (see Figure 3.38).

13. Click Finish (see Figure 3.39).
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B Citris Delivery Services Consale - O] =]
Be  Action ¥  Help

=+ | OB BbeR EE

3 Ctrie Debvery Services Consale = 3 .
5 s @ W D - | pesktop Groups citr|x
L] search Resuts Home My views  Sean
S My ews [E Contents

= [ otrte Resources Common Taske
s Configuation Took ey v | ( -
= {5) Deshiop Dedwery Controler folr 4
= i Deme Farm rake deshlop group L/ There e o kems to display.
s Acmnstrstors Create foider
= {2k Controllers Save in My Views.
[
Create desktop growp  folarr *
Creabe Folder
Save in My Views
[l
A Tasks ¥ bow Contar 2
e » H
[ ems
Comy
Rafresh o sppherian
el

\Create 2 deskbop group in this folder

FIGURE 3.27

Delivery Services Console.

»
CiTRIX

‘Welcome
Welcome to the Create Desktop Group wizard

Steps This wizard guides you though the process of crieating a group of virtual desktops sa users can
—————— | connecttoadesktop running in the desktop hosting infrastructure.
» Welcome

Agsignment Type Alter creating & deskbop aroup, you can change its settings by selecting the desktop and choosing

i Madify desktap group properties from the Comman Tasks pane in the Delivery Services Console.
Haosting Infrastructure

Vitual Desklops
Users

Diesktop Graup Mame
lcon

Publishing Options

I Skip this screen in the future

i Canicel

FIGURE 3.28

Create Desktop Group.
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eate Desktop Gi

ciTRIX'

Assignment Type

Specify if this deskiop group is pooled or assigned.

Steps

v Welc
» Assignment Type
Hasting Infrastucture
Vitual Desktops
Users
Deskiop Group Hame
leon

Publishing Options

Specily whether deskiops in this deskiop roup wil be allocated to users from a pool or assigned
ta specific users

& Fooled
A generic vittual deskiop that suthorized users can connect to 3t any time. Pooled deskiops
ate allocated to users ona per-session, st come first served basis. When a user logs off fom
a pacled desktop, profile changes are namaly dissarded and the desktop is retumed to the
pocl

© Assigned
4 desktop that is permanenty assigned to  particular user
4% Assign on st use

Assign a desklop fo

e user who connects to it

€ Preassioned

Assign a deskiop to a user prior to that user connecting

I™ Use Desktop Group for VM Hosted Apps

M Hosted Apps s a feature of Citi Xendpp. Refer to the Xendpp documentation at
hitp://support.cittis com/oroddoes to leam more,

<Back Cancel

FIGURE 3.29
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Assignment type.

3 Create Desktop Group {3/3)

ciTRIX’

Hosting Infrastuchue

Select your deskiop hosting infrastucture.

v Welcome
(v A

» Hosting Infrastructue
Lagon Information
Vitual Desktops
Users
Dieskiop Group Hame
leon

Fublishing Opfions

Steps

Selsct the desktop hosting infiastructure for this desktop group. If the technology you are using is
nat in the fist, select Nene.

Hasting infiastructure: :

Citrix Xen YM infiastructure (ncluded with XenDeskiop)

Lty nlr cluded
Microsaft vitualization
WMware vitualization

FIGURE 3.30

< Back Mext> Cancel

Hosting infrastructure.
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Create Desktop Group {4/8)
.
CiTRIX

Virtual Deskiops
Select vitual desktops to add to this desktop group.

Steps To select virtual desktops, cick Add.

Witual desktops:

4D Conputer Account ][ A

* Virtual Deskiops
Users
Desktop Group Name
lean

Publishing Options

Esparttofle. | | impethomFie. |
< Back | Mext> I Cancel
FIGURE 3.31
Virtual desktops.
Setectcompurers g |

Select this object type:

IEomputers Object Types... |

From thiz location:

IDemo Locations...

citrix-wpdemol Check Names

Enter the object names ta select [examples]:

Ok | Cancel I

2

FIGURE 3.32
Select computers.

Open your Desktop Group and view the status of the machine that you have added.

The desktop should appear as “Idle” if it is ready for use (see Figure 3.40). If the Desktop State
reads In Use, log off any user on the machine. If the Desktop State reads Not Registered, hit FS to
refresh the console. If it remains Not Registered, try restarting the “Citrix ICA Service” on the
workstation — and check the event log to see if it is registering correctly.

The specific details of virtual Desktop Group creation for XenServer, Hyper-V, and VMware are
also covered in detail in Chapter 4, “Installing the Virtual Desktop.”
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ciTRIX

Basic Configuration Settings

Virtual Desktops

Select vitual desktops to add to this desktop group.

Steps
v wlelcome
¥ dssignment Type
¥ Hosting Infrastructure
» Wirtual Desktops
Users
Desktop Group Name:
lcon

Publishing Options

To select vitual desktops, click Add.

Vittual desktops

AD Computer Account

citriz-pdemo. cittixsa. net

Export ta File...

Femove

Import from File... |

< Back | Mext > | Cancel

FIGURE 3.33

I
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Virtual desktops.

Create Desktop Group (5/8)

CITRIX'

Users

Specify the users that can access desktops in this desktop group.

Steps

v Welcome

v Gssignment Type

v Hosting Infiastructure

¥ Virlual Desklops

» Users
Deskiop Group Name
lean

Fublishing Options

To add users, click Add

Configured users:

Agdd..

Remove

< Back

Cancel

FIGURE 3.34

Add users.
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Select Users or Groups

Select thiz object type:

ILIsers or Groups

From thig location:

IEntire Drirectary

Enter the object names to select [examples]:

& drninigtrator

H

Object Types...

Locations...

FEE

LCheck Mames

Cancel

FIGURE 3.35

Select users or groups.

Create Desktop Group (5/8) B

CiTRIX’

Users

Specify the ugers that can access desktops in this desktop group.

Steps

v welcome

v Azzignment Type

v Hosting Infrastructure

¥ Virtual Desktops

» Users
Desktop Group Mame
lcon

Publishing Options

To add ugers, click Add.

Configured users:

& CITRIXS AN\ dministratar

Fremayve |

< Back

Mext >

Cancel

FIGURE 3.36

Add users.
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Demo Desktop Group - Create Desktop Group

ciTrRIX’

Desktop Group Name
Provide & name and description for this desktop @ioup

Specify the name and deseiption displayed to users that wiew desktops in this deskiop group
Steps Lising Windows mods
¥ Weltoms
v Assignment Tppe Display name.
v Hosting Infrastucture [petno Deskiop Groud

v Vitual Desktops .
Desgription
¥ Users

+ DesktopGroupName
lean

Publishing Options

< Back I Next > I Cancel

FIGURE 3.37

Desktop Group name.

Demo Desktop Group - Create Desktop Group (7/8)

citrRIx

lcon

Specily a custom icon for this desktop gioup

Steps Specily the ican displayed lo users that view desktops in this desktop group using Windows
v Welcome ode
leon
= Current ican Change con
v Users
v Deskiop Group
* leon

Publishing Options

Cancel

FIGURE 3.38

Select icon.




56 CHAPTER 3 Configuring the Desktop Delivery Controller

Demo Desktop Group - Create Desktop Group (8/8)

citrRIx

Publishing Oplions

Optionally, disable this desktop gioup and configure advanced seffings.

Steps

v Welcome

v Husting Infia
¥ Vitusl Desktop
¥ Users

v Desktop Gro

¥ lcon

v Assignment Type

+ Publishing Dptions

The essential settings for this deskiop group have bsen configuied

when the wizard is finished, desktops in this desktop group will be available to users immediately
Select the checkbox if you want to disable the desktop aroup unti you as ready.

I~ Dissble desktop group intislly

Advanced desklop setlings defaul to the most comman settings and are not requied. You can
configure these seftings now, or later using the Modify desktop group properties task.

I Configure advanced setfings for deskiops in this group now

Cancel

FIGURE 3.39

Publishing options.

Demo Desktop Group

Lel ]

™

FIGURE 3.40

Desktop Status

Virtual desktop status.
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Connectivity to a Single Desktop

By default the Desktop Delivery Controller automatically installs the Web Interface component, so
nothing further is required to perform the testing. Connectivity can be tested by connecting to the
autoinstalled Web site.

1. Type the hostname or IP address into the Web browser on your laptop/PC, you will be
automatically redirected to the logon page. Enter the test username, password, and the domain
name in the fields and click Log On (see Figure 3.41).

The Desktop Delivery Controller will now prompt you to install the Citrix client.

2. Click the information bar to allow the Citrix Helper Control to run add on (see Figure 3.42).

NOTE

In the event that you have an earlier version of Citrix client, you do have the option to bypass this by clicking
Already Installed. The earlier versions of Citrix clients do not include some of the newer HDX features. The latest
version of the client adds a handy toolbar at the top of the screen, which allows configuration of various client
settings.

—laix]
@ _.? I@'::: 172,31, 250, 94/Citrix/DesktopWeb /authlogin. aspx j F || X I"l}::;f Pk

| File Edit View Favorites Tools Help

| = »
Uc Favarites |53 @) Bos.. @) Us... £ Gt.. @Bos.. £/ Pi.. ©ct. £ ct. @lwo.. @rd. Bsee.. [Jwn..
B - ‘| = - Page - Safety - Tools - @v 2

@ Citrix XenDesktop - Logon

Welcome

Log on to access your desktop.

User name:

—

Domain:

8

Log On

iDnne |7|7 |7 ‘7|7|7 |® Internet a3 | H100% ~ 2

FIGURE 3.41
Web interface portal.
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e
{ @ A4 I@":;:: 172.31.250.94/Citrix/DesktopWeb/dientDetection/do ';-d || XK ﬁ Google 2=

| File Edit WView Favorites Tools Help

/¢ Favorites ‘ 9% €|Bos.. (WUsi.. @ Ct. &]Bos.. & Pi.. Oat. & ct. @wo.. ¢¥rd.. Wsee.. LJwn..
(S citrix XenDesktop - Download Desktop Receiver | ‘ M~ B - 0 o= - Page - Safety - Tooks - @~
¥ The previous webpage might require the following add-on: ‘Citrix Helper Control' from 'Citrix Systems', Click here to allow it to run..,

Click Download to Access Your Desktop

I By selecting the check box, you confirm that you have read, understand, and aceept Already installed
the Citrix license agreement, Try later
— Log off

{0, eyllecid

U Clicking Download will install software on your computer, Mare information on security...

@ oe LT[ [ @ Fa~ o -

FIGURE 3.42

Citrix client installation.

3.

Click Run — The Helper Control will try to detect if the Citrix client is installed (see Figure 3.43).
If you already have a Citrix client, you can either choose to upgrade the Citrix Receiver or skip
past and upgrade later. This will take you to Step 7.

Select the checkbox to agree with the Citrix License Agreement, and then click Download (see
Figure 3.44).

. Click Run to install after downloading (see Figure 3.45).
. Click Run to execute (see Figure 3.46).

The “CitrixOnlinePluginWeb” will automatically uninstall previous Citrix client versions.

. Click OK (see Figure 3.47).
. If necessary click the click to connect tab inside the Web page (see Figure 3.48).

If you add the Web site to the Trusted Sites Zone, then by default if your user belongs to one

Desktop Group, then the desktop will autolaunch. This may be something you wish to do through a
Microsoft Group Policy for the Live/Production Web Interface site.

The virtual desktop will now launch as shown in Figure 3.49.

NOTE

The native USB (Universal Serial Bus) redirection will only work once you have rebooted the workstation running
the Citrix Receiver.
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Internet Explorer - Security Warning !

Do you want to run this ActiveX control?

Mame: Citrix Helper Control

Publisher: Citrix Systems

Run Don't Run

| -"‘-_.i] This ActiveX control was previously added to your computer when you installed
\ l/ another program, or when Windows was installed. You should only run it if you
= trust the publisher and the website requesting it. What's the risk?

FIGURE 3.43

Run ActiveX control.

'3 Citrix XenDesktop - Download Desktop Receiver - Microsoft Internet Explorer M=l E3 k
File Edit ‘ew Favorites Tools Help

Qorack - & - ¥ & | O search Favortes & |
Address

j httpefi172,31. 250,94 Citrix/DesktopWeb/digntDetectionjdownloadhative, aspix

Click Download to Access Your Desktop

Other Options

Already installed
Try later

_ Log aoff
L Download

\\) Clicking Download will install software on your computer, More information on security,

¥ &y selething the chedk box, vou contirm FRat you have read, Underskand, and Sccept fhe Cii: :

|.ej Done

I_I—I—I—I_IWSA

FIGURE 3.44

License agreement and download page.
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File Download - Security Warning [ x|

Do you want to run or save this file?

Mame: CitrixOnlinePlugintweb. exe
Type: Application, 11.0 ME

From: 172.31.250.94

Bun Save

While files from the Internet can be useful, thiz file type can
9 potertially harm your computer. If you dao not trust the source, do not
Tun of save this software, What's the risk?

FIGURE 3.45

Citrix online plugin.

Internet Explorer - Security Warning H

Do you want to run this software?
MName: CitrixOnlinePlugineb
Publisher: CITRIX SYSTEMS, INC

¥ | More options Bun

Don't Run

While Files Fram the Internet can be useful, this file type can potentially harm
vour computer, Only run software From publishers vou brust, What's the risk?

FIGURE 3.46

Run online plugin executable.

Citrix online plug-in installation E1

FIGURE 3.47

Successful installation.
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XenDesktop - Microsoft Internct Cxplorer
Fe Edt Vew Faertss Teos MO |
QBack ~ ) ~ 4] @) )| Psearch JrFavores £ (I 5 2

Addross I@htw:ﬂﬁlﬁ.ﬂl‘ﬂﬂsﬂﬂwixﬂDcslﬂoWebfsiteﬁdlchwn[h‘nspw"\cTN_Mz:ssog:Typ:—EUCCE‘:J&.CTX_M:ssngakcy—Usab\u;I B |uks >

CiTRIX

«f A sppropriste clisnt is availsble on your computer.

Dema Desitop Group ok st

If your deskkop does not appear within a few seconds, click to connect. =
Gl Log Off

& T @ musedstes 7

FIGURE 3.48
Desktop connection page.

FIGURE 3.49

Citrix desktop viewer.
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o Tt % ________
| X 6 I
| Citrix Xer|1Desktop :
| | |
| ! |
| |
| \
|
A
\/

Citrix Receiver
Citrix Virtual Desktop Agent

FIGURE 3.50

XenDesktop connection demonstration.

=
Checkpoint 1 — Connectivity Demonstration

You should have reached this stage during the first day — if all the prerequisites were met — if you spent a
few hours waiting for IP addresses or security for the OU creation, you may well be into your second day
of this project. It is, however, significant because you can already show some tangible results. Because the
XenDesktop architecture comprises many components, it is useful to show the individual component func-
tionality in isolation from each other to clarify how each component functions.

This is a good time to get all the interested parties gathered around for a mini demonstration.

Here is the picture:

During this demonstration, you will show the connectivity from one workstation to another, with the
Desktop Delivery Controller brokering that connection. If possible use a whiteboard to draw the picture
shown in Figure 3.50. What is important to note is that the session established is a direct one, from one
workstation to another, with the Desktop Delivery Controller purely brokering the connection.

The user experience with XenDesktop is simply flawless; demonstrate how the local user experience on
the local desktop is identical to working on the remote desktop. It is at this point that you achieve buy-in
from both technical and nontechnical parties. If possible run a small video clip on the remote desktop,
YouTube is a good option; the performance of video streaming from the remote desktop never fails to
impress the audience. It never fails to amaze me how, no matter how many meetings you may have before
this stage, the physical demonstration clarifies what you are trying to achieve.

TIP

Ask for a USB memory stick from one of those watching, plug it in, and demonstrate how the local peripheral
seamlessly redirects to the remote desktop.
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SUMMARY

This section aims to draw together the most basic functions of the XenDesktop broker. To that end,
we first ran the initial configuration of the Desktop Delivery Controller, we added a license to the
license server, and added the XenDesktop agent to a test machine. This “virtual desktop” was then
associated with the Desktop Delivery Controller by adding it to a Desktop Group.

The connectivity demonstration is included for both you and the project sponsors to crystallize
the concept of what we are trying to achieve.



CHAPTER

Installing the Virtual Desktop

INFORMATION IN THIS CHAPTER

Virtual Desktop Recommendations

Citrix XenServer
Microsoft Hyper-V
VMware vSphere
Blade Hardware

Installing the base virtual desktop onto a hypervisor is one of the simplest tasks, and also it has no
dependencies up until you start integrating it with the provisioning server, which is discussed in
Chapter 7, “Fundamental Configuration of the Citrix Provisioning Server.”

TIP

Perform this task when waiting for a network change, a DHCP (Dynamic Host Configuration Protocol) scope to be
created, or an OU (Organizational Unit) to be created, and so on.

This section makes the assumption that the hypervisor layer is already in place, and we cover
how to perform the virtual desktop installation on these hypervisors.

Hypervisor integration is an important feature of XenDesktop. This extends the reach of the
Desktop Delivery Controller (DDC) to interact with virtual machine power settings. The Desktop
Delivery Controller can thus power on or off virtual desktops as required, and it also provides the
end users with the ability to perform a “physical” reboot of their virtual desktop.

VIRTUAL DESKTOP RECOMMENDATIONS

This section covers some general resource recommendations for the virtual desktops that you will
be provisioning to your users.

Memory

Windows XP — At least 512 MB, preferably 1024 MB.
Windows 7 — At least 1024 MB, preferably 2048 MB.

Citrix XenDesktop Implementation. DOI: 10.1016/B978-1-59749-582-0.00004-X 65
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vCPU

Normally one vCPU (virtual CPU) is sufficient. Processor-intensive applications — if you are
running multiple multithreaded applications, you may benefit from adding further vCPUs.

NOTE

Adding additional vCPUs doesn’t necessarily improve performance — rule of thumb — start with one, if the CPU
bottlenecks, then test with two.

Disk
Rule of thumb, assign a 15GB disk for Windows XP, or 25GB disk for Windows 7.

TIP

Calculate the space that your applications consume on your physical desktops. Remember if you are using a
shared virtual disk (vDisk), the consumption of SAN (Storage Area Network) space is minimal.

Network

A single network card is sufficient. Multihomed does work, but the connection will only take place
over the network card, which registers the machine on the Desktop Delivery Controller.

It is highly recommended that the virtual desktops be placed on a separate VLAN (Virtual
LAN). Desktop virtualization is introducing users’ desktops into your datacenter; traffic that these
machines generate is best isolated from your servers. PXE (Preboot Execution Environment) and
DHCP may be required by the virtual desktops. DHCP and PXE requirements are discussed in
Chapter 6, “Installation of the Citrix Provisioning Server.”

Hyper-V — Synthetic adapters perform better and incur less processor overhead; however, they
don’t support PXE. We recommend using two adaptors, one synthetic and one legacy. The legacy
adaptor can be used by the VM at boot time and the synthetic adaptor will be used by the VM
once booted (synthetic has network priority).

For the purposes of a POC (Proof of Concept), a single legacy adaptor is recommended; this
will function sufficiently well and is simpler to configure.

Active Directory

Domain member: Disable machine account password changes.

This can be done through a Local Computer Policy, or through a Domain Group Policy (see
Figure 4.1).

Instead of the computer account password changes being initiated from Active Directory, they
will be managed from the provisioning server.

TIP

It is not necessary to do this manually if you will be using the provisioning server to provide the vDisk. The
XenConvert Optimizer will automatically perform this function.
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Security policy — disable machine account password changes.

Your base build machine must be added to the domain.

Use a computer name that you won’t use in your target pool. For example, use something gen-
eric like “BaseBuildMachineWin7.” You will use provisioning server to assign the computer names
according to your corporate standards.

Microsoft License

Microsoft volume license editions are recommended. Windows 7 will try to reactivate the software
if it detects that the hardware has been changed. This is resolved by using a volume license edition.

General Performance “Tweaks”

The XenConvert Optimizer performs many of the best practice “tweaks” for you, and it can be run
on your virtual machine before you upload your base build desktop to a vDisk.

There are a large number of “tweaks” that you can apply. Most of these settings are configurable
through Citrix or Microsoft policies. I have included below some of the more common settings,
please refer to Chapter 5, “Desktop Delivery Controller — Advanced Configuration Settings,” for
more details on configuring these settings.

Graphics

The general rule is the less graphical “features” you use, the less traffic you incur. Changes like this
should be done judiciously. The Citrix optimizations over the last few years means that the differ-
ence in network traffic is actually relatively small. Some simple changes can be made with very
little impact to the user experience.
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Disable Menu Animations
Disable window contents while dragging — this just drags a frame, and not the window contents,
the contents are only displayed when the window is released.

A good rule of thumb is to keep a “Desktop” like graphical experience for LAN (Local Area
Network)/Metro LAN type connections and to scale back when displaying virtual desktops over
WAN (Wide Area Network) links. The Citrix Policies section will cover policies that have preset
settings for connection types.

Audio
Disable System Beep while printing
Use the “No Sounds” Sound Scheme

TIP

Don't assume that users don't use audio, a large amount of user training, and increasingly corporate “webinars,”
require sound.

Windows Vista and 7
Disable UAC (User Account Control) when logged in as an administrator.

CITRIX XENSERVER

The Desktop Delivery Controller connects natively to Citrix XenServer, without requiring any add-
ons. The only “gotcha” around this is that multiple hosts should be specified, using the Options
button to prevent having a single point of failure.

Installation

1. Connect to the Citrix XenCenter — Start | Programs | Citrix XenCenter 5.5.

2. Select one of the XenServers in the left-hand pane, right-click — New VM... (see Figure 4.2).

3. Select your desktop operating system, and click Next (see Figure 4.3).

4. Give the machine a display name and description (see Figure 4.4).

5. Place the DVD in the physical server as shown in Figure 4.5, or mount the .ISO file to the
XenServer. See Chapter 13, “Advanced XenDesktop Client Settings — Audio and Video and
Peripherals,” for more information on creating an .ISO share on Citrix XenServer.

6. Select Automatically select a host server with available resources and then click Next (see
Figure 4.6). If you want to select a specific host, then select Use this server as the VM’s host
server and select the desired host server.

7. Select one vCPU and 1024 MB of RAM (see Figure 4.7).

You may choose to increase the amount of RAM for users who require more memory.

8. Click Add... to add a virtual disk, add a 20GB disk to your VM (see Figure 4.8).
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FIGURE 4.2

Citrix XenCenter.

M X New VM - Gitrix Systems Demo

|T|:|;| Select an operating system for the new virtual machine

W_
Location

Home Server

CPU & Memory
virtual Disks
virtual Interfaces
Finish

CiTRIX

Templates:

@ SUSE Linux Enterprise Server 11
SUSE Linux Enterprise Server 11 x64

[@ Windows 7 x64

(& Windows 2000 5P4

@ Windows Server 2003

[@ Windows Server 2003 x64
(= Windows Server 2008

[@ Windows Server 2008 R2 x64

Windows Server 2008 x4
7 Windows Vista

@ Windows XP 5P2

(= Windows XP SP3

@ Other install media

Ll

—Windows 7
Description: Clones of this template will automatically provision their storage when first booted and then
reconfigure themselves with the optimal settings for Windows 7.

WCPUs: 1

Memory: 1GB

< Previous | Next = I

Finish

Cancel |

%

FIGURE 4.3

New VM operating system selection.
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X New VI itrix Systems Demo N ;Iglil

@ Enter a name and description for the new virtual machine 0
Template
Name: IWlndnws 7 Dema Maching]
Location Description: | Windows 7 Desktop Virtual Machine

Home Server
CPU & Memory
Virtual Disks
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Finish

CiTRIX

< Previous | Next > I Finish Cancel |

FIGURE 4.4

Name and description.

X New VM - Citrix Systems Demo 1 =|QI£I

I—i] Enter the location of the guest operating system installation media 9
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Select a physical DVD/CD-ROM drive and insert the installation media
Name for your guest operating system, or use an IS0 image of your installation
—
Tt in y = Physical DVD Drive: I DVD drive O on xenserver3 =l
CPU & Memory -
Virtual Disks 150 Image: I en_windows_7_enterprise_x86_dvd_X15-70745.is0 j
Virtual Interfaces
Finish

CiTRIX

< Previous | Next > I Fnish Cancel |/

A

FIGURE 4.5

Location of installation media.
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FIGURE 4.7

CPU and memory.
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x|
@ Enter the information about the virtual disks for the new virtual machine 9
Template
The default virtual disks for the template you have selected are listed below.

Name ‘fou can add, modify or delete virtual disks, if required. When you have finished, dick ™ext”™ to continue to the

Location next page.

Home Server Virtual disks installed on the new machine:

CPU & Memory Size (GB) | Location | Shared

Virtual Disks

Virtual Interfaces

Finish

: L]
CITRIX Add... | Edit... | Delete |
0
< Previous | Mext > I Finisk | Cancel |
A
FIGURE 4.8
Virtual disks.
9. Add a network card, from the drop-down box select the correct network for it to attach to (see

Figure 4.9).

If the XenServer is multihomed, you will have multiple networks to select from. For example,

Network 0, Network 1, Network 2, and Network 3. Bonding is often used to create a single resilient
interface.

10.
11.

12.

13.
14.
15.
16.
17.
18.
19.

Click Finish (see Figure 4.10).

The installation will now be performed through the XenCenter Console. As shown in Figure 4.11,
the installation follows the normal procedure as on a physical host.

Right-click on the new virtual machine in the left-hand pane, select Install XenServer Tools
(see Figure 4.12).

Click Run xensetup.exe (see Figure 4.13).

If UAC is enabled, you will receive the dialog box shown in Figure 4.14, click Yes.

Select I accept the terms in the License Agreement, and click Next (see Figure 4.15).

Click Install (see Figure 4.16).

Click Finish (see Figure 4.17).

Add the VM to the domain.

Install the Virtual Desktop Agent on the XenServer virtual machine. See Chapter 3,
“Configuring the Desktop Delivery Controller,” for step-by-step instructions.
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FIGURE 4.9
Virtual interfaces.
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FIGURE 4.10
Successful completion dialog box.
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FIGURE 4.11
Virtual machine console.

X Install XenServer Tools llil

' Any CD or DVD currently in the Virtual Machine's CD drive will be ejected when XenServer Tools are
= installed.

Read mare about installing XenServer Tools

Install XenServer Tools I Cancel

FIGURE 4.12
Install XenServer tools.

Integration

In this section, we return to the integration of the Desktop Delivery Controller with the hypervisor.
Following the same procedure as in Chapter 3, “Configuring the Desktop Delivery Controller,”
we are adding a Desktop Group for Citrix XenServer.
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FIGURE 4.14

User account control.

N —

Enter in the field:

. Choose Citrix Xen VM infrastructure (see Figure 4.18).
. For XenServer HA Pools, click Options... — (otherwise skip to step 3).

Address=[HTTP://<IP of XenServerl>;HTTP://<IP of XenServer2>] (see Figure 4.19).

XenServerl

XenServer?
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(€9 Citri Tool for Virtual Mochines Setup o= @)
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Please review the license terms before installing Citrix Tools for Virtual Machines. 0

Press Page Down to see the rest of the agreement.

[CITRIX (R) LICENSE AGREEMENT —
1. CITRIX(R) LICENSE AGREEMENT
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the Licensed User, and Citrixc Systems, Inc., Citrix

Systems Intemnational GmbH, or Citrix Systems Asia

Pacific Pty Ltd. Your location of receipt of this
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agreement to install Citrix Tools for Virtual Machines. Clidk Mext to continue.,

[V] 1 accept the terms in the License Agreement

Citrix XenServer 5.5.0

FIGURE 4.15

Citrix license agreement.

Choose the folder in which to install Citrix Tools for Virtual Machines.

Choose Install Location e

Setup will install Gitrix Toals for Virtual Machines in the following folder. To install in a different
folder, click Browse and select another folder, Click Install to start the installation.

Destination Folder

:\Program Files\Citrix\XenTools Browse...,

Space reguired: 2.5MB
Space available: 3,9GB

Cikr enserver 5.5.0

<gack |[_nstal | | cancel |

FIGURE 4.16

Choose install location.
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€ Citrix Tools for Virtual Machines Setup ol &

Completing the Citrix Tools for
Virtual Machines Setup Wizard
our computer must be restarted in order to complete the

installation of Citrix Tools for Virtual Machines. Do you want
to reboot now?

@ Reboot now

=) I want to manually reboot later

Finish

FIGURE 4.17
Reboot dialog box.
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FIGURE 4.18
Hosting infrastructure — Citrix Xen VM infrastructure.
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infrazstiucture.

Type in a list of options zeparated by zemicolans.
Options:
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(] 4 I Cancel

FIGURE 4.19

Hosting infrastructure options.

Address=[http://<IP of XenServer1>,http://<IP of XenServer2>]; [http://<IP of XenServer1>,http://<IP of XenServer2>]
Pool1 Pool2
Address=[http://<IP of XenServer1>, http://<IP of XenServer2>]
FIGURE 4.20

Selecting multiple pools.

Take care when specifying the XenServer hosts in your pool. Bear in mind if the servers listed
are unavailable, the Desktop Delivery Controller will have no means of communicating with the
XenServer farm. For larger implementations, multiple XenServer pools can also be addressed. Sepa-
rate pools are delimited with square brackets and a semicolon (see Figure 4.20).

3. Enter the IP address of a XenServer in your pool, and enter the username and password (see
Figure 4.21).
4. Click Add... (see Figure 4.22).

The Desktop Delivery Controller enumerates all the VMs running on the servers, and you are
given the option to select one or more VMs to add to the Desktop Group.

5. Select all the virtual machines that you want to add to your Desktop Group, and then click OK
(see Figure 4.23).

Figures 4.24 and 4.25 show two scenarios: in the first (Figure 4.24), the computer account was
found automatically — this is normally the case and in the second (Figure 4.25), the computer account
wasn’t discovered automatically. This is generally due to DNS (Domain Naming System) issues. To
circumvent this problem, select the computer in the Virtual Machine Column and click Edit..., you
are presented with a standard Microsoft Active Directory account selection dialog box; select your
computer account to manually associate the correct computer account with the virtual machine.
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Create Desktop Group (4,9) =]

CiTRIX'

Logon Information

Specify the logon detailz for the hosting infrastructure.

Steps

v Welcome

v Azzignment Type

v Hoszting Infraztiucture

* Logon Information
Wirtual Desktops
Users
Desktop Group Name
lcon

Publizhing Optiong

Specify the address and administrator logon infarmation for the hosting infrastructure
supporting the dezktop group.

Address:

For example, hitps: //=enzerver. example.com

Uszer name:

Iru:u:nt

Passwiord:

Ixxxxxxxx

< Back et » Cancel

FIGURE 4.21

Logon information.

6. Click Next

TIP

If you receive a little red error icon in the Citrix Delivery Services Console, then hover the mouse over the red icon
to read a descriptive message (see Figure 4.26).

Add users, and assign a Desktop Group name following the steps you performed earlier in
Chapter 3, “Configuring the Desktop Delivery Controller.”
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FIGURE 4.22
Virtual desktops.

MICROSOFT HYPER-V

XenDesktop virtual desktops can be hosted on any hypervisor. The hypervisor integration features
for Hyper-V require the use of Microsoft System Center Virtual Machine Manager.

Installation

The installation of a virtual desktop can be done through the Hyper-V Manager Console, or the
System Center Virtual Machine Manager. In this example, I have created a new Windows 7 virtual
desktop using the System Center Virtual Machine Manager.
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FIGURE 4.23
Select virtual machines.

Due to the PXE requirements of provisioning server, I have selected the network adaptor to be
an “Emulated” network adaptor, rather than the default “Synthetic” adaptor. If installing using the
Hyper-V Manager Console, change the option to be a legacy network adaptor. Microsoft uses two
different terms in the two consoles.

NOTE
Synthetic network adaptors do perform better, but don't support PXE. For the purposes of a POC, a single legacy
adaptor is recommended; this will function sufficiently well and is simpler to configure.

1. Open Microsoft System Center Virtual Machine Manager.
2. Click New virtual machine (see Figure 4.27).
3. Change the radio button to Create the new virtual machine with a blank virtual hard disk

(see Figure 4.28).
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FIGURE 4.24
Scenario 1.

4. Enter a name for the virtual machine, and click Next (see Figure 4.29).

5. Select Memory and change to 2048 MB, select Virtual DVD Drive (see Figure 4.30).

6. Click Browse — (or mount the DVD in the physical DVD on the Hyper-V server; see
Figure 4.31). In this example, you will browse to an ISO image.

TIP

Select Share image instead of copying it, otherwise SCVMM (System Center Virtual Machine Manager) will make a
copy of the ISO and store it with the VM.
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FIGURE 4.25
Scenario 2.
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FIGURE 4.26

Virtual machine error.
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FIGURE 4.27

System Center Virtual Machine Manager.

Using ISO images is simpler than mounting physical DVDs, especially if your physical host is
in the datacenter. Inside the SCVMM, select Library | Add library server. Using this procedure,
you can add a server share that contains your ISO images.

7. Select the ISO image and click OK (see Figure 4.32).
8. Select the virtual disk and change the size to 25 GB (see Figure 4.33). Change the disk type to

“Fixed.”

Fixed disks offer far better performance. Dynamic disks save disk space, but use more CPU
cycles growing the disk and have higher overhead on the disk subsystem due to the way the VHD
(Virtual Hard Disk) is aligned.

9. If your network adaptor is “Emulated,” click Next. If the network adaptor is marked as
“Synthetic,” you will need to remove it using the Remove button, and add an emulated adapter
using the Network Adapter button (see Figure 4.34).

10. Click Next (see Figure 4.35).
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Virtual machine identity.
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FIGURE 4.30

Configure hardware — memory.

Microsoft uses a library mechanism for the centralized storage of standardized virtual machines
and standard templates. We, however, want to deploy a virtual machine to a host.

11. Click Next (see Figure 4.36).

System Center Virtual Machine Manager gives you a placement option for when you are mana-
ging multiple Hyper-V servers.

12. Change the path if you wish to place the virtual hard disk in an alternative location, and click
Next (see Figure 4.37).

13. Select the network adapter to connect your virtual machine to the network. Click Next (see
Figure 4.38).
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Configure hardware — virtual DVD drive.
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Select 1SO.
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Change to Fixed

Configure hardware — disk.

14. Change the “Operating system” dropdown to reflect the Guest Operating System — in this case,
Windows 7 (see Figure 4.39).

15. Click Create (see Figure 4.40).

When you now start the virtual machine, you can install Windows 7 — as you would on a physi-

cal hardware (see Figure 4.41).

16. Hyper-V Integration Services. Right-click on your virtual desktop and select Install virtual
guest services (see Figure 4.42).

17. Add the VM to the domain.

18. Install the Virtual Desktop Agent on the Hyper-V virtual machine as you did in the previous
section. See Chapter 3, “Configuring the Desktop Delivery Controller,” for step-by-step

instructions.
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Configure hardware — network adaptor.

NOTE

margin.

Windows 7 is an “Enlightened” operating system, which gives it performance benefits when running virtualized.
“Enlightened” is a term coined by Microsoft that means the operating system is aware of the fact that it is
running virtualized. In fact, testing” on Hyper-V shows Windows 7 outperforming Windows XP by a significant

APerformed with LoginVSI Scripts from www.loginconsultants.com.
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Select destination.
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Select host.
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Virtual machine viewer.
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Virtual machine options.
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Integration

This section discusses the process of adding a virtual desktop hosted on Hyper-V to Citrix
XenDesktop.

Following the same procedure as in Chapter 3, “Configuring the Desktop Delivery Controller,”
we are adding a Desktop Group for Microsoft Hyper-V.

1. Choose Microsoft virtualization (see Figure 4.43).
2. Enter the name of the System Center Virtual Machine Manager server and a username and
password, with sufficient permissions to administer the SCVMM (see Figure 4.44).
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FIGURE 4.43
Hosting infrastructure.
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FIGURE 4.44
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Logon information.

TIP

you are unable to authenticate.

Use the format <domainname>\<username>, and use the FQDN (Fully Qualified Domain Name) if you find that

3. Click Add... (see Figure 4.45).
4. Select the virtual machine that you want (see Figure 4.46).

5. Click Next (see Figure 4.47).

Add users, and assign a Desktop Group name following the steps from Chapter 3, “Configuring the

Desktop Delivery Controller.”

VMWARE VSPHERE

Where the Microsoft SCVMM software is used to connect to a Microsoft SCVMM server, with
VMware we connect to the vCenter (previously referred to as the Virtual Center). Specifically, we
connect to the software development kit (SDK) component on the vCenter Server. The SDK is an
integration point for other vendors to plug their software into the vCenter. The communication
between the Desktop Delivery Controller and the vCenter is done using either HTTP or HTTPS.
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Select virtual machines.
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Virtual desktops.

As with Microsoft’s free Hyper-V product, VMware’s free ESXi product can be used to host the

virtual desktop.

The VMware integration includes support for vSphere, VMware ESX 3.5, and ESX 3.0.
It is more secure to conduct the communications using HTTPS than HTTP. It is, however, much
simpler to enable HTTP access. I would recommend using HTTP for a proof of concept type of

environment.

Installation

The installation of the virtual desktop can be performed using the vSphere Client. The vSphere
Client is connected to either an individual ESX instance, or to the vCenter Server. In this
example, I will connect to a vCenter Server, but the process would be identical on a stand-alone

ESX Server.

1. Open the vCenter Console.
2. Right-click on your physical host, and select New Virtual Machine (see Figure 4.48).



98 CHAPTER 4 Installing the Virtual Desktop

[ ¥C.citrinsanet - vSphere Client

File Edit Yiew Inventory Administration Plug-ins  Help
E B |@ Home b &f] Inventory b [l Hosts and Clusters Hﬂd Search Inwentary ‘(_&|
+ +
& & 58
HE ﬁ-c‘t”xﬁmt 172.31.250.142 YMware ESXi, 4.0.0, 171234 | Evaluation (60 days remaining)
[ [ Mew Datacenter
New Foldar Getting Started NIRRT s | Resource Allocation | Performance . Configuration S s
= [@ [172.31.250.142] close tab
(fs Mew virkoal M{ 55 mew virtual Machine. .. ChrlN
@& mew Resource Pool... Chrl+o
alization software, such
BE Mew vApp... ChrHa -
ines. Hosts provide the
Disconnect rtual machines use and
B Enter Mantenance Mode rage and network
Add Permission... Chr+P
Alarm 3
Host
Host Profile 3
% Shut Down
[B Enter standby Mode ®
% Reboot he
Pawer On
Report Summary. .. J
-
Report Performance. ..
Recent Tasks x
Remave = =
Hame | Tnitisted by | wCenter Server Requested Start Ti... = | Start Time | Completed Time
Mawve ¥Ms to Directaries
g I &
A Tasks @ slams | |Evaluation Mode: 60 days remaining  [To release cursar, press CTRL+ALT  |CITRI=SANadministrator A

FIGURE 4.48
vSphere Client.

3. Leave the default at Typical, and click Next (see Figure 4.49).
4. Specify a machine name and an Inventory Location (see Figure 4.50). Select the correct
Resource Pool.

NOTE

Use of a dedicated Resource Pool is recommended.

5. Select the storage you would like to use, and click Next (see Figure 4.51).

NOTE

In this example, | am only presented with one storage option. In most production environments, there will be
storage which is dedicated to production, and some (often cheaper storage) dedicated to development. Choose
the appropriate assigned storage.

6. Select the Guest Operating System (see Figure 4.52).
7. Set the disk size to 25 GB (see Figure 4.53).
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Create new virtual machine.
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Datastore.
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Guest operating system.
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FIGURE 4.53

Create a disk.

NOTE

Thin Provisioning is useful in scenarios where provisioning server is not being used to provide a common vDisk.

8. Click Finish (see Figure 4.54).
9. Select your virtual machine, and click Edit virtual machine settings in the right-hand pane
(see Figure 4.55).
10. First select CD/DVD Drive, select the Device Type, and Connect at power on (see Figure 4.56).

NOTE

Using a Client Device will be the slowest, you effectively mount your local CDOROM to the virtual machine. The Host
Device option requires that you have physical access to the server — or something like Integrated Lights Out/DRAC
(Dell Remote Access Card) to have a “virtual” physical on the server. A Datastore ISO File is most often the most
elegant solution. Uploading an ISO file to a datastore is useful, as you can very easily remount the I1SO to the
machine or other machines.

11. The installation will now be performed through the vCenter Console. As shown in Figure 4.57,
the installation follows the normal procedure as on a physical host.
12. Select the virtual machine, right-click and select Guest | Install/Upgrade VMware Tools (see

Figure 4.58).
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applications, An operating system installed an a virtual
machine is called a guest operating system

Because every virtual maching is an isolated compuitin
SrvrONMEnt, you can use virtual machines as deskiop
wiorkstation environments, as testing environments, or
consolidate server applications.

In wCenter Server, virtual machines run on hosts or
clusters. The same host can run mary virtual machine:

Basic Tasks
[» Power on the virtual machine

3 Edit virtual machine settings

vSphere Client — virtual machine settings.
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FIGURE 4.56

Virtual machine properties.

13.

launches the VMware Tools setup program (see Figure 4.60).

14.
15.
16.
17.
18.
19.
20.

Click Next to install the VMware Tools (see Figure 4.61).
Select Typical and click Next (see Figure 4.62).

Click Install (see Figure 4.63).
Click Finish (see Figure 4.64).
Click Yes (see Figure 4.65).
Add the VM to the domain.
Install the Virtual Desktop Agent on the VMware Virtual Machine. See Chapter 3,

Click OK to acknowledge the warning (see Figure 4.59), click Run setup.exe when autoplay

“Configuring the Desktop Delivery Controller,” for step-by-step instructions.

Integration

This section discusses the process of adding a virtual desktop hosted on VMware vSphere to Citrix

XenDesktop.

Following the same procedure as in Chapter 3, “Configuring the Desktop Delivery Controller,”
we are adding a Desktop Group for VMware vSphere.
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vSphere Client — guest console.
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FIGURE 4.58

Virtual machine options.
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Install VMware tools.
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FIGURE 4.60

VMware tools — setup.
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Welcome to the installation wizard for
VMware Tools
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Cancel

FIGURE 4.61

VMware tools — installation.
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ﬁ VMware Tools |
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Installs the program features used by this YMware product only. Select
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product.
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this virtual machine on multiple VMware products.

 Custom
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< Back I Mext = I Cancel

FIGURE 4.62

VMware tools — setup type.
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Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.
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Cancel |

FIGURE 4.63

VMware tools — ready to install.
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ﬁ VMware Teols

Installation Wizard Completed

The installation wizard has successfully installed YMware Tools,
Click Finish to exit the wizard,

= Back Cancel

FIGURE 4.64
VMware tools — installation wizard completed.

‘_ﬁ' ViMware Tools 23 |

changes made to YMware Tools to take effect, Click

& You must restart your system for the configuration
Yes to restart now or Mo if you plan to restart later.

FIGURE 4.65
VMware tools — restart.

1. Select VMware virtualization and click Next (see Figure 4.66).

The interaction between the Desktop Delivery Controller is done through the vCenter SDK. The
SDK is built into the vCenter, and is normally accessible only through HTTPS. Please see the
appendix “VMware SDK Integration” for details.

2. Enter the path to the vCenter SDK - for example, HTTP://<vCenterhostname>/sdk or HTTPS://
<vcenterhostname>/sdk. Enter a username and password to attach to the vCenter (see Figure 4.67).
Remember when using HTTPS, the hostname string must match the certificate, i.e., the FQDN
includes the full domain path — mymachine.mydomain.com. The username and password must
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Hosting infrastructure.
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Logon information.
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have the correct rights assigned to connect to the vCenter. This is an area to flag, changing the
password or rights of the login account will have an adverse affect to the interaction between
the Desktop Delivery Controller and the vCenter.

TIP

Having insufficient permissions is a common problem when integrating with VMware.

3. Click Add..., and this will enumerate the desktops from the datacenter (see Figure 4.68).
4. Browse your virtual infrastructure (see Figure 4.69).

NOTE

Citrix XenDesktop supports the use of VMware “Resource Groups.” In fact | would recommend using a dedicated
Resource Group; it is a good way to isolate you environment from other VMware guests — you can leverage having
dedicated resource allocations, and also has the security benefit that you can isolate it as a separate security entity.

5. Click Next (see Figure 4.70).

Create Desktop Group {5,9)

CITRIX

Virtual Desktops

Select vitual desktops ta add to this desktop group.

Steps

¥ Welcome

v Azsignment Type

v Hosting Infrastructure

v Logon Information

* Wirtual Desktops
Uszers
Desktop Group Mame
leon

Publizhing Options

To select virtual desklops, click Add.

Wirtual desklops:

“irtual M achine

[ 2 Computer Account [

Export to File.... | Irnport from File. .. |

< Back | Neut > |

Cancel

FIGURE 4.68

Virtual desktops.
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Select virtual machines.
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Virtual desktops.
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6. Add users, and assign a Desktop Group name following the steps from Chapter 3, “Configuring
the Desktop Delivery Controller.”

BLADE HARDWARE

Installation onto a blade hardware would be done in exactly the same way as installing onto a
standard PC hardware.

This hardly warrants a section on installation; however, I do wish to highlight that this is a valid
option.

Blade hardware solutions are obviously more expensive because you are dedicating a blade to
every single user. It will most likely only be relevant to some organizations, and even then to a sub-
set of their users.

The main areas of application would be high-end users with massive resource requirements.
Financial brokers in banks are a good example of users this may be relevant to. Additionally, some
financial applications can’t tolerate, from a business or security point of view, the very small time
drift that one gets by placing a desktop on a hypervisor.

A blade hardware solution can also be used in conjunction with provisioning server. We add an
extra layer of resilience, the user can utilize any one of the physical blades with their vDisk thus
removing the dependency on a single piece of hardware.

SUMMARY

In this section, we discussed the installation of the virtual desktop onto the server infrastructure. We
first discussed some general sizing and specification guidelines for the desktop operating systems.
We then covered the installation and integration onto XenServer, Hyper-V, and VMware hyper-
visors — step-by-step installation on the hypervisors, and then the tying together of the hypervisor
layer to the Desktop Delivery Controllers. Lastly, we briefly addressed the option of using indivi-
dual blade servers for each user.



CHAPTER

Desktop Delivery Controller —
Advanced Configuration Settings

INFORMATION IN THIS CHAPTER

Delivery Services Console
Web Interface Configuration for the Integrated Web Site

XenDesktop Policies and Printing
Bandwidth

This chapter discusses some of the more advanced configuration settings. We will go into some
detail covering the configuration settings. This chapter has a change in pace and focus from the pre-
ceding chapters; although most of the chapters discuss the details required to get an implementation
working, this chapter deals in fairly granular detail with the console options of the core component.
Depending on your implementation (and the available time you have), you may decide to skim
through this chapter, or you may spend more time studying the details.

This chapter has been specifically placed after Chapter 4, “Installing the Virtual Desktop,” which
discusses hypervisor installation. Some of the advanced settings, like idle pool settings, use the
hypervisor integration functionality to control the virtual machines.

DELIVERY SERVICES CONSOLE

The majority of XenDesktop settings are configured through the Delivery Services Console. The
exceptions to this are the Citrix Policies that are configurable through the Presentation Server Con-
sole, which will be discussed in the following section.

In terms of ongoing operational tasks, the Delivery Services Console is an interface that an
administrator will almost always have opened.

What follows is a “walk-through” of the Delivery Services Console. Ideally, you should follow
this section with a Delivery Services Console opened in front of you, as this will be the easiest way
to familiarize yourself with it. If you have used the Citrix XenApp consoles, you will notice many
commonalities between this console and that of XenApp.

Open the Delivery Services Console — Start | All Programs | Citrix | Management Consoles |
Delivery Services Console (Figure 5.1).

Nodes in the left-hand pane:

Alerts — Any warnings or errors are reported under the Alerts node.

Citrix XenDesktop Implementation. DOI: 10.1016/B978-1-59749-582-0.00005-1 1 13
© 2010 Elsevier Inc. All rights reserved.
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Delivery Services Console.
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Locating alerts in the console.

The alerts mechanism is quite intuitive. In the above example, I created an alert by removing all
the virtual desktops from a Desktop Group. This creates a Warning Alert under the Alerts node
informing the administrator that there aren’t any virtual desktops configured in the Desktop Group.
It also creates a breadcrumb trail, which you can follow from Desktop Delivery Controller |

Demo Farm | Desktop Groups | Hyper-V, (Figure 5.2) which is the Desktop Group with the
problem.



Delivery Services Console 115

NOTE

Warnings are denoted with an orange alert, whereas errors are denoted with a red alert.

Search Results — Right-clicking on this node gives you the option to search for items in the
XenDesktop farm.

Run new advanced search (Figure 5.3).

You have options to search by:

* Sessions By User (Figure 5.4)
* Desktop Groups By User
* Discovered Items

The Browse... button allows you to search a subset of the discovered items. This is the simplest
mechanism to find objects in your XenDesktop farm.

Rerun search (Figure 5.3) — runs the same search again if you need to find changes to the search.

Save In My Views (Figure 5.3) — saves the current search in the My Views folder.

Fun new advanced search
Rerun search
Save in My Views

&l Tasks F
Yiew k
Refresh
Help
FIGURE 5.3
Search results menu.
Advanced Search

Find items (for example, servers, applications, or users| in your Citrix deployment.

Eind:

1 Mame: |

Searchin | (] Citix Resources Browss

FIGURE 5.4

Search dialog box.
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FIGURE 5.5
The Citrix Resources node.

My Views (Figure 5.5) — the My Views option is used to provide a view of a specific object
or folder in the XenDesktop farm. You can create a custom folder with contents that you wish to
view regularly.

My Views is really only useful in implementations where you have created a large number of
objects, and it saves time to be able to quickly navigate to a subset of these objects.

The Citrix Resources (Figure 5.5) node contains the XenDesktop farms that you have “discovered”
when you first opened the Console.

Select Citrix Resources and Configure and Run Discovery to add Desktop Delivery Controller
servers you wish to query in order to add their farm information to console. The Run Discovery
option simply reruns the discovery against the Desktop Delivery Controllers that you have already
added.

The Citrix Resources — Configuration Tools (Figure 5.5) node simply gives you options to run
a discovery of objects in your XenDesktop farm.

The Citrix Resources — Desktop Delivery Controller (Figure 5.5) node contains the XenDesktop
farm (or farms) that have been discovered.

The farms that have been discovered are a subnode of the Desktop Delivery Controller node.

In order to configure farm settings, right-click on the farm that you created in Chapter 2, “Instal-
lation of the Broker — Desktop Delivery Controller.”

Select the Properties option (Figure 5.6).

Connection Access Controls (Figure 5.7) — Radio button option, either set to Any connection
or to Citrix Access Gateway connections only. Citrix Access Gateway is the Citrix SSL VPN
(Virtual Private Network), and this setting would make the farm available to all users or only to
those remote users tunneling in through the VPN.
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Farm options menu.
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FIGURE 5.7
Farm properties dialog box.
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Desktop Delivery Controller — General (Figure 5.7)

XML Service DNS resolution — a tick box enabling the Citrix XML services to return the
FQDN (DNS hostname) to the clients; in other words, the Desktop Delivery Controller sends
the machine name to the end point rather than an Internet Protocol (IP) address.

Enable 32-bit icon color depth — a tick box that enables high color depth of the icons
displayed to the user in Web Interface or through the XenApp Services (PN Agent) client.
Session Reliability — This is a tick box that enables you to enable or disable session reliability.
Session reliability assists by freezing the current screen — should the connection drop — and then
it automatically attempts to reconnect in the background. You also have the option to change
the default port from 2598 to a different port.

NOTE

The primary port used by the XenDesktop client is 2598. | don’t recommend changing it unless there is a very
compelling reason. There is a further option to change the time the sessions are kept active from 60 s to a different
number. This could be increased if you are running over unreliable/slow links — like a VSAT (Satellite) connection.

ICA (Figure 5.7)

Auto Client Reconnect (Figure 5.7) — this option sets how the Citrix Client must respond to
interrupted ICA (HDX) sessions. There are two options: Require User authentication — when
sessions reestablish you need to reauthenticate. Reconnect automatically — the reconnection
doesn’t require reauthentication. There is also a tick box option to log automatic reconnection.

TIP

The default is Reconnect automatically and not to log events — the default is recommended. Reauthentication should
only be required in “high security” environments, and the logging can create a lot of events if your links are bad.

Keep-Alive (Figure 5.7) — ICA keep-alives are not enabled by default as their functionality
overlaps with that of session reliability. If you are using session reliability, you won’t need
keep-alives and if you aren’t, then you can enable this setting. The keep-alive maintains the
session for 60 s (by default) if a disconnection is detected. This — like session reliability — stops
the session from being dropped immediately if it is interrupted. The keep-alive timeout can be
increased for high latency networks.

NOTE
If Session Reliability is disabled, port 1494 will be used by the ICA client to connect.

TIP

Use session reliability, if possible, as it provides a more intuitive experience for the user.

License Server (Figure 5.7) — Set the license server hostname and port number for the entire farm.
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HDX (Figure 5.7)

* Browser Acceleration — By default enabled, this accelerates Web browser traffic within the
XenDesktop session. There is a further option to “Compress JPEG images to improve
bandwidth” and the levels can be set to Low, Medium, or High through a drop-down list; the
higher the compression, the lower the bandwidth. This may be useful in WAN scenarios.
Variable image compression check box will automatically adjust the setting based on the
user’s available bandwidth.

* Flash — Tick box to “Enable Adobe Flash Player.” This will redirect flash content to play directly
to an “Adobe Flash Player” installed on the client rather than through the virtual desktop.

TIP

Flash redirection is great for LAN links, giving the user the Flash rendering locally on their physical device. This
does require Flash Player on their device, and thus only works with “Windows” type end points.

The Administrators (Figure 5.5) node: Citrix Resources — Desktop Delivery Controller —
<Your Farm> — Administrators. This node gives you the option to add administrators to your
XenDesktop farm.

Right-click on the Administrators node, or select Add Administrator in the central pane. You
can allocate delegated administration or full control privileges to a user or group.

Delegated administrators can view everything in the Delivery Services Console. Delegated
administrators can perform maintenance tasks on the user and machine objects such as logging off
users, sending them messages, and stopping or starting virtual desktops. Delegated administrators
can’t do farm level tasks like changing Desktop Groups.

TIP

After installation, only the account that executed the installation is an administrator for the farm. This represents
a single point of failure. Should that account be deleted, disabled, or be otherwise unavailable, you will not be
able to administer the XenDesktop farm. Add an Administrative Group and grant it full control over your farm.
You can also add the “Local Administrators” group, which will grant the rights to all users who are local
administrators on the Desktop Delivery Controller.

The Controllers (Figure 5.5) node has an option for you to “Create Folder.” In larger environ-
ments this would help you to sort your Desktop Delivery Controllers into groups.

Right-click on the Desktop Delivery Controller you have created. Select Properties.

License Server (Figure 5.8) — Use farm setting set the server to automatically inherit the
settings you set at a “farm level.” Deselect, and you could assign a separate license server and port
number for an individual Desktop Delivery Controller.

TIP

If you are using some “Device licenses” and some “User licenses,” you would need to use different license
servers to host these licenses, and then use the Desktop Delivery Controllers to service different Desktop Groups.
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FIGURE 5.8
Desktop Delivery Controller properties dialog box.

XML Service (Figure 5.8) — The XML service can be set to “Trust requests sent to the XML
Service” — the default is to verify the requests first, but this can be enabled if you have put other
security (like IPSEC etc.) in place first.

The XML port can also be altered here — if it is not being shared with IIS.

TIP

Either use port 80 or port 8080 if possible. These are the “standard” ports. To set the port to 8080 if it is
currently sharing with IS, use the command
ctxxmlss /U
This will unregister the XML service, and reboot the server.
ctxxmlss /R8080
This will register the port to 8080.

Select Desktop Groups (Figure 5.9).
Shown above is the Desktop Group created on Citrix XenServer.
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Viewing Desktop Groups.
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FIGURE 5.10
Desktop Groups view menu.

Note that the machine state column is only available through integration with the hypervisor.
The Desktop Delivery Controller interrogates the hypervisor for the current machine state and dis-
plays the information in the Delivery Services Console.

The central task pane contains some of the “Common Tasks.”

Change display — gives you a drop-down list (Figure 5.10) allowing you to change the informa-
tion displayed in the right-hand pane. Most of the nodes only have the options to View Information
or Alerts, but at the Desktop Group level, we are able to select various views to display in the
right-hand pane.

The default view is “Virtual Desktops” which is the view shown above.

e Information — This option displays basic details of the Desktop Group.

¢ Alerts — This option displays warning (orange)/error (red) messages.

¢ Configured Users — This option displays the groups and users configured to use this Desktop
Group.

¢ Read-Only Properties — This option displays the current settings that have been set through the
properties dialog box. (The Farm node also has a “Read Only” option.)

* Virtual Desktops In Use — This option displays those desktops that are currently connected.

¢ Virtual Desktops — This option displays all virtual desktops in the Desktop Group, and the
virtual desktops’ current state.
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Disable Desktop Group (Figure 5.9) — This option disables the selected Desktop Group. This
renders the Desktop Group inaccessible to the users. This setting will also stop the Desktop Group
icon being presented to the user through Web Interface.

Enable user-driven Restart (Figure 5.9) — This setting adds a restart button to the Users Web
Interface page (Figure 5.11).

This setting only works if your desktop is running on an “integrated” hypervisor because the
actual restart action is an instruction sent from the Desktop Delivery Controller to the hypervisor —
XenServer, the VMware SDK, or System Center Virtual Machine Manager.

Move to Folder (Figure 5.9) — allows you to move the Desktop Group to a subfolder. Subfolders
can be created at the node above the Desktop Groups; it is useful in more complex environments
to arrange your Desktop Groups according to structural (development/test/production) or business
(Sales/Marketing/IT etc.) needs.

Delete Desktop Group (Figure 5.9) — allows you to delete a Desktop Group, and Create a new
Desktop Group — as you would expect — allows you to create a new Desktop Group.

Click on Modify desktop group properties | Modify all properties (Figure 5.12).

Desktops Messages ﬁ‘ Preferences +

Logged on as: administrator Log Off

Applications

@ Cape Town

\_Q‘{Refresh

DemoDesktopGroup '-Q') Restart DemoDesktopGroup

@ Hyper-V Bl Restart Hyper-v

VMware vCenter "(_l) Restart VMware vCenter

FIGURE 5.11
Web Interface — “Restart” button.

L1 v I Lual LATIOR LU
Common Tasks

Change display 4 Virtual Desktops
Disable deskbop group AD Computer Account
Enable user-driven desktop restart | DEMOT, citrixsa.net

Mo s b

Move ko folder

e5

Delete desktop group Modify wirtual desktops

FIGURE 5.12

Desktop Group modification menu.
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Basic (Figure 5.13)

* Desktop Group Name — The name and description of the Desktop Group can be amended. The
Desktop Group can additionally be enabled or disabled from this menu, through a checkbox —
Disable Desktop Group.

Assignment Type — This is for viewing whether the assignment type is Pool/Assigned —
Assigned on first use and so on, and whether the Desktop Group is being used for VM-hosted
apps or not.

NOTE

These settings cannot be changed after the Desktop Group has been created. You would need to delete and re-
create the Desktop Group.

* Hosting Infrastructure — Like the Assignment Type, this is a read-only setting. Under this, you
can view the Hosting Infrastructure: XenServer — “Citrix Xen VM infrastructure,” VMware —
“VMware virtualization,” Microsoft — “Microsoft virtualization,” or without integration —

9
“None.
XenServer Desktop Group - Desktop Groups Properties E
Properties: Basic

Select any of the subcategories listed in the tree to set properties for individual pages.

Desktop Group N ame

Specify the name and description displayed to users that view desktops in this desktop group
uzing "Windows mode.

- Logon Information A\fﬂrt':le—n”v‘p—e i " for this deskt
Vittusl Desktops iew the assighment type settings for this desktop group.

E| Advanced Hosting Infrastnchse

- Access Contral Wiew the hosting infrastructure settings for this desktop group.
- Client Options Users
- |dle Pool Settings

Specify the users that can access desktops in thiz desktop group.

- Logoff Behavior
lcon
Specify a custom icon for thiz desktop group.

Logon Information
Specify the logon details for the hosting infrastructure.

Yirtual Desktops
Select virtual desktops to add to this desktop group.

QK I Cancel Lpply

FIGURE 5.13
Desktop Group properties dialog box.
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* Users — View and modify the users and groups assigned this Desktop Group. Add and remove
buttons to modify users and groups.

* Icon — Displays the current icon used to represent the Desktop Group to the users. The Change
icon... button allows you to browse for an alternative, or your own custom icon.

* Logon Information — View and modify the logon information for the hosting infrastructure.
Here, you can edit the hostname/IP address of the server you are interfacing with, and the logon
information.

TIP
If the vCenter/SCVMM/XenCenter logon changes, this is where you would need to edit it on the Desktop Groups.

* Virtual Desktops (Figure 5.14) — View and modify virtual desktops assigned to your Desktop Group.

TIP

The “Export to File” can be handy if you want to create (or recreate) a Desktop Group using the same group of
virtual desktops.

XenServer Desktop Group - Desktop Groups Properties E
Properties: Virtual Desktops
El Basic To select vitual desktops, click Add.
Desktop Group Mame

Azsignment Type Wirtual desktops:
Hosting Infrastructure

Users ‘irtual Machine | AD Computer Account | | Add... |

leon Copy of Windows 7 Demo Machin..  ‘window?demo. citrizsa. net
Logon Infarmation Copy of Copy of Windows 7 Demo ... Windows7demoZ citiixza. net

Wirtual Desklops Edit... |
- Advanced —

- &zcess Control
- Client Dptions

- |dle Pool Settings
- Logoff Behavior

Femove

Export to File... |

Ok | Cancel Lpply

FIGURE 5.14
Modify virtual desktops.
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Advanced (Figure 5.14)

* Access Control — Access control is used in conjunction with Citrix Access Gateway, and this
can be used to only allow users connecting through the Access Gateway and even with certain
Access Gateway filters to access the Desktop Group. The default is to allow all connection
types. The finer details of Access Gateway is outside the scope of this manual. The filters can
allow you to do things like only allow users access if, for example, they have a certain antivirus
package installed.

* Clients Options

Appearance — Change the color depth; choose from 16 colors, 256 colors, high color
(16 bit), and true color (24 bit). The default is true color.

Connection — Encryption — Choose the encryption level of the ICA protocol from Basic up
to 128-bit(RCS).

Connection Protocols — Currently ICA and Microsoft RDP are available. You can add the
RDP protocol. By default only the ICA protocol is available.

NOTE
You will lose ICA/HDX functionality if you choose the RDP protocol.

* Idle Pool Settings (Figure 5.15) — The Idle Pool Setting deserves specific emphasis. The Desktop
Delivery Controller takes over managing the powering on or off of virtual desktops. This can be
somewhat disconcerting for those who are familiar with managing this through a hypervisor
management tool.

Select Idle Pool Settings in the left-hand pane (Figure 5.15). Set the number of virtual desktops
you would like to remain powered on.

The idle desktops are virtual desktops that are powered on and waiting for a user to connect to
them. In order to give users an “instant on” experience, as users log on, the Desktop Delivery Con-
troller starts additional virtual desktops. The idle pool must be big enough such that the number of
idle desktops isn’t depleted before the additional virtual desktops become available. If the idle pool
is depleted, the user must wait until a virtual desktop becomes available. Having a larger idle pool
during peak times is advisable.

This can be used in conjunction with power management capabilities at the hypervisor level —
XenServer Power Management (5.6) and VMware DPM. Intelligent powering off of virtual desk-
tops can translate to significant power saving in the datacenter.

* Business days — Select days that a pool of machines should be kept powered on for connection.

* Day start — Specify the start of the business day, or the time from which your users start
working.

* Peak end — The peak start is automatically taken as the “Day start,” the peak end is the time
before which the bulk of your users have logged on.

* Day end - Specify the end of the business day, or the time after which your users have finished work.

* Idle Desktop Count — Specify the number of idle desktops that should be running during:
Business hours, Peak time, and Out of hours.
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XenServer Desktop Group - Desktop Groups Propetties B
Properties: Idie Pool 5etings

[=1- Basic i
Desktop Group Mame

Agzsignment Type
Hosting Infrastructure
Users

leon

Logon Information

: Wirual Desklops

B Advanced

- &ccess Control

- Client Dptions

= |dle Pool Settings:

- Logoff Behavior

a

T T T T T T T
00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23
r—Business Hours

Mon  Tue ‘WwWed Thu Fri Sat Sun
Businessdays W v I~ I~ I~ o r

Time zone I[GMT+D2:DD] Harare, Pretoria j

Day start [0:30= peskend [0930= Dayend [17.30—=

—Idle Desktop Count

Buziness hours |1 ﬁ Feak time |1 ﬁ Ot of hours |1 3:

QK I Cancel | Apply

FIGURE 5.15
Modify Idle Pool Settings.

During the initial installation and configuration phase, I recommend leaving all of the virtual
desktops powered on. Institute the Idle Pool Settings in a production environment.

NOTE

Booting multiple virtual desktops simultaneously can place a load on the hypervisor (the physical servers).
Additionally, it is recommended” to stagger booting of virtual desktops in large environments, as this prevents
placing an undue load on the physical servers.

ABest practices for Citrix XenDesktop with provisioning server.

The booting of virtual desktops can be throttled by altering the number of concurrent commands
that may be executed. Limiting the concurrent commands prevents the Desktop Delivery Controller
from starting too many virtual desktops simultaneously. Each environment differs from the next; the
performance of the server hardware and the number of physical hosts across which the load will be
spread should be considered when considering how many virtual desktops should be started at one
time — basically you will need to test this, but you can try a “MaximumTransitionRate” of 20 as a
starting point.

Edit the file “C:\Program Files\Citrix\VmManagement\CdsPoolMgr.exe.config.”
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Add the line in bold and italics text.

<?xml version="1.0" encoding="utf-8" ?>

<configuration>

<appSettings>

<add key="LogToCdf" value="1"/>

<add key="LogFileName" value ="C:\cdslogs\VMManager.log"/>
<add key="LogDebug" value="1"/>

<add key="MaximumTransitionRate" value="20"/>
</appSettings>

</configuration>

TIP

Be aware that through hypervisor integration, the Desktop Delivery Controller will automatically shut down any
desktops in your Desktop Group that exceed the number in the idle pool. If you want to power off the virtual desktops,
change the idle pool to zero, or change it to one to boot an individual instance. Alternatively, disabling the Desktop
Group will also disable the Desktop Group from being powered on or off by the Desktop Delivery Controller.

Logoff Behavior (Figure 5.16)
Set the behavior of the virtual desktop — Restart on logoff, or Do nothing — i.e., leave the virtual
desktop powered on.

XenServer Desktop Group - Desktop Groups Properties
Properties: Logoff Behavior

[=- Basic
i i Desktop Group Name
- Azzignment T ppe

- Hosting Infrastructure
-~ Users

- loon

~ Logon Information Do nelhing

L Winual Desklops Do nat perfarm any action when the user logs off.
- Advanced

- Access Control

Clignt Dptions

Idle Pool Sett

£~ Restart the wittual desktop
Reboot the vittual desktop when the user logs off.

’D—KI Cancel Lol

FIGURE 5.16
Modify logoff behavior.
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TIP

To save your having to wait for virtual desktops to power up, during the installation and configuration phase, set
the Desktop Group to “Do Nothing” at logoff.

Restart at logoff can, however, be very handy in a production environment. When using provi-
sioning server to assign a virtual disk (vDisk) to the virtual desktop, a new updated vDisk can be
assigned to the virtual desktop and the change will automatically only take place when the virtual
desktop is restarted — which in this case would be at logoff.

The “Do nothing” setting is also often used in call center/shift worker type environments
because it prevents a “reboot storm” between shifts. Rebooting the entire pool of virtual desktops
can place significant load on the servers hosting the virtual desktops, and the time required to
reboot the entire pool can potentially be an issue.

WEB INTERFACE CONFIGURATION FOR THE INTEGRATED WEB SITE

Citrix XenDesktop automatically installs Web Interface as part of the default installation. The con-
figuration of Web Interface has been moved out of the Delivery Services Console into its own con-
sole in this version of the product.

Click Start | Programs | Citrix | Management Consoles (Figure 5.17).

One of the most common requirements is to edit the Web site to automatically set the preselect
to the active directory domain.

The following configuration is recommended for a single domain environment or an environ-
ment where all the users are in the same domain.

& windows Catalog

Windows Update

Prograrns

Bun...

:é Documents 4 fi 3 @ Adminiskration Tools 4

5 -

i1} - y I Startup Maniage s [ @ Citrix Web Interface Management
Settings

§ & TInternet Explarer @ Delivery Services Console

a

= wt ;

5 Search » [Zl Outlook Express @ License Managemenkt Console

iy . Remote Assistance \F% Presentation Server Console

E Help and Support

b

Q0

Log OFf Administratar, ..

BE 0@ URE

Shut Dawn.. .

FIGURE 5.17
Launch Web Interface console.
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¥5 Citrix Web Interface Management _[Ofx
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Knowlcdge Center

Tor technicsl infomation on the Wweb Interface, hotfixes, security bulleting, and troubleshosting guides, visit the

Ciiix Knowledge Center.

FIGURE 5.18
Web Interface console.

Set the Logon Domain

1. Select the Web Site — somewhat confusingly called “XenApp Web Sites” (Figure 5.18).

The XenApp Service Site is used to integrate with what most Citrix engineers refer to as
Program Neighborhood Agent — now called Citrix Applications. The services site is used to
populate the users Start Menu with the application icons, without requiring the user to log on
to the Web site. This is a useful desktop integration tool, which is more applicable to virtual
applications.

In the right-hand pane, select Authentication Methods (Figure 5.19).

Select Properties (Figure 5.20).

In the left-hand pane, select Authentication Type, and click Settings... (Figure 5.21).

Select Hide Domain box (Figure 5.22) from the domain list, select Pre-populated, and click
Add.... Insert the required domain name and then click OK and OK again.

agRrwN

Amending the Web site appearance is another simple task you can perform to customize the
Web front end for your XenDesktop.

Click Web Site Appearance in the right-hand pane (Figure 5.23).

You can replace the standard Citrix logos with your own corporate logos — using either .gif or
.jpg formats.

Add you images to the folder: C:\Inetpub\wwwroot\Citrix\DesktopWeb\media.
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¥ Citrix Web Interface Management =] E3
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FIGURE 5.19

Web Interface management console.

FIGURE 5.20

Configure Authentication Methods - Internal Site [ |

Specify how ugers authenticate when logging on to the site.

Available methods:

O Pass-through

O Pass-through with smart card
O smart card

O anorymaus®

* Mot supported by XenDesktop.

Froperties |

Mate: You should configure your spstem to suppart wour zelected authentication
method(z] before enabling them. More...

[ o ]

Cancel

Authentication methods dialog box.
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Authentication properties dialog box.

Windows or NIS (UNIX) Settings | x|

Darnain Display
o
" Display Domain box

Domain list: Pre-populated j

citrixsa Hove Up |
[ove Down |

Femaye |

t Dizplay Domain box.

To dizplay mare domains for Lsi
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& Bllow arg UPN suffis \
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Add. Edit. Remove |

Cancel |

T Add

FIGURE 5.22

Domain settings dialog box.



132 CHAPTER 5 Desktop Delivery Controller — Advanced Configuration Settings

¥4 Cros W Intevtae Mamnagrment CEE

T KeaApp Web Sites ["""‘

T T

- [ T L ey redte 3y
@ metren
& e
Andevmal Ste - D Srtbiogs

lal | ]

“ Imtormal Site

o (e bSite Appearance
By | Secuw hcoess |

FIGURE 5.23
Amending Web site appearance.

Lustomize Web Site Appearance - Internal Site [x]

Oplions:

| | Specity scroen layout, disploy, and change view setings

Appeatance... Define branding. images. and colors used throughout the site.
Content.. Configure custom tet messages and area tab labeling

Dverview
Layout  [Full graphica =] Sowen: [Logen - |

b i ove for element

OK Cancel

FIGURE 5.24
Web site appearance dialog box.

Amend the paths under “Appearance,” for example “.media/mylogo.gif” (Figure 5.24).

Test your Web site by attaching to http://localhost (Figure 5.25) on the Desktop Delivery Controller.

Having successfully tested the Web site from on the server itself, you can now test it from
another workstation.


http://localhost
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a trix XenDesktop - Logon - Microsoft Internet Explorer

File Edit \iew Favorites Tools Help 'f;

J Back ~ 3 ~ [x] [2 . Search Favarites 4= - A

| B s |unks ”;
[ - |
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FIGURE 5.25
Web Interface logon page.
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Preview Si Repair Site:
review ate Uninstall Site
@ Help Diagnostic Logging

FIGURE 5.26
Site maintenance menu.

TIP

If you find that your Web site no longer functions, try the Repair Site from the Site Maintenance in the Actions
Pane of the Web Interface Console (Figure 5.26).

Web Interface Installed on a Separate Web Server Step-by-Step

In production environments, it is recommended that Web Interface be installed on a separate server
from the Desktop Delivery Controller. As per Chapter 2, “Installation of the Broker — Desktop
Delivery Controller,” the Desktop Delivery Controller should be installed with the —nosites switch
to prevent Web Interface from installing automatically.
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In this chapter, we will use a “XenApp Web” site to provide access to the virtual desktops, and
later in Chapter 10, you will learn how we use a XenApp services site to provision applications
into the virtual desktops. In terms of planning, you can use the same Web Interface site(s), to pro-
vision both the virtual desktop and the virtual applications into the virtual desktops.

TIP

The NetScaler VPX Express edition is a free VPX appliance. This makes a great load balancer. You can create
multiple Web Interface sites and provide resilience using a NetScaler pair in front on the Web Interface sites.
NetScaler VPX falls outside the scope of this book, but is most certainly worth investigating.

Web Interface Prerequisites
* Operating system
Windows 2003 SP2 (32 bit or x64)
Windows 2008 SP2 (32 bit or x64)
Windows 2008 R2
* Components
IIS 6, 7, or 7.5 depending on their respective operating systems — with the caveat that
Windows 2003 x64 runs in 32-bit mode.
NET Framework 3.5 with Service Pack 1, and Visual J#.NET 2.0 Second Edition — These
installation files can be found under the support folder on the XenDesktop media.
ASP.NET 2.0 — installed and enabled in IIS.

For example on Windows 2008: If IIS is already installed, check whether ASP .NET is enabled.
Server Manager | Roles — right-click on the Web Server (IIS) and select Add Role Services
(Figure 5.27).

1. Mount the XenDesktop ISO on the Web Server. Browse to w2k3\en\Web Interface (the file is
also located under x64\en\Web Interface, but it is exactly the same executable).

. Select the preferred language from the drop-down list and click OK (Figure 5.28).

. Click Next (Figure 5.29).

. Toggle the license radio button to I accept the license agreement, and click Next (Figure 5.30).

. Accept the default location or click Browse... and select the desired folder then click Next
(Figure 5.31).

. Change the radio button to Copy the clients to the computer, browse the XenDesktop DVD,
for example, to D:\w2k3\en\Clients. Then click Next (Figure 5.32).

L, WN

(2]

TIP

If you “skip this step,” the clients won’t automatically deploy and install from the Web site, but will redirect to
the Internet and try to download from there. It is much simpler to install the clients at this stage than to add
them and edit the deployment settings later.
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FIGURE 5.27
Select the ASP .NET role service.
¥ Select Language

“Which language would you like to use during
inztallation?

FIGURE 5.28
Language selection dialog box.

7. Click Next (Figure 5.33).

8. Click Finish (Figure 5.34), and selecting the Start creating sites now launches the “Citrix Web
Interface Management” console.

9. Click Create Site in the right-hand pane (Figure 5.35).
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Introductory setup dialog box.
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License agreement dialog box.



Web Interface Configuration for the Integrated Web Site

[_ O]

CiTRIX'

{& Web Interface Setup

137

IHE E3

'L cmpx

{i8 Web Interface Setup

Installation Location

Specify the folder in which you would like the 'Web Interface to be installed.

The Web Interface Management Cansole will be installed in the same lacation,

Eolder: |8

Browse.

Location of Clients

& Copy the clients to this computer
" Skip this step

Specify the path t the Clients folder on the product media; for example, D:A\Clients
To copy the clients from a network share, you must first map a dive letter to the
share.

The contents of this folder will be copied to C:\Program Files [x86)4Citiz\web
Interfacehs. 2 IClients.

Clients folder: |D:4w2k3hentClients

Browse.

< Back MNext > I Cancel | < Back Nest > I Cancel
FIGURE 5.31 FIGURE 5.32
Installation location dialog box. Client location dialog box.
£ Web Interface Setup [_[CT=] fi§ Web Interface Setup 9

L cmye

Ready to Install

Click Back ta change installation options. Click Mest to start the installation.

The Web Interface Was
Successfully Installed

CiTRIX'

Y'ou must create and configure ane ar more sites using the Wweb
|nterface Management Conzole before your uzers can access
their resources

Y'ou can run the web Interface Management Console at any
time by clicking Start < All Programs < Citris < Citris "'eb |nterface
tanagement

[¥ Start creating sites now

< Back Next >

Cancel |

¢ Back I Finish I Cancel

FIGURE 5.33

FIGURE 5.34

Installation initialization dialog box.

Successful installation dialog box.

10. Select XenApp Web, and click Next (Figure 5.36).

NOTE

XenApp Web is for virtual desktops, XenApp services is for virtual applications provisioned to the virtual desktops.

11. Select the check box Set as the default page for the IIS site, and then click Next (Figure 5.37).
12. Leave the default to authenticate At Web Interface and click Next (Figure 5.38).
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Site type dialog box. IS location dialog box.

NOTE

Web Interface provides various authentication options, including using Microsoft AD Federated Services, Access
Gateway (Citrix's SSL VPN appliance), third-party Kerberos or at the Web site. For the purposes of this book, we
will assume Active Directory, but you should be aware of the various options.
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FIGURE 5.39

Authentication point selection dialog box.

FIGURE 5.40
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Site configuration dialog box.

13. Figure 5.39 is a dialog box, which provides a list of the settings you have chosen, check that
the selections are correct, and click Next.
14. The site is now installed. By default the check box Configure the site now is selected. It is
simplest to configure the site at install. Click Next (Figure 5.40).
15. Enter a “Farm name” - this is a “Display Name” and it is not necessary that it be same as that
of the XenDesktop farm; however, for practical purposes, it is advisable to use the same name.
Click Add... to enter the names (or IP addresses) of your Desktop Delivery Controllers. Move

the primary XML server to the top of the list. Click Next (Figure 5.41).
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Specify Initial Configuration - XenApp
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FIGURE 5.41

Specify XenApp server farm dialog box.

NOTE

If there are multiple servers in the farm, it is good practice to add a number of Desktop Delivery Controllers for
resiliency. As previously mentioned, larger farms may use a dedicated server to provide XML services, the servers
are accessed in order, and consequently the dedicated XML server should be at the top of the list. The Web
Interface site will by default use port 80 to communicate with the XML service of the XenApp servers. Remember
to change the XML port to match that on the Desktop Delivery Controllers (e.g., 8080).

16. Leave the selection at “Explicit” and click Next (Figure 5.42).

NOTE

Explicit authentication is the appropriate authentication type for a Web Portal logon. When using the Web
Services (formerly Program Neighborhood Agent), as we will be doing for XenApp applications, Pass-through is
often the best option.

17. Click Add..., and then enter your domain name, click OK and Next (Figure 5.43).

NOTE

You can alternatively set up domain customization after this stage using the procedure in the previous section.
It is simpler to do the customization during the configuration. In a single-domain scenario, adding the domain
name will automatically populate the domain field and hide the domain field from the user. In multidomain
environments, where you are using this for security purposes, the user will need to log on using the syntax
domain\username, as UPN logons aren’t accepted.
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Specily Initial Configuration - XenApp
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Domain restriction dialog box.
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18. Select your preferred logon screen appearance — (I prefer Minimal), and click Next (Figure 5.44).
19. Leave the default at Online and click Next (Figure 5.45).
Note: For more information on Resource Types, please see Chapter 10, “Configure Citrix

XenApp for Application Provisioning.”

20. Review your selections and click Finish (Figure 5.46).
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FIGURE 5.44

Logon appearance dialog box.

e |
.
citRIX'

Specify Initial Configuration - XenApp1
.
CITRIX

Select Published Resource Type

Confirm Setiings

Select the ypes of resources available to users. Setlings can be updated after infial configuation using
the Published Rlesource: Types task.
& Onins
Users access applicalions, content, and dasktops hasted on remote servers:

" Dffine

Usess stream applications to their desktops and open them locallp. Users must
iristall the: Cilie il phagin,

" Dual made

Users aceess both olfine appicatians and enline applications, conten, and
deskiops, all on the same site.

<Back Nest> Cancel_|

Lheck the summary intarmation below. |0 make any changes, click Hack.

Farm name
Fam

Servers
17231250147

XML Service port
80

XML Service transport type
HTTP

Authentication methods
Explicit

Domain restiiction
Allows any domains

Logon scieen

Mirimal 4|

<Back I Fingh Cancel ‘

FIGURE 5.45

FIGURE 5.46

Published resource type selection dialog box.

Settings confirmation dialog box.
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Integrating XenDesktop with Access Gateway

A XenDesktop farm may be integrated with the Citrix SSL VPN — the Access Gateway.
Selecting Secure Access (Figure 5.47) allows you to

1. Define subnets which will access the virtual desktops through an Access Gateway. Alternatively,
define the internal subnets as default (i.e., direct), and the default (i.e., all the rest) as Access
Gateway.

2. Specify the FQDN (Fully Qualified Domain Name) of the Access Gateway — this must match
the SSL certificate.

3. Specify the Secure Ticket Authorities. The STA functions are integrated into both the Desktop
Delivery Controller servers, and XenApp servers.

The full details of configuring an Access Gateway fall outside the scope of this book; however, it is
important to underline that this is a significant feature. Using Access Gateway to access your virtual
desktop could be used as part of your Disaster Recovery/Business Continuity plan.

The Access Gateway can provide full SSL VPN access, or for heightened security, SSL Proxy
access to only their virtual desktop. The concept of providing just SSL proxy access is useful:
instead of offering access to the network, you only provide remote access to a single virtual desk-
top. This is more secure as it dramatically reduces the surface of attack.

NOTE

The Access Gateway VPX appliance is a virtual machine that can be used in place of a physical Access Gateway.
The Access Gateway VPX appliance replaces the software-based Citrix Secure Gateway.
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FIGURE 5.47

Use the secure access setting to configure Access Gateway.




144 CHAPTER 5 Desktop Delivery Controller — Advanced Configuration Settings

=
Checkpoint 2 — Connectivity to a Virtual Desktop
This is the second milestone in your desktop virtualization project. This demo may be better suited to a
technical audience as the demo may be quite similar to what you demoed in the first milestone. A techni-
cal audience will better appreciate that the virtual desktop is now running on a hypervisor out of the data-
center and the distinction between that and a physical device.

Here is the basic diagram to sketch out for your audience (Figure 5.48).
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Citrix XenServer / HyperV / VMware

FIGURE 5.48
Connecting to a virtual desktop.
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Citrix XenServer / HyperV / VMware

FIGURE 5.49

Connecting to a virtual desktop over a VPN.
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The exception to this rule would be if you have set up an Access Gateway or VPN access (Figure 5.49),
the demonstration of a laptop connecting externally to a virtual desktop in the datacenter is something both
technical and business stakeholders should see.

As with the first demonstration, emphasis on the video, audio, and peripheral (USB /webcams, etc.)
capabilities are the aspects that define user experience to be the same if not better than a physical device.

XENDESKTOP POLICIES AND PRINTING

Policies and printing are two areas that are important to plan for, because they become the two
areas that operationally will need maintenance — as your users change, or your users’ needs change.

These are also both areas that are being updated in the not too distant future, with new
enhancements.

Citrix XenDesktop and Policies

There are two types of policies that you can implement in a XenDesktop environment: Citrix
Policies and standard Microsoft Policies. Citrix Policies are unique to a Citrix environment; the
Microsoft Group Policies are implemented through Active Directory. It is recommended that the
virtual desktops have their own Microsoft Policies separate from physical desktops.

Microsoft Policies are an important tool for managing the virtual desktop environment. There are
many commonalities between your standard desktop policies and virtual desktop policies. Your
existing desktop policies are a good starting point for creating your virtual desktop policies. It is a
good idea to keep your virtual desktop policies separate from your standard desktop policies. Don’t
just link your existing Group Policy Objects (GPOs) to the new virtual desktop OU. The contents
and settings of the desktops are very similar, but the physical implementation is obviously very dif-
ferent. We are placing user workstations in the datacenter, so there may well be different security
requirements. Operationally, it will simplify your life to keep the policies separate. GPOs are
applied by default to organizational units (OUs).

In the current version of XenApp, Citrix Policies are managed through the Advanced Configura-
tion Console; in the next version of XenApp, these settings have been moved into the Delivery
Services Console. We can expect these settings to be migrated into the Delivery Services Console
in the following version of both XenApp and XenDesktop.

A further enhancement will be that these same policies will also be able to be configured
through both a Microsoft GPO and the Delivery Services Console. The new settings will be made
available to a Microsoft GPO by adding a custom .adm file to the GPO.

Citrix Printer Options

Printing is an important consideration as we are changing the physical structure of attaching to our
printers. Print job routing is important to consider.

There are three different mechanisms by which Citrix virtual desktops can attach to physical
print devices.
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1. Network printers
2. Session printers
3. Client autocreated printers

Network Printers

Network printers work exactly the same as they would when using a conventional desktop PC. Network
printers are mapped in the conventional way using a login script; the login script could be a simple
batch file, .vbs or .kix, for example. The important thing to bear in mind with network printers is the
location of the print server, the location of the virtual desktops, and the location of the print device.

The print job will spool on the virtual desktop and traverse the network to the print server, and then
to the print device. If your VDI project also includes a centralization aspect, the increase in print traffic
needs to be considered. In Figure 5.50, you can see how the print job routes to the physical device.

The print traffic flows outside of the ICA stream and is not able to be compressed as it is out-
side of the ICA protocol. Physical devices like a Citrix Branch Repeater (or Cisco WAAS/Riverbed,
etc.) are the best way to compress this type of traffic.

The print server should always be local to the virtual desktops, and this rule is applicable to all
the types of printing. The print device and the user can be remote from the virtual desktop, but the
print server should be on the same LAN as the virtual desktop.

NOTE

The print server and the virtual desktop must have matching drivers. The Windows print server won't load a Citrix
universal driver, and consequently the universal drivers can only be used with Client autocreated direct printing.

Print Server
A

1. Print Job Spools to Print Server

[+
=

Virtual Desktops

FIGURE 5.50
Network printer’s job routing.
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Client Side Rendering (CSR) is a new “feature” introduced since Windows Vista. This places
the load on the client to perform the rendering rather than the server. I would recommend disabling
this on a Windows 2008 print server, as it improves the performance of the virtual desktop.

Session Printers

Session printers work in exactly the same way as a network printer. The differentiator is that the
management of the printer mappings is managed using Citrix Policies. Session printers require a
print server to work; the Citrix Policies only perform a mapping function. A session printer can be
created using the standard filtering of policies. The two most commonly used filters would be to
map a specific printer to

1. An Active Directory Group
2. An IP subnet

Active Directory Groups are routinely used to map network printers; mapping to IP subnets, how-
ever, opens interesting possibilities. Depending on which subnet you logon to, you could be mapped
a printer in that subnet, which could be useful if your users move around a lot.

Client Autocreated

Client autocreated network printers are created on the virtual desktop, by reading the settings on
the client device, and remapping the printers to the virtual desktop. The mechanism works by
interrogating the print manager on the end point, and relaying that information to the virtual
desktop. In effect, all your printers on the end point are automatically created in your virtual
desktop.

NOTE

Only client autocreated printers can make use of the Citrix universal print driver mechanism. Network printers
and session printers must use native drivers.

There are two types of routing that can be used with autocreated client printers: connect directly
or connect indirectly.

Connect Directly
Connect directly (Figure 5.51) can only be used with network printers. The virtual desktop reads the
connection details and creates its own connection to the print server.

Connect Indirectly
Connect indirectly (Figure 5.52) means that the print jobs always routes through the client device.

The print traffic to the client flows within the Citrix ICA session. The traffic is then sent to the
print server, and from there to the print device.

This can be useful in scenarios where the print server is on a network that is not visible to the
virtual desktop, but is visible to the client device (untrusted domains for example). Additionally, if
it is unavoidable that the print server is local to the client device, but not to the virtual desktop, you
may achieve better compression and management of the print traffic if it is kept within the Citrix
Session.
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Print Server
A

Client’'s Network Printer

1. Print Job Spools to Print Server

))))
Virtual Desktops
FIGURE 5.51
Autocreated printers using connect directly.
— 3. Print Job Sent to Physical Device —»
Print Server
2. Print Job Spools to Print Server

))))

Virtual Desktops
FIGURE 5.52

Autocreated network printers using connect indirectly.
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Virtual Desktops

FIGURE 5.53

Autocreated local print devices.

Locally Attached Devices

Locally attached (Figure 5.53) printers by their very nature always connect indirectly. As the physi-
cal device is attached to the client device, the print job will always route through the client device.
A local print device could be connected through a USB or LPT port.

Create a Citrix Policy Step-by-Step

1. Click Start | All Programs | Citrix Management Consoles | Presentation Server Console
(Figure 5.54).
For those who are familiar with Citrix XenApp, you will see that this console is exactly the same
as the XenApp Console. The Desktop Groups are even listed under the Applications folder. What
we are interested in is creating policies to manage the settings in our XenDesktop environment.
Select the Policies node in the left-hand pane. By default, there are no policies configured.

2. To create a policy, right-click on the Policies node.

3. Select Create Policy (Figure 5.55).

4. Enter a name for your policy, and click OK (Figure 5.56).

TIP

The Optimize initial policy settings for a connection type check box allows you to apply the Citrix default
recommendations for WAN, Satellite, or Dial Up. Selecting one of these from the drop-down list will create the
recommended settings in your policy.

5

. Right-click on the new policy you have created, and select Properties (Figure 5.57).

The Citrix XenDesktop Policies enable you to configure how your users’ sessions are config-
ured. Based on the available bandwidth and your security settings, you can choose how the
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Citrix Presentation Server Console.
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FIGURE 5.56

New policy dialog box.
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Policy menu.
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FIGURE 5.58

Policy properties dialog box.

~No

virtual desktop interacts with the end point. You can choose the how graphics get handled, how
peripherals like USB devices get mapped from the end point to the virtual desktop.
Once you have chosen your settings click OK (Figure 5.58).

. Right-click on your policy again (Figure 5.57), and select Apply this policy to....
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Policy filters dialog box.

By default your policy will not apply to anyone. There are five different filters that you can apply.
If the user matches the filter, the policy applies to the user (Figure 5.59).

Access Control — Based on the Citrix Access Gateway product. Used if the user logs in through
a specific Access Gateway Farm, with specific Access Gateway Filters.

Client IP Address — This is particularly useful in XenDesktop environments, if the user logs on
from a certain subnet, the policy applies to them. Given that the connectivity links between the
XenDesktop and the subnet are known, we can choose appropriate settings.

Client Name — This setting is based on the hostname of the physical end point device; the
policy may apply.

Servers — This setting is based on which XenApp server delivers an application; a policy will
apply. Useful in DR (Disaster Recovery) scenarios where you may want different settings if you
are accessing the failover XenApp servers.

Users — This setting is based on Active Directory — either User or Group membership. Useful
for security settings, or enabling peripherals for only a subset of users.

Virtual Desktop Group Name — This setting is based on the Desktop Group Name to which
the virtual desktop belongs.

The Servers option is only available in the XenApp version of the console, and likewise, the Virtual
Desktop Group Name option only exists in the XenDesktop version of the console.

8. Add the appropriate filter and click OK (Figure 5.59).
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A green tick on the policy icon indicates it is active, an orange line indicates that it is disabled.

TIP

If you suspect that you have an issue with policies, it is preferable to disable policies than delete them.

Citrix XenDesktop Policy Settings Explained

In this section, we will dig into the details of individual Citrix Policy settings. As with the rest of
this chapter, only a subset of this information may be relevant to your implementation. I do, how-
ever, advise you to at least skim through this section, as you may well “discover” functionality that
you were unaware of.

Figure 5.60 is an example of the Policy Console, note the “breadcrumb” mechanism, whereby
you can intuitively find where settings have been configured by following the blue arrows to the
configured settings.

Most of the policies have the following options (Figure 5.60):

* Not Configured — This policy setting is not set.
* Disabled — This policy prevents these settings of the rule from being applied.
* Enabled — This policy causes the settings of the rule to be applied.

Not Configured and Enabled, are pretty easy to understand, but why the ability to disable a policy
setting? Disabling a rule neither enables nor disables the settings; rather it prevents any other lower
ranked policies from affecting the default setting. Multiple policies may be applied to a user, and
the order in which they have been set will define the user’s effective set of settings. Disabling a
policy will cause all lower ranked policies for that setting to not be applied.

So, for example, I may have a policy that is enabled to allow USB mapping. I might also decide
that I don’t want users from a particular subnet to have the USB mapping allowed. This is often
the case if you have an area that is publicly accessible — like Internet kiosks. I have set a general
policy that I apply to “Domain Users” that allows USB mapping. By default USB mapping is not
enabled.

e Bandwidth USE
=1 [l Client Devices
- [E5 Resources " Mot Configured
(£l L] Audio i~ Disabled
[~ |_] Drives
[#- ] Other {* Enabled
—\__I Ports Mot Configured defers to lower-priority policies, Disabled and Enabled override lower-priority policies.
= [ use
e st
=1 Printing {+ Allow mapping of cient USE devices
4 User Wotkspace " Disallow mapping of client USE devices
[+ [_] Security

FIGURE 5.60
Client USB mapping policy.
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FIGURE 5.61
Setting the ranking of policies.

There are two ways in which I could prevent the subnet from receiving the policy settings.

1. We could create a higher ranked policy that sets this setting as “Disabled” and filter it to only
apply to the subnet.

2. We could set a higher ranked policy, where the policy is enabled, but set to Disallow mapping
of client USB devices, and filter it to only apply to that subnet.

Both of these options will stop the user from mapping USB devices. My preference would be to
enable the rule, and set it to Disallow mapping of client USB devices because it would be easier
for anyone else scrutinizing the policies to understand.

So to reiterate, disabling a rule will have no affect on the settings, it only prevents other rules
from affecting these particular settings. A disabled policy is somewhat similar to a Microsoft “No
Override” setting, and similarly it should be used sparingly.

Clicking the double arrows makes the policy either the highest priority or the lowest priority.
The single arrows move the policy up or down in single increments. Priority “1” is the top priority,
and the higher the number, the lower the priority (Figure 5.61).

The Citrix Policies are grouped into the following subsections:

* Bandwidth
* Client Devices

* Printing
* User Workspace
* Security

We will step through each of these sections, with a brief explanation of each policy setting.
It would be best to step through this section with the Presentation Server Console open in front of
you, if at all possible.

BANDWIDTH
Visual Effects (Figure 5.62)

* Turn off desktop wallpaper — this setting not only prevents unnecessary graphics being used,
but also prevents the use of desktop wallpaper.
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Citrix Policies — Bandwidth node.

FIGURE 5.63

Image acceleration using lossy comprassion
ot Configured
 pisabled
& Enabled

Nt Configuire defars t lower-prinsity poliies. Disabled and Fnabled averride lower-prinrity polries.

Note: Please see Help for compatibility with previous versions of Presentation
Server.

Compression is enabled and set ta high by default. Progressive and Heavyweight compressinns
are dizabled by defoult., Use this polcy to override o tallor thesc scttings.

Compression bevel: (progressive, It used, must bs higher)
[0 not use lossy compression |

I Rest

-

SpeadScreen Progressive Display comprassion level:

™ Restrict compression to connections under this bandwidth

Threshold (Kbfsec): 512

I Use h (extra CPU,
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gradually sliding out.

Turn off menu animations — this setting prevents start menu components from building out

Turn off window contents while dragging — if you move a application window from one part

of the screen to another, the frame and contents are normally displayed while its is being

moved. This setting moves only an outline frame of the window, and the contents are only
displayed when the frame stops moving.

Speed Screen

Image acceleration using lossy compression (Figure 5.63) — this rule contains three settings:

1.

display graphics. You can choose to degrade the graphics to decrease bandwidth usage.

Compression Level — This setting refers to the level of compression that should be used to
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2. SpeedScreen Progressive Display — This setting applies compression to images that are in
motion. In other words, if I were to move a graphic object in my application, the image would
degrade while in motion, and then sharpen up once it stops moving.

A further subsetting on both of these rules is that you can choose that this only be applied to
bandwidths lower than the amount you define. This is useful when defining remote users.

3. Use Heavyweight compression — This setting retains graphic quality, but increases the load on
the processor (CPU) of the virtual desktop.

Session Limits (Figure 5.62)
The ICA protocol assigns virtual channels to different types of traffic sent between the client and
the virtual desktop. The administrator can restrict the bandwidth used by virtual channels.

The settings are as follows (Figure 5.64):

* Not Configured — Not set in this policy.
* Disabled — The policy is disabled.
* Enabled — The bandwidth limits specified are applied to the virtual channel.

NOTE

Setting the policy to Disabled disables the policy; it does not disable the virtual channel.

* Audio — Restricts the bandwidth of sounds.

* Clipboard — Restricts the bandwidth of clipboard mirroring between the virtual desktop and the
physical device.

* Com Ports — Restricts the bandwidth of Com Port mapping.

* Drives — Restricts the bandwidth of Drive mapping from the physical to the virtual desktop.

* LPT Ports — Restricts the bandwidth of LPT Port mapping (for older printer types).

* OEM Virtual Channels — Restricts the bandwidth of OEM virtual channels.
Note: OEM virtual channels can be used with things like smart cards or other third-party

hardware.
* Overall Session — Total usage per session — this enables you to restrict the total bandwidth
usage.
* Printer — Restricts the bandwidth of the printer channel, which is responsible for carrying print
traffic.
Audio
Mok Configured
"~ Disabled
= Enabled
Mot Canfigured defers to lower-priority policies. Disabled and Enabled override lower-priority palicies,
Entet the maximum smaunt of bandwidth in kilobits per second that may be used For client sudio
Sn:‘:i::i.sat) :
[ 1
FIGURE 5.64

Session limits for the audio virtual channel.
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NOTE

The printer channel only carries “client autocreated” printer traffic. Network printers — such as those mapped
using logon scripts or “session printers” — are created using Citrix Policies. Both pass their print network traffic
outside of the virtual channels, directly from the print server to the physical print device. This bandwidth setting
will thus only affect “client autocreated” printers.

Client Devices

When the Bandwidth node is enabled, the administrator can restrict the bandwidth used by
the virtual channels, the Resources (Figure 5.65) node allows the administrator to disable or enable
some of the virtual channels.

1. Audio
Microphones — turn client microphones either on or off
Sound quality — set sound quality to one of three settings
- High sound quality; lowest performance
- Medium sound quality; good performance
- Low sound quality; best performance
Turn off speakers — turn off audio mapping to client speakers
2. Drives
Connection — enables or disables “Connect client drives at logon”
Mapping — enables you to disable connection to any or all of the following:
- Floppy drives
- Hard drives
- CD-ROM drives
- Remote drives
- USB disk drives

B- 1 Cliert Devices
= (1 Resources
= ] Audia

g Saund quality

E Turn off speakers
= ] Drives
: E Connection
- [£ Mappings
E| J Optimize
b g Asynchronous writes
= ] other
: E Turn off clipboard mapping
- [E Turn off GEM virtual channels
=] Parts
E Turn off COM ports
E Turn off LPT ports
=] Use

E USE

FIGURE 5.65
Citrix Policies — Client Devices node.
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3. Optimize
Asynchronous Writes — enabling this setting can assist writes to client drives over links that
are both high bandwidth and high latency.

4. Other
Turn off clipboard mapping — enabling this setting prevents clipboard contents from being
copied both to and from the client device (can be useful in high-security environments).
Turn off OEM virtual channels — enabling this setting blocks OEM (third-party)
applications from using custom virtual channels.

5. Ports
Turn off COM ports — disables COM port mappings.
Turn off LPT ports — disables LPT port mappings.

6. USB
USB - has settings to Allow or Disallow “mappings of client USB devices.”

NOTE

By default, client USB devices are not mapped.

Printing
This section looks at the configurations covered in the Citrix Print Options earlier in this chapter
(Figure 5.60).

Client Printers Client printers are any printers installed on the physical end point. Autocreation is
the process of mapping the same printer inside the virtual desktop.

1. Autocreation
Autocreate all client printers — This setting maps all the printers.
Autocreate local (non-network) client printers only — This setting maps only printers that are
physically attached to the client device.

X piing

- ] Client Frinkers
----- E Auko-creation

----- g Leqacy client printers

@ Prinker properties retention

----- [= Print job routing

------ @ Turn off client printer mapping
= _| Drivers

FIGURE 5.66

Citrix Print Policies.
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Autocreate the client’s default printer only — This setting only creates the default printer of
the client physical device.

Do not autocreate client printers — This setting does not map client-side printers to the
virtual desktop.

2. Legacy client printers — This setting changes how client-side printers appear inside the user
session, and is more applicable to how printers are created within XenApp where the user may
have multiple sessions.

Create dynamic session-private client printers — This setting creates client device printers
that are linked to the session ID (and under XenApp not visible to other users).

Create old-style client printers — This setting creates printers linked to the user account
(which are visible under XenApp to other users on the same XenApp server).

3. Printer properties retention — This setting refers to printer-specific settings, for example, paper
size (A4 or Letter), and where the printer options are stored.

Saved on client device only — This setting saves the settings on the physical end point. This is
not possible on read-only client devices. Use this if the settings can’t be saved in the profile.
Retained in user profile only — The printer settings are held in a roaming (or virtual profile).
This is a common option in virtual desktop environments, and the one which I recommend.
Held in profile only if not saved on client — This attempts to save the settings on the end
point, and fails back to the profile if the client can’t save the settings. This setting also uses
extra time and bandwidth to perform this action.

4. Print job routing — Print job routing should be planned around the placement of virtual
desktops, the print server, and the print device. Please see the previous section on Citrix Printer
Options to ascertain the best option.

Connect directly to network print server if possible — The virtual desktop maps the network
printer, and spools directly to the print server.

Always connect indirectly as a client printer — The virtual desktop spools the print job to the
client device which then forwards it to the print server.

5. Turn off client printer mapping

Turn off client printer mapping — This setting disables all connections to client printers using
the autocreated method.

Drivers This section deals with print drivers. Native drivers are those released by the printer manu-
facturer (e.g., HP, Ricoh, Nashua, Minolta etc.). Print drivers are less of an issue in a virtual desk-
top environment than they are for Terminal Services/RDS as the drivers have typically been written
for the virtual desktop operating system. Issues may still exist when using older drivers, intended
for Vista, on Windows 7, so testing is important.

1. Native print driver auto-install
Install Windows native drivers as needed — This policy results in the native print drivers
downloading and installing from the print server onto the virtual desktop.

NOTE

| recommend adding the necessary print drivers to the base image. Setting the driver to autoinstall can
potentially result in the drivers installing repeatedly in subsequent sessions as the image is read-only.
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Do not automatically install drivers — This setting prevents the drivers from automatically
downloading. The printer will then either be mapped with the universal driver if it is
enabled, or it will simply be not mapped at all if the universal driver isn’t enabled.

2. Universal driver
Use universal driver only if the requested driver is unavailable — This setting results in the
native driver being used if it is installed, but failing back to the universal driver if it isn’t
installed (can be used in conjunction with “do not automatically install drivers”).
Use only printer model specific drivers — This policy only allows the use of the native
driver. If the native driver is not installed, then the printer will not map.
Use universal driver only — This policy prevents the use of native drivers, only the universal
driver can be used.

Session Printers (Figure 5.67) If the policy applies to a given virtual desktop, all of the listed ses-
sion printers are mapped to the users’ virtual desktop.

The Add... button enables you to add to the list of session printers.

The Settings... button (Figure 5.68) enables you to configure default settings for the printer,
including paper size, number of copies, print quality (75 dpi to 600 dpi), orientation, and lastly,
how the settings are applied. Apply customized settings at every logon overrides saving these set-
tings in the profile.

The Remove button removes the highlighted printer from the list of session printers.

Choose client’s default printer

* Do not adjust the user’s default printer — This option just adds the session printers to the user’s
list of printers, and the first printer created is set as the default printer. The default printer of the
session is not saved to the profile.

B My mast empartant poby Progertics

* :j:':""‘"’h Session printers
4  Orvices
. ot Confrpred
% [ Chorit Privters o
g Orrvers
7y Session prrters 7 Enabled
i Usee Worlapace Mok Corfapred defers to loweer-prcety poboes. Cinabled oned Enstied overrde kowes grorty poloes.

List of Session Printers -
One or more network
printers

Add Session Printer

Settings
" /
Pl somgs.. g | Remove a Session Printer

Choose chent's def k printer:
[0 ot adist the user's def skt preter = >

Choose client’s default

I ook |..E";_J’ printer

FIGURE 5.67
Session printer configuration.
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Paper Sizs!
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FIGURE 5.68
Print job settings.
T ————
| Select printers Lo od:
H hared Name: [ sever | Prinker Model [ Location |
|
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FIGURE 5.69
Add printers dialog box.

* Set default printer to the client’s main printer — This sets the users default printer on the virtual
desktop to be whatever is set on the client device.

* <Session Printer> — You can also set one of the list of session printers (they are all listed) to be
the user’s default printer.

Adding a Session Printer Step-by-step:

1. Click Add, and to add a network printer (Figure 5.69).

2. Click New.

3. Click Next (Figure 5.70).
You can change the connection credentials in the unlikely event that the logged on user account
doesn’t have visibility of the printer.

4. Type in a UNC path, or browse to a network printer and click Finish (Figure 5.71).
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Network Printer Credentials Network Printer Location
User credentials ko use o connect ko network printer: " Enter UNC Path

LINE Pathy
CITRECSALAdministrator I

" Other: (+ Browse for printer

Wser mame: | Browse pekwark:

(=)&) Windaws NT Remote Printers
Passyord: | =8, cITrinsa
SR CITRIX2ZKIDEMO
Dormain: I EIHP Color
Mext b | Cancel Help | 4 Back | Einish Cancel Help
FIGURE 5.70 FIGURE 5.71
Connection user credentials dialog box. Network printer location dialog box.

User Workspace
Time Zones — “Do Not Use Clients’ Local Time”
Note: By default the virtual desktop automatically assumes the time zone on the client
device.

Security
Encryption — SecurelCA encryption — set the ICA encryption level. The encryption levels
can be set to — Basic, RC5 (128 bit) logon only, RC5 (40 bit), RC5 (56 bit), RC5 (128 bit).

NOTE

The default setting of basic is sufficient for most XenDesktop environments. Higher encryption levels will incur a
processor overhead.

Microsoft Policy Settings

As previously mentioned, the Delivery Services Console in XenApp 6.0 will integrate the Citrix
Policies into it as one console. What will also be introduced will be the ability to manage the Citrix
Policies through a Microsoft Group Policy Management Console. The changes within XenApp will
no doubt also be introduced into XenDesktop. The standardization of managing all policies through
the Microsoft Group Policy Management Console will be welcome news to many organizations.
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Broadly speaking, a lot of the policy settings you would use in a Terminal Services/RDS
environment are also applicable in a virtual desktop environment. A good recommendation is to
redirect user data out of the virtual desktop. Redirect My Documents to a network location, for
example, and hide the operating system hard drive. The virtual desktops are commonly pooled
between all the users, and in this instance, if the user were to save data to a local hard drive, the
information wouldn’t persist between sessions.

Enabling loopback processing is a worthwhile concept to consider in a virtual desktop environ-
ment. Loopback processing on Microsoft GPOs alters how policy settings are applied. Normally
policies are applied in the order Site, Domain, and then OU with machine policies applying at boot
and user policies at logon; loopback processing processes the machine policies again after the user
policies. Merge Mode applies both user and then machine policies, while Replace Mode only
applies GPOs applied to computer account.

TIP

Be aware that the Virtual Desktop Agent uses port 8080 by default to communicate with the Desktop Delivery
Controller. Group Policy Objects defining firewall policies could potentially block the communication between the
virtual desktops and the desktop.

Delivery Controller
The use of Group Policies to manage Virtual Profiles will also be covered in more depth in Chapter 12,
“Implementing Virtual Profiles into the Virtual Desktop.”

SUMMARY

This chapter dealt with the XenDesktop Management Consoles in depth. We stepped through the
Delivery Services Console studying the settings for managing XenDesktop farms. This was fol-
lowed by looking at the Citrix Web Interface Management Console, and how this should be config-
ured for presenting virtual desktops to our users. The significant checkpoint covered was a
demonstration of using these configurations to demonstrate a connection to a virtual desktop —
significantly this includes all the components introduced since the first checkpoint. In the subse-
quent subsections, we discussed the Presentation Server Console, focusing on the Citrix printer
options and Citrix policy settings in depth. Lastly, we briefly looked at how Microsoft Policies can
be integrated with XenDesktop.
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Installation of the Citrix
Provisioning Server

INFORMATION IN THIS CHAPTER

Prerequisites

Recommendations
DHCP Configuration
Installation of Provisioning Server — Step by Step

Provisioning server (PVS) is the component of a XenDesktop VDI (Virtual Desktop Infrastructure)
solution that is typically the least understood. Provisioning server introduces “disk virtualization.”
In the same way we broke the link between one physical piece of hardware serving one operating
system, we can now have one “virtual disk” being accessed by multiple virtual machines.

Provisioning server uses the network to mount the virtual disk to the virtual desktop. The Citrix
terminology for this virtual disk is a vDisk.

When you normally create a virtual machine, you would assign memory, virtual CPU(s), net-
work card(s), and disk. The disk would normally be in a VHD (XenServer/Hyper-V) or VMDK
(VMware) format. With provisioning server, you only assign memory, CPU, and network resources,
and there is no disk mounted for the base operating system. The “ah ha” moment is generally when
you open the hypervisor console and show how there is no disk attached, and how the boot order is
set to boot from the network.

Typically each virtual desktop is assigned an individual disk (see Figure 6.1).

A single vDisk is mounted to multiple virtual desktops through the network (see Figure 6.2).

FAQ
But how does the same disk boot multiple machines without resulting in conflicts?

The provisioning server injects the virtual desktop “uniqueness” at boot time. The provisioning server uses a
database to map virtual desktops to machine names and Security Identifiers (SIDs). Each virtual desktop has a
virtual Mac address, which is associated with a virtual desktop computer name. The boot disk is read-only and is
used by all the assigned virtual desktops, each virtual machine is additionally assigned “Write Cache,” which is
Read/Write, the virtual desktop uses this as working space for things like its pagefile, and any other write actions
required by the operating system.

A single physical provisioning server “officially” scales to 480 virtual desktops; however, recent updates to the
product have raised that number considerably.” For practical purposes, the scaling out is more likely to be determined
by the redundancy requirement. Two or more provisioning servers can be set up in a High Availability cluster.

ADelivering 5000 desktops with Citrix XenDesktop — “ONE physical provisioning server could easily support 3300 desktops.”

Citrix XenDesktop Implementation. DOI: 10.1016/B978-1-59749-582-0.00006-3 1 65
© 2010 Elsevier Inc. All rights reserved.
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FIGURE 6.1

Virtual desktops without provisioning server.
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FIGURE 6.2

Virtual desktops with provisioning server.

FAQ
Physical or Virtual?

The provisioning server is a relatively heavy load, especially in terms of network requirements. For a small proof
of concept or a pilot, it can be run as a virtual machine on the hypervisor infrastructure. For a production/live
environment, one or more physical servers are recommended.

FAQ
Can a vDisk hosted by Citrix Provisioning Server be used across multiple hypervisors?

No, the vDisk will be specific to the hypervisor on which it was created. Each hypervisor presents virtual
hardware and the drivers are specific to each hypervisor.
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PREREQUISITES

Important considerations:

1. The user account performing the installation must be a local administrator on the provisioning
server.

2. An Active Directory Service Account for Citrix Provisioning Server. For proof of concept/pilot
type implementations, the local Network Service Account can be used rather than an Active
Directory user account.

3. Windows Server 2003 SP2 and Windows Server 2008 and Windows Server 2008 R2 (32 or 64
bit) — all editions are supported for the provisioning server.

The Installation Guide states “all versions.” For a production environment, Windows Server
2008 (64 bit) would be the best choice in terms of performance and scalability. Windows Server
2008 R2 is currently supported in version 5.6.

SQL Express database is sufficient for a proof of concept. A pilot or production environment
should make use of an Enterprise database, which can be easily backed up and restored as required.

4. Requires Microsoft SQL 2005 or Microsoft SQL 2008. Express editions included. Please see
Appendix.

TIP

As with the Desktop Delivery Controller, ask the database administrator in your organization to create a database
for you.

5. Have a separate logical or physical drive location available for virtual disks. SAN (Storage Area
Network) storage is recommended if available.

6. The .NET Framework 3.5.1 is required. This is installed on Windows Server 2003, but on
Windows Server 2008 R2, you add it as a “Feature” under Server Manager.

RECOMMENDATIONS

The following tuning tips should be used for production environments. If you are running a small
proof of concept, you can safely ignore these optimizations.

Windows Server 2008 (64 bit) will give you the best performance. System cache allocations
on Windows Server 2008 64 bit are far higher, and consequently your access to the vDisk is
quicker.

If you can’t use 64-bit Windows Server 2008 or Windows Server 2008 R2 in your organization,
then disable Physical Address Extensions for your provisioning server. For Windows Server 2003
SP2 32 bit, use /NOPAE switch in your boot.ini file (NOPAE — No Physical Address Extensions).
For Windows Server 2008 32 bit, run the bededit utility from the command line:

bcdedit /set nx AlwaysOff
bcdedit /set pae ForceDisable
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For Windows Server 2003, setting performance to be optimized for system cache will improve
performance. Windows Server 2003 LargeSystemCache:

Start | Settings | Control Panel | System | Advanced | Performance Section | Settings
Advanced | Memory Usage | Select System Cache (see Figure 6.3).

Transmission Control Protocol (TCP) offloading has a detrimental effect on performance. This
is a function that moves some tasks from the processor to the network card. The recommended
setting is:

HKEY_LOCAL_MACHINE\NSYSTEM\CurrentControlSet\Services\TCPIP\Parameters\

Key: "DisableTaskOffload" (dword)
Value: "1"

Another network optimization is to disable Large Send Offload, for best performance set:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\BNNS\Parameters\
DWORD = EnableOffload
Value "0"

Performance Options ﬂ

Visual Effects  Advanced |Data Execution Prevention |

—Processor scheduling

Choose how ko allocate processor resources,

Adjust For best performance of:

" Background services

—Memoary usage
1 Choose how ko allocate swskem meamory.

Adjust For best performance of:

" Programs & System cache

—Yirtual memory

& paging file is an area on the hard disk that Windows uses as
if it were RAM.

Total paging Ffile size For all drives: 1536 MB

Change |

oK I Cancel apply

FIGURE 6.3

Setting memory usage to system cache.
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On your switches, disable the Spanning Tree Protocol (STP) and enable PortFast. PortFast is the
Cisco term, but other vendors have the equivalent functionality.

Teaming your network cards in a provisioning server will also improve your network through-
put. For performance, I recommend enabling both HA (High Availability) and load balancing in the
NIC (Network Interface Card) teaming settings.

DHCP CONFIGURATION

Citrix Provisioning Server is best used with a Dynamic Host Configuration Protocol (DHCP) server.
Although it is entirely possible to use it without DHCP, it does, however, make the solution more
complex to manage. Each guest virtual desktop will require an individual IP address and this can
be achieved by assigning each machine an IP address out of a pool using DHCP, or a unique boot
ISO file would have to be mounted to each virtual desktop. Each boot .ISO file would have a dif-
ferent IP address, but point to the same Trivial File Transfer Protocol (TFTP) server to mount the
virtual disk (vDisk). Clearly having different boot .ISO files for each virtual desktop is an onerous
administrative task, and, moreover, it makes it very difficult to change IP ranges of the guests.

NOTE

DHCP can be used with or without PXE (Preboot Execution Environment). A generic .ISO image can be used to
define the location of the boot file if used in conjunction with DHCP. Building a boot .I1SO is discussed in
Chapter 8, “Additional Provisioning Server Configuration Settings.”

There are two options for using DHCP: (1) a DHCP server® on a separate server is supported or
(2) Microsoft DHCP can be installed on the Citrix Provisioning Server. For the sake of simplicity,
it is easiest to have it installed on the Citrix Provisioning Server, as the installation wizard will then
do the automatic configuration for you. A large number of organizations, however, keep very strict
control over DHCP services on their network; in these cases, you will need to integrate into an
existing DHCP server.

Create the PXE Scope Options on a Microsoft DHCP Server — Step by Step

Any DHCP server that can support the 66 and 67 scope options can be used. In this example, we
will be using a Microsoft DHCP server. These steps are required if the Citrix Provisioning Server
and Microsoft DHCP are installed on separate servers.

1. Select the DHCP server, and click Action (Windows Server 2003) (see Figure 6.4).

For Windows Server 2008, right-click on the IPv4, select Set Predefined Options... (see Figure 6.5).
2. Set Predefined Options (Windows Server 2003) (see Figure 6.6).

The remaining steps are identical for both Windows Server 2003 and 2008.

BVarious types of DHCP servers are supported, including Tellurian and Microsoft DHCP.
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DHCP on Windows Server 2003.
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DHCP on Windows Server 2008.
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DHCP options on Windows 2008.

3. Click Add... (see Figure 6.7).

4. Enter Boot Server Host Name, change the Data Type to String, set Code as 66, and enter a
Description as TFTP boot server host name. Click OK (see Figure 6.8).

5. And click Add... again.

6. Enter Bootfile Name, change the Data Type to String, set Code as 67, and enter a Description
as Bootfile Name. Click OK (see Figure 6.9).

The options have now been added to DHCP, and now we can configure them.

. Select your scope, and select Scope Options, and right-click.

7
8. Select Configure Options (see Figure 6.10).
9. Scroll down to scope option 66, and select it. Inside String value, add the IP address of the
provisioning server, and if you have more than one provisioning server, then delimit the entries
with a semicolon — for example: 192.168.0.10;192.168.0.11 (see Figure 6.11).
10. Scroll down to scope option 67, and select it. Inside the String value, enter the text:
ARDBP32.BIN (see Figure 6.12).

ARDBP32.BIN is the boot file that we are offering on the PXE server.
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Bootfile option type.
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Scope options — option 66.
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Scope options — option 67.

INSTALLATION OF PROVISIONING SERVER — STEP BY STEP

Insert Provisioning Server DVD, or mount PVS .ISO if you are using a virtual machine. If autoruns
are enabled, you will get the dialog below, otherwise double-click autorun.exe on the root of the

provisioning server media.

Click Install Server® (see Figure 6.14).
Click Next (see Figure 6.15).

oapwN~

Click Next (see Figure 6.18).

Select Server Installation (see Figure 6.13).

Toggle the radio button to accept the license agreement, and click Next (see Figure 6.16).
Enter a User Name and Organization details, and click Next (see Figure 6.17).

CThe provisioning server will share the same license server that we previously installed for the Desktop Delivery

Controller.
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Provisioning services installation.
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Provisioning services installation welcome.
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FIGURE 6.16

License agreement.
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You could choose to install your provisioning server on a second logical or physical drive, if
you wish to install the operating system and applications on separate drives, click Change... and
type or browse to the desired location.

7. Click Next (see Figure 6.19).
8. Click Install (see Figure 6.20).
9. Click Finish (see Figure 6.21).

After the installation is complete, the Citrix Provisioning Services Configuration Wizard pops up.

10. Click Next (see Figure 6.22).
11. Select the DHCP option that you have chosen (see Figure 6.23 or 6.24).

NOTE

If you want to use locally installed DHCP for a simple proof of concept, you must have installed DHCP before
running the configuration wizard, otherwise it won’t automatically add the scope options for you.

12. Click Next (see Figure 6.25).
13. Select Create farm for the first Citrix Provisioning Server, join existing farm for subsequent
installations, and click Next (see Figure 6.26).

Local SQLExpress (see Figure 6.27).
Dedicated SQL Server (see Figure 6.28).

jié* Citrix Provisioning Services x64

i Setup Type - ..
E Choose the setup type that best suits your needs. c"“‘lx

Please select a setup type.

* Complete

All program features will be installed. {Reguires the most disk
space.)

" Custom

Choase which program features you want installed and where they
will be installed. Recommended for advanced users.

Installshield

< Back I Next > I Cancel

FIGURE 6.19
Setup type.
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jige Gitrine Provisioning Services x64

InstallShield

FIGURE 6.20
Ready to install.

jig- Gitrix Provisioning Services x64

Installation Wizard Completed

The Installation Wizard has successfully installed Citrix
Provisioning Services x64. Click Finish to exit the wizard.

FIGURE 6.21
Successful installation.
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The Configuration Wizard provides an easy way to
setup a "basic” Server configuration.

Far advanced configurations, see the Installation and
Configuration Guide,

You can always run the Configuration Wizard again
later from the Start Menu.

FIGURE 6.22

Provisioning Services Configuration Wizard.

Provisioning Services Configuration Wizard

DHCP Services

Specify the service that will provide IP address assignments to Provisioning
Services target devices,

FIGURE 6.23

DHCP services — on another computer.
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Z"'_'_ZI Provisioning Services Configuration Wizard

DHCP Services

Specify the service that will provide IP address assignments to Provisioning
Services target devices,

FIGURE 6.24
DHCP services — on this computer.

{7} Provisioning Services Configuration Wizard

PXE Services
Specify which service will deliver this information to target devices.

FIGURE 6.25
PXE services.
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O Provisioning Services Configuration Wizard

Farm Configuration
Create a new Farm or join an existing Farm, Can be skipped if already
configured.

{* Create farm

" Join existing farm

< Back I Mext = I Cancel

FIGURE 6.26

Farm configuration.

G Provisioning Services Configuration Wizard

Database Server
Enter the Server and Instance names.

SErver name: I CITRIXPYS

Browse... I

Instance narne: I SOLEXPRESS

Moke: Leaving this blank indicates the default instance,
Defaulk SGL Server Express instance name is SQLExpress’,

Optional TCP port: I

< Back Texk = Cancel

FIGURE 6.27

Database server — SQLExpress.
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O Provisioning Services Configuration Wizard

Database Server
Enkter the Server and Instance names.

Server name: | MYSQLSERVER.

Browse. .. I

Instance name: I THEINSTANCECREATEDFORPYS]

Maote: Leaving this blank indicates the default instance.
Defaulk SQL Server Express instance name is SQLExpress’,

Opkional TCP port: I

< Back I Mext = I Cancel

FIGURE 6.28
Database server — SQL Server.

14. For a simple proof of concept, enter your hostname, and “SQLEXPRESS” in the Instance field
(Figure 6.27), and for pilot or production systems, connect to a database instance that you have
created for this purpose (Figure 6.28).

The way in which we create a back-end configuration database is analogous to the database that
we create for the Desktop Delivery Controller.

NOTE

Each Citrix component requires a separate database, first one for XenDesktop Desktop Delivery Controller, second
for Citrix Provisioning Server, and a third for Citrix XenApp for Application provisioning. It can be the same
database server, but there must be three different databases on the server.

15. Change the farm name to something specific to your environment. If you have more than one
site or plan to use more than one site in the future, then enter a locale-specific name. You can
use multiple sites for multiple physical locations, and also for high availability” or disaster
recovery locations (see Figure 6.29).

DCitrix Provisioning Server has sophisticated high availability capabilities.
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O Provisioning Services Configuration Wizard

MNew Farm
Enter the new Database and Farm names,

Database name: I PraovisioningServices j
Farm name: | Provisioning Server Demo Farm
Site name: I Johannesburg Site

Colleckion narne: | Callection|

% Use Active Directary groups for security

£ Use Windows aroups for secutity

Farri Administrakar graup:

Icitrixsa.net,l'BuiItin,l'.D.dministrators j

« Back, I Mext = I Cancel |

FIGURE 6.29

New farm.

16. Change the license server to point at the Citrix License Server you installed in Chapter 2,
“Installation of the Broker — Desktop Delivery Controller,” then click Next (see
Figure 6.30).

Although it is possible to run the licensing locally on the Citrix Provisioning Server, it is recom-
mended that the licensing is run separately. The Citrix Licensing Server provides licenses for all the
XenDesktop components. This makes sense in the context of redundancy of all of the components
including having multiple Citrix Provisioning Servers.

17. Select the appropriate user account. If in doubt, leave it at the default — Network
service account, and select the check box Configure the database for the account (see
Figure 6.31).

A “Specified user account” would be used if the virtual disks are being accessed from a network
share. This is typically the case in a multiple Server Provisioning Server environment. Multiple pro-
visioning servers can be used for load balancing and high availability. If using this option, also
check Configure the database for this account.

The option “Local System Account” is as per the comment for use with a SAN — if your hard
drive in the provisioning server is actually mounted from a SAN.
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0 Provisioning Services Configuration Wizard

License Server
Enter the license server hostname and port,

License server name: | citrix2k3dem0.citrixsa.netl

License server pork: I 27000

¥ Use Datacenter licenses for deskbops if no Desktop licenses are available

< Back I Mexk = I Cancel

FIGURE 6.30
License server.

() Provisioning Services Configuration Wizard

User account
The Stream and Soap Services will run under a user account. Please select what
user account you will use,

( Network service account <=
" specified user account (Required when using a Windows Share)

st miame: |

Diomain: I

Password; I

Gorifirm password: I
" Local system account (Uise with SAN)
[ Configure the database for the account &

< Back Next > Cancel

FIGURE 6.31
User account.
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&) Provisioning Services Configuration Wizard

Skream Services
Specify which networks will be used by the software stream services,

fevailable network cards:

Enter the First and last ports to use For management services communications, (Mote
thak there must be at least 5 ports in the range and that all servers wou install most
hawe the same port range configured.)

First port: G905

Lask park: I 309

Soap server port used for Console access: I 54321

< Back. I Mext = I Cancel

FIGURE 6.32

Stream services.

18. Select the network card that provisioning server will use (see Figure 6.32).

It is possible to configure servers with multiple network cards. Changing your IP address would
require that the configuration wizard be run again.

19. Select the check box (by default it is cleared) — Use the Provisioning Services TFTP service
(see Figure 6.33).

TFTP — Trivial File Transfer Protocol is a UDP-based (User Datagram Protocol) file-transfer
mechanism. TFTP is used to download the boot file — ARDP32.BIN — to the virtual desktop.

20. Click Next (see Figure 6.34).

In a multiple provisioning server environment, the dialog box above gives the ability to config-
ure multiple PXE boot servers. Simply click the Add button to configure multiple servers in your
provisioning server farm with the PXE capability.

21. Click Finish (see Figure 6.35).

If your Windows Firewall is enabled, the installation dialog box may prompt you to either dis-
able it, or open the relevant ports. See the Appendix for Citrix Communication Ports.

22. Click Done (see Figure 6.36).



FIGURE 6.33

Installation of Provisioning Server — Step by Step

) Provisioning Services Configuration Wizard [ %}
TFTP Option and Bootstrap Location
Typically only one TFTP server is deployed as part of Provisioning Services. ;

[V Use the Provisioning Services TFTP service <&
| C:\ProgrambatalCitrixiProvisioning Services\TFtpboot\ARDEP32.6IN Browse...l

< Back Next > Cancel

187

TFTP option and bootstrap location.

FIGURE 6.34

6 Provisioning Services Configuration Wizard

Skream Servers Boot List
Specify at least 1 and at most 4 boot servers,

The bootstrap file specifies what servers target devices may contact to complete the
boot process,

IP Address | Subnet Mask, | Gatewa Pork |
172.31.250.195 0.0.0.0 0.0.0.0 6310
Add | Edit | Remove | [Moye up |

[owe down
]

< Back. | Mexk = | Cancel

Stream servers boot list.
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FIGURE 6.35

O Provisioning Services Configuration Wizard

Finish
Confirm wour configuration settings and apply them afterward,

PXE - Install Service
Database Server = CITRIXPYSISOLEXPRESS

License Server:Port = citrix2k3demno, citrixsa, net: 27000
Configure the database

MAPT - Firsk Pork = 6305, Last Part = 6509
COMSOLE - Soap Port = 54321
MIC - Selected IP = 172,31,250,195
TFTP - Install Service
File = C:\ProgramDatalCitrix\Provisioning Services| Tftpboot ARDBPSZ .BIN
Stream Service - IP, Subnet, Gateway, Port

=
Farm = ProvisioningServices:Provisioning Server Demo Farm
Site and Collection = Johannesburg Site, Collection
A0 Group = citrixsa, nek/Builkin/adminiskrators
User Account = Metwork Service Account
-
k

K

v automatically Start Services

< Back I Finish I Cancel |

Confirm your configuration settings.

FIGURE 6.36

Q Provisioning Services Configuration Wizard

Finish
Canfirrn waur configuration settings and apply thern afterward.

Stopping Metwork Services
Stopping Software Streann Service
Configuring Services

Starting Software Stream Services

NENEE

Starting Metwork Services

< Bach Fimishi | Daone I

Successful installation.
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SUMMARY

This chapter discussed a basic introduction into how Citrix Provisioning Server functions. We then
covered the software and hardware prerequisites. The Citrix Provisioning Server has fairly high
resource requirements, so tuning recommendations were then addressed to achieve best perfor-
mance. It is simplest to use DHCP to deliver the provisioning server settings to the virtual desktop;
we discussed the DHCP configuration for a basic implementation. This chapter then explained in
detail how to perform an installation of Citrix Provisioning Server.
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Citrix Provisioning Server
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The vDisk Store
The vDisk
Create a Base Target Device

This chapter introduces you to the fundamentals of using Provisioning Server in a XenDesktop
environment.

The primary tool used to manage provisioning server is the Provisioning Services Console. The
Provisioning Services Console (see Figure 7.1) allows us to manage how we provision virtual disks
(vDisks) to workstations (Target Devices).

The Sites node (see Figure 7.2) allows us to configure:

Servers Configure the provisioning servers in the farm.

vDisk Pool These are bootable vDisks that we assign to machines. We can con-
figure various aspects of how the vDisk functions.

Device Collections Group our Target Devices so we can assign vDisks to these groups.
The Target Devices are defined by their MAC addresses.

User Groups Granular permission assignment.

Views Customized views for groups.

The Stores node is used to configure the storage locations for the vDisks. It is important
that all the provisioning servers in a farm can access the same vDisks to enable fail over and load
balancing of the vDisks among provisioning servers in the farm.

The next three sections will deal with creating the vDisk Store, then creating a vDisk in the
Store, and finally with assigning the vDisk to a Target Device.

THE VDISK STORE

The first step required, before we can provision vDisks, is to create a storage location to store the
vDisks and write cache.

Citrix XenDesktop Implementation. DOI: 10.1016/B978-1-59749-582-0.00007-5 1 9 1
© 2010 Elsevier Inc. All rights reserved.


http://dx.doi.org/10.1016/B978-1-59749-582-0.00007-5

192 CHAPTER 7 Fundamental Configuration of the Citrix Provisioning Server

E: Provisioning Services Console !E I
@ File  Action View ‘Window Help | =151 xl
s A A | e N
@ Provisioning Services Console Mame | Devices | Active Devices | Ciescripkion
E EE Provisioning Server Dema Farm (localhost) . o
% Sites There are no ikems to show in this view,
Store
4| | [

FIGURE 7.1

Provisioning Services Console.

gg Prowisioning Server Derma Farm (localhost)

=4 Servers
wDisk Pool
% Device Collections
User Groups

Eﬁ) Vigws
EJ Wigws
Ej Stares

FIGURE 7.2
Sites node.

Design Decisions — vDisk and Write Cache Placement

The vDisk component is always mounted through the provisioning server, which can store the
vDisk in one of two places: on a local hard disk or on shared storage” (see Figure 7.3).

AShared storage referred to in this section could be Fiber Channel Storage Area Network or iSCSI.
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PN O

\/ § vDisk . %
0
X X

Citrix Provisioning Server Citrix Xen Server

<7

SAN

Storage Local

Disk
FIGURE 7.3
vDisk storage options.

Using a distributed or clustered file system, multiple provisioning servers can attach to the same
shared storage. Shared storage is, however, not a requirement for high availability. In a design
using multiple provisioning servers, you can also simply copy the vDisk onto local storage on all
the provisioning servers; because the vDisk is read only, this does not affect the ability to fail over.
Deciding factors between the two would be the number of provisioning servers and the number of
vDisks, and at a certain point, it would become desirable to maintain vDisks in one location.

vDisk Recommendation

Local storage is recommended for smaller implementations, larger Enterprise implementations can
equally use local storage or Storage Area Network (SAN) attached storage. SAN storage may, how-
ever, be useful in larger environments where the benefits around the replication of the vDisks
outweigh the costs.

NOTE

Never place a vDisk on a Common Internet File System (CIFS) share (standard Windows share). Microsoft
Windows will not cache data reads from a share to memory. A local disk or SAN-attached disk will cache to
memory, resulting in requests from multiple virtual desktops to the vDisk being read from memory. Memory
access will always be faster than disk.

The vDisk is attached from the provisioning server, the write cache could also be stored on the
provisioning server or a Network share, or the write cache could be mounted directly at the hyper-
visor layer (see Figure 7.4).
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O

vDisk

3

X

Citrix Provisioning Server Citrix Xen Server

cache

SAN
Storage

FIGURE 7.4
Write cache placement.

The locations for write cache include® the following:

* Via the provisioning server — on the provisioning server local hard drive, or on shared storage
attached to the provisioning server.

* At the hypervisor layer — on the local hard drive of the hypervisor (XenServer, vSphere/ESX
or Hyper-V) or on shared storage (SAN/iSCSI) attached to the hypervisor layer.

Via the provisioning server is a simple solution, but it doesn’t give the best performance. Caching
to the local provisioning server hard disk is the simplest option, and as such useful for proof of con-
cept implementations.

Write cache mounted at the hypervisor level will give the best performance. Write cache is used
for all write operations and having this mounted locally will improve disk access speeds. The write
cache could be written to local hard disk; however, this would prevent dynamic placement of virtual
machines as it is utilizing a local resource, i.e., no XenMotion/VMotion or intelligent VM place-
ment (SCVMM etc.). Shared storage at a hypervisor layer gives good performance and flexibility.

BProvisioning server also has a cache to RAM option, but it isn’t a good fit for VDI implementations.
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There is an additional option of encrypting the write cache. Encryption will have a performance
impact. Encryption is not recommended unless explicitly required.

Write Cache Recommendation
Shared storage at the hypervisor layer.

NOTE

Using the write cache disk for more that write cache is not uncommon. The system disk is read only in many
designs. The write cache disk is persistent, so it is a good location for things like EdgeSight logs. Other uses can
be for applications that update regularly — clearly the applications file will need to be redirected to the “D:
Drive.” The write cache disk size recommendation of 1 GB would obviously need to be reviewed under these
circumstances. User configuration settings are best managed using Virtual Profiles; the write cache disk is not
the best place for these types of settings.

TIP

For a proof of concept or pilot environment, it may be sensible to store the write cache on the provisioning server.
This serves two purposes: first is that it is simpler, and second is that it allows you to easily and accurately gauge
how large all the write cache disks are growing — which is dependent on the applications decisions you may

have taken. Should the write cache fill up, it would negatively impact performance.

Create the Store — Step by Step

For the sake of simplicity, this section covers placing the vDisk and the write cache on the local
disk of the provisioning server — Target Device shared storage.

It is recommended that the store be on disk with high access speeds. The location could be a
SAN-mounted disk. The store could also reside on a network share.

Create a share on a separate drive to host your vDisks. You could, for example, create a P: drive
and create a vDisk folder to contain the vDisks, create a second folder called WriteCache.

1. Right-click on the Stores node, and select Create Store (see Figure 7.5).
2. Enter a name for your store, and select your site from the drop-down box (see Figure 7.6).
3. Select the Servers tab — check the box next to your provisioning server(s) (see Figure 7.7).

NOTE

You would specify multiple servers if you wish the vDisk to be highly available.

4. Select the Paths tab.
5. Enter the path for the vDisk store, and click Add... and enter a path for write cache (see
Figure 7.8).

In this example, I have placed the vDisk and write cache on the provisioning server. If you are plac-
ing the write cache on the Target Devices hard disk, you can leave the default write cache path blank.
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&l Provisioning Services Console

@ File  Action View Window  Help

&= A== HFE

@ Provisioning Services Consale
= E% Provisioning Server Demo Farm (localbost)

Sites
Yiews
Stores]

_reake Sktore, ..

View ]
Mew Window from Here

Export List, ..
Help
FIGURE 7.5
Create store.
Sireproperties |
General | Servers | Pahs |
Name:
[Demo Stcee €«————— Enter a name for
the Store

Descrption:

Site that acts a3 the ownes of this shoee:

[Jcharnesturg She &—x—f—— Select Site

0k | Cacel |  Heo |

FIGURE 7.6

Store properties — General.
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“Generdl Servess | Paihy |

Site:

|J|:hmsl:-m;| She :I

Senvers that peovide this stose:
_é—

ok | Cowel Hep |

FIGURE 7.7

Store properties — Servers.

Store Properties E

.Genelall Servers  Paths |

Default store path;
|ChwDisks

Default write cache paths:

C:\writeCache

Ad
Edit...
Remowve

flicre g

e

[ e Do

:

K Cancel | Help

FIGURE 7.8
Store properties — Paths.
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THE VDISK

The vDisk is the fundamental element of provisioning server, which could be categorized as a
“Virtual Disk” technology.

Design Decisions — vDisk Mode — Private or Standard

Provisioning server has two disk modes for Citrix XenDesktop. The first is Private mode; this is as
the name suggests a private individual disk for each and every virtual desktop. The second is Stan-
dard mode; a Standard mode vDisk is a shared common disk image for multiple virtual desktops.

The Private mode vDisks are Read/Write disks and the user’s settings and changes are saved
in the user’s individual disk. There is a 1:1 relationship between virtual desktops and vDisks
(see Figure 7.9).

So, for example, in the scenario above, 100 vDisks have unique mappings to 100 virtual
desktops.

This vDisk architecture is very similar to a normal distributed desktop environment. Over time
the virtual desktop builds will drift from a standard build, with uniqueness held in each vDisk.

The storage requirements are an important aspect of virtual desktop infrastructure (VDI). If the
vDisks are assumed to be 25 GB in size, then the storage requirements are as follows:

25GBx 100 = 2500 GB = 2500/1024 = 2.44TB

There are a small number of scenarios where it is desirable for the users’ desktops to utilize
Private mode vDisks. An example would be for software developers.

vDisk 100

i Virtual workstation 100

FIGURE 7.9
Utilizing Private mode vDisks.
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The Standard mode vDisks are read-only disks and the uniqueness required in the session is
stored in a write cache. Write cache is a delta to the base vDisk. The user’s settings and changes
are saved in the user’s Virtual Profile (see Figure 7.10).

So, for example, in the scenario above, 100 virtual desktops share one vDisk, and use a separate
write cache for each virtual workstation.

The provisioning server injects required machine uniqueness into the write cache at logon.
Details like the computer name are held in the provisioning server database. These required unique
machine settings are associated to the MAC address of the virtual desktop.

This vDisk architecture is a complete redesign of the desktop architecture. This approach utilizes
multiple virtualization technologies in order to build out the virtual desktop in a completely modular
way. Using a combination of virtual applications and Virtual Profiles, the desktop is built on
demand. We are thus able to build multiple desktop types from common use component blocks.

Write cache requirements for normal Microsoft Office productivity type users are 300 to 500 MB.
If the users use applications that make intensive use of temporary files, like some graphical applica-
tion, then the requirements can be larger. Additionally if there are local logging requirements — Citrix
EdgeSight for Endpoints, then that also should be taken into consideration. For the sake of simplicity,
I have specified a 1 GB write cache, which should suffice for most scenarios.

If the vDisks are assumed to be 25 GB in size, and the write cache as 1 GB, then the storage
requirements for 100 desktops are as follows:

25GB+1GBx100=125GB

If we compare this to the Private mode vDisk example of 2.44 TB, we see that this is especially
important for larger implementations.

Standard mode vDisk

Write cache 1

—
Write cache 2 = . -
z Virtual workstation 3

Write cache 3

Write cache 4

Citrix Provisioning Server

Write cache 100

z Virtual workstation 100

FIGURE 7.10
Utilizing a Standard mode vDisk.
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In Chapter 11, “Integrating Virtual Applications into the Virtual Desktop,” we discuss Virtual
Profiles. Virtual Profiles are used to store user and application settings outside of the virtual desktop.

Recommendations

Standard mode vDisk has two very important advantages over Private vDisk mode. First it greatly
reduces the storage requirements for your virtual desktop environment. The second advantage is not
as immediately obvious, and that is the single-instance image management. Managing your virtual
desktops based on one vDisk means that updates and fixes need only be made to one base image
and these are applied across the board.

The task of maintaining a standard desktop build is much simpler when utilizing a Standard
vDisk. In some larger environments, there may be requirements for both types of vDisks: Standard
mode vDisks catering for most users and a smaller subset of users using Private mode vDisks.
Wherever possible use Standard mode vDisks.

Create vDisk — Step by Step

1. Open the Provisioning Services Console — Start | Programs | Citrix | Provisioning Services |
Provisioning Services Console.

2. The console can be run locally on the provisioning server, or on a remote host. In order to run
the console on the provisioning server, leave the default at “localhost.” To connect remotely,
enter the hostname of the provisioning server. Click Connect (see Figure 7.11).

Connect to Farm

— Server Information

Mame: lm j

[Mame or IP address of & server on the farm.)

Fort: |5432‘I

[Paort configured for server access. )

r— Credentialz

% Use myWindows credentials to login

= Usze these credentials to login

Uzermname: |

Domain: I

Pagsword: |

" Save password

r Auto-login on application start or reconnect

Connect I Cancel Help

FIGURE 7.11
Connect to farm.
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3. Select Sites | <YOURSITENAME> | vDisk Pool | Create vDisk (see Figure 7.12).

The VHD format allows you to create either a fixed format or a dynamic format. Fixed allocates
the entire space required at creation, whereas a dynamic format disk will only allocate the disk
space as required. In a VDI environment, a fixed VHD format is recommended (see Figure 7.13).

4. Enter your filename and a description. Edit the disk size, 15 GB is recommended for Windows
XP and 25 GB for Windows 7. Click Create Disk (see Figure 7.13).

Your vDisk appears in the right-hand pane once it is created (see Figure 7.14).

El Provisioning Services Console

@ File  #&ckion  “iew Window  Help

ol 2] ]|
@ Provisioning Services Consale
=l EE Provisioning Server Dermo Farm (localbost)
= @ Sikes
= Johannesburg Sike
Servers
!_ wDisk Pool
% Le|  Create wDisk. ..
Ust  add Existing vDisk. ..
Vie  Check for Updates 2

=

E’J WiEws
[ staores Wig 3
Mew Window From Here

Refresh

Help

FIGURE 7.12
Create vDisk menu.
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Create vDisk |

Site that will zontain the wDizk:

IJnhanneshurg Site j

Stare where the vDizk will rezide:

IDerru:u Store j

Server used ta create the vwDisk:
[CITRIRPYS [

Filename:
IWindDWE?D emo

Dezcriptiorn:
windows 7 Blaze Disk

Size fin MBs]: | 25000 =

WHD farmat: IFiHed j

Create vDizk Cloze | Help

FIGURE 7.13

Create vDisk.

Mame I Store I Connections | Size hode Clazs

D WindowzfDemo  Demo Store o 25000 WB Private

FIGURE 7.14

A vDisk created in the store.
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The vDisk
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@ Provisioning Services Console
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ff:__:},' Servers
[[-] «Disk Poal
=] @ Device Collections
@ Collection
@ User Groups
@ Wigws
E} Wigms
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FIGURE 7.15

Connections

Mourk vDisk

Show Usage. ..

Manage Locks. ..

Unassign from Selected Devicels). ..
Unassign from all Site Devices. ..
Unassign Fram Selected User Groupl(s). ..
Unassign From all Site User Groups. ..
Copy wDisk Propertias, ..

Audit Trail...

Copy

Delete
Refresh

Help

25000 MB

vDisk menu.

Configure vDisk Settings

Now that the vDisk has been created, how it functions can be configured from within the console.

1. Right-click on the vDisk, and select Properties (see Figure 7.15).
2. Load balancing settings can be configured from General tab. There are two options: Use the
load balancing algorithm or Use this server to provide the vDisk (see Figure 7.16).
In an environment with multiple provisioning servers, the load balancing option can be used to
share connections to the vDisk between multiple servers. Specifying a server from the drop-
down list makes that server the connection point for the vDisk.

3. Click on the Edit File Properties....

The Mode tab gives you the options to set the disk from Private Image to Standard Image. When-
ever building an image, or making changes, the disk must be in Private Image mode, the disk is then
switched back to Standard Image mode for regular use (see Figure 7.17).

The Options tab enables the high availability, Active Directory machine account password
management, and print management features (see Figure 7.18).

High Availability

High availability is a very important setting to enable. If you configure multiple provisioning
servers configured with your vDisk, it will automatically fail over to the alternative provisioning
server, without any down time on the virtual desktop.
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¥Disk Properties |
Gieneral | Port Bh:u:kerl

Stare: Dermo Stare

Site: Johanneshburg Site
Filerarme: Windows 7D emo
Description:

"windows 7 Baze Disk

BIOS menu text [optional];

— Load Balancing

& load balancing algonthim may be uzed to provide the wDizk
to the target devices or a zingle gerver may be uzed.

" Use the load balancing algarithm
¥ Uze thiz server to provide the vDisk

Server  |CITRIXPYS j
V' Al use of this vDisk | Edit File Properties... I
F | Cancel | Help |

FIGURE 7.16
vDisk properties.

TIP

You can test your high availability by stopping the Streaming Service on one of your provisioning servers. The
vDisk should automatically fail over.

Active Directory Integration

Active Directory machine account password management is another important setting for a VDI
environment. Simply select the check box and the provisioning server will dynamically associate an
Active Directory computer name with the vDisk at boot time. Active Directory integration needs to
be configured in two places here, and under the server settings.
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" General Mode Ildentificationl Dptionsl

The vDisk

—Access mods

Access Mode:

Cache Type: IEache on zerver dizk

Cache Size [MBz): |32 3:

— Automatic updates

" Enable automatic updates for thig vDisk
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| Schedule the next vDisk update to oecurn on: |2El'| 001424 vl

ok, I Cancel

Help

FIGURE 7.17
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Configure the vDisk mode.

whisk File Properties
" Genesal| Mode | Iderfiication Opbons |

I~ High avalabiity [H4) <€
™ Acivve Directoey machine sccount pattwoed o+

. ™ Printer management

I 0K I Cancel Help

FIGURE 7.18

High availability

AD password management

Configuring high availability and computer account management.
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CREATE A BASE TARGET DEVICE

The vDisk needs to be associated with Target Device. In a VDI scenario, this is most commonly a
virtual MAC address, which we are associating with a vDisk.

In this section, the base Target Device will be the virtual desktop that you created in Chapter 4,
“Installing the Virtual Desktop.” What we are now doing is taking that virtual machines disk, and
cloning it such that multiple virtual desktops can boot off the disk we have created.

Provisioning Services automatically creates a default Device Collection called “Collection.” You
as the administrator could create additional Device Collections (see Figure 7.19).

A Device Collection is a group of Target Devices. A Device Collection can contain one or more
Target Devices. This is essentially a management unit for multiple Target Devices. I can, for example,
assign a vDisk to a Device Collection, and it will assign the vDisk to all the Target Devices in the
Device Collection. Clearly being able to manage disk associations as a group rather than individually
is important in a XenDesktop environment. One would typically create a Device Collection for a
department or group of users to which you assign the same vDisk.

1. The above diagram shows how to create a new Device Collection. Right-click on the Device
Collections node, and select Create Device Collection (see Figure 7.19).
2. Enter a name for your Device Collection.

In the following example, a Target Device will be added to the default Device Collection —
“Collection.”

1. Right-click on the collection, click Create Device (see Figure 7.20).
2. Enter a name and the MAC address of the virtual network card (see Figure 7.21).

3 Provisioning Services Console =] |
() Flz Action  View Window Help | = |
&= sml=]

@ Provisioning Services Console Mame | Devices | Active Devices | Template Device Description
= EE Provisioning Server Demo Farm (localhost) @Cgﬂectign i} i}
= 0 sites
B [B] Johannesburg Site
E,,' Servers
[ vDisk Poal
@ Device Collectiy
Collection
@ User Groups

= Create Device Collection...

Wiew 3

i EL views Mevs Window from Here
@ Views
B [ stores Expoart List. ..
=]
Demo Stare Help

FIGURE 7.19

Device Collection menu.
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E Provisioning Services Console

@ File  Action “ew ‘Window Help
&= 2E]

@ Provisioning Services Console Wame I MAC I Boating From I wDiisk
B EE Provisioning Server Demao Farm (localhost)
B 1) sites
B E Johannesburg Site
E.,' Servers
[[] vDisk Poal
= @ Device Collections
] T

{[u] "
é User Groups Properties

E) Views Create Device...
D views Audit Trall...
= [E;r Stores -
Targek Device 3
}E— Demo Store 9
View »

Mew Window From Here

Delete
Refresh

Help

FIGURE 7.20

Collection menu.

Create Device E

Mame:

|Demu:u

Deszcription:

MAC:
| B6 - CF - CA- BE - OC - 52 |

r Apply the collection template o thiz new device

(1] 4 I Cancel Help

FIGURE 7.21
Create device.
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Finding Your Virtual MAC Address

XenServer
1. Select the virtual machine and click on the Network tab — the MAC address is listed in the
MAC column (see Figure 7.22).

SCVMM

1. Right-click on your virtual machine and Properties (see Figure 7.23).

2. Select the Hardware Configuration tab, and select Network Adapter — The MAC address is
in the right-hand pane, under Ethernet [MAC] address (see Figure 7.24).

VMware vSphere

1. Open the vSphere Client, select your virtual machine, right-click, and select Edit Settings...
(see Figure 7.25).

2. Select the Network adapter in the left-hand pane. The MAC address of the virtual machine
appears in the right-hand pane (see Figure 7.26).

TIP

If the virtual machine is shut down, you can select the MAC address and copy it to the clipboard.

All Hypervisors

Once you have entered the MAC address, click OK.
The Target Device is now created (see Figure 7.27).
The “Booting From” is by default set to the vDisk. In the next section, we will change this to

13 . 2
Hard Disk.
X XenCenter H[=1E3
Bl Wew Poul  Server VM Swaye  Tenpdeles  Tuuk  Wamlow Bl
Qs - ) romard - E:}Add Hews Server | (5 NewPool (=3 New Storane [5 Newvi | (@) Shutpown 8 reboot () suspend €24 5vstem Alerts: 6
show; [Server view P = i3 windows 7 Demo Machine Logged in as: Local root aceount. |
& €3 XenCenter 21 | |General | Storage  Network | Console | Performance | Snapshots | Logs |
=] ) Cirx Systems Demo
B xenserverl virtual Network Interfaces Add Interface... Properties Remove Interface |
& [l xenserverz
E B xenservera
dtritest-20
Copy of Windows Server 2008 x64
% Demo Copy of Windows 3P 5P3

FIGURE 7.22
XenCenter.
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Create a Base Target Device
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e

FIGURE 7.23

Host Groups [Search
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= Mew virtual machine

_fﬁ;—_{ Conwert physical server
* Conwert virtual maching

% Add library server

= Add host

3 Add Y¥iware VirkualCenter
server

@ Help

Mew hosk group

Properties

() Start
@ Stop
@ Pause

I Save state

b Discard saved state
@ Shut down

iz, Conneck ko virkual machine

=¥ Migrate storage

_Zj’ Migrate

éu Mew checkpoint

% Manage checkpoints

(#) Disable undo disks
L_Bensi

System Center Virtual Machine Manager.

Active Directory

Right-click on the Target Device | select Active Directory | Create Machine Account (see
Figure 7.28). This will create a machine account in Active Directory based on the name on the
device(s) you have created. You can select multiple devices and create multiple machine accounts

(see Figure 7.29).

For the purpose of this initial Target Device creation, you will only need to create one machine

account for this initial build machine.

Just for the purpose of example, Figure 7.29 shows the creation of machine accounts for
W7demol to W7demo5, in the Demo Organizational Unit. The organizational unit can be chosen

from the “Organizational unit” drop-down list.
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¥irtual Machine Properties for Demo Windows 7
General | Hardware Configuration | Checkpaints | Custarn Properties | Settings | Actions | @

# Hardware Profile <] B Mebwork Adapter T [Emulated]
ik BIOS
Co Mot connected
[ Frocessor % Connected to:
{120 GHz o IBruadcum Met=treme Gigabit Ethernet #2 - Vitual Metwork j
g Memory
2048 MB _ Connection requirements
H Floppy DWE M etwork location:
Mo Media Capt...
-r?— COM 1 INu:ut zpecified j
Mane Metwork, tag:
oM 2 .
Mot zpecified 5
M one I e J
# Bus Configuration ™ Enable vitual LAN identification
=| {} IDE Devices I E =
2 Devices attac. . ? =
o Demo'sind...
2500 GE, ... Ethemet [MAC] address
% irtual DVD " Dinamic
FRLD Current address: 00:15:50:FABE: M
# Metwork Adapters o }
e Static:
to B I00: 15 50FacBE: 01 Fenerate |

# Advanced [Metwork Adapter 1

—|Connected to Broadoom Metxtreme Gigabit Ethernet #2 - Yirtual Metwork
'[fl_!; [ntegratiormroerm—

Al services offe...

[E Priority |

NI |

0K I Cancel J/
A

FIGURE 7.24

Virtual machine properties.

NOTE

Manual creation of machine accounts is usually only necessary for the first Target Device. The XenDesktop tool is
the recommended way to perform bulk virtual desktop creation.
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Bl [ W citrinsa.net
Mews Datacenter
[ Mew Folder [
= @ 172.31.250.142

(3 Mew Yirtual Machine

(G0 [Windows 7 L L

Windows 7

General

Power 3
Guest ol
Snapshat 4 r
E Open Consale
5 Edit Settings... i
E’a Migrate. ..
EP Clane...
Template »
Fault Tolerance [

Add Permission...  Chrl+P F
Alarm 3

Report Performance.,.
Rename

Remave from Inventary
Delete from Disk.

FIGURE 7.25
vCenter — Virtual machine menu.

Propetties
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™ Show 2l Devices Add... Remave Elae
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Help ak Cancel

FIGURE 7.26

Virtual machine properties.
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& Provisioning Services Console [_ O]

@ File  Action View ‘Window Help |;|i|i|
EEIEEE]
@ Pravisioning Services Consale Name MAC Booting From | vDisk P Address
= E:ﬂ Provisioning Server Demo Farm (localhost) - B Disk Berm
= 1) sites
B B Johannesburg Site
[Eh servers

[-] «Disk Poal
Bl &2 Device Colections
@ Collection
@ User Groups
@ Wiems
E} Wigws
B (= Stores
@ Demo Stare

FIGURE 7.27
A Target Device created in a collection.

Properties
Disable
Mark Device Down

Set Device as Template
Audit Trail. ..

C_opy Device Properties. ..

Target Device k
Ackive Direckory Create Machine Accounk. .,
| Delete Machine Account, .,

Copy

Refresh

Help

FIGURE 7.28
Computer account creation for a Target Device.

TIP

The Reset Machine Account Password... option (see Figure 7.30) can be used on powered off Target Devices
if you are experiencing issues with the computer accounts. Multiple accounts can be selected and reset
simultaneously.
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Create Machine Accounts in Active Directory B
Damair; Icitrixsa. net

Organization unit:

[
=l

Devices:

T arget Device | Statuz |
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Wi rdemod
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Create Account I Stop Cloge Help

FIGURE 7.29
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Creating multiple computer accounts.

EJ Widemal TE-A1-B9-AF-1E-76  wDizk Demo Storetindow ... Down
EJ Widlemao2 G6-23-AC-71-07-5F  wDizk Demao Storetdincow ... Dawn
@ @,J Widemao3 BA-8F-30-18-B6- vDizk Dema StorelAincon. 17231 2300 PWSDE
Properties .
(& Dl wi7cie - vDisk Demo Storetindow..  172.31.250... PYSDE
Set Device as Template
Move, ..
Audit Trail,..

Copy Device Properties. ..

Bioal

Create Machine Account. ..

C Delete Machine Account...
wy Reset Machine Account Password, ..
Seleck Al
Delete
Refresh
Help

FIGURE 7.30

Target Device Active Directory actions.
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Assign a vDisk to the Base Target Device

The vDisk is at present blank, and as such we need to boot the virtual machine from the existing
hard drive, such that we can copy the existing hard drive contents to the vDisk.

1. Right-click on the vDisk, and select Properties.
2. Change the Boot from option to “Hard Disk” — as shown in Figure 7.31.

In order to attach the vDisk to the existing virtual machine running on the hypervisor, the boot
order of the virtual machine needs to be changed to boot from the network.

XenServer

1. From the XenCenter Console, right-click and select Properties (see Figure 7.32).

2. Select Startup Options (see Figure 7.33).

3. Select Network in the right-hand pane, and “Move Up” to the top of the list, and then click
OK.

4. Reboot the virtual machine.

Target Device Properties E |

General | vDisksI .ﬂ.uthenticatiunl F'ersu:unalit_l,ll F'u:urtBIu:u:kerI Statusl Lnggingl

I arme; |Dem|:|

Dezcription:

Clazs:

B oot from:

MAL: BE-CF-CA-8E-0C-52

Part: I £301 3:

" Dizable this device

Q. I Cancel Help

FIGURE 7.31
Target Device properties.
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FIGURE 7.32
Virtual machine menu.
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FIGURE 7.33

Startup options.
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SCVMM

1. Right-click on your virtual machine, select Properties (see Figure 7.34).

2. Select the Hardware Configuration tab in the left-hand pane, select BIOS, and use the UP
button to move PXE Boot to the top (see Figure 7.35).

3. Reboot the virtual machine.

VMware

1. Open the vSphere Client, select the virtual machine in the left-hand pane, and click Edit virtual
machine settings in the right-hand pane (see Figure 7.36).

2. Select the Options tab, select Boot Options, and then select the Force BIOS Setup check box
(see Figure 7.37).

3. Boot the virtual machine.

I=

Connect to virtual machine

Migrate
Mew checkpaoink

Manage checkpaoinks

Install wirtual gquest services
Mew template
b g Clone

Store in library

ot

FIGURE 7.34

Virtual machine menu.
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¥irtual Machine Properties for Demo Windows 7
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Hardware configuration — BIOS.

FIGURE 7.36
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Select the Options Tab

(%) Windows 7 - Virtual - nine Properties i =lax|
Hardware Op Resources | Virtual Machine Version: 7
Settings | Summary —Powwar-on Boot Delay
Geferal ?:-tm Windows 7 i = p—
VMware Tools Shut Down delwihehm‘tfwhfubﬂm}mrbun miliseconds:
Power Management Sean dby
Advanced
General Normal 0 E
CPUID Mask Exposebx flagta ...
Memary /CPU Holplug DisabledDisabled « Force BIOS Setup
Boot Options Delay i ms
Paravirtualizaton Disabled 7 The next time the virtual machine boots, force entry
Fibre Channel NP1V Mane R
CPUMMU Virtualization Autamatic

Swapfile Location

Use default settings

\ Select Foree BIOS Setup

Select Boot Options

_ o |

_ox | o |

A

FIGURE 7.37

Virtual machine properties.

4. Use the arrow keys to tab to the Boot menu. Use the arrow keys to select the network card, and
use the + key to move the network card to the top of the list. Use F10 to Save and Exit (see

Figure 7.38).

5. Hit Enter or move to highlight Yes to confirm (see Figure 7.39).

All Hypervisors

The boot screen of your virtual machine should show the network card attaching to the PXE boot
server and downloading the ardbp32.bin file (see Figure 7.40).

Common Errors

No Entry found in
database for device

Invalid Boot Sector

The MAC address entry on the provisioning server doesn’t match the virtual
machine

The virtual machine is trying to boot from a blank vDisk, change the boot
selection on the provisioning server to “Hard Disk”
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FIGURE 7.38
BIOS menu.
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FIGURE 7.39

Setup confirmation.
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FIGURE 7.40
Downloading the boot file through TFTP.
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Install the Target Device Software — Step by Step

In order to copy the hard disk of your virtual machine to the provisioning server vDisk, the provi-
sioning server Target Device client must be installed on the virtual desktop.

1.

oONOGPA,WN

Mount the provisioning server DVD (or ISO) to your virtual desktop. If it doesn’t autorun,
launch the autorun from the DVD.

. Click Target Device Installation (see Figure 7.41).

. Select Target Device Installation (see Figure 7.42).

. Click Install (see Figure 7.43).

. Click Next (see Figure 7.44).

. Toggle the radio button to accept the license agreement, and click Next (see Figure 7.45).
. Enter a user name and organization details, click Next (see Figure 7.46).

. Click Next (see Figure 7.47).

Provisioning Services

Console Installation

Server Installation

Target Device Installation

Help and Support

%, Browse DVD

Install the Target Device.

FIGURE 7.41

Provisioning services installation.
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Provisioning Services

@ Target Device Installation
@ Install Upgrade Wizard

Install the Target Device.

FIGURE 7.42
Target Device installation.

Citrix Provisioning Services Target Device requires the Following items to be installed on
et

your computer. Click Install to begin installing these requirements.

Status  Requiremnent

Pending XenConvert2.0.2

[ Install ] [ Caneel

FIGURE 7.43
Target Device installation requirement.
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FIGURE 7.44

E“;j Citrix Provisioning Services Target Device @
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Installation welcome.

FIGURE 7.45

-
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“CITRIZ™). Citrix Systems, Inc, a Delaware cotporation licenses this PRODUCT in
the Americas and Japan snd provides SUPPORT in the Americas. Citrix Systems
International GembH, a Bwiss company wholly owned by Citeix Systems, Ine, licenses
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@) I accept the terms in the license agreement | Prink
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Installshisld

< Back |[ Mexk = ] | Cancel

License agreement.
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ﬁ Citrixe Provisioning Services Target Device @
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Organizakion:

Install this application For:

@ Anyone who uses this computer (all users)
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Installshield

< Back ” Mext = ] | Cancel

FIGURE 7.46

Customer information.

-

ﬁ Citrix Provisioning Services Target Device @
Destination Folder ™
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FIGURE 7.47
Destination folder.
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E“;j Citrix Provisioning Services Target Device @

Ready to Install the Program

.
The wizard is ready to begin installation. ClTR!x

ke A

Click Install ta begin the installation,

I ou want ko review or change any of your installation settings, click Back. Click Cancel to
exit the wizard.

InstallShield

< Back |[ Install ] [ cancel |

FIGURE 7.48
Ready to install.

9. Click Install (see Figure 7.48).
10. Click Finish (see Figure 7.49).

If the virtual desktop is being presented with more than one Network Interface by the hypervi-
sor, you will need to deselect the adapter marked inactive, and then click OK (see Figure 7.50).

HYPER-V

If you created two network adaptors, one synthetic and one legacy, select the adaptor marked as (Emulated) for
the provisioning server to bind to. If you want to execute this utility manually, it can be found on the virtual
desktop under C:\Program Files\Citrix\Provisioning Services\BindCfg.exe.

11. Click Format disk (see Figure 7.51).
12. Click Start (see Figure 7.52).

The disk you are now formatting is the vDisk that has been mounted to your virtual desktop
through the network card.
13. Click OK (see Figure 7.53).
14. Click OK (see Figure 7.54).

Your vDisk should now appear in the bottom right-hand corner in the task bar (see Figure 7.55).

TIP

Windows 7 hides these icons by default, change the Notification Area to “Show icon and notifications” for vDisk status.
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j{{‘ﬁ Citrix Provisioning Services Target Device @
[ ) Installation Wizard Completed
CITRIX
]
The Installation Wizard has successfully installed Cikrix
Provisioning Services Target Device. Click Finish to exit the
wizard.
e |
< Back Zancel
FIGURE 7.49
Installation wizard completed.
] Provisioning Services Network Interface Binding Configuration @

Select the network interface(s) which is connected to your Provisioning Services network.
All selected network interfaces should be in the same IP subnet.

Adapter Description MAC IP Address

[ Realtek RTLE139C+ Fast Ethernet NIC inactive
[] Citrixz xenServer PY Ethernet Adapter 66 CFCASEOCSZ  172,31.250.130

—

FIGURE 7.50
Selecting the Network Interface for use by provisioning server.
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[=7] Microsoft Windows IEI

You need to format the disk in drive E: before
you can use it.

Do you want to format it?

[ Format disk I Cancel
FIGURE 7.51
Format disk.
Format Local Disk (E:) ==
Capaciky:
|24.4 GB -
File system
| NTFS (Default) -
Allocation unit size
|4096 bytes -
[ Restore device defaults
Yolurme label
Format options
Quick Format
Create an M3-Di03 skarkup disk,
Skart ] [ Close
FIGURE 7.52

Format local disk.
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Format Local Disk (E:) 23] Formatting Local Disk (E:) (=]

l- WARMIMG: Formatting will erase ALL data on this disk.
38, To foermat the disk, click OK. To quit, click CANCEL.

[ oK ][ Cancel ]

| Format Complete.

FIGURE 7.53 FIGURE 7.54
Format local disk — warning. Format local disk — completed.

Virtual Disk Status

Exit

= " 0

FIGURE 7.55
vDisk taskbar icon.

The vDisk status shows the provisioning server that the virtual desktop is connecting to and the
mode the disk is currently in. The Statistics tab shows information about the read/write to the
vDisk (see Figure 7.56).

Copy the Target Device Hard Drive to the vDisk — Step by Step

1. Click Start | All Programs | Citrix.

2. Select XenConvert | XenConvert 2.0 (see Figure 7.57).
3. Click Next (see Figure 7.58).

4. Click Optimize (see Figure 7.59).

This will clean up and tweak the build before we copy it to the vDisk. The optimizations shown
in Figure 7.60 are the best practice settings for a virtual desktop.

TIP

Some organizations use two logical drives as part of their standard build — OS and Applications, for example. You
can choose to include or exclude the extra volumes.

. Click OK.

. Then click Next.

. Click Convert (see Figure 7.61).
. Click Yes (see Figure 7.62).

. Click Finish (see Figure 7.63).

OWoo~NO O

The Log button is a shortcut to the installation log file. This is useful when troubleshooting.
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-

# Virtual Disk Status ==

General | Statistics

Wirtual Digk, Information

Statug Active
Server 17231.250.195 : 6322
Boot From: Local Hard Drive
Wirtual Digk: Windows 7D emo
bl ode: Private Image

Wersion

Provizioning Services Werzsion 5.1 5P 1
Build 2950
Copyright € 20071-2009 Citris Systems, Inc. All ights reserved.

Preferences 5
. IHg Save
Prompt status messzage in System Tray

Show icon in System Tray

FIGURE 7.56

vDisk status dialog box.

Citrix
J Provisioning Services
|| Device Status Tray Help
@ Provisioning Services Device Optirm gy
. KenConvert
KenConvert 2.0 i

|| ¥enConvert Guide

FIGURE 7.57

XenConvert menu item.
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Citrix XenConvert 2.0.2 @
‘Welcome to Citrix XenConvert,
This wizard will step vou through the conversion of a workload For use with a XenServer or
Pravisioning Services.,
From IThis Machine {demo?) YI
To IProvisioning Setvices vDisk v]
< Back et = ] | Cancel | I Help
FIGURE 7.58
XenConvert workload type.
Citrix XenConvert 2.0.2 @

“haoaose up ko Four volumes to canvert

Wolumes Usage % Usage {(GB)  Capacity (GE) File System
|C: v| 65 % 6,80 9.90 MTFS
|N0ne hd |
|N0ne - |
|N0ne hd |
Provisioning Services wDisk. 2T /.80 24,41

[¥]Empty Recycle Bin

[7Log copied files

< Back ” Mext = || Cancel |I Help

FIGURE 7.59
XenConvert — choose volumes.
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(2 ] Provisioning Services Device Optimization Tool

| Disable Offline Files

Disable Background Defrag

Disable System Restore

Disable Hibernate

Disable Indexing Service

Reduce Event Log Size to 64k
Disable Clear Page File at Shutdown
Disable Vista Superfetch

QR EREREBER B

Disable Vista Windows Search

e O I = = I

| Disable Autoupdate

Disable Background Layout Service
Disable Last Access Timestamp

Disable Bug Check Memory Dump

| Disable Move to Recycle Bin

Reduce IE Temp File

Disable Machine Account Password Changes

| Disable Yista Windows Defender

| Digable Yista Disk Optimizer

ok || Es
FIGURE 7.60
Provisioning services device optimization tool.
Citrix XenConvert 2.0.2 @
Convert This Machine ta Provisioning Services vDisk,
Source C
Destinabion  provisioning Services vDisk
Status Ready ko Start
Progress
< Back |[ Corvert ] | Cancel | | Help

FIGURE 7.61

XenConvert — convert.
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XenConvert X

Continuing with this conversion will erase any data on Provisioning
l Services vDisk.

Do you want to continue?

FIGURE 7.62

XenConvert — erase warning.

Citrix XenConvert 2.0.2 @

Corvert This Machine ko Provisioning Services wDisk,

Source C:

Destination  provisioning Services vDisk

Skatus Corwersion was successfull

Progress

< Back |[ Log l | Finish | I Help

FIGURE 7.63

Conversion was successful.

10. Now that the disk has been duplicated to the vDisk, shutdown the Base Target Virtual Desktop.
The Base machine currently has exclusive access to the vDisk as it is in “Private Mode.”

TIP

Remember to set the “Idle Pool” to zero, or the Desktop Delivery Controller will keep restarting the virtual
desktop.




232 CHAPTER 7 Fundamental Configuration of the Citrix Provisioning Server

Remove Locks on the vDisk

The mode of a vDisk can only be changed when there are no locks on the vDisk. A lock is regis-
tered by the provisioning server to indicate that the vDisk is in use. A clean shutdown of a virtual
desktop mapped to a private mode vDisk will automatically remove the locks.

If a vDisk is in use, a padlock icon is displayed next to the vDisk (see Figure 7.64).

Removing Locks
If a virtual machine hasn’t shut down gracefully, or is showing locks erroneously, they can be
manually removed.

1. Right-click on the vDisk and select Manage Locks... (see Figure 7.65).
2. Click Yes (see Figure 7.66).

3. Click Remove Locks (see Figure 7.67).

4. Click Close.

[ L [re | sere [Connactors | = | e [ | mserpenn
EX Mo Saree Do Fars (ocalboat) e e . 0 00 Peeoale draicewd T Bade [ab
& ':“
£ oharresturg e
7 ke
() Dervace Colectiors
& Coletan
& User Grongs
The vDisk isLocked
FIGURE 7.64

Locked vDisk.

emo  Demo Stogs Cache on Server
Propetties

Show Usage...

Manage Locks. ..

Unassign from Selected Devicels), ..
Unassign Fram Al Sike Devices. ..
Unassign from Selected User Groupis). ..
Unassign from &l Site User Groups. ..
Copy wDisk Properties. ..

Audit Trail, .,

Copy

Select Al

Refresh

Help

FIGURE 7.65

vDisk options menu.
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Manage Disk Lock Configuration

S Ensure that the vDisk is not in use before removing a lock,
\ ’.-' Remaving a lock For a wDisk, which is in use, may carrupt the
= image. Do wou want ko continue?

Yies Mo
FIGURE 7.66
Manage disk lock configuration.
Manage vDisk Locks |
wDizk: Ivmhn:nsted
[ Device vmhostedapps] Excluzive
Select Al Clear all Femaove Locks
Cloze Help

FIGURE 7.67
vDisk locks.
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Mount the vDisk to a Test Virtual Desktop

In this section, we will mount the vDisk to new diskless virtual machines.
Open the Management Console for your hypervisor:

XenServer
The easiest way to create a second machine with the same settings as your base Target Device is to
clone the base Target Device.

1. Right-click on the base Target Device and select Copy VM (see Figure 7.68).
2. Click Copy (see Figure 7.69).

ind 7 : 2
% windows Server z003( ©)  Start

= DVD drives Skart on Server r
= T I [ T

Take Snapshot

Copy WM

Export as Backup. ..

Convert to Template

Delete

Properties

FIGURE 7.68
Virtual machine menu options.

X Copy ¥irtual Machine EH

Mame: ICopy of Windaws 7 Dera Machine

Description: IWindows 7 Wirkual Desktop

— Caopy made
% Fast clone
Clone the existing ¥M, using a storage-level Fast disk clone operation

" Full copy

Create a Full copy of the existing ¥YM on this storage repaository:

4Local storage on xenserver3 1651 GE free of 225.2 GE

4 HA HeartBeat 10 GE required when only 684 MB available

&iscal wirtual disk storage  This storage repository is full

|Local storage on xenserverZ  This storage repository canmot be seen

Local storage on xenserverl This storage repository cannot be seen
4 Local storage on xenserverd This storage repository cannot be seen

[~ Celete original WM after copy

Cancel |

FIGURE 7.69
Copy virtual machine.
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=) €3 enCenter
£ (i Citrix Systems Demo

xenserverl virtual Disks add.. | aach.. || properties e e |
@ [ xenserverz

1| General Storage | metwork | Cansole | Perfarmance | snapshats | Logs |

DYD drive: <emply > =l

Demo Copy of Windows ¥P SP3 - -
Master %P-Desktop MName | Description ‘Storage Repository Device Position | Size | ReadOnly | Priority Active | DevicePath |

0 Windows 7 Dema Machine 0 Created by template provisi... Local starage on xenserv... 0 1068 Mo 0(Highest)  No fdevjhda
Windows Server 2003 DDC -demo
= DVD drives
= Local storage
= Removable storage

FIGURE 7.70
Virtual machine — Storage.

Delete system disk

This action will delete a system disk from the ¥ which may leave it unbookable, Would wou like ko continuey

FIGURE 7.71
Delete system disk.

Fast clone is the best option — this is just a pointer to the original hard disk. The Fast clone is
almost instant.

3. Select the Storage tab of the new VM and click Delete to delete the disk (see Figure 7.70).

4. Click Yes (see Figure 7.71).
5. Select the Network tab and copy the MAC address.

TIP

Clicking Properties on the Network tab, and changing the radio button to Manual, gives you the ability to “cut and
paste” the MAC address for later use.

6. Repeat the process to create a second diskless virtual desktop.

SCVMM
1. Open SCVMM.
2. On the right-hand pane — select New virtual machine (see Figure 7.72).
3. Change the radio button to Create the new virtual machine with a blank virtual hard disk
and click Next (see Figure 7.73).

Give your VM a name in the virtual machine name field, and click Next (see Figure 7.74).

4. Select BIOS and move “PXE Boot” to the top (see Figure 7.75).
5. Check the Network Adapter — make sure it is “Emulated” and nor “Synthetic.”
6. Select the Hard Disk under Bus Configuration, and click Remove (see Figure 7.76).
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Tip:

Virtual Machines All Hosts

Host Groups lSaar:h }3j |None
@ Qverviem Mame = | Status | Job Status | Host | Cwner | CPL Average = Mews virtual machine
H Fonhypervl Saved State Hypet CITRIXSANA,,, 0%
ﬁ Convert physical server
I Fonhypervz Saved State Hypert! CITRIZSALA.,, 0%
* Comvert virkual machine
@ Fonhypery3 Stopped Hypery CITRIZSANA.,, 0% i
S Add library server
i DOConHypery Saved State Hypert! CITRIZSANA.,, 0% oy
Add host
(@) Demo Winda,.. Stopped Fiypery CITRIASAA, . 0% # 5
| Add M WirkualCent
B PYs2ontyp.. SavedState Hyper CITRIMGAL... 0% Gl
@ test Stopped Hypery CITRIXSALA... 0% @ Help
() Windaws? Stanned Hunaryt Hrknown nes

FIGURE 7.72

Virtual machine manager.

B’ mew Wirtusal Machine

—
B0 Select Source

AL Select the source for the new virtual machine.
Vilual Machine Ideniip
T Usa gy icasiing vwhual mackine, bemplate. o vitual hard dek
riipan Hardvins I

S elect [ estinatio

cednct Hodl 1% Create the new vitusl mackhine with & blank vitusd baed disk

Select Path

LAl IF you uss & templale. wou can customios the haedwsts and opeisting rysten seftings. i wou use & sinesd virtusl
miaschins or & wrtual hand disk, ywou can only customize e hardeas relings. To be scoessed, & vilhas] hard disk must
o= shovasd] in e By

[ toe ]| _ cCome |

FIGURE 7.73

Select source.
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T Vinual Machine

Selnct Souacs

Wil machire name:
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Identity

Wilug Machire ldenliy

TR i Ho e

|Dikless Windows 7 Damd

Dlemer:

|EITAEEA A et
Fomnal: dormasin'userams

[escription:

Seiect Haosl
Select Pt
Select Netmol

Wy

The vitua machine rens idenblies: fhe vtus machns o VM. The neme does nol have 1o maich the computer name
) ﬂlheviludrm-chle Hosvevear, umng the same names snoes consishend displays in Spsiem Center Dpsiasors
ANEgE

Previous | [ Mme ]

Cancel |

FIGURE 7.74

Virtual machine identity.

)

¥ Proc

E5500
[1]1.20 GHz Athlor...

g M emnony
512 MB

l;_-l Floppy Drive
Mo Media Captured

T COM 1

FIGURE 7.75

[t (]

Startup order:

Up |
CD
IDE Hard Drive Biaman |
Floppy

™ Enable Mum Lock

Configure hardware — BIOS.
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# Hardware Profile 21| & Diskless Windows 7 Dema_disk_1

jA BIOS
ANE Bont Channel:
D Frocessar Frimary channel [0] [in uze] j
[111.20 GHz Athlan. .. i
Digk:
i Memory
12 MB ™ Use an existing vitual hard disk,
l‘I‘I Flappy Drive " Create a new virtual hard disk
Mo Media Captured
1 ';r COM 1 ™ Pass through to physical dive on host
MHone
1 COM 2 Type: [ Dyriamic =]
M one 4
Size: = GB
# Bus Conhiguration Im j
= €z |DE Devices File: narmne:
2 Devices attached Diskless Windows 7 Diemo_disk_1
Ewamnple: data_disk

FIGURE 7.76

Configure hardware — bus configuration.

"E" New ¥irtual Machine [ x|

gﬁ‘ Select Destination

Select Source Choose whether to deploy or stare the virtual machine.

“irtual M achine [dentity ~
Canfigure Hardware g! % Place the virtual machine on a host
Copies the files azsociated with the virtual machine ta the virtual machine host that you designate. vou can then

Sl Deedlilin start the wirtual machine immediately if desired.
Select Host Maore about placement
Select Path -

Hj " Store the vittual machine in the librans

Stores the virtual maching in the library for later use. Befors pou can start the wirtual machine, vou must deplay it
on 3 host.

Using the Virual bachine banager library

Select Metworks
Additional Properties

Summary

FIGURE 7.77

Select destination.

7. Click Next.

8. Click Next (see Figure 7.77).

9. Click Next (see Figure 7.78).
10. Click Next (see Figure 7.79).
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"B New virtual Machine

[ ] E

BB Select Host

S=lectaourcs Select a host for the virtual machine.

“irtual Machine |dentit . . ) . .
% Hostz are rated based on the virtual machine's requirements and default placement options. To change placement options for

Configure Hardware thig wirtual machine, click Customize R atings.

Select Destination |Search ey j it IAII Hosts j
Select Host Rating |Nl:lost | Tran_g_fer Type | Metwork, ...
I G I HyperY.citrixsa.net &, Metwork
SelectPath 7
Select Metworks
Additional Properties
Summary
% Detailz Wwihat do these ratings mean’” Cuztomize Ratings... |
Detailz | Rating Explanation (i) S4M Explanation

Description

Skatus K

Operating syskern Microsoft® Windows Server® 2008 Datacenter , Service Pack 2

‘Wirtualization software Microsoft Hyper-i

‘Wirtualization software status Up-to-date

Fonhypervl, FonhyperyZ, Fonhypery3, DDC on Hypery, Demo wWindows 7,
Yirkual machines PYWSZ2 an Hypery, test, Windows?, Waondows 7, XenApp For hosted
Applications
Previous | st I Cancel
FIGURE 7.78
Select host.

11. Select the network adapter from the drop-down list and click Next (see Figure 7.80).
By default no adapter is connected, so this needs to be changed.

12. Click Next (see Figure 7.81).
13. Click Create (see Figure 7.82).

You will get a warning, which you can ignore (see Figure 7.83).

14. Right-click on your VM and select Properties | Hardware Configuration | Network Adapter
(see Figure 7.84).

15. Change the Ethernet (MAC) address to Static, and click Generate to generate a MAC address.

16. Click OK.
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W teew Virtual Machine

'_I-E‘ Select Path

Sidict Sointk

Select storage kacalons an the kast for the vifual machine files
Virtuad Mackire identiy

' Sulschad ook Hupail clisca net

Corfiguss Haidwane

Selsct Dstnstion

Select Host

Selec Path I &dd this poth bo the let of detauk vitual machine path on the host
S bk
Addtioral Fropeits

S

Provous | [ Wed | Cacu |

FIGURE 7.79
Select path.

Select Source i . ) . )
Specify which wirtual networks to use for the virtual machine.
Wirtual kachine ldentity

Configure Hardware i Selected host: Hypery citrixza.net

Select Destination | Physical Mebwork &... | Location | Metwork Tag |%
Select Host Network Adapter 1 abit Ether

Select Path

Select Metworks
Additional Properties

Summary

FIGURE 7.80

Select networks.
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W biewe Wirkisal Mac hine

#7 Additional Properties

Salect Soiace

Waitusl Mackes |derliy
Corligise Haidwans
Salecl Dasbnghonr
Sadecd Hosl

Salaci Palh

Salect Hetwork s

Bdfioral Propediscs:

FIGURE 7.81

Batomatc stat action
Ahor whi phyiacal saiver dails

Hever aubcimalically luan on e valua machns

Delay stant (Sect [T =]

Action when physical saiver dops

|54'-'u Slaha ﬂ

Dperaling syeiem
Specify the opeating sysbern pou wll irtall in the vitual machne:
['\I-'ndmvsf-ml 20003 Enderpriss Wi Edition E‘

Pevics | [ M | cance |

Additional properties.

TIP

Copy the MAC address to a text file so you can use it later on provisioning server.

17. Repeat the process to create a second diskless virtual desktop.

VMware

In order to create a diskless virtual machine on VMware vCenter, follow the same procedure as in
Chapter 4, “Installing the Virtual Desktop.” Alternatively, you could also right-click on your exist-
ing virtual machine, and select Clone to copy the virtual machine.

1. Right-click on the virtual machine, and click Edit Settings.
2. Select the Hard disk, and click Remove (see Figure 7.85).
3. Select Remove from virtual machine and delete files from disk, and click OK (see Figure 7.86).
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"H" New virtual Machine

Select Source

Review the virtual machine settings.
‘irtual M achine |dentity

Summary:
Configure Hardware Property | Yalue
o Wirtual machine Diskless Windows 7 Demo
Select Destination
Cner CITRI=SAYAdministrator
Select Host Destination hast Hypert citrixsa.net
Select Path Path C:YProgramDat alMicrosoft)windows\Hyper-v\Diskless Windows 7 Demao
Select Networks Operating System Windows Server 2003 Enterprise x64 Edition

Additional Properties

Summary
™ Start the wirtual machine after deploying it on the host ﬁ\iiew Script |
'\i\' To create the vitual maching, click Create. v'ou can track progress of this job by viewing the Jobs page.
Frevious | Create I Cancel
FIGURE 7.82
Summary.
L Warning (13232) -
Warning [13232]

Yirtual machine Dizklezs Windows ¥ Demo on host Hepert!. citrixza.net does naot have
any virtual hard diskz. Virtual Guest Services cannot be installed on a virtual machine
that does not have a wirtual hard disk and operating svztem installed.

FIGURE 7.83
Warning — virtual hard disks.
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¥irtual Machine Properties for Diskless Windows T Deno
| General | Hardware Configurstion | Checkpoints | Custom Fropeties | Setlings | Actions | i
New: g Disk 7 5CSI Adapter : VD 2 Metwork Adapter | Remove
2 Hardware Profile =1 | gy Metwork Adapter 1 [Emulated)
(& BIOS
FE B Mot connected
I:] E'U.C'E_S_W_' & Comnnected to;
R [Broadcom Net<ieme Gigabit Ethemet B2 - Vitusl Netwark, 7]
oy Memory
12 M ) Connection requirements
b Sy e Network location:
oM [ Not specified =l
Mone Metwark tag:
W FDH 2 |an specifisd ﬂ
#_Bus Configuration ™ Enable virlual LAN ideniification
3 €3 IDE Devices WLAN I lﬁ
4% Vitual OVD
Mo Media C Etheret [MAC]) addiess
% Network Adapters " Dynamic
W Melwork Adaple.. Curtent address:  00.00.0000:00:00
Connmactadfo 8., & S
% Advanced e Static
I} Integration Servi.. IUU:ID:DS:B?:'II::[]J Geneiste e — GEnerate
o SO R Example: 00:00:00:00:00:00
B Pricity
(@ Avaiabiity ;J
oK Cancel J,
o

FIGURE 7.84
Network adapter.

Provisioning Server
1. Connect to the provisioning server, and open the Provisioning Services Console.
2. Right-click on Device Collection and select Create Device Collection... (see Figure 7.87).
3. Assign your collection a name, and click OK (see Figure 7.88).
4. Right-click on your new collection, and select Create Device (see Figure 7.89).
5. Enter a name in the Name field, and the MAC address in the MAC address field. Click OK

(see Figure 7.90). Repeat this step for the second virtual desktop.

Important: The name will be used as the computer account name in Active Directory.

TIP
To easily transpose the MAC address from the hypervisor, paste the MAC address you copied earlier into the
Description field.
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:'.:: wWindows 7 - Virtuasl Machine Properties

™ Show Al Devices

Remove

Hardwrire:

B Memory
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& Poppy a1
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BB Mebwcork adapher |
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FIGURE 7.85

Hard disk

Virtual machine properties.

FIGURE 7.86

Removal Options

" Remave From virtual machine

% Remove from virtual machine and delete Files From disk

Removal options.
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Devices I Active Devices I Template Device

@ Provisioning Services Console Mame
= ﬁj‘ Provisioning Server Demo Farm (ocalhost) @Cgﬂectign
= B sites
g [E Johanneshurg Site
5 servers
wDisk, Pool
=R Dvic
gt Create Device Collection...
& User Groups| s »
" L) Views New Window from Here
L0 Views
B [=F Stores Export List...
}'?:- Demo Store
Help

FIGURE 7.87

1 0

Device Collection options menu.

Device Collection Properties E

General | Securil_','l Dptmnsl

Mame:

IDemD Collection|

Dezciription:

Template target device:

=]

o ]

Cancel | Help |

FIGURE 7.88

Device Collection properties.

5
User Groups
Views

o Stare

FIGURE 7.89

Propetties

Create Device, ..

audit Trail. ..

Target Device 4
View 3

e Window From Here

Delete
Refresh

Help

Collection options menu.
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Create Device E

I arne:
|7 demot

D escription:

MaC:
OF - 89-E3-FF-05- 80

r Apply the collection template to this new device

ak I Cancel Help

FIGURE 7.90
Create device.

e AE &0 53 FE (5 &
Properties

Disable

Sefk Device as Template

Dowen

Move. ..
Audit Trail...

Copy Device Properties, ..

Create Machine Account, .,

- Delete Machine Account...
By Reset Machine Account Password, ..
Select Al
Delete
Refresh
Help

FIGURE 7.91
Target Device options menu.

6. Right-click on the device you have just added and select Active Directory | Create Machine
Account (see Figure 7.91).

7. You can select a domain, and an organizational unit, and click Create Account (see
Figure 7.92).

As you can see from the example above, you can also select more than one object to create an
account for.
The dialog box should return a status of success. Click Close.
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Create Machine Accounts in Active Directory

Dramain:

[Organization unit j

Devices:

Target Device | Status |

hypery
Wwindow Fdemo

Create Account I Stop Cloze Help

FIGURE 7.92

Create machine accounts in Active Directory.

® Frovisioning Services Console Name MAC [ Booting From | wbisk IP Address | Sarver [ Descrigtion
= 22 Provisioning Server Demo Farm (localhost)

e g, Windoe 7 demo (E-53-63-FF-058C  wDisk Dema Store@Aindow . Donwn O BS63 10580
H & e g Windoes7demn2 3E-2D-E7-50-A4-A0  wDisk Dinavne 3e:2de7-50:ad:a0
= £ whanneshorg Site -

() Servers
1] vDisk Pogl
= & Device Collections
EL colloction
L) Demo Collection
& User Groups
& (D Views
11 [ views.
& [} Stores

FIGURE 7.93

Device collection.

8. Your new virtual desktops should appear in the collection (see Figure 7.93).
9. Click vDisk Pool, select your vDisk, and drag it onto your collection.

10. Click Yes (see Figure 7.94).

11. Start the VMs on your hypervisor.
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Replace ¥Disk Assignment

':9:' Replace vDisk assignments to all devices in this collection?

FIGURE 7.94
Replace vDisk assignment.

P TTeT e T Change displa:

E'@ Desktop Delivery Controller 9 Py

B emo Farm

L;J Administratars Enable user-driven deskkop resta
1

Disable desktop group

Controllers Modify deskkop group properties
: Lj CITRIXZKIDEMO Mo bo Folder

=B Desktop Groups

@ Dema Deskkop Group

{22} Hyper-y
L. fc3) ! Nther Tackc

Change display »
Disable deskkop group

Enable user-driven desktop restart
Modify desktop group properties 3
Move ko folder

Delete deskkop group

Delete desktop group

All Tasks 3

Wiew 3

Cut
Copy
Rename
Refresh

Properties

Help

FIGURE 7.95

Desktop Group options menu.

NOTE

Only one will boot as the vDisk is in Private mode.

Add the Virtual Desktop to the Desktop Group

You may choose to create a new Desktop Group, or you can add the virtual desktop to an existing
Desktop Group.

1. Right-click on the Desktop Group and select Properties (see Figure 7.95).
2. In the left-hand pane, select Virtual Desktops, then click the Add... button (see Figure 7.96).



Create a Base Target Device 249
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FIGURE 7.96
Virtual desktop properties.

I wWindow? derno, citrixsa, net Idle - Mo
EwWindows7demaoz, citrixsa, net Mak Reqistered - Mo
FIGURE 7.97

Virtual desktop state.

One of the virtual desktops should appear in the Delivery Services Console, with a Desktop
State of Idle. The second will still be in a Not Registered State (see Figure 7.97) — in the next sec-
tion, we will change the vDisk to “Standard Mode.”

TIP

If the new devices state is not Idle, refresh the view, if it remains in another state, check the event logs on the
virtual desktop. Active Directory issues, computer account creation, and DNS issues, the virtual desktop resolving
the address of the Desktop Delivery Controller, are the most common issues.

Mount the vDisk to Two Virtual Desktops Simultaneously

In the previous section, you mounted a vDisk to a single virtual desktop. We will now take the sec-
ond diskless virtual desktop you created and mount the same vDisk to that virtual desktop.
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{3 Provisioning Servicss Console
= £ provisioning Server Demo Farm {localhosty
= I sites
= [IF Johannesburg Site
= Servers
1] vDisk Pool
B ¢ Device Collections
ElJ Collection

Connections | Size
25000 MB

Privale
Properties

Pount vDisk.

Show Usage. ..

Manage Locks...

Unassign from Selected Device{s)...
Unassign from All Site Devices. .

Lﬂﬁ DZ'"D Callection Unassign fFrom Sellected User Group(s)...
- z Tkt Unassign From All 5its User Groups. ..

2D Views Copy wDisk Properties...

m = Stores Audt Trail...
Copy
Delete
Refresh
Help

vDisk pool.

1. Shut down both virtual desktops.

TIP

the virtual desktops.

Make sure the Idle Pool Setting is set to zero — otherwise the Desktop Delivery Controller will just keep starting

2. Open the Provisioning Services Console — select vDisk Pool, right-click on your vDisk, and
select Properties (see Figure 7.98).

TIP

If there is a padlock next to the vDisk, see earlier in this chapter to remove the locks.

3. Click Edit File Properties... (see Figure 7.99).

Select the Mode tab, select Access mode and change it to Standard Image, click OK, and

click OK again — to close the vDisk properties (see Figure 7.100).

Cache type can be left at “Cache on server disk” — see the “Design Decisions” section for

placement.

TIP

Hit F5 in the console to refresh the display.

Open a connection to the Desktop Delivery Controller; modify the Idle Desktop Count to two
virtual desktops. For the procedure, see Chapter 5, “Desktop Delivery Controller — Advanced Con-

figuration Settings.”

You may need to restart the virtual desktops to acquire their new vDisk assignment if they are
hung at the PXE boot screen.
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¥Disk Properties |
General I Port Blu:u:kerl

Store: Demo Stare

Site: Johannesburg Site
Filename: Windows /Dema
Dezcriphion:

BIOS menu text [optional):

— Load Balancing

& load balancing algorithm may be uzed to provide the wDigk
to the target devices or a zingle zerver may be uszed.

™ Usze the load balancing algorithm
¥ Llze thiz server to provide the vDisk
Server [CITRIXPYS =l

¥ Allaw use af this vDisk Edit File Properties. . |

(] 4 I Cancel Help |

FIGURE 7.99
vDisk Properties.

=
Checkpoint 3 — Booting Two VMs from a vDisk
In this demonstration, you can demonstrate the connection to two virtual desktops, which are booting from
a single vDisk over the network.

This demonstration is applicable to a technical and management audience.

1. Open the Hypervisor Console, and navigate to view the disk attached to the virtual desktop:

XenServer
Open the Storage tab of both virtual desktops and show how there is no disk attached (see Figure 7.101).

SCVYMM
Open the Properties of the virtual machine, select Hardware Configuration, indicate under Bus Configura-
tion that there is no hard drive attached (see Figure 7.102).
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¥Disk File Properties E |
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FIGURE 7.100

vDisk file properties.
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FIGURE 7.101

Virtual desktop Storage tab on XenServer.
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FIGURE 7.102

Virtual desktop bus configurations on Hyper-V.

VMware

Edit the virtual machine properties of the virtual desktop. On the Hardware tab indicate how no disk is

attached (see Figure 7.103).

All Hypervisors

2. Open the Provisioning Services Console — <YOUR> Farm | Sites | <YOUR> Site | vDisk Pool and
right-click on your vDisk (see Figure 7.104).

3. Click Show Usage....
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FIGURE 7.103
Virtual desktop Hardware tab.

Zonnections Description

Properties
Show Usage...
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Unassign from All Site User Groups. ..
Copy «Disk Properties...

Audit Trail...

Copy

Refresh

Help

FIGURE 7.104

vDisk options menu.
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4. The dialog box shows how two Target Devices are using the vDisk (see Figure 7.105).
5. Open Windows Explorer on the provisioning server and show the folder where the WriteCache is stored
(see Figure 7.106).

This shows how the “uniqueness” is saved outside of the vDisk.

6. Connect to the Desktop Delivery Controller — Open the Delivery Services Console, and display the Vir-
tual Desktop Group that you have created (see Figure 7.107).
7. Open the Web Interface — HTTP://<IP Address or hostname of the Desktop Delivery Controller>.

The connect will follow the same process you followed in the Milestone 1 Demonstration.

Show how the desktop state changes to /n Use when a desktop is connected (see Figure 7.108).

| have noticed that a lot people only really “get it” when they see that the virtual desktop has no disk
assigned.

Show ¥Disk usage E |

wDizk: |Winduws.’-"Demo
T arget Device | Device IP | Server IP | Server Paort | Fietries |
Window 7/ demo 172.31.280151 17221250195 B924 1
Windowsfdemoz 172.31.280153 17231250195 B923 1]
Shutdow... Feboat. .. | Mezzage... | Select all Clear all | Refrezh |
T arget devices connected |2 Clase | Help |
FIGURE 7.105

Show vDisk usage.
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WriteCache files.
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Virtual Disk Status

Exit
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vDisk taskbar icon.

= Virtual Disk Status

Statistics

Boot Statistics
Boot Time:
Retries
Bytes Read:
Bytes Whitten:
Throughpit

Session Statistics
|ptime:
Retries:
Bytes Read:
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0
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4500

0
324,011 KB
65,904 KB

4500

0
384,011 KB
65,904 KB

FIGURE 7.109

vDisk Statistics tab.
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TIP

As an extra little demo, show live migration of the virtual desktop on the hypervisor, while you are logged on to it.
The provisioning server is in effect acting as shared storage, so this can be done even if you have no SAN or iSCSI!

Network Traffic
If the question about network traffic arises — which it most certainly will if the network administrator is pre-
sent — then right-click on the vDisk in the Notification Area on you virtual desktop.

Select Virtual Disk Status (see Figure 7.108).

Select the Statistics tab (see Figure 7.109).

You can show how much traffic has traversed the network due to the vDisk. In the case above, roughly
380 MB have been read, and 65 MB have been written in 45 min.

It takes roughly 70 to 80 MB to load the kernel of a Windows operating system over the network,
thereafter the vDisk activity will be on demand.

SUMMARY

The previous chapter dealt with the installation of Citrix Provisioning Server, this chapter dealt with
the creation of a vDisk and collections of Target Devices using Citrix Provisioning Server. We
defined the “vDisk Store” to host the vDisk. We then created the “blank™ vDisk. The vDisk was
then mounted to an existing virtual desktop. The virtual desktop’s drive contents were then copied
to the vDisk. The vDisk was then mounted to other Target Devices, and they were booted from the
vDisk. Lastly we covered the details of how to perform a demonstration of booting virtual desktops
from the vDisk.



CHAPTER

Additional Provisioning Server
Configuration Settings

INFORMATION IN THIS CHAPTER

Provisioning Server Configuration Programs

Configure Server Settings

Active Directory

Configure Site Settings

Using the Provisioning Services Boot Device Manager — Step by Step
Adding a Disk for Write Cache

The Citrix Provisioning Server is a large topic that probably deserves a book in its own right. In
this book, we only look at those aspects that are commonly required when using it in conjunction
with XenDesktop.

This chapter covers some additional useful settings. Particular note should be taken of the Active
Directory settings, without which XenDesktop may not correctly function.

PROVISIONING SERVER CONFIGURATION PROGRAMS

The configuration programs are under Start Menu | Programs | Citrix | Provisioning Services
(see Figure 8.1).

The Provisioning Services Boot Device Manager is used in situations where PXE (Preboot
Execution Environment) and/or Dynamic Host Configuration Protocol (DHCP) are not available to
be used. This can be particularly useful in a proof of concept environment where DHCP is not
available to be used in the datacenter. The use of DHCP is often restricted on networks. Care
should also be taken with PXE that there are no clashes with other PXE services running. Microsoft
SMS and Altiris Deployment Server are two examples of other programs that use PXE. The .ISO
files can be used to provide the network location of the provisioning server, as well as to assign an
IP address to the virtual desktop.

The Provisioning Services BOOTPTAB Editor can be used to manually edit the PXE boot file.
It is not the recommended method of editing the boot file. The recommended mechanism to edit
the boot file is to rerun the Provisioning Services Configuration Wizard, which will automatically
make the changes to the file.

Citrix XenDesktop Implementation. DOI: 10.1016/B978-1-59749-582-0.00008-7 2 59
© 2010 Elsevier Inc. All rights reserved.
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@ Provisioning Services Boak Device Manager
-'fﬂ. Provisioning Services BOOTPTAE Editor

@ Provisioning Services Configuration Wizard

@ Provisioning Services Console

FIGURE 8.1
Provisioning server configuration programs.

The Provisioning Services Configuration Wizard runs automatically as part of the provisioning
server installation. It can also be run manually post-installation to correct or change any of the
configuration settings.

The Provisioning Services Console is the primary management tool for Citrix Provisioning
Server.

CONFIGURE SERVER SETTINGS

The server settings are configured from the Servers node. Open the Provisioning Services Console,
and select the Farm | Sites | <Your Site> | Servers (see Figure 8.2).

B Provisioning Services Console [_ O] =]

@ File  Action View Window Help |_|_|- =) ll
== 7@ B
@ Pravisioning Services Cansale Mame Connections Description
Bl ﬁj Provisioning Server Demo Farm (localhost) @ .
=] {:; Sites Properties
BB Johannesburg Site Copy Server Properties, ..
_]; Servers Mark Server Down...
wDisk Pool - oo X
oy : ) rearn Service
Pl ce soleons Show Connected Devices
ElJ Collection
w User Groups Rebalance Devices. ..
D views Configure Bootstrap. ..
L@ Views Configure BIOS Bookstrap...
B [ stores Check for Updates 4
E Demo Skaore Audit Trail,.,
Copy
Refresh
Help
FIGURE 8.2

Configure server properties.
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Right-click on the server to amend the server settings. Select the Properties option.

The Stream Service can also be configured from the option list. Select Stream Service to stop
or restart the Stream Service.

Rebalance devices will manually perform load balancing across multiple provisioning servers.
This can be useful if you shut down a provisioning server, and if you have multiple provisioning
servers, they will take over the vDisk loads from the one that is shut down. Provisioning server
won’t automatically rebalance the load back to the server if it restarts. The manual rebalance can be
used in this instance.

ACTIVE DIRECTORY

The Active Directory integration is set on the vDisk as described in Chapter 7, “Fundamental
Configuration of the Citrix Provisioning Server.” The server settings must also be configured to
allow this to correctly function.

Select Properties to configure the server (see Figure 8.2).

Select Enable automatic password support (see Figure 8.3). As per Chapter 4, “Installing the
Virtual Desktop,” the password change will be initiated by provisioning server. The Active

Server Properties

.Generall Networkl Stores Options |Logging|

— Enable automatic vDisk updates
™ Check for new versions of a vDisk

™ Check for incremental updates to a vDigk

Check for updates daily at: IT 2:00:00 &M 3:

— Active Directory

¥ Enable automatic passward suppart

Change computer account password every this number of daps: I? 3:

Advanced... | 0k I Cancel Help

FIGURE 8.3
Enabling automatic password support.
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Directory initiated changes are disabled through Policy: Domain member: Disable machine
account password changes.

CONFIGURE SITE SETTINGS

Right-click on the farm node, select Properties (see Figure 8.4).

The General tab is purely informational. The Security tab enables security to be delegated to
specific groups (see Figure 8.5). In order to add these groups, they must first be added on
the Groups tab. Security can be configured at the farm, site, and collection levels, but the groups
available to be assigned can only be configured at a farm level.

The Licensing tab (see Figure 8.6) enables you to amend the license server settings. There
are two types of licenses: Desktop and Datacenter licenses. Datacenter licenses are used by server
operating systems, and desktop licenses are used for Windows XP and Windows 7 desktops.

Select the Options tab (see Figure 8.7). The Auto-add feature allows a user booting a device
through PXE to select a vDisk without the MAC address being prepopulated. This is useful and
can be particularly useful in non-VDI environments, but is disabled by default for security reasons.

Auditing is disabled by default. This allows tracking of actions performed in the Provisioning
Server Console.

El:Provisioning Services Console

@ File  Action Miew Window  Help
e A0 | NESN 7 B
@ F‘ru_:wisiu:uning Services Console Marne | Description
= ﬁﬂl W5 ' B _ i Al sites defined For this Farm,
=& 5|'=t'35 Drl:nper |Est Cuskarn device views,
= [ Ju:;hannesl:uurg Sike |su:|?|nnec &l stares defined For this Farm,
h Servers Versian...
2] wDisk Pool Impaort Devices., ..
=] {2 Device Collections | Archive Audit Trail...
& Collection Audit Trail. .
@ Ilser Groups ]
LD Wiews W= E
[ iews Mew Window From Here
—
Si'=y u:ures Refresh
Dema Store Export List. ..
Help
|

FIGURE 8.4

Configure farm properties.
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General Security ||3n:|u|:|$| Licensingl Dptiansl Statusl

Groups with 'Farm Adminiztrator’ access:

_net/Builindddrinistr ators

Add... | Femove |

Ok I Cancel | Help

FIGURE 8.5
Farm security settings.

Farm Propetties |
.Generall Securit_l,ll Groups  Licenzing | Dptiu:unsl Statusl
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License server port: I 27000 3:
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(] I Cancel Help

FIGURE 8.6
Farm license settings.
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Farm Propetties

.Eenerall Securit_l,ll Grnupsl Licensing Ophions I Statusl

— Auto-ddd
™ Enable auto-add
Add new devices to this site;
IJDhannesburg Site j

Mate: A collection with a termplate target device must be specified faor the
gite where the auto-add will take place.

—Auditing
[T Enable auditing

— Offline databaze support
IV Enable offline database zupport

| ] 4 I Cancel Help

FIGURE 8.7
Provisioning server farm options.

Offline database support — is an important new feature, this allows the provisioning server to
continue to be accessible even if the SQL database is unavailable. It does this by using a cached
copy of the database.

TIP

Enable offline database support when designing for disaster recovery and business continuity.

USING THE PROVISIONING SERVICES BOOT DEVICE

MANAGER — STEP BY STEP

Design Decisions

Using PXE is a simple and elegant solution in most scenarios. There are, however, situations where

it would be best to use a boot ISO file.

1. There may be other PXE services running on the network — for example, Altiris or Microsoft
SMS.
2. There may be a restriction based on a network policy.
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The Provisioning Services Boot Device Manager can be used to create a boot file for a virtual
machine. The boot file is loaded manually from an .ISO file rather than being copied over the

network.

agRrON=

Verbose Mode can be enabled for troubleshooting purposes.

DHCP

6. Configure the IP address mechanism (see Figure 8.12).

Launch Provisioning Services Boot Device Manager (see Figure 8.8).
Click Add to add an IP address. Click Next (see Figure 8.8).
Add the IP address of the Citrix Provisioning Server and click OK (see Figure 8.9).
Click Next (see Figure 8.10).
Click Next (see Figure 8.11).

Using DHCP is much simpler as one .ISO file could be used to boot all the virtual desktops.

1% Boot Device Management E

Specily the Login Server

~ Server Lookup

7 Use DNS to find the Server

Host name IImageS erver]

& Use static |P address for the Server

Mote: | High Availability iz not being uzed, only enter one server.

IP Address

| Subnet Mask

| Gateway

| Port

Add

Edit

Femove

Move Up

I ove Do

< Back

Mest >

Cancel

FIGURE 8.8

Boot device management.
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Login Server |
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FIGURE 8.9

Login server.
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IP Address | Subnet Magk | Gateway | Fart
172.31.250.195 255.256.256.0 172.31.250.1 E310

Add Edit Remove Miove Up M ove Down

< Hack Mext > Cancel

FIGURE 8.10

Boot device management — specify the login server.
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FIGURE 8.11
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Boot device management — set options.

12 Boot Device Management
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FIGURE 8.12

Boot device management — DHCP.
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NO DHCP

If DHCP is not an option, then each virtual desktop needs an individual boot .ISO; each boot file
contains the same server information but will use a unique assigned IP address (see Figure 8.13).
The Increase button allows you to increment the IP address and the Burn button can then be used
to create multiple boot .ISO files.

7. Click Burn.
8. Enter a descriptive file name, and then click Save (see Figure 8.14).

For the No DHCP Scenario, click Increase and then click Burn again. In this situation, naming
the files is best tied to a virtual desktop name.
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FIGURE 8.13
Boot device management — use static device IP.
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Save as bype: IISO File {*.iso) j
™ Browse Foldersl Save I Cancel |
4

FIGURE 8.14
Save as.
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ADDING A DISK FOR WRITE CACHE

In the Design Decisions in Chapter 7, “Fundamental Configuration of the Citrix Provisioning
Server,” on write cache placement, it was stated that for best performance write cache be held on a
location other than the provisioning server. Recommended location is on shared storage attached to
the hypervisor. When creating your Base Target Device, attach 1 GB (or 2 GB if you are using
EdgeSight monitoring) disk to your Template VM, this will be specified as write cache.

Shut down all the Target Devices using the vDisk. Change your Idle Pool to zero using the
Delivery Services Console on the Desktop Delivery Controller.

Place the vDisk in Private mode (see Figure 8.15); although we will be formatting the physical
drive, and not the vDisk, we do need the settings, like the drive letter, to be saved to the vDisk.

Change the Idle Pool to 1 in the Delivery Services Console, and this will automatically start the
virtual desktop. Login to the desktop.

As we will be amending the hardware allocations at a hypervisor level, it is simplest to login
through the hypervisor console.

Attaching a Disk

XenServer

1. Select the virtual machine, and in the right-hand pane select the Storage tab (see Figure 8.16).

2. Change the Name to something sensible like write cache. Change the size to 1 GB, and click
Add (see Figure 8.17).

vDisk File Properties [ x|

General  Mode | Identificationl Dptionsl

— Access mode

Access Mode: Private Image [single device

Cache Type: IEache on server dizk j
Cache Size (MBs): |32 3:

— Automatic updates

™ Enable autamatic updates for this +Disk
%) Apply wDisk updates as soon as they are detected by the zemver

€ Schedule the nest vDisk update to ozeur on; I2D1 0/01/29 vl

ak. I Cancel Help

FIGURE 8.15
Changing the vDisk mode.
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XenCenter — storage.
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FIGURE 8.17
Add new disk.

System Center Virtual Machine Manager (SCVMM)

1. Right-click on you diskless virtual desktop and select Properties (see Figure 8.18).

2. Select the Hardware Configuration tab, select the IDE Devices in the left-hand pane, then
click Disk (see Figure 8.19).

3. Change the type to Fixed, and disk size to 1GB, then click OK (see Figure 8.20).
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SCVMM - virtual machine options menu.
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FIGURE 8.19

Hardware configuration — bus configuration.
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¥irtual Machine Properties for Diskless Windows 7 Demo
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B2 ME ™ Use an existing wirtual hard disk.
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FIGURE 8.20
Hardware configuration — disk type.

VMware

1. Open the vCenter, right-click on the diskless virtual machine you previously created. Select Edit
Settings. ...

Click Add... (see Figure 8.21).

Select Hard Disk, and click Next (see Figure 8.22).

Select Create a new virtual disk, and click Next (see Figure 8.23).

Change the disk size to 1 GB (or however large you require the write cache disk), click Next
(see Figure 8.24).

apwN
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FIGURE 8.21
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Virtual machine properties — hardware.

Add Hardware :

Device Type

What sort of device do you wish to add to your virtual machine?

Device Type

Create 3 Disk
Advanced Optio

Choose the type of device you wish to add.

(D serial Port
&) Parallel Part
= Floppy Drive
foh CD/OVD Drive
&) USE Controller

Ethernet Adapter

fa, 5CSI Device

r— Information

This device can be added to this Virtual Machine.

Help

< Back | Next > I

Cancel I

4

FIGURE 8.22

Add hardware — device type.
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Add Hardware ) x|

Select a Disk

Device Type

A virtual disk is composed of one or more files on the host file system. Together these
Select a Disk

files appear as a single hard disk to the guest operating system.

Select the type of disk to use.
—Disk

@ Create a new virtual disk

£ Use an existing virtual disk
Reuse a previously configured virtual disk.

{°) Raw Device Mappings

Give your virtual machine direct access to SAN. This option allows you to
use existing SAM commands to manage the storage and continue to
access it using a datastore.

Help | < Back | MNext > I Cancel |

v
FIGURE 8.23
Add hardware — select a disk.
x|

Create a Disk
Spedify the virtual disk size and provisioning palicy

Device Type

—Capadty

Select a Disk

Create a Disk Disk Size: | el e =
r—Disk Provisioning

[~ Allocate and commit space on demand (Thin Provisioning)

[~ Support dustering features such as Fault Tolerance

—Location

@ store with the virtual machine

" Specify a datastore:

Help | < Back | Mext > I Cancel |

FIGURE 8.24

Add hardware — create a disk.
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(% Add Hardware ll
Advanced Options
These advanced options do not usually need to be changed.
Levice Type Specify the advanced options for this virtual disk. These options do not normally need
Select & Disk to be changed.
Create a Disk
Advanced Options Virtual Device Mode
Ready to Complete oy ISCSI (0:0) j
~ |mE@: =]
—Mode
[ Independent
Independent disks are not affected by snapshots.
) persistent
Changes are immediately and permanently written to the disk.
(5 IMonpersisient
Changes to this disk are discarded when you power off or revert to the
snapshot,
Help | < Back | Mext = I Cancel |
A

FIGURE 8.25

Add hardware — advanced options.

6. Click Next (see Figure 8.25).

The mode settings aren’t relevant to a XenDesktop VDI implementation and can be left at

defaults.
7. Click Finish (see Figure 8.26).

All Hypervisors

1. Open Computer Management on the virtual desktop.

2. On the Start Menu, right-click on Computer and Select Manage (see Figure 8.27).
3. Select Disk Management, the Initialize Disk dialog box will automatically pop up. Click OK

(see Figure 8.28).

4. Select the new disk, right-click and select New Simple Volume (see Figure 8.29).

Follow the prompts to create a new volume called write cache, and format it with the

New Technology File System (NTFS).
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(%) Add Hardware B x|
Ready to Complete
Review the selected options and dick Finish to add the hardware.,
Device Type Options:
Select a Disk
Create a Disk Hardware Type: Hard Disk
Advanced Options Create disk: Mew virtual disk
Ready to Complete Disk capadity: 1GE
Datastore: datastore1
Virtual Device Mode: SCSI (0:0)
Disk mode: Persistent
Help | < Back | Finish I Cancel |
A4

FIGURE 8.26

Add hardware — ready to complete.

Computer

Open
Manage

Map network drive...

Disconnect network drive...

Show on Desktop

Rename

Properties

FIGURE 8.27

Computer manager.
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FIGURE 8.29
Disk options.
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SUMMARY

In Chapter 6, “Installation of the Citrix Provisioning Server,” we dealt with installation and in
Chapter 7, “Fundamental Configuration of the Citrix Provisioning Server,” we dealt with
implementation of vDisks to Target Devices. Chapter 8 delved into operational settings, and some
more detailed configuration settings. We discussed the components of the Provisioning Services
Console looking into server and site settings. We then looked at using the Boot Device Manager
to create a boot file as an alternative to using PXE boot. Lastly, we covered adding a physical
write cache disk for enhanced performance.



CHAPTER

Using the Setup Wizard to Create
Multiple Desktops

INFORMATION IN THIS CHAPTER

Prerequisites

Create a Template Virtual Machine
Xendesktop Setup Tool Installation

The XenDesktop Setup Wizard is a very important implementation tool, without which, the creation
of virtual desktops would be an arduous time-consuming task.

The XenDesktop Setup Wizard is used to perform bulk virtual desktop creation. The wizard ties
together all the various XenDesktop components to create the virtual desktops.

PREREQUISITES

1. If required, a unique organizational unit for the Desktop Group in the Active Directory.

2. Create a Template VM on your hypervisor on which the hardware settings will be based.

3. A Desktop Group can be precreated in the Desktop Delivery Services Console on the Desktop
Delivery Controller.

4. A vDisk in Standard image mode.

CREATE A TEMPLATE VIRTUAL MACHINE

The XenDesktop Setup Wizard requires a Template Virtual Machine to base the hardware config-
uration on. Depending on where you want write cache, you will either have a diskless virtual
machine, or it may have a small write cache disk attached.

XenServer

1. Open the XenCenter; in the left-hand pane, select one of the virtual machines you created in the
earlier chapters.

2. Click VM | Convert to Template (see Figure 9.1).

3. Click OK (see Figure 9.2).

4. The virtual machine has now been converted to a template (see Figure 9.3).

Citrix XenDesktop Implementation. DOI: 10.1016/B978-1-59749-582-0.00009-9 279
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WM | Storage  Templates  Tools
E' New... Cirl -+
Import...
Properties
© start Cirl+8
Start on Server »
) Suspend Cirl+Y
Reboot Cirl+R
Take Snapshot
Migrate to Server 3
Copy VM
Export as Backup...
Convert to Template
Install XenServer Toals
Start in Recovery Mode
Force Shutdown
#3 Force Reboot
Delete

FIGURE 9.1

XenCenter VM menu.

x|

g) Are you sure you want to convert VM Windows 7 Demo Machine -gj into & template? This is 8 one-way operation!

oK | Cancel

FIGURE 9.2

Template convert warning.

@ Windows 7 Demo Machine -gj

FIGURE 9.3

Template icon.
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SCVMM

1. Open the System Center Virtual Machine Manager; select the virtual desktop created in the
previous chapter (see Figure 9.4).

2. Right-click and select New template.

3. Click Yes (see Figure 9.5).

4. Create a name for your template, and click Next (see Figure 9.6).

) Diskless Windows 7 Demo Stonned
@ P52 on Hyperv 0 Start:
@ kest G

@ Windows7 O

@ Wondows 7 =

H

¥endpp For hosted Appl. .. ‘:'

o Connect to virtual machine
_E.

Manage checkpoinks

Skakus: Completed
Command: Sek-vi
Starkted: 21412010 : I
stall wirkual guest services
Duration: 000035 sl
Cner: et B hew template
Progress: @ 100 EEEREEE
Zurrent step; Change p ] Skorein |i|:Ir'EII"';."

FIGURE 9.4
Virtual machine menu options.
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'H ¥irtual Machine Manager Eq

Creating a template will destroy the source virtual machine Diskless Windows 7 Dema. The
l b wvirtwal hard diskz of the wirtual maching will be generalized to create the new template and any
~ user data on the virtual machine may be lost. To prevent this, pou can create a clone of
Dizkless Windows 7 Dema before uzsing it to create a template.

Do wou want to continue?

FIGURE 9.5

Template create warning.

B Mew Template Wizard

il Template |dentity
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g Hag |I:I|sd.-ss'w‘lrrdm: 7 Demo
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[T LA st o Biowe

Foimat doman'upargns

Diescription

FIGURE 9.6

Template identity.
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B New Template Wizard

Template |dentity

Configure hardware for the virtual machine. You can import settings from a harchare
Configure Hardware profile or save a new profile based on your settings.

Guest Dperating System Hardware profile:

Select Library Server
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M
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Mone

# Bus Configuration

= & IDE Devices
2 Devices attached

o Diskless Windo...
1.00 GE. Prirmary
L% Wirtual DVD drive
Mo Media Capt... -
# HNetwork Adapters

@ Metwork Adapter 1
Connected to Broa...

# Advanced =

Previous | Iext I Cancel

FIGURE 9.7
Configure hardware.

5. Leave the hardware configuration as it is and click Next (see Figure 9.7).

6. Change the “Guest operating system profile” to Customization not required (see Figure 9.8).
Provisioning server will perform the customization tasks.

7. Select a library server for placement (the default should be fine in most cases), click Next
(see Figure 9.9).

8. Browse to the MSSSCVMMLibrary to define the virtual machine path for the template, and
click Next (see Figure 9.10).

9. Click Create to create the template (see Figure 9.11).
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FIGURE 9.8

Guest operating system.

There is currently an issue with write cache disks attached to a template created on SCVMM. This is not an issue
with XenServer or VMware. The XenDesktop Setup Wizard doesn’t attach the write cache disk defined in the
template. This results in the virtual desktops being created, but without the write cache disk. You should
manually attach a write cache disk in small environment. There is a workaround for this issue in the Citrix
Document: CTX124687 — XenDesktop Design Guide For Microsoft Windows 2008 R2 Hyper-V Version 1.1.

This document contains in its appendix a script to add write cache disks to VMs.
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FIGURE 9.9
Select library server.
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FIGURE 9.10
Select path.
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FIGURE 9.12
vCenter — Template options menu.

VMware

1. Open the vCenter; select the virtual desktop, right-click and select Template | Clone to
Template... (see Figure 9.12).
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XENDESKTOP SETUP TOOL INSTALLATION

1. Mount the XenDesktop 4 DVD on the Provisioning Server. The tool is not on the Provisioning
Server Installation DVD as the provisioning server installation is generic, but the tool is specific
to XenDesktop.

2. Browse to <DVD Drive>:\w2k3\en\XenDesktop Setup Tool, or <DVD Drive>:\x64\en\
XenDesktop Setup Tool (which contains the same files!).

3. Double-click Setup and it will launch the .msi (either the 32-bit or 64-bit version depending on
your provisioning server) (see Figure 9.13).

4. Click Next (see Figure 9.14).

5. Accept the license agreement, and click Next (see Figure 9.15).

6. To accept the default install path, click Next (click Browse... to install the files elsewhere) (see
Figure 9.16).

7. Click Install (see Figure 9.17).

8. Click Finish (see Figure 9.18).
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FIGURE 9.13

XenDesktop Setup Tool folder.
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il Citrix XenDesktop Setup Wizard Installer sl S
CiTklx Welcome to the Citrix XenDesktop Setup
C Wizard Installer

The installer will install Citrix XenDeskkop Setup Wizard on
wour computer, Click Next ko continue or Cancel to exit the
Installer,

Back I ek I Cancel

FIGURE 9.14

Citrix XenDesktop Setup Wizard Installer — welcome.

{5 Citrix XenDesktop Setup Wizard Install M= E3
End-User License Agreement 5
Please read the Following license agreement carefully cm!x
CITRIZ(F) LICENSE AGREEMENT

Use of this component is subject to the Citrix license covering the Citrix product
(&) with which wou will be using thiz component. This component is only lcensed
for use with such Citrix products).

CTH_cade: EP_R_A32490

V¥ 1 accept the terms in the License Agreement

Print Back I ek I Cancel

FIGURE 9.15

End-user license agreement.
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ii‘-!;'- Citrix XenDesktop Setup Wizard Install M= E3

Destination Folder
Click Mext ko install bo the default Folder or click Browse to choose anather. < X

Install Cikriz ¥enDeskkop Setup Wizard to:

IC:'l,Program Files\ Citrix| XenDeskiop Setup Wizard),

Browse, .. |

Back I Mexk I Cancel

FIGURE 9.16
Destination folder.

ii‘-!,'- Citrix ¥enDesktop Setup Wizard Install _ (O] =]
Ready to install Citrix XenDesktop Setup Wizard ti‘llllx'

Click Install to begin the installation, Click Back ko review or change any of your
installation settings, Click Cancel to exit the wizard.

Back I Install I Cancel

FIGURE 9.17
Ready to install.
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i%‘ Citrix XenDesktop Setup Wizard Install [_ (O] x] |
CiTRIX Completed the Citrix xenDesktop Setup
H Wizard Installer

Click the Finish button to exit the Inskaller,

| \—

Back Finish Zamcel

FIGURE 9.18
Completed the Citrix XenDesktop Setup Installer.

=
Checkpoint 4 Using The Xendesktop Setup Tool — Demonstration

Using the XenDesktop Setup Wizard is certainly an important checkpoint for you as an implementer. The
demonstration of this set of capabilities would most likely be combined with the previous checkpoint. As
with the previous checkpoint, this functionality will be best appreciated by a technical audience, and those
involved in the implementation phase.

1. Click Start | Programs | Citrix | Administrative Tools | XenDesktop Setup Wizard (see Figure 9.19).

2. Click Next (see Figure 9.20).

3. The wizard interrogates Active Directory for a list of XenDesktop farms. If there is more than one Xen-
Desktop farm in your environment, it will appear in the drop-down list. Select your XenDesktop farm,
and click Next (see Figure 9.21).

4. Select your hypervisor from the Hosting Infrastructure drop-down (see Figure 9.22).
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FIGURE 9.19
XenDesktop Setup Wizard start menu item.
& XenDesktop Setup Wizard E3

.
CITR!X Welcome to the XenDesktop Setup Wizard

Thiz wizard will create virtual machines, assign them to a vDisk in Provisioning Server and add
therm to a desktop group in & desktop fam.

IMPORTAMT: Make zure you complete all the prerequisite steps before running this wizard.
Prerequisite steps include preparing the baze VM image for the virtual desktops and creating the
wDigk in Provisioning Server.

Refer to Getting Started with Citrix <enDesktop at http: A/ support. citris. com/product «d/

et » I Canecel

FIGURE 9.20

XenDesktop Setup Wizard — welcome.
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= XenDesktop Setup Wizard [ %]

Desktop Farm

-
Select the desktop farm to use cITR!x.

Steps

Select a desktop farm from the list of farms available in Active Directary.
v Welcome
» Desktop Farm Desktop farm:

Hosting Infrastructure
Wirtual Machine Template
Wirtual Disk [vDisk)

Wirtual Desktops
Organizational nit Location
Desktop Group

Desktop Creation

Summary

< Back | Mext > I Cancel

FIGURE 9.21

Desktop farm.

& XenDesktop Setup Wizard [ x|
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0

Steps L
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v Welcome
v Desktop Fam
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Wirtual Machine Template
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Desktop Group

Desktop Creation
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< Back I (=R Cancel

FIGURE 9.22

Hosting infrastructure — virtualization.
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XenServer

1.

Enter the IP address or computer name of the XenServer acting as the pool master (see Figure 9.23).

To find your pool master, log onto one of your XenServers. You can use putty to connect direct

to the command line, or you can access the command line through the XenCenter Console (see

Figure 9.24).
xe host-list Lists the hosts in the pool and their UUIDs
xe pool-list Lists the pool information — the tag master (RO) has the UUID (Universally Unique Identifier)
of the host currently acting as the master
For example:

d

[root@xenserverl ~1# xe host-Tist
uuid ( RO) : a9aabb0d-83e7-4fc7-94c2-2b5e0cec0da9
name-Tabel ( RW): xenserver?2
name-description ( RO): Default install of XenServer

uuid ( RO) : 93749c21-bfeb-4cfb-beac-b33f76e2b09c
name-label ( RW): xenserverl
name-description ( RO): Default install of XenServer

uuid € RO) : balB8891c-32bf-45b9-83d8-ae780eldb07e
name-label ( RW): xenserver3
name-description ( RO): Default install of XenServer

uuid ( RO) : d537ad21-fd24-45cc-blcl-3360a6767592
name-Tabel ( RW): xenserver4
name-description ( RO): Default install of XenServer

[root@xenserverl ~]# xe pool-1ist
uuid ( RO) : ch6067c9-04ac-6436-5b29-d6chb91dal66
name-label ( RW): Citrix Systems Demo
name-description ( RW):
master ( RO): 93749c21-bfe6-4cfb-beac-b33f76e2b09c
default-SR ( RW): ceb3c00d-d887-38bb-743b-822733b1b3e8

We can see in this example that xenserverl is the master (bold text for illustrative purposes).

Click Next to connect to the XenServer.
Enter the root username and password of the XenServer (see Figure 9.25).
The wizard retrieves the template list (see Figure 9.26).

Note the check box — if you are using an ISO to boot your virtual desktops, you may need to

change this.
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5 XenDesktop Setup Wizard B3
Huosting Infrastructure °
Select the hosting infrastructure ta use and pravide the required connectivity details cITRIx.
.
Steps _
Hosting infrastructure:
v 'Welcome I Citrix e WM infrastructure (included with <enDeskiop) j
v Deskiop Faim
* Hosting Infrastructure Address:
Wirtual Machine Template [httpe #172.31. 2501 01]

Wirtual Disk [vDisk) For example, https:/#zenserver.example.com
“irtual Desktops
Organizational Urit Location
Deskiop Group

Desktop Creation

Summary

< Back | Mext » I Cancel

FIGURE 9.23

Hosting infrastructure — address.

Selectthe
Console Tab

Selecta XenServer

FIGURE 9.24

Accessing the XenServer Console.
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Enter the user name and password,

Iser narne: Iﬁ ok j

Password: | ssssesl

(a4 Cancel
FIGURE 9.25
XenServer administrator credentials.
& XenDesktop Setup Wizard E
¥irtual Machine Template »
Select the virtual machine to use to create new desktops cITRIx.
.
Steps . . . ’ .
Select a wirtual machine from the list to use as a template. Desktops will be created using the
v Welcome

memory, CPL, and network. configuration settings from this virtual machine.
v Desktop Farm

v Hosting Infrastructure

* Virtual Machine Template
Wirtual Digk [vDisk)
Virtual Desktops

Wirtual machines:

Mame | Description -

deshap

Windows 7 #endesktop

(Organizational Unit Location ‘windows Server 2003 template —
Desktop Group "windows Yista XenD esktop

Deskiop Creation :a s %P anl sk o |L|LI
Summary

¥ Ignore template YM's boot order and use Network > Hard Disk > DWD Drive

< Back | Mext > I Cancel

FIGURE 9.26
Virtual machine template.
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SCVMM

1. Enter the computer name of your System Center Virtual Machine Manager server. Click Next
(see Figure 9.27).
2. Enter domain credentials for the SCVMM server, and click OK (see Figure 9.28).

3. The wizard retrieves the available templates. Select a template from the System Center Virtual Machine
Manager. Click Next (see Figure 9.29).

&l XenDesktop Setup Wizard [ |
Hosting Infrastructure -
.
Select the hosting infrastiucture to use and provide the required connectivity details CITRIX
.
Steps .
Hosting infrastiucture:
v 'Welcome IMicrosoft wirtuslization =l
v Desktop Farm
* Hosting Infrastructure Address:

Wirtual Machine Template
Wirbual Digk, [+Disk]
Wirtual Desktaps

|hypew.citmxsa.ned
For example, SCVMMSYSTEMNAME. DOMAIMN.COM

Organizational Unit Location
Desktop Group

Desktap Creation

Summary

< Back I Nexst > I Cancel

FIGURE 9.27
Hosting infrastructure.

System Center ¥irtual Machine Manager adn K E3
fr=
o

R

Entet the user name (in the Format domaintuser name) and

passwiord,
User name: Iﬂ citrixsaladministrator j J
Password: | sessens

Ok I Cancel

FIGURE 9.28

System Center Virtual Machine Manager administrator credentials.




FIGURE 9.29

& XenDesktop Setup Wizard

Yirtual Machine Template

Select the vitual maching to use to create new deskiops

Xendesktop Setup Tool Installation

CiTRIX'

Steps

v “wielcome

v Desktop Farm

v' Haosting Infrastructure

* Yirtual Machine Template
Wirbual Digk [+Disk)
Wirtual Desktaps
Organizational Unit Location
Desktop Group
Desktap Creation
Summary

Select a virtual machine from the list to use as a template. Desktops will be created using the
memary, CPL. and network configuration settings from this virtual machine

Wirtual machines:

Mame I Path I
Fonhypery3 Hypery.citrixsa.net:C:\ProgramD atatMicrozofth.
Dremo Windows 7

Hyper. citrissa.net: C:\ProgramD atahicrosofth...
Diskless ‘Windows 7 Dema Hyper/.citrixsa.net:C:\ProgramD atathicrosofth.
PWS2 an Hypery Huyper. citrixsa.net: C:\ProgramD ataMicrosofth...
test Hyper/.citrixsa.net:C:\ProgramD atahicrosofth.
WWindows 7 Huyper', citrixs a. net:

I Ignare template WM ‘s boot order and use Metwark > Hard Disk > DWD Drive

< Back | Mext » I Cancel

I
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Virtual machine template.

FIGURE 9.30

F XenDesktop Setup Wizard

Hosting Infrastructure

Select the hosting infrastructure to use and provide the required connectivity details

Steps

v Welcome

v Desktop Farm

* Hosting Infrastructure
Virtual Machine Template
Wirtual Digk. [+Disk]
Virtual Desktops
COrganizational Unit Location
Desktap Group
Desktop Creation
Surmmany

Hosting infrastructure:

Address:
|http Adve.citrizsa.netdsdk

For example, https:/MirtualCenter. example. com./sdk.

< Back I Mext » I Cancel

Hosting infrastructure.

VMware

1. Enter the name of your vCenter Server and the path to the SDK (see Figure 9.30) for example: HTTP
(s)://<vCenterServer>/sdk.
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2. When prompted, enter the vCenter credential that has permissions to access the template and relevant
resource group (see Figure 9.31).
3. Select the template you created earlier (see Figure 9.32).

¥irtual Center ad trator credentials E Ei

Enter the user name (in the format domainluser name) and

passward,
Lser name: I citrixsa' dministrakor j J
Password: I sssssss

(0] I Cancel

FIGURE 9.31
Virtual Center administrator credentials.

= XenDesktop Setup Wizard [ ]
¥irtual Machine Template -
Select the witual machine to use to create new desktops cITRIx.
.
Steps

Select a virtual machine fram the list to use as a template. Desktops will be created using the
¥ Welcome memory, CPU, and network configuration settings from this virtual machine.

v Desklop Farm
v Hosting Infraztructure

Wirtual machines:

I ame

* Yirtual Machine Template
“irtual Disk [vDisk)
Wirtual Desklops

Mew Template x D atacenter!

Organizational Unit Location
Desktop Group

Desktop Creation

Summary

< Back | Mewt > I Cancel

FIGURE 9.32

Virtual machine template.
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All Hypervisors
4. Select a vDisk from your list of vDisks. Select Specify target device collection (see Figure 9.33).

NOTE

By default the Specify target device collection is unchecked, and the Target Devices are created in the default
collection. For management purposes, | recommend a separate Device Collection.

5. Specify a name for the Device Collection, and click Next (see Figure 9.34).
6. Specify the computer names that you want created for your desktops (see Figure 9.35).

NOTE

These names are not labels, but the actual Active Directory Computer Accounts that will be created.

TIP

This example will create W7demol to W7demob5, if you wanted to create W7demo6 to W7demo10 later, simply
change the Start from to 6 and leave the number of desktops at 5.

7. Change the OU selection to Custom OU, browse to the OU you have been allocated, or have created
for this project (see Figure 9.36).

= XenDesktop Setup Wizard [ ]
Virtual Digk [vDisk) .
Select the Provizsioning Server +Disk for the virtual desklops vou are creating cITRIx.
.
Steps . . e .
Select a wDisk fram which to create your desktops. Only vDisks in standard image access
v Welcome mode are listed.
¥ Desktop Fam irtual disks:
v Hosting Infrastructure Mame | Site | Store name | Size |
¥ “irtual Machine Template Windows7Demao Johannesburg...  Demo Store 25000 MB

* Yirtual Digk [vDisk)
wDizk Device Collections
Wirtual Desklops
Organizational Unit Location
Desktop Group
[esktop Creation

5 i i i
urnmary V¥ Specify target device collection

< Back | Mext » I Cancel

FIGURE 9.33
Virtual Disk (vDisk).
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= XenDesktop Setup Wizard [ %]

v¥Disk Device Collections »
Select a device collection in which to create the target devices clTRIx'
.

Steps

& Create new device collection
v Wwelcome

v Desktop Farm
v Hosting Infrastructure

INew Demo Device Collectior|

v Wirtual Machine Template
v Yirtual Dizk [wDisk) -
Callection >
* y¥Disk Device Collections I J
Wirtual Desklops
Organizational Unit Location

" Use existing device collection

Desktop Group
Desktop Creation
Summary

< Back | Mext > I Cancel

FIGURE 9.34

vDisk Device Collections.

= XenDesktop Setup Wizard [ ]

¥irtual Desktops

.
Specifly names for the virtual desktops cITR!x.

Steps

Number of desktops: |5

Desktop names are generated from a common name followed by an identifying number.

v Wwelcome

v Desklop Fam

v Hosting Infraztructure

v Wirtual Machine Template (i e IWT?demo

v Wirtual Disk [vDisk) B |1—

v wDisk Device Colections

* Yirtual Desktops
Organizational Unit Location
Desktop Group

[esktop Creation
Surnmary

@ Wwith the information you have entered 5 desktop(s) will be created, the first desktop
will be named "w7demol" and the last will be named W7 demo5".

< Back | et > I Cancel

FIGURE 9.35

Virtual desktops.
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= XenDesktop Setup Wizard [ %]
o izati I Unit L i °
Select the Active Directory Qrganizational Unit (0] to which the desktops will be added clTRIx'
.
Steps
© Uze default OU
v Welcome

v Desktop Fam The default Active Directory computer location will be used.

¥ Hoszting Infrastructure
v irtual Machine Template & Custom OU

v Wirtual Disk [vDisk] OU=Demo Farm, OU=Dema,D C=citrixsa, D C=ret Browse. .. I
v wDigk Device Collzctions
¥ “irtual Desklops

* Organizational Unit
Location

Desktop Group
[esktop Creation
Summary

< Back Mext » Cancel

FIGURE 9.36
Organizational unit location.

8. Enter the name you wish to create for your Desktop Group in the Create new desktop group field, and
click Next (see Figure 9.37).
9. Check whether the details are correct, and click Next (see Figure 9.38).
10. Click Finish (see Figure 9.39).

The Result
To illustrate what the wizard has performed, open Active Directory Users and Computers.

1. Navigate to the OU that you specified the wizard has created the computer accounts in the domain
(see Figure 9.40).

2. Opening the XenCenter you will notice that two of the new virtual desktops have started (see
Figure 9.41).

3. On the Network Properties tab, you can see that each virtual desktop has a unique MAC address and
IP address.

4. Open the Provisioning Services Console.

5. Navigate to the Device Collection you specified, the computer names in the provisioning server are
those created in Active Directory, and the MAC addresses are those created at the hypervisor level
(see Figure 9.42).

6. Open the Desktop Delivery Services Console.

7. Open the Desktop Groups nodes, the virtual desktops are shown in the right-hand pane. Due to the
fact that the default Idle Pool is set to two, only two are currently powered up. The Desktop Delivery
Controller can dynamically communicate with the hypervisor to power on or power off desktops (see
Figure 9.43).
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= XenDesktop Setup Wizard [ %]

Desktop Group

.

Specify a desktop group to which the desktops will be added cITR!x'
Steps

& Create new desktop group

v Wwelcome
v Desktop Farm IDemoDesktopGroud
v Hosting Infrastructure ¥ Allow immediate access [enable desktop group)
v Wirtual Machine Template
v irtual Disk [vDisk) " Use existing desktop group
v wDisk Device Collections IXenServer Desktop Group j

v “irtual Desktops
v Organizational Unit Location
* Desktop Group

Desktop Creation

Summary

< Back | Mext > I Cancel

FIGURE 9.37

Desktop Group.

= XenDesktop Setup Wizard

Desktop Creation .
Review the parameters that will be used to create the desktops CITRIX.
.

Steps

E_Ilic:king Mext will ireversibly stark creating the desktops. Check the details below for accuracy
v ‘welcome first,

v Desktop Farm

; Base desktop image: Windows ¥ Demo Machine -gj
¥ Hosting Infrastructure
v Virtual Macking Template Wirtual disk, [vDisk]: Windows7Demao
v Wirtual Disk [vDisk] vDisk device collection: Mew Demo Device Collection
v wDisk Device Collections X X -
. Active Directory OL: OU=Demo Farm, OU=Demo,DC=citrixsa,D C=net

v irtual Desktops
v Drganizational Unit Location Mo, of vitual desktops: 5
v Desklop Group Desktop common name: WwiFdeml
* Desktop Creation

Summary Start numbering from: 1

Dezktop group name: DemoDesktopGroup

< Back | Mext > I Cancel

FIGURE 9.38

Desktop creation.
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E XenDesktop Setup Wizard E

CITRIX' | summary

@ The desktop creation process completed successfully
Desktops

5 of b dezktops were created successfully. Each successfully created desktop
congizte of a vitual maching and a Provisioning Server vDigk.

Desktop Group

The desktop group waz created successfully in the desktop farm. The specified
desktops are now available for use.

Details...

< Back Finigh Cance|

FIGURE 9.39
Summary.

'fm Console Root Active Directory Users and Computers [CITRIX.citriksa.net] citrixsa.net’,Dem... [Hj=] E3

(L Consale Rook Marne Type Descripkion
E@ Active Directary Users and Computers [CITRI: ECDntruuers Security Graup ...
I:l Saved Queries = vr7demal Compuker
E‘@ citrixsa.net QW?demDZ Comnputer
- Bu = vr7demas Compuker
QW?dEI‘ﬂD“- Computer
QW?EIEITIDE Computer

(&5 Domain Contrallers
[:I FareignaecurityPrincipals

F-{€5] Servers
-2 Users

a| | Ml |
| |

FIGURE 9.40
Active Directory Users and Computers.

| A
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P

Lot Lt mimst
s | e | s e |t | s | o |

e [

Two VMs Started Automatically

s CTRL + ALT + DELETE tolag on

The remaining VMs are

created but powered off

FIGURE 9.41

XenCenter — virtual machines.

!
E'Pro- g Services Console [_[O[x]
() File  Action  View Window Help | P-1 |
] |
=] Prowisioring Services Consols hiame | mac | Booting From | wDisk | 1P scdress | Server | be
E1 58 Demo Farm (ocalhost) [T w7 deman 7E-A1-68-AFAETB  vDisk Demo StoreWiindowsThemn  Down
B % %ei R I w7 demoa2 86-23-AC-T1-07-5F  wDisk Demo StoreWindowsTDemo  Down
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FIGURE 9.42

Provisioning Services Console — Device Collection.
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FIGURE 9.43

Citrix Delivery Service Console — Desktop Groups.




Summary 305

So to recap, the XenDesktop Setup Wizard

® (Creates the Active Directory Computer Accounts.
Creates the virtual machines on the hypervisor.
Uses the MAC addresses on the hypervisor, and the computer accounts in Active Directory, to create
the Target Devices on the provisioning server.

® (Creates a Desktop Group containing the virtual machines created on the hypervisor.

SUMMARY

The XenDesktop Setup Wizard is a small but significant subject; operationally, it enables rapid bulk
creation of virtual desktops. In this chapter, we looked at what is required for the wizard, the tem-
plates on the various hypervisors, and then the installation of the wizard. We then put the pieces
together with instructions of how to use the wizard.



CHAPTER

Configure Citrix XenApp
for Application Provisioning

INFORMATION IN THIS CHAPTER
Install Xenapp for Virtual Applications

Install Web Interface

Configure Xenapp Server

Hosted Applications — Regular Installed
Hosted Applications — Streamed to Server
Streamed to End Point Applications
Install VM-hosted Applications

Microsoft App-V Applications

XenApp provides us with the mechanism required to keep the application layer separate from the
operating system. Based on a user’s Active Directory group membership, we can configure that
users will receive different applications to suit their roles.

There are three different types of application provisioning we can use, and each has a particular
use case.

1. XenApp-hosted application is the application provisioning that most people traditionally
associate with Citrix — the application is installed on a server operating system running Remote
Desktop Services (formerly Terminal Services) and the application executes using CPU and
memory on the server and only displays on the virtual desktop.

2. VM-hosted application is the newest type of application provisioning delivered by Citrix.
VM-hosted applications work almost identically to XenApp-hosted applications, with the
exception that they are delivered remotely from a desktop operating system, rather than a server
operating system.

3. XenApp-streamed applications are packaged in and deployed into a virtual sandbox on the virtual
desktop. XenApp-streamed applications execute on the virtual desktop using CPU and memory
on the virtual desktop. Microsoft App-V performs the same function as XenApp-streamed
applications — App-V can be utilized in environments where App-V is the application
virtualization standard.

XenApp-hosted applications are very useful in terms of application compatibility. The primary use
case is to provide the user access to Windows XP—compatible applications when running Windows 7
as the virtual desktop. The majority of applications that are compatible with Windows XP will run on
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Mouse and Keyboard

0000

Screen Updates
[ Hypervisor J
Application displayed on the Application installed on the
virtual desktop machine hosting the application

FIGURE 10.1
Hosted applications are remotely presented to the virtual desktop.

Windows 2003 (Terminal Services), and for those that don’t, there is VM-hosted Apps. XenApp-
hosted applications have the additional benefit of offloading the application overhead off the virtual
desktop onto the server as shown in Figure 10.1.

NOTE

The XenDesktop installation DVD for XenApp now refers to XenApp-hosted applications as — “Server-hosted Apps.”

VM-hosted applications are a relatively new technology, which extends what XenApp does with
Remote Desktop Services (formerly Terminal Services) from a server operating system to the desktop
operating system. We can now take an application that is not compatible with Remote Desktop
Services, and publish it as a single instance from one desktop operating system to another. The most
common use case would be to install an application on a Windows XP operating system — running as a
VM (virtual machine) — and to publish that application to a Windows 7 virtual desktop. The application
actually executes in memory and CPU on the Windows XP machine and only displays on the Windows
7 desktop. The down side is that you require a Windows XP virtual instance for every single user need-
ing to use the application that is only Windows XP compatible. The high resource requirements means
that this tends to have a limited use case for a few “Power Users” with a specific requirement.

NOTE

It is worth noting that the Windows 7 feature — XP mode, isn’'t compatible with Windows 7 installed on a
hypervisor. XP mode leverages Microsoft virtual PC, and virtual PC uses the virtualization assist processor
features, which aren’t available to a virtual CPU (vCPU).

XenApp-streamed applications fall into the category of what is generally regarded as application vir-
tualization. Application virtualization does a great job of isolating applications from each other such that
we can even run multiple versions of the same application on one machine. Various vendors have appli-
cation virtualization offerings, they include Citrix XenApp-streamed applications, Microsoft App-V
(formerly Softricity), VMware ThinApp, and Altiris SVS. The details vary, but the basics are the same;
they present a virtual hard drive and a virtual registry to the application, the application thus runs in an
isolated sandbox as shown in Figure 10.2. What application virtualization does not address is operating
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v
06000

Virtual Application

[ Hypervisor J Package
Application executes on the Application Package shared on a
virtual desktop file server

FIGURE 10.2
XenApp-streamed applications copy the package to the virtual desktop.

system compatibility, in instances where the application has a specific operating system dependency;
the application should be installed on its intended target operating system and presented to the virtual
desktop using XenApp-hosted applications, or VM-hosted Apps.

XenApp-streamed applications allow the desktop to be built out in a completely modular way.
Each user can have a customized desktop built on the same base build. Because applications are
isolated from each other, they don’t conflict like traditional locally installed applications do.

INSTALL XENAPP FOR VIRTUAL APPLICATIONS
Design Decisions for Application Provisioning to Virtual Desktops

For a POC, you can use Access, SQL Express, or SQL Server. For live/production environments,
use SQL Server only.

FAQ
Can | use the same Web Interface site for both XenApp and XenDesktop?
Yes, you can run the same Web Interface site for both desktops and applications.

The Web Interface server should be installed on a separate server (typically virtual due to low
resource requirements) from XenApp. The exception to this would be in a proof of concept where
functionality is just to be tested.

Prerequisites Windows 2003

Control Panel | Add/Remove Programs | Add/Remove Windows Components | Terminal
Server

This adds Terminal Services — Application Mode as shown in Figure 10.3.

The Java Runtime Environment, Version 1.5.0_9, and .NET Framework Version 2.0 will
automatically be installed if they aren’t already present.
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Windows Components Wizard

Windows Components
You can add or remove components of Windows.

To add or remove a component, click the checkbos, A shaded box means that only
part of the compaonent will be installed. To zee what's included in a component, click

Details.

Components:

| @ Securty Configuration *wizard 0.EMB ;I
O Subsystem for UMIF-bazed Applications 1.3MBE

Termninal Server 0.0 ME
| n}y" Terminal Server Licensing 0.7 MB
[T &8 11001 Services 19mR T

Dezcription:  Configures this computer to allow multiple uzers to wn one or more
applications remotely.

Total digk space required: 4 0B Detai
syl et BG4E 6 ME ﬁl

< Back I MNest > I Cancel | Hielp |

FIGURE 10.3
Terminal Server component.

Prerequisites Windows 2008

Add the following roles, using the Server Manager as shown in Figure 10.4:

* Terminal Services
* Application server

If sharing a port between the Citrix XML service and IIS, add the Web Server (IIS) role and
these role services:

* Security

*  Windows Authentication

* IS 6 Management Compatibility and all its subcomponents
* ISAPI Extensions

* ISAPI Filters

NOTE

If possible, for performance reasons, do not install IIS on the same server as the XenApp server.




Add Roles Wizard [ x]

EBefore You Begin

Terminal Services

Role Services
Application Compatibility
Authentication Method
Licensing Mode
User Graups
Application Server
Role Services
Web Server (115)
Role Services
Confirmation
Progress

Results

Install Xenapp for Virtual Applications

|—; 1
! T*1 Select Server Roles

Select one o more roles to install on this server.
Roles:

|: Active Directory Certificate Services

|: Active Directory Domain Services

l: Active Directory Federation Services

l: Active Directory Lightweight Directory Services
': Active Directory Rights Management Services

': DHCP Server

': DS Server

': Fax Server

[ File Services

[ Hyper-v

[ Metwark Policy and Access Services
] Print Services

IZ Terminal Services

l: UDDI Services

[¥] web Server (I15)

[[] windows Deployment Services

More about server roles

Description:

Application Server provides central
management and hosting of high-
petformance distributed business
applications such as those buil: with
Enterprise Services and \NET
Framewark 3.0,

< Previous I Mestk > l Inistall Cancel

FIGURE 10.4
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Configure application server role.

FIGURE 10.5

Role services:

Select the role services ko install For Terminal Services:

[¥] Terminal Server
|: T5 Licensing

[] 15 Session Broker
I: TS Gakteway

[] 15 web access

Add the Terminal Server Role services.

You will be prompted to configure the role.

You need only to select Terminal Server (see Figure 10.5).

Select Do not require Network Level Authentication (see Figure 10.6).

Select the type of Microsoft TSCAL (now called RDS CAL) your organization uses. If in doubt
select Per User (see Figure 10.7).

XenApp for Windows 2008 requires .Net version 3.0, this is installed as an operating system

feature through server manager.
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* Do not require Mebwork Level Authentication

Computers that are running any version of the Remote Deskiop Connection client can connect ko this
terminal server.

i This option is less secure than when Metwark Level Authentication is used because user
authentication occurs later in the connection process.

FIGURE 10.6

Network level authentication is not required.

" Configure laker

Femind me ko use the Terminal Services Configuration tool or Group Policy to configure the licensing mode
within the next 120 days,

(" Per Device

A TS Per Device CAL must be available for each device that connects ko this kerminal server.

{* Par Lser

& TS Per User CAL must be available for each user that connects bo this berrninal server,
| | i The licensing mode that you specify must match the T3 CaLs that are available From your Terminal

Services license server,

FIGURE 10.7
Configure TS CAL type.

Select the .NET Framework 3.0 Features tick box (see Figure 10.8).
Adding the .NET Framework 3.0 will automatically prompt you to additionally add some
required Role Services (see Figure 10.9):

*  Web Server (IIS)
*  Windows Process Activation Service

Install JRE
The JRE is installed automatically as part of the XenApp installation on Windows 2003, however
on Windows 2008 you are required to manually install the JRE.

Download JRE 1.6 Update 5 and install it. The software can be obtained from www.java.com.

TIP

The JRE on the XenDesktop 4 DVD will also suffice, mount XDS_4_0_0.ISO and navigate w2k3 or x64
depending on your operating system, then to the \en\ Support\JRE1.5 subfolders and execute jre-1_5_0_
15-windows-i586-p.exe.

Click Accept to install the JRE using the standard recommended features (see Figure 10.10).


http://www.java.com
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Add Features Wizard [ ]
= ]
- Select Features
Gl

Features

Select one or more Features to install on this server,
Web Server (115) Features: Description:

Microsoft .WET Framework 3.0
comhines the power of the ,HET

Role Services

Confirmation [ BitLocker Drive Encryption Framework 2.0 APTs with new

RS ] BITS Server Extensions technologies For building applications
[] Connection Manager adminiskration Kit that offer appealing user interfaces,

Results [ ] Desktop Experience pratect your customers’ personal

[T Group Policy Management identity information, enable seamless
and secure communication, and

[ mnternet Printing Client provide the ability to model a range of
E Internet Storage Mame Server business processes.
[] LPR Port Monitar
[] Message Queuing
[ Mulkipath 1/0
] Network Load Balancing
[] Peer MName Resolution Fratacol
[ Qualicy Windows Audio Video Experience
[ remote assistance
[ remote Differential Compression
[] Remote Server Administration Tools
[] removable Storage Manager
[] RPC ower HTTP Proxy
[] simple TCP{IP Services
SMTP Server
il =l
More shout Features

< Previous | hlext > l Install Cancel

FIGURE 10.8
Adding the .NET Framework 3.0 features dialog box.

Add Features Wizard

Add role services and features required for NET Framework 3.0

“¥— Features?
You cannot ingtall MET Framewark, 3.0 Features unlezs the reguired role zervices and features are alzo
installed.
Rale Services: Drezcription;
= Wb Server [115) Wweb Server [II5] provides a reliable,
= web Server manageable, and zcalable web application

. infrastiucture.
Application Development

Security
= Windows Process Activation Service
Configuration APl s
MET Enviranment
Process Model

Add Fequired Role Services I Carncel |

Wy are these role zervices and features reguired?y

4

FIGURE 10.9
Required role services for .NET Framework 3.0.
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i'.g!} J2SE Runtime Environment 5.0 Update 15 - License

License Agreement

Please read the Following license agreement carefully,

Sun Microsystems, Inc. Binary Code Licenze Agreement ﬂ
for the Jas'A 2 PLATFORM STANDARD EDITION RUMTIME ENVIROMMERNT 5.0

SUM MICRCOSYSTEMS, IMC. ("SUN") IS WWILLING TO LICEMSE THE SOFTWARE IDEMTIFIED

BELCW TO YO QMUY LUIPORN THE COMDITION THAT YOU ACCEPT ALL OF THE TERMS
COMTAIMED I THIS BIMARY CODE LICEMSE AGREEMENT AND SUPPLEMENTAL LICEMSE

TERMS (COLLECTIVELY "AGREEMENT"). PLEASE READ THE AGREEMEMT CAREFLULLY. BY
DOARILOADING OR INSTALLING THIS SOFTWARE, YOU ACCEPT THE TERMS OF THE
AGREEMENT. INDICATE ACCEPTAMNCE BY SELECTING THE "ACCEPT" BUTTOM AT THE

BOTTOM OF THE AGREEMERNT. IF 2L ARE MOT WILLING TO BE BOURND BY ALL THE TERMS, LI

{* Typical setup - All recommended Features will be installad,

™ Custom setup - Specify the features to install. For advanced users,

Inskallshield

Decline I Accept =

FIGURE 10.10

Sun JRE license agreement.

Web Interface

The options below only apply if you require IIS for Web Interface.
In the application server selection process, you will need to choose a number of options.
Select application server foundation then scroll down (see Figure 10.11).
Select

* ASP.NET

e .NET Extensibility
* ISAPI Extensions
¢ ISAPI Filters

Under Health and Diagnostics, select (Web Interface):

* HTTP Logging
* Request Monitor

Under Security option, select Windows Authentication (Web Interface) (see Figure 10.12).
Scroll down and select everything under IIS 6 Management Compatibility (Web Interface) as
shown in Figure 10.13.
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Select the role services toinstall For Application Server:
Role services:

Application Server Foundation
[] web Server {115} Support
[] com+ Metwork Access
[] TP Port Sharing
= |:| Windows Process Ackivation Service Support
[ ] HTTP Activation
|:| Message Queuing Activation
[ TP Activation
[] Mamed Pipes Activation
= [] Distributed Transactions
|:| Incaming Remote Transactions
|:| Ckgaing Remaoke Transactions
|:| Wa-Akaric Transactions

FIGURE 10.11

Application server foundation role service.

R
= [@ application Development
[v] AsP.NET
[¥] .NET Extensibility
[] asp
[] car
[] 154PI Extensions
[v] 15API Filters
| | server Side Includes
= [@ Health and Diagnostics
[¥] HTTP Logging
[ Logging Tools
[V] Request Monitor
[ ] Tracing
| ] Custom Logging
[ ] oDBC Logaing
= @ security
[ ] Basic Authentication

Windows Authentication
[ ] Digest Authentication
[ ] Client Certificate Mapping Authentication

I TIC Ahmmb S ackificaba AMammine A dbkanbizab

FIGURE 10.12
Application development role services.
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|| Management Service
= [¥] 115 & Management Compatibility
[¢] 115 6 Metabase Compatibility
E 113 & WMI Compatibility
[¥] 115 & Scripting Tools
E II5 6 Management Console
1 [ ] FTP Publishing Service

FIGURE 10.13
IIS 6 Management Compatibility role services.

Install .NET35
Mount the XA50_WS08_EN.ISO, and run <CDROM>\Support\DotNet35\dotnetfx35.exe to install
.NET35.

Click Install to proceed with the installation (see Figure 10.14).

Install XenApp Step by Step

In this section, we will go through the process of installing XenApp. For the sake of simplicity,
I have chosen not to install the Password Manager or EdgeSight components at this stage.

1. Insert the XenApp DVD or mount the XenApp ISO image (the name will vary depending on
the version). Launch the autorun on the root of the DVD if it doesn’t launch automatically.
Select your edition, I have selected Platinum (see Figure 10.15).

Select application virtualization (see Figure 10.16).

Toggle the radio button to accept the license agreement and click Next (see Figure 10.17).
Click Next to get past the “Prerequisites” dialog box (see Figure 10.18).

Typically, you would deselect Citrix Licensing — if you have already installed a license server
for XenDesktop, you will share the same license server. Deselect Web Interface if it is to be
installed separately (see Design Decisions) — for a proof of concept typically you will place
this component on the same server (see Figure 10.19).

QOaPRwN

I recommend adding the XenApp Client to the server for a POC — simply for testing a loopback
connection to the server if necessary. For production servers, don’t add the client as it adds extra
overhead (see Figure 10.20).

7. Click OK.
You will receive a warning on Windows 2008 — which you can safely ignore.

8. Select Yes to pass your logon credential through to the XenApp Client. Click Next
(see Figure 10.21).

NOTE

You would only select “No” if the client end point device were in a separate domain from the XenApp server.
In this instance, the client end point device is the actual XenApp server.
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BMicrosoft .NET Framework 3.5 Setup !E[ ﬁ

Microsoft

welcome to Setup . n_e-t Fra mework

Be sure to carefully read and understand all the rights and restrictions described in the
license kerms. You must accept the license terms befare you can install the software.

MICROSOFT SOFTWARE SUPPLEMENTAL 5’
=

LICENSE TERMS

Press the Page Down key to see more kext,

¥ Thave read and ACCEPT the terms of the License Agresment
100 MOT ACCERT the berms of the License Agreement

[ =end information about my setup experiences ko Microsoft Corporation,
Details regarding the data collection policy
Download File Size: 15 MB

Download Time Estimate: 36 min (56 kbps)
4 min (512 kbps)

| Install = || Cancel

FIGURE 10.14
.NET Framework 3.5 installation dialog box.

CiTRIX' XenApp™ 1T

“J, | Installation Checklist
"o

I
Platinum Edition
El

Enterprize Edition

Advanced Edition

Citrix on the VWeb

Download and open system support and requirements checklist

FIGURE 10.15
Citrix installation dialog box.
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CiTRIX' XenApp™ 17

Application Virtualization

Application Session Recording
Application Performance Monitoring
£ Single Sign On

| “—

Cormman Components

&

Install licensing, Xendpp, management consoles, Yweb Intedface,
documentation, and EdgeSight XenApp Agent.

FIGURE 10.16

Installation component selection.

i'é‘- Citrix XenApp Components Installation M= B3 |

License Agreement

You must accept the terms of the license agreement to continue. Uze the zcrall bar
or Page Down key to read the entire agreement.

CITRIX® LICENSE AGREEMENT ﬁl

Thiz iz a legal agreement (“AGREEMENT™) between you, the Licensed User, and Citrix
Bwstems, Inc.; Citrix Systems International GmbH; or Citrix Systems Asia Pacific Pty
Ltd. Your location of receipt of this product or feature release (hoth hereinafter
“PRODUCT™) or technical support Chereinafter “SUPPORT™) determines the providing
entity hereunder (the applicable entity is hereinafter referred to as “CITRIX™). Citrix
Swstems, Inc., a Delaware corporatior, licenses this PRODUCT in the Ameticas and
Tapan and provides SUPPORT in the Americas. Citrix Systems International GmbH, a
Swiss company wholly owned by Citrix Systems, Inc, licenses this PRODUCT and
provides SUFPORT in Europe, the Middle East, and Africa, and licenses the
FRODUCT in Asia and the Pacific (excluding Japan). Citrix Systems Asia Pacific Pty
Ttd +srovrides STTPPORT in A eia and the Parifie ferchidine Tanash BV TNF:TATTTNI"}LI

{* | accept the license agreement
" | do not accept the license agreement

Frint < Back | Mext > I Cancel |

FIGURE 10.17

License agreement.
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i'é‘- Citrix XenApp Components Installation M= B3 |

CiTRIX

Prerequisites Installation
Fiead the information below regarding software prerequisites.

benain Citrix ¥endpp components may require the installation of some of the
following:

- Microsoft \MET Framework, “ersion 3.0
SWisual C++ 2005 Mersion 8.0, Service Pack 1) Redistributable Package
Wisual J& NET Yersion 2.0

Setup automatically installs prerequisites, depending on your operating system.
On Windows Server 2008 platform, you need to install .NET Framewark, %ersion
3.0, a Windows component not installed by Setup.

HenApp Advanced Configuration and the License Management Console require
Java Runtime Environment (JRE), Wersion 1.6.0 Update 5, which is Sun x|

< Back | Mext > I Cancel |
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Prerequisites installation dialog box.

FIGURE 10.19

|
i'é‘- Citrix XenApp Components Installation M= B3

CiTRIX

Component Selection
Select the components you want to install.
S _Q_;I Citrix *endpp 5.0 Components
; ¥_~| Citrix Licensing
Accessz Management Conzole
(=3 ~ | Citrix Xendpp

=3 ~ | Passthrough Client =
(=3 ~ | Citrix Xendpp Plugin for Streamed Apps

= I Hendpp Advanced Configuration -

| v

Description:
Provides uzers with access to applications through a standard ‘Web browser.

Default < Back | Mext > I Cancel |

XenApp components dialog box.
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i'm'!:" Citrix XenApp Components Installation

! The zerver on which you are installing #endpp iz mizzing an update for
/I ' metzapi.dll, which iz required for the backward compatibility with
3 previous versions of the clients. For more information see the Xendpp
Inztallation Checklist.
Click DK to continue with the installation.

FIGURE 10.20
Benign warning on Windows 2008.

i'é'- Citrix XenApp Components Installation [_[o]=]
=

) CiTRIX

Passthrough Authentication for the Passthrough Client
Select the desired passthrough authentication behavior.

To pass vour local Windows name and passward automatically from the client ta the server, would you
like ko enable passthraugh authentication?

& ‘es
" No
To enable pazsthrough authentication as the logon methad from the pazsthrough client to the server,

click Yes. If pou do not enable passthrough authentication now and want to enable it later, you must
reinztall the passthrough client on this server.

< Back | Mext > I Cancel |

FIGURE 10.21

Domain passthrough authentication dialog box.

9. Enter the name of the Web Interface server. In this example, I have installed Web Interface
on the XenApp server hence — http://localhost. This should read http://<Web Interface Name or
IP Address> (see Figure 10.22).
10. Select I already have a license server — and click Next (see Figure 10.23).
11. Select Yes to allow the installation of the Microsoft Visual C++ Redistributable
(see Figure 10.24).
12. Click Next to install the Management Console snap-ins (see Figure 10.25).


http://localhost
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i'é" Citrix XenApp Components Installation HE

Server Address for the Passthrough Client

‘'ou selected Citrix Xendpp Plugin as the pazsthrough client on thiz server. Citix Xendpp Plugin must
be aware of the location of the 'Web zerver hosting the 'Web Interface. Enter the URL of the 'web
server that is hosting the Web Interface.

Server URL:
http: / Alocalhosy

< Back | Mext > I Cancel |

FIGURE 10.22

Web Interface server address dialog box.

i'é‘- Citrix XenApp Components Installation [_ [
Warning!

You choze to install the product without instaling a Citis License Server. & licenze server
iz necessany to fully license the product,

" Install a license server now.

@ | aleady have a licenze server, or will use the praduct DVD ta inztall one later.

< Back | Mext > I Cancel |

FIGURE 10.23
License server installation dialog box.
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Microsoft ¥isual C++ 2005 SP1 Redistributable Packag... Sl E3

Pleaze read the follmwing licenze agreement. Prezs the PAGE DOWH kep
to see the rest of the agreement.

MICROSOFT WISUAL C++ 2005 RUMTIME LIBRARIES

Theze licenze termz are an agreement between Microzoft Corporation
[or baged on where you live. ohe of itz affiliates] and you. Pleaze read
them. They apply to the software named above, which includes the
media on which you received it, if any. The termz alzo apply to any
Microzoft

" updates,

* zupplements,

* Internet-baged services, and

 zUpport services

for thiz goftware, unlezs other terms accompany thoze items. IF zo,
thoze terms apply.

By uzing the software, pou accept theze terms. |f you do not accept LI

MICROSOFT SOFTWARE LICEMSE TERMS ﬂ

['o wou accept all of the terms of the preceding License Agreement? [ pou
chooze Mo, [nstall will cloze. Toinstall you must accept this agreement.

Yes M |

FIGURE 10.24

Microsoft Visual C ++ 2005 license agreement dialog box.

i';‘!r“ Citrix Access Management Console Installation

Welcome to the Citrix Access
Management Console Installation

CiTRIX'

Citriz recommends that wou exit all Windows programs before
running this installation program.

Click Cancel to exit this installation program, then close any
programs that are running. Click Mext to continue the
installation.

Warning: This program is protected by copyright law and
international treaties,

Unauthorized reproduction or distribution of khis pragram, or
any partion of it, may result in severe civil and criminal
penalties, and will be prosecuted to the maximum extent
possible under law,

= Back I Mext = I Cancel

FIGURE 10.25

Access Management Console installation dialog box.
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13. Verify everything installed without errors and click Next (see Figure 10.26).
14. Click Finish to complete the console installations (see Figure 10.27).

If you have selected to Install Web Interface with XenApp Server, the Web Interface installation will
occur now as part of your XenApp install — see the following section “Install Web Interface” for details.

15. Click Next to start the installation of the core components (see Figure 10.28).

16. Click Next (see Figure 10.29).

17. Select Create a new farm for the first XenApp server — subsequent servers will Join an
existing farm (see Figure 10.30).

See the “Design Decisions” section on page 309 for the selection of the database components.

If selecting an SQL server, you can follow the same steps as when using SQL for the DDC
2.2.1 Steps 8 through 14. This leads you through the process of creating a file DSN for your data-
base connection.

18. Enter the name of your farm and click Next (see Figure 10.31a, b).
19. Click Next to confirm the credentials that will be used as the farm administrator (see
Figure 10.32).

TIP

Use your credentials at this stage, and change them later if necessary — only the credentials entered here will be
the initial farm administrator.

Ready to Install .
The wizard iz ready to install the following components. -
CiTRIX

Companents:

Component Action R

i Access Management Console - Diagnostics

laccess Management Cansale - Framewark Install

jnccess Management Console - Hotfix Managerment Install

jnccess Management Console - Knowledge Base Install

jAccess Management Console - Legacy Tools Install

jAccess Management Console - Report Center Install

jnccess Management Console - Wweb Interface Install

jCitrix Password Manager Console Install

jLicense Server Administration Install

lennpp Administration Install

lenApp Reports Install

Click Mext ko begin the installation. Click Cancel to exit the installation.

< Back I Mext = I Cancel

FIGURE 10.26
Access Management Console installation list.




324 CHAPTER 10 Configure Citrix XenApp for Application Provisioning

i'.g!;'- Citrix Access Management Console Installation

Installation completed
successfully.

CiTRIX'
]

Summary':

o =]

:| Access Management Console - Diagnostics

[T Access Management Console - Framework

----- j Access Management Console - Hokfix Managemenl

----- :| Access Managerment Console - Knowledge Base

j Access Management Console - Legacy Tools

----- j Access Management Consols - Report Center

----- ™ Access Management Console - Web Interface
..... :| Citrix Password Manager Console

----- j License Server Administration
e I_lﬂ
b

4]

Yiew Log |

b o

= Back I Finish I Cance! |

FIGURE 10.27

Installation results dialog box.

i'é‘- Citrix XenApp 5.0 Installation I 3

° . Welcome to the Citrix XenApp
CITRIX 5.0 Installation

This wizard inztalls Citrix ¥endpp 5.0.

It iz gtrongly recommended that you exit all Windows
programs before running thiz setup program.

WARMNING: This program is protected by copyright law and
international treaties. Unauthorized reproduction or
distribution of this program, or aty paortion of it, may result in
gevere civil and criminal penaltiez, and will be prozecuted
ta the maximunn extent possible under law.

< Back | Mext > I Cancel |

FIGURE 10.28

XenApp 5.0 installation.
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i'é‘- Citrix XenApp 5.0 Installation M=
Component Selection

Based on the Citrix Xendpp edition you selected, the following components will be installed.

= Al

=3 -| Application Streaming
=3~| Load Manager

=3 - Wl Providers

Description:
Citrix Hendpp

This feature haz 3 of 3 subfeatures selected. These selections require 98ME on your hard drive.
Current Inztallation location: B
C:\Program Files (x5 Cirih _Bowse |
Digk Cost... Drefault < Back | Mext > I Cancel |

FIGURE 10.29
XenApp 5.0 components dialog box.

i';‘!r" Citrix XenApp 5.0 Installation

Create or Join a Server Farm

Choose ta create a new server farm or join an existing one.
% Create a new fam

" Jain an existing fam

Select this option to add this server to an existing server farm running Citris Prezentation
Server 4.5 or later, If you choose o join an existing farm, vou will need to supply
infarmation about this farm later during Setup.

< Back | st > I Cancel |

FIGURE 10.30
Create or join a server farm dialog box.
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i'é'- Citrix XenApp 5.0 Installation [C[o[=]

CiTRIX'

Create a Server Farm

Configure the initial properties for your new server farm.

Earm name:
|><enApp Farm|

Data stare
% Use alocal database on this server

ISQL Server Desktop [SOLExpress) Databaze j

" Use the following database on a separate database server

ISGL Server j

¥ Use default zone name
Zone name:

|Default Zare

< Back | Mext > I Cancel |

FIGURE 10.31a

Datastore configuration dialog box.

i'é‘- Citrix XenApp 5.0 Installation & E3

Create a Server Farm

Configure the initial properties for your new server farm.

FEarm name:
IXenApp Farm

D ata store
7 Use alocal database on this server

Access Database j

' Use the following database on a separate database server

¥ Usze default zone name
Zone name;

|D efault Zone

< Back | et > I Cancel |

FIGURE 10.31b

Datastore configuration dialog box.
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i‘é Citrix XenApp 5.0 Installation M=
=~

[ p

Assign Farm Administrator Credentials

Specify a Windows domain user ta be the initial administrator of this server farm. When Setup is
complete, this administrator can use the Access Management Console to create additional
administrator accounts and assign access rights.

Uzer name:

Domain:

CITRI=SA

< Back Cancel |

FIGURE 10.32
Assign farm administrator dialog box.

20. Click Next (see Figure 10.33).

IMA encryption is only required by some military and financial organizations; generally
speaking I would recommend leaving it off.

21. Enter the same license server as for XenDesktop — bear in mind that XenDesktop Enterprise and
XenDesktop Platinum both include XenApp licenses, which you are able to use (see Figure 10.34).
22. Tab to Continue the product without installing licenses, and click Next (see Figure 10.35).

You may receive a license server warning, which you can ignore (see Figure 10.36).

23. Click Next.

NOTE

Shadowing security settings can only be changed at installation, so be careful to select the level of security required
by your organization. These settings have been tied to the installation to prevent administrators from surreptitiously
shadowing users. Previously, the acceptance popup could be enabled or disabled by the administrator.

If you have installed IIS on the XenApp server, you will receive the dialog box shown in
Figure 10.37.

24. Accept the default to share port between IIS and the XML service, click Next.

IIS is not the only application that uses port 80 — some hardware vendor tools use a Tomcat
service, which may also clash with the XML service — see the Tip on page 330. The Citrix XML
Service is normally listed under Services, unless it is sharing with IIS, in which case it is not listed.
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i# XenApp 5.0 Installation M= B3

CiTRIX'

Enable IMA Encryption

[T Enahle IMA Encryption

The [M& encryption feature provides a more robust AES enciyption algorithm to protect sensitive data
in the kA datastore. |n order to uge this feature identical encryption keys must be loaded on all Citrix
Hendpp zervers in a fam. [f pou do not enable this feature now, the standard encryption uzed in
previous versions of Presentation Server will be uzed instead. Y'ou can alzo enable this feature after
installation if pou are uncertain how to proceed at this time.

< Back | Mext > I Cancel |

FIGURE 10.33

IMA encryption option.

i'é‘- Citrix XenApp 5.0 Installation & E3

Citrix Licensing Settings

Select one of the options to identify the license server

' Enter the host name for the maching hosting your Citrix License Server

Huzt name: Jsitre]
License server port: |2?UUU W Use default port

" Enter the comect host name later

MOTE: Citrix ¥endpp cannot start initially unless it points to a valid license server. To point to a
different license server after installation, use the Access Management Console.

< Back | Mest = I Cancel I

FIGURE 10.34

Citrix License Server settings.
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i'é" Citrix XenApp 5.0 Installation

No Licenses for this version found

The zetup program did nat find any licenses for thiz version of the product on the license server that
you specified,

~ Install licenses for this version of the product now [requires Internet access and connectivity
to your license server. )

< Back | Mest > I Cancel |

FIGURE 10.35
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No licenses warning dialog box.

|
ix XenApp 5.0 Installation [_ [T =]

CiTRIX'

Configure shadowing
Configure the shadowing functionality for [C4 and RDP sessions on this server.

If you allows shadowing, users may shadow other user sessions on this server. Remate contral allows
keyboard and mouse interaction while shadowing.

IMPORTANT: Prohibiting shadowing during Setup is permanent. [F you allow shadowing now, you
can change this getting later or override it with specific uzer policies.

" Prohibit shadowing of user sessions on this server
% Allow shadawing of user sessions on this server
™ Prokibit remate control
[" Force a shadow acceptance popup

" Log all shadow connections

< Back | Mest > I Cancel |

FIGURE 10.36

Configure shadowing dialog box.



330 CHAPTER 10 Configure Citrix XenApp for Application Provisioning

i'é’- Citrix XenApp 5.0 Installation M= E3

| =

Configure Citrix XML Sendice Port

The Citrig %ML Service provides the Web Interface and clients connecting over TCRAP with the
names of publizhed applications available in a zerver farm. To do thiz, the Citik =ML Service uzes a
TCPAIP part an the server running Citrix Xendpp.

Select a TCPAP port for the Citrig kL Service o uze:

%' Share default TCR/IP port with Intermet Information S ervices
 Usea separate pork

TCPAIP Part: IBDBD

< Back | Meut » I Cancel |

FIGURE 10.37
Configure Citrix XML service port.

TIP

The XML Port is the one area that is prone to clashing with other services. Scan through you list of services, if
Citrix XML Service isn't listed (and it isn’t sharing with I1S), then you will need to reregister the service. From the
command line type: ctxxmlss /R8080. This will register the XML service on port 8080. Take care to change this
port in Web Interface and in the server settings in the Delivery Services Console.

25. Select Add the list from the Users Group now option, and deselect Add Anonymous users
also, then click Next (see Figure 10.38).

The anonymous users will add local user accounts to the XenApp server, which will more often
than not be a security issue.

26. Click Finish to confirm the installation summary (see Figure 10.39).

If Web Interface is being installed on Windows 2008, you will be prompted to confirm the
changing of the security settings (see Figure 10.40).
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Install Xenapp for Virtual Applications

Add users to Remote Desktop Users group
To connect remotely to Citix servers running on Windows Server 2008, ugers must be members of the

Femote Desktop Users group.

To add users, you can:

7 Add the Authenticated Users now
* Add the list of users from the Users group now
" Skip this step, and add users later

[ Add Anorgmous users also

IF pou skip thiz step, only administratars can connect remately to this server until you add users ta the

Femote Desktop Users group.

SECURITY MOTE: Any uszers added to the Remote Desktop Users group will have access via ICA

and RDP connections.

< Back | Mest > I

Cancel |

FIGURE 10.38

I
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Add users to the Remote Desktop Users group.

i'é‘- Citrix XenApp 5.0 Installation

Review your selections listed below

Click Back ta chatge vour selections. Click Finish ta install. Click Cancel ta quit Installation.

Farmn name:

ZOhE narme:

D ata store:

Farrn adrmiristrator:

Citrix *endpp edition:

Citrix >ML service port;

Shadowing of ICA sessions:

Prohibit rernate control:

Force a shadow acceptance popup;
Log all shadow connections:

Additional features: WhI Providers

Server Farm Details

Installation Summary

Hendpp Farm

D efault Zone

Microsoft Access database
CITRESANA dministrator

Platirrn E dition

Shared with Microsoft |15
Enabled
Disabled
Disabled
Disabled

< Back

| Finizh I Cancel |

FIGURE 10.39

Review selections dialog box.



332 CHAPTER 10 Configure Citrix XenApp for Application Provisioning

i'él Installer Information E |

The security zettings on thiz server prevent access to the Virtual
Scripts directon. Citrix #endpp needs access to Mirtual Scripts
direchany bo use the Citnx =ML service with Microsoft 115,

Do you want Setup to change your securnity zetlingz?

Select v'es to change pour zettings and continue Setup.

Select Ma to exit Setup. IF you do not want to change pour
zettings, you can run Setup again and set a zeparate port for the
Citrix =L zervice.

e Mo

FIGURE 10.40

Virtual Scripts Security changes dialog box.

27. Click Yes.
28. Click Close to finish this part of the installation (see Figure 10.41).

This section installs the Java-based Console for Citrix Policies (see Figure 10.42).

29. Click Next.

30. Confirm the path, and click Next (see Figure 10.43).

31. Click Next to install (see Figure 10.44).

32. Click Finish to confirm successful installation (see Figure 10.45).

33. Click Next to install the documentation (see Figure 10.46).

34. Confirm the path and click Next (see Figure 10.47).

35. Click Finish (see Figure 10.48).

36. The summary displays all the components installed. Click Finish (see Figure 10.49).
37. Click Yes to restart immediately (see Figure 10.50).



Install Xenapp for Virtual Applications 333

=131 ]

]
e

B

Citrix XenApp 5.0 Installation

. . Citrix XenApp 5.0 has been
CITR!X successfully installed.

Click the Close button to exit.

[V ‘View the R eadme file

Setup haz finighed instaling Citrix <endpp 5.0. For
last-minute infarmation, view the Readie.html file located
in the Documentation folder of the installation COD-ROM.

Cloze

FIGURE 10.41
Successful installation dialog box.

=101

. . Welcome to the XenApp
CI'I'R!X Advanced Configuration
Installation Wizard

It iz strongly recommended that pou exit all Windows
programs before running this setup program.

Click Cancel to quit the setup program, then close any
programs you have mnning. Click Mext to continue the
inztallation.

WARMIMNG: This program iz protected by copyright law and
international treaties.

Unauthorized reproduction or distibution of this program, or
arw portion of it, may result in severe civil and criminal
penalties, and will be progecuted to the maximum extent
pozzible under law.

< Back | Mest > I Cancel |

FIGURE 10.42
Advanced configuration installation dialog box.
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i XenApp Advanced Configuration Installation =10l x|

clmx]

Destination Folder
Select a folder where the application will be installed.

The Installation ‘wizard will ingtall the files for Xendpp Advanced Configuration in the following
falder.

To inztall into a different falder, click the Browse button, and select anaother folder.

“Y'ou can chooze not to inzstall Xendpp Advanced Configuration by clicking Cancel to exit the
Installation ‘wizard.

C:%Program Files [»88]\Citrixh Browse |

" Destination Folder

< Back | Mext > I Cancel |

FIGURE 10.43

Destination folder selection dialog box.

i'g-‘- XenApp Advanced Configuration Installation P ] 5|

clmx]

Ready to Install the Application
Click Mext to begin installation.

Click the Back buttan ta reenter the installation information or click Cancel to exit the wizard.

< Back | Mext > I Cancel |

FIGURE 10.44

Install advanced configuration.
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8 =]

XenApp Advanced
Configuration has been
successfully installed.

Click the Finish button ta exit this installation.

< Back | Finizh I Laticel |

FIGURE 10.45

335

Successful installation dialog box.

i'é‘- Citrix XenApp Document Li

CiTRIX'

brary Installation 101 =l

Welcome to Citrix XenApp
Document Library 5.0.0
Installation

It iz strongly recommended that pou exit all Windows
programs before running this setup program.

Click Cancel to quit the setup program, then close any
programs you have mnning. Click Mext to continue the
inztallation.

WARMIMNG: This program iz protected by copyright law and
international treaties.

Unauthorized reproduction or distibution of this program, or
arw portion of it, may result in severe civil and criminal
penalties, and will be progecuted to the maximum extent
pozzible under law.

< Back | Mest > I Cancel |

FIGURE 10.46

Document library installation dialog box.
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{i# Citrixx XenApp Document Library Installation ===

cl'rqu']

Destination Folder
Select the destination folder for the *endpp Document Library.

Setup will install the: files for the Xendpp Document Library in the following folder.
Ta inztall into a different falder, click the Browse button, and select anaother folder.

“Y'ou can choose not to install the Xendpp Document Librany by clicking Cancel to exit Setup.

" Destination Folder

C:\Program Files [+86)Citish

< Back et > Cancel |

FIGURE 10.47

Document library destination folder.

i Citrix XenApp Document Library Installation =101 =l
. . Citrix XenApp Document
CI'I'R!X Library 5.0.0 has been

successfully installed.

Click Finizh to exit Setup.

< Back | Finizh I Lance! |

FIGURE 10.48

Document library successful installation.
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i'é‘- Citrix XenApp Components Installation Jo ] 5

clmx']

Installation Summary
Fieview the summarized installation results of all components.

‘ Component Result
Citrix Licensing Mot selected
Arcess Management Conzole Successful
web Interface Successful
Citrix Xenspp Successhul
Hendpp Advanced Configuration Successful
Hendpp Document Library Successful
EdgeSight Xendpp Agent Mot selected

FIGURE 10.49
XenApp components installation summary.

i‘é‘- Installer Information - |

o gt restart your system for the configuration changes made
to Citrix #entpp Components to take effect. Click ves to restart
now or Mo if you plan to restart manually later.

w

FIGURE 10.50
XenApp post install restart.

INSTALL WEB INTERFACE

In a POC environment, you may choose to install this component on the XenApp server, and in
production/live environments, this should be installed separately on a dedicated Web server.

1. Insert the XenApp DVD or mount the XenApp ISO image. Navigate to <DVD>:\Web Interface
\Weblnterface.exe.
2. Select OK for English (see Figure 10.51).
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selectlanguage 5|

Which language would pou like to uze during
inztallation?

] Cancel

FIGURE 10.51
Select language dialog box.

{2 Web Interface Setup [_ ]
= |

=

Welcome to the Web Interface

* - Installation Wizard
CITRIX

It iz gtrongly recommended that wou exit all Windows applications
before running Setup.

Click. Cancel to exit Setup and cloze any applications you hawe
unning. Click Mext to continue the installation.

WARMIMG: Thizs program iz protected by copyright law and
international heaties.

Unautharized repraduction or distribution af this pragramm, or ang
portion of it, may result in zevere civil and criminal penalties, and
will be prozecuted to the maximum extent pozzible under law.

< Back I Mext > I Cancel

FIGURE 10.52
Web Interface installation informational dialog box.

Click Next to install Web Interface (see Figure 10.52).

Toggle the radio button to accept the license agreement, and click Next (see Figure 10.53).
Confirm the path and click Next (see Figure 10.54).

Select — Copy the clients to this computer — this was previously on a separate DVD, but is
now included on the same media (see Figure 10.55).

oohrw
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i@ Web Interface Setup HiE 3

CiTRIX

License Agreement

“ou must accept the terms of the license agreement to continue.

CITRIZ(F) LICENSE AGREEMENT

Use of this component is subject to the Citrix license covering the Citrix product(s)
with which you will be using this component. This component is only licensed for
use with such Citrix product(s).

CTX_cade: EP_R_A32490

* | accept the license agreement
" | do nat accept the license agreement

< Back | Mexst I Cancel

FIGURE 10.53
License agreement dialog box.

|
i';‘!r" Web Interface Setup M=

CiTRIX'

Common Components

Select & location for common components.

C:\Program Files [#86]4Citrissweb Interfaceh Browse... |

" Destination falder

< Back | Mext > I Cancel

FIGURE 10.54

Common components destination folder.
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FIGURE 10.55
Citrix client option dialog box.

TIP

| recommend copying the clients — even if it is more time consuming — it will save you the complexity of having
to configure the XenApp clients on the Web Interface later. If the clients aren’t installed as part of the initial
installation, Web Interface redirects users to download the client from the Internet.

7. Click Next to install (see Figure 10.56).
8. Click Finish to complete (see Figure 10.57).

Configure Web Interface for Provisioning Applications to Virtual Desktops

Web Interface for virtual desktops requires that the applications be seamlessly integrated into
the desktop. The best approach is to use a XenApp services site with pass-thru authentication from
the virtual desktop.

1. Open the Access Suite Console on the Web Interface server.

2. Select Citrix Resources | Configuration Tools | Web Interface | right-click on the Web
Interface, select Create site (see Figure 10.58).

3. Change the radio button to XenApp Services, and click Next (see Figure 10.59).



Install Web Interface 341

i@ Web Interface Setup HiE 3

CiTRIX

Ready to Install

Click Mest to begin installation.

Click Back to reenter the installation information or click Cancel to exit Setup.

< Back | Mexst I Cancel

FIGURE 10.56
Installation initiation dialog box.

i Web Interface Setup HE B
]

Web Interface has been

e = successfully installed.
CITRIX

Click Finizh to exit Setup.

IMPORTAMNT: 'ou must create and configure one or more sites
uzing the Access Management Console befare wour users cah
access the Web Interface.

Uze the conzole to navigate to the “Web Interface node under
Configuration Toolz, az ilustrated below. To create a site, click
Web Interface, then click Create site and follow the instructions
on the screen.

EB Citrix Resources
=¥ Configuration Taols
L 40] Web Interface

< Back | Finish I Canze|

FIGURE 10.57
Successful installation dialog box.
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rix Access Management Console !EI
File  Action View Help

s | FplE gl iE

m Citrix Access Management Console i =) H .
¢ O 0. ITRIX
g A Home My Views Search Web Interface c L]

Ky Vicws M Contents

| Report Center Common Tasks 1=
Changedispla 4
[#] Diagnostic Facility g p. 2
=] a Citrix Resources Saven By iews
B > Configuration Tools Create site
- iscovery
@ Hatfix Mang Cha”QE dllefay 2 :
= @ _XE_HADD Save in I\.'1y Wiews 4]
= 29 xenapp Far Creatx.e site Tasks
&J Administ  Run discovery mize display 3
Applicat ) Tacks v
Servers|
* Zones Yiew L4 L i
Password Mana— PP Advanced
Copy guration Toa
Refresh Knowledge Centers
Help LI
FIGURE 10.58
Citrix Access Management Console.
CITRIX'
»
]
Select Site Type

Select the type of site to create.
" XenApp WWeb
Users access published resources through a\Web browser (the \Web Interface).

% Xenlpp Services
Users access published resources using Citrix Xenfpp plugin.

FIGURE 10.59

Select site type dialog box.
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NOTE
XenApp services was previously known as Program Neighborhood Agent, hence some of the legacy references to
PNAgent.

4. Accept the default settings, and click Next (see Figure 10.60).

5. Confirm your settings, and click Next (see Figure 10.61).

6. Click Next (see Figure 10.62).

7. Enter a description for the XenApp farm. This doesn’t have to match the actual farm name.
Click Add... to add XenApp servers, enter the names of your XenApp servers. Move the
primary XML server to the top of the list and click Next (see Figure 10.63).

NOTE

If there are multiple servers in the farm, it is a good practice to add a number of XenApp servers for resiliency.
Larger XenApp farms may use a dedicated server to provide XML services, the servers are accessed in order. For
best performance, the data collector should not be top of the list. The Web Interface site will by default use port
80 to communicate with the XML service of the XenApp servers. Remember to change the XML port to match
that on the XenApp servers.

[}

CITRIX

e i
Specify IS Location

Specify the IS location in which the site is hosted. This determines the URL for users to access the site.

lISsite: | Default web Site 4|
Path: |/Citris/PHAgent/
I Set as the default page for the IS site

< Back I Mext = I Cancel

FIGURE 10.60
Specify IS location dialog box.
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0

CITRIX

e s
Confirm Settings for New Site

Check the summary information below. To make any changes. click Back. To create the site, click Next.

Site type
Hendpp Services

115 site
Diefault web Site

Default page for 115 site
Mo

Example site URL
hitp: /X endpp. citrivsa net/Citriv/PRAgent/

< Back Next > Cancel

FIGURE 10.61

Confirm settings dialog box.

0
CIiTRIX
]
Creating Site

Site successfully created

You can configure the site now. If you do not configure the site now. the default
configuration will be applied.

v Configure this site now

< Back Next > Cance!

FIGURE 10.62

Site creation progress dialog box.



Install Web Interface 345

Specify Initial Configuration - http://XenApp.citrizsa.net/Citriz /PNAgent E
.
CITRIX

Specify Server Farm

Specify details of the server farm from which the \Web Interface displays published resources to users. To
specify multiple server farms, use the Manage server farms task.

Farm name: IM_',' xendpp Farm

Servers (in failover order):

Add Server

Add... I Edit. . | Remave | B IXenﬁ.pd

XML Service port: IBU
ok | cancel |
Transport type: IHTTF' 'I

S5L Relay port: |443

Next = Cancel

FIGURE 10.63
Specify server farm dialog box.

8. Change the Published Resource Type to Dual mode streaming (see Figure 10.64).

NOTE

The default is “Remote,” which would only provision hosted applications (and VM-hosted applications). To
provision both remote and streamed applications, this must be changed to Dual mode streaming.

9. Confirm your settings and click Finish (see Figure 10.65).
10. Select the Web Interface site you have just created and right-click on the config.xml node.
Select Configure authentication methods (see Figure 10.66).
11. Select the Pass-through (default) check box. Click OK (see Figure 10.67).

NOTE

In the context of the virtual desktop, the XenApp client must seamlessly pass through the authentication XenApp
server, and create the users’ applications in the background.
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Specify Initial Configuration - htt, XenApp.citrixsa.net

0

CITRIX

e s
Select Publizhed Resource Type

Select the types of published resources available to users.

" Remote
Grants users access to applicati content, and desk provided by remote
SErVers.

" Streaming
Grants users access tost lications to their physical desktop and open them

locally. Users mustinstzll the streaming client in order to use this site

' Dual mode streaming

Grants users access to both i applications and applicati content, and
desktops provided by remote servers, 2ll on the same site.

< Back Next > Cancel

FIGURE 10.64

Select published resource type.

Specify Initial Configuration - htt, enApp.citrixsa.net/! PNAgent1
CITRIX
*
o e S e S s e
Confirm 5 etings

Check the summary information below. Ta make any changes, click Back,

Farm name
My Hendpp Fam

Servers
#ENapp

XML Service port
a0

XML Service transport type
HTTP

Publizhed resource type
Fiemote and streaming

< Back I Finish I Cancel

FIGURE 10.65

Confirm settings dialog box.
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fcce anageme onsole _ |Of x
Filz  Action View Help
L Al EEN =S

H&=
@ Citrix Access Management Console

B e @ O G- | ... CITRIX

[ search Results Home M\;Viaws Séarch
My Vigws i
r{ R:Dm o m————— ; = Information
S Do Faty Changedply > Tamer confgomi =
B [F] citrix Resources Enoe?lilog;l;e authentication

= 2 Configuration Tools
=] Q__u web Interface Change session options

=1 B httpf/wendpp.citrixsa.r | | Manage sharteubs Available Displays

f
confic 1] bE ; Alerts
P2 Hotfix Managemer|  Change display L4 . o
- Wiew all alerts related to this item
= [ sentpp Configure authentication methods
ﬂﬂ #endpp Farm Change session options
Password Manager Manage shortcuts
Manage server settings |
All Tasks 3
Wiew Crle—s
. - . ol
4 Refresh hd

|Spachy haw users authenticate to Help | |

FIGURE 10.66
Access Management Console — configure authentication methods.

Configure Authentication Methods - config.xml

Specify how users authenticate when using Citiig =endpp plugin.

A ailable methods:

Prompt

Pazz-through [default)

[ Pazs-through with zmart card®
O 5mart card®

O Anorwmous®

St az [efault |

Properties. .. I

* Mot supported by #enleskiop.

Mate: You should configure your systerm to support vour selected authentication
method(z] befare enabling them. Maore. .

k. Cancel

FIGURE 10.67

Configure authentication methods.
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CONFIGURE XENAPP SERVER

This section illustrates the discovery process used by the Access Management Console for Citrix
XenApp.

1. Select Start | Programs | Citrix | Management Consoles | Access Management Console (sce
Figure 10.68).

By default, it will automatically launch the “Configure and run discovery” wizard.

NOTE

The discovery is run each time the console is opened. This requirement will be removed in the XenApp 6.0
version of the product.

2. Click Next (see Figure 10.69).
3. Click Next (see Figure 10.70).

TIP

To save time, deselect any products that you haven't installed.

4. Click Next to use the locally stored configuration files (see Figure 10.71).

In some larger environments comprising multiple Web Interface servers, the configuration can
be centralized.

5. Click Add Local Computer (see Figure 10.72).

You could also click Add... to browse for additional XenApp servers. This is a good practice
for resiliency.

. Accessories 3

E Programs

. Administrative Tools

A
e »
*};‘ Documents
. Extras and Upgrades
B’ Sektings 3
. Maintenance 3 Passwaord Manager
e
2_) Search »| | Startup ¥ | Rendpp Server 3
@ Internet Explorer @ Cikrix xendpp
@ Help and Support @ Internet Explorer (B4-bit) @ Program Meighborhood
—_3 ity [5=] ‘Windows Contacts

| I Log OFf administratar. ..

E)] Shut Do,

FIGURE 10.68
Access Management Console start menu item.

Windows Server 2008 Enterprise
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nfigure and run discovery

CITRIX

‘Welcome

Steps
+ Welcome

Select Products or
Components

Configure Dissovery

Discovery Progress

This Is the discovery wizard for the Access Management Console. It will guide you thiough the
discovery process

Bicfore using the Access Management Consale, you must iun discavery to establish contact between
items in your deplayment and the consale

Select Mext to continue or Cancel to stop the discovery process.

™ Skip this screen in future

FIGURE 10.69

I
349

Discovery wizard welcome dialog box.

nfigure and run discovery

CITRIX

Select Products or Components
Select the products or components in your deployment that contain the items you want discovery
Steps o search for

v Welcome

» Select Products of
Components

Configure Discovery

Discovery Progress

Praducts or companents:

=0

Configuation Tools
] web Interface
Xenipp

O Password Manager

< Back I Next > I Cancel

FIGURE 10.70

Discovery wizard product component selection.
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CITRIX

Configuration Servers

ure and run discovery

Steps
¥ Wielcome

v Select Products or
Components

Conligure Discovery
Configuration Tooks
Web Interface

Configurabon
Servers

Hendpp
Select Servers
Preview Discovery

Discovery Progiess

Discovery establishes contact between the Access Management Console and pour Web Interface
installation,

Mote: The 'Web Interface is installed on this computer. When discovery completes, you
can

+ Create sites

+ Run local management tasks for sites installed on this computer
(+ Discover sites installed an this computer
Access all tasks for sites uzing this computer's local configuration files.

" Cantact the following servers running the Configuration Service

Select if centially configured sites need to be uparaded. The server unning the
Configuration Service is typically the server running the XML Service
Servers

Addl.

Edit I
Femove. I

< Back I Nest > I Cancel

FIGURE 10.71

Configuration services location.

nfigure and run discovery

CITRIX

Select Servers

Steps
v Welcome

v Select Praducts or
Components

Configure Discovery

v Configuration Tools

v wieb Interface
v Configuration
HenApp

Select Servers
Preview Discovery

Discavery Progress

Specify t least one server running Citix Xenépp in sach faim that you want to administsr

Add Local Computer |

Servers:

HENAPP Add.

Remaye

< Back I Next > I Cancel

FIGURE 10.72

XenApp — Select Servers dialog box.
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L]
CITRIX
eaeeea e e e e
Preview Discoveny

Check the summany configuration information below. To make any changes, click Back. To start

Steps discovery, click Next,

¥ Welcome Configurabon Tooks
Wb [nterface
v Select Products or YenApp
Lompansnts Configuration Servers KEMAPP
v LConfigure Dizcovery
v Configuration Tools
v ‘wieb Interface
v Configuration
Servers

v Rendpp
v Select Servers

» Preview Discovery

Dizcovery Progress

< Back I Mext > I Cancel

FIGURE 10.73
Preview discovery dialog box.

6. Click Next to confirm (see Figure 10.73).
7. Click Finish (see Figure 10.74).

The Access Management Console allows you to configure most aspects of your XenApp farm,
including administration (security), applications, and servers (see Figure 10.75).

TIP

Add a secondary administrator or administrator group after installing XenApp — and grant the “Full
Administration” privileges. If the user account that performed the applications is unavailable (locked out,
deleted, and so on) you will be unable to administer the Citrix farm. The Add local administrators option is a good
choice in many environments — if your security policies allow it.
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]
CiTRIX

Discovery Progess
Use thiz page to monitor the progrezs of digcovery and check any enars,

Steps
Discovery completed
v “welcome
v Select Products or
Components

I Close this wizard when discovery is successiul
v Configure Dizcavery

Errors: Double-click bold items ta show additional detail
v Configuration Toaks

Drescription
v web Interface
¥ Configuration
Servers
¥ Hendpp
v Select Servers

v Preview Discovery

» Discovery Progress

< Back I Firish I Larre

FIGURE 10.74

Discovery results dialog box.

@ Citrix Access Management Consols @ Sj
[T alerts '-‘JJ : X

[ search Results Home My Wiews  Search
(55 My Wiews

e

| Report Center Common Tasks
= Ll.censmg_ 4 Change display b
[ Diagnostic Facility
B [F Citrix Resources Hew 4
=l % Corfiguration Tools Madify farm properties »
Q]] Wweb Interface Refresh user data
Eﬂ Haotfix Managemant Save in My Views
=l @ XenApp
= :‘-‘thj Hendpp Farm
&5 Administratars Other Tasks

7 Applications Custaomize display ]
Servers

' Zones
Password Manager

Set permission on objecks
Update file tyvpes

Haotfix Management »

FIGURE 10.75

Access Management Console.
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HOSTED APPLICATIONS — REGULAR INSTALLED

Hosted applications can be installed in the traditional manner directly onto all the XenApp servers
in a farm. When applications are installed in the traditional manner care should be taken in more
complex environments that applications do not clash. Using traditional methods, multiple versions
of applications (e.g., Microsoft Office) cannot coexist on one server.

This method is, however, the simplest and quickest method to do basic testing. I would
recommend using this method in a POC, especially if you are time constrained. In terms of your
project plan, make sure that you have clear objectives — do you want to achieve desktop virtualization,
application virtualization, or both? If you want to demonstrate the full features of both, then this impacts
the project timeline.

Applications are installed on Windows 2003 or 2008 server. Terminal Services/Remote Desktop
Services is used to allow the server to host multiple users, and the application is then presented
over the network to the virtual desktop. The virtual desktop is in turn presented to the client device.
The application is effectively tunneled from the XenApp server, inside the virtual desktop to the
user (see Figure 10.76).

Publish a Hosted Application — Step by Step

1. Open the Delivery Services Console, under the XenApp node, select your farm, and right-click
on the Applications folder, select New | Publish application (see Figure 10.77).

2. Click Next (see Figure 10.78).

3. Enter a display name for your application, and a description if desired then click Next (see
Figure 10.79).

Application executes here

NS 1. Traditional Application Installation
N e.g., C:\Program Files\MyApplication

s O

Citrix XenApp Applications

2. Citrix Receiver on Virtual Desktop Connects to XenApp Server

3. Citrix Receiver Connects to Virtual Desktop

Virtual Desktops

FIGURE 10.76

Hosted applications presented inside a virtual desktop.
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@ Citrix Delivery Services Cansole

{7 alerts

] search Results

for Application Provisioning

® @ B

Ty [y Views
r‘j Report Cenker
Licensing
1 Diagnostic Facility
Ela Citrix Resources

-6 Configuration Tools
P EJJ Web Interface
ﬂ Haokfix: Management
E@ Rendpp

=58 Citrixsa wenapp
,-J,. Administrators
i

Home My Views  Search
Common Tasks

Change display 3
Mewr k
Save in My Views
Other Tasks

Customize display ¥

Permissions

: ===yt new applications from
Ao Change display ~ # l
Micr Publish application
i Sawe in My Wiews Create folder
B0 10015
A el 2 bp Adwvanced
Wiz » Ourakion Ju=]
[ _],r Servers Knowledge Center o5
B Zones Copy
& I Moritor  Refresh
Help
_

FIGURE 10.77

Publish application menu in the Delivery Service Console.

Publish Application (1/8)

Steps publishing an application,
» Welcome
Basic
Name
Type
Location Lonsols
Servers
Users

Shortcut
presentation

Publish immediately

I~ Skip this screen in the future

This i the application publishing wizard for Xerdpp. It will quide you thiough the process of

Select Next ta cantinue or Cancel ta stop the application publishing procsss

Alter publishing an application, you can change its setfings by selecting the published application and
choosing Modify application propetties from the Common Tasks pane in the Delivery Services

Cancel

FIGURE 10.78

Publish application welcome dialog box.
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Application Display Name - Publish Application

St Enter the name and description that you want to be displayed to clients for this application.
eps

v welcome LDizplay name:

Basic |Apph:ahnn Display Name
LS Name

Type Application description

Location |Description of My &pplicatior]

Servers
Users

Shorteut
presentation

Publizh immediately

< Back I Mext > I Cancel

FIGURE 10.79
Published application display and description.

NOTE

The display name is what appears to the user, so make it intuitive. The description field is not required, but can
be useful for tracking applications and for whom they are intended — for example, a description could be “Legacy
application version 10 required by users in Cape Town.”

4. Select Application, and under “Application type,” select Accessed from a server. The server
application type should be “Installed application” (see Figure 10.80).

5. Enter or browse for a command line and working directory for the executable and then click
Next (see Figure 10.81).

NOTE

Citrix Streaming technologies overlap in some respects with the Application Isolation Environment (AIE)
mechanism, including sharing some files. | would recommend using one of the two. Broadly speaking, the
streaming supersedes AIE, and should be used instead.
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FIGURE 10.80

| Aeclication Display Name - Publish Application (3/8)

Type
Wisw the applcaton type. To change the type, use the Change appication type tack

Stops Chodsie the tyoe of sopkcation fo publish
ol © Serven geskiop
1 Basic € Gontént
v N @ foglosion o
= Type Applcaton type
Locaten £ senv
Servens © Sucamed # posstle, othermse accoried hom & server
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Application location dialog box.
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6. To select the servers on which the application will be run, click Add..., from the Select

Servers dialog box, click Add (or Add All to add all servers), click OK and then click Next
(see Figure 10.82).

7. Click Add... to add users (see Figure 10.83).

NOTE

This mechanism works in exactly the same way as that of the Desktop Delivery Controller, when we added users
to Desktop Groups.

8. Click Next (see Figure 10.84).
Client application folder — can be used to organize how applications are presented to the user
in Web Interface or through the online plug-in.
Add to the client’s Start Menu — creates an icon shortcut on the Start Menu, which can be
useful in terms of usability — the Start Menu in this case would be that of the virtual desktop.
Place under the Programs folder — configures the previous setting to present the icons under
the Programs folder on the Start Menu.
Start Menu folder — creates a custom folder on the client’s Start Menu.
Add shortcut to the client’s desktop — Adds the application icon to the users’ desktops.

9. Select Configure advanced application settings now check box (see Figure 10.85).

NOTE

You can configure these later, but for illustrative purposes, we will look briefly at all the options.

[Apphcation Display Narme - Publish Application (5/8) (]
citrpx
Sermm [Select Servers [=]

Corfigure which sesvers vel host the applcsfion P T .
[otems | Coossibe e cnmbichitia p [SIOTRSENGT E—— 2. Click Add
erveet
‘ [ —
Basic
v o
v
v Selected tre:
* Sevens Mo [ Locaon 1
Users S[OTROGENAPP /ChmSA XerappSemvers —
Shotcut
pepsemisbon
ubich nadaiel
|~ 3.ClickOK

4. Click Next

1. Click Add

FIGURE 10.82
Select server to host the application.
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Application Display Name - Publish Application (6,/8)

CiTRIX'
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FIGURE 10.83

Configure users authorized to access the application.
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FIGURE 10.84

Configure application shortcut presentation.
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Publish immediately

Steps

v Wweleome

v Basic

¥ MName

v Type

v Location

v Severs

¥ Users

v Shortout
presentation

* Publishimmediatek
Advanced

Access control
Contert redirection
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Client options

Appearance

The esszential settings for this application have been configured

“When the wizard is finished, the application will be avallable to the configured users immediately. |
you don't want the application to be available immediately, you can disable it until you are ready.

I™ Disable application iitially

Advanced application settings default to the most common settings and are not required to be set for
the application to be available to users. Y'ou can configure these settings now, or you can configure
them later using the application Properties basks.

¥ Carfigure advanced application settings now

< Back Cancel

FIGURE 10.85
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Publish immediately — or configure settings.

10. Click Next (see Figure 10.86). (You can ignore these settings when publishing applications
to virtual desktops.)

NOTE

These settings are only applicable if you are filtering your applications based on an Access Gateway access
scenario. In this scenario, we are publishing applications to virtual desktops in the datacenter, and as such these
settings would not be used in conjunction with VDI.

11. This is where you would set up FTA - file type associations. The FTA created here will create
the FTA on the virtual desktop and automatically launch the application based on the file type.
Select the relevant file types, and when finished, click Next (see Figure 10.87).

TIP

If you have multiple applications that share file types, tweak these here to associate the desired application with
the file type. For example, you may want .pdf documents to associate with Adobe Reader, and not Adobe
Acrobat, or you may want .xls files to associate with Excel 2003 rather than Excel 2007.
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CiTRIX
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FIGURE 10.86

Configure Advanced Access Control.
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FIGURE 10.87

Configure file types to be associated.
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12. Leave the default options, and click Next (see Figure 10.88).
Limit instances allowed to run in server farm — This can be useful if you have a limited
number of licensed copies of an application.
Allow only one instance of the application for each user — This can be used for license
management, and also for those applications that only allow a user one session to a back end

database.

361

You can additionally change the CPU priority of an application. I would not recommend
tampering with this setting unless absolutely necessary.
13. Leave the default settings, and click Next (see Figure 10.89).

There are three client options that could be configured here: Client audio, Client encryption,
and Printing. The audio and encryption settings are normally not applicable when used with Xen-
Desktop VDI, but the Printing option may still be applicable.

* C(Client audio

Enable legacy audio — This option enables the redirection of audio from the XenApp server
to the client.

Minimum requirement — This option disallows clients that don’t have audio support.

Application Display Name - Publish Application (11/13)
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FIGURE 10.88

Configure application limits.
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Application Display Name - Publish Application {12/13)
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FIGURE 10.89

Configure client options.

* Client encryption

Enable SSL and TLS protocols — This option enables the use of SSL/TLS for connection to

the application.

Encryption — Basic, 128-bit login only, 40-bit, 56-bit, and 128-bit RC-5 encryption. These
options enable the encryption of the ICA protocol. This is normally only necessary on an
unsecured network.

Minimum requirement — This option only allows access to client connecting using the

encryption level defined above.

* Printing

Start this application without waiting for printer to be created — This is the default, and
that is to create printers asynchronously — otherwise your logon is delayed until all your
printers are created.

14. These settings only affect sessions that aren’t running in seamless mode and can thus largely be

ignored. Click Finish (see Figure 10.90).
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Application Display Name - Publish Application (13/13)
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FIGURE 10.90
Configure application appearance.

HOSTED APPLICATIONS — STREAMED TO SERVER

Streamed to server applications are applications that have been profiled on the Server OS of the
XenApp server. These applications aren’t installed in the traditional manner, but rely on the stream-
ing client on the XenApp server to execute in a virtual container on the XenApp server. This has
benefits in more complex environments — applications are isolated from each other and they are
simple to install and update across the XenApp farm. Using streaming, multiple versions of
Microsoft Office can coexist on a single server.

This method requires the profiling of all the required applications. It is best practice to stream
your applications in a XenApp environment.

I would recommend streaming only a single application in a POC especially if you are time
constrained, and in that way you can demonstrate the concept without having to profile all the
applications (install the rest of the applications in the traditional manner).

Applications are streamed to the XenApp server, where the virtual application is placed in the
radecache folder. The application is not installed per se; however, it does execute in an isolation
environment on the XenApp server. The streamed application is presented to the virtual desktop
over the network using the ICA/HDX protocol in exactly the same way as a traditionally installed
application. From there, the application is tunneled from the XenApp server to the virtual desktop
and on to the client device (see Figure 10.91).
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- Application Executes Here

1. Application Streamed to Server §
e.g., C:\Program Files\Citrix\RadeCache\MyApplication | o

N %

Citrix XenApp Applications Streamed Profiled Application Share

2. Citrix Receiver on Virtual Desktop
Connects to XenApp Server

3. Citrix Receiver Connects to Virtual Desktop

Virtual Desktops

FIGURE 10.91
Application streamed to XenApp and presented to virtual desktop.

Publish a Streamed to Server Application

Publishing a streamed to server application follows much the same procedure as publishing
a traditionally installed application. Follow the steps laid out in the previous section up to Step 3.
The process of creating a profiled application will be discussed in the next section. In this section,
we will assume that one has already been created.

1. Select Application, Access from a server, and Streamed to server from the drop-down list
(see Figure 10.92).

2. Enter the path to the profile application share, or browse to the share. Select the application to
launch from the drop-down list (see Figure 10.93).

TIP

%* is the command-line parameter required to pass the content redirection to the client, such that a file type
will automatically be associated with the published application.

You may need to choose the relevant application from a profiled suite — like MS Office for
example (see Figure 10.94).

You can then follow the same steps as publishing regularly installed hosted applications.

There is only one other additional option that differs for publishing streamed applications, and
that is to specify alternative profile paths based on the client’s IP address. This is generally used if
you are streaming to physical devices in multiple locations. It can be useful in this scenario if the
XenApp servers are split across more than one physical site as it gives you the facility to stream
the application from a local file server (see Figure 10.95).
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Streamed to server
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Multiple applications in a profiled application suite.
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Specifying an alternative location for a profiled application.
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STREAMED TO END POINT APPLICATIONS

In a VDI environment, the end point to which the application is streamed is the virtual desktop.

Streamed applications should be profiled on the target operating system. In other words, if your
virtual desktop is Windows 7, then you should profile the application on a Windows 7 desktop.
The application should be profiled on a clean build workstation (nothing other than the operating
system).

When the application is streamed to the virtual desktop, the XenApp client is only used to
authenticate the user, and authorize the use of their assigned applications. These packages are then
streamed down to the virtual desktop (in practice, they are generally “prestreamed”) and they execute
in an isolated environment on the virtual desktop. The application thus executes on the virtual
desktop, which is presented over the network to the user through ICA/HDX (see Figure 10.96).

s

s O

Citrix XenApp Applications

1. Citrix Receiver on Virtual Desktop Connects to XenApp Server

3. Citrix Receiver Connects to Virtual Desktop

Virtual Desktops " Application Executes Here
A

1. Application Streamed to Virtual Desktop
e.g., C:\Program Files\Citrix\RadeCache\MyApplication

'v

&

(///°ﬁ’

Streamed Profiled Application Share
FIGURE 10.96

Applications streamed to end point.
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Install the Application Streaming Profiler

1.

PN RLON

Insert the XenApp DVD (or mount the iso) to your workstation, and browse to Application
Streaming Profiler, CitrixStreamingProfiler.exe (see Figure 10.97).

Leave the default at English and click Next (see Figure 10.98).

Click Next (see Figure 10.99).

Toggle the radio button to accept the license agreement, and click Next (see Figure 10.100).
Leave the installation folder at defaults, and click Next (see Figure 10.101).

Click Next (see Figure 10.102).

Click Finish (see Figure 10.103).

Click Yes to restart the workstation (see Figure 10.104).

Organize » Share with » B= v [ ‘9
| Pictures o Marne Date modified Type
B videos 2 i y o
g CitrixStrearningProfiler 9042008 12:57 PR Application
M Computer

&, Local Disk (C3)
3 CD Drive (D) XA5_FP3_PLT_2008
J Administration
Application Streaming Profiler
. Citrix Receiver and Plug-ins
. Licensing
. Profile Management

. Provisioning Services

m

Single Sign-On
. Support
. Web Interface

FIGURE 10.97

Citrix Streaming Profiler installation executable.

i+ Select Language @

Which language would you like to use during
installation?

| énglisn "]

OK  Cancel |

FIGURE 10.98

Select language dialog box.
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Welcome to Citrix Streaming
Profiler Setup

[tis strongly recommended that you exit all Windows programs
betore running this setup program.

Click Cancel to quit the setup progiam. then close any programs
vou have unning. Click Next to continue the installation.

WARMING: This program is protected by copyright law and
intemational treaties.
Unauthorized reproduction or distribution of this proaram, or any

portion of it, may result in severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law.

<Back [ MNest> | [ Cancel |

FIGURE 10.99
Citrix Streaming Profiler welcome dialog box.

License Agreement
'You must accept the license agreement below to proceed

ICITRIX(R) LICENSE AGREEMENT

{Use of this component is subject to the Citnix icense covenng the Citnx product(s) with
fwhich you will be using this component. This component is only licensed for use with
such Citrix product(s).

CTX_code:EP_R_A3MS0

@ | accept the cense agreement
) | donot accept the hcense agreement

[ <Back J New> | [ Cancel |

FIGURE 10.100
Citrix license agreement.
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ri%] Citrix Streaming Profiler Setup EI =

cl'mlx'l

Destination Folder

Select the destination folder for Citrix Streaming Profiler.

Setup will install the files for Citrix Streaming Profiler in the following folder. To chooze a
different location, click Browse and select a different folder.

“Y'ou can chooze nat to install Citrix Streaming Profiler by clicking Cancel to exit the
Installation wizard.

Destination Folder

C:\Program FileshCitrizh

< Back ][ et ] l Cancel

FIGURE 10.101

Destination folder dialog box.

jﬁ Citrix Strearning Profiler Setup EI = @

CiTRIX'

Select Program Folder

Pragram icons will be added to the following folder of the Start menu. To change the
folder name, enter it below, then click Install bo continue.

C:A\ProgramD atatMicrozoftwindowshStart Menu\Programsh

< Back J[ Install ] I Cancel J

FIGURE 10.102

Select program folder dialog box.
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f.%r' Citriz Strearning Profiler Setup EI =] @

L]
CITRIX
Citrix Streaming Profiler has
been successfully installed.

Click Finizh to exit Setup.

{ Back Cancel

FIGURE 10.103
Successful installation dialog box.

Citrix Strearming Profiler 3.2 for Windows 3

You rmust restart wour systerm for the configuration changes made to Citrix
Strearning Profiler 5.2 for Windows to take effect. Click Yes to restart now or No if
wou plan to manually restart [ater,

es l | Mo

FIGURE 10.104
Restart Windows dialog box.

Profile a Streamed Application — Step by Step

In this example, I will profile a simple application, in this case “Microsoft Word Viewer.” Some
more complex applications, for example Office 2007, require specific procedures in order to stream
the application.
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TIP

Do a quick search for your application on the support.citrix.com support site, to find if there are any specific
requirements for the application you want to profile.

In general terms, simple applications will not require any “tweaking” for you to profile them.

1. Click Start | All Programs | Citrix | Streaming Profiler | Streaming Profiler (see
Figure 10.105).

Click New Profile (see Figure 10.106).

Click Next (see Figure 10.107).

Enter a profile name — in this example, I have given it the name “Word Viewer,” and then
click Next (see Figure 10.108).

5. Leave the Enable User Updates clear, and click Next (see Figure 10.109).

Rl

User updates are required by some applications, where the application may download
updates from the Internet. Clearing this check box prevents most applications from automatically
updating. The default setting is not to enable user updates — i.e., cleared.

Citrix
Provisicning Services
Streaming Profiler
E' Streaming Profiler

FIGURE 10.105

Streaming Profiler start menu item.

Welcome
CITRIX' Streaming Profiler @
{ for Windows® Gl
| COpen Profile... |

Help Topics
¥| Show this screen at startup Open Profiler

FIGURE 10.106
Streaming Profiler welcome dialog box.
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ew Profile Wizard s Bl

This is the new profile wizard for the Citrix Streaming Profiler for Windows. 1 will guide you through the process
of installing applications that you wart to stream to servers or end-user desktops

Once built, a profile is copied to an App Hub where administrators can publish the profiled applications using
the Citrix Delivery Services Console

Selsct Next to continus or Cancsl to stop the profilng procsss

After creating a profile, you can change ts settings by opening it in the profiler and choosing "Profile
Properties" from the Edit menu or selecting a target and choosing "Target Properties” from the Edit menu.

Skip this screen in the future

Cancel

FIGURE 10.107

New Profile Wizard informational dialog box.

Mew Profile Wizard (==

Name Profile
Erter profile name. The name you enter also becomes the name of the folder that is created forthe
profile.

Profile nams:
Word Viewer]

<Back |[ Net> | [ Cancel | [ Hep

FIGURE 10.108
Configure profile name.
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New Profile Wizard @
Enable User Updates

Allow users to modify profiled applications

Some applications offer additional plugine that individual users can add to applications, which can modify the
executable content.

[C] Enable User Updates

[7] Save these settings and skip this screen in the future

<Back || Net> | [ Cancel | [ Hep

FIGURE 10.109
Enable User Update option.

6. “Set up Inter-Isolation Communication” is available for more complex virtual application
interactions. Click Next (see Figure 10.110).

Where would you use Inter-Isolation Communication? Inter-Isolation Communication is required
in instances where the virtualized applications need to communicate. For example, a third-party applica-
tion makes a call to Microsoft Excel as part of a specific process, and if both the third-party application
and Excel are virtualized, then this provides a mechanism for the two to interact.

7. You can leave the Set Target Operating System and Language at the defaults and click Next
(see Figure 10.111).

Some applications only function correctly on a specific operating system and service pack
combination. This functionality enables you to restrict the package to compatible operating system/
service pack combinations. The defaults will allow a broad range of compatibility. In this example, a
package created on Windows 7 is accessible to Windows 7 32 bit, all service packs.

8. Select Quick Install, and click Next (see Figure 10.112).
Advanced Install

An advanced install may be required for more complex installation requirements, these include the
following (see Figure 10.113):

* Run install program or command-line script
* Install IE plugins, Web applications, or online updates (Microsoft Internet Explorer only)
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Mew Profile Wizard (==

Set up Inter-Isolation Communication
Choose the other profiles to link to in this profile.

Some applications are designed to interface directly with other applications to provide interoperability and extended
functionality. Use this page to set up Inter-lsolation Communication in which profiled applications can communicate on
the client device. Click Browse to locate your other profiles. Select the profiles to add and use the buttons to rank the
selected profiles in order of priority, top being the highest rank

If your application should not reference other profiled applications, click Next to continue.

Select linked profiles

<Back || Net> | [ Cancel | [ Hep

FIGURE 10.110
Set up Inter-isolation Communication.

New Profile Wizard

Set Target Operating System and Language
Choose the tanget operating system and languages on which you wart your application to rur.

Target operating system
Recommendation: Applications should not be targeted to run on operating systems older than the cument profiler

operating system.
Operating System Service Pack
Windows Server 2008 64-bit Edition All service packs
¥ Windows 7 Al service packs
Windows 7 &4 Bit Al service packs
Windows Server 2008 R2 64-bit Edition Al service packs

Set Service Pack

Target language

Select the language of the application you want to profile. For multiingual interface applications, select all that apply
Chinese and Korean applications should be profiled on an English operating system. Other applications should be
profiled on the same operating system language on which they are designed to run.

Languages » | [ Alllanguages

Afrikaans
Albanian

FIGURE 10.111
Set target operating system and language.




376 CHAPTER 10 Configure Citrix XenApp for Application Provisioning

Mew Profile Wizard

Select Install Option
Choose between quick and advanced install options.

@ Quick Install Choose Quick Install to run one application installer or command-ine script.
@) Advanced Install Choose Advanced Install to do any of the following:

fre—V » Run muttiple application installers or command line scripts
,'t-___ﬁ @ » Perform an online upgrade
» Install one or more browser plugins
» Install one or more Web applications
» Manually select application files and folders

» Modify application registry files

= Back ][ Mead > ][ Cancel ][ Help

FIGURE 10.112

Select install option dialog box.

) Run install program or command line script

B &

) Install IE plugins, Web applications, or online updates (Microsoft Intemet Explorer only)

) Select files and folders

| Edit registry

@) Cortinue with none of the above

B&OC

FIGURE 10.113

Advanced install options.
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* Select files or folders
* [Edit registry

You could, for example, package something as simple as registry changes as a package, and
then deploy it.

9. Click Browse... and navigate the installation setup file executable, .msi or script and then click
Next (see Figure 10.114).

Click Launch Installer. The installation will take place into a virtual container, as noted on the
screen. It can also perform a virtual reboot of the container (see Figure 10.115).

10. Follow the regular installation process.

NOTE

If you look on the hard drive of the profiler, you will see that no files have actually been installed.

11. The Next button on the Run installer dialog box will become available when the install is
complete. Click Next.

Mew Profile Wizard ==

Choose Installer

Choose an installation program or command line script and enter any necessary command line
parameters

Installation program / command line script:

C:\Users administrator Desktop wdviewer exe

Command line parameters (optional):

Profiler workstation boot drive is C:. Applications profiled using this profiler will be targeted to run on cliert
! i worlstations with boot drive C:.

To ensure successful profiling, make sure the physical drives selected during application installation match
those on the client workstations.

< Back ” Next = |{ Cancel H Help

FIGURE 10.114
Choose installer dialog box.
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[ Mew Profide wizard === |

Run Installer

Commard bra parwmateny

Laurch rualer / Mext Button Grayed Out

[ Carcel He

FIGURE 10.115

Run installer dialog box.

Citrix Streaming Profiler for Windows @

[0] Virtual restart is completed successfully,

FIGURE 10.116

Virtual restart notification.

12. Click OK to confirm the virtual restart (see Figure 10.116).

13. Select the application and click Run. If there is more than one application, then run all of the
applications in the window. This allows any processes or registrations that should take place on
the first pass to be captured (see Figure 10.117).

14. Once you finish performing any additional tasks, close the application, and click Next.

The Select applications dialog box allows you to add or remove application executables that you
want to publish to your users. You can also use the Modify... button to change the display name of
the application (see Figure 10.118).

15. If required by security policy, you can sign the profile using a certificate. Click Next (see
Figure 10.119).

16. Click Finish to complete the installation. You still have the option at this point to go back and
change settings (see Figure 10.120).

The profiled application can now be saved. You can also manually edit the package if required
(see Figure 10.121).



Streamed to End Point Applications 379

Mew Profile Wizard (==

Run Application (optional)
Run any applications that must be launched to complete their installation process.

Some applications must be run once to complete installation for example. to enter a product serial number or complste
product activation). F you run the application, wait until it has finished opening before you click Next.

The initial list cortains application shortcuts discovered during installation. Select Add to locate executabls files you want to
run. if necessary enter the command line parameters you want to run with an application

Applications

Application Name Status Aun

Microsoft Office Word Viewer 2003 Application Mot Run

Command line parametsrs (optional)

Mext > ]l Cancel ]l Help

FIGURE 10.117
Run application dialog box.

Mew Profile Wizard (==

Select Applications
Select the applications you want to publish from the Citrix Delivery Services Consale

The initial list contains application shoricuts, browser plugins, and Web applications discovered during the installation.
Select Add to locate executable files you want to publish

Applications:

Application Name Version Path Add

m__! [UTeRE i e BT RNERETREIE] 11.0.6412.0 o \program filesmicroseft office’office Modify

[

FIGURE 10.118
Select applications dialog box.
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New Profile Wizard

Sign Profile
Sign profile with a cerfficate from a trusted Certificate Authority.

Signing profiles guarantees their integrity and origin to protect end users from launching altered or comupt applications

Sign using key from selectable file
Sign using locally installed certificate

@ Do not sign profile

7] Skip this screen in the future

<Back || Net> | [ Cancel | [ Hep

FIGURE 10.119

Sign profile dialog box.

New Profile Wizard

Build Profile
Your profile is ready to be buil.

Onos buit, your profile must be saved to an App Hub

Profil details:

— Profils -

Name: Word Viewer
User Updates: Disabled
Digtal Signaturs: Not signed

— Target -
Operating Systems: Windows Vista [All service packs]

008 [Al service packs]
Al service packs]
Languages:

Boot Drve c

Applications: Microsoft Office Ward Viewer 2003

2003

<Back [ Frsh | [ Cancel | [ Hep

FIGURE 10.120
Build profile dialog box.
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Word Wiewver profile” - Citrix Streaming Profiler for Windowes EI@
File  Edit  Wiew Tools  Help
®E LG O
=+ =l Information | Targets I Applications I File Types I Digital Signatures
WWindows Yista [All serd
- C Mame: -
D e . whord Yigwer
—,J Program Files
[~ Common Fil| | | Description:
1 Microzoft 01
-
e Lacation:
. Swford Viewer, profile
=I-[_] ProgramD ata
=1 Microsoft Size:
- (:] windaw 1.0KE
w1 Star Created:
""" [ Users Friday, February 19, 201012:53 PM
=7 Windows
3 debug Last updated:
07 Installer Friday, February 19, 2010 1259 P
[_] Spstem32
4 ]
4 T 3
FIGURE 10.121
Citrix Streaming Profiler.
Save s @
Profile directory (UMC path):
| Browse
Fraofile name:
Ywdord Wiewer
Save tor
Cancel

FIGURE 10.122

Saves As pop up box.

17. Click File | Save.

18. Browse to a network share, and save the profiled application (see Figure 10.122).

NOTE

The profile is best stored on a file server. For best performance, the package will be best delivered from a server
that is optimized to be a file server. Do not use a XenApp server to act as a file server.
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Publish a Streamed Application
In this section, we will look at how to take the package we just created, and to publish it to our
users. The publishing mechanism is performed from the Citrix XenApp Access Management
Console.

Precaching applications in the build will be discussed in this section.

Follow the same steps for publishing an application as per previous section, up to the point of
selecting an application type.

1. Select Streamed to client and click Next (see Figure 10.123).

The Streamed if possible, otherwise accessed from server option is a mobility solution, which
fails back to remotely accessing the application on the XenApp server. This is not really applicable
to VDI type deployments.

2. Click Browse... to navigate to the <application>.profile file (see Figure 10.124).

NOTE

For application suites, where more than one executable is provided by the profiled package — use the Application
to launch from the Citrix streaming application profile from the drop-down list to select the relevant application
executable. The Microsoft Office Suite, for example, would provide a list of the Microsoft Office components —
Excel Word, PowerPoint, and so on.

3. Leave the Enable offline access option deselected, and click Next (see Figure 10.125).

Choose the type of application to publish.

Steps
o Welcome " Server desklop
Basic " Content

v M arne & Application

g Tyvpe Application type
Lacation " Accessed from a server
Offline access " Sheamed if possible, otherwise accessed from a server
Users Server application tpe:
Shartcut Streamed to server j
prezentation

Publish immediately % Streamed to client

O Mate: To change the application type after publishing it. you must use the Change Application
Type tagk.

Guick Help
Grants users access to stream a profiled application to their client desktop and launch it locally.
Streaming to the client desktop requires additional licensing. Clients must match a target in the profile
and have Xendpp Plugin for Streamed &pps installed locally. Clients that do not support streaming will
not be able to launch the application.

FIGURE 10.123
Application type options.
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Excel - Publish Application {4/8)

CiTRIX

Location
Select and configure the rezource being published.

Specify the application location.

Steps
¥ Welcame Enter the UMC address of the manifest file for the Citrix streaming application profile you want ta
publizh. Users must have access rights for the profile you specify; for example, make sure the file
Basic server pemmits all of pour taiget users to view and execute all files in the profile. More..
v Mame
F s Citrix streaming application profile address:
R W72.31.250 2400 citrikzan_izo\StreamhOffice 200740 ffice 2007 profile Browse... |
s Location
Offline access
Uszrs Application to launch from the Citrix streaming application profile:
Shortcut [ Micrasoh Office Excel 2007 |
presentation

Publizh imrmediately
Extra command line parameters:
[z

J These parameters will be placed into the command line where the profiled application has
specified ** as a parameter. |f the profiled application has no ™ inits command ine
parameters sting, these parameters will be added to the end of the command line.

Cancel

FIGURE 10.124

Application location selection.

Allow users with offine access permission to use this application offline.
Steps
v welnome [ Enable offine access
Basic Cache preference
v Mame [ffline applications are fully cached to user machines. Select if pou want thiz applization
o zache at login on launch tme. Applications pre-cached wsing other methods will oot
v Type be re-zached. Mare...
v Lacation S . .
F're-_cache application at login [concurent loaine may slow network
»  Difline access fraffic]
Uszers {* Cache application at launch time
Shortcut ) . _ _ _
presentation @ #entypp Plugin for Hosted Apps must be installed on user machines for offine access.
Publizh immediately

FIGURE 10.125

Offline access dialog box.
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NOTE

Enabling offline access is unnecessary as the virtual desktop is always online. If you are using Private mode
(Read/Write)\irtual desktops, my preference is to choose Cache application at launch time, as this prevents all the
applications trying to load as you log on.

The following steps are very similar to those steps for publishing a regularly installed hosted
application; however, there are enough differences that we will briefly step through the relevant
steps to assist you in publishing a streamed application.

4. Click Add..., and browse the Active Directory for your desired User Group. Click Next (see
Figure 10.126).

5. Select Add to the client’s Start menu and Add shortcut to client’s desktop (see

Figure 10.127).

Select Configure advanced application settings now and click Next (see Figure 10.128).

Leave the defaults — allowing all connection types, and click Next (see Figure 10.129).

Select the file type associations; this will cause the associated application to automatically

launch if the user clicks on a file of that type. Click Next (see Figure 10.130).

o~

NOTE

File type associations are an important aspect of virtual applications due to the fact that they aren’t static on
the virtual desktop. File type associations are established at logon, the XenApp streaming client establishes file
type associations, and passes the information to the virtual desktop. If, based on the users group memberships’,
both Microsoft Word Viewer and Microsoft Word are streamed to the desktop, then the application that streams
down last will have the file type associated with it.

v Marme

v Type  Allow anonymous users

v Location & Allow only configured users

v  Oifline access Configured users:

* Users w Domain Users [CITREXSAND omain Users)
Shartcut
presentation

Publish immediately

Select directory type: ICitrix User Selector j

Add... Femove |

< Back Mext > Cancel

FIGURE 10.126

Users selection dialog box.




Steps

v Welcome

Basic
Mame
Type
Location

Offline access

L

Users

Ll

Shortcut
presentation

Publizh immediately

FIGURE 10.127
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Configure the appearance and location of the application shartout,

These settings function differently on ditferent clients. Mare...

Application icon

lzon: @": I Change icon... |

Client application folder:

Application shorteut placement
¥ 2dd to the client's Start menu

[T Place under Programs folder [Citis =endpp plugin orly)

Start menu folder [Citrix #endpp plugin only):

¥ Add shortcut to the client's desklop

I
385

Shortcut presentation dialog box.

Steps
v wielcome
v Basic
v I arme:
v Type
v Location
v Offine access
v Uzers
v Shortcut
preszentation

* Publizshimmediately
Advanced
Access contral
Content redirection
Alternate profiles

User privileges

The egsential zettings for this application have been configured.

Wwhen the wizard is finished, the application will be available to the configured uzers immediately. 1f
wou don't want the application to be available immediately, you can dizable it until you are ready.

™ Dizable application initially

Advanced application settings default to the most common settings and are not required to be set for
the application to be availabls bo users. You can configure these settings now, or you can configure
them later uzing the application Properties tasks.

[V Configure advanced application settings now

FIGURE 10.128

< Back I Mext > I Cancel

Publish immediately dialog box.
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CiTRIX

Access control

Configure Advanced Access Control for the apphcation.

Steps

/ Welcome Configue what kinds of connections can access this sppication. More.

v Basic [ Allow connections made Hrough Azcess Gateway Advanced Cdition [version 4.0 of later]
v Name

= T & Any connection

v Location Ay connection that meels any of the following fiters

v Offine acces Access Galeway filers:

v Useis Farm Name [ Fites [

v Shoteut

presert

v Tublich immedistely

v Advancod

»  Acocoss control
Content redirection
Sltemate profles

User privileges

Add, Edit Femaye

[v Allow all other connections

< Bauk Mest > Cariuel

FIGURE 10.129

Advanced access control dialog box.

wer - Publish Appl

CITRIX
Content redsection
Corfigurs the file bypes to be associated with the application
Steps
v Welcome fcltecs)
Extension | File Type: I
v Basic
.dac Microzoft word Document
v MNams O dochtml  Microsoft Word HTML Document
v Tue O.det Micrasolt Werd Template
. O dothtrl Microsoft word HTML Template
v Losen 0. Rich Tewt Format
v Offiine access ] bk Mictosaft Word Backup Document
v Users
v Shartcut
presentation

v Publish immediately
v Advanced

v Acoess contol

> Content redirecton

Altemate profiles

User privileges
Selsct all Deselect sl

IV Show all available file types for this application

< Back I Next > I Cancel

FIGURE 10.130

Content redirection — file types.
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9. Click Next (see Figure 10.131).

387

Configure alternative application profile based on client IP range is a setting that enables
you to define a location for the profile based on the client IP range. In the context of virtual desk-
tops, this is useful if your virtual desktops exist in two separate datacenters, you can specify differ-
ent application profile locations for the two datacenters.

10. Leave the Run application as a least privileged user account cleared, and click Finish (see
Figure 10.132).

NOTE

Running the application with decreased privileges is a setting that is used for security purposes. If the user
has administrative, or otherwise increased privileges, this setting would cause the application to execute with
user-level privileges. This setting must be used with caution, as it could cause the application not to function
correctly. When the XenApp streaming client authenticates the user, they will now be assigned the package
based on their group memberships.

Word Yiewer - Publish Application {11/12)

[) .

CITRIX

Alternate profles

Steps Configure alternate application profiles bazed on client IP range.

v Welcoma Specify other profiles to uze based on client IP addresses. More...
¥ Basic Frimary application profile location:

v Mame Whyperyhwmzhiwiond Vieweriword Viewer. profile

v Tywpe Altemate prafile locations:

v  Location Clignt IP Range | Prafile Location |
v Offline access

v Users

v Shartcut

presentation

v Publizh immediately

v Advanced

v Access control

v Content redirection

> Alternate profies

User privileges
Add fdmddify Remnove

< Back

Mext >

Cancel

FIGURE 10.131

Alternative profiles locations.
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Word Yiewer - Publish Application {12/12)

H .
CiTRIX
User privieges
Steps Change what privileges the application is mn with
v Welcome The streamed application can run with nomal user privileges, or it can be wn with the user's
o~ Bosic privileges reduced to the lowest set available on the client machine.
v Mame The client spstem is more secure with this setting enabled.
v  Type
v Location
v Dffline access [~ Run application as a least-privieged user account
v Users
v Shortcut @ This setting only applies when streaming the application ta the client desktop

presentation
v Publish immediately
v Advanced
v Access control
v Contert redirection
v Altemate profiles
» User privileges

< Back I Firish I Cancel

FIGURE 10.132
User privileges dialog box.

INSTALL VM-HOSTED APPLICATIONS

Conceptually, VM-hosted applications are similar to XenApp, with the exception that the applications
are being hosted on a workstation operating system rather than a server operating system. Practically,
the implementation of VM-hosted applications is actually just a variation of the standard Desktop
Delivery Controller mechanism of XenDesktop.

The most common use case would be a requirement for an application that is Windows XP
dependant, in an environment that is being standardized on Windows 7. There may be other use
cases, where two applications required by the user require two different versions of Internet
Explorer; however, in most cases, I would first consider XenApp before VM-hosted applications.
VM-hosted applications, by their very nature, require a high level of server resources as one VM
instance must exist for each user.

To install VM-hosted applications, you can choose to either install a second Desktop Delivery
Controller and a separate farm, or you could use your existing XenDesktop farm, and create
a separate Desktop Group that you are going to use to host the VM-hosted applications.

In this example, I will demonstrate how you would add a second farm to deploy VM-hosted
applications.
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Create the VM-hosted Application Virtual Machines — Step by Step
The recommended installation procedure is to load the XenApp FP2 CD first — XAS0_FP2_WSO03.iso.

1. Launch Install XenApp (see Figure 10.133).
2. Run the Install VM-hosted Apps (see Figure 10.134).

This adds the registry key: [HKEY_LOCAL_MACHINE\SOFTW ARE\Citrix\ManagementConsole]
"VMHostedAppsModeEnabled"=dword:00000001

3. You are then prompted to mount the DDC_VDA.iso to your virtual machine (see Figure 10.135).

The installation after this point follows exactly the same procedure as that of a standard XenDesk-
top installation. Refer to Chapter 2, “Installation of the Broker — Desktop Delivery Controller,” for
a step-by-step guide.

In the previous sections, we have focused on Windows 7 as the guest operating system; in this
section, the guest operating system used will be Windows XP as it is the most commonly used
operating system for VM-hosted applications.

Most of the tasks below are exactly the same as the procedure you would follow when using
XenDesktop to provision virtual desktops.

1. Create a virtual desktop of the required operating system.
2. Install the required application.

i Citrix XenApp [_ O]
.
Q|T|[!X’ Citrix XenApp
Welcome

This is the installation program for Citrix XenApp. From here you can install compaonents of the
product or learn mare about how to install and use it

Yiew Xendpp Documentation
Open Citrix eDocs online documentation

Install XenaApp
Select components of Citrix XenApp to install on this machine

Remove Components
Remowve components of Citrix Xenapp fram this machine

® 60§

Browse Media
Erowse the contents of this media.

P
O

FIGURE 10.133
Citrix XenApp installation welcome.
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i Citrix XenApp = E3
.
C|TR!X° Citrix XenApp
Welcome

This is the installation program for Citrix XenApp. Fram here you can install components of the
product or learn more abowt how to install and use it.

Back
‘j Back to Home Page

. Install Server-Hosted Apps
{b’ Install ¥enspp infrastructure and components for delivering applications from
. Windows Terminal Services

Install W¥M-Hosted Apps
Install XenApp components for delivery of applications from virtusl machines

FIGURE 10.134
Citrix XenApp component selection.

IS Citrix XenApp [=]
Insert the media for %M -Hosted Applications or browse ta its location, S
Cancel
Location: EBrowse...

FIGURE 10.135
VM-hosted applications media location dialog box.

3. Install the Virtual Desktop Agent. Mount DDC_VDA.iso to the virtual desktop, and install the
agent.

4. Browse to C:\Program Files\Citrix\ICAService\SeamlessInitialProgram. By default this is
empty, and will provide the user full desktop, and you can add a shortcut to your application
by right-clicking in the folder and selecting — New | Shortcut. Browse to your executable.
Alternatively, you can simply drag and drop the shortcut into the folder. Change the security
on the shortcut to allow your users access to the shortcut. Specifically a shortcut must be
placed in the folder and not the executable (.exe) (see Figure 10.136).

5. Enter the path to the application or click the Browse... button to locate the executable. Click
Next — Accept the Name, then Finish (see Figure 10.137).

In this example, I have browsed to Solitaire (sol.exe).
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8% SeamlessinitialProgram

File Edit ‘“iew Favortes Tools Help

u“ Folders

(€ LS e AL m-
fuddiress |22 CAProgram Fies\Citrix{ICAService| SeamlessInitialPragram -
x
Foldfars o -
= 4 My Computer P
Bl % Local Disk () Arrange Lcons By »
B () Documents and Settir Refresh

& 1) fa4cf5736a94aaee89
& Installs
= I3 Program Files

= 3 Citrix

= G s 5 o

® I DeviceDri

Custornize This Folder. ..

[# ) Resource Properties g shorteut
® 2 seamless: 8 i

(3 system3z
[ [5) Pravisioning =
0 Systemaz
4 | el

El Text Document
('-_‘J Wave Sound
18] Compressed (zipped) Folder
FIGURE 10.136

Seamless initial program folder.

.j Bitmap Image
‘Wordpad Document
Rich Text Document

Create Shortcut E‘

This wizard helps vou to create shortcuts to local or
nebwork programs, files, folders, computers, or Internet
addresses,

Type the location of the item:
ol

| Browise. ..

Click Mext ko continue,

FIGURE 10.137
Create shortcut wizard.

Important
Do not place more than one shortcut in the SeamlessInitialProgram folder.

6. Install the Provisioning Server Target Device software.
7. Copy the Target Device Hard Drive to a vDisk.
8. Change the vDisk mode to standard.

The following steps vary from how a similar task would be performed on XenDesktop.
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9. Open the Delivery Services Console and expand your farm. Then right-click on Desktop
Groups.
10. Select Create desktop group (see Figure 10.138).

Follow the wizard, as per normal.

11. When selecting the assignment type, select the check box Use Desktop Group for VM Hosted
Apps (see Figure 10.139).

Important

This attribute cannot be changed after creation; the Desktop Group must be deleted and re-created.

Failure to select this tick box results in the application not appearing correctly in a Seamless Window.
When specifying the Desktop Group name, bear in mind that this will be the display name of the

application to the user, so assign a name that will be recognizable to the users (see Figure 10.140).
Changing the icon is useful in the context of an application. In terms of user experience, you are

providing a familiar visual cue. Click Change icon..., and browse to the application folder (see

Figure 10.141).

TIP

The application icon is sometimes stored in the application’s folder, if there are no .ico files, select the
application executable, the icon is most often embedded in the executable (see Figure 10.142).

= - - — .
EEAE L AEEE:
E Citrix Delivery Services Console
[T Alerts
{8 search Results
sl My Wiws
EB Citrix Resources

i Configuration Tools

E@ eskkop Delivery Controller

28 Dema Farm
£ Administrators
b Controllers

-1 =] CITRIXZKIDEMO

Change display 3
Create deskkop group
Create Folder

Save in My Views

View 3
Copy

Refresh

Help

FIGURE 10.138
Create Desktop Group menu option.
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[]
CiTRIX

Assignment Type
Specify if this desktop group iz pooled or azsigned.

Specify whether desktops in this desktop group will be allocated to users from a poal or assigned

Steps to specific: users.

v “welcome & Pooled

» i — .
Assignment Type A generic virtual desktop that authorized users can connect ta at any time. Pooled desktops

Hosting Infrastructure are allocated to users on a per-session, first come first served basis. When a user logs off from
a a pooled desktop, profile changes are normally discarded and the desktop is returned to the
Wirtual Desktops pool
Users
" Assigned

Desktop Group Name . .
A desktop that is permanently assigned to a particular user
lcon
Pubisting 0 % Assign on first use

ublishin tions " ¢
ate Assign a desktop to the first user who connects to it

" Pre-assigned

Azsign a desktop ta a user prior ta that user connecting

v {se Deskiop Group for ¥M Hosted Apps

Wi Hosted Apps iz a feature of Citris endpp. Refer to the Xendpp documentation at
hittp://support, citriv, com/proddocs to learn mare.

< Back I Mext > I Cancel

FIGURE 10.139
Assignment type dialog box.

[
CITRIX'

Desktop Group Hame
Provide a name and description for this desktop group.

Specify the hame and description displaped to users that view desktops in this desktop group

Steps uging Windows maode.
v ‘welcome
v Azsignment Type Dizplay name:

. Mot
v Hosting Infrastructure I atepad
v Lagon Informatian

Description:

v Wirtual Desklops I
v Users

» Desktop Group M ame
lcon

Publizhing Options

FIGURE 10.140

The Desktop Group name is the application display name.
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Windows XP Compatble Application - Create Desktop Group (8/9)

CiTRIX’

lcon
Specify a custom icon for this desktop group.

Steps Specifp the icon displaped ta uzers that view desktops in this desklop group uging Windows
v Welcome o
v Azsignment Type lcon o
v Hosting Infrastructure Current ican: E
v Logon Information

v Virtual Desklops

¥ sers

v Desktop Group Name
* leon

Publishing Options

< Back Mewt > Cancel

FIGURE 10.141

Changing the icon for a VM-hosted application.

Icon Browser

—Source
{~ Choose from Citrix default icons

' Choose anicon from a locally browsed file

File to choose an icon from

File: narme: CAWINDDWSANOTERAD EXE

—lzons

Ok Cancel

FIGURE 10.142

Selecting an application icon.
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The simplest way to then configure VM-hosted applications is to use the XenDesktop Setup
Wizard. The only difference between creating normal virtual desktops using the wizard and creating
virtual desktops for application hosting is that the Desktop Group must be precreated. This is
because the wizard does not have the facility to specify that the Desktop Group is intended for
VM-hosted Apps.

Designating the Desktop Group as for “VM-hosted App” will automatically change how the
application is presented to the users (see Figure 10.143).

When accessing the Web Interface site, an Applications tab is automatically created as shown in
Figure 10.144. Resources are automatically filtered to be presented as either a desktop, or an appli-
cation (see Figure 10.144).

Using farm aggregation, a Web Interface Services site can deploy both XenApp applications and
VM-hosted applications into the virtual desktops. These will appear identically to the users.

In order to aggregate applications from multiple farms, Web Interface simply needs to be
configured to communicate with both farms, and the applications from both farms will be displayed
seamlessly to the user (see Figure 10.145).

B XenDesktop Setup Wizard [ x]
Deskiop Group
Somchy ki 10w h s b iid citRIX'

Steps
" Crmste new deskicp group

[
-]

= Ura miting sk ¢ SelectUse existing
[1icecas = desktop group

LS L S L

* Dethtop Group
Desktop Crestion

Surenary

FIGURE 10.143
Precreate a desktop group for XenDesktop Setup Wizard.

CiTRIX

Appiications messages @ Preterances -

tag 01t | Reconnedt | Disc

=
Applications.

FIGURE 10.144

VM-hosted applications are added to the list of applications.
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Manage Server Farms - Internal Site E

Add and edit farm names and specify the order in which farms are contacted. “You can also specify XL
and 55L server ports, transport types, and enable ticketing for all servers.

Farriiz [in change pazzword arder]:

........................................................................................................ Move Up |
T Move Down |

WMHOSTED

add. | Edi. Remove

— Advanced Seftings
Configure socket pooling and XML 5ervice communication for all Farms. Advanced... |

ak I Cancel |

FIGURE 10.145

Farm aggregations in Web Interface.

MICROSOFT APP-V APPLICATIONS

Microsoft App-V is a standard application management infrastructure in many organizations.
Microsoft App-V has functionality that overlaps with the XenApp streaming mechanism, but not
with XenApp-hosted applications. It is advisable, from a standards perspective, to choose one
mechanism to deploy your virtual applications. You could, for example, use both App-V to deploy
virtual applications to your virtual desktops, and also use XenApp-hosted applications to present

applications using HDX(ICA) into the virtual desktops.

Where we created streamed profiles using the Streaming Profiler, for App-V, we use
the Microsoft Application Virtualization Sequencer. The sequencer is used to convert standard

applications into Microsoft App-V sequences.

You can use traditional Microsoft methods to deploy App-V application to your virtual desktop.
Citrix has recently introduced a mechanism to deploy App-V packages using the Delivery
Services Console.” You publish an App-V package in much the same way as you would a Citrix
streamed application. When defining the application profile to be deployed, you specify the
AppStreamingtoAppVConduit.profile. What this does is to call the App-V client on the virtual

desktop to open a package sequenced with App-V.

In the above example, I have sequenced Word Viewer using App-V. I can then publish this to
the user using the AppStreamingtoAppVConduit. This, as the name indicates, is a conduit for

application streaming to App-V (see Figure 10.146).
This requires that the App-V 4.5 or 4.6 clients be installed on the virtual desktops.

APlease refer to the Citrix White Paper — Application Streaming to App-V Conduit for more details.
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AppY¥ - Publish Application (4/8)

ciTRIX

Location
Select and configure the resource being published.

Specify the application location,

Steps
« “wWelcome Enter the UNC address of the manifest file for the Citiz streaming application profile you want to
publish. Users must have access rights for the profile you specify; for example. make sure the file
Basic server permits all of wour target users to view and execute all files in the profile. Mare...
v Mame
v Tupe Citrix streaming application profile address:
~ |\\1 72.31.280.105 appvidppStieamingT odppt Conduit. profile Browse. . |
LS Location
Offine access
Users Application to launch fram the Citix streaming application profile:
Shortcut ||__“| AppStreamingT adppt Conduit j
presentation

Publish immediately
Extra command line parameters:
|l\\1 72.31.280.105 appviMicrozoft Office ‘Word Viewer 2003 11.0.8169.0.0sd

@ These parameters will be placed into the command line where the profiled application has
specified ™ as a parameter. |f the profiled application has no ™ inits command line
parameters string, these parameters will be added ta the end of the command line,

< Back I Mext > I Cancel

FIGURE 10.146
Publishing and App-V sequence.

The Citrix Receiver can now be used as the mechanism for App-V clients. There is an App-V
plug-in for the Citrix Receiver. As with other base components, I recommend that the App-V client
be installed as part of the base build, if you will be using App-V.

In the context of virtual desktops, the online plug-in authorizes the user to use an application,
and calls

%PROGRAMFILES%\Microsoft Application Virtualization Client\sfttray.exe

(which is the App-V client) to execute the .OSD format (App-V) application.

SUMMARY

One of the keystones of the Citrix XenDesktop approach is that the components should be built out
in a modular fashion. In this section, we addressed the provisioning of applications into our virtual
desktops. We addressed the various different application virtualization mechanisms. We discussed
very briefly the installation of XenApp servers, and then the configuration thereof. We focused
on hosted applications, streamed to server-hosted applications, streamed to end point applications,



398 CHAPTER 10 Configure Citrix XenApp for Application Provisioning

and VM-hosted applications. This chapter dealt in depth with the installation, configuration, and
publishing of these applications to the virtual desktop. Lastly, we discussed how Microsoft App-V
applications can be integrated into a XenDesktop solution.

There have been many books written on the subject of Citrix XenApp, and this chapter doesn’t
attempt to cover all the details, but rather just to give you those details necessary to get you started
in using XenApp within the context of XenDesktop.



CHAPTER

Integrating Virtual Applications
Into the Virtual Desktop

INFORMATION IN THIS CHAPTER
Configure the XenApp Client

Precache XenApp-streamed Applications
Precache App-V Applications

There are a number of different ways to deliver the applications to your users with the virtual
desktop.

“Locally installed applications” into the base vDisk is a strategy commonly followed to perform
a basic proof of concept. In many cases, the time frame makes this a good option. In production
environments, streamed applications are generally a better choice.

“Streamed applications,” whether using Citrix Application Streaming or Microsoft App-V are a
better choice. Application virtualization makes the application environment far more manageable
and flexible.

Streaming applications to the users “on demand” means that the applications are sent to the virtual
desktop only when required. This causes delays when launching the application, and is not
recommended. There are two ways in which the applications can retain the management functionality
of application virtualization, while performing like locally installed applications.

1. Precache to the vDisk.
2. Precache to the write cache disk.

Precaching means that the files have been sent down to the virtual desktop, but the shortcuts
have not been created. The application files are inaccessible to the user until they have authenticated
through the XenApp (or App-V) client.

Precaching to the vDisk needs to be done while the vDisk is in Private image mode — as it is
normally in read-only mode. Precaching to the write cache disk can be done at any time as it is
inherently read/write.

NOTE

The strategy of using the write cache disk means that you would also need to reevaluate the write cache disk
space requirements.

Citrix XenDesktop Implementation. DOI: 10.1016/B978-1-59749-582-0.00011-7 399
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XenApp-hosted applications should not be discounted as an application delivery method.
Presenting older Windows XP/2003 applications into a Windows 7 desktop is achieved simply
by using XenApp. Additionally, applications that have complex requirements may not be well
suited to streaming, and these should be placed on a XenApp server. An additional benefit would
be that the application load is not incurred on the virtual desktops, but rather on the XenApp
Servers.

CONFIGURE THE XENAPP CLIENT

The Citrix XenApp client has now been renamed as the Citrix Receiver. The Citrix Receiver has
been created to be a single point to update and control the various Citrix components. Download
the Citrix Receiver from the www.citrix.com Web site (see Figure 11.1).

Download the Receiver for Windows, the online and the offline plug-in. The online plug-in is
used for remote applications delivered to the user over the network using a Presentation Layer
Protocol. The offline plug-in is used to deliver streamed applications that execute locally in an
isolation environment.

Switch the base vDisk into Private image mode, such that the Citrix Receiver can be part of the
base build.

Installing the Receiver and the Online Plug-in

The Receiver.msi is a silent installation, and the online plug-in is silent except for a success
notification.

Installing the Offline Plug-in

The offline plug-in will be used for streamed applications. Execute the CitrixOfflinePlugin.exe
executable that you have downloaded (see Figure 11.1).

Select the desired language, and click OK (see Figure 11.2).

Click Next (see Figure 11.3).

Toggle the radio button to accept the license agreement (see Figure 11.4).
Click Install (see Figure 11.5).

Click Finish (see Figure 11.6).

Click Yes (see Figure 11.7).

cohrLN=

After a virtual desktop restart, the online plug-in will pop-up and request the location of the
Web Interface server. This location will be used by both the online plug-in and the offline plug-in
to retrieve assigned applications.


http://www.citrix.com
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7. Enter the hostname of the Web Interface server, and click Update (see Figure 11.8).

TIP

Enter the FQDN of the Web Interface site — best practice would be to use a Citrix NetScaler to perform server
high availability and load balancing. If you are not going to use these features, then a Citrix Access Gateway will
also perform well. Remember that the Web Interface Web site must be configured as a XenApp Services site. The
XenApp Services site must be configured as a “Dual mode Streaming” site to provision both hosted and streamed
applications. Pass through authentication must be configured on the Web site to seamlessly pass the user’s
credentials through to the Web Interface server.

Receiver
Receiver for English  10/26/09  TEMB  msi
Windows 1.1

Designed specifically for devices leveraging Microsoft Windows operating system platforms.

Plug-ins
Online plug-in Al 9/28/08  138MB  exe
Languages
Offline plug-in Al 9/28/08  128MB  exe
Languages
Dazzle English 1123009 171 MB msi
FIGURE 11.1

The Citrix Receiver and plug-ins.

%" Select Language |
Wehich language would you lke ba use during
instalationy
| Englsh -

Lok ] [ concel |

FIGURE 11.2
Select language.
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Welcome to Citrix offline plug-in
Setup

It is strongly recommended that you exit al Windows progearms
befose nunring this setup program.

Chkcmmaihmmelmdmwmm
g Chek Nest to contrue the nstallshon.

WARNING: Thes program is protected by copynght law and

o Eobed of thi

pmdlwmi nmwilrdmm and
be prosecuted to the maamum extent possible under law,

<Back [ MNet> | [ Concel |

FIGURE 11.3

Offline plug-in — welcome.

You must accept the bcense agreement below to proceed

CITRIGR) LICENSE AGREEMENT

[Use of thie componient is subject 1o the Citrix licenss covering the Citrix product(s) with
iwhach you will be using thas comp t. Thas comp 15 only beensed for use with
such Citrix product(s).

CTX_code: EP_R_AZ2490

@ | accept the beense sgreement
) 1 do not acoepl the kcense agreement

(<Bosk [ MNet> ] [ Cocel )

FIGURE 11.4

License agreement.
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Destination Folder
Select the destination folder for Citex oifine plagn

Setup will install the fles for Citrix offire plugin in the folowing folder. To choose a
different location, chck Browse and select a difesent folder.

‘Yeu ean chooze not to install Ciroe offires phagin by cheking Cancel to et the
Installstion Wizard.

Destinstion Folder

C:\Program Fles\Clri\S reaming Cient\

[ «<Bock | instal | [ Concel |

FIGURE 11.5
Destination folder.

Citrix offline plug-in has been
successfully installed.

Cick Finish to et Setup.

FIGURE 11.6
Successfully installed dialog box.
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Citrix offline plug-in

You must restart your system for the configuration changes made to Citrix offline
plug-in to take effect. Click Ves to restart now or Mo if you plan to manually
restart later,

Yes | | o

FIGURE 11.7

Restart.

@ Change Server - Citrix online plug-in
What is the address of the server hosting your published resources?

Server Address:

Example: servername (for non-secure connections)
https:f/servername (For secure connections)

http: /) xenapp.citrixsa.net| -

[ Update ] [ Cancel

Citrix online plug-in settings. Only specify the address of a

@ The server you specify here can be used to remotely configure
krusted server,

If wou are unsure what to enter here please consult with your
Bdministrator,

FIGURE 11.8

Online plug-in — server address.
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PRECACHE XENAPP-STREAMED APPLICATIONS

When using a “Standard image” vDisk, the best practice for provisioning user applications to the
user desktops is to have the packages actually built into the base build. This effectively deploys the
applications in their entirety to the virtual desktops, but stops just short of actually granting them
access. This prevents the applications from deploying over the network to the virtual desktops. It
does, however, require that the base vDisk be preconfigured with the applications.

So, for example, if a user has five applications assigned to them, they would in a physical
desktop scenario, download the applications on demand down to the local device. The virtual
applications are cached to C:\Program Files\Citrix\RadeCache\<perappcache>, where the
<perappcache> would be as per application folder designated by a randomized string — for example,
3055a6bb-bc81-4b41-8d2b-cOb56f4c163b_1. The folder contains the entire application in its isolated
environment. For the curious, if you look under that folder, you will find a “device” folder which
contains the virtual “c” drive and all its contents. You would have five such folders, each containing
one of the applications. In a virtual desktop environment, you may have many more folders, contain-
ing all the applications the user may need.

The question you may ask is why precache if it is a one-off task? And the answer is that the
users vDisk is read only, and their “cache” folder will need to be refreshed after each reboot,
which could potentially result in far more network traffic, as the creation of the files under Rade-
Cache would occur as often as the device reboots. This is only true if you are using a “Standard
image” vDisk — a “Private image” vDisk would persist and keep the files. The strategy is thus
to create the RadeCache folder contents while the vDisk is in “Private image” mode — i.e.,
read/write.

Copy your existing production vDisk. Change the new vDisk into private mode, and mount it to
a virtual machine. This process will be dealt with in detail in Chapter 12, “Implementing Virtual
Profiles into the Virtual Desktop.”

Open a command prompt. Type the following:

cd C:\Program Files\Citrix\Streaming Client\

The radedeploy utility does not add itself to the path variables, so you will need to run it out of
the folder. Radedeploy run without any switches returns usage information (see Figure 11.9). Use
the following syntax to deploy the streamed application to the RadeCache folder (see Figure 11.9):

radedeploy /deploy \\<path to streamed packages>\<packagename>.profile

Repeat the process for each package you need to deploy.

It is important to note that this prepopulates the required files; however, it does not provide
access to the application. The XenApp client authenticates the user and will push the shortcuts to
the desktop or start menu (or both) depending on how you have published the application.

An application shortcut will point to the XenApp client (see Figure 11.10). For example,
“C:\Program Files\Citrix\ICA Client\pnagent.exe” /CitrixShortcut: (1) /QLaunch “Word Viewer.”

The application data is thus prepopulated, but access to the packages is managed by the XenApp
Receiver.

The Citrix Receiver must have both the online plug-in and the offline plug-in, in order to use
streamed applications. The offline plug-in provides the packages, and the online plug-in provides
access by authenticating the user.
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&8 Administrator: C:\Windows\system32\cmd.exe =-|[-E |@

rogram Files\Citw Streaming Client>radedeploy
age s

enumerate — radedeploy senum

deploy — radedeploy [options] sdeploy:<filename>
{filenam can be a .PROFILE file or a .RAD file
Filenames with embedded spaces should be guoted
options: —m monitor deployment until complete

dedeploy sdelete:"Name" )
-p Delete locally stored profiles

rogram Files\Citwi streaming Client>radedeploy sdeploy:'“NhyperviunssHord U
r“Hord Viewer.pro

FIGURE 11.9

Using radedeploy to deploy packages.

7. Word Viewer Properties
Secunty Detais ' Previous Versions
General Shortcut Compatibdty

’:' J Word Viewer

Tanget type Application

Target bocation; ICA Client
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Ruin MNormal window - |
Open Fie Location Change lcon... Advanced
OK || Cancel

FIGURE 11.10

XenApp services application shortcuts.
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PRECACHE APP-V APPLICATIONS

The logic behind precaching App-V applications is exactly the same as that behind precaching
XenApp-streamed applications. Deploying virtual applications over the network is best avoided,
particularly if it will need to be done repeatedly. Cached App-V applications are loaded into
% AllUsersProfile%\Documents\App-V Client\OSD Cache, which is a common folder for all users
using the virtual desktop. As the folder name “OSD Cache” indicates, this folder is used to store
the OSD content.

Precaching the App-V files doesn’t present the application to the user. The application access
can be managed using the standard Microsoft mechanism, or as per Chapter 10, “Configure Citrix
XenApp for Application Provisioning,” the XenApp can be used to authorize the use of the applica-
tion. Access to the applications are managed by the XenApp online plug-in the same as XenApp-
streamed applications.

In order to load an App-V package into cache, the sfttray.exe executable can be used to manu-
ally populate the cache.

For example,

%PROGRAMFILES %\Microsoft Application Virtualization Client\ sfttray.exe /load \\172.31.
250.105\appv\Microsoft Office Word Viewer 2003 11.0.8169.0.0sd

This will load the application Word Viewer into cache. If the user is authorized to use the appli-
cation, then the relevant icons are created automatically on the user desktop.

L
Checkpoint 5 Updating Packages in the Base Vdisk
This section leads you through a demonstration of updating a package on the base image. This would be
best tailored to a technical audience who would then understand how the application packages and things
like hotfixes can be updated in the virtual desktop environment.

The previous checkpoint was aimed at demonstrating the ease of implementation, and the functionality
of XenDesktop. This checkpoint has the aim of demonstrating how XenDesktop can be managed from an
operational perspective.

1. Open the Provisioning Server Console on the provisioning server, and indicate which vDisk is in use
(see Figure 11.11).
. Open the Delivery Services Console on the Desktop Delivery Controller; select Modify desktop group
properties in the common tasks pane, select Modify all properties from the menu (see Figure 11.12).
. Change the “Idle Desktop Count” to zero (see Figure 11.13).
. Open the hypervisor console — XenCenter, SCVMM, or vCenter.
. Shut down the virtual desktops through the relevant management console.
. Returning to the provisioning server, show how the virtual desktops are marked as “Down” (see
Figure 11.14).
7. Copy the vDisk and its .pvp (config) file and paste it into either another location, or rename the file in
the same location (see Figure 11.15).
8. Open the Provisioning Server Console, right-click on the Store node, select Add Existing vDisk...
(see Figure 11.16).
9. Click Search to discover the vDisk, click Add to add it to the store, and then click Close (see
Figure 11.17). You now have multiple versions of the vDisk (see Figure 11.18).
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Provisioning Services Console — Device Collection vDisk.
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FIGURE 11.12

Delivery Services Console — Desktop Groups.

10. Right-click on Device Collection, seclect Create Device Collection. Assign the Device Collection a name —

like Build or Development etc (see Figure 11.19).

11. Add a Target Device to the Build Device Collection using the procedure outlined in Chapter 7, “Funda-

mental Configuration of the Citrix Provisioning Server.”



Precache App-V Applications 409
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FIGURE 11.13
Desktop Group properties.
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FIGURE 11.14

Provisioning Services Console — Device Collection.

In order to keep things as simple as possible, | recommend that you create a build Target Device, and
a build Device Collection. This is a good way to separate “build and test” from production workstations.

Important: The build Target Device should not be part of the production Desktop Group. This creates
conflicts as the Desktop Delivery Controller will affect the power setting of the virtual desktop.
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vDisk files.
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FIGURE 11.16

vDisk store options.
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FIGURE 11.17
Add existing vDisks.
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FIGURE 11.18
Multiple versions of a vDisk.
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FIGURE 11.19
Provisioning Services Console — Device Collections.
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FIGURE 11.20
Assigning a vDisk to a Target Device.

12. Select the Target Device, right-click Properties, select vDisk tab, click Add..., select the vDisk you just
copied, and click OK (see Figure 11.20).

You have now assigned your newly created vDisk to the Target Device.

13. Install something into your “build” vDisk, antivirus or antivirus update pattern files make a good demo
(see Figure 11.21).
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FIGURE 11.21

Virtual Windows 7 desktop.

14. Shut down the build Target Device — to release locks on the vDisk.

15. Change the vDisk from Private image to Standard image (see Figure 11.22).

16. “Drag and Drop” the new updated vDisk onto the Device Collection. Click Yes to accept the change to
the vDisk assignments (see Figure 11.23).

NOTE

This will update all the virtual desktops in the Device Collection to the new build.

17. Amend the Idle pool on your desktop group to a nonzero number, to start the Desktop Group.

18. Log into one of the virtual desktops and indicate the updated content.

19. Demonstrate how the “Drag and Drop” of the “version 1” vDisk back onto the Device Collection can
be used to simply “roll back” to an older version of the vDisk (see Figure 11.24).
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FIGURE 11.23

Replace vDisk assignment.
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FIGURE 11.24
Roll back vDisk assignment.

Discussion Point

This is a good point at which to raise the question as to which components should be part of the base
build, and which components should be streamed in. Antivirus, for example, would be part of the base
build, but applications should normally be streamed in.

SUMMARY

This chapter covered application provisioning from the perspective of the virtual desktops. The pre-
vious chapter covered how the application provisioning is configured from the server side, and this
chapter dealt with how the Citrix Receiver should be configured to present the applications to the
user. We also covered how to prepopulate the application cache for best performance.

The checkpoint in this chapter is a demonstration of how the vDisks can be manipulated to
operationally manage updates in the context of virtual desktops.



CHAPTER

Implementing Virtual Profiles
Into the Virtual Desktop

INFORMATION IN THIS CHAPTER
What Is a Profile?

In a traditional desktop environment, user settings are stored on the local device. In a virtual desktop
environment, the user receives a standard build operating system, without any user settings. It is
particularly important in a virtual desktop environment to have a mechanism to maintain user personali-
zation. Hosted applications delivered to the virtual desktop also require individual user settings. Micro-
soft desktop operating systems use a mechanism called a user profile to store user-specific settings.

WHAT IS A PROFILE?

A user profile comprises the registry keys and files where the user’s settings are saved. The user
profile is located at C:\Documents and Setting\%username% in Windows XP and at C:\Users\
Y%username% in Windows 7 as shown in Figure 12.1.

The user’s HKEY_CURRENT_USER registry hive is loaded from NTUSER.DAT at logon, and
saved at logoff. Likewise, application-specific files — for example, the user’s Microsoft Word
template is saved in the profile. Local profiles save the user settings to the local machine.

Roaming profiles are for users using multiple environments. Roaming profiles entail saving the
user settings to a network location, the user settings are downloaded at logon, and saved at logoff
as shown in Figure 12.2.

Most applications save user-specific settings to the user locations; however, some applications
save settings into HKEY_LOCAL_MACHINE and to the application installation folder, rather than
to the profile. In these cases, roaming profiles do not save the user’s settings.

Roaming profiles have a further issue; they tend to “bloat.” Over time, more and more files get
added to the profile; some of these are temporary application files, or things like temporary Internet
files. The profile must be downloaded at logon to receive the user settings, and as the profile grows
in size, the logon time increases.

Virtual Profiles are an enhancement of the roaming profile concept. Virtual Profiles extend the
roaming profile concept by allowing the administrator to include files and registry keys held outside
of the standard locations. We could specify that “HKEY_LOCAL_MACHINE\Software\Strange-
Applicaton\Settings” be saved to the Virtual Profile, and be injected at logon like the standard
settings. This extends the user personalization to nonstandard applications.

Citrix XenDesktop Implementation. DOI: 10.1016/B978-1-59749-582-0.00012-9 4 1 7
© 2010 Elsevier Inc. All rights reserved.
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FIGURE 12.3

Creating a Virtual Profile exclusion list.

Using Virtual Profiles, the administrator could also specify that some files or registry settings held
in the profile be excluded from being saved, as shown in Figure 12.3. This enables the administrator
to control what is saved in the user settings at a far more granular level. The size of the Virtual Profile
can be managed and slow logon times eliminated.

Additionally, Virtual Profiles add an enhanced mechanism for merging profile settings — hosted
application settings with streamed application settings — providing a more consistent, robust profile.

TIP

For Windows XP, virtual desktops use UPHCLEAN from Microsoft in conjunction with Profile Management. It is
not necessary with Windows 7 as UPHCLEAN is integrated into the operating system.

Installation of Virtual Profiles

Citrix Profile Manager can be downloaded from the Citrix Web site. It is part of the XenDesktop
downloads under the Components section. Extract the contents of the download; you should have
something as shown in Figure 12.4.

The .msi (Microsoft Installer) packages are for installation into the target virtual desktop. The .adm
file is to be loaded into a Group Policy Management Console to control the Profile Manager settings.
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FIGURE 12.4

Profile Manager installer packages.

There are two versions of the .msi: the 64-bit version and the 32-bit version. Execute the version
relevant to your desktop operating system. If you are using provisioning server, you should mount

the build vDisk in Private mode to add the Profile Manager to the base build.

Install Profile Manager — Step by Step

1. Double-click the profilemgt2.1.0_x86.msi (profilemgt2.1.0_x64.msi if your Windows XP/

Windows 7 is 64 bit).
2. Click Next as shown in Figure 12.5.
3. Accept the license and click Next as shown in Figure 12.6.

4. Select the default path as shown in Figure 12.7. Click the Change... button to install the files in

a different location. Click Next when finished.
5. Click Install as shown in Figure 12.8.
6. Click Finish as shown in Figure 12.9.
7. Click Yes as shown in Figure 12.10 to reboot the system or No to reboot later.

Once the virtual desktop has restarted, you will see that the Profile Manager has installed as a

service on the virtual desktop as shown in Figure 12.11.

Configuration of Virtual Profiles

Citrix Profile Manager is configured by using a Group Policy. The ctxprofile2.1.0.adm file is
included with Profile Manager. The .adm file extends the standard Group Policy to include the
Citrix Profile Manager settings. Profile Manager also has a legacy .ini file mechanism that can also

be used. The simplest way to configure the settings is by using a Group Policy.

Group Policies are preferable as you can dynamically manage the settings and the settings can

be set differently for different groups of machines or users.
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Profile Management Setup Wizard.

[ r——— i
End-User License Agreement .
Please read the following license agreement carefully CITR!X

CITRIX(R) LICENSE AGREEMENT =

Use of this component is subject to the Citrix license covenng the specific
edition of the Citrix product(s) with which you will be using this component.
Entitlement to this component is based on Subscription Advantage eligibility
requirements. This component is only licensed for use with specific editions
of specific Citrix product{s).

If the component is Profile management “Pm’™) for XenApp (Enterprise or
Platinum editions) which may also be used on a downgrade to Presentation
Server 4.5 (Enterprise or Platinum editions), vou may install Pm on the product
servers and vou have the option to install Pm on the product client devices for T

¥ 1 accept the terms in the License Agreement

Brint Back I Mext I Cancel

FIGURE 12.6

Citrix license agreement.



422 CHAPTER 12 Implementing Virtual Profiles into the Virtual Desktop

i'é" Citrix Profile management Setup L IEI |i|

Destination Folder .
Click Mext to install to the default folder or dlick Change to choose another CITR!X

Install Citrix Profile management to:

IC: \Program Files\Citrix\User Profile Manager',

Change... |

Back MNext Cancel

FIGURE 12.7
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Ready to install dialog box.
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FIGURE 12.11

The Citrix User Profile Manager service.

In some instances, you may not have permissions to edit the Group Policies. If you are conducting

a proof of concept, consider implementing the setting by just using a Local Machine Policy. Local
Machine Policies are less flexible, and bear in mind that the vDisk of your virtual desktop will need
to be in private mode when making changes.

Configure Virtual Profiles — Step by Step

1.
2.

Noopw

From the Run command, execute gpedit.msc.

Under Computer Configuration, right-click on Administrative Templates — select Add/
Remove Templates... as shown in Figure 12.12.

Click Add... and browse to Profile Management Folder as shown in Figure 12.13.

Select ctxprofile2.1.0.adm — open as shown in Figure 12.14.

Select Enable Profile management — Set to Enabled as shown in Figure 12.15.

Select Path to user store.

Set the path and click OK as shown in Figure 12.16.

The default location is in the user’s home directory, under the Windows subdirectory. For a proof of

concept or pilot, you may want to isolate the virtual desktop environment from the current environment.
In this case, use the following syntax: \\fileserver\sharename\%username%.
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Citrix folder in Group Policy Management Console.
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Path to user store properties.

%username% is an environment variable that resolves to the user’s logon name. The security settings
for the “sharename” folder needs to include “Full Control” for “Creator Owner.”

Profile Manager uses the user’s logon credentials to Read/Write to the share, and one of the
most common issues with Profile Manager is simple file/folder permissions.

By default, all of the standard profile settings are now saved to the specified location.

Additional Profile Manager Settings
If required extra files/folders or registry settings can be added to the Virtual Profile. Some applications,
like terminal emulators, don’t save their settings to the standard profile location. Filemon from Micro-
soft can be particularly useful to find where an application is saving its settings.

You may also choose to exclude some files/folders to prevent your profile growing unnecessa-
rily large. Registry keys that you don’t want saved can also be excluded as shown in Figure 12.17.

If required, logging can be enabled. The logs are granular, and they record each step of the
process during the logon and logoff as shown in Figure 12.18.

Virtual Profiles are configured through a Microsoft Group Policy, and we believe more
and more settings will be moved into Group Policies as it is adopted as a standard control
mechanism.
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Enable logging for troubleshooting.

Citrix Streamed User Profiles
The “Profile Streaming” feature is currently out in “Tech Preview” as part of Profile Management 3.0,
which means it is available for testing, but not yet for production. By the time this goes to print, it may
well be out for general availability (GA), which means it has been regression tested for production.
Profile Streaming is a mechanism that allows the profile to be pulled down “on demand.” Using
normal “roaming profiles,” or the existing Profile Management 2.1, the entire user profile must be
fully downloaded before the user’s session is initiated. This mechanism allows you to partially
download the profile, only downloading the required components, and thus dramatically improving
the logon time — by as much as five times faster.
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SUMMARY

In this chapter, we considered how user personalization settings should be handled in a virtual desktop
environment. We discussed how standard roaming profiles work, and then looked at how Virtual
Profiles can extend on that principle. We then discussed the step-by-step procedures for installing, and
then configuring Virtual Profiles. Lastly, we briefly discussed how “streamed” profiles will be used
in the future.



CHAPTER

Advanced XenDesktop Client
Settings — Audio and Video
and Peripherals

INFORMATION IN THIS CHAPTER

Citrix Client-side Configuration

The user experience afforded by Citrix XenDesktop aims to be the equivalent or better than a physical
desktop system. Configuring a desktop that fulfils the business and security requirements is not
enough, the usability of the virtual desktop directly influences your users’ productivity. The Citrix
user-side technologies have been grouped under a broad umbrella called HDX — High Definition
User Experience.

Different organizations will have varying requirements for these technologies. This chapter has
been included last, not because it is an afterthought, but rather because this is where we have
passed the stage of functional testing, and we now need to “tweak” the settings for the best user
experience.

This chapter discusses primarily the client-side configuration. Bear in mind that these settings may be overridden
by Citrix Policy Settings. Your configuration of graphics, USB devices, audio and files access for example, will

all need to also be configured using the Citrix Policies discussed in Chapter 5, “Desktop Delivery Controller —
Advanced Configuration Settings.”

CITRIX CLIENT-SIDE CONFIGURATION

The latest Citrix clients are optimized for XenDesktop. Using existing older Citrix clients won’t
give you the options presented here.

The Microsoft RDS client has always had a connection bar, which would autohide at the top of the
screen. The Citrix Receiver places the connection bar in the same location, and it similarly autohides
when not selected.

Citrix XenDesktop Implementation. DOI: 10.1016/B978-1-59749-582-0.00013-0 43 1
© 2010 Elsevier Inc. All rights reserved.
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TIP

If the Desktop Viewer Toolbar is not present, it is most likely due to the changes on the Web interface or how it
was installed. The XenDesktop setup program enables the setting:

ShowDesktopViewer=0n

In the file: Weblnterface.conf — the default path is C:\Inetpub\wwwroot\Citrix\DesktopWeb\conf\ the drive letter
and the DesktopWeb folder may vary depending on your installation.
If the Desktop Toolbar is missing, find the following line:

#ShowDesktopViewer=0ff

To enable the Desktop Toolbar, remove the hash that comments out the line, and change the setting to On,
as per the pervious example.

The XenDesktop Connection Bar shown in Figure 13.1 allows the user to configure his or her
session settings. On the far left-hand side, you can select the desktop of the physical host. The virtual
desktop connections are tiled in the center of the bar — if you have more than one virtual desktop
open, you can use this to switch between desktops — the icon shows the screen background of
the physical or virtual desktop, which make this intuitive to the users. The Ctrl + Alt + Del key com-
bination sends the key sequence to the virtual desktop — which would otherwise be intercepted
locally. The Preferences button presents a dialog box to configure the session settings. The USB
button presents a drop down of all the USB devices connected to the physical device, giving the user
the option to connect or disconnect devices from the virtual desktop.

The display settings include the following (see Figure 13.2):

—

. Scale to Fit — keeps the geometry and simply resizes (this can cause a blurry display).

2. Actual Size — keeps the screen size and resolution — display it in a Window if smaller, or with
scroll bars if bigger than the host display.

3. Change Resolution — the default, automatically resizes, and alters the resolution accordingly.

The USB tab (see Figure 13.3) have the following options:

When the desktop starts, you can choose to automatically connect all the USB devices, display
the list to the end user, or do nothing.

When a USB device is inserted while using the desktop — we have the same options — you can
choose to automatically connect all the USB devices, display the list to the end user, or do nothing.

Prefarences Cannect
Dialog Box USE Devices

Drsktap af Physical Host Wirtual Desktop 1 virtual Desktop 2 Crri=Ak+Del

FIGURE 13.1
The Desktop Viewer Connection Bar.
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{* Change Resolution
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Viewer window.

oK I Cancel

FIGURE 13.2

The Desktop Viewer Preferences dialog box.

NOTE

Bear in mind that Citrix Policy Settings can override USB settings. Security policies sometimes requires USB
ports be disabled.

The HDX tab (see Figure 13.4) have the following options:
Flash Acceleration can be set to Disabled, Enabled, or Prompt.

NOTE

Flash Acceleration requires configuration in two places: at the farm level and at the client.
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Desktop Viewer Preferences i il
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0K I Cancel

FIGURE 13.3
The Desktop Viewer — USB settings.

File Access determines the level of file access the virtual desktop has to the physical device.
This can be set to Disabled, Read Only, Read Write, or Prompt.

Microphone, allows the use of a microphone at the physical end point. This can be set to
Enabled, Disabled or Prompt.

NOTE

Both the File Access and Microphone settings can be overridden at a Citrix Policy level.
Selecting the Remember my selection checkbox will retain the setting for subsequent sessions.
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FIGURE 13.4
The Desktop Viewer — HDX Settings.

HDX Media Stream — Streaming Content

Flash streaming is a relatively new technology, which enables Adobe Flash content to be streamed
directly to the physical end point, rather than rendering the content to the virtual desktop, and then
displaying the content through the ICA stream.

DESIGN DECISIONS

The streamed media will consume significantly more bandwidth than the standard Independent Computing
Architecture (ICA), so much so that you could actually degrade performance. This does perform very well over
LAN (and LAN-like) networks, and should certainly be enabled if you are not bandwidth constrained.

To enable Adobe Flash Player, open the Delivery Services Console, right-click on the Farm and
select Properties (see Figure 13.5).
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Denmo Farm - Farms Propetties
Froperties: Flash
[=)- Farmn-wide —Flash

Cannection Access Contrals
|- Diesktop Deli Contral - . . -
EI :.SGEEEI:IWE'}' onteler L.j Flash support requires Adobe Flash plaper to be installed on the witual desktop.

‘.- Session Reliabilty
=1 ICA ¥ Enable Adobe Flash Plaper

Auto Client Reconnect
Keep-dlive . Client-side acceleration:

Thig feature can alzo be configured to run Adobe Flash content on the client instead
of on the server. Please refer to eDocs for mare information.

i License Server
=+ HD%
Browser Acceleration

|

QK I Cancel Lpply

FIGURE 13.5
Enable Adobe Flash Player.

Select HDX | Flash, and check Enable Adobe Flash Player.

Adobe Flash Player will also need to be installed on the virtual desktop, and should be included
in the base build.

The streaming capabilities are not limited to Adobe Flash. Windows Media and RealPlayer
streaming are also featured. The Windows Media Player in the virtual desktop will be automatically
enabled for use with XenDesktop.

TIP

In some rare cases, HDX Multimedia streaming can cause issues, see the article CTX122963. This article
contains an explanation of how to manually disable multimedia streaming.

Select HDX | Browser Acceleration (see Figure 13.6).
Unlike Flash Acceleration which is a client-side technology, Browser Acceleration is a server-
side technology, which alters how Web-based content is rendered over the wire to the user. Images
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Demo Farm - Farms Properties
Propetties: Browser Acceleration
=) Famrwide — Browssr Accelsration
Conrnection Access Controls " .
E| D_esktop Delivery Controller v Braowser Acceleration
¢ b General ¥ Compress JPEG images to improve bandwidth
- Segsion Reliability :
B ICA —Image compression level
- Autn Clisnt Baconnact !-Iigher cnn'_upression will imprave the bandwidth usage at the expense of
Keep-dlive image quality.
- Licenze Server Image compression levels: -
(= HDx
Browser Acceleration
----- Flazh . . .
—Wariable image compression
ICA zeszion: can uze the available bandwidth and image size to determing
how much to compress images.
[~ Adjust compression level based on available bandwidth
Ok I Carcel Apply
FIGURE 13.6

Enable Browser Acceleration.

embedded in Web pages can be compressed to high, medium, or low compression. The user experi-

ence is affected, the graphics embedded in the Web pages will display with degraded resolution.
There is an additional option to enable “Variable image compression,” which leverages the

adaptive capabilities within ICA to adjust the image compression based on the available

bandwidth.

DESIGN DECISIONS

Browser Acceleration should be enabled for slow WAN links, but is unnecessary for LAN-based connections.

Related topics — Image Acceleration. Image Acceleration is a “Speedscreen” technology, which is
enabled by default. Please refer to Chapter 5, “Desktop Delivery Controller — Advanced Configuration
Settings,” for the policies relating to Speedscreen Image Acceleration.
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HDX Plug and Play — USB Redirection

There have been a number of important technical developments to make the user experience in the
area of USB redirection. The process has changed from being a form of emulation to doing native
USB redirection. This vastly improves the compatibility of USB devices. The Citrix client now
introduces client-side USB drivers; in fact, the USB redirection will not work without a reboot after
installation.

USB devices can now be introduced plug and play. That is, they can be introduced during a session
without requiring a session restart. The redirection results in the virtual desktop detecting USB devices
in the same way as a physical PC.

USB devices can now include isochronous devices like webcams.

HDX Real-time Bidirectional Audio and Video

The advances in the audio and video capabilities make it possible to use bidirectional audio and
video devices within a virtual desktop. Video conferencing using webcams is feasible and there has
been in-depth testing of VoIP solutions.

Cisco and Avaya soft phones have been tested on XenDesktop. The audio codecs available give
the user high (CD) quality audio.

DESIGN DECISIONS

Enabling high-quality audio will increase the bandwidth requirements of each session utilizing audio. These
requirements should be measured and accounted for as part of your design.

Microsoft 0CS

Microsoft Office Communications Server (OCS ) USB phones can be integrated directly into your
virtual desktop. I have personally tested this and I must confess that I am impressed by the USB
plug and play of the device and the audio quality.

TIP

Attach the OCS phone to the build virtual desktop, while the vDisk is in Private image mode. The OCS installation
files will be loaded in the base image, and won't need to be copied up when attaching an OCS phone.

HDX 3D

HDX 3D opens the possibility of using graphically rich applications on a virtual desktop. Applications
like OpenGL and DirectX applications perform well. Virtual desktops running graphical applications
can even be run over WAN links.

These technologies can even be used in conjunction with Picture Archiving and Communication
Systems (PACS).

Graphical settings can be configured through Citrix Policies.
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DESIGN DECISIONS

Lossy compression will give the best performance but may not be appropriate in some environments — like
medical images.

HDX Broadcast and HDX Intellicache

HDX Broadcast refers to some of the built in optimizations of the ICA protocol. Being adaptive, it var-
ies according to available bandwidth. The protocol is self tuning. HDX Intellicache refers to the added
compression you can achieve by utilizing Citrix branch repeaters. Branch Repeaters are compression/
caching devices, which will further compress the ICA protocol datagrams, and even cache graphic
requests for reuse. Branch Repeater compression appliances are highly recommended for WAN links.

Installing the HDX Experience Monitor

The HDX monitor shown in Figure 13.7 is a useful tool that you can use to analyze how the HDX
technologies are being utilized by the virtual desktop. This can also be a useful troubleshooting tool,
as it will show you each installed component, and how they are configured.

&a| HDx Experience Monitor for XenDesktop E' o @

HDX Experience Monitor for XenDesktop

ﬁ Graphics Performance
n Audio \\, ilu Windows Media
Adobe Flash USBE Devices
yy - D) oo
i-. USE Thumbdrives Smart card

epeater | Session Reliability

FIGURE 13.7
The HDX monitor.
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Download and install the hdx-monitor-x86.msi (or hdx-monitor-x64.msi for 64 bit) on the virtual
desktop. The installation can be downloaded from http://hdx.citrix.com/hdx-monitor.

This monitor interrogates the ICA virtual channels, allowing you to monitor bandwidth usage of
the components. The Smart Card and Printing ICA channels are also available to be monitored.

SUMMARY

In this chapter, we discussed the Citrix HDX technologies. We specifically looked at how these
settings can be configured on the client device side. We discussed configuring media streaming
on the XenDesktop farm. We then looked at the details of the settings covered in the first part of
this chapter:

* HDX Plug and Play

* HDX Real-time

* HDX Media Stream

* HDX 3D

* HDX Broadcast and HDX Intellicache

Lastly, we briefly discussed using the HDX experience monitor to look at details of an individual
user’s session. This chapter was intended to assist you in fine tuning the client device.


http://hdx.citrix.com/hdx-monitor
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INFORMATION IN THIS CHAPTER

POC Prerequisite Checklist

XenApp 6 for Windows 2008 R2

VMware SDK Integration

Citrix XenServer

Downloading Citrix Software

Installing Microsoft System Center Virtual Machine Manager — SCVMM - Step by Step
Microsoft Licensing

Using Snapshots

POC PREREQUISITE CHECKLIST

Hardware, network, and a hypervisor of choice need to be in place before proceeding.

I have provided numbers wherever possible; however, each Proof of Concept (POC) will have a
different number of required workstations for testing purposes. “Xx Workstations” below refers to the
number of workstations for your POC.

Components
Broker — to manage virtual desktops. Provides access to users. Citrix XenDesktop
Virtual Disk Server — mounts a virtual disk to the virtual desktops. One vDisk Citrix Provisioning
can boot multiple virtual desktops. Server (PVS)

Virtual Application Server — XenApp can provision applications to users into the  Gitrix XenApp
virtual desktops. User applications are based on AD user or group memberships.

Virtual Workstations Windows XP, Vista or 7

The prerequisites are listed with two options: preferred or required. This is because there is
either the simple way, or the more time-consuming way. Try for push for the simpler preferred
option wherever possible.

Networking

Required — IP addresses

* 1x build workstation IP address

* Ix provisioning server IP address

* 1x XenApp server IP address

* 1x DDC server IP address

* Xx workstation IP addresses; each virtual desktop will need an IP address

All TP addresses should be in the same range as the server. Workstation addresses should also be
in the server range.

Citrix XenDesktop Implementation. DOI: 10.1016/B978-1-59749-582-0.00014-2 44 1
© 2010 Elsevier Inc. All rights reserved.
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We are putting workstations in the datacenter — we will need access over ICA TCP 2598 to all the workstations
inside the datacenter.

Preferred
A separate VLAN for the XenDesktop servers and workstations.

On your switches, disable Spanning Tree or enable PortFast (STP Fast Link).
A DHCP scope in the server range with DHCP enabled.

Scope options for PXE enabled
066 IP address of the provisioning server
067 boot file name ARDBP32.BIN

If this is not possible, then use the PVS to create an individual boot.ISO file for each worksta-

tion and mount the .ISO to each workstation. If you can get DHCP but not the scope options, then
you can use one boot.ISO for all the workstations — which is still considerably less effort.

Active Directory Requirements

1.

pODN

Active Directory accounts for the following:

a. 1x build workstation

b. 1x provisioning server

c. Ix XenApp server

d. 1x DDC server

e. Xx workstations

Dedicated organizational unit (OU)

Account operator privileges for PVS — create computer accounts or at least manage them.

Once off full control to create group objects and permissions in the OU — this one is that could
be done using a RUNAS when launching the AD Configuration Wizard.

User account for managing the PVS/DDC/XenApp servers, with administrator privileges on
those servers.

. In a Multiple Server Provisioning Server environment, an Active Directory Service Account for

the Provisioning Server Stream and Simple Object Access Protocol (SOAP) service.

. Basic user account for user testing.

If the security precludes getting a dedicated OU, then use http://support.citrix.com/article/

ctx118976 to configure the workstations to a static DDC address.

Hardware

1 GB for the Desktop Delivery Controller and Citrix XenApp Server, and 2 GB for the provisioning server
1 GB per physical host (hypervisor)

1 GB per workstation — XP or

2 GB per workstation — Vista/Windows 7

More is better. This could be blades or tower servers.


http://support.citrix.com/article/ctx118976
http://support.citrix.com/article/ctx118976
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So a single server POC would start with 5 GB or more of memory per workstation.

Software

Required

*  Windows 2003 media and licenses — required for DDC (2003 R2 — 32 or 64 bit, if integrating
with SCVMM)

*  Windows 2003 or Windows 2008 media and licenses — required for PVS (2008 preferred)

* XenDesktop 4 software — either the .ISO or the media

* Desktop operating system media — Windows 7/Windows XP

Preferred
*  Microsoft SQL 2000 or 2005
Or

* Oracle 11 g Release 1

Hypervisor

XenServer 5/5.5, or VMware (any version from 3 to vSphere) preferably with vCenter and the
SDK, Hyper-V, and preferably SCVMM.

The SDK (for VMware) or SCVMM are required for integration purposes, i.e., the XenDesktop
Setup Wizard and for the DDC to power on or off VMs as required.

Permissions

*  XenServer — full control

* SCVMM - full control of the SCVMM

* vCenter — full control of the resource group assigned to the project

Storage
If fiber channel/iSCSI storage is used:

* Ix provisioning server — 150 GB
* 1x XenApp server — 20 GB

* 1x DDC server — 20 GB

* Ix build workstation — 20 GB

I tend to “oversize” the PVS in case it needs to be used as a software repository/profile server/
XenApp package repository.

You can comfortably request 500 GB LUN. It needs to be presented to all the physical boxes.

Fiber channel will give better performance than iSCSI, but iSCSI performance has improved and
may be sufficient for your needs. Enterprise Storage is recommended for production systems, local
storage can be used for pilots or very small environments.
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XenApp 6 FOR WINDOWS 2008 R2

The XenApp content in this book is based on the XenApp 5 Feature Pack 2 version of the product.
At the time of writing XenApp 6 for Windows 2008 R2 has been released in the Tech Preview
form. Broadly speaking, the settings that need to be configured haven’t changed significantly, but
rather the management consoles have been simplified.

VMware SDK INTEGRATION

The interaction between the Citrix components (the Desktop Delivery Controller and the XenDesk-
top Setup Wizard) and the VMware hypervisor stack is done through the VMware SDK.

The VMware SDK is normally only accessible through HTTPS. The SDK security settings can,
however, be changed to allow this communication to occur over HTTP. This is the first choice of
many IT engineers — who hear the word “Certificates” and break out into a cold sweat! Humor
aside, security policies don’t always allow you to change the settings to HTTP. I would recommend
HTTP for a proof of concept environment, but for a production environment, it would be advisable
to use secured communications.

The XenDesktop Setup Wizard requires the changes be made on the provisioning server.

Changing the SDK Requirements to HTTP

In order to change the SDK to allow HTTP access, one has to edit the proxy.xml file on the Virtual
Center/vCenter Server. The proxy.xml file is in the “All Users” profile, which is C:\Documents and
Settings\Application Data\VMware\VMware VirtualCenter\proxy.xml under Windows 2003, and
C:\Users\Application Data\VMware\VMware VirtualCenter\proxy.xml on Windows 2008.

Open the proxy.xml

<e id="5">
<_type>vim.ProxyService.lLocalServiceSpec</_type>
<accessMode>HTTPSWithRedirect</accessMode>
<port>8085</port>
<{serverNamespace>/sdk</serverNamespace>

</e>

Change the section "HTTPSWithRedirect" to "HTTPAndHTTPS"

<e id="5">
{_type>vim.ProxyService.lLocalServiceSpec</_type>
<accessMode>HTTPAndHTTPS</accessMode>
<port>8085</port>
<{serverNamespace>/sdk</serverNamespace>

</e>

Connecting Using HTTPS

This was fairly easy to manage in versions 3 and 3.5, unfortunately changes to how the certificates are
created for vCenter (version 4) has made this trickier for the latest version of VMware’s software.
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Versions 3 and 3.5

1. Locate RUL.CRT on the Virtual Center Server under C:\Documents and Settings\All Users\
Application Data\VMware\VMware VirtualCenter\SSL on Windows 2003, or C:\Users\All
Users\Application Data\VMware\VMware VirtualCenter\SSL. on Windows 2008.

2. Copy the certtificate to the Desktop Delivery Controller (or provisioning server).

3. Double-click on the certificate.

4. Click Install Certificate... (see Figure A.1).

5. Click Next to step forward through the wizard.

6. Change the selection to Place all certificates in the following store and click Browse... (see
Figure A.2).

7. Tick the Show physical stores — select Trusted Root Certification Authorities and the
subcontainer Local Computer, and click OK and then Next.

8. Click Finish.

X
General IDeEiIs I Certification Path
| |_& Certificate Information
Windows does not have enough information to verify
this certificate.
Issued to:  YMware default certificate
Issued by: YMware Installer
Vvalid from 2/23/2010 to 2/21/2020
Issuer statement: I
Learn more about certificates
oK |
FIGURE A.1

Certificate details.
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x| —
Certificate Store v b I’?
Certificate stores are system areas where certificates are kept. J
Windows can automatically select a certificate store, or you can specdfy a location for I 'I Size I 'l
the certificate. F Folder
" Automatically select the certificate store based on the type of certificate Select Certificate Store x|

% Place all certificates in the following store Srizmtive e i E e e s

Certificate store:

= | Trusted Root Certification Authorities

Browse... | j Personal ﬂ

Registry

Local Computer
i Smart Card
] -—l Frternrise Trust i
N >
v Sh ical sto
Learn more about certificate stores o s

< Back Mext = Cancel

FIGURE A.2
Certificate Import Wizard.

This adds a certificate for “vmware” to the Desktop Delivery Controller.

Also on the Desktop Delivery Controller, open the file C:\Windows\System32\drivers\etc\hosts
with a text editor like notepad. Under the line:

“127.0.0.1 localhost”
Add the Tine:
XXX XXX XXX XXX vmware”

Where xxx.xxx.xxx.xxx is the IP address of your Virtual Center Server. Remember to use a
<tab> between the IP address and the name.

Basically what we are doing is using the self-signed certificate built into Virtual Center to secure
communications. The default certificate assigned to the Virtual Center is to the hostname “vmware,”
and using the host’s entry, we are “tricking” the Desktop Delivery Controller into thinking that it is
communicating with a host called vmware, and thus the certificate matches the hostname.

Version 4/vSphere

VMware recommends the use of a Commercial Certificate Authority to replace the default vCenter
certificates. This involves obtaining a certificate from one of the trusted CAs like VeriSign, Thawte,
Baltimore, or Entrust. You need to obtain a certificate of the “Web Server” type. You can also
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alternatively create a self-signed certificate using OpenSSL. Documentation for changing the
vCenter certificate can be found at www.vmware.com/files/pdf/vsp_4_vcserver_certificates.pdf.

This will give you the steps to create a new root certificate — RUL.CRT. Once you have replaced
the root certificate, follow the same steps as with the earlier versions to import the certificate into the
Desktop Delivery Controller (or provisioning server).

CITRIX XenServer

Citrix XenServer is the free hypervisor available for use with XenDesktop. Citrix Essentials for
XenServer ships as part of the XenDesktop Enterprise and Platinum license. The hypervisor is free
to use provided it is running “Citrix” loads — the XenDesktop management servers, XenApp and
the workstations, may all be run without charge.

Even in scenarios where there is an existing hypervisor environment, it may be simpler to run
XenServer in parallel with the existing environment. The first proof of concept system should
always be installed in a development/test environment. Avoid installing the proof of concept system
on live/production servers.

Installing your own environment frees you from being constrained in someone else’s hypervisor
environment. You are free to add/remove storage, change network settings (like VLANSs), and so
on, without having to wait for a change window.

DOWNLOADING CITRIX SOFTWARE
Your Organization Has Bought the Software

The software required for your Citrix XenDesktop implementation can be downloaded from www.
mycitrix.com.

When you buy Citrix software, Citrix will send you an e-mail containing your username and
password. If you have not received the e-mail, contact your Citrix reseller to find out who was
registered as the contact person in your organization.

If some of the download files have a closed padlock icon next to them, this is due to the version
of XenDesktop you have purchased.

XenDesktop Editions:

VDI Edition
Enterprise
Platinum

wh =

For a full feature list, see the Citrix Web site, the most significant differences in my view are:

* VDI Edition gives you the XenDesktop broker, but no XenApp or provisioning server.

* Enterprise Edition adds XenApp and provisioning server.

* Platinum Edition adds to Enterprise, Password Manager, EdgeSight Monitoring, the Branch
Repeater (WanScaler) software client, and the Access Gateway SSL VPN.


http://www.vmware.com/files/pdf/vsp_4_vcserver_certificates.pdf
http://www.mycitrix.com
http://www.mycitrix.com
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You Are Evaluating the Software

The software required for your Citrix XenDesktop implementation can be downloaded from www.
mycitrix.com.

If you are a new user, you will need to register to create a new Login for yourself. Login to the

portal. Select Downloads | XenDesktop 4 Evaluation. From here, you can download the Evalua-
tion software and an Evaluation License File.

Obtaining the License File

1.

Log on to www.mycitrix.com.

2. Select Product Previews/Beta Releases — License Retrieval — (see Figure A.3) if you have
already received a license serial number through e-mail, select Activation System/Manage
Assets — jump to Step 5.

3. Click Retrieve License (see Figure A.4).

4. Click on one of the license serial numbers (see Figure A.5).

5. Click Continue (see Figure A.6).

6. Select your country, and search for your reseller (I have chosen cannot find my reseller as I am
doing this for demonstration purposes) — click Continue (see Figure A.7).

7. Click Submit to confirm your contact details (see Figure A.8).

8. Confirm company details — click Submit (see Figure A.9).

AL L U e D T L T U B == oa = -
My Profile Activation System/Manage Assets
Licensing Program Registration
Manage My Renewals
My Tools My Certification Manager |
My Support
Access your applications and utiities from  Non-Disclosure Agreement (NDA)
anywhere in My Citrix. Pending Transactions & Certificates |
Product Previews | Beta Releases - License Retrieval
Choose a Toolbox Ll Product Upgrades/Fulfillment
_ Update My Company Information ‘
Update My Information
M Cibrv Ll
FIGURE A.3

The MyCitrix toolbox.

Current Tool xXenDesktop Evaluation

Retrieve License @

FIGURE A.4

License retrieval.


http://www.mycitrix.com
http://www.mycitrix.com
http://www.mycitrix.com
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Assigned License Codes

Mew licenses. This table contains newly assignad licenses for your company. Please click the hyperlink to
allocate a specific license. If you would like to retrieve more licenses, please select Retrieve More Licenses.

Product Name Serial Number Issued To Date Issued

Citrix XenDesktop - Evaluation (20 day) WXY3Y-G67GT-Q47LW-GKN3L-Yiie Gareth James 2010-01-07
Citrix ¥enDesktop - Evaluation (90 day) WXY3Y-G67GT-RA7LW-GKN3Y-#k. Gareth James 2010-01-07
Citrix ¥XenDesktop - Evaluation (90 day) WXY3Y-G67GT-FA7LW-GKN7P-SR# Gareth James 2010-01-07
Citrix XenDesktop - Evaluation (20 day) WXY3Y-G67GT-C47LW-GKNWG ¥ Gareth James 2010-01-07

Citrix ¥enDesktop - Evaluation (90 day) WXY3Y-G67GT-TA7LW-GKNAY -  Garcth James 2010-01-07

FIGURE A.5
Select serial number.

ey
Current Tool |E¥s i AT - 0 Help RSS NEWS FEED @

+ If you do not have vour license code, go to View Licenses.

o Citrix MetaFrame XP customers can Activate Multiple Licenses

o If you are upgrading your Citrix Presentation Server licenses to a higher family edition, please follow these
upgrade tips.

Please enter your license code information:

License Code

Your License Code: |WK‘r‘BY—G6?GT—Q4?LW—GKN3L—NI{YKF

LA-0001216539-91145
WX¥33-12ABC-DF3G4-HRWS5Q-9?6EQ

*¥ Sample License Code:

 Continue O]
FIGURE A.6

Activate/allocate the license code.

9. This is the area where most people experience problems. If the license file doesn’t exactly
match your hostname, then it will not work. The most reliable way to obtain your hostname is
from the command line. Click Continue (see Figure A.10).

10. Before you proceed to the next step, log on to the license server, and open a command prompt —
Start | Run | CMD.
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Current Tool [E¥efEiEEY = G Help RSS MEWS FEED ©

[

Citrix Activation System

Search for a Solution Advisor

To search for your Solution Advisor, you must first select a country. If USA or Canada is selected, please select
a state from the drop down box. For a faster response, enter at least the first 3 characters of the Solution
Advisor's organization name.

¥ Country: South Africa |

MName: I

Select your Solution Advisor by choosing the appropriate option button from the search results below.
Name City|Phone
& |I cannot find my reseller

FIGURE A.7

Search for a reseller.

Contact Name|Phone Email Address
@ | Your Name hh5-1212 Yname{@dom.com
[ submit Q]

FIGURE A.8

Contact details.

11. Type hostname.

This is the name you need to use, be careful to take note of upper and lower case letters (see
Figure A.11).

12. Enter the hostname and click Allocate. Remember upper and lower case matters (see Figure A.12).
13. Click Confirm (see Figure A.13).
14. Click Download License File (see Figure A.14).

Save the license file to a suitable location, and then copy to your license server (see
Figure A.15).

Adding the license file to the license server is discussed in Chapter 3, “Configuring the Desktop
Delivery Controller.”
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Company ID: 49260813
Company Name: Mine
Contact Data

Job Level:| System Or Network Administrator =]
Department:| Information Technology - Systems LI
* First I‘-Jame:IGareth

* Last Name:[James

#¥ Country | South Africa =]
*¥ State or Province | Gauteng |
* City |Joburg
X Z1p/Postal Code [2195

¥ Email Address: [gareth@james.za.or¢

Email Format Preference: IText vl

¥ preferred Language: |Eng|ish (us) LI

Fhone country Code I
* Phone |011 m

(Area code) (Phone number)

Fax Country Code I

Fax I I

FIGURE A.9
Company details.

You will now provide information that will allow you to generate a license file. After you have the
license file, you can copy it to your license server to beagin using the product.

&Atte ntion:

In the following pages, you will be prompted for the hostname of your license server; please have
this name ready. Note that the license server host name is CaSe SeNSiTiVe and should be entered
exactly as it appears on your license server.

Determine License Server Name (host name) or Host Id

FIGURE A.10
Hostname warning.
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mmand Prompt

Microzsoft Windows [Version 5.2.37981
(C» Copyright 1985-28A3 Microsoft Corp.

C:sDocuments and Settings“Administrator.CITRINSA>hostname
citrix2k3demo

C:xDocuments and Settings“Administrator.CITRIESAZ_

FIGURE A.11

Hostname determination from the command prompt.

Citrix XenDesktop - Evaluation (90 day)
Select Product:

Filter Products

Citrix XenDesktop - Evaluation (90 day)
|Quantity' to Allocate .i.'\-'ailahle.-"l'-:ntal”DLlrati-:nn (Days j:|
| 99 (IEEEEE a0 |

Hostname of your Citrix license semver: |citrix2k3demu|

&F‘Iease note that the hostname of your license server is cAsE sEnSiTiVe. To locate the hostname of your license server,
follow these instructions.

Allocate |

FIGURE A.12

Hostname entry.

Confirm your Selection

Citrix XenDesktop - Evaluation (90 day)
Quantity to Allocate .i.‘v'ailarJIe.-"I'-:ntaI”Durati-:ln (Days)
a9 soreo || 90

Hostname of your Citrix license server: citrix2k3demo

&Please note thatthe hostname of your license sen
follow these instructions.

Confirm | Cancel |

FIGURE A.13

Confirmation.
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Download License File
You have chosen to download the following licenses.

File contents:
License Server Name: citrix2k3demo

Citrix XenDeslktop - Evaluation (80 day) 99 a0

Download License File

FIGURE A.14
Download license file prompt.

x|

Do you want to open or save this file?

] Name: license_20100107031535.lic

Type: lic_auto_file
From: secureportal.citric.com

Cpen Save | Cancel I

ham your computer.  you do not trust the source, do not open or

I--"z“ While files from the Intemet can be useful, some files can potentialty
b,
= save this file. What's the risk?

FIGURE A.15
File download dialog box.

INSTALLING MICROSOFT SYSTEM CENTER VIRTUAL MACHINE
MANAGER — SCVMM — STEP BY STEP

In order to integrate properly with Microsoft Hyper-V, it is necessary to install the SCVMM Adminis-
trator Console on both the Desktop Delivery Controller and on the Citrix Provisioning Server.
Note: Windows 2003 R2 or above is required for SCVMM.

VMM Administrator Console setup (see Figure A.16).

Select I accept the terms of the agreement and click Next (see Figure A.17).

Select to enable Microsoft Update, and click Next (see Figure A.18).

Click Next (see Figure A.19).

The Prerequisite Check will return any tasks that need to be performed before installation. Click
Next (see Figure A.20).

Choose the path to install SCVMM. Click Next (see Figure A.21).

Leave the SCVMM port at the default (see Figure A.22).

Click Install (see Figure A.23).

A successful installation will return a positive result. Click Close (see Figure A.24).
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P?ﬂ Center

" Virtual Machine Manager 2008 r2
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License Terms
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FIGURE A.16

System Center Virtual Machine Manager setup.
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FIGURE A.17

License terms agreement.
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= @
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FIGURE A.18

Microsoft updates option.
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Customer Experience Improvement notification.
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Prerequisite check.
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FIGURE A.21

Installation location.
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Port assignment.
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Summary of settings.
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FIGURE A.24
Successful installation notification.

MICROSOFT LICENSING

If you want to use Microsoft desktop operating systems, you will inevitably need to pay Microsoft
at some stage. This cost is something that should be considered up front as part of the project cost.
Each of your virtual desktops will require a license.

Virtual Servers

Those components of the infrastructure that you have chosen to virtualize can take advantage of
Microsoft’s licensing options for virtualized servers. The best choice of licensing will depend on
the number of virtual servers that you can run on a physical host.

Windows Server Standard Edition licenses are a simple 1:1 ratio. Each virtual edition needs a
Standard Edition license.

Windows Server Enterprise Edition has a 4:1 ratio. Each Enterprise license entitles you to run
four virtual instances of the Enterprise Edition.

Windows Server Datacenter Edition has an “all you can eat” kind of license. The Datacenter Edition
is licensed per processor, but you can run as many virtual instances as you want on the physical host.

Use Microsoft’s “Windows Server Virtualization Calculators” to calculate which option would
be the most cost effective for your company.

Virtual Desktops

Microsoft has launched its VECD license specifically for virtual desktops. VECD, which stands for
Virtual Enterprise Centralized Desktop, covers a connecting device to access up to four virtual
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machines running a Windows desktop operating system per device. This is obviously important for
scenarios where the user may require access to legacy applications on Windows XP and additionally
to run a Windows 7 desktop.

From a XenDesktop perspective, this could also include VM-hosted applications.

There are two versions:

. With software assurance
. Without software assurance

N =—

The pricing will vary depending on your Microsoft agreements. The key point to note is that
buying VECD is significantly cheaper with software assurance.

VDI Suites

Microsoft has released two VDI suites. These suites are aimed at providing all the building blocks
you would use to build out a Microsoft VDI environment. Microsoft Virtual Desktop Infrastructure
Standard Suite includes licensing for Hyper-V Server, System Center Virtual Machine Manager,
System Center Configuration Manager, System Center Operations Manager, Remote Desktop
Services (CAL), and Microsoft Desktop Optimization Pack (MDOP).

Remote Desktop Services (RDS) was previously referred to as Terminal Services (TSCALS).
The Standard Suite includes the Remote Desktop Services rights to virtual desktops only — not to
Windows Server RDS. It is important to note that MDOP includes desktop licensing for App-V.

The Premium VDI Suite includes RDS CALs to connect to Windows Server RDS. Additionally
it also includes App-V for RDS, this is so that you can use App-V on the Windows Server RDS
based desktops too.

From a XenDesktop perspective, if you are going to use XenApp to provision hosted applications
to the virtual desktops, then the Premium VDI Suite will, in many instances, be more cost effective
than buying the RDS CALs separately.

USING SNAPSHOTS

Snapshots are an ideal way to take backups at significant points in the installation process. I recommend
taking a snapshot before making any significant changes to any component of your environment. If an
installation fails or is not error free, it is most often better to revert to the preinstall state, and begin the
installation again rather than trying to “fix” the buggy installation.

NOTE

Use of snapshots in a production environment should be managed. Remember a snapshot is a “point in time”
image of a state, the further the virtual machine moves from that state, the larger the snapshot. | have seen
instances of snapshots left “running” for months, which are actually larger than the original virtual machine.

In other words, delete old snapshots and don’t use them as a long-term backup mechanism.

Take a snapshot of your virtual machine at this stage.
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XenServer
Click Take Snapshot from the Snapshots tab (see Figure A.25).

SCVMM

Right-click on your virtual machine, and select New checkpoint (see Figure A.26).
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FIGURE A.25

Using XenServer snapshots.
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Using SCVMM to create a checkpoint.



VMware

Right-click on the virtual machine, select Snapshot and click Take Snapshot... (see Figure A.27).
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Page numbers in italics indicate figures and tables.

A

Access control, 125
Access format database, 10
Access Gateway VPX appliance, 143
Access Management Console, 32
Active Directory (AD) and XenDesktop farm integration
adding DDC, 26
configuration wizard, 24
configuration wizard start menu icon, 23
configure farm OU, 25
organizational unit (OU) selection, 24
setup verification, 26
XenDesktop farm objects, 23
Application provisioning
installation of Web Interface, 337-348
VM-hosted application, 307-308
Web Interface configuration, 340-348
Access Management Console, 342
configure authentication methods, 347
confirm settings dialog box, 344
IIS location dialog box, 343
select published resource type, 346
server farm dialog box, 345
site creation progress dialog box, 344
site type dialog box selection, 342
XenApp-hosted application, 307
XenApp-streamed applications, 307-309
Application Streaming Profiler
destination folder dialog box, 370
executable, 368
license agreement, 369
restart Windows dialog box, 371
select language dialog box, 368
select program folder dialog box, 370
successful installation dialog box, 371
welcome dialog box, 369
Application virtualization, 2
management functionality of, 399

B
Bandwidth
session limits, 156—158
SpeedScreen settings, 155-156
compression level, 155
heavyweight compression, 156
progressive display, 156
visual effects, 154-155

Blade hardware solutions, 111
Boot device management

DHCP, 267

login server, 266

set options, 267

static device IP, 268
Browser acceleration, 438

c

Citrix Access Gateway, 116
Citrix Printer options, 145-149
client autocreated printers, 147
connect directly, 147, 148
connect indirectly, 147, 148
locally attached printers, 149
network printers, 146-147
session printers, 147
Citrix Profile Manager, 420
Citrix Provisioning Server, 2, 4
Citrix Streamed User Profiles, 428
Citrix XenServer, 447
DDC and hypervisor integration
Citrix license agreement, 76
hosting infrastructure, 77-78
install location, 76
logon information, 79
multiple pools selection, 78
reboot dialog box, 77
run xensetup, 75
user account control, 75
virtual desktops, 80
installation
Citrix XenCenter, 69
CPU and memory, 71
Home server selection, 7/
installation media location, 70
name and description, 70
new VM operating system selection, 69
successful completion dialog box, 73
virtual disks, 72
virtual interfaces, 73
virtual machine console, 74
XenServer tools installation, 74
Client autocreated network printers, 147
connect directly, 147, 148
connect indirectly, 147, 148
locally attached printers, 149
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Client Hypervisor, 1
Client printers
autocreation, 158
legacy client printers, 159
print job routing, 159
printer properties retention, 159
turn off client printer mapping, 159
Client Side Rendering (CSR), 147

Datacenter licenses, 262
DDC. see Desktop Delivery Controller
Delivery Services Console
advanced settings, 125-128
basic settings, 123-125
Citrix Resources node, 116
DDC properties dialog box, 120
desktop group modification menu, 722
desktop group properties dialog box, 123
desktop groups view menu, /27
farm options menu, 717
farm properties dialog box, 117
General-DDC
enable 32-bit icon color depth, 118
session reliability, 118
XML Service DNS resolution, 118
HDX, 119-122
Adobe Flash Player, 119
Browser Acceleration, 119
ICA, 118
Auto Client Reconnect, 118
keep-alives, 118
idle pool settings modification, /26
locating alerts, 113, 7114
logoff behavior, 127-128
search dialog box, 7115
search results menu, /75
viewing desktop groups, 121
virtual desktop modification, 724
Web Interface-“Restart” button, /22
Desktop Delivery Controller (DDC)
configuration settings
connectivity to single desktop, 57-63
performing initial discovery, 29-32
Virtual Desktop Agent installation, 36-42
Virtual Desktop Group Creation, 42-52
XenDesktop License server
configuration, 32-36
Delivery Services Console
enable 32-bit icon color depth, 118
session reliability, 118
XML Service DNS resolution, 118

installation, 10-22
components installation, 72
configuring database authentication, 16
creating/joining farm, /3
database selection and settings, 17
enterprise database configuration, /5
IIS installation progress, 19
initiate installation, /8
license agreement, /2
mount XenDesktop media, /9
restart dialog box, 20
selecting farm edition, /4
server components, //
server restart, 2/
SQL express/enterprise database, 14
testing data source, /8
unsigned drivers installation, 20
Windows 2003 media, /9
installation recommendations, 21-22
prerequisites, 9-10
Virtual Desktop Agent installation
Citrix Delivery Services Console-farm menu, 42
Citrix License Management Console, 39
License Management Console selection, 37
License Management Console welcome screen, 38
working description, 7-10
Desktop licenses, 262
Desktop streaming, 2
Desktop Viewer
connection Bar, 432
HDX settings, 435
preferences dialog box, 433
USB settings, 434
Desktop Viewer Toolbar, 432
Desktop virtualization, 1-3
application virtualization, 2
Client Hypervisor, 1
desktop streaming, 2
virtual profiles, 3
DHCP server. see Dynamic Host Configuration Protocol
(DHCP) server
Disk virtualization, 165
Downloading Citrix software
buying software, 447
obtaining license file, 448-450
software evaluation, 448
Driver
native print, 159
universal, 160
Dynamic Host Configuration Protocol (DHCP) server
bootfile option type, 172
configure scope options, /73



options on Windows 2008, 171
predefined options and values, 172
scope options-option 66, 173
scope options-option 67, 174
TFTP option type, 172

on Windows Server 2003, 170

on Windows Server 2008, 170

E

Enterprise database, 10
Enterprise storage, 443
Enterprise XenDesktop Edition, 447

F
Fiber channel, 443

Flash acceleration, 438
Flash streaming, 436

G

Group Policy Objects (GPOs), 145

H

High Definition User Experience (HDX), 4, 119-122, 431
Adobe Flash Player, 119
Broadcast, 439
Browser Acceleration, 119
Experience Monitor installation, 439
HDX 3D, 439
Intellicache, 439
media stream-streaming content, 436-438
Microsoft OCS USB phones, 439
plug and play, 438
real-time bidirectional audio and video, 438-439
Hosted applications
regular installed
application location dialog box, 356
application type to publish, 356
configure advanced access control, 360
configure application appearance, 363
configure application limits, 36/
configure application shortcut presentation, 358
configure client options, 362
inside a virtual desktop, 353
publish application menu, 354
publish application welcome dialog box, 354
publish immediately/configure settings, 359
published application display and description, 355
streamed to server
application location dialog box, 365
application type dialog box, 365
multiple applications in profiled application
suite, 366
Hypervisor, 443
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ICA, 118
Auto Client Reconnect, 118
keep-alives, 118

L

Legacy client printers, 159
Licenses

datacenter, 262

desktop, 262
Locally attached printers, 149
Locally installed applications, 399
Loopback processing, 163

M

Microsoft App-V applications, 396-397
Microsoft Hyper-V
with Citrix XenDesktop integration
hosting infrastructure, 94
logon information, 95
installation
configure hardware, 86-89
destination and host selection, 90
ISO selection, 87
path and network selection, 97
scenario 1 and 2, 82-83
source selection, 85
summary dialog box, 92
system center virtual machine manager, 84
virtual machine error, 83
virtual machine identity, 85
virtual machine viewer and options, 93
virtual machines selection, 8/
Microsoft licensing
VDI suites, 459
virtual desktops, 458-459
virtual servers, 458
Microsoft OCS USB phones, 439
Microsoft Policies, 145
.msi (Microsoft Installer) packages, 419

Native print driver, 159
Network printers, 146-147

Offline Plug-in installation, 400—401
Online Plug-in installation, 400

Platinum XenDesktop Edition, 447
POC prerequisite checklist
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POC prerequisite checklist (Cont.)
active directory requirements, 442
hardware, 442443
hypervisor, 443
networking, 441-442
software, 443
storage, 443
Policies and printing
Citrix policies, 145
delivery controller, 163
Microsoft policies, 145
Microsoft policy settings, 162—-163
policy creation
Citrix Presentation Server Console, /49
new policy dialog box, 150
policies node menu, /50
policy filters dialog box, 152
policy menu, /57
policy properties dialog box, 151
policy settings
Client USB mapping policy, 153
set ranking of policies, /54
printer options, 145-149
client autocreated printers, 147, 149
network printers, 146147
session printers, 147
Precache XenApp-streamed applications, 405-407
using radedeploy to deploy packages, 405
XenApp services application shortcuts, 406
Precaching App-V applications, 407415
Print job routing, 159
Private vDisk mode, 798, 198
Profile
roaming, 417, 418
user, 417, 418
virtual, 417, 419, 419
Profile Manager
additional settings, 427
configuration
add/remove templates dialog box, 425
browse to ctxprofile2.1.0.adm file, 426
Group Policy Management Console, 426
Microsoft group policy editor, 425
path to user store properties, 427
installation
Citrix license agreement, 421
Citrix User Profile Manager service, 424
destination folder dialog box, 422
install dialog box, 422
Profile Management Setup Wizard, 42/
restart system dialog box, 423
successful completion dialog box, 423

Profile streaming, 428
Project-based approach, 4-5
Provisioning Server (PVS)
Active Directory, 261-262
configure server settings, 260-261
definition of, 165
disk attachment
hypervisors, 275
SCVMM, 270
VMware, 272-275
XenServer, 269
installation
configuration settings confirmation, /88
customer information, /77
Database server-SQL server, 183
Database server-SQLExpress, /82
destination folder, 177
DHCP services-on another computer, /80-181
Farm configuration, /82
license agreement, /76
license server, 185
new farm, /84
provisioning services configuration wizard, /80
provisioning services installation, /75176
PXE services, 181
server installation, /75
setup type, 178
stream servers boot list, /87
stream services, 186
successful installation, 179, 188
TFTP option and bootstrap location, 187
user account, /85
prerequisites, 167
recommendations, 167—169

Provisioning Server Configuration Programs, 259, 260
Provisioning Services Boot Device Manager, 259, 264-268

DHCP, 265

NO DHCP, 268
Provisioning Services BOOTPTAB Editor, 259
PVS. see Provisioning Server

R

RDS. see Remote Desktop Services

Rebalance devices, 261

Regular installed hosted applications
application location dialog box, 356
application type to publish, 356
configure advanced access control, 360
configure application appearance, 363
configure application limits, 361
configure application shortcut presentation, 358
configure client options, 362



inside a virtual desktop, 353
publish application menu, 354
publish application welcome dialog box, 354
publish immediately/configure settings, 359
published application display and description, 355
Remote Desktop Services (RDS), 459
Roaming profile, 417, 418

S

SCVMM. see System Center Virtual Machine Manager
SDK. see Software development kit
Session printers, 147
add printers dialog box, 161
configuration, /60
connection user credentials dialog box, 162
network printer location dialog box, 162
print job settings, 16/
Single desktop connectivity
Citrix client installation, 58
Citrix desktop viewer, 6/
Citrix online plugin, 60
desktop connection page, 61
license agreement and download page, 59
run ActiveX control, 59
run online plugin executable, 60
successful installation, 60
Web interface portal, 57
XenDesktop connection demonstration, 62
Snapshots, 459-461
SCVMM, 461
VMware, 461
XenServer, 459
Software development kit (SDK), 95
SpeedScreen, 155-156
compression level, 155
heavyweight compression, 156
progressive display, 156
SQL Express. see Structured Query Language Express
Standard vDisk mode, 799, 199, 200
Streamed to end point applications
advanced install options, 376
build profile dialog box, 380
configure profile name, 373
enable user update option, 374
install option dialog box, 376
installer dialog box, 377-378
inter-isolation communication set-up, 375
new profile wizard informational dialog box, 373
publishing mechanism
advanced access control dialog box, 386
alternative profiles locations, 387
application location selection, 383
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application type options, 382
content redirection-file types, 386
offline access dialog box, 384
publish immediately dialog box, 385
shortcut presentation dialog box, 385
user privileges dialog box, 388
users selection dialog box, 384
sign profile dialog box, 380
Streaming Profiler start menu item, 372
Streaming Profiler welcome dialog box, 372
target operating system and language, 375
virtual restart notification, 378
Streamed to server hosted applications
application location dialog box, 365
application type dialog box, 365
multiple applications in profiled application suite, 366
Streaming applications, 399
Structured Query Language (SQL) Express, 10
System Center Virtual Machine Manager (SCVMM), 461
customer experience improvement notification, 455
installation location, 456
license terms agreement, 454
Microsoft updates option, 455
port assignment, 457
prerequisite check, 456
setup, 454
successful installation notification, 458
summary of settings, 457

T

Template Virtual Machine

SCVMM, 281-284

VMware, 284

XenServer, 279
Transmission Control Protocol (TCP), 168
Tweaks

audio, 68

disable menu animations, 68

graphics, 67

Windows Vista and 7, 68

U

Universal driver, 160
USB devices, 438

User profile, 5, 417, 418

')

VDIL. see Virtual desktop infrastructure

VDI suites, 459

VDI XenDesktop Edition, 447

vDisk Pool, 193

VECD. see Virtual Enterprise Centralized Desktop
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Video conferencing, 438
Virtual applications
JRE installation, 312
.NET35 installation, 316
prerequisites Windows 2003, 309
prerequisites Windows 2008, 310-316
virtual desktops, 309
Web interface, 314
Virtual Desktop Agent, 7
Virtual Desktop Agent installation
Citrix Delivery Services Console-farm menu, 42
Citrix License Management Console, 39
current Usage tab, 4/
upload license file, 40
License Management Console selection, 37
License Management Console welcome screen, 38
Virtual Desktop Group Creation
adding users, 53-54
assignment type, 5/
Citrix DDC 4.0 installation program, 44
computer selection, 52
Delivery Services Console, 50
desktop group creation, 50
desktop group name, 55
event log entry, 49
Farm properties-License Server, 43
farm selection, 47
firewall configuration, 46
hosting infrastructure, 57
icon selection, 55
license agreement, 45
Microsoft .NET Framework install dialog box, 44
publishing options, 56
restart dialog box, 48
setup wizard, 45
TCP/IP port number, 46
users/groups selection, 54
virtual desktop status, 56
virtual desktops, 52-53
Windows logo warning, 48
Virtual desktop infrastructure (VDI), 1
basic layout of, 2
Citrix approach, 3—4
vs. RDS, 2
Virtual desktops, 458-459
with provisioning server, /166
without provisioning server, 166
Virtual desktops installation
active directory, 66—-67
disk, 66
memory, 65
Microsoft License, 67

network, 66
tweaks
audio, 68
disable menu animations, 68
graphics, 67
Windows Vista and 7, 68
vCPU, 66
Virtual Disks (vDisks)
access mode, 474
Active Directory, 209-214, 272-213
add existing vDisks, 4171
adding virtual desktop to desktop group, 248-249
architecture, 198-199
assigning base target device, 214-220
hypervisors, 218-220, 219
SCVMM, 216, 216-217
VMware, 216-220, 217-219
XenServer, 214, 215
assigning to target device, 472
configure settings, 203-204
Active Directory integration, 204
high availability, 203-204, 205
copying target device hard drive to vDisk, 227-232
creating, 200-201
creating base target device, 206-258
collection menu, 207
device collection, 206, 206
device creation, 207
Delivery Services Console, 408
desktop group properties, 409
hypervisors, 208-214, 212
mounting to test virtual desktop, 234-248
provisioning server, 243-248
SCVMM, 235-241
VMware, 241
XenServer, 234-235
mounting to two virtual desktops, 249-258
multiple versions of, 471
private mode, 198, 7198
Provisioning Services Console, 408—409, 412
recommendations, 200
removing locks, 232
replace vDisk assignment, 474
roll back vDisk assignment, 475
standard mode, 199, 199, 200
store options, 410
target device software installation
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