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Basic information

The Windows Operating System Internals Curriculum Resource Kit (CRK) is a pool of materials for a course that explains operating systems (OS) concepts based on the Microsoft Windows XP and Windows Server 2003 operating system family, structured following the ACM/IEEE Operating System Body of Knowledge (“BOK”) as defined in Computing Curriculum 2001 project by the Joint IEEE and ACM Task Force (“CC2001”).

The course is based on the book Windows Internals, 4th edition (Microsoft Press, 2004) by Mark Russinovich and David Solomon. The experiments, lab descriptions, quizzes, and assignments, which are an integral part of the course materials, have been adapted for university use and tested over the last five years in context of an Operating Systems Architecture class taught by Andreas Polze at Humboldt University of Berlin and Hasso-Plattner-Institute at University Potsdam, Germany.

Within this graduate course syllabus, we discuss suggested structuring of a graduate course built upon a classic undergraduate level OS course of one semester length.

Principal Structuring of the Learning Materials

This version of the Windows Operating System Internals CRK materials consists of Units OS1 to OS12 from the ACM/IEEE Operating System BOK. In addition, the CRK contains three supplementary units covering additional topics outside the scope of the BOK (see outline below).

For each of the units, there are basic and advanced modules. Also, following the BOK convention, units are marked as core or elective. A graduate course will concentrate on the elective units OS 6-12 as well as on the three supplementary units. Where appropriate, elective units (such as OS 10 Fault-Tolerance and OS 11 Performance Evaluation) refer back to more basic units (such as OS 4 Scheduling and Dispatch and OS 5 Memory Management). Following these references, a graduate course will deepen understanding of core OS mechanisms and concentrate on the advanced sections of the core modules. 

The units are scaleable to multiple academic levels and can be used by faculty staff in whole or in part for teaching OS courses in academic institutions. Supplementary units focus on comparing Linux and Windows kernels as well as on OS interoperability. Using these materials, a graduate course can be structured as extension to a non-Windows based undergraduate OS class as well. 

For a graduate-level seminar, experiments described in the lab manuals will provide a solid foundation. These experiments lend themselves to an in-depth experimental evaluation of OS behavior. Experimental results should be compared with similar findings on different OS platforms (Linux, Solaris, VMS).
Prerequisites
Students are expected to carry out lab assignments to experimentally evaluate and study certain implementation concepts. Some labs use available tools to dig into the internals of the OS; these labs assume a basic familiarity with using Windows. Some labs involve writing short programs in C that use various system calls, and therefore a working knowledge of the C programming language and their standard libraries. 

The course's purpose
This course emphasizes on a discussion of operating systems concepts, which is closely linked to one particular implementation – the Windows OS family. Given the ease-of-use of today’s commercial-off-the-shelf operating systems, students need to be actively motivated not to treat operating systems as black boxes, but to gain in-depth insight in the OS implementation. Using the Windows OS family as primary target of discussion, the course will also provide links and comparison to other operating systems (such as Linux, Mac OS X, BSD Unix, Unix System V).

For a graduate-level course, a number of topics require additional investigation outside of the scope of the Windows OS. This is particularly true for units such as OS9 – Real Time, OS10 – Fault-Tolerance, and OS-B/C – Interoperability and Comparison.

Learning objectives
Besides teaching operating system architecture, the course expects students to take on the viewpoint of a physician, who formulates a hypothesis about a particular process or phenomenon, and verifies or falsifies the hypothesis using certain experimental setups.

Therefore, within the course, students will:

· Learn principal concepts, goals, and architectural approaches applicable to the implementation of any desktop operating system.

· Gather understanding on design decisions taken by the architects and implementers of the Windows OS family.

· Experimentally verify certain statements concerning implementation details of the Windows OS family (using tools from the OS and various resource kits).

· Get a working knowledge on basic programming interfaces (Win32, Windows API) necessary for solving programming tasks given in the assignments.

· Contrast the implementation of the Windows OS family with approaches taken by other desktop operating systems.

Conceptual structure of the course
Units marked in bold font are in particular suited for a more advanced graduate course and will reference back to the basic units where appropriate.

1. Overview of Operating Systems – (Core) OS1

2. Operating System Principles – (Core) OS2

3. Concurrency – (Core) OS3

4. Scheduling and Dispatch – (Core) OS4

5. Memory Management – (Core) OS5

6. Device Management - The Input/Output System – (Elective) OS6
7. Protection and Security – (Elective) OS7
8. File System – (Elective) OS8

9. Real-time and Embedded Systems – (Elective) OS9

10. Fault-tolerance – (Elective) OS10

11. System Performance Evaluation and Troubleshooting – (Elective) OS11

12. Scripting – (Elective) OS12

A.
Windows Networking – (Supplementary)

B.
Comparing the Linux and Windows Kernels (Supplementary)

C.
Windows – Unix Interoperability (Supplementary)

Format of the course
The course consists of four major parts, namely

1. Lecture, presentation of slides (in class)

2. Lab experiments (to be done in class and repeated during self-study)

3. Review questions/quizzes (to be done in class)

4. Assignments (to be done at home)

Grading will be done based on evaluation of the assignments and examination results.

Textbooks and readings
· Mark E. Russinovich and David A. Solomon, Microsoft Windows Internals, 4th Edition, Microsoft Press, 2004.
(This book is the course’s direct companion - required reading).

· Jeffrey Richter, Programming Applications for Microsoft Windows, 4th Edition, Microsoft Press, September 1999.
(This book provides a comprehensive discussion of the Windows API – suggested reading).

· Johnson M. Hart, Win32 System Programming: A Windows® 2000 Application Developer's Guide, 2nd Edition, Addison-Wesley, 2000.
 (This book discusses select Windows programming problems and addresses the problem of portable programming by comparing Windows and Unix approaches).

· Andrew S. Tanenbaum, Distributed Operating Systems, Prentice Hall, 1995.
(This text accompanies the course’s advanced modules and offers students an explanation of the concepts of distributed operating systems).

· 12 hour Windows Internals COMPLETE Video (“Video”) by David Solomon and Mark Russinovich (optional).  See http://www.solsem.com for more information.

· http://www.sysinternals.com
(Tools used in labs and experiments)

· http://msdn.microsoft.com 
(Online resource for information on APIs required during work on assignments).

Additional materials or equipment needed for the course
In order to follow the course and to re-examine experiments and demonstrations given during the lectures, students need to have access to a computer running Windows XP or Windows Server 2003. The operating system software, resource kits, and developer tools are accessible in North America, India, APAC and EMEA through the MSDN AA program.

Grading and important drop dates
Based on our 5-year experience in teaching a similar operating systems class at Humboldt University of Berlin and Hasso-Plattner-Institute at University Potsdam, Germany, we suggest the following regulations with respect to withdrawal from the course.

1. Students may withdraw from the course without a penalty up to the moment when the first assignment is due (typically 3rd week).

2. Students have to form study groups of 2-3 who work jointly on assignments.

3. In order to be eligible for participation in the final exam, students have to hand in solutions for every series of assignment. They have to reach at least 50% of the maximum points on each series.

4. There will be a written final exam at the end of the semester 
(Sample exams and solutions will be provided to instructors as part of the course).

Estimate of students’ workload
The basic course material can be covered in a one-semester, weekly 90-minuted lecture. Basic and advanced modules together account for two 90-minutes lectures over one-semester. Students should expect at least the same amount (2-4 hours) of time for reading and self-study in context of the lecture. 

Assignments will be provided on a bi-weekly basis (6-7 series; one assignment per major course unit). Students will be required to write/compile/execute C programs in order to solve the assignments. Students should allocate 2-4 hours per week for working on the assignments.
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