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Preface

From the early days of wireless communication, the ability to transmit news,
thoughts, and feelings without wires has revolutionized our daily lives. The
radio broadcasts of the 1920s brought instant news and entertainment to
households al over the world. The adoption of television in the 1950s added
avisual aspect to the experience. CB radio made a big impact in the 1970s,
dlowing individuas within alimited distance to talk with each other while

on the road. In the 1980s, cellular phones and pagers alowed people to be
connected to their home or office no matter where they were. Now at the
start of the 21™ century, low-cost, high-speed wireless data networking has
become areality. Anyone can go to his or her local computer store and
easily purchase wireless networking equipment that can transmit packet-
based data at millions of bits per second.

Throughout the entire process, the integrity and confidentiality of the
information traveling through the air has always been a concern. Who is
really broadcasting the signal you are receiving? |s anyone eavesdropping
on the signa? How can you make sure that an eavesdropper is unable to
obtain useful information from the signal? These questions are not
particularly important when you are watching television but become critical
when you are transmitting data between military instalations or making a
stock transaction over the Internet using your 802.11b-capable PDA. Due to
the ease with which an attacker can intercept or modify your 802.11b
communications, it isimperative that you understand the risksin using a
wireless network and how to protect yoursalf, your infrastructure, and your
users.

Assumptions About the Reader

This book isaimed at network engineers, security engineers, systems
adminigtrators, or general hobbyists interested in deploying secure 802.11b-
based systems. Primarily, the discussions in this book revolve around Linux
and FreeBSD. However, there is agreat deal of general-purpose information
as well as tips and techniques for Windows users and users of firmware-
based wireless access points.



The book assumes the reader is familiar with the installation and
maintenance of Linux or FreeBSD systems. The techniques in the book rely
heavily on custom kernel configuration, startup scripts, and general
knowledge of how to configure the operating systems. We provide links and
references to resources to help with these issues but do not address then
directly. This book concentrates on the issues germane to wireless security
and leaves the operating-system-specific installation procedures as an
exercise to the user.

The reader is aso assumed to be familiar with genera networking concepts.
The reader should understand, at |east at a high level, concepts such as the
OSl layers, |P addressing, route tables, ARP, and well-known ports. We fed
this makes the book more readable and useful as aguide for wireless
networks, not networks in general. Again, we attempt to provide references
to other resources to assist readers who may be unfamiliar with these topics.

Scope of the Book

This book attempts to give you all the knowledge and tools required to build
a secure wireless network using Linux and FreeBSD. Y ou will be able to use
this book as a roadmap to deploy a wireless network; from the client to the
access point to the gateway, it is al documented in the book. Thisis
accomplished by atwo-step process. First, we talk about wireless and
802.11b in general. This book will give you a broad basisin theory and
practice of wireless security. This provides you with the technical grounding
required to think about how the rest of the book applies to your specific
needs and situations.

The second part of this book details the technical setup instructions needed
for both operations systems including kernel configurations and various
startup files. We approach the specific technical setup using a"from the
edge to the core" concept. We start by examining the security of awireless
client that is at the very edge of the network. Then, we move toward the core
by providing a method of setting up a secure access point for client use.
From there, we move even farther toward the core by examining secure
configuration of the network's IP gateway. Findly, we zoom all the way out
and discuss security solutions that involve many parts of the network,
including end-to-end security.

Part | provides an introduction to wireless networks and the sorts of attacks
the system administrator can expect.

Chapter 1 introduces wireless networking and some high-level security



concerns. The chapter talks briefly about basic radio transmission issues
such as signa strength and types of antennas. It al'so examines the
differences and similarities between members of the 802.11 suite of
protocols. Finaly, we discuss the Wired Equivaency Protocol (WEP) and
its weaknesses.

Chapter 2 examines the types and consequences of attacks that can be
launched against a wireless network. This chapter opens with a discussion of
denial-of-service attacks, proceeds to man-in-the-middle attacks, and
finishes with a section on illicit use of network resources.

Part 1| shows you how to lock down awireless client machine such as a
laptop. These chapters contain general security best practices for
workstations (which are, unfortunately, rarely used). They aso contain
specific wireless kernel, startup, and card configuration. Finaly, we provide
tactics for stopping attackers on the same wireless network as well as how to
audit the entire workstation.

Chapter 3 discusses the general approach and concerns for securing a
wireless client. This chapter provides a foundation for the five OS-specific
chapters that follow it.

Chapter 4 discusses specific concerns for securing a FreeBSD wireless
client. This chapter discusses kerndl, interface, and operating system
configuration issues. It also presents techniques and tools for detecting
various attacks and defending against them.

Chapter 5 discusses specific concerns for securing a Linux wireless client.
Kernd, interface, and operating system configuration issues are presented.
This chapter aso presents techniques and tools for detecting various attacks
and defending against them including abasic firewall configuration.

Chapter 6 discusses specific concerns for securing an OpenBSD wireless
client. This chapter discusses kerndl, interface, and operating system
configuration issues that are unique to OpenBSD. It aso presents techniques
and tools for detecting various attacks and defending against them.

Chapter 7 shows how to securely configure aMac OS X wireless client.
Techniques for hardening the operating system aswell as firewall
configurations are presented in this chapter.

Chapter 8 provides abrief discussion of securing a Microsoft Windows
wireless client. Basic ideas such as anti-virus software and firewall options
are covered in this chapter.

Part 111 covers the configuration and security of access points.

Chapter 9 shows how to install and securely configure awireless access
point. This chapter starts with a discussion of generic security problems
occurring on most access points, especialy firmware access points



commonly available at computer stores. We also describe the installation
and secure configuration of the HostAP drivers for Linux, FreeBSD, and
OpenBSD.

Part IV covers the more complex issue of gateway configuration on several
platforms.

Chapter 10 discusses the generd issues related to the configuration and
deployment of the network gateway. The discussion in this chapter frames
the concerns that will be addressed using the configuration guides of the
three chapters that follow it.

Chapter 11 provides the steps necessary to install and configure a properly
secured | P gateway for awireless network. The chapter discusses how to
install the operating system and bring up al of the network interfaces. From
there, firewall rules are presented with an explanation of why each ruleis
necessary. Finaly, ingtallation and configuration of supporting services such
as DHCP and DNS are provided.

Chapter 12 issmilar to Chapter 11 except the configurations and
suggestions are for FreeBSD.

Chapter 13 issmilar to Chapter 11 except the configurations and
suggestions are for OpenBSD.

The remainder of the book covers technologies and techniques that can be
used across the entire network.

Chapter 14 covers supplementary tools that can help secure wireless network
traffic. This chapter examines the use of portals to control network access.
Next, we examine the use of 802.1x and VPNSs to secure the network.
Chapter 15 examines the interplay between the clients, access points, and
gateways. This chapter opens with a discussion of how the users affect the
architecture of the network. Finaly, we attempt to look into the crystal ball
and determine what the future holds for wireless security.

Conventions Used in This Book

Italic is used for commands, directory names, filenames, scripts,
emphasis, and the first use of technical terms,

Const ant w dt h isused for |P addresses, network interfaces,
partitions, and references to code in regular text.

Constant width italic isusedfor replaceable text.



Constant width bold italic isusedfor userinput.

Pay specia attention to notes set apart from the text with the following
icons:

Thisisatip. It contains useful supplementary information
4. @bout the topic at hand.

[] A

i a

N
F s
“wh

—_ Thisisawarning. It helps you solve and avoid annoying
problems.

Other Sources of Information

Wireless security is adynamic field of study. It isimportant to know where
to obtain the latest information on wireless technologies as well as
information on the latest attacks. At the time of this writing, there are many
standards under development that may drastically change the wireless
landscape within the next few years. In addition, the features provided in
each operating system are being enhanced and expanded constantly, so it is
important to know how those changes impact your deployment.

More links can be found at: http://www.dailywireless.org.

Standards and References

|EEE 802 Standards Onlineis at http://standards.ieee.org/geti ece802/.
The Wirdess Ethernet Compatibility Allianceis at
http://mwww.wird essethernet.org/.

Operating-System-Specific Documentation

Linux Netfilter documentation is at http://www.netfilter.org.

The HostAP driver for Linux is at http://hostap.epitest.fi.

The FreeBSD Handbook is at http://www.freebsd.org/doc/en US.| SO8859-
1/books/handbook/index.html.

Mailing Lists

The bugtraq mailing list is a primary source for breaking news on software
vulnerabilities. The vuln-dev mailing list occasionaly has in-depth



discussions on security problems with wireless networks. Both can be
subscribed to at http://www.securityfocus.com.

We'd Like to Hear from You

We have tested and verified the information in this book to the best of our
ability, but you may find that features have changed (or even that we have
made mistakes!). Please let us know about any errors you find, aswell as
your suggestions for future editions, by writing to:

O'Reilly & Associates, Inc.

1005 Gravenstein Highway North

Sebastopol, CA 95472

(800) 998-9938 (in the United States or Canada)

(707) 829-0515 (international/local)

(707) 829-0104 (fax)
We have aweb page for this book where we list examples and any plans for
future editions. Y ou can access this information at:

http://www.orellly.convcatal og/80211security
Y ou can aso send messages electronically. To be put on the mailing list or
request a catalog, send email to:

info@oreilly.com
To comment on the book, send email to:

bookguestions@oreilly.com
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Part |: 802.11 Security Basics

The phrase "wireless security” is considered by some to be an
oxymoron. How can a system with no physical security hopeto
facilitate secure data transport? Well, with careful planning and
configuration, awireless network can protect itself from many
types of attacks and become almost as secure as its wired
counterpart. 802.11 can be deployed with various security
mechanisms to provide robust, mobile, and hardened network
infrastructure. In order to understand how and when to use the
security tools at hand, you must first understand the underlying
structure of the 802.11 protocol as well as the risks associated
with deploying and using a wirdless network. The following
chapters will provide the basic grounding in how the 802.11
protocols work, the inherent security mechanismsit has, and
how an attacker will attempt to exploit weak spots within a
wireless network.



Chapter 1. A Wireless World

Wireless networking is revolutionizing the way people work and play. By
removing physical constraints commonly associated with high-speed
networking, individuals are able to use networks in ways never possible in
the past. Students can be connected to the Internet from anywhere on
campus. Family members can check email from anywhere in a house.
Neighbors can pool resources and share one high-speed Internet connection.
Over the past severa years, the price of wireless networking equipment has
dropped significantly. Wireless NICs are nearing the price of their wired
counterparts. At the same time, performance has increased dramaticaly. In
1998, Wireless Local Area Networks (WLAN) topped out at 2Mb/s. In
2002, WLANSs have reached speeds of 54Mb/s and higher.

Unfortunately, wireless networking is a double-edged sword. Wireless users
have many more opportunitiesin front of them, but those opportunities open
up the user to greater risk. The risk model of network security has been
firmly entrenched in the concept that the physical layer is at least somewhat
secure. With wireless networking, there is no physical security. Theradio
waves that make wireless networking possible are a'so what make wireless
networking so dangerous. An attacker can be anywhere nearby listening to
al the traffic from your networkxxxmdashxxxin your yard, in the parking lot
across the street, or on the hill outside of town. By properly engineering and
using your wireless network, you can keep attackers at bay.

This chapter serves as an introduction to wireless networking and some of
the high-level security concerns. Building a secure wireless network requires
awide breadth of knowledge; from the low-level aspects of radio
transmission to understanding how various applications interact with the
network. By understanding how all aspects of the network interact, you can
safely and freely use wireless networks.

1.1 What Is Wireless?

The term wireless means different things to different people. In general, the
term reflects any means of communication that occurs without wires. In this



buzzword-compliant time, many of the following terms are synonymous
with the word wirgless:

PCS
WAP
WTLS
WML
802.11b
Wi-Fi
HomeRF
Bluetooth

While al these terms mean "wireless' to some, most refer to different
technologies. Persona Communication Systems (PCS) is a standard for
cellular communication. Wireless Application Protocol (WAP) is
mechanism of distributing data to lightweight wireless devices. Wireless
Transport Layer Security (WTLS) performs for WAP the same role SSL
does for web traffic. Wirdess Markup Language (WML ) is a lightweight
markup language smilar to HTML but designed to be rendered on small
screens with low bandwidth use.

HomeRF and the 802.11 standards are competing wireless LAN protocols.
They are analogous to protocols such as 802.3 Ethernet on wired networks.
802.11 is astandard developed and ratified by the Institute of Electrical and
Electronics Engineers (IEEE). 802.11 products approved by the Wireless
Ethernet Compatibility Alliance, are branded with the Wi-F mark to certify
interoperability. HomeRF on the other hand is a standard developed by a
group of corporations and lacks international recognition. Intel, one of the
primary backers of HomeRF, stopped producing HomeRF equipment in late
2001 in favor of 802.11. In genera, the mgority of WLANS in use today are
based on the 802.11 standard.

Bluetooth is another popular wireless network standard. Bluetooth networks
operate on asmaller scale than a LAN. A network of Bluetooth devicesis
typicaly referred to as a Personal Area Network (PAN). Bluetooth enables
personal devices such as cell phones, personal digital assistants, and watches
to communicate. Bluetooth was designed to operate in small areas (about the
size of acubicle) with very low power consumption.

There are many reasons people choose to deploy a WLAN:

Increased productivity due to increased mobility
Lower infrastructure cost compared to wired networks



Rapid deployment schedules
Aesthetically unobtrusive

Wireless LANSs are being deployed at arapid rate but with little regard to
security. This book focuses on wireless LANsin general and 802.11-based
networks in particular and will attempt to outline strategies and
implementations that you can use to deploy a secure wireless network.

1.2 Radio Transmission

Wireless networking is accomplished by sending and receiving radio waves
between a transmitter and receiver. The theory behind RF data transmission
can get very complicated and is outside the scope of this book. However,
there are some basic concepts you should understand when you implement a
WLAN.

1.2.1 Data Rate

A radio wave consists of electromagnetic energy. Visblelight, television
transmissions, and cosmic radiation are al forms of radio waves. Regardliess
of the type or purpose of the electromagnetic energy, these waves can be
measured by several metrics. The frequency of aradio wave is how often the
waveform completes a cycle in a given amount of time. The most common
unit of measurement of frequency isthe Hertz (Hz). A 1 Hz signa completes
one cycle per second while a 10 Hz signal completes 10 cycles per second.
Figure 1-1 shows the difference between the waveforms of a10 Hz signal

and alHz sgnal.

Figure 1-1. A 10 Hz signal (top) and 1 Hz signal (bottom)




Generally, the faster the frequency, the more information you can transmit
and receive. The method of encoding (or modulating) the data affects the
amount that can be transmitted. Some encoding techniques are more resilient
to errors but end up with lower data rates. Conversely, high datarate
modulation mechanisms may be more susceptible to outside interference.

1.2.2 Signal Strength

In the most general sense, the strength of asignal is the amplitude of its
radio waveform. The unit of measurement of amplitude (or power) of aradio
wave isawatt (W). WLAN devices typicaly transmit with a power of 30
milliwatts.

The strength of the signal decreases as it travels through its transmission
mediumxxxmdashxxxin this case, the air. This process of power lossis
caled attenuation. The amount of attenuation varies depending on the
frequency of the signa and the medium through which it is traveling.
Amplifiers can be added aong a transmission medium to add strength to a
signdl.

The amount of power added due to amplification or removed due to
attenuation is usualy expressed in decibels (dB). Decibels provide ardative
(logarithmic) measurement of signa strength. Each increase of three dB
indicates a doubling in strength. Decibels are convenient because values can
be added and subtracted from each other without need for complex
mathematics.

While asigna is being received by aradio, the signal is also subject to noise
at the same frequency as the signal. This noise may be due to environmental
causes such as cosmic radiation or man-made reasons such as microwave
ovens or even other radios operating in the same frequency. The ratio of the
power of the received signal versus the power of the received noise is called
the signal to noise ratio (SNR). The higher the SNR, the better the quality of
the datasignal.

1.2.3 Antennas

Antennas are critical to radios sending and receiving radio waves. They turn
electrical impulses into radio waveforms and vice versa. There are hundreds
of different kinds of antennas, but they can be grouped roughly into two
categories. omni-directional and directional.

The name omni-directional implies that these antennas radiate
electromagnetic energy regularly in al directions. Thisis not the case. They



usualy strongly radiate waves uniformly in two dimensions and not as
strongly in the third. These antennas are effective for irradiating areas where
the location of other wireless stations will vary with time like an office with
many |aptop computers.

Directional antennas attempt to focus the radio waves into a more
congtrained area. Directiona antennas lack the versatility of omni-
directional antennas, however they are able to utilize their power much more
effectively by only emitting energy where it is needed. Directiona antennas
are useful for fixed location installations such as a radio connection between
two buildings. As a general rule of thumb, the higher the frequency of the
wave, the more transmission can be focused using a directional antenna.
Figure 1-2 shows the difference in radiation patterns between an omni-
directiona antenna and a directiona antenna.

Figure 1-2. The radiation patterns of an omni-directional and a
directional antenna

Sometimes antennas are deployed using diversity. Diversity iswhere aradio
has multiple antennas attached to it. For a given signal, the radio decides
what antenna it wants to send to and/or receive from. This alows the radio
to adapt to propagation problems that may be affecting one antenna but not
another. Many 802.11 PC cards have internal diversity antennas that make
them more robust in hostile environments such as atypical office.

1.3 Inherent Insecurity

Data in conventiona networks travels across wired mediums. Coaxia cable,
twisted pairs of copper wire, and strands of fiber optics have been the
foundation for networks for many years. In order to view, interrupt, or



manipulate the data being transmitted, the wires or switching equipment
have to be physically accessed or compromised.

W a

An attacker does not need to physicaly tap into wired

%3 J. communication in order to eavesdrop on it. Wired

** communication that uses electrons to transmit data (such
as phone calls and 10BaseT Ethernet) radiates small
amounts of eectromagnetic energy. With highly
sophisticated equipment, an attacker can reconstruct the
origina data stream from the radiated energy. The skill
required to pull off this attack as well asthe relative
proximity the attack requires, however, makesit highly
unlikely.

Restrictions on physical access to network cables have been a cornerstone of
information security. While physical protection of cables obviously does not
solve al the network security problems, it helps mitigate the risk of certain
man-in-the-middle (MITM) attacks. Wires are relatively easy to keep
physically secure. Placing wires inside of a controlled space such as a data
center keeps the physical layer secure from the mgority of attackers.

When using radio frequency (RF) communication channels such as a
WLAN, users lose the fundamental physical security given to them by wires.
WLANS use high frequency radio waves to transmit their data. These RF
waves travel through the air and are difficult to physically constrain. RF
waves can pass through walls, under cracks in doors, across streets, and into
other buildings. Even if awireless access point is located inside a physicaly
controlled data center, the wireless data may |eave the bounds of the data
center into uncontrolled spaces, as shown in Figure 1-3.

Figure 1-3. Wireless signals travel outside of controlled areas

... Buidiogwall ...

Wireless connecthon
Attacker

Wired connection



Data on 802.11 networks can be intercepted from large distancesif the
attacker has line of sight. Peter Shipley, a security professional who
performed some early research into wireless security, was able to eavesdrop
on wireless networks in downtown San Francisco from the hills of Berkeley.
That's a distance of over 20 miles! For more info on Peter's research, see his
web ste at http://www.dis.org/wl/maps.

War Driving

Attackers use many methods to gather information on computer
systems that they may attack. There are automated tools to scan
various networks for the existence of computer systems that may be
good targets.

Before the large-scale adoption of the Internet, attackers would use
automated scripts to dia large blocks of phone numbersin an effort
to find modems. If the script found a modem, it would log various
information about it (the number dialed, any prompt that was given,
etc.), then move on to the next number. After the script was
completed, the attacker could examine the output and determine
numbers that may warrant further investigation. This practice of
dialing in bulk became known as war dialing.

Asthe Internet gained popularity, attackers found a more efficient
way to find interesting systems. By scanning large blocks of IP space
for hosts and scanning those hosts for services, attackers could find
weak systems to attack. This practice, known as port scanning, is
very common and very effective.

WLANS have now become the target of mass data harvesting scripts
that aim to accomplish the same goa . Using specialized software, a
GPS, and a wireless-enabled |aptop, an attacker can drive through a
metropolitan arealooking for wireless access points. The software
logs varied information about the access points including latitude,
longitude, and configuration. After logging all of this data, an

attacker can examine the results to find a vulnerable WLAN. This
practice has come to be known as war driving, due to its Smilarity to
Its phone-system-based predecessor.

Due to the lack of physical control of where the wireless network data may
end up, WLANS create specia risks for users, administrators, and owners.
Eavesdroppers many miles away may be able to intercept sensitive
information or access machines that would be otherwise be protected by a
firewall. When deploying a wireless network, the fundamental insecurity of
the physical medium should drive the overall architecture.



1.4 802.11

Wireless networks are showing up everywhere. Corporations are deploying
WLANSsto allow employees to roam freely around corporate campuses
without leaving the network. Some airports offer wireless access so business
travelers can be continue to be productive while waiting for plane

departures. Communities are banding together to provide wireless Internet
access to homes that may not have direct access to wired broadband
networks.

This rapid and widespread adoption would not be possible without awell-
documented and structured set of protocols. The 802.11 family of protocols
provides the basis for interoperability between equipment from different
vendors. A PC card that utilizes the 802.11b specification from vendor A
can communicate with an 802.11b-compliant access point from vendor B.

1.4.1 History of 802.11

The |EEE is an internationally recognized standards setting body. The IEEE
has along history of approving and maintaining standards that set the stage
for industry innovation.
The |EEE breaks their standards into various committees. The IEEE 802
Committee deals with Local and Metropolitan Area Networks. The 802
series of standards is broken into working groups that focus on specific
Issues within the overall discipline of LANs and MANS.
The following isalist of some of the working groups within the 802 series:
802.1

Bridging and Management
802.2

Logica Link Control
802.3

CSMA/CD Access Method
802.4

Token-Passing Bus Access Method
802.7

Broadband LAN
802.11

Wireless



The 802.11 Working Group was formed in September of 1990. Their goal
was to create awireless LAN specification that will operate in one of the
Industrial, Scientific, and Medical (ISM) frequency ranges. The first 802.11
standard was released in 1997.

- The |SM bands are ranges of radio frequency transmission
% 4. that are set aside by the FCC for low-power unlicensed
operation. Cordless phones, for example, commonly use
the 900 MHz and 2.4 GHz bands. Various 802.11
protocols use either the 2.4 GHz band or the 5 GHz ISM
bands.

The 802 standards address the lower levels of the OSI model. However, for
those familiar with the OSl layered model, the 802 series splits the data link
layer into two parts. Logica Link Control (LLC) and Media Access (MAC).
The 802.2 standard defines a common LLC layer that can be used by other
802 MAC and Physical Layer (PHY) standards. The most common 802-
based MAC and PHY standard is 802.3 CSMA/CD Access Method,
otherwise known as Ethernet.

The 802.11 protocols address the MAC and PHY layers independently. The
MAC layer handles moving data between the link layer and the physical
medium. It is agnostic to the currently existing PHY standards that are in
deployment today. Figure 1-4 shows how the lower layers of the OSI model
match up to the concepts outlined in the 802 series of protocols.

Figure 1-4. The OSl layers and corresponding 802 structure
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There are many different PHY standards in use today. The origina 802.11
specification documented three different mechanisms: Infrared, 2.4 GHz
Frequency Hopping Spread Spectrum (FHSS), and 2.4 GHz Direct Sequence
Spread Spectrum (DSSS). All these mechanisms provided a1 or 2 Mb/s data
rate depending on the signal quality. The original 802.11 specification had
low throughput and interoperability problems. A card that implemented
802.11 with DSSS could not communicate with a device that used FHSS
802.11.



802.11b, released in 1999, specified anew PHY that provided a higher bit
rate using DSSS in the 2.4 GHz range. 802.11b can transmit dataup to 11
Mb/s but will scale down to 1 Mb/s based on conditions. Due to the higher
bit rate and increased interoperability, 802.11b has gained rapid deployment.
After the interoperability problems of the first 802.11 specification,
companies in the WLAN industry banded together and created Wireless
Ethernet Compatibility Alliance (WECA). WECA certifies products that use
the 802.11b protocol. Their certification mark is Wi-Fi, which stands for
Wireless Fiddlity. A product that has been stamped with the Wi-Fi logo is
certified to interoperate with other Wi-Fi devices.

802.11a, aPHY released in 2001, operates in the 5 GHz range. It provides
for a bit rate of up to 54 Mb/s and uses a new modulation method called
Orthogona Frequency Divison Multiplexing (OFDM). Some vendors have
proprietary implementations that double the bit rate of 802.11ato 102 Mby/s.
802.11g isthe fourth PHY specification from the IEEE. It operatesin the
same 2.4 GHz range as 802.11b but uses OFDM like 802.11a. Operating at
up to 22 Mb/s, it is seen as the middleman between the 802.11b and the
802.11a standards. Table 1-1 shows the 802.11 PHY specifications.

Table 1-1. PHY specifications

802.11 PHY | Max Data Rate Frequency Modulation
802.11 2Mbl/s 24GHzand IR |FHSS and DSSS
802.11b 11Mb/s 2.4GHz DSSS
802.11g 22Mbls 2.4GHz OFDM
802.11a 54Mb/s 5GHz OFDM

802.11b is currently the most deployed type of wireless LAN. Eleven
separate channels can be selected for use in the 2.4GHz range. These
channels actually have overlapping bands of frequencies, asillustrated in
Figure 1-5. Using overlapping channelsin nearby networks can cause bad
interference. Most deployments have settled on using the three channels 1, 6,
and 11, as this maximizes the number of non-overlgpping channels available
for use. Be especialy aware of overlapping channels when deploying a
network near the wireless LANSs of other organizations; be a good neighbor,
and don't interfere with the frequencies already in use around you.

Figure 1-5. 802.11b channels
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1.5 Structure of 802.11 MAC

Regardless of the underlying PHY used, the MAC is the same for all
currently deployed 802.11 wireless technologies. The 802.11 MAC provides
severa functions: access to the wireless medium, joining and leaving a
network, and security services.

Access to the wireless medium is controlled by a contention-based protocol
caled Carrier Sense Multiple Access with Collision Avoidance
(CSMA/CA). Thisisasmilar method to the one used in wired Ethernet.
Like wired Ethernet, 802.11 devices are contending for the same physical
transmission medium. If two or more devices are transmitting at the same
time, thelr signals collide and it isimpossible for the receiving station to
discern the one signal from the other. CSMA/CA provides away for 802.11
devices to probe the medium to seeif it isin use and then lock the medium
while they transmit.

Since 802.11 wirdless networks use a shared medium, the more devices that
are trying to access it, the lower the effective throughput will be. Thisis
smilar to standard wired Ethernet. When an 802.11 device is transmitting,
no other device in the network may transmit data. If there are multiple
devices trying to send large amounts of data, there will be heavy contention
for the airwaves. This congestion gets worse as more machines are added or
more data is being transmitted.

1.5.1 BSS and IBSS

The core unit of an 802.11 network is called aBasic Service Set (BSS). A
BSS consists of a central access point (AP) and client stations. The AP
coordinates al of the activities within the BSS. Due to this centralized
control, BSS networks are sometimes called infrastructure networks. A BSS
Isidentified by a service-set identifier (SSID). This can generally be thought
of as the name of the wireless network.

A gstation that wantsto join a BSS network will ook for available APs.



Some APs send beacons to inform stations of the AP's existence. Other APs
suppress beacons for security reasons. Without a beacon, a station must
know the SSID of the AP apriori.

Once a dtation has identified a BSS it wants to join, it sends an association
request to the AP. The station and AP go through a handshake process that
exchanges vita information regarding the network as well as any
authentication that may be needed in order for the client to join the network.
For more information on the authentication process, see Section 1.6.2 later
in this chapter.

Once the station has associated itsalf with the AP, it has officialy joined the
wireless network. From this point forward, the AP intermediates network
communication with the station. The AP may relay traffic between two
stations that are communicating with each other. The AP may also act asa
bridge between the 802.11 network and a wired network such an 802.3
network.

When a station is done using the wireless network, it should disassociate
from the AP. Thisalows the AP to clear up any internal memory it may
have been using for the associated client. However, since stations may leave
the network without disassociating (i.e., if auser roams out of range of the
AP), APswill time out associations that haven't been used for a period of
time,

In order to facilitate networks that may not have an AP to coordinate
communications, an independent BSS (IBSS) may be formed between two
stations. An IBSS network (sometimes called ad-hoc) allows two stations to
associate directly with each other without an AP. While IBSS networks do
not scale like BSS networks, they can be very useful for short-lived
networks such as a head-to-head network game between two friends.

1.6 WEP

I nterception of radio communications has been a problem for aslong as
radios have been used to transmit senditive information. Radio-based
communication can be used to transmit instructions to troops during warfare,
credit-card info from a cell phone, or passwords from a laptop to a remote
web site. Since radio transmissions travel in unsecured areas, interception of
these radio signals by an attacker isareal threat. In order to protect the data
from eavesdroppers, various forms of encryption have been used to scramble



the data. Sometimes these encryption mechanisms have been successful;
other mechanisms have been compromised, thereby subverting the security
of the data.

The 802.11 MAC specification describes an encryption protocol called
Wired Equivaent Privacy (WEP). The goa of WEP isto make WLAN
communication as secure as wired LAN data transmissions would be. If
WEP were to meet this goal, it would alow network architects to deploy
wired and wireless LANS interchangeably without regard to different
security risks.

WEP provides two critical piecesto the wireless security architecture:
authentication and confidentiality. WEP uses a shared key mechanism with a
symmetric cipher called RC4. The key that aclient is using for
authentication and encryption of the data stream must be the same key that
the AP uses. The 802.11 standard specifies a 40-bit key, however most
vendors have aso implemented a 104-bit key for greater security.

1.6.1 Encryption

Encryption of the data stream provides confidentiality of the data transmitted
between two WLAN devices. The encryption mechanism used in WEP isa
symmetric cipher; this means that the key that encrypts the data is the same
key that will decrypt the data. If both WLAN devices do not have the same
encryption key, the data transfer fails.

When WEP is used for communication, the original data packet (P) is first
checksummed (c). Then the checksum is added to the data to form the data
payload. Then the transmitting device creates a 24-hit random initidization
vector (IV). The device usesthe IV and the shared key (K) to encrypt the
data (Ex ,v(P,c)) with the RC4 agorithm to create the ciphertext data. Figure
1-6 shows how a WEP encrypted packet is formed.

The device then transmits the ciphertext and the IV to the remote device.
The remote device usesthe IV that it received from the network and the
shared key to decrypt the data and verify the checksum.

Figure 1-6. A WEP encrypted packet
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Some vendors claim to have 40-bit and 104-bit

- 4. encryption. Other vendors claim to have 64-bit and 128-
~ bit encryption. 40-bit and 64-bit encryption are actually
the same thing. Some vendorstreat the IV as part of the
key, others do not. While the IV istechnically part of the
key that RC4 uses to encrypt the data, it is transmitted in
the clear with the packet. Therefore it is not part of the
secret key. The same goes for 104-hit and 128-hit
encryption.

1.6.2 Authentication

When a station associates with an AP, the station must authenticate itself to
the AP. When the association occurs, the station and AP exchange the type
of authentication they will accept. If the authentication type is specified as
"open," then there is effectively no authentication. The AP and station
identify themselves to each other and the association is complete.

The devices may also select the "shared secret” authentication mechanism.
Station Alphawill send a nonce (random number) to station Beta. Station
Beta encrypts the random number using WEP and sends the result to station
Alpha. Station Alpha decrypts the packet and verifies the decrypted payload
equals the nonce it sent to station Beta. If the numbers match, then station
Alphanotifies station Beta that the authentication was successful and the
association is formed.

1.7 Problems with WEP

Unfortunately, the WEP specification within the 802.11 standard does not
provide wired-equivaent privacy. There are many problems with WEP that
greatly reduce its advertised security.

1.7.1 Key Management

The WEP standard compl etely ignores the issue of key management. This
causes problems with WLANS as the number of users grows. Using pre-
shared secret keys means that every client who has the key materia must be
fully trusted to use that material in alegitimate way. Thisleve of trust is not
redistic. If everyone on a network uses the same key, then anyone on the



network can decrypt traffic intended for any other device on the network.
Also, an uneducated but otherwise trustworthy user may give the key
material to another person (i.e., afriend or business associate who has
stopped by the office). This new user is outside the initia trusted group of
individuals who were issued the key material and could potentialy
compromise the network.

As the number of WLAN users grows and time passes, the amount of trust
placed in secrecy of the key declines. In order to overcome this reduced
trust, keys must be rotated periodically to reset the network to a trusted level.
WEP provides key enumeration to alow users and administrators to rotate
through a set of pre-shared keys. However, this does not drastically increase
the security of the network. Instead of one key being issued to users, severa
keys are issued a onetime. All keys are sill known by the users.

Vendors are beginning to implement a per-user shared key so that each end-
user device has a unique key that is shared with the access point. This
protects each user from the other users on the network. By giving away their
key to afriend, the only traffic they compromiseis their own.

1.7.2 Encryption Issues

The IEEE selected 40-hit encryption because it is exportable under most
nationa encryption laws. If the standard had only implemented 104-hit
encryption, many vendors would not have been able to ship their WLAN
products to other countries. Unfortunately, keys for 40-bit RC4 encryption
can be found through exhaustive searching (brute force) on modern
commodity PCs. A 40-bit key has just over atrillion possible values. A
modern PC can search that range to find the secret key in a matter of an hour
or two.

Scott Fluhrer, Itsk Mantin, and Adi Shamir released "Weaknesses in the
Key Scheduling Algorithm of RCA." The paper can be found a&
http://www.crypto.com/papers/others/rc4_ksaproc.ps. In the paper, the team
described aweakness in RC4 as it is implemented in the WEP protocol. The
Issue is not with RC4, but with the way it is used by WEP. The end result is
that WEP can be cracked if enough traffic can be intercepted. Also, asthe
key length grows, the time it takes grows linearly. Normally as an

encryption key grows, the time to break the key increases exponentidly. An
exponentia increase would cause a key with 41-bits to take twice aslong as
a40-bit key. In WEP, you need to increase the key size from 40 to 80-bits to
double the time it takes to find the key. This means that a 104-bit WEP key
provides no significant practical advantage over a 40-bit key. There are




severd freely available tools to crack WEP keys, including AirShort, which
can be downloaded from http://airsnort.shmoo.con.

Severd vendors have implemented the IV in a manner that reduces the
security of WEP even further. Some vendor implementations of WEP never
rotate the IV. The same IV isused for al packets sent from the client for the
lifetime of the association. Other vendors rotate the 1V in a predictable
fashion. This alows for even faster cryptanaytic attacks.

WEP has suffered from key management problems, implementation errors,
and overall weakness in the encryption mechanism. WEP may raise the bar
for an attacker but provides no real security from a determined attacker.
Regardless of the name, WLANS that use WEP should not be trusted in the
same way that wired networks are.

1.8 Is It Hopeless?

The wireless revolution is continuing forward, but from the picture painted
so far, it may seem as if wireless networks are doomed to be large security
problems. Fortunately, by understanding the risks involved in using wireless
networks and properly architecting your WLAN, you can safely use wireless
networks. The next step in building a secure network is understanding what
an attacker can and cannot do to your network, which welll cover in Chapter
2.



Chapter 2. Attacks and Risks

802.11 networks have unique vulnerabilities that make them an ideal avenue
of attack. Wireless networks cannot be physically secured the same way a
wired network can be. An attack against a wireless network can take place
anywhere: from the next office, the parking lot of your building, across the
street in the park, or a bluff many miles away.

Understanding the details of various attacks against your wireless
infrastructure is critical to determining how to defend yourself. Some attacks
are easy to implement but aren't particularly dangerous. Other attacks are
much more difficult to mount but can be devastating. Like any other aspect
of security, wireless security is agame of risk. By knowing the risks
involved in your network and making informed decisions about security
measures, you have a better chance at protecting yourself, your assets, and
your Users.

.1 An Example Network

Throughout this book, we will work toward the creation of the example
network illustrated in Figure 2-1. This network is split into three segments.
the Internet, a wireless network containing access points and wireless
clients, and awired network containing workstations, servers, and other
devices. A gateway mediates the traffic between these three segments. The
focus of this book is the security of the gateway, access points, and wireless
clients. We will also investigate the effects the security of these components
has upon the rest of the network and the external security issues that
originate from outside the wireless network.

All of these network components must work together, and implement
complimentary security, to establish a secure network. With that in mind, we
will begin by examining the classes of threats to the wireless network.

Figure 2-1. Architecture of example network
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2.2 Denial-of-Service Attacks

Denid-of-Service (DoY) attacks, which aim to prevent access to network
resources, can be devastating and difficult to protect against. Typical DoS
attacks involve flooding the network with traffic choking the transmission
lines and preventing other legitimate users from accessing services on the
network.

DoS attacks can target many different layers of the network. In order to
understand the risk of a DoS attack to a wireless network, you must first
understand the difference between various types of DoS attacks.

2.2.1 Application (OSI Layer 7)

An application-layer DoS is accomplished by sending large amounts of
otherwise legitimate requests to a network-aware application, such as
sending alarge amount of page requests to aweb server, swamping the
server process. The goal of thistype of attack isto prevent other users from
accessing the service by forcing the server to fulfill an excessive number of
transactions. The network itself may still be usable, but since the web server
process cannot respond to the users, access to service is denied. (This can
occasionally happen, innocently, when aweb site receives a sudden boost in
popularity due to alink from a high-traffic site, such as http://slashdot.org.)




2.2.2 Transport (OSI Layer 4)

A transport-layer DoS involves sending many connection requests to a host.
This type of attack istypicaly targeted against the operating system of the
victim's computer. A typical attack in this category isa SYN flood. Ina
SYN flood (SYN packets are the first step of a TCP connection), an attacker
sends an excessive number of TCP connection requests to a host hoping to
overwhelm the operating system's ability to track active TCP sessions. Most
operating systems have a limit to the number of connections per second they
will accept and alimit on the maximum number of connections they will
maintain. A successful SYN flood will overwhelm the operating system on
one of these two limits, thereby denying access to the services running on
that host. Asis the case in the application-based DoS, the network is usually
gtill functional, but the target host is unresponsive.

2.2.3 Network (OSI Layer 3)

A network-layer DoS is accomplished by sending a large amount of datato a
network. This type of attack targets the network infrastructure of the victim.
For example, an attacker may send 100 Mb/s of data to a network that can
only transmit 10 Mb/s. The victim network obvioudy cannot retransmit all
the data being sent to it, so the network equipment is forced to drop packets.
This excessive traffic may aso cause high loads on the CPUs within the
network equipment itself, causing further network problems.

A typical network-based DoS attack is a ping flood. An attacker generates
massive amounts of ICMP traffic destined for the victim network. (ICMP
packets are used for management functions such as querying the availability
and services of a host.) This usually saturates the victim's WAN links. By
cutting off the victim's LAN from the rest of the Internet, the attacker has
denied access to any services that reside on the victim's LAN.

2.2.4 Data-Link (OSI Layer 2)

A data-link DoS can target either a host or a network. Data-link atacks are
launched to disable the ability of hosts to access the local network even
though the hosts are still connected. An example of this would be flooding a
non-switched Ethernet network with invalid frames. An attacker (or
sometimes a mafunctioning NIC) can send repeated frame headers with no
payload. These headers are rebroadcast to al hosts on the network and
effectively tie up the medium. Data-link DoS attacks are not common on



wired networks because most networking gear has the intelligence to prevent
data-link attacks from propagating to hosts on the network.

2.2.5 Physical (OSI Layer 1)

A physical-layer DoS involves severing a host's connection to the network in
some fashion. Physical attacks are not common in wired networks because
they involve having direct access to the transmission medium involved in the
victim's network. For instance, WAN circuits are typically buried
underground and are difficult to access. LANs reside inside of buildings,
making them difficult targets as well. An example of an unintentiona

physical DoS attack is the dreaded backhoe DoS. Backhoe attacks are
common in areas of heavy construction where alarge piece of equipment
(like abackhoe) is digging near buried data cables. One wrong move by the
backhoe operator can sever thousands of telecommunications lines,
potentially taking down many services.

2.2.6 Wireless DoS Attacks

At the application and transport layers, there is nothing fundamentally
different between DoS attacks on wireless and wired networks. However,
there are critical differencesin the interaction between the network, data-
link, and physical layers that increase the risk of a DoS attack on awireless
network.

2.2.6.1 802.11b physical attacks

A physical DoS attack against awired network requires very close proximity
to the victim host. Thisis not the case with awireless network. The medium
Is everywhere and attackers can launch a physical attack from much farther
distances. Instead of being inside of a building to perform a physical DoS
attack against aLAN, an attacker can be outside of the building. Unlike a
wired network where thereis usualy evidence of a physical attack
(destroyed cabling, removed cable, attackers on video surveillance cameras),
there are no visible signs that something has changed.

The 802.11 PHY specifications define a limited range of frequencies for
communication. The 802.11 devices that use a specific PHY are constrained
to these frequency ranges. An attacker can create a device that will saturate
the 802.11 frequency bands with noise. If the attacker can create enough RF
noise to reduce the signal-to-noise ratio to an unusable level, then the
devices within range of the noise will be effectively taken offline. The



devices will not be able to pick out the valid network signal from dl of the
random noise being generated and therefore will be unable to communicate.
Creating a device that produces alot of noise a 2.4 GHz is relatively easy
and inexpensive to construct. However, there are severa common
commercial devices available today that can easily take down awireless
network. Unfortunately, many 2.4 GHz cordless phones that can be
purchased in el ectronics stores have the capability to take an 802.11b
network offline. While not a refined electronic weapon, these phones can
interfere or completely disable a WLAN. Cordless phones use severa
different modulation techniques and can overlap on the frequencies used by
802.11b. This overlapping is Ssmply noise to an 802.11b radio. The cordless-
phone-induced noise can drop the SNR enough to bring down any WLAN
network nearby.

i

b For Christmas one year, Bruce and his wife bought each
% 4. other 2.4 GHz phonesto replace their older 900 MHz
** models. After installing the phones, they noticed that they
had many unexplained network outages. They aso noticed
an audible crackling noise on the phones. After reading
the specs on the phone, they were able to set the phonesto
adifferent part of the ISM range than the frequencies they
had chosen for their 802.11b network. This got rid of the
interference and the outages. However, they learned the
hard way that wireless technology is not necessarily plug-
and-play.
There are also problems with a DoS from other networking protocols. In
particular, Bluetooth uses the same ISM band as 802.11b and 802.11g. The
DSSS modulation in 802.11b is susceptible to interference from the
modulation used in Bluetooth networks. While there are potential solutions
to prevent Bluetooth from stepping on 802.11b transmissions, large-scale
Bluetooth deployments may still interfere to the point of inoperability with
802.11b networks. Astime passes, the 2.4 GHz ISM band will become more
crowded, making unintended DoS attacks against 802.11b networks
commonplace. Sirius and XM satellite radio, who have spectrum bordering
the ISM band, have complained that | SM-band devices may cause
interference with their ground based repeaters and satellites.

2.2.6.2 802.11b data-link DoS attacks



At the data-link layer, ubiquitous access to the medium again creates new
opportunities for DoS attacks. Even with WEP turned on, an attacker has
access to the link layer information and can perform some DoS attacks.
Without WEP, the attacker has full access to manipulate associations
between stations and access points to terminate access to the network.

If an AP isincorrectly utilizing diversity antennas, an attacker can
potentially deny access to clients associated to the AP. The use of diversity
antennas is intended to compensate for multi-path fade. However, diversity
antennas are sometimes used to cover more areawith an AP by using
antennas that cover disparate physical regions.

- Antenna diversity is a mechanism where asingle radio

= uses multiple antennas to overcome multi-path fade. A
radio signal usualy has many different paths to get to an
antenna due to reflections of the signal off walls, trees,
desks, etc. A radio using diversity antennas will sample a
client transmission from al attached antennas and
determine which antenna has the highest quality signd.
The radio will then use that antenna to send and receive
traffic destined for that station.

If the diversity antennas do not cover the same region of space, an attacker
can deny service to associated stations by exploiting this improper setup, as
shown in Figure 2-2. If diversity antennas A and B are attached to an AP,
they are setup to cover both sides of the wall independently. Aliceison the
left side of the wall, so the AP will choose antenna A for the sending and
recelving frames. Bob is on the opposite side of the wall from Alice and will
therefore send and receive frames with antenna B. Bob can take Alice off the
network by changing his MAC address to be the same as Alice's. Then Bob
can guarantee that his signal is stronger on antenna B than Alice's signal on
antenna A by using aamplifier or other enhancement mechanism. Once
Bob's signal has been detected as the stronger signal on antenna B, the AP
will send and receive frames for the MAC address on antenna B. Aslong as
Bob continues to send traffic to the AP, Alice's frames will be ignored.

Figure 2-2. Attack against improperly provisioned diversity
antennas
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If aclient is not usng WEP authentication (or an attacker has knowledge of
the WEP key), then the client is vulnerable to DoS attacks from spoofed
APs. Clients can generaly be configured to associate with any access point
or to associate to an access point in a particular ESSID. If aclient is
configured to associate to any available AP, it will select the AP with the
strongest signal regardiess of the ESSID. If the client is configured to
associate to a particular ESSID, it will select the AP in the ESSID with the
strongest signal strength.

Either way, amalicious AP can effectively black-hole traffic from avictim
by spoofing the desired AP. For example, if aclient is configured to
associate to APsin the SSID shmoo, the client will look for all available APs
in that SSID. It will then associate with the AP for which it has the strongest
signal. A malicious AP with the SSID of shmoo can make sure it has the
strongest signal by using alarger or directiona antenna, signa amplifier,
etc., as shown in Figure 2-3. The client will associate to the malicious AP,
and the malicious AP can drop or monitor al traffic sent to it by the client.

Figure 2-3. Malicious AP overpowering valid AP
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2.2.6.3802.11b network DoS attacks

If anetwork alows any client to associate, it is vulnerable to a network-leve
DoS attack. Since an 802.11 network is a shared medium, a malicious user
can flood the network with traffic, denying access to other devices
associated to the affected access point. As an example, an attacker can
associate to a victim 802.11b network and send an ICMP flood to the
gateway. While the gateway may be able to withstand the amount of traffic,
the shared bandwidth of the 802.11b infrastructure is easily saturated. Other
clients associated to the same AP as the attacker will have avery difficult
time sending packets.

Given the relatively dow speed of 802.11b networks, a network DoS may
happen inadvertently due to large file transfers or bandwidth-intense
applications. A few bandwidth-hungry applications on aWLAN can hamper
access for al associated stations. With the deployment of higher-speed
WLAN technologies, these unintentiona attacks will become less frequent.

2.3 Man-in-the-Middle Attacks

Man-in-the-middie (MITM) attacks have two major forms: eavesdropping
and manipulation. Eavesdropping occurs when an attacker receives a data
communication stream. Thisis not so much a direct attack as much asitisa
leaking of information. An eavesdropper can record and analyze the data
that heislistening to. A manipulation attack requires the attacker to not only
have the ability to receive the victim's data but then be able to retransmit the
data after changing it, as shown in Figure 2-4.



Figure 2-4. Eavesdropping versus manipulation
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MITM attacks on awired network generally require access to a network that
the victim's traffic transits. This can mean physical access to awire to “tap"
into the wire for interception. It can aso mean being on the same LAN as
the victim and forcing traffic to go through the attacker's host. An attacker
can force traffic through a malicious machine on a LAN by performing an
ARP poisoning attack.

ARP Poisoning

ARP (Address Resolution Protocol) is the mechanism that | P-
enabled Ethernet devices use to determine which deviceon a
network has a particular |P address. When a host wants to
communicate with another hogt, it will send out an ARP request
asking, "Who has |P address 192. 168. 0. 1?" All hosts on the
LAN receive the question, and the device that has 192. 168. 0. 1
replies with its MAC address. The initial host then uses that MAC
address to send datagramsto 192. 168. 0. 1.

In order to reduce the number of ARP requests, many modern
operating systems implement a lazy technique to learn MAC
addresses. If a host receives a packet from another host on the same
LAN (say, 192. 168. 0. 1), it assumes that the MAC address on the
packet isthe MAC addressfor 192. 168. 0. 1. It will then enter the
MAC/IP address combination into its local MAC address table and
use that MAC address for all future communication with

192. 168. 0. 1.

An attacker can force packets to go through a malicious host by
exploiting this lazy mechanism of learning MAC addresses. Assume
an attacker wants to intercept traffic between a client




(192. 168. 0. 99) and aserver (192. 168. 0. 1). The attacker and
both target hosts are on the same network. The attacker sends an
ARP reply packet to the client machine with a source |P of the server
but with a source MAC of the malicious machine. The client

machine now thinks that the server has the MAC address of the
malicious machine and will send al framesfor 192. 168. 0. 1 to
that host. Conversely, the attacker sends a packet to the server with a
source | P of the client and a source MAC of the malicious machine,
Asin the client's stuation, packets will be forwarded to the malicious
host.

At this point, the attacker can watch, drop, forward, and manipulate
data moving between the client and the server. Even in a switched
environment, this attack is successful because the switch has no way
of recognizing something is wrong.

Bob Fleck and Jordan Dimov wrote a paper available at
http://www.cigitallabs.com/resources/papers/downl oad/arppoi son. pdf

that discusses how this kind of ARP poisoning can be used on a
wireless network. A wireless attacker can use ARP poisoning to pull
packets "off-wire" by poisoning the ARP caches of two wired hosts
behind an AP. A wireless attacker can intercept traffic between any
hosts on the same broadcast domain, regardlessif they are wired or
wireless by using ARP poisoning.

2.3.1 Eavesdropping

In awireless network, eavesdropping is easy because wireless
communications are not easlly confined to a physica area. A nearby attacker
can receive the radio waves on the wireless network without any substantial
effort or equipment. All frames sent across the wireless medium can be
examined in red time or stored for later examination.

Severd layers of encryption can and should be implemented to obscure
transmitted data in an effort to prevent attackers from gleaning useful
information from the network traffic. Since the ability of an attacker to
eavesdrop on wireless communications is fait accompli, the data-link
encryption mechanism WEP was developed. If the traffic is not protected at
the data-link layer usng WEP, then the higher layer security mechanisms
must be used to protect the data. If a security mechanism such as | Psec,
SSH, or SSL is not used for transmission then the application data is
available to anyone with an antenna in the area without any further effort.



Unfortunately, severa flaws in WEP have been uncovered as discussed in
Section 1.6. Even with WEP turned on, a determined attacker can potentialy
log gigabytes worth of WEP-protected traffic in an effort to post-process the
data and break the protection. These weaknesses in WEP drastically increase
the risk due to eavesdropping. If WEP is cracked, there is great deal of
senditive data that is passed across networks with no further encryption, such
as a user who accesses his mail using the POP or IMAP protocols. These
protocols are widely deployed without any form of encryption for
authentication or data transport, putting the users at risk when using a
wireless network.

2.3.2 Manipulating

Manipulation takes eavesdropping a step further. An attacker who can
successfully manipulate data on a network can effectively send data
masquerading as a victim computer. Using ARP poisoning, an attacker can
force traffic through a malicious machine. This malicious machine may, for
example, change the content of emalls, instant messages, or database
transactions. The malicious machine can also choose not to forward packets
aong, effectively denying use of the network from the victim.

2.4 lllicit Use

llicit use of awireless network involves an attacker using the network
because of its connection to other networks. Attackers may use a network to
connect to the Internet or to connect to the corporate network that lives
behind the AP. lllicit use may not cause any operationa problems, but it ill
may be unwanted and unlawful use of the wirdess network. An attacker in
this case may simply be someone who drove up near the AP, associated to
the network and is checking his mail. Alternatively, the attacker may be
sending spam to thousands of email addresses. The attacker may even be
attempting to exploit afile server that lives on the same network asthe AP

or use the AP as amask to hide the source of illega actions, such as hacking
other networks.

No matter what the attacker is doing, his use is unacceptable. However, the
different types of illicit use pose varying degrees of problems for the
organization running the WLAN. Again, in awired network, illicit useis not
alikely problem. In order to use awired network, an attacker must have



physical access to the network infrastructure. For reasons already outlined,
thisis unlikely and generdly risky for an attacker to do. However, in most
wireless networks, an attacker has much more freedom and islesslikely to
be caught attempting to use the network. (Illicit use by authorized usersisa
different matter. They already have proper access to the network but are
using it for activities that are forbidden by a network-usage policy.)

Access points are not difficult to find. An attacker can smply drive around
an area looking for unprotected APs using war-driving software such as
NetStumbler. Once an attacker finds an open AP, he can use it for whatever
illicit use he desires.

Databases of APs have been created, removing the war-driving step. Some
databases such as Cisco's Hotspot Locator (http://www.cisco.com/pcgi-
bin/cimo/Home) provide the location of closed APs that require payment to
access outside resources. Other databases such as The Shmoo Group's
Global Access Wireless Database (http://www.shmoo.com/gawd) or
NetStumbler's database (http://www.netstumbler.com/query.php) consist of
APs entered by individuals who have encountered them via various means
including war driving. An attacker can query any of these public databases
to determine nearby APs to use as a launching point.

llicit resource useis arisk for severa reasons. An attacker may launch
attacks againgt externa servers. These attacks will be seen as originating
from the IP addresses of the owner of the access point. If these exploits are
detected by remote administrators, they will be tracked down to the owner of
the AP. The AP owner may be subject to punishment from his ISP or even a
crimina investigation. Without a clear and complete audit trail, this form of
illicit use may cause large problems for the AP owner.

In addition, the AP owner may be paying for trangit to the Internet on a
usage basis. If an attacker is using relatively large amounts of bandwidth, his
usage may cost the AP owner money. Even when Internet accessis not paid
for on a usage basis, the attacker may be using enough bandwidth to infringe
on the legitimate use by other clients using the same Internet connection. If
an attacker is downloading mp3s via a 265 kb/s DSL connection, then other
users of the DSL connection may experience extremely slow connectivity to
external services.

2.5 Wireless Risks



Many security professonds fall into the trap of dealing only with the theory
and not the practice of defending a network. While it would be greet to be
protected from all potentia attacks that a wireless network may come under,
that level of protection may not be practical.

When securing your network, you must consider the risk associated with
each attack and address it accordingly. The topic of risk assessment and risk
management is one that could fill abook on its own. However, it is
important that you understand the basics of risk assessment so you spend
your time and money wisely addressing the real issues rather than waste
resources on topics that present no risk.

2.5.1 Determining Risk

Figuring out your risk boils down to questions like: "What can happen?”,

"How likely isit to happen?’, "What occurs when it happens?’, and "How

hard isit to defend against?'. The "What can happen” gquestion has already

been answered in this chapter. Determining the likelihood of any particular

attack is the next step.

The likelihood of an attack depends on factors such as.

How easy it is to launch the attack?
An attack that is theoretical today may be widely distributed in " script
kiddie" code tomorrow. The problems with WEP started out as a
paper that described the theoretical problems with the protocol. Very
few people had the ability to take the vulnerability and write code to
exploit it. Within afew months, severd different exploit programs had
been developed and were publicly available on the Internet. Once that
code became available, the likelihood of WEP encrypted traffic being
cracked became much higher

What is the risk to the attacker?
Home WLANS are great jumping-off points for hackers because home
users tend not to be as diligent as larger corporations. An attacker may
stay off large corporate WLANS for fear of being discovered by full-
time security systems such as IDS systems and observant network
engineers.

How big of a target are you and your assets?
A home network usually does not contain resources or people that will
single out the network in the attentions of hackers. A bank network,
on the other hand, may be filled with user 1Ds, passwords, high-
profile executives, and (above al) money. Keep in mind that the
prevaence of wide network scanning by hackers may make you a



target smply because you are running a vulnerable service, not
because of what valuable assets the network may contain.
There are other issues that affect likeliness, but this is the basic idea. When
determining the likeliness of an attack, you must use some common sense
and knowledge of the current state of the security industry.
Then you need to determine what you stand to lose (or gain) if a particular
attack is used againgt your network. What kind of user IDs and passwords
will be available on the network for eavesdroppersto pick up? Are there
time-sensitive applications that a DoS attack can affect? Is the wireless
network critical to the minute-to-minute operations of your organization?
Can you afford to be sued if a hacker launches an attack from your network?
Finally, using the previous steps to prioritize your activities, you need to
evaluate how difficult the attacks are to defend againgt. If protecting
information on your network is your top priority, you must determine to
what lengths you will go to protect the integrity of your data. If being sued
duetoillicit use is your biggest concern, then you must determine the steps
you can reasonably take to detect illegitimate use.
When determining and prioritizing your risks, you do not need to necessarily
go through aformal process. Y ou need to evaluate your business
requirements, your network, and your potential adversary. Most importantly,
you need to think about practical ramificaions as well as theoretical
Security.

2.6 Knowing Is Half the Battle

Now that you are familiar with the kinds of attacks that an attacker may
commit, you know what you're protecting against. Once you've defined your
risk in reference to these attacks, you need to know what tools are at your
disposal to protect you and your users. The next step in setting up a secure
wireless infrastructure is laying down a strong foundation in your wireless
clients.

Part Il: Station Security

Wireless stations the 802.11 terminology for client computers,
are crucia to the security of the entire network. They often



contain the most valuable resources, such as proprietary
business documents or personal information and generate
Interesting network traffic, like email and online purchases.
This data can be atarget dl in itsalf, but the client can also
become an entry point into the network for an attacker. If an
attacker can break into a client computer, he can useit asa
means to access protected resources throughout the rest of the
network. The chapters in this section will show you how to
configure client stations securely on awide range of platforms.



Chapter 3. Station Security

Connecting to awireless network puts your computer at risk. Eavesdroppers
may intercept traffic sent between client stations and the access point.
Malicious access points may attempt to force associations in order to
perform man-in-the-middle attacks. Hackers using the same access point
may try to exploit your computer. Due to the shared, physically unsecured
nature of an 802.11 network, client stations are more likely to be the target
of an attack.

Establishing proper security on stations connecting to awireless network is
the first step to creating a secure wireless infrastructure. The security of an
entire infrastructure is like achain; it is only as secure as its weakest link.
Typicaly, wireless stations are laptops or workstations controlled by an
individual, not by ateam of security professionas. These stations may not
be under the same scrutiny as a fileserver or firewall would be.
Unfortunately, an unsecured wireless workstation can be an excellent vector
for an attack on an entire infrastructure.

3.1 Client Security Goals

There are two main security considerations for safe usage of a client
computer on awireless network. Thefirst is preventing a compromise of the
client itself. A compromise of the client could lead to stolen or corrupted
data, and provide an entry point for the attacker into the wider network. The
second main consideration is using secure methods to communicate with
other network services from the client.

3.1.1 Prevent Access to the Client

The client needs to be protected from attack over the network. The primary
means of accomplishing this is through the use of afirewdl. A firewal on a
client should block al unknown incoming traffic and alow for outbound
connections. Connections directly to or from other computers on the wireless
network should also be blocked. The exact means of accomplishing thisfor a
gpecific OS will be covered in the five chapters that follow.

In addition to establishing a firewall, unneeded services on the client should
be disabled. If there is a pressing reason to run a specific service from a
client, firewal rules need to be modified to alow traffic to that service. It is



vital that any exposed services are run using up-to-date software. Outdated
software with security vulnerabilities is the primary entry point for attackers.
In addition, we'll discuss the use of static ARP to protect against layer 2
man-in-the-middle attacks. These attacks can lead to eavesdropping or
manipulation of network sessions. The use of static ARP entries can prevent
these attacks from succeeding, since the host will not modify its ARP table
when it receives malicious information. Static ARP tables can be
overwhelmingly complex to administer in large networks but can be a useful
and easy tool in asmaller network. For more information on ARP attacks,
see ARP Poisoning.

3.1.2 Secure Communication

The manner in which you access services across the network isjust as
Important as host security. It does not matter how bulletproof your firewall is
If send your username and password in the clear every time you check your
email with an IMAP request. Remember that an attacker can be passively
listening to the network and not necessarily actively attacking your host.

At the time of thiswriting, WEP is not an acceptable solution for preserving
the confidentiality of data traversing awireless network. There are severd
problems with WEP that greatly weaken its effectiveness. WEP is better
than cleartext; it raises the bar for an attacker to obtain transmitted data.
However, a sophisticated attacker may till be able to bypass the encryption
provided by WEP, thereby exposing your data.

In order to prevent sensitive data from being compromised, you need to
provide for encryption at a higher level in the stack. Note that we did not say
It was necessary to protect all of your data, just your sensitive data. Different
users define sensitive information differently. While one user may think al
data sent or received is senditive, another may feel that thereisnorisk in an
attacker seeing what web pages they are surfing. In general, you should
work to protect usernames, passwords, credit-card information, and other
unique, personal information. Whether or not you feel your DNS requests
and Slashdot trolling are worthy of higher levels of encryption is up to you.

3.1.2.1 SSL
Secure Socket Layer (SSL) is apublic-key, cryptography-based

confidentiality mechanism. It is historically associated with web pages
accessed viasecure HTTP (HTTPS). However, any protocol can be



encapsulated in SSL for secure network transit. SSL is great for protecting
transaction-based protocols such as web traffic and mail transactions.

When surfing the Web using a wireless connection, you should pay special
attention to pages that require you to authenticate yourself or that you have
reached via authentication. Y our initia authentication will involve sending
your authentication credentias (i.e., username/password combinations) to
the remote server. Unfortunately, subsequent pages accessed on the site after
authentication may contain sengitive data, including your credentials or a
cookie representing successful authentication. An attacker may be able to
replay your authentication or your cookie to gain access to the same
resources. Access to those pages and subsequent pages on the site should be
accessed viaHTTPS. The same advice goes for submission of credit-card
information.

Web traffic is not the only candidate for SSL protection. Many mail clients
allow for some form of SSL access to mail stores including Netscape's
Messenger and the console-based mail reader pine. The most popular access
mechanism is IMAP over SSL. When recelving mail vialMAP, your
username and password must be sent to the remote mail server. Using SSL
for this connection alows you to maintain the confidentidity of your malil
access credentials. Some mail clients also support SMTP over SSL.
However, since no authentication credentials are sent during an SMTP
session, this practice is not as common. The use of SSL does increase the
computationa burden on the mail server and may not be feasible in high-
volume mail systems. We value the privacy of our email and advise using
SMTP or IMAP over SSL if available.

3.1.2.2 SSH

Secure Shell (SSH) is a secure replacement for the r-commands such as
rlogin, rcmd, and rshell. SSH a so uses public-key cryptography like SSL,
but does not rely on atrusted authority to issue the public/private key pairs.
SSH can use severa symmetric ciphers when passing data between hosts to
alow usersto choose the appropriate level of security based on their
gtuation. If it isnot installed on your workstation, check your distribution
media or http://www.openssh.orgfor links to the source code or precompiled
binaries of OpenSSH.

When accessing a command shell on a remote machine over awireless
network, you should use SSH rather than telnet or the r-commands. When
SSH is properly used, it will help ensure your credentias and traffic is
protected from eavesdroppers.




SSH a so provides a tunneling mechanism. A port on alocal machine can be
forwarded to a port on aremote machine. This allows secure access to
remote services that are normally accessible in an insecure manner. This can
be useful for accessing one particular service, but is not practical for
tunneling many different types of traffic. The syntax for SSH local port
forwardingis:

ssh -L | ocal port:renotehost:renoteport

user nane@ enot ehost

As an example, assume we are on awireless network and want to access our
IMAP server over SSH. Normdly, IMAP credentials and emall is sent in the
clear. Due to the constant data stream involved in IMAP connections, they
are ideal targets for eavesdroppers. By tunneling over SSH, the sengitive
information is protected from malicious neighbors, as shown in Figure 3-1.

Figure 3-1. IMAP over SSH tunnel
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In order to set up the tunnel, forward al loca IMAP connections on the
client (TCP port 143) to the IMAP port on the mail server. The following
command performs the necessary remote port forwarding to achieve this:
ssh -f -L 143: mail . exanpl e. com 143

user nane@ai | . exanpl e. com sl eep 3600

In order to use this tunnel, configure your mail client to use locahost asthe
IMAP server. The -f flag tells SSH to go into the background after the
authentication process is over. The command sleep 3600 is executed on the
remote host. Once the degp command terminates, the SSH session will be
torn down. This example can be modified to forward POP connections rather
than IMAP by changing the port information to port 110.

Note that, by default, SSH will only forward connections that originate from
localhost. Connections to forwarded ports from remote stations will be
denied by default. In order to alow other machines to access the forwarded

port, use the -g flag. Only do thisif there is areason for external
connections.



.2 Audit Logging

Even on client computers, it is very important to pay attention to the logs
generated by the system. These logs can provide notification of attempted or
successful compromises of system security. The location and format of these
logs can vary from OS to OS. Monitoring of system logs can be tedious, and
it is easy to become complacent. Because of this, we cover the installation of
swatch, abasic tool to automate log monitoring.

3.3 Security Updates

After the system is set up, it isimportant to monitor the vendor web site for
security patches. Most operating system vendors regularly discover or are
notified of new security issues. Make it a habit to regularly check and
download the latest patches, or use an automated updating system to gather
them for you. When doing afresh OS ingtallation, it is a good idea to
download any security patches on another machine and ingtall them from a
burned CD before connecting the fresh computer to the network.



Chapter 4. FreeBSD Station Security

This chapter demonstrates how to lock down FreeBSD workstations for use
on awireless network. It will explain required and recommended kernel
tuning, secure configuration of the wireless card, locking down the operating
system, and adding third-party software to further enhance the security of
the machine. Many of the security practices documented in this chapter are
general best practices that should be applied to any workstation (but rarely
are). However, without mechanisms geared for wireless security, standard
wired network best practices alone are not enough.

4.1 FreeBSD Client Setup

FreeBSD has along history of wireless networking support. FreeBSD had
robust support for the original 802.11 cards and has continued to support
802.11b cards. As of thiswriting, several 802.11a cards have experimental
support under FreeBSD-current. Unless otherwise noted, the examples given
in this chapter are for FreeBSD 4.5-RELEASE. For information regarding
thisrelease or for questions on FreeBSD in generad, please see
http://www.freebsd.org/.

Asin any other discussion of setting up a secure platform, the steps outlined
below are governed by the Principle of Least Privilege The Principle of
Least Privilege means that a user or system should be given only the
required amount of privilege to perform the required tasks. This principle
can be extended to configuring an operating system. Only required services,
kernel configuration options, users, and files should be installed. By having
unneeded interfaces on a machine (such as ppp0) or leaving unnecessary
services running, you provide an attacker potentia vectors for compromising
your machine.

4.1.1 Wireless Kernel Configuration

In order to use wireless NICs, the kernel must be configured to support the
networking card. Complete instructions for compiling akernel are outside
the scope of this book. The information below is meant to supplement a
norma kernel configuration. For information on compiling a new kernel, see
/usr/share/doc/en/books/handbook/ker nel config.html on your FreeBSD
system, or go to http://www.freebsd.org/doc/en_US.ISO8859-
1/books/handbook/kernel config.html.




Before adding wireless and security options to your kernd, first remove dl
extraneous entries in your kernel configuration file. The GENERIC kernel
that ships with FreeBSD contains many options that are not required for
operation of most workstations. For example, if your workstation does not
have any SCSI devices, remove all the SCSI devices and options from your
kernel. Usually a configuration file for a workstation can be reduced to less
than 100 lines. Once you have reached aminima configuration, build a
kernel and boot it. Verify that all devices are working as expected before
adding the options specified in this section. The kernel parameters
documented in this section are meant to supplement an existing kernel
configuration file, not serve as a stand-alone kernd configuration.

In most cases, wireless NICs are connected viaa PCMCIA (aka, PC-card)
interface. For PCMCIA support, add the following to your kernel
configurationfile:

devi ce pci cO at isa?
devi ce pcicl at isa?
devi ce card

In order to get cards working after resuming a suspended |aptop, you may
aso have to add this:
opti ons PCl C_ RESUVE RESET
Once you have PC-card support, the kernel needs to be configured to use
your wireless card. Card support is based on the internal chipset that the card
runs on. Unfortunately, thisinformation is not usually stamped on the
outside of the card (or even in the documentation). In order to determine
which chipset isin your card, you can search the Internet (including the
vendor's web site) or smply compile al the drivers into the kernel. When
the machine boots, you will be able to determine which driver isin use by
the card. The other drivers can be removed from the kernel configuration at
that point. The following list introduces the most common wireless interface
driver types.
device awi
Thisdeviceisfor legacy Prism | chipsets. Very few cards were sold
using this chipset, so it is unlikely you will require this device.
device wi
Thisdeviceisfor cards based on several chipsetsincluding the Prism
Il chipset and Hermes chipset. Both of these are very common
chipsets that have sold millions of units. Cards that use these chipsets
include the D-Link DWL650, Orinoco Silver and Gold, and NetGear
MAA401.
device an



This deviceisfor Cisco Aironet cards. This includes both the Cisco
340 and 350 series cards.
deviceray
This deviceisfor Raylink-based cards. The most common card based
on this chipset is the Webgear Aviator.
Y ou may aso want to add the following options to your kernel:
opti ons W.CACHE
opti ons W.DEBUG
WLCACHE enables the wireless signal strength cache. The cache stores
signal strength for every known MAC address on the network. Applications
can then use the cache to determine the status of connections to other hosts.
WLDEBUG dlowsfor verbose wireless debugging. Low-level debugging
can be useful when difficulty occurs while configuring awireless card. Once
enabled in the kernel, you can turn on debugging using ifconfig <interface>
debug.

4.1.2 Security Kernel Configuration

After you get the wireless devices configured properly in the kerndl, there is
still more kernel tweaking to do. The FreeBSD kernel provides many
security-specific options that help protect a machine and its users. These
security parameters are the foundation for the host's security.

FreeBSD provides akernel-leved firewall that is controlled via the userland
program ipfw. A firewall is critical piece to controlling the security of a
wireless client. Y our station and other stations associated to the same access
point are in the same broadcast domain. There are no layer 3 or higher
protection mechanisms between two stations in the same broadcast domain.
A malicious user associated to the same access point as you hasa""clear
shot" at your machine. A host-based firewall running on your station can
shut down | P-based attacks attackers may launch against you:

opti ons | PFI REWALL

This option enables the kernel-leve firewal:

opti ons | PFI REWALL_VERBGCSE

opti ons | PFI REWALL_VERBOSE LI M T=100

These options enable verbose logging for the firewall. This allows you to
create afirewadl ruleset that logs information about interesting packets to
sydog. Thislogging leaves an audit trail that alows you to examine network
activity on your machine. Setting a verbosity limit in the kernel keegps an
attacker from filling up your filesystem with data about what packets are
being dropped. Assume you have afirewall rule that denies and logs dll



inbound HTTP traffic (port 80). An attacker then sends millions of packets
to port 80 on your machine. Without alogging limit, each one of these
packets would be sent to sydog and written to disk. Eventuadly, the
filesystem containing your log files would fill up, and your machine would,
in al likelihood, crash:
options | PFl REWALL DEFAULT _TO ACCEPT
Normally, the firewall denies al packets by default. This option
allows you to accept packets by default. Allowing packets by default
Is abad security practice. If the firewall rules are accidentaly cleared
or thereisamistake in your rules, adefault policy of alowing traffic
will leave you with an open system. This option should only be set if
you have a pressing need to have the firewall "fail-open."
FreeBSD aso adlows for changing the default behavior of various
network protocols. Most of these changes enhance the host's
protection against denia-of-service attacks.
options RANDOM | P_I D
The RANDOM _IP_ID option changes the ID field in IP packets
randomly rather than sequentialy. This prevents third parties from
guessing the rate at which the host is sending packets. It is aso good
practice when using link-level encryption such as WEP.
Cryptoanalytic attacks can be launched against some ciphers when
portions of the plaintext are known. By having a sequentially
changing ID field, part of the plaintext is known by the attacker.
While asmdl fidd like the IP ID may not be the key that allows a
cryptographic protocol to be broken, it is still guessable data that will
make a cryptographic attack alittle bit easier.
options TCP_DROP_SYNFI N
The TCP_DROP_SYNFIN causes the kernel to discard packets that
have both the SYN and FIN bits set. Unless the hosts are utilizing the
experimental TCP extensions outlined in RFC 1644, this should not
cause any problems. Portscanning software such as nmap (available a
http://insecure.org) will set both the SYN and FIN bitsin an effort to
avoid detection and determine what operating system the host is
running. This option will make the OS determination more difficult.
options | CVP_BANDLI M
This option limits the rate the host will respond to ICMP requests.
Thiswill help minimize the effects of denia-of-service attacks.
pseudo-device bpf
Thisisthe Berkeley Packet Filter, which alows the root user to set a
network interface into promiscuous mode. An interface in




promiscuous mode will not only listen to frames destined for itself,
but will pick up packets addressed for other hosts on the network.
Normally, an interface will only process frames destined to that
interface.

BPF is a double-edged sword. It can be a powerful troubleshooting
tool for network and security problems. However, in the wrong hands,
a BPF-enabled host is aligbility to the security of a network. A
malicious user can use a promiscuous mode interface to find user
credentials and other senditive data that is traversing a network. BPF
Is required for some monitoring tools, such as Arpwatch, whichis
discussed later in this chapter.

4.1.3 Startup Configuration

Several startup files need to be modified for your workstation to be fully
functiona at boot time. First, you must enable the PC-card services, which
allows the system to use PCMCIA cards. (Some PCI wireless cardsin
desktop machines may not need to use PC card.) Then, the wireless network
card needs to be configured for your particular wireless environment.

] FreeBSD stores most of the startup directivesin afile
*: J. cdled /etc/defaults/rc.conf. In order to change avalue
*" gpecified in /etc/defaults/rc.conf DO NOT edit that file
directly. Put any line that needs to be changed into
/etc/rc.conf. At boot time, FreeBSD will override the

defaults with values specified in /etc/rc.conf.

Enable PC-card services by adding the following to /etc/rc.conf.
pccard_enabl e=" YES"

There are severa ways to configure the wireless networking at startup. We
prefer to have one file control al wireess networking activities. This alows
asngle point to manipulate al wireless parameters and generally smplifies
adminigration of the machine. Create the following
/usr/local/etc/rc.d/wireless.sh:

#! / bi n/ sh

# This script wll configure wireless network cards
for FreeBSD

case "$1" in

start)

# Configure the Interface



echo -n ' wrel ess network’
i fconfig wi 0 down
Ifconfig wiO inet <your ip_address> netnmask
<your _net mask> \
ssid <your _ssid> wepnode <your_ wepnode>
wepkey \
<your _wepkey> up
# if you are going to use DHCP repl ace the above
line wth:
# ifconfig wi O ssid <your_ssid> wepnode
<your wepnode> wepkey \
# <your wepkey<
# dhclient wO

# Set up default route
route add default <your default gateway>
# Reset the firewall rules

[ -x /etc/rc.firewall ] & & sh /etc/rc.firewall
&% echo -n \
" resetting firewall'

st op)
# Take down the interface so no traffic can pass

echo 'stopping wreless card
Ifconfig wi 0 down
*) 1

# Standard usage stat enent

echo "Usage: "basenane $0 {start|stop}" >&2

esac



exit O

Make sure the file is executable by performing:

chnod 755 /usr/local/etc/rc.d/wrel ess. sh

At start time, this file will be executed during normal loading procedures

with a start directive. If you need to reconfigure your card after boot time,
you can execute this script by hand:
/usr/local/etc/rc.d/wireless.sh start

This script uses the command ifconfig to set both |P and wireless parameters.
For more information on ifconfig, see the next section, Section 4.1.4.

4.1.4 Card Configuration

The functionality of the wireless network card can be controlled by the
ifconfig utility. Versions of FreeBSD prior to 4.5 used separate utilities to
control wireless parameters. For Prism-based cards, configuration was
performed viawicontrol. Cisco cards were controlled via ancontrol. The
functionality of both utilities has been merged into ifconfig for the sake of
consistency. As of 4.5, both wicontrol and ancontrol still exist for the sake
of compatibility.
ifconfig usage includes the following parameters:
interface
The name of the wireless interface to be managed.
ssidssi d
The Service Set |dentifier of the preferred access point. By setting this
value to ANY the station will associate to the access point with the
strongest signal. Thisis not recommended, since a nearby attacker can
cause your station to associate by providing a stronger signdl.
stationname nane
The name of the station the wirdless card isinstalled in. Thisisnot a
required parameter.
channel nunber
The number of the channel the STA isto use. Under 802.11b
networks governed by FCC regulations, thisis a number between 1
and 11.
authmode node
Thisisthe mode the STA isto use when connecting to an
Infrastructure-based network. Values are none, open, and shar ed.
wepmode node



This parameter indicates the method WEP will use for forming
associations. of f will alow the STA to be connected only to
networks without WEP protection. on forces the STA to use WEP for
associations. When set to on, the STA will not form an association
unless the access point allows only WEP associations. m xed mode
alows the STA to form non-WEP associations, but it will prefer WEP
associations if they are available.
weptxkey i ndex
The index is a value between 1-4 to indicate which WEP key isto be
used for transmissions with the AP.
wepkey keyli ndex: key
This specifies the vaue of the stored WEP keys. Four different keys
can be stored by using index values between 1 and 4. The WEP key is
specified as either an ASCII string or a hex value preceded by Ox.
There are other parameters that can be passed to ifconfig. They primarily
dedl with power-saving configuration to help extend the life of battery-
operated devices.
For example, if you are connecting to the closed Example network using a
WEP key of secrt, the following command would set up that association:
Ifconfig wi0 ssid Exanpl e wepkey secrt wepnode on
ifconfig can also be used to query the state of the wireless NIC by passing
the name of the interface as the only parameter. The previous example
would result in the following:
bash-2. 05# ifconfig w O
wi O:
f | ags=8843<UP, BROADCAST, RUNNI NG, SI MPLEX, MULTI CAST>
ntu 1500
I net 192. 168. 0. 100 netmask OxffffffO00
br oadcast 192. 168. 0. 255
I net6 fe80::230: abff:fele: 2e81% 0
prefixlen 64 scopeid O0x6
et her 00: 30: ab: Oe: 2e: 81
nmedi a: | EEE 802. 11 Wrel ess Et hernet
aut osel ect ( DS/ 11Mops)
status: associ ated
ssid Exanpl e
stationnane "FreeBSD WaveLAN | EEE node"
channel 1 authnode NONE power savenode OFF
power savesl| eep 100
wepnode ON wept xkey 1



wepkey 1: 64-bit
4.1.5 OS Protection

A machine on awireless network isin a hostile environment. With no
physical security, any nearby host can launch an attack against a client with
little or no protection offered by the network. Hosts must protect themselves
via operating system configuration in order to be resilient to attack.

4.1.5.1 Firewall configuration

Thefirst line of defense for hosts on a wireless network is a properly
configured firewall. In general, most workstations will not be running any
services, so configuring the firewall is relatively smple. Only outbound
connections should be allowed in this case; all inbound connections should
be dropped. If you do have services running on your workstation, you should
configure your firewall appropriately.

Thefirewall configuration is stored in /etc/rc.firewall. The file contains ipfw
commands to configure the firewall based on parametersin /etc/rc.contf.

From the default FreeBSD rc.firewall:

# open - will allow anyone in

# client - Wll try to protect just this

machi ne

# sinple - wll try to protect a whol e network
# closed - totally disables | P services except

via | o0 interface

# UNKNOM - disables the |oading of firewall
rul es.

# filenanme - will load the rules in the given
filenane (full path required)

For aworkstation setup, your rc.conf should contain:

firewal | _enabl e="YES"

firewal | type="CLI ENT"

firewal |l | oggi ng="YES"

Hereisan example rc.firewall that should serve as a starting point for
wireless clients. These commands should replace the commands in the
"client" section of rc.firewall:

# Setup variables to allow for portable rulesets
net =" <your subnet >"

mask="<your net mask>"

| p="<youri paddr ess>"



# Al ow active TCP sessions through. The majority
of the packets passed by

# the firewall will be handled by this rule, so it
shoul d be at the top of

# your ruleset. Any active connections outbound
fromyour workstation wll

# be processed by this rule

${fwend} add pass tcp fromany to any established

# Al ow setup of outgoing TCP connections only
${fwecnd} add pass tcp from${ip} to any setup

# Disallow and | og setup of all other TCP
connecti ons
${fwend} add deny tcp fromany to any setup | og

# Allow DNS queries out in the world. The "keep-
state" paraneter will cause

# the return DNS response to pass through the
firewall.

${fwend} add pass udp from${ip} to any 53 keep-
state

# Silently drop local Wndows queries. They wl|
qui ckly reach your | og

#limt if you do not.

${fwcnd} add deny tcp from ${net}: ${nmask} to ${i p}
137-139

${fwend} add deny udp from ${net}: ${mask} to ${i p}
137-139

# Log and deny connections fromthe |ocal network.
There shoul d never be

# any connections fromthe |local network in a
"hostile" wrel ess network.

${fwecnd} add deny ip from${net}: ${mask} to i p}
| og

# Log and deny everything el se



${fwend} add deny ip fromany to any | og

Y ou can examine the state of the firewall rulesets by executing the command
Ipfw show. The counters maintained by ipfw can be zeroed out by running
ipfw zero.

The ipfw man page has information regarding further features that your
firewdl can utilize. Chapter 12 has a more complete discussion of creating
gateway firewalls with FreeBSD to protect the wireless network.

4.1.5.2 Disable unneeded services

Unneeded services running on a host are one of the primary vectors for
attackers to use to exploit machines. At the time of release for an operating
system, there are generally no known security vulnerabilities in the default
services. However, as time passes, security holes can be discovered in
services and exploits can then be successfully written and executed against a
vulnerable host.

If you are running services that are never actually used, you may very well
forget that they exist. When a security vulnerability is found, you may not
know to patch the service or you may ssimply not have time to patch the
service before you are exploited. There is no need to run a service that
provides no value and alarge amount of risk.

In general, services are started in four placesin FreeBSD: /etc/ined.conf,
/etc/rc.conf, /etc/rc.d, and /usr/local/etc/rc.d. For servicesin /etc/rc.conf,
comment out the entry for the service that you don't want to start with a hash
mark (#). Typically services started in rc.conf are sshd and nfsd. For services
started out of inetd.conf, comment the service out with a hash mark (#).
Services typically started out of inetd.conf are telnet and ftp. For servicesin
the two rc.d directories, either remove the executable bit from the file or
move the file to another directory. Thisis a matter of personal preference.
Services started in these directories usualy include snmpd and apache.

Y ou can also use the setup and installation program /stand/sysinstall to
enable and disable services through a menu-driven system.

4.1.5.3 Static ARP

As documented in ARP Poisoning, thereisared threat from man-in-the-
middle attacks due to ARP poisoning. A malicious user may be able to
convince your workstation that her host is the gateway by forging spoofed
packets. By putting a static ARP entry on your host, the effectiveness of this
attack is minimized.




Static ARP entries override any dynamic information received over the
network. If you are dways using the same gateway (i.e., you are not roaming
around to different layer 3 wireless networks), you can put a script in
/usr/local/etc/rc.d to hardcode your gateway's ARP address. Create
/usr/local/etc/rc.d/staticarp.sh with the following information:

#! / bi n/ sh

# This script will set static arp entries for

Fr eeBSD

case "$1" in

start)

# Add the MAC address for the gateway to the ARP
tabl e

echo -n '"adding gateway MAC to arp table'
arp -S <gat ewayl P> <gat eway MAC>

st op)
# Delete the MAC address fromthe ARP table

echo 'renoving static MAC fromarp table'
arp -d <gatewayl P>

*)
# Standard usage stat enent

echo "Usage: "basenane $0 {start|stop}" >&2

esac

exit O
Make sure the file is executable by performing
chnmod 755 /usr/local/etc/rc.d/staticarp.sh

4.1.5.4 Other security concerns



Y ou can change other configuration settings, depending on your level of
concern, but they are outside the scope of this book. It is up to you as an
administrator and user to determine the level of risk you are willing to accept
with your wireless workstations. For those looking to learn more about
FreeBSD security, check out the security section of the FreeBSD handbook
at http://www.freebsd.org/doc/en_US.I1SO8859-1/books/handbook/securing-
freebsd.html.

4.1.6 Audit Logging

Proper auditing of ahost is critical to the ongoing security of a host. No
matter how secure theinitial setup of amachineis, the level of security
decreases over time as new services are installed and new vulnerabilities are
discovered.

4.1.6.1 arpwatch

As discussed in ARP Poisoning, man-in-the-middle attacks can be launched
via spoofing packets to atarget host purporting to be from the gateway but
with amadicious MAC address. This alows an attacker to intercept all traffic
sent from your workstation.

In conjunction with setting a static ARP entry for the gateway (documented
in"Static ARP"), other ARP entries can be monitored via the arpwatch
utility. If you have the ports tree installed, you can perform the following to
automatically ingal arpwatch:

cd /usr/ports/net/arpwatch

make

make i nstall

If you do not have the ports tree installed, you can obtain arpwatch from
ftp://ftp.ee.lbl.gov/arpwatch.tar.gz or use the command pkg_add -r arpwatch
to have the system download the package and ingtall it. Unpack the code and
follow the instructions to build and ingtall arpwatch. Y ou need to have the
Berkeley Packet Filter compiled into your kernel. See Section 4.1.1 or
Section 4.1.2 earlier in this chapter for information on BPF support.

Once arpwatch isinstalled, you can configure it to mail a user whenever an
event is detected. On a normal network, there are very few ARP events of
interest so there will be few emails sent. When there is an ARP-based attack
under way, arpwatch can generate quite alarge quantity of email. By adding
-m <youremailaddress> to the arpwatch commandsin
/usr/local/etc/rc.d/arpwatch.sh, these events will be mailed to auser of your




choosing. Idedlly this email will be sent to aloca account so it will not
swamp remote mail serversin the event of alarge attack and can be
monitored in near real time.

If arpwatch reports a flip-flop, it means an IP address has been hijacked for
an existing host on the network. This may be due to smple
misconfiguration, where a user has inadvertently duplicated another 1P
address on the network. It may also be an attacker attempting to either hijack
an active session or perform a man-in-the-middle attack. Here is an example
of aflip-flop:

From arpwatch (Arpwatch)

To: root @ ocal host
Subject: flip flop
Status: O
host nane: <unknown>
| p address: 192.168.0.1

et her net address:

et her net vendor:

ol d et hernet address:
ol d et hernet vendor:
ti mest anp:

2:46: 21 +0000

previ ous tinestanp:

2:45: 49 +0000

del t a:

0: 2: 2d: 8: 5b: 30

Agere Systens

0: 30: ab: e: 2e: 81

DELTA NETWORKS, | NC

Thur sday, February 14, 2002
Thur sday, February 14, 2002

32 seconds

The old Ethernet address is from a wired Ethernet vendor. This was the
Ethernet card on the network's gateway (192. 168. 0. 1). The new

Ethernet address is from Agere Systems, a large vendor of wireless
networking equipment. Thisis an attacker on the wireless network

attempting to poison the ARP cache of other hosts on the network to perform
aman-in-the-middle attack. After recelving this email, you need to make a
decision about the integrity of the network you are attached to. If you fed

the network is untrustworthy, then you should disconnect from the network
and notify the network administrator.

4.1.6.2 syslog

The sydog facility isthe centra log collector for any UNIX host, and
FreeBSD is no exception. The log files controlled by sydog can provide a
wedth of information. Some attacks that will be performed against wireless



clients are known and are easy to find in alog. Over time, new attacks will

be launched which will not match any known signature. With a complete-
enough audit trail, you may be able to reconstruct events in an unknown
attack. Once the reconstruction is complete you can then determine the best
mechanism to use to defend yourself from the attack.

In order to review the information, the log data needs to be redirected to the
proper log files. Rather than break apart the log data into different files
based on log facility and severity, it is sometimes useful to send al log data
to onefile. This alows the data to be distilled using tools such as grep and
perl. These unique views of audit data tend to be much more useful than
splitting the data up a priori.

In order to log all data sent to sydog to /var/log/messages, add the following
line to the top of your /etc/syslog.conf:
*Lx / var /| og/ messages

Be sure to comment out any other line that references /var/log/messagein
the sysdog configuration file with a hash mark (#). To force these changes to
take effect without rebooting, execute killall syslogd; syslogd as root.

4.1.6.3 swatch

swatch is a utility to monitor log files and report on interesting strings. It
serves as a set of eyes constantly watching your log files. Upon finding a
pre-specified string in alog file, swatch can send email, ring the bell, or
execute arbitrary system commands. It isincredibly flexible and can be a
lifesaver for those of us who do not like watching log files out of the corner
of our eyes.

If you have the ports tree installed, you can execute the following commands
toingtal swatch:

cd /usr/ports/security/swatch

make

make i nstall

If you do not have the ports tree installed, you can get the source code for
swatch at http://www.oit.ucsb.edu/~eta/swatch/. Install the source according
to the instructions included in the source code.

Onceinstalled, you need to determine what strings you want to look for and
what actions you want to take when you find them. Idedly you want to
monitor connection attempts from other hosts on the wireless network. This
Is an indication of some potentially malicious activity. The following is an
example of a swatch configuration file that will ring abell for every log




entry created due to arequest from alocal machine. The local subnet in this
exampleis192. 168. 0. 0: 255. 255. 255. 0:

# swat chrc. personal exanple to watch for connection
attenpts from

# | ocal machi nes

wat chf or / Deny TCP 192. 168. 0/

echo

bel |
swatch is quite customizable. After getting familiar with normal and
abnormal log traffic on your host, expand this swatch configuration file to
suit your needs.
Now that your FreeBSD client is secure, you have afighting chance of
maintaining the integrity of your workstation while using awireless
network. By securing the operating system and supporting programs, you
make it difficult for an attacker to subvert your host. Layering proper
auditing features on top of the strong layer of security helps you watch for
the unknown. When new attacks are launched, hopefully you will have
enough information to unwderstand what is happening to your host and react
accordingly.



Chapter 5. Linux Station Security

Computers on awireless network are at risk of attack from anyone nearby.
Since there are not the same physical bounds to network access that there are
in awired network, clients are at a much higher risk of attacks. Linux isa
powerful, complex operating system. Properly configured, a Linux host can
withstand sustained attacks from dedicated attackers. Unfortunately, a

poorly configured Linux machine can be a dangerous weapon for an attacker
and aliability to you as an individud.

5.1 Linux Client Setup

Wireless support in Linux has progressed dramatically over the past several
years. FreeBSD used to be the operating system of choice for WLAN usage,
but the support now available under Linux makes it a great operating system
for wireless networking. Linux supports many common 802.11b cards.
Many vendors developing 802.11a and 802.11g equipment are devel oping
Linux drivers at the same time as their Windows drivers. Other vendors are
deploying embedded Linux systems with wireless support.

Unless otherwise noted, the examples given in this chapter are performed on
RedHat Linux 7.2 with kernd 2.4.18. The examples should work on most
recent Linux distributions, but may require small changes to the scripts or
file locations. For more information regarding RedHat Linux, see
http://www.redhat.com. For more information on kernel 2.4.18, see
http://www.kerndl.org.

5.2 Kernel Configuration

In order to securely use awireless network, you must start with a secure host
configuration. At the heart of any secure host is a solid, well-planned kernel
configuration. A secure kernel must be governed by the Principle of Least
Privilege. The Principle of Least Privilege indicates that a user or system
should only be given the minimum amount of privilege in order to achieve
the desired tasks. This means that a kernel should be stripped of al

unneeded configuration options. If you don't have any SCSI devices, then
you shouldn't have any SCSI devices specified in your kernel configuration.



5.2.1 Wireless Kernel Configuration

In order to use wireless NICs, the kernel must be configured to support the
networking card. The process of compiling a Linux kernel is outside the
scope of this book. For more information on compiling a kernel, see
lusr/src/linux-2.4/README on your Linux system or
http://www.tldp.org/HOWTO/Kerne-HOWTO.html. Configure and compile
akernel with as few configurations options as possible. Once you have a
bare-bones kernel for your machine, continue with the steps in the rest of
this chapter.

There are many ways to configure a kernd. Whether you use make
menuconfig, make xconfig, or smply make config, the changesare savedto a
configuration file. Thisfileistypicaly in /usr/src/linux-2.4/configs/ker nel-
[ver].config. The configuration options specified in this chapter are
directivesin that file. How they get written to the file is up to you; you can
edit it directly, or usethe nake * confi g scripts.

Wireless NICs are generally connected to either an internal PCI connector or
aPCMCIA (PC-card) interface. Y ou must first enable whichever interface
type you are going to be using. PCI support, probably already compiled in
your kernel, is enabled with the following:

CONFI G_PCl =y

There is support in the Linux kernel for various PCl-based wireless cards
Including those made by Lucent, Cisco, and Linksys. Consult the kernel
documentation to determine how to add support for your particular card.
PCMCIA can be added several ways. The easiest way to get wireless PC-
card support on a 2.4 kerndl is via the pcmcia-cs package, which is available
from http://pcmcia-cs.sourceforge.net/. In order to use pcmcia-cs, you must
enable loadable modules and disable native PC-card support:

CONFI G_MODULES=y

CONFI G_CARDBUS=y

Next, enable wireless networking support. Thisis aso known as "non
hamradio" support:

CONFI G_NET_RADI C=y

Y ou should be able to make and install your kernel at this point. Everything
elseis handled viathe pcmcia-cs package.

Most Linux distributions ship with precompiled pcmcia-cs modules. Y ou
can probably use the precompiled distribution of pcmcia-cs with no
problems. If you have a reason to compile pcmcia-cs by hand (or are feeling
adventurous), then press on.




Download the pcmcia-cs source from http://pcmcia-cs.sourceforge.net/.
Uncompress the source code in the same directory that contains the root of
your Linux source code (usualy /usr/src). Enter the directory that was
created during the decompression and run make config. Y ou will be asked
the following questions:
Alternate target install directory?
Y ou can specify where your Linux source code is. This defaults to
lusr/src/linux
Build "trusting" versions of card utilities?
Normally, the utilities created in this package must be run by root to
make changes to the card configuration. A “trusting” utility allows any
user to modify the configuration of the card. Only build atrusting
utility if you are sure thisis what you want.
Include 32-bit (CardBus) card support?
If you have CardBus cards you want to use, you must enable this
feature. Even if you do not have CardBus cards at this point, it is
usualy safe to enable this feature.
Include PnP BIOS resource checking?
PnP BIOS resource checking allows pcmcia-csto try to avoid
resource conflicts on the host. However, this option may cause
problems on some machines. Y ou may or may not have to use this
option.
Module install directory?
Y ou can specify an alternate module directory if needed.
Once you have answered these questions, run make all then make install.
Review thefilesin /etc/pcmcia to see if any changes need to be made to
accommodate your equipment. Reboot the machine to verify your card is
now recognized by the host.

5.2.2 Security Kernel Configuration

Now that the wireless devices are working properly, it is time to add security
enhancements to the kernel. These security options will provide you with a
hardened core for the rest of your client to use.

A firewall provides aprimary line of defense against attacks from the
network. Thisis particularly important in wireless networks. Two clients on
the same access point typically have no network-level access control
mechanism preventing them from communicating. Therefore, it isup to the
client to defend itself from attacks from malicious wireless users.



Linux provides arobust firewalling mechanism called Netfilter. The
Netfilter firewall isimplemented in the kernel and controlled by a userland
program called iptables. Previous versons (Version 2.2 and earlier) of Linux
used afirewall called IPFW that could be controlled by either ipfwadm or
Ipchains, but these mechanisms have been deprecated. This chapter
concentrates solely on using Netfilter and i ptables to protect a client. For a
more complex usage of Netfilter, see Chapter 11, where aLinux gateway
configuration is explored.
Enable Netfilter with the following option:
CONFI G_NETFI LTER=yY
There are many configuration options for Netfilter. Some are required,
however most of the following options can be added at your discretion based
on your needs:
CONFIG_IP_NF_IPTABLES
This option provides the framework in the kernel that iptables uses to
manage the firewall. This option is required.
CONFIG_IP_NF_FILTER
This option alows the firewall to filter packets that the host is
attempting to send and receive. This option is required.
CONFIG_IP_NF_MATCH_MAC
This option allows the firewall to match packets based on source and
destination MAC addresses. This can be very useful on awireless
network where IP spoofing is very easy to perform.
CONFIG_IP_NF_MATCH_STATE
This parameter turns Netfilter into a stateful firewall. Stateful
firewalls are able to keep track of active and legitimate sessions. After
a packet has been sent and received forming a two-way conversation,
the firewall will add that session to a state table. This state table
alows for faster parsing of packets in an established session aswell as
preventing forged established packets from getting through (thisisa
problem with packet filtering firewalls such as IPFW). This option is
not required but is very strongly recommended, as our examples make
use of these features.
CONFIG_IP_NF_CONNTRACK
This option allows connections to be tracked by the firewall. This
makes use of the stateful nature of Netfilter to track established
connections in a more efficient manner.
CONFIG_IP_NF_FTP
This module adds logic for tracking FTP connections in the firewall.
FTP connections are historically difficult for firewals to handle since



they have separate command and data channels. With this module,
both active and passive mode FTP are possible.
CONFIG_IP_NF_IRC
Thisis similar to the FTP connection-tracking module. It provides
higher-level logic to alow the firewall to properly track IRC
connections.
CONFIG_IP_NF_TARGET LOG
This option alows the firewall to log packets to sydog for further
examination. Logging a packet sends a great deal of information
regarding the packet to the log facility alowing for very detailed
analysis of an ongoing attack.
This should be enough to configure arobust client firewall. For an
example of aclient Netfilter configuration, see Section 5.3.1 in this
chapter.
CONFIG_SYN_COOKIES
This option allows for a SY N-flood mitigation technique called SYN
Cookiesto be used. SYN Cookies work by creating a cryptographic
challenge in the ACK packet to verify a SYN packet is part of a
legitimate session. It takes up afair bit of resources on the host when
turned on. Even when alowed in the kernel, SYN Cookies are turned
off by default. Y ou can enable them by issuing the following
command:
echo 1 >/proc/sys/net/ipv4/tcp_syncookies
This should not be required on a machine that is only aworkstation
and not a server. If you are running any services on your machine you
should at least have SY N Cookies support enabled.
CONFIG_PACKET=y
This configuration options allows raw packets to be captured from an
interface. Thisis smilar to BPF support in the FreeBSD kerndl. A
root user can use the packet capability to listen for frames destined for
other machines on the network. This option is required to run
programs such as tcpdump or arpwatch.

5.2.3 Startup Configuration

At boot time, the wireless NIC needs to be initiaized with the proper
information. All wireless specific information is stored in
letc/pemcia/wireless.opts. The file that comes with your distribution
probably has entries for different cards. While having the ability to select
different network settings for different cards may be useful, it is not normal.



Most people will want to have the same network setting regardless of what
card they are using. You can accomplish thisusing the following as a
template:
case "$ADDRESS' in
* . * ’ * ’ *)

# I NFO - nane describing this connection

| NFO="Wr el ess Net or k"

# ESSID - Nane of ESSID to join.

ESSI D=" Exanpl e"

# MODE - (Qperation Mbde. Common val ues are
Managed for associ ations

# to an access poing and Ad-Hoc to join an i BSS

MCDE=" Managed"

# RATE - Data rate of the connection. Auto
allows the card to

# select the best for the condition.

RATE=" aut 0"

# KEY - WEP key. Hex keys are entered |ike
0123- 4567-89. ASC |

# keys are pre-pended wth an s. s:secrt

KEY="s:secrt"”
esac
The default wireless.opts file has more values that can be configured based
on your needs. Read through the file if you require a more advanced
configuration. All of the values set in wireless.opts are passed to iwconfig to
configure the card. For information on iwconfig, see the next section,
Section 5.2.4.
The default gtartup files should handle getting the interface up and
configured beyond the wireless options. However, the interface will
probably be configured for DHCP by default. If you wish to configure a
static | P address, you will have to edit /etc/sysconfig/networ k-scripts/ifcfg-
[device]. Thisisan exampleof ani f cf g- et hO set to astatic | P address:
DEVI CE=et h0
| PADDR=192. 168. 0. 100
NETMASK=255. 255. 255. 0
NETWORK=192. 168. 0.0
BROADCAST=192. 168. 0. 255
GATEWAY=192. 168. 0. 1
ONBOOT=yes




For aclient that will use DHCP to acquire an address, the following can be
used instead:

DEVI CE=et h0

ONBOOT=yes

BOOTPROTO=DHCP

5.2.4 Card Configuration

Configuring awireless NIC under Linux is atwo-step process. The wireless-

specific parameters must be set using the iwconfig utility. Once the card has

formed a proper association with an access point, then the IP specific

information should be configured viathe ifconfig utility.

iwconfig uses the following configuration parameters:

interface
Thisisthe name of the interface to be configured. Typically this value
will be something like et hO. If iwconfig is passed the interface name
only and no other configuration parameters, it will return the current
configuration of the wireless interface.

essidessi d
Thisisthe name of the Extended Service Set ID (ESSID) to join. This
value must the same as the smilar vaue on the access point. A vaue
of any will cause the client to associate with the strongest detected
access point. Thisis not recommended since a nearby attacker may
force your client to reassociate with a hostile access point.

nwid nwi d
Thisis the network ID. A network ID isamechanism used to identify
particular access points within an SSID. Many access points may have
the same SSID and therefore provide service to the same network.
However the nwid for each access point may be different, allowing
usersto "hard code" what access point they wish to associate with. A
vaueof of f will disable nwid checking. Thisvalue is not required.

channel channel
Thisisthe channel used to communicate with the access point. The
802.11b PHY specification describes channelsin the 2.4 GHz ISM
band for use by 802.11b radios. In the U.S,, there are 11 usable
channels, while European countries have 14. The client must specify
the same channel as the access point in order to be able to
communicate with it.

mode node



Thisis the type of network in which the client will participate. The
options are managed for associations with access points and ad-
hoc for forming associations in IBSS mode.

ap nmac- addr
Thisisthe MAC address of the requested access point. By setting this
parameter, the client will only associate with an access point with the
specified MAC address. Thisis useful to minimize the risk presented
by nearby rogue access points attempting to spoof your SSID and
NWID. An example of thisflagisap 00: 08: 20: 4e: 5e: 1f . This
flag is not required.

key [ wepkey] [index] [ node]
Thisflag controls all the WEP configuration options. The WEP key
may be entered as hex (e.g., 0123- 4567- 89) or ASCII pre-pended
withs: (e.g., s: secrt). Multiple keys can be entered and
referenced by specifying an index value between 0 and 3. Findly, the
association mode can be set to control how the client handles WEP
and non-WEP packets. on and of f turn WEP protection on and off,
respectively. open alows the card to form WEP or nonWEP
associations based on what access points are available. r estri ct ed
will force the card to form WEP-only associations.

Thisis not acomplete list of the flags that can be passed to iwconfig. Other

options include power-saving configurations, sengitivity requirements, and

client-side identification issues. For a complete list of supported flags, run

man iwconfig.

For example, if you are connecting to the closed Example network using a

WEP key of secrt, the following command would setup that association:

lwconfig ethO essid Exanpl e key s:secrt restricted

iwconfig can aso be used to query the state of the wireless NIC by passing

only the interface name as a parameter:

[root@o root]# iwconfig ethO

et hO | EEE 802.11-DS ESSI D: " Exanpl e"
N cknane:"Prism 1"
Mode: Managed Frequency: 2.412GH Access
Poi nt: 00: 02: 2D. 04: 3D:. 5D
Bit Rate: 2Md/ s Tx- Power =15 dBm
Sensitivity:1/3
RTS thr:of f Fragnment thr:off
Encryption key: 3433- 6435- 64



Power Managenent : of f

Link Quality:92/92 Signal l|evel:-11 dBm
Noi se | evel : -102 dBm

Rx invalid nmid:0 invalid crypt:0
invalid msc:0
The WEP key is displayed by iwconfig because the command was run as
root. If a non-root user runs iwconfig, the encryption key will not be in the
outpuit.
Once the wireless-specific information has been configured, any IP
information can be configured as usua with ifconfig. While FreeBSD dlows
you to configure all wireless and IP parameters via the ifconfig utility, Linux
requires two different programsto be run in order to achieve the same result.

5.2.5 Card Utilities

There are severa other iw-based commands that can be useful for
configuring aclient card:
wgetid i nterface
This command will return the value of the SSID of the access point to
which the client is currently associated.

iwlig[interface] [freq | ap | rate | key | power |

t xpower | retry]
This command will return various statistics from the wireless
Interfaces on the client computer and is useful for determining the
capabilities of the card. For example, i W i st key will list the
available key lengths and the existing keys stored on the card.
I w1 st rat e will givethe various datarates at which the card is
capable of transmitting.

iwspy interface {+] | PADDR | HWADDR [...]
| wspy isamechanism to track the qudity of alink between your
node and another on the wireless network. You must first set what 1P
or MAC address you wish to track (e.g., | wspy 192. 168. 0. 1).
Pre-pending a + to the list of addresses will add the address set to the
end of the existing set of addresses being tracked. Once you are
tracking addresses, you can then check the status of that link by
passing only the name of the interface:
[root@mo root]# iwspy ethO
et hO Statistics collected:

00: 60: 1D: 20: EO: 00 : Quality:91/92 Signal

| evel :-11 dBm Noise |evel:-102 dBm



(updat ed)

iwprivi nt erface private-command [ privat e-par anet er s]
This command can set driver-specific parameters which are not
accessible viathe iwconfig command set. For instance, if you need to
enable the roaming features which exist inthe wavel an_cs drivers,
you would use iwpriv to do so.

Finally, you can query the status of any wirdess interface viathe /proc

filesystem:

[root @o root]# cat /proc/net/wreless

Inter-| sta-| Qual ity | D scar ded
packet s |\
M ssed
face | tus | link level noise | nwd crypt
frag retry m sc|\ beacon
et hO: 0000 92. 245. 154. 0 0
0 0 0\ 0

5.3 OS Protection

A secure kerndl is only part of the solution for using a wireless network
securely. A station on awireless network is in a hostile environment.
Anyone nearby can launch an attack against the station. The station should
not rely on other network defenses to keep these attacks at bay; it must
defend itself from hostile activity.

5.3.1 Firewall Configuration

The firewall configuration on awireless client isrelatively smple. Most
clients are not running any services such as web or mail servers. The only
new connections should be outbound from the host; there should be no
inbound connection requests. If you do have services running on your client,
you will need to modify your firewall configuration appropriately.

The Netfilter firewall included in Linux 2.4 is controlled by the program
iptables. In anutshell, Netfilter usesalist of firewall rules called chainsto
process packets. There are three different chains in a Netfilter firewall:
INPUT



Packets destined for the host machine are handled by the INPUT
chain. If ahost is running a web server, packets destined for port 80
on the host's public | P address would be handled by the INPUT chain.
OUTPUT
The OUTPUT chain processes packets generated by the host for
another host. A request by your workstation for aweb page from a
remote web server would be handled by your workstation's output
chain.
FORWARD
The FORWARD chain processes packets that are sourced by a non
local host and destined for a non-local host. This type of actionis
typical of afirewall protecting an entire network where traffic is
moving through the hogst, not actually destined for the firewall itsalf.
In order to manage the firewall, you need to create a shell script that invokes
the proper iptables commands to implement your desired ruleset. The
example file below isa smple firewal configuration for awireless client. It
makes use of the stateful options in Netfilter. Be sure to have the appropriate
modules compiled into the firewall as documented in " Security Kernel
Configuration” earlier in this chapter. For more information on iptables and
Netfilter, see Chapter 11, http://www.netfilter.org/, or the iptables man page.
#!/ bi n/ sh
# sinple rc.firewall to for wreless client

# setup vari abl es
| PTABLES=/ shi n/i pt abl es

# flush all chains to get a clean start
$I PTABLES -fl ush

# Both I NPUT and FORWARD chains wll be junped to
t he user-defi ned

# "client" chain

# Create the client chain

$I PTABLES -N client

# Al low any established traffic through
$I PTABLES -A client -mstate --state
ESTABLI SHED, RELATED -j ACCEPT



# Accept any new connections that are not comng in
the primary Ethernet

# interface (the wreless interface)

$I PTABLES -A client -mstate -state NEW-i ! ethO -
j ACCEPT

# Drop everything el se
$I PTABLES -A client -j DROP

# Junp the I NPUT and FORWARD chains to the client
chain

$I PTABLES -A INPUT -j client

$I PTABLES - A FORWARD - client

# allow all outbound traffic

$I PTABLES - A QUTPUT -j ACCEPT

Save this as an executablefile at /etc/init.d/rc.firewall. Then add the
following lines to /etc/rc.d/rc.local:

# I P Firewal

echo "starting IP Firewal | "

letc/init.d/rc.firewall

At the next reboot, your firewall rules will take effect. To immediately apply
the firewall rules, run /etc/init.d/rc.firewall. Some distributions may have an
aternate way to load firewall rules at boot time. Refer to your distribution's
documentation for any potential issues.

5.3.2 Disable Unneeded Services

The Principle of Least Privilege not only appliesto kernd compiling but
also to services running on your workstation. Extraneous services running on
your host are potential vectors for attackers to compromise your machine.
The more services you have running, the higher the likelihood of one of
them having a security vulnerability. Determine what services you need to
have running and disable al others. By disabling unneeded services, you
minimize your exposure to the attack and simplify your job as a systems
administrator.

Y ou can determine what services you are offering by using the -i flag with
the Isof utility:

[root @D etc]# |sof -i



COMVAND PID USER FD TYPE DEVI CE SI ZE NODE
NAVE

port map 639 root 3u | Pv4 913 UDP
*sunrpc

port map 639 root 4u | Pv4 914 TCP
*:sunrpc (LI STEN)

rpc.statd 668 root 4u | Pv4 939 UDP
*:.844

rpc.statd 668 root 5u I Pv4 966 UDP
*:1024

rpc.statd 668 root 6u | Pv4 969 TCP
*:1024 (LI STEN)

sshd 933 root 3u IPv4 1198 TCP
*:ssh (LI STEN)

xi netd 966 r oot 3u IPv4 1222 TCP
no: 1025 (LI STEN)

xi net d 966 r oot 3u IPv4 1273 TCP
*:echo

sendmai | 1006 r oot 4u |1Pv4 1274 TCP
no: sntp (LI STEN)

X 1233 root lu [ Pv4d 1477 TCP

*:x11 (LI STEN)

The commands on the |eft have opened the ports specified on the right. On
this host, echo and sendmail (smtp) are running. These services are probably
not necessary and can be shut off. According to Isof, the echo port is
controlled by xinetd, while the sendmail port is controlled by sendmail itsalf.
In order to disable these services | will have to find the sendmail
configuration and disable it and modify the xinetd configuration to stop
launching echo.

Services can be started in any number of ways on a Linux machine. Many
services, such astelnet, ftp, and portmapper are launched by a super daemon
such asinetd or xinetd. inetd has been the standard super daemon for quite a
while. However, some distributions such as RedHat have migrated to xinetd
due to its enhanced feature set and security.

Services started through inetd are controlled via inetd.conf (usudly found in
/etc). Y ou can stop services launched by inetd by commenting them out of
inetd.conf with a hash mark (#). These changes will take effect on the next
reboot. To have the changes take effect immediately, send aHUP signd to
inetd to forceit to reread its configuration file:

killall -s HUP inetd



xinetd configuration is a bit different. On most systems, thereis a

configuration wrapper file at /etc/xinetd.conf. Thisfile calls scripts located in

/etc/xinetd.d/. To disable services listed in xinetd.d, add the following line to

the configuration file for the desired service:

di sabl e = yes

Again, changeswill take effect on the next reboot. xinetd will not reread its

configuration file when sent a HUP signa. The process must be terminated

completely and restarted for changes to take effect immediately:

killall xinetd; xinetd -stayalive -reuse -pidfile \
[ var/run/ xinetd. pid

For atutoria on al that xinetd has to offer, see

http://www.macsecurity.org/resources/xinetd/tutorial .sntml.

For services not launched out of a super daemon, they are probably launched

out of one of the runlevel startup directories. The startup files are stored in

varied locations depending on your distribution, for example, /etc/rc.d/rc[ O-

6].d on RedHat and /etc/rc[ 0-6].d on Debian. The number corresponds to

the runlevel in which the scripts are invoked. Most of the time, the scripts

you will want to disable arein rc2.d and rc3.d. To disable aserviceinthe rc

directories, rename the file to tart with something other than an S, usualy a

K. For example, in order to disable sendmail on RedHat, perform the

following:

cd /etc/rc.d/rc2.d

nv S80sendnai | K80sendmai |

Sendmail will not start at the next reboot.

5.3.3 Static ARP

ARP poisoning attacks, discussed in Chapter 2, are ared thresat to dl entities
on awireless network. A host on awireless network can fal victimto a
man-in-the-middle or DoS attack due to a malicious user poisoning your
ARP cache. By gtaticaly assigning MAC-to-1P address mapping for
important hosts on the network, you can minimize the risk posed by ARP
poisoning attacks.

At the very least, you should set a static ARP entry for your default gateway.
The following is an example file which you can place in /etc/init.d/staticarp
to perform that task. Replace the <gat eway| P> and <gat eway VAC>
with your specific values:

#!'/ bi n/ sh

# This script wll set static arp entries for Linux
case "$1" in



start)

# Add the MAC address for the gateway to the ARP
tabl e

echo -n '"adding gateway MAC to arp table'
arp -s <gatewayl P> <gat eway MAC>

st op)
# Delete the MAC address fromthe ARP table

echo 'renoving static MAC fromarp table'
arp -d <gatewayl P>

*)
# Standard usage stat enent

echo "Usage: "basenane $0 {start|stop}" >&2

esac

exit O

In order to have the ARP entries |oaded automatically at boot time, make
sure thefileis executable and add a symlink in /etc/rc.d/rc2.d:
[root@mo rc2.d]# chnod 755 /etc/init.d/staticarp
[root@wo rc2.d]# cd /etc/rc.d/rc2.d

[root@mo rc2.d]# In -s /etc/init.d/staticarp

S98st ati carp

5.3.4 Other Security Concerns

Depending on your level of paranoia, you can further secure your
workstation. These enhanced security concerns are outside the scope of this
book. A good reference on Linux security isthe Linux Security HOWTO
avalable at http//www.tldp.ora/HOWTO/Security-HOWTO.html.




5.4 Audit Logging

No matter how strong your security mechanisms are, if you are not logging
and monitoring your logs, you are vulnerable to unforeseen attacks. Diligent
logging and monitoring gives you the ability to react to attacks in rea time,
protecting yoursalf and your resources.

5.4.1 arpwatch

Due to the lack of physical security in awireless network, low-level attacks
are of amuch greater concern than they would be on awired network. ARP
poisoning, as discussed in Chapter 2, allows a malicious host to act as aman
in the middle for machines on the network. The static ARP settings
discussed earlier in this chapter are one way to protect yourself from ARP-
based problems.

However, being able to detect ARP issues on the network givesyou a
window into the overall security of the network. If someone on the network
Is attempting ARP spoofing attacks, it is safe to assume your packets are
being sniffed and your dataisarisk. A program called arpwatch will watch
the network for you and report any unusua activity. In order to use
arpwatch, the program must have access to raw frames being sent across the
wire. Thisrequires CONFIG_PACKET support in your kernel.

For a complete discussion of arpwatch and how to configure it, see Section
4.1.6.1.

5.4.2 syslog

sydog isacommon audit facility that any application on a host can use.
Many standard applications as well as the kernel log send very useful
information to sydog. Being able to direct sydog datato a desired location
and monitor it gives you aview into what your system is doing aswell as
what others aretrying to do to it.

Different Linux distributions have different sydog configurations. In
general, they are configured to send sydog to many different logfiles based
on sydog facility and severity. Rather than break apart the log data into
different files, it is sometimes useful to send all log data to onefile. This
alows the data to be distilled using tools such as grep and perl. These
unique views of audit data tend to be much more useful than splitting the
data up a priori.



In order to log all data sent to sydog to /var/log/messages, add the following
line to the top of your /etc/syslog.conf:.

*OK / var /| og/ messages

Be sure to comment out any other line that references /var/log/messagesin
the sydog configuration file with a hash mark (#). To force these changes to
take effect without rebooting, execute killall syslogd; syslogd as root.

5.4.3 swatch

Watching logfiles is boring. When there are no interesting eventsin a
logfile, it is easy to lose interest and stop paying attention. It isaso
Impossible to watch logfiles adl the time. swatch is a program designed to
watch logfilesfor you. It will tail (continuoudy monitor what is being
written to) any ASCII logfile and watch it for interesting strings. swatch can
be configured to alert you via email, console messages, or even a system
beep when it detects a problem. For a complete discussion of swatch, see
Section 4.1.6.3.

5.5 Secure Communication

No matter how strong your firewall is, and no matter how solid your kernel
configuration is, if you send your mail password in the clear across the
network, you have subverted al the security built into your system. Secure
communication is the keystone in client-side security. For afull discussion
of secure communication mechanisms, see Section 3.1.2.

With your FreeBSD and Linux wireless clients secured, you can compensate
for a hostile and insecure network. By locking down your workstation, an
attacker will likely get frustrated attempting to attack your machine and will
move on to another host on the network. The next steps in secure wireless
networking are to examine the security of the access point and the network
gateway.




Chapter 6. OpenBSD Station Security

OpenBSD has focused on providing afree, functional, and secure operating
system. The OpenBSD development team performs source-code audits of
the core operating system in an effort to stamp out bugs, especialy security-
related bugs. There is aso a strong cryptographic emphasis throughout the
code in an attempt to protect and hide senditive data. This haslead to an
operating system that tends to be more secure out of the box.

However, like any operating system, the security of the host depends on the
diligence of the operator. A heavily audited operating system such as
OpenBSD can still be made vulnerable to ssimple attacks through
misconfiguration or open policies. Host security is especially important to
wireless stations, since the station computers are generally a weak and
difficult link to manage in a wirdess network.

6.1 OpenBSD Client Setup

OpenBSD shares features and architecture with some of the other free BSDs
such as FreeBSD and NetBSD. OpenBSD's wireless support is no exception.
OpenBSD has pulled functionality and code from FreeBSD wireless
subsystem, and FreeBSD has pulled from OpenBSD as well. In generd,
running a secure OpenBSD workstation is similar to a FreeBSD workstation.
However, this chapter will cover some important differences.

Unless otherwise noted, the examples in this chapter are from the OpenBSD
3.1 release. OpenBSD may be obtained from http://www.openbsd.org/ and
either purchased on CD or installed over the Internet.

6.2 Kernel Configuration

Like any other operating system, a secure host starts with a secure kernel
configuration. If unneeded devices or options are included in your kernel
configuration, you will not only have a bloated and dower kernel, but you
may also open yourself up to attacks. The kernel should be configured using
the Principle of Least Privilege. In short, if you do not need something in
your kernel, do not add it! Also, an OpenBSD kernel can be configured with



special options that can lead to a more secure machine. These options should
be added when possible to help keep attackers out.

6.2.1 Wireless Kernel Configuration

In order to use wireless NICs, the kernel must be configured to support your
wireless networking card. The process of compiling an OpenBSD kerndl is
outside the scope of this book. For more information on compiling a custom
OpenBSD kernd, see http://www.openbsd.org/fag/fags.html and the
options(4) manua page.

When compiling an OpenBSD kerndl, there are two different files that you
may need to edit in order to add or remove al of the required options. The
first configuration file, /usr/src/sys/conf/ GENERIC, contains options that are
common across all the architectures OpenBSD can run on. OpenBSD has
been ported to many platforms, including 1386, Sparc, PowerPC, and VAX.
Some options, such as firewalling and | Pv6 support, are shared between all
the platforms, and therefore when you change an option in
lusr/src/sysiconf/GENERIC, it will be reflected in any kernel you build for
any platform.

The second file is the platform-specific file found in /usr/src/sys/arch/<arch
type>/conf/. The <arch type> is whatever architecture you're running on,
which in most casesisi386. Thereisa GENERIC file in the architecture
specific directory. Y ou may edit this file directly or copy it to a new name,
such as the hostname of your machine in al caps, for editing.

Y our wireless card will probably be either PCl-based or PCM CI A-based.
Add the appropriate options and devices to your architecture-specific
configurationfile:

# PCl PCMCI A controllers

pci c* at pci ? dev? function ?

# PCMCI A bus support

pcnti a* at pcic? controller ? socket ?

pcntia* at tcic? controller ? socket ?

Y ou must then add the proper devices for your particular wireless card. The
Wi driver works with Prism I1-based cards as well as Hermes cards such as
the Orinoco Silver. The an driver works with the Cisco wireless cards. Add
the correct driver for your card. Note that there are different configuration
lines depending on whether your card is PCl or PCMCIA based:

W * at pci? dev ? function ? #
WavelLAN | EEE 802. 11DS



W * at pcntia? function ? i
WavelLAN | EEE 802. 11DS

an* at pci? dev ? function ? #
Al ronet | EEE 802. 11DS
an* at pcntia? function ? #

Ai ronet | EEE 802. 11DS

Now that you have support for your wireless cards, remove support for
anything you do not need. For example, the GENERIC configuration file has
many SCSI controllers and |SA network cards turned on by default.
Comment out any devices you do not have. Once you have stripped down
both the architecture-specific configuration file and the globd file, compile
your kernel according to the instructions on the OpenBSD web site. Verify
your machine is operating as you expect it to. Once you have a functioning,
bare-bones kernel, continue on to the security-specific configuration.

6.2.2 Security Kernel Configuration

The OpenBSD devel opment teams place security above amost all ese.
Because of this, there are many security-specific options that you can and
should compile into your kernel. Most of these options are in the global
kernd configuration file that is found in /usr/src/sys/conf/GENERIC.
OpenBSD has a cryptographic framework that allows drivers to hook into
cryptographic services provided by the kernel. The IPsec implementation
relies heavily upon the cryptographic framework. If you plan on using | Psec,
enable this support with the following option:

option CRYPTO # O yptographic

f ramewor k

If you plan to use IPsec to secure your traffic, you will need to compilein
| Psec support:

option | PSEC # | Psec

OpenBSD's firewall is provided a mechanism called packet filter (pf ). pf
provides a device (/dev/pf ) to dlow userland control of the firewall.
Through /dev/pf you can issue ioctl callsto add and remove rulesets, gather
gtatistics on the firewall, and enable or disable the firewall completely.
Through the use of pflog, pf can also provide packets to userland processes
through a pseudo-interface called pflog. A firewall ruleset can log al denied
packets to a pflog interface (such as pflog0) and a sniffer program such as
tcpdump can monitor al the logged traffic. Y ou should enable both pf and
pflog:

pseudo- devi ce pf 1 # packet filter



pseudo- devi ce pf | og 1 # pf log if

Finally, you should enable the ability to promiscuoudy sniff traffic from
local interfaces. This ability can help greatly in debugging network problems
and in using network-monitoring tools. Thisis accomplished through the use
of aBerkeley Packet Filter (bpfilter). bpfilter will create a certain number of
devices that will limit the number of connections processes can make to
promiscuous interfaces. For example, if you have four different interfaces,
then you will probably want four bpfilter instances so you can sniff on all
interfaces at once:

pseudo- devi ce bpfilter 4 # packet filter

6.2.3 Card Configuration

There are severa different ways to manipulate the wireless network card
once the system is online. For Prism |l and Hermes-based cards, the
wicontrol utility can be used to configure wireless specific parameters. For
Cisco Aironet cards the ancontrol utility is used instead. Some wireless
capability has been added for al chipsets into the standard ifconfig utility.
However you choose to configure your wireless network, you must be sure
you configure your |P-specific parameters as well.
The following parameters are the more commonly used features of
wicontrol. For acomplete list, please see the wicontrol manua page.
I nterface
Thisisthe interface that wicontrol should operate on. If no interface is
specified, w O is assumed. If no other flags are passed to wicontral,
wicontrol will print out the existing configuration and statistics of the
interface.
-nnet wor kK name
This parameter specifies the name of the service set to join. In
infrastructure mode, this would be the ESSID and in IBSS mode this
would be the SSID of the network you wish to join. An empty string
Instructs the card to associate to the strongest available service set.
-sstation nane
The station name is the value your station isto be known by on the
network. Certain diagnostic and monitoring utilities will attempt to
determine the station name in an effort to uniquely identify the end
host. Thisis not required and should not be set.
-f channel



This parameter indicates what channel the card should use to
communicate with the access point. This value must be the same as
the access point's channel or else association will not be possible. If
no channd is specified, the card will scan all channelsin an attempt to
find an available access point.

-pport type
This specifies the type of network to join. A valueof 1 or bss will
cause the card to only associate to infrastructure mode access points.
A vdueof 4 or i bss will cause the card to operate in ad-hoc mode.

-kkey [ -v 1]2|3]|4 ]
This parameter controls the various WEP keys used by the station to
authenticate and encrypt traffic to the access point. key can be
entered either as decimal (e.g., secr t) or as hexadecima (e.g.,
0x0123456789). The numbers following the key indicate which
key index the specified key should be placed in. The WEP
specification allows for four different keysto be stored for usein
various key rotation strategies. If the -v flag is not specified, the first
index is assumed.

-T1| 2|34
This parameter specifies the index of the WEP key to use for
encrypting transmitted frames.

For example, to configure your wi O interface to associate to the ESSID

Example usng the WEP key secr t , issue the following command:

wicontrol wi0 -n Exanple -k secrt

To display statistics and configuration parameters of the wi O interface, run

the following command:

bash- 2. 05a# wi control w0

NI C serial nunber: [
99SA01000000 ]
Station nane: [

WavelLAN | EEE node ]

SSID for IBSS creation: [ IBSS ]
Current netnane (SSID): [ Exanpl e ]
Desired netnane (SSID): [ Exanpl e ]
Current BSSI D [
00: 02: 2d: 04: 3d: 5d ]
Channel |ist: [ 2047 ]
| BSS channel : [ 11 ]

[

Current channel :



Comms qual i ty/ signal / noi se: [ 51 98 0 ]
Prom scuous node: [ Of ]
Port type (1=BSS, 3=ad-hoc, 6=Host AP): [ 1 ]

[

MAC addr ess:
00: 04: e2: 36: 68: 02 ]

The ancontrol utility for the Cisco cardsis smilar to the wicontrol utility.

Unfortunately the options passed to the different utilities are different.

Again, the options discussed below are not a complete list of all possible

options that can be passed to ancontrol. For the complete list and

explanation, please see the ancontrol manual page.

interface
Thisisthe interface that ancontrol should operate on. If no interfaceis
specified, w O isassumed. If no other flags are passed to wicontral,
wicontrol will print out the existing configuration and statistics of the
interface.

[-v12]3]-n ssid
These options work in tandem to allow you to specify a hierarchy of
service sets to join. The card will attempt to associate to the SSID
gpecified in the first index, then the second, and finally the third. If the
-v option is not used, the specified SSID is placed in the first index
location.

-l st ati on nane
The station name is the value your station isto be known by on the
network. Certain diagnostic and monitoring utilities will attempt to
determine the station name in an effort to uniquely identify the end
host. Thisis not required and should not be set.

- ¢ channel
This parameter indicates what channel the card should use to
communicate with the access point. This vaue must be the same as
the access point's channel or else association will not be possible. If
no channel is specified, the card will scan all channelsin an attempt to
find an available access point.

-00| 1
This option specifies the network mode the card will attempt to join.
A vaue of 0 instructs the card to join an ad-hoc network. A vaue of 1
will cause the card to participate in infrastructure mode networks.

v O[1]2134[5l6]7 - k key



These options work together to specify the WEP keys the card will
use to communicate with. The ancontrol can only have four keys
configured at atime. The even indexed keys are considered
"permanent” and are stored in NVRAM on the card. The odd number
keys are "temporary" and are stored in volatile memory. key can be
entered either as decima (e.g., secrt) or as hexadecimal (e.g.,
0x0123456789). Unlessthe -eflag is used to specify the key to use
to transmit, ancontrol will use the most recently entered key.
-e 0] 1] 2|3
Thisisthe index of the WEP key to use to transmit encrypted frames.
-v 12| 3|4 -aAP
This option allows you to specify the MAC addresses of the preferred
access points. The MAC address must be entered as six hexadecimal
values separated by colons. By providing MAC addresses for your
access points, your provide some level of protection from an attacker
standing up an access point claiming to be part of your service set and
hijacking your association.
For example, to configure your anO interface to associate to the ESSID
Example using the WEP key secr t , issue the following command:
ancontrol -n Exanple -v 0 -k secrt

6.2.4 Startup Configuration

The wireless card needs to be properly initialized and configured at boot
time to avoid having to hand configure the interface after each reboot. In
OpenBSD, each interface has afile in hostname named
hostname.<interface> that contains information regarding the configuration
of the interface. For instance, the first Prism-based interface on a host will be
controlled by afile caled hostname.wiO.

Thefile can specify basic IP configuration information as well as execute
arbitrary commands to configure other aspects of the interface. At the most
basic leve, the IP configuration takes the following form:

addr famly [alias] address netnask

br oadcast address options

addr _fam |y canbe inet, inet6, or dncp. For the case of DHCP with no
required options, the options fields should be filed in with the string NONE.
To execute commands within the file, precede the command with an
exclamation point. For example, to configure the first Prism-based controller



with an IP addressof 192. 168. 0. 248 on aclass C network with a default
gateway and associating to an SSID of Exanpl e, usethe following file;

i net 192. 168. 0. 248 255. 255. 255. 0 192. 168. 0. 255
lroute add default 192.168.0.1

I'wi control \$if -n Exanple

The hostname.interface file is very flexible and powerful. For a complete
discussion of the structure of thisfile, see the hostname.if manua page.

6.3 OS Protection

A secure kernel and properly configured network interfaces are only part of
configuring a secure station. There are various parts of the operating system
that you must secure to protect yourself from attackers. This includes

configuring a host-based firewall, removing unneeded services being started
at boot time, and setting static ARP entries to avoid ARP spoofing attacks.

6.3.1 Firewall Configuration

A firewall configuration on awireless client is generaly straightforward.
Almost all connections will be outbound from the host. Unless you are
running externally accessible services such asaweb or ssh server, there
should never be a connection attempt from outside hosts.

The firewall configuration is stored in /etc/pf.conf. The file contains
directives that will be passed to the packet filter at boot time.

Here is an smple pf.conf that should work on most client installations. If you
require a more advanced firewall setup or would like a more complete
discussion of pf, see Section 13.2in Chapter 13 or read the pf.conf manua
Page.

# Sinple client pf.conf

oif ="wO0"

onet = "192.168.0.0"

omask = "255. 255. 255. 0"

oi p = "192.168. 0. 248"

# bl ock by default

bl ock in log all

# Let | oopback traffic through




pass out quick on |00 all

pass in quick on | o0 all

# keep wi ndows hosts fromfilling your |ogs

bl ock in quick on $oif proto tcp fromany to any
port 136 >< 140

# keep broadcasts fromfilling your |ogs

bl ock in quick on $oif inet fromany to {

255. 255. 255. 255, 192.168. 0. 255 }

# al | ow everyt hi ng out bound

pass out quick on $oif all keep state

Make sure you have pf support compiled into your kernel and set pf =YES
in /etc/rc.conf to cause the firewall to be enabled at boot time. Thisisavery
sample firewall configuration. However, in a hostile wireless environment,
keeping things smple may make the difference between keeping attackers
off your machine and being the weakest link in the network.

6.3.2 Disable Unneeded Services

Unneeded services running on a machine are aliability. An unneeded

service becomes a forgotten service. And avulnerability discovered in a
forgotten service can quickly lead to a compromise. By removing unneeded
services from your machine, you make administration easier and increase the
security of the host.

In a default OpenBSD ingtall, there are two major places where services are
launched. The standard inetd facility controls services such as telnet, ftp,
chargen, etc. These services are configured in /etc/inetd.conf. Edit thisfile
and comment out any services you do not require. In general, ssh will
provide all required remote services so you should be able to comment out
everything in inetd.conf.

The other source of many servicesis /etc/rc.conf. Again, edit thisfile and
examineit for any services you do not need. Turn services off by setting the
option to NQ. For example, disable portmapper by changing:

por t mp=YES # al nost al ways needed
to this:
por t map=NO # al nost al ways needed

Restart your machine for these changes to take effect. Verify the machine
acts as you anticipate and you have not disabled servicesin error.

6.3.3 Static ARP Entries



As documented in ARP Poisoning, thereis ared threat from man-in-the-
middle attacks due to ARP poisoning. A malicious user may be able to
convince your workstation that her host is the gateway by forging spoofed
packets. By putting a static ARP entry on your host, the effectiveness of this
attack is minimized.

- Through the ancontrol utility, Cisco cards can be

“ 4. configured to only associate with authorized MAC
addresses. Whenever possible, thisfiltering should be
configured. Authorized access point MAC address
filtering in combination with static ARP entries for your
layer 3 gateway will prevent many of the attacks that can
be launched at layer 2.

Static ARP entries override any dynamic information received over the
network. If you are always using the same gateway (i.e., you are not roaming
around to different layer 3 wireless networks) you can put a script in /etc
called staticarp.sh to hard code the ARP entry:
#!/ bi n/ sh
# staticarp.sh
# This script will set static arp entries for
QoenBSD
# Add the ARP entry for the gateway
echo -n ' addi ng gateway arp'

[usr/sbin/arp -d <gatewayl P>

[usr/sbin/arp -s <gatewayl P> <gat enay VAC>
per manent
Make sure you make this shell script executable. In order to run thisfile at
boot time, add the following lines to /etc/rc.local:
# Set static ARP entries for gateway
if [ -f /etc/staticarp.sh ]; then

/etc/staticarp. sh

fi
After your next reboot, verify the script has executed correctly by using the
arp command:
bash- 2. 05a# arp -an
? (192.168.0.1) at 00:02: 2d: 08: 5b: 30 per nmanent
static
? (192.168.0.2) at 00:10:5a: a7: 09: 2a



The word per manent indicates that no network traffic including malicious
ARPs from other hosts will override this static entry.

6.4 Audit Logging

Due to OpenBSD's smilarities to FreeBSD, configuring logging and log file
monitoring is amost identical under both operating systems. For a complete
discussion of auditing under FreeBSD, see Section 4.1.6.




Chapter 7. Mac OS X Station Security

Apples Mac OS X operating system has been rapidly gaining in popularity
among security professionals. This can most likely be attributed to its
excellent GUI, BSD underpinnings, and increased focus on security features.
Apple has taken a proactive stance in developing a more secure OS, and is
working hand-in-hand with the BSD community to explore secure standards
for the BSD family of operating systems.

7.1 Mac OS X Setup

The underlying structure of Mac OS X uses many BSD-derived components.
Because of this, the configuration, scripts, and firewall are very similar to
FreeBSD. File paths are often different, but the concepts remain the same.
The examples and walkthroughs in this chapter work on both Mac OS X
Versons 10.1 and 10.2.

7.1.1 Kernel Configuration

Mac OS X installs with a pre-compiled kernel that contains support for
everything needed to use the OS as awireless client. There is no need to
compile a custom kernel, but if you do want to experiment with different
options for the kerndl, visit http://www.opendarwin.org to get started. The
Mac OS X kernel builds are derived from the OpenDarwin kernel but
changed somewhat before release by Apple. Building a custom kernel isa
path for the more daring, and technical, user.

7.1.2 Card Configuration

Support for the Apple AirPort wireless card is completely integrated into
Mac OS X. Configuration is accomplished through the System Preferences
dialog boxes. The settings and options are primarily contained in two tabs of
the Network section of System Preferences.

Figure 7-1 shows the AirPort configuration tab. The AirPort ID isthe MAC
address of the wireless card in the computer. The series of options below
determine the way the OS will select which wireless network to join at
startup or when to come out of a standby mode. The first option joins the
network with the strongest signal. The second option will rgjoin a recently
used network. This option has a checkbox to remember network passwords,



which ishow Mac OS X refersto WEP keys. The fina option restricts the
computer to only connecting to a specified network SSID. (The SSID is
Wirelessin this example))

Figure 7-1. AirPort card configuration tab
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There are two checkboxes at the bottom of the tab. The first enables the
creation of IBSS networks, operating in peer-to-peer mode between
workstations. The second adds an icon (Figure 7-2) to the menu bar to

display the status of the network connection and provide a small drop-down
menu of common actions.

Figure 7-2. AirPort status icon on menu bar (second from left)
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Also in the Network section of System Preferencesis atab for the wireless
card TCP/IP settings. An example of thistab is shown in Figure 7-3. Make
sure you select your wireless card in the Show drop-down list before
changing settings. The Configure setting will determine whether DHCP or




static address information is to be used. If static settings are used, the rest of
the fields in the tab can be used to set the network configuration.

Figure 7-3. TCP/IP networking configuration tab
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Besides showing whether the AirPort is connected to a wireless network, the
statusicon in Figure 7-2 also provides a menu of common actions. All the
detected SSIDs of nearby wireless networks are displayed on the menu;
clicking on one will cause the computer to attempt to connect. If the network
Is closed (requires WEP), a dialog box prompting for the password (WEP
key) will appear. The WEP key should be entered in hexadecimal notation,
not as regular characters.

Thereis also achoice titled Create Network. After selecting this, adialog
box will request a network name (SSID), password (WEP key), and channel.
The wireless card will create an IBSS network with these settings.

7.1.3 AirPort Access Point Utilities

Mac OS X includes two programs to help in configuring the Apple AirPort
AP. If you are using an AirPort AP, the AirPort Admin Utility and AirPort



Setup Assistant, which are both located in the Utilities folder, can be used to
remotely configure the AP. Since these tools are SNMP based, you may dso
have (limited) success using them to configure other APs.

7.2 OS Protection

In addition to securing the wireless connection itsdlf, it isimportant to lock
down the rest of the services running on the computer. Unneeded services
should be disabled, and afirewall should be established to protect the host. It
Is also worthwhile to set up a static ARP address for the gateway to protect
against man-in-the-middle attacks and automate the monitoring of logs.

7.2.1 Disable Unneeded Services

The System Preferences section titled Sharing controls what services will be
run on the system. The Services tab, shown in Figure 7-4, controls what file-
sharing services will be started on the system. Uncheck any of these you do
not need to use. Remote Login is one service you might want to use; it
provides a SSH login server to allow remote shell access.

Figure 7-4. Services tab
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7.2.2 Firewall Configuration

The Firewdll tab of the Sharing configuration allows groups of portsto be
filtered. Disable accessto all services, unless you need to alow access. In
the example shown in Figure 7-5, the firewadll is off.

Y ou can enable the limited firewaling configuration provided in this GUI
setup program by pressing the Start button. If you want to use a more
complicated set of filtering rules, it requires creating a script to run at system
startup.

Figure 7-5. Firewall tab
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If you don't use the GUI firewall configuration, you need to enable the
automatic running of a script as a startup item by the SystemStarter program.
First, create the directory /SystenvLibrary/Sartupltems/Firewall. In this

directory, place thefile

/Systery/Library/Sartupltems/Firewal l/StartupParameters.plist. Thisfile
describes the services provided by the startup item, and should contain the

following:
{
Descri ption = "Firewall";
Provi des = ("Firewal | ");
Requi res = (" Network");
O derPreference = "Late";
Messages =
{
start = "Starting firewal | ";
stop = "Stopping firewall";

};



The main script that starts the firewall should have the same name asthe
directory it livesin. Thisfile will be called
/Systery/Library/Sartupltems/Firewall/Firewall. It writes alog message and
then starts amonitoring script. The Firewall script is:

#! / bi n/ sh
Hit
# Firewal
Hit

/etc/rc.conmon
Consol eMessage "Starting Firewal |

[ usr/ | ocal /sbin/fwmon &

echo $! > /var/run/fwon. pid

The monitoring script called by Firewall is/usr/local/sbin/fwmon. This script
will listen for events signaling a change in | P addresses or the restart of
network adapters. When one of those eventsisreceived, it will call
/usr/local/sbin/firewall.sh to reload the ruleset. Create this file with the
following contents:

#!/ bi n/ sh

SysteniLog( )
| ocal Message="$*"

| ogger -it fwnon "${ Message}"
}

UpdateFirewal | ()
{
[usr/local/sbin/firewall.sh > /dev/nul
for iface in “ifconfig -lu; do
case "${iface}" in
ppp*)
ifconfig ${iface} mu 1448
esac h
done



}

SystenLog "Firewal |l nonitoring started"
Updat eFi r enal |

whil e true
do
[usr/sbin/scutil -p <<-SC SCRI PT > /dev/null
open
n. add State:/Network/d obal /Il Pva
n.wait
cl ose
SC SCRI PT

sleep 3
Systeniog "I P Address added, renoved or
changed. Reconfiguring firewall."
Updat eFi r ewnal
done

exit O

Thefina script is/usr/local/shin/firewall.sh itself. Thisfile contains the
rules that will be assgned to each interface in the machine. It should
contain:

#!/ bi n/ sh

I pf w=i pfw
AddRul e( )
{
| ocal rul e="$*"
${ipfw add ${rule} via $iface} > /dev/null
LoopbackFirewal | ()
{

}

AddRul e allow all fromany to any



Def aul t Fi rewal | (
{

)

# Prevent spoofing of the | oopback network
AddRul e deny | og all

fromany to 127.0.0.0/8

# Allow DHCP traffic

AddRul e all ow udp fromany 67 to any 67
AddRul e al l ow udp fromany 67 to any 68
AddRul e all ow udp fromany 68 to any 67
AddRul e al l ow udp fromany 68 to any 68

# Prevent bogus addresses

AddRul e deny

AddRul e deny
any in

AddRul e deny

AddRul e deny
AddRul e deny

AddRul e deny

AddRul e deny
169.254.0.0/16 in

AddRul e deny
in

AddRul e deny
in

AddRul e deny
in

| og
| og

al |
al |

al |

al |

al |
al |

al |

from0.0.0.0/8 to any in
from 169. 254.0.0/16 to

from192.0.2.0/24 to any
from224.0.0.0/4 to any
from240.0.0.0/4 to any

fromany to 0.0.0.0/8 in
fromany to

fromany to 192.0.2.0/ 24
fromany to 224.0.0.0/4

fromany to 240.0.0.0/4

# Al ow established connections to persist -

DANGEROUS, but unavoi dabl e

# since i pfw sadly does not keep state as of

s X 10. 1.

AddRul e allow tcp fromany to any established

# Allow certain ICVWP traffic (ping and

required stuff)



AddRul e allow icnp fromany to any icnptypes
0,3,4,8,11,12

# Allow DNS traffic in both directions

AddRul e all ow udp fromany 53 to ${ipaddr} in

AddRul e al | ow udp from ${i paddr} to any 53
out

# Refuse AUTH requests. Reject the
connection rather than deny it so

# that we don't have to wait for tineouts,
etc.

AddRul e reject tcp fromany to any 113

# Allow traffic outgoing fromthis machine
AddRul e allow tcp from ${i paddr} to any out
AddRul e al | ow udp from ${i paddr} to any out

# 1f we're on our hone network, allow SVB
traffic
if [ "${domain}" == "your homedonai nhere. con
]; then
AddRul e allow tcp from
${i paddr}: ${ net mask} 137-139 to any in
AddRul e al | ow udp from
${i paddr}: ${ net mask} 137-139 to any in
AddRul e allow tcp from ${i paddr} to
${i paddr}: ${ net mask} 137-139 out
AddRul e al |l ow udp from ${ipaddr} to
${i paddr}: ${ net mask} 137-139 out
fi

# Finally, a default rule to deny
AddRul e deny log ip fromany to any

}

# Ensure logging is enabled in the kernel
if [ “/usr/sbin/sysctl -n net.inet.ip.fw verbose
== 0 ]; then



[ usr/sbin/sysctl -wnet.inet.ip.fw verbose=1
> [ dev/ nul
fi

# O eanup any ness that may have been |l eft behind
from previ ous invocations

# or manual use of the firewalling interface.
${ipfw -f flush > /dev/null

# Check the nameserver configuration to find out
what our domain is
read junk domain < /etc/resolv. conf

for iface in “ifconfig -lu; do

# CGet the ip address assigned to the
interface. |If there is none, then

# the interface isn't truly active and we
skip it.

line="ifconfig ${iface} | grep -E
"A[[:space:]]+inet[[:space:]]+. *$ "

if [ -z "${line}" ]; then

conti nue

fi

echo "${line}" | read junk ipaddr junk
net mask j unk

case "${iface}" in
| 0*)
LoopbackFi r ewal |

*) LI |
Def aul t Fi rewnal |
esac
done

exit O

After creating the scripts, use the following commands to ensure that the
files are owned by the proper user and that the three script files are set
executable with chmod:



# chown root:adm n

[ Library/ Startupltens/ Stati cArp/*

# chown root:admn /usr/local/sbin/firewall.sh
# chown root:admn /usr/ | ocal /sbin/fwron

# chnmod 755

/Library/ Startupltens/ Stati cArp/ Stati cArp

# chnod 755 /usr/local/sbin/firewall.sh

# chrmod 755 /usr/ | ocal /sbi n/ fwron

The firewall will start upon the next reboot, or it can be started immediately
with:

# Systenttarter start Firewall

7.2.3 Static ARP Entries

To protect against ARP man-in-the-middle attacks, which are described in
Chapter 2, set static ARP entries using a startup item script similar to the one
described for the firewall.

Create the directory /SystenvLibrary/Sartupltems/SaticARP, and place the
file/SystenyLibrary/Sartupltems/StatiCARP/SartupParameters.plist in
there with the following contents:

{
Descri ption = "Static ARP";
Provi des = ("Stati cARP");
Requi res = (" Network");
O derPreference = "Late";
Messages =
{
start = "Starting Static ARP';
stop = "Stopping Static ARP';
b
}

The script /SystenvLibrary/Sartupl tems/StaticARP/StaticARP will add the
ARP entry for the gateway when it is started and remove it when stopped.
Insert the correct gateway 1P and MAC address into the listing below, and
placein thefile:

#!'/ bi n/ sh

#it
# StaticArp
#it



[ etc/rc. comon

case "$1" in
start)
Consol eMessage "Adding static ARP entry
for gateway"
[usr/sbin/arp -s <gatewayl P> <gat ewayMAC>

st op)

Consol eMessage "Deleting static ARP entry
for gateway"

/usr/sbin/arp -d <gat ewayl P>
esac
Set the ownership of these two files, and make the script executable using
these commands:
# chown root:admn
/Library/ Startupltens/ Stati cARP/ *
# chnod 755
/Library/ Startupltens/ Stati cARP/ St ati cARP
The static ARP entries will be set upon the next reboot, or they can be set
immediately with:
# Systenttarter start Stati cARP
To clear the static ARP entries, use the following command:
# Systenttarter stop Stati cARP

7.3 Audit Logging

The messages generated by the firewall and other services are written to the
file /var/log/System.log under Mac OS X. Make sure to review these logs on
aregular basisto look for evidence of attacks or compromise. A monitoring
tool, such as swatch, can help by automating the monitoring.

If you want to use swatch as described in Chapter 4, you must start it with
the following command:

swatch -tail-file=/var/log/ Systemlog --config-
file=swatch.config



Thiswill tel swatch the path to the System.log file, so it knows where to find
the logs on Mac OS X. See Section 4.1.6 for more information on this tool.




Chapter 8. Windows Station Security

Many people have computers that use Windows, especialy when it comesto
company laptops. This chapter is a brief description of the basic steps to
secure a Windows computer using a wireless connection.

8.1 Windows Client Setup

All wireless cards come with Windows drivers; getting awireless card
functioning under Windows usualy involves little more than ingtaling the
supplied drivers. It is probably a good idea to download the latest drivers
from the manufacturer's web site, along with any firmware revisons for the
card. Configure the network settings for the card in the Network Properties
control panel, and use either DHCP or the | P, netmask, €c. that you have
decided upon.

8.2 OS Protection

The next thing you should do is download the latest service pack and
security patches from Microsoft for the version of Windows you are using.
Check Microsoft's site for new patches on aregular basis, or use the
Windows Update tool. New patches are released quite frequently.

Beyond this, you should look into the various techniques for locking down
Windows. The NSA has published guides for Windows 2000 and Windows
NT that are available a http://nsal.www.conxion.com/. Windows 95, 98,
and ME were not designed for secure operation in a networked environment,
and it's probably best to use a more recent version of Windows if possible.
Microsoft's resources on security are al indexed at
http://www.microsoft.com/security and

http://www.mi crosoft.com/windowsxp/security.

8.2.1 Virus Protection

One of the primary security hazards to Windows computers is infection with
avirus, Trojan, or worm. Run anti-virus software. There is no excuse for not
doing this when using Windows. Ensure that the anti-virus software's virus



database is regularly updated; use an automatic update system if supported
by the software.

8.2.2 Firewall

Windows, with the exception of Windows XP, does not come with a built-in
firewall. There are many firewal products on the market that provide

various types of protection. Some integrate virus checking and other security
features. Shop around and read reviews to find one that meets your needs.
(Our current favoriteis Tiny Persona Firewall. Y ou can download it at
http://www.tinysoftware.com.)

The actua firewal rules for Windows are going to be smilar in behavior to
what was described for other client OSes in previous chapters. The only new
connections should be outbound from the host; there should be no inbound
connection requests. If you do have a server running on your client, you will
need to modify your firewall configuration appropriately. How to actually
create the rulesis going to depend on which firewall you decide to use. (Be
aware that many Windows VPN clients and firewalls do not interoperate
well and may not be usable smultaneoudly.)

With Windows, it isn't agood ideato use file sharing, the Network
Neighborhood (protocol SMB/CIFS), over awireless network. To do so
invites al sorts of trouble through password compromise and snooped files.
This can be blocked by using the firewall to filter out ports 135 through 139
for both TCP and UDP. If you are not going to use file or printing sharing at
al, it is probably best to disable and uningtall sharing through the network
properties dialog box.

8.2.3 Static ARP

Just like with any other OS, ARP poisoning is a danger. Unfortunately, with
most versions of Windows there is not much you can do about it.

Static ARP entries on Windows are set by the command:

arp -s <l P> <NAC

Thiswill bind the given P to the given MAC hardware address.

Where this static ARP entry differsin behavior from Linux and the *BSD
operating systemsisin the definition of "static." On Windows, "static"
means the entry will not time out. On Linux and *BSD, it meansit will not
time out and it will not be changed by ARP traffic from the network.
Windows XP is the exception in the Windows family; its static ARP entries
behave as they do under Linux and *BSD.



This meansthat even if you set a static ARP entry on Windows, an attacker
who isforging ARP reply packets to misdirect your traffic will still succeed.
(Unlessyou are running XP.)

Given thisfact, it's only worth creating static ARP entries on Windows XP.
Since the ARP table is cleared on reboot, place commands to create static
ARP entries for your gateway computer in a batch file and run it on system
startup.

8.3 Audit Logging

Pay attention to the audit logs Windows generates, especialy the security
log. Look out for failed user authentication attempts and other strange events
that you didn't cause.

Also, pay attention to the logs generated by your firewall and anti-virus
software. Try to refine your firewall logging settings to eliminate dl of the
noise from the automated scans of worms like CodeRed and Nimda. In the
case of these two worms, this can be accomplished by not logging blocked
TCP port 80 requests. After collecting afew weeks of logs, it should be
gpparent what kind of noise traffic you are receiving.

8.4 Secure Communication

It bears repeating one more time: No matter how strong your firewdll is, no
matter how solid your system configuration is, if you send your mail
password in the clear across the network, you have subverted all the security
built into your system. Secure communication is the keystone in client-side
security. For afull discussion of secure communication mechanisms, see
Section 3.1.2.




Part Ill: Access Point Security

A wireless access point can come in many shapes and sizes,
There are commodity access points that can be purchased at
your local computer store for around a hundred dollars. There
are dso industrial-quality access points sold by companieslike
Cisco Systems for thousands of dollars. Alternatively, through
the hard work of open source developers, you can turn a Linux,
FreeBSD, or OpenBSD host into an access point. Regardless of
the type of access points you use, securing them is critical to the
security of your entire network infrastructure. By using
encryption, authentication, and proper monitoring, your access
points will facilitate secure wireless communication.

Chapter 9. Setting Up an Access Point

Access points come in al shapes and sizes. Most access points deployed
today are firmware devices running a proprietary operating system. These
access points are usualy inexpensive yet reiable. Unfortunately, securing
these access points can be a challenge as they have very few security-
specific options and are generaly not very flexible.

Linux, FreeBSD, and OpenBSD machines can be converted to access points
with the proper drivers and configuration options. Access points running on
genera-purpose operating systems provide much more flexibility to meet the
challenges of specific security requirements. However, like any host, these
machines must be properly secured and monitored to prevent attackers from
compromising the host or the network.

This chapter will show you genera techniques for locking down access
points for secure use. It will also show you how to setup Linux, FreeBSD,
and OpenBSD to run in HostAP mode, turning the machine into a full-
fledged access point.

] Mac OS X aso has afeature called Airport Software Base
% J. Station. Enabling this provides a peer-to-peer 802.11b
% network, not a BSS network like a regular AP or HostAP
as discussed in this chapter.




9.1 General Access Point Security

Several security features are common across most access point vendors. The
manner in which these features are configured vary from vendor to vendor.
Please consult the documentation that came with your access point to
determine the correct method. None of the features mentioned offer are
bulletproof security, but they raise the bar substantially for an attacker.

9.1.1 WEP Keys

Even though the crypto underlying WEP has been broken, it is still

important to configure WEP for severa reasons. Primarily, it servesasa
reasonably strong barrier against the casual attacker. Raw 802.11 frames can
be captured via tcpdump on amost any platform. Without WEP, it is trivid
to sniff traffic, determine layer 3 gateways, and gain access to the network.
By enabling WEP, you are forcing the attacker to crack your WEP key to
accomplish the same tasks. The tools used to crack WEP are substantially
more difficult to use than tcpdump, aswell astake afair bit of timeto run. A
person will likely not sit in acar in your parking lot for the many hours it

will take to capture enough traffic to crack your WEP encryption.

Secondly, there may be legal reasons why running WEP is a good idea. For
the record, the authors are not lawyers, however, based on our years of work
in the security field we have read about enough legd battles to know a good
legal practice when we see it. Typically a systems operator must place a"No
Trespassing” sign of some nature on a resource to prevent a hacker from
"accidentally" breaking into a system. With telnet, this can be accomplished
with alogin banner to the effect of "Authorized Users only. Unauthorized
access will be logged and prosecuted.” Thisis aclearly worded warning to
would-be attackers that the system is private. In a court of law, this type of
statement will remove an attacker's defense of ignorance. WEP is the
wireless analog to atelnet login banner. By enabling WEP on your network,
you are putting up a Sign to attackers that your system is off limits and you
have a reasonable expectation of privacy. If an attacker goes through the
trouble of cracking your WEP key, then they are obvioudy aware they are
breaking into a system that they have no right being in. In the event that you
catch the attacker, your use of WEP may help in your prosecution.

When configuring WEP, aways use 128-bit keys if possible. Astime passes
and WEP isrefined, the key size will likely continue to increase. As arule,
use the largest key size your hardware can bear without performance impact.



Also, many WEP implementations allow for entry of four different WEP
keys a one time. This alows you as an administrator to create a WEP key
rotation policy. The frequency of key rotation is afunction of the amount of
data transmitted on the network, the number of users on the network, and the
paranoia of the administrator.

Only one key can be used to transmit at any given time. However by
entering four keysin, you can implement a key rotation schedule. For
example, give your users four new keys at the first of the month. Tell the
usersto transmit with key[ O] for the first week, then key[ 1] for the second,
key[ 2] for the third, then key[ 3] for the fourth. The clients and AP can
understand packets encrypted with any of the four keys so the users do not
need to change their transmit keys at exactly the same time. If you want to
force them to change, you can change the key at location X on the AP. At
that point, the users who are sill encrypting with key[ X] are unable to talk
on the network anymore. Generaly, they will notice this problem and
contact someone to get the new keys.

9.1.2 MAC Address Filtering

Most access points also have MAC address filtering capabilities. This
feature can be configured in an open or closed manner. In an open MAC
filter, the MAC addresses listed are prevented from accessing the network.
In aclosed MAC filter, only the listed addresses are alowed to access the
network. A closed filter is the more secure option as only known cards are
permitted. Keeping track of MAC addresses can be difficult in a network of
any sze. If you are planning to ingal alarge network, you may be able to
request cards from your wireless vendor with sequential MAC addresses to
make filtering essier.

.~ Many wireless cards on the market alow the MAC
address to be changed by the user. Thisisusualy atrivial
change accessed viathe driver GUI in Windows or
ifconfig in Linux/FreeBSD. An attacker who is snooping
your network for traffic could easily change his card's
MAC address to match a host that he knows is currently
alowed through the filter. Again, like WEP, MAC
filtering has failings, but it continues to raise the bar.

9.1.3 Management Interfaces



Most access points offer several means of administration. Common
administration access methods are through telnet, HTTP, or a seria/USB
connection. Telnet administration should be avoided, and disabled if
possible, since passwords will transit the network in the clear. If supported
by the access point, limit administration traffic to the wired side of the
network. For smaller networks, or when remote administration of access
points is not needed, disable the online administration entirely and use the
seria connection. Many access points have had security problems with their
administration servers, so they should be disabled if you are not going to
need to access them.

9.1.4 Log Host

Y our access point may be able to log critical eventsto a central log host via
sydog. Configure your access point to log to a central server (possibly your
firewall) and examine what islogged. Y ou may see events such as system
restarts, failed authentication attempts, and new associations. Using swatch
(as discussed in Chapter 4), you can monitor and aert on events you deem
important. Examining associations can be especidly useful and interesting.
Individua usersthat are war-driving your access point will leave their first
audit trail asthey associate. Depending on your gateway auditing (discussed
in Chapter 10), you will see even more footprints as they work their way out
of your network.

9.1.5 Trap Host

Some access points will allow an SNMP trap host to be configured in place
of alog host. A trap isan SNMP message caused by acritical event on the
device. A trap will typicaly contain the same type of information has alog
entry for an event logged via sydog. Y ou may need to configure a password
on your trap host and access point in order for the trap to be accepted by the
trap host.

9.1.6 Authentication Methods

This option is called something different by almost every vendor. Basically
it refers to the ability to require WEP authentication to access the network.
An open network is a network that does not require any authentication at al.
A station makes an association request and that request is granted. A closed
network requires a WEP authenticated association. Without WEP, the
requesting station is denied access. A mixed environment will alow



unauthenticated or authenticated access to the network. A closed network is
obvioudly the best choice for ensuring authentication of clients. However,
you may need to run in mixed mode when troubleshooting station
connectivity issues.

9.1.7 SNMP Monitoring

SNMP isavery powerful protocol for managing network-connected devices.
Every firmware-based access point | have used, from the lowest priced
consumer grade AP to expensive | SP quality kits, had some manner of

SNMP interface. Most access points are configured either viaan SNMP
interface or aweb interface. Even the access points with a web interface
have had an SNMP system for remote monitoring.

SNMP employs the concept of managers and agents. Managers are
centralized hosts that make SNMP requests to devices that run agents. The
agents then process the request and send response data back to the manager.
Agents can aso send traps. An example of a SNMP manager and agentsis
shownin Figure 9-1.

Figure 9-1. SNMP managers and agents
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SNMP Version 1 is the most commonly deployed version of SNMP. SNMP
V1 allows for two types of access. read-only (RO) or read-write (RW).
Community strings control the different types of access. Community strings
are realy nothing more than passwords to access the SNMP functionality of
your device. Treat them as passwords and do not give them out to others.
Also, be sure to change your default SNMP community string that ships
with your access point. There are many web sites on the Internet that list the
defaults settings for al known access points including community strings
and | P addresses. By leaving your access point with the default community
string, you are practicaly inviting awar driver to change your AP's settings.



e SNMP V1 isacleartext protocol. Thereis no inherent

encryption to protect the traffic. Do not manage your
wireless access point from the wireless interface. By
managing the AP through the wired interface, you grestly
reduce the chances of someone intercepting your
community string.

The type of information that a manager can get and set on aremote deviceis
stored in the Management Information Base (MIB). A MIB is ahierarchy of
object descriptions, which is shown in Figure 9-2, that can be understood by
an SNMP manager. Each object has a unique Object Identifier (OID), which
can be expressed numerically viathe object's descriptor or in aphanumeric
strings via the object's name.

Figure 9-2. Part of the Internet MIB tree
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For instance, thereis an OID that represents the uptime of the system. This
object can be represented by name or description:
Name

.Is0.0rg.dod.internet. mgmt.mib-2.system.sysUpTime.0
Description

1.3.6.1.2.1.1.3.0
Mogt of the existing SNM P managers assume they are dealing only with
OIDs in the MIB-II tree. Therefore, .iso.org.dod.inter net.mgmt.mib-
2.system.sysUpTime.0 can also be referenced as smply system.sysUpTime.0.
Vendors may have device-specific MIBs that can be loaded up into your
SNMP manager. These MIBs typically define data that provides a
customized view into proprietary parts of your device. These MIBs are
generally available on your vendor's web site.
The 802.11 suite of protocols have their own MIB available from the |EEE.
The MIB has subtrees to alow monitoring of the MAC and PHY layers as
well as station-specific parameters. This MIB can be downloaded from the
|EEE web Site at http://standards.ieee.org/getieee802/802.11.html.




There are several different tools you can use for SNM P monitoring,
depending on your requirements for scripting, ease of use, or expandability.
At the very least you should experiment with each access point you purchase
to see what information is available from your device.

9.1.7.1 net-snmp

net-snmp is a SNMP implementation that has been under development for
many years. The project was formally known as ucd-snmp. net-snmp
contains various utilities including an extensible SNMP agent, SNMP
libraries, a suite of tools to get and set data on managed devices, trap tools,
and a MIB browser. net-snmp is available from http://net-
snmp.sourceforge.net/. Follow the directions in the current distribution for
compiling and ingaling.

A complete discussion of net-snmp is outside the scope of this book.
However, there are afew tools that are very useful when performing audits
of access points. Y ou can retrieve a specific OID using the snmpget
command. To retrieve the uptime of asystem at 192. 168. 0. 2 witha
community string of public, issue the following command:

bash$ snnpget 192.168.0.2 public system sysUpTi ne. 0
system sysUpTine. 0 = Tineticks: (196741426) 22
days, 18:30:14. 26

Thisis great if you know the OID of the data you want. However, you may
want to see all of the data the device is capable of returning. The snmpwalk
command will walk an entire section of a MIB tree. For instance, to walk the
|P MIB subtree on the same hogt, use the following:

bash$ snnpwal k 192.168.0.2 public ip

I p. 1 pForwardi ng. 0 not - f or war di ng( 2)

| p. 1 pDefaul t TTL. 0 = 255

I p. i plnRecei ves. 0 = Counter32: 113896

I p.iplnHIrErrors. 0 = Counter32: O

I p. i plnAddrErrors. 0 = Counter32: O

I p. 1 pForwbDat agrans. 0 = Counter32: O

Walking a MIB tree can generate alot of data, so you may want to redirect
output to afile to examine. A vendor may expose alot of information viaa
device's SNMP interface. Look for information such as association tables,
DHCP lease information, and error rates. Y ou should be able to generate
Perl or shell scripts using snmpget to monitor values you deem important.



e The SNMP agent that runs on some access points may be

buggy. We encountered quite a few access points that
crashed when we walked the entire MIB tree. Not only is
this annoying, but it can also be a denial-of-service attack
vector for amalicious user. If your SNMP agent causes
your AP to crash during awalk, contact your vendor's
technical support. They are generaly helpful in getting a
fixed firmware version released.

9.1.7.2 Scotty/tkined

Scotty isaset of TCL extensions for network monitoring. Scotty allows for
rapid network monitoring application development via a very robust suite of
tools and APIs. tkined is agraphical framework for creating network maps
and graphical monitoring tools. tkined is very extensible yet powerful out of
the box. Scotty/tkined can be downloaded from
http://wwwhome.cs.utwente.nl/~schoenw/scotty/. Follow the build and
installation instructions that come with the current distribution.

tkined isagreat tool for networking monitoring for a small network because
It requires very little expertise to get up and running. However, because it is
so extensible it can scale to handle very large networks. tkined can be
configured to aarm on high and low thresholds, such as when an error rate
on awireless network becomes excessive. It can aso graph time-dependant
variables such as network utilization of free processor time. Figure 9-3
shows an access point with wireless network traffic bang monitored and the
SNMP configuration screen open.

Figure 9-3. tkined in action
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9.2 Setting Up a Linux Access Point

Firmware devices are not the only machines that can serve as an access
point. Thereis an 802.11 access point driver for Linux called HostAP.
HostAP provides al of the standard access point functionality but you have
the added benefit of a general-purpose operating system to allow you to
create unique network architectures and security policies.

HostAP is designed to run on wireless cards that use Intersil's Prism chipset
Version 2, 2.5, or 3. Cards based on this chipset include the D-Link

DWL 650, Netgear MA401, Compag WL 100, and the Linksys WMP11.
Intersil, to date, isthe only vendor to have released their radio specification
to open source developers. It is possible that the HOtAP driver will be
ported to run on other chipsets in the future, so check the HotAP web site
(http://hostap.epitest.fi) for equipment requirements. Most wireless cards on
the market today do not specify the chipset used to drive the card. Check
your vendor's web site or online lists of cards and their chipsets such as
http://www.personaltel co.net/index.cgi/Prism2Card.

9.2.1 Installation of HostAP



In order to install HostAP, you will need a custom-built Linux 2.4 kernel and
the kernel source code available. See Section 5.2.1 for information on
compiling your own kerndl. If you are using the pcmcia-cs package, you will
need its source code. Y ou will aso need to download the latest HoStAP
source code from http://hostap.epitest fi.
Read the instructions that come with the distribution to determine how to
ingtal the HOStAP driver. There are many different ways, and they dl
require your kernel to be compiled differently depending on the option you
choose. Y ou can compile HostAP as a loadable module for your existing
kernel, as a replacement for the Prism drivers in the pcmcia-cs package, or
as areplacement for your PLX driversif you areusinga PLX PCl -
PCMCI A bridge. PLX bridges are common in desktop PCs that have
PCMCIA card dots in them. They are very uncommon in laptops.
Once you get the HostAP driver installed per the instructions, your access
point will appear as a wlan device:
bash# i fconfig w an0O
wl an0 Li nk encap: Et hernet HwWaddr
00: 04: E2: 36: 68: 02

UP BROADCAST RUNNI NG MULTI CAST MU 1500
Metric: 1

RX packets: 597 errors: 0 dropped: 1720
overruns: 0 franme: 0

TX packets: 110440 errors: 10 dropped: O
overruns: 0 carrier:0

col lisions: 0 txqueuel en: 100

RX bytes: 7492 (7.3 Kb) TX bytes: 9070827

(8.6 M)

I nterrupt:3 Base address: 0x2880
Y ou cannot assign an | P address to the wlan device. However, you can
create an Ethernet bridge to pass traffic between awired network and a
wireless network as a firmware access point would. Once you have created
the bridge group, you can aso assign an | P address to the bridge interface.
This |P address will be accessible from both the wired and wireless
networks.
Y ou must have Ethernet bridging support compiled into your kernd:
CONFI G_BRI DGE=y
Once bridging support is compiled in, you may need to download the
Ethernet bridging toolsif they were not distributed with your core operating
system. These tools can be obtained from http://bridge.sourceforge.net/. The




tools have both a binary and a source distribution. Install whichever suits
your needs.
The brctl command is used to control the activities of the bridge groups on
the host. In order to bridge between the wired and wireless networks, you
must first create the bridge group, then assign both interfaces to the group.
Once that is done, you need to remove any existing | P address assignments
and assign the address to the bridge interface. The following shell script can
be run at startup to configure your access point to be awired to wireless
bridge:
#!/ bi n/ sh
PATH=/ usr/ sbi n:/ sbin:/bin
# Check to see if bridge group O is al ready
confi gured
I fconfig brO
if [ $?2 -ne 0 ]; then

brctl addbr brO

brctl addif br0O ethO

brctl addif brO w an0

i fconfig ethO 0.0.0.0

I fconfig wwanO 0.0.0.0

i fconfig brO 192.168. 1. 102 up

el se
echo "Bridge Goup O already configured"
exit 1;

fi

exit O;

Y ou should now be able to ping the bridge interface. Now you need to
configure the access points wireless parameters. The HotAP driver is
controlled by the iwcontrol and iwpriv commands. The following iwcontrol
commands manipulate the HostAP driver in a smilar manner to the methods
documented in Section 5.2.4, however in this case, they are configuring the
access point for use by clients rather than configuring the client.
interface
Thisisthe name of the interface to be configured. Typicaly, this
vaue will be something like wl anO. If iwconfig is passed the
interface name only and no other configuration parameters, it will
return the current configuration of the wireless interface.
essidessi d




Thisis the name of the Extended Service Set ID (ESSID) to create.
Thiswill be the value that stations will enter when prompted for their
ESSID.
nwid nw d
Thisisthe network ID. A network ID is a mechanism used to identify
particular access points within an SSID. Many access points may have
the same SSID and therefore provide service to the same network.
freq channel
Thisis the channel the access point will use to communicate with
stations. The 802.11b PHY specification describes channelsin the 2.4
GHz ISM band for use by 802.11b radios. Inthe U.S,, there are 11
usable channels, while European countries have 14. The client must
specify the same channel as the access point in order to be able to
communicate with it.
key [ wepkey] [1 ndex]
This flag controls all the WEP configuration options. The WEP key
may be entered as hex (e.g., 0123- 4567- 89) or ASCII pre-pended
withs: (e.g., s: secrt). Multiple keys can be entered and
referenced by specifying an index value between 0 and 3.
For example, to set your HOStAP driver to an ESSID of linuxtest running on
channdl 6 using WEP key secr t , issue the following command as root:
lwconfig wanO essid linuxtest freq 6 key s:secrt
These are not al of the commands supported by iwcontrol. See the
documentation with the HOtAP driver for more details.
The iwpriv tool is used to configure the portions of the access point that are
not handled by iwconfig. The following are options that can be passed to
Iwpriv:
I nt er f ace monitor val ue
This command controls the drivers' ability to snoop raw 802.11
frames. A vaue of 2 will sniff al 802.11 frames and allow user space
programs to grab them. A value of 3 will grab al data received by the
Prism chipset aswell asal 802.11 frames and allow user space
access. A vaue of 0 isnormal, non-promiscuous access.
I nt er f ace maccmd val ue
This sets the policy for the HostAP MAC address filtering. A vaue of
O will dlow al MAC addresses to connection, 1 will alow only listed
MAC addresses to connect, and 2 will alow all MAC address but the
ones listed to connect. A value or 3 will flush the existing MAC ACL,
and 4 will disassociate all associated stations.



I nt er face addmac MAC addr
This command will add the specified MAC address to the MAC ACL.
The MAC address should be listed as a colon-separated list of
hexadecima bytes (i.e.,: 12: 34: 56: 78: 9a: bc)
I nt erface ddmac MAC addr
This will remove the specified MAC address from the MAC ACL.
I nt erface kickmac MAC addr
Thiswill deassociate the specified MAC address from the network.
Thisis not an exhaustive list of commands that are handled by iwpriv. See
the HostAP documentation for all possible options.
Once you have the HoStAP driver configured as desired, there are various
way's you can monitor the operations of the access point. The HostAP driver
will provide information in the /proc/net and /proc/net/prism?2 directories.
Using atool such astkined lets you monitor the contents of the files below
and alarm on critical conditions such as excessive error rates or changesin
core configurations. The following options allow you to monitor your files:
[ proc/ net/prisn®/ interface/ MAC address
There is an entry in the prism2 directory for every associated MAC
address. Each entry contains information regarding each station
including supported bit rates, number of bytes transferred, signal
levels, when the last association was, when the last authentication
was, and when the last packet was received.
[ proc/ net/prisnR/ interface/ap _control
Thisfile containsthe MAC ACL policy type as well as the current
MAC addresses listed in the ACL. These MAC addresses can be
modified by iwpriv.
[ proc/ net/prisnR/ interface/ap_control
This file contains statistics about frames the access point has sent or
recelved. This data includes the number of sent and received unicast
packets, the number of excessive retries, undecryptable packets, and
genera discards.
The Linux HostAP driver provides agreat deal of access-point functionality
while continuing to offer al the flexibility of Linux. Y ou can turn your
access point into your network's | P gateway as well. For information on how
to set up Linux gateways, see Chapter 11.



9.3 Setting Up a FreeBSD Access Point

Starting with FreeBSD 4.6, the default wireless driver (wi ) has support for
using the HostAP functionality of Intersil's Prism cards. The FreeBSD
Implementation is not as feature rich as the Linux implementation, yet. The
HostAP projects in both Linux and FreeBSD devel opment communities have
received a great ded of attention. The features available in both
implementations will continue to grow and become more robust.
When setting up a FreeBSD access point, it is advisable to start with a
stripped down kerndl configuration. The custom kernel you build must have
thewi device configured. See Section 4.1.1 and Section 4.1.2in Chapter 4
for a complete discussion on compiling a secure FreeBSD. There should be
little difference between a client kernel and an access-point kerndl. The
principle of least privilege dictates that you should only compile in the
features and devices you really need. The more unneeded options in your
kerndl, the greater the likely of your machine eventualy being
compromised.
Once you have a properly compiled kernel, configuring HostAP under
FreeBSD is straightforward. FreeBSD has unified wireless control
commands under the ifconfig utility. HostAP is enabled via a flag passed to
ifconfig.
ifconfig in HotAP mode supports the following flags:
I nterface
The name of the wireless interface to be managed.
ssid ssid
The Service Set Identifier the access point will be identified by. This
Is the value stations will use to associate to this access point.
gtationname nane
The name of the station the wireless card isinstalled in. Thisisan
optional parameter used to identify different access points within an
ESSID.
channel nunber
The number of the channel the AP isto use. Under 802.11b networks
governed by FCC regulations, thisis a number between 1 and 11.
authmode node
This is the authentication mode the stations must use when connecting
to the access point. Vaues are none, open, and shar ed.
wepmode node




This parameter indicates the method that stations will use WEP to
form associations. of f will alow the STA to be connected only to the
access point aslong as it does not use WEP. on forcesthe STA to use
WEP for associations. When set to on, the access point will not alow
client associations where the client alows non-WEP associations.
m xed mode alows both WEP and non-WEP associations.
weptxkey i ndex
The index is avaue between 1 and 4 to indicate which WEP key isto
be used for transmissions with the stations.
wepkey key| i ndex: key
This specifies the value of the stored WEP keys. Four different keys
can be stored by using index values between 1 and 4. The WEP key is
specified as either an ASCII string or a hex vaue preceded by 0x.
mediaopts host ap
This parameter causes the card to go into HostAP mode and act as an
802.11 access point.
To put the host into HotAP mode with SSID freebsdtest on channd 6 with a
WEP key of secrt, issue the following command as root:
ifconfig wiO ssid freebsdtest channel 6 wepkey
1:secrt weptxkey 1 nedi aopts hostap
The options passed to ifconfig can be placed into /etc/rc.conf to cause
HostAP mode to take effect at boot time:
I fconfig w 0="channel 6 wepkey 1:secrt weptxkey 1
nmedi aopt s host ap”
An IP address can be assigned to the wi  interface using ifconfig to make the
host alayer 3 gateway. However, usng FreeBSD's built in Ethernet bridging
functionality, you can make the machine act like atypical bridging access
point. The kernel must have Ethernet bridging compiled in. Thisis
accomplished by specifying opt i on BRI DGE to the kernel configuration
file.
Once bridging has been enabled, the wired and wireless interfaces must be
placed into the bridge configuration:
bash# sysctl net.link.ether.bridge=1
bash# sysctl net.link.ether.bridge cfg="wi 0 <wi red
I nterface>"
bash# sysctl net.inet.ip.forwardi ng=1
Place these commands in a shell script in /usr/local/etc/re.d if you want the
host to always boot as a bridging access point.



Unfortunately, since the FreeBSD HostAP implementation is very new, it is
not as feature rich as its Linux counterpart. In particular, MAC address
filtering is bascaly non-existent and there is no solid audit trail to watch.
Thisislikely atemporary shortcoming as the extreme interest in HostAP
development should lead to a greatly enhanced feature set in the near term.
For the latest on FreeBSD's HostAP functions, MAC address filtering, and
the audit trail, please visit this book's web site.

9.4 Setting Up an OpenBSD Access Point

OpenBSD introduced HostAP-mode functionality in Version 3.1. Aswith
FreeBSD, the support comes native in the core operating system and not
through a piece of third-party software. The FreeBSD and OpenBSD
projects share a great deal of wireless code, and the HotAP functiondlity is
no exception. Generdly, the same capabilities that exist in FreeBSD exist in
OpenBSD aswell.

When setting up an OpenBSD access point, you should start out with a
stripped-down and secured kernel. For a discussion on compiling alocked-
down OpenBSD kernel, see Section 6.2. There should be little difference
between a client kernel and an access-point kernel. Both devicesarein
vulnerable locations on the network and should be treated the same.

At thistime, HoOStAP mode is only available on Prism-based cards. Be sure
you are using a Prism card and that you have the Prism driver (wi ) compiled
into your kernel. This section describes how to make a bridging access point.
Thiswill alow devices on the wired and wireless side of the access point to
be in the same broadcast domain. Most firmware-based access points work
this way and provide flexibility in your network configuration. Y ou must
compile bridging support into your kernel by adding the following line to
your globa configuration file:

pseudo- devi ce bri dge 2 #net wor k bri dgi ng
support

The number following the bridge device indicates the number of possible
bridges the host will be able to configure. For a standard configuration, two
bridge devices should be fine. For larger or more complex installations, you
may require more,

Once your kernd is configured properly, there are several different ways
you can configure HostAP mode. The wicontrol utility provides arobust and
complete interface to the configuration of the access point. The ifconfig



utility, while dightly less functional, provides unified control of both layer 2

and layer 3 configuration parameters.

The wicontrol utility takes the following parameters for HostAP mode:

I nterface
This specifies the interface wicontrol isto act on. If no interfaceis
specified, wicontrol will configurethe wi O interface.

-pport type
This parameter specifies the mode of network to join or create. To
activate HostAP mode on your card, use port type 6. The word
host ap can be used interchangeably with 6 to make the command
more readable.

-n networ k nane
Thisisthe SSID your access point will be configured with. Thisisthe
SSID string stations must use to connect to your access point.

-kkey [-v 1|2]| 3|4 ]
This parameter controls the various WEP key used by stations to
authenticate and encrypt traffic to your access point. key can be
entered either as decima (e.g., secrt) or as hexadecimal (e.g.,
0x0123456789). The numbers following the key indicate which
key index the specified key should be placed in. The WEP
specification allows for four different keysto be stored for usein
various key rotation strategies. If the -v flag is not specified, the first
index is assumed.

-e0| 1
Y our access point can force stations to use WEP for authentication
and data integrity by setting the -e flag to 1. If this parameter is set to
0, WEP is not required.

Thisis not acomplete list of al of the commands wicontrol understands in

HostAP mode. For a complete description, see the wicontrol manual page.

If you prefer the unified interface of ifconfig, the following parameters are

relevant to HostAP mode:

I nterface
Thisisthe interface ifconfig will operate on. The first Prism-based
interface in the machine is known aswi O.

nw d ssi d
This is the name of the service set to create. The value specified here
Isthe SSID stations will use to connect to your access point.

nwkey key



Thisisthe WEP key the access point will use to encrypt traffic to
associated stations. key can be entered either as decimal (e.g.,
secrt) or ashexadecimal (e.g., 0x0123456789). If thisvaueis
not specified, the access point will not allow WEP connections.
nmedi aopt host ap
This parameter causes the card to enter access-point mode.
As of OpenBSD 3.1, ifconfig has limited wireless functionality. In order to
make use of more advanced features such as WEP key rotation, power
savings, and channel allocation, you must use wicontrol.

9.4.1 OpenBSD Startup Files

Configuring the access point by hand after each boot is unlikely to be your
preferred administration mechanism. There are severa startup files you can
modify to start HostAP mode at boot time and bridge your wired and
wireless interfaces together.

OpenBSD makes use of /etc/hosthame.<interface> filesto configure each
interface in the box. These files contain specific information regarding the
interface's configuration as well as any arbitrary commands you wish to
execute when the interface is brought online. For a complete discussion of
the structure of these files, see the hostname.if manua page.

First, bring the wireless interface up in HoOStAP mode. Do not assign an IP
address to the wireless interface. For this example, we are configuring an
access point to run on channel 6 with an SSID of Example:

# [ etc/ host nane. wi O

up nw d Exanpl e nedi aopt host ap

lwi control \$if -f 6

Next, bring up the wired interface on si sO. Wewill assign an IPto this
Interface and setup a default route. Note that for the IP address we must
specify the | P address, the netmask, and the broadcast address:

# [ et c/ host nane. si sO

inet 192.168. 0.2 255.255. 255. 0 192. 168. 0. 255

lroute add default 192.168.0.1

Finaly, we must bring up the bridge interface. Like individud interfaces,
bridges are controlled through filesin /etc. The first bridge group is
Identified as bridgename.bridgeO, the second is bridgename.bridgel, etc.
The hostname.if manual page also contains information on the bridgename
files. In order for the bridge to function, we must add both the wired and
wireless interfaces and then bring the bridge group up. The following lines
are passed to brconfig at boot time;



# [etc/bridgenane. bri dge0

add wi 0

add si sO

up

Reboot your machine, and you should have a bridging access point. If the
access point does not work as expected, examine your log files,

9.4.2 Securing an OpenBSD Access Point

Now that you have a functioning access point, you should take steps to
secure the access point and the network itself. By using the packet filtering
firewall that comes with OpenBSD and MAC address filtering in the bridge
interface, you can restrict access to your network and network devices.

A bridge is designed to alow al traffic between the bridged interfaces. The
packet filtering firewall can Sit in between the interfaces and remove hostile
traffic. You may or may not decide to have the access point enforce a
network security policy, but at the very least you should configure your
firewall to protect the | P address of the access point itsalf. The following
configuration file will allow al traffic through the access point but restrict
access to the access point itself to SSH connections from a trusted host on
the wired network:

# Sinpl e access point pf.conf

# Wreless interface

oif = "w 0"
# Wred I nterface
eif = "sisO"

enet = "192.168.0.0"

emask = "255. 255. 255. 0"

eip = "192.168.0. 2"

# allow by default because this is a bridge
pass in all

pass out all

# allow | ocal host traffic

pass in quick on |00 al

pass out quick on |00 all

# protect self

block in inet fromany to $eip

# pass ssh traffic for managenent froma trusted
host that arrives on the

# w red network



pass in quick on $eif inet proto tcp from
192.168.0.11 to $eip port = 22 flags S/ SA
keep state

—_ Allowing management of the access point from the
wireless network can be very dangerous. If possible, limit
the management functions to the wired network.

You can aso limit the MAC addresses allowed to communicate on the
network. Thisis useful for attempting to control rogue wireless clients and
rogue wired gateways. The brconfig utility provides functionaity to control
which MAC addresses can communicate across member interfaces in the
bridge group. In a standard network, the gateway will be the only MAC
address on the wired side. That should be the only source MAC address in
packets received on the wired interface. Idedlly, you will also know the
MAC addresses of the stations on your wireless network so it can filter on
source MAC addresses on the wireless interface.

Thefollowing is a bridgename.bridgeO file that filters gateway and Station
MAC addresses:

# [etc/bridgenane. bri dge0

# Gateway has MAC address of 1:1:1:1:1:1

# clients have MAC addresses of 2:2:2:2:2:1 and
2:2:2:2:2:2

add si sO

add w0

up

# allow gateway traffic in on wred network

rule pass in on sisO src 1:1:1:1:1:1

# allow station traffic in o ess network
rule pass in on w0 src 2:
rule pass in on w0 src 2:
# bl ock everything el se
rule block in on sisO
rule block in on w0

If you prefer not to list dl of the MAC filtering rulesin the
bridgename.bridgeO file, you can create a separate file with the ruleset and
use brconfig to processit. The following file will enforce the same policy as
listed in the previous bridgename.bridge0. The file can be saved to any
convenient location:

# Exanple /etc/bridge.rules

inon sisO src 1:1:1:1:1:1

n wrel
2:2:2:2:1
2:2:2:2:2



pass in on w0 src 2:2:2:2:2:1

pass in on W0 src 2:2:2:2:2:2

bl ock in on sisO

bl ock in on w0

Use brconfig to load the ruleset for the bridge0 interface by issuing the
following command:

# brconfig bridgeO rulefile testbridge

9.5 Taking It to the Gateway

There is no guaranteed way to secure communications on an access point.
However, there are many techniques you can employ to make your access
point a difficult target. Firmware-based APs are easy to setup but provide
limited usability and security options. The flexibility gained by deploying a
Linux, FreeBSD, or OpenBSD access point is somewhat offset by the more
technical configuration and security requirements of a general purpose OS.
Whatever option you choose, raising the bar as high as possible is very
important. Now that you understand how to properly configure an access
point for secure usg, it istime to move farther out into the network and
examine the security on the gateway.



Part IV: Gateway Security

Properly configured access points and clients are useless
without a secure connection to other networks. Whether your
gateway connects you to your intranet or proves transit to the
greater Internet, it is the keystone of your security architecture.
It isacentral point for traffic to transfer through on its way to
other networks. It is an excellent place to enforce asingle
security policy. Unfortunately, many networks do not make
proper use of this keystone. Either through misconfiguration, or
acomplete lack of firewalling capability, networks around the
world are wide open to attack. When the gateway is connected
to awireless network, the risk increases. Attackers are now on
the doorstep of your valuable resources, and the role of the
gateway becomes more important. The next four chapters will
show you how to architect and configure a gateway that
protects your wired and wirel ess resources.

Chapter 10. Gateway Security

Until very recently, afirewall has been the frontline security device in most
networks. Attacks have historically been launched against layer 3 or above.
Firewalls have advanced over the years, evolving from glorified | P access
lists to stateful, application aware security devices. With the wide-scale
deployment of wireless networks, suddenly layer 1 and layer 2 security has
become a hot topic. A wireless access point and wireless client must be able
to defend themselves and their resources in an attempt to retain the integrity
of the network.

This does not mean that firewalls have become less important in the bounds
of awireless network. Quite the contrary, afirewall, serving asalayer 3
gateway, isacritica piece of awireless network. Not only must it defend
against conventional attacks over the Internet, it must also protect itself and
the networks it controls from unauthorized access originating from a hostile
wireless network. A gateway isthefirst line of defense from an attacker who
has complete physical and logical access.

10.1 Gateway Architecture

The firgt thing to consider when deploying a gateway that will face a
wireless network is how it will fit into your overal network architecture. It



Is tempting to simply plug an access point into an existing wired network

and use your existing firewall to secureit. Thisisarecipe for trouble. By
placing your access point in the same broadcast domain as your other critical
services, you give an attacker a direct connection to any machine on the
wired network. Figure 10-1 shows an insecure placement of a bridging
access point. The attacker is behind your firewall. Unless your access point
Is acting as a transparent firewall between the wired and wireless segments,
enforcing access control becomes a difficult proposition.

Figure 10-1. Insecure placement of access point
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Even with host-based access control on al hosts on the wired network, an
attacker can still launch an ARP spoofing attack againgt the network. For a
complete discussion of ARP spoofing, see ARP Poisoning. An attacker, in
an ARP spoofing attack, can serve as a man in the middle between two
wired hosts. He can effectively pull packets off the wired network and force
them to go across the wireless network.

To provide access control and minimize the risks of layer 2 attacks, the
access point should be connected to its own interface on the gateway. Figure
10-2 shows the preferred architecture for a wireless network to be attached
to agateway. The figure aso shows the corresponding | P address used in the
examples in the chapters that follow.

Figure 10-2. Proper architecture for single AP networks
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Some networks may require multiple access points to cover the desired area.
|dedlly, all of the access points will be in the same service set and be located
on the same subnet so users have transparent roaming capability. To provide
asingle point of security policy enforcement yet still alow roaming, your
gateway should act as a transparent bridging firewall between the multiple
interfaces servicing the wireless interfaces. Figure 10-3 shows an example of
abridging firewall connected to multiple networks in the same service set. In
general, there is no reason for hosts associated to different access points to
talk to each other. There will be no service offered from the workstations
attached to the wireless network, so traffic between workstations may be an
attack. A bridging firewal gives you the capability to limit inter-station
traffic.

Figure 10-3. Architecture with multiple APs
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10.2 Secure Installation

Regardless of the operating system you choose for your gateway, be sure it
Isingtalled in a secure manner. Completely disconnect the host from the
network and use ingtalation media that you trust. Vendors have different
ways to verify their ingtalation media. If you have downloaded an SO CD
Image from an FTP server, there should be a checksum file with the ISO
image that will alow you to verify the integrity of the data.

Once the operating system isinstalled, it isimperative that you check with
your vendor for security patches. No matter how bug free an operating
system was thought to be when it was rel eased, security vulnerabilities will
be found and used to create exploits over time. Before connecting your host
to the network, download security patches from your vendor, copy them
onto atrusted media, and ingtall the patches from that media. Thiswill allow
you to have a high degree of assurance in your installation once you place it
into production.

10.3 Firewall Rule Creation



Creating firewadl rules for a network can be a painful process. The ruleset
must be secure enough to only allow access to required resources.
Unfortunately, what you as a security administrator think is arequired
resource and what the users of the network feel is arequired resource can
differ wildly. For example, many users believe instant-messenger programs
are required for day-to-day communications and business processes. | nstant-
messaging programs may be great enablers of enhanced business
communication, but they are also a prime vector for viruses and worms to
invade your network. Y ou must come to an agreement with the users and
owners of the network when creating firewall rules, or else you will fight a
never-ending battle.

Once everyone agrees on a policy, you must still verify your firewdl is
protecting you as you expect. Build your ruleset and deploy your firewall.
Then examine your log files and verify you are dropping the packets you
expect to and accepting the valid packets. It is advisable to portscan your
network from a host facing each interface. Make sure you are not alowing
traffic through that you do not want. Given how complicated a ruleset can
become on afirewall with three or more interfaces, take your time and
examine each interface. Y ou may find that you are protecting yourself from
wireless attacks effectively but, due to a misconfiguration, are allowing the
entire Internet through to all services on your DMZ. If you discover an error,
fix it immediately if possble. If it is not possible, and therisk is high
enough, smply unplug the network from the gateway until you can fix the
problem.

Open source firewalls have become very advanced in the last few years.
Most firewalls now perform stateful inspection and quality of service
enforcement. Be sure to read the documentation that comes with your
firewall to get the latest information on cutting-edge features and
possihilities.

10.4 Audit Logging

Y our work as a security administrator is not over once the gateway is
deployed and firewall rules are configured. A machine or network can be
compromised at any time. Y ou must be diligent in monitoring and upgrading
your gateway to make sure it remains intact. The chapters that follow
provide specific examples of auditing mechanisms you can use on your
gateway. These examples are by no means the only options available to you



for auditing and monitoring. There are many tools, free or otherwise,
available to keep track of your gateway. Examine your needs, examine your
options, and deploy what works for you. Regardless of what tools you use,
be sure to use something. Complacency in monitoring your gateway will

lead to a compromise down the road.

Deploying a gateway can be difficult. Configuration can be a complicated
process, and understanding all the options presented to you can be dizzying.
Try to keep your eye on the goal: keeping your network and services secure
from attackers. If you find you are getting tired or confused, take a break and
step back from the project. Y our gateway is the keystone of your security
architecture. Deploy it with al of the diligence it deserves.



Chapter 11. Building a Linux Gateway

So far, we have examined how to set up wireless clients and access points.
We have examined how to use the clients and access points to secure the
wireless network. The key piece that brings al of thistogether isthe

gateway. The gateway will connect the wireless network and any local wired
connections to the Internet itself. Because of its role as the central

connecting piece of the network, the gateway is also an ided placeto

provide more layers of protection: separating the wired and wireless
networks from each other and, from the most persistent source of attacks, the
| nternet.

N

It is safest to configure and secure the gateway completely
before ever connecting it to the Internet. Perform the
initia ingtall from a CD, and secure the box before
connecting. If you connect a freshly installed, insecure
computer to the Internet, there is a good chance it will be
hacked before you have it fully set up. The current record
for time from connection to completely hacked (to our
knowledge) is 17 seconds.

11.1 Laying Out the Network

The gateway will have three network connections. The first is a connection
to an ISP providing access to the Internet. This could take the form of a
dialup, DSL, a cable modem, or higher bandwidth forms of access. In this
chapter, we will approach it as an Ethernet card communicating with an
external device that handles the connection. (Thisis commonly how DSL
and cable modems work.) Throughout the examples, the Ethernet card
connecting to this upstream provider will be referred to as the Linux network
interface et hO.

A second Ethernet card will be used to connect to a switch or hub handling
local wired connections. Thisis very useful for connecting local servers or
desktop machines that don't have awireless card. This network interface will
bereferred to aset hl.

There are two options for connecting the gateway to the wireless network.
Another Ethernet interface can be used to connect to an external, stand-alone
AP. Alternatively, the gateway can use a HotAP interface as described in



Chapter 9. For smplicity, we will refer to thisinterface as et h2, asit would
be in the case of an externa AP. Remember that it could be setup ether of
these ways, but it won't affect the configuration as we discuss it in this

chapter. (The network interface will be named wl anO if HOtAP is used.)

o a

Our gateway is going to provide services such as DHCP

%+ 4. and NAT. If the external access point being used can also

*" provide these services, make sure to disable them on the
access point to prevent conflicts.

The role of the gateway is not very computationally demanding, so afast
computer is not a necessity. In a home network, an old Pentium computer
with 64 MB of RAM would be able to fulfill thisrole quite nicely. The
gateway does need to have three Ethernet network interfaces or two Ethernet
Interfaces and a wireless interface.

The duties of the gateway will encompass:

Providing afirewall to protect both the internal
networksxxxmdashxxxboth from the Internet and from each other
Providing NAT for both the internal networks

Providing DHCP to dlow for auto-configuring clients on the internal
networks

Optionaly: providing a caching DNS server

All of these services can be handled under both Linux and FreeBSD. This
chapter will cover how to set up the gateway using Linux. Chapter 12 will
cover FreeBSD.

The actual |P addresses assigned to the interfaces connecting to the upstream
provider and DNS services will vary from one ISP to the next. So in our
examples, the following I P addresses will be used throughout this chapter:

|P address assigned by ISP: 192. 0. 2. 230 (assuming the | SP does
not issue addresses using DHCP)

DNSserver runby ISP 192. 0. 2. 3

The DHCP server will be configured to assign IP addresses to wireless
clientsintherange 192. 168. 0. 100 to 192. 168. 0. 200 and to wired
clientsintherange 192. 168. 1. 100t0192. 168. 1. 200, as shownin
Figure 11-1.

Figure 11-1. Example network
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11.2 Building the Gateway

Once the gateway hardware has been assembled, it istime to install the
operating system and configure it to provide the necessary services. The
installation should be as minimal as possible. Any unnecessary services and
programs that are installed only increase the risk that one of the programs on
the gateway may be vulnerable. Do not ingtall the X Windows System or
any of the optional applications.

It isimportant to ingtal the development tools and the system source code.
After ingtalation, the kernel will be recompiled and the new versions of
several services might need to be downloaded and compiled, so the
development tools will be necessary.

Makethe /var partition of decent size during the drive setup. A couple
hundred megabytes should be more than sufficient. A gateway can generate
many logs, and thisis where they will be stored.

If the installer for the distribution you are using has a firewall-configuration
section (like the current RedHat installers), leave it unchanged for now. The
firewall ruleswill be changed once the system is running and will be more
complex than the basic configuration tool in the installer can generate.

11.2.1 Linux Kernel Configuration

Thekernel configuration should be reviewed to remove unneeded support.
Take out support for anything that won't be needed for the hardware
configuration of the gateway. The general process for doing this is described



in Chapter 5 (see Section 5.2 and especidly Section 5.2.2). Enable the
optional modules for Netfilter; the firewall on the gateway will use severa

of these modules. The gateway will also need support for SY N cookies and
|P forwarding.

If the gateway is going to connect to the wireless network using HostAP or a
wireless network card instead of an Ethernet connection to the AP, make
sure the kernel has support for the wireless drivers selected.

11.2.2 Disabling Unneeded Services

Just as with the clients, the unneeded services on the gateway should be
disabled. The basic approach to doing this for Linux is described in Chapter
5.

Check to see what services are running and disable al of the unneeded
remotely accessible services. Don't forget to check the inetd or xinetd
services as well as the rc-based services.

The services that will be used, and should be enabled, are arpwatch, sydog,
dhcpd, and sshd. arpwatch and sysog will be used for monitoring and
logging. dhcpd will provide DHCP addresses to clients. To alow remote
administration of the gateway sshd must be running. Thiswill provide
encrypted shell sessions from the ssh client program.

Disable the iptables and ipchains services in rc; areplacement script will be
developed later in this chapter to configure the iptables service.

11.3 Configuring Network Interfaces

The three network interfaces need to be configured with the proper settings
for the network layout we are putting together.

The file /etc/sysconfig/networ k-scripts/ifcfg-ethO will contain the settings for
et hO. If your ISP provides | P addresses by DHCP, the file should contain:
DEVI CE=et hO

ONBOOT=yes

BOOTPROTO=DHCP

Otherwisg, it should contain the following:

DEVI CE=et hO

ONBOOT=yes

BOOTPROTO=none

BROADCAST=192. 0. 2. 255



NETWORK=192. 0. 2.0

NETMASK=255. 255. 255. 0

| PADDR=192. 0. 2. 230

GATEWAY=192.0.2.1

USERCTL=no

Replace NETWORK, BROADCAST, | PADDR, and GATEWAY with the proper
values assigned to you by the I SP.

The file /etc/sysconfig/networ k-scripts/ifcfg-ethl will contain the settings for
the interface connected to the wired network:

DEVI CE=et h1l

BOOTPROTO=none

ONBOOT=yes

BROADCAST=192. 168. 1. 255

NETWORK=192. 168. 1.0

NETMASK=255. 255. 255. 0

| PADDR=192. 168. 1. 1

USERCTL=no

Thiswill set et h1l to havethe IP address 192. 168. 1. 1 and be connected
to the network 192. 168. 1. 0/ 24.

If the wireless network is going to be provided by using HostAP on the
gateway itsealf, set up that interface as described in Chapter 9. Otherwise,

et h2 will be connected to the access point and will be configured in
/etc/sysconfig/networ k-scripts/ifcfg-ethl:

DEVI CE=et h2

BOOTPROTO=none

ONBOOT=yes

BROADCAST=192. 168. 0. 255

NETWORK=192. 168. 0.0

NETMASK=255. 255. 255. 0

| PADDR=192. 168. 0. 1

USERCTL=no

Thiswill set et h2 to have the IP address 192. 168. 0. 1 and be connected
to the network 192. 168. 0. 0/ 24.

11.4 Building the Firewall Rules

The most important responsibility of the gateway isto firewall our three
separate network segments. We will again use the Netfilter functiondity that



was introduced in Section 5.3.1. See that section for a basic introduction to
the functioning of Netfilter.

The rc.firewall script for the gateway is significantly more complex that the
one laid out for use on the clients. It has to protect not only the gateway
itself, but also ensure separation between the networks while dlowing vital
services on the gateway to be accessed by local users. This script is also
much more aggressive in preventing abusive behavior since it will be the
frontline against often hazardous I nternet traffic.

This script is quite long; we will examine it section by section. To build the
completed script, concatenate each of the example sections that follow into
[etc/init.d/rc.firewall.

First, we establish severa variables that will be used throughout the rest of
the script. By placing these values into variables, we can easily update the
script if these values change in the future. Here we define the three network
interfaces that will be used for the upstream, wired, and wireless
connections, respectively. Change these to match the configuration of your
machine.

#!'/ bi n/ sh

# rc.firewall for gateway

# --- SETUP ---

# Variables (for easier changes)
| PTABLES=/ sbi n/i pt abl es

| NT_GAE" et hO"

| NT_W RED="et h1"

| NT_W RELESS=" et h2"

| NT_ALL="$I NT_GW $I NT_W RED $I NT_W RELESS | 0"

The | P_ variables hold the IP addresses or ranges that will be used in the
firewdl rules. | P_GWis the address of the upstream connection interface. If
your | SP assigns addresses using DHCP instead of static |P addresses, use
the commented-out example, which will extract the DHCP-assigned address
from ifconfig. (Note the command is enclosed in backticks, not quotes.)

| P_W RED holds the address range for our internal wired network, and

| P_W RELESS holds the address range for the interna wireless network.

| P GWW REDand | P_GN W RELESS hold the respective | P addresses
for the network interfaces on the gateway that are connected to those
networks. Change these to match the configuration of your networks and
your |SP's network.



For DHCP use: IP_GM /shin/ifconfig $INT_GW |
rep inet | cut -f2 -d: | cut -f1 -d\ °
P_GA£"192. 0. 2. 230"

P WRED="192. 168. 1. 0/ 24"

| P_ W RELESS="192. 168. 0. 0/ 24"

| P GW W RED="192. 168. 1. 1"

| PGV W RELESS="192. 168. 0. 1" XXXXXXX

The next section in the script sets a number of valuesin the /proc file
system. These settings should help to reduce certain types of malicious
behavior directed at the network and the gateway. The comments in this
snippet of the script provide a brief description of what each setting does.
# /proc variabl es

#
g
I
I

# | gnore broadcast pings

echo "1" >

[ proc/sys/net/ipvd/icnp_echo_ignore broadcasts

# I gnore bogus |GV errors

echo "1" >

[ proc/sys/ net/ipv4/icnp_i gnore _bogus_error_response
S

# Limt the reply rate to pings

echo "100" > /proc/sys/net/ipvd/icnp_echoreply rate
# Use TCP SYN cooki es

echo "1" > /proc/sys/net/ipv4d/tcp_syncookies

# Do the followng for each interface being used
for INT in $INT_ALL; do
# D sabl e acceptance of redirects
echo "0" >
/ proc/ sys/ net/ipv4d/ conf/$I NT/ accept _redirects
# D sabl e source routing
echo "0" >
/ proc/ sys/ net/ipv4/ conf/ $I NT/ accept _source_route
# Enabl e routing verification to prevent
spoofing of invalid IPs
echo "1" >
/ proc/sys/net/ipvd/conf/SINT/rp filter
# D sabl e bootp rel ayi ng
echo "0" >
/ proc/ sys/ net/ipv4/ conf/ $I NT/ boot p_rel ay



done

At this point, calls to iptables begin to set up the firewall ruleset. Firs, all of
the existing rules are flushed. Then a default policy is set up which will drop
al traffic sent to the gateway and forward it to other networks. Traffic from
the gateway will be alowed by default.

# --- BEG N I PTABLES SETTI NGS - - -

# Flush all chains to get a clean start
$I PTABLES - F

$I PTABLES - X

$I PTABLES -t nat -F

# Set default policies

$I PTABLES - P | NPUT DRCP

$I PTABLES - P QUTPUT ACCEPT

$I PTABLES - P FORWARD DRCP

An exception is then made to allow the gateway to communicate unrestricted
over the local loopback interface.

# Allow | ocal | oopback traffic

$I PTABLES -A INPUT -i o -j ACCEPT

$I PTABLES -A QUTPUT -0 |l o -j ACCEPT

These two commands establish chains of rulescalled al | owed i cnp,
to_gat eway, andf orward_checks. Thesechanswill be used to
consolidate sets of rulesthat will be used in multiple places.

# Create chains for common series of rules

$I PTABLES - N al | owed_i cnp

$I PTABLES - N t o_gat enay

$I PTABLES - N forward _checks

The next large block of the script will establish the rulesto filter traffic
being forwarded between any of the three interfaces in the gateway. This
traffic will have to pass the rules defined for the FORWARD chain.

# --- FORWARDI NG - - -

$I PTABLES - A FORWARD -j forward _checks

# Drop everything else. This includes traffic

bet ween wi red and wirel ess networks!

$I PTABLES - A FORWARD -| LGOG

$I PTABLES - A FORWARD -| DRCP

Wetdl the actud FORWARD chainto usethe f or war d_checks chain that
follows. To finish the FORWORD rules off, we log and drop any packets that
were not accepted by one of the preceding forwarding rules.



# Al ow established connections to cone from
Internet to wired and wi rel ess networks

$I PTABLES - A forward checks -mstate --state

ESTABLI SHED, RELATED -j ACCEPT

Thisrule uses the state tracking abilities of Netfilter to allow any packets
that are part of an existing and already approved connection to be forwarded.
# Allow wred and wirel ess networks to establish
new connecti ons

# Check for proper source addresses for each
source interface

$I PTABLES -A forward checks -mstate --state NEW-s
$IP WRED -i $INT_ WRED -0 $I NT_

GV -j ACCEPT

$I PTABLES -A forward checks -mstate --state NEW-s
$I P_WRELESS -i $I NT_WRELESS -o0

$INT_GWV-j ACCEPT

Using the State tracking facilities again, these two rules alow new
connections to be started. Note the rules use -s to check the source IP
addresses, - i to check the source interface, and -0 to check the destination
interface. Thiswill ensure that clients on the wired and wireless networks
can only create connections if they are using an |P address in the proper
range for that network. Because -0 specifies $1 NT_GW\in both rules,
connections can only be created to destinations that will routed through the
upstream interface. These two rules will not allow connections to be created
that connect between the wired and wireless networks.

# Allow certain | QW packets

$I PTABLES - A forward checks -p icnp -j allowed icnp
Thisrule usesthe al | owed i cnp chain to examine any ICMP packets
that are being forwarded. The rulesfor this chain are defined later in the
script.

# Reject ident requests

$I PTABLES - A forward checks -p tcp --dport 113 -
REJECT

Some daemons, namely sendmail, will query ident on hosts that attempt to
use their service. By reecting these requests rather than dropping them
slently, the daemons will not have to wait for the ident query to timeout.
This speeds up connections to these daemons, such as sending mail.
Another set of rules hasto be constructed to filter the traffic destined for the

gateway itself. The | NPUT chain holds the rules that filter this traffic.
# -- CONNECTI ONS T FROM THE GATEWAY - - -



# Examne traffic fromall three interfaces to

gat eway using sanme chain of rules

$I PTABLES -A INPUT -d $IP_GN-j to_gateway

$I PTABLES -A I NPUT -d $IP_WRED -j to_gateway

$I PTABLES -A INPUT -d $I P WRELESS -j to_gateway

$I PTABLES -A I NPUT -] LOG

$I PTABLES -A I NPUT -] DRCP

Since there are three interfaces on the gateway, and we want to apply smilar
rulesto al three interfaces, traffic destined for the three interfacesis all sent
tothet o_gat eway chain. Any other traffic that happens to somehow end
up inthe | NPUT chainislogged and dropped.

Thet o_gat eway chain will prevent improper connections to the gateway
itself and open up access to the services that we want to provide from the
gateway.

# Allow all established traffic

$I PTABLES -A to _gateway -i $INT_ GNVN-d $IP GN-m
state --state ESTABLI SHED, RELATED -j

ACCEPT

$I PTABLES -A to _gateway -i $INT_WRED -d

$IP GNWRED -mstate --state

ESTABLI SHED, RELATED - ACCEPT

$I PTABLES -A to_gateway -i $I NT_W RELESS -d

$IP GNWRELESS -mstate --state

ESTABLI SHED, RELATED -j ACCEPT

These three rules accept traffic from established connections on the three
interfaces. The checking of the input interface in the three rulesisto ensure
that clients can only communicate with the correct one of the gateway 1Ps
for the segment of the network on which they are located.

# Al ow ssh fromanywhere to all the gateway IP
addr esses

$I PTABLES -A to gateway -p tcp -i $INT_ GNV-d $IP GV
--dport 22 -j ACCEPT

$I PTABLES -A to _gateway -p tcp -i $INT_ GNWWRED -d
$IP GNWRED --dport 22 -j ACCEPT

$I PTABLES -A to gateway -p tcp -i $I NT_GN W RELESS
-d $IP_ GNW RELESS --dport 22 -j

ACCEPT



To provide access to the SSH server on the gateway, we allow clients on any
of the three interfaces to connect to port 22 on the proper gateway |P
address.

# Al'l ow DHCP connections fromw red and w rel ess

net wor ks

$I PTABLES -A to _gateway -p udp -i $INT_WRED --
dport 68 -] ACCEPT

$I PTABLES -A to gateway -p udp -i $I NT_W RELESS - -
dport 68 -j ACCEPT

DHCP connections are sent to port 68 of 255. 255. 255. 255. Because of
this, we don't want to filter on the destination |P. They originate from

0. 0. 0. 0, sincethe client doesn't have an address yet so we don't want to
filter on the source address either. These two rules just check that the DHCP
request came from either the wired or wireless network; we definitely don't
want to answer DHCP requests on the |SP's network.

# Allow wired and wirel ess networks to connect to
DNS

$I PTABLES -A to gateway -p udp -i $INT_ WRED -s

$IP WRED -d $I P GNWRED --dport 53

-] ACCEPT

$I PTABLES -A to gateway -p udp -i $I NT_WRELESS -s
$| P_WRELESS -d $I P_ OGN W RELESS - -

dport 53 -j ACCEPT

These rules are only necessary if you want to run alocal DNS server. Our
DNS server is only going to act as a cache for the local clients and will serve
them on UDP port 53. It only needs to accept connections from the local
networks, so we perform the standard checks for appropriate source
interface, source |P address, and destination | P address.

# Filter inbound | QW

$I PTABLES -A to _gateway -p icnp -j allowed_ icnp

Just like the in the FORWARD chain, ICMP packets will be filtered using the
al | owed i cnp chain.

# Reject ident requests

$I PTABLES -A to _gateway -p tcp --dport 113 -

REJECT

Again, like the FORWARD chain, this will speed up sendmail connections.

# Drop everything el se

$I PTABLES -A to _gateway -j LOG

$I PTABLES -A to_gateway -j DROP



Anything that hasn't been accepted by thet 0_gat eway rules should be
logged and dropped.

# Let the gateway connect to anywhere

$I PTABLES - A QUTPUT -j ACCEPT

The QUTPUT chain will smply alow the gateway to connect to anything it
wants. Y ou can definitely make this more restrictive if you want to limit
where the gateway can connect to.

# --- COWON | CGW RULE CHAIN - --

# Al ow certain | VP nessages

$I PTABLES -A allowed icnp -p icnp --icnp-type pong
-] ACCEPT

$I PTABLES -A allowed icnp -p icnp --icnp-type

sour ce- quench -j ACCEPT

$I PTABLES -A allowed icnp -p icnp --icnp-type tine-
exceeded -j ACCEPT

$I PTABLES -A allowed icnp -p icnp --icnp-type

desti nati on-unreachabl e -j ACCEPT

$I PTABLES -A allowed icnp -p icnp --icnp-type

par anet er - probl em -j ACCEPT

This definesthe rulesfor the al | owed_i cnp chain that is used by both
FORWARD and | NPUT. It allows management packets such as answers to
pings, source quench, time exceeded, destination unreachable, and parameter
problem messages. Blocking these particular ICMP messages can cause
excessive waits for time outs on the clients when something goes wrong
with a connection. Most of the other ICMP messages are unneeded
normally; some, like redirects, can be downright dangerous.

# --- NAT ---

# Perform NAT masquerading for traffic bound to

| nt er net

# For DHCP use: $I PTABLES -t nat -A PCSTRQUTI NG -0
$INT_GWV -] MASQUERADE

$I PTABLES -t nat -A POSTROUTING -0 $I NT_GW-j SNAT
--to $IP_GWV

This rule provides source network address trandation for al traffic heading
out of the gateway upstream interface. It uses a special chain called
POSTROUTI NGthat processes the packets after the FORWARD and OUTPUT
chains. All the packets from the gateway and both internal networkswill be
mapped to the gateways external address before being sent. If the externa



address of the gateway is set by DHCP, you should use the alternate NAT
rule in the comment instead. The MASQUERADE-style NAT handles
changes in | P addresses more gracefully and resets its state tables to prevent
the packet mangling that can occur if the address changes while connections
are active.

# -- TURN ON FORWARDI NG - - -

# Enable | P forwarding

echo 1 > /proc/sys/net/ipvd/ip forward

The script concludes with one last setting to a /proc file, which will enable
the routing of 1P packets between the interfaces in the gateway.

That'sit! Place the completed script in /etc/init.d/rc.firewall, mark it as
executable using chmod, and call it from the rc.local file. It will then be
called when the system starts up.

- If you find after awhile that al the spurious traffic with
“ 4. Spoofed source |P addresses isfilling up your logs,
consider removing the log command from some of the
rules in this ruleset.

There are severa good references on building Netfilter rulesets at
http://www.netfilter.org and
http://www.linuxsecurity.com/resources/firewalls-1.html. There are aso
many people who have posted example firewall scripts on web sites for
people to look at; search around and look at them for aternate ways to build
your rulesets, and additional protections to set up.

11.5 MAC Address Filtering

One way of limiting which wireless clients can successfully communicate is
to limit traffic based on the MAC address of the wireless cards. First, create
achain to hold the MAC filtering rules (place this with the other chain
creation commands):

$I PTABLES -N mac_filter

Create a section in the rule file to hold the MAC address related rules. For
each MAC you want to be alowed to send traffic from the wireless network,
add arule of the following syntax:

$I PTABLES -A nac_filter -i $INT_WRELESS -m nac -
mac- source 01:01:01:01:01:01 -j



forward_checks

After al of those rules have been created, three last rules are needed to block
everything else that is coming from the wireless network:

$I PTABLES -A nac _filter -i ! $INT_WRELESS -]j
ACCEPT

$I PTABLES -A mac_filter -j LOG

$I PTABLES -A nac filter -j DRCP

To insert these MAC filtering rules into the forwarding system we need to
replace the exigting line:

$I PTABLES -A FORWARD -j forward _checks

with aline that jumps to the MAC filter chain:

$I PTABLES - A FORWARD -j nmac_filter

Thermac_filter chanwill thenjumptothef orward checks chain
when a matching MAC is found.

Filtering based on MAC addresses is not a perfect security solution. It is
very easy to change the MAC address of awireless card. An attacker can
snoop the traffic on the wireless network, learn what MAC addresses are
being used successfully, and then change her card to use the discovered
MAC. Maintaining the list of alowed MAC addresses for anything but a
small network can quickly become overwhelming as well.

11.6 DHCP

The DHCP daemon will provide automatic assignment of |P addressesto
hosts on the local wired and wireless networks. Make sure that the dhcpd
service has been enabled in the rcfiles. If it is not installed on your system,
you can get the latest version from http://www.isc.org/products/ DHCP.
The configuration of the DHCP daemon is stored in the file /etc/dhcpd.conf.

Edit thisfile to contain:
subnet 192.0. 2.0 netmask 255. 255. 255.0 {

not authoritative;
}

subnet 192. 168. 0.0 net mask 255. 255. 255.0 {
opti on donai n- nane-servers 19.0. 2. 3;
option routers 192.168. 0. 1;
range 192.168. 0.100 192. 168. 0. 200;




subnet 192.168. 1.0 netmask 255. 255. 255. 0 {
opti on domai n-nane-servers 192.0. 2. 3;

option routers 192.168.1.1;
range 192.168. 1. 100 192. 168. 1. 200;

}

The three subnet clausesin thisfile correspond to the three interfaces on the
gateway.

Ensure that the subnet address and net mask of the first clause match that of
the interface connected to your upstream provider. The statement not

aut horit ati ve telsthe DHCP daemon not to assign DHCP addresses
on that interface.

The other two clauses will be used to assign addresses to the clients on the
192.168. 0. 0 and 192. 168. 1. 0 networks. The opti on routers
statement will tell the clients to use the I P address of the corresponding
gateway interface as arouter for outbound traffic. The opt i on donai n-
namne- ser ver s statement tells the clients what DNS server to use. Change
this to be the DNS server provided by your ISP. If you want to run a caching
DNS server as described in the next section, change it to match the gateway
addressinthe opt i on rout er s statement.

11.7 DNS

In the DHCP configuration outlined in the previous section, the clients are
sent the upstream providers DNS server |P addresses. Thisis the smplest
way to set things up, but you might want to go to a step further and run your
own DNS server.

There are two common reasons to run your own DNS server: caching DNS
lookups for performance reasons or hosting a domain. DNS caching can
improve performance by handling repeated DNS lookups locally. This
probably won't make a very big difference unless your upstream DNS server
has noticeable delays. The proper hosting of a domain is a more advanced
topic; if you wish to do this, you should consult the DNS server
documentation for information on configuration.

By running DNS as an additiona service on the gateway, a new potential
point of vulnerability isintroduced. BIND, the most widely used DNS
server, has a history of security issues. To help limit exposure, it should be
set up in a chroot environment. The latest version of BIND and
documentation can be found at http://www.isc.org/products/BIND/.




If you do decide to configure the gateway with a caching DNS server, make
sure you change the DHCP configuration file to give the proper gateway |P

addressesin opt i on donai n- nane- ser ver . The address will be
different for the wired and wireless segments as the gateway's two interfaces
for those segments have different |P addresses. The DNS server should also
have zone files to handle reverse lookups on your internal address space by
the clients.

11.8 Static ARP

ARP poisoning attacks, discussed in Chapter 2, are ared threat to dl entities
on awirdess network, including the gateway. An ARP attack againg the
gateway could cut off al network connectivity to the clients. The possibility
of a successful ARP attack can be reduced by setting up static ARP entries
for IP addresses that we know ahead of time.

In the case of the gateway, two particular | P addresses can benefit most from
static ARP: the IP of the access point, and the | P of the cable modem or
router.

Add two lines to the end of /etc/rc.local:

arp -s <AP | P> <AP NAC>

arp -s <RQUTER | P> <ROUTER NAC

If there are any hosts on the wired network that are going to act as servers
and will not be using DHCP to get dynamic addresses, it wouldn't hurt to
create static ARP entries for them too.

11.9 Audit Logging

Proper auditing is even more important on the gateway than it is on the
client machines. The gateway is the contact point with the outside world,
and it will receive nonstop abuse from al over the Internet. Because of this,
it's vital to keep a good eye on the logs of this machine.

The services arpwatch, sydog, and swatch should al be ingtaled and
configured in the same fashion as described for the Linux client machinesin

Chapter 5.



Don't forget to periodically log in to the gateway and check the logs and root
user mail for evidence of a security breach. Even better, forward this
information to an email account you check often.

11.10 Wrapping Up

At this point, everything should be all set on the gateway. It's agood ideato
reboot and make sure al the services start up without any errors. Fire up a
wireless client, and check to make sure it gets an | P address and can access
the Internet.

Make sure that you keep an eye on the security of the gateway. Periodically
check for updated versions of the software running on the gateway, and
subscribe to any security announcement emall lists related to the distribution
you are using. It's everyone's job to help keep the Internet secure; don't let
your brand-new gateway become a springboard for someone to hack other
computers.



Chapter 12. Building a FreeBSD Gateway

The previous chapter examined building a Linux based gateway. Building a
FreeBSD gateway for awireless network is very smilar. This chapter will
examine the steps to set up a FreeBSD gateway comparable in function and
behavior to the Linux gateway aready described. The example network
architecture we will be using in this chapter is the same asin the previous
chapter.

Unlike with Linux, network interfaces have different names based on the
type of hardware. Throughout this chapter, we will use dcO, dc1, and dc2
as the network interfaces. These correspond to the common Netgear and
Linksys cards sold in most stores. Replace these with the names you have
created for the three interfaces.

12.1 Building the Gateway

Thefirst step isto install the operating system and configure it to provide the
necessary services. The ingtallation should be minimal as possible. Any
unnecessary services and programs that are installed only increase the risk
that one of the programs on the gateway may be vulnerable. Do not install
the X Windows System or any of the optional applications.

It isimportant to install the development tools and the system source code.
After ingtalation, you will need to recompile the kernel and the new

versions of severa services might need to be downloaded and compiled, so
the development tools will be necessary. The ports collection aong with the
cvsup utility will be helpful in installing and updating services too, so it

might be agood ideato install those. Information on ports and cvsup can be
found at http://www.freebsd.org/doc/en US.1SO8859-
1/books/handbook/ports-using.html.

Make the /var partition of decent size during the drive setup. A couple
hundred megabytes should be more than sufficient. A gateway can generate
many logs and this is where they will be stored.

12.1.1 FreeBSD Kernel Configuration

The kerndl configuration should be reviewed to remove unneeded support.
Take out support for anything that won't be needed for the hardware
configuration of the gateway. The genera process for doing this and the



details of options are described in Chapter 4 (see Section 4.1.1 and
especialy Section 4.1.2). Enable the following options to add support for the
firewal, NAT trandation, randomizing IP identifiers, and dropping TCP
SYN/FIN packets:

options | PFl REWALL

options | PFl REWALL VERBOSE

options | PFl REWALL VERBCSE LI M T=10

options | PDI VERT

opti ons RANDOM I P_I D

opti ons TCP_DROP_SYNFI N

pseudo- devi ce bpf

The only option here that we have not discussed yet is| PDI VERT, which
enables support for divert rulesin the firewall. Divert ruleswill be used to
funnel packets to natd, the daemon which performs NAT trandation on
FreeBSD.

If the gateway is going to connect to the wireless network using HostAP or a
wireless network card instead of an Ethernet connection to the AP, make
sure the kernel has support for the wireless drivers selected and has the
proper options set. The options are described in Section 4.1.1 and the
HostAP instructions of Chapter 9.

12.1.2 Disabling Unneeded Services

Just as with the clients, the unneeded services on the gateway should be
disabled. The basic approach to doing thisis described in Chapter 4. This
machine should only have aminimal set of services running. An example
/etc/rc.conf appropriate for the gateway we are building should contain the
following settings.

Set the upstream router this gateway will communicate with to

192. 0. 2. 1.

def aul trouter="192.0. 2. 1"

Enable gateway behavior. Thiswill cause packets to be forwarded between

the interfaces. Then, set the hostname to "gat eway".

gat eway enabl e=" YES'

host nane="gat eway"

This sets up the IP addresses and netmasks for the three network interfaces.
There are no separate configuration files as there are under Linux. Change
these to suit your network layout:

I fconfig dcO="inet 192.0.2.230 netnask

255. 255. 255. 0"



I fconfig dcl="inet 192.168.0.1 net nask

255. 255. 255. 0"

I fconfig_dc2="inet 192.168.1.1 net nask

255. 255. 255. 0"

Setting the kernel security level to 3 prevents changing of certain settings
without a reboot. One important thing this does is to prevent someone from
changing the firewal rules while the system is running. Y ou might want to
set ker n_secur el evel enabl e to NOwhile you are getting things set
up; it will save you afew reboots while you fine tune the firewall rules and
other settings. Remember to come back and re-enable this when you are
done building the gateway.

kern_securel evel =" 3"

kern_securel evel enabl e=" YES"

Disable NFS, sendmail, and inetd. We won't need these or any of the
services that are started from inetd.

nfs_server _enabl e="NO'

sendnai | _enabl e=" NO\E"

I net d_enabl e=" NO'

To alow remote administration of the gateway sshd will need to be running.
Thiswill provide encrypted shell sessions from the ssh client program.
sshd_enabl e=" YES"

Enable the firewall, and tell it to log results. The firewall typeis set to
"unknown" here, as we will be using a separate script to load the rules.

Entering "unknown" will causerc. fi rewal | to set up basic firewall
settings but not load rules.

firewal | enabl e=" YES"

firewal | type="unknown"

firewal | | oggi ng="YES"

This enables the NAT daemon and tellsit the outside interface isdcO. It
will trandate the addresses in packets only when they traverse this interface.
Replace this with your external interface name.

nat d_enabl e=" YES"

natd_i nterface="dc0"

The last three settings drop and log ICMP redirect packets and drop TCP
SYN/FIN packets. These types of packets should not be seen as part of
normal traffic.

I cnp_drop_redirect="YES'

I cnp_| og _redirect="YES"

tcp_drop_synfin="YES"



12.2 Building the Firewall Rules

The most important responsibility of the gateway is to firewall our three
separate network segments. We will again use the ipfw functionality that was
introduced in Section 4.1.5.1. See that section for a basic introduction to the
functioning of ipfw.

The configuration script for the gateway is significantly more complex that
the one laid out for use on the clients. It has to protect not only the gateway
itself, but also ensure separation between the networks while allowing vital
services on the gateway to be accessed by local users. This script is also
much more aggressive in preventing abusive behavior since it will be the
frontline against often hazardous Internet traffic.

We will examine the script section by section. To build the completed script,
concatenate each of the example sections that follow into /etc/.firewall.conf.
Thefirst line sets the f wend variable equal to the path and name of the
firewall control program.

fwend="/sbi n/i pfw'

These four variables correspond to your outside interface, network, netmask,
and | P address, respectively. Change these to the correct values.

# set these to your outside interface network and
net mask and ip

oi f="dcO"

onet ="192. 0. 2. 0"

omask="255. 255. 255. 0"

oi p="192. 0. 2. 230"

These variables do the same thing for the wireless network (variables
starting with "w") and for the interna wired network (variables starting with
"i"). Change these if you are going to use different IP ranges on these
networks.

# set these to your inside interface networks,

net masks, and | Ps

wi f="dc0"

wnet =" 192. 168. 0. 0"

whask="255. 255. 255. 0"

wi p="192. 168. 0. 1"

iif="dc1"
I net ="192. 168. 1. 0"



I mask="255. 255. 255. 0"

iip="192.168.1.1"

These rules prevent traffic that appears to be from one of our three networks
but actually originates on the wrong network. For example, a packet with the
source | P of awireless client should not come into the gateway from the
wired network or the external network.

# Stop spoofing

${fwend} add deny all from ${inet}: ${i mask} to any
in via ${oif}

${fwcnd} add deny all from ${wnet}: ${wrask} to any
in via ${oif}

${fwend} add deny all from ${onet}: ${omask} to any
invia ${iif}

${fwend} add deny all from ${onet}: ${omask} to any
invia ${wf}

${fwend} add deny all from ${inet}: ${i mask} to any
in via ${w f}

${fwcnd} add deny all from ${wnet}: ${wrask} to any
in via ${iif}

These rules are the same as those found in the smple firewall section of the
default /etc/rc.firewall. They block incoming packets from the Internet
destined to improper network | P ranges such as non-routable, multicast, and
broadcast | Ps.

# Stop RFCL1918 nets on the outside interface
${fwcnd} add deny all fromany to 10.0.0.0/8 via
${oi f}

${fwcnd} add deny all fromany to 172.16.0.0/12 via
${oif}

${fwcnd} add deny all fromany to 192.168.0.0/ 16
via ${oif}

# Stop draft-manni ng-dsua-03.txt (1 May 2000) nets
(i ncl udes RESERVED- 1,

# DHCP auto-configuration, NET-TEST, MJULTI CAST
(class D), and class E)

# on the outside interface

${fwend} add deny all fromany to 0.0.0.0/8 via
${oi f}

${fwend} add deny all fromany to 169.254.0.0/ 16
via ${oif}



${fwcnd} add deny all fromany to 192.0.2.0/24 via
${oif}

${fwecnd} add deny all fromany to 224.0.0.0/4 via
${oif}

${fwecnd} add deny all fromany to 240.0.0.0/4 via
${oi f}

Thisrule tels the firewadll that at this point in the processing, all packets that
are being handled by the externa interface should be sent to the NAT
daemon for | P address trandation.

${fwend} add divert natd all fromany to any via
${oif}

Very similar in function to the block of rules above the NAT divert, these
rules prevent packets originating from improper networks that come in from
the external interface. Thisis done after the NAT trandation so our internal
network traffic is not inadvertently blocked by the RFC1918 filters.

# Stop RFCL1918 nets on the outside interface
${fwend} add deny all from10.0.0.0/8 to any via
${oi f}

${fwcnd} add deny all from 172.16.0.0/12 to any via
${oif}

${fwecnmd} add deny all from 192.168.0.0/16 to any
via ${oif}

# Stop draft-manni ng-dsua-03.txt (1 May 2000) nets
(i ncl udes RESERVED-1,

# DHCP aut o-configuration, NET-TEST, MILTI CAST
(class D), and class E)

# on the outside interface

${fwcnd} add deny all fromO0.0.0.0/8 to any via
${oif}

${fwend} add deny all from 169.254.0.0/ 16 to any
via ${oif}

${fwecnd} add deny all from 192.0.2.0/24 to any via
${oif}

${fwend} add deny all from224.0.0.0/4 to any via
${oif}

${fwecnd} add deny all from240.0.0.0/4 to any via
${oi f}

This rule allows packets that are part of an established TCP session to pass
through the gateway .



# Allow TCP through if setup succeeded

${fwend} add pass tcp fromany to any established
This dlows UDP DNS traffic to and from a caching DNS server on the
gateway. If you are not going to put a caching DNS server on the gateway,
don't bother with these four rules.

# Al ow access to our DNS

${fwend} add pass udp fromany to ${w p} 53
${fwend} add pass udp from ${w p} 53 to any
${fwcnd} add pass udp fromany to ${iip} 53
${fwend} add pass udp from${iip} 53 to any

Thisrule dlows the gateway itself to make DNS queriesto the outside
world. The keep-date directive tels it to expect a matching answer that
should be passed through the firewall.

# All ow DNS queries out to the world

${fwecnd} add pass udp from ${oi p} to any 53 keep-
state

This rule alows connections to the SSH daemon from anywhere. Thiswill
alow secure connections to the gateway for administration from anywhere.
# Al'l ow SSH connecti ons

${fwend} add pass tcp fromany to ${oip} 22
${fwcnd} add pass tcp fromany to ${w p} 22
${fwecnd} add pass tcp fromany to ${iip} 22

Some daemons, namdy sendmail, will query ident on hosts that attempt to
use their service. By reecting these requests rather than dropping them
slently, the daemons will not have to wait for the ident query to timeout.
This speeds up connections to these daemons, such as sending mail.
${fwend} add reset tcp fromany to any 113

Attempts to start new TCP connections originating from the Internet should
be rgected and logged.

# Reject&.og all setup of incom ng connections from
t he outsi de

${fwecnd} add deny log tcp fromany to any in via
${oif} setup

These three rules allow TCP connections originating from the wireless
network, wired network, or gateway to be made. The setup directive tells the
firewall to add the connection to the state table so that packets in the session
are passed by the pass . .. est abl i shed rule above. Note that
connections between the wired and wireless networks are not authorized by
these rules.

# Al ow setup of other TCP connections



${fwend} add pass tcp from ${wnet}: ${wrask} to any
out via ${oif} setup

${fwecnd} add pass tcp from${inet}: ${i nask} to any
out via ${oif} setup

${fwecnd} add pass tcp from ${oip} to any out via
${oif} setup

This allows ICMP echo reply, source quench, time exceeded, destination
unreachable, and parameter problem messages to be passed.

# Al ow | QWP

${fwecnd} add pass icnp fromany to any icnptypes

0, 3,4,11,12

Everything else is denied by default, unless the

| PFI REWALL DEFAULT TO ACCEPT option is set in the kernel
configuration. This option should not be set on the gateway.

Place the completed script in /etc/firewall.conf, mark it as executable using
chmod, and call it from the rc.local file. It will then be caled when the
system starts up.

If you find after awhile that al the spurious traffic with spoofed source |P
addressesisfilling up your logs, consider removing the log command from
some of the rulesin this ruleset.

Unfortunately, at the time of this writing there does not
*2 J. appear to be afeasible way to perform MAC address
* filtering on FreeBSD. Pekka Nikander at Ericsson has
begun to develop this capability along with 802.1x
support. A paper describing this work can be found at
http://www.tml.hut.fi/~pnr/publications/Freenix2002-
Nikander.pdf

12.3 Rate Limiting

FreeBSD has an easy-to-use ability to limit the rate of a subset of traffic.
Thisis provided by the Dummynet system. The most likely use for thisin a
wireless deployment is to limit how much traffic users of the wireless
network can pass to the Internet. There are two steps to enabling Dummynet.
First, kernel support for it has to be enabled with the following option in the
kernel configuration:

opti ons DUVMYNET



After compiling the kernel with that option, two new rules have to be added
at the start of our firewall script. These two rules should be placed after the
variable definitions, but before al of the other add rules:

${fwecnd} add pipe 1 ip from${wif} to any via
${oif}

${fwecnd} pipe 1 config bw 100Kbit/s

Thefirst rule creates a new pipe that will channel al traffic from the
wireless interface to the outside interface. The second rule configures that
pipe with a bandwidth (bw) limitation of 100 KBit/s. This number can be
adjusted to reflect how much bandwidth the wireless network should have
access to.

The firgt rule, the one that creates the pipes, will show up with all the other
rules when the ipfw list command is given. To see the actua configuration of
pipes however, ipfw pipe list needs to be used.

12.4 DHCP

The DHCP daemon will provide automatic assignment of |1P addressesto
hosts on the local wired and wireless networks. Make sure that the dhcpd
service has been enabled. If it is not installed on your system, you can get
the latest version from http://www.isc.org/productsDHCP/, or ingall it
using the ports system by making /usr/ports/net/isc-dhcps3.

The configuration of the DHCP daemon is stored in the file /etc/dhcpd.conf.
Edit thisfile to contain:

subnet 192.0. 2.0 netnmask 255. 255. 255.0 {

not authoritative;
}

subnet 192.168. 0.0 netmask 255. 255. 255. 0 {
opti on domai n-nanme-servers 192.0. 2. 3;
option routers 192.168.0. 1;
range 192.168. 0. 100 192. 168. 0. 200;

}

subnet 192.168. 1.0 netmask 255. 255. 255. 0 {
opti on domai n-nanme-servers 192.0. 2. 3;
option routers 192.168.1.1;
range 192.168. 1. 100 192. 168. 1. 200;



The three subnet clausesin thisfile correspond to the three interfaces on the
gateway.

Ensure that the subnet address and net mask of the first clause match that of
the interface connected to your upstream provider. The statement not

aut horitati ve tellsthe DHCP daemon not to assign DHCP addresses
on that interface.

The other two clauses will be used to assign addresses to the clients on the
192. 168. 0. 0 and 192. 168. 1. O networks. Theopti on routers
statement will tell the clients to use the I P address of the corresponding
gateway interface as arouter for outbound traffic. The opt i on donai n-
namne- server s statement tells the clients what DNS server to use. Change
this to be the DNS server provided by your ISP. If you want to run a caching
DNS server as described in the next section, change it to match the address
inthe opt i on rout er s statement.

12.5 DNS

In the DHCP configuration outlined in the previous section, the clients are
sent the upstream provider's DNS server |P addresses. Thisis the smplest
way to set things up, but you might want to go to a step further and run your
own DNS server.

There are two common reasons to run your own DNS server: caching DNS
lookups for performance reasons or hosting a domain. DNS caching can
improve performance by handling repeated DNS lookups locally. This
probably won't make a very big difference unless your upstream DNS server
has noticeable delays. The proper hosting of a domain is a more advanced
topic; if you wish to do this, you should consult the DNS server
documentation for information on configuration.

By running DNS as an additiona service on the gateway, a new potential
point of vulnerability isintroduced. BIND, the most widely used DNS
server, has ahistory of security issues. To help limit exposure, it should be
set up in a chroot environment. The latest version of BIND and
documentation can be found at http://www.isc.org/products/BIND/.
FreeBSD has a caching DNS server that can be enabled fairly easily. Set the
following:

nanmed_enabl e=" YES"

in /etc/rc.conf, and it will start at boot time. Note that thisis not chrooted by




default. The man pages will provide information on how to set this up to be
chrooted.

If you do decide to configure the gateway with a caching DNS server, make
sure you change the DHCP configuration file to give the proper gateway IP
addressesin opt i on domai n- nane- ser ver . The address will be
different for the wired and wireless segments as the gateway's two interfaces
for those segments have different | P addresses. The DNS server should also
have zone files to handle reverse lookups on your internal address space by
the clients.

12.6 Static ARP

ARP poisoning attacks, discussed in Chapter 2, are ared threat to al entities
on awirdess network, including the gateway. An ARP attack againgt the
gateway could cut off al network connectivity to the clients. The possibility
of a successful ARP attack can be reduced by setting up static ARP entries
for P addresses that we know ahead of time.

In the case of the gateway, two particular |P addresses can benefit most from
static ARP: the I P of the access point and the IP of the cable modem or
router.

Add two lines to the end of /etc/rc.local:

arp -S <AP | P> <AP MAC

arp -S <RQUTER | P> <ROQUTER NMAC>

If there are any hosts on the wired network that are going to act as servers
and will not be using DHCP to get dynamic addresses, it wouldn't hurt to
create static ARP entries for them too.

12.7 Auditing

Proper auditing is even more important on the gateway than it is on the

client machines. The gateway is the contact point with the outside world,

and it will recelve nonstop abuse from al over the Internet. Because of this,
it's vital to keep a good eye on the logs of this machine.

The services arpwatch, sydog, and swatch should al be ingtaled and
configured in the same fashion as described for the FreeBSD client machines

in Chapter 4.



Don't forget to periodically log in to the gateway and check the logs and root
user mail for evidence of a security breach. Or even better, forward this
information to an email account you check often.

At this point, everything should be al set on the gateway. It's agood ideato
reboot and make sure all the services start up without any errors. Fire up a
wireless client, and check to make sure it gets an | P address and can access

the Internet.



Chapter 13. Building an OpenBSD Gateway

Given the smilarities between OpenBSD and FreeBSD, one would assume
that the gateway configuration would be nearly identical for each of them.
However, due to the underlying differences in kernd configuration and
firewdl structure, the implementation is surprisingly different in FreeBSD.
The end result, however, is the same; a secured and efficient gateway
machine protecting your wireless network.

Like FreeBSD, wewill use dc0, dc1, and dc2 as the network interfaces.
These correspond to the common Netgear and Linksys cards sold in most
stores. Replace these with the names you have created for the three
Interfaces.

13.1 Building the Gateway

Your layer 3 gateway isyour primary line of defense from outside attackers.
It can aso be avauable threat in keeping wireless attackers at bay. The
gateway effectively controls the keys to your networked kingdom. Due to
the centrd role the gateway playsin your network, specia care should be
taken throughout the installation and configuration process. A hole left in
your gateway is a hole into your network.

When installing OpenBSD, make sure you install the kernel source code.
Also, unless absolutely necessary, do not install the X Windows system.
There are many SUID binariesingtalled at part of X and severa programs
bind to externally reachable ports on your machine. Not installing X
Windows greatly smplifies the maintenance of your machine. Also, be sure
to have a sufficiently large /var file system to accommodate your logging
requirements. 500 megabytes should be reasonable for a DSL-connected
host.

Once the operating system is installed, examine the OpenBSD web site for
security issues with your release. Links to various security vulnerabilities
can be found at http://www.openbsd.org/security.html. Follow the
Instructions in the advisories to apply any required patches. If there are
numerous vulnerabilities to be patched on your system, you may want to
update your system to the -st abl e branch, otherwise known as the "patch
branch.” The -st abl e branch of your release is a part of the OpenBSD
release cycle which keeps the latest security and reliability patchesin an
aready released version of the operating system. For more information on
the-st abl e branch and upgrading to it, see
http://www.openbsd.org/stable.html.




13.1.1 OpenBSD Kernel Configuration

The kernel must be configured for use as a gateway. The kernel should be
stripped of any unneeded options or devices. This not only adds to the
security of the kernel but also keeps the kernel small and fast. For complete
details on compiling a secure OpenBSD kernel, see Chapter 6.

Once the kernel has been locked down, gateway-specific options need to be
added to the kernel configuration. Firewall support is required to alow for
stateful packet filtering. Also, packet-forwarding support must be added to
alow the gateway to properly route packets between interfaces. Findly,

| Psec support should be added to allow for VPN connections from the
wireless network. Add the following lines to the architecture-independent
configurationfile:

option GATEVAY # packet forwarding
option | PSEC # | Psec

pseudo- devi ce pf 1 # packet filter
pseudo- devi ce pf | og 1 # pf log if

Compile and ingtall your new kernd and verify the host acts properly after a
reboot. If the gateway is going to connect to the wireless network using
HostAP or awirdless network card instead of an Ethernet connection to the
AP, make sure the kernel has support for the wireless drivers selected and
has the proper options set. The options are described in Section 6.2.1 and the
HostAP instructions of Chapter 9.

13.1.2 Configuring Services

Just as with awireless client, unneeded services should be disabled to reduce
the risk of running vulnerable services. For a complete discussion of
removing services under OpenBSD, see Section 6.3.2.

Once unneeded services have been disabled, the remaining services and
interfaces need to be configured. First, al the interfaces must be configured
and a default route added. OpenBSD uses hostname.<interface> filesto
store information about the configuration of each interface. This
hostname.dcO file represents our external interface. During boot time, this
file will give the interface an IP address and set our default route:

# Exanpl e host nane. dcO

I net 192.0.2.240 255. 255.255.0 192.0. 2. 255

lroute add default 192.0.2.1

Simple hostname.dc1 and hostname.dc? files configure the other interfaces:
# Exanpl e host nane. dcl




i net 192.168. 0.1 255.255.255.0 192. 168. 0. 255

# Exanpl e host nane. dc2

inet 192.168.1.1 255.255.255.0 192. 168. 1. 255

It is helpful to place externa labels on the interfaces to keep track of which
cable goes in where. With three interfaces on a host, it is easy to get
confused as to which interface is the external and which is the trusted
internal. Putting a label on the card now will save trouble down the road.
By default, an OpenBSD installation does not allow packets to be forwarded
between interfaces. Packet forwarding must be turned on at boot time by
adding the following line to /etc/sysctl.conf:

net.inet.ip.forwardi ng=1 # 1=Perm t

forwardi ng (routing) of packets

If you do not want to wait for a reboot, you can turn on IP forwarding by
hand with the following command:

# sysctl -w net.inet.ip.forwardi ng=1

Like FreeBSD, OpenBSD has different kernel security levels. The security
levelsrange from -1 (least secure) to 2 (most secure). Ideally, you should run
your gateway at secure level 2 onceit isin production. When at secure level
2, the packet filter rules cannot be changed at runtime, and the clock cannot
be set backwards. Secure level 2 may be adifficult levd to run a while
configuring a host, so running at level 1 until the host is deployed is
advisable. To set the secure level to 2, add the following line to
/etc/sysctl.conf:

kern. secur el evel =2

Finaly, the packet filter must be enabled in /etc/rc.conf by adding the
followingline

pf =YES # Packet filter / NAT

Reboot the host one fina time to make sure the host is responsive and
capable of being configured.

13.2 Building the Firewall Rules

With the host locked down, the firewall rules must be configured and tested.
In our example, there is an externa interface, aDMZ interface, and an
Interface that faces the wireess network. The following firewall rules are
very aggressive at limiting communication. The gateway must protect the



DMZ from attacks coming from both the Internet and the wireless network.
It must also protect the wireless network from attacks originating on the
Internet. These requirements lead to arestrictive ruleset that errs on the side
of caution.

The firewall rules on an OpenBSD host are normaly stored in /etc/pf.conf.
We will examine our firewall script in sections to help explain the thought
process that led to this ruleset.

These four variables correspond to your outside interface, network, number
of bitsin the netmask, and |P address, respectively. Change these to the
correct values.

# set these to your outside interface network and
net mask and ip

oif = "dcO"
0o _net = "192.0.2.0"
o_mask = "24"

oip ="192.0.2.230"

These variables do the same thing for the wireless network (variables
starting with "w") and for the interna wired network (variables starting with
"i"). Change these if you are going to use different IP ranges on these
networks.

# set these to your inside interface networks,

net masks, and | Ps

wif = "dcl"
w_net = "192.168.0.0"
w_mask = "24"

wip = "192.168.0. 1"

i if = "dc2"
i _net = "192.168.1.0"
I mask = "24"

i _ip ="192.168.1.1"

The parsing of OpenBSD's pf rules differs dramaticaly from the ipfw rules
used in FreeBSD. In FreeBSD, the first rule that is matched by the firewall is
used to process the packet. In OpenBSD, it is the last rule matched that
matters. Y ou can force the packet to exit the ruleset by using the keyword
gui ck. When a packet is matched by a quick rule, the parsing stops and the
packet is acted upon by the matched rule.

To have adeny-all ruleset, place the default-blocking rule at the top of the
ruleset.

# Default deny



bl ock in log all
bl ock out |og all
These rules dlow traffic to and from the loopback interface to pass through
the firewall. This alows any connections that are made to localhost by
internal processes to be successful.
# Let | oopback traffic through
pass out quick on |00 all
pass in quick on | o0 all
These rules prevent spoofed packets from being passed through the firewall.
A spoofed packet is a packet that appears to be from one of our three
networks but actually originates on the wrong network. For example, a
packet with the source IP of awireless client should not comeinto the
gateway from the wired network or the externa network.
# Stop Spoofing
bl ock in quick on $o if inet from{ $i net/$i nask,
$w net/$w mask } to any
block in quick on $i if inet from{ $o _net/$o nask,
$w net/ $w mask } to any
block in quick on $w.if inet from{ $i net/$i nask,
$0 net/$o_mask } to any
This rule blocks incoming packets from the Internet destined to improper
network | P ranges such as non-routable, multicast, and broadcast 1P
addresses.
# Stop RFC 1918 et al.
bl ock in quick on $o if inet from{ 127.0.0.0/8,
192. 168. 0. 0/ 16, \

10.0.0.0/8, 172.16.0.0/12, 0.0.0.0/8,
169. 254. 0. 0/ 16, 224.0.0.0/4, \

240.0.0.0/4 } to any
The rule dlows clients on the DMZ and wireless networks to query the
caching nameserver running on the gateway. The caching nameserver is
configured in Section 13.5 later in this chapter.
# all ow DNS queries to our gateway
pass in quick proto udp fromany to { $i ip, $o_ip,
$wip } port 53 keep state

Allow connections to the SSH daemon from anywhere. Thiswill adlow
secure adminigtration of the gateway from anyplace the operator may be.
# Al ow SSH connecti on



pass in quick proto tcp fromany to { $i _ip, $o_ip,
$wip } port 22 flags S/ SA \
keep state

Thisrule will log and block al attempted TCP setup attempts against the
externd interface.

# Reject and log all setup of incom ng connections
fromthe outside

bl ock in log quick proto tcp on $o_if fromany to
any flags S/ SA

These rules prevent communication between the wireless network and the
DMZ. The wireless network may contain attackers attempting to subvert

your firewdl in an effort to get to the DMZ. The DMZ must protect itself
from the wireless network asif it were the Internet.

# Rej ect connections between the wrel ess network

and DMZ network

bl ock in quick on $w.if inet fromany to

$i _net/$i _nmask

bl ock in quick on $i _if inet fromany to

$w_net / $w_nask

These rules alow outbound connections from the DMZ and wireless
networks to the rest of the network. We are allowing the outbound
connections that are sourced from the external |P address of the gateway
with the assumption that the NAT rules will be configured to use that |P
address. Note that since the connections are outbound on the outside
interface, the connections to the gateway itself are still dropped. Also, any
other connections not explicitly alowed in this ruleset are now dropped by
the block-all rule at the top.

# Allow all outbound connections fromthe DVZ and
wi r el ess networks

pass in quick on $wif proto tcp from

$w net/ $w mask to any flags S/ SA keep state

pass in quick on $w.if proto { udp, icnp } from
$w net/ $w nask to any keep state

pass in quick on $i if proto tcp from

$i _net/$i _nmask to any flags S/ SA keep state



pass in quick on $i if proto { udp, icnp } from

$i _net/$i _mask to any keep state

pass out quick on $o if proto tcp from$o ip to any
flags S/ SA keep state

pass out quick on $o if proto { udp, icnp } from
$o0 ip to any keep state

Rules stored in /etc/pf.conf will be loaded at boot time. If you make a change
to the firewall rules and want to update them at runtime, use the pfctl utility.
These commands will flush the firewdl rules and then reload them:

# pfctl -F rules

# pfctl -R /etc/pf.conf

13.2.1 Configuring NAT

The redlity of deploying a network in this day and age is that you will end up
needing to trandate your interna networksto a limited number of public IP
addresses. The process, called Network Address Trandation (NAT) can be a
very complicated process on some operating systems. Thankfully, on
OpenBSD it is straightforward procedure with a very robust feature set.
Rather than run NAT as a userland process, NAT support is provided
directly by the kernd through the packet filter that aso provides firewalling
capabilities.

The NAT configuration is controlled by directives stored in /etc/nat.conf.
Here is the example file that corresponds with the previous firewall ruleset:
# [etc/ natd. conf

nat on dcO from 192. 168.0.0/24 to any -> dcO

nat on dcO from 192.168.1.0/24 to any -> dcO

This configuration causes NAT to act on packets that crossthe dc0
interface. Any packet from either internal network will be trandated to the
|P address of the outside interface. Thisis avery smple configuration.
OpenBSD can perform bidirectional NAT'ing where one interna 1P address
maps to one externa |P address. There is also aredirection capability within
the NAT implementation to allow for source and destination port
manipulation. For a complete listing and explanation of NAT, see the
nat.conf manua page.



If you make a change to nat.conf, you can force the packet filter to reload the
rules using the pfctl utility. The following command will flush the old NAT
rules and load the new ones from /etc/nat.conf:

# pfctl -F nat

# pfctl -N/etc/nat. conf

13.3 Rate Limiting

OpenBSD provides a robust mechanism for providing rate limiting and
Quality of Service (QoS) when the host is acting as a gateway. When
supplying bandwidth to awireless and DMZ network through the same
gateway, you generaly want the DMZ to have higher priority accessto the
Internet. Thiswill prevent wireless users from saturating your bandwidth
and denying access to your DMZ resources from the outside.

The OpenBSD queuing interface, ALTQ, alows for many different types of
traffic shaping. Class Based Queuing (CBQ) and Random Early Detection
(RED) are enabled by default in a standard OpenBSD ingtalation. To make
sure they are enabled, check your platform independent kernel configuration
filefor the following line:

option ALTQ

ALTQ is controlled by a userland daemon called altqd. altqd reads its
configuration from /etc/altg.conf by default. To ensure altqd starts at boot
time, verify the following line is contained in your /etc/rc.conf:

altqgd flags=""

More advanced QoS mechanisms such as Hierarchical Fair Service Curve
(HFSC), Weighted Fair Queuing (WFQ) and Priority Queuing (PRIQ) can
be turned on using various configuration options. For afull list of the
queuing options, see the options(4) manua page.

With CBQ, you can create classes of traffic based on source or destination
protocols and addresses. These classes can be very generic and cover whole
subnets or they can be very specific and apply only to a certain TCP port on
agiven server. These classes can then be assigned a percentage or absolute
amount of the total available bandwidth.

One of the largest offenders of excessive bandwidth utilization on a
corporate network is web surfing. We will use web-surfing limitation as our



example. First, the maximum available throughput and queuing type must be
configured on the externa interface. Assume this system hasa T1 for
connectivity to the Internet:

# Exanpl e altg. conf

I nterface dcO bandw dt h 1540K cbq

Now the root class must be configured. All other classes will be members of
other classes and ultimately a member of the root class. This tree of classes
alows for fine-grained control of traffic on various ports in various
networks:

class cbq dcO root _class NULL priority O pbandw dth
100

Theroot_class parent is set to NULL since there are no other classes. The
priority is set to O, the lowest. pbandwi dt h isthe percentage of the
available bandwidth the class can use. In this case, the root_classis alowed
al the available bandwidth.

Now a default child class must be created to serve as a catchall for other,
non-classified traffic:

class cbq dcO def _class root _class borrow

pbandwi dt h 100 defaul t

The def_classisachild of the root_class. The keyword bor r owindicates
this class can borrow spare bandwidth from its parent class. If the bor r ow
keyword is omitted, the percentage bandwidth would be an maximum
bandwidth, not smply a guaranteed bandwidth. The def aul t keyword
indicates thisis the catchall class.

Finally, aweb-surfing class must be created:
class cbq dcO ws_cl ass def _cl ass pbandw dth 20 red

ws classisachild of def _class and will only be alowed to use amaximum
of 20% of the available bandwidth. If the 20% cap is violated, the kernel will
use RED to throttle down connections.

For the ws_class, filter definitions must be created to ingruct the kernel how
to apply this class. Filters take the following structure:

filter dst_address [netnask net mask] dst port
src_address [ net mask net mask] \



src_port protocol

The protocol is the IP protocol number (e.g., TCPis IP protocol number 6).
Thevaue 0 serves as awildcard for altq filters. The following ruleswill
limit web surfing, which originates from our NAT address:
filter dcO wi class 192.0.2.230 0 0 80 O
filter dcO w _class 0 80 192.0.2.230 0 O
altgd may be started by hand. Check your sydog files for any configuration
error which altqd will log as start time. By examining your firewall logs and
utilization gtatistics, you will be able to determine what traffic is important
to your network and what traffic is causing unneeded performance problems.
Using ALTQ, you can classify and shape the traffic coming in and out of
your network to get the most out of your resources.

13.4 DHCP

DHCP will be used to assign I P addresses, nameserver information, and
routes to clients on both the wired and wireless networks. The DHCP server
daemon comes installed but turned off in a default OpenBSD ingtdlation. In
order to turn on dhcpd, modify the dhcpd linein /etc/rc.conf to be the
following:

dhcpd _fl ags="-q"

The q flag keeps dhcpd from printing various copyright information at boot
time. For a complete discussion on the configuration of DHCP on a gateway
server, see Section 11.6.

13.5 DNS

Like FreeBSD, OpenBSD has a nameserver installed by default. This allows
for easy configuration of a caching nameserver. A caching nameserver is not
authoritative for any domain; it Simply serves as arecursive resolver for
clients.

OpenBSD runs an older yet heavily audited version of BIND, the popular
nameserver from 1SC. While many other operating systems are shipping
with BIND 9.x, OpenBSD 3.1 runs BIND 4.9.8. Verson 4 BIND



Installations use legacy configuration files and maintenance mechanisms.
For more information on BIND, see http://www.isc.org/products/BIND/. By
default, the nameserver on OpenBSD runsin a chroot'd jall.

chroot is a mechanism for changing what a process

4. considersto betheroot of the file system. A chroot'd

~ process will, for instance, think that /var/named isredlly /.
chroot'ing a process greatly reduces the risk to the host in
the event of a compromise. A properly chroot'd jal will
keep attackers limited to the jail. They will not be able to
break out to affect the rest of the system.

..
%
% N,
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To turn on OpenBSD's caching nameserver, modify the named_flags option
to be the following:

naned fl ags=""

After the next reboot, the system will be running a caching nameserver.

From a client on the network you should be able to use a utility such as
nslookup to verify the processis acting as expected.

13.6 Static ARP

ARP poisoning attacks, such as those described in Chapter 2, are aredl
threat to all entities in the same broadcast domain including the gateway. By
adding static ARP entries on your gateway for sensitive hosts, you reduce
the risk posed by an ARP poisoning attack. In particular, static entries
should be made for the default gateway, for any access points, and any
servers that exist on your wired network. These entries will protect the
gateway from participating in an ARP attack against your primary
infrastructure. For instructions on creating static ARP entries at boot time,
see Section 6.3.3.




Chapter 14. Authentication and Encryption

WEP provides a basic layer of encryption for traffic in 802.11 networks.
But, even beyond the previoudly discussed problems of WEP, it does not
provide authentication or integrity checks of the data on the network. There
are severa other tools that can be used to bolster the security of the network
by providing these sarvices. Using them individually, or in conjunction, can
add important safeguards.

his chapter will discuss portals, |Psec, and 802.1x. Each of these performs a
different function. Portals are designed to require a high-level authentication,
such as a username and password, before allowing traffic out of the local
network. IPsec can be used to encrypt and authenticate traffic on a per-
packet basis. Finally, 802.1x is used to authenticate connected hardware at
layer 2, limiting what devices can utilize a network. 802.1x is aso being

used to distribute WEP keys for some vendors' hardware.

14.1 Portals

A captive portal isarouter or gateway host that will not alow traffic to pass
until authentication conditions are met. They see wide use commercialy in
pay-for-use public access networks, such as those found in hotels and
airports. Their operation of a captive portal breaks down to afew smple

steps:

Assign anew computer on the network an |P address through DHCP.
Block all traffic, except to the captive portal server.

Redirect any web traffic the new user attempits to the captive portal.
Display terms of use, billing information, and/or alogin screen.

Once the user has accepted the terms, or logged in, allow them access.
Optionaly: When some defined amount of time has passed, remove
thelr access.

oSOk wWdNE

There are several different ways of using a captive portal. Closed captive
portals can be used either for limiting access only to a known set of users
with usernames and passwords or for requiring payment before serviceis
established. Another form of captive portal used primarily in the community



wireless networking model, the open captive portal, smply requires
acceptance of the terms of use before access is granted.

Severa commercia products can provide captive portal functionality.
Starting in the summer of 2001, open source programmers involved with
wireless networking who realized the need for using captive portals sought

to create software-based portals that would run on Linux and BSD servers.
To give an overview of open source captive portals, we will examine two
software packages, NoCat and WiCap. NoCat isafull-featured, and complex
to deploy, captive portal that can handle operating in both closed and open
modes and supports central authentication servers. WiCap is amuch simpler
captive portal, written as Perl scripts for OpenBSD. It only runs as an open
portal and offers time-limited access to anyone.

14.1.1 NoCat

NoCat provides support for both closed (captive or passivein ther
terminology) and open modes. When running in closed mode NoCat uses
encrypted communications with a central authentication server to vaidate
passwords. This alows multiple portal servers throughout an infrastructure
to tie into to one common authentication system. NoCat currently runs on
Linux, FreeBSD, and OpenBSD.

To set up NoCat, first download the latest version from http://nocat.net/.
Unpack it, and build the software. The command:

nmake gat eway

should build and install NoCat into /usr/local. NoCat is configured by
editing the file /usr/local/nocat/gateway.conf. The variable GatewayModein
this file determines whether the portal will be of type captive, passive, or
open. Captive mode will make it behave as closed server requiring
authentication. Passive does the same but works behind NAT gateways.
Open places the portal in mode that displays a splash screen or terms of use
but does not require any authentication or a centralized server.

Configure the rest of the settings following the directions in the
documentation. If you run the server in captive or passive mode, be sure to
set up an authentication server and configure that properly aswell. Thisis
more complex, and you should refer to the documentation for the most up-
to-date options for configuring the server.

To start the gateway, run:

[ usr /1 ocal / bi n/ gat enay

14.1.2 WiCap



Wi Cap was devel oped to provide smple open portal services on OpenBSD.
It consists of web pages and a CGlI script for Apache that display terms of
use and alow a user to accept. After the user accepts, it modifies the pf
firewall ruleset to alow the new machine access. It uses the OpenBSD NAT
facilities to redirect all unauthenticated traffic to the portal web server.

Setup is quite smple. The configuration files are copied to /etc, the scripts
installed in a binary directory, and the web pages and CGI script installed
into the Apache document directory. The configuration files should al be
edited to suit how you want the portal to function and to tune firewall rules
and the displayed web page.

WiCap is still arudimentary program, but it provides an excellent system to
examine to get a better understanding of the basic functioning of a captive
porta, primarily becauseit is much smpler than NoCat. It would make a
good foundation for a custom set of scripts and will likely improve in
functionality with time, as more people use it and contribute their additions.
It can be downloaded from http://www.geekspeed.net/wicap.

14.2 IPsec VPN

|Psec is avery powerful protocol. Properly used, it can provide ahigh
degree of integrity and confidentiality of data transiting a network. Since
these are two traits wireless networks generally do not have, IPsecisa
natural supplement for wireless networks.

Unfortunately, like any protocol as powerful as IPsec is, it can be difficult to
set up. There are many different parts of the IPsec protocol and many
configurable options. However, if your network requires the high levels of
security 1Psec offers, then fighting through the setup is worth the effort. A
word of advice: if possible, try to start with a homogeneous | Psec
environment. For your first IPsec connection, attempt to connect two
machines of the same operating system. While there is only one IPsec
protocol, there are many different ways to configure and useiit. It is much
easer to configure a FreeBSD to FreeBSD |Psec tunnel than a FreeBSD to
Linux tunnel.



This section is designed to be a crash course in setting up a VPN on your
wireless network. For a more thorough presentation of setting up an IPsec
VPN, visit TinaBird's VPN web ste a http://vpn.shmoo.comn.

14.2.1 IPsec in a Nutshell

| Psec can operate in two different modes. Transport mode is used to send
protected traffic between two nodes. A gateway between two endpoints
cannot perform transparent mode encryption. In transparent mode, a new
header is placed on the origina I P packet to allow for the cryptographic
functions to be applied to the packet. An IPsec connection can also be made
in tunnel mode. A tunnel connection encapsulates an entire | P packet within
another IP packet. This alows an intermediate gateway to provide IPsec
protection to an entire network. Tunnel mode is the appropriate mode for a
VPN connection between a station and egress gateway. The rest of the
discussion here will focus on tunnel mode connections.

There are two protocols at the core of | Psec. Authenticated Header (AH)
provides authentication and integrity verification of an |P packet. It does not
provide confidentiality for the data contained within a packet. Encapsul ated
Security Payload (ESP) provides confidentiality of the data contained. ESP
and AH can be used on their own or in conjunction depending on your
security requirements. Given the risk posed by using a wireless network, it is
recommended that both protocols be used.

A Security Association (SA) isaunidirectiona relationship between two

| Psec peers. In order for traffic to flow back and forth between two hosts
within an 1Psec tunnel, an SA must exist for each direction. The SA includes
information about what type of connection exists, what cryptographic
dgorithms are being utilized, and the keys that are used. A Security Policy
Database (SPD) isalist of al security policiesingtaled on a machine. A
security policy isadescription of aunidirectional connection between two
peers including networks to be sent over the IPsec connection and whether
the connection should be secured with AH or ESP or both.

Setting up an SA by hand can be a difficult and time-consuming task.
Setting up multiple SAs for multiple hosts on a network would be down
right annoying. Thankfully, the Internet Key Exchange protocol (IKE) can
handle the creation of SAsfor us. IKE isthe result of severa protocols and
procedures being unified under one protocol. |KE configuration can get
extremely complicated when interoperating between two different 1Psec
implementations. For your wireless network, keep it smple and get



everything working first. Once your 1Psec connection is up and running,
then tune IKE.

b IKE uses UDP port 500. Make sure you are allowing UDP
% 4. port 500 between hosts that are attempting to setup an
** I Psec connection.

In a generd-purpose wireless network, the wireless medium is the least
trustworthy part of the entire flow between two hosts. In order to overcome
this, IPsec can be run on al stations in tunnel mode with ESP and AH for
both authentication and confidentiality. The termination of the tunnel isthe
network gateway, usudly afirewall. Even if an attacker breaks your WEP
key, the IPsec protection should protect at |east the payload of your traffic
from being decrypted.

14.2.2 FreeBSD IPsec Implementation

Using IPsec with IKE under FreeBSD requires enabling 1Psec in the kernel
aswell asingadling a userland program, racoon, to handle the IKE
negotiations.

Compile a custom kernel with IPsec support:

opti ons | PSEC #1 P
security

opti ons | PSEC ESP #1 P
security (crypto; define w | PSEC

opti ons | PSEC_DEBUG #debug for

| P security

Build and ingtall the kernel. Reboot to verify it works.

racoon can be installed using the network section of the ports tree or can be
downloaded from ftp://ftp.kame.net/pub/kame/misc/. Install racoon per the
Instructions provided with the distribution at http://www.kame.net/, and in
particular http://www.kame.net/newd etter/20001119/.

14.2.3 FreeBSD IPsec Client Configuration

On the station, first you should configure racoon. You will need to modify
this example racoon.conf to suit your needs:

path include "/usr/local/etc/racoon" ;

path pre_shared _key "/usr/local/etc/racoon/ psk.txt"

renot e anonynous

{



exchange node aggressi ve, nai n;

ny identifier user _fqdn "userl@onai n. conf;
lifetime tine 1 hour;

Initial _contact on;

proposal {
encryption_al gorithm 3des;
hash_al gorit hm shal,
aut henti cati on_net hod
pre_shared key ;

dh_group 2 ;
}
b
sai nf o anonynous
{
pfs _group 1;
lifetinme tinme 30 mn;
encryption_al gorithm 3des ;
aut henti cation_al gorithm hmac_shal;
conpression_algorithmdeflate ;
}

In your firewall configuration, be sure you alow IKE connections to your
machine. racoon needs to be configured to start at boot time. Save the
following script in /usr/local/etc/rc.d/racoon.sh:
#!/ bi n/ sh
# This script wll start racoon in FreeBSD
case "$1" in
start)
# start racoon
echo -n 'starting racoon'
[usr/1ocal /sbin/racoon

st op)

# Delete the MAC address fromthe ARP table
echo ' st oppi ng racoon’
killall racoon

*)”

# Standard usage statenent



echo "Usage: "basenane $0 {start|stop}" >&2

esac
exit O

Make sure the file is executable by performing
chnod 755 /usr/local/etc/rc.d/ racoon. sh

The /usr/local/etc/racoon/psk.txt file contains your credentias. Thisfile
must be readable only by root. If the permissions are not set correctly,
racoon will not function. For a shared-secret |Psec connection, the file
contains your identification (in this case your email address) and the secret.
For instance, you can setup a psk.txt as the following:

user 1@omai n. com super secr et

Finally, you must set up the security policy. Thisis done using the setkey
utility to add entries to the kernel SPD. Create the following client.spd that
can be loaded by setkey. For this setup, the station IPis192. 168. 0. 104
and the gateway is192. 168. 0. 1:

spdadd 192. 168. 0. 104/ 32 0.0.0.0/0 any -P out ipsec
esp/ tunnel /192. 168. 0. 104- 192. 168.

0.1/require ;

spdadd 0.0.0.0/0 192.168.0.104/32 any -P in ipsec
esp/ tunnel /192. 168. 0. 1- 192. 168

.0.104/require ;

The first entry creates a security policy that sends all traffic to the VPN
endpoint. The second entry creates a security policy that allows al traffic
back from the VPN endpoint. Note that in this configuration the client is
unable to talk to any hosts on the local subnet besides the VPN gateway. In a
wireless network where the client is a prime target for attack, thisisa
probably a good thing for your workstation.
Load the SPD by running:

setkey -f client.spd

14.2.4 FreeBSD IPsec Gateway Configuration



For the gateway, racoon.conf is the same as the client side. This alows any
client to connect. The psk.txt file must contain all the identification and
shared secrets of al clients who may connect. For instance:

user 1@omai n. com super secr et
user 2@lomai n. com evennor esecr et
user 3@lomai n. com not sosecr et

Again, make sure psk.txt is readable only by root. Start racoon and make
sure there are no errors. Finaly, create a gateway.spd that creates SPD for

each client. Assumeyour clientsareat 192. 168. 0. 10[ 4- 6] :

spdadd 0.0.0.0/0 192.168.0.104/32 any -P out ipsec
esp/ tunnel /192. 168. 0. 1- 192. 168

.0.104/require ;

spdadd 192.168.0.104/32 0.0.0.0/0 any -P in ipsec
esp/ tunnel /192. 168. 0. 104- 192. 168. 0.

1/require ;

spdadd 0.0.0.0/0 192.168.0.105/32 any -P in ipsec
esp/ tunnel /192. 168. 0. 1- 192. 168

.0.105/require ;

spdadd 192.168.0.105/32 0.0.0.0/0 any -P out ipsec
esp/ tunnel /192. 168. 0. 105- 192. 168.

0.1/require ;

spdadd 0.0.0.0/0 192.168.0.106/32 any -P in ipsec
esp/ tunnel /192. 168. 0. 1- 192. 168

.0.106/require ;

spdadd 192.168.0.106/32 0.0.0.0/0 any -P out ipsec
esp/ tunnel /192. 168. 0. 106- 192. 168.

0.1/require ;

Load the SPD by issuing setkey -f gateway.spd. Verify the SPD entriesusing
the spddump command in setkey. At this point, you should be able to ping a
wireless client from the gateway. It may take a packet or two for the VPN
negotiation to complete, but the connection should be solid after that. If you
are unable to ping, examine your syslog output for errors and warnings.

ey The SPD entries are stored in the kerndl. If you have to

*+ J. restart racoon due to a configuration change, the SPD

** entries will till be loaded. The SPD entries are
completely controlled viathe setkey command.

14.2.5 Linux IPsec Implementation



The most popular way of configuring IPsec connections under Linux is
using the FreeS'WAN package. FreeS/'WAN is made up of two components
similar to the FreeBSD implementation. Kernel 1P Security (KLIPS) isthe
kernel level code that actually encrypts and decrypts the data as well as
managing the SPD. pluto is a userland daemon that controls IKE negotiation.
Unlike FreeBSD, both the kernedl-level code and userland tools come from
outside the core kerndl distribution.

The FreeS'WAN build process will build a new kernel and the required
management utilities. Download the latest FreeS/'WAN source from
http://www.freeswan.org/ and untar the source tree in /usr/src. The
documentation that comes with FreeS\WAN is very extensive and can help
you tailor the installation to suit your needs. The kernel component can be
installed as either a kernel loadable module or statically compiled directly
into your kerndl. In order to compile FreeS'WAN, you must have your
kernel source installed on your machine. During the compilation process, the
kernel configuration utility will launch. Thisis norma. Compile

FreeS’'WAN using your kernel configuration method of choice (such the
menu-based or X 11-based options). Once the compilation is compl ete,
install the kernel and userland tools per the FreeS’'WAN documentation
(typically a make install will suffice).

FreeS'WAN configuration is controlled by two configuration files:
/etc/ipsec.conf and /etc/ipsec.secrets. The examples given in this section are
very limited in scope to a wireless network. The man pages for both files are
quite informative and useful for more complicated connection requirements.
An excellent resource for more information is the book Building Linux
Virtual Private Networks, by Oleg Kolesnikov and Brian Hatch.

14.2.6 Linux IPsec Client Configuration

The ipsec.conf file breaks a VPN connection into a right- and left-hand
segment. This difference is merely alogica division. The left hand side can
be either the internal or external network. This alows the same

configuration file to be used for both ends of a VPN network-to-network
tunnd. Unfortunately in our case, there will be differences between the

client and gateway configurations.

The file is broken up into a configuration section (conf i g) and a
connection section (conn). The config section specifies basic parameters for
| Psec such as available interfaces as well as specific directives to be passed

to pluto. The conn section describes the various connections that are



avallableto the VPN. Thereisagloba conn section (conn %aef aul t)
where you can specify values that are common to all connections such asthe
lifetime of a key and the method of key exchange.
Thefollowing ipsec.conf encrypts al information to the Internet with aVPN
endpoint on your gateway:
# [etc/ipsec. conf
# Set configuration options
config setup
I nt erfaces=%lef aul troute
# Debug paraneters. Set either to "all" for
nore info
kl i psdebug=none
pl ut odebug=none
# standard Pluto configuration
pl ut ol oad=%ear ch
pl ut ost art =%ear ch
# make sure there are no PMIU D scovery
pr obl ens
overri dent u=1443
# default configuration settings
conn %ef aul t
# Be aggressive in rekeying attenpts
keyi ngtri es=0
# use | KE
keyexchange=i ke
keyl i fe=12h
# use shared secrets
aut hby=secr et
# setup the VPN to the Internet
conn w rel ess_connectionl
t ype=t unnel
# left is the client side
| eft =192. 168. 0. 104
# right is the internet gateway
ri ght=192.168. 0. 1
ri ght subnet=0.0.0.0/0
# automatically start the connection
aut o=st art
Now add the shared secret to ipsec.secrets:
192.168. 0. 104 192.168.0.1: PSK "supersecret"”



That isit. Once your gateway is configured, try to ping your default
gateway. pluto will launch automatically and the connection should come
up. If you have a problem reaching the gateway, check the sydog messages
on both the client and gateway.

14.2.7 Linux IPsec Gateway Configuration

The gateway configuration is largely the same as the client configuration.
Given the intelligence of the ipsec.conf file, there are very few changes that
need to be made. Since your gateway has more than one ethernet interface,
you should hard-set the |Psec configuration to use the right interface:

# assune internal ethernet interface is ethO

I nterfaces="1 psecO=et h0"

Y ou will then need to add a connection for each interna client. This can be
handled in different ways as your network scales, but this configuration
should work for a reasonable number of clients:

conn w rel ess_connection2
t ype=t unnel
| ef t =192. 168. 0. 105
ri ght=192.168.0. 1
ri ght subnet=0.0.0.0/0
aut o=st art

conn wi rel ess connection3
t ype=t unnel
| ef t =192. 168. 0. 106
ri ght =192.168.0. 1
ri ght subnet=0.0.0.0/0
aut o=start

Finaly, add the shared secrets for all the clients to ipsec.secrets:

192. 168. 0. 105 192. 168. 0. 1: PSK "evennoresecret"”

192. 168. 0. 106 192.168.0.1: PSK "not sosecret"”

Clients should now be connecting to the Internet viaa VPN tunnel to the
gateway. Check the log files or turn up the debug levd if the tunnel does not
come up.



14.3 802.1x

The security structure in 802.11, including WEP and WEP-based
authentication, is not designed to scale to handle large, public networks. The
shared key design in WEP requires the network administrator to trust many
users with the same authentication credentials for the same set of access
points. A standard 802.11 installation a so alows anyone within reach to
have full access to the layer 2 environments on either side of the access
point, regardless of the presence of a porta at the network gateway.

802.1x, aratified |EEE standard, solves some but not al of these problems.
802.1x is a port based, extensible authentication protocol. "Port based,” in
this sense, means a physical port. 802.1x was designed to solve security
problems on a campus network. On atypical university campus, there are
thousands of Ethernet jacks waiting for someone to plug in and use them.
802.1x was designed to prevent an attacker from walking up to ajack,
plugging in, and begin using the network. The protocol is designed to limit
the use of the port until the client machine is authenticated.

14.3.1 Structure of 802.1x

There are three players in the 802.1x protocol. The supplicant isthe client
machine attempting to gain access to the network. The authenticator isthe
layer 2 device that is providing the port (such as an Ethernet switch or an
802.11b access point). The authentication server is the device that actualy
verifies the authentication data provided by the supplicant. The relationship
of these playersisillustrated in Figure 14-1.

Figure 14-1. Entities involved in 802.1x authentication
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The actual authentication protocol used by entitiesin an 802.1x transaction
Is caled the Extensible Authentication Protocol (EAP). EAP was origindly
designed as an authentication mechanism for PPP-based connections.
However, when the designers of 802.1x were looking for an authentication
mechanism, they discovered EAP generdly fit their criteriaand used it as
part of the standard.

EAP is effectively a chalenge-response authentication protocol that can be
extended to run over any transport mechanism and use any crypto system to
handle verification. In the case of wireless networks, the transport is
provided by the EAP over LAN protocol (EAPOL). Asfar asthe
authentication service, there are many options that can be used, including
Remote Authentication Did In User Service (RADIUS) via Lightweight
EAP (LEAP) or Transport Layer Security (TLS) viaEAP-TLS. By alowing
for different authentication mechanisms, EAP is afuture-proof protocoal. If,
for instance, aweaknessis discovered in TLS, then a new authentication
mechanism can be fit into EAP without having to abandon the entire
protocol. In particular, as long as the authenticator is 802.1x compliant, it
should never have to be upgraded when the underlying cryptography
changes.



When an unauthenticated supplicant connects to an 802.1x-controlled port,
the authenticator has the port in arestricted traffic mode. The only traffic
allowed across the port is traffic to and from the authentication server. The
deviceis not even alowed to talk to other devices on the same layer 2
network. The supplicant starts the authentication process by sending an
EAP-Start message. The authenticator (which, since we are talking about
wireless networks, will henceforth be called an access point) sends an EAP
reguest to the supplicant. The supplicant replies with the requested
authentication credentials. The access point then forwards the credentials on
to the authentication server.

The authentication server attempts to verify the credentials of the supplicant.
The authentication may request more information from the supplicant, in
which case the EAP-request/response cycle happens again. Once the
authentication server is satisfied with the supplicant's credentials, it will send
an accept or rgect message to the access point. The access point will then
ather dlow traffic from the supplicant or reject the supplicant based on the
answer from the authentication server. This processis shown in Figure 14-2.

Figure 14-2. 802.1x authentication process
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What makes 802.1x so powerful in awireless network is the fact that data
can be shipped from the authentication server to the supplicant along with
the accept message. For wireless networks, WEP keys can be sent to the

supplicant upon successful authentication. 802.1x aso alows for periodic



reauthentication of the client machine. Every time the supplicant is forced to
reverify itsdlf, the authentication server can send it new WEP keys. This
alowsfor arapid rotation of WEP keys. Therefore, even if an attacker is
attempting to crack the currently used WEP key, thereis a very limited
amount of traffic that is encrypted using that key.

14.3.2 Limitations of 802.1x

Through the entire discussion of 802.1x you just read through, there was no
mention of a new data integrity protocol. 802.1x is strictly an authentication
protocol: nothing more, nothing less. It alows wireless users to work around
weaknesses in WEP by providing a scalable mechanism to rotate quickly
through WEP keys. However, it does not actualy fix WEP, itisonly a
workaround that can reduce the risk of using a WEP-based network.

A paper released by Bill Arbaugh et a. from the University of Maryland
(avalable a http://www.missl.cs.umd.edu/wireless/1x.pdf) provides great
detail on severa security holes present in 802.1x when used in wireless
networks. Neither 802.1x nor EAP were designed for use in wireless
networks. The protocols were not designed to address the particular threat
model wireless networks present. Due to this, various vulnerabilitiesin
802.1x arise when used in awireless environment. An attacker can perform
any number of attacks on an 802.1x-authenticated client including man-in-
the-middle and session hijacking.

802.1x was designed to protect the network infrastructure from attack, not
the client machines. A rogue access point or malicious user within radio
range of a client can undo much of the security offered by 802.1x.

802.1x isnot aslver bullet to solve al wireless security threats. However, it
Isagreat way to raise the bar for potentia attackers, especially ones
targeting the network infrastructure.

14.3.3 802.1x Equipment and Configuration

At the time of writing, support for 802.1x is still not widespread. The first
widely deployed supplicants and authentication servers were from
Microsoft. Windows X P was released with 802.1x supplicant support in its
wireless subsystem. By default, it can perform EAP-TLS authentication.
Microsoft has since released supplicant drivers for Windows 2000 and



Windows 98SE. Microsoft aso provided the first widely available
authentication server. The Windows 2000 Internet Authentication Service
contains a RADIUS server and certificate authority that supports 802.1x. For
information on these drivers and how they can be configured, see
Microsoft's web site at http://www.microsoft.con/.

Several vendors have firmware-based access points with 802.1x support,
including Cisco, Enterasys, and Orinoco Wireless. See
http://www.enterasys.com/, http://www.cisco.com/,
andhttp://www.orinocowireless.com/ for more information on the 802.1x-
capable products from these vendors.

Thankfully, there are also some open source 802.1x implementations starting
to arrive. Researchers a the University of Maryland have written an 802.1x
supplicant and authenticator for use with severa operating systems including
Linux. The supplicant and authenticator can be downloaded from
http://openl1x.sourceforge.net/.

14.3.3.1 Authentication server

Even though there are many different methods of possible authentication
using EAP, there are very few available implementations. Currently, the best
Implementation is from the FreeRADIUS project, which has EAP-TLS built
into their RADIUS server. In the future, there may be more options. Check
out this book's web site for new devel opments.

- The machine running the authentication server does not

%+ 1. needto be avery high-powered machine due to the

~ rdatively few requests the machine needs to service. For
the sake of smplicity, the authentication server could be
your firewall. For larger networks, it is recommended that
it be a stand-aone machine. 1dedly, you will have two
hosts for redundancy. Remember, if you are requiring
802.1x of your clients and your authentication server goes
down, no one can join the network.

In order to use EAP-TLS with FreeRADIUS, you will need to download and
install OpenSSL from http://www.openssl.org/. Perform a standard install
per the documentation with the distribution. Y ou will need at least Version




0.9.7 for FreeRADIUS to work properly. Be sure to modify your
openssl.conf to reflect your organization and contact information.

OpenSSL supplies the crypto libraries used by the RADIUS server. It also
will serve as a Certificate Authority for your wireless network. Y ou will

need to create a self-signed certificate to act as the root certificate for your
PKI infrastructure. Then you will need to generate a certificate for the
RADIUS server as well as certificates for supplicants. The easiest way to do
thisis running the script located at

http://mww.misd .cs.umd.edu/wirel ess/eaptls/doc/CA .all. This script will

take care of all your initid certificate generation needs aswell as serve asa
template for future client certificates.

< The downside of running a EAP-TL S based infrastructure

Is the fact that you have to run your own certificate
authority. For an organization of any size, thisis not an
issue to be undertaken lightly. There are many issues,
technical and otherwise, involved in running a CA. These
issues are well outside the scope of this book. If you
would like more information on OpenSSL and running a
CA, we recommend Network Security with OpenSSL. by
John Viega, et d (O'Relilly).

Once you have OpenSSL ingtalled and configured, download and install the
FreeRADIUS server from http://www.freeradius.org/. Before you compile
the RADIUS server, you will need to modify
Jusr/src/modules/rim_eap/types/rim_eap tls/Makefile with your OpenSSL
location. Besure TARGET = rl m eap_t| s isgspecified in the makefile.

Compile and ingtall the RADIUS server per the instructions in the README
file. Once the ingtallation is complete, you will need to modify
/etc/raddb/radius.conf to enable EAP-TL S and specify the location of your
certificates. Read through the file and edit where necessary. Also, when
creating users in the RADIUS server, be sure they have an Auth-Type of

EAP. At this point, you should be able to start the RADIUS server and have
afully functional 802.1x authentication server.

RADIUS is a complicated but robust protocal. It is aflexible platform for
triple-A services. A complete discussion of the features and implementation
of various RADIUS serversis outside the scope of this book. For an analysis



of RADIUS aswell as practical examples, we recommend RADIUS by
Jonathan Hassell (O'Rallly).

14.3.3.2 Authenticator

At the time of this writing, the Openlx authenticator is still very beta.
Download and install the authenticator per the instructions on the Openlx
web site. The authenticator must be running on your wireless access point.
The access point should be configured per the instructions provided in
Chapter 9.
Once the authenticator isinstalled, it is started with the auth command. auth
takes the following arguments:
por--serverip <l P>
Thisisthe IP address of the authentication server.
s or --serverdevi ce <devi ce>
Thisis the interface that traffic destined for the authentication server
will traverse. Thisistypically the wired interface, such aset hO.
t or - -suppdevi ce <devi ce>
This parameter specified the interface that the authenticator will
receive supplicant traffic on. Thisis typicaly the wireless interface,
such aswl an0.
oor--serverport <port>
Thisisthe port the authentication server islistening on. For RADIUS,
this would be 1812.
Be sure to launch the authenticator in the startup location of your choice.

14.3.3.3 Supplicant

Once you download the supplicant, compile and ingtal it per the instructions
included in the README file. Included in the supplicant distribution are
startup scripts for various operating systems including FreeBSD and Linux.
Make sure they are ingtalled in the correct location to ensure the supplicant
starts at boot time.

There are two major configuration activities. First, you must obtain an x.509
certificate for use with your authentication server. Thisis a requirement
since the only EAP method the supplicant understandsis EAP-TLS. The
certificate must bein ANSL DER format and the private key must bein
PEM format. Y ou must obtain this certificate from a Certificate Authority
trusted by your authentication server.



The configuration file for the supplicant is stored in /etc/1x/1x.conf by
default. The file has the following structure:

<network idl>id = <usernane>

<network idl>:cert = <user certificate file>
<network idl>: key = <user private key file>
<network idl>root = <trusted root store>
<network idl> auth = EAP | none
The <network id> field isyour ESSID. This group of parameters can be
repeated for multiple ESSIDs so you can roam from one 802.1x-based
network to another.

The fieldsin the configuration file are as follows:

i d
Thisisthe user ID specified in the certificate, which istypically your
email address.

cert
This it the absolute path to your certificate stored in DER format.

key
This is the absolute path to your private key stored in PEM format.

r oot
Thisis the absolute path to a PEM encoded file containing your
trusted root certificates.

aut h
This can be set to either EAP or none. A setting of EAP meansthat
the supplicant will attempt to authenticate to the specified network. A
setting of none will cause the supplicant to treat the network asa
non-802.1x network and not attempt EAP authentication.

Now that you have your supplicant configured, you can associate to your
network and authenticate via 802.1x through your access point to your
FreeRADIUS authentication server.



Chapter 15. Putting It All Together

Section 15.1. Pieces of a Coherent System
Section 15.2. User Knowledge
Section 15.3. Looking Ahead

15.1 Pieces of a Coherent System

Throughout the book, we have examined wireless security one step at atime,
moving from clients all the way through to gateways. The security
responsibilities of each of these parts trandate into the security of the whole.
To recap, lets wak through each of the pieces and list what security role
they play.

The client machines must protect themselves from other machines on the
network. They must also properly communicate with the access point and
the gateway to ensure security. If WEP is being used, the client needs to
have the correct keys. If IPsec or 802.1x is being used, the client must
support the protocol and be configured properly.

Further up the chain is the access point. Many access points have security
Issues in their firmware, allowing attacks against their SNMP servers or
administration consoles. The services provided by these access points should
be minimized, and desired security features such as WEP enabled. If the
access point isa HostAP system, the computer must also be locked down
following standard procedures for securing a server.

The gateway provides separation between the wireless network, any local
wired networks, and the Internet. It treats the wireless network and the
Internet as untrusted sources of traffic, shielding the wired network from
them. It also provides services to computers on the wireless network such as
NAT, DHCP, and DNS. IPsec tunnels from wireless clients are terminated at
the gateway, and it may act as a captive portal or 802.1x authentication
server.

Each of these piecesis vita to the security of the network. Remember that if
any one of them failsit can lead to compromises of the network. By having
the multiple layers of host security, authentication, and encryption, however,
many layers of protection are provided. Each of these layers must breached
for an attacker to gain further access, and the layers serve to limit
compromises. Defense in depth is a solid security practice, and we hope that



this book will help you to implement your system with alayered set of
defenses.

15.2 User Knowledge

In the end, the network needs to be convenient for users as well as secure.
The users are the reason the network is there, and if they can't use the
network, it isn't serving its purpose.

Security is often seen as a direct trade-off with convenience, but it does not
have to be an either/or situation. If a security mechanism is difficult to use,
users will seek to bypass it whenever possible. When security is bypassed, it
isn't working. So, when implementing security mechanisms, strive to make
them both usable and secure. Security mechanisms don't have to impede
usability.

As an example, MAC address filtering is mostly transparent to the end user.
It does not impose a burden on them, so most users are not going to try to
subvert the filtering. The only time it affects them is when they need to get a
new network card added to the filter lists. The burden of work (and
inconvenience) for MAC filtering lies with the system administrator. Being
the person who implemented the security mechanism, the system
administrator will hopefully be diligent in maintaining the list of alowed
MAC addresses and not try to defeat his own security mechanism.

A bad example, where security makes it inconvenient for users, is the default
method of WEP-key management. The user isresponsible for entering the
right WEP keys into the system and keeping them up to date. A changeto
the keys, which should happen on aregular basis, requires every user to
change settings or have someone do it for them. The shared static keys of
WEP a so encourage users to talk about them openly, in an effort to help
other users. Automatic key distribution mechanisms and authentication
systems that distribute keys help shield the user from the morass of key
management and prevent problems.

Authentication systems such as captive portals and 802.1x, which are both
discussed in Chapter 14, provide authentication methods to help manage
identification of usersin awireless network and authorize use of services.
When properly integrated, these tools can provide security that is
unobtrusive to users, yet quite robust.

The security pitfalls of wireless networking underscore a problem that has
not been well addressed so far: the security of client machinesisjust as



important as the security of servers, firewalls, and networks. Even with al of
the widespread worms and attacks against broadband users home
computers, most users do not have a good handle on maintaining the security
of their systems. It isimportant to convey the importance of client security
to your users and teach them the basics of host security, so that they can do
their part to keep the network secure. At the same time, you should strive to
ease as much of this burden on the user as possible.

Wireless networks exaggerate this problem, as they in most cases expose the
traffic between the clients and the gateway. This can lead to direct access to
client machines without having to pass through the gateway's firewall. VPN
software, | Psec tunnels, and WEP are good tools for limiting this exposure,
but users need to be aware of the risks. Travelers that use their laptopsin
hotels, airports, and at conferences need to take special care with their
systems, as al of these environments often contain hostile traffic and people
actively looking for systems to attack.

Explaining the security mechanisms in use to your users, making sure they
understand them, and instilling a sense of responsibility has multiple

benefits. Users will be better able to contribute to the overall security of the
system with a good understanding of the things they need to be wary of and
the things they need to do.

15.3 Looking Ahead

Many of the current problems with 802.11 protocols stem from design
Issues. WEP suffers from cryptographic design problems. Access points
were designed to act as layer 2 bridges to facilitate roaming, which opened
the network up to extensive ARP attacks. The focus on ease of use and quick
setup has led to manuals that don't mention key security issues or safe
configurations. As these issues have been brought to light, products have
improved. Much work still needs to be done.

The newer 802.11 variants, such as 802.11a and the forthcoming 802.11g,
attempt to address the shortcomings of 802.11b, providing improved
bandwidth and security fixes. These changes will take time to mature, and
will likely initidly have some problems as well. However, security experts
now are much more interested in the investigation of security problemsin
802.11, so problems should be examined much more deeply.

The 802.11 family of protocols will continue to grow rapidly in both
industry and the consumer market. It provides convenience for usersand is



affordable. Anyone who has worked from a wireless laptop understands how
much less of a hasde it is compared to dealing with network cables strung
al over.

Another strong driving force of the advancement of wireless technology is
how hackable, in the good meaning of the word, 802.11 devices are. Many
groups have sprung up that are attempting to use this equipment in novel
ways. Some notable examples are the creation of mesh networks out of
clusters of access points, loading Linux onto off the shelf access points to
extend their functionality and the development of software like HOtAP,
which extends the capabilities of the hardware beyond the manufacturers
Intentions.

Unfortunately, wireless networks are aso very hackable, in the bad meaning
of the word. War drivers seek out vulnerable systems for exploitation from
the wirdless sde, while al the usual suspects on the Internet probe the
network from the other side. This increased risk and all the security issues
discovered in 802.11 during 2001 created a media flurry of negative articles
about wireless security. But, it seems, at least from our persona experience,
that the benefits far outweigh the risks in most peoples minds. Many people
realize there are security dangers and choose to set up a wireless network
anyways since the convenience is worth much more to them than the
possible compromises they might suffer.

In this book, we have presented a basic, practical approach to building small
and medium sized wireless networks. Follow the instructions in this book,
read the web sites of vendors and community wireless networks to learn
about new threats and protections, and keep your software and drivers up to
date.
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