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CAU (Controlled Access Unit), 145
cells (ATM), 150
CIDR (Classless Inter-Domain

Routing), 174, 229
multiple subnet broadcast, 181

circuits, point-to-point, 6
Citrix systems, QoS classes and, 267
Class A–D networks, 173, 180
Class of Service (CoS), Ethernet and, 148
Classical IP, 152
Classless Inter-Domain Routing (see CIDR)
classless routing, 228
collapsed backbones, 70–74

capacity, 72
cost efficiency, 72
redundancy, 73

collision
detection

Ethernet, 136–138
full-duplex access and, 137
late collision, 137

rates, 59, 60
wireless LANs, 155

,lansdesignIX.fm.27191  Page 371  Friday, November 9, 2001  12:44 PM



This is the Title of the Book, eMatter Edition
Copyright © 2001 O’Reilly & Associates, Inc. All rights reserved.

372 | Index

complexity
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RIP, 238
routers and, 86
SAP, 238
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with, 305
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horizontal cabling, 164
installed base, 129
LAN technologies, 126–129
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Access/Collision Detection), 54
CSU/DSU devices, out-of-band management
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data link layer (OSI model), 6
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network congestion and, 47
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efficiency and, 248, 270–272
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switching and bridging
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limiting, 49

IP multicast networks, 315–318
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zones, 316–318
QoS and, 318

management considerations, 275–280
ease of access, 277
equipment, location of, 279
probes, location of, 275

reliability, implementing, 113–115
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for IP, 182–191
for IPX, 242–246

switching vs. routing
modern style, 80
old style, 78–80

top-down philosophy, 12
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design types, 50–125
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core-level routers, 116–118
dedicated network-management
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remote sites, connecting, 121–124
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bus, 54
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scalability of, 58–61
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reliability and, 53, 114
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redundancy and, 18
stability, 31
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out-of-band management of, 298

CSU/DSU devices, 298
nonstandard devices, 302

serial, inverse terminal servers, polling
with, 303

Spanning Tree and, 63–65
DF (Don’t Fragment) bit, 251
DHCP (Dynamic Host Configuration

Protocol), 191
end devices, managing, 289
network-management problems with, 289

Differentiated Services, 261–263
design considerations, 270

diffserv (see Differentiated Services)
Diffusing Update Algorithm (DUAL), 206
Digital Subscriber Line (DSL), 9
Distance Vector algorithm, 197, 207, 236
Distance Vector Multicast Routing Protocol

(DVMRP), 314

distributed backbones, 74–78
trunk capacity, 75–77
trunk fault tolerance, 77

Distributed Services Control Point (see DSCP)
distribution

areas, 110–113
network-management VLANs

and, 276
sizing, 112

level, 85
80/20 rule, 83

switches, 114
DLSw (Data Link Switching), 251

tunnel protocol, 142
DNS (Domain Name Service), 191

servers, linking to DHCP servers, 289
Domain Name Service (see DNS)
Don’t Fragment (DF) bit, 251
double-ring topology, 55
DR (Designated Router), 216
DSCP (Distributed Services Control

Point), 261, 263–265
AF and EF values, 265

DSL (Digital Subscriber Line), 9
DUAL (Diffusing Update Algorithm), 206
duplicating equipment, 19
DVMRP (Distance Vector Multicast Routing

Protocol), 314
Dynamic Host Configuration Protocol (see

DHCP)
dynamic routing protocols

end devices and, 53
fault recovery, automated, 65
IPX, 236–242

RIP and SAP, 236–238
types of, 196
(see also IP dynamic routing; OSPF; RIP)

E
Early Token Release (ETR), 143
EF (Expedited Forwarding), 261

design considerations, 270
DSCP and, 265
traffic shaping, 266
VLL and, 263

efficiency, 247–272
bottlenecks and congestion, 252
buffering and queuing, 258–261
equipment features and, 248
filtering and, 253
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QoS and, 256–258

design considerations, 270–272
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Layers 2 and 3, 258
RSVP and, 269

queuing
Fair Queuing, 259
FIFO, 259
Priority Queuing, 260
Weighted Fair Queuing, 259

traffic
defining types, 267–268
shaping, 265

(see also cost efficiency)
EGP (Exterior Gateway Protocol), 196, 223,
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EIGRP (Enhanced Interior Gateway Routing

Protocol), 84, 206–213
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functionality, 207–210
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IPX on, 238
redistributing with other routing

protocols, 213
ELANs (Emulated LANs), 152
Emulated LANs (ELANs), 152
encryption, 8, 275

WEP and, 158
end devices

bridging/switching and, 96
broadcasts and, 96
connections, 81
cost efficiency and, 127
DHCP and, 289
dynamic routing protocols and, 54, 65
HSRP and, 65
hubs and, 139
network functions, performing, 25, 52
reliability and, 53, 114
routing and, 25
stability and, 51
traffic and, 83
VLANs and, 110
VRRP and, 65

Enhanced Interior Gateway Routing Protocol
(see EIGRP)

equal-cost multipath routing, 210, 215, 253
EIGRP and, 238
NLSP and, 241
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dedicated management, location of, 279
efficient use of, 248

errors
CRC, 250
ICMP and, 176

ESS (Extended Service Set), 156
Ethernet, 6, 130–141

ATM compared to, 153
backoff interval, 137
bridges/hubs/switches, 139
carrier sense phase, 136
collapsed backbones, 74
collision

detection, 136–138
rates, 59

congestion and, 47
cost efficiency, 126
framing standards, 132–136

addresses, 135
IEEE 802.2/802.3, 7
jamming pattern, 137
MTU default, 250
physical implementations, 130
protocol types, 133
QoS and, 258
routing IP to Token Ring, 11
segment, scalability of, 59
in star topology, 56
Token Ring and, 141, 144

bridging, 11, 142
transceivers, 140
(see also Ethernet II; Fast Ethernet; Gigabit

Ethernet; 10 Gigabit Ethernet)
Ethernet II, 7, 142
Ethertype, 133
ETR (Early Token Release), 143
Expedited Forwarding (see EF)
Extended Service Set (ESS), 156
Exterior Gateway Protocol (see EGP)

F
failures, 15

cost efficiency and, 15, 23
dynamic routing protocols and, 193
hard, 45
modes, 44–49

congestion, 45
human error, 49
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software problems, 48
traffic anomalies, 47

MTBF, 36
combining values, 39–44

multiple simultaneous, 23
MTBF and, 37–39

predicting, 35–44
probability of, 23, 45
single point of

collapsed backbones, 73
isolating, 31–35
star topologies, 57

trunk, Spanning Tree, 64
Fair Queuing, 259
Fast Ethernet, 6, 57, 130–141

bridges/hubs/switches, 139
bridging through, 142
collapsed backbones, 72
cost efficiency, 127
distributed backbones, 76
Gigabit Ethernet and, 146
physical implementations, 130
switching

modern style routing vs., 81
strategies, 96

fault management, 274
information, hubs and, 128

fault recovery, automated, 24–30
examples of, 27–30
intrinsic vs. external, 26
for large-scale networks, 61–66

Spanning Tree, 61–65
Layer 3, 65
OSPF, 65

fault recovery, manual, 30
fault tolerance, 14, 24–30

bus topology, 55
distributed backbones, 77
via load balancing, 28–30
ring topology, 55
star topologies, 57
(see also fault recovery, automated)

FCS (Frame Check Sequence), 134
FDDI (Fiber Distributed Data Interface), 6,

55, 154
collapsed backbones, 71

Fiber Distributed Data Interface (see FDDI)
fiber optic, 131

Fast Ethernet/Gigabit Ethernet, 146
Fiber Optic Inter-Repeater Link

(FOIRL), 131
FIFO (First In First Out), 257, 259

File Transfer Protocol (see FTP)
filtering, 275

application control, 94
efficiency and, 253
ICMP and, 254
IPX, 93
network-management problems with, 293
policy-based routing, 94
RIP, 237
routing strategies, 92–95
SAP and, 237, 253
security and, 92, 337
switching strategies, 99

firewalls, 275
IP addressing and, 178
LANs and, 160–162
network-management problems

with, 294–296
routers as, 161
wireless LANs and, 159

First In First Out (see FIFO)
floating static routes, 195
flooding, 215
flows, 91, 261
FOIRL (Fiber Optic Inter-Repeater Link), 131
forward delay timer (Spanning Tree), 64
Frame Check Sequence (FCS), 134
Frame Relay WAN links, ATM and, 151
framing standards, Ethernet, 132–136

addresses, 135
frequency, 255
FTP (File Transfer Protocol), 8

IP traffic classification fields, 267
presentation layer and, 8
queuing and, 259

full-duplex
access, collision detection and, 137
connections, end devices to Gigabit

Ethernet, 147
transmission, trunks and, 76

fully meshed topology, 57

G
gateways

default, 190
LANs and, 160–162
proxy host, 161
web proxy, 161

Gigabit Ethernet, 146–149
as backbone protocol, 148
bottlenecks and, 253
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Gigabit Ethernet (continued )
bridging through, 142
on desktops, 147
Fast Ethernet and, 146
signaling standards for, 146

Gigabit Media Independent Interface
(GMII), 146

globally unique address (GUA), 234
GMII (Gigabit Media Independent

Interface), 146
GUA (globally unique address), 234
Guaranteed Delivery, 256

VLL and, 257

H
hard failures, 45
hello timer (Spanning Tree), 64
hops

hop counts, 249
PHB and, 261

horizontal cabling, 163–166
Hot Standby Router Protocol (see HSRP)
HSRP (Hot Standby Router Protocol), 65

collapsed backbones, 74
redundancy, 88

HTTP (Hypertext Transfer Protocol)
queuing and, 259
security and, 334

hub and spoke topology, 56
hubs, 56

10/100, 140
augmenting access level with, 128
bus topology and, 55
design issues, 139
fault-management information and, 128
security and, 336
switches vs., 95

Hypertext Transfer Protocol (see HTTP)

I
IBM protocols on Token Ring segments, 251
ICMP (Internet Control Message

Protocol), 176
filtering and, 254
ping, 69, 284
Redirect message, 176

IEEE 802.1d (see Spanning Tree)
IETF (Internet Engineering Task Force), 169

queuing standards, 261
IGMP (Internet Group Management

Protocol), 310–311

IGP (Interior Gateway Protocol), 196, 223
IGRP (Interior Gateway Routing

Protocol), 206–213
(see also EIGRP)

installed base, 3
cost efficiency, 129
LAN technologies, 129

instance managers (SNMP), 286
Integrated Services (see IS)
Interior Gateway Protocol (see IGP)
Intermediate System to Intermediate System

(IS-IS), 239
Internet, 170

routing, 174
routing protocols and, 229

Internet Control Message Protocol (see ICMP)
Internet Engineering Task Force (IETF), 169
Internet Group Management Protocol

(see IGMP)
Internet Protocol (see IP)
Internetwork Packet Exchange (see IPX)
intserv (see IS)
inverse terminal server, polling serial devices

with, 303
IP ARP packets, 48
IP dynamic routing, 193–233

BGP (see BGP)
IGRP/EIGRP (see IGRP; EIGRP)
OSPF (see OSPF)
RIP (see RIP)
types of protocols, 196

IP (Internet Protocol), 7, 169–192
addressing, 170–175, 177, 182–191

classes, 173–175
default gateways, 190
flexibility, 189
loopbacks, 188
for OSPF, 224
ranges, 184–187
standard subnet masks, 187–189
unregistered addresses, 182

all-subnets broadcast, 180
ARP and, 175
Classical IP, 152
DHCP and, 191
DNS and, 191
dynamic routing (see IP dynamic routing)
hop counts, 249
ICMP and, 176
IPX and, 7

comparison, 234
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multiple subnet broadcast, 179–181
NAT and, 177–179
precedence values, 264
routing, 11
traffic classification fields, 267
VLANs and, 66, 69
(see also IP multicast networks)

IP multicast networks, 306–318
addressing, multicast, 307
design considerations, 315–318

multicast administrative
zones, 316–318

QoS and, 318
group membership, 312
IGMP, 310–311
multicast routing, 313–315

BGMP and, 315
DVMRP, 314
MOSPF, 313
PIM and, 315

services, 308–310
IPsec, 338
IPv4 (see IP)
IPv6, 319–333

addressing, 322–325
allocations, 324

autoconfiguration, 327–328
header structure, 320–322
IPv4 to IPv6, migrating, 331–333
multicast and anycast, 329–331
QoS, 325
security, 326
(see also IP)

IPX (Internetwork Packet Exchange), 7, 169,
234–246

addressing, 242–244
design strategies, 242–246

efficiency, 245
RIP and SAP accumulation zones, 244

dynamic routing, 236–242
EIGRP, 238
NLSP, 239–242
RIP and SAP, 236–238

Ethernet types, 133
filtering and, 93, 253
hop counts, 249
IP and, 7

comparison, 234
merging networks, 235
VLANs and, 66

IS (Integrated Services), 261–263
design considerations, 270

IS-IS (Intermediate System to Intermediate
System), 239

J
jamming pattern (Ethernet), 137
jitter, 250, 255

L
LAA (Locally Administered Address), 132,

135
labeling, patch panels and cords, 277
LAN Emulation Client (LEC), 153
LAN Emulation Configuration Server

(LECS), 153
LAN Emulation (see LANE)
LAN Emulation Server (LES), 153
LANE (LAN Emulation), 149, 152

SVCs and, 150
late collision, 137
latency, 16

bandwidth and, 255
hop counts and, 250
jitter, 250, 255
MTU and, 251
routers vs. switches, 83

Layer 3 switches, 10, 84–87
routing vs., 11

LEC (LAN Emulation Client), 153
LECS (LAN Emulation Configuration

Server), 153
LES (LAN Emulation Server), 153
Link State Advertisement (LSA), 216
Link State algorithm, 213, 236
Link State information, 213

NLSP, 239
LLC (Logical Link Control), 134
load balancing, 28–30

distributed backbones, 78
Locally Administered Address (see LAA)
Logical Link Control (LLC), 134
logs, monitoring, 283
LSA (Link State Advertisement), 216

M
MAC addresses, 54, 132, 135

ARP and, 175
broadcast/multicast, 135
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MAC addresses (continued )
DECNET protocol, 135
fault recovery and, 27
IP ARP packets and, 48
multicast IP addresses, converting

between, 307
security and, 99
updating, 63

MAC (Media Access Control), 11
MADCAP protocol, 309
maintenance

LAN technologies, 129
redundancy and, 18

MAN (Metropolitan Area Network), 3
Gigabit Ethernet as backbone on, 149

manageability
cost efficiency, 12
redundancy, implementing, 23
VLANs, 67
(see also network management)

Management Information Base (see MIB)
MAU (Media Attachment Unit—see hubs)
maximum age timer (Spanning Tree), 64
Maximum Transmission Unit (see MTU)
MBONE (multicast backbone), 315
Mean Time Between Failures (see MTBF)
Media Access Control (MAC), 11
Media Attachment Unit (MAU—see hubs)
mesh topology, 57
metrics (RIP), 199
Metropolitan Area Network (see MAN)
MIB (Management Information Base), 281

extensions
monitoring networks, 286
for Spanning Tree, monitoring, 297

MMUSIC (Multiparty Multimedia Session
Control Working Group), 312

modems, out-of-band management of, 298
monitoring, 281–286
MOSPF (Multicast OSPF), 313
MPOA (Multiple Protocol Over ATM), 152
MTBF (Mean Time Between Failures), 36

combining values, 39–44
multiple simultaneous failures and, 37–39

MTU (Maximum Transmission
Unit), 250–252

mismatch problems, 250
Path MTU Discovery process, 251

multicast address, 135
multicast backbone (MBONE), 315
Multicast OSPF (MOSPF), 313

Multiparty Multimedia Session Control
Working Group (MMUSIC), 312

Multiple Protocol Over ATM (MPOA), 152

N
NAT (Network Address Translation), 161,

177–179
SNMP and, 179

NBAR (Network-Based Application
Recognition), QoS classes and, 268

NBMA (Nonbroadcast Multiple Access), 216
NetBEUI, 169
netmasks, 170, 171

standard, for common uses, 187–189
Network Address Translation (see NAT)
network devices, 53

automated fault recovery and, 26
design philosophy and, 13
Ethernet framing standards, 132
redundancy and, 18
stability and, 31

Network Interface Cards (see NIC)
network layer (OSI model), 7

protocols commonly in use, 169
VLANs and, 21

network management, 273–305
accounting management, 275
capacity planning, 275
configuration management, 273

tracking physical changes, 274
dedicated equipment for, location of, 279
design considerations, 275–280

ease of access, 277
equipment, location of, 279

fault management, 274
out-of-band techniques, 298–305
performance management, 274

SNMP and, 283
problems with, 288–305

backups, 296
DHCP, 289
filtering, 293
firewalls, 294–296
LAN extension, 292
nonstandard devices, 302
redundancy, 296
tunnels, 297
VLAN structures, 291–292

security management, 275
SNMP, 280–288

monitoring with, 281–286
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network number, 234
Network Operating System (see NOS)
Network-Based Application Recognition

(NBAR), QoS classes and, 268
Network-Network Interface (NNI), 150
NIC (Network Interface Card), 132

multiple, 53
stability and, 51

NLSP (Novell Link State Protocol), 235,
239–242

areas, 239
routing, 241

NNI (Network-Network Interface), 150
Nonbroadcast Multiple Access (NBMA), 216
nontransit areas, 217
NOS (Network Operating System), 7, 234
Not-So-Stubby area (NSSA), 217
Novell Link State Protocol (see NLSP)
Novell Network Registry, 235
NSSA (Not-So-Stubby Area), 217

O
objectives, 1

reliability, 247
one-armed routers, 84–87
Open Shortest Path First (see OSPF)
Organizationally Unique Identifier

(OUI), 135
OSI model, 5–10

application layer, 9
breakdown of, 9
data link layer, 6

network congestion and, 47
layers of, 5–9
network layer, 7

VLANs and, 21
physical layer, 6
presentation layer, 8
session layer, 8
transport layer, 7

OSPF (Open Shortest Path First), 84,
213–228

areas, 185, 188, 215
structures, 219–222
types of, 217–219

Autonomous Systems, 185, 215
interconnecting, 222

bottlenecks and, 253
costs, 225–228
end devices and, 53
fault recovery, automated, 65
interconnecting Autonomous Systems, 222

IP-addressing schemes for, 224
redistributing with other routing

protocols, 223
traffic anomalies, 47

resolving, 48
OUI (Organizationally Unique Identifier), 135
out-of-band network-management

techniques, 298–305

P
Packet Description Language Module

(PDLM), QoS classes and, 268
packets

ARP, broadcast address, 136
buffering, 266
Drop Precedence, 262
dropped, 256
fragmentation, 250
hop counts and, 249
IP ARP, 48
latency and (see latency)
policing, 266
prioritizing, 249
SAP, filtering and, 253
size of, QoS classes and, 268
TTL field, 202

partially meshed topology, 57
patch panels, 277

IBDN, 57
Path MTU Discovery process, 251
PDLM (Packet Description Language

Module), QoS classes and, 268
PDU (Protocol Data Unit), 134
peer-to-peer networks, collapsed backbones, 70
performance, 16–17

cost efficiency and, 16, 127
LAN technologies, 130
management, 274

SNMP and, 283
peak load, 14
(see also efficiency)

Per-Hop Behavior (see PHB)
Permanent Virtual Circuit (PVC), 150
PHB (Per-Hop Behavior), 261

AF and EF, 261
physical layer (OSI model), 6
PIM (Protocol Independent Multicast), 315
ping, 176

for monitoring, 284
VLANs and, 69

PNNI (Private Network-Network
Interface), 150
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point-to-point circuits, 6
point-to-point protocol (see PPP)
policing, 266
polling, 281
port numbers, 8

QoS classes and, 268
TCP/UDP, filtering for security, 93

ports
blocking, 62
console, management problems with, 305
forwarding state, 63
LAN, out-of-band management and, 300
learning state, 63
monitoring utilization, 283
serial, out-of-band management and, 300
(see also port numbers)

PPP over Ethernet (PPPoE), 9
PPP (point-to-point protocol), 155

out-of-band management and, 300
PPPoE (PPP over Ethernet), 9
Preferential Delivery, 256

Priority Queuing, 260
Weighted Fair Queuing and, 259

presentation layer (OSI model), 8
Priority Queuing, 260
Private Network-Network Interface

(PNNI), 150
probabilities, combining, 341–343
probes, location of, 275
Protocol Data Unit (PDU), 134
Protocol Independent Multicast (PIM), 315
protocol stack model (see OSI model)
protocols

analyzers, network management and, 291
congestion and, 46
dynamic routing

end devices and, 53
fault recovery, automated, 65
Internet and, 229
types of, 196
(see also IP dynamic routing; OSPF;

RIP)
IBM run on Token Ring segments, 251
MADCAP, 309
network layer, commonly used, 169
routable/nonroutable, 169
VLANs based on, 68

proxy
ARP, 25
host, 161

PVC (Permanent Virtual Circuit), 150

Q
QoS (Quality of Service), 256–258

ATM and, 151
classes, 267
congestion and, 252
design considerations, 270–272
DSCP and TOS, 263–265
implementing, 249
Integrated and Differentiated

Services, 261–263
IP multicast networks and, 318
IPv6 and, 325
Layers 2 and 3, 258
RSVP and, 269
traffic shaping and, 266
traffic shaping (see traffic, shaping)

Quality of Service (see QoS)
queues

monitoring statistics about, 286
polling and, 282
(see also queuing)

queuing, 258–261
Fair Queuing, 259
FIFO, 259
Priority Queuing, 260
Weighted Fair Queuing, 257, 259

R
Random Early Detection (RED), 252
RED (Random Early Detection), 252
redundancy, 17–44

ATM, 153
BUS/LECS/LES servers, 153
collapsed backbones, 73
complexity and manageability, 23
core-level routers, 116
cost efficiency, 42
distributed backbones, 77
failures

hard, 45
modes, 44–49
MTBF, 36, 39–44
multiple simultaneous, 23, 37–39
predicting, 35–44
probability of, 45
single point of, 31–35

fault recovery, automated, 24–30
examples of, 27–30
intrinsic vs. external, 26
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implementing, 18–20
backups, 19
duplicating equipment, 19

network-management problems with, 296
by protocol layer, 21–23
routing strategies, 88–92

physical diversity, 90–92
router-to-router segments, 88–90

Spanning Tree, multiple connections, 115
switching strategies, 98

reliability, 14, 26
failures and, 15
Gigabit Ethernet, 146
implementing, 113–115

multiple connections, 114
networks as end devices, 53
TCP/UDP and, 7
(see also fault recovery, automated; fault

tolerance; performance)
Remote Procedure Call (RPC) applications,

QoS classes and, 268
Request for Comment (RFC), 169
requirements

business, 1–4, 16
bandwidth (see bandwidth)
expenses, 2
geography, 2
installed base, 3
security (see security)
vs. technical, 1

philosophical, 4
user, 17

Reservation Protocol (see RSVP)
RFC (Request for Comment), 169
ring topology, 55
RIP (Routing Information Protocol—IP), 25,

84, 197–206
end devices and, 53
functionality, 199–201
loops, avoiding, 202–204
metrics, 199
redistributing with other protocols, 206
split horizons in, 204
variable subnet masks, 205

RIP (Routing Information Protocol—
IPX), 236–238

accumulation zones, 244
avoiding, 245
EIGRP and, 238

roaming (wireless LANs), 156
root bridges, 62
route tags

EIGRP, 212
RIP, 206

routers, 83, 234
backbone, 219
border, 213
bugs in, 48
core-level, 116–118

redundancy, 116
distribution-level, 118
efficient use of, 248
fault recovery, automated, 27
as firewalls, 161
flows, 91
as gateways, 161
ICMP Redirect message, 176
installing, 84
latency, 83
monitoring, 284

buffering and queuing statistics, 286
multilevel, 119
NLSP and, 239
one-armed, 84–87
physical diversity, 90–92
queuing and, 255
redundancy and, 25
remote sites, connecting, 121–124
router-to-router segments, 88–90
as single points of failure, 31
TCP/IP and, 161
trunking through, 102–104
(see also routing; routing strategies)

routing
ATM and, 11
bottlenecks and, 253
bridging vs., 10–12
classless, 228
Internet, 174
IP dynamic (see IP dynamic routing)
multicast, 313–315

BGMP, 315
DVMRP, 314
MOSPF, 313
PIM, 315

policy-based, 94
stability and, 51
static, 194–196

floating static routes, 195
switching vs., 78–81

modern design, 80
old-style design, 78–80

(see also Layer 3 switches; routing
strategies)
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Routing Information Protocol (see RIP)
routing loops, 194

avoiding, 202–204
routing strategies, 83–95

filtering, 92–95
for application control, 94
policy-based routing, 94
for security, 92

Layer 3 switches, 84–87
one-armed routers, 84–87
redundancy, 88–92

physical diversity, 90–92
router-to-router segments, 88–90

routing tables, 193, 199
RPC (Remote Procedure Call) applications,

QoS classes and, 268
RSVP (Reservation Protocol), 261

efficiency and, 270
QoS and, 269

S
SAP (Service Advertisement Protocol), 136,

236–238
accumulation zones, 244
avoiding, 245

scalability
congestion and, 47
of Ethernet segment, 59
meshed topologies and, 58
routing vs. bridging, 11
of topologies, 58–61

security, 4, 333–340
filtering and, 92, 337

switching strategies, 99
firewalls, 161
hub and switch port-level security, 336
IPsec and, 338
IPv6 and, 326
management, 275

out-of-band, 299
password recovery, 305
routers and, 52, 84
SNMP and, 280, 286, 296
VLANs and, 69
VPNs and, 9
wireless LANs and, 158–159
(see also firewalls; gateways)

Sequenced Packet Exchange (SPX), 236
Serial Line Internet Protocol (SLIP),

out-of-band management and, 300

servers
BUS, 153
DNS, linking to DHCP servers, 289
inverse terminal, polling serial devices

with, 303
LECS, 153
LES, 153
NetWare, 234
network-management monitoring, 284
NLSP and, 239
routers as, 53
SNMP, 280

Service Advertisement Protocol (see SAP)
Service Advertisement table, IPX and, 242
session layer (OSI model), 8
signaling, baseband/broadband, 131
Simple Network Management Protocol (see

SNMP)
single point of failure

collapsed backbones, 73
star topologies, 57

single-ring topology, 55
SLIP (Serial Line Internet Protocol),

out-of-band management and, 300
SNA (Systems Network Architecture), 8, 169
SNAP (Sub-Network Access Protocol), 134
SNMP (Simple Network Management

Protocol), 179
agents/servers, 280
monitoring with, 281–286

ad hoc queries, 286
automated activities, 287
instance managers, 286
items to monitor, 285
Spanning Tree, 297
sysUpTime, 285

network management and, 280–288
security and, 280, 286, 296

soft expense, 15
software problems (see bugs in

routers/switches)
SONET, 55
source-route bridging, 145
spaghetti factor, 68
Spanning Tree, 61–65

backup links/devices, activating, 63–65
collapsed backbones, 74
loops, eliminating, 62
multiple connections, 115
network-management problems with, 291
SNMP monitoring of, 297
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timers, 64
values, 64

traffic anomalies and, 47
trunk failures, 64
trunk redundancy, 107

Split Horizon algorithm, 205
Split Horizon with Poisoned Reverse, 208

SPX (Sequenced Packet Exchange), 236
stability

analyzing, 31–35
end devices and, 51
redundancy and, 45
single points of failure and, 31

star topology, 56
static routing, 194–196

floating static routes, 195
STP (Spanning Tree Protocol—see Spanning

Tree)
structured cabling, 162–168

horizontal, 163–166
vertical, 166

stub areas, 217
subnets, 171

counting from the left scheme, 172
masks, 171

standard, for common uses, 187–189
variable subnet masks, 205
(see also IP)

Sub-Network Access Protocol (SNAP), 134
SVC (Switch Virtual Circuit), 150
switches

augmenting access level with, 128
bugs in, 48
bus topologies and, 55
design issues, 139
distribution, 64
fault-management information and, 128
hubs vs., 95
latency, 83
Layer 3, 84–87

routing vs., 11
monitoring, 284
redundant core, 64
security and, 336
as single points of failure, 31
(see also switching)

switching
Layer 3, 10
routing vs., 78–81

modern design, 80
old-style design, 78–80

store-and-forward, 11

strategies, 95–100
broadcasts and, 96–98
filtering, 99
redundancy, 98

(see also bridging)
Systems Network Architecture (see SNA)

T
TCP (Transmission Control Protocol), 7

congestion and, 46
DF bit, 251
IP traffic classification fields, 267
NAT and, 179
packets, dropping, 266

TCP/IP
bridging through Fast or Gigabit Ethernet

segments, 142
DECNET operating with, 135
Ethernet types, 133
routers and, 161
(see also IP)

telephony, ATM and, 149, 151
telnet, 8
thick-net, 131
thin-net (see 10Base2)
throughput, 10BaseT hub, 60
Time To Live (TTL), 202
token, 143

bus topology, 54
mesh topology, 57
ring topology, 55
star topology, 56

Token Ring, 6, 55, 141, 141–145
ATM compared to, 153
collapsed backbones, 74
collision rates, 60
congestion and, 47
cost efficiency, 126, 144
Ethernet and, 141, 144

bridging, 11, 142
ETR, 143
IBM protocols on, 251
MTU default, 250
QoS, Layer 2, 258
routing, IP from Ethernet, 11
scalability, 59
in star topology, 56
VLANs, 145

topologies, 54–58
bus, 54
hub and spoke, 56
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topologies (continued )
LAN, large-scale, 115–125

core-level routers, 116–118
distribution-level routers, 118
remote sites, connecting, 121–124

large-scale, 70–81
collapsed backbones, 70–74
distributed backbone, 74–78
multilevel routers, 119
switching vs. routing, 78–81
(see also topologies, LAN, large-scale)

mesh, 57
ring, 55
scalability of, 58–61
star, 56
token bus, 54

TOS (Type of Service), 263–265
totally stub areas, 217
traceroute, VLANs and, 69
traffic, 4

anomalies, 47
congestion, 46
Ethernet segment and, 59
hierarchical design, 83
human error and, 49
IP classification fields, 267
shaping, 265
types, defining, 267–268
(see also bandwidth; congestion)

transceivers, 140
out-of-band management of, 298

Transit areas, 217
Transmission Control Protocol (see TCP)
transmission, full-duplex, trunks and, 76
transport layer (OSI model), 7
traps, 280

logs, monitoring, 283
trouble tickets, automated, 283
troubleshooting

fault management and, 274
VLANs, 67

trunks, 75, 104–110
capacity, distributed backbones, 75–77
congestion and, 47
cost efficiency, 109
design, 100–102
failures, Spanning Tree, 64
fault tolerance, distributed backbones, 77
probes on, 276
trunking through router, 102–104
VLANs and, network-management

problems with, 291–293

TTL (Time To Live), 202
tunnels

management of
out-of-band, 299
problems with, 297

OSI model and, 9
Type 3 cabling, 6
Type of Service (see TOS)

U
UBR (Unspecified Bit Rate), 151
UDP (User Datagram Protocol), 7

packets, dropping, 266
Path MTU Discovery process and, 251

UNI (User-Network Interface), 150
unicasts, 54
Unshielded Twisted Pair (UTP), 146
Unspecified Bit Rate (UBR), 151
User Datagram Protocol (see UDP)
User-Network Interface (UNI), 150
users

locations of, 2
requirements of, 17

UTP (Unshielded Twisted Pair), 146

V
Variable Bit Rate (VBR), 151
Variable Length Subnet Masks (VLSM), 206
VBR (Variable Bit Rate), 151
VC (Virtual Circuit), 150
VCI (Virtual Channel Identifier), 150
vertical cabling, 166
Virtual Channel Identifier (VCI), 150
Virtual Circuit (VC), 150
Virtual LAN (see VLAN)
Virtual Leased Line (see VLL)
Virtual Path Identifier (VPI), 150
Virtual Private Network (see VPN)
Virtual Router Redundancy Protocol (see

VRRP)
VLAN (Virtual LAN), 3, 21, 66–70

cost efficiency, 66
IP addressing and, 186
management VLANs, dedicated, 276
probes and, 275
protocol-based, 68
spaghetti, avoiding, 67–68
subnet masks, 187
Token Ring switches, 145
topologies based on, 100–113

distribution areas, 110–113
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trunking through router, 102–104
trunks, 100–110, 276, 291–293

VLL (Virtual Leased Line), 257
EF and, 263

VLSM (Variable Length Subnet Masks), 206
VPI (Virtual Path Identifier), 150
VPN (Virtual Private Network), 9

wireless LANs and, 159
VRRP (Virtual Router Redundancy

Protocol), 65
collapsed backbones, 74
redundancy, 88

W
WAN (Wide Area Network), 3

ATM and, 149
congestion and, 47
Gigabit Ethernet as backbone on, 149
LANE and, 149
latency and, 255
polling on, 282
PVCs and, 150

web proxy, 161
Weighted Fair Queuing, 257, 259
WEP (Wired Equivalent Privacy), 158
Wide Area Network (see WAN)
Wired Equivalent Privacy (WEP), 158
wireless LANs, 155–159
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