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HOUSEKEEPING

= We value your feedback, don’t forget to complete your online session
evaluations after each session and complete the Overall Conference
Evaluation which will be available online from Friday.

= Visit the World of Solutions on Level -01!
= Please remember this is a ‘No Smoking’ venue!

= Please switch off your mobile phones!
= Please remember to wear your badge at all times including the Party!

= Do you have a question? Feel free to ask them during the Q&A section or
write your question on the Question form given to you and hand it to the
Room Monitor when you see them holding up the Q&A sign.



Session Focus

= Look deep into selected ITIL workflows and get an
understanding of the relationship between Data, Tools
and Processes

= Focus on the main Enterprise Cisco Tools

= Understand how Cisco Tools and Data Sources support
these ITIL Processes

= Show how to reuse the Cisco Data Sources and
demystify access to Cisco Tool Databases



What Is not covered

= |ITIL processes in depth
= Detailed Blueprints

= Organizational issues



Agenda:

= |ntroduction 5min
= Some ITIL Basics 10min
= Configuration and Change Management 20min

Use the RME as part of the CMDB

Service Support Processes 20min
Focus Incident and Problem Management

Service Delivery Processes 25min
Network Application & Service Management

= Q&A 10min



Informal poll
= How many of you have
Implemented at least some of Widespread Adoption of
the ITIL framework? ITIL Best Practices
90%
= How many plan to implement 80%
in the next 12 months? 0%
= How many are implementing a 60%
different framework, such as 50%
eTOM or CobIT?
40%
= How many people aren’t 30%
doing anything related 0%
to this?

0% -
2004 2006 2008

1% billion-plus companies

Source: Forrester Research
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The CIO & CFO challenge

Business Value IT Efficiency
» Business Agility « Compliance
» IT-Business Alignment

» Business Application
Deployments & Upgrades

e |T Automation

e |T Consolidation
& Centralization

APPLICATIONS and OPERATIONS
SERVICES

STRATEGY



Business Benefits of ITIL

= Develop IT department from technology driven to
customer centric organization

= Widely accepted process framework for IT and Network
departments

= |T Departments need to justify their work, this requires
Key Performance Indicators (KPI) — ITIL provides this
KPI

= Accumulated structural and process deficiencies needs
to be consolidated — ITIL supports in this regard

= Structured Change Management can help to save a lot
of cost



Why do IT organizations implement ITIL?

Problems ITIL Benefits
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IL works longterm

How |
Permanent

Optimizations

Quality Organization

Quiality

Managing Service Levels

Consolidation
on the

current
Stability and Flexibility

level
Time
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Process Maturity Model

ITIL Maturity Measures

Optimizing

Continuous improvement with feedback

Metrics for deliverables and processes -supported

Managed by automated tools
3 Defined | Documented, standardized policies and procedures
2 Repeatable | Proactive, trained people

- Initial Ad-hoc, reactive, “firefighting”




Best Practices
ITIL Maturity Measures

Service Desk

5.0
45
4.0_~
3.5

Availability
Management
IT Service Continuity /
Management

i

\
0.5
~
0.0

Capacity
Management

Starting Point Management

Incident Management

Problem Management

I

|

Change Management

Configuration Management

After 3 Months

Financial Management

Release Management



Generic Approach for Tools and Datasources

What is the Cisco
Tool to look at?

associated datasources?

Support Tool 2

Support Tool 3

Support Tool n




ITIL Process Overview

Incident
A Management

Business - IT Alignment | Service Support & Service Desk

Service
Desk

Custome
Man

Problem
Management

Availability
Management

Service Level

IT Strate _
Deve Service Support

Management

Capacity Security
Management Management

Continuity
Management

Service Design & Delivery Management

Service Development & Deployment



Configuration and Change Management

Business - IT Alignment Service Support & Service Desk

Business

Customer
Mana

Service
Desk

Incident
Management

pr
Problem

IT Strategy
vevecpment |

Availability

Management |

Service Level

Service Support

Management

Release
Management

Configuration
&
Change
Management

CMDB

Management

Capacity
Management

Continuity
Management

Security
Management

Service Design & Delivery Management Service Development & Deployment



Overview on Service Support

Management Enterprise, Customers, & Users
Tools 7
Incident Complications
Follow-up Updates
Questions Workarounds
Incident Incident I 7
I / Service Desk Change Change
Incident = |
Management
9 ~—_ Problem Customer
Management y
Service o~ Change
Reports Management
Problem ~—
Incidents Statistics Release
Statistics Trend Analysis Change Plan Management ~—____
. Prokizm Change Configuration
Audit Reports Statistics Release Plan Management
Reports Problem Reports Release
Review Chgn A Statistics CMDB Report
Diagnostics Revigw Release CmMDB
Audit Reports AT REnes Review Statistics
b Secure Library Fundamentals
Test Standards Standards
Audit Reports Audit Reports




Change Management

Ruegistration

Authorisation
and
Implementation

Change Monitoring

Implemeniaiticn
Rieviens




Change Management

Mission : Ensure that standardized methods and procedures are used for efficient and prompt
handling of all changes, in order to minimize the impact of Change-related incidents upon
service quality, and consequently to improve the the day-to-day operations of the
organization

Activities
Accept Changes
Prioritize and classify changes
Coordinate change impact assessment
Coordinate approval of changes
Coordinate scheduling
Coordinate implementation of changes
Conduct post implementation reviews

Provide management information about Change Management quality and operations
Key Performance Indicators (KPIs)

Benefits
Better alignment of IT service to business requirements
Increased visibility and communication on changes to both business and service support staff
Improved risk assessment
Reduced adverse impact of changes on the quality of services and on SLAs

Inr;lproved problem and availability management through the use of valuable management information relating to
changes

Fewer changes to be backed-out



Change Management

Classification
of

Request CAB

For Change CIELTEEE Meetings

Review Change
all Change authorization
Changes Management
| / \ -
Monitor
- Changes
Implementation
Of Realization

Focus of RME




Release Management

Mission: Implement changes to IT services taking a holistic (people, process,
technology%wew which considers all aspects of a change |nclud|ng plannlng
designing, building, testing, training, communications and deployment
act|V|t|es

Best Practice
= When Installing Software, only Software out of the DSL can be installed

= |ntegration of Release-, Change-, Configuration Management, SW Development and Project
Management

Advantages

= Better Service Quality because of predictable Release Changes
= Consistent Release Management

= Better Quality a sonly Certified SW and HW will be used

= Consistent HW and SW trough out the Company

= Better guidance of expectations trough a Release Outlook



Configuration Management Database

Other Service

Change Release Configuration
Management
Management Management Management
g 9 g Processes
I i
Request for Change Incident &
Register and allocate -« - . Problem
RFC-Mumbe
- u r E Management
. S
Analyse impact, - Support Of RM E “E % L, - Financial
mmt " o - Management
Mﬁ—m = [ =
= g £ p [ |
D i E Availability & IT
Approved Change == - E s o = Continuity
& m £ = Management
[ ] = é =
E Release and distribute = oS | 2 |
Implemant Change new versions of =0 ' =
This will involve pre- we——e» software and > s 3.... - Capacity
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Configuration Management

Mission: Providing information on the IT infrastructure to all other processes and
IT management. Enabling control of the infrastructure by monitoring and
maintaining information on all the resources needed to deliver services

Activities
— Plan for Configuration Management databases and activities
— Identify Configuration Items
— Control Configuration Item information
— Perform status accounting
— Perform verification and audit of Configuration Management databases
— Provide management information about Configuration Management quality and operations

Benefits
— Providing accurate information on Configuration Items (CIs) and their documentation
— Controlling valuable Cls
— Facilitating adherence to legal obligations
— Helping with financial and expenditure planning
— Making software changes visible
— Contributing to contingency planning
— Supporting and improving Release management
— Allowing the organization to perform impact analysis and schedule changes safely and efficiently
— Providing problem management with data on trends



Resource Manager Essential Workflow

Optional
Getting
Started

Tasks

Create
Groups

Add Devices Modify/Verify
To Manage —> Device
Credentials

Schedule
Updates /
Changes

Use RME
Tools

Enable Job
Approval




Functional Flow
Resource Manager Essential

CiscoWorks
Server

E—
——
AN &

Changes/
Updates

Client Access Via
Standard Web browser TTP/HTTPS,

SNMP/ RCP/ TFTP/ TELNET

SCP/ SSH/ HTTPS

Software
Images

Config
Files

Cisco.com
Knowledge-Base




Inventory Management
Resource Manager Essential

| ~@.|
7S
==
Change Periodical Collection
@ <« Cpange At to keep data current
Scan retrieved data
to detect changes

=) oo

Pi—

~ A

Reports/
Inventory Graphs

\Datab ase —




Inventory Management
Generating and Scheduling Reports

24 Hour Inventary Change Report
Chassis slot Details
Chassis Slot Summary
Chassis summary Graph
‘Dietailed Device Report
Hardware Report
Hardware Summany Graph
hMultService Port Fepon
=oftware Report
moftware Yersion Graph

Detailed Device Report Report can be
Generated on Jan 03 2005 1555 46 generated for one or
more devices

1
1
Devices without Report Data: Mone

Total number of devices:

Devices with Report Data:

System Information

Jan 03 2005 nitmt-hig- Cizco 10 Software, 3700 Software (C3725-IPBASE-M), Wersion 12.3(4)+0D2, RELEASE SOFTWARE (fc1) Technical Support: JMEO709L40
12:41:37 core-3725 hitp: Sy cizoo.comiechsupport Copyright () 1956-2004 by Cisco Systems, Inc. Compiled Mon 1 2-Apr-04 02:33 by cmong

Chassis Information

0 Two Metwork Module slot, three WIC siat, two Fast Ethernet port MARS router JMXOT0IL4GR c3725
Bridge Information
00:0k:51:30:40:15 0

Processor Information

chazziz c3725 cpu- 9600 5599 d 0:2102 0x2102
Watherboard [ P
with Fast a5

Ethernet ll




Device Configuration Management
Resource Manager Essential

Tools to
modify

I
Change P )

Scan retrieved files
to detect changes

Periodic
Collection to
keep archive
current

configurations

Coniig
, Editer
bﬂ_l_ Configuration NetConiig
"  Archive :
: , Baseline
.V
. Sleea\lll\rlch Templates
« Compare

 Compliance
o Start-up/Running out-of-sync



Device Configuration Management
NetConfig Example (Resource Manager Essential)

» NetConfig
M Same change(s) to multiple devices in one
highly controllable download job « Banner
. . * SNMP
M Te_:m_plate-based configuration changes_to . Passwords
eliminate typos and the need to memorize « CDP
syntax * DNS
* Logging
M More than 30 pre-defined templates « TACACS+
including an Adhoc (blank) template. * etc
Administrator can also create new
templates Syslog
Configuration |
3 Syslog Configuration - Microzoft Internet Explorer Tem p I ate
Sy=log Configuration
rCommon Parameters
rLogging Host ]
|Au:1iu:un:|Add "I Hosts (comma =eparated): 192 168.1358.21 |
105 Pararnrl_e;:;?ng o Logaing Fecilty Parameters are the
ot i same for all devices
|Dn.|EnabIe vl || Amlnn.IEnable "I . .
: in the job
‘Logging Level
rBuffered |'Congole
| Adiun:IEnable vl Cnnd'rtiuns:linfurmatiunal jH Actinn:IND Change vI Cnnd'rtiuns:lDefauIt j
rMonitor [ Trap
| Adiun:lEnable vl Conditions: [{{ieliul=uhEE = H Au:tiu:un:IND Change vI Cu:und'rtic:ns:l[]efault j




Device Configuration Management
Baseline Templates Example (Resource Manager Essential)

Generated on Jan 25 2005 14:02:47

> Base“ne Templates % BaseLine Compliance Report

M Set of commands containing placeholders we:[ |
for deyme-speuﬂc values to be Compliance report,
substituted. checks to see T Lo
M dd b I. d W h I C h d evi C eS m eet Mutmber of Complisnt device(s): 3
. . . . MNumber of Failed device(s): 0
Use_ to a ( aseline comman s to a new criteria defined in
device being brought on-line baseline template CE T
M Use to check that all devices comply with rri-deme: 3020 cloco o P cbanisiesie
company regulations for specific ErE
configuration practices e —
Baseline Templates 2
Device List ———  Device ~— 1 [ Templates
B = pevices Inmtg—remDte—?EDD.CiSCD.CDn’ [#pc.*#]
i D nimte-remote-7200.c | CommandLets e : :g::?E;:ﬁti,oggri?I[S.:.[j;fﬁ;g?e]
[ D nmtg-branch-7200.0 = - = A + ubr [output-pord]
+ whr-nrt [output-por3] [output-scr] [output-mis]
o Global[0] + vhbr-rt [pesk-rate] [average-rate] [burst]
Same commands B O atmo + pr?ttncol i [proto-ip] [tvpe]
but different @LQpve
parameters for ——
multiple devices Allows for sub ol | —
in one job mode commands User supplies
| values for each
output-pert (0] | device for various
output-scr(0] | parameters
output-mios{0] |
Add Instance




e
How to access RME data? (1)

Data Extracting Engine (cwexport —config ...... ) Contains SW configuration:

<ConfigArchive>
<RMEServer><Name>LMS-2</Name>
<TimeStamp>Mon Nov 27 02:11:39 GMT+01:00 2006</TimeStamp></RMEServer>
<Device name="10.10.10.40">
<Global>
<command>! Last configuration change at 01:45:11 UTC Mon Mar 1 1993</command>
<command>! NVRAM config last updated at 01:28:53 UTC Mon Mar 1 1993</command>
<command>version 12.1</command>
<command>no service single-slot-reload-enable</command>
<command>service timestamps debug uptime</command>
<command>service timestamps log uptime</command>
<command>no service password-encryption</command>
<command>hostname R2600-MCH-1</command>
<command>enable secret 5 $1$vDgU$02DZG7HfjSivkCaArd87rl</command>
<command>no ip domain-lookup</command>
<command>ntp master 6</command>
<command>ntp server 10.1.107.206</command>
</Global>
<Interface>
<Interface_Loopback0>
<command>interface LoopbackO</command>
<command>ip address 10.10.20.40 255.255.255.0</command>
</Interface_Loopback0>
<Interface_FastEthernet0_0>
<command>interface FastEthernet0/0</command>
<command>ip address 10.1.107.10 255.255.255.0</command>

. <command>rate-limit input access-group 102 32000 32000 32000 conform-action set-prec-transmit 1 exceed-
action drop</command>

<command>speed 100</command>
<command>full-duplex</command>
</Interface_FastEthernet0_0>
<Interface_FastEthernet0_1>
<command>interface FastEthernetO/1</command>
<command>no ip -address</command>



How to access RME data ? (1)

....and the HW inventory (cwexport —inventory ...) as well....
<InvDetails>

<Schemalnfo>
<RMEServer>VMS-2</RMEServer>
<CreatedAt>Mon Nov 27 02:12:30 GMT+01:00 2006</Created At>
<SchemaVersion>1.0</SchemaVersion>
</Schemalnfo>
<RMEPIlatform>
<Cisco_Chassis>
<InstancelD>1</InstancelD>
<HardwareVersion>0x100</HardwareVersion>
<SerialNumber>JAD0647063M (3349967766)</SerialNumber>
<ChassisSystemType>c2611XM </ChassisSystemType>
<NumberOfSlots>2</NumberOfSlots>
<Cisco_Card>
<InstancelD>1</InstancelD>
<SerialNumber>0</SerialNumber>
<LocationWithinContainer>0</LocationWithinContainer>
<CardType>cpu-2600 </CardType>
<HardwareVersion>1.0</HardwareVersion>
<Description>C2600 Mainboard</Description>
<NumberOfSlots>2</NumberOfSlots>
<Softwareldentity>
</Softwareldentity>
<Cisco_FlashDevice>
<InstancelD>1</InstancelD>
<InstanceName>flash</InstanceName>
<Size>33554432 Bytes</Size>
<NumberOfPartitions>1</NumberOfPartitions>
<ChipCount>4</ChipCount>
<Description>System flash</Description>
<Removable>false</Removable>
<Cisco_FlashPartition>
<InstancelD>1</InstancelD>
<InstanceName>flash:1</InstanceName>
<Upgrade>direct</Upgrade>
<NeedsErasure>false</NeedsErasure>
<PartitionStatus>readWrite</PartitionStatus>



RME XML Config in Excel

E3 Microsoft Excel - config

Datei  Bearbeiten  Ansicht  Einfigen  Format  Extras  Daten  Fenster %
D=Eds &A%Y 8% B@E-f @ = -3 2l 2| e 45 o - (3 adal - 10
B

=lnterface Ethernet1 0=
<command>speed auto</command>

<flnterface FastEthernetd_13=

<Interface Efhernetl 0>
=command>interface Ethernet1/0</command=
<command=ip address 10.10.10.30 255,255 255 0</command=
=command>halfduplex</command>

</Interface_Ethernet! 0=

</Interface>
<Line>
<Line_con_ 0=
=command=line con O</commands=
=command>password™ ™ </command>
=command=login</command:>
</Line_con_0=
<Line_aux_0=
=command=line aux O</command>
<fLine_aux_0=
<Line_vty_0_4=
=command=ling vty 0 4</command>
=command>password ™ </command>
<command>login</command:>
</Line_vty_0_ 4=
|<fline=
</Device=
<Device name="10.10.10.254"=
|=Global=
<command=version 12.1</commands=
<command>no service pad</command>
<command=service timestamps debug uptime=<scommand>
=command=service timestamps log datetime=/command>
<command=no service password-encryption</command>
=command=service sequence-numbers=/command>
=command=hostname Cisco2950</command=
=command=enable secret 5§ F1ETPTciMLY enfB. KEEZHPmylOBdM. </command=
=command=enable password™ " </command>
=command=clock timezone MESZ 2</command=>
<command>clock summer-time MESZ recurring 1 Sun May 0:00 last Sun Sep 0:00</command=>
<command>wrr-queue bandwidth 25 25 25 25</command>
<command=no ip finger</cormmand=
<command=>logging history informational</command=
<command=logging 10.10.10.11 </cammand =
<command=cdp tirmer 10</command=
<command=ntp clock-period 17180164 </command>
<command=>ntp peer 10.10.10.10</command=>
<command>ntp peer 101010 100</command>
</GInhal> il e o A ] A

14¢
4 4 v vy config /

Eereit

L8 | C o ' E_ | F | s | H I 1

|| | [——J8] |

T e T ]

| —

B




..
How to access RME data ? (2)

use dbreader to explore the RME DB

d-hoc Retrieval of Database - Microsoft Internet Explorer provided by Cisco Systems, Inc.

File Edit ‘“iew Favorites Tools Help

=

@Back < e = \ﬂ @ _;j /.:\J Search “E::(Favorites 6‘3 ly_fl = _J ﬁ @ '3 Lirks

Address |@ http:ffims-demol . cisco.com: 1741 fdbreader/dbreader . html Vl G0
T
o Toexecute a 3OL statement, enter it in the text window, then click on the Execute SQL Statement button at the bottom of the page. This 15 usefidl to ha
retrieve a subset of data or perform adhoc changes to the database.
s To retrieve a list of the tables from which the contents of a table can be displayed, click on the Get Dratabase Tables button at the bottom of the page.
User Id
[DBA |
Password:
Database MName
|rmeng |
SOL statement to execute: {changes will he committed immediately)
SELECT 'NetworkElementID' EKeys, MNetworkElewmentID Le
EeyWalues, 'Userbefinedleriallhanber' Naune, Attribute Val Walue FROM w
Examples:
1. imsert into GROUP_USAGE walues (2, 101, 1, 'december 01, 1996')
2. To msertupdate a row contatning single quaotes (') i the data, enter two consecutive single quotes (). See example below.
update dev_group Set group_description = 'Joes''s description'
where group id = 10000
Thiz will set the group description columnn walue to Jos's description.
3 select ¥ from av_if now
4. delete from Group_Usage where Group Id = Z and Function Id = 101
| Get Database Tables | [ Execute S0L Statement ]
-

@ Done “-_'J Local intranet




..
How to access RME data ? (2)

use dbreader to explore the RME DB (Chassis inventory)

File Edit Miew Fawvorites Tools  Help -#
e Back - \__/] |ﬂ @ | ;\I /l__\] Search ‘-3'::( Favorites Q‘E I -,____r; l)_)] - _J ﬂ @ ‘3 Links ”
Address |@ http:films-demol. cisco.com: 1741 cgi-bingdbadmin/pdbadmin/nph-dbreader . pl?table=D3_PROCESSOREUId=DEARepwd=YZlzY 26%: 30 8dsn=rmeng ~ | Go
-
deviceid card RANM Size card NWVRAWM Size card NVEAM Used mudel}zname vendor type port_count| serial number
biging decimal decimal decimal "‘E‘”s 5? varchar255) integer | varchar(255)
442 28.80 128.00 .0 cpu-800 4 1309832752
SAE-FAE -
445 STIP14 2CE wextlesup laZge 2 =SADOA010FAS
TAE-FHEE -
445 STIP A2 GE wexblsup laZge 2 SADDANTI0EAZ
WS- HEH -
445 STIP 1A-2GE waxtlksup la2ge 2 SADO4010F43
E-FOHE -
445 STTP14 2CE wsxblesup ladge 2 SAD04010F4 3
TAE-HEE -
445 STIP LA SGE wexblsup laZge 2 SADOANTI0EAS
446 cpu-1700 7 2125827691
446 23.15 28.99 .01 cpu- 1700 7 2125827691
446 cru- 1700 7 2125827691
4477 19.27 32.00 .0 15
443 2.00 32.00 0.00 16
449 15.00 128.00 0.00 cpu-800 3 34298643
450 146.00 32.00 0.00 15
451 11/ NN 5172 0N M rewhd adnle Clat 3T SN2AT S 127 bt
< | >
@ Done ‘3! Local intranet




How to access RME data ? (3)

Direct DB Access via ODBC

Microsoft Access
Datei  Bearbeiten  Ansicht  Einfigen  Format  Datens8tze  Extras  Fenster 7

E-HH SRV §B2R o 2LEL 2 v (e (B | ).

L5 Sffnen Entwurf U - B ODBC-Konfiguration fiir Adaptive Serve

Chjekte [ET]  Erstsilt eine Tabells in der Entwurfsansicht emFDBA_OgsDerDeviceTable  ODBC | Login | Datenbank | Metzwerk | Enveitert |

ETE]

Erstellt eine Tabelle unter Yerwendung des Assistenten B cnfDEA_PIDM_app_device_mr
Tabellen o =) - Sl - Dratenguellennane: I q
Erstellt eine Tabelle in der Datenblattansicht
cmfDBA_CampusCgsiaroupCacheT able Beschreibung: I

Abfragen

cmfDEA_CampusOgsiEaroupPropertiesTable

crfDBA_CampusogsTagTable T n ] e Izolationsstufe: |1

cmfDBA_CampuslserGroupdssociationTable I Microsoftdne. (Schiiissel in SOLStatistics)
cmfDBEA_C50gsGEroupiacheTable St B S

cmfDEA_CS0gsGroupPropertiesTable Mame I Diriver

T I~ Fetch*warmungen unterdriicken
crafDEA_CSOgsTagTable CHF1  Adaptive

cmfDEA_CSUseriErouphssociationTable
cmfDEA_DbYersion W AutoCommit nach Anweisungsends

EBerichte
Seiten

Makros I Delphi-fmwendungen

Formulare
=

=

2

4

Maodule

I~ Fehlermeldungen zu Treiberfunktionen verhinderm
Gruppen

(3] Favoriten

crmfDBA_DbVersionHistory — Cursor neu beschreiben
cfDB&_DCR_app_htkp_event " Nie i wenn nitig 7 Immer

cmfDBEA_DCR,_attribute_tvpe it l<Kein Obeetes
cmfDBA_DCR_deleted_record

cmfDBA_DCR_device Ubersetzer wahlen l

cmfDBA_DCR,_device_detail
crfDBA_DCR_device_state ] 'm;?nDdE “erbindung testen I
cmfDE&_DiCR_registry on this r
cmfDEA_DCR_set_type
crfDBA_DCR_set_use
cmfDEA_DCR_set_wvalue
.
g cmfDBA_DCR_device_detail : Tabelle (=je.d
device_id display_narme mdf_type sysObjectlD | management_if]  host name domain_name | device identity | transaction_id
110,10.10.240 | Z70S65143 13614191, 10.10,10.240 | 10.10,10.240 | |
2/10.10,10.250 |277523496 | 10,10.10.250 | 10.10.10.250
3 10.10.20.40 | 26E437948 3.6.1.4,1,9.1.10,10,20.40 | 10.10,20,40
410.10.10.30 | 268437951  1.3.6.1.4.1.9.1.10.10.10.30 | 10.10.10.30
5 dsl-pix.local.hae 268437951 11.2.6.1.4.1.9.1./10.10.10.1 | dsl-pix | local.haertlein.c

(il Re: Nl o Qs s s Qs s s s s S

Datensatz: 14 I 4 II TiNEE I 4] IP*I von §

Drakenblattansicht




Change Audit
Resource Manager Essential

|Current Datal | Incoming Datal

_ Change
Avpelji
Sarvicas




Change Audit
Sample Report (Resource Manager Essential)

Cisco Srsrems Resource Manager Essentials
Change Audit 24 Hour Reportat Jan 12 2005 16:37:21 Pacific Standard Time(GhT -08:00:00)
Showing 1-2 of 2 records 1<] 4] Gotopage: I 1 of 1 pages [ (20
Device Hame User Hame  Application Hame  Host Hame Creation Time Connection Mode Me=ssage Detailz  Grouped Records
1. nmtg-demo-6000 . cisco.com admin MetZonfig STAGE-2 Jan 12 2005 16:29:19  TFTP Configuration Dowwnload (Job 1023 Details More Records
2. nmtg-demo-2355c cizco.com  admin MetZonfig 192168.135.22 Jan 12 2005 16:29:28  ShMP Configuration Downlosd (Jokb : 1023) gilz More Records
Rows per page: 20~ Which device changed 1] Gota page: of 1 pages (Ga) [ [>]

Who made change
Type of change

From what host

Time of discovered
How change made
How change was found

Details of change I

CiscoWorks finds the changes for you!

Cisco SysTems Archive Mgmt [
Config DIff Yiewer: nmtg-demo-6000.cisco.com Config ‘Wed Jan 12 16:37:56 PST 2005
Show: O Raw  Processed Current Conﬂg Previous Conﬂg
Configlets nmitg-demo-6000.cisco.com:RUHHING: Yersion:2 nmitg-demo-6000.cisco.com:RUHHING: Yersion:1
ERel= Zonfiglets syslog syslog

........... zet logaing server 192.168.135.22

New line in config file




CiscoWorks Network Compliance Manager
Architectural Overview

Network
Configuration &
Change
Management (NCCM)

Network Lockdown
& Vulnerability
Management

Compliance
& Best Practices
Enforcement

Automation &
Provisioning

Repo rtin J (compliance, change, visibility)

GUI Telnet/SSH Proxy API
Management Engine

Routers, Switches, Firewalls, Load Balancers, Access Points (Cisco and 35 other vendors)



CiscoWorks Network Compliance

Manager

Policy-Based or Ad Hoc

Change &
Configuration
Man agement
Device provisioning
Configuration
Scripting
OS image updates

Automated
Discovery &
Inventory Import
* Individual devices (e.g.,
from CiscoWorks DCR)
* Network topology
e Detailed asset inventory

Workflows &
Approvals

e Sequencing

e Scheduling

e Process model

e Change approvals

Reporting

e Network compliance

e Deployed assets
e Change history

¢ OS images
Network Audit &
S Compliance
—
Network audits
% Best practices enforcement
He=smea SOX, VISA CISP, HIPAA,

—

E P

GLBA, ITIL, CobiT, COSO

&
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—
®
Q
-
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=
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>
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Other Network
Management
Systems

Cisco SYSTEMS

CiscoWorks
or 3 party
applications




ITIL Service Support
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Deve Service Delivery

Availability -
Management I
4 Service Level
Management
Capacity
Management
Continuity Security
Management Management

Service Design & Management Service Development & Deployment




Incident Management

Misson:

Restore normal state IT service operations as quickly as possible to minimize the
adverse impact on business operations.

Why Incident Management?

= Use the available Resources in the most economic manner in order to support the
goals of the Enterprise

= Maintain helpful Documentations on all incidents
= Develop and use a consistent procedure used for all incidents

Responsibilities and Duties

= Registers all Incidents

= Classifies all Incidents

= 1st and 2nd Line Support

= Removal of Incidents

= |s the Owner of the Trouble Ticket



Incident Management (2)

Support by DFM

Ownership, monitoring, tracking and co unication

Incident , . -
detection Classﬂj C‘:E!tlﬂn Service Investigation
and and initial Cefes : and _
recording support diagnosis
SE"‘"“& Incident
equest Closure
procedure

Incident Management does not solve Problems!



Cisco's Device Fault Management
Alerts & Activities (detection)

Cisco SysTems .
Device Fault Manager
Alerts and Activities sz of Tue 22-Feb-20051511:31 PST

Core Rowuters

[ T v vt [ e, S N e S s e WS

@ oooooss Routers 122 hr 24 min 21 -Feh-200513:53:52 nimtg-hg-core-3725 cisc... Lkilizstion Active ﬁ

All Blerts

Suspended Devices
" |Core Rout...
LRE

Q@ Routers Cisco Systems
@ Switches Alerts and Activities Detail
. asof Tue 22-Feh-2005 151642 PST
[0 Device Hame: nimtg-hg-core-37 25 cizco.com
Device Type: Routers Status: Active Alert I0: 00000SE Duration: 122 ht 29 min Last Change: 21-Feb-2005 13:53:52
—
- Events: (2]
Q0009 LE Highlkilization IF-nimtg-hg-core- . 21-Feb-2005 13:53:52  Active I-- Select -- vI
2. 000003 OperationallyDowwen IF-nimtg-hig-core- ... 17-Feb-2005 12:47:26  Active I—— Seleck - = I
- Hotes:
j Annotate
Refresh Acknowledge Suspend Hotify Cloze

Resume




Cisco's Device Fault Management
Alerts & Activities

LS 1o rts and Activities Detail

as of Tue 22-Feb-2005 15:28:33 PST

[9 Device Hame: nimtg-hg-core-3725 cizco.com
Device Type: Routers Status: Active Alert 10: 0000058 Duration: 122 hr 41 min Last Change: 22-Feb-200:35 15:28:335

Close

- Events: (2
# Event IO Description Component Time Status Tools
1. 0000 LD HighlLttilization IF-rimtg-hig-core-. .. 21-Feb-200513:53:52  Active I-- Select - | I
2. 000o0x3 OperationallyTowven IF-ritmitg-kg-care-. .. 17-Feh-2005 124726 Active [- Select - |« I
-- Select --
Fault Histor
_ Property Value Dievice Chr ¥
. Evert_Description OperationallyCoven
[ Hotes: F_nimtgha.core- Use tools to launch
22-Feh-2005 15:28:33| Companent 3725 cisco.comis [Fal ] -FR-7500], this is CiscoView
interface for the time ke
T ETHERMETCSMALCD
[Fali0i= operationally d YPe min status to
OperStatus Dozt
IrterfaceCode CODELIME MR
Duplexhods FULLDUPLEX, x| | Annotate
— .ﬂ-.dminStatus LIP
LastChangedst 17-Fekb-2005 12:47:26 PM
. Refresh Acknowledge Suspend Hotify Cloze
|=Flapping falze
o WerSpeed R
Mlode MORMAL




e
Alerts & Activities

Resolution — Change Port Status (Continue ...)

Cizcowiorks | Help | About

Cisco SvsrTems

CiscoView 6.1 (STAGE-2)

Device MName/IP : [192.166.159.21 Calor Legend Preferences

————————————— —————— -
HH-HAM VR RMIRIG! ! -

DISK Shut doven ME-NARK application | e e e e e o -

LUHE  &cT [before removing or poser oyeling,
= - - - -

== SSSS T eee-

U D S s 192.168.159.21 : Interface FastEthernetd/0

IHPUT 100-240Y
-EO/EOHZ 204

T T T I I I I ] Category:Irterface Configuration
FASTETHERHET FORTS ——
WLAM I o R
Description: FastBthernet10
Type : ethernetCamacd
htLi 1 1300

Speed 1000 Mbps
Phyzical Address @ 000b.5f30.4015
Right click on interface, —s samin status
select “Interface” and
change Admin Status
to “down”

Cperational Stefus: LU
Last Changed:

He:51:22 paT

Local Description: I




Problem Management

= The objective of Problem Management is to minimize the impact of
problems on the organisation. Problem Management plays an
Important role in the detection and providing solutions to problems
(work arounds & known errors) and prevents their reoccurrence.

= A 'Problem'is the unknown cause of one or more incidents, often
identified as a result of multiple similar incidents.

= A 'Known error' is an identified root cause of a Problem.

= Request for Change - Change Request made by the Problem
Management to the Change Management in order to eliminate the
Problem



Problem Management (2)

Frequency
Concequences
Problem Management
Incident _ | Change

Management T Management

Post
Implementation

Review

A 4

Configuration
Management

Configuration Item



Software Managementand & Known Error DB

Resource Manager

Cisco.com Remote

ebect » Brvics Tatiorm et 0 dotbware Version 2
Aaplay e a3 vare to drplay the ik vet enages
aradabic [y 1608 Brvier

SNMP, Staging
Telnet, RCP, Nl (Once over the
or TFTP WAN)

RME Software
Repository

B PE
I
System

Software




..
Image Management & Bugs Summary Report

Cisco SysTems Reported bugs

for selected
devices

Total Bugs Summary Report
Generated on Jan 15 2005 130007 PST

Cisco 7200 Series Routers

: Imacge Imace Total .
Device Mame Categary \ersion Status e Catastrophic Sewvere
nimitg-remote- 7200 .cizco.com Cigco 7204 Router 12.102) &, 1007 K|
nimite-branch- Cizoco 7204 Router 12.102) W ELE 1007 i
7200 cizco.com
nimtg-hg-core- Cizco T204%HR 123007 ED 2500 155
F200yxr cizco.com Router .
AT Dri ” d own to
Back to Top view bug details

Cisco 2600 Series Multiservice Platforms

Imace Image Total
Yersion Status Bugs

mtg-remate-
2690 tiscs com W BugToolkit Summary Report:Bug Details

Generated on Jan 18 2005 15:08:58 PST

Device Mame Categary Catastrophic Sewvere

— .
Showing 1-20 of 31 records 1<] <] Goto page: I 1 of 2 pages [ [0
Biug 10 Subject Found “er=zion Fixed “ersion Feature Sewverity Status
1. CECefO0E11 Crash on %FIB-2-IFINDEXILLEGAL: An internal zaftware errar occured 12201 7d)S¥B OTHERS 1 D
2. CSCee8E005 fail to read disk0 once flash disk iz removed and reinzert 12.0[25)15X06 OTHERS 1 (]
3. CECefBa5 IP interface flaps when SMMP copy of config is performed 121(14)E03 ShP 1 C
4, CSCeqOl 297 Swstem crash caused by pkt of incorrect lencgthdP header checksum 12.2018.06 03] 12.2018)] OTHERS 1 R
oH SHD0312.2017d)

SHBOE,12.1(25.4)
E




ITIL Service Design & Delivery

Business - IT Alignment |

Businesy A

Customer
Mana

IT Strategy
oeveopment

Service Support & Service Desk

Incident
Management

Service
Desk

Service Support

Configuration

Management

Change

Management

)

Problem
Management

Management

Service Development & Deployment



Availability Management

Mission :

Optimize the capability of the IT infrastructure, services and supporting
organization to deliver a cost effective and sustained level of service
availability that meets business requirements.

Why Availability Management
= AM Is responsible for that IT Serves are available when Customers need them

= Identifies the Vital Business Function, defines the availability and develops them
trough reliable components

= Reaches Availability trough Fault Tolerance, Maintainability and Serviceability

- FSerqrts on reached Availability and continuously improves the availability of IT
ervices

Responsibilities and Duties

= Builds a Availability Plan for all IT Services

= Defines the availability requirements in conjunction to the Business
= Continuous monitoring and improvement on Availability



Availability Management

] (o o]

Availability
(Service Level Agreements)

Reliability & Manageability -
(Operational Level Agreements)

B G o et
and Maintenance

Serviceability
(Underpinning Contracts)
-
| 1 I _TI_
Hard- Soft- Environ- elo-
Hard- | | Soft | | Emdro External Suppliers

and Maintainers



Gathering Service Availability & Performance Data

Internetwork Performance Manager (IPM)

Statistical Data

IPM Client . .
— PM Historical Data
Requests for Server .
Historical or SNMP Define Collector(s) @
Statistical T
Data (____ Database
. Ho_urly <}SNMP Get Results
Collectors | ° \?v?algkly
Max 2000 ’
S~ w Every hour, the

source router
aggregates all test

Once an hour, IPM measurements into
gathers the a single sample
aggregate data value

from the source
router and stores
in database




Cisco IOS IP SLA Bullt in Tests

Cisco 10S IP Service Level Agreements

Applications

Multiprotocol
Label
Switching
(MPLYS)
Monitoring

Service Level
VolP Agreement Network
Monitoring (SLA) Assessment
Monitoring

Network
Availability Performance
Monitoring

Trouble
Shooting

Measurement Vetries

Protocols

IP Server

]
ooooooooo.) PHOST
A 4

MIB
/ DESTINATION

@ ...--"°.Simulated Protocol Traffic @
W(....O.......... \ ‘W

MIB Store measurement Responder Enabled
in IP SLA MIB

/

IP SLA

SOURCE




Service Availability Reports

Internetwork Performance Manager (IPM)

Cisco SysTems

+ Configuration Reports

+ Latency Reports

Internetwork Performance Monitor

' [(Reports” ' |

+ lJitter Reports * HTTP Reports

Cizcaviarks | Help | About ~

Are Here + Reports > Jiter Reports = Daily

(A
u Drailby
= W Eekly

= Mdornithly

| #

Daily Jitter Reports

Collector Info

Collector Operation
Video Stream  (Video Streamn - hugh
High Prionity prority TOET

Last Week

Last Month
Video Stream  (Video Stream - low
Low Priority prionty TiOs1

Last Week

Last Month

Daily Jitter Alert Report

01/18/2005
Round Trp S e
Latenc L R
. Jitter Jitter
Aveg Avg Avg Avg Avg Avg
ax Max Max Trvs
O, (msecs) O, (msecs) O, (msecs)

46060 5525 1.04 379 108 7.04/1440
46,08 66,92 1.04 173 111 15055040
0 0 0 0 0 0 0
46,04 5288 1.05 270 107 4761445
46,13 7442 1.04 1.96 1120 17.305040
0 0 0 0 0 0 0

Completions
End-To-
Over| End
% | Emor
%0
0% 0.21%
%4 %4
%4 %4
0% 0.21%
%4 %4
%4 %4

Pac
En

kei
o

0o
A

0%

0%

0%

0%

0%

0%,
2




o
Daily —Latency Report / Service Latency Report

Internetwork Performance Manager (IPM)

Daily IP-Echo Latency Summary Report
10/26/2005
. . . Last Weelk's Last Month's
Collector Info Daily Statistics . . . .-
Statistics Statistics
Av Av Av
. Avg 2 Over Error | Avg 2 Over|Error Avg 2 |Over Errc
Collector Operation Max Trys o Max |, o Max | o
(msecs) o Yo |(msecs) Ya | % |(msecs) Yo | %o
{msecs) {msecs) {msecs)
PEche Scource of DefaultlpEche 286 A76(1440|  0%|0.63%% 0 0 0% 0% 0 o 0% 0%
Wy Coll DefaultlpEcho 280 264 180 0% 084 0 O 0% 0% 0 0 0% 0%
—oll TPEche DefaultlpEche 1 314400 0% 094 0 o 0% 0% 0 o 0% 0%
Draily Services Latency Summary Heport
10262005
Collector Info Daily Statistics e WE.Ek s Last Iﬁ.:Iu_nth s
Statistics Statistics
Avwg Avwg Avg |
Collector Operation Mg Max |Trys Owver| Error Avg Max Over | BError| Avg Max Orver |,
(msecs) 0 %0 (msecs) o %% |(msecs) 0
(msecs) (msecs) (msecs)

Collectorl DefaultTelnet 282 TEQI141a| 0%4 %% 0 0o 0%4 %% 0 o o%h
CollectorS DefaultTelnet &l 20911416 0% 0% 0 0] 0% 0% 0 o) O%4
Collectort DefaultTelnet &0 2361416 0% %% 0 0o 0%4 %% 0 o o%h
CollecterOld [ DefaultTelnet 0 0 0] O%a 0% 0 0] 0% 0% 0 o) O%4
CollectorOD 3 | DefaultTelnet 0 0 o o%h %% 0 0o 0%4 %% 0 o o%h
CollecterOl 2 | Default Telnet 0 0 0] O%a 0% 0 0] 0% 0% 0 o) O%4
CollectorOD ] | DefaultTelnet 0 0 o o%h %% 0 0o 0%4 %% 0 o o%h
Collectord Defaultl T D FPEche 0 011440 0% (100 00%s 0 0] 0% 0% 0 o) O%4
Collector DefaultlTDEPEcho 0 O{1440] 04 (100 00%, 0 0o 0%4 %% 0 o o%h




Capacity Management

Mission:

Capacity Management is the discipline that ensures IT infrastructure is provided
at the right time in the right volume at the right price, and ensuring that IT is
used in the most efficient manner.

Why Capacity Management

= Plan and Monitor all IT Capacity in order to provide Capacity in a timley and cost
efficient manner as required by the Business

= Understand the actual and future demand on IT Capacity.
= [nfluence IT Capacity Demand

Responsibilities and Duties
= Business Capacity Management
Responsible that future Business demands get planed and implemented on time
= Service Capacity Management
Focus on improving customer oriented IT Services
= Resource Capacity Management
Focus on IT Infrastructure Resources and its Management



Capacity Management

l Tuning ¢ ‘ AAS

Implementation Analysis

\ Reprting




Traffic & Bandwidth Utilization Analysis

Performance Visibility Manager

o i 1o ™ TOP-N Analysis

Which applications are using the
MENU Setup ‘| Monitor Reportsl Art 1 Alerts 1 Admin _ mOSt bandWIdth

= Application &

aoiestons - — Which locations are using the most
L] bandwidth

Cisco SYSTEMS
Texas

Application Details

-
© Qleriare ¥ Conversations From 172.16.9.83 To i : :
e o| WL o @ |vsage by packeTS bt ot Ptets s o Which hosts are using the most
* Conversations ¥ som oo 30.43% 28.11.101 ety 1:9;\3131‘ 147116808 ban dWIdth
= DSCP Group L4 121511100 Westhe A 1383119 s . . .
+ Hosts & 12.5.11.101 Wt 13 Wi ]
Hosts (IP) 2144 0.00% 21611151 wetiErzp THE ety Appllcatlon AnaIySIS
0,00% 0.00% 1721611161 Wt THSET FROOES -
Hosts (M”\.C) Tw-etherzip & 000% T2IE.1LI] wetie 2 Einp i) o0 FU"y IeV_erage N_AM’S Ca ab”ltleS tO
i B . T differentiate traffic based on, static
= Datasource ¥ - -l 1721811151 wethe 2 padp 031 BE32108 -
T X Bv-ehee i s ——— S —— ports, dynamic ports, HTTP sub-
My Jobs ;z::::z;s.‘:;;tleartase Iiflsﬁ'm S o = u CIaSSIfI Catlon by U R L’ etc -
+ Scheduled Repurts lw-e(her2,\p,udp,snmp T2165.10 wethe 2 padp 1T 1201385
" 1T2A88.10 et A s 133000 122520085 M .
l;e.;';r;cﬂ:h\\"es for Current E:: i::::i:zij:s‘u‘::z: o DA et R Nt 1300 12515 u H OStS & CO nve rsatl O nS An aIySIS

17248, 11.160 weterzp 241z 6E

RED.ﬂﬂ Archive App I Packets I B":“I 172.16.11.160 Wt padp s g 2412 Ty Identlfy top talkers and Who talk to
= applications wetie .y FRAE i) .
o Conversations To 172.16.9.83 From W 0
= Client/Servers i LA posvnd K2
. CUnVErSatiUns e the (2. pacp imp pa:arh 3 27042 M‘I mI Packets I Br‘es I
. Dscp Wt 2P i 135076 12253315 112.15.953 Estierzp iz a5E700 J m VLAN An aIySIS
= Hosts < ! L4 )
B eroronpige. 5 Yscsiraet Identify and drill down which

applications, protocols and hosts
are consuming bandwidth

= Port & Interface Statistics Analysis



]
Proactively Monitoring and Reporting

Performance Visibility Manager

Cisco SYSTENS

MEMNU SetuE

] Manitor ] Regor‘ts ] Art

= Alerts

Logout | Help | About &

e T

Log Type: |

| [ Clear Fc

4 |

Filter

609 items found, displaying 1 to 16. [First/Prev] 1, 2, 3, % 5 6, 7 [Mext
euer |Dabe |L0g Type |Source |TrafFic Tupe |Log Source Ty
11/04/2005 14:00:07  Falling Threshold Crosse sep odet: Mk
arnin 11/04/2005 14:00:02 Pl Systern Health Pl Pl
arnin 11/04/2005 14:00:02 P Systern Health Plutd P
11/04/2005 13:59:02  PuM Svstern Health Pl Prudd
11/04/2005 13:59:01  Rising Threshold Crosse d sep odets Mk
11/04/2005 13:58:02  PWM Systern Health Pt Pt
11/04/2005 13:57:132 P Spstern Health Pt Phubid
11/04/2005 13:57:32  PuM Systern Health Pt Pt
11/04/2005 13:57:04  Falling Threshold Crosse sep odets Mk
11/04/2005 13:57:02  Pu Systern Health Pt Pt
11/04/2005 13:57:02  PWM Systemn Health P Pl
arnin 11/04/2005 13:57:02  Pub Svstern Health Phd Pt
11/04/2005 13:56:56  Falling Threshold Crossed  new se I3} Mk
11/04/2005 13:56:56  Falling Threshold Crosse Latest IP host NAIl\'I
¥

|

@ Done

=] ‘3 Local intranet

Automatic baselining of normal
pattern of normal network
behavior based on current and
previous performance data

Proactive monitoring and alerts
generated as threshold crossing
events

Real-time reports, Historical
reports & Trending reports

Schedule reports & request on
demand reports

Preconfigured standard reports

such as executive views, health
reports and technical details per
device

Reports in CVS and PDF format



Performance Management Solution

Performance Visibility Manager

Phase 1

Centralized NAM
solution

Phase 2

—Cisco NetFlow
Collector (NFC)

*|IP SLA

*Device _
Instrumentation
Package - IP SLA,
NetFlow MIB, etc.

Phase 3 (Q4 CY2007)

| Cisco Performance Visibility Manager

XML interface

MIB data

MIB, NBAR) L

NetFJow MIH, *Application _
NAM IP S|A data Networking Service
RMON d

(ANS) package

*Cisco NFC 6.0 (2-tier
architecture, Flexible
NetFlow)

«Q0S, NBAR

S B



Cisco PVM — Trending report

Performance Visibility Manager

Monitor VLAN ID Trend Cisco SYSTEMS
6/04/2005 6:00 PM through 10/14/2005 7:20 AM

NAM [TYPE) : VLAN ID: 1

VLAN 1D TrendPACKETS

{ |— Raw Data
— Linear Trend
— Palynomial Trend

(LNl E el -

Fage 107 Al NAM Vhew Genecated on 10742005 5.30:23 P4




Cisco Application Analysis Solution (AAS)

= Rapidly isolate the causes of e2e problems, and determine if they are network or application
related.

1 - :
J Capture Collect application packet-traces
Capture Agents P
i
Client 3
LB
2 | s Transaction Path b
mpo
P |_’ Read packet-traces into Cisco AAS
3 Visualize and diagnose problems
Analyze I—p Validate solutions
2t trchmoe chart_3ree_pphcama ~lni=
Generate reports EoUESRBEY. PO

rrrrrrr

Fie Processg Cfects Wetwork EPects fockcon b x4 0 ene ) m  twem  fwem e
— LI (= | [ | B i e | Dupardecy e [ e B
R m
v | -
D [ad




Cisco AAS Workflow: Visualize

ﬂ ata Exchange Chart - 3Tier_Application ;Iﬂlil . .

Eile dit Wigw ﬂpDDcorgrapepots MUItII'TIer Database
= ) @ o B b A = Application
EeVEIRE @Y. OO %l Data Exchange Chart
Application message chart IAppIication chart anly e i T gm_ B
i . 13 . 25 . 33 . 52 33 78 n Graphs displays and

_~ highlights:

Time line of transaction
Application messages
Application tiers

I P Application payload

Client

/ri
A

NNV,

\ 1\

Merge n-tier traces for
complete end-to-end

analysis
Results:

172.16.1.254 = o )
< *né —_— o Most activity is between the

ﬁ@ﬁﬁytes 1 100 101-500 1 5011000 t 1001_—1_459/f)>=14sn two servers,

Dependency delays: I_ Metwork delay Application delay MOSt Of the traffIC CO”S'StS
S of very small messages

Dese | Heb Very little of the end-to-end

response time is due to
the WAN




Surnmary of Delays ‘Euecutive Surnrnary Diagrogis Statiztics | HTTP|
Diouble-click o a section far mare infarmation about that zource af delay.
App Server
Client

— App Server <-= DB Server

OB Server =

\

Client <-= App Server

Network Effects
. B andindth - Protocol/Congestion ‘

Help

Processing Effects
| |:| Tier Proceszing |

‘ - Latency

|Evploded Pie Chat v | |~ Show values

I Cloze

|

Cisco AAS Workflow: Diagnose

Summary of Delays:

Breaks down transactions into
Processing and Network effects

Processing Effects:
Identifies Application Tiers

Shows % of Processing effect
in each tier

Network Effects:
Effect in each tier

Breakdown into three
components

Latency
Bandwidth

Protocol/Congestion



Service Level Management

= Mission:

Plan, coordinate, negotiate, report and manage the quality of IT services
at acceptable cost.

Why Service Level Management

= The goal is to maintain and improve IT Service Quality for business aligned Operations
= SLM documents the Service Goals in SLA's

= Manages and Monitors the fulfillment of SAL's

Responsibilities and Duties

= Negotiations with Customers on Service Requirements.

= Improving the SLA's by Service Improvement Programs

= Report on Cost of Service, Resources and meeting the SLA's



Service Level Management

| implement Service Level Agreements :>

Service

Level
Report \ /

< Periodic Review | < Manage the ongoing process |
PVM




Cisco PVM - Application Response Time

Performance Visibility Manager

Network Flight Time Per Protocol Cisco SYSTEMS
For Time Period: 9/26/2005 10:59 AM - 9/26/2005 11:22 AM
Server: 172.16.11.101 Client: 172.16.11.43
ART Group: ARTGROUP3 Application Hame: w-ether2.ip.tcp.http
Server HAMs: namlab-2800-1 {HAM_1)
Client HAMSs: namlab-6500-1 (NAM_2)
70
_ KO
n
E g1
g
ﬁ 40 - Clent RT
E a0 - Serer AT
% 20 - Mobwork FT
&
10
i}
£ & =3 £ M-E‘ & =3 £ £
& g & g 4 # g £ i
& = = = = = = = =
§ F F F F F £ 0§ F
g & g & g & & & g
& & & & & & & & &
Tirne
Page 1 of Gaterzedon 114520051030 28 AV




Cisco PVM - Application Response Time

Performance Visibility Manager

Is It the Network or the Application?

Application

Server Server

) ~1
Application -
Clients "Ic

E/

Client A

Total Time

- Server Latency
Network Flight Time

Client B
Client C



Cisco PVM — Baselining & Thresholds

Performance Visibility Manager

<3 Add A New Threshold - Microsoft Internet Explorer i - O] =|
File Edit “iew Faworites Toaols  Help | .ﬂ‘
eBack - O - @ @ {;j | p Search *Fawrites @‘ 81- % |!J_.F| - |_J ﬁ % ..3 Lirks @Lucas P @Tripnli P
Address @ https: [ f=afi: G435 acapweb/texas threshalds. do j Go

Gisco SysTEMS Logout | Help | About %]

Cisco Performance Visibility Manager @ vour evaLlicense will expirein 25 days. . o000 emEsT

Generate Reports |

= MAM
D55
- Thresholds * [ermr=s I * Statistic: I.ﬁ.pplication Statistics ;l
= Preferences * Description: I # pdatic: I ;I
* Saverity: Iﬁ * Data Source Group m
Fixed Threshold: I | severity Fixed Value () Application: | Filter |
Critical: I— Ij
Major: I—
Minor: I—
Warming: I—

SNMP Trap: [

* Aggregation I - I
Period: Sl

* Reauirad fisld _ILI
| »

|@ Dr I_ I_ I_ I_ |T2|_ |~a Local inkranek -




Cisco PVM - Alerts

Performance Visibility Manager

=} Alerts - Microsoft Internet Explorer =13 =]
Eile Edit Wi Faworites Toals Help | .#'
e Back - @ - @ @ :_/;j | pSearch *Favorites ®| Bv ._}‘_!;, pﬂ_.?l - |_J ﬁ % ..ﬂ Links @Lucas P @Tripoli P
Address [ 7 https: {fzagora:B443jacapwebltexas/alertMain. do Go
Logout | Help | About =
Cisco SYSTEMS
Cisco Performance Visibility Manager
e E PR BT S = v v
= Alerts
From Date: [12/29/2005 02:54 Phd =l To Date: [12/29/2005 03:54 Phd 5 source: | Clear |
Log Type: I _I Sewverity: I _I Cause: I vI Filter I
206 items found, displaying 1 to 16. [First/Prev] 1, 2, 2, 4, 5, 6, 7 [Neut/Last]
Severity = |Date = | Log Tupe ~ |Seource ¢|Traﬂ=ic Tupe = | Lag Source Type ¢|
E Wy 1] 12/29/2005 15:54:32 Generic 172.16.11.151
@ Critical 12/29/2005 15:54:31  Generic 17z.16.11.161
@ Critical 12/29/2005 15:54:31  Generic 172.16.11.165
@ Critical 12/29/2005 15:53:22  Generic 172.16.11.151
- Critical 12/29/2005 15:52:121  Generic 172.16.11.161
- Critical 12/29/2005 15:53:1231  Generic 172.16.11.165
- Critical 127292005 15:52:122 Generic 172.16.11.151
- Critical 12/29/2005 15:52:231 Generic 172.16.11.161
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Continuity Management

Continuity management is the process by which plans are put in place
and managed to ensure that IT Services can recover and continue
should a serious incident occur. It is not just about reactive
measures, but also about proactive measures - reducing the risk of a
disaster in the first instance.

Best Practice

= BCM delivers the critical Business Process which must be protected
= |TSC Plan must have a Risk Assessment

= The ITSC must be adapted to changing Infrastructure

Advantages

= Proactive handling on Business Risks

= Disaster Recovery Plans increase trusts in Customers and Investors
= Having assessments criterion if Disaster strikes

= Clear competencies in case of Disaster



Cisco Network Planning Solution (NPS)

= Predict the impact of changes to topology, configuration, traffic, and technology on performance
= Proposed network changes validated against policies prior to deployment
= Automate capacity planning and topology design

= Optimize link size for resiliency and cost/performance
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Cisco NPS Workflow

Flow Analysis — Failure Analysis
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= Study many failure
scenarios
automatically

=Select resources to
fail singly or in
groups

*Flows recomputed
for each failure case

=Sort results to
identify “worst cases”
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Cisco Network Planning Solution

= Enable "cause and effect Mode selection
understanding to: e =
_ Predict the impact Of ; From other zelected nodes to: | J
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configuration, traffic, and e R DL
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= |ntegrated end-to-end planning
workflow consisting of “what-if”
analysis, traffic trending and
forecasting, and exclusive design
and optimization algorithms




ITIL Security Management
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Security Management

Mission: To prevent the occurrence of security-related incidents
by m_anagmg the confidentiality, integrity and availability of IT
services and data line with business requirements at
acceptable cost.

Why Security Management

«Confidentiality - Information is accessible only to those
authorized. _

sIntegrity- Safeguarding the accuracy and completeness of
Information

*Availability— Authorised users have access to information when
required.

Responsibilities and Duties
= Plan, Implement, Assess and Improve Security

= Implements physical, technical process oriented personal Security
actions

= Takes counteractions against Security breaches



Cisco Secure Access Control Server (ACS)

Variety of _Local or
Variety of External

@

\’/i e Authentication TACACS+
\/ [/ Methods g RADIUS  [PRETSSN Databases
(N — > ,qb ) > (1] ) ”

Authorized AAA Client Cisco Secure ACS
Users (Network Access Server,
LMS, NCM, Devices)

* AAA Client/Server
- AAA Client defers authorization to centralized AAA server
- Highly scalable
- Uses standards-based protocols for AAA services
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ACS Secured Access

Cisco Secure ACSv 4.0 Centralized authentication

A drimstration login required to access the system.

Enter a username and passwaord then click the "Login" button TACACS+, RADIUS’ LDAP’ AD’
. RSA SecurelD support
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CiscoWorks Network Compliance Manager

Best-in-breed Network Configuration — ————
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Audit & Compliance

Network Compliance Manager
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ITIL Processes & Cisco Tools
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Summary

= Cisco's Tool Focus Today is clearly on Configuration and Change
Management and on Service Delivery for the Network.

= There is no one2one match of ITIL Processes and Cisco Tools
(Tools support multiple Processes and vice versa)

= CMDB Data as one of the major ITIL Data Store could be partially
extracted from the RME Database

= PVM will become the Cisco Network Performance Datawarehouse
with all kind of Availability, Capacity and Service Level Data for
Applications and the Network

Yes we support a lot of ITIL Process with CISCO tools !!!
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