CCIE Routing and Switching Exam
Certification Guide

A. Anthony Bruno, CCIE #2738

Cisco Press

Cisco Press
201 West 103rd Street
Indianapolis, IN 46290 USA



CCIE Routing and Switching Exam Certification Guide
A. Anthony Bruno

Copyright© 2003 Cisco Systems, Inc.

Published by:

Cisco Press

201 West 103rd Street

Indianapolis, IN 46290 USA

All rights reserved. No part of this book may be reproduced or transmitted in any form or by any means, electronic or
mechanical, including photocopying, recording, or by any information storage and retrieval system, without written
permission from the publisher, except for the inclusion of brief quotations in a review.

Printed in the United States of America1234567890

First Printing July 2002

Library of Congress Cataloging-in-Publication Number: 20-01092525
ISBN: 1-58720-053-8

Warning and Disclaimer
This book is designed to provide information about the CCIE Routing and Switching written exam. Every effort has
been made to make this book as complete and as accurate as possible, but no warranty or fitness is implied.

The information is provided on an “as is” basis. The author, Cisco Press, and Cisco Systems, Inc. shall have neither
liability nor responsibility to any person or entity with respect to any loss or damages arising from the information
contained in this book or from the use of the discs or programs that may accompany it.

The opinions expressed in this book belong to the author and are not necessarily those of Cisco Systems, Inc.

Trademark Acknowledgments

All terms mentioned in this book that are known to be trademarks or service marks have been appropriately capitalized.
Cisco Press or Cisco Systems, Inc. cannot attest to the accuracy of this information. Use of a term in this book should
not be regarded as affecting the validity of any trademark or service mark.

Feedback Information

At Cisco Press, our goal is to create in-depth technical books of the highest quality and value. Each book is crafted
with care and precision, undergoing rigorous development that involves the unique expertise of members from the
professional technical community.

Readers’ feedback is a natural continuation of this process. If you have any comments regarding how we could
improve the quality of this book, or otherwise alter it to better suit your needs, you can contact us through e-mail at
feedback@ciscopress.com. Please make sure to include the book title and ISBN in your message.

We greatly appreciate your assistance.



Publisher

Editor-in-Chief

Executive Editor

Cisco Systems Management

Production Manager
Acquisitions Editor
Development Editor
Project Editor

Copy Editor
Contributing Author
Technical Editors

Team Coordinator

John Wait

John Kane

Brett Bartow
Michael Hakkert
Tom Geitner
Patrick Kanouse
Michelle Grandin
Andrew Cupp
San Dee Phillips
Christopher Mattison
Roy Spencer
Jennifer Carroll
Galina Pildush
Tammi Ross

Gina Rexrode

Louisa Klucznik
Octal Publishing, Inc.
Tim Wright

Book Designer
Cover Designer
Production Team
Indexer

Cisco SYSTEMS

®

Corporate Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000

800 553-NETS (6387)
Fax: 408 526-4100

European Headquarters
Cisco Systems Europe

11 Rue Camille Desmoulins
92782 Issy-les-Moulineaux
Cedex 9

France
http://www-europe.cisco.com
Tel: 33158046000

Fax: 33158 04 61 00

Americas Headquarters
Cisco Systems, Inc.

170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-7660

Fax: 408 527-0883

Asia Pacific Headquarters
Cisco Systems Australia,
Pty., Ltd

Level 17, 99 Walker Street
North Sydney

NSW 2059 Australia
http://www.cisco.com

Tel: +61 2 8448 7100
Fax: +61 2 9957 4350

Cisco Systems has more than 200 offices in the following countries. Addresses, phone numbers, and fax numbers are listed on
the Cisco Web site at www.cisco.com/go/offices

Argentina ® Australia ® Austria ® Belgium e Brazil ¢ Bulgaria ¢ Canada e Chile ¢ China ¢ Colombia ¢ Costa
Rica ¢ Croatia ® Czech Republic ® Denmark e Dubai, UAE e Finland ® France ® Germany ¢ Greece ®* Hong Kong
Hungary e India ¢ Indonesia ¢ Ireland e Israel o Italy e Japan e Korea ® Luxembourg e Malaysia ® Mexico
The Netherlands ® New Zealand ¢ Norway ¢ Peru e Philippines ® Poland ¢ Portugal e Puerto Rico ® Romania
Russia ® Saudi Arabia e Scotland e Singapore e Slovakia e Slovenia e South Africa e Spain ¢ Sweden
Switzerland ¢ Taiwan e Thailand e Turkey ¢ Ukraine ¢ United Kingdom e United States ¢ Venezuela ® Vietnam
Zimbabwe

Copyright © 2000, Cisco Systems, Inc. All rights reserved. Access Registrar, AccessPath, Are You Ready, ATM Director, Browse with Me, CCDA, CCDE, CCDP, CCIE, CCNA,
CCNP, CCSI, CD-PAC, CiscoLink, the Cisco NetWorks logo, the Cisco Powered Network logo, Cisco Systems Networking Academy, Fast Step, FireRunner, Follow Me Browsing,
FormShare, GigaStack, IGX, Intelligence in the Optical Core, Internet Quotient, IP/VC, iQ Breakthrough, iQ Expertise, iQ FastTrack, iQuick Study, iQ Readiness Scorecard, The
iQ Logo, Kernel Proxy, MGX, Natural Network Viewer, Network Registrar, the Networkers logo, Packet, PIX, Point and Click Internetworking, Policy Builder, RateMUX,
ReyMaster, ReyView, ScriptShare, Secure Script, Shop with Me, SlideCast, SMARTnet, SVX, TrafficDirector, TransPath, VlanDirector, Voice LAN, Wavelength Router,
‘Workgroup Director, and Workgroup Stack are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and Learn, Empowering the Internet Generation, are
service marks of Cisco Systems, Inc.; and Aironet, ASIST, BPX, Catalyst, Cisco, the Cisco Certified Internetwork Expert Logo, Cisco 10S, the Cisco 10S logo, Cisco Press, Cisco
Systems, Cisco Systems Capital, the Cisco Systems logo, Collision Free, Enterprise/Solver, EtherChannel, EtherSwitch, FastHub, FastLink, FastPAD, 10S, IP/TV, IPX,
LightStream, LightSwitch, MICA, NetRanger, Post-Routing, Pre-Routing, Registrar, StrataView Plus, Stratm, SwitchProbe, TeleRouter, are registered trademarks of Cisco Systems,
Inc. or its affiliates in the U.S. and certain other countries.

All other brands, names, or trademarks mentioned in this document or Web site are the property of their respective owners. The use of the word partner does not imply a partnership
relationship between Cisco and any other company. (0010R)



About the Author

A. Anthony Bruno is a Principal Consultant with International Network services and has over 11 years of experience in
the internetworking field. His network certifications include CCIE, CWNA, CCDP, CCNA-WAN, Microsoft MCSE,
Nortel NNCSS, Checkpoint CCSE, and Certified Network Expert (CNX) in Ethernet. As a consultant, he has worked
with many enterprise and service provider customers in the design, implementation, and optimization of large-scale
multiprotocol networks. Anthony has worked on the design of large company network mergers, wireless LANs, Voice
over IP, and Internet access. He formerly worked as an Air Force Captain in network operations and management. He
completed his B.S. degree in electrical engineering from the University of Missouri-Rolla in 1994 and his M..S. degree
in electrical engineering from the University of Puerto Rico-Mayaguez in 1990. Anthony is also a part-time instructor for
the University of Phoenix-Online, teaching networking courses.

Anthony is the co-author for the Cisco Press release CCDA Exam Certification Guide and a contributor and the lead
technical reviewer for the Cisco Press release Cisco CCIE Fundamentals: Network Design and Case Studies, Second
Edition. Anthony contributed a chapter to a Syngress publication titled Designing Wireless Networks. He has also
performed technical reviews of Cisco Press titles CID Exam Certification Guide and Internetworking Troubleshooting
Handbook.

About the Contributing Author

Roy Spencer is a Cisco Certified Network Associate for WAN switching and a Certified Cisco Systems Instructor with
over fifteen years experience in the education segment of the networking industry. He has worked as a course developer
for Cisco Systems, Inc., 3Com Corporation, and Nortel Networks Limited. Roy has written and taught classes on ATM
switch configuration, network management, router configuration, LAN switch configuration, SONET multiplexers,
Ethernet, and TCP/IP. He is currently employed as a course developer for a leading SONET optical switch manufacturer.
Roy was the contributing author for the ATM material in Chapter 5 of this book.

About the Technical Reviewers

Jennifer DeHaven Carroll, CCIE #1402, has planned, designed, and implemented many large networks over the past
thirteen years. She has also developed and taught network technology theory and implementation classes. Jennifer has a
bachelor of science degree in computer science from the University of California, Santa Barbara.

Galina Diker Pildush, CCIE #3176, INCIE #18, is with Juniper Networks, Inc. She provides training and course devel-
opment for Juniper Networks, the leading provider of Internet systems. After earning her master of science degree in
computer science, she worked for nineteen years for major, worldwide corporations in the areas of internetwork design,
architecture, network optimization, implementation, and project management and training.

Galina has been an academic teacher at York University, teaching computer science, data communications, and computer
network courses. Gaining extensive technical experience in internetworking and the Cisco line of products, she received
her Routing and Switching CCIE certification in 1997. Upon achieving her CCIE, Galina dedicated a majority of her
professional career to training and mentoring CCIE candidates by taking on the role of technical director for Netgun
Academy CCIE preparation program at Global Knowledge Network, Inc. Deploying her passion for teaching, Galina
taught a variety of Cisco courses. Upon joining Juniper Networks, Galina received one of the industry’s toughest certifi-
cations— Juniper Networks Certified Internet Expert (JNCIE). Galina continues to teach at Juniper, enjoying state-of-
the-art technology. Her areas of interest and specialization are ATM, internetwork design and optimization, VoIP, VPN,
MPLS, and Wireless technologies. One of Galina’s most recent publications is Cisco ATM Solutions from Cisco Press.
In addition to the demanding professional work, Galina, her husband, their two children, and their dog, who is a Canadian
Champion, enjoy spending those rare moments together traveling, skiing, and cycling.



Dedications

This book is dedicated to my parents, Augustus Anthony Bruno, Sr. and Iris Belia Bruno. Thanks for your guidance and
teaching during my “growing up” years. Dad: Thanks for the VIC20 computer. Also, I wish to dedicate this book to my
sister, Anjanette.



vi

Acknowledgments

This book would not have been possible without the efforts of many dedicated people. First, thanks to Andrew Cupp,
Development Editor, whose guidance and expertise has improved this book, making it a better test guide for the readers.
Thanks to Michelle Grandin, Acquisitions Editor, for giving me the opportunity to write this book. Thanks to Brett Bartow,
Executive Editor, for your guidance. And special thanks to John Kane, Editor-in-Chief, for getting me started with Cisco
Press in 1999.

Thanks to Roy Spencer for contributing the ATM material in the WAN chapter.

Thanks to the technical reviewers, Galina Pildush and Jennifer Carroll. Your advice and careful attention to detail signif-
icantly improved this book.

I also want to thank my boss of four years, Randy Kunkel, Managing Principal. Thanks for your support during this
time.

Finally, I wish to thank my loving wife, Ivonne, and our daughters, Joanne Nichole and Dianne Christine, for their sup-
port during the development of this book.



vii

Foreword

""The will to succeed is useless without the will to prepare'...Henry David Thoreau

The CCIE program is designed to help individuals, companies, industries, and countries succeed in an era of increasing
network reliance by distinguishing the top echelon of internetworking experts. If that sounds like a lofty mission, then
our standards for excellence are equally high.

To achieve the CCIE certification is to ascend the pinnacle of technical excellence in the IT profession. While CCIEs
inevitably gain extensive product knowledge on their way to certification, product training is not the program objective.
Rather, the focus is on identifying those experts capable of understanding and navigating the intricacies and potential
pitfalls inherent in end-to-end networking, regardless of technology or product brand.

The first step along the CCIE path is for individuals to take a challenging written exam designed to assess their knowledge
across a range of technologies and topologies relevant today. If their scores indicate expert-level knowledge, candidates
then proceed to the performance-based CCIE Certification Lab Exam. Administered only by Cisco Systems, this hands-on
exam truly distinguishes the CCIE program from all others. Candidates must demonstrate true mastery of internetworking
through a series of timed exercises under intense conditions simulating today’s mission-critical I'T world.

Becoming CCIE Certified requires significant investment in education and preparation by each candidate. Moreover,
arigorous and mandatory biyearly recertification process ensures the commitment is long lasting and helps guarantee
program integrity. These rigid requirements ensure that CCIEs are leaders with a proven and enduring commitment to
their career, the industry, and the process of ongoing learning.

Cisco does not require candidates to complete specific training in preparation for either the written exam or the perfor-
mance-based component of the CCIE certification process. The program is intended to identify hands-on experience
and acquired expertise rather than the completion of specified course work. If you have committed yourself to beginning
the journey toward achieving CCIE certification, CCIE Routing and Switching Exam Certification Guide can help
ensure that your valuable preparation time is invested wisely. By providing candidates with typical exam subject matter,
topic summaries, and practice and review questions that test the comprehensive networking knowledge expected, the
CCIE Routing and Switching Exam Certification Guide can greatly assist in certification preparation. It offers you com-
plete, late-stage exam preparation guidance that will enable you to assess your strengths and weaknesses and focus your
study where you need the most help.

Lorne Braddock
Director, CCIE Program Group
Cisco Systems, Inc.
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CHAPTER

CCIE Certification, Test
Preparation, and Using This Book

Cisco Certifications

So you have worked on Cisco routers and switches for a while and now want to get your
CCIE? There are several good reasons to do so. Cisco’s certification program allows net-
work analysts and engineers to demonstrate competence in different areas and levels of
internetworking. Cisco certification can help you land a job or increase your pay because
clients, peers, and superiors recognize you as a networking expert. CCIE certification is
regarded as the most difficult and rewarding of the internetworking industry.

This book covers all exam objectives for the CCIE Routing and Switching (R&S) written
test. The CCIE R&S Exam objectives are listed later in this chapter. You can find more
information on the CCIE R&S test by visiting the following web site and selecting CCIE
from the pull-down menu:

www.cisco.com/warp/public/10/wwtraining/

This book also covers the general networking objectives of the CCIE Communications and
Services (C&S) written test. The general networking objectives of the CCIE C&S test
are 50 percent of the total objectives for that test. The CCIE C&S general networking
objectives are listed later in this chapter. You can find more information on the CCIE
C&S test at the following web site:

www.cisco.com/warp/public/625/ccie/certifications/services.html

Cisco Certification Areas

Cisco divides its certification program into three major areas and provides specialist
certifications. Each area usually includes a certification at the associate, professional, and
expert level; the associate level certification is the lowest level and the expert level is the
highest. The areas and certifications are as follows:

® Network Installation and Support— According to Cisco’s web site, this path is for
“professionals who install and support Cisco technology-based networks in which
LAN and WAN routers and switches reside.” This book helps prepare you for the
CCIE R&S written exam. The certifications available in this track are as follows:

— CCIE Routing and Switching (CCIE R&S)
— Cisco Certified Network Professional (CCNP)
— Cisco Certified Network Associate (CCNA)
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® Network Engineering and Design— According to Cisco’s web site, this path is for
“professionals who design Cisco technology-based networks in which LAN and WAN
routers and switches reside.” The certifications available in this track are as follows:

— Cisco Certified Design Professional (CCDP)
— Cisco Certified Design Associate (CCDA)

® Communications and Services— According to Cisco’s web site, this path is for “profes-
sionals working with infrastructure or access solutions in a Cisco end-to-end environment
primarily within the telecommunications arena.” This book helps prepare you for the gen-
eral networking objectives of the CCIE C&S written test. The certifications available in
this track are as follows:

— CCIE Communications and Services (CCIE C&S)
— Cisco Certified Internetwork Professional (CCIP)

® Cisco Qualified Specialist— According to Cisco’s web site, if you achieve an associate
level of certification, you can “demonstrate competency in specific technology areas,
solutions, and/or job roles” with a CQS certification. You can become a Cisco Qualified
Specialist in each of the following areas. Please note that some of these carry Cisco
certification prerequisites:

— Cable
— Internet Solutions
— Security
— SNA/IP
— IP Telephony
You can find more information on Cisco certifications at the following web site:

www.cisco.com/warp/public/10/wwtraining/certprog/

CCIE Certifications

The three CCIE certifications are as follows:
® CCIE Routing and Switching (CCIE R&S)
® CCIE Communications and Services (CCIE C&S)
® CCIE Security

This book prepares you for the written portion of the CCIE R&S exam and the general
networking topics of the written portion of the CCIE C&S exam.
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CCIE R&S

The CCIE R&S certification is the traditional CCIE certification that involves routing and LAN/
WAN switching. The CCIE candidate must pass a two-hour written qualification test and a
hands-on one-day lab test to become a CCIE.

R&S Written Test

The R&S written test is a 100 multiple-choice question closed-book exam. You have two hours
to complete the test. You can take the test at Prometric or VUE testing centers. Prometric’s web
site is at www.2test.com and VUE’s web site is at www.vue.com/cisco. The test costs $300 US.

Pass marks are set using statistical analysis—usually varying between 65 and 75 percent for a
passing score. The more testers that pass the test, the higher the passing score; if the number of
passing testers decreases, the passing score decreases accordingly.

The exam blueprint is a guideline of the subjects that might appear in the test. The CCIE R&S
blueprint is covered later in this chapter. The test includes Cisco device operation, general
networking theory, bridging and LAN switching, LAN and WAN media, IP theory, IP routing
protocols, performance and traffic management, security, and multiservice.

CCIE C&S

The CCIE C&S certification replaces the CCIE WAN Switching and CCIE Internet service
provider (ISP)-Dial certification. The CCIE C&S candidate must pass a two-hour written
qualification test and a hands-on one-day lab test.

The CCIE C&S track consists of a variety of written exams that share one common lab. Only
one of the written tests is taken before the lab. Each written exam consists of 50 percent of
general knowledge topics and 50 percent of the concentration area. The concentration areas and
test numbers are as follows:

®  Optical

® Cable

® DSL *beta

®  WAN Switching *beta

® Dial (not available yet)

®  Wireless (not available yet)
®  Voice (not available yet)

® Content Networking (not available yet)
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CCIE C&S Written Exam General Knowledge Blueprint

Half of each C&S written test contains questions from the general knowledge blueprint. The
general knowledge blueprint is a subset of the CCIE R&S blueprint. The CCIE C&S general
knowledge blueprint includes the following: Cisco device operation, general networking
theory, bridging and LAN switching, WAN media, IP theory, IP routing protocols, and
performance management. This book helps prepare you for the general knowledge portion of
the CCIE C&S exam. The CCIE C&S general knowledge blueprint is described in the next
section.

CCIE Written Exam Objectives

This section provides tables that cover the CCIE written exam objectives from the published
blueprint and the corresponding chapters in this book that cover those objectives. Two tables
are included: one for the CCIE R&S written exam and one for the general knowledge portion
of the CCIE C&S exam.

CCIE R&S Written Exam Objectives

Table 1-1

Table 1-1 lists the CCIE R&S exam objectives and the corresponding chapters in this book that
cover those objectives.

CCIE R&S Written Exam Objectives

Exam Objective Chapter
I. Cisco Device Operation

Commands —show, debug 3
Infrastructure—NVRAM, Flash, memory and CPU, file system, configuration register 3
Operations —File transfers, password recovery, Simple Network Management Protocol 3

(SNMP), accessing devices, security (passwords)

Il. General Networking Theory

OSI model—Layer comparisons, functions 2

General routing concepts — Split horizon, link-state, difference between switching and 2
routing, summarization, link-state versus distance vector, loops, tunneling

Standards — 802 .x, protocol limitations 4

Protocol mechanics — Windowing/Acknowledgments (ACK), fragmentation, maximum 6
transmission unit (MTU), handshaking, termination




CCIE Written Exam Objectives 7

Table 1-1

CCIE R&S Written Exam Objectives (Continued)

Exam Objective Chapter
lll. Bridging and LAN Switching

Transparent Bridging— IEEE/DEC spanning tree, translational, integrated routed and 4
bridging (IRB), concurrent routing and bridging (CRB), access lists, Multiple Instances of
Spanning Tree (MISTP)

Source-route bridging (SRB)—Source-route translational bridging (SR/TLB), source-route 4
transparent bridging (SRT), data-link switching (DLSw), remote source-route bridging

(RSRB), access lists

LAN switching— Trunking, VLAN Trunk Protocol (VTP), virtual LANs (VLANS), Fast 4
Ether Channel (FEC), Cisco Discovery Protocol (CDP)

LANE—LAN Emulation Client (LEC), LAN Emulation Server (LES), broadcast and 4
unknown server (BUS), LAN Emulation Configuration Server (LECS), Simple Server

Redundancy Protocol (SSRP)

Security —Private VLANs 4
IV. Internet Protocol

Addressing— Classless interdomain routing (CIDR), subnetting, Address Resolution 6
Protocol (ARP), Network Address Translation (NAT), Hot Standby Router Protocol (HSRP)
Services—Domain Name System (DNS), Bootstrap Protocol (BOOTP), Dynamic Host 6
Configuration Protocol (DHCP), Internet Control Message Protocol (ICMP)

Applications —Telnet, File Transfer Protocol (FTP), Trivial File Transfer Protocol (TFTP) 6
Transport— IP fragmentation, sockets, ports 6
IP access lists 10
1IPv6 6
V. IP Routing Protocols

Open Shortest Path First (OSPF): 8

Design— Areas, virtual links, stub areas, not-so-stubby areas (NSSA), area border router
(ABR)/autonomous system boundary router (ASBR) redistributions, media dependencies,
external versus internal, summarization

Operation— Designated router (DR), backup designated router (BDR), adjacencies, link-
state advertisement (LSA) types, link-state database, shortest path first (SPF) algorithm,
authentication

continues
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Table 1-1

CCIE R&S Written Exam Objectives (Continued)

Exam Objective

Chapter

Border Gateway Protocol (BGP):

Design—peer groups, route reflectors, confederations, clusters, attributes, autonomous
systems

Operation—route maps, filters, neighbors, decision algorithm, Interior Border Gateway
Protocol (IBGP), Exterior Border Gateway Protocol (EBGP)

9

Enhanced Interior Gateway Routing Protocol (EIGRP)—Metrics, mechanics, and design

Intermediate System-to-Intermediate System (IS-IS)—Metrics, mechanics, and design

Routing Information Protocol version 1 (RIPv1) and Routing Information Protocol version 2
(RIPv2)—Metrics, mechanics, and design

Access lists—distribute lists, route maps, policy routing, redistribution, route tagging

10

Dial-on-demand routing (DDR)— Dial backup

VI. Desktop Protocols

Internetwork Packet Exchange (IPX)—Netware Link Services Protocol (NLSP), IPX-
Routing Information Protocol/Services Advertisement Protocol, IPX-EIGRP, Sequenced
Packet Exchange (SPX), Network Control Protocol (NCP), IPXWAN, IPX addressing, Get
Nearest Server (GNS), Novell Directory Services (NDS) (routing and mechanisms), access
control lists

12

Windows/NT—NetBIOS, browsing, domain controller (e.g. WINS), access control lists

12

VII. Quality of Service (QoS)

Fancy queuing, Packet over Sonet (PoS) and IP Precedence, class of service (CoS), Weighted
Round Robin/queue scheduling, shaping versus policing (rate limiting)/Committed Access
Rate (CAR), Network-Based Application Recognition (NBAR), 802.1x, Differentiated
Services Code Point (DSCP)

VIil. WAN (Addressing, Signaling, Framing)

Integrated Services Digital Network (ISDN)—Link Access Procedure on the D channel
(LAPD), Basic Rate Interface (BRI)/Primary Rate Interface (PRI) framing, signaling,
mapping, Network Termination type 1 (NT1), dialer map, interface types, B/D channels,
channel bonding

Frame Relay —Local Management Interface (LMI), data link connection identifier (DLCI),
permanent virtual circuit (PVC), framing, traffic shaping, forward explicit congestion
notification (FECN), backward explicit congestion notification (BECN), CIR, discard
eligible (DE), mapping, compression

X.25—Addressing, routing, Link Access Procedure Balanced (LAPB), error control/
recovery, windowing, signaling, mapping, switched virtual circuit (SVC)/permanent virtual
circuit (PVC), protocol translation
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Table 1-1

CCIE R&S Written Exam Objectives (Continued)

Exam Objective Chapter
ATM—SVC/ PVC, ATM adaptation layer (AAL), Service Specific Connection Oriented 5
Protocol (SSCOP), User-Network Interface (UNI)/Network-Network Interface (NNI),

Interim Local Management Interface (ILMI), cell format, QoS, RFC 1483 and 1577, Private
Network-Network Interface (PNNI), mapping

Physical Layer— Synchronization, Synchronous Optical Network (SONET), T1, E1, 5
encoding

Leased Line Protocols—High-level data link control (HDLC), Point-to-Point Protocol 5
(PPP), asynchronous lines and modems, compression

PoS (Packet over SONET/SDH) 5
Dynamic Packet Transport (DPT)/spatial reuse protocol (SRP) 5
IX. LAN

Data-link layer— Addressing, 802.2 4
Ethernet/Fast Ethernet/Gigabit Ethernet—Encapsulation, carrier sense multiple access 4
collision detect (CSMA/CD), topology, speed, controller errors, limitations

Token Ring—Token passing, beaconing, active monitor, ring insertion, soft and hard errors, 4
encapsulation, topology, MTU, speed, limitations

Wireless/802.11b 4
X. Security

Authentication, authorization, and accounting (AAA), Terminal Access Controller Access 12
Control System (TACACS), and RADIUS —General concepts, usage, comparisons

Firewalls—PIX, access lists, Demilitarized Zones (DMZ) 12
Encryption— Public/private key, Data Encryption Standard (DES) 12
XI. Multiservice

Voice/Video—H.323, codecs, Signaling System 7 (SS7), Real-Time Transport Protocol 12
(RTP), RTP Control Protocol (RTCP), Session Initiation Protocol (SIP)

Multiprotocol Label Switching (MPLS) 11
XII. IP Multicast

Internet Group Management Protocol (IGMP)/Cisco Group Management Protocol 10
(CGMP)—IGMPv1, IGMPv2, designated querier

Addressing—Group addresses, admin group, link-local L3-to-L2 mapping 10
Distribution Trees— Shared trees, source trees 10
Protocol Independent Multicast-Sparse Mode (PIM-SM) Mechanisms—Joining, pruning 10
PIM state, Mroute table

Rendezvous Points (RP)— Auto-RP, Bootstrap Router (BSR) 10
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CCIE C&S Written Exam General Knowledge Objectives
Table 1-2 lists the CCIE C&S general knowledge objectives from the published blueprint and

Table 1-2

the corresponding chapters in this book that cover those objectives.
CCIE C&S Written Exam General Knowledge Objectives

C&S General Knowledge Objective Chapter
I. Cisco Device Operation

Commands —show, debug 3
Infrastructure —NVRAM, Flash, memory and CPU, file system, configuration register 3
Operations — File transfers, password recovery, Simple Network Management Protocol 3
(SNMP), accessing devices, security (passwords)

Il. General Networking Theory

OSI model —Layer comparisons, functions 2
General Routing Concepts— Split horizon, difference between switching and routing, 2
summarization, link-state versus distance vector, loops, tunneling

Protocol Comparisons— Internet Protocol (IP) versus Internetwork Packet Exchange (IPX), 6
Transmission Control Protocol (TCP), User Datagram Protocol (UDP)

Standards — 802 x, protocol limitations 4
Protocol Mechanics— Windowing/Acknowledgments (ACK), fragmentation, maximum 6
transmission unit (MTU), handshaking, termination

lll. Bridging and LAN Switching

Transparent Bridging— IEEE/DEC spanning tree, translational, Configuration Bridging 4
Protocol Data Unit (BPDU), integrated routing and bridging (IRB), Concurrent Routing and
Bridging (CRB), access lists

LAN Switching— Trunking, VLAN Trunk Protocol (VTP), Inter-Switch Link (ISL), virtual 4
LANs (VLANS), Fast Ether Channel (FEC), Cisco Discovery Protocol (CDP)

IV. Internet Protocol

Addressing— Classless interdomain routing (CIDR), subnetting, Address Resolution 6
Protocol (ARP), Network Address Translation (NAT), Hot Standby Router Protocol (HSRP)
Services—Domain Name System (DNS), Bootstrap Protocol (BOOTP), Dynamic Host 6
Configuration Protocol (DHCP), Internet Control Message Protocol (ICMP)

Applications — Telnet, File Transfer Protocol (FTP), Trivial File Transfer Protocol (TFTP) 6
Transport— IP fragmentation, sockets, ports 6
IP access lists 10
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Table 1-2

CCIE C&S Written Exam General Knowledge Objectives (Continued)

C&S General Knowledge Objective

Chapter

V. IP Routing Protocols

Open Shortest Path First (OSPF):

Design—areas, virtual links, stub areas, not-so-stubby areas (NSSA), area border router
(ABR)/ autonomous system boundary router (ASBR) redistributions, media dependencies,
external versus internal, summarization

Operation— Designated router (DR), backup designated router (BDR), adjacencies, link-
state advertisement (LSA) types, link-state database, shortest path first (SPF) algorithm,
authentication

Border Gateway Protocol (BGP):

Design— Peer groups, route reflectors, confederations, clusters, attributes, AS autonomous
systems

Operation—Route maps, filters, neighbors, decision algorithm, Interior Border Gateway
Protocol (IBGP), Exterior Border Gateway Protocol (EBGP)

Multiprotocol Label Switching (MPLS)

11

Enhanced Interior Gateway Routing Protocol (EIGRP)—Metrics, mechanics, and design

Intermediate System-to-Intermediate System (IS-IS)—Metrics, mechanics, and design

Routing Information Protocol version 1 (RIPv1) and Routing Information Protocol version 2
(RIP v2)—Metrics, mechanics, and design

Multicast— Design, Protocol Independent Multicast (PIM)—both sparse and dense,
Distance Vector Multicast Routing Protocol (DVMRP), Internet Group Management
Protocol (IGMP)

Access lists— Distribute lists, route maps, policy routing, redistribution, route tagging

VI. Performance Management

Traffic Management— Queuing, weighted fair queuing (WFQ), Resource Reservation
Protocol (RSVP), traffic shaping, load balancing

11

VIl. WAN (Addressing, Signaling, Framing)

ISDN —Link Access Procedure on the D channel (LAPD), Basic Rate Interface (BRI)/
Primary Rate Interface (PRI) framing, signaling, mapping, dialer map, interface types, B/D
channels, PPP Multilink

Frame Relay —Local Management Interface (LMI), data-link connection identifier (DLCI),
permanent virtual circuit (PVC), framing, traffic shaping, forward explicit congestion
notification (FECN), backward explicit congestion notification (BECN), CIR, discard
eligible (DE), mapping, compression

continues
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Table 1-2

CCIE C&S Written Exam General Knowledge Objectives (Continued)

C&S General Knowledge Objective Chapter

ATM —Switched virtual connection (SVC)/permanent virtual connection (PVC), ATM 5
adaptation layer (AAL), Service Specific Connection Oriented Protocol (SSCOP), User-

Network Interface (UNI)/Network-Network Interface (NNI), Interim Local Management

Interface (ILMI), cell format, quality of service (QoS), RFC 1483 and 1577, Private
Network-Network Interface (PNNI), Interim-Interswitch Signaling Protocol (IISP), mapping

Test Preparation, Test-Taking Tips, and Using This Book

This section contains recommendations that can increase your probability of passing the CCIE
written exam.

If you do not already have the CCNA certification, you should pursue that certification before
you attempt the CCIE tests. Even though CCNA certification is not a CCIE prerequisite,
achieving CCNA certification gives you a chance to become familiarized with Cisco’s
computer-based test taking procedures and with Cisco test questions. Preparing for the CCNA
exam helps you identify internetworking topics you might not be familiar with and that you
need to master to become a CCIE.

Additional suggestions for using this book and preparing for the exam are as follows:

® Read the test objectives listed in this chapter and thoroughly read the chapters on topics
that you are not familiar with. Use the assessment tools provided in this book to identify
areas where you need additional assistance. The assessment tools include the “Do I Know
This Already?” quizzes, the Q & A questions, and the sample exam questions on the
CD-ROM.

® Take all quizzes in this book and review the answers and the answer explanations. It is not
enough to know the correct answer. You must also know why it is correct and why the
others are incorrect. Retake the chapter quizzes until you pass with 100 percent.

® Take the CD-ROM test in this book and review the answers. Use your results to identify
areas where you need additional preparation.

® Review other documents, RFCs, and Cisco’s web site for additional information. If an
outside source is referenced in this book, it’s a good idea to spend some time looking at
it. Remember, this book doesn’t teach you everything you need to know for the exam, but
it does help you identify the areas you need to spend more time on.

Review the command-line interface environment on Cisco routers and switches.

® Review the chapter questions and CD-ROM questions the day before your scheduled test.
Review each chapter’s “Foundation Summary” when you are making your final
preparations.
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Arrive at least 20 minutes before your test time so that you have time to register and glance
through your notes before taking the test.

When taking your test, mark questions that you are unsure of, and return to those
questions after you complete all 100 questions.



This chapter covers the following topics needed to master the CCIE Routing and Switching
(R&S) written exam:

® OSlI reference model —The seven layers of the OSI reference model and protocols at
each layer

® Numeric conversion— The numeric conversion between binary, decimal, and
hexadecimal numbers

® General routing concepts — The hierarchical model for networks, general network
devices, routing protocol types and characteristics, and routing protocol metrics



CHAPTER

Networking Concepts Review

This chapter reviews the OSI model for data communication. General networking concepts,
such as routers, bridges, and routing concepts are discussed. Number conversion among
binary, hexadecimal, and decimal format is reviewed. It might seem that this chapter covers
a little of everything, but all concepts in this chapter provide the foundation you need to
master for the topics presented in the chapters that follow.

“Do | Know This Already?” Quiz

The purpose of this assessment quiz is to help you determine how to spend your limited
study time. If you can answer most or all of these questions, you might want to skim the
Foundation Topics section and return to it later as necessary. Review the Foundation
Summary section and answer the questions at the end of the chapter to ensure that you have
a strong grasp of the material covered. If you intend to read the entire chapter, you do not
necessarily need to answer these questions now. If you find these assessment questions
difficult, read through the entire Foundation Topics section and review it until you feel
comfortable with your ability to answer all the Q & A questions at the end of the chapter.
The following questions are repeated at the end of the chapter in the Q & A section with
additional questions to test your mastery of the material.

Select the best answer. Answers to these questions are in the Appendix, “Answers to Quiz
Questions.”

1 Routers limit network traffic by controlling what?

a. DNS

b. Broadcast domain

¢. Microsoft broadcast domains
d. Novell SAP broadcasts

2 Which layer of the OSI model is responsible for converting frames into bits and bits
into frames?

a. Network layer
b. Physical layer
c. Data-link layer
d. LLC layer
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3 Which scheme suppresses a route announcement out an interface from which the route
was learned?

a. Holddowns
b. Split horizon
c. Poison reverse
d. Passive interface
4 Convert the following IP address into dotted decimal format:
10100010001011010001100111000000
a. 162.46.24.128
b. 162.45.25.92
c. 161.4525.192
d. 162.45.25.192
5 List the routing protocols that support VLSM.
a. IGRP, EIGRP, OSPF, IS-IS
b. RIPv2, EIGRP, OSPF, IS-IS
c. EIGRP, OSPF, IS-IS, IGRP
d. EIGRP, OSPF, RIPv2, IGRP

6 When you have configured your router for EIGRP routing, how do you configure the
gateway of last resort?

a. Use the ip default-gateway command.
b. Use the ip-default gateway command.
c. Use the ip default-network command.
d. Use the ip default-gateway-network command.

7 If a Token Ring has been configured with ring number 24, what is its hexadecimal
equivalent?

a. 0x18
b. 0x24
c. Ox16
d. 0x10
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10

11

12

Which layer of the hierarchical design model implements access lists, distribution lists,
route summarization, VLAN routing, security policy, and address aggregation?

a. Session layer

b. Distribution layer

c. Transport layer

d. Core layer

Which routing protocol periodically sends its routing table to its neighbors?
a. Hierarchical routing protocol

b. Hybrid routing protocol

c. Link-state routing protocol

d. Distance vector routing protocol

The switch functions of blocking and forwarding, which are based on MAC address,
operate in which layer of the OSI model?

a. Layer 3

b. Network layer

c. Data-link layer

d. Layer 1

Which is the best measurement of reliability and load of an interface?
a. Rely 255/255, load 1/255

b. Rely 255/255, load 255/255

c. Rely 1/255, load 1/255

d. Rely 1/255, load 255/255
Which OSI layer deals with frames?
a. Physical layer

b. Layer 4

c. Network layer

d. Data-link layer
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13 Which type of routing protocol do you use between autonomous systems?

a. Interior Gateway Protocol

o

. Exterior gateway protocol
c. Interior Gateway Routing Protocol
d. Nonrouting exterior gateway protocol

14 Which layer of the OSI model is concerned with data representation, data compression
schemes, encryption, and voice coding?

a. Session layer
b. Presentation layer
c. Data-link layer

d. Physical layer

15 Which metric is concerned with the time a packet takes to travel from one end to another
in the internetwork?

a. Cost

b. Reliability
c. Delay

d. Load
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Foundation Topics

The OSI Reference Model

Figure 2-1

The discussion of the Open Systems Interconnection (OSI) model is always a mandatory topic
in any internetworking book. The CCIE candidate must understand the OSI model, and in
which OSI layer different networking protocols reside. The OSI model was developed by the
International Standards Organization (ISO) in 1984 to describe the flow of data on a network.
The model describes seven layers that start with the physical connection and end with the
application. As shown in Figure 2-1, the seven layers are as follows: physical, data-link,
network, transport, session, presentation, and application.

Seven-Layer OSI Model

Layer OSI Layer
Number  Name

| 7 |Application|
6 |Presentation|
5 | Session |

|
|
|
4 || Transport |
|
|
|

3 | Network |
2 | Data Link |
1 || Physical |

The OSI model divides the tasks involved in moving data into seven smaller, more manageable
layers. Each layer is more or less self-contained so that each layer can be implemented
independently. You can run an application over the IP (Layer 3), Ethernet (Layer 2), Frame
Relay (Layer 2), or Gigabit Ethernet (Layer 2). As the packets route through the Internet, the
Layer-2 media changes independently from the upper-layer protocols. The OSI model helps
standardize the design and construction of the networks for developers and hardware
manufacturers, and also helps network engineers and analysts with a framework for the
understanding of internetworking.

Layered implementations of internetworking technologies do not necessarily map directly to
the OSI model. The TCP/IP architecture model only describes four layers, with the upper-layer
mapping to the three upper layers of the OSI model (application, presentation, and session). The
development of IP predates the OSI model. For a more thorough discussion of the TCP/IP
model, see Chapter 6, “Internet Protocols.”
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The following sections provide a description and sample protocols of each OSI layer.

Physical Layer (OSI Layer 1)

The physical layer describes the transportation of raw bits over the physical media. It defines
signaling specifications and cable types and interfaces. The physical layer also describes
voltage levels, physical data rates, and maximum transmission distances. In general, the
physical layer deals with the electrical, mechanical, functional, and procedural specifications
for physical links between networked systems.

Examples of physical layer specifications are the following:
® EIA/TIA-232
® EIA/TIA-449
® V35
® RJ-45

® Maximum cable distances of the Ethernet family, Token Ring, and FDDI

Data-Link Layer (OSI Layer 2)

Figure 2-2

This layer is concerned with the reliable transport of data across a physical link. Data at this
layer is formatted into frames. Data-link specifications include the following: sequencing of
frames, flow control, synchronization, error notification, physical network topology, and
physical addressing. This layer converts frames into bits when sending information and
converts bits into frames when receiving information from the physical media. Bridges and
switches operate in the data-link layer.

Because of the complexity of this OSI layer, the IEEE subdivides the data-link layer into two
sublayers for local-area networks. Figure 2-2 shows how Layer 2 is subdivided. The upper layer
is the Logical Link Control (LLC) sublayer, which manages the communications between
devices. The lower layer is the Media Access Control (MAC) sublayer, which manages protocol
access to the physical media. Devices that operate in this layer can contain a unique physical
MAC address. These sublayers are discussed in more detail in Chapter 4, “Local-Area
Networks and LAN Switching.”

1EEFE Data-Link Sublayers

IEEE 802
OSI Model Specifications

LLC Sublayer
MAC Sublayer

Data-Link Layer
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Examples of data-link layer technologies are the following:

Frame Relay

Asynchronous Transport Mode (ATM)
Synchronous Data Link Control (SDLC)
High-level data-link control (HDLC)

IEEE 802.3z and IEEE 802.3ab (Gigabit Ethernet)
IEEE 802.3u (Fast Ethernet)

Ethernet version 2

Integrated Services Digital Network (ISDN)
Point-to-Point Protocol (PPP)

Token Ring

Spanning-Tree Protocol (STP)

Network Layer (OSI Layer 3)

The network layer is concerned with the routing of information and methods to determine paths
to a destination. Information at this layer is called packets. Specifications include routing
protocols, logical network addressing, and packet fragmentation. Routers operate in this layer.
The CCIE lives and dies in this layer.

Examples of network layer specifications are the following:

Internet Protocol (IP)

Routing Information Protocol (RIP)

Open Shortest Path First (OSPF)

Enhanced Interior Gateway Routing Protocol (EIGRP)
Internetwork Packet Exchange (IPX)

Connectionless Network Protocol (CLNP)

Transport Layer (OSI Layer 4)

The transport layer provides reliable, transparent transport of data segments from upper layers.
It provides end-to-end error checking and recovery, multiplexing, virtual circuit management,
and flow control. Messages are assigned a sequence number at the transmission end. At the

receiving end the packets are reassembled, checked for errors, and acknowledged. Flow control



22 Chapter 2: Networking Concepts Review

manages the data transmission to ensure that the transmitting device does not send more data
than the receiving device can process.

Examples of transport layer specifications are the following:

Transmission Control Protocol (TCP)
Real-Time Transport Protocol (RTP)
Sequenced Packet Exchange (SPX)
AppleTalk’s Transaction Protocol (ATP)

User Datagram Protocol (UDP) (provides unreliable transport at this layer with less
overhead than TCP)

Session Layer (OSI Layer 5)

The session layer provides a control structure for communication between applications. It
establishes, manages, and terminates communication connections called sessions. Communi-
cation sessions consist of service requests and responses that occur between applications on dif-
ferent devices. The management of sessions involves the synchronization of dialog control by
using checkpoints in the data stream.

Examples of specifications that operate at the session layer are the following:

NetBIOS

Real-Time Control Protocol (RTCP)

Session Control Protocol (SCP)

AppleTalk’s Zone Information Protocol (ZIP)
DECnet’s Session Control Protocol (SCP)
H.323,H.245,H.225

Real-Time Control Protocol (RTCP)

Presentation Layer (OSI Layer 6)

The presentation layer provides data representation with a variety of coding and conversion
functions. These functions ensure that data sent from a sending application on one system is
readable by the application layer on another system. This layer provides the conversion of
character representation formats, data compression schemes, and encryption schemes. Voice
coding schemes are specified at this layer.
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Examples of specifications that operate at the presentation layer are the following:
® Abstract Syntax Notation 1 (ASN.1)
® ASCH
® EBCDIC
®  Motion Picture Experts Group (MPEG)
®  Graphics Interchange Format (GIF)
® Joint Photographic Experts Group (JPEG)
® Tagged Image File Format (TIFF)
® G.711,G.729a,G.726,G.728

Application Layer (OSI Layer 7)

The application layer provides the user or operating system access to the network services. It
interacts with software applications by identifying communication resources, determining
network availability, and distributing information services. It also provides synchronization
between the peer applications that reside on separate systems.

Examples of application layer specifications are the following:
® Telnet
® File Transfer Protocol (FTP)
® Simple Mail Transfer Protocol (SMTP)
® Simple Network Management Protocol (SNMP)
® Network File System (NFS)
® Association Control Service Element (ACSE)

® Remote Operations Service Element (ROSE)

Example of Layered Communication

If you use a Telnet application, Telnet maps into the top three layers of the OSI model. Figure
2-3 shows that a user on Host 1 enables the Telnet application to access a remote host (Host 2).
The Telnet application provides a user interface (application layer) to network services. As
defined in Request For Comments (RFC) 854, ASCII is the default code format used (presen-
tation layer). There is no session layer defined for Telnet; it is not an OSI protocol. Per the RFC,
Telnet uses TCP for connectivity (transport layer). The TCP segment gets placed into an IP
packet (network layer) with a destination IP address of Host 2. The IP packet gets placed into
an Ethernet frame (data-link layer), which is converted into bits, and sent onto the wire (phys-
ical layer).
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Figure 2-3

Telnet Example

T

| |p| TCP | Data |Packet Host 1 Host 2 | P | TCP | Data |Packet

[ 8023 [iP|[TcP| Data | ? —I—"’ [s023 [p[TcP| Data |
|

Ethernet 1 L Ethernet 2

g &9

Router 1 Serial Link Router 2
[P] TcP | Dam | [Hoc [P]TcP|  Dam | [P| Tcp | Data
Destination IP? Destination IP?

When the frame arrives to Router 1, it converts the bits into a frame, removes the frame headers
(data link), checks the destination IP address (network), places a serial link header to the packet,
which makes it a serial frame, and forwards the frame to the serial link (data link), which sends
it as bits.

Router 2 receives the bits, converts to a frame, removes the serial encapsulation headers, checks
the destination IP address (network), adds an Ethernet header to the packet, which makes it a
frame, and places a frame on Ethernet 2 (data link). Host 2 receives bits (physical) from the
Ethernet cable and converts the bits into a frame (data link). Then, the IP protocol is examined
and the packet data is forwarded to TCP, which checks the segment number for errors and
forwards the segment to TCP port 23 (Telnet), which is the application.

Numeric Conversion

This section focuses on the techniques used to convert between decimal, binary, and hexadecimal
numbers. Although there might not be a specific question on the exam that asks you to convert
a binary number to decimal, you need to know how to convert these numbers to complete
problems on the test. A diagram might show a Token Ring with a decimal number but the RIF
might be shown as hexadecimal. An IP address might be shown as binary or in dotted decimal
format. Some show commands have output information in hexadecimal or binary formats. As
a CCIE candidate, you must be prepared.
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Hexadecimal Numbers

The decimal numeric system that is commonly used has 10 numeric digits, O through 9. After
9, you use 2 digits starting at 10 and then cycle the right-most digits from O through 9 again.
The hexadecimal numeric system follows this same concept, but instead of 10 digits, there are
16 digits. Table 2-1 shows the hexadecimal digits and their decimal equivalent.

Table 2-1 Hexadecimal Digits

Hexadecimal Digits

Decimal Value

0 0
1 1
2 2
3 3
4 4
5 5
6 6
7 7
8 8
9 9
A 10
B 11
C 12
D 13
E 14
F 15
10 16

Hexadecimal Representation

It is common to represent a hexadecimal number with Ox before the number so that it is not
confused with a decimal number. The hexadecimal number of decimal 16 is written as 0x10,
not 10. Another method is to use an h subscript to the right of the number, such as 10;,. It is also
common to use the term hex when speaking of hexadecimal. You will use hex in much of the

text that follows.
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Converting Decimal to Hexadecimal

First things first, memorize Table 2-1. For larger numbers, there are two methods. The first
method is to convert decimal to binary and then from binary to hex. The second method is to
divide the decimal number by 16; the residual is the right-most bit. Then keep dividing until the
number is not divisible. For the first method, use the schemes described in later sections. For
the second method, follow the examples described here.

First, divide the decimal number by 16. The residual is the first digit. If the result is not divisible
by 16, you are done; the result and the residual are the hex number. If the division result is still
divisible by 16, follow the procedure again. This becomes clearer with the following examples.

Conversion Example 1: Convert 26 to Its Hex Equivalent

Divide by 16:
1

16 | 26

16
10 = An

Answer: 1Ap

Conversion Example 2: Convert 96 to Its Hex Equivalent

Not divisible by 256; divide by 16:
6

16 | 96

-96
0=0n

Answer: 60n
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Conversion Example 3: Convert 375 to Its Hex Equivalent

Divide by 16 first:
23

16 | 375
32

55

48

7

Now divide 23 by 16:

1
16 | 23
-16
7

Now take the residual from the first division (7) and concatentate it
with the residual from the second division (7), plus the result of the
second division (1), and the answer is 177.

Conversion Example 4: Convert 218 to Its Hex Equivalent

Divide by 16:
13 =Dy

16 | 218
-16
58
-48
10 = Ay

Answer: DAp

Converting Hexadecimal to Decimal

To convert a hex number to decimal, take the right-most digit and convert it to decimal (i.e.,

0xC=12). Then add this number to the second right-most digit X 16 and the third rightmost digit
% 256. Don’t expect to convert numbers larger than 255 on the CCIE written exam because the
upper limit of IP addresses in dotted decimal format is 255, although Token Ring numbers do

reach 4096. Some examples follow.

Conversion Example 5: Convert 177, to Decimal

1 x 256 = 256
7x 16=112
7x 1= 7

3754
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Conversion Example 6: Convert 60, to Decimal

6x16= 96
O0x 1=_0
964
Conversion Example 7: Convert 100;, to Decimal
1 x 256 = 256
Ox 16= 0
Ox 1=_0
2564
Conversion Example 8: Convert 1DAy, to Decimal
1 x 256 =256
13x 16=208
10x 1= 10
4744

An Alternate Method to Convert from Hex to Decimal
Another way to convert is to go from hex to binary and then binary to decimal.

Binary Numbers

Table 2-2

The binary number system uses two digits: 1 and 0. Binary numbers are primarily used by
computer systems. IP addresses and MAC addresses are represented by binary numbers. The
number of binary 1s or Os is the number of bits. For example, 01101010 is a binary number
with 8 bits. An IP address has 32 bits and a MAC address has 48 bits. Table 2-2 shows that IP
addresses are usually represented in dotted decimal format; therefore, it is helpful to know how
to covert between binary and decimal numbers. MAC addresses are usually represented in
hexadecimal numbers; therefore, it is helpful to know how to covert between binary and
hexadecimal numbers.

Binary Representation of IP and MAC Addresses

Binary Dotted Decimal = Hexadecimal
IP Address 00101000 10001010 01010101 10101010  40.138.85.170
Mac Address 00001100 10100001 10010111 01010001 0C:A1:97:51:01:91

00000001 10010001
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The CCIE candidate needs to memorize Table 2-3, which shows numbers from O to 16 in
decimal, binary, and hexadecimal formats.

Table 2-3 Decimal, Binary, and Hexadecimal Numbers

Decimal Value Hexadecimal Binary
0 0 0000
1 1 0001
2 2 0010
3 3 0011
4 4 0100
5 5 0101
6 6 0110
7 7 0111
8 8 1000
9 9 1001
10 A 1010
11 B 1011
12 C 1100
13 D 1101
14 E 1110
15 F 1111
16 10 10000

Converting Binary to Hexadecimal

To convert binary numbers to hex, group the bits into groups of four, starting with the right-
justified bits. Groups of four bits are usually called nibbles. Each nibble has a hex equivalent.
The following are some examples.

Conversion Example 9: Convert 0010011101 to Hex

Group the bits:
00 1001 1101
Answer: 09Dn
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Conversion Example 10: Convert 0010101001011001000010110001 to Hex

Group the bits:
0010 1010 0101 1001 0000 1011 0001
Answer: 2A590B1j

Converting Hexadecimal to Binary

This procedure is also easy —Just change the hex digits into their four-bit equivalent. The
following are some examples.

Conversion Example 11: Convert 0DEADO into Binary

Hex: 0 D E A D 0
Binary: 0000 1101 1110 1010 1101 0000
Answer: 000011011110101011010000

Conversion Example 12: Convert AAOI0I into Binary

Hex: A A O 1 0 1
Binary: 1010 1010 0000 0001 0000 0001
Answer: 101010100000000100000001

Converting Binary to Decimal

To convert a binary number to decimal, multiply each instance of 1 by the power of 2. Table 2-4
shows that each bit in the binary number 11111111 has a decimal equivalent from 1 to 128,
which is based on the location of the bit in the binary. This is similar to decimal numbers where
the numbers are based on 1s, 10s, 100s, and so on. In decimal format, the number 111 is 100+10+1.
In binary format, the number 11111111 is the sum of 128+64+32+164+8+4+2+1 = 255. For
10101010, this results in 1284+0+32+0+8+0+2+0 = 170. This is similar to decimal numbers
where the numbers are based on 1s, 10s, 100s, and so on. The following are some examples.

Table 2-4 Decimal Values of Bits in a Binary Number

Power of 2 27=128 20=64 25=32 2*=16 2°=8 22=4 2l=2 0=

Binary 1 1 1 1 1 1 1 1
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NOTE Memorize 1,2,4,8, 16,32, 64, and 128. Use this as you read a binary number from right to
left. This should be helpful in converting faster.

Conversion Example 13: Convert 10110111 to Decimal

Sum: 128 + 0+32+16+0+4+2 +1
Answer = 183

Conversion Example 14: Convert 11011 to Decimal

Sum: 16 +8+0+2 + 1
Answer = 27

Conversion Example 15: Convert 11111111 to Decimal

Sum: 128 +64+32+16+8+4+2 + 1
Answer = 255

Converting Decimal to Binary Numbers

This procedure is similar to converting from hex to decimal (by dividing), but now you divide
the decimal number by 2. You use each residual to build the binary number. Each residual bit is
prepended to the previous bit starting with the right. Repeat the procedure until you cannot
divide anymore. The only problem is that for large numbers you might have to divide many
times. An alternate method follows the next example.
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Conversion Example 16: Convert 26 to Binary

Table 2-5

The fourth bit is 1; the leftmost bit is the division
result at the top, which is one. [11010]

Answer: 11010

An Alternate Method

The dividing procedure described previously works, but it takes a lot of time. Another method
is to remember the bit position values within a byte: 128, 64,32, 16, 8,4, 2, 1, and play with
the bits until the sum adds up to the desired number. Table 2-5 shows these binary numbers and
their decimal value.

Bit Values

Binary Number Decimal Value
10000000 128

01000000 64

00100000 32

00010000 16
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Table 2-5 Bit Values (Continued)

Binary Number Decimal Value
00001000 8
00000100 4
00000010 2
00000001 1

To convert 26, you know that it is a number smaller than 128, 64, and 32, so those three bits are
0 [00077777]. Now, you need to find a combination from 16, 8,4, 2, and 1 that adds up to 26.
This method involves using subtraction to compute the remaining number. Start with the largest
number. Make the bit at 16 a 1 [00017????]. The difference between 26 and 16 is 10, so what
combination of 8,4, 2, and 1 gives you ten? [1010]. The answer is 00011010. You might think
this method involves too much guess work, but it becomes second nature after some practice.

Conversion Example 17: Convert 137 to Binary

How far is 137 from 128: 9; enable the remaining bits for a value of 9 [17??1001].

The answer is 10001001.

Conversion Example 18: Convert 211 to Binary

11000000 = 192.)
Because 211-192=19, enable bits 16,2,and 1. [11?1??11]
The answer is 11010011.

It helps to remember both the bit position values (128, 64,32, 16, 8, 4,2, 1) and the network
subnet masks values. This makes it easier to figure out if a bit needs to be enabled. Table 2-6
summarizes the binary subnet mask numbers and their decimal values.

Table 2-6 Binary Masks and Their Decimal Values

Binary Mask Decimal
10000000 128
11000000 192
11100000 224
11110000 240

continues
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Table 2-6

Binary Masks and Their Decimal Values (Continued)

Binary Mask Decimal
11111000 248
11111100 252
11111110 254

General Routing Concepts

This section reviews the hierarchical network architecture model, routing protocol characteris-
tics and metrics, broadcast and collision domains, and default routing. The concepts discussed
in this section prepare you for topics in following chapters. Bridging is discussed in Chapter 4.
Routing protocols are discussed in detail in Chapter 7, “Static Routing and Distance Vector
Routing Protocols,” Chapter 8, “IP Link-State Routing Protocols,” and Chapter 9, “Border
Gateway Protocol.”

Hierarchical Model for Networks

The use of a hierarchical design for networks facilitates the operation and management of the
internetwork. With a hierarchical design, the network is easier to understand, the network can
scale up as size requirements grow, it is easier to implement service policies, and troubleshoot-
ing network problems are simplified. The IP addressing assignment is accomplished by
following a hierarchy that maximizes route summarization. Routing protocols can aggregate
addresses into summary routes, which provide increased stability and less overhead on the net-
work. This is a model for network design. In smaller networks, some layers might merge; in
larger networks, there can be a larger hierarchy.

Figure 2-4 shows the hierarchical model for network design, which consists of three layers:
® Core
® Distribution
®  Access

First, the core layer provides high-speed transport between sites. The core has optimal
transport, low latency, high availability, and redundancy. You use high-speed switches in this
layer. No compression, access lists, or encryption are done in this layer.

Second, the distribution layer provides route policies and filtering. Typically implemented in
this layer are the following: access lists, distribution lists, route summarization, VLAN routing,
security policy, address aggregation, address filters, encryption, compression, and quality of
service (QoS). You use high-speed routers and Layer-3 switches in this layer.
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Figure 2-4  Hierarchical Model
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Third, the access layer provides local or remote access to the network. You use workgroup hubs
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and remote access concentrators in this layer. Functions in this layer include shared and
switched bandwidth, MAC filtering, and segmentation. Remote access servers and Virtual
Private Network (VPN) aggregators also reside in this layer of the model.

Basic Internetworking Devices

Network devices can be categorized based on their function relative to the OSI model. The main

devices are the following:

® Hubs and repeaters

® Bridges and Layer-2 switches

® Routers and Layer-3 switches
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Hubs and Repeaters

Figure 2-5

Repeaters operate in the physical layer of the OSI model. They basically repeat the data (bits)
from one port to all other ports. Hubs are repeaters with many ports that were created to
concentrate the wiring into a communication closet. These devices are not aware of frames or
packets; they amplify the signal and send out all ports. Repeaters do not delineate broadcast or
collision domains. Figure 2-5 shows that all devices connected to a repeater are in the same
collision domain; they all compete for the same bandwidth. Repeaters are said to be protocol
transparent because they are not aware of upper-layer protocols, such as IP, IPX, DECnet, and
SO on.

Repeaters

<— Collision Domain 3>

<«——Broadcast Domain >

Bridges and Layer-2 Switches

Bridges operate in the data-link layer of the OSI model. Bridges learn the MAC layer addresses
of each node of the segments and remember off which port the MAC addresses are located.
The bridge builds a table of MAC addresses and ports. If the destination MAC address of an
incoming frame is not in the table, bridges forward the frame to all ports (minus the port from
which the frame came). If the destination MAC address is in the table, bridges forward the
frame only if the destination MAC address is on another port. Bridges filter the frame if the
destination MAC address is located on the same port on which the frame arrived.

Bridges are store-and-forward devices. They store the entire incoming frame and verify the
checksum before forwarding the frame. If a checksum error is detected, the frame is discarded.

Figure 2-6 shows that bridges define the collision domains; each port off a bridge is a separate
collision domain. Collision domains are also referred to as bandwidth domains because all
devices in the collision domain share the same bandwidth. Bridges do not control broadcasts.
Bridges flood broadcasts out all ports. Bridges are protocol transparent; they are not aware of
upper-layer protocols, such as IP and IPX. Bridges are designed to flood all unknown and
broadcast traffic.
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Figure 2-6

Bridges Control Collision Domains
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Switches use fast integrated circuits that reduce the latency common to regular bridges.
Switches are the evolution of bridges. Some switches have the capability to run in cut-through
mode where the switch does not wait for the entire frame to enter its buffer; instead, it begins
to forward the frame as soon as it finishes reading the destination MAC address. Cut-through
operation increases the probability that error frames are propagated on the network because the
frame is forwarded before the entire frame is buffered and checked for errors. Because of these
problems, most switches today perform store-and-forward operations as bridges do. Switches
are exactly the same as bridges with respect to collision domain and broadcast domain
characteristics. Each port on a switch is a separate collision domain. All ports in a switch are in
the same broadcast domain.

Various types of bridges exist, including transparent, translational, source-route, and so on.
These bridging types are covered in Chapter 4.

Routers and Layer-3 Switches

Figure 2-7

Routers operate in the network layer of the OSI model. They make forwarding decisions based
on network layer addresses (e.g., an IP address). Figure 2-7 shows that routers define both colli-
sion (bandwidth) and broadcast domains. Each router interface is a separate broadcast domain
that is defined by a separate sub-network. Routers are protocol aware, which means that they are
capable of forwarding packets of routable protocols such as IP, IPX, DECnet, and AppleTalk.

Routers Define Collision and Broadcast Domains

Routers

—~ —

— & Fe F5—

Collision and broadcast
domains
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NOTE

Routers are configured to run routing protocols to determine the best paths to a destination.
Routers exchange information about destination networks and their interface status by using
these routing protocols. Routers can also be configured manually with static routes. Some IP
routing protocols are the following:

® Routing Information Protocol (RIP)
® Interior Gateway Routing Protocol (IGRP)
®  Open shortest Path First (OSPF)
® Intermediate System-to-Intermediate System (IS-IS)
® Enhanced Interior Gateway Routing Protocol (EIGRP)
® Border Gateway Protocol (BGP)
These protocols are discussed in Chapter 7, Chapter 8, and Chapter 9.

LAN switches that are capable of running routing protocols are called Layer-3 switches. They
run the full routing protocols and can communicate with routers as peers. Layer-3 switches
off-load local traffic from wide-area network (WAN) routers by performing network-layer
forwarding within the local-area networks (LANs). Both routers and Layer-3 switches make
forwarding decisions based on IP addresses and not MAC addresses. Both participate in the
exchange of route information based on the dynamic routing protocol they participate in.

The Difference Between Layer-2 Switching and Routing

The most obvious difference between Layer-2 switching and routing is that switching occurs at
Layer 2 of the OSI reference model and routing occurs at Layer 3. Switches forward frames
based on MAC address information. Routers forward packets based on logical addresses (IP
address).

Throughout this book, switching means bridging, unless you see the term Layer-3 switching.

Routing Protocol Characteristics

This section discusses the different types and metrics of routing protocols.

Static Versus Dynamic Routing Protocols

Static routes are manually configured on a router; therefore, they cannot react based on network
outages. The one exception to this is when the static route points to the outbound interface: If
the interface goes down, the static route is removed from the routing table. The size of today’s
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networks prohibits the manual configuration of every router. This is why there are dynamic
protocols that use algorithms that can react to network changes.

The main benefit of static routing is that the router generates no routing protocol overhead.
Static routing is recommended for hub-and-spoke topologies with low bandwidth links.

Dynamic routing protocols can determine the best routes to a destination automatically. If the
network topology changes, the routing protocol can adjust the routes without user intervention.
Dynamic routing protocols use metrics to determine the best path. Some use one metric and
other protocols use a combination of metrics. Routing metrics are discussed later in this section.

Interior Versus Exterior Routing Protocols

Routing protocols can be labeled as Interior Gateway Protocols (IGPs) or exterior gateway
protocols (EGPs). IGPs are meant for routing within a company’s administrative domain. EGPs
are routing protocols that communicate with exterior domains. One of the first EGPs was called
exactly that, exterior gateway protocol. Today, Border Gateway Protocol (BGP) is the defacto
EGP. All other IP routing protocols are IGPs: RIP, OSPF, IS-IS, IGRP, and EIGRP.

Link-State Versus Distance Vector Routing Protocols

The first routing protocols were distance vector routing protocols, which are occasionally
referred to as Bellman-Ford algorithms. In distance vector routing protocols, routes are
advertised as vectors of distance and direction. The distance metric is usually the router hop
count. The direction is the next-hop router to which the packet is forwarded. For RIP, the
maximum number of hops is 15, which is a serious limitation especially in nonhierarchical
networks.

Distance vector algorithms call for each router to send all or some portion of its routing table
only to its neighbors. The table is sent periodically (every 30 or 60 seconds). The router builds
anew table and sends it to its neighbors, and so on. In today’s networks, waiting half a minute
for a new routing table with new routes is too long. Some distance vector protocols send
triggered updates (a full routing table update sent before the update timer has expired), but a
router can receive a routing table with 500 routes with only one route change. This creates
serious overhead on the network, which is another drawback. Distance vector protocols are
discussed in Chapter 7.

Another protocol, Enhanced Interior Gateway Routing Protocol (EIGRP), is considered a
hybrid routing protocol. EIGRP is a distance vector protocol that implements some link-state
routing protocol characteristics. Although using similar metrics as its predecessor, IGRP and
EIGRP sends partial updates and maintains neighbor state information, similar to link-state
protocols. EIGRP does not send periodic updates. The important thing to remember for the test
is that EIGRP can be presented as a hybrid protocol. EIGRP is discussed in Chapter 7.
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The following is a list of distance vector routing protocols (including non-IP routing protocols):
® Routing Information Protocol (RIPv1 and RIPv2)
® Interior Gateway Routing Protocol (IGRP)
® Enhanced Interior Gateway Routing Protocol (EIGRP) (could be considered a hybrid)
® IPX Routing Information Protocol (IPX RIP)
® AppleTalk Routing Table Maintenance Protocol (RTMP)
® DEC DNA Phase IV
®  Xerox’s XNS Routing Information Protocol (XNS RIP)

Link-state routing protocols were developed to address some limitations of distance vector
protocols. When running a link-state routing protocol, routers originate information about
themselves (IP addresses), their connected links (number and type of links), and the state of
those links (up/down). The information is forwarded to all routers in the network. Each router
makes a copy of the information and does not change it. Each router independently calculates
the best paths to destinations and maintains a map of the network. Link-state routing protocols
are discussed in Chapter 8.

The following is a list of link-state routing protocols (including non-IP routing protocols):
®  Open Shortest Path First (OSPF)
® Intermediate System-to-Intermediate System (IS-IS)
® JPX NetWare Link-Services Protocol (NLSP)
® DECnet Phase V

Hierarchical Versus Flat Routing Protocols

Some routing protocols require a network topology where some routers are assigned to a
backbone network. Routes from nonbackbone routers are fed into the backbone. Some of these
protocols support a two- or three-layer hierarchy. Some routers are assigned the role of
forwarding routes into the backbone. OSPF and IS-IS are examples of hierarchical routing
protocols.

Flat routing protocols do not require a hierarchical network topology, although they work a lot
better in a hierarchical network. Any router can be a peer of any other router in flat routing
protocols. No router is assigned a special role in the internetwork. RIP is an example of a flat
routing protocol.
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Classless Versus Classful Routing Protocols

NOTE

Routing protocols can be classified based on their support for classful or classless routing.
Classful routing protocols do not advertise subnet masks in their routing updates; therefore, the
entire internetwork uses the configured subnet mask for the IP network. For example, if you use
a classful routing protocol for network 130.170.0.0, the chosen mask (i.e., 255.255.255.0) has
to be used on all router interfaces using the 130.170.0.0 network. Serial links and local-area
networks are configured with the same mask of 255.255.255.0. RIPv1 and IGRP are classful
routing protocols.

Classless routing protocols advertise the subnet mask with each route. Subnetworks of a given
IP network number can be configured with different subnet masks. Large LANs can be
configured with a smaller subnet mask, and serial links can be configured with larger subnet
mask, thereby conserving IP address space. Classless routing protocols also allow flexible route
summarization and superneting. Supernets are created by the aggregation of classful networks.
For example, 200.100.100.0/23 is a supernet of 200.100.100.0/24 and 200.100.101.0/24.
RIPv2, OSPF, EIGRP, IS-IS, and BGP are classless routing protocols.

The use of the ip classless command does not make routing protocol classless or classful. The
command permits packets destined for an unrecognized subnet to be forwarded to the best
supernet possible. If it is not enabled, the packets are discarded.

Routing Metrics

Routing protocols use one or more metrics to determine the best routes to a destination. Some
routing metrics are

® Hop count
® Bandwidth
® Cost

® Load

® Delay

® Reliability

Hop Count

The hop count metric counts only the number of routers that the packet must take to reach a

destination. If links are the same bandwidth, this metric works well. The problem with routing
protocols that use only this metric is that the shortest hop count isn’t always the quickest path.
For example, if there are two paths to a destination, one with two 56 k links and another with
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Figure 2-8

four T1 links, the first path is selected because of the lower number of hops (see Figure 2-8).
However, this is not necessarily the fastest path. If you have a 20 MB file, you want to transfer
it through T1 links rather than 56 k links.

Hop Count Metric Prefers Fewer Hops
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Bandwidth
The bandwidth metric uses the default or configured interface bandwidth. With this metric, Fast
Ethernet (100 Mbps) is preferred over DS-3 (45 Mbps). You can alter the metric by using the
interface command bandwidth speed, where the speed is entered in kbps. To configure a serial
interface for 128 kbps, use the following commands:

router3(config)#interface serial 0

router3(config-if)#bandwidth 128
router3(config-if)#

Use the show interface command to verify the configured bandwidth:

router3>show interface serial 0
Serial@ is up, line protocol is up
Hardware is PQUICC Serial
MTU 1500 bytes, BW 128 Kbit, DLY 20000 usec, rely 254/255, load 1/255
Encapsulation HDLC, crc 16, loopback not set, keepalive set (10 sec)

Cost

OSPF and IS-IS use the cost metric, which is can be derived from the bandwidth of the
interface. IS-IS assigns a default cost of 10 for all interfaces. It does not use the auto cost
determination that OSPF uses.

To calculate cost in OSPF, use the following formula:

108/ BW, where BW is the default or configured bandwidth of the interface.
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For Ethernet, calculate the cost as follows:

BW = 10 Mbps = 10 x 10° = 10’
Cost (Ethernet) = 108/ 107 = 10

The sum of all the costs to reach a destination is the metric for that route. The lowest cost is the
preferred path.

Load

The load metric refers to the degree to which the interface link is busy. The router keeps track
of the interface utilization. Routing protocols can use this metric in the calculation of a best
route. If you have 512 k and 256 k links to reach a destination, but the 512 k circuit is 99 percent
busy, and the 256 k is only 5 percent busy, the 256 k link is the preferred path. The load can be
verified with the show interface command. Lower load numbers are better. Example 2-1 shows
that the load is 1/255.

Example 2-1 show interface Command Used to Check the Current Load of the Interface

router3>show interface serial 1
Seriall is up, line protocol is up
Hardware is PQUICC Serial
Internet address is 10.100.1.1/24
MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely 255/255, load 1/255

Delay

The delay metric refers to the length in time to move a packet to the destination. Delay depends
on many factors, such as link bandwidth, utilization, port queues, and physical distance
traveled. The delay of an interface can be configured with the delay tens-of-microseconds
command, where fens-of-microseconds specifies the delay in tens of microseconds for an
interface or network segment. Example 2-2 shows that the delay of the interface is 20000
microseconds.

Example 2-2 show interface Command to Check the Delay of an Interface

router3>show interface serial 1
Serialil is up, line protocol is up
Hardware is PQUICC Serial
Internet address is 10.100.1.1/24
MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely 255/255, load 1/255

Reliability
The reliability metric is the dependability of a network link. There might be WAN links that
tend to go up and down throughout the day. These links receive a small reliability rating.
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Reliability is measured by the expected, received keepalives of a link. If the ratio is high, the
line is reliable. The best rating is 255/255, which is 100 percent reliability. Example 2-3 shows
that the reliability of an interface can be verified using the show interface command.

Example 2-3 show interface Command to Check the Reliability of an Interface

router4#show interface serial 0
Serial® is up, line protocol is up
Hardware is PQUICC Serial
MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely 255/255, load 1/255

Loop Prevention Schemes

Some routing protocols employ schemes to prevent the creation of routing loops in the network.
These schemes are the following:

® Simple split horizon
® Split horizon with poison reverse
®  Counting to infinity

These schemes are discussed in the following sections.

Simple Split Horizon

Distance vector routing protocols use the split horizon technique to prevent routing loops.
Routes that are learned from a neighboring router are not sent back to that neighboring router,
thus suppressing the route. If the neighbor is already closer to the destination, it already has a
better path.

In Figure 2-9, Routers 1, 2, and 3 learn about Networks A, B, C, and D. Router 2 learns about
A from Router 1 and also has Network B and C in its routing table. Router 3 advertises Network
D to Router 2. Now, Router 2 knows about all the networks. Router 2 sends its routing table to
Router 3 without the route for Network D because it learned that route from Router 3.
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Figure 2-9 Simple Split Horizon Example

Router 1 Router 2 Router 3
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Network A Network B Network C Network D

With split horizon, Router 2 sends Network
A and Network B routes to Router 3. No route
for Network D is sent to Router 3.

With poison reverse, Router 2 sends
Network A and Network B routes to Router 3.
Also, it sends a route for Network D with

an infinite metric.

Split Horizon with Poison Reverse

Split horizon with poison reverse is a route update sent out an interface with an infinite metric
for routes learned (received) from the same interface. Poison reverse is a technique that enables
split horizon to say that the learned route is unreachable. Poison reverse is more reliable than
simple split horizon. Refer to the example in Figure 2-9. Instead of suppressing the route for
Network D, Router 2 sends that route in the routing table but it is marked as unreachable. In
RIP, the poison reverse route is marked with a metric of 16 (infinite).

Counting to Infinity

Some routing protocols keep track of router hops as the packet travels through the network. If
the maximum limit is reached, the packet is discarded. It is assumed that the network diameter
is smaller than the maximum allowed hops.

Triggered Updates

Another loop prevention and fast convergence technique that routing protocols use is triggered
updates. When a router interface changes state (up or down), the router is required to send an
update message, even if it is not time for the periodic update message. An immediate notifica-
tion about a network outage is key to maintaining valid routing entries within all routers in the
network. Some distance vector protocols, including RIP, specify a small time delay to avoid
triggered updates generating excessive network traffic.
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Summarization
Another characteristic of routing protocols is the capability to summarize routes. Protocols that
support CIDR and variable length subnet masks (VLSMs) have the capability to perform
summarization outside of IP class boundaries. By summarizing, the routing table size is
reduced and fewer routing updates appear on the network. Refer to the network in Figure 2-10.

Figure 2-10  Route Summarization

10.1.16.0/24

10.1.17.0/24

Router A Router B 10.1.18.0/23

. ‘_. ‘ 10.1.20.0/22
%

10.1.16.0/20 10.1.24.0/23

10.1.26.0/24

10.1.27.0/24

10.1.28.0/22

Router B has the following networks:
® 10.1.16.0/24
® 10.1.17.0/24
® 10.1.18.0/23
® 10.1.20.0/22
® 10.1.24.0/23
® 10.1.26.0/24
® 10.1.27.0/24
® 10.1.28.0/22

Router B generates eight route entries from these networks and forwards the routes to Router A.
Router B can summarize all these routes with a single route: 10.1.16.0/20. Protocol specifics on
how to summarize are discussed in the applicable chapters in this book.

Default Routing

Another routing concept you must understand is the default route for the network. This route
becomes the gateway of last resort for packets with destination IP addresses that are not in the
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routing table. Usually, you use these for access to the Internet. Because external networks are
not usually advertised into the user’s internetwork, you use the default route to route those
Internet bound packets to a default router, firewall, or gateway.

Routing protocols handle default route configuration differently. The default route is usually
configured by using a static route command, such as the following:
ip route 0.0.0.0 0.0.0.0 Xx.Xx.X.Xx

x.x.x.x is the IP address of the next hop.
Or the destination can be an output interface, as follows:

ip route 0.0.0.0 0.0.0.0 serial 0

Another way to configure the default route is to use the ip default-network command. You use
this command when IP routing is enabled. The configured network becomes the gateway of last
resort if it is the routing table.

The router in the following example does not have the default network configured.

Listing the routes in Example 2-4 shows that the gateway of last resort is not set.

Example 2-4 Gateway of Last Resort Is Not Set

router4#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, * - candidate default
U - per-user static route, o - ODR

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks
D 10.1.3.0/24 [90/2195456] via 10.100.1.1, 00:02:45, Seriall
S 10.0.0.0/8 [1/0] via 10.1.3.0
C 10.1.4.0/24 is directly connected, Ethernet0@
C 10.100.1.0/24 is directly connected, Serialf
D 192.168.1.0/24 [90/2297856] via 10.100.1.1, 00:02:45, Seriali
router4#

Now, configure the default gateway(see Example 2-5).
Example 2-5 Configuration of the IP Default Network

router4#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
router4(config)#ip default-network 192.168.1.0
router4(config)#~Z

router4#
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If the network is in the routing table, it is assigned as the gateway of last resort. Network
192.168.1.0 is in the routing table and is assigned as the gateway of last resort (refer to
Example 2-6).

Example 2-6 Gateway of Last Resort Set

NOTE

router4#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, * - candidate default
U - per-user static route, o - ODR

Gateway of last resort is 10.100.1.1 to network 192.168.1.0

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks
10.1.3.0/24 [90/2195456] via 10.100.1.1, 00:01:00, Seriall
10.0.0.0/8 [1/0] via 10.1.3.0
10.1.4.0/24 is directly connected, Ethernet@
10.100.1.0/24 is directly connected, Serialt

D* 192.168.1.0/24 [90/2297856] via 10.100.1.1, 00:01:00, Serialil

OO wo

Do not confuse the ip default-network command with the ip default-gateway command. You
use the ip default-gateway command only when IP routing is disabled (no ip routing). Use

the ip default-gateway command when configuring an interface with an IP address and

accessing a remote TFTP server to load up configuration or IOS files. The ip default-gateway
command points to an IP address, not a network. The router when in boot mode also uses the

ip default-gateway command, when no routing processes are running.

Use the ip default-network command when IP routing is enabled. Any routing protocol can be

enabled.

References Used

The following resources were used to create this chapter:
www.cisco.com/univercd/cc/td/doc/cisintwk/ito_doc/introint.htm
www.cisco.com/univercd/cc/td/doc/cisintwk/ito_doc/multiacc.htm

www.cisco.com/univercd/cc/td/doc/cisintwk/ito_doc/routing htm#xtocid8
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Foundation Summary

Table 2-7

Table 2-8

The Foundation Summary is a condensed collection of material that provides a convenient
review of key concepts in this chapter. If you are already comfortable with the topics in this
chapter, this summary will help you recall a few details. If you just read the Foundation Topics
section, this review should help solidify some key facts. If you are doing your final preparation
before the exam, these materials are a convenient way to review the day before the exam.

OSI Reference Model

Layer OSI Layer

Number Name Description

7 Application  Provides the user or operating system access to the network services.

6 Presentation Data representation, compression, encryption, voice coding.

5 Session Establishes, manages, and terminates communication connections called
sessions.

4 Transport Provides reliable, transparent transport of data segments from upper layers. It
provides end-to-end error checking and recovery, multiplexing, virtual circuit
management, and flow control.

3 Network Concerned with routing of packets and methods to determine paths to a
destination.

2 Data-link Reliable transport of data frames across a physical link. Data-link
specifications include the following: sequencing of frames, flow control,
synchronization, error notification, network topology, and physical
addressing.

1 Physical Bits and interfaces. Concerned with the electrical, mechanical, functional, and

procedural specifications for physical links.

Decimal, Binary, and Hexadecimal Numbers

Decimal

Value Hexadecimal Binary
0 0 0000

1 1 0001

2 2 0010

3 3 0011

4 4 0100

5 5 0101

continues
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Table 2-8

Table 2-9

Table 2-10

Table 2-11

Decimal, Binary, and Hexadecimal Numbers (Continued)

Decimal

Value Hexadecimal Binary
6 6 0110

7 7 0111

8 8 1000

9 9 1001

10 A 1010

11 B 1011

12 C 1100

13 D 1101

14 E 1110

15 F 1111

16 10 10000
Hierarchical Model

Layer Description

Core High-speed transport, high reliability, and low latency

Distribution  Access lists, distribution lists, route summarization, VLAN routing, security policy,
address aggregation, address filters, encryption, compression, and quality of service

Access Remote Access Servers, shared and switched bandwidth, MAC filtering, and segmentation

Networking Devices

Device OSl Layer Function
Hub/ repeater Physical Forwards bits out all interfaces. Protocol transparent.
Bridge/ switch Data-link Forwards frames based on MAC table. Protocol transparent. Controls

collision (bandwidth) domain.

Router/ L3 switch  Network Forwards packets based on learned routing table. Protocol aware.
Controls broadcast domain.

IGP and EGP Routing Protocols

Type Routing Protocols
EGP BGP, EGP
1GP RIPv1, IGRP, OSPF, EIGRP, RIPv2, IS-IS
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Table 2-12

Table 2-13

Table 2-14

Classless and Classful Routing Protocols

Type Routing Protocols
Classful RIPv1, IGRP
Classless OSPF, EIGRP, IS-IS, RIPv2, BGP

Routing Metrics

Metric Description

Hop count  Counts the number of routers that the packet must cross to reach a destination.

Bandwidth  Uses the default or configured interface bandwidth.

Cost Derived from the bandwidth of the interface. The formula to calculate cost is as follows:

108/ BW, where BW is the default or configured bandwidth of the interface.

Delay Length in time to move a packet to the destination.

Reliability Dependability of a network link. Measured with the expected keepalives.

Load Refers to the degree to which the interface link is busy.

Loop Prevention Techniques

Technique Description

Simple split horizon Routes that are learned from a neighboring router are not sent back to that
neighboring router, thus suppressing the route.

Split horizon with Routes that are learned from a neighboring router are announced back to that
poison reverse router with an infinite metric.

Triggered updates Update message sent immediately for a route for which the metric has changed,
sent before the periodic update timer expires.

Counting to infinity ~ Keeps track of router hops as the packet travels through the network. If the
maximum limit is reached, the packet is discarded.
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Q&A

The Q & A questions are more difficult than what you can expect on the actual exam. The
questions do not attempt to cover more breadth or depth than the exam; however, they are
designed to make sure that you retain the material. Rather than allowing you to derive the
answer from clues hidden inside the question itself, these questions challenge your understanding
and recall of the subject. Questions from the “Do I Know This Already?” quiz are repeated here
to ensure that you have mastered the chapter’s topic areas. A strong understanding of the
answers to these questions will help you on the CCIE written exam. As an additional study aide,
use the CD-ROM provided with this book to take simulated exams.

Select the best answer. Answers to these questions are in the Appendix, “Answers to Quiz
Questions.”

1 Routers limit network traffic by controlling what?

a. DNS domain

b. Broadcast domain

c. Microsoft broadcast domains
d. Novell SAP broadcasts

Which layer of the OSI model is responsible for converting frames into bits and bits into
frames?

a. Network layer
b. Physical layer
c. Data-link layer
d. LLC layer

Which scheme suppresses a route announcement out an interface from which the route
was learned?

a. Holddowns
b. Split horizon
c. Poison reverse

d. Passive interface
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Convert the following IP address into dotted decimal format:

10100010001011010001100111000000

a. 162.46.24.128

b. 162.45.25.92

c. 161.4525.192

d. 162.45.25.192

List the routing protocols that support VLSM.
a. IGRP, EIGRP, OSPF, IS-IS

b. RIPv2, EIGRP, OSPF, IS-IS

c. EIGRP, OSPF, IS-IS, IGRP

d. EIGRP, OSPF, RIPv2, IGRP

When you have configured your router for EIGRP routing, how do you configure the

gateway of last resort?

a. Use the ip default-gateway command.
b. Use the ip-default gateway command.
c. Use the ip default-network command.

d. Use the ip default-gateway-network command.

If a Token Ring has been configured with ring number 24, what is its hexadecimal

equivalent?
a. Ox18
b. 0x24
c. Ox16
d. 0x10

Which layer of the hierarchical design model implements access lists, distribution lists,
route summarization, VLAN routing, security policy, and address aggregation?

a. Session layer
b. Distribution layer
c. Transport layer

d. Core layer
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9 Which routing protocol periodically sends its routing table to its neighbors?
a. A hierarchical routing protocol
b. A hybrid routing protocol
c. A link-state routing protocol
d. A distance vector routing protocol

10 The switch functions of blocking and forwarding, which are based on a MAC address,
operates in which layer of the OSI model?

a. Layer 3
b. Network layer
c. Data-link layer
d. Layer 1
11 Which is the best measurement of reliability and load of an interface?
a. Rely 255/255, load 1/255
b. Rely 255/255, load 255/255
c. Rely 1/255, load 1/255
d. Rely 1/255, load 255/255
12 Which OSI layer deals with frames?
a. Physical layer
b. Layer 4
c. Network layer
d. Data-link layer
13 Which type of routing protocol do you use between autonomous systems?
a. Interior Gateway Protocol
b. Exterior gateway protocol
c. Interior Gateway Routing Protocol

d. Nonrouting exterior gateway protocol
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14

15

16

17

18

Which layer of the OSI model is concerned with data representation, data compression
schemes, encryption, and voice coding?

a. Session layer

b. Presentation layer
c. Data-link layer
d. Physical layer

Which metric is concerned with the time a packet takes to travel from one end to another
in the internetwork?

a. Cost
b. Reliability
c. Delay
d. Load

Which summary route aggregates the following networks: 192.168.33.0/24,
192.168.32.0/25, 192.168.32.128/25, 192.168.34.0/23?

a. 192.168.33.0/22

b. 192.168.32.0/22

c. 192.168.30.0/22

d. 192.168.32.0/21

Which device controls collision domains but does not control broadcast domains?
a. Bridges

b. Hubs with Ethernet ports

c. Routers

d. Forwarding gateways

Which routing protocol requires a hierarchical topology?
a. IGRP

b. RIP

c. EIGRP

d. OSPF
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19 Which layer of the OSI model does TCP operate in?
a. Layer 3
b. Layer 4
c. Layer 5
d. Layer 6
20 Convert 11011011 to decimal.
a. 199
b. 215
c. 219
d. 217
21 Which OSI layer operates with packets?
a. Physical layer
b. Core layer
c. Network layer
d. Distribution layer
22 For what metric is the value for a 10 Mbps Ethernet interface calculated as 108/107 =102
a. Cost
b. Hop count
c. Bandwidth
d. Load

23 In which type of routing protocol does each router advertise its status to all routers in the
network, and each router calculates the best routes in the network.

a. Hop count
b. Link-state
c. Distance vector

d. Hybrid state
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24

25

26

27

28

Which command can be used to configure the default route out interface serial 0?
a. ip default-gateway serialQ

b. ip default 0.0.0.0 0.0.0.0 serial 0

c. ip default-network serial 0

d. ip route 0.0.0.0 0.0.0.0 serial 0
What is OxFC in decimal?

a. 240

b. 248

c. 253

d. 252

A routing protocol that sends out routes with an unreachable metric is using what?
a. Metric holddowns

b. Poison reverse

c. Route updates

d. Simple split horizon

Which hierarchical design model layer has high-speed backbone ATM switches with
redundant connections?

a. Data-link layer

b. Core layer

c. Network layer

d. Transport layer

Convert the mask 255.255.255.224 into binary.
a. 11111111 11111111 11111111 11000000
b. 11111111 11111111 11111111 11110000
c. 11111111 11111111 11111111 11100000
d. 00000000 00000000 00000000 00111111
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29 What does OSI stand for?
a. Operation System Interconnection
b. Open System Interconnection
c. Open Systems Interconnect
d. Operation Systems Interconnect
30 Which of the following routing protocols is classful?
a. IGRP
b. RIPv2
c. EIGRP
d. OSPF
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Scenario

Figure 2-11

Scenario Diagram
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1 A user performs a Telnet from PC 1 to PC 2. If the metric that the configured routing

protocol uses is bandwidth, which route will the packets take?

a. Route 1.

b. Route 2.

c. Neither, there is not sufficient information.

d. One packet takes Route 1, the following packet takes Route 2, and so on.

A user performs a Telnet from PC 1 to PC 2. If the metric that the configured routing
protocol uses is hop count, which route will the packets take?

a. Route 1.

b. Route 2.

c. Neither, there is not sufficient information.

d. One packet takes Route 1, the following packet takes Route 2, and so on.

A user performs a Telnet from PC 1 to PC 2. If the metric that the configured routing
protocol uses is cost, which route will the packets take?

a. Route 1.
b. Route 2.
c. Neither, there is not sufficient information.

d. One packet takes Route 1, the following packet takes Route 2, and so on.

Answer the following questions based on Figure 2-11. Each question tests your knowledge of
how different metrics affect the chosen route to a destination. Answers to these questions are in
the Appendix, “Answers to Quiz Questions.”



This chapter covers the following topics needed to master the CCIE Routing and Switching
(R&S) written exam:

® Infrastructure—Review device CPU, configuration register, and memory
components, such as dynamic random-access memory (DRAM), nonvolatile
(NVRAM), and flash memory

Router modes—Review the user exec, privileged exec, and read-only memory
(ROM) monitor router environments

Router operations—Review image and configuration file transfers, router access,
and password management

Router command-line interface —Review router show and debug commands and
look at some similarities with Catalyst switch commands



CHAPTER

Cisco Equipment Operations

This chapter covers the memory types, router operations, router modes, and the command-
line interface (CLI) of Cisco routers.

“Do | Know This Already?” Quiz

The purpose of this assessment quiz is to help you determine how to spend your limited
study time. If you can answer most or all of these questions, you might want to skim the
Foundation Topics section and return to it later as necessary. Review the Foundation
Summary section and answer the questions at the end of the chapter to ensure that you have
a strong grasp of the material covered. If you intend to read the entire chapter, you do not
necessarily need to answer these questions now. If you find these assessment questions
difficult, read through the entire Foundation Topics section and review it until you feel
comfortable with your ability to answer all of the Q & A questions at the end of the chapter.
The following questions are repeated at the end of the chapter in the Q & A section with
additional questions to test your mastery of the material.

Select the best answer. Answers to these questions are in the Appendix, “Answers to Quiz
Questions.”

1 If the configuration register is set to 0x2101, where is the IOS image booted from?
a. Flash
b. Slot0:
c. ROM
d. NVRAM
2 Which command copies the IOS image file from a UNIX server into flash?

. config net

o

b. copy tftp flash

. copy unix flash

o

o

. copy tftp startup-config
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3 Which switch command’s output is similar to the output of the router show ip interface
brief command?

a. show vlan interface brief
b. show port status

c. show port interface

d. show ip vlan

4 When booting a router, you reach the following message:

- System Configuration Dialog ---
Would you like to enter the initial configuration dialog? [yes/no]:

What might have caused this to occur?

a. The router’s configuration register was set to 0x2142.
b. A write erase command was performed prior to reboot.
c. The running configuration was deleted from NVRAM.
d. Answeraorb.

5 After entering the debug ip rip command, no messages appear on your Telnet screen.
What is one likely cause?

a. OSPF is also running.

b. The console port is disabled.

c. The terminal monitor command needs to be configured.
d. RIP broadcasts every 30 seconds.

6 Which command can be used to verify the configuration register setting for the next
reload?

a. show hardw
b. show version
c. show config-reg
d. Answeraorb
7 Where is the startup configuration usually stored?
a. slotO of the flash card
b. NVRAM
c. Active RAM after bootup
d. ROM
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8 Which statement is correct?
a. The enable secret command overrides the password password command.
b. The enable secret command overrides the enable password command.
c. The enable secret command overrides the service password-encryption command.
d. The enable secret command sets the console password.

9 What does the o/r 0x2142 command do?
a. Configures the router to ignore the contents in flash
b. Configures the router to ignore the boot system commands
c. Configures the router to enter into rommon mode
d. Configures the router to ignore the contents in NVRAM

10 Which command configures the enable password on a Catalyst switch?

a. set enablepass
b. set password
c. set enable secret

d. set pass
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Foundation Topics

Infrastructure

This section reviews router CPU and memory components, such as NVRAM, flash, and RAM
memory. For the test, you need to be familiar with the location of configuration files and IOS
images.

Central Processing Unit (CPU)

Most Cisco routers have the Motorola 68000 series or Orion RISC (R4700) microprocessors.
The CPU is the brain of the system. It runs route algorithms, exec processes, route filtering,
network management, and so on. Some processes, such as Open Shortest Path First(OSPF),
task the CPU with large computations.

The CPU type can be checked with the show version command. Example 3-1 shows a Cisco
MC3810 using the Motorola MPC860 processor.

Example 3-1 show version Command Used to Check Processor Type

Router>show version

Cisco Internetwork Operating System Software

I0S (tm) MC3810 Software (MC3810-A2ISV5-M), Version 12.0(7)XK1, EARLY DEPLOYMENT
RELEASE SOFTWARE (fc1)

TAC:Home:SW:I0S:Specials for info

Copyright (c) 1986-2000 by cisco Systems, Inc.

Compiled Wed 15-Mar-00 11:49 by phanguye

Image text-base: 0x00023000, data-base: 0x00B97D30

ROM: System Bootstrap, Version 11.3(1)MA1, MAINTENANCE INTERIM SOFTWARE
ROM: MC3810 Software (MC3810-WBOOT-M), Version 11.3(1)MA1, MAINTENANCE INTERIM
SOFTWARE

Router uptime is 1 week, 4 days, 23 hours, 1 minute
System returned to ROM by power-on
System image file is "flash:mc3810-a2isv5-mz.120-7.XK1.bin"

Cisco MC3810 (MPC860) processor (revision 04.06) with 28672K/4096K bytes of memory.
Processor board ID 07548638

PPC860 PowerQUICC, partnum 0x0000, version AQ3(0x0013)

Channelized E1, Version 1.0.

Bridging software.

X.25 software, Version 3.0.0.
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CPU use is verified by the show process or show process cpu commands, as shown in Example
3-2. Both of these commands provide a list of the router’s CPU use in the last five seconds, one
minute, and five minutes. The show process cpu command also shows the processes.

Example 3-2 CPU Use Verified

R2#show process
CPU utilization for five seconds: 16%/14%; one minute: 17%; five minutes: 16%

PID QTy PC Runtime (ms) Invoked uSecs Stacks TTY Process
1 Csp  25F66C 0 171 0 2640/3000 0 Load Meter
2 M* 0 3000 336 892810072/12000 © Exec
3 Lst  24880C 20694 1083 19108 5740/6000 @ Check heaps
4 Cwe 23FC10 4 1 4000 5604/6000 0 Chunk Manager

R2#sh process cpu
CPU utilization for five seconds: 21%/14%; one minute: 18%; five minutes: 16%

PID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min TTY Process
1 0 163 0 0.00% 0.00% 0.00% 0 Load Meter
2 2908 311 9350 0.00% 1.58% 0.57% 0 Exec
3 20357 1064 19132 6.47% 1.71% 1.83% 0@ Check heaps
4 4 1 4000 0.00% 0.00% 0.00% @ Chunk Manager

Primary Memory

Primary memory is also referred to as main memory. DRAM chipsets store primary memory.
DRAM is volatile, which means that if the router is turned off, all contents stored in system
DRAM are erased. Primary memory stores data, such as routing tables, Address Resolution
Protocol (ARP) caches, and operating code (in most models). Many IOS functions, such as
OSPF, use a lot of memory, and you need to make sure that you have enough memory or the
router might crash. With over 118,000 BGP routes so far, routers connected to the Internet
require 256 megabytes or more of RAM. Different code versions and feature sets require
different amounts of system RAM.

Nonvolatile RAM (NVRAM)

NVRAM stores the router configuration files. NVRAM is nonvolatile because it does not lose
its contents when powered off, which makes it analogous to a floppy disk on a PC. Because
NVRAM stores a text configuration file, it is approximately 256 KB in size.

Read-Only Memory (ROM)

Some routers might have a ROM chip that contains a version of the IOS that supports minimum
functionality. The ROM chip also contains the power-on diagnostics and ROM monitor pro-
gram. The only way to upgrade the code in the ROM is by replacing the ROM chip.
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Boot Flash

The Boot Flash, similar to boot ROM, stores the ROM monitor program and power-up diagnos-
tics. Newer routers contain the boot program in Boot Flash rather than in a ROM chip. The
ROM monitor performs important functions, such as system diagnostics, hardware initializa-
tion, and booting the operating system. The ROM monitor can also be used to recover pass-
words, change the configuration register, and download IOS images. The ROM monitor has a
user interface that is recognized by the following ROM monitor prompt:

rommon >

Flash Memory

Flash memory allows you to store and delete [OS images without having to change a ROM chip.
The file is stored even if the router is turned off. If capacity allows, multiple images can be
stored in flash. The image that gets loaded during the boot process is the one identified in the
boot system configuration commands.

Flash memory can be internal or external. The external flash system uses Personal Computer
Memory Card International Association (PCMCIA) cards inserted into slots on the router.

Flash File System

IOS images stored in the flash system can be copied, erased, transferred, and so on.

To show the contents in flash, enter the show flash command, as shown in Example 3-3.
Example 3-3 shows system flash with a capacity of 8192 KB. An IOS image called mc3810-
a2isv5-mz.120-7.XK1.bin uses 6,697,836 bytes; 1,428,992 bytes are free in the flash file system.

Example 3-3 show flash Command

r4a>show flash
8192K bytes of processor board System flash (INTEL28F016)

Directory of flash:/
2 -rwx 6697836 Mar 27 1993 02:53:08 mc3810-a2isv5-mz.120-7.XK1.bin

8128000 bytes total (1428992 bytes free)

The dir command lists the contents in the current directory, as shown in Example 3-4. Example
3-4 shows the same information as Example 3-2. Use the dir command to list the files in the
current system when there are several flash file systems.
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Example 3-4 dir command

r4a#dir
Directory of flash:/

2 -rwx 6697836 Mar 27 1993 02:53:08 mc3810-a2isv5-mz.120-7.XK1.bin

8128000 bytes total (1428992 bytes free)

If the router has two PCMCIA flash cards, you can move from one card to another by changing
directories with the ed (change directory) command:

® cd slotl—changes the second PCMCIA flash card in slot1:.
® cd slot0—changes the first PCMCIA flash card in slotO:.

When you delete a file from flash, it is not necessarily removed from the flash card directory.
After the delete command, the files appear with a D to mark them as deleted. Example 3-5
shows a list of files that are deleted. The dir deleted command lists all deleted files in flash.

Example 3-5 dir deleted Command Lists Deleted Files

router#dir deleted

-#- ED --type-- --crc--- -seek-- nlen -length- ----- date/time------ name

1 .D ffffffff 81ad27ca 41bdc 22 7004 Apr 01 1998 15:27:45 5002.config.
4.1.98.cfg

2 .D ffffffff ccce97a3 43644 23 6630 Apr 01 1998 15:36:47 5002.default
.config.cfg

1213952 bytes available (6388224 bytes used)

At this point, the deleted files can be restored with the undelete command.

Use the squeeze command to remove the files from the flash. The squeeze command removes
all files that are marked with a D, as shown in Example 3-6.

Example 3-6 squeeze Command

router# squeeze slot0:
All deleted files will be removed, proceed (y/n) [n]? y
Squeeze operation may take a while, proceed (y/n) [n]?y

Erasing squeeze log
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Configuration Register

Figure 3-1

The configuration register is a 16-bit virtual register that specifies boot sequence and break
parameters and sets the console baud rate. The register is usually represented in hexadecimal.
Figure 3-1 shows one of the common values for the configuration register, 0x2102. Another
common value is 0x0101. The significance of each bit in the configuration register is described
in this section.

Configuration Register

N 11 1 1
Bt 5 4 3 2 1 o

O0x2102(o| O 1|0O0|OfO|O|1T|O|O|OfO|O]|O]|1]O

You can change the configuration register by using the global configuration command config-
register. The following changes the configuration register to Ox10e:

Router(config)#config-register 0x10e

Boot Sequence

The last four bits (bits 3 to 0) of the configuration register specify the location of the boot file
that the router must use when booting up:

® 0x0000 specifies to go to ROM monitor mode.
® 0x0001 specifies to boot from ROM.

® 0x0002 to 0x000F specify to examine the configuration file in NVRAM for boot system
commands.

If no boot system commands are in the configuration file, the router attempts to boot the first
file in system flash memory. If no file is found in system flash memory, the router attempts to
boot a default file from the network whose name is derived from the value of the boot field (e.g.,
cisc02-4500) by using Trivial File Transfer Protocol (TFTP). If the attempt to boot from a
network server fails, the boot helper image in boot Flash boots up.

The default filename is constructed by the word cisco, the value of the boot bits, and the router
model or processor name. The format is ciscon-processor_name, where n is a value between 2
and 15 and equal to the value of the boot field. If the boot field is set to 3 (0011 binary) on a
Cisco 4500, the default boot name is cisco3-4500.

If several boot system commands are in the configuration, they are attempted in the order that
they appear. Example 3-7 shows the configuration for a router where it first attempts to boot an
image from flash, and if that fails, to boot from a TFTP server, and if that fails, to boot from
ROM. The IP address of the TFTP server is specified in the boot system tftp command.
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Example 3-7 The Order of boot system Commands Determines Which 10S Is Loaded

boot system flash mc3810-a2isv5-mz.120-7.XK1.bin
boot system tftp mc3810-a2isv5-mz.120-7.XK1.bin 1.1.1.1
boot system rom

Sample Boot Sequence

This section covers a sample boot sequence for a MC3810 router. For the test, you must have a
high level of familiarity with the boot sequence of a router. Following are the four stages:

® System bootstrap

® Bootloader

® Booting of the system IOS image

® Initialization of interfaces/System Restart

The first stage of the boot sequence is the loading of bootstrap software. The bootstrap software
initializes the CPU and launches the bootloader:

System Bootstrap, Version 11.3(1)MA1, MAINTENANCE INTERIM SOFTWARE
Copyright (c) 1998 by cisco Systems, Inc.
Compiled Sat 24-Jan-98 14:55 by krunyan
PPC86@ PowerQUICC, partnum 0x0000, version A@3(0x0013)
MC3810 platform with 32768 Kbytes of main memory

The second stage of the boot sequence is the bootloader. The bootloader is not a full router
image. It contains minimal functionality for reading the configuration and accessing the flash
file system (highlighted). The router at this point can act as an end host with no routing
functionality. If the bootloader is not present, the router attempts to load the first file present in
the flash file system. The system identifies which messages are from the bootloader:

program load complete, entry point: 0x23000, size: 0x11437c

Self decompressing the image : #######HH#H##IHHHEHTHHH
HHHHHH R BHH BRI R R R [OK]

Slot 3 OK. Configured as T1 TEB CSU Serial #08076360 Version 4.70

Initialize Flash file system.....
total size = 8388608

flashfs[4]: 1 files, 1 directories

flashfs[4]: 1 orphaned files, 1 orphaned directories

flashfs[4]: Total bytes: 8128000

flashfs[4]: Bytes used: 6757888

flashfs[4]: Bytes available: 1370112flashfs[4]: flashfs fsck took 18 seconds.
flashfs[4]: Initialization complete.

Readfile
(flash:mc3810-a2isv5-mz.120-7.XK1.bin) into ram (Ox41EQEQ)

Finished - 6697836 bytes

%SYS-6-BOOT_MESSAGES: Messages above this line are from the boot loader.
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The third stage of the boot sequence is the booting of the system IOS image. The IOS image
can be contained in the flash file system or booted from a TFTP server. After the image is
loaded, the router lists the IOS version and the recognized interfaces:

UART re-init OK (disable AUX port)

program load complete, entry point: 0x23000, size: 0x663250

Self decompressing the image : ##########IH#HIHIHHRIHHHIH R
i g dtads sl ddadid el

i ik
HUHBH AR R R R R R R
HHHBHHH BRI BRI
HHBBHHHRRRH AR RHH R R R R AR R R R AR R AR R [OK]

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco Internetwork Operating System Software

IOS (tm) MC3810 Software (MC3810-A2ISV5-M), Version 12.0(7)XK1, EARLY DEPLOYMENT
RELEASE SOFTWARE (fct)

TAC:Home:SW:I0S:Specials for info

Copyright (c) 1986-2000 by cisco Systems, Inc.

Compiled Wed 15-Mar-00 11:49 by phanguye

Image text-base: 0x00023000, data-base: 0x00B97D30

Slot 3 OK. Configured as T1 TEB CSU Serial #08076360 Version 4.70
Cisco MC3810 (MPC860) processor (revision 04.06) with 28672K/4096K bytes of memory
Processor board ID 07548638

PPC860@ PowerQUICC, partnum 0x0000, version A@3(0x0013)
Channelized E1, Version 1.0.

Bridging software.

X.25 software, Version 3.0.0.

Primary Rate ISDN software, Version 1.1.

MC3810 SCB board (v04.K0)

1 Multiflex T1(slot 3) RJ45 interface(v01.K0)

1 Six-Slot Analog Voice Module (v07.B0)

1 Analog FXS voice interface (v05.A0Q) port 1/1

1 Analog FXS voice interface (v05.A0) port 1/2

1 6-DSP(slot2) Voice Compression Module(v01.K0)

1 Ethernet/IEEE 802.3 interface(s)

1 Serial network interface(s)

2 Serial(sync/async) network interface(s)

1 Channelized E1/PRI port(s)

1 Channelized T1/PRI port(s)

256K bytes of non-volatile configuration memory.

8192K bytes of processor board System flash (INTEL28FQ16)
Press RETURN to get started!
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The fourth and final stage of the boot sequence is the initialization of the interfaces. The %SY S-
5-RESTART: System restarted message is shown by the router in this stage. Several UPDOWN
interface and port messages are shown in this stage:

Initialize Flash file system.....
total size = 8388608

../src-m860-mc3810/mc3810_avm.c, 2105, AVM PIM present
Serial # 201205538
Version # 8.1
avm system bus fpga init pass:
:FPGA program OK.
avm fpga programming successful
ravm gslac fpga init pass:

00:00:03: 1/1 circuit type voice

00:00:03: 1/2 circuit type voice

00:00:16: %ATM-5-UPDOWN: Changing VC 0/16 VC-state to PVC activated.

00:00:16: %ATM-5-UPDOWN: Changing VC 0/16 VC-state to PVC created.

00:00:18: %SYS-5-CONFIG_I: Configured from memory by console

00:00:18: %LINK-3-UPDOWN: Interface Ethernet®, changed state to up

00:00:18: %LINK-3-UPDOWN: Interface Seriali, changed state to down

00:00:18: %LINK-3-UPDOWN: Interface Serial@, changed state to up

00:00:18: %LINEPROTO-5-UPDOWN: Line protocol on Interface ATMO, changed state to
down

00:00:18: %LINK-5-CHANGED: Interface ATMO@, changed state to reset

00:00:18: %SYS-5-RESTART: System restarted --

Cisco Internetwork Operating System Software

IOS (tm) MC3810 Software (MC3810-A2ISV5-M), Version 12.0(7)XK1, EARLY DEPLOYMENT
RELEASE SOFTWARE (fct)

TAC:Home:SW:I0S:Specials for info

Copyright (c) 1986-2000 by cisco Systems, Inc.

Compiled Wed 15-Mar-00 11:49 by phanguye

00:00:19: %LINK-5-CHANGED: Interface FR-ATM20, changed state to administratively

down
00:00:20: %LINEPROTO-5-UPDOWN: Line protocol on Interface Ethernet@, changed state
to up
00:00:20: %LINEPROTO-5-UPDOWN: Line protocol on Interface Seriali, changed state
to down
00:00:20: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial@, changed state
to up
00:00:20: %LINEPROTO-5-UPDOWN: Line protocol on Interface FR-ATM20, changed state
to down
flashfs[9]: 1 files, 1 directories
flashfs[9]: @ orphaned files, @ orphaned directories
flashfs[9]: Total bytes: 8128000
flashfs[9]: Bytes used: 6699008
flashfs[9]: Bytes available: 1428992
flashfs[9]: flashfs fsck took 20 seconds.
]

flashfs[9]: Initialization complete.

00:00:39: %Voice-port 1/1 is up.

00:00:39: %Voice-port 1/2 is up.

00:00:39: %LINK-3-UPDOWN: Interface FXS 1/2, changed state to up
00:00:39: %LINK-3-UPDOWN: Interface FXS 1/1, changed state to up

Configuration Register Bit Meanings

Table 3-1 shows a description of each bit in the configuration register. Bits O to 3 are the boot
field, which select the boot characteristics for the router. You use bit 6 to perform password
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Table 3-1

recovery. When set, the configuration register has the number 4, as in 0x2142. Bit 8 is commonly
set to permit a user to halt the router while operating. Bit 10 changes the broadcast type, but it
is not commonly used. Bits 11 and 12 change the console line speed; by default, these bits are
set to 00 for 9600 speed. Bit 13 is set to use the image on ROM if a network boot fails. Bit 15
enables diagnostic messages.

Table 3-1 describes the meaning of each bit of the virtual configuration register.

Configuration Register Bit Meanings

Bit Number

Hex Value

Description

0-3 (boot field)  0x0000 to 0x000f

Selects boot characteristics.
Boot field:

0000— Stay at bootstrap prompt
0001—Boot image on EPROM

0002 to 1111 —Use the boot system commands in the
configuration; selects default network boot filenames.

4 - Unused.

5 - Unused.

6 0x0040 Causes system to ignore the configuration stored in NVRAM.

7 0x0080 OEM bit enabled.

8 0x0100 When set, the Break key is disabled when system is operating. If
not set, the system enters the bootstrap monitor, halting normal
operation.

9 - Unused.

10 0x0400 IP broadcast with all zeros.

11-12 0x0800 to 0x1800 Console line speed:

[12/11] Hex Baud
00 0x0000 9600
01 0x0800 4800
10 0x1000 1200
11 0x1800 2400

13 0x2000 Boots default ROM software if network boot fails.

14 0x4000 IP broadcasts do have network numbers.

15 0x8000 Enables diagnostics messages and ignores NVRAM contents.

The most common configuration register settings are 0x102 and 0x2102. When the configura-
tion register is set to 0x0102, it has the Break key disabled when the router is operating, and it
looks into the configuration to determine the boot sequence. With 0x2102, the settings are the
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same as in 0x0102, but the system also boots the default ROM software if the system attempts
to boot from the network and fails.

Another common configuration register setting is 0x2142, which is for password recovery. It
ignores the configuration in NVRAM when booting and prompts the user with the Initial
Configuration Dialog.

Router Modes

This section reviews the different router modes and how the CLI prompt changes in these
different modes. You must be familiar with the router modes —especially what the router
prompt looks like in each mode.

ROM Monitor

If the router boots but does not load an IOS image, it enters into ROM monitor mode. The ROM
monitor prompt is the following:

>
or

rommon >

Boot Mode

If the boot flash contains a bootloader with minimal functional IOS, the router prompt is the
following:

router(boot)>

The router is in boot mode. In this mode, the router bootstrap program does not load the full
IOS image. The bootloader permits viewing of the configuration and can act as an end host with
no routing functionality. A default gateway can be configured to load an IOS image by using
the TFTP protocol.

User Exec Mode

If there is a successful boot of the full IOS code, the first level of access into the router is the
user exec mode. At this level, the user is allowed to display system information, perform basic
tests, and change terminal settings. Viewing the configuration file and configuration changes
and using debug commands are not allowed. The command prompt in the user mode is the
router’s name followed by the greater than symbol:

Router>
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Privileged Exec Mode

The second level of full access is the privileged exec level —more commonly known as enable
mode. At this level, the user is allowed to show system settings and status, enter into configu-
ration mode, and run debug commands. The command prompt in enable mode is the router’s
name followed by a # symbol:

Router#

Configuration Mode

In enable mode, you can enter configuration mode with the configure terminal command. You
use configuration mode for interface, router, and line configuration:
routerlab#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
routerlab(config)#

If an interface is configured, the prompt changes as follows:

routeri(config)#interface ethernet 0
routeri(config-if)#

If a routing protocol is configured, the prompt changes as follows:

routeri(config)#router rip
routeri(config-router)#exit
routeri(config)#router eigrp 100
routeri(config-router)#

If a console or virtual type terminal (vty) line is configured, the prompt changes as follows:

routeri(config)#line con 0
routert(config-line)#exit
routeri(config)#line vty 2
routeri(config-line)#

If a route map is configured, the prompt changes as follows:

routeri(config)#route-map ccie

routeri(config-route-map)#
Be familiar with how the router prompt changes when in configuration mode. There might be
test questions where the correct answer depends on the router prompt presented.

Initial Configuration Dialog

At bootup, the router prompts the user to enter into the system configuration dialog if the router
has no configuration (because it is new or because the configuration file was erased [by the
write erase command]). In Example 3-8, the router output shows a sample of the configuration
dialog. If you enter the dialog, a series of questions walk you through the configuration of the
router. In Example 3-8, you enter the basic network management configuration. The first level
of configuration is global configuration of the hostname, the exec password, and the enable
password. Then, the network management interface is configured with an IP address and mask.
A configuration file is created that is saved into NVRAM.
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Example 3-8 System Configuration Dialog

Notice: NVRAM invalid, possibly due to write erase.
- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: yes

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you
to configure each interface on the system

Would you like to enter basic management setup? [yes/no]: yes
Configuring global parameters:
Enter host name [Router]: routeri

The enable secret is a password used to protect access to
privileged EXEC and configuration modes. This password, after
entered, becomes encrypted in the configuration.
Enter enable secret:

% No defaulting allowed
Enter enable secret: cisco

The enable password is used when you do not specify an

enable secret password, with some older software versions, and
some boot images.

Enter enable password: ins

The virtual terminal password is used to protect
access to the router over a network interface.
Enter virtual terminal password: cisco

Configure SNMP Network Management? [yes]: n

Current interface summary

Any interface listed with OK? value "NO" does not have a valid configuration

Interface IP-Address OK? Method Status Protocol
Ethernet0 unassigned NO wunset up up
FR-ATM20 unassigned NO wunset initializing down
Serial@ unassigned NO wunset up up
Seriali unassigned NO wunset up up

continues
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Example 3-8 System Configuration Dialog (Continued)

Enter interface name used to connect to the
management network from the above interface summary: etherneto
Configuring interface Etherneto0:
Configure IP on this interface? [yes]:
IP address for this interface: 10.1.1.1
Subnet mask for this interface [255.0.0.0] : 255.255.255.0
Class A network is 10.0.0.0, 24 subnet bits; mask is /24

The following configuration command script was created:

hostname router1

enable secret 5 $1$ZM99$H3tEBLCFKozELMV54MPTi1
enable password ins

line vty 0 4

password cisco

no snmp-server

1

no ip routing

interface Ethernet0
no shutdown

ip address 10.1.1.1 255.255.255.0
!

interface FR-ATM20
shutdown

no ip address

!

interface Serial@
shutdown

no ip address

!

interface Seriali
shutdown

no ip address

!

end

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection [2]: 2
Building configuration...
Use the enabled mode 'configure' command to modify this configuration.




Router Operations 77

Router Operations

This section reviews the line and enable passwords, password recovery, and the different
methods to access the routers.

Password Security

NOTE

Passwords can be set for the console, auxiliary port, terminal controller (TTY), and virtual
terminal (VTY) lines. The login command tells the router to prompt for the password. The
password command sets the password. The login command can also authenticate with locally
configured usernames and passwords or use TACACS for authentication. You use the login
local command when using locally configured users. You use the login tacacs command when
using authentication. A series of commands must be configured when using these advanced
features, which are not covered in this book. You use the login command with no options to use
the configured line password.

The console is configured with the line console 0 command. The following commands
configure the console to prompt for the password and to set the password:
routeri(config)#line console 0
routeri(config-line)#login
routeri(config-line)#password cisco
The auxiliary port is configured with the line aux 0 command. The following commands
configure the auxiliary port to prompt for the password and to set the password:
routeri(config)#line aux 0
routeri(config-line)#login
routeri(config-line)#password cisco
Most routers have five terminal lines, from line O to line 4. All terminal lines are configured with
the line vty 0 4 command. The following commands configure the virtual terminal lines to
prompt for a password and to set the password:
routeri(config)#line vty 0 4

routeri(config-1line)#login
routeri(config-line)#password cisco

If you use the login command, but the password is not set for vty lines, Telnet access is not
granted. The router returns a password not set message and disconnects the Telnet session. If
you do not use the login command, users are granted access without prompting for passwords.

There are two methods to set the enable (privileged mode) password. The first is the enable
password command. This method was superceded by the enable secret command, which was
introduced to provide the additional security of password encryption. If you use both commands,
the enable secret command overrides the enable password command.
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TFTP

Example 3-9

One of the following commands sets the enable password:
enable password password
or

enable secret password

The IOS images and configuration files can be transferred to and from the routers by using the
TFTP protocol.

The write network or copy running-config tftp command saves the configuration file on a
TFTP server. These commands perform the same function. You must then enter the IP address
of the TFTP server and the filename, as shown in Example 3-9. The configure network or copy
tftp running-config command copies the configuration file from the TFTP server. The file is
copied into active RAM memory.

The copy tftp running-config Command

R2#copy tftp running-config

Address or name of remote host []? 1.1.1.1
Source filename []? router-configi
Destination filename [running-config]?

IOS image files can also be transferred to and from a TFTP server. You must enter the IP address
and filenames when using the copy flash tftp command, as shown in Example 3-10. The copy
flash tftp command copies from the flash file system to the TFTP server. The copy tftp flash
command copies the I0S image from the TFTP server and places it in the flash file system.

Example 3-10 copy Commands Used to Copy 10S from Flash to the TFTP Server or Vice Versa

r4#copy flash tftp

Source filename []? mc3810

Address or name of remote host []? 1.1.1.1
Destination filename [mc3810]7?

ra#copy tftp flash

Address or name of remote host []? 1.1.1.1
Source filename []? mc3810

Destination filename [mc3810]7?

Configuration File Manipulation

The router configuration can reside in several locations: NVRAM, DRAM, terminal, or on a
TFTP server. When the router is booted, the configuration stored in NVRAM is the startup
configuration. After the router is booted, the configuration is placed in DRAM. When users
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Figure 3-

Table 3-2

attaches to the console or telnets to the router, they view the active configuration on the
terminal. The configuration file can also be transferred to or from a TFTP server.

Figure 3-2 shows the commands that manipulate the configuration file. Each command is
described in Table 3-2. Older commands, such as write terminal, configure terminal, config-
ure memory, write memory, write network, and configure network, are confusing. The
functions of these commands are accomplished with the showing or copying of the startup con-
figuration (startup-config) and the running configuration (running-config). The startup-config
is the configuration in NVRAM. The running-config is the configuration in active memory.

2 Configuration Commands

write terminal or

show running-config Terminal

configure terminal

show configuration or
show startup-config

configure memory or

— 72 write memory or
copy startup running .

o -
copy running startup

write network or
copy running-config tftp

write erase TFTP
g /

configure network or
copy tftp running-config

Configuration File Manipulation
Command Description
write terminal Copies the running configuration into the terminal screen.

show running-config

configure terminal Enters configuration mode; in this mode, the router copies any
terminal configuration commands into the running
configuration.

continues
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Table 3-2

Configuration File Manipulation (Continued)

configure memory Copies the configuration in NVRAM into active memory

copy startup-config running-config (running configuration).

write memory Copies the active configuration into NVRAM.

copy running-config startup-config

copy tftp running-config Copies the configuration file from a TFTP server into active

configure network memory.

copy running-config tftp Copies the active configuration to a TFTP server.

write network

write erase Erases the configuration file in NVRAM.

show configuration Copies the startup configuration in NVRAM to the terminal
screen.

show startup-config

Example 3-11 shows the write erase operation. After the erasure of the configuration in
NVRAM is complete, show configuration displays that no configuration is present.

Example 3-11 write erase Command Used to Erase the Startup Configuration

Ri1#write erase

Erasing the nvram filesystem will remove all files! Continue? [confirm]y
[OK]

Erase of nvram: complete

R1#

Ri#show configuration

%% Non-volatile configuration memory is not present

R1#

Password Recovery

Router password recovery is accomplished by rebooting the router and breaking into ROM
monitor mode, setting the device to ignore the configuration file, rebooting, canceling the Initial
Configuration Dialog, configuring memory, and then reading or resetting the password. You
must be familiar with the password recovery steps for the test.

The following procedure is from Cisco’s web site. This is the procedure for routers using
Reduced Instruction Set Computer (RISC)-based processors:

Step 1 Turn the power switch off and back on to recycle the power.

Step 2 Press the Break key or key sequence to put the router into ROM monitor
mode. The Break key varies by computer or terminal software. The sequence
might be CTRL-D, CTRL-Break, CTRL-], or another combination.
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NOTE

Step 3

Step 4
Step 5

Step 6
Step 7

Step 8

Step 9

Step 10

Step 11

Step 12
Step 13

Step 14

At the rommon > prompt, type confreg 0x2142 to boot from flash without
loading the startup configuration in NVRAM at the next reload.

Type reset. The router reboots but ignores the configuration in NVRAM.

The router runs the Setup Dialog. Type no or press Ctrl-C to skip the Initial
Setup Dialog.

Type enable at the Router> prompt to go to privileged exec mode.

Copy the startup configuration to the running configuration by using the
configure memory or copy startup-config running-config commands. Do
not type configure terminal. If you use the configure terminal command,
you overwrite the configuration stored in NVRAM.

View the configuration by typing write terminal or show running-config.
View the configured line, vty, and enable passwords. Any encrypted
passwords need to be changed.

Enter configuration mode by typing configure terminal. Change the line or
enable passwords as necessary.

All interfaces are in a shutdown state. Issue the no shutdown command on
every interface that is to be used.

Type config-register 0x2102 to return the router to normal operation at the
next reload.

Exit configuration mode by pressing Ctrl-z or End.

Save your changes by typing write memory or copy running-config
startup-config.

Reload the router and verify the passwords.

The following is the procedure for non-RISC based routers. This procedure is from Cisco’s web
site at www.cisco.com/warp/public/474/.

Non-RIS
and IGS.

C based routers include Cisco models 2000, 2500, 3000, 4000, 7000(RP), AGS,

Step 1
Step 2

Turn the power switch off and back on to recycle the power.

Press the Break key or key sequence to put the router into ROM Monitor
mode. The Break key varies by computer or terminal software. The sequence
might be CTRL-D, CTRL-Break, CTRL-], or another combination.
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Step 3 At the > prompt, type o to record the current value of the configuration
register (usually 0x2102, or 0x102):

>0

Configuration register = 0x2102 at last boot
Bit# Configuration register option settings:
15 Diagnostic mode disabled

Step 4 Type o/r 0x2142 to tell the router to boot from flash without loading the
configuration in NVRAM at the next reload.

Step 5 Type i to have the router reboot. The router ignores the configuration in
NVRAM.

Step 6 The router runs the Setup Dialog. Type no or press Ctrl-C to skip the Initial
Setup Dialog.

Step 7 Type enable at the Router> prompt to go to privileged exec mode.

Step 8 Copy the startup configuration to the running configuration by using the
configure memory or copy startup-config running-config commands. Do
not type configure terminal. If you use the configure terminal command,
you overwrite the configuration stored in NVRAM.

Step 9 View the configuration by typing write terminal or show running-config.
View the configured line, vty, and enable passwords. Any encrypted
passwords need to be changed.

Step 10 Enter configuration mode by typing configure terminal. Change the line or
enable passwords as necessary.

Step 11 All interfaces are in a shutdown state. Issue the no shutdown command on
every interface that is to be used.

Step 12 Type config-register 0x2102 to return the router to normal operation at the
next reload.

Step 13 Exit configuration mode by pressing Ctrl-z.

Step 14 Save your changes by typing write memory or copy running-config
startup-config.

Step 15 Reload the router and verify the passwords.

The index for password recovery procedures for all Cisco devices can be found at the following
web site: www.cisco.com/warp/public/474/.
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Accessing Devices

Routers can be accessed and managed by the console through modem dial-up into the auxiliary
port, through a virtual terminal (i.e., Telnet), through asynchronous interfaces, or through
Simple Network Management Protocol (SNMP).

Console
When accessing router consoles, the terminal emulation is set as follows:

® 9600 baud rate
® No parity

® 8 data bits

® | stop bit

® No flow control

The console is configured as follows:

line con 0
password password
login

Auxiliary Port
This port is usually connected to a modem for remote access as follows:

line aux 0

password password

login

transport input all

modem autoconfigure discovery
exec-timeout 30 0

Telnet

You can reach a configured router through a virtual terminal (i.e., Telnet). Virtual terminal lines
are configured as follows:
line vty 0 4

password password
login

Asynchronous Interfaces
Terminal servers can access routers. A router with asynchronous interfaces can act as a terminal
server. Asynchronous lines are connected to the console interfaces of the routers. You can access
the terminal server through Telnet and then access all routers by using reverse Telnet. A loopback
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SNMP

IP address is configured on the terminal server for reverse Telnet. If the terminal server’s loop-
back IP address is 1.1.1.1, the telnet 1.1.1.1 2001 command connects to the router through the
first asynchronous line. The second router is accessed through the second asynchronous line by
using the telnet 1.1.1.1 2002 command. You can switch between the routers and the terminal
server by using the CTRL-SHIFT-6 x key sequence.

To access the router from a SNMP server, the SNMP read and read-write community strings
need to be configured. The router can also be configured to send SNMP traps to the network
management server.

To set the SNMP read-only community string, use the snmp community command. The
following sets the read-only string to ccie-read:
R1(config)#snmp community ccie-read ro

The read-write community string is also set with the snmp community command. The
following is set to ccie-write:

R1(config)#snmp community ccie-write rw

To send all traps to the SNMP server (1.1.1.1) with the SNMP community string of ccie-trap,
enter the following global configuration command:

R1(config)#snmp host 1.1.1.1 ccie-trap

Router CLI

This section reviews the router CLI by reviewing show and debug commands. In the user exec
or privileged exec mode, you can use show commands to display the status of routing protocols,
interfaces, and the system.

You can check many keywords. Use the show ? command to go through the available options.
Example 3-12 shows how you can bring up the various show command options (the list has
been reduced) by typing show ?. The show access-list command displays all configured access
lists on the router. The show accounting command shows active sessions and statistics. The
show flash command displays the contents of the flash file system. Frame Relay information is
displayed with the show frame-relay command. Interface information is displayed with the
show interfaces command. The show running-config displays the active configuration. The
show startup-config displays the configuration in NVRAM. The important show commands
for each topic are covered in the corresponding sections throughout this book.

Example 3-12 Some Options of the show Command

R2#show ?
access-lists List access lists
accounting Accounting data for active sessions

flash: display information about flash: file system



Router CLI 85

Example 3-12 Some Options of the show Command (Continued)

frame-relay Frame-Relay information

interfaces Interface status and configuration
ip IP information

logging Show the contents of logging buffers
running-config Current operating configuration
spanning-tree Spanning tree topology

standby Hot standby protocol information
startup-config Contents of startup configuration

The show ip keywords command is one of the most common options. Example 3-13 displays
some items that can be inspected. The show ip arp command displays the IP ARP table. The
show ip bgp command displays the Border Gateway Protocol (BGP) table. The show ip eigrp
command displays options to check the status of the Enhanced Interior Gateway Routing Pro-
tocol (EIGRP). The show ip route command displays the router’s full routing table. The impor-
tant show commands for each topic are in the corresponding sections throughout this book.

Example 3-13 Some Options of the show ip Command

R2#show ip ?
arp IP ARP table
bgp BGP information
eigrp IP-EIGRP show commands
interface IP interface status and configuration
ospf OSPF information
pim PIM information
policy Policy routing
protocols IP routing protocol process parameters and statistics
rip IP RIP show commands
route IP routing table

In Example 3-14, to quickly verify the status of all [P-enabled interfaces, you use the show ip
interface brief command. This command displays all interfaces, the configured IP address, and
the up/down status of the interface and protocol.

Example 3-14 [P Interface Summary Displayed with the show ip interface brief Command

R2#show ip interface brief

Interface IP-Address 0K? Method Status Protocol
Ethernet0 136.2.30.3 YES manual up up
FR-ATM20 unassigned YES unset administratively down down
Loopback® unassigned YES unset up up
Serial@ unassigned YES unset administratively down down
Seriali 136.2.19.2 YES manual up up
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Another frequently used command is show version. This command checks the booted 10S
version, system uptime, amount of RAM, flash, NVRAM, CPU type, interfaces, and the setting
of the configuration register. The way that the system was powered on (power on, reload, bug
error) can also be checked. The show hardware command displays the same information as the
show version command.

Example 3-15 displays the show version command’s router output. From the output, you can
gather that this router is a MC3810 multiservice concentrator that is running IOS 12.0(7)XK1
early deployment release software. The system bootstrap software is version 12.0(1)XA4. The
router has been up for 1 day, 7 hours, and 28 minutes. The router has 32 MB of DRAM. Several
Ethernet and serial interfaces are listed. There are two voice FXS and two voice E&M
interfaces. The router has 256 KB of NVRAM and 16,384 KB of flash memory.

Example 3-15 show version Command

R2#show version

Cisco Internetwork Operating System Software

I0S (tm) MC3810 Software (MC3810-A2ISV5-M), Version 12.0(7)XK1, EARLY DEPLOYMENT
RELEASE SOFTWARE (fc1)

TAC:Home:SW:I0S:Specials for info

Copyright (c) 1986-2000 by cisco Systems, Inc.

Compiled Wed 15-Mar-00 11:49 by phanguye

Image text-base: 0x00023000, data-base: 0x00B97D30

ROM: System Bootstrap, Version 12.0(1)XA4, EARLY DEPLOYMENT RELEASE SOFTWARE (fc
1)

ROM: MC3810 Software (MC3810-WBOOT-M), Version 12.0(1)XA4, EARLY DEPLOYMENT RELE
ASE SOFTWARE (fc1)

R2 uptime is 1 day, 7 hours, 28 minutes
System returned to ROM by reload
System image file is "flash:mc3810-a2isv5-mz.120-7.XK1.bin"

Cisco MC3810 (MPC860) processor (revision 16.00) with 28672K/4096K bytes of memory.
Processor board ID 09461375

PPC860 PowerQUICC, partnum 0x0000, version AQ3(0x0013)

Channelized E1, Version 1.0.

Bridging software.

X.25 software, Version 3.0.0.

Primary Rate ISDN software, Version 1.1.

MC3810 SCB board (v16.A0)

1 Multiflex T1(slot 3) RJ45 interface(v02.C0)

1 Six-Slot Analog Voice Module (v03.K0)

1 Analog E&M voice interface (v03.K@) port 1/1

1 Analog E&M voice interface (v03.K0) port 1/2

1 Analog FXS voice interface (v05.AQ) port 1/3

1 Analog FXS voice interface (v05.A0) port 1/4

1 6-DSP(slot2) Voice Compression Module(v02.AQ0)
1 Ethernet/IEEE 802.3 interface(s)
1 Serial network interface(s)
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Example 3-15 show version Command (Continued)

2 Serial(sync/async) network interface(s)

1 Channelized E1/PRI port(s)

1 Channelized T1/PRI port(s)

256K bytes of non-volatile configuration memory.

16384K bytes of processor board System flash (AMD29F016)

Configuration register is 0x2102

Other chapters in this book contain more detailed discussions of the show commands relevant
to the topic at hand. As a CCIE candidate, you must be familiar with the available show
commands.

Debug
The debug commands are available only in privileged exec (enable) mode. If you attempt to use
debug in user exec mode, the command is not recognized. You must use debug commands with
caution because the router’s CPU use significantly increases when debugging is enabled.
NOTE If you access the router through a virtual terminal, such as Telnet, you need to enter the

terminal monitor command to have debug output show on your screen. This command is not
necessary if you access the router from the console.

Use the debug ? command to check the available debugging options, as shown in Example 3-16.

Example 3-16 debug Command Options

R2#debug ?
MC3810 MC3810 related debug flag
aaa AAA Authentication, Authorization and Accounting
access-expression Boolean access expression
all Enable all debugging
alps ALPS debug information
arp IP ARP and HP Probe transactions

To debug routing protocols, you can use debug ip routing or one of the more specific
commands displayed in Table 3-3.
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Table 3-3

debug Commands for OSPF, EIGRP, and Routing Information Protocol (RIP)

Debug Command

Description

OSPF

debug ip ospf adj Provides OSPF adjacency events

debug ip ospf events Provides OSPF event information

debug ip ospf packet Provides OSPF packet information

debug ip ospf spf Provides OSPF Shortest Path First algorithm information
debug ip ospf tree Provides OSPF database tree information

EIGRP

debug ip eigrp neighbors

Provides EIGRP neighbor information

debug ip eigrp packets

Provides EIGRP packet information

debug ip eigrp transmit

Provides EIGRP transmission events

RIP

debug ip rip database

Provides RIP database event information

debug ip rip events

Provides RIP protocol events

debug ip rip trigger

Provides RIP triggered packet events

Use the show debug command to verify the enabled debugging options, as shown in Example
3-17. This example shows debugging enabled for Internet Control Message Protocol (ICMP)
packets. OSPF intra-area, interarea, and external events debugging are also enabled. RIP
protocol and Frame Relay event debugging are also enabled.

Example 3-17 show debug Command Displays All Active Debugging

R2#show debug
Generic IP:

IP routing:

Frame Relay:

ICMP packet debugging is on

OSPF spf intra events debugging is on
OSPF spf inter events debugging is on
OSPF spf external events debugging is on
RIP protocol debugging is on

Frame Relay events debugging is on

Use the undebug all command to disable all debugging, as shown in Example 3-18. All
possible debugging is disabled.
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Example 3-18 Disable Debugging with the undebug all Command

R2#undebug all
All possible debugging has been turned off

Switch Commands

On the CCIE Routing and Switching (R & S) written exam, you need to know general switch
commands and their functions, which are similar to router commands. This section covers
commands of the Catalyst operating system (CatOS). The switch command that is similar to
the router command write erase is clear config all. Example 3-19 shows a sample of this
command. The CatOS clear config all command erases the configuration stored in NVRAM.
On routers, write erase is the command that erases the configuration in NVRAM.

Example 3-19 CatOS clear config all Command

Console> (enable) clear config all

This command will clear all configuration in NVRAM.

This command will cause ifIndex to be reassigned on the next system startup.
Do you want to continue (y/n) [n]? y

System configuration cleared.
Console> (enable)

Passwords are configured in the Catalyst with the set password and set enablepass commands:

set password password
set enablepass password

Use the command set interface sc0 ip address mask broadcast to configure an IP address for
sc0, as shown in Example 3-20. The message returned by the switch tells you which parameters
changed. The sc0 interface is an in-band management interface that handles SNMP, Telnet,
Cisco Discovery Protocol (CDP), Virtual Terminal Protocol (VTP), and the Spanning-Tree
Protocol (STP).

Example 3-20 Configuration of Interface scO

Switch-A> (enable) set interface sc@ 172.16.19.5 255.255.255.0 172.16.19.255
Interface sc@ IP address, netmask, and broadcast set.
Switch-A> (enable)

Use show interface to check the interfaces, as shown in Example 3-21. The show interface
command displays the configured scO interface and its status.
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Example 3-21 The Catalyst show interface Command

cat5000: (enable) show interface
s10: flags=51<UP,POINTOPOINT,RUNNING>
slip 0.0.0.0 dest 0.0.0.0
sc0: flags=63<UP,BROADCAST,RUNNING>
vlan 1 inet 172.16.19.5 netmask 255.255.255.0 broadcast 172.16.19.255

The default gateway is configured with the set ip default command:
set ip default gateway

A CatOS switch command that is similar to the router command show ip interface brief is
show port status, as shown in Example 3-22. This command provides a summary table of
switch ports, their status, configured virtual local-area network (VLAN), and type. Example 3-22
shows that switch ports 2/4 and 2/9 are in VLAN 24.

Example 3-22 CatOS show port status Command

cat5000: (enable) show port status

Port Name Status Vlan Level Duplex Speed Type
1/1 notconnect 1 normal half 100 100BaseTX
1/2 notconnect 1 normal half 100 100BaseTX
2/1 connected 1 normal half 10 10BaseT
2/2 notconnect 1 normal half 10 10BaseT
2/3 connected 1 normal half 10 10BaseT
2/4 connected 24 normal half 10 10BaseT
2/5 connected 1 normal half 10 10BaseT
2/6 notconnect 1 normal half 10 10BaseT
2/7 connected 1 normal half 10 10BaseT
2/8 notconnect 1 normal half 10 10BaseT
2/9 connected 24 normal half 10 10BaseT
2/10 connected 1 normal half 10 10BaseT
2/11 connected 1 normal half 10 10BaseT
2/12 connected 1 normal half 10 10BaseT
2/13 notconnect 1 normal half 10 10BaseT
2/14 notconnect 1 normal half 10 10BaseT
2/15 notconnect 1 normal half 10 10BaseT
2/16 notconnect 1 normal half 10 10BaseT
2/17 notconnect 1 normal half 10 10BaseT
2/18 notconnect 1 normal half 10 10BaseT

Configuring a VLAN

VLANSs are configured with the set vlan command. Example 3-23 shows the command
structure for the set vlan command. Ports 2/20-24 are assigned to Ethernet VLAN 101. The
configuration is verified with the show vlan command. The set vlan 101 name ccie said 10
type enet command configures VLAN 101 with the name ccie and a unique SAID of 10; the
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type is Ethernet. The set vlan 2/20-24 command assigns ports 2/20 to 2/24 to VLAN 101. The
show vlan command verifies that ports 2/20-24 are assigned to VLAN 101.

Example 3-23 CarOS set vlan Command

cat5000: (enable) set vlan ?
Usage: set vlan <vlan_num> <mod/ports...>
(An example of mod/ports is 1/1,2/1-12,3/1-2,4/1-12)
Usage: set vlan <vlan_num> [name <name>] [type <type>] [state <state>]
[said <said>] [mtu <mtu>] [ring <hex_ring_number>]
[decring <decimal_ring_number>]
[bridge <bridge_number>] [parent <vlan_num>]
[mode <bridge_mode>] [stp <stp_type>]
[translation <vlan_num>] [backupcrf <off|on>]
[aremaxhop <hopcount>] [stemaxhop <hopcount>]
(name = 1..32 characters, state = (active, suspend)
type = (ethernet, fddi, fddinet, trcrf, trbrf)
said = 1..4294967294, mtu = 576..18190
hex_ring_number = 0x1..0xfff, decimal_ring_number = 1..4095
bridge_number = 0x1..0xf, parent = 2..1005, mode = (srt, srb)
stp = (ieee, ibm, auto), translation = 1..1005
hopcount = 1..13)
cat5000: (enable)
cat5000: (enable) set vlan 101 name ccie said 10 type enet
Vlan 101 configuration successful
cat5000: (enable) set vlan 101 2/20-24
VLAN 101 modified.
VLAN 1 modified.
VLAN Mod/Ports
101 2/20-24
cat5000: (enable) show vlan

VLAN Name Status IfIndex Mod/Ports, Vlans

1 default active 5 1/1-2
2/1-3,2/5-8,2/10-19

2 banzai active 38

3 VLANQOO3 active 35

24  VLANOO24 active 39 2/4,2/9

56  VLANOO56 active 36

79  VLANOO79 active 37

101 ccie active 40 2/20-24

1002 fddi-default active 6

1003 trcrf-default active 9

1004 fddinet-default active 7

1005 trbrf-default active 8 1003

Some switches might be equipped with a routing engine or Multilayer Switch Feature Card
(MSFC). You use the session slot-number command to reach the card from the CatOS.

The CCIE candidate must be familiar with the basic configuration commands for Catalyst OS
switches.



92 Chapter 3: Cisco Equipment Operations

References Used

The following resources were used to create this chapter:
www.cisco.com/warp/public/474/

www.cisco.com/univercd/cc/td/doc/product/access/acs_fix/cis2500/2509/acsvrug/
techovr.htm

www.cisco.com/univercd/cc/td/doc/product/access/acs_mod/cis3600/hw_inst/3600hig/
3600appb.htm

www.cisco.com/warp/public/63/arch_4000.shtml

www.cisco.com/univercd/cc/td/doc/product/access/acs_fix/827/827swcfg/
basskls.htm#16914

www.cisco.com/univercd/cc/td/doc/product/core/cis7505/cicg7500/cicg75bc .htm



Foundation Summary 93

Foundation Summary

Table 3-4

The Foundation Summary is a condensed collection of material that provides a convenient
review of key concepts in this chapter. If you are already comfortable with the topics in this
chapter, this summary will help you recall a few details. If you just read the Foundation Topics
section, this review should help solidify some key facts. If you are doing your final preparation
before the exam, these materials are a convenient way to review the day before the exam.

Configuration Register Bit Meanings

Bit Number Hex Value

Description

0-3 (boot field) 0x0000 to 0x000f

Select boot characteristics.

Boot field is as follows:

0000— Stay at bootstrap prompt.
0001 —Boot image on EPROM.

0002 to 1111 —Use the boot system commands in the
configuration; select default network boot filenames.

Unused.

Unused.

0x0040

Causes system to ignore the configuration stored in NVRAM.

0x0080

OEM bit enabled.

XX ||| N

0x0100

When set, the Break key is disabled when system is operating.
If not set, the system enters the bootstrap monitor, halting
normal operation.

9 —

Unused.

10 0x0400

IP broadcast with all zeros.

11-12 0x0800 to 0x1800

Console line speed.

[12/11] Hex Baud
00  0x0000 9600
01 0x0800 4800
10 0x1000 1200
11 0x1800 2400

13 0x2000

Boots default ROM software if network boot fails.

14 0x4000

IP broadcasts do have network numbers.

15 0x8000

Enables diagnostics messages and ignores NVRAM contents.
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Table 3-5

Table 3-6

Router Modes

Router Mode

Description

rommon ROM monitor mode; the prompt is as follows:
>
or
rommon >
User exec To perform show commands, the prompt is as follows:

router>

Privileged exec

Enable mode, can enter configuration mode and run debug commands; the prompt
is as follows:

router#

Configuration

Configuration commands are entered; the prompt is as follows:

router(config)#

Configuration File Manipulation

Command

Description

write terminal

Copies the running configuration into the terminal screen.

show running-config

configure terminal

Enters configuration mode; in this mode, the router copies any
terminal configuration commands into the running configuration.

configure memory

copy startup-config running-config

Copies the configuration in NVRAM into active memory
(running configuration).

write memory

Copies the active configuration into NVRAM.

copy running-config startup-config

copy tftp running-config Copies the configuration file from a TFTP server into active
configure network memory.
copy running-config tftp Copies the active configuration to a TFTP server.

write network

write erase

Erases the configuration file in NVRAM.

show configuration

show startup-config

Copies the startup configuration in NVRAM to the terminal
screen.
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Routers can be accessed by the following methods:
® Direct console port
® Through dialup modem using the auxiliary port
® Virtual terminal (Telnet)
® Terminal server using asynchronous lines

® Network Management Server (NMS) using SNMP
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Q&A

The Q & A questions are more difficult than what you can expect on the actual exam. The
questions do not attempt to cover more breadth or depth than the exam; however, they are
designed to make sure that you retain the material. Rather than allowing you to derive the
answer from clues hidden inside the question itself, these questions challenge your understanding
and recall of the subject. Questions from the “Do I Know This Already?” quiz are repeated here
to ensure that you have mastered the chapter’s topic areas. A strong understanding of the
answers to these questions will help you on the CCIE written exam. As an additional study aide,
use the CD-ROM provided with this book to take simulated exams.

Select the best answer. Answers to these questions are in the Appendix, “Answers to Quiz
Questions.”

1 If the configuration register is set to 0x2101, where is the IOS image booted from?
a. Flash
b. Slot0:
c. ROM
d. NVRAM
2 Which command copies the IOS image file from a UNIX server into flash?
a. config net
b. copy tftp flash
c. copy unix flash
d. copy tftp startup-config

3 Which switch command’s output is similar to the output of the router show ip interface
brief command?

a. show vlan interface brief
b. show port status

c. show port interface

d. show ip vlan

4 When booting a router, you reach the following message:

- System Configuration Dialog ---
Would you like to enter the initial configuration dialog? [yes/no]:
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What could have caused this to occur?

a. The router’s configuration register was set to 0x2142.

b. A write erase command was performed prior to reboot.
c. The running configuration was deleted from NVRAM.
Answer a or b.

5 After entering the debug ip rip command, no messages appear on your Telnet screen.
What is one likely cause?

a. OSPF is also running.
b. The console port is disabled.
c. The terminal monitor command needs to be configured.
d. RIP broadcasts every 30 seconds.
6 Which command verifies the configuration register setting for the next reload?
a. show hardw
b. show version
c. show config-reg
d. Answeraorb
7 Where is the startup configuration usually stored?
a. slotO of the flash card
b. NVRAM
c. Active RAM after bootup
d. ROM
8 Which statement is correct?
a. The enable secret command overrides the password password command.
b. The enable secret command overrides the enable password command.
c. The enable secret command overrides the service password-encryption command.

d. The enable secret command sets the console password.
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10

11

12

13

What does the o/r 0x2142 command do?

a. Configures the router to ignore the contents in flash

b. Configures the router to ignore the boot system commands

c. Configures the router to enter into rommon mode

d. Configures the router to ignore the contents in NVRAM

Which command configures the enable password on a Catalyst switch?
a. set enablepass

b. set password

c. set enable secret

d. set pass

The configuration register is set to 0x2101 and the boot commands are as follows:

boot system tftp mc3810-a2isv5-mz.120-7.XK1.bin 1.1.1.1
boot system flash

Which IOS is used?

a. IOS on the TFTP server

b. IOS in flash

c. IOS in ROM

d. IOS in NVRAM

What is the purpose of the bootstrap?

a. Initializes the CPU and starts the bootloader

b. Links the IOS in flash to the boot ROM

c. Initializes the CPU and starts the routing processes

d. Copies the startup configuration to the running configuration
Which command configures the router from the network?
a. copy startup-config running-config

b. copy tftp running

c. copy running-config tftp

d. write network
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14

15

16

17

18

Which command allows the NMS server to make changes on the router?
a. snmp enable ccie rw

b. snmp community ccie ro

c. snmp community ccie rw

d. enable snmp-secret ccie rw

If you Telnet to a router that has the login command configured for all vtys but cannot log
in, what is missing?

a. The enable password

b. The password command

c. The login command

d. The auxiliary port configuration

Which command sets the configuration register to 0x2102?
a. router(config-in)#configure-register 0x2102

b. router(config)#configure-register 0x2102

c. router(config)#conf-reg 0x2102

d. router(config)#config-register 0x2102

Which command shows the five second, one minute, and five minute CPU use time for
each process on the router?

a. show process

b. show process cpu

c. show process memory

d. show cpu

Which command shows the memory (allocated/freed/holding) used per process?
a. show process

b. show process cpu

c. show process memory

d. show ram



100 Chapter 3: Cisco Equipment Operations

19 Where is the IOS image stored?

20

21

22

23

a. Flash

b. NVRAM

c. ROM

d. Answers a and ¢

A user telnets to a router that has the password command configured for all vty lines. If
the user is granted access with no password, what is missing?

a. The console password

b. The enable password

c. The login command

d. The enable secret command
Which prompt indicates that the router is in ROM monitor mode?
a. >

b. router>

c. router#

d. router(config)#

What is the procedure for password recovery?

a. Break, reboot, set ignore NVRAM, copy password

b. Reboot, break, set 0x2142, reboot, copy password, disable ignore NVRAM, reboot

c. Reboot, break, set 0x2142, reboot, copy password, ignore NVRAM, reboot, enter
password

d. Set 0x2142, reboot, copy password

You have deleted two files in the flash, but when you try to copy a new image into flash,
an error occurs. What is the reason for the error?

a. You deleted the files but did not format the flash card.

b. If the files still show when a dir command is issued, it means that you have not
deleted the files.

c. When the dir command is issued, the files show up with a “D”; perform a squeeze.

d. Reboot the router; that fixes everything.
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Scenario

This scenario tests your understanding of the configuration register, boot system commands,
and passwords used in Cisco routers. Use the following configuration to answer the Scenario
questions:

hostname routeri

!

boot system flash mc3810-a2isv5-mz.120-7.XK1.bin

boot system tftp mc3810-a2isv5-mz.120-6.XK1.bin 1.1.1.1

boot system rom

!

enable secret 5 1$yfrZ$TWjcS4u2GVh/FbH3zK (encrypted ccie2)
enable password ccie1
|

interface ethernet 0
ip address 1.1.1.2 255.255.255.0
]

line con 0@
password ccie3
login
|

line vty 0 4
password ccie4
1

1 If the configuration register is set to 0x2102, which IOS is loaded?
a. mc3810-a2isv5-mz.120-7.XK1.bin
b. mc3810-a2isv5-mz.120-6. XK1 .bin
c. 10S in ROM
d. ROM monitor
2 If the configuration register is set to 0x2100, which IOS is loaded?
mc3810-a2isv5-mz.120-7. XK1 .bin
mc3810-a2isv5-mz.120-6.XK1 .bin
c. 10S in ROM
d. ROM monitor

®

e

3 If the configuration register is set to 0x2101, which IOS is loaded?
a. mc3810-a2isv5-mz.120-7.XK1.bin
b. mc3810-a2isv5-mz.120-6. XK1 .bin
c. 10S in ROM
d. ROM monitor
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4 If the configuration register is set to 0x2102, and there is no IOS image file in flash, which
IOS is loaded?

a. mc3810-a2isv5-mz.120-7.XK1 .bin
b. mc3810-a2isv5-mz.120-6. XK1 .bin
c. I0S in ROM

d. ROM monitor

5 If the configuration register is set to 0x2102, and there is no IOS image file in flash and
the TFTP server is down, which IOS is loaded?

a. mc3810-a2isv5-mz.120-7. XK1 .bin
b. mc3810-a2isv5-mz.120-6.XK1.bin
c. I0S in ROM
d. ROM monitor
6 If the configuration register is set to 0x2142, which IOS is loaded?
a. 3810-a2isv5-mz.120-7.XK1.bin
b. 3810-a2isv5-mz.120-6. XK1 .bin
c. I0S in ROM
d. ROM monitor
7 What password is entered to reach privileged exec mode?
a. cciel
b. ccie2
c. ccie3
d. ccie4
8 What password accesses the router through Telnet to the router?
a. ccie2
b. ccie3
c. ccied

d. No password is used






This chapter covers the following topics needed to master the CCIE exam:

® TLocal-area network (LAN) media review — Data-link protocols and media topology
requirements for Ethernet, Fast Ethernet (FE), Gigabit Ethernet (GE), Token Ring,
and wireless LANs (WLANSs)

® Transparent bridging (TB)—Reviews bridging functions such as shielded twisted-
pair (STP), integrated routing and bridging (IRB), and concurrent routing and
bridging (CRB)

® Source-route bridging (SRB)—Reviews bridging protocols that involve Token Ring
networks, such as SRB, source-route transparent bridging (SRT), source-route
translational bridging (SR/TLB), remote source-route bridging (RSRB), and data-link
switching (DLSw), and Routing Information Field (RIF)

® LAN switching Topics —Reviews virtual LAN (VLAN) trunking, Fast EtherChannel
(FEC), and Cisco Discovery Protocol (CDP); VLAN trunking topics, which include
Inter-Switch Link (ISL), Institute of Electrical and Electronics Engineers (IEEE)
802.1q, and Virtual Terminal Protocol (VTP); and Security topics, which include
access lists, Private VLANS, and IEEE 802.1x port-based authentication

® Asynchronous Transfer Mode (ATM) LAN emulation (LANE)—Reviews ATM
LANE components and the Simple Server Redundancy Protocol (SSRP)



CHAPTER 4

Local-Area Networks and
LAN Switching

This chapter covers the CCIE Written blueprint objectives related to bridging, local-area
networks, and LAN switching. Other blueprint topics covered in this chapter include ATM
LANE and LAN security.

“Do | Know This Already?” Quiz

The purpose of this assessment quiz is to help you determine how to spend your limited
study time. If you can answer most or all of these questions, you might want to skim the
Foundation Topics section and return to it later as necessary. Review the Foundation
Summary section and answer the questions at the end of the chapter to ensure that you have
a strong grasp of the material covered. If you intend to read the entire chapter, you do not
necessarily need to answer these questions now. If you find these assessment questions
difficult, read through the entire “Foundation Topics” section and review it until you feel
comfortable with your ability to answer all of the Q&A questions at the end of the chapter.
The following questions are repeated at the end of the chapter in the Q & A section with
additional questions to test your mastery of the material.

Select the best answer. Answers to these questions are in the Appendix, “Answers to Quiz
Questions.”

1 What bit of each byte does an Ethernet NIC expect to read first off the wire?
a. The least significant bit first; this is the noncanonical format.
b. The most significant bit first; this is the noncanonical format.
c. The least significant bit first; this is the canonical format.
d. The most significant bit first; this is the canonical format.
2 Which access method listens to the wire before transmitting?
a. Token access
b. CSMA/CD
c. Token bus

d. 4B/5B
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3 Which IEEE frame format includes a type field?
a. IEEE 802.3
b. IEEE 802.5
c. IEEE 802.3 SNAP
d. IEEE 802.1q
4 Which bridging method associates a MAC address with its ports?
a. Transparent
b. SRB
c. SR/TLB
d. RSRB
5 What does the following command do?
source-bridge transparent 10 5 1 6
a. Configures DLSw
b. Configures transparent bridging
c. Configures source-route bridging
d. Configures translational bridging from an Ethernet bridge group

6 Whatis the RIF in hexadecimal for a source route frame if it is to route from Token Ring 4,
through bridge 12, ending on Token Ring 15?

a. 0630.004c.0015
b. 0630.0412.0015
c. 0630.040c.0150
d. 0630.004¢.00f0
7 Which access list denies 00c0.0020.0010 but permits other MAC addresses?

a.

access-list 700 deny 00c0.00a0.0010 ffff.ffff.ffff
access-list 700 permit 0000.0000.0000 ffff.ffff.ffff

access-list 700 deny 00c0.00a0.0010 0000.0000.0000
access-list 700 permit 0000.0000.0000 ffff.ffff.ffff
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10

11

12

access-list 200 deny 00c0.00a0.0010 ffff.ffff.ffff
access-list 200 permit 0000.0000.0000 ffff.ffff.ffff

access-list 200 deny 00c0.00a0.0010 0000.0000.0000
access-list 200 permit 0000.0000.0000 ffff.ffff.ffff

Which trunking method places an internal tag to identify the VLAN number?
a. ISL

b. 802.1q

c. 802.1p

d. VTP pruning

Which answer best describes the VTP client?

a. Stores VLAN information in NVRAM

b. Adds and deletes VLANS in the VTP domain

¢. Maintains a full list of VLANs

d. Does not participate in VTP

What is the BID?

a. BLAN ID number

b. Bridge identifier in STP

c. Border identifier in SRB

d. Bridged identifier in VTP

What is the transparent bridge port state sequence from a disabled port to a forwarding port?
a. Disabled, listening, learning, forwarding, blocked
b. Disabled, enabled, listening, learning, forwarding
c. Disabled, blocking, listening, learning, forwarding
d. Disabled, blocking, learning, listening, forwarding
What is a BVI?

a. Bridged VLAN identifier

b. Bridge virtual interface, used in IRB

c. Bridge ID, in RIFs

d. When set, indicates to use SRB
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13 Which type of bridge removes the RIF, checks the MTU, and reorders bits before sending
the frame on?

a. Transparent
b. DLSw
c. SRT
d. SR/TLB
e. SRB
f. RSRB
14 What is the RIF in the following?

source-bridge ring-group 5
|

dlsw local-peer peer-id 1.1.1.1 promiscuous

dlsw remote-peer 0 tcp 2.2.2.1
!

interface tokenring 0
source-bridge 1 2 5

a. 0630.0012.0050.
b. 0830.0125.
c. 0830.0012.0051.
d. Not enough information is given.
15 What is the maximum segment length of 10Base2 media?
a. 100 m
b. 185 m
c. 200 feet
d. 500 feet
16 At what speed does Gigabit Ethernet transmit data?
a. 1000 kbps
b. 100 Mbps
c. 1000 Mbps
d. 1250 kbps
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17 What is the IEEE standard for Fast Ethernet?
a. IEEE 802.3a
b. IEEE 802.3ab
c. IEEE 802.3u
d. IEEE 802.3z
18 Whatis a BPDU?
a. Bridge packet descriptor unit
b. Bridge protocol data unit
c. Basic protocol descriptor unit

d. None of the above
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Foundation Topics

LAN Media Review

This section covers Media Access Control (MAC) addresses, the Ethernet family of data-link
layer technologies, Token Ring, and wireless LANs (WLANS).

MAC Address Format

Ethernet or Token Ring router interfaces and all device network interface cards (NICs) are
identified with a unique burned-in address (BIA). This is the MAC address, which is also called
the physical address. It is an implementation of Layer 2 of the OSI reference model —or more
specifically, the MAC layer of the IEEE model to identify the station. The MAC address is

48 bits in length (6 octets) and is represented in hexadecimal.

The router output in Example 4-1 shows the MAC address (00-10-7b-3a-92-3c¢) of an Ethernet
interface.

Example 4-1 Router Interface MAC Address

router> show interface
Ethernet® is up, line protocol is up
Hardware is Lance, address is 0010.7b3a.923c (bia 0010.7b3a.923c)
Internet address is 135.119.110.30/24
MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:00, output 00:00:00, output hang never
Last clearing of "show interface" counters never
Input queue: 1/75/0/0 (size/max/drops/flushes); Total output drops: @
Queueing strategy: fifo
Output queue :0/40 (size/max)
5 minute input rate 1000 bits/sec, 2 packets/sec
5 minute output rate 1000 bits/sec, 2 packets/sec
1999164 packets input, 379657585 bytes, @ no buffer
Received 1785091 broadcasts, @ runts, @ giants, @ throttles
1 input errors, @ CRC, @ frame, @ overrun, 1 ignored
0 input packets with dribble condition detected
745208 packets output, 82211652 bytes, @ underruns
0 output errors, 63 collisions, 16 interface resets
0 babbles, @ late collision, 345 deferred
0 lost carrier, @ no carrier
0 output buffer failures, @ output buffers swapped out
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The first three bytes of a MAC address form the Organizational Unique Identifier (OUI), which
identifies the manufacturer/vendor. The last three octets are administered by the manufacturer
and assigned in sequence.

Canonical Transmission

When converting hexadecimal MAC addresses to binary, each hexadecimal number is
represented in its 4-bit binary equivalent. For example, ac-10-7b-3a-92-3c is converted
normally to binary as the following:

10101100 00010000 01101011 00111010 01010010 00111100

For Token Ring networks, each octet of this MAC address is transmitted from left to right, from
the most significant bit (MSB) to the least significant bit (LSB). This noncanonical transmission
is also known as MSB first.

For Ethernet networks, each octet of the previous MAC address is transmitted from left to right,
but LSB to MSB. The difference is that for each octet, the LSB is transmitted first and the MSB
is transmitted last. This canonical transmission is also known as LSB first. The MAC address
AC-10-7b-3a-92-3c is transmitted as the following:

00110101 00001000 11010110 01011100 01001010 00111100

The octet AC is transmitted from left to right as 00110101, the second octet (10) is transmitted
from left to right as 000010000, and so on.

For both Ethernet and Token Ring networks, the order of each octet is transmitted the same:
from Most Significant Octet to Least Significant Octet. The difference is in the transmission
order of the bits of each octet. For Ethernet networks, the LSB of the first octet is transmitted
first. This bit is the Individual/Group (I/G) Address Bit. If the I/G is set to 0, it indicates an
individual MAC address. If the I/G bit is set to 1, it indicates that the address is a group address.
The I/G is set to 1 for broadcast and multicast MAC addresses.

The first (Ieftmost) bit in the binary representation is the I/G Address Bit. If set to 0, it indicates
an individual address. It can be set to 1 in an address allocated by the vendor to indicate that the
address is a group address. The second leftmost bit is the U/L bit. If set to 0, it indicates a

universally administered address. If set to 1, it indicates that the address is locally administered.

Ethernet

Today’s Ethernet networks are based on the Ethernet development by Digital, Intel, and Xerox
(DIX). Version 1 of the standard was created in 1980. It used unbalanced signaling, meaning
that a 0 is represented by 0 voltage, and a 1 is represented by a positive voltage. In 1982, version
2 of Ethernet was introduced. It added the heartbeat signal to transceivers and moved to
balanced signaling. Balanced signaling uses positive and negative voltages, which allow more
speed. The heartbeat signal is used as a link test pulse. Ethernet version 2 is the basis of today’s



112 Chapter 4: Local-Area Networks and LAN Switching

Ethernet networks. Ethernet uses carrier-sense multiple access with collision detection (CSMA/
CD) as the access method.

CSMA/CD Media Access Method

NOTE

CSMA/CD is the media access method on Ethernet networks. In this scheme, hosts listen to the
network for activity. If there is no network activity, hosts can transmit a frame onto the network,
while transmitting hosts listen to the network for any collisions with other transmitting nodes.

If no collision is detected, the host assumes that the frame transmitted successfully. If a collision
is detected, the node waits a random amount of time and listens for traffic on the segment. If
there is no traffic, it attempts to send the frame again. It attempts 16 times before sending an
error message to the upper-layer protocol (ULP).

You only use CSMA/CD in shared networks or hubs. If an Ethernet or FE interface is
configured for full-duplex operation, it does not use CSMA/CD. Because no collisions
are in full-duplex mode, CSMA/CD is not required.

Ethernet Encoding

Figure 4-1

Manchester encoding was selected to code signals on the wire on Ethernet. In Manchester
encoding, a 0 is represented as a transition from high to low in the middle of the clocking time
interval. A 1 is represented as a transition from low to high in the middle of the time interval.
Figure 4-1 shows a sample of Manchester encoding.

Manchester encoding

Ethernet Frame Formats

After the Ethernet V2 standard was published, an effort went into producing an IEEE standard
for Ethernet. The IEEE 802 committee produced their 802.3 and 802.3 SNAP frame formats,
with the 802.2 Logical Link Control (LLC). Novell also produced a frame format for its net-
work operating system. These different groups produced different frame formats for the Ether-
net wire, but the signaling, encoding, and frame maximum and minimum sizes remain the same.
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Figure 4-2

Table 4-1

Therefore, these four frame formats can reside on the same segment. A few differences exist,

which are explained.

The four frame formats are as follows:

® Ethernet version 2

® Novell 802.3 Raw

® IEEE 802.3

® [EEE 802.3 Subnetwork Access Protocol (SNAP)

Ethernet Version 2 Frame Format
Figure 4-2 shows the Ethernet version 2 frame format. The frame fields are described in

Table 4-1.

Ethernet V2 Frame Format

Preamble
8 bytes

DA
6 bytes

SA Type Data + pad FCS

6 bytes | 2 bytes | 46-1500 bytes 4 bytes

Ethernet V2 Frame Fields Descriptions

Field

Description

Preamble

String of binary 1s and Os ending with 11 to indicate the beginning of
the destination address (DA) field:

10101010 10101010 10101010 10101010 10101010 10101010
10101010 10101011

Destination Address (DA)

48-bit MAC layer Ethernet address of the destination host.

Source Address (SA)

48-bit MAC layer Ethernet address of the host that sent the frame
(source host).

Type

Contains the Ethernet Type number that indicates the ULP that this
frame should be sent to. This number is greater than 1500 (05DC hex).
Examples of EtherTypes are 0x0800 for the IP protocol and 0x6004 for
Dec LAT. A list of Ethernet types can be viewed at
www.standards.ieee.org/regauth/ethertype/type-pub.html.

Data

Contains ULP information.

Frame Check Sequence (FCS)

The FCS uses a 32-bit cyclic redundancy check (CRC) for error
detection.




114 Chapter 4: Local-Area Networks and LAN Switching

The minimum frame size on Ethernet is 64 bytes, and the maximum is 1518 bytes. When
calculating the frame size, do not include the preamble in the summation. The Ethernet V2
frame format conforms to the following specification:

®  The minimum frame size is 6 + 6 + 2 + 46 + 4 = 64 bytes

®  The maximum frame size is 6 + 6 + 2 + 1500 + 4 = 1518 bytes

Novell 802.3 Raw Frame Format

Prior to the IEEE 802.3 specification, Novell needed a frame format for their NetWare
Internetwork Packet Exchange (IPX) network operating system. Novell produced their own
frame format to run on CSMA/CD networks.

Figure 4-3 shows the Novell 802.3 raw frame format. The frame field descriptions are displayed
in Table 4-2.

Figure 4-3 Novell 802.3 Raw Frame Format

Preamble DA SA | Length Data + pad FCS
8 bytes 6 bytes | 6 bytes | 2 bytes FF":"§'1500 bytes | 4 bytes

Table 4-2 Novell 802.3 Raw Frame Fields Descriptions

Field Description

Preamble Same as with Ethernet V2; a string of binary 1s and Os ending with 11

Destination Address (DA) 48-bit MAC address of the destination host

Source Address (SA) 48-bit MAC address of the host that sent the frame (source host)

Length Contains the length of the data field in binary; indicated values are from
3 to 1500 bytes

Data Contains ULP IPX information

Frame Check Sequence (FCS) Contains the 32-bit cyclic redundancy check (CRC) for error detection

Novell frames are unique in that the data field begins with an FFFF hex (at the beginning of the
IPX protocol header).

IEEE 802.3 Frame Format

The IEEE produced its Ethernet standard in June 1983. The type field changed to a length field
and the IEEE 802.2 LLC layer was added.
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Figure 4-4

Table 4-3

Figure 4-5

Figure 4-4 shows the IEEE 802.3 frame format. Table 4-3 displays the IEEE 802.3 frame fields.

IEEE 802.3 Frame Format
Preamble | SFD DA SA Length | LLC Data + pad FCS
7 bytes 1 byte| 6 bytes | 6 bytes | 2 bytes | 3 bytes | 43-1497 bytes | 4 bytes

1EEE 802.3 Frame Fields Descriptions

Field

Description

Preamble

The IEEE defined the preamble as a string of 1s and Os that is 7 bytes

long.

Start Frame Delimiter (SFD)

1 byte set to 10101011 to indicate the start of the destination address.

Destination Address (DA)

48-bit MAC address of the destination host.

Source Address (SA)

48-bit MAC address of the host that sent the frame (source host).

Length

Contains the length of the LLC and the data field in binary. Indicated
values are from 3 to 1500 bytes.

Logical Link Control (LLC)

Identifies the ULP.

Data+Pad

Contains ULP information.

Frame Check Sequence (FCS) Contains the 32-bit cyclic redundancy check (CRC) for error detection.

The LLC is specified by IEEE 802.2. The LLC provides connectionless (LLC type 1) and

connection-oriented (LLC type 2) services. You use LLC1 with Ethernet networks and LLC2

in IBM SNA environments. The LLC is divided into three fields, as shown in Figure 4-5.

LLC Fields

DSAP | SSAP Control
1 byte 1 byte | 1o0r2bytes

The destination service access point (DSAP) indicates the destination ULP. The source service

access point (SSAP) indicates the source ULP. Examples of SAP values are as follows:

®  NetBIOS = 0xF0
®  Bridge PDU = 0x42

® SNA = 0x04, 0x05, 0x0C



116  Chapter 4: Local-Area Networks and LAN Switching

Figure 4-6

Figure 4-7

® SNAP =0xAA
® X.25=0x7E
® P =0x06

In Ethernet networks, the control field is set to 0x03 to indicate an 802.2 unnumbered format
for connectionless service.

IEEE 802.3 SNAP Frame Format

The SNAP field was created to help transition protocols from Ethernet V2 to an IEEE 802.3
compliant frame. It uses the same type values as Ethernet V2, but the EtherType field is
preceded by a 3-byte field for protocol family identification (protocol ID).

The SNAP field includes the Ethernet type information in Ethernet V2. Figure 4-6 shows the
IEEE 802.3 SNAP frame format. The remainder of this section discusses the fields in this
format.

IEEE 802.3 SNAP Frame Format

Preamble | SFD DA SA Length | LLC | SNAP | Data + pad

7 bytes |1 byte | 6 bytes | 6 bytes | 2 bytes | 3 bytes | 5 bytes | 38-1492 bytes FCS

All fields are the same as in the IEEE 802.3 frame format. The SSAP and DSAP of the LLC are
set to 0OXAA. The SNAP field is added. The SNAP field contains two fields, including a 3-byte
vendor code field. This 3-byte vendor code is unique to different vendors. The next field in
the SNAP is the 2-byte Ethernet type field in Ethernet V2. The SNAP fields are displayed in
Figure 4-7.

IEEE SNAP Fields

Vendor Code | Type
3 bytes 2 bytes

In the years that followed these standards, there has been a mix of frame formats in the network.
IP and DEC protocols use Ethernet V2, Novell’s IPX (3.x) uses its 802.3 raw format, and SNA
uses 802.3. As most networks migrate to the IP protocol, Ethernet V2 frames are more common
on the network.

The remainder of this section covers Ethernet physical specifications.
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Ethernet Media Specifications

This section lists the physical media specifications, including range limitations for Ethernet,
FE, and GE.

10Base5 Thick Ethernet

Commonly referred to as Thick Ethernet or Thicknet, this specification uses 0.4 inch, 50-ohm
coaxial cable. The specifications for Thicknet are as follows:

® (.4 inch, 50 ohm coax cable.

®  Maximum segment length is 500 m.

®  Maximum number of attachments per segment is 100.

®  Maximum AUI cable length is 50 m.

® Minimum separation between attachments (MAU) is 2.5 m.
® (Cable ends terminate with 50 ohm terminators.

® MAU attach workstations.

® Maximum network length is 5 segments and 2500 m.

®  Maximum number of stations on the network is 1024.

Figure 4-8 shows a sample 10Base5 Ethernet network.
Figure 4-8  Sample 10Base5 Network
MAU 0.4 inch 50 ohm coaxial cable

l — 2.5 m minimum —|
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10Base?2 Thinnet

Commonly referred to as Thinnet, this specification uses 0.2 inch, 50 ohm coaxial cable.
Thinnet specifications are as follows:

® (.2 inch, RG58-U, 50 ohm coax cable.

®  Maximum segment length is 185 m.

®  Maximum number of attachments per segment is 30.
®  Minimum separation per segment is 0.5 m.

® T-connectors attach workstations.

Figure 4-9 shows a sample 10Base2 Ethernet network.

Figure 4-9 Sample 10Base2 Network
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10BaseT Ethernet
UTP has become the defacto standard media for LAN systems. 10BaseT was made an IEEE
standard in 1990. The 10BaseT specifications are as follows:

® 24 AWG UTP 4/.6 mm cable.

®  Maximum segment length is 100 m.

® 1 device per cable.

Fast Ethernet

The IEEE developed the 802.3U standard in 1995 to provide Ethernet speeds of 100 Mbps over
UTP and fiber cabling. The 100BaseT standard is similar to 10 Mbps Ethernet in that it uses
CSMA/CD, runs on Category 3,4, and 5 UTP cable, and the frame formats are preserved.
Connectivity still uses hubs, repeaters, and bridges.

The encoding for 100BaseT is 4B/5B with nonreturn to zero (NRZ), the new speed is 100 Mbps,
and the media independent interface (MII) was introduced as a replacement to the attachment
unit interface (AUI).
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Table 4-4

The 4B/5B coding takes 4 bits of data and expands it into a 5-bit code for transmission on the
physical channel. Because of the 20 percent overhead, pulses run at 125 MHz on the wire to
achieve 100 Mbps. Table 4-4 shows how some data numbers are converted to 4B/5B code.

FE 4B/5B Code

Data Binary 4B/5B Code
0 0000 11110
1 0001 01001
2 0010 10100
D 1101 11011
1110 11100

F 1111 11101

The following specifications are covered in this section:
® 100BaseTX
® 100BaseT4
® 100BaseFX

100BaseTX FE

The 100BaseTX specification uses Category 5 UTP wiring. Similar to 10BaseT, FE uses only
two pairs of the 4-pair UTP wiring. If Category 5 cabling is already in place, upgrading to FE
only requires a hub or switch and NIC upgrades. Because of the low cost, most of today’s
installations use switches. The specifications are as follows:

® Transmission over Cat 5 UTP or Cat 1 STP wire.
® RIJ-45 connector (same as in 10BaseT).
®  Punchdown blocks in the wiring closet must be Category 5 certified.

® 4B5B coding.

100BaseT4 FE

The 100BaseT4 specification was developed to support UTP wiring at the Category 3 level.
This specification takes advantage of higher speed Ethernet without recabling to Category 5
UTP. This implementation is not widely deployed. The specifications are as follows:

® Transmission over Cat 3,4, or 5 UTP wiring.

® Three pairs are for transmission, and the fourth pair is for collision detection.
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Table 4-5

® No separate transmit and receive pairs are present, so full-duplex operation is not possible.

® 8BOT coding.

100BaseFX
The 100BaseFX specifications for fiber are as follows:

® Operates over two strands of multimode or single-mode fiber cabling
® (Can transmit over greater distances than copper media

® Uses media interface connector (MIC), ST, or SC fiber connectors defined for FDDI and
10BaseFX networks

® 4BS5B coding

1000 Mbps GE

Gigabit Ethernet is specified by two standards: IEEE 802.3z and 802.3ab. The 802.3z standard
specifies the operation of GE over fiber and coaxial cable and introduces the Gigabit MII
(GMII). The 802.3z standard was approved in July 1998. The 802.3ab standard specifies the
operation of GE over Category 5 UTP, as approved in June 1999. GE still retains the frame
formats and frame sizes of 10 Mbps Ethernet, along with the use of CSMA/CD in shared
segments. Similar to Ethernet and FE, full-duplex operation is possible. Differences can be
found in the encoding; GE uses 8B/10B coding with simple NRZ. Because of the 20 percent
overhead, pulses run at 1250 MHz to achieve 1000 Mbps. GE includes the following methods
to achieve 1 Gbps speed:

® 8B/10B Coding.

® Bytes are encoded as 10-bit symbols.

® Run-length limited (no long sequences of 1s or 0s).

®  Pulses on the wire run at 1250 MHz to achieve 1000 Mbps speed.

Table 4-5 shows how data is converted into 8B/10B code for transmission.
8B/10B Encoding

Data Binary (8B) 10B Code

00 00000000 0110001011
01 00000001 1000101011
02 00000010 0100101011
03 00000011 1100010100

04 00000100 0010101011
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The following specifications are covered in this section:

1000BaseL.X
1000BaseSX
1000BaseCX
1000BaseT

1000BaseLX Long Wavelength GE

The IEEE 1000BaseL.X uses long wavelength optics over a pair of fiber strands. The
specifications are as follows:

Uses long wave (1300 nm).

Use on multimode or single-mode fiber.

Maximum lengths for multimode fiber are as follows:
— 62.5 um fiber: 440 m
— 50 um fiber: 550 m

Maximum length for single-mode fiber is 9 um: 5 km.

Uses 8B/10B encoding with simple NRZ.

1000BaseSX Short Wave GE

The IEEE 1000BaseSX uses short wavelength optics over a pair of multimode fiber
stands. The specifications are as follows:

Uses short wave (850 nm).
Use on multimode fiber.
Maximum lengths are as follows:
— 62.5 um: 260 m
— 50 um: 550 m
Uses 8B/10B encoding with simple NRZ.

1000BaseCX GE over Coaxial Cable

The IEEE 1000Base-CX standard is intended for short copper runs between servers. The
specification is as follows:
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® Used on short run copper.

®  Runs over a pair of 150 ohm balanced coaxial cable (twinax).
®  Maximum length is 25 m.

®  Mainly for server connections.

® Uses 8B/10B encoding with simple NRZ.

1000BaseT GE over UTP

The IEEE standard for 1000 Mbps Ethernet over Category 5 UTP is IEEE 802.3ab; it was
approved in June 1999. This standard uses the 4 pairs in the cable. (100BaseTX and 10BaseT
Ethernet only use 2 pairs.) The specifications are as follows:

® Category 5, 4-pair UTP.
®  Maximum length is 100m.
® Encoding defined is a 5-level coding scheme.

® 1 byte is sent over the 4 pairs at 1250 MHz.

10 GE

Although not a test topic, the CCIE candidate should be familiar with the developing IEEE
802.3ae 10 GE technology. The draft standard mentions that it only functions on optical fiber
and operates in full-duplex mode. It can provide media solutions for metropolitan-area
networks (MANS) and wide-area networks (WANS). The standard is to be adopted in mid
2002. More information is at the 10 Gigabit Alliance web site at www.10gea.org.

Token Ring

Token Ring was developed by IBM for the forwarding of data on a logical unidirectional ring.
Token Ring is implemented in the data-link layer. Token Ring networks move a small frame,
called a token, around the network. Possession of the token grants the right to transmit data.
After a station has the token, it modifies it into a data frame, appends the data for transmission,
and sends the frame to the next station. No token is on the ring until the data frame is received
by the source station marked as read and copied, and releases a token back into the ring.

The IEEE standard for Token Ring is IEEE 802.5; the differences with IBM’s specification are
minor. Table 4-6 shows the similarity and difference between the specifications.
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Table 4-6 IBM and IEEE 802.5 Token Ring Specification Similarities

Specification IBM Token Ring IEEE 802.5
Data Rate 4 or 16 Mbps 4 or 16 Mbps
4 Mbps only, on UTP

Stations per segment 260 (on STP) 250 (on STP)

72 (on UTP) 72 (on UTP)
Physical Topology Star Not specified
Media Twisted pair Not specified
Signaling Baseband Baseband
Access Method Token passing Token passing
Encoding Differential Manchester Differential Manchester

The physical implementation topology can be a ring or more commonly a star. When connected
as a ring, devices connect to a multistation access unit (MSAU). MSAUs can be connected
together with patch cables to form a ring. The MSAU can also bypass stations that are defective
on the ring. Figure 4-10 shows the connectivity in the Token Ring network. The MSAUSs are
connected in a physical ring.

Figure 4-10  Token Ring MSAU
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Token Ring Coding

Token Ring uses differential Manchester as the encoding scheme. In differential Manchester, a
0 is represented as a transition at the beginning of the clock time interval. A 1 is indicated as an
absence of a transition.

Token Ring Operation

Access is controlled by using a token. A token is passed along the network from station to
station. Stations with no data to transmit forward the token to the next station. If the station
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wants to transmit data, it seizes the token, produces a data frame by appending data, and sends
it to the destination. The receiving station reads the frame and forwards it along the ring back
to the source station. The receiving station also sets the address-recognized and framed-copied
bits on the forwarded frame. The source station verifies that the data frame was read and
releases a token back onto the network. The default operation permits the use of the Token

in round-robin fashion.

Token Ring Priority

Token Ring includes an optional priority system that permits stations configured with a higher
priority value to use the network more frequently than permitted by the default round-robin
operation. Eight levels of priority are provided using a 3-bit reservation field and a 3-bit priority
field. As an information frame passes, a station sets a higher priority in the reservation field,
which reserves the token. The transmitting station then sends a token out with the higher
priority set. After the high priority station completes sending its frame, it releases a token
with the normal or previous priority.

Active Monitor (AM)

One station on the Token Ring is selected to be the AM. This station performs a variety of ring-
maintenance functions. The AM removes continuously circulating frames that are not removed
by afailed transmitting station. As a frame passes the AM, the monitor count bit is set. If a frame
passes with the monitor count bit set, the AM assumes that the original sender of the frame was
unable to remove the frame from the ring. The AM purges this frame, sends a Token Soft Error
message to the Ring Error Monitor, and generates a new token.

The AM provides timing information to ring stations. The AM inserts a 24-bit propagation
delay to prevent the end of a frame from wrapping onto the beginning of the frame, and also
confirms that a data frame or token is received every 10 milliseconds.

Standby and Ring Error Monitors are also on Token Ring networks. Standby Monitors take over
as AM if the primary AM is removed from the ring or no longer performs its functions. Ring
Error Monitors can also be present on the ring to collect ring status and error information.

Beaconing

A beacon frame is sent by a station that does not receive any more frames—either a data frame
or a token—from its upstream neighbor. An adapter keeps beaconing until it begins to receive
frames again. A beacon MAC frame includes the beaconing station’s MAC address and the
address of the station’s nearest active upstream neighbor (NAUN), indicating that the problem
lies between the two stations.
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Early Token Release (ETR)

In a normal token ring operation, the station that transmitted the data frame removes it and then
generates a free token.

With ETR, a token is released immediately after the sending station transmits its frame. The
sending station does not wait for the data frame to circle the ring. ETR is only available on
16 Mbps rings. Stations running ETR can coexist with stations not running ETR. With ETR,
a free token can circulate the ring with multiple data frames.

On supported router platforms, early token release is configured as follows:

interface token 0
early-token-release

Ring Insertion
The process for a station to insert into the token ring follows five phases:

® Phase 0—Lobe media test

® Phase 1 —Physical insertion

® Phase 2— Address verification

®  Phase 3—Participation in ring poll

® Phase 4—Request initialization

Phase 0: Lobe Media Test

The first step when a token ring device is inserted is the lobe media test. The transmitter and
receiver of the adapter and the cable between the adapter and the MSAU are tested in this phase.

Phase 1: Physical Insertion

In phase 1, the adapter opens a relay on the MSAU. After the MSAU opens, the adapter
determines an AM is present on the ring, which indicates successful completion of phase 1.

Phase 2: Address Verification

This phase verifies that the MAC address is unique to the ring. This phase can detect if two
Locally Administered Addresses (LAAs) are configured with the same MAC address. This
phase is also called the duplicate address test.

Phase 3: Participation in Ring Poll

In this phase, the station learns its upstream neighbor’s address and informs its downstream
neighbor of the inserting adapter’s address and produces a station list. If the adapter success-
fully participates in a ring poll, it proceeds into the final phase of insertion.
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Phase 4: Request Initialization

Phase 4 is the final phase of ring insertion. The adapter sends request initialization MAC frames
to the functional address of the Ring Parameter Server (RPS). The RPS responds with informa-
tion such as the ring number and speed. The adapter uses its own default values and reports
successful completion of the insertion process if no RPS is present.

Token Ring Frame Format

Figure 4-11

Figure 4-12

Table 4-7

The two types of frame formats are tokens and data/command frames, as displayed in Figure
4-11 and Figure 4-12, respectively. Tokens are 3 bytes in length and consist of a start delimiter,
an access control byte, and an end delimiter. Data/command frames vary in size, depending on
the size of the Information field. Command frames contain control information and do not carry
upper-layer protocols.

Token Frame (No Data)
SD AC ED
1 byte 1 byte 1 byte
Data/Command Frame
SD AC FC DA SA Data FCS ED FS
1 byte 1 byte 1 byte 6 bytes | 6 bytes 4 bytes | 1 byte 1 byte

Table 4-7 contains an explanation of the fields in Figures 4-11 and 4-12.
Token Ring Frame Fields Descriptions

Field Description
Start Delimiter (SD) Alerts a station of the arrival of a frame.
Access Control (AC) Its format is PPPTMRRR; contains the token bit that you use to

differentiate a token from a data/command frame. If T=0, it is a token,
if T=1, it is a frame. AC also contains priority and reservation fields.

Frame Control (FC) Indicates if the frame contains data or if it is a command frame with
control information.
Destination Address (DA) 48-bit Token Ring MAC address of the destination host.

Source Address (SA) 48-bit Token Ring MAC address of the source host.
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Table 4-7

Token Ring Frame Fields Descriptions (Continued)

Field Description

Data Contains the ULP information; this field is of variable size.

Frame Check Sequence (FCS) Contains the 32-bit cyclic redundancy check (CRC) for error detection.
End-delimiter (ED) Indicates the end of the Token Ring frame.

Frame Status

address-recognized and frame-copied bits.

Terminates a data/command frame. Included in the frame status are the

Token Ring Interface

Example 4-2 Token Ring Interface

As shown in Example 4-2, the Token ring interface maximum transmission unit (MTU), speed,
MAC, and other information can be checked with the show interface tokenring 0 command.
From the router output, you can see that the encapsulation is SNAP, the ring speed is 16 Mbps,
and the interface MTU is 4464 bytes.

router> show interface tokenring 0
TokenRing®@® is up, line protocol is up

Hardware is TMS380, address is 0007.0d26.7612 (bia 0007.0d26.7612)
Internet address is 133.5.88.8/24
MTU 4464 bytes, BW 16000 Kbit, DLY 630 usec,

reliability 255/255, txload 1/255, rxload 1/255
Encapsulation SNAP, loopback not set
Keepalive set (10 sec)
ARP type: SNAP, ARP Timeout 04:00:00
Ring speed: 16 Mbps
Duplex: half
Mode: Classic token ring station
Group Address: 0x00000000, Functional Address: 0x08000000
Ethernet Transit OUI: 0x000000
Last input 00:00:00, output 00:00:00, output hang never
Last clearing of "show interface" counters never

Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops:

Queueing strategy: fifo
Output queue :0/40 (size/max)
5 minute input rate 0@ bits/sec, @ packets/sec
5 minute output rate @ bits/sec, @ packets/sec
1278 packets input, 55402 bytes, @ no buffer
Received 1007 broadcasts, @ runts, 0 giants, @ throttles
0 input errors, @ CRC, @ frame, @ overrun, @ ignored, @ abort
331 packets output, 26189 bytes, @ underruns
0 output errors, 0 collisions, 1 interface resets
0 output buffer failures, @ output buffers swapped out
3 transitions

0
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Wireless LANs

WLANS provide the capability to access internetworking resources without having to be wired
to the network. WLAN applications include inside-building access, LAN extension, outside
building-to-building communications, public access, and small-office home-office (SOHO)
communications. For the CCIE written test, focus on the IEEE 802.11b standard.

The first standard for WLANSs is IEEE 802.11, approved by the IEEE in 1997. IEEE 802.11
implemented WLANS at speeds of 1 Mbps and 2 Mbps using Direct Sequence Spread Spectrum
(DSSS) and Frequency Hopping Spread Spectrum (FHSS) on the physical layer of the OSI
model. DSSS divides data into separate sections, and each section is sent over different
frequencies at the same time. FHSS uses a frequency hopping sequence to send data in bursts.
With FHSS, some data is transmitted at frequency 1; then the system hops to frequency 2 to
send more data, and so on, returning to transmit more data at frequency 1.

Current implementations use the IEEE 802.11b standard. The IEEE 802.11b standard is
referred to as high-rate and provides speeds of 11,5.5,2, and 1 Mbps. An interoperability
certification exists for IEEE 802.11b WLANSs called Wireless Fidelity (Wi-Fi). The Wi-Fi
certification is governed by the Wireless Ethernet Compatibility Alliance (WECA). IEEE
802.11b uses DSSS and is backward-compatible with 802.11 systems that use DSSS. The
modulation techniques used by IEEE 802.11b are as follows:

® Complementary Code Keying (CCK) at 5.5 and 11 Mbps
® Differential Quadrature Phase Shift Keying (DQPSK) at 2 Mbps
® Differential Binary Phase Shift Keying (DBPSK) at 1 Mbps

A description of each modulation technique is outside the scope of the CCIE written test and is
not covered in this book.

Service Set Identifier (SSID)

WLANS use a SSID to identify the network name of the WLAN. The SSID can be 2 to 32
characters in length. All devices in the WLAN must have the same configured SSID to
communicate.

WLAN Access Method
The IEEE 802.11 MAC layer implements carrier sense multiple access with collision avoidance
(CSMA/CA) as an access method. With CSMA/CA, each WLAN station listens to see if a
station is transmitting. If there is no activity, the station transmits. If there is activity, the station
uses a random countdown timer. When the timer expires the station transmits.
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WLAN Modes

WLAN architecture has three modes of operation. The first mode is the Basic Service Set (BSS).
In BSS mode, all stations communicate with the Access Point (AP). The AP provides commu-
nication between clients and connects the WLAN network with the wired LAN. As shown in
Figure 4-13, in BSS mode, clients do not communicate directly with each other; all communi-
cation is through the AP. BSS is also referred to as infrastructure mode.

Figure 4-13  BSS (Infrastructure) Mode

Wired LAN

WLAN clients

The second mode is the Independent Basic Service Set (IBSS). In IBSS mode, stations
communicate directly with each other without using an AP. IBSS is also known as Ad hoc mode.
Figure 4-14 displays IBSS (Ad-hoc) mode.

Figure 4-14  IBSS (Ad-hoc) Mode
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Figure 4-15

The third mode is the Extended Service Set (ESS). As shown in Figure 4-15, ESS is a set of BSS
where APs have connectivity in the WLAN, which provides a distribution system for roaming
capabilities.

Wireless ESS Mode

Wired LAN

- Access point - Access point

WLAN clients WLAN clients

Frequencies Used by WLANs

The IEEE 802.11b standard uses the 2.4 GHz band of the Industrial, Scientific, and Medical
(ISM) frequencies. The Federal Communication Commission (FCC) authorizes ISM
frequencies for unlicensed use in the United States. The three ISM frequency bands are as
follows:

® 902 to 928 MHz
® 24000 to 2.5000 GHz
® 5725105875 GHz
IEEE 802.11, 802.11b, and 802.11g standards all use the 2.4 ISM band.

The IEEE 802.11a standard uses the 5 GHz bands of the Unlicensed National Information
Infrastructure (UNII) frequencies. The three UNII bands are as follows:

® 5.15to05.25 GHz (lower band)
® 5.25t05.35 GHz (middle band)
® 5.75to 5.85 GHz (upper band)
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WLAN Security

WLANS without any encryption present a security risk because the SSIDs can be snooped by
using publicly available software. The IEEE 802.11 standard specifies the use of the Wired
Equivalency Privacy (WEP) for encryption. WLANS use two types of WEP keys: 64-bit and
128-bit. Although WEP provides additional security, it has some weaknesses that provide
security risks. By gathering (snooping) traffic, hackers can obtain the WEP keys by using
freeware software.

Some APs can implement MAC address and protocol filtering to enhance security or limit the
protocols over the WLAN. Again, MAC address filtering can be hacked.

To enhance security, WLANSs can be implemented with Virtual Private Network (VPN)
software or use the IEEE 802.1x port-based access control protocol. IEEE 802.1x is covered in
the LAN security section in this chapter.

Cisco also provides dynamic per-user, per-session WEP keys to provide additional security over
statically configured WEP keys, which are not unique per user. For centralized user-based
authentication, Cisco developed the Cisco Extensible Authentication Protocol (LEAP), which
uses mutual authentication between the client and the network server and uses IEEE 802.1x for
802.11 authentication messaging. LEAP uses a RADIUS server to manage user information.

New and Future WLAN Standards

The IEEE 802.11a standard provides an increase of throughput from 802.11b with speeds up to
54 Mbps. IEEE 802.11a uses the 5 GHz bands of the UNII frequencies. For this reason, it is not
backward-compatible with 802.11b WLANSs.

IEEE 802.11g is an emerging standard that provides faster WLAN speeds in the ISM 2.4 GHz
band. IEEE 802.11g is backward-compatible with 802.11b WLANS.

IEEE 802.11d provides specifications for WLANSs in markets not served by the current 802.11,
802.11b, and 802.11a standards.

IEEE 802.11i provides enhancements to the security and authentication protocols for WLANS.

The emerging IEEE 802.15 standard provides specifications for Wireless Personal Area
Networks (WPANs). The emerging IEEE 802.16 standard provides specifications for fixed
Broadband Wireless Access.

Transparent Bridging (TB)

This section covers bridging between Ethernet networks, STP, CRB, and IRB.
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Bridges and STP

Example 4-3

Example 4-4

Ethernet bridging occurs in the data-link layer of the OSI model. Switches perform the same
function as bridges. For the rest of the chapter, the term switches refers to bridges. Bridges (and
switches) forward frames from one interface to another based on the destination MAC address.
For any incoming frame, bridges forward the frame out a specific port, if the destination MAC
address is known, or it is flooded out all ports if the MAC address is unknown. If the destination
MAC is unknown, the bridges forward the frame out all ports. This is known as flooding.
Bridges have three primary functions:

® To learn the MAC addresses of all nodes and their associated port

® To filter incoming frames whose destination MAC addresses are located on the same
incoming port

® To forward incoming frames to the destination MAC through their associated port
Bridges keep a bridge table to track the MAC addresses available out each port.

An example of the table on a Catalyst switch is shown in Example 4-3. The switch creates a
table that lists the MAC address and port for the stations. For example, the station with MAC
address 00-10-7b-80-ba-d5 is located out port 2/10. This MAC table was created dynamically.

Bridge MAC Table

cat5000: show cam dynamic

VLAN Dest MAC/Route Des Destination Ports or VCs / [Protocol Type]
710 00-10-7b-80-ba-d5 2/10 [ALL]

34 00-10-7b-1b-6f-9c  2/3 [ALL]

59 00-10-7b-7e-cc-c3  2/5 [ALL]

59 00-e0-b0-64-6e-47 2/9 [ALL]

1 00-e0-b0-64-6e-49 2/12 [ALL]

1 00-10-7b-7e-cc-cd  2/11 [ALL]

710 00-e0-b0-64-6e-07 2/7 [ALL]

34 00-50-3e-e4-58-59  2/4 [ALL]
Total Matching CAM Entries Displayed = 8

Routers can also be configured to bridge protocols. By default, if bridging is configured on an
interface, the router bridges any protocol that is not routed on that interface.

The configuration in Example 4-4 bridges between Ethernet 1 and Ethernet 0. Bridge group 1
is configured for the IEEE STP with the bridge 1 protocol ieee command. Each interface is
configured to bridge with the bridge-group 1 command.

Configuration of Bridge Between Ethernet 0 and Ethernet 1

bridge 1 protocol ieee
!

interface ethernet 0
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Example 4-4 Configuration of Bridge Between Ethernet 0 and Ethernet 1 (Continued)

bridge-group 1
!
interface ethernet 1
bridge-group 1

Transparent Bridge Modes

STP

Bridges and switches can operate in two basic modes: store-and-forward and cut-through. The
legacy mode is store-and-forward. The bridge stores the entire frame and verifies the CRC
before forwarding the frame. If a CRC error is detected, the frame is discarded.

With the evolution of bridges and switches with fast integrated circuits, a new mode of
operation is usually available: cut-through. In this mode, the switch does not wait for the entire
frame to enter its buffer; instead, it forwards the frame just after it reads the destination MAC
address. The advantage is that the switching operation is faster. The disadvantage is that the cut-
through operation does not check for CRC errors, which increases the amount of runt and error
frames on the network. Because of this problem, most switches provide the option to switch the
mode back to store-and-forward if an error threshold is met. Switches in cut-through can track
the CRC errors of forwarded frames to determine if there are too many errors. Other switches
implement modified cut-through, which waits to receive 64 bytes before it begins transmission,
which prevents the switch from sending runt frames.

When multiple bridges connect the same LAN segments, bridge loops can occur. The STP is a
Layer-2 link management protocol that discovers a loop free topology for connectivity between
LANSs. As shown in Figure 4-16, STP might place some redundant bridged interfaces in a
blocked state. STP provides recovery from bridge failures by changing blocked interfaces to a
forwarding state, if a primary link fails. Although a DEC and IBM version are available, the
IEEE 802.1d standard is the default protocol.

Root Bridge Election

A root bridge is elected as the root of the spanning-tree topology. All ports that are not needed
to reach the root bridge are placed in blocking mode. The selection of the root bridge is based
on the lowest numerical bridge priority. The bridge priority ranges from 0 to 65535. If all
bridges have the same bridge priority, the bridge with the lowest MAC address is selected as the
root. Physical changes of the network force spanning-tree recalculation.
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Figure 4-16  STP
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The router interface priority can be changed with the priority keyword, with priority values
ranging from 1 to 255:

R4 (config-if)#bridge-group 1 priority ?
<0@-255>

Bridge Identifier (BID) and Path Costs

As shown in Figure 4-17, the BID is 8 bytes long and contains a bridge priority (2 bytes), along
with one of the bridge’s MAC addresses (6 bytes). With 2 bytes, the priority values range from
0 to 65,535. The default priority is 32,768.

Figure 4-17  BID Format

Bridge Priority | MAC Address
2 bytes 6 bytes

Each port is assigned a Port ID. Port IDs are 16 bits long and consist of two parts: a 6-bit priority
setting and a 10-bit port number.
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Table 4-8

NOTE

A path cost value is assigned to each port. The costs are accumulated to determine the total cost
to reach the root. According to the original specification in 802.1d, cost is calculated by dividing
1000 Mbps (1 gigabit per second) by the bandwidth (in megabits per second) of the segment
connected to the port. Using this formula, a 100 Mbps connection has a cost of 10 (1000 / 100
= 10). To accommodate higher speeds, such as GE, the IEEE adopted new values. Table 4-8
shows the revised path costs for STP.

STP Path Costs

Bandwidth STP Cost Value
4 Mbps 250

10 Mbps 100

16 Mbps 62

45 Mbps 39

100 Mbps 19

155 Mbps 14

622 Mbps 6

1 Gbps 4

10 Gbps 2

Bridge Protocol Data Unit (BPDU)

Transparent bridges performing STP communicate by exchanging BPDUs. BPDU packets
contain information on ports, addresses, priorities and costs. Bridges do not forward received
BPDUs, instead the information generates new BPDUs.

The BPDU contains the following information:

® Root BID—The BID of the bridge that the transmitting bridge believes to be the root
bridge.

® Path Cost—The cost of the path to reach the root bridge. If the segment is attached to the
root bridge, it has a cost of 0. For example, if the data has to travel over three 10 Mbps
segments to reach the root bridge, the cost is 200 (100 + 100 + 0).

® Sender BID —The BID of the bridge that sent this BPDU.
®  Port ID—The port ID on the bridge that sent this BPDU.

BPDU destination addresses use the bridge group multicast MAC address 01-80-C2-00-00-00.
These frames are copied by bridges but ignored by all other stations.
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BPDU Types
The two types of a BPDU follow:

®  Configuration BPDU
® Topology Change Notification (TCN) BPDU

Configuration BPDUs are sent from the root bridge with the root BID. The configuration
BPDUs flow through all active paths, which provides the root BID and path cost information.
The TCN BPDUs flow upstream to the root bridge to alert it of a topology change. The spanning-
tree algorithm is recalculated by the bridges to determine any necessary changes in the path.
After the network converges, no TCN BPDUs are present in the network.

Bridge Port States

Each port of a transparent bridge exists in the following states:
® Disabled—The port is inactive and does not participate in STP.

® Blocking—When a port is enabled, it first moves to the blocked state before listening to
the network. In this state, it does not participate in frame forwarding. It receives bridge
PDUs and sends them to the STP algorithm for processing.

® Listening— When the bridge determines that the port should participate in frame
forwarding, it changes to the listening state. In this state, the bridge does not forward
frames and does not learn of network MAC addresses. The bridge does receive and
process BPDUs and network management frames, but it does not send BPDUs.

® Learning— The bridge port discards incoming frames. The bridge begins to add MAC
addresses associated with this port into the table. BPDU and network management
messages are processed. The bridge processes, generates, and sends BPDUs in this state.

® Forwarding— The full functional state for a bridged port. In this state, the bridge does not
discard incoming frames. The bridge forwards frames to other ports; the bridge also
forwards frames out this port. BPDUs and network management frames are processed.

Designated Ports

If connected with more than one port to the same segment, bridges select a designated port. The
designated port is the port that sends and receives frames on the segment; other ports are placed
in the blocking state (nondesignated ports).

Multi-Instance Spanning-Tree Protocol (MISTP)

Each VLAN configured in a switch runs an independent instance of the STP. MISTP is a
proprietary spanning-tree mode in Cisco switches, which allows the grouping of multiple
VLANSs under a single instance of the STP. The MISTP instance has its own root switch and
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forwarding ports. When VLANs are mapped into a MISTP instance, it reduces the number of
BPDUs because only MISTP BPDUs are sent between the switches configured for MISTP,
which allows STP to scale to larger networks such as MANS.

CRB

CRB, introduced in IOS 11.0, enables the administrator to both route and bridge the same
protocol on separate interfaces. With CRB, the routed traffic is confined to the routed interfaces,
and bridged traffic is confined to the interfaces configured with bridge groups. Prior to CRB,
routers could only bridge or route the same protocol—but not both.

As shown in Figure 4-18, IP traffic is routed on Ethernet interfaces 0 and 1 and concurrently
bridged between Ethernet interfaces 2 and 3.

Figure 4-18 CRB

E3: bridge group 1
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ROUTE IP E1:192.168.2.1/24

The router configuration is displayed in Example 4-5.
Example 4-5 Configuration Example of CRB

bridge 1 protocol ieee
bridge crb
1

interface ethernet 0

ip address 192.168.1.1 255.255.255.0
!

interface ethernet 1

ip address 192.168.2.1 255.255.255.0
1

interface ethernet 2

bridge-group 1

no ip address

1
interface ethernet 3

bridge-group 1

no ip address
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CRB is enabled with the bridge crb global command. The decision to route or bridge is in the
hands of the transparent bridge group, with the bridge number route ip command, which
configures IP to be routed in a bridge group.

The show interfaces crb command shows information about which protocols are routed and
which are bridged.

IRB

IRB was introduced in IOS 11.2 as an enhancement to CRB. With IRB, a protocol can be routed
between routed interfaces, bridged interfaces, or different bridge groups. As shown in Figure
4-19, this permits routing of IP from routed interfaces to bridged interfaces.

Figure 4-19 [RB
E3: bridge group 1

BRIDGE IP
E0: 192.168.1.1/24 (©--72 E2: bridge group 1

BVI: 192.168.3.1/24
ROUTE IP

E1:192.168.2.1/24

IRB is enabled with the bridge irb global configuration command. A virtual IRB interface is
created to have packets from the routed interfaces reach hosts in the bridge interfaces. The
command to create the virtual bridge interface is interface bvi bridge-group.

The router configuration is shown in Example 4-6. In this example, the virtual bridge interface
is created for Bridge group 1 with the interface bvi 1 command. IRB is enabled with the bridge
irb command. With the bridge 1 route ip command, IP is routed between Ethernet 0, Ethernet
1, and the BVI interface; IP is bridged between Ethernet 2 and Ethernet 3.

Example 4-6 Configuration of IRB

bridge 1 protocol ieee

bridge irb

bridge 1 route ip

1

interface ethernet 0

ip address 192.168.1.1 255.255.255.0
]

interface ethernet 1

ip address 192.168.2.1 255.255.255.0
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Example 4-6

SRB

Configuration of IRB (Continued)
!
interface ethernet 2
bridge-group 1

no ip address

!

interface ethernet 3
bridge-group 1

no ip address

!

interface bvi 1

ip address 192.168.3.1 255.255.255.0

The show interface irb displays information about the IRB interface.

This section covers SRB explorer frames, SRT, SR/TLB, RSRB, and DLSw Plus (DLSw+).

SRB Operation

Figure 4-20

a8

H bridge

IBM developed SRB in the mid-80s as a way to bridge between Token Ring LANs. The IEEE
adopted most of IBM’s proposal into the IEEE 802.5 standard. As shown in Figure 4-20, in
SRB, the source determines the route to the destination node by sending an explorer frame to
it. SRB bridges do not keep a MAC table of hosts and do not worry about bridge loops. This is
different to Ethernet transparent bridging where the bridges have the smarts of MAC layer
destinations and determine the path by creating a spanning-tree. SRB networks are limited to
a 7-bridge hop count. (Some implementations can extend to 13 hops.) In SRB, the source node
obtains the knowledge of routes to destinations on the network. This is accomplished using
explorer frames.

SRB Network

2

—> Explorer frame path
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Explorer Frames

Figure 4-21

RIF

When a source node wants to send information to a destination that is not on the local LAN, it
sends out an explorer frame. Bridges pick up the explorer frames and forward them out the other
interfaces. The bridges add route information to the frames as they travel through the network.
The route information includes a Token Ring number and bridge number pair that the explorer
frame travels on. As seen in Figure 4-21, when the explorer frame reaches Bridge 6, a route
descriptor is added to the frame that includes Ring 7/Bridge 6. At Bridge 4, another route
descriptor with Ring 3/Bridge 4 is added. Finally, Ring 2 is added at the destination node with
the bridge value set to O to indicate that the destination has been reached.

SRB Ring/Bridge Routing Information

%LO-JOHC%g«

Host A Ring 7 Bridge 6 Ring 3 Bridge 4 Ring 2 Host B

ring7| bridge6| rin93| bridge4| ring2 |bridge0

RIF routing information

When the explorer frames arrive at the destination, the destination frame sets the direction bit
(also known as the D-bit) to 1 and sends the frame back to the source node through the same
route that was used to arrive to the destination. When multiple frames reach back to the source
node, it usually uses the route of the first frame received. Other decision metrics include the
minimum number of hops and the path with the largest MTU allowed.

There are two types of explorer frames. The first is the all-routes explorer (ARE) frame. This
explorer takes all possible paths to the destination. The second type is the spanning-tree
explorer (STE) frame; these explorer frames use a spanning tree to reach a destination to
prevent loops.

The RIF is contained in the 802.5 frame and is composed of a 2-byte RIF header. The RIF can
contain one or more route descriptors. Figure 4-22 shows the RIF header and route descriptor
format.
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Figure 4-22 RIF

<« RIF Header > Route descriptor ——f
X XXX |X
e 4-bit bridge
Type Length MTU unused 12-bit ring number number
D-bit
AC FC DA SA RIF LLC TYPE Data

Token Ring SNAP Header

The first two most significant bits indicate the type of frame:

® (00—Non Broadcast (specific route). Indicates that this is a regular frame that should be
routed to the destination following the information in the route descriptors.

® 10— All-routes broadcast. Indicates this is an All-rings explorer packet that should take
all possible routes to the destination.

® 11—Single-route broadcast. Indicates that this is a limited broadcast that should take one
path to the destination.

The next bit is unused.

The 5 least significant bits in the first byte indicate the total length of the RIF field including the
2-byte header. A RIF with only one bridge hop is 6-bytes long.

The most significant bit in the second byte is the D-bit (direction bit). A value of O indicates
forward direction, which means the source to the destination. The route descriptors are read
from left to right when the D-bit equals 0. A value of 1 indicates reverse direction, meaning the
destination station has seen it and the frame travels from the destination to the source. The route
descriptors are read right to left when the D-bit equals 1.

The next 3 bits indicate the maximum transmission frame size for the 802.5 frame. This is the
maximum frame size that this station is willing to accept. A value of 011 indicates 4136 bytes,
and a value of 100 indicates 8232 bytes. (Some references might say the values are 4472 and
8144, respectively.) Table 4-9 shows possible maximum frame size values.
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Table 4-9 RIF Max Frame Size Values

RIF MTU Bit Value Max Frame Size (bytes)
000 512

001 1500

010 2052

011 4472

100 8144

101 11407

110 17800

The lower 4 bits are not used.

The route descriptors are 2 bytes long. The first 12 bits indicate the ring number. The 4 least-
significant bits indicate the bridge number.

Figure 4-23 shows Token Ring and bridge numbers between Hosts A and B. Some numbers are
in decimal and others are in hexadecimal format.

Figure 4-23  RIF Example

%OHOHO;’«

Host A Ring 20 Bridge 12 Ring 3 Bridge 10 Ring 0x10  Host B

The RIF header from Host A to Host B is constructed as follows:
00001000 00110000 = 0x0830
From the bits, you can determine the following:
® This is a regular frame (type = 00).
® Itis 8 bytes in length (length = 01000).
® The maximum frame size is 4472 MTU =011).
® The direction bit is set to 0.
The route descriptors are constructed as follows. The last bridge number is set to 0x0:

Ring 20 (0x014) to Bridge 12 (0xC) to Ring 0x003 to Bridge 10 (0xA) to Ring (0x010) =
014¢.003A.0100
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The RIF field in hex is 0830.014¢.003a.0100.

The CCIE candidate should know how to read and construct the RIF field for regular SRB and
in other scenarios, such as RSRB and DLSw. RIF examples are included in each corresponding
section.

SRB Configuration with Cisco Routers

SRB is limited in that it is a flat network topology in the data-link layer. Another limitation is
the maximum hop limitation of 7 bridges. Routers can be introduced into the network to help
limit the number of hops on the network. Remote Token Ring networks can be attached to rout-
ers to reduce bridge hops. This is accomplished with the concept of the virtual ring, as seen in
Figure 4-24. Consider each router interface a minibridge that connects the external ring to the
internal virtual ring. You use the ring number in the RIF field just like any other physical ring.

Figure 4-24  SRB Configuration

Traffic from Ring 1 to Rign 3 flows through bridge 10, then Ring 5, and finally bridge 12.

source-bridge ring-group 5
(virtual ring 5)

Router

interface tokenring 0
source-bridge 1 10 5

interface tokenring 2
source-bridge 3125

interface tokenring 1
source-bridge 2 11 5

To configure the virtual ring group, use the global command source-bridge ring-group virtual-
ring-group-number. Each Token Ring LAN is bridged to the virtual ring by using the interface
command source-bridge ring-number bridge-number virtual-ring-group-number. The bridge
number can be from 1 to 15. The ring number is from 1 to 4095.

The configuration for the router in Figure 4-24 is displayed in Example 4-7.
Example 4-7 Configuration Example of Source Route Bridging

source-bridge ring-group 5
!

interface tokenring 0
source-bridge 1 10 5
source-bridge spanning

continues
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Example 4-7

NOTE

SRT

SR/TLB

Configuration Example of Source Route Bridging (Continued)

!

interface tokenring 1

source-bridge 2 11 5

source-bridge spanning

!

interface tokenring 2

source-bridge 3 12 5

source-bridge spanning

The frame in this example from Token Ring 1 to Token Ring 2 is source routed as follows:
Ring 1 to Bridge OxA to Ring 5 to Bridge 0xB to Ring 2. The RIF is 0830.001a.005b.0020.

The CCIE candidate must master how the RIF is built. At the end of some of the following
sections, there is a paragraph on how the RIF looks.

SRT is specified in the IEEE 802.1d Appendix C standard. SRT bridges can forward traffic from
both transparent and source-route end nodes and form a common spanning tree with transparent
bridges. SRT bridges combine the implementations of transparent bridges and source-route
bridges and can distinguish between source-route and transparently bridged frames. SRT allows
transparent or source-route stations to communicate with other stations of the same type.

SRT bridges use a Routing Information Indicator (RII) bit to distinguish between SRB and
transparent bridge frames. The RII values are as follows:

® 0, means a RIF is present; use the SRB algorithm.

® 1, means a RIF is not present; the frame is transparently bridged.

SR/TLB bridges provide bridging between Ethernet and Token Ring networks. The difference
between SR/TLB and SRT bridges is that SR/TLB bridges can forward frames between source-
route and transparently bridged networks. Considering the differences between these two
technologies, SR/TLB has many challenges to overcome so that transparent Ethernet networks
can communicate with SRB token ring networks and vice versa.
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As shown in Figure 4-25, source-route translational bridges overcome the following issues:

Bit ordering of MAC addresses— As explained in an earlier section, Ethernet NICs
expect to receive the least-significant bit first for each octet; Token Ring considers the first
bit to be the most significant bit of each octet. Translational bridges reorder source and
destination addresses when translating between Token Ring and Ethernet.

MTU size —Ethernet’s MTU is 1500 bytes; Token Ring has a MTU of 4472 bytes on 4
Mbps networks and 17,800 on 16 Mbps networks. Translational bridges usually set the
MTU on the Token Ring networks to 1500 to facilitate the transfer of frames to Ethernet.
They check the MTU of every frame.

Frame Status— Ethernet does not use frame status bits that are used in Token Ring. Some
bridges set the C (copied) bit to 1 when a frame is transferred from Token Ring to
Ethernet.

Explorer Frames —Ethernet does not use explorer frames. These frames are dropped
when converting from Token Ring to Ethernet segments.

RIF —Ethernet does not understand the concept of source-routed frames.
Spanning-tree algorithm —Token Ring bridges do not understand Ethernet’s STP.

Frame Conversion— Ethernet V2 frames are converted to Token Ring SNAP frames, and
vice versa.

Figure 4-25 SR/TLB

Virtual Ring  Pseudo Ring

Bridge-group 1 D

SR/TLB Host B
Bridge
—_— >

No RIF or explorer frames
R S — N
h MAC tation
RIF, explorer frames change representatio

change MAC representation

=

Host A Token Ring
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SR/TLBRouter Configuration

Example 4-8

RSRB

Configuring SR/TLB involves the configuration of SRB and transparent bridging as described
in earlier sections. An additional command ties in the SRB domain with the transparent bridged
domain:

source-bridge transparent ring-group pseudo-ring bridge-number tb-group
The arguments are as follows:

®  ring-group—The virtual ring group number created with the source-bridge ring-group
command.

®  pseudo-ring:— A virtual ring group number created for the transparent bridge group. The
Token Ring side sends frames to this ring number to reach the host in the transparent
bridge side.

®  bridge-number:— A bridge number is assigned for the bridge between the virtual ring
group and the pseudo ring.

® tb-group: —The transparent bridge group number configured with the bridge-group
command.

To perform SR/TLB the router configuration of the network in Figure 4-25 is displayed in

Example 4-8. The virtual ring group number is 10. From the source-bridge transparent 10 2
51 command, you can determine that transparent bridge group 1 uses pseudo ring 2, which is
bridged to virtual ring 10. Bridge number 5 bridges between pseudo ring 2 and virtual ring 10.

Example of SR/TLB

source-bridge ring-group 10
source-bridge transparent 10 2 5 1
!

interface tokenring 0@
source-bridge 5 6 10
source-bridge spanning

!

interface ethernet 0
bridge-group 1

!

bridge 1 protocol ieee

The RIF of a source route frame from Host A to reach Host B routes from Ring 5, Bridge 6,
Ring 10, Bridge 5, to Ring 2. In hex, the RIF is 0830.0056.00a5.0020.

RSRB permits the bridging of Token Rings that are located on separate routers across non-
Token Ring media. The routers are remotely connected through serial lines, Ethernet, or other
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methods. RSRB routers create the same virtual ring number that is a logical ring that
encompasses both routers. There are four methods of transport:

®  Direct

®  Frame Relay

® Fast Sequenced Transport (FST)
® TCP

If you use direct encapsulation over serial lines, they need to have high-level data-link control
(HDLC) encapsulation. Direct encapsulation can run over Ethernet, Frame Relay-ATM Inter-
working, or serial interfaces. If you use TCP encapsulation, RSRB traffic can be prioritized over
WAN links.

RSRB Configuration

Figure 4-26

The configuration of RSRB involves the regular SRB configuration with virtual rings. All rout-
ers in RSRB need to have the same virtual ring number configured. The additional configuration
command is the configuration of source-route remote-peer statements. The configuration of
every RSRB encapsulation is not presented in this subsection. Example configurations follow
for direct and TCP RSRB encapsulation. More information on RSRB is at the site
www.cisco.com/warp/public/701/2 html.

RSRB with Direct Encapsulation

Looking at Figure 4-26, Router A connects to Router B through a serial line. The RSRB
configuration is shown in Example 4-9. The source-bridge remote-peer 10 interface serial 0
command defines the RSRB remote peer as being available through serial 0.

RSRB with Direct Encapsulation

Virtual ing 10

K
,
/
,
/ .
== 720 f\'\‘./:;: 2D
q ‘ serial link l 5’

Host A

Router A%, / Router B
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Example 4-9 RSRB Configuration with Direct Encapsulation

!Router A

source-bridge ring-group 10

source-bridge remote-peer 10 interface serial 0
!

interface tokenring 0

source-bridge 1 5 10

source-bridge spanning

!

interface serial 0

encapsulation hdlc

!Router B

source-bridge ring-group 10

source-bridge remote-peer 10 interface serial 0
]

interface tokenring 0

source-bridge 2 6 10

source-bridge spanning

!

interface serial 0

encapsulation hdlc

The RIF of a source route frame from Host A to reach Host B routes from Ring 1, Bridge 5,
Ring 10, Bridge 6, to Ring 2. In hex, the RIF is 0830.0015.00a6.0020.

RSRB with TCP Encapsulation

Looking at Figure 4-27, Router A reaches Router B through an IP network. With TCP, the local
peer IP address is configured with one remote-peer statement, and the remote peer [P address
is also configured with another remote-peer statement. The router can also be configured to
acknowledge sessions destined for the remote peer by using the local-ack argument. The RSRB
configuration is shown in Example 4-10. You use the shaded source-bridge remote-peer
commands to define the local peer with the local IP address, and the remote peer with the IP
address of the remote router.
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Figure 4-27  RSRB with TCP Encapsulation

Virtual ring 10
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Example 4-10 Configuration of RSRB with TCP Encapsulation

DLSw+

!Router A
source-bridge ring-group 10

source-bridge remote-peer 10 tcp 192.168.1.1
source-bridge remote-peer 10 tcp 192.168.2.1 local-ack
1

interface tokenring 0

ip address 192.168.1.1 255.255.255.0

source-bridge 1 5 10

source-bridge spanning

!Router B
source-bridge ring-group 10
source-bridge remote-peer 10 tcp 192.168.2.1
source-bridge remote-peer 10 tcp 192.168.1.1 local-ack
!

interface tokenring 0

ip address 192.168.2.1 255.255.255.0

source-bridge 2 6 10

source-bridge spanning

The RIF of a source route frame from Host A to reach Host B routes from Ring 1, Bridge 5,
Ring 10, Bridge 6, to Ring 2. In hex, the RIF is 0830.0015.00a6.0020.

DLSw version 2 is documented in RFC 2166 and DLSw version 1 is documented in RFC 1795.
It was originally submitted by IBM to the IETF as RFC 1434 to overcome some of the limita-
tions of SRB networks, especially in WAN networks. DLSw serves as a replacement of SRB
and serves SNA data-link connections (DLC) and NetBIOS traffic.
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Figure 4-28

Cisco’s implementation of DLSw is called DLSw+. Some of the benefits of implementing
DLSw+ are that link-layer acknowledgments and keepalive messages of SNA and NetBIOS
traffic do not have to travel through the WAN. Also DLSw+ traffic can reroute around link
failures and can be prioritized on WAN links, whereas SRB does not provide this capability.
Cisco routers can be configured to communicate with devices running standards-based DLSw.

Figure 4-28 displays a sample DLSw network.

DLSw Network

/\,\;;

O P O

5 =

e

DLSW Peers

End systems can attach to the DLSw network from the Token Ring, Ethernet, Fiber Distributed
Data Interface (FDDI), Qualified Logical Link Control (QLLC) (X.25), and SDLC networks.
Although there are other methods, the preferred method for establishing peer connections is by
using TCP. After a connection is established, the peer routers can exchange capabilities.
Circuits are established between end-systems (SNA and NetBIOS). NetBIOS names can be
configured to prevent NetBIOS Name Queries to traverse the DLSw network; MAC addresses
can be configured in the same manner to reduce SRB explorer frames.

DLSw uses the Layer-2 Switch-to-Switch Protocol (SSP) between DLSw peer routers. SSP
switches frame at the SNA layer. DLSw also encapsulates frames into TCP/IP for transport over
IP networks.

DLSw supports termination of RIFs at the local virtual ring, which is the default mode. DLSw
local termination eliminates the requirement for link-layer acknowledgments and keepalive
messages to flow across a WAN. With RIF termination, the virtual rings do not have to be the
same between the peers, and all remote hosts appear to be connected to the local router’s virtual
ring. DLSw also supports RIF Passthru, which does not terminate the RIF at the local end. With
RIF Passthru, the virtual ring numbers of the DLSw peer routers must match, and the rif-
passthru keyword must be in the remote-peer statement.

SNA devices on a LAN find other SNA devices by sending an explorer frame with the MAC
address of the target SNA device. When a DLSw router receives an explorer frame, the router
sends a canureach frame to each of the DLSw partners. If one of its DLSw partners can reach



SRB 151

the specified MAC address, the partner replies with an icanreach frame. The specific sequence
includes a canureach ex (explore) to find the resource and a canureach cs (circuit setup) that
triggers the peering routers to establish a circuit.

NetBIOS circuit establishment is similar, but instead of forwarding a canureach frame that
specifies a MAC address, DLSw routers send a name query (NetBIOS NAME-QUERY) frame
that specifies a NetBIOS name. Instead of an icanreach frame, there is a name recognized
(NetBIOS NAME-RECOGNIZED) frame.

Most DLSw implementations cache information learned as part of the explorer processing
(from the icanreach responses) so that subsequent searches for the same resource do not result
in the sending of additional explorer frames. This is also true with DLSw+.

DLSw Configuration

Figure 4-29

The basic configuration of DLSw is quite simple. Each router with attached networks is
configured with a local -peer command. Remote peers are configured to remote routers. It is
preferred to use the loopback IP addresses to configure the peers because the DLSw peers stay
connected regardless of the state of local or remote LAN interfaces. For designs with multiple
branches connecting to a hub site, the promiscuous keyword can be used on the hub router’s
local-peer command to permit remote peers to connect without having to explicitly configure
each remote peer on the hub router. The configurations of the routers in Figure 4-29 are shown
in this section.

DLSw Example Network
Bridge 5 Bridge 6
L, |
Router A Router B

10.1.1.1 10.2.1.1

./\‘3? ’i Router C
10.3.1.1

Bridge group 1

The configuration for Router A is displayed in Example 4-11.

Example 4-11 DLSw Configuration of Router A

source-bridge ring-group 10
!

dlsw local-peer peer-id 10.1.1.1 promiscuous

continues
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Example 4-11 DLSw Configuration of Router A (Continued)

dlsw remote-peer 0 tcp 10.2.1.1
!
interface loopback 0

ip address 10.1.1.1 255.255.255.255
!

interface tokenring 0
source-bridge 1 5 10

The configuration for Router B is displayed in Example 4-12.
Example 4-12 DLSw Configuration of Router B

source-bridge ring-group 20

!

dlsw local-peer peer-id 10.2.1.1
dlsw remote-peer 0 tcp 10.1.1.1
!

interface loopback 0

ip address 10.2.1.1 255.255.255.255
!

interface tokenring 0
source-bridge 2 6 20

The configuration for Router C is displayed in Example 4-13.
Example 4-13 DLSw Configuration of Router C

bridge-group 1 protocol ieee

|

dlsw bridge-group 1

!

dlsw local-peer peer-id 10.3.1.1
dlsw remote-peer 0 tcp 10.1.1.1
!

interface loopback 0

ip address 10.3.1.1 255.255.255.255
!
interface Ethernet 0
bridge-group 1

Router A only defines a remote peer for Router B. It does not need to define Router C as a peer
because the promiscuous keyword accepts connections from remote peers without having to
define them. Router C defines Router A as a remote peer.

The RIF for a host on Router A to reach a host on Router B takes the path from Ring 1 to Bridge
5 to Ring 10. Because the virtual ring numbers are different, the RIF is terminated on virtual
ring 10 on Router A. The RIF in hex is 0630.0015.00a0.
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If the router configuration on Router B is changed to virtual ring 10 and DLSw is configured
for RIF Passthru, the RIF reaches the far end ring. The RIF from the host on Router A to Router
B takes the path from Ring 1 to Bridge 5 to Ring 10 to Bridge 6 to Ring 2. The RIF in hex is
0830.0015.0026.0020.

LAN Switching Topics

Following the CCIE written exam blueprint, this section covers VLAN trunking, CDP, and
forward error correction (FEC). The VLAN trunking methods covered are Inter-Switch Link
(ISL), 802.1q, and Cisco’s Virtual Terminal Protocol (VTP).

VLAN Trunking

Figure 4-30

A VLAN is an association of ports within a switch that serves a group of end stations with a
common set of requirements. All stations in a VLAN share the same IP subnet; therefore, traffic
between VLANSs must be routed by an external router or a route-switch module in a Catalyst.
Each VLAN is a logical broadcast domain.

Stations with the same VLAN do not necessarily need to be in the same physical location. You
use trucking schemes to span VLANs throughout LAN switches. Each VLAN runs an instance
of the STP. Figure 4-30 shows logical connectivity between LAN switches and a router.
Because attached stations can be connected to any VLAN, all trunks must include the
configured VLANS. The following sections discuss trunking schemes.

VLAN Trunks

— — — —vlanc
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ISL

Cisco’s ISL is a proprietary trunk encapsulation method for carrying VLANSs over FE or GE
interfaces.

ISL tags each frame to identify the VLAN it belongs to. The tag is a 30-byte header and CRC
that is added around the FE frame. This includes a 26-byte header and 4-byte CRC. The header
includes a 15-bit VLAN ID that identifies each VLAN. Although ISL is a point-to-point
protocol (over FE and GE) between two Cisco devices, it can carry FDDI, Token Ring, and
ATM in its payload.

ISL Frame Format

Figure 4-31

Table 4-10

As shown in Figure 4-31,ISL adds a 26-byte header and 4-byte trailer to a frame when it is sent
through a trunk.

ISP Frame Format

ISL Header Original Frame ISL CRC
(26 bytes) (variable) (4 bytes)

The ISL frame with header, data, and trailer includes the following fields listed in Table 4-10.
ISL Frame Fields

ISL Field Description
DA 40-bit destination address set to multicast address 0x01 00 cO 00 00.

Type 4-bit value that indicates the source frame type with the following values:
0000 = Ethernet
0001 = Token Ring

0010 = FDDI
0011 = ATM

User 4-bits, usually set to zero, but can extend the meaning of the Type field.

SA 48-bit source MAC address.

LEN 16-bit length of user data and ISL header, excluding DA, T, U, SA, LEN, and CRC
fields.

SNAP 3-byte field set to 0OXAAAAO03.

HSA Upper 3 bytes, the manufactured ID portion, of the SA field; it must contain the value
0x00_00_0C.

VLAN ID 15-bit VLAN identifier.

BPDU 1-bit set for all BPDUs that are encapsulated by ISL.

INDX 16-bit index indicates the port index of the source of the packet as it exits the switch.
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Table 4-10

ISL Frame Fields (Continued)

ISL Field Description
RES 16-bit reserved field, set to zero for Ethernet.

Encapsulated  Encapsulated Ethernet, Token Ring, FDDI, or ATM frame, including its own CRC,
Frame completely unmodified.

CRC 32-bit CRC value calculated on the entire encapsulated frame from the DA field to the
encapsulated frame field.

ISL Configuration

On router interfaces, subinterfaces are created for each VLAN. On each subinterface, the
encapsulation is set to ISL to enable ISL trunking to the switches. As shown in Example 4-14,
each subinterface is configured with a different VLAN number with the encapsulation isl vian-
number command.

Example 4-14 ISL Configuration

interface fastethernet 1/1.1
encapsulation isl 1

ip address 192.168.1.1 255.255.255.0
!
interface fastethernet 1/1.2
encapsulation isl 2

ip address 192.168.2.1 255.255.255.0
!

interface fastethernet 1/1.3
encapsulation isl 3

ip address 192.168.3.1 255.255.255.0

On Catalyst, use the set trunk command. Because ISL is the default, you do not use the isl
keyword:

set trunk mod/port [on | desirable | auto | negotiate] isl

IEEE 802.1q

The IEEE 802.1q standard trunks VLANSs over FE and GE interfaces and can be used in a
multivendor environment. IEEE 802.1q uses one instance of STP for each VLAN allowed in
the trunk. Similar to ISL, 802.1q uses a tag on each frame with a VLAN identifier. Unlike ISL,
802.1q uses an internal tag.

IEEE 802.1q also provides support for the IEEE 802.1p priority standard. A priority field is
included in the 802.1q frame.
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IEEE 802.1q Frame Format

As shown in Figure 4-32, IEEE 802.1q inserts a 4-byte tag after the Source Address field
(before the Type/Length field) of Ethernet frames.

Figure 4-32  [EEFE 802.1q Frame Format

16 bits 3 bits 1 bit 12 bits
IEEE 802.1q tag | TPID | priority | CFI | VID
Ethernet v2 Type/
or IEEE frame DA SA tag Length data FCS

The tag fields are described in Table 4-11.
Table 4-11 1EEE 802.1q Tag Fields

IEEE 802.1q Field Description

TPID 16-bit Tag Protocol Identifier, which indicates that an 802.1q tag follows.

Priority 3-bit IEEE 802.1p priority, which provides 8 levels of prioritization.

CFI Canonical Format Indicator, which indicates whether the MAC addresses are in
canonical (0) or noncanonical (1) format.

VID 12-bit VLAN identifier that allows 4096 unique VLAN values; VLAN numbers 0,

1, and 4095 are reserved.

IEEE 802.1q Configuration
On router interfaces, subinterfaces are created for each VLAN. On each subinterface, the
encapsulation is set to IEEE 802.1q to enable trunking to the switches. As shown in Example
4-15, each subinterface is configured with a different VLAN number with the encapsulation
dotlq vian-number command.

Example 4-15 IEEE 802.1q Configuration Example

interface fastethernet 1/1.1
encapsulation dotiqg 10

ip address 192.168.1.1 255.255.255.0
1
interface fastethernet 1/1.2
encapsulation dotiq 20

ip address 192.168.2.1 255.255.255.0
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Example 4-15 [EEE 802.1q Configuration Example (Continued)

!

interface fastethernet 1/1.3
encapsulation doti1qg 30

ip address 192.168.3.1 255.255.255.0

On Catalyst, use the set trunk command. Because ISL is the default, the dotlq keyword is
necessary.

set trunk mod/port [on | desirable | auto | negotiate] dot1q

VLAN Trunk Protocol (VTP)

VTP is a Cisco proprietary protocol that distributes VLAN information among Catalyst switches.
VTP uses ISL or 802.1q encapsulated links to communicate. VTP’s purpose is to ease the
administrative burden of managing VLANSs, by managing the addition, deletion, and renaming
of VLANs.

With VTP, a VTP domain is created for all Catalyst switches that are to be in an administrative
domain. VTP operates through VTP messages (multicast messages) that are sent to a particular
MAC address (01-00-0C-CC-CC-CC). VTP advertisements only travel through trunk ports and
are carried only through VLAN 1.

VTP Switch Modes

Catalyst switches can be configured for one of three different VTP modes. The configuration
command is as follows:

set vtp mode [server | client | transparent]

The VTP server maintains a full list of all VLANSs within the VTP domain. Information is stored
in NVRAM. The server can add, delete, and rename VLANSs. The VTP client also maintains a
full list of all VLANSs. However, it does not store in NVRAM. The client cannot add, delete, or
rename VLANSs. Any changes made must be received from a VTP server advertisement. The
VTP transparent does not participate in VTP. However, it does pass on a VTP advertisement.
VLAN, as defined, is only local to the switch and is stored in NVRAM.

VTP Pruning

A major feature of VTP is VTP pruning, which limits the distribution of broadcasts throughout
the VTP domain. As shown in Figure 4-33,a VTP domain has VLANSs 1,2, and 3. If switch S3
does not have users in VLAN 1, no broadcasts are sent to switch S3.
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Figure 4-33 VTP Pruning

— — — —vlan3

VTP Configuration
To configure Catalysts for VTP, a VTP domain name is created, and the VTP mode is
configured. Options such as VTP pruning can be configured for all or a range of VLANs.
Example 4-16 configures VTP domain CCIE with pruning on all eligible ports. Enabling VTP
pruning on the server only enables pruning in the VTP management domain. All other devices
need to be configured for pruning.

Example 4-16 VTP Configuration

cat5000: (enable) set vtp domain ccie

VTP domain ccie modified

cat5000: (enable) set vtp mode server

VTP domain ccie modified

cat5000: (enable)

cat5000: (enable) set vtp pruning enable

This command will enable the pruning function in the entire management domain.
All devices in the management domain should be pruning-capable before enabling.
Do you want to continue (y/n) [n]? y

VTP domain ccie modified

Fast EtherChannel (FEC)

Cisco’s FEC provides a method to increase the bandwidth between two systems by bundling
FE links. FEC also provides load sharing and redundancy capabilities. If a link fails in the FEC
bundle, the other links take on the rest of the traffic load. Although this discussion focuses on
FE, EtherChannel works for 10 Mbps Ethernet links and for GE links.

The requirements for EtherChannel are that all ports must be of the same speed, be in duplex
mode, and belong to the same VLAN. Up to four ports are permitted in a bundle.
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FEC Configuration
On a router, FEC is configured by assigning interfaces to a port-channel with the channel-
group number mode on command. The virtual interface is created with the interface port-
channel number command. Example 4-17 shows the FEC configuration of two FE interfaces
assigned to channel 1.

Example 4-17 FEC Configuration on a Router

agl.hstttx.lab(config)#int fast 2/25
agl.hstttx.lab(config-if)#channel-group ?
<1-256> Channel group number

agl.hstttx.lab(config-if)#channel-group 1 mode on

Creating a port-channel interface Port-channelt

agl.hstttx.lab(config-if)#int fast 2/26

agl.hstttx.lab(config-if)#channel-group 1 mode on

agl.hstttx.lab(config-if)#exit

agl.hstttx.lab(config)#interface port-channel ?
<1-256> Port-channel interface number

agl.hstttx.lab(config)#interface port-channel 1

On the Catalyst switch, the configuration command is set port channel:

cat5000: (enable) set port channel ?
Usage: set port channel <port_list> [onloffldesirablelauto]
(example of port_list: 2/1-4 or 2/1-2 or 2/5,2/6)

CDP

CDP is a Cisco proprietary protocol that you use to obtain hardware platforms and addresses of
neighboring Cisco devices. CDP is media and protocol independent, and it runs over any Layer-
2 protocol that supports SNAP frames including Ethernet, Frame Relay, and ATM. CDP allows
network management stations to retrieve the device type and SNMP IP address of neighboring
routers.

CDP is enabled by default. To disable CDP, use the no e¢dp run global command. CDP can be
disabled per interface with the no cdp enable interface command. In Catalyst OS (CatOS), the
command to globally disable CDP is set cdp disable. In CatOS, to disable CDP on a port, use
the set cdp disable [mod/port] command.

The router output in Example 4-18 shows the information that can be gathered from show cdp.
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Example 4-18 Router show cdp Command Output

R8#show cdp ?
entry Information for specific neighbor entry
interface CDP interface status and configuration
neighbors CDP neighbor entries
traffic CDP statistics
I Output modifiers
<cr>

To find out about neighboring Cisco routers or switches, use the show cdp neighbors com-
mand, which gives summary information of each router. Example 4-19 shows the output of the
show cdp neighbors command. The router has two neighbors, called R7 and R9, which are
Cisco 2500 routers.

Example 4-19 Router show cdp neighbors Command Output

R8#show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater

Device ID Local Intrfce Holdtme Capability Platform Port ID
R7 Ser 1 133 R 2500 Ser 1
R9 Tok 0 176 R 2500 Tok 0

You use the same command on a Catalyst switch. Example 4-20 shows the output of the show
cdp neighbor command of a switch. This switch has six neighboring routers (one MC3810 and
five Cisco 2500s), which are marked with an R that describes router capabilities.

Example 4-20 Switch show cdp neighbor Command Output

cat5000: (enable) show cdp neighbor
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater

Port Device-ID Port-ID Platform Capability
2/4 R3 Ethernet0 Cisco MC3810 R
2/5 R5 Ethernet0 cisco 2500 R
2/7 R7 Etherneto cisco 2500 R
2/9 R9 Ethernet0 cisco 2500 R
2/10 R10 Etherneto cisco 2500 R
2/11 R6 Ethernet0 cisco 2500 R

To get more detailed information about neighboring routers, use the show cdp neighbors detail
command, as shown in Example 4-21. From the output, you can gather neighbor information
such as name, IP address, platform type, and IOS version.
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Example 4-21 Router show cdp neighbors detail Command Output

R8#show cdp neighbors detail
Device ID: R7
Entry address(es):

IP address: 133.5.78.1
Platform: cisco 2500, Capabilities: Router
Interface: Seriall, Port ID (outgoing port): Seriali
Holdtime : 148 sec

Version :

Cisco Internetwork Operating System Software

I0S (tm) 2500 Software (C2500-J0S56I-L), Version 12.1(7), RELEASE SOFTWARE (fct)
Copyright (c) 1986-2001 by cisco Systems, Inc.

Compiled Fri 23-Feb-01 01:30 by kellythw

advertisement version: 2

Device ID: R9
Entry address(es):
IP address: 150.100.1.9
Platform: cisco 2500, Capabilities: Router
Interface: TokenRing®@, Port ID (outgoing port): TokenRing®
Holdtime : 131 sec

Version :

Cisco Internetwork Operating System Software

I0S (tm) 2500 Software (C2500-J0S56I-L), Version 12.1(7), RELEASE SOFTWARE (fct)
Copyright (c) 1986-2001 by cisco Systems, Inc.

Compiled Fri 23-Feb-01 01:30 by kellythw

advertisement version: 2

LAN Security

This section covers bridging access lists, IEEE 802.1x port-based access protocol, and private
VLAN:S.

Bridging Access Lists
Cisco provides two types of bridging access lists. The first is based on MAC addresses, the
second on Ethernet types. The access list numbers for MAC address filters are from 700 to 799.
The access list numbers for ethertype filters are from 200 to 299.
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MAC Address Filter Configuration

MAC addresses can be filtered at the interface level, inbound or outbound. You use the input-
access-list or output-access-list keywords in the bridge-group command to filter. Example
4-22 filters MAC 00c0.0404.091a inbound. Access list 700 specifically denies MAC address
00c0.0404.091a and permits all other MAC addresses. The access list is applied to Ethernet O
as an inbound filter with the bridge-group 1 input-access-list 700 command.

Example 4-22 MAC Address Filtering

interface ethernet 0
bridge-group 1
bridge-group 1 input-access-list 700
!
access-list 700 deny 00c0.0404.091a 0000.0000.0000
access-list 700 permit 0000.0000.0000 ffff.ffff.ffff

Ethernet Type Filter Configuration

Ethernet frames can be filtered by type code at the interface level, inbound or outbound. Use
the input-type-list or output-type-list keywords in the bridge-group command. Example
4-23 filters (denies) DEC LAT (Type=6004) outbound. Access list 200 specifically denies
Ethernet type 0x6004 and permits all other Ethernet types. The access list is applied as an
outbound filter on Ethernet O with the bridge-group 1 output-type-list 200 command.

Example 4-23 Ethernet Type Filtering

interface ethernet 0

bridge-group 1

bridge-group 1 output-type-list 200
!

access-list 200 deny 0x6004 0x0000
access-list 200 permit 0x0000 Oxffff

IEEE 802.1x Port-Based Authentication
IEEE 802.1x is a port-based authentication standard for LANs. Use the standard to authenticate
a user before allowing services on Ethernet, FE, and WLANSs.

With 802.1x, client workstations run 802.1x client software to request services. Clients use the
Extensible Authentication Protocol (EAP) to communicate with the LAN switch. The LAN
switch verifies client information with the authentication server and relays the response to the
client. LAN switches use a Remote Authentication Dial-In User Service (RADIUS) client to
communicate with the server. The RADIUS authentication server validates the identity of the
client and authorizes the client. The server uses RADIUS with EAP extensions to make the
authorization.
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IEEE 802.1x Configuration

IEEE 802.1x port-based authentication is configured by enabling AAA authentication,
configuring the RADIUS server parameters, and enabling 802.1x on the interface. Example 4-
24 enables 802.1x authentication on an FE interface. The aaa authentication dot1x default
group radius command enables IEEE 802.1x authentication on the switch. In Example 4-24,
the RADIUS server has an IP address of 1.1.1.1, and the RADIUS key is ccie-key. The interface
is configured to use 802.1x authentication with the dot1x port-control auto command.

Example 4-24 802.1x Configuration Example

aaa new-model

aaa authentication dotix default group radius

1

radius-server host 1.1.1.1 auth-port 1812 key ccie-key
1

interface fastethernet 1/1

doti1x port-control auto

Private VLANs

Private VLANS provide isolation for ports that are configured within the private VLAN
structure. You can use private LANs when hosts on the same segment do not need to
communicate with each other but do need to communicate with the same router or firewall.
Private VLANS provide isolation at Layer 2 of the OSI model.

Private VLANSs consist of the following VLANSs:

®  Primary VLAN—Receives frames from the promiscuous port and forwards it to ports in
the primary, isolated, and community VLANS.

® TIsolated VLAN— Al ports in this VLAN can communicate only with the promiscuous
port. Isolated ports cannot communicate with other isolated ports. Isolated VLANs are
secondary VLANSs.

®  Community VLAN— Al ports in this VLAN can communicate with each other and with
the promiscuous port. Community VLANSs are secondary VLANSs.

Private VLAN Configuration

To configure private VLANS, create the primary and secondary VLANS, bind secondary
VLAN:S to the primary VLAN, and assign ports. Then, the secondary VLANs are mapped to the
promiscuous port.

Example 4-25 shows a simple configuration of private VLANs. The set vlan command creates
the primary and secondary VLANSs. Use the set pvlan primary secondary mod/port command
to bind secondary VLANS to the Primary VLAN and to associate ports. Finally, use the set



164 Chapter 4: Local-Area Networks and LAN Switching

pvlan mapping command to map the
VLAN.

Example 4-25 Private VLAN Configuration Example

secondary VLANS to the promiscuous port of the primary

set vlan 10 pvlan-type primary
set vlan 101 pvlan-type community
set vlan 102 pvlan-type isolated
set vlan 103 pvlan-type isolated
set pvlan 10 101 3/2-12

set pvlan 10 102 3/13

set pvlan 10 103 3/14

set pvlan mapping 10 101 3/1

set pvlan mapping 10 102 3/1

set pvlan mapping 10 103 3/1

ATM LANE

Cisco removed ATM LANE as a CCIE Routing and Switching lab exam topic but has retained
it in the CCIE written blueprint, but with less emphasis. Know the LANE components and the
SSRP that are used for redundancy. This section only covers LANE. Other ATM topics are
covered in Chapter 5, “Wide-Area Networks.”

LANE provides connectivity between Ethernet or Token Ring stations and ATM connected
stations. LANE also provides connectivity for Ethernet or Token Ring stations across an ATM
network. LANE creates an emulated LAN (ELAN) for each LAN segment it connects to.

ATM LANE Components
The components of ATM LANE are shown in Table 4-12.

Table 4-12

ATM LANE Components

ATM LANE Component

Description

LANE Client (LEC)

There is a LEC for each member of the ELAN. LECs
implement LE-ARP address resolution and emulate a LAN for
higher-level protocols. LEC builds a table to map MAC
addresses to ATM addresses. Each LEC has an ATM address.
LECs can be a computer station, switch, or router.

LANE Server (LES)

The LES is the central resource for the ELAN. It provides
management of all stations in the ELAN by providing address
registration and resolution, and handling LE-ARP requests.

LANE Configuration Server (LECS)

A LEC consults the LECS when first joining the ELAN. The
LECS provides the ATM address of the LES to the LEC.
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Table 4-12

ATM LANE Components (Continued)

ATM LANE Component Description

Broadcast and Unknown Server (BUS) The BUS handles all broadcast, multicast packets, and unicasts
sent to unknown destinations. Because broadcasts do not exist
in ATM, the BUS processes the broadcasts to create virtual
circuits to all stations in the ELAN. The LES and BUS
functions are commonly implemented in the same device.

LANE Join and Circuit Establishment Operation

SSRP

When a new station joins the ELAN, the following procedure occurs:

1 The LEC requests the ATM address of the LES from the LECS. The LECS provides the
address.

2 The LEC contacts the LES to join the ELAN.
3 The LES adds the LEC to the ELAN and sends a response to the LEC.

4 The LEC sends an LE-ARP to the LES to obtain the ATM address of the BUS. The LES
provides the address.

5 The LEC contacts the BUS, which adds the LEC to the Multicast Send Virtual Circuit
Connection.

After the LEC is ready to communicate with a destination station but does not have the desti-

nation ATM address, it sends an LE-ARP request to the LES. If the LES knows the destination
ATM address, it provides it to the LEC. If the LES does not know the ATM destination address,
it sends an LE-ARP to all LECs, the destination LEC responds to the LES, and the ATM address
is forwarded to the sending LEC. Then, the sending LEC sets up a virtual circuit to the destina-
tion LEC.

SSRP is a Cisco proprietary protocol that provides replication for LECS or LES/BUS services.
With SSRP, if the active LES and BUS device fails, another device assumes the roles of LES
and BUS. Also, if the active LECS fails, another device assumes the role of the LECS. The
active and secondary services do not run concurrently on the ELAN.

A sample configuration of SSRP can be found at the following site:

www.cisco.com/warp/public/121/ssrpconfig.html
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Foundation Summary

The Foundation Summary is a condensed collection of material that provides a convenient

review of key concepts in this chapter. If you are already comfortable with the topics in this
chapter, this summary will help you recall a few details. If you just read the Foundation Topics
section, this review should help solidify some key facts. If you are doing your final preparation

before the exam, these materials are a convenient way to review the day before the exam.

Table 4-13 Ethernet Frame Formats

Frame Description

Ethernet V2 Uses 2-byte Type field.

IEEE 802.3 Uses 2-byte Length field and 3-byte LLC.

IEEE 802.3 SNAP Uses 2-byte length field, 3-byte LLC, and 5-byte SNAP; the SNAP values are
O0xAA.

Novell Raw Uses 2-byte length field; data begins with OxFFFF.

Media Specifications

The specifications for Thicknet (10Base5) are as follows:

0.4 inch, 50 ohm coax cable.
Maximum segment length is 500 m.
Maximum number of attachments per segment is 100.

Maximum AUI cable length is 50 m.

Minimum separation between attachments (MAU) is 2.5 m.

Cable ends terminate with 50 ohm terminators.
MAU attach workstations.
Maximum network length is 5 segments and 2500 m.

Maximum number of stations on the network is 1024.

The media specifications for 10Base2 are as follows:

0.2 inch, RG58-U, 50 ohm coax cable.

Maximum segment length is 185 m.

Maximum number of attachments per segment is 30.
Minimum separation per segment is 0.5 m.

T-connectors attach workstations.
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The 10BaseT specifications are as follows:
® 24 AWG UTP .4/.6 mm cable.
®  Maximum segment length is 100 m.
® 1 device per cable.
The media specifications for 100Base-TX are as follows:
® Transmission over Cat 5 UTP or Cat 1 STP wire.
® RIJ-45 connector (same as in 10BaseT).
®  Punchdown blocks in the wiring closet must be Category 5 certified.

® 4B5B coding.
Table 4-14  IBM and IEEE 802.5 Token Ring Specification Similarities

Specification IBM Token Ring IEEE 802.5
Data Rate 4 or 16 Mbps 4 or 16 Mbps
4 Mbps only, on UTP

Stations per segment 260 (on STP) 250 (on STP)

72 (on UTP) 72 (on UTP)
Physical Topology Star Not specified
Media Twisted pair Not specified
Signaling Baseband Baseband
Access Method Token passing Token passing
Encoding Differential Manchester Differential Manchester

Table 4-15 Token Ring Characteristics

Token Ring Function Description

Active Monitor (AM) Acts as the centralized source of timing information for other ring
stations and performs a variety of ring-maintenance functions.

Beaconing A beacon frame is sent by a station that does not receive any more
frames from its upstream neighbor.

Early Token Release (ETR) A token is released immediately after the sending station transmits its
frame.
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Process for a Station to Insert into the Token Ring

The process for a station to insert into the Token Ring follows five phases:

Phase 0—Lobe media check
Phase 1—Physical insertion

Phase 2— Address verification
Phase 3—Participation in ring poll

Phase 4—Request initialization

Transparent Bridge Functions

Transparent bridges have three primary functions:

To learn the MAC addresses of all nodes and their associated port

To filter incoming frames whose destination MAC addresses are located on the same
incoming port

To forward incoming frames to the destination MAC through their associated port

Table 4-16 WLAN Modes

WLAN Mode Description

Basic Service Set (BSS) Also known as Infrastructure mode; there is one Access Point.

Independent Basic Service ~ Also known as Ad-hoc mode; there is no Access Point.
Set (IBSS)

Extended Service Set There is more than one Access Point.

Table 4-17  Transparent Bridge Modes

Bridge Mode Description

Store-and-Forward

error is detected, the frame is discarded.

Stores the entire frame and verifies the CRC before forwarding the frame. If a CRC

Cut-Through Forwards the frame just after it reads the destination MAC address without

performing a CRC check.

Transparent Bridge Port States

Each port of a transparent bridge exists in the following states:

® Disabled—The port is inactive and does not participate in STP.
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STP

CRB

Table 4-18

® Blocking— When a port is enabled, it first moves to a blocked state before listening to the
network. In this state, it does not participate in frame forwarding. It receives Bridge PDUs
and sends them for processing.

® Listening— When the bridge determines that the port should participate in frame
forwarding, it changes to the listening state. In this state, the bridge still does not forward
frames and does not learn of network MAC addresses. The bridge does receive and
process BPDUs and network management frames.

® Learning—The bridge port still discards incoming frames or frames switched over for
forwarding. The bridge begins to incorporate MAC addresses associated with this port.
BPDU and network management messages are still processed.

® Forwarding—This is the full functional state for a bridged port. In this state, the bridge
does not discard incoming frames and forwards them to other ports; the bridge also
forwards frames out the port. BPDUs and network management frames are still processed.

® The selection of the root bridge is based on the lowest numerical bridge priority.

® The bridge with the lowest source MAC address breaks a tie.

CRB enables the router to both route and bridge the same protocol on separate interfaces. With
IRB, a protocol can be routed between routed interfaces, bridged interfaces, or different bridge
groups.

The access list numbers for MAC address filters are from 700 to 799. The access list for
EtherType filters are from 200 to 299.

Methods for Using SRBs

Bridge Type Function

Source route bridging  The source determines the route to use to reach the destination node before
(SRB) sending an information frame to it. The bridge does not store MAC addresses.
Limited to 7 bridge hops; explorer frames used by stations.

Source route SRT bridges can forward traffic from both transparent and source-route end
transparent bridging nodes and form a common spanning tree with transparent bridges.

(SRT)

Source-route Bridge between SRB and transparently bridged networks. Look at MTU,

translational bridging  reorder bits, convert frames.
(SR/TLB)
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Table 4-18  Methods for Using SRBs (Continued)

Bridge Type Function

Remote source route  Permits the bridging of token rings located on separate routers across non-
bridging (RSRB) Token Ring media. The virtual ring spans the peer routers.

Data-link switching DLSw serves as a replacement of SRB and serves SNA data-link connections
(DLSw) (DLC) and NetBIOS traffic. Supports RIF terminations.

RIF contains a 2-byte RIF header and one or more route descriptors. Each route descriptor

contains a 12-bit ring number and a 4-bit bridge number. The values for the Type field contained
in the header indicate the following:

VLAN Tru

FEC

00—Nonbroadcast (specific route): Indicates that this is a regular frame that should be
routed to the destination following the information in the route descriptors.

10— All-routes broadcast: Indicates that this is an all-rings explorer packet that should
take all possible routes to the destination.

11— Single-route: Indicates that this is a limited broadcast that should take one path to the
destination.

nking
ISL—Cisco’s proprietary method of trunk encapsulation for carrying VLANs over FE and
GE. You use the VLAN header and trailer outside the frame (external tag).

IEEE 802.1q—IEEE standard for trunk encapsulation for carrying VLANSs over FE and
GE. Uses internal 4-byte tag that is placed before the Type/Length field of frames.

VTP—Cisco’s method of distributing VLAN information between Catalyst switches.

VLAN pruning—Limits the flooding of broadcasts to switches that do not require them.

FEC provides a method to increase the bandwidth between two systems by bundling FE links.
FEC also provides load sharing and redundancy capabilities.

CDP

CDP is a Cisco proprietary protocol that you use to obtain hardware platforms and addresses of
neighboring Cisco devices. CDP is media and protocol independent.
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LANE

Table 4-19

ATM LANE Components

ATM LANE Components

Description

LANE Client (LEC)

There is a LEC for each member of the ELAN. LECs implement
LE-ARP address resolution and emulate a LAN for higher-level
protocols. LEC builds a table to map MAC addresses to ATM
addresses. Each LEC has an ATM address. LECs can be a computer
station, switch, or router.

LANE Server (LES)

The LES is the central resource for the ELAN. It provides
management of all stations in the ELAN by providing address
registration and resolution and handling LE-ARP requests.

LANE Configuration Server
(LECS)

A LEC consults the LECS when first joining the ELAN. The LECS
provides the ATM address of the LES to the LEC.

Broadcast and Unknown
Server (BUS)

The BUS handles all broadcast, multicast packets, and unicasts sent
to unknown destinations. Because broadcasts do not exist in ATM,
the BUS processes the broadcasts to create virtual circuits to all
stations in the ELAN. The LES and BUS functions are commonly
implemented in the same device.
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Q&A

The Q & A questions are more difficult than what you can expect on the actual exam. The
questions do not attempt to cover more breadth or depth than the exam; however, they are
designed to make sure that you retain the material. Rather than allowing you to derive the
answer from clues hidden inside the question itself, these questions challenge your
understanding and recall of the subject. Questions from the “Do I Know This Already?” quiz
are repeated here to ensure that you have mastered the chapter’s topic areas. A strong
understanding of the answers to these questions will help you on the CCIE written exam. As an
additional study aide, use the CD-ROM provided with this book to take simulated exams.

Select the best answer. Answers to these questions are in Appendix A, “Answers to Quiz
Questions.”

1 What bit of each byte does an Ethernet NIC expect to read first off the wire?
a. The least significant bit first; this is the noncanonical format.
b. The most significant bit first; this is the noncanonical format.
c. The least significant bit first; this is the canonical format.
d. The most significant bit first; this is the canonical format.
2 Which access method listens to the wire before transmitting?
a. Token access
b. CSMA/CD
c. Token bus
d. 4B/5B
3 Which IEEE frame format includes a type field?
a. IEEE 802.3
b. IEEE 802.5
c. IEEE 802.3 SNAP
d. IEEE 802.1q
4 Which bridging method associates a MAC address with its ports?
a. Transparent
b. SRB
c. SR/TLB
d. RSRB
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5 What does the following command do?

source-bridge transparent 10 5 1 6

a. Configures DLSw

b. Configures transparent bridging

c. Configures source-route bridging

d. Configures translational bridging from an Ethernet bridge group

6 What is the RIF in hexadecimal for a source route frame if it is to route from Token Ring
4, through bridge 12, ending on Token Ring 15?

a. 0630.004c.00
b. 0630.0412.00
c. 0630.040c.01

15
15
50

d. 0630.004¢.00f0
7 Which access list denies 00c0.0020.0010 but permits other MAC addresses?

a.

access-list
access-list

access-list
access-list

access-list
access-list

access-list
access-list

700
700

700
700

200
200

200
200

deny 00c0.00a0.0010 ffff.ffff.ffff
permit 0000.0000.0000 ffff.ffff.ffff

deny 00c0.00a0.0010 0000.0000.0000
permit 0000.0000.0000 ffff.ffff.ffff

deny 00c0.00a0.0010 ffff.ffff.ffff
permit 0000.0000.0000 ffff.ffff.ffff

deny 00c0.00a0.0010 0000.0000.0000
permit 0000.0000.0000 ffff.ffff.ffff

8 Which trunking method places an internal tag to identify the VLAN number?

a. ISL

b. 802.1q

c. 802.1p

d. VTP pruning
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10

11

12

13

Which answer best describes the VTP client?

a. Stores VLAN information in NVRAM

b. Adds and deletes VLANs in the VTP domain
c. Maintains a full list of VLANSs

d. Does not participate in VTP

What is the BID?

a. BLAN ID number

b. Bridge identifier used in STP

c. Border identifier used in SRB

d. Bridged identifier used in VTP

What is the transparent bridge port state sequence from a disabled port to a forwarding
port?

a. Disabled, listening, learning, forwarding, blocked
b. Disabled, enabled, listening, learning, forwarding
c. Disabled, blocking, listening, learning, forwarding
d. Disabled, blocking, learning, listening, forwarding
What is a BVI?

a. Bridged VLAN identifier

b. Bridge virtual interface, used in IRB

c. Bridge ID, in RIFs

d. When set, indicates to use SRB

Which type of bridge removes the RIF, checks the MTU, and reorders bits before sending
the frame on?

a. Transparent
b. DLSw

c. SRT

d. SR/TLB

e. SRB

f. RSRB
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14 What is the RIF in the following?

15

16

17

18

source-bridge ring-group 5
!

dlsw local-peer peer-id 1.1.1.1 promiscuous

dlsw remote-peer 0 tcp 2.2.2.1
!

interface tokenring 0
source-bridge 1 2 5

a. 0630.0012.0050.

b. 0830.0125.

c. 0830.0012.0051.

d. Not enough information is given.
What is the maximum segment length of 10Base2 media?
a. 100 m

b. 185 m

c. 200 feet

d. 500 feet
At what speed does Gigabit Ethernet transmit data?
a. 1000 kbps

b. 100 Mbps

c. 1000 Mbps

d. 1250 kbps

What is the IEEE standard for Fast Ethernet?
a. IEEE 802.3a

b. IEEE 802.3ab

c. IEEE 802.3u

d. IEEE 802.3z

What is a BPDU?

a. Bridge packet descriptor unit

b. Bridge protocol data unit

c. Basic protocol descriptor unit

d. None of the above
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20

21

22

23

If the DSAP and SSAP have the value 0OxXAAAA, what does it indicate?

a. a.That a SNAP field follows

b. That a NSAP field follows

c. That a V2 frame follows

d. That a FDDI frame follows
What bit of each byte does a Token Ring NIC expect to read first off the wire?
a. The least significant bit first; this is the noncanonical format.

b. The most significant bit first; this is the noncanonical format.

c. The least significant bit first; this is the canonical format.

d. The most significant bit first; this is the canonical format.

Which bridging method permits source-route frames over non-Token Ring media?
a. Transparent

b. SRT

c. SR/TLB

d. RSRB

Which bridging method runs STP?

a. Transparent

b. SRT

c. SR/TLB

d. RSRB

What is the RIF in hexadecimal for a source-route frame if it is to route from Token Ring
4, through Bridge 12, to Token Ring Ox11, through Bridge 8, ending on Token Ring 227

a. 0830.4c11.8220

b. 0830.0412.0011.8220
c. 0830.004c.0118.0160
d. 0630.0412.0011.8220
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24 Which answer best describes the VTP server?
a. Stores VLAN information in NVRAM
b. Adds and deletes VLANSs in the VTP domain
c. Maintains a full list of VLANSs
d. Does not participate in VTP
e. Answers a, b, and ¢
25 Which answer best describes the VTP transparent switch?
a. Stores VTP learned VLAN info in NVRAM
b. Adds and deletes VLANs in the VTP domain
c. Maintains a full list of VLANSs
d. Does not participate in VTP
e. Answers b and ¢
26 What is the sequence for Token Ring insertion?
a. Physical insertion, lobe check, address verification, initialize, ring poll
b. Lobe check, physical insertion, address verification, ring poll, initialize
c. Physical insertion, lobe check, address verification, initialize, ring poll
d. Physical insertion, ring poll, lobe check, initialize, address verification
27 What command is used to enable IEEE 802.1q trunking on port 2/1?
. set trunk 2/1 on 802.1q

o

b. set trunk 2/1 on isllq
c. set trunk 2/1 on dotlq
d. set trunk 2/1 on isl

28 How many instances of STP are running on a Catalyst running 802.1q with 3 VLANs
configured?

a. 1
b. 2
c. 3
d. None
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29 What are the functions of a transparent bridge?

a. Disabled, listening, learning, filtering, forwarding

b. Learn, filter, and forward

c. Listen, learn, filter, block, and forward

d. Enabled, listen, forward, flood

30 Which Layer-2 protocol changes blocked interfaces to the forwarding state in the case of
bridge failure?

a. HSRP
b. VTP
c. STP
d. EIGRP
31 What is the path cost in STP?

a. Sum of segment costs to reach the root bridge

b. OSPF interface costs for the STP algorithm

c. The cost of Gigabit Ethernet is 1000

d. None of the above

32 Which access list denies Ethernet type 0x6006?

a.

access-list 101

access-

access-
access -

access-
access-

access-
access-

list

list
list

list
list

list
list

101

700
700

200
200

200
200

deny ipv2 any any 0x6006 eq type
permit ip any any

deny 0x6006 0x0000
permit 0x0000 Oxffff

deny 0x6006 0x0000
permit 0x0000 Oxffff

deny 0x6006 any eq type
permit any any eq type
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33 What is the default STP priority?
a. 0
b. 1
c. 32,768
d. 56,535
34 From the following configuration, what is the RIF from Ring 1 to Ring 2?
source-bridge ring-group 7
interface tokenring 0
source-bridge 1 10 7

source-bridge spanning
!

interface tokenring 1
source-bridge 2 11 7
source-bridge spanning

a. 0830.0110.0711.0200
b. 0630.1A7b.0200
c. 0630.1011.0201
d. 0830.0012.007b.0020
35 What is CDP?
a. Control Description Protocol
b. Control data packet
c. Cisco Discovery Protocol
d. Cisco Description Protocol
36 What information can be gathered from neighbors using CDP?
a. Device name, management IP address, platform type, and OS version
b. Device name and IP address only
c. Answer a, plus running routing protocol

d. Device name, management IP address, platform type, and all enabled interface IP
addresses
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37 Which command produced the following router output?

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater

Port Device-ID Port-ID Platform Capability
2/14 Router13 Etherneto Cisco MC3810 R
2/15 Router10 Etherneto cisco 2500 R

a. show ip ospf neighbor
b. show ip bgp neighbor
c. show ip cdp neighbor
d. show cdp neighbor
38 What standard specifies 11 Mbps wireless LANs at a frequency of 2.4 GHz?
a. IEEE 802.11
b. IEEE 802.11a
c. IEEE 802.11b
d. IEEE 802.11¢g
39 What standard specifies 54 Mbps Wireless LANs at a frequency of 5 GHz?
a. IEEE 802.11
b. IEEE 802.11a
c. IEEE 802.11b
d. IEEE 802.11¢g
40 Which standard provides port-based authentication?
a. IEEE 802.11x
b. IEEE 802.11i
c. IEEE 802.1x
d. IEEE 802.1u
41 Which Wireless LAN mode uses one Access Point?
a. BSS
b. IBSS
c. ESS
d. Ad-hoc



182 Chapter 4: Local-Area Networks and LAN Switching

42 Which ATM LANE component is contacted first by a joining client?
a. LEC
b. LES
c. LECS
d. BUS
43 Which protocol provides LES/BUS replication in an ATM LANE environment?
a. LE-ARP
b. SSRP
c. BUS
d. PNNI
44 What does LE-ARP translates?
a. IP addresses to MAC addresses
b. IP addresses to ATM addresses
c. MAC addresses to ATM addresses
d. Ethernet MAC addresses to Token Ring addresses
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Scenarios

Scenario 4-1

This scenario reviews your knowledge of RSRB. Knowledge of RSRB configurations and RIF
constructs in RSRB environments is essential for the CCIE written test. Use Figure 4-34 to

Figure 4-34

answer the following questions.

RSRB

Virtual ring 21

Router A |

o

S —
333

Host A

bridge-group 5

-

Host B

1 What is the RIF from Host A to Host C?
a. 0830.01b9.021d.0120
b. 0830.0169.015d.00c0
c. 0830.0169.0151.20c0
d. 0630.01b9.121d.0120
2 What is the RIF from Host A to Host B?
a. 0630.01b9.0115
b. 0830.01b0.0210
c. 0630.0169.0150
d. 0830.01b9.0155.00f0

C
i\liiilitz/a i c

source-bridge transparent 21 15 5 1
interface ethernet 0

2222

()%
g Router B
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3 What is the correct configuration for Router A?

a.

source-bridge ring-group 21
source-bridge remote-peer 21 tcp 1.

1.1.1.1
source-bridge remote-peer 21 tcp 2.2.2.2 1
3.3.3.3 1

source-bridge remote-peer 21 tcp

!

interface loopback 0

ip address 1.1.1.1 255.255.255.255

!

interface tokenring @
source-bridge 1b 9 10
source-bridge spanning

source-bridge ring-group 15
source-bridge transparent 15 6
source-bridge remote-peer 15 tc

25

p1.1.1.1
source-bridge remote-peer 15 tcp 2.2.2.2

p 3.3.3.3

source-bridge remote-peer 15 tc

!

interface loopback 0

ip address 1.1.1.1 255.255.255.255

|

interface tokenring 0
source-bridge 1b 9 15
source-bridge spanning

source-bridge ring-group 21
source-bridge remote-peer 21 tcp 1.

1.1.1.1
source-bridge remote-peer 21 tcp 2.2.2.2
3.3.3.3

source-bridge remote-peer 21 tcp

!

interface loopback 0

ip address 1.1.1.1 255.255.255.255

!

interface tokenring 0
source-bridge 27 9 21
source-bridge spanning

source-bridge ring-group 15
source-bridge remote-peer 15 tc .

p1.1.1.1
source-bridge remote-peer 15 tcp 2.2.2.2
p 3.3.3.3

source-bridge remote-peer 15 tc

!

interface loopback 0

ip address 1.1.1.1 255.255.255.255

=

1
1

1
1

ocal-ack
ocal-ack

ocal-ack
ocal-ack

ocal-ack
ocal-ack

ocal-ack
ocal-ack
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interface tokenring 0
source-bridge 1b 9 15
source-bridge spanning

4 What is the correct configuration for Router C?

a.
source-bridge ring-group 21
source-bridge remote-peer 21 tcp 1.1.1.1 local-ack
source-bridge remote-peer 21 tcp 2.2.2.2
source-bridge remote-peer 21 tcp 3.3.3.3 local-ack
!
interface loopback 0
ip address 2.2.2.2 255.255.255.255
!
interface tokenring 0
source-bridge c d f
source-bridge spanning
b.
source-bridge ring-group 21
source-bridge remote-peer 21 tcp 2.2.2.2
source-bridge remote-peer 21 tcp 1.1.1.1 local-ack
source-bridge remote-peer 21 tcp 3.3.3.3 local-ack
|
interface loopback 0
ip address 2.2.2.2 255.255.255.255
!
interface tokenring 0
source-bridge 12 13 15
source-bridge spanning
C.
source-bridge ring-group 15
source-bridge remote-peer 15 tcp 2.2.2.2
source-bridge remote-peer 15 tcp 2.2.2.2 local-ack
source-bridge remote-peer 15 tcp 3.3.3.3 local-ack
!
interface loopback 0
ip address 2.2.2.2 255.255.255.255
!
interface tokenring 0
source-bridge 12 13 15
source-bridge spanning
d.

source-bridge
source-bridge
source-bridge
source-bridge

ring-group 15
remote-peer 15 tc .

p1.1.1.1
remote-peer 15 th 2.2.2.2
p 3.3.3.3

remote-peer 15 tc

local-ack
local-ack
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!
interface loopback 0
ip address 2.2.2.2 255.255.255.255
!
interface tokenring 0
source-bridge ¢ d f
source-bridge spanning

5 What is the bridge number of the bridge between the virtual ring and the pseudo-ring on
Router B?

a. a.2l
b. b.0x6
c. c.0x2

d. d.0x5

Scenario 4-2
This scenario reviews your knowledge of DLSw. Knowledge of DLSw configuration and RIF
construct in DLSw environment is essential for the CCIE written test. Use Figure 4-35 to

answer the following questions.

Figure 4-35 DLSw

Router A e . Router C
virtual ring 21 ( EE— virtual ring 22
S~ ‘\ N

A~

7
§ ’? ) 2222
= g
U . 24 ? Router B D
5 3.3.3.3 5’

Host A disw bridge-group 5
interface ethernet 0
bridge-group 5

Host C

=

Host B

1 What is the RIF from Host A to Host C?
a. 0830.01b9.021d.0120
b. 0830.0169.015d.00cO
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C

d

. 0630.0169.0210
. 0630.0169.0150

2 What is the RIF from Host A to Host B?

a
b
c

d

. 0830.0169.021d.0120
. 0830.0169.0152.0060
. 0630.0169.0210
. 0630.0169.0150

3 What is the correct configuration of Router A?

a.

interface loopback 0

ip address 1.1.1.1 255.255.255.255
!
source-bridge ring-group 21

!
dlsw local-peer peer-id 1.1.1.1
dlsw remote-peer 0 tcp 2.2.2.2
dlsw remote-peer 0 tcp 3.3.3.3
]

interface tokenring 0
source-bridge 27 9 21

interface loopback 0
ip address 1.1.1.1 255.255.255.255
|

source-bridge ring-group 21
]
dlsw local-peer peer-id 1.1.1.1
dlsw remote-peer 0 tcp 2.2.2.2
dlsw remote-peer 0 tcp 3.3.3.3 ring 23
|
interface tokenring 0
source-bridge 27 9 21

interface loopback 0

ip address 1.1.1.1 255.255.255.255
|
source-bridge ring-group 21

!
dlsw local-peer peer-id 10.1.1.1
dlsw remote-peer 22 tcp 2.2.2.2
dlsw remote-peer 23 tcp 3.3.3.3
!

interface tokenring 0
source-bridge 27 9 21
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interface loopback 0

ip address 1.1.1.1 255.255.255.255
]
source-bridge ring-group 27

|
dlsw local-peer peer-id 11.1.1.1
dlsw remote-peer 0 tcp 2.2.2.2
dlsw remote-peer @ tcp 3.3.3.3
!
interface tokenring 0
source-bridge 27 9 21

4 What is the pseudo-ring number on Router B?

a.
b.
c.

d.

21.
6.
I.

There is no pseudo-ring.

5 Routers A and C are reconfigured as follows:

Router A changes the following:

dlsw remote-peer @ tcp 2.2.2.2 rif-passthru

Router C changes the following:

source-bridge ring-group 21
dlsw remote-peer @ tcp 1.1.1.1 rif-passthru

What is the RIF from Host A to Host C?

a.
b.
c.

d.

0830.0169.021d.0120
0830.0169.015d.00c0
0830.0169.0151.20c0
0630.01b9.121d.0120

6 What is the correct configuration of Router B?

a.

interface loopback 0
ip address 3.3.3.3 255.255.255.255
!

dlsw bridge-group 1
|

dlsw local-peer peer-id 3.3.3.3

dlsw remote-peer @ tcp 1.1.1.1

dlsw remote-peer 0 tcp 2.2.2.2
!

interface ethernet 0
bridge-group 5
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interface loopback 0

ip address 3.3.3.3 255.255.255.255
!

source-bridge ring-group 21
source-bridge transparent 21 15 6 5
!

dlsw local-peer peer-id 3.3.3.3
dlsw remote-peer @ tcp 1.1.1.1

dlsw remote-peer 0 tcp 2.2.2.2

!

interface ethernet 0

bridge-group 5

interface loopback 0

ip address 3.3.3.3 255.255.255.255
!

source-bridge ring-group 21
source-bridge transparent 21 15 6 1
dlsw transparent bridge-group 1

!
dlsw local-peer peer-id 3.3.3.3
dlsw remote-peer 0 tcp 1.1.1.1
dlsw remote-peer 0 tcp 2.2.2.2

!

interface ethernet 0

bridge-group 5

interface loopback 0
ip address 3.3.3.3 255.255.255.255
|

dlsw transparent bridge-group 5
]

dlsw local-peer peer-id 3.3.3.3

dlsw remote-peer @ tcp 1.1.1.1

dlsw remote-peer 0 tcp 2.2.2.2
!

interface ethernet 0
bridge-group 5



This chapter covers the following topics needed to master the CCIE Routing and Switching
(R&S) written exam:

® Physical Layer Access—CCIE blueprint requirements of physical access, such as
T1, encoding, digital signal level 3 (DS-3), Synchronous Optical Network (SONET),
and Synchronous Digital Hierarchy (SDH)

® X.25—CCIE blueprint requirements on X.25 topics, such as addressing, Link Access
Procedure, Balanced (LAPB), error recovery, permanent virtual circuits (PVCs), and
protocol translation

® Frame Relay— CCIE blueprint requirements on Frame Relay, such as Local
Management Interface (LMI), data-link connection identifier (DLCI), PVCs, traffic
shaping, committed information rate (CIR), forward explicit congestion notification
(FECN), backward explicit congestion notification (BECN), and discard eligible
(DE) bit

® Integrated Services Digital Network (ISDN)— CCIE blueprint requirements on
ISDN, such as Link Access Procedure on the D channel (LAPD), Basic Rate Interface
(BRI), Primary Rate Interface (PRI), mapping, B and D channel, and Dial backup
using ISDN, as well as high-level data link control (HDLC) and Point-to-Point
Protocol (PPP)

® ATM Architecture—CCIE blueprint requirements on Asynchronous Transfer Mode
(ATM), such as PVC/switched virtual circuits (SVCs), ATM adaptation layer (AAL),
Service Specific Connection Oriented Protocol (SSCOP), User-Network Interface/
Network-to-Network Interface (UNI/NNI), cell format, Quality of Service (QoS),
Request For Comments (RFC) 2684 and 2225, Private Network-Network Interface
(PNNI), and Interim-Interswitch Signaling Protocol (IISP)



CHAPTER

Wide-Area Networks

“Do | Know This Already?” Quiz

The purpose of this assessment quiz is to help you determine how to spend your limited
study time. If you can answer most or all of these questions, you might want to skim the
Foundation Topics section and return to it later as necessary. Review the Foundation Summary
section and answer the questions at the end of the chapter to ensure that you have a strong
grasp of the material covered. If you intend to read the entire chapter, you do not necessarily
need to answer these questions now. If you find these assessment questions difficult, read
through the entire Foundation Topics section and review it until you feel comfortable with
your ability to answer all of the “Q & A” questions at the end of the chapter. The following
questions are repeated at the end of the chapter in the Q & A section with additional
questions to test your mastery of the material.

Select the best answer. Answers to these questions are in the Appendix, “Answers to Quiz
Questions.”

1 Which framing standard does X.25 use?
a. HDLC
b. LAPB
c. LAPF
d. LAPD
2 What is the significance of the DE bit?
a. Used in X.25 as a discard error to recover frames
b. Used in ATM to recover from cells with errors
c. Used in Frame Relay to specify discard eligible frames

d. Used in PPP to discard frames
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3 Whatis an NT1 in ISDN architecture?

a. A device that connects the TE2 to the LE

b. Usually lies between the R and S reference points

c. Same as a NT4

d. A device that connects the 4-wire BRI to the 2-wire phone line
4 What is a BECN in Frame Relay?

a. A notification to the destination, indicating congestion in the path from source to
destination

b. A notification to the source, indicating congestion in the path from source to destination

c. A notification to the destination, indicating congestion in the path from destination to
source

d. A notification to the source, indicating congestion in the path from destination to
source

5 Inverse ARP provides what type of address resolution?
a. MAC address to IP address
b. DLCI to IP address
c. X.121 address to IP address
d. ATM address to IP address
6 How many bits are there in a Frame Relay DLCI?
a. 8 bits
b. 10 bits
c. 16 bits
d. 32 bits
7 Which authentication protocol do you use with PPP and encrypted passwords?
a. PPP authentication
b. PAP
c. CHAP
d. SecureID
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8 ISDN’s D channel uses which framing standard?
a. HDLC
b. LAPB
c. LAPF
d. LAPD

9 For the following configuration, when does the BRI become active?

interface serial 0

ip address 1.1.1.1 255.255.255.252

backup load 75 10

backup interface bri 0
a. When serial 0 is down for 60 seconds
b. When serial 0 is up for 10 seconds
c. When serial 0 is above 75 percent use
d. When serial O is below 10 percent use

10 What does the following command do?
x25 map ip 172.18.1.5 12121212 broadcast
a. Maps the remote IP address to the remote X.121 address
b. Maps the remote IP address to the local X.121 address
c. Maps the local IP address to the remote X.121 address
d. Maps the local IP address to the local X.121 address
11 Which of the following are layers in the ATM reference model?
a. Physical
b. Data-link
c. ATM
d. Network
e. Transport
f. Presentation

. Adaptation

= 09

. Session

i. Application
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12 How many bytes are in an ATM cell?
a. 21
b. 48
c. 53
d. 128
13 How are ATM payload cells uniquely identified by a switch?
a. By the cell’s IP address
b. By the cell’s VPI/VCI address
c. By the cell’s NSAP address
d. By the cell’s AESA address
14 Which ATM class of service is most appropriate for raw video?
a. CBR
b. nrt-VBR
c. ABR
d. UBR
15 In what order does each of the following queues get processed on a DPT ring node?
1. Low-priority transmit queue
2. Low-priority transit queue
3. High-priority transmit queue
4. High-priority transit queue
a. 432,1
b. 34.2,1
c. 43,12
d. 34,12
16 Which ATM class of service is most appropriate for Frame Relay data?
a. CBR
b. VBR
c. ABR
d. UBR
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17 RFC 2225 provides a method of encapsulating which of the following protocols over
ATM?

a. XNS
b. IP

c. IPX
d. SNA
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Foundation Topics

Physical Layer Access

This section reviews definitions of physical technologies and the speeds available for each. You
need to understand the basic characteristics of synchronization, T1/E1 encoding and line speeds,
SONET/SDH, and DTP/SRP.

Synchronous Lines

Most WAN lines run over physical time-division multiplexed (TDM) networks. These circuits
are synchronous, meaning that they are dependent on having the same clock so that the
receiving side knows exactly when each frame bit is received.

Many synchronous line speeds are available, which are based on the basic digital signal level 0
(DS-0) rate of 64 kbps. In North America, the most common is the T1 carrier. It has a capacity
of 1.544 Mbps and can carry 24 DS-0s at 24 x 64 kbps = 1.536 Mbps of bandwidth. Each DS-0
carries data traffic.

In Europe and other countries, the E1 is most common. It has a capacity of 2.048 Mbps and can
carry 30 DS-0s at 30 x 64 kbps = 1.920 Mbps.

For both T1s and Els, less than a full range of individual channels might be used. Fractional T'1
or E1 service uses one or more 64 kbps and the DS-0 channel to provide the desired bandwidth.

A T3 is a dedicated phone connection that supports data rates of approximately 45 Mbps. A T3
line actually consists of 672 individual DS-0 channels. The T3 is also commonly called DS-3
and carries 28 T1 lines.

Encoding Schemes of T1s and E1s

Bipolar 8-zero substitution (B8ZS) is a T1 carrier line code in which bipolar violations are
deliberately inserted if the data contains a string of 8 or more consecutive Os. B8ZS ensures a
sufficient number of transitions to maintain system synchronization when the user data stream
contains an insufficient number of 1s. The European hierarchy uses B8ZS at the T1 rate.

Alternate mark inversion (AMI) is a T1 carrier line code in which 1s are represented by positive
or negative voltage, alternatively. A 0 is represented by 0 volts.
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SONET and SDH

SONET is an ANSI standard that defines physical interface rates, which allows data streams at
different rates to be multiplexed. SONET defines Optical Carrier (OC) levels. North America
uses SONET. The rates are as follows:

® OC-1=51.85Mbps

® OC-3=155.52 Mbps
® OC-12 =622.08 Mbps
® OC-24 =1.244 Gbps
® OC-48 =2.488 Gbps
® 0OC-192 =9.952 Gbps

SONET uses the Synchronous Transport Signal (STS) as its frame format and STS level 1
(STS-1) is the basic signal rate, at 51.84 Mbps. Each SONET frame is constructed of 9 rows by
90 columns of octets for a total of 810 octets (9 rows X 90 columns = 810 octets). These 810
octets are transmitted in 125 psecs, or 8000 frames/second (8000 x 125 pusec = 1 second). The
basic rate for the STS-1 channel is 51.84 Mbps (810 bytes/frame X 8 bits/byte x 8000 frames/
second = 51.84 Mbps).

SDH is the international standard defined by the International Telecommunication Union (ITU)
for transmission over fiber optics. It defines the hierarchy of rates starting at 155.52 Mbps. The
rates are as follows:

® STM-1 = 155.52 Mbps
® STM-4 = 622.08 Mbps
® STM-16 = 2.488 Gbps

One way to transmit network layer packets over a SONET/SDH network is to use ATM to
establish connections and provide traffic management over the SONET network.

An alternative is to use Packet over SONET (PoS), which typically adds less overhead from
frame headers than ATM does with cells. PoS maps IP directly onto SONET/SDH. PoS has
three main components: a link-layer protocol, octet framing to map onto the SONET payload,
and data scrambling for data security and reliability. For the link layer, PPP over SONET/SDH
is defined in RFC 2615. SONET/SDH links are provisioned as point-to-point circuits, making
PPP a suitable choice for the link-layer protocol. As RFC 2615 describes, PPP treats SONET/
SDH as octet-oriented synchronous links. Octet-oriented framing (PPP with HDLC-like framing)
is defined in RFC 1662. Data scrambling is defined in RFC 2615 and prevents packets with bit
patterns that might cause synchronization problems, emulates the SDH set-reset scrambler
pattern, and replicates the STS-N frame alignment word.
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Both ATM and PPP are discussed in this chapter.

PoS specifies STS-3¢/STM-1 (155 Mbps) as the basic data rate, with a usable data bandwidth
of 149.760 Mbps.

Dynamic Packet Transport (DPT)/Spatial Reuse Protocol (SRP)

DPT is a Cisco developed, resilient optical packet ring technology that is optimized for data
transmission. DPT uses dual, counter-rotating rings that are referred to as inner and outer,
which can be used for data and control packet transmission concurrently. DPT operates by
sending the data packets in one direction on one fiber ring and the corresponding control
packets in the opposite direction on the other fiber ring.

The full capacity of the fiber rings can be utilized for data and control traffic. It is not required
to reserve half of the capacity for redundancy.

DPT uses the Spatial Reuse Protocol (SRP) MAC layer protocol, which, according to Cisco,
was designed to be scalable and provide optimized IP packet aggregation and transport in local-
area networks (LANSs), metropolitan-area networks (MANs), and wide-area networks