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Introducing Cisco Network
Service Architectures

Overview

Large enterprises increasingly seek an enterprise-wide infrastructure to serve as a solid
foundation for emerging applications such as IP telephony, content networking, and storage
networking. The Cisco Architecture for Voice, Video and Integrated Data (AVVID)
framework, with its open communications interface, is the basis of Cisco’s enterprise network
architecture. The framework is designed to support the operation of concurrent solutions
operating over a single infrastructure designed, tested, and fully documented with scalability,
performance, and availability that meets end-to-end enterprise requirements.

Upon completing this module, you will be able to:

m  Describe the Cisco AVVID framework and explain how it addresses enterprise network
needs for performance, scalability, and availability

m  Describe the Enterprise Composite Network Model used to design enterprise networks and

explain how it addresses enterprise network needs for performance, scalability, and
availability

Outline

The module contains these lessons:

m  Introducing the Cisco AVVID Framework

m  Introducing the Enterprise Composite Network Model
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Introducing the Cisco AVVID
Framework

Overview

The Cisco Architecture for Voice, Video and Integrated Data (AVVID) framework provides an
enterprise with a foundation that combines IP connectivity with performance and availability.
Layering application solutions, such as voice, video, or content delivery networks, requires
changes to an existing infrastructure. The Cisco AVVID framework provides effective design
principles and practices to plan those changes. Each enterprise network is different because it is
built to accommodate different topologies, media, and features that the specific enterprises may
deploy.

Importance

Network managers who design and build networks to support converged solutions combining
data, voice, and video must consider the components that allow networks to operate properly.
The Cisco AVVID framework provides an infrastructure on which to offer intelligent services
to support network solutions and business applications.

Objectives

Upon completing this lesson, you will be able to:

m  Describe the major components of the Cisco AVVID framework and explain why an
architecture is important for enterprise networks

m  Describe performance concerns when deploying an enterprise network
m  Describe scalability concerns when deploying an enterprise network

m  Describe availability concerns when deploying an enterprise network



Describe the network infrastructure component of the Cisco AVVID framework, and
explain how it satisfies enterprise requirements for performance, scalability, and

availability

Describe the intelligent network services of the Cisco AVVID framework, and explain how
they support enterprise needs for performance, scalability, and availability

Describe the Cisco AVVID network solutions offered to address the needs of enterprise

applications

Learner Skills and Knowledge

To fully benefit from this lesson, you must have these prerequisite skills and knowledge:

m  Successful completion of the “Designing for Cisco Internetwork Solutions” (DESGN v1.0)

Outline

course

This lesson includes these topics:

m  Overview
m  Cisco AVVID Framework
®  Primary Concern of Network Deployment: Performance
®  Primary Concern of Network Deployment: Scalability
®  Primary Concern of Network Deployment: Availability
m  Cisco AVVID Network Infrastructure
m  Cisco AVVID Intelligent Network Services
m  Cisco AVVID Network Solutions
B Summary
®  Quiz: Introducing the Cisco AVVID Framework
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Cisco AVVID Framework

Cisco AVVID provides the framework for today’s Internet business solutions. Cisco AVVID is
an enterprise-wide, standards-based network architecture that provides a roadmap for
combining business and technology strategies into a cohesive model. This topic explains why
an architecture is important for enterprise networks and describes the major components of the
Cisco AVVID framework.

Cisco AVVID Framework
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A network architecture is a roadmap and guide for ongoing network planning, design, and
implementation. It provides a coherent framework that unifies disparate solutions onto a single
foundation.

The Cisco AVVID framework supports these key components:

= Common network infrastructure: Includes the hardware and software used to send,
receive, and manage datagrams that are transmitted between end-user devices throughout
the enterprise. It includes the transmission media and devices that control transmission
paths, including private and public transport media. Examples of these devices are routers,
LAN switches, WAN switches, private branch exchanges (PBXs), and so on.

= Intelligent network services: Allow the end user to operate in a controlled, secure
environment in which differentiated services are provided. Intelligent network services
essentially add intelligence to the network infrastructure beyond just moving a datagram
between two points. The intelligent network services allow for application awareness.
Intelligent network services include network management, high availability, security,
quality of service (QoS), and IP multicast.

Copyright © 2003, Cisco Systems, Inc. Introducing Cisco Network Service Architectures 1-5



m  Network solutions: Include the hardware and software that use the network infrastructure
and intelligent network services to their advantage. Network solutions allow enterprises to
make business decisions about the business itself as well as about networks and the
technologies and applications that run on them. Network-based applications enable an
enterprise organization to interact more effectively with customers, suppliers, partners, and
employees. Customer service, commerce, supplier, and internal applications run over the
network infrastructure enabled by intelligent network services. Some examples of network
solutions are IP telephony, content networking, and storage networking, among others.

1-6 Designing Cisco Network Service Architectures (ARCH) v1.0 Copyright © 2003, Cisco Systems, Inc.



Benefits of Cisco AVVID

[T T TITTATTTTT Cisco.com
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* Intelligence

* Innovation

* Interoperability
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Cisco AVVID offers these benefits:

m Integration: By leveraging the Cisco AVVID framework and applying the network
intelligence inherent in [P, organizations can enable comprehensive tools to improve
productivity.

m  Intelligence: Traffic prioritization and intelligent networking services maximize network
efficiency for optimized application performance.

®  Innovation: Customers have the ability to adapt quickly in a competitive and changing
business environment.

®  Interoperability: Standards-based hardware and software interfaces allow open
integration, providing organizations with choice and flexibility.

Combining the network infrastructure and services with new applications, Cisco AVVID
accelerates the integration of technology strategy with business activities. Cisco AVVID is an
enabler of Internet business solutions for enterprises via the network infrastructure.

Copyright © 2003, Cisco Systems, Inc. Introducing Cisco Network Service Architectures 1-7



Practice
Q1)  Which three functions does a network architecture facilitate? (Choose three.)

A) network design

B) network planning
O network monitoring
D) network implementation
E) voice and data integration
Q2)  Cisco AVVID meets the need for by providing standards-based interfaces that

allow open integration and that provide organizations with choice and flexibility.

A) innovation
B) integration
0 intelligence

D) interoperability
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Primary Concern of Network Deployment:
Performance

While specific devices or applications may promise performance, effective performance is
achieved only by considering and optimizing each component. Only a cohesive, integrated, and
optimized network can ensure the best network performance. This topic describes the
performance concerns when deploying an enterprise network.

Primary Concern of Network
Deployment: Performance
I Cisco.com
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Performance might be the least understood term in networking. Typically, performance is
defined as throughput and packets per second (pps). These are easy numbers to gauge and
report, but these values relate to a single switch or router and make no sense when measuring
an entire network. For example, one can state that a network should perform at 10,000 pps, but
testing over the network might yield only 5,000 pps. What happened? In fact, the network
might consist of 1.536-Mbps (T1) WAN links with traffic shaping enabled, which in turn limits
the packet rate through the entire network. In addition, forwarding traffic at that rate might
impact the processor loads, limiting the overall throughput performance and placing the router
at risk of not having enough resources, either to converge following a failure in the network or
to enable additional features. The point is that there is no one metric for determining
performance.
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Instead, gauge network performance by these three metrics:

m  Responsiveness: Indicates how a user or consumer perceives the performance of their
applications. It is affected by link speeds, congestion, and features, and includes device and
protocol responses. This is the most important metric in the network: if an application does
not respond in an acceptable time, it does not matter how fast the network claims to be.
This metric changes based on how an application responds to changes in the network. For
example, many applications use Transmission Control Protocol (TCP), which slows the
transmission rate into the network if too much congestion or loss is present in the network.

®  Throughput: Specifies the rate of information arriving at, and possibly passing through, a
particular point in a network system. Throughput is closely related to utilization. As
utilization increases, throughput approaches the theoretical maximum until driven to
congestive collapse. Typically, throughput is measured in packets per second (pps), kilobits
per second (kbps), megabits per second (Mbps), and gigabits per second (Gbps).

m  Utilization: Measures the use of a particular resource over time. The measure is usually
expressed as a percentage, where the usage of a resource is compared with its maximum
operational capacity. Through utilization measures, you can identify congestion (or
potential congestion) throughout the network. You can also identify underutilized
resources.

Utilization is the principle measure to determine how full the network pipes (links) are.
Analyzing CPU, interface, queuing, and other system-related capacity measurements
allows you to determine the extent to which network system resources are being consumed.
High utilization is not necessarily bad. Low utilization may indicate traffic flows in
unexpected places. As lines become overutilized, the effects can become significant.
Overutilization on a link occurs when there is consistently more traffic, which needs to pass
through more of an interface than it can handle. Ultimately, there will be excessive queuing
delays and even packet loss. Sudden jumps in resource utilization can indicate a fault
condition.

Practice
Q1)  Which three metrics describe performance on the network? (Choose three.)
A) capacity
B) utilization
O throughput
D) availability

E) responsiveness
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Primary Concern of Network Deployment:
Scalability

A network must be able to scale from where it is today to where it might be in the future. For
example, a network administrator might need to design the WAN to support only 50 branch
offices. However, over a year’s time, 50 more branches might require connectivity. The design,
IP address management, features, and WAN link speeds must all be able to accommodate this
need for added connectivity without massive redesign of the network. This topic describes
scalability concerns when deploying an enterprise network.

Primary Concern of Network
Deployment: Scalability

(T Cisco.com
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When designing an enterprise network, you should try to implement some basic principles
throughout the network to improve scalability. Specialization of devices and card modules for
specific functions makes it easy to upgrade each device as the network grows. Parallelism in
the network design improves overall network performance. By implementing a hierarchy, you
will achieve more control and manageability of the network.

Specific network scalability concerns include:

m  Topology: Network topology must be such that additions or subtractions to the network do
not cause major reconfigurations, create instability, affect deterministic performance, or
adversely affect availability levels.

B Addressing: Distribution of IP addresses should facilitate route summarization.
Additionally, it should be possible to create new subnets with a minimum impact on the
addressing scheme and router load.

m  Routing protocols: The routing protocol of choice must be able to accommodate additions,
deletions, and changes without a massive redesign.
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Practice

Q1)  Which statement best describes the requirement for a network topology to contribute to

scalability?

A) The network topology must allow route summarization.

B) The network topology must support changes without reconfigurations.

O) The network topology must accommodate routing protocols without a massive
redesign.

D) The network topology must allow creation of new subnets without affecting the

addressing scheme.
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Primary Concern of Network Deployment:
Availability

A major concern for network managers is how available the network is and how impervious it
is to network changes. A network that takes ten seconds to converge is clearly superior to one
that takes one minute to converge.

To the user, the network is down regardless of whether an application went down, a router died,
or a piece of fiber was cut. For this reason, availability must be viewed from the user’s
perspective. This topic describes availability concerns when deploying an enterprise network.

Primary Concern of Network
Deployment: Availability

I Cisco.com
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Key availability issues to address include:

m  Device fault tolerance and redundancy: This is often the first level of availability in the
network. Fault-tolerant devices provide a high level of reliability. Cisco offers options for
redundant supervisor engines and dual power supplies, which provide the first backstop
against a network failure.

B Link redundancy: Link redundancy is critical in the network, and provides a high level of
reliability in the event of a link failure. However, while some redundancy is good, more
redundancy is not necessarily better.

m  Protocol resiliency: Good design practices indicate how and when to use protocol
redundancy, including load-sharing, convergence speed, and path redundancy handling.

m  Network capacity design: Good design practices consider capacity planning. How much
traffic can a connection handle in the worst-case scenario? Network designers must
ascertain whether a link can handle twice the traffic when a redundant link fails.
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Practice

Q1)  What are three primary components of network availability? (Choose three.)

A)
B)
0
D)

E)

hierarchy
responsiveness
link redundancy
protocol resiliency

equipment fault tolerance
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Cisco AVVID Network Infrastructure

The Cisco AVVID framework consists of several building blocks that deliver solutions to
accelerate the enterprise. The network infrastructure components include clients and servers,

network platforms, and intelligent network services. This topic describes the network

infrastructure component of the Cisco AVVID framework, and explains how it meets enterprise

needs for performance, scalability, and availability.

Cisco AVVID Network Infrastructure
Components
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The Cisco AVVID network infrastructure consists of these hardware components:

Clients and application servers: Network clients include workstations (both fixed and

portable), IP phones, and wireless devices. Application servers provide services to clients,

and may be located in a data center or other easily accessible network location.

Network platforms: The network platforms comprise routers, gateways, switches, servers,

firewalls, and other devices. This component of the architecture provides the basis for a

complete networking solution.

Intelligent network services: Intelligent network services include the platforms, network

services, appliances, and management that allow business rules and policies to positively

affect network performance.

The Cisco AVVID network infrastructure solution provides an enterprise foundation that

combines IP connectivity with high performance and availability. Although layering

application solutions such as voice, video, or content delivery networks require changes to the

network infrastructure, this infrastructure provides a basis for good design principles and

practices.
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Each network is different because it is built to accommodate different topologies (mesh or hub-
and-spoke), WAN technologies (such as Frame Relay, ATM, or PPP), and networks (LAN,
WAN, or metropolitan-area network [MAN)]) that enterprises deploy.

Network managers who design and build networks to support solutions such as voice and video

must first consider the components that allow networks to operate properly. Thus, the network

device often becomes the focus of design decisions. However, a single device, whether a

switch, router, or other networking device, is only a component of the overall network. How the

devices connect, what features and protocols are used, and how they are used form the

foundation for the services that run on top of the network. If the foundation is unstable, layering

solutions over the network can create problems.

By laying the foundation for basic connectivity and protocol deployment, the Cisco AVVID

network infrastructure solution addresses the three primary concerns of network deployment:

performance, scalability, and availability.

Practice

Q1)  Which three components make up the Cisco AVVID network infrastructure? (Choose

three.)
A)
B)
C)
D)
E)

F)

voice and video

Layer 2 switching

network platforms

content networking
intelligent network services

clients and application servers
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Cisco AVVID Intelligent Network Services

Cisco AVVID network infrastructure supports the key intelligent network services, which
comprise numerous networking technologies and topologies, with a corresponding large
number of possible designs and architectures. The net result is a blueprint that blends
equipment, features, and management tools that match business criteria. This topic describes
the intelligent network services of the Cisco AVVID framework, and explains how they meet
enterprise needs for performance, scalability, and availability.

Cisco AVVID Intelligent Network
Services
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Cisco deploys these intelligent network services to keep the network at peak performance:

m  Network management: Provides a number of related network management tools built on a
Common Management Foundation (CMF). Tools include the LAN Management Solution
for advanced management of Catalyst multilayer switches; the Routed WAN Management
Solution for monitoring traffic management and providing access control to administer the
routed infrastructure of multiservice networks; the Service Management Solution for
managing and monitoring service-level agreements; and the VPN/Security Management
Solution for optimizing Virtual Private Network (VPN) performance and security
administration.

= High availability: Refines design and tools to ensure end-to-end availability for services,
clients, and sessions. Tools include reliable, fault-tolerant network devices to automatically
identify and overcome failures, and resilient network technologies, such as Hot Standby
Router Protocol (HSRP), to bring resilience to the critical junction between hosts and
backbone links.
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m  Security: Ensures the security of the network through authentication, encryption, and

failover. Security features include application-based filtering (context-based access
control), intrusion detection in the network and at hosts, defense against network attacks,
per-user authentication and authorization, and real-time alerts.

QoS: Manages the delay, delay variation (jitter), bandwidth, and packet loss parameters on
a network to meet the diverse needs of voice, video, and data applications. QoS features
provide functionality such as network-based application recognition (NBAR) for
classifying traffic on an applications basis, a Service Assurance Agent (SAA) for end-to-
end QoS measurements, and Resource Reservation Protocol (RSVP) signaling for
admission control and reservation of resources.

IP multicast: Provides bandwidth-conserving technology that reduces traffic by
simultaneously delivering a single stream of information to thousands of end-system
clients. Multicasting enables distribution of videoconferencing, corporate communications,
distance learning, distribution of software, and other applications. Multicast packets are
replicated in the network by Cisco routers enabled with Protocol Independent Multicast
(PIM) and other supporting multicast protocols resulting in an efficient delivery of data to
multiple receivers.
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The figure describes how the Cisco AVVID intelligent network services meet enterprise
network needs for performance, scalability, and availability.

Practice

Q1)  Match each intelligent network service to its description.

1. security

2. IP multicast

3. high availability

4. quality of service

5. network management

A) ensures the integrity of the network through authentication, encryption, and
failover
B) refines design to ensure resources are present end-to-end for services, clients,

and sessions

O manages the delay, delay variation, bandwidth, and packet loss parameters on a

network to meet the diverse needs of critical applications

D) relies on the LAN Management Solution, Routed WAN Management Solution,

Service Management Solution, and VPN/Security Management Solution

E) provides bandwidth-conserving technology that reduces traffic by
simultaneously delivering a reduced number of information streams to

thousands of client end stations
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Cisco AVVID Network Solutions

Enterprises can make a competitive investment in their future by deploying specific solutions.
The Cisco AVVID framework provides a foundation for applications and solutions. Cisco
provides some solutions while third-party companies provide solutions through the Cisco
AVVID Partner Program. This topic describes the Cisco AVVID network solutions that Cisco
offers to address enterprise application needs.

Cisco AVVID Network Solutions
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Cisco provides these network infrastructure and application solutions, which are discussed in
this course:

m VPN (part of the Enterprise Edge): VPNs use advanced encryption and tunneling to
permit organizations to establish secure, end-to-end, private network connections over
third-party networks, such as the Internet or extranets.

m  Wireless (part of the Campus Infrastructure): Wireless and IP technology creates
anytime, anywhere connections to the Internet and enterprise networks. In a campus
environment or distant mobile location, wireless technology allows users to be constantly
connected as they move between wireless cells, unconstrained by direct physical
connections.

m  |P telephony: The convergence of voice, video, and data on a single IP network is
changing the way enterprises communicate. You can transport voice, video, and data on a
single network infrastructure, lowering total network costs and optimizing enterprise
communications.
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m  Content networking: Content networking provides an architecture that optimizes website
performance and content delivery by positioning content near consumers in anticipation of
use.

m  Storage networking: Driven by workforce collaboration, e-commerce, and e-learning,
storage networking has emerged as an important networking application. Cisco storage
networking solutions provide high-capacity, low-latency networking for disaster recovery,
data replication, and storage consolidation.

Practice
Q1)  Match each Cisco AVVID network solution to its description.
1. VPN
2. wireless
3. 1P telephony
4. storage networking

5. content networking

A) architecture that optimizes website performance and content delivery

B) allows users to be constantly connected as they move freely within different
environments

O transports voice, video, and data, lowering network costs and optimizing

enterprise communications

D) provides high-capacity, low-latency networking for disaster recovery, data
replication, and storage consolidation

E) uses advanced encryption and tunneling to permit organizations to establish
secure, end-to-end, private network connections over third-party networks
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
(T T Cisoo.com

- Cisco AVVID is an enterprise-wide, standards-based
network architecture that provides a roadmap for
combining business and technology strategies into a
cohesive model.

* While specific devices or applications may promise
performance, effective performance is achieved only by
considering and optimizing each component. Only a
cohesive, integrated, and optimized network can ensure
the best network performance.

* A network must be able to scale from where it is today to
where it might be in the future. The design, IP address
management, features, and WAN link speeds must all be
able to provide connectivity and additions without
massive redesign of the network.
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Summary (Cont.)
T TN Cisco.com

+ A major concern for network managers is how available
the network is or how impervious it is to network
changes.

* The Cisco AVVID network infrastructure components
include clients and servers, network platforms, and
intelligent network services.

- Cisco AVVID network infrastructure supports the key
intelligent network services, which comprise numerous
networking technologies and topologies, with a
corresponding large number of possible designs and
architectures.

* The Cisco AVVID framework provides a foundation for
applications and solutions. Cisco provides some
solutions while third-party companies provide solutions
through the Cisco AVVID Partner Program.
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References

For additional information, refer to these resources:

m  “Cisco AVVID: Enabling E-Business” at
http://www.cisco.com/warp/public/779/largeent/avvid/cisco_avvid.html
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Quiz: In

troducing the Cisco AVVID Framework

Complete the quiz to assess what you have learned in this lesson.

Objectives

This quiz tests your knowledge on how to:

m  Describe the major components of the Cisco AVVID framework and explain why an
architecture is important for enterprise networks

m  Describe performance concerns when deploying an enterprise network

m  Describe scalability concerns when deploying an enterprise network

m  Describe availability concerns when deploying an enterprise network

m  Describe the network infrastructure component of the Cisco AVVID framework, and
explain how it satisfies enterprise requirements for performance, scalability, and
availability

m  Describe the intelligent network services of the Cisco AVVID framework, and explain how
they support enterprise needs for performance, scalability, and availability

®m  Describe the Cisco AVVID network solutions that Cisco offers to address the needs of
enterprise applications

Instructions

Answer these questions:

QD

Which two components are included in the Cisco AVVID network infrastructure?
(Choose two.)

A) IP telephony

B) Enterprise Edge

O Campus Backbone
D) storage networking

E) content networking
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Q2)  To auser or consumer, what is the most important measure of performance?
A) capacity
B) utilization
O throughput
D) responsiveness

Q3)  When network designers are designing an enterprise network for scalability, the
must be able to accommodate additions, deletions, and changes without a massive
redesign.

A) hierarchy
B) addressing
O routing protocol
D) wide-area network
Q4)  While some redundancy is good, more redundancy is

A) usually better

B) not necessarily better
O less expensive in the long run
D) more important for network performance

Q5)  How does the Cisco AVVID network infrastructure solution address the primary
concerns of network deployment (performance, scalability, availability)?

A) allows the network designer to support voice and video

B) supports technologies such as Frame Relay, ATM, and PPP

O lays the foundation of basic connectivity and protocol deployment
D) provides box solutions that support any level of performance, scalability, and
availability
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Q6)  Which two intelligent network services contribute to network performance by
enhancing application performance? (Choose two.)

A) security

B) IP multicast

O high availability

D) quality of service

E) network management

Q7)  Which Cisco AVVID network solution uses advanced encryption and tunneling to
permit organizations to establish secure, end-to-end, private network connections over
third-party networks, such as the Internet or extranets?

A) VPN

B) wireless

O IP telephony

D) storage networking

Scoring

You have successfully completed the quiz for this lesson when you earn a score of 80 percent
or better.
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Introducing the Enterprise
Composite Network Model

Overview

The Enterprise Composite Network Model provides a framework for designing the components
of an enterprise network. The model relies on the principles of the Cisco Architecture for
Voice, Video and Integrated Data (AVVID), which provides a framework for the solutions
presented in this course.

Importance

Developing a common vocabulary and architecture is critical to designing modular enterprise
networks that provide performance, scalability, and availability.

Objectives

Upon completing this lesson, you will be able to:

m  Describe the Enterprise Composite Network Model and explain how it addresses enterprise
network modularity

m  Describe the modules that comprise an enterprise campus network, and explain how the
Enterprise Campus functional area meets the need for performance, scalability, and
availability

m  Describe the components and functionality at the enterprise edge, and explain how the
Enterprise Edge functional area meets the need for performance, scalability, and
availability

m  Describe the components and functionality at the service provider edge, and explain how
the Service Provider Edge functional area meets the need for performance, scalability, and
availability



Learner Skills and Knowledge

To fully benefit from this lesson, you must have these prerequisite skills and knowledge:

Outline

Successful completion of the “Designing for Cisco Internetwork Solutions” (DESGN v1.0)

course or passing the CCDA certification exam

This lesson includes these topics:

Overview

The Enterprise Composite Network Model
Enterprise Campus

Enterprise Edge

Service Provider Edge

Summary

Quiz: Introducing the Enterprise Composite Network Model
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The Enterprise Composite Network Model

The Enterprise Composite Network Model provides a modular framework for designing
networks. The modularity within the model allows flexibility in network design and facilitates
implementation and troubleshooting. This topic describes the Enterprise Composite Network
Model and explains how it addresses enterprise network requirements for modularity.

Hierarchical Model
A T T FTT T TTIIIITT Cisco.com
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©2003, Cisco Systems, Inc. All rights reserved. ARCH v1.0—14

Nearly a decade ago, Cisco introduced a hierarchical design model as a tool for network
designers to approach network design from the physical, logical, and functional viewpoints.
The hierarchical model divided networks into these layers:

B Access layer: The access layer is used to grant user access to network devices. At a
network campus, the access layer incorporates shared, switched, or subnetted LAN devices
with ports available to workstations and servers. In the WAN environment, the access layer
can provide sites with access to the corporate network using a WAN technology.

= Distribution layer: The distribution layer aggregates the wiring closets and uses Layer 2
and Layer 3 switching to segment workgroups and isolate network problems, preventing
them from impacting the core layer. Routing and packet manipulation occur in the
distribution layer.

m  Core layer: The core layer is a high-speed backbone and is designed to switch packets as
fast as possible. Because the core is critical for connectivity, it must provide a high level of
availability and must adapt to changes very quickly.

The hierarchical module was useful, but had weaknesses when implementing large, complex
enterprise networks.
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The Enterprise Composite Network Model introduces additional modularity into the network
structure. The entire network is divided into functional areas that contain the hierarchical model
access, distribution, and core layers.

The Enterprise Composite Network Model contains three major functional areas:

m  Enterprise Campus: Contains the modules required to build a hierarchical, highly robust
campus network that offers performance, scalability, and availability. This functional area
contains the network elements required for independent operation within a single campus.
This functional area does not offer remote connections or Internet access.

A campus is defined as one or more buildings, with multiple virtual and physical networks,
connected across a high-performance, multilevel switched backbone.

m  Enterprise Edge: Aggregates connectivity from the various elements at the edge of the
enterprise network. The Enterprise Edge functional area filters traffic from the edge
modules and routes it into the Enterprise Campus functional area. The Enterprise Edge
functional area contains all of the network elements for efficient and secure communication
between the enterprise campus and remote locations, remote users, and the Internet.

m  Service Provider Edge: Provides functionality implemented by service providers. The
Service Provider Edge functional area enables communications with other networks using
different WAN technologies and Internet service providers (ISPs).
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To scale the hierarchical model, Cisco introduced the Enterprise Composite Network Model
that further divides the enterprise network into physical, logical, and functional boundaries. The
Enterprise Composite Network Model contains functional areas, each of which has its own
access, distribution, and core layers.

The Enterprise Composite Network Model meets the following criteria:

m  Defines a deterministic network with clearly defined boundaries between modules. The
model has clear demarcation points to aid the designer in knowing exactly where traffic is.

m  [ncreases network scalability and eases the design task by making each module discrete.

m  Provides scalability by allowing enterprises to add modules easily. As network complexity
grows, designers can add new functional modules.

m  Offers more integrity in network design, allowing the designer to add services and solutions
without changing the underlying network design.
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Example Implementation of the
Enterprise Composite Network Model
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The figure shows an enterprise network with the major components of the Enterprise
Composite Network Model. The network is divided into the Enterprise Campus and Enterprise
Edge functional areas, connected by the Campus Backbone submodule.

Practice
Q1)  Match each Enterprise Composite Network Model functional area with its description.
1. Enterprise Edge
2. Enterprise Campus
3. Service Provider Edge
A) aggregates connectivity from the various elements at the edge of the enterprise
network
B) modules that enable communications with other networks using different WAN
technologies and Internet service providers
0] contains the modules required to build a hierarchical, highly robust campus
network that offers performance, scalability, and availability
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Enterprise Campus

The Enterprise Campus functional area includes the Campus Infrastructure, Network
Management, Server Farm, and Edge Distribution modules. Each module has a specific
function within the campus network. This topic describes the modules that comprise an
enterprise campus network, and explains how the infrastructure meets the need for
performance, scalability, and availability.

Management

©2003, Cisco Systems, Inc. All rights reserved.
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The Enterprise Campus functional area includes these four major modules:

m  Campus Infrastructure module

m  Network Management module

m  Server Farm module

m  Edge Distribution module
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The Campus Infrastructure module connects users within a campus with the Server Farm and
Edge Distribution modules. This module is composed of one or more floors or buildings
connected to the Campus Backbone submodule. Each building contains a Building Access and
Building Distribution submodule.

The Campus Infrastructure module includes these submodules:

®  Building Access (also known as the access layer): Contains end-user workstations, IP
phones, and Layer 2 access switches that connect devices to the Building Distribution
submodule. Building access performs important services such as broadcast suppression,
protocol filtering, network access, and quality of service marking.

®  Building Distribution (also known as the distribution layer): Provides aggregation of
wiring closets, often using Layer 3 switching. Distribution performs routing, quality of
service, and access control. Requests for data flow into the building distribution switches
and to the campus core. The model provides fast failure recovery, since each building
distribution switch maintains two equal-cost paths in the routing table to every destination
network. When one connection to the campus core fails, all routes immediately switch over
to the remaining path about one second after the link failure is detected.

m  Campus Backbone (also known as the core layer): Provides redundant and fast-
converging connectivity between buildings, as well as with the Server Farm and Edge
Distribution modules. It routes and switches traffic as fast as possible from one module to
another. This module uses Layer 2 or Layer 3 switches for high throughput functions with
added routing, quality of service (QoS), and security features.
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In addition to the Campus Infrastructure module, the Enterprise Campus functional area
includes these modules:

m  Network Management: Performs intrusion detection, system logging, and authentication,
as well as network monitoring and general configuration management functions. For
management purposes, an out-of-band connection (a network on which no production
traffic resides) to all network components is recommended. The Network Management
module provides configuration management for nearly all devices in the network using
Cisco routers and dedicated network management stations.

m  Server Farm: Contains internal e-mail and corporate servers providing application, file,
print, e-mail, and Domain Name System (DNS) services to internal users. Because access
to these servers is vital, they are connected to two different switches, enabling full
redundancy and load-sharing. The Server Farm module switches are cross-connected with
core-layer switches, enabling high reliability and availability of all servers.

m  Edge Distribution: Aggregates the connectivity from the various elements at the
Enterprise Edge functional area and routes the traffic into the Campus Backbone
submodule. Its structure is similar to the Building Distribution submodule. Both modules
use access control to filter traffic, although the Edge Distribution module can rely on the
edge distribution devices to perform additional security.
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Example Implementation of an
Enterprise Campus Network
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The figure shows how the enterprise campus network is divided into easily managed building
blocks, including the Campus Infrastructure, Network Management, Server Farm, and Edge
Distribution modules. Notice that the Enterprise Edge functional area is reachable only through
the Edge Distribution module.
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Campus Network Modules Meet

Enterprise Needs
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The figure describes how the campus network meets enterprise network needs for performance,

scalability, and availability.

Practice

Q1)  Match each Enterprise Campus module to its definition.

A)

B)

0

D)

1. Server Farm module

2. Edge Distribution module

3. Network Management module
4. Campus Infrastructure module

aggregates the connectivity from the various elements at the Enterprise Edge
and routes the traffic to the campus core

contains internal e-mail and corporate servers providing application, file, print,
e-mail, and DNS services to internal users

connects users within a campus, and includes the Building Access, Building
Distribution, and Campus Backbone submodules

performs intrusion detection, system logging, and authentication, as well as
network monitoring and general configuration management functions
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Enterprise Edge

The Enterprise Edge functional area is comprised for four modules: E-Commerce, Corporate
Internet, Remote Access and VPN, and WAN. Each module connects to the Edge Distribution
module, which connects the Enterprise Edge and Enterprise Campus functional areas. This
topic describes the components and functionality at the Enterprise Edge functional area, and
explains how the Enterprise Edge functional area meets the need for performance, scalability,

and availability.
Enterprise Edge
11 Cisco.com
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The Enterprise Edge module is comprised of four modules:

m  E-Commerce
®  Internet Connectivity
m  Remote Access and VPN

m WAN
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Enterprise Edge Modules
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The Enterprise Edge modules perform the following functions:

m  E-Commerce: Enables enterprises to successfully deploy e-commerce applications and
take advantage of the powerful competitive opportunities provided by the Internet. All e-
commerce transactions pass through a series of intelligent services to provide performance,
scalability, and availability within the overall e-commerce network design. To build a
successful e-commerce solution, enterprises may deploy the following network devices:

— Web servers: Act as the primary user interface for the navigation of e-commerce

— Application servers: Support enterprise applications including online transaction
processing systems and decision support applications

— Database servers: Contain the critical information that is the heart of e-commerce

business implementation

— Security servers: Govern communication between the various levels of security in the
system, often using firewalls and intrusion detection systems
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m  Internet Connectivity: Provides internal users with connectivity to Internet services.
Internet users can access the information on publicly-available servers. Additionally, this
module accepts Virtual Private Network (VPN) traffic from remote users and remote sites
and forwards it to the Remote Access and VPN module. The major components of the
Internet Connectivity module are:

— E-mail servers: Act as a relay between the Internet and the intranet mail servers

— DNS servers: Serve as authoritative external DNS servers for the enterprise and relay
internal requests to the Internet

— Public web servers: Provide public information about the organization

— Security servers: Govern communication between the various levels of security in the
system, often using firewalls and intrusion detection systems

— Edge routers: Provide basic filtering and Layer 3 connectivity to the Internet

m  Remote Access and VPN: Terminates VPN traffic, forwarded by the Internet connectivity
module, from remote users and remote sites. It also initiates VPN connections to remote
sites through the Internet Connectivity module. Furthermore, the module terminates dial-in
connections received through the public switched telephone network (PSTN) and, after
successful authentication, grants dial-in users access to the network. The major components
of the Remote Access and VPN module are:

— Dial-in access concentrators: Terminate dial-in connections and authenticate
individual users

— VPN concentrators: Terminate Internet Protocol Security (IP Sec) tunnels and
authenticate individual remote users

— Firewalls and intrusion detection systems: Provide network-level protection of
resources and stateful filtering of traffic; provide differentiated security for remote
access users

— Layer 2 switches: Provide Layer 2 connectivity for devices
B WAN: Routes traffic between remote sites and the central site. The WAN module supports

WAN physical technologies including leased lines, optical, cable, digital subscriber lines
(DSLs), and wireless, as well as data link protocols such as Frame Relay, ATM, and PPP.
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Example Enterprise Edge
Implementation
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The figure shows how the Enterprise Edge functional area is divided into easily managed
building blocks including E-Commerce, Internet Connectivity, Remote Access and VPN, and
WAN modules.
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Practice
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The figure describes how the Enterprise Edge functional area meets enterprise network needs

for performance, scalability, and availability.

Q1)  Match each Enterprise Edge submodule to its definition.

1. WAN

2.  E-Commerce

3. Internet Connectivity

4. Remote Access and VPN

A) routes traffic between remote sites and the central site

B) terminates VPN traffic from remote users and remote sites

C) provides internal users with connectivity to Internet services

D) enables enterprises to successfully deploy e-commerce applications and take

advantage of the powerful competitive opportunities provided by the Internet
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Service Provider Edge

The Service Provider Edge includes three modules: ISP, PSTN, and Frame Relay
(FR)/ATM/PPP. Each module has its own access, distribution, and core layers. This topic
describes the components and functionality within the Service Provider Edge functional, and
explains how the Service Provider Edge functional area meets enterprise network requirements.
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The functions provided by the Service Provider Edge modules are as follows:

m  Internet service provider (ISP): Enables enterprise connectivity to the Internet. This
service is essential to enable Enterprise Edge services, such as E-commerce, Remote
Access and VPN, and Internet Connectivity modules. To provide redundant connections to
the Internet, enterprises connect to two or more ISPs. Physical connection between the ISP
and the enterprise can come from any WAN technologies.

m  PSTN: Represents the dial-up infrastructure used to access the enterprise network using
ISDN, analog, and wireless (cellular) technologies. Enterprises can also use the PSTN
module to back up existing WAN links. Connections are established on demand and
terminated when determined to be idle.

m  FR/ATM/PPP: Includes all WAN technologies for permanent connectivity with remote
locations. Frame Relay, ATM, and PPP are the most frequently used today. However, many
technologies can fit into the same model.

Copyright © 2003, Cisco Systems, Inc. Introducing Cisco Network Service Architectures 1-43



Example Implementation of the

Service Provider Edge
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The figure shows how you can implement the Service Provider Edge functional area to meet

enterprise networking needs. The E-Commerce, Internet Connectivity, Remote Access and
VPN, and WAN modules are independent.

Practice

Q1)  Match each Service Provider Edge module with its description.

A)

B)

0

1. PSTN
2. FR/ATM/PPP
3. Internet Service Provider
enables enterprise connectivity to the Internet

includes all WAN technologies for permanent connectivity with remote
locations

represents the dial-up infrastructure used to access the enterprise network using
ISDN, analog, and wireless technologies
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
| T T T TR Cisco.com

* The Enterprise Composite Network Model provides a
modular framework for designing networks. The
modularity model allows flexibility in network design and
facilitates implementation and troubleshooting.

* The Enterprise Campus functional area includes the
Campus Infrastructure, Network Management, Server
Farm, and Edge Distribution modules.

* The Enterprise Edge functional area is comprised of four
modules: E-Commerce, Internet Connectivity, Remote
Access and VPN, and WAN. Each module connects to the
Edge Distribution module, which connects the enterprise
edge and the enterprise campus network.

* The Service Provider Edge functional area includes three
modules: ISP, PSTN, and FR/ATM/PPP. Each module has
its own access, distribution, and core layers.
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For additional information, refer to these resources:

m  “Cisco AVVID: Enabling E-Business” at
http://www.cisco.com/warp/public/779/largeent/avvid/cisco_avvid.html
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Quiz: Introducing the Enterprise Composite
Network Model

Complete the quiz to assess what you have learned in this lesson.

Objectives
This quiz tests your knowledge on how to:

m  Describe the Enterprise Composite Network Model and explain how it addresses enterprise
network modularity

m  Describe the modules that comprise an enterprise campus network, and explain how the
Enterprise Campus functional area meets the need for performance, scalability, and
availability

m  Describe the components and functionality at the enterprise edge, and explain how the
Enterprise Edge functional area meets the need for performance, scalability, and
availability

m  Describe the components and functionality at the service provider edge, and explain how
the Service Provider Edge functional area meets the need for performance, scalability, and
availability

Instructions

Answer these questions:

Q1)  Which two criteria does the Enterprise Composite Network Model meet that the Cisco
hierarchical model did not meet? (Choose two.)

A) offers more network integrity in network design

B) supports the access and distribution layers in the Enterprise Edge

O) provides availability by allowing enterprises to add modules easily

D) increases network scalability and eases the design task by making each module
discrete
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Q2)  Which three services does the Building Access submodule provide? (Choose three.)

A) routing
B) access control
0) network access

D) protocol filtering
E) broadcast suppression
F) aggregation of wiring closets

Q3)  Which Enterprise Edge module routes traffic between remote sites and the central site?

A) WAN
B) E-Commerce
O Internet Connectivity

D) Remote Access and VPN

Q4)  Which three modules make up the Service Provider Edge functional area? (Choose
three.)

A) PSTN

B) FR/ATM/PPP

O Enterprise Edge

D) Campus Infrastructure
E) Internet Service Provider

Scoring

You have successfully completed the quiz for this lesson when you earn a score of 80 percent
or better.
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Designing Enterprise Campus
Networks

Overview

Enterprise sites, whether small or large, need a solid network infrastructure to support emerging
solutions such as IP telephony, storage networking, broadband solutions, content networking,
and the applications that surround them. The network foundation hosting these technologies for
an emerging enterprise should be efficient, highly-available, scalable, and manageable. The
Cisco Architecture for Voice, Video and Integrated Data (AVVID) network infrastructure is
designed to run a converged voice, video, and data network over IP with due consideration for
quality of service, bandwidth, latency, and high performance demanded by network solutions.

This module provides design models for the Campus Backbone, Building Distribution,
Building Access, Server Farm, and Edge Distribution modules of the Enterprise Composite
Network Model.

Upon completing this module, you will be able to:

m  Use the enterprise network design methodology to design campus networks and server
farms

®  Plan an effective Campus Infrastructure module design, given specific enterprise network
requirements

m  Plan an effective Server Farm module design, given specific enterprise network
requirements



Outline

The module contains these lessons:

m  Reviewing the Enterprise Network Design Methodology
®  Designing the Campus Infrastructure

m  Designing the Server Farm
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Reviewing the Enterprise
Network Design Methodology

Overview

To facilitate effective network design, Cisco has developed a process that enables the network
designer to assess requirements, design each module of the network, and determine the
effectiveness of the design.

Importance

The Enterprise Composite Network Model enables network designers to create a campus
network made out of modular building blocks, which are scalable to meet evolving business
needs. By deploying a step-by-step methodology, network designers can create an effective
campus design that meets enterprise requirements for performance, scalability, and availability.

Objectives

Upon completing this lesson, you will be able to:

Identify the modules and submodules that the network designers will design for the
enterprise campus network

m  Identify the performance, scalability, and availability design considerations for the
Enterprise Campus functional area of the Enterprise Composite Network Model

m  Describe a step-by-step methodology that network designers will use to design the
Enterprise Campus functional area

B Analyze network traffic patterns typically found within the Enterprise Campus functional
area



Learner Skills and Knowledge

To fully benefit from this lesson, you must have these prerequisite skills and knowledge:

m  Successful completion of the “Designing for Cisco Internetwork Solutions” (DESGN v2.0)
course

Outline

This lesson includes these topics:

m  Overview

m  Campus Design Within the Enterprise Composite Network Model
m  Typical Requirements for an Enterprise Campus Network

®  Enterprise Campus Design Methodology

®  Analyzing Network Traffic Patterns

®  Summary

®  Quiz: Reviewing the Enterprise Network Design Methodology
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Campus Design Within the Enterprise

Composite Network Model

To design an enterprise campus network, you will design the Campus Infrastructure, Network
Management, Server Farm, and Edge Distribution modules. This topic identifies the modules
and submodules that the network designer will design for the enterprise campus network.
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The Enterprise Campus functional area includes these four major modules:

m  Campus Infrastructure module
m  Network Management module
m  Server Farm module

m  Edge Distribution module

The Campus Infrastructure module connects users within a campus with the Server Farm and
Edge Distribution modules. The Campus Infrastructure module is composed of one or more
floors or buildings connected to the Campus Backbone submodule. Each building contains a
Building Access and Building Distribution submodule.

The Campus Infrastructure module includes these submodules:

m  Building Access: Contains end-user workstations, IP phones, and Layer 2 access switches
that connect devices to the Building Distribution submodule. Building Access performs
important services such as broadcast suppression, protocol filtering, network access, and

quality of service marking.

Copyright © 2003, Cisco Systems, Inc.
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®  Building Distribution: Provides aggregation of wiring closets, often using Layer 3
switching. Building Distribution performs routing, quality of service, and access control.
Requests for data flow into the building distribution switches and then to the Campus
Backbone. The model provides fast failure recovery, since each building distribution switch
maintains two connections to the core, thus two equal cost paths in the routing table to
every destination network. When one connection to the campus core fails, all routes

immediately switch over to the remaining path about one second after the link failure is

detected.

m  Campus Backbone: Provides redundant and fast-converging connectivity between
buildings, as well as with the Server Farm and Edge Distribution modules. It routes and

switches traffic as fast as possible from one module to another. This submodule uses Layer
2 or Layer 3 switches for high throughput functions with added routing, quality of service,
and security features.

Practice

Q1)  Which three submodules of the Campus Infrastructure will you design?

A)
B)
0
D)

E)

Building Access
Edge Distribution
Campus Backbone
Building Distribution

Network Management
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Typical Requirements for an Enterprise Campus
Network

An enterprise campus network must meet requirements for functionality, performance,
scalability, availability, manageability, and cost effectiveness. This topic identifies the design
considerations for each layer of an enterprise campus network based on the Cisco Enterprise
Composite Network Model.

Typical Requirements for an
Enterprise Campus Network
T

I Cisco.com

* Functionality

* Performance
 Scalability

+ Availability

* Manageability

» Cost effectiveness
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An enterprise campus network, as a whole, must meet these requirements:

m  Functionality: The enterprise network must support the applications and data flows
required, within the required time frames. Typical enterprise-wide applications include
online transaction processing (OLTP) systems, decision support systems, e-mail,
information sharing, as well as many others. Applications and data may require special
peak-time processing, or they may require steady processing throughout a day.

m  Performance: Performance includes three primary metrics: responsiveness, throughput
(volume), and utilization. Each campus network will be measured in terms of how well it
meets all three performance metrics.

m  Scalability: Campus networks must provide scalability for future growth in the number of
users and in the amount of data and applications that the network must support.
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m  Availability: Nearly 100 percent availability is required for most enterprise data networks.
Networks providing converged services and solutions, and those providing support for
critical applications, may be required to meet a standard of availability approaching 99.999
percent (“five nines”).

m  Manageability: An enterprise campus network must be manageable across the entire
infrastructure.

B Cost effectiveness: Cost effectiveness is a key concern for most enterprises, given limited
budgets. The network designer’s goal is to design the network for maximum effectiveness
given affordability limitations. Design is often a matter of compromise. An important part
of the design process is to discuss compromises and make cost-effective decisions.
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Network
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The figure identifies the relative importance of needs within the various modules that comprise

the Campus Infrastructure module. Each need is ranked in terms of its relative importance in
the campus network, where Critical is highest in relative importance, followed by Important,

and Normal.

Practice

Q1)  To provide for future growth in the number of users and in the amount of data and
applications that the network must support, campus networks must provide .

A) scalability

B) availability

O) performance

D) cost effectiveness
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Enterprise Campus Design Methodology

Cisco’s network designers have developed a simple, seven-step process to design an enterprise

campus network. This topic describes this step-by-step methodology that network designers can

use to design the enterprise Campus Infrastructure and Server Farm modules.

scheme.
+ Select routing protocols.

2003, Cisco Systems, Inc. All rights reserved

Enterprise Campus Design

Methodology Used in This Course
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* Determine application and data requirements.
 Design the logical network.
* Design the physical network.

» Select specific Cisco network devices at each
location and create a network topology diagram.

+ Select an IP addressing strategy and numbering

+ Design the Edge Distribution module.

ARCH v1.0—29

To design an enterprise campus network for performance, scalability, and availability, you will

complete a series of steps. The table describes the campus design methodology used throughout

this course.

Activity Description

Notes and Comments

1. Determine application and data requirements Before beginning any network design, you must

for each campus location on the enterprise determine the enterprise application and data
network. requirements.

2. Design the logical network. To design the logical network, you will identify the
logical networks, usually created with VLANs or as
separate networks.

3. Design the physical network. To design the physical network, you will identify these
components:

m Transmission media
= Data-link layer technology
m Layer 2/Layer 3 switching strategy
m Spanning-Tree Protocol (STP) implementation
m  Method of connecting switches using trunks
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Activity

Description

Notes and Comments

4,

Select specific Cisco network devices at each
location and create a network topology
diagram.

Based on the specific requirements at each location,
you will:

m Select specific Cisco network devices that meet
specified criteria.

m Select the hardware options that meet specified
criteria.

m Select the software options that meet specified
criteria.

Select an IP addressing strategy and
numbering scheme.

You will determine if logical networks are single
networks, subnetworks, or part of the larger network.

You will determine the numbering scheme for each
logical or physical network, and when to use route
summarization.

Select routing protocols.

You will select a routing protocol that meets the need
for performance, scalability, and availability.

Design the Edge Distribution module.

The Edge Distribution module provides connectivity
between the core layer and the WAN modules. It
generally consists of a Layer 3 switch.

Practice

Q1)  What information do you need before you can design the logical network?

A) routing protocols

B) application and data requirements

O) Cisco network devices at each location

D) IP addressing strategy and numbering scheme
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Analyzing Network Traffic Patterns

Before designing the actual network, you should analyze the network traffic patterns for each
application and location on the network. You will use the data to design the logical and
physical network. This topic shows you how to analyze network traffic patterns typically found
in enterprise campus networks.

Characterizing Applications

Il Cisco.com

Bandwidth/.
Delay Tolerance/
Location Name of Type of Number: of Number: of Loss
Application Application Users Servers Characteristics

Building 1 Marketing Database 137/ High)bandwidth
DSS (OLLAP) Highidelaytolerance

Low/loss

Building|2 Corporate E-mail Low: bandwidth
e-mail LLow delay tolerance
Low;less

Building|3) Eile'server Eile LLow: bandwidth
sharing (ETP) Medium delay; tolerance:
Low;less
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You characterize the applications at each campus location on the network. The information you
gather will help you determine the performance, scalability, and requirements for each location
and network segment.

Use a table to characterize the applications at each network campus location, filling in the fields
as indicated. The figure contains an example application table.

Building or Name of Type of Number of Number of Bandwidth/

Location Application Application Users Servers Delay Tolerance/
Loss
Characteristics
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Factors to Consider When
Analyzing Traffic

| T T T Cisco.com
Traffic load measurements Sampling methods
* kbps per active user * Weekdays versus
weekends

* kbps per active segment

- Average and peak loads * Holidays

* Type of traffic (data,
voice, video)

Traffic types + Apparent versus offered
* Data load
* Voice + Sample period
* Video * Total number of samples
taken
- Stability of the sample
period
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Network designers need a way to properly size network capacity, especially as networks grow.
Traffic theory enables network designers to make assumptions about their networks based on
past experience.

Traffic is defined as either the amount of data or the number of messages over a circuit during a
given period of time. Traffic engineering addresses service issues by enabling you to define a
grade of service or blocking factor. A properly engineered network has low blocking and high
circuit utilization, which means that service is increased and your costs are reduced.

There are many different factors that you need to take into account when analyzing traffic. The
most important factors are:

m  Traffic load measurement: To measure the traffic load, you will gather statistics based on
past experience in the enterprise. Specifically, you will determine the average number of
kbps per user, and the average number of kbps per network segment.

m  Traffic types: Traffic types may include data, voice, and video. The different types of data
may include spreadsheets, word processing, or HTML documents, among others.

m  Sampling methods: Probability theory suggests that to accurately assess network traffic,
you need to consider at least 30 of the busiest hours of a network in the sampling period.
Although this is a good starting point, other variables can skew the accuracy of this sample.
You cannot take the top 30 out of 32 samples and expect that sampling to be an accurate
picture of the network. To get the most accurate results, you need to take as many samples
of the offered load as possible. Also, if you take samples throughout the year, your results
can be skewed as the year-to-year traffic load increases or decreases.
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Practice

Q1)  Which three types of information do you need to characterize applications on the
network? (Choose three.)

A)
B)
®)
D)

E)

name of users

type of application

number of subapplications
number of users and servers

bandwidth, delay, and loss characteristics
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
| T T T TR Cisco.com

* To design an enterprise campus network, you will design
the Campus Infrastructure, Network Management, Server
Farm, and Edge Distribution modules.

* An enterprise campus network must meet requirements
for performance, scalability, and availability, as well as
for functionality, cost effectiveness, and manageability.

+ Cisco’s network designers have developed a simple
process to design an enterprise campus network.

- Before designing the actual network, you should analyze
the network traffic patterns for each application and
location on the network. You will use the information to
design the logical and physical network.
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Quiz: Reviewing the Enterprise Network Design

Methodology

Complete the quiz to assess what you have learned in this lesson.

Objectives

This quiz tests your knowledge on how to:

m  ]dentify the modules and submodules that the network designers will design for the

enterprise campus network

m  Identify the performance, scalability, and availability design considerations for the
Enterprise Campus functional area of the Enterprise Composite Network Model

m  Describe a step-by-step methodology that network designers will use to design the

Enterprise Campus functional area

B Analyze network traffic patterns typically found within the Enterprise Campus functional

arca

Instructions

Answer these questions:

Q1)  Which Campus Infrastructure submodule provides redundant and fast-converging
connectivity between buildings, as well as with the Server Farm and Edge Distribution

modules?

A) Building Access
B) Edge Distribution
0) Campus Backbone

D)

Building Distribution
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Q2)  Which two Enterprise Campus modules or submodules are critical to providing
functionality to the users of an enterprise campus network? (Choose two.)

A) Server Farm

B) Building Access

O Edge Distribution

D) Building Distribution
E) Network Management

Q3)  When you design the physical network, which five components will you identify?

(Choose five.)
A) routing protocols
B) transmission media

O STP implementation

D) data-link layer technology

E) specific Cisco network devices

F) Layer 2/Layer 3 switching strategy

Q) method of connecting switches using trunks

Q4)  Which three factors should you consider when analyzing traffic for an enterprise
campus network? (Choose three.)

A) traffic types

B) name of users

O sampling method

D) number of applications
E) traffic load measurement

Scoring

You have successfully completed the assessment for this lesson when you earn a score of 80
percent or better.
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Designing the Campus
Infrastructure

Overview

The advent of hardware-accelerated Layer 3 switches that provide intelligent network services
allows network designers to achieve data rates that were previously possible only on Layer 2
switches at Layer 3 and above. Cisco also recommends use of Layer 2 at the network edge to
avoid the complexity of extending Layer 3 in the wiring closet. Typically, access layer devices
will terminate on a unique subnet at the Building Distribution submodule.

This lesson describes how to design the Campus Infrastructure module for effective
performance, scalability, and availability.

Importance

Layer 3 switching in the Campus Backbone and Building Distribution submodules offers speed
and manageability advantages, while traditional Layer 2 workgroup switching at the Building
Access submodule reduces complexity in the wiring closet. Design criteria for selecting Layer
2 and Layer 3 switches include functionality, performance, and cost requirements.

Objectives

Upon completing this lesson, you will be able to:

m  Select logical network segments and the segmentation method for the Campus
Infrastructure module, given specific internetwork requirements

m  Select transmission media, data-link protocols, and spanning-tree strategy for the Building
Access, Building Distribution, and Campus Backbone submodules of the Campus
Infrastructure module, given specific internetwork requirements

m  Select Layer 2 and Layer 3 switching solutions for the Building Access, Building
Distribution, and Campus Backbone submodules of the Campus Infrastructure module,
given specific internetwork requirements



m  Select hardware, hardware options, and software options for a campus network
infrastructure, given specific internetwork requirements

®m  Identify an IP addressing strategy for the campus network, given specific internetwork
requirements

m  Select routing protocols for the campus network that meet performance, scalability, and
availability requirements

B Propose small, medium, and large campus network designs, given specific internetwork
requirements

Learner Skills and Knowledge

To fully benefit from this lesson, you must have these prerequisite skills and knowledge:

m  Successful completion of the “Designing for Cisco Internetwork Solutions” (DESGN v1.0)
course

Outline

This lesson includes these topics:

m  QOverview

m  Designing the Logical Campus Network

m  Designing the Physical Campus Network

m  Selecting Layer 2 or Layer 3 Switching Solutions
m  Selecting Cisco Hardware and Software

m  [dentifying an [P Addressing Strategy

m  Selecting Routing Protocols

m  Enterprise Campus Design Examples

®  Summary

®  Quiz: Designing the Campus Infrastructure
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Designing the Logical Campus Network

Once you have identified the application and data needs for an enterprise, you are ready to
begin the logical network design by selecting logical network segments and choosing the
methods you will implement to create them. In this topic, you will learn to select logical
network segments and a segmentation method for a campus network infrastructure, given
specific internetwork requirements.

Defining Logical Network Segments
I

Cisco.com

* VLANs
—Used to segment traffic

—Usually defined by departments or
organizational units

—Can be defined by application (data, voice, and
video)

- Separate, flat networks
—Used for very small networks
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The key to good network design is how you place clients in relation to resources. Ideally, client
computers should be placed on the same logical network as the local resources they access most
often, such as departmental servers, printers, and other local resources. You can define a logical
connection in your network software so that users in one area of a building can be in the same
logical network segment as related users and printers located at the opposite end of that
building. This simple task minimizes the Layer 3 processing load on the Building Distribution
and Campus Backbone submodules, which carry traffic between segments.

The two methods used to create logical network segments are:
m  Virtual LANs: A VLAN is an extended Layer 2 switched domain. If several VLANs

coexist across a set of Layer 2 switches, each individual VLAN is an independent failure
domain, broadcast domain, and spanning-tree domain.

m  Separate networks: You can implement one or more bridged physical segments as a
separate network.
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Avoid Campus-Wide VLANs

II1 Cisco.com

A campus-wide VLAN:
» Creates large and overlapping spanning-tree domains
* Propagates problems (potential failure domain)
- Slows convergence

Modern routers are not network bottlenecks.
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Although you can use VLANSs to segment the campus network logically, deploying pervasive
VLANSs throughout the campus introduces complexity and reduces the deterministic behavior
of the network. Avoiding loops and restricting a set of unique VLANS to a single Layer 2
switch in one wiring closet minimizes the complexity, thus increasing manageability. Smaller
spanning-tree domains can also converge faster in the event of failure. Weigh simplicity in the
network design against the potential organizational advantages of logical networks that span
local, building, or even Building Distribution submodules. There is a constant balance between
the logical (organizational) and the physical (segments and devices) in network design.
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One-VLAN-Per-Switch
Access Layer Model

11l Cisco.com

VLAM A VLANEB VLANC VLAND
suns o ) )
Ac::ers‘g

Gigabit Ethernet

or EtherChannel
* *
Camgm Backbone
witching :
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The Building Access submodule is the first point of entry into the network and essentially links
end users to the remainder of the network. The figure shows a one-VLAN-per-switch access
layer model.

In the figure, each uplink is part of only one VLAN, and therefore, no trunks are created
between the wiring closet switches and the Building Distribution submodule switches.
Therefore, transporting traffic from one switch to another requires going through a Layer 3
device.
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The figure represents a set of unique VLANSs per switch. Because more than one VLAN exists
per wiring closet switch, trunks are defined and unnecessary VLANSs are removed. This design

still requires a Layer 3 de

vice to transport traffic between VLANS.

Trunking is a way to carry traffic from several VLANSs over a point-to-point link between the
two devices. Two ways to implement Ethernet trunking are:

®  Inter-Switch Link (IS

L) (Cisco proprietary protocol)

m  802.1Q (IEEE standard)
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VLANs Spanning Multiple Access

Switches
| T TN Cisco.com
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Campus Backbone
Switching

The figure describes a more general concept, which can also support distributed workgroup
servers attached to the Building Distribution submodule switches. These servers reside on
VLAN A or B. If one or more VLANSs span several Building Access submodule switches,

install a trunk carrying those VLANSs between the two Building Distribution submodule

switches. Failing to do so may result in suboptimal traffic paths or introduce routing black
holes in the network. A routing black hole occurs when a router advertises reachability to a

network to its peers even though it cannot properly route the traffic to that network.

Practice

Q1)  Which statement about Layer 2 switches is correct?

A)
B)
0

D)

Layer 2 switches can route between VLANS.
Layer 2 switches cannot route between VLANS.
Layer 2 switches can route between VLANS on the same switch.

Layer 2 switches can route between VLANSs on different switches.
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Designing the Physical Campus Network

The physical network design identifies the Layer 1 (physical) and Layer 2 (data-link and
spanning-tree) implementations for the enterprise network. This topic provides guidelines to
help you select transmission media, data-link protocols, and spanning-tree strategy for the
Building Access, Building Distribution, and Campus Backbone submodules of the Campus
Infrastructure module, given specific internetwork requirements.

Selecting Transmission Media
(T TTTATAT Cisco.com

Twisted Multimode Single-Mode
Pair Fiber Fiber

Distance Up)to)100/m Up to 2 km Up to)40 km
(East/Ethernet) (Fast Ethernet)
Up)to)550/m Up)to)90 km
(Gigabit Ethernet) (Gigabit Ethernet)

Upito1000 Mbps Upito 1 Gbps 1, 10/Gbps or;
(Gigabit Ethernet higher;
up to100/m)

o) Moderate: High
|

Typicalluses Building| Access Building Distribution Building Distribution
Campus;Backbone Campus;Backbone
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The primary types of transmission media that are used in an enterprise include:

m  Twisted pair: The two types of twisted pair cabling are unshielded twisted-pair (UTP) and
shielded twisted-pair (STP). UTP is widely used to interconnect workstations, servers, and
other devices from their network interface card (NIC) to a network device. STP is similar to
UTP, but cables are wrapped in foil to protect them from external electromagnetic
influences.

m  Multimode fiber: Multimode fiber uses a light emitting diode (LED) as the light source.
The low power output and modal dispersion limits the distance at which it can be
distinguished reliably.

m  Single-mode fiber: Single-mode optical fiber uses lasers as the light source and is
designed for the transmission of a single wave or mode of light as a carrier. The single ray
of light can be distinguished more reliably at longer distances compared to multimode
fiber.
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Selecting

Typicalluses

| T T TN

©2003, Cisco Systems, Inc. Al rights reserve

Data-Link Protocols

Fast

Ethernet Ethernet

10/Mbps

100/ Mbps

Very low,

Building/Access Building/Access

Building Distribution

d.

Cisco.com

Gigabit
Ethernet

1000/ Mbps

Moderate

Building Distribution
Campus/Backbone

ARCH v1.0—2-11

The figure describes the speed, price, and typical uses for the key data-link protocols deployed
on campus networks. These three data-link protocols are commonly used to build the campus

network today:

10 Mbps Ethernet: The slowest of the three technologies. It is considered a legacy media

because the prices of the other media are low enough that it is just as economical to put in a
100 Mbps Fast Ethernet network as it is to put in a 10 Mbps Ethernet network.

100 Mbps Ethernet (Fast Ethernet): Current media of choice because of its low cost and

ability to service most user requirements and many server requirements. It is relatively

inexpensive to implement.

1000 Mbps Ethernet (Gigabit Ethernet): The gigabit network is a little more expensive

to implement but gives a ten-fold increase in bandwidth, so is generally used between

access and distribution and distribution and core.

EtherChannel technology provides incremental trunk speeds between Fast Ethernet and Gigabit
Ethernet, or at speeds greater than Gigabit Ethernet. EtherChannel combines multiple Fast
Ethernet links up to 800 Mbps or Gigabit Ethernet up to 8 Gbps. EtherChannel provides fault-
tolerant, high-speed links between switches, routers, and servers. Without EtherChannel,
connectivity options are limited to the specific line rates of the interface.

Copyright © 2003, Cisco Systems, Inc.
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Long-Range Ethernet

[ITITT Cisco.com

Long-Range
Ethernet

5/t0 15 Mbps

High

Typical uses Campus
Backbone
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For buildings with existing Category 1/2/3 wiring, Long-Range Ethernet (LRE) technology
provides connectivity at speeds from 5 to 15 Mbps (full duplex) and distances up to 5,000 feet.
LRE technology delivers broadband service on the same lines as plain old telephone service
(POTS), digital telephone, and Integrated Services Digital Network (ISDN) traffic. LRE also
supports modes compatible with asymmetric digital subscriber line (ADSL), allowing
enterprises to implement LRE to buildings where broadband services currently exist.
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Transmission Media and Data-Link
Protocol Selection Example
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The figure shows the transmission media for a typical campus network structure. Building
Access submodule devices that are no more than 100 meters away from the LAN switch use
UTP. The UTP wiring can easily handle the required distance and speed. UTP is easy to install.

Multimode and single-mode optical cables are used to handle higher-speed requirements at the
Campus Backbone and Building Distribution submodules. Multimode optical cable is usually
satisfactory inside a building. For communications between buildings, multimode or single-
mode cable is used, depending on distance limitations.

When selecting transmission media, scalability for the future is a key concern, as well as shifted
and nonshifted dispersion fiber, the wavelength, and the diameter of the fiber.
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Selecting a Physical Network

Segmentation Strategy
(T T Cisco.com

Broadcast domains

» Use Layer 3 switching in a structured design to reduce
the scope of broadcast domains.

Failure domains

* Restrict the size of a failure domain to a single Layer 2
wiring closet switch, if possible.

Policy domains

 Define policy with access control lists that apply to an IP
subnet.
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The next decision is to select a network segmentation strategy based on broadcast domains,
failure domains, and policy domains. You will also determine how to implement Spanning-
Tree Protocol (STP) to complement your segmentation strategy.

The following reviews the effect of broadcast, failure, and policy domains on the campus
network:

®  Broadcast domain: Media Access Control (MAC)-layer broadcasts flood throughout the
Layer 2 switched domain. Use Layer 3 switching in a structured design to reduce the scope
of broadcast domains. In addition, intelligent, protocol-aware features of Layer 3 switches
will further contain broadcasts such as Dynamic Host Configuration Protocol (DHCP) by
converting them into directed unicasts. These protocol-aware features are a function of the
Cisco I0S® software, which is common to Layer 3 switches and routers.

m  Failure domain: A group of Layer 2 switches connected together to extend a single
network is called a Layer 2 switched domain. The Layer 2 switched domain can be
considered a failure domain because a misconfigured or malfunctioning workstation can
introduce errors that will impact or disable the entire domain. A jabbering network
interface card (NIC) may flood the entire domain with broadcasts. A workstation with the
wrong [P address can become a black hole for packets. Problems of this nature are difficult
to localize.

Restricting failure domains to a single Layer 2 switch in one wiring closet, if possible, will
reduce the scope of the failure domain. The deployment of VLANs and VLAN trunking is
restricted. Ideally each VLAN (IP subnet) is restricted to one wiring-closet switch. The
gigabit uplinks from each wiring closet switch connect directly to routed interfaces on
Layer 3 switches in the Building Distribution submodule. One way to achieve load
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balancing is to configure two such VLANSs in the wiring-closet switch, which is shown
later.

m  Policy domain: Policy is usually defined on the routers or Layer 3 switches in the campus
network. A convenient way to define policy is with Access Control Lists (ACLs) that apply
to an IP subnet. Thus, a group of users or servers with similar quality of service (QoS) or
security policies can be conveniently grouped together in the same IP subnet and the same
VLAN. Other services, such as DHCP, are defined on an IP subnet basis.
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Implementing Spanning-Tree Protocol
(T T Cisco.com

» Select a spanning-tree implementation:
— Spanning-Tree Protocol (802.1D)
* Per-VLAN Spanning-Tree Plus (PVST+)
— Rapid Spanning-Tree Protocol (802.1w)
* Multiple Spanning-Tree (802.1s)

* Avoid Layer 2 loops and let Layer 3 protocols handle load
balancing and redundancy.

* Keep the spanning-tree domain as simple as possible.

* Ensure that all links connecting backbone switches are
routed links, not VLAN trunks.

+ Use Layer 3 switching to reduce the scope of spanning-
tree domains.

* Do not disable STP; keep it enabled just in case.
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Layer 2 switches run STP to block loops in the Layer 2 topology. If loops are included in the

Layer 2 design, then redundant links are put in blocking mode and do not forward traffic. It is
better to avoid Layer 2 loops by design and have the Layer 3 protocols handle load balancing
and redundancy, so that all links are used for traffic.

Keep the spanning-tree domain as simple as possible and avoid loops. With loops in the Layer
2 topology, Spanning-Tree Protocol takes 30 to 50 seconds to converge. Therefore, avoiding
loops is especially important in the mission-critical parts of the network.

To prevent STP convergence events in the Campus Backbone submodule, ensure that all links
connecting backbone switches are routed links, not VLAN trunks. This will also constrain the
broadcast and failure domains.

Use Layer 3 switching in a structured design to reduce the scope of spanning-tree domains. Let
a Layer 3 routing protocol, such as Enhanced Interior Gateway Routing Protocol (EIGRP) or
Open Shortest Path First (OSPF), handle load balancing, redundancy, and recovery in the
backbone.

Practice
Q1)  How do you reduce the broadcast domain?
A) Use Layer 3 routing.
B) Use Layer 4 protocols.
O Use Layer 2 switching.

D) You cannot reduce the broadcast domain.
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Selecting Layer 2 or Layer 3 Switching
Solutions

The Enterprise Composite Network Model combines Layer 2 switching with Layer 3 switching
to achieve robust, highly available campus networks. In this topic, you will learn how to select
Layer 2 and Layer 3 switching solutions for the Building Access, Building Distribution, and
Campus Backbone submodules of the Campus Infrastructure module, given specific
internetwork requirements.

Selecting Layer 2 or Layer 3 Switching
I T T T AT

Cisco.com

Layer 2 Switching Layer 3 Switching

Moderate Expensive

Complexity; Simpler Mbore: complex

Versatility, Iless versatile More versatile

Typicalluses Building/Access Building|Distribution
Campus/Backbone CampusiBackbone

« Layer 2 switching supports simple, flat networks.

« Layer 3 switching is useful in hierarchical networks that require
complex routing.

- Layer 3 switching offers advantages of equal cost routing, fast
reconvergence, load balancing, and scalability.
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The development of Layer 2 switching in hardware several years ago led to network designs
that emphasized Layer 2 switching. These designs are often characterized as “flat” because they
are most often based on the campus-wide VLAN model, in which a set of VLANs spans the
entire network. This type of architecture favored the departmental segmentation approach in
which, for example, all marketing or engineering users needed to use their own broadcast
domain to avoid crossing slow routers. Because these departments could exist anywhere within
the network, VL ANS had to span the entire network.

Layer 3 switching provides the identical advantages as routing, with the added performance
boost from packet forwarding handled by specialized hardware. Adding Layer 3 switching in
the Building Distribution and Campus Backbone submodules of the Campus Infrastructure
module segments the campus into smaller, more manageable pieces, as defined in several
different ways. This approach also eliminates the need for campus-wide VLANS, allowing for
the design and implementation of a far more scalable architecture.

The figure summarizes the selection criteria for Layer 2 and Layer 3 switching for a campus
network.
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Small Campus Network
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» Collapse the Campus Backbone and Building Distribution
submodules in the Campus Backbone layer.

- Scale up to several access layer switches.
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The small campus network design is appropriate for a building-sized network with up to several
thousand networked devices. You can collapse the Campus Backbone and Building
Distribution submodules into one layer for a small campus network. The Campus Backbone
provides aggregation for Building Access switches. Cost effectiveness in this model comes
with a tradeoff between scalability and investment protection. The lack of distinct Campus
Backbone and Building Distribution submodules and limited port density in the Campus
Backbone restricts scaling in this model.

The building design shown in the figure comprises a single redundant building block. The two
Layer 3 switches form a collapsed Campus Backbone. Layer 2 switches are deployed in the
wiring closets for desktop connectivity. Each Layer 2 switch has redundant gigabit uplinks to
the backbone switches.

In the building design shown in the figure, servers are attached to Layer 2 switches or directly
to the Layer 3 backbone switches, depending on performance and density requirements.
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Medium Campus Design
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A medium campus design with higher availability and higher capacity is shown in the figure.
The most flexible and scalable campus backbone consists of Layer 3 switches, as shown in the
figure. The backbone switches are connected by routed Gigabit Ethernet or Gigabit
EtherChannel links. Layer 3 switched backbones offer these advantages:

m  Reduced router peering
m  Flexible topology with no spanning-tree loops
m  Multicast and broadcast control in the backbone

m  Scalability to arbitrarily large size
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Layer 3 Switched Campus Backbone
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The most flexible and scalable campus backbone consists of Layer 3 switches, as shown in the
figure. The backbone switches are connected by routed Gigabit Ethernet or Gigabit
EtherChannel links. Layer 3 switched backbones have several advantages:

m  Reduced router peering
m  Flexible topology with no spanning-tree loops
®  Multicast and broadcast control in the backbone

m  Scalability to an arbitrarily large size
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The figure shows the Layer 3 switched campus backbone on a large scale. The Layer 3
switched backbone has the advantage that arbitrary topologies are supported because a
sophisticated routing protocol such as EIGRP or OSPF is used pervasively.

In the figure, the backbone consists of four Layer 3 switches with Gigabit Ethernet or Gigabit
EtherChannel links. All links in the backbone are routed links, so there are no spanning-tree
loops. The figure suggests the actual scale by showing several gigabit links connected to the
backbone switches. Note that a full mesh of connectivity between backbone switches is
possible but not required. Consider traffic patterns when allocating link bandwidth in the
backbone.
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Question for Discussion
T TTTAA T TTCTTATITIO T Cisco.com

What happens if you collapse the Building
Access, Building Distribution, and Campus
Backbone layers into one in terms of:

» Cost?

* Performance?
- Scalability?

+ Availability?
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Consider the questions listed in the figure.

Practice
Q1)  The most flexible and scalable campus backbone consists of  switches.
A) Layer 2
B) Layer 3

O aggregated

D) non-aggregated
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Selecting Cisco Hardware and Software

The next step in the campus network design methodology requires that you select the Cisco
hardware and software for each location on the network that you identified as part of your
design. This topic helps you select hardware, hardware options, and software options for a
campus network infrastructure, given specific internetwork requirements.

Selecting Hardware and Software

Cisco.com
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Cisco offers the Product Advisor to help you select the right switch solution for the enterprise
campus network. The tool operates in two modes: novice and expert. To access the Product
Advisor, go to

http://www.cisco.com/en/US/products/products_cisco_product_advisor_tool launch.html

and click the Cisco Product Advisor link. Then click a device category. The Product Advisor
will ask you questions to help select routers for particular needs. It does not include all products
and features, but provides helpful information to help you select appropriate Cisco products.
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The table summarizes the questions to answer to help select the right Cisco switches for each

location in the design:

Step Description Notes and Comments
1. Determine the size of the campus location or Select one:
building for the switch. . o
m  Small campus location/building
m  Medium campus location/building
m Large campus location/building
2. Determine the speed required for most ports Select one:
(excluding uplinks).
= 10 MB
= 10/100 MB
= 10/100/1000 MB (copper ports)
= 1000 MB only (GBIC ports)
3. Determine the number of ports required. Select any range from 1-24 up to 337 or more.
4. Select the media types for uplinks. Select one or more:
m Fiber
m Copper
5. Determine the speed required for uplinks. Select one or more:
= 100 MB
= 1000 MB
= 10 GB
6. Determine the number of uplinks required. Select one:
m 1
m 2
m more than 2
7. Determine if you require redundant power. Select Yes or No.
8. Determine if the switch requires redundant Select Yes or No.
switching engines.
9. Determine if the switch requires IP routing/Layer 3 Select Yes or No.
switching.
10. Determine if the switch requires intrusion detection, Select Yes or No.
server load balancing, or network analysis.
1. Determine if the switch requires inline power for IP Select Yes or No.
Phones or wireless access points.
12/ Determine if you need Cisco IOS or CatOS for each
Layer 2 and Layer 3 switch you selected.
13. Select the Cisco IOS version for each Layer 2 and
Layer 3 switch you selected.
14. Select the intelligent network services and provision
each feature for each Layer 2 and Layer 3 switch
you selected.
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Practice
Q1)  Which tool is available to help select the hardware required?
A) Product Advisor
B) product price list
O) product search tool

D) product selection spreadsheet
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Identifying an IP Addressing Strategy

An effective IP addressing scheme is critical to the success and scalability of the network. This
topic helps you identify an IP addressing strategy for the campus network, given specific
internetwork requirements.

Identifying an IP Addressing
Strategy

AT 1111 Cisco.com

* Determine the size of the network.
—How big is the network?

—How many locations are in the network and
what are their sizes?
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The first step in IP addressing plan design is to determine the size of the network in order to
establish how many IP addresses are needed. To gather the required information, answer these
questions:

m  How big is the network? Determine the number of workstations, servers, [P phones, router
interfaces, switch management interfaces, firewall interfaces, and so on. The summary
defines the minimum overall number of IP addresses required for the network. Because all
networks tend to grow, allow a reserve of about 20 to 40 percent for potential network and
application expansion.

= How many locations are in the network and what are their sizes? The information
about the size and number of the individual locations is closely related to the overall
network size. These values should correlate to the segmentation strategy chosen for the
campus networks. These values impact the subnetwork addressing scheme deployed to
accommodate all locations and the number of IP addresses required in each location.

2-42 Designing Cisco Network Service Architectures (ARCH) v1.0 Copyright © 2003, Cisco Systems, Inc.



Identifying an IP Addressing
Strategy (Cont.)
.l

(AR A L A AR Cisco.com
* Determine if you need private or public addresses.
— Are private, public, or both address types required?

— What class of addresses and how many networks can be
obtained from the public number authority?

— How many end systems need access to the public network
only?

— How many end systems need to be visible to the public
network also?

— How and where will you cross the boundaries between the
private and public addresses?

* Determine how to implement the IP addressing hierarchy.
— Is hierarchy needed within the IP addressing plan?

— What are the criteria to divide the network into route
summarization groups?
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Next, determine if you need private or public addresses based on these questions:

B Are private, public, or both address types required? The decision about when to use
private, public, or both address types depends on the Internet connection presence and the
number of publicly visible servers. Four situations are possible:

— No Internet connectivity: The network is isolated and there is no need to acquire
public addresses.

— Internet connectivity, no public-accessible servers: The network is connected to the
Internet and thus at least one public IPv4 address is required. Use one public IPv4
address and a translation mechanism such as Port Address Translation (PAT) to allow
access to the Internet from a single IP address. Private addresses are used to address the
internal network.

Note Some applications do not support translation to a single IP address using PAT. Therefore,
sufficient IPv4 addresses will be required to support one-to-one Network Address
Translation (NAT) for each user concurrently accessing these applications through the
Internet.

— Internet connectivity, public-accessible servers: The public addresses are required to
connect all public-accessible servers to the Internet. The number of public addresses
corresponds to the number of Internet connections and public-accessible servers.

— All end systems should be public accessible: Only public IPv4 addresses are required
and used to address the whole network.

Copyright © 2003, Cisco Systems, Inc. Designing Enterprise Campus Networks 2-43



B What class of addresses and how many networks can be obtained from the authority
assigning public numbers, usually the ISP? The required IPv4 address classes for the
planned network are based on information about the network size, the number of locations,
and the size of the individual locations.

®  How many end systems need access to the public network only (not publicly visible)?
This is the number of end systems that need a limited set of external services (for example,
e-mail, FTP, web browsing) and do not need unrestricted external access.

m  How many end systems also need to be visible to the public network? This is the
number of Internet connections and various servers that need to be visible to the public
(public servers and servers used for e-commerce, such as web servers, database servers, and
application servers) and defines the number of required public IPv4 addresses.

®  How and where will you cross the boundaries between the private and public IPv4
addresses? When private addresses are used for addressing in a network, and this network
needs to be connected to the Internet, a translation mechanism such as Network Address
Translation (NAT) must be used to translate from private to public addresses and vice
versa.

The decision on how to implement the IP addressing hierarchy is an administrative decision
that is based on these questions:

m s hierarchy needed within the IP addressing plan? You will decide how to implement
the IP addressing hierarchy based on the network size and the geography and topology of
the network. In large networks, a hierarchical IP addressing plan is required to promote a
stable network. Also, routing protocols such as OSPF rely on a hierarchical addressing
plan.

m  What are the criteria to divide the network into route summarization groups? The
network is usually divided into route summarization groups based on the network size and
topology. To reduce the routing overhead in a large network, a multilevel hierarchy may be
required. The depth of hierarchy levels depends on the network size, topology, number of
network layers, and the size of the upper level summarization group.

2-44 Designing Cisco Network Service Architectures (ARCH) v1.0 Copyright © 2003, Cisco Systems, Inc.



Mapping Layer 2 VLANS to
Layer 3 Subnets
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* Map Layer 2 domains to a Layer 3 subnet with an
understandable VLAN to IP subnet numbering scheme.

* For example, data VLAN 20 and Voice VLAN 120 in
Building 1 can correspond to 10.1.20.x/24 and
10.1.120.x/24.

* A good addressing scheme helps route summarization
and eases troubleshooting.
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Practice

HIJ3R_ana

In a structured design, one IP subnet maps to a single VLAN, which is carried to the wiring

closet switch. A good IP addressing scheme can take advantage of Layer 3 features to exchange

summarized routing information, rather than learning the path to every host in the whole
network. Summarization is key to the scalability of routing protocols such as OSPF and

EIGRP.

In the figure, Model A shows Layer 3 switching only between the Building Distribution

switches. Model B shows Layer 2 switching, without forwarding on both uplinks for separate

VLANES.

Q1)  When planning and IP address scheme, which feature is critical to provide scalable

routing?

A) scalability

B) flexibility

0 recoverability

D) summarization
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Selecting Routing Protocols

The decision about which routing protocols to implement is based on the design goals and the
physical topology of the network and the configuration of links for remote sites. This topic
helps you select routing protocols for the campus network that meet performance, scalability,
and availability requirements.

Static Routing versus Dynamic

Routing
[ T Cisco.com

Use static routing in:

* Stub networks

* Smaller, nonexpanding networks

* Networks that require dial-on-demand routing
Use dynamic routing in:

- Larger, expanding networks
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Static routing is primarily used for:

®  Routing to and from stub networks. A stub network only carries traffic for local hosts, and
typically has only one entry/exit point. Even if it has paths to more than one other network,
it does not carry traffic for other networks.

m  Smaller networks that are not expected to grow significantly.

m  Supporting special features such as dial-on-demand routing (DDR) and on-demand routing
(ODR).

m  Specifying routes toward dialing peers in dial-in environments.

Configuration and maintenance of static routes is time-consuming. It requires that you have
complete knowledge of the whole network to implement it properly.

Dynamic routing protocols have two major advantages over static routing protocols:
m  Easy configuration, and much less work for an administrator, even in small networks

®  Dynamic adaptation to changes in the network

The use of dynamic routing protocols is favored in almost all network scenarios, except for
DDR, ODR, a stub network, or a dial-in scenario.
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Selecting Routing Protocols
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Summarization
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When to Choose RIP or RIPv2

Routing Information Protocol (RIP) is the oldest routing protocol and is simple in its operation.
It is a classful distance vector protocol. Its metric is based only on hop count, and it does not
support variable-length subnet masking (VLSM) and manual route summarization.

RIPv2 is an enhanced version of the original RIP protocol (now referred to as RIPv1) that
supports VLSM. RIPv2 is implemented mainly in small networks, especially small hub-and-
spoke networks using point-to-point links. RIPv2 with snapshot routing support is used in dial-
up networks because it is able to freeze its routing table and wait for the dial-up link to connect
to start exchange of routing information. It is seldom used in LAN environments because it is
chatty and has a low hop count limit. In nonbroadcast multiaccess (NBMA) environments, the
main issue of RIPv2 is associated with the split-horizon rule, which prevents the propagation of
routing updates to all connected routers reachable through the same physical interface (but over
different virtual circuits). Use of RIP and RIPv2 in NBMA networks is not appropriate because
of large bandwidth requirements.
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When to Choose IGRP

Interior Gateway Routing Protocol (IGRP) is the original Cisco routing protocol. It is a classful

distance vector protocol with a more complex metric calculation than RIP; it takes into account

minimum bandwidth and accumulated delay. IGRP may be suitable for small to medium
networks. Like RIP, it has problems with the split-horizon feature in NBMA networks. (You
can disable split horizon, but distance vector protocols result in high-bandwidth usage if

propagating entire tables.) Other problems of IGRP include its slow convergence due to its pure

distance vector operation, and the potential for high bandwidth utilization when propagating

entire routing tables to neighbors. IGRP is not typically recommended for new deployments.

When to Choose EIGRP

EIGRP, which was developed based on IGRP, is a very powerful routing protocol. EIGRP is a

Cisco proprietary protocol licensed to limited vendors. It is an advanced distance vector

protocol with some link-state features (topology table, no periodic route propagation, and

triggered updates). It is well suited to almost all environments, including LAN, point-to-point,
and NBMA.

EIGRP is not suitable for dial-up environments because it must maintain the neighbor

relationship and uses periodic hello packets, effectively maintaining the dial-up connections all

the time.

EIGRP offers these features:

VLSM support

Advanced metrics

Fast convergence

Scalability

Authentication

Flexible summarization

Configurable bandwidth usage

Low bandwidth during normal conditions
Load balancing across unequal cost paths

Support for stub networks
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When to Choose OSPF

OSPF is a standards-based link-state protocol, based on the shortest path first (SPF) or
Dijkstra's algorithm for path calculation. Initially it was designed for networks that consisted of
point-to-point links, but later it was successfully adapted for operation in LAN and NBMA
environments. OSPF can be tuned for dial-up operation by suppressing the Hello protocol over
OSPF dial-up lines (sometimes called Demand Circuit operation). Because of the hierarchical
design requirement, there are design considerations when using OSPF in larger networks. One
backbone area is required and all nonbackbone areas must be attached directly to that backbone
area. Expansion of the backbone area can cause design issues, because the backbone area must
remain contiguous.

OSPF offers these features:

m  With OSPF, there is no limitation on the hop count. The intelligent use of VLSM is very
useful in IP address allocation.

m  OSPF uses IP multicast to send link-state updates. This ensures less processing on routers
that are not listening to OSPF packets. Updates are only sent when routing changes occur
rather than periodically. This ensures a better use of bandwidth.

m  OSPF offers fast convergence because routing changes are propagated instantaneously and
not periodically (a characteristic of distance vector routing protocols).

m  OSPF allows for effective load balancing.

m  OSPF allows for a logical definition of networks where routers can be divided into areas.
This will limit the explosion of link-state updates over the whole network. This also
provides a mechanism for aggregating routes and cutting down on the unnecessary
propagation of subnet information.

m  OSPF allows for routing authentication by using different methods of password
authentication.

m  OSPF allows for the transfer and tagging of external routes injected into an autonomous
system. This keeps track of external routes injected by exterior protocols such as Border
Gateway Protocol (BGP).

When to Choose Integrated ISHS

Integrated Intermediate System-to-Intermediate System (IS-IS) is a standards-based link-state
protocol similar in operation to OSPF. It uses the SPF algorithm for best path calculation. An
IS-IS network consists of two areas, a backbone (Level 2 router) and connected nonbackbone
(Level 1 router). In contrast to OSPF, the IS-IS backbone can easily be expanded to
accommodate new level 1 areas. Integrated IS-IS is a proven protocol for very large networks.
Integrated IS-IS has no adaptation for NBMA point-to-multipoint networks, which is one
design point to be considered prior to implementation. Integrated IS-IS is not suited for dial-up
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networks because, unlike OSPF, it includes no Hello protocol suppression capability. The
deployment of Integrated IS-IS in networks requires more knowledge than for other IGPs.
Integrated IS-IS is based on the Open System Interconnection (OSI) IS-IS protocol, and the
numbering of IS-IS areas is done in an OSI-based environment, not in IP.

Selecting Areas or Networks

After selecting routing protocols, you will identify areas or networks for that routing protocol.
The key considerations for routing areas or networks are based on:

B Number of Layer 3 devices and the type of CPU power and media available
m  Type of topology, either full mesh or partial mesh

m  Layer 3 device memory

Practice
Q1)  Which three routing protocols does Cisco recommend for flat networks? (Choose
three.)
A) IS-IS
B) IGRP
0 OSPF
D) RIPv1
E) EIGRP
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Enterprise Campus Design Examples

Small, medium, and large campus networks use the Campus Infrastructure model applied to
specific situations. This topic contains example network designs to help you propose small,
medium, and large campus Layer 2 and Layer 3 network designs, given specific internetwork
requirements.

Small Enterprise Design Example

11l Cisco.com

Building Access
Calalyst 2850
[Stackabla)

Campus Backbone
Calalyst 3550

Server Farm
Catalysl 28650/3550
(Stackabie)

i T
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Company Background
This small company has about 200 users in one building with two separate floors. Their
primary network user applications include e-mail, File Transfer Protocol (FTP) file-sharing,
Hypertext Transfer Protocol (HTTP) access to an intranet server, and dedicated Internet access
for all employees.
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Campus Design

The table summarizes the design decisions that the enterprise made to meet their requirements.

Design Question

Decision

Notes and Comments

What is the logical network design?

Single corporate-wide VLAN

There is no requirement for voice so
the entire network of 200 users will
be in a single VLAN.

What physical network media will be
used?

Twisted pair throughout the entire
network

Twisted pair was selected because of
its low cost.

What data-link layer protocol will be
used?

Fast Ethernet in the Campus
Backbone

Fast Ethernet in the Building Access
to the desktop

Fast Ethernet is sufficient today. If
more growth is realized in the future,
the company could easily upgrade to
Gigabit Ethernet.

What spanning-tree deployment will
be used?

Spanning tree will be used and a
Campus Backbone switch will be the
root

For simplicity, the Catalyst 3550 was
selected as the STP root because
the Catalyst 3550 has the highest
processing capability.

What is the Layer 2/Layer 3 strategy
for the network?

Layer 3 routing only needed on the
Internet edge

Layer 2 switching in the network

Layer 3 is only needed for Internet
access

Layer 2 switching is used throughout
the rest of the network.

Which Cisco products will be used?

Catalyst 3550 in the Campus
Backbone submodule

Catalyst 2950 in the Building Access
submodule

The redundant Catalyst 3550 in the
Campus Backbone is optional, and is
provided for redundancy.

What IP addressing scheme will be
used?

Approximately 254 IP addresses
from ISP or regional number
authority

Which routing protocols will be used?

No routing protocol required, only a
default route to the Internet

With the exception of a default route
to the Internet, no routing protocol is
required for this network design.
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Medium Enterprise Design Example
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Company Background

The medium sized campus shown in the figure supports

about a thousand users. The company’s

primary network applications are database applications. They are situated in two buildings that
connect to each other via a 100-foot walkway. They have expressed an intent to add voice in
the future and would like to plan for it in the infrastructure now.

Campus Design

The table summarizes the design decisions that the enterprise made to meet their requirements.

Design Question Decision

Notes and Comments

What is the logical network
design?

Segmentation by type of traffic (voice and
data)

One VLAN for voice and one for data on
each Building Access submodule switch

To get both VLANSs back to the Building
Distribution submodule, the company
chose ISL trunking from the access switch
to the distribution switch

The data center will have three server
farms in unique VLANSs that connect
directly to the Campus Backbone
submodule

The network requires at least 18
VLANS.

The IT staff wants voice on one VLAN
and data on a separate VLAN, which
requires two VLANSs in each access
switch.

What physical network media
will be used?

UTP is implemented from the workstations
to the Building Access submodule

Multimode fiber from the Building Access
submodule to the Building Distribution
submodule

Multimode fiber from the Building
Distribution submodule to the Campus
Backbone submodule

The multimode fiber between the
Building Access and Building
Distribution submodules, and in the
Campus Backbone submodule,
provides an upgrade path to Gigabit
Ethernet or faster technologies.
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Design Question

Decision

Notes and Comments

What data-link layer protocol
will be used?

Gigabit Ethernet in the Campus Backbone
and Building Distribution submodules

Fast Ethernet in the Building Access
submodule to the desktop

What spanning-tree
deployment will be used?

Spanning-tree root is the distribution device

What is the Layer 2/Layer 3
strategy for the network?

Layer 3 switching in the Campus Backbone
submodule

Layer 2 switching in the Building
Distribution and Building Access
submodules

Which Cisco products will be
used?

Catalyst 6500 and 400x in the Campus
Backbone

Catalyst 4006 in the Building Distribution
submodule

Catalyst 400x and 3500XL PWR in the
Building Access submodule

Need inline power modules for voice
equipment

What IP addressing scheme
will be used?

Private addressing
Each VLAN is its own subnet

Requires 18 subnets

Because of the number of IP addresses
needed and no Internet access
requirement, private addressing will be
used in the network.

The base network number for the voice
VLANSs will be different from the base
network number for the data VLANSs.

Which routing protocols will
be used?

EIGRP

OSPF or even RIPv2 would also work
because the network contains only two
Layer 3 devices.

The company only has to maintain 18 to
24 different subnets.
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Large Enterprise Design Example
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Company Background

The large enterprise network in the example supports 4,000 users in four buildings. They are
intending to implement voice in the future as part of an incremental deployment so they want to
ensure that the infrastructure they plan today will support the known future requirement.

The information systems department has decided that each of the Building Distribution
submodule devices will perform Layer 3 switching to limit broadcast and failure domains
within each Building Distribution and Building Access switch.

The company has the budget to put in the required multiple strands of fiber between the
buildings for redundancy purposes. Single-mode fiber is already installed in the risers of the
buildings, enough to support the bandwidth needs.
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Campus Design

The table summarizes the design decisions that the enterprise made to meet their requirements.

Design Question

Decision

Notes and Comments

What is the logical network design?

Segmentation by type of traffic (voice
and data)

One VLAN for voice and one for data on
each access layer switch

Each department will have its own
VLAN.

There will be separate
subnetworks and VLANs designed
for voice.

What physical network media will be
used?

UTP to the desktop from the Building
Access submodule

Fiber to the Building Distribution and
Campus Backbone submodules

Fiber runs between the buildings
to create the meshed core, and
will provide redundant
connections between the Building
Distribution and Campus
Backbone submodules

What data-link layer protocol will be
used?

Gigabit EtherChannel in the Building
Distribution and Campus Backbone
submodules

Fast Ethernet in the Building Access
submodule to the desktop

What spanning-tree deployment will
be used?

Spanning-tree root will be the distribution
switch in each building

Eight separate spanning-tree
domains, two per building

What is the Layer 2/Layer 3 strategy
for the network?

Layer 3 switching in the Building
Distribution and Campus Backbone
submodules

Layer 2 switching in the Building Access
submodule

Which Cisco products will be used?

Catalyst 6500 in the Campus Backbone
submodule

Catalyst 6500 in the Building Distribution
submodule

Catalyst 400x in the Building Access
submodule

What IP addressing scheme will be
used?

Class B addresses

Private addressing two networks: one for
data and one for voice

There will be multiple subnets
used within each address range.
The purpose of having two
networks is to segregate the voice
from the data completely.

The company needs one Class C
address from the service provider
to support public access to the
Internet.

Which routing protocols will be
used?

OSPF

Core will be area 0 and each building will
be a different area.

Given the size of the network,
either EIGRP or OSPF is
acceptable.

Since the company wants
standards-based routing
protocols, they chose OSPF, with
each building being its own area
and the core being area 0.
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Practice

Q1) Given a small campus network with about 200 users in one building, what type of
VLAN implementation would you design?

A) Do not implement VLANS.
B) Use one VLAN across the company.
O Implement VLANSs for each department.

D) Implement VLANSs for each type of traffic.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
(T T Cisoo.com

* Once you identify the application and data needs for an
enterprise, you are ready to begin the logical network
design by selecting logical network segments and the
method you will implement to create logical network
segments.

* The physical network design identifies the Layer 1
(physical) and Layer 2 (data-link and spanning-tree)
implementations for the enterprise network.

* The Enterprise Composite Network Model combines
Layer 2 switching with Layer 3 switching to achieve
robust, highly available campus networks.

2003, Cisco Systems, Inc. All rights reserved. ARCH v1.0—2:31

Summary (Cont.)
T TN Cisco.com

* The next step in the campus network design
methodology requires that you select the Cisco hardware
and software to implement at each location on the
network.

* An effective IP addressing scheme is critical to the
success and scalability of the network.

* The decision about which routing protocols to implement
is based on the design goals and the physical topology of
the network and the configuration of links for remote
sites.

* Small, medium, and large campus networks use the
Campus Infrastructure model applied to specific
situations.
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For additional information, refer to these resources:

m  “Gigabit Campus Network Design—Principles and Architecture” at
http://www.cisco.com/warp/public/cc/so/meso/Inso/cpso/gend_wp.htm
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Quiz: Designing the Campus Infrastructure

Complete the quiz to assess what you have learned in this lesson.
Objectives
This quiz tests your knowledge on how to:

m  Select logical network segments and the segmentation method for the Campus
Infrastructure module, given specific internetwork requirements

m  Select transmission media, data-link protocols, and spanning-tree strategy for the Building
Access, Building Distribution, and Campus Backbone submodules of the Campus
Infrastructure module, given specific internetwork requirements

m  Select Layer 2 and Layer 3 switching solutions for the Building Access, Building
Distribution, and Campus Backbone submodules of the Campus Infrastructure module,
given specific internetwork requirements

m  Select hardware, hardware options, and software options for a campus network
infrastructure, given specific internetwork requirements

®m  Identify an IP addressing strategy for the campus network, given specific internetwork
requirements

m  Select routing protocols for the campus network that meet performance, scalability, and
availability requirements

B Propose small, medium, and large campus network designs, given specific internetwork
requirements

Instructions

Answer these questions:

Q1) A campus-wide VLAN is not recommended because
A) it can create routing holes
B) it relies on recursive entries
O) it adds complexity to the design

D) it blocks the primary path to a destination
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Q2)  Whatis the failure domain?

A) Layer 3 routed domain
B) Layer 1 collision domain
0] Layer 2 switched domain
D) all routers connected to the same subnet
Q3)  There are distinct  in a large campus design.
A) flat, routed, and hierarchical layers
B) distribution, core, and geographic layers
0) routed, combined core and distribution, access layers
D) Building Access, Building Distribution, and Campus Backbone submodules

Q4)  When using the Product Advisor to select products for a campus network, what should

you keep in mind?

A) The tool does not cover all products and all features.
B) The tool is all encompassing covering all products and features.
O The tool can be reconfigured for your specific needs when entering the tool.
D) Any situation the tool does not cover does not need to be addressed in the
design phase.
Q5)  The decision whentouse  depends on the Internet connection presence and the

number of publicly visible servers.

A)
B)
0

D)

[Pv6 addresses
public addresses only
private addresses only

private, public or both address types
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Q6)  Which routing protocol can you deploy on a flat or hierarchical network?

A)  ISIS
B)  OSPF
C)  RIPv2
D)  EIGRP

Q7) Given a large campus network with thousands of users, how would you implement
Spanning-Tree Protocol?

A) Do not use Spanning Tree Protocol.

B) Design a single spanning-tree domain.

0) Implement the spanning-tree root on each access device in the buildings.
D) Select the spanning-tree root for each distribution device in the buildings.

Scoring

You have successfully completed the assessment for this lesson when you earn a score of 80
percent or better.
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Designing the Server Farm

Overview

A server farm (or data center) is the controlled environment that houses enterprise servers. The
data center servers support the business applications accessed by users over the corporate
intranet and can be centralized or distributed, thus offering high levels of performance,
scalability, and availability.

Importance

A large-scale server farm or data center must be able to support direct end systems and server
connectivity, while offering performance, scalability, and availability.

Objectives

Upon completing this lesson, you will be able to:

m  Identify typical enterprise Server Farm module design requirements

m  Select the most effective Server Farm module design, given specific enterprise network
requirements

m  Explain design options to enhance scalability in the Server Farm module

m  List considerations for Server Farm module security and manageability



Learner Skills and Knowledge

To fully benefit from this lesson, you must have these prerequisite skills and knowledge:

Outline

Successful completion of the “Designing for Cisco Internetwork Solutions” (DESGN v1.0)

course

This lesson includes these topics:

Overview

Design Objectives for the Server Farm

Server Farm Infrastructure Architecture

Designing the Server Farm for Scalability

Considerations for Server Farm Security and Manageability

Summary

Quiz: Designing the Server Farm

Case Study: OCSIC Bottling Company

OPNET IT Guru Simulation
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Design Objectives for the Server Farm

The primary objectives in the design of an enterprise server farm (or data center) are
performance, scalability, availability, security, and manageability. This topic identifies typical
enterprise Server Farm module design requirements.

Server Farm Design Objectives
T Cisco.com
* Performance

— Provide up to 10 Gbps outbound bandwidth capacity
Scalability

— Requires scalable switches and server load balancing
Availability

— Provide redundancy and failover at the physical, data-
link, and network layers

Security
— Requires specialized expertise
Manageability

— Requires tools and a specialized network operations
center support system

2002, Cisco Systems, Inc. All rights reserved ARCH 1.0—24

A large scale, shared server farm infrastructure must support direct end-system or server
connectivity. The server farm must be able to support these properties:

m  Performance: Up to 10 Gbps outbound bandwidth capacity is required from the server
farm for most enterprises.

m  Scalability: Scalability is a critical requirement in every server farm. Server load balancing
is most often deployed. As the number of servers requiring higher-bandwidth connections
increases, port densities can exceed the capacity of a single switch or server farm block.
Applying a modular block design to server farm deployments permits flexible growth.

B Availability: Availability is generally ensured through the overall network design.
Networks are designed to minimize the occurrence of service problems and the time to
recover from problems, for example with backup recovery policies. You should design for
high availability at each layer, with redundancy and failover provisions at the physical,
data-link, and network layers. The most effective solutions are those with consistent
engineering considerations tightly integrated throughout the server farm.
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m  Security: Security is an integral part of the network design. A single vulnerability could
compromise the enterprise. Specialized security expertise is often required. There are
challenges in offering encryption, certification, directory services, network access, and
other security capabilities that enable a fully secure network.

Note Security design is more fully explained in the Designing Security Service module because
designing for security crosses functional areas, and even campuses or sites, in the
Enterprise Composite Network Model.

®  Manageability: Manageability means much more than knowing if a server or other
network element is up or down. The ability to assess service levels on a “per user” basis is
important to offering and maintaining required service levels. An operations center support
system may track network configuration and application performance, and maintain and
resolve errors and alarms. Good manageability tools and qualified personnel lowers
operations costs and reduces wasted time, while resulting in overall higher satisfaction.

Note Designing to ensure manageability is more fully explained in the Designing Network
Management Services module since this capability requires crossing functional areas, and
even campuses or sites, within the Enterprise Composite Network Model.
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Practice

Server Farm Design Considerations

[T T T TITTATTTTT Cisco.com

* Locality of access (single or multiple site)
* Number of applications

- Data volumes (small, medium, large)

* Transaction frequencies (seldom to often)

* Control of access points to the Server Farm
module

2003, Cisco Systems, Inc. All rights reserved. ARCH v1.0—2-5

The figure identifies additional considerations for the Server Farm module design.

Q1)  Server load balancing is a key feature that primarily contributes to

A) security
B) scalability
0 functionality

D) manageability
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Server Farm Infrastructure Architecture

The enterprise server farm infrastructure may contain an access layer and a distribution layer,
similar to the campus infrastructure, and connected to the Campus Backbone submodule. This
topic will help you select an effective server farm design model, given specific enterprise
network requirements.

Server Farm Infrastructure
Architecture

II1 Cisco.com

Layer 3 Campus Backbone

or Layer 2

M ‘_I' | Server

-’l.é Distribution
N
[Layerz]

% 2 | Server

Access
al
g
Servers g
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You can logically divide the overall server farm infrastructure into three functional areas
operating with different and very specific criteria:

m  Server Access layer: The Server Access layer provides Layer 2-based transport to directly
connected servers. Layer 2 provides flexibility and speed in provisioning. It also allows
deployment of applications and systems, which may inherently expect Layer 2-level
connectivity.

m  Server Distribution layer: The Server Distribution layer consists of devices in multiple
sublayers, which provide transit for traffic from Layer 2 into Layer 3, and allow full
deployment of Layer 2 in the egress layer. The Server Distribution layer leverages Layer 3
scalability characteristics while benefiting from the flexibility of Layer 2 services.

m  Campus Backbone: The Campus Backbone is shared between the Campus Infrastructure
distribution devices, Enterprise Edge distribution devices, and the Server Farm distribution
devices. It is comprised of high-end switches providing Layer 3 transport between the
distribution and edge layers. Optionally, you can combine the Server Distribution and
Campus Backbone layers physically and logically into a collapsed backbone to provide
connectivity with the Server Access and Building Access layers.
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Server Farm Campus Backbone
| T T T AT Cisco.com

* Deploy high-
end switches

* Implement

redundant T 5 S
switching and or Layer 2 REN RACS oo

links

é
* Implement web

cache

redirection
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At the Campus Backbone, consider these best practices to support the Server Farm module:

m  Deploy high-end switches (such as the Catalyst 8500 or 6500 series)

®  Implement highly redundant switching and links with no single points or paths of failure
m  [mplement web cache redirection (using Cisco Content Networking solutions)

®  Implement Hot Standby Router Protocol (HSRP) for failover protection

m  [mplement intrusion detection with automatic notification of intrusion attempts in place
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Server Farm Distribution Layer

II1 Cisco.com

[Leyers] i
N Distribution
N
pe %%
EBerver
Accias

Servers

i B

» Deploy high to mid-range switches.

» Make switching and links entirely redundant.

» Deploy caching systems.

» Implement server load balancing.

- Implement server content routing (for distributed server farms).

© 2002, Cisco Systems, Inc. Al rights reserved. ARCH 1.0—2:8

At the Server Distribution layer, consider these best practices:

®  Deploy high- to mid-range switches (such as Catalyst 6500 series)

®  Implement redundant switching and links with no single points or paths of failure

m  Deploy caching systems where appropriate (using Cisco Content Networking solutions)

®  Implement server load balancing (using Cisco Content Networking solutions)

®  Implement server content routing (using Cisco Content Networking solutions)
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Server Farm Access Layer

© 2002, Cisco Systems, Inc. Al rights reserved. ARCH 1.0—2-9
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[Levers] i
N Distribution
N
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Berver
| Access

Servers

HEARGY,

- Deploy midrange switches.
* Dual home all servers.

At the Server Access layer, consider these best practices:

m  Deploy mid-range switches (Catalyst 6500 or 4000 series)

m  Dual home all servers

Practice
Q1)  Which three recommendations would you implement at the Server Distribution layer?
(Choose three.)
A) Dual home all servers.
B) Implement server load balancing.
O) Deploy caching systems where appropriate.
D) Deploy mid-range switches (Catalyst 6500 or 4000 series).
E) Implement redundant switching and links with no single points or paths of

failure.
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Designing the Server Farm for Scalability

Scalability must be provided in every server farm. Scalability is provided in switches and
routers, as well as with content networking solutions. This topic provides design options to
enhance scalability in the server farm.

Server Farm Options for
Performance and Scalability

(T T ATATT Cisco.com
. Incre_ase port u'FEL: j Campus Backbong
density. G ’
- Add higher P N
speed i—'—ILa!m - '\'I' Server
interfaces. ':.-If' Distribution

« Consider the

NN
STP La:fa-rzl L \—_
implementation. = i"&f’" Server

Access

Servers

L2
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The Server Farm architecture addresses scalability by providing flexible growth paths to deliver
high bandwidth rates to the connected IP core. The methods used to grow the server farm
capabilities include:

®  Increase port density: You can increase raw port density for both end-user devices and
infrastructure interconnecting links using a modular approach to add connectivity to the
existing installation. You can consider the distribution layer and access layer switches as a
module, which provides a predetermined number of Layer 2 ports. Expanding Layer 2 ports
is only a matter of adding another module and updating the routing configuration to include
new modules.

B Add higher-speed interfaces: Migrating to a higher-speed interface or EtherChannel
technology is a way to deliver greater bandwidth capacity between devices.

m  Consider the spanning-tree implementation: One of the main limiting factors in
designing large Layer 2 implementations is the capacity of the system to handle and scale
Spanning-Tree Protocol. You can implement Multi-Instance Spanning-Tree Protocol
(802.1s) to reduce the total number of spanning-tree instances needed to support the
infrastructure. This reduces the total number of spanning-tree instances needed to support
the infrastructure.
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Increasing Scalability for the
Entire Server Farm

11l Cisco.com

» Scalable access module supports high throughput of
traffic and delivery into the Server Distribution submodule.

 Single Layer 2 domain allows spanning of IP subnets.

L T ™ LY
&2

N
Y|

N,

Ecalable Movule

+ Highly modular
+ Highly available
« Highly secure
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You can increase scalability in the Server Farm module by implementing a modular design
with devices that are easily upgradeable. Alternatively, you can implement a scalable Server
Farm module, either at the same location or at another location.

Both the complications and available solutions increase greatly if the Server Farm module is
part of a geographically dispersed set. A geographically dispersed Server Farm module allows
content to be served closer to the requesting client. However, the multilocation Server Farm
design must consider management of content, distribution of updates, synchronization of
different sources, proper routing of requests, handling of downed servers, additional security,
and so on.

Practice

Q1)  What is one method to increase scalability in the Server Farm module, while also
adding complexity?

A) higher-speed interfaces
B) modules with more port density
O geographically dispersed Server Farms

D) Multi-Instance Spanning-Tree Protocol (MISTP)
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Considerations for Server Farm Security and
Manageability

The Server Farm design has important security and manageability considerations. This topic
lists considerations for Server Farm module security and manageability.

Server Farm Security Considerations

Cisco.com

* Physical and network security policies
* Physical security devices

» Security software implementation
 Security architecture
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To meet Server Farm module requirements for security, consider the items listed in the figure.

Note Security is covered in detail in the Designing Security Services module in this course.
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Server Farm Manageability

Considerations
T T TATT Cisco.com

* Identify critical devices and applications.
* Create an operations and support plan.

* Implement 24x7 monitoring of servers and
network equipment.

* Implement problem resolution procedures.

* Create a business continuity plan in case of
natural disaster.

2002, Cisco Systems, Inc. All rights reserved ARCH 1.0—213

Good manageability tools and qualified personnel supporting the infrastructure results in lower
operations costs, since time is not wasted trying to resolve indications from conflicting
management systems and higher user satisfaction. To meet Server Farm module manageability
requirements, consider the items listed in the figure.

Note Manageability is covered in detail in the Designing Network Management Services module
in this course.

Practice

Q1)  Good manageability tools and supporting the infrastructure results in lower
operations costs, since time is not wasted trying to resolve indications from conflicting
management systems and higher user satisfaction.

A) firewalls
B) qualified personnel
O fault management systems

D) configuration control systems
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
(T T Cisoo.com

* The primary objectives in the design of an enterprise
Server Farm (or data center) are performance, scalability,
availability, security, and manageability.

* The enterprise Server Farm module may contain an
access layer and a distribution layer, similar to the
Campus Infrastructure module, and connected to the
Campus Backbone submodule.

* Every Server Farm module must provide scalability.

* The Server Farm module design has important security
and manageability considerations.
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For additional information, refer to these resources:

m  “Gigabit Campus Network Design— Principles and Architecture” at
http://www.cisco.com/warp/public/cc/so/neso/Inso/cpso/gend_wp.htm

m  “Data Centers: Best Practices for Security and Performance” at
http://www.cisco.com/warp/public/cc/so/neso/wnso/power/gdmdd_wp.pdf
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Quiz: Designing the Server Farm

Complete the quiz to assess what you learned in this lesson.
Objectives
This quiz tests your knowledge on how to:

m  Identify typical enterprise Server Farm module design requirements

m  Select the most effective Server Farm module design, given specific enterprise network
requirements

m  Explain design options to enhance scalability in the Server Farm module

m [ ist considerations for Server Farm module security and manageability

Instructions

Answer these questions:
Q1)  Whatis one important technique to ensure availability in the Server Farm module?
A) encryption
B) overall network design
0) service-level agreements
D) 10 Gbps outbound bandwidth capacity

Q2)  Which four recommendations would you implement at the server farm core layer?

(Choose four.)
A) Dual home all servers.
B) Deploy caching systems where appropriate.

o) Deploy mid-range switches (Catalyst 6500 or 4000 series).

D) Deploy high-end switches (such as the Catalyst 8500 or 6500 series).

E) Implement Hot Standby Router Protocol (HSRP) for failover protection.

F) Implement web cache redirection (using Cisco Content Networking solutions).

QG) Implement highly redundant switching and links with no single points or paths
of failure.
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Q3)  You can implement to reduce the total number of spanning-tree instances
needed to support the infrastructure.

A) load balancing

B) separate policy domains

O higher-density interfaces

D) Multi-Instance Spanning Tree Protocol (802.1s)

Scoring

You have successfully completed the assessment for this lesson when you earn a score of 80
percent or better.
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Case Study: OCSIC Bottling Company

Complete this case study to practice the key design skills discussed in this module.

Required Resources

There are no resources required to complete this exercise.

Exercise Objective

In this exercise, you will design a campus network that meets the needs of the OCSIC Bottling
Company.

After completing this exercise you will be able to:

m  Create initial network diagrams
m  Design the headquarters campus network
m  Design the headquarters server farm

®  Design a typical North American plant network (optional)

Job Aids

There are no job aids required to complete this exercise.
About the OCSIC Bottling Company

Company Background

OCSIC Bottling Company is a U.S.-based soft drink and beverage distributor. OCSIC’s
products include colas, flavored soft drinks, and bottled juices. Most of their products,
particularly their soft drinks, are recognized throughout the world. Other products, such as
juices, are currently available only in selected regions, although the company would like to
distribute them worldwide.

OCSIC owns and operates 12 bottling, distribution, and sales facilities in North America. In
South America, Europe, and the Asia Pacific regions, their products are sold, manufactured,
and distributed by independently owned and operated distribution companies. These
international distribution companies can sell any products they choose, and often do not carry
the entire line of OCSIC products.
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Company Business Goals

The company is completing a ten-year plan to move its business into the next century. They are
concerned about losing their competitiveness if they do not innovate and become more
responsive to their customers and their distributors. Through a series of planning sessions, the
company has defined these goals:

m  Develop and bring new products to market more quickly

®m  Provide faster order fulfillment to customers

® Increase product distribution outside the United States

®  [mprove communications between employees, customers, and partners

®  [mplement a supply chain management system that provides better integration and
responsiveness to the plants and distributors

m  Reduce operating costs and increase profitability

Headquarters Location

The facilities in North America consist of one main headquarters campus located in Memphis,
Tennessee, and 12 wholly owned bottling, distribution, and sales facilities in the United States
and Canada.

The table describes each building in the headquarters’ campus. The campus has developed over
a long period of time, and users continually move around the campus.

Building Function Estimated Number of Users Building Characteristics
Building A Executive 1400 6 stories
Finance 210,000 square feet
Building B Accounting 600 two-story building
Order Processing 90,000 square feet
Building C Marketing 1200 four-story building
Distributor Relations 180,000 square feet
Building D Research and Development | 800 three-story building
120,000 square feet
Building E Research and Development | 900 four-story building
120,000 square feet
Building F Information Systems 400 two-story building
Data Center 80,000 square feet
Help Desk
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Headquarters Network

The headquarters location has an aging Token Ring network, which supports traditional
applications such as database, file and print sharing, and e-mail. Over the past ten years, the
company has added IP capabilities to its existing network, but is finding the network
increasingly difficult and expensive to maintain.

The company now wants to “move into the 21* century,” replacing its campus network with a
complete IP-based solution.

The following figure describes the headquarters campus and its network.

Building B
_Floar1
: 300 peopla e
Building A /’,.-:"..:;: 45,000 sa.t -\\Bulldlng c
Flaor 1 _Floar2 _Floar 1
150 people [ 300 people 0 peaple
36.000 sg.ft 45,000 sg.ft 48,000 sg.f%
_Floor2 Floar2
150 people | = Excculives 16t prapl
16,000 sq.i 45,000 sg.ft
_Floor® i
350 people P 1) peaple
36,000 sq.ft 45,000 sgft
Floor 4 _Fleard
250 people 200 peapla
35,000 sq.ft Campus-Wide S0 nR |
_Floor § Token Ring Network
300 paople Finance
36,000 sq.ft
_Floorg
200 pacpla
36,000 sq.ft Building D
_Flgart
Building F 00 prople
Data Cantar | 40,000
Infarmation Systams | Floar ¥
[ Femi Building E 200 prapls
Nerth American Plants =~ 350 peagia ‘_E'.;rr'/;“ﬂﬂ.
Intermational Plants — 40,000 Iﬂﬂ h 200 “upj.. ._F.LHL‘_.
Floar 2 30,000 sgft 1400 prople
200 poople _Fleord e E.
40,000 sq.it 200 peogis k
- F0,000 2k i
Floor 3 £
250 people
30,000 sq.f
Floar 4
260 paople
30,000 sqf

The cabling plant on the headquarters Token Ring network backbone and risers consists of
copper using shielded twisted-pair wiring. Copper unshielded twisted-pair wiring goes to the
desktops. Fiber is not currently used anywhere in the network.
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Headquarters Applications

The IT department at OCSIC develops and maintains a variety of enterprise-wide applications.

Some are available only at headquarters, while others are available to the North American

plants and international manufacturing, distribution, and sales centers.

The table describes the primary applications that the company uses.

Application Data Primary Users Notes and Description
Characteristics*
SAP Heavy Accounting SAP is used throughout the company to manage
. manufacturing, inventory, distribution, and order
Finance processing.
Marketing
Manufacturing
Distribution
Order Processing

PeopleSoft Moderate Everyone PeopleSoft applications are used for financial
management and reporting throughout the company.

Custom Oracle Moderate Everyone The company has developed a number of custom

database Oracle database applications that are used

applications throughout the company, primarily for reporting and
decision support.

Electronic mail Moderate Everyone E-mail is used as the primary means of electronic
communication throughout the company. E-mail
messages consist primarily of text, but some users
send rich e-mail with graphics and video.

Intranet web site Moderate Everyone The company maintains an intranet web site that
provides up-to-date, corporate-wide information to
the employees.

Extranet web site Moderate International The company wants to add an extranet web site that

(planned)

distributors

provides up-to-date information for the international
distributors.

Information to be contained on the extranet web site
includes:

m Marketing information such as product data
m Order status information
m Sales data

m Inventory data

* A light application generates hundreds of bytes of data per minute.

A moderate application generates thousands of bytes of data per minute.

A heavy application generates tens of thousands of bytes of data per minute.

An extremely heavy application, such as near broadcast-quality video, generates hundreds of

thousands of bytes per minute.

Application activity is spread across five to seven applications, and includes network activity

only about ten percent of the time. The remainder is dedicated to server activity, workstation

interaction, thought research, planning, and workgroup interaction.
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The table describes the traffic volume on the network from each building to the data center in

Building F.
Building From Building To Volume (kbps)
(to nearest 100 kbps)
Building A Building F 1900 kbps
Building B Building F 1200 kbps
Building C Building F 2300 kbps
Building D Building F 500 kbps
Building E Building F 500 kbps
Building F Building F 300 kbps

North American Plants

Each district and local building facility is similar. They each include a manufacturing floor,
warehouse facilities, distribution and logistics offices, and sales offices. The district office
facilities have slightly more staff to handle the administrative and logistical functions of their

district.

The table describes each district and local facility in North America.

Function Location Estimated Building Characteristics

Number of Users
Eastern District Boston, MA 175 60,000-square-foot manufacturing, distribution, and
Office/Plant sales office building
Midwestern Kansas City, MO 175 60,000-square-foot manufacturing, distribution, and
District sales office building
Office/Plant
Southern District Dallas, TX 175 60,000-square-foot manufacturing, distribution, and
Office/Plant sales office building
Western District Los Angeles, CA 175 60,000-square-foot manufacturing, distribution, and
Office/Plant sales office building
New York New York, NY 150 50,000-square-foot manufacturing, distribution, and
Regional sales office building
Office/Plant
Toronto Regional Toronto, Canada 150 50,000-square-foot manufacturing, distribution, and
Office/Plant sales office building
Chicago Regional | Chicago, IL 150 50,000-square-foot manufacturing, distribution, and
Office/Plant sales office building
Omaha Regional Omaha, NB 150 50,000-square-foot manufacturing, distribution, and
Office/Plant sales office building
Orlando Regional Orlando, FL 150 50,000-square-foot manufacturing, distribution, and
Office/Plant sales office building
Denver Regional Denver, CO 150 50,000-square-foot manufacturing, distribution, and
Office/Plant sales office building
San Francisco San Francisco, CA | 150 50,000-square-foot manufacturing, distribution, and
Regional sales office building
Office/Plant
Seattle Regional Seattle, WA 150 50,000-square-foot manufacturing, distribution, and
Office/Plant sales office building
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North American Plant Applications

The North American plants use the same applications as headquarters, although their usage

varies. The data center is located at the Memphis headquarters, so each plant accesses the

headquarters applications over the network on a regular basis.

The table describes the current and planned applications at the North American plants.

Application Data Primary Users Notes and Description
Characteristics
SAP Moderate Accounting SAP is used in the plants to manage manufacturing,
. inventory, and distribution.

Finance
Marketing
Manufacturing
Distribution

PeopleSoft Light Everyone PeopleSoft applications are used to obtain financial
reports.

Custom Oracle Moderate Everyone The plants access custom Oracle database

database applications, primarily for reporting and decision

applications support.

Electronic mail Heavy Everyone E-mail is used as the primary means of electronic
communication throughout the company. Most e-
mail messages are sent within a plant, with lighter
traffic to the headquarters.

Intranet web site Heavy Everyone The company maintains an intranet web site that

provides up-to-date, corporate-wide information to
the employees in the plants, who would not be able
to obtain information otherwise.

Information contained on the intranet web site
includes:

m Forms used for human resources functions

m Accounting functions such as purchase requests
and supply ordering

m Marketing information such as product data

m [T application and help desk information
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Networking Strategy and Goals

To better support the overall business goals and reduce costs, OCSIC is developing an

integrated information systems project plan that includes six building blocks or components:

B Replacement of older, slower PCs with new, faster personal computer workstations while

maintaining the current workload

m  [mplementation of advanced network solutions, such as IP telephony

®  [mplementation of a corporate intranet and extranet that better serves employees,

customers, and partners

m  Replacement of the existing campus and plant networks

m  Upgrade to the WAN

m  Streamline operations and lower total costs through business process reengineering

Task 1: Create Initial Network Diagrams

Complete these steps:

Step 1

Step 2

On an overhead transparency, create a global network diagram for the company, to
include the headquarters location, district offices, regional offices, and international
plants. This network diagram should show the main sites in each country and the
main WAN links. Label each location.

On an overhead transparency, create a country-level network diagram for the
company that identifies the locations in North America. This network diagram
shows the main sites in each town and the main WAN links. Label each location.

Task 2: Design the Headquarters Campus Network

Complete these steps:

Step 1

Step 2

On an overhead transparency, create a campus network diagram for the company
headquarters site. This network diagram shows each building and the core backbone
layer. Label each location.

On an overhead transparency, create a logical map showing the extent of each
VLAN for the headquarters site. You may want to use color diagram to help
illustrate individual VL ANSs. Label each VLAN with the naming you will use.
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Step 3 Indicate what type of VLAN trunking you will use (ISL or 802.1Q).

What options did you consider?

Why did you choose the option you selected?

Step 4 Indicate the type of physical media to deploy at the Building Access submodule.

What options did you consider?

Why did you choose the option you selected?

Step 5 Indicate the type of physical media to deploy at the Building Distribution
submodule.

What options did you consider?

Why did you choose the option you selected?

2-86 Designing Cisco Network Service Architectures (ARCH) v1.0 Copyright © 2003, Cisco Systems, Inc.



Step 6 Indicate the type of physical media to deploy at the Campus Backbone submodule.

What options did you consider?

Why did you choose the option you selected?

Step 7 Indicate the data-link protocol to deploy at the Building Access submodule.

What options did you consider?

Why did you choose the option you selected?

Step 8 Indicate the data-link protocol to deploy at the Building Distribution submodule.

What options did you consider?

Why did you choose the option you selected?
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Step 9 Indicate the data-link protocol to deploy at the Campus Backbone submodule.

What options did you consider?

Why did you choose the option you selected?

Step 10  Indicate which spanning-tree version you will run on the network (802.1D or
RSTP).

What options did you consider?

Why did you choose the option you selected?

Step 11 Indicate which spanning-tree implementation you will run on the network (PVST+
or MST).

What options did you consider?

Why did you choose the option you selected?
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Step12  Indicate the location of the spanning-tree root.

What options did you consider?

Why did you choose the option you selected?

Step 13 Indicate the type of switching (Layer 2 or Layer 3) to deploy in the Building Access
submodule.

What options did you consider?

Why did you choose the option you selected?

Step 14  Indicate the type of switching (Layer 2 or Layer 3) to deploy in the Building
Distribution submodule.

What options did you consider?

Why did you choose the option you selected?
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Step 15  Indicate the type of switching (Layer 2 or Layer 3) to deploy at the Campus
Backbone submodule.

What options did you consider?

Why did you choose the option you selected?

Step16  Use the Cisco Product Advisor to select devices for the Building Access submodule.

What options did the Product Advisor present to you?

Why did you choose the option you selected?

Step 17 Determine which modules and interfaces are required for the Building Access
submodule switches.

What options did you consider?

Why did you choose the option you selected?
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Step18  Select a Cisco IOS® version for the Building Access submodule switches.

What options did you consider?

Why did you choose the option you selected?

Step19  Use the Cisco Product Advisor to select devices for the Building Distribution
submodule.

What options did the Product Advisor present to you?

Why did you choose the option you selected?

Step20  Determine which modules are required for the Building Distribution submodule
switches.

What options did you consider?

Why did you choose the option you selected?
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Step21  Select a Cisco 10S version for the Building Distribution submodule switches.

What options did you consider?

Why did you choose the option you selected?

Step22  Use the Cisco Product Advisor to select devices for the Campus Backbone
submodule.

What options did the Product Advisor present to you?

Why did you choose the option you selected?

Step23  Determine which modules are required for the Campus Backbone submodule
switches.

What options did you consider?

Why did you choose the option you selected?
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Step24  Select a Cisco 10S version for the Campus Backbone submodule switches.

What options did you consider?

Why did you choose the option you selected?

Step25  On the overhead transparency, update the campus network diagram to indicate the
products you selected at each location.

Step26  Determine what classes of [P addresses you will deploy on the network.

What options did you consider?

Why did you choose the option you selected?

Step 27  Determine whether private or public addressing is required. Determine whether
NAT/PAT is required. Identify the locations that require public addressing (if any).
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Step 28  Indicate the IP addressing strategy required for the network by completing this table:

Location IP Address Ranges | Registered or Fixed or Variable DHCP Used?
Unregistered? Length Subnet
Masks?

Step29  Identify routing protocols within each area of the campus network (or a single
routing protocol for the network).

What options did you consider?

Why did you choose the option you selected?

Step 30  Identify the networks, subnetworks, and autonomous systems for the routing
protocol(s) you selected.

Step 31 Identify any static routes to deploy (if any) on the network.
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Step 32

Indicate the type of switching (Layer 2 or Layer 3) to deploy at the edge distribution
module.

What options did you consider?

Why did you choose the option you selected?

Task 3: Design the Headquarters Server Farm

Complete these steps:

Step 1

Step 2

Step 3

Create a Server Farm network diagram for the OCSIC Bottling Company data
center. This network diagram shows the physical layout and how the data center
relates to the campus backbone module. Label each device and location.

Indicate what type of VLAN trunking you will use (ISL or 802.1Q).

What options did you consider?

Why did you choose the option you selected?

Indicate the type of physical media to deploy at the Server Access submodule.

What options did you consider?

Why did you choose the option you selected?
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Step 4 Indicate the type of physical media to deploy at the Server Distribution submodule.

What options did you consider?

Why did you choose the option you selected?

Step 5 Indicate the data-link protocol to deploy at the Server Access submodule.

What options did you consider?

Why did you choose the option you selected?

Step 6 Indicate the data-link protocol to deploy at the Server Distribution submodule.

What options did you consider?

Why did you choose the option you selected?

2-96 Designing Cisco Network Service Architectures (ARCH) v1.0 Copyright © 2003, Cisco Systems, Inc.



Step 7 Indicate which spanning-tree version you will run on the network (802.1D or
RSTP).

What options did you consider?

Why did you choose the option you selected?

Step 8 Indicate which spanning-tree implementation you will run on the network (PVST+
or MST).

What options did you consider?

Why did you choose the option you selected?

Step 9 Indicate the location of the spanning-tree root.

What options did you consider?

Why did you choose the option you selected?
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Step10  Indicate the type of switching (Layer 2 or Layer 3) to deploy in the Server Access
submodule.

What options did you consider?

Why did you choose the option you selected?

Step 11 Indicate the type of switching (Layer 2 or Layer 3) to deploy in the Server
Distribution submodule.

What options did you consider?

Why did you choose the option you selected?

Step12  Use the Cisco Product Advisor to select devices for the Server Access submodule.

What options did the Product Advisor present to you?

Why did you choose the option you selected?
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Step 13 Determine which modules and interfaces are required for the Server Access
submodule switches.

What options did you consider?

Why did you choose the option you selected?

Step14  Seclect a Cisco 10S version for the Server Access submodule switches.

What options did you consider?

Why did you choose the option you selected?

Step 15  Use the Cisco Product Advisor to select devices for the Server Distribution
submodule.

What options did the Product Advisor present to you?

Why did you choose the option you selected?
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Step 16

Step 17

Step 18

Step 19

Determine which modules are required for the Server Distribution submodule
switches.

What options did you consider?

Why did you choose the option you selected?

Select a Cisco I0S version for the Server Distribution submodule switches.

What options did you consider?

Why did you choose the option you selected?

On the overhead transparency, update the server farm network diagram to indicate
the products you selected at each location.

Determine what classes of IP addresses you will deploy within the server farm.

What options did you consider?

Why did you choose the option you selected?
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Step20  Determine whether private or public addressing is required. Determine whether
NAT/PAT is required. Identify the locations that require public addressing (if any).

Step 21  Indicate the IP addressing strategy required for the network by completing this table:

Location IP Address Ranges | Registered or Fixed or Variable DHCP Used?
Unregistered? Length Subnet
Masks?

Step22  Identify routing protocols within each area of the server farm network (or a single
routing protocol for the network).

What options did you consider?

Why did you choose the option you selected?

Step 23  Identify the networks, subnetworks, and autonomous systems for the routing
protocol(s) you selected.
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Step 24  Identify any static routes to deploy (if any) on the network.

Task 4: Design a Typical North American Plant Network (Optional)

Complete these steps:

Step 1 Create a campus network diagram for a typical plant in North America. This
network diagram shows the physical layout and the Campus Backbone module.
Label each location or area of the building.

Step 2 Indicate what type of VLAN trunking you will use (ISL or 802.1Q).

What options did you consider?

Why did you choose the option you selected?

Step 3 Indicate the type of physical media to deploy at the Building Access submodule.

What options did you consider?

Why did you choose the option you selected?

2-102 Designing Cisco Network Service Architectures (ARCH) v1.0 Copyright © 2003, Cisco Systems, Inc.



Step 4 Indicate the type of physical media to deploy at the Building Distribution
submodule.

What options did you consider?

Why did you choose the option you selected?

Step 5 Indicate the type of physical media to deploy at the Campus Backbone submodule.

What options did you consider?

Why did you choose the option you selected?

Step 6 Indicate the data-link protocol to deploy at the Building Access submodule.

What options did you consider?

Why did you choose the option you selected?
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Step 7 Indicate the data-link protocol to deploy at the Building Distribution submodule.

What options did you consider?

Why did you choose the option you selected?

Step 8 Indicate the data-link protocol to deploy at the Campus Backbone submodule.

What options did you consider?

Why did you choose the option you selected?

Step 9 Indicate which spanning-tree version you will run on the network (802.1D or
RSTP).

What options did you consider?

Why did you choose the option you selected?
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Step10  Indicate which spanning-tree implementation you will run on the network (PVST+
or MST).

What options did you consider?

Why did you choose the option you selected?

Step 11 Indicate the location of the spanning-tree root.

What options did you consider?

Why did you choose the option you selected?

Step12  Indicate the type of switching (Layer 2 or Layer 3) to deploy in the Building Access
submodule.

What options did you consider?

Why did you choose the option you selected?
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Step 13 Indicate the type of switching (Layer 2 or Layer 3) to deploy in the Building
Distribution submodule.

What options did you consider?

Why did you choose the option you selected?

Step 14  Indicate the type of switching (Layer 2 or Layer 3) to deploy at the Campus
Backbone submodule.

What options did you consider?

Why did you choose the option you selected?

Step15  Use the Cisco Product Advisor to select devices for the Building Access submodule.

What options did the Product Advisor present to you?

Why did you choose the option you selected?
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Step16  Determine which modules and interfaces are required for the Building Access
submodule switches.

What options did you consider?

Why did you choose the option you selected?

Step 17  Select a Cisco 10S version for the Building Access submodule switches.

What options did you consider?

Why did you choose the option you selected?

Step18  Use the Cisco Product Advisor to select devices for the Building Distribution
submodule.

What options did the Product Advisor present to you?

Why did you choose the option you selected?
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Step19  Determine which modules are required for the Building Distribution submodule
switches.

What options did you consider?

Why did you choose the option you selected?

Step20  Select a Cisco 10S version for the Building Distribution submodule switches.

What options did you consider?

Why did you choose the option you selected?

Step21  Use the Cisco Product Advisor to select devices for the Campus Backbone
submodule.

What options did the Product Advisor present to you?

Why did you choose the option you selected?
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Step 22

Step 23

Step 24

Step 25

Determine which modules are required for the Campus Backbone submodule
switches.

What options did you consider?

Why did you choose the option you selected?

Select a Cisco 1OS version for the Campus Backbone submodule switches.

What options did you consider?

Why did you choose the option you selected?

On the overhead transparency, update the campus network diagram to indicate the
products you selected at each location.

Determine what classes of IP addresses you will deploy on the network.

What options did you consider?

Why did you choose the option you selected?
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Step26  Determine whether private or public addressing is required. Determine whether
NAT/PAT is required. Identify the locations that require public addressing (if any).

Step 27  Indicate the IP addressing strategy required for the network by completing this table:

Location IP Address Ranges | Registered or Fixed or Variable DHCP Used?
Unregistered? Length Subnet
Masks?

Step 28  Identify routing protocols within each area of the campus network (or a single
routing protocol for the network).

What options did you consider?

Why did you choose the option you selected?

Step29  Identify the networks, subnetworks, and autonomous systems for the routing
protocol(s) you selected.
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Step 30  Identify any static routes to deploy (if any) on the network.

Step 31 Indicate the type of switching (Layer 2 or Layer 3) to deploy at the edge distribution
module.

What options did you consider?

Why did you choose the option you selected?

Exercise Verification

You have completed this exercise when you attain these results:

m A completed network design for the OCSIC Bottling Company headquarters location that
includes a logical network diagram (VLANSs), physical network diagram, network devices,
IP addressing strategy, and routing protocols

m A completed network design for the OCSIC Bottling Company server farm that includes a
logical network diagram (VLANSs), physical network diagram, network devices, IP
addressing strategy, and routing protocols

m  (Optional) A completed network design for one OCSIC Bottling Company North American
plant that includes a logical network diagram (VLANSs), physical network diagram,
network devices, [P addressing strategy, and routing protocols
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OPNET IT Guru Simulation

OPNET Technologies, Inc. provides intelligent network management software that enables
enterprises to optimize the performance, cost, and availability of networks and applications.
The OPNET IT Guru provides intelligent network management, empowering enterprise IT
managers to diagnose application performance problems, validate changes to server and router
configurations, and plan for growth and high availability.

Your instructor will demonstrate a series of OPNET IT Guru simulations based on the case
study exercise used throughout this class.

In this simulation, you will see three different campus designs for the OCSIC Bottling
Company, as follows:

m  The first simulation demonstrates a minimal design.
®  The second simulation demonstrates an optimal design.

B The third simulation demonstrates a high-end design.

Review the simulation as presented by your instructor. When the simulation is complete,
consider the following questions:

®  How would you modify your campus network design based on the OPNET IT Guru
simulation?

®  Which option is most effective for the network in terms of performance, scalability,
availability, and cost-effectiveness?

For more information about OPNET, visit www.opnet.com or send an e-mail to
opnet_info@opnet.com.

2-112 Designing Cisco Network Service Architectures (ARCH) v1.0 Copyright © 2003, Cisco Systems, Inc.



Designing Enterprise Edge
Connectivity

Overview

Enterprises commonly use WANS, on-demand connections, and the Internet to build an intranet
(site-to-site) between corporate offices, connect with customers and business suppliers over the
Internet, conduct electronic commerce, and provide remote access capabilities to their partners
and employees.

Upon completing this module, you will be able to:

m  Use the enterprise edge design methodology to design WAN, Remote Access, and the
Internet Connectivity modules

m  Design small, medium, and large enterprise site-to-site WANSs, given enterprise WAN
needs

®  Design an enterprise remote access solution, given enterprise remote access needs

m  Design the Internet Connectivity module, given enterprise needs to access the Internet

Outline

The module contains these lessons:

m  Reviewing the Enterprise Edge Network Design Methodology
m  Designing the Classic WAN Module
m  Designing the Remote Access Module

m  Designing the Internet Connectivity Module
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Reviewing the Enterprise Edge
Network Design Methodology

Overview

To facilitate effective network design, Cisco has developed a process that enables the network
designer to assess requirements, design each module of the network, and determine the
effectiveness of the design.

Importance

The Enterprise Composite Network Model enables network designers to design the Enterprise
Edge functional area from modular building blocks, which are scalable enough to meet
evolving business needs. By deploying a step-by-step methodology, network designers can
create an effective enterprise edge design that meets enterprise needs for performance,
scalability, and availability.

Objectives

Upon completing this lesson, you will be able to:

m  [dentify the modules that the network designers will design for the Enterprise Edge
functional area

m  Identify the performance, scalability, and availability design considerations for the
Enterprise Edge functional area of the Cisco Enterprise Composite Network Model

m  Describe a step-by-step methodology that network designers will use to design the
Enterprise Edge functional area

m  Access and analyze network traffic patterns typically found in enterprise edge networks



Learner Skills and Knowledge

To fully benefit from this lesson, you must have these prerequisite skills and knowledge:

m  Successful completion of the “Designing for Cisco Internetwork Solutions” (DESGN v1.0)
course

Outline

This lesson includes these topics:

m  Overview

m  Enterprise Edge Design within the Enterprise Composite Network Model
m  Typical Requirements for the Enterprise Edge

m  Enterprise Edge Design Methodology

®  Analyzing Network Traffic Patterns

®  Summary

B Quiz: Reviewing the Enterprise Edge Network Design Methodology
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Enterprise Edge Design within the Enterprise
Composite Model

The Enterprise Edge functional area contains the E-Commerce, Internet Connectivity,

VPN/Remote Access, and WAN modules. Each module has unique design requirements. This

topic identifies the modules and submodules that the network designer will design for the
enterprise edge.

Enterprise Edge Functional Area
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The Enterprise Edge functional area is comprised of four modules:
m  E-Commerce

m  Internet Connectivity

m  Remote Access and VPN

= WAN

Each module connects to the Edge Distribution module in the Enterprise Campus functional
area, which connects the Enterprise Edge and the Enterprise Campus functional areas.
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The Enterprise Edge modules perform these functions:

= E-Commerce: Enables enterprises to deploy e-commerce applications and take advantage
of the Internet. All e-commerce transactions pass through a series of intelligent services to
provide performance, scalability, and availability within the overall e-commerce network
design.

m  Internet Connectivity: Provides internal users with connectivity to Internet services.
Internet users can access the information on publicly available servers. Additionally, this
module accepts Virtual Private Network (VPN) traffic from remote users and remote sites
and forwards it to the Remote Access and VPN module.

Note VPN design is discussed in the Designing Virtual Private Networks module in conjunction
with security, a required concern when implementing VPNs over a public network.

m  Remote Access and VPN: This module terminates dial-in connections received through
the public switched telephone network (PSTN) and, after successful authentication, grants
dial-in users access to the network. It also terminates VPN traffic forwarded by the Internet
Connectivity module from remote users and remote sites, and initiates VPN connections to
remote sites through the Internet Connectivity module.

B WAN: Routes traffic between remote sites and the central site using dedicated media or
circuits. The WAN module supports any WAN technology, including leased lines, Frame
Relay, ATM, optical, cable, and wireless. It may also use PSTN dial-on-demand for
occasional access and availability.

Note This module focuses on designing the WAN, Remote Access, and Internet Connectivity
modules.

Practice

Q1)  Which function of the Enterprise Edge module forwards VPN traffic?

A) WAN
B) E-Commerce
O Internet Connectivity

D) Remote Access and VPN
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Typical Requirements for the Enterprise Edge

The Enterprise Edge module requires functionality, performance, scalability, availability,

manageability, and cost effectiveness. This topic identifies the features and functionality to

consider when designing the Enterprise Edge functional area.

(T T T Cisco.com

Typical Requirements for the
Enterprise Edge

* Functionality

* Performance

* Scalability

+ Availability

* Manageability

* Cost effectiveness

2002, Cisco Systems, Inc. All rights reserved. ARCH 1.0—3-7

The enterprise edge must meet these requirements:

Functionality: The enterprise network must support the applications and data flows
required, within the required time frames. Typical enterprise-wide applications include
online transaction processing (OLTP) systems, decision support systems (DSS), e-mail,
information sharing, and many other functions. Applications and data may require special
peak-time processing, or they may require steady processing throughout a day.

Performance: Performance includes three primary metrics: responsiveness, throughput,
and utilization. Each Enterprise Edge link and device will be measured in terms of how
well it meets all three performance metrics.

Scalability: The Enterprise Edge functional area must provide scalability for future growth
in the number of users and in the amount of data and applications that the network may
support.

Availability: Users perceive that the network is down, regardless of where a failure may
occur. 99.9 percent availability is a typical standard for most enterprise data networks.

Manageability: The Enterprise Edge module must be manageable across the entire
infrastructure.

Cost effectiveness: Cost effectiveness is a key concern for most enterprises, given limited
budgets. The network designer’s goal is to design the network for maximum efficiency
given affordability limitations. Affordability for the Enterprise Edge functional area
includes one-time costs for equipment, as well as ongoing tariffs or service charges.
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The figure describes which Enterprise Edge modules meet enterprise needs for functionality,
performance, scalability, availability, manageability, and cost effectiveness, and the importance
of each component in meeting that need. Each need is ranked in terms of its relative importance
in the campus network, where Critical is highest in relative importance, followed by Important
and Normal. For example, functionality is critical (that is, absolutely required) to the E-
Commerce module, while scalability is important (desirable) to the E-Commerce module.

Practice

Q1)  Which requirement for the Enterprise Edge can you measure, in part, by utilization?

A) availability
B) functionality
O) performance
D) cost effectiveness
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Enterprise Edge Design Methodology

Cisco has developed a methodology that you can use to design the Enterprise Edge functional
area. The design is based on application characteristics, and involves selecting topology, an
ISP, Layer 2 and Layer 1 technologies, features, specific Cisco devices, and routing protocols.
This topic describes a step-by-step methodology that network designers will use to design the
Enterprise Edge functional area.

Enterprise Edge Design Methodology
[ TN PATATATATAT

Cisco.com

» Characterize applications.
+ Select and diagram the WAN topology.
+ Select a service provider and negotiate.

- Select Layer 2 WAN, remote access, or Internet
technologies.

- Select Layer 1 WAN, remote access, or Internet
technologies.

- Select specific WAN, remote access, and Internet
features.

 Select specific Cisco network devices at each location
and create a network topology diagram.

+ Select routing protocols and IP addressing.
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To design the Enterprise Edge functional area, you will complete a series of steps. The table
describes the Enterprise Edge design methodology used throughout this course.

Step Description Notes and Comments
1. Characterize applications for the Enterprise The important application characteristics are bandwidth,
Edge functional area. delay, and loss requirements.
2. Select and diagram the WAN topology. Based on the geography and data-sharing
requirements, you will design the WAN topology.
3. Select a service provider and negotiate price Each service provider will offer different services, rates,
and features. and quality guarantees. Once you have selected a

service provider, you can complete the remaining steps
based on the features available to you.

4. Select a Layer 2 WAN, remote access, or The Layer 2 technology selection is based on
Internet technology for each link on the application requirements and the features a service
enterprise network. provider has to offer.

5. Select a Layer 1 WAN, remote access, or Based on the Layer 2 technology selection and the
Internet technology for each link on the services offered by the service provider, you can select
enterprise network. the Layer 1 technology.

6. Select specific WAN, remote access, and WAN features are based on application requirements
Internet features for each link on the enterprise | and the features a service provider has to offer.
network.
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Step Description Notes and Comments

7. Select specific Cisco network devices and Based on the specific requirements at each location,
hardware and software options at each select specific Cisco network devices that meet
location and create a network topology specified criteria.
diagram.

8. Select routing protocols and IP addressing for | Similar to the Enterprise Campus functional area, you
the Enterprise Edge functional area. will select routing protocols and an IP addressing

strategy for the Enterprise Edge functional area.

Practice

Q1)  What information do you need before you can begin to design the Enterprise Edge
functional area?

A) IP addressing scheme
B) identified WAN topology
0) routing protocol selection

D) application characteristics
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Analyzing Network Traffic Patterns

The important characteristics of network applications at the Enterprise Edge functional area are
bandwidth, delay, and loss. This topic helps you assess and analyze network traffic patterns
typically found in the Enterprise Edge functional area.

Characterizing Applications

li Cisco.com
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Delay Toolerance/
To/From Name of Type of: Number. of; Number. of; Loss
Location Application Application Users Servers Characteristics
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Headguarters Order; Database! High'bandwidth
to Processing Highjdelay,
NY:Office LLow loss

San Franciscor  Web Content HTMLY/ Medium'bandwidth
Office to HITP Highidelay,
Asia Pac Medium'loss
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You will characterize the applications that are shared between any two or more sites on the
network. The information you gather will help you determine the performance, scalability, and
requirements for each WAN, remote access, or Internet link.

Use the table to characterize the applications at each network campus location, filling in the
fields as indicated. The figure contains an example application table.

To/From Name of Type of Number of Number of Bandwidth/Delay/
Location Application Application Users Servers Loss
Characteristics
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Approximate Size of Objects

Transferred Across the Network
| T TP Cisco.com

Type of Data Size in MB

Textie-maillmessage 0101

Spreadsheet 0

Computer screen 0:5

Richie-mail message

Still image

Multimedialobject

Database replication
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Use the table to help characterize traffic load for applications that an enterprise wants to
implement. The data in the table is approximate and does not take the place of a thorough
analysis of the network in question.

Practice

Q1)  Which three types of information do you need to characterize applications on the
network? (Choose three.)

A) name of users

B) age of application

O) type of application

D) number of users and servers

E) bandwidth requirement, delay tolerance, and loss characteristics
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
| T T T TR Cisco.com

* The Enterprise Edge functional area contains the E-
Commerce, Internet Connectivity, VPN/Remote Access,
and WAN modules. Each module has unique design
requirements.

* The Enterprise Edge module requires functionality,
performance, scalability, availability, manageability, and
cost effectiveness.

* A specific methodology can be used to create the
Enterprise Edge Module design. The design is based on
application characteristics, and involves selecting
topology, an ISP, Layer 2 and Layer 1 technologies,
features, specific Cisco devices, and routing protocols.

* The important characteristics of network applications at
the Enterprise Edge are bandwidth, delay, and loss.

2002, Cisco Systems, Inc. All rights reserved. ARCH 1.0—3-12

References

For additional information, refer to these resources:

B “Wide Area Network Design” at
http://www.cisco.com/warp/public/779/largeent/design/wan_index.html
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Quiz: Reviewing the Enterprise Edge Network
Design Methodology

Complete the quiz to assess what you have learned in this lesson.

Objectives

This quiz tests your knowledge on how to:

m  [dentify the modules that the network designers will design for the Enterprise Edge
functional area

m  Identify the performance, scalability, and availability design considerations for the
Enterprise Edge functional area of the Cisco Enterprise Composite Network Model

m  Describe a step-by-step methodology that network designers will use to design the
Enterprise Edge functional area

B Access and analyze network traffic patterns typically found in enterprise edge networks

Instructions

Answer these questions:

Q1)  What are two functions that the Remote Access and VPN module performs? (Choose
two.)

A) grants dial-in access

B) forwards VPN traffic

0] terminates VPN traffic

D) routes traffic between remote sites and the central site
E) connects the Enterprise Edge and the Enterprise Campus

Q2)  Which two Enterprise Edge modules have availability as a critical requirement?
(Choose two.)

A) WAN module
B) E-Commerce module
O Internet Connectivity module

D) Remote Access and VPN module
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Q3)  Which two items drive the selection of the Layer 1 technology for the Enterprise Edge
functional area? (Choose two.)

A) geography

B) Layer 2 technology

0] ISP services available
D) application requirements
E) data sharing requirements

Q4)  What is the typical approximate size of a multimedia object on an enterprise network?

A) 0.0l MB
B) 0.5MB
C) 1MB
D) 100 MB

Scoring

You have successfully completed the assessment for this lesson when you earn a score of 80
percent or better.
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Designing the Classic WAN
Module

Overview

Wide-area networking provides communications to users across a broad geographic area.
Wide-area networks (WANSs) are typically composed of routers and switches that link sites and
remote offices around the world. Network designers can select WAN links of many sizes and
which utilize different technologies, depending on the requirements of each link.

Importance

Cisco WAN solutions help network designers build scalable networks and deliver business-
critical services using the communications infrastructure.

Objectives

Upon completing this lesson, you will be able to:

m  [dentify typical enterprise needs for site-to-site WANSs
m  Recommend a WAN topology, given criteria that affect the selection of WAN topologies
m  Identify the services and service-level agreements desired of WAN service providers

m  Recommend data-link layer technologies, given criteria that affect the selection of data-link
layer technologies

m  Recommend physical layer protocols, given criteria that affect the selection of physical
layer protocols

m  Select WAN features that meet specified enterprise requirements

m  Select edge routing solutions, based on specific enterprise requirements



®m  Propose routing protocols and IP addressing strategies for a site-to-site WAN, based on
specific enterprise requirements

®  Design small, medium, and large enterprise site-to-site WANSs, given enterprise edge
requirements

Learner Skills and Knowledge

To fully benefit from this lesson, you must have these prerequisite skills and knowledge:

m  Successful completion of the “Designing for Cisco Internetwork Solutions” (DESGN v1.0)
course

Outline

This lesson includes these topics:

m  QOverview

m  Enterprise Needs for the WAN

m  Selecting the WAN Topology

m  Selecting a Service Provider

m  Selecting the Data-Link Layer

m  Selecting the Physical Layer

m  Selecting WAN Features

m  Selecting Cisco Edge Routing Solutions
®  Routing Protocol and IP Addressing Considerations
m  Example: Enterprise WAN Design

B Summary

®  Quiz: Designing the Classic WAN Module
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Enterprise Needs for the WAN

An enterprise site-to-site WAN network must meet requirements for bandwidth, link quality,
reliability, data-link protocol characteristics, always-on or on-demand characteristics, and cost.

This topic identifies typical enterprise needs for the site-to-site WAN.

Enterprise Needs from the WAN
| T T TN Cisco.com

* Bandwidth

* Link quality

* Reliability

- Data-link protocol characteristics

* Always-on or on-demand characteristics
* Cost
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Applications drive the design of the site-to-site WAN. To determine the site-to-site

requirements, understanding the number of users at each location and which applications will

be used will dictate the service and bandwidth requirements for each regional and branch site.

Traditionally, WAN communication has been characterized by relatively low throughput and

high error rates. Because the WAN infrastructure is generally rented from a service provider,

WAN network designs optimize the cost of bandwidth and pursue bandwidth efficiency.

Based on application needs, enterprises typically have these requirements for a site-to-site

WAN solution:

m  Bandwidth: Sufficient bandwidth is required to support applications.

®  Link quality: High link quality is required to ensure end-to-end delivery of packets.

m  Reliability: Reliability and availability are critical to ensure end-to-end delivery of packets.

m  Data-link protocol characteristics: Each data-link protocol offers services that make the

protocol ideal for certain applications.

= Always-on or on-demand characteristics: Some applications require that a WAN be

available all the time (always on) or as needed (on demand).

m  Cost: Cost effectiveness is a concern for any network solution. The WAN solution needs to

consider fixed and recurring costs.

Copyright © 2003, Cisco Systems, Inc.
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Practice

Q1)  Which two requirements help ensure end-to-end delivery of packets? (Choose two.)

A)
B)
®)
D)

E)

reliability
bandwidth
on-demand
link quality

protocol characteristics
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Selecting the WAN Topology

The WAN topology includes the physical and logical WAN topology. The topology is closely
related to the geographical structure of the enterprise. This topic helps you recommend a WAN
topology, using criteria that affect the selection of WAN topologies.

Typical Large Enterprise WAN
T T T

11 Cisco.com

Regianal Ed

Fartial Mes
Full Mesh e —ﬁ
Branch Edge

Hizh & Spoke or
Fartial Mesh

:—ﬁ-__ —
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The site-to-site WAN may include a branch, regional, and core hierarchy. You will identify the
reliability, availability, and service levels for each level of the hierarchy in the WAN during the
design phase.

The actual design will often mirror the enterprise’s organizational structure. The WAN
requirements at each point in the network will be unique. Although you can group sites that
have similar requirements, the actual bandwidth and service requirements will be different for
each site on the network.

For example, given that the required bandwidth from a branch office to its regional office is
256 kbps, what amount of bandwidth is needed from the regional office that supports four
branch offices to the central site? In the calculation, do not forget to include the bandwidth
requirements for the regional office itself, and then add it to the total bandwidth (4 x 256 kbps)
coming from the four branch offices.

To determine bandwidth requirements, you can work from the branch and remote access
devices into the central site. This allows you to determine the aggregation needs and to identify
bandwidth limitations early in the process.

Starting with the branch office and working back to the Campus Backbone submodule makes it
easier to see bottlenecks or potential aggregation issues.
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Branch Office WAN
[T T TTTT T TTTTAI T AT Cisco.com

* Redundancy Regional Edge Branch Edge

depends on the Partial Mes
criticality of the site =F-
and the number of 7 ]

users affected.

* Branch offices
normally do not act
as aggregation ﬁ
points.
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The branch office is typically the end of the network. When designing the WAN to reach the
branch office, ask these questions:

®  How many users are in the branch?

m  What are the per-application bandwidth requirements?
m  What is the total bandwidth needed for applications?
®  What type of routing protocol is going to be used?

m  What are the redundancy needs of the site? What is the effect on the business if the site is
unreachable or if the site cannot reach the central servers?

m s the site supporting on-demand connectivity to other sites or users?

After you determine the number of users and bandwidth, you can determine the total amount of
bandwidth for the branch site using this formula:

B ((users * bandwidth) * 1.5) = amount of bandwidth for the site

If the branch office requires redundant links, the design will use either dual WAN links to two
different regions or connect to another branch that connects to a regional site. The link between
two branch offices is generally the minimum amount of bandwidth to support each branch. In
that case, oversize the link between the branch and the regional site to support a fraction of the
bandwidth (usually half) of the other branch site. A third method is to implement a dial-on-
demand circuit through either ISDN or the PSTN.
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The regional office typically sits between the Campus Backbone submodule and the branch
offices. It may house the application servers that the branch sites use, or it may simply provide
access to the Campus Backbone submodule. The regional office will have its own set of
requirements for WAN connectivity.
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Regional Office WAN

II1 Cisco.com

Branch Edge
Central Site Regicnal Edge

Edge Partial Mosh @

o q

* Includes multiple load-sharing links to the
central site

- Aggregates traffic from the branch and sends it
to the central site
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Before developing the WAN module to support a regional office WAN, ask these questions:

®  How many users are in the regional office?

m  What are the per-application bandwidth requirements?
m  What is the total bandwidth needed for applications?
®  What type of routing protocol is going to be used?

m  What are the redundancy needs of the site? What is the effect on the business if the site is
not reachable or the site cannot reach the central servers?

m s the site supporting on-demand connectivity to other sites or users?
m s the site a rally point for traffic from other sites to pass through?

m  Does the regional site have servers or services that are shared with other offices, either
branch or core? Does this change the amount of bandwidth that the branch offices need to
the core?

It is common for the regional office to be an aggregation point for multiple branch offices.
When aggregation is done it is imperative to ensure there is enough bandwidth from the
regional office to the core to provide the expected level of service to all branch offices that
connect to that regional site. The regional office typically has multiple load-sharing links
between the regional office and the central site Enterprise Edge functional area.
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The Campus Backbone can be a single router or a collection of routers used to terminate the
WAN links from the regional layer. The central site Enterprise Edge functional area is typically
a fully meshed environment with multiple load-sharing links, able to distribute all of their
aggregated traffic from the regional office.
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Enterprise WAN Backbone

II1 Cisco.com

Enterprise Edge

I
Full Mesh - Generally a full mesh

between sites

Site 1 Site 2

* Must incorporate
aggregation from the
regional offices

- Server farms are normally
accessed through the
network.

Site 3 Site d
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The Campus Backbone WAN is normally the center of the enterprise. The requirement for
high-speed connectivity between routers is critical to ensure that all of the outlying regions and
branches/remote sites maintain their service levels. When designing the enterprise WAN
backbone, ask these questions:

m  What are the per-application bandwidth requirements?
B What is the total bandwidth needed for applications?
m  What type of routing protocol is going to be used?

m  What are the redundancy needs of the site? What is the effect on the business if the site is
not reachable?

m s the site supporting on-demand connectivity to other sites or users?

m s the site a rally point for traffic from other sites to pass through?

If the core is a single router or the Enterprise Edge routers of a large-scale enterprise, it must
support the total aggregation of all of the traffic from the rest of the network.
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Practice
Q1)  What type of topology does a Campus Backbone WAN generally support?
A) full mesh
B) partial mesh
0] point-to-point

D) switched backbone
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Selecting a Service Provider

Once the bandwidth, redundancy, and service level requirements are defined, it is time to talk
to several providers to determine what transport is available to implement the design. Do not be
surprised if you have to do some redesign based on the features, services, and costs that the
provider offers. This topic describes criteria for selecting a WAN service provider.

Criteria for Selecting a

Service Provider
T TTA T TTCTATITIO T Cisco.com

* Price

» Speeds supported

* Features supported

* Geographies covered

+ Service-level agreements
—Bandwidth
—Round-trip response
—Network services
—Loss
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Each service provider offers a range of prices, speeds, features, and geographical coverage,
which will affect your selection. Once you select a service provider, you can redesign the site-
to-site WAN based on the services available to you. The selection of a service provider depends
on these criteria:

m  Price: Price, including one-time and fixed costs, is one of the most important criteria when
selecting a service provider.

= Speeds supported: Different service providers offer a different range of speeds for
different technologies. Speed is often closely related to price. Distance may also affect
price. Make sure the service provider you select offers the speeds you require.

m  Features supported: Different service providers offer different WAN features and
technologies. Features offered may affect price. Make sure the service provider you select
offers the appropriate range of features possible.

®  Geographies covered: The service provider must service the geographies you need to
include in the WAN. Several different service providers may be needed to provide the full
geographical coverage the network requires.
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m  Service-level agreements: A service-level agreement is a key component of a service level

contract (SLC). The SLC specifies connectivity and performance agreements for an end-

user service from a provider of service. A service provider may provide wide-area or

hosted application services. The table describes an example service-level agreement and

how it is measured.

Network Availability Measurement Average Maximum Response
Area Target Method Network Response Time
Response Time Time Measurement
Target Accepted Method
WAN 99.9% Impacted user Under 100 ms 150 ms Round-trip
minutes (round-trip ping) ping response
Critical WAN 99.95% Impacted user Under 100 ms 150 ms Round-trip

and extranet

minutes

(round-trip ping)

ping response

Practice

Q1)  Which service provider selection criterion is closely related to speed?

A)
B)
0

D)

price

features

geographies

service-level agreements
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Selecting the Data-Link Layer

For the data-link layer, you will select technologies including PPP, Frame Relay, ATM, and
X.25. This topic helps you select data-link layer technologies, using criteria that affect the
selection of data-link layer technologies.

Selecting the Data-Link Layer
| T TTTATT Cisco.com

q Link Network A
Bandwidth Quality Delay Reliability, Cost

Moderate LLow! o) o) LLow:

|
EFrame Relay Moderate High Moderate Moderate

|

High High Moderate Moderate
|

LLow, LLow, High Moderate
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The figure describes the characteristics of Layer 2 technologies. Your selection of a data-link
technology depends on services that your service provider offers and the features your network
requires.

These Layer 2 technologies are available for site-to-site WANs:

= Point-to-Point Protocol (PPP): PPP provides router-to-router and host-to-network
connections over synchronous and asynchronous circuits. PPP is typically used for the
transmission of IP packets over serial lines and ISDN.

®  Frame Relay: Frame Relay is a switched data-link layer protocol that handles multiple
virtual circuits using HDLC-derived encapsulation between connected devices. Frame
Relay is more bandwidth efficient than X.25, the protocol for which it is generally
considered a replacement. Frame Relay provides cost-effective, high-speed, low-latency
virtual circuits between sites. Frame Relay runs over DS0, T1/E1, and serial links.

m  ATM: ATM is the international standard for cell relay in which multiple service types
(such as voice, video, or data) are conveyed in fixed-length (53-byte) cells. Fixed-length
cells allow cell processing to occur in hardware, thereby reducing transit delays. ATM is
designed to take advantage of high-speed transmission media, such as T1/E1, T3/E3, and
optical. ATM provides support for multiple service classes for different application
requirements.
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m X.25: X.25 is an International Telecommunication Union Telecommunication
Standardization Sector (ITU-T) standard for use in packet data networks. X.25 is an older
protocol that is often being replaced by Frame Relay. X.25 runs over DS0, T1/E1, and
serial links.

Practice

Q1)  What reason might you have for choosing ATM instead of Frame Relay for the data-
link layer?

A) cost
B) bandwidth
0) reliability

D) network delay
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Selecting the Physical Layer

For the physical layer, you will select physical layer technologies including leased-line, digital
subscriber line (DSL), dial-up, ISDN, or optical. This topic helps you recommend physical
layer technologies, using criteria that affect the selection of physical layer technologies.

Bandwidth
Range

[Ceasediline Low/High

Moderate

Low,

Moderate

Optical High

©2003, Cisco Systems, Inc. Al rights reserved.

Link
Quality,
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High

Selecting the Physical Layer
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On Demand
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Cost
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| |
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|
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The figure describes the characteristics of Layer 1 technologies. These Layer 1 technologies are

available for site-to-site WANS:

m  Leased line (synchronous or asynchronous serial; or time-division multiplexing):
Leased lines can be used for Point-to-Point Protocol (PPP) networks and hub-and-spoke

topologies, or for backup for another type of link.

m Digital subscriber line (DSL): DSL is becoming widely available as an always-on Internet

connectivity option.

m  Dial-up: Dial-up is a low-speed but cost-effective technology for intermittent, on-demand

WAN requirements including access to corporate data networks.

m  ISDN: ISDN can be used for cost-effective remote access to corporate networks. It
provides support for voice and video as well as a backup for other links.

m  Synchronous Optical Network (SONET)/ Synchronous Digital Hierarchy (SDH):
Establishes Optical Carrier (OC) levels from 51.8 Mbps (capable of transporting a T3

circuit) to 40 Gbps.
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Practice

Q1)  Which physical layer technology might be the best choice for a cost-effective remote
access solution that natively supports voice?

A) DSL

B) ISDN
0 dial-up
D) SONET
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Selecting WAN Features

After you select the Layer 2 and Layer 1 technologies, you can select specific WAN features.
Each Layer 2 technology has its own WAN features to select. This topic helps you select WAN
features that meet specified enterprise requirements.

Selecting WAN Features

T TN Cisco.com

- PPP - ATM
— Multilink PPP or PPP — Number of ports

. — Service Class (one of
Frame Relay CBR, ABR, UBR, RT-VBR,
— Number of ports NRT-VBR)
-CIR - X.25
— Maximum burst size - Rate

— Number of ports
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The WAN features available depend on the service provider you selected. For each Layer 2
technology, you can select these features:

m  PPP: The rates available for PPP depend on the type of connection, synchronous or
asynchronous. Multilink PPP (MP) allows devices to send data over multiple point-to-point
data links to the same destination by implementing a virtual link. The MP connection has a
maximum bandwidth equal to the sum of the bandwidths of the component links. MP can
be configured for either multiplexed links, such as ISDN and Frame Relay, or for multiple
asynchronous lines.

m  Frame Relay: You can select a number of ports, committed information rate (CIR), and
maximum burst size for Frame Relay. The number of ports depends on the number of
connections required at any point in time as well as bandwidth requirements. The CIR is
fixed.
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m  ATM: You can select the number of ports for ports and one of these service classes:

— Constant bit rate (CBR): This traffic category has a bandwidth guarantee. Use it for
traffic least tolerant of delay or loss.

— Available bit rate (ABR): This traffic type is scheduled at the same priority as nonreal
time (NRT) variable bit rate (VBR). Use it for medium priority traffic.

— Unspecified bit rate (UBR): This traffic category is “best effort.” Use it only for least
important traffic.

— Real time variable bit rate (RT-VBR): This traffic category has a higher priority than
NRT-VBR and a lower priority than CBR. Use it for medium priority traffic.

— Nonreal time variable bit rate (NRT-VBR): This traffic type has a higher priority
than UBR, but lower than RT-VBR. Use it for medium priority traffic.

m  X.25: You can select the number of ports and speed for X.25, although rates will be lower
than those available for Frame Relay.

Practice

Q1)  For which WAN technology can you select maximum burst size?

A)  PPP
B)  X25
C) ATM

D) Frame Relay
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Selecting Cisco Edge Routing Solutions

The Cisco Product Advisor is a useful tool for selecting edge routing solutions. The tool is
interactive, and provides a list of options from which to choose. This topic shows you how to
select Cisco edge routing solutions, based on specific enterprise requirements.

Selecting Cisco Edge

Routing Solutions
T T T Cisco.com
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Cisco offers the Product Advisor to help you select the right routing solution for the enterprise
edge network. The tool operates in two modes: novice and expert. To access the Product
Advisor, go to

http://www.cisco.com/en/US/products/products_cisco_product_advisor_tool launch.html and
click the Cisco Product Advisor link. Then click a device category. The Product Advisor will

ask you questions to help select routers for particular needs. It does not include all products and
features, but provides helpful information to help you select appropriate Cisco products.

The table summarizes the questions to answer to help select the right Cisco router. The table
describes only the options relevant to a site-to-site WAN, not all options that may be available.

Step Description Notes and Comments

1. Determine the type of environment in which the Select one:

router will be deployed. . .
m  Small office/branch office

m Corporate office/central site

m Large branch/regional office
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Step

Description

Notes and Comments

Determine how the router will be used.

Select one or more:

= To connect to the Internet

m To connect offices together

m To connect employees to the network remotely
m To deploy IP telephony on the network

m To provide security for the network

Determine the type of configuration required.

Select one:

m Fixed configuration (less expensive, not highly
scalable)

m  Modular configuration (more expensive, highly
scalable)

m No preference

Determine the type of LAN connectivity required.

Select one or more:

m Ethernet (10BaseT)
m Fast Ethernet (10/100)
= Gigabit Ethernet

Determine the number of LAN ports required.

Select one:
1
m 2

m more than 2

Select the types of WAN connectivity required.

Select one or more:

= T1/E1

m Fractional T1/E1

m ISDN PRI/Channelized T1/E1
= |SDN BRI

m Synchronous Serial

m Asynchronous Serial

= T3/E3/OC3

m DSL

m ATM

= Frame Relay

Determine the number of WAN ports required.

Select one:
m 1

= 2-10

= 11-30

m more than 30

Determine if voice will be deployed on the WAN,
now or in the future.

Answer Yes or No.

Determine if a redundant power supply is required.

Answer Yes or No.

10.

Determine if a rack-mountable router is required.

Answer Yes or No.
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Step Description Notes and Comments
1. Determine which software features are required Select one or more:
now and in the future.
= VPN
m Firewall
m Internet/WAN access
12. Select the Cisco 10S® version for each router you
selected.
Practice
Q1)  How does the Cisco Product Advisor help you to select a routing solution?
A) by listing all products available
B) by categorizing products by solution needs
0) by matching your criteria with specific products
D) by presenting product feature and configuration tables
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Routing Protocol and IP Addressing
Considerations

The decision about which routing protocols to implement is based on the design goals, the
physical topology of the network, and the configuration of links for remote sites. Routing
protocol selection is closely related to IP addressing strategies. This topic helps you select
routing protocols and IP addressing for a site-to-site WAN, based on specific enterprise
requirements.

Routing Protocol Considerations for

the Site-to-Site WAN
T S

Static
Routes

Hierarchical

Point-to-Point:

Point-to-Multipoint
(Erame:Relay)
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Edge routing protocols include static routes, Enhanced Interior Gateway Routing Protocol
(EIGRP), Open Shortest Path First (OSPF), and Routing Information Protocol version 2
(RIPv2).

Select a site-to-site WAN routing protocol based on these considerations:

m  Static routing is useful in smaller environments where there are few WAN connections.

m  EIGRP is suitable for nonbroadcast multiaccess (NBMA) environments where there are
split horizon issues, such as with Frame Relay or ATM multipoint interfaces. When
equipment from multiple vendors is part of the overall design, the use of EIGRP is
restricted.

m  OSPF is useful in NBMA and dial-up environments. OSPF requires more knowledge for
proper configuration.

m  RIPv2 is useful for small- to medium-size networks that do not exceed the 15-hop limit.

Copyright © 2003, Cisco Systems, Inc. Designing Enterprise Edge Connectivity
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Routing Protocol and IP Addressing

Design Considerations
| e T Cisco.com

+ EIGRP

— Reduce the query range via summarization,
distribution lists, and stubs.

— Allow for route summarization.
+ OSPF

— Areas organize and allow division of large networks.

— Create an address hierarchy to match the topology.

— Make addressing contiguous with respect to topology.
* RIPv2

— Use a limited number of hops.

— Allow for route summarization.
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The routing protocol and IP addressing design considerations are closely related. Design
considerations for routing protocols and IP addressing are:

m  EIGRP: Reduce the query change using summarization, distribution lists, and stubs. Use
route summarization whenever possible.

m  OSPF: An area is a logical collection of OSPF routers and links. A router within an area
must maintain a topological database for the area to which it belongs. The router does not
have any detailed information about networks outside of its area, thereby reducing the size
of its database.

m  RIPv2: RIPv2 is a good choice for hub-and-spoke environments. To design RIPv2, send
the default route from the hub to the spokes. The spokes then advertise their connected
interface via RIP. RIPv2 can be used when there are secondary addresses on the spokes that
need to be advertised or if several vendors' routers are used.
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Identifying an IP Addressing
Strategy

| T T T TR Cisco.com

* Determine the size of the network.
—How big is the network?

—How many locations are in the network and
what are their sizes?

—What class of addresses and how many
networks can be obtained from the public
number authority?

—How many addresses will be needed
throughout the network?
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The questions to ask to help identify the IP addressing strategy for the WAN are the same as
those you would ask for the enterprise campus network.

The first step in IP addressing plan design is to determine the size of the network in order to
establish how many IP addresses are needed. To gather the required information, answer these
questions:

m  How big is the network? Determine the number of workstations, servers, [P phones, router
interfaces, switch management interfaces, firewall interfaces, and so on. The summary
defines the minimum overall number of IP addresses required for the network. Because all
networks tend to grow, allow a reserve of about 20 percent for potential network expansion.

®  How many locations are in the network and what are their sizes? The information
about the sizes of the individual locations is closely related to the overall network size.

m  What class of addresses and how many networks can be obtained from the public
number authority? The required IP address classes for the planned network are based on
information about the network size, the number of locations, and the size of the individual
locations.

m  How many addresses will be needed throughout the network? Determine the number of
addresses needed for workstations, servers, IP phones, network devices, and so on.
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Identifying an IP Addressing
Strategy (Cont.)
(T
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* Determine if you need private or public addresses.
— Are private, public, or both address types required?

— How many end systems need access to the public
network only?

— How many end systems need to be visible to the public
network also?

— How and where will you cross the boundaries between
the private and public addresses?

* Determine how to implement the IP addressing hierarchy.
— Is hierarchy needed within an IP addressing plan?

— What are the criteria to divide the network into route
summarization groups? Is a multilevel hierarchy
needed?
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Next, determine if you need private or public addresses based on these questions:

B Are private, public, or both address types required? The decision when to use private,
public, or both address types depends on the Internet presence and the number of publicly
visible servers. Four situations are possible:

— No Internet connectivity: The network is isolated and there is no need to acquire
public addresses.

— Internet connectivity, no public accessible servers: The network is connected to the
Internet and thus public addresses are required. Use one public address and translation
mechanism to allow access to the Internet. Private addresses are used to address the
internal network.

— Internet connectivity, public accessible servers: The public addresses are required to
connect all public accessible servers to the Internet. The required number of public
addresses varies, but in most instances a public address is required for the routers that
connect to the Internet, and any publically accessible servers, plus a range of addresses
needs to be available for the corporate users that are accessing the Internet.

— All end systems should be publicly accessible: Only public addresses are required
and used to address the whole network.

= How many end systems need access to the public network only? This is the number of
end systems that need a limited set of external services (for example, e-mail, FTP, web
browsing) and do not need unrestricted external access.
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®  How many end systems need to be visible to the public network also? This is the
number of Internet connections and servers that need to be visible to the public (public
servers and servers used for e-commerce, such as web servers, database servers, and
application servers), which defines the number of required public addresses. These end
systems require addresses that are globally unambiguous.

®  How and where will you cross the boundaries between the private and public
addresses? When private addresses are used for addressing in a network, and this network
needs to be connected to the Internet, a translation mechanism such as Network Address
Translation (NAT) must be used to translate from private to public addresses and vice
versa.

The decision on how to implement the IP addressing hierarchy is an administrative decision
that is based on these questions:

®m s hierarchy needed within an IP addressing plan? You will decide how to implement
the IP addressing hierarchy based on the network size and the geography and topology of
the network. In large networks, the hierarchy within the IP addressing plan is required in
order to have a stable network.

m  What are the criteria to divide the network into route summarization groups? The

network is usually divided into route summarization groups based on the network size and
topology.

Practice

Q1)  For which routing protocol is route summarization recommended whenever possible?

A) BGP

B) OSPF

O EIGRP

D) static routes
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Example: Enterprise WAN Design

This example provides an opportunity to look at the design of the branch, regional, and Campus
Backbone WAN components.

Company Background

A national insurance brokerage has four main data centers and each data center has four
regional offices and each regional office has four branch offices. There are a total of 64 branch
offices, 16 regional offices and 4 core offices.

Their primary WAN applications are e-mail and database applications with low bandwidth
requirements. The IT department has done a study and determined that each branch office
needs 128 kbps worth of bandwidth, and each regional office needs 256 kbps of bandwidth.

The first part of the design project was to determine how the branch offices will be connected
to the regional offices. The company identified these network needs:

m  Total bandwidth required for applications: 128 kbps per branch.

B  Redundancy needs of the site: The IT staff determined that 32 of the 64 offices did not
require a redundant link, since the downtime at those offices would not drastically impact
the company. The other 32 sites needed redundancy. The decision was to have those branch
offices dual homed to two different regional offices.
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Example Branch Office WAN
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From the information gathered, the company decided to implement two different design
scenarios. The requested bandwidth for the single run site will be 128 kbps. For the dual-homed
branch offices, each link will be 128 kbps.
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Site-to-Site Regional Office to
Campus Backbone
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The next goal was to design the regional office WAN layout. The IT department wanted the
regions to be connected through a closed delta design, each region connected to two different
core sites. To determine the amount of bandwidth needed between the regions and the Campus
Backbone, they calculated the aggregate bandwidth from the branches (4*128 = 512) and then
added it to the bandwidth requirements for the regional site (512 + 256 = 768). Since there were
two load-sharing paths to the Campus Backbone submodule, they were sized using the current
requirements of 768 kbps per link.

To complete the design decision, the company identified these network needs:

= Total bandwidth needed for applications: 256 kbps. There are four branch offices
requiring a total of 512 kbps of throughput to the Campus Backbone submodule.

m  Redundancy needs of the site: There is a requirement for load-sharing redundant links
from the regional offices to the Campus Backbone submodule.
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The next step was to design the Campus Backbone connectivity. Between the core and the
regional office, 768-kbps links were implemented. The IT team determined that each core could
be self-sufficient, but the company wanted sufficient bandwidth to support database and server
replication. According to their experts, two T1s of bandwidth were required. From each site,
they required 768*4 = 3072 kbps of bandwidth. Therefore, the two T1s = 3072 + 3000 = 6
Mbps worth of bandwidth between the Campus Backbone sites. The service provider was
willing to provide a T3 for the price of 4 T1’s. Each core router had three T3’s going to the

other core devices.

Site-to-Site WAN Solution

The table summarizes the design decisions that the enterprise made to meet their requirements.

Design Question

Decision

Notes and Comments

What topology will be used for the
WAN?

Mixture of partial mesh and full mesh
in the core

Given the size and requirements of
the network several topologies are
used.

What service provider will be
selected?

National carrier

A national carrier is required to
provide geographical coverage.

What data-link layer protocol will be
used

Frame-Relay where available and
PPP leased lines where Frame Relay
is not available

What physical network media will be
used?

Copper or fiber

Which Cisco products will be used?

Branch offices: Cisco 1720
Regional offices: Cisco 2620
Core: Cisco 3640
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Design Question Decision Notes and Comments

Which routing protocols will be used? | OSPF hierarchical design Given the number of sites and the
way the design leads to an easy
division of areas, OSPF was chosen.

What IP addressing scheme will be Access to the Internet and NAT are A single Class C address provides
used? required Internet connectivity. A Class B is
required used internally and NAT is
used outside the corporate network.

Practice

Q1)  Which Layer 2 technology might be a suitable WAN alternative to Frame Relay?

A)  PPP
B) ATM
C)  X25
D)  EoPPP
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
| T T T TR Cisco.com

* An enterprise site-to-site WAN network must meet
requirements for bandwidth, link quality, reliability, data-
link protocol characteristics, always-on or on-demand
characteristics, and cost.

* The WAN topology includes the physical and logical WAN
topology. The topology is closely related to the
geographical structure of the enterprise.

* Once the bandwidth, redundancy, and service level
requirements are defined, you can determine what
transport is available to implement the design. Do not be
surprised if you have to do some redesign based on
features and costs from the service provider.

* For the data-link layer, you will select technologies
including PPP, Frame Relay, ATM, and X.25.
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Summary (Cont.)
| T T TTTTATATAT Cisco.com

* For the physical layer, you will select physical layer
technologies including leased line, Digital Subscriber
Link (DSL), dial-up, ISDN, or optical.

 After you select the Layer 2 and Layer 1 technologies,
you can select specific WAN features. Each Layer 2
technology has its own WAN features to select.

* The Cisco Product Advisor is a useful tool for selecting
edge routing solutions. The tool is interactive, and
provides a list of options from which to choose.

* The decision about which routing protocols to implement
is based on the design goals, the physical topology of the
network, and the configuration of links for remote sites.
Routing protocol selection is closely related to IP
addressing strategies.
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References

For additional information, refer to these resources:

®  “Wide Area Network Design” at
http://www.cisco.com/warp/public/779/largeent/design/wan_index.html
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Quiz: Designing the Classic WAN Module

Complete the quiz to assess what you have learned in this lesson.
Objectives
This quiz tests your knowledge on how to:

m  [dentify typical enterprise needs for site-to-site WANSs
m  Recommend a WAN topology, given criteria that affect the selection of WAN topologies
m  Identify the services and service-level agreements desired of WAN service providers

m  Recommend data-link layer technologies, given criteria that affect the selection of data-link
layer technologies

m  Recommend physical layer protocols, given criteria that affect the selection of physical
layer protocols

m  Select WAN features that meet specified enterprise requirements
m  Select edge routing solutions, based on specific enterprise requirements

®m  Propose routing protocols and IP addressing strategies for a site-to-site WAN, based on
specific enterprise requirements

®  Design small, medium, and large enterprise site-to-site WANs, given enterprise edge
requirements

Instructions

Answer these questions:

Q1)  Which formula helps define the amount of bandwidth required between a sites in a site-
to-site WAN?

A) ((users * bandwidth) * 1) = amount of bandwidth for the site
B) ((users * bandwidth) * 2) = amount of bandwidth for the site
O) ((users * bandwidth) * 1.5) = amount of bandwidth for the site

D) ((peak times * bandwidth) * 1.5) = amount of bandwidth for the site
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Q2)  Which service provider service offering specifies connectivity and performance
agreements?

A) network area

B) availability target

O service-level contract
D) service level agreement

Q3)  What reason might you have for choosing PPP over Frame Relay as a data-link layer
protocol?

A) cost

B) reliability
0 bandwidth
D) link quality

Q4)  In which situation would dial-up be a viable physical layer choice?

A) remote access to video applications

B) intermittent telecommuter connections

O always-on branch office to corporate connection
D) high bandwidth data center to corporate connection

Q5)  Which ATM service class is used for the lowest priority traffic?

A)  CBR
B)  ABR
C)  UBR
D)  RT-VBR
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Q6)  Which two attributes apply to a modular router configuration as opposed to a fixed
configuration? (Choose two.)

A)
B)
0
D)

E)

more scalable
less expensive
more expensive
equally expensive

not highly scalable

Q7)  For which IP addressing issue is Internet connectivity relevant?

A)
B)
0

D)

IPv4 address class
addressing hierarchy
number of addresses

public versus private addresses

Q8)  Which application requirement might make leased lines an inappropriate choice for a

Layer 1 technology?

A)
B)
0

D)

Scoring

low cost
always on
high bandwidth

high link quality

You have successfully completed the assessment for this lesson when you earn a score of 80

percent or better.
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Designing the Remote Access
Module

Overview

Easy connectivity solutions and consistency are important for enterprises relying on remote
access. Customers, employees, and partners should be able to connect as if they are at the
company site. They also must count on the ability to log in and to remain connected at an
expected level of performance.

The number of telecommuters and mobile users are growing every day. Their communications
needs are expanding from simple data transmission to the need for voice, fax, and data
transmission, including conferencing.

Note Remote Access Virtual Private Networks (VPNs) are discussed in the Designing Virtual
Private Networks module.

Importance

The remote access server is an integral part of the total network solution and must scale to meet
growing demand.

Objectives

Upon completing this lesson, you will be able to:

m  Identify typical enterprise needs for remote access

m  List guidelines to help select the type of remote access based on specified needs and the
type of termination required for that solution

m  Select physical layer protocols for the remote access solution

m  Select data-link layer protocols for the remote access solution



m  Select Cisco access routing solutions for users and aggregation points, based on specific
enterprise requirements

®  Design small, medium, and large enterprise remote access solutions, given enterprise
remote access needs

Learner Skills and Knowledge

To fully benefit from this lesson, you must have these prerequisite skills and knowledge:

m  Successful completion of the “Designing for Cisco Internetwork Solutions” (DESGN v1.0)
course

Outline

This lesson includes these topics:

m  QOverview

m  Enterprise Needs for Remote Access

m  Selecting the Remote Access Type and Termination
m  Selecting the Remote Access Physical Connectivity
m  Selecting the Remote Access Protocol

m  Selecting Cisco Access Routing Solutions

m  Example: Enterprise Remote Access Designs

B Summary

®  Quiz: Designing the Remote Access Module
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Enterprise Needs for Remote Access

Telecommuters, remote users, and branch offices all require remote access to a central site. The
key concerns for an information technology (IT) department are functionality, performance,
scalability, availability, manageability, and security. This topic identifies typical enterprise
needs for remote access.

Enterprise Needs for Remote Access
| T T Cisco.com

User Needs IT Concerns

“l want easy access to « “Reliable authentication

the network.” is a must!”

“l need access to databases + “We need to bill back to

and scheduling.” departments.”

“l need to connect to the « “We have both fixed and mobile
Internet and the office.” users.”

“l'only have one phone line.” . “Some users need full-time
“Can we videoconference?” connections and others do not.”
A EC NG TR e« “We need to authorize which
and save on real estate costs.” users have access to which
“We want to offer employees departments.

more flexibility.”
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Remote connections link single users (mobile users and/or telecommuters) and branch offices
to a local campus or the Internet. Typically, a remote site is a small site that has few users and
therefore needs a smaller WAN connection. The remote requirements of an internetwork,
however, usually involve a large number of remote single users or sites, and therefore an
internetwork usually needs a larger WAN connection.

Since there are so many remote single users or sites, the aggregate WAN bandwidth cost is
proportionally greater in remote connections than in WAN connections. The WAN media rental
charge from a service provider is the largest cost component of a remote network. Unlike WAN
connections, smaller sites or single users seldom need to connect 24 hours a day.

Easy connections and consistency are crucial to companies relying on remote access.
Customers, employees, and partners should be able to connect seamlessly, as if they were in
one office. They must also count on the ability to log in and remain connected at an expected
level of performance.

Security is a high priority for remote access. Security solutions are discussed in the Designing
Security Services module.
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Remote Access Connectivity

| T T T Cisco.com
* Remote access types * Remote access
— Site-to-site remote termination points
access — Central site
— Individual user remote _ Remote sites
access
- Remote access — Service provider
connectivity options * Remote access providers
— Dial-up — Managed by an
— Broadband enterprise through a
— VPN over public or service provider

shared network
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When designing the remote access connectivity there are four functional areas to address. The
basic questions to ask are:

®  What type of remote access is needed? Determine if there is a group of users in a remote
location that need intermittent data exchanges with an enterprise site, or if there are
individuals located in different places that need their own connectivity solution.

m  What types of access connectivity is needed in the environment? The solution may
consist of a single-access methodology or a combination of different methodologies. The
most common today is to run PPP through either an analog dial-up circuit, a digital trunk,
or through the current WAN service provider to provide a Virtual Private Network through
either their network or a public network.

An enterprise may decide to build a remote-access Virtual Private Network (VPN) if they
have analog and digital circuits that terminate with a service provider, and the expense of
moving those circuits is prohibitive. An enterprise site could also terminate the physical
layer locally, and terminate the VPN inside the enterprise network.

®  Where is the remote access termination point going to be? Most often, the remote
access termination is located at a central site, but it could be at a remote site or even within
a service provider network. If the enterprise decides to host its own remote access
termination point, they must decide if it is less expensive to bring all the termination back
to the central office or to distribute it between regional or remote branches to save on toll
charges.
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B Who is going to provide the actual endpoint for termination of the remote access
device? The options include having the equipment in-house with internal IT management,
or outsourcing with a link to the outsourced party.

Once these questions have been answered then the remote access Layer 1, 2, and 3 networking
decisions are based on functionality, reliability, and cost-effectiveness.
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Remote Access and VPN Module
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The Remote Access and VPN module of the Enterprise Composite Network Model provides
remote access to end users. The primary components within this model are the circuits, the
access server (which provides authentication and authorization), firewalls and, optionally,
Intrusion Detection Systems (IDSs).

From the PSTN to the Remote Access and VPN module, you can deploy many effective Layer
2 technologies.

Note Refer to the Designing Security Services module to learn how to design security services for
remote access and the entire enterprise.

Note Refer to the Designing VPN Solutions module to learn more about designing an enterprise
VPN solution.
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Practice

Q1)  Why do the remote requirements of an enterprise network cause the aggregate WAN
charge to be exaggerated?

A) because each remote site must connect to the others

B) because all remote sites require the same size WAN connection

O) because they usually involve a large number of remote users or sites

D) because each remote user requires a separate connection, regardless of location
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Selecting the Remote Access Type and
Termination

The two primary types of remote access are site-to-site and user-to-site. This topic provides
guidelines to help you select the type of remote access based on specified needs and the type of
termination required.

Remote Access Types

Il Cisco.com
Main Office Remaote Office
- T
_ Site-to-Site Remote Access

Main Office Remote User

@ TS

User-to-Site Remote Access
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The site-to-site remote access model is appropriate when there are a group of users in the same
vicinity that can share an on-demand connection to either their local branch office or central
site. The criteria for selecting a site-to-site remote access solution includes:

m  Sporadic need for enterprise network connectivity, not requiring an “always up” connection

m  Multiple users at a facility sharing the on-demand access

®  Prohibitive cost of putting in a dedicated always-on connection

The most common remote access model involves a single user, needing connectivity to the
corporate network, who is somewhere where there are no immediate network resources to
connect to. They may dial in through a dial-up mechanism or they may connect through an
always-on connection and access the network through a VPN.
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The choice on where to terminate the physical remote access connectivity depends on who is

doing the termination. If a service provider provides termination, remote users will dial into a

local point of presence (POP) to limit toll charges.

If an enterprise is going to provide the remote access physical termination at one of their sites,

you need to answer these questions:

®  What are the requirements on the termination ports? Do they have to support voice, data,

and fax?

m  What is the cost of bringing all the users into a central site, versus the cost of maintaining

modem pools in several sites? Where will the connectivity be most reliable?

®  How many users are going to simultaneously use the remote access system?

m  Are the users mobile or fixed?

m  How many fixed users have access to always-on technology?

B Are sites, or individual users, being terminated?

Once these questions are answered, you can select the physical and data-link protocols.
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Practice

Q1)  When there are a group of users in the same vicinity that can share an on-demand

connection to either their local branch office or central site, the s appropriate.
A) virtual private network

B) point of presence model

0) site-to-site remote access model

D) service provider termination remote access model

3-64 Designing Cisco Network Service Architectures (ARCH) v1.0 Copyright © 2003, Cisco Systems, Inc.



Selecting the Remote Access Physical
Connectivity

The physical connectivity technologies include remote dialup access and broadband
technologies. Dialup access is provided through modems, cell phones, and ISDN. Broadband
technologies include digital subscriber lines (DSLs), cable modems, and satellites. This topic
provides guidelines to help you recommend physical layer protocols for remote access.

Remote Dialup Access

1l Cisco.com

Bandwidth Link On Demand/

Range Quality Always On Sus!

ModemDial-Up Llow, Low, On Demand Moderate
| |

Control: Always On
Link: OniDemand

| | |
CelllPhone On|Demand High

Moderate Moderate Moderate
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These physical layer technologies are available for remote dialup access to an enterprise site:

m  Modem dial-up: Analog modems using basic telephone service are asynchronous
transmission-based. Basic telephone service is available everywhere, is easy to setup, dials
anywhere on demand, and is very inexpensive.

m  ISDN: ISDN offers digital dialup connections and a short connection setup time. ISDN is a
good solution for telecommuters. Instead of leasing a dedicated line for high-speed digital
transmission, ISDN offers the option of dialup connectivity, incurring charges only when
the line is active.

m  Cell phone: Cell phones use the public cell phone network to access the central site. The
primary benefit of using cell phones is mobility, although the expense can be high with
limited functionality.
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Practice

Remote Broadband Access
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These physical layer technologies offer broadband remote access:

®  DSL: Enterprises are increasingly turning to DSL to expand the use of telecommuting,
reduce costs, and provide Internet-based services. DSL offers always-on access, allowing

users to work at remote offices as if they were on site.

m  Satellite: Wireless communications devices usually connect to a satellite. A transponder
receives and transmits radio signals at a prescribed frequency range. After receiving the
signal, a transponder will broadcast the signal at a different frequency. Satellites provide

high quality, at a high cost, primarily to support mobility.

Q1)  Whatis the primary benefit of using the cell phone network for remote access?

A) mobility
B) reduced cost
C) high bandwidth

D) high link quality
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Selecting the Remote Access Protocol

The most common method used to transport packets from user equipment to a termination point
is a form of Point-to-Point Protocol (PPP). Each version of PPP has its targeted purpose, but
each basically encapsulates the IP packet and delivers it at the other end. This topic provides
guidelines to help you recommend data-link layer protocols for remote access.

Selecting the Data-Link Layer

(T T

PPP over'Ethernet

PPP over:ATM

Bandwidth

Moderate

Moderate

Moderate

Link
Quality

LLow,

High
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Cisco.com

Moderate
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These data-link protocols are typically deployed for remote access networks:

m  PPP: PPP in a remote access environment defines methods of sending IP packets over
circuit lines and is an inexpensive way of connecting PCs to a network. Refer to Requests
for Comments (RFCs) 1331 and 1332 for more information about PPP.

m  PPP over Ethernet: PPP over Ethernet (PPPoE) allows a PPP session to be initiated on a
simple Ethernet-connected client. PPPoE can be used on existing customer premise
equipment. PPPoE preserves the point-to-point session used by ISPs in the current dial-up
model. It is the only protocol capable of running point-to-point over Ethernet without
requiring an intermediate IP stack. PPPoE is used to connect a host to a DSL modem
utilizing ATM to a digital subscriber line access multiplexer (DSLAM).

m  PPP over ATM (PPPoA): PPP over ATM adaptation layer 5 (AALS) (specified in RFC
2364) uses AALS as the framed protocol, which supports both permanent virtual circuits
(PVCs) and switched virtual circuits (SVCs). PPPoA was primarily implemented as part of
asymmetric digital subscriber line (ADSL). It relies on RFC1483, operating in either
Logical Link Control-Subnetwork Access Protocol (LLC-SNAP) or virtual circuit
multiplexer mode. A customer premises equipment (CPE) device encapsulates the PPP
session PPPoA for transport across the ADSL loop and the DSLAM.
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Practice

Q1)  Which cost component of a remote access solution does the use of dial-up PPP

eliminate?

A) switch

B) modem

0 leased lines
D) access router
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Selecting Cisco Access Routing Solutions

For an enterprise that is providing their own remote access termination, access routing solutions
are required at both the remote location and at a central site. The requirements at each site will
be different. This topic shows you how to use the Product Advisor to select Cisco access
routing solutions for both the remote site and central site, based on specific enterprise
requirements.

Selecting Cisco Access Routing
Solutions: Remote Site
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Cisco offers the Product Advisor to help you select the right routing solution for the enterprise
edge network. The tool operates in two modes: novice and expert. To access the Product

Advisor, go to

http://www.cisco.com/en/US/products/products_cisco_product_advisor tool launch.html

and click the Cisco Product Advisor link. Then click a device category. The Product Advisor
will ask you questions to help select routers for particular needs. It does not include all products
and features, but provides helpful information to help you select appropriate Cisco products.

The table summarizes the questions to answer to help select the right Cisco remote access

solution for the remote site:

Step Description Notes and Comments
1. Determine the type of environment in which the Select one:
router will be deployed.

m Telecommuter/home office
= Small office
m Medium-sized/branch office

2. Determine how the router will be used. Select:
m To connect employees to the network remotely

Copyright © 2003, Cisco Systems, Inc.
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Step

Description

Notes and Comments

Determine the type of configuration required.

Select one:

m Fixed configuration (less expensive, not highly
scalable)

m  Modular configuration (more expensive, highly
scalable)

= No preference

Determine the type of LAN connectivity required.

Select one or more:

m Ethernet (10BaseT)
m Fast Ethernet (10/100)
m Gigabit Ethernet

Determine the number of LAN ports required.

Select one:
m 1
m 2

m more than 2

Select the types of WAN connectivity required.

Select one or more:

m ISDN Primary Rate Interface (PRI)/Channelized
T1/E1

= |SDN Basic Rate Interface (BRI)
m Synchronous serial

m Asynchronous serial

= DSL

m ATM

m Frame Relay

m and soon

Determine the number of WAN ports required.

Select one:
m 1

= 2-10

m 11-30

m more than 30

Determine if voice will be deployed on the WAN,
now or in the future.

Answer Yes or No.

Determine if a redundant power supply is required.

Answer Yes or No.

10.

Determine if a rack-mountable router is required.

Answer Yes or No.

1.

Determine which software features are required
now and in the future.

Select one or more:
m VPN
m Firewall

m Internet/WAN access

12.

Select the Cisco 10S® version for each router you
selected.

3-70

Designing Cisco Network Service Architectures (ARCH) v1.0

Copyright © 2003, Cisco Systems, Inc.



Selecting Cisco Access Routing
Solutions: Aggregation Point
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Use the Product Advisor to select remote access servers for the site.

The table summarizes the first questions to answer to help select the right Cisco remote access

solution for each site:

Step Description Notes and Comments

1. Determine the type of environment in which the Select:

router will be deployed.

m Corporate office/site

2. Determine how the router will be used. Select:

m To provide WAN aggregation services

3. Complete steps 3-12 for the remote site solution.
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Sizing the Central Site Remote Access

Connection
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* Determine the following:
—Total number of remote users
—Percentage of remote users logged in at once
—Bandwidth required per user

# of Users * % Logged In * kbps Bandwidth/User = Total Bandwidth Required

Total simultaneous users = Number of Circuits Required

2003, Cisco Systems, Inc. All rights reserved. ARCH v1.0—314

Planning for peak usage is crucial. The mix and time of connections help determine the peak
requirements. For example, 200 modem users calling between 1 p.m. to 3:30 p.m. would
require 200 DS-0s (digital signal level 0) or nine Primary Rate Interface (PRI) circuits.

To determine the peak bandwidth, use the following formula:

m  Total number of remote users * % of users logged in at one time (expressed as 0.rm2) *
bandwidth required per user (expressed as kbps) = total bandwidth required

Based on the number of simultaneous users, you can make the assumption that the number of
circuits equals the number of simultaneous users. Most telephony circuits are 64 kbps each and,
unless there is a methodology for multiplexing multiple steams over the same circuit, the end
point will expect a 64 kbps circuit.

Practice
Q1)  For which Product Advisor question is Gigabit Ethernet a valid response?
A) software features
B) configuration type
O LAN connectivity

D) WAN connectivity
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Example: Enterprise Remote Access Designs

A remote access network design includes data-link and physical network technologies, access
routing at both the remote site and the central site, and security services. This topic helps you
design small, medium, and large enterprise remote access solutions, given enterprise remote
access needs.

Example Remote Access Network
II1 Cisco.com
cCAD/CAM
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=0 .
z;z.ﬁllfé‘;'.'ff-
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£ ISDN
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Company Background

The executive management of a tool and die company has identified a number of factors that
point to the need for some form of dial-in access for cost reduction and to improve employee
morale and productivity.

The company’s pool of twenty five engineers spends over 90 percent of its time sitting at a
workstation working on computer-aided design and manufacturing program-based projects.
Some engineers are on part-time contracts, yet the company is paying for office space to put
them in front of a PC all day. Some of the full-timers put in long hours and aren’t happy about
the time spent away from home. Others would work more if they could do it from home.

Additionally, the company employs five telesales representatives and two customer service
representatives who, using their phones and PCs, almost never leave their cubes. They are
questioning why they must deal with their ugly commutes when they could do it all from home.
In addition, company management is wondering why it pays for their office space.
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Remote Access Solution

The table summarizes the design decisions that the enterprise made to meet their requirements.

Design Questions

Decision

Notes and Comments

What topology will be used
for the WAN?

Hub and Spoke

ISDN is a hub-and-spoke technology, in which each
user authenticates with the hub to use the services
in the network.

What service provider will be
selected?

Local phone company

The local phone company is capable of providing
the services and geographic coverage required.

What data-link layer protocol
will be used?

PPP

PPP is easy to configure and maintain.

What physical network media
will be used?

ISDN (Always On)

ISDN provides the bandwidth requirements and the
always-on feature needed for continuous remote
access.

Which Cisco products will be
used?

Engineers: Cisco 802*

Telesales representatives:
Cisco 804*

Central site: Cisco 3640 with
a 16 port async module*

The 800 series routers provide ISDN remote access.
The Cisco 802 and 804 include integrated NT-1, and
the Cisco 804 provides phone ports for the telesales
representatives.

The 3600 series provides sufficient features and
modularity to support current needs and future
expansion.

Which routing protocols will
be used?

Open Shortest Path First
(OSPF) (used on backbone
network)

OSPF routing supports the remote routing needs of
this application.

What IP addressing scheme
will be used?

Dynamic Host Configuration
Protocol (DHCP) is used to
dynamically assign addresses

Automatic IP addressing simplifies administration of
the remote sites.

* The example platforms are accurate as of the date this course was published.
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Example Remote Access Network
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Company Background

The Welleville Medical Center employs a number of highly skilled, highly paid professionals
who spend much of their time driving to and from the medical center simply to access medical
records, images, and files. Welleville is feeling the financial pressures of the health care

industry and must find a way to reduce the diagnosis time of its patients and increase the

productivity of its professionals.

Remote Access Solution

The table summarizes the design decisions that the enterprise made to meet their requirements.

Design Questions

Decision

Notes and Comments

What topology will be used
for the WAN?

Star topology

A star topology is sufficient for this application, due
to the intermittent access needs.

What service provider will be
selected?

Local ISDN provider

The local provider can provide the head end for the
ISDN termination and is willing to extend the
network to the corporate office over a PRI.

What data-link layer protocol PPP PPP is the protocol that the ISDN provider offers
will be used
What physical network media | ISDN PRI ISDN provides for up to a T1 worth of bandwidth

will be used?

Which Cisco products will be
used?

Medical center: Cisco 1700
series*®

Central site: Cisco 3600*

1720 series routers were provided to the medical
center’s insurance benefits administrator and three
of the family physicians for after-hours access to the
center’s patient records.

The Cisco 3600 supports routing of IP, Internetwork
Packet Exchange (IPX), and AppleTalk protocols,
and features Enhanced Interior Gateway Routing
Protocol (EIGRP) for integration with the medical
center’s existing network backbone.

Copyright © 2003, Cisco Systems, Inc.

Designing Enterprise Edge Connectivity 3-75



Design Questions Decision Notes and Comments

Which routing protocols will EIGRP EIGRP was selected for integration with existing
be used? network backbone.

What IP addressing scheme DHCP is used to dynamically | Automatic IP addressing simplifies administration for
will be used? assign addresses the remote sites.

* The example platforms are accurate as of the date this course was published.

Practice

Q1)  Which technology is easy to configure and maintain for remote access?

A)  PPP
B)  SLIP
C)  PPPoE

D) Frame Relay
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
| T T T TR Cisco.com

* Telecommuters, remote users, and branch offices all
require remote access to a central site.

* The two primary types of remote access are site-to-site
and user-to-site.

* The physical connectivity technologies include remote
dialup access and broadband technologies.

* The most common method used to transport packets
from user equipment to the termination point is a form of
PPP.

* For an enterprise that is providing their own remote
access termination, access routing solutions are required
at both the remote location and at a central site.

* A remote access network design includes data-link and
physical network technologies, access routing at both
the remote site and the central site, and security services.

2003, Cisco Systems, Inc. All rights reserved ARCH v1.0—317

References

For additional information, refer to these resources:

m  “Remote Access Networking” at
http://www.cisco.com/warp/public/779/largeent/learn/topologies/remote _access.html
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Quiz: Designing the Remote Access Module

Complete the quiz to assess what you have learned in this lesson.

Objectives

This quiz tests your knowledge on how to:

m  Identify typical enterprise needs for remote access

m  List guidelines to help select the type of remote access based on specified needs and the

type of termination required for that solution

m  Select physical layer protocols for the remote access solution

m  Select data-link layer protocols for the remote access solution

m  Select Cisco access routing solutions for users and aggregation points, based on specific

enterprise requirements

®  Design small, medium, and large enterprise remote access solutions, given enterprise

remote access needs

Instructions

Answer these questions:

Q1)  Whatis the largest cost component of a remote network?

A)
B)
0

D)

cabling
modems
access routers

media rental charges

Q2)  Ifaservice provider provides remote access termination, where do remote users dial

into?

A)
B)
0

D)

a remote access server
an ISP in a selected city
a local point of presence

the enterprise central site
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Q3)  Whatis the primary drawback of using satellite technology for remote access?

A)
B)
0

D)

high cost
low link quality
limited availability

low bandwidth capabilities

Q4)  What is required to run point-to-point over Ethernet if PPPoE is not used?

A)
B)
0

D)

modem
IP stack
PPP software

routing protocol

Q5)  Which three items are used in the calculation of total bandwidth required for remote

access? (Choose three.)

A)
B)
0
D)

E)

number of users

bandwidth required per site
bandwidth required per user

% of users logged in at one time

number of concurrent connections

Q6)  Which security feature is more often used with broadband remote connections than

with dial-up connections?

A)
B)
0)

D)

IDSs

VPNs

ACLs

firewalls
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Q7)  What are two reasons an enterprise might consider providing remote access for
employees? (Choose two.)

A) reduced office costs
B) reduced staffing costs
O reduced equipment costs

D) improved data reliability
E) improved employee morale

Scoring

You have successfully completed the assessment for this lesson when you earn a score of 80
percent or better.
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Designing the Internet
Connectivity Module

Overview

Not long ago, enterprises owned and operated numerous networks to deliver multiple services
to their customers and employees. Voice communications required the telephone network.
Video broadcasting utilized a broadband cable network to broadcast video onto the network. To
transport computer application data, enterprises built data networks.

Importance

Enterprises can now share information throughout the network that previously existed in
isolation and was accessed through one medium. Customers, partners, and remote employees
can access the information when connected across the Internet.

Objectives

Upon completing this lesson, you will be able to:

m  Identify typical enterprise needs for the Internet
m  Explain when to use Network Address Translation (NAT) for Internet connectivity

m  Present Cisco ISP connectivity solutions and design guidelines to support availability and
load balancing

m  Design small, medium, and large enterprise Internet access solutions, given enterprise
Internet needs



Learner Skills and Knowledge

To fully benefit from this lesson, you must have these prerequisite skills and knowledge:

Outline

Successful completion of the “Designing for Cisco Internetwork Solutions” (DESGN v1.0)

course

This lesson includes these topics:

Overview

Enterprise Requirements for the Internet

Using NAT at the Enterprise Edge

Designing ISP Connectivity Solutions

Internet Connectivity Example

Summary

Quiz: Designing the Internet Connectivity Module

Case Study: OCSIC Bottling Company

OPNET IT Guru Simulation
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Enterprise Requirements for the Internet

Enterprises frequently require access from the internal network to the Internet, and may provide

access to public servers for outside users over the Internet. This topic identifies typical
enterprise needs for the Internet.

(T

From Company Site to Internet

From Internet to Company Site

2003, Cisco Systems, Inc. Al rights reserved.

Enterprise Needs for the Internet

Key Requirements

Functionality
Performance
Scalability
Availability
Manageability
Cost effectiveness

Functionality
Performance
Scalability
Availability
Manageability
Security

Cost effectiveness

Cisco.com

ARCH v1.0—34

Enterprises must design to support connectivity between company-owned sites and the Internet,
and from the Internet to the company-owned sites. The requirements in both cases are similar.

The Internet-to-company site situation requires an increased level of security to ensure that

unauthorized users do not gain access to the corporate network.

The first step in developing a network design for the Internet Connectivity module is to

determine connectivity requirements. Then you must ask these questions:

m s a single Internet service provider (ISP) required or are two connections to the same or
different ISPs needed?

m  [f multiple ISPs are used, how will load balancing be done?

m  Which routing protocol will advertise the Internet internally, and advertise publicly
available subnets externally?

m  Is NAT or Port Address Translation (PAT) required at a router or transition device between

the public and corporate network?

m  What security measures are required to protect the corporate network?
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Internet Connectivity Module
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The Internet Connectivity module of the Enterprise Composite Network Model provides
services to enterprise users who want to access the Internet and to outside users who want
access to company public services, typically web servers or application servers.

The primary components at the central site are the Internet access device (a router, access
server, or Virtual Private Network [ VPN] equipment), a publicly available network with
publicly accessible servers, and, optionally, firewalls and Intrusion Detection Systems (IDSs).

Note Refer to the Designing Security Services module to learn how to design security services for
Internet access and the entire enterprise.

Practice

Q1)  Which two types of servers are often located in the Internet Connectivity module?
(Choose two.)

A) public web servers

B) human resources file servers

0 engineering source control servers

D) business-to-business application servers
E) corporate accounting application servers
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Using NAT at the Enterprise Edge

Network Address Translation (NAT) is designed to simplify and conserve IP addresses, as it

enables private IP internetworks that use nonregistered IP addresses to connect to the Internet.

This topic describes when to use NAT for Internet connectivity.

Network Address Translation (NAT)

® 2003, Cisco Systems, Inc. Al rights reserved.
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NAT operates on a router, usually connecting two networks together, and translates private
addresses in the internal network into legal public addresses before forwarding packets onto

another network. As part of NAT functionality, you can configure NAT to advertise only one

address for the entire network to the outside world. The figure lists the major features of public

and private addresses.

NAT provides additional security, effectively hiding the entire internal network from the world

behind that address. NAT takes these forms:

m  Static NAT: Maps an unregistered IP address to a registered IP address on a one-to-one

basis. Static NAT is particularly useful when a device needs to be accessible from outside

the network.

m  Dynamic NAT: Maps an unregistered IP address to a registered IP address from a group of

registered IP addresses.

m  Overloading: A form of dynamic NAT that maps multiple unregistered IP addresses to a

single registered IP address by using different ports. Known also as Port Address

Translation (PAT), single-address NAT, or port-level multiplexed NAT.
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m  Overlapping: When the IP addresses used on your internal network are registered IP
addresses in use on another network, the router must maintain a lookup table so that it can
intercept and replace these registered addresses with unique IP addresses. The NAT router
must translate the internal addresses into registered unique addresses. It must also translate
the external registered addresses to addresses that are unique to the private network through
static NAT or with dynamic NAT with DNS.

Practice

Q1)  What two types of NAT might be found in the Internet Connectivity module? (Choose
two.)

A) physical
B) dynamic
O perpetual
D) virtualistic

E) overloading
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Designing ISP Connectivity Solutions

There are two methods to connect to an ISP: a single run or multi-homed method. The simplest
method is to provision a single connection to the ISP. If redundancy and load sharing are a
requirement, a multi-homed system is required. This topic presents Cisco ISP connectivity
solutions and design guidelines to support availability and load balancing.

Single ISP Connectivity
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The ISP connectivity that has no redundancy and is the easiest to configure is the single run, or
single-homed system, which connects the ISP to the corporate site.

When implementing a single-homed system, the routing decision is to use default routes
pointing to the network that connects the site to the ISP. The default route is then advertised
throughout the corporate site, so that any packets with an unknown destination are forwarded to
the ISP. The IP addressing is accomplished with real addressing, if it is available, or through
NAT software. If NAT is used, the publicly available servers must have addresses that are
statically mapped either to a public address or to a PAT table. The ISP will use static routes that
point to the enterprise site and then advertise those routes within their network and to those
with whom they have peering arrangements.

The questions to ask when implementing a single-homed connection are:

m  What are the consequences if the Internet connection is lost?
m  Can the enterprise afford the consequences of an outage?

m  Will public addressing or private addressing be used in the network?
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m  [f private addressing is used inside, how many public addresses are needed to support the
hosts that need static addressing? How many addresses are needed in the address pool for
the users?

B When selecting the ISP, what services and support do they provide?
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Multi-Homed Enterprise
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ISP multi-homing solutions improve availability and load balancing for WANSs that use the
Internet. Multiple connections, known as multi-homing, reduce the chance of a potentially
catastrophic shutdown if one of the connections should fail.

In addition to maintaining a reliable connection, multi-homing allows a company to perform
load balancing by lowering the number of computers connecting to the Internet through any
single connection. Distributing the load through multiple connections optimizes performance
and can significantly decrease wait times.

Multi-homed networks are often connected to several different ISPs. Each ISP assigns an IP
address (or range of IP addresses) to the company. Routers use Border Gateway Protocol
(BGP) to route between networks using different protocols. In a multi-homed network, the
router utilizes Internal BGP (IBGP) on the stub domain side and External BGP (EBGP) to
communicate with other routers.

Multi-homing really makes a difference if one connection to an ISP fails. As soon as the router
assigned to connect to that ISP determines that the connection is down, it will reroute all data
through one of the other routers.

There are two common methods used when implementing a multi-homed ISP solution. One
method is to perform auto-route injection into the network to increase the availability and
backup of the Internet connection. The second method is to perform non-direct BGP peering to
enable load balancing.
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Routing Protocol and IP Addressing

Design Considerations
[ T Cisco.com

* Routing protocol considerations
— Are static routes most appropriate?
— Does the service provider use BGP?

— What areas or networks are required for the Internet
connection?

 IP addressing considerations
— Are private, public, or both address types required?

— How many end systems need access to the public
network only?

— How many end systems need to be visible to the public
network also?

— How and where will you cross the boundaries between
the private and public addresses?

2003, Cisco Systems, Inc. All rights reserved ARCH v1.0—3-9

For Internet connectivity, use either static routes or IBGP based on these criteria:
m  Use static routes when you want lower overhead and when only one exit point exists

m  Use IBGP with multiple exit points and when multi-homing is required

IP addressing considerations relate to the need for private or public addressing. IP addressing
considerations are similar to those for the WAN and remote access modules.

Practice
Q1)  Which two advantages are provided by multi-homing? (Choose two.)
A) reliability
B) reduced costs
0) load balancing
D) simplified routing

E) reduced equipment needs
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Internet Connectivity Example

An Internet Connectivity example provides guidelines to help you design your own solution.
This topic provides an example of an enterprise Internet access solution, given enterprise
Internet needs.

Internet Connectivity Example
[ T TR Cisco.com
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Company Description

Jessie and partners have outgrown their current single ISP connection and want to move to a
multi-homed network connection using two different ISP’s to provide them with reliable,
redundant service. They currently employ 3,400 employees and, at any given time, 400 people
need simultaneous access to the Internet. The company recently developed a new process for
ordering their products online and expects a large demand for their online ordering and online
technical support services.

Internet Connectivity Solution

The IT staff has decided to use ISP A and ISP B as their service providers and each provider is
willing to create BGP connections into their network. The selected ISPs provide solutions and
services, points of presence (POPs), and high reliability and support. Both ISPs are willing to
support BGP peer advertising of both public addresses that have been assigned to Jesse and
partners.

Jessie and partners have received two individual class C addresses from the InterNIC that they
want both of the ISPs to advertise.

The company expects a large response from the outside to the publicly accessible or corporate
network, but it will be difficult to judge without baselining the time it takes to use the products.
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Basic security is currently provided by firewalls that are used to keep outsiders out of the
corporate network.

Services provided will be FTP for drivers and support documentation and HTTP access for
papers and documentation. The internal users are expected to have the same kinds of traffic,
that is, FTP and HTTP.

NAT will be used in two ways: overlapping for most employees and several key systems will
have static addresses. The public addresses will be used in the isolated LAN and on the routers
that connect to the ISPs. There will be no public addressing behind the firewalls.

The company will inject BGP routes into the routing table and redistribute them to the rest of
the world.

Practice
Q1)  Which Internet Connectivity module implementation choice supports load balancing?

A) firewalls

B) multi-homing
O mirrored servers
D) redundant access routers
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
| T T T TR Cisco.com

+ Enterprises frequently require access from the internal
network to the Internet, and may provide access to public
servers for outside users over the Internet.

* NAT is designed to simplify and conserve IP addresses,
as it enables private IP internetworks that use
nonregistered IP addresses to connect to the Internet.

* There are two methods to connect to an ISP: a single run
and multi-homed method. The simplest method is to
provision a single connection to the ISP. To support
redundancy and load sharing, use multi-homing.

* An Internet connectivity example provides guidelines to
help you design your own solution.
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For additional information, refer to these resources:

®  None
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Quiz: Designing the Internet Connectivity
Module

Complete the quiz to assess what you have learned in this lesson.
Objectives
This quiz tests your knowledge on how to:

m  Identify typical enterprise needs for the Internet
m  Explain when to use NAT for Internet connectivity

m  Present Cisco ISP connectivity solutions and design guidelines to support availability and
load balancing

m  Design small, medium, and large enterprise Internet access solutions, given enterprise
Internet needs

Instructions

Answer these questions:

Q1)  Which requirement is of more concern for Internet-to-company connectivity than for
company-to-Internet connectivity?

A) security
B) scalability
O performance
D) cost effectiveness
Q2)  Which is the primary purpose of NAT?
A) address security
B) address translation
) address scalability

D) address redundancy
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Q3)  Which technology does a router use to communicate with other routers in a multi-
homed solution?

A)  BGP
B)  NAT
C)  IBGP
D)  EBGP

Q4)  Which routing protocol would you use in a multi-homed Internet Connectivity module

implementation?
A) RIP

B) BGP

0 OSPF
D) EIGRP

Scoring

You have successfully completed the assessment for this lesson when you earn a score of 80
percent or better.
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Case Study: OCSIC Bottling Company

Complete this case study to practice the key design skills discussed in this module.

Required Resources

There are no resources required to complete this exercise.

Exercise Objective

In this exercise, you will design the enterprise edge network that meets the needs of the OCSIC
Bottling Company.

After completing this exercise you will be able to:

®  Design the site-to-site WAN for the OCSIC Bottling Company
®  Design a remote access edge solution for the OCSIC Bottling Company

®  Design the Internet Connectivity module for the OCSIC Bottling Company

Job Aids

There are no job aids required to complete this exercise.

About the OCSIC Bottling Company

Following is additional information you will need about the OCSIC Bottling Company WAN to
complete the case study exercise.

North American Plant-Headquarters Wide Area Network

The networks at each plant were developed at different times and, therefore, are quite different.
The support and maintenance expenses have grown out of control and are placing an increasing
burden on IT. The company wants to replace the existing networks with a complete IP-based
solution.
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The following figure describes the current network between the North American district and
regional plants, and the headquarters office.
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The plants currently use a Frame Relay over Fractional T1 WAN to the headquarters office.
While relatively inexpensive, the company finds these links too slow.

The table describes the traffic volume on the network from each North American plant office to
the data center at headquarters.

Building From Building To Volume (kbps)
(to nearest 50 kbps)

District Office/Plant Building F 600 kbps
(server farm)

Regional Office/Plant District Office/Plant 450 kbps

Remote Access Requirements

The sales people work out of their local plant, but are often on the road visiting with existing
and potential customers. From the road, they need access from their PCs to the service access
point (SAP) and custom Oracle applications. Each office has approximately 20 to 30 users that
require remote access to the network. Security is key for those users as much of the data is
financial in nature.

It is assumed that 300 people are on the road at one time. If 40 percent are active at one time,
120 ports will be required.

All remote access is through the headquarters office.

Internet Connectivity Requirements

The company wants all employees at headquarters to have access to the Internet. The projected
traffic is 512 kbps.
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International Manufacturing, Distribution, and Sales Plants

The international manufacturing, distribution, and sales plants are similar to their North
American equivalents. That is, each location supports 150 to 175 users, in a 50-60,000 square
foot facility. However, each plant is independently owned and operated.

The South American manufacturing, distribution, and sales plants are located in these cities:

= Sao Paolo, Brazil

Santiago, Chile

m  (Caracas, Venezuela

San Jose, Costa Rica

m  Mexico City, Mexico

The European manufacturing, distribution, and sales plants are located in these cities:

®  Hanover, Germany
m  [ondon, England
m  Paris, France

®  Rome, Italy

m  Dublin, Ireland

®  Madrid, Spain

m  Prague, Czech Republic

The Asia-Pacific manufacturing, distribution, and sales plants are located in these cities:

m  Singapore

m  Tokyo, Japan
®  Hong Kong

m  Taiwan, China

m  Sydney, Australia
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International Plant Networks and Applications

Since the international plants are independently owned and operated, they have their own
networks, applications, and IT staff. The offices do not communicate between themselves. To
meet its own corporate goals, OCSIC wants to enhance communications and information
sharing with its distributors, which requires a higher speed, inexpensive connection between the
headquarters and each plant.

Today, distributors use high-speed dial-up connections to headquarters, as their needs are
intermittent. However, many have very high toll calls to support this connectivity. OCSIC
believes that the Internet will provide an ideal mechanism to share applications on an as-needed
basis with these companies.

Security will be a key consideration as the company implements a networking solution between
its headquarters and its international partners.

The international plants need access to these applications at headquarters:
m SAP
m  E-mail

m  Extranet web site (planned)

The table describes the anticipated traffic volume on the network from international location to
the data center at headquarters.

Building From Building To Estimate Volume (kbps)
Each Office/Plant (today) Building F (server farm) 90 kbps

Each Office/Plant (with Building F (server farm) 170 kbps

extranet)

Task 1: Design the Wide Area Network

Complete these steps:

Step 1 Refer to the global network diagram for the company that includes the headquarters
location, district offices, regional offices, and international plants.

Step 2 Refer to the country level network diagram for the company that identifies the
locations in North America and the WAN links between the locations. Make a copy
of the diagram for this exercise.
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Step 3 The service provider selected offers all of the popular wide-area networking services
available on the market today, and their service level agreement is acceptable. Select
the WAN features for the network based on the services offered by the service
provider.

What options did you consider?

Why did you choose the option you selected?

Step 4 Select the Layer 2 technology for each WAN link. Update the country level network
diagram to indicate the Layer 2 technology selection.

What options did you consider?

Why did you choose the option you selected?

Step 5 Select the Layer 1 technology for each WAN link. Update the country level network
diagram to indicate the Layer 1 technology selection.

What options did you consider?

Why did you choose the option you selected?
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Step 6 Select any additional services for each WAN link.

m  [fyou selected Frame Relay, choose the number of ports, committed information
rate (CIR), committed burst (Bc), excess burst (Be), transmission convergence
(TC), and Maximum Burst Size.

m  If you selected ATM, choose the service class, either constant bit rate (CBR),
available bit rate (ABR), unspecified bit rate (UBR), real time variable bit rate
(RT-VBR), or nonreal time variable bit rate (NRT-VBR).

m  If you selected PPP, the services depend on the Layer 1 technology you selected.

What options did you consider?

Why did you choose the option you selected?

Step 7 Use the Cisco Product Advisor to select devices for the site-to-site WAN.

What options did the Product Advisor present to you?

Why did you choose the option you selected?
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Step 8 Identify routing protocols for the site-to-site WAN network (or a single routing

protocol for the network).

What options did you consider?

Why did you choose the option you selected?

Step 9 Identify the networks, subnetworks, and autonomous systems for the routing
protocol(s) you selected.

Step 10  Identify any static routes to deploy (if any) on the network.

Step11  Update the WAN network diagram to indicate the products and services you
selected at each location.

Task 2: Design the Remote Access Network

Complete these steps:

Step 1 Select the Layer 2 technology for the remote access WAN. Update the country level
network diagram to indicate the Layer 2 technology selection.

What options did you consider?

Why did you choose the option you selected?
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Step 2 Select the Layer 1 technology for the remote access WAN. Update the country level
network diagram to indicate the Layer 1 technology selection.

What options did you consider?

Why did you choose the option you selected?

Step 3 What size or how many trunks are required from the PSTN to the remote access
server at headquarters?

How did you arrive at that decision?

Step 4 Use the Cisco Product Advisor to select devices for the site-to-site WAN.

What options did the Product Advisor present to you?

Why did you choose the option you selected?
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Step 5 Identify routing protocols for the remote access WAN network (or a single routing
protocol for the network).

What options did you consider?

Why did you choose the option you selected?

Step 6 Identify the networks, subnetworks, and autonomous systems for the routing
protocol(s) you selected.

Step 7 Update the WAN network diagram to indicate the products and services you
selected at each location.

Step 8 Is authentication required for remote users? Why or why not?

Step 9 Are access control lists required for remote users? Why or why not?

Step 10 Are firewalls or intrusion detection systems required? Why or why not?

Step 11 Are VPNs required? Why or why not?
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Task 3: Design the Internet Connectivity Module

Complete these steps:

Step 1 The service provider selected offers all of the popular WAN and Internet services
available on the market today, and their service level agreement is acceptable. Select
the WAN features for the network based on the services offered by the service
provider.

What options did you consider?

Why did you choose the option you selected?

Step 2 Select the Layer 2 technology for each WAN link. Update the country level network
diagram to indicate the Layer 2 technology selection.

What options did you consider?

Why did you choose the option you selected?
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Step 3 Select the Layer 1 technology for each WAN link. Update the country level network
diagram to indicate the Layer 1 technology selection.

What options did you consider?

Why did you choose the option you selected?

Step 4 Select any additional services for each WAN link.

m  [fyou selected Frame Relay, choose the number of ports, CIR, Be, Be, Tc, and
maximum burst size.

m Ifyou selected ATM, choose the service class (CBR, ABR, UBR, RT-VBR, NRT-
VBR).

m  [f you selected PPP, the services depend on the Layer 1 technology you selected.

What options did you consider?

Why did you choose the option you selected?
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Step 5 Use the Cisco Product Advisor to select devices for the site-to-site WAN.

What options did the Product Advisor present to you?

Why did you choose the option you selected?

Step 6 Identify routing protocols for the site-to-site WAN network (or a single routing

protocol for the network).

What options did you consider?

Why did you choose the option you selected?

Step 7 Identify the networks, subnetworks, and autonomous systems for the routing
protocol(s) you selected.

Step 8 Identify any static routes to deploy (if any) on the network.

Step 9 Would you include a dual-homing strategy to ISPs? Why or why not?

Step10  Update the WAN network diagram to indicate the products and services you
selected at each location.

Copyright © 2003, Cisco Systems, Inc. Designing Enterprise Edge Connectivity ~ 3-107



Exercise Verification

You have completed this exercise when you attain these results:

m A completed intermediate design for the OCSIC Bottling Company site-to-site WAN that
includes a WAN topology, routing protocol, Layer 2 technologies, Layer 1 technologies,
and network devices

m A completed intermediate design for one OCSIC Bottling Company remote access WAN
that includes a remote access WAN topology, routing protocol, Layer 2 technologies, Layer
1 technologies, and network devices

® A completed intermediate design for the OCSIC Bottling Company Internet Connectivity
module that includes a Corporate Internet topology, routing protocol, Layer 2 technologies,
Layer 1 technologies, and network devices
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OPNET IT Guru Simulation

This simulation demonstrates different WAN, remote access, and Internet connectivity options
for the OCSIC Bottling Company. Specifically:

m  The first simulation demonstrates three different Frame Relay WAN scenarios.
m  The second simulation demonstrates a remote access scenario.

m  The third simulation demonstrates three different Internet connectivity scenarios.

Review the simulation as presented by your instructor. When the simulation is complete,
consider the following questions:

®  How would you modify your edge network design based on the OPNET IT Guru
simulation?

m  Which option is most effective for the network in terms of performance, scalability,
availability, and cost-effectiveness?

For more information about OPNET, visit www.opnet.com or send an e-mail to
opnet_info@opnet.com.
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Designing Network
Management Services

Overview

Network management is a fundamental service in any enterprise network. Network
management solutions require special consideration to network design. Appropriate network
management will help network engineers achieve efficient performance, scalability, and
availability in their network. This module discusses the importance, requirements, and
considerations for implementing network management in the overall enterprise design. The
module considers network management design models with respect to the functional areas of
network management.

Upon completing this module, you will be able to:

m  Propose a network management strategy for an enterprise network, given specific network
management requirements

m  Design Cisco network management solutions for small, medium, and large enterprise
networks, given specific network management requirements

Outline

The module contains these lessons:

m  Developing an Enterprise Network Management Strategy

m  Designing the Network Management Architecture
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Developing an Enterprise
Network Management Strategy

Overview

Network management includes a broad range of policies, procedures, and purpose-built
hardware and software used to manage computer networks. Network management affects the
performance, reliability, and security of the entire network.

Importance

An effective enterprise network management strategy is critical to guarantee performance,
reliability, and security for an enterprise network. Ineffective network management will
adversely affect performance on the network at some point.

Objectives

Upon completing this lesson, you will be able to:

m  ]dentify enterprise goals for network management solutions

m  List recommendations for developing effective network management policies and
procedures

m  Identify the infrastructure components that the Network Management module provides

m  Describe the Cisco network management strategy, given specific network management
requirements

m  Describe the CiscoWorks network management solution, given specific network
management requirements

m  Select CiscoWorks LAN management tools, given specific network management
requirements



m  Select CiscoWorks WAN management tools, given specific network management
requirements

Learner Skills and Knowledge

To fully benefit from this lesson, you must have these prerequisite skills and knowledge:

®  Basic understanding of network management and the protocols used within the network
management arena

Outline

This lesson includes these topics:

m  Overview

m  Goals for Network Management

m  Network Management Policies and Procedures

®  Network Management Module Functions

m  Cisco Network Management Strategy

m  CiscoWorks Features

m  CiscoWorks LAN Management Solution

m  CiscoWorks Routed WAN Management Solution
®  Summary

®  Quiz: Developing an Enterprise Network Management Strategy
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Goals for Network Management

Network management is a growing field that is under constant change. Initially, network
management included only fault notification. Today, it has grown to incorporate multiple stages
including fault, configuration, accounting, performance, and security management. This topic
identifies enterprise goals for network management solutions.

Network Management

| TTTTTTTTTTITT T Cisco.com
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Network management evolves in these ways:

m  Network existence: There is no systematic way to determine if a fault occurs. When
something goes wrong in the network, the people in charge of the network are told via
word of mouth that there is a problem.

m  Device reachability: Basic device reachability is established. This allows the people in
charge of the network to see when a device fails or becomes unreachable but does not give
any reason for the outage.

m  Statistics collection: The people managing the network begin gathering statistics on the
behavior of a device. When a device goes down, historical data is available that may help
solve the problem. This statistics gathering is extremely helpful for resolving recurring
problems that are difficult to reproduce. Statistics collection also helps you become more
proactive in your network management efforts.

m  Performance monitoring: The statistics gathering became the input to measuring the
performance of the devices being monitored. By monitoring the performance of the
devices, the management staff could then tell when a device was about to have problems
based on the device performance.
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m  Baseline and configuration: The performance data was used to create a baseline of how
the network was performing on the average. Thresholds could then be set to determine
when the network was performing outside the expected thresholds. You can use the
baseline and configuration data to monitor the network and be proactive in your network
management efforts.

m  Network modeling: Take a snapshot of the network and then model the network so “what
if” scenarios can be run to determine when and where a failure of the network could occur.
Having this information beforehand allows the management staff to predict when a
problem will happen and to proactively fix the potential problem area before it ever
becomes a problem. Modeling also provides capacity planning to help determine which
upgrades may be necessary to support a proposed architecture, new applications, and
growth.
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Goals of Network Management (FCAPS)

* Fault management

+ Configuration management
+ Accounting management

* Performance management
+ Security management
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As network management has become an integral part of the network, the International

Organization for Standardization (ISO) developed a framework for network management.

The five functional areas defined by ISO for network management are:

Fault management: The ability to detect, isolate and notify when a fault occurs within the
network.

Configuration management: The ability to track and maintain device configurations
within the network. This includes configuration file management, device inventory, and
software management.

Accounting management: The ability to track the usage of the devices and the network
resources. Accounting management tracks the hardware and software inventory, and should
provide change control (versioning).

Performance management: The ability to gather performance information from the
devices and then interpret that information to determine the performance levels of the links

and devices within the network.

Security management: The ability to restrict and log access to the network resources.
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Practice

Q1)  Which component of the FCAPS model enables you to detect, isolate, and notify when
a fault occurs within the network?

A) fault management

B) security management

0] performance management
D) configuration management
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Network Management Policies and Procedures

As network management systems are implemented, it is vital to put policies and procedures in

place. This topic lists recommendations for developing effective network management policies

and procedures.

+ Client notification
- Change control
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Policies are implemented to define the plan for the network management system while the

procedures are in place to define how to react to an event or how to interpret collected

performance data.

Policies are written to provide details about who and what will be managed. They outline which

devices are monitored for reachability, which devices are monitored for performance

measurements, the plan for escalation, and how and when users are notified of network issues.

Procedures are written to describe the steps to take when an event happens. These procedures

should instruct the problem solver about the steps to take to solve the event or escalate the

problem for resolution, and how to document the findings.
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Network Management Methods
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Two network management styles are typically used in the network management arena: reactive
and proactive.

The reactive management style is very common in the enterprise that has not thought out its
network management strategy. Many enterprise IT departments are understaffed, or their
network is so poorly planned that the staff is constantly on the defensive, having to react to
network issues. Another form of reactive management occurs when management makes a
decision to only monitor events sent from the device, or devices adjacent to the device, that is
having a problem. The problem with such an event-driven solution is that it keeps the staff in a
reactive mode. The staff only learns of a problem after the problem has manifested itself as a
network issue, when a device sends an event out to the network management station.

The proactive management style is the most preferred style by most management staff. It uses
event-driven information and polling to determine the health of the network. The polling and
collection of data from devices allow the management team to identify problems before they
happen so they can take steps to reduce or remove issues before users see any problems.
Though in the proactive style it is still necessary to put out fires, there should be fewer issues
and better plans developed to resolve issues.

To develop a network management strategy for the enterprise, complete these tasks:
Step 1 Plan which devices will be managed and which will not.

Step 2 Determine what information to gather or receive from network devices. If the
management system is going to be event-driven, determine what kind of information
to collect from the traps, which are events sent to the management station from a
device. If the management style is polling-driven, determine what information to
collect from the devices to meet the management goals.
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Step 3

Step 4
Step 5

Step 6

Practice

Q)

Q2)

Q3)

Set realistic, measurable goals for network management. If the management style is
event-driven, set goals that you can measure based on the events received. If the
management style is based on polling or a combination of polling and event-driven,
set measurable goals to determine if the network management system is performing
as expected.

Identify the tools available to collect the required data.

Identify the monitoring goals and thresholds. Then set the appropriate traps and
alerts on the specific devices best positioned to report the activity.

Create plans and procedures to handle “what if” scenarios, so that when a network
problem is identified, there are some basic procedures in place to resolve the
problem.

What does a network management policy do?

A) defines reachability statistics

B) defines bandwidth requirements
O) defines how to react to a network event
D) defines the plan for the network management system

After you identify the business and management requirements for an enterprise
network, what is the first decision point when designing a network management
system?

A) Identify what to manage.

B) Identify measurable goals.
0) Select a management style.
D) Identify tools to manage the devices.

What are two network management styles?

A) event and fault

B) reactive and proactive
O fault and performance
D) polling and performance
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Network Management Module Functions

To implement network management goals, enterprises will implement individual infrastructure
components that meet specific needs. This topic identifies the infrastructure components that
the Network Management module provides.

Network Management Module Functions
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The Enterprise Composite Network Model includes the Network Management module. The
Network Management module may contain one or more of these services:

m  Authentication server: Provides authentication services for remote and local users on the
network

B Access control server: Provides centralized command and control for all user
authentication, authorization, and accounting

m  Network monitoring server: Responsible for monitoring the devices in the network

m  IDS Director: Provides a comprehensive, pervasive security solution for combating
unauthorized intrusions, malicious Internet worms, and bandwidth and application attacks

m  Syslog: Provides collection point for network events and traps

= System administration server: Management station used to configure network
management and other network devices
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These tools provide a network administrator with access to the devices in the Network
Management module:

=  Qut-of-band management: Provides the ability to access devices through a path external
to that taken by production network traffic

m  Terminal server: Provides a way to perform out-of-band management to multiple devices
connected serially to the terminal server, which is in turn connected to a modem

Practice

Q1)  Which component provides for managing devices using dedicated communication
paths?

A) VPN management
B) WAN management
0) out-of-band management

D) infrastructure management
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Cisco Network Management Strategy

Enterprise network managers are often faced with the task of developing a strategy for
managing very large networks. Networks continue to grow in size, and the number of different
management tools and products is often large as well, making the task more difficult. This topic
describes the Cisco network management strategy, given specific network management

requirements.
Cisco Network Management Strategy
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The Cisco network management strategy includes a web-based model that offers these

characteristics:

m  Simplification of tools, tasks, and processes

m  Flexible but secure user access via a common web browser

m  Web-level integration with network management system (NMS) platforms and general

management products

m  Capability to provide end-to-end solutions for managing routers, switches, and access

SCrvers

m  (Creation of a management intranet by integrating discovered device knowledge with Cisco

Connection Online (CCO) and third-party application knowledge
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Practice

Q1)  Which four features describe the Cisco network management strategy? (Choose three.)

A) simplification of tools, tasks, and processes
B) complex tools to manage the overall network
0] single point to multipoint solutions for workstations

D) infinite reporting capabilities on the status of individual WAN links

E) complex functionality to work with proprietary management systems
F) web-level integration with NMS platforms and general management products
Q) creation of a management intranet by integrating discovered device knowledge

with CCO and third-party application knowledge
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CiscoWorks Features

CiscoWorks is a family of products based on Internet standards for managing Cisco enterprise

networks and devices. This topic describes the CiscoWorks network management solution,

given specific network management requirements.

CiscoWorks
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The CiscoWorks product line offers a set of solutions designed to manage the enterprise
network. The solutions include the LAN Management Solution (LMS) and the Routed WAN
Management Solution (RWAN). These solutions focus on key areas in the network such as

optimization of the WAN, administering switch-based LANs, and measuring service level

agreements within all types of networks. The expanding CiscoWorks product line offers the

flexibility to deploy end-to-end network management solutions.

Cisco Architecture for Voice, Video and Integrated Data (AVVID) solutions rely on a stable

foundation of optimally functioning Catalyst multiprotocol, multilayer LAN switches. Proper

network management is essential to maintain such an environment. However, administrators

often find that it is difficult to adequately manage a converged network using manual processes.

CiscoWorks network management can provide the network administrator with a scalable tool,

easily learned, and capable of automating most common network management tasks. When

properly deployed, the CiscoWorks network management solution can provide considerable

savings by reducing labor cost and increasing network availability.
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Practice
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The CiscoWorks architecture consists of a Common Management Foundation (CMF) with a
web-based desktop as a single point of management. An additional component provides data
collection services using Simple Network Management Protocol (SNMP), Cisco Discovery
Protocol (CDP), and Interim Local Management Interface (ILMI) tables. SNMP, Syslog,
Telnet, Cisco Interactive Monitor/extensible markup language (CIM/XML), and Hypertext
Markup Language (HTML).

Discovery of the network occurs via a seed device, typically a Catalyst switch, through which
the CMF discovers the network by reading its CDP or ILMI table and SNMP variables. This
information permits the discovery of the seed’s neighboring devices, which in turn are queried
for CDP/ILMI and SNMP information. This process continues outward from each discovered
device to build a network topology map. The CMF also provides granular security, process
control, and device information retrieval via SNMP.

Q1)  On which three key areas do the CiscoWorks product bundles focus for enterprise
network management? (Choose three.)

A) design of hierarchical networks

B) management of the routed WAN

C) software distribution and monitoring
D) administration of switch-based LANs

E) measurement of service level agreements
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CiscoWorks LAN Management Solution

The CiscoWorks LAN Management Solution (LMS) provides a solid foundation of basic and
advanced management applications that enable network operators to efficiently manage the
LAN. This topic helps you select CiscoWorks LAN management tools, given specific network
management requirements.

CiscoWorks LAN Management
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All CiscoWorks product bundles include these two common modules:

®  CD One: CD One is the first component to install on the management server. This
collection of base packages includes these applications:

— CiscoView: CiscoView is a web-based device management application providing
dynamic status, monitoring, and configuration for a managed Cisco device.

— CiscoWorks Management Server: CiscoWorks Management Server includes the
database engine, online help, security, login, application launching (from the
CiscoWorks desktop), job and process management, and a web server for client access.
CiscoWorks Server also includes Common Management Foundation services and
Cisco Management Connection (CMC) to integrate other web-based management
applications and tools into the CiscoWorks desktop.

— Integration Utility: The Integration Utility offers integration with third-party network
management platforms by adding CiscoView device-specific information to the
platform and provides launch points to other Cisco applications.
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®  Resource Manager Essentials (RME): RME contains the configuration management
tools necessary for Cisco devices. RME contains these six applications to aid the
administrator’s efforts:

— Inventory Manager: Inventory Manager provides current inventory of all Cisco
devices (routers, switches, firewalls) in the network, including support for Cisco
CallManager, VPN concentrators, and WAN switches. Hardware and software
summary information, includes detailed reports for groups of devices, memory, flash,
software version, interface, and stack modules.

— Configuration Manager: Configuration Manager maintains an active archive of
configuration changes, and can modify stored configuration changes across multiple
Cisco routers and switches. When Configuration Manager detects a configuration
change (applied via CLI, Telnet, or via CiscoWorks), it automatically updates the
archive data, and logs the change information to the Change Audit Service.
Configuration Manager also provides powerful editing capabilities of the archived
configuration data, including find, search, replace, copy, cut, paste, as well as compare
and change detail. Modified files can be saved locally or downloaded to the target
device.

Cisco-provided templates simplify the configuration change process for SNMP
community, Terminal Access Controller Access Control System plus (TACACS+),
enable, syslog, SNMP trap destinations, CDP, and DNS.

— Software Image Manager: Software Image Manager simplifies the version
management and routine deployment of software updates to Cisco routers and switches
through wizard-assisted planning, scheduling, downloading, and monitoring of
software updates. Links to CCO compare the latest Cisco online software update
information with the Cisco IOS® and Catalyst software images deployed in the
network. Software Image Manager also allows the administrator to validate the target
switch or router's inventory data with the hardware requirements of a new image to
help ensure a successful upgrade. When multiple devices are being updated, Software
Image Manager synchronizes download tasks and allows the user to monitor job
progress. Scheduled jobs are controlled through a signoff process, enabling managers
to authorize a technician's activities before initiating each upgrade task.

— Change Audit: Change Audit displays changes made to managed devices. Summary
information includes: types of changes made, the person responsible for the change,
time of change, and whether the changes were made from a Telnet or console CLI or
from a CiscoWorks application. Reports detailing the nature of the changes, such as
cards added or removed, memory changes, and configuration changes, are available as
well.
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— Availability Manager: Availability Manager displays the operational status of critical
routers and switches. Drilling down on a particular device allows the administrator to
view historical information with regard to a given device, including response time,
availability, reloads, protocols, and interface status.

— Syslog Analyzer: Syslog Analyzer filters syslog messages logged by Cisco switches,
routers, access servers, and Cisco 10S firewalls, and generates reports in an easily
digested format. Its reports are based on user-defined filters that highlight specific
errors or severity conditions ,and help identify when specific events occurred (such as a
link-down condition or a device reboot). Syslog Analyzer also allows syslog messages
to be linked to customized information, such as Web-based administrative tips or to
launch a Common Gateway Interface (CGI) script to take corrective actions.

CiscoWorks LMS is composed of these three modules:

m  Campus Manager: Campus Manager provides the administrator with tools to configure,
manage, and understand the physical and logical aspects of a Catalyst-based local-area
network. Campus Manager offers these applications:

— Topology Services: This is the principal interface to a variety of large-scale topology
maps, tabular summaries, reports, and configuration services of the Layer 2 network. A
directory-like tree interface lists physical Layer 2 and logical, Virtual Terminal
Protocol (VTP), and ATM domain views, along with table summaries of the devices
and the interface associated with these views. This tree structure acts as the launching
point for topology maps, discrepancy reporting functions, and configuration services.

— User Tracking: Designed to assist in locating end-station connections at the access
switch, this application is used in troubleshooting or connectivity analysis. Through
automated acquisition, a table of end-user stations and Layer 2 connection information
is constructed. This table can be sorted and queried, allowing administrators to easily
find users. Users can be identified by name, IP handset, or MAC and IP address, as
well as the switch port and switch on which they are connected, and the VLAN and
VTP assignment of the port can also be identified. Predefined reports, such as duplicate
MAC address per switch port, or duplicate IP addresses, enable managers to locate
mobile users or violations in port policies.

— Path Analysis: An application for switched network management, this is an extremely
powerful tool for connectivity troubleshooting. Path Analysis utilizes user tracking,
topology services, and real-time spanning-tree information to determine Layer 2 and
Layer 3 connectivity between two endpoints in the network. The resulting trace is
presented in graphical views that illustrate the Layer 2 and Layer 3 devices, path
direction, and link types. A tabular format provides specific interface, IP address,
VLAN, and link-type information.
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— VLAN Port Assignment: Campus Manager provides graphical means for creating,
modifying, or deleting VLANs and LAN emulation (LANE) elements, plus assigning
switch ports to VLANs. As VLANSs are created or modified, port and user changes are
updated and transmitted to the switches, eliminating the need to update and configure
each participating switch individually. As VLANSs are selected, the table view shows
the participating ports, port status, and switch information, and the topology map can
be launched to graphically highlight participating devices and links for the VLAN
connections. Additional map tools allow managers to show spanning-tree states, VTP
trunks, switch port links, and existing LANE service elements.

— Discrepancy Reports: Discrepancy reports are used to view the physical and logical
discrepancies discovered on the network.

m  nGenius Real-Time Monitor: nGenius Real-Time Monitor is a web-based tool that
delivers multi-user access to real-time remote monitoring (RMON) and RMON2
information, and is used for monitoring, troubleshooting, and maintaining network
availability. Real-Time Monitor (RTM) can graphically analyze and report device-, link-
and port-level RMON-collected traffic data obtained from RMON-enabled Catalyst
Switches, internal Network Analysis Modules, and external LAN and WAN probes.

m  Device Fault Manager: Device Fault Manager provides real-time fault analysis for
managed Cisco devices. Device Fault Manager actively monitors a wide range of problems
that Cisco has identified can occur within Cisco devices. Depending on the type of device,
Device Fault Manager will actively monitor different conditions via Internet Control
Message Protocol (ICMP) polling, SNMP Management Information Base (MIB)
interrogation, and SNMP trap reception, and track only those conditions known to help
cause higher-level problems in that particular device.
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Best Practices for
Managing the LAN Using LMS
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RME tasks:
— Maintain a configuration archive.
— Maintain a software image archive.
— Create a change management inventory.
— Run custom reports.
- Campus Manager tasks:
— Detect configuration discrepancies.
— Locate switch ports with multiple IP addresses.
* nGenius Real-Time Monitor tasks:
— Monitor RMON statistics.
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Network management tasks will differ depending on the needs and capabilities of the network
and available support resources. However, you should plan to conduct these tasks with RME
regardless of the network’s individual characteristics:

®  Maintain a configuration archive: Automatically conducted by RME on all devices in the
RME inventory

®  Maintain a software image archive: RME can import the software images on all devices,
and then automatically poll devices to determine if their image is backed up in the archive
for disaster recovery purposes

®  Create a change management inventory: Automatically conducted on all inventoried
devices

®  Run custom reports: RME Syslog Analyzer can run custom reports based on a device
level, syslog message priority, or timeframe
Use Campus Manager to perform these tasks:

m  Detect configuration discrepancies: Use Campus Manager to automatically validate
connectivity for proper duplex, speed, and trunking configuration

m  Locate switch ports with multiple IP addresses: Campus Manager’s user tracking
function will locate switch ports with multiple IP addresses
Use nGenius Real-Time Monitor to perform these tasks:

m  Monitor RMON statistics: Monitor RMON statistics using RTM to detect application
errors and link usage
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Practice

Q1)  Given aneed to determine the operational status of critical routers and switches, which
Resource Manager Essentials component would you select?

A) Syslog Analyzer

B) Inventory Manager

O Availability Manager

D) Software Image Manager

Q2)  When managing a LAN using the LAN Management Solution, which two tasks should
the Campus Manager perform? (Choose two.)

A) Run custom reports.

B) Maintain a configuration archive.

O Detect configuration mismatches.

D) Create a change management inventory.

E) Locate switch ports with multiple IP addresses.
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CiscoWorks Routed WAN Management Solution

The CiscoWorks Routed WAN (RWAN) Management Solution extends the CiscoWorks
product family by providing a collection of powerful management applications to configure,
administer, and maintain a Cisco routed WAN. This topic helps you select CiscoWorks WAN
management tools, given specific network management requirements.

CiscoWorks RWAN
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The RWAN solution addresses the management needs of WANSs by improving the accuracy,
efficiency, and effectiveness of your network administrators and operations staff, while
increasing the overall availability of your network through proactive planning, deployment, and
troubleshooting tools.

Many management tasks that are essential in the LAN environment are also equally important
in the WAN environment. Therefore, there is some overlap in the functionality between LMS
and RWAN.

The Common Management Foundation is common in all CiscoWorks solutions. RWAN shares
the Resource Manager Essentials with LMS.

Additional RWAN modules include:
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m Internetwork Performance Monitor (IPM): IPM measures network performance based
on synthetic traffic generation technology generated by the Service Assurance Agent
(SAA) contained in Cisco 10S. IPM gives the network manager the ability to obtain
baseline performance data, useful in troubleshooting situations and to validate the network
infrastructure for new multiservice applications. IPM can generate a network response time
baseline for any of these network traffic types:

— Internet Control Message Protocol (ICMP) echo
— [P path echo

— Systems Network Architecture (SNA) echo

— User Datagram Protocol (UDP)

— UDP jitter

— Voice over IP

— Transmission Control Protocol (TCP) connect
— Domain Name System (DNS)

— Dynamic Host Configuration Protocol (DHCP)
— HTTP

— Data-link switching (DLSw)

m  Access Control List Manager (ACL Manager): ACL Manager manages the access lists
of Cisco devices. ACLM provides tools to set up and manage IP and IPX filtering and
device access control. These tools include: access list editors, policy template managers,
network and service class managers for scalability, access list navigation tools for

troubleshooting, optimization of access lists, and automated distribution of access list
updates.
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Best Practices for
Managing the LAN Using LMS
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* RME tasks:

— Maintain a configuration archive.

— Maintain a software image archive.

— Create a change management inventory.

— Run custom reports.
- Campus Manager tasks:

— Detect configuration discrepancies.

— Locate switch ports with multiple IP addresses.
* nGenius Real-Time Monitor tasks:

— Monitor RMON statistics.
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You should plan to conduct these tasks, regardless of the network’s individual characteristics:

B Maintain a configuration archive: Automatically conducted by RME on all devices in the
RME inventory

®  Maintain a software image archive: RME can import the software images on all devices,
and then automatically poll devices to determine if their image is backed up in the archive
for disaster recovery purposes

®  Change management: Automatically conducted on all inventoried devices

m  Syslog reporting and monitoring: RME Syslog Analyzer can run custom reports based on
a device level, syslog message priority, or timeframe

You should perform these WAN-specific management tasks:

m  Use IPM to monitor critical network services: Monitor critical network services such as
DNS and DHCP, as well as response times to critical servers with [IPM

m  Use ACL Manager to standardize and optimize access control lists: ACL Manager
presents a user-friendly graphical user interface that allows you to concentrate on the
security of your network without having to learn complex IOS syntax
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Practice
Q1)  Which network management tool is a part of both the LMS and RWAN products?
A) IP Path Echo
B) Access Control List Manager
O Resource Management Essentials
D) Internetwork Performance Monitor

Q2)  Given a need to perform active monitoring of the network devices, which RWAN
solution would you select?

A) Availability Manager
B) Software Image Manager
0 Access Control List Manager

D) Internetwork Performance Monitor
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
(T T Cisoo.com

* Network management is a growing field that is under
constant change. Initially, network management included
only fault notification. Today, it has grown to incorporate
multiple functions including fault, configuration,
accounting, performance, and security management.

* As network management systems are implemented, it is
vital to put policies and procedures in place.

* To implement network management goals, enterprises
will implement individual infrastructure components that
meet specific needs.
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Summary (Cont.)
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* Networks continue to grow in size, and the number of
different management tools and products is often large
as well, making the management task difficult.

» CiscoWorks is a family of products based on Internet
standards for managing Cisco enterprise networks and
devices.

* The CiscoWorks LAN Management Solution provides a
foundation of basic and advanced management
applications that enable network operators to efficiently
manage the LAN.

* The CiscoWorks Routed WAN Management Solution
provides a collection of powerful management
applications to configure, administer, and maintain a
Cisco routed WAN.
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References

For additional information, refer to these resources:

m  “Network Management System: Best Practices White Paper” at
http://www.cisco.com/warp/public/126/NMS_bestpractice.html
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Quiz: Developing an Enterprise Network
Management Strategy

Complete the quiz to assess what you have learned in this lesson.

Objectives

This quiz tests your knowledge on how to:

m  Identify enterprise goals for network management solutions

m  List recommendations for developing effective network management policies and
procedures

m  ]dentify the infrastructure components that the Network Management module provides

m  Describe the Cisco network management strategy, given specific network management
requirements

m  Describe the CiscoWorks network management solution, given specific network
management requirements

m  Select CiscoWorks LAN management tools, given specific network management
requirements

m  Select CiscoWorks WAN management tools, given specific network management
requirements

Instructions

Answer these questions:

Q1)  Which type of management is a goal of network management?

A) reactive management

B) proactive management

0} modeling management
D) performance management
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Q2)  Which item is an infrastructure component that meets the FCAPS requirement?
A) fault management
B) VPN management
0 voice management
D) gateway management
Q3)  What important function does WAN management support?

A) manages the VPN or PSTN access

B) manages the connectivity to the Internet
0) manages the connections to remote sites
D) manages the connectivity to the devices within an isolated LAN

Q4)  Youneed to have the staff, procedures, and policies in place and train users to use the
network management tools in order to build

A) a reactive system

B) a proactive system

O an accounting system

D) a network monitoring system

Q5)  What is the purpose of implementing network management procedures?

A) to define reachability statistics

B) to define bandwidth requirements
0) to define how to react to a network event
D) to define the plan for the network management system
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Q6)  The CiscoWorks architecture consists of with a web-based desktop as a single
point of management.

A)
B)
0

D)

a Pentium III or I'V processor
a Common Management Foundation
Cisco Discovery Protocol cache tables

an Interim Local Management Interface table

Q7)  Given a need to configure, manage, and understand the physical and logical aspects of

a Catalyst-based local-area network, which LAN Management Solution component

would you select?

A)
B)
0

D)

Campus Manager
Device Fault Manager
Software Image Manager

Resource Manager Essentials

Q8)  To implement an RWAN solution, which two WAN-specific management tasks should

you perform? (Choose two.)

A)
B)
0

D)

Scoring

Detect port duplex and speed mismatches.
Use IPM to monitor critical network services.
Locate switch ports with multiple IP addresses.

Use ACL Manager to standardize and optimize access control lists.

You have successfully completed the assessment for this lesson when you earn a score of 80

percent or better.
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Designing the Network
Management Architecture

Overview

Enterprise network managers are often faced with the problem of managing very large
networks. Networks continue to grow in size, and the number of different management tools
and products is often large as well. To design the network management architecture, you will
consider the infrastructure, data collection and management strategy, and server sizing.

Importance

The network management architecture affects the network management system itself as well as
the network as a whole. Selecting the right components and defining strategies are critical to
the success and availability of the enterprise network.

Objectives

Upon completing this lesson, you will be able to:

m  List design considerations for a network management system

m  Provide strategies for designing network management deployments, given specific
enterprise management needs

m  Design Cisco network management solutions for small, medium, and large enterprise
networks, given specific network management requirements



Learner Skills and Knowledge

To fully benefit from this lesson, you must have these prerequisite skills and knowledge:

®  An understanding of the network infrastructure

m  Knowledge of the requirements a management system puts on a network

Outline

This lesson includes these topics:

m  Overview

m  Network Management Design Considerations

m  Network Management Deployment Recommendations
m  Example: Network Management Designs

®  Summary

B Quiz: Designing the Network Management Architecture

m  Case Study: OCSIC Bottling Company
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Network Management Design Considerations

Network management must be an integral part of the overall network design, since network
management can adversely affect network performance. This topic identifies design
considerations for a network management system.

Network Management Infrastructure

Considerations
[ T T TTT T T T TTTTTAITIITIT Cisco.com

* Is a single network management station or are multiple
management stations required?

* Is it best to have a centralized or distributed deployment
of network management stations?

* Is a hierarchical design required to mirror the network
infrastructure?

- Does network management require a dedicated network
or can it be part of the campus network?

* Which management tools are required: element
management tools or end-to-end policy-based tools?

* How do NAT and firewalls affect the network management
strategy?
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To develop a network management strategy for the network management infrastructure, you
will answer the following questions:

m  [s a single network management station required or multiple management stations?
The number of network management stations required depends on the number of end-user
devices to be managed.

m  [s it best to have a centralized or distributed deployment of network management
stations? The decision often depends on the organization’s ability to support the solution.

m  Js a hierarchical design required to mirror the network infrastructure? Many
enterprises implement a hierarchical network management system design that mirrors the
network infrastructure from the campus, to the enterprise edge, to the branch offices. The
decision depends on the size of the organization, and the organization’s ability to support
the solution.

®  Does network management require a dedicated network or can it be part of the
campus network? In other words, will HP OpenView, or CiscoWorks, or some
combination take care of all my needs?
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®  Which management tools are required: element management tools or end-to-end
policy-based tools? The size of the enterprise usually dictates the types of tools required.

®m  How do Network Address Translation (NAT) and firewalls affect the network
management strategy? Enterprises often use NAT and firewalls that block or break access
via common management protocols. Solutions are to disable Simple Network Management
Protocol (SNMP) on security devices, use more advanced authentication options, restrict
SNMP access from specific devices, and use more secure protocols.
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Network Management Data Collection

and Management Considerations
| T TN Cisco.com

* Is polling required or will the solution be event-driven?

* What data should be collected? How long should the data
be stored?

* How much bandwidth is required to support data
collection, particularly across low-bandwidth WAN links?

- What issues regarding management protocols such as
SNMP and RMON should you address?

* What issues regarding access protocols such as HTTP
and Telnet should you address?

* Is out-of-band management or in-band management
required?
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To develop a network management strategy for data collection and management, you will
answer these questions:

m Is polling required or will the solution be event-driven? To maintain a proactive
management strategy, you will generally choose to implement polling. However, polling
can place a large burden on the network infrastructure. Some enterprises implement a
separate infrastructure to support network management and polling.

B What data should be collected? How long should the data be stored? Consider which
data is critical to the management effort and whether the data will actually be used before
storing it. Stored data should be purged at regular intervals.

®  How much bandwidth is required for polling, particularly across low-bandwidth
WAN links? To reduce bandwidth requirements, you can reduce polling intervals,
implement remote monitoring (RMON), and distribute network management systems so
they are close to the devices they manage.

m  What issues regarding management protocols such as SNMP and RMON should you
address? SNMP and RMON pose inherent security risks. When managing devices that
connect to less secure areas of the network, security must be considered.

m  What issues regarding access protocols such as HTTP and Telnet should you address?
Web-based management tools that use HTTP or Telnet access are not usually options due
to security concerns.
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m  [s out-of-band management or in-band management required? Depending on the
network management solution deployed and the location of support personnel, out-of-band
and/or in-band management will be required.

A challenge is to ensure the availability of the devices being managed. The network
management station will poll the essential data to determine the status of the device and to meet
the goals for managing each type of device.

To provide availability, you need to build a reliable, redundant network and network
management system. Then, if one link goes down, the whole network management system does
not go down. You should have a plan for disaster recovery if the situation dictates that the
system be manageable from another location in case the primary location goes down.

Another challenge is to implement a proactive system versus a totally reactive system. To build
the proactive system, you need to have the staff, procedures, and policies in place and train
users to use the network management tools.
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Network Management Station

Sizing Considerations
| T TN Cisco.com

* Determine the number of managed devices.

* Determine which operating systems are used in
the enterprise (Windows NT or Solaris).

 Select the appropriate CPU type and speed.

* Consider the amount of RAM and swap space
required for polling.

» Consider the amount of hard disk space required
for polling data and reporting data.
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Correctly sizing network management stations is important as a server can easily become
overloaded, adversely affecting performance. Each network management vendor publishes
guidelines to help you select the right size platform for your needs. To size a network
management station, consider the items listed in the figure.
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System Management Resource

Considerations
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+ Management systems
— Servers
— Agents
— Monitors

Bandwidth and
connectivity

- Staffing

Windows

5 Goal = BB%
Manage everything
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Resources not considered may adversely impact the overall effectiveness of the network
management system.

To manage the network, you need to consider management system servers and agents as part of
the network management plan. In today’s management environment, no single platform can do
everything. Most platforms are based on the UNIX or Microsoft Windows operating systems.
The devices being managed may utilize their own internal agents.

Depending on the data collection requirements, the network management system may use a
substantial amount of the bandwidth over WAN links. Monitoring remote devices across a
WAN requires that you plan for the bandwidth and connectivity requirements to the remote
sites. The bandwidth requirements for management and user traffic may exceed the total
amount of bandwidth available.

If a full-scale enterprise management system is implemented, an appropriate staff is required to
monitor and maintain the systems. Staff needs training on the procedures, goals, and the use of
the tools to properly manage the network.
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Practice
Q1) When used for network management, SNMP, HTTP, and Telnet pose .
A) RMON errors
B) difficulty in use
O bandwidth problems
D) inherent security risks

Q2)  What feature most often impacts an enterprise’s decision about whether to use a
distributed network management strategy?

A) ease of use
B) amount of security required
O ability to support the solution

D) availability of web-based tools
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Network Management Deployment
Recommendations

For networks that require more than a single workstation or server, you may need to use
multiple workstations for a single management domain (a single managed network) by
distributing applications across multiple workstations. The result will be better performance
and maximum scaling. This topic provides strategies to help you design network management
deployments, given specific enterprise management needs.

Single Server Deployment

I Cisco.com
Network
|Management|
Station Nenwcrk Devices
40,000 End Users
]
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For a single server or workstation as a network management platform, a LAN Management
Solution is recommended for networks with up to 2,000 managed network devices or 40,000
user end stations. The addition of other applications depends on specific application scaling
factors and the size of your network. Performance can be an issue, so it is important to monitor
system resources, and use a multiple processor if appropriate, or additional memory and disk
space as needed. Using a single server may not be practical if all bundled applications are on
one server. For performance reasons, it may still be necessary to use more than one machine
and distribute individual applications across several machines.
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Multiserver, Split Applications—Single

Management Domain
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If a single workstation cannot handle the load, due to lack of capacity, when multiple
applications are required, one solution is to distribute the applications across several servers.
Applications should be distributed based on the biggest resource users.

In the example shown in the figure, three management workstations are used to manage a
network of 2,000 network devices, with the heaviest applications from the LAN Management
Solution distributed across the three workstations.

Other bundled applications can be installed where it makes sense.

Larger networks will have to be split into multiple management domains, or multiple groups
managed by individual management servers or groups of servers. When a network is split into
multiple domains, you can make the division by administrative groups, geographically, or
whatever fits your needs.
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Multiple Management Domains
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When the size of the network is larger than 2,000 network devices, you should divide the
network into multiple management domains, and multiple management servers (or groups of
servers) to ensure that you do not exceed the resource requirements for each server. In some
cases, it may be preferable to implement multiple management domains for administrative
reasons, even if the numbers do not require the division.

Look for logical ways to segment the network based on the following:

®  Virtual Terminal Protocol (VTP) domains
m [P address ranges

®  LAN/WAN boundaries

Look for administrative logic with separate management teams, regions, or administrative
groupings. You need to determine which management workstation is managing which device
(and vice versa), and remember to leave room for future growth.

Consider the scenario shown in the figure, in which a network of 6,000 network devices is
broken into three groups with up to 2,000 devices each (with no more than 40,000 end stations),
with a separate LAN server for each segment of the network.
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One option for networks of up to 5,000 user devices is to install a single central resource
management server, and combine that with multiple campus management servers.

The figure shows a centralized resource management design that provides a single reporting
server for inventory, configurations, changes, software distribution, and bulk changes for up to
5,000 network devices. For larger networks, one centralized resource server per network
partition might be another option. The local LAN management server would have campus and
other management applications, but resource management would not be installed on these
machines. The resource management server would receive inventory data from each local LAN
management machine, and push changes in device credentials back to each local LAN
management machine.

For large deployments, it may be necessary to distribute network management applications
across multiple servers, either for performance reasons or simply to accommodate larger
numbers of network devices.
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Key Questions to Consider
(T T Cisco.com

* How many network management servers are needed?
* What specific bundles and products will be deployed?

+ What components and functions of the products are most
important to the network managers?

* What other management tools will be present? Will any
other applications be installed on a CiscoWorks network
management server, for example?

* How many users will the network management tools
have? How many of them will use the tools
simultaneously?

* In the case of very large networks, what are the
administrative groupings of the network devices and
network management users?

* Is a separate network required for network management?
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The most common question, “What size workstation do I need for a network management
station in order to manage X number of devices?” is difficult to answer. Consider the questions
indicated in the figure as you define network management services to manage an enterprise
network.

Practice

Q1)  What is the general rule for sizing network management servers?

A) size the server to meet the minimum requirements

B) size the server to meet the needs of the most active application
O size the server to meet all the application resource requirements
D) size the server to be the largest available at the time of purchase
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Example: Network Management Designs

When designing a small or large network management solution, you will consider the number
of management stations, functionality requirements, resource utilization, and many other
factors. In this topic, you will learn how to design Cisco network management solutions for
small, medium, and large enterprise networks, given specific network management

requirements.

.=

Small Site Network Management Design

—/

y
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+ Single system with CiscoWorks LMS and RWAN
solutions

+ Single instance of Resource Manager Essentials

Fewer than 200
Managed
Metwork Devices

Cisco.com
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For a small site with fewer than 200 network devices, a single CiscoWorks system with LAN
Management Solutions (LMS) and Routed WAN (RWAN) Management Solutions is likely
sufficient. A single instance of Resource Manager Essentials can manage the entire network.

The table summarizes the design decisions that a small enterprise would make to meet their

requirements.

Design Question

Decision

Notes and Comments

How many management domains
does the enterprise require?

1 domain for the company

The domain will be managed
centrally.

How many devices need to be
managed?

Fewer than 200

What are the key components and
functions required?

LAN Management Solution

Routed WAN Management Solution

For a small network, one network
management server is sufficient.

How many servers are required?

One server with:
m LAN Management Solution

m Routed WAN Management
Solution
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Design Question Decision Notes and Comments

What administrative grouping of All network devices within a single Given the small size of the network,
network devices will work for this administrative grouping only one administrative grouping of
enterprise? network devices is required.

What administrative grouping of All management users within a single Given the small size of the network,
network management users will work | administrative grouping only one administrative grouping of
for this enterprise? management users is required.
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Medium Site Network
Management Design

Fewer than 500
Managed

i ’ Network Devices

y

+  Two servers with LMS and RWAN components

« Single instance of Resource Manager Essentials
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If a CiscoWorks RME Availability Manager application is to be used, Cisco recommends that

there be no more than 500 devices monitored from a single RME server on an adequately

equipped system. If a high-end system is used with multiple processors, each RME server can

support up to 1,000 network devices, depending on the full usage of the system running the

RME software.

Note The functions provided by RME’s Availability Manager are often provided by third-party

SNMP management platforms. Therefore, the 500-device limitation may not be an issue with

common deployment scenarios, which include these other management servers.
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Company Background

In this scenario, there are two main sites: the west site in Los Angeles, California and the east

site in Pensacola, Florida. The west site supports 4,500 users with 350 managed network

devices. It is the hub for the west coast branch offices and connects to ten branch offices with

six managed devices at each office. The east site supports 7,000 users with 300 managed

network devices. The east site is the hub for 15 east coast branch offices with six managed

devices per branch. There is a T3 between the east and west facilities. The company wants to

use the Availability Manager to determine the status of their key devices. Each domain has up

to 450 key devices to be managed. The network operations center is located in Los Angeles. All

management will be done from the Los Angeles site.

Network Management Considerations

The company is planning to use Cisco RME for configuration and software management.

The IT staff is expecting to use a single domain while splitting management functions over

multiple servers.

Availability Manager will be used to determine device operational status.
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Network Management Design

The table summarizes the design decisions that the enterprise made to meet their requirements.

Design Question

Decision

Notes and Comments

How many management domains
does the enterprise require?

One domain for the company

The domain will be managed from a
central site.

How many devices need to be
managed?

West: 410 managed devices

East: 390 managed devices

What are the key components and
functions required?

LAN Management System including:
= RME

m Availability Manager

m Campus Manager

= Fault Manager

RWAN Management Solution
including:

m Performance Monitor

m ACL Manager

How many servers are required?

Three total:

m Two RME with Availability Manager

m One for LMS/RWAN Management

The recommended number of
devices associated with the
Availability Manager is 500, so two
servers are required.

What administrative grouping of
network devices will work for this
enterprise?

One administrative grouping

Given the requirements, there are
two domains but one administrative

group.

What administrative grouping of
network management users will work
for this enterprise?

One administrative group for all
locations
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Large Site Network Management Design

II1 Cisco.com

_l;_i, !‘, — ’ Network Devices
L

+ Design includes four servers with LAN and WAN
management components.

« Consider dividing the enterprise into different domains
with independent systems to manage each domain.
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When designing large and very large network management solutions, dividing the network into
regions or domains, each with its own set of servers that manage individual domains, becomes
a viable solution.

The scaling issues for a large site network management design include:

m  Cisco RME
— Total number of objects in inventory
— Inventory updates of largest devices
— Auvailability monitoring
—  Web GUI performance
— Software update jobs for large numbers of devices at one time
— Configuration-change jobs for large numbers of devices at one time
— Syslog traffic level
m  Cisco Campus Manager
— Total number of devices or objects discovered and kept in database

— Campus topology maps, which get very crowded and difficult to use for a large number
of devices
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— User tracking limit on total number of end stations (number of rows in table)
— User tracking discovery time
— User tracking ping sweep (can disrupt network traffic)
m  (Cisco Device Fault Manager
— Intelligent fault interpretation and device modeling resident in memory
— Number of managed objects (chassis, modules, ports, and so on)
— CPU and I/O utilization, which depend on polling intervals
m  Other CiscoWorks Products
— ACL Manager: The major scaling issue is the size of the Access Control Lists (ACLs).

— CiscoView: Server performance can be affected if too many simultaneous users are
active. Five to ten is the recommended limit on the number of simultaneous users.

®  Bundles
— Bundles combine various products; they can be mixed together in a single deployment.
— It is usually possible to run all products in the bundle on a single server for small to
moderate size networks if sufficient system resources are available; for larger

networks, it will be necessary to deploy multiple servers.

— Plan around largest resource users.
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Example Large Site Network
Management Design
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Company Background

In this scenario, the IT staff for AngelFish (a global fish reseller) wants to implement a
centralized RME approach with each domain having their own LMS functionality. In this
design, the planners have decided to split the global network into four manageable domains: the
U.S. headquarters in Chicago, the Americas in Sao Paolo, Europe in Munich, and Asia-Pac in
Seoul. Each domain will monitor and discover the devices within their domain.

Network Management Considerations

Each site manages approximately 600 routers. Chicago is designated the primary site where the
RME system will be located. All four of the LMS systems will discover their regional asset
information based on IP addresses. They will synchronize the device credential information
with the central RME system. The Chicago site will need an RME and LMS server; all other
domains would only need an LMS server. Any necessary polling is done by each of the four
workstations, with polling intervals set appropriately.

Regional and local management of switched networks is performed with Cisco Campus
Manager (under 1,000 network devices) as well as RME. IP address ranges segment the
regional networks. Different management groups do not share community strings, making
configuration of CiscoWorks more difficult, but this policy is the preferred one for this
customer.
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Network Management Design

The table summarizes the design decisions that the enterprise made to meet their requirements.

Criteria

Decision

Notes and Comments

How many managed domains are
there?

Four domains

The headquarters domain is
assumed to be where the RME
server will be located.

How many managed devices are
there?

Headquarters: 950
Americas: 275
Europe: 867
Asia-Pac: 600

What are the key components and
functions required?

LAN Management System with:

s RME

m Campus Manager

m Fault Manager

RWAN Management Solution with:
m Performance Monitor

m ACL Manager

How many servers are required?

One Server for RME in headquarters
One HP OpenView Server

One LMS/RWAN server at
headquarters

One LMS/RWAN server for Americas
One LMS/RWAN server for Europe

One LMS/RWAN server for Asia
Pacific

All domains will have at least one
LMS/RWAN server

Corporate headquarters will utilize
three servers:

m One for HP OpenView
m One for RME
m One for LMS/RWAN

What administrative grouping of Headquarters

network devices will work for this .

enterprise? Americas
Europe
Asia-Pacific

What administrative grouping of Headquarters

network management users will work .

for this enterprise? Americas
Europe
Asia-Pacific
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Practice

Q1) A single CiscoWorks system with LMS and RWAN solutions is likely sufficient for

small-site network design with fewer than  network devices.
A) 100
B) 200
C) 300
D) 400
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
| T T T TR Cisco.com

* Network management must be an integral part of the
overall network design, since network management can
adversely affect network performance.

* For networks that require more than a single workstation
or server, you may need to use multiple workstations for
a single management domain (a single managed network)
by distributing applications across multiple workstations.
The result will be better performance and maximum
scaling.

* When designing a small or large network management
solution, you will consider number of management
stations, functionality requirements, resource utilization,
and many other factors.
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m  “CiscoWorks in Large-Scale Network Environments” available at
http://www.cisco.com/warp/public/cc/pd/wr2k/prodlit/ckspp wp.htm.

m  “Network Management System: Best Practices White Paper” at
http://www.cisco.com/warp/public/126/NMS _bestpractice.html
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Quiz: Designing the Network Management

Architecture

Complete the quiz to assess what you have learned in this lesson.

Objectives

This quiz tests your knowledge on how to:

m  List design considerations for a network management system

®m  Provide strategies for designing network management deployments, given specific

enterprise management needs

m  Design Cisco network management solutions for small, medium, and large enterprise

networks, given specific network management requirements

Instructions

Answer these questions:

Q1)  Which network resource do you need to consider in your network management plan?

A)
B)
0

D)

clients

routers

switches

bandwidth

Q2)  Which resource will allow an organization to easily move from a reactive management

style to a proactive management style?

A)
B)
0

D)

staffing
bandwidth
management platform

CPU on managed devices
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Q3)  The number of network management stations required depends on the

A)
B)
®)

D)

SNMP deployment
number of users in the enterprise
location of devices to be managed

number of end-user devices to be managed

Q4)  In alarge enterprise network with multiple administrative domains, what is the

recommended solution for management domains?

A)
B)
®)

D)

Use one system to manage all domains on the network.
Plan the management so each domain is managed separately.

Plan the management so all domains are managed by a central system.

Use a large-scale system to manage multiple domains in one system. If system

capacity is exceeded, add an additional system to handle the other domains.

Q5)  When designing large and very large network management solutions, dividing the

network into , each with its own set of servers, becomes a viable solution.
A) syslog domains

B) regions or domains

0 switched LAN segments

D) global network operations centers

Scoring

You have successfully completed the assessment for this lesson when you earn a score of 80

percent or better.
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Case Study: OCSIC Bottling Company

Complete this case study to practice the key design skills discussed in this module.

Required Resources

There are no resources required to complete this exercise.

Exercise Objective

In this exercise, you will design network management services that meet the needs of the
OCSIC Bottling Company.

After completing this exercise, you will be able to:
®  Develop a network management strategy for the company

Job Aids

There are no job aids required to complete this exercise.

Task 1: Develop a Network Management Strategy for the Company

Complete these steps:

Step 1 Describe policies and procedures to implement for the enterprise network
management.
Step 2 Determine the location and functionality of each network management station.

What options did you consider?

Why did you choose the option you selected?
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Step 3 Indicate which network components are managed by each device.

Step 4 Identify the services and functionality to run on each network management station.

What options did you consider?

Why did you choose the option you selected?

Step 5 Identify how the network management stations will communicate with one another
and with managed devices.

What options did you consider?

Why did you choose the option you selected?
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Step 6 Identify other hardware servers that are required for the network.

What options did you consider?

Why did you choose the option you selected?

Where will you locate those servers?

What functionality will each server provide?

Step 7 What type of polling will you deploy on the network?

How will polling affect network performance?

How long would you recommend to maintain polling information?

Step 8 Update your campus network diagram to indicate the components of the Network
Management module.

Exercise Verification

You have completed this exercise when you attain these results:

B You have created a network management design that includes a completed campus diagram
showing the location of each network management station, specification of the services and
functionality that run on each server, and other servers required for the network, indicating
their location and expected functionality.
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Designing High Availability
Services

Overview

As enterprises rely more and more heavily on their IP network for core business practices, a
high degree of network availability becomes critical. System downtime translates into
significant productivity and revenue losses.

Maximizing network uptime requires the use of operational best practices and redundant
network designs in conjunction with high availability technologies within network elements.
Several high availability technologies are embedded in Cisco I0S® software.

Upon completing this module, you will be able to:

m  Identify the necessary components of a high availability solution, given specific enterprise
availability requirements

m  Design high availability solutions for the Enterprise Campus and the Enterprise Edge
functional areas, given specific enterprise availability requirements

Outline

The module contains these lessons:

m  Reviewing High Availability Features

m  Designing High Availability Enterprise Networks
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Reviewing High Availability
Features

Overview

Cisco I0S® high availability technologies provide network redundancy and fault tolerance.
Reliable network devices, redundant hardware components with automatic failover, and
protocols like Hot Standby Router Protocol (HSRP) are used to maximize network uptime.

Importance

Enterprises rely heavily on their network to run their business. Any downtime translates into
lost revenue and productivity.

Objectives
Upon completing this lesson, you will be able to:

m  Identify requirements for network high availability

m  ]dentify the necessary components of a high availability solution, given specific high
availability requirements

m  Determine when to implement fault tolerant network devices and redundant topologies,
given specific high availability requirements

m  Determine when to use HSRP, Virtual Router Redundancy Protocol (VRRP), and options
for Layer 3 redundancy, given specific high availability requirements

m  Determine when to use Spanning-Tree Protocol and Layer 2 redundancy, given specific
high availability requirements



Learner Skills and Knowledge

To fully benefit from this lesson, you must have these prerequisite skills and knowledge:

®  Designing Enterprise Campus Networks module

®  Designing Enterprise Edge Connectivity module

Outline

This lesson includes these topics:

m  Overview

m  Network Requirements for High Availability
m  (Cisco IOS High Availability Architecture

m  Fault Tolerance and Hardware Redundancy
m  Options for Layer 3 Redundancy

®  Redundancy and Spanning-Tree Protocol

B Summary

®  Quiz: Reviewing Cisco High Availability Features
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Network Requirements for High Availability

An enterprise requires its network to be highly available to ensure that its mission-critical
applications are available. Increased availability is a measurable quantity that translates into

real cost savings. This topic describes the enterprise requirements for network high availability.

What is High Availability?

(T T ITIT

Defects Per

Availability, Million Downtime Per: Year (24x365)
991000 10000 3idays 15 hours 36 minutes
9915005 5000 1 day, 19 hours 48 minutes
99.900% 1000 8hours 46 minutes
99.950% 500 4’ hours 23 minutes
9919905 100 53 minutes
99.999% 10 5 minutes

99.9999% 1 30 seconds
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Reliability implies that the system performs its specified task correctly. Availability means that

the system is ready for immediate use.

For example, an airplane needs to be reliable. It does not need to be available to fly 24 hours a

day. However, it must be reliable when the user determines it is ready to be available.

Today’s networks need to be available 24 hours a day, 365 days a year. To meet that objective,

99.999 or 99.9999 percent availability is required.

Enterprises implement high availability to meet these requirements:

m  Ensure that mission-critical applications are available: The purpose of an enterprise

network is to enable applications. When those applications are not available, the enterprise

ceases to function properly. Making the network highly available helps ensure that the

enterprise’s mission-critical applications are available.

®  Improve employee and customer satisfaction and loyalty: Network downtime can cause

frustration among both employees and customers attempting to access applications.

Ensuring a highly available network helps to improve and maintain satisfaction and loyalty.
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m  Reduce reactive information technology (IT) support costs, resulting in increased IT
productivity: Designing a network to incorporate high availability technologies allows IT
to minimize the time spent fighting fires and maximize the time providing proactive
services.

m  Reduce financial loss: An unavailable network, and therefore an unavailable application,
can translate directly into lost revenue for an enterprise. Downtime can mean unbillable
customer access time, lost sales, and contract penalties.

B Minimize lost productivity: When the network is down, employees cannot perform their
functions efficiently. Lost productivity means increased cost to the enterprise.
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Defining Availability

Cisco.com

Availability

Mean Time
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Availability is a measurable quantity. The factors affecting availability are mean time to repair
(MTTR), the time it takes to recover from a failure, and mean time between failure (MTBF),
the time that passes between network outages or device failures.

Decreasing MTTR and increasing MTBF increase availability. Dividing MTBF by the sum of
MTBF and MTTR results in a percentage indicating availability.

A common goal for availability is to achieve 99.999 percent (“five nines”). For example:

m  Power supply MTBF = 40,000 hours
m  Power supply MTTR = eight hours

m  Availability = 40,000/(40,000 + 8) = 0.99980... or 99.98% availability

To calculate the availability of a complex system or device, multiply the availability of all of its
parts. For example:

m  Switch fabric availability =.99997
m  Route processor availability =.99996

m  System availability = .99997 * .99996 = 0.99992

As system complexity increases, availability decreases. If a failure of any one part causes a
failure in the system as a whole, it is called serial availability.
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Practice

Q1)  What are two measurable costs of network downtime? (Choose two.)

A) revenue losses

B) productivity losses

0 reduced customer loyalty

D) minimized competitive edge
E) reduced employee satisfaction
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Cisco I0S High Availability Architecture

A highly available network requires reliable and fault-tolerant devices, resilient network

technologies, optimized design, and implementation of best practices. This topic describes the

components of a Cisco high availability solution.

(T Cisco.com

High Availability Network
Components

* Reliable, fault-tolerant network devices
* Device and link redundancy

* Load balancing

* Resilient network technologies

* Network design

- Best practices
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To achieve high network availability, these network components are required:

Reliable, fault-tolerant network devices: Hardware and software reliability to
automatically identify and overcome failures

Device and link redundancy: Entire devices, modules within devices, and links can be
redundant

Load balancing: Allows a device to take advantage of multiple best paths to a given
destination

Resilient network technologies: Intelligence that ensures fast recovery around any device
or link failure

Network design: Well-defined network topologies and configurations designed to ensure
there is no single point of failure

Best practices: Documented procedures for deploying and maintaining a robust
e-commerce network infrastructure
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High availability implies that a device or network is ready for use as close to 100 percent of the
time as possible. Fault tolerance indicates the ability of a device or network to recover from the
failure of a component or device. Achieving high availability relies on eliminating any single
point of failure and on distributing intelligence throughout the architecture. You can increase
availability by adding redundant components, including redundant network devices and
connections to redundant Internet services. With the proper design, no single point of failure
will impact the availability of the overall system.

Practice

Q1)  Which two components are required for achieving high availability? (Choose two.)

A) providing redundant Internet services
B) eliminating any single point of failure
o) centralizing intelligence within the architecture

D) distributing intelligence throughout the architecture

E) providing a redundant backup for each network component
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Fault Tolerance and Hardware Redundancy

High availability can be achieved through the use of fault-tolerant devices, with redundancy
provided within each device, and by the provision of multiple devices, with redundancy
provided by the topology. This topic describes when to implement fault-tolerant network
devices and redundant topologies.

Campus Network with Fault-Tolerant

Devices and Single Points of Failure
| T TN Cisco.com
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Supervisors
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- Fans ==

* Hot swappable
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One approach to building highly available networks is to use extremely fault-tolerant network
devices throughout the network. To achieve high availability end-to-end, the fault tolerance of
each device is optimized. This is achieved by providing redundant backup within the device for
each of its key components. Fault tolerance offers these benefits:

B Minimizes time periods during which the system is nonresponsive to call-routing requests
(for example, while the system is being reconfigured due to a component failure or
recovery)

m  Eliminates all single points of failure that would cause the system to stop

m  Provides disaster protection by allowing the major system components to be geographically
separated

Trying to achieve high network availability solely through device-level fault tolerance has a
number of drawbacks:

m  Massive redundancy within each device adds significantly to its cost, while at the same
time reducing physical capacity by consuming slots that could otherwise house network
interfaces or provide useful network services.
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m  Redundant subsystems within devices are often maintained in a hot standby mode, in which
they cannot contribute additional performance because they are only fully activated when
the primary component fails.

®  Focusing on device-level hardware reliability may result in overlooking a number of other
failure mechanisms. Network elements are not standalone devices, but are components of a
network system in which internal operations and system-level interactions are governed by
configuration parameters and software.
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Redundant Campus Network with
No Single Point of Failure
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A complementary way to build highly available networks is to provide reliability through
redundancy in the network topology rather than primarily within the network devices
themselves. In the campus network design shown in the figure, there is a backup for every link
and every network device in the path between the client and server. This approach to network
reliability offers these advantages:

m  The network elements providing redundancy need not be located with the primary network
elements. This reduces the probability that problems with the physical environment will
interrupt service.

m  Problems with software bugs and upgrades or configuration errors and changes can be dealt
with separately in the primary and secondary forwarding paths without completely
interrupting service. Therefore, network-level redundancy can also reduce the impact of
non-hardware failure mechanisms.

m  With the redundancy provided by the network, each network device no longer needs to be
configured for optimal standalone fault tolerance. Device-level fault tolerance can be
concentrated in the Campus Backbone and Building Distribution submodules of the
network, where a hardware failure would affect a larger number of users. By partially
relaxing the requirement for device-level fault tolerance, the cost per network device is
reduced, to some degree offsetting the requirement for more devices.

m  With carefully designed and implemented resiliency features, you can share the traffic load
between the respective layers of the network topology (that is, Building Access and
Building Distribution submodules) between the primary and secondary forwarding paths.
Therefore, network-level redundancy can also provide increased aggregate performance
and capacity.
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B You can configure redundant networks to automatically failover from primary to secondary
facilities without operator intervention. The duration of service interruption is equal to the
time it takes for failover to occur. Failover times as low as a few seconds are possible.

Fast EtherChannel (FEC) is a trunking technology based on grouping together multiple full-
duplex Fast Ethernets to provide fault-tolerant high-speed links between switches, routers, and
servers. FEC uses a peer-to-peer control protocol that provides autoconfiguration and minimal
convergence times for parallel links.

The drawbacks of link redundancy include:
B Increased media costs

m  More difficult management and troubleshooting

As a Layer 2 feature, Deterministic Load Distribution (DLD) adds reliability and predictable
packet delivery with load balancing between multiple links.
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Route Processor Redundancy
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Route Processor Redundancy (RPR) provides a high system availability feature for some Cisco
switches and routers. A system can reset and use a standby Route Switch Processor (RSP) in
the event of a failure of the active RSP.

Using RPR, you can reduce unplanned downtime. RPR enables a quicker switchover between
an active and standby RSP in the event of a fatal error on the active RSP. When you configure
RPR, the standby RSP loads a Cisco IOS image upon bootup and initializes itself in standby
mode. In the event of a fatal error on the active RSP, the system switches to the standby RSP,
which reinitializes itself as the active RSP, reloads all of the line cards, and restarts the system.

RPR reduces the amount of unplanned downtime of a switch or router by enabling a faster
startup time of a standby RSP.

RPR+ allows a failover to occur without reloading the line cards. The standby route processor
takes over the router without affecting any other processes and subsystems. In addition, the
RPR+ feature ensures that:

m  The redundant processor is fully booted and the configuration is parsed

®  The IOS running configuration is synchronized between active and standby route
processors

m  No link flaps occur during failover to the secondary router processor
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The option of dual homing connected end systems is available. Most network interface cards
(NICs) operate in an active-standby mode with a mechanism for MAC address portability
between them. During a failure, the standby NIC becomes active on the new access switch.

Other end-system redundancy options include NICs operating in active-active mode, in which
each host is available through multiple IP addresses. Either end-system redundancy mode
requires more ports at the Building Access submodule.

Active-active redundancy implies that two redundant switches in a high availability pair are
concurrently load balancing traffic to server farms. Since both switches are active, you can
support the same virtual IP address on each switch at the same time. This is known as shared
VIP address. However, the use of active-active schemes supporting shared VIP configurations
is not recommended.

Active-standby redundancy implies an active switch and a standby switch. The standby switch
does not forward or load balance any traffic. The standby switch is only active in participating
in the peering process that determines which switch is active and which is on standby. The
peering process is controlled by the redundancy protocol used by the content switches.
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Practice

Q1)  Which two drawbacks can apply when attempting to achieve reliability solely through
extremely fault-tolerant devices? (Choose two.)

A) increased device cost

B) increased cabling cost

0 reduced device efficiency

D) increased administrative complexity

E) components not contributing to performance
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Options for Layer 3 Redundancy

Hot Standby Router Protocol (HSRP) and Virtual Router Redundancy Protocol (VRRP) enable
a set of routers to work together to present the appearance of a single virtual router or default
gateway to the hosts on a LAN. Protocols for router redundancy allow one router to
automatically assume the function of the second router if the second router fails. This topic
describes when to use HSRP, VRRP, and options for Layer 3 redundancy.

First Hop Redundancy
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For IP, HSRP allows one router to automatically assume the function of the second router if the
second router fails. HSRP is particularly useful when the users on one subnet require
continuous access to resources in the network.

HSRP enables a set of routers to work together to present the appearance of a single virtual
router or default gateway to the hosts on a LAN. HSRP is particularly useful in environments
where critical applications are running and fault-tolerant networks have been designed. By
sharing an IP address and a hardware address, two or more routers acting as one virtual router
are able to seamlessly assume routing responsibility in the case of a defined event or
unexpected failure. This enables hosts on a LAN to continue to forward IP packets to a
consistent [P and MAC address, enabling the changeover of devices doing the routing to be
transparent to them and their sessions.

HSRP works by allowing an administrator to configure hot standby groups to share
responsibility for an IP address. Each router can be given a priority to enable an administrator
to weight the prioritization of routers for active router selection. One of the routers in each
group will be selected to be the active forwarder, and one the standby router. This is done
according to the router's configured priorities. The router with the highest priority wins and, in
the case of a tie in priority, the greater value of their configured IP addresses will break the tie.
Other routers in this group will monitor the active and standby routers’ status to enable further
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fault tolerance. All HSRP routers participating in a standby group will watch for hello packets
from the active and the standby routers. From the active router in the group, they will all learn
the hello and dead timer as well as the standby IP address to be shared, if these parameters are
not explicitly configured on each individual router. If the active router becomes unavailable due
to scheduled maintenance, power failure, or other reasons, the standby can assume this
functionality transparently within a few seconds. This will occur if the dead timer is reached, by
missing three successive hello packets, and the standby router will promptly take over the
virtual addresses, identity, and responsibility.

Multigroup HSRP (MHSRP) is an extension of HSRP that allows a single router interface to
belong to more than one hot standby group. MHSRP requires the use of Cisco IOS software
Release 10.3 or later and is supported only on routers that have special hardware that allows
them to associate an Ethernet interface with multiple unicast Media Access Control (MAC)
addresses, such as the Cisco 7000 series.

Virtual Router Redundancy Protocol (VRRP) defines a standard mechanism that enables a pair
of redundant (1+1) devices on the network to negotiate ownership of a virtual IP address. One
device is elected to be active and the other to be standby. If the active fails, the backup takes
over. An advantage of this scheme is that it achieves 1+1 redundancy without requiring any
special intelligence. However, this scheme only works for n=1 capacity and k=1 redundancy; it
will not scale above 1+1. VRRP is described in RFC 2338, at:

http://www .ietf.org/rfc/rfc2338.txt.

Note Different Cisco routers and switches support different standby protocols. Verify the standby
protocol support on a device before you select it.
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In addition to HSRP and VRRP, Cisco 10S software provides additional network redundancy
features:

B Routing protocol convergence with Enhanced Interior Gateway Routing Protocol (EIGRP)
and Open Shortest Path First (OSPF). EIGRP provides superior convergence properties and
operating efficiency for Layer 3 load balancing and backup across redundant links and
Cisco IOS devices to minimize congestion.

m  Fast EtherChannel technology, which uses multiple Fast Ethernet links to scale bandwidth
between switches, routers, and servers.

m [ oad sharing across equal-cost Layer 3 paths and spanning trees (for Layer 2 based
networks).

m  Cisco Express Forwarding (CEF) distributed switching architecture.

Practice
Q1)  Which HSRP state specifies that a router is transferring packets?
A) active
B) standby
O listening

D) speaking and listening
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Redundancy and Spanning-Tree Protocol

Cisco’s spanning-tree implementation provides a separate spanning-tree domain for each
VLAN, providing high availability while allowing traffic between the access and distribution
layers of the network to be load balanced over redundant connections. This topic describes
when to use Spanning-Tree Protocol and Layer 2 redundancy.
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The Spanning-Tree Protocol was designed to prevent loops, but also provides advantages for
redundancy. Cisco’s spanning-tree implementation provides a separate spanning-tree domain
for each VLAN, or per-VLAN Spanning Tree (PVST). PVST allows the bridge control traffic
to be localized within each VLAN and supports configurations where the traffic between the
access and distribution layers of the network can be load balanced over redundant connections.
Cisco supports PVST over both Inter-Switch Link (ISL) and 802.1Q trunks. In the figure, the
dotted lines represent alternate paths for VLAN traffic.

ISL and 802.1Q VLAN tagging also play an important role in load sharing across redundant
links. All of the Layer 2 ISL between Building Access and Building Distribution switches are
configured as trunks for all of the access VLANS. In the event of failure of the access switch or
uplink, the most appropriate remaining uplink carries the traffic from all of the VLANs. With
ISL or 802.1Q configured on the link Building Distribution switches, you can configure
workgroup servers on either switch as part of either odd or even VLAN subnets.

Rapid Spanning Tree (RSTP, 802.1w) significantly reduces the time to reconfigure the active
topology of the network when changes occur to the physical topology or its configuration
parameters. RSTP selects one switch as the root of a connected spanning tree active topology
and assigns port roles to individual ports of the switch, depending on whether that port is part
of the active topology.
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RSTP provides rapid connectivity following the failure of a switch, switch port, or a LAN. A
new root port and the designated port on the other side of the bridge transition to forwarding
using an explicit handshake between them. RSTP allows switch port configuration so that the
ports can transition to forwarding directly when the switch reinitializes.

RSTP as specified in 802.1w supersedes STP specified in 802.1D, but remains compatible with
STP.
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Multiple Spanning Tree (MST, IEEE 802.1s) allows you to map several VLANS to a reduced
number of spanning-tree instances, because most networks do not need more than a few logical
topologies. In the topology described in the figure, there are only two different final logical
topologies, so only two spanning-tree instances are really necessary. There is no need to run a
thousand instances. If you map half of the 1,000 VLANS to a different spanning-tree instance,
as shown in the figure, the following is true:

B The desired load balancing scheme is realized, because half of the VLANSs follow one
separate instance.

m  The CPU is spared by only computing two instances.

From a technical standpoint, MST is the best solution. From an end-user’s perspective, the only
drawbacks associated with migrating to MST are mainly due to the fact that MST is a new
protocol, and these issues arise:

m  The protocol is more complex than the usual spanning tree and requires additional training
of the staff.

®m  Interaction with legacy bridges is sometimes challenging.
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The Spanning-Tree Protocol (802.1D) was designed for robust, plug-and-play operation in
bridged networks, or arbitrary connectivity (looping), and almost unlimited flatness.

To improve spanning-tree convergence, you can implement PortFast. PortFast is a feature that
you can enable on Catalyst switch ports dedicated to connecting single servers or workstations.
PortFast allows the switch port to begin forwarding as soon as the end system is connected,
bypassing the listening and learning states and eliminating up to 30 seconds of delay before the
end system can begin sending and receiving traffic. PortFast is used when an end system is
initially connected to the network or when the primary link of a dual-homed end system or
server is reactivated after a failover to the secondary link. Since only one station is connected to
the segment, there is no risk of PortFast creating network loops.

In the event of a failure of a directly-connected uplink that connects a Building Access switch
to a Building Distribution switch, you can increase the speed of spanning-tree convergence by
enabling the UplinkFast feature on the Building Access switch. With UplinkFast, each VLAN
is configured with an uplink group of ports, including the root port that is the primary
forwarding path to the designated root bridge of the VLAN, and one or more secondary ports
that are blocked. When a direct uplink fails, UplinkFast unblocks the highest priority secondary
link and begins forwarding traffic without going through the spanning-tree listening and
learning states. Bypassing listening and learning reduces the failover time after uplink failure to
approximately the Bridge Protocol Data Unit (BPDU) hello interval (1-5 seconds). With the
default configuration of standard STP, convergence after uplink failure can take up to 30
seconds.
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Practice

Q1)  Which Cisco IOS feature supports configurations where the traffic between the access
and distribution layers of the network can be load balanced over redundant

connections?

A) ISL

B) PVST
0 802.1Q
D) PortFast
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
(T T Cisoo.com

* An enterprise requires its network to be highly available
to ensure that its mission-critical applications are
available. Increased availability is a measurable quantity
that translates into real cost savings.

* A highly available network requires reliable and fault
tolerant devices, resilient network technologies,
optimized design, and implementation of best practices.

» Fault-tolerant devices combined with device, module, and
link redundancy contribute to high availability.
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Summary (Cont.)
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+ HSRP and VRRP enable a set of routers to work together
to present the appearance of a single virtual router or
default gateway to the hosts on a LAN. Protocols for
router redundancy allow one router to automatically
assume the function of the second router if the second
router fails.

+ Cisco’s spanning-tree implementation provides a
separate spanning-tree domain for each VLAN, providing
high availability while load balancing traffic between the
Building Access and Building Distribution submodules of
the network over redundant connections.
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For additional information, refer to these resources:

m  “High Availability Services” at
http://www.cisco.com/warp/public/779/largeent/learn/technologies/availability.html
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Quiz: Reviewing High Availability Features

Complete the quiz to assess what you have learned in this lesson.
Objectives
This quiz tests your knowledge on how to:

m  ]dentify requirements for network high availability

m  Identify the necessary components of a Cisco high availability solution, given specific high
availability requirements

m  Determine when to implement fault-tolerant network devices and redundant topologies,
given specific high availability requirements

®  Determine when to use HSRP and Layer 3 redundancy, given specific high availability
requirements

m  Determine when to use Spanning-Tree Protocol and Layer 2 redundancy, given specific
high availability requirements

Instructions

Answer these questions:
Q1)  What changes to MTTR and MTBF will result in increased availability?
A) increase MTTR; increase MTBF
B) decrease MTTR; increase MTBF
O increase MTTR; decrease MTBF
D) decrease MTTR; decrease MTBF

Q2)  Which two advantages are possible when attempting to achieve reliability through
redundant topology design? (Choose two.)

A) increased device efficiency

B) decreased infrastructure cost

O) increased aggregate performance

D) decreased administrative complexity

E) reduced impact of non-hardware failure mechanisms
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Scoring

Q3)

Q4)

Q5)

Layer 3 networks based on either of which two routing protocols can be designed to
provide load balancing across multiple parallel physical paths? (Choose two.)

A)  OSPF
B)  HSRP
C)  VRRP
D)  EIGRP
E)  MHRSP

Which Cisco IOS feature provides fault-tolerant high-speed links between switches,
routers, and servers?

A)  CEF
B)  FEC
C) DLD
D)  EIGRP

Why is there no risk of PortFast creating network loops?

A) only one station is connected to the segment

B) PortFast bypasses the listening and learning states

0) the switch port begins forwarding as soon as the end system is connected
D) PortFast is used when an end system is initially connected to the network

You have successfully completed the assessment for this lesson when you earn a score of 80

percent or better.
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Designing High Availability
Enterprise Networks

Overview

The enterprise campus and the enterprise edge require the availability of the network resources
in environments to provide effective performance, scalability, and availability. The network
designer must incorporate high availability features into each location on the network.

Importance

High availability solutions must be implemented throughout the network to ensure maximum
system availability.

Objectives

Upon completing this lesson, you will be able to:

m  List design guidelines for each component of an enterprise network
m  ]dentify best practices recommendations to ensure high availability of the network

m  Describe the basic guidelines for designing the Campus Infrastructure functional area for
high availability

m  Describe the basic guidelines for designing the Enterprise Edge functional area for high
availability

m  Describe a high availability strategy for an enterprise site



Learner Skills and Knowledge

To fully benefit from this lesson, you must have these prerequisite skills and knowledge:

®  Designing Enterprise Campus Networks module
®  Designing Enterprise Edge Connectivity module

m  Reviewing Cisco High Availability Features lesson

Outline

This lesson includes these topics:

m  QOverview

m  Design Guidelines for High Availability

m  Best Practices for High Availability Network Design

m  Enterprise Campus Design Guidelines for High Availability
m  Enterprise Edge Design Guidelines for High Availability

®  High Availability Design Example

®  Summary

B  Quiz: Designing High Availability Enterprise Networks

m  Case Study: OCSIC Bottling Company

m  OPNET IT Guru Simulation
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Design Guidelines for High Availability

When designing a network for high availability, you will consider the reliability of each
network hardware and software component, redundancy, protocol attributes, circuits and
carriers, and environmental and power features that contribute to the overall availability of the
network. This topic lists design guidelines for each component of an enterprise network.

Network Design Considerations for

High Availability
T Creoo 0om

* Where should module and chassis redundancy be
deployed in the network?

* What software reliability features are required for the
network?

* What protocol attributes need to be considered?

- What high availability features are required for circuits
and carriers?

* What environmental and power features are required for
the network?

* What operations procedures are in place to prevent
outages?
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To design high availability services for an enterprise network, you will answer the questions
listed in the figure. Each question is considered in this lesson.
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Design Consideration: Redundancy
Options

1L Cisco.com

i€

Module Redundancy Chassis Redundancy
* Failover redundant * Redundancy for all
modules only modules
* Operating system * Protocols determine
determines failover failover
* Typically cost effective * May increase cost and
. complexity

Often only option for edge
devices (point-to-point)  Limitations for point-to-
point networks
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The options for device redundancy include both module and chassis redundancy. Both types of
redundancy are usually most important at the Building Distribution and Campus Backbone
submodules. The decision about which to use is based on the criticality of the resource and the
cost of redundancy.

With module redundancy, only selected modules are selected for failover. In the event that the
primary module fails, the device operating system determines the failover. Module redundancy
is typically the most cost-effective redundancy option available, and is the only option (over
chassis redundancy) for edge devices in point-to-point topologies.

With chassis redundancy, the entire chassis and all modules within it are redundant. In the
event of a failure, the protocols running on the network, such as Hot Standby Router Protocol
(HSRP) or Virtual Router Redundancy Protocol (VRRP), determine how the failover occurs.
Chassis redundancy increases the cost and complexity of the network, which are factors to
consider when selecting device redundancy. Chassis redundancy is also limited for point-to-
point edge networks. To calculate the theoretical advantage gained with redundant modules or
chassis, use the following formula:

= Availability = 1 — [(1 — availability,)*(1 — availability,)]

For example, if you implement a redundant switch fabric with 100 percent failure detection,
calculate availability as follows:

®  Availability =1 —[(1 —.99997)*(1 —. 99997)]

® 1-[(.00003)*(.00003) =1—[.0000000009] = 0.99999

Therefore, redundant switch fabrics increase the availability of the component to 99.9999
percent. This is known as parallel availability.
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Design Consideration: Parallel versus

Serial Implementations
| T T Cisco.com
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Link redundancy, implemented through parallel or serial implementations, can increase
availability significantly.

To calculate the theoretical advantage gained with redundant links, use the following formula:
m  Availability = [1 — (1 — availability,)*] * [1 — (1 — availability,)*] * [1 — (1 — availabilitys)°]

In the example shown in the figure, a serial available network is available 99.86 percent of the
time, while the parallel available network is available 99.97 percent of the time.
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Other Redundancy Design

Considerations
T TTTAA T TTCTTATITIO T Cisco.com

* Will the solution allow for load sharing?
* Which components are redundant?
* What active/standby fault-detection methods are used?

* What is the MTBF for a module? Should it be made
redundant?

How long does it take to recover a failure?
How long does it take to do an upgrade?

* Are hot swappning and Online Insertion and Removal
(OIR) available?

2003, Cisco Systems, Inc. All rights reserved. ARCH v1.0—57

To fully determine the benefit of device, chassis, and link redundancy, you will ask the
questions listed in the figure.

Implementing Software Features
1110 Cisco.com

- Protect gateway routers with + Use floating static routes and
HSRP or VRRP. Access Control Lists to reduce

. . load in case of failure.
* Implement resilient routing

protocols: « Consider protocol attributes:
— EIGRP — Complexity to manage

_ OSPF and maintain

_RIP v2 — Convergence properties
_1S4S — Hold times

_ BGP — Signal overhead
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Cisco recommends that you implement the software features listed in the figure.
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Circuit and Carrier Planning
| T TN Cisco.com

* Understand the carrier network.
» Consider multi-homing to different vendors.
* Monitor carrier availability.

* Review carrier notification and escalation
procedures to reduce repair times.
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Since the carrier network is an important component of the enterprise network and its
availability, you should carefully consider these points about the carrier network in your
design:

m  Understand the carrier network: You should model and understand carrier availability,
including the carrier diversity strategy and how that will affect the availability of your
network design. Make sure you have a service level agreement that specifies availability
and offers alternate routes in case of failure.

m  Consider multi-homing to different vendors: Multi-homing to different vendors provides
protection if one carrier goes down.

®  Monitor carrier availability: Determine if the carrier offers enhanced services such as a
guaranteed committed information rate (CIR) for Frame Relay or differentiated services.
Use carrier service level agreements.

m  Review carrier notification and escalation procedures to reduce repair times: Review
the carrier’s notification and escalation procedures to ensure that they can reduce down
times.

Ensure that the carrier offers diversity. You want to ensure that dual paths to an ISP, for
example, do not terminate at the same location (a single point of failure).
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Source: Worldwatch Institute

Power and Environment Best
Practices for High Availability

Cisco.com

* Refer to the IEEE recommended practice for
powering and grounding sensitive electronic
equipment (Standard 1100-1992).

“Electrical interruptions will cost U.S.
companies some $80 billion a year.”

ARCH v1.0—5-10

Power and environmental availability affect overall network availability. By implementing
uninterruptible power supplies (UPS), you can increase availability. The table describes the

effect of UPS and power array generators on overall availability.

Raw AC 5 Minute UPS | 1 Hour UPS UPS with Power Array
Power Generator with
Generator
Event outages | 15 events 1 event .15 events .01 events .001 events
Annual 189 minutes 109 minutes 10 minutes 1 minute .1 minute
downtime
Availability 99.96% 99.979% 99.998% 99.9998% 99.99999%
Source American Power Conversion, Tech Note #26.
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High Availability Design Conclusions
| T T TN Cisco.com

* Reduce complexity, increase modularity and consistency.
+ Consider solution manageability.

* Minimize the size of failure domains.

» Consider protocol attributes.

- Consider budget, requirements, and areas of the network
that contribute the most downtime or are at greatest risk.

* Test before deployment.

2003, Cisco Systems, Inc. All rights reserved. ARCH v1.0—5-11

The figure lists overall design considerations as you approach your design for the network.

In terms of costs, consider:

m  One-time costs: Calculate the cost of additional components or hardware, software

upgrades, new software costs, and installation.

m  Recurring costs: Consider the costs of additional WAN links.

m  Complexity costs: Keep in mind that availability may be more difficult to manage and

troubleshoot. More training may be required.

Practice

Q1)  Which formula calculates the theoretical advantage gained by implementing redundant
modules or chassis in the network?

A)
B)
0

D)

Availability = MTBF/MTTR * [1 — (1 — availability,)*]
Availability = 1 — [(1 — availability,)*(1 — availability,)]
Availability = [1 — (1 — availability,)*] * [1 — (1 — availability,)*]

Availability = [1 — (1 — availability,)*] * [1 — (1 — availability,)*] * [1 — (1 —
availabilitys)’]
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Best Practices for High Availability Network

Design

Cisco has developed a set of best practices recommendations to ensure high availability of the

network. This topic identifies those best practices.

Five Steps to Best Practices for High
Availability

| Il Cisco.com

- Step 1: Analyze technical goals and constraints.

 Step 2: Determine the availability budget for the
network.

- Step 3: Create application profiles for the
business applications.

+ Step 4: Define availability and performance
standards.

+ Step 5: Create an operations support plan.

2003, Cisco Systems, Inc. All rights reserved ARCH v1.0—5-12

Complete these steps to implement a highly available network:

Step 1

Step 2

Step 3

Step 4

Step 5

Analyze technical goals and constraints. Technical goals include availability
levels, throughput, jitter, delay, response time, scalability requirements,
introductions of new features and applications, security, manageability, and cost.
Investigate constraints, given the available resources. Prioritize goals and lower
expectations that can still meet business requirements. Prioritize constraints in terms
of the greatest risk or impact to the desired goal.

Determine the availability budget for the network. Determine the expected
theoretical availability of the network. Use this information to determine the
availability of the system to help ensure the design will meet business requirements.

Create application profiles for business applications. Application profiles help to
align network service goals with application or business requirements by comparing
application requirements, such as performance and availability, with realistic
network service goals or current limitations.

Define availability and performance standards. Availability and performance
standards set the service expectations for the organization.

Create an operations support plan. Define the reactive and proactive processes
and procedures used to achieve the service level goal. Determine how the service
process will be managed and measured. Each organization should know their role
and responsibility for any given circumstance. The operations support plan should
also include a plan for spare components.
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Achieving 99.99% Availability

(Four Nines)
| T T TN Cisco.com

Four nines, even with redundancy, will be a
challenge if you have any of these problems:

+ Single point of failure

* Outage required for hardware and software upgrades
* Long recovery time for reboot or switchover

No tested hardware spares available on site

* Long repair times due to a lack of troubleshooting guides
and process

* Inappropriate environmental conditions
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To achieve 99.99 percent availability (often referred to as “four nines”), you need to eliminate
the problems listed in the figure.

Achieving 99.999% Availability

(Five Nines)
| T TTTTATATAT Cisco.com

You cannot get to five nines if you have any
of these problems:

* High probability of failure of redundant modules

* High probability of more than one failure on the
network

* Long convergence time for rerouting traffic
around a failed trunk or router in the core

* Insufficient operational control

2003, Cisco Systems, Inc. All rights reserved. ARCH v1.0—5-14

To achieve 99.999 percent availability (often referred to as “five nines”), you need to eliminate
the problems listed in the figure.
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Practice

Q1)  Whatis the first step to complete when developing an operations plan for high

availability?

A) Create an operations support plan.

B) Analyze technical goals and constraints.

O Define availability and performance standards.

D) Determine the availability budget for the network.

Q2)  To design a network for five nines (99.999% availability), which three problems must
you eliminate from the network? (Choose three.)

A) moderate recovery times

B) network operations planning

O) high probability of double failures

D) high probability of redundancy failure

E) long convergence times for rerouting traffic around a failed trunk or router
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Enterprise Campus Design Guidelines for High

Availability

Each submodule of the Campus Infrastructure module should incorporate fault-tolerance and

redundancy features to provide an end-to-end highly available network. This topic describes the

basic guidelines for designing a campus network for high availability.

Building Access Submodule
High-Availability Features

Cisco.com

Spanning-Tree

Protocols
- IEEE 802.1D

* Rapid Spanning-Tree
Protocol (802.1w)

* Multiple Spanning-Tree
(802.1s)

Spanning-Tree Features
» UplinkFast
* Portfast

® 2003, Cisco Systems, Inc. Al rights reserved.
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In the Building Access submodule, Cisco recommends that you implement STP along with the

UplinkFast and PortFast enhancements.
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Example Building Access

VLAM A
”“‘5?\
HSRP Hellos Sje

HERP Activa
for VLAMN A

Campus Backbone
Layver 3 Switching
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Design for High Availability
T T TTATATATT

Cisco.com

~ 7" Bunmrig Access

Building Distribution

HERP Standby
for VLAN A
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You can implement HSRP in the Building Distribution submodule, with HSRP hellos to

switches at the Building Access layer.

Building Distribution Subm
High-Availability Features

Spanning-Tree
Features
+ Use RSTP

odule

11 Cisco.com

+ Set STP root

* Root board
HSRP

* Provides first-hop

redundancy
* HSRP timers reduce

failover

* HSRP track offers
optimal routing

©2003, Cisco Systems, Inc. Al rights reserved.
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At the Building Distribution layer, Cisco recommends that you implement Spanning-Tree

Protocol as well as HSRP for first-hop redundancy.
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Example Building Access

VLANA
L”i‘ﬁz\‘
HSRP Hellos S—je

HERP Activa
for VLAN A

Campus Backbone
Layer 3 Switching
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Design for High Availability

11l Cisco.com

= 7" Bunmirig Access

Building Distribution

HERP Standiy
for VLAN A
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The figure shows an example Building Distribution layer design that provides redundant links

to each Building Access layer switch. HSRP provides failover redundancy at the Building

Distribution layer.

* Incorporate HSRP.

©2003, Cisco Systems, Inc. Al rights reserved.

Campus Backbone Submodule
High-Availability Features

* Incorporate device and network topology redundancy.

1Ll Cisco.com

Campus
Backbons

Building
Distribution

Buitding |
Access
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The Campus Backbone submodule is a critical resource to the entire network. Cisco

recommends that you incorporate device and network topology redundancy at the Campus

Backbone, as well as HSRP for failover.

Copyright © 2003, Cisco Systems, Inc.
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Guidelines for Server Farm
High Availability

(T T TATTTATATT Cisco.com

* Use redundant components in infrastructure
systems.

* Use redundant traffic paths provided by
redundant links.

* Use optional end-system dual homing.
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The primary design objective for a server farm is to ensure high availability in the infrastructure
architecture by implementing these features:

®  Redundant components in infrastructure systems, where such a configuration is practical,
cost effective, and considered optimal

m  Redundant traffic paths provided by redundant links between infrastructure systems

®  Optional end-system dual homing to provide a higher degree of availability

By leveraging the flexibility of Layer 2 connectivity in the access switches, the option of dual
homing the connected end systems is available. Most network interface cards (NICs) operate in
an active-standby mode with a mechanism for MAC address portability between pairs. During
a failure, the standby NIC becomes active on the new access switch.

Another end-system redundancy option is for a NIC to operate in active-active mode, in which
each host is available through multiple IP addresses. Either of these end-system redundancy
modes requires more ports at the access layer.

5-46 Designing Cisco Network Service Architectures (ARCH) v1.0 Copyright © 2003, Cisco Systems, Inc.



Practice

Q1)  Which two options will improve availability within the Server Farm module? (Choose
two.)

A) IP multicast

B) OSPF routing protocol

0 quality of service features
D) redundant NICs for servers

E) redundant traffic paths provided by redundant links between infrastructure
systems

Q2)  Which availability component is affected by network-level redundancy?

A) device costs

B) administrative complexity

O] mean time between failures

D) average duration of service interruptions
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Enterprise Edge Design Guidelines for High

Availability

Each module of the Enterprise Edge functional area should incorporate high availability
features from the service provider edge to the enterprise campus network. This topic describes

the basic guidelines for designing the enterprise edge for high availability.

Enterprise Edge High-Availability

Features
’
| Enterprise Campus | ’]
' g oo 1 CEAERT
|

Cisco.com

£
'}
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Within the Enterprise Edge functional area, keep the following considerations in mind for high

availability:

m  Service level agreement: Ask your service provider to write into your service level

agreement that your backup path terminates into separate equipment at the service provider,

and that your lines are not trunked into the same paths as they traverse the network.

®  Link redundancy: Use separate ports, preferably on separate routers, to each remote site.
Having backup permanent virtual circuits (PVCs) through the same physical port
accomplishes little or nothing, since a port is more likely to fail than any individual PVC.

= Load balancing: Load balancing occurs when a router has two (or more) equal cost paths

to the same destination. EIGRP also allows unequal-cost load sharing. You can implement

load sharing on a per-packet or per-destination basis. Load sharing can be a powerful

redundancy technique, since it provides an alternate path should a router fail. OSPF will
load share on equal-cost paths by default. EIGRP will load share on equal-cost paths by
default, and can be configured to load share on unequal-cost paths. Unequal-cost load-
sharing is discouraged because it can create too many obscure timing problems and

retransmissions.
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m  Policy-based routing: If you have unequal cost paths, and you do not want to use unequal-
cost load sharing, you can use policy-based routing to send lower priority traffic down the
slower path.

m  Routing protocol convergence: The convergence time of the routing protocol chosen will
affect overall availability of the enterprise edge. The main area to examine is the impact of
the Layer 2 design on Layer 3 efficiency.
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Example Enterprise Edge
Design for High Availability
e T

Cisco.com

Campus Enterprisa Sorvice Provider
Packbana., ... Frina_ . .. Fring,_ .

= Cisco Nonstop Forwarding

« Stateful Failover

* Route Processor Redundancy

= Hot Standby Routing Protoco

= Wirtual Router Redundancy Protocol

o -
Routing Protocol Convergence Enhancements
« BGP comnvergence aoplimization
+ Sub-secaond convargence
+ Incremental shartest path first optimization
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The example implements these features at the Enterprise Edge functional area:

m  Cisco Nonstop Forwarding: Enables continuous packet forwarding during route processor
takeover and route convergence

m  Stateful Failover: Allows a backup route processor to take immediate control from the
active route processor while maintaining WAN connectivity protocols

®  Route Processor Redundancy: Allows a standby route processor to load a Cisco I0S"
image configuration, parse the configuration, and reset and reload the line cards, thereby
reducing reboot time

m  HSRP: Enables two or more routers to work together in a group to emulate a single virtual
router to the source hosts on the LAN

m  VRRP: Enables a group of routers to form a single virtual router by sharing one virtual
router IP address and one virtual Media Access Control (MAC) address
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Practice

Q1)  Ask your service provider to write into your that your backup path terminates
into separate equipment at the service provider.

A) network diagram

B) service level agreement

0] committed information rate

D) routing protocol redundancy plan
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High Availability Design Example

Providing high availability in the enterprise site can involve deploying highly fault-tolerant
devices, incorporating redundant topologies, implementing Spanning-Tree Protocol, and
configuring HSRP. This topic describes a high-availability strategy for an enterprise site.

Example High-Availability Design
R

Cisco.com

Building
Access

Builkding
Distribulion

Campus
Backbone

Sarvar
Farm
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The figure shows an example enterprise site design that incorporates high availability features.

®  Building Access submodule: The Building Access Layer 2 switches all have uplinks
terminating in a pair of redundant Layer 3 switches at the Building Distribution submodule,
which act as an aggregation point. Only one pair of Building Distribution switches is
needed per building, while the number of wiring closet switches was dictated by port
density requirements. Each Building Access submodule switch is configured with fault
tolerance to reduce MTBF, but because the failure of an individual switch would have a
smaller impact than the failure of devices in the Building Distribution and Campus
Backbone submodules, device redundancy is not provided.

®  Building Distribution submodule: First-hop redundancy and fast failure recovery is
achieved with HSRP, which runs on the two switches in the distribution layer. HSRP
provides end stations with a default gateway in the form of a virtual IP address that is
shared by a minimum of two routers. HSRP routers discover each other via hello packets,
which are sent through the Building Access switches with negligible latency.

®  Campus Backbone submodule: In the Campus Backbone submodule layer, two Layer 3
switches are deployed, each configured for high fault tolerance. HSRP is implemented to
allow for device redundancy. EIGRP is used to provide load balancing and fast
convergence.
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m  Server Farm module: In the Server Farm module, two Layer 3 switches with HSRP
configured provide redundancy. The file servers are mirrored for added protection.

m  Enterprise Edge module: At the enterprise edge, fault-tolerant switches are again
deployed with link redundancy and HSRP to enable failover. Outward-facing e-commerce
servers are mirrored to ensure availability.

Practice
Q1) In atypical enterprise network, the Building Access Layer 2 switches all have uplinks
terminating in a pair of Layer 3 switches at the Building Distribution
submodule.
A) secure

B) scalable
O redundant

D) manageable
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
(T T Cisoo.com

* When designing a network for high availability, you will
consider the reliability of each network component,
redundancy, and other features that contribute to the
overall availability of the network.

- Cisco has developed a set of best practices
recommendations to ensure network high availability.

* Each submodule of the Campus Infrastructure module
must be designed to incorporate fault tolerance and
redundancy to provide a highly available network.

- Each module of the Enterprise Edge functional area must
incorporate high availability features from the service
provider edge to the enterprise campus network.

+ High availability in the enterprise site can involve
deploying highly fault-tolerant devices, redundant
topologies, spanning-tree protocols, and HSRP.
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References

For additional information, refer to these resources:

®  “High Availability Services” at
http://www.cisco.com/warp/public/779/1argeent/learn/technologies/availability.html
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Quiz: Designing High Availability Enterprise

Networks

Complete the quiz to assess what you have learned in this lesson.

Objectives

This quiz tests your knowledge on how to:

m  List design guidelines for each component of an enterprise network

m  ]dentify best practices recommendations to ensure high availability of the network

m  Describe the basic guidelines for designing the Campus Infrastructure functional area for

high availability

m  Describe the basic guidelines for designing the Enterprise Edge functional area for high
availability

m  Describe a high availability strategy for an enterprise site

Instructions

Answer these questions:

Q1)  What percentage of availability would it take to achieve less than three minutes per

year of downtime?

A)
B)
0

D)

99.8%

99.9%

99.99%

99.9999%

Q2)  What is the purpose of an operations support plan?

A)
B)
0

D)

to identify resource constraints
to determine availability requirements
to define and assign responsibility for service processes

to set performance expectations within the organization
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Q3)  What configuration feature in the Building Distribution submodule provides for fast
recovery from failure?

A) Each switch incorporates HSRP.

B) Each switch implements QoS features.
0) Each switch provides policy enforcement.
D) Each switch maintains two equal cost paths to every destination.

Q4)  What is one advantage of load balancing across redundant network devices?

A) offsets additional device costs

B) eliminates need for administrative intervention

0) provides rapid convergence after a topology change

D) minimizes hardware failures contributing to overall failure rate

Q5)  Which high availability feature at the Enterprise Edge functional area allows a backup
route processor to take immediate control from the active route processor while
maintaining WAN connectivity protocols?

A) Stateful Failover

B) Cisco Nonstop Forwarding

0) Route Processor Redundancy
D) Hot Standby Routing Protocol

Q6)  What protocol is used in the core module to provide rapid convergence?

A)  iBGP
B)  HSRP
C)  RSTP
D)  EIGRP

Scoring

You have successfully completed the assessment for this lesson when you earn a score of 80
percent or better.
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Case Study: OCSIC Bottling Company

Complete this case study to practice the key design skills discussed in this module.

Required Resources

There are no resources required to complete this exercise.

Exercise Objective

OCSIC Bottling Company wants to revisit the design and ensure that the Campus

Infrastructure, Server Farm, WAN, Remote Access, and Internet Connectivity modules are

highly available.

In this exercise, you will design high-availability services that meet the needs of the OCSIC

Bottling Company.

After completing this exercise, you will be able to:

Job Aids

Develop a high availability design for the Campus Infrastructure module
Develop a high availability strategy for the Server Farm module
Develop a high availability strategy for the WAN module

Develop a high availability strategy for the Remote Access module

Develop a high availability strategy for the Internet Connectivity module

There are no job aids required to complete this exercise.

Note You can complete all tasks within your group, or complete the task assigned to your group

by the instructor.
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Task 1: Develop a High-Availability Strategy for the Campus
Infrastructure Module

Complete these steps:

Step 1 Determine which network devices in the headquarters’ Campus Backbone, Building

Distribution, and Building Access modules should be fault-tolerant.

What options did you consider?

Why did you choose the option you selected?

Step 2 Determine which network devices in the headquarters’ Campus Backbone, Building
Distribution, and Building Access modules should be redundant.

What type of redundancy will you implement at each location?

What options did you consider?

Why did you choose the option you selected?
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Step 3 Determine which links in the headquarters’ Campus Infrastructure module should be
redundant.

What options did you consider?

Why did you choose the option you selected?

Step 4 Select the spanning-tree implementation and root devices within the Campus
Infrastructure module.

What options did you consider?

Why did you choose the option you selected?

Step 5 Select a router availability strategy for the Campus Backbone, Building Distribution,
and Building Access submodules. Indicate the primary and secondary router at each
location.

What options did you consider?

Why did you choose the option you selected?

Step 6 Update your campus network diagram for the company headquarters site to reflect
your high-availability strategy.
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Task 2: Develop a High-Availability Strategy for the Server Farm
Module

Complete these steps:

Step 1 Determine which network devices within the Server Farm module should be fault-
tolerant.

What options did you consider?

Why did you choose the option you selected?

Step 2 Determine which network devices within the Server Farm module should be
redundant.

What type of redundancy will you implement at each location?

What options did you consider?

Why did you choose the option you selected?
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Step 3 Determine which links in the Server Farm module should be redundant.

What options did you consider?

Why did you choose the option you selected?

Step 4 Select the spanning-tree implementation and root devices within the Server Farm
module.

What options did you consider?

Why did you choose the option you selected?

Step 5 Select a router-availability strategy for the Server Farm module. Indicate the primary
and secondary router at each location.

What options did you consider?

Why did you choose the option you selected?

Step 6 Update your Server Farm module diagram for the company headquarters site to
reflect your high-availability strategy.
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Task 3: Develop a High-Availability Strategy for the WAN Module

Complete these steps:

Step 1 Determine which network devices in the WAN module should be fault-tolerant.

What options did you consider?

Why did you choose the option you selected?

Step 2 Determine which network devices in the WAN module should be redundant.

What type of redundancy will you implement at each location?

What options did you consider?

Why did you choose the option you selected?

Step 3 Determine which links in the WAN module should be redundant.

What options did you consider?

Why did you choose the option you selected?
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Step 4 Select a router-availability strategy for the WAN module. Indicate the primary and
secondary router at each location.

What options did you consider?

Why did you choose the option you selected?

Step 5 Update your WAN module network diagram to reflect your high-availability
strategy.

Task 4: Develop a High-Availability Strategy for the Remote Access
Module

Complete these steps:

Step 1 Determine which network devices in the Remote Access module should be fault-
tolerant.

What options did you consider?

Why did you choose the option you selected?
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Step 2 Determine which network devices in the Remote Access module should be
redundant.

What type of redundancy will you implement at each location?

What options did you consider?

Why did you choose the option you selected?

Step 3 Determine which links in the Remote Access module should be redundant.

What options did you consider?

Why did you choose the option you selected?

Step 4 Select a router-availability strategy for the Remote Access module. Indicate the
primary and secondary router at each location.

What options did you consider?

Why did you choose the option you selected?

Step 5 Update your Remote Access module network diagram to reflect your high-
availability strategy.
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Task 5: Develop a High-Availability Strategy for the Internet
Connectivity Module

Complete these steps:

Step 1 Determine which network devices in the Internet Connectivity module should be

fault-tolerant.

What options did you consider?

Why did you choose the option you selected?

Step 2 Determine which network devices in the Internet Connectivity module should be

redundant.

What type of redundancy will you implement at each location?

What options did you consider?

Why did you choose the option you selected?
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Step 3 Determine which links in the Internet Connectivity module should be redundant.

What options did you consider?

Why did you choose the option you selected?

Step 4 Select a router-availability strategy for the Internet Connectivity module. Indicate
the primary and secondary router at each location.

What options did you consider?

Why did you choose the option you selected?

Step 5 Update your Internet Connectivity module network diagram to reflect your high-
availability strategy.
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Exercise Verification

You have completed this exercise when you attain these results:

®  You have a high-availability design for the Campus Infrastructure module with a completed
network diagram.

B You have a high-availability design for the Server Farm module with a completed network
diagram.

®  You have a high-availability design for the WAN module with a completed network
diagram.

B You have a high-availability design for the Remote Access module with a completed
network diagram.

®  You have a high-availability design for the Internet Connectivity module with a completed
network diagram.
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OPNET IT Guru Simulation

This simulation demonstrates the affect of failures on the network and application performance.
Specifically:

m  The first simulation demonstrates the effect of a device failure on application response
times.

m  The second and third simulations demonstrate the effect of link failures on application
response times.

Review the simulation as presented by your instructor. When the simulation is complete,
consider the following questions:

®  How would you modify your network design based on the OPNET IT Guru simulation?

®  Which option is most effective for the network in terms of performance, scalability,
availability, and cost-effectiveness?

For more information about OPNET, visit www.opnet.com or send an e-mail to
opnet_info@opnet.com.
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Designing Security Services

Overview

As enterprises continually expand their mission-critical networks with new intranet, extranet,
and e-commerce applications, network security is increasingly vital to prevent corruption and
intrusion, and eliminate network security vulnerabilities. Without precautions, enterprises could
experience major security breaches, resulting in serious damages or loss.

A key component of Cisco Architecture for Voice, Video and Integrated Data (AVVID),
network security services improve the network’s ability to support mission-critical Internet
applications while providing authentication, authorization, and data integrity.

Upon completing this module, you will be able to:

m  Evaluate enterprise network security policies and recommend strategies to improve
enterprise network security

m  Identify the necessary components of a Cisco security solution, given specific security
requirements, and propose the features and functionality for each component selected

m  Propose a security strategy for the Enterprise Campus and the Enterprise Edge functional
areas using the Cisco Security Architecture for Enterprise (SAFE) blueprint, given specific
security requirements



Outline

The module contains these lessons:

m  Evaluating Network Security Policies
m  Reviewing Cisco Security Solutions

®  Implementing Network Security Using the Cisco SAFE Security Blueprints
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Evaluating Network Security
Policies

Overview

Network security policies are critical to an overall security architecture for an enterprise. The
three main phases of developing network security policies are establishing a security policy,
implementing network security technologies, and auditing the network on a recurring basis.
You will use the results of the audits to modify the security policy and the technology
implementation as needed.

The enterprise security strategy includes establishing a security policy that defines the security
goals of the enterprise, and implementing network security technologies in a comprehensive
and layered approach so that the enterprise does not rely upon only one type of technology to
solve all security issues.

Importance

Maintaining a high level of network security requires a continuous effort. Evaluating network
security on an ongoing basis is critical to maintaining the most effective security.

Objectives

Upon completing this lesson, you will be able to:

m  Describe the primary network vulnerabilities and their countermeasures
m  Describe the purpose and components of a security policy
m  Describe the process of maintaining network security

m  Explain how to assess an existing network’s risk from network attacks



Learner Skills and Knowledge

To fully benefit from this lesson, you must have these prerequisite skills and knowledge:

Outline

Successful completion of “Designing for Cisco Internetwork Solutions” (DESGN v1.0)

course

This lesson includes these topics:

Overview

Network Vulnerabilities

Defining a Security Policy
Network Security as a Process
Risk Assessment and Management
Summary

Quiz: Evaluating Network Security Policies
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Network Vulnerabilities

As time has passed, the sophistication of tools used to attack a network has increased while the

technical knowledge needed to use those tools has decreased. Networks are vulnerable to a

variety of threats, classified as loss of privacy, data theft, impersonation, and loss of integrity.

This topic describes the primary network vulnerabilities and their countermeasures.
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Many people have the impression that Internet hacking incidents are highly complex, technical
attacks that take a genius to create. The reality is that a few sophisticated people develop these

highly complex, technical attacks, but they then use the Internet to share the information and
the tools required to execute the attack. The open sharing of hacking information and tools

allows individuals with minimal technical knowledge to duplicate an attack. Often, it is as easy
as downloading the attack tool from the Internet and launching it against targets. A hacker need
not know anything other than how to run the attack tool.
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Network Vulnerabilities
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Total data security assurance results from a comprehensive strategy that addresses each type of
network vulnerability.

To counteract the problems of loss of privacy and data theft, where data is accessed or even
removed, security protocols provide confidentiality for sensitive information as it travels across
an untrusted or public network. Protocols that provide confidentiality typically employ
encryption techniques that scramble data in a way that is undecipherable to unauthorized access
attempts.

To counteract problems associated with impersonation, authentication protocols both validate
and guarantee the identity of communicating parties. Authentication protocols are implemented
in many ways, but most commonly take the form of digital signatures, digital certificates, or
shared keys.

To counteract the problem of loss of integrity, where an external entity may not be able to see
the data content but still alter it, security protocols validate the integrity of information
traveling across an untrusted or public network. Such protocols are typically hashing algorithms
that generate a value unique to the data content. Hashing algorithms do not prevent alteration of
data, but rather allow communicating parties to detect when alteration occurs.

Effective data security assurance, from a protocol perspective, requires methods for ensuring
data confidentiality, integrity, and authentication.
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Practice

Q1)  To counteract problems associated with impersonation, you can validate and guarantee
the identity of communicating parties by using

A) firewalls

B) authentication protocols
0) security assurance policies
D) intrusion detection systems
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Defining a Security Policy

Network security efforts are based on a security policy. The policy should identify what is
being protected, how users are identified and trusted, how the policy is to be enforced, the
consequences of a violation, and the response to a violation. This topic describes the purpose
and components of a security policy.

Security Policy: Defines Network

Design Requirements
T Tr T AT AT T Cisco.com

- Definition: What data and assets are to be covered by the
policy?

* Identity: How do you identify the users affected by the
policy?

* Trust: Under what conditions is a user allowed to perform
an action?

+ Enforceability: How will the policy’s implementation be
verified?

* Risk assessment: What is the impact of a policy
violation? How are violations detected?

* Incident response: What actions are required upon a
violation of the security policy?
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As stated in RFC 2196, a security policy “is a formal statement of the rules by which people
who are given access to an organization’s technology and information assets must abide.”
Security policies apply to all aspects of running an organization, including building,
maintaining, and using the network. Maintaining a high level of network security requires a
continuous cycle of efforts based on a security policy. A security policy should contain these
elements:

m  Definition: What data and assets are to be covered by the policy?

= Jdentity: How do you identify the users (including hosts and applications) affected by the
policy?

m  Trust: Under what conditions is a user trusted to perform an action?
m  Enforceability: How will the policy’s implementation be verified?
m  Risk assessment: What is the impact of a policy violation? How are violations detected?

®  Incident response: What actions are required upon a violation of the security policy?
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Security Policy Coverage
| T T T Cisco.com

* Acceptable use policy

* Identification and authentication policy
* Internet use policy

» Campus access policy

* Remote access policy
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Network security policies typically define these situations, at a minimum:

B Acceptable use policy: What constitutes acceptable and appropriate use of the network?
What uses are not allowed? How does the policy differ for users, partners, and
administrators?

m  ]dentification and authentication policy: What standards and methodologies are used to
identify and authenticate network users?

m  Internet use policy: What is the policy regarding the purposes for which users are allowed
to access the Internet? Are any specific uses identified?

m  Campus access policy: Under what conditions are users allowed to access the campus
network internally?

m  Remote access policy: What is the policy for users accessing the network from a remote
location?
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Practice

Q1)  Which component of a security policy specifies how violations are detected?

A) identity

B) acceptable use
O) risk assessment
D) incident response
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Network Security as a Process

Maintaining network security is based on a security policy. The ongoing steps include securing

the network, monitoring network security, testing security, and improving security. This topic

describes the process of maintaining network security.

Network Security is a
Continuous Process
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After setting appropriate policies, a company or organization must methodically consider

security as part of normal network operations. The policy could be as simple as configuring

routers to reject unauthorized addresses or services, or as complex as installing firewalls,

intrusion detection systems, centralized authentication servers, and encrypted Virtual Private

Networks (VPNs).

After developing a security policy, secure your network using a variety of point products

(firewalls, intrusion detection, and so on). Before you can secure your network, however, you

need to consider your users, the assets that require protection, and the network’s topology.

Securing the Network

The four solutions that you can implement to secure a network are as follows:

m  Authentication: The recognition of each individual user, and mapping of their identity,
location, and use policy, plus authorization of their network services.

®  Encryption: A method for ensuring the confidentiality, integrity, and authenticity of data
communications across a network. Cisco’s solution combines several standards, including

the Data Encryption Standard (DES) and Triple DES (3DES).
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m  Firewalls: A firewall is a set of related programs, located at a network gateway server,
which protects the resources of a private network from users from other networks. (The
term also implies the security policy that is used with the programs.)

B Vulnerability patching: Identifying and patching possible security holes that could
compromise a network.

Monitoring Security

To ensure that a network remains secure, you should monitor the state of security preparation.
Intrusion detection systems can monitor and respond to security events as they occur. Using
security monitoring solutions, organizations can obtain visibility into both the network data
stream and the security posture of the network.

Testing Security

Testing security is as important as monitoring. Testing the policy allows you to verify the
effectiveness of the policy or identify weaknesses. Network vulnerability scanners can
proactively identify areas of weakness.

Improving Security

Monitoring and testing provide the data necessary to improve network security. With the
information gathered during monitoring and testing, you can improve the security
implementation to better enforce the security policy and modify the policy to incorporate
responses to new risks.

Practice
Q1) Which implementation solution helps ensure data confidentiality and integrity?
A) firewalls
B) encryption
0] authentication

D) vulnerability patching
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Risk Assessment and Management

A risk assessment identifies risks to your network, network resources, and data. The
information gathered during a risk assessment aids in assessing the validity of a network
security implementation and should be performed periodically. This topic describes how to
assess an existing network’s risk from network attacks.

Risk Assessment and Management
| T T Cisco.com

Assign a risk level to each network resource:
* Low risk

* Medium risk

* High risk

Identify the internal and external users of each
system:

* Administrators

* Privileged users

+ Users

* Partners

* Others
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A risk analysis should identify the risks to your network, network resources, and data. This
doesn't mean you should identify every possible entry point to the network, nor every possible
means of attack. The intent of a risk analysis is to identify portions of your network, assign a
threat rating to each portion, and apply an appropriate level of security. This helps maintain a
workable balance between security and required network access. The risk assessment should be
carried out in conjunction with the established security policy.

Assign each network resource one of these three risk levels:

m  Low risk systems or data: If compromised (data viewed by unauthorized personnel, data
corrupted, or data lost), these systems would not disrupt the business or cause legal or
financial ramifications. The targeted system or data can be easily restored and does not
permit further access of other systems.

B Medium risk systems or data: If compromised (data viewed by unauthorized personnel,
data corrupted, or data lost), these systems would cause a moderate disruption in the
business, minor legal or financial ramifications, or provide further access to other systems.
The targeted system or data requires a moderate effort to restore, or the restoration process
is disruptive to the system.
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m  High risk systems or data: If compromised (data viewed by unauthorized personnel, data
corrupted, or data lost), these systems would cause an extreme disruption in the business,
cause major legal or financial ramifications, or threaten the health and safety of a person.
The targeted system or data requires significant effort to restore, or the restoration process
is disruptive to the business or other systems.

Assign a risk level to each of the following: core network devices, distribution network devices,
access network devices, network monitoring devices (Simple Network Management Protocol
[SNMP] monitors and remote monitoring [RMON] probes), network security devices, e-mail
systems, network file servers, network print servers, network application servers, data
application servers, desktop computers, and other devices.

Network equipment such as switches, routers, Domain Name Service (DNS) servers, and
Dynamic Host Configuration Protocol (DHCP) servers can allow further access into the
network, and are therefore either medium or high-risk devices. It is also possible that corruption
of this equipment could cause the network itself to collapse. Such a failure can be extremely
disruptive to the business.

Once you assign a risk level, you will identify the types of users of that system. The five most
common types of users are as follows, although you might consider including nonhuman users,
such as applications:

®  Administrators: Internal users responsible for network resources
®m  Privileged: Internal users with a need for greater access

m  Users: Internal users with general access

m  Partners: External users with a need to access some resources

m  Others: External users or customers
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Example Risk Assessment Matrix

[ T T TN Cisco.com

System Description Risk Level Types of Users

Network switches Core network device  High Administrators
All others for use as a transport

Network routers Edge network device High Administrators
All others for use as a transport
=
Closet switches Access network Medium Administrators
device All others for use as a transport
|}
ISDN or dial-up servers  Access network Medium Administrators
device Partners and privileged users for
special access

Firewall Access network High Administrators
device All others for use as a transport
| |
DNS and DHCP servers  Network Medium Administrators
applications General and privileged users for use

Internal e-mail server Network application Medium Administrators
All other internal users for use

Oracle database Network application Medium or High  Administrators
Privileged users for data updates
General users for data access
All others for partial data access
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The identification of the risk level and the type of access required of each network system
forms the basis of the following security matrix. The security matrix provides a quick reference
for each system and a starting point for further security measures, such as creating an
appropriate strategy for restricting access to network resources. The figure shows an example
of a security matrix.

Use the table to create your own security matrix.

System Description Risk Level Types of Users

Practice

Q1)  What is the basis for assigning a risk level to a resource?

A) the purchase cost of that resource

B) the impact caused by the destruction of that resource

C) the availability of redundant options for that resource

D) the impact caused by a security violation on that resource
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
(T T Cisoo.com

* Networks are vulnerable to a variety of threats that can be
classified as loss of privacy, data theft, impersonation,
and loss of integrity.

* Network security efforts are based on a security policy.
The policy should contain information about what is
being protected, how users are identified and trusted,
how the policy is to be enforced, the consequences of a
violation, and the response to a violation.

* The ongoing steps of a security policy include securing
the network, monitoring network security, testing
security, and improving security.

* A risk assessment identifies risks to your network,
network resources, and data. The risk assessment helps
determine the validity of a network security
implementation and should be performed periodically.
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References

For additional information, refer to these resources:

m  “Network Security Policy: Best Practices White Paper” at
http://www.cisco.com/warp/public/126/secpol.html
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Quiz: Evaluating Network Security Policies

Complete the quiz to assess what you learned in this lesson.

Objectives

This quiz tests your knowledge on how to:

m  Describe the primary network vulnerabilities and their countermeasures

m  Describe the purpose and components of a security policy

m  Describe the process of maintaining network security

m  Explain how to assess an existing network’s risk from network attacks

Instructions

Answer these questions:

Q1)  What mechanism can you deploy to mitigate loss of privacy?

A)
B)
0

D)

hashing
firewalls
encryption

digital signatures

Q2)  What type of policy might disallow the downloading of MP3 files?

A)
B)
0

D)

Internet use policy
enforceability policy
remote access policy

campus access policy

Q3)  Which step in the security process validates the security implementation?

A) test
B) secure
0] monitor
D) improve
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Q4)  What is the basis for identifying the types of users for a network resource?
A) trust level
B) threat level
0] access need
D) security clearance

Scoring

You have successfully completed the assessment for this lesson when you earn a score of 80
percent or better.
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Reviewing Cisco Security
Solutions

Overview

Cisco offers an array of enterprise network security solutions to make the implementation and
maintenance of good network security easier and more cost-effective. These solutions include
dedicated appliances, software, and security capabilities embedded into other Cisco network
products.

Importance

The enterprise security strategy does not include a single product or solution, but encompasses
a range of solutions, strategies, and ongoing audits to provide optimal security.

Objectives

Upon completing this lesson, you will be able to:

m  ]dentify the key components of a Cisco security solution, given specific enterprise security
attacks

m  ]dentify the primary security attacks on an enterprise network and propose solutions

m  Propose features and functionality for firewall solutions, given specific enterprise security
requirements

m  Propose features and functionality for intrusion detection systems, given specific enterprise
security requirements

B Propose features and functionality for software security solutions, given specific enterprise
security requirements

m  Describe security options for the specific components of a network



Learner Skills and Knowledge

To fully benefit from this lesson, you must have these prerequisite skills and knowledge:

m  “Designing for Cisco Internetwork Solutions” (DESGN) course

m  Evaluating Network Security Policies lesson

Outline

This lesson includes these topics:

m  Overview

m  Key Elements of Network Security

m  Network Security Attacks and Solutions

m  Firewall Design Options

m  [ntrusion Detection System Design Options

®  Authentication, Authorization, and Accounting
m [P Security

m  Device Security Options

B Summary

m  Quiz: Reviewing Cisco Security Solutions
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Key Elements of Network Security

An effective security solution includes secure connectivity, perimeter security, intrusion
protection, identity, and security management. This topic describes the elements of Cisco
security solutions.

Cisco Security Solutions
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Wl Device
Managers

The Cisco security solution is comprised of five key elements:

m  Secure connectivity: When you must protect information from eavesdropping, the ability
to provide authenticated, confidential communication on demand is crucial. Sometimes,
data separation using tunneling technologies, such as generic routing encapsulation (GRE)
or Layer 2 Tunneling Protocol (L2TP), provides effective data privacy. Often, however,
additional privacy requirements call for the use of digital encryption technology and
protocols such as IP Security (IPSec). This added protection is especially important when
implementing Virtual Private Networks (VPNs).

m  Perimeter security: This element provides the means to control access to critical network
applications, data, and services so that only legitimate users and information can pass
through the network. Routers and switches with Access Control Lists, stateful firewall
implementations, and dedicated firewall appliances provide perimeter security control.
Complementary tools, including virus scanners and content filters, also help control
network perimeters.

® Intrusion protection: To ensure that a network remains secure, it is important to regularly
test and monitor the state of security preparation. Network vulnerability scanners can
proactively identify areas of weakness, and intrusion detection systems can monitor and
respond to security events as they occur. Using security monitoring solutions, organizations
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Practice

can obtain unprecedented visibility into both the network data stream and the security
posture of the network.

Identity: Identity is the accurate and positive identification of network users, hosts,
applications, services, and resources. Standard technologies that enable identification
include authentication protocols such as Remote Authentication Dial-In User Service
(RADIUS) and Terminal Access Controller Access Control System plus (TACACS+),
Kerberos, and one-time password tools. New technologies such as digital certificates, smart
cards, and directory services are beginning to play increasingly important roles in identity
solutions.

Security management: As networks grow in size and complexity, the requirement for
centralized policy management tools grows as well. Sophisticated tools that can analyze,
interpret, configure, and monitor the state of security policy, with browser-based user
interfaces, enhance the usability and effectiveness of network security solutions.

Which security element can Cisco routers and switches implement?

A) perimeter security

B) intrusion detection
0 secure connectivity
D) security management
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Network Security Attacks and Solutions

Attacks against network security come in many forms. Each has corresponding actions that you

can take to prevent or mitigate the consequences of an attack. This topic describes the
necessary components of a Cisco security solution, given specific enterprise security attacks.

(T Cisco.com

Network Security Attacks: Packet
Sniffers

* Packet sniffers capture all network packets.
 Mitigation can include:

—Authentication

—Switched infrastructure

—Anti-sniffer tools

—Cryptography

2003, Cisco Systems, Inc. All rights reserved ARCH v1.0—6-5

A packet sniffer is a software application that uses a network adapter card in promiscuous mode

(a mode in which the network adapter card sends all packets received on the physical network

wire to an application for processing) to capture all network packets that are sent across a

particular collision domain. Sniffers are used legitimately in networks today to aid in

troubleshooting and traffic analysis. However, because several network applications send data

in clear text, a packet sniffer can access meaningful and often sensitive information, such as
usernames and passwords.

You can mitigate the threat of packet sniffers in several ways:

Authentication: Using strong authentication is a first option for defense against packet
sniffers.

Switched infrastructure: Another method to counter the use of packet sniffers in your
environment is to deploy a switched campus network infrastructure.

Anti-sniffer tools: A third method used against sniffers is to employ software and
hardware designed to detect the use of sniffers on a network.

Cryptography: An effective method for countering packet sniffers; does not prevent or
detect packet sniffers, but rather renders them irrelevant.
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Network Security Attacks:
IP Spoofing

LA A A 1L Cisco.com

* IP spoofing is when a hacker pretends to be a
trusted computer.

 Mitigation can include:
—Access control

—Network Ingress Filtering: Defeating Denial of
Service Attacks which employ IP Source
Address Spoofing (RFC 2827 filtering)

—Authentication

2003, Cisco Systems, Inc. All rights reserved ARCH v1.0—6-6

An IP spoofing attack occurs when a hacker inside or outside a network pretends to be a trusted
computer. A hacker can use an IP address that is within the range of trusted IP addresses for a
network, or an authorized external IP address that is trusted and to which access is provided to
specified resources on a network. IP spoofing attacks are often a launch point for other attacks.
The classic example is to launch a Denial of Service (DoS) attack using spoofed source
addresses to hide the hacker’s identity. The spoofed address need not be trusted.

You can reduce, but not eliminate, the threat of IP spoofing through these measures:

m  Access control: The most common method for preventing IP spoofing is to properly
configure access control. To reduce the effectiveness of IP spoofing, configure access
control to deny any traffic from the external network that has a source address that should
reside on the internal network.

m  Network Ingress Filtering: Defeating Denial of Service Attacks which employ IP
Source Address Spoofing (RFC 2827 filtering): You can also prevent a network’s users
from spoofing other networks by preventing any outbound traffic on your network that
does not have a source address in your organization's own IP range. Your ISP can also
implement this type of filtering, which is collectively referred to as RFC 2827 filtering.
This filtering denies any traffic that does not have the source address that was expected on
a particular interface.

®  Authentication: IP spoofing can function correctly only when devices use IP address-
based authentication. Therefore, if you use additional authentication methods, IP spoofing
attacks are irrelevant.
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Network Security Attacks:

Denial of Service
T T TATT Cisco.com

* Denial of service makes a service unavailable for
normal use.

 Mitigation can include:
—Anti-spoof features
—Anti-DoS features
—Traffic-rate limiting

2003, Cisco Systems, Inc. All rights reserved. ARCH v1.0—6-7

DoS attacks are different from most other attacks because they are generally not targeted at
gaining access to your network or the information on your network. These attacks focus on
making a service unavailable for normal use, which is typically accomplished by exhausting
some resource limitation on the network or within an operating system or application.

When involving specific network server applications, such as a web server or a File Transfer
Protocol (FTP) server, these attacks can focus on acquiring and keeping open all the available
connections supported by that server, effectively locking out valid users of the server or
service. Hackers can implement DoS attacks using common Internet protocols, such as TCP
and Internet Control Message Protocol (ICMP). Most DoS attacks exploit a weakness in the
overall architecture of the system being attacked rather than a software bug or security hole.
Some attacks compromise the performance of your network by flooding the network with
undesired, and often useless, network packets, and by providing false information about the
status of network resources. This type of attack is often the most difficult to prevent as it
requires coordination with your upstream network provider. If traffic meant to consume your
available bandwidth is not stopped there, denying it at the point of entry into your network will
do little good because your available bandwidth has already been consumed. When this type of
attack is launched from many different systems at the same time, it is referred to as a
distributed denial of service attack (DDoS).

You can reduce the threat of DoS attacks by using these three methods:
m  Anti-spoof features: Proper configuration of anti-spoof features on your routers and

firewalls can reduce your risk. This includes RFC 2827 filtering at a minimum. If hackers
cannot mask their identities, they might not attack.
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m  Anti-DoS features: Proper configuration of anti-DoS features on routers and firewalls can
help limit the effectiveness of an attack. These features often involve limits on the amount
of half-open connections that a system allows open at any given time.

®  Traffic-rate limiting: An organization can implement traffic-rate limiting with its ISP.
This type of filtering limits the amount of nonessential traffic that crosses network
segments. A common example is to limit the amount of ICMP traffic allowed into a
network that is used only for diagnostic purposes. ICMP-based DoS attacks are common.
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Network Security Attacks:

Password Attacks
T T TATT Cisco.com

- Password attacks are repeated attempts to
identify a user account and/or password.

 Mitigation can include:
—One-Time Password (OTP)
—Cryptographic authentication
—Careful password selection

2003, Cisco Systems, Inc. All rights reserved. ARCH v1.0—6-8

Hackers can implement password attacks using several different methods, including brute-force
attacks, Trojan horse programs, IP spoofing, and packet sniffers. Although packet sniffers and
IP spoofing can yield user accounts and passwords, password attacks usually amount to
repeated attempts to identify a user account and/or password, called brute-force attacks.

A brute-force attack is often performed using a program that runs across the network and
attempts to log in to a shared resource, such as a server. When hackers successfully gain access
to resources, they have the same rights as the compromised account users to gain access to
those resources. If the compromised accounts have sufficient privileges, the hackers can create
back doors for future access without concern for any status and password changes to the
compromised user accounts.

Another problem is created when users use the same password on every system they utilize,
including personal systems, corporate systems, and systems on the Internet. Because a
password is only as secure as the host that contains it, if that host is compromised, hackers can
try the same password on a whole range of hosts.

You can most easily eliminate password attacks by not relying on plain-text passwords in the
first place. Using One-Time Password (OTP) and/or cryptographic authentication can virtually
eliminate the threat of password attacks. Unfortunately, not all applications, hosts, and devices
support these authentication methods. When standard passwords are used, it is important to
choose a password that is difficult to guess. Passwords should be at least eight characters long
and contain uppercase letters, lower case letters, numbers, and special characters (#%$ and so
forth). The best passwords are randomly generated but are very difficult to remember, often
leading users to write down their passwords.
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Network Security Attacks:
Man-in-the-Middle Attacks

(T T T TTTTATITT Cisco.com

* Man-in-the-middle attacks are the interception of
packets that come across a network.

* The only mitigation method is cryptography.
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A man-in-the-middle attack requires that the hacker have access to network packets that come
across a network. An example of such a configuration could be someone who is working for an
ISP, who has access to all network packets transferred between his employer’s network and any
other network. Such attacks are often implemented using network packet sniffers and routing
and transport protocols. The possible uses of such attacks are theft of information, hijacking of
an ongoing session to gain access to private network resources, traffic analysis to derive
information about a network and its users, denial of service, corruption of transmitted data, and
introduction of new information into network sessions.

Man-in-the-middle attacks are effectively mitigated only through the use of cryptography. If
someone hijacks data in the middle of a cryptographically private session, all the hacker will
see is cipher text and not the original message. If a hacker can learn information about the

cryptographic session (such as the session key), man-in-the-middle attacks are still possible.
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Network Security Attacks:
Application Layer Attacks

[T T T TITTATTTTT Cisco.com

» Application layer attacks exploit well-known and
newly discovered weaknesses in software
commonly found on servers.

 Mitigations can include:
—Proper system administration

—Maintaining latest software versions and
patches

—Intrusion detection systems

2003, Cisco Systems, Inc. All rights reserved. ARCH v1.0—6-10

Application layer attacks exploit well-known or newly discovered weaknesses in software that
are commonly found on servers, such as sendmail, HTTP, and FTP. By exploiting these
weaknesses, hackers can gain access to a computer with the permissions of the account running
the application, which is usually a privileged system-level account. These application layer
attacks are often widely publicized to encourage administrators to correct the problem with a
patch. Unfortunately, many hackers also subscribe to these same mailing lists, which results in
their learning about the vulnerabilities in the software.

The primary problem with application-layer attacks is that they often use ports that allow traffic
through a firewall. For example, a hacker executing a known vulnerability against a web server
often uses TCP port 80. Because the web server serves pages to users, a firewall needs to allow
access on that port. From the perspective of a firewall, the hacker’s input is merely standard
port 80 traffic.

You can never completely eliminate application-layer attacks. Hackers continually discover and
publicize new vulnerabilities. The best way to reduce your risk is to practice good system
administration. A few measures you can take to further reduce your risks are:

m  Read operating system and network log files and analyze them using log analysis
applications.

m  Subscribe to mailing lists that publicize vulnerabilities such, as Bugtraq
(http://www.securityfocus.com) and the CERT (http://www.cert.org).

m  Keep your operating systems and applications current with the latest patches.

m  Use Intrusion Detection Systems (IDSs) to minimize application-layer attacks.
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Network Security Attacks:

Network Reconnaissance
T TTTAA T TTCTTATITIO T Cisco.com

* Network reconnaissance refers to learning
information about a target network by using
publicly available information and applications.

 Mitigation can include:
—Port scans
—Intrusion Detection Systems
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Network reconnaissance refers to the act of learning information about a target network by
using publicly available information and applications. When hackers attempt to penetrate a
particular network, they often need to learn as much information as possible about the network
before launching attacks, often using DNS queries and ping sweeps. DNS queries can reveal
information such as who owns a particular domain and what addresses are assigned to that
domain. ping sweeps of the addresses revealed through DNS queries present a picture of the
live hosts in a particular environment. The hackers can examine the characteristics of the
applications that are running on the hosts. This can lead to specific information that is useful
when the hacker attempts to compromise that service.

You cannot prevent network reconnaissance entirely. If ICMP echo and echo-reply is turned off
on edge routers, for example, you can stop ping sweeps, but at the expense of network
diagnostic data. However, you can run port scans without full ping sweeps; they simply take
longer because they need to scan IP addresses that might not be live. IDS at the network and
host levels can usually notify an administrator when a reconnaissance gathering attack is
underway. This allows the administrator to better prepare for the coming attack or to notify the
ISP who is hosting the system that is launching the reconnaissance probe.
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Network Security Attacks:

Trust Exploitation
| T T Cisco.com

* Trust exploitation occurs when an individual takes
advantage of a trust relationship within a network.

+ Mitigated by tight constraints on trust levels within a
network:

— Systems outside the firewall are never absolutely
trusted by systems inside firewall.

— Trust is limited to specific protocols.
— Authentication occurs by other than IP address.
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Trust exploitation refers to an attack where an individual takes advantage of a trust relationship
within a network. The classic example is a perimeter network connection from a corporation,
which often houses enterprise-wide servers. Because they all reside on the same segment, a
compromise of one system can lead to the compromise of other systems, since they might trust
other systems attached to the same network. Another example is a system on the outside of a
firewall that has a trust relationship with a system on the inside of a firewall. When the outside
system is compromised, it can leverage that trust relationship to attack the inside network.

You can mitigate trust exploitation-based attacks through tight constraints on trust levels within
a network. Systems on the inside of a firewall should never absolutely trust systems on the
outside of a firewall. Limit trust to specific protocols and authenticate with more than an IP
address where possible.
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Network Security Attacks:

Port Redirection
T TTTAA T TTCTTATITIO T Cisco.com

* Port redirection is a type of trust exploitation
attack that uses a compromised host to pass
traffic through a firewall.

 Mitigation can include:
—Proper trust models
—Host-based intrusion detection systems

2003, Cisco Systems, Inc. All rights reserved. ARCH v1.0—6-13

Port redirection attacks are a type of trust exploitation attack that uses a compromised host to
pass traffic through a firewall that would otherwise be dropped. Consider a firewall with three
interfaces and a host on each interface. The host on the outside can reach the host on the public
services segment (commonly referred to as a perimeter LAN), but not the host on the inside.
The host on the public services segment can reach the host on both the outside and the inside. If
hackers could compromise the public services segment host, they could install software to
redirect traffic from the outside host directly to the inside host. Though neither communication
violates the rules implemented in the firewall, the outside host has now achieved connectivity
to the inside host through the port redirection process on the public services host.

You can mitigate most port redirection using proper trust models. Assuming a system under
attack, host-based IDS can help detect and prevent a hacker installing such utilities on a host.
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Network Security Attacks:

Unauthorized Access
T T TATT Cisco.com

* Unauthorized access includes the majority of
attacks executed in networks today.

* Unauthorized access is mitigated by limiting
access to ports, as with firewalls.
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While not a specific type of attack, unauthorized access attacks refer to the majority of attacks
executed in networks today. For someone to brute-force a Telnet login, they must first get the
Telnet prompt on a system. Upon connection to the Telnet port, a message might indicate:
“authorization required to use this resource.” If the hacker continues to attempt access, the
actions become “unauthorized.” A hacker can initiate these kinds of attacks both from the
outside and inside of a network.

Mitigation techniques for unauthorized access attacks are very simple. They involve reducing
or eliminating the ability of hackers to gain access to a system using an unauthorized protocol.
An example would be preventing hackers from having access to the Telnet port on a server that
needs to provide web services to the outside. If a hacker cannot reach that port, it is very
difficult to attack it. The primary function of a firewall in a network is to prevent simple
unauthorized access attacks.
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Network Security Attacks:

Virus and Trojan Horse
(T T Cisco.com

* Virus and Trojan horse applications are the
primary vulnerabilities for end-user
workstations.

* Use of anti-virus software to mitigate virus and
Trojan horse attacks.
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The primary vulnerabilities for end-user workstations are viruses and Trojan horse attacks.
Viruses refer to malicious software that is attached to another program to execute a particular
unwanted function on a user’s workstation. An example of a virus is a program that is attached
to command.com (the primary interpreter for windows systems), which deletes certain files and
infects any other versions of command.com that it can find. A Trojan horse is different only in
that the entire application was written to look like something else, when in fact it is an attack
tool. An example of a Trojan horse is a software application that runs a simple game on the
user’s workstation. While the user is occupied with the game, the Trojan horse mails a copy of
itself to every user in the user’s address book. Then other users get the game and play it, thus
spreading the Trojan horse.

You can contain Trojan horse applications through the effective use of anti-virus software at
the user level and potentially at the network level. Anti-virus software can detect most viruses
and many Trojan horse applications and prevent them from spreading in the network. Keeping
current with the latest mitigation techniques can also lead to a more effective posture against
these attacks. As new virus or Trojan applications are released, enterprises need to keep up-to-
date with the latest anti-virus software and application versions.
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Practice

Q1)  What is the only effective means of mitigating man-in-the-middle attacks?

A) cryptography

B) authentication
O access control
D) switched infrastructure

Copyright © 2003, Cisco Systems, Inc. Designing Security Services 6-35



Firewall Design Options

Firewalls provide perimeter security by preventing unauthorized access to the internal network.
Identifying the type of traffic that is not allowed to pass the firewall and how such traffic will
be prevented are two of the primary decisions to make about a firewall implementation. This
topic describes features and functionality for firewall solutions.

Firewall Design Decisions
[ T Cisco.com

Business decisions:

* Will the firewall explicitly deny all services except those
critical to the mission of connecting to the Internet?

* Will the firewall provide a metered and audited method of
queuing access in a non-threatening manner?

* What level of monitoring, redundancy, and control is
needed?

Technical decisions:

* Is the service implemented at an IP level or at an
application level via proxy gateways and services?

* Is the firewall set up as a screening router to filter,
permitting communication with internal machines?

* Is the firewall a dedicated appliance or a software
implementation?

2003, Cisco Systems, Inc. All rights reserved ARCH v1.0—6-16

The first and most important firewall design decision reflects the policy of how the enterprise
wants to operate the system. Is the firewall in place explicitly to deny all services except those
critical to the mission of connecting to the Internet, or is the firewall in place to provide a
metered and audited method of queuing access in a nonthreatening manner?

Another question is: What level of monitoring, redundancy, and control do you want? You can
form a checklist of what should be monitored, permitted, and denied. In other words, you start
by figuring out your overall objectives as described in your security policy, and then combine a
needs analysis with a risk assessment, and sort the requirements into a list that specifies what
you plan to implement.

On the technical side, there are also decisions to make. A firewall is a static traffic routing
service placed between the network service provider’s router and the internal network. The
traffic routing service may be implemented at an IP level via something like screening rules in
a router, or at an application level via proxy gateways and services.

The decision to make is whether to place an exposed firewall on the outside network to run
proxy services for Telnet, FTP, news, and so on, or whether to set up a screening router as a
filter, permitting communication with one or more internal machines. There are pluses and
minuses to both approaches, with the proxy machine providing a greater level of audit and
security in return for increased cost in configuration and a decrease in the level of service that
may be provided, since a proxy needs to be developed for each desired service.
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Finally, you need to decide whether you will deploy a dedicated firewall hardware appliance or
use an integrated software solution on a router. The integrated functionality is often attractive
because you can implement it on existing equipment, or because the features can interoperate
with the rest of the device to provide a better functional solution. Appliances are often used
when the depth of functionality required is very advanced or when performance needs require
using specialized hardware. Make your decisions based on the capacity and functionality of the
appliance versus the integration advantage of the device.
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Implementing a Perimeter LAN
(T T Cisco.com
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Perimeter LAN is another term for a demilitarized zone. In the context of firewalls, this refers
to a part of the network that is neither part of the internal network nor directly part of the
Internet. Typically, this is the area between the Internet access router and the bastion host,
though it can be between any two policy-enforcing components of the network architecture.

You can create a perimeter LAN by putting Access Control Lists on your access router. This
minimizes the exposure of hosts on the external LAN by allowing only recognized and
managed services on those hosts to be accessible by hosts on the Internet. For example, a web
server running Microsoft Windows NT might be vulnerable to a number of denial-of-service
attacks against such services. These services are not required for the operation of a web server,
so blocking TCP connections to ports 135, 137, 138, and 139 on that host will reduce the
exposure to a denial-of-service attack. In fact, if you block everything but HTTP traffic to that
host, an attacker will only have one service to attack.

A common approach for an attacker is to break into a host that is vulnerable to attack, and
exploit trust relationships between the vulnerable host and more interesting targets.

If you are running a number of services that have different levels of security, you might want to
consider breaking the perimeter LAN into several security zones. For example, the access
router could feed two Ethernet segments, both protected by Access Control Lists, and therefore
in the perimeter LAN.

On one of the Ethernet segments, you might have hosts that provide Internet connectivity.
These will likely relay mail, news, and host DNS. On the other Ethernet segment, you could
have web servers and other hosts that provide services for the benefit of Internet users.
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In many organizations, services for Internet users tend to be less carefully guarded and are
more likely to be doing insecure things. (For example, in the case of a web server,
unauthenticated and untrusted users might be running CGI or other executable programs. This
might be reasonable for the web server, but brings with it a certain set of risks that need to be
managed. It is likely these services are too risky for an organization to run them on a bastion
host, where a slipup can result in the complete failure of the security mechanisms.)

By splitting services not only by host, but by network, and limiting the level of trust between
hosts on those networks, you can greatly reduce the likelihood of a break-in on one host being
used to break into another.

You can also increase the scalability of your architecture by placing hosts on different
networks. The fewer machines that there are to share the available bandwidth, the more
bandwidth that each will get.
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Firewall Filtering Rules

11 Cisco.com
..u-'"___"'-‘.\__‘ 1

/ \ mail, dns >
f \ 185.45.55.10
' Internet ‘ Mail server
\ ! Bl

\

\ i C-tlass network

pollil 18565550 1

+ Allow all outgoing TCP connections.
* Allow incoming SMTP and DNS to mailhost.

» Allow incoming FTP data connections to high TCP ports
(over port 1024).

* Try to protect services that use high port numbers.
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The figure shows one possible example for using the Cisco router as the filtering router for a
specific policy. The company has Class C network address 195.55.55.0. The company network
is connected to the Internet via an ISP. Company policy is to allow everybody access to Internet

services, so all outgoing connections are accepted. All incoming connections go through

mailhost. Mail and DNS are only incoming services. Only incoming packets from the Internet

are checked.

The firewall in the figure provides these security services:

m  Allows all outgoing TCP connections

m  Allows incoming SMTP and DNS to mailhost

m  Allows incoming FTP data connections to high TCP port (over port 1024)
m  Tries to protect services that live on high port numbers

Designing Cisco Network Service Architectures (ARCH) v1.0
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Perimeter Security: PIX Firewall
| T Cisco.com

Features:
* Used for site-to-site VPNs
» Offers limited IDS
* Provides dedicated hardware appliance

» Enforces organization’s security policy
» Restricts access to network resources

» Determines whether traffic crossing in
either direction is authorized

« Has little or no impact on network
performance

©2003, Cisco Systems, Inc. All rights reserved. ARCH v1.0—6-19

The Cisco PIX firewall is a dedicated hardware appliance that implements firewall services.
Built upon a proprietary operating system for security services, PIX OS, PIX firewalls provide
a range of security services, including:

m  Network Address Translation (NAT)

m  Port Address Translation (PAT)

m  Content filtering (Java/ActiveX)

m  URL filtering

m  Authentication, authorization, and accounting (AAA) RADIUS/TACACS+ integration
m  Support for X.509 public-key infrastructure (PKI) solutions

m  Dynamic Host Configuration Protocol (DHCP) client/server

m  PPP over Ethernet (PPPoE) support

PIX Firewalls support VPN clients, including Cisco hardware and software VPN clients, and
Point-to-Point Tunneling Protocol (PPTP) and Layer 2 Tunneling Protocol (L2TP) clients
found within Microsoft Windows operating systems.
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Perimeter Security: 10S Firewall
T T T TATATATATT Cisco.com

Features:
Used for site-to-site VPNs

Integrated software solution
offered as an add-on module to
Cisco I0S software

Offers limited IDS
Protects intranets

Offers Context-based Access
Control (CBAC)

Offers proxy services
Appropriate for a personal

firewall
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As an alternative to a dedicated hardware device, the Cisco IOS® firewall is an add-on software

module that allows a router to provide firewall services without additional hardware. It

integrates firewall functionality and intrusion detection by providing stateful, application-based

filtering; dynamic per-user authentication and authorization; defense against network attacks;

Java blocking; and real-time alerts. In combination with IP Security (IPSec) and other Cisco

IOS software technologies, the Cisco IOS firewall provides a complete VPN solution.

10S firewalls support VPN clients, including Cisco hardware and software VPN clients, and

PPTP and L2TP clients found within Microsoft Windows operating systems.

Practice
Q1)  What is the purpose of a perimeter LAN?
A) to allow internal access to some parts of the Internet
B) to allow external access to some parts of the internal network
C) to allow internal access to some external services and provide access to the
Internet
D) to allow external access to some services without providing access to the
internal network
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Intrusion Detection System Design Options

An Intrusion Detection System (IDS) detects and responds to attacks. Host IDSs protect
individual hosts, while network IDSs protect the overall network. This topic describes the
features and functionality of Intrusion Detection Systems.

Intrusion Detection Systems
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IDSs act like an alarm system in the physical world. There are two complementary IDS

technologies:

m  Host-based IDS (HIDS) operates by inserting agents into the host to be protected. It is then
concerned only with attacks generated against that one host.

m  Network-based IDS (NIDS) operates by watching all packets traversing a particular
collision domain. When NIDS sees a packet or series of packets that match a known or

suspect attack, it can flag an alarm and/or terminate the session.

IDS systems operate by using attack signatures. Attack signatures are the profile for a particular
attack or kind of attack. They specify certain conditions that must be met before traffic is
deemed to be an attack. In the physical world, IDS’s are most closely compared to an alarm

system or security camera. When an IDS detects something that it considers an attack, it can

either take corrective action itself or notify a management system for actions by the

administrator.
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Some systems are more or less equipped to respond to and prevent such an attack. Host-based
intrusion detection can work by intercepting operating system and application calls on an
individual host. It can also operate by after-the-fact analysis of local log files. The former
approach allows better attack prevention, whereas the latter approach dictates a more passive
attack-response role. Because of the specificity of their role, HIDS are often better at
preventing specific attacks than network IDS (NIDS) systems, which usually only issue an alert
upon discovery of an attack. However, that specificity causes a loss of perspective to the overall
network. This is where NIDS excels. Cisco recommends a combination of the two systems,
HIDS on critical hosts and NIDS looking over the whole network, for a complete intrusion
detection system.
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When you deploy an IDS, you must tune its implementation to increase its effectiveness and
remove false positives. False positives are alarms caused by legitimate traffic or activity. False
negatives are attacks that the IDS system fails to see. When you tune an IDS, you can configure
it more specifically to its threat-mitigation role. You should configure HIDS to stop most valid
threats at the host level, because it is well prepared to determine that certain activity is a threat.
However, configuring HIDS is often difficult.

Remember that the first step prior to implementing any threat-response option is to adequately
tune NIDS to ensure that any perceived threat is legitimate. When deciding on mitigation roles
for NIDS, you have two primary options:

m  The first option, and potentially the most damaging if improperly deployed, is to shun
traffic by using access control filters on routers and firewalls. When a NIDS detects an
attack from a particular host over a particular protocol, it can block that host from coming
into the network for a predetermined amount of time. To mitigate the risks of shunning,
you should generally use it only on TCP traffic, which is much more difficult to
successfully spoof than User Datagram Protocol (UDP). Use it only in cases where the
threat is real and the chance that the attack is a false positive is very low.

m  The second option for NIDS mitigation is the use of TCP resets. As the name implies, TCP
resets operate only on TCP traffic and terminate an active attack by sending TCP reset
messages to the attacking and attacked host. Because TCP traffic is more difficult to spoof,
you should consider using TCP resets more often than shunning. Keep in mind that TCP
resets in a switched environment are more challenging than when a standard hub is used,
because all ports don't see all traffic without the use of a Switched Port Analyzer (SPAN)
or mirror port. Make sure this mirror port supports bidirectional traffic flows and can have
SPAN port MAC learning disabled.
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Both mitigation options require around-the-clock staffing to watch the IDS consoles. Because
IT staff is often overworked, consider outsourcing your IDS management to a third party.
Another option for reducing monitoring requirements is to deploy a third-party event
correlation engine.

From a performance standpoint, NIDS observes packets on the wire. If packets are sent faster
than the NIDS can process them, there is no degradation to the network because the NIDS does
not sit directly in the flows of data. However, the NIDS will lose effectiveness and packets
could be missed, causing both false negatives and false positives. Be sure to avoid exceeding
the capabilities of IDS’s, so that you can benefit from their services.

From a routing standpoint, IDS, like many state-aware engines, does not operate properly in an
asymmetrically routed environment. Packets sent out from one set of routers and switches and
returning through another will cause an IDS system to see only half the traffic, causing false
positives and false negatives.
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Q)

to protect assets from internal threats.

Consider placing an IDS wherever there is a need to protect critical assets from the threat of
intrusion. Network ingress points like the connections with the Internet and extranets are prime
candidates, as are remote access points. Also consider placing IDS internally at critical points

How does an IDS determine that traffic is an attack?

A) by comparing traffic to an attack signature

B) by inserting agents into the host to be protected

O by intercepting operating system and application calls

D) by watching all packets traversing a particular collision domain
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Authentication, Authorization, and Accounting

Authentication, authorization, and accounting (AAA) is a term for a software mechanism to
enhance network security by providing authentication services. This topic describes the
software components of AAA.

Authentication, Authorization, and
Accounting (AAA): RADIUS
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The RADIUS protocol was developed by Livingston Enterprises, Inc., as an access server
authentication and accounting protocol. The RADIUS authentication protocol is documented
separately from the accounting protocol, but you can use the two together for a comprehensive
solution.

A client/server model forms the basis for the RADIUS protocol. A network access server
(NAS) such as a Cisco access server operates as a client of RADIUS. The client is responsible
for passing user information to a designated RADIUS server and then acting on the response
that is returned.

A RADIUS server (or daemon) can provide authentication and accounting services to one or
more client NAS devices. RADIUS servers are responsible for receiving user connection
requests, authenticating users, and then returning all configuration information necessary for
the client to deliver service to the users. A RADIUS access server is generally a dedicated
server connected to the network.

Communication between a NAS and a RADIUS server is based on the UDP. The authors of the
RADIUS protocol selected UDP as the transport protocol for technical reasons. Generally, the
RADIUS protocol is considered to be a connectionless service. The RADIUS-enabled devices,
rather than the transmission protocol, handle issues related to server availability,
retransmission, and timeouts.
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Typically, a user login consists of a query (Access-Request) from the NAS to the RADIUS
server and a corresponding response (Access-Accept or Access-Reject) from the server. The
Access-Request packet contains the username, encrypted password, NAS IP address, and port.
The format of the request also provides information on the type of session that the user wants to
initiate.

Authentication is the most troublesome aspect of remote security because of the difficulty
associated with positively identifying a user. To ensure the identity of a remote user, the
RADIUS protocol supports several methods of authentication, including Password
Authentication Protocol (PAP), Challenge Handshake Authentication Protocol (CHAP), and
token cards.

The RADIUS accounting functions allow data to be sent at the start and end of sessions,
indicating the amount of resources (such as time, packets, bytes, and so on) used during the
session.

Copyright © 2003, Cisco Systems, Inc. Designing Security Services 6-49



Authentication, Authorization, and
Accounting (AAA): TACACS+
T T T T T TATIT

1T Cisco.com

» Security application that provides centralized validation
of users attempting to gain access to a router or network
access server

* Services maintained in a database on a TACACS+
daemon running, typically, on a UNIX or Windows NT
workstation

—i I |

E""‘\r\\a
3!1 Telco Cloud —!.ll

Metwark TACALCS
AGCESS Server Sorver

106101101

® 2003, Cisco Systems, Inc. Al rights reserved. ARCH v1.0—6-25

TACACSH is a security application that provides centralized validation of users attempting to
gain access to a router or network access server. TACACS+ services are maintained in a
database on a TACACS+ daemon running, typically, on a UNIX or a Microsoft Windows NT
server. You must have access to and must configure a TACACS+ server before the configured
TACACSH+ features on your network access server are available. TACACS+ provides for
separate and modular authentication, authorization, and accounting facilities. TACACS+ allows
for a single access control server (the TACACS+ daemon) to provide each service—
authentication, authorization, and accounting—independently. You can tie each service into its
own database to take advantage of other services available on that server or on the network,
depending on the capabilities of the daemon.

TACACSH+ has three major components: the protocol support within the access servers and
routers, the protocol specification, and the centralized security database. Similar to an internal
security database, TACACS+ supports these features:

m  Authentication: The TACACS+ protocol forwards many types of username password
information. This information is encrypted over the network with MD35, an encryption
algorithm. TACACS+ can forward the password types for AppleTalk Remote Access
(ARA), Serial Line Internet Protocol (SLIP), PAP, CHAP, and standard Telnet. This allows
clients to use the same username password for different protocols. TACACS+ is extensible
to support new password types like KCHAP.

®  Authorization: TACACS+ provides a mechanism to tell an access server which access list
that a user connected to port 1 uses. The TACACS+ server and location of the username
and password information identify the access list through which the user is filtered. The
access list resides on the access server. The TACACS+ server responds to a username with
an Accept and an access list number that causes that list to be applied.
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m  Accounting: TACACS+ provides accounting information to a database through TCP to
ensure a more secure and complete accounting log. The accounting portion of the
TACACS+ protocol contains the network address of the user, the username, the service
attempted, protocol used, time and date, and the packet-filter module originating the log.
For Telnet connections, it also contains source and destination port, action carried
(communication accepted, rejected), log, and alert type. Formats are open and configurable.
The billing information includes connect time, user ID, location connected from, start time,
and stop time. It identifies the protocol that the user is using and may contain commands
being run if the users are connected through EXEC and Telnet.
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Kerberos is a secret-key network authentication protocol, developed at MIT, that uses the Data
Encryption Standard (DES) cryptographic algorithm for encryption and authentication.
Kerberos was designed to authenticate requests for network resources. Kerberos, like other
secret-key systems, is based on the concept of a trusted third party that performs secure
verification of users and services. In the Kerberos protocol, this trusted third party is called the
key distribution center (KDC). The primary use of Kerberos is to verify that users and the
network services they use are really who and what they claim to be. To accomplish this, a
trusted Kerberos server issues tickets to users. These tickets, which have a limited lifespan, are
stored in a user’s credential cache. You can use the tickets in place of the standard username
and password authentication mechanism.

Kerberos is a trusted third-party authentication service. Each of its clients trusts Kerberos’
judgment as to the identity of each of its other clients. Timestamps (large numbers representing
the current date and time) have been added to the original model to aid in the detection of
replay, which occurs when a message is stolen off the network and resent later.

Kerberos uses private key encryption. Each Kerberos principal is assigned a large number, its
private key, known only to that principal and Kerberos. In the case of a user, the private key is
the result of a one-way function applied to the user’s password.

Because Kerberos knows these private keys, it can create messages that convince one client that
another is really who it claims to be. Kerberos also generates temporary private keys, called
session keys, which are given to two clients and no one else. A user or application can use a
session key to encrypt messages between two parties.
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A public-key infrastructure (PKI) is a management system designed to administer asymmetrical
cryptographic keys and public key certificates. It acts as a trusted component that guarantees
the authenticity of the binding between a public key and security information, including
identity, involved in securing a transaction with public-key cryptography.

A certificate is a cryptographically signed structure, called the digital certificate, which
guarantees the association between at least one identifier and a public key. It is valid for a
limited period of time (called the validity period), for a specific usage, and under certain
conditions and limitations described in a certificate policy. The authority that issues this
certificate is called the certification authority.

The initialization process consists of setting the necessary configuration for a PKI entity to
communicate with other PKI entities. For example, the initialization of an end entity involves
providing it with the public key certificate of a trusted certification authority. The initialization
of a certification authority involves the generation of its key pair.

During the registration process, an end entity makes itself known to a certification authority
through a registration authority, before that certification authority issues a certificate. The end
entity provides its name and other attributes to be included in its public key certificate, and the
certification authority (or the registration authority, or both) verifies the correctness of the
provided information.

The key pair generation for an end entity may either take place in its own environment or is
done by the certification authority (or registration authority). If the key pair is not generated by
the end entity itself, then the generated private key must be distributed to the end entity in a
secure way (for example, through a secure key distribution protocol, or by using a physical
token such as a smart card).
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The certification process takes place at the certification authority. After verifying the
correctness of the end entity’s name and attributes, and that the end entity possesses the
corresponding private key, the certification authority issues a certificate for the end entity's
public key. That certificate is then returned to the end entity and/or posted in a repository where
it is publicly available.

Practice

Q1)  Which AAA service provides for separate and modular authentication, authorization,
and accounting facilities?

A) PKI
B) Kerberos
0) RADIUS

D)  TACACS+
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IP Security

IP Security (IPSec) provides security for transmission of sensitive information over unprotected
networks such as the Internet. [PSec acts at the network layer, protecting and authenticating IP

packets between participating IPSec devices. This topic describes the functionality of IPSec.
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IPSec is a framework of open standards developed by the Internet Engineering Task Force
(IETF). IPSec provides security for transmission of sensitive information over unprotected

networks such as the Internet. [PSec acts at the network layer, protecting and authenticating IP
packets between participating IPSec devices (peers), such as routers.

IPSec provides these optional network security services, dictated by local security policy:

m  Data confidentiality: The [PSec sender can encrypt packets before transmitting them

across a network.

m  Data integrity: The [PSec receiver can authenticate packets sent by the IPSec sender to
ensure that the data has not been altered during transmission.

m  Data origin authentication: The IPSec receiver can authenticate the source of the IPSec
packets sent. This service is dependent upon the data integrity service.

m  Anti-replay: The IPSec receiver can detect and reject replayed packets.
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IP Security: IKE
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[PSec offers a standard way of establishing authentication and encryption services between
endpoints. This means not only standard algorithms and transforms, but also standard key
negotiation and management mechanisms, via Internet Security Association and Key
Management Protocol (ISAKMP) and Oakley, to promote interoperability between devices by
allowing for the negotiation of services between these devices.

Negotiation refers to the establishment of policies or security associations (SAs) between
devices. An SA is a policy rule that maps to a specific peer, with each rule identified by a
unique SPI (security parameter index). A device may have many SAs stored in their security
association database, created in dynamic random-access memory (DRAM) and indexed by SPI.
As an IPSec datagram arrives, the device will use the enclosed SPI to reference the appropriate
policy that needs to be applied to the datagram.

SAs are negotiated for both Internet Key Exchange (IKE) and IPSec, and it is IKE itself that
facilitates this SA establishment.

IKE is a form of ISAKMP/Oakley specifically for IPSec. ISAKMP describes the phase of
negotiation; Oakley defines the method to establish an authenticated key exchange. This
method may take various modes of operation and is also used to derive keying material via
algorithms such as Diffie-Hellman.

ISAKMP Phase 1 is used when two peers establish a secure, authenticated channel with which
to communicate. Oakley main mode is generally used here. The result of main mode is the
authenticated bidirectional IKE security association and its keying material. ISAKMP Phase 2
is required to establish SAs on behalf of other services such as [PSec, which needs key material
or parameter negotiation, and uses Oakley quick mode. The result of quick mode is two to four
(depending on whether Authentication Header [AH] or Encapsulating Security Payload [ESP]
was used) unidirectional IPSec security associations and their keying material.
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The AH is a mechanism for providing strong integrity and authentication for IP datagrams. It
might also provide nonrepudiation, depending on which cryptographic algorithm is used and
how keying is performed. When using AH, the data is not encrypted.

The AH may appear after any other headers that are examined at each hop, and before any
other headers that are not examined at an intermediate hop. The IPv4 or IPv6 header
immediately preceding the Authentication Header will contain the value 51 in its Next Header
(or Protocol) field.

Using AH is resource-intensive in terms of bandwidth and the networking device.
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The Encapsulating Security Payload (ESP) may appear anywhere after the IP header and before
the final transport-layer protocol. The Internet Assigned Numbers Authority has assigned
Protocol Number 50 to ESP. The IP ESP seeks to provide confidentiality and integrity by
encrypting data to be protected and placing the encrypted data in the data portion of the IP
Encapsulating Security Payload. In tunnel-mode ESP, the original IP datagram is placed in the
encrypted portion of the Encapsulating Security Payload and that entire ESP frame is placed
within a datagram having unencrypted IP headers. The information in the unencrypted IP
headers is used to route the secure datagram from origin to destination. In transport-mode ESP,
the ESP header is inserted into the IP datagram immediately before the transport-layer protocol
header, such as TCP, UDP, or ICMP. In this mode, bandwidth is conserved because there are
no encrypted IP headers or IP options.

In tunnel-mode ESP, the original IP datagram is placed in the encrypted portion of the ESP and
that entire ESP frame is placed within a datagram having unencrypted IP headers. The
information in the unencrypted IP headers is used to route the secure datagram from origin to
destination. An unencrypted IP routing header might be included between the IP header and the
ESP.

Using ESP is resource-intensive in terms of bandwidth and the networking device.
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Practice

Q1)  Which authentication protocol is embedded into the data?

A) AH
B) IKE
0 ESP
D) IPSec
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Device Security Options

To secure a network, the individual components that make up the network must be secure. You

can take actions to ensure security specific to routers, switches, hosts, applications, and the

network as a whole. This topic describes security options for the specific components of a

network.

Device Security: Routers
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Routers control access from network to network. They advertise networks and filter who can

use them, and they are a huge potential threat for a hacker. Router security is a critical element

in any security deployment. By their nature, routers provide access and, therefore, you should

secure them to reduce the likelihood that they will be directly compromised. There are several

tasks that you can complete to secure a router:

Lock down Telnet access.

Lock down Simple Network Management Protocol (SNMP) access.

Control access through the use of TACACS+.

Turn off unneeded services.

Log at appropriate levels.

Authenticate routing updates.

Deploy secure commands and control.
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Like routers, Layer 2 and Layer 3 switches have their own set of security considerations. Most

of the security techniques that apply to routers also apply to switches. In addition, consider
taking these precautions:

Use the same options as for routers. For example, lock down Telnet and SNMP access,
use TACACS+, turn off unneeded services, log at appropriate levels, and deploy secure
commands and control.

Remove user ports from auto-trunking. For ports without any need to trunk, set any
trunk settings to off, as opposed to auto. This setup prevents a host from becoming a trunk
port and receiving all traffic that would normally reside on a trunk port.

Keep all trunk ports in an unused LAN. If you are using older versions of software for
your Ethernet switch, make sure that trunk ports use a virtual LAN (VLAN) number not
used anywhere else in the switch. This setup prevents packets tagged with the same VLAN
as the trunk port from reaching another VLAN without crossing a Layer 3 device.

Disable all unused ports on a switch. This setup prevents hackers from plugging in to
unused ports and communicating with the rest of the network.

Ensure VLAN separation where appropriate. Avoid using VLANSs as the sole method of
securing access between two subnets. The capability for human error, combined with the
understanding that VLANs and VLAN tagging protocols were not designed with security in
mind, makes their use in sensitive environments inadvisable. When VLANSs are needed in
security deployments, be sure to pay close attention to the security configurations and
guidelines. Within an existing VLAN, private VLANs provide some added security to
specific network applications.
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As the most likely target during an attack, the host presents some of the most difficult

challenges from a security perspective. There are numerous hardware platforms, operating
systems, and applications, all of which have updates, patches, and fixes available at different
times. Because hosts provide the application services to other hosts that request them, they are
extremely visible within the network. Because of the visibility, hosts are the most frequently

attacked devices in any network intrusion attempt.

To secure hosts, pay careful attention to each of the components within the systems. Keep any

systems up-to-date with the latest patches and fixes. Pay attention to how these patches affect

the operation of other system components. Evaluate all updates on test systems before you

implement them in a production environment. Failure to do so might result in the patch itself

causing a denial of service.
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Device Security: Network-Wide
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Network attacks are among the most difficult attacks to deal with because they typically take
advantage of an intrinsic characteristic in the way your network operates. These attacks include
Address Resolution Protocol (ARP) and Media Access Control (MAC)-based Layer 2 attacks,
sniffers, and distributed denial-of-service (DDoS) attacks. You can mitigate some of the ARP
and MAC-based Layer 2 attacks through best practices on switches and routers.

DDoS attacks work by causing tens or hundreds of machines to simultaneously send spurious
data to an IP address. Only through cooperation with its Internet service provider (ISP) can an
e-commerce company hope to thwart such an attack. An ISP can configure rate limiting on the
outbound interface to the company’s site. This rate limiting can drop most undesired traffic
when it exceeds a prespecified amount of the available bandwidth. The key is to correctly flag
traffic as undesired.

Common forms of DDoS attacks are ICMP floods, TCP SYN floods, or UDP floods. In an e-
commerce environment, this type of traffic is fairly easy to categorize. Only when limiting a
TCP SYN attack on port 80 (HTTP) does an administrator run the risk of locking out legitimate
users during an attack. Even then, it is better to temporarily lock out new legitimate users and
retain routing and management connections than to have the router overrun and lose all
connectivity. One approach to limiting this sort of attack is to follow filtering guidelines for
networks outlined in RFC 1918 and RFC 2827.
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Device Security: Applications
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Applications are usually coded by human beings and, as such, are subject to numerous errors.
These errors can be benign, such as an error that causes your document to print incorrectly, or
malignant, such as an error that makes the credit card numbers on your database server
available via anonymous FTP. Care needs to be taken to ensure that commercial and public
domain applications are up-to-date with the latest security fixes. Public domain applications, as
well as custom-developed applications, also require code review to ensure that the applications
are not introducing any security risks caused by poor programming. This programming can
include scenarios such as how an application makes calls to other applications or the operating
system itself, the privilege level at which the application runs, the degree of trust that the
application has for the surrounding systems, and finally, the method the application uses to
transport data across the network.

Practice
Q1)  What action can you take on a switch to prevent a host from becoming a trunk port?
A) Disable all unused ports.
B) Turn off unneeded services.
O Turn off auto-trunking on all unnecessary ports.
D) Make sure that trunk ports use a unique VLAN number.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
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* An effective security solution includes secure
connectivity, perimeter security, intrusion protection,
identity, and security management.

+ Attacks against network security come in many forms.
Each has corresponding actions that you can take to
prevent or mitigate the consequences of an attack.

- Dedicated firewalls provide perimeter security by
preventing unauthorized access to the internal network.
Identifying the type of traffic that is not allowed to pass
the firewall and how such traffic will be prevented are the
primary decisions about a firewall implementation.
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Summary (Cont.)
| T T TTTTATATAT Cisco.com

* An IDS detects and responds to attacks. Host IDSs
protect individual hosts, while network IDSs protect the
overall network.

* AAA is a software mechanism that enhances network
security by providing authentication services.

 IPSec provides security for transmission of sensitive
information over unprotected networks such as the
Internet. IPSec acts at the network layer, protecting and
authenticating IP packets between participating IPSec
devices.

* To secure a network, the individual components that
make up the network must be secure. You can take
actions to ensure security specific to routers, switches,
hosts, applications, and the network as a whole.
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References

For additional information, refer to these resources:

m  “Network Security” at http://www.cisco.com/warp/public/779/largeent/issues/security/
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Quiz: Reviewing Cisco Security Solutions

Complete the quiz to assess what you have learned in this lesson.
Objectives
This quiz tests your knowledge on how to:

m  ]dentify the key components of a Cisco security solution, given specific enterprise security
attacks

m  Identify the primary security attacks on an enterprise network and propose solutions

m  Propose features and functionality for firewall solutions, given specific enterprise security
requirements

®  Propose features and functionality for Intrusion Detection Systems, given specific
enterprise security requirements

m  Propose features and functionality for software security solutions, given specific enterprise
security requirements

m  Describe security options for the specific components of a network

Instructions

Answer these questions:
Q1)  Which two technologies can help enable secure connectivity? (Choose two.)
A) RADIUS
B) digital encryption
0] digital certificates
D) stateful firewalling
Q2)  Which kind of attack can you mitigate with traffic rate limiting?
A) denial of service
B) trust exploitation
o) man-in-the-middle

D) application layer attacks

Copyright © 2003, Cisco Systems, Inc. Designing Security Services 6-67



Q3)  What is the primary difference between the Cisco PIX firewall and the IOS firewall?
A) The PIX firewall provides limited IDS. The IOS firewall does not.
B) The IOS firewall provides limited IDS. The PIX firewall does not.

0] The PIX firewall is a hardware solution. The IOS firewall is a software
solution.

D) The PIX firewall is a software solution. The 1OS firewall is a hardware
solution.

Q4)  What is one potential drawback of traffic shunning?

A) valid traffic is improperly blocked

B) invalid traffic is improperly allowed
0 the internal network is overwhelmed
D) attacks are propagated to other networks

Q5)  Which AAA service runs over UDP?
A) PKI
B) Kerberos
(0] RADIUS
D) TACACS+
Q6)  What method does IPSec use to provide data confidentiality?

A) packet encryption

B) packet encapsulation
0] packet authentication
D) packet source authentication
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Q7)  What type of attack can you mitigate using the ISP provided rate limiting?
A) DDoS
B) IP spoofing
O man-in-the-middle
D) MAC-based Layer 2 attacks

Scoring

You have successfully completed the assessment for this lesson when you earn a score of 80
percent or better.
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Implementing Network Security
Using the Cisco SAFE Security
Blueprints

Overview

The Security Architecture for Enterprise (SAFE) Blueprints are frameworks for security and
are based on Cisco Architecture for Voice, Video and Integrated Data (AVVID).

SAFE serves as a guide for network designers considering the security requirements of their
network. It takes a defense-in-depth approach to network security design. This type of design
focuses on the expected threats and their methods of mitigation based on the best practices that
Cisco has developed. The SAFE strategy results in a layered approach to security where the
failure of one security system is not likely to lead to the compromise of network resources.

Importance

The guidelines in this lesson do not guarantee a secure environment, or that a designer will
prevent all intrusions. However, designers will achieve reasonable security by establishing a
good security policy, following the best practices outlined in this lesson, staying up to date on
the latest developments in the hacker and security communities, and maintaining and
monitoring all systems using sound system administration practices.

Objectives

Upon completing this lesson, you will be able to:

m  Describe the SAFE architecture and explain how it meets enterprise security needs

®m  Propose a security strategy for each component of the Enterprise Campus functional area in
a small network, given specific security requirements

B Propose a security strategy for each component of the Enterprise Campus functional area in
a medium network, given specific security requirements



®  Propose a security strategy for each component of the Enterprise Campus functional area in
a large network, given specific security requirements

®  Propose a security strategy for the Enterprise Edge functional area, given specific security
requirements

Learner Skills and Knowledge

To fully benefit from this lesson, you must have these prerequisite skills and knowledge:

m  Successful completion of the “Designing for Cisco Internetwork Solutions” (DESGN v1.0)
course

m  Evaluating Network Security Policies lesson

m  Reviewing Cisco Security Solutions lesson

Outline

This lesson includes these topics:

m  Overview

m  Cisco SAFE Architecture Overview

m  SAFE Security Strategies for Small Networks

m  SAFE Security Strategies for Medium Networks

m  SAFE Security Strategies for Large Networks

m  SAFE Security Strategies for the Enterprise Edge

®  Summary

®  Quiz: Implementing Network Security Using the Cisco SAFE Security Blueprints

m  Case Study: OCSIC Bottling Company
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Cisco SAFE Architecture Overview

The principal goal of Cisco’s secure blueprint for enterprise networks (SAFE) is to provide best
practice information to interested parties on designing and implementing secure networks.
SAFE serves as a guide to network designers considering the security requirements of their
network. This topic describes the Cisco SAFE architecture and design objectives.

SAFE Design Objectives
| T TN Cisco.com

- Security and attack mitigation based on policy

» Security implementation throughout the infrastructure
(not just on specialized security devices)

+ Secure management and reporting

- Authentication and authorization of users and
administrators to critical network resources

* Intrusion detection for critical resources and subnets
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SAFE emulates as closely as possible the functional requirements of today’s networks.
Implementation decisions vary, depending on the network functionality required. However,
these design objectives, listed in order of priority, guide the decision-making process:

m  Security and attack mitigation based on policy

m  Security implementation through the infrastructure (not just on specialized security
devices)

m  Secure management and reporting
® Authentication and authorization of users and administrators to critical network resources

m  Intrusion detection for critical resources and subnets
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First and foremost, SAFE is a security architecture. It must prevent most attacks from
successfully affecting valuable network resources. The attacks that succeed in penetrating the
first line of defense, or originate from inside the network, must be accurately detected and
quickly contained to minimize their effect on the rest of the network. However, in being secure,
the network must continue to provide critical services that users expect. Proper network
security and good network functionality can be provided at the same time. The SAFE
architecture is not a revolutionary way of designing networks, but merely a blueprint for
making networks secure.

SAFE is resilient and scalable. Resilience in networks includes physical redundancy to protect
against a device failure, whether through misconfiguration, physical failure, or network attack.
The SAFE architecture for small, midsize, and remote networks was designed without
resiliency, due to the cost-effectiveness and limited complexity of smaller designs.

At many points in the network design process, you need to choose between using integrated
functionality in a network device and using a specialized functional appliance. The integrated
functionality is often attractive because you can implement it on existing equipment, and
because the features can interoperate with the rest of the device to provide a better functional
solution. Appliances are often used when the depth of functionality required is very advanced
or when performance needs require using specialized hardware. Make your decisions based on
the capacity and functionality of the appliance rather than on the integration advantage of the
device. For example, sometimes you can choose an integrated higher-capacity Cisco I0S®
router with 1OS firewall software as opposed to a smaller IOS router with a separate firewall.
When design requirements do not dictate a specific choice, you should choose to go with
integrated functionality in order to reduce the overall cost of the solution.

Although most networks evolve with the growing IT requirements of an organization, the
SAFE architecture uses a modular approach. A modular approach has two main advantages:
First, it allows the architecture to address the security relationship between the various
functional blocks of the network. Second, it permits designers to evaluate and implement
security on a module-by-module basis, instead of attempting the complete architecture in a
single phase. The security design of each module is described separately, but is validated as
part of the complete design.

Although it is true that most networks cannot be easily dissected into clear-cut modules, this
approach provides a guide for implementing different security functions throughout the
network. The authors do not expect network engineers to design their networks identical to the
SAFE implementation, but rather to use a combination of the modules described and integrate
them into the existing network.
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Practice

Q1)  What is one reason for using a modular approach to security design?

A) It reduces the overall cost of the solution.

B) It allows the network to continue to provide critical services.

O It prevents most attacks from successfully affecting valuable network
resources.

D) It addresses the security relationship between the functional blocks of the
network.
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SAFE Security Strategies for Small Networks

The SAFE design for a small network includes only an Internet Connectivity module that
provides access to the external network, and the Campus Infrastructure module containing the
internal network. This topic describes the Cisco SAFE architecture and security strategies for a
small network.

SAFE Design for Small Networks
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The small network design has two modules: the Internet Connectivity module and the Campus
Infrastructure module. The Internet Connectivity module has connections to the Internet and
terminates Virtual Private Network (VPN) and public services (DNS, HTTP, FTP, Simple Mail
Transfer Protocol [SMTP]) traffic. The Campus Infrastructure module contains the Layer 2
switching and all the users, as well as the management and intranet servers.
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The Internet Connectivity module provides internal users with connectivity to Internet services
and Internet users access to information on public servers. This module is not designed to serve
e-commerce type applications.

The primary devices included in this module are:

m  SMTP server: Acts as a relay between the Internet and the intranet mail servers

m  DNS server: Serves as authoritative external DNS server for the enterprise; relays internal
DNS requests to the Internet

m  FTP/HTTP server: Provides public information about the organization

m  Firewall or firewall router: Provides network-level protection of resources, stateful
filtering of traffic, and VPN termination for remote sites and users

m  Layer 2 switch (with private VLAN support): Ensures that data from managed devices can
only cross directly to the 10S firewall

m  Host-based IDS (HIDS): Provides host-level intrusion detection
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The Internet Connectivity module includes publicly addressable servers that are the most likely
points of attack. The expected threats to this module and the security features used to mitigate
their effect are:

m  Unauthorized access: Mitigated through filtering at the firewall
= Application layer attacks: Mitigated through HIDS on the public servers
B Virus and Trojan horse attacks: Mitigated through virus scanning at the host level

m  Password attacks: Limited services available to brute-force attack; operating systems and
IDSs can detect the threat

®  Denial of service: Committed access rate (CAR) at ISP edge and TCP setup controls at
firewall to limit exposure

m P spoofing: RFC 2827 and 1918 filtering at ISP edge and local firewall
m  Packet sniffers: Switched infrastructure and host IDS to limit exposure

®  Network reconnaissance: HIDS detects reconnaissance; protocols filtered to limit
effectiveness

m  Trust exploitation: Restrictive trust model and private VLANS to limit trust-based attacks

®  Port redirection: Restrictive filtering and host IDS to limit attack
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The Campus Infrastructure module contains end-user workstations, corporate intranet servers,
management servers, and the associated Layer 2 infrastructure required to support the devices.

Within the small network design, the Layer 2 functionality is combined into a single switch.

The figure shows these key devices for the Campus Infrastructure module:

m  Layer 2 switching (with private VLAN support): Provides Layer 2 services to user

workstations

m  Corporate servers: Provides e-mail (SMTP and POP3) services to internal users, as well

as delivering file, print, and DNS services to workstations

m  User workstations: Provide data services to authorized users on the network

m  Management host: Provides HIDS, syslog, Terminal Access Controller Access Control
System (TACACS+)/Remote Access Dial-In User Service (RADIUS), and general

configuration management
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Small Network Attack Mitigation Roles
for Campus Infrastructure Module
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The expected threats for the Campus Infrastructure module and the associated mitigating

factors are:

m  Packet sniffers: A switched infrastructure limits the effectiveness of sniffing

®  Virus and Trojan horse applications: Host-based virus scanning prevents most viruses
and many Trojan horses

®  Unauthorized access: This type of access is mitigated through the use of host-based
intrusion detection and application access control

m  Application layer attacks: Operating systems, devices, and applications are kept up-to-
date with the latest security fixes, and are protected by HIDS

®  Trust exploitation: Private VLANs prevent hosts on the same subnet from communicating

unless necessary

m  Port redirection: HIDS prevents port redirection agents from being installed
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Practice

Q1)  Which security feature mitigates application layer attacks in the small network Internet
Connectivity module?

A) private VLANs

B) a switched infrastructure
0) network-based intrusion detection system (NIDS) appliance
D) host-based intrusion detection system (HIDS) on the public servers

Copyright © 2003, Cisco Systems, Inc. Designing Security Services 6-81



SAFE Security Strategies for Medium Networks

The SAFE medium network design consists of the Internet Connectivity module, the Campus
Infrastructure module, and the WAN module. This topic describes the SAFE architecture and
security strategies for a medium sized network.

SAFE Design for Medium Networks
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The SAFE medium network design consists of three modules: the Internet Connectivity
module, the Campus Infrastructure module, and the WAN module. As in the small network
design, the Internet Connectivity module has the connection to the Internet and terminates
VPNs and public services (DNS, HTTP, FTP, and SMTP) traffic. Dial-in traffic also terminates
at the Internet Connectivity module.

The Campus Infrastructure module contains the Layer 2 and Layer 3 switching infrastructure
along with all the corporate users, management servers, and intranet servers.

From a WAN perspective, there are two options for remote sites connecting into the medium
design. The first is a private WAN connection using the WAN module. The second is an IPSec
VPN into the Internet Connectivity module.
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The goal of the Internet Connectivity module is to provide internal users with connectivity to
Internet services and Internet users access to information on the public servers (HTTP, FTP,
SMTP, and DNS). Additionally, this module terminates VPN traffic from remote users and
remote sites as well as traffic from traditional dial-in users. The Internet Connectivity module is
not designed to serve e-commerce type applications.

The Internet Connectivity module contains these devices:

m  Dial-in server: Authenticates individual remote users and terminates analog connections

m  DNS server: Serves as authoritative external DNS server for the medium network; relays
internal DNS requests to the Internet

m  FTP/HTTP server: Provides public information about the organization
m  Firewall: Provides network-level protection of resources and stateful filtering of traffic;
provides differentiated security for remote access users; authenticates trusted remote sites

and provides connectivity using IPSec tunnels

m  Layer 2 switches (with private VLAN support): Provides Layer 2 connectivity for
devices

m  NIDS appliance: Provides Layer 4-to-Layer 7 monitoring of key network segments in the
module

m  SMTP server: Acts as a relay between the Internet and the intranet mail servers; inspects
content
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m VPN concentrator: Authenticates individual remote users and terminates their IPSec
tunnels

m  Edge router: Provides basic filtering and layer 3 connectivity to the Internet
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The publicly addressable servers are likely points of attack within the Internet Connectivity
module. The expected threats and the security features used to address them are:

m  Unauthorized access: Mitigated through filtering at the ISP, edge router, and corporate
firewall

m  Application layer attacks: Mitigated through IDS at the host and network levels

B Virus and Trojan horse attacks: Mitigated through e-mail content filtering, HIDS, and
host-based virus scanning

m  Password attacks: Limited services available to brute-force attack; OS and IDS can detect
the threat

®  Denial of service: CAR at ISP edge and TCP setup controls at firewall
m P spoofing: RFC 2827 and 1918 filtering at ISP edge and medium network edge router
m  Packet sniffers: Switched infrastructure and host IDS to limit exposure

m  Network reconnaissance: IDS detects reconnaissance, protocols filtered to limit
effectiveness

m  Trust exploitation: Restrictive trust model and private VLANs to limit trust-based attacks

m  Port redirection: Restrictive filtering and host IDS to limit attacks

Copyright © 2003, Cisco Systems, Inc. Designing Security Services 6-85



The remote access and site-to-site VPN services are also points of attack. Expected threats in
these areas are:

= Network topology discovery: Access control lists (ACLs) on the ingress router limit
access to the VPN concentrator and firewall (when used to terminate IPSec tunnels from

remote sites) to Internet Key Exchange (IKE) and Encapsulating Security Payload (ESP)
from the Internet

m  Password attack: One-Time Passwords (OTPs) mitigate brute-force password attacks

®  Unauthorized access: Firewall services after packet decryption prevent traffic on
unauthorized ports

m  Man-in-the-middle attacks: These attacks are mitigated through encrypted remote traffic

m  Packet sniffers: A switched infrastructure limits the effectiveness of sniffing
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The Campus Infrastructure module contains end-user workstations, corporate intranet servers,

management servers, and the associated Layer 2 and Layer 3 infrastructure required to support

the devices. This configuration more accurately reflects the smaller size of medium networks,

and reduces the overall cost of the design. As in the Internet Connectivity module, the

redundancy normally found in an enterprise design is not reflected in the medium network

design.

The Campus Infrastructure module includes these devices:

m  Layer 3 switch: Routes and switches production and management traffic within the

campus module, provides distribution layer services to the building switches, and supports

advanced services such as traffic filtering

m  Layer 2 switches (with private VLAN support): Provides Layer 2 services to user

workstations

m  Corporate servers: Provides e-mail (SMTP and POP3) services to internal users, as well

as delivering file, print, and DNS services to workstations

m  User workstations: Provides data services to authorized users on the network

m  SNMP management host: Provides SNMP management for devices

m  NIDS host: Provides alarm aggregation for all NIDS devices in the network

m  Syslog host: Aggregates log information for firewall and NIDS hosts

m  Access control server: Delivers authentication services to the network devices
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®  One-Time Password (OTP) Server: Authorizes one-time password information relayed
from the access control server

®  System admin host: Provides configuration, software, and content changes on devices

= NIDS appliance: Provides Layer 4-to-Layer 7 monitoring of key network segments in the
module
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The expected threats and their solutions for the Campus Infrastructure module are:

Packet sniffers: A switched infrastructure limits the effectiveness of sniffing

Virus and Trojan horse applications: Host-based virus scanning prevents most viruses
and many Trojan horses

Unauthorized access: These types of attacks are mitigated through the use of host-based
intrusion detection and application access control

Password attacks: The access control server allows for strong authentication for key
applications

Application layer attacks: Operating systems, devices, and applications are kept up-to-
date with the latest security fixes, and they are protected by HIDS

IP spoofing: RFC 2827 filtering prevents source-address spoofing

Trust exploitation: Trust arrangements are very explicit; private VLANs prevent hosts on
the same subnet from communicating unless necessary

Port redirection: HIDS prevents port redirection agents from being installed
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The WAN module is included in the medium network only when connections to remote
locations over a private network are required. This requirement may occur when an IPSec VPN
cannot meet stringent quality of service (QoS) requirements, or when legacy WAN connections
are in place without a compelling cost justification to migrate to IPSec.

The key device for this module is a Cisco router, which provides routing, access-control, and

QoS mechanisms to remote locations.

The threats mitigated by the IOS router include:

m [P spoofing: IP spoofing can be mitigated through Layer 3 filtering

m  Unauthorized access: Simple access control on the router can limit the types of protocols,
applications, networks, and devices to which branches have access

Practice

Q1)  Which security feature mitigates man-in-the-middle attacks in the medium-size Internet

Connectivity module?

A) HIDS

B) private VLANs

O RFC 2827 filtering

D) remote traffic encryption
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SAFE Security Strategies for Large Networks

The SAFE large network design consists of the entire Enterprise Campus functional area. This

topic describes the SAFE architecture and security strategies for a large network.

SAFE Security Strategies for the
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The figure illustrates the modules of the Enterprise Campus functional area. Security
considerations for each module differ based on the function of the module.

The Campus Infrastructure module is comprised of three submodules: Campus Backbone,

Building Distribution, and Building Access.

As shown in the figure, Layer 3 switches are used to route and switch production network data

from one module to another. By using a switched Campus Backbone, the effectiveness of

packet sniffers is limited.
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The goal of the Building Distribution submodule is to provide distribution layer services to the
building switches. Services include routing, quality of service (QoS), and access control.
Requests for data flow into these switches and onto the core, and responses follow the identical
path in reverse.

The security features implemented help mitigate these attacks:

®  Unauthorized access: Attacks against server module resources are limited by Layer 3
filtering of specific subnets

= |P spoofing: RFC 2827 filtering stops most spoofing attempts

m  Packet sniffers: A switched infrastructure limits the effectiveness of sniffing

SAFE defines the Building Access submodule as the extensive network portion that contains
end-user workstations, phones, and their associated Layer 2 access points. Its primary goal is to
provide services to end users.

The security strategy implemented at the Building Access submodule addresses these types of

attacks:

m  Packet sniffers: A switched infrastructure and default VLAN services limit the
effectiveness of sniffing

= Virus and Trojan horse applications: Host-based virus scanning prevents most viruses
and many Trojan horses
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The primary goal of the Network Management module is to facilitate the secure management of
all devices and hosts within the enterprise SAFE architecture. Logging and reporting
information flows from the devices through to the management hosts, while content,
configurations, and new software flow to the devices from the management hosts.

These primary devices are used in the Network Management module:

m  SNMP management host: Provides SNMP management for devices
m  NIDS host: Provides alarm aggregation for all NIDS devices in the network
m  Syslog hosts: Aggregates log information for firewall and NIDS hosts

m  Access control server: Delivers one-time, two-factor authentication services to the
network devices

B  One-Time Password (OTP) server: Authorizes One-Time Password information relayed
from the access control server

m  System administration host: Provides configuration, software, and content changes
= NIDS appliance: Provides Layer 4 to Layer 7 monitoring of key network segments

m  Cisco IOS firewall: Allows granular control for traffic flows between the management
hosts and the managed devices

m  Layer 2 switch (with private VLAN support): Ensures data from managed devices can
only cross directly to the 10S firewall
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The security features implemented in the Network Management module are shown in the

figure, and help mitigate these attacks:

Unauthorized access: Filtering at the 10S firewall stops most unauthorized traffic in both
directions

Man-in-the-middle attacks: Management data is crossing a private network making man-
in-the-middle attacks difficult

Network reconnaissance: Because all management traffic crosses this network, it does not
cross the production network where it could be intercepted

Password attacks: The access control server allows for strong two-factor authentication at
each device

IP spoofing: Spoofed traffic is stopped in both directions at the IOS firewall through Layer
3 filtering

Packet sniffers: A switched infrastructure limits the effectiveness of sniffing

Trust exploitation: Private VLANSs prevent a compromised device from masquerading as
a management host
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Secure Server Farm Module Features
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The Server Farm module’s primary goal is to provide application services to end users and
devices. On-board intrusion detection within the Layer 3 switches inspect traffic flows in the
Server Farm module.

The security strategy shown in the figure addresses these attack threats:

®  Unauthorized access: Mitigated through the use of host-based intrusion detection and
application access control

m  Application layer attacks: Operating systems, devices, and applications are kept up to
date with the latest security fixes and protected by host-based IDS

m  ]P spoofing: RFC 2827 filtering prevents source address spoofing
m  Packet sniffers: A switched infrastructure limits the effectiveness of sniffing

m  Trust exploitation: Trust arrangements are very explicit; private VLANSs prevent hosts on
the same subnet from communicating unless necessary

m  Port redirection: Host-based IDS prevents port redirection agents from being installed
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The Edge Distribution module aggregates the connectivity from the various elements at the
edge. Traffic is filtered and routed from the edge modules and routed into the core.

The key devices in this module are Layer 3 switches used to aggregate edge connectivity and
provide advanced services.

The security strategy illustrated in the figure addresses these threats:

Unauthorized access: Filtering provides granular control over specific edge subnets and
their ability to reach areas within the campus.

m [P spoofing: RFC 2827 filtering limits locally initiated spoof attacks.

m  Network reconnaissance: Filtering limits nonessential traffic from entering the campus,
limiting a hacker’s ability to perform network reconnaissance.

m  Packet sniffers: A switched infrastructure limits the effectiveness of sniffing.
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Practice

Q1)  Which security feature mitigates IP spoofing attacks in the Building Distribution
submodule?

A) private VLANs
B) RFC 2827 filtering
O remote traffic encryption
D) host-based intrusion detection system
Q2)  Which two threats to the Server Farm module can a HIDS mitigate? (Choose two.)
A) IP spoofing

B) packet sniffers

0] port redirection
D) trust exploitation
E) unauthorized access

Q3)  What security feature can mitigate the threat of packet sniffers in the Edge Distribution

module?
A) HIDS
B) NIDS

O filtering

D) switched infrastructure
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SAFE Security Strategies for the Enterprise

Edge

The SAFE architecture defines the Enterprise Edge functional area as containing the Internet
Connectivity module, E-Commerce module, Remote Access and VPN module, and the WAN
module. This topic describes a security strategy for the Enterprise Edge.
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As illustrated in the figure, these key devices are deployed in the E-Commerce module:

B Web server: Acts as the primary user interface for the navigation of the e-commerce store

m  Application server: Platform for the various applications required by the web server

®  Database server: Critical information that is the heart of the e-commerce business

implementation

m  Firewall: Governs communication between the various levels of security and trust in the

system

m  NIDS appliance: Provides monitoring of key network segments in the module

m  Layer 3 switch with IDS module: The scalable e-commerce input device with integrated

security monitoring
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The security features illustrated in the figure for the E-Commerce module mitigate these

threats:

Unauthorized access: Stateful firewalls and ACLs limit exposure to specific protocols

Application layer attacks: Attacks are mitigated through the use of IDS

Denial of service: ISP filtering and rate-limiting reduce DoS potential

IP spoofing: RFC 2827 and 1918 prevent locally originated spoofed packets and limit
remote spoof attempts

Packet sniffers: A switched infrastructure and HIDS limits the effectiveness of sniffing

Network reconnaissance: Ports are limited to only what is necessary. ICMP is restricted

Trust exploitation: Firewalls ensure communication flows only in the proper direction on
the proper service

Port redirection: HIDS and firewall filtering limit exposure to these attacks
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The security features illustrated in the figure for the Internet Connectivity module mitigate
these threats:

®  Unauthorized access: Mitigated through filtering at the ISP, edge router, and corporate
firewall

= Application layer attacks: Mitigated through IDS at the host and network levels
B Virus and Trojan horse: Mitigated through e-mail content filtering and host IDS

m  Password attacks: Limited services available to brute force; operating systems and IDSs
can detect the threat

®  Denial of service: Rate limiting at ISP edge and TCP setup controls at firewall
m P spoofing: RFC 2827 and 1918 filtering at ISP edge and enterprise edge router
m  Packet sniffers: Switched infrastructure and host IDS limits exposure

m  Network reconnaissance: IDS detects reconnaissance; protocols filtered to limit
effectiveness

m  Trust exploitation: Restrictive trust model and private VLANs limit trust-based attacks

®  Port redirection: Restrictive filtering and host IDS limit attacks
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The security features illustrated in the figure for the Remote Access and VPN module mitigate
these threats:

m  Network topology discovery: Only Internet Key Exchange (IKE) and Encapsulating
Security Payload (ESP) are allowed into this segment from the Internet

m  Password attack: OTP authentication reduces the likelihood of a successful password
attack

m  Unauthorized access: Firewall services after packet decryption prevent traffic on
unauthorized ports

B Man-in-the-middle: Mitigated through encrypted remote traffic

m  Packet sniffers: A switched infrastructure limits the effectiveness of sniffing
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The WAN module is often not addressed in a security context. You can mitigate man-in-the-
middle attacks initiated through an ISP with these features:

B Access control: Access control is required for Layer 3 and Layer 4 network functionality

m  [PSec encryption: IPSec encryption is needed if the level of trust for Layer 2 WAN

technology is not high

Practice

Q1)  Which two security features can mitigate denial-of-service attacks at the Internet

Connectivity module? (Choose two.)
A) ACLs

B) ISP filtering

0 rate limiting

D) intrusion detection
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
| T T T TR Cisco.com

- SAFE serves as a guide for network designers
considering the security requirements of their network.

* The SAFE design for a small network includes only a
Internet Connectivity module that provides access to the
external network, and the Campus Infrastructure
containing the internal network.

* The SAFE medium network design consists of the
Internet Connectivity module, the Campus Infrastructure
module, and the WAN module.

* The SAFE large network design consists of the entire
Enterprise Composite Network Model.

* The SAFE architecture defines the Enterprise Edge
functional area as containing the Internet Connectivity,
E-Commerce, Remote Access and VPN, and WAN
modules.
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References

For additional information, refer to these resources:

m  “Cisco SAFE Blueprint” at
http://www.cisco.com/warp/public/779/largeent/issues/security/safe.html
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Quiz: Implementing Network Security Using the
Cisco SAFE Security Blueprints

Complete the quiz to assess what you have learned in this lesson.
Objectives
This quiz tests your knowledge on how to:

m  Describe the SAFE architecture and explain how it meets enterprise security needs

®  Propose a security strategy for each component of the Enterprise Campus functional area in
a small network, given specific security requirements

®  Propose a security strategy for each component of the Enterprise Campus functional area in
a medium network, given specific security requirements

®m  Propose a security strategy for each component of the Enterprise Campus functional area in
a large network, given specific security requirements

®  Propose a security strategy for the Enterprise Edge functional area, given specific security
requirements

Instructions

Answer these questions:

Q1)  Whatis one reason to use an integrated solution rather than a dedicated appliance?

A) Performance needs require specialized hardware.

B) The network design precludes additional hardware.

0 The depth of functionality required is very advanced.
D) The features can interoperate with the rest of the device.

Q2)  Which threat to the small network campus module can you mitigate with private
VLANs?

A) IP spoofing
B) port redirection
O trust exploitation

D) application-layer attacks
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Q3)

Q4)

Q5)

Qo)

Which two threats to the mid-size network campus module can you mitigate with a

host-based Intrusion Detection System? (Choose two.)

A)
B)
®)
D)

E)

IP spoofing

trust exploitation
man-in-the-middle
unauthorized access

application-layer attacks

Which security feature mitigates IP spoofing attacks in the Network Management

module?

A) private VLANs

B) Layer 3 filtering

0] Layer 2 switching

D) host-based intrusion detection system

Which security feature can mitigate the threat of packet sniffers in the Server Farm

module?

A) IOS firewall

B) private VLANs

O RFC 2827 filtering

D)

switched infrastructure

Which two threats to the Edge Distribution module can be mitigated by filtering?
(Choose two.)

A)
B)
®)

D)

Trojan horse
man-in-the-middle
unauthorized access

network reconnaissance
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Q7)  Which device mitigates denial-of-service attacks at the E-Commerce module?
A) firewall
B) OTP system
o) authentication system
D) intrusion detection system

Scoring

You have successfully completed the assessment for this lesson when you earn a score of 80
percent or better.
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Case Study: OCSIC Bottling Company

Complete this case study to practice the key design skills discussed in this module.

Required Resources

There are no resources required to complete this exercise.

Exercise Objective

OCSIC bottling company wants a basic security solution that will provide them with
authentication for the remote access users, and users trying to gain access to the network
devices. They also want to implement a firewall with intrusion detection on their connection
going out to the Internet. Management would like to do some type of filtering between the
finance network and the rest of the corporate network. Finally, they want to be able to filter
based on IP addresses.

The security requirements for the enterprise network are:

m  Provide remote access to the corporate database to all authorized users

m  Allow R&D users to protect their data by limiting sales people from accessing their
network and by encrypting sensitive data as it is stored on the servers

m  Provide authenticated access to the company accounting system

®  Allow all internal users access to the Internet

In this exercise, you will design security services that meet the needs of the OCSIC Bottling
Company.

After completing this exercise, you will be able to:

m  Develop a security design for the Campus Infrastructure module
m  Develop a security design for the Server Farm module

m  Develop a security design for the WAN module

m  Develop a security design for the Remote Access module

m  Develop a security design for the Internet Connectivity module

Job Aids

There are no job aids required to complete this exercise.
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Note You can complete all tasks within your group, or complete the task assigned to your group
by the instructor.

Task 1: Develop a Security Design for the Campus Infrastructure
Module

Complete these steps:

Step 1 Propose a comprehensive security policy for the Campus Infrastructure module.

Step 2 Propose a firewall strategy. Update your Campus Infrastructure module diagram to
indicate the location of firewalls.

What features would you implement on the Campus Infrastructure module firewalls?

What options did you consider?

Why did you choose the option y