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GWGK

Course Introduction

Overview

Implementing Cisco Voice Gateways and Gatekeepers (GWGK) v1.0 provides network
administrators and network engineers with the knowledge and skills required to integrate
gateways and gatekeepers into an enterprise VoIP network. This course is one of several
courses in the CCVP track that addresses design, planning, and deployment practices and
provides comprehensive hands-on experience in configuration and deployment.

Learner Skills and Knowledge

This subtopic lists the skills and knowledge that learners must possess to benefit fully from the
course. The subtopic also includes recommended Cisco learning offerings that learners should
complete in order to benefit fully from this course.

Learner Skills and Knowledge
ﬂ

« CCNP® Network Support or CCDP® Network Design
* Implementing Cisco Quality of Service (QoS)

» Cisco Voice over IP (CVOICE)

» Cisco IP Telephony (CIPT) Parts 1 and 2

» Cisco IP Telephony Express (IPTX)

» Cisco IP Telephony Troubleshooting (IPTT)

* PBX Technology Concepts

+ Cisco Unity and Voice-Mail Systems Concepts

nc. Al rights reser GWGK v1.0—3




Course Goal and Objectives

This topic describes the course goal and objectives.

ﬂ

Course Goal

“To provide network administrators and
network engineers with the knowledge
and skills required to integrate
gateways and gatekeepers into an
enterprise VOIP network.”

Implementing Cisco Voice Gateways and Gatekeepers

nc. Al rights reserve GWGK v1.0—4

Upon completing this course, you will be able to meet these objectives:

Describe the function of gateways and gatekeepers in a VoIP environment that includes
H.323, MGCP, and SIP protocols

Identify the requirements for integrating a VoIP network with the PSTN and PBXs using
voice gateways

Implement a dial plan on a Cisco gateway by using dial plans, number plans, and COR
applications

Configure advanced voice gateway features
Implement gatekeepers and directory gatekeepers in an H.323 VoIP environment

Describe common service provider offerings such as wholesale voice and IP Centrex and
describe how an IP-to-IP gateway supports these offerings

Implementing Cisco Voice Gateways and Gatekeepers (GWGK) v1.0 Copyright © 2005, Cisco Systems, Inc.



Course Flow

This topic presents the suggested flow of the course materials.

=>»

Course Flow

DEVA Day 2 Day 3 Day 4 Day 5
Course Configuring PSTN Deploying
Introduction Connections Gatekeepers
Implementing Comprehensive
Advanced Gateway Configuring Lab
Features Gatekeepers
Functions of Implementing
Gateways and a Dial Plan Configuring
Gatekeepers Directory
Gatekeepers
Lunch
00&@(‘:’2“9 Configuring SRST
Gateways
Implementing Introducing Service

Integrating a VolP
Network to the
PSTN and PBXs

a Dial Plan and
COR

Configuring DSP
Farms

Configuring TCL
Scripts

Provider Offerings
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The schedule reflects the recommended structure for this course. This structure allows enough
time for the instructor to present the course information and for you to work through the lab
activities. The exact timing of the subject materials and labs depends on the pace of your
specific class.
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Additional References

This topic presents the Cisco icons and symbols used in this course, as well as information on
where to find additional technical references.

Cisco Icons and Symbols

G A Q Network ————r
/™ e pone Cloud 4@|b-» IP-to-IP
’ Gateway
= Ol w4
PC y  Server Phones
—— Vi
T ) _A—— )
File — 4_‘—- > Cisco
- Server |§| Web N E <€ CallManager
= | Browser
— Database
4 Multiswitch
Voice Device
Switches % Enabled

Router
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I

o Router

<+ WAN
—> Softswitch

p

2005 Cisco Systems, Inc. Al rights reserved. GWGK v1.0—6

Cisco Glossary of Terms

For additional information on Cisco terminology, refer to the Cisco Internetworking Terms and
Acronyms glossary of terms at http://www.cisco.com/univercd/cc/td/doc/cisintwk/ita/index.htm.
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Your Training Curriculum

This topic presents the training curriculum for this course.

Cisco Voice Career Certifications

Expand Your Professional Options
and Advance Your Career
CCVP

Professional-level recognition in voice

Required Recommended Training Through
Cisco Learning Partners

Exam
Expert 642-452 Implementing Cisco Voice Gateways

and Gatekeepers (GWGK)

CCIE
=T 642-443 Cisco IP Telephony Part 1 (CIPT1)
o . Cisco IP Telephony Part 2 (CIPT2)
Professional «II
e 642-642 Implementing Quality of
E Service (QOS)
- 642-432 Cisco Voice over IP
Associate (CVOICE)
642-425 Cisco IP Telephony Troubleshooting
(IPTT)

http://lwww.cisco.com/go/certifications

005 Cisco Systems, Inc. Al rights reserved. GWGK v1.0—7

You are encouraged to join the Cisco Certification Community, a discussion forum open to
anyone holding a valid Cisco Career Certification (such as Cisco CCIE®, CCNA®, CCDA",
CCNP®, CCDP®™, CCIP", or CCSP™). It provides a gathering place for Cisco-certified
professionals to share questions, suggestions, and information about Cisco Career Certification
programs and other certification-related topics. For more information, visit
http://www.cisco.com/en/US/learning/le3/le2/le41/learning_certification level home.html.
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Module 1

Function of Gateways and
Gatekeepers

Overview

Organizations that migrate to IP telephony install gateways to connect networks, such as their
LAN and the public switched telephone network (PSTN), or to connect their new IP telephony
network segments and a PBX that supports the remaining traditional telephony network.
Organizations install gatekeepers to simplify routing between voice gateways and for call
admission control.

If you are responsible for implementing or operating a gateway, you need to know which
gateway protocol best suits your situation and how to configure it properly. This module
introduces the function of H.323, Media Gateway Control Protocol (MGCP), and Session
Initiation Protocol (SIP) gateways in an IP telephony environment. Although gatekeepers are
discussed briefly, most of the module concerns gateways. You will learn about gatekeepers in
the module “Deploying Gatekeepers.”

Module Objectives

Upon completing this module, you will be able to describe the function of gateways and
gatekeepers in a VoIP environment that includes H.323, MGCP, and SIP protocols. This ability
includes being able to meet these objectives:

m  Explain the placement and function of gateways and gatekeepers in a network

m  Evaluate voice gateway protocols to ensure that the best protocol of H.323, MGCP, or SIP
is implemented at various sites in a network

m  Explain the problems with implementing voice gateways in support of IP telephony
solutions

m  Explain how fax traffic and modem traffic are supported on an H.323, an MGCP, and a SIP
gateway
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Lesson 1

Reviewing Gateways and
Gatekeepers

Overview

This lesson is the first step in helping learners to develop expertise in evaluating gateway and
gatekeeper issues in an IP telephony implementation. It introduces a scenario that will be used
throughout the course to provide context for situations that learners may encounter in their own
networks.

Objectives

Upon completing this lesson, you will be able to explain the placement and function of
gateways and gatekeepers in a network. This ability includes being able to meet these
objectives:

m  Describe the role and functionality of Cisco gateways

m  Describe the role and functionality of Cisco gatekeepers

m  Describe the three Cisco CallManager deployment models

m  Determine the placement and function of a gateway in a single-site call processing model
m  Determine the placement and function of a gateway in a centralized call processing model

m  Determine the placement and function of gateways and gatekeepers in a multisite
distributed call processing model

m  Describe the functions of IP-to-IP gateways



Gateways

This topic describes the role and function of Cisco gateways.

Cisco Gateway Role in IP Telephonx

* The voice gateway connects an IP telephony
network to the PSTN or to a PBX.

- Specifically, its role is the following:

— Convert IP telephony packets into analog or
digital signals

—Connect an IP telephony network to analog or
digital trunks or to individual analog stations

nc. Al rights reserv GWGK v1.0—1-3

A voice gateway allows terminals of one type, such as H.323, to communicate with terminals
of another type, such as a PBX, by converting protocols. Gateways connect a company network
to the public switched telephone network (PSTN), a PBX, or individual analog devices such as
a phone or fax. Gateways range from specialized, entry-level and standalone voice gateways, to
high-end, feature-rich integrated routers and Cisco Catalyst software gateways.

These are the two types of Cisco access gateways:
m  Analog gateways: There are two categories of Cisco access analog gateways:

—  Analog station gateways connect an IP telephony network to plain old telephone
service (POTS). They provide Foreign Exchange Station (FXS) ports for connecting
to analog telephones, interactive voice response (IVR) systems, fax machines, and
voice-mail systems.

—  Analog trunk gateways connect an I[P telephony network to the PSTN central office
(CO) or a PBX. They provide Foreign Exchange Office (FXO) ports for PSTN or
PBX access and recEive and transMit (E&M) ports for analog trunk connection to a
legacy PBX. To minimize any answer and disconnect supervision issues, use digital
gateways whenever possible. Analog Direct Inward Dial (DID) is also available for
PSTN connectivity.

m  Digital Gateways: Cisco access digital trunk gateways connect an IP telephony network to
the PSTN or to a PBX via digital trunks, such as PRI common channel signaling (CCS),
BRI, T1 channel-associated signaling (CAS), or E1. Digital T1 PRI trunks may also
connect to certain legacy voice-mail systems.
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Cisco Gateway Functions
ﬂ

- Serve gateway protocols
—H.323
- SIP
-~ MGCP
* Provide core gateway requirements
— DTMF relay
— Supplementary services
— Cisco CallManager redundancy
* Enable call survivability
* Provide TDM interface to a PBX and the PSTN
* Provide fax or modem, or both

nc. Al rights reserv GWGK v1.0—1-4

IP telephony gateways must meet these core feature requirements:

m  Gateway protocol support: Gateways support H.323, Media Control Gateway Protocol
(MGCP), and Session Initiation Protocol (SIP). H.323 and SIP can be deployed on
networks in which a call control agent, such as Cisco CallManager, is not present. MGCP is
a streamlined protocol and only works on a network in which a Cisco CallManager is
present.

m  Core gateway requirements: These are the three core gateway requirements:

—  Dual tone multi-frequency (DTMF) relay capabilities: Each digit dialed with tone
dialing is assigned a unique pair of frequencies. Voice compression of these tones
with a low bit-rate codec can cause DTMF signal loss or distortion. Therefore,
DTMEF tones are separated from the voice bearer stream and sent as signaling
indications through the gateway protocol (H.323, SCCP, or MGCP) signaling
channel instead.

—  Supplementary services support: These services provide user functions such as
hold, transfer, and conferencing and are considered fundamental requirements of any
voice installation.

—  Cisco CallManager redundancy support: The gateways must support the ability
to “rehome” to a secondary Cisco CallManager in the event of a primary Cisco
CallManager failure.

m  Call survivability in Cisco CallManager: The voice gateway preserves the Real-Time
Transport Protocol (RTP) bearer stream (the voice conversation) between two IP endpoints
when the Cisco CallManager to which the endpoint is registered is no longer reachable.

m  Q Signaling (QSIG) support: QSIG is becoming the standard for PBX interoperability in
Europe and North America. With QSIG, the Cisco voice packet network appears to PBXs
as a distributed transit PBX that can establish calls to any PBX or other telephony endpoint
served by a Cisco gateway, including non-QSIG endpoints.

m  Fax and modem support: Fax over IP enables interoperability of traditional analog fax
machines with IP telephony networks. The fax image is converted from an analog signal
and is carried as digital data over the packet network.
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Example: Simple Multisite IP Telephony Network

Span Engineering LLC, a fictitious company that is migrating to a Cisco IP telephony solution,
has three sites in the United States and a fourth site in Brazil. The figure shows gateway
deployment, following a partial migration to IP telephony, in an organizational setting.

Voice Gateway Integration with PBX and
Span Engineering Voice Gateway Topology: End of Phase 2 IP Telephony Migration
Oakland .
San Francisco 1 CA"'P°'1 ..... PSTN
- o ampus [=
ol | = I .
1 S s PSTN : : LD
L BT i ; : o
A T nnsnnnsmennng ©  wmsuxsmusdngh =" : o
"’ - : - ey
., (b West i+ Cicero
San Jose 1 ’,’.’ CoaSt IP WAN %\(Headquarters)
ot 5. o : I
u ‘@“ _____ PSTN :‘ £ Bl ‘@:p“ N
- g
Sao Paulo! $437Y :
b i =)
PTT levens &Z" -
LV H
PSTN hues _ Woodridge ™ pSTN
= Campus
Dallas

Span Engineering is a U.S.-based company with headquarters in Chicago. It has branches in
Dallas and on the West Coast in the Bay Area and has recently expanded internationally to Sao
Paulo, Brazil. The company is carrying out a phased migration to IP telephony, described in the
following three phases.

m  Phase 1: Toll bypass between Dallas and Chicago and between Chicago-area campuses.

m  Phase 2: Span Engineering deploys Cisco CallManager in Chicago, the West Coast,
Dallas, and Sao Paulo. Some locations are migrated to IP telephony; some remain on the
PBX as shown in the figure. This migration occurs immediately following toll bypass
implementation.

m  Phase 3: Migration to IP telephony is completed and the remaining PBXs are taken out of
the network.

You will be using Span Engineering throughout this course as an example to help you consider
gateway implementations.
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Gatekeepers

This topic describes the role and function of a Cisco gatekeeper.

Cisco Gatekeeper Role and Functions
ﬂ

Gatekeepers enable scalability and call admission and
have the following functions:

» Mandatory gatekeeper functions
— Address translation
— Admission control
— Bandwidth control
— Zone management
- Optional gatekeeper functions
— Call authorization
— Call management
— Bandwidth management
— Call control signaling

nc. Al rights reserv GWGK v1.0—1-6

A gatekeeper is an H.323 LAN device. It has the following functions:

m  Mandatory Gatekeeper Functions

—  Address Translation: A gatekeeper translates H.323 IDs and standard E.164

telephone numbers to endpoint IP addresses.

Admission Control: Controls endpoint admission into the H.323 network. To
achieve this, the gatekeeper uses H.225 Registration, Admission, and Status (RAS)
messages and Admission Request (ARQ), Admission Confirmation (ACF), and
Admission Rejection (ARJ) messages.

Bandwidth Control: Gatekeepers use H.225 Bandwidth Request (BRQ),
Bandwidth Confirmation (BCF), and Bandwidth Rejection (BRJ) messages to
manage endpoint bandwidth requirements.

Zone Management: The gatekeeper manages all registered endpoints in the zone.

m  Optional Gatekeeper Functions

Call Authorization: With this option, the gatekeeper can restrict access to certain
terminals or gateways or have time-of-day policies restrict access, or both.

Call Management: With this option, the gatekeeper maintains active call
information and uses it to indicate busy endpoints or redirect calls.-

Bandwidth Management: With this option, the gatekeeper can reject admission
when the required bandwidth is not available.

Call Control Signaling: Gatekeepers route call-signaling messages between H.323
endpoints using the gatekeeper routed call-signaling (GKRCS) model. It may also
allow endpoints to send H.225 call-signaling messages directly to each other.
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Gateways are responsible for edge routing decisions between the PSTN and the H.323 network.
Cisco gatekeepers are used to group gateways into logical zones and perform call routing
between them. Cisco gatekeepers handle the core call routing among devices in the H.323
network and provide centralized dial plan administration. Without a Cisco gatekeeper, explicit
IP addresses for each terminating gateway would have to be configured at the originating
gateway and matched to a VoIP dial peer, shown as a “Small Network—Gateways Only” in the
figure. With a Cisco gatekeeper, gateways query the gatekeeper when trying to establish VoIP
calls with remote VoIP gateways, shown as a “Small Network— Simplified” with a gatekeeper
in the figure.

The figure illustrates the concept of VoIP network scaling with gatekeepers and directory
gatekeepers. In the case of the small network, a single gatekeeper adds scalability to the
network when the network evolves into a larger network and subsequently requires a directory
gatekeeper to make the network more manageable.
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The value of the gatekeeper for network scalability through zone management is further
enhanced by what it does for Call Admission Control (CAC).

A gatekeeper device provides CAC for distributed call-processing systems. In a distributed
system, each site contains its own call-processing capability. For example, the figure shows two
sites, each with its own Cisco CallManager connected by an IP WAN link. A gatekeeper
provides CAC over the IP WAN link in this example by using the H.225 RAS protocol
message set that is used for CAC, bandwidth allocation, and dial pattern resolution (call
routing). The gatekeeper provides these services for communications between Cisco
CallManager clusters and H.323 networks.

An intercluster trunk is an H.323 connection that allows two Cisco CallManager clusters to be
connected over an [P WAN. Use intercluster trunks when you are routing intercluster calls
across a remote WAN link.
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Deployment Models

This topic describes three Cisco CallManager deployment models.

Cisco IP Telephony Deployment Models
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There are three primary Cisco CallManager deployment models: A single location, multiple
locations with a single Cisco CallManager cluster, or multiple locations with Cisco
CallManager clusters at each location. Regardless of the deployment model, if a company has
multiple sites that are distant from each other, for instance, each site is served by a different
public safety answering point (PSAP) for emergency services, gateways are required at each
site.

The single-site model consists of a call processing agent located at a single site such as a
building or small campus. Voice traffic is carried throughout the site by a LAN or
metropolitan-area network (MAN). Calls beyond the LAN or MAN use the public switched
telephone network (PSTN). No telephony services are provided over the WAN.

The multisite WAN model with centralized call processing consists of a single call-processing
agent that provides services for many sites and uses the IP WAN to transport voice traffic
between the sites. The IP WAN also carries call control signaling between the central site and
the remote sites.

The multisite WAN model with distributed call processing consists of multiple independent
sites, each with its own call-processing agent connected to an IP WAN that carries voice traffic
between the distributed sites. The IP WAN in this model does not carry call control signaling
between the sites because each site has its own call-processing agent.

Clustering over the IP WAN (multisite single distributed cluster) deploys a single Cisco
CallManager cluster across multiple sites that are connected by an IP WAN with quality of
service (QoS) features enabled.
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Single-Site Call-Processing Model

This topic describes the placement and function of a gateway in a single-site call-processing

model.
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In a geographically distributed network undergoing migration to IP telephony, each location
can be considered a single site. A location that originally is identified as a single site might not
be considered a single site after all of the facilities in the area have been migrated.
Consequently, a single-site call-processing model can be a complex mix where PSTN, PBX,
and IP telephony coexist.

These are the issues specific to voice gateways for the single-site deployment model:

m  Use G.711 codecs so digital signal processors (DSPs) are not required for transcoding and
can be allocated to other functions such as conferencing and Media Termination Points
(MTPs).

m  Use MGCP gateways for the PSTN if H.323 functionality is not required. This simplifies
the dial plan configuration. H.323 might be required to support specific functionality not
offered with MGCP, such as support for Signaling System 7 (SS7) or Non-Facility
Associated Signaling (NFAS).

m  Gatekeepers are not required since there is a single, highly available voice gateway that
connects to the PSTN.
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Centralized Call-Processing Model

This topic describes the placement and function of a gateway in a centralized call-processing

model.
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When a company has several remote sites, it can choose to centralize the call-processing agent
in a single location that services all the remote sites.

The multisite WAN model with centralized call processing consists of a single call-processing
agent that provides services for many sites and uses the IP WAN to transport voice traffic
between the sites. The IP WAN also carries call control signaling between the central site and

the remote sites.

A variety of Cisco gateways can provide the remote sites with PSTN access. When the IP
WAN is down, or if all the available bandwidth on the IP WAN has been consumed, users at
the remote sites can dial the PSTN access code and place their calls through the PSTN. The
Cisco Survivable Remote Site Telephony (SRST) feature, available on Cisco IOS gateways,
provides call processing at the branch offices in the event of a WAN failure.

If there are many remote sites, each with a gateway, you can improve the performance of the
network by adding a gatekeeper for scalability, manageability, and dial-plan resolution. A
gatekeeper is not required for CAC since there are no intercluster trunks involved in this

deployment.
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Multisite Distributed Call-Processing Model

This topic describes the placement and function of gateways and gatekeepers in a multisite
distributed call-processing model.
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When a company has several remote sites, instead of centralizing its call processing agents in a
single location, it can put them in multiple locations. This model saves on call overhead and
impacts the QoS of the IP telephony network.

Multisite distributed call processing allows each site to be completely self-contained. In the
event of an IP WAN failure or insufficient bandwidth, the site does not lose call-processing
service or functionality. Cisco CallManager simply sends all calls between the sites across the
PSTN.
Each site in the distributed call-processing model can be one of the following:
m A single site with its own call processing agent, which can be either:

—  Cisco CallManager

—  Cisco CallManager Express

—  Other IP PBX

m A centralized call processing site and all of its associated remote sites

m A legacy PBX with a VoIP gateway

An IP WAN interconnects all the distributed call-processing sites. Typically, the PSTN serves
as a backup connection between the sites in case the IP WAN connection fails or does not have
any more available bandwidth. A site connected only through the PSTN is a standalone site and
is not covered by the distributed call-processing model.
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Gatekeepers are one of the key elements in the multisite WAN model with distributed call
processing. Each gatekeeper provides dial-plan resolution and CAC. The following best
practices apply to the use of a gatekeeper:

m  Use a logical hub-and-spoke topology for the gatekeeper. A gatekeeper can manage the
bandwidth into and out of a site, or between zones within a site, but it is not aware of the
topology.

m  Size the platforms appropriately to ensure that performance and capacity requirements can
be met.

m  When deploying voice in a WAN environment, Cisco recommends that you use the lower-
bandwidth G.729 codec for any voice calls that will traverse WAN links because this
practice will provide bandwidth savings on these lower-speed links.

m  Gatekeeper networks can scale to hundreds of sites, and the design is limited only by the
hub-and-spoke topology.

For distributed call-processing systems, you can implement CAC with an H.323 gatekeeper. In
this design, the call-processing agent registers with the gatekeeper and queries it each time the
agent wants to place an IP WAN call. The gatekeeper associates each call-processing agent
with a zone that has specific bandwidth limitations. Thus, the gatekeeper can limit the
maximum amount of bandwidth consumed by IP WAN voice calls into or out of a zone.
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Introduction to IP-to-IP Gateways

This topic describes the role and functions of IP-to-IP gateways.
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The Cisco Multiservice IP-to-IP Gateway provides a mechanism to enable H.323 VoIP and
videoconferencing calls from one IP network to another. It provides a control point and a
demarcation for VoIP and video calls traversing administrative domains. This gateway
performs most of the same functions of a PSTN-to-IP gateway, but typically joins two IP call
legs, not a PSTN and an IP call leg. Notice in the figure that these calls go through the Internet
telephony service provider (ITSP).

The IP-to-IP gateway supports T.38 fax relay. However, endpoints configured with Named
Signaling Events (NSEs) may result in reduced fax transmission quality and are not supported.

Cisco IP-to-IP gateways do not support time-division multiplexing (TDM) voice in Cisco I0S
Release 12.3(4)T images. The IP-to-IP gateway ignores voice network modules installed in the
router and does not allow you to create voice ports. Cisco recommends that you avoid installing
voice network modules in any router that will operate as an [P-to-IP gateway.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

* Voice gateways typically connect an IP network to
the PSTN and a traditional PBX.

- Gatekeepers allow for CAC and scalability in an IP
telephony network.

* The three basic Cisco IP telephony deployment
models that organizations may use are single-site
and multisite with either centralized or distributed
call processing.

* In the single-site deployment model, the Cisco
CallManager applications and the DSP resources
are at the same physical location. The PSTN
handles all external calls.

Summary (Cont.)

* The multisite centralized model has a single call-
processing agent that limits network topologies to hub
and spoke. Applications and DSP resources are
centralized or distributed. The IP WAN carries voice
traffic and call control signaling between sites.

* The multisite distributed model has multiple
independent sites and each site has a call-processing
agent. The IP WAN carries voice traffic between sites
but does not carry call control signaling for intrasite
calls or local off-net calls.

* IP-to-IP gateways perform similar functions to voice
gateways except that they connect VolIP links, not
PSTN or PBX links.
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Lesson Self-Check

Use the questions here to review what you learned in this lesson. The correct answers and
solutions are found in the Lesson Self-Check Answer Key.

Q1)  Which response best describes the functions of a voice gateway? (Source: Gateways)

A)
B)

0
D)

The voice gateway provides standard AAA services to an IP telephony
network.

The voice gateway connects two different types of networks, providing call
control services and call routing.

The voice gateway enables call admission control in a VoIP network.

The voice gateway is part of the voice-security platform portfolio, providing a
gateway through which only authorized users can get the benefits of such
things as toll bypass.

Q2) A company has four sites. Which of the following IP telephony network situations

requires that a gatekeeper coordinate CAC? (Source: Gatekeepers)

A)
B)
0

D)

A Cisco CallManager is located at one site and the remaining sites are served
by voice gateways with SRST.

A single cluster is distributed over two of the sites and the remaining two sites
are served by voice gateways with SRS.

One site has been converted to IP telephony and the remaining sites are still
running traditional telephony.

Each site has a Cisco CallManager cluster.

Q3)  What is the role of the IP-to-IP gateway in IP telephony? (Source: Introduction to IP-IP
Gateways)

Q4)  Which response best describes a multisite distributed deployment model?

A)

B)

0

D)

Several sites supported by a single Cisco CallManager cluster and where call
control information is passed over the WAN between sites.

Several sites, each with a Cisco CallManager cluster. Call control information
between sites is passed between sites for intrasite calls and tail-end hop-off
calls to the PSTN at a remote site from the calling party location.

Several sites, each with a Cisco CallManager cluster. The clusters in each
location eliminate the requirement for passage of call control information.
Several sites supported by a single Cisco CallManager cluster that has
subscribers and backup servers at different sites from the publisher.
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Lesson Self-Check Answer Key

QD B
Q2) D
Q3) The IP-to-IP gateway joins two IP call legs, not a PSTN and IP call leg.
Q4) B
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Lesson 2

Selecting a Gateway Protocol

Overview

Customers normally tell you what type of gateway to deploy to support their IP telephony
solution. However, because of challenges that may inhibit rapid deployment, you need to be
able to fix any problems that arise on any gateway type a customer has chosen. You need to
know why a particular gateway type has been chosen and what the potential challenges are in
installing it.

This lesson discusses the role of the three gateway protocols, the steps involved in call flow for
each, and some issues around dual tone multifrequency (DTMF) and Call Admission Control
(CACQ), and provides a comparison of the three protocols to help you make a judgment on the
suitability of a protocol for specific deployments.

Objectives

Upon completing this lesson, you will be able to evaluate voice gateway protocols to ensure
that the best protocol of H.323, MGCP, or SIP is implemented at various sites in a network.
This ability includes being able to meet these objectives:

m  List the functions performed by a typical H.323 gateway

m  Diagram a VolIP call flow entering and leaving a H.323 gateway
m  List the functions performed by a typical MGCP gateway

m  Diagram a VolIP call flow entering and leaving a MGCP gateway
m  List the functions performed by a typical SIP gateway

m  Diagram a VolIP call flow entering and leaving a SIP gateway

m Identify the possible issues with DTMF tones in a VoIP network that includes PSTN,
PBXs, and H.323 gateways

m  Describe the criteria for selecting one gateway protocols over another



Overview of H.323 Gateways

This topic describes the functions of a typical H.323 gateway.

Overview of H.323 Gateways
ﬂ

H.323 gateways perform the following
services:

* Translation between audio, video, and data formats

+ Conversion between call setup signals and
procedures

« Conversion between communication control
signals and procedures

nc. Al rights reserv GWGK v1.0—1-3

The International Telecommunication Union Telecommunication Standardization Sector
(ITU-T) has written the recommendation H.323 Packet-based multimedia communications
systems (H.323). This recommendation describes an infrastructure of terminals, common
control components, services, and protocols that are used for multimedia (voice, video, and
data) communications.

An H.323 gateway is an optional type of endpoint that provides interoperability between H.323
endpoints and endpoints located on a switched-circuit network (SCN), such as the public
switched telephone network (PSTN) or an enterprise voice network. Ideally, the gateway is
transparent to both the H.323 endpoint and the SCN-based endpoint.
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H.323 and Associated Recommendations

System Video Audio User Data
Control and 110 /0 Applications
User Interface Equipment Equipment T.120
| | 1 | I | | 1
System .
Control Video é“d'°
Codec cdes
H.245 H.261 G.711, G.722, Sessi
Control Y G.723 iy
H.263 : Layer
G.723.1, and
Call G.728, G.729 Above
Control
H.225.0 1
RAS Receive
Control Path Delay
H.225.0
1 [ I

| H.225.0 Layer |

AN .
[ LAN Stack ¢
N~ ~—~~

nc. Al rights reserv GWGK v1.0—1-4

The figure illustrates the elements of an H.323 terminal and highlights the protocol
infrastructure of an H.323 endpoint.

H.323 originally was created to provide a mechanism for transporting multimedia applications
over LANs. Although numerous vendors still use H.323 for videoconferencing applications, it
has rapidly evolved to address the growing needs of VoIP networks. H.323 is currently the
most widely used VolIP signaling and call control protocol, with international and domestic
carriers relying on it to handle billions of minutes of use each year.

H.323 is considered an “umbrella protocol” because it defines all aspects of call transmission,
including call establishment, capabilities exchange, and network resource availability. H.323
defines the following protocols:

m  H.245 for capabilities exchange
m  H.225.0 for call setup
m  H.225.0 for Registration, Admission, and Status (RAS) control for call routing

H.323 is based on the Integrated Services Digital Network (ISDN) Q.931 protocol, which
allows H.323 to easily interoperate with traditional voice networks, such as the PSTN or
Signaling System 7 (SS7). In addition to providing support for call setup, H.225.0 provides a
message transport mechanism for the H.245 control function and the RAS signaling function.
These functions are described as follows:

m  Call-signaling function: This function uses a call-signaling channel that allows an
endpoint to create connections with other endpoints. The call-signaling function defines
call setup procedures, based on the call setup procedures for ISDN (Recommendation
Q.931). The call-signaling function uses messages formatted according to H.225.0.
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m  H.245 control function: This function uses a control channel to transport control messages
between endpoints or between an endpoint and a common control component, such as a
gatekeeper or multipoint controller (MC). The control channel used by the H.245 control
function is separate from the call-signaling channel. The H.245 control function is
responsible for the following:

—  Logical channel signaling: Opens and closes the channel that carries the media
stream

—  Capabilities exchange: Negotiates audio, video, and codec capability between the
endpoints

—  Master or responder determination: Determines which endpoint is master and
which is responder and is used to resolve conflicts during the call

—  Mode request: Requests a change in mode, or capability, of the media stream

— Timer and counter values: Establishes values for timers and counters and
agreement of those values by the endpoints

m  RAS signaling function: This function uses a separate signaling channel (RAS channel) to
perform registration, admissions and status procedures, bandwidth changes, and disengage
procedures between endpoints and a gatekeeper. The RAS signaling function uses
messages formatted according to H.225.0.
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H.323 Call Flow

This topic describes a VoIP call flow entering and leaving a gateway and specifies how the call
legs relate to dial peers.

H.323 Basic Call Setup
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The figure shows a H.323 setup exchange that uses the Fast Connect abbreviated procedure that
is available in version 2 of Recommendation H.323. The Fast Connect procedure reduces the
number of round-trip exchanges and achieves the capability exchange and logical channel
assignments in one round trip.

The Fast Connect procedure includes these steps:

Step 1

Step 2

Step 3
Step 4

The originating gateway initiates an H.225.0 session with the destination gateway on
registered TCP port 1720.

Call setup procedures based on Q.931 create a combined call-signaling channel and
control channel for H.245. Capabilities and logical channel descriptions are
exchanged within the Q.931 call setup procedure.

The logical channel descriptions are sent to open RTP sessions.

The endpoints exchange multimedia over the RTP sessions.

Note

Cisco H.323 voice equipment supports up to version 4 of H.323 and is backward compatible
to earlier versions.
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Overview of MGCP Gateways

This topic describes the functions performed by a typical Media Gateway Control Protocol
(MGCP) gateway.

Overview of MGCP Gateways
ﬂ

+ Call processing is done by a call agent such as Cisco CallManager.

+ MGCP gateways handle the translation between audio signals and the packet
network.

+ Configuration commands for MGCP define this information:
— The path between the call agent and the gateway
— The type of gateway
— The type of calls handled by the gateway
+ MGCP uses endpoints and connections to construct a call.
— Endpoints:
- Sources of or destinations for data
+ Can be physical or logical locations in a device
— Connections:
* Point-to-point
*  Multipoint
+ MGCP uses UDP for establishing audio connections over IP networks.

nc. Al rights reserv GWGK v1.0—1-6

While H.323 enables gateways to process calls, MGCP, as defined under RFC 2705 and RFC
3435, takes all the signal and call processing out of the gateway and moves it to a call agent.
The purpose of the gateway is to translate between audio signals and the packet network.

MGCEP is an extension of the Simple Gateway Control Protocol (SGCP) and continues to
support the SGCP. Systems using SGCP can easily migrate to MGCP. MGCP is a plain text
protocol that uses a master-to-slave relationship between the call agent and the gateway to fully
control the gateway and its associated ports. The plain-text commands are sent to gateways
from the call agent using UDP port 2427. Port 2727 is used to send messages from the
gateways to the call agent.

With MGCP, route patterns are configured on the Cisco CallManager, not by dial peers on the
gateway. The gateway voice ports must be configured for proper signaling. However, there are
no dial-peers for MGCP except when a router is using Cisco Survivable Remote Site
Telephony (SRST) for fallback.

Configuration commands for MGCP define the path between the call agent and the gateway,
the type of gateway, and the type of calls handled by the gateway. MGCP assumes a connection
model where the basic constructs are endpoints and connections. Endpoints are sources or
destinations of data or both and can be physical or virtual. Examples of physical and virtual
endpoints are:

®  An interface on a gateway that terminates a trunk connected to a Class 5 or Class 4 PSTN
switch. A gateway that terminates trunks is called a trunking gateway.

®  An interface on a gateway that terminates an analog plain old telephone service (POTS)
connection to a phone, key system or PBX. A gateway that terminates residential POTS
lines is called a residential gateway.

1-24

Implementing Cisco Voice Gateways and Gatekeepers (GWGK) v1.0 Copyright © 2005, Cisco Systems, Inc.



m  An example of a virtual endpoint is an audio source in an audio-content server. Creation of
physical endpoints requires hardware installation, while creation of virtual endpoints can be
done by software.

Connections can be point-to-point or multipoint. A point-to-point connection is an association
between two endpoints with the purpose of transmitting data between these endpoints. Once
this association is established for both endpoints, data transfer between these endpoints can take
place. A multipoint connection is established by connecting the endpoint to a multipoint
session. Connections can be established over several types of bearer networks, such as:

m  Transmission of audio packets using Real-Time Transport Protocol (RTP) and User
Datagram Protocol (UDP) over an IP network.

m  Transmission of audio packets using Asynchronous Transfer Mode (ATM) adaptation
layer 2 (AAL2), or another adaptation layer, over an ATM network.

m  Transmission of packets over an internal connection, such as the time-division multiplexing
(TDM) backplane or the interconnection bus of a gateway. This method is used, in
particular, for “hairpin” connections that are connections that terminate in a gateway but
are immediately rerouted over the telephone network.

Note For point-to-point connections, the endpoints of a connection could be in separate gateways
or in the same gateway.

Similar to SGCP, MGCP uses UDP for establishing audio connections over IP networks.
However, MGCP also uses hairpinning to return a call to the PSTN when the packet network is
not available. Creating a call connection involves a series of signals and events that describe the
connection process. This information might include such indicators as the off-hook event that
triggers a dial-tone signal. These events and signals are specific to the type of endpoint that is
involved in the call. MGCP groups these events and signals into packages. A trunk package, for
example, is a group of events and signals related to a trunking gateway, while an announcement
package groups events and signals for an announcement server.
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MGCP Call Flow

This topic describes a VoIP call flow through an MGCP gateway, and specifies how the call
legs relate to dial peers.
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The figure illustrates how MGCP is used for call control purposes only and shows how voice
data transfer occurs directly between the phone and the gateway.

The Cisco 7960 IP Phones in this example use the Skinny Call Control Protocol (SCCP) to
communicate with the Cisco CallManager. The actual voice data is transferred through RTP
directly between the two devices. MGCP is used by the Cisco CallManager only to control the
gateway.

MGCEP service consists of nine connection and endpoint handling commands. These services
allow a controller, which is normally the call agent, to instruct a gateway on the creation of
connections that terminate in an endpoint attached to the gateway, and to be informed about
events occurring at the endpoint. The “MGCP Control Commands” table provides an
explanation of these commands.

1-26 Implementing Cisco Voice Gateways and Gatekeepers (GWGK) v1.0 Copyright © 2005, Cisco Systems, Inc.



MGCP Control Commands

Command

Purpose

Issued By

EndpointConfiguration

The call agent can issue an endpoint
configuration (EPCF) command to a gateway, to
instruct the gateway about the coding
characteristics expected by the line-side of the
endpoint.

Call agent

NotificationRequest

The call agent can issue a notification request
(RQNT) command to a gateway to instruct the
gateway to watch for specific events such as
hook actions or DTMF tones on a specified
endpoint.

Call agent

Notify

The gateway then uses the notify (NTFY)

command to inform the call agent when the
requested events occur.

Call agent

CreateConnection

The call agent can use the create connection
(CRCX) command to create a connection that
terminates in an endpoint inside the gateway.

Gateway

ModifyConnection

The call agent can use the modify connection
(MDCX) command to change the parameters
associated with a previously established
connection.

Call agent

DeleteConnection

The call agent can use the delete connection
(DLCX) command to delete an existing
connection. The DLCX command may also be
used by a gateway to indicate that a connection
can no longer be sustained.

Call agent

AuditEndpoint

The call agent can use the audit endpoint (AUEP)

and audit connection (AUCX) commands to audit
the status of an endpoint and any connections
associated with it. Network management beyond
the capabilities provided by these commands is
desirable. Such capabilities are to be supported
by the use of the Simple Network Management
Protocol (SNMP) and definition of a Management
Information Base (MIB) which is outside the
scope of this discussion.

Call agent

AuditConnection

(See the description for the AUEP command.)

Call agent or
gateway

RestartInProgress

The gateway can use the ReStart In Progress
(RSIP) command to notify the call agent that a
group of endpoints managed by the gateway is
being taken out of service or is being placed back
in service.

Call agent
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MGCP Call Flow (Cont.)
Gateway A Gateway B
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RQNT, SDP)
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RTP Stream
On Hook RTP Stream
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DLCX DLCX
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The figure illustrates a dialog between a call agent and two gateways. Although the gateways in
this example are both residential gateways, the “MGCP Call Flow” table presents principles of
operation. These are the same for other gateway types.

MGCP Call Flow

Step

Action

Notes

1.

The call agent sends an RQNT
message to each gateway.

Because they are residential gateways, the request
instructs the gateways to wait for an off-hook
transition (event). When the off-hook transition
event occurs, the call agent instructs the gateways
to supply a dial tone (signal). The call agent asks
the gateway to monitor for other events as well. By
providing a digit map in the request, the call agent
can have the gateway collect digits before it notifies
the call agent.

The gateways respond (shown as
RQNT Response in the figure) to the
request.

At this point, the gateways and the call agent wait
for a triggering event.

A user on Gateway A goes off hook.

As instructed by the call agent in its earlier request,
the gateway provides a dial tone. Because the
gateway is provided with a digit map, it begins to
collect digits (as they are dialed) until either a match
is made or no match is possible. For the remainder
of this example, assume that the digits match a digit
map entry.

Gateway A sends the NTFY message
to the call agent to advise the call
agent that a requested event was
observed.

The NTFY identifies the endpoint, the event, and, in
this case, the dialed digits.
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Step

Action

Notes

After confirming that a call is possible
based on the dialed digits, the call
agent instructs Gateway A to create a
connection with its endpoint (via the
CRCX message).

The gateway sends a CRCX message
with a Session Description Protocol
(SDP) if it is able to accommodate the
connection.

The session description identifies at least the IP
address and UDP port for use in a subsequent RTP
session. The gateway does not have a session
description for the remote side of the call, and the
connection enters a wait state.

The call agent prepares and sends a
connection request (shown as
“CRCX, SDP Encapsulated RQNT” in
the figure) to Gateway B.

In the request, the call agent provides the session
description obtained from Gateway A. The
connection request is targeted to a single
endpoint—if only one endpoint is capable of
handling the call—or to any one of a set of
endpoints. The call agent also embeds a notification
request that instructs the gateway about the signals
and events that it should now consider relevant. In
this example, in which the gateway is residential,
the signal requests ringing and the event is an off-
hook transition.

Note: The interaction between Gateway B and its
attached user has been simplified.

Gateway B responds to the request
with its session description (shown as
“CRCX Response, SDP” in the
figure).

Notice that Gateway B has both session
descriptions and recognizes how to establish its
RTP sessions.

The call agent relays the session
description to Gateway A in an MDCX
request.

This request may contain an encapsulated notify
request that describes the relevant signals and
events at this stage of the call setup. Now Gateway
A and Gateway B have the required session
descriptions to establish the RTP sessions over
which the audio travels.

10.

At the conclusion of the call, one of
the endpoints recognizes an on-hook
transition.

In the example, the user on Gateway A hangs up.
Because the call agent requested the gateways to
notify in such an event, Gateway A notifies the call
agent.

1.

The call agent sends a DLCX request
to each gateway.

12.

The gateways delete the connections
and responds to the call agent.
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Overview of SIP Gateways

This topic describes the functions performed by a typical SIP gateway.

Overview of SIP Gateways
ﬂ

- SIP was developed by the IETF for multimedia
conferencing over IP.

- SIP also provides nonproprietary advantages in
the following areas:

— Protocol extensibility

— System scalability

— Personal mobility services

— Interoperability with different vendors

nc. Al rights reserv GWGK v1.0—1-9

Session Initiation Protocol (SIP) is an ASCII-based, application-layer control protocol that can
be used to establish, maintain, and terminate multimedia sessions such as Internet telephony
calls between two or more endpoints. SIP can also invite participants to existing sessions such
as multicast conferences, and media can be added to and removed from an existing session. SIP
transparently supports name mapping and redirection services, which supports personal
mobility so users can maintain a single externally visible identifier regardless of their network
location.

SIP was developed by the Internet Engineering Task Force (IETF). Its features are compliant
with IETF RFC 2543, SIP: Session Initiation Protocol, published in March 1999 and IETF
RFC 3261, SIP: Session Initiation Protocol, published in June 2002.

Like other VoIP protocols, SIP is designed to address the functions of signaling and session
management within a packet telephony network. Signaling allows call information to be carried
across network boundaries. Session management provides the ability to control the attributes of
an end-to-end call.

The Cisco SIP functionality enables voice gateways to signal the setup of voice and multimedia
calls over IP networks. The SIP feature also provides nonproprietary advantages in the
following areas:

m  Protocol extensibility
m  System scalability
m  Personal mobility services

m Interoperability with different vendors
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ﬂ

SIP Capabilities

SIP provides the following capabilities:
- Determines the location of the target endpoint

- Determines the media capabilities of the target
endpoint

- Determines the availability of the target endpoint

- Establishes a session between the originating and
target endpoints

* Handles the transfer and termination of calls

nc. Al rights reserv GWGK v1.0—1-10

SIP provides the following capabilities:

Determines the location of the target endpoint: SIP supports address resolution, name
mapping, and call redirection.

Determines the media capabilities of the target endpoint: SIP determines the lowest level of
common services between the endpoints through Session Description Protocol (SDP).
Conferences are established using only the media capabilities that can be supported by all
endpoints.

Determines the availability of the target endpoint: If a call cannot be completed because the
target endpoint is unavailable, SIP determines whether the called party is connected to a
call already or did not answer in the allotted number of rings. SIP then returns a message
indicating why the target endpoint was unavailable.

Establishes a session between the originating and target endpoints: If the call can be
completed, SIP establishes a session between the endpoints. SIP also supports midcall
changes, such as the addition of another endpoint to the conference or the changing of a
media characteristic or codec.

Handles the transfer and termination of calls: SIP supports the transfer of calls from one
endpoint to another. During a call transfer, SIP simply establishes a session between the
transferee and a new endpoint (specified by the transferring party) and terminates the
session between the transferee and the transferring party. At the end of a call, SIP
terminates the sessions among all parties.

Note The term “conference” describes an established session (or call) between two or more

endpoints. Conferences consist of two or more users and can be established using multicast
or multiple unicast sessions.
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SIP Network Topology

I SIP Servers and Services I

- a»

SIP User
Agents

SIP User
Agents

2005 Cisco Systems, Inc. Al rights reserved. GWGK v1.0—1-11

SIP is modeled on the interworking of user agents and network servers. This section describes
the functional and physical components of a user agent.

SIP is a peer-to-peer protocol. The peers in a session are called user agents. A user agent
consists of two functional components:

m  User agent client (UAC): A client application that initiates a SIP request.

m  User agent server (UAS): A server application that contacts the user when a SIP invitation
is received and then returns a response on behalf of the user to the invitation originator.

Typically, a SIP user agent can function as a UAC or a UAS during a session but not as both in
the same session. Whether the endpoint functions as a UAC or a UAS depends on the user
agent that initiated the request. The initiating user agent uses a UAC and the terminating user
agent uses a UAS.

From an architectural standpoint, the physical components of a SIP network are grouped as
follows:

m  User agents: SIP user agents include the following devices:

—  IP phone: Acts as a UAS or UAC on a session-by-session basis. Software
telephones and Cisco SIP IP phones initiate SIP requests and respond to requests.

—  Gateway: Acts as a UAS or UAC and provides call control support. Gateways
provide many services, and the most common is a translation function between SIP
user agents and other terminal types. This function includes translation between
transmission formats and between communications procedures. A gateway translates
between audio and video signals and performs call setup and clearing on both the IP
side and the switched-circuit network (SCN) side.
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m  SIP servers: SIP servers include the following types:

Proxy server: An intermediate component that receives SIP requests from a client,
then forwards the requests on behalf of the client to the next SIP server in the
network. The next server can be another proxy server or a UAS. Proxy servers can
provide functions such as authentication, authorization, network access control,
routing, reliable request transmissions, and security.

Redirect server: Provides a user agent with information about the next server that
the user agent should contact. The server can be another network server or a user
agent. The user agent redirects the invitation to the server identified by the redirect
server.

Registrar server: Responds to requests from UACs for registration of their current
location. Registrar servers are often located near or with other network servers, most
often a location server.

Location server: An abstraction of a service providing address resolution services
to SIP proxy or redirect servers. A location server embodies mechanisms to resolve
addresses. These mechanisms can include a database of registrations or access to
commonly used resolution tools such as finger, rwhois, Lightweight Directory
Access Protocol (LDAP), or operating system-dependent mechanisms. A registrar
server can be modeled as one subcomponent of a location server. The registrar
server is partly responsible for populating a database associated with the location
server.

Note

Except for the REGISTER mode request, communication between SIP components and a
location server is not standardized.
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SIP Call Flow

This topic describes a VoIP call flow entering and leaving a SIP gateway, highlighting the call
legs relative to dial peers.

SIP Methods
ﬂ

+ All SIP messages are either requests from a server or client

or responses to a request.
SIP uses six basic types (methods) of requests:

— INVITE—Indicates a user or service is being invited to
participate in a call session

— ACK—Confirms client has final response to an INVITE
request

— BYE—Terminates a call

— CANCEL—Cancels pending searches, does not terminate
a call that has already been accepted

— OPTIONS—AQueries the capabilities of servers

— REGISTER—Registers the address listed in the to header
field with a SIP server

nc. Al rights reserv GWGK v1.0—1-12

All SIP messages, referred to as “methods,” are either requests from a server or client or
responses to a request. The messages are formatted according to RFC 822, Standard for the
format of ARPA internet text messages. For all messages, this is the general format:

A start line

One or more header fields

An empty line

A message body (optional)

Each line must end with a carriage return-line feed (CRLF).

Requests: SIP uses six basic types (methods) of requests:

INVITE: Indicates a user or service is being invited to participate in a call session.
The gateway supports mid-call INVITEs with the same call ID but different SDP
session parameters (to change the transport address). An invitation occurs when one
SIP endpoint (User A) invites another SIP endpoint (User B) to join in a call. During
this process, User A sends an INVITE message requesting that User B join a
particular conference or establish a two-party conversation. If User B wants to join
the call, it sends an affirmative response (SIP 2xx). Otherwise, it sends a failure
response (SIP 4xx). After receiving the response, User A acknowledges the response
with an ACK message. If User A no longer wants to establish this conference, it
sends a BYE message instead of an ACK message.

ACK: Confirms that the client has received a final response to an INVITE request.
BYE: Terminates a call and can be sent by either the caller or the called party.
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CANCEL: Cancels any pending searches but does not terminate a call that has
already been accepted.

OPTIONS: Queries the capabilities of servers. The gateway does not generate
OPTIONS. However, it will respond to OPTIONS requests.

REGISTER: Registers the address listed in the To header field with a SIP server. A
registration occurs when a client needs to inform a proxy or redirect server of its
location. During this process, the client sends a REGISTER request to the proxy or
redirect server and includes the address (or addresses) at which it can be reached.

m  Other methods the gateways can respond to:

COnditions MET (COMET): Used in QoS implementation to indicate to other
endpoints whether or not the conditions have been met (for example, resources
reserved).

NOTIFY: Used in implementations of REFER to let the initiator of the REFER
message know the outcome of the transfer.

PRovisional ACKnowledgement (PRACK): Used in reliable provisional
responses.

REFER: Gateways respond to a REFER, but they do not generate a REFER for
transfer.

SUBSCRIBE: Gateways process SUBSCRIBE for telephony events such as DTMF
and for Message Waiting Indication (MWI).

INFO: Gateways do not generate INFO methods. Gateways can handle incoming
INFO methods.
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SIP Responses
ﬂ

* 1xx Response—Information responses

» 2xx Response—Successful responses

* 3xx Response—Redirection responses

* 4xx Response—Request failure responses
* 5xx Response—Server failure responses

* 6xx Response—Global responses

GWGK v1.0—1-14

The six SIP information responses and details are found in the “SIP Information Responses”

table.

SIP Information Responses

SIP Response Response Description
Type Comment
1xx Response—
Information
responses
100 Trying This response indicates that action is being taken on behalf
of the caller, but that the called party has not yet been
located. The SIP gateway generates this response for an
incoming INVITE. After receiving this response, the gateway
stops retransmitting INVITEs. It then waits for a 180 Ringing
or 200 OK response.
180 Ringing This response indicates that the called party has been

located and is being notified of the call. The SIP gateway
generates a 180 Ringing response when the called party has
been located and is being alerted. After receiving this
response, the gateway waits for a 200 OK response.

181 Call is being
forwarded

This response indicates that the call is being rerouted to
another destination. The SIP gateway does not generate this
response. After receiving this response, the gateway
processes the responses the same way that it processes a
100 Trying response.

182 Queued

This response indicates that the called party is not currently
available but that they have elected to queue the call rather
than reject it.

183 Session
progress

This response is used to perform in-band alerting for the
caller. The SIP gateway generates a 183 Session progress
response when it receives an ISDN Progress message with
an appropriate media indication from the PSTN.
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SIP Response Response Description
Type Comment
2xx Response—
Successful
responses
200 OK This response indicates that the request has been
successfully processed. The action taken depends on the
request made. The SIP gateway generates this response
when the PBX indicates that the user has answered the
phone. After receiving this response, the gateway forwards
the response to the corresponding party and responds with
an ACK.
3xx Response—
redirection
300 Multiple This response indicates that the address resolved to more
Choices than one location. All locations are provided and the user or
user agent is allowed to select which location to use. The
SIP gateway does not generate this response. After
receiving this response, the gateway contacts the new
address in the Contact header field.
301 Moved This response indicates that the user is no longer available
Permanently at the specified location. An alternate location is included in
the header.
302 Moved This response indicates that the user is temporarily
Temporarily unavailable at the specified location. An alternate location is

included in the header.

305 Use Proxy

This response indicates that the caller must use a proxy to
contact the called party.

380 Alternative
Service

This response indicates that the call was unsuccessful, but
that alternative services are available.

4xx Response—
Request failure
responses

400 Bad Request

This response indicates that the request could not be
understood because of an illegal format. The SIP gateway
generates a 400 Bad Request response for a badly formed
request. After receiving this response, the gateway initiates
a graceful call disconnect and clears the call.

401 Unauthorized

This response indicates that the request requires user
authentication. The SIP gateway does not generate this
response. After receiving this response, the gateway initiates
a graceful call disconnect and clears the call.

402 Payment
Required

This response indicates that payment is required to
complete the call.

403 Forbidden

This response indicates that the server has received and
understood the request but will not provide the service.

404 Not Found

This response indicates that the server has definite
information that the user does not exist in the specified
domain. The SIP gateway generates this response if it is
unable to locate the called party. After receiving this
response, the gateway initiates a graceful call disconnect
and clears the call.
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SIP Response
Type

Response
Comment

Description

405 Method Not
Allowed

This response indicates that the method specified in the
request is not allowed. The response contains a list of
allowed methods. The SIP gateway generates this response
if an invalid method is specified in the request. After
receiving this response, the gateway initiates a graceful call
disconnect and clears the call.

406 Not This response indicates that the requested resource is

Acceptable capable of generating only responses that have content
characteristics not acceptable as specified in the accept
header of the request. The SIP gateway does not generate
this response. After receiving this response, the gateway
initiates a graceful call disconnect and clears the call.

407 Proxy This response is similar to the 401 Unauthorized response.

authentication However, this response indicates that the client must first

required authenticate itself with the proxy. The SIP gateway does not

generate this response. After receiving this response, the
gateway initiates a graceful call disconnect and clears the
call.

408 Request
timeout

This response indicates that the server could not produce a
response before the Expires messages time out.

409 Conflict

This response indicates that the request could not be
processed because of a conflict with the current state of the
resource.

410 Gone

This response indicates that a resource is no longer
available at the server and no forwarding address is known.
The SIP gateway generates this response if the PSTN
returns a cause code of unallocated number. After receiving
this response, the gateway initiates a graceful call
disconnect and clears the call.

411 Length
Required

This response indicates that the user refuses to accept the
request without a defined content length. The SIP gateway
does not generate this response. After receiving this
response, the gateway initiates a graceful call disconnect
and clears the call.

413 Request
Entity Too Large

This response indicates that server refuses to process the
request because it is larger than the server is willing or able
to process.

414 Request-URI
Too Long

This response indicates that the server refuses to process
the request because the Request-uniform resource identifier
(URI) is too long for the server to interpret.

415 Unsupported
Media

This response indicates that the server refuses to process
the request because the format of the body is not supported
by the destination endpoint.

420 Bad
Extension

This response indicates that the server could not understand
the protocol extension indicated in the Require header. The
SIP gateway generates this response if it cannot understand
the service requested in the Require header field. After
receiving this response, the gateway initiates a graceful call
disconnect and clears the call.
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SIP Response
Type

Response
Comment

Description

480 Temporarily
Unavailable

This response indicates that the called party was contacted
but is temporarily unavailable. The SIP gateway generates
this response if the called party is unavailable (for example,
the called party does not answer the phone within a certain
amount of time or the called number does not exist or is no
longer in service). After receiving this response, the gateway
initiates a graceful call disconnect and clears the call.

481 Call
Leg/Transaction
Does not Exist

This response indicates that the server is ignoring the
request because it was either a BYE for which there was no
matching leg ID or a CANCEL for which there was no
matching transaction. The SIP gateway generates this
response if the call leg ID or transaction cannot be identified.
After receiving this response, the gateway initiates a graceful
call disconnect and clears the call.

482 Loop
Detected

This response indicates that the server received a request
that included itself in the path. The SIP gateway does not

generate this response. After receiving this response, the

gateway initiates a graceful call disconnect and clears the
call.

483 Too Many
Hops

This response indicates that the server received a request
that required more hops than allowed by the Max-Forwards
header.

484 Address This response indicates that the server received a request
Incomplete containing an incomplete address.
485 Ambiguous This response indicates that the server received a request in

which the called party address was ambiguous. It can
provide possible alternate addresses.

486 Busy Here

This response indicates that the called party was contacted
but that their system is unable to take additional calls. The
SIP gateway generates this response if the called party was
contacted but was busy. After receiving this response, the
gateway initiates a graceful call disconnect and clears the
call.

487 Request

This response indicates that the request was terminated by

Cancelled a BYE or CANCEL request. The SIP gateway generates this
response to an unexpected BYE or CANCEL received for a
request.

488 Not This response indicates an error in handling the request at

Acceptable Media

this time. The SIP gateway generates this response if the
media negotiation fails.

422 Session
Timer Too Small

It is generated by the gateway (UAS) when a request
contains a Session-Expires header with a duration that is
below the minimum timer for the gateway server. The 422
response MUST contain a Min-SE header with a minimum
timer for that server.

5xx Response—
Server failure
responses

500 Server
Internal Error

This response indicates that the server or gateway
encountered an unexpected error that prevented it from
processing the request. The SIP gateway generates this
response if it encountered an unexpected error that
prevented it from processing the request. After receiving this
response, the gateway initiates a graceful call disconnect
and clears the call.
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SIP Response Response Description

Type Comment
501 Not This response indicates that the server or gateway does not
Implemented support the functions required to complete the request.

502 Bad Gateway

This response indicates that the server or gateway received
an invalid response from a downstream server.

503 Service
Unavailable

This response indicates that the server or gateway is unable
to process the request due to an overload or maintenance
problem.

504 Gateway
timeout

This response indicates that the server or gateway did not
receive a timely response from another server (such as a
location server).

505 Version Not
supported

This response indicates that the server or gateway does not
support the version of the SIP protocol used in the request.

580 Precondition
failed

The SIP gateway uses this response code to indicate a
failure in having QoS preconditions met for a call.

6xx Response—
Global responses

600 Busy This response indicates that the called party was contacted

Everywhere but that the called party is busy and cannot take the call at
this time. The SIP gateway does not generate this response.
After receiving this response, the gateway initiates a graceful
call disconnect and clears the call.

603 Decline This response indicates that the called party was contacted

but cannot or does not want to participate in the call.

604 Does Not
Exist Anywhere

This response indicates that the server has authoritative
information that the called party does not exist in the
network.

606 Not
Acceptable

This response indicates that the called party was contacted,
but that some aspect of the session description was
unacceptable.
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SIP is based on an HTTP-like request-response transaction model. Each transaction consists of
a request that invokes a particular method, or function, on the server and at least one response.
The figure illustrates a successful gateway-to-gateway call setup and disconnect.

The two end users are User A and User B. User A is located at PBX A, which is connected to
SIP Gateway 1 viaa T1 or E1. User B is located at PBX B, which is connected to SIP Gateway

2viaa Tl or E1. The User B phone number is 555-0100. SIP Gateway 1 is connected to SIP

Gateway 2 over an IP network. The call flow scenario is as follows:

1. User A calls User B

2. User B answers the call

3. User B hangs up
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SIP Gateway-to-SIP Gateway Call Flow Setup and Disconnect

Step Action

Description

1. Setup—PBX A to SIP Gateway 1

Call setup is initiated between PBX A and SIP Gateway
1. Setup includes the standard transactions that take
place as User A attempts to call User B.

2. INVITE—SIP Gateway 1 to SIP
Gateway 2

SIP Gateway 1 sends an INVITE request to SIP Gateway
2. The INVITE request is an invitation to User B to
participate in a call session. In the INVITE request the
following is the case:

m  The phone number of User B is inserted in the
Request-URI field in the form of an SIP URL. The
SIP URL identifies the address of User B and takes
a form similar to an email address (user@host
where user is the telephone number and host is
either a domain name or a numeric network
address). For example, the Request-URI field in the
INVITE request to User B appears as “INVITE
sip:555-0100@companyb.com; user=phone.” The
“user=phone” parameter indicates that the Request-
URI address is a telephone number rather than a
user name.

m PBX A s identified as the call session initiator in the
From field.

m  Aunique numeric identifier is assigned to the call
and is inserted in the Call-ID field.

m  The transaction number within a single call leg is
identified in the CSeq field.

m  The media capability User A is ready to receive is
specified.

m  The port on which SIP Gateway 1 is prepared to
receive the RTP data is specified.

3. Call Proceeding—SIP Gateway 1
to PBX A

SIP Gateway 1 sends a Call Proceeding message to
PBX A to acknowledge the setup request.

4. Setup—SIP Gateway 2 to PBX B

SIP Gateway 2 receives the INVITE request from SIP
Gateway 1 and initiates call setup with User B via PBX B

5. 100 Trying—SIP Gateway 2 to
SIP Gateway 1

SIP Gateway 2 sends a 100 Trying response to the
INVITE request sent by SIP Gateway 1. The 100 Trying
response indicates that the INVITE request has been
received by SIP Gateway 2 but that User B has not yet
been located and that some unspecified action, such as
a database consultation, is taking place.

6. Call Proceeding—PBX B to SIP
Gateway 2

PBX B sends a Call Proceeding message to SIP
Gateway 2 to acknowledge the setup request.

7. Alerting—PBX B to SIP Gateway
2

PBX B locates User B and sends an Alert message to
SIP Gateway 2. The User B phone rings.

8. 180 Ringing—SIP Gateway 2 to
SIP Gateway 1

SIP Gateway 2 sends a 180 Ringing response to SIP
Gateway 1. The 180 Ringing response indicates that SIP
Gateway 2 has located, and is trying to alert, User B.

9. Alerting—SIP Gateway 1 to PBX

A SIP Gateway 1 sends an Alert message to User A via
PBX A. The Alert message indicates that SIP Gateway 1
has received a 180 Ringing response from SIP Gateway
2. User A hears the ringback tone that indicates that
User B is being alerted. At this point, a one-way voice
path is established between SIP Gateway 1 and PBX A
and between SIP Gateway 2 and PBX B. A two-way RTP
channel is established between SIP Gateway 1 and SIP
Gateway 2.
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Step

Action

Description

10.

Connect—PBX B to SIP
Gateway 2

User B answers phone. PBX B sends a Connect
message to SIP Gateway 2. The Connect message
notifies SIP Gateway 2 that the connection has been
made.

1.

200 OK—SIP Gateway 2 to SIP
Gateway 1

SIP Gateway 2 sends a 200 OK response to SIP
Gateway 1. The 200 OK response notifies SIP Gateway
1 that the connection has been made. If User B supports
the media capability advertised in the INVITE message
sent by SIP Gateway 1, it advertises the intersection of
its own and User A media capability in the 200 OK
response. If User B does not support the media
capability advertised by User A, it sends back a 400 Bad
Request response with a 304 Warning header field.

12.

Connect—SIP Gateway 1 to PBX

A SIP Gateway 1 sends a Connect message to PBX A.
The Connect message notifies PBX A that the
connection has been made.

13.

Connect ACK—PBX A to SIP
Gateway 1

PBX A acknowledges the Connect message from SIP
Gateway 1.

14.

ACK—SIP Gateway 1 to SIP
Gateway 2

SIP Gateway 1 sends an ACK to SIP Gateway 2. The
ACK confirms that SIP Gateway 1 has received the 200
OK response from SIP Gateway 2.

15.

Connect ACK—SIP Gateway 2
to PBX B

SIP Gateway 2 acknowledges the Connect message
from PBX B. The call session is now active over a two-
way voice path via Real-time Transport Protocol (RTP).
At this point, a two-way voice path is established
between SIP Gateway 1 and PBX A and between SIP
Gateway 2 and PBX B. A two-way RTP channel is
established between SIP Gateway 1 and SIP Gateway 2.

16.

Disconnect—PBX B to SIP
Gateway 2

Once User B hangs up, PBX B sends a Disconnect
message to SIP Gateway 2. The Disconnect message
starts the call session termination process.

17.

BYE—SIP Gateway 2 to SIP
Gateway 1

SIP Gateway 2 sends a BYE request to SIP Gateway 1.
The BYE request indicates that User B wants to release
the call. Because User B is the one that wants to
terminate the call, the Request-URI field is now replaced
with the SIP URL of PBX A, and the From field contains
the SIP URL of User B. The CSeq value is incremented
by one.

Note: RFC 3261 requires that a UAS that receives a
BYE request first send a response to any pending
requests for that call before disconnecting. After
receiving a BYE request, the UAS should respond with a
487 (Request Cancelled) status message.

18.

Release—SIP Gateway 2 to PBX
B

SIP Gateway 2 sends a Release message to PBX B.

19.

Disconnect—SIP Gateway 1 to
PBX A

SIP Gateway 1 sends a Disconnect message to PBX A.

20.

Release—PBX A to SIP
Gateway 1

PBXA sends a Disconnect message to SIP Gateway 1.

21.

200 OK—SIP Gateway 1 to SIP
Gateway 2

SIP Gateway 1 sends a 200 OK response to SIP
Gateway 2. The 200 OK response notifies SIP Gateway
2 that SIP Gateway 1 has received the BYE request.

22.

Release Complete—PBX B to
SIP Gateway 2

PBX B sends a Release Complete message to SIP
Gateway 2.
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Step Action Description

23. Release Complete—SIP SIP Gateway 1 sends a Release Complete message to
Gateway 1 to PBX A PBX A and the session is terminated.
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SIP Gateway-to-SIP Gateway Call Flow via

SIP Redirect Server
ﬂ
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The figure illustrates a successful gateway-to-gateway call setup and disconnect via a SIP

redirect server. In this scenario, the two end users are identified as User A and User B. User A

is located at PBX A. PBX A is connected to SIP Gateway 1 viaa T1 or E1. SIP Gateway 1 is

using a SIP redirect server. User B is located at PBX B. PBX B is connected to SIP Gateway 2

viaa T1 or E1. The User B phone number is 555-0002. SIP Gateway 1 is connected to SIP

Gateway 2 over an IP network.

The call flow scenario is as follows:

1. User A calls User B via SIP Gateway 1 using a SIP redirect server.

2. User B answers the call.

3. User B hangs up.
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SIP Gateway-to-SIP Gateway Call Flow via SIP Redirect Server

Step Action Description

1. Setup—PBX A to SIP Gateway 1 | Call Setup is initiated between PBX A and SIP Gateway
1. The Call Setup includes the standard transactions
that take place as User A attempts to call User B.

2. INVITE—SIP Gateway 1 to SIP SIP Gateway 1 sends an INVITE request to the SIP
Redirect Server redirect server. The INVITE request is an invitation to
User B to participate in a call session.

In the INVITE request:

m Insert the phone number of User B in the Request-
URI field in the form of a SIP URL. The SIP URL
identifies the address of User B and takes a form
similar to an email address (user@host where user
is the telephone number and host is either a
domain name or a numeric network address). For
example, the Request-URI field in the INVITE
request to User B appears as “INVITE sip:555-
0002@companyb.com; user=phone.” The
“user=phone” parameter distinguishes that the
Request-URI address is a telephone number rather
than a user name.

m PBX A s identified as the call session initiator in the
From field.

m  Aunique numeric identifier is assigned to the call
and is inserted in the Call-ID field.

m  The transaction number within a single call leg is
identified in the CSeq field.

m  The media capability User A is ready to receive is
specified.

m  The port on which SIP Gateway 1 is prepared to
receive the RTP data is specified.

3. 300 Multiple Choice—SIP The SIP redirect server sends a 300 Multiple Choice
Redirect Server to SIP Gateway | response to SIP Gateway 1.

1 The 300 Multiple Choice response indicates that the SIP
redirect server accepted the INVITE request, contacted
a location server with all or part of the User B SIP URL,
and the location server provided a list of alternative
locations where User B might be located. The SIP
redirect server returns these possible addresses to SIP
Gateway 1 in the 300 Multiple Choice response.

4. ACK—SIP Gateway 1 to SIP SIP Gateway 1 acknowledges the 300 Multiple Choice
Redirect Server response with an ACK.

5. INVITE—SIP Gateway 1 to SIP SIP Gateway 1 sends a new INVITE request to SIP
Gateway 2 Gateway 2. The new INVITE request includes the first

contact listed in the 300 Multiple Choice response as
the new address for User B, a higher transaction
number in the CSeq field, and the same Call-ID as the
first INVITE request.

6. Setup—SIP Gateway 2 to PBXB | SIP Gateway 2 receives the INVITE request from SIP
Gateway 1 and initiates a Call Setup with User B via
PBXB.
7. Call Proceeding—SIP Gateway 1 | SIP Gateway 1 sends a Call Proceeding message to
to PBX A PBX A to acknowledge the Call Setup request.
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Step

Action

Description

100 Trying—SIP Gateway 2 to
SIP Gateway 1

SIP Gateway 2 sends a 100 Trying response to the
INVITE request sent by SIP Gateway1. The 100 Trying
response indicates that the INVITE request has been
received by SIP Gateway 2 but that User B has not yet
been located.

Call Proceeding—PBX B to SIP
Gateway 2

PBX B sends a Call Proceeding message to SIP
Gateway 2 to acknowledge the Call Setup request.

10.

Alerting—PBX B to SIP Gateway
2

PBX B locates User B and sends an Alert message to
SIP Gateway 2. The User B phone begins to ring.

1.

180 Ringing—SIP Gateway 2 to
SIP Gateway 1

SIP Gateway 2 sends a 180 Ringing response to SIP
Gateway 1. The 180 Ringing response indicates that
SIP Gateway 2 has located, and is trying to alert, User
B.

12.

Alerting—SIP Gateway 1 to PBX
A

SIP Gateway 1 sends an Alert message to PBX A. User
A hears ringback tone. At this point, a one-way voice
path is established between SIP Gateway 1 and PBXA
and between SIP Gateway 2 and PBXB. A two-way
RTP channel is established between SIP Gateway 1
and SIP Gateway 2.

13.

Connect—PBX B to SIP
Gateway 2

User B answers phone. PBX B sends a Connect
message to SIP Gateway 2. The Connect message
notifies SIP Gateway 2 that the connection has been
made.

14.

200 OK—SIP Gateway 2 to SIP
Gateway 1

SIP Gateway 2 sends a 200 OK response to SIP
Gateway 1. The 200 OK response notifies SIP Gateway
1 that the connection has been made. If User B
supports the media capability advertised in the INVITE
message sent by SIP Gateway 1, it advertises the
intersection of its own and User A media capability in
the 200 OK response. If User B does not support the
media capability advertised by User A, it sends back a
400 Bad Request response with a 304 Warning header
field.

15.

Connect—SIP Gateway 1 to PBX
A

SIP Gateway 1 sends a Connect message to PBX A.
The Connect message notifies PBX A that the
connection has been made.

16.

Connect ACK—PBX A to SIP
Gateway 1

PBX A acknowledges the Connect message from SIP
Gateway 1.

17.

ACK—SIP Gateway 1 to SIP
Gateway 2

SIP Gateway 1 sends an ACK to SIP Gateway 2. The
ACK confirms that the 200 OK response has been
received.

The call is now in progress over a two-way voice path
via RTP.

18.

Connect ACK—SIP Gateway 2
to PBX B

SIP Gateway 2 acknowledges the Connect message
from PBX B.

At this point, a two-way voice path is established
between SIP Gateway 1 and PBX A and between SIP
Gateway 2 and PBXB.

A two-way RTP channel is established between SIP
Gateway 1 and SIP Gateway 2.

19.

Disconnect—PBX B to SIP
Gateway 2

Once User B hangs up, PBX B sends a Disconnect
message to SIP Gateway 2. The Disconnect message
starts the call session termination process.
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Step

Action

Description

20. BYE—SIP Gateway 2 to SIP SIP Gateway 2 sends a BYE request to SIP Gateway 1.
Gateway 1 The BYE request indicates that User B wants to release
the call. Because it is User B that wants to terminate the
call, the Request-URI field is now replaced with the SIP
URL of PBX A and the From field contains the SIP URL
of User B.
21. Disconnect—SIP Gateway 1 to SIP Gateway 1 sends a Disconnect message to PBX A.
PBXA
22. Release—SIP Gateway 2 to PBX | SIP Gateway 2 sends a Release message to PBX B.
B
23. Release—PBX A to SIP PBX A sends a Release message to SIP Gateway 1.
Gateway 1
24. 200 OK—SIP Gateway 1 to SIP SIP Gateway 1 sends a 200 OK response to SIP
Gateway 2 Gateway 2. The 200 OK response notifies SIP Gateway
2 that SIP Gateway 1 has received the BYE request.
25. Release Complete—PBX B to PBX B sends a Release Complete message to SIP
SIP Gateway 2 Gateway 2.
26. Release Complete—SIP SIP Gateway 1 sends a Release Complete message to

Gateway 1 to PBX A

PBX A and the session is terminated.
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SIP Gateway-to-SIP Gateway Call Flow via

SIP Proxy Server
ﬂ
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The figure illustrates a successful gateway-to-gateway call setup and disconnect via a proxy
server. In this scenario, the two end users are User A and User B. User A is located at PBX A.
PBX A is connected to SIP Gateway 1 viaa T1 or E1. SIP Gateway 1 is using a proxy server.
SIP Gateway 1 is connected to SIP Gateway 2 over an IP network. User B is located at PBX B.
PBX B is connected to SIP Gateway 2 (a SIP gateway) via a T1 or E1. The User B phone
number is 555-0002.

In the scenario, the record route feature is enabled on the proxy server. When record route is
enabled, the proxy server adds the Record-Route header to the SIP messages to ensure that it is
in the path of subsequent SIP requests for the same call leg. The Record-Route field contains a
globally reachable Request-URI that identifies the proxy server. When record route is enabled,
each proxy server adds its Request-URI to the beginning of the list.

When record route is disabled, SIP messages flow directly through the SIP gateways once a call
has been established.

The call flow is as follows:

1. User A calls User B via SIP Gateway 1 using a proxy server.
2. User B answers the call.

3. User B hangs up.
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SIP Gateway-to-SIP Gateway Call Flow via SIP Proxy Server

Step Action

Notes

1. Setup—PBX A to SIP Gateway 1

Call Setup is initiated between PBX A and SIP Gateway
1. The Call Setup includes the standard transactions
that take place as User A attempts to call User B.

2. 2 INVITE—SIP Gateway 1 to
Proxy Server

SIP Gateway 1 sends an INVITE request to the SIP
proxy server. The INVITE request is an invitation to
User B to participate in a call session.

In the INVITE request:

m Insert the phone number of User B in the Request-
URI field in the form of a SIP URL. The SIP URL
identifies the address of User B and takes a form
similar to an email address (user@host where user
is the telephone number and host is either a
domain name or a numeric network address). For
example, the Request-URI field in the INVITE
request to User B appears as “INVITE sip:555-
0002@companyb.com; user=phone.” The
“user=phone” parameter distinguishes that the
Request-URI address is a telephone number rather
than a user name.

m PBX A s identified as the call session initiator in
the From field.

m  Aunique numeric identifier is assigned to the call
and is inserted in the Call-ID field.

m  The transaction number within a single call leg is
identified in the CSeq field.

m  The media capability User A is ready to receive is
specified.

m  The port on which SIP Gateway 1 is prepared to
receive the RTP data is specified.

3. Call Proceeding—SIP Gateway1
to PBX A

SIP Gateway 1 sends a Call Proceeding message to
PBX A to acknowledge the Call Setup request.

4. INVITE—SIP Proxy Server to
SIP Gateway 2

The SIP proxy server checks whether its own address
is contained in the Via field (to prevent loops), directly
copies the To, From, Call-ID, and Contact fields from
the request it received from SIP Gateway 1, changes
the Request-URI to indicate the server to which it
intends to send the INVITE request, and then sends a
new INVITE request to SIP Gateway 2. In the INVITE
request, the SIP proxy server also adds the Record-
Route header to ensure that it is in the path of
subsequent SIP requests for the same call leg. In the
Record-Route field, the SIP proxy server adds its
Request-URI.

5. 100 Trying—SIP Proxy Server to
SIP Gateway 1

The SIP proxy server sends a 100 Trying response to
SIP Gateway 1.

6. Setup—SIP Gateway 2 to PBXB

SIP Gateway 2 receives the INVITE request from the
SIP proxy server and initiates a Call Setup with User B
via PBXB.

7. 100 Trying—SIP Gateway 2 to
SIP Proxy Server

SIP Gateway 2 sends a 100 Trying response to the SIP
proxy server. The SIP proxy server might or might not
forward the 100 Trying response to SIP Gateway 1.

8. Call Proceeding—PBX B to SIP
Gateway 2

PBX B sends a Call Proceeding message to SIP
Gateway 2 to acknowledge the Call Setup request.
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Step

Action

Notes

Alerting—PBX B to SIP Gateway
2

PBX B locates User B and sends an Alert message to
SIP Gateway 2. The User B phone begins to ring.

10.

180 Ringing—SIP Gateway 2 to
SIP Proxy Server

SIP Gateway 2 sends a 180 Ringing response to the
SIP proxy server.

1.

180 Ringing—SIP Proxy Server
to SIP Gateway 1

The SIP proxy server forwards the 180 Ringing
response to SIP Gateway 1.

12.

Alerting—SIP Gateway 1 to PBX
A

SIP Gateway 1 sends an Alert message to User A via
PBX A. The Alert message indicates that SIP Gateway
1 has received a 180 Ringing response. User A hears
the ringback tone that indicates that User B is being
alerted. At this point, a one-way voice path is
established between SIP Gateway 1 and PBX A and
between SIP Gateway 2 and PBX B. A two-way RTP
channel is established between SIP Gateway 1 and SIP
Gateway 2.

13.

Connect—PBX B to SIP
Gateway 2

User B answers the phone. PBX B sends a Connect
message to SIP Gateway 2. The connect message
notifies SIP Gateway 2 that the connection has been
made.

14.

200 OK—SIP Gateway 2 to SIP
Proxy Server

SIP Gateway 2 sends a 200 OK response to the SIP
proxy server. The 200 OK response notifies the SIP
proxy server that the connection has been made.

In the 200 OK response, the SIP Gateway 2 adds the
Record-Route header (received in the INVITE request)
to ensure that it is in the path of subsequent SIP
requests for the same call leg.

If User B supports the media capability advertised in the
INVITE message sent by the SIP proxy server, it
advertises the intersection of its own and User A media
capability in the 200 OK response. If User B does not
support the media capability advertised by User A, it
sends back a 400 Bad Request response with a 304
Warning header field.

The SIP proxy server must forward 200 OK responses.

15.

200 OK—SIP Proxy Server to
SIP Gateway 1

The SIP proxy server forwards the 200 OK response
that it received from SIP Gateway 2 to SIP Gateway 1.

16.

Connect—SIP Gateway 1 to PBX
A

SIP Gateway 1 sends a Connect message to PBX A.
The Connect message notifies PBX A that the
connection has been made.

17.

Connect ACK—PBX A to SIP
Gateway 1

PBX A acknowledges the Connect message from SIP
Gateway 1.

18.

ACK—SIP Gateway 1 to SIP
Proxy Server

SIP Gateway 1 sends an ACK to the SIP proxy server.
The ACK confirms that SIP Gateway 1 has received the
200 OK response from the SIP proxy server.

19.

ACK—SIP Proxy Server to SIP
Gateway 2

Depending on the values in the To, From, CSeq, and
Call-ID field, the SIP proxy server might process the
ACK locally or proxy it. If the fields in the ACK match
those in previous requests processed by the SIP proxy
server, the server proxies the ACK. If there is no match,
the ACK is proxied as if it were an INVITE request.

The SIP proxy server forwards the SIP Gateway 1 ACK
response to SIP Gateway 2.
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Action

Notes

20. Connect ACK—SIP Gateway 2 SIP Gateway 2 acknowledges the Connect message
to PBX B from PBX B. The call session is now active.
The two-way voice path is established directly between
SIP Gateway 1 and SIP Gateway 2; not via the SIP
proxy server. At this point, a two-way voice path is
established between SIP Gateway 1 and PBX A and
between SIP Gateway 2 and PBXB. A two-way RTP
channel is established between SIP Gateway 1 and SIP
Gateway 2.
21. Disconnect—PBX B to SIP After the call is completed, PBX B sends a Disconnect
Gateway 2 message to SIP gateway2. The Disconnect message
starts the call session termination process.
22. BYE—SIP Gateway 2 to SIP SIP Gateway 2 sends a BYE request to the SIP proxy
Proxy Server server. The BYE request indicates that User B wants to
release the call. Because it is User B that wants to
terminate the call, the Request-URI field is now
replaced with the PBX A SIP URL and the From field
contains the User B SIP URL.
23. BYE—SIP Proxy Server to SIP The SIP proxy server forwards the BYE request to SIP
Gateway 1 Gateway 1.
24. Disconnect—SIP Gateway 1 to SIP Gateway 1 sends a Disconnect message to PBX A.
PBX A
25. Release—SIP Gateway 2 to PBX | After the call is completed, SIP Gateway 2 sends a
B Release message to PBX B.
26. Release—PBX A to SIP PBX A sends a Release message to SIP Gateway 1.
Gateway 1
27. 200 OK—SIP Gateway 1 to SIP SIP Gateway 1 sends a 200 OK response to the SIP
Proxy Server proxy server. The 200 OK response notifies SIP
Gateway 2 that SIP Gateway 1 has received the BYE
request.
28. 200 OK—SIP Proxy Server to The SIP proxy server forwards the 200 OK response to
SIP Gateway 2 SIP Gateway 2.
29. Release Complete—PBX B to PBX B sends a Release Complete message to SIP
SIP Gateway 2 Gateway 2.
30. Release Complete—SIP SIP Gateway 1 sends a Release Complete message to

Gateway 1 to PBX A

PBX A and the call session is terminated.
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DTMF Relay Considerations

The topic describes possible issues with DTMF tones in a VoIP network that includes PSTN,
PBXs and H.323 gateways.

DTMF Relay Considerations: The Problem

Example: DTMF tones passed in-band with voice traffic
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nc. Al rights reserve GWGK v1.0—1-18

DTMEF is the tone generated on a touchtone phone when the keypad digits are pressed. During a
call, DTMF may be entered to access interactive voice response (IVR) systems, such as voice-
mail or automated banking services.

An inability to break dial tone is a common problem encountered in a VoIP network. This is
normally because the calling party is unable to pass the DTMF tones or digits to the terminating
device, which prevents callers from dialing the desired extension or interacting with the device
that needs DTMF tones (such as voice-mail or IVR applications). This problem could be caused
by the following:

m  DTMF tones are not being generated by the calling party’s phone
m  DTMEF tones are not being understood by the terminating device
m  DTMF tones are being passed but not understood because of distortion

m  Other signaling and cabling issues

In the case of a VoIP call from an originating gateway (OGW) to a terminating gateway
(TGW), terminating the call to a telephony device might not be understood. When passing
DTMF tones through a compressed VolIP audio path, some or part of the dual tones could
become slightly distorted because digital signal processor (DSP) codecs are designed to
interpret human speech, not machine tones. Usually, such distortion does not occur with earlier
compression codecs such as G732 or G711. However, later compression codecs may cause
distortion of in-band tones.
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H.323 DTMF Relay Considerations
ﬂ

Cisco I0S Software Release 12.0(5)T supports four
out-of-band DTMF transport methods:

+ Cisco RTP sends tones in the RTP stream that are coded
differently from voice.

* RTP NTE sends tones in the RTP stream as NSEs.
* H.245 alphanumeric sends tones as ASCII text characters.
* H.245 signal includes tone duration with the tone.

To send digits out-of-band, do the following:

- Enable the chosen method of DTMF relay under dial-peer
configuration.

* The peer must indicate during call establishment that it is
capable of receiving the DTMF option that is used.

nc. Al rights reser GWGK v1.0—1-19

There are four methods for DTMF relay with H.323 gateways. One is an in-band, Cisco
proprietary method, one is an in-band method using named signaling events, and the other two,
available since Cisco IOS Release 12.0(5)T, are out-of-band methods. All four of these
techniques use the H.245 capabilities exchange, which is part of H.323v2, to signal to the
remote VoIP gateway that a DTMF tone has been received and that the remote VoIP gateway
should regenerate it. These are the four methods:

m  Cisco RTP with the dtmf-relay cisco-rtp command
m  RTP Named Telephony Event (NTE) with the dtmf-relay rtp-nte command
m  H.245 alphanumeric with the dtmf-relay h245-alphanumeric command

m  H.245 signal with the dtmf-relay h245-signal command

Note H.245-alphanumeric is most typically used because it is required by the standard. H245
signal is optional and therefore may not be supported by other devices.

The ability of a gateway to receive DTMF digits in a particular format and the ability to send

digits in that format are independent functions. The Cisco H.323 version 2 gateway is capable
of receiving DTMF tones transported by any of these methods at all times. However, to send

digits out-of-band using one of these methods, two conditions must be met.

B You must enable the chosen method of DTMF relay under dial-peer configuration using the
dtmf-relay command.

m  The peer (the other endpoint of the call) must indicate during call establishment that it is
capable of receiving DTMF in that format.
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Cisco Proprietary Mode

This method of DTMF relay provides a way to transport DTMF digits in an RTP voice stream
by encoding them differently from the voice samples. The RTP digit events are encoded using a
proprietary format similar to Frame Relay as described in the FRF.11 specification. The events
are transmitted in the same RTP stream as non-digit voice samples, using payload type 121. To
use the Cisco proprietary mode, Cisco gateways are required at both the originating and
terminating endpoints of the call.

To enable the Cisco proprietary DTMF-relay mode, use the dtmf-relay cisco-rtp command in
dial-peer configuration mode.

RTP NTE Mode

Using NTE to relay DTMF tones provides a standardized means of transporting DTMF tones in
RTP packets according to section 3 of RFC 2833, RTP Payload for DTMF Digits, Telephony
Tones and Telephony Signals. RFC 2833 defines formats of RTP NTE packets used to transport
DTMEF digits, hookflash, and other telephony events between two peer endpoints. With the
NTE method, the endpoints perform per-call negotiation of the DTMF-relay method. They also
negotiate to determine the payload type value for the NTE RTP packets.

To enable the Cisco proprietary DTMF-relay mode, use the dtmf-relay rtp-nte command in
dial-peer configuration mode.

H.245 Alphanumeric and H.245 Signal

The dtmf-relay h245-alphanumeric and dtmf-relay h245-signal commands are modes of
DTMEF transport defined by the ITU H.245 standard. These methods separate DTMF digits
from the voice stream and send them through the H.245 signaling channel instead of through
the RTP channel. The tones are transported in H.245 user input indication messages. The H.245
signaling channel is a reliable channel, so the packets that transport the DTMF tones are
guaranteed to be delivered. However, a reliable protocol generates overhead, which along with
network congestion conditions, can cause DTMF tones to be slightly delayed. This delay is not
known to cause problems with existing applications.

The dtmf-relay h245-alphanumeric command simply relays DTMF tones as ASCII
characters. For instance, the DTMF digit 1 is transported as the ASCII character “1”. There is
no duration information associated with tones in this mode. When the Cisco H.323 gateway
receives a DTMF tone using this method, the Cisco H.323 gateway generates the tone on the
PSTN interface of the call using a fixed duration of 500 ms. All H.323 version 2-compliant
systems are required to support the “h245-alphanumeric” method, while support of the “h245-
signal” method is optional.

The H.245 Signal DTMF Relay feature supports keypad-initiated applications. The dtmf-relay
h245-signal command relays a more accurate representation of a DTMF digit than does the
dtmf-relay h245-alphanumeric command because tone duration information is included along
with the digit value. This information is important for applications requiring that a key be
pressed for a particular length of time. For example, one popular calling card feature allows the
caller to terminate an existing call by pressing the # key for more than two seconds and then
making a second call without having to hang up in between. This feature is beneficial because
the caller does not have to dial the access number and personal identification number (PIN)
code again. Outside-line access charges, which are common at hotels, may also be avoided.

DTMEF relay can be turned off, and DTMF tones can be sent in-band by using the no dtmf-
relay version of the command in Cisco IOS in dial-peer configuration mode.
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Note If none of these options is selected, DTMF tones are transported in-band. Likewise, if the
peer is not capable of receiving DTMF in any of the modes that were enabled, DTMF tones
are sent in-band. When the Cisco H.323 version 2 gateway is involved in a call to a Cisco
gateway that is running a version of Cisco I0S software prior to Release 12.0(5)T, DTMF
tones are sent in-band because those systems do not support DTMF relay.
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Example: dtmf-relay cisco-rtp Command
ﬂ

router (config-dial-peer)#

| dtmf-relay cisco-rtp |

« Multiple DTMF relay options can be configured on one dial peer.

router (config)#dial-peer voice 100 voip

router (config-dial-peer)#destination-pattern 555...
router (config-dial-peer)# session target ipv4:10.1.1.1
router (config-dial-peer)# CODEC g729ar8

router (config-dial-peer)# dtmf-relay cisco-rtp h245-signal

router (config-dial-peer)# ip precedence 5
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The screen capture is an example out-of-band DTMF configuration on a Cisco I0S gateway.
The command to enable Cisco proprietary RTP is highlighted in the screen capture.

You would configure similarly all four of the out-of-band DTMF-relay options . Simply replace
the dtmf-relay cisco-rtp command with the appropriate alternative.

You can enable more than one DTMF-relay option for a particular dial peer, to support multiple
destinations that might use different methods. If you enable more than one option, and if the
peer is capable of receiving DTMF in more than one of these formats, the router selects the
DTMF format with the highest priority. The priority for DTMF relay is as follows:

4. Cisco RTP (highest priority)

5. RTPNTE
6. H.245 signal
7. H.245 alphanumeric

8. None. DTMF is sent as in-band voice

For more information about H.323 DTMF-relay Cisco-RTP configuration, see the Solution 4
section of “Inability to Break Dialtone in a Voice over IP Network™ at
http://www.cisco.com/warp/public/788/unable-break-dialtone.html.

For more information on configuring multiple DTMF-relay options on a particular dial peer,
see “H.323 Dual Tone Multifrequency Relay Using Named Telephone Events” at
http://www.cisco.com/en/US/products/sw/iosswrel/ps1839/products_feature guide09186a0080
Ob5e46.html.
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MGCP DTMF Relay Considerations
ﬂ

Cisco supports MGCP DTMF transport in three
ways:

 Cisco proprietary mode

* NSE mode

* MGCP out-of-band mode

The following are notes on MGCP DTMF relay:
* The best practice is to use NSE mode.

+ Configure selected mode in Cisco I0S global
configuration mode.
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Cisco supports MGCP DTMF transport in three ways:
m  Cisco proprietary mode
m  Named Signaling Event (NSE) mode:
—  MGCP-based DTMF relay: Gateway-controlled mode
—  MGCP-based DTMF relay: Call agent-controlled mode
m  MGCP out-of-band DTMF relay

Cisco Proprietary Mode

The Cisco proprietary method has already been discussed with H.323. However since dial peers
are normally not used on an MGCP gateway, the configuration of this method happens in the
global configuration mode with the mgep dtmf-relay codec {all | low-bit-rate} mode cisco
command. To disable this process for uncompressed codecs, use the no mgep dtmf-relay voip
form of this command.

NSE Mode

Similar to the Cisco proprietary mode, MGCP-based DTMF relay sends digits in an RTP
stream. However, for this mode, support is added for RFC 2833, RTP Payload for DTMF
Digits, Telephony Tones and Telephony Signals. Support of RFC 2833 is standards-based and
allows greater interoperability with other gateways and call agents.

In this method, each DTMF digit is encoded as a RTP NTEs packet, which is transmitted and
received, whereas digit samples usually are carried in voice packets. The named events are sent
as RTP packets over UDP. The packets are encoded with a payload type that is negotiated
during connection establishment between the gateways using SDP.
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MGCP-based DTMF relay provides two modes of implementation:

m In gateway-controlled mode, gateways negotiate DTMF transmission by exchanging
capability information in SDP messages. That transmission is transparent to the call agent.
Gateway-controlled mode allows use of the DTMF-relay feature without upgrading the call
agent software to support the feature.

m In call agent-controlled mode, call agents use MGCP messaging to instruct gateways to
process DTMF traffic.

To configure this method of DTMF relay, use the mgcp dtmf-relay codec {all | low-bit-rate}
mode {nte-gw | nte-ca} command in global configuration mode where nte-gw and nte-ca are
the triggers for gateway-controlled mode or call agent-controlled mode respectively.

The following lists the benefits of MGCP-based DTMF:

m  There is MGCP support for RFC 2833, RTP payload for DTMF digits, telephony tones,
and telephony signals.

m  DTMF relay is more reliable.
m  There is a greater interoperability with third-party equipment.

m  Gateway-controlled and call agent-controlled modes allow for phased network upgrades.

Note The only restriction on MGCP NSE-mode DTMF relay is that DTMF relay supports the
dynamic RTP payload range of 98 to 119 .

If DTMF relay is not configured, the DSPs on the gateways send and receive DTMF digits in-
band in the voice codec.

MGCP Out-of-band DTMF Relay

Within the MGCP protocol is the concept of packages. The MGCP gateway loads the DTMF
package on start-up. The MGCP gateway sends symbols over the control channel to represent
any DTMF tones it receives. Cisco CallManager then interprets these signals and passes on the
DTMEF signals, out-of-band, to the signaling endpoint. MGCP digit events are sent using NTFY
messages to the call agent, which plays them on the remote gateway using RQNT messages
with signal playout request.

If either the Cisco proprietary mode or the NSE mode is used, each gateway is unaware of the
remote gateway DTMF-relay configuration because it is not indicated in the SDP. Each side
determines whether to use DTMF relay based on its locally configured mode setting and a
combination of voice codec and codec filter settings. Each side uses its locally configured RTP
payload type when encoding RTP named event packets.

Interoperability of endpoints relies on matching command-line interface (CLI) configurations.
The value used for NSE mode is configured using the mgep tse payload command. The
payload type for Cisco proprietary mode is 121. This value is used regardless of the configured
payload value.

In MGCP out-of-band mode, the call agent uses MGCP control commands to keep both
gateways informed of DTMF requirements.

To configure MGCP out-of-band DTMF relay, use the mgep dtmf-relay voip codec {all | low-
bit-rate} mode out-of-band command in global configuration mode.
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Note Cisco Catalyst 6000, Cisco Digital Gateway DE-30+, and Cisco Digital Gateway DT-24+ all
support MGCP with Cisco CallManager Release 3.1 and later. DTMF relay is enabled by
default and does not need additional configuration.

Summary of DTMF Relay Configuration Commands

Command Description

mgcp dtmf-relay voip all: Dual tone multifrequency (DTMF) relay is to be used with all
codec {all } low-bit- voice codecs.

rate} mode {cisco low-bit-rate: DTMF relay is to be used with only low-bit-rate

nse | out-of-band voice codecs, such as G.729.
nte-gw | nte-ca } ) - ] ]
cisco: RTP digit events are encoded using a proprietary format
similar to Frame Relay as described in the FRF.11 specification.
The events are transmitted in the same RTP stream as nondigit

voice samples, using payload type 121.

nse: RTP digit events are encoded using the format specified in
RFC 2833, Section 3.0, and are transmitted in the same RTP
stream as nondigit voice samples, using the payload type that is
configured using the mgcp tse payload command.

out-of-band: MGCP digit events are sent using NTFY messages
to the call agent, which plays them on the remote gateway using
RQNT messages with S: (signal playout request).

nte-gw: RTP digit events are encoded using the NTE format
specified in RFC 2833, Section 3.0, and are transmitted in the
same RTP stream as nondigit voice samples. The payload type is
negotiated by the gateways before use. The configured value for
payload type is presented as the preferred choice at the
beginning of the negotiation.

nte-ca: Identical to the nte-gw keyword behavior except that the
call agent local connection options a: line is used to enable or
disable DTMF relay.

Defaults

For the Cisco 7200 series router, the command is not enabled.
For all other platforms, noncompressed codecs are disabled.
Usage Guidelines

Use this command to access an announcement server or a voice-
mail server that cannot decode RTP packets containing DTMF
digits. When the mgcp dtmf-relay command is active, the DTMF
digits are removed from the voice stream and carried so that the
server can decode the digits.

Only VolIP supports the mode keyword for forwarding digits on
codecs.

You must enter additional configuration parameters in the Cisco
CallManager MGCP gateway configuration interface.
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Example: MGCP DTMF Relay Out-of-Band
IlIllIllIIllIllllllllllllllllllllllllllllllllI‘IIIIIIIII.EEE:E:EIIIIII

mgcp
mgcp call-agent 10.3.64.1 service-type mgcp version 0.1
mgcp modem relay voip mode nse
mgcp modem relay voip gateway-xid
no mgcp timer receive-rtcp
mgcp dtmf-relay codec all mode out-of-band

1
mgcp profile default

1
dial-peer cor custom

1
dial-peer voice 1001 pots

application mgcpapp

port 3/0:0

!
dial-peer voice 1002 pots

application mgcpapp

port 3/0:1

GWGK v1.0—1-22

The figure shows an example out-of-band DTMF-relay configuration on a Cisco I0S gateway
The command out-of-band can be switched for cisco, nse-gw, or nse-ca.

For more information, see MGCP Based Fax (T.38) and DTMF Relay at
http://www.cisco.com/en/US/partner/products/sw/iosswrel/ps1839/products feature guide0918
6a0080087¢eb3.html.
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SIP DTMF Relay Considerations
ﬂ

- SIP DTMF relay is configured in dial-peer
configuration mode. There are two methods:

—RTP NTE: Forwards DTMF tones by using
RTP with the NTE payload type

—SIP NOTIFY: Forwards DTMF tones using SIP
NOTIFY messages

- If SCCP IP phones are deployed, use SIP NOTIFY.
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The SIP DTMF-relay method is needed in the following situations:

m  When SIP is used to connect a Cisco SRST system to a remote SIP-based IVR or voice-
mail application

m  When SIP is used to connect a Cisco SRST system to a remote SIP PSTN voice gateway
that goes through the PSTN to a voice-mail or IVR application

Note The need to use out-of-band DTMF-relay conversion is limited to SCCP phones. SIP phones
natively support in-band DTMF relay as specified in RFC 2833.

Use the commands in the “DTMF Relay SIP Commands” table to specify how to configure SIP
gateway relay tones.

SCCP IP phones do not support in-band DTMF digits. They are capable only of sending out-of-
band DTMF digits. To support SCCP devices, originating and terminating SIP gateways can
use Cisco proprietary NOTIFY-based out-of-band DTMF relay. In addition, NOTIFY-based
out-of-band DTMF relay can also be used by analog phones attached to analog voice ports
(FXS) on the router.

NOTIFY-based out-of-band DTMF relay sends messages bidirectionally between the
originating and terminating gateways for a DTMF event during a call. If multiple DTMF-relay
mechanisms are enabled on a SIP dial peer and are negotiated successfully, NOTIFY-based
out-of-band DTMF relay takes precedence.

The originating gateway sends an INVITE message with SIP Call-Info header to indicate the
use of NOTIFY-based out-of-band DTMF relay. The terminating gateway acknowledges the
message with an 18x or 200 Response message, also using the Call-Info header. Whenever a
DTMF event occurs, the gateway sends a SIP NOTIFY message for that event after the SIP
INVITE and 18x or 200 Response messages negotiate the NOTIFY -based out-of-band DTMF-
relay mechanism,. In response, the gateway expects to receive a 200 OK message.

The NOTIFY-based out-of-band DTMF-relay mechanism is similar to the DTMF message
format described in RFC 2833.
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For more detailed information, refer to SIP Gateway Enhancements, Cisco I0OS Software
Release 12.2(15)ZJ found at:
http://www.cisco.com/en/US/partner/products/sw/iosswrel/ps5012/ps5049/index.html.

You must use these commands on both originating and terminating gateways:
m  dial-peer voice tag voip

m  dtmf-relay sip-notify

m  exit

®  sip-ua

® notify telephone-event max-duration time

B exit

DTMF Relay SIP Commands

Command Description

dtmf-relay (Voice over IP) Use this command to specify how a SIP gateway relays DTMF
tones between telephony interfaces and an IP network.

dtmf-relay [cisco-rtp] Use this command to specify how an H.323 or SIP gateway

[h245-alphanumeric] relays DTMF tones between telephony interfaces and an IP
[h245-signal] [rtp- network. Use the dtmf-relay command in dial-peer configuration
nte] [sip-notify] mode. To remove all signaling options and to send the DTMF
tones as part of the audio stream, use the no form of this

atmE 1 . command.
I;zp] tn[thizg_ay [eisco- cisco-rtp: (Optional) This command element forwards DTMF
alphanumeric] [h245- tones using RTP with a Cisco proprietary payload type.
signal] [rtp-nte] h245-alphanumeric: (Optional) This command element forwards
[sip-notify] DTMF tones using the H.245 alphanumeric User Input Indication

method and it supports tones from 0 to 9, *, #, and from A to D.

h245-signal: (Optional) This command element forwards DTMF
tones using the H.245 signal User Input Indication method and it
supports tones are from 0 to 9, *, #, and from A to D.

rtp-nte: (Optional) This command element forwards DTMF tones
by using RTP with the NTE payload type.

sip-notify: (Optional) This command element forwards DTMF
tones using SIP NOTIFY messages.
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Example: SIP DTMF Relay
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Example: Out-of-band to in-band SIP DTMF relay

dial-peer voice 1 voip
destination-pattern 2000
session protocol sipv2

session target ipv4:10.4.175.2
dtmf-relay rtp-nte

codec g7llulaw

Example: NOTIFY-based DTMF relay

dial-peer voice 123 voip
destination-pattern [12]...
monitor probe icmp-ping
session protocol sipv2
session target ipv4:10.8.17.42
dtmf-relay sip-notify

GWGK v1.0—1-24

The top example in the figure shows an out-of-band to in-band DTMF-relay SIP gateway
configuration example. The commands that identify this configuration as a SIP configuration
and that enable the DTMF-relay feature are highlighted in the figure.

The bottom example in the figure shows a notify-based DTMF-relay configuration example.
The commands that identify this configuration as a SIP configuration and that enable notify-
based DTMF-relay feature are highlighted in the figure.

Note The show sip-ua status command output shows the time interval between consecutive

NOTIFY messages for a telephone event. The figure does not show that the time interval is
2000 ms.
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DTMF Relay Configuration Options for All VolP Call Control Protocols

Type of DTMF Relay | Example DTMF Relay Commands H.323 | MGCP | SIP
Signaling | Mode
In-Band Cisco dtmf-relay cisco-rtp or X X
Proprietary mgcp dtmf-relay codec all mode
cisco
RTP NTE dtmf-relay rtp-nte X X
MGCP- mgcp dtmf-relay codec all mode X
Based NSE nte-gw
Mode
mgcp dtmf-relay codec all mode X
nte-ca
Out-of- H.245 dtmf-relay h245-alphanumeric X
Band Alphanumeric
H.245 Signal | dtmf-relay h245-signal X
MGCP Out- mgcp out-of-band X
of-Band
SIP NOTIFY dtmf-relay sip-notify X
Note H.323 and SIP DTMF-relay configurations are done in dial-peer mode. MGCP DTMF-relay

configurations are done in global configuration mode.
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Choosing a Gateway Protocol

This topic describes the criteria for selecting one gateway protocol over other gateway
protocols.

ﬂ

Choosing H.323

Why Choose H.3237?
 Integrated access
» Fractional PRI support
« Caller ID support on analog FXO
* Many more TDM interface types and signaling
* Dropping DSPs on hairpinned calls
- Gateway-resident applications like TCL and VXML
» CAC network design with H.323 gatekeepers

* No release dependencies between gateways and Cisco
CallManager

* Much easier migration architecture to SIP
- Call preservation for Cisco SRST
* NFAS support
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Using H.323 as the call control protocol to a gateway has the following advantages:

H.323 provides integrated access. Data and voice channels can be placed on the same T1.
For example, for a service provider like AT&T, FR and PRI can be placed on the same T1.

H.323 provides support for fractional PRI.

Gateways support caller ID on FXO ports. CallManager does not support caller ID on FXO
ports from MGCP gateways.

Many more TDM interface types and signaling protocols—for example, analog-Direct
Inward Dialed (DID), recEive and transMit (E&M), T1 Feature Group-D (FGD), and E1
R2—can be used.

H.323 drops DSPs on hairpinned calls to enable capabilities like ISDN video switching.

Gateway resident applications like Toolkit Command Language (TCL) and voice
extensible markup language (VXML) can be used. TCL and VXML applications provide
I'VR features and call control functionality such as call forwarding, conference calling, and
voice mail.

CAC network design with H.323 gatekeepers is often necessary when voice and video
coexist in a network and Cisco CallManager is not the only call controller in the network.

There are no release dependencies between gateways and Cisco CallManager for
supporting new voice hardware. New hardware cards on Cisco IOS gateways become
immediately available for use with all existing Cisco CallManager releases.

H.323 enables a much easier migration architecture to SIP because the fundamental
concepts of H.323 and SIP—for example, distributed control with dial-peer
configurations—are the same.

Calls from IP phones through an H323 gateway are dropped on a CallManager failover
unless SRST mode is enabled. With SRST enabled, the calls are preserved.
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Choosing MGCP
ﬂ

Why choose MGCP?

Provides centralized management and control

- Enhanced call survivability

Better feature interaction with capabilities like
caller ID

Easy, centralized dial plan management

Gateway voice security features as of Cisco 10S
Release 12.3(5)T

» Supports QSIG supplementary services with Cisco
CallManager
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Using MGCP as the call control protocol to a gateway has the following advantages:

Centralized configuration, control, and download from Cisco CallManager

Better feature interaction with capabilities like caller ID and name display

Easy, centralized dial-plan management

Gateway voice security features (voice encryption) as of Cisco IOS Software Release
12.3.(5™T

Q Signaling (QSIG) supplementary services as supported by Cisco CallManager:

Cisco CallManager interconnects to a QSIG network using an MGCP gateway and
T1 or E1 PRI connections to a private integrated services network (PISN). The
MGCP gateway establishes the call connections. Using the PRI backhaul
mechanism, the gateway passes the QSIG messages to the Cisco CallManager to set
up QSIG calls and send QSIG messages to control features.

When a PBX is connected to a gateway that is using QSIG via H.323, calls that are
made between phones on the PBX and IP phones attached to the Cisco CallManager
can have only basic PRI functionality. The gateway that terminates the QSIG
protocol provides only the calling line ID (CLID) and DID number, instead of Cisco
CallManager providing that information.

Enhanced call survivability:

Calls from IP phones through an MGCP gateway are preserved on a CallManager
failover. This feature avoids dropped calls when applying the monthly operating
system service release on the Cisco CallManagers

In SRST mode, calls from IP phones through an MGCP gateway are preserved on
MGCEP fallback for calls on analog or CAS circuits. Calls on ISDN circuits are
dropped on fallback.
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Choosing SIP
ﬂ

Why Choose SIP?

- SIP is independent of the media used, which allows flexibility
to initiate sessions for different media types.

« Intelligence is distributed to endpoints, not to a single call-
control component.

* IETF derived SIP from HTTP, so it is easy for third-party
developers to create applications for it.

« SIP provides graceful support of protocol extensions.
- SIP is independent of any security protocol.

- SIP is a peer-to-peer protocol not an IP-to-PSTN gateway
control protocol like MGCP.

« SIP runs on top of several transport protocols, including
UDP, TCP, and SCTP.
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SIP is a peer-to-peer, multimedia signaling protocol that integrates with other Internet services,
such as e-mail, Web browsers, voice mail, instant messaging, multiparty conferencing, and
multimedia collaboration. When used with an IP infrastructure, SIP helps to enable rich
communications with numerous multivendor devices and media. SIP can set up individual
voice or conference calls, videoconferences and point-to-point video-enabled calls, Web
collaboration and chat sessions, or instant messaging sessions between any number of SIP-
enabled endpoints including IP phones, PCs, laptops, personal digital assistants (PDAs), and
cell phones.

SIP is attractive as a signaling standard because it can connect and control communication
sessions between applications, independent of media type or the function performed by the end
applications. SIP is known as a “methods-based” signaling protocol because it provides the
methods to connect, signal, and control sessions. In that sense, SIP is quite different from a
“functionally based” signaling protocol, such as QSIG, which is used not only to establish
sessions, but also to define the specific features those sessions can support.

The distinction between SIP and a functionally based signaling protocol is important because it
greatly affects interoperability and flexibility. As a peer-to-peer protocol, the intelligence
involved in SIP-enabled applications is distributed to endpoints and other components, not
centralized in a single call-control component. New features can be added without upgrading
infrastructure components such as proxy servers.

SIP is based on HTTP, so developers who are typically knowledgeable about HTTP and Web-
based applications do not require intimate knowledge of the SIP infrastructure in order to write
SIP-enabled applications. The common connection to HTTP opens up the application
development process to third-party developers who can create targeted, vertically oriented
applications. For example, internal users at a financial services company are likely to want
features that are considerably different from those used by telemarketers in an outbound call
center. SIP enables independent software vendors that have expertise in each market to develop
applications specific to those areas. This type of open development environment represents a
dramatic shift from the traditional TDM-based PBX paradigm discussed above. By opening up
the application development process to more players, SIP promises to provide more innovation
in less time and at less cost.
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SIP also gracefully supports protocol extensions, so that applications can support advanced
features and can still interoperate with other, less functional applications. Consider the
following example. Three colleagues are on a conference call. Two of them are at a
headquarters location where their SIP-enabled IP phones support video capabilities. The third is
at a remote office that does not support video phones. SIP establishes the conference among the
three users and enables the video portion for the two users whose equipment supports it. The
third user participates in a traditional audio call. This is a shift from the “least-common
denominator” approach in which only functions supported by all users are implemented (none
of the colleagues would be able to use video).

In this way, SIP supports innovation within applications that can be combined, yet still works
with similar applications that support features that have not been extended. In fact, SIP
extensions define how SIP discovers the feature set each endpoint supports, and how SIP
establishes each call accordingly.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

* An H.323 gateway performs the following services in a
VoIP network:

— Translation between audio, video, and data formats

— Conversion between call setup signals and
procedures

— Conversion between communication control signals
and procedures

* The H.323 setup exchange using the Fast Connect
abbreviated procedure reduces the number of
round-trip exchanges by performing the capability
exchange and logical channel assignments in one
round trip.
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Summary (Cont.)

- DTMF relay solves the problem of DTMF distortion by
transporting DTMF tones out-of-band or in-band in the
RTP stream with different coding from the voice.

- SIP DTMF considerations include the need to think
about out-of-band to in-band conversion.

* H.323 performs well in a TDM environment making it a
good choice for migration.

* MGCP offers the advantage of powerful and scalable
central call control.

* SIP is less mature than either H.323 or MGCP, but it
offers developers the opportunity to build applications
for SIP networks more easily than in other networks.

nc. Al rights reser GWGK v1.0—1-30
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Lesson Self-Check

Use the questions here to review what you learned in this lesson. The correct answers and
solutions are found in the Lesson Self-Check Answer Key.

Q1)  Why is H.323 is considered to be an “umbrella protocol?” (Source: Overview of H.323
Gateways)

Q2)  How does H.323 interoperate with legacy voice networks? (Source: Overview of H.323

Gateways)

A) H.323 is based on the H.225 standard, which interoperates with existing voice
networks.

B) H.323 uses the ISDN Q.931 protocol to interoperate with legacy voice
networks.

O) H.323 is based on the H.245 standard, which interoperates with existing voice
networks.

D) H.323 uses the EGIE, Phase 2 to interoperate with legacy voice networks.

Q3)  Which three services are performed by a H.323 gateway? (Choose three.) (Source:

Overview of H.323 Gateways)

A)
B)
0
D)
E)
F)
G)

translation between audio, video, and data formats

registry maintenance of devices in the multimedia network
conversion between call setup signals and procedures

conversion between communication control signals and procedures
bandwidth management and alternate gateway locating

address translation and control access to legacy networks
termination of all ISDN PRI Layer 2 (Q.921) signaling functions

Q4)  What does the Fast Connect procedure do in one round trip between H.323 gateways?
(Source: H.323 Call Flow)

A)
B)
0)
D)

establishes the capability exchange and logical channel assignments
defaults the H.252 gateways to H.323 version 3 for all calls
establishes rate-limit traffic by precedence

establishes the capability exchange and codec assignments
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Q35)

Qo)

Q7

Q?)

Q9)

What are three of the benefits of the Cisco H.323 gateway? (Choose three.) (Source:
Choosing a Gateway Protocol?)

A)
B)
0
D)
E)
F)
G)

designed as a generic transaction protocol for session initiation

works well for organizations with centralized management and control
gateway resource availability reporting

shorter voice cut-through times

gateway fallback support Cisco CallManager

allows TDY users to communicate with voice users

gateway support for DTMF digit relay

What two conditions must be met for a Cisco H.323 gateway to be able to send digits
out-of-band? (Choose two.) (Source: H.323 DTMF Relay Considerations)

A)
B)
0

D)

A Cisco H.323 gateway has enabled the chosen method of DTMF relay under
dial-peer configuration.

A Cisco H.323 gateway has enabled the chosen method of DTMF relay under
global configuration.

The global dial peer must be configured so it is capable of receiving the
forwarded digits from the remote end.

The dial peer must be configured so it is capable of receiving the DTMF option
being used.

Briefly describe how MGCP works. (Source: Overview of MGCP Gateways)

What is an example of an MGCP call agent? (Source: Overview of MGCP Gateways)

A)
B)
0)
D)

a H.323 gateway with MGCP enabled

the Cisco CallManager

a phone set up as an ACD (IPCC Express) phone agent

a desktop set up as an ACD (IPCC Express) agent (not Supervisor)

How is voice data transmitted using MGCP? (Source: Choosing a Gateway Protocol)

A)
B)

0
D)

Voice data is transmitted using the RTP portion of the MGCP protocol.
Voice data is not transmitted via MGCP, only fax and modem tones are
transmitted via MGCP.

Voice data is transmitted using the SIP portion of the MGCP protocol.
No voice data is transmitted through the MGCP protocol itself.
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Q10) Is IETF support for the MGCP protocol a benefit? Briefly explain why or why not.
(Source: Choosing a Gateway Protocol)

Q11) Why is it a benefit to transport DTMF tones out-of-band? (Source: DTMF Relay
Considerations)

A) The problem of DTMF distortion is solved.

B) Fax tones are transported via TCP rather than as “voice” over UDP or RTP,
which makes the transport of these tones very reliable.

O) Dialed digits are transported in a separate carrier, like the D-channel of ISDN,
thus conserving voice bandwidth.

D) Dialed digits can code the “A”, “B”, “C”, and “D” tones provided for in the
DTMF standard.

Q12) Explain the function of each type of peer in the SIP protocol. (Source: Overview of SIP
Gateways)

QI13) What are the two types of SIP servers? (Choose two.) (Source: Overview of SIP

Gateways)

A) reversion server

B) user agent server

O) proxy server

D) redirect server

E) unified agent server
F) universal proxy server
Q) registrar server

H) registration server

) location server
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Ql4)

Ql15)

Ql16)

Q17)

What kind of transaction model is SIP based on? (Source: SIP Call Flow)

A) a client-server model

B) an HTTP-like request and response transaction model
O) a primary agent—secondary agent model

D) a peer-to-peer transaction model

Briefly explain what ensures SIP interoperability with H.323 and MGCP. (Source:
Choosing a Gateway Protocol)

What does the out-of-band to in-band DTMF relay for Cisco IOS voice gateways
feature enable? (Source: SIP DTMF Relay Considerations)

A) support for the conversion of DTMF tones to counter the “distortion” found in
voice-codes transporting dialed digits

B) DTMF-relay communication between SIP devices and non-SIP endpoints
using Cisco CallManager

C) transcoding out-of-band tones into non G.711 audio codecs

D) DTMF-relay to fax-relay communications between endpoints

In the Call Control Protocol column in the table below, write down the call control
protocol (H.323, MGCP, or SIP) that you would choose for each gateway. The
following information may help influence your selections: All PBX connections are T1
PRI-enabled and QSIG-enabled except Gateway 1, which connects with T1 CAS.
SRST is enabled on Gateways 1, 4, 7, and 9. Cisco CallManager has not been deployed
in Sao Paulo or Dallas. (Source: Choosing a Gateway Protocol)

Choosing a Gateway Protocol

Span Engineering Voice Gateway Topology End of Phase 2 IP Telephony Migration

OAK
Airport

)
Woodridge *
Campus

Dallas

nc. Al rights reserved GWGK v1.0—1-28
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Gateway Information

Gateway | Gateway Type Gateway Connects To | Description | Call Control
Number Protocol
1 2 x VWIC-2MFT-T1 in a 2811 Nortel Meridian Opt 11c | 4 x T1 CAS
2 1 x WS-6608-T1 PSTN 8 xT1 PRI

1 x WS-SVC-CMM-6T1 Long Distance 5xT1 PRI
3 2 x VWIC-2MFT-T1 in a 3845 Avaya MV1.3 PBX 3xT1PRI

2 x NM-HDV-2T1-48 in a 3845 | Nortel Meridian 1 4 xT1PRI
4 2 x NM-HDV-2T1-48ina 3845 | PSTN 3x T1 PRI
5 2 x NM-HDV-2T1-48 in a 3845 | Avaya Definity G3si 3xT1PRI
6 NM-HDV-2E1-60in a 3845 PTT 1xE1R2

PISN 1xE1 PRI

7 VIC2-2BRI-NT/TE in a 2811 PSTN 2 x BRI
8 4 ports on WS-6608-T1 PSTN 4 xT1 PRI

4 ports on WS-6608-T1 Long Distance 4 xT1PRI
9 VWIC-1MFT-T1 in a 2821 PSTN 1xT1PRI
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Lesson Self-Check Answer Key

QD

Q2)
Q3)
Q4
Q5)
Qo)
Q7

Q8)
Q9)
Q10)

Q1D
Ql12)

Q13)
Ql4)
Ql15)

Ql16)
Q17)

H.323 is considered an “umbrella protocol” because it defines all aspects of call transmission, including
call establishment, capabilities exchange, and network resource availability

B

A,C,D

A

A C,G

A,D

MGCP is defined under RFC 2705. It is a plain text protocol that uses a master-slave relationship to fully

control a gateway and its associated ports. The plain-text commands are sent to gateways, from call agents
using UDP port 2427. Port 2727 is used to send messages from the gateways to the call agent.

B
C

Yes, it can be a benefit. Without being subject to the rigors of the ITU-T procedures and policies, the IETF
can respond quickly to user demands, although the solutions can be less mature than those created by the
ITU-T.

A

The user agent client is a client application that initiates a SIP request and the user agent server is a server
application that contacts the user when a SIP invitation is received and then returns a response on behalf of
the user to the invitation originator.

B,D
B

Although SIP messages are not directly compatible with H.323 and MGCP, these protocols can coexist in
the same packet telephony network if a device that supports the interoperability is available.

B
H.323, MGCP, H.323, H.323, H.323, H.323, H.323 or SIP, MGCP, H.323 or SIP

1-76

Implementing Cisco Voice Gateways and Gatekeepers (GWGK) v1.0 Copyright © 2005, Cisco Systems, Inc.



Lesson 3

Implementing Gateways

Overview

After you have selected a gateway protocol, you can deploy the gateway. Again, this lesson
discusses the three types of gateways: H.323, MGCP, and SIP. You will use your knowledge of
these gateways to implement your own voice gateway procedures.

Objectives

Upon completing this lesson, you will be able to explain the problems with implementing voice
gateways in support of IP telephony solutions. This ability includes being able to meet these
objectives:

m  Configure an H.323 gateway to integrate with Cisco CallManager
m  Configure an H.323 gateway for toll bypass

m  Diagram the basic MGCP gateway configurations for dial-peers and integration with the
PSTN and PBXs

m  Describe MGCP-controlled backhauling
m  Explain the procedure for the basic configuration of a SIP gateway for VoIP support

m  Explain how SIP gateways integrate with Cisco CallManager and Cisco CallManager
Express in an IP telephony network



H.323 Gateway Integration with Cisco
CallManager

The topic describes how to configure an H.323 gateway to integrate with Cisco CallManager.

H.323 Gateway with Cisco CaIIManager

The Voice Gateway at the Span Engineering Woodridge Campus

10.10.10.2

a
E"

Cisco CallManager 1

Woodridge Gateway
10.10.10.3
a
—d
Cisco CallManager 2

nc. Al rights reserved GWGK v1.0—1-3

The figure shows two Cisco CallManagers supporting one Cisco 2610 Router connected to a
public switched telephone network (PSTN). In this topology, the Cisco CallManagers are
functioning as a centralized call agent for managing a VoIP network. Cisco CallManager
provides a scalable, distributable, and highly available enterprise IP telephony call-processing
solution. Multiple Cisco CallManager servers are clustered and managed as a single entity.
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Configure Voice-Enabled Router as an

H.323 Gateway
ﬂ

1. Issue the voice class h323 1 command to set
the H.225 timer to 3 seconds.

WDGGW# (config) voice class h323 1
WDGGW# (config) h225 timeout tcp establish 3 !--- Set
the timeout to 3 seconds.

nc. Al rights reserve GWGK v1.0—1-4

There are two steps required to configure a Cisco 10S voice-enabled router as an H.323
gateway.

The first step is to decrease the H.225 timer on the H.323 gateway to 3 seconds. This step is
necessary because by default, the H.225 timer that controls redirection to a less preferred dial
peer on a “no-response” failure is considerably longer than the 10-second timer of the Q.931
Call Proceeding timer. If a call comes in to an H.323 gateway through an ISDN trunk and is
forwarded to an inoperative Cisco CallManager, the router waits for about 40 seconds before
attempting to use a dial peer with a lower preference, or before clearing the call. By the time
this occurs, the ISDN Q.931 signaling on the H.323 gateway has already sent an ISDN Q.931
CALL DISCONNECT message to the ISDN switch. The router provides an ISDN clearing
code of 0x8066, which is “recovery on timer expiry.”

It is not possible for the H.323 gateway to reset the Call Proceeding timer because it is
attempting to use a different dial-peer. Therefore, the H.323 gateway must switch peers and
complete the call using the secondary Cisco CallManager server within the 10 seconds allowed
by the Q.931 (Incoming Call Proceeding) timer.

By setting the H.225 timer to 3 seconds, the router attempts a connection to the primary Cisco
CallManager server. If it does not receive a response in 3 seconds, it falls back to the secondary
Cisco CallManager server.
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Configure a Voice-Enabled Router as an
H.323 Gateway (Cont.)

2. Configure dial-peer statements.

WDGGW (
WDGGW (config?dial?peer) #destination?pattern 4...

WDGGW (config?dial?peer) #session target ipv4:10.10.10.2
WDGGW (config?dial?peer) #codec g7llulaw

WDGGW (config?dial?peer) #dtmf?relay h245?alphanumeric

1

WDGGW (config) #dial?peer voice 1 pots

WDGGW (config?dial?peer) #destination?pattern 9T

WDGGW (config?dial?peer) #direct?inward?dial

WDGGW (config?dial?peer) #port 2/0:23

WDGGW (config?dial?peer) #incoming called?number .

config)#dial?peer voice 4 voip

 This configuration routes incoming calls from the PSTN to
any IP phone in the 4000 to 4999 range and all outbound calls
to any number in the NANP.

+ The voip dial-peer to CallManager 2 is shown in the following
example.

nc. Al rights reserv GWGK v1.0—1-5

The figure shows the configuration of two dial peers. These dial peers send calls to either Cisco
CallManager 1 or the PSTN. The configuration of a second VoIP dial peer for CallManager 2 is
not provided here but is shown in the figure “Configuration of a Voice-Enabled Router as an
H.323 Gateway.”

A description of the commands used in the figure is provided in the “Commands Used to
Configure H.323 Gateways with Cisco CallManager” table.

1-80

Implementing Cisco Voice Gateways and Gatekeepers (GWGK) v1.0 Copyright © 2005, Cisco Systems, Inc.



Commands Used to Configure H.323 Gateways with Cisco CallManager

Command

Description

WDGGW (config) #dial-peer voice
4000 voip

This command points the dial peer to the Cisco
CallManager.

WDGGW (config-dial-peer) #destin
ation-pattern 4...

This command routes anything with this pattern to the
Cisco CallManager. The periods are wildcards, so
they stand for 4000-4999.

WDGGW (config-dial-peer) #sessio
n target ipv4:10.10.10.6

Session target is the Cisco CallManager IP address.

WDGGW (config-dial-peer) #codec
g71llulaw

Use this codec.

WDGGW (config-dial-peer) #dtmf-r
elay h245-alphanumeric

Use dual tone multifrequency (DTMF) relay to
transport DTMF digits.

WDGGW (config-dial-peer) #incomi
ng called-number 1234

This dial-peer command defines the called number
destination or dialed number identification service
(DNIS) string. When properly configured, the dial peer
uses the called number to match the incoming call leg
to an inbound dial peer.

WDGGW (config) #dial-peer voice
1 pots

The dial peer points the PRI trunk to PSTN.

WDGGW (config-dial-peer) #destin
ation-pattern 9T

Route this pattern to the PSTN cloud through the
T1/PRI. “T” is a wildcard for any digits.

WDGGW (config-dial-peer) #direct
-inward-dial

Direct Inward Dialing (DID) does not generate a
secondary dial tone on incoming calls from PSTN.

WDGGW (config-dial-peer) #port
2/0:23

This command defines the plain old telephone service
(POTS) voice port through which calls to this dial peer
are placed.

Copyright © 2005, Cisco Systems, Inc.
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Router as an H.323 Gateway

Example: Configuration of a Voice-Enabled

-lIllIllIIllIllllllllllllllllllllllllllllllllI‘IIIIIIIII.EEE:E:E'IIIII

WDGGW# (config) voice class h323 1

WDGGW# (config) h225 timeout tcp establish 3

WDGGW (config) #dial-peer voice 4 voip

WDGGW (config-dial-peer) #destination-pattern 4...
WDGGW (config-dial-peer) #isession target ipv4:10.10.10.2
WDGGW (config-dial-peer) #ipreference 0

WDGGW (config-dial-peer) #voice-class h323 1

WDGGW (config-dial-peer) #dtmf-relay h245-alphanumeric
1

WDGGW (config) #dial-peer voice 5 voip

WDGGW (config-dial-peer) #destination-pattern 4...
WDGGW (config-dial-peer) #session target ipv4:10.10.10.3
WDGGW (config-dial-peer) #ipreference 1

WDGGW (config-dial-peer) #voice-class h323 1

WDGGW (config-dial-peer) #dtmf-relay h245-alphanumeric
1

WDGGW (config) #dial-peer voice 1 pots

WDGGW (config-dial-peer) #destination-pattern 9T
WDGGW (config-dial-peer) #direct-inward-dial

WDGGW (config?dial?peer) #port 2/0:23

WDGGW (config-dial-peer) #incoming called-number .

GWGK v1.0—1-6

In this example, the Cisco IOS router or gateway uses a T1 ISDN PRI trunk to the PSTN.

The configuration routes incoming calls from the PSTN to any IP phone in the range 4000
through 4999 via CallManager, and all outbound calls to any number in the North American

Numbering Plan (NANP).

The “Configuration of a Cisco IOS H.323 Gateway” table shows a summary of the Cisco I0S

software commands used to configure an H.323 gateway.
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Configuration of a Cisco 10S H.323 Gateway

Command

Description

WDGGW#voice class h323 1

WDGGW#h225 timeout tcp establish 3

Sets the timeout to 3 seconds

WDGGW (config) #dial-peer voice 4
voip

The dial peer pointing to the primary Cisco
CallManager

WDGGW (config-dial-
peer) #destination-pattern 4...

Routed this pattern to the Cisco CallManager

WDGGW (config-dial-peer) #session
target ipv4:10.10.10.2

The primary Cisco CallManager IP address

WDGGW (config-dial-peer) #preference
0

WDGGW (config-dial-peer) #voice-
class h323 1

WDGGW (config-dial-peer) #dtmf-relay
h245-alphanumeric

WDGGW (config-dial-peer) #incoming
called-number 1234

WDGGW (config) #dial-peer voice 5
voip

The dial peer pointing to the backup Cisco
CallManager

WDGGW (config-dial-
peer) #destination-pattern 4...

Routes this pattern to the Cisco CallManager

WDGGW (config-dial-peer) #session
target ipv4:10.10.10.3

The backup Cisco CallManager IP address

WDGGW (config-dial-peer) #preference
1

WDGGW (config-dial-peer) #dtmf-relay
h245-alphanumeric

WDGGW (config-dial-peer) #incoming
called-number 1234

WDGGW (config) #dial-peer voice 1
pots

The dial peer pointing to the PRI trunk to the
PSTN

WDGGW (config-dial-
peer) #destination-pattern 9T

Routes this pattern to the PSTN cloud through
the T1/PRI

WDGGW (config-dial-peer) #direct-
inward-dial

DID does not generate a secondary dial tone
on incoming calls from PSTN.
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H.323 Gateway Integration with Toll Bypass

This topic describes how to configure an H.323 gateway with toll bypass.

Toll Bypass
ﬂ

A toll-bypass application allows users to
bypass the PSTN and avoid paying toll
charges because calls are routed over a
packet network.

GWGK v1.0—1-7

A toll-bypass application allows users to bypass the PSTN and avoid paying toll charges by
routing calls over a packet network.

The PSTN consists of the tandem time-division multiplexing (TDM)-based switches that use
the packet network for long-distance (or toll) voice calls. Enterprise customers who typically
depend on the PSTN for their interoffice voice traffic avoid toll charges by using the packet
network with Cisco routers that serve as the edge voice gateways. Toll bypass allows some
Internet service providers (ISPs) to offer residential customers free or very low-cost long-
distance voice calls by routing the calls over the packet network.
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Toll Bypass Topology

©2005 Cisco Systems, Inc. Al rights reserved. GWGK v1.0—1-8

In the figure, traffic from the enterprise PBX enters the Cisco routers that serve as edge voice
gateways. The edge voice gateways, in turn, route the call over the IP network using the H.323
protocol. As shown, the enterprise customers avoid the TDM-based toll switches for their
interoffice voice traffic and rely on the packet network.
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H.323 Toll Bypass Configuration Examples

IP
Dial Peer 2
4
/ Q‘ K
L)——3
555-0111 Dial Peer 3 / 555-0188
PSTN
dial-peer voice 1 pots
destination-pattern 5550111 VolP Dial Peer 2 will be
port 1/0/0 matched first because

dial-peer voice 2 voip preference is 0.
destination-pattern 5550188
session target ipv4:10.18.0.1
dial-peer voice 3 pots POTS Dial Peer 3 will
destination-pattern 5550188 be matched next if Dial
port 1/1/0 Peer 2 is busy or not
preference 1 available.
forward-digits all

||

nc. Al rights reserve GWGK v1.0—1-9

Toll bypass is implemented in distributed call control environments. For example, H.323 or
session initiation protocol (SIP) can be used for the call control protocol.

The distributed call routing intelligence in the gateway routers determines whether a call is
destined for a site attached to the shared packet network (IP WAN) and first directs the call
over the packet network (Dial Peer 2). If the packet network bandwidth is constrained, or the
packet network is unavailable, the call is routed transparently to the PSTN gateway interface
(Dial Peer 3) for transport to the remote site.
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MGCP Gateway Integration with Cisco

CallManager

This topic describes the basic Media Gateway Control Protocol (MGCP) gateway
configurations for dial peers and integration with the PSTN and PBXs.

MGCP Sample Configuration—Topologé

PSTN

Chicago i Multiple
{ TLPRI

£
—

< ~——_4 Cicero 1 Gateway

Cisco CallManager 1 Pi=7 =39 Cisco CallManager 2
< il

10.10.10.2 10.10.10.3

Cicero (Headquarters)

The figure illustrates gateway configuration. The topology consists of a Cisco 2620 Router
running an MGCP call control protocol with PRI to the PSTN and an Ethernet connection to
the Cisco CallManager call agent. The sample configuration shown in the following figures

was generated using Cisco 10S Software Release 12.2(11)T.

Note This topic will use the information in the figure for the configuration examples in this topic.
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Sample MGCP Configuration
IlIllIllIIllIllllllllllllllllllllllllllllllllI‘IIIIIIIII.EEE:E:E'IIIII

CIC1lGW#show run

mgcp

mgcp modem passthrough voip mode cisco
mgcp sdp simple

mgcp package-capability rtp-package
mgcp package-capability sst-package
isdn switch-type primary-ni

call rsvp-sync

1

ccm-manager music-on-hold

1

écm-manager mgcp
ccm-manager config server 10.10.10.2
ccm-manager config

controller T1 1/0

framing esf

clock source internal

linecode b8zs

cablelength short 133

pri-group timeslots 1-24 service mgcp

!I--- Several lines of show output text deleted for brevity

mgcp call-agent 10.10.10.2 2427 service-type mgcp version 0.1
mgcp dtmf-relay voip codec all mode out-of-band
mgcp rtp unreachable timeout 1000 action notify

!--- These three commands enable the trombone feature, which is
!I--- the feature that lets CallManager control the gateway.
1

005 Cisco Systems, Inc. Al rights reserve
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The bolded commands in the screen capture show how to enable MGCP on a Cisco router and
allow the Cisco CallManager to act as a call agent to control the gateway.

Sample MGCP Configuration (Cont.:

interface FastEthernet0/0

ip address 172.16.15.129 255.255.255.0
ip helper-address 172.16.15.10
no ip mroute-cache

duplex auto

speed auto

1
interface Seriall/0:23

no ip address

no logging event link-status
isdn switch-type primary-ni
isdn protocol-emulate network
isdn incoming-voice voice

isdn T310 10000

isdn bind-13 ccm-manager

no cdp enable

no ip http server

1

Qoice—port 1/0:23

!

dial-peer cor custom

!

dial-peer voice 9991023 pots

application mgcpapp
port 1/0:23

005 Cisco Syste

GWGK v1.0—1-12
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MCGP Backhauling

This topic provides an explanation of MGCP-controlled backhauling.

MCGP Backhauling

MGCP PRI backhaul
« Transports complete IP telephony signaling information using TCP

« Terminates Q.921 signaling functions on the MGCP gateway

« Ensures the integrity of the Q.931 signaling information
MGCP BRI backhaul

« Services remote-office gateways

- Backhauls D-channel signaling information

- P all Q.931 n ges using a TCP connection

- Enables connectivity of remote ISDN PBXs and key systems
MGCP Backhauling

T1ISDN PRI

- Framing and Layer 2 signaling terminates at the gateway. ~ Cisco CallManager
- Layer 3 signaling is backhauled to Cisco CallManager.
+ MGCP is a “client-server” protocol.

nc. Al rights reserved GWGK v1.0—1-13

MGCP PRI backhaul is a method for transporting complete IP telephony signaling information
from an ISDN PRI interface on a MGCP gateway to Cisco CallManager through a
Transmission Control Protocol (TCP) connection. MGCP PRI backhaul terminates all of the
ISDN PRI Layer 2 (Q.921) signaling functions on the MGCP gateway and packages all of the
ISDN PRI Layer 3 (Q.931) signaling information into packets for transmission to Cisco
CallManager through an IP tunnel. In this way, MGCP PRI backhaul ensures the integrity of
the Q.931 signaling information that passes through the network for managing IP telephony
devices.

The MGCP gateway also establishes a TCP link to the backup (secondary) Cisco CallManager
server. In the event of a Cisco CallManager switchover, the secondary Cisco CallManager
server performs the MGCP PRI backhaul functions. During the switchover, all active ISDN
PRI calls are preserved, and the affected MGCP gateway is registered with the new Cisco
CallManager server through a ReStart In Progress (RSIP) message. In this way, continued
gateway operation is ensured.

MGCP-controlled backhaul of BRI signaling provides service to remote-office gateways that
are connected by ISDN BRI trunks to a centralized Cisco CallManager. D-channel signaling
information is backhauled to Cisco CallManager through a TCP session. All Q.931 messages
are passed through the TCP connection between the Cisco MGCP gateway and Cisco
CallManager. The feature enables you to connect remote ISDN PBXs and key systems to a
Cisco ISDN BRI network termination (network side) or a PSTN Class 4 or Class 5 switch
through a Cisco ISDN BRI terminal equipment (as user side) interface.

For more information, see How to Configure MGCP with Digital PRI and Cisco CallManager
at

http://www.cisco.com/en/US/tech/tk652/tk701/technologies configuration example09186a008
0lad22f.shtml.
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MGCP Backhaul Configuration
ﬂ

Router (config) # mgcp

Router (config) # mgep call-agent 10.110.110.10 2427 service-type
mgcp version 0.1

Router (config) # mgep dtmf-relay codec all mode out-of-band
Router (config) # controller tl1 1/0

Router (config-controller) # pri-group timeslots 1-24 service mgcp
Router (config)# dial-peer voice 1 pots

Router (config-dial-peer)# application MGCPAPP

Router (config-dial-peer)# voice-port 1/0:23

Router (config) # interface serial 2/0:24

Router (config-line)# isdn switch-type type

Router (config-1line)# isdn bind-L3 ccm-manager

Router (config) # ccm-manager MGCP

Router (config) # ccm-manager redundant-host 10.110.110.11
Router (config) # ccm-manager switchback graceful

005 Cisco Systems, Inc. Al rights reserve GWGK v1.0—1-15

The commands shown in the figure assume that a digital access PRI is in use. Descriptions of
the commands used to configure MGCP backhaul are provided in the “MGCP Backhaul
Configuration Commands” table.
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MGCP Backhaul Configuration Commands

Command

Description

Router (Config)# mgep

This command turns on MGCP.

Router (Config)# mgep
call-agent
10.110.110.10 2427
service-type mgcp
version 0.1

The IP address is the Cisco CallManager, 2427 is the TCP port
number, and service type defines either MGCP or SGCP and the
version number.

Router (Config)# mgep
dtmf-relay codec all
mode out-of-band

This command selects the codec type and the DTMF option.

Router (config) #
controller t1 1/0
Router (config-
controller)# pri-group
timeslots 1-24 service
mgcp

This command tells the gateway to use ports 1 to 24 of the PRI
for service MGCP. The D channel will be port 23 and the actual
channels will be 0 to 22.

Router (config)# dial-
peer voice 1 pots

This command creates a plain old telephone service (POTS) dial
peer that points to the D channel of the PRI, as seen in the
command following the next. One is a random number selected
for this example.

Router (config-dial-
peer)# application
MGCPAPP

This command turns on MGCP for the dial peer.

Router (config-dial-
peer)# voice-port
1/0:23

This tells the dial peer to use this port for calls controlled by
MGCP; it binds the port to MGCP.

Router (config)#
interface serial
2/0:24

This command enters serial configuration mode for the ISDN
port.

Router (config-line)#
isdn switch-type type

This command specifies the ISDN switch type.

Router (config-line)#
isdn bind-L3 ccm-
manager

This command enables ISDN to backhaul Q.931. The Layer 3
information (Q.931 and above) is transported over TCP to the
MGCP call agent which is Cisco CallManager in this case.

Router (config)# ccm-
manager MGCP

This command allows the gateway to talk to the Cisco
CallManager using MGCP.

Router (Config)# ccm-
manager redundant-host
10.110.110.11

This command configures redundant Cisco CallManager for
MGCP.

Router (Config)# ccm-
manager switchback
graceful

After the primary Cisco CallManager comes back on line, this
command waits until any active calls are completed before the
phones are registered back to the primary Cisco CallManager.
Other options are immediate. You can also set a specific time for
the phones to switch back.
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Implementing a SIP Gateway

This topic describes the procedure for basic configuration of a SIP gateway for VoIP support.

Implementing a SIP Gateway

Proposed SIP Topology for Span Engineering West Coast Location

- SIP Proxy Server: SIP Proxy Server: &
192.168.2.1 192.168.1.1
5P —| PSTN S
— San Francisco -
= _@_.@'\ Gateway Oakland B == A=)
Ephone 1721616 <pyaN ) 1721635 | Ephone
972555(1001) 415555(6001)

SIP Configuration Task List

Step  Action
1 Configure SIP support for VolP dial peers
(Optional) Change configuration of the SIP user agent

2
3 (Optional) Configure SIP call transfer
4 (Optional) Configure gateway accounting

nc. Al rights reserved GWGK v1.0—1-16

When implementing a SIP gateway, the standard prerequisite tasks for any type of voice
gateway need to be performed, such as configuring VoIP as described in
http://www.cisco.com/univercd/cc/td/doc/product/access/acs_ mod/1700/1751/1751swg/config.
htm. Once that is done, the steps described in the SIP Configuration Task List can be
performed.

Note In this course, you will learn about Steps 1 and 2. Details on the other steps can be found at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fvvfax_c/vvfsip.ht
m#wp1094455.

The latest configuration commands for SIP gateways are listed in the Cisco 10S SIP
Configuration Guide for Cisco IOS Release version 12.3(7)T, which can be found at
http://www.cisco.com/en/US/products/sw/iosswrel/ps5207/products _configuration guide book
09186a0080392125.html.

The configuration steps described in this topic are for a SIP gateway configuration. There is no
distinction between an implementation with an H.323 network, a SIP network, or an MGCP
network.
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. - .
SIP Dial-Peer Sample Configuration
SIP Proxy Server: SIP Proxy Server:
W 192.168.2.1 192.168.1.1 ;
PSTN |—
=g s=— San Francisco = )
FIoT —’_@ Gateway Oakland i@; —’___/—/:—- IP
Ephone I 172.16.1.6 172.16.3.5 I Ephone
972555(1001) IP WAN 415555(6001)
dial-peer voice 91 pots dial-peer voice 91 pots
destination-pattern 91.......... destination-pattern 91..........
direct-inward-dial direct-inward-dial
port 0/1/0:23 port 0/1/0:23
forward-digits 10 forward-digits 10
! !
dial-peer voice 7 pots dial-peer voice 7 pots
destination-pattern 9[2-9]...... destination-pattern 9[2-9]......
direct-inward-dial direct-inward-dial
port 0/1/0:23 port 0/1/0:23
forward-digits 7 forward-digits 7
! !
dial-peer voice 5 voip dial-peer voice 5 voip
destination-pattern 6... destination-pattern 1...
voice-class codec 1 voice-class codec 1
session protocol sipv2 session protocol sipv2
session target ipv4:172.16.3.5 session target ipv4:172.16.1.6
dtmf-relay h245-alphanumeric dtmf-relay h245-alphanumeric
fax protocol pass-through g7llulaw fax protocol pass-through g7llulaw
! !
sip-ua sip-ua
registrar ipv4:192.168.2.1 expires 3600 registrar ipv4:192.168.1.1 expires 3600
005 Cisco Sy nc. Al rights reserve GWGK v1.0—1-17

This example shows the configuration of the VoIP dial peers to support SIP and shows the
change to the user agent configuration. Those commands specifically related to SIP
configuration, for both gateways shown in the figure, are highlighted in the figure.

To configure SIP support for a VoIP dial peer, use the following commands beginning in global
configuration mode.

Dial-Peer Configuration Commands

Step Command Purpose

1. Router (config)# dial-peer Enters dial-peer configuration mode to
voice number voip configure a VolP dial peer.

2. Router (config-dial-peer) # Enters the session transport type for the SIP

session transport {udp | tcp} | useragent. The defaultis udp.

The transport protocol (udp or tcp) specified
with the session transport command must be
identical to the protocol specified with the
transport command.

3. Router (config-dial-peer) # Enters the session protocol type. The
session protocol {cisco | keywords are as follows:
sipv2} m cisco—Configures the dial peer to use

proprietary CiscoVolP session protocol.

m  sipv2—Configures the dial peer to use
IETF SIP. SIP users should use this
option.
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Step

Command

Purpose

Router (config-sip-ua)# sip-
server {dns: [hostname] |
ipvd:ip addr: [port-num] }

Enters the host name or IP address of the
SIP server interface. If you use this
command, you can then specify session
target SIP server for each dial peer instead
of repeatedly entering the SIP server
interface address for each dial peer. The
keywords and arguments are as follows:

m dns:hostname: Sets the global SIP
server interface to a domain name
server (DNS) host name. A valid DNS
host name takes the following format:
name.gateway .xyz.

m  ipv4:ip_addr: Sets the IP address.

m  portnum: (Optional) Sets the UDP port
number for the SIP server.

Router (config-dial-peer) #
session target {sip-server |
dns: [$s$. | $d4$. | ses. |
$u$. [hostname] |

ipv4d:ip addr: [port-num] }

Specifies a network-specific address for a
dial peer. The keywords and arguments are
as follows:

m  sip-server: Sets the session target to the
global SIP server. Used when the sip-
server command has already specified
the host name or IP address of the SIP
server interface.

m dns:hostname: Sets the global SIP
server interface to a DNS host name. A
valid DNS host name takes the following
format: name.gateway .xyz.

ipv4:ip_addr: Sets the IP address.

m  portnum: (Optional) Sets the UDP port
number for the SIP server.

Note: You can use wildcards when defining
the session target for VolP peers.
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You do not need to configure a SIP user agent in order to place SIP calls. A SIP user agent is
configured to listen for SIP traffic by default. However, if you want to adjust any of the SIP-
related settings, use the following commands beginning in global configuration mode.

SIP-Related Settings

Step

Command

Purpose

1.

Router(config)# sip-ua

Enters the SIP user agent configuration mode
to configure SIP user agent-related
commands.

Router(config-sip-ua)# transport {udp | tcp}

Configures the SIP user agent for SIP
signaling messages. The default is udp.

The transport protocol (udp or tcp) specified
with the session transport command must be
identical to the protocol specified with the
transport command.

Router(config-sip-ua)# timers {trying number |
connect number | disconnect number | expires
number}

(Optional) Configures the SIP signaling
timers. The keywords are as follows:

m  trying: Sets the time to wait for a 100
response to an INVITE request. The
default is 500.

m  connect: Sets the time to wait for a 200
response to an ACK request. The default
is 500.

m  disconnect: Sets the time to wait for a
200 response to a BYE request. The
default is 500.

m  expires: Limits the duration (in
milliseconds) for which an INVITE is
valid. The default is 180,000.

Router(config-sip-ua)# retry {invite number |
response number | bye number | cancel
number}

(Optional) Configures the SIP signaling timers
for retry attempts. The keywords are as
follows:

m invite: Number of INVITE retries. The
default is 6.

m  response: Number of RESPONSE
retries. The default is 6.

m  bye: Number of BYE retries. The default
is 10.

m  cancel: Number of CANCEL retries. The
default is 10.

Router(config-sip-ua)# max-forwards number

(Optional) Limits the number of proxy or
redirect servers that can forward a request.
The default is 6.

Router(config-sip-ua)# max-redirects number

(Optional) Sets the maximum number of
redirect servers. The default is 1.

Router(config-sip-ua)# default {max-forwards |
retry {invite | response | bye | cancel} | sip-
server | timers {trying | connect | disconnect |
expires} | transport}

(Optional) Resets the value of a SIP user
agent command to its default.
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.
SIP and H.323 Integration
i SIP Proxy Server: SIP Proxy Server:
ﬁ 192.168.2.1 192.168.1.1 ﬁ
Eﬂ @7 San Francisco =< g?_ -
/gy Gateway Oakland g/l —4. )
SIP Phone gig 011 |_172.16.4.3 IP WAN 172.16.3.5_| gig 01 SIP Phone
sip:1001@172.16.4.3:5060 SIP/2.0 @ sip:4001@172.16.3.5:5060 SIP/2.0
Gatekeeper
1722011

interface GigabitEthernet0/1 interface GigabitEthernet0/1

ip address 172.16.4.3 255.255.255.0 ip address 172.16.3.5 255.255.255.0

duplex full duplex full

speed 100 speed 100

h323-gateway voip interface h323-gateway voip interface

h323-gateway voip id Dallas ipaddr 172.20.1.1 1719 h323-gateway voip id Dallas ipaddr 172.20.1.1 1719
h323-gateway voip h323-id SFGW h323-gateway voip h323-id OAK

! !

dial-peer voice 1 voip dial-peer voice 1 voip

application session application session

destination-pattern 4... destination-pattern 1...

voice-class codec 1 voice-class codec 1

voice-class h323 1 voice-class h323 1

session protocol sipv2 session protocol sipv2

session target ras session target ras

dtmf -relay h245-alphanumeric dtmf -relay h245-alphanumeric

WK V10118

If SIP is deployed in a network where H.323 is also used, there can be no performance
limitations related to the call mix between SIP and H.323 calls, and there can be no significant
deviation in calls-per-second measurements compared to a homogeneous SIP or H.323
network.

Gateways coordinate calls by communicating with gatekeepers using the Registration,
Admission, and Status (RAS) protocol. Within a SIP network, an infrastructure proxy server
controls call routing and performs functions such as registration, authentication, authorization,
network access control, and network security. It finds the next-hop routing information based
on received or translated destination URLs or E.164 addresses.

When both SIP and H.323 are deployed in a network, support of the two protocols on a single
gateway is critical. Another integral part of dual-protocol deployment is the ability for H.323
gatekeepers and SIP proxies to interwork and share routing capabilities. The SIP proxy server
actually acts like another gatekeeper to the H.323 network. This optimized routing structure
provides a shorter post-dial delay and a more efficient use of gateway resources. It must be
stressed that the SIP-proxy to gatekeeper communication is used only for call routing and not
for any type of protocol translation.

This type of communication between SIP-based and H.323-based components also is used only
for call signaling. SIP RTP streams only flow directly between SIP endpoints.
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SIP Gateway Integration with Cisco CallManager

This topic describes how SIP gateways integrate with Cisco CallManager and Cisco
CallManager Express in an IP telephony network.

Cisco CallManager 4.1(2) SIP Trunk

Configuration
Trunk Configuration 1. Trunk
2. Route Grou
Product: SIP Trunk B P
Device Protocol: SIP 3. Route List
Status: Update completed 4. Route Pattern
Update Delete Reset Trunk
5. Test trunk
Device Name* SIPTrunk
Description CCMSIPTrk-to-ProsySrv
Device Pool* Device_Pool_AB_HQ hd
call Classification* Use System Default A
Media Resource Group List <None » -
Location HQ M
AAR Group <None > )

F mMedia Termination Point Required

Destination Address* 17216.31

[~ Destination Address is an SRY

SCCP Phones

y/. / Y/ 7))
a7 1)

172.16.1.1

SIP Phones

Port Cisco CallManager uses to send
SIP traffic to proxy server

Port Cisco CallManager listens to for
incoming SIP traffic

Destination Port [fog | e—
Incoming Port* BOBT | mm—
Outgeing Transport Type* UoP -
Preferrsd Originating Codec®  [Fuaw =]

005 Cisco Systems, Inc. Al rights reserved.
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In a call-processing environment that uses SIP, use SIP trunks to configure a signaling interface

with Cisco CallManager for SIP calls. SIP trunks (or signaling interfaces) connect Cisco

CallManager clusters with a SIP proxy server. A SIP signaling interface uses port-based

routing, and Cisco CallManager accepts calls from any gateway as long as the SIP messages
arrive on the port that is configured as a SIP signaling interface. The SIP signaling interface
uses requests and responses to establish, maintain, and terminate calls (or sessions) between

two or more endpoints.

Setting up the proxy server is beyond the scope of this course.
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Cisco CallManager 4.1(2) SIP Trunk to SIP

Trunk

- Trunk 172.16.1.1

A——
. Route Group - I—E

1

2

3. Route List

4. Route Pattern
5. Test Trunk

M=K

3

172.16.2.1

{ om )
=

Trunk Configuration

Product: SIP Trunk
Device Protocol: SIP
Status: Ready

Update | Delste | ResetTrunk

Ee——— Eararrera——
pa—— T —
P, e —]
call Classifeatian® EErErr—|
T - B
Location HQ hd
— AT —

W Media Terminstion Point Requirer

721621

™ Destination address is an SRV

Destination Address™

Destination Port [oeo
Incoming Port* fFoer
Outgaing Transport Type* UDP ~
Preferred Originating Codec®  [71lulaw ]

Trunk Configuration

Product: SIP Trunk
Device Protocol: SIP
Status: Ready

Update | Delete | ResetTrunk

P — e
pa——— R e a—
P, EEr a—
e [ rr—
<> &
Location HQ h
e — T —

IV Media Termination Point Required

Destination Address* [rziear
[l tion address is an SRY

Destination Po Foer
Incoming Port* Foes
Outgoing Transport Type* UDP =
Preferred Originating Codec*  [7llulaw ]

o Systems, Inc. Al rights reserved.
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Before deploying Cisco CallManager into a SIP environment, test the call flow between two
CallManager clusters, if there are more than one cluster. This test will validate whether the
CallManagers are configured correctly.

For more information, refer to the “Trunk Configuration” section in the “Cisco CallManager

Administration Guide” at

http://www .cisco.com/en/US/products/sw/voicesw/ps556/products_administration guide book

09186a00802d8eaf.html.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

* In configuring an H.323 gateway with Cisco CallManager, the
first step is to set the H.225 timer to 3 seconds. The next step
is to configure the dial peers.

+ H.323 dial peers can be configured to define primary and
backup Cisco CallManager servers with switchover to a
backup server if necessary.

* In toll bypass situations, if the packet network bandwidth is
constrained, or unavailable, the call is routed transparently to
the PSTN gateway interface (dial peer #) for transport to the
remote site.

* MGCP PRI backhaul terminates all of the ISDN PRI Layer 2
(Q.921) signaling functions on the MGCP gateway and
packages all of the ISDN PRI Layer 3 (Q.931) signaling
information into packets for transmission to Cisco
CallManager through an IP tunnel.

nc. Al rights reser GWGK v1.0—1-21

Summary (Cont.)

* When both SIP and H.323 are deployed in a network, support
of the two protocols on a single gateway is critical. Another
integral part of dual-protocol deployment is the ability for
H.323 gatekeepers and SIP proxies to interwork and share
routing capabilities.

* In a call-processing environment that uses SIP, use SIP
trunks to configure a signaling interface with Cisco
CallManager for SIP calls. SIP trunks
(or signaling interfaces) connect Cisco CallManager clusters
with a SIP proxy server.

* When a Cisco CallManager Express router is deployed in SIP
networks, its integration with SIP is via SIP gateway trunks
for the support of basic calls.

nc. Al rights reser GWGK v1.0—1-22
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Lesson Self-Check

Use the questions here to review what you learned in this lesson. The correct answers and
solutions are found in the Lesson Self-Check Answer Key.

Q1)  Why is it necessary to decrease the H.225 timer on the H.323 gateway to 3 seconds?
(Source: H.323 Gateway Integration with Cisco CallManager)

Q2)  List the VoIP toll bypass types. (Source: H.323 Gateway Integration with Toll Bypass)

Q3)  How can an H.323 voice gateway be configured to use redundant CallManagers?
(Source: H.323 Gateway Integration with Cisco CallManager)

A)

B)
0

D)

H.323 gateways can use the MGCP redundant host commands if they are
configured. This configuration allows H.323 and MGCP to use the primary and
backup Cisco CallManager.

H.323 dial peers can be configured to define primary and backup CallManager
servers with switchover to a backup server if necessary.

Use the priority keyword when defining multiple IPV4 peers in the dial plan:
always use 1 for the primary and 2 for the backup CallManager.

Redundancy is configured on the CallManager where the intelligence lies, not
on the gateway.

Q4)  Where does MGCP PRI backhaul terminate all ISDN PRI Layer 2 (Q.921) signaling
functions? (Source: MCGP Backhauling)

A)
B)
0

D)

MGCP PRI backhaul terminates all of the ISDN PRI Layer 2 (Q.921) signaling
functions on the MGCP gateway.

MGCP PRI backhaul terminates all of the ISDN PRI Layer 2 (Q.921) signaling
functions on the Cisco CallManager.

MGCP PRI backhaul cannot terminate ISDN PRI Layer 2 (Q.921) signaling; it
can only terminate ISDN PRI Layer 3 (Q.931).

MGCP PRI backhaul terminates all of the ISDN PRI Layer 2 (Q.921) signaling
functions into QSIG packets for transmission to Cisco CallManager through an
IP tunnel.
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Q5)  What information does MGCP PRI backhaul package for transmission to a
CallManager? (Source: Source: MCGP Backhauling)
A) all of the ISDN PRI Layer 2 (Q.921) signaling information
B) all of the ISDN PRI Layer 3 (Q.931) signaling information

O) just the display and user-to-user information elements
D) just the tunneling of redirecting number information element

Q6)  What are the key SIP and H.323 integration considerations? (Source: SIP Gateway
Integration with Cisco CallManager)

Q7)  What is required for a Cisco CallManager to make SIP calls? (Source: SIP Gateway
Integration with CallManager)
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Lesson Self-Check Answer Key

QD

Q2)

Q3)

Q4

Q5)

Qo)

Q7

This step is necessary because, by default, the H.225 timer that controls redirection to a less preferred dial
peer on a “no-response” failure is considerably longer than the 10-second timer of the Q.931 Call
Proceeding timer. By setting the H.225 timer to 3 seconds, the router attempts a connection to the primary
Cisco CallManager server, and if it does not receive a response in 3 seconds, it falls back to the secondary
Cisco CallManager server.

Cisco CallManager to Cisco CallManager

Cisco CallManager to Cisco CallManager Express sites

Cisco CallManager to remote sites that are part of the same cluster
Cisco CallManager to remote sites under PBX control

PBX to other PBX-controlled sites

B

A

B

In deployments where both SIP and H.323 protocols are used, it is important that the calls-per-second
performance of both environments is similar. Provisions for communication between the Cisco SIP proxy
server and H.323 gatekeepers allow hybrid networks that include both SIP and H.323 traffic.

Cisco CallManager requires an RFC 2833 DTMF-compliant MTP software device to make SIP calls. The
current standard for SIP uses in-band payload types to indicate DTMF tones, and IP telephony components

such as SCCP IP Phones only support out-of-band payload types. Thus, an RFC 2833-compliant MTP
device monitors for payload type and acts as a translator between in-band and out-of-band payload types.
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Lesson 4

Configuring Fax and Modem
Support

Overview

Configuring fax and modem support on gateways is a complex task, and it remains one of the
major challenges for network or system administrators because many organizations continue to
use analog fax machines that use complicated tone-based protocols to establish connections and
pass on information. This lesson discusses fax relay, fax pass-through, modem relay, and
modem pass-through solutions. It also discusses best practices for the configuration of modem
and fax as voice in VoIP.

Objectives

Upon completing this lesson, you will be able to explain how fax and modem traffic are
supported on an H.323, an MGCP, and a SIP gateway. This ability includes being able to meet
these objectives:

m  Explain the fax relay solution

m  Explain the fax pass-through solution

m  Describe the best practices for configuring fax as voice in VoIP
m  Explain the modem relay solution

m  Explain the modem pass-through solution

m  Describe the best practices for configuring modem as voice in VoIP



Fax Relay

The topic explains the fax-relay solution to the problem of fax as voice in a VoIP environment.

Cisco Fax-Relay Topology

9.6-kbps

0110011

Digitized DSP
Document Demodulates

1

Analog 9.6-kbps
G3 Fax Fax over IP

N

%’- IP Network —% oy

GWGK v1.0—1-3

Fax relay is a technique used to overcome the deficiency in high compression voice codecs,

such as G729 or G723, when these codecs try to pass fax traffic.

Since a fax call is treated like a regular speech call, the digital signal processor (DSP) in each
gateway goes into voice mode. After this conversion, the DSP expects to receive and process
human speech. During the life of the call, if the DSP hears a fax answer, caller-entered digits
(CEDs), or calling tone, the DSP does not interfere with the speech processing. Instead, the

DSP allows the tone to continue across the VoIP call leg.

After generating a CED or hearing a calling tone, a fax machine transmits a T.30 digital
information signal (DIS) message as part of fax handshaking. This process usually occurs at the
terminating fax machine. The terminating gateway DSP then detects the High-Level Data Link
Control (HDLC) flag sequence at the start of the DIS message and initiates fax relay
switchover. The terminating gateway unloads the voice codec and loads a fax codec to handle

the fax call.

Notification also is sent to the DSP on the other side of the VoIP network so that the DSPs on
each side of the fax call are using the fax codec. The notification mechanisms differ depending
on the fax relay protocol used. With the fax codec loaded, the DSPs demodulate the T.30
HDLC frames, extract the fax information, and pass it between the routers using one of the

following fax relay protocols:

m  Proprietary Cisco fax relay for VolP: Fax relay is the default mode for passing faxes
through a VoIP network and Cisco fax relay is the default fax-relay type. This capability
has been supported in Cisco IOS Releases 11.3 and later, is widely available, and uses
Real-Time Transport Protocol (RTP) to transport the fax data.
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m  Standards-based T.38 fax for VoIP: T.38 has been available in Cisco IOS Software
Releases 12.1(3)T and later on some platforms. You can enable it with the fax relay
protocol t38 command configured under the VoIP dial peer. It uses User Data Protocol
(UDP) to transport fax data.

m  Standards-based FRF.11 Annex D for Voice over Frame Relay (VoFR) and Voice
over Asynchronous Transfer Mode (VoATM).

It is important to understand that unlike in-band faxing or fax pass-through, fax relay breaks
down the T.30 fax tones into their specific HDLC frames (demodulation), transmits the
information across the VoIP network using the fax-relay protocol, and then converts the bits
back into tones at the far side (modulation). The fax machines on either end are sending and
receiving tones and are not aware that a demodulation and modulation fax-relay process is
occurring.

Cisco fax relay and T.38 fax relay also differ from T.37 fax store and forward. T.37 provides a
standards-based method of allowing a VoIP gateway to receive the following:

m A fax from a fax machine and forward it to an SMTP-capable mail server, which can then
deliver the fax to a user as an e-mail message

®  An e-mail message from a mail server and modulate it into a fax signal for receipt by a
regular fax machine
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Fax-Relay Optimization Commands
ﬂ
CIC1GW (config-dial-peer)#
|fax rate {2400|4800|7200|9600|12000|14400|disable|voice} |

* Example: fax rate 9600 voice

CIC1GW (config-dial-peer)#

|fax—re1ay ecm disable |

* Disables fax-relay ECM

CIC1GW (config-dial-peer) #
| fax NSF word |

- word indicates country and manufacturer

CIC1GW (config-dial-peer) #

fax protocol {cisco|none|system|pass-through
{g711ulaw|g71lalaw}}

* Disables fax-relay ECM

nc. Al rights reserv GWGK v1.0—1-4

Fax relay exists, by default, on VoIP platforms. If voice calls complete successfully between
two routers, fax calls should also work. However, when fax relay does not work or performance
needs to be improved, there are some fax-relay-specific commands you can issue as a precursor
to troubleshooting the problem.

The fax rate command is configured under the VoIP dial peer in configuration mode. The
default setting is fax rate voice, which does not appear in the configuration under each dial
peer.

The fax rate voice setting restricts the fax rate to the codec bandwidth. This restriction means
that if the dial peer is configured to use the default G.729 voice codec that compresses voice to
8 kbps, the fax rate voice setting would not allow fax calls to exceed this codec bandwidth. The
fax would be limited to a bandwidth of 7200 bits per second (bps), even if it tried initially to
negotiate at a higher bandwidth of 14,400 bps or 9600 bps.

A common complaint is that faxes that used to complete within a certain time when the fax
machine was connected via the public switched telephone network (PSTN) now take twice as
long to complete. This behavior is expected if a low-bandwidth codec such as G.729 has been
configured with the default fax rate voice setting. Using the fax rate command, you can
configure fax transmissions to use a bandwidth greater than the codec compression. The
command fax rate 14400 allows fax calls to negotiate to a maximum of 14,400 bps regardless
of the voice codec that is configured. This configuration resolves the problem of longer
completion times.

However, the main purpose of the fax rate command within voice networks is to determine
bandwidth use per call. The fax rate voice setting is the default because it ensures that both
voice and fax calls use the same amount of bandwidth within the network. You should consider
these factors when you are changing the fax rate to something greater than that of the codec
bandwidth.

Note Some fax machines may operate more stably at a rate different from the default. In this
case, the fax rate command can be used to test operation at different speeds.

1-106 Implementing Cisco Voice Gateways and Gatekeepers (GWGK) v1.0 Copyright © 2005, Cisco Systems, Inc.



The fax-relay ECM disable command is available for Cisco fax relay only and is issued to
disable Error Correction Mode (ECM) negotiation between a pair of fax machines. ECM
ensures that the faxed pages are transmitted error free and is a feature that is usually found on
higher-end fax machines. Unfortunately, ECM has a low tolerance (approximately two percent)
for jitter and packet loss. Therefore, when this negotiated feature is enabled, it may result in a
higher fax-failure rate in VolP networks. Incomplete output on the terminating fax is a
symptom of failures caused by packet loss.

If both fax machines agree during the fax negotiation phase, ECM is enabled. However, during
fax relay, the routers demodulate the fax tones into their true HDLC frame format. As a result,
the routers are able to intercept and overwrite the field in the frame that indicates ECM status.
If a fax machine transmits ECM capability, the router can change this parameter so that the
other fax machine believes that ECM is not supported. Both fax machines are then forced to
disable ECM, which results in using standard T.4 data to transmit the fax data.

Fax reliability is increased greatly with ECM disabled, even with much higher packet loss
(about 10 percent) and delay. In addition, the fax-relay ECM disable command automatically
enables a Cisco 10S software feature called “packet loss concealment” whereby lost scan lines
are repeated to spoof the receiving fax machine into believing that it is receiving all the data.

Note While ECM may improve the success rate of fax transmissions in badly configured voice
networks, the underlying network problems remain and should be addressed to prevent
other problems from occurring.

Disabling ECM is a straightforward configuration step that you perform under the VoIP dial
peer. As noted in the command reference, this command currently works only for VoIP dial
peers.

The fax NSF command is used to prevent the transfer of proprietary fax capabilities. Since the
router fax relay implementation demodulates and decodes the fax tones based on the T.30
specification, proprietary transactions or encoding break fax relay and cause the fax
transmission to fail. Certain brands of fax machines use these proprietary encodings to signal
the availability of enhanced capabilities, which help a fax manufacturer distinguish its products
from others. This capability notification takes place using the optional Non Standard Facilities
(NSF) field during fax negotiation.

When you issue the fax NSF command, the router overwrites the NSF so only standard fax
transactions will occur. Vendor-specific facilities that are beyond the standard Group 3
requirements, and that break Cisco fax relay, are prevented from being used. When this
command is issued, the NSF is set to all zeros, and this should fix problems caused by the NSF
field.

The fax protocol command is required for VoIP to specify which fax-relay protocol (T.38 or
Cisco fax relay) will be used.

The cisco option configures Cisco fax relay. The ¢38 option disables Cisco fax relay and
enables T.38. Certain voice platforms support only T.38. Hence, for interoperability, you must
explicitly configure T.38 on platforms where Cisco fax relay is the default. The system option
allows the dial peer to inherit the fax relay protocol that is configured globally with the voice
service voip command. If nothing is configured under the voice service voip command, the
default is Cisco fax relay.

The default setting of the fax protocol command is the system option. Because the system
option defaults to Cisco fax relay, VoIP dial peers always default to Cisco fax relay when no
protocol has been explicitly configured.
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Configuring Cisco Fax-Relay Support

Individual VolP Dial Peers

1. dial-peer voice tag voip

2. fax protocol {cisco | none | system | pass-through
{g711lulaw | g71llalaw}}

3. fax rate {12000 | 14400 | 2400 | 4800 | 7200 | 9600 |

disable | voice} [bytes ratel]

fax-relay ecm disable

fax nsf word

6. exit

ul o

VolIP Dial Peers Globally

1. voice service voip
2. fax protocol {cisco | none}
3. exit

nc. Al rights reserv GWGK v1.0—1-5

On platforms that support it, Cisco fax relay is enabled by default. However, there are also two
commands that allow you explicitly to select Cisco fax relay, either for an individual dial peer
or globally for all dial peers. Several other commands allow you to set various fax parameters.
Fax relay parameters that are set for an individual dial peer under the dial-peer voice command
take precedence over global settings made under the voice service voip command. Cisco fax
relay uses RTP to transport the fax data. Cisco fax relay is configured on the VoIP dial peers
that direct calls into and out of the packet network.

Note Some Cisco platforms such as the Cisco AS5350 Universal Gateway, Cisco AS5400 Series
Universal Gateways, Cisco AS5800 Series Universal Gateway, and Cisco AS5850 Universal
Gateway do not support Cisco fax relay.

To configure one or more individual VolIP dial peers, use the following commands: (This task
allows you to specify Cisco fax-relay parameter values for individual dial peers.)

m  dial-peer voice tag voip

m  fax protocol {cisco | none | system | passthrough {g711ulaw | g711alaw}}

m  fax rate {12000 | 14400 | 2400 | 4800 | 7200 | 9600 | disable | voice} [bytes rate]
m fax-relay ecm disable

m  fax nsf word

B exit

To configure VoIP dial peers globally, complete the following steps:
Step 1 Enter voice service voip.
Step 2 Enter fax protocol{cisco|none}.

Step 3 Enter exit.
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T.38 Topology
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The T.38 fax relay for VoIP H.323 feature provides standards-based fax-relay protocol support.
The Cisco fax-relay solution is not always an ideal solution for enterprise and service provider
customers who have a mixed vendor network. Because the T.38 fax relay protocol is standards-
based, Cisco gateways and gatekeepers are able to interoperate with third-party T.38-enabled
gateways and gatekeepers in a mixed vendor network where real-time fax-relay capabilities are
required.

The figure shows a T.38 topology. G3 fax machines are attached at either end of an IP network.
Fax signals are sent between a G3 fax machine and a T.38 gateway. T.38 gateways translate fax
signals into IP packets, and then send them over an IP network using the T.38 protocol. T.30 is
used to support fax transmission across the network. For example, when a fax is sent from the
originating gateway, an initial voice call is established. The terminating gateway detects the fax
tone that was generated by the answering fax machine. The VoIP H.323 call stack then starts a
T.38 mode request using H.245 procedures. If the opposite end of the call acknowledges the
T.38 mode request, the initial audio channel is closed and a T.38 fax relay channel is opened.
When the fax transmission is completed, the call is reverted back to voice mode.

Note Some Cisco voice gateways do not currently support T.38. Because of the restricted
availability of T.38 support on the voice gateways, detailed information about it is beyond the
scope of this lesson. Briefly, you need to configure T.38 fax relay in both the originating and
terminating H.323 gateways for the T.38 fax relay for VolP to operate.

Only UDP is implemented for T.38 fax relay for VoIP H.323 gateway support on the
multiservice gateways for the Cisco IOS Software Release 12.1(3)T. Transmission Control
Protocol (TCP) T.38 fax relay is not supported.
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Note TCP and UDP are the transport protocols that are specified in the International
Telecommunication Union Telecommunication Standardization Sector (ITU-T)
recommendation for T.38. However, only UDP is supported for Cisco I0S Software Release
12.1(3)T. For further information on T.38 protocol, refer to the ITU-T T.38 recommendation.

You must complete voice interoperability testing with third-party gateways and gatekeepers
before configuring the T.38 fax relay for the VoIP H.323 feature in your network because
different companies may select certain parts of H.323 and T.38 to implement into their
gateways and gatekeepers. The following are T.38 fax-relay requirements:

m T.38 fax-relay interoperability requires H.323 version 2.

m  T.38 fax relay is not supported by Multimedia Conference Manager (MCM) H.323 proxy
in Cisco IOS Software Release 12.1(3)T.

m  T.38 fax relay is not supported in conjunction with Media Gateway Control Protocol
(MGCP), Simple Gateway Control Protocol (SGCP), or Session Initiation Protocol (SIP) in
Cisco 10S Software Release 12.1(3)T.

For additional information about implementing T.38 on these Cisco voice gateways, see the
“T.38 fax relay for Voice over IP H.323” feature in the Cisco 10S Voice Command Reference,
Release 12.3 at
http://www.cisco.com/en/US/products/sw/iosswrel/ps5187/products command reference book
09186a00801e8a79.html.

Also, see the “Platform Support for Cisco Fax Services” section in the Cisco Fax Services over
1P Application available at
http://www.cisco.com/en/US/partner/products/sw/iosswrel/ps1839/products feature guide cha
pter09186a00800b5dce.html#wp1158490.
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Prerequisites for T.38 Fax Relax for VolP

Check for the following:

+ A Cisco IOS software release that supports fax
pass-through is running.

* There is a working VoIP H.323 or SIP network for
voice calls.

* There has been complete voice interoperability
testing with third-party gateways and gatekeepers.

* There is a minimum of 64 MB of RAM.

nc. Al rights reser GWGK v1.0—1-7

Ensure that the following have been performed or checked before configuring VoIP H.323 for
the T.38 fax relay:

m  Cisco IOS Software Release 12.1(3)T is running on the Cisco AS5300 Series Universal
Access Server.

m  There is a working VoIP H.323 network for voice calls.

m  Voice interoperability testing with third-party gateways and gatekeepers has been
completed.

m  There is a minimum of 64 MB of RAM.

Note Although 96 to 128 MB of RAM is recommended, the memory requirement depends on the
platform and the anticipated number of calls to be made through the system.
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Configuring T.38 Fax Relay for VolP H.323
Globally (Required)

Command

SR Router (config)# voice service voip

SOPAN Router (config-voi-serv) # fax protocol {cisco
t38
[1s_redundancy value]
[hs_redundancy value]}

SR Router (config-voi-serv) # exit

SR Router (config)# exit

nc. Al rights reserved. GWGK v1.0—1-8

You need to configure T.38 fax relay in both the originating and terminating gateways for the
T.38 fax relay for VoIP H.323 to operate. To specify the global default fax protocol for all the
VolIP dial peers, configure the dial peers in global configuration mode. To specify the fax

protocol for a specific VoIP dial peer, configure the dial peer in dial-peer configuration mode.

Fax relay parameters that are set for an individual dial peer under the dial-peer voice command
take precedence over global settings made under the voice service voip command.

To configure T.38 fax relay for VoIP H.323 for all the connections of a gateway, use the
commands provided in the “Configure T.38 Fax Relay for VoIP H.323 Globally” table and be
sure to begin in global configuration mode. (Repeat the configuration steps on both the
originating and terminating gateways.)
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Configure T.38 Fax Relay for VolP H.323 Globally

Step

Command

Description

1.

Router (config)# voice service
voip

Enters the voice-service configuration
mode.

Router (config-voi-serv)# fax
protocol {cisco | t38
[ls_redundancy valuel

[hs redundancy value] }

This command specifies the global default
fax protocol for all the VolIP dial peers. The
t38 keyword enables the T.38 fax relay
protocol. The cisco keyword selects the
original Cisco proprietary fax protocol.
Optional parameters Is_redundancy and
hs_redundancy are used to send
redundant T.38 fax packets.

Note: The Is_redundancy and
hs_redundancy parameters are applicable
only to the T.38 fax relay protocol.

The Is_redundancy parameter refers to
data redundancy in the low-speed V.21-
based T.30 fax machine protocol. For the
Is_redundancy parameter, the value can
be from 0 to 5. The default is 0 (no
redundancy). The parameter value sets the
redundancy factor for the T.38 fax relay.

The hs_redundancy parameter refers to
data redundancy in the high-speed V.17,
V.27, and V.29 T .4 or T.6 fax machine
image data. For the hs_redundancy
parameter, the value can be from 0 to 2.
The default is 0 (no redundancy). The
parameter value sets the redundancy factor
for the T.38 fax relay.

Note: Setting the hs_redundancy
parameter to greater than 0 causes a
significant increase in the network
bandwidth consumed by the fax call.

Router (config-voi-serv)# exit

Exits the voice-service configuration mode
and returns to the global configuration
mode.

Router (config)# exit

Exits the global configuration mode.
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Configuring T.38 Fax Relay for a Specific
Dial Peer (Optional)

Command

Router (config)# dial-peer voice tag voip

Router (config-dial-peer)# fax protocol {cisco | t38
[1s_redundancy value] [hs_redundancy value] | system}

Router (config-dial-peer)# fax rate {12000 | 14400 | 2400 |
4800 | 7200 | 9600} {disable | voice} I[bytes ratel

Cisco Systems, Inc. Al rights reserved GWGK v1.0—1-9

When T.38 fax relay is configured under the dial-peer voice configuration, the configuration for
the specific dial peer takes precedence over the global configuration under the voice service
voip command.

To configure T.38 fax relay for VoIP H.323 for a specific dial peer, use the following
commands provided in the “Configure T.38 Fax Relay for VoIP H.323 for a Specific Dial Peer’
table and begin in dial-peer configuration mode. Repeat the configuration steps on both the
originating and terminating gateways.

1)
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Configure T.38 Fax Relay for VolP H.323 for a Specific Dial Peer

Step

Command

Description

1.

Router (config)# dial-peer
voice tag voip

Enters dial-peer configuration mode.

Router (config-dial-peer)# fax
protocol {cisco | t38
[ls_redundancy valuel
[hs_redundancy value] |
system}

This command specifies the fax protocol for
a dial peer. The t38 keyword enables the
T.38 fax relay protocol. The cisco keyword
selects the original Cisco proprietary fax
protocol. When the system keyword is
selected in the dial peer, it specifies the
global default fax protocol used by a dial
peer, set by the fax protocol t.38
command. Optional parameters
Is_redundancy and hs_redundancy are
used to send redundant T.38 fax packets.

Note: The Is_redundancy and
hs_redundancy parameters are applicable
only to the T.38 fax relay protocol.

The Is_redundancy parameter refers to
data redundancy in the low-speed V.21-
based T.30 fax machine protocol. For the
Is_redundancy parameter, the value can
be from 0 to 5. The default is 0 (no
redundancy). The parameter value sets the
redundancy factor for the T.38 fax relay.

The hs_redundancy parameter refers to
data redundancy in the high-speed V.17,
V.27, and V.29 T .4 or T.6 fax machine
image data. For the hs_redundancy
parameter, the value can be from 0 to 2.
The default is 0 (no redundancy). The
parameter value sets the redundancy factor
for the T.38 fax relay.

Note: Setting the hs_redundancy
parameter to greater than 0 causes a
significant increase in the network
bandwidth consumed by the fax call.

Router (config-dial-peer)# fax
rate {12000 14400 & 2400
4800 | 7200 9600} {disable
| voice} [bytes ratel

Selects the maximum fax transmission
speed for a dial peer.

Copyright © 2005, Cisco Systems, Inc.

Function of Gateways and Gatekeepers 1-115



Example: T.38 Fax Relay for VoIP H.323

Configuration
lIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII‘IIIIIIIIIIEEE:E:E'IIIII

Router# show running-config dial-peer voice 14151 voip

Building configuration. .. 11! Uses t38 fax from voice

. . service voi,
Current configuration: P

destination-pattern 14151..

. . . session target ras
voice service voip g

|
fax protocol t38 :
dial-peer voice 14152 voip

111 1

interface Ethernet0/0 e ?s?s C?sco fax for a
specific dialpeer

ip address 10.0.47.47 255.255.0.0 . .

P destination-pattern 14152..

h323-gateway voip interface .
session target ras

h323-gateway voip id ipaddr
10.0.47.36 1719

h323-gateway voip h323-id 36402

fax protocol cisco
|

gateway

nc. Al rights reserved. GWGK v1.0—1-10

As discussed previously, T.38 fax relay is real-time fax transmission where two fax machines
communicate with each other as if there were a direct phone line between the two.

Cisco provides two methods for fax relay: A proprietary Cisco method and a method based on
the ITU-T T.38 standard. On most platforms, Cisco fax relay is the default if a fax method is
not explicitly configured. On the left of the screen capture in the figure, the command enables
the T.38 fax relay feature. Fax relay is configured using a few additional commands on gateway
dial peers that have already been defined and configured for voice calls. On the right of the
screen capture, the highlighted comments declare the type of T.38 configuration enabled: T.38
fax from the voice service voip command in the first and Cisco fax for a specific dial peer in
the second configuration.

For additional information on Cisco fax relay, see the “Configuring Cisco Fax Relay” chapter
in Cisco I0S Fax Services over IP Configuration Guide Release 12.3(1) at
http://www.cisco.com/en/US/products/sw/iosswrel/ps1839/products_feature guide book09186
a008017cf32.html.
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T.37 Store-and-Forward Fax
ﬂ

Two modes of operation

* On-ramp: Receives faxes that are delivered as e-
mail attachments

» Off-ramp: Sends standard e-mail messages that
are delivered as faxes

nc. Al rights reserv GWGK v1.0—1-11

T.37 store-and-forward fax consists of these two processes:

m  On-ramp faxing, in which a voice gateway that handles incoming calls from a standard fax
machine or the PSTN converts a traditional Group 3 fax into an e-mail message with a
Tagged Image File Format (TIFF) attachment. An e-mail server handles the fax e-mail
message and attachment while they are traversing the packet network, and they can be
stored for later delivery or delivered immediately to a PC or to an off-ramp gateway.

m  Off-ramp faxing, in which a voice gateway that handles calls going out from the network to
a fax machine or the PSTN converts a fax e-mail with a TIFF attachment into a traditional
fax format that can be delivered to a standard fax machine or to the PSTN.

On-ramp and off-ramp faxing processes can be combined on a single gateway, or they can
occur on separate gateways. Store-and-forward fax uses two different interactive voice
response (IVR) applications for on-ramp and off-ramp functionality. The applications are
implemented in two Tool Command Language (TCL) scripts that you can download from
Cisco.com.

Simple Mail Transfer Protocol (SMTP) facilitates the basic functionality of store-and-forward
fax and has additional functionality that provides confirmation of delivery by using existing
SMTP mechanisms, such as Extended Simple Mail Transfer Protocol (ESMTP).

Store-and-forward fax requires you to configure gateway dial peers and to specify values for
the following types of parameters:

m VR application parameters and IVR security and accounting parameters: These
items load the applications on the router and also enable authorization and accounting for
the application.

m  Fax parameters: These items specify the cover sheet and header information that appears
on faxes that are generated in the packet network.

®  Mail Transfer Agent (MTA) parameters: These items define delivery parameters for the
e-mail messages that accompany fax TIFF images.
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m  Message disposition notification (MDN) parameters: These items specify the generation
of messages to notify e-mail originators when their fax e-mail messages have been
delivered.

m  Delivery status notification (DSN) parameters: These items instruct the SMTP server to
send messages to e-mail originators to inform them of the status of their e-mail messages.

m  Gateway security and accounting parameters: These items define authentication,
authorization, and accounting (AAA) for faxes that enter or exit the packet network.

Note Store-and-forward fax configuration tasks are the same for H.323 and SIP networks. MGCP
networks are not supported for store-and-forward fax capabilities.

Fax calls from the PSTN enter the network through an on-ramp gateway, which is sometimes
called an originating gateway. Fax calls exit the packet network to the PSTN through an off-
ramp gateway, which is sometimes called a terminating gateway. In small networks, on-ramp
and off-ramp functionality can reside in the same gateway. For store-and-forward fax, each
type of gateway is configured for the following two types of dial peers:

m  The on-ramp gateway is configured with one or more plain old telephone service (POTS)
dial peers to handle fax calls inbound to the gateway from the PSTN and with one or more
Multimedia Mail over IP (MMolP) dial peers to direct calls outbound from the gateway to
the network.

m  The off-ramp gateway is configured with one or more MMolIP dial peers to handle fax calls
inbound from the IP network and with one or more POTS dial peers to direct calls
outbound through POTS voice ports to the PSTN.

Note The instructions in this lesson assume that your packet network includes separate gateways
for on-ramp and off-ramp functions. For smaller networks that use a single router for both
on-ramp and off-ramp functionality, follow both the on-ramp and off-ramp instructions on the
same router.
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On-Ramp Gateway Configuration for

T.37 Fax
ﬂ

Description

Enabling T.37 store-and-forward fax on the on-ramp
gateway (required)

Configuring dial peers on the on-ramp gateway
(required)

Configuring MTA parameters on the on-ramp gateway
(required)

Configuring DSNs on the on-ramp gateway (optional)

Configuring security and accounting on the on-ramp
gateway (optional)

Configuring T.37 IVR application security and
accounting (optional)

nc. Al rights reserved. GWGK v1.0—1-12

The configuration of T.37 store-and-forward fax is a detailed process and is beyond the scope
of this course. However, the steps for configuration are outlined in the “On-Ramp Gateway
Configuration for Store-and-Forward Fax” table, and the complete process can be reviewed in
the Cisco Fax Services over IP Application Guide, which can be found at
http://www.cisco.com/en/US/products/sw/iosswrel/ps1839/products_feature guide chapter091
86a00800b5dcf. html#wp1083029.
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On-Ramp Gateway Configuration for Store-and-Forward Fax

Step Action Notes
1. To enable T.37 store-and-forward fax on the on- | The purpose of this task is to enable T.37
ramp gateway (required), use the following store-and-forward fax by specifying the
commands: following information:
m  ip domain-name name m  Afully qualified domain name for the
m call application voice SMTP server
application-name location = Name and location of the T.37
m fax interface-type {fax-mail application
| modem} m  Type of T.37 processing to occur on
m fax send transmitting- this gateway
subscriber {$s$ | string} m  Called-subscriber number definition
2. To configure dial peers on the on-ramp gateway, | The purpose for configuring on-ramp
(required) us the following commands: gateway dial peers is to allow the router to
dial- . receive inbound fax traffic from the PSTN
" e ) peel.r voice t.:ag ?ots and to direct the traffic to the appropriate
m application application-name SMTP server.
m direct-inward-dial
m  incoming called-number string
m  exit
3. To configure MTA parameters on the on-ramp The on-ramp gateway uses the sending
gateway (required), use the following commands: | Message Transfer Agent (MTA) and dial
m mta send server {host-name | peers to receive fax calls from the PSTN
ip-address [port port- and tc_) define Qelivery parameters for the
number] } resulting g-mall message with t_he attaghed
) fax TIFF file. The purpose of this task is to
m mta send postmaster e-mail- configure parameter values associated
address with the MTA on the on-ramp gateway.
m mta send mail-from hostname
string
m mta send mail-from username
{string | $ss}
m mta send subject string
m mta send origin-prefix string
mta send return-receipt-to
{hostname string | username
string | username $s$}
4. Configure DSNs on the on-ramp gateway The dsn command allows you to enable or
(optional). disable the generation of DSNs for each
state by reissuing the command and
specifying a different notification option
each time.
5. Configure security and accounting on the on- This is an optional step.
ramp gateway (optional).
6. Configure T.37 IVR application security and This is an optional step.

accounting (optional).
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Off-Ramp Gateway Configuration for

T.37 Fax
ﬂ

Description

Enabling T.37 store-and-forward fax on the off-ramp
gateway (required)

Configuring dial peers on the off-ramp gateway
(required)

Configuring fax headers and cover pages on the off-
ramp gateway (optional)

Configuring MTA parameters on the off-ramp gateway
(required)

Configuring MDNs on the off-ramp gateway (optional)

Configuring security and accounting on the off-ramp
gateway (optional)

Configuring T.37 IVR application security and
accounting on the off-ramp gateway (optional)

nc. Al rights reserved. GWGK v1.0—1-13

The steps for configuring off-ramp gateway configuration for T.37 are outlined in the “Off-
Ramp Gateway Configuration for Store-and-Forward Fax” table.
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Off-Ramp Gateway Configuration for Store-and-Forward Fax

Step | Action Notes
1. To enable T.37 store-and-forward fax on the off- The purpose of this task is to enable T.37
ramp gateway (required), use the following store-and-forward fax by specifying the
commands: following information:
m  ip domain-name name m  Afully qualified domain name for the
m call application voice SMTP server
application-name location m  The name and location of the T.37
m fax interface-type {fax-mail | application
modem} m  The type of T.37 processing to occur
m fax send transmitting- on this gateway
subscriber {$s$ | string} m  Transmitting-subscriber number
definition
2. To configure dial peers on the off-ramp gateway The purpose for configuring off-ramp
(required), use the following commands: gateway dial peers is to allow the router to
ial- . . receive inbound fax traffic from an SMTP
= dia ) pee}_f veice t.:ag n_anlp server in the packet network and to direct
m application application-name that traffic to voice ports that interface with
m  incoming called-number string the PSTN.
m information-type fax
m image encoding {mh | mr | mmr
| passthrough}
m image resolution {fine |
standard | super-fine |
passthrough}
m  exit
3. Configure fax headers and cover pages on the The purpose of this task is to create
off-ramp gateway (optional). headers and cover pages for fax messages
that originate from plain-text e-mail
messages. This task does not apply to fax
TIFF files because headers and cover
pages are generated by the originating fax
machines and because the off-ramp
gateway does not alter TIFF files when
converting them.
4. To configure MTA parameters on the off-ramp The purpose of this task is to configure the
gateway (required), use the following commands: | way in which the off-ramp gateway receives
B mta receive aliases string messages from the MTA.
B mta receive maximum-recipients
number
m mta receive generate
5. Configure MDNs on the off-ramp gateway This is an optional step.
(optional).
6. Configure security and accounting on the off-ramp | This is an optional step.
gateway (optional).
7. Configure T.37 IVR application security and This is an optional step.

accounting on the off-ramp gateway (optional).
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Fax Pass-Through

The topic explains the fax pass-through solution to the problem of fax as voice in a VoIP
environment.

H.323 Fax Pass-Through Topologx

9.6-kbps

0110011 G.711

Digitized 64-kbps
Document Encoding

a7 T %’- IP Network —%
Analog 64-kbps
G3 Fax VolP

N

nc. Al rights reserve GWGK v1.0—1-14

Fax pass-through occurs when incoming fax data is not demodulated or compressed for its
transit through the packet network. In the figure, the two fax machines communicate directly
with each other over a transparent IP connection.

Note In this lesson, the terms fax pass-through and modem pass-through are used. The Cisco
10S Voice Command Reference, Release 12.3 T uses these commands in this way and that
practice is followed in this lesson.

When a gateway in fax pass-through mode detects a fax tone, it switches the call to a high-
bandwidth codec. The fax traffic, still in pulse code modulation (PCM) form, travels in-band
over VoIP using G.711 and no voice activity detection (VAD). This method of transporting fax
traffic takes a constant 64 kbps (payload) stream end to end for the duration of the call. Call
Admission Control (CAC) must be engineered to provide adequate bandwidth for expected
peak fax traffic and also voice traffic using G.729 compression. Fax pass-through is susceptible
to packet loss, jitter, and latency in the IP network, even though packet redundancy can be used
to mitigate the effects of packet loss.

Fax pass-through is supported under the following call control protocols:

m H.323

m SIP

m MGCP

m  Fax pass-through signaling using the protocol stack or Named Signaling Events (NSEs)
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When a fax tone is detected, the originating and terminating gateways need to communicate to
each other that they are changing to fax pass-through mode. Gateway signaling of the
changeover to fax mode can use either of these methods:

m  H.323 or SIP protocol stack (fax pass-through)
m  NSEs (modem pass-through)

New with Cisco IOS Software Release 12.2(13)T is the ability to specify the use of the H.323
or SIP protocol stack to signal the changeover to fax mode. This is enabled with the fax
protocol pass-through command.

Alternatively, you can use the modem passthrough command to configure the gateway to use
proprietary Cisco NSEs to signal the switch to pass-through mode. Pass-through using NSEs
has been available on the Cisco AS5300 Series Universal Gateway since Cisco IOS Software
Release 12.1(3)T and on most other platforms since Cisco I0S Software Release 12.2(11)T.

Modem pass-through is preferred if all of the involved gateways are Cisco IOS gateways. If
other gateways are involved in the fax transmissions, fax pass-through must be used. In all
cases, however, T.38 fax relay is the best solution if all of the involved gateways support it.

H.323 or SIP Support of Resource Reservation Protocol

As of Cisco I0S Software Release 12.2(13)T, H.323 or SIP gateways that are configured for
fax pass-through or modem pass-through allow Resource Reservation Protocol (RSVP)
bandwidth adjustments when the original voice call is configured to use RSVP. When the
original voice codec is restored at the end of the fax session, the original RSVP bandwidth is
restored as well. When current bandwidth is unavailable, the fax proceeds at a best-effort rate
without RSVP and with no performance guarantees. RSVP bandwidth adjustments for fax
transmissions are made as follows:

m  T.38 fax relay: RSVP bandwidth is adjusted to 80 kbps.
m  Fax passthrough: RSVP bandwidth is adjusted to 96 kbps.

H.323 Support for CAC

As of Cisco 10S Software Release 12.2(13)T, H.323 CAC adjustments are allowed in the case
of fax pass-through and modem pass-through. An H.323 gateway that uses a gatekeeper
requests the following bandwidths from the gatekeeper when codec changes are necessary:

m  T.38 fax relay: Bandwidth of 80 kbps
m  Fax passthrough: Bandwidth of 96 kbps

If the gatekeeper accepts the bandwidth changes, the session is permitted to continue over the
fax codec (G.711). If the gatekeeper rejects the bandwidth increase, the fax codec is terminated
and the gateway uses the configured fax protocol fallback or the original voice codec, in which
case the fax transfer fails.
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Configuring H.323 Fax Pass-Through

To configure fax pass-through locally or
globally, the following are required:

* One or more individual VolP dial peers
* VolIP dial peers globally configured

nc. Al rights reserv GWGK v1.0—1-15

VolIP dial peers for fax or modem pass-through can be configured, one at a time or globally. If
both methods are used, an individual dial-peer configuration takes precedence over the global
configuration, which means that a call matching a particular dial peer tries first to apply the fax
method that was configured individually on that dial peer. If no individual dial peer
configuration was made, the router uses the global configuration.

When configuring dial peers, you have the choice of specifying fax pass-through or modem
pass-through for the pass-through method. If you use the fax protocol pass-through command
to specify fax pass-through as the method, the gateway uses the H.323 or SIP protocol stack to
signal the changeover to fax mode. If you use the modem passthrough command to specify
modem pass-through as the method, the gateway uses NSEs for fax changeover signaling.

Configuring One or More Individual VolP Dial Peers

During this task, you enable fax pass-through on individual dial peers. Use the fax protocol
pass-through command or the modem passthrough command, but not both.

Configuring VoIP Dial Peers Globally

If you are adding fax pass-through capability to a number of previously defined VoIP dial
peers, you can configure all of them at one time in voice-service configuration mode.
Alternatively, you can add fax pass-through capability to VoIP dial peers one at a time by
following the instructions in the “Configuring One or More Individual VoIP Dial Peers”
available at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t11/faxap
p/pt.htm#wp1125493.

Note When fax pass-through or modem pass-through is configured under the dial-peer voice
configuration, the configuration for an individual dial peer takes precedence over the global
configuration under the voice service voip command.
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When you are using the voice service voip and modem passthrough nse commands on a
terminating gateway to globally set up fax or modem pass-through with NSEs, you must also
ensure that each incoming call is associated with a VoIP dial peer to retrieve the global fax or
modem configuration. Associate calls with dial peers using the incoming called-number
command to specify a sequence of digits that match incoming calls. Ensure that all calls match

at least one dial peer by using the following commands:
m  Router(config)# dial-peer voice tag voip

m  Router(config-dial-peer)# incoming called-number

More Individual VolP Dial Peers

Command or Action
dial-peer voice tag voip
Example:

Router (config)# dial-peer voice 25 voip

Configuring Fax Pass-Through on One or

ﬂ

fax protocol pass-through {g7llulaw | g7llalaw} | system

or

{g71llalaw | g7llulaw} [redundancy]}
Example:

or

redundancy

modem passthrough {system | nse [payload-type number] codec

Router (config-dial-peer)# fax protocol pass-through g7llulaw

Router (config-dial-peer)# modem passthrough nse codec g7llalaw

fax-rate disable
Example:

Router (config-dial-peer)# fax-rate disable

005 Cisco Systems, Inc. Al rights reserved.

GWGK v1.0—1-16

The steps to configure fax pass-through on more than one dial peer are shown in the figure.
Descriptions of the commands are in the “Configure Fax Pass-Through on One or More

Individual VoIP Dial Peers” table.
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Configure Fax Pass-Through on One or More Individual VolP Dial Peers

Step Command Description
1. dial-peer voice tag voip Enters dial-peer configuration mode and
Example: defines a dial peer that directs traffic to or
’ s dial from a packet network.
Rout ial- e N
vglilczrz(gosoig) # dial-peer tag: This is a dial-peer identifier that
consists of one or more digits. Valid entries
are from 1 to 2147483647.
voip: Calls from this dial peer use voice
encapsulation on the packet network.
2. fax protocol passthrough Specifies the type of fax protocol to use on
{g711lulaw | g7llalaw} | system | this dial peer.
or passthrough: Uses the H.323 or SIP
d th h t protocol stack and the G.711 u-law or
E:een[lpzsariiadfzsge I{jzﬁe?]n | G.711 a-law codec. Use the same codec
codec {g7llalaw | g7llulaw} type for the originating and terminating
[redundancy] } gateways.
Example: system: Uses the protocol set under the
’ . . voice-service configuration mode.
Router (config-dial-peer)# fax 0
protocol passthrough g7llulaw r
or Enables faxes to use modem pass-through
and NSEs for fax changeover signaling.
Router (config-dial-peer) # K d follows:
modem passthrough nse codec eywords are as follows:
g7l1llalaw redundancy system: Uses the protocol set under the
voice-service configuration mode+.
nse: Named Signaling Event (NSE)
signaling is used to communicate codec
switchover.
payload-type number: (Optional) This is
the value for the NSE payload type. Range
varies by platform, but is from 96 to 119 on
most platforms. Default is 100.
codec: This is the codec selection for
upspeeding. The default is g711ulaw. Use
the same codec type for the originating and
terminating gateways.
g711alaw: G.711 a-law codec type for E1
g711ulaw: G.711 u-law codec type for T1
redundancy: (Optional) Enables a single
repetition of packets (using RFC 2198) to
protect against packet loss
3. fax-rate disable (Optional) This command disables fax

Example:

Router (config-dial-peer)# fax-
rate disable

protocol capability on this dial peer. Use this
command only when you want to force
faxes to use modem pass-through. Do not
use this command when you want faxes to
use fax pass-through or fax relay on this
dial peer.
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Example: H.323 Fax Pass-Through

Router# show running-config

Building configuration...

Current configuration:

voice service voip

h323

modem passthrough nse codec g7llalaw redundancy sample-duration 20
1

dial-peer voice 500 voip
incoming called-number 800
destination-pattern 550

session target ipv4:10.100.00.00
fax rate disable

codec g726r32

1

gateway

005 Cisco Systems, Inc. Al rights reserved. GWGK v1.0—1-17

The sample output in the figure displays a running configuration for fax pass-through with
H.323 support.

Configuring MGCP Fax Pass-Through

Command or Action

no ccm-manager fax protocol cisco Example: Router(config)# no
ccm-manager fax protocol cisco

mgcp package-capability rtp-package Example: Router (config)#
mgcp package-capability rtp-package

mgcp modem passthrough voip mode nse Example: Router (config)#
mgcp modem passthrough voip mode nse

mgcp modem passthrough voip codec {g7llulaw | g7llalaw} Example:
Router (config)# mgcp modem passthrough voip codec g7llalaw

mgcp modem passthrough voip redundancy [sample-duration [10 |
20]] [maximum-sessions sessions] Example: Router (config)# mgcp
modem passthrough voip redundancy sample-duration 20

mgcp timer nse-response t38 time Example: Router(config)# mgcp
timer nse-response t38 250

mgcp fax t38 inhibit

Example:

Router (config)# mgcp fax t38 inhibit

005 Cisco Systems, Inc. Al rights reserved. GWGK v1.0—1-18

Configuration of MGCP fax pass-through on Cisco voice gateways is similar to configuration
of MGCP VolIP calls. Configuration is done by means of several commands in addition to a
standard VoIP configuration. The same configuration must be present on the originating and
terminating gateways. The “Configure MGCP Fax Pass-Through” table provides the required
commands.
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Configure MGCP Fax Pass-Through

Step Action

Notes

1. no ccm-manager fax protocol
cisco

Example:

Router (config)# no ccm-manager
fax protocol cisco

Turns off cisco fax relay, which is the default.

2. mgcp package-capability rtp-
package

Example:

Router (config)# mgcp package-
capability rtp-package

Enables availability of the MGCP package
for the RTP on the gateway.

3. mgcp modem passthrough voip
mode nse

Example:

Router (config)# mgcp modem
passthrough voip mode nse

Enables peer-to-peer RTP NSE signaling to
coordinate the following between the
originating and the terminating gateways:

m  codec switchover

m the disabling of the echo canceller and
VAD.

4. mgcp modem passthrough voip
codec {g71lulaw | g7llalaw}

Example:

Router (config)# mgcp modem
passthrough voip codec

(Optional) Specifies codec

Keywords are as follows:

g711ulaw: G.711 u-law codec type for T1
g711alaw: G.711 a-law codec type for E1

g7llalaw The default is g711ulaw.
Note: Use the same codec type for both the
originating and the terminating gateway.
5. mgcp modem passthrough voip (Optional) This command enables a single

redundancy [sample-duration
[10 | 20]] [maximum-sessions
sessions]

Example:

Router (config)# mgcp modem
passthrough voip redundancy
sample-duration 20

repetition of packets (using RFC 2198) to
improve reliability by protecting against
packet loss. When redundancy is on, all calls
on the gateway are affected. Keywords are
as follows:

sample-duration: (Optional) This is the time
length of the largest RTP packet when
packet redundancy is active, in ms. Valid
keywords are 10 and 20. Default: 10.

maximum sessions sessions: (Optional)
This is the maximum number of redundant
sessions that can run simultaneously on
each subsystem. The range varies by
platform. For further information refer to the
command line interface (CLI) help feature.

6. mgcp timer nse-response t38
time
Example:

Router (config)# mgcp timer
nse-response t38 250

(Optional) This configures a timeout period to
wait for NSE responses from a peer
gateway. The peer gateway either
acknowledges the switchover and its
readiness to accept packets or indicates that
it cannot accept packets. The argument is as
follows:

time: Timeout period for awaiting NSE
responses from a peer gateway, in ms. The
range is 100 to 3000. The default is 200.
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Step Action Notes

7. mgcp fax t38 inhibit (Optional) This disables use of T.38 on the
Example: gateway. By default, T.38 is enabled.

Router (config)# mgcp fax t38
inhibit
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ample: MGCP Fa Pass-Through

Router# show running-config mgcp mgep call-agent 10.3.222.1 service-|
! type mgcp version 0.1

voice call carrier capacity active mgcp modem passthrough voip mode nse

! mgcp package-capability rtp-package

mta receive maximum-recipients 0 mgcp fax t38 inhibit

1 1

ccm-manager mgcp mgcp profile default
no ccm-manager fax protocol cisco !

! dial-peer cor custom
controller T1 1/1 !

framing esf dial-peer voice 3641 pots
linecode b8zs application mgcpapp

dsO-group 0 timeslots 1 type e&m- port 3/0/0

wink-start !

e e e e dial-peer voice 3643 pots
application mgcpapp

port 1/1:0

1

gateway

5 Cisco Systems, Inc. Al rights reserve GWGK v1.0—1-19

The sample output in the figure displays a running configuration for fax pass-through with
MGCP support.

Example: SIP Fax Pass-Through
Illllllllllllllllllllllllllllllllllllllllllll.‘IIIIIIIII.EEE:E:EIIIIII

Router# show running-config

. . . . redundancy
Building configuration... no keepalive-enable
Current configuration: mode classic-split

1

resource-pool disable controller E1 0/0
dial-tdm-clock priority 1 trunk-slot pri-group timeslots 1-31
1l port O !
spe link-info poll voice 5 dial-peer voice 5001 pots
spe default-firmware incoming called-number 550
spe-firmware-1 destination-pattern 800
e e e e e direct-inward-dial
voice service voip port 0/0:D
h323 prefix 800
modem passthrough nse codec g7llalaw !
redundancy sample-duration 20 dial-peer voice 500 voip
! incoming called-number 800
no voice hpi capture buffer destination-pattern 550
no voice hpi capture destination session target ipv4:10.100.00.00
! session protocol sipv2
mrcp client session history duration fax rate disable codec g726r32
0 !
mrcp client session history records 0 gateway
memory check-interval 3600
memory validate-checksum 7200

5 Cisco Systems, Inc. Al fights reserve GWGK v1.0—1-20

The sample output in the figure displays a running configuration for fax pass-through with SIP

support.
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Fax Configuration Best Practices

This topic describes the best practices for configuring fax as voice in a VoIP environment.

Fax Considerations and Best Practices
s cCiscocom |
 Default, supported by H.323, sometimes SIP, not MGCP
Cisco Fax Relay + Bandwidth and performance efficient
» Requires Cisco platforms

« Bandwidth and performance efficient

+ Supported by H.323, sometimes SIP or MGCP

- Standard supported in multi-vendor environment
« Check platform support

T.38 Fax Relay

* Requires more bandwidth, size network accordingly
« Supported by H.323, SIP, and MGCP
« Very sensitive to packet loss, delay, and jitter

Fax Pass-Through

+ Supports any vendor fax

Best Practice: Cisco Fax Relay
+ Use QoS to minimize packet loss, delay, and jitter.
+ Use CAC.
- Disable call waiting on all dedicated modem and fax ports.
« Configure Cisco fax relay on originating and terminating gateways.
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The following recommendations and guidelines can assist you in best implementing fax support
on Cisco voice gateways:

m  Quality of service (QoS): Use QoS to minimize the following:

—  Packet loss: Most fax machines appear to accept packet drop in the range of 0.4
percent to 0.6 percent without slowing down to the next speed. However, in a
network with packet drop in the range of 0.8 percent to 1 percent, you should disable
ECM. To improve performance in networks with a high frequency of out-of-order
packet arrival, disable ECM on the fax machines. You can disable ECM on the
gateway itself rather than disabling it on multiple fax machines. However, if packet
drops occur, the fax image quality might deteriorate. Therefore, you should disable
ECM only after considering whether you want to risk compromising image quality
rather than experience longer call durations or dropped calls. You should also
monitor and evaluate the network to identify and resolve the cause of the dropped
packets.

—  Delay: Ensure that constant packet delay on the network does not exceed 1 second.

—  Delay variation (jitter): Ensure that delay variation (jitter) does not exceed 240
milliseconds.

m  CAC: Use CAC to ensure that calls are not admitted if they exceed the specified total
bandwidth limit.

m  Call waiting: Disable call waiting on all dedicated modem and fax ports.

m  Cisco Fax Relay: For best performance, verify that you have Cisco fax relay on both the
originating and terminating gateways. If two Cisco IOS gateways have differing transports,
they negotiate to use Cisco fax relay.
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Note The only other gateway that does not support Cisco fax relay is the Cisco Digital Access DT-
24/DE-30+. If you connect this gateway to a Cisco 10S gateway, you should configure both
gateways to use fax pass-through mode.

For detailed information about implementing QoS in a Cisco IP telephony network, refer to
Cisco AVVID Network Infrastructure Enterprise Quality of Service Design available at
http://www.cisco.com/application/pdf/en/us/guest/netsol/ns17/c649/ccmigration_09186a00800
d67ed.pdf.

Use the Cisco Feature Navigator to find information about platform support and Cisco IOS
software image support. You can access the Cisco Feature Navigator at
http://www.cisco.com/go/fn.
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Modem Relay

This topic explains the modem relay solution to the problem of modem as voice in a VoIP

environment.
Modem-Relay Topology
Computer SPRT
Modem Gateway

— s 4
-~ IP Network __ |~~~ m
Modem T T Modem
Analog SPRT

v v
LV _J A4
Packets
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The modem-relay support on VoIP platforms provides support for modem connections across
traditional time-division multiplexing (TDM) networks. When service providers implement
VolIP, they sometimes cannot separate fax or data traffic from voice traffic. These carriers that
aggregate voice traffic over VoIP infrastructures require service offerings to carry fax and data
as easily as voice.

Starting on the left in the figure, modem relay demodulates a modem signal at one voice
gateway and passes it as packet data to another voice gateway where the signal is remodulated
and sent to a receiving modem. On detection of the modem answer tone, the gateways switch
into modem pass-through mode and then, if the call menu signal is detected, the two gateways
switch into modem-relay mode.

There are two ways to transport modem traffic over VolP networks:

m  With modem pass-through, the modem traffic is carried between the two gateways in RTP
packets, using an uncompressed voice codec (G.711u-law or G.711a-law). Although
modem pass-through remains susceptible to packet loss, jitter, and latency in the IP
network, packet redundancy may be used to mitigate the effects of packet loss in the IP
network.

m  With modem relay, the modem signals are demodulated at one gateway, converted to
digital form, and carried in Simple Packet Relay Transport (SPRT) protocol packets to the
other gateway. At the destination gateway, the modem signal is re-created, remodulated,
and passed to the receiving modem.

Note SPRT runs over UDP.
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In this implementation, the call starts out as a voice call, switches into modem pass-through
mode, and then switches into modem-relay mode. This feature significantly reduces the effects
that dropped packets, latency, and jitter have on the modem session. Compared to modem pass-
through, it also reduces the amount of bandwidth that is used.

A primary application of the modem-relay feature is the transport of modem dial-up traffic over
IP networks.
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Cisco Modem-Relay Features
ﬂ

* Modem tone detection and signaling
* Relay switchover

+ Controlled redundancy

* Packet size

* Clock slip buffer management
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Modem Tone Detection and Signaling

This implementation of modem relay supports V.34 modulation and the V.42 error correction
and link-layer protocol with maximum transfer rates of up to 33.6 kbps. It also forces higher-
rate modems to train down to the supported rates. Signaling support includes SIP, MGCP or
SGCP, and H.323, and the gateways function as described here:

m  For MGCP and SIP, during the call setup, the gateways negotiate the following:
—  To use or not use the modem-relay mode
—  To use or not use the gateway-xid
—  The value of the payload type for NSE packets
m  For H.323, the gateways negotiate the following:
—  To use or not use the modem relay mode

—  To use or not use the gateway-xid

Relay Switchover

When the gateways detect a data modem, both the originating gateway and the terminating
gateway switch to modem pass-through mode. This switch involves the following elements:

m  Switching to the G.711 codec

m  Disabling the high pass filter

m Disabling VAD

m  Using special jitter buffer management algorithms

m  Disabling the echo canceller on detection of modem phase reversal tone,

At the end of the modem call, the voice ports revert to the previous configuration, and the DSPs

switch back to the state they were in before the switchover. You can configure the codec by
selecting the g711alaw or g711ulaw option of the codec command.
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Controlled Redundancy

You can enable payload redundancy so that the modem pass-through over VoIP switchover
causes the gateway to send redundant packets. Redundancy can be enabled in one or both of the
gateways. When only a single gateway is configured for redundancy, the other gateway
receives the packets correctly but does not produce redundant packets.

Note By default, modem relay over VolP capability and redundancy are disabled.

Packet Size

When redundancy is enabled, 10-ms sample-sized packets are sent. When redundancy is
disabled, 20-ms sample-sized packets are sent.

Clock Slip Buffer Management

When the gateways detect a data modem, both the originating gateway and the terminating
gateway switch from dynamic jitter buffers to static jitter buffers of 200-ms depth. The switch
from dynamic to static is designed to compensate for PSTN clocking differences at the
originating and terminating gateways. When the modem call is concluded, the voice ports
revert to dynamic jitter buffers.
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Modem-Relay Configuration Restrictions
ﬂ

+ Confirm network suitability to relay modem traffic.
- Both gateways must have the following:
— Modem relay enabled

— At least Cisco I0S Software Release 12.2(11)T
running on the gateways

— High codec complexity configured for the
originating and terminating gateways

- Both modems must have the following:
— High-speed modems
— V.42 error-correction protocol enabled
— The error-correction layer enabled

nc. Al rights reser GWGK v1.0—1-24

Before you configure modem relay on the access server or gateway, make sure you have
network suitability to relay modem traffic. The key attributes are packet loss, delay, and jitter.
These characteristics of the network can be determined by using the Service Assurance Agent
(SAA) feature in Cisco 10S software.

Modem relay works in the following situations:

m  Modem relay is configured and enabled on both gateways.

m  Cisco IOS Software Release 12.2(11)T must be running on the gateways.

m  High codec complexity for the originating and terminating gateways is configured.

m  Both modems are high-speed modems (such as V.34, V.90, or V.92) using V.42bis
bidirectional compression. For low-speed modems, gateways carrying traffic use modem
pass-through.

m  Both modems use V.42 error correction protocol, and the error correction layer in both
modems is enabled.

Note

High-speed modems are modems that operate over normal dial-up telephone lines at
speeds of 9600 bps and higher. They do not guarantee a specific throughput. Instead, they
operate at a speed that depends on the quality of the line, the effectiveness of data
compression algorithms on the data being transmitted, and other variables. These modems
use hardware flow control to stop the data from reaching the host by toggling an EIA/TIA-
232 signal when they cannot accept any more data.

Note

MGCP, H.323, and SIP can be configured on the same gateway with some restrictions: All
calls in a particular T1 or E1 must be handled by MGCP, H.323, or SIP. If your gateway has
multiple T1 or E1 facilities then calls on some T1s or E1s can be managed by MGCP and
others by H.323 or SIP.
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Example: Modem-Relay Using an H.323

Configuration
IlIllIllIIllIllllllllllllllllllllllllllllllllI‘IIIIIIIII.EEB:E:E'IIIII

Router# show running-config !
! voice-port 0:D
voice service voip !
modem relay nse codec g7llulaw dial-peer voice 1 pots
redundancy maximum-session 5 incoming called-number
! 55511..
resource-pool disable destination-pattern 020..
! direct-inward-dial
! port 0:D
mta receive maximum-recipients 0 prefix 020
1 1
controller Tl O dial-peer voice 2 voip
framing esf incoming called-number 020
clock source line primary destination-pattern 55511..
linecode b8zs modem relay nse codec g7llulaw
pri-group timeslots 1-24 redundancy
session target ipv4:26.0.0.2
1
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The screen capture shows a sample configuration for H.323 modem relay over VoIP. The
commands to enable modem fax relay features are highlighted in the screen capture.
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Modem Pass-Through

This topic explains the modem pass-through solution to the problem of modem as voice in a
VolIP environment.

Modem Pass-Through over VolP Togolog*

G.71
64-kbps
Encoding

v } -
- & IPNetwork _%'_%g

i1

PC Modem

Analog 64-kbps
Modem VolP
Tones

N
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The figure shows a typical modem pass-through network topology. The PC modem sends
analog modem tones to the gateway. The gateway encodes the data stream using G.711 64-kbps
encoding. In this way, the gateway allows the transport of a modem session across a VoIP
network using G.711 frames, which turns off echo cancellation, voice activity detection, and
comfort noise generation. The process is reversed when the modem data stream reaches the
receiving side of the network.

Note The Internet Engineering Task Force (IETF) RFC 2198 on packet redundancy enhances
modem pass-through reliability.
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Gateway Support for Modem Pass-Through

Features
ﬂ

* Repressing processing functions
¢ Issuing redundant packets
* Providing static jitter buffers

Differentiating modem signals from voice and fax
signals

* Maintaining a modem connection reliably across
the packet network
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Modem pass-through performs the following functions:

m  Represses processing functions like compression, echo cancellation, high-pass filter, and
VAD.

m  Issues redundant packets to protect against random packet drops.
m  Provides static jitter buffers of 200 ms to protect against clock skew.

m Differentiates modem signals from voice and fax signals. This function indicates the
detection of the modem signal across the connection, and places the connection in a state
that transports the signal across the network with the least distortion.

m  Maintains a modem connection reliably across the packet network for a long duration under
normal network conditions.

Note In general, modem pass-through and modem relay are the mechanisms for supporting
modem sessions over an |IP network that uses voice gateways.
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Modem Pass-Through Configuration
IlIllIllIIllIllllllllllllllllllllllllllllllllI‘IIIIIIIII.EEE:E:E'IIIII

Router# show running-config
Building configuration...
Current configuration:

1
voice service voip

modem passthrough nse codec g71llulaw redundancy maximum-session 5
1

resource-pool disable
!

dial-peer voice 2 voip

incoming called-number 020..
destination-pattern 55511..

modem passthrough nse codec g7l1lulaw redundancy

session target ipv4:26.0.0.2
!
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The example in the figure shows a sample configuration for modem pass-through:

For information on a simple modem pass-through configuration in “Cisco IP Telephony
Solution Reference Network Design (SRND) Cisco CallManager Release 4.0, go to
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_implementation design gui
de_book09186a00802¢370c.html.

Modem Relay and Modem Pass-Through

« Default, supported by H.323, sometimes SIP, not MGCP
- Bandwidth and performance efficient

Modem Relay

* Requires Cisco platforms

* Requires more bandwidth; size network accordingly
Modem - Supported by H.323, SIP, MGCP
GEEEGTCI 1B - Very sensitive to packet loss, delay, jitter
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The table in the figure compares the feature of modem relay to the features of modem pass-
through.
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Modem Configuration Best Practices

This topic describes the best practices for configuring a modem as voice in a VoIP
environment.

Modem Configuration Best Practices
ﬂ

* Use QoS to minimize packet loss, delay, and jitter
+ Use CAC

- Disable call waiting on all dedicated modem and
fax ports

+ Configure modem relay on both gateways
+ Use a single signaling protocol and gateway family
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Observe the following recommended best practices to ensure optimum performance of modem
traffic transported over an IP infrastructure:

m  Ensure that the IP network is enabled for QoS and that you adhere to all of the
recommendations for providing QoS in the LAN, metropolitan-area network (MAN), and
WAN environments. Every effort should be made to minimize the following parameters:

—  Packet loss: Fax and modem traffic requires an essentially loss-free transport.
A single lost packet results in retransmissions.

—  Delay
—  Delay variation (jitter)

m Disable call waiting on all dedicated modem and fax ports.

m  Use CAC to ensure that calls are not admitted if they exceed the specified total bandwidth
limit.

m  Use G.711 for all calls involving a modem. If one of the gateways does not support modem

relay, modem pass-through is negotiated (G.711 only). If modems are used, the best-
practice recommendation is to use G.711 for all calls.

m  Where possible, use a single signaling protocol and gateway family to minimize
interoperability issues.

m Disable call waiting on all dedicated modem and fax ports.
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Caution Do not use the IP network to connect modems that will be used to troubleshoot or diagnose
problems with the IP network. In this case, the modems that are used to troubleshoot the
devices that compose the IP infrastructure should be connected to a POTS.

Note For more information, refer to the Cisco AVVID Network Infrastructure Enterprise Quality of
Service Design available at
http://www.cisco.com/application/pdf/en/us/quest/netsol/ns17/c649/ccmigration_09186a0080
0d67ed.pdf.
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Modem Pass-Through Best Practices
ﬂ

* Follow modem relay QoS best practices
+ Use CAC

- Disable call waiting on all dedicated modem and
fax ports

* Use G.711 for all calls involving a modem
+ Use a single signaling protocol and gateway family
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Observe the following recommended best practices to ensure optimum performance of modem
traffic transported over an IP infrastructure:

m  Ensure that the IP network is enabled for QoS following the same QoS best practices for
modem relay.

m  Use CAC to ensure that calls are not admitted if they exceed the specified total bandwidth

limit.

m  Use G.711 for all calls involving a modem. If one of the gateways does not support modem
relay, modem pass-through is negotiated (G.711 only). If modems are used, the best-
practice recommendation is to use G.711 for all calls.

m  Where possible, use a single signaling protocol and gateway family to minimize
interoperability issues.

m Disable call waiting on all dedicated modem and fax ports.

Caution

Do not use the IP network to connect modems that will be used to troubleshoot or diagnose
problems with the IP network. In this case, the modems used to troubleshoot the devices
that compose the IP infrastructure should be connected to a POTS.

Note

Use Cisco Feature Navigator to find information about platform support and Cisco I0S
software image support.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

» Cisco fax relay and T.38 fax relay protocols terminate
modulated fax signals, extract digital information, and relay
digital information through a data network using data
packets. At the terminating side, digital information is
extracted from the packet, modulated, and played out.

+ Faxes can be transmitted successfully when codecs such as
G.726 and G.711, with no echo cancellation or VAD, are used.
This method of sending faxes through the voice codec is
usually referred to as in-band faxing or fax pass-through.

+ Fax pass-through occurs when incoming fax data is not
demodulated or compressed for its transit through the
packet network. Using fax pass-through, two fax machines
communicate directly with each other over a transparent IP
connection.
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Summary (Cont.)

* Modem relay occurs when modem signals are
demodulated at one gateway, converted to digital
form, and carried in SPRT packets to another
gateway where the modem signal is recreated,
remodulated, and passed to the receiving modem.

* With modem passthrough, the modem traffic is
carried between the two gateways in RTP packets
using an uncompressed voice codec

* Fax and modem relay and passthrough are all
configured at the dial-peer prompt.

nc. Al rights reser GWGK v1.0—1-34
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Lesson Self-Check

Use the questions here to review what you learned in this lesson. The correct answers and
solutions are found in the Lesson Self-Check Answer Key.

Q1)  Describe the similarities between Cisco fax relay and T.38 fax relay. (Source: Fax
Relay)

Q2)  When is fax pass-through used? (Source: Fax Pass-Through)

A) Fax pass-through is used when incoming fax data is not demodulated or
compressed for its transit through the packet network.

B) Fax pass-through is always used; it is the default mode for passing faxes
through a VoIP network, and Cisco fax pass-through is the default fax pass-
through type.

C) Fax pass-through is used when incoming fax data needs to be “hairpinned”

back out to the PSTN without passing through the network.

D) Fax pass-through is used when the gateway needs to break down T.30 fax
tones into their specific HDLC frames for transmission across the VoIP
network.

Q3)  What type of connection is needed for two fax machines using fax pass-through to
communicate? (Source: Fax Pass-Through)

A) an [PSec-based connection
B) a VoIP connection
O) a transparent IP connection

Q4)  What two things must be in place for gateway support of modem relay? (Choose two.)
(Source: Modem Relay)

A) Both modems must be high-speed modems using at least V.42bis bidirectional

compression.
B) Cisco IOS Software Release 12.2(11)T must be running on the gateways.
O) The gateway must support channel-associated signaling to allow the fax tones

to be encoded on the link.
D) Modem relay must be enabled on both gateways. However, the default
configuration is sufficient.

E) The gateway must have sufficient DSP resources on the multiflex trunk card to
encode the modem-relay tones into the appropriate codec.

F) Both modems must be high-speed modems capable of encoding and decoding
V.32bis symbols.

Q) Modem relay must be configured and enabled on both gateways.
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Q5)  The debugs from a gateway reveal that T.38 negotiation fails and the call reverts to an
audio codec. What is the reason? (Source: Fax Relay)
A) SIP T.38 fax relay is not supported by both gateways.
B) SIP T.38 has been configured at each end with conflicting parameters.
O) T.38 is not a supported fax protocol.
D) One gateway is running T.38v3, so the other must be upgraded to Cisco 10S
Software Release 12.2(11)T or later.

Q6)  How much bandwidth does T.38 fax relay require? (Source: Fax Relay)

A) 56-kbps transmission rate
B) 32-kbps transmission rate
C) 128-kbps transmission rate
D) 64-kbps transmission rate
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Lesson Self-Check Answer Key

Ql) Cisco fax relay and T.38 fax relay terminate the modulated fax signal, extract the digital information, and
then relay the digital information through the data network using data packets. At the terminating side, the
digital information is extracted from the packet, modulated, and played out.

Q) A
Q) C
Q4 AG
Q5) A
Qo) D
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Module Summary

This topic summarizes the key points discussed in this module.

Module Summary
ﬂ

- Gateways connect two different types of networks.

» The differences in the voice gateway protocols provide a basis for
selection.

+ H.323 is a robust, peer-to-peer gateway protocol that serves the
needs of TDM interworking very well.

* MGCP is suited to scalability and survivability.

» SIP perform many of the functions of H.323 with the added benefit
of high extensibility because of the ease of development of SIP-
related applications.

* MGCP-controlled backhaul of BRI signaling provides service to
remote office gateways that connect via ISDN BRI trunks to a
centralized Cisco CallManager.

» Support for fax and modem remains a challenge for system
administrators. The relay and pass-through systems are activated
through dial-peer configuration commands.

nc. Al rights reserv GWGK v1.0—1-1

The implementation of gateways is critical to the success of VoIP or an IP telephony solution.
The module covered the concepts involved with gateway deployment, including the selection of
the protocol that you will deploy, the routes that you set up on the dial peers or in CallManager,
and how you handle issues such as a lack of DTMF tones or problems sending or receiving
faxes.
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Module 2

Integrating a VolP Network to
the PSTN and PBXs

Overview

This module is about the circuits that connect the Cisco gateway either to the public switched
telephone network (PSTN) or to PBXs. Because analog fax machines are still in operation, the
module describes analog circuits, channel associated signaling (CAS), and PRI T1 circuits. This
module also describes what happens when you introduce Q Signaling (QSIG), the language of
the PBX, to the telephony network.

Module Objectives

Upon completing this module, you will be able to identify the requirements for integrating a
VoIP network with the PSTN and PBXSs using voice gateways. This ability includes being able
to meet these objectives:

Describe the activities that are required to integrate gateways into PSTN and PBX circuits
Integrate a voice gateway into the PSTN or a PBX using analog circuits

Integrate a voice gateway into the PSTN or a PBX using CAS circuits

Integrate a voice gateway into the PSTN or a PBX using PRI circuits

Integrate a voice gateway into the PSTN or a PBX using QSIG
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Lesson 1

Connecting to the PSTN and
PBXs

Overview

This lesson provides an overview of how to connect voice gateways to an existing telephony
system. The purpose of the lesson is to introduce the analog and digital trunking options that
will be presented later in the module.

Objectives

Upon completing this lesson, you will be able to describe the activities that are required to
integrate gateways into PSTN and PBX circuits. This ability includes being able to meet these
objectives:

Describe the common PSTN and PBX circuit options that are available for deployment on a
voice gateway

Describe PSTN and PBX telephony circuit options for integration with voice gateways

Describe PSTN and PBX integration requirements for deploying analog and digital circuits
on a voice gateway

Describe common analog circuit characteristics
Describe common digital circuit characteristics

Describe additional considerations required for a PBX integration on a voice gateway



Overview of PSTN and PBX Circuit Options

This topic describes the common public switched telephone network (PSTN) and PBX circuit
options that are available for deployment on a gateway.

Overview of PSTN and PBX Circuit Options

Analog Subscriber loop * Low cost
E&M * Potentially low cost
Digital T1 CAS - Reasonably priced
E1 R2 = Can provide ANI
ISDN |T1PRI * More services than CAS
E1 PRI + Common on modern PBXs
BRI * Mostly for EMEA
QSIG - Created for interoperation of PBXs
from different vendors
 Rich in supplementary services
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The two circuit options that are available are analog and digital. The advantages and
shortcomings of individual analog and digital circuit options that can be deployed in Cisco
voice gateways are summarized in the following list:

m  Subscriber loop: Subscriber loop is usually a low-cost solution and is used when
traditional phones connect directly to a voice gateway with a Foreign Exchange Station
(FXS) interface. The two types of interfaces that make up subscriber loop trunks are the
following:

—  Foreign Exchange Office (FXO): Use FXO ports to connect to a central office
(CO), PBX, or key telephone system. You can configure loop-start or ground-start
signaling interfaces, depending on the model of voice interface card or network
module selected.

Note Cisco CallManager assumes all loop-start trunks lack positive disconnect supervision. Cisco
recommends that you configure trunks with positive disconnect supervision such as ground
start.

—  FXS: Use FXS ports to connect to any plain old telephone service (POTS) device
such as analog phones, fax machines, and legacy voice-mail systems.

m  RecEive and transMit (E&M) interfaces: E&M signaling is commonly referred to as “ear
and mouth” or “recEive and transMit ”, but its origin comes from the term earth and
magneto. “Earth” represents electrical ground and “magneto” represents the electromagnet
used to generate tone. E&M allows extension dialing before the conversation begins. E&M
is a low-cost trunking solution, but it requires a special interface card for the PBX. If the
PBX is already equipped with this card, E&M can be an even lower-cost solution.
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m  T1 or E1 channel associated signaling (CAS) trunk: There are many CAS variants that
operate over analog and digital interfaces. A common digital interface that is used is T1 or
E1 (European version), where each channel includes a dedicated signaling element. The
type of signaling most commonly used with T1 CAS is E&M signaling.

m  ISDN: In addition to the calling party identification service provided by CAS trunks,
supplementary services such as call waiting and do not disturb are available with ISDN.
ISDN can be setup with a BRI, which is rarely offered by North American telephone
companies. BRI allows up to two simultaneous calls. A second type of circuit option with
ISDN is the PRI. PRI allows up to 24 simultaneous calls over T1 or 30 simultaneous calls
over El. An interface card supporting PRI is usually already in place on modern PBXs. The
PRI interface is economically preferable to BRI when more than eight channels (4xBRI)
are required. These are the two worldwide standards for PRI:

—  T1-PRI: Use this interface to designate North American ISDN PRI with 23 bearer
channels and one common channel signaling (CCS) channel.

—  E1-PRI: Use this interface to designate European ISDN PRI with 30 bearer
channels, one CCS channel, and one framing channel.

m  ISDN with Q Signaling (QSIG): QSIG is an International Organization for
Standardization (ISO) standard. QSIG enables supplementary features between PBXs from
different manufacturers. QSIG is used to interconnect PBXs.
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PSTN and PBX Circuit Options with Cisco
Voice Gateways

Gateway type: Connects to:
Circuit Type E Te|ere,¥°ne

MGCP  H.323 or SIP System
Analog E&M X X X
Analog FXO X X X X X
Analog DID X X
Analog CAMA X X
BRI Q.931 Network Side X X X X
BRI Q.931 User Side X X
BRI QSIG X X X
T1 CAS E&M (wink-start and immediate start) X X X X X
T1 CAS E&M (delay dial) X X X X
T1 CAS FGD X X X
T1 CAS FXO (ground-start and loop-start) X X X X
T1 CAS FXS (ground-start and loop-start) X X X
E1 CAS, E1-MeICAS, E1 R2 X X X
T1 or E1ISDN PRI Q.931 X X X X X
T1 or E1 QSIG basic X X X

Cisco voice gateway routers support the circuit types described in this figure. Both Centralized
Automatic Message Accounting (CAMA) and Feature Group-D (FGD) are further described in
the lesson “Analog Circuits.”

Note The Media Gateway Control Protocol (MGCP) limits that are listed in the figure are for Cisco
CallManager and not for the MGCP gateways.
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PSTN and PBX Integration Overview

This topic describes PSTN and PBX telephony circuit options that are available for integration

with voice gateways.

Voice Gateway Integration with PBX
and PSTN
™ Ciscocom |
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This figure shows how one organization, Span Engineering, has deployed voice gateways to
integrate with the PSTN and a PBX. The table “Span Engineering Configuration” describes the

topology.

Span Engineering Configuration

Connection | Connects Gateway to Description Gateway Recommended by
Designer
1 Nortel Meridian Opt 11c | 4 x T1 CAS 2 x VWIC-2MFT-T1 in a 2811
2 PSTN 8xT1PRI WS-6608-T1
3 Long distance 5xT1PRI WS-SVC-CMM-6T1
4 Panasonic PBX 3xT1PRI VWIC-1MFT-T1 in a 3825
5 Nortel Meridian 1 4 xT1 PRI 2 x NM-HDV-2T1-48 in a 3825
Release 25
6 PSTN 3x T1 PRI 2 x NM-HDV-2T1-48 in a 3845
7 Avaya Definity G3si 3xT1PRI 2 x NM-HDV-2T1-48 in a 3845
8 Post, Telephone, and 1xE1R2and 1xE1PRI | NM-HDV-2E1-60in a 3845
Telegraph (PTT) and
private integrated
services network (PISN)
9 PSTN 2 x BRI VIC2-2BRI-NT/TE in a 2811
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Connection | Connects Gateway to Description Gateway Recommended by
Designer

10 PSTN 4 xT1PRI 4 ports on WS-6608-T1

11 Long distance 4 xT1 PRI 4 ports on WS-6608-T1

12 PSTN 1xT1PRI VWIC-1MFT-T1 in a 2821

The most difficult part of integrating a Cisco voice gateway with a PBX is finding a common
ISDN protocol that supports all the required telephone features the PBX has been providing.
With some combinations of gateways and PBXs, this can be even more complicated because
the feature support may depend on whether you can configure either the gateway or the PBX
for the network side or user side. For example, the only Nortel PBX that can currently support
calling number identification (CNID) interoperability with Cisco routers is the DMS100.
DMS100 cannot be configured as network side; therefore, integration requires that you
configure the Nortel device for the SL1 network side and the Cisco router for the DMS100 user
side.

Note SL1 is the Nortel CO variant of the DMS100 protocol.
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PSTN and PBX Integration Requirements

This topic describes PSTN and PBX integration requirements for deploying analog and digital
circuits on a gateway.

PSTN and PBX Integration Considerations
ﬂ

Factors influencing interface configuration
* Top-down or bottom-up integration
* Provisioning specifications

— Clocking

—Framing

—Line coding

—Line levels

» Support for proprietary signaling or connection
types

* Match the PBX configuration
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The following are key considerations for PSTN and PBX integration:

m  Top-down or bottom-up: A top-down approach means working from the highest priority
call to the lowest priority, and a bottom-up approach means working from the lowest
priority to highest priority. For these approaches, you need to consider where the move
toward integration originated. For example, an organization may want to pursue integration
as a business strategy or as the result of a push from the information technology (IT)
department. The integration team can use this information to build communication
strategies to mitigate the issues associated with either integration approach.

m  Provisioning specifications: Clocking issues are typical of the problems associated with
integrating a PSTN and PBX. For example, when selecting the type of signaling interface,
consider which ones run on internal clocking rather than service provider clocking. PSTN
and PBX integration require network termination 1 (NT-1) terminations for BRI trunks and
channel service units (CSUSs) for digital T1 connections. If the service provider equipment
does not provide either of these terminations, you must provide them. Finally, if integration
with the PSTN or a PBX requires a signaling change, be aware of the effect that a change
in signaling will have on the entire network.

m  Support of proprietary signaling or connection types: Determine if the gateway needs to
support any proprietary signaling or connection types to the PBX.

m  PBX configuration support: The following presents the key information required to
ensure that a Cisco voice gateway can be configured to support calls from a legacy PBX:
—  E&M signaling type ( L, II, I1I, or V)

— Audio implementation (2-wire or 4-wire)

—  Start dial supervision (wink-start, immediate, or delay-dial)
—  Dial method (dual tone multifrequency [DTMF] or pulse)
—  Call progress tones (standardized within geographic regions)
—  PBX port impedance
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Analog Integration Characteristics

This topic describes common analog circuit characteristics.

Analog Signaling
ﬂ

These are the characteristics of analog signaling:
» One voice channel per circuit
* Analog signal is subject to attenuation
* A limited feature set
* Low cost

Analog Signaling includes the following:
» Subscriber Loop
— Loop-start
— Ground-start
- E&M
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There is one voice channel per analog circuit; therefore, density of traffic on the physical plant
is limited. Although analog signaling has evolved to include several features such as caller ID,
call waiting, transfer, and conference, the feature set is limited when compared to CAS or
ISDN. The limited set of features associated with analog signaling is inexpensive.

A subscriber loop is a two-wire interface used primarily when connecting a telephone set to a
Subscriber Line Module-Analog (SLMA) interface channel in a PBX. The SLMA corresponds
to a FXS module in a Cisco voice gateway. FXS and Subscriber Line Interface Circuit (SLIC)
emulation modules can also be interconnected to a Trunk Module-Analog (TMA) interface
channel in the PBX. This corresponds to an FXO module in a Cisco voice gateway. The
following describes the operating modes for subscriber loops:

m  FXO or TMA telephone emulation: In this mode, the terminal equipment, which could be
either the PBX or the voice gateway, can only detect a ringing signal, provide digit dialing,
and provide switching between off-hook and on-hook.

m  FXS or SLMA SLIC emulation: In this mode, the SLMA or FXS module waits for a
closed loop that generates a current flow and a signaling tone of 425 Hz. The SLIC
provides battery, overvoltage, ringing, supervision, hybrid 2/4 wires, and testing functions.

The Cisco analog E&M interface functions as the signaling-unit side, and the other side is
expected to be a trunk circuit. When using E&M interface models Type II and Type V, two
signaling-unit sides can be connected back-to-back by crossing the signaling leads. When you
are using E&M Type I and Type III interfaces, two signaling-unit sides cannot be connected
back-to-back.
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Many PBX brands have E&M analog trunk cards that can operate as either the trunk-circuit
side or the signaling-unit side. Because the Cisco E&M interfaces are fixed as the signaling-
unit side of the interface, it may be necessary to change the E&M trunk settings on the PBX to
operate as the trunk-circuit side. The only way that the PBX works with the Cisco E&M
interface is if you use Type I or IIl E&M settings.

If a PBX or a key system can operate only as the signaling-unit side of the E&M interface, it
cannot interoperate with the Cisco E&M interface if Type I or Type III is chosen. PBX
products fixed as the signaling-unit side can be used with the Cisco E&M interface if Type II or
Type V E&M is used.
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Digital Integration Characteristics

This topic describes common digital circuit characteristics.

ﬂ

Digital Integration Characteristics

Digital Circuits have these characteristics:
* More calls simultaneously

- Signal ampilification

+ Caller identification

* Network emulation

+ Clocking

nc. Al rights reserv GWGK v1.0—2-8

Digital circuits have the following characteristics:

Digital circuits provide greater traffic density on the physical plant than with analog
circuits do.

Digital signals can be perfectly amplified so that signals can be restored. Therefore,
distance from end-to-end becomes unimportant for successful completion of a call.

The passage of caller identification in the digital network enables control features like
billing for services used.

Network-side ISDN PRI enables the access gateway to provide a standard ISDN PRI
network-side interface to the PBXs and to mimic the behavior of legacy phone switches.
The access server functions as a National ISDN PRI switch or a European
Telecommunication Standards Institute (ETSI) PRI Net5 switch to a PBX.

For voice data to travel over an IP network, it must be packaged, sent out over the physical
layer of the network, unpackaged, and recreated as an analog signal to be heard. The
packing and unpacking techniques use the frequency of a digital clock to coordinate this
process. Consequently, care must be taken to ensure all equipment that participates in a
VolIP call is synchronized to the same clock source; otherwise, voice transmissions become
garbled. This timing problem does not exist with analog trunks.
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PBX Integration Considerations

This topic describes the additional considerations required for PBX integration.

PBX Integration Requirements
ﬂ

* Legacy upgrades

+ Dial plans

* Trunk reconfiguration

* Voice-mail integration
— Traditional voice mail with IP phones
— Cisco Unity with traditional phones

—Cisco Unity and traditional voice mail both
deployed
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The following describes the key considerations when implementing an IP telephony migration
plan, or even simply integrating VoIP into a PBX, key system, voice-mail system, or a legacy
messaging system:

m  Legacy upgrades: Upgrading the legacy PBX or key system with such components as
software and voice cards may be required so that the legacy system can be integrated with
the new solution.

m  Dial plans: Examine the existing dial plan, and identify and plan the modifications that
may be required to the master dial plan and within the PBX programming.

®  Trunk reconfiguration: An integrated system may require trunk or channel
reconfiguration.

m  Voice-mail integration: If legacy voice-mail integration is being considered, Audio
Messaging Interchange Specification (AMIS) or Voice Profile for Internet Messaging
(VPIM) networking may be necessary. If Cisco Unity will be implemented with dual-
switch capability, there are three possible issues to consider:

—  Legacy voice-mail with IP phones: Passing Message Waiting Indicator (MWI)
information to IP phones may require the use of a Simplified Message Desk
Interface (SMDI).

—  Cisco Unity with traditional telephony: This arrangement requires the use of the
dual-phone system integration, which is described on Cisco.com at
http://www.cisco.com/en/US/products/sw/voicesw/ps2237/products _configuration
guide chapter09186a0080087167.html#xtocidl.

— Cisco Unity and traditional voice-mail are both deployed: To exchange voice-
mail messages and directory information, AMIS or VPIM must be implemented.

Copyright © 2005, Cisco Systems, Inc. Integrating a VolP Network to the PSTN and PBXs 2-13



Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

+ Circuits for PSTN and PBX connection include analog and digital
options. The five interface options are subscriber loop, E & M, T1 or
E1 CAS trunking, ISDN with DSS1 signaling, and ISDN with QSIG
signaling.

Different types of circuits may be implemented in one location, such
as ISDN PRI trunks to the PSTN and QSIG trunks to a PBX.

* When choosing a circuit type for an implementation, factors to
consider include the existing PBX configuration, line levels in the
PBX, and the need for caller ID for services such as billing.

- Analog signaling includes loop-start, ground-start, and E&M. E&M is
most commonly used for PSTN connections.

- Digital signaling is CAS and ISDN. Although it offers many
advantages, such as handling more calls at one time.
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Lesson Self-Check

Use the questions here to review what you learned in this lesson. The correct answers and
solutions are found in the Lesson Self-Check Answer key.

QD

Q2)

Q3)

Summarize the key features of three of the common PSTN and PBX circuit options that

are available for deployment on a gateway. (Source: Overview of PSTN and PBX
Circuit Options)

A client has a PBX that is using trunks with positive disconnect supervision. What
trunk-signaling configuration does Cisco recommend? (Source: Overview of PSTN and
PBX Circuit Options)

A) trunks with positive disconnect supervision as loop-start
B) positive disconnect supervision as ground-start

C) positive disconnect supervision as immediate-start

D) positive disconnect supervision as wink-start

Summarize the key considerations used to determine PSTN and PBX integration
requirements. (Source: PSTN and PBX Integration Considerations)
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Q4)  Analog-trunk signaling includes what call features? (Source: Analog Integration
Characteristics)
A) caller ID and call waiting
B) caller ID on call waiting and call waiting

O) speed dial and call forward all
D) MWTI and redial

Q5) Summarize the key characteristics of digital circuits. (Source: Digital Integration
Characteristics)

Q6) Summarize the key considerations when migrating or integrating a VoIP solution to a
PBX, a key system, or voice-mail system.(Source: PBX Integration Considerations)
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Lesson Self-Check Answer key

QD

Q2)

Q3)

Q4
Q5)

The three summaries should be taken from the following seven common PSTN and PBX circuit options
available for deploying on a gateway. The summaries should touch on the following points:

1. Use the subscriber loop when traditional phones connect directly to a voice gateway with an FXS
interface.

2. Use FXO ports for connecting to a CO or PBX.

3. Use FXS ports to connect to any POTS device such as analog phones, fax machines, and legacy voice-
mail systems.

4. E&M signaling allows extension dialing before the conversation begins and is a simple signaling
interface that eliminates glare.

5. T1/E1 CAS trunks are a common circuit options and exist in many variants that operate over analog
and digital interfaces where each channel includes a dedicated signaling element.

6. Use ISDN with DSS1 signaling so that in addition to the calling-party identification service provided
by CAS trunks, supplementary services such as call waiting and do not disturb are available.

7. ISDN with QSIG signaling is used to interconnect PBXs and to enable supplementary call features
between PBXs from different manufacturers.

B

The following summarizes the four key considerations used to determine PSTN and PBX integration
requirement:
1. Top-down or bottom-up integration: The team charged with integrating a PSTN and PBX must build
communication strategies to mitigate the issues associated with either a top-down or bottom-up integration
approach.
2. Provisioning specifications: Clocking issues are typical of the problems associated with integrating a
PSTN and a PBX. If the service provider equipment does not provide either NT-1 or CSU termination,
your organization may have to provide it.
3. Support of proprietary signaling or connection types: Determine if the gateway needs to support any
proprietary signaling or connection types to the PBX.
4. PBX configuration support: Consider the following issues to ensure that the Cisco voice gateway can
be configured to support calls from the legacy PBX:

E&M signaling types

2-wire and 4-wire audio implementation

Start dial supervision types

Dial method types

Call progress tones

PBX port impedance

A

The following summarizes the key characteristic of digital circuits:

1. Digital circuits are capable of handling more calls than analog circuits.

2. Voice signals on digital circuits can be perfectly amplified so distance does not cause signal
degradation.

3. Digital circuits support caller ID, which enables special features such as billing for services used.

4. Digital circuits using network-side-ISDN PRI enable the access gateway to connect to PBXs and to
mimic the behavior of legacy phone switches.

5. Digital circuits must be synchronized to the same clock source; otherwise, the voice transmission will
become garbled. This problem does not exist with analog trunks.
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Qo6) The summary should consider the following key considerations:
1. Legacy upgrades: Determine which upgrades to software (for example, upgrading voice cards to the
legacy PBX or key system) may be required.
2. Dial plans: Make modifications to the master dial plan and within the PBX programming to ensure that
the legacy system will integrate with the VolP network.
3. Trunk reconfiguration: Be prepared to reconfigure the existing trunking or channel configuration.
4. Voice-mail integration: If legacy voice-mail integration is being considered, AMIS integration may be
necessary. Identify if Cisco Unity will be implemented with the dual-switch capability.
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Lesson 2

Analog Circuits

Overview

Because many organizations continue to use analog devices, there is still a requirement to
integrate analog circuits with VoIP or IP telephony networks.

This lesson describes how to integrate a Cisco voice gateway to the public switched telephone
network (PSTN) or a PBX using analog circuits. It starts with a description of the common
PSTN and PBX analog gateway signaling interfaces and then describes the common analog call
features used on gateways. The lesson continues with a description of the gateway hardware
that is required to support analog trunks and a discussion of the available Cisco platforms that
provide high-density analog end-station support. It also presents the steps that are needed to
configure a gateway to support analog connections and then describes the common analog
issues that occur during gateway deployment. The lesson finishes with a description of the
troubleshooting tools that are used to resolve analog issues.

Objectives

Upon completing this lesson, you will be able to integrate a voice gateway into the PSTN or a
PBX using analog circuits. This ability includes being able to meet these objectives:

m  Describe the common PSTN and PBX analog gateway signaling interfaces

m  Describe common analog call features used on gateways

m  Describe the gateway hardware required to support analog trunks

m  Describe the platforms available to provide high density analog end-station support
m  Configure a gateway to support analog connections

m  Describe common analog issues that occur during gateway deployment

m  Describe the troubleshooting tools that are used to resolve analog issues



Analog Signaling Interfaces

This topic describes the common PSTN and PBX analog gateway signaling interfaces.

Common Analog Signaling Interfaces to
Gateways

ﬂ
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To implement a Cisco voice gateway into an analog trunk environment, the Foreign Exchange

Station (FXS) interface, the Foreign Exchange Office (FXO) interface, and the recEive and
transMit (E&M) interface are commonly used.
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Analog Call Features

This topic describes the common analog call features that are used on gateways.

Common Analog Call Features
ﬂ

Caller ID

- MWI

Call waiting

Caller ID on call waiting
* Transfer

» Conference

Speed dial

Call forward all

* Redial

nc. Al rights reserve GWGK v1.0—2-4

PSTN carriers typically offer these analog trunk features that can be supported on home
phones. The “Analog Trunk Features” table presents a description of common analog trunk
features.

Analog Trunk Features

Feature Description

Caller ID Caller ID allows users to see the calling number before
answering the phone.

Message-waiting light There are two methods of analog message-waiting light
activation:

m  High-DC voltage (Message-Waiting Indicator [MWI] light)
and frequency-shift-key (FSK) messaging

m  Stuttered dial tone for phones without a visual indicator

These schemes are used by PBX systems and central offices
(COs) respectively.

Call waiting When on a call, and a new call comes in, the user hears an
audible tone and can “click over” to the new caller.

Caller ID on call waiting When on a call, the name of the second caller is announced or
the caller ID is shown.

Transfer This feature includes both blind and supervised transfers using
the standard established by Bellcore laboratories. The flash hook
method is common with analog trunks.

Conference Conference calls are initiated from an analog phone using flash
hook or feature access codes.
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Feature Description

Speed dial A user can set up keys for commonly dialed numbers and dial
these numbers directly from an analog phone.

Call forward all Calls can be forwarded to a number within the dial plan.

Redial A simple last-number redial can be activated from analog
phones.
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Inbound and Outbound Caller ID with FXO
and FXS

Caller ID Display
Number 555-1212
Caller ID Display Ext. 1213 g
Number 408 555-1200 Name John Smith
Name ACME Enterprises

Call 1

Call 2 €

CO Switch

Analog Extension
Station ID Number 555-1212

Service Provider Database . h
Number 408 555-1200 Station ID Name John Smith

Name ACME Enterprises
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The figure shows a diagram of a small business voice network connected through a gateway to
the PSTN. The voice network supports both analog phones and IP phones. The connection to
the PSTN is through an FXO port, and the analog phone is connected to the small business
network through an FXS port. The issue in this scenario is how the caller ID is passed to call
destinations. The following example describes two calls: The first call is to an on-premises
destination, and the second call is to an off-premise destination.

m  Call 1: Call 1 is from the analog phone to another phone on the premises. The dial peer
associated with the FXS port is configured with a station ID name and station ID number.
The name is John Smith and the number is 555-0121. When a call is placed from the analog
phone to another phone on the premises, an IP phone in this case, the caller name and
number are displayed on the screen of the IP phone.

m  Call 2: Call 2 is placed from the same analog phone, but the destination is off the premises
on the PSTN. The FXO port forwards out the station-ID name and station-ID number to the
CO switch. The CO switch discards the station ID name and station ID number and
replaces them with information that it has configured for this connection.

For inbound calls, caller ID is supported on the FXO port in the gateway. If the gateway is
configured for H.323, caller ID is displayed on the IP phones and on the analog phones (if
supported).

Note While the gateway supports caller ID, CallManager does not support caller ID on FXO ports
if the gateway is configured for Media Gateway Control Protocol (MGCP).
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Analog CAMA Trunk Support

E911 Network PBX. —
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Centralized Automatic Message Accounting (CAMA) interface cards and software
configurations are targeted at corporate enterprise networks and at service providers and
carriers who are creating new or supplementing existing networks with Enhanced 911 (E911)
services. CAMA carries both calling and called numbers by using in-band signaling. This
method of carrying identifying information allows the telephone system to send a station
identification number to the public safety answering point (PSAP) via multifrequency (MF)
signaling through the telephone company E911 equipment. CAMA trunks currently are used in
80 percent of E911 networks. The calling number is needed at the PSAP for two reasons:

m  The calling number is used to reference the Automatic Location Identification (ALI)
database to find the exact location of the caller and any extra information about the caller
that may have been stored in the database.

m  The calling number is used as a callback number in case the call is disconnected. A number
of U.S. states have initiated legislation that requires enterprises to connect directly to the
E911 network. It is expected that the U.S. Federal Communications Commission (FCC)
will announce model legislation that extends this requirement to all U.S. states. Enterprises
in areas where the PSTN accepts 911 calls on ISDN trunks can use existing Cisco ISDN
voice-gateway products because the calling number is an inherent part of ISDN.

The figure shows a Cisco 3825 Voice Gateway with a VIC2-4FXO card connecting an
enterprise to an E911 network. Calls to emergency services are routed based on the calling
number, not the called number. The calling number is checked against a database of emergency
service providers that cross -references the service providers for the caller location. When this
information is determined, the call is then routed to the proper PSAP, which dispatches services
to the caller location.

During setup of an E911call, before the audio channel is connected, the calling number is
transmitted to each switching point, known as a Selective Router (SR), via CAMA.

The VIC2-2FXO and VIC2-4FXO cards support CAMA via software configuration. CAMA
support is also available for the Cisco 2800 Series and 3800 Series Integrated Services Routers
(ISRs). It is common for E911 service providers to require CAMA interfaces to their network.
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Router Analog Hardware Types

This topic describes the gateway hardware that is required to support analog trunks.

NM and VIC Documentation
ﬂ

» High-Density Digital Voice/Fax Network Modules for Cisco
2600XM/2691/2800/3700/3800

* NM-HD-1V, NM-HD-2V, and NM-HD-2VE Documentation
Roadmap

* NM-HDV-xE1-y and NM-HDV-xT1-y Documentation Roadmap

» Voice Hardware Compatibility Matrix (Cisco
17/26/28/36/37/38xx, VG200, Catalyst 4500/4000, Catalyst 6xxx

nc. Al rights reser GWGK v1.0—2.7

The figure presents Cisco source documentation for network modules (NM) and voice interface
cards (VICs).

Note For most the current hardware configurations and availability, see the Cisco.com.

Currently, Cisco offers three types of NMs:

m  NM-HDV2: This NM supports a VIC or voice WAN interface card (VWIC) slot that can
be fitted with either digital or analog BRI voice cards or WAN interface cards. This module
supports a maximum of 60 channels of digital voice or 4 channels of analog voice in
medium codec complexity. This NM must be used with up to four packet voice/data
module 2 (PVDM?2) packet fax and voice digital signal processor (DSP) modules.

m  NM-HDV2-1T1/E: This NM includes a built-in T1 or E1 port and a VIC or VWIC slot
that can be fitted with either digital or analog voice cards or WAN interface cards. This
module supports up to 90 channels of digital voice, or 30 channels of digital voice and 4
channels of analog voice in medium-complexity codec. This module must be used with up
to four PVDM2 packet fax or voice DSP modules.

m  NM-HDV2-2T1/E: This NM includes two built-in Tlor E1 ports and a VIC or VWIC slot
that can be fitted with either digital or analog voice cards or WAN interface cards. This
module supports up to 120 channels of digital voice, or 60 channels of digital voice and 4
channels of analog voice in medium-complexity codec. This module must be used with up
to four PVDM2 packet fax or voice DSP modules.
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VICs are daughter cards that slide into the IP communications voice NMs and directly into VIC
slots in the Cisco 1700 series, 2800 series, and 3800 series routers. VICs provide the interface
to telephony equipment (PBX, key telephone systems, phones, and fax machines) and the
PSTN. VICs are important because every branch in an enterprise deployment of IP telephony
requires a local connection to the local PSTN for 911 services.

VICs are supported on the NM-1V and NM-2V. VICs denoted by “VIC2” are supported on the
NM-HD.
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High-Density Analog

This topic describes the platforms that are available to provide high-density analog end-station
support.

Cisco VG200 Analog Phone Gatewaxs

Cisco VG248 Analog Phone Gateway

2005 Cisco Systems, Inc. Al rights reserved. GWGK v1.0—2:8

The figure shows the Cisco VG224 Analog Phone Gateway and the Cisco VG248 Analog
Phone Gateway. The Cisco VG224 Analog Phone Gateway offers Cisco IOS software
manageability with 24 analog phone lines that can be used as extensions to the Cisco
CallManager system. The VG224 Analog Phone Gateway is ideal for implementations in which
analog phones are needed. At locations with MGCP fallback, the VG224 Analog Phone
Gateway provides a high level of availability and ease of manageability using Cisco I0S
software monitoring features. The Cisco VG248 Analog Phone Gateway offers 48 fully
featured analog phone lines in a 19-inch rack-mount chassis that can be used as extensions to
the Cisco CallManager system. The Cisco VG248 Analog Phone Gateway is ideal for
implementations where it is necessary to use analog phones because it provides a high level of
functionality at those locations.
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VG248 and VG224 Analog Feature Support

VG224 VG224 VG248

Analog Feature (MGCP)  (SCCP)  (SCCP)
Cisco I0S software-based platform Yes Yes No
# FXS ports 24 24 48
Basic call (with Cisco CallManager configuration) X X X
Modem pass-through X H.323/MGCP X
X

Fax (T.38, Cisco FR, Pass-through) X H.323/MGCP | T.38 gateway

controlled
Caller ID X X X
MWI (stutter) X X
Call waiting X X
Hook flash transfer X X
Conference X X
Feature access code X X
Redial X X
Call forward all X X
Speed dial X X

GWGK v1.0—2-9

The Cisco VG224 Analog Phone Gateway and the Cisco VG248 Analog Phone Gateway
support a number of analog features. The table in the figure describes the support for common
analog features by the Cisco VG224 Analog Phone Gateway and the Cisco VG248 Analog
Phone Gateway. Currently, the VG224 Analog Phone Gateway supports MGCP and the Skinny

Call Control Protocol (SCCP).

Note There are numerous options for configuring the VG224 Analog Phone Gateway and VG248
Analog Phone Gateway. For analog support, be sure to check Cisco.com for current

configuration options.
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Common Analog Supplementary Call
Features
s Ciscocom |
VG 224 VG 224 VG248 Cisco
(MGCP) (sccp) (SCCP)  CallManager
Out-going caller ID X X X X
. . . Service
In-coming caller ID X Service provider provider X
MWI (light and stutter dial X X
tone)
Call waiting X X
Caller ID on call waiting X
Service
Hook flash transfer X X provider
Service
Conference X X provider
Speed dial X
Call forward all X
Redial X

The different supplementary call features that are available for each voice gateway are
presented in the table in the figure and associate with the control protocol running on the
gateway, not the gateway hardware. In general, FXS ports controlled by H.323, MGCP, and
session initiation protocol (SIP) support only basic call features. SCCP-controlled ports support
the supplementary call features, and these depend on which protocol the gateway supports (or is
configured for) on its FXS ports.

Until recently, the Cisco VG248 Analog Phone Gateway was the only Cisco SCCP-controlled
FXS gateway. Cisco 10S gateways supported only H.323, MGCP, and SIP. Now, the Cisco
VG224 Analog Phone Gateway with SCCP control has been introduced, and soon Cisco I10S
gateways will include supplementary call features. Basic and supplementary call features are
software dependent, not hardware dependent.

Basic call features are designed for fax machines, lobby phones, emergency backup phones,
and hallway phones. The basic call features supported by H.323, MGCP, and SIP are dial tone,
dual tone multifrequency (DTMF) dialing to originate a call, ringing, call answer, fax and
modem relay, fax pass-through, and caller ID.

The figure shows which supplementary call features are supported by gateways configured with
MGCP and SCCP control protocols. The “Service provider” entry in the table means that the
supplementary call feature is only available if the service provider supplies this feature.
Supplementary call features are typical of those found on desktop phones.
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Cisco CallManager Express Feature
Availability with VG224
ﬂ
Analog Feature VG224 VG224 VG224
(H.323) (SIP) (sccp)
Basic call (with Cisco CallManager
configuration) X X X
Modem Pass-through X X H.323/MGCP
Fax (T.38, Cisco FR, Pass-through) X X H.323/MGCP
Caller ID Via script Via script X
MWI (stutter/visual) Via script X
Call waiting Via script Via script X
Hook flash transfer Via script Via script X
Conference X
Feature access code X
oncnen | ronenen x
Call forward all X
Speed dial X
SMDI X
* VG248 not supported with CallManager Express

The Cisco VG224 Analog Phone Gateway supports a number of analog features that are
supported by Cisco CallManager Express. The table in the figure describes these features.

Note

The VG248 Analog Phone Gateway is not supported by Cisco CallManager Express.
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NM-HDA

EM-HDA-4FXO
EM-HDA-8FXS

NM-HDA-4FXS 50-pin RJ-21
Telephone
Company
Connector

nc. Al rights reserved. GWGK v1.0—2-12

The figure shows a picture of the Cisco high density analog (HDA) NM (NM-HDA). The NM-
HDA baseboard shown is the NM-HDA-4FXS. The two port expansion modules (EMs) are
populated with an EM-HDA-8FXS and an EM-HDA-4FXO. The NM-HDA shown also has a
50-pin RJ-21 telephone company connector. Ports from the modules (base and expansion) are
mapped to specific pins. There is also an optional DSP-HDA-16 DSP module that plugs onto
the NM-HDA baseboard.

Note A configuration using two 8-port FXS EMs is not supported.
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Port Numbering on the NM-HDA
ﬂ

EM Slot 0

EM Slot 1

AEE@EIE6ED ([49630e0D0809201

(12) (13

2223

NM-HDA

Baseboard

GWGK v1.0—2-13

The “NM-HDA Port Number” table provides details on the NM-HDA ports.

NM-HDA Port Numbering

Component Number of Ports Mapped to These Port Numbers
Baseboard four x/0/0 — x/0/3

EMin Slot 0 eight x/0/4 — x/0/11

EM in Slot 1 eight x/0/14 — x/0/21

When configuring the NM-HDA, consider the following:

m  Although 24 port numbers are possible, a maximum of 16 active ports are supported on the

NM-HDA.

m  The middle digit of the port number for the NM-HDA is always 0.

m  EM slots have 10 port numbers allocated to them, but only the bottom 8 can be used.
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RJ-21 Pinouts on the NM-HDA
ﬂ
[ ———— 25 Unused

24 FXO Power Failover

23 Unused

22
21

?g Ports on the EM Slot 1

18 - . Bottom four for FXO (15-18)
:; « All eight for FXS
15/

14 FXO Power Failover
13 Unused

120
11
10

- Ports on the EM Slot 0
» Bottom four for FXO (5-8)
« All eight for FXS

50-pin RJ-21 connector

= NWHh OO N®O©

} Four FXS ports on the base NM-HDA

nc. Al rights reserved GWGK v1.0—2-14

The figure shows the 50-pin RJ-21 connector pin that maps to the port numbers on the NM-
HDA. The numbers 1 to 25 are the pin numbers for the RJ-21 connector.
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NM-HDA FXO Power Failover

Four FXO Ports

EM-HDA-4FXO
EM Slot 0 EM Slot 1
x/0/4 x/0/14
x/0/5 x/0/15
x/0/6 x/0116 To PSTN
x/0/7 x/0/17

Power Fail Relay

é[l “Red” (emergency) phone
[ —

The solid arrow in the “Power Fail Relay” box indicates a disconnected state and represents
the default condition.

nc. Al rights reserve GWGK v1.0—2-15

The figure shows a schematic of a NM-HDA with the four FXO ports that are connected to the
PSTN. The “Red” phone is normally disconnected; but during power failure, it has a direct
metallic path to the PSTN via a relay on the EM-HDA-4FXO. In the figure, the ports x/0/7 and
x/0/17 failover, via the power fail relay, to a phone that is connected to the EM-HDA.

Note The numbers in this figure, x/0/4 to x/0/17, are the identification for the ports on the EM-
HDA.
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EVM-HD Hardware

EM-HDA-8FXS EM-HDA-3FXS/4FXO

EVM-HD-8FXS/DID

50-pin RJ-21
Telephone
Company
Connector WGK V10216

The figure shows a picture of the Cisco NM-HDA and Digital Extension Module for Voice and
Fax (EVM-HD). The baseboard shown is the EVM-HD-8FXS/DID. The DID in the product
name stands for Direct Inward Dialing. The two port EMs are populated with an EM-HDA-
8FXS and an EM-HDA-3FXS/4FXO. The EVM-HD shown also has a 50-pin RJ-21 telephone
company connector.

RJ-21 Pinouts on the EVM-HD
ﬂ

Tipand || EM-HDA- EM-HDA- EM-HDA-
Ring 6FXO0 8FXS 3FXS/4FXO
24149 > Power Fail FXS 2/0/23 FXO 2/0/23
23/48 r Unused FXS 2/0/22 FXO 2/0/22
22747 LSEXO 210121 | EXS 2/0/21 FXO 2/0/21
21/46  FX02/0/20 | FXS 2/0/20 FXO 2/0/20 Ports on
5 20735 EX0 2/0/19 | FXS 2/0/19 Unused EM Slot 1
< 19/44  FX02/0118 |  FXS 2/0/18 FXS 2/0/18
b 18143 FXO2/0M7 |  FXS 2/0/17 FXS 2/017
c 17/42  FXO2/0/16 | FXS 2/0/16 FXS 2/0/16
c 16/41 > Power Fail FXS 2/0/15 FXO 2/0/15
9 15/40 | Unused FXS 2/0114 FXO 2/0/14
- 14139 Lo FXx02/013 | Fxs 200113 FXO 2/0/13
N 13/38  FX02/0/12 |  FXS 2/0/12 EXQ 2012 Ports on
- 12/37  FXO 2/0/11 FXS 2/0/11 Unused EM Slot 0
(14 11736 ___FX02/0/10 | _FXS 2/0/10. FXS 2/0/10
= 10/35  FXO 2/0/9 FXS 2/0/9 FXS 2/0/9
5 9/34 FXO 2/0/8 FXS 2/0/8 FXS 2/0/8
—— 333 FXS 2/0/7
QFE——712 FXS 2/0/6 .
[F———61/31 FXS 2/0/5 Eight FXS/DID
5/30 FXS 2/0/4
4129  FXs 203 baseboard
3/28 FXS 2/0/2
2127 FXS 2/0/1 ports
1/26 FXS 2/0/0

s. Inc. Al fights reserved. GWGK v1.0—2-17

The figure shows the 50-pin RJ-21 telephone company connector receive and transmit pin
mapping to the port numbers on the EVM-HD.
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Baseboard

EVM-HD-
8FXS/DID

EVM-HD Configuration Options
EM Siot 0 EM Siot 1 FXSorDID FXS FXO Module
8 8
EM-HDA-8FXS 8 8 16
EM-HDA-8FXS EM-HDA-8FXS 8 16 24
EM-HDA-8FXS EM-HDA-3FXS/4FXO 8 1 23
EM-HDA-8FXS EM-HDA-6FXO 8 8 22
EM-HDA-8FXS EM-4BRI-NT/TE 8 8 24
EM-HDA-3FXS/4FXO 8 3 15
EM-HDA-3FXS/4FXO EM-HDA-3FXS/4FXO 8 6 22
EM-HDA-3FXS/4FXO EM-HDA-6FXO 8 3 10 21
EM-HDA-3FXS/4FXO EM-4BRI-NT/TE 8 3 23
EM-HDA-6FXO 8 14
EM-HDA-6FXO EM-HDA-6FXO 8 12 20
EM-HDA-6FXO EM-4BRI-NT/TE 8 6 22
EM-4BRI-NT/TE 8 16
EM-4BRI-NT/TE EM-4BRI-NT/TE 8 24

The figure shows the current configuration options for the EVM-HD.

Note

BRI information has been removed to focus on the analog configuration options.
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Cisco CMM for the Cisco Catalxst 6000

2005 Cisco Systems, Inc. Al rights reserved. GWGK v1.0—2-19

The figure shows the Cisco Communication Media Module (CMM). The Cisco CMM
introduces a new modular line card in the Cisco Catalyst 6500 Series switches and the Cisco
7600 Series routers. The Cisco CMM supports four different types of port adapters including 6-
port T1, 6-port E1, 24-port FXS, and 128-port conferencing and transcoding port adapters. Up
to four port adapters can be installed on a single CMM line card. Customers have the flexibility
of mixing any of the four types of port adapters in a single CMM; however, one slot is internal
and can only accommodate the DSP module.
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Analog Trunk Configuration

This topic describes how to configure a gateway to support analog connections.

Analog Voice Trunk Topology

Woodridge
Campus

Span Engineering—Cicero Campus

Cisco Systems, Inc. Al rights reserved GWGK v1.0—2:21

The figure shows a simplified analog voice topology. The “Line Description” table provides the
key to the dotted lines in the figure.

Line Description

Line Number Description

1

an FXO trunk to the PSTN

2

a CAMA trunk to the E911 system

3

an E&M trunk to the PBX
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Example: Analog FXO Voice Trunk

Configuration
ﬂ

hostname router Cicero

! Configure pots dial-peer 1
dial-peer voice 1 pots
destination-pattern 1801.......
port 0/0

GWGK v1.0—2-22

The figure shows an analog FXO voice trunk configuration example. To configure a dial peer,
point to the FXO voice port. Under most circumstances, the default voice-port values are
sufficient for configuring an FXO port to transport voice. However, if caller ID is required, that
feature must be specifically configured.
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Configuring FXS and FXO Caller ID
ﬂ

Step 1: Enable caller ID

Step 2: Configure the station name on FXS voice
ports connected to user telephone sets.

Step 3: Configure the station number on FXS voice
ports connected to user telephone sets.

Step 4: (Optional) Block display of the calling party
information on terminating FXS ports.

GWGK v1.0—2-23

The “Configuring FXS and FXO Voice Ports” table provides details on the steps required to
configure FXS and FXO voice ports to support caller ID.

Configuring FXS and FXO Voice Ports

Step

Action

Notes

1.

Router (config)# caller-
id enable

Use this command to enable caller ID. This command
applies to FXS voice ports that send caller ID information
and to FXO ports that receive caller ID information. By
default, caller ID is disabled.

To disable the sending or receiving of caller ID
information, use the no form of this command.

If the station-id or a caller-id alerting command is
configured on the voice port, these commands
automatically enable caller ID, and the caller-id enable
command is not necessary.

Router (config-
voiceport)# station-
id name name

Use this command to configure the station name on FXS
voice ports connected to user telephone sets. This sets
the caller ID information for on-net calls originated by the
FXS port. You can also configure the station name on an
FXO port of a router where incoming caller ID information
from the PSTN subscriber line is expected. In this case, if
no caller ID information is included on the incoming PSTN
call, the called party receives the information configured
on the FXO port instead. If the PSTN subscriber line does
provide caller ID information, this information is used and
the configured station name is ignored.

The name argument is a character string of 1 to 15
characters identifying the station.

This command applies only to caller ID calls, not to
automatic number identification (ANI) calls. ANI supplies
calling number identification only.
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Step | Action Notes

3. Router (config- Use this command to configure the station number on
voiceport)# station- FXS voice ports connected to user telephone sets. This
id number number command sets the caller ID information for on-net calls

originated by the FXS port.

You can also configure the station number on an FXO
port of a router for which incoming caller ID information
from the PSTN subscriber line is expected. In this case, if
no caller ID information is included on the incoming PSTN
call, the called party receives the information configured
on the FXO port instead. If the PSTN subscriber line does
provide caller ID information, this information is used and
the configured station name is ignored.

If the caller ID station number is not provided by either the
incoming PSTN caller ID or by the station number
configuration, the calling number included with the on-net
routed call is determined by Cisco 10S software using a
reverse dial-peer search. In this case, the number is
obtained by searching for a POTS dial peer that refers to
the voice-port and the destination-pattern number from
the dial peer that is used.

The number argument is a string of 1 to 15 characters
identifying the station telephone or extension number.

To remove the number, use the no form of this command.

4. Router(config-voiceport)# caller- | Use this command to block a display of the calling party
id block information on terminating FXS ports.

(FXS ports only.) When this command is configured at the
originating end of a call, it requests that the originating
calling party information not be displayed at the called
party telephone.

The calling party information is included in the routed on-
net call because this is often required for other purposes,
such as billing and call blocking. The request to block a
display of the calling party information on terminating FXS
ports is normally accepted by Cisco routers, but no
guarantee can be made regarding the treatment by other
equipment.

This command affects all calls sent to an FXO station
from the configured FXS station. The CO may supply a
feature code that a user can dial to block caller ID
transmission on a call-by-call basis.

When a blocked-information call passes through an FXO
interface on the way to its destination, the blocking is
passed on to the receiving party.

To allow the display of caller ID information, use the no
form of this command.

5. Router (config- Use the following command to enable CAMA signaling.

voiceport)# no shut You must perform the shut and no shut commands in

Steps 3 and 4 to complete the activation of CAMA on the
voice ports that are being configured.
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Configuration

Example: Analog FXO Voice Trunk

-lIllIllIIllIllllllllllllllllllllllllllllllllI‘IIIIIIIII.EEE:E:E'IIIII

Router> show voice port 1/1/1
FXS 1/1 Slot is 1, Port is 1
Type of VoicePort is FXS
Operation State is UP
Administrative State is UP

Caller ID Info Follows:

Standard BELLCORE

Station name A. Person, Station number 4085551111
Caller ID presentation unblocked

Output attenuation is set to 14 dB

Caller ID is transmitted after 1 rings

GWGK v1.0—2-24

The figure shows a sample analog FXO voice trunk configuration on a Cisco router. The first
highlighted section identifies the voice port as an FXS port. The second highlighted section
shows that the FXS port is configured with a Bellcore/Telcordia standard, (the cptone value is
northamerica), a station name, and a station number. The caller ID alerting ring setting is 1.

Note For more details on configuring cptone and the caller ID-alerting ring, refer to Cisco I0S
Voice, Video, and Fax Configuration Guide Release 12.2, Appendix B - Caller ID at
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration_guide_ch

apter09186a00800ca7df.html#1049232.
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interface card.

Configuring Analog CAMA Trunks
ﬂ

- Step 1: Identify the voice port to be configured.

» Step 2: Select the desired signal and specify the
type of CAMA signaling.

» Step 3: Build the table that translates the NPA or
area code into a single MF digit.

- Step 4: Disable the selected port on the voice

+ Step 5: Enable CAMA signaling.

GWGK v1.0—2-25

To configure the Cisco VIC2-2FXO or VIC2-4FXO cards to recognize CAMA signaling,
perform the steps detailed in the “Configuring Analog CAMA Trunks” table.

Note When a port on these VICs is not configured for CAMA signaling, the port functions as a
normal FXO port, and all existing FXO functionality is available.

Configuring Analog CAMA Trunks

Step Action

Notes

1. Router(config)# voice-port slot/port

Use this command to identify the voice port
to be configured.

slot: This is the slot in the router in which the
VIC is installed. The only valid entry is 1.

port: This is the voice port number. Valid
values are as follows:

T1: ANSI T1.403 (1989), Bellcore TR-
54016

E1:ITU G.703

Analog voice: Up to six ports (FXS, FXO,
E&M)

Digital voice: Single T1/E1 with cross-
connect drop and insert, CAS and CCS
signaling, PRI QSIG

Ethernet: Single 10BASE-T

Serial: Two five-in-one synchronous serial
ports (ANSI EIA/TA-530, EIA/TA-232,
EIA/TA-449; ITU V.35, X.21, Binary
Synchronous Communication Protocol
[bisync], polled async)
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Step Action

Notes

Router (config-voiceport)#
signal {cama {KP-0-NPA-NXX-
XXXX-ST | KP-0-NXX-XXXX-ST |
KP-2-ST | KP-NPD-NXX-XXXX-ST}
| groundstart | loopstart}}

Use this command to select the desired signal
and to specify the type of CAMA signaling.

There are four CAMA signaling options for
transmitting the calling number:

m  Type 1: The KP-0-NXX-XXXX-ST option

m  Type 2: The KP-0-NPA-NXX-XXXX-ST
option, which is common

Type 3: The KP-2-ST option
m  Type 4: The KP-NPD-NXX-XXXX-ST
option
The card default, without CAMA enabled, is
loopstart.

To reset to the default, use the no form of this
command.

Router (config-voiceport)# ani
mapping NPD-value NPA-number

Use this command to build the table that
translates the Numbering Plan Area (NPA), or
area code, into a single MF digit. The number
of Numbering Plan Digits (NPDs) that are
programmed is determined by local policy and
by the number of NPAs or area codes that the
PSAP serves.

The NPD value range is 0 to 3.

The NPA number range is 100 to 999.To
disable ANI mapping, use the no form of this
command.

Router (config-voiceport)# shut

Use this command to disable the selected port
on the VIC.

Repeat Step 4 until all NPAs (area codes) are
configured or until the NPD range maximum is
reached.

Router (config-voiceport)# no
shut

Use this command to enable CAMA signaling.

You must perform the shut and no shut
commands in Steps 3 and 4 to complete the
activation of CAMA on the voice ports you are
configuring.

The CAMA signaling options that are typically provided by the PSAP are as follows:
B KP-0-NXX-XXXX-ST: This option is used for a 7-digit ANI transmission. The NPA or

area code is implied by the trunk group and is not transmitted.
KP-0-NPA-NXX-XXXX-ST: This option is used for a 10-digit transmission. The E.164

number is fully transmitted.

KP-2-ST: This is the default transmission when the CAMA trunk cannot obtain a
corresponding NPD in the look-up table, or when the calling number is fewer than 10 digits

(NPA digits are not available).

KP-NPD-NXX-XXXX-ST: This is the option used for an 8-digit ANI transmission in
which the NPD is a single MF digit that is expanded into the NPA. The NPD table is
preprogrammed by configuring ANI mapping in the sending and receiving equipment (on
each end of the MF trunk); for example: 0 =408, 1 =510, 2 =650, 3 =415.

—  NPD values range from 0 to 3. Examples of telephone numbers in this signaling

option are:
m 05550123 = (408) 555-0123
B 25550199 = (650) 555-0199
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Note If the NPD value does not match a value in the NPD table, the CAMA signaling option
defaults to KP-2-ST.

For information on configuring CAMA, see FXO, FXS, and E&M VIC Support on Cisco 1700

Series Routers at
http://www.cisco.com/en/US/products/hw/routers/ps221/prod_configuration_guide09186a00

8019b16e.html.
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Example: Analog CAMA Trunk

Configuration
ﬂ

shut

voice-port 0/0

ani mapping 0 408

ani mapping 1 510

ani mapping 2 650

ani mapping 3 415

signal cama KP-NPD-NXX-XXXX-ST

no shut

GWGK v1.0—2-26

The following example shows the configuration of the VIC2-2FXO card for eight-digit
transmission. In this example, ANI mapping is shown for the following NPAs: 0 =408, 1 =
510, 2 =650, 3 =415.

You can verify the configuration by using the show run command, the show voice port
command, or the show voice port summary command. The following is an example output
that confirms the configuration depicted in the figure. After running a show voice port
command, the following commands help to verify a successful analog CAMA trunk

configuration:

router # show run

|

voice-port 0/0
ani mapping 0
ani mapping 1
ani mapping 2
ani mapping 3

signal cama KP-NPD-NXX-XXXX-ST

end

408
510
650
415

The following example shows the result of a show voice port summary command on a router
with a VIC2-2FXO card in slot 0. Port 0 is configured for CAMA, and port 1 is configured for
normal FXO operation.

router# show voice port summary

PORT CH

SIG-TYPE

ADMIN OPER STATUS

STATUS EC

fxo-cama

fxo-1s

on-hook vy
on-hook vy
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Analog E&M Trunk Configuration
ﬂ

- Step 1: Enter the global configuration mode.

« Step 2: Identify the voice port you want to configure and enter the
voice port configuration mode.

- Step 3: Select the appropriate signal type for this interface.
« Step 4: Select the appropriate cabling scheme for this voice port.
« Step 5: Select the appropriate E&M interface type.

!Configure pots dial-peer 1

dial-peer voice 1 pots
destination-pattern 1408555....
port 0/0

!Configure the E&M interface
voice-port 0/0

signal immediate

operation 4-wire

type 2

nc. Al rights reserve GWGK v1.0—2:27

The figure shows a sample E&M configuration and the sequence of commands needed to
configure a basic E&M trunk. Unlike FXS and FXO voice ports, the default E&M voice-port
parameters are not sufficient to enable voice and data transmission over your IP network.
Because of the inherent complexities of PBX networks, E&M voice-port values must match
those specified by the particular PBX device to which it is connected.

To configure E&M voice ports, use the commands presented in the “Configuring an E&M
Trunk” table. Enter the commands beginning in privileged EXEC mode.

Configuring an E&M Trunk

Step | Action Notes
1. configure terminal Use this command to enter the global configuration
mode.
2. voice-port slot- Use this command to identify the voice port you want
number/port to configure and to enter the voice-port configuration
mode.
3. signal {wink-start | Use this command to select the appropriate signal
immediate | delay-dial} type for this interface.
4. operation {2-wire | 4- Use this command to select the appropriate cabling
wire} scheme for this voice port.
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Step | Action Notes

5. type {1 | 2 | 3 | 5} Use this command to select the appropriate E&M
interface type.

type 1 is for the following lead configuration:

m  E: output, relay to ground

m  M: input, referenced to ground

type 2 is for the following lead configuration:

m  E: output, relay to signal ground (SG)

m  M: input, referenced to ground

m  Signal battery (SB): feed for M, connected to —
48V

m  SG: return for E, galvanically isolated from
ground

type 3 is for the following lead configuration:
m  E: output, relay to ground

m  M: input, referenced to ground

m  SB: connected to -48V

m  SG: connected to ground

type 5 is for the following lead configuration:
m  E: output, relay to ground

m  M: input, referenced to —48V
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Common Analog Issues

This topic describes some common analog issues that occur during gateway deployment.

Common Analog Issues
ﬂ

* Impedance mismatch
* Voice volume
+ Cabling and port programming
* FXO disconnect
- Caller ID
—FXS based
—FXO based

nc. Al rights reserv GWGK v1.0—2-29

The following describes some common analog issues that occur during gateway deployment:

m  Impedance mismatch: If the impedance is set incorrectly (there is an impedance
mismatch), a significant amount of echo is generated. In addition, gains, or the charge in
the circuit due to signal input, might not work if there is an impedance mismatch.

Note This echo can be masked if the echo-cancel command has been enabled.

m  Voice volume: Incorrect input or output levels can cause echo, as can an impedance
mismatch. Too much input gain can cause clipped or fuzzy voice quality. If the output level
is too high at the remote router voice port, the local caller hears echo. If the local router
voice-port input decibel level is too high, the remote side hears clipping. If the local router
voice port input decibel level is too low, or the remote router output level is too low, the
remote side voice can be distorted at a very low volume and DTMF may be missed.

m  Cabling and port programming: The majority of faults with E&M ports are due to
incorrect wiring or PBX port programming.
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m  FXO disconnect: A switch used in PBX and PSTN key systems requires that a user hang
up the phone when the call is terminated. Human intervention is not built into the router
FXO port. The FXO port expects the switch to indicate when to hang up. Consequently, it
is not guaranteed that a near-end or far-end FXO port will disconnect the call after either
end of the call has hung up. There are two problems associated with the inability for a near-
end or far-end FXO port to disconnect: Charges for the line could be billed to the customer
and all the channels on the trunk will eventually become blocked. The following describes
how disconnect supervision and its counterpart answer supervision have been created to
handle these problems:

—  Disconnect supervision: PBX and PSTN switches use several different methods to
indicate that a call should be disconnected because one or both parties have hung up.
The following commands are used to configure the router to recognize the type of
signaling in use by the PBX or PSTN switch connected to the voice port:

m  Battery reversal disconnect: When the battery reversal disconnect command
is enabled on the voice port, changes in the polarity of the line-in generated by
the connected switch indicate that the line-in has been disconnected. Changes in
the line-in polarity indicate changes in call state such as off-hook or call
disconnect. The battery reversal disconnect command is enabled by default
when the disconnect supervision command is enabled.

m  Battery denial disconnect: When the battery denial disconnect command is
enabled on the voice port, short (approximately 600 ms) interruption of line
power to indicate that the line-in has been disconnected. The battery denial
disconnect command is enabled by default when the disconnect supervision
command is enabled.

m  Supervisory tone disconnect (STD): STD occurs when the connected switch
provides a special tone to indicate a change in the call state. Some PBXs and
PSTN CO switches provide a 600-ms interruption of line power as a supervisory
disconnect, and others provide STD. This is the signal that the router is looking
for when the no supervisory disconnect command is configured on the voice
port.

—  FXO STD: If the FXO STD is configured and a detectable tone from the PSTN or
PBX is detected by the DSP, the analog FXO port goes on-hook. This feature
prevents an analog FXO port from remaining in an off-hook state after an incoming
call is ended. The FXO supervisory disconnect tone enables interoperability with
PSTN and PBX systems whether or not they transmit supervisory tones.

Note This feature applies to analog FXO ports with loop-start signaling. This feature is found on
the Cisco 2600 Series, the Cisco 3600 Series, and Cisco 2800 ISR Series routers.

m  To configure a voice port to detect incoming tones, you must know the
parameters of the tones expected from the PBX or PSTN. Then create a voice
class that defines the tone-detection parameters and apply the voice class to the
applicable analog FXO voice ports. This procedure configures the voice port to
go on-hook when it detects the specified tones. The parameters of the tones need
to be precisely specified to prevent unwanted disconnects due to the detection of
nonsupervisory tones or noise.
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m  An STD is normally a dual tone with two frequencies; however, tones of only
one frequency can also be detected. Use caution if you configure voice ports to
detect nondual tones because unwanted disconnects can result from detection of
random tone frequencies. You can configure a voice port to detect a tone with
one on/off time cycle, or you can configure it to detect tones in a cadence pattern
with up to four on/off time cycles.

m  FXS-based caller ID: If you have caller ID problems on telephones connected to FXS
ports, the following tips may be helpful:

Try a different brand of phone to confirm that the problem is not caused by a
malfunctioning or incompatible caller ID telephone.

Ensure that the cptone command is set correctly to reflect your locale.

If the call time display is incorrect, check the router clock setting. A Network Time
Protocol (NTP) server is recommended for accurate display of the local time.

If expected information is not displayed, use the show call history command to
make sure that the information that the router received during the call setup is
complete.

The line voltage available on the FXS voice ports of the Cisco 2600 and 3600 series
routers is —24V. Some phones do not recognize —24V caller ID signaling.

m  FXO-based caller ID: If you have caller ID display problems on FXO ports, the following
tips may be helpful:

Disconnect the router from the phone line and attach a caller-ID-equipped telephone
to verify that the CO is sending caller ID information:

m Listen and watch to see when the caller ID information is displayed—before the
first ring, after the first ring, or after the second ring.

m  Make sure that the router configuration matches the timing of the display. If the
phone is answered during the first ring, does this cause the phone not to display
the caller ID information? If so, the CO may be sending the caller ID
information after the first ring, requiring a change to a caller ID alerting setting.
Make sure that the router is not configured to answer the call on the FXO before
the caller ID information is received. If needed, increase the number of rings
required before answering.

Use the show call history command to check the information received by the caller
ID unit.
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Common Symptoms of Analog Issues

* In Cisco CallManager, the analog FXO and FXS
card is not recognized by the gateway.

* In Cisco CallManager the FXO card does not send
or pulse out digits.

* The phone continues to ring on an FXO or FXS
network after the user hangs up.

* No dial tone is received from gateway voice port
after the phone goes off-hook.

* The second FXS port shuts down when a call is
placed on the first port.

nc. Al rights reser GWGK v1.0—2-28

There are several common analog issues that occur when you are connecting an analog system
to a gateway. Five of the most common issues and their possible solutions are as follows:

Using Cisco CallManager, the analog FXO and FXS card is not recognized by the
gateway. The solution to this problem involves the following procedure:

Issue the show version command on the router to determine if the hardware is installed on
the router module.

Issue the show diag command. If this command does not clearly specify the name of this
module and instead lists “Unknown module” or “Unknown card”, ensure that you have the
correct Cisco I0S software features. You must have the “Plus” feature set installed, which
is noted by the “-s” in the Flash file name.

If you have the correct features installed and still cannot see the module, make sure the
module is seated properly in the slot. To make certain, save your configuration, turn off the
router, and reseat the VIC in the network module (if it applies to your platform) and then
reseat the module (VIC or NM-2V) in the router slot. Restart the router, and when the
orange lights disappear, see if you can identify the hardware correctly.

To test an FXS port, connect an analog phone and check that the dial tone is heard when
the phone goes off-hook. If the phone does not go off-hook, check that the port is not in a
shutdown state. If the port is in a shutdown state, issue the no shutdown command.

Note Cisco IOS Software Release 12.2 and earlier provide dial tone, but Cisco 10S Software

Release 12.3 and later require at least one dial peer to be defined on the router before an
FXS will provide a dial tone.
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m  Using Cisco CallManager, the FXO card does not send or pulse out digits. The solution
to this problem involves the following four-step procedure:

1. Ifthe FXO connects to an FXS port on your PBX or PSTN, and the telephony devices
are not receiving DTMF tones from the router FXO port, ensure that the dial-peer
voice pots command is configured to forward digits.

By default, the router or gateway matches and strips exact destination patterns, as is
shown in the following example:
!
dial-peer voice 1 pots
destination-pattern 123
port 1/1/1
!

2. Ifthe router does not pulse out any digits on 123, be sure that the correct prefix or
forward digits are configured for forwarding the desired digits as shown in the
following example:

!
dial-peer voice 1 pots
destination-pattern 123

forward-digits 3
port 1/1/1
!

Note For more information, refer to the “Digit Stripping on Outbound POTS Dial Peers” section of
Configuring Dial Plans, Dial Peers, and Digit Manipulation at
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration_guide_ch
apter09186a0080080aec.html.

3. Ifyou have the correct POTS peer configured, and you are still not receiving digits,
make sure that the router is sending the correct DTMF tones by issuing the debug vtsp
dsp command and making the call while capturing the logs. This log indicates each
tone with a few lines of text, including “digit=1" and the exact frequencies of the tone.
If you see the correct digits pulsed out, then the router is sending the digits.

4. Ifthe PBX or PSTN is not receiving digits, you need to check the values on the other
end of the wire with a “T-berd” or analyzer. If you see duplicate or missing digits in the
logs, this could indicate a problem with DSPs or incorrect digits received from the
originating gateway. If the frequencies of the digits are not recognized, then the correct
tones cannot be pulsed out. Make sure you issue the dtmf-relay command on the dial
peers, especially if you have a very low bit rate codec configured.

®  The phone continues to ring on an FXO or FXS network after the user hangs up. This
problem occurs with only FXO loopstart signaling to PBX or PSTN devices (which do not
have battery reversal or power denial) because the router FXO port is like a phone. The
user must hang up the call so that it disconnects the line. In this case, there is an incorrect
destination, sequence, number of rings, state, indication, result, or other outcome. The
workaround for this problem is beyond the scope of this course. Pleaser refer to Cisco
Systems Inc. Understanding FXO Disconnect Problems at http://www .cisco.com/en/US/
tech/tk652/tk653/technologies_tech note09186a00800ae2d1.shtml.
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m  No dial tone is received from the gateway voice port after the phone goes off-hook. If
the Cisco IOS gateway is correctly configured, and there is no dial tone from the router
when the phone or PBX goes off-hook, perform the following steps:

1.

Check to see if the voice ports are in administratively shutdown mode. In this mode, no
dial tone is played. To check the dial tone, issue the show voice port [slot-number]
command.

To enable the ports, issue the no shutdown command under voice-port mode in the
configuration.

Make sure that the direct-inward-dial command is not configured under the dial-peer
voice pots command. DID is not supported on analog FXO and FXS cards. DID is only
supported on VIC-DID cards. If DID is configured on FXO and FXS cards, it can
disable the dial tone and usually returns a fast busy signal. Remove this feature from
the configuration and try again.

Check to see if you have the private line, automatic ringdown (PLAR), or trunk
configured under the voice port. If either of these conditions exists, the local dial tone
will be disabled, too. To test for the local dial tone, temporarily remove the connection
plar or the connection trunk commands. Reset the voice ports by issuing the
shutdown and no shutdown commands, and check for the dial tone again.

Check to see if the dial tone is being played but not heard by the remote phone. Issue
the debug voip ccapi inout Cisco I0S software command, go off-hook, and look for a
ccGenerateTone function in the output. If ccGenerateTone occurs in the output, the
router is generating a tone. This symptom indicates that the transmit and receive pin-
outs may be wired incorrectly.

If you do not see any debugs, check to see that they are enabled to play on the console.
Issue the terminal monitor command on the command line, and issue the show
debugging Cisco 10S software command. Make sure that the debugs are enabled. Issue
the debug vpm all command to monitor for voice-port telephony signaling. If you do
not receive any debugs, this could be caused by mis-wiring on the transmit and receive
pins. Verify the RJ-11 tip and ring wiring.

®  The second FXS port shuts down when a call is placed on the first port: Port 0 on a
VIC-2FXS is designed to accommodate a U.S.-style two-line phone, instead of the more
common European-style one-line phone. In addition to using pins three and four, pins two
and five are also monitored by the voice port. If you have a phone handset of unknown
origin, it is possible that pins two and five are wired to allow last number recall or call
forwarding. If this is the case, port 0 on the VIC assumes you have a two-line phone, and it
shuts down port 1 automatically. To remedy this situation, perform the following steps:

1.

Be sure only two wires are used on your RJ-11 cable from the gateway to the phone.
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2. Verify that the cores in the RJ-11 add up to two and that they are the middle two wires.
For example, if you have a four-pin RJ-11, the middle two wires would be pins two and
three. If you have a six-pin RJ-11, these wires would be pins three and four.

The following schematic shows port B with the following pin-out:

Pin I NC

Pin 2 port A tip
Pin 3 port B ring
Pin 4 port B tip
Pin 5 port A ring
Pin 6 NC

Note For more information, refer to “Common issues with the analog FXO and FXS circuits” at
http://www.ciscotaccc.com/voice/showcase?case=K15416256.
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Troubleshooting Tools

This topic describes the troubleshooting tools that are used to resolve common analog issues.

Analog Voice Port Test Equipment

Digital Multimeter Line Tester

nc. Al rights reserved GWGK v1.0—2-30

The figure shows a typical technician line-test set: A digital multimeter and a line tester. While
this equipment is not required for every installation, it is sometimes necessary to use test
equipment to isolate problems with analog E&M ports. The most useful tools are a digital
multimeter and a line tester. These tools allow the measurement of signaling states and voltages
and allow the monitoring of audio signals.

The digital multimeter is used to measure the DC-loop voltage and AC-ringing voltage on FXS
ports, E or M lead-signaling transitions, voltages on E or M leads, and the DC resistance of
E&M signaling leads.

In the terminating mode of operation and when it is connected to a loopstart, the technician line
tester acts like a normal telephone handset trunk and allows telephone numbers to be dialed on
the inbuilt keypad. When switched to the monitoring mode (bridging mode), the unit presents a
high impedance to the transmit (Tx) or receive (Rx) audio pairs of the E&M port. This
impedance allows the audio signals and tones to be heard on the inbuilt loudspeaker. This
feature helps find issues with one-way audio, incorrect digits that are sent or received,
distortion and level problems, and possible sources of noise and echo. These are additional
cabling tools:

m  RJ-11 cables (straight-through, two conductors, and tip and ring are the preferred types)
m  RJ-11 connector ends and spare two-conductor RJ-11 cable

m  RJ-11 crimpers

m  RJ-11 or RJ-45 cable extenders

m  Oscilloscope (if available)

m  Regular analog telephones
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E&M Port-to-Port Testing

The “rollover” cable has the following RJ45 connector
wiring and can be used to connect two E&M ports for
troubleshooting:

E&M E&M
Port 1 Port 2

1

X |INjo|ja|h~|]dN
=IN]|w]|~jO|O|N

nc. Al rights reserve GWGK v1.0—2:31

The experience of Cisco Technical Assistance Center (TAC) engineers has shown that the
majority of faults with E&M ports are due to incorrect wiring or PBX port programming. To
assist in determining if the fault is external to the router, it is possible to use the standard
“rollover” cable. This rollover cable connects the signaling output of one port to the input of the
other port and maintains an audio path between the two ports. To prove the operation of the
router, dial peers can be configured to send a test call out one port, which is then looped back
into the second port.

The figure shows the wiring for a rollover cable. The signaling crossover occurs as pins 2 (M
lead) and 7 (E lead) on one port are connected to pins 7 (E lead) and 2 (M lead) on the other
port. The two ports share a common internal ground. The crossover on pins 4 and 5 (audio pair)
have no effect on the audio signal. By setting both voice ports to 2-wire, type-5 operation, the
E&M ports become symmetrical and an outward seizure on one port is seen as an incoming
seizure on the second port. Any DTMF digits sent out immediately come back and are then
matched on another dial peer.
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E&M Port-to-Port Testing (Cont.:

voice-port 1/0/0

!--- First port under test.
operation 2-wire
signal-type wink
type 5
!
voice-port 1/0/1

!--- Second port under test.
operation 2-wire
signal-type wink
type 5
!
dial-peer voice 100 pots

1--- Send call out to port 1/0/0,

!--- 100 and prefix with a called

!--- number 200.
destination-pattern 100
port 1/0/0

prefix 200

1

&ial-peer voice 200 voip

strip the

!--- Incoming test call for 200 comes
1--- in on port 1/0/1 and is sent to 1.1.1.1 as VoIP call.

destination-pattern 200
session-target ipv4:1.1.1.1
1

GWGK v1.0—2-32

When a VoIP call comes into the router with a called number of 100, it is sent out port 1/0/0.
By default, any explicitly matched digits on a POTS dial peer are assumed to be an access code,
and these codes are stripped off before the call is made. To route the call correctly, these digits
must be replaced. In the example, the prefix command prepends the digits “200” as the called
number. This call is immediately looped back in on port 1/0/1, the digits match on dial peer
200, and then the new call is made to the designated IP address. At this point, the devices
originating and accepting the VoIP calls should then have an audio connection. This audio
connection will span the IP network going out and coming in the E&M ports proving that the
router is working properly. It also proves that the fault is not with the router.

In the configuration example in the figure, it is assumed that there are working devices on

the IP network that can originate and accept VolP calls.
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Common VolP Debug Commands
s cCiscocom |
Router#
|debug voip ccapi [error|inout] |

* Traces the execution path through the call control API

Router#

|debug vpm all |
* Enables all of the debug commands

Router#

|show call active voice |

* Displays the contents of the active call table

Router#

|show call history voice |

* Displays the contents of the call history table

nc. Al rights reserv GWGK v1.0—2-34

The “VoIP Debug Commands” table lists and describes some of the common commands used
to troubleshoot analog trunk connections.

VolP Debug Commands

Command Description
debug voip ccapi This command is used to trace the execution path through the
[error | inout] call control application program interface (API). The API serves

as the interface between the call session application and the
underlying network-specific software. You can use the output
from this command to understand how calls are being handled by
the router.

The error keyword displays the errors in the call control API
(CCAPI). This keyword shows error events or unexpected
behavior in system software.

The inout keyword displays the execution path through the
CCAPI. The output from this command shows how calls are
being handled by the router. This keyword shows how a call flows
through the system, including call setup and teardown operations
performed on both the telephony and network call legs.

debug vpm all This command is used to enable all of the debug commands,
such as the on-hook command and the off-hook command, for
the voice port module and to view digits in the traffic flow.

Caution: This debug will generate lots of output.

It is usually a good idea to turn off all debugging and then enter
the debug commands you are interested in one by one. This will
help to avoid confusion about which ports you are actually
debugging.

Use one of the following voice port module (VPM) variants as
required: debug vpm spi, debug vpm signal, and debug vpm
dsp.
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Command

Description

show call active voice
[brief [id identifier]

compact [duration
less time | more
time}] | echo-
canceller call-id | id
identifier | redirect
{rtpvt | tbet}]

Use this command to display the contents of the active call table.

This command displays information about call times, dial peers,
connections, quality of service, and other status and statistical
information for voice calls and fax relay calls that are currently
connected through the router.

There are many argument options to this command. The
following describes some of the more useful arguments:

m  brief: (Optional) Displays a truncated version of the
contents.

m duration: (Optional) Displays active calls that are longer or
shorter than a specified time. The arguments and keywords
are as follows:

— less: Displays calls shorter than time.
— more: Displays calls longer than time.

— time : Elapsed time, in seconds. Range is from 1
to 2147483647. There is no default value.

m echo-canceller call-id : (Optional) Displays information
about the state of the extended echo canceller (EC). To
query the echo state, you need to know the hex ID in
advance. To find the hex ID, enter the show call active
voice brief command or use the show voice call status
command. The range is from 0 to FFFFFFFF.

show call history
voice [brief [id
identifier] | compact
[duration {less time |
more time}] |

[id identifier] | last
number redirect
{rtpvt | tbet}]

Use this command to display the call history table. The call
history table lists all calls connected through this router in
descending time order since VolP was enabled. You can display
subsets of the call history table by using specific keywords.

The arguments for the show call history voice command are
similar in function and intent as the arguments for the show call
active voice command.
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Common VolP Debug Commands ‘Cont.g

Router#

|show voice port |

- Displays configuration information about a specific
voice port

Router#

|debug voip rtp

* Enables debugging for RTP packets

nc. Al rights reserv GWGK v1.0—2-35

The “VoIP Debug Commands (Cont.)” table describes additional common commands that are
used to troubleshoot analog trunk connections.

VolP Debug Commands (Cont.)

Command Description

show voice port Use this command to display configuration information about a
specific voice port.

debug voip rtp {error Use this command to enable debugging for Real-Time Transport

| session [nse | Protocol (RTP) named event packets. To disable debugging
multicast | conference output, use the no form of this command. A description of the

| dtmf-relay | named- required arguments follows:

event] | packet m error: This argument prints out a trace for error cases.
remote-ip Ipaddress m  session: This provides all session debug information. If used
remote-port portnum with a keyword, this will supply more specific debug
packetnum | packet information according to the keywords used.

callid idnum m named-event: (Optional) Provides debug information for
packe tnum} Named Telephone Event (NTE) packets.

Caution: This command severely impacts performance and
should be used only for single-call debug capture. Cisco does not
recommend using this command when using fax relay because it
can adversely affect fax relay.

Note Certain show commands are supported by the Cisco Output Interpreter Tool, which allows
you to view an analysis of show command output. The Cisco Output Interpreter is available
at www.cisco.com/cgi-bin/Support/Outputinterpreter/home.pl. .
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Note Before issuing debug commands, please see Important Information on Debug Commands at
http://lwww.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.s
html.

Examining VolP Call Flows
IlIllIIlIlllIlllllllllllllllllllllllllllllllllll‘IIIIIIIIII.EB:’!::'IIIII

Router# debug voip ccapi inout

1

cc_api_call setup ind (vdbPtr=0x60BFB530, callInfo={called=, calling=, fdest=0},
callID=0x60BFAEBS8)

1

cc_process_call_setup ind (event=0x60B68478) sess_appl: ev(1l4), cid(1l), disp(0)
ccCallSetContext (callID=0x1, context=0x60A7B094) ccCallSetPeer (callID=0x1,
peer=0x60C0A868, voice_peer tag=2, encapType=1l, dest-pat=+14085231001, answer=)
1

ccCallSetupAck (callID=0x1)

1

cc_api_call_digit (vdbPtr=0x60BFB530, callID=0x1, digit=4, mode=0)
sess_appl: ev(8), cid(1l), disp(0)

ssa: cid(1)st(0)oldst(0)cfid(-1)csize(0)in (1) £Dest (0)

cc_api_call digit(vdbPtr=0x60BFB530, callID=0x1, digit=1, mode=0)
sess_appl: ev(8), cid(1l), disp(0)

ssa:cid (1) st (0)oldst(0)cfid(-1)csize(0)in (1) £Dest (0)

1

5 Cisco Systems, Inc. Al rights reserve GWGK v1.0—2-36

The figure shows a screen capture of an output example from the debug voip ccapi inout
command. The first highlighted output shows that the call setup has been accepted by the
router. The second and last highlighted output show that the caller has entered DTMF digits
twice before a dial peer is matched.
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Showing Active Calls

ﬂ

Router# show call active voice
Total call-legs:2

VOIP:

ConnectionId[0x7F8D82A4 0x928E11D5 0x8094FCFB 0x1C38F0FA]
IncomingConnectionId[0x7F8D82A4 0x928E11D5 0x8094FCFB 0x1C38FO0FA]
RemoteIPAddress=172.29.248.111

RemoteUDPPort=17394

RoundTripDelay=4 ms

SelectedQoS=best-effort

tx DtmfRelay=inband-voice

FastConnect=TRUE

AnnexE=FALSE

LostPackets=0
EarlyPackets=0
LatePackets=0

005 Cisco Systems, Inc. Al rights reserved
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The figure shows a screen capture of an output example from the show call active voice
command. The first highlighted output shows the IP of the remote address. The second

highlighted output indicates that the network is working well.

Showing Call History

ﬂ

Router# show call history voice
Telephony call-legs: 1

SIP call-legs: 0

H323 call-legs: 1

Total call-legs: 2

GENERIC:

SetupTime=85975291 ms

CallDuration=00:00:40

VOIP:
ConnectionId[0x2868AD84 0x375B11D4 0x8012F7A5 0x74DE971E]

GENERIC:
SetupTime=85975290 ms

TELE:
ConnectionId=[0x2868AD84 0x375B11D4 0x8012F7A5 0x74DE971E]

005 Cisco Systems, Inc. Al rights reserve
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The figure shows a screen capture of an output example from the show call history voice

command. The highlighted output shows the call set up times, how long the call took, the VoIP

IP address, and the telephone IP address in hexadecimal.
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Showing Voice Ports
lIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII‘lIIIIIIIII.EB:’!:E'IIIII

Router# show voice port 1/0/0

Foreign Exchange Station 1/0/0 Slot is 1, Sub-unit is 0, Port
is 0

Type of VoicePort is FXS

Initial Time Out is set to 10 s

Interdigit Time Out is set to 10 s

Analog Info Follows:

Region Tone is set for northamerica
Currently processing none

Maintenance Mode Set to None (not in mtc mode)
Number of signaling protocol errors are 0
Voice card specific Info Follows:

Signal Type is loopStart

Ring Frequency is 25 Hz

Hook Status is On Hook

Ring Active Status is inactive

Ring Ground Status is inactive

Tip Ground Status is inactive

Digit Duration Timing is set to 100 ms
InterDigit Duration Timing is set to 100 ms
Hook Flash Duration Timing is set to 600 ms

005 Cisco Syste
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The figure shows a screen capture of an output example from the show voice port command
for an FXS analog voice port on a Cisco 3600 router. The first highlighted output shows that
the voice port is configured as an FXS interface. The next two highlighted outputs show the
start of the analog and voice card specific information.
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Showing Voice RTP Session Information
ﬂ

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

00:

09:
09:
09:
09:
09:
09:
09:
09:
09:
09:

09:

29:
29:
29:
29:
29:
31:
31:

31:

Router# debug voip
29:
29:
29:

<Snd>>>

<Snd>>>

<Snd>>>

rtp session named-event

:99
:99
:99
:99
:99
:99
:99
:99
:99
:99

:99

Evt:
Evt:
Evt:
Evt:
Evt:
Evt:
Evt:
Evt:
Evt:
Evt:

Evt:

1
1
1

N R R

w

Pkt:
Pkt:
Pkt:
Pkt:
Pkt:
Pkt:
Pkt:
Pkt:
Pkt:
Pkt:

Pkt:

03
03
03
83
83
83
03
03
02
02

02

00
00
00
04

04
00

00

00

00

00

00
00
00
c8
c8
cs8
00
00
00
00

00

<<<Rcv>
<<<Rcv>
<<<Rcv>

<<<Rcv>
<<<Rcv>
<<<Rcv>
<<<Rcv>

<<<Rcv>
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The figure shows a screen capture of debugging output for the debug voip rtp session named-
event command. The example shows a gateway that sends digits 1, 2, 3, then receives digits 9,
8, and 7. The output that indicates the sent and received digits has been emphasized. The
payload type, event ID, and additional packet payload are shown in each log.

The first highlighted output shows that the first three packets indicate the start of the tone
(initial packet and two redundant). The last highlighted output shows the three packets that
indicate the end of the tone (initial packet and two redundant). The packets in between are

refresh packets that are sent every 50 ms (without redundancy).
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

+ FXO and E&M are common analog trunk connections
to gateways.

* There are a number of common analog trunk features
providing enabling phone features, caller id features,
call waiting features, and call transfer features.

* To support E911, service providers typically require a
CAMA interface on the client-side voice gateway.

* NMs and VICs are used in Cisco gateways to support
analog trunks.

* The Cisco VG224, Cisco VG248, Cisco CMM, Cisco
NM-HAD, and the Cisco EVM are used to provide
high-density analog endpoints.

Summary (Cont.)

* The router voice-ports must be configured to
transmit and receive the same type of signaling
that is used by the device sending the signaling.

» The most useful equipment to troubleshoot analog
lines are the digital multimeter and the line test set.

+ Common debug commands include debug voip,
ccapi inout, debug vpm all, show call active voice,
show call history voice, show voice port, and the
debug vtsp all command.
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Lesson Self-Check

Use the questions here to review what you learned in this lesson. The correct answers and
solutions are found in the Lesson Self-Check Answer Key.

Q1)  When an E911 call is placed, how is the calling number used by the PSAP? (Choose
two.) (Source: Trunk Features)

A)
B)
0

D)

The PSAP uses the calling number to reference the ALI database to find the
exact location of the caller.

The PSAP uses the called number to reference the ALI database to find the
exact location of the caller.

The PSAP uses the calling number to reference the ANI database to find the
exact location of the caller.

The PSAP uses the calling number as a callback number in case the call is
disconnected

Q2)  What are VIC cards and how are they installed in Cisco routers? (Source: Router

Analog Hardware Types)

A) VICs are network modules that fit into HVIC interfaces in the Cisco ISR 3800
series router to provide the interface to telephony equipment and the PBX.

B) VICs are daughter cards that integrate with voice NM-HDAs to provide the
interface to telephony equipment and the PSTN in the Cisco ISR 3800 series
router.

C) VICs are daughter cards that integrate with voice NMs to provide the interface
to telephony equipment and the PSTN in the Cisco 1700, 2800, and 3800 series
routers.

D) VICs are network modules that provide the interface to telephony equipment

and the PSTN the Cisco 1700, 2800, and 3800 series routers.

Q3)  Which Cisco analog voice gateway supports the Cisco CallManager Express with

redial, call forward all, and speed dial? (Source: Router Analog Hardware Types)

A)
B)
0
D)

The VG248 Analog Phone Gateway (SCCP)
The VG224 Analog Phone Gateway (SCCP)
The VG200 with a VIC2-2FXS

The VG224 Analog Phone Gateway (MGCP)

Q4)  The client is complaining of echo and clipped or fuzzy voice quality on their Cisco IP

phones. The client uses E&M signaling over an analog trunk to connect to the PSTN.

What is the likely cause and why? (Source: Common Issues)

A)

B)

0

D)

Cabling problems because the majority of echo-based and voice-quality-based
faults are with E&M ports that are incorrectly wired

FXO disconnect because supervisory disconnect has not been configured on
the voice port so the PSTN has become overloaded, which results in echo and
voice-quality problems

Impedance mismatch because the impedance has been set incorrectly so echo is
generated and is affecting the voice quality

Voice volume because incorrect input or output levels can cause echo and too
much input gain can cause clipped or fuzzy voice quality
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Q5)  Describe how to use a technician line tester to find possible sources of noise and echo.

Q6)  The client had been experiencing voice quality problems related to dropped packets on
the gateway. This problem has been fixed. Now the client is complaining of severe
performance problems with the fax-relay services. What debug command has been left
enabled, and why would it cause this problem? (Source: Troubleshooting Tools)

A) The debug voip rtp session named-event command has been left enabled.
This command severely affects fax-relay performance and should be used only
for single-call debug capture.

B) The debug vpm all command has been left enabled. This command generates
a significant amount of output on packet information in the traffic flow, which,
if left enabled, takes most of the processing cycles from all services including
fax-relay services. This command should only run during periods of low VoIP
traffic.

O) The debug voip ccapi inout command has been left enabled. This command
shows how calls are set up and torn down. This command generates output for
both the telephony and network call leg. Consequently, it severely affects the
performance of fax-relay services.
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Lesson Self-Check Answer Key

Ql) A,D

Q2) C

Q3) B

Q4) D

Q5) The description should cover the following points: When switched to the monitoring mode, (bridging

mode), the technician line tester presents a high impedance to the Tx or Rx audio pairs of the E&M port.
This impedance allows the audio signals and tones to be heard on the inbuilt loudspeaker of the technician
line tester. This feature helps find issues with one-way audio, incorrect digits that are sent or received,
distortion and level problems, and possible sources of noise and echo.

Qo) A
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Lesson 3

CAS Circuits

Overview

This lesson describes how to integrate a voice gateway to the public switched telephone
network (PSTN) or a PBX using channel associated signaling (CAS) circuits. The lesson starts
with a description of CAS and the types of CAS circuits that are used in North America. The
lesson then presents a comparison of E1 R2 theory to North American CAS, presents common
CAS issues network administrators deal with during gateway deployment, and describes how to
configure a gateway to support CAS connections. The lesson finishes with a description of how
to use troubleshooting tools to resolve common CAS issues.

Objectives

Upon completing this lesson, you will be able to integrate a voice gateway into the PSTN or a
PBX using CAS circuits. This includes being able to meet these objectives:

Describe CAS

Describe the CAS types used in North America

Describe E1 R2 signaling and compare it to North American CAS
Configure a gateway to support CAS connections

Describe the troubleshooting tools used to resolve CAS issues



Channel Associated Signaling
This topic describes CAS.

CAS
ﬂ

+ CAS is a method of signaling each traffic channel
rather than having a dedicated signaling channel.

+ Signaling for a particular traffic circuit is
permanently associated with that circuit.

* The most common forms of CAS signaling are:
—Loop-start
— Ground-start
—~E&M
* There are several versions of E&M signaling.

* CAS processes the receipt of DNIS and ANI
information.

nc. Al rights reserv GWGK v1.0—2:3

CAS, also referred to as “robbed-bit signaling” in North America, is a method of signaling each
traffic channel rather than using a dedicated signaling channel like ISDN. In other words, the
signaling for a particular traffic circuit is permanently associated with that circuit. The most
common forms of CAS are loop-start, ground-start, and recEive and transMit (E&M). The
biggest disadvantage of CAS is that it uses user bandwidth to perform signaling functions. In
addition to receiving and placing calls, CAS also processes the receipt of dialed number
identification service (DNIS) and automatic number identification (ANI) information. DNIS
identifies the telephone number of the incoming call, and it is a common feature of 800 and 900
lines. ANI identifies the telephone number of the calling party. Service providers determine
how this information is provided.

To implement CAS circuits, configure the physical layer (clocking, framing, and line-coding
configurations), then match the configurations on each side of the CAS trunk. If one side is
configured for wink-start and the other is configured for immediate-start, the call fails. It is
important to have a good knowledge of the types of signaling used in order to identify the
signaling requirements of the PBX or the PSTN.
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T1 CAS Signaling

This topic describes the CAS signaling types that are used in North America.

Loop-Start Signaling
ﬂ

Simplest form of CAS signaling

Inability to notify upon a far-end disconnect or
answer

Loop-start uses the following to communicate call
information:

—FXS side only uses the A-bit
—FXO side only uses the B-bit
Susceptible to glare

nc. Al rights reserv GWGK v1.0—2-4

Loop-start signaling is one of the simplest forms of CAS. However, a critical disadvantage of
loop-start signaling is its inability to generate a notification indicating a far-end disconnect or
answer. For instance, a call is placed from a Cisco router configured for Foreign Exchange
Station (FXS) loop-start. Using loop-start signaling, when the remote end answers the call or
when the remote end disconnects the call, there is no supervisory information sent to the Cisco
router and, of course, the Cisco router can not to relay information it does not have.

With loop-start signaling, the FXS side only uses the A-bit and the Foreign Exchange Office
(FXO) side only uses the B-bit to communicate call information. A- and B-bits are
bidirectional.

Note It is possible for answer supervision to be provided with loop-start connections if the network
equipment can handle line-side answer supervision. Also, loop-start provides no incoming
call channel seizure. Therefore, the network could experience glare (where both the FXO
and FXS try to simultaneously place calls).
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Ground-Start Signaling
ﬂ

+ Similar to loop-start signaling

* Prevents glare by seizing the outgoing channel
using the A-bit and B-bit on the network side
instead of just the B-bit

nc. Al rights reserve GWGK v1.0—2:5

Ground-start signaling is very similar to loop-start signaling. The clear advantage of ground-
start signaling over loop-start signaling is the ability for incoming calls (from the network to the
customer premises equipment [CPE]) to seize the outgoing channel. When the outgoing
channel is seized, glare is prevented.

The outgoing channel is seized by using the A- and B- bit on the network side; loop-start
signaling uses just the B-bit. On the CPE, the A-bit is used, but the B-bit involvement is
dependent on the switch implementation. Typically, the B-bit is ignored by the service
provider.
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E&M Signaling
ﬂ

 Is used for trunk lines

* Provides disconnect and answer supervision and
glare avoidance

* Is simple to understand and is the preferred choice
when implementing Tl CAS trunks

* Includes wink-start, immediate-start, and delay-
start

—The majority of T1 CAS circuits use E&M wink
start signaling

nc. Al rights reserv GWGK v1.0—2-6

E&M signaling is typically used for trunk lines. E&M signaling has many advantages over the
CAS methods. The key advantage of E&M signaling is that it provides disconnect and answer
supervision in addition to glare avoidance. E&M signaling is simple to understand and is the
preferred choice when using CAS. E&M has three types of signaling: wink-start, immediate-
start, and delay-start. The majority of T1 CAS circuits use the E&M wink-start signaling type.

If there is a requirement to provide DNIS, then you must manually configure an appropriate
signaling type. For example, E&M wink-start with DNIS support can be configured as E&M
Feature Group-D (FGD).

Note Feature Group-B (FGB) also supports DNIS. FGB is configured using the E&M wink-start
type on Cisco routers. DNIS is also supported on E&M immediate-signaling and delay-
signaling types.
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ﬂ

Feature Groups

Feature Description Features
Group
FGB Used to notify the remote | Outpulsing
side that it can send the | Alternate Traffic Routing
DNIS information ANI
WATS Access Service

Switched Transport
Supervisory Signaling
Line Termination
Answer Supervision

FGD A second wink that is Call supervision to an IEC
sent to acknowledge the | Trunk-side access with an associated 10XXX access code
receipt of the DNIS Optional calling-party identification
information Recording of access-charge billing details

Pre-subscription to a customer-specified IEC
ANI for billing purposes

FGD - FGD-EANA provides Selective Routing
EANA emergency calls Automatic Number Identification
Automatic Location Identification

nc. Al rights reserved GWGK v1.0—2-7

Telcordia Technologies, previously known as Bell Communications Research (Bellcore),
developed several feature groups to support Direct Inward Dialing (DID) and other features on
CAS circuits. The following describes the common feature groups that are used today:

FGB: FGB or wink-start (also referred to a “FGA/B”) has unequal dialing parity. FGB
notifies the called party that it can send DNIS information.

FGD: FGD service is a trunk-side connection that enables telephone customers to choose
their long distance network and use the same number of digits no matter which carrier they
use. Cisco voice gateways interface with inter-exchange carriers (IXCs) using FGD to
provide ANI in the carrier environment. None of the implemented CAS protocols, such as
E&M-FGB, E&M immediate-start, FXS loop-start, FXS ground-start, single attachment
station (SAS) loop-start, and SAS ground-start, provides support for such a service.

Note The other feature groups, A through C, are largely obsolete due to advances in telephony

technology and legislation.

Cisco platforms use FGD to provide voice functionality in the carrier environment. FGD is a
trunk-side local access transport area (LATA) access that supplies the following features:

Call supervision to an IXC

Trunk-side access with an associated 10XXX access code for end-user use in originating
and terminating communications

Optional calling-party identification
Recording of access-charge billing details
Presubscription to a customer-specified IXC

ANI for billing purposes
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FGD-exchange access North American (EANA) provides certain call services such as 911
emergency calls. The command calling number outbound is used only for FGD-EANA
signaling to generate ANI digits for outgoing calls.

FGD-EANA implemented on a Cisco gateways can send and receive ANI; one digital signal
level 0 (DS-0) group is configured to send ANI and the other DS-0 group is configured to
receive ANI.

Note You must configure E&M-FGD to receive ANl and FGD-EANA to send ANI.

The following features are associated with FGD-EANA:

m  Selective Routing: FGD-EANA electronically routes 911 emergency calls to the proper
public safety answering point (PSAP) based on the emergency service number (ESN) code
that has been assigned to the caller address.

m  ANI: FGD-EANA provides the calling-party telephone number on a display at the PSAP.

m  Automatic Location Identification (ALI): FGD-EANA stores the name and address
associated with the calling-party telephone number on the display at the PSAP. The ANI
looks up in the ALI database the name and address associated with the calling-party
telephone number.

Note For supported digital H.323 and session initiation protocol (SIP) features for BRI, T1 CAS,
T1 FGB, T1 FGD, and T1 Q Signaling (QSIG), see Cisco IP Telephony Solution Reference
Network Design (SRND) Cisco CallManager Release 4.0 page 130 of the PDF,
downloadable at
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_implementation_design_g
uide_book09186a00802c370c.html.

Copyright © 2005, Cisco Systems, Inc. Integrating a VolP Network to the PSTN and PBXs 2-77



T1 CAS Trunk Topology

ds0-group (1-12) is configured with type e&m-fgd to receive ANI

17 T1 CAS Trunk

ds0-group (13-24) configured as fgd-eana to send ANI

Cisco Systems, Inc. Al rights reserved GWGK v1.0—2:8

If a location needs to send and receive ANI on a single T1, two DS-0 groups must be
configured. One DS-0 group is configured with E&M-FGD to receive ANI and the second is
configured as FGD-EANA to send ANI.
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E1 R2

This topic describes E1 R2 signaling and compares it to North American CAS.

E1 Digital Facilities
ﬂ

Framing, \

Synchronization, and 256 bits = 32
Alarms

8 bits Signaling

tso | ts1 | ts2 | .. | Tste| .. [ Ts30 | st

Timeslots = 125 ysec
* Timeslot 0
— Frame synch
— CRC4
— Alarms
— National-specific information
» Timeslot 16 Signaling

GWGK v1.0—2-9

The E1 digital facilities carrier runs at 2.048 Mbps and has 32 timeslots. E1 timeslots are

numbered TS0 to TS31. TS1 through TS15 and TS17 through TS31 are used to carry voice that
is encoded with pulse code modulation (PCM) or to carry 64-kbps data. The figure shows the
32 timeslots of an E1 frame.
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R2 Signaling
ﬂ

* R2 signaling operates across E1 digital facilities.
* Element types
— Line signaling
- R2 digital
* R2 analog
* R2 pulse
— Supervisory signals
— R2 interregister signaling
* R2 compelled
* R2 non-compelled
* R2 semi-compelled
- DTMF

nc. Al rights reserv GWGK v1.0—2-10

R2 is channelized E1 signaling used in Europe, Asia, and South America. R2 is equivalent to
channelized T1 signaling in North America. There are two types of R2 signaling: Line
signaling and inter-register signaling.

Note The variations of R2 signaling for most countries are within the inter-register signaling
configuration.

The three signaling types are described as follows:
m Line signaling: Line signaling includes the following types:

—  R2 digital: R2 line-signaling type ITU-U Q.421 is typically used for PCM systems
(where A- and B-bits are used).

—  R2 analog: R2 line-signaling type ITU-U Q.411 is typically used for carrier systems
(where a tone A-bit is used).

—  R2 pulse: R2 line-signaling type ITU-U Supplement 7 is typically used for systems
that employ satellite links (where a tone A-bit is pulsed).

Note R2 pulse reflects the same states as analog signaling does, but the analog signal is a steady
state (continuous signal), while the pulsed signal stays on for only a short time. “Pulsed”
refers to a single pulse sent to reflect the state change.

m  Supervisory signals: You can use line signaling, which uses TS16 (bits A, B, C, and D),
for supervisory purposes such as handshaking between two offices for call setup and
termination. In the case of ITU-T-R2 signaling, only bits A and B are used (bit C is set to 0
and bit D is set to 1). For two-way trunks, the supervision roles for forward and backward
signaling vary on a call-by-call basis.
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m  R2 inter-register signaling: These signaling types are configured using the cas-group
(controller el) command. The following describes the four types of inter-register
signaling:

R2 compelled: When a tone pair is sent from the switch (forward signal), the tones
stay on until the remote end responds (by sending an acknowledgment [ACK]). The
remote responds with a pair of tones that signals the switch to turn off the tones. The
tones are compelled to stay on until they are turned off.

R2 noncompelled: The tone pairs are sent from the switch (forward signal) as
pulses so that they stay on for a short time. Responses (backward signals) to the
switch (Group B) are sent as pulses. There are no Group A signals in noncompelled
inter-register signaling.

Note

Most installations use the noncompelled type of inter-register signaling.

R2 semicompelled: Forward tone pairs are sent as compelled signals. Responses
(backward signals) to the switch are sent as pulses. R2 semicompelled signals are
the same as compelled except that the backward signals are pulsed instead of
continuous.

DTMEF: Inter-register signaling uses forward and backward in-band multifrequency
signals in each timeslot to transfer called and calling party numbers, in addition to
the calling party category. Some countries use two-out-of-six in-band DTMF
signaling instead of forward and backward in-band multifrequency signals.

Note

Do not use compelled signaling on slow (satellite) links. The call setup time would be too
long because of distance delays.

Note

Additional information on E1R2 can be found in E1 R2 Signaling Theory at
http://lwww.cisco.com/en/US/tech/tk652/tk653/technologies_tech_note09186a00800943c2.s
html.
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R2 Interregister Signaling

Forward

toward the called party

—>
<—

Calling Called
Backward

toward the calling party

nc. Al rights reserve GWGK v1.0—2-11

The concept of address signaling in R2 is slightly different from that used in other CAS
systems. In R2 signaling, the exchanges are considered registers and the signaling between
these exchanges is called inter-register signaling. Inter-register signaling uses forward and
backward in-band multifrequency signals in each timeslot to transfer called and calling party
numbers, in addition to the calling party category. The figure clarifies illustrates forward and
backward multifrequency signals and how these signals relate to the calling and called parties.

There are 15 forward signals that are classified into Group I and Group II forward signals.
There are also 15 backward signals that are classified into Group A and Group B backward
signals.

In most cases, Group I forward signals and Group A backward signals control call setup and
transfer address information between the outgoing register (CO) and the incoming register
(CPE). The incoming register can signal the outgoing register to change over to Group II and
Group B signaling.

Group II forward signals provide the calling party category. Group B backward signals show
the condition of the called subscriber line. Group B signals, also called “B tones”, are typically
the last tone in the protocol. For example, a B-3 tone indicates that the called party line is busy.

Signaling always begins with a Group I forward signal followed by a Group A backward signal
that acknowledges the signal just received. This Group A backward signal may request
additional information. Each signal requires a response from the other party. Each response
becomes an acknowledgment of the event and an event to which the other party must respond.

Backward signals serve to indicate certain conditions encountered during call setup or to
announce a switchover to changed signaling (for example, when forward signaling switches
over to backward signaling). Changing to Group II and Group B signaling allows information
about the state of the called subscriber line to be transferred.
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The following identifies the forward and backward signal information:

®  Group I signals (forward):

Represent the called party number or dialed digits.
DNIS and ANI digits.
I-1 to I-10 indicate digits 1 to 10.

1-15 is the end of identification.

®  Group II signals (forward):

Represent the calling party category.
II-1 is indicates “subscriber without priority”.
II-2 to II-9 indicate “subscriber with priority”.

II-11 to II-15 are spare for national use.

m  Group A signals (backward): These signals indicate whether the signaling has ended or if
a particular forward signal is required. Group A signals to acknowledge and convey
signaling information.

A-1 indicates “send next digit”.

A-3 indicates “address-complete” and “changeover to reception of Group B signals”.
A-4 indicates congestion.

A-5 indicates “send calling party category”.

LR N3 2

A-6 indicates “address complete”, “charge”, “setup”, and “speech conditions”.

m  Group B signals (backward): These signals are sent by the terminating switch to
acknowledge a forward signal or to provide call charging and called party information.
Group B signals are used to acknowledge Group II forward signals.

B-3 indicates “subscriber line busy”.
B-4 indicates congestion.
B-5 indicates “unallocated number”.

B-6 indicates “subscriber line free charge”.
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CAS Configuration

This topic describes how to configure a gateway to support CAS connections. The description
includes T1 and E1 R2 CAS connections.

T1 CAS Trunk Topology

T1 CAS Trunk 1

St -0

Woodridge
Campus

Span Engineering—Cicero Campus

tems, Inc. Al rights reserved GWGK v1.0—2-14

The figure shows a sample T1 CAS topology. The dotted line between the PSTN and the voice
gateway represents a T1 CAS trunk. The design calls for 12 channels providing ANI
information for outgoing calls and 12 channels accepting ANI information for incoming calls.
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Configuring T1 CAS

Step Action

1 Set up the T1 controller connected to the PSTN.

Define the line signaling use the following commands:
2 (config) #controller T1 0
(config-controller)#dsO-group 1 timeslots 1-24 type ?

Note: The “?” in the dso-group command will provide different line-signaling
options for the Cisco AS5xxx platforms and for the Cisco 2600/3600/3700
platforms.

2005 Cisco Systems, Inc. Al rights reserved GWGK v1.0—2-15

The “Configure T1 CAS” table provides the steps to configure T1 CAS.

Configure T1 CAS

Step Action Notes
1. Set up the T1 controller connected to the | Use the following options to ensure that the
PSTN. framing and line coding of the T1 are

properly set:

m  T1 framing: Extended Superframe
(ESF) or Superframe (SF)

m  T1 line coding: Binary 8-zero
substitution (B8ZS) or alternate mark
inversion (AMI)

m  T1 clock source: Internal or line

Keep in mind that different PBXs have
different requirements for the clock source.
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Step Action Notes

2. To define the line signaling, use the The “?” in the dso-group command
following commands: provides different line-signaling options for
the Cisco AS5000 Series gateways and for
the Cisco 2600 Series, 3600 Series, and
3700 Series routers.

(config)#controller T1 0
(config-controller) #ds0-group
1 timeslots 1-24 type ?

Notes for the Cisco AS5000 Series
platforms:

m  [If you want to collect DNIS information
on a T1 controller, you must manually
configure it on the access server.

m  To collect DTMF DNIS for E&M-FGB
under a controller T1 configuration, use
the ds0-group 0 timeslots 1-24 type
e&m-fgb dtmf dnis command.

m  To collect multifrequency (MF) DNIS for
E&M-FGB, use the ds0-group 0
timeslots 1-24 type e&m-fgb mf dnis
command.

The following line-signaling types are available for the Cisco AS5000 Series gateways:
m  e&m-fgh: E&M Type Il FGB

m  e&m-fgd: E&M Type I FGD

B  e&m-immediate-start: E&M immediate-start

m fgd-eana: FGD-EANA

m fgd-os: FGD operator services

m fxs-ground-start: FXS ground start

m  fxs-loop-start: FXS loop start

m  none: Null signaling for external call control

® rl-itu: R1 ITU

m sas-ground-start: SAS ground start

m  sas-loop-start: SAS loop start

The following line signaling types are available for the Cisco 2600 Series, 3600 Series, and
3700 Series routers:

m  e&m-delay-dial: E&M delay dial

m  e&m-fgd: E&M Type I FGD

e&m-immediate-start: E&M immediate-start

e&m Imr: E&M Land Mobile Radio (LMR)
e&m-wink-start: E&M wink-start

ext-sig: External signaling

fgd-eana: FGD-EANA Bell operating company (BOC) side
fxo-ground-start: FXO ground start

fxo-loop-start: FXO loop start
fxs-ground-start: FXS ground start

fxs-loop-start: FXS loop start
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Example: T1 CAS Configuration

ﬂ

controller T1 2/0

framing esf

linecode b8zs

dsO-group 1 timeslots 1-12 type fgd-eana
dsO-group 2 timeslots 12-24 type e&m-fgd

dial-peer voice 1 pots
destination-pattern 9T
port 2/0:1

1

dial-peer voice 9 pots
incoming called-number .
direct-inward-dial

port 2/0:2

GWGK v1.0—2-16

The slide shows a screen capture of a T1 CAS sample configuration. The commands that
enable T1 CAS are in the first highlighted line. The commands that split ANI receiving and

sending onto separate DS-0 groups are in the second highlighted line. Notice that E&M FGD

and E&M FGD-EANA are used.

E1 R2 Trunk Topology

E1 R2 Trunk

Sao Paulo
Span
Engineering

Span Engineering—Cicero Campus

GWGK v1.0—2-17

The figure depicts a sample E1 R2 topology. The dotted line between the PSTN and the voice
gateway represents an E1 R2 trunk. The design calls for an E1 trunk provisioned for ITU Q.421
digital line signaling and compelled register signaling to the Span Engineering South American

subsidiary.
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Configuring E1 R2

IlIllIllIIllIllllllllllllllllllllllllllllllllI‘IIIIIIIII.EEE:E::'IIIII
 Step 1: Enter global configuration mode.

| Router# configure terminal

- Step 2: Specify the E1 controller to configure with

R2 signaling.

| Router (config)# controller E1 1/0

- Step 3: Configure R2 CAS on the E1 controller.

| Router (config-controller)# dsO-group 1 timeslots 1-31 type |

r2-digital r2-compelled ani

+ Step 4: Enter CAS custom mode and localize E1 R2

signaling parameters.

Router (config-controller)# cas-custom 1

Router (config-ctrl-cas)# country brazil use-defaults

GWGK v1.0—2-18

The commands shown in the figure are some of the commands used to configure R2 signaling
and customize R2 parameters on controller E1 1/0 of a Cisco 3640 Series router. In most cases,
the same R2 signaling type is configured on each E1 controller. To configure support for E1 R2
signaling, use the commands presented in the “Configuring E1 R2” table, beginning in global
configuration mode.

Configuring E1 R2

Step

Action

Notes

1.

configure terminal

Use this command to enter global
configuration mode.

controller El1 slot/port

Use this command to specify the E1 controller
that you want to configure with R2 signaling.

A controller informs the router how to distribute
or provision individual timeslots for a
connected channelized E1 line. You must
configure one E1 controller for each E1 line.

There are slight differences in the commands

used by different Cisco routers to configure E1
R2. For example, the controller e1 slot/port-
adapter/port command is used by Cisco 7500
Series and Cisco 7000 Series routers with the
RSP7000 and RSP7000CI.

Please refer to the command reference of your
router for the specific commands to use.
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Step Action

Notes

dsO-group channel timeslots
range type signal

Use this command to configure CAS.

The R2 part of this command is defined by the
signal variable in the ds0-group command.

Replace the signal variable with any of the
following choices under R2 analog, R2 digital,
or R2 pulse:

m  r2-digital dtmf
m  r2-compelled ani
m  r2-non-compelled ani

m  r2-semi-compelled ani

4. cas-custom channel

Enter CAS custom mode

For the customizing to take effect, the channel
number used in the cas-custom command
must match the channel number specified by
the cas-group command.

country name

Use the use-defaults option to localize E1R2
signaling parameters as required:

m  Replace the name variable with one of the
supported country names.

m It is recommended that you include the
use-defaults option, which enables the
default settings for a specific country. The
default country setting is ITU.

Note For the list of supported countries, regions, and corporation specifications see the cas-
custom command in the Cisco /IOS Dial Technologies Command Reference, Release 12.3

T at

http://www.cisco.com/en/US/products/sw/iosswrel/ps5207/products_command_reference_b

00k09186a00801a7e84.html.
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Example: E1 R2 Configuration
IlIllIllIIllIllllllllllllllllllllllllllllllllI‘IIIIIIIII.EEE:E:E'IIIII

!
configure terminal

controller el 1/0

Router (config-controller)# cas-group 1 timeslots 1-31 type r2-digital
r2-compelled ani

cas custom 1

country brazil use-defaults

GWGK v1.0—2-19

005 Cisco Systems, Inc. Al rights reserved

The figure shows a screen capture of an E1 R2 sample configuration. The commands that
enable R2 digital, R2 compelled, and ANI are highlighted. The Brazil country code has been
used as well as the recommended use-defaults command.
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Troubleshooting CAS Circuits

This topic describes the troubleshooting tools you can use to resolve CAS issues.

Common CAS Issues
ﬂ

» Lack of physical layer connectivity
+ Clocking information is obtained differently
- Signaling type is different on each router

nc. Al rights reserv GWGK v1.0—2-20

The following lists the common CAS issues and the commands used to confirm them:

m  Trouble with physical layer connectivity: To check the physical layer connectivity, use
the show controllers command. This command shows the physical layer connectivity and
the framing, line code, and clock source settings. Recall that the framing, line code, and
clock source settings must match those for the switch to which the voice-enabled gateway
is connected.

m  Clocking information is different on each router: You must make sure that one side of
the connection is providing the clocking and the other side of the connection is getting the
clocking from the line.

m Different signaling is being used on each router: The T1 CAS must be the same on both
ends of the trunk. One of the most common problems of T1 CAS is mismatched signaling.
Using commands such as the show voice summary command provides a summary on the
status of all the channels. Using debug commands such as the debug vpm signal provides
the information for most T1 CAS problems.
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router#

CAS Troubleshooting Commands
ﬂ

|debug serial interface

router#

* Displays information on a serial connection failure

|show controller el

controller

router#

- Displays the controller status specific to an E1

|debug vtsp all

PSTN, and the router

- Enables the digits exchanged between the PBX,

GWGK v1.0—2-21

The figure provides some common CAS troubleshooting commands. The “CAS
Troubleshooting Commands” table provides a detailed description of these commands.

CAS Troubleshooting Commands

Command

Description

debug serial interface

To display information on a serial connection failure, use the
debug serial interface command in privileged EXEC mode. To
disable debugging output, use the no form of this command.

If the show interface serial EXEC command shows that the
line and protocol are down, you can use the debug serial
interface command to isolate a timing problem as the cause of
a connection failure. If the keepalive values in the mineseq,
yourseen, and myseen fields are not incrementing in each
subsequent line of output, there is a timing or line problem at
one end of the connection.

show controllers tl/el
controller-number
timeslots timeslot-range

This command shows whether the DS-0 channels of a
controller are in idle, in-service, maintenance, or busyout states.
Enter the show controllers t1/e1 command to display statistics
about the T1 or E1 links.

The following describes the syntax options:
m  tl/e1: This variable indicates the interface type.

m  controller-number: This is the controller number of the
CAS or ISDN PRI timeslot. The range is from 0 to 7.

m timeslots: This variable displays DSO information.

m timeslot-range: The timeslot E1 range is from 1 to 31. The
timeslot T1 range is from 1 to 24.
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Command

Description

debug vtsp all

This command enables the following debug vtsp commands:
m  debug vtsp session

m  debug vtsp error

m  debug vtsp dsp.

For more information or for sample output, see the individual
commands.

Execution of the no debug vtsp all command turns off all Voice
Telephony Service Provider (VTSP)-level debugging. You
should turn off all debugging and then enter the debug
commands you are interested in one by one. This process
helps avoid confusion about which ports you are actually
debugging.

Caution: Using this command can severely impact network
performance and prevent any faxes from succeeding.

Copyright © 2005, Cisco Systems, Inc.

Integrating a VoIP Network to the PSTN and PBXs 2-93



CAS Troubleshooting Commands ‘Cont.z

router#

|debug vpm signal
- Debug line signaling on Cisco router platforms

router#

|debug cas
* Debug line signaling on Cisco AS5xxx platforms

GWGK v1.0—2-22

CAS Debug Commands (Cont.)

Command Description

debug vpm signal This command collects debug information only for signaling
events. This command can also be useful in resolving problems

with signaling to a PBX.

debug cas Use this command for line signaling on Cisco AS5000 gateways.

Before issuing debug commands, please see Important Information on Debug Commands at
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.s

html.

Note
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Showing E1 Controller State

ﬂ

Router# show controllers el

el 0/0 is up.
Applique type is Channelized E1 - unbalanced
Framing is CRC4, Line Code is HDB3
No alarms detected.
Data in current interval (725 seconds elapsed):
0 Line Code Violations, 0 Path Code Violations
0 Slip Secs, 0 Fr Loss Secs, 0 Line Err Secs, 0 Degraded Mins
0 Errored Secs, 0 Bursty Err Secs, 0 Severely Err Secs, 0 Unavail Secs

Total Data (last 24 hours)
0 Line Code Violations, 0 Path Code Violations,
0 Slip Secs, 0 Fr Loss Secs, 0 Line Err Secs, 0 Degraded Mins,
0 Errored Secs, 0 Bursty Err Secs, 0 Severely Err Secs, 0 Unavail Secs

005 Cisco Systems, Inc. Al rights reserved GWGK v1.0—2-23

The figure shows a screen capture of an output example from the show controllers el

command on a Cisco 7500 Series router.

Revealing CAS E&M FGB Signaling

Router#show debug

CAS:

Channel Associated Signaling debugging is on

Router#

!I--- Incoming call to router.

*May 28 12:40:35.376: from Trunk(0): (1/0): Rx LOOP_CLOSURE (ABCD=1111)
!1--- Switch is off hook.

*May 28 12:40:35. 600: from Trunk(0): (1/0): Tx LOOP_CLOSURE (ABCD=1111)
!I--- Sending Wink back. Off hook.

*May 28 12:40:35.800: from Trunk(0): (1/0): Tx LOOP_OPEN (ABCD=0000)
!--- End of wink ~200 ms duration. On hook.

Router#

Router#

!--- The call is now in an alerting state waiting for a connect.

I--- Router goes off hook. Call is connected.

*May 28 12:40:37.352: from Trunk(0): (1/0): Tx LOOP_CLOSURE (ABCD=1111)
!--- Router has gone off hook. Send a connect.

Router#

Router#

Router#

!I--- At this point, the call is torn down in the direction of the PBX.
*May 28 12:40:42.608: from Trunk(0): (1/0): Tx LOOP_OPEN (ABCD=0000)
!--- Router disconnects call on hook.

*May 28 12:40:42.940: from Trunk(0): (1/0): Rx LOOP_OPEN (ABCD=0000)
!I--- Switch terminates upon receipt on hook.

1--- Send wink back to the switch. Note we transition from a on/off/on hook state.

2005 Cisco Systems, Inc. Al rights reserved GWGK v1.0—2-24

The figure shows a screen capture of the information revealed by the show debug CAS
command on a Cisco AS5300 gateway running E&M FGB signaling. The screen capture is

annotated to describe what is happening at each step in the debug output.
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Using debug vpm signal to Reveal

Signaling Events
lIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII‘IIIIIIIII.EEE:E::'IIIII

- Shows that a ring is detected and that the router waits
for the ringing to stop before accepting the call

ssm_process_event: [1/0/1, 0.2,
ssm_process_event: [1/0/1, 0.7, 19] fxols_ringing not
ssm_process_event: [1/0/1, 0.3, 6]

ssm_process_event: [1/0/1, 0.3, 19] fxols_offhook clear

15] fxols_onhook ringing

- Shows the call is connected

ssm_process_event: [1/0/1, 0.3, 4] fxols offhook_proc
ssm_process_event: [1/0/1, 0.3, 8] fxols_proc_voice
ssm_process_event: [1/0/1, 0.3, 5] fxols offhook_connect

* Confirms a disconnect from the switch and release with
higher layer code

ssm_process_event: [1/0/1, 0.4, 27] £fxols_offhook_disc
ssm_process_event: [1/0/1, 0.4, 33] fxols_disc_confirm
ssm_process_event: [1/0/1, 0.4, 3] fxols offhook_release

Cisco Systems, Inc. Al rights reserved

GWGK v1.0—2-25

The figure shows example output depicting typical signaling states that have been revealed

using the debug vpm signal command.

T1 Troubleshooting Procedure

Enter the
show controller t1 x
command

Use the
following commands
to bring up the interface:
configure terminal
controller t1 x
no shutdown

Loss of Signal/Loss
of Frame

Use the
following commands to
turn lookback off:

configure terminal
controller t1 x
no loopback

No Y
Yes
> Alarm Types
No ‘
Yes
? Error Events

PRI
Troubleshooting

GWGK v1.0—2-26

The figure presents the T1 troubleshooting procedure. Cisco makes this table available as an
interactive tool. To view and interact with this table see T/ Troubleshooting at
http://www.cisco.com/en/US/tech/tk713/tk628/technologies tech note09186a00800a5f40.shtm

L.
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E1 Troubleshooting Procedure

Enter the
show controller e1 x
command

Is the line
administratively

down?

Is the line
up?

No
Use the
following commands Yes
to bring up the interface: Are there S Alarm Types
configure terminal any alarms?
controller e1 x
no shutdown
Yes
Are there
Loss of Signal/Loss error events? g FrrorEvents
of Frame

PRI
Troubleshooting

Is the

line a PRI?

©2005 Cisco Systems, Inc. Al rights reserved
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The figure presents the E1 troubleshooting procedure. Cisco makes this table available as an
interactive tool. To view and interact with this table Troubleshooting at
http://www.cisco.com/en/US/tech/tk713/tk628/technologies_tech note09186a00800a70fb.shtm

L.

Note

For a comprehensive discussion on troubleshooting T1 and E1 CAS circuits see
Troubleshooting Digital Voice Interfaces to the IP Network available at
http://cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/vvfax_c/voipt_c/vtstele/
vts_dgtl.htm#wp1002608.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

+ CAS is a method of signaling each traffic channel.
The signaling for a particular traffic circuit is
permanently associated with that circuit.

* On T1 CAS DS-0 groups, you always need to
configure E&M-FGD to receive ANl and FGD-EANA to
send ANI.

* R2 signaling operates across E1 digital facilities.

* There are two elements to R2 signaling: Line
signaling, which supports supervisory signals, and
interregister signaling, which supports call setup
control signals.

- Cisco.com has web-based interactive T1 and E1
troubleshooting tools.
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Lesson Self-Check

Use the questions here to review what you learned in this lesson. The correct answers and
solutions are found in the Lesson Self-Check Answer Key.

Q1) Howis T1 CAS for a traffic circuit accomplished? (Source: T1 CAS)

A) T1 CAS for a traffic circuit is permanently associated with that circuit.
B) T1 CAS for a traffic circuit has a dedicated signaling channel
C) T1 CAS uses out-of-band channels to associate signals with circuits.

Q2)  Describe the advantages to using E&M signaling over loop-start and ground-start
signaling T1 CAS trunks. (Source: T1 CAS)

Q3)  Ifaclient wanted call supervision, calling party identification, a record of access-
charge billing, trunk-side access for end users, and ANI for billing details only, which
feature group would the client choose? (Source: T1 CAS)

A) FGD-EANA

B) FGB
C) FGD
D) FGA

Q4)  Ifa European client wished to use a satellite link to carry R2 line signaling, which type
of R2 line signaling would the client use? (Source: E1 R2)
A) R2-digital
B) R2-pulse-core
O R2-pulse
D) R2-analog

Q5)  Which E1 timeslot and which bits can be used to send supervisory signals for call setup
and termination handshaking between two offices? (Source: E1 R2)

A) E1 timeslot 16 using only bits A and B with bit C set to 0 and bit D set to 1
B) E1 timeslot 16 using bits A, B, C, and D

O) E1 timeslot 0 using bits A, B, C, and D

D) E1 timeslot 15 using only bits A and B with bit C set to 0 and bit D set to 1
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Q6)  After you configure R2 CAS on the E1 controller, what is the next step in the El
configuration procedure? (Source: CAS Configuration)

A) Define the line signaling for the DS-0 groups.
B) Specify the E1 controller you want to configure for R2 signaling.

C) Enter CAS custom mode and localize E1 R2 signaling parameters as required.
D) Specify the local country, region, or corporation specification to use with R2
signaling.

Q7) A client thinks the framing, line code, and clock source settings do not match the
switch that the voice-enabled gateway is connected to. Which troubleshooting
command is used to check the physical layer connectivity of the T1 CAS trunk?
(Source: Troubleshooting CAS Circuits)

A) show voice ports

B) show controllers

C) debug vpm signal

D) debug serial interface

Q8)  After issuing the debug vpm signal command, the following debug output was

observed:

ssm_process_event: [1/0/1, 0.2, 15] fxols onhook ringing
ssm_process _event: [1/0/1, 0.7, 19] fxols ringing not
ssm_process event: [1/0/1, 0.3, 6]

ssm_process _event: [1/0/1, 0.3, 19] fxols offhook clear
What does the last line show?

A) The last line shows the router accepting the call.

B) The last line shows the router rejecting the call.

C) The last line shows the router clearing the call.
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Lesson Self-Check Answer Key
Q) A

Q2) The description should cover the following points: E&M signaling is typically used for trunk lines. It has
many advantages over the CAS methods previously discussed. E&M provides both disconnect and answer
supervision as well as glare avoidance. E&M signaling is simple to understand and is the preferred choice
when using CAS. E&M signaling includes wink start, immediate start, and delay start. The majority of T1
CAS circuits use E&M wink-start signaling.

Q3)
Q4
Q5)
Qo)
Q7
Q8)

> W O w o a A
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Lesson 4

ISDN PRI Circuits

Overview

ISDN circuits provide advantages over channel associated signaling (CAS) or “robbed-bit”
circuits. For instance, the full 64-kbps bearer streams that are available in ISDN are perfectly
compatible with the G.711 codec that is used in LANSs for IP telephony. Consequently, as
organizations migrate to IP telephony, they use ISDN BRI and PRI circuits to connect their
voice gateways to PBXs and the public switched telephone network (PSTN).

The capabilities offered by ISDN make it complex. Depending on the manufacturer, the array
of information that is passed in Q.931 messages is sometimes used slightly differently from
switch to switch. If an organization is migrating to IP telephony, the different ways vendors can
implement ISDN in PBX or PSTN switches can create problems where there logically should
be none. This lesson describes how to setup a voice gateway with the two ISDN trunk variants.

Objectives

Upon completing this lesson, you will be able to integrate a voice gateway into the PSTN or a
PBX using PRI circuits. This includes being able to meet these objectives:

m  Describe ISDN technology as it applies to deploying voice services

m  Describe the ISDN signaling switch types used on the network and user sides
m  Describe how ISDN passes messages on the D channel

m  Describe IEs in ISDN signaling and how these elements are used by endpoints
m  Describe how to select and configure the correct ISDN numbering plan

m  Describe common ISDN issues that occur during gateway deployment

m  Describe how to configure a gateway to support ISDN connections

m  Describe the troubleshooting tools used to resolve ISDN issues



ISDN Circuit Review

This topic describes ISDN technology as it applies to deploying voice services.

ISDN Circuit Overview
ﬂ

E1 PRI
B-Channels 2 x 64 kbps 23 x 64 kbps 30 x 64 kbps
D-Channels 1 x 16 kbps 1 x 64 kbps 1 x 64 kbps
Framing 16 kbps 8 kbps 64 kbps
LCIEIRETER IETCI 160 kbps 1.544 Mbps 2.048 Mbps
Line Coding 2B1Q/4B3T AMI / B8ZS HDB3

ISDN streams contain:

» Voice, video and data sent over separate B-channels

+ Signaling data sent over a single D-channel used by all B-channels
Known as Common Channel Signaling (CCS)

Inc. Al fights reserved GWGK v1.02:3

With ISDN, user data is separated from signaling data. User data, such as the payload from a
digitized phone call, goes to a 64-kbps bearer channel (B channel) and signaling data, such as a
call SETUP message, goes to a data channel (D channel). A single D channel supports multiple
B channels, which is why ISDN service is known as common channel signaling (CCS).

ISDN traffic is carried on two types of trunks: The BRI and the PRI. BRI provides two B
channels and a 16-kbps D channel, while PRI supports 23 (for T1) or 30 (for E1) B channels
and a 64-kbps D channel. Either of these can connect the PSTN or a PBX to a Cisco voice
gateway.

Note A single D channel can carry the signaling traffic for multiple PRIs using Non-Facility
Associated Signaling (NFAS).

The benefits of using ISDN for voice traffic are as follows:

m  ISDN is perfect for G.711 pulse code modulation (PCM) because each B channel is a full
64 kbps with no robbed bits.

m  ISDN has a built-in call control protocol known as ITU-T Q.931.

m  ISDN can convey standards-based voice features, such as speed dialing, automated
operator services, call waiting, call forwarding, and geographic analysis of customer
databases.

m  ISDN supports standards-based enhanced dialup capabilities, such as Group 4 fax and
audio channels.

Note ISDN BRI voice is commonly used in Europe. ISDN PRI voice is used worldwide.
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Non-Facility Associated Signaling ‘NFAS;

 Allows a single D channel to control multiple PRI
interfaces

* A backup D channel can be configured, but only
the NFAS primary D channel must be configured

* NFAS is only supported with a channelized T1
controller

* The router must connect to either a 4ess, dms250,
dms100, or a National ISDN switch type

inc. All fights reserv GWGK v1.024

ISDN NFAS allows a single D channel to control multiple PRI interfaces, which allows one B
channel on each interface to carry other traffic. A backup D channel can be configured for use
when the primary NFAS D channel fails. However, once the channelized T1controllers are
configured for ISDN PRI, only the NFAS primary D channel must be configured; its
configuration is distributed to all the members of the associated NFAS group. When a backup
D channel is configured, any hard failure causes a switchover to the backup D channel and
connected calls remain connected.

NFAS is only supported with a channelized T1 controller that must be configured for ISDN.
The router must connect to one of the following switch types: A 4 Electronic Switching System
(4ESS), a DMS250, a DMS100, or a national ISDN (NI).

To configure ISDN NFAS, use the controller configuration-mode commands shown in the
“ISND NFAS Configuration Commands” table.

ISDN NFAS Configuration Commands

Command Purpose

pri-group timeslots 1-24 nfas d On one channelized T1 controller, configure
primary nfas interface number the NFAS primary D channel.

nfas group number

pri-group timeslots 1-24 nfas d On a different channelized T1 controller,
backup nfas interface number configure the NFAS backup D channel to be
nfas group number used if the primary D channel fails.
pri-group timeslots 1-24 nfas d none On other channelized T1 controllers,

nfas interface number nfas group configure a 24 B-channel interface.
number (Optional)

An example of NFAS configuration is available at
http://www.cisco.com/warp/public/793/access_dial/quadt]l nfas.html#t2.
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Network Side vs. User Side

This topic describes the types of ISDN signaling switches used on the network and user sides.

ISDN Network Side and User Side

-

A PBX connected to the
PSTN on the network side

1

|

In Toll Bypass, the PBX may
provide network side
emulation to the Voice

Gateway -
o Network side 2 {
e User side

Cisco Systems, Inc. Al fights reserved GWGK v1.02:5

V7,
I
The Voice Gateway provides @
? ; 4
a network side emulation —
V7,
I

With ISDN connections, one end is subordinate to the other in a master-to-slave relationship.
The master end is the network side of the connection and is known as the network termination
(NT). The slave end is the user side of the connection and is known as the terminal equipment
(TE). This type of relationship between network nodes is used to resolve conflicts that might
exist when two endpoints in a call request the same thing, and only one of the two can gain
access to the resource at a time. In this course, the NT device provides network-side connection
while the TE device is the user-side connection. Typically, the responsibility for system
clocking is assigned to the network side of a connection.

Network-side operation for these ISDN basic-rate and primary-rate switch types is supported
by Net5, Net3, Q Signaling (QSIG), NI, SESS, and DMS100. Switch types are discussed in
detail in the “Common ISDN Implementation Requirements” section.

2-106

Implementing Cisco Voice Gateways and Gatekeepers (GWGK) v1.0 Copyright © 2005, Cisco Systems, Inc.



ISDN Signaling

This topic describes how ISDN passes messages on the D channel.

ﬂ

The D-Channel ISDN
Layer 3 Frame Structure

The general structure of the ISDN frame:

8 4 (] 5 4 3 2 1
Protocol discriminator
0 0 | 0 | 0 | Length of reference call value
Flag Call reference value
0 Message type

information elements as required

Inc. All fights reserve GWGK v1.02:6

Because ISDN message types may influence the function of a BRI or PRI trunk configuration,
it is important to examine the messages that are part of the Q.931 packet structure and see how
ISDN carries out the signaling function.

ISDN signaling takes place in the D channel and uses a message-oriented protocol that supports
call control signaling and packet data. In its role as signal carrier for the B channels, the D
channel directs the central office (CO) switch to send incoming calls to particular timeslots on
the Cisco access server or router.

The components of the ISDN frame that transmits these instructions are described as follows:

Protocol discriminator: This is the protocol used to encode the remainder of the layer.

Length of call reference value: This defines the length of the next field. The call reference
may be one or two octets long depending on the size of the value being encoded.

Flag: This is set to zero for messages sent by the party that allocated the call reference
value; otherwise, it is set to one.

Call reference value: This is an arbitrary value that is allocated for the duration of the
specific session. This value identifies the call between the device maintaining the call and
the ISDN switch.

Message type: This identifies the message type (for example, SETUP) that determines
what additional information is required and allowed. The message type may be one or more
octets. When there is more than one octet, the first octet is coded as eight zeros.

ISDN information elements (IEs): Most D-channel messages include additional
information needed for call processing, such as the calling party number, called party
number, and channel ID. The additional information in a message is passed in IEs. IEs are
described in the “ISDN IEs” topic in this lesson.
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Most Common ISDN Message Txﬁes
00001 ALERTing 00000 | USER INFOrmation
00010 | CALL PROCeeding 00001 | SUSPend REJect
00011 PROGress 00010 | RESume REJect
00101 SETUP 00101 | SUSPend
00111 CONNect 00110 | RESume
01101 SETUP ACKnowledge 01101 | SUSPend ACKnowledge
01111 CONNect ACKnowledge 01110 | RESume ACKnowledge
010 Call Clearing 011 Miscellaneous
00101 DISConnect 00000 | SEGment
00110 Restart 00010 | FACility
01101 RELease 01110 | NOTIFY
01110 Restart ACKnowledge 10101 | STATUS ENQuiry
11010 RELease COMplete 11001 | Congestion Control
11011 | INFOrmation
11101 | STATUS

ISDN signaling is carried out by messages that are sent between endpoints on the D channel.
The most common messages are listed in the figure above.

Connect u\
Acknowledgg o

Q.931 Signaling

inc. Al rights reserved

ISDN D-Channel Message Flow

ISDN ISDN ISD_N
Calling Party Switch  goryice  Switch Called Party
Provider
n Setug Setup u
Acknowledged
m &
Info Proceeding
& Alerting
Proceeding <_
Alertin Connect .
ﬁ e Ring
*
t Connect N Connect QA
\\ Acknowledg’

S87 Signaling
>

Q.931 Signaling

GWGK v1.02:8

A simple Q.931 message exchange might progress as shown in the figure. Compare the call
flow to the message types listed in the message type table in the previous figure.
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ISDN IEs

This topic describes information elements in ISDN signaling and how they are used by
endpoints.

ISDN Information Elements
ﬂ

The ISDN Protocol Stack

8 |7 6 5 4 3|2 1

Protocol discriminator

0] o] o] o] Lengthof CRV
Flag Call reference value (CRV)
0 Message type

information elements as required

Typical format of a variable length IE:

Octet 8
1 0 Information element identifier
2 Length of information elements
3 1 | Coding Standard 0 I Location
4 1 Information elements (multiple bytes)

Inc. Al rights reserved GWGK v1.02:9

ISDN sends instructions in Layer 3 messages that are put into Layer 2 frames and are finally
time-multiplexed onto a medium with either a BRI or a PRI Layer 1 linecoding specification.

A depiction of D-channel messages is shown in the figure. These messages allow complete
control over call establishment and clearing, network maintenance, and the passing of other
call-related information between switches.

The additional information required by an ISDN message is passed in IEs and varies depending
on the message type, the action being performed, and the connected equipment. Mandatory and
optional IEs for D-channel messages are defined in ITU-T Q.931.

IEs can be a single byte or several bytes, and by reading the message, the switch can determine
this information. For example, in octet 1 of the IE, if bit 8, or the extension bit, is 0, the IE is of
a variable length. If the bit is 1, the IE is a single byte.

The information contained in octet 3 is the coding standard and the location. The possible
content of these fields is provided in the “Coding Standard” and “Location” tables.

Coding Standard

Bit Sequence | Meaning

00 ITU standardized coding

11 Standard specific to location field
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Location

Bit Sequence | Meaning
0000 User
0001 Private network serving location user
0010 Public network serving local user
0011 Transit network
0100 Public network serving remote user
0101 Remote private network
0111 International network
1010 Network beyond interworking point
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Example: IE in Action

A called number is passed to the PSTN by an IE. The IE contains bytes describing the
numbering plan and the type of number. Typically, numbering type is not changed; however,
there may be times when a network administrator may elect to have a specific gateway handle
all the international calls. If this connection to the PSTN is an ISDN PRI, the IE must tell the
PSTN that the called number is in international format.

Voice Gateways and IEs
ﬂ

The Cause IE for diagnosing call failure The Facility IE for Caller Name in Q.SIG

8,7 6|5 4 3 21 8 7 . 6|54 3 21
0 Cause IE (0x08) 0 Facility IE (0x1C)
Length of the Cause Information Length of the Facility Information
1 | Coding | 0 Location 1 | Coding | 0 Location
std. std.
1 Class Value 1 Facility Description

The Progress IE for tones and prompts The Display IE for Caller Name in Q.931

8,7 654 3|2 1 8 7,6 (5[4 3 21

0 Progress IE (0x1E) 0 Display IE (0x28)

Length of the Progress Information Length of the Display Information

1 | Coding | 0 Location 1 | Coding | 0 Location
std. std.

1 Progress Description 1 Display Description
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A study of all available IEs is beyond the scope of this course. Commonly used IEs are listed in
the in the “ISDN Progress Description Field Values” table. For further details, there are many
public references available on the Internet. For this lesson, the cause, facility, progress, and
display IEs are reviewed. They represent the information most in-demand in telephony systems
and, therefore, most important in the communication between the voice gateway and PBX or
PSTN.

The Cause IE

The cause IE provides one or more octets that may help in diagnosing network or customer
premises equipment (CPE) problems. When there is an ISDN problem in the network, a cause
value, shown in octet 4 in the figure, is generated by the network and appears in the ISDN
protocol log. The telephone company equipment translates these values to associated phrases.
Cause messages are classified as normal events, resource or service availability, message
validity, protocol error, or interworking. The most common phrases are listed in the following
“Common IEs” table.
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The Facility IE

Supplemental services are invoked by sending facility IEs in a facility message to an ISDN
switching device such as a PBX.

Supplemental services are widely used by PBXs and in the PSTN. IP telephony systems that
are connected to these types of switches must be able to send and receive these messages. The
supplemental service and associated parameters that are invoked are PBX-specific and should
be provided by the PBX manufacturer.

The Progress IE

Progress tones such as ringback and busy tones, and announcements such as “The number you
have dialed is no longer in service,” are required to successfully signal voice calls. Progress
tones can be generated by the originating, terminating, or intermediate devices.

The indication of in-band tones and announcements is controlled by the progress IE in ISDN
and H.323 networks. The progress IE signals those interworking situations where in-band tones
and announcements must be used.

The indication that tones and announcements are available is signaled by an alerting, call
proceeding, progress, connect, setup acknowledge, or disconnect message containing a P1 =1
or 8, which would be sent in the progress description field in octet 4.

A SETUP message of PI =3 means that the switch is indicting to the originating gateway that
in-band messages are expected.

ISDN Progress Description Field Values

Hex Value | Decimal Binary Description
0x01 1 000 0001 Call is not end-to-end ISDN
0x02 2 000 0010 Destination address is non-ISDN
0x03 3 000 0011 Origination address is non-ISDN
0x04 4 000 0100 Call has returned to the ISDN
0x08 8 000 1000 In-band information or appropriate pattern now available
0x0A 10 000 1010 Delay in response at destination interface
The Display IE

The display IE sends text to do such things as provide output for an LCD display. This IE is
commonly used to pass calling name information over PRI, although there are PBXs and
telecommunications service providers with NI3-type ISDN switches that only pass calling
name information with the facility IE in Q.SIG. The display and facility IEs are used by Cisco
CallManager to support caller name and number identification presentation. These services are
based on the device control protocols that handle the call. Not all device protocols provide
caller number and name information in the protocol messages.
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Common IEs

Value | Name Description

0x04 Bearer Specifies packet or circuit mode, data rate, type of information content (voice)

This IE provides the reason a call was rejected or disconnected. A sample of
possible causes are as follows:

0x01 Unassigned number

0x03 No route to destination

0x06 Channel unacceptable

0x10 Normal call clearing
0x08 Cause 0x11 User busy

0x12 User not responding

0x13 User alerting; no answer

0x1B Destination out of order

0x1C Invalid number format

0x22 No circuit or channel available

Ox2A Switching equipment congestion
0x14 Call State The current status of a call in terms of the standard Q.931 state machine

0x18 Channel ID | Defines the B channel being used

The purpose of the facility IE is to indicate the invocation and operation of
supplemental services, identified by the corresponding operation value within
the facility IE. Examples of supplemental services are as follows:

m  Called or calling party identification

0x1C | Facility m  Subaddressing
m  Hold or retrieve
m  Call transfer
m  Message waiting
This IE provides information about the call in progress. Progress indication
examples are as follows:
0x01 Call is not end-to-end ISDN
0x02 Destination address is non-ISDN

Ox1E Progress

Indication 0x03 Origination address is non-ISDN

0x04 Call has returned to the ISDN
0x08 In-band information or appropriate pattern now available
0x0A Delay in response at destination interface

This IE provides human-readable text that can be specified with almost any

0x28 Display message (for example, to provide text for an LCD display).

0x2C Keypad Dialed digits
0x34 Signal Provides call status tones according to the following chart:
0x00 Dial tone 350 Hz + 440 Hz; continuous
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Value | Name Description

0x01 Ringing 440 Hz + 480 Hz; 2 sec on/4 sec off
0x02 Intercept ;:I;ernatlng 440 Hz and 620 Hz; 250
0x03 Network congestion 480 Hz + 620 Hz; 250 ms on/250 ms
(fast busy) off
0x04 Busy 21)%0 Hz + 620 Hz; 500 ms on/500 ms
) 350 Hz + 440 Hz; repeated three
0x05 Confirm times: 100 ms on/100 ms off
0x06 Answer not used
0x07 Call waiting 440 Hz; 300 ms burst
: 1400 Hz + 2060 Hz + 2450 Hz + 2600
0x08 Off-hook warning Hz; 100 ms on/100 ms off
O0x3F Tones off
0x3A SPID Contains a service profile identifier (SPID)
0x4C | Connected If a disconnect occurs during CONFERENCE, this IE indicates the remaining
Number caller.
Calling The origin phone number
0x6C Party
Number
Called The phone number being dialed
0x70 Party
Number
0x7C LLC Lower layer compatibility
0x7D HLC Higher layer compatibility

Ox7E User-User User-user information
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Example: IEs in Action

ﬂ

*Mar

*Mar

*Mar

*Mar
*Mar

27

*Mar 27 15:11:40.472: ISDN Se0/0:23 Q931: TX -> SETUP pd = 8 callref = 0x0006

Bearer Capability i = 0x8090
Standard = CCITT
Transer Capability = Speech
Transfer Mode = Circuit
Transfer Rate = 64 kbit/s

Channel ID i = 0xA98397
Exclusive, Channel 23

Calling Party Number i = 0x2181, 'XXXXXXXXXX'
Plan:ISDN, Type:National

Called Party Number i = 0x80, 'XXXXXXXXXXX'
Plan:Unknown, Type:Unknown

15:11:40.556: ISDN Se0/0:23 Q931: RX <- CALL PROC pd = 8 callref = 0x8006

Channel ID i = 0xA98397
Exclusive, Channel 23

15:11:42.231: ISDN Se0/0:23 Q931: RX <- PROGRESS pd
Progress Ind i = 0x8488 - In-band info or appropriate now available
15:11:45.697: ISDN Se0/0:23 Q931: TX -> DISCONNECT pd = 8 callref = 0x0006

Cause i = 0x8090 - Normal call clearing

15:11:45.733: ISDN Se0/0:23 Q931: RX <- RELEASE pd
15:11:45.757: ISDN Se0/0:23 Q931: TX -> RELEASE COMP pd = 8 callref = 0x0006

= 8 callref = 0x8006

= 8 callref = 0x8006

GWGK v1.0—2-11

There are several sources available on Cisco.com to help read the output, including the

meaning of the hexadecimal values, from a debug isdn q931 command. Refer to the following

sources:

m  The “ISDN Codes” chapter in the Debug Command Reference at
http://www.cisco.com/en/US/products/sw/iosswrel/ps1818/products command reference
chapter09186a008007ff75.html.

m  The debug isdn q931 command in the Debug Command Reference at
http://www.cisco.com/en/US/products/sw/iosswrel/ps1818/products command reference

chapter09186a008007ft85.html#xtocid90247.

m  For hexadecimal values, refer to Table 2-53 in the Debug Command Reference

http://www.cisco.com/en/US/products/sw/iosswrel/ps1818/products command reference
chapter09186a008007ff85.html#23059.

The “ISDN Bearer Capability Values” table, taken from the Debug Command Reference cited
previously, provides an example of how to read the hexadecimal values with the ISDN bearer
capability values.
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ISDN Bearer Capability Values

Field Value Description

0x Indication that the values that follow are in hexadecimal
88 ITU-T coding standard; unrestricted digital information
90 Circuit mode, 64 kbps

21 Layer 1, V.110/X.30

8F Synchronous, no in-band negotiation, 56 kbps

You are also told that 0x8890 is for 64 kbps or 0x8890218F for 56 kbps. The SETUP message
in the example configuration in the figure indicates that Bearer Capability I = 0x8890.
Therefore, you know that you have a 64kbps bearer stream.
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The sample output in the figure shows Cause i = 8090, which is translated as normal call
clearing. A different cause code, such as Cause i = 829F, is shown in the “ISDN Cause Codes
Fields” table in the “ISDN Codes” chapter of the Debug Command Reference. The table shows
thati=0x yl y2 z1 z2 [al a2]. The following provides values for y1, y2, z1, and z2:

m yl =38, which refers to ITU-T standard coding

m y2 =2, which refers to public network serving local user

m 71 and z2 combine to form 9F, which, in decimal is 160 or in binary is 10011110.
Removing the most significant bit leaves 0011110, or decimal 31, which is 0x1F. Compare
this to the “Excerpt from the ISDN Cause Values” table taken from the Debug Command
Reference. Decimal 31 or 1F translates to a normal, unspecified cause with the explanation
that this value reports the occurrence of a normal event when no standard cause applies. No
action is required.

Excerpt from the ISDN Cause Values

Decimal Hexadecimal Cause Explanation
30 1E Response to STATUS The status message was generated
ENQUIRY in direct response to the prior receipt
of a status enquiry message.

31 1F Normal, unspecified Reports the occurrence of a normal
event when no standard cause
applies. No action required.

34 22 No circuit/channel available | The connection cannot be

established because no appropriate
channel is available to take the call.

The table shows that the disconnection specified in this cause code is that the PSTN connection
disconnected for some normal reason for which no other information is provided.

The “Most Common Message Types and Associated IEs” table provides a list of message types
and the IEs that can be associated with each message.
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Most Common Message Types and Associated IEs

Message Type

IEs Associated with Message

ALERTing

Bearer capability, Channel identification, Progress indicator,
Display, Signal, Higher layer compatibility

CALL PROCeeding

Bearer capability, Channel identification, Progress indicator,
Display, Higher layer compatibility

Sending complete, Repeat indicator, Bearer capability, Channel
identification, Progress indicator, Network specific facilities,
Display, Keypad facility, Signal, Calling party number, Calling

SETUP party subaddress, Called party number, Called party subaddress,
Transit network selection, Repeat indicator, Lower layer
compatibility, Higher layer compatibility
Bearer capability, Channel identification, Progress indicator,

CONNect Display, Date/time, Signal, Lower layer compatibility, Higher layer
compatibility

SETUP ACKnowledge Channel identification, Progress indicator, Display, Signal

CONNect ACKnowledge Display, Signal

DISConnect Cause, Progress indicator, Display, Signal

RELease Cause, Display, Signal

RELease COMplete

Cause, Display, Signal

STATUS ENQuiry

Display

STATUS

Cause, Call state, Display
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ISDN Numbering Plan

This topic describes how to select and configure the correct ISDN numbering plan.

ISDN Numbering Plans

*Mar 27 15:11:40.472: ISDN Se0/0:23 Q931: TX -> SETUP pd = 8 callref = 0x0006
Bearer Capability i = 0x8090A2
Standard = CCITT
Transer Capability = Speech
Transfer Mode = Circuit
Transfer Rate = 64 kbit/s
Channel ID i = 0xA98397
Exclusive, Channel 23
Calling Party Number i = 0x2181, 'XXXXXXXXXX'
Plan:ISDN, Type:National
Called Party Number i = 0x80, 'XXXXXXXXXXX'
Plan:Unknown, Type:Unknown

» To meet service provider numbering type requirements, and other call routing
requirements the numbering-type dial-peer option can be used

* numbering-type matching works in conjunction with the existing parameter
such as incoming called-number, answer-address and destination-pattern

- Some service providers require specific numbering types for certain calls.

For example AT&T 4ESS requires international calls to be flagged as
international numbering type
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The numbering plan, and a field called numbering type, are contained in the calling and called
party number IEs. This information is highlighted for a PRI in the debug q931 command
output in the figure. In the majority of cases, these fields are ignored by most ISDN switches.
However, there are times when ISDN switches base their call routing decision partially on the
numbering plan or type. PBXs also use the calling party numbering plan information for
number-presentation purposes. Numbering type allows dial-peer matching. To use the
numbering-type feature, dial peers must be configured for called number, answer number, or
destination pattern.

To match on a number type for a dial-peer call leg, use the numbering-type command in dial-
peer configuration mode. To remove the numbering type for a dial-peer call leg, use the no
form of this command. For example, in a PBX-centric voice network, international calls may be
routed out to a dedicated international gateway instead of to a domestic gateway. To handle
international calls this way, the international number is routed to a gateway with numbering-
type dial-peer matching. In another example, a local PSTN ISDN provider may have an older
switch that reads some national calls as international and sends them to the long-distance
carrier. To tell the local ISDN switch that the calls are domestic, the gateway should be
configured to pass on the numbering type as “national”.
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The following is an example of the numbering-type command as it resides under the dial-peer

\%

oice:

dial-peer voice 100 voip

numbering-type national

destination-pattern 91408.......

prefix 1408
port 1/0:23

dial-peer voice 101 POTS

numbering-type international

destination-pattern 9011T

prefix 011

port 1/0:23

numbering-type Command Syntax Description

Numbering Plan Indicator

Description

international

Specifies international numbering type

abbreviated

Specifies abbreviated numbering type

national Specifies national numbering type

network Specifies network numbering type

reserved Specifies reserved numbering type
subscriber Specifies subscriber numbering type
unknown Specifies that the numbering type is unknown

For MGCP gateways, Cisco CallManager sets the calling-directory number type. Cisco
recommends that you do not change the default value unless you have advanced experience
with dialing plans, such as with the North American Numbering Plan (NANP) or with
European dialing plans. You may need to change the defaults in Europe because Cisco
CallManager does not recognize all European national dialing patterns. You can also change
this setting when you are connecting to a PBX that expects the called directory numbering plan
type.

The Cisco CallManager supports the following called and calling party IE number type options:

Cisco CallManager: The Cisco CallManager sets the directory type.

Unknown: This option specifies that the dialing plan is unknown.

National: Use this type when you are dialing within the dialing plan for your country.

International: Use this type when you are dialing outside the dialing plan for your

country.

Subscriber: Use this type for site-specific dial plans set by the PSTN subscriber.
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Common ISDN Implementation Requirements

This topic describes common ISDN issues when deploying a gateway.

Common ISDN Implementation Requirements
ﬂ

- Obtain correctly provisioned service
» Switch type

+ System clocking

* ISDN timers

+ Calling Name Display
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The key requirements for an ISDN gateway deployment are as follows:

m  Obtain a correctly provisioned ISDN PRI line from a telecommunications service provider.
m  The service provider should specify the switch type that needs to be configured.

m A common clock source must be used between devices.

m  ISDN timers are used to clear calls following defined periods of inactivity and are set to
improve the efficiency of network resource consumption.
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Correctly Provisioned Service
ﬂ

Step 1: Verify if the outgoing B channel calls
are made in ascending or descending order.

Step 2: Ask for delivery of calling line
identification.

Step 3: Request PRI switch configuration
attributes.

nc. Al rights reserv GWGK v1.0—2-14

Before configuring ISDN PRI on a Cisco router, a correctly provisioned ISDN PRI line is
required from a telecommunications service provider. The process of provisioning a PRI varies
dramatically from provider to provider on a national and international basis. However, there are
some general guidelines described as follows:

Step 1 Verify if the outgoing B-channel calls are made in ascending or descending order.
The default in Cisco IOS software is descending order. However, if the service-
provider switch is configured for outgoing calls made in ascending order, the router
can be configured to match the service-provider switch configuration.

Step 2 Ask for delivery of calling line ID (CLID). Providers sometimes call this automatic
number identification (ANI).

Step 3 When ordering ISDN service, request the PRI switch configuration attributes, which
are displayed in the following “PRI Switch Configuration Attributes” table.
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PRI Switch Configuration Attributes

Attribute Configuration Attributes for 5SESS, DMS100, and 4ESS

Line format Extended Superframe (ESF) format

Line coding Binary 8-zero substitution (B8ZS)

Call type 23 incoming channels and 23 outgoing channels

Speed 64 kbps

Call-by-call capability Enabled

Channels 23B+D

Trunk selection sequence Either ascending order (from 1 to 23) or descending order (from
23to 1)

B + D glare Yield

Directory numbers Only one directory number assigned by service provider

ISDN call speed outside local Speed set to 56 kbps outside local exchange

exchange

SPIDs required? None
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Switch Type
ﬂ

* The correct version must be specified so that the
voice gateway can communicate with the service
provider ISDN switch or with the PBX.

» The service provider should specify the switch
type. Occasionally the switch type will be one of
the following:

— Custom
— National

nc. Al rights reserv GWGK v1.0—2-15

Q.931 comes in many local versions, so the correct version must be specified for the voice
gateway to communicate with the service-provider ISDN switch or with the PBX.

The service provider should specify the switch type that needs to be configured. Occasionally,
the switch type is “custom” or “national”, in which case the following guidelines apply:

m  Custom: Configure the switch type on the router as basic-Sess for a BRI with a SESS
switch, primary-5Sess for a PRI with SESS, basic-dms for a BRI with a DMS switch, or
primary-dms for PRI with DMS.

m  National: Configure the switch type on the router as basic-ni for BRI or primary-ni for
PRI

Note For Cisco I0S Software Releases up to 11.2, configuration of the ISDN switch type is a
global command and is not configurable on the interface. This restriction prevents BRI and
PRI interface cards from being deployed in the same chassis. In Cisco I0S Software
Release 11.3T and later, multiple switch types in a single Cisco 10S chassis are supported.

Once the service provider specifies the switch type, use the isdn switch-type command to
configure it on the router as follows:

Router#tconfigure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Router (config)#isdn switch-type basic-5ess
Router (config) #exit

2-124

Implementing Cisco Voice Gateways and Gatekeepers (GWGK) v1.0 Copyright © 2005, Cisco Systems, Inc.



System Clocking
ﬂ

* If a common clock source is not used between
devices, the binary values in the bit streams
may be misinterpreted.

* PSTN switches may serve several
organizations.

* Where clocking must be explicitly configured,
use Cisco I0S software commands in global
configuration mode:

—network-clock-participate [slot slot-number | wic
wic-slot | aim aim-slot-number]

—network-clock-select priority {t1 | e1} slot/port

s, Inc. Al rights reserved GWGK v1.02-16

If a common clock source is not used between devices, the binary values in the bit streams may
be misinterpreted because the device samples the signal at the wrong moment. For example, if
the local timing of a receiving device is using a slightly shorter time period than the timing of
the sending device, a string of eight continuous binary 1s may be interpreted as 9 continuous
1s. If this data is then resent to further downstream devices that use different timing references,
the error could be compounded. When each device in the network uses the same clocking
signal, the integrity of the traffic across the entire network is ensured.

PSTN switches may serve several organizations and will be set to provide clocking to devices
that connect to them. In the case of a voice gateway that is inserted between a PBX and the
PSTN, the gateway takes its clocking from the PSTN and in turn provides clocking to the PBX.
Cisco documentation says that system clocking can be set by establishing the network side of a
connection. In cases where clocking must be explicitly configured, the internal propagation of
system clocking is handled by these Cisco IOS software commands in the global configuration
mode:

m  To allow the ports on a specified network module or voice WAN interface card (VWIC) to
use the network clock for timing, use network-clock-participate [slot slot-number | wic
wic-slot | aim aim-slot-number].

m  To name a source to provide timing for the network clock and to specify the selection
priority for this clock source, use network-clock-select priority {t1 | el} slot/port.
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ISDN Timers
ﬂ

- ISDN timers clear calls following defined periods of inactivity
and can be set to improve the efficiency of network resource
consumption.

- ISDN timers are configured at the interface. The T306 timer is
designed for routers that are configured as an ISDN network-
side switch.

- When a data link layer malfunction occurs, calls that are not
in the active state are cleared. For calls that are not in the
active state, the T309 timer is started.

* The T310 timer starts when a router receives a call
proceeding message; it stops when the call exits the call
proceeding state.

* The T321 timer must be implemented when you use the D
channel backup procedure involving D channel switchover.
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ISDN timers clear calls following defined periods of inactivity and can be set to improve the
efficiency of network resource consumption. ISO defines all the Layer 2 and Layer 3 timers. A
sample of the types of timers is listed in the “ISO Layer 3 ISDN Timers” table. All the ISDN
timers are configurable, but T306, T309, T310, and T321 are more important for correct
operation.

ISDN timers are configured at the interface with a command such as the isdn t306 msecs
command. The T306 timer is designed for routers that are configured as an ISDN network-side
switch. When a router receives a disconnect message with a progress indicator of 8, it
disconnects the call after waiting for the specified number of milliseconds while the in-band
announcement or error tone is playing. Be sure to set the timer long enough for the
announcement to be heard or the tone to be recognized. This command is used only for
disconnect messages with a progress indicator of 8; otherwise, the T305 timer is used. The
disable and no forms of this command have the same result; the timer waits for the default
number of milliseconds before disconnecting the call.

When a data-link layer malfunction occurs, calls that are not in the active state are cleared. For
calls that are not in the active state, the T309 timer is started. The timer is stopped when the
data link is reconnected. If the T309 timer expires prior to the reestablishment of the data link,
the network clears the connection and call to the remote user, and it sends a disconnect cause of
27 to indicate that the call destination is out of order. The network releases and disconnects the
B channel, and releases the call reference, to enter the null state. The T309 timer is mandatory
for routers that are configured as an ISDN network-side switch, and by default the timer is set
to expire after 90 ms. The implementation of the T309 timer is optional for the user side of the
network. The isdn timer t309 command is used for changing the value of the T309 timer.

The T310 timer starts when a router receives a call-proceeding message; it stops when the call
exits the call-proceeding state, which typically occurs when the call moves to the alerting,
connect, or progress state. If the timer expires while the call is in the call-proceeding state, the
router releases the call. Set the timer to match the specific characteristics of your network.
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The T321 timer must be implemented when you use the D-channel backup procedure involving
D-channel switchover. The isdn timer t321 command is used for changing the value of the
T321 timer.

ISO Layer 3 ISDN Timers

Name | Started Stopped Notes

T301 ALERT CONNECT -

T302 SETUP SETUP_ACK Overlapped sending only

T303 | SETUP CALL_PROC -

T304 SETUP SETUP_ACK -

T305 DISC RELEASE -

T306 DISC REL/DISC This timer is used for routers that are configured

as an ISDN network-side switch. When a router
receives a disconnect message with a progress
indicator of 8, it disconnects the call after waiting
for the specified number of milliseconds while the
in-band announcement or error tone is playing.

T308 RELEASE REL_COM -

T309 - - This timer indicates how long to keep B channels
when D channels go down.

T310 CALL_PROC | ALERT/CONNECT -

T314 - - Segmentation

T316 RESTART RESTART_ACK/REJ -

T317 - - -

T318 RESUME RESUME_ACK/REJ -

T319 SUSPEND SUSPEND_ACK/REJ -

T321 - - D channel failure to restart attempts
T316 STATUS DISC/REL/REL_COM -

Calling Name Display

Cisco CallManager, with either an H.323 or an MGCP gateway, supports any device sending
calling party name information in a display IE, but not in a facility IE.

With ISDN calling name display feature for SIP gateways in Cisco 10S 12.3 T (4), SIP
signaling on Cisco IOS gateways has been enhanced to update the calling name and number
information in SIP headers as per the recommended SIP standards. Also included is the
complete translation of ISDN screening and presentation indicators, which allows SIP
customers basic caller ID privileges. Configuration instructions are available at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/vvfax_c/callc_c/sip
_c/sipcl_c/chapter9.htm#wp1063971.
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Common ISDN Gateway Configuration Examples

This topic describes how to configure a gateway to support ISDN connections.

T1 PRI to PSTN on H.323 Gatewa

Planned Topology: After IP Telephony Migration

NOTE: Long Distance calls go to Cicero and out the HQ GW

©2005 Cisco Systems, Inc. Al rights reserved GWGK v1.02-14

The figure shows the Woodridge campus of Span Engineering. A T1 PRI has been ordered
from the telephone company and has been installed. An H.323 voice gateway will be deployed
on a Cisco 2620 platform with a High-Density Voice Network Module (HDV-NM) and a T1
Multiflex Trunk VWIC (VWIC-1MFT-T1). The “Configuring PRI Interfaces” table provides
the steps required to configure a PRI on a voice gateway.
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Configuring PRI Interfaces

Step | Action Notes
1. Router (config) #isdn switch-type Configures the global ISDN switch type
switch-type to match the service provider switch
type.
2. Router (config) #fcontroller t1 1/0 Configures the T1 or E1 controller
or m  Framing defines framing
R £i 11 11 characteristics, such as
Ol_lt'_sr (contig) #.cont.ro er e ) /0 Superframe (SF) or ESF
While in controller configuration mode, configure Li R
framing, linecode and timeslots: = Linecoding:
R fig- 11 £ : — ami: Alternate mark inversion
ezlflter (config-controller) #framing (AMI), valid for T1 or E1
) controllers. Default for T1
Router (config- lines.
11 1i i
ﬁgﬁ?}fo er)#linecode{ami | b8zs | —  b8zs: B8ZS, valid for T1
Router | £1 troller) #pri controllers only.
outer (config-controller) #pri- . -
. — hdb3: High-density binary 3
1 1-2
group timeslots 3 (HDB3), valid for E1
controllers only. Default for E1
lines.
m  pri-group timeslots: The
maximum T1 range is 1 to 23. The
maximum E1 rangeis 1 to 31.
Separate low and high values with
a hyphen. The PRI group can
include all the available timeslots
or a select group of timeslots.
3. Router (config-if)#isdn incoming- Configures the port for incoming voice
voice voice calls
4. Router (config-if)#isdn-bchan- This command configures an ISDN PRI
number-order {descending | interface to make outgoing call
ascending} selection in ascending or descending
order. For example, the interface
selects the lowest or highest available
B channel starting at either channel B1
(ascending) or channel B23 for a T1
and channel B30 for an E1
(descending). The default is
descending.
5. Router (config-if) #show running- Before configuring ISDN PRI on your
configuration router, check with your service vendor
to determine if ISDN trunk call selection
is configured for ascending or
descending order. A mismatch between
router and switch causes the switch to
send an error message stating that the
channel is not available.
6. Configure dial-peers -

Complete instructions for the configuration of ISDN PRI voice-interface support can be found

at

http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cger/vvfax_c/isdnv_c/isd

n01.htm#wp1038644.
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T1 PRI to PSTN on H.323 Gatewaz aCont.g

- Step #1 — Define the ISDN switch type

WDGRouter (config) #isdn switch-type primary-ni

WDGRouter (config) # network-clock-participate slot 1
WDGRouter (config) # network-clock-select 1 Tl 1/0

- Step #2 — Configure the T1 Controller

WDGRouter (config) #controller tl1 1/0

WDGRouter (config-controller) #framing esf

WDGRouter (config-controller) #linecode b8zs

WDGRouter (config-controller) #pri-group timeslots 1-24

WDGRouter (config-controller) #exit

- Step #3 — Configure the Interface

IWDGRouter(config-if)#isdn incoming-voice voice
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The steps listed in the figure are shown in more detail here. These steps replicate what the user
might expect to see when carrying out a configuration.

Step 1 Since a T1 PRI is used in this example, it is necessary to define the ISDN switch
type in the global configuration.

WDGRouter (config) #isdn switch-type ?

primary-4ess AT&T 4ESS switch type for the U.S.
primary-5ess AT&T S5ESS switch type for the U.S.
primary-dmsl100 Northern Telecom switch type for the U.S.
primary-net5 European switch type for NET5

primary-ni National ISDN switch type

primary-ntt Japan switch type

primary-ts014 Australia switch type
WDGRouter (config) #isdn switch-type primary-ni
WDGRouter (config) # network-clock-participate slot 1
WDGRouter (config) # network-clock-select 1 T1 1/0

Step 2 Configure the T1 controller for ISDN PRI signaling.

WDGRouter (config) #icontroller tl 1/0

!--- This is the first VWIC port on NM-HDV.

WDGRouter (config-controller) #framing esf

WDGRouter (config-controller)#linecode b8zs

WDGRouter (config-controller) #pri-group timeslots 1-24

!--- Defines the T1/PRI port for common channel signaling.

Note After configuring the pri-group command, the D channel (interface serial 1/0:23) and the
voice port (voice-port 1/0:23) are created automatically by the router.
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Step 3 Configure the interface. The configuration of the PRI for incoming voice is shown in
this example. This command is added automatically but is shown in the figure to
show the sequence.

WDGRouter (config) #interface s1/0:23
WDGRouter (config-if)#isdn incoming-voice voice
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- Step #4 —Verify the ISDN D-channel configuration.

WDGRouter (config) # show running-configuration
interface Seriall/0:23
no ip address
no logging event link-status
isdn switch-type primary-ni
!I--- Switch-type takes precedence over the global.
isdn incoming-voice voice
!--- This defines incoming calls from PSTN as voice.
no cdp enable

- Step #5 — Configure dial peer statements

WDGRouter (config) #dial-peer voice 1 pots

WDGRouter (config-dial-peer) #destination-pattern 9T
WDGRouter (config-dial-peer) #direct-inward-dial
WDGRouter (config-dial-peer) #iport 1/0:23

Al rights reserve GWGK v1.0 2-16

Step 4 Verify the ISDN D-channel (interface serial 1/0:23) configuration. After completing
Step 2, the show running-configuration command output should display the D-
channel configuration as shown in this example.
interface Seriall/0:23
!--- This is the D channel for PRI.
no ip address
no logging event link-status
isdn switch-type primary-ni
!I--- This switch-type takes precedence over the global.
isdn incoming-voice voice
!--- This defines incoming calls from PSTN as voice.
no cdp enable

Note The relevant command under the interface serial 1/0:23 configuration is isdn incoming-
voice voice.

Step 5 Configure dial-peer statements.

WDGRouter (config) #dial-peer voice 1 pots

l--- The dial peer is pointing to the PRI trunk to the PSTN.
WDGRouter (config-dial-peer)#destination-pattern 9T

!--- Route this pattern to the PSTN cloud through the T1/PRI.
1--- T is a wildcard for any digits.

WDGRouter (config-dial-peer) #direct-inward-dial

!--- Direct-inward-dial (DID) does not generate a secondary
!--- dialtone on incoming calls from PSTN.

WDGRouter (config-dial-peer) #port 1/0:23
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A typical BRI deployment is shown in the figure. This is the procedure for configuring ISDN

BRI for voice:

Step 1 isdn switch-type switch-type

Step 2 interface bri number or interface bri slot/port

Note Between Step 2 and Step 3, it is possible to set a switch type for the interface. This setting
overrides the switch type set for the router.

Step 3 no ip address

Step 4 (optional) isdn overlap-receiving

Step 5 (optional) isdn twait-disable

Step 6 (optional, TE only) isdn spid1 spid-number [ldn]

Step 7 (optional, TE only) isdn spid2 spid-number [ldn]

Step 8 isdn incoming-voice {voice | modem }

Step 9 shutdown

Step 10 isdn layerl-emulate {user | network}

Step 11 no shutdown

Step 12 (optional, TE only) network-clock-priority {low | high}

Step 13 isdn protocol-emulate {user | network}

Step 14  exit

Step 15  clear interface bri number or clear interface bri slot/port

Step 16  Repeat for other interfaces

Step 17 Configure dial peers. See the PRI example for dial-peer configuration.
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An example procedure for configuring ISDN BRI for voice is shown in the “Configuring BRI
Interfaces” table.

Configuring BRI Interfaces

Step

Action

Notes

1.

Router (config) #isdn switch-type
switch-type

Configure the global ISDN switch type to
match the service-provider switch type.

Enter interface configuration mode to configure
parameters for the specified interface.

Router (config) #interface bri
slot/port

slot is the location of the voice network
module in the router.

port is the location of the BRI VIC in the
voice network module. Valid values are 0
or1.

Note: Between Steps 2 and 3, itis
possible to set a switch type for the
interface. This setting overrides the switch
type set for the router.

Specify that there is no IP address for this
interface.

Router (config-if)#no ip address

For information about IP addressing, see
the Cisco 10S software document
Network Protocols Configuration Guide,
Part 1.

Activate overlap signaling.

Router (config-if)#isdn overlap-
receiving

(Optional) In this mode, the interface waits
for possible additional call-control
information.

twait time is enabled by default.

Router (config-if)#isdn twait-
disable

(Optional) Use this command when the
ISDN switch type is basic-ni1. Delay a
National ISDN BRI switch a random time
before activating the Layer 2 interface
when the switch starts up.

Specify a SPID and local directory number for the
B1 channel.

Router (config-if)#isdn spidl
spid-number [1dn]

(Optional) Currently, only the DMS-100
and NI-1 switch types require SPIDs.
Although the Lucent 5ESS switch type
might support a SPID, you should set up
that ISDN service without SPIDs.

Router (config-if)#isdn spid2
spid-number [1dn]

(Optional) Specify a SPID and local
directory number for the B2 channel.

Configure the port for incoming voice calls.

Router (config-if)#isdn incoming-
voice voice

Configure the interface ISDN switch type to match
the service-provider switch type.

Router (config-if)#isdn switch-
type switch-type

(Optional) The interface ISDN switch type
overrides the global ISDN switch type on
the interface.

10.

Turn off the port prior to setting the port emulation.

Router (config-if) #shutdown

1.

Configure port mode emulation.

Router (config-if)#isdn layerl-
emulate {network | user}

user: Configures Layer 1 port mode
emulation and clock status for the TE
(clock slave)

network: Configures Layer 1 port mode
emulation and clock status for the NT
(clock master)

12.

Turn on the port after setting port mode emulation.

Router (config-if)#no shutdown
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Step

Action

Notes

13.

For TE only, set the priority for recovering clock
signal from the network NT device for this BRI
port.

Router (config-if) #network-clock-
priority low

high: First priority and is default for BRI
voice interface cards

low: Low priority and is default for BRI
voice modules

14.

Set Layer 2 and Layer 3 port-mode emulation

Router(config-iffj#isdn protocol-emulate
{network | user}

user. Sets port as TE (clock slave)
network: Sets port as NT (clock master)

15.

exit
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ISDN Connection to a PBX Configuration
(Network-Side Emulation): Example

- Step #1 — Define the ISDN switch type

ISJlRouter(config)#isdn switch-type basic-ni I

- Step #2 — Enter interface configuration mode
| s71Router (config) #interface bri 1/0 |

- Step #2 b — Define ISDN switch type for interface bri 1/0

SJ1Router (config-if) #isdn switch-type basic-net3

SJ1lRouter (config-if) #exit

- Step #3 and #4 — Set overlap signaling and twait or timers

SJ1Router (config) #isdn overlap-receiving
SJ1lRouter (config) #isdn T306 10000

- Step #5 to #7 — Not used in this example

inc. Al rights reserv GWGK v1.0 218

Once you have configured the BRI interfaces, the following is an excerpt of the output of a
show running-configuration command configured for the router in San Jose 1:

isdn switch-type basic-ni

!

interface BRI1/0

no ip address

isdn switch-type basic-net3

!

isdn overlap-receiving

isdn t306 10000

isdn incoming-voice voice

isdn layerl-emulate network

isdn protocol-emulate network

Note Remember that the configuration of the switch type on the interface takes precedence over
the switch type setting on the router.
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ISDN Connection to the PSTN Configuration (User-
Side Emulation): Example

» A running configuration sample from SF1Router

SF1lRouter#show running-config
interface BRI1/0

no ip address

isdn switch-type basic-nil
isdn twait-disable

isdn spidl 14085552111 5552111
isdn spid2 14085552112 5552112
isdn incoming-voice voice

!

interface BRI1/1

no ip address

isdn switch-type basic-nil
isdn twait-disable

isdn spidl 14085552111 5552111
isdn spid2 14085552112 5552112

isdn incoming-voice voice
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Instead of stepping through the configuration for the user-side interface of the ISDN BRI
example, the running configuration is shown in this figure. Observe the differences between
this router from building San Francisco 1 and the one configured for San Jose 1. Specifically,
you should note the following:

m  The switch type does not have to be basic-net3 or basic-gsig since it is not set up for
network termination.

m  The interface has not been specifically told that it is a user-side interface; it will default to a
user-side interface.

m  The isdn twait-disable command has been used because the switch type is basic-nil.

m  SPIDs have been defined because the switch type is basic-nil.
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Troubleshooting ISDN Circuits

This topic describes the troubleshooting tools used to resolve ISDN issues.

Common ISDN Issues
ﬂ

+ System clocking

+ Signaling mismatch

» Switch type mismatch

* Number type and plan mismatches
+ Calling name display issues

* No ringback

* No busy tone

ISDN timer issues

inc. Al rights reserv GWGK v1.02:21

System Clocking

If timing between devices is not maintained, a condition known as clock slippage (or “clock
slips”’) might occur. By definition, a clock slip is the repetition or deletion of a bit (or block of
bits) in a synchronous data stream due to a discrepancy in the read and write rates at a buffer.
Slips arise because an equipment buffer store cannot accommodate differences between the
phases or frequencies of the incoming and outgoing signals in cases where the timing of the
outgoing signal is not derived from that of the incoming signal.

A T1 or El interface sends traffic inside repeating bit patterns that are called frames. Each
frame is a fixed number of bits, which allows the device to determine the start and end of a
frame. This also means that the receiving device knows exactly when to expect the end of a
frame; it simply counts the appropriate number of bits that have come in. Therefore, if the
timing between the sending and the receiving device is not the same, the receiving device might
sample the bit stream at the wrong moment, which results in the return of an incorrect value.

While Cisco IOS software has the ability to easily control the clocking on these platforms, the
default clocking mode on a time-division multiplexing (TDM)-capable router is effectively free
running. This means that the received clock signal from an interface is not connected to the
backplane of the router and is not used for internal synchronization between the rest of the
router and its other interfaces. Therefore, the router uses an internal clock source to pass traffic
across the backplane and across other interfaces.

For data applications, this generally does not present a problem because a packet is buffered in
internal memory and is then copied to the transmit buffer of the destination interface. Packet
reads and writes to memory effectively remove the need for any clock synchronization between
ports.
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Digital voice ports have a different issue. Unless otherwise configured, Cisco 10S software
uses the backplane (or internal) clocking to control data reads and writes to the digital signal
processors (DSPs). If a PCM stream comes in on a digital voice port, it uses the external
clocking for the received bit stream. However, this bit stream does not necessarily use the same
reference as the router backplane, which means that the DSPs might misinterpret the data that is
coming in from the controller. This clocking mismatch is seen on the router E1 or T1 controller
as a clock slip because the router is using its internal clock source to send the traffic out of the
interface, but the traffic that is coming in to the interface is using a completely different clock
reference. Eventually, the difference in the timing relationship between the transmit and the
receive signals becomes so great that the interface controller registers a slip in the received
frame.

The following Cisco 10S software platforms allow clocking to be propagated across the
backplane of the router and between different interface ports: the Cisco AS5350 Universal
Gateway, the Cisco AS5400 Series Universal gateways, the Cisco 7200VXR Router, the Cisco
2600 Series routers, the Cisco 3700 Series routers, and the Cisco 1760 Router. Depending on
the installed hardware, all of the previously mentioned platforms use different command-line
interface (CLI) commands to configure the clocking modes. Even though the syntax differs,
they essentially tell the router to recover the clocking from a digital voice port and to use this
signal to drive other router operations.

Since none of these commands are default, some network administrators do not initially see
them in the router configuration files and, therefore, do not understand their significance.

In most cases, you can check for clock slips on the E1 or T1 interface to confirm the problem.
Issue the show controller {el | t1} command for such confirmation. The following example
output shows a periodic clock slip on the E1 interface:
Router# show controller el 0/0
El 0/0 is up.
Applique type is Channelized El1 - balanced
No alarms detected.
alarm-trigger is not set
Version info Firmware: 20020812, FPGA: 11
Framing is CRC4, Line Code is HDB3, Clock Source is Line.
Data in current interval (97 seconds elapsed) :
0 Line Code Violations, 0 Path Code Violations
4 Slip Secs, 0 Fr Loss Secs, 0 Line Err Secs, 0 Degraded
Mins
4 Errored Secs, 0 Bursty Err Secs, 0 Severely Err Secs, 0
Unavail Secs

Signaling Mismatch

The most notable instance of switches being mismatched is the case where a PBX cannot be
configured as terminal equipment and requires a network-side emulation to be configured on
the voice gateway. If the PBX is connected to the gateway through a BRI TE interface, the
connection does not work.

Switch-Type Mismatch

ISDN is a standard, but switch manufacturers implement ISDN slightly differently. If switch
types are mismatched, the passage of signaling information can be lost, which causes calls to
fail. For instance, a PBX may require QSIG to send specific messages, but the PRIs connected
to the voice gateway are not configured with QSIG. Switch-type keywords that can be used
when configuring switch types with Cisco voice gateways are described in the “ISDN PRI and
ISDN BRI Global Switch-Type Keywords” table.
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ISDN PRI and ISDN BRI Global Switch-Type Keywords

Global Switch Type Description PRI Interface BRI Interface
primary-4ess AT&T 4ESS switch type for the primary-4ess basic-ni
United States (ISDN PRI only)
primary-5ess AT&T primary rate switches primary-5ess basic-ni
primary-dms100 NT DMS100 switch type for the primary-dms100 basic-ni
United States (ISDN PRI only)
primary-net5 Net5 ISDN PRI switches (Europe) | primary-net5 basic-net3
primary-ni - primary-ni basic-ni
primary-ntt Intelligent Network Server (INS) primary-ntt basic-ntt
Net1500 for Japan (ISDN PRI
only)
primary-gsig - primary-gsig basic-gsig
primary-ts014 Australian TS014 switches (ISDN | primary-ts014 basic-ts013
PRI only)
basic-1tr6 German 1TR6 ISDN switches primary-net5 basic-1tr6
basic-5ess AT&T basic-rate switches primary-ni basic-5ess
basic-dms100 NT DMS100 basic rate switches primary-ni basic-dms100
basic-net3 Net3 ISDN and European ISDN primary-net5 basic-net3
switches (UK and others), also
called E-DSS1 or DSS1
basic-ni National ISDN-1 switches primary-ni basic-ni
basic-ntt Japanese NTT ISDN switches primary-ntt basic-ntt
(ISDN BRI only)
basic-gsig - primary-gsig basic-gsig
basic-ts013 Australian TS013 switches primary-ts014 basic-ts013
basic-vn3 VNS French ISDN switches (ISDN | primary-net5 basic-vn3
BRI only)

Numbering Type and Plan Mismatches

If the proper digits are being sent to the PSTN, but the call is not being routed properly, check
to make sure that the numbering plan and type are set in accordance with the way the device
connected to the gateway is configured.

By default, for calls to route patterns containing the NANP “@” wildcard, the called party
numbering type is classified as national (international if 011 is dialed), and the called
numbering plan is ISDN. For calls to route patterns not containing the NANP @ wildcard, the

called party numbering plan and type are classified as “unknown”. The calling party numbering
plan and type can be classified differently, depending on the digits to be sent.

If there is a suspected problem with the numbering plan or type, try changing the calling and
called party numbering plan to national and the numbering type to ISDN. If the country you are
in has a different numbering type, experiment with different values to resolve the issue.

Whatever the case, make sure that the called and calling party are being classified correctly so
that the CO can process that call. If you are unsure what the plan and type should be set to,
contact your service provider and ask.
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Note If a PRI or a BRI is configured with overlap sending, dialed digits will be sent one at a time
and can make the system sensitive to dial-peer errors. For instance, if dial peer 3 is VolP
and has destination pattern 408....... and dial peer 1 is plain old telephone service (POTS)
and has destination pattern 4085550123, dial peer 3 will be triggered as soon as the
gateway registers the 408. If the default en-bloc signaling is on for ISDN, the gateway waits
until all the digits have arrived before matching to a dial peer.

Calling Name Display Problems

A common problem network administrators encounter between a voice gateway and a PBX is
the ability to pass calling-name information. The display IE is commonly used to pass calling-
name information over PRI. However many PBXs, in addition to some service provider NI3-
type ISDN switches, only support the passage of calling name information with the facility IE
in QSIG. If this is suspected as an issue, contact the PBX vendor for details.

Some service providers provide calling-name display service from the PSTN on ISDN PRIs
configured for the NI3 switch type. NI3 also uses a facility IE to send calling name
information. The N12 switch type is only supported on the Cisco CallManager version 3.3 and
later. Therefore, Cisco CallManager cannot accept calling-party name information from a
service provider that sends the name in a facility IE, but it supports any device sending the
name in a Display IE.

Cisco CallManager provides calling-name display if the “Display IE Delivery” checkbox is
checked on the receiving gateway (either H.323 or MGCP). Either Cisco CallManager traces
calling name information that has been sent or received or debug isdn 931 output from a
Cisco IOS gateway shows it to you. If you see the name being presented to the far end and it is
not showing up, you need to work with the administrators of that equipment to determine why
they are not accepting the name information.

As a general rule, Lucent or Avaya PBX equipment can send and receive calling name
information using most switch types as long as it is configured to send the display information
in code set O (this is a trunk group configuration parameter on the PBX).

Message types that are used to send specific caller identification information are shown for PRI
trunks and QSIG trunks in the “Signaling of Caller Identification Information by Device
Control Protocols” table.

Signaling of Caller Identification Information by Device Control Protocols

Device Control | Calling Line Calling Name Connected Line | Connected Name
Protocol
PRI trunk calling line in supported by FACILITY | not supported supported by
PRI SETUP IE in PRI messages FACILITY IE in PRI
messages
QSIG trunk calling line in supported by FACILITY | supported by supported by
QSIG SETUP IE in QSIG messages QSIG CONNECT | FACILITY IE in
QSIG messages
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No Ringback

The following situations can occur where there is no ringback on VoIP calls or on calls
between IP and POTS phones:

m  No ringback tone on VoIP toll-bypass calls:

Symptom: POTS (PSTN/PBX) user places a call (through Cisco router or gateways)
and does not hear a ringback tone before the call is answered.

Solution 1: Configure the Cisco 10S global configuration command voice call send-
alert in the terminating gateway or router. This command enables the terminating
gateway to send an alert message instead of a progress message after it receives a
call setup.

Solution 2: If the previous solution does not work, configure the terminating
gateway to send a progress indicator (PI) = 8 in the alert message by configuring the
progress_ind alert enable 8 command under the POTS dial-peer configuration.
This command overrides the PI value received in the ISDN alert message and causes
the router to cut through the audio path back toward the calling party prior to
connecting.

Note

The progress_ind alert and the progress_ind setup commands are hidden in some
versions of Cisco |IOS software and may not be visible within the help parser. However, if the
progress_ind progress command is available in the help parser, the above commands are
also available and can be entered into the dial peer in their entirety. These commands will
subsequently appear in the running configuration.

m  No ringback tone on VoIP inbound calls to Cisco CallManager (or third-party VolP
devices) through Cisco I0S gateway:

Symptom: POTS (PSTN/PBX) user places a call to an IP phone (through a Cisco
router or gateway) and does not hear a ringback tone before the call is answered.

Solution: Configure the Cisco IOS command progress_ind setup enable 3 under
the VoIP dial-peer configuration in the Cisco gateway or router. This command
forces the gateway or router to treat the inbound ISDN setup message as if it came in
with a PI = 3 and to generate an in-band ringback tone toward the calling party if the
H.225 alert message does not contain a PI of 1, 2, or 8.

m  No ringback tone on VoIP outbound calls from Cisco CallManager (or third-party VoIP
devices) through Cisco I0S gateway:

Symptom: User places a call from IP phone or third-party device to an outside
number through a Cisco router or gateway and does not hear a ringback tone.

Solution 1: Ringback tones must come from the PSTN for trunk circuits in this
situation. There are two dial-peer subcommands that may help. On the IOS router or
gateway use the progress_ind alert enable 8 command under the outgoing POTS
dial-peer configuration. This command presents the Q.931 alert message to the
software on the router or gateway as if the alert message had a PI of 8 and cut
through the audio path.
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—  Solution 2: If the previous command does not solve the problem, use the (Cisco I0S
Software Release 12.2(1) or 12.2(2)T and later) progress_ind setup enable 3
command under the POTS dial-peer configuration. This command causes the
gateway to send a PI with a value of 3 in the ISDN setup message, which indicates
to the PSTN or a PBX that the originating device is not an ISDN device and in-band
information should be presented. This command should be used in conjunction with
the progress_ind alert enable 8 command.

—  Solution appendix: If the PSTN device is not able to generate ringback in-band (for
example, an ISDN phone directly connected to a BRI port on the gateway), the
gateway can be configured to generate ringback on the IP call leg by using the tone
ringback alert-no-pi command on the POTS dial peer. When the ISDN alert is
received with no PI present, the gateway generates the ringback and includes a PI =
0x8 in the H.225 alert message.

m  No ringback tone when call is transferred from Cisco CallManager or Unity voice mail:

—  Symptom: An incoming call from a Cisco gateway or router to Cisco CallManager
or Unity voice mail that is transferred after the call is answered does not hear
ringback.

—  Solution: To solve this problem you can either follow the steps outlined below, or
you can configure the Cisco IOS gateway or router as an MGCP gateway instead of
as an H.323 gateway: To attempt to solve the problem for H.323, you must first have
Cisco CallManager 3.0(8) or later. From the Cisco CallManager Administration
page, go to the Service menu and select Service Parameters. For each active Cisco
CallManager server, perform the following steps:

Step 1 In the Configured Services box, select Cisco CallManager.

Step 2 In the Param drop-down list box, select ToSendH225UserInfoMsg.

Step 3 Set the Value drop-down list box to T for true.

Step 4 Upgrade the router or gateway Cisco IOS software to version 12.2(2.4) or higher.

No Busy Tone on Outbound VolP Calls

Symptom: A Cisco IP phone (Cisco CallManager scenario) or POTS phone (VolIP toll-bypass
scenario) does not hear a busy tone or announcement message from the PSTN network.

Solution: Use the Cisco 10S software voice call convert-discpi-to-prog global configuration
command (Cisco IOS Software Release 12.2(1) and later). This command converts an inbound
ISDN disconnect message with a PI to an H.225 progress message with the same PI value. This
command can help when an announcement is played on the terminating PSTN side, but the
calling party does not hear the response.

ISDN Timer Issues

The ISDN Q.931 specification lists a variety of timers that dictate how long an ISDN device
should wait for a certain event to occur before taking corrective action. The Q.921 specification
also lists a variety of timers related to D-channel establishment procedures. However, adjusting
these timers is seldom required.

Understanding how these timers work and when they are used is important especially if you are
troubleshooting calls that are being disconnected with a cause code of 0XE6, “Recovery on

timer expiry.” This cause code indicates that the call was disconnected because a timer expired
and there was no further corrective action that could be taken other than disconnecting the call.

The cause code in the cause IE is sometimes followed by the name of the timer that has expired
(for example, 03 01 00—the 310 timer).
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For example, if a voice gateway sends a call out to the PSTN by sending a SETUP message and
the voice gateway receives a CALL PROCEEDING from the PSTN as expected, the T310
timer starts. This timer specifies that the gateway must receive either ALERTING, CONNECT,
or DISCONNECT from the PSTN before the timer expires. By default, this timer is 10 seconds.
After 10 seconds, the Cisco CallManager sends a DISCONNECT with a cause of “Recovery on
Timer Expiry.”
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Common ISDN Debug Commands
IlIllIllIIllIIlllllllllllllllllllllllllllllllI‘IIIIIIIIIIEEE:E::'IIIII

Command Purpose

Router# show controllers | Checks Layer 1
bri number

Router#show isdn status | Validates Layer 1 and Layer 2. Follow up with

debug g931
Router# debug isdn Display ISDN events occurring on the user side
events of the ISDN interface
Router# debug 921 Display Layer 2 access procedures that are

taking place at the router on the D channel

Router# debug q931 display information about call setup and

teardown of Layer 3 ISDN network connections
between the local router (user side) and the
network

Inc. Al fights reserve GWGK v1.02:22

The “Common ISDN Issues” figure showed issues common to ISDN call disconnects or
failure. This figure shows some of the commands that are commonly used in a systematic
procedure to troubleshoot ISDN circuits. PRI troubleshooting begins with the techniques that
are standard with T1 and E1 circuits. Follow this sequence:

Step 1

Confirm that the controller is active and that there are no alarms. If there is a red
alarm, your equipment attempts to send a yellow alarm to the remote end to notify
the user that you are experiencing a problem.

Note

Ared alarm is for a loss of frame (LOF) or loss of signal (LOS) and means that the proper
information is not being received from the service provider network.

Step 2

Step 3

Step 4

Step 5

Step 6

After verifying that there are no alarms, check the controller for path code violations
and clock slips.

If there continues to be a problem, check the ISDN network status with the show
isdn status command. This command is described later in this section.

If Layer 1 and Layer 2 are verified with the show isdn status command and the
problem persists, use the debug isdn q931 command (shown in the “Common ISDN
Debug Commands” figure) to monitor the direction of the disconnect, then confirm
that the bearer capability is correct. For example, a voice call may be coming in as
data. A disconnect cause code of “Bearer Capability not Implemented” typically
means that a command such as isdn incoming-voice modem is missing from the D-
channel configuration.

At this stage, if calls are still failing, determine the status of the attempted channel
with the show isdn status command. If the call is being attempted on the B channel,
for some reason it has busied out. The B channel can be manually reset.

Finally, if there is still no resolution, the debug q931 command tells you what the
cause code is, although it does not necessarily spell out the problem for you since
cause codes have a tendency to be rather cryptic.
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Common ISDN Debug Commands
IlIllIllIIllIllllllllllllllllllllllllllllllllI‘IIIIIIIII.EEE:E:E'IIIII

Command Purpose

Router# show controllers | Checks Layer 1
bri number

Router#show isdn status | Validates Layer 1 and Layer 2. Follow up with

debug q931
Router# debug isdn Display ISDN events occurring on the user side
events of the ISDN interface
Router# debug 921 Display Layer 2 access procedures that are

taking place at the router on the D channel

Router# debug q931 display information about call setup and
teardown of Layer 3 ISDN network connections
between the local router (user side) and the
network

Inc. Al rights reserve GWGK v1.02:22

The five commands presented in this figure and the previous figure are the five commands that
are most commonly used to troubleshoot problems with ISDN.

The show isdn status command is used to verify that the ISDN BRI Layer 1 is ACTIVE, the
Layer 2 state is MULTIPLE FRAME ESTABLISHED, and the SPIDs are valid. If all of these
conditions are satisfied, the problem is probably not with ISDN Layer 1 or Layer 2, and
troubleshooting should focus on ISDN BRI Layer 3 using the debug isdn q931 command. If a
TEI_UNASSIGNED or AWAITING ESTABLISHMENT state is reported, verify the
configuration. Remember that for a back-to-back configuration, such as in a connection
between a voice gateway and a PBX, one of the sides must be set to emulate the network.

Note Remember, if network emulation is not set, Layer 2 will not come up.

When the show isdn status command is used, watch for the following types of output
concerning the voice network:

m  Layer 1 Status: DEACTIVATED. This message means that the router is not establishing a
Layer 1 connection to the service provider ISDN switch. Follow these steps:

— Use the shutdown, then the no shutdown command on the BRI interface in
question. This action ensures that the BRI interface is not administratively down.
You can also perform a clear interface bri number to reset the interface.

—  Verify that the backup interface command is not configured under the BRI
interface. This command deactivates the BRI interface until the backup is initiated.
If necessary, use the no backup interface interface type interface number
command to remove it.

—  Use the show isdn status command to check if the switch type for the interface is
correctly configured. If the switch type is not configured or is configured
incorrectly, configure it on the interface.
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m Layer 2 Status: Layer 2 NOT Activated

—  Layer 2 problems often cannot be rectified at the customer site. However, Layer 2
debugs (or the interpretation of the debugs) can be provided to the service provider
for their reference. The debug isdn q921 command output provides details on the
Layer 2 transaction occurring between the ISDN switch and the router.

—  Pay attention to the direction of the messages. The debugs indicate if the messages
were generated by the router (indicated by TX ->) or if they were received by the
router (indicated by RX <--). In the example below, the first message (IDREQ) is
sent by the router, while the second (IDASSN) is from the ISDN switch:

*Mar 1 00:03:46.976: ISDN BRO: TX -> IDREQ RI = 29609 AI = 127
*Mar 1 00:03:47.000: ISDN BRO: RX <- IDASSN RI = 29609 AI = 96
—  You can identify the source of the problem by following the direction of a particular
message and the response. For example, if the telephone company ISDN switch
unexpectedly sends a Layer 2 disconnect, the router will reset Layer 2 also. This
event indicates that the problem lies with the telephone company ISDN switch.

m  SPID Status: SPID number NOT valid
m Layers | and 2 are Active; SPIDs are Valid

All debug commands are entered in privileged EXEC mode, and most debug commands take
no arguments. For example, to enable the debug isdn q931 command, enter the command in
privileged EXEC mode.

To turn off the debug isdn q931 command, in privileged EXEC mode, enter the no form of the
command at the command line.

Alternately, in privileged EXEC mode, you can enter the undebug isdn q931 form of the
command.

To display the state of each debugging option, enter the show debugging command in
privileged EXEC mode at the command line.

Note Normally, the router generates debugging messages for every interface, resulting in a large
number of messages that consume system resources and make it difficult to find the specific
information you need. By limiting the number of debugging messages, you can receive
messages related to only the ports you want to troubleshoot.

The show isdn status command is very useful when you are troubleshooting ISDN signaling
problems. This command displays a summary of the status of all ISDN interfaces, and it
displays the status of Layers 1, 2, and 3. The following is an example of show isdn status
command output:
WDGRouter#show isdn status
Global ISDN Switchtype = primary-5ess
ISDN Serial0:23 interface
dsl 0, interface ISDN Switchtype = primary-5ess
Layer 1 Status:
ACTIVE
Layer 2 Status:
TEI = 0, Ces = 1, SAPI = 0, State = MULTIPLE FRAME ESTABLISHED
Layer 3 Status:
5 Active Layer 3 Call (s)
Activated dsl 0 CCBs = 5
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CCB:callid=7D5, sapi=0, ces=0, B-
CCB:callid=7D6, sapi=0, ces=0, B-
CCB:callid=7DA, sapi=0, ces=0, B-
CCB:callid=7DE, sapi=0, ces=0, B-
CCB:callid=7DF, sapi=0, ces=0, B-
The Free Channel Mask: 0x807FF8FC

ISDN Seriall:23 interface

dsl 1, interface ISDN Switchtype
Layer 1 Status:

ACTIVE
Layer 2 Status:

TEI = 0, Ces = 1, SAPI = 0, State
Layer 3 Status:

0 Active Layer 3 Call(s)
Activated dsl 1 CCBs = 0
The Free Channel Mask: O0x807FFFFF

Total Allocated ISDN CCBs = 5

chan=9,
chan=10,
chan=11,
chan=1,

calltype=DATA
calltype=DATA
calltype=DATA

calltype=DATA

chan=2, calltype=DATA

= primary-5ess

= TEI_ASSIGNED
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Troubleshooting ISDN Incoming Calls

Router# debug isdn g93
RX <- SETUP pd = 8 callref = 0x06
Bearer Capability i = 0x8890
Channel ID i = 0x89
Calling Party Number i = 0x0083, \Q5551234‘
TX -> CONNECT pd = 8 callref = 0x86
RX <- CONNECT ACK pd = 8 callref = 0x06

* An example of a successful connection

Inc. Al rights reserve GWGK v1.02:23

Use the debug isdn q931 command to watch the Q931 signaling messages go back and forth
while the router negotiates the ISDN connection. The figure shows the output of a successful
connection.

The SETUP message indicates that the connection is initiated by the remote end. The call
reference numbers are maintained as a pair. In this case, the call reference number for the
incoming side of the connection is 0x06, while the call reference number of the outbound side
of the connection is 0x86. The bearer capability (often referred to as the “bearercap”) tells the
router what kind of call is coming in. In this case, the connection is type 0x8890, which
indicates “ISDN speed 64 kbps.” If the bearercap had been 0x8090A2, it would have indicated
“Speech/voice call u-law.”

If you do not see a SETUP message, verify the correct number (if the number is voice-
provisioned, try calling it manually) and check the status of the ISDN interface.

If the number is correct and the ISDN interface is working, make sure that the call originator is
making the correct call. Contact the telephone company to trace the call to see where it is being
sent. If the connection is a long-distance one, try a different long-distance carrier using a 1010
long-distance code.

If the call coming in is an asynchronous modem call, make sure that the line is provisioned to
allow voice calls.

Note BRI asynchronous modem calling is a feature of Cisco 3600 Series routers running Cisco
I0S Software Release 12.0(3)T or later. The asynchronous modem calling feature requires
a recent hardware revision of the BRI interface network module. WAN interface card (WIC)
modules do not support asynchronous modem calling.

If the call arrived but did not complete, look for a cause code. The “ISDN Cause Value” table
provides a translation of the cause codes that may be presented.
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ISDN Cause Value

Hex Value Cause Explanation
81 Unallocated The ISDN number was sent to the switch in the
(unassigned) number correct format; however, the number is not assigned
to any destination equipment.

90 Normal call clearing Normal call clearing has occurred.

91 User busy The called system acknowledges the connection
request but is incapable of accepting the call
because all B channels are in use.

92 No user responding The connection cannot be completed because the
destination does not respond to the call.

93 No answer from user The destination responds to the connection request

(user alerted) but fails to complete the connection within the
prescribed time. The problem is at the remote end of
the connection.

95 Call rejected The destination is capable of accepting the call, but it
rejected the call for an unknown reason.

9C Invalid number format The connection could not be established because
the destination address was presented in an
unrecognizable format or because the destination
address was incomplete.

9F Normal, unspecified This reports the occurrence of a normal event when
no standard cause applies. No action is required.

A2 No circuit/channel available The connection cannot be established because no
appropriate channel is available to take the call.

A6 Network out of order The destination cannot be reached because the
network is not functioning correctly, and the condition
might last for an extended period. An immediate
reconnect attempt will probably be unsuccessful.

AC Requested circuit/channel not The remote equipment cannot provide the requested

available channel for an unknown reason. This might be a
temporary problem.

B2 Requested facility not The remote equipment supports the requested

subscribed supplementary service by subscription only. This is
frequently a reference to long-distance service.

B9 Bearer capability not authorized | The user requested a bearer capability that the
network provides, but the user is not authorized to
use it. This might be a subscription problem.

D8 Incompatible destination This indicates that an attempt was made to connect
to non-ISDN equipment, for example, to an analog
line.

EO Mandatory information element | The receiving equipment received a message that

missing did not include one of the mandatory information
elements. This is usually the result of a D-channel
error. If this error occurs systematically, report it to
your ISDN service provider.

E4 Invalid information element The remote equipment received a message that

contents

includes invalid information in the information
element. This is usually the result of a D-channel
error.
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A successful completion is shown by a CONNECT-ACK message.

At this point, the ISDN call is connected, but no data has been seen coming across the link. Use
the debug ppp negotiate command to see whether any Point-to-Point Protocol (PPP) traffic is
coming across the line. If not, there may be a speed mismatch. To determine whether this is the
case, use the show running-config privileged EXEC command to view the router
configuration.

Note By default, ISDN interfaces attempt to use 64-kbps communication speeds on each channel.

Copyright © 2005, Cisco Systems, Inc. Integrating a VolP Network to the PSTN and PBXs 2-151



Troubleshooting ISDN Outbound CaIIing

*Mar 20 21:07:45.025: ISDN BRO: Event: Call to 5553759 at 64 Kb/s
*Mar 20 21:07:45.033: ISDN BRO: TX -> SETUP pd = 8 callref = 0x2C

*Mar 20 21:07:45.037: Bearer Capability i = 0x8890

*Mar 20 21:07:45.041: Channel ID i = 0x83

*Mar 20 21:07:45.041: Keypad Facility i = 0x35353533373539
*Mar 20 21:07:45.141: ISDN BRO: RX <- CALL PROC pd = 8 callref = 0xAC
*Mar 20 21:07:45.145: Channel ID i = 0x89

*Mar 20 21:07:45.157: ISDN BRO: received HOST PROCEEDING
Channel ID i = 0x0101
*Mar 20 21:07:45.161: @ -------------------
Channel ID i = 0x89
*Mar 20 21:07:45.313: ISDN BRO: RX <- CONNECT pd = 8 callref = 0xAC
*Mar 20 21:07:45.325: ISDN BRO: received HOST CONNECT

* An example of a normal successful call

Inc. Al rights reserve GWGK v1.02-24

Debugging outbound calls is very similar to debugging incoming calls. For outbound ISDN
calls, debug isdn q931 and debug isdn events commands are the best tools to use. The screen
capture shows what a normal successful call might look like.

The first thing to check at the first suspicion of an ISDN failure, on either a BRI or a PRI, is the
output from show isdn status command. The key things to note are that Layer 1 should be
active and Layer 2 should be in a state of MULTIPLE FRAME ESTABLISHED.

The CONNECT message is the key indicator of success. If a CONNECT is not received, you
may see a DISCONNECT or a RELEASE COMP (release complete) message followed by a
cause code. The following example provides the output of this type of message:

*Mar 20 22:11:03.212: ISDN BRO: RX <- RELEASE COMP pd = 8 callref =
0x8F

*Mar 20 22:11:03.216: Cause 1 = 0x8295 - Call rejected

If you see the line “Cause i = 0x8090 - Normal call clearing”, the likely reason for a
disconnection is a higher-protocol failure.

The cause value indicates two things. The second byte of the 4- or 6-byte value indicates from
where in the end-to-end call path the DISCONNECT or RELEASE COMP was received. This
can help you to localize the problem. The third and fourth bytes indicate the actual reason for
the failure.
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Troubleshoot MGCP PRI Backhaul Channels

Router#show ccm-manager backhaul
PRI Backhaul Link info:
Link Protocol: TCP
Remote Port Number: 2428
Remote IP Address: 172.18.106.59
Current Link State: OPEN
Statistics:
Packets recvd: 2068
Recv failures: 0
Packets xmitted: 1521
Xmit failures: 0

PRI Ports being backhauled:

Slot 1, port 1

» Output from show ccm-manager backhaul command
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The one thing that distinguishes a PRI from other interfaces is the fact that the data that is
received from the PSTN on the D channel needs to be carried in its raw form back to the Cisco

CallManager for processing. An MGCP gateway does not process or modify this information.
To do this, Cisco IOS MGCP gateways use a protocol called PRI backhaul.

The way PRI backhaul works is that everything up to the Layer 2 information, including all the
Q.921 signaling, terminates on the gateway. This process means that the gateway takes care of
D-channel establishment, but only under the direction of the Cisco CallManager. The gateway
does not bring up the D channel unless it can communicate with the Cisco CallManager to
backhaul the Q.931 messages contained in the D channel.

The screen capture shows the status of the backhaul channel. Use the show ccm-manager
backhaul command to display this output.

Note This output is also included as part of the generic show ccm-manager command.
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Troubleshoot MGCP PRI Backhaul Channels

(Cont.)
IlIllIllIIllIllllllllllllllllllllllllllllllllI‘IIIIIIIII.EEE:E:EIIIIII

Out Message -- PriSetupMsg -- Protocol= PriNi2Protocol
Ie - Ni2BearerCapabilityIe IEData= 04 03 80 90 A2
Ie - Q931ChannelIdIe IEData= 18 03 A9 83 97
Ie - Q931CallingPartyIe IEData= 6C 06 00 80 32 30 30 30
Ie - Q931CalledPartyIe IEData= 70 05 80 32 30 30 31
MMan Id= 0. (iep= 0 dsl= 0 sapi= 0 ces= 0 IpAddr=6lel00a IpPort=2427)
IsdnMsgData2= 08 02 00 02 05 04 03 80 90 A2 18 03 A9 83 97 6C
06 00 80 32 30 30 30 70 05 80 32 30 30 31

* Output from ISDN Trace Message from a CCM
Trace File
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ISDN traces assist with troubleshooting PRI trunks. An ISDN trace can determine what calling
numbers and called numbers are involved in a call and the reason for a call termination. The
reason is provided in the cause code in the disconnect message.

Note The easiest way to read ISDN traces is with the Q.931 translator. In this lesson, a raw trace
file will be used.

The critical data in the setup message shown in the figure is highlighted. This is an outbound
setup message toward the PSTN. The digits for calling and called party numbers are encoded in
ASCII. Since the digits 0 to 9 are represented by ASCII characters 30 to 39, removing the
leading 3 from each byte gives you the digit. For example, the trace shows 32 30 30 30 in the
Q931CallingPartyle field. If you ignore the 3s, you can see that the calling party is 2000.
Similarly, you can see that the called party is 2001 by looking at the Q93 1CalledPartyle, which
shows 32 30 30 31.

The IP address of this gateway is shown in hexadecimal notation as 61e100a. The number is
disassembled two digits at a time starting from the right. Translated into decimal, the
hexadecimal digits are as follows:

Ox0a = 10
0x10 = 16
Oxle = 30
0x6 = 6

The IP address of this gateway is 10.16.30.6.
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Also, this call is being sent out on channel 23 of the PRI. You can determine this by decoding
the channel ID IE using the Q.931 specification. In this case, look at the last octet of the
channel ID IE—in this case, 0x97. You must remove the most significant bit. Since 0x9 is 1001
in binary when you remove the most significant bit, you are left with 0001, which is 0x1.
Similarly, if the value begins with 0x8, which is 1000 in binary, the removal of the most
significant bit reduces it to 0000 in binary, which is 0x0 in hex. In this example, start with the
last octet of the channel ID IE, which was 0x97. After converting the 0x9 part of the number to
0x1 by removing the most significant bit, you are left with 0x17. Converting 0x17 to decimal
gives you 23. Because a PRI has only 23 B channels, the value of the channel ID IE is between
0x80 (channel 0) and 0x97 (channel 23).

Finally, the IsdnMsgData?2 line contains a hexadecimal dump of the entire Q.931 packet. If you
look at the IsdnMsgData2 line, it always begins with 08 for most signaling messages. The
exception is link-management messages such as service messages that use 03. The following
byte represents the length of the call reference and is either 01 or 02. You usually see a 2-byte
call reference. Depending on the length, the next one or two bytes are important. These bytes
are set to 00 02. This is the call reference value, and the most significant bit toggles depending
on the message direction. A recommended practice is that you copy the last three digits and
search through the file for that. In this case, you would search for 0 OF.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

- ISDN service is provided as 192-kbps “2B+D” BRI trunks or 1.544Mbps
“23B+D” T1 PRI trunks or 2.048-Mbps “30B+D” E1 PRI trunks

- Some PBXs are unable to behave as terminal equipment and will only
communicate to the voice gateway when a BRI network side interface is
configured on the gateway

« The layer 3 Q.931 frame contains messages such as ALERTING, SETUP, and
CONNECT. These messages are supported in carrying out their function by
Information Elements such as FACILITY, DISPLAY, PROGRESS, and CAUSE

« Facility and Display IEs ensure that the PSTN gets the correct numbering
plan information so that calls will be completed

+ Common issues with ISDN circuits include system clocking, signaling
mismatch, switch mismatch, numbering plan, and ISDN timer

« Care must be taken to ensure that PBX requirements for network and user
side are met for trunk configuration with any of the Cisco voice gateways

- Cisco CallManager Trace messages, the Q.931 translator, and Cause
information elements are the diagnostic tools that can help system
adminstrators isolate BRI or PRI problems in their networks

Al rights reserv GWGK v1.0 227
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Lesson Self-Check

Use the questions here to review what you learned in this lesson. The correct answers and
solutions are found in the Lesson Self-Check Answer Key.

Q1)  Explain what the network side of an ISDN connection does. (Source: Network Side vs.
User Side)

Q2) A SIP voice gateway running Cisco IOS Software Release 12.3(13) is connected to the
PSTN with a PRI. Calls between the voice gateway and the PSTN work perfectly
except that there is no ringback when dialing from the PSTN to the voice gateway
because the voice gateway does not pick up and establish the call until it negotiates an
RTP stream. That negotiation does not occur until after the call is picked up, which
may be 30 to 60 seconds or until it is forwarded to voice mail. Once either event
happens, the RTP stream is established and the call begins. How can the voice gateway
generate ring back before the called party answers the call? (Choose two.) (Source:
Common ISDN Implementation Requirements)

A) Configure the dial peer with the following command:
dial-peer voice # pots
progress_ind setup enable 3
progress_ind progress enable 8
B) Configure the dial peer with the following command:
dial-peer voice # voip
progress_ind setup enable 3
O) Tones being sent in the RTP bearer stream with cisco-rtp will not be sent
because the RTP stream is not being negotiated until the call is being
answered. The network should be switched over to an out-of-band—type tone

relay.
D) Reconfigure the voice gateway as MGCP instead of SIP and try again.
E) This situation cannot occur. During setup, the setup acknowledge message will

send back a PI = 8, which sets the endpoint for early alert.

Q3)  Write the command sequence that will set the switch type for a gateway to primary-ni.
(Source: Common ISDN Implementation Requirements)
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Q4)  Which of the following best describes a clock slip? (Source: Troubleshooting ISDN

Circuits)

A) A clock slip is when ISDN timers clear calls early based on an unexpected PI
in the signaling stream.

B) A clock slip is when the two ends of a connection are using different timing

sources that keep time slightly differently causing one end to register an
incorrect bit pattern.

C) A clock slip is when the network side and the PSTN cannot agree on a clock
standard, and the network side clock is allowed to slip in order to synchronize
it with the PSTN clock.

D) A clock slip is the amount of time that is lost between a PBX and a voice

gateway in a certain period.
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Lesson Self-Check Answer Key

Ql) ISDN requires a master-to-slave relationship on trunks to resolve conflicts that might exist when two
endpoints in a call request the same thing but only one of the two can gain access to the resource at a time.

Q2) B,D
Q3) Router(config)#isdn switch-type primary-ni
Q4) B
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Lesson 5

QSIG Integration

Overview

Frequently referred to as an inter-private branch exchange (inter-PBX) signaling system, Q
Signaling (QSIG) is a protocol based on ISDN that enables signaling between nodes. QSIG is
widely deployed to provide interoperability between different voice communications platforms
in a multivendor environment. QSIG supports many supplementary services between PBXs.
For Cisco platforms, a few key services have been singled out for support by Cisco voice
gateways or by Cisco CallManager.

There are few Cisco I0OS commands for QSIG that are separate from those used with ISDN.
Therefore, it is important to know that QSIG is different from standard ISDN; QSIG is more
complex.

This lesson describes how to integrate a voice gateway to the public switched telephone
network (PSTN) or a PBX using QSIG.

Objectives

Upon completing this lesson, you will be able to integrate a voice gateway into the PSTN or a
PBX using QSIG. This ability includes being able to meet these objectives:

m  Describe QSIG technology and why it is deployed in a voice gateway
m  Describe QSIG network and user side switch types

m  Describe common QSIG issues when deploying a gateway

m  Configure a gateway to support QSIG connections

m  Describe the troubleshooting tools that are used to resolve QSIG issues



QSIG Circuit Overview

This topic describes QSIG technology and why QSIG would be deployed in a voice gateway.

QSIG Circuit Overview
ﬂ

QSIG Facts

* Avariant of ISDN osiLayer 219 qsiGISDN

- Enables PBX feature —— -
transparency across 7to4 Application Mechanisms
the WAN Network |Q.931 QSIG-SS

» Eliminates multiple
tandem PBX hops to %S:S'ZGF
reach a desired (Q.932)

destination QSIG-BC
» Becoming the standard

Link LAP-D LAP-D
for PBX interoperability PI: ical l.430 1.430
i E nd North ysica . :

in Europe and Nort 1.431 1.431

America
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QSIG is the informal name for the Private Signaling System Number 1 (PSS1) protocol. It was
originally specified by the European Computer Manufacturers Association (ECMA) and then
adopted by the European Telecommunications Standards Institute (ETSI) and the International
Organization for Standardization (ISO). QSIG ensures that the essential functions in Q.931 are
carried from node to node in private integrated services networks (PISNs) that have equipment
from several vendors. QSIG is becoming the standard for PBX interoperability in Europe and
North America. QSIG functions with the following three sub-layers:

m  QSIG basic call (BC) extends Q.931 for use in a PISN and provides support for call setup,
clearing, information, and maintenance. QSIG BC conforms to European
Telecommunications Standards Institute (ETSI) codes 300, 171, and 172.

m  QSIG generic function (GF) enables the transparent passage of facility and notify messages
for the control of supplementary services and additional network features over a PISN.

m  QSIG supplementary services provide additional functions for large-scale corporate,
educational, and government networks. Supplementary services supported by Cisco I0S
platforms are described in the “Common QSIG Implementation Considerations” topic.

A PISN provides telecommunications services to a specific set of users on a PISN Exchange
(PINX). A PINX can be represented by a PBX, an Integrated Services CENTREX (ISCTX), or
other equipment performing the following functions:

m  Telecommunication services within its own area
m  Telecommunication services from the public ISDN or PSTN

m  Telecommunication services between PINXs in a multisite private network
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QSIG Protocol

Feature Transparency

Feature A
D Feature B

Some reasons for Q.SIG
» Feature Transparency

I

PBX A reaches PBX C

* Innovation for future through PBX B

networkability
+ Guaranteed interoperability

* Flexible numbering plan
PBX B

- Free-form network topology PBX C

1[I
1

* Flexible interconnection Feature A
D Feature A

* Multiapplication domain | Feature B

PBX B cannot access Feature B
but passes the complete
message from PBX A to PBX C.
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QSIG is recommended for some of the following reasons:

Feature transparency: This is probably the most significant reason for choosing to use
QSIG in a network. Not all PBXs in a network need to carry the same set of features. Each
switch may offer different service levels through QSIG without any loss of features to the
end destination. For instance, if PBX B (in the figure) does not fully support what PBX A
has sent, but PBX C does, services from PBX A are transferred through PBX B and fully
recognized at PBX C where those features can be served.

Innovation for future networkability: Feature transparency allows vendors to develop
supplementary services that can be transported within QSIG itself. For example, innovative
services may be provided for site 1 and site 3 through PBX vendor A, but for site 2, the
features are merely embedded within the packets and passed transparently through the
corporate network.

Guaranteed interoperability: The largest PBX manufacturers have agreed to ensure
consistent support and development of QSIG.

Numbering plan flexibility: QSIG provides enough flexibility to produce a detailed
numbering plan that can include trunk access codes, office codes, directory numbers, area
codes, and more.

Free-form topology: QSIG does not restrict networks to one particular topology. QSIG
can be a point-to-point, bus, star, or meshed type of network.

Interconnection flexibility: QSIG allows for interconnection of a variety of network
equipment. QSIG accounts for any transmission delays associated with a particular type of
physical device or for software features such as Virtual Private Networks (VPNs).

Multiapplication domain: QSIG can be implemented for PBX equipment and for other
applications and peripherals in the corporate network such as fax servers, cordless control
units, and data processing hardware to make them available to all users on the corporate
telephone network (as determined by management and administrators).
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QSIG Signaling

This topic describes the QSIG switch types that are used on the network and user sides of
voice-enabled topology.

QSIG Signaling
-l-l-ll-l----------------.‘IIIIIIIIIIEEE:E::'IIIII

QsIG QsIG
T1or E1 T1or E1
channel channel

IP WAN
Phone PBX Cisco Router Cisco Router PBX  Phone

° Network (master) side
a User (slave) side

Router (config)#interface serial 1/1:23
!--- points to the PBX

Router (config-if) #isdn switch-type primary-gsig

Router#isdn protocol-emulate network

QSIG signaling is initiated in the gateway by the following:
- Setting switch type to primary-gsig or basic-gsig
- Setting port-mode emulation as necessary

tems, Inc. Al rights reserve GWGK v1.0—2:5

QSIG enables Cisco voice gateways to emulate the functionality of the PSTN.

QSIG messages that originate and terminate on QSIG endpoints pass transparently across the
network; the PBXs process and provision any supplementary services. When there is a mix of
QSIG and non-QSIG endpoints, only basic calls that do not require supplementary services are
supported.

QSIG signaling is initiated on a voice gateway after you identify the basic or primary QSIG
switch type for the switch in global-configuration mode or for an interface in interface-
configuration mode. Once you have identified the switch type, the network and user sides must
be established to determine which endpoint on a link will be master and which will be slave.
Typically, the master node provides clocking. Configuration at this point is identical to the
configuration for ISDN PRI.
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Common QSIG Implementation Considerations

This topic describes common QSIG issues during voice gateway deployment.

Common QSIG Implementation

Considerations
ﬂ

QSIG Standards supported

- ECMA 141, 142, 143(ETSI300-172), 165(ETSI239), and
Q.SIG v1 and v2

* No IE for supplemental services are interpreted, but
instead passed according to ECMA-165 with these
exceptions:

— No support for MULTIRATE

— No support of facility IE for call-related
RELEASE/RELEASE COMPLETE

— No support of facility IE for connection-oriented
RELEASE COMPLETE

- Overlap and enbloc signaling are supported
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QSIG implementation is similar to ISDN but, with its large supplementary services library and
feature transparency, you are additionally required to consider what parts of QSIG are actually
supported by Cisco platforms.

The QSIG standards that are supported in Cisco IOS software are listed in the figure. The Cisco
platforms that support QSIG are as follows:

m  Cisco 2800 Series and 3800 Series Routers: BRI and T1/E1 QSIG (as of
12.0.7XK/12.1.2T)

m  Cisco 7200 Series Routers: T1/E1 QSIG (as of 12.0.7XK/12.1.2T)
m  Cisco 7500 Series Routers: T1/E1 QSIG (as of 12.1.3T)
m  Cisco 5300 Series Access Servers: T1/E1 (as of 12.0.7T)

Note Implementers should continue to follow the evolving support for QSIG on Cisco 10S
platforms through the product datasheets and the Cisco.com PBX Interoperability Portal.

Many of the messages and information elements supported in ISDN are supported in QSIG.
The “QSIG Message Supported by Cisco IOS” table lists the QSIG messages and information
elements (IEs) that are supported by Cisco IOS.
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QSIG Messages Supported by Cisco I0S Software

QSIG Basic Call Messages

QSIG Supplementary
Services Messages

QSIG Information Elements

SETUP FACILITY Sending complete
SETUP ACK NOTIFY Codeset shift
ALERTING USER-USER MESSAGE | Segmented message
PROCEEDING Bearer cap

CONNECT Cause

CONNECT ACK Call state

PROGRESS Channel ID
DISCONNECT Progress indicator
RELEASE Connected number
RELEASE COMPLETE Connected subaddress
RESTART Calling party

RESTART ACK Calling party subaddress
SEGMENT Called party
INFORMATION Called party subaddress
STATUS Restart indicator
STATUS INQ Lower layer compatibility

Higher layer compatibility
Facility
Notify indicator

User-user (for Ericsson MD110)

Codeset 5: Party category and transit
counter

Codeset 7: User-user (for Alcatel)

Along with the messages shown in the table, Cisco IOS supports the following supplementary
services:

m [dentification services:

—  Calling line and calling name ID with presentation or restriction (calling line
identification presentation [CLIP], calling line identification restriction [CLIR]
calling name identification presentation [CNIP], calling name identification
restriction [CNIR]) as described in the following ECMA specifications—ECMA
148, 163, and 164

—  Connected line and connected name ID and presentation (connected line
identification presentation [COLP], connected name identification presentation
[CONP])—ECMA 163, and 164

m  Call forward unconditional (CFU), call forward busy (CFB), and call forward no reply
(CFNR) as described in ECMA 173 and 174

m  Call transfer (CT)—ECMA 177 and 178

m  Path replacement—ECMA 175 and 176

m  Call completion—ECMA 185, and 186

m  Call offer (CO—ECMA 191 and 192

® Do not disturb or do not disturb override—ECMA 193 and 194
m Call intrusion—ECMA 202 and 203
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m  Advice of charge—ECMA 211 and 212
m  Recall—ECMA 213 and 214

m  Call interception—ECMA 220 and 221
m  User to user signaling

m  Subaddressing
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CallManager

QSIG Implementation with Cisco

ﬂ

QsIG QsIG
T1or E1 T1or E1
channel channel
l/l - = IP WAN = - 4[!
[ — . MGCP [ —
Phone PBX Cisco Router Gateway Phone
Fm—=—-
| . 1 | 1
e B
— | % 1
/ G=E—a=0
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To implement the QSIG protocol with Cisco CallManager, the gateway must run in Media
Gateway Control Protocol (MGCP) mode. Once you configure MGCP, you can setup the
supplementary services. The most common supplementary services used with CallManager are
identification services, Message Waiting Indicator (MWI) services, call diversion, and call
transfer.

Note Details on PBX and gateway configurations are provided on Cisco.com at the PBX

Interoperability portal.

Identification Services

Cisco voice gateways and Cisco CallManager provide configuration settings to control the
following caller line ID (CLID) and caller name (CNAM) information on phone displays:

m  CLIP or CLIR: Display or restrict the calling number
m  CNIP or CNIR: Display or restrict the calling name
m  COLP or COLR: Display or restrict the number of the connected line

m  CONP or connected name identification restriction (CONR): Display or restrict the name of
the connected party

Cisco CallManager Administration provides flexible configuration options to control the
display of caller ID information. You can allow or restrict the display of this information for all
calls by using fields in the Gateway Configuration window, or you can control the display of
this information on a call-by-call basis by using fields in the Route Patterns and Translation
Patterns windows. For information about configuring QSIG identification services, see the
“Caller Identification and Restriction” topic.
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Message Waiting Indication Services

In a QSIG network, when a PINX has a connected voice-messaging system that services users
in another PINX, the message center PINX can send the following MWI signals to the other
PINX:

m  MWI Activate: Send a signal to another PINX to activate MWI on the served user phone
after the voice-messaging system receives a message for that phone.

m  MWI De-Activate: Send a signal to deactivate the MWI after the user has listened to
messages in the associated voice-messaging system.

Note Cisco CallManager does not support the MWI interrogation service.

A PINX that is not a message center can receive the following MWI signals and perform the
associated functions:

m  MWI Activate: Receive a signal from another PINX to activate MWI on the served user
phone.

m  MWI De-Activate: Receive a signal to deactivate the MWI on the served user phone.

If the voice-messaging system is connected to Cisco CallManager using QSIG connections or
using the Cisco Messaging Interface (CMI), the MWIs are set based on QSIG directives.

When a call is forwarded to another number and then diverted to a voice-messaging system,
QSIG supplementary services can provide the information to place the voice message in the
originally called party voice mailbox.

The MWI service uses the existing dial number that is set up in Cisco CallManager
Administration for message waiting and does not require any additional configuration.

Call Diversion (Forwarding)

The QSIG standards describe two methods for call diversion: Call diversion by reroute and call
diversion by forward switching. Cisco CallManager supports call diversion by forward
switching only.

QSIG diversion supplementary services provide call forwarding capabilities that are similar to
the familiar Cisco CallManager call forwarding features. The user or the system administrator
can activate any of these features on individual directory numbers. Call forwarding
supplementary services include the following:

m  Supplementary services (SS)-CFU: Diverts all calls for a directory number (DN) to another
DN. In Cisco CallManager, this feature is call forward all (CFA)

m  Supplementary services (SS)-CFB: Diverts calls for a directory number to a predefined
destination number when the directory number is busy. In Cisco CallManager, this feature
is CFB

m  Supplementary services (SS)-CFNR: Diverts calls for a directory number to another
destination number when the directory number does not answer within a predefined time.
In Cisco CallManager, this feature is call forward no answer (CFNA).

Note Supplementary services call deflection (SS-CD): Allows the user to respond to an incoming
call by selectively diverting the call to another number. CD is not supported by QSIG or
Cisco CallManager.
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QSIG provides information to the originating PINX about the status and destination of
outbound calls. To provide feature transparency with other PBXs in the network, information
about a forwarded call is passed during the call setup and connection over QSIG trunks. Phone
displays can present calling name or calling number or both, and called name or number or
both, to show the destination of the forwarded call.

When calls are forwarded between multiple PINXs, a forwarding loop can result. A hop
counter limits this possibility of calls getting caught in a looping condition. A hop counter also
prevents you from having to enter a long forwarding chain. Configure the Forward Maximum
QSIG Hop Count parameter in Cisco CallManager service parameters.

QSIG supplementary services provide the information to place the voice message from a
diverted call in the originally called-party voice mailbox.

Call Transfer

The QSIG standards describe two methods for transferring calls: Call transfer by reroute and
call transfer by join. Cisco CallManager provides for call transfer over QSIG trunks by join
only.

When a user transfers a call to another user, QSIG identification service provides for changing
the connected name and number on the transferred party phone display. Call transfer requires
no additional configuration in Cisco CallManager Administration.
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Common QSIG Gateway Configuration Examples

This topic describes how to configure a gateway to support QSIG connections.

T1 PRI QSIG to PBX

The Voice Gateway at the Span Engineering

4 x T1 PRI QSIG

HQ at the Cicero campus

av (| +v |} +v

VA
m)
v

GWGK v1.0—2-8

The “Configure PRI for QSIG” table provides a description of the steps required to configure

PRIs for QSIG.
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Configure PRI for QSIG

Step | Action Notes
1. Enter controller configuration mode | Enter the controller as E1 or T1, and enter a slot/port
for the specified controller. location on Cisco routers.
Router (config)#
controller {tl | el}
controller-number
2. Configure the PRI group for either timeslot-range is the range of timeslots that make up
T1 or E1. the PRI group. T1 range is 1 to 23. E1 range is 1 to 31.
Router (config- The PRI group can include all or a select group of
controller)# pri-group available timesilots.
timeslot timeslot-range | puran NFAS configuration, the following tasks are
NFAS configuration commands are | done:
as follows: m  Onone channelized T1 controller, configure the
m  For primary D channel on one NFAS primary D channel.
controller m  On a different channelized T1 controller, configure
pri-group timeslot 1-24 the NFAS backup D channel that is to be used if
nfas d primary nfas int the primary D channel fails.
nummger nfas_group m  On other channelized T1 controllers, configure a
numoer 24 B channel interface, if desired. (Optional)
m  For backup D channel on a
second controller
pri-group timeslot 1-24
nfas_d backup nfas_int
number nfas group
number
m  For 24 B channels on third
controller
pri-group timeslot 1-24
nfas_d none nfas_ int
number nfas group
number
3. Enter interface configuration mode Enter a slot number from 1 to 6 and a port number of 1
for the ISDN PRI interface and the or 2. For T1, enter the channel number as 23. For E1,
specified interface slot and port enter the channel number as 15.
location and channel number.
Router (config)#
interface serial
slot/port:channel-
number
4. If you did not configure the global For this interface, this command overrides the setting of
PRI ISDN switch type for QSIG the isdn switch-type command entered in global
support in global configuration configuration mode.
mode, configure the interface ISDN
switch type to support QSIG
signaling.
Router (config-if)# isdn
switch-type primary-
gsig
5. Router (config-if)# isdn (E1 only) Specifies contiguous B channel handling so
contiguous-bchan that B channels 1 to 30 map to timeslots 1 to 31 and
skip timeslot 16.
This command was added to allow interoperability with
Siemens PBXs, which number the B channels
consecutively from 1 to 30 instead of from 1 to 15 and
17 to 31.
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Step | Action Notes

6. Configure the Layer 2 and Layer 3 user: Configures the port as TE; the PINX is the
port protocol emulation. master. This is the default. The term “user” is
Router (config-if)# isdn equivalent to the QSIG term “slave”.
protocol-emulate {user network: Configures the port as NT; the PINX is the
| network} slave. The term network is equivalent to the QSIG term

master.

7. (Optional) Activate overlap In this mode, the interface waits for possible additional
signaling to send to the destination | call-control information from the preceding PINX.
PBX. The default mode is enbloc, in which all call
Router (config-if)# isdn | establishmentinformation is sentin the setup message
overlap-receiving value | withouta need for additional messages from the

preceding PINX.

8. (Optional) Specify the cause code The possible value range is 1 to 127.
to pass to the PBX when a call
cannot be placed or completed
because of internal network
failures.
Router (config-if)# isdn
network-failure-cause
value

The following is an example excerpt for Span Engineering headquarters PBX connectivity as

shown in the figure.

Router (config) #show running configuration

|---entire configuration is not shown,

!'---PRI QSIG.

just those parts relevant to

isdn switch-type primary-gsig

!

controller T1 1/0
framing esf
linecode b8zs

pri-group timeslots
1

|

controller T1 1/1
framing esf
linecode b8zs
pri-group timeslots
!

controller T1 2/0
framing esf
linecode b8zs
pri-group timeslots
!

controller T1 2/1
framing esf
linecode b8zs

pri-group timeslots
!

interface Seriall/O0:

no ip address

nfas d primary nfas int 1 nfas group

nfas d none nfas int 2 nfas group 1

nfas d backup nfas int 3 nfas group 1

nfas d none nfas int 4 nfas group 1
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no logging event link-status
isdn incoming-voice voice
isdn T310 60000

no cdp enable

!

interface Seriall/1:23

no ip address

no logging event link-status
isdn incoming-voice voice
isdn T310 60000

no cdp enable

!

interface Serial2/0:23

no ip address

no logging event link-status
isdn incoming-voice voice
isdn T310 60000

no cdp enable

!

interface Serial2/1:23

no ip address

no logging event link-status
isdn incoming-voice voice
isdn T310 60000

no cdp enable

!

voice-port 1/0:23

!

voice-port 1/1:23

!

voice-port 2/0:23

!

voice-port 2/1:23

!

dial-peer cor custom

!

dial-peer voice 1000 voip
destination-pattern 777444....
session target ipv4:10.0.0.2
!

dial-peer voice 100 pots
destination-pattern 777222....
direct-inward-dial

port 1/0:23

!

dial-peer voice 2 pots
destination-pattern 2222
port 4/0/0
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Troubleshooting QSIG Circuits

This topic describes how to use troubleshooting tools to resolve QSIG issues.

Troubleshooting QSIG Circuits
ﬂ

In addition to common ISDN issues, QSIG
considerations include the following:

* QSIG basic call

* Identification services

* MWI services

+ Call diversion (forwarding)
+ Call transfer

For specific PBX vendor-related issues on QSIG, visit the PBX Interoperability Portal at

nc. Al rights reser GWGK v1.0—2-9

The “QSIG Troubleshooting Commands” table provides a description of helpful
troubleshooting commands.
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QSIG Troubleshooting Commands

Command

Purpose

Router# show isdn
status

Displays the status of all ISDN interfaces, including active
layers, timer information, and switch type settings

Router# show
controllers {tl | el}

Displays information about T1 and E1 controllers

Router# show voice port
summary

Displays summary information about voice-port configuration

Router# show dial-peer
voice

Displays how voice dial peers are configured

Router# show cdapi

Displays the call distributor application programming
interface (CDAPI) information

Router# show call
history voice record

Displays information about calls made to and from the router

Router# show rawmsg

Displays information about any memory leaks

Router# debug isdn
event

This displays events occurring on the user side (on the
router) of the ISDN interface. The ISDN events that can be
displayed are Q.931 events (call setup and teardown of ISDN
network connections).

Router# debug isdn @931

Displays information about call setup and teardown of ISDN
network connections (Layer 3) between the local router (user
side) and the network

Router# debug tsp

Displays information about the telephony service provider
(TSP).

Router# debug cdapi
{events | detail}

Displays information about CDAPI application events,
registration, messages, and so on

Router# debug voip
ccapi inout

Traces the execution path through the call-control API, which
serves as the interface between the call-session application
and the underlying network-specific software. You can use
the output from this command to understand how calls are
being handled by the router.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

+ At OSl Layer 1 and Layer 2, QSIG is the same as ISDN. At Layer 3
QSIG has three sub-layers, QSIG-BC, QSIG-GF, and QSIG-SS.

* QSIG is popular in private networks because of its feature
transparency that allows developers to add supplementary services
without having to worry about their affect on the whole network.

* QSIG signaling is easily set up by identifying the basic- or
primary-gsig switch type in either the global configuration or interface
configuration.

* Network-side port mode emulation should be set up in accordance
with the master/slave relationship the PBX expects to see.

» PRI QSIG configurations are part of the isdn command set in Cisco
10S software. They differ from standard PRI or BRI configurations in
switch type.

* QSIG troubleshooting follows the same procedures used to
troubleshoot ISDN BRI and PRI.
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Lesson Self-Check

Use the questions here to review what you learned in this lesson. The correct answers and
solutions are found in the Lesson Self-Check Answer Key.

Q1)  Describe why feature transparency is important for the proliferation of QSIG as the
signaling agent for PBXs. (Source: QSIG Circuit Overview)
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Lesson Self-Check Answer Key

Ql) Not all PBXs in a network need to carry the same set of features. Each switch may offer different service
levels through QSIG without any loss of features to the end destination. This makes QSIG safe for the
rollout of desired features in some places without worrying that other places in the network, or in other
networks, will be compromised.
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Module Summary

This topic summarizes the key points discussed in this module.

Module Summary
ﬂ

+ When integrating the PSTN and a PBX with voice gateways, pay special attention
to how the legacy systems will be implemented or “rolled over” into a Cisco-
based VolIP solution.

Technician line testers, E&M rollover cables, and Cisco ISO voice debug
commands are the key problem solving tools that mitigate the challenge of
connecting a voice gateway to the PSTN or a PBX with analog circuits.

Integrating a voice gateway to the PSTN or a PBX using CAS circuits requires a
thorough knowledge of T1 and E1 R2 signaling. Cisco voice gateways support the
fulfillment of 911 and E911 services over T1 CAS by supporting ANI information
transmission using E&M-FGD and receiving ANI information using FGD-EANA .

PRI offers many valued telephony services that can be lost if the voice gateway
integration with the PSTN or a PBX is incorrect. ISDN cause codes prove
enormously valuable in diagnosing ISDN service failures.

QSIG is fast becoming the worldwide standard for PBX interoperability. Feature
transparency allows all the devices that handle calls to activate just the features
that they are able to. You want to know how many of these supplementary
services your voice gateway can support and how you can extract the richest
features possible from a network connection to a PBX.

Al rights reserv GWGK v1.0—2-1

As you prepare to integrate a voice gateway with the PSTN or with a PBX, remember that there
are many factors that influence the success of that integration. One of those factors is the trunk
that you will use to actually make the hook-up. As long as companies use analog fax machines
and analog E911 phones, you will have to know about analog trunks. For those who want the
features of PRI but find it too expensive, CAS provides good throughput at a reasonable cost.
Finally, the variants of ISDN, including BRI, PRI, and Q Signaling (QSIG) take telephony into
a world of advanced calling-name features and diagnostics capability. For all of these types of
trunks, it is important to know how to coordinate with the service provider. In advance of
getting the service, and once the service is in place, it is important to be able to configure it for
operation in your network. Preparing yourself for success with your trunks ensures a more
peaceful transition from the telephony environment you know to the one that you are getting to
know.
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Module 3

Implementing Dial Plans

Overview

This module discusses what a dial plan is and describes the critical elements that are required
for implementing a scalable voice network. This module discusses dial plan design and
configuration. It discusses the various ways to manipulate dial plans through the use of Cisco
108 software commands. Understanding digital manipulation and the options that are available
to do this when the need arises is very critical in scaling a dial plan. Implementing class of
service (CoS) using Class of Restrictions (COR) also will be covered. This module concludes
with an in-depth look at how digit manipulation can influence call routes and how to configure
a gateway to influence call flow.

Module Objectives

Upon completing this module, you will be able to implement a dial plan on a Cisco gateway by
using dial plans, number plans, and COR applications. This ability includes being able to meet
these objectives:

m  Design an effective, scaleable numbering and dial plan for H.323, MGCP, and SIP
gateways

m  Improve call flow by designing and using translation rules and translation profiles to
manipulate digits on a gateway that uses CLI

m  Identify where in the gateway COR is applied and describe the configuration and
verifications steps

m Influence call routes to provide redundancy and cost efficiency
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Lesson 1

Dial Plan Overview

Overview

This lesson discusses dial plans and number plans and how important it is to scale these plans.
You will understand how automatic number identification (ANI) and digital number
identification service (DNIS) are used by a gateway and how numbering plans are manipulated.
Using this knowledge, you will be able to implement a scalable dial plan for your organization.

Objectives

Upon completing this lesson, you will be able to design an effective, scaleable numbering and
dial plan for H.323, MGCP, and SIP gateways. This ability includes being able to meet these

objectives:

m  Define numbering plans and dial plans

m  Given business and technical requirements, design a scaleable numbering plan
m  Design a scaleable dial plan and explain why it is preferred to a static dial plan
m Identify the benefits and possible drawbacks of an overlapping dial plan



Introducing Numbering and Dial Plans

This topic describes numbering and dial plans and gives an overview of how and why each are
used.

Introducing Numbering Plans and Dial

Plans
ﬂ

+ What is a Numbering Plan (NP)?
— The NP is the addressing used to reach endpoints
— Typically hierarchical
— Examples
- NANP
* UK numbering plan
+ Enterprise-specific numbering plan
+ What is a Dial Plan (DP)?
— Rules the call-processing agent uses to route calls
— Includes the following:
* Numbering plan
+ Path selection
 Calling privileges
+ Digit manipulation
« Call coverage

nc. Al rights reserv GWGK v1.0—3-3

A numbering plan is the addressing scheme that is used to reach voice endpoints. It consists of
the digits that are dialed to reach a remote phone. For example, a company numbering plan
might use four-digit extensions at each location and a three-digit site code. To call a phone at
your own location, you would dial the four-digit extension. To call a phone at a remote
company location, you would dial the site code and the extension.

The local public switched telephone network (PSTN) serving the company in this example also
has a numbering plan. This numbering plan will vary from country to country. In North
America, a typical number would include a three-digit area code, a three-digit prefix, and a
four-digit subscriber number. Local calls can be 7 or 10 digits. Long distance calls are 11 digits,
and international calls vary in length and are preceded by 011. The UK PSTN does not have a
uniform structure like the North American Numbering Plan (NANP). Area codes can be 2 to 5
digits; subscriber numbers can be 5 to 8 digits; and service codes can be 3 to 6 digits. National
numbers can be 10 or 11 digits (including the leading 0).

Conversely, a dial plan is more comprehensive and consists of the following:

m  Numbering plan (endpoint addressing): Reachability of internal destinations is provided
by assigning directory numbers (DNs) to all endpoints (such as IP phones, fax machines,
and analog phones) and applications (such as voice-mail systems, auto attendants, and
conferencing systems).

m  Path selection: Depending on the calling device, different paths can be selected to reach
the same destination. Moreover, a secondary path can be used when the primary path is not
available (for example, a call can be transparently rerouted over the PSTN during an IP
WAN failure).
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m  Calling privileges or class of service (CoS): Different groups of devices are assigned
different classes of service based on granting or denying access to certain destinations. For
example, lobby phones might be allowed to reach only internal and local PSTN
destinations, while executive phones could have unrestricted PSTN access. The calling
privileges assigned to a device are typically called class of service. In a Cisco voice
gateway, class of service is implemented by assigning Class of Restrictions (COR) to dial
peers. COR is discussed in detail in the “Class of Restrictions” lesson.

m  Digit manipulation: In some cases, it is necessary to manipulate the dialed string before
routing the call, for example, when you are rerouting over the PSTN a call originally dialed
using the on-net access code, or when you are expanding an abbreviated code (such as 0 for
the operator) to an extension.

m  Call coverage: Special groups of devices can be created to handle incoming calls for a
certain service according to different rules (top-down, circular hunt, longest idle, or
broadcast).
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Numbering Plans

This topic describes numbering plans.

Numbering Plan
ﬂ

* A numbering plan is the endpoint addressing
(the digits dialed to ring a device).

* Need to balance ease of use with scalability.
— Abbreviated dialing within a site (for example, five-digit)
— Scalability: Logical site codes for interoffice dialing

* Need to integrate with external numbering plan.

— Direct correspondence between “public” number and
internal extension

— Access code to distinguish internal calls from
external calls

* Well-thought-out numbering plans allow you to grow your IP
telephony dial plans with minimal administration restrictions
and impact.
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When deciding on a numbering plan, you must balance between ease of use and the ability to
scale the numbering plan to accommodate both additional users and additional locations. It is
typical to use a four- or five-digit extension for intraoffice dialing. For multisite facilities, a site
code is often used along with an access code to indicate interoffice calling over the private
network (VoIP or dedicated time-division multiplexing [TDM] circuits). A different access
code is used to distinguish calls to the PSTN. Companies frequently try to match the extension
to the publicly assigned number, referred to as Direct Inward Dialing (DID) or discard digits
instruction (DDI) numbers (depending on location), but this is not always possible. For
example, assume a company is using 9 as the PSTN access code and is using four-digit
extensions internally. If the company is given a DID range of 555-8000—555-9999, some of the
locally assigned four-digit extensions would begin with 9, making it difficult for the call-
processing system to distinguish between internal and external calls. One solution to this issue
would be to use five-digit extensions. This will result in all extensions beginning with a 5. You
will to work with the service provider to determine if they can provide five incoming digits. If
they are unable to provide five digits, the dial plan will need to manipulate the incoming digits
to allow calls to be routed to the correct endpoint.

The following example shows how the company Span Engineering could implement their
number plan.
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All locations use a PSTN access code of 9 and an interoffice access code of 8. To accommodate
a larger user base, Chicago uses five-digit extensions corresponding to the DID assigned to the
device. All other locations use four-digit extensions. Chicago uses a two-digit site code. Other
locations use a three-digit site code, resulting in eight-digits (access code [8] + site code +
extension) interoffice calls. Span Engineering already uses a three-character office code for
internal voice mail. For example, the Chicago site code is CHI and the San Francisco site code
is SFO. Using the corresponding keypad digits, the site code for Chicago is 24, and the site
code for San Francisco is 726. So, a caller in Chicago would dial 87264000 to reach extension
4000 in the San Francisco office.
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Designing a Scaleable Dial Plan

This topic describes how to design scaleable dial plans.

Designing a Scaleable Dial Plan
ﬂ

+ Dial-plan distribution

* Hierarchical design

+ Simplicity in provisioning

* Reduction in post-dial delay

+ Availability, fault tolerance, and redundancy
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This figure shows high-level considerations to keep in mind when you are designing,
maintaining, and expanding a dial plan. These are some things you should consider when you
are designing a scaleable dial plan:

m  Dial-Plan Distribution: Good dial-plan architecture relies on effectively distributing the
dial-plan logic among the gateway and gatekeeper components. Isolating H.323 devices to
a specific portion of the dial plan reduces the complexity of the configuration. Each
component can focus on accomplishing specific tasks. Generally, local PSTN-specific
details are handled at the local gateway; higher-level routing decisions are passed along to
the gatekeepers and directory gatekeepers. A well-designed network places the majority of
the dial-plan logic at the gatekeeper and directory gatekeeper devices.

m  Hierarchical Design: Strive to keep the majority of the dial-plan logic (routing decision-
making and failover) at the highest component level. For example, directory gatekeeper is
generally considered the highest-level device. By maintaining a hierarchical design, you
make the addition and deletion of zones more manageable. For example, scaling of the
overall network is much easier when configuration changes need to be made only to a
directory gatekeeper instead of to every zone gatekeeper. The size of the network dictates
the level of hierarchy needed. A small business may have a single gateway while a
medium-sized business may have multiple gateways and a single gatekeeper. As the
company grows, the levels of hierarchy should also grow.

m  Simplicity in Provisioning: You should keep the dial plan on the gateways and
gatekeepers as simple and as symmetrical as possible when you are designing a network.
Try to keep consistent dial plans on the gateways by using translation rules to manipulate
the local-digit dialing patterns. These number patterns can be normalized into a standard
format or pattern before the digits enter the VoIP core. Putting digits into a standard format
simplifies gatekeeper zone-prefix provisioning and gateway dial-peer management.
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This methodology helps reduce the number of dial peer configurations on the outgoing
plain old telephone service (POTS) interface. If the gatekeeper can be provisioned to direct
only calls of a certain area code to a particular gateway, then you would not need to
provision all of the individual gateways with their respective area codes. Instead, you might
be able to generalize the gateway configurations. By normalizing the number, you also
reduce the zone-prefix search length, reducing the time required to search for a zone prefix
match. For example, if you have the 0118943xxxx digit pattern, you can send the number
as 8943xxxx and have the gatekeeper search on 89 as opposed to 01189.

m  Reducing Postdial Delay: When you design a large-scale dial plan, you should consider
the effects of postdial delay in the network. Postdial delay is the time from when the last
digit is dialed to the moment the phone rings at the receiving location. Gateways,
gatekeeper zone design, translation rules, and sequential Locate Request (LRQs) all affect
post dial delay. Strive to use these tools most efficiently to reduce postdial delay.

m  Availability and Fault Tolerance: During your dial-plan design, you should consider
overall network availability and call success rate. Fault tolerance and redundancy within
VoIP networks are most important at the gatekeeper level. Use of an alternate gatekeeper,
sequential Location Requests (LRQs), and Hot Standby Routing Protocol (HSRP) help
provide redundancy and fault tolerance in the H.323 network.

Copyright © 2005, Cisco Systems, Inc. Implementing Dial Plans 3-9



Designing a Scaleable Dial Plan ‘Cont.g

San Francisco PSTN User Chicago PSTN User

DN Range: DN Range:
1XXXX 4XXXX
2XXXX 5XXXX
Intersite Dialing: Intersite Dialing:
Direct Direct
Voice Mail: Voice Mail:
311XX 611XX
Auto Attendant: Auto Attendant:
312XX 612XX
Chicago
."'--.-"'.
Intersite dialing using WAN
direct numbers:
sweeseeses  Firstchoice Intersite Dialing: 4xxxx or 5xxxx, 611xx, 612xx
Second choice < - o
Third choice Intersite Dialing: 1xxxx or 2xxxx, 311xx, 312xx
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This and the next three figures show common dial-plan scenarios. This example shows a
possible dial-plan scenario for the Chicago and San Francisco sites of Span Engineering. Each
of the sites has unique, five-digit DNs, so direct DN dialing is possible. In addition, tail-end
hop-off (TEHO) and least-cost routing are also deployed. If a user in Chicago dials a San
Francisco PSTN number, the call will travel across the WAN and enter the San Francisco
PSTN using a gateway located at the San Francisco site. If this is not possible, perhaps due to a
congested WAN, the call will be placed using Carrier 1. If no trunks are available for Carrier 1,
Carrier 2 would be used. This figure shows no overlapping dial plan.
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Designing a Scaleable Dial Plan:
Overlapping Dial Plans

San Francisco User Chicago User
X 12345 x 12345

457

DN Range: DN Range:
1XXXX 1XXXX
2XXXX 2XXXX

Intersite Dialing
Access code 8

Intersite Dialing
Access Code 8

Site Code 801 Site Code 802
Voice Mail: Voice Mail:
311XX 311XX

Auto Attendant: Auto Attendant:
312XX 312XX

Chicago

Intersite dialing using WAN
Access codes:

""""" Firstchoice Intersite dialing: 801[1-3]xxxx
Second choice o >
Third choice Intersite dialing: 802[1-3]xxxx
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Using the same topology as the previous figure, the dial plan in this figure has been changed so
that dial plans of both sites overlap. A user in Chicago can no longer dial the five-digit
extension of a user in San Francisco. The simplest solution to overlapping dial plans is to
implement site codes. For intersite calling, users dial an access code followed by a site code
and the extension. The call processing system or the gateway matches on this number, strips off
the access code and site code, and routes the call to the appropriate destination. Additional digit
manipulation may be required to use alternate routes.

The access code selected for intersite dialing should be different from the access code used for
off-net calling. If you use the same access code, you will need to make sure your intersite calls
can be distinguished from off-net calls. This can lead to a very complicated dial plan. In the
United States, it is typical to use 9 as the access code for off-net dialing and 8 as the access
code for inter-site dialing. The numbers used are not as important as making sure you that do
not introduce complications to the dial plan.

In the figure, extension 12345 in Chicago wishes to call extension 12345 in San Francisco. The
dial plan is configured for an intersite access code of 8 followed by a two-digit site code. The
user dials 8-02-2345. The gateway matches this pattern to a dial peer and routes the call to
Chicago. The gateway should translate both the called and the calling number. The called
number should arrive in San Francisco as the five-digit extension so the call can be extended to
the correct phone. If the calling number is not translated, the users in San Francisco will think
the call is coming from their own phone.
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7-digit versus 10-digit dialing

Atlanta PSTN User

Carrier
2

7-digit
local area
calling

Possible solution:
Unified 10-digit dialing

WA

Designing a Scaleable Dial Plan (Cont.

Boston PSTN User

44 V4

Carrier
1
Atlanta Boston
PSTN

10-digit
local area

e

GWGK v1.0—3-8

The network in this example has two sites: Atlanta and Boston. Atlanta uses 7-digit dialing, and
Boston uses 10-digit dialing for local calls. The combination of these mixed dial plans is not
advisable. A recommended solution would be to use a centralized dial plan with 10-digit
dialing as the basis for all local calls. 7-digit dialing can still be supported using the appropriate

voice translation rules and route patterns.
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Designing a Scaleable Dial Plan ‘Cont.g

Cologne

Berlin

Atlanta Berlin

W\ States

Cologne

'| -3
United

SIETGLETN 8151
XXXXXXXXX

* Many PSTN numbering plans are variable length.
» For TEHO, a dial plan must accommodate variable length.
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Dial plans become more complex when you are considering country-specific dial plans for
intersite calls, TEHO, or normal international calls. Having specific, fixed-length route patterns
for international calls is impossible because every country has its own national numbering plan,
which may even be variable length. For example, the German dial plan is a variable-length plan
for access codes and DNs. Ideally, the dial plan would allow the user to dial the same number
to reach the destination without worrying if the call was routed over the WAN or the PSTN. A
solution to meet the requirements for this dial plan is to use access codes for the countries
where TEHO is required.

This figure shows the complexities that exist when you are considering your international
dialing dial plan.
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Overlapping Dial Plans

This topic describes overlapping dial plans.

Overlapping Dial Plan

Common Reasons

+ Acquiring companies

+ Opening an office with the same DID range
+ Service provider changing DID ranges
Common Solutions

* Voice translation rule application

* Deploy access codes

+ Variable length on-net dialing

* Num-exp

* There are many more options available.
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Overlapping dial plans can occur for various reasons. Besides the common causes for
overlapping dial plans, there are possible solutions to overcome it. Overlapping dial plans may
not be avoidable, so the following are some best practices for addressing overlapping dial
plans:

m  All on-net extension dialing must be globally unique. For instance, in a system using an
abbreviated four-digit on-net dial plan, there cannot be an extension 1000 in site A and
another extension 1000 in site B if the requirement is to reach either of them by dialing
only four digits from site C.

m  There cannot be any partial overlap between different dial strings.

—  For instance, if 9 is used as an off-net access code in a four-digit abbreviated dial
plan (for example, for making PSTN calls), there cannot be any extensions in the
9XXX range. Attempting to do so would create situations where calls are not routed
immediately. For example, if a user dialed 9141, the system would have to wait for
either more digits (if the user were dialing 9 1 415 555 1234, for example) or the
expiration of the interdigit timeout before routing the call to extension 9141.
Likewise, if an operator code is used (for example, 0), the entire 0XXX extension
range would have to be excluded from a four-digit uniform dial plan.

—  There cannot be overlapping strings of different length. For example, a system with
extensions 1000 and 10000 would force users to wait for the interdigit timeout when
they dial 1000.
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Variable-Length On-Net Dial Plan

Systems with many sites or overlapping site-extension ranges can benefit from the use of a
variable-length dial plan with the following characteristics:

m  Within a site, the system retains the use of abbreviated dialing for calls to on-net extensions
(for example, four-digit dialing).

m  Between sites, users dial an access code followed by a site code and the on-net extension of
the destination.

m  Off-net calls require an access code followed by a PSTN number.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

* A numbering plan essentially describes the number and pattern
of digits a user dials to reach a particular endpoint.

- Dial plans are comprised of the numbering plan, path selection,
class of service, digit manipulation, and call coverage.

* Incoming dial peer is matched in this order: incoming called-
number, answer-address, destination-pattern, port.

* Numbering plan type can be manipulated by gateways and
Cisco CallManager.

« Overlapping dial plans are caused mostly by acquisitions or
coexistence with existing key systems or PBXs.

« Overlapping dial plans can cause delay in digit analysis and
may result in interdigit timeout.

» Voice translation rules can be used to overcome overlapping
dial plans.
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Lesson Self-Check

Use the questions here to review what you learned in this lesson. The correct answers and
solutions are found in the lesson Self-Check Answer Key.

Q1)  Which statements best describe dial plans on H.323 and SIP gateways? (Choose two.)
(Source: )

A) They are defined by the call agent and then uploaded to the gateways.
B) They are considered part of POTS and VoIP call legs.

O) They are defined by the use of dial peers.

D) They are defined by the call agent.

Q2)  Which statement best describes a well thought-out numbering plan? (Source: )

A) It reflects NANP.

B) It allows a customer to grow their IP telephony dial pans with minimal
administrative restrictions.

C) It helps with designing the dial plan.

D) It reflects NPA and NXX.
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Lesson Self-Check Answer Key
Q1) B,C

Q2) B
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Lesson 2

Digit Manipulation

Overview

This lesson discusses digit manipulation and the associated Cisco IOS commands that are used
to achieve and improve voice traffic call flow through a gateway. It also discusses how to use
translation rules to manipulate calling features.

Objectives

Upon completing this lesson, you will be able to improve call flow by designing and using
translation rules and translation profiles to manipulate digits on a gateway that uses CLI. This
ability includes being able to meet these objectives:

m  Define digit manipulation

m  Describe how a dial peer matches digits

m  Define the regular expressions used by a translation rule

m  Describe the configuration steps for implementing translation rules
m  Use translation rules to manipulate ANI and DNIS

m  Manipulate ISDN numbering types

m  Troubleshoot translation rules

m  Define the order of operation for digit manipulation through a gateway



Defining Digit Manipulation

This topic defines digit manipulation and describes the methods of manipulating digits in a
gateway.

Defining Digit Manipulation

» The task of adding or subtracting digits from its original number to
meet dial-plan or gateway requirements

» Can occur at multiple stages in a call flow

— Example: Caller dials 1 800 555-777. Telephone company sends
recipient 555-7777.

» Multiple ways to manipulate digits within a gateway

— prefix (after outbound dial peer match)
— forward-digits (after outbound dial peer match)
— num-exp (before outbound dial peer match)
— voice translation-rule (depends on application of rule)
— clid (after outbound dial peer match)

nc. Al rights reserv GWGK v1.0—3-3

Digit manipulation is used typically to hide dial plan complexity from the caller. For example,
Span Engineering uses an access code of “8” and a site code to place interoffice calls. If the call
is routed over the IP WAN, the originating gateway strips the access code and sends the seven
digits that represent the site code and extension to the terminating gateway. The terminating
gateway strips the site code from the called number and sends the four- or five-digit extension
to the CallManager or PBX so the call can be extended to the correct device. If the IP WAN is
unavailable or congested, the originating gateway strips the access code and site code and
prefixes the digits that the PSTN requires to route the call.
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Matching Inbound and Outbound Digits

This topic describes how a gateway matches inbound and outbound dialed digits.

Matching Inbound and Outbound Digits

Incoming Call Leg Outgoing Call Leg

or or
m0utbound Call Leg Incoming Call Leg
IP

H.323 Gateway .

..... '

Analog Phone
Cisco CallManager

IS e
¥
&= —@ POTS @

Cisco CallManager
Express or SRST
IP phone Incoming dial peers
(ephone-dn)
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Outgoing dial peers

Every VoIP call has an inbound and outbound call leg associated with it. The inbound and
outbound element is from the perspective of the router. The router can originate a call or
terminate a call. A router can be an originating and terminating gateway, and therefore, the
router performs an incoming dial-peer match to an outbound dial-peer match within the same
the device. The router matches dial peers in the same way whether the matching is done on the
same device or the router is forwarding the call onto the next hop.

Call routing in Cisco IOS software is controlled by a list of configuration structures called dial
peers. A dial peer can be defined as either a plain old telephone service (POTS) dial peer or one
of several VolIP dial peers.

The following are examples of a POTS and VolIP dial peers:

dial-peer voice 111 pots
destination-pattern 9T
direct-inward-dial

port 0/1/0:23

dial-peer voice 99 voip
incoming called-number 9
destination-pattern 1..
session target ipv4:172.16.1.1

dtmf-rely h245-alphanumeric
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codec g7l1lulaw

no vad

POTS dial peers define the characteristics of a traditional telephony network connection. This
dial peer maps a dial string to a specific voice port on a local gateway. Normally, this voice
port connects the gateway to the local PSTN, a PBX, or analog telephone.

When you are determining how inbound dial peers are matched on a gateway, it is important to
understand whether the inbound call leg is matched to a POTS or VolP dial peer.

How a Gateway Matches Inbound Dial Peers

As is shown in the configuration example presented previously, when a call arrives from a
PBX, the gateway must select an inbound dial peer. Suppose that the called number was
95551212 and the calling party number is 1001. In this case, the gateway matches the incoming
dial peer 99 because the incoming called-number command matches the calling number 9.

Next, the gateway must select the outbound peer and uses the destination pattern as the criteria
for matching. So, the gateway matches dial peer 111 for the outbound portion of the call leg.

If there is no incoming called number configured on a dial peer, the next possibility for
matching an inbound peer involves answer-address. The answer-address command tries for a
match using the calling number information instead of the called number criteria. For example,
if answer-address was configured under a VoIP dial peer with the configuration of “1...”, a
call with the calling number of 1001 would match that VoIP dial peer for the incoming dial
peer call leg.

If no peer matches based on incoming called-number or answer-address, then the calling
party information is matched against the destination pattern that is configured on the dial peer.
The focus here is on matching for the inbound peer characteristics, not for any routing
information. The following is an example of using the destination-pattern command as the
criteria for inbound peer matching:
dial-peer voice 111 pots
destination-pattern 9T
direct-inward-dial

port 0/1/0:23

dial-peer voice 99 voip
destination-pattern 1..
session target ipv4:172.16.1.1
dtmf-rely h245-alphanumeric
codec g7l1lulaw

no vad
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Suppose that a call comes in with a called party number 95551212, and the calling party
number is 1001. No peer matches the incoming called number for 95551212, and there is no
peer with an answer address that matches 1001. The last resort is to look for a destination
pattern that matches 1001. Dial peer 99 matches 1001 because of the destination-pattern 1....
The gateway still needs to select an outbound peer. That match is dial peer 111, which is based
on the destination pattern match on the called party number 95551212.

For calls that originate on a POTS port, the same rules for dial peer selection of an inbound dial
peer apply, with one additional possibility. If an inbound peer cannot be matched using any of
the three methods (incoming called number, answer address, or destination pattern), the
inbound peer is matched based upon port configuration. In this case, the dial peer used would
be the first dial peer in the configuration that specifies the port the call came in on.

If no inbound peer can be matched using any of the criteria already listed, then the inbound
peer is set to dial peer 0. The characteristics of dial peer 0, also seen as peer ID = 0 in debug
voice ccapi inout, is as follows:

®  Any supported codec

®  No dual tone multifrequency (DTMF) relay

m [P precedence 0

m  VAD-enabled

m  No Resource Reservation Protocol (RVSP)

m Fax-rate voice

It is not possible to modify dial peer 0. You should always have a peer with incoming called-

number configured correctly to ensure that you always match a VoIP peer with the parameters
you want when you are placing outbound