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Course Introduction

Overview

Cisco IP Telephony Part 1 (CIPT1) v4.1 prepares you for installing, configuring, and maintaining a
Cisco | P telephony solution. This course focuses primarily on Cisco CallManager, the call routing and
signaling component for the Cisco | P telephony solution. This course includes lab activities in which
you will perform postinstallation tasks and configure Cisco CallManager; configure gateways,
gatekeepers, and switches; and build route plansto placeintra- and intercluster Cisco IP Phone calls.
You will aso configure teephony class of service (calling regtrictions) and numerous user tel ephone
features, services, media resources, and applications.

Learner Skills and Knowledge

This subtopic lists the skills and knowledge that |earners must possess to benefit fully from the course.
The subtopic also includes recommended Cisco |earning offerings that learners should complete to
benefit fully from this course.



Learner Skills and Knowledge

Skill or Knowledge Cisco Learning Offering

Working knowledge of fundamental terms | Interconnecting Cisco Network
and concepts of computer networking, to | Devices (ICND)
include LANs, WANS, and IP switching Cisco CCNA® certification

and routing recommended prerequisite
Ability to configure and operate Cisco Building Cisco Multilayer
routers and switches and to enable Switched Networks (BCMSN)

VLANs and DHCP

Fundamental knowledge of converged Cisco Voice over IP (CVOICE)
voice and data networks

Ability to configure voice interfaces on
Cisco voice-enabled equipment for
connection to traditional, nonpacketized
telephony equipment and to configure the
call flows for POTS and VoIP dial peers

2005 Cisco Systems, Inc. All rights reserved CIPT1v4.1—3




Course Goal and Objectives

This topic describes the course goal and objectives.

ﬂ

Course Goal

“To prepare learners to install, configure, and
maintain a Cisco IP telephony solution. The
course focuses on the Cisco CallManager,
which is the call routing and signaling
component for the Cisco IP telephony
solution.”

Cisco IP Telephony Part 1

Upon completing this course, you will be able to meet these objectives:

n

Deploy a Cisco CallManager server in a cluster by using a supported | P te ephony
deployment model

Configure Cisco CallManager and the Cisco Catalyst switch to enable on-cluster calls and
add users, phones, and Cisco IP Communicator to the Cisco CallManager database using
manual configuration, auto-registration, or BAT

Configure Cisco gateways and intercluster trunks, create hunt groups, and create a route
plan in Cisco CallManager to enable calling to remote clusters so that the WAN is not
oversubscribed, calls are preserved if the WAN fails, and user calling restrictions arein
place

Configure Cisco CallManager to enable features and services, including conferencing, music
on hold (MOH), speed dials, Call Park, Call Pickup, Cisco Call Back, Barge, Privacy, Cisco
I P Phone Services, Cisco CallManager Extension Mobility, Cisco CallManager Attendant
Console, and Cisco IP Manager Assistant (IPMA) and also use these features on Cisco IP
Phones

Configure Cisco CallManager and the client PC to enable Cisco CallManager Attendant
Console and Cisco IPMA



Course Flow

Thistopic presents the suggested flow of the course materials.

Course Flow

ﬂ

Day 1 Day 2 Day 3 Day 4 Day 5
Course Establishing Enabling
Introduction an Off-Cluster | Features and

Establishing Establishing Call Services
Getting an On-Cluster an Off-Cluster —
Started with Call Call Enabling Configuring
Cisco Features c ”C’;‘/llsco
CallManager ; allManager
and Services Applications
Lunch
Configuring
. Establishing Cisco
Establishing | 51 on-Cluster Establishi CallManager
an On-Cluster Call stablishing Enabling Applications
Call an Off-Cluster | Eeatures and
Call Services Wrap-Up
Establishing an
Off-Cluster Call
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The schedul e reflects the recommended structure for this course. This structure alows enough time for
the ingtructor to present the course information and for you to work through the lab activities. The exact
timing of the subject materials and |abs depends on the pace of your specific class.



Additional References

This topic presents the Cisco icons and symbols used in this course, as well as information on where to

find additional technical references.

Course Icons and Symbols
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Cisco Glossary of Terms

For additional information on Cisco terminology, refer to the Cisco Internetworking Terms and
Acronyms glossary of terms at http://www.ci sco.com/univercd/cc/td/doc/ci s ntwk/ita/index.htm.
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Your Training Curriculum

Thistopic presents the training curriculum of this course.

Cisco Voice Career Certifications
ﬂ

Expand Your Professional Options
and Advance Your Career
Cisco Voice Career Certifications

Professional-level recognition in Cisco Voice Career
Certifications

Required Recommended Training Through
Expert Exam Cisco Learning Partners
CCIE Gateway Implementing Cisco Voice Gateways
Gatekeeper and Gatekeepers

IP Telephony Troubleshootin
IPTT 642-425 (PTT) P y [¢]

Implementing Cisco Quality of
Qos642-642  SEhice (Qog) ey

CIPT 642-444  Cisco IP Telephony Part 1
Cisco IP Telephony Part 2

<Insert Career %’20'55 642-  Cisco Voice Over IP
Certification>

http://www.cisco.com/go/certifications .-

Y ou are encouraged to join the Cisco Certification Community, a discussion forum open to anyone
holding avalid Cisco Career Certification (such as Cisco CCIE®, CCNA®, CCDA®, CCNP®, CCDP®,
CCIP®, CCVP™, or CCSP™). It provides a gathering place for Cisco certified professionalsto share
guestions, suggestions, and information about Cisco Career Certification programs and other
certification-related topics. For more information, visit www.cisco.com/go/certifications.



http://www.cisco.com/go/certifications
http://www.cisco.com/go/certifications

Module 1

Getting Started with Cisco
CallManager

Overview

Cisco CallManager is the software-based, call-processing component of the Cisco | P telephony solution.
This modul e discusses the servers that Cisco CallManager supports, explores the avail abl e depl oyment
models for using Cisco CallManager in a Cisco | P telephony solution, and reviews the Cisco
CallManager server ingtallation process.

Module Objectives
Upon completing this module, you will be able to deploy a Cisco CallManager server in a cluster using
a supported 1P telephony deployment model. This ability includes being able to meet these objectives:

n ldentify the functions that Cisco CallManager provides in the overall Cisco AVVID strategy
and identify the hardware, software, and tasks required for a Cisco CallManager installation

n Determine the optimum Cisco CallManager cluster option and IP telephony deployment
mode for your enterprise



Lesson 1-1

Introducing Cisco
CallManager

Overview

A Cisco IP telephony deployment relies on Cisco CallManager for its call-processing and call-routing
functions. Understanding the role that Cisco CallManager playsin a converged network from a system,
software, and hardware perspective is necessary to successfully install and configure Cisco
CallManager.

Thislesson discusses the Cisco Architecture for Voice, Video and Integrated Data (AVVID) and Cisco
CallManager functions, hardware requirements, software requirements, and installation and upgrade
information.

Objectives

Upon compl eting this lesson, you will be able to identify the functions that Cisco CallManager provides
in the overall Cisco AVVID strategy and identify the hardware, software, and tasks required for a Cisco
CallManager installation.

This ability includes being able to meet these objectives:
n Describe the purpose and key components of each Cisco AVVID layer
n Identify the primary Cisco CallManager functions

n ldentify the softwarethat Cisco CallManager depends upon for its operating system,
database, directory, and backup

n ldentify the major features of each base platform on which Cisco CallManager Release 4.1
is supported

n ldentify the Cisco CallManager CDs that are required for installation
n Identify all configuration data that is required to install Cisco CallManager software
n Perform postinstallation procedures to help secure the server and optimize server resources



n Activate Cisco CallManager services
n ldentify the supported versions of Cisco CallManager required to upgradeto release 4.1



Cisco AVVID

This topic describes the purpose and key components of each Cisco AVVID layer.

Cisco AVVID
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Cisco AVVID provides the foundation for converged networks. The Cisco AVVID strategy
encompasses voice, video, and data traffic within a single network infrastructure. Cisco AVVID
equipment is capable of managing al three traffic types and interfacing with all standards-based
network protocolsin each network class.

Thisfigure shows the four standard layers of the Cisco AVVID voice infrastructure modd: the
infrastructure layer, which lays the foundation for network components; the call-processing layer, which
maintains PBX-like functions; the applications layer, where applications that provide additional
network functionality reside; and the client layer, where end-user devices reside. The key points about
the four standard layers are as follows:

n Infrastructurelayer: Theinfrastructure carries data between all network devices and
applications and consists of routers, switches, and voice gateways.

n Call-processing layer: Call processing is physically independent of the infrastructure. Thus,
a Cisco CallManager in Chicago can process call control for a bearer channd in Phoenix.

n Applications layer: Applications are physically independent of call-processing functions
and the physical voice-processing infrastructure; that is, they may reside anywhere within the
network.

n Client layer: Theclient layer brings applications to the user, whether the end deviceisa
Cisco | P Phone, a PC using a Cisco IP Communicator, or a PC ddivering converged
messaging.



Cisco CallManager Functions

This topic describes the primary Cisco CallManager functions within the Cisco | P tel ephony sol ution.

Cisco CallManager Functions

+ Call processing

- Signaling and device control ‘/

* Dial plan administration

. Pho:e feature administration <=
N—H

 Directory services

* Programming interface to external
applications

Cisco CallManager extends enterprise telephony features and functions to packet tel ephony network
devices. These network devices include Cisco | P Phones, media-processing devices, voice over |P
(Vol P) gateways, and multimedia applications. Additional data, voice, and video services, such as
converged messaging, multimedia conferencing, collaborative contact centers, and interactive
multimedia response systems, interact with the 1P telephony solution through the Cisco CallManager
application programming interface (API).

Cisco CallManager provides the following functions:

n Call processing: Call processing refers to the complete process of routing, originating, and
terminating calls, including any billing and statistical collection processes.

n Signaling and device control: Cisco CallManager sets up all of the signaling connections
between call endpoints and directs devices such as phones, gateways, and conference bridges
to establish and tear down streaming connections.

n Dial plan adminigtration: The dial planisa set of configurable lists that Cisco
CallManager uses to determine call routing. Cisco CallManager provides the ability to create
secure dial plans for users.

n Phone feature administration: Cisco CallManager extends services such as hold, transfer,
forward, conference, speed dial, last-number redial, Call Park, and other featuresto IP
Phones and gateways.



n Directory services: Cisco CallManager uses DC-Directory as an embedded Lightweight
Directory Access Protocol (LDAP) directory. This directory stores authentication and
authorization information about users and is a standard feature of Cisco CallManager (it
does not require any special configuration or installation). However, Cisco CallManager can

also beintegrated with a corporate LDAP directory.
n Programming interface to external applications: Cisco CallManager provides a

programming interface to external applications such as Cisco | P SoftPhone, Cisco IP
Interactive Voice Response (IVR), Cisco Personal Assistant, and Cisco CallM anager

Attendant Console.

Cisco CallManager Functions ;Cont.:

Cisco CallManager

. . == . .
Skinny Protocol Signaling N E A Skinny Protocol Signaling

e

7 & e Y &
2 =1l B (=17
IP Phone 4 » |IP Phone
Party A Party B

Real-Time Transport Protocol (RTP) Media Path

» Cisco CallManager performs call setup and maintenance tasks
using Skinny.

* IP Phones stream audio using RTP.
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Cisco CallManager use the Skinny Client Control Protocol (SCCP, or Skinny) signaling protocol over
I P to communicate with Cisco IP Phones for call setup and maintenance tasks. When the call is set up,
Cisco |P Phones communicate directly using Real-Time Transport Protocol (RTP) to carry the audio.

Y ou can better understand how Cisco CallManager performs key functions by tracking a basic IP

telephony call.



Example: Basic IP Telephony Call

In the figure shown, Party A (l€ft telephone) wantsto call Party B (right telephone). Party A picks up
the handset and dia s the number of Party B. In this environment, dialed digits are sent to Cisco
CallManager, the call-processing engine. Cisco CallManager finds the address and determines where to
route the call.

Using the Skinny protocol, Cisco CallManager signalsthe calling party over IP to initiate a ring back,
and Party A hearsringing. Cisco CallManager aso signalsthe destination phone to initiate ringing.

When Party B picks up the telephone, the RTP media path opens between the two stations. Party A or
Party B may now initiate a conversation.

The IP Phones require no further communication with Cisco CallManager until either Party A or Party
B invokes a feature, such ascall transfer, call conferencing, or call termination.



Cisco CallManager Operating System, Database,
and Supporting Applications

Thistopic identifies key software on which Cisco CallManager depends.

Operating System, Database, and

Applications
ﬂ

* Windows 2000 Server
* Microsoft SQL Server 2000

* DC-Directory
» Cisco IP Telephony Backup and Restore System

Cisco CallManager server relies on Microsoft Windows 2000 for its operating system and Microsoft
Structured Query Language (SQL) Server 2000 for its database (both provided by Cisco Systems). The
operating system version that Cisco providesis called the Cisco |P Telephony Operating System. Cisco
CallManager 4.1(2) requires Cisco | P Telephony Operating System Version 2000.2.6 (or later) and the
latest Cisco IP Teephony Server Operating System service release (2000-2-6 sr3 or later). Cisco
CallManager 4.1(3) requires Cisco | P Telephony Operating System Version 2000.2.7 (or later) and the
latest servicerelease (2000-2-7 sr2 or later).

Cisco CalManager uses DC-Directory as an embedded LDAP directory. Thisdirectory stores
authentication and authorization information about users and is standard with Cisco CallManager (it
does not require any special configuration or installation). Authentication establishes theright of the
user to access the system, while authorization identifies the telephony resources that a user is permitted
to use, such as a specific telephone extension.

The Cisco Customer Directory Plugin allows you to integrate Cisco CallManager with one of the
following enterprise directories:

n Microsoft Active Directory, available with Microsoft Windows 2000
n Microsoft Active Directory, available with Microsoft Windows 2003
n Netscape Directory Server, Versions 4.1 and 4.2,

n Sun ONE Directory Server 5.x

The Cisco IP Telephony Backup and Restore System (BARS) can be used to back up Cisco
CallManager. Cisco BARS isinstalled separately from Cisco CallManager.



Cisco CallManager Servers

This topic describes the major features of the supported server hardware platforms for Cisco
CallManager Release 4.1.

Cisco 7800 Series MCS
ﬂ

CPU  Max. Phones

Platform Pr r PU Equi
atfo Space ocesso CPU Equipped Max. Per Cluster
MCS 7815-11 Tower Pentium 4 3060 MHz 1 1 300
Mcs 78251 | LY RACK | poiium 4 3400 MHz 1 1 1000
Mount
2U Rack Nocona Xeon
MCS 7835-11 Mount 3400 MHz 1 2 2500
2U Rack Nocona Xeon
MCS 7845-11 Mount 3400 MHz 2 2 7500
Mcs 7825-H1 | TYRACK | poniiiim 4 3400 MHz 1 1 1000
Mount
2U Rack Nocona Xeon
MCS 7835-H1 Mount 3400 Mz 1 2 2500
2U Rack Nocona Xeon
MCS 7845-H1 Mount 3400 Mz 2 2 7500

CIPTLv4.1—1-7

Because voi ce networks should maintain an uptime of 99.999 percent, you must install Cisco
CallManager on a server that meets Cisco configuration standards. For thisreason, Cisco has
collaborated with two server hardware manufacturers, Hewlett-Packard and IBM, to create Cisco Media
Convergence Servers (MCSs). Hewl ett-Packard and IBM designed these server hardware platforms
specifically for Cisco voice applications.

All of these servers are rack-mountable and do not include a monitor, mouse, or keyboard. Cisco
designed the Cisco MCS for local setup, rack mounting, and remote administration.

For alist of servers on which Cisco CallManager 4.1 is supported, refer to the Cisco CallManager 4.1
data shest at:

http://mww.ci sco.com/en/US partner/products/sw/voi cesw/ps556/products data sheet0900aecd801979f
0.html.
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Installation CD-ROMSs

Thistopic identifies the CD-ROMs that you must useto install a Cisco CallManager server.

ﬂ

Installation Disks

Disks essential for new Cisco
CallManager 4.1 installation:

» Hardware Detection

« Cisco CallManager Installation,
Upgrade, and Recovery

« Cisco CallManager 4.1 Software

Cisco CallManager 4.1 upgrade software can be
downloaded from Cisco.com or ordered on DVD/CD
(includes Cisco CallManager software only, does not
include operating system)

tems, Inc. All rights reserved CIPT1v41—1-8

All Cisco MCSs and customer-provided servers that meet approved Cisco configuration standards ship
with ablank hard drive. When you purchase a Cisco |P telephony application, you use the appropriate
disksto ingtall or upgrade the operating system and application:

n

Cisco | P Telephony Server Operating System Har dwar e Detection Disk: Checks the
server and displays an error messageif it detects an unsupported server. After you boot the
server using the Hardware Detection CD-ROM, the automated installation process prompts
for the correct CD-ROMs to use.

Cisco | P Teephony Server Operating System I nstallation and Recovery Disk: Installs
the operating system. Use only one of the server-specific Cisco |P Tdephony Server
Operating System I nstallation and Recovery disks that come in your software kit. During the
operating system installation, a prompt instructs you to insert the appropriate disk into the
drive.

Cisco CallManager 4.1 Software Disk: This disk installs the Cisco CallManager
application on the server.

Y ou may also receive a Cisco | P Telephony Server Operating System Upgrade Disk. Use this disk to
upgrade the operating system on existing (not new) serversin the cluster. Y ou do not need to use this
disk if you are performing a new operating system installation.



Installation Configuration Data

This topic describes the configuration data that you will need when installing a Cisco CallManager
Server.

Configuration Information
ﬂ

New installation or server * TCP/IP properties
replacement - Domain Name System
» Cisco product key

SNMP community string

Username and - Database server
organization name

Password for system
« Computer name administrator

* Workgroup
« Domain suffix

Asyou perform the Cisco CallManager installation, the automated setup process prompts you for the
information that is necessary to build Windows 2000, Microsoft SQL Server 2000, and Cisco
CallManager with a base configuration. The entire operating system installation process, excluding
preinstallation tasks, takes approximatey 25 to 45 minutes per server, depending on your server type.
Installing Cisco CallManager, excluding pre- and postinstallation tasks, takes 45 to 90 minutes per
server, depending on your server type.

The process erases all data on the server hard disk. During the ingtalation, you are prompted for the
following items:

n New installation or server replacement: Choose this option if you are installing the Cisco
I P telephony application for thefirst time, overwriting an existing installation, or replacing a
server. To replace the server, you must store the data to a network directory or tape device
before the operating system installation. Choosing this setting erases all existing drives.

n Cisco product key: Cisco supplies a product key when you purchase a Cisco | P telephony
product. The product key is based on a file encryption system that allows you to install only
the components that you have purchased. It also prevents you from installing other supplied
softwarefor general use. The product key consists of alphabetical characters only.

n Username and organization name: The system will prompt you for a username and an
organization nameto register the software product that you are installing. Do not leave the
fidd blank. You can enter letters, numbers, hyphens (-), and underscores ().



Computer name: The system will prompt you to assign a unique computer name, using 15
characters or fewer, to each Cisco CallManager server. The computer name may contain
alphabetic and numeric characters, hyphens, and underscores, but it must begin with a letter
of the alphabet. Follow your local naming conventions, if possible. If you want to change the
computer name after the application installation, you must completely reinstall the operating
system and the application.

Workgroup: The system will aso prompt you for a workgroup name. A workgroup consists
of a callection of computers that share the same workgroup name. Computers in the same
workgroup can more easily communicate with each other across the network. Ensure that
this entry, which must also be 15 characters or fewer, follows the same naming conventions
as the computer name.

Domain suffix: When prompted, you must enter the Domain Name System (DNS) suffix in
the format “ mydomain.com” or “mycompany.mydomain.com.” If you are not using DNS,
use afictitious domain suffix, such as fictitioussite.com.

TCP/IP properties: You must assign an | P address, subnet mask, and default gateway
when installing a Cisco CallManager server. You should not change the | P addresses after
installation because they are permanent properties.

Note It is strongly recommended that you choose static IP information, which ensures that the

Cisco CallManager server obtains a fixed IP address. With this selection, Cisco IP Phones
can register with Cisco CallManager when the telephones are plugged into the network.
Using Dynamic Host Configuration Protocol (DHCP) can cause problems, including failure
of the telephony system.

DNS: You must identify a primary DNS server for this optional field. By default, the
telephones will attempt to connect to Cisco CallManager using DNS. Therefore, you must
verify that the DNS server contains a mapping of the IP address and the fully qualified
domain name (FQDN) of the Cisco CallManager server. If you do not use DNS, use the
server |P address, instead of a server name, to register the telephones with Cisco
CdlManager. Refer to the Cisco CallManager Administration Guide, or the online help in
the Cisco CallManager application, for information about changing the server name.

Note Before you begin installing multiple servers in a cluster, you must have a name resolution

method in place, such as DNS, Windows Internet Naming Service (WINS), or local name
resolution using a configured LMHOSTS file.

If you use DNS, you must verify that the DNS server contains a mapping of the IP address
and the hostname of the server that you are installing. This verification must take place
before you begin the installation.

If you use local name resolution, ensure that the LMHOSTS file is updated on the existing
servers in the cluster before you begin the installation on the new subscriber server. You
must add the same information to the LMHOSTS file on the new server during installation.

n  SNMP community string: The Windows 2000 Simple Network Management Protocol

(SNMP) agent provides security through the use of community names and authentication
traps. All SNMP implementations universally accept the default name "public." Cisco sets
the community rights to none for security reasons. If you want to use SNMP with this
server, you must configureit.

Database server: You must determine whether you will configure this server as a publisher
database server or as a subscriber database server. This sdection is permanent. You must



reinstall the Cisco CallManager server if you want to reassign the database server typeat a
later date.

Note You must install a Cisco CallManager publisher server before you can install any
subscriber servers.

Note When you are configuring a subscriber database server, ensure that the server that you are
installing can connect to the publisher database server during the installation. This
connection facilitates the copying of the publisher database to the local drive on the
subscriber server. You must supply the name of the publisher database server and a
username and password with administrator access rights on that server. The installation
will be discontinued if, for any reason, the publisher server cannot be authenticated.

n New password for the system administrator: Cisco CallManager Releases 3.0 and later
support password protection. A prompt at the end of the installation procedure will ask you
to supply a new password for the system administrator.

Note For Cisco CallManager database replication, you must enter the same replication account
password for the publisher and all of the subscribers in the cluster.

Example: Configuration Data Worksheet

This table shows the configuration information that you need to install software on your server. You
should complete all of thefieldsin the table, unless otherwise noted. Y ou must gather thisinformation
for each Cisco CallManager server that you are ingaling in the cluster. Make copies of thistable, and
record your entries for each server in a separate table. Y ou should have the completed tables avail able
when you begin the installation.



Configuration Data for Cisco MCS

Configuration

Data

Cisco product key

Username

Name of your organization

Computer name

Workgroup

Microsoft NT domain (optional)

DNS domain suffix

Current time zone, date, and time

DHCP parameters

It is recommended that you program a fixed IP address in
TCP/IP properties for the server instead of using DHCP.

TCP/IP properties (required if DHCP
is not used):

n |IP address
n  Subnet mask

n  Default gateway

DNS servers (optional):
n  Primary

n  Secondary

WINS servers (optional):
n  Primary

n  Secondary

LMHOSTS file (optional)

Database server (choose one):
n  Publisher
n  Subscriber

If you are configuring a subscriber
server, supply the username and
password of the publishing database
server:

— Publisher username

— Publisher password

Backup (choose one or both):
n Server

n Target

New Windows 2000 administrator
password




Postinstallation Procedures

This topic examines the tasks that Cisco recommends that you perform after ingtalling Cisco
CallManager.

ﬂ

Postinstallation Procedures

Change passwords:
» During upgrades, password resets to default.
* Change passwords on all servers in a cluster.

Stop unnecessary services:
» Publisher and subscribers:

— DHCP Client, Fax Service, FTP Publishing Service, Smart
Card, Smart Card Helper, Computer Browser, Distributed
File System, License Logging Service

* Subscribers:

— IS Admin Service, World Wide Web Publishing Service
* Activate services
¢ Install backup utility and configure the backup settings.

Y ou should perform postinstallation tasks to ensure the optimal operation of Cisco CallManager.
Perform the following tasks for each server that you have installed:

n

n

n

Change passwor ds: During installation, all accounts are set to a default password. The
server will prompt you to change the passwords for the Cisco CallManager accounts after
installation is complete. These passwords must be the same for each of the Cisco
CallManager serversin the cluster.

Stop unnecessary services. The Windows 2000 operating system may have services
running that are not necessary. When you stop unnecessary services, you gain additional
resources that you can allocate to mission-critical Cisco CallManager processes. You should
stop al of the following services and set them to manual-start status unless they are
otherwise needed on the system:

DHCP Client

Fax service (Cisco CallManager 3.2 and earlier)

FTP Publishing Service

Smart Card (Cisco CallManager 3.2 and earlier)

Smart Card Helper (Cisco CallManager 3.2 and earlier)
Computer browser (Cisco CallManager 3.2 and earlier)
Distributed File System

License Logging Service

In addition to the services listed here, you should stop and set the following services to manual on the
subscriber servers:



n Microsoft Internet Information Server (I11S) Admin Service: You can provide an
additional leve of security by turning off 11S on Cisco CallManager servers that do not need
web access, such as subscriber servers. Turning off 11S protects unauthorized users from
accessing Cisco CallManager in a digtributed architecture.

n  World Wide Web Publishing Service
Both the FTP Publishing Service and the World Wide Web Publishing Service depend on the l1S
Admin Service. When the 1IS Admin Service stops, the FTP Publishing Service and World Wide Web

Publishing Service also stop. You must set the FTP Publishing Service and the World Wide Web
Publishing Service to manual.

To open services, choose Start > Programs > Administrative Tools > Services. Right-click each
service and choose Pr operties. Then choose the startup type, stop the service, and click Apply.

n Activate services: Activate Cisco CallManager services that you want to run on each server
inthe cluster.

n Install the backup utility: Install Cisco BARS and configure the backup settings that
determine when the Cisco CallManager data is backed up and to what device,



Activating Cisco CallManager Services

This topic explains the process of selecting and activating Cisco CallManager services after installation.

Cisco CallManager Service Selection
ﬂ

» Cisco CallManager Service » Cisco CDR Insert

» Cisco TFTP e Cisco CTL Provider

» Cisco Messaging Interface » Cisco Extended Functions

« Cisco IP Voice Media « Cisco Serviceability Reporter

Streaming Application . Cisco WebDialer

* Cisco CTIManager « Cisco IP Manager Assistant

» Cisco Telephony Call
Dispatcher

» Cisco MOH Audio Translator
« Cisco RIS Data Collector

» Cisco Database Layer
Monitor

« Cisco Extension Mobility
» Cisco CTL Provider

» Cisco Certificate Authority
Proxy Function (CAPF)

If you areinstalling Cisco CallManager for the first time, all services that are required to run Cisco
CallManager automatically install on the system; however, none of the services are activated at the
completion of the ingallation (except for the Cisco Database Layer Monitor service). Cisco
CallManager Serviceability provides a web-based Service Activation tool that is used to activate or
deactivate multiple services and to select default servicesto activate.

It isrecommended that you activate only the required components for each server in the cluster. Each
component that you activate adds to the server |oad.

If you are upgrading Cisco CallManager, the services that you have already started on your system will
start after the upgrade.

Each service performs specific functions for the I P tel ephony network. Some services may need to run
on asingle Cisco CallManager server in acluster; other services may need to run on all of the Cisco
CallManager serversin the cluster.

Thefollowing information briefly describes each available Cisco CallManager service:

n Cisco CalManager Service: Allows the server to actively participate in telephone
registration, call processing, and other Cisco CallManager functions. Cisco CallManager
Serviceis the core service of the Cisco CallManager platform.

n Cisco TFTP: Activates a TFTP server on Cisco CallManager. The TFTP service ddivers
Cisco IP Phone configuration files to IP Phones, along with streamed media files, such as
music on hold (MOH) and ring files.

n Cisco Messaging I nterface: Allows Cisco CallManager to interface with a Simplified
Message Desk Interface (SMDI)-compliant, external voice-mail system.



Cisco | P Voice Media Streaming Application: Allows Cisco CallManager to act as an
Media Termination Point (MTP), a conference bridge, a music on hold (MOH) server, and
an annunciator.

Cisco CTIManager: Allows Cisco CallManager to support computer telephony integration
(CT1) services and provides Teephony Application Programming Interface (TAPI) or Java
Tdephony Application Programming I nterface (JTAPI) client support. Cisco CTIManager
allows you to use applications such as Cisco IP SoftPhone.

Cisco Telephony Call Dispatcher: Distributes calls to multiple telephone numbers (hunt
groups). Cisco WebAttendant and Auto Attendant require Cisco Telephony Call Dispatcher
(TCD).

Cisco MOH Audio Trandator: Allows Cisco CallManager to convert MP3 or WAV audio
filesinto the MOH format.

Cisco Real-Time Information Server (RIS) Data Collector: Allows Cisco CallManager to
write trace and alarm file information to a database or alert an SNMP server.

Cisco Database L ayer Monitor: Monitors aspects of the Microsoft SQL 2000 database, as
wedl as call detail records (CDRS).

Cisco CDR Insert: Allows Cisco CallManager to write CDRs to the local database and
replicates CDR files to the Microsoft SQL publisher at a configured interval.

Cisco CTL Provider: Works with the Cisco Certificate Trust List (CTL) client to change
the security mode for the cluster from nonsecure to secure.

Cisco Extended Functions: Provides support for some Cisco CallManager features,
including Cisco Call Back and Quality Report Tool (QRT).

Cisco Serviceability Reporter: Generates the following daily reports: Device Statistics,
Server Statigtics, Service Statigtics, Call Activities, and Alert.

Cisco WebDialer: Provides click-to-dial functionality by using a web page or a desktop
application.

Cisco | P Manager Assistant: Allows Cisco CallManager to support the Cisco |P Manager
Assistant (IPMA).

Cisco CallManager Extension Mobility: Allows Cisco CallManager to support extension
mobility functions for roaming users.

Cisco Certificate Authority Proxy Function: Working in conjunction with the Cisco
Certificate Authority Proxy Function (CAPF) application, the Cisco CAPF service can
perform the following tasks, depending on your configuration:

—  Issuelocally significant certificates to supported Cisco |P Phone modes

—  Request certificates from third-party certificate authorities on behalf of supported
Cisco | P Phone models

—  Upgrade existing certificates on the phones
—  Retrieve phone certificates for troubleshooting
—  Déetelocally significant certificates on the phone



Cisco CallManager Service Activation
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The Service Activation tool activates servicesin automatic mode. It also checksfor service
dependencies based on a single-server configuration. When you click the Set Default button, the
Service Activation tool chooses the servicesthat are required to run Cisco CallManager based on a
single-server configuration. For example, if you choose one service, you will be prompted to choose
whether you want all the other services that depend on that serviceto run Cisco CallManager based on
asingle-server configuration.

You can activate the Cisco CallManager services in the Service Activation window. To activate these
services, complete the following steps:

Step 1 Open Internet Explorer, and go to http://<CallManager_|P_Address>/ccmadmin. The
<CallManager_IP_Address> isthe | P address of the Cisco CallManager server. Enter
the administrative username and password information.

Step 2 From the Application menu, choose Cisco CallManager Serviceability. The
CallManager Serviceability interface appears.

Step 3 From the Tools menu, choose Service Activation. A window similar to the window
shown here appears.

Step 4  Click the server that you would like to configure from the Servers column. Next, click
the services that you would like to activate, and click the Update button. (Y ou will
experience a slight delay.) The Service Activation window will refresh when the
process is complete.

Caution You should activate the Cisco CallManager services from the Service Activation window. If
you manually start the services through the Windows 2000 Services administrative tool,
unpredictable results may occur.




Upgrading Prior Cisco CallManager Versions

Thistopic identifies the supported versions of Cisco CallManager required to upgrade to Release 4.1.

Upgrading to Cisco CallManager 4.1

Direct upgrades
from:

« 3.3(4)

* 3.3(5)

* 4.001)

* 4.0(2a)

Other upgrades must go through one of
the releases above.

Cisco supports the upgrade to Cisco CallManager 4.1 from Cisco CallManager Release 3.3(4), 3.3(5),
4.0(1), and 4.0(2a). Upgrades from prior versions must first go through one of these rel eases before you
can upgrade to version 4.1.

If your server runsaversion of Cisco CallManager Release 3.2 or earlier, you mugt first upgrade every
server in the cluster to the latest version of Cisco CallManager Release 3.3 before you can upgradeto a
version of Cisco CallManager Release 4.1.

Before you perform any upgrade procedures, it is strongly recommended that you install the latest
operating system upgrade and service release, SQL service releases and hotfixes, and Cisco
CallManager servicerelease for the versions that currently run in the cluster. Cisco provides the service
release and corresponding “readme” documentation on Cisco.com. To obtain these documents, go to
http://www.cisco.com/kobayashi/sw-center/sw-voice.shtml .

Cisco requires that you ingtall Cisco IP Telephony Server Operating System Version 2000.2.6 (or
2000.2.4 with upgrade to 2000.2.6) before you upgrade to Cisco CallManager Release 4.1.


http://www.cisco.com/kobayashi/sw-center/sw-voice.shtml

Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

The Cisco AVVID strategy provides the foundation for
converged networks and includes the infrastructure,
call-processing, applications, and client layers.

Cisco CallManager functions include call processing,
signaling and device control, dial plan administration, phone
feature administration, directory services, and a
programming interface.

Cisco CallManager server requirements are Windows 2000
and Microsoft SQL Server 2000. DC-Directory is an
embedded LDAP directory, and BARS can be used for
backups.

Cisco CallManager hardware requirements include Cisco
MCSs, which have been designed specifically for Cisco voice
applications by HP and IBM.

Summary (Cont.)

Installing the operating system and Cisco CallManager IP
telephony application for a new installation requires several
disks. Upgrades can be downloaded from Cisco.com

(with required privileges) or ordered on disks.

Gather configuration data before installing a Cisco
CallManager server.

Postinstallation procedures include changing passwords,
stopping unnecessary services, activating services, and
backing up the system.

You must activate required services for a new installation. If
you are upgrading, those services that you have already
started on your system will start after the upgrade.

Direct upgrades to Cisco CallManager 4.1 can be made from
versions 3.3(4), 3.3(5), 4.0(1), or 4.0(2a).




References

For additional information, refer to these resources:

n Cisco Systems, Inc. Cisco CallManager documentation.
http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/index.htm.

n Cisco Systems, Inc. Cisco 7800 Series Media Convergence Servers overview.
http://www.cisco.com/en/US/ partner/products/ hw/voi ceapp/ps378/index.html.



http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/index.htm
http://www.cisco.com/en/US/partner/products/hw/voiceapp/ps378/index.html

Lesson 1-2

ldentifying Cisco
CallManager Cluster
and Deployment
Options

Overview

To ensure the same service availability that the traditional voice network provides, it is critical to build
redundancy and failover capabilitiesinto the IP telephony network design. The primary waysto achieve
these capabilities are to cluster Cisco CallManager servers and to follow recommended design and
deployment practices.

This lesson discusses the Microsoft SQL cluster relationship and itsimpact on the Cisco CallManager
cluster and options that are available to enterprises to deploy a highly available | P tel ephony network.

Objectives

Upon completing this lesson, you will be able to determine the optimum Cisco CallManager cluster
option and I P telephony deployment model for your enterprise. This ability includes being able to meet
these objectives:

n Describe how the Microsoft SQL cluster rdationship provides publisher database
redundancy and server failover capability

n Describe the two types of communication that are used to ensure database replication and
synchronization throughout the cluster

n Describe the advantages and disadvantages of two design schemes that provide
call-processing redundancy within the cluster

n ldentify the four supported IP telephony call-processing deployment models



n ldentify the mgjor characteristics and design guiddines of a single-site | P telephony
deployment model



| dentify the major characteristics and design guidelines of a multiple-site centralized
call-processing deployment model

| dentify the major characteristics and design guidelines of a multiple-site distributed cluster
call-processing deployment model

| dentify the characteristics, limitations, and advantages of clustering over the IP WAN



Microsoft SQL Cluster Relationship

Thistopic describes how the Microsoft SQL cluster relationship provides database redundancy and
failover capability.

Microsoft SQL Cluster Relationshiﬁ

* Two or more servers share
a database and support a
common group of IP Publisher

devices. **
B

* Clustering provides |
redundancy for the SQL 4 [ v
database. _— ! _n

7

- A cluster has one STea ‘I Subscriber

. > [l «
publisher server and up to
eight subscriber servers.

« One database on the
publisher replicates to
subscribers.

Subscriber

The vaice network is one of the most reliable business networks because PBX vendors design their
systems to provide 99.999 percent uptime. To provide the same level of voice network reliability for IP
telephony service, you must cluster Cisco CallManager servers. A Cisco CallManager cluster istwo or
more servers that share the same database and work together to support a common group of IP
telephony devices.

Clustering servers provides two important functions: It eliminates a single-server point of failure and
allows multiple devices to work together in one call-processing entity. The database replication
capability provided by Microsoft SQL Server makes clustering possible by allowing the same database
to be on multiple machines. Database replication makes it appear asif a single machine is handling call
processing and other functions and ensures that standby processors can seamlesdy step in and fulfill the
functionsif the primary processor fails.

Y ou must have at least two Cisco CallManager serversto obtain this redundancy, and one of these
servers must be a publisher database server. The publisher database server manages the only writable
copy of the Microsoft SQL Server 2000 database. The subscriber database servers maintain read-only
copies of the database. Y ou can have only one publisher server and up to eight subscriber servers per
cluster (a Microsoft SQL restriction).

When you make changes to the Cisco CallManager configuration, these changes are written directly to
the publisher server. The publisher then replicates these changes to the subscriber servers. When the
publisher server is offline, the Microsoft SQL Server 2000 database automatically locks, and thus
prevents further database changes. The IP telephony network continues to operate, but you will not be
able to add or configure any devices that are managed by Cisco CallManager.



When the publisher is down, the subscribers store Call Detail Records (CDRs) until the publisher comes
back online, and then the subscribers update the publisher with the CDRs.

In Cisco CallManager Release 3.3 and later, a cluster is capable of handling approximately 30,000
Cisco | P Phones. This cluster limitation does not regtrict the size of the voice over IP (Vol P) network.
By creating additional clusters, you can increase the network size. Intercluster trunks allow devicesto
communicate between cluster boundaries.



Intracluster Communication

This topic examines the two types of intracluster communication.

Intracluster Communication

Microsoft SQL Intracluster
Database Run-Time Data

== )
=i

Publisher

l

=
o) )
:Et_ Subscriber

Subscriber

Cluster Determination Device Registration
and Redundancy

Subscriber

Thisfigureillustrates the two types of intracluster communication: Microsoft SQL Server 2000 database
replication and Cisco CallManager run-time data.

n Database replication: During normal operation, all of the Cisco CallManager serversin a

cluster read data from and write data to the publisher database. Periodically, the publisher
automatically updates the backup copies of the database. If the publisher database becomes
unavailable, the various Cisco CallManager serversin the cluster continue to operate from
their local backup copies of the database. All data entry to the publisher database is denied if
the link to the publisher, or the publisher itsdlf, is down. When the publisher database is
restored, normal operations resume.

Run-time data: The second type of intracluster communication is run-time data, which is
used for registration of Cisco IP Phones, gateways, and digital signal processor (DSP)
resources. Run-time data is shared with all of the members of the cluster and ensures the
optimum routing of calls between members of the cluster and the associated gateways.
When a device (such as a Cisco IP Phone) registers with its primary Cisco CallManager
server, the primary updates all of the other Cisco CallManager serversin the cluster. After
registration, the device sends a T CP keepalive message to the primary server every 30
seconds and sends a TCP connect message to its secondary Cisco CallManager server.
When the Cisco | P Phone detects the failure of its TCP keepalive message with the primary
Cisco CallManager server, the device attempts to register with its secondary Cisco
CdlManager server. The secondary CallManager server accepts the registration from the
device and announces the new registration (through intracluster run-time communication) to
all of the Cisco CallManager serversin the cluster. The deviceinitiates a TCP keepalive
message to the secondary Cisco CallManager server (the new primary of the device) and
sends a TCP connect message to a tertiary Cisco CallManager server (the new secondary of
the device).



Cluster Redundancy Designs

This topic examines two cluster designs that provide call-processing redundancy.

1:1 Redundancy Design
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In al:1 Cisco CallManager redundancy deployment design, you can have a dedicated backup server for
each primary server. Thisdesign guarantees that Cisco |P Phone registrations will never overwhelm the
backup servers, even if multiple primary serversfail. However, the 1:1 redundancy design considerably

[imits the maximum cluster size and is not cost-effective.

Each cluster must aso have a designated TFTP server. Depending on the number of devicesthat a
server is supporting, you can combine this TFTP server functionality with the publisher or subscriber
Cisco CallManager servers, or you can deploy the TFTP functionality on a separate, standal one server.
The TFTP server isresponsible for delivering |P Phone configuration files to each telephone, along with
streamed media files, such as music on hold (MOH) and ring files; therefore, the TFTP server can
experience a considerabl e network and processor load.

In this example, a Cisco 7835 Media Convergence Server (MCS) is used because each Cisco
CallManager server ingalled on that platform supports a maximum of 2500 Cisco IP Phones. A single
Cisco CallManager isthe primary server, with a secondary server acting as a dedicated backup. The
primary or backup server can aso serve as the Microsoft SQL publisher and the TFTP server in smaller
| P tel ephony deployments (fewer than 1000 I P Phones).

When you increase the number of IP Phones, you must increase the number of Cisco CallManager
servers that are required to support the telephones. Some network engineers may consider the 1:1
redundancy design excessive, because a well-designed network is unlikely to lose more than one
primary server at atime. With the low possibility of server loss and the increased server cost, many
network engineers elect to use a 2:1 redundancy design.



2:1 Redundancy Design
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In a2:1 Cisco CallManager redundancy deployment design, you have a dedicated backup server for

every two primary servers. Although this design offers some redundancy, thereis the risk of

overwhelming the backup server if multiple primary serversfail. In addition, upgrading the Cisco

CallManager servers can cause atemporary |oss of service because you must reboot the Cisco
CallManager servers after the upgrade is complete.

Network administrators use this 2:1 redundancy model in most 1P telephony depl oyments because of the
reduced server costs. If you are using a Cisco MCS 7835 (shown in the figure), that server is equipped
with redundant, hot-swappable power supplies and hard drives. When you properly connect and
configure these servers, it is unlikely that multiple primary serverswill fail at the sametime, which

makes the 2:1 redundancy model a viable option for most businesses.



Call-Processing Deployment Models

This topic lists the call-processing deployment model s that Cisco | P telephony supports.

Deployment Models
ﬂ

» Supported IP telephony deployment models:
— Single-site deployment
— Multisite WAN with centralized call processing
— Multisite WAN with distributed call processing
— Clustering over the IP WAN

» Defining characteristics of each:

— Type of traffic that is carried over the WAN
(data only or data and voice)

— Location of call-processing agent
— Size of the deployment

Thisfigure illustrates the types of deployment models that Cisco Systems supports. Each model differs
in three areas: type of traffic that is carried over the WAN, location of the call-processing agent, and
size of the deployment. Cisco I P tel ephony supports these depl oyment models.

n Single-site

n Multisite with centralized call processing
n Multisite with distributed call processing
n Clustering over the IP WAN



Single-Site Deployment

This topic describes the single-site deployment model.

Single Site: Overview

» Cisco CallManager
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In asingle-site deployment modd, all Cisco CallManager servers applications, and DSP resources are
in the same physical location. Y ou can implement multiple clusters and interconnect them through
intercluster trunksif you need to deploy more IP Phonesin a single-site configuration. Gateway trunks
that connect directly to the Public Switched Telephone Network (PSTN) handle external calls. If an IP
WAN exists between sites, it is used to carry data traffic only; no telephony services are provided over
the WAN.

Use thismode for asingle campus or site with fewer than 30,000 lines.



ﬂ

Single Site: Design Guidelines

* Understand the current calling patterns within the
enterprise.

* Use the G.711 codec; DSP resources can be
allocated to other functions, such as conferencing
and MTP.

« Off-net calls should be diverted to the PSTN or
sent to the legacy PBX.

* Choose a uniform gateway for PSTN use.
* Deploy the recommended network infrastructure.

* Do not oversubscribe the Cisco CallManager and
clustering capability.

Single-site deployment is a subset of the distributed and centralized call-processing model. This
deployment requires that you adhere to the recommended best practices specific to this mode for future
scalability. When you devel op a stable, single-site infrastructure that is based on a common
infrastructure philasophy, you can easily expand the | P tel ephony system applications, such as video
streaming and videoconferencing, to remote sites.

These are the guidelines for single-site deployments:

n

Y ou must understand the current calling patterns within the enterprise. How and where are
users making calls? How many calls are intersite or interbranch versus intrasite? If calling
patterns dictate that most calls areintrasite, use the single-site mode to deploy 1P teephony
and make use of therdatively inexpensive PSTN. This design also simplifies the dial plans
and avoids provisioning dedicated bandwidth for voicein the IP WAN.

The G.711 coder-decoder (codec) should be used. The call will stay inthe LAN, and G.711
is a smple mechanism for deployment. It does not require dedicated DSP resources for
transcoding (which means converting between codec types, such as between G.711 and
G.729), and older voice-mail systems may support only G.711. You can alocate these DSP
resources to other functions, such as conferencing and Media Termination Point (MTP).
Although the 64 kpbs per-call bandwidth that G.711 consumes is higher than that of all other
codecs, it is not a concern in this design because the call is not traversing the WAN, where
bandwidth is generally limited.

All off-net calls will be diverted to the PSTN or sent to the legacy PBX for call routing if the
PSTN resources are being shared during migratory deployments.

Use Media Gateway Contral Protocol (MGCP) gateways for the PSTN if H.323
functionality is not required. Centralize the gateway functions using H.323 gatekeepers when
deploying multiple clusters, rather than using MGCP gateways.

Deploy the recommended network infrastructure for high-availability connectivity options
for telephones (inline power), quality of service (QoS) mechanisms, and other services.

Do not oversubscribe Cisco CallManager to scale larger ingtallations. In prior software
rdeases, Cisco used various schemes to allow the capacity of a system to be calculated using
device weights, busy hour call attempt (BHCA) multipliers, and dial plan weights. With



Cisco CalManager Release 4.0, this scheme has been replaced by a capacity tool to allow
for more accurate planning of the system. The capacity planning tool is currently available
only to Cisco employees. If your system does not meet the guiddines found in the Cisco IP
Tdephony Solution Network Reference Design, or if you consider the system to be more
complex and would like to verify the capacity, please contact your Cisco Systems engineer.
The Cisco IP Teephony Solution Reference Network Design (SRND) is found at:
http://Amww.cisco.com/univercd/cc/td/doc/sol ution/esm.



http://www.cisco.com/univercd/cc/td/doc/solution/esm/

Multisite WAN with Centralized Call Processing

This topic examines the multiste WAN with centralized call-processing deployment mode.

Multisite Centralized Call Processing:

Overview
Applications géél
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Thefigureillustrates the multisite centralized call-processing deployment model with a Cisco
CallManager cluster at a central site and a connection to several remote sites through a QoS-enabled IP
WAN. The remote sitesrely on the centralized Cisco CallManager cluster to handle call processing.
Applications such as voice mail and interactive voice response (IVR) systems usually reside at the
central site, thus reducing the overall cost of ownership and centralizing administration and
maintenance. However, this design is not a requirement.

The WAN connectivity options include the following:

n Leased lines
n FrameRday
n ATM

n ATM to Frame Relay Service InterWorking (SIW)

Routersthat reside at WAN edges require QoS mechanisms, such as priority queuing and traffic
shaping, to protect voice traffic from data traffic across the WAN (where bandwidth istypically scarce).

To avoid oversubscribing the WAN links with voice traffic (thus causing deterioration of the quality of
established calls), the network may need a call admission contral scheme. With the introduction of
Cisco CallManager Release 3.3, centralized call-processing models can take advantage of automated
alternate routing (AAR) features. AAR allows Cisco CallManager to dynamically reroute a call over the
PSTN if the call exceeds the WAN bandwidth.

You can provide PSTN access for the voice network through a variety of Cisco gateways. When the IP
WAN is down, the users at remote branches can dial an access code and place their calls through the



PSTN, or the Cisco Survivable Remote Site Telephony (SRST) feature that is available for Cisco 10S
gateways can provide call processing during the outage.

ISDN can also provide backup data connectivity during WAN failures; however, voice traffic should not
use the ISDN links because these interfaces do not support the required QoS features.

Multisite Centralized Call Processing:

Design Guidelines
ﬂ

* Installations adopting the centralized
call-processing deployment model are limited to
hub-and-spoke topologies.

« SRST on the branch router limits remote offices to
a maximum of 480 IP Phones when using a Cisco
7200 Series router.

Follow these best-practice guidelines when deploying a centralized call-processing model:

n Installations adopting the centralized call-processing deployment mode are limited to hub-
and-spoke topol ogies because the locations-based call admission control mechanism used in
centralized call processing deployments records only the available bandwidth in and out of
each location.

n Thereisno limit to the number of IP Phones at each individual remote branch. However, the
capability that is provided by the SRST feature in the branch router limits remote branches
to 480 Cisco IP Phones on a Cisco 7200 Series router during failover. Smaller platforms
have lower limits.



Multisite WAN with Distributed Call Processing

This topic examines distributed multisite call-processing design.

Multisite Distributed Call Processing:

Overview
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A multisite distributed call-processing deployment has one or more call-processing agents at each site,
and each site hasits own Cisco CallManager cluster. You can trunk these stes together through an IP
WAN.

Depending on your network design, adistributed call-processing site may consist of the following:

n

A single sitewith its own call-processing agent, which may be a Cisco CallManager or a
third-party call agent

A centralized call-processing site (and all of its remote sites) that the network views as a
single sitefor distributed call processing

A legacy PBX with a Vol P gateway or alegacy PBX that is attached using a time-division
multiplexing (TDM) interface to a Vol P gateway

You can interconnect all distributed call-processing sites through an IP WAN. Cisco considersa site
that is connected only through the PSTN to be a standal one site.

The WAN connectivity options include the following:

n

n

n

Multiprotocol Label Switching (MPLS) Virtual Private Network (VPN)
Voice and Video Enabled IPSec VPN (V3PN)

Leased lines

Frame Reay

ATM

ATM to Frame Relay SIW



Multisite distributed call processing allows each site to be completely sef-contained. In the event of an
IPWAN failure or insufficient bandwidth, the site does not |ose call-processing service or functionality.
Cisco CallManager simply sends all calls between the sites across the PSTN.

In summary, the main benefits of this deployment mode are as follows:

n

n

Cost savings when you are using the IP WAN for intersite calls

Toll-bypass savings when you are using remote gateways to drop off into the PSTN (known
as “tail end hop off,” or TEHO)

No loss of functionality during an IP WAN failure
Scalability to hundreds of sites

ﬂ

Multisite Distributed Call Processing:
Design Guidelines

* Use of Hot Standby Router Protocol (HSRP)
gatekeeper pairs is currently recommended.

» Use of a single WAN codec is currently
recommended.

* Use alogical hub-and-spoke topology for the
gatekeeper.

» Gatekeeper networks scale to hundreds of sites.

The multisite WAN with distributed call-processing deployment model is a superset of the single-site
and multisite WAN with centralized call-processing models. Y ou should follow the best practices
guidelines for single-site and multisite deploymentsin addition to those listed here, which are specific
to this deployment model.

The gatekeeper or Session Initiation Protocol (SIP) proxy servers are among the key elementsin the
multisite WAN with distributed call processing. Both provide dia plan resolution, with the gatekeeper
also providing call admission control.



A gatekeeper is an H.323 device that provides call admission control and E.164 dial plan resolution.
Additional gatekeeper guidelinesincude the following:

n Itisrecommended that you use alternate gatekeeper support to provide a gatekeeper solution
with high availability. It is also recommended that you use multiple gatekeepers to provide
spatial redundancy within the network.

n Itisrecommended that you use a single WAN codec. This design makes capacity planning
easy and does not require you to overprovision the IP WAN to allow for worst-case
scenarios.

n Usealogica hub-and-spoketopology for the gatekeeper. A gatekeeper can manage the
bandwidth into and out of a site or between zones within a site, but it is not aware of the
topology.

n Gatekeeper networks can scale to hundreds of sites, and the design is limited only by the
hub-and-spoke topology.

n Alsoincludeinformation on SIP proxy servers.

SIP devices provide resolution of E.164 numbers as wdl as SIP uniform resource identifiers
(URIs) to enable endpoints to place calls to each other. Cisco CallManager supports the use of
E.164 numbers only.

The following best practices apply to the use of SIP proxies:

n Provide adequate redundancy for the SIP proxies.

n Ensurethat the SIP proxies have the capacity for the call rate and number of calls required
in the network.

For more detail on bandwidth capacity planning and call admission contral for each deployment model,
refer to the Cisco | P Telephony Solution Reference Network Design (SRND) for Cisco CallManager 4.0
a:

http://mwww.ci sco.com/en/US/ partner/products/sw/voi cesw/ps556/products implementation design_quid
e_book(09186a00802c370c.html.



http://www.cisco.com/en/US/partner/products/sw/voicesw/ps556/products_implementation_design_guid

Clustering over the IP WAN

Thistopic examines clustering over the IP WAN.

Clustering over the IP WAN: Overview
ﬂ
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Cisco supports Cisco CallManager clusters over a WAN. Although there are stringent requirements,
this design offers these advantages:

n Single point of administration for users for all sites within the cluster
n Featuretransparency

n Shared line appearances

n Extension mobility within the cluster

Thisdesign is useful for customers that require more functionaity than the limited feature set that is
offered by SRST. This network design also allows remote offices to support more Cisco IP Phones than
SRST in the event that the connection to the primary Cisco CallManager islost.



Clustering over the IP WAN: Design

Guidelines
ﬂ
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Although the digtributed single-cluster call-processing model offers some significant advantages, it
mugt adhere to these strict design guidelines:

n Two Cisco CalManager serversin a cluster must have a maximum round-trip delay of
40 ms between them. In comparison, high-quality voice guiddines dictate that one-way end-
to-end delay should not exceed 150 ms. Because of this strict guideline, you can usethis
design only between closely connected, high-speed locations.

n For every 10,000 BHCAs within the cluster, you must support an additional 900 kbps of
WAN bandwidth for intracluster run-time communication. The BHCA represents the
number of call attempts made during the busiest hour of the day.

n Uptoeght small sites are supported using the remote failover deployment modd. Remote
failover allows you to deploy the backup servers over the WAN. Using this deployment
modd, you may have up to eight sites with Cisco CallManager subscribers being backed up
by Cisco CallManager subscribers at another site.

n SRST can function in this modd but is not necessary. The telephones can fail over across
the WAN to other Cisco CallManager servers. This design may require significant additional
bandwidth, depending on the number of telephones at each location.



Summary

Thistopic summarizes the key points discussed in this lesson.

Summary
ﬂ

 Clusters provide database redundancy. One
publisher maintains the only writable database. Up to
eight subscribers maintain read-only copies.

* There are two types of intracluster communications:
database replication and run-time data.

* There are two different failover models: the 1:1 model
and the 2:1 model.

» Supported Cisco IP telephony deployment models
are single-site, multisite with centralized call
processing, multisite with distributed call
processing, and clustering over the IP WAN.

Summary (Cont.)

 In the single-site deployment model, the Cisco CallManager
applications and the DSP resources are at the same physical
location; the PSTN handles all external calls.

* The multisite centralized model has a single call-processing
agent; applications and DSP resources are centralized or
distributed; and the IP WAN carries voice traffic and call
control signaling between sites.

* The multisite distributed model has multiple independent
sites each with a call-processing agent, and the IP WAN
carries voice traffic between sites but not call control
signaling.

* The benefits of clustering over an IP WAN include a unified
dial plan, feature extension to all offices, the ability to handle
more phones at a remote site during failover (and the server
is local), and central administration.
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Module 1 Summary

This topic summarizes the key points discussed in this module.

Module Summary
ﬂ

» Deploying Cisco CallManager in an Cisco IP
telephony solution entails selecting the Cisco MCS
hardware platform, installing the Cisco
CallManager software, and performing
postinstallation procedures.

* The primary redundancy designs for the cluster
are 1:1 (one backup for every primary) and 2:1.
Cost is a primary driver impacting your selection.
There are four call-processing deployment models.
These models differ based on whether call
processing is centralized or distributed and
whether the cluster is located within a single site
or dispersed across multiple sites.

This module covered the key factors to be considered when you are initially using a Cisco CallManager
server in an | P telephony deployment. This module presented the role that Cisco CallManager playsin
the overall Cisco AVVID strategy, the Cisco CallManager hardware and software requirements, the
Cisco CallManager installation and upgrade process, and postinstallation procedures. The module then
covered how the Microsoft SQL reationship provides redundancy and failover and the requirements,
advantages, and disadvantages of deploying a 1:1 server redundancy design versus a 2:1 redundancy
design. The module ended with a discussion of the four call-processing depl oyment models.






Module 1 Self-Check

Use the questions here to review what you learned in this module. The correct answers and solutions are
found in the Module 1 Self-Check Answer Key.

Q1)  Whichfour of thefollowing are | P tdephony deployment models that are supported by
Cisco? (Choosefour.) (Source: Lesson 1-2, Identifying Cisco CallManager Cluster and

Deployment Options)
A) asingle site with one call-processing agent
B) multiple sites with centralized call processing
()] multiple sites each with its own call-processing agent
D) asingle cluster with distributed call processing
E) multiple clusters with no call-processing agent
Q2) A 1:1redundancy design offers . (Source: Lesson 1-2, Identifying Cisco

CallManager Cluster and Deployment Options)
A) increased redundancy; however, the increased server cost is often prohibitive

B) some redundancy; however, a server reboot is required after an upgrade

O maximum uptime; however, no more than a 20-ms round-trip delay can exist
between servers

D) high availability; however, you may overwhedm the backup servers

Q3) A singlecluster that spans multiple sites can have which two benefits compared to a
branch officein a multisite WAN with a centralized call-processing deployment?
(Choose two.) (Source: Lesson 1-2, Identifying Cisco CallManager Cluster and
Deployment Options)

A) completely sdf-contained individual sites
B) WAN bandwidth cost savings
O acommon dia plan across all sites

D) more | P Phone features during failover
E) scalability to hundreds of sites

Q4)  Which two of the following enable the cluster to achieve redundancy? (Choose two.)
(Source: Lesson 1-2, Identifying Cisco CallManager Cluster and Deployment Options)
A) local failover
B) database replication
()] at least two servers
D) directory access

Q5)  Whichtwo of theseare NOT functions of Cisco CallManager? (Choose two.) (Source:
Lesson 1-1, Introducing Cisco CallManager)

A) interactive voice response
B) signaling control

()] device control

D) dial plan

E) voice messaging



Q6)

Q7)

Q8)

Q9)

Q10)

Which layer of Cisco AVVID contains Cisco CallManager? (Source: Lesson 1-1,
Introducing Cisco CallManager)

A) client
B) applications
) call-processing

D) infrastructure

Cisco CallManager uses which of these operating systems? (Source: Lesson 1-1,
Introducing Cisco CallManager)

A) Linux

B) Windows 95

) Windows NT

D) Windows 2000

Why is it recommended that you stop 1S on the subscriber serversif it is not needed?
(Source: Lesson 1-1, Introducing Cisco CallManager)

A) enhances server call processing and redundancy

B) maximizes the number of devicesin acluster

) disables the use of remote terminal services

D) helps prevent unauthorized access to the server

When you first install Cisco CallManager software, which CD-ROM should you useto
boot the server to determine the correct CD-ROM to insert next? (Source: Lesson 1-1,
Introducing Cisco CallManager)

A) Cisco CallManager 4.0 Software Disk

B) Cisco IP Telephony Server Operating System Hardware Detection Disk

) Cisco CalManager Installation, Upgrade, and Recovery Disk

D) Cisco IP Telephony Server Backup and Restore Disk
E) Cisco Extended Services and Locales Disk

If you are not using DNS, what must you configure to resolve server names? (Source:
Lesson 1-1, Introducing Cisco CallManager)

A) DHCP

B) backup server

C) LMHOSTS file

D) DNS reverse lookup



Module 1 Self-Check Answer Key

Q)

Q2)

Q3)

Q4)

Q5)

Q6)

Q7)

Q8)

Q9)

Q10)

A, B,CD

A

C,D

B,C



Module 2

Establishing an On-Cluster

Call

Overview

Numerous components and considerations are invol ved before you can place Cisco | P Phone calls
within the same cluster. This module discusses the various Cisco | P Phone mode s that you may
encounter when administering a Cisco | P telephony network and how to configure the Cisco Catalyst
switch to power Cisco | P Phones and support voice traffic. This module al so discusses how to configure
Cisco CallManager to support 1P Phones and users, how to make PC-based |P phone calls, and how to
use Cisco CallManager toolsto bulk-add users and devices.

Module Objectives

Upon compl eting this module, you will be able to configure Cisco CallManager and the Cisco Catalyst
switch to enable on-cluster cals. Y ou will also be able add users and phones to the Cisco CallManager
database using manual configuration, auto-registration, and BAT. This ability includes being ableto
meet these objectives:

n

Distinguish among the various Cisco |P endpoints, including |P Phones, conference stations,
and PC-basad phones, and describe how they work within a Cisco | P telephony solution

Configure Cisco CallManager system settings and use auto-registration and manual
configuration to add Cisco |P Phones to the Cisco CallManager database and assign a
directory number

Implement a Cisco Catalyst switch in an |P tdephony network to provide inline power to the
IP Phones, prioritize voice traffic, and create a separate voice VLAN for IP Phones

Install and configure Cisco |P Communicator and make | P Phone calls from the PC

Use BAT and TAPS to add and auto-register Cisco IP Phones, users, and ports in bulk in an IP
telephony network



Lesson 2-1

ldentifying Cisco IP
Telephony Endpoints

Overview

An important task of implementing and supporting an 1P tel ephony deployment is managing the end-
user devices, or endpoints. You should be able to distinguish between the various Cisco | P tel ephony
end-user devices that you may encounter during the course of deploying and administering a Cisco IP
telephony network. In addition, understanding the boot and registration communication between a
Cisco |P Phone and Cisco CallManager isimportant for understanding normal voice network
operations and for troubl eshooting purposes.

This lesson will explain the various model's of Cisco |P Phones and how they work within a Cisco IP
telephony solution. You will learn the bas ¢ features of Cisco |P Phones, analog adapters, and
conference stations; the | P Phone power-up and registration process; and the audio coders-decoders
(codecs) that are supported by Cisco | P Phones.

Objectives

Upon completing this lesson, you will be able to distinguish among the various Cisco | P tdephony
endpoaints and describe how Cisco | P Phones work within a Cisco | P telephony solution. This ability
includes being able to meet these objectives:

n Describethe basic features of Cisco |P Phones
n List theentry-level Cisco IP Phones and their features
n List the midrange and upper-end Cisco | P Phones and their features

n Describe the features and functions of additional Cisco | P telephony endpoints, including
video endpoints, conference stations, expansion modules for Cisco |P Phones, PC-based
Cisco | P Phones, and analog adapters

n Identify the six steps of the Cisco IP Phone startup process in the correct order



n ldentify the two audio codecs that are supported by Cisco | P Phones



Cisco IP Phone Overview

This topic provides an overview of Cisco |P Phones and the features that are common to the majority of
Cisco | P telephony endpoints.

Cisco IP Phone Overview

Cisco IP Phones have
the following
enhancements:

- Display-based

e User customization

* Inline PoE.

» Support of the G.711 and
G.729 audio codecs

To the user, the telephone is the most visible component of the voi ce communications network. Cisco IP
Phones are next-generation, intelligent communication devicesthat deliver essential business
communications. Fully programmable, the growing family of Cisco IP Phones provides the most
frequently used business features.

The majority of Cisco |P Phones provide the following enhancements:
n Display-based user interface

n Straightforward user customization

n Inline power over Ethernet (PoE)

n Support for the G.711 and G.729 audio codecs

Each Cisco IP Phone provides toll-quality audio and does not require a companion PC. Because it is an
I P-based phone, you can ingall it in any location on a corporate local or wide-area IP network.



Entry-Level Cisco IP Phones

Thistopic describes the entry-level Cisco IP Phonesthat are available and provides a brief overview of
their features.

Entry-Level Cisco IP Phones
ﬂ

Cisco IP Phone 7902G Cisco IP Phone 7905G Cisco IP Phone 7910G+SW Cisco IP Phone 7912G

» Basic-featured IP Phones for low-to-medium
telephone use

» Single line/DN
» Display-based (except Cisco 7902G)
* Message waiting indicator

Cisco has produced a number of entry-level 1P Phones for a variety of business functions. Depending on
user requirements, these I P Phones may function well for employees or for use only in public aress,
such as lobbies or break rooms.

Entry-level Cisco phones provide the following common features:

n Display-based user interface (except Cisco |P Phone 7902G)
n G.711 and G.729 codec

n Singleline (directory number [DN])

n Ciscoinline power, powered patch pand, or local power option support via a power cube
(the same power supply as the Cisco |P Phone 7910, 7940, or 7960)

n Visual message waiting indicator (MWI)
n  No speskerphone or headset port



Hereis abrief description of the major features of each entry-level Cisco IP Phone:

n

Cisco | P Phone 7902G: The Cisco IP Phone 7902G is a single-line, entry-level, no-display
business phone with fixed feature keys that provide one-touch access to theredial, transfer,

conference, and voice-mail access features. Hereis a brief description of the major features
of the Cisco IP Phone 7902G:

—  Ability to handle low teephone traffic

—  Fixed features: redial, transfer, conference, messages
—  HardHold key

—  Single R}45 connection (no internal Ethernet switch)

Cisco | P Phone 7905G and Cisco | P Phone 7912G: The Cisco | P Phone 7905G provides
single-line access and four interactive softkeys that guide a user through call features and
functions via the pixel-based liquid crystal display (LCD). Usethis IP Phone for employees
who do not need a full-featured phone or for a common area such as a hallway,
manufacturing floor, break room, reception space, or office cubicle. The Cisco IP Phone
7912G includes an integrated Ethernet switch that provides LAN connectivity to a colocated
PC. Hereis a brief description of the mgjor features of the Cisco IP Phone 7905G and Cisco
7912G:

—  Ability to handle low-to-medium telephone usage

—  Pixd-based display (approximatdy five lines plus softkeys and date, time, and menu
title)

—  HardHold key
—  Accessto all standard |P Phone features through four on-screen softkeys
—  Support for limited Extensible Markup Language (XML) script processing

—  Support for Cisco Skinny Client Contral Protocol (SCCP), H.323 version 2 (Cisco
7905G only), and Session Initiation Protocol (SIP; compliant with RFC 2543)

Cisco | P Phone 7910G+SW: The Cisco IP Phone 7910G+SW is for common-use areas
that require only basic features, such as dialing out, accessing 911, and intercom calls.
Locations that might benefit from these limited features include lobbies, break rooms, and
hallways. The Cisco IP Phone 7910G+SW includes a two-port switch for use in applications
where you require basic | P Phone functionality and a colocated PC. Thefollowing is a brief
description of the mgjor features of the Cisco 7910G+SW:

—  Ability to handle low-to-medium telephone usage

—  Singlelinewith call waiting

—  Display area of 2 x 24 inches (5.08 x 60.96 cm)

—  Cisco 10BASE-T/100BASE-T, two-port Ethernet switch

—  Basicfeatures: ling hold, transfer, settings, messages, conference, forward, speed
dial, redial

— Adjustable foot stand (flat to 60 degrees)
—  Basic and optional wall mounting



Midrange and Upper-End Cisco IP Phones

This topic describes the midrange and upper-end Cisco | P Phones and their features.

Midrange and Upper-End Cisco IP Phones

Cisco IP Phone 7940G Cisco IP Phone 7960G Cisco IP Phone 7970G  Cisco IP Phone 7970G

10/100/1000

Full-featured IP Phones for medium-to-high
telephone use

Multiline

 Large pixel-based displays

Integral switch

Built-in headset and high-quality speakerphone
Multiprotocol-capable (SCCP, SIP, MGCP)
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Cisco designed the IP Phones 7940G, 7960G, and 7970G and 7971G-GE to meet the demand for a
corporate-level, full-featured 1P Phone for medium-to-high telephone use. A description of features that
are common to all three phones follows:

n  Multiline capability
n Large pixd-based displays, which allow for theinclusion of XML and future features
n Integrated two-port 10/100-M bps Ethernet switch

n Built-in headset connection and quality full-duplex speakerphone (does not come with a
headset)

n Information key for “onling’ hep with features

n A minimum of 24 user-adjustable ring tones

n Adjustablefoot stand (flat to 60 degrees) and basic or wall mounting

n SCCP, Media Gateway Control Protocol (MGCP), and SIP support

n XML service support

n AnEIA/TIA-232 port for options, such as line expansion and security access



Additional details of these phone model s follow:

n

Cisco | P Phone 7940G: The Cisco | P Phone 7940G is for medium traffic and has these
features:

—  ldeal for transaction workers who use cubicle phones
—  Twolines and programmable feature buttons, and four interactive softkeys
—  PoE compatible (Cisco prestandard PoE)

Cisco | P Phone 7960G: The Cisco |P Phone 7960G is for high or busy teephone traffic
and has these features:

— |deal for professionals or managers

—  Six lines and programmabl e feature buttons, and four interactive softkeys
—  PoE compatible (Cisco prestandard PoE)

Cisco | P Phone 7970G:

— Ideal for executives, decision makers, and environments with no PCs

—  Eight lines and programmable feature buttons, and five interactive softkeys
—  Codlor display with touchscreen

—  3.5-mm stereo jack sockets for connection to PC-style speakers or headphones, and
microphone

—  PoE compatible (both Cisco prestandard PoE and |EEE 802.3af PoE)
—  Advanced XML devdopment platform for more dynamic applications
Cisco | P Phone 7971G-GE:

—  Ddivers Gigabit Ethernet bandwidth to the desktop with an integrated
10/100/1000-Mbps switch

—  “Featureidentical” to the Cisco | P Phone 7970G
—  PoE compatible (IEEE 802.3af PoE only; does not support Cisco prestandard PoE)



Additional Cisco IP Telephony Endpoints

Thistopic describes the features and functions of additional Cisco |P telephony endpoints.

Additional Cisco IP Telephony Endpoints

Cisco VT Advantage Cisco Conference Station 7936 Cisco IP Communicator

Cisco ATA 186 and 188 Cisco 7914 Expansion Module

Cisco Wireless IP Phone 7920
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Cisco provides a complete portfolio of 1P endpoints to meet business needs for conferencing, wireless
voi ce communications, PC-based voice calls, and connecting anal og phones to the Vol P network. These
products are as follows:

n Cisco VT Advantage: Cisco VT Advantageis a video telephony solution consisting of the
Cisco VT Advantage software application and Cisco VT Camera, a video telephony
Universal Serial Bus (USB) camera. With the Cisco VT Camera attached to a PC that is
colocated with a Cisco I P Phone, users can place and receive video calls on their enterprise
I P telephony network. Users make calls from their Cisco IP Phones using familiar phone
interfaces, but calls are enhanced with video on a PC, without requiring any extra button
pushing or mouse clicking. When registered to Cisco CallManager, the Cisco VT
Advantage-enabled |P Phone has the features and functionality of a full-featured IP
videophone. System administrators can provision a Cisco |P Phone with Cisco VT
Advantage as they would any other Cisco | P Phone, which can greatly simplify deployment
and management.

n Cisco | P Conference Station 7936: The Cisco |P Conference Station 7936 is a full-
featured, 1P-based, full-duplex, hands-free conference phone for use on desktops, in offices,
and in small-to-medium conference rooms. The Cisco | P Conference Station 7936 offers
external microphone ports, optional external microphone kit, audio-tuned speaker grill, and a
backlit LCD display. The optional microphone kit includes two microphones with 6-foot
(1.8288-m) cords so that you can place the microphones across a 12-foot (3.6576-m) area,
effectively expanding to a suggested conference room size of 20 x 30 feet (6.096 x 9.144 m).
The backlit LCD display improves visibility in low light conditions. The display font sizeis
also adjustable for improved distant viewing.



Cisco | P Communicator: The Cisco IP Communicator is a Microsoft Windows software-
based application that ddivers enhanced td ephony support through personal computers. This
application endows computers with the functionality of Cisco IP Phones and provides
high-quality voice calls on the road, in the office, or from wherever users may have access to
the corporate network. Cisco IP Communicator has an intuitive design, is easy to use, and
delivers convenient access to a host of features, including eight lines and five softkeys. Cisco
IP Communicator offers handset, headset, and high-quality speakerphone modes.

Cisco Analog Telephone Adaptor (ATA) 186 and 188: The Cisco ATA 186 and Cisco
ATA 188 interface regular telephones with your | P-based td ephony network. These adapters
are useful for customers that have existing analog devices, such as fax machines or

td ephones, that they do not want to replace after they have migrated to Vol P. The Cisco
ATA 186 provides two voice ports, each with its own independent tel ephone number, and a
single 10BASE-T Ethernet port for network connectivity. The Cisco ATA 188 provides two
voice ports and two 10/100-Mbps Ethernet connections, which allows for network
connectivity and the ability to colocate a network device with the analog voice equipment.

Cisco | P Phone 7914 Expansion Module: The Cisco |IP Phone 7914 Expansion Module
extends the capabilities of the Cisco | P Phone 7960 with additional buttons and an LCD
display. The Cisco IP Phone 7914 hdps administrative assistants and others who must
monitor, manage, and cover the various status of a number of calls beyond the six-line
capability of the Cisco 7960. This expansion module enables you to add 14 buttons to the
existing 6 buttons of the Cisco I P Phone 7960, increasing the total number of buttons to 20
with one module or 34 with two modules. You can use up to two Cisco 7914 Expansion
Modules with a Cisco | P Phone 7960.

Cisco Wireess | P Phone 7920: The Cisco Wirdess | P Phone 7920 is an easy-to-use |IEEE
802.11b wireless | P phone that provides comprehensive voice communications in
conjunction with Cisco CallManager and the Cisco Aironet 1200, 1100, 350, and 340 Series
of Wi-Fi (IEEE 802.11b) access points. The Cisco Wireless |P Phone 7920 is designed for
ease of use, with a pixel-based display to access calling features and two softkeys, a four-
way rocker switch, a Hold key, a Mute key, and a Menu key that allows quick access to
information such as directories, call history, and phone settings.



IP Phone Startup Process

Thistopic describes the process that a Cisco |P Phone uses to boot and register with the Cisco
CallManager.

IP Phone Startup Process
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1. IP Phone obtains power from the switch

2. Phone loads stored image

3. Switch provides VLAN information to IP
Phone

4. Phone sends DHCP request; receives IP
information and TFTP server address

5. IP Phone gets configuration from TFTP
server

6. IP Phone registers with Cisco
CallManager server

Thisfigure provides an overview of the startup process for a Cisco |P Phoneif you are usng a Cisco
Catalyst switch that is capable of providing Cisco prestandard Power over Ethernet (PoE).

1. Obtain power from the switch: When a Cisco |P Phone is connected to a Cisco Catalyst
switch modd that is capable of providing inline power (called Power over Ethernet (PoE)),
the switch automatically detects an unpowered phone and sends power down the Ethernet
cableto the IP Phone. The details of how the switch detects an unpowered | P Phone and how
it delivers power to the P Phone are covered in the lesson “ Configuring Cisco Catalyst
Switches.”

2. Load the stored phone image: The Cisco IP Phone has nonvolatile flash memory in which
it stores firmware images and user-defined preferences. At startup, the phoneruns a
bootstrap loader that oads a phone image stored in flash memory. Using thisimage, the
phone initializes its software and hardware.

3. Configurethe VLAN: After the IP Phone receives power and boots, the switch sends a
Cisco Discovery Protocol packet to the IP Phone. This Cisco Discovery Protocol packet
provides the IP Phone with voice VLAN information, if that feature has been configured.

4. Obtainthe P addressand TFTP server address: Next, the | P Phone broadcasts a request
to a DHCP server. The DHCP server responds to the | P Phone with a minimum of an IP
address, a subnet mask, and the |P address of the Cisco TFTP server.



5. Contact the TFTP server for configuration: The P Phone then contacts the Cisco TFTP
server. The TFTP server has configuration files (.cnf file format or .cnf.xml) for telephony
devices, which define parameters for connecting to Cisco CallManager. The TFTP server
sends the configuration information for that 1P Phone, which contains an ordered list of up to
three Cisco CallManagers. In general, any time that you make a changein Cisco
CallManager that requires a phone (device) to be reset, a change has been made to the
configuration file of that phone. If a phone has an XML-compatible load, it requests an
XML Default.cnf.xml configuration file; otherwise, it requests a .cnf file.

6. If you have enabled auto-registration in Cisco CallM anager, the phones access a default
configuration file (sepdefault.cnf.xml) from the TFTP server. If you have manually
entered the phones into the Cisco CallManager database, the phone accesses a .cnf.xml file
that corresponds to its device name. The .cnf.xml file also contains the information that tells
the phone which image load that it should be running. If this image load differs from the one
that is currently loaded on the phone, the phone contacts the TFTP server to request the new
image file, which is stored as a .bin file

7. Register with Cisco CallManager: After obtaining the file from the TFTP server, the phone
attempts to make a TCP connection to a Cisco CallManager, starting with the highest-
priority Cisco CallManager inits list.



Cisco IP Phone Codec Support

This topic describes the codecs that are supported by Cisco IP Phones.

Cisco IP Phone Codec Support
ﬂ

* Potentially able to
compress audio signals
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Cisco IP Phones support:
+ G.711: 64 kbps
* G.729: 8 kbps

Beforea Vol P device is able to stream audio, the analog audio signal must be converted to a digitized
format. Thisisaccomplished by an audio codec, which digitizes the audio input at the transmitting end
and converts the digital stream back to analog audio at the receiving end.

Because converted audio streams can consume a significant amount of bandwidth, many of the audio
codecs also provide a level of compression, which can considerably reduce the bandwidth that they
consume. However, compression can cause degraded voice quality, which is why the different audio
codecs offer different levels of compression.

The International Telecommunication Union Telecommunication Standardization Sector (ITU-T)
standards committee specifies several standards (called recommendations) for audio codecs. Cisco IP
Phones natively support two primary codecs: G.711 and G.729. The G.711 and G.729 codecs deliver
relatively equal sound quality (both considered tall quality), with G.711 scoring slightly higher than
G.729 in amean opinion score (MOS) test. Because of this smilarity, some network administrators
choose to operate an entirely G.729-based network, while others choose to implement G.729 over the
WAN and G.711 on the LAN.

Although this configuration is ideal for many network environments, you may eventually encounter a
codec mismatch. A codec mismatch occurs when two devices cannot negotiate a common codec or
when the network administrator has forbidden the use of their common codec, such asusing G.711 over
the WAN. Regardless of the cause, you now have a need for transcoding. Transcoding resources
perform conversions between the audio codecs. These resources are often costly and can introduce
significant delay and quality degradation into your | P telephony network. When designing a voice
network, you should attempt to limit the amount of transcoding that takes place between devices.



Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

» Cisco IP Phones are display-based, support
customization, have inline power, and provide
support for the G.711 and G.729 audio codecs.

* Entry-level Cisco IP Phones include the Cisco IP
Phone 7902G, 7905G, 7910G+SW, and 7912G.

* Midrange and upper-end Cisco IP Phones include
the Cisco IP Phone 7940G, 7960G, 7970G, and
7971G-GE.

Summary (Cont.)

» Additional IP telephony devices include the Cisco
Conference Station 7936, Cisco IP Communicator,
Cisco ATA 186 and 188, and Cisco 7914 Expansion
Module.

* An IP Phone follows a specific process each time
that it boots.

* Audio codecs convert analog voice signals to a
digitized stream and compress the output to save
bandwidth. Cisco IP Phones support the G.711 and
G.729 codecs.




References

For additional information, refer to these resources:

n Cisco Systems, Inc. Cisco 7900 Series |P Phones product index page with links to product
models, technical documentation, and Software Center.
http://www.cisco.com/en/US/products/hw/phones/ ps379/index.html.

n Cisco Systems, Inc. Cisco | P Phones and Services documentation.
http://www.cisco.comvunivercd/cc/td/doc/product/voice/c_ipphon/index.htm.
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Lesson 2-2

Configuring Cisco
CallManager to
Support IP Phones

Overview

Configuring Cisco CalManager to support Cisco IP Phonesis acritical part of implementing a Cisco IP
telephony network. This lesson prepares you for theinitial |P Phone setup and configuration and for the
maintenance of existing 1P Phones.

This lesson describes the Cisco CallManager configuration to support Cisco |P Phones. This|esson will
teach you how to configure Cisco CallManager to manually and automatically add |P Phones and assign
directory numbers (DNs). You will also learn how to configure device pools to provide a convenient
way to define a set of common characterigtics that can be assigned to devices, such as date or time zone,
codec use, and other functionalities.

Objectives

Upon completing this lesson, you will be able to configure Cisco CallManager to support Cisco IP
Phones, including server configuration, device pools, phone button templates, and DNs. This ability
includes being able to meet these objectives:

n Configure Cisco CallManager to diminate | P Phone reliance on DNS

n Configure device pools in Cisco CallManager to define sets of common characteristics for 1P
Phones

n Use Cisco CallManager default phone button templates and create new templates to assign a
common button configuration to a large number of IP Phones

n Manually add and configure IP Phonesin Cisco CallManager and assign DNs



n Configure Cisco CallManager to support |P Phone auto-registration to automatically issue
directory numbers to new |P Phones



Server Configuration

This topic discusses server configuration in Cisco CallManager Administration.
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devices to contact the Cisco CallManager without resolving a DNS name

Changing the name of the selected server to the | P address of the server in the Cisco CallManager
Administration window isthefirst step in configuring Cisco CallManager to support Cisco |P Phones.

Renaming the server to the IP address has the following benefits:

n It allows IP Phones and other devices to find Cisco CallManager on the network without
having to query the Domain Name System (DNS) server to hep resolve the server nameto

an |P address.

n It prevents the IP telephony network from failing if the IP Phones |ose the connection to the

DNS server.

n It decreases thetimethat is required when a device attempts to contact Cisco CallManager.

Compl ete these steps to eliminate DNS reliance:

Step 5 In Cisco CallManager Administration, choose System > Server.

The Find and List Servers window appears.

Step 6 Click a server name.

The Server Configuration window appears.

Step 7 Remove the hostname and enter the | P address for the server in the Host Name/IP

Address fidd. Click Update.



Configuring Device Pools

Thistopic describes device pool configuration.

Device Pool Configuration
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Device pools provide a convenient way to define a set of common characteristics that can be assgned to
devices, such as P Phones, instead of assigning individual characteristicsto individual phones. Device
pools enable you simply assign the phone to the device pool so that the phone automatically inheritsthe
common configuration items. Y ou must configure the device pool for Cisco |P Phones before adding
them to the network.

To create a new device pool, you must first create (or use default settings where applicable) the
following minimal mandatory components:

n Cisco CalManager group

n Dateltime group

n Region

n Softkey template

n Cisco Survivable Remote Site Telephony (SRST) reference: The SRST Referencefidd
allows you to specify the IP address of the Cisco SRST router. Cisco SRST enables routers
to provide call-handling support for Cisco |P phones when they lose their connection to
remote Cisco CallManager installations or when the WAN connection is down.

These components (except for the SRST reference) are covered later in thislesson. SRST is covered
later in the course.

The device pool combinesall of the individual configurations that you have created into a single entity.
Y ou will eventually assign this entity to individual devices, such as |P Phones. This process will
configure these devices with most of the configuration € ements that they need to operate efficiently in
your 1P telephony network.

Complete these steps to create the device pool :



Step 1 Choose System > Device Pool. The Find and List Device Pools window opens.

Step 2 Click the Add a New Device Pool link to open the Device Pool Configuration
window. Choose, at a minimum, the Cisco CallManager group, date/time group,
region, and softkey template.

Example: Device Pool Configuration

Configuring 100 different Cisco | P Phonesto use the Arizonatime zone, the English language, and the
classical-style music on hold (MOH) option istedious. Instead, you can create a device pool, named
“Arizona,” that configures the correct time zone, language, and MOH, and you can make a single
assignment of the Arizona device pool to each |P Phone.

The configuration table here shows the device characterigtics that you can specify for a device pool. You
must configure these items before you configure a device poal if you want to choose the items for the
device poal.



Device Pool Configuration Items

Field

Description

Device Pool Name*

Describes a name for the device pool.

Cisco CallManager Group*

Selects a redundancy group for the device pool. This
redundancy group can contain a maximum of three redundant
Cisco CallManager servers.

Date/Time Group*

Assigns the correct time zone to the device.

Region* Determines the coder-decoder (codec) selection used by the
device, depending on the end location of the call.
Softkey Template* Defines the type and order of the softkeys that are displayed

on the liquid crystal display (LCD) of a Cisco IP Phone.

SRST Reference*

Configures SRST and selects the gateway that will support the
device if the connection to the Cisco CallManager is lost.

Calling Search Space for
Auto-Registration

Defines whom an IP Phone is able to call if it auto-registers
with the Cisco CallManager.

Media Resource Group List

Assigns media resource support to a device for functions such
as conferencing, transcoding, or MOH.

Network Hold MOH Audio Source

Selects the audio that Cisco CallManager should play when a
user presses the Transfer or Conference button on the Cisco
IP Phone.

User Hold MOH Audio Source

Selects the audio that Cisco CallManager should play when a
user presses the Hold button on the Cisco IP Phone.

Network Locale

Defines the tones and cadences that the device uses.

User Locale

Defines the language that the device uses.

Connection Monitor Duration

Defines the amount of time that the IP phone monitors its
connection to Cisco CallManager before it unregisters from
SRST and re-registers to Cisco CallManager. This is to ensure
that the link is stable (not “flapping”). The default for the
enterprise parameter specifies 120 seconds, which can be
modified on a device-pool basis or left at the default value.

MLPP Precedence and Preemption
Information

Used to manage Multilevel Precedence and Preemption
(MLPP) settings:

n  MLPP Indication: Specifies whether devices in the device
pool that are capable of playing precedence tones will use
the capability when the devices plan an MLPP precedence
call

n  MLPP Preemption: Specifies whether devices in the
device pool that are capable of pre-empting calls in
progress will use the capability when the devices plan an
MLPP precedence call

n  MLPP Domain: A hexadecimal value for the MLPP
domain that is associated with the device pool

Note

An asterisk (*) Indicates a required field.




If you make changes to a device pool, you must reset the devices in that device pool before the changes
will take effect.

Y ou cannat delete a device pool that has been assigned to any device or one that is used for device
defaults configuration. To find out which devices are using the device poal, click the Dependency
Recordslink in the Device Pool Configuration window. If you try to delete a device podl that isin use,
an error message is displayed. Before deleting a device podl that is currently in use, you must perform
one of the following tasks:

n Updatethe devices to assign them to a different device pool.
n Déelete the devices that are assigned to the device pool that you want to delete.

Individual components of a device pool are explored in the following subtopics.

Cisco CallManager Group Configuration

Clagd STErEMl

CiscoCallManaser Admmnistration
v i I Todd ety Skars ool

Cisco CallManager Group P LR R
Configuration

Glsco CallManaqer Grovs: hon
hi Sanmy

fizce Zal-oragst DvLp [Fnzz=

Foaakz-coizto

- Iizce Cal¥aiagsr Gals
ctinzn Calldornignr e Yarnlisree,

Calwobe, Lianw e Sty
sazizEk Dizen CalMaiagors CowarsI o FITFesk 3 1nke:

aSTI~ LT
TsrCms
PRELEY

4

*I=drwnr weilws b

ms, Inc. Al rights reserved CIPTLV4.1—2-5

A Cisco CallManager group specifiesaprioritized list of Cisco CallManager servers o register to, with
amaximum of threein thelist. The first Cisco CalManager in the list serves as the primary Cisco
CallManager for devices that are assigned to that group. The other members of the group serve as the
secondary and tertiary backups. Changes to the Cisco CallManager group affect the configuration file
that is given to Cisco | P Phones by the TFTP server when they initially boot.

Example: Cisco CallManager Group Configuration

In the figure, the Cisco CallManager group, called “Arizona,” hasthree Cisco CallManager servers
You assign the Cisco CallManager group to a device pool, and you then assign this device poal to the
Cisco |P Phone. The IP Phone uses the Arizona Cisco CallManager asits primary Cisco CallManager,
the California Cisco CallManager asits secondary, and the Michigan Cisco CallManager asitstertiary.
Cisco CallManager Administration will present an error message if you attempt to add a fourth Cisco
CallManager (for example, the EAST1A Cisco CallManager) to thelist.



Checking the Auto-Registration Cisco CallManager Group check box enables the Cisco CallManager to
place any new IP Phones that auto-register (IP Phones that are added to the network without manual
administrative configuration) into this group by default.

Complete these steps to configure a Cisco CallManager group:

Step 1

Step 2

Step 3

Choose System > Cisco CallManager Group. The default group that was created by
Cisco CallManager during the installation appears.

Choose Add New Cisco CallManager Group to create a new Cisco CallManager
group.

Move the existing Cisco CallManager servers using the Left and Right arrows, and
change the order of Cisco CallManager servers using the Up and Down arrows.

Date/Time Group Configuration
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Date/time groups define time zones for the various devices that are connected to Cisco CalManager.
Y ou can assign each device to only one device pool. As aresult, the device has only one date/time

group.

Cisco CallManager has a default date/time group called CMLoca. The CMLoca date/time group
synchronizes to the active date and time of the operating system on the Cisco CallManager server. You
can change the settings for CMLocal after installing Cisco CallManager.

Complete these steps to configure the date/time group:

Step 1 Choose System > Date/Time Group. The default CMLocal group appears.

Step 2 Choose Add a New Date/Time Group to insert additional date/time groups as
required.

Note For a worldwide distribution of Cisco IP Phones, you may want to create one named

date/time group for each of the 24 time zones.




Region Configuration
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When you create a region, you specify the audio codec that can be used for calls between devices (such
as |P Phones) within that region and between that region and other regions. As of Cisco CallManager
Release 4.0, you can also specify the video call bandwidth.

Y ou can create regions to modify the codec selection for any reason; however, most network
adminigtrators create regions based on geographical areas. The default voice codec for al callsthrough
Cisco CallManager is G.711. If you do not plan to use any other voice codec, you do not need to use
regions. The system will use the default region.

Example: Region Configuration

In the figure shown here, there are four regions: Arizona, California, Default, and Michigan; the
configuration of the Michigan region is displayed. If a devicethat is assigned to the Michigan region
calls anather device in the Michigan region, the devices use the G.711 codec. However, if a device
assigned to the Michigan region calls a device that is assigned to the Arizona region, the devices use the
G.729 codec. Cisco CallManager creates the Default region during theinstallation process. You can
rename the Default region to a more logical name to avoid confusion, or you can ignoreit and use only
regions that you have created.

Complete these steps to configure a region:

Step 1 Choose System > Region. The default region that was created during the Cisco
CallManager installation appears.

Step 2 Choose Add a New Region to configure the regions, and choose the codec and video
bandwidth as appropriate between the regions.



Softkey Template Configuration
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The Softkey Template Configuration window allows the administrator to manage the on-screen softkeys
that the Cisco | P Phones support (such asthe Cisco I P Phone 7960 and 7940 models). Y ou can

configure these softkeys with many Cisco CallManager functions and features.

Applications that support softkeys can have one or more standard softkey templates that are associated
with them; for example, Cisco IP Manager Assistant (IPMA) has the Standard IPMA Assgtant, the
Standard IPMA Manager, and the Standard IPMA Manager Shared Mode softkey templ ates associ ated
with it. You cannot modify standard softkey templates. First you copy the template and then modify the

copy.

Choase Device > Device Settings > Softkey Templates to access the Softkey Template Configuration

window in Cisco CallManager Administration.



IP Phone Button Templates

This topic discusses the configuration and application of the Cisco |P Phone button templ ates.

IP Phone Button Templates

* Default 7960 template
is 2 lines, 4 speed dials

* Prepare for anything;
configure all possible
combinations:

—1line, 5 speed dials
—3lines, 3 speed dials

—4 lines, 2 speed dials
—5lines, 1 speed dial
—6 lines, 0 speed dials

Creating and using templates provides a fast way to assign a common button configuration to alarge
number of Cisco IP Phones. Cisco CallManager includes several default phone button templates. When
adding IP Phones, you can assign one of these templates to each | P Phone or assign custom templ ates
that you have created.

You must assign at least one line per IP Phone; usualy thislineisbutton 1. Depending on the Cisco IP
Phone model, you can assign additional lines. P Phones generally have several features, such as speed
dial and call forwarding, assigned to the remaining buttons.

Before adding any | P Phones to the system, create phone button templates with al of the possible
combinations for all 1P Phone models. An IP Phone model may have various combinations; for
example, a Cisco IP Phone 7960 supports six lines and can use the following phone button template
combinations:

n Oneling, five speed dial buttons

n Two lines, four speed dial buttons (default)
n Threelines, three speed dial buttons

n Four lines, two speed dial buttons

n Fivelines, one speed dia button

n Six lines, no speed dia button



IP Phone Button Template Names

* Use the model number, line
and speed dial settings in
the name:

— 7960 1-5
— 7960 3-3

« Template updates affect the
IP Phones that use that
template

* Renaming atemplate does
not affect the IP Phones
using that template

« Cannot delete a template
assigned to one or more
devices

2005 Cisco Systems, Inc. All rights reserved CIPT1v41—2-10

Create easily recognizable naming conventions for the phone button template. A suggested best practice
isto use the model number of the Cisco I P Phone followed by the number of lines and speed dials. For
example, a phone button template named “7960 1-5" would indicate a Cisco 7960 | P Phone with one
line and five speed-dial buttons.

To create atemplate, copy an existing template and assign a unique name to the template. You can
make changes to the default templates that are included with Cisco CallManager or to the cusom
templates that you have created.

Y ou can rename existing templates and modify them to create new ones. Y ou can also update custom
templates to add or remove features, lines, or speed dial buttons. When you update a template, the
change affects all of the IP Phones that useit.

Renaming a template does not affect the IP Phones that use that template. All Cisco |P Phones that use
this template continue to use this template after you renameit.

Y ou can delete | P Phone templates that are not currently assigned to any |P Phonein your system. You
cannot delete atemplate that is assigned to one or more devices. Currently, thereis not an easy way to
query whether atemplate isin use or not. Before you can del ete a template, you must reassign all of the
Cisco IP Phones that are using the template to a different phone button template.

Example: Naming a Phone Button Template

If you have a special request or only alimited number of userswho need three lines and three speed dial
buttons on the Cisco | P Phone 7960G, you can create a phone button template that supports three lines
and three speed dials, name the template “ 7960 3-3,” and quickly assign the phone button template
7960 3-3 to the IP Phones.



Manual IP Phone and Directory Number
Configuration

This topic discusses manual Cisco |P Phone and DN configuration in Cisco CalManager
Administration.

Phone and Directory Number Configuration

TRRCE-FH B0 " S R | HAL P RN R 1] 2 HE

IlianageT Admimistration —
i ST [ Al

Pliane Conflguratisn PP TN 1T, STE R AT YT T

zn Ve Pl 'T
FERTETRREI - ae Fema maw e
SRS RYOrEN « F—— (s
MAC rr— ] - [ en [~
Address [*7* * s 1 pox [ -4 ' -l
of IP - w" )
Phone

Manually adding new IP Phones to the network is often tedious, but it can congtitute alarge part of day-
to-day voice network management. The Bulk Administration Tool (BAT) alowsyou to add alarge
number of |P Phones to the Cisco CallManager database at once, but BAT is not appropriate for adding
or modifying a single IP Phone for a new employee.

Cisco CallManager uses the IP Phone MAC addressto track the phonein the voice network. Cisco
CallManager tiesal I P Phone configuration settings to the P Phone MAC address. Before you can
perform any configuration on a Cisco IP Phone through Cisco CallManager, you must find the MAC
address of that IP Phone. Use the following guidelines to locate a MAC address:

n You can find the MAC address in the text and Universal Product Code (UPC) form, whichis
imprinted on the shipping box for the IP Phone. Some administrators use bar code scanners
to simplify the process of adding multiple IP Phones.

n You can aso find the MAC address in the text and UPC form on the back of the IP Phone,
on a sticker near the bottom.

n If you boot the IP Phone, you can press the Settings button on the face of the phone. Use the
arrow keys to navigate, and choose Networ k Configuration. The MAC address will be
displayed on line 3 of the network configuration.



Y ou can continue the Cisco IP Phone configuration on the Cisco CallManager configuration after you
have the MAC address of the IP Phone, as follows:

Step 1

Step 2
Step 3

Step 4

Step 5

Step 6

In Cisco CallManager Administration, choose Device > Phone to open the Find and
List Phones window.

Choose Add a New Phone in the upper-right corner of the window.
Choose the modd of the IP Phone from the drop-down menu, and click Next.

At aminimum, you must configure the MAC Address and Device Poal fidds; then
click Insert.

Cisco CallManager prompts you to add a DN for line 1; then click OK.

When the Directory Number Configuration window appears, enter the DN of the IP
Phonein the appropriate field, and click I nsert.



Configuring IP Phone Auto-Registration

This topic describes how to configure Cisco CallManager for auto-registering Cisco P Phones.

Auto-Registration Configuration
ﬂ
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Auto-registration allows Cisco CallManager to issue extension numbersto new | P Phones, which is
similar to the way in which the Dynamic Host Control Protocol (DHCP) server issues | P addresses.
When a new | P Phone boots and attempts to register with Cisco CallManager for the first time, Cisco
CallManager issues an extension number from a configured range. After Cisco CallManager issuesthe
extenson, it records the extension number to the MAC address mapping in the Microsoft Structured
Query Language (SQL ) database.

Although auto-registration smplifies the process of deploying a new I P telephony network, it isan
option that is available only in some new I P telephony deployments. Because administrators deploy
most |P telephony networks as a migration from a PBX environment, users have existing telephone
extensions. These existing tel ephone extensi ons typically map to Direct Inward Dia (DID) numbers
from the Public Switched Telephone Network (PSTN) and cannot change. Therefore, these IP telephony
deployments usually use manual configuration rather than auto-registration.

Y ou should carefully evaluate auto-registration before implementing it because its use can pose a
security risk to the network. Auto-registration allows anyone with physical assess to the voice network
to connect an IP phone and use it, whether authorized or not. For thisreason, many organizations, as
part of their security policy, disablethe use of auto-registration or use auto-registration in a secure
staging environment for initial Cisco CallManager configuration.



Complete these steps to configure the Cisco CallManager server to support auto-registration:
Step 1 From Cisco CallManager Administration, choose System > Cisco CallManager .

Step 2 Fromthelist of Cisco CallManager servers, sdect the server that you want to support
auto-registration.

Step 3 Under the Auto-Registration Information Configuration section, enter the appropriate
DN rangein the Starting and Ending Directory Number fields.

Step 4 Ensure that the Auto-Registration Disabled on this Cisco CallManager check box is
unchecked.

Device Defaults
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Use device defaults to set the default characteristics of each type of device that registerswith a Cisco
CallManager. The device defaults for a device type apply to all auto-registered devices of that type
within a Cisco CallManager cluster. You can set the following device defaults for each device type to
which they apply:

n Deviceload: Liststhefirmware load that is used with a particular type of hardware device
n Device pool: Allows you to sdect the device pool that is associated with each type of device

n Phone button template: Indicates the phone button template that is used by each type of
device

When a device auto-registers with a Cisco CallManager, it acquires the device default settings for its
devicetype. After a deviceregisters, you can update its configuration individually to change the device
settings.

Installing Cisco CallManager automatically sets device defaults. You cannot create new device defaults
or delete exigting ones, but you can change the default settings.



Compl ete these steps to update the device defaullts:

Step 1

Step 1

Step 2

Step 3

In Cisco CallManager Administration, choose System > Device Defaults to open the
Device Defaults Configuration window.

In the Device Defaults Configuration window, modify the appropriate settings for the
device that you want to change.

Click Update to save the changes in the Cisco CallManager configuration database.

Click the Reset icon to the left of the device nameto reset all the devices of that type
and load the new defaults on all Cisco CallManager servers in the cluster.

If you choose not to reset all devices of that type, only new devices that are added
after you change the device defaults receive the latest defaullts.



Summary

Thistopic summarizes the key points discussed in this lesson.

Summary
ﬂ

* Assigning an IP address to Cisco CallManager
eliminates IP Phone reliance on DNS.

- Device pools simplify configuration by allowing you to
define sets of common characteristics for devices.

» Creating and using IP Phone button templates provides
a fast way to assign a common button configuration to
alarge number of IP Phones.

* Manually configuring the IP Phone is appropriate when
you want to add or modify a single or a few IP Phones.

» Using IP Phone auto-registration allows you to
automatically issue extension numbers and a default
configuration to new phones.

References
For additional information, refer to these resources:

n Cisco Systems, Inc. Cisco CallManager System Guide, Release 4.1(3, )" System
Configuration Overview” and “ System-L evel Configuration Settings.”
http://www.cisco.com/en/US/products/swi/voicesw/ps556/products administration _guide bo
0k09186a00803bedee.html.

n Cisco Systems, Inc. Cisco CallManager Administration Guide, Release 4.1(3).
http://www.cisco.com/en/US/ products/sw/voicesw/ps556/products administration guide bo
0k09186a00803bedec.html.
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Lesson 2-3

Configuring Cisco
Catalyst Switches

Overview

Deploying | P telephony requires planning how the IP Phoneswill be powered and how the voice
network will be combined with the data network while ensuring that the data traffic does not degrade
the quality of thevoicecadls.

Cisco Catalyst switches provide three features that aid an | P tel ephony deployment: inline power, voice
VLANS, and class of service (CoS). Using the Cisco Catayst switch to power |P Phones can save on
wiring costs and simplifies management. Enabling multiple VLANsin asingle port and placing voice
packetsin one VLAN and datain another VLAN saves money by reducing the number of switch ports.
Extending CoS to the IP Phone improves voice quality by ensuring that voice packets receive priority
over data.

This lesson discusses the three major functions that Cisco Catalyst switches perform in an 1P telephony
network and describes how to configure a Cisco Catalyst switch to enable these functions.

Objectives

Upon completing this lesson, you will be able to implement a Cisco Catalyst switch in an IP telephony
network to provide PoE to | P Phones, prioritize voice traffic, and create a separate voice VLAN for IP
Phones This ability includes being able to meet these objectives:

n ldentify the functions that Cisco Catalyst switches perform in a Cisco I P telephony solution
n Describethe three options for powering Cisco |P Phones

n Describe the two types of PoE that Cisco Catalyst switches provide

n ldentify the Cisco Catalyst switches that support PoE

n ldentify the commands to configure POE on Cisco Catalyst switches



Configuredual VLANS on a single port on a Cisco Catalyst switch so that the | P Phones
residein a separate VLAN

Configure CoS on Cisco Catalyst switches so that voice traffic has priority over data traffic
asit travels throughout the network



Catalyst Switch Role in IP Telephony

This topic describes the role of Cisco Catalyst switchesin the | P telephony infrastructure.

Cisco Catalyst Switch Role in IP Teleﬁhon¥

* Supplies inline power

to IP Phones
. 4_t—-.}

* Supports voice and »«
data VLANs on a i ——
single port == W=

e Prioritizes voice traffic | | _l

with class of service
(CoS) marking

Cisco voice-capable Catalyst switches can provide three primary features to assist you with your IP
telephony deployment:

n

Inline power: Inline power capabilities allow a Cisco Catalyst switch to send power through
the Ethernet copper to a Cisco | P Phone or other inline power-compatible devices (such as
wirel ess access points) without the need for an external power supply. Inline power is also
referred to as Power over Ethernet (POE). Inline power was developed in 2000 by Cisco to
support the emerging | P telegphony solution.

Auxiliary VL AN support: Auxiliary VLAN support alows a switch to support multiple
VLANSs on asingle port. You can connect one or more network devices to the back of the
Cisco | P Phone because some Cisco | P Phones have built-in switches. Auxiliary VLANs
allow you to place the IP Phone, and the devices that are attached through the IP Phone, on
separate VLANS.

Class of service (CoS) marking: CoS marking is data link layer (Layer 2) marking that is
used to prioritize network traffic. Prioritizing voicetraffic is critical in IP te ephony
networks. If voicetraffic is not given priority, poor voice quality may result because voice
frames wait in the switch queue behind large data frames. The switch can use existing CoS
marking to prioritize network traffic and can also classify and mark traffic that it receives.



Powering the Cisco IP Phone

Thistopic describes the three options for powering Cisco IP Phones.

Three Ways to Power IP Phones
ﬂ

* Power over Ethernet (PoE):

— Needs PoE line cards or PoE ports
for Cisco Catalyst switches
— Delivers -48 V DC over data pairs
(pins 1, 2, 3, and 6)
* Midspan power injection:
— Needs external power source
equipment
— Delivers -48 V DC over spare pairs
(pins 4,5, 7, and 8)
- Wall power: AC D_ wai power | ST
Source to 48V DC
— Needs DC converter for converer
connecting IP Phone to wall outlet

Mogt Cisco IP Phone model s are capable of using the following three options for power:

n PoE: With PoE, the phone plugs into the data jack that connects to the switch, and the user
PC in turn connects to the |P Phone. Power-sourcing equipment (PSE), such as Cisco
Catalyst PoE-capable modular and fixed-configuration switches, insert power over the
Ethernet cable to the powered device, for example, an IP Phone or 802.11 wireless access
point.

n Midspan power injection: Because many switches do not support PoE, the powered device
must support a midspan power source. This midspan device sits between the LAN switch
and the powered device and inserts power on the Ethernet cable to the powered device. A
technical difference between the midspan and inline power mechanismis that power is
ddivered on the spare pairs (pins 4, 5, 7, and 8). An example of midspan PSE is a Cisco
Catalyst Inline Power Patch Pand.

n Wall power: Wall power needs a DC converter for connecting the I P Phone to awall outlet.

Note You must order the wall power supply separately from the Cisco IP Phone.




Types of PoE Delivery

This topic discusses the two types of PoE delivery that Cisco Catalyst switches can provide.

Two Types of PoE Delivery
ﬂ

Cisco original implementation:

» Provides -48 V DC at up to 6.3 to 7.7 W per port over data pins
1, 2,3,and 6.

» Supports most Cisco devices (IP Phones and wireless access points).

» Uses a Cisco proprietary method of determining if an attached device
requires power. Power is delivered only to devices that require power.

IEEE 802.3af Power over Ethernet:

» Specifies -48 V DC at up to 15.4 W per port over data pins 1, 2, 3, and 6
or spare pins 4, 5, 7, and 8.

» Enables a new range of Ethernet-powered devices because of increased
power.

» Standardizes the method of determining if an attached device requires
power. Power is delivered only to devices that require power.

» Has several optional elements, including power classification.

Cisco provides two types of inline power delivery: the Cisco original implementation and the |EEE
802.3af POE standard. You can refer to both inline power types as PoE:

n Cisco original implementation PoE: Cisco was the first to develop PoE. The original Cisco
(prestandard) implementation supports the following features:

—  Provides—48V DC at up to 6.3 to 7.7 watts (W) per port over data pins 1, 2, 3,
and 6.

—  Supports most Cisco devices (1P Phones and wireless access points).

—  UsesaCisco proprietary method of determining whether an attached device requires
power. Power is ddivered only to devices that require power.

n |EEE 802.3af PoE: Sincefirst developing PoE, Cisco has been driving the evolution of this
technology toward standardization by working with the |EEE and member vendors to create
a standards-based means of providing power from an Ethernet switch port. The |[EEE
802.3af committee has ratified this capability. The |EEE 802.3af standard supports the
following features:

—  Specifies—48V DC at up to 15.4 W per port over datapins 1, 2, 3, and 6 or the
gparepins 4, 5, 7, and 8 (a PSE can use one or the other, but not both).

—  Enables anew range of Ethernet-powered devices that consume additional power.



—  Standardizes the method of determining whether an attached device requires power.
Power is ddivered only to devices that require power. This type has several optional
elements, such as power classification, where powered devices can optionally support
a signature that defines the maximum power requirement. PSE that supports power
classification reads this signature and budgets the correct amount of power per
powered device, which will likely be significantly less than the maximum allowed
power.

Without power classification, the switch reservesthe full 15.4 W of power for every device. This
behavior may result in oversubscription of the available power supplies so that some devices will not be
powered even though there is sufficient power available.

Power classification defines these five classes:

n

n

n

n

n

0 (default): 15.4 W reserved
1.4W

2. TW

3:15.4W

4: Reserved for future expansion

All Cisco IEEE 802.3af-compliant switches support power classification.

The Cisco Power Calculator isan onlinetool that enables you to cal culate the power supply
requirements for a specific POE configuration. The Cisco Power Calculator is available to registered
Cisco.com users at www.Cisco.com/go/poe.

Cisco Prestandard Device Detection

Cisco Prestandard
/Implementation
Powered Device Port

It is an inline device. i . ]



http://www.cisco.com/go/poe

Thefigureillustrates how a Cisco prestandard Catalyst switch detects a Cisco |P phone, wire ess access
point, or other inline power-capable device. When a switch port that is configured for inline power
detects a connected device, the switch sends an Ethernet Fast Link Pulse (FLP) to the device. The Cisco
powered device (IP Phone) loops the FLP back to the switch to indicate its inline power capability. The
switch then delivers 48 V DC PoE (inline) power to the IP Phone or other inline power-capable

endpaint.

IEEE 802.3af Device Detection

|EEE 802.3af PSE IEEE 802.3af Powered Device

-2.8Vto -10 V| pin3

Switch

It is an IEEE
Powered Device

- :
25 K-Ohm b ]
Resistor Jlog 1 |

CIPTLv4.1—27

Thefigureillustrates how a Cisco Catayst IEEE 802.3af-compliant switch detects a Cisco | P phone,
wireless access point, or other inline power-capable device. The PSE (Cisco Catalyst switch) detects a
powered device by applying avoltagein the range of —2.8 V to —10 V on the cable and then looks for a
25K ohm signature resistor. Compliant powered devices must support this resistance method. If the
appropriate resistance is found, the Cisco Catalyst switch delivers power.



Catalyst Family of POE Switches

Thistopic describes the Cisco Catalyst PoE switch models.

Cisco Catalyst Family of PoE Switches
ﬂ

Cisco Catalyst 6500 Cisco Catalyst 4500

Cisco Catalyst 3750

Cisco EtherSwitch Network Module*

Cisco Catalyst 3560

*Cisco prestandard PoE only

The Cisco Catalyst LAN switching portfolio is the industry-leading family of intelligent switching
solutions delivering a robust range of security and quality of service (QoS) capabilities. The Cisco
Catayst switch portfolio allows organizations to enable new business applications and integrate new
technol ogies such as wireless and | P telephony into their network infrastructure. Here are the switches
in the Cisco Catalyst family:

n Cisco Catalyst modular switching: The Cisco Catalyst 6500 Series delivers a 96-port
10BASE-T/100BASE-T line card and 48-port 10BASE-T/100BASE-T and
10BASE-T/100BASE-T/1000BASE-T line cards. The Catalyst 6500 Series offers a
modular PoE daughter card architecture for the 96-port card and the 48-port 10/100/1000
card. The Cisco Catalyst 4500 Series delivers 48-port 10/100 and 10/100/1000 line cards.
All line cards support both IEEE 802.3af and Cisco prestandard inline power. The cards are
compatible with any Cisco Catalyst 6500 or 4500 chassis and Supervisor Engine. The Cisco
Catalyst modular chassis switches can deiver 15.4 W per port for all 48 ports on amodule
simultaneously.

n Cisco Catalyst stackable switching: The Cisco Catalyst 3750 Series offers 48- and 24-port
Fast Ethernet switches that comply with IEEE 802.3af and Cisco prestandard PoE. The
Cisco Catalyst 3560 Series offers 48- and 24-port Fast Ethernet switches that support both
the industry standard and Cisco standard PoE.



n Cisco Ether Switch modules: The Cisco 36- and 16-port 10/100 Ether Switch modules for
Cisco 2600 and 3700 Seriesrouters offer branch office customers the option to integrate
switching and routing in one platform. These modules can support Cisco prestandard PoE
and provide straightforward configuration, easy deployment, and integrated management in a
single platform. The Cisco 2600 Series requires a separate external POE power supply; the
Cisco 3700 Series integrates the power supply.

Thistable lists the Cisco Catalyst PoE options.

Catalyst Switch PoE Options

Cisco Cisco Cisco Cisco Cisco
Catalyst Catalyst Catalyst Catalyst EtherSwitch
6500 4500 3750 3560 Module
PoE 48-, 96-port | 48-port 24-, 48-port | 24-, 48-port | 16-, 36-port
Configuratio | 10/100 or 10/100 or 10/100 10/100 10/100
n Options 48-port 10/100/1000
10/100/1000
IEEE 802.3af- | Yes Yes Yes Yes No
Compliant
Cisco Yes Yes Yes Yes Yes
Prestandard
PoE
Note Cisco does not offer an IEEE 802.3af midspan injection product. The 48-port Cisco
Catalyst Inline Power Patch Panel supports Cisco prestandard PoE.
Note The switches that are listed here also support multiple VLANs per port and CoS.




Configuring PoE

This topic discusses the configuration of PoE on Cisco Catalyst switches.

Cisco Catalyst Switch: Configuring PoE

Cisco CatOS:

Cat OS>(enabl e) set port inlinepower <nod/port> ?
aut o Port inline power auto node
of f Port inline power off node

Native Cisco I0S software:

CSCO Os(config-if)# power inline <auto/never>

Usethe set port inlinepower command on a switch that is running Cisco Catalyst Operating System
software (CatOS). The two modes are auto and off. In the off mode, the switch does not power up the
port even if an unpowered phoneis connected. In the auto mode, the switch powers up the port only if
the switching module has discovered the phone. Examples of devices running Cisco CatOS include the
Cisco Catalyst 6500, 4500, and 4000 Series.

Use the power inline command on switches that are running native Cisco |OS software (examples
include the Catalyst 6500, 4500, 3750, and 3560 switches). The powered device-discovery algorithm is
operational in the auto mode. The powered device-discovery agorithm is disabled in the never mode.
Other modes exist for allocating power, depending on the version of Cisco IOS. For example, the ability
to allocate power on a per-port basis with the allocation milliwatt mode.

Note

The Catalyst 6500 Series can run either Cisco Catalyst operating system software or native
Cisco |0S software if the switch Supervisor Engine has a Multilayer Switch Feature Card
(MSFC). Otherwise, these switches can run only Cisco Catalyst software. The Cisco
Catalyst 4500 and 4000 Series can also run Cisco Catalyst software or native Cisco I0S
software, depending on the Supervisor Engine. Generally, late-edition Supervisor Engines
run native Cisco |OS software; however, you should check the product documentation to
determine the Supervisor Engine and the operating system that is supported on your
specific model.




Cisco Catalyst Switch: Show Inline Power

Status
ﬂ

show port inline power 7
Default Inline Power allocation per port: 10.000 Watts (0.23 Anps @2V)
Total inline power drawn by module 7: 75.60 Watts (1.80 Anps @2V)

Port I nl'i nePower ed Power Al | ocat ed
Admi n Oper Det ect ed mAat t m @2V

711 aut o of f no 0 0

712 aut o on yes 6300 150

713 aut o on yes 6300 150

714 aut o of f no 0 0

715 auto of f no 0 0

716 aut o of f no 0 0

717 aut o of f no 0 0

show power inline

Interface Admi n Oper Power ( mMatt ) Device
FastEthernet9/1 auto on 6300 Cisco 6500 | P Phone
Fast Ethernet9/2 auto on 6300 Cisco 6500 | P Phone
Fast Ethernet9/3 auto of f 0 n/a

Use the command shown in the figure to display a view of the power allocated on Cisco Catayst
switches. The switch shows the default allocated power as 10 W in addition to the inline power status of
every port. The “Inline Power Syntax Descriptions’ table provides a brief description of the syntax
output.

Inline Power Syntax Descriptions

Column Heading Description

Port Identifies the port number on the module

Inline Powered

Admin Identifies the port configuration from using the set inlinepower mod/port
[auto | off] command

Oper Identifies whether the inline power is operational

Power Allocated

Detected Identifies whether power is detected
mWatt Identifies the milliwatts supplied on a given port
mA @42V Identifies the milliamps at 42 V supplied on a given port (the actual

voltage is —48 V)




Configuring Dual VLANS

Thistopic describes the configuration of a multi-VLAN access port.

A Multi-VLAN Access Port

* An access port able to handle two VLANSs
* Access (data) VLAN and voice (auxiliary) VLAN

Access Port

Tagged 802.1Q

N
A
v

— V%

S
A 4

Untagged 802.3

All data devices typically resde on data VLANS in the traditional switched scenario. You may need a
separate voice VLAN when you combine the voice network into the data network. (The Cisco Catalyst
software command-line interface (CL1) refersto this new voice VLAN asthe auxiliary VLAN for
configuration purposes.) You can use the new voice VLAN to represent Cisco | P Phones. Although you
can think of it asavoice VLAN, in the future, other types of nondata deviceswill reside in the voice
VLAN.

The placement of nondata devices (such as IP Phones) in avoice VLAN makesit easier for customersto
automate the process of deploying IP Phones. IP Phoneswill boot and reside in the voice VLAN if you
configure the switch to support them, just as data devices boot and reside in the access (data) VLAN.
The IP Phone communicates with the switch via Cisco Discovery Protocol when it powers up. The
switch provides the telephone with the appropriate VLAN ID.

Administrators can implement multiple VLANSs on the same port by configuring an access port. A
tagging mechanism must exist to distinguish among VLANS on the same port. 802.1Q isthe IEEE
standard for tagging frames with a VLAN 1D number. The IP Phone sends tagged 802.1q frames. The
PC sends untagged frames and the switch adds the access VLAN tag before forwarding toward the
network. When the switch receives a frame from the network destined for the PC, it will remove the
access VLAN tag before forwarding the frame to the PC.



There are some advantages in implementing dual VLANS:

n Thissolution allows for the scalability of the network from an addressing perspective. |P
subnets usually have more than 50 percent (often more than 80 percent) of their IP addresses
allocated. A separate VLAN (separate | P subnet) to carry the voice traffic allows you to
introduce a large number of new devices, such as | P Phones, into the network without
extensive modifications to the | P addressing scheme.

n Thissolution allows for thelogical separation of data and voice traffic, which have different
characteristics. This separation alows the network to handle these two traffic types
individually.

n This solution allows you to connect two devices to the switch using only one physical port
and one Ethernet cable between the wiring closet and the | P Phone or PC location.

Configuring Voice VLANs Using

Cisco CatOS
ﬂ

Synt ax:

set port auxiliaryvlan mod[1 port]{vl an|untagged|
dot 1p| none}
vian = 1 to 1000

Exanpl e:

Consol e>(enabl e) set port auxiliaryvlan 2/1-3 222
Auxi | i aryvl an 222 configurati on successful.
Auxi | i aryvl an AuxVl anSt at us Mod/ Ports

222 active 1/2,2/1-3

Configure auxiliary VLAN portsin Cisco Catalyst software 5.5 and above using the set port
auxiliaryvlan command to configure the auxiliary VLAN ports:

set port auxiliaryvlan mod[/port] {vian | untagged | dot1p | none}



Syntax Description

Command Description

Command Description

mod[/port] Number of the module and (optional) ports.

vlan Number of the VLAN; valid values are from 1 to 1000.

untagged Keyword to specify that the IP Phone 7960 send untagged
packets without 802.1p priority.

dotlp Keyword to specify that the IP Phone 7960 send packets with
802.1p priority.

Thevoice VLAN ID in this exampleis set to the value of 222 for ports 2/1 through 2/3. The switch
instructs the IP Phoneto residein VLAN 222 when it powers up. Y ou can use this command to set the
voice VLAN ID on aper-port basis, for a range of ports, or for an entire module.

Configuring Voice VLANs Using Native

Cisco I0S
ﬂ

Exanpl e:

Consol e(config)#interface FastEthernet0/1
Consol e(config-if)#sw tchport node access
Consol e(config-if)#sw tchport voice vlan 261
Consol e(config-if)#sw tchport access vlan 262
Consol e(config-if)#spanning-tree portfast

Use the commands shown in the figure to configure voice and data VL ANs on the single-port interface
of aswitch that is running native Cisco | OS software. These commands apply the same functionality as
setting a port to use an auxiliary VLAN on a Cisco Catalyst switch that is running Cisco Catalyst
software.



Catalyst Switch Voice Interface

Commands

Command

Description

switchport mode access

Configures the switchport to be an access (non-trunkjng) port

switchport voice vlan voice-
VLAN_ID

Configures the switchport with the voice VLAN (261 in this
example) to be used for voice traffic. The range is 1 to 4094.
By default, the IP phone forwards the voice traffic with an
IEEE 802.1Q priority of 5...

switchport access vlan
data VLAN_ID

Configure the interface as a static access port with the access
VLAN ID (262 in this example); the range is 1 to 4094.

spanning-tree portfast

Causes a port to enter the spanning-tree forwarding state
immediately, bypassing the listening and learning states. You
can use PortFast on switch ports that are connected to a
single workstation or server (as opposed to another switch or
network device) to allow those devices to connect to the
network immediately.

Verifying Voice VLAN Configuration Using

Cisco CatOS

ﬂ

Consol e> (enabl e) show port auxiliaryvlan 222
Auxi | i aryVl an AuxVl anSt at us Mbd/ Ports

222 active 1/2,2/1-3
Consol e> (enabl e)

Port  AuxiliaryV

Consol e> (enabl e) show port 2/1

an AuxVl an- St at us

active

You can check the status of the auxiliary VLAN on a port or module in one of two ways:

n Usethe show port auxiliaryvlan vian-id command to show the status of that auxiliary
VLAN and the module and ports whereit is active.

n Usethe show port [modulgf/port]] command to show the module, port, and the auxiliary

VLAN and the status of the port.



Verifying Voice VLAN Configuration Using

Native Cisco 10S
ﬂ

Cl ass-1- Swi t ch#sh interfaces fa0/ 4 switchport
Nane: FaO/ 4

Swi t chport: Enabl ed

Admi ni strative Mde: static access
Operational Mde: static access

Admi ni strative Trunking Encapsul ation: negotiate
Operational Trunking Encapsul ation: native
Negoti ation of Trunking: Of

Access Mode VLAN 262 (VLANO262)

Trunking Native Mbde VLAN: 1 (default)

Voi ce VLAN: 261 (VLANO261)

Y ou can verify your voice VLAN configuration on the Cisco Catalyst switchesthat are running native
Cisco |0S software by using the show inter face mod/port switchport command.



Configuring Class of Service

This topic describes the configuration of CoS when a PC and a Cisco |P Phone share the same switch
port.

Extending QoS to the IP Phone

This feature allows the extension of the trusted boundary
to the IP Phone.

\I Phone VLAN = 200 PC VLAN =3
CoS=5 7 . CoS=7
Y 4
gy 7= .
I' Access port —
IP Phone: Desktop PC:

IP Subnet B IP Subnet A
PC is not trusted CoS=0 /- §___Cos=7
PC is not trusted ) Cos=2 4 5?/ CoS=7
CoSsetto2 e
) CoS=7 a4 CoS=7
PC is trusted 4—-;‘#/
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CoSisadatalink layer marking that you can use to classify traffic as it passes through a switch. You
should ensure that voice traffic has priority asit travel s throughout your network because it is extremely
sensitive to delay. Cisco | P Phones send al voice packets tagged with CoS 5 by default, which isthe
highest level of CoS that is recommended for user traffic.

Themulti-VLAN port & so receives packets from the devices (PCs and workgtations) that are connected
to the access port of the P Phone. The attached device, if it isnot in the native VLAN, can send packets
with a CoS egual to or higher than the packets that are being sent by the | P Phone, which can cause
severe voice quality problems on your |P telephony network. This can be done only if the device is not

in the native VLAN.

Cisco Catalyst switches have the ability to extend the boundary of trust to the IP Phone. Y ou can use the
switch to instruct the | P Phone to accept the CoS value of frames that are arriving from connected
devices (trust) and allow the CoS to remain unchanged. Alternatively, you can choose not to trust the
attached device and set the CoSto 0 or set the CoS to a configured value that you determine.

The Cisco Catayst switch uses Cisco Discovery Protocol to send this configuration information to the
IP Phone. The switch sends an additional Cisco Discovery Protocol packet to the IP Phone whenever
thereisa change in the CoS configuration.

The switch uses its queues, which are available on a per-port basis, to buffer incoming and outgoing
frames. The switch can use the CoS values to place the frames in the appropriate queues. Voice frames
should be placed in the priority queue for minimal delay.



Configuring CoS
ﬂ

Cisco CatOS

| set port qos nod/port cos cos-val ue |

+ Set the default value for all packets that have arrived through an untrusted
port

set port qos nod/ports... trust-ext {trusted |

unt r ust ed}

+ Allows you to trust or not trust (set to 0) the CoS assigned to the device
attached to the IP Phone

Native Cisco I0S

Swi tch(config)#i nterface FastEthernet0/1

Swi tch(config-if)#switchport priority extend
{cos value | trust}

+ Choose to modify, ignore, or trust the CoS of the attached device

ms, Inc. All ights reserved

Y ou can configure the switch with different QoS settings on a per-port basis. Use the
set port gos cos command to set the default value for al packets that have arrived
through an untrusted port. The cos-val ue specifies the CoS value for a port; valid values
arefrom 0 to 7. Seven isthe highest priority. The default is O (not trusted).

For example, the command set port qos 3/1 cos 3 sets the cos value to 3 on port 3/1.

Usethe set port qos mod/ports... trust-ext {trusted | untrusted} command to either extend trust to the
PC by specifying that all traffic received through the access port passes through the phone switch
unchanged, or to not trust the port and change the CoS value to 0.

Use the switchport priority extend interface configuration command to set a port
priority for the incoming frames received by the IP phone connected to the specified
port. The cos-value is used to set the I P phone port to override the priority received
from PC or the attached device. Valid values for the cos-value from O to 7. Sevenis the
highest priority. The default is O (not trusted). Alternatively, the trust keyword causes
the | P phone port to trust the priority received from PC or the attached device, that is,
to not change the CoS value.

The Implementing Cisco Quality of Service (QOS) course provides more information about voice QoS
theory and configuration.



Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

» Cisco voice-capable switches support three
primary feature sets that can assist with an IP
telephony deployment: POE, dual VLANSs, and CoS.

* Most Cisco IP Phone models are capable of using
three options for power: inline power, external
power, and wall power.

* Two types of inline power delivery are the Cisco
prestandard implementation and IEEE 802.3af PoE.
These differ in the amount of power supplied, how
powered devices are discovered, and optional
enhancements.

Summary (Cont.)

» The Cisco Catalyst 6500, 4500, 3750, and 3560 switches
support 802.3af and Cisco PoE, dual VLANSs, and CoS.

» Configure inline power using the set port inline power
command (Catalyst operating system) or power inline
(native Cisco IOS software) command.

» Using dual VLANSs on a single-port Cisco Catalyst
switch improves network scalability when you combine
a voice network into a data network.

* When a PC and an IP Phone share the same switch
port, you can use the CoS on Cisco Catalyst switch
models to classify circuits so that voice packets have
priority over data packets.




References

For additional information, refer to these resources:

n Cisco Systems, Inc. Multilayer LAN switches documentation.
http://www.cisco.com/univercd/cc/td/doc/product/lan/index.htm.

n Cisco Systems, Inc. Understanding |P Phone In-Line Power Provisioning on the Catalyst
6500/6000 Shitch.
http://www.cisco.com/warp/public/788/AVVID/catbk_inline pwr.htmi#second.
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Lesson 2-4

Configuring Cisco IP
Communicator

Overview

Busi nesses often want to provide users who travel or telecommute with a supplementa tel ephone that
provides them with the same familiar phone services on theroad or in the home office that users enjoy
from the main office. Cisco |P Communicator is a software-based application that delivers enhanced
telephony support through persona computers with the same features, functionality, and interface asa
desktop Cisco IP Phone. This application allows computers to function as Cisco |P Phones, providing
high-quality voice calls on theroad, in the office, or from wherever users may have access to the
corporate network.

This lesson discusses Cisco | P Communicator features and functions, ingtallation, configuration, and
deployment.

Objectives
Upon completing this lesson, you will be ableto install Cisco |P Communicator and make IP Phone
calls from the PC. This ahility includes being able to meet these objectives:
n Describe the features and function of Cisco IP Communicator
n Identify the stepsto install and configure Cisco |P Communicator
n Configure Cisco CallManager to enable Cisco |P Communicator

n Deploy Cisco IP Communicator using a supported deployment option and the Cisco IP
Communicator Administration Tool

n Perform required and recommended postinstallation configuration tasks to enable Cisco |P
Communicator to function properly or to allow users to access some features



Cisco IP Communicator Overview

Thistopic describes the features and function of Cisco IP Communicator.

Cisco IP Communicator Overview
ﬂ

» Gives your PC the functionality of an
IP phone

« Allows you to access your phone
extension and services outside the
office (on and off campus)

» Provides parity with the advanced
Cisco IP Phones

* Windows-based IP Phone pa
implementation compatible with
Cisco CallManager Version 3.3(3)
SR3 and later

* Multiple language support using
Cisco IP Telephony Locale Installer

2005 Cisco Systems, Inc. All rights reserved CIPT1v41—2-3

Cisco IP Communicator is a software-based application that endows computers with the functionality of
I P Phones, providing high-quality voice calls on the road, in the office, or from wherever users may
have access to the corporate network.

When registered to Cisco CallManager system, Cisco |P Communicator has the features and
functionality of a full-featured Cisco IP Phone, including the ability to transfer calls, forward calls, and
conference additional participantsinto an existing call. System administrators can provison Cisco IP
Communicator as they would any other Cisco IP Phone, simplifying |P Phone management.

Cisco IP Communicator is aMicrosoft Windows-based 1P Phone compatible with Cisco CallManager
Release 3.3(3) SR3 and later versions using the Skinny Client Control Protocol (SCCP).

Cisco IP Communicator is availablein languages besides English. If you are using Cisco IP
Communicator in alocale where alanguage other than English is spoken, ingall the Cisco IP
Telephony Locale Installer on every Cisco CallManager server in the cluster. Doing so ensures that you
have the latest trandated text, user and network locales, and country-specific phone tones avail able. For
more information, refer to “Cisco IP Telephony Locale Installer” at:
http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/locingt/index.htm.



http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/locinst/index.htm

Cisco IP Communicator Features
ﬂ

Ease of use
» Feature parity with advanced Cisco IP Phones
— Multiple lines
— IP Phone services support (XML) such as extension mobility
Management
» Unified administration with Cisco IP phones
— Scaling 1to 1 with IP Phones (unlike TAPI-based)
— Automatic software updates

Deployment
» Autodetection of Cisco VPN client
Voice quality
» Advanced jitter buffer and packet loss concealment algorithms
* Audio Tuning Wizard for setting levels
» Echo suppression and noise cancellation

ms, Inc. Al rights reserved

Details of Cisco IP Communicator features are covered in the slide and in the following list:

n Easeof use

—  Cisco IP Communicator ddivers feature parity with advanced Cisco | P Phones such
as the Cisco 7940 and up

—  Therearemultiplelines: eight line keys and five softkeys.

—  IP Phone services such as extension mobility are supported. This solution also
enables customers and developers to deliver Extensible Markup Language (XML)-
based applications to the display.

n Management

— It scales 1:1 with IP phones. Cisco IP Communicator is a“lighter-weight” device than
Tdephony Application Programming Interface (TAPI)-based applications such as
Cisco IP SoftPhone, so it places less load on Cisco CallManager.

—  Software updates automatically. AutoUpdate is part of the Cisco IP Communicator
software that helps you automatically update Cisco IP Communicator. Every time
Cisco IP Communicator registers with a Cisco CallManager, AutoUpdate compares
the current Cisco IP Communicator software load with the version in the
configuration file. AutoUpdate downloads and installs new software components from
the TFTP server when it detects that they are available. In addition, AutoUpdate can
use HTTP to download from the server if you have enabled HT TP access to your
TFTP server. Run the Cisco IP Communicator Administration Tool to enable HTTP.

n  Deployment

—  Cisco Virtua Private Network (VPN) clients are automatically detected, and support
for most VPN clients (including the Microsoft Point-to-Point Tunneling Protocol
[PPTP] client) is automated.



n Voicequality
—  Kernd mode operation prevents resource intensive applications from affecting audio.

—  Cisco IP Communicator offers advanced jitter buffer and packet loss concealment
algorithms.

—  TheAudio Tuning Wizard can be used for setting input and output levels.
—  Features include echo suppression and noise cancelation.

—  Cisco IP Communicator also offers voice activity detection, silence suppression, and
error conceal ment.

Cisco IP SoftPhone and IP Communicator
Feature Comparison
ﬂ
Azl Con?ﬁﬁcr)lilcF;tor Soglgshcc?nlepls
SCCP Yes No
Multiple Lines or Directory Numbers Yes No
E_nterprise Call Features: Shared Lines, Park, Yes No
Pickup, MeetMe Conference, Barge
XML Support Yes No
Automatic Software Updates Yes No
Date and Time Display Yes No
Skin (Display) Options Yes No
VPN Support for Remote Access Yes No
Third Party Application Integration—TAPI
(NetMeeting for Collaboration, Outlook, and No Yes
So On)
Drag and Drop Dialing No Yes
Collaboration No Yes
Alphanumeric Translation No Yes

Thefigure identifies the differences between Cisco I|P Communicator and Cisco | P SoftPhone.
Additional details on some of the differences are asfollows:

n Skin (display) options: Cisco IP Communicator comes with two desktop appearances called
skins that enable you to change the look of the phone display.

n Alphanumeric trandation: Cisco |IP SoftPhone can trandate alphanumeric dialing strings
into keypad digits. For example, if you enter 1-800-GOCISCO, Cisco | P SoftPhone
correctly trandates the dial string to 1-800-462-4726. The values for Q and Z are trandated
to 7 and 9, respectively.

n Dragand drop dialing: Cisco IP SoftPhone displays a history of the calls that you have
placed, missed or answered in the call log. To place acall to a number in the call log, you
can sdect the entry and click Dial or sdect the entry and drag and drop it to the SoftPhone
interface.

n VPN support for remote access: Cisco |P Communicator supports autodetection of Cisco
VPN client and automated support for many VPN clients that appear as alternative network
interfaces (such as the Microsoft PPTP client).



Cisco IP Communicator Installation and
Configuration Overview

This topic identifies the steps to install and configure Cisco |P Communicator.

Configuration Steps for Cisco IP

Communicator
ﬂ

1. Add the device in Cisco CallManager.
2. Run the Cisco IP Communicator

. Install the phone load on the publisher or TFTP
. Install Cisco IP Communicator software on

. Perform postinstallation tasks.

Administration Tool.
server to enable AutoUpdate.

client PCs.

Toingall and configure Cisco |P Communicator, follow this procedure:

Step 4

Step 5

Step 6

Step 7

Step 8

Add the devicein Cisco CallManager. The procedure for adding Cisco IP
Communicator is similar to the procedure for adding an IP Phone.

Run the Cisco |P Communicator Administration Tool to enable HTTP access and
access the Directory Wizard if desired.

Install the phone load. The phoneload is a patch to enable Cisco |P Communicator to
use AutoUpdate via the TFTP server of the Cisco CallManager (similar to |P Phone
firmware updates). AutoUpdate will occur when the application is launched or a
device reset is performed. The file name of the phone load will be of the form cmterm-
CIPC.CIPC-1-1-2-0.exe or cmterm-CIPC.CIPC-1-1-3-0.exe. The phoneload is
bundled with the Cisco IP Communicator software package contents.

Install Cisco I|P Communicator on the client PC.

Perform postinstallation tasks before first use.

Additional details on Steps 1, 2, 4, and 5 are covered in the next topics.



Configuring Cisco CallManager for Cisco IP
Communicator

Thistopic describes how to configure Cisco CallManager to enable Cisco |P Communicator.

Adding the Device to Cisco CallManager

Database
ﬂ

Method MAC

Add " Using Cisco CallManager Administration
ress:

Auto-registration |No Add a New Phane

Lelevt b e ol Uee pb o pu vevuld like Lo create:

Auto-registration | No L — 5
with TAPS Loz 12 |

Using Cisco Yes
CallManager
Administration

Using BAT Yes

Before installing the Cisco |P Communicator application, you must add devices to the Cisco
CallManager database. Just as with Cisco | P Phones, there are four ways to add devices to the Cisco
CallManager database:

n Auto-registration: You can use this method without first gathering MAC addresses from
client PCs. When auto-registration is enabled, Cisco CallManager provides a directory
number as soon as you run the Cisco |P Communicator application after installation.

n Auto-registration with Tool for Auto-Registered Phones Support (TAPS): You can use
this method without first gathering MAC addresses from client PCs. TAPS works in
conjunction with the Cisco Bulk Administration Tool (BAT) to update devices that were
previoudly added to the Cisco CallManager database using dummy MAC addresses. Use
TAPS to update MAC addresses and download predefined configurations for Cisco IP
Communicator devices.

n Using Cisco CallManager Administration: To use Cisco CallManager Administration, you
need to first collect the appropriate MAC address from the network interface for each client
on which you want the Cisco IP Communicator application installed. After you have
collected MAC addresses, choose Device > Add a New Devicein Cisco CallManager
Administration.

n Using BAT: The Cisco BAT is a plug-in application for Cisco CallManager that enables
system administrators to perform batch operations, including registration, on large numbers
of devices, including Cisco |P Phones and Cisco IP Communicator devices. To add devices
using BAT only (not in conjunction with TAPS), you first need to collect the appropriate
MAC address from the network interface for each client on which you want the Cisco IP
Communicator application installed.



Deploying and Updating Cisco IP Communicator

The topic describes using the Cisco IP Communicator Administration Tool to deploy the Cisco IP
Communicator and the supported depl oyment methods.

Cisco IP Communicator

Administration Tool
ﬂ

» Enables HTTP access

— Faster AutoUpdate Directory Wizard
downloads than TFTP

— Required if using
unsupported VPN clients

LAl oLl CE
omele: (MM
Foplindn

¢ Includes Directory Wizard r e

PR Rt

— Includes Quick Search
feature to access a e
personal or corporate
directory on Cisco
CallManager from Cisco
IP Communicator

As part of your deployment preparations, it is strongly recommended that you run the Cisco IP
Communicator Administration Tool on the Cisco CallManager publisher and select the option in the
tool to enable HTTP access. Thisisarequirement if you have any usersin your network who rely on an
unsupported VPN client. Supported software VPN clientsinclude Cisco VPN Client 3.x or 4.x and the
Microsoft PPTP client. Other third-party VPN dients might be unsupported. A VPN solution is
typically unsupported if it isnot a Cisco product and does not function like a network interface card.

Enabling HTTP will improve the performance of AutoUpdate for remote users. (Downloading software
updates over a dialup or broadband connection using TFTP can take more than 15 minutes.)

Some VPN dlients, such as Cisco VPN Client 3.x, assign the VPN |IP address at a very low level, which
makes it difficult for Cisco IP Communicator to specify the correct address. To eliminate this problem,
Cisco |P Communicator queriesthe Cisco VPN Client directly.

Other VPN clients, such asthe Microsoft PPTP client and Cisco VPN Client 4.x, simply appear as
alternative network interfaces. In these cases, the IP address can be selected with the same autodetection
process that is used to resolve sd ection when there are multiple interfaces.



Other third-party VPN clients might be unsupported and result in one-way audio. To fix the problem,
run the Cisco IP Communicator Administration Tool to create a getl P.asp audio | P address reflector
web page, then specify the URL for the web pagein Cisco CallManager Administration. Cisco IP
Communicator will attempt to fetch this reflector page rather than using other methods of
autodetection. The reflector page returns the IP address from which it sees the request originate, which
isarelatively reliable way to identify the Cisco IP Communicator VPN |P address.

Quick Search enables usersto access a personal or corporate directory on the Cisco CallManager server.
To configure Quick Search, use the Directory Wizard. (To install the Directory Wizard, run the Cisco

| P Communicator Administration Tool.) The Directory Wizard creates an XML configuration file
(LdapDirectories.xml) that tells Cisco |P Communicator which Lightweight Directory A ccess Protocol
(LDAP) directories to search. Cisco |P Communicator downloads this file at startup and savesthelist of
specified LDAP directories. When a user invokes the Quick Search feature, Cisco | P Communi cator
searches the specified LDAP directories, stopping at the first directory where one or more matches are
found. (Therefore, if you have two directories specified, and your search string is matched in the first
directory, the second directory will not be searched, regardless of whether or not it contains matching
entries.)

Y ou can apply Quick Search configuration to al devicesin a Cisco CallManager cluster by using the
Cisco IP Communicator Directory Wizard, or you can manually create a cusom Quick Search XML file
to apply to a specific device.

Tip Make sure that the Telephone Number field in the User Configuration window of Cisco
CallManager Administration shows the user’ phone number. The Quick Search feature
displays this phone number in search results.

Deployment Options
ﬂ

* Deploy to a shared location

—Deploy executable or MSI package to a shared
location or use command-line option with MSI
package to create a server image

* Use a software
deployment tool

—Required if users do not have administrative
privileges on their computers

* Run the installer on a client PC




Y ou can deploy Cisco IP Communicator using either of the following installer packages:

n Ciscol PCommunicator Setup.exe: This executable contains the required Microsoft

n

Windows Installer engines and default verbose logging for typical deployments.

Ciscol PCommunicator Setup.msi: This Microsoft Windows Installer package (M S
package) allows you to provide deployment customization using command-line options.
Logging is not automatically set when you usethe MSI package.

Whether you use the executable or the MSI package, you have three options for performing installation:

n

Deploy to a shared location: You can place the installer on a shared location where you or
auser canrunit. (To usethis method, users must have administrative privileges on their
PCs.)

Y ou can deploy the executable or MSI package to a shared location, such as a web server,
where users can access it to perform installation. Alternately, you can use the following
command-line option with the M SI package to create a server image of Cisco IP
Communicator at a specified network location:

msiexec.exe /a Ciscol PCommunicator Setup.msi.

Use a softwar e deployment tool: You can perform installation for an entire enterprise by
using a software distribution technology. (This method will temporarily eevate user
privileges for installation purposes, if necessary.)

Y ou can use a software deployment tool to distribute Cisco |P Communicator to client PCs.
Infact, you must use this deployment method if users do not have administrative privileges
on their computers (and if you want to avoid installing the application manually on each
client PC). A software deployment tool can temporarily eevate user privileges on the client
PC for installation purposes.

Using a software distribution tool that can pass a command lineto a system allows you to
take advantage of the Windows Installer package and customize values such as the device
name and TFTP server address or addresses at the time of deployment. Using command-line
options to specify these values at deployment means that users do not have to configure
these settings after installation. This greatly simplifies the postinstallation process for users.

Usetheinstaller on the client PC: You can perform installation operations directly on an
individual computer.

Y ou can deploy ether the executable or the MSI package directly to the client PC and
perform installation by running the installer and following the installation wizard. If
necessary, use an administrator account to do this task.



Postinstallation Configuration Tasks

Thistopic describes required and recommended postingtall ation configuration tasks to enable Cisco | P
Communicator to function properly or to enable users to access some features.

Postinstallation Configuration Tasks
ﬂ

Select and tune audio
devices.

Specify a TFTP server
address.

Select a device name. . :
Run Cisco IP o e 2

- raml ENEIERG]

Communicator e
Administration Tool and ot |5 | Fstan |

enable HTTP access Peim e
(if not previously boia saoda [ cemun 1 =
completed). i 2

Provide users with
usernames and
passwords.

After the software has been ingtalled on the client PC, you or the user might need to perform a few
configuration tasks before Cisco IP Communicator can function properly or before users can access
some features. The need to perform these tasks depends upon variables such as settings on the client PC
and the software VPN solution of the user, among other factors. These tasks are as follows:

Step 9

Step 10

Step 11

Step 12

Step 13

Select and tune audio devices (input microphone levels and output headset levels).
Usethe Audio Wizard to select and tune audio devices on Cisco |P Communicator
startup.

Specify a TFTP server address. This step is required if you are not using Dynamic
Host Configuration Protocol (DHCP) with Option 150 enabled.

Choose a device name; this nameis required at launch if the client has multiple PC
interfaces.

Run the Cisco IP Communicator Administration Tool and enable HT TP access if you
have not done so already.

Provide users with usernames and passwords, which are required if users are going to
access the Quick Search or User Options web pages.



Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

» Cisco IP Communicator is a PC- and Windows-based application with
all the functionality of a full-featured Cisco IP Phone.

* Installation and configuration entails adding Cisco IP Communicator in
Cisco CallManager, running the Cisco IP Communicator Administration
Tool, installing the phone load, installing the software on client PCs,
and performing postinstallation tasks.

» Configuring Cisco CallManager for Cisco IP Communicator entails
adding the device (PC) in Cisco CallManager either manually, using
auto-registration, or by using BAT.

« Deploying Cisco IP Communicator entails running the Cisco IP
Communicator Administration Tool and deploying either to a shared
location, using a software deployment tool, or using the Installer
directly on the client PC.

» Postinstallation configuration tasks include tuning audio devices,
specifying the TFTP server address, and providing usernames and
passwords to users.
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Lesson 2-5

Using the Bulk
Administration Tool

Overview

Adding, updating, and deleting phones, users, and gateway ports are important functions in the day-to-
day activities of a Cisco CallManager adminigtrator. When you use Cisco CallManager Administration,
each database transaction requires an individual manual operation. Manually adding and configuring
large numbers of these entities can be time-consuming and tedious. The Cisco Bulk Administration
Tool (BAT) automates the process and achieves faster add, update, and delete operations so that the
system administrator can focus on more business- and network-critical activities.

Thelesson covers BAT Release 5.1(4) and Tool for Auto-Registered Phones Support (TAPS). BAT isa
web-based application for Cisco CallManager that allows you to add, update, or delete alarge number
of smilar telephones, users, or ports at the same time. TAPS works in conjunction with BAT to update
MAC addresses and download a predefined configuration for new phones.

Objectives

Upon completing this lesson, you will be able to use BAT and TAPS to bulk-add and auto-register Cisco
IP Phones, users, and portsin an | P telephony network. This ability includes being able to meet these
objectives:

n Identify the major features and components of the BAT application

n Install the BAT application on a Cisco CallManager publisher server

n Usethe BAT Wizard to perform bulk configuration tasks

n Create an |P Phone template to use with BAT

n |dentify the two waysto create CSV files for importing data into BAT

n Usethe BAT Wizard to validate the | P Phone template and CSV file for errors prior to
inserting the devices into the Cisco CallManager database

n Usethe BAT wizard to insert the IP Phones into the Cisco CallManager database
n Describe how to use BAT to update | P Phone settings for a group of similar phones
n Describethe mgjor requirements for proper installation of TAPS



Introducing the Bulk Administration Tool

This topic examines the features and components of BAT, a product that enables the Cisco
CallManager administrator to complete bulk additions, updates, and deletions for Cisco |P Phones,
users, ports, and other records.

ﬂ

Introduction to BAT

Supports bulk transactions for: 7
» Cisco IP Phones, CTl ports, and H.323 clients ff-_
» Users and user device profiles

» Cisco IP Manager Assistant (IPMA) managers
and assistants

» Cisco Catalyst 6000 FXS Analog Interface
Module

» Cisco VG200 analog gateways and ports

» Forced authorization codes and client matter
codes

« Call Pickup groups
» Locally significant certificates

Includes TAPS

ms, Inc. All rights reserved

You can use BAT (Release 5.1(4) or later), to work with the following types of devices and records:

n

n

n

Add, update, and delete Cisco | P Phones, including voice gateway chalice (VGC) phones,
computer telephony interface (CTI) ports, and H.323 clients

Add, update, and delete users

Add, update, and delete user device profiles

Add, update, and delete Cisco IP Manager Assistant (IPMA) managers and assistants
Add, update, and delete ports on a Cisco Catalyst 6000 FXS Analog I nterface Module
Add or delete Cisco VG200 analog gateways and ports

Add or delete forced authorization codes

Add or delete client matter codes

Add or delete Call Pickup groups

Update or deletelocally significant certificates on Cisco |P Phones

BAT provides an optional application, TAPS, which retrieves the predefined configuration for auto-
registered tel ephones.



Only Cisco CallManager system administrators require access to BAT, but end users can use TAPS
with permission from a system administrator to register new |P Phones.

Cisco Systems has based the BAT utility on the Cisco CallManager Adminigtration interface. You can
access BAT from Cisco CallManager Administration or the Application menu.

BAT Components
ﬂ
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Every device includes a multitude of individual attributes, settings, and information fields that enable
the device to function in the network and provide its telephony features. Many devices have the same
attributes and settings in common, while other values, such as the directory number (DN), are uniqueto
auser or to adevice.

For bulk configuration transactions involving the Cisco CallManager database, the BAT process uses
two components: atemplate for the device type that includes settings that devices have in common and
adatafilein comma-separated values (CSV) format that contains the unique values for configuring a
new device or updating an existing record in the database. The CSV data file worksin conjunction with
the device template.

For instance, when you create a bulk transaction for a group of Cisco IP Phones, you set up the CSV
data file that contains the unique information for each phone, such asthe DN and MAC address. In
addition, you set up or choosethe BAT template that contains the common settings for all phonesin the
transaction, such as a Cisco | P Phone 7960 templ ate.

Caution Because bulk transactions can affect Cisco CallManager performance and call processing,
use BAT only during off-peak hours.




ﬂ

BAT Features

Bulk Administration Tool Wizard

Flexible data input file format

Master phone templates

Validation feature
Reporting utility
* Custom file support

* Export utility

BAT Release 5.0(1) includes a number of useful feature enhancements:

n

Bulk Administration Tool Wizard: The Bulk Administration Tool Wizard guides
administrators through bulk configuration tasks with step-by-step procedures that link to the
web pages for each task. Administrators can easily update phones and lines by using the
BAT web interface.

Flexible CSV data input file: Administrators can use a flexible CSV data input file format
for phones and user device profiles. Administrators can choose the phone or user device
profilefields to use in the CSV file and arrange the order of the fidds. Thefirst record of the
CSV file shows the customized file format. Values in the CSV file take precedence over
template values.

Master phone templates: When you are adding a group of phones that have multiple lines,
you can create a master phone template that provides multiple lines and the most common
values for a specific phone modd. Y ou can use the master template to add phones that have
differing number of lines but do not exceed the number of lines in the master phone template.
For example, you can create a master phone template for a Cisco |P Phone 7960 that has
eight lines. You can use this template to add phones that have one line, two lines, or up to
eight lines.

Validation feature: A validation routine checks that that the CSV data fileand BAT phone
template have populated all required fieds, such as device poal and locations, or that the
number of lines that are configured on the device does not exceed the number specified on
the device template.

Report utility: A BAT report utility generates reportsin CSV format with information
about phones, users, user device profiles, managers and assistants, and gateway records.
Reports do not get generated for the Cisco Catalyst 6000 Foreign Exchange Station (FXS)
ports. Administrators can customize reports for phones and user device profiles by sdecting
and arranging the fidds in the report. You can import report data into Microsoft Excd to
format and print the report.

Custom file support: Administrators can use a custom file to update and delete users when
using queriesis not feasible.



n

Export utility: System administrators need the ability to move large numbers of phone
records to another Cisco CallManager database for department moves, reorganizations, or
equipment upgrades. The export utility in BAT gives you the ability to export large numbers
of phone, user, and user device profile records from a Cisco CallManager database to a data
filein CSV format. Then you can import the records into a different Cisco CallManager

database.



Installing BAT

Thistopic examinesthe BAT installation steps.

Installing BAT
ﬂ
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BAT must beinstalled on the same server as the publisher database for Cisco CallManager. During
BAT installation, the setup program stops the following services:

n Microsoft Internet Information Server (11S) Administration
n  World Wide Web publishing

n FTP publishing

These services automatically restart when the ingallation is complete.

When BAT isinstalled, the Microsoft Excel file BAT.xIt file for the BAT spreadsheet is placed on the
publisher database server at the following path: C:\CiscoWebs\BAT\Excel Template\.

BAT Release 5.1(4) supports Cisco CallManager Release 4.1(3). BAT Rdease 5.1(3) supports Cisco
CallManager Release 4.1(2).

These steps describe the BAT ingtallation process:

Step 14  Using administrator privileges, log in to the system running the publisher database for
Cisco CallManager.

Note You must install BAT directly on the publisher server; do not use Windows Terminal
Services.

Step 15  Choose Application > Install Plugins. The Install Plugins window is displayed, as
shown here.

Step 16  Double-click the setup icon for the Cisco Bulk Administration Tool.



Step 17

Step 18

Step 19

Step 20
Step 21

Step 22

A standard Windows dialog box appears. Determine whether to copy the BAT
installation executable to the system or run it from the current location.

If an existing version of BAT is detected on the server, you are prompted to confirm
thereinstallation or upgrade To reingtall BAT or to upgrade from a previous version,
click OK.

The Welcome screen appears. Click Next, and the Current Settings window appears.

Click Next to install to the default location C:\CiscoWebs\BAT\. BAT installs to
C:\CiscoWebs\BAT\. You cannot change this path. The Start Copying Files window
appears. The setup program begins copying files.

The Setup Complete window appears. Y ou have successfully installed BAT.
To close setup, click Finish.

After you haveinstalled BAT, from Cisco CallManager Administration, choose
Application > BAT to access BAT. If after you haveinstalled BAT, BAT is not
visible under the Application menu, refresh your browser.



Using the BAT Wizard

Thistopic describes using the BAT Wizard to complete the bulk configuration process.

BAT Configuration Process
ﬂ

Set up the template for data input.
Create the CSV data file.

Validate the data input files with the Cisco
CallManager database.

Insert the devices into the Cisco CallManager
database.

BAT uses a multistep process to prepare the bulk configuration transaction. BAT Release 5.0(1)
introduced a wizard to step you through bulk configurations. The BAT configuration processincludes

these tasks:

Step 23

Step 24

Step 25

Step 26

Set up thetemplatefor data input. You can create BAT templates for the following
types of device options:

n Phones: All Cisco IP Phone modds and Cisco ATA 186, Cisco VGC phones,
CTI ports, and H.323 clients

n Gateways: Cisco VG200 and ports for the Cisco Catalyst 6000 FXS Analog
Interface Module

n User device profiles: Cisco IP Phone 7900 Series and Cisco SoftPhone

Define aformat for the CSV datafile. You can usethe BAT spreadsheet or atext
editor to create the CSV datafile.

Validate the data input files with the Cisco CallManager database. Cisco
CallManager runs a validation routine that checks the CSV file and the template for
errors against the publisher database.

Insert the devices into the Cisco CallManager database.



Using BAT Wizard: Step 1 of 3
ﬂ

Choose the
device or
option to

configure.
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From the Configure menu, you can access the wizard by choosing one of these devices or configuration
options:

n Phones

n Uses

n ManagergAssistants

n Use Device Profiles

n Gateways

n Forced Authorization Codes

n Client Matter Codes

n Pickup Group

n TAPS (optional, when installed)



ﬂ

Using the BAT Wizard: Step 2 of 3

Phone Options
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After you choose a device or configuration option, the wizard displays alist of configuration tasks that
are specific to that option. For example, when you choose Phones, the following list of tasks is
displayed:

n

n

n

I nsert Phones: Add new phones

Update Phones: Locate and modify existing phones

Delete Phones: Locate and delete phones

Export Phones: Locate and export specific phone records or all phone records
Update L ines: Locate and modify lines on existing phones

Add Lines: Add new lines to existing phones

Reset/Restart Phones: Locate and reset or restart phones

I nsert Phones with Users: Add new phones and users

Generate Phone Reports: Generate customized reports for phones

CAPF Configuration: Locate and modify or deete the digital certificates (called locally
significant certificates [LSCs]) issued by the Cisco Authority Proxy Function (CAPF) server
to |P Phones



Using the BAT Wizard: Step 3 of 3
ﬂ
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After you choose the configuration task, the wizard provides alist of stepsthat are specific to the task.
For example, to guide you through the Insert Phones task, the wizard displays the following steps:

Step 27  Add, view, or modify existing phone templates.
Step 28  Createthe CSV datafile.

Step 29  Validate phone records.

Step 30 Insert phones.

When you choose a step from the task list, you open a configuration window such as the Phone
Template Configuration window. The configuration window provides the entry fields for defining a
template.



Configuring BAT Templates

Thistopic describes how to use BAT to configure a Cisco |P Phone template.

Phone Template Configuration: Steﬁ 1
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Thefirst task in the BAT configuration processis to set up atemplate for the devices that you are
configuring. You specify the type of phone or device that you want to add or modify, and then you
create a BAT template that has features that are common to all the phones or devicesin that bulk

transaction.

Prior to creating the template, make sure that phone settings, such as device poal, location, calling
search space, button template, and softkey templates, have aready been configured in Cisco
CallManager Adminigtration. You cannot create new settingsin BAT.

Thefirst stepsin configuring an |P Phone template are to give the phone template a unique name, and
choose an |P Phone (device) type in the Phone Template Configuration window, as shown here. Choose
the templ ate that encompasses all of the IP Phonesin the group. If you have multiple telephone typesin
agiven group, you must create multiple templates.

Next, assign the template to a device pool. After you have configured the initial template information,
click Insert to add the template to the BAT utility.



Phone Template Configuration: Steﬁ 2

After adding the template in the BAT utility, you can configure
necessary line settings.
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After configuring theinitial template settings, you can modify specific line configurations. Choose a
lineto configure, and a new configuration window appears. These general configuration settings can
apply to multiple I P Phones, such as partitions, calling search spaces, and call waiting settings. BAT
obtains line configurations that are specific to the user from the imported Microsoft Excel spreadshest.
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Configure the line settings by choosing the desired options from the menus and then clicking I nsert
and Close.

When you are adding a group of phones that have multiple lines, you can create a master phone
template that provides multiple lines and the most common val ues for a specific phone model. You can
use the master template to add phones that have differing numbers of lines, but do not exceed the
number of linesin the master phone template. For example, you can create a master phone template for
a Cisco IP Phone 7960 that has six lines. You can use this template to add phones that have one line,
two lines, or up to six lines.



Creating CSV Files

This topic describes how to create a CSV fileto use with BAT.

Creating CSV Files

Create CSV data file
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The CSV data file contains the unique settings and information for each individual device, such asits
DN, MAC address, and description. Make sure that all phones and devicesin a CSV datafile arethe
same phone or device model and match the BAT template. The CSV data file can contain duplicates of
some values from the BAT template. Valuesin the CSV datafile override any valuesthat were set in
the BAT template. Y ou can use the override feature for specia configuration cases.

You can create CSV filesin one of two ways: by using the Microsoft Excel spreadsheet BAT .xlt file or
by using atext editor such as Microsoft Notepad. The BAT spreadsheet smplifiesthe creation of CSV
data files. When you are adding new devices to the system, you can use this spreadshest, which was
designed to use with BAT. You can add multiple devices and view the records for each devicein a
spreadsheet format. 1t allows you to customize the file format within the spreadsheet and provides
validation and error checking automatically to help reduce configuration errors. Experienced BAT users
who are comfortable with working in a CSV-formatted file can use atext editor to create a CSV data
file.



Creating CVS File Using BAT Spreadsheet:
Phones
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Thisfigure showsthe BAT.xIt Microsoft Excel spreadsheet. Y ou can find this spreadsheet in the
directory C:\CiscoWebs\BAT\Excel Template\ on the publisher database server. Y ou probably do not
have Microsoft Excel running on the publisher, so you must copy thefileto alocal machine (using
either afloppy disk or amapped network drive). After you have copied the file, double-click BAT .xIt.
When prompted, click Enable M acr os.

The BAT spreadsheet includes tabs along the bottom of the spreadsheet for access to the required data
input fields for the various devices and user combinationsin BAT. The CSV data file worksin
combination with the BAT template. For example, when you choose the Phone tab in the BAT
spreadsheet, you can leave Location, Forward Busy Degtination, or Call Pickup Group blank. The
values from the BAT phone template are used for these fields; however, if you specify values for
Forward Busy Destination or Call Pickup Group, those values override the values for these fields that
were set in the BAT phone template.

After entering the datainto the BAT spreadshest, click Export to BAT Format to create the CSV file.
Theformat for CSV files is <tabname><timestamp>.txt. The system saves the fileto C:\XL SDataFiles\
or to afolder of your choice. Y ou must move the converted CSV file from the C:\XLSDataFiles\ fol der
on your local computer back to the publisher, where BAT can accessthe CSV file and placeit in the
appropriate folder under C:\BATFiles. (For example, you would save a phone CSV data fileto the
C:\BATFiles\Phones! Insert\ folder on the publisher database for Cisco CallManager.)



Creating CSV File Using Text Editor
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Creating CSV File Using Text Editor ‘Cont.‘
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Using atext editor is the other way to create a CSV file. When using a text editor, follow these steps:

Step 31

Create the customized file format using the BAT File Format Configuration window.
Thefileformat specifies the order in which you enter values in the text file. This
allows you to add attributes to the file format that are also in the BAT template, and
override the template entry with a specific attribute for a device. For instance, you
can choose the route partition attribute for your file format and enter different
partitions for each phonein the CSV datafile.

Note

Earlier versions of BAT supported only a default file format with a fixed and limited number
of attributes and settings for each device and an All Details format that includes all
attributes and settings for each device.

Step 32

Associate the file format with the CSV data file.

Y ou can associate only one file format with a CSV datafile Use the Add File Format
window to choose the name of the CSV data file <CSVfilename>.txt from the File
Name drop-down menu. Next, you choose your file format from the File Format
Name drop-down menu. The data in the CSV data file must match the custom file
format that you have chosen.



Validating Data Input Files

This topic describes the process for validating data input files prior to inserting the devicesinto the
Cisco CallManager database.

Validating Data Input Files: Phones
ﬂ

Validate Phones
Step S of 4
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In the next task in the BAT wizard, you use the Validate File option. In this task, you choose the name
of the CSV datafile and the BAT template for the device or the model when you have a CSV data file
with all details. You have these options for how records are validated:

n Specific Details: For validating records that follow the default or custom file format

n All Details: For validating records from a file that was generated with the export utility by
using the All Details option

When you choose Validate, the sysem runs a validation routine to check for errors against the publisher
database. These checks ensure the following:
n Fidds such as description, display text, and speed-dial labe usevalid characters.

n Cisco CallManager groups, device pools, partitions, and other referenced attributes are
aready configured.

n  Thenumber of linesthat are configured on a device does not exceed the device template.

Validation does not check for the existence of auser or for mandatory or optional fieldsthat are BAT-
defined, such asthe dummy MAC address.



Inserting IP Phones into Cisco CallManager

Thistopic describes how to insert Cisco | P Phones into the Cisco CallManager database.

Inserting Phones
ﬂ

Insert Phones

Step 3 of 4
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Inserting the device into the Cisco CallManager database isthe last step in using BAT to perform bulk
configurations. The following steps are involved in this procedure:

Step 33

Step 34

Step 35

Step 36

Step 37

Step 38

In the File Name field, choose the CSV data file that you created for this specific bulk
transaction.

To enable the use of applications such as Cisco IP SoftPhone, check the Enable CTI
Application Use check box (for CTI ports only).

Choose the Insert option that corresponds to your CSV datafile.

In the Phone Template Name fidd, choose the BAT phone template that you created
for this type of bulk transaction.

If you did not enter individual MAC addressesin the CSV data file, check the Create
Dummy MAC Address check box.

This fidd automatically generates dummy MAC addresses in the following format:
XIXXKXKXXXXX, where X represents any 16-character, hexadecimal (0 to 9 and A
to F) number. You can update the phones or devices later with the correct MAC
address by manually entering this information into Cisco CallManager Administration
or by using TAPS.

Click I nsert to insert the phone records.



Updating IP Phones with BAT

This topic describes how to use BAT to update Cisco IP Phones and lines.

Updating IP Phones: Step 1
ﬂ

Update Phones
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This figure shows the Update Phones query window. To update phone settings, such as changing or
adding a device pool or calling search space for a group of similar phones, choose Phones > Update
Phonesin the BAT Configure window.

You can locate the existing phone records by using a query or a custom file containing the device names
or DNs. You can query using any number of fields, such asthe model, device name, DN, or description.
You can also specify search criteria such as “begins with,” “contains,” or “is exactly.” Choose View
Query Result to check that the query returns the information that you need. Choose Clear Query to
remove the query items.



Updating IP Phones: Step 2
ﬂ
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After you have defined the query or custom file to search for phones, follow this procedure to update the
IP Phones or users to the Cisco CallManager database in bulk:

Step 3 Specify the values to be updated within Cisco CallManager.
Step 4 Click Update.

Step 5 Reset or restart the IP Phones through Cisco CallManager, or plug them in and apply
power.

To check the status of your insertion, read the status line, located above the Insert button.

If the status bar indicates afailure, click View Latest Log File to display a window that will help you to
determine where the operation failed.



Using the Tool for Auto-Registered Phone
Support

This topic describes how to install and configure TAPS.

Introduction to TAPS

Dummy MAC Address
/,- 2 | 5| call TAPS DN I_! I
—/ = |P -

« A
—I Phone Configuration | 4
Actual MAC Address

1.

1. BAT adds dummy MAC address into Cisco
CallManager Administration

2. Administrator plugs phones into network

3. User or administrator dials a TAPS directory
number

4. Cisco CallManager downloads configuration

5. Phone updates Cisco CallManager with correct
MAC address

Use TAPS in conjunction with BAT to provide two features:
n Update MAC addresses and download predefined configuration for new phones
n Reoad configuration for replacement phones

When new phones are added to Cisco CallManager, TAPS worksin conjunction with BAT to update
phones that were added to BAT using dummy MAC addresses. After BAT has been used to bulk-add
the telephones with dummy MAC addresses to Cisco CallManager Administration, you can plug the
telephonesinto the network. You or the user of the telephone can dial a TAPS DN that causesthe
phone to download its configuration. At the same time, the telephone is updated in Cisco CallManager
Administration with the correct MAC address. Y ou must make sure that auto-registration isenabled in

Cisco CallManager Administration (System > Cisco CallManager) for TAPS to function.



TAPS Installation
ﬂ

* With BAT Release 5.0(1), TAPS is installed
separately.

* TAPS installation prerequisites:

—Make sure the publisher database for Cisco
CallManager is configured and running.

—Ensure that the Cisco CRS server is configured.

—Ensure that the Windows 2000 Services window
is closed.

—Ensure that the latest BAT is installed on the
publisher database server for Cisco
CallManager.

Prior to BAT Release 5.0(1), TAPS installation and uningtallation for Cisco CallManager was part of
the BAT installation program. With BAT Release 5.0(1) and above, TAPS isingtaled separately.

During TAPS installation or reinstallation on the publisher database server, the setup program halts the
following services:

n Microsoft 1S Administration

n  World Wide Web publishing

n FTP publishing

These services restart when the installation is finished.

Y ou cannot use Windows Terminal Servicestoinstall TAPS. You must install TAPS directly from the
Cisco CallManager publisher server and the Cisco Customer Response Solutions (CRS) server.

These prerequisites apply to the TAPS ingtallation for BAT:

n Makesurethat the publisher database for Cisco CallManager is configured and running.
The publisher database can reside on its own server or on the same server as Cisco
CallManager.

n Beforeinstalling TAPS, ensurethat the latest BAT releaseisinstalled on the publisher
database server for Cisco CallManager.

n HavethelP address for the Cisco CallManager publisher server and the private phrase for
theinstallation procedure.

n Ensurethat the Cisco CRS server is configured. The Cisco CRS Version 3.5 application can
reside on its own dedicated server or can be colocated on the same server as Cisco
CallManager.

n Besureto usethelocaleinstaler to create the country-specific TAPS prompts.
n Ensurethat the Windows 2000 Services window is closed.

Complete the following stepsto install TAPS:



Step 39 Loginwith administrator privileges to the system that is running the publisher
database for Cisco CallManager (whereyou installed BAT).

Step 40  Access BAT.

Step 41 Choose Applications > Install Plugins.

Step 42 Double-click the TAPS setup icon.

Step 43 Determine whether to copy the TAPS installation executable to the system or run it
from the current location.

Step 44 The Welcome window for the installation wizard opens. This installation program
installs TAPS on the Cisco CallManager publisher server and the CRS applications
server at the sametime, if applications are colocated on the same server. Click Next.

Note When you are installing TAPS in a network with a dedicated CRS server, you must run the

TAPS installation program again on the CRS server. Use CRS online help for assistance
with installation and configuration.

Step 45  Enter the private phrase for the Cisco CallManager publisher server in the Installing
Cisco CallManager Components window and click Next. The Installing
TAPSonCCM window displays a progress bar that shows the status of the
installation.

Step 46 ThelInstallation Completed window is displayed when the installation ends. Click

Finish.



TAPS Configuration Requirements

Administrator Publisher

Add a computer telephony integration (CTI) route
point, CTI ports, and users in Cisco CallManager
Administration.

Install CTI Route Points

—n
> S

Y ou must configure TAPS by adding a CTI route point, CTI ports, and users in Cisco CallManager
Administration, as shown here. One CTI route point and at least one CTI port are required for TAPS.

The following procedure describes how to configure TAPS in Cisco CallManager Administration:

Note To use TAPS, verify that auto-registration is enabled in Cisco CallManager. Because TAPS
can replace a DN, you can protect certain DNs from being overwritten by using the Secure
TAPS option.

Step 6 Create a CTI route point and assign it a unique DN.

Step 7 Choosethe Call Forward Busy, Call Forward No Answer, and Call Forward on
Failure options for the operator number on the TAPS CTI route point.

Step8  Create one or more CTI ports with consecutive DNs. You can create CTI portsin
BAT or Cisco CallManager Administration.

Step 9 Create a user. The TAPS route point and ports should bein the Controlled Devices
list of the user.

Step 10  Create an auto-registration partition or calling search space or both to prevent |P
Phones that have auto-registered from dialing any DN other than the number that is
assigned to the TAPS CTI route point. Restricting access to this DN ensures that
users download the proper configuration information for their P Phones.

Note TAPS supports a maximum number of simultaneous sessions equal to the number of CTI

ports that are configured for TAPS. For example, if you have configured five CTI ports, up
to five users can dial into TAPS at same the time. The sixth caller cannot connect to TAPS.




Summary

This topic summarizes the key points discussed in this lesson.

Summary
ﬂ

* BAT uses atemplate and CSV file to insert bulk
transactions into the Cisco CallManager database.

* You must install BAT on the same server as the
publisher database for Cisco CallManager.

* The BAT Wizard steps you through the BAT
configuration process.

* BAT templates enable you to insert, update, or
delete IP Phones, gateways, and user device
profiles.

* You can create a CSV file using the BAT
spreadsheet or text editor.

Summary (Cont.)

* After creating the CSV file, BAT must validate the
file and template.

¢ Inserting the Cisco IP Phones, users, or device is
the last step in bulk configuration.

* To update phones, query to find the phones,
specify the values, and then reset the phones.

* TAPS, an optional application that BAT provides,
retrieves the predefined configuration for
auto-registered IP Phones.
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Module 2 Summary

This topic summarizes the key points discussed in this module.

Module Summary
ﬂ

+ Cisco IP telephony endpoints support the G.711 and G.729 codecs and
include the full range of desktop, PC-based, and conference-room IP
Phones. To register to a Cisco CallManager, an IP Phone obtains a VLAN ID
and IP address and downloads configuration information from the TFTP
server.

+ Configuring Cisco CallManager to automatically or manually add IP
endpoints entails changing the Cisco CallManager name to its IP address,
configuring device pools, and assigning phone button templates.

» Cisco Catalyst switches provide three important functions in an IP telephony
deployment: voice VLANSs, CoS, and PoE.

» Cisco IP Communicator is a PC-based phone with all the features of a
high-end Cisco IP Phone. Adding Cisco IP Communicator to the Cisco
CallManager database is similar to adding a Cisco IP Phone 7940, 7960,
or 7970.

» BAT enables you to add large numbers of devices, users, and ports to the
Cisco CallManager database. BAT can be used anytime but is typically used
during deployment or when making wholesale changes to phone extensions.
Day-to-day changes to an individual phone are normally done in Cisco
CallManager Administration.

This module covered the key ingredients to enable | P telephony within a cluster. Thismodule first
presented the range of Cisco | P endpoints that you can usein an IP telephony deployment and the
system-level parametersthat you configurein Cisco CallManager to enable and support the endpoints.
The modul e then covered the three functions that the Cisco Catalyst switches provide in an P telephony
deployment: enabling separate voice VLANS for the | P phones, providing CoS to the voice traffic so
that it receives preferential treatment, and providing PoE to power the | P phones and potentially other
endpaints. The Cisco I|P Communicator was presented as a fully featured PC-based alternativeto a
desktop 1P phone for mobile and remote users. The modul e ended with a discussion of how to use the
BAT when you want to bulk-add or update users, phones, ports, and a variety of other settings.



Module 2 Self-Check

Use the questions here to review what you learned in this module. The correct answers and solutions are
found in the Module 2 Self-Check Answer Key.

Q11)

Q12)

Q13)

Q14)

Q15)

Q16)

BAT enables you to perform which tasks? (Source: Lesson 2-5, Using the Bulk
Administration Tool)

F) redoad configuration for replacement phones

G) add, update, and ddete | P Phones, users, and devices in mass

H) collect user data such as passwords and account identification

) update MAC addresses and download configurations for new phones
J) save a detailed log of Cisco CallManager events for troubleshooting

Place these steps in the order that an IP Phone must go through before it can register
with Cisco CallManager. (Source: Lesson 2-1, Identifying Cisco IP Teephony
Endpoints)

K) obtain 48 V DC power

L) get configuration from TFTP server

M) load firmware image

N) obtain VLAN information

Which five settings are required to configure a device pool? (Choose five.) (Source:
Lesson 2-2, Configuring Cisco CallManager to Support 1P Phones)
0) Media Resource Group List

P) Cisco CallManager group
Q) date/time group

R) region

S) softkey template
T) device pool name
U) phonetemplate
V) phone load

W) device defaults

On which server must you install BAT? (Source: Lesson 2-5, Using the Bulk
Administration Tool)

X) publisher server

Y) subscriber server

Z) primary server

AA)  secondary server

A company wants to migrateto a Vol P network, but it has an expensive all-in-one voice-
fax-copier device that it wants to connect to the Vol P network. Which device would you
recommend? (Source: Lesson 2-1, Identifying Cisco | P Teephony Endpoints)

BB)  Cisco Conference Station 7936

CC) Cisco IP SoftPhone

DD) Cisco ATA 188

EE)  Cisco 7905G
FF)  Cisco 7914 Expansion Module

Which command enables inline power on port 3 of module 2 of a Cisco Catalyst 6000
Series switch that is running Cisco Catalyst software? (Source Lesson 2-3, Configuring
Cisco Catalyst Switches)



Q17)

Q18)

Q19)

Q20)

Q21)

Q22)

GG) power inlinein global configuration mode

HH)  power inline auto in interface configuration mode
1)) set port inline power default

JJ) set port inline power 3/2 802.3

KK)  set port inline power 2/3 auto

Which of thefollowing is a valid phone button template configuration for a Cisco IP
Phone 79607 (Source: Lesson 2-2, Configuring Cisco CallManager to Support IP
Phones)

LL)  Olines, 6 speed dials

MM)  2lines, 4 speed dials

NN)  6lines, 1 speed dial

O0O) 4lines, 4 speed dials

Before you can create a BAT template, you must make sure which four settings have
already been configured in Cisco CallManager Administration? (Choose four.) (Source:
Lesson 2-5, Using the Bulk Administration Tool)

PP)  device pool

QQ) directory number

RR)  softkey template

SS)  MAC address

TT)  calling search space

UU)  button template

Cisco Catalyst switches can provide which three functions in an | P telephony
deployment? (Choose three.) (Source: Lesson 2-3, Configuring Cisco Catalyst Switches)

VV)  convert SCCP signaling packets from the IP Phoneto MGCP

WW)  power IP Phones through the same Ethernet cable that carries data
XX)  enablethe classification and prioritization of voice packets at Layer 2
YY) instruct the IP Phone to change the CoS of an incoming data frame
Z7Z)  determine available bandwidth before placing a call over the WAN

What are the two ways to create CSV files? (Choose two.) (Source: Lesson 2-5, Using
the Bulk Administration Tool)

AAA) choose Configure> CSV File

BBB) useatext editor and saveto the correct folder

CCC) modify BAT.xIt and export to BAT format
DDD) savethe P Phonetemplatein CSV format

Which navigation path would you use to configure Cisco CallManager to automatically
register an |P Phone? (Source: Lesson 2-2, Configuring Cisco CallManager to Support
| P Phones)

EEE) System> Server

FFF) System > Cisco CallManager

GGG) Service> Service Parameters

HHH) Device> Phone
") System > Device Pool

What are three requirements for configuring dual VLANs on a single port that is
attached to an | P Phone? (Choose three)) (Source: Lesson 2-3, Configuring Cisco
Catalyst Switches)

J1J)  Configuretheinterface as atrunk.

KKK) Tag the voice packets with an identifier.
LLL) Extend the CoS boundary to the P Phone.



Q23)

Q24)

Q25)

Q26)

MMM) Ensurethat the IP Phone has an internal switch.
NNN) Ensurethat the IP Phoneis inline power-capable.

How does Cisco CallManager tie configuration information to the |P Phonesin the
Microsoft SQL database? (Source: Lesson 2-2, Configuring Cisco CallManager to
Support | P Phones)

000) [P address
PPP)  unique GUID
QQQ) hostname
RRR) MAC address
SSS)  devicepool ID

Which two items must be installed for TAPS to function properly? (Choose two.)
(Source: Lesson 2-5, Using the Bulk Administration Tool)

TTT) CRS

UUU) BAT

VVV) plug-ins

WWW) Extension Mobility

The BAT Wizard guides you through which four tasks? (Choose four.) (Source: Lesson
2-5, Using the Bulk Administration Tool)

XXX) setting up atemplate

YYY) creating CSV files

Z77) instaling BAT

AAAA) inserting phones and devices

BBBB) validating records

CCCC) obtaining MAC addresses

DDDD)cregting the CTI point

A firmwants to ingtall a Cisco | P Phone in the lobby area. The IP telephony network
runs only the G.729a codec. The IP Phone should support a single line and al standard
features. An LCD display is not required because cost is a concern. Which | P Phone
would best meet these requirements? (Source: Lesson 2-1, Identifying Cisco IP
Teephony Endpoints)

EEEE) Cisco IP Phone 7902G

FFFF) Cisco IP Phone 7905G

GGGG)Cisco | P Phone 7910G+SW
HHHH) Cisco | P Phone 7912G



Q27)

Q28)

Q29)

What must you do if you do hot want to trust the device that is attached to the | P Phone?
(Source: Lesson 2-3, Configuring Cisco Catalyst Switches)

[111)  Changethe CoS value on the voice VLAN to a number lower than 5.

J11))  Usetheswitchport priority extend untrust interface command.

KKKK)Do nothing; the IP phone will automatically change the CoSto O for the
attached devices.

LLLL) Createadual VLAN on the access port and place the data packets in the native
VLAN.

List two functions of the Cisco IP Communicator Administration Toal. (Choose two.)
(Source: Lesson 2-4, Configuring Cisco |P Communicator)

MMMM) collects PC MAC addresses

NNNN)is a software deployment tool

OOO0O0)improves audio input quality

PPPP) helps obtain VPN | P addresses

If you do not know the MAC address of the Cisco IP Communicator device, which two
methods can you use to add the device to Cisco CallManager? (Choose two.) (Source:
Lesson 2-4, Configuring Cisco I|P Communicator)

QQQQ)BAT with TAPS

RRRR) auto-registration

SSSS) Device menu

TTTT) Administration Tool

UUUU) Directory Wizard



Module 2 Self-Check Answer Key
Q1) B
Q12) A,C,D,B

Q13) B,C,D,EF

Q) A

Q5) C

Q) E

Q7)) B

Q18) A,CEF
Q19 B,C,D
Q20) B,C
Q1) B

Q22) A,B,D
Q23) D

Q24) A,B
Q25) A,B,D,E
Q26) A

Q7 C

Q28) B,D
Q29) A,B





