Cisco IP Telephony
Introduction

Overview

Cisco IP Telephony (CIPT) is an instructor-led course presented by Cisco
Systems, Inc. training partners to their end-user customers. This five-day course
focuses on using Cisco CallManager and other P telephony components
connected in local area networks (LANSs) and wide area networks (WANS).

Upon completion of this training course, you will be able to select, connect,
configure, and troubleshoot the various Cisco IP telephony devices.

This chapter highlights the course prerequisites and course highlights aswell as
some administrative issues. It includes the following topics:

= Objectives

= Prerequisites

»  General Administration
= Sources of Information
»  Course Syllabus

= Graphic Symbols



Course Objectives

This section lists the course objectives.

Objectives

Upon completion of this course, you will
be able to perform the following tasks:

« Understand CIPT architecture, hardware,
and software

* Build three CIPT deployment models
* Access the online documentation

* Use the tools within the Cisco CallManager
server for troubleshooting

www.cisco.com

Upon completion of this course, you will be able to perform the following high-
level tasks:

= Given the components of a Cisco IP telephony (CIPT) solution, identify and
describe the CIPT architecture, hardware, and software.

= Given hardware and software of a CIPT network solution, install one of the
three recommended CIPT deployment models.

= Given aCisco CallManager server, access the online administration guide to
configure CIPT components within Cisco CallManager administration.

= Givenaninstalled Cisco CallManager server, enable and use the toolsin the
Cisco CallManager server to troubleshoot the CIPT deployment solutions.
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The figure shows a high-level overview of a CIPT network that you should be
ableto build at the end of this class. To accomplish this course goal, you will be
taught how to install Cisco CallManager and configure other IP telephony
devicesinaLAN and WAN environment. This includes the following tasks:

» Install Cisco CallManager software and supporting services.
» Cluster Cisco CalManagersto establish redundancy.

» Select and connect Cisco access gateways for analog, WAN, and PSTN
access.

» Connect and configure digital signal processor (DSP) resources for a CIPT
solution.

» Configure the dial plan architecture to control IP telephony traffic.

= Build three Cisco IP telephony deployments: isolated Campus LAN, WAN
with distributed call processing, and WAN with centralized call processing.

= Configure IP telephony access through the IP WAN and then the PSTN for
backup.

» Ingtall and configure Cisco uOne for voice messaging for the Cisco IP
telephony solution.

Configuration, verification, and troubleshooting are done with Cisco
CdlManager, Windows 2000 NT Server, and Cisco 10S software.
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Prerequisites

This section lists the course' s prerequisites.

Prerequisites

Interconnecting Cisco
Network Devices
(ICND)

Building Cisco Remote
Access Networks
(BCRAN)

Cisco Voice over IP —
Frame Relay and ATM
(CVOICE)

Use Windows 2000 to run
multiple applications

Exposure to the Internet or
an intranet

Basic ability with binary and
hexadecimal numbering

Voice Essentials —
Basic Telephony and
IP Telephony Concepts

Fundamental network device

$ roles
vy Understand the

Cisco IP Telephony layers of the ISO/OSI
(CIPT) reference model
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To fully benefit from CIPT, you should aready possess certain prerequisite
skills. The skills are presented in the figure. These skills can be gained from
completing the Internetworking Technology Multimedia (ITM) CD-ROM or
through work experience. These prerequisites are highlighted in the figure and
are outlined below. Y ou should have a working knowledge of the following:

»  Commonly used networking terms and topologies
» Thebasic functions of anetwork protocol

» Fundamental network device roles (for example, hub, bridge, router,
and switch)

» The Open System Interconnection (OSl) reference model

» Theability to use Windows 2000 to run multiple applications
» Exposure to accessing the Internet or an intranet

» Basic knowledge of binary and hexadecimal numbering

» Telephony and IP telephony basic concepts

» Building VolP networks—gained from the Cisco course, Cisco Voice Over
Frame Relay, ATM, and IP v2.0 (CVOICE).
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Participant Role

This section discusses your responsibilities as a student.

Participant Role

Student role

* Meet prerequisites
 Introduce yourself

« Ask/answer questions

www.cisco.com

To take full advantage of the information presented in this course, you should
meet the prerequisites for this class.

Introduce yourself to the instructor and other students who will be working with
you during the five days of this course.

Y ou are encouraged to ask any questions relevant to the course materials.

If you have pertinent questions concerning other Cisco features and products not
covered in this course, please discuss these topics during breaks or after class,
and the instructor will try to answer the questions or direct you to an appropriate
information source.
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Welcome: Please
Introduce Yourself

* Your name and work location
* Your job responsibilities
* Your internetworking experience

* Your objectives for this week

www.cisco.com

Introduce yourself by stating your name and describing your job function.

Briefly describe your experience with installing and configuring Cisco network
devices and with internetworking in general, and al so how your experience
hel ped you meet the prerequisites for this course.

Y ou should also state what you expect to learn from this course.
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General Administration

This section highlights miscellaneous administrative tasks that must be
addressed.

General Administration

Class-related Facilities-related
* Sign-in sheet * Rest rooms

* Length and times  Site emergency

- Participant materials procedures

. Attire * Break and lunch

room locations
e Communications

www.cisco.com

The instructor will discuss the administrative issuesin detail so you will know
exactly what to expect from both the class and facilities. The following items
will be discussed:

= Recording your name on asign-in sheet

» The starting and anticipated ending time of each class day
= What materials you can expect to receive during the class
» Theappropriate attire during class attendance

= Rest room locations

= What to do in the event of an emergency

» Class breaks and lunch facilities

= How to send and receive telephone, email, and fax messages
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Sources of Information

This section identifies additional sources of information.

Sources of Information

* WWW.CISCO.COM

- CD-ROM

» Cisco Press

www.cisco.com

Most of the information presented in this course can be found on the Cisco
Systems web site or on CD-ROM . These supporting materials are available in
HTML format, and as manuals and release notes.

To learn more about the subjects covered in this course, feel free to access the
following sources of information:

» Cisco Documentation CD-ROM or www.cisco.com

= |TM CD-ROM or www.cisco.com

» Cisco 10S 12.0 Configuration Guide and Command Reference Guide
» Catalyst 1900 Series Installation and Configuration Guide

All of these documents can all be found at http://www.cisco.com.
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Course Syllabus

This section discusses the week’ s schedule.

Course Syllabus

Module 1

Module 2

Module 3

Cisco IP Telephony
Introduction

Introduction to Cisco
AVVID

Primary CIPT
Components

Understanding DHCP

Cisco CallManager
Services

Dial Plan Architecture

Cisco Access
Gateways

Catalyst Digital
Signaling Processor
Resources

Campus Infrastructure

WAN Deployment —
Distributed Call
Processing

WAN Deployment —
Centralized Call
Processing

and TFTP . .
Cisco IP Phones Troubleshooting
Cisco CallManager Cisco CallManager Cisco uOne
Architecture
2000, Cisco Systems, Inc wWww.cisco.com CIPT v2.0—1-10

The following schedul e reflects the recommended structure for this course. This
structure allows enough time for your instructor to present the course
information to you and for you to work through the laboratory exercises. The
exact timing of the subject materials and labs depends on the pace of your
specific class.

Module 1, Getting Started with Cisco | P Telephony

The purpose of the module s to introduce you to the training room and
the CIPT network environment. This section provides areview of
networking fundamentals.

Module 1 includes the following chapters:
» Chapter 10 Cisco IP Telephony Introduction
» Chapter 20 Introduction to Cisco AVVID
» Chapter 30 Primary CIPT Components
» Chapter 40 Understanding DHCP and TFTP
» Chapter 500 Cisco CallManager
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Module 2, Building a CIPT Campus Solution

The purpose of the moduleis to introduce you to CIPT fundamentals.
You will learn to configure Cisco CallManager and other primary
CIPT componentsin a LAN environment.

Module 2 includes the following chapters:
Chapter 600 Cisco CalManager Services
Chapter 700 Dial Plan Architecture
Chapter 800 Cisco Access Gateways
Chapter 900 Catalyst Digital Signaling Processor Provisioning
Chapter 1000 Cisco IP Phones
Chapter 110 Cisco CallManager Architecture

Module 3, Cisco | P Telephony Scalable Options

The purpose of the module isto introduce the student to scalable
options of Cisco IP telephony. You will also learn to install and
configure Cisco uOne for voice messaging and how to use the IP WAN
effectively.

Module 3 includes the following chapters:
Chapter 120 Campus Infrastructure
Chapter 1301 Distributed Call Processing
Chapter 140 Centralized Call Processing
Chapter 1501 Troubleshooting a CIPT Solution
Chapter 161 Cisco uOne 4.1E—Corporate
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Graphic Symbols

This section illustrates symbols that are used throughout the course.
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These symbols are used in the graphical presentations of this course to represent
device or connection types.

Note The addressing schemes and telephone numbers used in this course are
reserved and not to be used in the public network. They are used in this course as
examples to facilitate learning. When building your network, use only the addresses and
telephone numbers assigned by your network designer and service provider.
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Introduction to Cisco
AVVID

Overview

This chapter will provide introductory information about the Cisco Architecture
for Voice, Video, and Integrated Data (AVVID) strategy. The Cisco IP
Telephony solution is within the AVVID strategy. The architecture delivers an
Internet ecosystem, which thrives on open standards, encouraging the
development and interoperability of multi-vendor, multi-product solutions.

The following topics are in this chapter:
= Objectives

» Cisco AVVID Architecture

= Convergence

» End-to-End Architecture

= IPTelephony Design Goals

= Deployment Models

= Written Exercises

= Summary

= Review Questions



Objectives

This section lists the chapter objectives.

Objectives

Upon completion of this chapter, you will
be able to perform the following tasks:

e List the four functional groups of the AVVID
architecture

* Identify and describe the advantages of a
converged network

* Name the three deployment models

* Name the maximum number of users
permitted for each of the three deployment
models

www.cisco.com

Upon completion of this chapter you will be able to perform the following tasks:
» List thefour functional groups of the AVVID architecture.

= ldentify and describe the advantages of a converged network.

= Name the three deployment models.

= Name the maximum number of users permitted for each of the three
deployment models.
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Cisco AVVID Architecture

This section describes the Cisco Architecture for Voice, Video, and Integrated
Data (AVVID).
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This figure above represents the four functional groups:
= Infrastructure

» Clients

» Call Processing

» Applications

The use of open standards and the promotion of multi-vendor collaboration and
interoperability are an important benefit of the Cisco AVVID architecture. The

architecture creates an environment that fosters competition; thisin turn lowers
prices for the consumer. It aso allows the integration of products from multiple
vendors to create a customized solution.

No single vendor can provide a solution that fits all requirements for data, voice,
and video. Often specialized applications are designed and implemented only by
asingle company and need to be integrated with the overall solution. The
adoption of open standards creates an ecosystem that actively promotes a model
of integration.
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Convergence

This section introduces the concept of converged networks.

Converging to Single Infrastructure
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In the figure above you see two separate networks, one for voice and one for
data. Today most voice and data networks are separate. This involves two
separate skill setsto support each network, which implies that there are two
departments, each supporting a company’ s voice and data network.
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Classic PBX Architecture

PBX Functionality Breaks Down Into Four Categories:
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The Private Branch Exchange (PBX) consist of four categories:

Call Processing
Line Connections
Switching

Trunk Connections

The Call Processing in aPBX does the digit analysis, routing and other call
processing functions. The line connections connect to clients (PBX Phones or
end point devices). The switching in the PBX allows for clients to be switched
and connected to each other for communication. The trunk connections connect

the

PBX to the Public Switched Telephone Network (PSTN) or other telephony

devices.
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IP Telephony Architecture
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IP Telephony Architecture also has four categories:
» Call Processing

= Line Connections

= Switching

= Trunk Connections

In the IP Telephony architecture, the Cisco CallManager does the call processing
of digit analysis, routing and other call processing functions. |P telephony the
line connections uses connects to | P Phones, Softphones and other I P telephony
clients or endpoints. Ethernet LAN switching products performed the switching
functions are by and the trunk connections use voice enabled router and other IP
telephony gateways.
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Now there are choices: a converged network of data over voice or the more
preferred voice/video and data. The following advantages are part of the
converged network:

= One network managed by one department
» Scaable
= Open Architecture

» Adaptive and Available
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Convergence with Cisco AVVID
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Cisco AVVID is an end-to-end architecture that includes three distinct
components: infrastructure, clients, and applications. In the three components,
there are four functional components (Infrastructure, Clients, Call Processing,
Applications). The figure above depicts the components of the architecture.

Infrastructure
Aswith any architecture, Cisco AVVID relies upon a strong and stable
foundation. This foundation is built upon the multi-protocol routers and multi-
layer LAN switches that are used as building blocks for enterprise networks.
Clients
Clients are the end devices that are able to take advantage of the converged IP
infrastructure such as, 1P phones, PCs, video and soft phones.
Applications

The most exciting facet of converged networking is the emerging applications,
such as desktop 1P telephony, unified messaging and the Cisco IP Contact Center.
The converged network offers aframework that permits rapid deployment of
these new technol ogies and innovative applications.
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End-to-End Architecture

This section introduces the Cisco AVVID end-to-end architecture model.

Cisco AVVID from End to End
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The figure depicts the components of the Cisco AVVID end-to-end architecture
model. Ideally the Cisco AVVID end-to-end architecture will not have a Public
Switched Telephone Network (PSTN) for backup, only redundant IP WAN
networks. For initial deployment and interoperability the IP WAN isthe primary
Inter-site Voice Path and the PSTN is the secondary Inter-site VV oice Path.

The next section describes how the IP WAN and PSTN are used in aCisco IP
telephony network design.
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IP Telephony Design Goals

This section introduces | P telephony design.

IP Telephony Design Goals

Regional Center
Router plus Call
Voice Gateway [; I Manager

Callir=54(
Manager
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ranch Office

Telecommuter
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A CallManager cluster islocated at the headquarters and the Regional Center.
The design goal of IP telephony is to have primary connectivity to the regional
center, branch office, and telecommuter through the IP WAN and in the future to
the rest of the world. The PSTN isfor back up useif the IP WAN should go
down or bandwidth is unavailable.

The branch office call processing is done at headquarters and phone calls
between the branch office and headquarters will be placed over the IP WAN. If
the IP WAN goes down, then the calls can use the PSTN to connect using the

voice enabled access routers.

With the abundance of |P to the home, now the rest of the world would access
the IP WAN to call headquarters.
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Deployment Models

Inthe AVVID designs based on a CallManager 3.0 environment, three basic
deployment models are recommended. This section will give ahigh level
overview of each model and the boundaries in which these designs should be
kept. Thiswill provide you with some guidance as to when and why to select a
particular design. Subsequent chapters and sections will delve into much more
detail of each deployment model. The flow of this section is structured to
emulate the labs in this course where each of the deployment models build upon
each of these asit progresses.

Three Deployment Models

* Isolated deployment

* Multi-site IP WAN deployments—
(distributed call processing model)

* Multi-site IP WAN deployments—
(centralized call processing)

www.cisco.com

The three deployment models are listed below and are all based on the
guidelines of limiting no more than 2500 users per CallManager at any time.
These models are:

» |solated deployment
»  Multi-site IP WAN deployments—(distributed call processing model)
= Multi-site IP WAN deployments—(centralized call processing)
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Individual Campus Deployments

Redundancy + equipment will vary with campus size

Up to 10,000 users per campus
CallManager + voice messaging at each site
Up to 6 distributed CallManagers in a cluster
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The above figureis of an individual or isolated deployment. This deployment
model must adhere to the following design characteristics:

CallManager/CallManager cluster at each campus to provide scalable call
control

Maximum of 10,000 users per cluster
Maximum of 6 CallManagersin a cluster (with specific design requirements)

Maximum of 2500 users registered with a CallManager at any time (after
failover)

Use of PSTN only for networking multiple sites and all external calls
DSP (Digital Signal Processor) resources for conferencing at each site
V oice/unified messaging components at each site

G.711 (uncompressed) for all 1P phone calls—80kbps of IP BW per call
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Multi-site IP WAN (Distributed Call Processing)

Multi-site WAN Deployments
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The above figureis of multi-site WAN deployment that uses Distributed Call
Processing and must adhere to the following design characteristics:

CallManager/CallManager cluster at each location (10,000 users maximum
per site)

CallManager clusters are confined to a campus and may not span the WAN
Primary inter-site voice path over IP WAN, secondary path over PSTN
Transparent use of PSTN if IP WAN unavailable

Use of Cisco |0S Gatekeeper for admission control of IP WAN

Maximum of 10 sites networked across the IP WAN (hub and spoke
topologies)

Compressed voice calls supported across the IPWAN
DSP resources for conferencing and WAN transcoding at each site
V oice/unified messaging components at each site

The minimum requirements for voice, video, and data should not exceed
75% of the link/V C’s bandwidth (56kbps is the minimum link speed
supported)

The customer has a QoS (Quality of Service)/voice enabled network able to
support voice transport
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Multi-site IP WAN (Centralized Call Processing)

Multi-site WAN Deployments
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The above figure is of multi-site WAN deployment that uses centralized call
processing that must adhere to the following design characteristics:

To support Admission Control only one active CallManager is supported at
the central site. May have a second and tertiary CallManager in a cluster of
three aslong as al 1P phonesin the cluster are registered to the same Call
Manager at any given time. Thisis called a centralized call processing cluster.

Maximum of 2500 users can be supported per centralized call processing
cluster in this deployment model (no limit on number of remote sites). May
have multiple centralized call processing.

Cisco CalManagers of 2500 at a central site that interconnects via H.323.
IP phones only at remote sites without alocal CallManager.

Cadll admission control mechanismis “bandwidth limits by location” (hub and
spoke WAN topology).

Compressed voice calls across the IP WAN are supported.

Manual use of PSTN if IPWAN is unavailable (get a busy signal and dial
PSTN access code).

If IPWAN is down then there is no IP phone service unless dia backup exists.

V oice/unified messaging and DSP resource components at central site only.
The minimum requirements for voice, video, and data should not exceed 75%
of the link/V C’s bandwidth (56kbps is the minimum link speed supported).
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= Remote sitesmay use |OS as well as skinny based gateways.

Written Exercise 1: Identifying Functional Groups
of Cisco AVVID

Complete the following written exercise to practice what you learned in this
chapter.

Objective
In this exercise, you will complete the following tasks:
» ldentify the four functional groups of Cisco AVVID

= Write an example of each functiona group

Task: Identify the four functional groups of Cisco AVVID

Cisco AVVID System
~ Architecture
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Example of 1:

Example of 2:

Example of 3:
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Example of 4:

Completion Criteria

Y ou have completed the exercise when you have filled in the four functional
groups of Cisco AVVID in the figure and listed examples of each functional
group on the lines below.
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Written Exercise 2: Identify the three
recommended Cisco AVVID Deployments

Complete the following Exercise to practice what you learned in this chapter.

Objective

In this Exercise you will identify the three recommended Cisco AVVID
deployments.

Task: Label the three figures below with the correct recommended
Cisco AWVID deployment.

Given what you know about the Cisco AVVID Deployment models, identify the
deployment models and list some recommended design characteristics of each

deployment.
Site B
|
|
|
|
|
| IPWAN h
- . - Router
= —
ol ‘ Site C

P WAN
Router

Wwww.clsco.com

Telecommuter
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Completion Criteria

Y ou have completed this exercise when you have identified which Cisco
AVVID deployment the figure represents and listed design recommendations for
each deployment model.
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Summary

This section summarizes the concepts you learned in this chapter.

Summary

* The Cisco AVVID system architecture has
four functional groups.

* Convergence of networks has advantages.

* Cisco IP telephony is within the Cisco AVVID
system architecture.

* There are three deployment models for the
Cisco IP Telephony Solution.

www.cisco.com

Cisco AVVID architecture has the following four functional groups:
» Applications—TAPI, JTAPI SMDI; Cisco uOne and Cisco IP Call Center

= Call processing—call admission, call routing; Cisco CallManager and
directory

» Infrastructure—Cisco 10S network services, gateways, routers, switches
» Clients—video, softphone, Cisco IP phones, PC

The following advantages are part of a converged network:

= One network managed by one department

« Scalable

= Open

= Adaptive

= Available

Cisco IP telephony is within the Cisco AVVID architecture. The Cisco
CallManager, Cisco IP phones, and Cisco access gateways are part of the Cisco
| P telephony solution. The following deployment models are recommended:

= |solated deployment
= Multi-site IP WAN deployment with centralized call processing
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= Multi-site IP WAN deployment with distributed call processing
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Review Questions

Q1)

Q2)

Q3)

Answer the following questions.

Review Questions

1. Which Cisco AVVID architecture
functional group does the Cisco
CallManager belong to?

2. What is the primary inter-site voice
path in the Cisco AVVID end-to-end
architecture?

3. What is the maximum number of users
per Cisco CallManager after failover?

www.cisco.com

The Cisco AVVID architecture has four functional groups. Which functional
group does the Cisco CallManager belong to?

The Cisco AVVID end-to-end architecture has a primary and secondary inter-site
voice path. Which is the primary inter-site voice path?

In the three deployment models (isolated, multi-site IP WAN centralized call
processing, and multi-site IP WAN distributed call processing), what is the
maximum number of users a Cisco CallManager can have registered to it after
failover?
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Overview

Primary CIPT
Components

This chapter describes the primary Cisco IP Telephony (CIPT) components at a
high level. Each component introduced in this chapter will be discussed later in
the course in more detail.

The following topics will be discussed in this chapter:
= Objectives

= Visua Objective

= Call Processing

=« |PPhones

= DSP Resources

» PSTN Gateway/Router

= Voice Messaging

= Written Exercise

= Summary

= Review Questions



Objectives

This section lists the chapter objectives.

Objectives

Upon completion of this chapter, you will
be able to perform the following tasks:

* |dentify and place the primary CIPT
components within a network topology

» Define the functions of the primary CIPT
components

» Establish a dial tone, given two IP phones, a
switched network, and a Cisco CallManager

www.cisco.com

Upon completion of this chapter you will be able to perform the following tasks:
= ldentify and place the primary CIPT componentsin a network topology.
= Define functions of the primary CIPT components.

» Establish dia tone, given two IP phones, a switched network, and Cisco
CallManager server.
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Visual Objective

This section shows the visual objective of a CIPT solution.

Visual Objective

Voice M essaging/

TS Applications
Call Processing irectory
|| Campus I nfrastructure/
] --%I DSP Resources
=t
e mm
W Bcdie=ry - /
g e - IPWAN
7 Router/

IP Phones/Endpoints PSTN Gateway/Router
QoS Enabled WAN Infrastructure

2 2000, Cisco Systems, Inc. WWW.cisco.com CIPTV2.0? -4

The following sectionsin this chapter provide a brief description of the primary
components of the CIPT solution. Greater detail will be given throughout the
course.
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IP Telephony Component
Functional Breakdown

Application
Auto-Attendant/IVR

Voice/Unified Messaging

<=
> =l «

| P Phones/softphones Cisco Call Manager

Voice Enabled I nfrastructure

& & ¢ =
4N

QoS Enabled L2 Switch DSP Farm/switches QoS Enabled L 3 Switch Switches

ems, Inc. www.cisco.com CIPTv2.0? -5

In a CIPT Network topology thereis afunctiona breakdown of the CIPT
components. The functiona part of the CIPT solution isin the following four
parts:

1. Call Processing—Thisisthe main component of the CIPT solution. The
Cisco CallManager server hardware and software are part of this functional
component. As of now, there are no other IP telephony call processing
engines.

2. Endpoints—The endpoints are represented by hardware where call streams
either terminate or get summed. The following are considered endpoints:

= Cisco IP phones

» Computer terminals

»  Wireless P phones

= DSPresources

= Routers and gateways

3. Applications (available after Cisco CallManager 3.0(2)—Applications are
the extra added features and software that work with Cisco CallManager to
supply robust IP telephony solutions within Cisco AVVID. Applications
include the following:

= Auto attendant/interactive voice response (IVR)
= Voice messaging

= Call/contact center
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4. Voice enabled infrastructure—T he voice-enabled infrastructure is the
foundation for areliable and available I P telephony solution. The voice
enabled infrastructure includes the following:

» Quality of Service (QoS) enabled Layer 2 switch
= QoS enabled Layer 3 switch

= Router
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Call Processing

This section describes the components that provide the call processing function
within the Cisco IP telephony solution.

Call Processing CallManager
Primary Functions

 Call processing
 Signaling + device control
» Features, capabilities and dial plan

* Operations administration
maintenance and provisioning
(OAM&P)

* Programming interface to external
voice processing applications

www.cisco.com

Cisco CallManager provides the call processing functionality in the CIPT
solution. The two parts of the Cisco CallManager are the hardware and the
software. The Cisco CallManager provides the following functions:

»« Call processing

= Signaling and device control

» Features, capabilities, and dial plan

= Operations administration maintenance and provisioning (CAM& P)

= Programming interface to external voice processing applications
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Cisco CallManager Clustering

This section discusses the Cisco CallManager clustering and the
recommendations for clusters and users.

Cluster Recommendations

Up to 2,500 Users

A cluster of two CallM:

=l Publisher
=

— Primary CallM anager
o8 I User &1 - 2500

www.cisco.com

A cluster of two Cisco CallManagers can support up to 2,500 users. Use one of
the Cisco CallManagers as the active CallManager and the other as the dedicated
backup.

In this example the publisher would be the backup and the subscriber would be
the active “primary” CallManager.

A Cisco CalManager cluster is composed of database and call processing
servers of a CIPT solution. Publisher and Subscriber are terms used for database
issuesin a Cisco CallManager cluster, primary, secondary and tertiary are terms
used for call processing and redundancy for IP telephony devices.
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Cluster Recommendations

Up to 5,000 Users

Cluster I

CMA I Publisher
Primary CallManager

Gyl I User {81 - 2500
—

cvc Y U igsor oo
JR—

«n
CM-D I Backup for CM_B & CM-C ’

Redundancy
Group
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To support up to 5,000 users the recommendation is to use four Cisco
CalManagersin one cluster. One Cisco CallManager is the publisher and
tertiary Cisco CallManager for redundancy. Two Cisco CallManagers are the
primary CallManagers for 2,500 users and both will use the fourth Cisco
CallManager as the dedicated backup.

Should Glass House be on a machine by itself?

If you have three Cisco CallManagers, the Glass House should be by itself. The
name of a machine should not change if SQL Server 7.0 is on it and one database
should bein every island of survivability. There is no automated method for
moving the Glass House to another machine.
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Cluster Recommendations

Up to 10,000 Users

)
| Publisher

-I Primary CallManager
User f&1 - 2500
-I Backup

Primary CallM anager
-I User 182501 - 5000

-I Primary CallManager
User {85001 - 7500

= [
Primary CallManager
- User {87501 - 10,000 -
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Redundancy
Groups

| U
ol
3

To support up to 10,000 users the recommendation isto use seven Cisco
CdlManagersin acluster. One Cisco CallManager would be the publisher for
database configurations. Two redundancy groups will be created each supporting
up to 5,000 users. The redundancy groups have two active “primary” Cisco
CalManagers and one dedicated backup. This model allows to scalability and
reliability.
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IP Phones

Cisco IP telephones bring state of the art technology to voice communication
solutions. Cisco Systems, the worldwide leader of networking for the Internet,
now brings to market new opportunities for rapid deployment of classic and new
world voice applications by providing high-quality voice instruments that
leverage IP as the transport technology. This allows the consolidation of voice
and datainto a single network infrastructure, including a single cable plant; a
single switched Ethernet fabric for campus or branch offices; and unified
operational systems for operations administration and management (OA&M) for
voice and data.

Cisco IP. Phones

* Cisco IP phone 12 SP+

* Cisco IP phone 30 VIP

* Cisco IP phone 7960

Www.cisco.com

12 SP+

The Cisco IP telephone model 12 SP+ is an |P telephone targeting the busy
office user. This voice instrument supports 12 programmable line and feature
buttons, an internal, high-quality two-way speakerphone, and microphone mute.
The Cisco 12 SP+ also features atwo-line LCD display (20 characters per line)
for call status and identification. An LED associated with each of the 12 features
indicates feature and line status and line buttons.

30 VIP

The Cisco 30 VIP voice instrument is afull-featured IP telephone for executives
and managers. It provides 26 programmable line and feature buttons, an internal,
high-quality, two-way speakerphone with microphone mute, and a transfer
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feature button. The 30 VIP also provides a large 40-character LCD display
consisting of two lines of 20 characters each. The display provides features such
as date and time, calling party name, calling party number, and digits dialed. An
LED associated with each of the 30 feature and line buttons provides feature and
line status.

Cisco IP Phone 7960

The Cisco IP Phone 7960 includes an information button, six programmable line
or feature buttons, and four soft key buttons providing access to features such as
additional call detail or access to web-based information, such as stock quotes.
The Cisco |P Phone 7960 includes an LCD display, which is used to display call
detail and soft key functions.

The Cisco | P Phone 7960 includes two RJ 45 connectors:

= One connector can be used to connect the phone to a switch that provides
10/100 MBit connectivity and receive power from that switch.

= Another connector can be used for network connectivity to a desktop device,
such as a computer.

Because of the complexity of these new features, Cisco CallManager does not
directly control all phone features.
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Making a Call

IP Telephone to IP Telephone

1) Off-hook and digit stimulus  '4) Off-hook stimulus

2) Play tone commands 5) Setup media stream command
3) Ring command 6) Audio stream established
CallManager

IP_ Phone Signaling Protocols

Skinny station (IP phone)
TAPI (soft phone)

TCP Signaling
(Port 2000)

TCP Signaling
(Port 2000)

i - > >

RTP Audio Stream (UDP Port 16384+) IP Phone
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When you actually make atelephone call from an IP telephoneto an IP
telephone, it isa client/server model. The CallManager handles the call control
pieces as follows:

1. When you lift the handset on the | P telephone, it goes off-hook.

2. CdlManager tells the phone to play a dial tone. The .wav file isin the phone.
Y ou enter the digits and dial the number in this case, dialing the phone across
the street.

3. Once CallManager has recognized the telephone number, it dials that
extension and the phone rings.

4. When the called party answers, the called phone generates an off-hook
stimulus to CallManager.

5. CalManager informs the two telephones to set up the media stream between
the two phones. Once the audio stream is established, using the Real-Time
Transport Protocol (RTP), the CallManager is effectively out of the picture
and the two telephones can communicate directly.

6. Asof CallManager 2.3, the RTP audio stream uses User Datagram Protocol
(UDP) ports 16,384 through 32,767.

Thisis an important point as these UDP port ranges are synergistic with those
used on the Cisco IOS™ gateways. Consequently, IP/RTP priority can now be
used to prioritize traffic for both Cisco 10S gateways and the | P telephones.

Note As of Cisco CallManager 2.4, all DTMF from the phone is “out-of-band.”
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DSP Resources

The Digital Signaling Processor (DSP) resources can perform conferencing and
media termination point (M TP)/transcoding services in addition to their PSTN
gateway functionality.

DSP Resources - Purpose and

uOne  CallManager — Conferencing
---------- Compressed Call Leg Gateserver ~ Cluster
G.711 Call Le —m
: -
@ = DSP Farm

[
I

Router/GW

Transcoding

10S Gatekeeper

CallManager yone
CallManager
Ga:leoszrever Clusu-:trg Cluster Gateserver
p—— =l Uste

{ o=
- o e
( )
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Catalyst enabled conferencing is the ability to support voice conferencesin
hardware. Digital Signaling Processors (DSPs) are use to convert G.711 voice
sessions into time-division multiplexing (TDM) streams that can then be
“mixed” into a conference call by another DSP.

The transcoding application can either act as atraditional AVVID MTP resource
or as a transcoding resource.

« Atraditiona AVVID MTP service is the ability to provide supplementary
services like hold, transfer, and conference when using gateways that don’t
support the H.323.v2 feature of open/close logical channel.

» Transcoding application isin effect an |P-to-IP voice gateway service. A
transcoding node can convert a G.711 voice stream in to alow bite-rate
(LBR) compressed voice stream, such as G.729a. Thisiscritical for enabling
applications such as IVR, uOne Messaging, and Conference Callsover an IP
WAN.
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PSTN Gateway/Router

The Cisco AVVID telephony solution offers multiple methods of connecting an
| P telephony network to the PSTN or legacy PBX and key systems.

Cisco Voice Gateways

Integrated digital
and analog
SRR T [8PortTIEL| |24 Port FXs (Telco) |
Catalyst 6000 [
family switches _>
e I8
| ‘l ﬂ'
.......

“ AS5800

AS5300

Shndaines analzq

pnd digital gaomwey
[M=idudar. W05 hagasi]

Standalone Digital
Gateways DT-24+,
DE-30+

Standalone
Analog Gateways

AS & AT

1750
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There are 20 Cisco voice gateway candidates to choose from. Gateways range
from specialized, entry-level stand-alone voice gateways to the high-end, feature
rich integrated router and Catalyst gateways.
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Gateway Selection Criteria

Standalone vs integrated router/gateway
» Cost vs flexibility, functionality, and manageability

Required voice port density
Support for required PSTN signaling types

Gateway protocol
»SGCP (skinny gateway) DT24+, DT 30+, Catalyst 6000 Blades
»H.323 (I0S based gateways) 1700/2600/3600/3800/AS5X00/7200
»MGCP based gateway VG-200 (can be used as H.323 gateway also)

Support for required WAN interface(s) & QoS

Remote sites likely to add voice ports to
existing voice enabled router

WwWw.clsco.com CIPTv2,0? -11

Every gateway selection is made by combining common or core requirements
with site and implementation specific features. The three core requirements for
an AVVID CIPT gateway are dual tone multifrequency (DTMF) relay
capabilities, support for supplementary services and the ability to handle
clustered CallManagers. Any gateway selected for alarge campus deployment
should have the ability to support these features. Additionally, every AVVID
CIPT implementation will have it’s own site-specific feature requirements.

There are three types of protocols that are supported. The first are the skinny-
gateways. These are a series of digital gateways that include the DT-24+, the
DE-30+, and the WS-X6608x1 Catalyst V oice Module. Another type of gateway
protocol istraditional H.323. Cisco 10S integrated router gateways use H.323 to
communicate with CallManager. The last type of gateway protocol is the new
Media Gateway Control Protocol (MGCP). Cisco CalManager uses MGCP to
control the new stand-alone gateway, the V G200 analog gateway. Each of these
protocols follows a dlightly different methodology to provide support for the
three core gateway features.
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Voice Messaging

Voice messaging is a key component to any type of telephony deployment.
Cisco’s uOne Gateserver with messaging software will deliver the voice-
messaging component for the CIPT solution.

uOne GateServer

G.711only (RSN

« Telephony application server platform

* Orchestrates message playback,
delivery, and creation

* uOne UMS application services
execute on this platform

* RTP streaming interface agent

* Multiple GateServers can be utilized to
add capacity and resiliency

~* Microsoft Windows NT server

www.cisco.com

Often you may hear the uOne product called the application server and/or the
gate server. Both terms can be useful to understand what it does. The uOne
Gateserver manages message playback, message delivery, and the message
creation process. The server/gateway uses an RTP transport-streaming interface
and runs on Windows NT.

Scaling and reliability can be accomplished by use of multiple uOne GateServers.
There will be more details available later in this course.
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Voice/Unified Messaging Call Flow

IP Phone implemented in Gateserver

LDAP Directory

SMTP message Application
to me_ssage s_tore server performs
(not in real time) T Dl N ——==———== (irectory query
“ uOne for called user

Application server Gateserver

sends MWI i NO
to CallManager to
illuminate MWI light

CallManager

[h After 3 rings CallManager
sends RTP stream uOne

IP Phones (in real time)
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The voice messaging call flow in the above diagram is described bel ow:

1. After threerings the CallManager sends a RTP stream to uOne.

2. The application server (uOne) performs directory query for the called user.
3. The SMTP message is sent to the message store.

4. The application server sends the message waiting indicator (MWI) of “On” to
the CallManager to illuminate the MWI light on the phone.
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Written Exercise 1: IP Telephony Functional
Components

Complete the following exercise to practice what you learned in this chapter.

Objectives

In this exercise you will complete the following task: match the functional
component with its definition.

Task: Match the functional component with the correct definition.

Given what you know about the four functional components of IP Telephony,
match the definition to the correct 1P Telephony functional component.

1. Represented by hardware where call streams get terminated. The following
are examples of this functional component:

- Cisco | P Phones
- Computer terminals
- Wireless IP Phones

2. Thefoundation for areliable and available IP Telephony solution. The
following are examples of this functional component:

- QoS enabled Layer 2 Switch
- QoS enabled Layer 3 Switch
- Router

3. Extraadded features and software that work with Cisco CallManager to
supply robust IP Telephony solutions within AVVID. The following are
examples of this functional component:

- Web Attendant/Interactive V oice Response (IVR)
- Voice Messaging
- Call/Contact Center
4. The main component of the CIPT solution. The Cisco CallManager server
hardware and software are part of this functional component.
___1.cdl Processing
2.Clients
3.Applications
4.V oice Enabled Infrastructure
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Completion Criteria

Y ou have completed this exercise when you have matched the four functional
component definitions to the four functional component headings of IP
Telephony.
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Summary

This section summarizes the concepts you learned in this chapter.

Summary

 Call processing is done by the Cisco
CallManager.

* Endpoints include Cisco IP phones, DSP
resources, gateways, and routers.

* Cisco uOne is one of the applications in the
CIPT solution.

www.cisco.com

Cisco CallManager is the call processing engine of a Cisco IP telephony solution.
In a Cisco | P telephony solution, the endpoints include the Cisco IP phones, DSP
resources, gateways and routers. The Cisco IP phonesinclude the 12 SP+, 30
VIP, Cisco IP Phone 7910, and Cisco |P Phone 7960.

Cisco uOneis one of the applicationsin a Cisco |IP telephony solution and the
Cisco uOne application is the messaging application providing voice mail
services for a Cisco | P telephony solution.
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Review Questions

Q1)

Q2)

Q3)

Answer the following questions.

Review Questions

1. Which functional group do the Cisco IP
phones belong to?

2. What are the signaling and device
control functions of the Cisco
CallManager?

3. Which services can the Digital
Signaling Processor (DSP) resources
perform?

www.cisco.com

There are four functional groups within the Cisco IP telephony solution. Which
functional group are the Cisco IP phones a part of ?

The Cisco CallManager is part of the call processing functional group of the
Cisco IP telephony solution. What are the signaling and device control functions
that the Cisco CallManager performs?

In addition to the PTSN gateway functionality, which services can the Digital
Signaling Processor (DSP) resources perform?
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Understanding DHCP
and TFTP

Overview

This section provides you with an understanding of how Cisco IP telephony
devices can use the optional Windows 2000 server service's Dynamic Host
Configuration Protocol (DHCP) and Domain Name System (DNS) to
communicate with the Cisco CallManager. Y ou will also understand the
relationship between the Cisco IP phones and Cisco Access gateways and the
Trivial File Transfer Protocol (TFTP) server.

This chapter includes the following topics:

Objectives

Understanding DHCP and TFTP
Understanding TFTP

Understanding Microsoft DHCP Options
Summary

Review Questions



Objectives

This section lists the chapter objectives.

Objectives

Upon completion of this chapter, you will be
able to perform the following tasks:

* Identify and chart the flow of a CIPT device
with DHCP, DNS and TFTP running

* Describe the DHCP and DNS options within
Windows 2000

* Configure TFTP servers for use with Cisco IP
phones and Cisco access gateways

www.cisco.com

Upon completion of this chapter, you will be able to complete the following
tasks:

= ldentify and chart the flow of a CIPT device with DHCP, DNS, and TFTP.
= Describe and identify the DHCP and DNS options within Windows 2000.

= Configure TFTP serversfor use with Cisco IP phones and Cisco access
gateways.
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Understanding DHCP and TFTP

This section describes how you use DHCP and TFTP.

DHCP (Dynamic Host Configuration Protocol) service is aclient/server system
available with the Windows NT server. DHCP automatically assigns IP
addresses to devices whenever you plug them in. For example, this alows you to
connect multiple phones anywhere on the IP network and DHCP automatically
assigns IP addresses to them.

By default, Cisco IP phones are DHCP-enabled. If you are not using DHCP, you
need to disable DHCP on the phone and manually assign it an IP address.

When the devices connect to the DHCP server, the DHCP server provides them
with the default TFTP server information. The IP phones and gateways must
access the Trivial File Transfer Protocol (TFTP) server to retrieve their
configuration file.

DHCP and TFETP Working

Together

yGet IP address, mask, DNS, and so forth.
» Static or DHCP

2 DHCP CallManager
JGetSTFTP Z(ejrver address DNS TETP
- Static address
U . ) &2 =
a,‘:’; * Option 150 (single IP address) U ﬁl
one | - Option 66 (first IP address or DNS name} % |

e Look up CiscoCM1.your.domain 3)
3) Get configuration from CallManager TFTP* N,
¢ List of up to three CallManagers 2\ 9
* Region info and keyboard template _
* Version of code to run ["
4) Get new code (one time only)
5) Register with CallManager

* Use configuration in Flash after timeout
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The figure shows how a Cisco IP phone or Cisco access device contacts the
Cisco CallManager when you are running DHCP, DNS, and TFTP services
within your network.

1.  When you plug atelephone into an Ethernet jack, assuming the prerequisite
infrastructure and a CallManager, the first thing that will happen isthe
telephone will request an I P address from a Dynamic Host Configuration
Protocol (DHCP) server. In general, thisis the recommended mode of
operation. Static addressing can be supplied to the telephone, and you can
enter the IP address manually, but this would prevent mobility.
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As part of that DHCP request, when an IP address is supplied to the
telephone, it is aso possible to supply the address of the TFTP server, or
the CallManager from which the telephone will get its configuration. Once
again, the TFTP server address could be specified manually but this would
limit adds, moves, and changes and remove some of the benefits. This
TFTP server address can be given in one of two forms: either Option 150,
which iswhat you would recommend, or Option 66 or the Bootstrap
Protocol (BOOTP), which you may be familiar with. BOOTP would not be
recommended, although it isaviable option, sinceit is aready in general
use by other devices already.

Once that address has been given, the telephone itself will register with the
CallManager and download its configuration, which can contain alist of up
to five CallManagers that the telephone can use for call control. This
creates an extremely resilient system. You will get your region information
and also the features or functionality that each of your keys will produce for
you.

Y ou also receive any new code you areto run. If, for example, the firmware
or the code that each telephone runsis changed, this can be added to the
CallManager. Once restarted, each telephone will automatically reload that
code, once again making maintenance very simple. The telephones can be
configured to auto register.

An administrator rolling out the phones would plug each one in and then
assign anumber. New entries will appear by Media Access Control (MAC)
address, which is how the CallManager ties the actual instrument to a
telephone number. An aternate, not the normal operation, would occur
when you plug in the telephone; CallManager would automatically give that
telephone aline number, however, this would make things like directories
very difficult to set up.
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Understanding TFTP

This section describes how to connect a Cisco IP phone to CallManager.

The phones and gateways have an order of preference that they use for selecting
the address of the TFTP server. If it receives conflicting or confusing
information from the DHCP server, the phone uses the following sequence to
determine what information is valid.

1. You can configure the phone (but not a gateway) with a TFTP server address
through keypad configuration.

» Thisaddress overrides any TFTP address sent by the DHCP server.
= The phone awaystriesto resolve the DNS name CiscoCM 1.

2. If thisnameisresolved, then thisinformation overrides al information sent
by the DHCP server. It is not necessary to name the TFTP server CiscoCM1,
but you must enter a DNS name record to associate CiscoCM 1 with the
address or name of the TFTP server.

3. The phone uses the value of Next-Server in the boot processes—This DHCP
configuration parameter has traditionally been used as the address of the
TFTP server. When configuring BootP servers, thisfield istypically
referred to as the address of the TFTP server. Thisinformation is returned
in the siaddr field of the DHCP header. Y ou should always use this option,
if available, because some DHCP servers will place their own IP addressin
thisfield when it is not configured.

4. The phone uses the site-specific option 150—This option resolves the issue
that Microsoft 2000 or NT servers do not allow the Next-Server
configuration parameter. The 2000 or NT servers allow access to the Next-
Server parameter only when IP address are statically assigned.

5. The phone also accepts the Optional Server Name parameter. This DHCP
configuration parameter is the DNS name of a TFTP server. Currently only
a DNS name can be configured in this parameter. A dotted decimal IP
address should not be used.

6. The phone aso accepts the 066 option, which is the name of the boot server.

= Option 066 is normally used to replace the name field when option
overloading occurs. It can be used on Windows 2000 or NT DHCP
servers and functions like the 150 option. This name field can
contain a DNS name or a dotted decimal |P address.

= The 066 option should NOT be used with the 150 option. If they are
sent together, then the phone prefers the IP address to the name
given by the 066 option. However, if both a dotted decimal 1P
address and a 150 option are sent, then order of preferenceis
dependent on the order that they appear in the option list. The
phone chooses the last item in the option list. To reiterate, option
066 and option 150 are mutually exclusive.

See the flowchart on the following page.
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Flowchart of Cisco IP phone connecting to Cisco CallManager

IP phone
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Understanding Microsoft DHCP Options

This section describes the Microsoft DHCP options.

Microsoft DHCP Options

Understanding Microsoft DHCP options:

* TFTP server (150 boot server IP address or
066 boot server host name)

» Default gateway (003 router)
Additionally, you may need:
- DNS server (006 DNS servers¥# ptional)
- Domain name (015 Domain Name¥# ptional)

| Note: Use DNS and domain name only if needed |

www.cisco.com

Understanding Microsoft DHCP options:

= TFTP Server (066 boot server host name or 150 boot server |P address)
» Default gateway (003 router)

Additionally, you may need:

= DNSserver (006 DNS servers—optional, use only if needed)

= Domain name (015 domain name—optional, use only if needed)
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Creating and Defining DHCP

www.cisco.com

A DHCP scope must be defined for CIPT device registration. The path to DHCP
is Start>Programs>Administrative Tools>DHCP. To create and define a new
scope, select the server you are on and select “New Scope” using a right mouse
click. DHCP scopes can be created, defined or deleted from this DHCP window.
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Accessing the TFTP Server

Accessing the TETP Server

* Gateways and phones use the DHCP custom
option 150 or option 066 (boot server host
name)

» Gateways and phones query CiscoCM1
* Phones receive static IP

* Phones configured with IP address of the
TFTP server

| DHCP option 150 or 066/#% o not use both I

www.cisco.com

Y ou can enable the |P phones and gateways to access the TFTP server in any
one of the following ways, depending on the device type:

» Gateways and phones can use DHCP custom option 150 or option 066 (boot
server host name), but not both.

» Gateways and phones can query CiscoCM 1. DNS must be able to resolve
this name to the IP address of the Cisco CallManager server.

= Phones can receive astatic |P.

= Phones can be configured with the IP address of the TFTP server.
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Summary

This section summarizes the concepts you learned in this chapter.

Summary

* Cisco CallManager, DHCP TFTP, and DNS
work together.

* The TFTP default server name is CiscoCM1.

* Phones and gateways have an order of
preference they use for selecting the address
of the TFTP.

www.cisco.com

DHCP automatically assigns | P addresses to devices whenever you plug themin
and by default the Cisco IP phones are DHCP-enabled. Cisco I P telephony
devices retrieve their configuration file from the TFTP server. DNS enables
devicesto resolve | P addresses of DHCP and TFTP using names rather than IP
addresses.

The Cisco IP telephony devices attempt to TFTP to the default server name
“CiscoCM1.” If an IP address or name is not received, the default name
“CiscoCM1” isused.
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Review Questions

Q1)

Q2)

Q3)

Answer the following questions.

Review Questions

1. What do the Cisco IP telephony devices
query to get their IP address?

2. What do Cisco IP telephony devices
query to get their configuration file?

3. Which DHCP options can you use to
access the TFTP server?

www.cisco.com

The Cisco IP telephony devices (1P phones and gateways) need an |P address.
What do the devices query to get an IP address?

In order for Cisco IP telephony devices to register with the Cisco CallManager,
they must have configuration files. What do the devices query to get their
configuration files?

Cisco IP telephony devices need to access the TFTP server. Which DHCP
options are used to notify the devices where the TFTP server is located?
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Cisco CallManager

Overview

Cisco CalManager on the Cisco Media Convergence Server (MCS) is a network
business communications system providing high-quality telephony over IP
networks. Cisco CallManager and the MCS enable the conversion of
conventional, proprietary circuit-switched telecommunication systems to multi-
service open LAN systems.

The following topics are discussed in this chapter:
= Objectives

» Primary Functions

=« Hardware

» Cisco CalManager Administration

» Installable Components

« Installation

= Laboratory Exercises

= Summary

= Review Questions



Objectives

This section lists the chapter objectives.

Objectives

Upon completion of this chapter, you will
be able to perform the following tasks:
* Identify the hardware components and

operating system requirements of the MCS-
7830 and MCS-7835

* Describe and identify CallManager cluster
requirements and guidelines

* Configure system parameters in the Cisco
CallManager software that will enable dial tone
to a Cisco IP phone when connected

www.cisco.com

Upon completion of this chapter, you will be able to complete the following
tasks:

= Given an MCS-7830 and MCS-7835, identify the hardware components and
operating system.

» Given an IP telephony network, describe and identify Cisco CallManager
cluster requirements and guidelines.

= Given aCisco CallManager Server, configure system parametersin the
Cisco CallManager administration to enable dial tone to a connected Cisco
IP phone.
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Primary Functions

This section describes the primary functions of the CallManager.

Primary Functions

* Call processing
 Signaling and device Control
» Features, capabilities, and dial plan

* Operations administration maintenance and
provisioning (OAM&P)

* Programming interface to external voice
processing applications

www.cisco.com

The primary functions of the Cisco CallManager are the following:

» Call processing (digit analysis and resolution)

= Signaling and device control

= Features, capahilities, and dial plan

= Operations administration maintenance and provisioning (OAM&P)

= Programming interface to external voice processing applications

Note Some functions may be covered later in this course, because they work in
conjunction with other CIPT components.

Cisco CalManager extends enterprise telephony features and functions to packet
telephony network devices such as |P phones, software phones, and V oice over
IP (VoIP) gateways.

Supplementary and enhanced services such as hold, transfer, forward,
conference, multiple line appearances, automatic route selection, speed dial, last-
number redial, and other features are extended by Cisco CallManager to IP
phones and gateways. Because CallManager is a software application, enhancing
Cisco CallManager is a matter of upgrading software, thereby avoiding
expensive hardware upgrade costs. Further, Cisco CallManager configuration
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allows all phones, gateways, and applications to be distributed across a routable
IP network, providing asingle, distributed, virtual telephony network.
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Call Processing

1-Call
IP Phone A setup_ - —vﬁl CallManager
- o:‘ - - l:l

& ‘4-Ringback,i,‘ 2-E.164 lookup

3-Call ¢
6-Connect Setup'/ ,
RTP Stream ’ " 4-Ring
” ’ Router/GW
[E 5-Offhook
IP Phone B
? 2000, Cisco Systems, Inc. WWwWWw.CcISco.com CIPTv2.0? -6

Cisco CalManager does the call processing in an IP telephony network. The
following describes how the call processing works:

1. Call setup request, which includes off-hook signaling, digit collection, and
digit analysis, from phone A

E.164 lookup for phone B

Call setup request sent to phone B

Ring played to phone B and ring back played to phone A
Phone B goes “ off-hook”

Connect RTP stream between phone A and B

© o &~ ® DN

Copyright O 2000, Cisco Systems, Inc. Cisco CallManager 5-5




Hardware

This section describes the Media Convergence Sever 7800 series hardware
platforms.

MCS-7800 Server Family

No Picture,
yet.

www.cisco.com

The Media Convergence Server 7800 series (MCS-7800) are the supported
hardware platforms for Cisco CallManager that provide for scalable hardware
architecture:

» The Cisco MCS-7822 isintended to be a pilot-test platform as a standalone
server, or aproduction-level server when two MCS-7822s are deployed in a
primary/backup role.

» TheCisco MCS-7830 is an integral part of a complete, scalable architecture
for anew generation of high-quality |P voice solutions that run on the
enterprise data network.

= TheMCS-7835 isengineered to run avariety of Cisco AVVID applications,
such as Cisco CallManager and Cisco Unified Open Network Exchange

VOIi Ce messaging.

Note No third-party software applications to run on a Media Convergence Server
series platforms.
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MCS-7822

Performance

Availability

Scalability

MCS-7822

Compag Prosignia 720
550MHz Pentium IIl Processor
512 MB Ram

Single 9.1 GB Hard Drive

www.cisco.com

The Cisco MCS-7822 includes Intel's next-generation Pentium I11, delivers 550-
MHz performance, and ships with 512 MB of Error-Correcting Code (ECC)
RAM, extending the high performance you will require to roll out IP telephony
applications.

In asingle-server configuration, the Cisco MCS-7822 lacks the redundant
components that most customers will desire to run the MCS-7822 in a
production environment. Two MCS-7822s operating in a"primary" and
"secondary” mode will provide arobust fail-over mechanism so customers can
run in a production environment. As part of its configuration, each IP telephone
will store the IP address of the primary and secondary server so that if the
primary server fails the phone will get instructions from the secondary server.
The availability of many serversis compromised because of software conflicts
that result when many applications are installed on asingle server.

Note Since there are NO customer-provided third-party software applications
approved to run co-resident on the MCS-7822, a higher lever of availability is achieved.

The Cisco AVVID architecture allows for agreat deal of scalability to meet the
regquirements of almost any enterprise. Currently, customers can have a primary
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and secondary server that will support small to medium-sized facilities and large
branch offices. In future releases of Cisco CallManager, userswill be able to add
additional Cisco MCS-7800 series serversto scale their IP telephony solution
significantly.
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MCS-7830

Performance

Availability

MCS-7830

Compaq Proliant 1600R

550MHz Pentium Il
Processor

512 MB Ram (Optional
upgrade to 1 GB Ram)

Dual 9.1 GB Hard Drives
(Raid 1 mirrored)

WWwWWw.cisco.com CIPTv2.0—5-10

The MCS-7830 includes Intel's next generation Pentium I11, delivers 550-MHz
performance, and ships with 512 MB RAM, with an option of upgrading to 1 GB
RAM, of 100-MHz registered SDRAM, extending the high performance you will
require to roll out current and future Cisco AVVID applications. All of this
power is delivered in a space-saving rack-mountabl e form factor (5U). The
MCS-7830 isintended to run only Cisco CallManager software.

Note Other third-party applications are not supported.

Availability, or the percentage of time that a system is available to provide
service, was assumed in old world networks. Availability is akey requirement in
the New World networks Cisco is building today. The high-availability design of
the MCS-7830 will deliver arobust platform for your mission-critical Cisco
AVVID applications. The MCS-7830 comes standard with two hot-plug
redundant power supplies and two redundant 9.1GB SCSI hot-plug hard drives
running RAID-1 disk mirroring to ensure maximum availability. A remote
management board (RMB) is also included to provide arobust fail-safe solution
for server management. The RMB operation is fully independent from the host
hardware (self-contained processor, memory, and battery), host operation system,
and network connection. This high level of independence ensures that regardless
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of server state, administrators and the Cisco Technical Assistance Center (TAC)
engineers have access to the MCS-7830 from virtually anywhere.

Scalability

Whether you start your Cisco IP telephony network with five telephones or
hundreds, the MCS-7830 server seamlessly allows customersto grow their
network at their own pace. Cisco CallManager may be installed to one or more
MCS-7830 servers. In multi-server environments, the Cisco CallManagers are
logically coupled through an H.323 signaling interface. Individual MCS-7830s
may be backed up by a duplicate, hot-standby MCS-7830, providing complete
call processing redundancy. The Cisco CallManager provides redundancy
through automated fail-over of gateways and phones to secondary MCS-7830sin
the event of primary server failure. Currently, the Cisco CallManager scalesto a
single server. The base Cisco CallManager architecture allows for a natural
progression to a scalable network of multiple, redundant MCS-7830s with inter-
CalManager feature transparency, known better as clustering.
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MCS-7835

MCS-7835

Compagqg Proliant DL380

733 MHz Pentium llI
Processor

1 GB Ram

Dual 18 GB Hard Drives
(Raid 1 Mirrored)

Www.cisco.com

Performance

The MCS-7835 features a 733-MHz Intel Pentium 111 processor, and is
expandable up to 4 GB of 133-MHz registered SDRAM, extending the high
performance you will require to roll out current and future Cisco AVVID
applications. There is hardware RAID support for dual 18.2-GB Ultra2 small
computer seria interface hot-plug hard drives to improve overall system
performance. All of this power is delivered in a space-saving rack-mountable
form factor (3U), smaller than the MCS-7830, designed to save precious rack
space in your data center.

Note Other third-party applications are not supported.

High Availability
Availability, or the percentage of time that a system is available to provide
service, was assumed in old-world networks. Availability isakey requirement in
the New World networks Cisco is building today. The high-availability design of
the MCS-7835 will deliver arobust platform for your mission-critical Cisco
AVVID applications. The MCS-7835 comes standard with a redundant hot-plug
power supply and two redundant 18.2-GB SCSI hot-plug hard drives running
RAID-1 disk mirroring to ensure maximum availability. If ahard drive or power
supply fails, it can be replaced without powering down the server, and the failure
will not affect service. In the case of the SCSI drive, as soon as the replacement
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Scalability

Flexibility

driveisinserted, the integrated RAID controller will restore the image to the
new drive, without any user intervention.

Whether you start your Cisco |P telephony network with five telephones or 5000,
the MCS-7835 server allows the customer’ s network to grow at a manageable
pace. A MCS-7835 server can serve as a Cisco CallManager server or a Cisco
uOne voice-messaging server. Additional applications are planned for the
platformin the future. As a Cisco CallManager 3.0 server, each MCS-7835 can
handle up to 2500 IP tel ephones (total number of 1P phones dependent on N+1
redundancy configuration). Remote sites can aso be interconnected through an
H.323 interface, using an H.323 gatekeeper.

The MCS-7835 is configurable to run either Cisco CallManager software or
Cisco uOne voice messaging software. The MCS-7835 was also designed to run
future Cisco application packages that will become part of the Cisco AVVID
solution. The MCS-7835 has an optional internal 12/24-GB DAT tape drive to
back up critical data, and also offers the flexibility of saving important user data
to aseparate server located elsewhere on the IP network.
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Cisco CallManager Administration

This section describes CallManager administration.

CCM 3.0 Administration

Overview

* Redesigned interface

* Improved configuration pages
« Simplified security for webs

» Scalable to support large sites

www.cisco.com

The following are the new features of CallManager 3.0 administration:

Redesigned interface: Started with a clean slate and designed the interface to
work for the requirements of the Cisco CallManager 3.0. Navigation is
simpler and individual pages are cleaner than before.

Improved configuration pages: Pages are designed for the task of

configuring the current item (for example, a phone). Most items can be
configured on a single page, while others use a set of related pages. With
few exceptions, all data validation occurs before the data is submitted for the
update. (Thisis achange from 2.x, where errorsin data entry often required
re-entering all data.)

Simplified security for webs: The Cisco CallManager 3.0 administration
web isinstalled separately from related webs (for example, the User Web
Pages for configuring speed dial buttons). This makes it much easier to
secure the web from unauthorized access using standard Windows NT and
I1S security.

Scalable to support large sites: The administration pages are designed to be
efficient even for organizations with 1000s or 10,000s of users/devices. Data
transfer and page load times are minimized to keep the interface responsive.
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Cisco CallManager

Administration Is for[]

» System definition
» System control

* Adding devices (IP phones,
gateways?

 Dial plan administration

www.cisco.com

The Cisco CallManager administration web pages are designed specifically for
the task of creating and maintaining the configuration database. These tools are
being developed separately and will be available concurrent with or shortly after
FCS.

If reports are an issue, customers can use any report package that connects to
SQL databases (for example, Microsoft Access or Crystal Reports) to create
their own reports.

In no case should customers attempt to update the database directly.
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Installation

* Administration web is installed by default
with Cisco CallManager 3.0 software.

 Installed files for the web are now located
outside wwwroot in C:\Cisco\Webs\Admin.

* The files for the user web pages (for
configuring speed dial and forward) are
installed in C:\Cisco\Webs\User.

* Installation creates virtual directories on
the web server called CCMAdmin and
CCMuUser.

www.cisco.com

In version 2.x all the web page files for Cisco CallManager were installed under
the default web site root folder (c:\inetpub\wwwroot). The User Web Pages were
asubdirectory of the administration pages. This made setting security on the site
easy for labs, but difficult for production systems.

In Cisco CallManager 3.0, the web files are installed outside the root web for
better security. The user web pages have been broken out into a separate location
to make security easier. Security is setup and maintained using NT’ s directory
and file permissions in combination with the permissions for the virtual
directories on the web server. The virtual directories correspond to URL s of
http://hostname/ CCM Admin and http://hosthame/ CCM User, respectively (where
hostname is the domain name or address of the web server).
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Menus and Navigation
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Components of the Cisco CallManager 3.0 database

are organized into a simple menu structure
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The menus are used to organize and navigate the web pages for configuring the
system. Click on a menu name to see contents (click on the name again to hide
the menu). The menu content is organized as follows:

System—Items on this menu are used or available for the configuration of
other items throughout the system. For example, the device pools used to
group devices and associate devices with particular defaults.

Route Plan—Items used to configure routing and trunking for the system.
Thisincludes setting up partitions, partition (calling) search spaces, route
groups and lists, and so forth. The External Route Plan Wizard is also
available.

Services—Processes (applications and services) related to Cisco
CalManager 3.0 run on the same or different machines (nodes) than a Cisco
CdlManager.

Features—Phone system features such as Call Park and Call Pickup Groups.

Devices—Hardware and software devices (phones and gateways) that carry
or terminate calls. Also the keypad templates for phones.

Users—LDAP directory items for associating users and phones.

Applications—Plug-ins and other external applications that integrate with
Cisco CallManager. For example, the Bulk Administration Tool, Voice Mail,
CDR reporting and other applications that are installed separately from the
main Cisco CallManager installation.

Help—The online help for Cisco CallManager and installed components.
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System Configuration

* First configure system Items
« Second configure gateways
* Third configure route plan

* Then add features, services, phone
button templates, devices, and so forth

www.cisco.com

When setting up new or expanded systems, the general flow of the configuration
is system, gateways, route plan, services and devices. Thisis aso agood way to
get to know a customer’s system:

» Havethe Cisco CallManagers and Cisco CallManager groups been set up
properly? Check system>servers or Cisco CallManager groups.

= Have regions and date/time settings been configured?

= Arelocations being used?

= Aregateways configured with correct port types?

» Isroute plan defined (with or without the External Route Plan Wizard):
— Partitions, calling search spaces
— Route groups, route lists
— Route patterns and filters

» Arecal park and pick up numbers defined?

» Hasthe configuration of individual services and devices been set up?
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Locating Items to Configure
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Low- to Medium-Count items
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L ow- to medium-count items such as Cisco CallManagers, device pools, and
analog stations are listed on the left column of the configuration page.

Select an item from the left column to edit, update, or delete that item.

In Cisco CallManager Administration, select system from the tool bar and device
pool from the drop down menu to get to the page shown above.
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Locating High-Count Items to
Configure

Lo Boimmt

Fimd and List Phones s e e

|l v Lk PR ) B Devioe ol oo wills *Dalms®

e M= |

= ¥ W N
e - I (e [ e MW
= E: w 1 "
Ly B a=rniirees iEd O B %
B B J
[T = EEFERTIIT ST B i [ + ] L

High-count items are located using a

separate search page to list relevant items.
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Use the search options at the top of the page to create a query for devices.
Phones and users are considered high-count items. Click on the links for alisted
item to edit it, or click on one of itsicons to perform actions (copy, delete, reset)
fromthelist.

In Cisco CallManager Administration, select Device from the tool bar and
Phones from the drop down menu. When you select “Find” without establishing
any search criteria, all registered phones will be listed.
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Inserting and Updating Iltems

Inserting and Updating Items
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Validating and updating data is done using Z emote Scripting? to

access data on the server without leaving the current page.
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One of the changesin 3.0 is the consolidation of information on a single page.
Settings that the user can’t or shouldn’t modify are removed so that more related
items are on the same page. The change is most noticeable on the device pages.

Another change is the use of remote scripting to reduce the amount of processing
done by the server. A key benefit of this technology is that the database can be
accessed without leaving the current page. The ability to quickly validate against
large databases (for example, detect a duplicate device name or directory number
in a system with 1000s of stations) and give the user feedback.

Most updates are done using remote scripting so the server only has to process
the data. The older form submission method sometimes required more
processing for the HTML than the data. Another advantage is that we can now
give the user error messages without requiring them to navigate between pages
and re-enter data.
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Remote Scripting (Diagram)

A

Standard HTTP Initial Page Request
Request/Response q

- - Remote Scripting

— m ..................... . :
@%BL ¢ paavaidaion N

Cisco Web Client
CallManager Server [ —-————- e - Browser
Database .. _nge_rl, Mo.d_'f.VL I_Dgl_et_e_ _.
¢ Reload Page
g
? 2000, Cisco Systems, Inc. WWwWWw.clsco.com CIPTv2.0? -21

Remote scripting is Microsoft’ s name for accessing objects and data on aweb
server without reloading an entire page.

There are standards under development to make this functionality availablein a
non-proprietary way and across platforms.

Remote scripting lets us efficiently provide administrators with immediate
feedback. For example, when an administrator enters the directory number for a
line being added to a phone, we can tell them immediately if that directory
number is already assigned to another device. This brings us closer to the
performance expected in an application.
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Supported and Tested Browsers

Supported/Tested Browsers

* Microsoft Internet Explorer 4.01 - 5.01
(32-bit Windows only)

* Netscape Navigator 4.08 - 4.7
(Windows, Linux, Solaris)

www.cisco.com

The Dynamic HTML (for example, menus) and remote scripting require a
browser that supports style sheets, DHTML, JavaScript, and scriptable Java
applets. Currently, these are the browsers we know that meet our requirements.

Thiswill not work on Mac, or IE under UNIX.
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External Route Plan Wizard

External Route Plan Wizard
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The Wizard provides away to set up specific information about the way calls are
handled in the system without having to know all the details for Cisco
CallManager 3.0’ s implementation of call routing.

A route plan determines how acall placed from a station in the Cisco
CallManager system isrouted to its destination. The External Route Plan Wizard
has been designed to allow a user with alimited amount of experience setting up
route plans to quickly create and assign the items necessary for:

= Controlling accessto long distance calling
= Provide emergency (911) accessto all phones

» Enabling toll bypass between multiple locations (use private network instead
of PSTN)

» Integrating the Cisco CallManager system with an existing PBX’ s route plan

= Additional information is shown on the Wizard' sfirst screen. Note in
particular that the Wizard is for the North American Numbering Plan, and
will not work for sites/customers in locations that require different
numbering plans (for example, Europe, Asia, and so forth).

The Wizard creates all the necessary items, which can then be used to configure
other devices (for example, phones). Items created by the wizard can be
modified, and additional items can be added (for example, additional filters for
blocking 900 services or directory assistance). However, once the items created
by the Wizard are applied to devices or modified, you can no longer delete the
dial plan without first undoing other changes.

Copyright O 2000, Cisco Systems, Inc. Cisco CallManager 5-23



Installable Components

This section describes the CallManager installable components.

Installable Components

» Cisco CallManager
» Cisco TFTP server

» Cisco CallManager database server
(primary or secondary)

* Cisco CallManager web administration

* Cisco IP Streaming Media Application
(Conference Bridge and MTP)
» Cisco Messaging Service

Operating System: Windows 2000 Server
Database Services: SQL Server 7.0 + Service Pack 2.0

DC Directory Service and Supports Cisco Works 2000

www.cisco.com

The MCS-7800 series comes with the following install able components:
» Cisco CallManager

s Cisco TFTP server

» Cisco CallManager database server (primary or secondary)

» Cisco CallManager web administration

» Cisco IP Streaming Media Application (Software Conference Bridge and
Software Media Termination Point)
» Cisco messaging Service

The operating system is a Windows 2000 server and the database server uses
SQL Server 7.0 plus Service Pack 2.0. The server also uses DC Directory
Service and will support Cisco Works 2000.
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Software License Keys

Software License Keys

. Eiles on CDs are Installation Flow

encrypted

* Unique license key per
application

¢ Installation flow
controlled by license key

You cannot install partial software pieces. For
example; Win2k, or SQL Server only.

You cannot install Cisco CallManager 3.0 on
rogue Win2K install.

www.cisco.com

All files of the installable components CD’ s are encrypted and each application
hasits own unique license key. Each application’s license key controls the flow
of installation.

You are unableto install partial software. For example, you are unable to install
only a Windows 2000 server or SQL server on amachine. The keys and
encrypted files prevent partial installs of the software.

Because of the unique keys per application and the CD encryption, you are
unable to install Cisco CallManager on arogue Windows 2000 server
installation.

Note In order to maintain the integrity of the system performance, no other third party
applications can be installed or run on the system.
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Application Considerations

Application Considerations

* Browsers:

—Must support both J avaScript and Active
Server Pages (ASP)

—Microsoft Internet Explorer 4.01 or later
—Netscape 4.5 or later
* Dynamic Host Configuration Protocol (DHCP)

* Domain Name System (DNS) used for name
resolution when DHCP options provide names

www.cisco.com

Several utilities are necessary for using Cisco CallManager. The Browser used
must support both JavaScript and Active Server Pages (ASP). The browser must
also be Microsoft Internet Explorer 4.01 or later or Netscape 4.5 or later.

The Dynamic Host Configuration Protocol (DHCP) is used to provide an IP
address lease and the location of the TFTP server. If DHCP isnot available, a
BOOTP server may be used.

The Domain Name System (DNS) is required for name resolutions. When a
centralized DNS is used with a distributed clustered environment, a single point
of failure to resolve Domain names could be an issue. If alink to DNSisdown,
phones may not be able to resolve CallManager Domain names and without
registration to a CallManager, phones are out of service.
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Service Requirements

Service Requirements

* DHCP:
—IP address range
—Subnet
—Option 003% efault gateway (router)
—Option 006%# NS server (optional)
—Option 015% omain name (optional)

—Option 066%¥ OOTP, or option 1508 FTP
server (NOT both)

* DNS only if name resolution services are
required

www.cisco.com

Cisco Network Registrar can be used to provide these services from any
supported host. If used, option 150 must be created within the DHCP table since
it is acustom option.

The IP address of the TFTP server may also be placed in the siaddr field of the
DHCP manager. Y ou may choose thisif option 066 is already in use and you do
not want a custom option. Some DHCP servers will populate this field with their
own IP address. If this happens, the TFTP server address should be entered in
the siaddr field.
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DHCP

* Initial registration process uses DHCP

« Strongly recommended that DHCP services
run on a different system than the CallManager

* DHCP allows you to move a phone without
configuring CallManager or manually
assigning a new IP address

* With DHCP and autoregistration, a user can
plug and play and dial with no administration
intervention

www.cisco.com

DHCP automatically assigns IP addresses to Cisco IP phones whenever plugged
in. For example, this allows connecting multiple phones anywhere on the IP
network and DHCP will automatically assign I P addresses to them.

When the phone or access device turns on, the following happens:

» Itautomaticaly queries DHCP if configured (phones can be manually
configured from the touch pad on the phone).

= DHCP responds by assigning an |P address to the phone or access device.
The name or IP address of the TFTP server isalso provided if it is available.
If DHCP doesn’'t provide the TFTP name or |P, the phone uses the default
server name CiscoCM1.

= The phone contacts the TFTP server and requests a configuration (.cnf) file.
The .cnf file contains the CallManager’ s name or | P address.

» If the CalManager's name is received, the phone resolves the name using
DNS and a CallManager connection is opened.
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Database

Data Source

Publisher/ Glass House

* Microsoft SQL Server
7.0 is the database
being used

» Database users
should read from the
same source to
which they write

* The Glass House is
the primary database
with one way

_ «1- —_ d
Database Directional Client Computer
Access Replication

www.cisco.com

Client

Backup

/

The database used is Microsoft SQL Server 7.0 plus Service Pack 2.0. The
database users should read from the same source that is written to. The “Glass
House” is the primary database with one-way replication or directional
replication.

The database writes to the database only occur at the Glass House and Call
Detail Records are not replicated.
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Layer Boot Sequence

Layer Boot Seguence

Read the local
registry to find
location of all
databases; try to
contact the Glass
House first

Read the database to
see if more servers
have been added

Write the list of
servers back to the
registry for next boot

Publisher/ Glass House

l Client l

Backup
I Client

www.cisco.com

Layer boot is the process used by the database to keep in sync. The layer boot
sequence uses the following steps:

1. A backup (subscriber) will read itslocal registry to find the location of all
databases. It will try to contact the Glass House (publisher) first.

2. Then the subscriber will read the database to see if more servers have been
added.

3. Then the subscriber will write the list of servers back to the registry for the
next boot.
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Hiding the Data Source and

Failover

Publisher/ Glass House

l Client l

1. The database layer first
tries to use the Glass
House (read and write)

2. If Glass House is not
available, try a replicated
database; if one exists
on the local machine, try
it before any other

During a failover, the database layer prevents writes

to the database except for Call Detail Records.
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The data source on the local machine is hidden so that it will try to use the Glass
House (Glass House = publisher) (read and write) database. If the Glass Houseis
not available the local machine will try a replicated database on its own machine.
If it does not have a database on the local machine, the local machine will try
other subscribers for a database.
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Installation

Cisco CallManager Operating
System Installation CD

Software Applications Installed Automatically

* Microsoft Windows 2000 Server

* Microsoft SQL Server 7.0 Standard Edition,
Service Pack 2

* DC Directory 2.4
 Cisco CallManager 3.0

www.cisco.com

The Cisco CallManager Operating System Installation CD must be inserted into
the Cisco Media Convergence Server before powering up the server. After the
system boots, the MCS QuickBuilder installation utility, located on the CD,
loads automatically and guides you through the installation process. MCS
QuickBuilder performs several pre-installation tasks, including preparing your
server’s hard drive and loading server configuration information, and then
automatically installs the following software applications:

= Microsoft Windows 2000 Server

= Microsoft SQL Server 7.0 Standard Edition, Service Pack 2
» DC Directory 2.4—isan LDAP Compliant Directory

= Cisco CallManager 3.0

Note During installation, the server reboots several times. Do not power off the
server any time during this process, unless instructed. Any unexpected power
interruption during the installation process could prevent proper completion of the
configuration and might prevent the operating system from restarting.
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Installed Components

» Cisco CDR Database Monitor service
* SQL Server 7.0
* MTS package for DBLR.DLL

*MS DTC (part of Microsoft Windows NT
2000)

«DBL.DLL and DBLX.DLL
* Registry settings for boot

www.cisco.com

During the installation of the Cisco CallManager and supporting services CDs,
the following components are installed:

» Cisco CDR Database Monitor service
=  SQL Server 7.0
» MTS package for DBLR.DLL—used for transactions and security

» MSDTC (part of Microsoft Windows NT 2000)—used for transactions and
security

= DBL.DLL and DBLX.DLL
» Registry settings for boot
These services are installed with the auto install CD.
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Migration

2.4 Migration
* Requires path to MDB file

* Same machine upgrade requires more

memory

3.0 Migration
* Changes database name

* Three previous versions kept on server

www.cisco.com

Migration from Cisco CallManager 2.4 to 3.0 it requires a path to the MDB file.
The Migration from 2.4 to 3.0 does require a memory upgrade if usingaMCS-
7820t0 512 MB RAM or MCS-7830 requires 512 MB to 1 GB RAM.

If migrating from a Cisco CallManager 3.0 to Cisco CallManager 3.0 the

database name changes.
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Starting and Stopping Cisco CallManager

Three Methods

Control Center in Cisco CallManager
Administration

Windows Control Panel for Services

Reset button in Cisco CallManager
Administration

Stopping Cisco CallManager stops call processing for all devices

controlled by that Cisco CallManager. If you have not configured a
backup Cisco CallManager for those devices, any calls in progress
on those devices are dropped.

www.cisco.com

Stopping Cisco CallManager stops call processing for all devices controlled by
that Cisco CallManager. If a backup Cisco CallManager is not configured for
those devices, any call in progress on those devices is dropped. There are the
following three methods for stopping a Cisco CallManager:

= Control Center in the Cisco CallManager Administration
= Windows control panel for services

» Reset button in Cisco CallManager Administration

Note If a screen on the CallManager Administration page has a reset button, you only
need to reset the device. If the screen does not have a reset button, you must restart the
Cisco CallManager.
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Parameter Settings that
Require a Restart

IP Address of the Cisco CallManager
server

Partition for auto-registration

External phone number mask for auto-
registration

TCP port settings for the Cisco
CallManager server

Tip: Make as many configuration changesas
possible at one time, and restart Cisco CallManager
only once after completing the changes

wWww.cisco.com

It is better to make as many configuration changes as possible at one time, and
restart Cisco CallManager only once after completing the changes. The
following system parameter settings require arestart:

1. [P Address of the Cisco CallManager server

2. Partition for auto-registration

3. External phone number mask for auto-registration
4. TCP port settings for the Cisco CallManager server
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Troubleshooting

Troubleshooting
(Version Information)

Details button on About
page shows database
connection and DBL
version information

www.cisco.com

When supporting a customer, the first thing to check is the information listed in
the Details. This includes system and Cisco CallManager administration
versions, database connection information, and DBL versions. Errorsin
displaying this information can be a sign of errorsin the general system setup or
configuration.

If the database connection information is missing, refresh the page and check
again. If theinformation is still missing, there’ s a good chance that a problem
existsin the connection to or configuration of the Cisco CallManager(s) and
SQL server(s).

If the DBL information is missing, there is a problem with the DBL. Try re-
registering the DBL DLLsand refreshing MTS components.
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Troubleshooting
(Remote Scripting)

Al bt el e S ks it M

LR Rl o D TRE N U] ere g Pk o y

" A —.
, s

Remote Scripting errors
may trigger additional
error messages

This information is needed
for debugging errors
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In the unlikely event that there are bugs in the code for the Cisco CallManager
3.0 Administration web pages, an error during a remote scripting call can cause
one or more dialogsto be displayed. The information that is useful for
debugging these errors is the message that indicates the page on which the error
occurred. Other messages that appear at simultaneously can be ignored.
Examples of these extra error messages are:

» Pageinvoked does not support remote scripting

= A Runtime Error has occurred, for example; Do you wish to Debug?
Line 482
Error: ‘xyz' isnot an object (or “Error: ‘xyz' is undefined”)

Debugging information may appear in awindow as shown in thisfigure, or it
may be shown in adlightly different form in a JavaScript aert (dialog box). In
some cases the error message will appear on the page itself. If thereisan error
on the page itself, the other messages that pop up in dialogs are probably side
effects of the original error. Always look for error messages in the browser
window first before working on other error messages.
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Laboratory Exercises
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Summary

This section summarizes the concepts you learned in this chapter.

Summary

* The MCS-7800 platforms are the hardware
platforms for the Cisco CallManager.

* The primary function of the Cisco CallManager
Is call processing.

 Cisco CallManager Administration is used to
establish parameters and configuring devices.

* Inter-cluster communication is provided via
H.323.

www.cisco.com

The MCS-7830 and the MCS-7835 are the hardware platforms for the Cisco
CallManager. Each server is a high availability server that comes with the
following software:

» Cisco CallManager and all of its components and plug-ins
= Windows 2000

= SQL70

=  SQL 7.0 Service Pack 2

»« Compag Remote Insight Manager

=  Windows 2000 Resource Kit (components)

» Executive Software Diskeeper Server (defrag software)

Cisco CalManager Administration is used for setting parameters, adding and
configuring devices, and updating user information.

Inter-cluster communication is provided via H.323 that permits a subset of the
features to be extended between clusters.
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Review Questions

Q1)

Q2)

Q3)

Answer the following questions.

Review Questions

1. List four of the six installable components of
Cisco CallManager.

2. What is the recommended order of configuring
a CallManager system?

3. Does the Glass House (publisher) do two-way
database replication?

www.cisco.com

There are six installable components that come with an order of Cisco
CallManager. List four of the six.

After the Cisco CallManager isinstalled, in Cisco CallManager Administration,
what is the recommended order for configuration?

In a Cisco CallManager cluster there are publishers and subscribers for the
database entries. Does the Glass House (publisher) do atwo-way database
replication?
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Cisco CallManager
Services

Overview

Cisco CallManager Services are the services that are optionally enabled on every
Cisco CalManager in a cluster. These services provide configuration files,
connecting to athird party voice mail system, and conferencing and media
terminating functions.

In this chapter, the following topics will be discussed:

Objectives

Cisco TFTP

Cisco Messaging Interface

Cisco IP Voice Media Streaming Application
Summary

Review Questions



Objectives

This section lists the chapter objectives.

Objectives

Upon completion of this chapter, you will be
able to perform the following tasks:

* Identify and describe the Cisco TFTP in a CIPT
solution

* Describe the function of Cisco IP Media
Streaming application

* Identify when and when not to use the Cisco IP
Media Streaming application

* List the steps to install and configure Cisco
Messaging Interface

www.cisco.com

Upon completion of this chapter, you will be able to perform the following tasks:

= Given aCisco IP telephony solution, identify and describe where and how
the Cisco TFTP fitsin to the network topology.

» Givenalist of service functions, identify and describe the functions of the
Cisco IP Media Streaming application.

= Given acase study, identify when and when not to use the Cisco IP Media
Streaming application.

» Given aCisco CallManager Server and athird party voice mail system, list
the steps used to install and configure the Cisco Messaging Interface.
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Cisco TFTP

This section describes the Cisco Trivial File Transfer Protocol (TFTP).

What Is Cisco Trivial File

Transfer Protocol (TFTP)?

* Cisco TFTP is a Windows NT 2000
service

* Cisco TFTP builds configuration files
from information found in the database

» Cisco TFTP Serves configuration,
executable, and ringer files consistent
with ITU RFC 1350

www.cisco.com

Cisco Trivial File Transfer Protocol (Cisco TFTP) isaWindows NT 2000
service. The Cisco TFTP service builds configuration files from information
found in the database. Cisco TFTP serves configuration, executable, and ringer
files consistent with ITU RFC 1350.

The configuration files are device specific with the name format SEP, SAA,
SDA, CFB, or MTP + MAC, for example, SEP001002003004.cnf.

s SEP—Selsius Ethernet Phone (Cisco 12 SP+, 30 VIP and 7960)
» SAA—SdsiusAnalog Access (AT-2,4,8 and AS-2,4,8)

» SDA—Selsius Digital Access (DT-24+, DE-30+)

» CFB—Conference Bridge

»  MTP—Media Termination Point

Configuration files also contain alist of CallManagersin priority order.
Network addresses are either the fully qualified domain name “cml.cisco.com”
or dotted IP address “172.116.21.12" plusa TCP Port (see Call Manager Group
Configuration). The configuration files for a 7960 include URL’s for four
buttons (Messages, Directories, Services, and Information).

Copyright O 2000, Cisco Systems, Inc. Cisco CallManager Services 6-3




Configuration File Request

From Device Record to
Confiuration File

Device Pool T

CallManager

ccM1
TCP connection port i
SEP - 2000 A ? CCM1
SAA - 2001 B 2 CCM2
SDA - 2002 c?CCcM3

If the device is a 7960, button URLs can be specified in Device

Configuration. If a 7960’ s URLs are blank, the enterprise values are used.

www.cisco.com

A device has a communication request record that needs to download a

configuration file. The following is the process used by a device to get to the
configuration file:

= A device specifies a device pool.
= A device pool specifiesa CallManager group.
»« A CalManager group specifies alist of CallManagers.

» CalManagers contain the TCP connection port for the three device types
(telephone, analog gateway, and digital gateway).

If the device isa 7960, button URL s can be specified in device configuration. If
a 7960 s URLs are blank, the enterprise values are used.
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Phone Boot Process

Telephone Boot

Phone gets
TFETP{&Address

If load changes, Phone gets
new executable, or else the
phone gets aring list

TFTP Builds files from
information in database

www.cisco.com

Skinny devices typically get their IP configuration and the network address of
the TFTP server from the DHCP server (see NT help on DHCP options). Some
devices allow the TFTP server to be set locally.

The device requests a MAC-based configuration file from the TFTP server.

The device will use the configuration file to make a TCP connection to the
highest priority Cisco CallManager in thelist.

Once the device has connected and registered with a Cisco CallManager, the
Cisco CalManager will tell the device which executable version to run. If the
specified version does not match the executing version, it will request the new
executable from the TFTP server and reset itself.

Once atelephoneis ready to make acall, it will request an available ringer list
fromthe TFTP server. If the telephone user changes the ring type, the new ring
type will be sent from the TFTP server.
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Cisco TFTP Architecture

Cisco TFTP Architecture

Www.cisco.com CIPT v2.0—6-8

The Cisco TFTP external interfaces include the following:

NT’s Service Control Manager

Cisco TFTPisan auto start NT 2000 service so it runs even before any
onelogsin.

The NT Service Control Manager can start, stop, or get status (starting,
running, stopping, or stopped).

NT’s Winsock

NT’s Winsock provides Cisco TFTP with a C interface to the IP
network.

Winsock is used to receive TFTP requests.

Winsock is used to send file segments and receive acknowledgments for
those file segments.

Selsius Diagnostic Interface (SDI) trace

Thislibrary provides Cisco TFTP with a C interface to trace and alarms.

SDI Trace can be directed to local files, NT Event Log, and Cisco
Works.

Trace allows the devel oper to know that the code is functioning
properly or to find the cause of an error.
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— Alarmsare used to inform the administrator of an unexpected event
(unable to access afile, unable to access the database, unable to access
Winsock, or unable to allocate other operating system resources).

Performance monitor

— ThisDLL provides Cisco TFTP with aC interfaceto NT PerfMon.
— Tota TftpPreBuilt has changed to Total TftpOverflow.

Database layer DLL

— ThisDLL provides Cisco TFTP with a C++ interface to the Cisco Call
Manager enterprise database (for the cluster). The database could be
local or remote. If the primary database fails, the Layer handles the
details transparently.

— Process configuration information includes trace information, aternate
path information, and whether to delete filesin the primary directory.

— Building file configuration includes device and CallManager
information.

Database layer monitor (Aupair)

— ThisNT service provides Cisco TFTP with change notification through
two call backs. One call back for process configuration changes and
one for any other change that the TFTP server isinterested in.

— Thisserviceislocated with the database server objects.
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Cisco TFTP Interaction

Database Layer— | _ _,, TFTP Change
Monitor (Aupair) | _Notification |

Package View

www.cisco.com

The Cisco TFTP internal interaction include the following:
= Servingfiles

— Cisco TFTP uses an independent thread waiting for TFTP requests on
the ITU standard port.

— It validates packets and sends an informational alarm denoting the
request isreceived.

— If the maximum serving count is exceeded, the overflow count is
incremented and the requestor is sent a special error (instructing it to
wait and repeat).

— If the maximum count is not exceeded, the fileis served from an
independent thread.

— When arequest is processed, the primary directory and each alternate
path (if specified) is searched. Then file segments are sent 512 bytes
(maximum) at atime.

—  If segment acknowledgments are not received in four seconds, the
segments are retransmitted up to five times.

= Buildingfiles
— Filesarebuilt on service start or on change notification.
— Pathiinformation is read from the process configuration table.

— Get the TFTP default list of Cisco CallManagers. Write the five default
files based on the three types (CFB and MTP use the TCP port as the
telephone).

— Enterprise URL information is saved.
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— For every device pool in the system, the list of CallManagersis
retrieved and three prototype configuration files are built.

— For every device in the system, find the prototype configuration file,
add the URL information as appropriate, and write out that file to the
primary TFTP path.

» Change notification

— For aprocess configuration change, all process configuration
parameters are read and all the configuration files are rebuilt.

— For aCisco CallManager change, the CallManager information is
reread and if the information TFTP uses has changed, al configuration
files are rebuilt.

— For group information change, all configuration files are rebuilt.

— For device change, only the affected device's configuration fileis
rebuilt unless the device is deleted, and then all configuration files are
rebuilt.
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Change Notification

Inter-Cluster Communication

/\,
Database | TFTP
Layer DLL I~ Service |

‘ TETP Change

Database Layer Notification DLL
Menitor (Aupair)

TETP Change
Naotification DLL

Database /-l_\
Layer DLL TETP Change

Notification DLL

Database -
Layer DLL -

TETP Change
Notification DLL

vice |

Ser

T

. TP
_Ser

vice

‘Layer DLL |
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The Cisco TFTP Change Notification DLL must exist on both the database
server and where the Cisco TFTP server exists. The Change Notification DLL
provides call-backs to the Database Monitor. Natifications are sent from the
database server node to the TFTP server node using UDP. The TFTP server
node receives the notification on a port specified in the database.

Device and Cisco CallManager changes are sent to all the TFTP servers
immediately. Non-enterprise wide process configuration changes are debounced
then sent to that particular server. Debouncing meansif several changes of the
same type occur in a specified amount of time the notification is delayed until
changes stop occurring for that period.

Enterprise wide process configuration change, device pool changes, and call
manager group changes are debounced in asimilar way but notifications are sent
toal TFTP servers.
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Installation and Configuration

The standard install CD is used to install or reinstall the Cisco TFTP service.
Make sure the TFTP check box is selected. This copies the files to the system
(ctftp.exe, titpperfmon.dil, and CtftpChangeNotify.dil). Thisinstalls the database
servers and clients, such as, the service ctftp.exe, and PerfMon for TFTP (add
registry entries and lodctr tftpperfmon.ini).

Most of the configuration is provided by the install defaults. It is recommended
to use DNS names for your Cisco CallManager server names unlessin a
laboratory environment. Devices must be pointed at the TFTP server using
option 150 in a DHCP server. The Trace options are configurable and the levels
and output receptacles can be individually selected.

Multi-Cluster Configuration

/[ 4
SE¢

TFTP Sery|
Cisco
CallManag
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Every Cisco CallManager could have its own Cisco CallManager group and that
Cisco CallManager will be the primary Cisco CallManager. Then assign devices
to the appropriate Cisco CallManager group using device pools based on
network topology.

Specify alternate paths if multiple clusters are trying to share configuration files.
Disable file deletion if multiple cluster’s TFTP servers are sharing asingle
network drive. A single Cisco TFTP server in acluster builds all the device
configuration files, and a DHCP server can only point to one TFTP server for a
scope. Within seven minutes, 10,000 telephones should transfer. Server
installation and device pool configuration will be covered in detail later in this
course.
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Monitoring and Troubleshooting

Monitoring and
Troubleshooting

* Phones will not boot if Cisco TFTP is down

 Devices will persistently store their
configuration and executable so they will
operate even it TFTP is down

* Version of the Cisco TFTP server found by
right clicking on the ctftp.exe file in the bin
directory

www.cisco.com

It is a common misconception that if Cisco TFTP is down, the phones will not
boot. Deviceswill persistently store their configuration and executable so they
will operate even it TFTP is down. The version of the Cisco TFTP can be
helpful when monitoring and troubleshooting Cisco TFTP. The version of the
Cisco TFTP server can be found by right clicking on the ctftp.exe filein the bin
directory.
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What Are Your Tools?

* PerfMon

* EventLog

* CiscoWorks 2000
* Local log files

» Trace File

www.cisco.com

Thetools for monitoring and troubleshooting Cisco TFTP are listed below in
order of the priority line of defense:

» Performance Monitoring (PerfMon)

— First line of defense and to open go to Start>Programs>Administrative
Tools>Performance.

— If al counters are zero, the service is stopped.
= EventLog

— Second line of defense and to open go to
Start>Programs>Administrative Tools>Event Viewer>Application Log.

— Evenif aservice (including TFTP) cannot read the database (where it
gets trace configuration), it will add errorsto the event log. Thisisthe
only place thiskind of error will appear.

» CiscoWorks
— Great for getting an enterprise wide view.
— Receives events similar to event log with some differences.
= Loca logfiles
— Providethe greatest level of detail.
— Oftentimesthe files will only be understood by devel opment engineers.

= Trace Fileisenabled through Cisco CallManager Administration and user
masks are turned on and the trace is written to afile at the path of; My
Computer>Program Files>Cisco>Trace>CCM.
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PerfMon Keys

HeartBeat

TotalTftpRequests
TotalTftpRequestsLocal

Non-zero TotalTftpRequestsNotFound
Non-zero TotalTftpRequestsAborted
Total TftpRequestsOverflow
TotalTftpRequestsLocal

© N O R~ DR

TotalSegmentsSent and
TotalSegmentsAcknowledgeds

999, Cisco Systems, Inc www.cisco.com

PerfMon is thefirst line of defense for monitoring and troubleshooting the
PerfMon Keys are defined below:

Hear tBeat should increase once a second.

2. TotalTftpRequestsincrement twice per 7960 boot (.cnf and ring list) and if
the phone is requesting a custom ring the increment will be three per 7960
boot.

Total TftpRequestsL ocal increment twice per 7960 boot (.cnf and ring list).

Non-zero Total TftpRequestsNotFound represents a problem (if not auto
registering).
Non-zero Total TftpRequestsAborted represents a problem.

Total TftpRequestsOver flow implies the maximum simultaneous requests
was exceeded. That is not necessarily a problem.

7. If only Total TftpRequestsOverflow is going up and
Total TftpRequestsL ocal is hot going up for more than a minute, thereisa
problem.

8. Lotsof TotalSegmentsSent without T otal SegmentsAcknowledgeds may
imply the device has not got back to us.
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EventlLog

* Clutter can make it more difficult to use
*Sourceis Cisco TFTP

- Configure the event level for 1 oticeO
or higher

* Cisco TFTP may put entries in the
EventLog on boot until the database is
up and running

www.cisco.com

The EventLog is the second line of defense for monitoring and troubleshooting
Cisco TFTP. The source of the EventLog is Cisco TFTP. Because of clutter in
the output from EventL og, it can be more difficult to use. If thisis making
testing difficult, configure the event level for “Notice” or higher. Cisco TFTP
may put entries in the EventLog on boot until the database is up and running.
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Cisco Works 2000

« Great for getting an enterprise wide view

* Receives events similar to EventLog with
three differences

— If Cisco TFTP cannot talk to the database, it
cannot send trace to Cisco Works

— If your are having trouble with the network,
the log messages must travel across the
network

— CiscoWorks2000 is an optional component

www.cisco.com

CiscoWorks 2000 is a great way to get an enterprise wide view of aCisco IP
telephony network. The CiscoWorks 2000 receives similar EventL og events with
the following three differences:

= If the Cisco TFTP cannot talk to the database, it cannot send atrace to
CiscoWorks2000.

= If you are having trouble with the network, the log messages must travel
across the network.

» CiscoWorks2000 is an optional component.
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The CiscoWorks2000 family provides solutions targeted at the wide-area and
local-area operations of enterprise networks. Cisco now offers two major
solutions; the first, the CiscoWorks2000 LAN Management Solution, manages
the local-area network (LAN) and features new, web-based applications for
advanced management of the award-winning Catalyst® multilayer product line.
The second, the Routed WAN Management Solution, provides wide-area
network (WAN) monitoring, traffic management, and access control, aswell as
applications to administer the routed infrastructure of awide range of
multiservice networks built on a Cisco device foundation. CiscoWorks2000
solutions allow you the flexibility to deploy end-to-end network management
when and where it is needed. The CiscoWorks2000 Management Connection, an
integration tool, allows Cisco, third party, or user-devel oped Web-based tools to
be integrated into a web desktop. This web-based management intranet
simplifies accessibility and deployment of CiscoWorks2000 solutions. In
addition, Cisco offers the User Registration Tool (URT) and CiscoWorks2000
Voice Manager as advanced applications which complement the
CiscoWorks2000 solution bundles. The CiscoWorks2000 family includes the
following:

= Routed WAN Management solution that includes:
— Access Control List Manager
— Internetwork Performance Monitor
— CiscoView
— TrafficDirector

— Resource Manager Essentials
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LAN Management solution that includes:

— Resource Manager Essentials
— CiscoView

— TrafficDirector

User Registration Tool
CiscoWorks2000 V oice Manager
Cisco QoS Policy Manager
CiscoWorks for Windows
CiscoView

Campus Bundle for AIX/HP-UX
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Local Log Files

 |P address or device name can be used
to find the occurrence of the request or
the disposition of that request

* Device name can be tracked
* Device pool and model can be tracked

« C++ class and routine name are
included with most trace lines

www.cisco.com

Thelocal log files provide the greatest level of detail and often times the files
will only be understood by the devel opment engineer.

The IP address or the device name can be used to find the occurrence of the
reguest or the disposition of that request. That device name can be tracked back
to the building of the file, which shows the device pool and model. The device
pool and model can be tracked back to the building of the configuration file
prototype, which will list the network address of the CallManagers and the TCP
connection port.

C++ class and routine name are included with most trace lines. Most routines
associated with the serving of a particular request, include thethread idin a
standard format.
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Cisco Messaging Interface

This section describes the Cisco messaging interface.

What Is Cisco Messaging

Interface (CMI)?
CallManager can connect to :

legacy voice mail (VM)
systems via a POTS interface am, |

EIA/TIA-232 interface provides
SMDI information to the VM
system

EIA/TIA-232 interface lets

the VM system control
message waiting indicator
(MWI) lamps on Cisco IP
phones

Voice Mail System

www.cisco.com

Third party voice mail machines traditionally link to PBXs viaordinary POTS
lines. Cisco CallManager supports this mode of operation. Normally this
involves two types of callsto the VM system:

1. Direct calls from users wanting to check their messages.
2. Callsthat were forwarded from stations that were busy or did not answer.

With just a POTS connection, the voice mail system won’t know anything about
the source or destination of an incoming call. In this unintelligent mode, callers

have to use their DTMF keypads to tell the VM system who they are attempting
to reach or what mailbox they would like to access. Thisis bad.

Fortunately, the Nobel Prize winning team of researchers at Bellcore were able
to come up with a solution to this problem. Bellcore Technical Reference TR-
NWT-000283 released in 1991 details a specification called the Simplified
Message Desk Interface (SMDI).

SMDI definesaway for aPBX or other phone system to give VM systems all
the information they need to intelligently process incoming calls. Every time the
PBX routes acall over the POTS interface, it sends an EIA/TIA-232 message to
the VM system that tellsit: the POTSlineit isusing, the type of call it is
forwarding, and information about the source and destination of the call.

In addition, the VM system can supply the PBX with messages used to turn
message waiting indicators on and off. Each of these EIA/TIA-232 messages are
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sent over the same interface. CallManager responds by turning the given lamp on
or off.
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Routed to Voice Mail (VM)
ytem

| Message Waiting Indicator (MWI) |
Or
Messages Button (Cisco IP 7960)

www.cisco.com

Pressing the MWI button on a Cisco IP phone (12 SP+ or 30 VIP), or the

M essages button on a Cisco I P phone 7960 resultsin acall being routed to the
voice mail system. While this operation is part of the big picture surrounding
CMI, it actually has nothing to do with CMI. It is simply a feature of
CalManager that is assigned in the keypad and with directory numbers of the
voice mail system.
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Installing and Configuring

Installing CMI
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The actual installation process for CMI is ssimply a matter of selecting the check
box in the master installation program. This takes care of copying the CMI
executable to the server in question, installing it as a Windows 2000 NT service
and registering its performance monitor counters.
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Windows 2000 NT Service
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After Installation of CMI, you can verify that it is up and running after the server
has restarted. To do this:

Invoke the Windows 2000 Services Manager, and look for the service. It
should be Started.

To open Services go to Start>Programs>Administrative T ools>Services.

If the Cisco Messaging Interface is not showing “ Started”, right click on
Cisco Messaging Interface (as shown above).

Select start.
To change Startup Type, right click on the Cisco Messaging | nterface

Select properties and select the Startup Type of Automatic, Manual or
Disable.
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Configuring Hardware

Configuring the Hardware

- ,
At this t|me H 323 interfaces
are NOT supported.

Cisco

CallManager Voice Mail System

=

www.cisco.com

Connecting to the voice mail system can be done with any sort of POTS port(s).
In order to work properly with CMI, control of the POTS ports needs to be
accomplished with either the skinny protocol or MGCP. (H.323 devices don’t
identify the specific line being used from a group of ports, which means CMI
can't tell the VM system which port is being used for an incoming call.)
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Configuring the Hardware

Gateway Configuration Bechin F
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Dueto internal characteristics of Cisco CallManager’s call handling, a group of
ports being used with CMI must be configured as a route group. After defining
the gateway (analog), add ports, but don’t define DNs for any of the ports.

A common assumption at this point would be to create arange of DNsfor Call
Forward and Busy through the group. Thiswill NOT work!
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Configuring the Hardware

Route Group Configuration
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Once the ports are defined, create a route group that uses al the ports, then a
route list that contains the group. The final step isto create aroute pattern that
creates a DN that isrouted to that list.

By selecting the device from the left column and entering the route group name
and updating, the device has been assigned to the route group.

That route pattern number is then the DN for your voice mail system.
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Connect the EIA/TIA-232 Ports

Check VM Specs for choice of
normal or null modem cable.

Cisco Voice Mail System
CallManager

AN =
o )
T ———
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When connecting serial ports between two different PCs, normally a null modem
cableis needed. If the VM machine runs on a PC platform, that is what should
be used. If the VM system is running on proprietary hardware, consult the
manufacturer’ s documentation for details on what sort of cable to use.

When using a good breakout box, verify cabling setup by ensuring that valid
EIA/TIA-232 levels are present on pins 2 and 3 of either a 9-pin or 25-pin
connector.
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Configuring Software

Configuring the
Softwarest Ml
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On the Admin web page, pull down the Services menu item and select Cisco
Messaging Interface. (Create anew service if necessary at this point.) This
brings up the service parameters page. These service parameters contain all the
information used to actually configure the CMI service. Understanding the
values used for these parametersis all that is needed to get CM1 working
properly.
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The Voice Mail Number

» CallManagerName

* BackupCallManagerName
*VoiceMailDN

* VoiceMailPartition

* RouteFilter

 DialingPlan
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In order to work properly, CMI has to intercept all calls that are routed to the
VM system. Doing this requires the assistance of a Cisco CallManager, as well
as adescription of the VM directory number.

CMI actually has the names of two Cisco CallManagers: a primary and a backup.
If the primary goes down for any reason, CMI will use the backup to intercept
calsto the VM box.

Intercepting calls to the VM requires the DN of the route pattern for the voice
mail ports, aswell as the partition, router filter, and dialing plan for the route
filter.

All of these parameters found in the drop down menu Param need to be entered
manually—none of them are done automatically. When the Service Parameter is
configured it will show up in the Configured Service Parameters drop down
menu.
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The Serial Port

 SerialPort (COM1)
* BaudRate (9600)

* Parity (Even)

» DataBits (7)

» StopBits (1)

www.cisco.com

These parameters are used to configure the serial port that CMI uses to
communicate with the voice mailbox. Each of them has a default value, which is
shown above. The COM port being used will be determined by the server
hardware. The communication parameters will probably be determined by the
VM system hardware. The default values match those given in the SMDI
specification, but many systems will elect to user higher baud rates.

Note These settings are the most commonly used, but be sure the check all settings.
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Number Formatting

e OQutputDnFormat (%010s)
* OutputExternalFormat (%010s)
- prefix¥%ns & xample: 972%4s
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These parameters are used to format the directory numbers sent to the voice mail
machine. These formats are used to convert our Directory Numbers (DNS) to
mailbox numbers.

The formatting string is passed to a C function called sprintf(). This function has
ahuge variety of thingsit can do with a directory number in order to convert it
to amailbox number, but we generally will only use it to do two things:
determine the width of the output string; and pre-pend a prefix to the mailbox
number.

Based on the North American Numbering Plan (NANP), the formatting string by
default is“%10s,” which tells CMI to format the DN into afield 10 characters
wide, padded with spaces. Change the “10” to any other numeric value will
change the width of the field to the designated value. The width applied here
doesn’t include the characters in the prefix.

If you want your VM machine to pad DNswith ‘0s' instead of spaces, you
modify the numeric value to have aleading O, like this: “%6010s.”

Finally, any characters you place ahead of the percent character will just be
prepended to the string. In the example shown above, aDN of 1234 would be
formatted as 9721234,

Most numbers passed to the VM are formatted using OutputDnFormat. However,
calling party DNs that are seven digits or longer are formatted using
OutputExternal Format. Why? This allows you to protect aVM against
foolishness caused by outside lines. Many voice mail machines keep track of

who the calling party ison agiven call. This allows the owner of amailbox to
return calls or send response messages. But we have found that some VMs get
confused when Caller ID gives them an outside number that looks asif it might
have come from the inside. In those cases, changing OutputExter nFormat to
something like “0” can often be enough to fix the problem.
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Number Input

InputDnSignificantDigits (10)
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This parameter is another one designed to accommodate the differences between
VM mailbox numbers and DNs. If a Legacy VM machine has mailboxes that are
longer than the DNs on the system, this parameter can be used to strip the most
significant digits. The numeric value of this parameter indicates how many digits
should be used.

Note There is no provision for stripping digits other than leading ones.
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MWI Search Space

MwiSearchSpace

* Tells CMI what partitions the VM users
are in

* Example:
PartitionA:Managers:PartitionB

www.cisco.com

VM machines can use the SMDI interface to turn MWI lamps on and off.
However, the interface definition only provides the ability to passasingle
numeric mailbox number as a parameter.

Under CM, stations are defined not only by their DN, but also by their partition.

So turning on alamp might require a partition as well as a station. This argument
tells CMI where VM users can be found.
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Cisco CallManager Parameter
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Although this CM parameter isn’t actually part of CMI, it has a direct effect on
VM users. Normally, when the VM turns on the MWI lamp on a phone, the user
will simply press the button to call the VM and begin listening to messages.

When the user presses the MWI button, CM looks at its service parameter called
VoiceMail to determine where to route the call. This parameter needs to be set
up in each CM that is supporting VM users.
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Monitoring and Troubleshooting

Normal Operations

* Verify that CMI is running using the Windows
2000 NT Service Manager

* Monitor with Performance Monitor
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Regardless of whether anything is happening, it always possible to verify that
CMl isat least functional by looking at the Heartbeat. This performance monitor
counter should be incrementing once a second as long as CMI is running.

The inbound and outbound message counts are away to track the number of
messages that have been sent and received between the CM and VM since the
service was started. Perhaps a better way to track the activity of CMI iswith the
24-hour rolling count.

To get to Performance Monitor go to Start>Programs>Administrative
Tools>Performance.
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View EventLog Application

Check serial port —= -
Check VoiceMailDN e e
Trace®t ormally set to .:.!' =
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View files: ‘
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| | |
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Most serious errorsin the operation of CMI will be reflected with an error
message in the application event log. If the CMI isnot working at all, this should
be the first place to go.

The two most common problems that keep CMI from working are the failure to
open the serial port, and problems intercepting the voice mail DN.
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The figure above is an example of a detailed trace log. The detailed trace log
tends to be a bit cluttered, but with a careful read it will usualy highlight the

source of any difficulties.

Traceis started from the Cisco CallManager Administration and from the menu
go to System>Trace. It is recommended to turn on user mask 3-13.
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Cisco IP Voice Media Streaming Application

This section describes the Cisco IP V oice Media Streaming application.

What Is the Media
Application?

« Combines the MTP and conference
bridge functionality into one Windows
2000 NT service and device driver

* Adds conference bridge supportto a
CallManager

* Adds media termination point support
to a CallManager

www.cisco.com

The Cisco IP Voice Media Streaming Application runsasan NT service
(ipvmsapp.exe). The service isresponsible for forwarding the Cisco
CallManager messages to the driver and for device recovery.

The device driver runs as a non-plug and play kernel mode driver (ipvms.sys).
and does all of the RTP streaming.

The Cisco IP Voice Media Streaming application adds software conference
bridge and media termination support for Cisco CallManager.

Only G.711 p—law and a-law streams are supported.
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Software Architecture

Conference Bridge
Device
Media Termination
Point Device

IP Voice Media Streaming IP Voice Media Streaming
App (ipvmsapp.exe) Driver (ipvms.sys)

»  Stream

Cisco Management

CallManager

Switching
Function

Start, Stop, Config ===
Register/Unregister =———_-
RTP Streaming —l
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Support DLLs are used and defined below:
» IpVMSChangeNotify.dll is used to receive database change notifications.

»  MediaAppPerfMon.dll is used to interface with the performance monitor
counters. Mtl70mt.dll a support DLL is also heeded.

The device recovery supports up to three Cisco CallManagers. Thislist isread
from the device pool assigned to the device.

The physical filenames are the following:

= Ipvmsapp.exe—service

» |Ipvms.sys—device driver

» IpVMSChangeNotify.dll—handles change natification (database changes)
»  MediaAppPerfMon.dll—performance monitor manager

= Mtl70mt.dll—support DLL

Copyright O 2000, Cisco Systems, Inc. Cisco CallManager Services 6-41



Installation and Configuration

Installation

* To Install Media Application use the install CD
making sure the Cisco IP Voice Media
Streaming application is selected

* The MTP and conference devices will
automatically be added into the database

* To manually install the service/driver use the
following command ipvmsapp #ervice

* This will install the Media application, but
there will be no perfmon support

www.cisco.com

Installation of the Cisco IP Voice Media Stream application can be done
automatically or manually. To install automatically use the install CD and be
sure to select the Cisco IP Voice Media Streaming application that is under
Optional Components. When theinstall CD is used the MTP and conference
devices are automatically added into the database.

To manually install the service/driver use the following command ipvmsapp -
Service. This command will install the Media application. The MTP and
conference bridge devices must be added using the Cisco CallManager
Administration tool.

The normal place that the ipvmsapp.exeis located isin the \program
files\cisco\bin directory. The commands must be run from a DOS box and in the
directory where the program is located.
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Adding a MTP Device

Cisco SYSTEWS

Media Termination Point Configuration

Mo Media Termination Current Device: New
Point Devices Status: Ready

Insert Cancel

Device Mame™ IMTPT

Device Description IMed\aTermima(inn Puoint

Device Pool* IDefauH ;I

Server Mame™

Full Duplex Streaming Endpoint
Count®

[an

Orphan Stream Time Out{sec)™ ISDD

Run Flag* ITrue ;I

* indicates required itern
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The installation program will automatically add this device, add only if installing
the Media application manually.

The following are the required inputs:

» Device Name—used for documentation and identity

» Device Pool—logical grouping

»  Server Name—name of the Cisco CallManger or server MTP is running on

» Endpoint count—divided by two by the CallManager because there are
aways at least two end points per MTP call

» Orphan Stream Timeout—the number of seconds that the active calls
continue streaming after a connection is lost with a CallManager

= Run Flag—alowsthe MTP functionality to be disabled without removing
the device

After adding the device it will then show up in the left box.
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Adding a Conference Bridge
Device

Cisco SysTEMs

H H H Conference Bridge Parameters
Conference Bridge Configuration ... u.5imeroaren canfiguration
MNo Conference Bridge Current Device: New
Devices Status: Ready

Insert Cancel I

Model Type™® |Sﬂflware LI
Dewvice Name™® |CFEE‘I

Device Description [conterence Bridge

Dewvice Pool* |Deiau\l =]
Server Mame* [DLsz-crari7-crz =1
Full Duplex Streaming Endpoint |4B|

Count™

Orphan Stream Time Out{sec)* [300

Run Flag™® |True LI
* indicates required itern
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The installation program will automatically add this device. Only add it by
installing the Media application manually.

The Cisco CalManager divides the endpoint count by three because there are
always at least three end points per conference bridge call.

Orphan Stream Timeout is the number of seconds that the active calls continue
streaming after a connection is lost with a Cisco CallManager.

Run Flag allows the conference bridge functionality to be disabled without
removing the device. Be aware of the conference bridge parameters selection.
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Setting Ad Hoc/Meet Me

Param eters

Help

—~= A - Cisto SysTEMS
Cisco CallManager Administration
For Cisco IP Telephony Solutions

Conference Bridge Parameters Conference Bridge Configuration

Meet Me Number/Pattern Configuration

Current Device Pool: Default
Status: Ready

Update |

Device Pool Default =

Hel Max. # of users in one Ad Hoc
Conference 4
Max. # of users in one Maet Me
Conference using Unicast 10
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To get to this screen select the Conference Bridge Parameters option from the
Conference Bridge Configuration screen.

On this screen, select the device pooal, then for each Cisco CallManager that is
defined in the device pool, set the Ad Hoc and Meet Me parameters.

V oice summing occurs in software on the server and only three voices can be
heard simultaneoudly.
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Monitoring and Troubleshooting

Monitoring and

Troubleshooting Tools

* Performance Monitor

* Event log

* Windows 2000 Service Manager
* Cisco CallManager trace

If a hardware transcoding application or conference bridge is
registered with the same Cisco CallManager as the Media application
then the Media application device is disabled. If the hardware

resource un-registers or is shut down the Media application
resources will be unavailable until the devices are reset.

www.cisco.com

The monitoring and trouble shooting tools for the Cisco IP Voice Media
Streaming application are from the Windows 2000 server and Cisco
CallManager. The following are the tools used to monitor and troubleshoot:

Performance monitor—used to see if the Cisco CallManager has the Cisco
IP Voice Media Application resources available for use.

Event log—used to see any Cisco |IP Voice Media Streaming application
entries.

Windows 2000 Service Manager—used to verify that the Cisco IP Voice
Media Streaming application service and device driver are running.

Cisco CallManager Trace—is used to see what the Cisco CallManager
thinks is happening.

If hardware transcoding application or conference bridge is registered with the
same Cisco CallManager as the Cisco IP Voice Media Streaming application,
then the Media application is disabled. If the hardware resource un-registersor is
shut down the Media application resources will be unavailable until the devices
are reset.
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Viewing Performance Monitor
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This screen shows al of the Cisco CallManager performance counters. To
monitor and troubleshoot for the Cisco IP Voice Media Streaming application
the counters that help are:

= MediaTermPointsAvailable
= UnicastAvailableConferences

These two counters identify whether the Cisco IP Voice Media application
resources (devices) are registered with the Cisco CallManager.

The other counters on thislist identify MTP and conference bridge resources
being used and compl eted.
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Viewing Event Log Entries
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Event log is a monitoring and troubleshooting tool of the Windows 2000 server
and can provide details about events related to the Cisco IP Voice Media
Streaming application.

To open it go to Start>Programs>Administrative Tools>Event
Viewer>Application Log. Right click on an event and select propertiesto get an
expanded view of the event.
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Verify Service Is Running
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The Windows 2000 Service Manager is used to verify that the Cisco IP Media
Streaming application service and driver are running.

To open it go to Start>Programs>Administrative Tools>Computer
Management>Services.
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Check if Device Driver Is

nmdf 28R

Running

J [CTIRT e,

- "
B

§ i Ch e

.!':q-u.-!“u

§ 5] Do 2 g

i

§ e P A s
o e e b
5 g2 BE SLAATER il
- PR
£ Firm e A5 RATTS S
Firid e
o Bl i g
G T e
s ALl wrkid k! 1

ATHEP i Bt

vy b e oo

o 1 Ly Mg P

Bemms b |
T W v g gk ' g Mo

]
e Lo

11 =il

B mm o B0 o o i
ot g e i i

e L

P
ey Bkt (e
g T

2 2000, Cisco Systems, Inc.

www.cisco.com

CIPTv20? -49

To open it go to Start>Programs>Administrative Tools>Computer
Management> Device Manager>Non-Plug and Play Drivers. Right-click on the
Cisco IP Voice Media Streaming application for a detailed view of the properties.
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Cisco IP Voice Media

Application Trace
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¥ EventLoa
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The detailed trace log tends to be a bit cluttered, but by reading it carefully it
will usually highlight the source of any difficulties. In Cisco CallManager
Administration go to the Servicein the tool bar and select Trace from the drop
down menu. Set the level to detailed with all mask bits turned on and make sure
the EventL og check box is selected for entries to be placed into the event log.
Select the file option and that avalid filename/path is entered. After making any
changes the Update button must be selected for the changes to take affect.

The following page includes samples of trace log files.
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Media App Startup and

Database Configuration

Sample of Media App Startup

Cisco Media App| ClpVMSMgr::ClpVMSMgr Cisco IP Voice Media Streaming Application [ 3.0(2.1)] -
Starting

Cisco Media App| -->CIlpVMSMgr::IsDriverPresent
Cisco Media App| ClpVMSMgr::IsDriverPresent Driver is Present, IP Addr = 1122442412
Cisco Media App| <--ClpVMSMgr::IsDriverPresent

Sample of database configuration parameters

Cisco Media App| -->ClpVMSMgr::ReadConfiguration

Cisco Media App|  ClpVMSMgr::ReadConfiguration MTP DeviceName = MTP_ dIs2-cm118-
Cisco Media App| ClpVMSMgr::ReadConfiguration MTP ServerName[ 0] = dls2-cm118-app1, Port = 200 b
Cisco Media App| ClpVMSMgr::ReadConfiguration MTP Number of Calls = 48

Cisco Media App| ClpVMSMgr::ReadConfiguration MTP Orphaned Stream Timeout (sec) = 300

Cisco Media App| ClpVMSMgr::ReadConfiguration MTP Run Flag = 1

Cisco Media App| ClpVMSMgr::ReadConfiguration CFB DeviceName = CFB_ dls2-cm118-

Cisco Media App| ClpVMSMgr::ReadConfiguration CFB ServerName[ 0] = dls2-cm118-app1, Port = 200!
Cisco Media App| ClpVMSMgr::ReadConfiguration CFB Number of Parties = 48

Cisco Media App| ClpVMSMgr::ReadConfiguration CFB Orphaned Stream Timeout (sec) = 300

Cisco Media App| ClpVMSMgr::ReadConfiguration CFB Run Flag = 1

Cisco Media App| <--ClpVMSMgr::ReadConfiguration

Systems, Inc. www.cisco.com CIPTv20? -51

The above samples of the trace of Media App Startup and database configuration
parameters are small snapshots of the entire trace and highlight the parts of the
trace we are most concerned with when troubleshooting or gathering information
for troubleshooting.
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Unregistered/Registered
Devices

Sample of Unregistered Devices

Cisco Media App| -->CIlpVMSMgr::TimerCheck

Cisco Media App| ClpVMSMgr::TimerCheck One Second Check

Cisco Media App| ClpVMSMgr::TimerCheck Mtp CMgr[ 0] = ST_IDLE
Cisco Media App| ClpVMSMgr::TimerCheck Cfb CMgr[ 0] = ST_IDLE
Cisco Media App| <--ClpVMSMgr::TimerCheck

Sample of Reqgistered Devices

Cisco Media App| -->ClpVMSMgr::TimerCheck

Cisco Media App| ClpVMSMgr::TimerCheck One Second Check

Cisco Media App| ClpVMSMgr::TimerCheck Mtp CMgr[ 0] = ST_REGISTER
Cisco Media App| ClpVMSMgr::TimerCheck Cfb CMgr[ 0] = ST_REGISTERE
Cisco Media App| <--ClpVMSMgr::TimerCheck

? 2000, Cisco Systems, Inc. Www.cisco.com CIPTv2.0? -52

The above samples of the trace of Unregistered Devices and Registered Devices
are small snapshots of the entire trace and highlight the parts of the trace we are
most concerned with when troubleshooting or gathering information for

troubl eshooting.
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Summary

This section summarizes the concepts you learned in this chapter.

Summary

« Cisco TFTP allows the devices to get information
from the database without having to access it
directly and allows the executables to be updated
automatically.

» Cisco Messaging Interface allows Cisco
CallManager to connect to third-party voice mail
systems.

* Cisco IP Voice Media Streaming application
supplies MTP/conference bridge resources to a
CallManager.

www.cisco.com

The Cisco Trivial File Transfer Protocol (Cisco TFTP) isaWindows NT 2000
service. The Cisco TFTP service builds configuration files from information
found in the database. Cisco TFTP serves configuration, executable, and ringer
files consistent with ITU RFC 1350. Cisco TFTP allows executables to be
updated automatically.

The Cisco Messaging Interface allows Cisco CallManager to connect to third-
party voice mail systems using the POTS interface with SMDI.

The Cisco IP Voice Media Streaming application supplies software MTP and
conference bridge resources for a Cisco | P telephony solution. This can be used
if there are no hardware M TP (transcoding)/conference resourcesin a CIPT
solution.
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Review Questions

Q1)

Q2)

Q3)

Answer the following questions.

Review Questions

1. Why would | want more than one
TFTP server in a cluster?

2. Should the group of ports used for
voice messaging be configured as
directory numbers or a route group?

3. If software and hardware
MTP/conferencing are being used,
which does Cisco CallManager
prefer?

www.cisco.com

If the DHCP can only point to one Cisco TFTP Server, why would there be a
need for more than one Cisco TFTP?

When using Cisco Messaging Interface to connect to athird party voice mail and
hardware is involved, should the group of ports used for voice messaging be
configured asindividua directory numbers or aroute group?

If a Cisco CallManager has the Cisco Voice Media Streaming application
running for software M TP/conferencing and hardware transcoding/conferencing
resources configured, which does the Cisco CallManager use, hardware or
software?
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Dial Plan Architecture

Overview

A dial planisessentially the “front end” that allows usersto dial one another.
The goal of a successful dial plan isto provide diverse call routing and provide
for ease of dialing for users. Often customers require abbreviated dialing as well
as supporting redundant paths that are transparent to the calling party. The dial
planin Cal Manager 3.0 is enhanced to alow for greater scalability, flexibility
and ease of use. Tighter integration of Call Manger and 10S Gateways will allow
for larger AVVID deployments.

This chapter includes the following topics:

Objectives

Dial Plan Architecture

Specia Dia String Considerations

Configuring Dial Plan Groups and Calling Restrictions
Campus and Dial Plan Guidelines and Considerations
Summary

Review Questions



Objectives

This section lists the chapter objectives.

Objectives

Upon completion of this chapter, you will be
able to perform the following tasks:

* Identify and describe the dial plan architecture

* Identify and follow design guidelines for dial
plan architecture

* Identify special dial string considerations

» Configure dial plan groups and calling
restrictions

www.cisco.com

Upon completion of this chapter, you will be able to complete the following
tasks:

Given alist of components of the dial plan architecture, identify and
describe the functional components of the dial plan architecture.

Given alist of design guidelinesfor dial plan architecture, identify and
construct adial plan.

Given alist of dial string considerations identify the special dial string
considerations described in this chapter.

Given a case study and calling characteristics, configure dial plan groups
and calling restrictions.
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Visual Objective

This section shows the visual objective of adia plan.

Dial Plan Visual Objective

Users required to dial
7 digits for Intersite calls
? 26-11110

Gatekeeper(s) \ r _ =

1

| S AT |
AN = i

I

J

Secondary Voice Path
San 'J ose Pre-pend ? 4087 and send to PSTN

A= IS
TN i ks
O \ Philadelphia
\ (215) 555-XXXX
(408) 526-XXXX \ S 5 Digit Internal Dialing
5 Digit Internal Dialing L Primary Voice Path
IP WAN / Strip ? 2? and deliver
N /61111 to remote Call Manager
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The figure above depicts the goal of awell-designed dial plan where voice calls
transparently use the IP WAN as the first choice and use the PSTN transparently
to the user if the IP WAN isdown or unavailable.
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Dial Plan Architecture

This section gives an explanation of the dial plan architecture and functional
components.

Internal vs. External Reachability

Reachability of Internal Phones Reachability of Remote IP WAN Sites

achieved by itf&DN (Directory Number) and the PSTN achieved by configuring

being specifically configured in the Route Patterns that summarize E.164
CallManager Database address ranges configured in the Database

CallManager

www.cisco.com

The CallManager’ s dial plan architecture is setup to handle generally two types
of cals:

» Internal calsto IP phones registered to the CallManager cluster itself

» Externa callsviaaPSTN gateway or to another CallManager cluster viathe
IPWAN

Thedia plan for internal callsto IP phones registered with a CallManager
cluster isfairly ssmplein the fact that when an IP phone isinitially configured it
is assigned a phone number and the IP phone maintains that number wherever it
resides. Whenever the IP phone registers with the CallManager cluster it
effectively updates the CallManager cluster dynamically with its new IP address
while maintaining its same phone number. The internal dial length (number of
digits dialed) for internal calls may be configured as desired. Note that not only
IP phones may be reached in this manner. Other devices that register with
CallManager and maintain a DN (Directory Number) can include soft phones,
and analog phones attached to MGCP/skinny based gateways.

When configuring the CallManager to handle external calls then the use of the
route pattern is required. The route pattern isin most cases used for directing
callsout to a PSTN gateway or in the case of an IP WAN call to aremote
CallManager. The CallManager 3.0 dial plan architectureis athree tiered
decision tree that allows for multiple routes to be taken for agiven dialed
number as well as digit manipulation based on the customer network
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requirements. Such capabilities such as trunk groups can be configured for
gateway redundancy and aform of least cost routing. Digit manipulation isthe
task of adding or subtracting digits from the original dialed number to
accommodate the users dial habit or gateway needs.
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CallManager Dial Plan
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An example of alternate route selection is where the path to agiven dialed
number will take the IP WAN as the first choice and then the PSTN as the
second choiceif the IP WAN is down or has insufficient resources. The criteria
for the dial plan using an alternate route could be based on insufficient trunks
available on a gateway by the call admission control mechanism indicating that
the IP WAN cannot accept the call.

The following are definitions of the functionsin the dial plan architecture:

= Route Patterns—Match of an E.164 address range or specific address points
to asingle Route List

= Route Lists—How to reach a destination via prioritized route groups
» Route Groups—Forms aprioritized Trunk Group by pointing to devices

» Devices—Gateways or remote CallManagers
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Dial Plan Configuration
Interface
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2 2000, Cisco Systems, Inc. www.cisco.com CIPTv2.0? -8

In the Cisco CalManager interface, you will go to the Route Plan heading and
select Route Group, Route List, or route pattern to configure the route pattern.
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Route Pattern Configuration Order

1. Devices

2. Route group
3. Route list

4. Route pattern

www.cisco.com

The order you would configure your route pattern is shown in the following list:

1. Devices

2. Route group
3. Routelist

4. Route pattern
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Device Configuration Characteristics
(For a Remote Call Manager)
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The figure above identifies the device configuration characteristics for aremote
CalManager. The remote CallManager needs to be defined as an H.323 gateway
in an Inter-Cluster Trunk. The device nameis the remote H.323 device that isthe
CalManager. The device pool is used to define the codec used for callsto this
device, remote CallManager. The Gatekeeper Registration has the device and
remote CallManager is enabled as Gatekeeper Controlled. In the Gatekeeper
Name area, you will enter the |P address of the gatekeeper and primary
CdlManager. Also in this example the Calling Search Space is defined as
unrestricted. The Calling Search Space is used to define where this device may
call.
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Route Group
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Route groups control specific devices, which are gateways. Gateways may be
skinny, MGCP or H.323 based. Endpoints such as NetMeeting clients or remote
Call Managers across the IP WAN are configured as H.323 gateways. The route
group points to one or more devices and can select the devices for call routing
based on preference. The route group can direct all callsto the primary device
and then utilize the secondary devices when the primary is unavailable. This
serves effectively as atrunk group. One or more route lists can point to the same
route group. All devicesin a given route group have the same characteristics
such as path and digit manipulation. As mentioned above route groups have the
ability of performing digit manipulation that will over ride what was performed
in the route pattern.
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The figure above shows settings that will override the settings of the Route
Pattern Page for the “ SIIPWAN” Route Group. For the example above, the
Called Party Transformations will discard digits of the access code.
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The figure above shows the digits of 1408 will be pre-pended to the number if
the called party is has the prefix digits of 1601. The “PHL PSTN” Route Group
is devices.
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Typical Route Group Device Types
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Devices are associated with gateways or remote CallManagers. Within the
device configuration information on how the call is actually placed is defined.
The figure above illustrates the types of devices that route groups can point toin
order to intelligently deliver calls.

= AnH.323 gateway may be configured to be gatekeeper controlled. This
means that before acall is placed to an H.323 device it must successfully
query the gatekeeper first.

= The codec used by calls to the device may be selected by placing the device
in aregion, which determines the codec to be used.

= Multiple clusters for inbound and outbound calls may share H.323 gateways
where as MGCP and skinny based gateways are dedicated to asingle
CdlManager cluster.

The route pattern dial structureis typically used when IP phone calls are
destined to go to gateways or remote CallManagers via H.323. In these instances
alternate routes may be taken in the event the primary path to a destination is not
available. Thisisthe model used in the multi-site IP WAN with the distributed
call processing model where all inter-site calls will take the IPWAN as the
primary path and the PSTN as the secondary path.

Calls between IP phones that reside on the same CallManager/cluster do not
utilize the route pattern dial structure and therefore cannot utilize alternate
routes if connectivity is down between them. In all likely hood if IP connectivity
is down between to I P phones then there are good chances that one of the phones
has lost connectivity to a CallManager and cannot even place acall. A good
example of thisiswhen using multi-site WAN deployments with centralized call
processing. In this case there is no alternate routing between sites.
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Route List

Route List Configuration
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The CallManager 2.4 term route point has been replaced by the routelist in
CallManager 3.0 while performing much of the same role. A route list defines
the way acall isrouted. Route lists are configured to point to one or more route
groups, which effectively serve the purpose of trunk groups. The route list sends
agiven call to aroute group in aconfigured order of preference. This could be
where the primary route group may offer alower cost for calls where as the
secondary route groups will only be used if the primary is unavailable due to an
all trunks busy condition or insufficient IP WAN resources.
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Route Pattern

A route pattern is an address. Some addresses, such as directory numbers match
only one dialed digit string. Other addresses such as gateway route patterns,
match arange of dialed digit strings.

Route Pattern Configuration
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The Route Pattern identifies a dialed number (E.164 address in North America)
and uses the underlying Route List and Route Group configurations to determine
how to route the call.

When a Route Pattern matches a dialed number, it will hand the call to the Route
List associated with the Route Pattern. The Route List will then make the
decision as to which downstream route groups (trunk groups) to send the call to
based on the ordered priority. Prior to handing the call to the Route List, digit
manipulation will occur depending if digits need to be added or removed from
the matched Route Pattern.

The digit manipulation occurs in the Route Pattern for outbound calls only
before it gets sent to the Route List + Route Groups. Note that individual
downstream route groups may have unique digit manipulations for the same
Route Pattern. Thisis extremely useful where different routes to a given dialed
number may require different manipulations. An example of this would be where
users were required to dial seven digits to reach aremote location that has a four
digit internal dial plan length. Across the IP WAN the first three digits may have
to be removed in order to deliver the last four digits to the remote Call Manager
inits native internal dial string length. If the IP WAN was down or could not
accept additional voice cals then the dialed seven digits would have to be pre-
pended with the area code in order to reach the called party viathe PSTN. A
route pattern is associated with only one route list.
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Route Pattern Notes

CallManager matches most specific pattern
Wildcards and Range Matching

* X Single digit (0-9)

N Single digit (2-9)

c@ North American Numbering Plan
o ! One or more digits (0-9)

o [ x-y] Generic range notation

o [ Mx-y] Exclusion range notation

.. Terminates access code

o # Terminates inter-digit timeout

www.cisco.com

The Cisco CalManager matches the most specific pattern from the route pattern.
Wildcards are used for range matching of digits. The following are some of the
wildcards that are used in the route pattern:

Wildcard Definitions

X Single digit (0-9)

N Single digit (2-9)

@ North American Numbering Plan (NANP)

! One or more digits (0-9)

[x-y] Generic range notation

["x-y] Exclusion range notation

Terminates access code

# Terminates inter-digit timeout
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1111
* 1% 1
12XX

13[ 25-8] 6

13[ 2 3-9] 6

13! #

Pattern Examples

Matches 1111
Matches * 1* 1

Matches numbers between 1200 and 1299
Matches 1326, 1356, 1366, 1376, 1386
Matches 1306, 1316, 1326, 13* 6, 13#6
Matches any number that begins with 13, is

followed by one or more digits, and ends with #;
135# and 13579# are example matches

www.cisco.com CIPT v2.0-7-17

The table above shows examples of route patterns and the possible matches to
the pattern examples. The next few pages discuss the following examples that
can occur when using a route pattern:

= Digit collection
» Closest match routing

= Inter-digit timeout

Copyright O 2000, Cisco Systems, Inc.
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Digit Collection

User’ s dial string: 1111 Match!
1111

CallManager actions:

No other patterns could
match; extend call

www.cisco.com

The figure above isthe final figure in a series of six dides that show the process
in Cisco CalManager of digit collection and match of aroute pattern. Asthe
user enters each digit, all the patterns above are a possible match. Then last digit
entered by the user and only one route pattern is matched.
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Closest Match Routing

User’ s dial string:

1211 / 1211 Match!
Matches 1 digit

string
Select as closest match

www.cisco.com

The figure above isthe final figure in a series of eight dlides that show a closest
match to aroute pattern while the Cisco CallManager collects digits. During
digit collection, a number of route patterns matched, until the final digit is
entered. Two possible route pattern matches are found, one route pattern with
one digit string match and the other with 200 digit stings matched. The Cisco
CalManager will select the route pattern with one digit string match as the
closest route pattern match.
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Inter-digit Timeout

User’ s dial string:

1311<timeout>

/ 1[ 23] XX  Match!
Matches 200 digit strings

Select as closest match

www.cisco.com

The figure above isthe final figure in a series of nine slides that show ainter-
digit timeout while a user places a call while the Cisco CallManager collects
digits to match a route pattern. While the Cisco CallManager collects digits, it
will try to match route patterns that are in the database. Inter-digit timeout occurs
when the closest matched route pattern has a number of possible digit string
matches. The figure above shows that the closest match route pattern has 200
digit string matches to wait for and Cisco CallManager invokes inter-digit
timeout.
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Route Filters

Route filters work with route patternsin digit discarding and limiting the @
wildcard.

Route Filter Wildcards

. wildcard: denotes a portion of a route
pattern that can be stripped when the
pattern matches

* @wildcard: any number you can dial
from your home phone (for example,
911 or 1010321 1 408 555 1212)

Wwww.cisco.com

Route filters are most commonly used to manipulate dialed strings that use the
following wildcards:

» . wildcard. The . wildcard denotes a portion of aroute pattern that can be
stripped when the pattern matches.

= @ wilcard. The @ wildcard matches any number in the North American
Numbering Plan (NANP). Essentially, any number you can dial from your
home phone.

The following are important points to remember about the @ wildcard and route
filters:

»  Closest match routing works on the individual patterns of an @ pattern, not
on the pattern as awhole.

= Routefiltersdon’t block callsin and of themselves; they restrict which
patterns are added.
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. Wildcard: Digit Discarding

Instructions

. .
Use d|g|t CallManager /. g gyxx

discarding | Discard: PreDot
instructions to
strip initial digits

e Use on|y NOD|g|ts Called party 8123
or PreDot unless
the pattern

contains an @ «é\
wildcard g =

PBX

User dials: 98123

www.cisco.com

Digit discarding instructions are used to strip the initial digits dialed by the user.
It is recommended to use only “No Digits’” or “Pre Dot” unless the pattern
contains an @ wildcard. In the figure above, the “Pre Dot” digit discarding
instruction is used to strip digit before the “dot” in the route pattern. The user
dials “98123" the Cisco CallManager matchesit to the route pattern “9.8XX X"
and uses the digit discarding instruction (Pre Dot) and stripsthe “9” and passes
only “8123" to the PBX.
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@Wildcard: Digit Discarding

Instructions
* Use digit discarding  callManager Match: 9.@
instructions to DIsEErel
. LJ PreDot 10-10-Dialing
discard whole —
sections of the Called party:
dialed number 12145551212
 All digit discarding User Gl

instructions are 9101028812145551212 %

. [
available -
~ PSTN

www.cisco.com

The @ wildcard is amacro that causes the CallManager to add about 300
patterns. Use digit discarding instructions to control which digits are sent as the
called number and use route filters to add fewer patterns and restrict outside
dialing.

The example above shows digit discarding instructions related to the @ wildcard.
The user dials “9101028812145551212" and the Cisco CallManager matches the
dialed digits to the p.@]route pattern. The digit discard instructions are to

discard awhol e section of dialed numbers and in this example the discard

instructions are “pre dot” and digits “10-10-Dialing”. The dialed digits from the
user are “12145551212" get passed on to the router then to the PSTN.
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Digit Discarding Instructions

If the pattern is 9.8@...

Instructions

Discarded Digits

Used for

PreDot 98 1214 555 1212 Access codes
PreAt 98 1214 555 1212 Access codes
11D/10D-7D |98 1010321 1 214 5551212 Toll bypass
11D - 10D 98 1010321 1 214 555 1212 Toll bypass
IntITollIBypass |98 1010321 011 33 1234 # Toll bypass

10-10-Dialing |98 1010321 1 214 555 1212 Suppressing carrier
selection
Trailing-# 98 1010321 011 33 1234 # PSTN compatibility

www.cisco.com
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If the route pattern is P.8@]the table above describes the digit discarding
instructions that can be applied to the pattern.
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Limiting The @Wildcard

* Eliminates or constrains route patterns
added by the @pattern

* Relies on tags, named substrings of the

NANP
* Uses three operators: Exists, Does not
exist, == <value>

* Operators connected with AND and OR

www.cisco.com

Because the @ wildcard creates close to 300 route patterns, route filters are used
to limit the @ wildcard. The route filters created to limit the @ wildcard rely on
tags and named sub-strings of the NANP. Route filters use the following three
operators and are connected with “and” and “or”:

n Exists
= Doesnot exist
s ==<vaue>

The following four pages show examples using the three operatorsin aroute
filter to limit the @ wildcard.
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9.@Route Pattern with no
Rote Filters

The following individual patterns to get added...

9[ 2-9] 11 311, 611, 911 SERVICES
9[ 2-9] XXXXX 7-digit dialing by OFFICE CODE
9 [ 2-9] XK 2-9] XX XXXX10-digit local dialing by
LOCAL AREA CODE
91 2-9] XK 2-9] XX XXxx11-digit long distance dialing by
AREA CODE
9 011 3[ 0-469] International dialing by

COUNTRY CODE

www.cisco.com CIPT v2.0—7-46

If aroute pattern of P.@]is added with no filters, over three hundred dial strings
are possible matches. The following pages show how to limit this route pattern
using the following operators:

s Exist
= Doesnot exist

s ==<vaue>
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9.@with Router Filter
SERICE EXISTS

9[ 29 11 Added: contains SERVICE
Not added: no SERVICE
/Mot added: no SERVICE

N0t added: no SERVICE

Not added: no SERVICE

www.cisco.com

When the route pattern 9.@ is used with aroute filter of “service exist” then
only the “9[2-9]11" pattern is added.
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9.@with Route Filter COUNTRY -
CODE DOES-NOT-EXIST

9[ 2-9] 11 Added: no COUNTRY-CODE
9[ 2-9] XX XXXX  Added: no COUNTRY-CODE
9[ 2-9] XX [ 2-9] XX XXXXdded: no COUNTRY-CODE

91[ 2-9] XX [ 2-9] XX XX ded: no COUNTRY-CODE

Not added: contains COUNTRY-CODE

www.cisco.com

The 9.@ pattern with the route filter of “country-code does-not-exist” resultsin
the route pattern that contains a country code to be eliminated from the route
pattern. This example would be used to filter calls that use a country code.
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9.@with Route Filter
AREA CODE == 900

Not added: no AREA-CODE
Not added: no AREA-CODE

/Mot added: no AREA-CODE
(It contains LOCAL-AREA-CODE)

91 900 X[ 2-9] XX XXXdded: AREA-CODE constrained to 900

Not added: no AREA-CODE

www.cisco.com CIPT v2.07-49

The 9.@ route pattern with the route filter of “area code == 900" is used to limit
the route pattern to calls that go to the area code “900”.
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"
Tags In The NANP Dial Plan

Tag Name Example number Description

AREA-CODE 12145551212 The area code in an 11-digit long distance call

COUNTRY-CODE 01133123456 # The country code in an international call

END-OF-DIALING 01133123456 # The #, which cancels inter-digit timeout in international calls

INTERNATIONAL-ACCESS 01133123456 # The initial 01 of an international call

INTERNATIONAL-DIRECT-DIAL 011 33123456 # The digit that denotes the direct-dial component of an international call

INTERNATIONAL OPERATOR 010 The digit that denotes the operator component of an international call

LOCAL-AREA-CODE 2145551212 The area code in a 10-digit local call

LOCAL-DIRECT-DIAL 15551212 The initial 1 required by some 7-digit calls

LOCAL-OPERATOR 0555 1212 The initial 0 required for operator-assisted local calls

LONG-DISTANCE-DIRECT-DIAL 1214 5551212 The initial 1 required for long distance direct-dial calls

LONG-DISTANCE-OPERATOR 0214 555 1212 The initial 0 required for operator-assisted long-distance calls

NATIONAL-NUMBER 01133123456 # The national number component of an international call

OFFICE-CODE 1214 555 1212 The office or exchange code of a North American call

SATELLITE-SERVICE 01188141234 # A specific value associated with calls to the satellite country code

SERVICE 1411 Access to local telephony provider services

SUBSCRIBER 12145551212 A particular extension served by a given exchange

TRANSIT-NETWORK 101 0321 1 214 555 1212 Long distance carrier code

TRANSIT-NETWORK-ESCAPE 10103211 214 555 1212 The escape sequence used for entering a long distance carrier code

WWW.cisco.com CIPT v2.0-7-50

The @ wildcard can be used to easily establish matches in route patterns to over
300 dial strings. The table above represents the tags use in the NANP Dia Plan
that will help in creating route filters for a route pattern with an @ wildcard.

Digit Translation Tables

The capability exists within CallManager to provide for digit tranglation. Thisis
the ability of “trandating” a dialed number into another number or even
changing the number of digits. This can be achieved for internal as well as
external calls whether inbound or outbound. Tranglation Table may be
configured such that when a user dials a zero then the call gets delivered to an
attendant who may have an extension that is 1111.
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Digit Translation Table

[ Translation Table Translation Mask
IXXX 1111

|
Attendant
? 1110

i
DID Range
1000-1999

2 2000, Cisco Systems, Inc. Www.cisco.com CIPTv2.0? -17

—m | No Match of DN I
)
Match DN

The following is an example of a common application of atrandation table.
Many customers desire that unassigned DID (Direct Inward Dial) numbers get
sent to an attendant if those numbers are dialed.

Lets say a customer has a DID range from 1000-1999 and they want al callsto
unassigned DID numbers to go to an attendant at extension 1111. In this case a
Trandation Table of 1XXX would be configured that pointed to atranslation
mask of 1111.

Wildcards are used in the above example. CallManager performs a longest
match lookup up where if an IP phone exists in the 1000-1999 range, it will send
the call to the IP phone. If no IP phone exists in the 1000-1999 range then the
match will occur on the 1XXX tranglation table and the call will be sent to
extension 1111.
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Translation Patterns

* Almost exactly like route pattern: uses
wildcards, transformations, etc.

* Results of transformations are the input
for another trip through digit analysis

* Use to handle extension mapping

www.cisco.com

Trand ation patterns are amost exactly like route patternsin its use of wildcards
and transformations. The digit collection in atrandation pattern resultsin
another trip through digit analysis. The primary use of translation patternsis for
extension mapping.
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Routing Flowchart

Find best match

l

Apply calling and called
party transformations

Translation pattern

Route|pattern

| Extend call to destination |
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The above routing flow chart shows at what point the digits go back through
digit analysis when using a tranglation pattern. In the routing flowchart, the digit
analysis determines what pattern type is being used. When atranslation pattern

is used, the digits go back through digit analysis. When a route pattern is used,
the call is extended to the destination.
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Translation Patterns

* The calling search space parameter on
translation patterns provides a
mechanism to handle overlapped dial
plans such as would be common in a
multiple tenant situation

 Calling search space and partitions are
covered in the next section

www.cisco.com

Trandation patterns are very useful in a multi-tenant situation. The calling
search space parameter (that is discussed later in this chapter) used on
trangation patterns provide a mechanism to handle overlapped dia plans.
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Special Dial String Considerations

A goal of the dial planisto be as simple as possible and to minimize the number
of entries. The most efficient way to achieve thisisto configure specific dial
plans only for On-Net (IP WAN) locations and to use the local PSTN gateway
access code (such as 9 or 0) for Off-Net calls that must take the PSTN as well as
act as an alternate path for IP WAN callsif the IP WAN is down or has
insufficient resources.

“ On-Net” Route Pattern

This assumes the multi-site IP WAN with adistributed call processing model
typically where an abbreviation of the full E.164 addresswill be isused for ease
of dialing for the user in this case. Take the case of where an On-Net location
has a number range of (408) 526-1000 through 1999. In this case there may only
be a single route pattern that will have an entry of “61XXX”". Thissimplifies
user dialing and requires only one route pattern entry where the Xs serve as
Wildcards.

The CallManager route pattern can also strip/pre-pend digits to the dial humber
in order to present the remote CallManager with the appropriate internal dial
plan length. In fact for al IP WAN calls the number of digits presented to a
remote CallManager across the IP WAN must also match the dialed digit length
that the remote site uses for internal calls. The remote CallManager will simply
look at the digits and route the call. Thereis no digit manipulation for incoming
cals.
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Dial Plan ? 1 n-Net[]

; Users required to dial
Secondary Voice Path
San Jose Pre-pend ? 408¥am?ser?d to PSTN 7 digits for Intersite calls
? 26-11110

Gatekeeper(s) \ r _ -
é tEa |

AR |
R
| |

e o d

Philadelphia
(215) 555-XXXX

(408) 526-XXXX 5 Digit Internal Dialing

5 Digit Internal Dialing Primary Voice Path

{ IP WAN ( Strip ? 2? and deliver
N /61111 to remote Call Manager
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If in this environment the IP WAN resources are insufficient and the call hasto
be sent out the PSTN then the route group for the PSTN gateway must insert the
area code and 3-digit exchange. In CallManager 2.4 for any given route pattern
only one digit manipulation table could have been used and therefore |OS
gateways only could be used because they could insert the area code and 3-digit
exchange. This administrative burden and has been removed with the ability of
performing unique digit on a per route group basisin CallManager 3.0. This
allows for asingle point of dial plan administration per site and both 10S and
skinny based gateways may be used. The figure above depicts OnNet calls
acrossthe IP WAN with the PSTN as a backup where the digit manipul ation
required is different for each path.
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All Calls out of the PSTN

For all calls out of the PSTN this typically will only require a single route
pattern that will be the PSTN trunk access code, which isusually a9 or a0. In
North America the route pattern 9.@ can be configured such that all users
making outside callswill dial a9 (9 is most commonly used) and ssmply dial the
telephone 7 or 1+ 10-digit phone number. In CallManager 3.0 Local Area Codes
do not exist and therefore should be configured specifically and not require a 1.
Thisway CallManager can differentiate between alocal 7-digit numbersvs. a
local area code in order to determine when the dialing is complete. Otherwise
the CallManager will wait 10 seconds without detecting any digits before
assuming the dialing is complete.

Calls out of the PSTN

» Skinny based and MGCP gateways have all
their dial plan information done in CallManager

* H.323 based I0S gateway typically only
requires a minimal amount of dial peers

www.cisco.com

Asfar aslocal PSTN the gateway dial plan configuration it isfairly simple. The
skinny based and MGCP gateways have all their dial plan information donein
CallManager while an H.323 based 10S gateway typically only requires a
minimal amount of dial peers. These dial peerswould be used by the gateway to
direct all callsfrom CallManager to the PSTN. In the dial plan configuration
section there will be an example of the I0S H.323 gateway dial peer
configuration.
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Outside North America

* Multiple length dial plans presents a challenge

» CallManager does not know when dialing is
complete, unless you have a specific
route pattern

* CallManager by default will wait 10 seconds
without receiving any digits before assuming
dialing is complete

* Two route pattern options:
—Option 1 -0.!
—Option 2-0.! #

www.cisco.com

In areas outside North Americait is common to have different countries use
different length dial strings. Multiple length dial plans presents achallengein
that the CallManager does not know when dialing is complete unless you have a
specific route pattern. CallManager by default will wait ten seconds without
receiving any digits before assuming dialing is complete. Below are common
options for configuring a route pattern for the PSTN access outside of North
America. Thelocal PSTN access code used will be “ 0" which is commonly used.

Option 1—Route Pattern = 0.!

“0.”—Represents the local PSTN access code.

“1"—Stands for any digit and any number of digits. This also means that the
CallManager will wait ten seconds by default without receiving any digits before
assuming the dialing is complete and then sending the call.

A common option here isreducing the idle digit wait timer in the CallManager
service parameters to three seconds. Thiswill allow for acall to be sent sooner
when the user is finished dialing instead of having the user wait the annoying ten
seconds before the call gets sent. The risk, however, of reducing thisis that the
CallManager may determine that the dialing is finished prematurely if the user
simply pauses.

Option 2—Route Pattern = 0.! #

“0."—Represents the local PSTN access code.

“1"—Stands for any digit and any number of digits. This also means that the
CalManager will wait ten seconds without receiving any digits before assuming
the dialing is complete.

“#"—This indicates when a user hits the # key CallManager will assume dialing
is complete immediately and send the call.
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In this option users are instructed to dial the # (pound/hash) key to terminate the
dial string and immediately place the call. This requires some user education and
some changes to existing customer dialing habits, which can be met with varying
degrees of resistance. However, thisis similar in nature to pressing the Send
button on a cell phone.
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Configuring Dial Plan Groups and Calling

Restrictions

New in CallManager 3.0 isthe ability of providing calling restrictions on a per
phone basis as well as the creation of closed dia plan groups on the same
CalManager. Users can be grouped into communities of interest on the same
CalManager that have the same calling restrictions as well as dial plans.
Different communities of interest can operate as shipsin the night from one
another, share the same gateways as well as have overlapping dia plans. This
ability has a particular interest in the multi-site IP WAN with centralized call
processing deployment model. These new capabilities are achieved in
CalManager 3.0 with the use of partitions and calling search spaces.

Understanding Partitions +
Calling Search Spaces

Partition/Calling Search Space

Analogous to: Where You Are

Subnet/Access-List

g7 Subnet (Partition)
| A

Inbound Access-List
(Calling Search Space)

%7 Subnet (gartition)

Where you may reach S Subnet (gaftition)

www.cisco.com

Partitions and calling search spaces draw an analogy to routers with accesslists.
Think of apartition as an IP subnet where you will place users. A calling search
space islikened to an inbound access list that dictates “which” subnet you can
reach.
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Partitions And Calling Search

Spaces Analogy

The list of directories in SWB Dallas Yellow Pages
which Rita looks up numbers Dave 972 813 5000

is her calling search space

Rita’ s list of directories The directory in_wh_ich
SWB Dallas White Pages pa\{e S numb(’er IS "S_t(?d
is his number’s partition
SWB Dallas Yellow Pages
Little Black Book

Dave
972 813 5000

Rita

www.cisco.com

The analogy above shows the relationship between calling search space and
partitions. A partition is adirectory where a user list their number and a calling
search space are the directories a usersis able to look in to make calls.

In the analogy, Dave list his number isthe “SWB Dallas Y ellow Pages’
directory. Thisisthe partition that Dave belongs to.

Ritahasalist of directories (SWB Dallas White Pages, SWB Dallas Y ellow
Pages and her Little Black Book) that represent her calling search space.

If Ritadoes not have adirectory that Daveisin (SWB Dallas Y ellow Pages),
then she isunableto call Dave. In other words, if Ritais assigned to a Calling
Search Space that does not include the partition that Dave isin, then Rita cannot
cal Dave.

If Ritadoes have adirectory that Daveisin (SWB Dallas Y ellow Pages), then
sheisableto call Dave. In other words, if Ritais assigned to a Calling search
space that includes the partition that Dave isin, then Ritais able to call Dave.
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Partitions And Calling Search

Spaces Definition

 Partition: A logical grouping of
patterns. All patterns in a partition are
equally reachable

 Calling search space: An ordered list of
partitions. Digit analysis looks through
the caller’ s list of partitions when
searching for the closest match for the
caller’ s dialed number

www.cisco.com

Partitions

Partitions are considered to be a group of devices with similar reachability
characteristics. Devices that get placed in partitions are |P phones, DNs and
route patterns. These are entities associated with DNs (directory numbers) that
users will dial to reach. Partition names should be chosen to have some
meaningful correlation to the group of usersit represents. For example, for users
located in Building D in San Jose you may want to create a partition called SID.

Calling Search Space

A calling search space is an ordered list of partitions that a user may look in
before being allowed to place a call. Caling search spaces are assigned to
devices that may initiate calls. These include IP phones, soft phones and
gateways.

The way dialing restrictions can be invoked is simple in that when auser is
assigned a calling search space, thelist of partitionsin the calling search space
only are ones that the caller is allowed to reach. DNs dided that fall ina
partition not in acaler’s calling search space will be given abusy signal.
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Partitions And Calling Search
Spaces Rules

* Digit analysis looks through every
partition in a calling search space and
looks for the best match

* Order of partitions listed in the calling
search space is used only to break ties
when there are equally good matches in
two different partitions.

* If no partition is specified for a pattern,
the pattern is listed in the null partition.

www.cisco.com

Partitions and calling search spaces follow rules when doing digit analysis. Digit
analysis will look through every partition inn a calling search space and looks
for the best match. The order of the partitions listed in the calling search spaceis
used only to break ties when there are equally good matchesin two different
partitions. If no partition is specified for a pattern, the pattern islisted in the null
partition (as well as any partitions specified in their calling search space) to
resolve dialed digits. The null partition is always the last partition |ooked
through.
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Example of Calling Search Space
and Partition

San J ose Em—
Partition Assignment
L o - BFJ-Users? = All SJ IP Phones
e AFI-PSTN? = 2 ? Route Pattern
e
Hezrsseq) |
[ 1) N Iy |

Calling Search Space
F#nrestricted? = SJ -Users, SJ -PSTN

Ef—% 7' - | AB3-Only?=SJ -Users
=79 h TPSTN
e S

Employee  Lobby
Phones Phones

IP_Phone Calling Search Space Assignment
Staff IP Phones = ##nrestricted?
Lobby IP Phones = A§J-Only?

EmployeesZ ay dial anywhere
Lobby phonesH## nly can dial internal to SJ
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The figure above illustrates a basic example of how partitions and calling search
spaces may be used to provide dialing restrictions.

In this example staff employees have unrestricted dialing where as the lobby
phones only have the ability of dialing people within the local site. As noted in
the diagram all 1P phones are placed in the SJ-Users partition and the route
pattern 9 associated with the PSTN is placed in the SJ-PSTN partition. Two
calling search spaces are created that denote two different dialing characteristics.
A calling search space called unrestricted is created that has both SJ-Users and
SJ-PSTN Partitionsinit. A second calling search space called SJ-Only is created
with only the SJ-Usersinit. San Jose staff |P phones are assigned the
unrestricted calling search space denoting that they may dial anywhere. The
lobby phones are assigned the SJ-Only calling search space meaning they can
only dial local phonesin the building.
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Partition and Calling Search
Space Assignments

Partition Name Designated device' s assigned to Partition

SJ-Users All 1P Phones within San Jose

SJ-External All External Destined Route Patterns (Local PSTN)

Unrestricted S}Users Devicesthat can make
SJExterna Interna + externa calls

SJOnly SJusers Devices that can make

interna calls only

000, Cisco Systems, Inc. Www.cisco.com CIPTv2.0? -23

The figure above illustrates the prior configuration of creating two partitions that
define reach-ability characteristics for agiven site. One for internal local site
users and one for external calls. Devices and route patterns will be placed in
these partitions.
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Partitions
__Devices Placed in a Partition
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Partition Configuration - o N
Partitions with unique reachability
Characteristics
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Devices assigned to Partitjons
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The configuration of partitions starts with the assignment of devicesin the Cisco
CalManager Administration Partition Configuration page shown above.
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Calling Search Space Configuration

Bl ccmems o

Calling Search

Space:

% here | can dialll

oty Baprck Spery e ol

Devices assigned #ffi nrestricted
Calling Search Space may call
devices in any Partition

=|tq|||pﬂ'||:-ll| i) e | Seacsl
| perey 4
=
- |
LY
::F:":Ill B
e [ v
: o
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The Calling Search Space establishes where a user can call. Devices assigned
unrestricted Calling Search Space may call devicesin any partition.
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Assigning Partitions and Calling Search

_Spaces #( lobal Phone Configuration Levell]_

Only $#8 alling Search Space? configured at main phone configuration

“-]M lpdate I M.I ‘Eymgl Dlywm | EHH' ﬁalllng Search Spacel
can be assigned to IP phone
7

En =il Lr = E 1)
L 2 iwr = o = l-l

E ] ST S NG 1T Nl 'I

r Ty = ol e TRAT] -I
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Y ou will need to assign partitions and calling search spaces at the global Phone
Configuration level. At the main Phone Configuration page, only the Calling
Search Space is configured as shown in the example above.

The default setting for Calling Search Space allows a user to call anyone, but if
other devices do not have a Calling Search Space of default, no one can call
devicesin the default group.
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Assigning Partitions and Calling Search
Spaces

fﬁiﬁdividul Line/DN Level

Individual Line

Lie 1 for BECPORS ST TTALT {Ginm dromimlon) o configurations
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[owminca 5] DN configuration level
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.'hnll-l:i'-lr I i_'.-i-h.u'!mull Wnﬁ ﬁa”lng Search SpaCeD

_— Can be assigned to |
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| [EEE = have | Individual DN (Overrides
[usas [+ hare = =l Main Phone Configuration)
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|
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Assigning partitions and calling search space at the individual line or directory
number (DN) level you are able to override main configuration. A DN can be
assigned to a single partition and the calling search space that is selected can
override the main phone configuration.

The above configuration example represents perhaps the simplest example of the
required configuration for multi-site WAN local call processing. A more
ambitious dial plan while outside of the scope of this document would perhaps
include the following considerations:

Intra-site calls only
Intra-site and local emergency calls only
Intraand Inter-site calls only

1

2

3

4. Intraand Inter-site and local emergency calls only

5. Intraand Inter-site, local emergency, and local PSTN calls only
6

Intraand Inter-site, local emergency, and national long distance
PSTN callsonly

7. Fully unrestricted dialing including international numbers
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Campus and Dial Plan Guidelines and
Considerations

Depending on the number of paths a call could be potentially be routed the
complexity of adial plan may vary. The figure below depicts the most common
uses of adial plan scenario in campus environments.

Campus Dial Plans

In a campus environment with no multi-site IP WAN connectivity, the most
common dia plan considerations that need to be made will be for providing
PSTN access.

Call Manager 5.0(2) Dial Plan Structure

Call Flow example

WAN Down or Insufficient

User Dials 9-215-555-4362 Route Pattern Resources
92.@ L5 User Dials 9-215-555-1212
No Digit
+ Manipulation
Route List Digit Manipulation
& emotesO 1. Discard Access Code ? [J
Digit Manipulation 1st 2nd 2. Insert 1
1. Discard Access Code ? O Choice Choice 3. Send 1-215-555-1212 to PSTN
2. Send 215-555-1212 to GK \
Route Group Route Group
#EPWAND Bocal PSTNI]
ARQ
ll \\215-555-1212 u
Send 215-555-1212in Y I @
H.323 setup/ N 10S Gatekeeper Y mi -
~ IPWAN ) ( PSIN

&
_—n
CM strips leading digits and uses :E I Local GW receives DID (1212) and
internal dial length (1212) sends internal dial length to CM
www.cisco.com

In the example, al userswill have to dial five digits for internal dialing and will
be required to dial the PSTN access code of 9 plus the 1—(area code)—(7 digit
number) for all external long distance calls and 9 plus the (7 digit number) for
local calls. Also provided will be gateway redundancy in the event a gateway or
trunk failure to the PSTN. The PSTN gateways to be used will be 10S gateways
using H.323.

Notice that the dial plan configuration in this model only requires a single route
pattern. The 9.@ signifiesthat 9 isthe local PSTN access code and the @
signifies the North American dialing plan in this case.

The route pattern 9.@ for North American dialing 911 services are included.
Note that specified in the route group Discard Access Code is selected for digit
manipulation. Thiswill strip off the 9 so that 1—(area code)—(7 digit number)
or the (7 digit number) is sent to the local PSTN gateway, which isan 10S
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gateway in this case. The CallManager denotes any digits to the | eft of the“.” as
the access code so when Discard Access Code is selected it will strip off any
digitsto the left of the“.”. Note that in the route group two gateways are listed in
order of preference. Thisis how gateway redundancy will be achieved in the
event of an all trunks busy condition or a gateway failure.
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Local PSTN GW Configuration

dial-peer voice 1 voip Dial-Peer for all incoming calls
. from PSTN to Call
For Incoming Calls g?rﬂ??é?;;tuéigalphanumeric/ Managerf81P Address
i —_— N - Must be G.711
_Assumlng DID. destination-pattern 6....
(D”eCt Inward D'al) session target ipv4:10.1.10.5 «—— call Managerf&IP Address

1

dial-peer voice 2 pots

destination-pattern ?

port 1/0:1 ¥ Djial peer for all 7 digit outgoing
1 PSTN Numbers
dial-peer voice 3 pots

. destination-pattern 1?  ?
For Outgoing Calls =——»| | efix 1 P <—— Dial Peer for all 10 digit outgoing

PSTN Numbers

port 1/0:1
!
dial-peer voice 4 pots ) )
Global Configuration destination-pattern 911 4~ Dial Peerfor 911 Services
Mode prefix 911
port 1/0:1

Note - For i ON DID? Incoming Calls (Analog trunks)
1. Dedicate each incoming trunk to user with $ onnection PLARL
or
2. Send all calls to an Attendant

2 2000, Cisco Systems, Inc. Www.clsco.com CIPTv2.0? -29

Above isthe configuration required in each IOS PSTN gateway. The goal isto
be able to configure the 10S H.323 gateway with a minimum amount of entries
aspossible. Theideal situation isthat al the dia plan configuration would occur
in CallManager. Thisisthe case with skinny + MGCP based gateways. However
the more prominent gateways available are H.323 based so they are used in the
following example:

The above configuration would assumethat 1 + 10 digit dialing would be
required for long distance callsto the PSTN and where 7 digit dialing would be
required for local PSTN calling.

Note that within the scope of 9.@ that emergency 911 services are included.
That means a user dialing 911 will get sent out the PSTN trunks automatically
however the |OS H.323 gateway still requires adial peer for 911 as depicted.
Various dial peers can be added for 411 + 611 services, which are included in
the scope of the 9.@ route pattern as well.
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Summary

This section summarizes the concepts you learned in this chapter.

Summary

* The dial plan architecture is designed to
handle internal and external calls.

 Partitions and calling search spaces are
analogous to routers with access lists.

» Cisco CallManager provides digit
translation.

www.cisco.com

The CallManager’s dial plan architecture is setup to handle generally two types
of cals:

» Internal calsto IP phones registered to the CallManager cluster itself

» Externa callsviaaPSTN gateway or to another CallManager cluster viathe
IPWAN

Partitions and calling search spaces draw an analogy to routers with access lists.
Think of apartition as an IP subnet where you will place users. A calling search
spaceis likened to an inbound access list that dictates which subnet you can
reach.

The capability exists within CallManager to provide for digit tranglation. Thisis
the ability of translating a dialed number into another number or even changing
the number of digits. This can be achieved for internal aswell as external calls
whether inbound or outbound. Translation table may be configured such that
when auser dials a0 then call gets delivered to an attendant who may have an
extension that is 1111.
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Review Questions

Answer the following questions.

Review Questions

1. In a CIPT solution what is an example of
alternate path routing?

2. What is the recommended order for
configuring a route pattern?

3. How are partitions and calling search spaces
related?

www.cisco.com

Q1) TheCisco IP telephony solution takes full advantage of an IP network. What is
an example of alternate path call routing in a CIPT solution?

Q2) Route groups, devices, route pattern and route list are parts that need to be
configured for aroute pattern. What is the recommended order for configuring a
route pattern?

Q3) Partitions and calling search spaces provide calling restrictions on a per phone
basis as well as the creation of closed dia plan groups on the same CallManager.
Wheat is the relationship between partitions and calling search spaces?
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Cisco Access Gateways

Overview

The Cisco AVVID telephony solution offers multiple methods of connecting an
IP telephony network to the PSTN, legacy PBX, and key systems. Choosing a
gateway form alist of twenty products can be daunting when first attempted.
Cisco' s product line ranges from specialized, entry-level stand-alone voice
gateways to the high-end, feature rich Integrated Router and Catalyst gateways.
However, once alist of required features is combined with the long-term needs
of the product, a gateway solution can be found.

This chapter discusses the Cisco access gateways that are in the CIPT
environment and includes the following topics:

= Objectives

» Gateway Requirements

= Single-Site Enterprise Deployments
= Install and Configure Commands

» Laboratory Exercise

= Summary

= Review Questions



Objectives

This section lists the chapter objectives.

Objectives

Upon completion of this chapter, you will
be able to perform the following tasks:

* |[dentify the criteria needed to select a gateway

* Identify and describe the hardware
components of the Cisco access gateways

* Add and Configure the selected Cisco access
gateway

www.cisco.com

Upon completion of this chapter, you will be able to complete the following
tasks:

= Given acase study of existing networking and telephony components,
identify the criteria needed to select a gateway.

= Given a Cisco access gateway, identify and describe the hardware
components of the Cisco access gateways.

» Given aCisco access gateway and network topology, add and configure the
selected Cisco access gateway to the CIPT network.
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Gateway Requirements

This section describes the gateway requirements. Different gateway protocols
are supported with Cisco CallManager. The tables below show which gateways
support a given protocol.

Gateway Protocol Matrix

Skinny Station
Protocol
VG200 Yes Phase 2 No
DT-24+ /DE-30+ No No Yes
Yes, for
Catalyst 4000 "
WS-X4604 Yes, for PSTN Conferencing and
Future MTP/
GWY Gateway Interfaces .
Transconding
Module ;
Services
Catalyst 6000
WS-X6608-x1 Future No Yes
Gateway
Module

www.cisco.com CIPTV2.0? -4
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Cisco Router Protocol Matrix

Gateway MGCP H.323 Skinny Station
Protocol
[ 50 |  No | Yes |  No |

1750
3810 V3 Future Yes No
2600 Future Yes No
3600 Future Yes No
7200 No Yes No
7500 No Future No
5300 No Yes No
wWww.cisco.com CIPTv2.0? -5

The skinny gateways are a series of digital gateways that include the DT-24+,
the DT-30+, and Catalyst 6000 V oice Gateway module. The H.323 protocol isin
the Cisco 10S integrated router gateways that use H.323 to communicate with
CalManager. The new Media Gateway Control Protocol (MGCP) is used by the
Cisco CalManager to control the new stand-alone gateway and the V G200
analog gateway. Each of these protocols follows a slightly different methodol ogy
to provide support for the three core gateway features. How each protocol solves
these requirements is detailed below.

Note The VG200 only supports FXS and FXO interfaces in MGCP mode. A wider
interface selection will be offered in the next product releases, when the VG200 supports
H.323v2. While the 5300 supports MGCP, it's currently incompatible with the
CallManager. Although the 3810, 2600, and 3600 products get MGCP for analog
interfaces in 12.1(3)T, they will not be officially supported by the CallManager until 3.0(2),
when the MGCP administrative interface is expanded to incorporate larger numbers of
analog interfaces.
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Core Gateway Requirements

 DTMF relay capabilities
* Support for supplementary services
* Ability to handle clustered CallManagers

www.cisco.com

The Cisco AVVID gateway selection is made by combining common or core
requirements with site and implementation specific features. The three core
requirements for an AVVID gateway are the following:

» DTMF relay capabilities
= Support for supplementary services
= Theability to handle clustered CallManagers

Any gateway selected for an enterprise deployment should have the ability to
support these features. Additionally, every AVVID implementation will haveit's
own site-specific feature requirements.

Requirement gathering is a critical component of design of any network. If
incorrect assumptions are made, the design could be faulty from the beginning
with no chance of a successful implementation. Validation of the base
requirementsis critical to success.
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DTMF Relay

DTME Relay

 Signaling method that uses specific pairs of
frequencies within the voiceband for signals

* Signals carried without difficulty over a 64kbps
PCM voice channel

* DTMF signal loss or distortion when using a
low bite-rate codec for voice compression

* Provide an out-of-band signaling method for
carrying DTMF tones across a Voice over IP
infrastructure

www.cisco.com

Dual-Tone Multifrequency (DTMF) is a signaling method that uses specific
pairs of frequencies within the voiceband for signals. The signal in thiscaseis
the digits. In voice, signal means on-hook, off-hook, and so forth. The actual
representation of the two frequenciesis a number or digit. Over a 64kbps PCM
voice channel, these signals can be carried without difficulty. However, when
using alow bite-rate codec for voice compression, the potential exist for DTMF
signal loss or distortion. An elegant solution for these codec induced symptoms
is providing an out-of-band signaling method for carrying DTMF tones across a
Voice over IP infrastructure.
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Gateways Supporting DTMF

« Skinny gateways
—DT-24+/DE-30+
—Catalyst 6000 gateways

* H.323 gateways

—c1750, ¢2600, ¢3600, c 7200, as5300, 3810 v3,
and VG200 (T1 CAS)

* MGCP gateways—VG200

www.cisco.com

Skinny Gateways

The DT-24+/DE-30+ products and the Catalyst 6000 gateway utilize the
gateway protocol tp carry DTMF signals out-of-band using the TCP port 2002.
out-of-band DTMF is the default gateway configuration mode.
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H.323 Gateways

H.323 Gateway Out-of-Band
DTMF Configuration

Rout er (config)#

di al - peer voice 100 voip
destination-patttern 5557
session target ipv4:10.1.1.1
codec g729ar8
dt nf -rel ay h245-al phanuneri c
preference 0

www.cisco.com

The ¢1750, ¢2600, c3600, c7200, and asb5300 series products communicate with
the CallManager using H.323. Both CallManager 3.0 and Cisco |OS release
12.0(7)T, include the enhanced H.245 capability for exchanging DTMF signals
out-of-band. The figure above shows an example out-of-band DTMF
configuration on an |10OS gateway.

Only the 3810 V 3 with the new High Compression Module (HCM) voice
compression modules will support H.245 DTMF relay due to memory
limitations on the T1542 DSP used on previous 3810 versions.
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MGCP DTMF Relay
Configuration

Router (config)#
nmgcp dtnf-relay codec all nobde out- of - band

CallManager 3.0

PSTN

WWwWWw.clsco.com CIPTv2.0? -10

MGCP Gateway

The VG200 uses MGCP for CallManager communication. Within the MGCP
protocol is the concept of packages. The VG200 loads the DTMF package upon
start-up. Once the out-of-band DTMF capabilities are configured in the
CallManager MGCP gateway GUI, the VG200 will send symbols over the UDP
control channel to represent any DTMF tones it receives. CallManager will
interpret these signals and pass on the DTMF signal s, out-of-band, to the
signaling endpoint. The figure above shows the global configuration command
for DTMF relay VG200.

Additional configuration parameters must be entered in the Cisco CallManager
Administration MGCP gateway configuration interface.
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Supplementary Services

Skinny Gateways

H.323 Gateways

Supplementary Services

CallManager 3.0

AR
[Sonferencing] (5 K
SE

., 10SGW

PSTN

Transfer

Hold

Supplementary service is defined as the ability to provide user

functions such as hold, transfer, and conferencing

www.cisco.com

Supplementary service is defined as the ability to provide user functions such as
hold, transfer, and conferencing. These are considered fundamental requirements
of any voice installation. Each gateway evaluated for use in a CIPT network
should provide support for supplementary services natively.

The DT-24+/DE-30+ and Catalyst 6000 series gateways provide full
supplementary service support. The skinny gateways utilize the gateway-to-
CalManager signaling channel and skinny gateway protocol to exchange call
control parameters.

Only H.323v1 was supported prior to the release of CallManager 3.0. The
inability to modify the destination of an RTP stream after H.323v1 call setup
eliminated supplementary services like hold, forward and transfer. Because
H.323v1 provides no capahility to move an RTP stream from one destination to
another after original call setup, the software Media Termination Point (MTP)
tool was used to provide supplementary service support on the |OS gateways.
MTP, which runs as a software process on either the CallManager or a separate
NT 4.0 server, terminated the RTP stream from the |OS gateway and the RTP
stream from an IP phone. This workaround enabled an IP phone to use
supplementary services when using an 10S Vol P gateway because the RTP
stream from the M TP to the 10S gateway is never modified until call completion.
All RTP streams changes are made on the skinny station side of the MTP
connection.
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H.323v2 Open/Close LogicalChannel

_for Supplementary Services

. Phone 1

s

'™
Phone 2 ‘ g

L ‘

ﬂ. ..................

N
CallManagen
~
N
N
~

. Phene-1-signals-CCM-to-transfer-call-to-Phone 2.

. CCM send-CloselogicalChannelrequest to
10S GW; 10S GW acknowledges.

. CCM sends Skinny setup'msg to Phone 2; sends
10S GW an OpentegicalChannelrequest with new

Compressed Voice Stream
------------- Skinny Station Protocol
= = = = H.323v2

N\

7
& r=b \‘
( PSTN )
|
. )

I0OSGW . Y

_—

Minimum, 10S

Release - 12.0(7)T

DestinationID for the exsiting SessionlD.
. Bearer path setup.
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With the use of H.323v2 in IOS release 12.0(7) T, specifically the Open/Close

L ogicalChannel and the emptyCapabiliySet, by 10S Gateways and CallManager
3.0, the requirement for software M TP to provide supplementary servicesis
eliminated. MTP is no longer needed to terminate the G.711.

RTP streams from both the I P phones and the |OS gateway and compressed
voice cals, specificaly G.723.1 and G.729a, are now supported between 10S
gateways and CallManager endpoints. Once an H.323v2 call is set up between
an 10S GW and an IP phone, using the CCM as an H.323 proxy, the |P phone
can reguest to modify the bearer connection. Because the RTP stream is directly
connected to the IP phone from the I0S GW, a supported voice codec can be
negotiated. If 1P phone 1 wishesto transfer the call from the 10S gateway to IP
phone 2, it will issue a“transfer request” to the CallManager viathe skinny
station protocol. The CCM will trandate this request into an H.323v2

CloseL ogicalChannel request to the 10S gateway for the appropriate SessioniD.
The 10S Gateway will close the RTP channel to IP phone 1. The CCM will then
issue arequest to 1P phone 2, using skinny station, to set up an RTP connection
to the |OS gateway. At the same time, the CallManager will issue an
OpenLogical Channel request to the |OS gateway with the new destination
parameters, but using the same SessionlD. After the |OS gateway acknowledges
the request, an RTP voice bearer channel is set between IP phone 2 and the IOS
gateway.
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MGCP Gateway

VG200: MGCP and Supplementary
Services

MGCP initial call—Direct from GW to IP phone Call transferred (example)—MGCP allows
(No MTP required) supplementary services support

Design Characteristics

1. Allows for VG200/Catlivtianager=iniegration=withott-MTP (greater scalability)

2. MGCP supportfor.AnalogEXS:and-EX0.nterfaces ONLY

www.cisco.com

The VG200 provides full support for the hold, transfer, and conference features
through the MGCP protocol. Because MGCP is fundamentally a master/slave
protocol with the CallManager controlling all session intelligence, it can easily
manipulate V G200 voice connections. If a CIPT end-point needed to modify the
session (that is, transfer the call to another CIPT end-point), the end-point would
notify the CallManager via the skinny station protocol. The CallManager will
then inform the VG200, using the MGCP UDP control connection, to terminate
the current RTP stream associated with the SessionlD and start a new media
session with the new end-point information.
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CallManager Redundancy

CallManager Redundancy

Primary Secondary
CallManager 4.“._‘.} &R CallManager
AN

PSTN

www.cisco.com

An integral piece of the CIPT architecture is the provision of low-cost,
distributed PC-based systems to replace expensive and proprietary legacy PBX
systems. This“distributed” design lendsitself to the robust fault tolerant
architecture of clustered CallManagers. Even in its most simplistic form (that is,
only atwo-system cluster), a secondary CallManager should be able to pick-up
control of all gateways initially managed by the primary Cisco CallManager.

Skinny Gateways

The DT-24+/DE-30+ and Catalyst 6000 digital skinny gateways are provisioned
with CallManager location information upon boot-up. When these gateways
initialize, alist of CallManagers is downloaded to the gateways. Thislist is
prioritized into a primary Cisco CallManager and secondary Cisco CallManager.
In the event that the primary CallManager becomes unreachabl e, the gateway
will register with the secondary CallManager.
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H.323 Gateways

H.323 Gateways: Dual CallManager

Primary | Secondary )
CallManager <= CallManager I Primary Secondary
» E < CallManager CallManager
| Establish
H.323v2
Attgmpt to Sy connection
establish H.323 I R el
connection to = de
primary CCM. | L/ secggMary
Connection
attempt fails. |

PSTN > I Q_/\PSTN
R |OS 12.1(2)T

2 2000, Cisco Systems, Inc. Www.clsco.com CIPTv2.0? -15

Using several enhancements to the dial-peer and voice class command setsin
I0Srelease 12.1(2)T, 10S gateways can nhow support redundant CallManagers,
aswell. A new command H.225 tcp timeout <seconds> has been added. This
tracks the time it takes for the |OS gateway to establish an H.225 control
connection for H.323 call setup. If the IOS gateway can't establish an H.225
connection to the primary CallManager, it will try a second CallManager defined
in another dial-peer statement. The |OS gateway will shift to the

dial-peer statement with next highest preference setting. The following page
shows the CL1 commands needed to configure H.323 gateway failover.
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H.323 Gateway CallManager

Redundancy

Rout er (confi g) #
di al - peer voice 101 voip
destination-pattern 1111

preference 0
voi ce class h323 1

Rout er (confi g) #

di al - peer voice 102 voip
destination-pattern 1111

preference 1
voi ce class h323 1
Rout er (confi g) #
voi ce class h323 1
h225 tcp tinmeout <1-30 sec>

session target ipv4:10.1.1.101

session target ipv4:10.1.1.102

www.cisco.com

The figure above is an example of CLI 10S gateway CallManager redundancy.
For the H.225 TCP timeout there is a value range that can be entered.
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MGCP Gateway

MGCP CallManager Redundancy

Primary | — Secondary )
CallManager pr-m_ IS <= CallManager I Primary Secondary
> E < » E < CallManager CallManager
! TCP |
f&eep=alive? I
conaection
Empty MGCP
= TCP=2428 ey
NTFY msg I S
periodically
sent to/primary | Vi
CallManager;
ACK expected I
UDP=2427
I Q_/\PSTN
NTFY 1205 * @ OWiSeHSe0=coMVeCP 0. 1 (O ) Automatic re-homing to

secondary CallManager
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Adding MGCP to the VG200 and the Cisco CallManager provides this stand-
alone gateway with the ability to failover to a secondary CallManager in the
event communication loss with the primary CallManager. Within the VG200
configuration file, the primary Cisco CallManager will be identified using the
call-agent <hostname> command and alist of secondary CallManager will be
added using the ccm-manager redundant-host command. Keep aives with the
actively associated Cisco CallManager will be through the MGCP application-
level keep alive mechanism, whereby the GW will send an empty MGCP NTFY
message to the Cisco CallManager and wait for an acknowledgement. Keep alive
with the backup Cisco CallManager(s) will be through the TCP (RTP/UDP will
be utilized in alater version) keep-alive mechanism.
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Switchback to Primary CCM

MGERP-UBP
Confection famd
Attempt

Primary _ o Secondary . a—
CallManager 4"';-‘4‘-) L CallManager I Primary P o Secondary
> A’ ¢ -}Eq— CallManager *E* <= CallManager
A > [ < IS ] ¢
o
5
J
J

D ol ActivesMGCRP
UDP=Session

S
I fteepalive?
connection

I EmMpBEMGCP

NTE¥-msy

[ PSIN ) | A PsSTN

Rout er (confi g) #

ccm nanager redundant - host <hostnanel | ipaddressl >
<host name2 | i paddress2>

[no] cal |l -manager redundancy sw tchback

[i medi at e| graceful | del ay <del ay_ti ne>]
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If the primary CallManager becomes available at alater time, the VG200 can
re-home back to the original CCM. This fallback can either occur immediately,
after a configurable amount of time or only when all connected sessions have
been released. Thisis enabled through the following VG200 global
configuration command:

MGCP CCM failover commands are the following:

ccm-manager redundant-host <hostnamel | ipaddressl >
<hostname2 | ipaddress2>

[no] ccm-manager switchback
[immediate|graceful|delay <delay_time>|schedule-time]

The settings for the Cisco CallManager redundancy switchback are defined as
follows:

= Immediate—The moment the primary Cisco CallManager is running all
devices (on acall or not) will immediately switchback from the secondary.

»  Graceful—When the primary Cisco CalManager is back running, devices
will wait until they are not on a call to switchback from the secondary.

» Delay—A time (seconds) can be set when devices will switchback from the
secondary after the primary is running.

» Schedule-Time—Allows you to schedule atime for switchback.
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Site-Specific Gateway Requirements

Each AVVID implementation will have it's own gateway requirements. Below is
asamplelist of questions that should be asked prior to any AVVID gateway
selection.

Requirements Gathering

 Is an analog or digital gateway required?
* What is the required capacity of the gateway?

* What type of connection is the gateway going to use?
FXO-Ground-Start? Network-side or user-side PRI?

* What types of supplementary services are wanted?

 Is voice compression a part of the design? If so, which types?
* Is Direct-Inward-Dial (DID) required?

* Is Calling Line ID (CLID) needed?

* Is FAX-relay needed?

* What type of network management interface is preferred?

* To which country will the hardware be shipped?

 Is rack space available for all needed gateways, routers, and
switches?

www.cisco.com

The above questions should be asked prior to installation for the purpose of
defining gateway functions. The purposeisto find out if the proposed design
will encompass growth and future needs. Along with growth and future needs,
there also needs to be questions answered about migration from one version to
another.

Direct-Inward-Dial (DID) is a private branch exchange (PBX) or Centrex
feature that permits outside calls to be placed directly to a station line without
the use of an operator.

Calling Line Identification (CLI/CLID/ANI) isaservice available on digital
phone networks that tells the person being called which number is calling them.
The central office equipment identifies the phone number of the caller, enabling
information about the caller to be sent along the call itself. CLID is synonymous
with ANI (Automatic Number Identification).

Of course, the feature list might be much longer than this example. However,
thislist isagood start to help narrow down the possible choices. Once the
features have been defined, a gateway selection can be made for each of the
pertinent configurations; single-site enterprise deployments of various sizes and
complexities and multi-site enterprise deployments. Both of these categories are
defined in more depth in the following sections.
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Cisco Gateway PSTN
Signaling? Analog
Gateway | Analog DID/CLID
VG200 Yes Yes Yes Future
DT-X+ No No No N/A
1750 Yes Yes Yes Future
3810 V3 Yes Yes Yes 12.1(4)T/12.1(2)Xx
2600 Yes Yes Yes 12.1(4)T/12.1(2)Xx
3600 Yes Yes Yes 12.1(4)T/12.1(2)Xx
7200 No No No N/A
7500 No No No N/A
5300 No No No N/A
Catalyst Yes Yes Yes 12.1(4)T/12.1(2)Xx
4000 WS-
X4604-
GWY
Catalyst Yes No No No/Yes
6000 WS-
X6608-x1
000, C Systems, Inc Www.cisco.com CIPTv2.0? -20

To help focus on a gateway, the site-specific feature list can be compared to
tablesin the figures above and below, which correlate analog and digital
gateways respectively, with supported telephony features.

Cisco Gateway PSTN

Signaling## igital

. Networ -
T1 User Side| Network ) ] Digital
Gateway | CAS‘ EVR2 | E1CAS | oo™ gigepri| S kSide DID/CLID‘
VG200 Yes No No No No No No N/A
DT-X+ No No No Yes Yes No No Yes
1750 No No No No No Future | Future N/A
3810 V3 Yes No Yes No No Yes No Yes

2600 Yes | 12.1(2)Xx | 12.1(2)Xx | 12.1(2)Xx | 12.1(2)Xx*| Yes | Future | Yes/Yes**
3600 Yes | 12.1(2)Xx | 12.1(2)Xx | 12.1(2)Xx | 12.1(2)Xx*| Yes | Future | Yes/Yes**
7200 Yes Future Future 12.1(3)T | 12.1(3)T* No No Yes/Yes**

7500 Future Future Future Future Future No No Yes/Yes**
5300 Yes Yes Yes Yes 12.0.7T* No No Yes/Yes
Catalyst
4000 WS- -
XA604- Yes Yes Yes Yes Yes Future | Future | Yes/Yes
GWY
Catalyst
6000 WS- No No No Yes Yes No No Yes/Yes
X6608-x1
2 2000, Cisco Systems, Inc. wWww.clsco.com CIPTv2.0? -21
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Stand-Alone Gateways

Stand-Alone Gateways

_BH#B'E%B?SKEIIIIY
AS5300%8 .323v2
DT-24+/DE-30+ kinny
VG200%% GCP/H.323v2

www.cisco.com

Stand alone gateways and which protocols they use include the following:
=  AS-2, 4 and 8—skinny protocol

s AT-2, 4, and 8—skinny protocol

» DT-24/DE-30—skinny protocol

= AS5300—H.323v2

»  DT-24+/DE-30+—skinny protocol

»  VG200—MGCP/H.323v2

The AS, AT, and DT-24/DE-30 are still supported and will end of sale
very shortly.

The DT-24 and DE-30 are replaced by the DT-24+/DE30+ and the analog
station and anal og trunks are being replaced by the V G200.
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IOS Gateway—AS5300

Stand-Alone 5300 |IOS Gateway: T1/E1
CAS and PRI Connectivity

o
i

CaIIMar|ager 3.0

T1/E1
CAS/PRI

VIR
J

(
—_— J
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The Cisco |0S Gateway AS5300 is capable of providing TI/EL CAS and PRI
connectivity, as shown in the figure above, to the PSTN or PBX.
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DT-24+/DE-30+

DT-24+/DT-30+ Stand-Alone
Gteways

« T1/E1 PRI
« User/network side ISDN
« Skinny gateway

— Supplementary services
— Out-of-band DTMF
— CCM failover

* G.711/G.723.1
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The DT-24+/DE-30+, that replaced the DT-24 and DE 30 respectively, are
capable of TI/EL PRI, user/network side ISDN and G.711/G.732.1. The DT-
24+/DE-30+ are skinny gateways the provide the following services:

=  Supplementary services (hold, transfer, and so forth)
» Out-of-band DTMF

» Cisco CalManager failover
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MGCP and VG200

VG200 Stand-Alone Gateway

VG200% GCP mode

o 2XFXS/2xFXO

* Analog only

« NO FAX-relay$ .711 FAX support only

VG200$8 .323v2 mode
s TUE1HKE AS, FXS, FXO, and E&M
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The Voice Gateway 200 (V G200) replaces the anal og stations and anal og trunks.
In the MGCP mode, the VG200 is capable of providing the following:

n 2XFXS/2XFXO
= Anaogonly
»  G.711 FAX support only—no FAX-relay

When the VG200 is using H.323v2 mode, it is capable of TI/EL1 CAS, FXS,
FXO, and E&M.
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High Level Concepts

* Media Gateway (MG) contains simple endpoints

» Services provided by intelligent Media Gateway
Controller (MGC) or Call Agent (CA)

* Endpoint provides user interactions and interfaces;
MGC provides centralized call intelligence

* Master/slave relationship between MGC and MG

» Simple endpoint executes small set of simple
transactions as instructed by MGC

* New services introduced by MGC
* Inexpensive endpoint can be mass-produced

www.cisco.com

What is MGCP? Media Gateway (MG) contains simple endpoints Services
provided by an intelligent Media Gateway Controller (MGC) or Call Agent(CA).
The endpoints provide users interactions and interfaces and the MGC provides
centralized call intelligence. Between MGC and MG there is master/slave
relationship. This simple endpoint executes a small set of simple transactions as
instructed by MGC.

New services will be introduced to MGC and it is an inexpensive endpoint that
can be mass produced.
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MGCP Basics

MGCP Basics

- Endpoints¥d pecific trunk/port or service, such as an
announcement server

* Connectionsl] modes: send, receive, send/receive,
inactive, loopback, continuity test

- Calls¥& roupings of connections
- Call Agentsf& entralized intelligence

2 2000, Cisco Systems, Inc. WwWw.clsco.com CIPTv2,0? -27

The following are the basic concepts and terms used with MGCP:
» Endpoints—specific trunk/port or service, such as an announcement server

» Connections—modes: send, receive, send/receive, inactive, loopback,
continuity test

» Calls—groupings or connections

» Call Agents—centralized intelligence
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MGCP Primitives

MGCP Primitives

+ NotificationRequest (RQNT)#% nstructs the gateway to watch for specific
events

+ Notify (NTFY)$% nform MGC when requested events occur

« CreateConnection (CRCX)#t reate a connection to an #ndpoint?inside
the gateway

« ModifyConnection (MDCX)&t hange the parameters associated with an
established connection

+ DeleteConnectionf# elete an existing connection ck returns call
statistics

+ AuditEnpoint (AUEP)## udit an existing endpoint
+ AuditConnection (AUCX)# udit an existing connection

- RestartinProgress (RSIP)# ateway notification to the MGC that a MG or
endpoint is restarting or stopping

2 2000, Cisco Systems, Inc. WwWw.clsco.com CIPTv2.0? -28

The MGCP primitives are the components that allow CIPT to discontinueits
dependence on software MTP. The emerging standard has been proposed by
Cisco as ameans to counter some limitations of the H.323 protocol suite.

The following are MGCP primitive terms and definitions:

= NotificationRegquest (RQNT)—Instructs the gateway to watch for
specific events

= Notify (NTFY)—Inform MGC when requested events occur

= CreateConnection (MDCX)—Change the parameters associated with an
established connection

» DeleteConnection—Delete an existing connection—Ack returns
call statistics

= AuditEndpoint (AUEP)—Audit an existing endpoint
= AuditConnection (AUCX)—Audit an existing connection

» RestartinProgress (RSIP)—Gateway noatifiction to the MGC that aMG or
endpoint isrestarting or stopping
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MGCP Startup

CallManager W, VG200

200 OK

200 OK (results)

Pl
<«
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The figure above shows the communication between the Cisco CallManager and
VG200 using MGCP on startup. The processis as follows:

1. RestartinProgress (RSIP) is sent from the VG200 to the Cisco CallManager
telling the Cisco CallManager an endpoaint is restarting or starting up.

2. The Cisco CalManager acknowledges with a 200 OK.

3. The Cisco CalManager sends a NotificationRequest (RQNT) to the VG 200
instructing the gateway to watch for specific events.

4. The VG200 acknowledges with a 200 OK.

5. Cisco CallManager sends an AuditEndpoint (AUEP) in order to audit the
existing endpoint (V G200).

6. The VG200 acknowledges with a 200 OK with the results of the audit.
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MGCP EXS Call

AR NTFY O: L/hd
an <
.t E I RONT R: L/hu,D/[ 0-9* #] S:dl
CallManager | _ NTFY O: 4 VG200

RONT R: L/hu, D/[ 0-9* #] S:

NTFY O: 5

4
&4

W*
200 OK (RTP Port Info)

<
MDCX

\
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The figure above shows the procedure when a MGCP makes an FXS Call.
The procedure is as follows:

1.
2.

The FXS phone goes offhook, GW sends notify (NTFY) for offhook event.

Cisco CalManager sends request notify (RQNT) with digit map and signal to
turn on dia tone. CallManager requests each digit is sent individually (not
accumulated).

3. User pressesfirst digit.

NTFY sent to Cisco CalManager, Cisco CallManager sends RQNT to turn
off dial tone.

5. User sends digit.

Cisco CalManager sends create connection (CRCX) to create acall leg. GW
sends response with RTP SDP parameters (IP address and port for audio
stream). Cisco CallManager sets up connection with remote RTP endpoint
and starts ringing tone to caller.

Cisco CalManager sends modify connection (MDCX) to caller, setting IP
address and port of other RTP endpoint. (MDCX can also set local
send/receive state.)
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Adding an MGCP Gateway

Adding MGCP
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To use the Cisco VG200 with MGCP, you must use the FXO or FXS analog
ports.

Before using Cisco CallManager, you must configure the Cisco VG200 gateway
using the Cisco 10S command line interface (CLI). The procedures and
commands required to perform this configuration are described in the Software
Configuration Guide for the VG200 Gateway. More of the installation and
configuration of the VG200 will be done during the lab time.

The procedureis as follows:

1. Open Cisco CalManager.

Select Device > Add a New Device. The Add Device screen appears.
Select Device Type > MGCP Gateway.

Click Next.

Enter the appropriate settings, as described in the MGCP Configuration
Settingstable (ot 0 is not used on the VG200.)

o &~ WD
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MGCP Configuration Settings

‘lFieId

‘lDescription ‘lUsage Notes

IMGCP Domain Name

Uniquely identifies the VG 200 |[Use the Domain Name Service (DNS)

gateway. host name if it is configured to resolve
correctly. Otherwise use the IP
address. You must use the same
value here that is used to configure
the VG200 at the IOS command line.

|Description

‘lCIarifies purpose of device.

VIC in Slot 1/Sub-Unit 0

The type of Voice Interface Card||If there is an FXS or an FXO VIC
installed in the right side of the |linstalled in Slot 1/SubQUnit 0, then
VG200 voice network module, |{select the installed VIC Type. Slot 0 is
which resides in Slot 1. not used on the VG200.

VIC in Slot 1 / Sub-Unit 1

The type of Voice Interface Card||If there is an FXS or an FXO VIC
installed in the left side of the installed in Slot 1/SubOUnit 1, then
VG200 voice network module, |{select the installed VIC Type. Slot 0 is
which resides in Slot 1. not used on the VG200.

6. Click Insert.
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VG200: DTMFE Signaling
Inerction

Out-of-band DTMF via
uOne GateServer ———p / skinny station protocol
V' MGCP eliminates software MTP

Out-of-band DTMF via
MGCP & ode out-off-band[]

—— /
CallManager &
— =
3-0 I
~
~

Compressed Voice Stream S ~
"""""" Skinny Station Protocol N\
— — — - MGCP S o
T
~ / \‘
FXS/FXO \
\ PSTN {
Digital VG200 _ )
—_— J
nmgcp dtnf-relay codec all node out - of - band
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The figure above shows the VG200 and DTMF signaling interaction. Between
the Cisco CallManager and the V G200 there is an out-of-band DTMF signal via
the MGCP “mode out-off-band.” The Cisco CallManager and Cisco uOne
GateServer use skinny station protocol to us out-of-band DTMF. The MGCP
eliminates the software MTP by compressing the voice stream between the
VG200 and the Cisco uOne Gateserver.
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Out-of-Band DTMF

MGCP Member Conflguration
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This screen isthe MGCP Member Configuration page from the Cisco
CalManager administration pages. The MGCP member information defines the
MGCP with a description, Device Pool, and Calling Search Space. Port
Information is defined through the Prefix Directory Number (DN), the Number
of Digits, and Expected number of digitsto be received. The DTMF capabilities
for this member is where you would determine the out-of-band send/receive
capabilities for the VG200.
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VG200: MGCP CCM Failover:
_“ Transfer” Request

Skinny MGCP TCP Keep Voice
Station Alive Stream

CallManager

ni»

&
>a <)
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The VG200 uses MGCP to alow supplementary services. MGCP allows for
VG200 and CallManager integration without the use of software MTP that
alowsfor greater scalability.

The MGCP support isfor analog FXS and FXO interfaces only.

The figure above left shows a MGCP initial call going direct from the gateway
to the IP phone with no MTP required.

The figure above right shows the call being transferred, which is allowed using
MGCP.
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VG200: Dual CallManager Homing with

|
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This figure shows the homing process the V G200 uses with MGCP in a dual
Cisco CalManager environment.

The VG200 sends an empty MGCP NTFY message periodically to the primary
CdlManager. An ACK of UDP=2427 is expected (not required). Between the
VG200 and the secondary CallManager isa TCP “keep aive” connection
(TCP=2428).

When the primary CallManager goes down, the VG200 sends an empty MGCP
NTFY message to the secondary CallManager to re-home.
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VG200: MGCP CCM Failover:
Switchback to Primary CCM
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The figure above shows the process of a MGCP Cisco CallManager failover:
transfer request. The following are the steps used in this process:

1. Normal call progression with an active primary Cisco CallManager and a
secondary failover Cisco CallManager.

2. Upon primary Cisco CallManager failure, GW switches to secondary Cisco
CdlManager. Call stay isalive.

3. P phone attempts to transfer; feature request fails due to unknown call
progression after failover.

When the primary CallManager fails over to the secondary, an MGCP UDP
session is between the VG200 and the secondary Cisco CallManager is active.
When the primary CallManager comes back the primary CallManager sends a
MGCP UDP connection attempt. The VG200 sends an empty MGCP NTFY
message to the primary CallManager and the V G200 sends a TCP keep adive
connection.The MGCP parameters with the V G200 allow the GW to switchback
to the primary CCM upon MGCP UDP detection. The CLI defines the level of
gracefulness for the switchback.

The following is the command for the VG200 for the CallManager redundancy
switchback:

[no] ccm-manager switchback

[immediate|gracefully|delay<delay time>|schedule-time]
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VG200-MGCP: Legacy Voice Mail

|
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Integration

CallManager 3.0
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Analog VG200 |EXS Lines

www.cisco.com

The VG200-MGCP integration with legacy voice mail allows the Cisco

CalManager to associate a
and iswidely homologated.

port with a voice messaging mailbox and connection
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VG200 CLI: show run

ip route 0.0.0.0 0.0.0.0 FastEthernet 0/0
]

ngcp

ngcp cal | -agent 172.20. 71. 30

ngcp dtnf-relay codec all npde out-of - band
ngcp sdp sinple

|

ccm manager switchback i nmedi at e

ccm manager redundant - host 172.20.71.26 172.20. 71. 47
ccm manager ngcp

|

voi ce-port 1/0/0
]

voi ce-port 1/1/1
|

di al -peer voice 1 pots
destination-pattern 30301
port 1/0/0

!

di al - peer voice 4 pots

port 1/1/1

Systems, Inc. www.cisco.com
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The figure above shows the command line interface (CLI1) of the VG200 after a
show run command.

The MGCP has been aDTMF-relay for al modes out-of-band. Y ou can also
identify what type of switchback occurs when going from the secondary
CalManager to the primary CallManager (immediate). On dial-peer voice 4 pots,
the application used is MGCPAPP on port 1/1/1 (The command MGCPAPP is
case sensitive).
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MGCP Port Configuration
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MGCP port configuration is done through the MGCP configuration within the
Cisco CallManager administration. Prior to configuring MGCP ports on the
VG200, you have to add a MGCP gateway in the Cisco CallManager
administration. Select which MGCP gateway to configure from the left side bar
as shown in the figure above. Next, select the endpoint identifier you would like
to configure.
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MGCP Member Configuration
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After you have selected your endpoint identifier, select Add DN from the left

CIPTv20? -40

column. A new window will appear that you will be able to assign a directory

number for the port you selected.
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Assign a Port Type
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In MGCP Member Configuration select the enpoint identifier of the FXS port
and then select the port type [Ground Start|Loop Start].
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Member Configuration

MGCP Member Configuration
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The MGCP Member Configuration page in CallManager administration
summarizes entries made to the VG200 and the endpoint identifiers. In the MGC
Member Information area add a Description, Device Pool (great for helping
manage the network) and Calling Search space.

The Port Information includes the Port Direction and attendant Directory
Number.

DTMF capabilities for this member summarizes the type of send/receive DTMF
used with this MGCP.
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Integrated Router Gateways

|OS Gateways: H.323v2 and

DTMF Interaction
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The 10S router gateways use the I0S 12.0(7)T out-of-band DTMF relay via
H.245 to communicate with the CallManager. The |OS router gateways use
H.323v2, which eliminates the need for software MTP.
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|OS Gateways: H.323v2 and

__Supplementary Services

Skinny H.323v2 Voice
Station Stream

Initial Call—Direct from GW to IP phone Call Transfer—Allow supplementary services
No MTP required

Design Characteristics

1. Allows for IOS GWiCall-Manager Integration without MTP (greater scalability)

2. H.323v2 and H.245:DTME Relay require a minimum of 12.0(7)T and CCM 3.0

2000, Cisco Systems, Inc. WWW.cisco.com CIPT v2.0—8-44

IOS router gateways use the H.323v2 that allows for gateway to CallManager
integration without MTP and provides for greater scalability. In order to use
H.323v2 and H.245 DTMF relay you must have a minimum of Cisco 10S
12.0(7)T and Cisco CallManager 3.0.
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H.323v2 CallManager
Redundancy CLI Commands

Rout er (confi g) #

di al - peer voice 101 voip
destination-pattern 1111
session target ipv4:10.1.1.101
preference 0
voi ce class h323 1
dtnf-relay h245-al phanuneri c

Rout er (confi g) #

di al - peer voi ce 102 voip
destination-pattern 1111
session target ipv4:10.1.1.102
preference 1
voi ce class h323 1
dtnf-relay h245-al phanuneri c

Rout er (confi g) #

voi ce class h323 1
h225 tcp tineout <1-30 sec>

2 2000, Cisco Systems, Inc. www.cisco.com CIPTv2.0? -45

The figure above shows the H.323v2 Cisco CallManager redundancy CLI
commands.
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3810 VoIP 12.0(7)XK?2 2.1(2)T

» Use the 3810-V3

—Only the HCM card can support
DTMF-relay

«G.711, G.723.1, G.729
* FXS, FXO, E&M, T1/E1 CAS, T1/E1 QSIG

www.cisco.com

The Cisco 3810 router is one of the |OS gateways that can be used in the Cisco
IP Telephony Network. Use the 3810 version 3 and only the High Compression
Module (HCM) card can support DTMF-relay. The Cisco 3810 supports G.711,
G.723.1, and G.729 codec. The Cisco 3810 can accommodate FXS, FXO, E &
M, TUEL1 CAS, and TVEL QSIG.
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2600/3600 MGCP Update

* H.323v2

« Analog MGCP 12.1(3)T#k CM support in 3.0(1)
* FXO battery reversal detection on disconnect
* TI/E1 QSIG 12.0(7)XK

* TI/E1 PRI 12.1(2)T

www.cisco.com

The Cisco Routers 2600/3600 can support the following features that work in the
Cisco IP Telephony Network:

H.323v2

Analog MGCP 12.1(3)T—Cisco CallManager support in 3.0(1)
FXO battery reversal detection on disconnect

TL/EL QSIG 12.0(7)XK

T1E1 PRI 12.1(2)T

The following tables are quick reference guides to the Cisco H.323 gateways for
the following topics:

PSTN interfaces
QoS and PPP
QoS and frame relay
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The table represents the H.323 gateway PSTN Interfaces:

2 2000

H.323 Gateway PSTN Interfaces

Data
Interfaces

Gateway

Ethernet, T1/E1
Serial

Analoa PSTN

Interfaces

Diaital PSTN
Interfaces in
DS0s

Voice

Compression
*

G.711, G.729

Ethernet,
FastEthernet,
Token Ring,

T1/E1 Serial and
T1-OC3 ATM

48/60

G.711, G.729,
G.729a, G.723.1

Ethernet,
FastEthernet,
Token Ring,

T1/E1 Serial and
T1-OC3 ATM

48/60

G.711, G.729,
G.729a, G.723.1

Ethernet,
FastEthernet,
Token Ring,

T1/E1 Serial and
T1-OC3 ATM

12

136/180

G.711, G.729,
G.729a, G.723.1

10/100 Ethernet
Token Ring,
T1/E1 Serial and
T1-OC3 ATM,
HSSI

24

288/360

G.711, G.729,
G.729a, G.723.1

10/100 Ethernet
Token Ring,
DS1-DS3 Serial
and T1-OC3
ATM

288/360

G.711, G.729,
G.729a, G.723.1

Future

www.cisco.com
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The following table represents the Cisco H.323 gateway’ s QoS that has Vol P

over PPP:

Gateway
1750
3810 V3

2600
3620-40

3660
7200

7500
Distributed

* Limited support in 12.0(7)XK, more support in 12.1(1)T

H.323 Gateway QoS: PPP

LFI/MLPPP LLO (PO-CB-

VolIP over PPP Quality of Service Matrix

WFO)

IP RTP
Priority

CRTP - Fast/CEF
switched

GTS

12.0(5)XQ1 12.1(2)T 12.1()T 12.1(1)T 12.0(5)XQ1 Yes
12.0(7)XK 12.0(7)XK 12.0(7)XK 12.0(7)XK 12.0(7)XK | 12.0(7)XK

Yes Yes Yes Yes* Yes Yes

Yes Yes Yes Yes* Yes Yes

Yes Yes Yes Yes* Yes Yes

Yes Yes Yes Yes* Yes Yes
Future Future Future dCEF in 12.1(4)T 12.1(3)T | RSVP runs

on RSP

www.cisco.com
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The following table shows the H.323 gateways QoS use with frame relay:

Gateway

1750
3810 V3
2600
3620-40
3660
7200

7500
Distributed

H.323 Gateway QoS: Frame
Relay

VoIP over Frame-Relay Quality of Service

FRF.12 LLO (PO- CRTP - Fast/ FRTS GTS RSVP IP RTP
CB-WFOQ) CEFswitched Priority
per VC

12.0(5)XQ1 12.12)T 12.11)T 12.0(5)XQ1|12.0(5)XQ1| Yes 12.1(1)T
Yes 12.1(2)T 12.0(7)XK Yes Yes Yes 12.0(7)XK

Yes 12.1(2)T 12.0(7)T Yes Yes Yes Yes

Yes 12.1(2)T 12.0(7)T Yes Yes Yes Yes

Yes 12.1(2)T 12.0(7)T Yes Yes Yes Yes

Yes 12.1(2)T 12.0(7)T Yes Yes Yes Yes
12.1Q3)T 12.1Q3)T dCEF in 12.1(4)T 12.1(3)T 12.1(3)T | RSVP | 12.1(3)T

runs on
RSP
* Limited support in 12.0(7)XK, more support in 12.1(1)T

www.cisco.com

Note

Catalyst gateways and DSP resources will be discussed later in this course.
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Single-Site Enterprise Deployments

Choosing gateways for single-site enterprise deployments can be one of the more
daunting tasks facing AVVID designers. A primary reason for thisis balancing
the density and feature requirements of the current environment with the future
complexities of a growing business and rapidly evolving applications. This
section will examine the requirements and detail the implementation specifics
for severa single-site enterprises: 100-500 users, 2,500 users, and 10,000 users.
In all designs, G.711, or uncompressed, voice is used to provide the highest
voice quality while enabling ease of configuration.

Single-Site Enterprise

Characteristics

* G.711 voice on all gateways to eliminate
configuration complexity and maximize voice quality
in a high bandwidth environment

* Because G.711 is used, there is no requirement for
FAX-relay

* DTMF-relay is a design requirement for application
interaction

» Support for supplementary services such as hold,
transfer and conference

» Support for CallManager failover in a clustered
environment

* As the size of the enterprise installation grows,
hardware based conferencing

www.cisco.com

Single-Site/Campus Design Characteristics

The following characteristics are part of asingle site enterprise in regards to
gateways:

= G.711 voice on all gateways to eliminate configuration complexity and
maximize voice quality in a high bandwidth environment

= Because G.711 isused, thereis no requirement for FAX-relay

» DTMF-relay isadesign requirement for application interaction

= Support for supplementary services such as hold, transfer and conference
= Support for CallManager failover in a clustered environment

» Asthesize of the enterprise installation grows, hardware based conferencing
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Three Types of Single Site
Deployments

* Small enterprise (<500 users)
—Analog and/or digital trunks
—No Legacy voice mail

Medium enterprise (500-2,500 users)
—Legacy voice mailld VG200/WS-X6624-FXS
—Digital trunks (CAS or PRI)

Large enterprise (2,500-10,000 users)

—Legacy voice mailld VG200/WS-X6624-FXS
—PRI

—Central site for WAN deployments] QoS

WwWw.clsco.com CIPTv2,0? -52

The following are the three types of single site deployments:

Small enterprise (<500 users)

— Anaog and/or digital trunks

— No Legacy voice mail

M edium enterprise (500-2500 users)

— Legacy voice mail—V G200/WS-X6624-FX S
— Digital Trunks (CASor PRI)

Large enterprise (2,500—10,000 users)

— Legacy voice mail—V G200/WS-X6624-FXS
— PRI

— Central sitefor WAN deployments—QoS

Copyright O 2000, Cisco Systems, Inc.
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100-500 Users, Single-Site Enterprise

Analog PSTN Connectivity

The single-site, small enterprise of 100 users or lessis one of the most common
AVVID implementations in the commercial sector. These siteswill typically be
Greenfield installations where an end-to-end Cisco solution can be easily
provided.

Analog Connection
Considerations

» Use analog connection to PSTN when there is no
other choice

* Use VIC-2FXO-M1 (-M2 for CE countries) if using
FXO interfaces to connect to the CO

* 4 port BRI VIC, the 2BRI-S/T-TE is another option to
provide DID support

www.cisco.com

The following are considerations is connecting anal og to the PSTN:

=  Only use an analog connection to the PSTN when there is no other choice.
When possible, connect to the PSTN using digital interfaces, preferably PRI.

» If using FXO interfacesto connect to the PBX, use the VIC-2FXO-M1 (-M2
for CE countries), which provides the feature of battery reversal detection on
far-end disconnect to help eliminate the disconnect problems common with
some FXO interfaces.

= Another option to provide DID support isthe 4 ports BRI VIC, the 2BRI-
S/T-TE. With 12.1(2)Xx, the 2600 and 3600 lines of 10S gateways provide
caling-line ID on all telephony interfaces.
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Analog PSTN connectivity, fax support and voice mail, are among the common
requirements in this type of small enterprise design. The example below depicts
a 2600 10S gateway containing four FXO voice interface cards (VICs) is used
for PSTN connectivity. Thiswill alow for atotal of four analog lines from the
central office switch for PSTN connectivity. If additional PSTN interfaces are
needed or the enterprise wants to add fax support, either an 10S router/gateway
with additional slots or a stand-alone AVVID gateway, the VG200, can be added
to this design.

100 User, Single Site
Enterprise

Call
uOne Manager
Gateserver

Stackable
Catalyst 35005

www.cisco.com

The above figure shows a 100 user, single-site enterprise.

Fitting the requirements of asmall enterprise infrastructure is the Catalyst 4000
Ethernet switch. Shortly following the release of Cisco CallManager 3.0, the
Catalyst 4000 will add support for providing line power to Cisco IP phones,
Legacy telephony interfaces, |P-to-1P packet transcoding and conferencing
services. Both transcoding and conferencing services will be addressed in later
chapters. The Legacy telephony interfaces, however, are avital piecein
deploying the enterprise AVVID network. A Catalyst 4000 with the gateway
module, the WS-X4604-GWY/, can act as a PSTN gateway using analog or
digital VIC interfaces or can be configured to provide six analog ports for Gll|
FAX machines or Polycom conferencing stations.

Copyright O 2000, Cisco Systems, Inc. Cisco Access Gateways 8-53



Digital PSTN Connectivity

Digital PSTN Connectivity
Coniderations

* Use PRI when possible using the DT-X+
or Catalyst 6000 at CCM 3.0 FCS

* The 2600 and 3600 will have PRI in
12.1(2)Xx

* The Catalyst 4000 will have both PRI
and CAS at FCS

WWwWWw.CISCo .com

Consider the following when you have a digital connection to the PSTN:

» Use PRI when possible using the DT-24+/DE-30+ or Catalyst 6000 with the
Cisco CallManager 3.0 or higher.

= The Cisco 2600 and 3600 will have PRI in 12.1(2)xx.
= The Catalyst 4000 will have both PRI and CAS.
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Catalyst 4000 for T1 PSTN
Conectivity

Call
uOne Manager

Gateserver FXSIFXOIE&M

T1/E1 CAS/PRI

G.711 Voice Stream
Skinny Station Protocol
= = = = H.323v2

ﬁ = DSP Farm

WwWw.clsco.com CIPTv2.0? -56

The figure above shows a 500 user single-site enterprise design using the
Catalyst 4000 for T1 PSTN connectivity.

Whenever possible, connect to the PSTN using PRI interfaces. PRI can provides
DID and CLID natively. The DT-24+/DE-30+ and Catalyst 6000 V oice Gateway
module offer PRI PSTN connectivity at FCS. Also coinciding with the release of
CCM 3.0 and the voice modules for the Catalyst 4000, the Catalyst 6000 will
add support for Legacy telephony interfaces, |P-to-1P packet transcoding
services, conferencing services, and in-line power to Cisco IP telephones
through new voice modules. Conferencing, M TP/transcoding, and powered
Ethernet services will be addressed in later sections. The voice gateway module
for the Catalyst 6000 is very pertinent to deploying AVVID networks. The
Catalyst 6000 V oice Gateway module provides eight ports of TL/EL PRI
connectivity to the PSTN and Legacy PBX systems. The PRI ports can be
configured as either user-side or network-side ISDN, increasing the flexibility of
the design.

For large numbers of analog interfaces, a new card, the WS-X6624-FXS, can be
added to the Catalyst 6000 installed in the network core. The WS-X6624-FXS
module, a 24 port analog module for the Catalyst 6000 and 6500 line of switches,
isideal for connecting Polycom conferencing phones, Gl fax machines and
modems throughout the building. The figure above is an example of a central
6509 supporting all analog devices, a 3640 connecting to the PSTN withaT1
interface, and Catalyst 3500s in the wiring closets providing Ethernet
connectivity for IP phones and desktop computers.
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100-500 User, Single-Site
Enterprise AVVID Design

O
e Manager 2 DS0 Groups:
Chs 1-10for PSTN
Chs11-16for LD

2 2000, Cisco Systems, Inc. WwWw.clsco.com CIPTv2.0? 57

The figure above shows a 100-500 user, single-site enterprise AVVID design.

When DID capable DSOs are required, and PRI is not available, acommon
design isto connect to the central office switch usinga CAS T1. Typicaly, a
customer will designate some of the timeslots for local PSTN access and other
timeslots for connecting to their long distance carrier. The figure above shows a
diagram of the single-site, small enterprise deployment using an 10S gateway
configured with dsO-groups for DID local PSTN access and long distance access
with the Catalyst 4000 providing FXS connections for GlIl FAX.
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Sample Configuration for

dso%l

controller T1 1/0

fram ng esf

| i necodi ng b8zs

dsO-group 1 tineslots 1-10 type ground-start
dsO-group 2 tineslots 11-16 type ground-start
di al - peer voice 1 pots

destination-pattern 9?2 2

Port 1/0:1
di al - peer voice 2 pots

destination-pattern 8?2 ? .

port 1/0:2

2 2000, Cisco Systems, Inc. WwWw.clsco.com CIPTv2.0? -58

The figure above is a sample configuration for assigning dsO-groupsin global

configuration mode.
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Small Enterprise Gateway Matrix

Gateway Data Interfaces Analog Digital PSTN Voice
PSTN Interfaces in Compression*
Interfaces DS0s

VG200 Ethernet 4 0 G.711, G.729,
G.729a, G.723.1
2600 Ethernet, FastEthernet, 4 48/60 G.711, G.729,
Token Ring, T1/E1 G.729a, G.723.1
Serial and T1-OC3 ATM
3620 Ethernet, FastEthernet, 4 48/60 G.711, G.729,
Token Ring, T1/E1 G.729a, G.723.1
Serial and T1-OC3 ATM
3640 Ethernet, FastEthernet, 12 136/180 G.711, G.729,
Token Ring, T1/E1 G.729a, G.723.1
Serial and T1-OC3 ATM
Catalyst 4000 Ethernet, FastEthernet, 6 48/60 G.711%**
GigabitEthernet, T1/E1
Serial
Catalyst 6000 Ethernet, FastEthernet, 120 960/1200 G.711%**
GigabitEthernet, OC12, 192 1536/1920
Selected 7200 PAs**
? 2000, Cisco Systems, Inc. wWww.cisco.com CIPTv2.0? -59

A 100-500 user, small enterprise gateway matrix is detailed in the table above.
The new VG200 stand-al one gateway, Catalyst 4000 WS-X4606-GWY , and
Catalyst 6000 WS-X6608 are listed as well as the traditional 10S gateway. Note
that the V oice Compression column only lists the codecs that are pertinent in
AVVID architectures. The IOS gateways support many more compression
algorithms, however, Cisco CallManager devices only support G.711, G.729,
G.723.1, or G.729/72%.

* Voice compressions listed as pertinent to AVVID networks only.
** With the WS-6182-2PA

*** UUsing the M TP transcoding feature, G.729a and G.723.1 can also be
supported.
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2,500 User, Singe-Site Enterprise

The 2,500 user, single-site enterprise installations follow similar design
principals of the small enterprise implementation. However, in this larger
enterprise, DID and CLID are afundamental requirement. Both of these are can
be implemented on T1/E1 PRI connections from the carrier. Because these
enterprises will usually have a Cisco infrastructure in production, the easiest way
toinstall AVVID components on site is through the addition of voice specific
modules into the existing Cisco 3660 and the Catalyst 6000 core.

2,500 User, Single-Site
Enterprise Gateway Matrix

Gateway Data Interfaces Analog PSTN Digital PSTN Voice
Interfaces Interfaces in Compression*
DSO0s
12

3640 Ethernet, 136/180 G.711, G.729,
FastEthernet, G.729a, G.723.1
Token Ring, T1/E1
Serial and T1-OC3
ATM

3660 10/100 Ethernet 24 288/360 G.711, G.729,
Token Ring, T1/E1 G.729a, G.723.1
Serial and T1-OC3
ATM, HSSI

Catalyst 6000 Ethernet, 120 960/1200 G.711%
WS-X6608-x1 FastEthernet, 192 1536/1920
GigabitEthernet,
0OC12, Selected
7200 PAs**

www.cisco.com

A 2,500-user enterprise gateway matrix is detailed in the figure above. Note that
the Voice Compression column only lists the codecs that are pertinent in
AVVID architectures. The |OS gateways support many more compression
algorithms, however, Cisco CallManager devices only support G.711, G.729a, or
G.723.1.

* Voice compressions listed as pertinent to AVVID networks only.
** With the WS-6182-2PA

*** Using the MTP transcoding feature, G.729a and G.723.1 can also be
supported.
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10,000 User, Single-Site Enterprise

10,000 User Enterprise

Campus Design

[ ] = a3 Bl
IR - e oy prrm e

Buildings

e EREERY) BB E-E3

Campus / MAN !
WS-X6608-x1 TLELPRI | Backbone ‘

N
A Catalyst |
orea

(/PSTN
Se=et\l [
ChEgy.
CallManager Cluster SMDI
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Large enterprises place much higher demands upon an AVVID design,
particularly the gateways. These customers require multiple digital PSTN
connections that can provide DID support. Additionally, AVVID installationsin
these large environments will be phased, requiring an extended time of
interoperability with both Legacy PBX systems and voice mail servers. In many
instances, these customers are relying on 7200 and 7500 10S router platforms
for their production networks. The large enterprise customer can leverage these
existing 7200 and 7500 chassisin the AVVID design by adding Voice over IP
port adapters (PAS), the PA-VXC-2TEL, for TL/E1 CASPSTN and PBX
connectivity. These VolP PAs support 2 TI/E1 CAS each and can provide
significant density. The 7200 supports both T1 and E1 CASin 12.0(5)XE3. On
the 7500, T1 and E1 CAS will be supported in 12.1(1)T. Both the 7200 and the
7500 will provide PRI support in 12.1(3)T. E1 R2 support will be added to the
digital voice interfaces at the same time.

When both DID and CLID arerequired features, in either TL/E1 CAS or PRI
implementations, another aternative isto add the Cisco 5300 as a stand-alone
Vol P gateway. This solution provides the larger enterprises, with extremely tight
downtime tolerances, the ability to add an AVVID architecture without any
modifications to the existing IP infrastructure. The 5300 supports either T/E1
CASor PRI.

Note Cisco I0S 12.0(7)T is required to enable network-side ISDN. The VolP enabled
Cisco AS5300 is homologated for use most countries.
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For a detailed compliance list, please use the compliance search tool located at:
http://www.cisco.com/cgibin/compliance/app report.pl ?formtype=initia search

If ahigher number of digital connections are needed, an addition of the WS-
X6608-x1 module to an existing Catalyst 6000 in the network will provide
support for both DID and CLID over PRI connections. This module, which isan
8-port PRI module, uses the same interface as the DT-24+/30+ Stand-Alone
AVVID Gateway. All ISDN signaling is back-hauled to the CallManager, which
controls the card using the skinny gateway protocol. Both user-side and network-
side ISDN signaling is supported through simple software configuration. The
WS-X6608-E1 is homologated for use in the following countries: Austria,
Belgium, Denmark, Finland, France, Germany, Greece, Iceland, Ireland, Italy,
Luxembourg, The Netherlands, Norway, Portugal, Spain, Sweden, and the
United Kingdom.

10,000 User, Campus Gateway
Matrix
Gateway Data Interfaces Analog PSTN Digital PSTN Voice
Interfaces Interfaces in Compression*
DS0s
3660 10/100 Ethernet 24 288/360 G.711, G.729,
Token Ring, G.729a,
T1/E1 Serial G.723.1
and T1-OC3
ATM, HSSI
7200 10/100 Ethernet 0 288/360 G.711, G.729,
Token Ring, G.729a,
DS1-DS3 Serial G.723.1
and T1-OC3
ATM
7500 Future
5300 10/100 Ethernet 0 96/120 G.711, G.729,
G.729a,
G.723.1
Catalyst 6000 10/100/1000 120 960/1200 G.711%**
Ethernet, 192 1536/1920
OC12, Selected
7200 PAs**
www.cisco.com

A 10,000 user, campus gateway matrix is detailed in the figure above. Note that
the Voice Compression column only lists the codecs that are pertinent in
AVVID architectures. The |OS gateways support many more compression
algorithms, however, Cisco CallManager devices only support G.711, G.723.1,
or G.729%.

* Voice compressions listed as pertinent to AVVID networks only.
** With the WS-6182-2PA module

*** Using the MTP transcoding feature, G.729, G.729a and G.723.1 can also be
supported.
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Install and Configure Commands

This section lists the steps and highlights the commands used to configure the
various gateways.

Adding Analog Gateways

Adding an Analog Gateway

* Cisco AS-2, AS-4, and AS-8 Gateways
* Cisco AT-2, AT-4, and AT-8 Gateways
* Cisco Catalyst 6000 24 Port FXS Gateway

www.cisco.com

The following Cisco analog gateways can be added to CallManager:
» Cisco AS2, AS4, and AS-8 Gateways

» Cisco AT-2, AT-4, and AT-8 Gateways

» Cisco Catalyst 6000 24 Port FXS Gateway
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Procedure
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The figure above is alayered slide that demonstrates the cisco CallManager
Administration pages you will use to add a Cisco analog gateway in the
CdlManager database. Use the following procedure:

1. Open Cisco CalManager.
2. Select Device > Add a New Device. The Add Device screen appears.
3. Select Device Type > Gateway.
4. Select the Gateway Type. Analog gateways include the following:
s Cisco AS2, AS4, and AS-8 Gateways
»  Cisco AT-2, AT-4, and AT-8 Gateways
» Cisco Catalyst 6000 24 Port FXS Gateway
5. Select Device Protocol > Access Analog.
6. Click Next. The Gateway Configuration screen appears.
See the following page that describes the analog gateway configuration settings.
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Cisco Access Analog Gateway
Configuration Settings

MAC address—Identifies hardware-based telephones and
device name

Description—Clarifies the purpose of the device

Device pool—Specifies the collection of properties for this device
including CallManager group, date and time setting, region, and
calling search space for auto-registration of devices

Load information—Specifies the custom software for gateway
Country code—The country in which the gateway is located

Location—Specifies the remote location accessed using restricted
bandwidth connections

Calling search space—Specifies the collection of route partitions
searched to determine how a dialed number should be routed

Port selection order—Specifies the order in which ports are
selected

WwWw.clsco.com CIPTv2.0? -65

7. Enter the appropriate settings, as described above and in the table on the
following page, and then click I nsert.
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The following table shows Cisco access analog gateway configuration settings.

‘lFieId

‘lDescription

‘lUsage Notes

IMAC Address

name.

Identifies hardware-based telephones and device

Value must be 12
hexadecimal characters.

|Description

||Clarifies the purpose of the device.

IDevice Pool

Specifies the collection of properties for this
device including CallManager Group, Date and
Time Setting, Region, and Calling Search Space
for auto-registration of devices.

Load
Information

Specifies the custom software for gateway.

Values entered here override
the default values for this
gateway.

|Country Code

The country in which the gateway is located.

Select the country in which
the gateway is located from
the drop-down selection box.

|Location

Specifies the remote location accessed using
[restricted bandwidth connections.

|Calling Search
Space

Specifies the collection of Route Partitions
searched to determine how a dialed number
should be routed.

Port Selection
Order

Specifies the order in which ports are selected.
TOP_DOWN selects ports in descending order,
from port 1 to port 8. BOTTOM_UP selects ports
in ascending order, from port 8 to port 1.

Valid entries are
TOP_DOWN or
BOTTOM_UP. If you're not
sure which port order to use,
choose TOP_DOWN.
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Adding Digital Gateways

Adding a Digital Gateway

« Cisco DT-24+ Gateway
» Cisco DE-30+ Gateway
» Cisco Catalyst 6000 T1/E1 VolP Gateway

www.cisco.com

The following are Cisco digital gateways you can add to CallManager:
= Cisco DT-24 + Gateway

»  Cisco DE-30+ Gateway

» Cisco Catalyst 6000 T1/E1 VolP Gateway
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Use the following procedure to add Cisco digital gateways to CallManager:
1. Open Cisco CallManager.
2. Select Device > Add a New Device. The Add Device screen appears.
3. Select Device Type > Gateway.
4. Select the Gateway Type. Access Digital PRI gateways include:
» Cisco DT-24+ Gateway
» Cisco DT-24 Gateway
» Cisco DE-30+ Gateway
» Cisco Catalyst 6000 E1 Vol P Gateway
Click Insert.
Select Device Protocol > Access Digital PRI.
7. Click Next. The Gateway Configuration screen appears.
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Digital Gateway Configuration
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Enter the appropriate settings as described in the following table and following
pages, Access Digital PR1 Gateway Configuration Setting, on the next page.

8. Click Insert. The Gateway Configuration screen appears.
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“Field ‘lDescription Usage Notes

IMAC Address ||ldentifies hardware-based telephones and [[Value must be 12 hexadecimal characters.

device name.

|Description ||Clarifies the purpose of the device.

IDevice Pool |[Specifies the collection of properties for this
device including CallManager Group, Date
and Time Setting, Region, and Calling
Search Space for auto registration of
devices.

|Calling Search ||Specifies the collection of route partitions
Space searched to determine how a dialed number
should be routed.

|Location Remote location accessed using restricted
bandwidth connections.

Load Specifies the custom software for gateway. |[Values entered here override the default values for
Information |this gateway.
TX-Level CSU |[ISpecifies the transmit level based on the Select one of the alternative settings to attenuate
distance between the gateway and the the line.
nearest repeater. The default is full power
(0dB). -7.5dB
-15dB
-22.5dB
Channel Specifies the order in which ports are Valid entries are TOP_DOWN (last to first) or
Selection enabled from first (lowest number port) to  |[BOTTOM_UP (first to last). If you're not sure which
Order last (highest number port), or from last to port order to use, choose TOP_DOWN.
first.
|PCM Type Specifies the digital encoding format. Choose from the following:

A-law Use for Europe and the rest of the world

u-law Use for North America
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‘lFieId ‘lDescription

‘lUsage Notes

Clock Specifies from where the clock is derived.
Reference

on the same hardware card, each of which
can be used as a clock reference by other
ports on the same blade.

Select Internal or Network.

Cisco Catalyst 6000 blades have eight ports|{Internal—When clocking is derived from the card

and is then distributed at the span.

Network—When the Cisco Access Digital Trunk
Gateway receives its clocking from the network.

Span 1 to Span 8—When the Cisco Access Digital
Trunk Gateway receives clocking from another port
on the same Cisco Catalyst 6000 blade.

|Protocol Side ||Setting used for Cisco Digital Access
gateways depending on if gateway is
connected to a Central Office/Network
device or to a User device.

The two ends of the PRI connection should
use opposite settings. For example, if you
are connected to a PBX and the PBX uses
User as its protocol side, Network should be
chosen for this device. Typically, this option
is User for Central Office connections.

Read only. To change the Protocol Side setting, you
must delete this device and add a new device with
the correct information.

User—used for any Cisco IP Phone, Conference
Bridge, Media Termination Point, Cisco TAPI Port,
Cisco TAPI Route Point, and H.225 client
applications such as NetMeeting.

Network—used for a Cisco Access Analog device,
an H.323 gateway, another Cisco CallManager, or
Robbed Bit signaling T1 gateway. Used for Cisco
Access Digital if gateway is connected to a User.
device.

|Caller ID DN |[The pattern you want to use for Caller ID,
ifrom O to 24 digits.

|For example, in North America:

555XXXX = variable Caller ID, where X is equal to
|an extension number. The CO appends the number
with the area code if you do not specify it.

5555000 = Fixed Caller ID. Use when you want the

corporate number to be sent instead of the exact
extension from which the call is placed. The CO
appends the number with the area code if you do
not specify it.

Selection ny outbound call on a gateway can send

|Calling Party Izetermines which directory number is sent.
directory number information.

The following options specify which directory
number is sent:

Originator—send the directory number of the calling
device.

First Redirect Number—send the directory number
of the redirecting device.

Last Redirect Number—send the directory number
of the last device to redirect the call.

|Channel IE Indicates whether channel selection is
Type presented as a slot map or a channel map.

Number—B-channel usage always a
channel map format

Slot map—B-channel usage always a slot
map format

Select 0, 1, or 2. Type 2 in this field.

Use Number When 1B B-channel usage is a
channel map for one B-channel but is in a slot map
if greater than one B-channel.

Delay for first [[Controls the rate at which the spans are
restart (1/8 sec||brought in service when and Inhibit Restarts
ticks) at PRI Initialization is disabled.

Use this option when many PRI spans are enabled
on a system and Inhibit Restarts at PRI Initialization
is disabled. For example, set the first five cards to 0,
and set the next five cards to 16. (Wait two seconds
before bringing them in service.)

Delay between
rectarts (1/8

Determines the length of time between
rectarts if Inhihit Restarts i dicahled when
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sec ticks)

||a PRI restart is sent.

[Num Digits

Specifies the number of significant digits to
collect, from 0 to 32.

Significant digits are counted from the right
(last digit) of the number called.

This field is used if you enable Sig Digits. It is used
for the processing of incoming calls and indicates
the number of digits starting from the last digit of the
called number used to route calls coming into the
PRI span. See Prefix DN and Sig Digits.

Sig Digits

Represent the number of final digits a PRI
span should retain on inbound calls. A trunk
ith significant digits enabled truncates all
but the final few digits of the address

provided an inbound call.

Enable or disable this box depending on whether
you want to collect significant digits.

If disabled, the Cisco CallManager does not truncate
the inbound number.

If enabled, you also need to choose the number of
significant digits to collect

|Prefix DN

Specifies the prefix digits that are
pre-pended to the digits this trunk receives
on incoming calls. The Cisco CallManager
adds prefix digits after first truncating the
number in accordance with the Significant
Digits Enabled and Number of Digits to
Collect settings.

Prefix Digits apply only to the processing of
INCOMING callls.

For an example of how these capabilities work
together, assume you have a trunk to the central
office that is configured as DID (Direct Inward Dial).
To people in the public network, the trunk is
accessed by dialing 555-3000 through 555-3999.
Because the trunk is configured as DID, however,
the central office provides only the last four digits on
inbound calls—the incoming trunk sees calls
arriving for addresses within the range of 3000-
3999. Assume that your internal directory numbers
are configured within the range 8000-8999. That
your local exchange carrier gave you a block of
numbers in the 3000-3999 ranges is an annoyance,
and you don not want to have to configure all your
users with one directory number for inside calls and
one for outside calls. By specifying a prefix digit of 8
and a significant digit count of 3 on the DID trunk,

you tell the Cisco CallManager to discard all but the
last three digits of any inbound number and then
append the digit 8 in front of what remains. This
configuration allows you to map the inbound
numbers to your internal numbering plan.

Presentation
Bit

Determines whether the central office
transmits or blocks caller ID.

Allowed Select if you want the Central Office to send
caller ID.

Restricted Select if you do not want the Central
Office to send caller ID.

Called party IE
number type
unknown

The format for the 'Type of Number' in

called party directory numbers. Cisco
CallManager sets called DN 'Type of
Number'. We recommend you do not
change the default value unless you have
advanced experience with dialing plans,
such as NANP or the European dialing plan.
'You may need to change the default in
Europe because Cisco CallManager does
not recognize European national dialing
patterns. You can also change this setting

hen connecting to PBXs using routing as a

non-national type number.

Use the following definition for each of the variables:

CallManager—The Cisco CallManager sets the
directory number type.

International—Use when you are dialing outside the
dialing plan of your country.

National—Use when you are dialing within the
dialing plan of your country.

Unknown—The dialing plan is unknown.
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‘lFieId

||Description

‘lUsage Notes

Calling party
IE number
type unknown

The format for the 'Numbering Plan’ in
called party directory numbers.

Cisco CallManager sets called DN
'‘Numbering Plan'. We recommend you do
not change the default value unless you
have advanced experience with dialing
plans, such as NANP or the European
dialing plan. You may need to change the
default in Europe because Cisco
CallManager does not recognize European
national dialing patterns. You can also
change this setting when connecting to
PBXs using routing as a non-national type
number.

Use the following definition for each of the variables:

CallManager—The Cisco CallManager sets the
directory number type.

International—Use when you are dialing outside the
dialing plan of your country.

National—Use when you are dialing within the
dialing plan of your country.

Unknown—The dialing plan is unknown.

Called
Numbering
Plan

The format for the 'Numbering Plan' in
called party directory numbers.

Cisco CallManager sets called DN
'Numbering Plan'. We recommend you do
not change the default value unless you
have advanced experience with dialing
plans, such as NANP or the European
dialing plan. You may need to change the
default in Europe because Cisco
CallManager does not recognize European
national dialing patterns. You can also
change this setting when connecting to
PBXs using routing as a non-national type
number.

Use the following definition for each of the variables:

CallManager—The Cisco CallManager sets the
Numbering Plan in the directory number.

ISDN—Use when you are dialing outside the dialing
plan of your country.

National Standard—Use when you are dialing within
the dialing plan of your country.

Private—Use when you are dialing within a 'private’
network. Unknown—The dialing plan is unknown.

Calling
Numbering
Plan

The format for the 'Numbering Plan’ in
calling party directory numbers.

Cisco CallManager sets calling DN
'‘Numbering Plan'. We recommend you do
not change the default value unless you
have advanced experience with dialing
plans, such as NANP or the European
dialing plan. You may need to change the
default in Europe because Cisco
CallManager does not recognize European
national dialing patterns. You can also
change this setting when connecting to
PBXs using routing as a non-national type
number.

Use the following definition for each of the variables:

CallManager—The Cisco CallManager sets the
Numbering Plan in the directory number.

ISDN—Use when you are dialing outside the dialing
plan of your country.

National Standard—Use when you are dialing within
the dialing plan of your country.

Private—Use when you are dialing within a 'private’
network. Unknown—The dialing plan is unknown.

|PRI Protocol
Type

The communications protocol for the span:
AE—AT&T InterExchange carrier

5E8 Custom—Cisco IP Phone (does not
conform to national ISDN standards)

5E9 and NI2—AT&T family local exchange
switch or carrier

Australian—European ISDN

DMS—MCI family local exchange switch or
carrier

ETSI SC—European local exchange carrier

Euro—European ISDN

Determine the switch to which you are connecting
and the preferred protocol, as follows:

Nortel Meridian—5E8 Custom
Lucent Definity—4ESS or 5E8
Madge (Teleos) box—5E8 Teleos
Intecom PBX—5ES8 Intecom

Alternatively, select the protocol based on the
carrier:

MCI—DMS-250
Sprint—DMS-250 or DMS-100
AT&T—AESS

|Inhihif rectarts

A rectart ia A mescane that confirme the

|Fnah|p or dicahle \WWhen the ND-Channel
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at PRI
initialization

status of the ports on a PRI span. If restarts
are not sent, they are assumed to be in
service.

|successfu|ly connects with another PRI's D-Channel
it sends restarts when this option is disabled.

Enable status
poll

Enable to view the B-channel status in the
debug window.

Number of
digits to strip

|The number of digits to strip on outbound
calls, from 0 to 32.

For example, 8889725551234 are dialed, and the
number of digits to strip is 3. In this example, 888
are stripped from the outbound number.

Zero
Suppression

electrically codes binary 1's and O's on the

Determines how the T1 or E1 span
ire (line coding selection).

For a T1, this could be AMI (Alternate Mark
Inversion) or B8ZS (Bipolar 8-Zeros Substitution).
For an E1, this could be AMI or HDB3.

link is supported by the span. The FDL is a
maintenance channel that allows remote
troubleshooting of link-layer problems, and
remote monitoring of performance statistics
of the link.

|Framing Determines the multiframe format of the The choices are (for T1).
span.
P SF—superframe consisting of 12 frames.
ESF—extended superframe consisting of 24 frames.
E1l is always ESF (Extended Superframe, consisting
of 16 frames).
|FDL Channel [Determines what kind, if any, facility data |On|y relevant on T1 spans. Choices are:

ANSI T.401
AT&T PUB 54016

Yellow Alarm

Determines how a remote alarm indication
is coded on a T1 span. A yellow alarm
indicates that the other end of the link has
lost frame synchronization on the signal
being transmitted by this end.

Choices include F-bit (out of band signaling; allows
64kbps clear channel bearer capability per B-
channel), or bit-2 (in band signaling; robs bit 2 of
every channel).

Trunk Level ‘|Adjusts the gain of audio entering or leaving

the span.

Adjustment to
|Received

Audio Signal

Specifies the gain or loss applied to the
received audio signal relative to the port
application type.

Select the gain or loss you want applied to the
received audio signal relative to the following port
application types:

AnalogCOTrunk—Minus3db
|DigitalToAnalogCO—NoDbPadding
AnalogTieTrunk—NoDbPadding

DigitalToDigitalCO—NoDbPadding
ISDNStation—NoDbPadding
ISDN_DigitalTieTrunk—NoDbPadding
ISDNTrunk—NoDbPadding
OnPremisePOTSLine—Plus3db
OffPremisePOTSLine—NoDbPadding
SatelliteAnalogTieTrunk—NoDbPadding
SatelliteDigitalTieTrunk—NoDbPadding
AnalogTollTrunk—Plus3db

Adjustment to
Transmitted
Audio Signal

Specifies the gain or loss applied to the
transmitted audio signal relative to the port
application type.

Select the gain or loss you want applied to the
transmitted audio signal relative to the following port
application types:

AnalogCOTrunk—Minus6db
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DigitalToAnalogCO—Minus3db
AnalogTieTrunk—NoDbPadding
DigitalToDigitalCO—NoDbPadding
ISDNStation—NoDbPadding
ISDN_DigitalTieTrunk—NoDbPadding
ISDNTrunk—NoDbPadding
OnPremisePOTSLine—Plus3db
OffPremisePOTSLine—Minus3db
SatelliteAnalogTieTrunk—Minus3db
SatelliteDigital TieTrunk—Minus3db
AnalogTollTrunk—NoDbPadding

D Channel
Enable

If enabled for an E1 or T1 PRI, then one of
the span B-channels will be appropriated
and used to establish a D-channel across
the span for Common Channel Signaling
(CCS) of calls.

If disabled, then all B-channels on the span
ill be available for audio calls.

Locations izard--Slot Position screen appears.

Card I:Q//hen you set this option, the Device
Follow the diagram in the Device Wizard.

|Only appears on a DT-24 Gateway.

A slot position refers to the peripheral component
interconnect (PCI) card slot into which the digital
signal processor (DSP) card is plugged. When
adding a new card to the digital access, always add
cards from right to left when viewing the gateway
from the back. The first (oldest) card should be in
the right-most slot (labeled 1 in the Device Wizard),
and each subsequent card should be installed in the
next available slot position, moving from right to left.
If you have existing cards that were not installed in
the right-most positions, move the original cards to
the right-most slots before adding the new card.
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Adding an H.323 Gateway

Procedures for Adding an
H.323 Gateway

Gateway Configuration

[ S — T p——
Chirn b Fridanid

A

www.cisco.com

To add the an H.323 gateway, use the following procedure:

1. Open Cisco CallManager.

Select Device > Add a New Device. The Add Device screen appears.
Select Device Type > Gateway.

Select Gateway Type > H.323.

g &~ WD

Select the Device Protocol. The following device protocols are available:
» H.225
= Inter-cluster Trunk

6. Click Next. Enter the appropriate settings as described in the
table, H.323 Gateway Configuration Settings, on the following page.
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‘lFieId ‘lDescription

Usage Notes

IDevice Name Specifies uniqgue name used by CallManager to

identify the device.

|Description ‘lCIarifies purpose of device.

IDevice Pool Specifies the collection of properties for this
device including CallManager Group, Date and
Time Setting, Region, and Calling Search Space

for auto-registration of devices.

|Calling Search Specifies the collection of Route Partitions

determines which directory number is sent.

Space searched to determine how a dialed number
should be routed.
|Caller ID DN The pattern you want to use for Caller ID, from O ||[For example, in North America:
[to 24 digits.
g 555XXXX = variable Caller ID, where X is equal to
an extension number. The CO appends the number
ith the area code if you do not specify it.
5555000 = Fixed Caller ID. Use when you want the
Corporate number to be sent instead of the exact
extension from which the call is placed. The CO
appends the number with the area code if you do
not specify it.
|Calling Party Any outbound call on a gateway can send The following options specify which directory
Selection directory number information. This field number is sent:

Originator—send the directory number of the calling
device.

First Redirect Number—send the directory number
of the redirecting device.

Last Redirect Number—send the directory number
of the last device to redirect the call.

|Presentation Bit ||Determines whether the central office transmits

or blocks caller ID.

Allowed Select if you want the Central Office to
send caller ID.

Restricted Select if you do not want the Central
Office to send caller ID.

Gatekeeper
registration

A Gatekeeper is an H.323 entity on the LAN that
provides address translation and controls
access to the LAN for connections between
H.323-compliant devices such as terminals and
gateways. Use only for H.323-compliant
gateways. All other devices do not use this box.

If your device is not gatekeeper controlled, select
None.

If your device is registered with the Cisco
CallManager gatekeeper, select Local.

If your device is registered with a specific remote
gatekeeper, select Remote.

Gatekeeper The Domain Name Service (DNS) name or IP  ||Use only for H.323-compliant gateways. All other

Name |laddress of the H.323 gatekeeper. devices do not use this box. This is an optional box.
If Remote is selected as the Gatekeeper
Registration, type a Gatekeeper Name (optional).

Media Determines whether or not a Media Termination IUsed for H.323 clients only.

Termination Point ||Point is used to implement features that H.323

Required does not support (such as hold and transfer).

7. Click Insert.
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Summary

This section summarizes the concepts you learned in this chapter.

Summary

* Cisco CallManager 3.0 supports three types of
gateway protocols: skinny, H.323, and MGCP.

 Out-of-band signaling for carrying DTMF tones
across VoIP provides a solution for codec
induced symptoms.

* |OS gateways support H.323v2, which can
support supplementary services and eliminates
the use of software MTP.

www.cisco.com

Cisco CallManager 3.0 supports three types of gateway protocols:

= Skinny gateway protocol—used by the digital gateways, including the Cisco
Digital IP Telephony Gateway DT-24+ and DE-30+, aswell as the Catalyst
6000 V oice Gateway module.

» H.323—used by the Cisco |0S integrated router gateways to communicate
with Cisco CallManager.

» MediaGateway Control Protocol (M GCP)—used by Cisco CallManager to
control the new VG200 standalone analog gateway.

DTMF uses specific pairs of frequencies within the voice band for signaling.
Over a 64 kbps pulse code modulation (PCM) voice channel, these signals can
be carried without difficulty. However, when using alow bit-rate codec for voice
compression, the potential exists for DTMF signal loss or distortion. Using an
out-of-band signaling method for carrying DTMF tones across a voice over |P
infrastructure provides an elegant solution for these codec-induced symptoms.

The use of H.323v2in 10S release 12.0(7)T and above (specifically the

OpenL ogical Channel, Closel ogical Channel, and emptyCapabiliySet features)
by 10S gateways and CallManager 3.0 eliminates the requirement for MTP to
provide supplementary services. Because MTP is no longer needed to terminate
the G.711 RTP streams from both the IP phones and the 10S gateway,
compressed voice calls (G.723.1 and G.729a) are now supported between 10S
gateways and CallManager endpoints.
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Review Questions

Q1)

Q2)

Q3)

Answer the following questions.

Review Questions

1.What are the three core requirements for
an CIPT gateway?

2.Which CIPT gateways support the
skinny station signaling protocol?

3.Media gateway control protocol is used
with which CIPT gateway?

www.cisco.com

Every CIPT gateway selection is made by combining common or core
requirements with site and implementation specific features. What are the three
core requirements for a CIPT gateway?

Of the CIPT gateways, which gateway models support skinny gateway protocol ?

The Media gateway protocol is supported by Cisco CallManager 3.0. What isthe
hardware that supports MGCP?
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Catalyst DSP Provisioning

Overview

This chapter describes Catalyst digital signal processor (DSP) resources, with
emphasis on two new Catalyst 4000 and Catalyst 6000 voice modules, and
discusses how to provision these resources. These new modules are the WS-
X4604-GWY for the Catalyst 4000 and the WS-X6608-T1 (WS-X6608-E1 for
countries outside the USA) for the Catalyst 6000. They can perform
conferencing and media termination point (MTP) transcoding servicesin
addition to serving asaPSTN gateway.

This chapter includes the following major sections:

= Objectives

» Understanding the Catalyst DSP Resources

» Catalyst 4000 Voice Services

» Catalyst 6000 Voice Services

» Catalyst Conferencing Services

» Catalyst MTP Transcoding Services

» Ingtallation in Cisco CallManager Administration
= Summary

= Review Questions



Objectives

This section lists the chapter objectives.

Objectives

Upon completion of this chapter, you will be
able to perform the following tasks:

* Identify and describe conferencing design
details

¢ Identify and describe MTP/transcoding design
details

* Install and configure conferencing and
MTP/transcoding resources in the Cisco
CallManager administration

* Invoke DSP resources on a phone call

www.cisco.com

Upon completion of this chapter, you will be able to perform the following tasks:

= Givenalist of Cisco IPtelephony design details, identify and describe the
design details related to hardware conferencing.

= Givenalist of Cisco IPtelephony design details, identify and describe the
design details related to hardware M TP/transcoding.

» Given aCatalyst 6000 with the WS-X6608-T1 or WS-X6608-E1 installed,
install and configure conferencing and M TP/transcoding resources in the
Cisco CallManager administration.

= Given aCisco IP telephony network and DSP resources installed and
configured, invoke the DSP resources (conferencing or M TP/transcoding)
on a phone call.
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Understanding the Catalyst DSP Resources

This section describes the Catalyst DSP resources.

Media Termination Point (MTP)

A Media Termination Point (MTP) is invoked on
behalf of H.323v1 endpoints (such as calls
through Inter-CCM version 2.4 trunks) involved
in a call to enable supplementary services to
those endpoints.

H.323v1
Client

Wwww.cisco.com

A Media Termination Point (MTP) isinvoked on behalf of H.323v1 endpoints
(such as calls through Inter-Cisco CallManagers version 2.4 trunks) involved in
acall to enable supplementary services to those endpoints. This service is used
when Cisco IP Voice Media Streaming Application isinstalled and running on a
Cisco CallManager.
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Transcoding

A Transcoder is a device that takes the output
stream of one CODEC and Transcodes
(converts) it from one compression type to
another compression type. Specifically,
G.723.1 or G.729a can be converted to G.711
and vice-versa.

Transcoding

! Call Manager : O : Call Manager yone

! oo Clus'terg 1 I Cluster  Gateserver |
Gateserver I — | = I

| . 1 PN BEr)  —

| 1 ( ) I 1

. N
| _|__< IPWAN ) I
S R L b
! r Ro-u_lsezl.c-“w-l ........ ${',,',',, ------- // T "Router/G 1
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A transcoder is a device that takes the output stream of one CODEC and
transcodes (converts) it from one compression type to another compression type.
Specificaly, G.723.1 or G.729a can be converted to G.711 and vice versa. As of
now this hardware resource is available on the Catalyst 6000 TL/E1 module.
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Conferencing

* Ad Hoc

— User presses “ conf” button; 1st caller put on Hold; gets dial-
tone and dials a second user; presses “ conf” again and all
users are now connected on the conference bridge

* Meet-Me

— Conference Controller presses “ Meet-Me” button; gets dial-
tone and dials conf call number; all conf call attendées calls
conf call number

Conferencing

r—-————=-—"——-—"——-—-—-=
uOne CallManager
Gateserver Cluster

o )
- 7
Router/GW

www.cisco.com CIPT v2.0—9-6

Conferencing is the ability to speak with three or more persons on a phone call.
There are two types of conferencing, Ad Hoc and Meet-Me. An Ad Hoc
conference iswhen auser ison acall with another person and then wants to add
someone else on to the call. A Meet-Me conference is a phone conference that
individuals or groups of people use a phone device to call into one conference
number for a phone conference.
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DSP Resource Modules for the
4000 and 6000
Catalyst 4000

!
RS S
o WS-X4604-GWY '

Catalyst 6000 E
*+ WS-X6608-T1/WS-X6608-E1

<
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The DSP resources on the new Catalyst 4000 and 6000 gateway modules
essentially provide hardware support for P telephony features offered by the
Cisco CalManager. These features are hardware-enabl ed voice conferencing,
hardware-based M TP support for supplementary services, and M TP transcoding
services.

Catalyst enabled conferencing supports voice conferences in hardware. DSPs
convert G.711 voice sessionsinto TDM streams, which can then be mixed into a
conference call by another DSP. The Catalyst MTP service can either act like the
original software MTP resource or as atranscoding M TP resource.

An MTP service provides supplementary services such as hold, transfer, and
conferencing when using gateways that do not support the H.323v2 feature of
OpenLogical Channel and Closelogical Channel with the EmptyCapabilitiesSet.
Thisis available as a software feature that can run on the CallManager or on a
separate NT server. When running in software on a CallManager, 24 MTP
sessions are supported. When running on a separate NT server, upto 48 MTP
sessions are supported. The new Catalyst gateway modules can support this
same functionality, but provide the service in hardware.

MTP transcoding isin effect an IP-to-1P voice gateway service. A transcoding
node can convert a G.711 voice stream into alow bit-rate (LBR) compressed
voice stream, such as G.729a. Thisis critical for enabling applications such as
integrated voice response (1VR), uOne messaging, and conference calls over
slow speed IP WANs. MTP transcoding is only supported on the Catalyst voice
gateways.
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Catalyst DSP Resource Matrix

Catalyst DSP Resource Matrix

Catalyst Voice PSTN Gateway Conferencing MTP Transcoding
Modules Sessions Sessions Sessions

24 G.711 conferencing

e .
Catalyst 4000 104 G711 sessions | Sessions?maximum of 16 MTP transcoding

WS-X4604-GWY 4 conferencing of 6 sessions
participants

16 G.711 conferencing

sessions per physical
Catalyst 6000 32 G.711 sessions port, maximum 16 MTP transcoding
WS-6608-T1 or per physical DS1 conference size of 6 sessions per physical
WS-6608-E1 port; 256 per module participants; 128 port; 128 per module

conference sessions per

module

2 2000, Cisco Systems, Inc. WWW.cisco.com CIPTV2.0? -5

The table shows the DSP resources that can be configured on the Catalyst voice
services modules. Some of these numbers may change in the future. The number
of userswill determine the amount of resources needed. Every Cisco
CallManager must have its own DSP resources.
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Catalyst 4000 Voice Services

This section describes the Catalyst 4000 voice services.

Catalyst Voice Gateway Module in
Gateway Mode

SIMM DSP Resources

Future
Modules

Il - G.711 PSTN Gateway (104 Channels)
Il - vTP/Transcoding (14 Channels)

- = Conferencing Services (24 Channels)

www.cisco.com

The PSTN gateway and voice services module for the Catalyst 4003 and 4006
switches, supports three analog voice interface cards (V1Cs) with two ports each,
or one T1/Elcard with two ports and two analog VICs; the VIC interfaces can be
provisioned in any combination of FXO, FXS, or E& M. Additionally, when
configured as an AVVID gateway from the CL1, this module can support
conferencing and transcoding services.

The Catalyst 4000 voice gateway module can be configured in either toll bypass
mode or AVVID gateway mode. However, the modul€e’ s conferencing and
transcoding resources can only be configured in gateway mode. Once the
gateway mode is enabled, the module' s 24 DSPs (4 SIMMs with 6 DSPs each)
are automatically provisioned as follows:

= PSTN gateway: 104channels of G.711 voice
»« Conferencing: 24 channels of G.711 conferencing
» MTPtranscoding: 14 channels of LBR-G.711 transcoding
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Configuration Commands

voi cecard ntp
nt p- addr ess <I| P>
nmanager - addr ess [ <l P1>| <DNS1>]
manager - addr ess [ <l P2>| <DNS2>]
nmanager - addr ess [ <l P3>| <DNS3>]
voi cecard conference
conf erence- address <I P>
manager - addr ess [ <l P1>| <DNS1>]

nmanager - addr ess [ <l P2>| <DNS2>]

nmanager - addr ess [ <l P3>| <DNS3>]

WwWw.clsco.com CIPTv2.0? -7

Gateway mode is the default configuration. The conferencing-to-transcoding
ratios can be changed from the CL I, as shown by the configuration commands.
By changing the number of transcoding sessions to 14, instead of 16, an
additional 8-conferencing session can be enabled.

The following configuration points should be noted:

»  TheWS-X4604-GWY uses an 10S interface for initial device configuration.
For all PSTN gateway functions, the Catalyst 4000 module uses H.323v2 and
is configured identically to an 10S gateway. From the CallManager
configuration screen, simply add the Catalyst 4000 gateway as an H.323
gateway.

» For al voice services features, such as hardware-based conferencing or MTP
transcoding, the module relies on the Skinny Station Protocol for
CalManager interaction. Therefore, once the above CLI commands are
entered for defining conferencing and transcoding functions, all additional
configurations for these voice features take place on the CallManager.

» Each service on the module, whether PSTN gateway, conferencing, or MTP
transcoding services, requires an | P address. These can be the same IP
addresses or different ones for redundancy and management.

= A prioritized set of CallManagers can be defined for both the conferencing
services and M TP transcoding services.
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Catalyst 6000 Voice Services

This section describes the Catalyst 6000 voice gateway module.

Catalyst 6000 Voice Gateway
Module

MTP/Transcoding
MTP/Transcoding
Conferencing
Conferencing
Conferencing
PSTN T1/E1 G.711
PSTN T1/E1 G.711

o
=
S
o
O
0
c
S
=
ol
|_
=

| Conferencing and MTP transcoding services can not cross port boundaries I
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The WS-6608-T1 (or WS-6608-E1 for European countries) is the same module
that provides T1 or E1 PSTN gateway support for the Catalyst 6000. This
module has eight CAS or PRI interfaces, each of which hasits own CPU and
DSPs. Once the card has been added from the CallManager as a voice gateway,
it can be configured as a conferencing or M TP transcoding node. Each port acts
independently of the other ports on the module. Specifically, each port can only
be configured as a PSTN gateway interface, a conferencing node, or an MTP
transcoding node.

Whether acting as a PSTN gateway, a conferencing resource, or an MTP
transcoding resource, each port on the module requiresits own IP address. The
port can be configured to have either static IP address or a DHCP provided IP
address. If astatic IPis entered, a TFTP server address must also be added,
because the ports actually get al configuration information from the downl oaded
TFTP configuration file. Once configured through the CallManager interface,
each port is capable of supporting one of the following configurations:

= PSTN gateway mode: 32 sessions of G.711 voice
» Conferencing mode: 16 conferencing sessions
=  MTPmode: 16 MTP transcoding sessions
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Catalyst Conferencing Services

This section describes hardware conferencing services.

Hardware Conferencing Services

Site 1
Site 2

uOne CallManager 3.0

Router/GW
e

G.729a Voice Stream

G.711 Voice Stream
----------- Skinny Station Protocol

@ = DSP Farm

www.cisco.com

To scale CIPT deploymentsin large enterprise environments, hardware based
conferencing must be used. The new hardware for the Catalyst 4000 and
Catalyst 6000 switch families was developed with this requirement in mind.
These new Catalyst voice modules can handle conferencing in hardware,
eliminating the requirement of running a software conferencing service on an
NT server inthe AVVID network.

Both the WS-X4604-GWY and WS-X6608-T1 (or WS-X6608-E1) modules use
the Skinny Station Protocol to communicate with the CallManager when
providing conferencing or M TP transcoding services.

The Catalyst 4000 module, the WS-X4604-GWY , can support up to four
simultaneous conferencing sessions of six callers each. The Catalyst 4000's
conferencing ability is enabled as soon asit is configured as an AVVID gateway.
The Catalyst 6000's T1 or E1 PSTN gateway module, the WS-X6608, aso
supports conferencing. After the WS-X6608 has been added asaT1 or E1
AVVID gateway, it can be configured, on a per port basis, for conferencing
services. The Catalyst 6000 conferencing module supports up to 16 simultaneous
conference sessions per port. This resultsin a maximum of 128 conference
participants per module.
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Conferencing Design Details

Conferencing Design Details

« Max number of 16 participants per conference
call

* WS-X4604-GWY supports 24 conferencing
sessions per module

* WS-X6608-T1 or WS-X6608-E1 supports 16
conferencing sessions per physical port, 128
per module

 All conference calls are G.711 only

« MTP transcoding can be used to convert
G.729a or G.723.1to G.711 for conference calls

« CallManagers cannot share DSP resources

www.cisco.com

The following points summarize the design capabilities and requirements of the
new Catalyst voice modules:

» Maximum of 16 participants per conference call.
s WS-X4604-GWY supports 24 conferencing sessions per module.

»  WS-X6608-T1 or WS-X6608-E1 supports 16 conferencing sessions per
physical port, 128 per module.

= All conference callsare G.711 only.

« MTPtranscoding can be used to convert G.729a or G.723.1to G.711 for
conference calls.

» Each CallManager must have its own conference and M TP transcoding
resources, because the DSP resources can only register with one
CallManager at atime. CallManagers cannot share DSP resources.

The following additional points should be noted:

= When provisioning an enterprise with conference ports, it is vital to know
how many callers will be attempting to join the conference calls from a
compressed CallManager region. Once the number of compressed callersis
identified, then the MTP transcoding resources can be accurately
provisioned.

» Each configured CallManager should have its own conferencing module
associated with it, because conference bridges cannot register with more
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than one CallManager at atime, and CallManagers cannot share DSP
resources.
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Conferencing Caveats

Conferencing Caveats

 Catalyst conferencing services support G.711
connections only.

* On the Catalyst 6000, conferencing services
cannot cross port boundaries.

* Each CallManager must have its own
conferencing resource configured.

www.cisco.com

The following caveats apply to Catalyst conferencing services:

» Catalyst conferencing services support G.711 connections only.

= Onthe Catalyst 6000, conferencing services cannot cross-port boundaries.
»« Each CallManager must have its own conferencing resource configured.

The conferencing resource can support only G.711, however, a compressed
(G.723 or G.729) call can join the conference because the conferencing resource
will transcode that call to G.711 to participate in the conference.

Note One user requires one session or stream to connect into a conference, so if a
device registers 16 sessions or streams it is saying that it can support 16 parties
connected to conferences on that device.
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Catalyst MTP Transcoding Services

This section describes the Catalyst MTP transcoding services.

Catalyst MTP Transcoding
Services

el

Router/GuV :
e

Hardware based

MTP transcoding
in the campus services

www.cisco.com

Introducing the WAN into a CIPT implementation forces the issue of voice
compression. In the previous designs, all campus-oriented voice was
uncompressed (G.711) to provide the highest quality while incurring the fewest
complications. Once aWAN enabled CIPT network is deployed, voice
compression between sites is the recommended design choice. This callsinto
question how WAN users use the conferencing services or |P enabled
applications, such as the uOne Messaging Server, which only support G.711
voice connections. The solution is to use hardware-based M TP transcoding
servicesto convert the compressed voice streamsinto G.711.
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MTP Transcoding Design Details

MTP Transcoding Design
Details

* Provision MTP transcoding resources
appropriately

* WS-X4604-GWY supports 14 transcoding
mediastreams per module

* WS-X6608-T1/E1 supports 16 transcoding
mediastreams per physical port, 128 per
module

* Transcoding is low bit-rate to high bit-rate, or
vice versa

* Each CallManager must have its own MTP
transcoding resources

* Own jitter buffer of 20 to 40 ms

www.cisco.com

Each Cisco CallManager should have its own transcoding resource. Transcoding
resources can transcode from low bit-rate to high bit-rate and vice versa. For
example a G.729 call can be transcoded to a G.711, but may not be transcoded to
G.723. Thisisvery helpful when deploying the CIPT solution across the IP
WAN. A case where acaller is across the IP WAN and needs to access their
voice mail (uOne Gateserver) that only allows G.711 codec. The transcoding
resource can take a G.729 codec call coming in across the WAN and convert it
to G.711 codec so the call can access their voice mail. In the transcoding
resource it produces its own jitter buffer of 20 to 40 ms.
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IP-to-IP Packet Transcoding and Voice Compression

IP-to-IP Packet Gateway
Transcoding

Site 1

uOne CallManager 3.0
—

G.729a Voice Stream
G.711 Voice Stream
Skinny Station Protocol
DSP = DSP Farm
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V oice compression between |P phonesis easily configured through the use of
regions and locationsin CallManager 3.0. However, both the Catalyst
conferencing services and the uOne messaging software currently only support
G.711, or uncompressed, connections. For these situations, MTP transcoding or
packet-to-packet gateway functionality has been added to two of the new
modul es for the Catalyst 4000 and Catalyst 6000.

A packet-to-packet gateway is a device with DSPs that has the job of transcoding
between voice streams using different compression algorithms. That is, when a
user on an |IP phone at aremote location calls a user located at the central
location, the CallManager instructs the remote I P phone to use compressed voice,
or G.729a, only for the WAN call.

However, if the called user at the central siteis unavailable, the call rollsto the
uOne messaging system, which supports G.711 only. In this case, a packet-to-
packet gateway transcodes the G.729a voice stream to G.711 to leave a message
with the uOne Messaging Server.
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Voice Compression, IP-to-IP Packet Transcoding, and Conferencing

IP-to-IP Packet Gateway
Transcoding

Site 1 .
e Site 2

CallManager 3.0
uOne _CallManager 3.0 9 uOone
e

=
ot
-
o

O
3
o

Router/GW

G.729a Voice Stream

WAN with G.711 Voice Stream
: '\I\ILM:L::::@|L,!H Call e ﬁksiggzzsmtion Protocol
Processing @ '
= DSP Farm

2 2000, Cisco Systems, Inc. Www.clsco.com CIPTv2.0? -15

Connecting sites across an IP WAN for conference calls presents a complex
scenario. The H.323v2 signaling is the inter-cluster communication between
Cisco CalManagers during the call set up to notify the caller that they need a
DSP resource for their call. In this scenario, the Catalyst modules must perform
the conferencing service as well as the IP-to-1P transcoding service to
uncompress the WAN IP voice connection. In the illustration above, aremote
user joins a conference call at the three-participant conference call uses 11 DSP
channels: three conferencing channels, six G.711 channels, and two transcoding
channels.

The following is the breakdown:
= One DSP channel to convert the IPWAN G.729avoice cdl into G.711

= Three G.711 DSP channels to convert the G.711 stream into TDM for the
conferencing DSP

= Three channels from the conferencing DSP to mix the three callers together
= Three G.711 channels to convert the TDM voice back into G.711
= One DSP channel to convert G.711 into G.729afor the IP WAN caller
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MTP Transcoding Caveats

MTP Transcoding Caveats

» Catalyst MTP transcoding supports low bit-rate
codec-to-G.711 conversion, and vice versa
service only

* On the Catalyst 6000, transcoding services
cannot cross port boundaries

* Each CallManager must have its own MTP
transcoding resource configured

* If all n MTP transcoding sessions are used,
and an n + 1 connection is attempted, the next
call will be completed without using the MTP
transcoding resource

www.cisco.com

The following summary cavesats apply to Catalyst M TP transcoding:

» Catalyst MTP transcoding service only supports Low-bit-rate (LBR) codec
(G.723.1 or G.7293)-t0-G.711 conversion, and vice versa. Thereis no
support for LBR-to-LBR codec conversion.

= Onthe Catalyst 6000, transcoding services cannot cross-port boundaries.
» Each CallManager must have its own M TP transcoding resource configured.

« If all n MTP transcoding sessions are used, and an n + 1 connection is
attempted, the next call will be completed without using the MTP
transcoding resource. If this call attempted to use the software M TP function
to provide supplementary services, the call would connect, but any attempt
to use supplementary services would fail and could result in call
disconnection. If the call attempted to use the transcoding features, the call
would connect directly but no audio would be heard.
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Installation in Cisco CallManager Administration

Installation
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The figure above is the last figure in a series of slides that show the Cisco
CallManager Administration pages used to install and configure the WS-6608-x1
in the Cisco CallManager.

After installing the WS-6608-x1 in to the Catalyst 6000 and configuring through
the CLI of the Catalyst 6000, install the device in the Cisco CallManager
administration. The module has eight ports, each with itsown MAC and IP
address, and the resources can be allocated in the Cisco CallManager
administration.

Select Service and select either Conference Bridge or Transcoder to configure in
the Cisco CallManager Administration.

The following pages describe the steps used to configure conference bridge and
transcoding in the Cisco CallManager administration.

9-20 Cisco IP Telephony Copyright O 2000, Cisco Systems, Inc.



Conference Bridge
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The figure aboveisthelast slide in a series of slides to demonstrate the Cisco
CallManager Administration pages used to install and configure Conference
Bridge resourcesin the Cisco CallManager.

Servers and device pools must be configured before proceeding.
The procedureis asfollows:

1. Open Cisco CallManager Administration.

2. Click Service> Conference Bridge.

3. Select Hardwarein the Model Typefield.

4

Enter aMAC address (must be at least 12 characters) in the MAC address
field.

5. The Device Description field is automatically generated from the MAC
address you provide.

6. Enter any specia load information into the Special Load Information field,
or leave blank to use default.

7. Select adevice pool from the drop-down menu or choose Default, in the
Device Pool field.

8. Click Insert. A message displays stating that the Conference Bridge device
must be reset in order for the changes to take effect.

9. Click OK. The page refreshes and displays the conference device you just
added. The device should appear in the list on the |eft side of the page.
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10. Click Reset Device and follow the instructionsin the Reset Device dialog
box.
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Conference Bridge Parameters
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Servers, Device pools, Cisco CallManager, and Parameters must be configured
before proceeding with the steps.

The procedureis as follows:
1. Open Cisco CallManager Administration.
2. Click Service > Conference Bridge.

3. Click Conference Bridge Parameter s from either the top right-hand corner
or the bottom right-hand corner of the page.

The page refreshes and the Conference Bridge Parameters page appears.

Select adevice pool from the drop-down menu or choose Default. The
Cisco CallManagers in this device pool appear in the box to the left of the

page.
6. Highlight the Cisco CallManager on which you want to update the
conference parameters. The maximum number of users configured for both

an Ad-Hoc conference and a Meet-Me conference using Unicast appear in
the fields to the right of the page.

7. Change the maximum number of users accordingly and click Update.

Note You must reset each conference bridge device after making updates for the
changes to take affect. To do this, click Conference Bridge Configuration and select the
Conference Bridge device you want to reset. Next, click Reset Device and follow the
instructions in the Reset Device dialog box. Changes will only take place when there are
no active calls. When you click Restart, the changes are made immediately.
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Meet Me Number / Pattern
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The figure above isthe final didein aseries of slides used to demonstrate the
Cisco CallManager Administration pages used to install and configure Meet-Me
Number and Pattern Configuration.

The following prerequisites must be met before proceeding with the steps:
= Serversmust be configured

» Device pools must be configured

The procedureis as follows:

1. Open Cisco CallManager Administration.

2. Click Service > Conference Bridge.

3. Click Meet-Me Number/Pattern Configuration, from either the top right-
hand corner or the bottom right-hand corner of the page. The page refreshes
and the Meet-Me Number/Pattern Configuration page appears.

4. Enter aMeet-Me Numberg/pattern in the Pattern field.
Select a partition from the scroll menu in the Route Partition field.

Click Insert. The page refreshes and the new Meet-Me Numbers pattern
appearsin the list on the left side of the page.

Update or Delete

1. Fromthe Meet Me Number/Pattern Configuration page, select the Meet Me
Number/Pattern to Update or Delete. The page refreshes and the Meet Me
Number/Pattern Configuration page reflects the information related to the
Meet Me Number/Pattern selected.

2. Sdlect either Update or Delete and confirm dialog box defaults.
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The figure aboveisthefina slidein a series of slides used to demonstrate the
Cisco CallManager Administration pages used to install and configure a
Transcoding resource in Cisco CallManager.

To configure the transcoder:

1
2.
3.

Open Cisco CallManager Administration.
Click Service > Transcoder.

Enter aMAC address (must be at least 12 characters) in the MAC Address
field. Description field is automatically generated from the MAC address.

Enter any special load information into the Special Load Information field,
or leave blank to use default.

Select a device pool from the drop-down menu or choose Default in the
Device Pool field.

Click Insert. The page refreshes showing specific information, including
the status, for the transcoder you just configured. The transcoder should
now bein thelist on the left side of the page.
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Update, Delete or Reset

After selecting a transcoder resource from the left of the Configure Transcoder
page, select one of the following:

» Update to update the transcoder information in the Cisco CallManager.
» Deleteto delete the transcoder resource from the Cisco CallManager.

= Reset to restart or reset the transcoder resource.
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Summary

This section summarizes the concepts you learned in this chapter.

Summary

* The WS-X6608-T1/E1 module can have its
ports configured as conferencing or
transcoding resources.

* Only low bit-rate to high bit-rate
transcoding (and vice versa) is supported.

* The conferencing resource will transcode
low bit-rate calls to high bit-rate.

www.cisco.com

The WS-X6608-T1/E1 module can be configured as a DSP resource. Each port
on the module can be configured as different resources. For example, Port 1-2
could be left as T1/E1 resources and ports 3-5 could be transcoding resources
and ports 6-8 could be conferencing resources. Each port hasitsown MAC
address and has to be configured from the Catalyst CLI and in the Cisco
CallManager.

The transcoding resource can only transcode low bit-rate (G.723 or G.729) to
high bit-rate (G.711) and vice versa.

When acall comesin from the IP WAN using low bit-rate (G.723 or G.729) to
be in a conference, the conferencing resource transcodes that call because the
conferencing resource only supports G.711 codec for conferencing.
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Review Questions

Answer the following questions.

Review Questions

1. Can DSP resources be shared among Cisco
CallManagers in a cluster?

2. What codec transcoding does the
transcoding resource support?

3. Can a G.729a codec join a conference without
using a transcoding resource?

www.cisco.com

Q1) Digital Signaling Processor (DSP) resources provide transcoding and
conferencing resources. Can DSP resources be shared among Cisco
CallManagers in the same cluster?

Q2) Thetranscoding resource supports G.711, G.729 and G.723. What codecs can
the transcoding resource transcode to and from?

Q3) Whenacaller across the IP WAN uses G.729 across the IP WAN tojoin a
conference, can that caller join the conference without a transcoding resource?

Copyright O 2000, Cisco Systems, Inc. Catalyst DSP Provisioning 9-29



9-30 Cisco IP Telephony Copyright O 2000, Cisco Systems, Inc.



Cisco |P Phones

Overview

Cisco IP phones are full-featured telephones that can be plugged directly into
your 1P network. In this section, the following topics are discussed:

= Objectives

» Understanding Cisco IP Phones

» Configuring Cisco IP Phones and Features
= TraceBasic Call Processing

= Summary

= Review Questions



Objectives

This section lists the chapter objectives.

Objectives

Upon completion of this chapter, you will
be able to perform the following tasks:

* Identify and describe the hardware
components of the Cisco IP Phones

* ldentify and trace the call processing between
the phone and the CallManager

* Add and configure a phone and change new
user with and with out auto-registration

* Describe and Identify error codes and status
messages

www.cisco.com

Upon completion of this chapter, you will be able to complete the following
tasks:

= Given aCisco IP phone, identify and describe the hardware components of
the Cisco IP phones.

= Given aCisco IP phone on a P telephony network, identify and trace the
call processing between the phone and the CallManager.

= Given aCisco IP phone, add and configure a phone and change to a new
user with and with out auto-registration.

= Given aCisco IP phone on a P telephony network, describe and identify
error codes and status messages.
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Understanding Cisco IP Phones

The Cisco | P phones enable communications using voice over a data network.
To do this, the Cisco IP phones depend upon and interact with several other key
IP telephony components, including Cisco CallManager and telephony gateways
and routers. Detailed description of the feature, functions, and operation of the
Cisco IP phones are provided. The Cisco IP phones (12 SP+, 30 VIP, Cisco IP
Phone 7960 and Cisco IP Phone 7910) use some basic signaling and other
functions. The Cisco IP Phones 7960 and 7910 also bring some exciting new
features with them.

Cisco IP Phones

12 SP+ Cisco IP
] Phone 7960
Cisco IP
| g— 30VIP phone 7910

www.cisco.com

This section describes and identifies the hardware components of the following
Cisco IP phones:

= 12SP+
= 30VIP
= 7960

= 7910—Available at Cisco CallManager 3.0(2) release
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Cisco IP Phone Model 12 SP+

* Two-way speaker for ;
on-hook dialing w—

* 12 user-
programmable
feature buttons

* 40-character display
* Mute button

www.cisco.com

The Cisco IP Phone model 12 SP+ is an IP phone targeting the office user. This
phone supports 12 programmable line and feature buttons, and internal high-
quality two-way speakerphone, and microphone mute. The 12 SP+ also features
a2-line LCD display of 20 characters per line for call status and identification.
An LED associated with each of the 12 features and line buttons indicates
feature and line status.
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Model 12 SP+ Features

» Speakerphone with
automatic acoustic
echo cancellation

* Adjustable ringer
volume

* Hearing-aid
compatible

» Speaker on/off and
mute button

www.cisco.com

Features of this phone include:

= Twelve programmable feature buttons for accessing any combination of
lines/features. Y ou can use the default 12-series template for any 12-series
phone (12 S, 12 SP, or 12 SP+). Refer to the table on the following page for
adescription of the default Cisco IP Phone 12 SP+ templ ate.

= A speakerphone with automatic acoustic echo cancellation

» A 40-character LCD display, on two lines with 20 characters per line
= Speaker on/off and microphone mute buttons

» Adjustable speaker volume control

» Adjustable ringer volume control

= Anintegrated two-port Ethernet hub that allows the telephone and computer
to share a single Ethernet jack

» Direct connection to a 10BaseT Ethernet (RJ-45) network

= A hearing-aid compatible handset

= Anintegrated, user-adjustable handset amplifier

= Adjustablering tone

»  G.711/G.723.1 audio compression

» H.323 and NetMeeting compatibility

= AnIPaddress assignment (DHCP client or statically configured)
= Voice activity detection (VAD) programming

» Out-of-band dual tone multifrequency (DTMF) signaling to conserve
LAN/WAN bandwidth
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The following table shows the default 12 series template.

Button Feature Index Label

1 Line 1 Line 1

2 Line 2 Line 2

3 Redial 1 Redial

4 Speed Dial 1 Speed Dial 1
5 Speed Dial 2 Speed Dial 2
6 Speed Dial 3 Speed Dial 3
7 Hold 1 Hold

8 Transfer 1 Transfer

9 Forward All 1 Forward All
10 Call Park 1 Park

11 Message Waiting || 1 Msg Waiting
12 Conference 1 Conf
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Cisco IP Phone Model 30 VIP

* Two-way speaker for
on-hook dialing

» 30 feature buttons

* 26 user-
programmable
feature buttons

* 40-character display
* Mute button

www.cisco.com

The Cisco IP Phone model 30 VIP isafull-featured IP phone targeting
executives and corporate managers. This phone supports 26 programmable line
and feature buttons, an internal high-quality two-way speakerphone, microphone
mute, and a transfer button. The 30 VIP also features a LCD display of 40
charactersfor call status and identification. An LED associated with each of the
30 features and line buttons indicates feature and line status.
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Model 30 VIP. Features

» 30 feature buttons

* Redial, transfer, hold,
and display

* Voice activity
detection

* Headset compatible

www.cisco.com

Features of this phone include:
» 30 feature buttons:
— Four fixed-feature buttons for transfer, display, hold, and redial

— 26 feature buttons programmabl e as any combination of access
lines/features

— Thedefault 30 VIP template uses buttons 1 through 4 for lines, button 5
for Call Park, button 6 for redial, buttons 8 through 13 and 22 through
25 for speed dial, button 14 for message waiting indicator, button 15 for
call forward, and button 16 for conference. Refer to the table on the
following page for a description of the default Cisco IP Phone 30 VIP
template.

= Anintegrated two-port Ethernet hub that allows the telephone and computer
to share a single Ethernet jack

» Direct connection to a 10BaseT Ethernet (RJ-45) network

= A speakerphone with automatic acoustic echo cancellation

» A 40-character LCD display, on two lines with 20 characters per line
» Speaker on/off and microphone mute buttons

» Adjustable speaker, ringer, and headset volume controls

= A hearing-aid compatible handset

= Anintegrated, user-adjustable handset amplifier

= Adjustablering tone

»  G.711/G.723.1 audio compression

» H.323 and NetMeeting compatibility
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The following table shows the default 30 VIP template.

An |P address assignment (DHCP client or statically configured)

Voice Auto Detection (VAD) programming
Out-of-band DTMF signaling to conserve LAN/WAN bandwidth

Automatic redia

Button || Feature Index Label

1 Line 1 Line 1

2 Line 2 Line 2

3 Line 3 Line 3

4 Line 4 Line 4

5 Call Park 1 Call Park

6 Redial 1 Redial

7 None 1 None

8 Speed Dial 1 Speed Dial 1
9 Speed Dial 2 Speed Dial 2
10 Speed Dial 3 Speed Dial 3
11 Speed Dial 4 Speed Dial 4
12 Speed Dial 5 Speed Dial 5
13 Speed Dial 6 Speed Dial 6
14 Message Waiting 1 Msg Waiting
15 Forward All 1 Forward All
16 Conference 1 Conf

17 None 1 None

18 None 1 None

19 None 1 None

20 None 1 None

21 Speed Dial 7 Speed Dial 7
22 Speed Dial 8 Speed Dial 8
23 Speed Dial 9 Speed Dial 9
24 Speed Dial 10 Speed Dial 10
25 Speed Dial 11 Speed Dial 11
26 Speed Dial 12 Speed Dial 12

Copyright O 2000, Cisco Systems, Inc.
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Model 12 SP+ and 30 VIP
Specifications

 Two standard 10BaseT RJ -45 interfaces
(IEEE 802.3), allowing two connections:

—10BaseT network to phone connection
—* Hub port” for phone to PC/other device
* 48 VDC required power supply:
—For NA, 120 VAC, 60 Hz
» Other power configurations are also available

www.cisco.com

Two standard 10BaseT RJ-45 interfaces are included on each phone:
= One connection isfor the 10BaseT network to phone connection

= Onehub port that is for connecting the phone to a PC or other network
device

A 48 VVDC power supply isrequired. Thisis supplied locally at the desktop
using the included AC to DC power supply for North American models.

The power supply included for North American configurations requires 120
VAC, 60 Hz.

Optional power configurations include:
» 230VAC, 50 Hz
= 100VAC,50Hz
» 100 VAC, 60 Hz

Copyright O 2000, Cisco Systems, Inc. Cisco IP Phones  10-11




Cisco IP Phone 7910

¢« Common Areas—hallway,
break room, reception or
office cubicle

* Medium telephone traffic
* Single line

» Display area: 2 x 24
character based

* 10BaseT
* Message waiting

» Basic features

www.cisco.com

The Cisco IP Phone 7910 has a single line appearance. The display areaon the
Cisco IP Phone 7910 is 2 x 24 and is character based. The Cisco IP Phone 7910
has a message waiting indicator light on the handset and comes with other basic
features.

The basic feature member of the second-generation Cisco IP phone portfoliois
the 7910, primarily designed for common-use areas such as |obbies, break
rooms, and hallways that require basic features. This single-line phone also
provides four dedicated feature buttons, located prominently under the display
for Line, Hold, and Transfer. A system administrator can program an additional
group of feature access keys. The standard configuration for these keys includes,
speed dia, redial, messages, and conference.

The 7910 also provides alarge character-based 2x24 character LCD display. The
display provides features such as date and time, calling party name, calling party
number, and digits dialed.

Additional buttons for call monitor speaker (used for on-hook dialing) and
handset volume control, and a ringer and mute button for the handset
microphone are arranged at the bottom of the set.

The Cisco |P Phone 7910 plugsinto a standard RJ-45 Ethernet with one 10
BaseT interface. The 7910+SW model aso supports 10/100 BaseT and has 2 RJ-
45 connections.

The foot stand of the 7910 is adjustable from flat to 60 degrees to provide
optimum viewing of the display and comfortable use of all buttons and keys.
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Cisco IP Phone 7910

Specifications

* Hearing-aid-compatible (HAC) handset with
ADA-compliant volume

* G.711 and G.729a audio compression

* H.323 and Microsoft NetMeeting compatibility

* DHCP and BootP are supported

* DHCP automatically assigns IP addressee

« Comfort noise generation and voice activity
detection (VAD) programming on a system basis

* Designed to grow with system capabilities

www.cisco.com

The Cisco 7910 offers some basic specifications:

» Hearing-aid-compatible (HAC) handset with ADA-compliant volume
» G.711 and G.729a audio compression

» H.323 and Microsoft NetMeeting compatibility

» DHCP and BootP are supported

» DHCP automatically assigns I P addressee to devices when you plug in the
phone

= Comfort noise generation and voice activity detection (VAD) programming
on asystem basis

» Designed to grow with system capabilities; features will be able to keep pace
with new changes via software updates from the system
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Cisco IP. Phone 7960

Professional, Manager—
High or busy telephone traffic

Six lines—mix directory
numbers or features

Display area: calling
information, feature access
via soft keys, additional
display area for value-added
services and applications

Full duplex handsfree
Comfort noise

Built-in headset connection
10/100 BaseT, 3 Port switch

© 2000, Cisco Systems, Inc. WWwWWw.clsco.com CIPT v2.0—-10-13

The Cisco IP Phone 7960 includes an information button (button 1 is registered
as aline button) five programmable line or speed dia buttons, four on-screen
mode buttons for accessing voice mail messages and adjusting phone settings,
services, and directories, and four soft keys providing access to additional call
detail and functionality. The Cisco IP Phone 7960 includes an LCD display,
which is used to display call detail and soft key functions.

The default Cisco |P Phone 7960 template uses button 1 for line, and buttons 2
through 6 can be assigned as additional lines or speed dial. Other phone features,
such as call park, call forward, redial, voice mail, conferencing, and so on are
accessed using soft keys or on-screen program buttons on the Cisco |P Phone
7960. These buttons are not configurable, and therefore are not included in the
default template. The table below is a description of the default template for the
Cisco IP Phone 7960.

Button Feature Index Label

1 Line 1 Line 1

2 Line or Speed Dial 2 Line 2 or Speed Dial 1
3 Line or Speed Dial 1 Line 3 or Speed Dial 2
4 Line or Speed Dial 2 Line 4 or Speed Dial 3
5 Line or Speed Dial 3 Line 5 or Speed Dial 4
6 Line or Speed Dial 4 Line 6 or Speed Dial 5

Because of the complexity of these new features, Cisco CallManager does not
control all phone features. Many features, such as the information button, soft
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keys, and the on-screen mode buttons cannot be configured, but you can access
them locally from the phone.

Use Cisco CallManager to add a Cisco IP Phone 7960 to the database, assign
default and custom keypad templates, and configure directory lines.

The asynchronous response mode (ARM) core will implement the following
major features:

Graphical, soft key centric user interface (Ul).
Call control using an enhanced version of the skinny station protocol.

Connectivity will be through standard TCP/IP for both call control and RTP
VolP streaming over 10/100 M bps Ethernet.

Switch configuration will be through a proprietary IPCP protocol exchange
with the up stream switch. The IP address configuration will be through
DHCP. CallManager selection will be through a configuration file. The
configuration file will contain a prioritized list of CallManagers and will be
downloaded through TFTP. The ARM code will be field upgradeable
through download of an application image using TFTP. The ARM code will
also support a DNS stub resolver to allow the resolution of host names.

The digital signaling processor (DSP) firmware implements the following major
audio features:

G.711/ G.729 / per-call selectable encode/decode

Codec overlays allows per call overlays of larger low-bit-rate code segments
from the ARM main memory space viadual port memory.

Voice activity detection is an adaptive SNR-based for improved
performance under varying noise conditions.

Comfort noise generation per-codec selectable comfort noise generation65.
Gain/frequency response shaping blocks allows per-call and per-transducer
tailoring of gain and frequency response characteristics.

Echo control will implement handset, headset and hands free acoustic echo
control as required. Characteristics of this control will be per-transducer
based.

Tone/WAYV generation are single/dual sine generation facilities as well as
WAV prompt play outs.

Selectable audio frame-size is a per-call encode/decode of any speech
framesin a10 ms multiple.

Copyright O 2000, Cisco Systems, Inc.
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Supported Networking
Protocols

| Cisco IP Phone 7960 I « Internet (|p)

* Voice over IP (VoIP)
* Bootstrap (BootP)

e Trivial File Transfer
(TFTP)

* Dynamic Host Control
(DHCP)

» Cisco Discovery (CDP)
* Real-Time (RTP)
* User Datagram (UDP)

WWwWWw.clsco.com CIPT v2.0—10-14

The Cisco IP Phone 7960 supports industry standard and Cisco networking
protocols required for voice communication. The following are the supported
networking protocols on the Cisco | P Phone 7960:

= Internet Protocol (IP) isamessaging protocol that addresses and sends
packets across the network.

= Voiceover IP Protocol (VolP) enables transfer of voice communications
over adata network using the internet protocol.

= Bootstrap Protocol (BootP) enables a network device, such as the Cisco IP
Phone 7960 to discover certain startup information, such asits IP address.

» Trivia File Transfer Protocol (TFTP) allows transfer of files over the
network and enables configuration files specific to the phone type to be
obtained.

» Dynamic Host Control Protocol (DHCP) dynamically allocates and assigns
an |P address to network devices. DHCP also enables connection of the IP
phone into the network and become operational without manually assigning
an |P address and configuring additional required network parameters.

» Cisco Discovery Protocol (CDP) is a device-discovery protocol that runs on
al Cisco-manufactured equipment. Using CDP, a device can advertise its
existence to neighboring devices and receive information about neighboring
devicesin the network. The Cisco IP Phone 7960 uses CDP to communicate
information such as auxiliary VLAN ID, per port power management detail,
and QoS configuration information with the Cisco Catalyst switch.

» Real-Time Transport protocol (RTP) enables an audio media stream to be
established between two Voice over IP devices.

» User Datagram Protocol (UDP) is used by the RTP audio media stream and
uses UDP ports 16,384 through 32,767.
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Cisco IP Phone Operation

Cisco IP Phone Operation

* Phone and CallManager use a lightweight
active skinny station protocol over TCP/IP

« Skinny station protocol is an open stimulus
response architecture:

—All events at the phone are reported to the
CallManager

—All actions at the phone are directed by the
CallManager

www.cisco.com

The skinny station protocol is an active stimulus/response protocol that has been
published. It is lighter than the corresponding H.323 terminal requirementsin
both function and required message volume. A fully compliant H.323 device
would require implementation of H.225 and H.245.

The phone, in conjunction with the proxy services provided by the CallManager
service, is H.323 compliant. Voice with G.711 coding and combined with H.225
call setup and H.245 media control are done together.

The ITU-T has created recommendation H.323, which provides mechanisms for
establishing, controlling, and clearing information flows, including audio
information, between two H.323-compliant terminals. To implement afull
H.323-compliant terminal requires a high expenditure for computer power and
memory size. An H.323 proxy can be implemented in arelatively high-powered
server and can communicate to a simplified, skinny station efficiently using the
skinny station messaging system. Within the context of H.323, by implementing
the station telephone set as a skinny station over 1P and using a proxy for H.225
and H.245 signaling, arelatively inexpensive |P phone (such as an 10Base-T
phone) is constructed.

Cisco's IP phone solution has created a generalized messaging set that uses
skinny stations (Cisco IP phones) to coexist in an H.323 environment. Because
of the savingsin memory size, processor power, and complexity, the IP phone
provides a user station that is user friendly and cost effective. When coupled
with an H.323 proxy, the skinny station can interoperate with H.323-compliant
terminals to establish, control, and clear audio calls.
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H.323-Compliant Voice
Terminals

» CallManager terminates H.225/H.245 over
TCP/IP as an H.323 proxy for the phones,
redirecting the media stream to the phone

* Phone terminates the voice media stream over
RTP/UDP/IP

www.cisco.com

H.323 devices are communications devices that comply with the H.323
communications standard. In the CIPT system, NetMeeting and H.323-compliant
third-party gateways are considered H.323 devices.

Cisco CalManager differentiates between NetMeeting and third-party gateways
by the protocol side assigned (can be configured in devicesin Cisco
CalManager administration).

Y ou can use the optional mediatermination point to enable features such as hold
and transfer on calls using H.323 gateways or clients and to provide A-law to p-
law conversion.
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Phone’ s Actions on Startup

1) Get IP address, mask, DNS, and so forth
- Static or DHCP

DHCP CallManager
2) Get TFTP server address DNS TFTpg
 Static address ==y
Lajsj e Option 150 (single IP address) @I
one | * Option 66 (first IP address or DNS name) \ V

e Look up CiscoCMl.your.domain 3)
3 Get configuration from CallManager TFTP* 1) 9\
 List of up to three CallManagers 2\ 5)
* Region info and keyboard template _
* Version of code to run [u
4) Get new code (one time only)
5) Register with CallManager

* Use configuration in Flash after timeout

WWwWWw.clsco.com CIPT v2.0—-10-17

The Phone’ s Actions on Startup

1.

When atelephone is plugged into an Ethernet jack, assuming the
prerequisite infrastructure and a CallManager, the first thing that will
happen is the telephone will request an |P address from a Dynamic Host
Configuration Protocol (DHCP) server. In general, thisis the recommended
mode of operation. Static addressing can be supplied to the telephone, and
you can enter the IP address manually, but this would prevent mobility.

As part of that DHCP request, when an IP address is supplied to the
telephone, it is also possible to supply the address of the TFTP server, or
the CallManager from which the telephone will get its configuration. Once
again, the TFTP server address could be specified manually but this would
limit adds, moves, and changes and remove some of the benefits. This
TFTP server address can be given in several forms: either Option 150 or
Option 66 or the Bootstrap Protocol (BOOTP).

Once that address has been given, the phone will register itself with the
CallManager and download its configuration, which can contain alist of up
to five CallManagers that the telephone can use for call control. This
creates an extremely resilient system. The phone getsits region information
and also the features or functionality that each of the keyswill produce.

The phone receives any new codeit isto run. If, for example, the firmware
or the code that each telephone runsis changed, this can be added to the
CallManager. Once restarted, each telephone will automatically reload that
code. The telephones can be configured to auto register.

An administrator rolling out the phones would plug each onein and then
assign anumber. New phone entries will appear by Media Access Control
(MAC) address, which is how the CallManager ties the actual instrument to
atelephone number. An alternate, not the normal operation, would occur
when you plug in the telephone; CallManager would automatically give that
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telephone a line number. However, this would make things like directories
very difficult to set up.

* Use configuration in Flash after timeout.
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Making a Call

IP Telephone to IP Telephone

1) Off-hook and digit stimulus  '4) Off-hook stimulus

2) Play tone commands 5) Setup media stream command
3) Ring command 6) Audio stream established
CallManager

IP_ Phone Signaling Protocols

Skinny station (IP phone)
TAPI (soft phone)

TCP Signaling
(Port 2000)

TCP Signaling
(Port 2000)

@ .
r].‘l < > el
IP Phone A RTP Audio Stream (UDP Port 16384+) IP Phone B

www.cisco.com CIPT v2.0—10-18

When atelephone call is made from an | P telephone to an IP telephone, it isa
client/server model. The CallManager handles the call control pieces.
The procedureis:

1. Lift the handset, press the speaker button or pressthe “new call” soft key, on
the IP Telephone, it goes off-hook.

2. CalManager tells the phone to play adial tone. The .wav fileisin the phone.

3. Diaed digits are entered, dialing the phone across the street. CallManager
performs digit analysis and dials that extension and the phone rings.

4. When the called party answers, the called phone generates an off-hook
stimulus to CallManager.

5. CalManager informs the two telephones to set up the media stream between
the two phones.

6. Oncethe audio stream is established, using the Real-Time Transport Protocol
(RTP), the CalManager is effectively out of the picture and the two
telephones can communicate directly.

As of CallManager 2.3, the RTP audio stream uses User Datagram Protocol
(UDP) ports 16,384 through 32,767.

Thisisan important point as these UDP port ranges are synergistic with those
used on the Cisco IOS™ gateways. Consequently, IP/RTP priority can now be
used to prioritize traffic for both Cisco 10S gateways and the | P telephones.

Copyright O 2000, Cisco Systems, Inc. Cisco IP Phones  10-21



Making a Call
IP Phone to H.323 Gatewa

1) Off-hook and digit stimulus 4) H.323 connect

2) Play tone commands 5) Setup media stream command

3) H.323 setup 6) Audio stream established
CallManager P RSN

PSTN )
- /J Gateway
Y Signaling
%3001 Protocols
1/1/0 7 H.323v2
Skinny Gateway

& r%l
o B B
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In this example, the CallManager isthe H.232 proxy for the phone.

Making a call from an IP telephone to a H.323 device, such as a Cisco |10S
gateway that is connected to a PBX, directly to an extension, or to the PSTN,
uses adightly different setup method. The IP telephone talks the skinny client
protocol, and the Cisco 10S gateway talks H.323.

The procedureis:

1. Thetelephone goes off-hook.

It plays the tones and you dia the digits you need to dial.
CallManager acts as a proxy.

CallManager sets up the call to the Cisco |0S gateway.

Once the Cisco 10S gateway is reached it answers the telephone.

© o &~ w0 DN

An RTP stream is directly between the two devices and Cisco CallManager is
no longer involved in the process until call tear down occurs.
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IP Telephone Configuration

* Load ID, should not be modified
* Keypad template, if customized
* Device pool assignment, if defined:

Region, time zone, CallManager
redundancy group

* Display (name instead of directory number)
* Phone number, if customization required
Note: Above parameters all have defaults

and need not be configured

www.cisco.com

Load ID identifies the executable code image version for the phones. If |eft
blank, it specifiesthe default version. Thisisthe case unlessinstructed by Cisco
consultants. The load images are downloaded to the phone the first time the
phone registers with CallManager. Any subsequent initialization (resetting) will
cause the phone to check the load ID with the CallManager; if it isthe same, no
downloading is done. Load files (*.bin) are stored in the \TFTPPath directory on
the CallManager server at installation time.

A customized keypad template may be defined and assigned to a group of
phones.

There are default templates included with the CallManager:

» Default 12 SP+

» Default 30 VIP

» Default 7960

» Default 7910—Available with Cisco CallManager 3.0(2)

A different template can be configured for a phone before or after initial
registration. If done before, reset the phone so the template can take effect.
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Device Parameter Maintenance

* Use CallManager Administration to configure
default settings for each type of Cisco IP
phone and Cisco access gateway

» Defaults are configured by device type:
— Load ID
— Keypad template
— Device pool

www.cisco.com

Device types are defined for both current and legacy equipment. Defaults are
used at the first registration of the phone with the CallManager to set the device.
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Load ID

 |dentifies the executable for the device

* Program load is verified during device
registration

* Load files (*.bin) are stored in the
\ Cisco\ TFTPPath directory on the CallManager
server at CIPT installation

* Updated for the device type when files for the
device type are updated or patched

www.cisco.com

There are two types of loads. phone loads and gateway |oads. Loads are files that
contain updated application software. During installation or upgrade, the latest
loads are automatically provided. However, the phone can also receive aload
between releases that may contain patches or other information important to the
devices that use loads, such as phones or gateways. Users can enter the current
phone load ID for the Cisco CallManager version they are running, or leave this
field blank to use the system default.

Theload ID is verified at every registration (reset) of the phone with the
CalManager. Any change will cause the phone to load new code.

There are load IDs for both current and legacy (no longer sold) instruments.

Copyright O 2000, Cisco Systems, Inc. Cisco IP Phones  10-25




Device Pool

Each device type is assigned a default
device pool:

* Region
« Date/time group
« CallManager group

www.cisco.com

Device pools reduce administration time by allowing an administrator to specify
region, data/time group, and CallManager group criteria that will be common
among many devices. When a hew device is added, administrators will select the
device pool that contains the parameters they want to use for that device. Device
pools alow the assignment of the three parameters using a single val ue.

Device pool assignment causes the phone to obtain the following characteristics
defined for the device pool:

= Region
= Date/time group
» Cisco CalManager group

There may be as many device pools as there are unique combinations of these
three parameters in a given installation.
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Auto Registration

* Automatically assigns a directory number to
the first line appearance of a Cisco IP Phone

* Done at first registration with CallManager
 Off by default

* Enabled by configuring a range of directory
numbers using Cisco CallManager
administration

www.cisco.com

Auto registration allows the system to automatically register |P phones when
they are plugged into the system. This feature isturned on and off in
CalManager administration.

If auto registration isturned on prior to installing the phones, the phones will
automatically register with Cisco CallManager once they are plugged in. If auto
registration is not turned on, the phones must be added to the system database
manually using Add a New Device in Cisco CallManager administration.
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Auto Registration
Directory Numbers

* New phones are automatically assigned the
next available directory number by
CallManager

* A phone moved to a new location keeps the
same directory number

www.cisco.com

A directory number is the telephone number or internal extension assigned to a
Cisco IP phone, for example, 1001. The directory number is assigned to the
phoneitself, not alocation or auser. If the phone is moved, it retains the same
directory number. If desired, the directory number can easily be changed using
Cisco CallManager administration.

Auto registration is a Cisco CallManager feature that automatically assigns
directory numbers to phones as the phones are connected to the network. If
administrators want to use auto registration, they must first set a range of
directory numbers for auto registration. To save directory numbers, unplug
unused |P phones when auto-registration is turned on.
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Power

Three Ways to Power IP Phones

=

* Inline power

—Needs powered linecards for Catalyst
switches

—Uses Pins 1, 2, 3, and 6 (same as Ethernet)
for delivering —48V

* External power
—Needs external power patch panel
—Patch panel delivers —48V over Pins 4,5, 7,

and 8 :
« Wall power W= E

—Needs DC converter for connecting IP phone
to wall outlet

Combination of ways can be used for redundancyl

www.cisco.com CIPT

The Cisco IP Phones 7960 and 7910 are capable of using the following three
options for power. (Cisco IP Phones 12 SP+ and 30 VIP can only use option 3,
wall power):

= Inline power
— Needs powered linecards for the Catalyst switches.

— TheCatalyst will use Pins 1, 2, 3, and 6 (same as Ethernet) for
delivering negative 48 volts (-48V)

= Externa power
— Needs external power patch panel

— The Patch Panel delivers negative 48 volts (-48 V) over Pins 4, 5, 7,
and 8

= Wall power—needs DC converter for connecting IP phones to awall outlet.

Note A combination of ways to power the Cisco IP phones can be used for
redundancy.
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Catalyst Switch and Phone
Interaction

1. Phone Discovery

2. Provide Power

3. CDP
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The following is the process used by the Cisco IP Phones (7960 and 7910) to get
inline power from the Catalyst switch.

Unpowered phone plugs into powered linecard port, with admin mode on the
switch set to auto or on.

Port senses the device using phone discovery mechanism and reportsit to
the supervisor.

Supervisor checks power budget, alocates default amount and informs port
to apply —48V.

Port turns on power to the phone and reports link up to supervisor, once the
PHY on the phoneis enabled.

If phone was powered by external patch panel or wall power, switch port
will report link up to supervisor.

Phone begins CDP exchange with the switch and getsits VLAN ID (VVID)
aswell as reports actual power needed for operation.

Phone will now send a DHCP request on that VLAN for an IP address.

10-30

Cisco IP Telephony

Copyright 0 2000, Cisco Systems, Inc.




Copyright O 2000, Cisco Systems, Inc. Cisco IP Phones  10-31



Configuring Cisco IP Phones and Features

Configure Cisco IP. Phones
and Features

The following topics are discussed in this
section:

I[P address plan

* Adding

* Finding

* Deleting

* Resetting and updating

* Assigning a user

» Assigning a phone button template

» Configure hook flash duration

 Display current configuration

www.cisco.com

Adding and configuring a Cisco |P phone is done using the Cisco CallManager
administration. The following concepts are covered in this section:

»« |Paddressplan

= Adding
« Finding
« Deleting

» Resetting and updating

= Assigning auser

= Assigning a phone button template
= Configure hook flash duration

« Display current configuration
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IP Address Plan

IP Addressing Deployment Options

IP phone + PC on P phone + PC 0 IP phone + PC share
same switch ports same switch ports the same device

L 117168249.100 (soft phone)
__1471.68.249.100 -
= e Gl
10.1.1.1 —
[“171.68.249.101 ! 1.68.249.100

_i IP phone uses _i

Real IP addresses \" 10.0.0.0" Network Real IP addresses

Cisco Systems, Inc. www.cisco.com

Cisco IP phones need | P addresses and the following recommendations are made
for IP addressing deployment. Is there enough address space to support “X”
number of phones? If not, use the following recommendations:

Continue to use existing addressing for data devices (PCs, workstations, and
so forth)

Add IP phones with DHCP as the mechanism for getting addressees.

If subnets are available in existing address space then use them for IP
phones.

If not, then use private addressing (network 10 or network 172.16 — 172.20).

LAN and private IP WAN will carry these routes and route between both the
address space.

WAN gateway to Internet should block private addresses, just like today
with data devices.

Note Phones don't work across NAT/PAT/ firewall boundaries today.
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Adding a New Phone

Add a New Phone

kol allManager Adminmiration

T = S e —

Add a New Phone Select Phone Type
Bt i Vel o Wik plorma s e v i idill Hilay 100 G-l
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Before a Cisco |P phone can be used, the phone must be added to Cisco
CallManager.

Before you begin, the phone must reset after making changes to apply the new
settings. These settings are not available for all phone types. Only the settings
appropriate to the model selected appear on screen.

Follow these stepsto add a Cisco IP phone to Cisco CallManager.
Open Cisco CallManager Administration.
Select Devices > Add a Device. The Add Device page is displayed.
Select Device Type > Phone.

1

2.

3

4. Select the appropriate model from the Model drop-down list.

5. Enter the appropriate settings as described in table on the following page.
6

Add adirectory number to this phone.

Note These settings are not available for all phone types. Only the settings
appropriate to the model selected appear on screen.
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The following table shows IP phone configuration settings.

‘lFieId ‘lDescription ‘lUsage Notes
IModeI Identifies the type of Cisco IP phone. ||Once you select the model, you
cannot modify it.
IMAC Address |lldentifies hardware-based telephones alue must be 12 hexadecimal
and device name. characters.
|Device Name Ildentifies software-based telephones. alue can include 1-128 characters,
including alphanumeric, dot, dash,
or underscores.
Only available for software-based
phones.
|Description |Clarifies the purpose of the device. Can be user’s name or phones
location.
Load Specifies custom software for a Cisco |[Values entered here override the
Information IIP phone. default values for the current model.
IDevice Pool The region, date/time groups, and
Cisco CallManager group combination.
|Location Specifies the remote location accessed

using restricted bandwidth connections.

|Calling Search ||Specifies the collection of route
Space partitions searched to determine how a
dialed number should be routed.

|Button Template||Determines the configuration of buttons ||[Not available for software-only
on a phone and identifies which feature |[phones.

(line, speed dial, and so on) is used for
each button.

|Directory Specifies the primary and secondary ||Used for Cisco IP Phone 7960 only.
Services URL |[iservers from which the phone obtains
directory information.

Voice Mail URL ||Specifies the primary and secondary ||Used for Cisco IP Phone 7960 only.
servers from which the phone obtains
directory information.

Specifies the number to send as caller ||Used for H.323 clients only.

Outgoing Caller
| ID for outgoing calls.

ID Pattern

ICaIIing Party |Determines what to display if a call to  ||Used for H.323 clients only.

Selection this device is forwarded or transferred.

Caller ID |Used for H.323 clients only.
|Presentation

Media Determines whether or not a media |Used for H.323 clients only.
Termination termination point is used to implement

Point Required |[features that H.323 does not support

(such as hold and transfer).
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Adding a Directory Number
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Follow these instructions to add a directory line to a specific phone.

Before you begin, the Cisco IP phone must be added to Cisco CallManager
before adding a directory line.

Follow these stepsto add a directory number:
1. Open Cisco CalManager Administration.
2. Select Devices > Phone. The Phone Search page displays.

3. Enter search criteriato locate a specific phone. A list of discovered
devices appears.

4. Click Device Name. The Phone Configuration page displays, with the lines
listed on the left side.

5. Click an unassigned line (Line 1, Line 2, and so on). The Directory Number
Configuration page displays.

6. Enter the appropriate settings as described in the table on the following page.

7. Click Insert and Close.

10-36

Cisco IP Telephony

Copyright 0 2000, Cisco Systems, Inc.



The following table shows the directory line configuration settings.

|Field Description Usage Notes

IDirectory Number

Directory Ilndicates a dialable phone number. ||Values must be 1-32 numeric characters, *, or
Number #.

Unique in combination with partition.

|Partition Indicates the route partition to which [|Can appear in more than one partition.

the directory number belongs. . . o . .
Unique in combination with the directory

number.

Appears only if configured in the system.

IDirectory Number Settings

ICaIIing Collection of partitions that are Changes cause update of the numbers listed
Search searched for numbers called from in the Call Pickup Group field.
Space this directory number. . . . o
Applies to all devices using this directory
number.
|Call Waiting ||Specifies whether this directory Applies to all devices using this directory

number uses call waiting when a line |[number.
is busy (On), responds with a busy
signal (Off), or uses the system-wide
default setting (default).

ICaII Forward and Pickup Settings

Call Pickup |[Indicates a number that can be

Group dialed to answer calls to this
directory number (in the specified
partition).
|Forward All ||Indicates the directory number to Any dialable phone number, including an
which all calls are forwarded. |outside destination.
Applies to all devices using this directory
|number.
|Calling Indicates the calling search space to ||Applies to all devices using this directory
Search use when forwarding to the specified |[number.
Space destination.

Forward Indicates the directory number that a [{Any dialable phone number, including an
Busy call is forwarded to when the line is in|joutside destination.
use.
Applies to all devices using this directory
number.
|Calling Indicates the calling search space to ||Applies to all devices using this directory
Search use when forwarding to the specified |[number.
Space destination.
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IForward No |[Indicates the directory number that a [[Any dialable phone number, including an
Answer call is forwarded to when no one outside destination.

answers after 4 rings. ) . . o
Applies to all devices using this directory
[number.
|Calling Indicates the calling search space to ||Applies to all devices using this directory
Search use when forwarding to the specified |[number.
Space destination. . . .
Appears only if configured in the system.

ILine Settings for this Phone

IDispIay Indicates text that appears on the IMaximum of 30 alphanumeric characters.
called party's phone when a call is . . )
placed from this line. Typically use the user's name or the directory

[number.

Applies only to the current device.

|Label Indicates the text for the line button ||Applies only to the current device.
on this phone.

Cisco IP Phone 7960—displayed on
the LCD.

Other Cisco IP phones—not
displayed but could be used when
printing button templates.

Disable ring ||Stops the phone from ringing to Applies only to the current device.

on this line |lindicate incoming calls.

External Indicates phone number (or mask) [[Maximum of 30 number and "X" characters.
Phone used to send caller ID information The X characters must appear at the end of
Number when placing a call from this line. the pattern.

Mask
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Finding a Phone

Finding a Phone
_.:: -:qu .Q.a:.u .| g q

")l Drop down menu
to select criteria

&

www.cisco.com

Follow these steps to search for a specific phone in the Cisco CallManager
database:

1. Open Cisco CalManager Administration.
2. Select Devices > Phone. The Find and List Phones page displays.
3. Select one of the following options from the Device Name menu:
— Device Name
— Description
— Directory Number
— Caling Search Space
— Device Pool
4. Select one of the following options from the begins with menu:
— beginswith
— contains

— endswith
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Finding a Phone

— isexactly

—  exists

— isempty
5. Enter theitem to search for in the Find field.

6. Click Find. A list of the first 20 discovered devices appears displaying the
following:

Deviceicon
Device Name
Description
Device Pool
Copy

Delete

Reset

The total number of devices and pages are also listed on this page.

7. Toview the next set of discovered devices, click Next.

Use searching by Calling Search Space or Device Pool. If calling search space
or device pool is selected, the options available in the database display. Select
one of these options from the drop-down list box below the Find button:

= Device Name

= Description

= Directory Number
» Calling Search Space

= Device Pool

= Beginswith
« Contains

« Endswith

= Isexactly

= Isnot empty

= Isempty

Finding All Phones in the Database
To find al phones registered in the database, select these search criteria:

Device Nameis not empty
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Deleting a Phone

Deleting a Phone
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Perform the following procedure to delete a Cisco IP phone from
Cisco CallManager:

1. Open Cisco CallManager Administration.
2. Select Devices > Phone. The Phone Search page displays.

3. Enter search criteriato locate a specific phone. A list of discovered devices
appears.

4. Click the Deleteicon next to the phone you want to delete. A message
appears verifying that you want to delete the phone.

5. Click OK.
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Resetting a Phone

Resetting a Phone
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Perform the following procedure to reset a Cisco IP phone using
Cisco CallManager.

Before you begin, if acall isin progress, the phone does not reset until the cal is
finished.

Procedure
1. Open Cisco CallManager Administration.
2. Select Devices > Phone. The Phone Search page displays.

3. Enter search criteriato locate a specific phone. A list of discovered devices
appears.

4. Click the Reset button next to the phone you want to reset. The Reset Device
page displays.
5. Click one of the following:
— Restart Device—restarts a device without shutting it down.

— Reset Device—shuts down adevice and bring it back up.

Note You can reset the phone by pressing * * #X* *
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Updating a Phone

Updating a Phone

ot * ) I..'I FEETIE

Make changes then
select “ Update”
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Perform the following procedure to update a Cisco IP phone from
Cisco CallManager:

1. Open Cisco CallManager Administration.
2. Select Devices > Phone. The Phone Search page displays.

3. Enter search criteriato locate a specific phone. A list of discovered devices
appears.

4. Click Device Name. The Phone Configuration page displays.
5. Enter desired changes.
6. Click Update.
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Copying an Existing Phone

Copying an Existing Phone

Make desired changes
to selected phone,
then select “ Copy”
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When manually adding several similar phones to the Cisco CallManager
database, add one and then copy its basic settings to apply to another phone. The
MAC address must change before inserting the new phone into the database.

Perform the following procedure to copy a phone's settings:
1. Open Cisco CallManager Administration.
2. Select Devices > Phone. The Phone Search page displays.

w

Enter search criteriato locate a specific phone. A list of discovered devices
appears.

Click Device Name. The Phone Configuration page displays.
Enter desired changes.

Click Copy.

Enter the MAC address of the new phone.

© N o g &

Click Insert.
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Creating Phone Button Templates

Creating Custom Phone
Button Templates

* Ensure that features that are described on the quick
reference card includes the following:

—12 SP+—Line (one or more), hold, call park, and
forward all

—30 VIP—Line (one or more), call park, and forward all
—7910—Line, hold and transfer
—7960—Line (one or more)

* Consider the nature of each feature in order to
determine how to configure button templates

» Each feature selected must include the number of times
this feature is to appear on the button template
(the feature index)

www.cisco.com

Use the following guidelines when creating custom button templ ates:

= Endusersreceive aquick reference card and/or getting started guide that
describes the most basic features. If custom template is created to be used by
employees in a company, ensure it includes the following features that are
described on the quick reference card:

— 12 SP+—Line (one or more), hold, Call Park, and forward all.
— 30 VIP—Line (one or more), Cal Park, and forward all.
— 7960—Line (one or more)

= Consider the nature of each feature to determine how to configure button
template. Multiple buttons can be assigned to speed dial and line. However,
usually only one is required of the other features described in the table
below.

» For each feature selected, select the number of times this feature to appears
on the button template (the feature index).
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The following table shows phone feature descriptions.

|Feature ‘lDescription

Answer/release Used in conjunction with a headset apparatus so the user can press a button on the

headset apparatus to answer and release (disconnect) calls.

Auto answer If this feature is programmed on the template, activating this button causes the phone

to go off-hook (speakerphone) automatically when an incoming call is received.

this button, the call is parked at a directory number for later retrieval. You must have a
call park number or range configured in the system for this button to work, and you
should provide that number or range to your users so they can dial into the number(s)

|Call park Used in conjunction with a call park number or range so that when the user presses
to retrieve calls.

|Conference hen users press this button, they are initiating an Ad Hoc conference and they
expect to call other participants to conference them in one at a time. Only the person
initiating an Ad Hoc conference needs a Conference button. You must have
configured an Ad Hoc conference device in Cisco CallManager Administration for this
button to work.

can designate the forward all in the User Web pages, or you can designate a forward

|Forward all Users press this button to forward all calls to the designated directory number. Users
all number for each user in Cisco CallManager Administration.

presses the flashing line button or lifts the handset and presses the flashing line
button for the call on hold. The caller on hold hears a tone every 10 seconds to

|Hold Users press this button to place an active call on hold. To retrieve a call on hold, user
indicate the hold status. No configuration is necessary for this feature to work.

|Line Users press this button to dial a number or to answer an incoming call. You must have
added line numbers on the user phone for this button to work. Line 1 is required on all
phones

Meet-Me hen users press this button, they are initiating a meet-me conference and they

conference expect other invited users to dial into the conference. Only the person initiating a

meet-me conference needs a meet-me button. You must have configured a meet-me
conference device in Cisco CallManager Administration for this button to work.

|Message waiting Users press this button to connect to the voice messaging system. For instructions on
connecting the message waiting directory number with a third-party voice mail system.

|None ||Use none to leave a button unassigned to any feature.

IRediaI Users press this button to redial the last number dialed on the Cisco IP phone. No

configuration is necessary for this feature to work.

dial numbers in the User Web pages, or you can designate a speed-dial number for

Speed-dial Users press this button to speed dial a specified number. User can designate speed-
each user in Cisco CallManager Administration.

Transfer Users press this button to transfer an active call to another directory number. No
configuration is necessary for this feature to work.
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Adding a Phone Button
Template
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Creating and using templates is afast way to assign a common button
configuration to alarge number of phones. For example, if usersin acompany
do not use the conference feature, create atemplate that reassigns this button to a
different feature, such as speed dial. Four default templates are included with the
Cisco CallManager: Default 12 SP+ (for all 12-series phones), Default 30 SP+,
Default 30 VIP, and Default 7960. When adding phones, assign one of these
templates to the phone, or create one.

Before you begin, if you are creating a custom button template, be sure to review
the guidelines for creating custom templ ates.

Follow these stepsto create a new button template:

1. Open Cisco CallManager Administration.

2. Select Devices > Phone Button Template.

Y ou must decide which method to use to create this template.

Based on existing template, the new template exactly duplicates the existing
template. Y ou must update this new template if you want it to be different than
the original.

A new design for a specific phone must have each button set up individually, as
follows:

1. Choose the method to create this template.

2. Sdlect atemplate and click Copy to create a new template based on the
selected template. The new template exactly duplicates the existing
template and automatically assigns it a new name. Update this new template
if you want it to be different than the original.

3. Sdlect aphone and click Continue to create a new template and assign each
button individually.
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4. Make desired changes to the fields described in the phone button
configuration settings table below:

|Fie|d ‘lDescription ‘lUsage Notes
Template Name Unique name used by CallManager to I- Use any 1-50
identify the template. characters.
|w  Each template must
have a unique name.
|Feature Specifies the function of the phone
button when the template is used.
(Index Specifies the instance of a feature so For the Cisco IP phone
that templates can have multiple 7960, first button is always
instances of the same feature. Line 1.
|Label Text that appears when the template is |[Name or number for speed
displayed in the administration interface |dials.
or printed on some Cisco IP phones.

5. Click Insert to add the new template.
6. Click View Button Layout to verify the button layout.
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Modifying a Phone Button Template

Modifying Phone Button
Templates

Phone Button Template Configuration
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Y ou can make changes to the default template templates included with Cisco
CallManager or customer templates you created.

Deleting a Button Template

A template that is assigned to one or more devices cannot be deleted. All Cisco
I P phones using the template to be deleted must be reassigned to a different
button template before you can delete the templ ate.

Follow these steps to delete a button templ ate:
1. Open Cisco CalManager Administration.

2. Select Devices > Phone Button Template. A listing of current button
templates appears on the | eft side of the screen.

3. Click the button template you want to delete. The phone button template
configuration page displays.

4. Click Delete. A message displays verifying that you want to delete the
template.

5. Click OK to delete the template. A message appears verifying that the
template was del eted.

6. Click OK to continue.
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Renaming a Button Template

Renaming a template does not affect the phones that use the template. All Cisco
IP phones that use this template continue to use this template once it is renamed.

Follow these steps to rename a button template:
1. Open Cisco CallManager

2. Select Devices > Phone Button Template. A listing of current button
templates appears on the | eft side of the screen.

3. Click the button template you want to rename. The phone button template
configuration page displays.

4. Enter the new name in the Template Name field.

5. Click Update. The template re-displays with the new name.

Updating a Button Template

Before you begin, remember that when you update a template, the change affects
all phones that use the template.

Follow these stepsto update an existing button template:
1. Open Cisco CalManager Administration.

2. Select Devices > Phone Button Template. A listing of current button
templates appears on the | eft side of the screen.

3. Click the button template you want to rename. The phone button template
configuration page displays.

4. Enter the desired changes.
5. Click Update.

— Thetemplate reappears with the changes assigned to it.

— You must restart devices using the template after updating it.
6. Click Restart devicesto apply the updated button template.
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Phone Features
Y ou can configure Call Park and Call Pickup for phones.

Phone Features

N\

Call Pickup Canfiguiation

il
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Configuring Call Park
Call Park alows you to place a call on hold so that anyone connected to the
Cisco CalManager system can retrieve it. One, or arange of Call Park numbers,
must be configured in the Cisco CallManager administration for this feature to
be used.

For example, if an active call at extension 1000, park the call to acall park
extension such as 1234. Anyone connected to the system can then dial 1234 to
retrieve the call.

To use Call Park, add the call park extension (in this case, 1234) in
Cisco CalManager administration. Add the call park extension when
configuring phone featuresin Cisco CallManager.

Configuring Call Pickup

Call pickup allows you to use your phone to answer another ringing phonein
your designated call pickup group.

For example, if auser isassigned to a call pickup group, they are able to pick up
callsto their group that are sitting in a group queue.

On the Cisco IP Phone 7960 there is a Group Pickup. This feature allows the
usersto pick up acall in another call pickup group queue when the user has no
callsintheir own group’s queue.
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Configure call pickup when configuring phone features in Cisco CallManager
administration.
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Error Codes and Status Messages

Details of error codes and status messages displayed on the Cisco 12 SP+ and 30
VIP Phones aid in troubleshooting.

Phone Status Codes

* To display a phone’ s
status code, press * *

* Code examples:
— 0x00400—Check sum error

— 0Ox00010—TFTP access
error

— 0x00001—DHCP disabled

www.cisco.com

The Cisco IP Phones 12 SP+ and 30 VIP have a digital display and can display
status codes. The normal status following a successful registration is 0x04800
boot patch installed, TFTP file received.

The status is a 20-bit code, presented as 5 hex digits in the documentation. Each
digit isinterpreted independently. These values report status, not just errors.

A detailed list of the status codes can be found in the product documentation.

The following key sequences are examples of keystrokes that can be used to
access arange of information on the status of the phone, or to initiate tasks:

n Display load

. X Display status

« **9  Display call bandwidth used
n *FH Displays DHCP information

s ** #** Reset with current saved values
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Phone LED Status Display

* LEDs on the phones .
can be used to LED =3
determine network ' =a
and software status:

* For example, '
network connection
status

e | ED Cause 12 SP+ 30 VIP
1 DHCPis disabled
2 DHCP timeout
3 TFTP error
4 DNS error

© 2000, Cisco Systems, Inc. WwWw.clsco.com CIPT v2.0—10-42

In addition to the information displayed on the status display, information can
also be communicated viathe phones LED displays. These are the four line
lights on the top left side.

Detailed information on the LED status codes can be found in the user
documentation.
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Phone Reset Causes

* A phone reset can result from:
—Power loss
—Loss of Gateway
—Ethernet connectivity failure
—Keypad (local) reset “ * * # * * 7
—CallManager Administration directed reset
—CallManager restart

* Resetting a phone disconnects any call in
progress

www.cisco.com CIPT v2.0—10-43

If the phoneisreset, areset cause code will be displayed. The following can
result in any of the Cisco IP phones resetting:

= Power loss

» Lossof gateway—a gateway is disconnected or powers down.
» Ethernet connectivity failure—Layer 1 problem

= Keypad

— Entering ** #** will cause the phone to reset using the current values
for the phone.

— Entering 0.0.0.0 for an IP address will cause the phone to reset.
» CalManager administration directed reset from the device phone section
» CalManager restart using control center or server reboot.

During a power outage, if a PC is connected through the hub in the phone, the
Ethernet connection to the PC islost.
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Phone Reset Codes

» Resetting E3—No TCP connection could be made to a
CallManager

» Resetting E4—DHCP timed out and there is no configuration
information stored in the phone’ s flash memory

» Resetting E5—Resetting in response to a
StationRegisterRejectMessage request from the CallManager

» Resetting E6—The configuration file contained invalid
information

* Resetting E7—DNS failed on the TFTP server name

* Resetting E8—Resetting in response to a StationResetID
request from the CallManager

* Resetting E9—Resetting in response to DHCP/BOOTP server
response of 255.255.255.255 for any of the following: Host,
TFTP, DNS, or Default gateway (router) IP address

www.cisco.com

Codes that identify the cause of areset are displayed at the Cisco 12 SP+ and 30
VIP Phones, as the reset initiates are the following:

» Resetting E3 means that no TCP connection could be madeto a
CdlManager.

» Resetting E4 means the DHCP has timed out and there is ho configuration
information stored n the phone’ s flash memory.

» Resetting E5 means the phoneis resetting in responseto a
StationRegi sterRej ectM essage request from the CallManager was sent.

» Resetting E6 means the configuration file contained invalid information.
» Resetting E7 meansthe DNS failed on the TFTP server name.

» Resetting E8 means the phoneis resetting in response to a StationReset|D
request from the CallManager.

» Resetting E9 means that the phoneis resetting in response to DHCP/BOOTP
server response of 255.255.255.255 for any of the following: Host, TFTP,
DNS, or Default gateway (router) |P address.

Detailed information on these codes can be found in the user documentation.
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Phone Reset Progress

* Describes the automatic loading of the
phone’ s program and attempt to connect to
and communicate with the Ethernet network

* When the phone is powered up or reset, it
goes through the boot process

* LEDs show the steps, or states, of the boot
process

* When the phone reaches a point where it can
make and receive calls, all of the boot status
LEDs are cleared, and the date and time are
displayed

www.cisco.com

For example, the Cisco 12 SP+ and 30 VIP Phones automatically retry to register
after aprevious registration attempt is denied because of insufficient user
licenses.

When the phone reaches a point where it can make and receive calls, all of the
boot status LEDs are cleared. Some occurrences during the boot process are
saved as network connection status. Y ou can view the network connection status
at any time while the phone is running.

Detailed information on the status codes can be found in the user documentation.
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Trace Basic Call Processing

To accomplish any type of problem determination and resolution, a baseline
must be established. The following describes and lists the stepsin the call
processing from phone to phone.

Syslog and Trace

[ R ] |
| el ] BeiCammn | Casts |
¥ Topa
R T i
3 r
w yow = wa w
P KW R i P What types of activities
e Emm 5 you want written to the log
— (Debug, events, ...)
F e
™ Ut Dy [y 0
= Log File, and h ft
i . [P : — og File, and how often
they are created.
- [ CM001.log ...
—
— [
I Beviers Loy
s - ww [mims =i External Syslog Server
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The syslog and trace configuration allow you to do the following:

» Determine what types of activities you want written to the log (debug,
events)

« Determinethelog file and how often the log files are created.

= Determine an external syslog server

Note The path to the trace page is in the Cisco CallManager Administration page,
services>trace
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Sample Trace File

Ci sco Cal | Manager | Nodel d: 1, Eventld: 1 EventC ass: 3 Eventlnfo: G sco Call Manager
Versi on=<3. 0(0. 11) > started

Ci sco Cal | Manager | Nodel d: 1, Eventld: 1543 EventC ass: 2 Eventlnfo: Database manager started
Cisco Cal | Manager | Nodel d: 1, Eventld: 1542 Eventd ass: 2 Eventlnfo: Link manager started
Cisco Cal | Manager | Nodel d: 1, Eventld: 1541 EventCl ass: 2 Eventlnfo: Digit analysis started
Cisco Cal | Manager | Nodel d: 1, Eventld: 1540 Eventd ass: 2 EventInfo: Call control started
Cisco Cal | Manager | Cal | Par kManager - ERROR getting_dn_DbNoMreCal | Parks - No Call Park numbers
Regi st ered.

Cisco Cal | Manager | Nodel d: 1, Eventld: 1694 Eventd ass: 2 Eventlnfo: Supplenmentary services
started

Cisco Cal | Manager | Nodel d: 1, Eventld: 1544 Eventd ass: 2 Eventlnfo: Message translation

nanager started
Cisco Call Manager|Titanlnit - Waiting on a Connection TCP Port#=2001 |PAddress=172.28.129. 22
Ci sco Cal | Manager | Nodel d: 1, Eventld: 1539 EventC ass: 2 Eventlnfo: Devices started
Ci sco Cal | Manager | Nodel d: 1, Eventld: 103 Eventd ass: 3 Eventlnfo: G sco Call Manager
Ver si on=<3. 0(0. 11)> Online
. ....______________________________________________________________________________________|]

2000, Cisco Systems, Inc. WwWw.clsco.com CIPT v2.0—10-47

The figure above is an example of a sample trace file. On the far right are
descriptions of the events picked up by the trace file.
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Normal CDR Fields

GlobalCallldentifier This is the global call ID for this call.
Cl Originator leg call Identifier
CdrDateTime Date/time of call origination

Originators Information

The node within the CallManager cluster

SdINodeld where the call originated

Dsl Originator’ s span or port

IpAddr IpAddr originators IP address

IpPort Originator’ s IP port number
Partition Originator’ s partition
CdPNumDigits Calling party number
CdrCauseElement Cause of termination
TransportAddr Media transport address

_MediaCapabilityStructure | Capabilities

www.cisco.com CIPT v2.0—10-48

The figure above lists the normal call detail record (CDR) fieldsand a
description of the fields.

» GlobalCaldentifier isthe global call 1D for this call.
» Clistheoriginator leg call identifier.
» CdrDateTimeisthe date/time of call origination.

= SdiNodeld is the node within the CallManager cluster where the call
originated.

» Dd indicatesthe originator’s span or port.

= IpAddristhe P address of the originator of the call.

= IpPort isthe originator’s IP port number.

» Partition isthe originator’s partition that they are assigned to.

» CdPNumbDigitsisthe caling party number.

» CdrCauseElement is the cause for termination.

» TransportAddr isthe mediatransport address.

» MediaCapabilityStructure is the capability for the originating caller.

10-60

Cisco IP Telephony

Copyright 0 2000, Cisco Systems, Inc.




Normal Destination Fields
CR Fields

Destination Information

Cl Destination leg call identifier

The node within the CallManager cluster
SdINodeld where the call terminated

Dsl Destination span or port

IpAddr Destination IP address

IpPort Destination IP port number

CdPNumDigits
Partition
CdPNumDigits

Final called party number
Destination partition

Original called party number
Partition associated with the original

Partition called party number
CdrCauseElement Cause of termination
TransportAddr Media transport address
MediaCapabilityStructure Capabilities
CdrDateTime Date/time of connect

CdrDateTime
CdPNumDigits

Date/time of disconnect

Last party to redirect this call

Partition of the last party to redirect this
Partition call

2000, Cisco Systems, Inc. WwWw.clsco.com CIPT v2.0—10-49

The following are normal CDR fields related to the destination:

Cl isthe destination leg call identifier.

SdINodeld is the node within the CallManager cluster where the call
terminated.

Ddl isthe destination span or port.

IpAddr isthe destination IP address.

IpPort is the destination I P port number.
CdPNumDigitsisthefinal called party number.

Partition is the partition associated with the original called party number.
CdrCauseElement is the cause of termination.
TransportAddr is the media transport address.
CdrDateTime is the date/time of the connection.
CdrDateTime is the date/time of the disconnection.
CdPNumbDigitsisthe last party to redirect this call.
Partition is the partition of the last party to redirect this call.
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Diagnostic CDR Fields

This is the global call ID for this call, and link to
GlobalCallldentifier |other CDR records
The node within the CallManager cluster where this
SdINodeld record was generated
The directory number of the phone that generated
DirNum this data
Partition of the directory number (phone) that
Partition generated this data
Id Callldentifier
DateTime Daignostics date and time
pktssent numberPacketsSent
octetssent numberOctetsSent
pktsrecvd numberPacketsReceived
octetsrecvd numberOctetsReceived
packetslost numberPacketsLost
jitter jitter
latency latency
2000, Cisco Systems, Inc. www.cisco.com CIPT v2.0—10-50

The following are diagnostic CDR fields:

= GlobalCallldentifier isthe global caller ID for thiscall and link to other
CDRs.

» SdINodeld is the node within the CallManager cluster where this record was
generated.

= DirNumisthe directory number of the phone that generated this data.

= Partition isthe partition of the directory number (phone) that generated this
data.

« IDisthecall identifier.

= DateTimeisthe diagnostics date and time.

= Pktssent isthe number of packets sent.

»  Octetssent is the number of octets sent.

» Pktsrecvd isthe number of packets received.
» Packetdost isthe number of packetslost.

= Jitter isthejitter.

= Latency isthe latency.
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Summary

This section summarizes the concepts you learned in this chapter.

Summary

* Cisco IP phones use 10BaseT RJ -45 interfaces
to connect to the IP network.

« Skinny Station Protocol is used between the
Cisco CallManager and the Cisco IP phone.

* Auto registration assigns directory numbers to
phones connected to the network.

www.cisco.com

Cisco IP phones are connected to an IP network by a 10BaseT RJ-45 interface.
Between Cisco CallManager and the Cisco IP phones the Skinny Station
Protocol is used for signaling, call setup, and teardown.

Auto registration is a feature in the Cisco CallManager administration that
automatically assigns directory numbers to |P phones connected to the network.
Auto registration by default is enabled (on) and can be disabled through Cisco
CallManager administration.
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Review Questions

Q1)

Q2)

Q3)

Answer the following questions.

Review Questions

1. Is the Cisco CallManager involved with the
phone call after an RTP stream is established?

2. What are the networking protocols supported
by the Cisco IP 7960 Phone?

3. What are some events that cause the phone to
reset?

www.cisco.com

The Cisco CallManager handles the call control when making a call from an IP
phone to an IP phone. When an RTP audio stream, using UDP port 16384+, is
established between the two IP phones, does the Cisco CallManager stay
involved?

The Cisco IP Phone 7960 supports industry standard and Cisco networking
protocols required for voice communication. What are the networking protocols
supported by the Cisco IP Phone 7960?

The Cisco IP phones display a code when a phone resets. What are some of the
events that cause a Cisco |P phone to reset?
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Cisco CalManager
Architecture

Overview

Cisco CalManager Version 3.0 architecture significantly enhances the
scalability, reliability, and interoperability of the enterprise IP telephony
solution. Multiple Cisco CallManager servers are clustered and managed as a
single entity. The capability of clustering multiple call-processing servers on an
IP network is unique in the industry and highlights the industry-leading
architecture of Cisco AVVID. Scalability for up to 10,000 users per cluster is
provided. Triple server redundancy improves overall system reliability.

The following topics are discussed in this chapter:
= Objectives

» Scalability, Reliability, and Interoperability

»  Cluster Operation and Scalability Guidelines
= Redundancy

= Campus Networking Cluster Guidelines

» Intraand Inter-Cluster Communication

=  SQL Publisher/Subscriber Relationship Within a Cluster
= Station Registration

= Written Exercise

= Summary

= Review Questions



Objectives

This section lists the chapter objectives.

Objectives

Upon completion of this chapter, you will be
able to perform the following tasks:

* Define deployment architectures

* List the process used by devices to have
redundancy in a cluster

* Describe the process that keeps all databases
in a cluster up to date

www.cisco.com

Upon completion of this chapter, you will be able to perform the following tasks:

= Givenalist of recommendations for building Cisco CallManager clusters,
identify the recommendations for a cluster of 5,000 users.

= Given Cisco IP telephony devices connected to a primary Cisco
CallManager and the CallManager fails, list the steps in this process the
devices used to ensure reliability through redundancy.

» Givenacluster of Cisco CallManagers, describe the process used that keeps
all the databases in the cluster up to date.
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Scalability, Reliability, and Interoperability

This section describes CallManager scalability.

Scalability per Cluster
10,000 users per cluster

2500* users max per CM

l SanJ oseA

SanJ oseF
<=
San Jose -»E]«-

o )
I Cluster SanJ oseB

SanJ oseE
‘ﬁ* I P )
> =% ="

SanJ oseD SanJ oseC

i
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| *Even after failover I

Cisco CallManager provides scalahility through clustering. Each CallManger
can support a maximum of 2500 users, even after afail-over. Scaling up to
10,000 users is achieved through using six Cisco CallManagers in one cluster.
By interlinking multiple clusters, system capacity can be increased to up to tens
of thousands of users per multi-site system. Clustering aggregates the power of
multiple, distributed Cisco CallManagers, enhancing the scalability and
accessibility of the servers to phones, gateways, and applications.

Cisco CallManager Architecture

Copyright O 2000, Cisco Systems, Inc.
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Reliability

CallManager D Fails

’ Devices homed to CallManager D I ’ Devices re-home to other CallManagers I

© 2000, Cisco Systems, Inc. WWwWWw.clsco.com CIPTv 2.0—12-6

Triple redundancy for devices provides reiability. If a Cisco CallManager fails,
the devices that registered to that Cisco CallManager would automatically re-
home to other Cisco CallManagers. In a clustered environment devices
registered to the one Cisco CallManager could have different secondary Cisco
CalManagersto alow distributed re-homing to other Cisco CallManagers
within the same cluster.
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Interoperability
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Skinny

The Cisco CallManager architecture provides interoperability with other
applications and devices. For example, between the Cisco CallManger and
stations (1P phones) the Cisco CallManager uses skinny station (stimulus). The
Cisco IP phones use eXtensible Markup Language (XML) to access XML
applications.

The Cisco CalManager architecture uses skinny, H.323, and MGCP to
communicate with gateways. Skinny (stimulus) is used between the Cisco
CallManager and voice mail applications along with Simple M essage Desktop
Interface (SMDI).

In Cisco CalManager release 3.0(2), the architecture will support Telephony
Application Programming Interface (TAPI) or Java TAPI.
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Cluster Operation and Scalability Guidelines

This section describes how to use cluster operation and scalability.

What Is a Cisco CallManager

Cluster?

(N + 1) Scheme Provides
Enhanced redundancy

o )
= By
s I —

SanJ oseA

Scalability
CM 3.0
Up to 6 CM(s) per cluster
2500 devices per CM
16B memory required
10,000 IP phones per
Cluster
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-«
I San J ose $IEI'5-
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Cluster SanJ oseB
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Lo ) Com )
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SanJ oseD SanJ oseC

SanJ oseE
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Six CallManagers can support as many as ten thousand devices in a Cisco
CallManager cluster. The table below provides guidelines for the scaling of
devices with CallManager clusters:

Cluster Guidelines Table

Number of Max Devices | Max Devices Per M ax Max Devices
Call Per Call Call Manager Devices Per Per Cluster
Managers M anager with N + 1 Cluster with N + 1
Redundancy Redundancy
1 2,500 N/A 2,500 N/A
2 2,500 1,250 5,000 2,500
3 2,500 1,667 7,500 5,000
4 2,500 1,875 10,000 7,500
5 2,500 2,000 10,000 10,000
6 2,500 2,500 10,000 10,000

Registered devices include I P telephones, gateways and Digital Signal
Processing (DSP) devices such as transcoding and conferencing resources. The
maximum number of registered devicesis 2500, hence in the event of the failure
of one of the CallManagers within the cluster the maximum number of registered
devices under afailure scenario may not exceed 2500.
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Cluster Recommendations

Cluster Recommendations
Up to 2,500 Users

— Primary CallM anager
om-8 4'@’4 User’s 1 - 2500

www.cisco.com

A cluster of two Cisco CallManagers can support up to 2,500 users. Use one of

the Cisco CallManagers as the active CallManager and the other as the dedicated
backup.

In this example the publisher would be the backup and the subscriber would be
the active “primary” CallManager.
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Cluster Recommendations

Up to 5,000 Users

Cluster I

CMA I Publisher
A— a
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CM-D I Backup for CM_B & CM-C ’

Redundancy
Group
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To support up to 5,000 users the recommendation is to use four Cisco
CalManagersin one cluster. One Cisco CallManager is the publisher and
tertiary Cisco CallManager for redundancy. Two Cisco CallManagers are the
primary CallManagers for 2,500 users and both will use the fourth Cisco
CallManager as the dedicated backup.

Should Glass House be on a machine by itself?

If you have three Cisco CallManagers, the Glass House should be by itself. The
name of a machine should not change if SQL Server 7.0 is on it and one database
should bein every island of survivability. There is no automated method for
moving the Glass House to another machine.
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Cluster Recommendations

Up to 10,000 Users

)
| Publisher

-I Primary CallManager
User’s1 - 2500
-I Backup

Primary CallM anager
-I User’s 2501 - 5000

-I Primary CallManager
User’s 5001 - 7500

A—
-I Backup
Primary CallManager
-I User’s 7501 - 10,000 =

© 2000, Cisco Systems, Inc. www.cisco.com

Redundancy
Groups

| U
ol
3

To support up to 10,000 users the recommendation isto use seven Cisco
CdlManagersin acluster. One Cisco CallManager would be the publisher for
database configurations. Two redundancy groups will be created each supporting
up to 5,000 users. The redundancy groups have two active “primary” Cisco
CalManagers and one dedicated backup. This model allows to scalability and
reliability.
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Guidelines

Device Type Weight Per Session / Session / DSO Per Cumulative
Voice Channel Device Device Weight
1 1 1

IP Phone

Analog Gateway 3 Varies 3 Per DO
Ports

T1 Gateway 3 24 72Per T1
E1l Gateway 3 30 90 Per E1
Transcoding 3 Varies 3 Per Session
Resour ce

Conference 3 Varies 3 Per Session
Resour ce

TAPI port 60 1 60
JTAPI Port 60 1 60

www.cisco.com CIPT v 2.0—12-19

Many types of devices can register with a Cisco CallManager. Theseinclude IP
phones, voice mail ports, TAPI devices, JTAPI devices, gateways and DSP
resources such as transcoding and conferencing. Each of these resources will
carry adifferent weight. The table above details the weight for each of the
resource types. Thisis based upon the consumption of memory and CPU
resources.

The total number of devices that can be registered or controlled by CallManager
is platform dependent, and includes a maximum of 2500 IP phones. Thisis
demonstrated in the table below. As additional platforms are added this table
will be updated.

Platform Session Capabilities

Platform | |
MCS 7835—PIlI 750 with 1 GB memory 3000
MCS 7830—PI1I 500 with 1 GB memory 3000
MCS 7822—PI11 500 with 512M memory 3000

Even if only IP phones are registered to a CallManager the limit for IP phonesis
amaximum of 2500. For each additional device added the total is decremented
by the weight multiplied by the number of sessions or DSO added. When this
falls below 2500 for every integer below 2500, the number of IP Phones should
be reduced accordingly thisis shown below:

»  Maximum devices per CM = 3000 (MCS 7830)
= Maximum IP phones per CM = 2500

» Actual IP phones = XXXX—installed resources with exception of 1P
phones: Not to exceed 2500

11-10

Cisco IP Telephony

Copyright 0 2000, Cisco Systems, Inc.




Redundancy

This section describes the concept of redundancy.

CallManager Groups

AR——v
Com )0l Primary
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* Each device e

—IP phone ,/’/ —
A I o [l Secondary
—Skinny gateway ﬁ I
* Has a prioritized list S
of up to three ‘\L Resort
CallManagers, which ast esor
. K
it can connect. (max
of 3recommended)

~
~
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Peer-to-peer protocols such as H.323 facilitates resiliency by design. The figure
above depicts thisresiliency scheme for |P Phones.

Within a cluster each registered I P phone can be assigned alist of up to three
CallManagers with which it can register for call processing. Shared resources
such as gateways using the Skinny Gateway Protocol (SGP) are also capable of
using this triple redundancy scheme. The Media Gateway Control Protocol
(MGCP) aso operatesin asimilar fashion providing spatial redundancy for call
processing.

Each IP telephone maintains active TCP sessions with the primary and

secondary configured CallManagers. This facilitates expedited fail-over in the
event of failure of the primary CallManager. Upon restoration of the primary, the
device reverts to the primary CallManager.

Redundancy is achieved by configuring CallManager groups. A CallManager
group isaprioritized list of up to three CallManagers. Individual devices are
then assigned to a CallManager group. A CallManager redundancy group isa
subset of acluster; all members of aredundancy group are also members of a
cluster.
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CallManager Redundancy Groups

In order to ensure that only asingle CallManager is active at atime, al devices
should be assigned to a single CallManager redundancy group. This
CallManager redundancy group will consist of a prioritized list of up to three
CallManagers. On a centralized call-processing cluster only a CallManager
redundancy group is recommended this should be the default group. Thisis
shown in the figure below. In this example a CallManager redundancy group of
three exists with A asthe primary, B the secondary, and C the tertiary
CallManager.

Redundancy Group
Configuration

Cisco CalilManager Group Configuration
ﬂ Dafmi® Cialad CallM arsbiar Gl - A
h:lrtl Cance |
IFw TETR Dedmal T i ansger Goup” T Yes ™ N
e B »
M cenmn- . =
- d

www.cisco.com

Typically, centralized call processing clusters of two CallManagers are
deployed. Where an additional level of redundancy isrequired, atertiary
CallManager can be added. It is recommended that the publisher of the database
is the secondary CallManager in the case of atwo-CallManager system and the
tertiary in the three-CallM anager case.
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N+ 1 Example

Three devices are homed to SanJ oseD. All nodes in the network are

connected and are relaying route and registration information to each other.

SanJ oseD powered off. The devices
lose their connection to CM SanJ oseD.

The devices re-home to other
CallManagers, which then
replicate new route and
registration information to
each other.

Since device operation is
identical, users may not notice
that anything happened.

—n
SanJ oseA
@z

SanJ osel

www.cisco.com

The figure above shows how N+1 redundancy works with Cisco CallManagers

and attached devices. The following is the process of how N+1 redundancy

works:

Devices are homed into a Cisco CallManager (San JoseD). All nodesin the
network are connected and are relaying route and registration information to

each other.

San JoseD is powered off. The devices lose their connection to Cisco

CalManager San JoseD.

The devices re-home to other Cisco CallManagers, which then replicate new
route and registration information to each other.

Since device operation isidentical, users may not notice that anything

happened.
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Group Issues

« CallManager groups are configured manually

» Devices are assigned to a CallManager group
manually

* No easy way to identify what devices are
members of what CallManager group

* No easy way to ensure IP phones are evenly
distributed—No reshuffle command

www.cisco.com

Some of the issues with Cisco CallManager groups are that all groups are
configured manually and the devices are assigned to a group manually. Thereis
no easy way to identify which devices (IP phones, gateways, and so forth) are
members of which Cisco CallManager group and ensure the IP phones are
evenly distributed.

There is no reshuffle command to have |P phones evenly registered to active
Cisco CalManagers and members of Cisco CallManager groups.

The impact of these issuesisthat there is alimited number of allocated
resources to handle these activities and job functions.
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Device Pools

Device Pool Attributes

3 required fields

* Region

* Time Zone

» CallManager redundancy group

Calling search space is optional

www.cisco.com

Device pools are used to scale and simplify the distribution of CallManager
redundancy groups. A device pool allows the following three primary attributes
to be assigned globally to a device:

Region—Regions are required only if multiple voice codecs are used within
an enterprise. Regions define the voice codecs used within and between
regions.

Date/Time Group—Specifies date and time zone for a device.

CallManager redundancy group—Specifies alist of up to three
CallManagers, which can be used for call processing in a prioritized list.

In the above exampl e, the same CallManager will be used. However, it is now
possible to specify inter region communication codec requirements as follows:

Intra-branch communication uses G.711.

Inter-branch communication uses G.729 across the wide area network
(WAN).

All callsto the G.711 region use G.711. Thisis required when accessing a
uOne voice mail system, for example.

Copyright O 2000, Cisco Systems, Inc.
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Device Pools

Number of device pools required will depend upon
deployment model used:
e Campus (No WAN)
— Regions are not required—all calls G.711
— CallManager redundancy groups are required based on cluster size
— Device pools = CallManager redundancy groups
e Centralized call processing
— Regions only required if multiple codecs used—Try to avoid this
— Single CallManager redundancy group
— Device pools = codec * Locations
« Distributed call processing
— Regions only required if multiple codecs used—Typical
— CallManager redundancy groups are required based on cluster size
— Device pools = codec * CallManager redundancy groups

www.cisco.com

Typically, the following will be true with respect to the configuration of device
pools. The exact model of clustering and device pools used will be driven by the
deployment model:

» Single site cluster no WAN voice interconnectivity—Device pools will be
configured only based on CallManager redundancy groups. Typicaly a
maximum of four device pools assuming five CalManagers A, B, C, D and
E with the following redundancy groups AE, BE, CE, DE. The use of
regionsin this scenario is not required as all calsare G.711.

= Multi-site WAN distributed call processing

— Device poolswill be configured as above but also with the additional
complexity of regions for codec selection. Each cluster could
potentially have a G.711 and G.729 region per CallManager redundancy
group.

— Total device pools = regions x CallManager redundancy groups.

= Multi-Site WAN centralized call processing

— Inthiscase only asingle CallManager redundancy group exists.
However, aG.711 and G.729 region will be required per location to
permit intra-branch calls to be placed as G.711 and inter-branch calls to
be placed as G.729, for example.

— Total device pools = number of sites X regions.
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Device Pool Configuration

Device Pool Configuration
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In the Cisco CallManager Administration there is the Device Pool Configuration
page that is used to configure device pools.

To begin device pool configuration of adevice:

1. Select adevice from the left column or select New.
Select a Region the device isto belong to.

Select aDate/Time Group.

Select the Cisco CallManager Group for the device
Select the Calling Search Space for Auto-Registration.
Select Update or Restart Devices.

o &~ WD
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Campus Networking Cluster Guidelines

This section describes campus networking cluster guidelines.

IP Connectivity
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All members of a CallManager cluster are required to be inter-connected viaa
local area network (LAN). CallManager clusters are not supported over awide
area network (WAN) with CallManager release 3.0. The minimum bandwidth
used to interconnect members of a cluster is 10Mbps. The following design
constraint considerations should be followed when configuring a campus IP
telephony network:

= Thereisamaximum of 6 CallManagers per cluster with release 3.0.
= Thereisamaximum of 10,000 devices registered.
= Thereisamaximum of 2500 devices registered devices per CallManager.

= Thisisinclusive of the number of devices registered under failure
conditions.

= Switched infrastructure to the desktop. Shared mediais not supported.

Within a switched campus infrastructure adequate bandwidth can generally be
assumed. This relies upon appropriate design and capacity planning within the
campus in addition to the establishment of atrust boundary and the required
queuing. This was covered in the Campus Infrastructure chapter. Consequently
thereis no requirement for admission control within a campus cluster.
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Server Placement
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CalManager servers should be distributed within the campus to provide spatial
redundancy and resiliency. Many metropolitan sites and campus buildings will
potentially have only a single conduit providing IP connectivity to other
members of the cluster. In this caseit is imperative that should IP connectivity
for any reason fail, local call processing is maintained viaalocal server. In a
similar fashion gateway resources for PSTN access should also be strategically
placed to provide the highest possible availability.

The publisher is aread-write database and the subscriber is a read-only database.
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Additional Telephony

Resources

Gateways
Transcoding

application and
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Transcoding
application and
conference are not
shared resources.

Hence each
CallManager will
require dedicated
MTP and transcoding
resources
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In the figure above, five buildings/sites exist and at each building/site a Cisco
CalManager is placed to provide call processing. This ensures that in the event
of afailure, local call processing is possible in each building/site. In cases where
diverse routing of fiber facilitates negates the requirement for alocal call
manager al call processing could be located in a data center or centers.

Resources such as the transcoding application used for transcoding and the
conferencing DSP are not shared resources and must be provisioned per Cisco
CalManager. Once again, where fault tolerance is required, these resources
reguire duplication and spatial redundancy is recommended. This can be
achieved by positioning these resources in strategically placed multi-layer
switches.
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Intra and Inter-Cluster Communication

This section describes intra-cluster and inter-cluster communication.

Feature Transparency

Inter and intra-cluster | |Intra-cluster only
 Calling party name

* Call park

* Basic call setup

* G.711 and G.729 calls
* Multiparty conference
« Call transfer

* Hold

 Calling line identity
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The primary benefit of a Cisco CallManager cluster is the distributed
architecture that provides spatia redundancy, resiliency, availability, and
survivability for call processing. In addition, within a cluster all features are
transparently supported across al devices within that cluster. This enables a
distributed PBX to now span an entire campus or high-speed metropolitan area
network with full features.

Inter-cluster communication is provided via H.323. This permits a subset of the
features to be extended between clusters. Those features currently available for
inter-cluster are detailed below:

» Basiccall setup (signaling, digit collection and analysis, media)
» G.711 and G.729 calls (codec selection and detection)

=  Multiparty conference

» Cadl transfer

= Hold

» Cadling lineidentity

The features available for intra-cluster, but not inter-cluster, include the
following:

» Cadling party name
=« Cadl park
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Inter-Cluster Communication

Inter-Cluster Communication
Campus
H.323v2 between cluster

MTP not required
In a campus, gatekeeper not required
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Where the requirement exists for a campus network that exceeds 10,000 users,
additional clusters are required. The required number of CallManagersis greater
than five additional CallManagers.

Communication between clustersis achieved using standards based H.323
signaling. With alarge campus or metropolitan area network where once again
bandwidth is over provisioned and under-subscribed, a method of inter-cluster
call admission control is not required. The figure above demonstrates this
connectivity between clusters within alocal area environment.

In the above diagram the dotted lines represent the configured H.323 inter-
cluster links. These are configured in pairs to provide redundancy in the event of
loss of IP connectivity to any member of the cluster. The recommendation,
however, isto limit inter-cluster configuration to two peers as thisin the
majority of deploymentswill provide adequate resiliency.

Unlike CallManager 2.4, the use of a mediatermination point to allow
supplementary services for H.323 devices is not required.

CallManager 3.0 uses the empty capabilities set of H.323v2 that facilitates the
opening and closing of logical channels between H.323 devices. CallManager
clusters and 10S gateways running version 12.0(7)T or greater use logical
channelsto provide functionality for supplementary services.
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Inter-Cluster Communication
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Where clusters are interconnected over a WAN thereis a bottleneck for
congestion between clusters, and the network should be engineered to
accommaodate the required volume of voice traffic. In such cases a method of
providing call admission control (CAC) is required. Because clusters are
interconnected using H.323, an |OS gateway can be added to facilitate this
gatekeeper function. Each cluster can be designated as a zone with a maximum
configured bandwidth for voice calls.

CalManager requests 128 kbps of bandwidth per inter-cluster call when using a
gatekeeper, irrespective of the bandwidth used by the codec. In general, we
recommend configuring a single codec for calls that traverse the WAN. In cases
where multiple codecs are used, the bandwidth consumed per call should be
assumed to be the greater value in all cases. This over-provisioning of bandwidth
ensures that all calls are of high quality. Unused bandwidth is available for other
traffic classes.

Using gatekeepers provides both inbound and outbound call admission control.
A maximum of 10 CallManagers can register with a gatekeeper (five if two
CalManagers from each cluster register with the gatekeeper). This method of
call admission control isrestricted to a single active gatekeeper per network.
Redundancy can be achieved using the Hot Standby Routing Protocol (HSRP)
between two gatekeepers.

Gatekeeper based call admission control is a policy based scheme; it requires
static configuration of available resources and is not network topology aware. It
is, therefore, necessary to restrict gatekeeper based call admission control
schemes to hub and spoke topol ogies with the redundant gatekeeper or
gatekeepers (using HSRP) located at the hub. The WAN must be provisioned
accordingly, and the voice priority queue must be dimensioned to support all
admitted calls.
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Recommended Bandwidth

Configuration
Inter-Cluster Calls
Using G.729

Number of Bandwidth Bandwidth Required Bandwidth
Inter-Cluster | Required per Call | on WAN Links Configured on
Calls (LLQ/CBWEQY) Gatekeeper

Without | With Without | With Without With

cRTP2 cRTP cRTP cRTP cRTP cRTP

24 Kbps | 12 Kbps | 48 Kbps |24 Kbps [256 Kbps 256 Kbps

24 Kbps | 12 Kbps | 120 Kbps | 60 Kbps 1640 Kbps 640 Kbps
10 24 Kbps | 12 Kbps | 240 Kbps | 120 Kbps |1.280 Mbps| 1.280 Mbps

1. Low latency queuing/class based weighted fair queuing
2. Compressed Real-time Transport Protocol

www.cisco.com

Recommended Bandwidth

Configuration
Inter-Cluster Calls
Using G.711

Number of Bandwidth Required | Bandwidth
Inter-Cluster | Bandwidth on WAN Links Configured on
Calls Required per Call | (LLQ/CBWFQ) Gatekeeper

2 80 Kbps 160 Kbps 256 Kbps

5 80 Kbps 400 Kbps 640 Kbps
10 80 Kbps 800 Kbps 1.280 Mbps

Www.cisco.com CIPT v 2.0—12-34

The tables above provide recommendations for bandwidth configuration for
inter-cluster calls.

Use these tables to ensure enough bandwidth between clusters to ensure quality
voice.
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Concerns About the WAN

CallM anager 2.4 introduced the concept of locationsto limit
bandwidth to aremote site that had no CallM anager.

Does thiswork in CM 3.0? Well, not exactly.
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As stated earlier, CallManagers within a cluster must be interconnected over a
local arealink and cannot be interconnected over links of less than 10 Mbps. In
CalManager 2.4, the concept of locations-based call admission control enabled
provisioning of small branch and telecommuter solutions where remote call
processing was acceptable.

In the figure, call processing is maintained only at the central site; the devices at
the branch are configured as belonging to a location. For example, branch 1
might have 12 IP phones, each configured to be in the location Branch 1.
CalManager is then able to track the used and unused bandwidth per location
and admit or deny WAN calls accordingly.
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Locations and Clustering
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With CallManager 3.0, a dedicated CallManager cluster isrequired with asingle
active CallManager to maintain call state and call admission control.

The maximum number of users per CallManager is 2500.

To ensure that al only asingle CallManager is active at atime, all devices
should be assigned to a single CallManager redundancy group. This
CallManager redundancy group consists of a prioritized list of up to three
CalManagers. On acentralized call processing cluster, only asingle
CalManager redundancy group is recommended; this should be the default

group.
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SQL Publisher/Subscriber Relationship Within a
Cluster

This section describes the SQL publisher and subscriber relationship within a
cluster.
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There are two primary intra-cluster communications. The first of these isthe
database component packets that contain all of the device configuration
information. The Database used is SQL 7.0; configuration is stored and modified
on the Glasshouse database and replicated to all other members of the cluster.
The Glasshouse database is the publisher upon which all changes are made, and
those changes are replicated to the subscriber databases. This ensures that the
configuration is consistent across the members of the cluster aswell as
facilitating spatial redundancy of the database.

The second intra-cluster communication is the propagation and replication of
run-time data such as I P phone registration and the registration of gateways and
DSP resources. Thisinformation is shared across all members of a cluster and
assures the optimum routing of calls between members of the cluster and
associated gateways.

This distributed communication between processes is unique to a distributed
system with a converged IP infrastructure.
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Internal Communication

» Database used is SQL 7.0 Standard Edition + SP 2
— 1 publisher per cluster
— Remaining CMs are subscribers
— (N -1) TCP connections
— All configuration changes made on publisher
e CallManager (real time data)
— Fully meshed.
—(N* (N-1)) TCP connections
* 6 CM’' s = (6x5)= 30connections
« 25 CM’ s = (25 x 24) = 600 connections
— Real time data—phone and gateway registrations, and so forth
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The Structured Query Language (SQL) 7.0 Standard Edition plus Service Pack 2
is used to communicate internally in the Cisco CallManager cluster. There can
only be one publisher per cluster, which makes the remaining Cisco
CallManagers subscribers. All the configuration changes are made on the
publisher. The following is aformulato calculate the amount of TCP
connections within a cluster: (N -1) TCP connections (25CMs= 24
connections).

The Cisco CallManager cluster is fully meshed and communicates using real
time data. In afully meshed environment the real time datais used to
communicate during phone/gateway registrations. The following is aformulato
calculate the amount of TCP connections within a fully meshed cluster:

(N* (N - 1)) TCP connections (6 CMs = (6 x 5) = 30 connections; 25 CMs = (25
X 24) = 600 connections).
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Replication of Database
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The replication of the database within a Cisco CallManager cluster happensin
the following way:

Changes made to the publisher’ s database are replicated out via transactional
process.

Changes happen immediately unlessthe link isdown .

If thelink is down, SQL keeps atransaction log and replicates the data when
possible.

The subscriber databaseis “read-only.”
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The Relationship
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The relationship between Cisco CallManager publisher and subscriber databases
within a cluster happensin the following way:

= The publishing (primary) database reads its own local database for
information.

» Thesubscribing (or attached CMs in the same cluster) serverslook to the
primary database for their information

In the event of afailure, they will read their local copy of the database.
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Station Registration

This section describes station registration.

Station Registration

Process uses “ skinny”

. Line register request

. Pattern lookup request

. Pattern lookup response
Create

. Line register confirm

. Station registers DN

. DA register DN

1
2
3
4.
5
6
7

LC = Line control .. CC = Call control .. DA = Digit analysis
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The figure above illustrates the internal process used by a Cisco CallManager
when a station (1P phone or gateway) registers. The station is plugged into the
network and aline register request is sent to the line manager:

= Theline manager does a pattern lookup request in digit analysis (DA) to see
which directory numbers are available and then receives a pattern lookup
response from the digit analysis.

= Theline manager then creates a directory number (DN) in the line control
(LC) and then sends aline register confirmation to the station.

= The station then registers the directory number with line control and then
line control registers the directory number with digit analysis.
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Station Registration
Multiline Operation

« Shared line appearances operate through
forwarded registrations

* When a station registers with the
CallManager, the CallManager determines if
any other CallManagers are managing one of
its lines (DNs)

 If so, the CallManager maintains the station
registration but forwards call processing
messages to the other node
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If stations share line appearances, those shared line appearances will operate
through forwarded registration.

If astation registers with the a Cisco CallManager (A) and the Cisco
CalManager (A) determines that other Cisco CallManagers (X) are managing
one of its directory numbers, the Cisco CallManager (A) will maintain the
station registration and forward call processing messages to the other Cisco
CalManager (X) managing the directory number.

The next figure illustrates how the above description of multi-line operation
occurs internally on the Cisco CallManagers.
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Remote Station Registration

CallManager 1 CallManager 2
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The figure above illustrates the communication when remote registration is
processing signaling between two or more Cisco CallManagers. Internally within
the Cisco CallManager the station communi cates with the line manager and the
line control communicates with the station.

With remote station registration the station registers to its own line manager, and
the line control comesin remotely. The station’s call control and digit analysis
come from the Cisco CallManager that the station is registered with through the
line manager, but the line control comes remotely from another Cisco
CalManager with the station’ s directory number.
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Station Registration Sequence

1. Lineregister request

2. Pattern lookup request
3. Pattern lookup response
4. Create

5. Lineregister confirm

6. DA register DN

7. DA register DN

8. Lineregister request

9. Pattern lookup request
10.Pattern lookup response
11.Lineregister confirm
12.DA register DN
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When a station registers within a clustered environment the signaling sequence
is expanded to check with the other Cisco CallManagersin the cluster for
duplication of directory numbers.

The figure represents all of the components of a Cisco CallManager and has a
local station and remote station registering with the same directory number
provided by line contral. The remote station will go to the local Cisco
CalManager for call control and will go to the remote Cisco CallManager for
directory number and line control.
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Gateway Registration

Gateway

2nd gateway (same route list) I
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Gateway devices register with the CallManager internally. The Cisco
CalManager goes through the following process:

= The gateway device registers with the device manager (DM).

= Theroutelist information is propagated to all Cisco CallManagersin the
Cluster.

= The gateway devices are high traffic devices hence each Cisco CallManager
maintains control of callsthat are originated locally.

There can be a second gateway that registers with a different Cisco CallManager
with the same route list.
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Gateway Call

Gateway

2nd gateway (same route list) I

© 2000, Cisco Systems, Inc. WWwWWw.clsco.com CIPT v 2.0—12-47

Through intra-cluster communication, a call that uses a gateway can use either
gateway with the same route list. Call control is done in the Cisco CallManager
that the station is registered to. The gateway selection is controlled by the Cisco
CalManager providing the call control.

The following is the process used in the figure above:

1.

o &~ WD

Digits from the are dialed and go the station.

The station sends those digits to Call Control.

Call control matches those digits to the route list.

Theroute list uses either gateway assigned to the same route list.

Digits are passed to the gateway and compl etes the call.
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Device Recovery

The device recovery processis demonstrated in the next three figures.

Connected to Primary Cisco

CallManager
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Three devices are homed

to SanJ oseD. All nodes
in the network are
connected and are

relaying route and
registration information
to each other.

SanJ oseC
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Each Cisco IP telephony device has a primary Cisco CallManager. In the figure
above, three devices are homed (registered) to SanJoseD. All the nodesin the
network are connected and are relaying route and registration information to
each other using TCP or skinny.
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Primary Cisco CallManager
Shutdown
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If the primary Cisco CallManager (SanJoseD) shuts down the devices homed
(registered) to that Cisco CallManager lose their connection. The devicesrealize
their primary Cisco CallManager is ho longer there when they send their TCP

keep alive message and get no TCP acknowledgement.

11-38

Cisco IP Telephony

Copyright 0 2000, Cisco Systems, Inc.



Re-home to Secondary Cisco
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While the devices were still registered to the primary Cisco CallManager, TCP
messages were still being sent to the secondary. The devices now home to the
secondary Cisco CallManagers. Each device can have separate secondary Cisco
CdlManagers.

The devices experience a brief outage during re-homing. If a call between two
phones on the same Cisco CallManager is in progress when this happens, the call
will be maintained. When the calls are terminated and the phones are on-hook,
the phones will then TCP to the primary, get no acknowledgement, and then re-
home to the secondary Cisco CallManager.

However, if the call is across multiple Cisco CallManagers or gateways, the calls
will be dropped.
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Written Exercise 1. Cisco CallManager Clusters

Complete the following exercise to practice what you learned in this chapter.

Objective

In this exercise, you will complete the following tasks; identify the
characteristics of a cluster and define the servers and groups in a cluster.

Tasks: Identify the characteristics of a Cisco CallManager Cluster

Given what you know about Cisco CallManager Clusters, identify and define the
characteristics of the cluster in the figure below with the correct information.
Use adotted or dashed circle to identify the cluster. Use asolid circle to identify
the Redundancy Groups and fill in the boxes with the correct information.

Cluster Recommendations
Up to 10,000 users

=
— B |
= [E— |
=
= \

= |

Wwww.cisco.com

.

TFTP

Publisher

Cluster

CallManager Redundancy Group

Backup

Primary Cisco CallManager 1—2,500 users
Primary Cisco CallManager 2,501—5,000 Users

N o ok~ w DR
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8. Primary Cisco CallManager 5,001—7,500 Users
9. Primary Cisco CalManager 7,501—10,000 Users

Completion Criteria

Y ou have completed the exercise when you have circled the cluster and
redundancy group and identified the clustered components.
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Summary

This section summarizes the concepts you learned in this chapter.

Summary

* Clustering offers many scalable options that
can handle a maximum of 10,000 users per
cluster.

 All changes to the database need to be made
in the publisher. The subscribers will check
with the publisher to get updates if there are
any.

* N+ 1 redundancy for Cisco IP telephony
devices are configured and each device can
have a primary, secondary, and tertiary Cisco
CallManager

www.cisco.com

Cisco CallManager clustering offers a variety of scalable solutions. Each cluster
can handle a maximum of 10,000 users that is done with a maximum of 2,500
users per CallManager and six CallManagers per cluster.

In aCisco CallManager cluster the database relationship is a SQL
publisher/subscriber relationship. All changes to the database need to be made in
the publisher and the subscribers will check with the publisher to get updates if
there are any.

N + 1 redundancy for Cisco IP telephony devices are configured and each device
can have a primary, secondary, and tertiary Cisco CallManager.
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Review Questions

Answer the following questions.

Review Questions

1. What are the two intra-cluster
communications?

2. What is the relationship between publisher and
subscriber databases in a cluster?

3. Cisco IP telephony devices has a prioritized
list of how many CallManagers?

www.cisco.com

Q1) Cisco CallManager clusters provide scalability and redundancy. What are the
two primary intra-cluster communications?

Q2) Cisco CallManager uses SQL database with Service Pack 2. What is the
relationship between the publisher and subscriber database when looking up
information?

Q3) Cisco IPtelephony devices need redundancy in a Cisco CallManager cluster.
How many Cisco CallManagers can adevice havein its prioritized list?

Copyright O 2000, Cisco Systems, Inc. Cisco CallManager Architecture  11-43



Overview

Campus Infrastructure

Aswith any architecture, Cisco AVVID relies upon a strong and stable
foundation. This foundation is built upon the Cisco multiprotocol routers and
Catalyst Multilayer LAN switches that are used as building blocks for enterprise
networks.

This section discusses how to prepare your current LAN infrastructure for a
successful AVVID deployment. The concepts and implementation techniques
discussed apply equally to a campus of any size; beit aHQ environment with
tens of thousands of usersto a small branch with less than a hundred users. What
will differ are the actual components/platforms selected and the level of detail in
terms of scalability, network availability, and functionality.

The following key areas are discussed in this section.
= Objectives

= Visua Objectives

= Network Infrastructure

» High Availability

= IPAddressing

» Quality of Service (QoS)

= Power to IP Phones

= Power Protection Strategies
= Written Exercises

= Summary

= Review Questions

= Laboratory Exercise



Objective

This section lists the chapter objectives.

Objectives

Upon completion of this chapter, you will
be able to perform the following tasks:

* |dentify well built network infrastructures
* Identify and describe IP addressing options

» Select the correct commands from a list of
five that allow for VLAN ID

* ldentify the QoS issues and a way to ensure
voice is a priority over data

www.cisco.com

Upon completion of this chapter, you will be able to perform the following tasks:

» Given aset of network topologies, you will be able to identify and select a
well-built network infrastructure.

= Given acase scenario for IP addressing, you will be able to identify and
select the best option for |P addressing within the case scenario’ s network.

» Givenalist of Catalyst switch commands, you will be able to identify the
correct command that enables VLAN ID.

»« Given aconverged voice/data network, you will be able to list the QoS
issues and commands to ensure voice is a priority over data.
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Visual Objective

This section shows the visual objective of a successful AVVID deployment.

AVVID Deployment Model
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The following sectionsin this chapter provide abrief description of the concepts
and techniques used to prepare for AVVID deployment.
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Network Infrastructure

This section describes the network infrastructure you need to build an IP
telephony system.

Switched 10/100 Network
_ Infrstructur_e

Cisco
IP Phonas

Clsca
Call Managers
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To build an IP telephony system end to end requires an IP Infrastructure based
on layer 2/3 switches and routers. Switched connection to the desktop is a must
for IP telephony. Ensure that the end-points are connected using switched 10/100
ports.

Note Plugging in shared hubs to the switch for device connectivity via these hubs is
not recommended and may interfere with the correct operation.

IP phones available from Cisco provide amodel of connectivity whereby PCs
can be plugged into the phones which in turn are connected to the switch port.
The phone has the necessary el ectronics to preserve the switched connectivity
model for the PC. It has athree port switch inside that ensures quality of service
for both the IP phone and downstream PC.

When using the Cisco IP 7960 Phone, separate VLANS can be configured for the
phone and PC connected to the phone.
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Cisco IP Phone Internals

Cisco IP Phones Internal

IP phone —

Catalyst
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The figure above is a high-level overview of the Cisco IP phone functionality. It
has two basic parts; phone circuitry and the electronics that includes a switched
connectivity model to a downstream PC. Cisco |IP phones have two switched
connectionsthat are available as RJ-45 on the back of the unit. One goesto the
switch in the wiring closet (using a straight through cable) and the other is used
to connect a PC or workstation. There are two more connectors that are used for
attaching a headset and debugging purposes. Power to the phone and PC is
discussed later in this chapter.

Note The switched connection shown going to a PC/Workstation can be used like

any standard 10/100M interface. For example, this connection can be used to connect

the Cisco IP phone to another switch for providing redundancy to the phone in mission-
critical environments. This will be explored a little more in later sections.

The ports on the back of the phone from left to right are the following:
1. RS-232—not used at thistime

2. 10/100 SW is used to connect to the wall jack

3. 10/100 PC is used to connect to a downstream PC
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High Availability

This section describes the prerequisite for voice networking, which is high
availability. Cisco AVVID isadistributed architecture that is inherently
available and scalable. The ability to seamlessly provision additional capacity
for infrastructure, services, and applications is a unique benefit of the
architecture.

In contrast to the PBX model, the world of converged networking depicts a
scenario where availability is designed into a distributed system rather than a
box. Redundancy is available in the individual hardware components for
services such as power and supervisor modules. Network redundancy is,
however, achieved with a combination of hardware, software, and intelligent
network design practices.
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Typical Enterprise Network
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In the above diagram, network redundancy is achieved at many levels. Physical
connections exist from the edge devices where IP telephones and PCs are
attached to two spatially diverse aggregation devices. Should an aggregation
devicefail, or connectivity islost for any reason (such asfiber cut or power
outage), cut over of traffic to the other device is possible. Clusters of Cisco
CallManagers can be provisioned to provide resilient call control; should any
device within the cluster fail, the other servers pick up the load.

Advanced Layer 3 protocols such as Hot Standby Routing Protocol (HSRP) or
fast converging routing protocols such as Open Shortest Path First (OSPF) and
Enhanced Interior Gateway Routing Protocol (EIGRP) can be used to provide

optimum network layer convergence around failures.

Multicast routing can be used to optimize traffic that is required at many
locations. The availability of advance multicast routing protocols such as
Protocol Independent Multicast (PIM) ensure these services can be deployed
efficiently.

Moving down the protocol stack, advanced tools are aso available for the MAC
layer, Layer 2. Tunable spanning-tree parameters and the ability to supply a
spanning tree per virtual LAN (VLAN) allow fast convergence. Value-added
features such as uplink-fast and backbone-fast allow intelligently designed
networks to further optimize network convergence.

A big part in ensuring successful deployment comes from the fact that the
underlying network is highly available. This tranglates to redundancy, resiliency,
and fast convergence.
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For amore detailed discussion on this subject, please refer to the design guide(s)
at:

http://www.ci sco.com/warp/partner/synchronicd/cc/sol /mkt/ent/ndsgn/highd  wp.htm|

http://wwwin.cisco.com/cmc/cc/sol /mkt/ent/cmps/gend wp.htm|

In addition, please take alook at the results of an independent study done by
Ziff-Davis, exploring the redundancy/resiliency analysisin anetwork using
Cisco switches and routers at:

http://www.zdnet.com/zdtag/whitepaper/campus an.pdf|
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Physical Topologies and Connectivity Options

Connectivity Options
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Cisco IP phones and PC/workstations can be connected to the network in three
different ways.

Cisco IP phones can be connected to the switch with data device (PC or
workstation) connected to the switched Ethernet port available in the back of
Cisco IP phone. Thisisreflected as option 1 in the figure above. Thisis the most
common connectivity option that will be used. The advantage of this option is
that it uses asingle port on the switch and provides switched connectivity to
both the devices. Also no changes to the cabling plant are required if the phone
isline powered. The drawback isthat if the IP phone goes down, then the PC
also goes down. This arrangement aids in rapid deployment with minimal
modifications to the existing environment.

The second method shown above shows the phone and PC connected to different
switch ports. Although this option doubles the switch port count for every user,
it provides alevel of redundancy for the user. If the phone goes down, the PC
does not get affected and vice-versa. Also if the phone and PC are connected to
ports on different modul es then another layer of redundancy is achieved, which
protects one of the devices if a module goes down.

The third option shown above is alittle unique in that the phoneis not a
hardware device but a JTAPI application running on the user’s PC. It iscalled a
soft phone. This option may appeal to some specific environments where the
need for a separate handset is minimal.
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IP Addressing

This section describes the options used to extend IP addressing to accommodate
I[P phones.

IP Address Plan

IP phones need addresses too!
» Configure phones statically or use DHCP

Address space options:

* Double current address space

* Phones on separate subnets

« Secondary addressing per segment

« Use of RFC addresses for f§oice? subnet

Phones donf{&work across NAT/PAT/
firewall boundaries today
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Each IP phone needs an | P address and associated information like subnet mask,
default gateway, and so forth. Thisinformation can be provided by statically
configuring it on the phone or it can be provided via DHCP. In this section we
will discuss various options available for extending the IP addressing plan to
accommodate | P phones.

To meet this requirement, there are afew options:

1. Provide an IP address in the same subnet as the existing data device
2. Redo the entire IP addressing plan for the organization

3. Create anew subnet and useit for IP phones

All of the above mentioned options could be implemented using DHCP or static
configuration.

Since every phone needs an IP address in addition to the data device (PC or
workstation), it means that an organization’ s requirements for IP addresses has
doubled. Although this concept is very straightforward, a significant number of
customers have I P subnets with more than 50% of their subnet addresses already
in use/all ocated/assigned. This would mean that option 1 mentioned previously
couldn’t be implemented. If new addresses have to be assigned for 1P phones out
of the existing subnets, then customers would have to renumber their IP
addressing plan. Thisis option 2 as mentioned previously and may not always be
feasible. One solution is to put the IP phones on a separate IP subnet. This
solution maps to option 3, soft phone.
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The new subnet could be in aregistered address space or in private address
space like Network 10.0.0.0. Now, the PC/workstation could be on aregular
data subnet and the phone would be on the voice subnet. In order to minimize
the configuration required on the phone, it is better for the phoneto learn as
much information dynamically as possible. This includes the separate voice
subnet for the phone. So when the phone powers up, it should get its voice
subnet automatically and then the phone can send a DHCP request on that subnet
for getting an IP address.

In order to understand the automated mechanism of getting this voice subnet to
the phone from the switch at power up, we need to understand the enhancements
donein Cisco Discovery Protocol (CDP).

Phones cannot work across Network Address Trandation (NAT) or firewall
boundaries today.

Copyright O 2000, Cisco Systems, Inc. Campus Infrastructure  12-11



CDP Enhancements

CDP is adevice discovery protocol that runs on all Cisco equipment. Each
device sends periodic messages to a multicast address and listens to the periodic
messages sent by others. Thisis done to learn about neighboring devices and
determine whether their interfaces are up or down and other relevant information
like layer 2/3 protocols used, protocol addresses, native VLAN of the
interconnected ports, duplex, and so forth. CDP is also used to send some layer
2/3 protocol specific messages.

Thereisalevel of interaction between the Cisco IP phone and the Catalyst
switch to make it plug and play. Cisco IP phones support CDP. This makes it
possible for the switch to know that an IP phone is connected to it and vice versa.

New CDP Fields

* Voice VLAN ID (VVID)—Communicating
Voice VLAN ID (Voice subnet) to the phone

* Trigger Field—Soliciting response from the
connected device

* Power Field—Required for getting exact
power requirement from the phone

2000, Cisco Systems, Inc WWwWWw.cisco.com CIPT v2.0—12-10

Three new fields have been added to CDP. They are:

» VoiceVLAN ID (VVID) field for communicating the voice VLAN ID
(voice subnet) to the IP phone.

= Trigger field for soliciting aresponse from the connected device—used to
force aresponse from the connected device. Under normal circumstances, a
device sends CDP messages at one minute (configurable) intervals. But if an
IP phone comes up within thisinterval, it cannot receiveits VVID. In this
case the IP phone will issue atrigger in the CDP message it sends to the
switch. Thiswill force the switch to respond with aVVID.

» Power—required field for getting the exact power requirement from the
phone.
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A VLAN at Layer 2 mapsto asubnet at Layer 3 in terms of a broadcast domain,
such that aVLAN equals a subnet. The desired functionality is that when an IP
phoneis plugged into the switch, it should automatically get its specific VLAN
ID (voice VLAN or voice subnet) from the switch if oneis configured. If not, the
IP phone will reside in the native VLAN (data subnet) of the switch.

A new concept called Voice VLAN ID (VVID) isintroduced in CatOS starting
with release 5.5. Thisisthe VLAN (subnet) that will be given to the IP phone
by the switch inside the CDP message. The prerequisite is an IP phone-specific
VLAN configured on the switch. Switch configuration details will be shown,
with an example, later on in the section.

When an IP phone is powered by inline power, it is automatically provided 10W
of electricity. Since the switch doesn’t know exactly how much power the IP
phone requires, the |P phone can send a CDP message, using the Power
Consumption field set to its own specific requirements. The switch then adjusts
the resource accordingly.
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Voice VLAN ID (VWID) and Port VLAN ID (PVID)

VVID and PVID

|
Phone WLAN = 200

Voice VLAN ID = VVID
Port VLAN ID = PVID

www.cisco.com

The new voice VLAN isreferred to as Auxiliary VLAN in the CatOS CL | for
configuration purposes. Traditionally in the switched world, we understand data
VLANS. Thisistypicaly where all the data devicesreside. The new auxiliary
VLAN is used to collectively represent other types of devices. Today that device
isan IP phone and, hence, this could be thought of asavoice VLAN. In the
futureif there are other types of non-data devices, they will fall in the auxiliary
VLAN.

Theideaisthat these non-data devices (IP phone) will reside in a separate
VLAN (auxiliary VLAN), which will make it easier for customers to automate
the process of deploying the phones. Just like data devices come up and resideiin
the native VLAN (also referred to as default VLAN) of the switch, phones will
come up in the auxiliary VLAN if the switch has been configured as such. When
the phone powers up, it communicates with the switch via CDP. The switch will
provide the phone with the appropriate VLAN ID that was configured. Thisis
known asthe Voice VLAN ID or VVID. Thisis very analogous to the data
VLAN ID that isknown as Port VLAN ID or PVID.

To summarize, data devices reside in the native VLAN (or default VLAN) of the
switch and phones will reside in the auxiliary VLAN on the switch. Data device
VLAN (data subnet) is referred to as PVID and Phone VLAN (voice subnet) is
referred to as VVID.

This concept has quite a few merits. Besides making it very plug and play, it aso
aids in applying advanced QoS concepts on aper VLAN (subnet) basis. The data
subnet may have different QoS settings and voice subnet may have more
different QoS settings.
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VVID Configuration

VVID Configuration

Consale> |enable) ==t port saxiliaryvlan help
Tsage: set port anxiliaryvlan <mod/ports
<wlan|ontagged|dotlpl nones
{wlan = 1..1000)

Console> {enabkle) set port amxiliaryvlan 2/1-3 222
Auziliaryvlan 222 configuratiom successfal.
Auriliary¥lan AuxVlanStatuns Hod/Ports

222 active 1/2,2/1-3

WwWw.clsco.com CIPTv2.0? 3-11

The VVID isconfigured in the CatOS version 5.5 using the syntax set port
auxiliaryvlan <mod/port>.

In this example, the voice VLAN (VVID) has been set to the value 222 for ports
2/1 through 2/3. When the phone powers up, the switch will instruct it to bein
VLAN 222. This command can be used to set the VVID on a per port basis,
range of ports, or for an entire module.

Copyright O 2000, Cisco Systems, Inc.
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VVID Status

VVID Status

Console> show port aonxiliarywlan 222
AunxiliaryVlan Aux¥WlanStatns Mod/Ports

b ackive 1/2,2/1-3
Comaolarx [anablel

Copsole> ahow port 2/1

Port ARaxiliaryVlam AuxVian-Status

2751 Fx2 aotive

Consola> [apabla)

WwWw.clsco.com CIPTv2.0? 3-12

Once the phone getsiit voice subnet, it will issue a DHCP request on that subnet.

Listed below are some important steps in the process when an IP phone is
plugged into the network to preparing to make phone calls. Assuming that the IP
phoneis already powered up:

1. [P phonewill begin a CDP exchange with the switch. It will issue atrigger
CDP to force aresponse from the switch that will contain its Voice VLAN
ID (VVID) or voice subnet.

2. By default, IP phoneis configured for DHCP. It will issue a DHCP request
on the voice subnet it got in step 1 above. In general, thisisthe
recommended mode of operation. Static addressing can be supplied to the
telephone, and you can enter the IP address manually, but this would prevent
mobility and increase requirements of technical personnel.

3. P phone will get aresponse from the DHCP server in the network. As part
of that DHCP response, an IP address is supplied to the telephone. It isaso
possible to supply the address of the TFTP server, from which the telephone
will get its configuration. Once again, the TFTP server address could be
specified manually but this would limit adds, moves, and changes and
remove some of the benefits. This TFTP server address can be given as part
of the DHCP response. This can be done several ways by configuring option
066 or custom option 150 on the DHCP server and specifying the address of
the TFTP server. The Cisco DHCP server supports this feature.
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4.

6.

The IP phone will contact the TFTP server and will receive the address of
the CallManager. Up to three CallManagers can be specified in the list that
the IP phone will get. This allows for redundancy in case the first
CallManager in the list is not available. The phone will now contact the
CallManager and register itself.

After the IP phone receives its configuration file, the IP phone will attempt
to register with the Cisco CallManager. If the firmware version in the IP
phone is correct, the registration will complete. If the firmware version in
the phone is not correct the IP phone will TFTP for a new firmware
version, then attempt to register with the Cisco CallManager. 1P phone will
receive anumber (referred to as DN number) from the CallManager per
configuration. Thisisthe number that will be used for calling the particular
IP phone.

Now the IP phone is ready to make calls.

Note

This process when an IP phone is plugged into the network preparing to make

phone calls takes about 90 seconds. To speed it up, turn on portfast and turn off port
channeling as well as trunking. This reduces the time taken to about 30 seconds.

Copyright O 2000, Cisco Systems, Inc.
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Sample IP Addressing Plan

Sample IP Addressing Plan

IP phone + PC on
same switch ports
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To summarize, the recommendations for IP addressing are:

Continue to use existing addressing for data devices (PC’s, workstations,

and so forth)

Add IP phones with DHCP as the mechanism for getting addressees

If subnets are available in existing address space then use them for |P phones

If not, then use private addressing (Network 10 or Network 172.16 — 172.20)
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Quality of Service (QoS)

This section describes the need for campus QoS.

In a converged environment, all traffic typestravel over asingle transport
infrastructure. In addition, all traffic types are not same. Voiceis bursty, slightly
loss tolerant, and latency sensitive. Data on the other hand is well behaved (fixed
bandwidth), has alittle tolerance to loss, but is latency insensitive. The challenge
isin providing the required level of service for these individual traffic types.

Domains of QoS

Consideration

Avoidi'ng loss, delay,
and delay variation (jitter)

aIIManager CaIIManager
»E« _ii

Router Router
Multllayer ultllayer
Campus Campus
Campus WAN Ed WAN Backbone

Voice Enabled Infrastructure
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If you are running both voice and data on a common network then you need to
employ proper tools to ensure that the delay and loss parameters of voice traffic
are satisfied. The tools that allow you to ensure the required quality of service
are available as features in phones, switches, and routers.
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Need for Campus QoS
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The basic premise is that we need to protect voice traffic from being run over by
datatraffic. Thisis done by classifying voice traffic as high priority and then
alowing it to travel in the network before low priority traffic. Classification can
be done at Layer 2 using the 3 bitsin the 802.1p field (referred to as CoS) within
the 802.1Q tag or at Layer 3 using the 3 bits of 1P Precedence in the TOS byte of
IP header. Classification is the first step towards achieving quality of service.
Ideally, this step should be done as close to the source as possible.

Once the end devices set CoS and/or ToS values, the switch can either trust them
or not trust them. This concept of trust is very important and isintegral to
deploying QoS. If the switch trusts the valueg(s) it need not do any re-
classification and if does not trust the value(s) then it will have to perform re-
classification for appropriate quality of service levels. This notion of trusting or
not trusting forms the basis for trust boundary.

As mentioned before, ideally classification should be done as close to the source
as possible. If the end-deviceis capable of performing this function then the trust
boundary for the network is at the access layer in the wiring closet. If the device
is not capable of performing this function or the wiring closet switch does not
trust the classification done by the end device, then the trust boundary may shift.
The shift will happen depending on the capabilities of the switch in the wiring
closet. If the switch can re-classify the packets then trust boundary remainsin
the wiring closet. If the switch cannot perform this function then the onus falls
on other devices in the network going towards the backbone. In this case, the
rule of thumb isto perform re-classification at the distribution layer. It is more
than likely that there is a high-end switch in the distribution layer with features
to support this function. If possible, performing this function in the core of the
network should be avoided.
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Frame Tagged with PVID and
- VVID

An access port able to handle 2 VLANs
Native VLAN (PVID) & Auxiliary VLAN (VVID)
Hardware set to dotlq trunk

Tagged 802.1q
=g - i
&
Y _

Untagged 802.3
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Cisco IP phones have the ability to mark voice packets as high priority using
CoS aswell as ToS. By default, the phone will send 802.1Q tagged packets with
the CoS and ToS set to avalue of 5.

Packets from the phone are sent as tagged frames with the .1p fields set to 5.
Frames from the PC are sent untagged as shown in the figure above.
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PC is Not Trusted

Normal Mode

For example, set port qos 2/1 trust-ext untrusted

PC is not trusted.
phone ASIC will
l re-write CoS = 0
COS= 5 COS = 5=
=—

COS=0 CoS = 7
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Most PCs on the desktop do not have an 802.1Q capable NIC card and as such
send the packets untagged. This means that the frames do not have an 802.1p
field. Also, unless the applications running on a PC send packets with a specific
ToS value, thisfield will aso be zero. A special case could be where the TCP/IP
stack in the PC has been tweaked to send all packets with a ToS value other than
zero. Typically this does not happen and the ToS value is zero.

Even if the PC is sending tagged frames with a specific CoS value, Cisco IP
phones have the ability to zero out this value before it sends the frame to the
switch as shown in the figure above. Thisisthe default behavior. Hence frames
coming from the phone will have a CoS of 5 and frames coming from the PC
will have a CoS of 0. When the switch receives these frames it can take into
account these values for further processing based on its capabilities.

Once frames come to the switch, it will use its queues (available on a per port
basis) to buffer them before sending it to the switching engine. An important
point to remember is that input queuing comes into play only when thereis
congestion. The switch will use the CoS value(s) to put the framesin appropriate
gueues. CoS 5 frames go into the priority queue, which is serviced before other
gueues. The switch can also employ mechanisms like WRED to make intelligent
drops within a queue (also known as congestion avoidance) and WRR to provide
more bandwidth to some queues over others; also known as congestion
management.

Lets apply this scenario to a Catalyst 6000 family Switch. Each port on this
switch has 1 receive queues and 2 transmit queues. In addition there is a priority
gueue for receive as well as transmit. On the receive side, CoS 5 packets will go
in the priority queue and will be serviced first before the regular queue. All other
packets go in the regular queue. Tail drop is used on thisregular queue for
congestion avoidance. As mentioned before, tail drop will come into play only if
there is congestion on the receive side. Thisis unlikely in most cases because
typically frames are coming in from a 10/100 or GE port tryingto go to a
32Gbps bus and will not experience congestion. On the transmit side, as before
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CoS 5 frames will go in the priority queue and will be serviced first. Remaining
frameswill go in regular queues. CoS values 0,1,2, and 3 will go in Lo regular
queue and CoS values 4,6, and 7 will go in Hi regular queue. In addition, within
each queue we can use WRED to make intelligent drops based on the CoS value
and what percentages of buffers are full. Finally, the Hi regular queue and Lo
regular queue will be serviced based on the WRR configuration. One can
configure it to say they will be serviced in 25 to 75 ratios. Thisis done after the
priority queue has been emptied out.

All the values for WRED, WRR, and queue sizes are configurable.

Catalyst 6000 family switches also support the notion of trusted and not trusted.
The switch can be configured to do this on a per port basis. From the CLI use the
following command:

set port qos <mod/ports.> trust <untrusted|tr ust-cosltr ust-ipprecjtrust-
dscp>

This command allows you to configure the trust state as well as to specify to
trust CoS or ToS (trust-ipprec) or DSCP (DS Codepoint) which is an emerging
Layer 3 standard under IETF s Differentiated Services working group.

So far we have talked about the voice traffic that comesin as CoS 5 and PC
traffic is zeroed out if there is any tag.
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PC is Trusted

e.g. set port gos 2/1 trust-ext trust-cos

l @ Trusted

== =l
N =

CosS=7 COos=7
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There may be times when we may want to trust the PC CoS (if sending tagged
packets) or giveit avaue other than zero. This can be achieved on Catalyst
switches as well.

Thisis achieved by extending the trust out to the PC. Use the following
command to extend trust out to the PC:

Set port qos 2/1 trust-ext trust-cos
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PC is Not Trusted

For example, set port qos 2/1 cos-ext 2

PC is not trusted.
Phone ASIC will re-
write CoS based on

switch configuration
& e.g. extended COS = 2
cos=5 COS = 5= /
= .l

COS = 2 CoS = 7
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When a PC is not trusted extend a specific CoS value to the PC traffic. The
command used to extend a specific CoS value to the PC trafficis:

Set port qos 2/1 cos-ext 2

All of the above configurations shown along with the individual figures can be
done for any of the Catalyst switches that use CatOS.

So far we have discussed the Quality of Service Implementation model at Layer
2 using the 802.1p bits within the 802.1Q tag. This technique provides the
desired results at Layer 2. When traffic hasto cross a Layer 3 boundary, then it
becomes imperative to implement these mechanisms using Layer 3 parameters
like the 3 IP precedence bits (commonly referred to as ToS) or the new emerging
DSCP parameter that uses the six most significant bits within the ToS byte of the
IP header. Traffic crosses Layer 3 boundaries when packets need to cross
subnets. Layer 3 switches or routers facilitate this. Traffic also crosses Layer 3
boundaries when packets need to go out of the campus network onto the WAN
via edge routers. When this happens, a Layer 2 classification does not help. We
need Layer 3 classification for achieving the desired level of QoS.

All of the QoS techniques employed by the routers (including the very important
WAN QoS) rely on Layer 3 classification. Thisis can be achieved by using the
appropriate platforms in the campus. Beginning with the IP phones, we aready
have packets presented to the switch with CoS=ToS=5. This Layer 3
classification is preserved even if the packets travel all the way through to the
WAN edge router where the Layer 2 header isremoved. So, if the trust boundary
is at the source (1P phone) then voice traffic will have the ToS bits set to 5 and
will be presented to the network devices for appropriate treatment. WAN routers
can use this classification to employ any of the queuing techniques. If the trust
boundary is not at the source and packets need to be re-classified, then the
device performing this function should be capable of doing it at Layer 3 before it
can cross aLayer 3 boundary.
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Catalyst 6000 family switches equipped with the Policy feature Card (PFC)
perform this function by default when the port is trusted. So if a packet comesin
atrusted port with CoS equals 5, then the switch will take this value and re-write
the ToS bitsto make it equal to 5 aswell. No additional configuration is needed.
If the port is un-trusted, then the packet gets a default CoS at the input port. Now
we can configure a QoS access-list on the switch and re-write the ToS to a
desired value based on some matching criteria; for example:

set qosacl ip TEST dscp 40 10.1.1.0 0.0.0.255 any
This command will set aToS of 5 for all packets coming from subnet 10.1.1.0
and going anywhere.

In addition QoS access-lists can include L4 information as well to classify
individual applications. Catalyst 6000 switches are also capable of policing
traffic based on L3 addresses and L4 port numbers. For example, you can police
individual http flow to 1M and aggregate all http flows to 25M.

All of these QoS features on Catalyst 6000 switches provide a high degree of
flexibility.
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Summary of QoS Issues

Classify and/or re-classify packets as close to the edge as
possible

Make the access layer the trust boundary

If wiring closet switch does not have appropriate QoS hooks,
shrink trust boundary to distribution layer, no further

Use WRED for making intelligent packet drops
Use priority classification to expedite delay-sensitive traffic

Use WRR (if switch has multiple queues) in conjunction (or
otherwise) for servicing Hi queue more often

For very small offices with low user count and no QoS capable
switch, WAN edge can be the trust boundary

WwWw.clsco.com CIPTv2.0? 3-16

To summarize, try to maintain the trust boundary in the wiring closet. If need be,
shrink it down to the distribution layer on a case by case basis and avoid
shrinking it down to the core of the network. Thisisin line with the guidance
provided earlier to keep the trust boundary as close to the source as possible.

Note

The discussion above takes into consideration a 3-tier network model, which

has proved to be a scalable architecture. If the network is small and the logical functions
of distribution layer and core layer happen to be in the same device then, the trust
boundary may reside in the core layer if it has to move from the wiring closet.
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The following figure illustrates some important points to note regarding Catalyst
6000 QoS functionality.

Notes about Catalyst 6000

QoS Functionality

* By default, QoS is not enabled.
* By default, ports are not trusted.

* QoS configurations can be applied on a per
port basis or on a per VLAN basis.

» Catalyst 6000 can map CoSto ToSin any
situation. Either by default, when the port is
trusted, or by using the QoS access list.

www.cisco.com

By default, QoS is not enabled. Use set qos enable to turn on QoS.

By default, ports are not trusted. Use set port gos mod_nunvport_num trust
{untrusted | trust-cos | trust-ipprec | trust-dscp} to trust a port.

QoS configurations can be applied on a per port basisor on aper VLAN basis.
Thisworks very well for IP telephony deployments where phones are on a
separate VL AN/subnet as discussed before in the |P addressing section.

The Catalyst 6000 can map CoSto ToS in any situation. Either by default, when
the port istrusted, or by using the QoS access list.

If the trust boundary happens to be on a switch in the wiring closet that is not
capable of re-classifying at Layer 3, then shrink the trust boundary to the
distribution layer where it ismore likely that a Layer 3 capable device will be
present.
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Capabilities within the Catalyst Family of Switches

Capabilities within the

Catalyst Family of Switches

Capabilities Catalyst Catalyst Catalyst Catalyst
6000 5000 4000 3500
Ability to Trust Yes No No Yes
Re-Classify CoS Yes Yes Yes Yes
. Yes (with additional
Re-Classify ToS Yes configuration) No No
Congestion v v N N

Avoidance (WRED) es es © ©
Priority Queue Yes No No No
Multiple Queues Yes No No Yes

Congestion v N N No (Round Robi

IManagement (WRR) es © © © (Round Robin)

Policing Yes No No No

www.cisco.com

The following are deployment recommendations:

Create atrust boundary at the network edge in the wiring closet. Make ports
trusted on the wiring closet switch where phones are attached.

If devices cannot be trusted then re-classify ToS at the edge.

If re-classification is not possible at the edge, shrink trust boundary to the
distribution layer and re-classify ToS.

Use the priority queue, if possible, to delay sensitive traffic.

Use the QoS access list for more granular classification of packets using L4
information.

Use policing, if necessary, to limit traffic for individual flows aswell as
aggregate flows.

Traffic going to the WAN edge should have Layer 3 classification that the
router can use for advanced WAN queuing mechanisms.

For very small remote site networks where a Layer 3 capable switch is not
available, the WAN edge router can be used as the classifier.
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Power to IP Phones

The new Cisco IP phones support a variety of power options. This section
explains how each of the avail able powering schemes work.

3 Ways to Power IP Phones

.—:_‘-._1

» Inline Power
v" Needs powered linecards for Catalyst switches .
v’ Usespins 1, 2, 3, and 6 (same as Ethernet) for delivering ? 8V

» External Power
v' Needsexternal power patch panel
v' Patch panel delivers? 8V over plns4 57,8
—

> Wall Power BB

v' Needs DC converter for connecting | P phone to wall outlet

Combination of ways can be used for redundancy

www.cisco.com

The Cisco IP phone is connected to an Ethernet switch using up to 100m of UTP
Category 5 cable. It hasastandard 10/100 Base T Ethernet port for connection
to the switch, and another for local connection to a PC/workstation.

There are three methods of powering the IP phones:
= Inline Power

» Externa Power Patch Panel

« Wall Power

Solution 1: Inline Power

This method uses pins 1,2,3, and 6 of the 4 pairsin a category 5 cable to transmit
power (-48V DC) supplied by the switch. It isreferred to asinline or sometimes
as phantom power because the power signalstravel over the same two pairs used
to transmit Ethernet signals. Thisis done in such away that the power signals
are completely transparent to the Ethernet signals and do not interfere with its
operation. This method needs the new power enabled line cards for the switch.
Currently such aline card is available for the Catalyst 6000 family switches with
plans to extend the functionality to other catalyst switches over time.
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Catalyst 600 Inline Power
Linecard

www.cisco.com

The new powered 10/100-line card (Product Number: WS-X6648A-PWR) for
the Catalyst 6000 switches is exactly identical to the existing line card in terms
of functionality with the addition of delivering -48V DC to the connected IP
phone.

Using power-enabled cards for the Catalyst switch, power can be provided to the
Cisco IP phone over the signal-carrying Ethernet pairs. The Catalyst first tests
for the phone' s presence, then applies power. By first testing for unique
characteristics of the Cisco IP phone, then applying power using alow current-
limit and for alimited time, the Catalyst avoids damage to other types of 10/100
terminating devices.

The switch performs phone discovery by sending a specific tone down the wire
towards the IP phone. In its un-powered state this tone is looped back by the
phone (using normally closed relay contacts) and sent back to the switch. When
the switch receives this tone it knows that the device connected is a Cisco IP
phone and it is safe to deliver -48V DC to the device. This behavior is exhibited
only by Cisco IP phone. Other device(s) connected to the switch port do not loop
the tone back and as such are safe from —48V DC being delivered to them. This
hardware polling is done by the system at fixed intervals on a port by port basis
until alink signal is seen or the system has been configured not to apply inline
power to that port.

When the switch finds a phone using phone discovery, it will apply power to the
device. The Cisco IP phone powers up, energizing the relay and removing the
loopback (normally closed relay becomes open) between transmit and receive
pairs. It also sendsalink signal to the switch. From this point it functions as a
normal 10/100 Ethernet device.

If thelink signal is received within five seconds, the Catalyst concludes that the
attached device is a Cisco IP phone, and maintains the power feed. Otherwise
power isremoved and the discovery processis restarted.
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Once the Cisco IP phone is powered and responding, the phone discovery
mechanism enters a steady state. Should the phone be removed, or the link
interrupted, the discovery mechanism will start again. The port is checked every
five seconds for alink packet, and in its absence, the test tone is generated.

The advantage of this mechanism is that power is supplied to the phone by the
switch just like today’ s telephony environment. It is entirely possible that only
two pairs have been terminated out of the four available for the data run between
wiring closet and the desktop location. The inline power method allows
customers to use the existing cable plant without any modification for deploying
IP telephony.

The inline power method requires CatOS 5.5 (or higher) running on the Catalyst
Switch. Thisrelease of the software has all of the enhancements required for
proper operation. In particular, it has all of the necessary commands to control
the operation of the switch asfar as delivering power is concerned. The switch
has an option of either providing power through the power-enabled line card or
not to do so evenif it hasthe ability.

Each port on the switch can be configured viathe CL1 (or SNMP or a config file)
to bein either Auto, or Off modes as defined in the following way:

= Auto: Switch supervisor will tell the port to supply 48V to the phone only if
it discovered the phone using the phone discovery mechanism that is, the
Cisco IP phone discovered by the switch via the test tone in un-powered
state. Thisis also the default behavior.

= Off: Switch supervisor will instruct the port not to apply power even if it can
and knows
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Verifying Inline Power Status

Command: show port inlinepower <mod>|<mod/port>
Output:

Default Inline Power allocation per port: 12.500 Watts (0.29 Anps @2V)
Total inline power drawn by nodule 7: 37.80 Watts (0.90 Anps @2V)

Por t I nl'i nePower ed Power Al | ocat ed
Admi n Oper Detected nmatt mA @2V

711 auto off no 0 0

7/2 auto on yes 12600 300

7/3 auto faulty yes 12600 300

714 auto deny yes 0 0

715 on deny yes 0 0

716 on of f no 0 0

717 off of f no 0 0

? 2000, Cisco Systems, Inc. Www.cisco.com CIPTv2.0? 3-26

The figure above shows the CLI output that provides detail on the actual power
consumed.

This leads to an important area with respect to available system power. Current
Cisco IP phone model 7960 consumes 5W. The switch system should be
equipped with appropriate power suppliesto accommodate the required number
of phones.

Note The new 2500W Power Supply for Catalyst 6000 family switches need 220V. It
will work with 110V but will deliver 1300W. In addition it needs 20A regardless of whether
it is plugged into 110V or 220V. This means that wiring closets must have 220V available
in our example case.
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Switch Configuration Example

for Inline Power Mechanism

Configuring inline power:

« Command: set port inlinepower <mod/port> <on|offlauto>

o Successful output: Inline power for port 7/1 set to auto.
o Failure output: Failed to set the inline power for port 7/1
Configuring default allocation:

« Command: set inlinepower defaultallocation <value>

o Successful output: Default Inline Power allocation per port:
10. 0 watts (0.24 Anmps @2V)

o Failure output: Default port inline power should be in the
range of 2000..12500 (m#A

WwWw.clsco.com CIPTv2.0? 3-25

The figure above shows the CLI for configuring inline power parametersin
CatOS. Along with the powering options, CatOS also provides option for setting
the default power allocation that is, how much power (watts) will be applied on
aper port basis. The default value is approximately 10W and is good for any
Cisco IP phone model phone available and planned. The phone has the
intelligence to report back how much power it actually needs (via CDP) and the
switch will adjust the delivered power accordingly.
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Inline Power Syslog Messages

Not enough power available:

%SYS- 3- PORT_NOPOWNERAVAI L: Devi ce on port 5/12
w Il remain unpowered

Link did not come up after powering on the port:

%SYS- 3- PORT_DEVI CENCLI NK: Devi ce on port 5/26
power ed but no link up

Faulty port power:

%BYS- 6- PORT | NLI NEPWRFLTY: Port 5/7 reporting
inline power as faulty

www.cisco.com

CatOS has the ability to send syslog messages to the console (or any other place
if so configured) indicating any deviations from the normal as shown in the
figure above.

In addition the system also maintains power status on a per port basis. This can
be checked using show port status.

The CatOS has three different values:
= On: Power isbeing supplied by the port.
= Off: Power isnot being supplied by the port.

» Power-Deny: System does not have enough power so the port does not
supply power.

When the system is using dual supervisors, power management per port and
phone status is synchronized between the active and standby supervisor. Thisis
done on an on-going basis and is triggered with any change to the power
allocation or phone status. All the high availability features designed in CatOS
5.5 and higher are useful in this scenario. The HA features are not affected in

any way.
One last point on this subject is power protection schemes. Thiswill be

discussed in detail later on. Conceptually though, it is recommended that UPS
(es) should be used for a higher degree of redundancy and availability.
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Solution 2: Cisco Patch Panel

Cisco Power Patch Panel

www.cisco.com

If the switch does not have a power enabled 10/100-line card (Product Number:
WS-PWR-PANEL) or oneis not available for the switch, then a Cisco patch
panel can be inserted in the wiring closet between the Ethernet switch and the
Cisco IP phone. Thisdevice is aso known as Cisco Power Patch Panel.

The patch panel has a 250W power supply and draws its power from an 110V
AC source. It can accommodate 48 ports and is capable of supplying -48V to
each of the 48 ports. At 5W per Cisco IP phone model 7960, it has enough
power for all the 48 ports. A UPSis recommended for back up in the event of a
power failure. The patch panel uses CDP as a discovery mechanism and sends
power using Pins 4. 5, 7, and 8 to the phone.
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Power Patch Panel
Conctivity
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\ ’AS wires)
\_/ 1
FE
Phaﬁ‘?-ﬁiﬁde 2| 4| 6|
swii e [N r
~ pairs
(4 wires)
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In the figure above, the patch panel has two ports that correspond to one
connection. One port goes to the switch side and the other goes to the phone side.

This arrangement of applying power to the phone utilizes al four pairsin the
Category 5 cable. Unlike the inline method, Ethernet pairs do not carry power
signals. The remaining pairs of Category 5 cable are used for delivering power

from the patch panel.
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External Power through Patch Panel

External Power through Patch
Panel
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Asseen in the figure above, Pins 1, 2, 3, and 6 from the switch are patched
straight through to Pins 1, 2, 3, and 6 coming from the phone. Pins 4, 5, 7, and 8
from the phone terminate at the patch panel (Ethernet hasno use for Pins4, 5, 7,
and 8) and 48V is applied across them to power the phone. The actual
conductors used are pin 5 (pair 3) and pin 7 (pair 4) for —48V and ground return.
This meansthat all four pairsin the Category 5 cable need to be terminated at
the user’ s desk and in the wiring closet.

This power patch panel can operate in two different modes.
1. Discovery mode
2. Blast mode

In discovery mode, the patch panel will try to verify if the device connected to it
isaCisco IP phone or not. It does this by using the phone discovery mechanism
outlined above in the inline power method. The only difference being, it will
generate the test tone as opposed to the switch.

To summarize, if thereisno link signal detected on the port, patch panel will
send down atest tone and if it sees the tone come back within a specified period
of time it knows that the device is a Cisco IP phone. If the tone does not come
back in the specified time then it knows the device is not a Cisco |P phone. Once
it has determined that the device is a Cisco IP phone, it will apply power (-48V)
to the port and from that point on it will keep -48V applied aslong asthereis
link signal.

In blast mode, the patch panel does not perform phone discovery. It will start
applying power immediately.
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Solution 3: Wall Powered

Wall Powered

IO AT Wall
Porwr o 48
DS Converter
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The figure above shows that the Cisco |P phone can be powered from alocal
transformer module plugged into a nearby (maximum 3 meters) electrical outlet.

A combination of these power options can be used to provide redundant power
to the Cisco IP phone. Internally these three sources are combined through
protection diodes, so that whatever combination is used, the phone will share the
power. This provides redundancy; if one power source fails, the other(s) will
continue to power the Cisco IP phone.
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Power Protection Strategies

This section describes ways to protect power that supports | P telephony.

Power Protection Strategies

* Back-up the wiring closet switches and
downstream data center using UPS

* Back-up the whole building using UPS

* Provide a separate generator for power
(besides the feed from utility company) and
use it as back up

www.cisco.com

Reliable power isvital to support IP telephony. In order to build areliable and
highly available infrastructure, equipment can be protected from power failures
using UPS. Each UPS has some amount of battery that will keep the equipment
running for a certain period of time. UPS can be configured with the appropriate
amount of battery for desired results.

Some common strategies are:

» Back-up the wiring closet switches and downstream data center using UPS.
Thiswill keep the phones up. Wall powered devices like PCs may still go
down.

» Back-up the whole building using UPS. Thiswill protect all devices and
equipment from power failures. Protecting PCsin this fashion is useful
because of the new breed of highly available data applications.

» Provide a separate generator for power (besides the feed from the utility
company) and use it as back up. UPS may still be needed in this case
because it usually takes afew minutes for the generator to ramp up. The
upside isthere is less battery time needed for each UPS.

In addition, UPS can be configured with options like SNMP Management,
Remote Monitoring, Alarm Reporting, and so forth.

For more information please visit:
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Written Exercise 1. Enterprise Network
Infrastructure

Complete the following exercise to practice what you learned in this chapter.

Objective

In this exercise you will complete the following task: identify the three layersin
atypica enterprise network.

Task: Identify the three layers of a typical enterprise network.

Given what you know about an enterprise network, identify the three layers of a
typical enterprise network in the figure below.

Typical Enterprise Network

"""""""" SN oy oy oy uy

/111l

iy iy
B3

i =225

2 27
e
Layer 2 » :

l : D
W/-\J\‘ nternet PSTN
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Completion Criteria

Y ou have completed this exercise when you havefilled in all the blank boxesin
the figure above.
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Written Exercise 2: Catalyst Family of Switches

Complete the following exercise to practice what you learned in this chapter.

Objective

In this exercise you will complete the following tasks: Identify the capabilities of
the following catalyst switches:

= Catalyst 6000
= Catalyst 5000
= Catalyst 4000
= Catalyst 3500

Task: Identify the capabilities of the Catalyst Family of Switches

Given what you know about the capabilities of the Catalyst Family of Switches,
identify with a*Y” for yesand “N” for No the capabilities of the following
switches:

= Catalyst 6000
= Catalyst 5000
= Catalyst 4000
= Catalyst 3500
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Capabilities within the
Catalyst Family of Switches

Capabilities Catalyst Catalyst Catalyst Catalyst
6000 5000 4000 3500

Ability to Trust

Re-Classify CoS

Re-Classify ToS

Congestion
Avoidance (WRED)

Priority Queue

Multiple Queues

Congestion
IManagement (WRR)

Policing

999, Cisco Systems, Inc WWwWWw.cisco.com CIPT—Chapter 4-8

Completion Criteria

Y ou have completed this exercise when you have filled in the blank spacesin the

table.
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Summary

This section summarizes the concepts you learned in this chapter.

Summary

* Cisco IP telephony requires an IP
infrastructure based on layer 2/3 switches
and routers.

* There are three connectivity options to the
desktop.

* IP phones need IP addresses.

* QoS protects voice from other traffic on the
network.

* There are ways to power Cisco IP phones.

www.cisco.com

The network infrastructure needs to be based on Layer 2/3 switches and routers
to build a Cisco IP telephony solution. To ensure that the Cisco |P phones are
connected using switched 10/100 ports, a switched connection to the desktop is
required. The three connectivity options to the desktop are the following:

=  Single cable—Connect the IP phone to the wall and the PC to the IP phone.
= Multiple cables—Each endpoint device (phone and PC) connect to the wall.

= Soft phone—Soon to come, one connection with a phone application on the
PC.

Cisco IP phones are |P devices that need IP addresses. The IP address
information can be done using one of the following options:

= Provide an IP address in the same subnet as the existing data device
= Redo the entire IP addressing plan for the organization
» Create anew subnet and use that for IP phones

In aconverged environment, all traffic types travel over a single transport
infrastructure. Y ou need to employ proper tools to ensure that the delay and loss
parameters of voice traffic are satisfied. The tools allow you to ensure that the
required quality of serviceis available as features in phones, switches, and
routers.

The Cisco IP phones can use one or more of the following three methods of
getting power; inline power, external power, and wall power.
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Review Questions

Answer the following questions.

Review Questions

1. What are the three network layers of a
typical enterprise network?

2. What are the IP addressing options to
accommodate Cisco IP phones?

3. Inline power to the phones uses which
pairs?

4. When QoS tools are used, where
should the trust boundary be
established?

www.cisco.com

Q1) Thetypica enterprise network layer consists of three network layers. What are
the three network layers?

Q2) Cisco IP phones need IP addresses. What are the |P addressing options that can
be used to accommodate the Cisco |P phones?

Q3) Inline power is an option to power the Cisco IP phones. Which pairs are used to
provide inline power to the Cisco IP phones?
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Q4) QoStools are used to protect voice traffic from all other types of traffic. Where
should the trust boundary be established?

Laboratory Exercise
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Distributed Call
Processing

Overview

In this deployment scenario, Cisco CallManagers, voice messaging, and digital
signal processor (DSP) resources are located at each site. This deployment
model can initially support up to 10 sites networked across the IP WAN. Voice
calls between sites use the IP WAN as the primary path and the PSTN as the
secondary path in the event the IP WAN is down or has insufficient resourcesto
handle additional calls. Whether calls use the IP WAN or use the PSTN is
transparent to both the calling party and the called party. This chapter

emphasi zes issues specific to the distributed call processing model, with
reference to relevant material in other sections of this guide.

The following topics are in this chapter:

= Objectives

»« Cal Admission Control

»« Dia Plan Considerations

» CallManager Cluster Considerations

» DSP Resource Provisioning for Transcoding and Conferencing
= Summary

= Review Questions



Objectives

This section lists the chapter objectives.

Objectives

Upon completion of this chapter, you will be
able to perform the following tasks:

* Identify design characteristics in building a
CIPT WAN deployment using Distributed Call
Processing

« Configure the 10S gatekeeper and dial plans to
use the IP WAN link without oversubscribing

» Configure the each site to have a redundant
path using an ISDN or PSTN path.

www.cisco.com

Upon completion of this chapter, you will be able to perform the following tasks:

= Givenalist of Cisco IPtelephony characteristics identify the design
characteristics for building a CIPT WAN deployment using distributed call
processing.

= Giventwo isolated campus CIPT solutions, configure a |OS gatekeeper and
dia plansto use the IPWAN link without oversubscribing the link.

= GivenaCIPT WAN deployment solution, configure each siteto have a
redundant path using an ISDN or PSTN path.
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Visual Objective

Visual Objective

Site B [
:

PSTN
-------- T\
IP WAN
(Primary Voice Path)
N
5
Gatekeeper

Site C

www.cisco.com CIPT v2.0-134

Using the isolated campus deployments, you will interconnect and configure
gateways, gatekeeper, and dial plan architecture to place phone calls over the IP
WAN. Configure a back-up path to the PSTN if the IPWAN is congested or
oversubscribed.
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Call Admission Control

Why Call Admission Control?

Example:
WAN bandwidth can only support two calls
What happens when the third call is attempted?

CallManager call #1 CaIIManager

- = =
[“\I cal#2 / \/\/ *E*
- = ~  VolP Data

[“ /_‘_%‘g Network @_Qu

Call #3
Causes poor quality for ALL calls

Many tools to give voice priority over data
Call admission control is about preventing voice over subscription

© 2000, Cisco Systems, Inc WwWw.clsco.com CIPT v2.0—14-5

QoS tools ensure voice quality in two ways: by giving voice priority over data
and by preventing voice from oversubscribing a given WAN link. The second
task is accomplished by call admission control (CAC) mechanisms. The need for
CACin AVVID networks is amplified greatly by the fact that al IP phones have
an open IP path to the WAN whereas toll bypass networks, in contrast, could
limit the number of physical trunks eligible to initiate calls across the WAN.
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Gatekeeper Based Admission
Control

“1212" sent to remote site
Proper QoS Ensured

Cisco CallManager
May | place queries GK
CallManager ™7 15°  for call Admission |03 GK
_A—
User dials iy
555-1212 = Yes
[ ] <
)  CCM strips 1st
I" L \\ \\3 digits for
\ > QWAN
» il
IP Phones -

Router/GW

CCM inserts “ 1408”
for PSTN
“ Dynamic Alternate Routing”

TN

“ 1408-555-1212" sent to PSTN

User dials
555-1212

IP WAN goes down or not enough resources
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For deployments of the distributed call processing model, use the H.323
gatekeeper controlled method to provide CAC. In this design, the CallManager
registers with the Cisco |OS gatekeeper, also known as Multimedia Conference
Manager (MCM), as aVolP gateway and queries it each time it wants to make
an IPWAN call. The Cisco 10S gatekeeper associates each CallManager with a
zone that has specific bandwidth limitations. Thus the maximum amount of
bandwidth consumed by IP WAN voice callsin or out of azone can be limited
by the Cisco |0S gatekeeper.

In brief, when the CallManager wants to place an IP WAN call it first requests
permission of the gatekeeper. If the gatekeeper grantsthe call it is placed across
the IP WAN. If the gatekeeper denies the request the CallManager places the call
across the secondary path, the PSTN.

Thisis effectively a call accounting method of providing admission control in
which the gatekeeper simply keeps track of the bandwidth the IP WAN calls
consume. The maximum bandwidth setting for a zone should take into account
the limitation that the WAN link not be filled with more than 75% voice.

Note In this scheme, IP phones are not mobile between sites. Should an IP phone
register across the WAN, admission control would not operate as designed.

In this model it isimportant that the dial plan be tightly coupled with the
gatekeeper CAC mechanism becauseit isthe dia plan that ultimately decides
when to place acall acrossthe IP WAN and what to do if the gatekeeper rejects
it.
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CallManager and Gatekeeper

Interaction

May | make a call?
(ARQ)

.................. 10S Gatekeeper
Call Flow H.323 RAS

Signaling

| am Registering as
/ a VolP GW (RRQ)

Yes you can (ACF) """
No you can’ t (ARJ)

S call
Data___Placed”
Network —

PSTN
[ “ Voice Overflow”

San Jose N ,7 Philadelphia
CallManager behaves like a VoIP GW to the I10S gatekeeper

www.cisco.com c

Communication between sites that have a CallManagers or CallManager cluster
requires the use of H.323v2. This means that a remote CallManager or
CallManager cluster must be configured as an inter-cluster H.323 device. Within
the CallManager configuration for an H.323 device you can configure the device
to be gatekeeper controlled and specify the gatekeeper to be queried. This means
that before the CallManager sets up a call with aremote CallManager it must
first send an admission request (ARQ) with the requested bandwidth to the
gatekeeper.

This remote CallManager is then placed in aroute group, which can be
associated with various route patterns for IP WAN calls. This route group would
be configured as the first choice route group in aroute pattern or route list; the
route group associated with the PSTN would be configured as the second choice
if the gatekeeper rejected the call. In thisway the call can be transparently routed
across the PSTN if the IP WAN is unavailable.

» For each and every remote gatekeeper controlled H.323 device entered, the
CallManager registers a separate Vol P gateway with the gatekeeper. This
means that if a CallManager can call 10 remote sites using the H.323
gatekeeper, then it registers 10 separate Vol P gateways with the gatekeeper.
For each H.323 CallManager, the CallManager registers the sending and
destination addresses in hexadecimal with the gatekeeper. These
characteristics are attributable to the 10 site limit for the distributed call
processing in CallManager 3.0(1). Thisistargeted to be enhanced in
CalManager 3.0(2).

= Theactual IPWAN bandwidth allocated for acall is defined by putting the
remote H.323 CallManager in aregion with which bandwidth can be
associated when IP WAN calls must be made to it. Valid codec selections
for thisare G.711 (80 kbps), G.729 (24 kbps), and G.723 (20 kbps).
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Note With CallManager Release 3.0(1) 128 kbps is always requested in the ARQ,
regardless of the IP WAN codec to be used. This requires the use of a single WAN codec
for all IP WAN calls, as well as using a fudge factor to determine the maximum amount of
bandwidth entered in the I0OS gatekeeper. In effect, every 128 kbps entered in the
gatekeeper equates to one call at 80 kbps or 24 kbps, depending on the WAN codec
selection. This is further explained later in this section.
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CallManager Registration
Characteristics

10S Gatekeeper

www.cisco.com

The 10S Gatekeeper (GK) uses a zone subnet filter to place CallManager with a
Zone. Each remote Cisco CallManager must configure across the IPWAN as a
“GK Controlled” H.323 Inter-cluster trunk. Every GK Controlled remote Cisco
CallManager as a separate Vol P Gateway (GW) with the gatekeeper. For
example; for 9 remotes, a Cisco CallManager will register as9 VolP GWs. The
Cisco CalManager registers IP SA/DA (in hexadecimal) of remote Cisco
CallManager as fully qualified name, however the Cisco CallManager cannot yet
register E.164 address or E.164 address range.

The Cisco CallManager sends Full Registration Repeat Request (RRQ) every
minute (default). Thistimer is configurable and Cisco CallManager does not use
H.323v2 lightweight registration. The Gatekeeper will then respond with a
Registration Confirmation (RCF).
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Remote CallManager Cluster
across IP WAN Configuration

Gateway Configuration Defining H.323 GW
as an “ Inter-Cluster Trunk”
(Remote Call Manager)

e

1 bty 8|
ol Teechoe Freimod bd e e |u.--|.‘

e | i | mes | e e :--I‘I

Remote H.323 Device
Where this device | (Call Manager IP Address)

may call | Device Pool to define CODEC
(Incoming Calls) T % used for calls to this device
e |
= |
I
Z=r=rT A | - -
Enabling device as
— = Gatekeeper Controlled
Ty ] (Will register IP SA/DA with
Gatekeeper)
Gatekeeper IP
Address

www.cisco.com

Each remote Cisco CallManager must configure across the IP WAN as a GK
Controlled H.323 Inter-cluster trunk. The Gateway Configuration page in the
Cisco CalManager Administration is where an administrator would define
H.323 as an Inter-Cluster Trunk.

The device name is the IP address of the remote Cisco CallManager. The device
pool that thisis placed in will define the codec used for calls and the Gatekeeper
registration needs to be set to remote. The gatekeeper |P addressis used to be the
name of the Gatekeeper Name.

Calling Search Space is used on this page to define where this device (remote
Cisco CalManager) may call.

Copyright 0 2000, Cisco Systems, Inc. Distributed Call Processing 13-9



CallManager ARQ
Chaacteristics

10S Gatekeeper

Philadelphia

www.cisco.com

Cisco CallManager does not use E.164 in Automatic Repeat Request (ARQ) and
the ARQ the Cisco CallManager uses SA/DA in hexadecimal of the target H.225
device. Cisco CallManager cannot use returned IP address in the advanced
communications function to be used for H.225 target address. This means a
H.323 device for every remote Cisco CallManager.

The bandwidth always issued in the ARQ regardless of codec type is 128kbps.
Thisrequires use of single WAN CODEC with afudge factor for maximum
bandwidth entered in |OS gatekeeper:

= G.711 (80kbps) = 128kbpsin GK
»  G.729 (24kbps) = 128kbpsin GK
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Incoming Call from IP WAN

haacteristics

10S Gatekeeper

CallManager ~7.-2

Incoming
H.225 Setup

San Jose

2000, Cisco Systems, Inc. www.cisco.com CIPTv2.0-14-11

When an IP WAN is incoming the terminating Cisco CallManager identifies
incoming CallManager SA/DA combination in H.225 setup by using SA/DA in
ARQ.In the ARQ,128kbps are used and upon ACF the call isalowed to
proceed.

Detail of Successful Call Flow

Call from 1111 te 2222

10S Gatekeeper
Register SA/DA Register SA/DA

2.222>11.1.1 1112222
11110 »E« 2222

Ll II 4:{ IP WAN @—
At e

Gatekeeper Controlled Device Gatekeeper Controlled Device
Pointing to 2.2.2.2 +— Pointing to 1.1.1.1

Registration Process

ARQ Process ARQ SA/DA 10S Gatekeeper ARQ SA/DA
1.1.1.1->2.2.2.2 1.1.1.1->2.2.2.2
28kbps

}kbus/' ‘\J\
+-—-+ 225 sep _lz 222
L =l

: —iIP WAN -
1(Dials 2222) e 222%“[“[“

RTP Stream

www.cisco.com
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Gatekeeper Configuration

“ 10S Gatekeeper”
Assigning gatekeeper zone name

Router(config)#

gatekeeper

zone local zonel cisco.com

zone local zone2 cisco.com \
zone subnet zonel 10.1.10.5/32 enable Assigning CallManager to zone
no zone subnet zonel 0.0.0.0/0 enable 4« based on source subnet
zone subnet zonel 10.1.20.25/32 enable

no zone subnet zo 0.0.0.0/0 enable
zone bw zonel 128 o . i
Assigning maximum bandwidth

zone bw zone2 128 ) ‘
in or out of a region
no shutdown

2000, Cisco Systems, Inc WWW.cisco.com CIPT v2.0—14-13

The gatekeeper should use a configuration similar to the above example.
Assigning Gatekeeper Zone name is done using the command zone local zonel
cisco.com. Assigning Cisco CallManager to zone is based on the source subnet
such as, zone subnet zonel 10.1.10.5/32 enable. The maximum bandwidth either
inor out of aregion is assigned using the command, zone bw zonel 128. The
bandwidth example would be that there is 128 kbps between the CallManager
and the gatekeeper.
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Deployment Considerations for Call Admission Control

Inter-Cluster Communication

H.323v2 between clusters I

10S Gatekeeper

—n 4
t%# s
L
N > N >
.}E* Clusterl m< ................
4

4

— P
=) A | O Y SRR P,
o &
H.323 peering from
v Remote Call Managers

(Redundant shown)

Limit = 100 registered VolP GWs for an 10S gatekeeper

Non Redundant = 10 Clusters - Redundant = 5 Clusters

2000, Cisco Systems, Inc WWwWWw.clsco.com CIPT v2.0—14-14

When multi-site WAN deploymentsinvolve CallManager clusters, only one
CallManager in the cluster can register with the gatekeeper. Thisis configurable
in the CallManager group configuration. All remote sites that need to call a
remote CallManager cluster must have the H.323 device point to the
CdlManager in the remote cluster that registers with the gatekeeper. Redundant
H.323 devices between campus clusters are supported as long the gatekeeper is
not being used for communications between them.

For example, Cluster 1 needs to have H.323 device(s) pointing to Call
Manager(s) in Cluster 2 that are registered with the |lOS GK (and vice versa).
The Cisco CallManager group used to determine which Cisco CallManager in a
cluster registers with the gatekeeper.When using two gatekeepersin a redundant
fashion and the primary one fails, the second gatekeeper becomes the primary
with no knowledge of existing calls. This poses the possibility that poor quality
could result from the new primary gatekeeper allowing too many callsin
addition to existing calls of which it is unaware. Thisis a short-term situation
that resolves when existing calls are terminated.

Mobility of devices between sitesis not possible unless a new number is
assigned to the device to ensure that a device uses the local CallManager for call
processing.

The gatekeeper must be the |lOS MCM. Recommended platforms are the Cisco
2600 or Cisco 3600 with 10S Cisco Release 12.0(7)T or greater.
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Multi-site WAN Topologies

Hub and Spoke

! Admission Control + Capacity Planning
Topologies

Ensure voice traffic at every site does not
exceed configured WAN bandwidth

Minimum requirements for voice, video
and data should not exceed 75% of link or
VC bandwidth

(Remaining 25%for routing protocol updates

@ @ % and link layer header BW consumption and so forth)

Required Link Capacity =
(Min BW for Voice + Min BW for Video + Min BW for Data) / 0.75

2000, Cisco Systems, Inc WWW.cisco.com CIPT v2.0—14-15

A maximum of 10 sites can be networked across the IP WAN in multi-site WAN
deployments with distributed call processing. Only hub and spoke topologies are
supported. Only one active 10S gatekeeper can be used with CallManager 3.0(1)
with no more than 10 CallManagers registered with the gatekeeper. An HSRP
backup gatekeeper can be used. CallManager 3.0(2) istargeted at using multiple
gatekeepersin a hierarchical approach.

Networking Across IP WAN

Requires full mesh
of H.323 devices
and route patterns

I0S Gatekeeper 10 Sites

@ Total of 90 H.323 devices

and route patterns

H.323 device +
route pattern for
remote locations

ite/CM
_—n

M-11

O

Add 11th Site
1. For 11th site must add H.323 device + route pattern for every other site
2. For other 10 sites must add H.323 device and route pattern for 11th site

2000, Cisco Systems, Inc WWW.cisco.com CIPT v2.0—14-16
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Dial Plan Considerations

Dial Plan Configuration

Secondary Voice Path Users required to dial

Pre-pend * 1408" and send to PSTN 7 digits for Intersite calls
“ 526-XXXX"

N 3
=
r 1 @. .............................................................. Al

| |...
H <yl |

bt
e T N

(408) 526-XXXX
5 Digit Internal Dialing

/ Strip “ 52" and deliver

e ! Primary Voice Path
{ IPWAN
S ~/ 61111 to remote CallManager

© 2000, Cisco Systems, Inc WWwWWw.clsco.com CIPT v2.0—-14-17

In the example depicted in the figure above, users dial five digits for internal
calls and seven digits for inter-site calls across the IP WAN. If the IPWAN is
down or has insufficient resources, the PSTN is used transparently for inter-site
calls. For long distance calls that will be directed to the PSTN, users dial the
access code 9 followed by 1 + area code and 7-digit number. Usersdialing local
PSTN callsdial 9 plusthe 7-digit number. This model also provides gateway
redundancy in the event of a gateway or trunk failure to the PSTN. The PSTN
gateways are 10S gateways using H.323.

The goal of thisdial planisto be ableto dial the San Jose location using only
seven digits where calls take the IP WAN as the first choice and the PSTN as the
second choice. Thus, users in Philadelphia should be able to dial San Jose users
at (408) 526-X XXX by simply dialing 526X XX X.
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Typical Route Pattern

Configuration(Philadelphia

Route Pattern No Digit
* 52 XXXXX" Manipulation
v
1st Choice Route Grou Route List 2nd Choice Route Group
Discard access code “ 52" Pre-pend “ 1408”

H.323 device - GK controlled 1st s |
Choice .+
K 4

[RawE> Ereiys Route Group
“ SJ-IPWAN" “ PHL-PSTN"
GK Controlled, _
: A v
v == ) \
Y . 10s Gatekeeper LV
Send * XXXXX" i IPWAN [ PSTN

H.323 setup

/““Local GW receives DID and

N sends internal dial length to CM
"I “ XXXXX

Remote CallManager

www.cisco.com

This configuration begins at the route pattern. A route pattern is entered as
52.6X XXX with an assigned route list as SJ. The location of the dot (.) signifies
that all digitsto the left comprise the access code for this route pattern. Also, no
digit manipulation is selected or required, because each route group needsto
invoke its own unique manipulation.

The route list contains two route groups, SJ-IPWAN and PHL-PSTN, listed in
order of priority. The SIIPWAN route group islisted first and points to the San
Jose CallManager. The digit manipulation specified in route pattern S-IPWAN
discards the access code (52). This ensures that when the call is sent across the
IPWAN, five digits are delivered to the remote CallManager; thisis required
because of itsinternal dial length. The H.323 device associated with the remote
CallManager must be configured to be gatekeeper controlled to ensure that the
gatekeeper is consulted before attempting the call acrossthe IP WAN.

If the gatekeeper rejects the call, the route list uses the next route group, PHL -
PSTN. Thisroute group is configured to pre-pend 1408 to the dialed number to
ensure that the call transparently reaches the other end.

13-16

Cisco IP Telephony

Copyright 0 2000, Cisco Systems, Inc.




Bandwidth Consumption of Dialed Number

Recommended Bandwidth

Configuration
Inter-Cluster Calls
Using G.729
Number of Bandwidth Bandwidth Required Bandwidth
Inter-Cluster| Required per Call| on WAN Links Configured on
Calls (LLQ/CBWFQ1) Gatekeeper
Without | With Without | With Without With
cRTP2 cRTP cRTP cRTP cRTP cRTP

24 Kbps | 12 Kbps | 48 Kbps | 24 Kbps [256 Kbps 256 Kbps
24 Kbps| 12 Kbps | 120 Kbps | 60 Kbps [640 Kbps 640 Kbps
10 24 Kbps| 12 Kbps | 240 Kbps | 120 Kbps |1.280 Mbps| 1.280 Mbps

1. Low latency queuing/class based weighted fair queuing
2. Compressed Real-time Transport Protocol

2000, Cisco Systems, Inc WWwWWw.clsco.com CIPT v 2.0—12-33

Recommended Bandwidth
Configuration

Inter-Cluster Calls

Using G.711
Number of Bandwidth Required | Bandwidth
Inter-Cluster | Bandwidth on WAN Links Configured on
Calls Required per Call | (LLQ/CBWFQ) Gatekeeper
2 80 Kbps 160 Kbps 256 Kbps
5 80 Kbps 400 Kbps 640 Kbps
10 80 Kbps 800 Kbps 1.280 Mbps

www.cisco.com CIPT v 2.0—12-34

The tables above provide recommendations for bandwidth configuration for
inter-cluster calls. Use these tables to ensure enough bandwidth between clusters
to ensure quality voice.
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Codec Selection Based on

Regions

Gatekeeper(s) -
r 1 é ................................................................... —

= 7 .
e £ -:J
[“[“Li' Phlladelph'a
IP WAN
San J ose

DeV|ces—> Region
IP Phones at PHL “ PHL”

Calls within PHL = G.711 SJ CallManager “ IPWAN-G729”

Calls from PHL to SJ = G.729

“PHL" to*“ PHL” G.711
“PHL to “ IPWAN-G729" G.729

Region Codec Matrix = Codec I

www.cisco.com

Bandwidth consumed by calls between devices, such as IP phones and gateways,
can be controlled by dictating codec usage when setting up regions. Devices are
placed in regions that have a codec specified for all intra-region calls; a
particular code can likewise be specified for inter-region calls. Regions are
assigned to devices using a device pool. The supported codecs defined in regions
are G.711, G.729, and G.723 (G.723 is only supported on the Model 12 SP+ and
the Model 30 VIP IP phones). The figure above illustrates the use of regions for
distributed call processing environments where often only two regions need be
assigned.

Just one WAN region is associated with all H.323 devices across the IP WAN
because of the single codec restriction. In the future, multiple WAN regions will
be supported.
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CallManager Cluster Considerations

Cluster Considerations

uOne

Site B Wl_

IP WAN
\, (Primary Voice Path)
& P

Gatekeeper ..,

10,000 IP phones per cluster.

2,500 IP phones per CallManager even under failure conditions.
One single CallManager can register with 10S gatekeeper.

Max 10 clusters (5 redundant)—IOS GK for CAC.

© 2000, Cisco Systems, Inc WWwWWw.clsco.com CIPT v2.0—14-20

The following design considerations apply for CallManager clustersin a
distributed call-processing environment using CallManager 3.0(1):

» Each CallManager cluster can support 10,000 users.

= No more than 2500 users can be registered on any given CallManager, even
under failure conditions.

= Only asingle CallManager within a cluster can register with the 10S
gatekeeper.

=  Werecommend that only a single CallManager within a cluster be allowed
to register with the gatekeeper. If asecond is configured for redundancy,
then only five sites can be deployed in this manner.

The major design consideration regarding CallManager clustersin this type of
deployment is how the H.323 peering is achieved between clusters. Based on the
way that CallManager 3.0(1) registers with the gatekeeper, we recommend that
no redundant peering occur between clusters. Thisistargeted to changein the
CalManager 3.0(2) time frame.
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DSP Resource Provisioning for Transcoding and
Conferencing

Step 1
Step 2
Step 3

Step 4

DSP Resources for Transcoding

Only used when needed

uOpe uOne
Gateserver\CallManager @all setup to CallManager A for 555-1212 CallManager gategerver
G.711/0nl Al < m G711 Only
) 7 =xl Setlip RTP Stream to CallManagers DSP Farm
i : : > 1)

<«

555-1212 Router/GW — —
U—l%i‘ ~ IPWAN -
N ssssssmmmsEses famnunun®
j ’ \Transcoding User Dials
5565-1212
Region A Region B___

Intra Region Inter Region | |=ssssasanas Compressed Call Leg Intra Region Inter Region

AtoB G.711 Call Leg Bto A

A=G.T711 == B B=G.711
G.729a = DSP Farm \G.?ZQa
Ss——

1. User dials 555-1212 in Region B dials Region A Voice Mail

2. CallManager B sees that destination is Region A and Low Bit Rate Codec

3. CallManager A sees a Low Bit Rate incoming Call for a“ G.711 only” device
4. Media Stream directed to “ terminating” side DSP farm

www.cisco.com

This section briefly considers DSP resources in distributed call processing
environments. In multi-site WAN deployment with distributed call processing,
each siteis required to havDSP resources for conferencing and for transcoding
across the IP WAN. Conferencing and transcoding services are enabled by the
Media Termination Point (MTP) application.

The main purpose of transcoding DSP resources is to perform conversion
between different codec typesin an RTP stream in the event of a codec
mismatch. For example, a compressed G.729 media RTP stream across the IP
WAN might need to terminate on a device that only supported G.711. The
transcoding DSP resource would terminate the G.729 media stream and convert
it to G.711. This allows the media stream to remain compressed across the
WAN. The figure above depicts the function of DSP resources across the IP
WAN in the following steps:

Caller 555-1212 in region B dialsregion A voice mail.
CallManager B sees that the destination isregion A, LBR codec.
CallManager A seesan LBR incoming call for a G.711-only device.
The media stream is directed to the terminating side DSP farm.

The number of resources allocated is based upon the requirements for
transcoding to voice mail aswell as transcoding to G.711 for other applications
such as conferencing. These numbers are calculated based upon the ratio of users
to voice mail ports and the volume of conference calls placed.
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Summary

This section summarizes the concepts you learned in this chapter.

Summary.

* QoS tools ensure voice quality in two ways.

* Maximum bandwidth WAN link may not be
filled with more than 75 percent voice.

* Remote Cisco CallManagers must
configure across the IP WAN as “ GK
Controlled” H.323 inter-cluster trunks.

www.cisco.com

Interconnecting two or more isolated Campus LAN CIPT deployments should
consider the following:

= QoStools ensure voice quality in two ways: by giving voice priority over
data and by preventing voice from oversubscribing a given WAN link.

= The maximum bandwidth setting for a zone should take into account the
limitation that the WAN link may not be filled with more than 75 percent
voice.

» Each remote Cisco CallManager must configure across the IPWAN asa
“GK Controlled” H.323 inter-cluster trunk.
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Review Questions

Q1)

Q2)

Q3)

Answer the following questions.

Review Questions

1.Can devices at a LAN site be moved to another
LAN site that is interconnected across
the WAN?

2.What us the recommended number if
CallManager in one cluster used to register as a
H.323v2 device with the I0S Gatekeeper?

3. A call uses G.729 across the IP WAN and needs
to speak with a device that uses G.711 only.
What resource us needed to make this happen?

www.cisco.com

InaWAN CIPT deployment that uses distributed call processing, are the devices
at one LAN site able to be moved to another LAN site that is across the WAN?

Between sites an 10S Gatekeeper is used to control the bandwidth across the
WAN. What is the recommended number of CallManagersin the same cluster
that is used to register with the |0S Gatekeeper as an H.323v2 device?

To conserve bandwidth across the WAN, compressed CODEC (G.723 and
G.729) are used. If acall that goes across the WAN uses G.729 and the device
that it needs to speak with only uses G.711, what resource is needed to make this
conversation happen?
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Centralized Call
Processing

Overview

In amulti-site WAN deployment that uses centralized call processing the Cisco
CalManagers are centrally located at the hub or aggregation site with no local
call processing at the branch location.

This chapter emphasi zes issues specific to the centralized call processing model
in the following topics:

Objectives

Call Admission Control

Dial Plan Considerations

CalManager Cluster Considerations

DSP Resource Provisioning for Transcoding and Conferencing
Summary

Review Questions



Objectives

This section lists the chapter objectives.

Objectives

Upon completion of this chapter, you will be
able to perform the following tasks:

* Identify design characteristics when building a
remote branch that uses centralized call
processing.

« Configure the remote branch office to get the
call processing from the centralized site.

» Configure the remote branch office to have a
redundant path using an ISDN or PSTN path.

www.cisco.com

Upon completion of this chapter, you will be able to perform the following tasks:

= Givenalist of design characteristics, identify the design considerations
when building a remote branch office that uses centralized call processing.

= Given aCIPT isolated deployment, extend the call processing servicesto the
remote branch office.

= Given aCIPT isolated deployment with remote branch offices using
centralized call processing, configure aredundant path for the IP WAN that
uses ISDN or the PSTN.
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Visual Objective

Multi-site WAN Deployments
“ Centralized Call Processing”

Site B
Location B = 128kbps Max

TP]WAN
Router/GW

Site C
Location C = 256kbps Max

IP WAN
Router/GW

Site A
Location A = 512kbps Max

Telecommuter
Location D = 56kbps Max

2000, Cisco Systems, Inc www.cisco.com CIPT V2.0—15-4

The central site will include a Cisco CallManager, voice msg + DSP resource at
and the remote site can support up to 2500 users total. There will be one active
Cisco CalManager that the IP phones will register to. Call admission control
imposes alimit on the number of calls per site (location). Unlessthereis adial
backup configured in the dial plan, if the IP WAN link goes down thereis no
service. Now that the Cisco |0OS gateways support H.323 v2 the remote branch
offices do not need to use software MTP to gain access to supplementary
Services.

G.711 or G.729 per call (Cat 6K/4k DSP Farm required for G.729) and use
partitionsto allow sites to use same PSTN access code.
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Centralized Call Processing Considerations

Centralized Call Processing

Considerations

Gatosorey T « Call Admission
Control
K s  Dial Plan
ll QoS
IP Phones g‘z;:lvtl?(l:)'/]st ° DSP

PC|Stations E

Provisioning
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In deploying a multi-site WAN deployment using centralized call processing the
following should be considered:

» Call admission control—Should it be used and how should it be used? Is
there enough bandwidth over the IP WAN to use call admission control ?

» Dia plan—Does each remote site need their own dia plan? How are
partitions and calling search spaces used to ease configuration of dial plans?

= QoS—Will QoS be ableto prioritized voice over data and even voice over
voice?

» DSP provisioning—Can the DSP resources support the remote locations for
accessing voice mail and conferencing?

This chapter will provide more detail to the considerations of the centralized call
processing WAN deployments.
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Call Admission Control

Admission Control - BW

Limitation by “ Location”

Centralized

&
|
&l
(R

Location 1

Router

1. Assign IP WAN bandwidth limits per location (in kbps)
2. Will get busy signal and “ Not enough Bandwidth” when insufficient resources

3. No PSTN Fallback—Must hang-up and dial unique local PSTN access code

www.cisco.com CPTV20-157

Where centralized call processing is used, call admission control (CAC) is
provided using the locations construct. Under this scheme locations are created
with a geographical correspondence, such as a branch office. For example a
location could be designated as Branch 1, Mountain View Office; a postal code
could also be used. The location should correlate to a geographical location that
is serviced by awide arealink. A maximum bandwidth to be used by inter-
location voice calsisthen specified for the location. Devices within that
location are then designated as belonging to that location.

The centralized CallManager keeps track of the current amount of bandwidth
consumed by inter-location voice calls from agiven location. If anew call
attempted across the IP WAN exceeded the configured setting, a busy signal
would be issued to the caller aswell as a configurable visual display, such as
“All Trunks Busy,” on devices with this capability. If the caller gets a busy
signal, the caller must hang up the phone and dial the access code for the
location’s PSTN gateway to facilitate an outgoing call.
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To use locations based admission control in a centralized call processing WAN
deployment, the remote branch offices (locations) can only be registered to one
Cisco CallManager in one cluster at the central site. Locations cannot be used
between clusters at the central site connected to separate remote sites (locations).

Three Cisco CallManagersin one cluster can be used providing all phones are
registered with the same Cisco CallManager that is achieved by keeping all
phones with the same Cisco CallManager Group list. To use three Cisco
CallManagers for location based admission control, alocations cluster of two or
three must be created. Finally a possible location status synchronization during
Cisco CallManager failover is set up to be self-healing.
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The figure above describes how a hybrid site of alarge campus with location
based remote sites can be designed. The large campus cluster and the locations
based centralized clusters are networked via H.323 and the remote sites are
registered to one Cisco CallManager within alocations based cluster.

The following page describes the caveats when using location based call
admission.
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Caveats for Location Based Call Admission

Caveats for Location Based

Call Admission

* Mobility of devices between locations is not possible

 Calls are admitted based upon the availability of 24 kbps
of bandwidth

* The amount of bandwidth specified can be
oversubscribed

» CallManager 3.0 deployments of centralized call
processing are limited to hub and spoke topologies

* Bandwidth should be dimensioned according to the
dedicated resources allocated on the smaller link

* The IOS gatekeeper can only provide admission control
for calls between CallManagers in release 3.0(1)

* If more than 20 users at remote site, install a Cisco
CallManager at that remote site

www.cisco.com

The following caveats should be considered when deploying locations-based call
admission control:

Mobility of devices between locations is not possible, as the CallManager
decrements the specified location, not the physical location, of the device.

Calls are admitted based upon the availability of 24 kbps of bandwidth.
G.729 calls consume 24 kbps and G.711 calls consume 80 kbps. Thus, if
mixed codecs are used over the WAN, all calls should be assumed to
consume 80 kbps and the bandwidth allocated accordingly. Where possible,
asingle codec should be configured for the WAN. In this case, the
bandwidth allocated should be done so in n x 24 kbps increments for G.729
or n x 80 kbpsincrements for G.711.

When acall is placed on hold, the bandwidth is released to the pool and can
be used by another call. When the original call istaken off hold, the amount
of bandwidth specified can be oversubscribed. In this case the call is allowed
to continue, but the low latency queue on the wide area link could be
oversubscribed and voice quality might be compromised. To negate thisrisk,
the configured size of the low latency queue should exceed the specified
bandwidth on CallManager by a minimum of one call capacity for the codec
specified.

CalManager 3.0 deployments of centralized call processing are limited to
hub and spoke topol ogies.

14-8
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Where more than one circuit or virtual circuit exists to a spoke location, the
bandwidth should be dimensioned according to the dedicated resources
allocated on the smaller link.

The 10S gatekeeper can only provide admission control for calls between
CdlManagersin release 3.0(1). The gatekeeper cannot provide admission
control between a CallManager and aremote |OS gateway. An example
would be if a CallManager at one site wanted to call another site where there
isan 10S gateway connected to a PBX. The CallManager does not use E.164
addressesin the ARQ when it queries the gatekeeper for admission.

If the remote site has more than 20 users, install a Cisco CallManager at that
remote site.

Copyright 0 2000, Cisco Systems, Inc.
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Dial Plan Considerations

Three Types of Calls

Centralized
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Intra-location calls are generally made between |P phones and other devices such
as fax machines and anal og phones connected to gateway devices based on
MGCP or the skinny gateway protocol. Aswithin a cluster, al devices register
with asingle CallManager so that the availability of al devicesis known. When
acall is attempted, the outcome is one of the following:

» Thecall succeeds.
= A busy toneisissued due to the remote device being active.

= A busy toneisissued due to insufficient WAN resources; a message might
also be displayed on the device.

No configuration of adial planisrequired for intra-cluster callsin the majority
of cases.

Inter-cluster calls are made using H.323 and, with CallManager 3.0, inter-cluster
calls can use alternative routing, including PSTN fallback. Between clusters
connected over aWAN, a gatekeeper is required for call admission control.

Each site can dia a single number to access the local PSTN. The same code can
be used for PSTN access and, based upon the partition and calling search space,
alocal gateway is selected.
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Design Example

Required Partitions

Intra-Cluster and
Local Gateway Access

Partition Name Designated Devices Assigned to Partition
Cluster-X Users All IP phones with-in the cluster
Cluster-X Hub PSTN Access PSTN gateway (s) at hub location

Cluster-X Branch 1 PSTN Access PSTN gateway at Branch 1

Cluster-X Branch 2 PSTN Access PSTN gateway at Branch 2

Cluster-X Branch 3 PSTN Access PSTN gateway at Branch 3

WWwWWw.clsco.com CIPT V2.0-15-13

Using the network diagram from the previous page, the partitions detailed in
above table would be configured to allow usersto have accessto either al intra-
cluster locations or al intra-cluster locations and alocal gateway.

The next thing that has to be defined is the calling search space. A table on the
next page defines the calling search spaces for the above defined partitions.
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Calling Party Search Space

and Partition Assignments

Calling Party Search Space

Partitions

Assigned to

Cluster-X Internal Only

Cluster-X Users

Devicesthat can only make
internal calls

Cluster-X Hub Unrestricted

Cluster-X Users
Cluster-X Hub PSTN Access

Internal callsand PSTN calls
through hub location gateways

Cluster-X Branch 1 Unrestricted

Cluster-X Users
Cluster-X Branch 1 PSTN Access

Internal callsand PSTN calls
through Branch 1 location gateways

Cluster-X Branch 2 Unrestricted

Cluster-X Users
Cluster-X Branch 2 PSTN Access

Internal callsand PSTN calls
through Branch 2 location gateways

Cluster-X Branch 2 Unrestricted

Cluster-X Users
Cluster-X Branch 3 PSTN Access

www.cisco.com

Internal callsand PSTN calls
through Branch 3 location gateways

This represents perhaps the simplest example of the required configuration for
multi-site WAN local call processing. The dial plan would consist essentially of
asingle pattern for PSTN calls, typically a 9. The gateway traversed would
depend entirely upon the calling devices partition and selected calling search

space as detailed above.

Additional considerations would require a more ambitious dial plan. For amore
detailed dial plan refer to Chapter 11, “Dial Plan Architecture”.
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CallManager Cluster Considerations

Cluster Considerations
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1. A single active CallManager per cluster % SImAY

2. A maximum of 2500 IP phones per cluster [“[“

3. A maximum of three CallManagers per
CallManager group

4. Limited to hub and spoke topologies only

Region C
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With WAN CallManager clusters, all active devices are required to be registered
to asingle CallManager. This alows the CallManager to maintain call state for
al calls and thereby ensure that the specified bandwidth to alocation is not
exceeded.

A maximum of 2500 IP phonesis per cluster not for the remote sites. If there are
IP phones at the central site and are registered to the Cisco CallManager that the
remote sites are registered to, then the phones at the central site count towards
the 2500 IP phone maximum. Where more than 2500 remote devices are
required, multiple WAN clusters can be configured and interconnected using
H.323.

A centralized call processing WAN deployment is limited to a hub and spoke
topology to incorporate the use of call admission control so that the IP WAN
does not get over-subscribed.

In this deployment model a single CallManager redundancy group should be
configured. Thiswould be the default CallManager redundancy group. All
devices would then be assigned to this group to ensure that all registered devices
are registered to the same CallManager.
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DSP Resource Provisioning for Transcoding and
Conferencing

DSP Resource Allocation

Centralized Call
Processing
Cluster X

Primary

Cluster X
Location 1

Cluster X
Location 2
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Centralized call processing istypically done in environments where the
provisioning of dedicated call processing at each site is not cost effective or is
administratively unacceptable. The benefits of such a deployment model are its
central administration and low cost when spread across many sites. Digital
signal processing (DSP) resources are required for transcoding and conferencing
of calls. These resources are dedicated on a per CallManager basis and must be
located at the aggregation site.

The number of resources allocated is based upon the requirements for
transcoding to voice mail and transcoding to G.711 for other applications such as
conferencing. These numbers are calculated based upon the ratio of usersto
voice mail ports and the volume of conference calls placed. In cases where the
placement of resources per CallManager is deemed cost prohibitive, the
resources could be statically moved in the event of failure of the primary
CallManager within the WAN cluster.
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The top part of the figure above shows a centralized transcoding resource
providing conversion between G.729a or G.723.1 and G.711 when a call that
was initialy placed at G.729a or G.723.1 rollsto voice mail, whichisa G.711
only application.

Conferencing poses another example of a G.711 only application. Consequently,
if aparty who can only traverse the WAN using alow bit rate codec wants to
make a conference call, the call will be transcoded to G.711 in the conferencing
resource of the DSP.
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Summary

This section summarizes the concepts you learned in this chapter.

Summary

» Locations construct is used for WAN
deployments that use centralized call
processing.

* CallManager 3.0 deployments of centralized
call processing are limimted to hub and spoke
topologies.

* A maximum of 2500 IP phones is per cluster,
and not for the remote sites.

www.cisco.com

Locations construct is used for WAN deployments that use centralized call
processing and is limited to a hub and spoke topology.

A maximum of 2500 IP phonesis per cluster and not for the remote sites. If there
are |P phones at the central site and they are registered to the Cisco CallManager
that the remote sites are registered to, then the phones at the central site count
toward the 2500 I P phone maximum. Where more than 2500 remote devices are
required, multiple WAN clusters can be configured and interconnected using

H.323.
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Review Questions

Answer the following questions.

Review Questions

1. In a centralized call processing WAN
deployment, how many Cisco CallManagers
can the remote offices be registered to?

2. What keeps track of the current amount of
bandwidth consumed by inter-location
voice calls?

3. DSP resources provide transcoding and
conferencing services for the remote sites.
Where are those resources located?

www.cisco.com

Q1) Therecan beup tofive Cisco CalManagersin acluster. In a centralized call
processing WAN deployment, how many Cisco CallManagers can the remote
offices be registered to?

Q2) IPWAN bandwidth needsto be controlled. What keeps track of the current
amount of bandwidth consumed by inter-location voice calls?

Q3) DSP resources provide transcoding and conferencing services for the remote
sites. Where is the physical location of these resources?
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Troubleshooting aCIPT
Solution

Overview

This chapter explainsin detail the tools and utilities to troubleshoot a Cisco IP
Telephony solution. The case study will discussin detail a unique call flow.
Understanding the information provided in this chapter will help usersfind a
resolution quicker, aswell asto isolate most of their issues. This chapter might
not resolve all your problems but it will at least give the user avery good
understanding of the troubleshooting I P telephony issues using the Cisco
CalManager 3.0 and 10S gateways and gatekeeper.

The following topics are included in this chapter:

Objectives

Tools and Utility for Troubleshooting

Case Study—Intra Cluster 1P Phoneto IP Phone Calls
Laboratory Exercise

Summary

Review Question



Objectives

This section lists the chapter objectives.

Objectives

Upon completion of this chapter, you will
be able to perform the following tasks:

* ldentify and describe the tools available to
troubleshoot potential Cisco IP telephony
problems

* ldentify and describe the different call flows
and series of events through the call traces
and debug outputs.

www.cisco.com

Upon completion of this chapter, you will be able to complete the following
tasks:

= Given aCIPT solution, identify and describe from alist of troubleshooting
tools the tools avail able to troubleshoot potential Cisco IP telephony
problems.

= Given acase study, identify and describe the call flow and series of events
through the call traces and debug outputs.
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Tools and Utilities for Troubleshooting

Tools and Utilities

* Cisco CallManager Administration
* Performance Monitor

* Event log

*Local log files

* SDL trace

* Trace utility

www.cisco.com

Thetools and utilities listed below will aid in troubleshooting a Cisco IP
telephony solution:

Cisco CalManager administration—The Cisco CalManager Administration
Window isthe first location to obtain useful troubleshooting information.

Performance monitor—Windows NT server application that allows
monitoring of avariety of system variablesin real time.

Event log—Displays system, security and application events for the
Windows NT Server.

Local log files—Displays I P address, TCP handle, device name or the time
stamp that can be used to monitor the occurrence of request or the
disposition of the request.

SDL trace—Informs the devel oper engineer that the code is working
properly or to find a cause of an error.

Trace utility—Interface in the Cisco CalManager administration that is used
to set all the preferences to get the specific information that is required by
the user.

Copyright 0 2000, Cisco Systems, Inc.
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Cisco CallManager Administration
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The Cisco CalManager administration has eight categories, each having a
simplified pull down menu. These pull down menus have all the configurable
features for Cisco CallManager.

The Cisco CallManager Administration window isthe first location for a user to
obtain useful troubleshooting information. If the Details button is pushed,
information such as the Cisco CallManager system version, administration
version and database information will be displayed. Thisisthe first piece of
information that should be obtained when troubl eshooting any issues with Cisco
CalManager. A more detailed explanation of CCM 3.0 administrationis

ttp://Ibj .cisco.corpypush_targetsl/ucdit/cc/td/doc/product/voice/call_mgr/3_0/ad

min_gd/index.htm
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Performance Monitor is the first step for troubleshooting CIPT solution issues.
Performance Monitor isaWindows NT server application that lets you monitor
avariety of system variablesin real time. For example, you can monitor the
number of callsin progress at any time, or the number of calls currently passing
through a specific gateway.

Performance Monitor shows both general and CCM 3.0 specific status
information in real time.

Do the following to view the Performance Monitor window:
1. Click the Start button on the Task bar.

2. Choose Program.

3. Choose Administrative Tools (Common).

4. Choose Performance Monitor.

The Performance Monitor must be customized to view the Cisco CallManager
related parameters that need to be monitored. Choose the object, counter, and
instance you want to include. Open the View menu and click Report to open the
Performance Monitor window. Click the Add button to add a new category
("Object") to the report. The Add to Report dialog box is displayed.
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Event Log

Event Log

[T 25
wm e |6 OEEHE S T sl
LA | gl L 1] bt Evere |
e e ety
il v e ol Jpm  fee (T ! Dy NIVIED Swre oo bads iew | - |
kil [ YOTm LS e W Coegoy. ke nad
| Seiit L) Lifesaos Y000 11590 IIJM T Limied
i
|81 b L 2_.-'-'\-'\,; TRl [P+ s A ERCRTIBARET ay I
e ¥0Em @A 0
= b ] [Tl Bt { e —_ - S
4 S i okl Ul e @ e CieitF 1 e Pk sy
2x L wiwmmira W70 [ B3] Lo e [1 08 1) Db
Lt r il | (105 |
i a1 N 1T
"a--.'.'u e i [ B ]
trm rae- S | = 21
kg e, R T 1 T ——— |
|
|
ae Cascal
I ——
© 2000, Cisco Systems, Inc. www.cisco.com CIPT v2.0—16-7

The Event log is a second line of defense for troubleshooting. Cisco
CdlManager events are logged in the Windows NT Event Log. The Event log
then displays system, security, and application events for the Windows NT
server. If aservice (including TFTP) cannot read the database (where it gets the
trace configuration), it will add errorsto the Event log. The Event log is the only
place where these type of errors will appear. The example above shows the
application log and which logs applications are running on a Windows NT
server.

Y ou can find out more information about an event by double-clicking it. The
Event Detail dialog box will appear displaying additional information.

Do the following to view the Event Log window:
5. Click Start button on the Task bar.

6. Choose Program.

7. Choose Administrative Tools (Common).
8. Choose Event Viewer.

The Event viewer has logs in the following three categories such as system,
security, and application. The Cisco CallManager errors are always logged under
the application logs.
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Local Log Files

Local Log Files

 |P address or device name can be used
to find the occurrence of the request or
the disposition of that request

* Device name can be tracked
* Device pool and model can be tracked

« C++ class and routine name are
included with most trace lines

www.cisco.com

Local log files provide the greatest level of detailed information. When
reviewing the local log files, IP address, TCP handle, device name or the time
stamp can be used to monitor the occurrence of request or the disposition of the
regquest. This device name could be tracked back to the building of the file,
which shows the device pool and model. The device pool and model can be
tracked back to the building of the configuration file prototype, which will list
the network address of the call managers and the TCP connection port.

When observing the traces, notice that C++ class and routine names are included
with most trace lines. Most routines associated with the serving of a particular
request, include the thread id in a standard format.

These traces will be explained in detail in Case Study #1.

Copyright 0 2000, Cisco Systems, Inc. Troubleshooting a CIPT Solution 15-7



SDL Trace

SDL Trace
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Thistrace informs the devel oper engineer (DE) that the code is working properly
or to find a cause of an error. Most of thisinformation would only make sense to
aDE. Whileworking with TAC and a DE, if the TAC engineer requests a SDL
trace, it isyour responsibility to enable the SDL trace and provideit to the TAC
engineer. SDL traces can be directed to local files, NT event log, and Cisco
Works.

SDL trace provides a C interface to trace and alarms. Alarms are used to inform
the administrator for unexpected events, such as being unable to access afile,
database, Winsock or being unable to allocate other operating system resources.
SDL traces could be turned on through the service parameter configuration. The
figure above is the snap shot of the service parameter window when the SDL
traces are being turned on. Always keep in mind that these traces are only turned
on when requested by the TAC engineer. Also observe the different values
chosen to turn on the SDL trace in the snap shot below.

Once the SDL traces are turned on, the next step is to collect and see these
traces. If the traces are being sent to the local files, then the following snapshot
would tell you whereto find these traces. The path is Program
Files>Cisco>Services and can be observed in the snap shot above. The snapshot
of these traces will be explained in the case studies in upcoming sections.
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Trace Utility
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Enabling Trace

Trace Configuration
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To enable atrace, perform the following steps:

0.
10.
11.

12.
13.

14.
15.
16.
17.
18.
19.
20.

21.

Open Cisco CallManager Administration.
Select Service > Trace.

From the list of 1P addresses at the |eft of the screen, select the IP address of
the Cisco CallManager server whose trace parameters you want to
configure.

Click New to create atrace configuration for a new service.

From the Service Type drop-down list box, select the service for which you
want to add a trace configuration, and then click I nsert.

Click Trace On to enable trace.

Select the desired trace level.

If desired, enable the Show Time and Show Date options.
Set the appropriate user mask bits for the service.

Select the desired event type.

Set the desired trace log components.

If you want to reset all trace parameters to their previous value, click
Cancdl. If you want to reset al trace parametersto their initial default
value, click SetDefault.

When you are finished setting the trace parameters, click Update to save
the changes in the database.
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Trace Levels

* Error

* Special

 State Transition
* Significant

* Entry/Exit

* Arbitrary

* Detailed

www.cisco.com CIPTv2.0-16-11

The table below lists the available trace levels. The error level provides the least
amount of trace information, and the detailed level provides the most. The levels
are cumulative, which means that a more detailed level includes all same
information as the level below it plus some additional information.

Trace Levels

‘ Level |Description

IError Traces alarm conditions and events.

Special Traces all Error conditions plus process and device initialization messages.

State Transition|{Traces all Special conditions plus subsystem state transitions that occur during
|normal operation.

Significant Traces all State Transition conditions plus media events that occur during
normal operation.

|Entry/Exit This trace level is not currently used.

Arbitrary Traces all Significant conditions plus low-level debugging information.
|Do not use this trace level during normal operation.

|Detailed Traces all Arbitrary conditions plus detailed debugging information.
Do not use this trace level during normal operation.

Y ou can enable the Show Date and Show Time options to record the date and

time of each trace event.
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User Mask Flag Definitions

User Mask Bits
Mask Bits_. .. Type-of-Trace Enabled by This Bit

Protocol laver 1 information.
Protocol layer 2 information.
Digital gateway information.
Analog gateway information.

Primary Rate Interface (PRI) information.

Skinny Station protocol information.

M essage translation information for | SDN messages.
Media Termination Point (MTP) infor mation.

H.225 and Gatekeeper information.

Gateway traces (used in conjunction with bits 2, 3, and 4)

© |0 N o o |~ Jw N - o

10 Database signaling information.

11 Subsystem infor mation not covered by one of the other user mask bits.
12 Conference bridge infor mation.

13 M GCP gateway information.

Not used.

2000, Cisco Systems, Inc www.cisco.com CIPTv2.0-16-12

The user mask is a series of flags, or bits, that enable and disable specific types
of trace information. As you turn the bits on and off, the value in the Mask field
changes. The name and definition of each user mask flag is on the following

page.
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The following table shows the user mask bits, their name, and definition.

Mask Bits Name Definition

0 SUBSYS_LAYERL1 Enables all layer one traces.

1 SUBSYS_LAYER2 Enables all layer two traces.

2 SUBSYS_TITAN Enables Titan traces.

3 SUBSYS_VEGA Enables Vega traces.

4 SUBSYS_PRI Enables Pri traces.

5 SUBSYS_STATION Enables all station traces.

6 SUBSYS_MSGTRANS Used by MsgTrans Lib. Enables ISDN message traces.

7 SUBSYS_MTP Enables MTP traces.

8 SUBSYS_H225 Enables H225 and Gatekeeper traces.

9 SUBSYS_GATEWAY Enables gateway traces (Used in conjunction with Pri,
Vega and Titan).

10 SUBSYS_MISC Enables all traces.

11 SUBSYS_SYSTEM Thread trace information, CDR traces, stats errors, TCP
errors, InvProcessDatabase etc. This subsystem mask
is used to enable traces for anything that is system
related, and this is used by more than one subsystem.

12 SUBSYS_CONFBRIDGE Used by unicast and multicast conference bridges.

13 SUBSYS_MGCP Enables MGCP traces.

14-15 Not used.
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Trace Log

* EventLog

* Output Debug String
* File

* System Log

Creating a large number of tracefiles, or letting
asingletrace file grow too large, can severely
degrade the performance of your system.

2000, Cisco Systems, Inc WWW.cisco.com CIPT v2.0—16-13

The following table shows the components of the Trace log.

||Component

Description

||EventLog

Enable this option to send trace information to the Windows 2000 EventLog.

IOutput Debug
String

This option is for Cisco development use only. Do not enable this option unless instructed to do so by
Cisco Technical Assistance Center (TAC).

File

Enable this option to store trace information in a file. You can also set the following file parameters:

= Name is the fully qualified path name of the trace file. Each service requires a unique trace file
name. Cisco recommends that you leave the file names set to their default values.

» # of Files specifies the total number of trace files for a given service. A sequence number is
automatically appended to the file name to indicate which file it is. When the last file in the
sequence is full, the trace data begins writing over the first again.

m # of Lines specifies the maximum number of lines of data stored in each trace file.
= # of Minutes specifies the maximum number of minutes worth of data stored in each trace file.

When the trace data exceeds either the maximum number of lines or the maximum number of minutes
for one file, that file is closed and the remaining trace data is written to the next file in the sequence.
For example, you can set up trace files to store a full week of data, with one day of data in each file. To
do this, you can set the number of files to 7, the number of minutes to 1440 (one day), and number of
lines to a large value such as 10000.

System Log

Enable this option to send trace information to the Cisco Syslog Collector.
The system log parameters are:

Debug enabled causes all trace data to be sent to the Cisco syslog collector. If you do not enable this
option, only alarm (Error) traces are sent to the Cisco syslog collector.

System server is the name of the Cisco syslog collector. Do not change this field unless instructed to
do so by Cisco Technical Assistance Center (TAC).
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Minimum Alarm Tracing

 Enable Trace On
* Set the trace level to Error

* Enable the appropriate user mask bits for each
service, as described in User Mask Bits Table

» Set the event type to Error
* Enable EventLog

www.cisco.com

In general, it is best to start with a small amount of tracing so that system
resources are not overloaded by the trace data. If theinitial traces are not
sufficient for your purposes, you can gradually increase the level of tracing until
you get the desired data. If system performance begins to degrade during tracing,
decrease the trace level until the performance returnsto normal.

During normal system operation, it is customary to trace alarm conditions and to
respond to them as quickly as possible. Alarm tracing is considered to be the
minimum level of tracing for afully operational system. To configure this
minimum level of alarm tracing, set the trace parameters as follows for each
service on each Cisco CallManager in the cluster:

Enable Trace On.
Set the trace level to Error.

Enable the appropriate user mask bits for each service, as described in the
User Mask Bits Table.

Set the event typeto Error.
Enable EventL og.
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Case Study—Intra Cluster IP Phone to IP Phone Calls

This section discusses a case study of an Intra Cluster IP Phoneto IP Phone
cals.

IP Phone to IP Phone

(Intra Cluster)

*IP phone initialization process
* Skinny station registration messages

*|IP phone to IP phone call flow within
a cluster

*IP phone to IP phone call flow
skinny messages

*IP phone registration and call flow
messages through the Cisco
CallManager traces

www.cisco.com

This case study would discussin detail the call flow between two IP phones
within a cluster, called an intra cluster call. This case study will also focus on
Cisco CalManager and IP phone initialization, registration and keep alive
processes followed by a detailed explanation of aintra cluster call flow. We will
explain all these processes by using trace utility and tools discussed in previous
section.
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Case Study Topology

172.16.70.241
172.16.70.225
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|
|
Cluster 1 I
|

172.16.70.243 172.16.70.228 172.16.70.229

——
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The diagram above describes the sample topology for this case study. In the
diagram we have two clusters named cluster 1 and cluster 2. The two Cisco
CallManagersin cluster 1 are called CCM3 and CCM4, whereasin cluster 2 the
two Cisco CallManagers are named CCM 1 and CCM 2. All the traces collected
for this case study are from CCM1 that islocated in Cluster 2. The call flow is
based on the two IP Phones in cluster 2. The IP addresses of these two |P phones
are 172.16.70.230 (directory number 1000) and 172.16.70.231 (directory number
1001) respectively.
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IP Phone Initialization Process

1 GetlIP address, mask, DNS, etc.
*Static or DHCP DHCP CallManager

2) Get TFTP server address DNS e
*Static address

(=< =
Jse «Option 150 (single IP address) - @I

Z‘EZ *Option 66 (first IP address or DNS name) | i ‘
eLook up CiscoCM1l.your.domain 3)
3) Get configuration from CallManager TFTP* I\ 4
eList of up to three CallManagers 2\ 5)
*Region info and keyboard template
*Version of code to run [u

4) Get new code (one time only)
3) Register with CallManager

* Use configuration in Flash after timeout

Www.clsco.com

IP Phone Initialization Process

1. When atelephoneis plugged into an Ethernet jack, assuming the
prerequisite infrastructure and a CallManager, the first thing that will happen
is the telephone will request an IP address from a Dynamic Host
Configuration Protocol (DHCP) server. In general, thisis the recommended
mode of operation. Static addressing can be supplied to the telephone, and
you can enter the IP address manually, but this would prevent mobility.

2. Aspart of that DHCP request, when an |P address is supplied to the
telephone, it is also possible to supply the address of the TFTP server, or the
CalManager from which the telephone will get its configuration. Once again,
the TFTP server address could be specified manually but this would limit
adds, moves, and changes and remove some of the benefits. This TFTP server
address can be given in severa forms: either Option 150 or Option 66 or the
Bootstrap Protocol (BOOTP).

3. Once that address has been given, the phone will register itself with the
CdlManager and download its configuration, which can contain alist of up
to five CallManagers that the telephone can use for call control. This creates
an extremely resilient system. The Phone getsits region information and also
the features or functionality that each of the keyswill produce.

4. The phone receives any new code it isto run. If, for example, the firmware
or the code that each telephone runsis changed, this can be added to the
CalManager. Once restarted, each telephone will automatically reload that
code. The telephones can be configured to auto register.

5. Anadministrator rolling out the phones would plug each one in and then
assign anumber. New phone entries will appear by Media Access Control
(MAC) address, which is how the CallManager ties the actual instrument to a
telephone number. An aternate, not the normal operation, would occur when
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you plug in the telephone; CallManager would automatically give that
telephone aline number. However, this would make things like directories
very difficult to set up.

* Use configuration in Flash after timeout.
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IP Phone Initialization Process
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The following snapshot of Sniffer trace summarizes the phone initialization
process. Please keep in mind that this trace is not taken for this Sample
topology, but does give you a good idea of the series of events that occur during
the IP phone boot up process.
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Skinny Station Registration Process

Skinny Station Registration
Messages

Stateless Cisco

Client ) ) CallManager
i =— Station Register o

Station Reset ;
Station Media Port “
Station Reagister Ack

Station Capabilities Res
Station Capabilities Reg

Station Version Req
Station Version Res
Station Button Template Req
Station Button Template
Station Time Date Req
Station Define Time Date

v
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The registration process allows skinny station (IP Phone) to inform Cisco
CallManager of its existence and to make calling possible. The following figure
shows the different messages that are exchanged between the IP phone and the
Cisco CalManager.
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The primary messages in the skinny station registration process are described
below.

» Station Register: This message is used by the station to announce its
existence to the controlling Cisco CallManager.

=  Station Reset: This message is used by the CCM to command the client to
reset its processes.

= Station IP Port: The Station IP Port message is used by the station to
provide to the CALLMANAGER, the UDP port to be used with the RPT
stream.

»  Station Register Acknowledge: This message is used by the CALL
MANAGER to acknowledge the registration of aclient.

OR

»  Station Register Reject: This messageis used by the CALL MANAGER to
reject aregistration attempt from the indicated phone.

char text[StationM axDisplayTextSize];
|3
Where:

t ext isacharacter string, of a maximum length of 33 bytes, containing a
textual description of the reason that registration is rejected.

= Station Capabilities Request: This messageis used by the CALL
MANAGER to request the current capabilities of the client. These
capabilities includes compression standard and other H323 capabilities.

= Station Version Request: This message is used by the station to request the
version number of the software load for the station.

= Station Version Response: This messageis used to inform the client of the
version number for the software it should be using.

»  Station Capabilities Response: This message is used to respond to a Station
Capabilities Request message from the CALLMANAGER. These
capabilities are cached in the CALLMANAGER and used to negotiate
terminal capabilities with an H.323 compliant Terminal.

= Station Button Template Request: This message is used by the station to
regquest the button template definition for that specific terminal or Phone.

= Station Button Template Response: This message is used to update the
button template information contained in the client.

= Station Time Date Request: This messageis used by the station to request
the current date and time for internal usage and for displaying as atext
string.

= Station Define Time and Date: This message is used to provide the date and
time information to the client. It provides for time synchronization for the
clients.
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IP Phone to IP Phone Call Flow Within a Cluster

IP Phone to IP Phone Call
Flow within a Cluster

1000 Calls 1001

CallManager Cluster

Intra Cluster
Control Protocol

RTP Stream

1001
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This section describes an 1P phone (1000) calling another IP phone (1001)
within the same cluster. The cluster is a group of Call Managers having one
common Publisher SQL database and many Subscriber SQL databases.

In our sample topology, CCM1 is publisher and CCM2 is subscriber. The two IP
Phones (1000 and 1001) are registered respectively to CCM1 and CCM2. The
call flow is shown in the diagram above. The two CallManagers within a cluster
communicate with each other using intra cluster control protocol (ICCP). When
IP phone goes off-hook, it opens a control skinny session (tcp is underlying
protocol) with the CCM. After call control signaling is established between two
IP phones and their respective call managers, the RTP stream start flowing
directly between the two phones as shown in the diagram below. The skinny call
flow messages for thisintra-cluster call are explained in next section.
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IP Phone to IP Phone Call Skinny Messages
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The figure above shows a sample exchange of messages between two Skinny
Clients. The SC (Skinny Client or IP Phone) will initiate connection to CCM and
then CCM will perform the DA (digit Analysis) before opening a control session
with the destination skinny station or IP Phone. Asthe following diagram
indicates, the skinny messages are pretty self-explanatory and use simple
English. Therefore we will not explain these messagesin this section. We will,
however, explain these call flow skinny messages in more detail when we go
over the tracesin later sections.
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Cisco CallManager Trace through the Trace Utility

Troubleshooting different events using Cisco CallManager Trace through the
Trace Utility.

CCM Trace Through the
Trace Utility

* Initialization Process Trace
* Registration Process Trace
* Keepalive Process Trace

e Intra Cluster Call Flow Trace

www.cisco.com

Trace utility is avery effective troubleshooting tool. Trace can be doneto help
trouble shoot during different processes and call flowsin a CIPT solution. The
path to the trace filesis; My Computer>Program files>Cisco>Trace.
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Initialization Process Trace

In this section the initialization process of CCM will be explained with the help
of traces that are captured from CCM 1 (172.16.70.228). We will try to
understand different events when CCM initializesitself. Thiswill help usin
troubl eshooting different processes within CCM, and we'll be able to see the
effect of these processes on different services such as conferencing, call
forwarding, etc.

Initialization Process Trace

16:02:47.765 CCM| CMProcMon - Call Manager State Changed - Initialization Started.

16:02:47.796 CCM| Nodeld: 0, Eventld: 107 EventClass: 3 Eventinfo:Cisco CM Database
Defaults Read

16:02:49.937 CCM| SDL Info - Nodeld: [ 1].isten IP/Hostname: [ 172.16.70.228] Listen Port:
[ 8002]

16:02:49.984 CCM| dBProcs - Adding SdiLink to Nodeld: [ 2]P/Hostname: [ 172.16.70.229]

16:02:51.031 CCM| Nodeld: 1, Eventld: 1 EventClass: 3 Eventinfo: Cisco Call Manager
Version=<3.0(0.20)> started

16:02:51.031 CCM| MulicastPointManager - Started
16:02:51.031 CCM| UnicastBridgeManager - Started
16:02:51.031 CCM| MediaTerminationPointManager - Started
16:02:51.125 CCM| MediaCoordinator(1) - started

16:02:51.125 CCM| Nodeld: 1, Eventld: 1543 EventClass: 2 Eventinfo: Database manager
started

16:02:51.234 CCM| Nodeld: 1, Eventld: 1542 EventClass: 2 Eventinfo: Link manager started
16:02:51.390 CCM| Nodeld: 1, Eventld: 1541 EventClass: 2 EventInfo: Digit analysis started

www.cisco.com

The messages above from the CallManager trace utility are showing the
initialization of the CCM process on one of the CallManager CCM 1. Asyou can
see, the first message tells us tat the CCM initialization processis getting started.
This message is followed by another message in which CCM reads the default
database values, which in this case is the primary or publisher database.
Afterwards, CCM begins listening to different messages on TCP port 8002.
After listening to these messages, CCM added a second CCM to itslist: CCM2
(172.16.70.229). This message is followed by another message that tells us that
CCM has started and is running CCM version 3.0.20.

Once CCM isup and running, it starts several other processes within itself.
Some of these processes are shown above, and include MulticastPoint Manager,
UnicastBridge Manager, digit analysisand CCM start loading route list. These
messages above can be very useful when troubleshooting a problem related to
different featuresin the CCM.

For example, let’s say that our route lists are not functioning and are unusable.
At this point we could monitor these traces and see if the CCM has started
RoutePlanManger and if it istrying to load the RouteLists. Y ou can see the
usefulness of understanding these messages.
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Initialization Process Trace

16:02:51.406 CCM| RoutePlanManager - Started, loading RouteLists
16:02:51.562 CCM| RoutePlanManager - finished loading RouteLists
16:02:51.671 CCM| RoutePlanManager - finished loading RouteGroups
16:02:51.671 CCM| RoutePlanManager - Displaying Resulting RoutePlan

16:02:51.671 CCM| RoutePlanServer - RouteList Info, by RouteList and RouteGroup
Selection Order

16:02:51.671 CCM| RouteList - RouteListName="" ipwan' '
16:02:51.671 CCM| RouteList - RouteGroupName="" ipwan' '

16:02:51.671 CCM| RoutePlanServer - RouteGroup Info, by RouteGroup and Device
Selection Order

16:02:51.671 CCM| RouteGroup - RouteGroupName="" ipwan' '
16:02:51.671 CCM| RouteGroup - DeviceName="" 172.16.70.245" '
16:02:51.671 CCM| RouteGroup -AllPorts

16:02:51.671 CCM| Nodeld: 1, Eventld: 1540 EventClass: 2 EventInfo: Call control
started

16:02:51.843 CCM| ProcessDb - Dn = 2XXX, Line = 0, Display =,
RouteThisPattern, NetworkLocation = OffNet, DigitDiscardinglnstruction = 1,
WhereClause =

1999, Cisco Systems, Inc Www.clsco.com CIPT—Chapter 16-27

The trace above shows the RouteGroup adding the device 172.16.70.245, which
isaH.323 device. Basically, it isthe CCM3 that islocated in Cluster 1. The
RouteGroup is created in this case to route calls to the other CCM3 vialOS
Gatekeeper. If thereis a problem routing the call to an IP Phone located in
Cluster 1, then the following messages would help us to find the cause of the
problem.
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Initialization Process Trace

16:02:51.859 CCM| Digit analysis: Add local pattern 2XXX , PID: 1,80,1
16:02:51.859 CCM| ForwardManager - Started

16:02:51.984 CCM| CallParkManager - Started

16:02:52.046 CCM| ConferenceManager - Started

16:02:52.046 CCM| MeetMeConferenceManager - Started

16:02:52.078 CCM| MessageWaitingManager - Started

16:02:52.078 CCM| MessageWaitingManager - Registered with Call Control

16:02:52.078 CCM| Nodeld: 1, Eventld: 1694 EventClass: 2 Eventinfo: Supplementary
services started

16:02:52.078 CCM| Nodeld: 1, Eventld: 1544 EventClass: 2 EventInfo: Message
translation manager started

16:02:52.250 CCM| DeviceManager: Statically Initializing Device;
DeviceName=172.16.70.226

16:02:52.250 CCM| DeviceManager: Statically Initializing Device;
DeviceName=172.16.70.245

16:02:52.265 CCM| CMProcMon - Call Manager State Changed - Initialization Completed.

1999, Cisco Systems, Inc WWWwW.CISCo.com CIPT—Chapter 16-28

Part of thisinitialization process shows us CCM adding Dns (directory
numbers). Thus, it is possible to tell if the directory number has been read from
the database by CCM.

In the traces above the Device Manager in CCM is statically initializing the two
devices. Actually the device 172.17.70.226 is a Gatekeeper and 172.17.70.245 is
another Call Manager in different cluster registered as a H323 Gateway with this
CCM.

Copyright 0 2000, Cisco Systems, Inc.

Troubleshooting a CIPT Solution  15-27




Registration Process Traces Through Cisco CallManager Trace Utility

This section discusses the registration process traces through the Cisco
CalManager Trace Utility.

Registration Process Trace

16:02:52.312 CCM| StationInit - New connection accepted. DeviceName=,
TCPHandle=0x4fa7dc0, Socket=0x568, IPAddr=172.16.70.229, Port=1556, StationD=[ 0,0,0]

16:02:52.312 CCM| StationInit - New connection accepted. DeviceName=,
TCPHandle=0x4bf8a70, Socket=0x57c, IPAddr=172.16.70.229, Port= 1557 StationD=[ 0,0,0]

16:02:52.328 CCM| StationlInit - Processing StationReg. regCount: 1 DeviceName=MTP_nsa-
cm2, TCPHandle=0x4fa7dc0, Socket=0x568, IPAddr=172.16.70.229, Port= 1556,
StationD=[ 1,45,1]

16:02:52.328 CCM| StationlInit - Processing StationReg. regCount: 1 DeviceName=CFB_ nsa-
cm2, TCPHandle=0x4bf8a70, Socket=0x57c, IPAddr=172.16.70.229, Port=1557,
StationD=[ 1,96,1]

16:02:52.750 CCM| StationInit - New connection accepted. DeviceName=,
TCPHandle=0x4fbaa00, Socket=0x594, IPAddr=172.16.70.228, Port= 3279 StationD=[ 0,0,0]

16:02:52.750 CCM| StationInit - New connection accepted. DeviceName=,
TCPHandle=0x4fe05e8, Socket=0x59c, IPAddr=172.16.70.228, Port=3280, StationD=[ 0,0,0]

16:02:52.781 CCM| StationlInit - Processing StationReg. regCount: 1 DeviceName=MTP_ nsa-
cml, TCPHandle=0x4fbaa00, Socket=0x594, IPAddr=172.16.70.228, Port=3279,
StationD=[ 1,45,2]

16:02:52.781 CCM| StationlInit - Processing StationReg. regCount: 1 DeviceName=CFB_ nsa-
cml, TCPHandle=0x4fe05e8, Socket=0x59c, IPAddr=172.16.70.228, Port=3280,
StationD=[ 1,96,2]
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Another important part of the trace file is the registration process. When a
devices comes onlinein an AVVID network it tries to register with Call
Manager. These devices could be H323 Gateways, H323Gatekeepers, MGCP
Gateways, and Skinny Gateways or Clients or IP Phones. It is therefore
important to be able to find out if devices have registered successfully or
not. Thiswill help agreat deal when troubleshooting such devicesin an
AVVID network.

In the trace above shows that the CallManager has received new
connections for registration. These devicesare MTP_nsa-cm1 (MTP
serviceson CCM 1) and CFB_nsa-cml(Conference Bridge service on
CCM1). Remember that these are software services running on
CalManager but are treated internally as different external services and
therefore assigned a TCPHandle, socket number and port number as well
as adevice name.
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Registration Process Trace

16:02:57.000 CCM| StationlInit - New connection accepted. DeviceName=,
TCPHandle=0x4fbbc30, Socket=0x5a4, IPAddr=172.16.70.231, Port=52095, StationD=[ 0,0,0]

16:02:57.046 CCM| Nodeld: 1, Eventld: 1703 EventClass: 2 EventInfo: Station Alarm, TCP
Handle: 4fbbc30, Text: Name=SEP003094C26105 Load=AJ .30 Parms= Status/IPaddr
LastTime=A P1: 2304(900) P2: -414838612(e74610ac)

16:02:57.046 CCM| Stationlnit -* * * * * InboundStim - AlarmMessagelD tcpHandle=0x4fbbc30
Message=" Name=SEP003094C26105 Load=AJ .30 Parms=Status/IPaddr LastTime=A"
Parm1=2304 (900) Parm2=-414838612 (e74610ac)

16:02:57.093 CCM| StationlInit - Processing StationReg. regCount: 1
DeviceName=SEP003094C26105, TCPHandle=0x4fbbc30, Socket=0x5a4,
IPAddr=172.16.70.231, Port=52095, StationD=[ 1,85,1]

16:02:57.093 CCM| StationlInit - InboundStim - IpPortMessagelD: 32715(0x7fcb)
tcpHandle=0x4fbbc30

16:02:57.187 CCM| StationlInit - New connection accepted. DeviceName=,
TCPHandle=0x4fbb 150, Socket=0x600, IPAddr=172.16.70.230, Port=49211, StationD=[ 0,0,0]

16:02:57.296 CCM| Nodeld: 1, Eventld: 1703 EventClass: 2 EventInfo: Station Alarm, TCP
Handle: 4fbb150, Text: Name=SEP0010EB001720 Load=J0.30 Parms= Status/IPaddr
LastTime=A P1: 16676(4124) P2: -431615828(e64610ac)

16:02:57.296 CCM| Stationlnit -* * * * * InboundStim - AlarmMessagelD tcpHandle=0x4fbb150
Message=" Name=SEP0010EB001720 Load=J0.30 Parms=Status/IPaddr LastTime=A"
Parm1=16676 (4124) Parm2=-431615828 (e64610ac)

1999, Cisco Systems, Inc Www.cisco.com CIPT—Chapter 16-30

The following set of skinny messages between |P Phone and CCM. Basically,
the IP Phone (172.16.70.231) is getting registered with CCM. Recall from the
Skinny station registration section where we have outlined all the skinny
messages occurring between Skinny client and CallManager.

Here we can see that as soon as CCM received the registration request from a lP
Telephone it assign TCPHandle number to this device. This number remains the
same until device or CCM isrestarted. Therefore within atrace one can follow
al the events related to a particular device by searching or keeping track of
TCPHandle number. Thisis hex number. Also notice that CCM provide load id
to IP Phone. Based on thisload id 1P Phone runs the executable file (acquired
from the tftp server) that correspondsto the device.
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Keep Alive Process Trace Through Cisco CallManager Trace Utility

This section discusses the keep alive process trace through the Cisco
CalManager Trace utility.

Keepalive Process Trace

16:03:02.328 CCM| StationlInit - InboundStim - KeepAliveMessage - Forward
KeepAlive to StationD. DeviceName=MTP_ nsa-cm2, TCPHandle=0x4fa7dcO,
Socket=0x568, IPAddr=172.16.70.229, Port=1556, StationD=[ 1,45,1]

16:03:02.328 CCM| StationlInit - InboundStim - KeepAliveMessage - Forward
KeepAlive to StationD. DeviceName=CFB_ nsa-cm2, TCPHandle=0x4bf8a70,
Socket=0x57c, IPAddr=172.16.70.229, Port=1557, StationD=[ 1,96,1]

16:03:02.328 CCM| MediaTerminationPointControl - stationOutputKeepAliveAck
tcpHandle=4fa7dcO

16:03:02.328 CCM| UnicastBridgeControl - stationOutputKeepAliveAck
tcpHandle=4bf8a70

16:03:02.734 CCM| Stationlnit - InboundStim - KeepAliveMessage - Forward
KeepAlive to StationD. DeviceName=MTP_ nsa-cml1, TCPHandle=0x4fbaa00,
Socket=0x594, IPAddr=172.16.70.228, Port=3279, StationD=[ 1,45,2]

16:03:02.734 CCM| MediaTerminationPointControl - stationOutputKeepAliveAck
tcpHandle=4fbaa00

16:03:02.734 CCM| StationlInit - InboundStim - KeepAliveMessage - Forward
KeepAlive to StationD. DeviceName=CFB_ nsa-cm1, TCPHandle=0x4fe05e8,
Socket=0x59c, IPAddr=172.16.70.228, Port=3280, StationD=[ 1,96,2]

1999, Cisco Systems, Inc Www.clsco.com CIPT—Chapter 16-31

The messages above are used by both the station, device or service and the CCM
to maintain a knowledge of the communications channel between them. This
message is used to begin the Keep-Alive sequence to assure that the
communications link between the CCM and the client is active. The messages
above can be originated by either Cisco CallManager or the client.
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Keepalive Process Trace

16:03:02.734 CCM| UnicastBridgeControl - stationOutputKeepAliveAck
tcpHandle=4fe05e8

16:03:06.640 CCM| StationlInit - InboundStim - KeepAliveMessage - Forward
KeepAlive to StationD. DeviceName=SEPO0010EB001720, TCPHandle=0x4fbb150,
Socket=0x600, IPAddr=172.16.70.230, Port=49211, StationD=[ 1,85,2]

16:03:06.640 CCM| StationD - stationOutputKeepAliveAck tcpHandle=0x4fbb150

16:03:06.656 CCM| StationlInit - InboundStim - IpPortMessagelD: 15296(0x3bc0)
tcpHandle=0x4fbb150

16:03:06.703 CCM| StationlInit - InboundStim - KeepAliveMessage - Forward
KeepAlive to StationD. DeviceName=SEP003094C26105, TCPHandle=0x4fbbc30,
Socket=0x5a4, IPAddr=172.16.70.231, Port=52095, StationD=[ 1,85,1]

16:03:06.703 CCM| StationlInit - InboundStim - IpPortMessagelD: 32715(0x7fcb)
tcpHandle=0x4fbbc30

16:03:06.703 CCM| StationD - stationOutputKeepAliveAck tcpHandle=0x4fbbc30

1999, Cisco Systems, Inc Www.clsco.com CIPT—Chapter 16-32

The messages above are used to terminate the K eep-alive sequence to assure that
the communications link between the CCM and the client is active. Again, these
messages can be originated by either the CCM or the client.
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Intra Cluster Call Flow Traces Through Cisco CallManager Trace Utility

This section discusses the Intra Cluster call flow traces through a Cisco
CalManager Trace utility.

Intra Cluster Call Flow Trace

16:05:41.625 CCM| StationlInit - InboundStim - OffHookMessagelD tcpHandle=0x4fbbc30
16:05:41.625 CCM| StationD - stationOutputDisplayText tcpHandle= 0x4fbbc30, Display=
1001

16:05:41.625 CCM| StationD - stationOutputSetLamp stim: 9=Line instance=1
lampMode=LampOn tcpHandle=0x4fbbc30

16:05:41.625 CCM| StationD - stationOutputCallState tcpHandle=0x4fbbc30
16:05:41.625 CCM| StationD - stationOutputDisplayPromptStatus tcpHandle=0x4fbbc30
16:05:41.625 CCM| StationD - stationOutputSelectSoftKeys tcpHandle=0x4fbbc30
16:05:41.625 CCM| StationD - stationOutputActivateCallPlane tcpHandle= 0x4fbbc30
16:05:41.625 CCM| Digit analysis: match(fqgcn="",cn="1001" , pss="",dd="")
16:05:41.625 CCM| Digit analysis: potentialMatches=PotentialMatchesExist

16:05:41.625 CCM| StationD - stationOutputStartTone: 33=InsideDialTone
tcpHandle=0x4fbbc30

16:05:42.890 CCM| StationlInit - InboundStim - KeypadButtonMessagelD kpButton: 1
tcpHandle=0x4fbbc30

16:05:42.890 CCM| StationD - stationOutputStopTone tcpHandle=0x4fbbc30
16:05:42.890 CCM| StationD - stationOutputSelectSoftKeys tcpHandle=0x4fbbc30
16:05:42.890 CCM| Digit analysis: match(fgcn="", cn="1001" , pss="",dd="1")

1999, Cisco Systems, Inc Www.cisco.com CIPT—Chapter 16-33

In this call flow, an IP phone (dn=1001, tcpHandle= 0x4fbbc30, IP
address=172.16.70.231) which islocated in the cluster 2 is calling another IP
Phone (dn=1000, tcpHandle= 0x4fbb150, 1P address= 172.16.70.230) located
within the same cluster.

Always remember that you can follow atrace for any device by looking at the
TCP handle value, time stamp or hame of the device. Also, remember that a
unique TCP handle value get assigned to a device when it gets rebooted or it
comes on-line the first time. This TCP handle values stays the same for this
particular device until it gets rebooted again and goes off line.

The traces above show that the IP phone (1001) has gone off hook. Observe the
unique messages, TCP handle value and the called number, which are displayed
on the IP phone. Thereis no calling number at this point, as the user has not tried
to dia any digits.

Again, remember al of these are skinny messages between IP phones and CCM.

The trace above shows skinny messages going from CCM to IP phone. The first
message is turning the on the lamp on the calling party |P phone.

The stationOutputCall State message is used by CCM to notify the station of
certain call related information.

The stationOutputDi splayPromptStatus message is used by CCM to cause a call
related prompt message to be displayed on the station display.
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The stationOutputSel ectSoftK ey message is used by the CCM to cause the
skinny station to select a specific set of soft keys.

This message is used by CCM to instruct the skinny station asto the correct line
context for the display.

In the message above the digit analysis process is ready to identify incoming
digit and match them for potential matches which exist for routing in the
database. The cn=1001 isthe calling party number and dd="" is the dialed digit,
which would show the called part number.

The debug above shows that the CCM is providing the inside dial tone to the
calling party IP phone.
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Intra Cluster Call Flow Trace

16:05:42.890 CCM| Digit analysis: potentialMatches=PotentialMatchesExist

16:05:43.203 CCM| Stationlnit - InboundStim - KeypadButtonMessagelD kpButton: 0
tcpHandle=0x4fbbc30

16:05:43.203 CCM| Digit analysis: match(fqcn="", cn=" 1001" , pss="", dd=" 10")
16:05:43.203 CCM| Digit analysis: potentialMatches=PotentialMatchesExist

16:05:43.406 CCM| StationlInit - InboundStim - KeypadButtonMessagelD kpButton: O
tcpHandle=0x4fbbc30

16:05:43.406 CCM| Digit analysis: match(fqcn="", cn="1001" , pss="", dd=" 100" )
16:05:43.406 CCM| Digit analysis: potentialMatches=PotentialMatchesExist

16:05:43.562 CCM| StationlInit - InboundStim - KeypadButtonMessagelD kpButton: O
tcpHandle=0x4fbbc30

16:05:43.562 CCM| Digit analysis: match(fqcn="",cn=" 1001" , pss="", dd=" 1000" )
16:05:43.562 CCM| Digit analysis: analysis results

16:05:43.562 CCM| | PretransformCallingPartyNumber=1001

| CallingPartyNumber=1001

| DialingPattern=1000

| DialingRoutePatternRegularExpression=(1000)

1999, Cisco Systems, Inc Www.clsco.com CIPT—Chapter 16-33

Once CCM detects an incoming message and recognizes that the keypad button
1lispressed on the IP phone, it immediately stops the output tone. The messages
identifying incoming keypad press sequences, i.e. digits 1000. Other messages
indicate the CCM isrunning the digit analysis process to match these digits.

15-34

Cisco IP Telephony

Copyright 0 2000, Cisco Systems, Inc.




Intra Cluster Call Flow Trace

| DialingRoutePatternRegularExpression=(1000)
| DialingSdIProcessld=(1,38,2)

| PretransformDigitString=1000

| PretransformPositionalMatchList=1000

| CollectedDigits=1000

| PositionalMatchList=1000

| RouteBlockFlag=RouteThisPattern

16:05:43.562 CCM| Locations:Orig=0 BW=-1 Dest=0 BW=- (-1 implies infinite bw
available)

16:05:43.578 CCM| StationD - stationOutputCallState tcpHandle=0x4fbb150

16:05:43.578 CCM| StationD - stationOutputCallinfo CallingPartyName= 1001,
CallingParty=1001, CalledPartyName=1000, CalledParty=1000, tcpHandle=0x4fbb150

16:05:43.578 CCM| StationD - stationOutputSetLamp stim: 9=Line instance=1
lampMode=LampBlink tcpHandle= 0x4fbb150

16:05:43.578 CCM| StationD - stationOutputSetRinger: 2=InsideRing
tcpHandle=0x4fbb 150

16:05:43.578 CCM| StationD - stationOutputDisplayNotify tcpHandle=0x4fbb150
16:05:43.578 CCM| StationD - stationOutputDisplayPromptStatus tcpHandle=0x4fbb 150
16:05:43.578 CCM| StationD - stationOutputSelectSoftKeys tcpHandle=0x4fbb150

1999, Cisco Systems, Inc WWWwW.CISCo.com CIPT—Chapter 16-34

Once the CCM has received enough digits to match, it will provide the digit
analysisresultsin atable format. Any extra digits typed on the phone at this
point will be ignored by the CCM, as a match has aready been found.

The above traces show that the CCM is now sending out thisinformation to a
called party phone, which is evident from tcpHandle number.

The above traces shows us that now the CCM commands the called part IP
phone’ s lamp to blink for incoming call indication.

The CCM is provides ringer, display notification, and other call related
information to called party IP phone. Again, keep thisinformation by following
tcpHandle number.

The figure above represents the CCM begins providing an alerting or ringing
toneto the calling party’ s IP phone, notifying that the connection has been
established.
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Intra Cluster Call Flow Trace

16:05:43.578 CCM| StationD - stationOutputCallState tcpHandle=0x4fbbc30
16:05:43.578 CCM| StationD - stationOutputCallinfo CallingPartyName= 1001,
CallingParty=1001, CalledPartyName=, CalledParty=1000, tcpHandle=0x4fbbc30

16:05:43.578 CCM| StationD - stationOutputCallinfo CallingPartyName= 1001,
CallingParty=1001, CalledPartyName= 1000, CalledParty= 1000, tcpHandle= 0x4fbbc30

16:05:43.578 CCM| StationD - stationOutputStartTone: 36=AlertingTone
tcpHandle=0x4fbbc30

16:05:43.578 CCM| StationD - stationOutputCallState tcpHandle=0x4fbbc30
16:05:43.578 CCM| StationD - stationOutputSelectSoftKeys tcpHandle= 0x4fbbc30
16:05:43.578 CCM| StationD - stationOutputDisplayPromptStatus tcpHandle=0x4fbbc30
16:05:45.140 CCM| StationD - stationOutputStopTone tcpHandle=0x4fbbc30

16:05:45.140 CCM| StationD - stationOutputOpenReceiveChannel tcpHandle=0x4fbbc30
mylP: e74610ac (172.16.70.231)

16:05:45.140 CCM| StationD - ConferencelD: 0 msecPacketSize: 20
compressionType:(4)Media_ Payload_ G711Ulaw64k

16:05:45.140 CCM| StationD - stationOutputStopTone tcpHandle=0x4fbb150

16:05:45.140 CCM| StationD - stationOutputOpenReceiveChannel tcpHandle=0x4fbb150
myIP: e64610ac (172.16.70.230)

© 2000, Cisco Systems, Inc. WWwWWw.CISCo.com CIPT v2.0—16-33

At this point, the called party’ s IP phone goes off hook. Therefore, CCM stops
generating the ringer tone to calling party. The message above is used by the
CCM to cause the Skinny Client to begin receiving a unicast RTP stream. This
can be observed in the following traces that CCM provides the IP address of
called party as well as codec information, and packet size in msec
(millisecondsPacketSize is an integer containing the sampling timein
milliseconds used to create the RTP packets. NOTE: normally thisvalueis set to
30msec.) In our case it is set to 20msec, which is obvious from the red
highlighted trace message.
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Intra Cluster Call Flow Trace

16:05:45.140 CCM| StationD - ConferencelD: 0 msecPacketSize: 20
compressionType:(4)Media_ Payload_ G711Ulaw64k

16:05:45.156 CCM| StationD - stationOutputStopTone tcpHandle=0x4fbb150
16:05:45.156 CCM| StationD - stationOutputCallState tcpHandle=0x4fbb150

16:05:45.156 CCM| StationD - stationOutputCallinfo CallingPartyName= 1001,
CallingParty=1001, CalledPartyName= 1000, CalledParty=1000, tcpHandIe 0x4fbb150

16:05:45.156 CCM| StationD - stationOutputSelectSoftKeys tcpHandle=0x4fbb150
16:05:45.156 CCM| StationD - stationOutputDisplayPromptStatus tcpHandle= 0x4fbb150
16:05:45.156 CCM| StationD - stationOutputStopTone tcpHandle=0x4fbbc30
16:05:45.156 CCM| StationD - stationOutputCallState tcpHandle=0x4fbbc30

16:05:45.156 CCM| StationD - stationOutputCallinfo CallingPartyName=1001,
CallingParty=1001, CalledPartyName= 1000, CalledParty= 1000, tcpHandle= 0x4fbbc30

16:05:45.156 CCM| StationD - stationOutputSelectSoftKeys tcpHandle= 0x4fbbc30
16:05:45.156 CCM| StationD - stationOutputDisplayPromptStatus tcpHandle=0x4fbbc30

16:05:45.265 CCM| StationInit - InboundStim - StationOpenReceiveChannelAckID
tcpHandle=0x4fbb150, Status=0, IpAddr=0xe64610ac, Port=17054, PartylD=2

16:05:45.265 CCM| StationD - stationOutputStartMediaTransmission tcpHandle= 0x4fbbc30
myIP: e74610ac (172.16.70.231)
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Similarly, the CCM provides information to called party (1000).
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Intra Cluster Call Flow Trace

16:05:45.265 CCM| StationD - RemotelpAddr: e64610ac (172.16.70.230)
RemoteRtpPortNumber: 17054 msecPacketSize: 20
compressionType:(4)Media_ Payload_ G711Ulaw64k

16:05:45.312 CCM| StationlInit - InboundStim - StationOpenReceiveChannelAckID
tcpHandle=0x4fbbc30, Status=0, IpAddr=0xe74610ac, Port=18448, PartylD=1

16:05:45.312 CCM| MediaManager - wait_ AuConnectinfo

16:05:45.312 CCM| MediaManager - wait_ AuConnectinfo - recieved response,
fowarding

16:05:45.312 CCM| MediaCoordinator - wait_ AuConnectinfolnd

16:05:45.312 CCM| StationD - stationOutputStartMediaTransmission
tcpHandle=0x4fbb150 mylP: e64610ac (172.16.70.230)

16:05:45.328 CCM| StationD - RemotelpAddr: e74610ac (172.16.70.231)
RemoteRtpPortNumber: 18448 msecPacketSize: 20
compressionType:(4)Media_ Payload_ G711Ulaw64k

16:05:45.328 CCM| Locations:Orig=0 BW=-1 Dest=0 BW=-1 (-1 implies infinite
bw available)

16:05:46.203 CCM| StationlInit - InboundStim - OnHookMessagelD
tcpHandle=0x4fbbc30

© 2000, Cisco Systems, Inc. Www.cisco.com CIPT v2.0—16-35

CCM has received the acknowledgment message from called party for
establishing the open channel for RTP stream, as well as the ip address of the
called party. This message isto inform the CCM of two pieces of information
about the Skinny Client. First, it contains the status of the open action. Secondly,
it contains the receive port address and number for transmission to the remote
end, ipAddr isthe IP address of the transmitter (calling part) of the RTP stream,
PortNumber is the IP port number of the RTP stream transmitter (calling party).

The messages above are used by the CCM to command the client to begin
transmitting the audio stream to the indicated remote IP phone’ s IP address and
port number.

In the traces above, the previously explained messages are sent to the called
party. These messages are followed by the messages that the RTP media stream
has been started between the called and calling party.

The calling party’ s IP phone finally goes on hook, which terminate all the
control messages between skinny station and CCM aswell asthe RTP stream
between skinny clients.

These call flow messages are very useful in troubleshooting call flow related
issues between IP phones. This section demonstrated the call flow for the intra
cluster calls. Thiswould help engineers to understand the call flow aswell as
troubleshoot call flow related problems.
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Summary

Summary

* The tools available to troubleshoot
potential problems are on the Cisco
CallManager Server.

* Understanding the call flow and debug
traces will make it easier to isolate a
problem and determine which
component is causing the problem

www.cisco.com

The main goal of thistroubleshooting chapter isto explain the tools available to
troubleshoot potential problems and to understand the call flows and series of
events through the call traces and debug outputs. The tools and utilities that are
available are the following:

» Cisco CallManager Administration

= Performance Monitor

= EventlLog
= Local LogFiles
= SDL Trace

= Trace Utility

Once you understand the call flow and debug traces, it will be easier to isolate a
problem and determine which component is causing the problem. Understanding
the information provided in this chapter will help to find a resolution quicker, as
well asto isolate most of their issues.
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Review Questions

Q1)

Q2)

Q3)

Review Questions

* Which tool provides the system version,
administration version and database
information about the Cisco CallManager?

* In order to monitor a variety of system variables
in real time, which tool would need to be used?

* What are the three categories Event viewer
has?

www.cisco.com

Of the tools on the Cisco CallManager server, which tool will provide the system
version number, administration version number and database information about
the Cisco CallManager server?

Monitoring avariety of system variablesin real time can be useful, which tool is
able to provide such monitoring capabilities?

The Event viewer creates Event Logs, what are the three categories the Event
viewer can log?
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Laboratory Exercises
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