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Introduction

Although Secure Sockets Layer (SSL) VPN (Cisco WebVPN) sessions are secure, the client may still have
cookies, browser files, and email attachments remaining after a session is complete. Cisco Secure Desktop
(CSD) extends the inherent security of SSL VPN sessions by writing session data in an encrypted format to
special vault area of the client's disk. In addition, this data is removed from the disk at the end of the SSL
VPN session. This document presents a sample configuration for CSD on a Ci8cou@®

CSD is supported on the following Cisco device platforms:

« Cisco 10S Routers Version 12.4(6)T and later

» Cisco 870,1811,1841,2801,2821,2841,3725,3745,3825,3845,7200 and 7301 routers

* Cisco VPN 3000 Series Concentrators Version 4.7 and later

 Cisco ASA 5500 Series Security Appliances Version 7.1 and later

« Cisco WebVPN Services Module for Cisco Catalyst and Cisco 7600 Series Version 1.2 and later
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Prerequisites

Requirements
Ensure that you meet these requirements before you attempt this configuration:
Requirements for the Cisco 10S router

« Cisco I0S router with Advanced Image 12.4(6T) or later
 Cisco Router Secure Device Manager (SDM) 2.3 or higher

If your router is not already loaded with SDM, you can obtain a free copy from SDM Download. A
valid CCO account and service contract is required. Refer to Configure Your Router with Security
Device Manager for more details.

« A copy of the CSD for IOS package on your management station

You can obtain a copy of CSD from Software Download: Cisco Secure Desktop The software is free
if you have a CCO account with a service contract.
« A router self-signed digital certificate or authentication with a Certificate Authority (CA)

Note: Anytime you use digital certificates, make sure that you set the router's hosthame, domain
name, and date/time/timezone correctly.

* An enable secret password on the router

« DNS enabled on your router. Several WebVPN services require DNS to work properly.

Requirements for Client computers
* Remote clients should have local administrative privileges; it is not required, but it is highly
suggested.
* Remote clients must have Java Runtime Environment (JRE) Version 1.4 or higher.

* Remote client browsers: Internet Explorer 6.0, Netscape 7.1, Mozilla 1.7, Safari 1.2.2, or Firefox 1.0
« Cookies enabled and Popups allowed on remote clients

Components Used
The information in this document is based on these software and hardware versions:

« Cisco I0S router 3825 with Version 12.9(T)
* SDM Version 2.3.1

The information in this document was created from the devices in a specific lab environment. All the devices

used in this document began with a cleared (default) configuration. If your network is live, make sure that yo
understand the potential impact of any command.

Network Diagram
This document uses this network setup:
This example uses a Cisco 3825 Series router to allow secure access to the company's intranet. The Cisco

3825 Series router enhances the security of SSL VPN connections with configurable CSD features and
characteristics. Clients can connect to the CSD-enabled router via one of these three SSL VPN methods:
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Clientless SSL VPN (WebVPN), Thin—Client SSL VPN ( Port-Forwarding), or SSL VPN Client (Full
Tunneling SVC).

SSL VPN Client (SVC) ==y http
Windows 2000 or 172.221.30) = https
Windows XP
Cisco Secure Desktop )
WebVPN Gateway Secure Access
¢ OWA
Linux _—192.168.0.37 Server Farm B2
y ) 8172.22.1.250 W= ,
E] { Citrix
P ] . 4 Applicati
~ ) pplications
Maclintosh Internet Cisco 3825
o &= CIFS
Cache Cleaner 172.22.1.50
==

SSL Enabled Web
Browser
https://192.168.0.37/sales

Related Products
This configuration can also be used with these hardware and software versions:

* Cisco router platforms 870,1811,1841,2801,2811,2821 2851,3725,3745.3825,3845, 7200 and 7301
« Cisco 10S Advanced Security Image Version 12.4(6)T and later

Conventions

Refer to the Cisco Technical Tips Conventions for more information about document conventions.

Configure

A WebVPN gateway allows a user to connect to the router via one of the SSL VPN technologies. Only one
WebVPN gateway per IP address is allowed on the device, although more than one WebVPN context can b
attached to a WebVPN gateway. Each context is identified by a uniqgue name. Group Policies identify the
configured resources available to a particular WebVPN context.
Configuration of CSD on an 10S router is accomplished in two phases:
Phase I: Prepare your router for CSD configuration with SDM
1. Configure a WebVPN gateway, WebVPN context, and group policy .
Note: This step is optional and is not covered in great detail in this document. If you have already
configured your router for one of the SSL VPN technologies, omit this step.
2.Enable CSD in a WebVPN context .
Phase II: Configure CSD using a web browser.
1. Define Windows Locations .

2. ldentify Location criteria .
3. Configure Windows location modules and features .
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4. Configure Windows CE, Macintosh, and Linux features .

Phase |. Prepare your router for CSD configuration with SDM.

CSD can be configured with SDM or from the command-line interface (CLI). This configuration uses SDM
and a web browser.

These steps are used to complete the configuration of CSD on your 10S router.

Phase I. Step 1: Configure a WebVPN gateway, WebVPN context, and
group policy.

You can use the WebVPN Wizard to accomplish this task.

1. Open SDM and go to Configure > VPN > WebVPN. Click the Create WebVPN tab and check the
Create a new WebVPN radio button. Click Launch the selected task.

5% Cieco Router and Security Device Manoger (SDM): 172.22.1.151

Flle Edit View Tools Help
9 Cisco SysTEMS

B Copa e | @ @ Q
@ Home: 9*3‘} [= " ‘ R ) ALY 2 .
e I e e —
163 Site-lo-Site VPN Croato WebVPN | EditVebVPN |

s
rteifoces and SDN ¢an guide you trough WebVPN configurstion 1asks. Select a 1ask; then chek
Cornectons Launch the selected fask’ butlon.

&

A

P WebVAN Galeways
L™ packages

@9 VPN Cermponents

Frewal and ACL

- Rocommended Tasks

DNS i rot srsbied on your router. A soms VWebYPN services Enatile DS
requre DNS 50 work, 1 12 recommendsd that you enabie DNS.

 Create a new WebVPN
Use this wazard to creats a newr YebVFN.
" Add a new policy to an existing Web VPN for a new group of users

Ui 1068 iz ied b0 Crasde & nirer pobCy 10 01 Bdsting VWebYPIN foe & nevy 9roud Of Lisers. Foe exampla
you can craate zeparate pobcias for diferent deparsmants in your company.

" Configure acvanced features for an existing WebVPN
Lies this wzerd b0 configure achancad festures such as thin chend, ful tunnel, and Ceoo Secure

Deazitop for an existing Vieb VN,
Launch me[%fleclea task I

Howdol: IH:mOoICnrﬂrmquWebVPNl:wnrhng" >l Ool

Cordguration delivered % router. 20:13:38 UTC Sun Aug 06 2008 ﬁ

2. The WebVPN Wizard screen lists the parameters that you can configure. Click Next.
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WebVYPN Wizard

wgbvpuwhﬂd Welcome to the Create WehVPN Wizard

The New WebVPN wizard lets you to do the following:
* Specify an IP address, name and digital certificate for the WebVPN.,
* Create users locally, and specify how these users should be authenticated.

* Enable the router to download full-tunnel WebVPN client software to client PCs,
| for full-tunnel connectivity.

| *Specifythe corporate intranet sites users are allowed to visit, and provide a link
to their e-mail.

| * Customize the WebVPN portal page.

¢ ur(:fl Next:l}l Finish l Cancell Healp |
N

3. Enter the IP address for the WebVPN gateway, a unique name for the service, and Digital Certificate
information. Click Next.

WebYPN Wizard &]

WebVPN Wizard

IP Address and Name

This is the IP address users will enter to access the WebVPN portal page. If multiple WebVPN
senices are configured in this router, the unique name is used to distinguish the senvice.

IP Address: |192.168.0.37 E Name: |cisco

[~ Enable secure SDM access through 192.168.0.37

Digital Certificate
| When users connect, this digital cerificate will be sent o their web browser to authenticate the
| router.

Cerlificate: | TP-self-signed-577183110 |

/&, Information

URL to login 1o this YWebVPN senice: htlps:i192.168.0.37/cisco

<Back| Next=|\| Finish | Cancell Healp |
)

4. User accounts can be created for authentication to this WebVPN gateway. You can use either local
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accounts or accounts created on an external Authentication, Authorization, and Accounting (AAA)
server. This example uses local accounts on the router. Check the radio button Locally on this router

and click Add.

WebYPN Wizard X]

WebVPN Wizard

User Authentication

You can configure user accounts locally on this router. You can configure user accounts on a
AAA server so that the router can contact this server to authenticate users when they iry to log
on. Specify how Y¥ebVPN should authenticate the users when they login.

(" Extarnal AAA sarver

" FifSt on an external AAA server and then locally on this router

" Use the AAA authentication method list.  |=dm_vor sauth_m 9 ~|

Create user accounts locally on this router.

| Usemame | Add...
Edit..
ausnml

sales
newcisco

<Back| Next » | Finish I Cancel| Halp |

5. Enter the account information for the new user on the Add an Account screen and click OK.

Add an Account @

Enter the username and password

Username: |user_1
—— Password
Passward =None=
New Password: [
Caonfirm New Password: I*'“"""“""’
IV Encrypt password using MD5 hash algorithm

Privilege Level: |1 v]
oK [:I Cancel I Help I

6. After you have created your users, click Next on the User Authentication page.
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Web¥YPN Wizard [5_(]

You can configure user accounts locally on this router. You can configure user accounts on a
AAA server so that the router can contact this server to authenticate users when they iry to log
on. Specify how YWebVPN should authenticate the users when they login.

" Extemal AAA sarver
@ Locally on this router

" First on an external AAA server and then locally on this router

auth_ml_9 vI

" Use the AAA authentication method list.  |=dm v

Create user accounts locally on this router.

Usemame Add...
wishaw
ausnml
sales
newcisco

user_1

Edit...

<Back| Next:d Finish I Cancell Healp |

7. The Configure Intranet Websites screen allows you to configure the website available to users of the
WebVPN gateway. Since this document's focus is the configuration of CSD, disregard this page.
Click Next.

Web¥YPN Wizard &]

WebVPN Wizard Configure Intranet Wehsites

You can configure groups of intranet websites here. Each group can be given a heading and
can contain one or more websites. Each of these groups will appear in the portal page as
links that users can click to navigate to these sites.

Add or select the group of websites you want to display in the portal page.
Action [ URL List | Y

I

alele

<Back| NextI\J Finish | Cancel| Halp |
)
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8. Although the next WebVPN Wizard screen allows you the choice to enable the Full Tunnel SSL VPN
Client, the focus of this document is how to enable CSD. Uncheck Enable Full Tunnel and click

Next.

Web¥PN Wizard

WebVPN Wizard

[~ iEnable Full Tunnel:

Iorarsanentsrararenentarasarsnens

Enabling full tunnel downlozads the WebVPN full tunnel client software to the client.

1P Address Pool
Create a new or select an existing address pool from which clients will be given an IP address

when they connect

IEAddress 2ol I o ’\_I

o Y= B N2 e
The full tunnel client soware should be installed on your router, so that it can be
downloaded by clients when they connect to WebVPN sewvice on this router. Specify the

location of the full tunnel software install bundle.

aoation |

Download |atest Full Tunnel client install bundle.

Iv Keepilie EullTunnel Client eoftwarainstzliedion clients Pe

Click Advanced Tunnel Options... to configure split tunneling, split DNS, browser proxy
settings, DNS and WINS servers.
Advanced Tunnel Options I

<Back] Next 3\ ©inich I Cancel| Help |

9. You can customize the appearance of the WebVPN Portal Page to users. In this case, the default
appearance is accepted. Click Next.
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Web¥YPN Wizard @

Customize WebVPN Portal P.
WebVPN Wizard o

You can customize the WebhVPN portal page that is displayed to users. You can selecta
predefined theme for the portal page. Atheme defines colors for texts and background and a
l0go. You can create newthemes, and customize colors, text and logo in Edit WebYPN mode.
Theme: >
Preview:

Cisco SYSTEMS

w Web VPN Server

1 Floating k
Websites
Internet
Enter Web address (URL): [ | Gol
< Back | Next:[}{ Finish I Cancel | Healp I

10.The Wizard displays the last screen in this series. It shows a summary of the configuration for the
WebVPN gateway. Click Finish and, when prompted, click OK.

Web¥YPN Wizard

VYebYPN Service Name  : cisco
VyebVPN Policy Name  : policy_1
VYebVPN Gateway Name : gateway 1
User Authentication Method List  : Local

Intranet wehsites: Disabled

Full Tunnel Configuration

SVC Status :No

IP Address Pool :=None=

Split Tunneling : Disabled
SplitDNS :Disabled

Install Full Tunnel Client : Disabled

& DNS is not enabled on your router. As some WebVPN services require DNS to work, it is]
recommended that you enable DNS.

...........

Help |

Cisco — Cisco Secure Desktop (CSD) on 10S Configuration Example using SDM



Phase I. Step 2: Enable CSD in a WebVPN context.

Use WebVPN Wizard to enable CSD in a WebVPN context.

1. Use the advanced features of the WebVPN Wizard to enable CSD for the newly created context. The
Wizard gives you the opportunity to install the CSD package if it is not already installed.

a.ln SDM, click the Configure tab.
b. In the navigation pane, click VPN > WebVPN.

c. Click the Create WebVPN tab.
d. Check the Configure advance features for an existing WebVPN radio button.

e.Click the Launch the selected task button.

#% Cleco Router and Security Device Manoger (SDM): 172,22.1.151
Flle Edit View Tools Help

@ Home éﬂ%c«ﬁwo w‘ngm sa oS u?;

Cisco SysTEMS

S8VPN
-3 sue o s ven Croate WabVPN | EGtWebVPN | 7 y
W -
Feeifatns and 5 i SDM ¢3n QUi y0u THOUGN WEBVPN configuration 1asks. S2lect 3 1ask; then ciek
Corractons [ G Sasy VPN Sener Launch the selected 1ask bution.
< 53 Oynamic Multipoinl VPN
; | P webven Galeways Leg =t
Freval and ACL | LR
= | “—H Packages o)
@8 VPN Cornponenls a Festaren 1
> meL
il
: ded Tasks
ONS iz not srabied cn your router. Az soms VebYPN services Enable NS

regure DHS 50 work, i Ia recommendad that you enalis DNS.

" Create a new WebVPN
Use this wazard to crests a newr YWebVEN.

" Add a new policy to an existing Web VPN for a new group of users

@‘ Ll 116 wizie d B0 Craate & nirer D0bCy 10 86 a5ating WebYYPIN o & nevy 9roun of Lisers. Foe example
you can craate zeparate pobcias for diiferent deparimants in your company.

* Configure advanced features for an e:xisting WehVPN

e
% Lo fhes wozerd b0 configure schancad featurss such as thin chen, ul lunnel, and Csco Secure
Qualty of Sevice [%nesmpmrmammwmwu.

.
'!‘.iﬁt‘ Launchthe salecled task I

HRC

Intrusicn Frevention

(27
i Howdol: [Haw 001 Cordrm my WebVEM Is workng? -l Ool

Cordguration deltvered % router. 21.09:34 UTC Sun Aug 06 2008 ﬁ

2. The welcome page for the Advanced WebVPN Wizard displays. Click Next.
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WebYPN Wizard 3

wthPN, Wiza;d Welcome to the Advanced WehVPN Wizard

The Advanced WehVPN wizard lets you configure advanced features for an exsting
WebVPN. You can use this wizard to do the following:

*Configure links in the portal page to intranet websites and web-enabled
applications such as Microsoft Office Outlook e-mail.

* Configure the router to operate In thin client mode. This mode supports port
| forwarding, which enables users to run client applications on their PCs and
| securely connectlo corporate servers.

* Enable the router to download full-tunnel WehVPN client software on users PCs,
glving them full-tunnel connectivity.

*Enable the router 1o download Cisco Secure Desklop software on users PCs,
* Configure the router to use the Common Intemnet File System (CIFS).

* Enahle clientiess Cltrix by configuring the router with the URLS for Cltrix servers.

pr———

3. Choose the WebVPN and user group from the fields' drop—down boxes. The Advanced WebVPN
Wizard features will be applied to your choices. Click Next.

WebYPN Wizard 3

WebVPN Wizard

Select the WebVPN user group

Selectthe WehYPN and the user group within that WebVPN for whom you want to configure
additional advanced features.

First select the YWebVPN where the user group is defined and then select the user group.

WebVPI: .
User Group:  |policy_1 ~|

Default Group:  policy_1

<Back| Nexlﬁ Finish l Cancsll Help |

4. The Select Advanced Features screen allows you to choose from the listed technologies.
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a.Check Cisco Secure Desktop.

b. In this example, the choice is Clientless Mode.

c. If you choose any of the other listed technologies, additional windows open to allow input of
related information.

d. Click the Next button.

WebV¥PN Wizard Q—(]

Select Advanced Features
WebVPN Wizard
Selectthe advanced features you want to configure for user group policy_1 in WebYPN
cisco.

Configure predefined URL links In the portal page for Intranet Websites and Web
enabled applications such as Microsoft Office Outlook e-mail,

I Thin Cllent (Port Forwarding)
Allows users to run client applications on their PCs and securely connectio servers in
corporate network.

[~ 8SL VPN Client (Full Tunnely
Installs the WebVPN VPN Cllent application on client PC. The Client PC will become
part ofthe corporate network.

[V Clsco Secure Desktop
Installs Cisco Secure Desktop on client PC.

[~ Common Internet Flle System (CIFS)

Enabled users to browse and access files in their Windows software-based servers in
the corporate network

[~ Native Citrix Support
Enables users to use a Citrb server securely using ¥YWebVPN.

¢Back| Nexl»]:&- nish | Cancel| Healp |

A

5. The Configure Intranet Websites screen allows you to configure the website resources you want
available to the users. You can add the company's internal websites such as Outlook Web Access

(OWA).
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WebYPN Wizard X

WebVPN Wizard Configure Intranet Wehsites

You can configure groups of infranet websites here. Each group can be given a heading and
can contain one or more websites. Each of these groups will appear in the portal page as
links that users can click to navigate to these sites.

Add or select the group of websites you want to display in the portal page.
Action i URL List | ad

Delete

I

<Back| Next:[ﬂ Finish l Cancell Halp |

6. In the Enable Cisco Secure Desktop (CSD) screen, you have the opportunity to enable the CSD for
this context. Check the box beside Install Cisco Secure Desktop (CSD) and click Browse.

Web¥YPN Wizard @

WebVPN leanl Enable Cisco Secure Desktop (CSD)

Installs Cisco Secure Desktop (CSD) Software on client's PC when they connect to YvebVPN
SeIver.

WebVPN sessions may leave cookies, browser history files, temporary files, and e-mail
attachments on the client PC even after the session is over. Cisco Secure Desktop creates a
secure partition and encrypts all information stored on client PC. At session close, itremoves
all data using the US Depariment of Defence sanitation algorithm and deletas the partition.

""" ¥ Install Cisco Secure Deskiop (CSD).
Specify the location of Cisco Secure Desktop (C3SD) install bundle {pkg) file.

Location: | Browse.

Download |atest Cisco Secure Desklop Install bundle.

<Back| Next » | Finish I Cancel| Help I

7. From the Select CSD Location area, check My Computer.
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a.Click the Browse button.

b. Choose the CSD IOS package file on your management workstation.
c. Click the OK button.

d. Click the Next button.

Web¥PN Wizard

Enable Cisco Secure Desktop (CSD)

Installs Cisco Secure Desktop (CSD) Software on client's PC when they connect to YvebVPN
Senver.

WebVPN sessions may leave cookies, browser history files, temporary files, and e-mail
attachments on the client PC even after the session is over. Cisco Secure Desktop creates a
secure partition and encrypts all information stored on client PC. At session close, itremoves
all data using the US Depariment of Defence sanitation algorithm and deletas the partition.

¥ Install Cisco Secure Desktop (CSD).
Specify the location of Cisco Secure Desktop (CSD) install bundle { pkg) file.
Location: | Browise...

Download |atest Cisco Secure Deskiop Install bundle.

Select CSD location @
Specify the location of Installation bundle.
 Router File System |
& My Computer |CACISCO\downloads  Browse...

OK I\I Cancel I Help I
"y

<Back| Next » | Finish | Cancell Halp |

8. A Summary of the Configuration screen displays. Click the Finish button.
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WebYPN Wizard

Summary of the Configuration

VWebVPN Senvice Name  : cisco
VyebVPN Policy Name - policy_1
Infranet websites: Disabled

Install Cisco Secure Desklop (CSD). :Enabled
Location: C:ACISCOdownloadsisecuredeskiop-ios-3.1.1.32-k9.pkg

DNS is not enabled on your router. As some WebYPN services require DNS o work, itis|
recommended that you enable DNS.

s

<Back| Next = | Finlsh[k Cancell Healp |

Summary of the Configuration

VYebVPN Service Name
VyebVPN Policy Name

. cisco
- policy_1

Intranet websites: Disabled

Install Cisco Secure Desklop (CSD). :Enabled
Location: CACISCO\downloadsisecuredeskiop-ios-3.1.1.32-k9.pkg

@ Clsco Secure Desktop package succassfully Installed.

DN

<Backl Next » | Finish I Cancell Help |
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Phase Il: Configure CSD using a web browser.
These steps are used to complete the configuration of CSD on your web browser.
Phase IlI: Step 1: Define Windows locations.

Define the Windows locations.

1. Open your web browser at https://WebVPNgateway _IP Address/csd_admin.html, for example,
https:/192.168.0.37/csd_admin.html.

2. Enter the username admin.

a.Enter the password, which is the enable secret of the router.
b. Click Login.

3 WebVPN CSD Manager - Microsoft Internet Explorer provided by Clsco Systems, Inc.

Rl Edt Yew Fawntes Toos Hep

a
Qo @ WA W Pswen Sorness @ -5 @ - JE B3

Aibkess [48) hetps:1/192.168.0.37)csd _sdvin il viBYoo s ®
Google-| v Gsewh - O & Boisvionsd W Ched -\ cvoii - Tlacer Edoptons &

.m,:‘)';m‘r'l WebVPN CSD Manager

Cisco Secure Desktop Admin Login
Please enter the admin username and password.

Username: admin

Password: sssssss|

£] Do S @ trternst ,;‘
3. Accept the certificate offered by the router, choose the context from the drop—down box, and click
Go.
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2} https://192.168.0,37/csd_admin.html - Microsoft Internet Explorer provided by Cisco Systems, Inc.

Rle Edt View Faortes Toos Heb ar
Q- @ K@% P Srrees @ -5 @ - LJE 3
Adkdeess 48] prtpe:1/192.168.0.37csd_sckin el v Bloo ks ®
Google - | v [Glsearh » @ P Bistioksd U Check vtk - Tlael i options &
HEEEEWEBVPN CSD Manager
Virtual Context: [
_a_]ome | @ trisrnat B |

4. The Secure Desktop Manager for WebVPN opens.
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22 https://192.168.0.37/csd_admin.himl - Microsoft Internet Explorer provided by Cisco Systems, Inc.

Bl Edt Vew Fawortes Toos Heb ¥
Q- © XA G P Srrees @ -5 @ - LJE B

Akess [46) Brtps:1/192.168.0.37)csd_sdvin il vifeo s ®
Google - | v Clswuch » @D | P Bistiokad M Check ~  auctih - Ulael Edoptions &

>ﬁ~~‘“~“"~‘ WebVPN CSD Manager

‘ }

Virtual Context: |cisco v
BRI, SECURE DESKTOP MANAGERfor WEEVPN Release Natas [ Help
© s Saved Secure Desktop Manager
& This inkerface bets you set up all the settngs of the Seaure Desitop end-user experience.
&5 Windows Locabion Settings Arass saltinngs by dkig on ebamants in e Securs Dushlop Manager ab-trew at nesr Wlt, 3 you mabs chargns, dik "Sam” vhen it
2 wndows CE sppesrs aborre the sub-tres,

g’:;aum S To bagn configuration chdk on “Windows Locabion Settings” and define the diferent bocabons that users vl conrect from. Then dafins the
3 Comrio; tings sextings For each of the lacations wsng the kocabions s.b-tree Rems. Oick on the “Mac & L Cache Cleaner™ to configure the settings for
M:'almxucﬁ.VNmemdiws&waWmﬁmxmwwnnmm
cordyuration.

] Do ® trianet
[

5. From the left pane, choose Windows Location Settings.

a.Place the cursor in the box next to Location name, and enter a location name.

b. Click Add.

c. In this example, three location names are shown: Office, Home, and Insecure. Each time a
new location is added, the left pane expands with the configurable parameters for that
location.
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2 https://192.168.0.37/ced_admin.himl - Microsoft Internet Explorer provided by Cksco Systems, Inc.

Fe Edt View Fawodtes Toos  Heb ]
Qui - © HRA G P Soroms @ -5 ®-JE B

Adkess 48] thtps:f1192.168.0.37)csd_sdkmin el viBe s ®
Google - | v [Clsearch » O | g Bristioked A Chek ~ \ fuilik - Llacrl [ options &

HEEEEEWEBVEN CSDIVIanager

Virtual Context: |cisco v

BRI, SEcuRE DESKTOP MANAGER for WEBVPN Release Notes | Help

NI SR PP = | |V¥indovss Location Setiing:

Locations in
) ZocasDeskap M gy weder: [_Movetp ]
R =] indowes Location Settings L

= & cffice Mave Doan
| [Z, voN Feature Polcy
| (] Kaystrois Logger
| @) Codw Oeanar
| E3 secure Deshrop Germral
B Secure Deshton Settings
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6. After you create the Windows locations, click Save at the top of the left pane.

Note: Save your configurations often because your settings will be lost if you become disconnected
from the web browser.
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Phase IlI: Step 2: Identify Location criteria

In order to distinguish Windows locations from each other, assign specific criteria to each location. This
allows CSD to determine which of its features to apply to a particular Windows location.

1.In the left pane, click Office.

a.You can identify a Windows location with certificate criteria, IP criteria, a file, or registry
criteria. You can also choose the Secure Desktop or Cache Cleaner for these clients. Since
these users are internal office workers, identify them with IP criteria.

b. Enter the IP address ranges in the From and To boxes.

c. Click Add. Uncheck Use Module: Secure Desktop.

d. When prompted, click Save, and click OK.
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2.1n the left pane, click the second Windows Location Setting Home.

a.Make sure Use Module: Secure Desktop is checked.

b. A file will be distributed that identifies these clients. You could choose to distribute

certificates and/or registry criteria for these users.
c. Check Enable identification using File or Registry criteria.

d. Click Add.
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a. This file must be distributed to all your home clients.

3. In the dialog box, choose File, and enter the path to the file.

b. Check the radio button Exists.
¢. When prompted, click OK , and click Save.
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4. To configure the identification of Insecure locations, simply do not apply any identifying criteria.

a.Click Insecure in the left pane.

b. Leave all the criteria unchecked.

c. Check Use Module: Secure Desktop.

d. When prompted, click Save, and click OK.
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Phase IlI: Step 3: Configure Windows location modules and features.
Configure the CSD features for each Windows location.

1. Under Office, click VPN Feature Policy. Since these are trusted internal clients, neither CSD nor
Cache Cleaner was enabled. None of the other parameters is available.
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2. Turn on the features as shown.

a.In the left pane, choose VPN Feature Policy under Home.
b. Home users will be allowed access to the corporate LAN if the clients meet certain criteria.
c. Under each method of access, choose ON if criteria are matched.
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3. For Web Browsing, click the ellipsis button and choose the criteria that must match. Click OK in the
dialog box.
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4.You can configure the other access methods in a similar fashion.
a.Under Home, choose Keystroke Logger.

b. Place a check mark next to Check for keystroke loggers.
¢. When prompted, click Save, and click OK.
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5. Under the Home windows location, choose Cache Cleaner. Leave the default settings as shown in
the screen shot.
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6. Under Home, choose Secure Desktop General. Check Suggest application uninstall upon Secure
Desktop closing. Leave all other parameters at their default settings as shown in the screen shot.
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7. For Secure Desktop Settings under Home, choose Allow e—mail applications to work

transparently. When prompted, click Save, and click OK.
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8. The configuration of Secure Desktop Browser is dependent upon whether or not you want these
users to access a company website with preconfigured favorites.

a.Under Insecure, choose VPN Feature Policy.

b. Because these are not trusted users, allow only web browsing.
¢. Choose ON from the drop—down menu for Web Browsing.

d. All other access is set to OFF.
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9. Check the Check for keystroke loggers check box.
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10. Configure the Cache Cleaner for Insecure.

a.Check the Clean the whole cache in addition to the current session cache (IE only) check
box.
b. Leave the other settings at their defaults.
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11.Under Insecure, choose Secure Desktop General.

a.Reduce the time-out inactivity to 2 minutes.
b. Check the Force application uninstall upon Secure Desktop closing check box.
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12.Choose Secure Desktop Settings under Insecure, and configure very restrictive settings as shown.
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13.Choose Secure Desktop Browser. In the Home Page field, enter the website to which these clients
will be guided for their home page.
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Phase IlI: Step 4: Configure Windows CE, Macintosh, and Linux features.
Configure the CSD features for Windows CE, Macintosh, and Linux.

1. Choose Windows CE under Secure Desktop Manager. Windows CE has limited VPN features. Turn
Web Browsing to ON.

Cisco — Cisco Secure Desktop (CSD) on 10S Configuration Example using SDM



Yieww  Favortes  Tools  Hed

Ow- © HEG P Sors @ -5 W - JE B

*

Aidckoss | 48] Witps:f/192.168.0.37)cs_sdvin el v s ®
Gocgle - | v [Clsewch » @ | 5 B istiodad 4 Check = % Auciih - L AucEl Edoptions &

S WebVPN CSD Manager

Virtual Context: cisco v

BB, Secune DesiTop MANAGER for WEBVPN Release Notss | Help
Ao Sool) et

VPN Feature Palicy under Windows CE Installations:

£ Secure Desbtop Manager

| A5 Windows Location Settings Vieh

= @ chfice Bronsng: [}

- I2 veNFestue Pokey e Access: oFF v
(53 Keystroks Logger : -

|6 Cae Ossnar

3 Secwre Deshton Germrad

o v

| B Secure Deshton Settings

G5 Secure Deshton Erowssr

| T2 vPhFesture Pokey

| (5] Keystroks Logger

@ Cache Casner

[ Zecure Deshton Gereral

B secure Deshtop Settngs

| -G Secure Dehton Eromsar
=@ Insecure

| [Z vPNFesture Paley

|| Keystroke Logger

|G Code Ceaner

- [J secwe Deshton Gereral

2.Choose Mac & Linux Cache Cleaner.

a. The Macintosh and Linux Operating Systems have access only to the cache cleaner aspects
CSD. Configure them as shown in the graphic.
b. When prompted, click Save, and click OK.
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Test the CSD Operation

Test the operation of CSD by connecting to the WebVPN gateway with an SSL enabled browser at
https://WebVPN_Gateway |IP Address.

Note: Remember to use the unique name of the context if you created different WebVPN contexts, for
example, https://192.168.0.37/cisco.
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Commands

Several show commands are associated with WebVPN. You can execute these commands at the
command-line interface (CLI) to show statistics and other information. For detailed information about show
commands, refer to Verifying WebVPN Configuration.

Note: The Output Interpreter Tool€gistered customers oflfOIT) supports certain show commands. Use the
OIT to view an analysis of show command output.

Troubleshoot

Commands

Several debug commands are associated with WebVPN. For detailed information about these commands,
refer to Using WebVPN Debug Commands.

Note: The use of debug commands can adversely impact your Cisco device. Before you use debug
commands, refer to Important Information on Debug Commands.
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For more information about clear commands, refer to Using WebVPN Clear commands.

NetPro Discussion Forums — Featured Conversations

Networking Professionals Connection is a forum for networking professionals to share questions, suggestior
and information about networking solutions, products, and technologies. The featured links are some of the
most recent conversations available in this technology.

NetPro Discussion Forums — Featured Conversations for VPN

Service Providers: VPN Service Architectures

Service Providers: Network Management

Virtual Private Networks: General

Related Information

* WebVPN and DMVPN Convergence Deployment Guide
* SSL VPN - WebVPN

* Cisco I0S SSLVPN
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