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INTRODUCTION

Before You Get Started

Welcome to the CCSP™: Cisco® Certified Security Professional Certification All-in-One Exam
Guide. This book is here to help you prepare to take-and pass-the following Cisco security
certification exams. Even more importantly, it is here to share a pool of knowledge that
should help you become more employable in the field. If you strive for knowledge and
experience, the certification will come. The CCSP exams are:

e Securing Cisco I0S Networks
e (Cisco Secure PIX Firewall Exam
e Cisco Secure Virtual Private Networks

¢ Cisco Secure Intrusion Detection Systems Exam

Cisco SAFE Implementation Exam

In this section, we discuss skill building and exam preparation alternatives, the certif-
ication exam situation itself, the Cisco certification programs in general, and how this
book can help you prepare for Cisco certification exams. We will look at the following:

e Things to do to prepare
e CCNA exam insights

e (Cisco Certification Information

CCSP Certification Program

The Cisco Certified Security Professional is a brand-new CCNP-level certification track being
driven by the rapidly changing and growing world concern about security. For that reason
there have been and will continue to be a great number of changes and additions to the
program. There have been three major changes in the program in its first year. At the same
time, some of the security products have gone through major upgrades, adding many new
and useful features.

What this means to you is that it is very important to keep on top of the current exam
numbers and exam objectives. Use the Cisco web site at www.cisco.com and the
Learning and Events link to get to the latest certification information. The direct link is:
http://www.cisco.com/en/US/learning/le3/learning_career_certifications_and_learn-
ing paths_home.html.
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In developing this book, we tried to include the information that is required to pass
the various certification exams while at the same time anticipating any new topics that
might become exam objectives in the near future.

Because the book covers all five exams, much of the security overview information
that appears at the beginning of every book has been consolidated into Chapter 1. Other
exam sections may use topics covered in the SECUR exam as foundation. The following
table shows the relationships between the exams and chapters. The X indicates the mate-
rial should be included, while an R is recommended.

CCSP All-In-One
Chapter
Introduction to Network Security

1. Understanding Network Security
Threats

2. Securing the Network
Securing the Network Perimeter
3. Cisco AAA Security Technology

4. CiscoSecure ACS and TACACS+
Technologies

5. Securing Cisco Perimeter Routers
6. 10S Firewall Feature Set - CBAC
7. 108 Firewall Feature Set -
Intrusion Detection System

8. 108 Firewall Feature Set - Proxy
Authentication

Virtual Private Networks (VPNs)
9. Cisco I0S IPSec Introduction

10. Cisco 10S IPSec for Pre-

Shared Keys

11. Cisco 10S IPSec Certificate
Authority Support

12. Cisco 10S Remote Access Using
Cisco Easy VPN

13. Cisco VPN Hardware Overview
14. Cisco VPN 3000 Remote Access
Networks

15. Configuring Cisco VPN 3002
Remote Clients

16. Cisco VPN 3000 LAN-to-LAN
Networks

PIX Firewalls

17. Cisco PIX Firewall Technology
and Features

SECUR CSVPN CSPFA CSIDS

X
X
X
X
X
X R
X R
X
X X R
X R R
X R R
X X

X

X

X

X

csi
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CCSP All-In-One SECUR CSVPN CSPFA CSIDS csl

PIX Firewalls

18. Getting Started with the Cisco
PIX Firewall

19. Access Through the PIX Firewall
20. Advanced PIX Firewall Features
21. Firewalls and VPN Features

22. Managing and Maintaining the
PIX Firewall

Intrusion Detection Systems (IDS)

23. IDS Overview and CSIDS X X
Installation

<
<

MoK X
XK X

24. Alarms and Signatures X X

25. CIDS Installation and X X
Configuration

26. Signature and Alarm X X
Management

Cisco SAFE Strategy
27. Cisco SAFE Strategy X
Appendix A - Access Control Lists R R

How to Protect Yourself Against Exam Changes

Become very familiar with the Cisco web site and how to perform searches for docu-
ments. Use the site to stay current on any exam changes. Be sure to look at both the exam
description and the Recommended Training descriptions. Both will have objectives and
topics covered usually as bulleted lists. Consider printing these out and using them as
check-off guides to monitor your learning progress. It will also help you to spot new
technologies or features introduced in later descriptions.

Release Notes

As you are preparing for a particular topic, perform searches for release notes on that
topic, for example VPN 3000 Concentrator release notes. Look over the results looking for
the latest version; they are not always sorted with the latest at the top. Look particularly
at the System Requirements, Upgrading, and New Features sections. Pay particular
attention to and feature that was recently added to either the exam or course description
on the certifications pages.

Technical Documentation
On the Cisco site, go to the products section for the technology that you are studying
and use the links on the left side to find Technical Documentation section where you will
often find User Guides, Command Reference, Configuration Guides, etc. Each of these
documents is available in HTML format and many are available as PDFs.

Find the User Guide or Configuration Guide for the technology (PIX, VPN Concen-
trator, etc.) and look up the features that are new to you. This is also an excellent way to
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get a different perspective than the one presented in this or any other book. If you do not
have access to some of the technologies (some are very expensive to acquire just for
study purposes) look for the Getting Started Guide. Spend some time studying the parts
of these documents that are new or unclear for you.

Finally, search for any configuration examples. These documents are often listed
under the Technical Documentation heading of the product information, or use the search
feature. These are typically very specific and usually include diagrams, instructions, con-
figuration output, and useful links. For technologies with web-based interfaces, many
include step-by-step instructions with web captures of the entire process.

NOTE Many documents do not require a CCO account, but if asked to login
you will be given an opportunity to apply for a CCO account. The process will
only require answering some questions. Even the most limited level may make
additional documents available to you.

Remember Your Goal

You are, after all, attempting to become recognized as an expert in these technologies.
Don't sell yourself short. Look over the most recent (latest version) documents so that
you are not surprised by look-and-feel changes or the addition of a key feature on a menu
Or screen.

Things to Do to Prepare

I cannot emphasize enough how important it is to get some hands-on experience with
Cisco devices whenever possible. The exams ask many questions involving the com-
mand syntax or web interface page feature options. Experience configuring devices is the
best way to become comfortable with any Cisco technology. I have tried to include
enough screen captures to assist you if hands-on experience is not possible. The last section
covered using Cisco documentation to checkout new features, but it is equally as valuable
for building familiarity with devices you do not have access to. In this section we will look
at some other options.

Unlike some other certification, memorizing a long list of facts is not necessarily the
best approach for Cisco exams. You must be able to apply the information and see it
from other perspectives. The following list of resources that can help you study and prepare:

This Book and Related Materials

Preparing for any Cisco certification exam (including the CCSP) requires you to obtain
and study materials designed to provide comprehensive information about the subject
matter that will appear on your specific exam. This book contains the framework to prepare
to pass the exam. The task now is to apply and absorb that information and become
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comfortable with it. This will present different levels of challenge based on your experi-
ence with networking. Obviously, someone who has been working in the field for a period
of time will and possibly has another advanced certification, such as CCNP, will have a
solid base of knowledge and skills that they can build on. I think this book can be a good
tool for that person.

The other type of CCSP student I find is the recent CCNA who is interested in getting
into the IT field but has little or no real networking experience. I have tried to write this
book for that person, as well. The latter student may need some background material,
and may need to look at things from two or more perspectives; the Cisco web site and
online articles can help with this.

Labs and Exercises

On the CD-ROM you will find labs and exercises for most of the technologies covered.
Even if you do not have access to the required equipment, look over the labs. They have
a methodology that will be useful as well as many screen captures or sample output to
augment the materials in the related chapter.

SAFE and AVVID Documents

The fifth and final exam for CCSP is the Cisco SAFE Implementation Exam (CSI 642-541
CSI). While based on the series of SAFE documents, such as the SAFE Blueprint for
Small, Midsize, and Remote-User Networks, every technology, topic, or configuration pro-
cess covered on the other four exams is fair game. Do yourself a favor and start by
downloading the SAFE documents in PDF form. Read them at least the SAFE Blueprint
for Small, Midsize, and Remote-User Networks before getting too far into the book. Then
as you learn about each technology review how it fits into the SAFE strategy. Make sure
that you can configure the main connections, such as router VPN to PIX VPN. The SAFE
documents have additional configuration examples that should help broaden your
knowledge.

Classroom Training

Whether you use this book or not, classroom training for many people is the preferred
way to learn complex technologies. In this field that classroom training should be com-
bined with hands-on experience with real routers and switches. There are several possible
courses to follow:

Cisco Networking Academies

I believe in this program for the average person. Since 1987, Cisco Systems has set up
Networking Academies in more than 10,500 locations around the world. Many are in
high schools and the rest are in community colleges, technical colleges, trade schools,
universities, and at some service organizations. This highly developed multimedia cur-
riculum, combined with abundant hands-on experience offered part-time, can create a

XXV
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solid foundation. The academies offer CCNA, CCNP, and Fundamentals of Security
(SECUR and CSPFA) training and are now branching out to include non-Cisco technol-
ogies like UNIX and web design. To learn more about the Academy Program or to locate
one in your area, check the following web site: http://www.cisco.com/warp/public/
779/edu/academyy/.

Cisco Training Partners

In larger cities, for the working administrator with solid foundation skills who truly
meets the course prerequisites, these short, often five-day courses can be a quick way to
fill in the gaps, gain limited hands-on experience, and move on to certification. I really
like these programs for working professionals with a lot of experience. For them, this
type of training can be an excellent value. On the other hand, if a person really doesn't fit
the target audience and can’t keep up with the class, this can be a very expensive reality
check. For more information, go to http://www.cisco.com/ and click on the Learning link.

Buying Equipment

Many students do purchase equipment, particularly if their long-term goal is CCNP,
CCSP, or CCIE. Cisco vendors like Blackbox and www.cdw.com offer catalogs and
knowledgeable support people. 1 have always had very good luck with eBay
(www.ebay.com). Do a search on “Cisco” at the eBay site and there will be thousands of
items. The key is that you can’t be in a hurry. Watch for the deal that you want, and be
ready to walk away. If you are worried about fraud, deal only with sellers who have
made many transactions (a number after their ID) and have an easily viewable perfor-
mance record.

There are two ways to use eBay. First, look at the people offering items. Many have
web sites linked to their auctions. See what kind of businesses they are and what other
“deals” they have going. Second, if I'm buying a bigger item, I only buy from an auction
that will take a credit card. I then use a card that guarantees my purchases. I've bought
hundreds of items and I don't feel that I've ever been hurt. I've never had an item fail to
be delivered pretty much as advertised.

Virtual Labs and Simulators

While I think simulators do not replace hands-on experience, they are significantly
better than nothing at all. It is my understanding that www.boson.com is working on a
simulator for these exams.

Practice Exams

I really hate the thought of a person taking a test repeatedly until they know enough of
the questions to pass. This leads to what the industry refers to as “paper certifications”
or worse “vapor certifications.” It's bad for the industry and can’t be all that great for the
individual. What value is the certification if you get fired from the job because you can’t
do the work?
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Having said that; I do believe in taking practice tests once you have trained and pre-
pared yourself. This serves two purposes. First, it may point out gaps or weaknesses in
your training plan. Second, and more importantly, it helps to prepare you for the exam
itself. If you have taken the CCNA or CCNP exams, you already know that Cisco exams
are like none you've taken before. While they are fair and valid, they are not designed to
pass a lot of students. They are designed to see if you know the exam material forwards
and backwards. My students have found that the exams at www.boson.com are both
challenging and helpful.

Cram Sessions and Brain Dumps

There are web sites called brain dumps, where test-takers try to list as many test ques-
tions as they can remember. First, my personal opinion is that these are a waste of time
and energy. Second, they violate the non-disclosure agreement that every test-taker
agrees to when they take the exam. In the end, you compromise your integrity for a bit of
short-term-memory fodder.

What time I've spent at the sites that I'm aware of, I've found a mix of good and bad
questions, questions from old exams, questions from the wrong exams, and a small
amount of mischief. There are better ways.

One site I like is http://studyguides.cramsession.com/. They have a series of study
guides, usually 12-20 pages, for many exams that I recommend to all of my students.
While they do not give you questions, they give you lists of things to know. I really do
not believe they replace studying. The practice that I follow, and recommend to my stu-
dents, is that each night for the week before a scheduled exam, read the Cramsession just
before bed. Typically, it will lead me to question some points, and after researching I put
the results on the margins of the study guide. Their study guide is the only thing that I
ever take to a test site. I try to review it once before going into the test site.

Do you need all of the things covered in this section? Probably not. But I've tried to
offer a mix to helpful tools and suggestions.

CCSP Exam Insights

Once you have prepared for your exam, you need to register with a testing center. Each
computer-based CCSP exam costs $125 (North America), and if you don't pass, you
may retest for an additional $125 for each try. In the United States and Canada, tests are
administered by Prometric Testing Centers.

You can sign up for a test through Prometric’s web site at http://www.2test.com, or
you can register by phone at 800-204-EXAM (within the United States or Canada). The
web site will not allow you to schedule exams within 48 hours, so use the phone regis-
tration for shorter scheduling intervals. It is possible in some markets to take tests on the
same day. Be prepared to wait through voice messages.

To sign up for a test, you will need a valid credit card.

To schedule an exam, call the toll-free number or visit the web page at least one day in
advance. Before booking the exam make sure that you understand the cancellation process
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and deadlines, currently before 7 .M. Central Standard Time the day before the sched-
uled test time (or you will be charged, even if you don't appear to take the test).
When you want to schedule a test, have the following information ready:

e Exam number and title

e Your name-Exactly the way that you want it to appear on your certificate.
e Your social security, social insurance, or Prometric number (SP)

¢ A method of payment-Credit card

e Contact telephone numbers-In case of a problem so they can reach you.
¢ Mailing address-Where you want your certificate mailed.

e Email address-For contact purposes. You will get a confirmation via e-mail.

Once you sign up for a test, you will be informed as to when and where the test is
scheduled. Try to arrive at least 15 minutes early-personally, due to traffic congestion, I
tell students to show up an hour early. You can always relax and review your notes. I've
sat in exams next to students who have showed up late for whatever reason. They seem
miserable and I suspect the stress and tension will be reflected in their score.

Photo ID

You will need to bring two forms of identification to the testing site. One form must be a
photo ID such as a driver’s license or a valid passport. The other must have a signature.
The test cannot be taken without the proper identification.

Gum, Candy, and Cough Drops

Do yourself a favor and bring something with you. It can always just sit there ignored.
But the last thing you want is a dry throat or coughing to disrupt your testing and the
silence for your peers.

The Exam Process

When you show up at the testing center, you will need to sign in with an exam coordi-
nator. He or she will ask you to show the two forms of signature identification. After
you have signed in and your time slot arrives, you will be asked to deposit any items
with you such as books, bags, pagers, or calculators. Make sure that you know where
the restrooms and drinking fountain are located. You don’t want to plan to need them,
but even worse is to have to search for them. You will be escorted into a closed room.
All exams are closed book. You will be furnished with one or two blank sheets of paper
and a pen or, in some cases, an erasable plastic sheet and an erasable pen. Before the
exam-take a few minutes and write out any important material on the blank sheet. This is
particularly important for any formulas or detailed data that you might forget under the
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stress of the exam. You can refer to this piece of paper any time you like during the test, but
you will have to turn it in when you leave.

You will have some time to compose yourself, to record this information, and to
take a sample orientation exam before you begin the real test. You will also be required
to complete a computer-based survey to track demographics of the test candidates.
Typically, if an exam has a 75-minute time limit, you will have 90 minutes to take the
sample exam, complete the survey, and take the actual exam. Once you start the actual
exam you now have only the exam time limit.

Typically, the room will have up to a dozen computers. Each workstation will be sep-
arated from the others by dividers designed to keep you from seeing your neighbor’s
computer. Keep in mind that the people next to you could be taking a certification exam
from an industry totally unrelated to yours, so don't be concerned if someone starts after
you or finishes before you. Most test rooms use closed circuit cameras. This permits the
exam coordinator to monitor the room.

The exam coordinator will have preloaded the appropriate Cisco certification exam.
If there is a problem with the exam, such as version number, screen doesn't display all
data, the screen or desk area is dirty, etc., let the coordinator know right away. Do not
put yourself at a disadvantage. You can start as soon as you are seated in front of the
computer. [ suggest that you sit back for a minute and relax. Take a deep breath. If the
chair is adjustable, adjust it. Move your arms and legs to release any tension. You are go-
ing to be sitting there almost 90 minutes.

All Cisco certification exams allow a certain maximum amount of time in which to
complete the work (this time is indicated on the exam by an on-screen counter/clock, so
you can check the time remaining whenever you like). All Cisco certification exams are
computer generated and most use a multiple-choice format, often with six to eight
choices. It is possible, if not likely, that several questions will refer to an exhibit containing
dozens of commands from which you will be expected to select one as the answer to a spe-
cific question.

Most Cisco exams use some form of simulator in a few questions to test your configu-
ration skills. Typically these are fundamental activities not obscure activities, so make
sure that you know how to configure the basics.

While this may sound quite simple, the questions not only are constructed to check
your mastery of basic facts and skills about the subject material, but they also require
you to evaluate one or more sets of circumstances or requirements. Often, you are asked
to give more than one answer to a question, although you will always be told how many to
choose. You get only one pass through the questions—you cannot mark a question and return
to it later.

When you complete a Cisco certification exam, the exam will tell you whether you
have passed or failed. All test objectives are broken into several topic areas and each area
is scored on a basis of 100 percent. Particularly if you do not pass the exam, select the
option on the screen that asks if you want to print the report. The test administrator will
print it for you. You can use this report to help you prepare for a second effort, if needed.
Once you see your score, you have the option of printing additional copies of the score
report. It is a good idea to print it twice.
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Remember, if you need to retake an exam, you will have to schedule a new test with
Prometric and pay another $125.

Exam Design
All Cisco tests use one of following basic question types:

e Multiple-choice with a single answer

e Multiple-choice with two or more answers (the question will indicate how
many answers)

e Multipart with one or more answers (the question will indicate how many
answers)

e CLI-based questions (many times, an exhibit will present a sample IOS
configuration in which you are asked to choose the correct command or
interpret the configuration’s output, per the question’s directions)

e Drag and drop where steps need to be arranged in order, technologies need
to be labeled, or you need to fill in the blanks. Expect a couple of these.

e Simulations to test configuration skills. This will typically be a step in an
overall device configuration, such as configuring an interface. Expect no
more than a couple of these.

Take the time to read a question at least twice before selecting an answer, and pay spe-
cial attention to words such as “not” that can radically change the question. If a question
seems very simple, great—but read it over once more to make sure that you aren’t missing
something.

Always look for an Exhibit button as you examine each question. The Exhibit button
brings up graphics used to help explain a question, provide additional data, or illustrate
network design or program behavior. My perception is that there are fewer exhibits than
in the past, with drawings and images included on the screen with the question.

Cisco exams do not allow you to return to questions, so you must make sure to answer
the question as best you can before proceeding to the next one. The exam will clearly state
before you start whether you can mark answers and return.

Cisco’s Testing Format

All Cisco exams are fixed-length with a fixed number of questions. Each candidate will
get the same number of questions; the order of the questions can vary, as can the specific
questions. If you retake an exam assume there will be different questions. From time to
time, questions are replaced and others may not be scored.

Cisco provides a counter in the upper-right corner (near the remaining time) showing
the number of questions completed and the number outstanding. Monitor your time to
make sure that you have completed at least one-quarter of the questions one-quarter of
the way through the exam period and three-quarters of the questions three-quarters of the
way through. Have the calculations done in advance, such as 16 questions by 18 minutes.
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If you are not finished with 10 minutes remaining, try to pick up the pace. At five min-
utes remaining, use the remaining time to guess your way through any remaining ques-
tions. Guessing is better than not answering because blank answers are always wrong, but
a guess may turn out to be right. The important thing is to answer every question.

Some Basic Question-Handling Strategies

For those questions that take only a single answer, usually two or three of the answers
will be obviously incorrect, and a couple of the answers will be plausible. Of course,
only one can be correct. Unless the answer leaps out at you, begin the process of elimi-
nating those answers that are most obviously wrong.

Many questions assume that the default behavior of a particular command or option
is in effect. If you know the defaults and understand what they mean, this will help you
with your choice.

Cisco exams are generally pretty straightforward and not intended to beat you out of
your certification, but then again they are not designed to be easy. Pay attention, partic-
ularly with syntax. Knowing the difference between access-list 1 deny any and access list 1
deny any should be assumed (note the hyphen).

If the answer seems immediately obvious, reread the question to look for a trap;
sometimes those are the ones you are most likely to get wrong.

Typically, at least one answer out of the possible choices for a question can be elimi-
nated immediately because the answer does not apply to the situation or the answer de-
scribes a nonexistent issue or option.

If faced with guessing among two or more potentially correct answers, reread the ques-
tion. Try to picture how each of the possible remaining answers would alter the situation.
Be especially sensitive to terminology; sometimes the choice of words (e.g., “remove” in-
stead of “disable”) can make the difference between a right answer and a wrong one.

Cisco Certification Program

The Cisco Certification Program currently includes the following separate certificates
with various specialty tracks. You should become familiar with and visit regularly
Cisco’s website at www.cisco.com/go/certifications/.

Cisco reserves the right to change the number of questions and time limits for the ex-
ams as it sees fit. Cisco tries to keep this information confidential, although you can
check either figure when you register for an exam. The http://studyguides.cramsession.com/
site usually has pretty reliable information about number of questions and time limits.

Receiving Your Certificate

After passing the necessary certification exam(s) and agreeing to Cisco’s nondisclosure
terms, you will be certified. Official certification normally takes from four to six weeks.
The package includes a welcome kit that contains a number of elements:

e Official certificate (suitable for framing)

e A laminated wallet card
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e A graduation letter

¢ A license to use the Cisco certification logo, in advertisements, promotions,
documents, resumes, letterhead, business cards, and so on.

e Access to the online Tracking System

Tracking Cisco Certification Status

As soon as you pass any Cisco exam, you must complete a certification agreement. To
do this, go to Cisco’'s Web site www.cisco.com/go/certifications/ and select the
Tracking System link. You can also mail a hard copy of the agreement to Cisco’s certifi-
cation authority. You will not be certified until you complete a certification agreement
and Cisco receives it in one of these forms.

The Certification Tracking Web site also allows you to view your certification infor-
mation. Cisco will contact you via email and explain your certification and its use.

Recertification

Cisco requires three-year recertification for the non-CCIE programs. The best place to
keep tabs on the Cisco Career Certifications program and its related requirements is on
the Web. The URL for the program is www.cisco.com/go/certifications/.
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Understanding Network
Security Threats

In this chapter, you will learn to:

* ldentify the need for network security

* Recognize the causes of network security problems

* Distinguish the four primary types of threats

* Know the four primary types of network attack

* Discover Cisco AVVID and SAFE, and how they relate to network security
* Learn about the Cisco Security Wheel

* Understand network security policy

* Improve network security

To understand, in part, why we are where we are today, you only have to remember that
PC is the acronym for personal computer. The PC was born and, for many years,
evolved as the tool of the individual. In fact, much of the early interest and growth
came as a rebellion to what appeared as exclusionary attitudes and many restrictions of
early data-processing departments. Admittedly, many PCs were tethered to company
networks, but even then there was often considerable flexibility in software selection,
settings preferences, and even sharing of resources such as folders and printers.

As a result, a huge industry of producers developed and sold devices, software, and
services targeted at meeting user interests and needs, often with little or no thought
about security. Prior to the Internet, a person could keep their computer resources safe
simply by being careful about shared floppy disks.

Today, even the PCs of most individuals routinely connect to the largest network in
the world (the Internet) to expand the user’s reach and abilities. As the computing world
grew, and skills and technology proliferated, people with less than honorable inten-
tions discovered new and more powerful ways to apply their craft. Just as a gun makes a
robber a greater threat, computers give the scam artist, terrorist, thief, or pervert the op-
portunity to reach out and hurt others in greater numbers and from longer distances.

This book provides a variety of techniques and technologies to protect computing re-
sources from unauthorized access and loss. This chapter lays the foundation by looking
at the need for network security. What are the threats? Who are these people who
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Author’s Bias

One of the reasons hacking and other forms of network intrusions occur so often
is because too many people inside and outside the industry think something is
special about computer crime. A mystique surrounds some activities. Some even
go so far as to create colorful terms, such as “ethical hackers” or “white hat hack-
ers.” The bottom line is this: the person who gains unauthorized access to another’s
computer is no less a criminal than the burglar who gains access to your home. Web
site hackers are no more honorable or deserving of special treatment than any
other vandal, regardless of their cause or motivation. Once you own, or work for, a
company that’s had to waste the equivalent of many annual salaries to defend
against attacks, fight off an attack, or restore damaged resources, the “victimless”
rational of computer crime goes up in smoke.

threaten the data, and what are some of the methods they use? In addition, you'll find
many references to outside resources for additional information.

While this book addresses the requirements of the various certification exams, recog-
nizing that the diversity of security threats is far too large for any single book is impor-
tant. Furthermore, the nature and source of many threats changes on a daily basis,
making it important to start building a set of resources, such as web sites, news groups,
trade associations, vendor distribution lists, and so forth that can help you try to stay
abreast of the changes. Each technology, such as wireless, voice, web pages, and e-mail
systems, has its own set of threats that a person must remain aware of.

Identify the Need for Network Security

Pointing at the Internet and indicating that as the point in time when security had to be-
come a part of everyone’s computing strategy is easy. Business and individuals alike
were faced with protecting their computing resources from the many possible dangers
that lurked in the Net. The Internet opened a large door onto a busy street filled with
seemingly unlimited commercial and intellectual opportunities. Unfortunately, within
that busy street reside the same opportunists we fear in our noncyber lives.

Another way the Internet impacts security is its worldwide reach as a reference library
for security experts and, unfortunately, the hacker community as well. In a few minutes,
a search for hack, crack, phreak, or spam yields many sites, some with many links to
other links.

But blaming the Internet is somewhat unfair. The Internet simply happened to be
the first attractive new service with strong mass appeal that brought with it significant
security risks. Others that followed include wireless communications and connectivity,
instant messaging, and enhanced e-mail services, and undoubtedly more will follow.
Increased security awareness and implementation is, by necessity, one of the prices that
must be paid for new services that connect people.
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Unfortunately, all organizations aren't alike and, therefore, a one-plan-fits-all approach
to security won't work. Many factors—from internal company policies to topologies
and services supported—impact the decisions about the proper security strategy. Even
within an organization, the security requirements can require many different solutions.
A single LAN branch location has different security issues than a WAN link or a campus
VLAN environment.

Even after the organization assesses its security risks and starts to develop a plan,
problems often exist in knowing whether various multivendor tools will work together
and be supportable in the long term. One common problem with any multivendor en-
vironment (not only networking) is the inevitable finger-pointing when things go
wrong. So often, a decision about single vendor or multivendor solutions must be
made. Cisco is a big believer in single-vendor, end-to-end solutions—the company was
built through acquisitions and R&D to that end, but it’s also a solid supporter of stan-
dards-based technologies. Standards-based solutions can at least reduce some of the
interoperability issues involved in a multivendor solution.

Cisco network and security products are developed under Cisco’s AVVID and SAFE
strategies to ensure solid standards-based implementations. Both strategies are covered
later in this chapter in the “Cisco AVVID and SAFE Strategies” section.

NOTE Multivendor implementations require more than just knowing that
the technologies will work together. There can also be a significant support
commitment and cost in maintaining resident experts on multiple vendor
products. In addition to having to know how to install and provide production
support, someone must be a security expert on each vendor line to keep on top of security
announcements, vulnerabilities, patches, upgrades, and so forth. The future can change the
balance completely. While products from two vendors might “play well together” initially,
what happens in the future when a new technology develops and one vendor chooses a
standards-based approach while the other chooses a proprietary solution, or maybe not
to play at all?

Identify the Causes of
Network Security Problems

While many causes exist for security problems, at least three types of fundamental weak-
nesses open the door to security problems.

e Technology weakness

e Policy weakness

e Configuration weakness

Obviously, we could probably add human weakness and some others, but our pur-

pose is to concentrate on those issues that, once recognized, can be managed, moni-
tored, and improved within a security strategy.
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Technology Weakness

Every technology has some known or unknown inherent weaknesses, or vulnerabilities
that can be exploited by a sufficiently motivated troublemaker. Some weaknesses are
publicized widely in the media because they're associated with a well-known product.
Don't fall into the faulty logic that because you don’t hear about the other products,
they must be secure. Just because no one cares enough to hack a product, doesn’t mean
it's necessarily secure.

TCP/IP Wasn’t Designed for Security
Starting right at the top, TCP/IP wasn’t designed with security as a high priority. One of
the drawbacks to being the first at anything is the inability to see how others might ma-
nipulate and transform a technology into something else. The designers were looking
for a reliable vehicle to allow research organizations to share information. The many
early protocols and tools that make up the TCP/IP suite were developed in an environ-
ment of trust and openness.

Today, various Request for Comments (RFCs), security best practices, security services,
and an array of products from many vendors work together to reduce the risks inherent
in the environment.

Computer and Network Operating Systems

Regardless of the manufacturer or whether it’s an open standard or proprietary product,
every operating system (OS) has vulnerabilities that need to be addressed through
patches, upgrades, and best practices. Every time a major upgrade comes out, the possi-
bility for new or even revived vulnerabilities can, and does, appear.

While a company tries to produce and deliver a secure final product, the addition of
new features, implementation of new standards, and even hardware changes can lead to
potential problems that don’t get caught in prerelease testing.

Given the number of lines of code in most modern OSs, it isn't wholly unreasonable
that some problems will slip through. While our focus is security, the OS developers and
product testers are looking at usability, accessibility, features, performance, stability,
backward compatibility, and many other characteristics, plus security. Right or wrong,
it's also important to remember that security hasn’t always been the highest priority of
developers, product managers, customers, product reviewers, financial analysts, writers,
and so forth.

Network Device Weaknesses
Whether IOS based or embedded in the circuitry, such as application-specific integrated
circuit (ASIC), network devices can have vulnerabilities, often called “holes,” that can be
exploited. Some might lay dormant for years until someone stumbles across one, and ei-
ther exploits it or documents it. Often the process of documenting and notifying the user
base of a problem lays out a roadmap to troublemakers.

When possible patches, IOS upgrades, and best practices should be applied to elimi-
nate or mitigate known problems. In some cases, it might be determined that the device
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should be abandoned or moved to a part of the network that would be impacted less by
the problem.

To find security advisories and related information without a CCO ID, go to http://
www.cisco.com and do a search on security.

1

Policy Weakness

Policy weakness is a catchall phrase for company policies, or a lack of policies, that inad-
vertently lead to security threats to the network system. Chapter 2 covers in detail the
importance and implementation of a written security policy, which is the essential
foundation of a good security implementation.

The following examples are some of the policy issues that can negatively impact a busi-
nesses computer system:

No written security policy Lack of a documented and adopted plan means
the security efforts evolve and are enforced, if at all, in a best-effort manner.

Lack of disaster recover plan Without a plan, the efforts to fight a network
attack—or even a physical emergency such as fire, flood, or earthquake—are left
to the judgment and knowledge of the staff on hand. Even the best-trained and
most experienced staff can make foolish decisions when faced with an unexpected
catastrophic event.

No policy for software and hardware additions or changes Whether
motivated by increasing productivity or recreation, any addition or upgrade
to software or hardware can introduce unexpected security vulnerabilities.
Adding an unauthorized wireless access point to a network can throw open
a virtual garage door to the network and the company resources. Similarly,
an unauthorized screensaver might also be harvesting passwords, user IDs,
and other information for someone else.

Lack of security monitoring Even if a secure network is developed, failure
to monitor logs and processes or weak auditing allows new vulnerabilities
and unauthorized use to evolve and proliferate. The worst case would be
not recognizing that a serious loss had occurred or was continuing.

Employment policies Frequent staff turnover, lower than typical compensation,
and lack of training opportunities can all impact network security by bringing
new untested and underskilled employees into positions of authority and
responsibility.

Internal policies Lax business attitudes and practices often create temptations
and a relatively safe environment for the opportunist within to ply their craft.
This is the “we are all like family here” syndrome. Unfortunately, even some

of the best families have a thief in their midst. Similarly, infighting, backbiting,
power struggles, or turf struggles can lead to security issues or divert attention,
allowing problems to go undetected.
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Configuration Weakness

Many network devices have default settings that emphasize performance or ease of in-
stallation without regard for security issues. Installation without adequate attention to
correcting these settings could create serious potential problems. Some common config-
uration issues include the following:

o Ineffective access control lists failing to block intended traffic

e Default, missing, or old passwords

e Unneeded ports or services left active

e User IDs and passwords exchanged in clear text

e Weak or unprotected remote access through the Internet or dial-up services
Monitoring vendor announcements and advisories, combined with industry news

services, can identify the most common, best-known vulnerabilities and often include
the appropriate mitigation solution.

STUDY TIP Know the three causes of security problems.

The Four Primary Types of Network Threats

In an attempt to categorize threats both to understand them better and to help in plan-
ning ways to resist them, the following four categories are typically used.

e Unstructured threats
e Structured threats
e Internal threats

e External threats

Unstructured Threats

Unstructured threats often involve unfocused assaults on one or more network systems,
often by individuals with limited or developing skills. The systems being attacked and
infected are probably unknown to the perpetrator. These attacks are often the result of
people with limited integrity and too much time on their hands. Malicious intent might
or might not exist, but there is always indifference to the resulting damage caused to
others.

The Internet has many sites where the curious can select program codes, such as a vi-
rus, worm, or Trojan horse, often with instructions that can be modified or redistributed
as is. In all cases, these items are small programs written by a human being. They aren’t
alive and they can’t evolve spontaneously from nothing. Some common terms to be
aware of include the following:
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Virus A program capable of replicating with little or no user intervention, and the
replicated programs also replicate.

Worm A form of virus that spreads by creating duplicates of itself on other drives,
systems, or networks. A worm working with an e-mail system can mail copies
of itself to every address in the e-mail system address book. Code Red and
Nimda are examples of high-profile worms that have caused significant damage
in recent years.

Trojan horse  An apparently useful or amusing program, possibly a game or screensaver,
but in the background it could be performing other tasks, such as deleting
or changing data, or capturing passwords or keystrokes. A true Trojan horse
isn’t technically a virus because it doesn’t replicate itself.

The person launching an unstructured attack is often referred to as a script kiddy be-
cause that person often lacks the skills to develop the threat themselves, but can pass it
on anonymously (they think) and gain some perverse sense of satisfaction from the re-
sult. E-mail delivery methods have replaced “shared” game disks as the vehicle of choice
for distributing this type of attack.

NOTE The term “script kiddy” is a common derogatory term and should
be used with caution, if at all. Script kiddy is included here so you know
what it means. Remember, the difference between an unstructured attack
and a series of all-out denial-of-service attacks might be that the latter
attacker is offended or angry.

Unstructured attacks involving code that reproduces itself and mails a copy to every-
one in the person’s e-mail address book can easily circle the globe in a few hours, caus-
ing problems for networks and individuals all over the world. While the original intent
might have been more thoughtless than malicious, the result can be a loss of user access
while systems are being protected, a loss of reputation if the news that a company’s site
has been attacked, or a loss of user freedoms as more-restrictive policies and practices
are implemented to defend against additional attacks.

In some organizations, if the network is down, entire groups of people can’t do their
jobs, so they're either sent home or they sit and wait without pay because their income is
tied to sales. So even if the hacker “thought” no one would be hurt, the result is often
that they just beat some single parent or new hire out of a day’s pay.

Each of these results can be quantified in currency and often result in large numbers if
and when the perpetrator is prosecuted.

Structured Threats

Structured threats are more focused by one or more individuals with higher-level skills
actively working to compromise a system. The targeted system could have been detected
through some random search process, or it might have been selected specifically. The at-
tackers are typically knowledgeable about network designs, security, access procedures,
and hacking tools, and they have the ability to create scripts or applications to further
their objectives.
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Structured attacks are more likely to be motivated by something other than curiosity
or showing off to one’s peers. Greed, politics, racism (or any intolerance), or law en-
forcement (ironic) could all be motives behind the efforts. Crimes of all types where the
payoff isn't directly tied to the attack, such as identity theft or credit card information
theft, are also motivations.

International terrorism and government-sponsored attacks on another country’s
computer infrastructure are becoming well documented. Systems of interest might in-
clude utilities, public safety, transportation systems, financial systems, or defense sys-
tems, which are all managed by large data systems, each with vulnerabilities.

Internal Threats

Internal threats originate from individuals who have or have had authorized access to the
network. This could be a disgruntled employee, an opportunistic employee, or an un-
happy past employee whose access is still active. In the case of a past network employee,
even if their account is gone, they could be using a compromised account or one they set
up before leaving for just this purpose.

Many surveys and studies show that internal attacks can be significant in both the
number and the size of any losses. If dishonest employees steal inventory or petty cash,
or set up elaborate paper-invoicing schemes, why wouldn’t they learn to use the com-
puter systems to further their ambitions? With access to the right systems, a trusted em-
ployee can devastate an unsuspecting organization.

All too often, employers fail to prosecute this type of activity. The reasons range from
fear of the activity becoming public knowledge to knowing that, quite often, re-
cord-keeping systems haven’t been developed either to provide adequate evidence or to
prove that the transactions, no matter how ludicrous, weren’t authorized.

NOTE | was helping a dentist reconstruct a substantial loss by an office manager

when we were all served with papers threatening all sorts of repercussions if

we spoke to anyone, including the police, about the matter. Because less than

three days had passed since the loss was inadvertently exposed, | was shocked
at the coolness and speed of the reaction. After a little research, | found this was at least
the third dentist in seven years who had been scammed by the same person. The bottom
line is that the bonding company and the dentist came to terms, and | never heard another
word about it.

External Threats

External threats are threats from individuals outside the organization, often using the
Internet or dial-up access. These attackers don’t have authorized access to the systems.

In trying to categorize a specific threat, the result could possibly be a combination of
two or more threats. The attack might be structured from an external source, but a seri-
ous crime might have one or more compromised employees on the inside actively fur-
thering the endeavor.
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STUDY TIP  Be sure to know the four primary types of threats. They could
appear on all four exams.

The Four Primary Types of Network Attack

While there are many variations and often different names, the four most common
types of network attacks are

e Reconnaissance attacks

e Access attacks

¢ Denial-of-service attacks

e Data manipulation attacks

STUDY TIP Some texts and certification exams might consider only the first
three as specific types of network attacks, with data manipulation being a variety
of access attack.

Reconnaissance Attacks

A reconnaissance attack, as the name implies, is the efforts of an unauthorized user to
gain as much information about the network as possible before launching other more
serious types of attacks. Quite often, the reconnaissance attack is implemented by using
readily available information.

Public Information

Employee names and e-mail addresses provide a good start in guessing the user name
for an employee’s account. Common practice is to use an employee’s first initial and last
name as the user name for their network computer account. E-mail addresses are also a
common user name for computer accounts. Large companies usually have their phone
numbers assigned in blocks from the local telephone company, and many large corpo-
rations have their own dialing prefix. By using this information, the intruder can begin
war dialing all the company phone numbers looking for a dial-up server. Once a dial-up
server is found, the intruder can begin guessing account user names based on an em-
ployee’s first initial and last name or their e-mail addresses. Brute force password crackers
are freely available on the Internet. Once a user name has been guessed, it's only a matter
of time before a weak password can be cracked.

A war dialer is a program used to dial blocks of phone numbers until it finds a com-
puter on the other end of the line. Once a computer is found, the war dialer application
records the number dialed for later use by the intruder.

To use a user account on a server or a network, you must first have the user name and
password. Discovering the user names is a fairly straightforward process described in
the preceding paragraph. Attackers use password crackers to crack the passwords to user
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accounts. Some password crackers find the encrypted password files on the server and
decrypt them. When a hacker is unable to retrieve the password files, then brute force
password crackers are used. Brute force password crackers attempt to log in to a computer
account over and over, using multiple password combinations. Some cracking soft-
ware uses dictionary files, while others attempt every combination of each key on the
keyboard—a time-consuming ordeal.

The following are commonly used password crackers:

Microsoft Windows UNIX

LOphtCrack 4 Qcrack by the Crypt Keeper
PWLVIEW Crackerjack by Jackal

Pwlhack 4.10 John the Ripper by Solar Designer
PWL-Key Crack by Alec Muffet

ntPassword

Internet Protocol (IP) address information is publicly available via the ARIN and
many other Internet registering authorities. From www.arin.net, anyone can begin a
search using a single known IP address. The search will yield the complete block of IP
addresses belonging to the company. Domain Naming Systems (DNS) is another pub-
licly available system that can provide a wealth of information regarding the IP address-
ing and naming strategies of virtually any company connected to the Internet.

For a company to host its own e-mail, web, ftp, or any other service on the Internet, it
must first have each of these servers listed within the DNS infrastructure. These DNS
servers list the names of the servers, along with the IP addresses that can be used to ac-
cess these services. To mitigate these risks, security conscious companies could choose
to host these servers and services outside their private networks with a hosting company.
This added security is usually rendered obsolete, however, by adding backend connec-
tions from the hosting facilities back to their private networks.

Electronic Reconnaissance
The attacker must perform electronic reconnaissance to find what systems and resources
are on the network. Unless the attacker has prior knowledge of the target network, he or
she must find where the company resources are logically located. Once the company IP
addresses are known (see the preceding section, “Public Information”), the attacker can
begin to probe and scan the network. The intruder can scan the network looking for vul-
nerable hosts, applications, or infrastructure equipment.

Scanning the network is typically done using a ping sweep utility that pings a range of
IP addresses. The purpose of this scanning is to find what hosts are currently live on the
network. The ping sweep identifies viable targets on the network. Once the IP address of
viable hosts is known, the attacker can then begin to probe those hosts to gather addi-
tional information, such as the OS or applications running on those hosts.
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Probing is attempting to discover information about the hosts that are on the network.
Probing is accomplished by looking for open ports on the available host computers.
Ports are like virtual doorways to the computer. For a computer to offer or use services on
the network, it must first have an open port. Web servers typically use port 80, while FTP
servers use port 21. An attacker can find out what services are running on a computer by
discovering what ports that computer has opened.

TCP/IP uses port addresses to locate services running on host computers. The port
numbers used by an application are that application’s address on that host. The address
for a web application located on host 10.0.0.1 would be 10.0.0.1:80. This address speci-
fies the host address 10.0.0.1 and the application address of 80. Most common applica-
tions use well-defined port numbers. A list of well-known port numbers managed by
the Internet Assigned Number Authority (IANA) can be viewed at http://www.iana.org/
assignments/port-numbers.

The more ports that are open, the more potential for someone to exploit the services
running on the host computer. Once the attacker knows which ports are open, he/or she
can use this information further to discover the OS and the application servicing the port.

The purpose of this scanning and probing is to find weaknesses on the network. In-
truders know the vulnerabilities of certain OSs and the applications they run. The in-
truder increases his or her chance of succeeding by finding the weakest point on the
network and later attacking that vulnerability. The attacker continues to discover infor-
mation about the network until they have a complete map of the hosts, servers, and
weaknesses to exploit in the future.

Reconnaissance Tools

The most common and widely used hacking tools are reconnaissance tools. Many of these
tools have been developed by hackers to aid them in their illicit activities. Other tools
used by hackers are the same tools commonly used by network engineers to view prob-
lems on the network.

As security and intrusion detection have gotten more sophisticated, so has the soft-
ware used by hackers. Intrusion-detection software looks for people looking at the net-
work. Hackers know that scanning and probing a network is likely to create suspicion
and might generate alarms. Because of this, hackers have begun to develop new software
that attempts to hide the true purpose of its activity. Reconnaissance tools in common
use today include the following:

NMAP WHOIS
SATAN Ping
Portscanner Nslookup

Strobe Trace
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Access Attacks

Access attack is a catch-all phrase to encompass a variety of forms of unauthorized ac-
cess of computer resources. An access attack could be an outside individual, or a group
that uses various methods to gain entry to a network and, from there, steals confiden-
tial information or engages in destruction of resources. An access attack could also be
an inside (trusted) user getting into areas they aren’t authorized to use. Their intentions
could be curiosity or the same as the outside hackers.

Gaining Initial Access
In many cases, the first objective is to gain initial access, so additional reconnaissance
can be conducted. This reconnaissance could include scouting out resources, IP ad-
dresses, and possibly running a network discovery (mapping) program or even a
sniffer-type packet-capturing utility, hoping to capture administrative-level passwords.
War dialers can be used to dial a large number of phone numbers looking for mo-
dems. A new variation involves sitting in a parking lot or in a building across the street
with a laptop and a wireless NIC, looking for unsecured or poorly secured access points.
Again, don't overlook the person on the inside who already has access through an au-
thorized user name and password. Whether connecting from outside or from an inside
host, they have the first hurdles resolved.

Social Engineering

The term social engineering relative to security came from early hacking efforts on tele-
phone systems and long-distance services. Social engineering is based on the concept of
why risk breaking into a system by brute force or tools when you can get some friendly
employee to help you do it? Social engineering is generally a hacker’s clever manipula-
tion of an employee’s natural human tendencies to trust and want to be helpful.

More than one company with elaborate authentication processes, firewalls, virtual
private networks (VPNs), and network monitoring software has been left wide open to
an attack by an employee unwittingly giving away key information in an e-mail or by
answering questions over the phone with someone they don't know. This is one area
where the would-be hacker can benefit from a friendly demeanor, a good smile, and
knowledge of looking and acting like they belong.

Don’t make the mistake of thinking only lower-level employees are prone to this. The
fear of appearing not to cooperate with an obviously important activity has led to the
comprise of many a manager.

Password-Based Attacks

To use a user account on a server or network, you must first have the user name and pass-
word. Discovering the user names is a fairly straightforward process described in the pre-
ceding section. Attackers use password crackers to crack the passwords to user accounts.
Some password crackers find the encrypted password files on the server and decrypt
them. When a hacker is unable to retrieve the password files, then brute force password
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crackers are used. Brute force password crackers attempt to log in to a computer account
over and over using multiple password combinations. Some cracking software uses dic-
tionary files, while others attempt every combination of each key on the keyboard,
a time-consuming ordeal.

Commonly used password crackers include the following:

Microsoft Windows UNIX

LOphtCrack 4 Qcrack by the Crypt Keeper
PWLVIEW Crackerjack by Jackal

Pwlhack 4.10 John the Ripper by Solar Designer
PWL-Key Crack by Alec Muffet

ntPassword

A good password system locks the account after a limited number of tries to thwart
this type of attack. The successful hacker has the same access to resources as the users
whose accounts they compromised to gain access to those resources.

General password security lapses can put a password in the hands of an intruder. This
can be something as simple as passwords written on a desk pad, an appointment calen-
dar, or an address book, to gaining access to a person’s home or laptop computer where
the logon password is being remembered by the OS. More than one company's security
has been compromised by a child accessing the system from home or a friend’s house
using a password appropriated from a parent.

One-time passwords (OTP) systems and/or cryptographic authentication can almost
eliminate the threat of password attacks. OTPs involve using “something you have,”
such as password-token generator software on your computer, plus something “you
know,” such as a PIN number. The token software uses the PIN to generate what appears
as a unique password. Once the token is used, it won't work again, thwarting the in-
truder with a sniffer product.

If standard passwords must be used, strong passwords—those that would be difficult
to guess—can help. Strong passwords should be at least eight characters long and con-
tain both uppercase and lowercase letters, numbers, and special characters (such as
23!!'pandA). While randomly generated passwords might be the best, they're hard to re-
member and often lead users to write them down.

Gaining Trusted or Privileged Access

Once initial access has been accomplished, the hacker will attempt to exploit any privi-
leges associated with that access, including the ability to get into shared resources. If the
initial account has limited access permissions, the hacker will try to gain administrator
privileges (root inUNIX). With the higher privileges, the hacker can expand their influ-
ence by creating additional accounts they have access to, clean up any logs or history of
their activities, and install additional tools for reconnaissance.
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Denial of Service (DoS) Attacks

Denial of service (DoS) attacks in their many forms are by far the most infamous, and
possibly the most threatening to organizations who conduct any business over the
Internet. The primary purpose of any DoS§ attack is to deny access to a device—or better,
an entire network—by bombarding it with useless traffic. This attack has two ways to
bury the target. First, the packets themselves can consume 100 percent of a device's re-
sources, thereby preventing it from doing its regular work. Because a firewall or intru-
sion detection system could often easily defeat this type of attack, the second threat is
far greater. The second threat is that the organization’s connection(s) to the Internet
is filled to capacity with this useless traffic, thereby preventing in or out communica-
tions. For this reason, a DoS attack typically can only be defeated by the efforts of the
organization’s ISP.

Because the ISP’s upstream connection, called a fat pipe, is typically many times larger
than the connection to each customer, the ISP might be completely oblivious to the at-
tack. If the ISP’s staff and service policies are less than optimal, the organization under
attack might seem doomed. Figure 1-1 shows the relative capacity of the ISP’s link to the
Internet versus the much smaller links to their customers.

The true DoS attack launched by a single host generally isn't used, except by the
least-experienced hackers. Figure 1-2 shows a traditional DoS attack. The two most dev-
astating variations are the distributed denial of service (DDoS) and the distributed de-
flection denial of service (DRDoS). Both of these attacks enlist the assistance of others,
often hundreds, of unsuspecting hosts to assist in the attack, thereby significantly in-
creasing the size of the attack, further shielding the source, and making it harder to defend
against.

DDos

DDoS attacks start by the attacker(s) placing Zombie (technically, “bot,” short for
“robot”) programs in a series of compromised computers hooked by relatively
high-bandwidth connections to the Internet. These Zombies are programmed to moni-
tor specific Internet Relay Chat (IRC) chat rooms to receive further instructions. The

Figure I-1
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Figure 1-2 | Attacking machine |
DoS attack with 4
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Zombie attack is directed and coordinated by a Zombie Master, who sends instructions
to the individual Zombie, who then begins generating a flood of malicious traffic aimed
at the target. Figure 1-3 shows a DDoS attack.

Early DoS attacks on some famous web sites involved many computers on university
campuses and even some from security agencies. These computers had unprotected se-
curity holes, were online around the clock, and provided large connections to the
Internet. Today, DSL and cable modem connections make many home and small busi-
ness computers more attractive as Zombie sites because they often lack the security fea-
tures and staff to defend against the intrusion.

Some Zombies, once in place, download and install additional applications that can
map the local network, capture passwords or keystrokes, and report findings to the insti-
gators of the attacks.

DRDoS$
The latest variation on the DoS, the DRDoS, involves one or more hosts sending a series
of TCP SYN requests or ICMP ping requests to many unsuspecting, even thoroughly se-
cure, hosts using the “spoofed” source address of the target. When these hosts respond
to what appears to be a legitimate, nonthreatening request, they collectively create an
unsupportable flood of packets aimed at the target. Figure 1-4 shows a DRDoS attack.
Again, even if the target device(s) can determine what's happening, only a cooperative
ISP can block the traffic before it buries the target’s Internet connection.

If the originating source continues to vary the type of packets sent to the reflectors,
the filters at the ISP have only temporary or limited usefulness before they need to be
changed.

Figure 1-3 | Attacking machine |
DDoS attack
involving Zombie | Zombie | | Zombie | | Zombie |

remote hosts

| Target machine |
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Figure 1-4
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Well-Known DoS$ Attacks

Knowing about common, well-known attacks can be useful and interesting, and when
someone indicates an attack is a variation of the Ping of Death, you will know what that
means. Well-known attacks include the following:

e TCP SYN Flood Uses the TCP establishment handshake to conduct attacks
by creating TCP “half-open” connections, tricking the target or reflector into
thinking a session is being established.

e Ping of Death Sends one or more oversized ping packets to crash or disable
servers and other computer systems. Sending illegal 1P datagrams (larger than
65,536 bytes) is possible because of packet fragmentation during transmission.
When the fragments are reassembled at the target, it can overflow the buffer and
cause a reboot, crash, or hang.

e Trinoo A distributed tool (bot) used to launch coordinated UDP flood DoS
attacks from many sources. A Trinoo network consists of a small number of
masters and a large number of bots.

e Tribe Flood Network (TFN) and Tribe Flood Network 2000 (TFN2K) Like
Trinoo, variations of TEN use a distributed tool to launch coordinated DoS
attacks from many sources against the target(s), often using spoofed source IP
addresses. TFN bots can generate UDP flood attacks, TCP SYN flood, ICMP echo
request flood, and ICMP directed broadcast (for example, smurf) DoS attacks.

e Stacheldraht (German for “barbed wire”) Combines features of the Trinoo
DDoS tool with those of the original TFN, and adds encrypted communications
between the attacker and stacheldraht masters and automated agent updates.

e Trinity Preys on Linux servers and uses IRC channels to unleash IP packet
floods on targeted host machines
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Terrorism, Act of War, and Legal Implications

Variations of the DoS§ attack are likely to be a major component of global terrorism and
even a part of government-sponsored acts of aggression against its perceived enemies.
The possible devastating that effect a massive distributed attack could have on a coun-
try’s command and control systems, financial systems, utility grids (power, telephone,
transportation, and soon), and other services is something to remember.

While we hope most of us will never be in a position to directly defend against such
an attack, it's critical that the resources under our control do not become unwitting
hosts to any kind of DDoS attack.

Many lawyers became quite computer savvy and versed in the areas of financial re-
sponsibility in preparation for the feeding frenzy they expected from the Year 2000
“bugs.” While that threat never materialized, many lawyers are now advising victims of
DDoS attacks that the unwitting hosts of the attack bots might have financial liability
because of not detecting and eliminating the devices. Security practices that allow these
unauthorized residents to do their dirty deeds could carry a hefty price tag.

While the original hacker is careful to conceal their identity and address, they have a
whole lot less interest in protecting the bot hosts. If, in fact, lawsuits against remote sites
become common, it’s not inconceivable that the bot site might be the ultimate target of
an attack.

Motivation and Good Sense

While many reasons or rationalizations exist that an individual or group of individuals
might choose to launch a form of DoS attack on a network, one thing common to many
attacks is anger. Real or imagined, the attacker blames the site, the owners of the site, or
the users of the site for some slight, injustice, or wrong doing. Add to this the apparent
anonymity the attacker enjoys, and it's generally a no-win situation to provoke or even
incur the interest of these individuals needlessly. The size and scope of the Internet
means your site can literally fall prey to a “sniper” 12,000 miles way.

Attackers typically have the time, and the cost to them is close to zero. The target is in
the opposite position: once the attacks begin, time is virtually nonexistent. The costs, di-
rect and in lost business or reputation, start to soar. Be well aware that no Internet Police
Department or anyone else is going to handle this for you.

Don't make yourself a target. Practice good security measures and involve law en-
forcement in all criminal acts, but be forewarned that personal attacks and even belit-
tling statements like script kiddies might precipitate a career of fighting these attacks.
Sometimes, even protective security measures as a result of an attack within your net-
work might escalate the attack.

Time isn't as universal as many of us think. When a network is under attack and the
administrator has brought in all the high-priced talent, added new technologies, and
possibly even lined up law enforcement, it's common to want the attack to continue
long enough to identify and catch the attacker. Remember, other than anger or adrena-
lin, the hacker has nothing invested and could recognize they can even cause greater
losses by being unpredictable. In most cases, the worst that can happen is that the
hacker gets locked out.
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Techniques to Counteract DoS Attacks
While the threat of DoS attacks can’t be eliminated, it can be reduced through the fol-

lowing three methods:

e Anti-DoS features Proper implementation and configuration of anti-DoS
features available on routers and firewalls can help limit the effectiveness
of an attack. These features could include limiting the number of half-open
connections allowed at any given time or limiting the number of certain types
that can originate from a source address.

¢ Antispoofing features Proper implementation and configuration of
antispoofing features on routers and firewalls can help limit a hacker’s
ability to mask their identity. RFC 2827 filtering should be configured
at a minimum (see the upcoming section “IP Spoofing”).

e ISP traffic rate limiting The ISP agrees to filtering limits on the amount
of nonessential traffic that can cross link(s) to the company at one time.
The filtering might limit the volume of ICMP traffic, a common source of
distributed denial of service (DDoS) attacks, into a network because it's
used only for diagnostic purposes.

Data Manipulation Attacks

Data manipulation, or impersonation, is made possible by vulnerabilities in IP proto-
cols and related applications. Data manipulation attacks are often called “man-in-the-
middle” attacks because the attacks typically involve an individual located between
TCP/1P-exploited IP vulnerabilities. Common forms of these attacks include IP spoofing,
session replay, session hijacking, rerouting, repudiation, and vandalizing web pages.

IP Spoofing

An IP spoofing attack involves an external or internal hacker who pretends to be using a
trusted computer by using the address of that computer. The hacker either uses an IP ad-
dress within the range of trusted internal addresses for the network or an authorized ex-
ternal address that's both trusted and allowed access specified network resources. IP
spoofing is often a tool used as part of other attacks, such as any variation of DoS attack,
to hide the hacker’s identity.

IP spoofing is often limited to the introduction of malicious data or commands into
an existing data stream in a peer-to-peer network session. Spoofing a source address
might enable data to be sent through a router interface with filtering based on the source
address.

The threat of IP spoofing can be reduced, but not eliminated, through the following
measures:
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e RFC 2827 filtering Basically, RFC 2827 filtering means filtering out any IP
addresses from coming into a network segment that should already be on that
segment. If the entire 195.17.1.0 network is attached to a router interface, then no
legitimate packets with source addresses in that network should be coming in
through the router. This should be applied to edge routers for sure, but it can
also be used on internal routers to prevent spoofing within the network.
Similarly, limiting any outbound packets leaving the network to ones that have
source addresses assigned to that network can prevent a network’s hosts from
spoofing other networks. This could be the result of an attacker on the inside
or a DoS bot on a local host participating in an attack on an outside host. If the
company can get its ISP to perform RFC 2827 filtering on packets coming into
the network, it would preserve the bandwidth of the link and kill some hack
attempts.

NOTE Spoofing could be virtually eliminated if all ISPs filtered client traffic to
allow only source addresses assigned to that client. If hackers can’t spoof it,
this makes going undetected harder.

e RFC 1918 filtering RFC 1918 filtering means filtering out RFC-defined
“private” addresses from entering or exiting the network segment. Because they
have no business on the Internet, they shouldn’t be there. If private addresses
are used in the network, RFC 2827 filtering will include them.

e Non-IP address authentication IP spoofing is worthwhile when devices
use IP address-based authentication. If you use additional authentication methods,
IP spoofing attacks lose much of their value. Cryptographic authentication is the
strongest form of additional authentication, but if this isn’t possible, use strong,
two-factor authentication, such as OTP.

Session Replay and Hijacking

Session replay is a form of a man-in-the-middle attack, where the intruder captures a
packet sequence and modifies part of the data before forwarding it on normally. This
type of attack relies on an inherent weakness in data traffic authentication.

Session hijacking is a form of a man-in-the-middle attack where the attacker takes over
an IP session that's underway by spoofing source and/or destination addressing and al-
tering TCP sequence numbering. Typically, a packet sniffer is used to set up the hijacking
by allowing the user to see the existing traffic.

Rerouting

Rerouting involves either gaining access to a router to change the route table entries, or
spoofing the identity of routers or hosts so traffic is directed to a compromised device.
Spoofing ARP replies is even possible. It causes a host to forward packets intended for
a specific host or the default gateway to be forwarded instead to another local host.
The new destination host can perform its assigned task and then forward the packet on
to the correct destination.

21
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Repudiation

Repudiation is the denial of having been a part of a data exchange. This repudiation might

be to avoid responsibility for an action. Nonrepudiation is a security feature that helps en-

sure that data has been sent and received by the parties claiming to have sent and received

it. Nonrepudiation guarantees that the sender of a message can’t later deny (repudiate)

having sent the message. Similarly, the recipient can’t deny having received the message.
Methods for implementing nonrepudiation include the following:

¢ Digital signatures Unique identifier for an individual, much like a written
signature

e Confirmation services The message transfer agent creates digital receipts
indicating messages were sent and/or received

e Timestamps The date and time a document was composed, proving a document
existed at a certain time

Cisco AVVID and SAFE Strategies

Cisco Architecture for Voice, Video, and Integrated Data (AVVID) and SAFE are Cisco-
comprehensive strategies that help organizations successfully and securely develop and
implement end-to-end network designs.

AVVID

The approaching convergence of the telephone services, videoconferencing, IP data
networks, software-based services, and a never-ending supply of new technologies in-
troduces many opportunities for both disaster and success. AVVID provides a stan-
dards-based network architecture and a comprehensive set of best practices, which
allows businesses to develop business and technology strategies that scale to meet the
changing demands of e-business. AVVID provides end-to-end networking solutions
that help organizations plan rapid deployment of emerging technologies and new
Internet-based solutions.

The AVVID end-to-end networking solution includes network client devices, network
infrastructure from network platforms to intelligent network services, Internet
middleware tools, systems integrator responsibilities, and Internet business solutions.
The AVVID strategy addresses the three primary concerns of network deployment: per-
formance, scalability, and availability.

These documents and related links are available free, without a CCO ID from the
Cisco web site. To find the current list of documents, either go to the following web site
or go to http://www.cisco.com and do a search on AVVID: http://www.cisco.com/
warp/public/779/largeent/avvid/cisco_avvid.html.

TIP  For the exams and for your own development in the industry, go to
the site and at least download the white paper on the AVVID architecture
and become familiar with it. This white paper provides a detailed overview
that you can use to supplement all the chapters in this book.
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SAFE

Cisco's strategy for secure networks (SAFE) started with the original “SAFE: A Security
Blueprint for Enterprise Networks,” a 66-page plan to provide best-practice informa-
tion to those involved in designing and implementing secure networks. SAFE repre-
sents a defense-in-depth approach to network security design, focusing on the expected
threats and the best ways to mitigate those threats, rather than a single set of rules to
follow. The result is a “layered approach” to security design and implementation, in-
tended to prevent a failure of one security system from compromising the organization
network resources.

Since its introduction, the SAFE program has expanded to include many other blue-
prints, including “SAFE Extending the Security Blueprint to Small, Midsize, and Re-
mote-User Networks,” and a growing number of SAFE documents on topics such as
wireless, IP telephony, IPSec VPN, Nimda attack mitigation, and Code-Red attack miti-
gation. These white papers are available free, without a CCO ID from the Cisco web site.
To find the current list of documents, either go to following web site or go to http://
www.cisco.com and do a search on SAFE: http://www.cisco.com/warp/public/779/
largeent/issues/security/safe.html.

TIP  For the exams and for your own development in the industry, go to
the site and download at least the original “SAFE: A Security Blueprint for
Enterprise Networks” and become familiar with it. This provides a detailed
overview you can use to supplement all the chapters in this book. At a
minimum, review the foundation material in Appendix B.

Cisco Security Wheel

Cisco developed a process they call the Security Posture Assessment (SPA) to describe a
company'’s network security efforts as a living, evolving entity. The SPA is represented
graphically in Figure 1-5. As the graphic shows, developing a network security program
is an iterative process that must be continually managed to reduce the risk of loss, while
efficiently using company resources.

STUDY TIP  You should assume this graphic and the process it represents
can be part of all four security exams. As you learn about a new technology,
make sure you know where that technology fits in the Security Wheel.

For example, intrusion detection systems (IDS) would be a part of the
monitoring process.

Even if a company had the capital resources and attempted to develop the “perfect”
network security solution, it would still be only the beginning of an on-going process.
Like a perfect wave for a surfer or a perfect breeze for a sailor, the perfect security system
is at best a moment in time, if not an illusion. The factors that led the company to put in
the security system have been busily evolving and changing at the same time. The nearly
constant changes occurring in technologies used in the network, types and sources of
threats, even changes in data flows within the organization continually introduce new
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risks that must be anticipated and mitigated. The wheel identifies the four stages of de-
veloping a secure system.

e Secure After carefully studying the security policy, it's time to secure the
network by implementing the processes and technologies required to protect
the organization’s data and intellectual resources. These could include
technologies like VPN for telecommuters and branch locations, or the addition
of firewall devices in the network.

e Monitor The security processes and technologies need to be monitored
to make sure they provide the security expected. This could involve a variety
of activities, ranging from scanning log files to using network management
software to detect intrusions, failed attempts, and internal misuse of resources.

e Test The test stage can include testing new processes to make sure they meet
expectations, testing established processes to see if internal or external changes
might have made them less than secure, and periodic audits to see that all
processes and policies are being implemented as designed and whether security
problems are being dealt with properly.

e Improve The improve stage involves developing new plans to adjust the
security program for changes in both the internal and the external environment.
From implementing “staged” improvements that were built into the original
plan to reacting to the latest security threat that could be stalking the network,
improvements in both technology and processes are a must.

At the center of the wheel is the network security policy, sometimes referred to as the
corporate or enterprise network security policy. This component, if properly implemented, is
the blueprint for the four evolutionary processes of the wheel to follow. The next section
looks at the security policy in greater detail.
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Network Security Policy

The organization security policy, like the vacation policy or the family leave policy, is
an official company document that lays out the expectations of the organization, the
processes to be implemented, and the sanctions for those that fail to comply. Without a
well-defined and accepted security policy, security becomes an ad hoc process gov-
erned by the person in charge at the moment and can (at best) lack any effective useful-
ness to the organization or (at worse) could lead to significant losses of resources
and/or opportunities.

Security policies are covered in detail in the “Site Security Handbook” (RFC 2196).
The handbook document defines a security policy as “A formal statement of the rules
by which people who are given access to an organization’s technology and information
assets must abide.” It goes on to say that “the main purpose of a security policy is to in-
form users, staff, and managers of their obligatory requirements for protecting technol-
ogy and information assets. The policy should specify the mechanisms through which
these requirements can be met. Another purpose is to provide a baseline from which to
acquire, configure, and audit computer systems and networks for compliance with the
policy. Therefore, an attempt to use a set of security tools in the absence of at least an
implied security policy is meaningless.”

Why Create a Network Security Policy

Any set of policies requires time and effort to produce a useful and effective tool that can
be implemented and administered. Some of the benefits and purposes for taking the
time to develop a well-structured policy include the following:

e Provides a blueprint for security purchases and implementations

e Defines technologies that can and cannot be added to the network

e Provides the procedures to follow in case of a security incident

¢ Defines which practices and behaviors are acceptable and which are not
e Defines the sanctions for violations of the policies

e Provides a process and targets to audit existing security

e Defines responsibility throughout all levels of the organization for
implementation, monitoring/auditing, sanctioning, funding, and supporting
the policies

e Creates a basis for an enforceable legal action

e Provides the baseline for the next step in the evolution of the network security
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The Balancing Act
An organization security policy determines how secure or insecure the network and in-
tellectual resources are, what features or functionality is included in the network, and
how easy the network resources are to access. A good security policy can only evolve af-
ter the organization clearly understands and defines its security goals. Only at that time
can intelligent decisions be made about which tools to use, which technologies to allow
and/or support, and what restrictions need to be defined and communicated.
Recognizing that the goals of other organizations might not be the same as yours is
important. Even competitors within the same industry might have different security
needs based on their perceptions, organizational structure, and even whether they are
industry leaders or followers. Furthermore, the goals of an organization’s vendors—or
would-be vendors—might not necessarily be the best to follow. Many network devices
include default settings that allow “wide open” operation to maximize throughput and
to facilitate adding new devices with little thought for overall network security. For ex-
ample, notice how many vendors use the top throughput ratings for wireless systems,
knowing full well that when security is incorporated, the numbers drop substantially.
A security policy is always the result of compromises and balancing between the fol-
lowing key tradeoffs:

e Security versus ease-of-use
e Security versus services provided

e Security cost versus risk of loss

In the next sections, you will see each of these compromises and the impact each one
has on the resulting security.

Security vs. Ease of Use

On the one extreme, a system with no passwords, unlimited access from anywhere, and
few restrictions on user behaviors provides the easiest environment for users to work
and create within. This also creates an environment where company resources and intel-
lectual property could be easily damaged, lost, or stolen. On the other extreme, fre-
quently changing passwords, restrictive “need to know” access, and draconian penalties
for any mistakes can secure the resources at the expense of users being unable to or un-
willing to do their jobs to the fullest.

A natural conflict will always exist between the users and the security requirements of
an organization. Users often see any restrictions placed on them as interfering with the
company’s capability to compete and be efficient. Security personnel often see users as
security risks, instead of the tools of production that ultimately pay the bills. Figure 1-6
represents the balance between ease of use and network security. The same representation
could also be applied to balancing services and cost versus security.
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Figure 1-6
Balancing security
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ease of use
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Security vs. Services Provided
Every service and technology provided to users carries some level of security risks. Some

services, such as wireless technologies, involve risks that could be somewhat obvious.
Others might involve hidden risks that go unexploited for an extended period of time.
In some cases, the decision might be made that the risks outweigh the potential benefits
and the service should be eliminated rather than efforts made to secure it.

Security Cost vs. Risk of Loss
This might be the most difficult comparison to make. Implementing a form of security

seldom involves just the cost of acquisition, such as the purchase price of a firewall or an
authentication server like TACACS+. There can be network performance implications if
the new technology increases latency through a device. The new technology or policy
could reduce user access or increase user effort in using the technology.

Just as identifying costs associated with implementing some security changes might
be difficult, many types and levels of risk can also accrue if the service or policy isn't im-
plemented. The loss could include the following:

o Loss of company data or intellectual property, such as the accidental or intentional
corruption or deletion of files

e Loss of service, such as the loss of a server from a DoS attack, the loss of data
storage space because of the replication of nonbusiness files, or the loss of a
web site defaced by a hacker

e Loss of privacy, such as the copying and/or viewing of company or personnel
information by unauthorized users

e Loss of reputation, such as the company embarrassment and possible loss
of business associated with the disclosure that customer files or credit card
information has been accessed by outsiders
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NOTE | once had a client who got a call from a police department several

states away informing him that his web site was hosting a porn exchange

site. The officer provided the exact address and told the client to “take care

of it.” The officer went on to explain that the call was a courtesy because he
was convinced this was an unauthorized use of the server, but that they could just as easily
have showed up with warrants and turned the whole place upside down. The site was
removed. The company developed a security program, but the client was fearful for a long
time that the word might somehow get out and damage his reputation within his client
community.

Ultimately, each organization must evaluate its network and intellectual resources to
determine the appropriate level of security needed to safeguard those resources, while
still enabling the organization to meet its primary mission. This evaluation process of-
ten takes time to reach equilibrium and can be altered significantly by events such as a
network intrusion or loss of a valuable resource. The lucky groups are those that can
learn vicariously from the experiences of others and possibly avoid significant losses of
their own.

Network Security vs. Network Operations

Many organizations separate their network security and network operations depart-
ments because their missions and pressures are somewhat different. While operations
strives to make network resources available in as quick and efficient a method as possi-
ble, they might not have the time, resources, or training to analyze the security implica-
tions of all situations. Security personnel should have the resources and training to
evaluate the organization’s needs, without the direct pressures of maintaining a produc-
tion network. Note, I'm not saying that security personnel can ignore the pressures of
running an efficient and reliable production network, only that their main objective is
different.

In a perfect world, balance would be struck by having a security staff with previous
production experience to better understand their peers in operations, and the opera-
tions personnel would have sufficient training and management support for security to
perform their jobs effectively, while complying with the security policy.

A Security Policy Is to Be Shared

A security policy must be a formal written statement of company policy that has the full
support of management and owners. A security policy must be easily disseminated to
and scrutinized by users at all levels, operations staff, and managers as a set of security
rules that covers all types of information technology, as well as the information stored
and manipulated by that technology. To be effective, a security policy must be commu-
nicated to users in a clearly understandable form and acknowledged by them through a
signed statement, indicating they have read, understand, and will abide by the policy.

Acceptable Use Policy (AUP)
An acceptable use policy (AUP) might logically be included as part of the final security
policy. Because of the convergence of technologies, it's common for AUPs to include
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telephone, copier, personal digital assistant (PDA), and pager, as well as fax activities.
The AUP should spell out specifically what users can and cannot do on the various com-
ponents that make up the network, including the type of activities and traffic allowed on
the networks. The AUP should be as explicit as possible to avoid ambiguity or misunder-
standing, particularly if sanctions are imposed for failure to comply. For example, an
AUP might list prohibited activities like “browsing and engaging in transactions on web
auction sites.” The AUP could be explained at all employee orientation sessions and
signed by each user. This agreement and training should be updated periodically as a re-
fresher and definitely any, time a significant change is made.

Unfortunately, it's not uncommon for new employees to learn about new limitations
on access to resources, such as Internet access for personal use only, to find the same in-
formation hasn’t been distributed to the existing employees. It's particularly dysfunc-
tional when the sanctions involved with a policy are implemented against employees
who had no way of knowing they were violating a policy. Handled poorly, this can lead
to mistrust, lack of support, and even refusal to use certain resources.

Network Operations and Network Security Training

Networking employees at all levels will require additional training and sign-offs on
those portions of the security policy that impact their jobs, but that aren’t covered in the
AUP. Again, this should be handled proactively with enough detail that each employee
understands their responsibilities and the limits of their authority. No one wants to
learn that the configuration file they sent to Cisco TAC for help with a problem might
cost them their job as a breach of the company security policy.

Who Should Help Create the Security Policy?

For a security policy to be effective, it must have the acceptance and support of all levels of
users within the organization. Especially important is that corporate management and
ownership (board of directors) fully support the security policy process; otherwise, little
chance exists that it will be successful. Also critical is that the resulting policy will eventu-
ally fit within the organization and its culture. In particular, a first security policy or a radi-
cal change in policy might require some transition time for people to learn and assimilate
the new rules. The following people are representative of those who should typically be
involved in the creation and review of security policy for a larger organization:

e Company security administrator

e Security incident response team representatives

o [T technical staff representatives (network operations)
¢ Administrators of organization business units

e Representatives of the user groups

e Responsible upper management

e Corporate legal counsel (in some countries)
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The wide variety and sizes of businesses make it impossible to define a single list.
The nature of the business and the level of and types of employee contracts and bar-
gaining units might dictate some other attendees. Just because a security policy is nec-
essary and reasonable doesn't set aside a company’s requirements to negotiate changes
in work rules. More than one organization has been required to rehire with back pay an
employee terminated under a security policy rule because it conflicted with a bargain-
ing agreement.

Another group that should be represented is any internal auditors required by indus-
try standards or governmental regulations. Because some policies dictate production of
logs, backups, and documentation, it's critical that those policies comply with any rele-
vant laws, regulations, industry standards, or court orders.

If the resulting policy statements are to reach the broadest possible acceptance, the
group must be an appropriate mix of involved representatives (stakeholders) that can
formulate a set of rules that balance the security requirements with the technical exper-
tise available or obtainable. These policies must have an acceptable impact on the com-
pany business model, particularly in any areas perceived to create a competitive
advantage. Finally, the budget and policy authority must be present to make sure these
policies are supported throughout the organization and funded adequately during both
good times and bad. If done properly, the policy should yield the highest level of appro-
priate security in the most cost-effective manner.

Assets and Threats

Developing a security policy, as in any risk analysis, involves determining what needs to
be protected, what it needs to be protected from, and how best to protect it. So the first
things to do in the process are

e Identify the assets
e Identify the threats

The process then involves examining all possible risks, ranking those risks by level of
severity, and, finally, making cost-effective decisions on what you want to protect and to
what extent. It makes no sense to spend more to protect something than its actual worth.

Identifying the Assets

When identifying the assets that need to be protected, some might be obvious, like valu-
able proprietary information such as product blueprints or designs, intellectual prop-
erty, and the many hardware components that make up the network. Others might not
be so obvious, though, and are often overlooked, such as the people using the systems.
While the company doesn’t own the people, it could have invested in their skills and de-
velopment over the years. Similarly, the company might rely heavily on those skills to
meet its business objectives. Some users might have no readily identifiable replace-
ments within the current workforce.
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The point is to list everything that could be impacted in any way by a security
problem:

e Hardware Servers, workstations, laptops, printers, scanners, FAX units,
routers, switches, firewalls, intrusion detection devices, wireless access
points, IP telephones, palm-sized devices, pagers, projection systems,
electronic white boards, and communication lines. Don't forget devices
that might be at telecommuters” homes, such as DSL routers, printers, and
so forth. The move to combine resources like printers and copiers should
be acknowledged, even if not yet implemented.

e Software User software licenses, custom and off-the-shelf enterprise applications,
virus protection software, network and workstation OSs, network device OS,
network management applications, utilities of all types, diagnostic programs,
and communication/FAX programs.

e Data Financial records, business plans and strategies, customer and employee
information, sales records (including credit card information), product designs
and parts lists, inventories, production schedules, and customer and vendor
contracts. Many of these could be parts of one or more databases, while others
might be many individual documents in the system. Each type must be identified
by its location during execution, where they're stored online, where they're
archived offline, any backups, audit logs, and whether they're ever transmitted
over communication links. It isn’t uncommon to discover entire classes of
strategic documents stored only on local hard drives.

e People Users, administrators of all types, help desk people, and hardware
maintenance.

¢ Documentation and licenses For OSs, applications, hardware, systems, and
administrative procedures. Don't forget service agreements and warranties.

e Supplies Paper, toner and ink cartridges, and batteries.

e WAN and Internet services Contracts and service agreements for
communications links, web hosting services, and related contracted
services of any kind. Because these services could be in negotiation
for some time, be sure to include any works in progress.

While not technically a network component and not appropriate for all companies,
as previously mentioned, any company doing business over the Internet ought to con-
sider its reputation and the trust relationships it's developed as an asset. Any attack that
damages this reputation could have serious implications for the future well being of
that company and its stakeholders.

Identifying the Threats
Once the assets to be protected are identified, it's necessary to identify and assess the
threats to those assets. As you saw earlier in this chapter, different names and levels of
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detail can be applied to these security threats, but, generally, they break down to the
following:

e Reconnaissance

e Unauthorized access

e Data manipulation

Denial of service

The basic goal of security for each asset is to ensure availability, confidentiality, and
integrity. Each threat should be examined to assess how it could impact the company as-
sets. Each company can have different perceptions and assessments of the threats, which
should be identified and addressed.

STUDY TIP Data manipulation is often included in unauthorized access
threats, so keep that in mind if you are asked to identify only three threats.

Evaluating a Network Security Policy

Just as the preceding section showed that different organizations can have different per-
ceptions of threats and place different values on assets, the security policy reflects those
differences. Most security studies agree that some of the key characteristics of a security
policy should include the following:

e [t must be implementable through network administration technologies, by
publishing rules and acceptable use policies, or other appropriate methods.

¢ [t must be enforceable with security tools, where appropriate, and with
sanctions, where actual prevention isn't technically or financially feasible.

e It must clearly define the areas of responsibility for the users, administrators,
and management. Maybe as important, it should clearly identify the limits of
authority for each group under predictable circumstances.

Any policy that has serious deficiencies in any of these characteristics stands a better-
than-good chance of failing to meet the company objectives.

What Belongs in a Network Security Policy

Each organization will develop a policy based on a variety of factors. Even after exhaus-
tive study and development, the policies need to be updated as new technologies de-
velop or become financially feasible. Some common components of a good security
policy include the following:
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Statement of authority and scope Who sponsors and authorizes the policy,
as well as who it impacts.

Access policy Defines all access privileges and responsibilities to network
assets by specifying acceptable use rules for users, network operations staff, and
management. These policies should cover adding devices to a network, adding
software to systems, modifying software and OS settings, and how and by whom
external connections to the network are to be made. The policies should specify
any required connect warning messages about “authorized usage and monitoring.”
Parts of the access policy might become part of acceptable use policy (next).

Acceptable use policy Which user practices and behaviors are acceptable and
which are not. This policy often includes technologies, including telephones,
cell phones, pagers, copiers, fax machines, computers, access to the Internet,
and so forth.

Privacy policy Defines what are reasonable privacy expectations regarding
monitoring of e-mail and access to users’ files.

Remote access policy Defines how remote users and telecommuters will
access the organization networks. This policy might be further broken down
to cover specific technologies, such as ISDN access policy, DSL access policy,
and cable modem access policy.

Wireless access policy Defines if and under what circumstances a wireless
devices or devices can be used with the company network.

Antivirus policy Defines which tools will be used and how they’ll be
implemented.

Password policy Defines what passwords will look like and how often
they must be changed, and it should authorize audits of password files to
ensure compliance.

Authentication policy A more comprehensive form of the password policy
that defines a local access password policy and establishes guidelines for
remote authentication processes, which might include OTPs and the devices
that generate them.

Router and switch security policy Defines minimal security configuration
for all routers and switches connecting to a production network.

Availability statement Defines what users can expect for resource availability.
Known risks, redundancy, and recovery issues should be stated. Hours for routine
maintenance downtime should be specified, as well as any notification process
used before the system is taken down. Contact information for reporting system
and network failures should be included.
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e Accountability policy Defines the responsibilities of users, network operations
staff, and management. This should cover guidelines for routine monitoring,
scheduled and unscheduled audits, and guidelines for incident handling (what
to do, what not to do, and who to contact in case an intrusion is suspected).

e IT system and network maintenance policy Defines how internal and
external maintenance people are allowed to handle and access company
technology. This should address if, and under what conditions, remote
maintenance is allowed and how such access is controlled. If outsourcing
is allowed, how it should be managed and the processes that need to be
followed should be defined.

¢ Violations reporting policy Defines the types of violations that must be
reported and to whom the reports are made. Remember, a low-key atmosphere
and even anonymous reporting can result in a greater likelihood that a suspected
violation will be reported.The policy should include specific contact information
for users, staff, and management for each type of policy violation. Guidelines
should include how to handle outside queries about a security incident, detailing
who should be responding, and defining the procedures depending on where the
contact is from. There may be a different policy or contact person when working
with an interested third party, law enforcement, or the media. Defines the
procedures if the security incident involves information that might be considered
confidential or proprietary. If appropriate, any cross-references to security
procedures company policies and/or applicable laws and regulations.

Here's an example. Recently in our area, a policeman was ordered reinstated with
about a year’s full pay and benefits, plus overtime that would have been earned. While
the court agreed that viewing pornography on a department laptop in a public place was
aviolation of the AUP in place, it disagreed with the penalty for a first violation, deter-
mining that termination was too severe. The $86,000 is probably less damaging than
the harm done to the department’s reputation and credibility.

Make Time for Training and Signing Off

Once the security policy is established, reviewed as needed, and approved by the highest
levels in the company, it should be clearly communicated to all users, network staff, and
management. Remember, this training of the employees is the only opportunity to ex-
press the importance of the effort, the seriousness of the company commitment, and the
need for their active participation. Each person should be able to retain for future refer-
ence any appropriate sections, including at least the AUP.

Having all personnel sign a statement that indicates they've read, understood, and
agreed to abide by the policy is common practice and logical. Note, this signing is of
questionable value in protecting the company resources if the policies aren’t explained
or treated with respect by management. The last security policy I signed was a modified
distribution list attached to a stack of papers passed around a conference table. I remember
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thinking that because virtually nobody read the attached document, it probably wasn't
going to modify much existing behavior.

Keep It Flexible
For a security policy to be viable over the long term, it must be as flexible as possible, al-
lowing for growth and changes within the architecture. As much as possible, the policy
should be independent from specific hardware and software because these items can be
moved or removed on short notice.
The processes for updating the policies should be defined in detail to include the
steps to do, the people to include, and who must sign-off on the resulting changes.
Finally, the policies must be reviewed on a regular basis to make sure they're success-
fully meeting the company security needs. The policies should also be reviewed if any
new major technology is added to the network to make sure the technology is covered
from day one.

Example of a Network Security Policy

A security policy can take many forms and styles, but one that's easy to get started with is
a series of templates produced by the SANS Institute called “The SANS Security Policy
Project,” available from their web site at http://www.sans.org/newlook/resources/poli-
cies/policies.htm.

The System Administration, Networking, and Security (SANS) Institute was estab-
lished in 1989 as a cooperative research and education organization to provide a forum
for security professionals, auditors, system administrators, and network administrators
to share the lessons they have learned and find solutions to the challenges they face.
Many SANS resources, such as news digests, research summaries, security alerts, and
white papers, are free. For more information, their web site is http://www.sans.org.

One of many useful sites SANS hosts is the “SANS/FBI Top Twenty List” (http://www
.sans.org/top20.htm), which summarizes the “Twenty Most Critical Internet Security
Vulnerabilities.” This web site also includes step-by-step instructions and pointers to ad-
ditional information useful for correcting the flaws.

The writers at SANS have produced about two dozen templates for each of the major
policies to be included in a security policy. Each policy is a separate document that al-
lows for easy addition and editing, and each follows the same style shown in the exam-
ple in the upcoming sidebar.

Securing the Network

Once the security policy is approved, it's time to make sure that any security measures
specified or appropriate to the policy are properly installed and configured. The rest of
this book focuses on many of those technologies. In the next chapter, beginning in the
section on “Improving Network Security,” you start looking at those basic configura-
tions that should be a part of every device configuration.
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Wireless Communication Policy

1.0 Purpose
This policy (provided here with permission from SANS) prohibits access to <Com-

pany Name> networks via unsecured wireless communication mechanisms. Only
wireless systems that meet the criteria of this policy or have been granted an exclu-
sive waiver by InfoSec are approved for connectivity to <Company Name>'s net-
works.

2.0 Scope

This policy covers all wireless data communication devices (that is, personal com-
puters, cellular phones, PDAs, and so forth) connected to any of <Company
Name>’s internal networks. This includes any form of wireless communication
device capable of transmitting packet data. Wireless devices and/or networks with-
out any connectivity to <Company Name>’s networks don’t fall under the purview
of this policy.

3.0 Policy

To comply with this policy, wireless implementations must do the following:
maintain point-to-point hardware encryption of at least 56 bits; maintain a hard-
ware address that can be registered and tracked, that is, a MAC address; and sup-
port strong user authentication that checks against an external database, such as
TACACS+, RADIUS, or something similar.

EXCEPTION A limited-duration waiver to this policy for Aironet
products has been approved, if specific implementation instructions
are followed for corporate and home installations.

4.0 Enforcement
Any employee found to have violated this policy could be subject to disciplinary
action, up to and including, termination of employment.

5.0 Definitions

e Terms (add terms here)
e Definitions (add definitions here)

e User Authentication A method by which the user of a wireless system
can be verified as a legitimate user independent of the computer or OS
being used.
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6.0 Revision History

The references to <Company Name> would be replaced by the company or client
name and references to InfoSec would be replaced by the name of the company
department responsible for network security. The reference to Aironet refers to a
pioneer wireless manufacturer, since acquired by Cisco. The design with standard-
ized sections and titles makes it easy to add a policy unique to the organization
that would fit right in.

Monitoring Network Security
The security policy should specify the methods to be implemented in the routine moni-
toring of the network. The purpose of security monitoring is not only to observe a net-
work attack, but also to point out potential weaknesses that could be exploited. The one
thing monitoring should verify is whether the security policy is being followed.
Monitoring could be as simple as an orderly collection and review of the various log
files that network devices generate as a normal part of operation. Simply viewing failed
login authentications for a server can indicate attempts to break into the system or
maybe just some individuals that need additional training. At the other end of the spec-
trum are sophisticated devices like IDS that can monitor traffic looking for patterns or
signatures that would indicate something is amiss. If a potential problem is discovered,
the IDS sensor can notify the IDS director management console, which can then start a
process to block (shun) the attack. It could involve creating an access control list in a router
or firewall specifically to block further contact from that source. IDS technology is covered
in Chapter 7, and then again in Chapters 23 to 26.

Auditing Network Security

Whereas monitoring is a routine general process of watching the network for potential
problems with the network security, auditing is a more specific test or series of tests on
the network to determine the effectiveness of the security measures, as well as compli-
ance with the policy and any relative regulations. Auditing, like monitoring, should be
specifically defined, and allowed within the formal security policy.

The random nature of audits as compared to routine monitoring makes them useful
in detecting unauthorized internal activity within the system. For this reason, audits
shouldn’t become routine or scheduled. Much of their usefulness is diminished if your
troublemakers can predict when an audit will occur.

Shareware tools are available on the Internet and even many operator-triggered sys-
tem tests can be automated by the use of scripts. Checklists of features to audit for many
technologies are available on the various security web sites. Some auditing is low tech. It
can be as simple as periodically reviewing the tape backups to confirm the backup was
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run when scheduled, that it covered everything specified, and that the tape has a usable
file. Other reasons for audits might include the following:

e Any addition to or change to systems in the network. Has the new system or
the change (upgrade) possibly brought with it some unknown problem? This
shouldn’t be an optional audit.

e Spot checks of policy compliance.
e Regularly checking password files for compliance with the password policy.

e Router and switch configuration compliance to make sure all appropriate
security requirements are included.

Commercial auditing tools or even network intrusion tools like Cisco Secure Scanner
can perform ongoing auditing, including looking for potential security holes. Some of
these tools come from a variety of vendors, but might only run on certain management
stations. This is one area where UNIX seems to have a clear edge.

Improving Network Security

Just as the image of the security wheel implies, network security is a constantly evolving
and growing process. This process is driven by the changing and growing nature of the
business on one side leading to more and more resources and possibly links to more
outside sources. Pressing from another side is the bad guys outside of your network who
are constantly gathering better tools, often the same ones you'll be learning about. They
also don't have a security policy preventing them from trying the latest and greatest hack
posted on the Internet. They could also have “cracked” copies of licensed tools and soft-
ware the company can't afford. If potential attacks from two growing fronts weren’t bad
enough, internal users are becoming savvier about the workings of the network. Eco-
nomic turmoil can often bring out a side of people that even they might not have known
existed under other circumstances.

So what is the company to do? Start by recognizing that what you have today in the
form of network security becomes the baseline from which the future is built. There’s no
going back to last year, so today becomes the beginning of time. Planning and develop-
ment must always look at the next level of safety the network security can be moved to.
Meanwhile, caution and good practices would suggest the following:

e Monitor the security alerts from all network device vendors and install
the recommended patches and upgrades.

e Stay current on the latest threats, vulnerabilities, and tools by monitoring
security web sites and newsgroups, such as www.sans.org, www.cert.org
and www.cisecurity.org.

e Implement and follow the existing network security policies, including
incident investigation and reporting. Lax implementation and enforcement
leads to potential vulnerabilities and can undermine commitment to security.
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e Update the security policy on a regularly scheduled basis, plus any time a new
technology is added to the network or an existing technology is removed.

e Ongoing security training and awareness should be a priority at all levels within
the company.

e Encourage a sense of trust and friendliness to encourage employees to “ask first”
when in doubt and to encourage reporting of potential security incidents.

Chapter Review

Technologies like the Internet, wireless connectivity, instant messaging, and others have
introduced new levels of concern for network security. In addition to providing addi-
tional access points to the network, the Internet is also a reference resource for hackers
and security experts. Unfortunately, no rules or limitations exist on the information
that can be posted, so it's easy for harmful information to be widely distributed.

The secure network design example is to lay a basic design foundation for discussions
throughout the book. Basically, three types of networks are separated by a firewall de-
vice, which can be a router running firewall features, a server running firewall features,
or a dedicated firewall device. The three types of networks are the following:

e Inside Those trusted hosts and networks that make up the area to be protected.

e Outside Those hosts and networks that pose a threat to the inside network.
In many cases, the outside includes a perimeter router, the ISP, the Internet,
and any networks attached to it.

e DMZ A network of shared servers, or bastion hosts, that provide resources to
both the outside network and the inside network users.

The firewall configuration allows relatively free access from the outside to the DMZ;
access from the DMZ to the inside is limited to sessions originating inside; and access
from the outside to the inside is generally blocked, except in rare well-protected exceptions.

The three most common weaknesses or vulnerabilities that cause network security
problems include technology weaknesses, such as IP or OS holes; policy weaknesses,
such as missing or weak security policies; and configuration weaknesses, such as insecure
default settings.

The four primary threat designations are unstructured, structured, inside, and out-
side. These designations can be used in combinations like outside—unstructured to better
define the type of attack.

The four most common attack types include reconnaissance attacks, access attacks,
denial of service attacks, and data manipulation attacks. Many references, including the
PIX Firewall exam, consider data manipulation attacks to be variations of access attacks.

Cisco Architecture for Voice, Video, and Integrated Data (AVVID) and SAFE are
Cisco-comprehensive strategies that help organizations to successfully and securely de-
velop and implement end-to-end network designs.
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Questions
1 Which of the following is not a common cause of network security problems?

A. Technology weakness
B. Configuration weakness
C. Planning weakness
D. Policy weakness
2. Which four of the following are primary types of network threats?
A. Planned threats
B. Unstructured threats
C. External threats
D. Structured threats
E. Internal threats
3. Avirus is an example of which of the types of network threats?
A. Planned threats
B. Unstructured threats
C. External threats
D. Structured threats
E. Internal threats
4. Which of the following is not one of the four primary types of network attack?
A. Access attacks
B. Data manipulation attacks
C. Reconnaissance attacks
D. Programmed attacks
E. Denial of service attacks

5. In a reconnaissance attack, which one of the following is not a part of target
discovery?

A. Ping sweeps
B. Ping of Death
C. Port scans

D. DNS queries

6. Which one of the following is an example of social engineering relative
to security?

A. Guessing a password based on a person’s vanity license plate

B. All users in a department using the same user name and password
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12.

. A standard DoS attack typically includes which one of the following?
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C. Giving your password to the home office technician, so they can
test your account

D. Using a password of eight characters, uppercase and lowercase,
plus numbers

A. An attacker, a series of Zombies, and the target
B. An attacker, a war dialer, and the target

C. An attacker, a series of Zombies, and the target
D. An attacker and the target

. Which of the following is not a well-known DoS§ attack?

A. Ping of Death

B. Tribe Flood Network
C. Trinoo

D. TCP SYN Flood

E. Script kiddy

. IP spoofing is an example of which of the following?

A. DoS attack

B. Reconnaissance attacks

C. Data manipulation attacks

D. Brute force attack

RFC 2827 filtering refers to which of the following?

A. Filtering private IP addresses

B. Filtering based on trusted external addresses

C. Filtering based on source addresses that belong on a network segment
D. Filtering based on destination addresses that belong on a network segment
Which of the following involves denying responsibility for a transaction?
A. Session replay

B. Rerouting

C. Repudiation

D. Session hijacking

Which of the following provides a standards-based network architecture and
comprehensive set of best practices that allow businesses to develop business
and technology strategies, which scale to meet the changing demands of
e-business?

A. SAFE

B. DrDos
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13.

14.

15.

16.

17.

18.

C. AVWID

D. Digital signatures

RFC 1918 filtering refers to which of the following?

A. Filtering private IP addresses

B. Filtering based on trusted external addresses

C. Filtering based on source addresses that belong on a network segment
D. Filtering based on destination addresses that belong on a network segment
Which of the following best describes a good security plan for an organization?
A. Set it and forget it

B. Ad hoc

C. Evolutionary

D. Rigid

Which one of the following is not a part of the Cisco Security Wheel?

A. Monitor

B. Administer

C. Test

D. Secure

What is at the center of the Cisco Security Wheel?

A. Strong network support staff

B. Improvement

C. Network security policy

D. Flexibility

According to the “Site Security Handbook” (RFC 2196) a security policy is

A. An informal set of suggestions by which people who are given access to an
organization’s technology and information assets should abide.

B. A formal statement of the rules by which people who are given access to an
organization'’s technology and information assets must abide.

C. A formal statement of the rules by which network administrators can control
access to an organization’s technology and information assets.

D. RFC 2196 doesn’t deal with this issue.

Which of the following is not a reason to create a network security policy?
A. Tt provides a blueprint for security purchases and implementations.

B. It defines technologies that can and cannot be added to the network.

C. It provides the procedures to follow in case of a security incident.
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D. It frees up network security personnel to work on other projects.
E. It provides a process and targets to audit existing security.

Developing a security policy is often described as a balancing act. Which three
of the following are common compromises that need to be made?

A. Security cost versus risk of loss

B. Security cost versus local or federal regulations
C. Security versus ease of use

D. Security versus services provided

E. Local or federal regulations versus ease of use

When evaluating risk associated with a security breach, which three of the
following might result from someone accessing the companies sales order entry
system?

A. Loss of reputation

B. Loss of company data or intellectual property
C. Loss of temper

D. Loss of service

E. Loss of privacy

Which of the following might be included in an acceptable use policy (AUP)?
A. Acceptable and unacceptable Internet activities
B. Penalties or sanctions for violating the policy
C. Acceptable and unacceptable e-mail activities
D. Acceptable and unacceptable telephone use

E. Acceptable and unacceptable copier or fax use
F. All of the above

Which of the following is likely to result in a security policy that will meet the
needs of an organization?

A. The network security staff develops the policy.
B. The network security staff and network operations staff develop the policy.

C. Representatives of all major groups that use and manage the networks, plus
representatives of management develop the policy.

D. The network security staff and company management develop the policy.

In developing a security policy, as in any risk analysis, the first two things you
must identify are the

A. Opportunities
B. Assets
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24,

25.

26.

C. Hardships
D. Threats

According to the RFC, which of the following is not a characteristic required of
a good security policy?

A. It must be implementable through network administration technologies, by
publishing rules and acceptable use policies, or other appropriate methods.

B. It must clearly define the areas of responsibility for the users, administrators,
and management. Maybe as important, it should clearly identify the limits of
authority for each group under predictable circumstances.

C. It must be state of the art, implementing all the latest, most advanced
technologies and procedures to protect the company resources.

D. It must be enforceable with security tools, where appropriate, and with
sanctions, where actual prevention isn't technically or financially feasible.

When a group of sales reps plug a wireless access point into a network jack
so they can use wireless NICs on their laptop, they

A. Greatly increase their mobility and freedom

B. Increase the number of usable connections to the network

C. Probably violate the wireless access policy of the security policy

D. Add a hub that will reduce the bandwidth to each user

Which of the following statements best describes monitoring and auditing?
A. They are two terms for the same process.

B. Auditing is routine scheduled reviewing of security, while monitoring is
random and unpredictable reviewing of security.

C. Monitoring catches bad guys outside the network, while auditing catches
bad guys inside the network.

D. Monitoring is routine scheduled reviewing of security, while auditing is
a random and unpredictable reviewing of security.

Answers

1.
2.

3.
4.
5.

C. Planning weakness

B. Unstructured threats; C. External threats; D. Structured threats; and
E. Internal threats

B. Unstructured threats
D. Programmed attacks
B. Ping of Death
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7. D. An attacker and the target
8. E. Script kiddy
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. C. Giving your password to the home office technician so they can test
your account. There is never a reason to give someone your password,
or for a legitimate tech to ask for it.

9. C. Data manipulation attacks

10.

11

12.
13.
14.
15.
16.
17.

18.
19.

20.

21.
22.

23.
24.

25.

26.

C. Filtering based on source addresses that belong on a network segment
. C. Repudiation

C. AVVID

A. Filtering private IP addresses

C. Evolutionary

B. Administer

C. Network security policy

B. A formal statement of the rules by which people who are given access to an
organization’s technology and information assets must abide

D. It frees up network security personnel to work on other projects.

A. Security cost versus risk of loss; C. Security versus ease of use; and D. Security
versus services provided

A. Loss of reputation B. Loss of company data or intellectual property; and E.

Loss of privacy; (While loss of temper might occur, this isn't one of the risk
criteria.)

F. All of the above

C. Representatives of all major groups that use and manage the networks, plus
representatives of management develop the policy.

B. Assets and D. Threats

C. It must be state of the art implementing all of the latest and most advanced
technologies and procedures to protect the company resources. (While a good
idea, this might be far from cost-effective for many organizations.)

C. Probably violate the wireless access policy of the security policy
(While all the statements are true, within the context of this course,
this is the important issue.)

D. Monitoring is routine scheduled reviewing of security, while auditing
is a random and unpredictable reviewing of security.



Securing the Network

In this chapter, you will learn how to:
* Secure network design example
* Improve network security
* Secure network devices
* Use access control lists (ACLs) to secure the network

As you saw in the preceding chapter, the network has many threats. Developing a com-
prehensive security program to combat those threats requires planning in the initial
stages, and a lot of tweaking and revising as time goes on. Just as the organization at-
tempts to move the network to a more secure state, the threats are also evolving, chang-
ing and often growing stronger. Network security will never be a “set it and forget it”
world.

This book looks at many technologies and methods to secure access to and operation
of the computer networks. While many variations exist, some of the most important
ones include the following concepts.

Physical security Once stated, this seems so obvious, but it’s often overlooked.
Network devices must be physically secured from unauthorized
access or even theft. Password recovery techniques make it quite
easy for anyone to access and reconfigure a device if they can have
physical access to it.

Vulnerability patching Network devices from workstations to routers have or develop
vulnerabilities that can usually be mitigated by applying software
patches, performing upgrades, and disabling any unnecessary services.

Encryption If making the data path absolutely secure isn’t possible, then encrypt
the data. Encryption, such as IPSec, means anyone capturing the data
will find useless gibberish.

Firewalls Firewalls filter traffic based on predefined permit-and-deny rules.
Ideally, a firewall devotes 100 percent of its resources to protecting
the network.

47
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Intrusion detection Intrusion detection systems (IDS) detect certain patterns of data
that match known “signatures” of improper activities. The IDS
system can then notify network management or even implement
measures to block the activity.

Authorization systems Secure authorization systems, such as one-time passwords (OTP),
limit the usefulness of a password that’s been compromised or
captured through sniffing activity.

In this chapter, you learn some other simple techniques to improve network security.
Some of these techniques should be familiar from other certifications, but each one
provides a small piece of the strategy necessary to secure the network.

Secure Network Design Example

To lay a foundation for discussion of secure networks, this section looks at some basic
terms and concepts used throughout the book. In security terms, you have three types of
networks to consider: inside, outside, and an optional network called the demilitarized
zone (DMZ). A firewall is the device that separates or joins these areas. The firewall can
be a router running a firewall feature set or a specialty server, or it can be a specialty de-
vice such as the Cisco PIX that does nothing but provide firewall services. Figure 2-1
shows a simplified view of the three areas and the firewall.

Perimeter router

Figure Figure 2-1
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The typical firewall device has three or more LAN interfaces: one each for the inside
and outside networks, and one for each DMZ network. Some early firewalls and those
used in small implementations like branch locations or telecommuter residences might
only have two interfaces for separating the inside network from the outside world. Today
the LAN interfaces are typically Fast Ethernet or Gigabit Ethernet, but there’s no reason
they couldn’t be Ethernet, Token Ring, or Fiber Distributed Data Interface (FDDI).

Inside Network

Inside networks are also referred to as the internal or private networks. The inside area is
made up of the network(s) of the organization, including all workstations and servers
not shared with the outside world. These devices are considered trusted and in need of
protection from the outside world. The inside area is typically under one administrative
authority and operates under a common security plan.

A firewall is normally used to separate the inside network from the outside world, but
a firewall can also be used to separate internal departments if additional security is
required. For example, a school might choose to place a firewall between the student
network and the faculty network.

Outside Network

Outside networks are also referred to as the external or public networks. The outside area, or
untrusted area, is considered to be all devices and networks beyond the direct control of
the organization’s administration and security policies. The outside area would typically
include the perimeter router, the ISP, the Internet, and all networks attached to it.

While not necessarily the greatest actual threat to many networks, the international
scope of the Internet means an organization can face threats from anywhere in the
world for reasons that could seem ludicrous at home.

Demilitarized Zone (DMZ)

The demilitarized zone (DMZ) is made up of one or more isolated LAN networks that
contain shared server resources, such as web, DNS, and e-mail servers. These servers are
available to the outside world. These shared servers are often called bastion hosts, bastion
servers, ot even sacrificial hosts. Bastion hosts must be secured and receive highest priority
security maintenance because of their vulnerability to the outside world and increased
likelihood of attacks. A bastion server typically runs only those specific services being
shared, and all other services will be stopped or turned off.

The firewall must be configured to allow quite loose, but regulated, access to the
DMZ from the outside network while at the same time protecting the inside network.
Inside network users need access to the server resources in the DMZ and are typically
allowed limited access, possibly restricting access to only those sessions originating
within the inside network.

Generally, the firewall will be configured to prevent access from the outside to the
inside, possibly limiting access to those sessions originating from the inside network.
Other, unsolicited, access from the outside would be blocked in most cases. One
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common exception might be the e-mail server(s) if it resides in the inside network instead
of the DMZ. Securing this type of connection is covered in the firewall chapters.

Securing Network Devices

The rest of the chapters in this book cover technologies and processes to secure the
corporate network. Some are pretty simple, while others are more elaborate. The remainder
of this chapter covers some basic techniques that should be a part of any basic router or
switch configuration, regardless of its role or placement within the network. Many of
these might be familiar to you from your earlier certifications. While this list of tasks is
by no means exhaustive, it does represent the types of details that must be covered to
make sure our networks are secure.

Physically Secure the Devices

All network devices need to be in a physically secure environment, whether in a locked
data closet, a locked cabinet, or both. In most cases, if routers and switches can be physi-
cally accessed, they can be compromised. With Cisco devices, the only things required
to compromise the system are a console cable kit and a terminal system, which today
can include many palm-sized devices. Password recovery techniques are well known
and easy to implement.

While password recovery lets a person with less than CCNA skills take control of the
device, an equal fear should be the person with a screwdriver who decides to take the de-
vice(s) and worry about accessing them later. Cisco devices are typically hot items on
web auction sites, often with several thousand listings on any given day. While corpo-
rate data centers typically have secure facilities, many small businesses and small branch
offices might rely on Telco closets for router placement. Before agreeing to place devices
in a Telco closet, consider that, in many cases, every building tenant has direct or indirect
access to that closet.

Other reasons for centralizing network devices into a single room include facilitating
environmental features like climate control (heating and cooling), stable power with
Uninterruptible Power Supply (UPS) backups, secure access including locks and protec-
tion from over the wall or under the floor access, and possibly increased human pres-
ence to provide a deterrent. If the data room is busy with many people having access, it
might make good sense to put key devices into locked cabinets.

Securing Administrative Access

One of the fundamental requirements in protecting the network is to secure the adminis-
trative access to any network device. With Cisco devices, administrative access to the de-
vice could allow someone to reconfigure features or even possibly use that device to
launch attempts on other devices. Some of the basic techniques for securing adminis-
trative access would include the following:
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e Setting User mode passwords
e Setting Privilege mode passwords
e Encrypting passwords in the configuration files

e Setting an MOTD banner to advise about the security restrictions

e Setting access privilege levels
e Restricting Telnet access to the device
e Restricting web browser access to the device

e Restricting SNMP access to the device

The first five techniques are covered in this chapter, while the last three are covered in
Chapter 3, which deals with access control lists.

User Mode Passwords
This section reviews and expands on the techniques for assigning passwords to the three
potential access points to the User mode, the entry level into a Cisco device. In Chapter 3,
you learn how to use authentication servers, such as TACACS+ and RADIUS, with AAA
authentication services for securing access to Cisco devices.

The User level on a Cisco router often has three potential access points. They include
the following:

e Console (con) port Access for the console cable. Figure 2-2 shows a typical
console port on a router.

e Auxiliary (AUX) port A console-like access that can be attached to an external
modem for a dial-up connection.

e Virtual terminal (vty) ports The access points for Telnet sessions.

The default configuration for each of these interfaces, shown in the following code
listing, doesn’t include a password. Since the release of version 12.0 of the 10S, the vir-
tual terminals and AUX ports require that a password is set. If none is set, the user will be
rejected with the message “password required, but none set.” The console port doesn't

Figure 2-2 | e -
Console port on ® Cisco 804

an 800 model
i X consoie
telecommuter

router
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have this requirement, so it's a good idea always to set a password to prevent anyone
with a laptop and a console cable from accessing the device.

interface FastEthernet0/0
ip address 192.168.0.1 255.255.255.0

|

line con 0 <-Console connection

login

line aux 0 <-AUX connection

login

line vty 0 4 <-Virtual terminal connections
login

end

The basic password configuration for each is the same. The password is defined with
the password command and the login command. Passwords can be 1 to 25 character,
and can include uppercase and lowercase letters, as well as numbers, to comply with
complex password requirements in the password policy. The result might look like the
following listing:

!
line con 0

password ciscol

login

line aux 0

password cisco?2

login

line vty 0 4

password cisco3

login
end

The passwords used should comply with the password policy portion of the network

security policy. You could use the same password for all three, but this isn’t a secure
solution. Someone attempting to access the device through one of these three methods
will be prompted only for a password, at which time they need to supply the appro-

priate one.

User Name/Password with Login Local You can require both a user name
and a password, as well as have the opportunity to create different combinations for dif-
ferent users. The first step is to develop a local database of acceptable user name and
password combinations in the Global Configuration mode. Like all passwords, these
are case- ensitive, can include text and numerals, and should comply with the password
policy. The user names aren't case sensitive. Two examples might include the following:

Rtrl (config) #username remote password acC3ss
Rtrl (config)#username scott password woLfe7

To finish the configuration, change the login command to login local for the interface(s)
that you want to use this feature. In the following example, only the virtual terminal
lines are being changed.

username remote password access
username scott password wolfe
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|

line con 0
password ciscol
login

line aux 0
password cisco2
login

line vty 0 4
login local

end

After making the changes, the next Telnet session login might look like the following:

User Access Verification

Username: remote <-Used the remote / acC3ss combination
Password:
Rtrl>exit <-Successful attempt

User Access Verification

Username: scott <-Used scott / WOLFE7 combination - note case
Password:

% Login invalid <-Wrong case on the password)

Username: ScOtT <-Used ScOtT / woLfe7 combination - note case)
Password:

Rtrl> <-Used the correct case on the password)

The important things to remember are that the user name isn’t case sensitive, while
the password is. Furthermore, if more than one entry is in the local database, then any
valid combination is acceptable.

Privilege Mode Passwords

Access security for the Privilege mode involves being prompted for a password only if an
enable password or enable secret password has been previously defined in Global
Configuration mode. If neither is set, no security allowing any user to view and/or
change the device configuration exists for the Privilege mode. Someone could even set a
password and lock out other users.

The older enable password command followed by the desired password creates a
cleartext entry in the running configuration that could be viewed by anyone seeing the
configuration. The more secure enable secret command followed by the desired pass-
word creates an encrypted entry in the running configuration that can’t be understood
by anyone just seeing the configuration. If both enable password and enable secret are
configured, only the enable secret is used. The enable password is ignored.

The following entries demonstrate both commands, and then use a show run com-
mand to display the configuration. All passwords are case sensitive and should comply
with the password policy.

Rtrl#conf t

Rtrl(config) #enable password test
Rtrl (config) #enable secret cisco
Rtrl(config)#”z

Rtrl (config) #show run
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enable secret 5 $1$4F6c$SD5iYCm31rilcA9WwvAU220
enable password test

Notice the enable secret password can't be recognized, but the enable password is
easily recognized. If only the enable password had been set, anyone seeing the con-
figuration could get the password that would let them reconfigure the router.

Password Encryption
If you look over the previous examples, you'll notice all passwords are in cleartext,

except for the enable secret password. This means prying eyes might gather a password.
You can secure the passwords in Global Configuration mode by typing the service pass-
word-encryption command. This permanently encrypts all passwords, so make sure
you know what they are. The following abbreviated output demonstrates the command
and the results:

Rtrl#conf t

Rtrl(config)#service password-encryption <-command
Rtrl (config) #°2

Rtrl#sho run

version 12.0

service timestamps debug uptime

service timestamps log uptime

service password-encryption <-command
|

hostname Rtrl

|

enable secret 5 $1$4F6cS$SD51YCm31rilcA9WwvAU220

enable password 7 15060E1F10 <-enable password
1

username remote password 7 070E224F4B1A0A <-local database
username scott password 7 02110B570D03 <-local database

line con 0

password 7 121A0C041104 <-line con password
login

line aux 0

password 7 121A0C041104 <-line aux password
login

line vty 0 4

login local
|

end

Note, typing no service password-encryption won't cause the passwords to revert to
cleartext. The system will no longer encrypt new passwords, but the existing ones remain
encrypted. Make sure you know a password before you encrypt it.

Message of the Day Banner (MOTD)
It's possible and prudent to create a message that will appear to everyone logging in to
the User mode. This message should be a polite warning of company security policies
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for unauthorized access. Some courts have held that if this isn't explicitly stated—telling
people to stay out, then it's an implicit invitation to come in and raise havoc.

To configure this message, use the banner motd command in the Global Configura-
tion mode. The syntax is a little unusual in that you type the command, followed by a
character you don't plan to include in the message. This character becomes a delimiter,
in that everything you type after it until the character appears again will be part of the
message. An example would be banner motd *No Unauthorized Access* where the as-
terisks indicate the beginning and the end of the message. The asterisks won't appear in
the message.

You can make multiple-line messages by using SHIFT-ENTER at the end of the line and
ignoring the warning message that appears the first time you try it. The following lines
demonstrate this technique. Typing a new MOTD replaces any existing one.

Rtrl#conf t
Rtrl (config) #banner motd * Unauthorized Access Could Result In Termination
Enter TEXT message. End with the character '*'. <-Ignore this

If you have any trouble with this device, call:
Mark Smith in IT Tech Support

Phone: (555) 555-1111 ext 1234%*

Rtrl (config) #°2

Rtrl#

The next login attempt would look like the following:

Unauthorized Access Could Result In Termination

If you have any trouble with this device, call:
Mark Smith in IT Tech Support

Phone: (555) 555-1111 ext 1234

User Access Verification

Password:

Three other options can be used with the banner {exec | incoming | login | motd}
command that allow for variations on when the banner can be used. The MOTD option
has been included because it causes the warning to appear at login for all users and is the
most frequently used. You can use the help feature to see the other options.

Privilege Levels
Cisco devices numbered 0 through 15 have 16 privilege levels. By default, any user who

can furnish the user-level password or user name/password combination can gain User
exec mode access to the device, which is privilege level 1. From there, if the user knows
the enable secret password, they can access the Privilege exec mode, or privilege level 15.
The three predefined privilege levels on Cisco devices include the following:

e 1 User exec mode only (prompt is router>), the default level for login
e 15 Privileged exec mode (prompt is router#), the Enable mode

e 0 Seldom used, but includes five commands: disable, enable, exit, help, and logout
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To determine or confirm the current privilege level, type the show privilege command. It
would look like this in Privilege mode:

Rtrl#show privilege
Current privilege level is 15
Rtrl#

Privilege levels 2 through 14 can be defined by the admin to provide limited features to
some users by assigning specific commands to the level using the privilege command.
The syntax is

privilege mode {level level command | reset command}, where

mode Indicates the configuration level being assigned. This includes all router configuration
modes, including exec, configure, and interface.

level Indicates the level being defined.

command Indicates the command to be included. If you specify exec mode, then the command

must be an exec mode command.
reset Resets the privilege level of the command to the default privilege level.

A possible application of this feature might look like the following lines, which are
creating a new Privilege mode for a part-time administrator.

Rtrl (config)#privilege exec level 7 ping
Rtrl(config)#privilege exec level 7 show startup-config
Rtrl (config)#privilege exec level 7 show ip route
Rtrl(config)#privilege exec level 7 show ip int brief
Rtrl (config)#enable secret level 7 tESt7

The following lines show how the new privilege level would be accessed and a
confirmation of the new level:

Rtrl>enable 7

Password:

Rtrl#show privilege

Current privilege level is 7
Rtrl#

Any attempt to run a command other than those specifically defined for this privilege
level returns the same error message as any attempt to run a command from the wrong
mode. As you will see in Chapter 4, AAA authentication provides some additional op-
tions for this feature.

Note that the privilege feature only limits user access if the user only knows the enable
secret password for the defined level. If the user knows any other level password, then they
can go there as well.
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Using Access Control Lists
to Secure the Network

Access control lists (ACLs) are powerful tools that are often at the heart of many other pro-
cesses, including security processes. ACLs can be a good starting point for adding security
and traffic management to a network, but they can't protect the network by themselves.
Devices like firewalls and proxy servers, as well as good security practices—password
management, physical security, and solid administrative policies—should be used to
augment them.

5 STUDY TIP  While ACLs aren’t a specific exam objective, they’re fundamental
in many security implementations and processes. Newer operating system
—=—='  (OS) versions for devices like PIX firewall boxes and Catalyst switches use
Cisco 10S-like features and commands and, therefore, incorporate access list
capabilities. Make sure you’re comfortable with how access lists are constructed and how
they work. If you need a refresher on ACLs, go to Appendix A.

Standard ACLs

This section includes examples of standard IP ACLs with various wildcard Mask options
to perform the following security-related tasks.

e Traffic filtering

e Limiting access to Telnet sessions
e Limiting access to HTTP sessions
e Filtering routing updates

e Limiting the debug ip packet analysis and, therefore, CPU use

Before looking at these examples, let’s look at a technique that can be used in test labs
to make a limited pool of devices look more diverse. In some of the next exercises, having
more than one LAN interface on the routers would be useful, but this isn't required. The
next section looks at using loopback interfaces as a simple work-around in the lab.

Using Loopback Interfaces on Lab Routers

What do you do if your router has only a single Ethernet interface? Or worse, what if one
of your lab routers has only a Token Ring LAN interface and you don't have a
Multistation Access Unit (MAU) unit to plug it in to, so the interface won't come up?
Short of getting another device, the only solution is to create loopback interface(s).
What are loopback interfaces?

e They are logical interfaces, in that they don’t connect to any cables and,
therefore, they have no hosts. Loopback interfaces are logical interface only.
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e They are “up” by default and remain up unless administratively shut down with
the shutdown command.

e They can be configured as a host, a subnet, a network, or a supernet, like any
other interface.

e They can be included in the routing updates like any other interface.
e They can be used as a ping, a Telnet destination, or a source.

e Some routing protocols, such as OSPF and BGP, use loopbacks as router IDs.
Configuring a loopback interface is similar to creating a subinterface. The syntax is

router(config)#interface loopback num
router(config-if)#ip address ip-address subnet-mask

The num is any whole number between 0 and 2147483647. It won't accept mod-
ule-type notation, like 0/1.

Note, the no shutdown command isn't required and would only be used with
loopback interfaces following a shutdown command.

Here is an example:

router (config) #interface loopback 0
router (config-if)#ip address 192.168.3.1 255.255.255.255

The Layer 3 addresses can be either an IP or an IPX interface configuration (AppleTalk
isn't supported on all router platforms). The example is a 32-bit mask, called a host mask,
because it specifies a single host, not a network or a subnetwork. Some routing proto-
cols, such as Open Shortest Path First (OSPF), use loopback interfaces as router IDs and
prefer the host mask to avoid problems. With protocols such as RIP, IGRP, and EIGRP,
you can use any mask that serves your purpose.

Traffic Filtering
Traffic filtering is a common use for standard access lists used when the plan is to block
all packets from a specific source host or group of hosts from reaching a portion of the
network. Figure 2-3 shows a simple two-router network that might represent two branch
locations of a smaller business.

The following code represents two access lists created on the Rtr1 router. ACL 10 allows
only a single host (192.168.2.20) from the Rtr2 LAN and all hosts from the Rtr1 LAN to
go out to the Internet. By not adding a permit any statement, all other hosts are denied.

Rtrl(config)#access-1list 10 permit host 192.168.1.20.0.0.0.255
Rtrl (config) #access-1ist 10 permit 192.168.1.20 0.0.0.255
Rtrl(config)#access-1list 20 permit host 192.168.2.20

Rtrl (config) #access-1list 20 deny 192.168.2.0 0.0.0.31

Rtrl (config)#access-1list 20 permit any

Rtrl (config)#int s0

Rtrl(config-if)#ip access-group 10 out

Rtrl(config-if)#int el

Rtrl(config-if)#ip access-group 20 out
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two ACLs

Figure 2-3
Two-router
network with

24.16.32.100/30

192.168.1.0/24 192.168.2.0/24

The first line of ACL 20 permits host (192.168.2.20) from the Rtr2 LAN to access the LAN
on Rtrl. The second line blocks the rest of 192.168.2.0 subnet mask 255.255.255.224, or
addresses 192.168.2.0 to 192.168.2.31 from the Rtr1 LAN. The final line allows the rest of
Rtr2 LAN and anything coming in over the Internet.

Placement of Standard ACLs Most administrators deduce quickly that if pack-
ets can be discarded as early as possible, this will reduce bandwidth requirements on links
and router CPU cycles used to process packets that are going to be dumped anyway. Un-
fortunately, with standard ACLs, the only criterion for making the determination to per-
mit or deny is the source address—the destination is unknown. Standard access lists are
generally placed as close to the destination network segment as possible to exercise the
most control. For example, in Figure 2-3 in the preceding section, a standard ACL block-
ing a certain Internet address from entering the Rtr2 LAN would need to be placed on the
Rtr2 e0 interface outbound. While sO on Rtr1 would save more router resources, it would
also block access to the Rtr1 LAN. Similarly, applying it to sO on Rtr2 would work for now,
but what if additional interfaces are used later? They would also be blocked.

Looking at Figure 2-3, if ACL 20 had been placed inbound on the Serial 1 interface of
Rtr1 or outbound on s0 of Rtr2, this would have saved resources, but this would also have
blocked access to the Internet for hosts 192.168.2.1 to 192.168.2.19 and 192.168.2.21 to
192.168.2.30.

Log Option Sincevl1.3 of the IOS, the Log option at the end of an ACL statement re-
sults in logging packets that meet the ACL criterion. How and where the logging is stored
is controlled with the logging console command. The simplest form of the Log option
causes a message to be printed to the console screen the first time the ACL is activated, and
then every five minutes while the ACL is still being used. The first report indicates only the
first packet, while the subsequent reports summarize the number of occurrences.
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The following output lines show the result of adding the Log option to an ACL that
blocks the access of host 192.168.1.10 to a LAN.

Rtrl (config) #access-1list 50 deny 192.168.1.10 log

Rtrlconfig) #access-1list 50 permit any

Rtrl (config)#int e0

Rtrl(config-if)#ip access-group 50 out

Rtrl (config-if)#"Z

Rtrl #

11:29:37: %SEC-6-IPACCESSLOGS: list 50 denied 192.168.1.10 1 packet
Rtrl #

11:34:53: %$SEC-6-IPACCESSLOGS: list 50 denied 192.168.1.10 27 packets
Rtrl#

In the example, the last two lines indicate the workstation attempted to ping a LAN host
(192.168.5.1) seven times from the Command window. The first packet was recorded in
the first log entry. The other 27 packets, 4 per ping, were reported five minutes later.

The logging console command in Global Configuration mode can be used to modify
the Log options, which includes specifying a host address running Syslog server software
to forward all log entries for permanent storage. Chapter 5 has a section demonstrating
the various logging options.

Limiting Access to Telnet Sessions
Using Figure 2-4, assume the company wants to limit Telnet access to Rtrl to users on
the Rtr2 LAN and a single outside address 42.17.17.45, which is the router administra-
tor's home computer. Just as it's possible to filter the physical interfaces, such as Ether-
net 0 and serial 1, standard access lists can be used to filter the virtual ports, thereby
limiting telnet access to the routers.

Five virtual ports, or vty lines, typically are designated as vty 0 4, allowing up to five
telnet sessions to be established. Similar to setting Telnet passwords, you can set identical
restrictions on all vty lines at one time.

Figure 2-4
Two-router
network for two

branch locations

24.16.32.100/30

192.168.1.0/24 192.168.2.0/24
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In the following output, inbound access list 15 limits access to the router to users
specified by the company. The lack of a permit any statement limits the access to those
hosts defined in lines one and two. ACL 16 prevents any user who successfully Telnetted
into the router to Telnet to another device. They can only exit out after doing their as-
signed tasks.

Rtrl(config)#access-1list 15 permit 192.168.2.0 0.0.0.255
Rtrl (config) #access-1list 15 permit 42.17.17.45

Rtrl (config)access-1list 16 deny any

Rtrl(config)#line vty 0 4

Rtrl(config-line)#access-class 15 in

Rtrl (config-line) #access-class 16 out

Rtrl(config-line) #password cisco

Rtrl (config-line)#login

The important keyword here is “access-class,” which is used in place of access-group
when you're applying an ACL to a virtual interface.

The following code shows the result when another router, or a host on any other subnet/
network, tries to Telnet into Rtrl. It's important to realize that this implementation of the
access-class applies to the entire router, not only to one direction on an interface.

Rtr2>telnet 192.168.3.1 <-could have used 192.168.1.1
Trying 192.168.3.1...

Q

% Connection refused by remote host

The following lines show the result of a permitted user (who cleared access-list 15
and supplied the password) trying to telnet onto another router. The output assumes an
IP HOST table was set up with both IP addresses associated with the name Rtr2
(Rtr1(config)#ip host rtr2 192.168.3.2 192.168.2.1). Telnet attempts both interfaces,
but is denied at each attempt.

Rtrl>telnet Rtr2

Trying Rtr2 (192.168.3.2)...
% Connections to that host not permitted from this terminal
Trying Rtr2 (192.168.2.1)...

% Connections to that host not permitted from this terminal
Rtrl>

Show Line VTY Command The show line vty 0 4 command lists the virtual ter-
minals and shows that the access lists are applied. The AccO (ACL outbound) and Accl
(ACLinbound) display the ACL numbers. Running the command to verify that your ac-
cess lists are, in fact, applied to all virtual terminals is always a good idea.

Lab-X#show line vty 0 4
Tty Typ Tx/Rx A Modem Roty AccO AccI Uses Noise Overruns Int

2 VTY - - - 16 15 0 0 0/0 -
3 VIY - - - 16 15 0 0 0/0 -
4 VTY - - - 16 15 0 0 0/0 -
5 VTY - - - 16 15 0 0 0/0 -
6 VTY - - - 16 15 0 0 0/0 -
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Limiting Access to HTTP Sessions
Many Cisco devices allow access to the User and Privilege modes via a web browser.

Figure 2-5 shows an example of the opening screen for a 2500 model router. While not
as extensive or friendly as some manufacturer’s web interfaces, it does enable the user to
view the interfaces, view the diagnostic log, ping the device, execute commands, and
open a telnet session.

For this feature to work, the ip http server command must be issued in Global Con-
figuration mode because the default is for the service to be off. The command allows the
device to act as an HTTP server. Many company security policies require the feature to be
turned off by issuing a no ip http server command to reduce the exposure to unautho-
rized access.

Another alternative is to use a standard ACL to limit which host(s) can access the
device from a web interface. The basic steps include the ip http server command, any

/3 Rl Home Page - Microsoft Internet Explorer M= B

File Edit ‘iew Favaoites Toolz Help |
GBack + =5 - 12 7t | Q) Search (%] Favorites G Media 4 | N\ S - M

Pop-Up Stopper [ - = || [ Options

Address I@j hitp:##192.168.0.1 j &G |Links

Cisco Systems

Accessing Cisco 2524 "Rtr1"
Telnet - to the router.

Show interfaces - display the status of the interfaces.

Show diagnostic log - display the diagnostic log,
Ilonttor the router - HIML access to the command line interface at level 0,1,2,3.4 .5,6,7.8.5,10,11,12,13,14,15

Connectivity test - ping the nameserver.

Show tech-support - display information commonly needed by tech support.

Help resources

CCO at www cisco com - Cisco Connection Ornline, including the Techtical Assistance Center (TAC)

tac@cisce cotmn - e-mal the TAC

1-800-553-2447 or +1-408-526-7209 - phone the TAC. B
ca-htrnli@cisco. com - e-mail the ML sterface developrment group. =l
& ,7 ,7 ,7 % Intemnet 4
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Figure 2-5  Web browser access to a 2500 router
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ACL statement(s) required to define the authorized host, and the ip http access-
class {acl-num | acl-name} command. The following lines show an example of the
commands:

Rtrl#conf t

Rtrl(config)#ip http server

Rtrl(config) #access-1list 90 permit 192.168.0.10

Rtrl (config) #access-1list 90 permit 192.168.5.0 0.0.0.31
Rtrl(config)#access-1list 90 permit 192.168.45.0 0.0.0.255
Rtrl (config)#ip http access-class 90

Rtrl(config) #°z

Rtrl#

The lack of a permit any statement limits access to those specifically defined in the
permit statement(s). Any time the device is accessed with a web browser, a login screen
appears asking for a user name and password. With the previous configuration, the de-
vice host name (Rtr1) would be the user name and the enable secret password would be
the password.

Controlling the access further is possible with the ip http authentication command,
which supports several methods of establishing the user name/password combinations.
The syntax would be:

ip http authentication {aaa | enable | local | tacacs}

AAA The AAA authentication feature covered in Chapter 4

Enable Uses the enable password for authentication (the default HTTP)

Local Uses the local user database (user name/password) defined in Global mode
Tacacs The TACACS or XTACACS server authentication covered in Chapter 5

Limiting the debug ip packet Analysis and, Therefore, CPU Use

The debug ip packet command displays in real-time all IP packet activity passing
through a router. This is, unfortunately, extremely hard on CPU resources. In fact, a
router running at 50 percent capacity can be buried by the command dominating the
CPU use. Many organizations ban all use of the command for this reason. A second
problem with the command is the screen is often overwhelmed by output, making it
difficult to see the expected information.

Fortunately, the command syntax, debug ip packet [acl-num], allows an ACL to be
created to filter the specific traffic of interest. In the following example, the output is
limited to any traffic originating in the 192.168.0.0 network. Any valid host address,
subnet, or network address can be used.

Rtrl#conf t
Rtrl(config) #access-1list 20 permit 192.168.0.0 0.0.0.255
Rtrl(config)#°z

Rtrl#debug ip packet ? <-shows the options
<1-199> Access list
<1300-2699> Access list (expanded range)
detail Print more debugging detail

<Ccr>
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Rtrl#debug ip packet 20

IP packet debugging is on for access list 20

Rtrl#

00:05:28: IP: s=192.168.0.1 (local), d=224.0.0.10 (EthernetO),
len 60, sending broad/multicast

00:05:28: IP: s=192.168.0.10 (Ethernet0), d=192.168.0.1 (EthernetO0),
len 56, rcvd 3

The options shown in the debug ip packet ? indicate extended ACLs could be used to
filter, based on destination address, protocol, or port numbers.

Extended Access Lists

Extended access lists provide a higher level of traffic control by being able to filter packets
based on the protocol, source and/or destination IP address, and source and/or destina-
tion port number. For example, an extended access list can block an address (or group of
addresses) in a particular network from accessing the FTP services on a specific server,
while still allowing other services.

Restrict Application Traffic

Implicit in using TCP and UDP access list statements is that it becomes possible to sup-
port or suppress certain higher level applications. Because port numbers are associated
with applications, allowing or denying access to a specific port number determines if
that application can be used and which devices can access it. Setting up network seg-
ments to carry only one or two types of traffic—say, NNTP news or SMTP mail—be-
comes possible. Access lists can be established to prevent any other traffic from entering
that particular segment. These ACLs not only focus on the source and destination of the
packets, but also on the service offered. The following table shows some common port
numbers and the related services (applications).

ftp File Transfer Protocol 20, 21
Telnet Telnet, Remote Terminal 23
smtp Electronic Mail (servers) 25
pop3 POP Mail (users) 110
nntp Network News 119

More examples are included in the sections dealing specifically with TCP and UDP
filtering.

TCP’s Established Option The Established option is a TCP-only feature that can
use the connection-oriented attributes of the TCP to limit traffic coming into a network
or network segment to those sessions that originated from within that network. The es-
tablished condition is only true if the ACK (acknowledge) or RST (reset) bits are set to
one in the TCP header, indicating an already established connection. A packet with no
ACK or RST bit set, but a SYN (synchronize) bit set to one, is used to establish a new con-
nection and can then be denied. Figure 2-6 demonstrates the three-step “handshake”
that TCP uses to establish a connection.
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Figure 2-6 SYN
TCP three-way <« SYNACK
handshake to ACK

establish a session

Host A

The following output demonstrates allowing any host to respond to web and Telnet re-
quests that originated within the 192.168.1.0 network, but blocks all other TCP packets.

access-list 101 permit tcp any 192.168.1.0 0.0.0.255 established
access-list 101 permit tcp any 192.168.1.0 0.0.0.255 any eq telnet
access-1list 101 deny tcp any any

access-1list 101 permit ip any any

The Established option can help reduce the risk of a common type of hacker attack that
buries a host in SYN requests, preventing it from handling normal business. Because a so-
phisticated hacker can manipulate the TCP header bits, this tool needs support from other
tools to protect against that threat.

Look over the following ACL statement using the Established option. This is a com-
mon first effort when trying to limit web activity to those sessions originating within the
network. So what's wrong with the statement?

access-list 101 permit tcp any 192.168.1.0 0.0.0.255 eq www established

Remember, www is an “alias” for port 80. A web session originating inside would use
port 80 as the destination, but would designate a port above 1024, such as 1065, as the
source port. This means the returning packet would have port 80 as the source and port
1065 as the destination. The ACL is looking for port 80 as the destination. The following
output might work better:

access-list 101 permit tcp any eq www 192.168.1.0 0.0.0.255 established

When working with the Established feature, it's important to make sure you understand
what the mnemonic and any port numbers stand for, if you use the port numbers. Another
approach is represented in the following code lines, which allow any established sessions,
but block all other TCP traffic.

access-list 101 permit tcp any 192.168.1.0 0.0.0.255 established
access-1list 101 deny tcp any any

NOTE Source-port filtering, the process of filtering data on the source port
of a packet, isn’t secure because a skilled hacker could easily change a source
port on a packet, which could then pass through the filter.
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Named Access Lists

Since Cisco IOS Release 11.2, it's possible to use a text name for access lists in many cases.
Some new features were added to named ACLs that make them more than just text names.
The benefits of using named access lists are described in the following paragraph:

Time-Based Access Lists

Until recently, an access list was either implemented or not. An administrator would
have to change the configuration to include a feature, such as blocking Internet access,
and then would have to physically remove either the ACL or the access-group statement
to allow access. This wasn't convenient if the goal was to block employee access during
work hours, but to allow access at other times of the day.

Since version 12.0 of the 10S, it’s possible to create access lists that can incorporate
date- and time-sensitive features. This allows filtering to occur only during certain hours
of the day or on certain days of the week. IP and IPX extended access lists are currently
the only functions that can use time ranges. Time ranges enable the network administra-
tor to specify when the permit or deny statements in the access list are in effect. Both
named or numbered access lists can use the time range feature.

Two separate tasks are required to implement time ranges:

e Define a time range.

e Reference the time range.

Define a Time Range
Three basic commands are used to implement the time-based features in extended ACLs:

e time-range
e periodic

e absolute

The time-range command is used to create (name) a time range, while the absolute
and periodic commands are used to define the days and times included in the named
range. While multiple periodic entries are allowed per time-range command, only one
absolute entry is allowed.

If a time-range command has both absolute and periodic values specified, then the
periodic items are evaluated only after the absolute start time is reached, and aren’t eval-
uated any further after the absolute end time is reached.

The time-range Command
The time-range command is used to enable Time-Range Configuration mode and name

time ranges for functions, such as extended access lists. The command is issued in
Global Configuration mode. The syntax is:

Router(config)#time-range time-range-name

time-range-name User-specified name of the time range
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The following output demonstrates defining a time range named NoDayAccess.
Remember, the name is case sensitive.

Router (config) #time-range NoDayAccess

The periodic Command

The periodic command is used to specify a recurring range of days and times to be in-
cluded in the time-range created in the previous command. Using this command allows
a feature to be implemented on only certain days of the week and within certain hours.
The command is issued in the Time-Range Configuration mode, which is activated by
the time-range command. The syntax is

Router(config-time-range)#periodic days-of-the-week hh:mm to |days-of-the-week] hh:mm

days-of-the-week Used to define the days included in the time-range

hh:mm Defines the beginning or ending time of the time range. hh is the 24-hour time
and mm is the minute.

The first occurrence of the hh:mm argument is the starting hours:minutes that the time
range is in effect. The second occurrence is the ending hours:minutes the statement is in
effect. Times are expressed using the 24-hour clock; therefore, 8:00 P.M. would be typed as
20:00. The keyword to is required to complete the range, as in start-time to end-time.

NOTE Remember, all time specifications are interpreted as local time. To
ensure the time range entries take effect at the desired times, the software
clock should be synchronized using the Network Time Protocol (NTP) or
some other authoritative time source.

The days-of-the-week argument can seem complicated until you become used to it.
Used properly, this can be used to represent a single day or combination of days using
the following keywords:

Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, Sunday—
day names

daily Monday through Sunday
weekdays Monday through Friday
weekend Saturday and Sunday

The following examples should help you understand the process. The following lines
create a time range for a single day named MondayDays, and then define the day and
hours (8:00 AM. to 5:30 P.M.).

Router (config) #time-range MondayDays
Router (config-time-range) #periodic monday 8:00 to 17:30

When multiple days can be defined by the keywords daily, weekday, and weekend,
the keyword is used. The next lines creates a time range named WeekdayEves, and then
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define hours (5:00 P.M. to 10:00 P.M.). In this example, the feature is to be implemented
Monday through Friday.

Router (config) #time-range WeekdayEves
Router (config-time-range) #periodic weekdays 17:00 to 22:00

When multiple days other than those defined by the keywords daily, weekday, and
weekend are required, the days are listed separated by spaces. The next lines create a time
range named TuThuEves and then defines the days and hours (5:00 P.M. to 10:00 P.M.).

Router (config) #time-range TuThuEves
Router (config-time-range) #periodic tuesday thursday 17:00 to 22:00

With a recurring time range on consecutive days, other than those defined by the
keywords, the days are also listed separated by spaces. The next lines create a time range
named SunMonTue and then define the hours (5:00 P.M. to 10:00 P.M.) included each day.

Router (config) #time-range SunMonTue
Router (config-time-range) #periodic sunday monday tuesday thursday 6:00 to 9:00

With a time range that “spans” consecutive days, the optional days-of-the-week after
the to is used. The next lines create a time range named MonToWed, and then define the
start and ending time as 8:00 A.M. Monday to Wednesday at 5:00 P.M.

Router (config) #time-range MonToWed
Router (config-time-range) #periodic Monday 8:00 to Wednesday 17:00

Multiple periodic entries are allowed per time-range command.

The absolute Command

Use the absolute time-range command to specify a time range to be in effect each day.
The command is issued 