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About This Guide

This preface introduce the Cisco Security Appliance Command Line Configuration Guide, and includes
the following sections:

e Document Objectives, page xxiii

e Obtaining Documentation, page xxvii

e Documentation Feedback, page xxvii

e Obtaining Technical Assistance, page xxviii

e Obtaining Additional Publications and Information, page xxix

Document Objectives

The purpose of this guide is to help you configure the security appliance using the command-line
interface. This guide does not cover every feature, but describes only the most common configuration
scenarios.

You can also configure and monitor the security appliance by using ASDM, a web-based GUI
application. ASDM includes configuration wizards to guide you through some common configuration
scenarios, and online Help for less common scenarios. For more information, see:
http://www.cisco.com/univercd/cc/td/doc/product/netsec/secmgmt/asdm/index.htm

This guide applies to the Cisco PIX 500 series security appliances (PIX 515E, PIX 525, and PIX 535)
and the Cisco ASA 5500 series security appliances (ASA 5510, ASA 5520, and ASA 5540). Throughout
this guide, the term “security appliance” applies generically to all supported models, unless specified
otherwise. The PIX 501, PIX 506E, and PIX 520 security appliances are not supported in software
Version 7.0.

Audience
This guide is for network managers who perform any of the following tasks:

e Manage network security

¢ Install and configure firewalls/security appliances

e Configure VPNs

¢ Configure intrusion detection software

Cisco Security Appliance Command Line Configuration Guide
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Related Documentation

For more information, refer to the following documentation:

e Cisco PIX Security Appliance Release Notes

e Cisco ASDM Release Notes

e C(Cisco PIX 515E Quick Start Guide

e  Guide for Cisco PIX 6.2 and 6.3 Users Upgrading to Cisco PIX Software Version 7.0

e C(Cisco Security Appliance Command Reference
e Cisco ASA 5500 Series Quick Start Guide
e Cisco ASA 5500 Series Release Notes

e Cisco Security Appliance Logging Configuration and System Log Messages

Document Organization

This guide includes the chapters and appendixes described in Table 1.

Table 1

Document Organization

Chapter/Appendix

Definition

Part 1: Getting Started and General Information

Chapter 1, “Introduction to the
Security Appliance”

Provides a high-level overview of the security appliance.

Chapter 2, “Getting Started”

Describes how to access the command-line interface, configure the firewall mode, and
work with the configuration.

Chapter 3, “Enabling Multiple
Context Mode”

Describes how to use security contexts and enable multiple context mode.

Chapter 4, “Configuring
Ethernet Settings and
Subinterfaces”

Describes how to configure Ethernet settings for physical interfaces and add subinterfaces.

Chapter 5, “Adding and
Managing Security Contexts”

Describes how to configure multiple security contexts on the security appliance.

Chapter 6, “Configuring
Interface Parameters”

Describes how to configure each interface and subinterface for a name, security, level, and
IP address.

Chapter 7, “Configuring Basic
Settings”

Describes how to configure basic settings that are typically required for a functioning
configuration.

Chapter 8, “Configuring IP
Routing and DHCP Services”

Describes how to configure IP routing and DHCP.

Chapter 9, “Configuring IPv6”

Describes how to enable and configure IPv6.

Chapter 10, “Configuring AAA
Servers and the Local Database”

Describes how to configure AAA servers and the local database.

Chapter 11, “Configuring
Failover”

Describes the failover feature, which lets you configure two security appliances so that one
will take over operation if the other one fails.
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Table 1

Document Objectives

Document Organization (continued)

Chapter/Appendix

Definition

Part 2: Configuring the Firewall

Chapter 12, “Firewall Mode
Overview”

Describes in detail the two operation modes of the security appliance, routed and
transparent mode, and how data is handled differently with each mode.

Chapter 13, “Identifying Traffic
with Access Lists”

Describes how to identify traffic with access lists.

Chapter 14, “Applying NAT”

Describes how address translation is performed.

Chapter 15, “Permitting or
Denying Network Access”

Describes how to control network access through the security appliance using access lists.

Chapter 16, “Applying AAA for
Network Access”

Describes how to enable AAA for network access.

Chapter 17, “Applying Filtering
Services”

Describes ways to filter web traffic to reduce security risks or prevent inappropriate use.

Chapter 18, “Using Modular
Policy Framework”

Describes how to use the Modular Policy Framework to create security policies for TCP,
general connection settings, inspection, and QoS.

Chapter 19, “Intercepting and
Responding to Network Attacks”

Describes how to configure protection features to intercept and respond to network attacks.

Chapter 20, “Applying QoS
Policies”

Describes how to configure the network to provide better service to selected network
traffic over various technologies, including Frame Relay, Asynchronous Transfer Mode
(ATM), Ethernet and 802.1 networks, SONET, and IP routed networks.

Chapter 21, “Applying
Application Layer Protocol
Inspection”

Describes how to use and configure application inspection.

Chapter 22, “Configuring
ARP Inspection and Bridging
Parameters”

Describes how to enable ARP inspection and how to customize bridging operations.

Part 3: Configuring VPN

Chapter 23, “Configuring IPSec
and ISAKMP”

Describes how to configure ISAKMP and IPSec tunneling to build and manage VPN
“tunnels,” or secure connections between remote users and a private corporate network.

Chapter 24, “Setting General
VPN Parameters”

Describes miscellaneous VPN configuration procedures.

Chapter 25, “Configuring
Tunnel Groups, Group Policies,
and Users”

Describes how to configure VPN tunnel groups, group policies, and users.

Chapter 26, “Configuring IP
Addresses for VPNs”

Describes how to configure IP addresses in your private network addressing scheme, which
let the client function as a tunnel endpoint.

Chapter 27, “Configuring
Remote Access VPNs”

Describes how to configure a remote access VPN connection.

Chapter 28, “Configuring
LAN-to-LAN VPNs”

Describes how to build a LAN-to-LAN VPN connection.

Chapter 29, “Configuring
WebVPN”

Describes how to establish a secure, remote-access VPN tunnel to a security appliance
using a web browser.
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Table 1

Document Organization (continued)

Chapter/Appendix

Definition

Chapter 30, “Configuring
Certificates”

Describes how to configure a digital certificates, which contains information that identifies
a user or device. Such information can include a name, serial number, company,
department, or IP address. A digital certificate also contains a copy of the public key for
the user or device.

Part 4: System Administration

Chapter 31, “Managing System
Access”

Describes how to access the security appliance for system management through Telnet,
SSH, and HTTPS.

Chapter 32, “Managing
Software, Licenses, and
Configurations”

Describes how to enter license keys and download software and configurations files.

Chapter 33, “Monitoring and
Troubleshooting”

Describes how to monitor and troubleshoot the security appliance.

Appendix A, “Feature Licenses
and Specifications”

Describes the feature licenses and specifications.

Appendix B, “Sample
Configurations”

Describes a number of common ways to implement the security appliance.

Appendix C, “Using the
Command-Line Interface”

Describes how to use the CLI to configure the the security appliance.

Appendix D, “Addresses,
Protocols, and Ports”

Provides a quick reference for IP addresses, protocols, and applications.

Document Conventions

Command descriptions use these conventions:

e Braces ({ }) indicate a required choice.

e Square brackets ([ ]) indicate optional elements.

e Vertical bars ( | ) separate alternative, mutually exclusive elements.

¢ Boldface indicates commands and keywords that are entered literally as shown.

e [talics indicate arguments for which you supply values.

Examples use these conventions:

e Examples depict screen displays and the command line in screen font.

¢ Information you need to enter in examples is shown in boldface screen font.

e Variables for which you must supply a value are shown in italic screen font.

S

Note

Means reader take note. Notes contain helpful suggestions or references to material not

covered in the manual.
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Obtaining Documentation

Cisco.com

Cisco documentation and additional literature are available on Cisco.com. Cisco also provides several
ways to obtain technical assistance and other technical resources. These sections explain how to obtain
technical information from Cisco Systems.

You can access the most current Cisco documentation at this URL:
http://www.cisco.com/univercd/home/home.htm

You can access the Cisco website at this URL:
http://www.cisco.com

You can access international Cisco websites at this URL:

http://www.cisco.com/public/countries_languages.shtml

Ordering Documentation

You can find instructions for ordering documentation at this URL:
http://www.cisco.com/univercd/cc/td/doc/es_inpck/pdi.htm
You can order Cisco documentation in these ways:

e Registered Cisco.com users (Cisco direct customers) can order Cisco product documentation from
the Ordering tool:

http://www.cisco.com/en/US/partner/ordering/index.shtml

e Nonregistered Cisco.com users can order documentation through a local account representative by
calling Cisco Systems Corporate Headquarters (California, USA) at 408 526-7208 or, elsewhere in
North America, by calling 1 800 553-NETS (6387).

Documentation Feedback

You can send comments about technical documentation to bug-doc @cisco.com.

You can submit comments by using the response card (if present) behind the front cover of your
document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.
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Obtaining Technical Assistance

For all customers, partners, resellers, and distributors who hold valid Cisco service contracts, Cisco
Technical Support provides 24-hour-a-day, award-winning technical assistance. The Cisco Technical
Support Website on Cisco.com features extensive online support resources. In addition, Cisco Technical
Assistance Center (TAC) engineers provide telephone support. If you do not hold a valid Cisco service
contract, contact your reseller.

Cisco Technical Support Website

The Cisco Technical Support Website provides online documents and tools for troubleshooting and
resolving technical issues with Cisco products and technologies. The website is available 24 hours a day,
365 days a year, at this URL:

http://www.cisco.com/techsupport

Access to all tools on the Cisco Technical Support Website requires a Cisco.com user ID and password.
If you have a valid service contract but do not have a user ID or password, you can register at this URL:

http://tools.cisco.com/RPF/register/register.do

Note  Use the Cisco Product Identification (CPI) tool to locate your product serial number before submitting
a web or phone request for service. You can access the CPI tool from the Cisco Technical Support
Website by clicking the Tools & Resources link under Documentation & Tools. Choose Cisco Product
Identification Tool from the Alphabetical Index drop-down list, or click the Cisco Product
Identification Tool link under Alerts & RMAs. The CPI tool offers three search options: by product ID
or model name; by tree view; or for certain products, by copying and pasting show command output.
Search results show an illustration of your product with the serial number label location highlighted.
Locate the serial number label on your product and record the information before placing a service call.

Submitting a Service Request

Using the online TAC Service Request Tool is the fastest way to open S3 and S4 service requests. (S3
and S4 service requests are those in which your network is minimally impaired or for which you require
product information.) After you describe your situation, the TAC Service Request Tool provides
recommended solutions. If your issue is not resolved using the recommended resources, your service
request is assigned to a Cisco TAC engineer. The TAC Service Request Tool is located at this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests or if you do not have Internet access, contact the Cisco TAC by telephone.
(ST or S2 service requests are those in which your production network is down or severely degraded.)
Cisco TAC engineers are assigned immediately to S1 and S2 service requests to help keep your business
operations running smoothly.

To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1800 553-2447

For a complete list of Cisco TAC contacts, go to this URL:

http://www.cisco.com/techsupport/contacts
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Definitions of Service Request Severity

To ensure that all service requests are reported in a standard format, Cisco has established severity
definitions.

Severity 1 (S1)—Your network is “down,” or there is a critical impact to your business operations. You
and Cisco will commit all necessary resources around the clock to resolve the situation.

Severity 2 (S2)—Operation of an existing network is severely degraded, or significant aspects of your
business operation are negatively affected by inadequate performance of Cisco products. You and Cisco
will commit full-time resources during normal business hours to resolve the situation.

Severity 3 (S3)—Operational performance of your network is impaired, but most business operations
remain functional. You and Cisco will commit resources during normal business hours to restore service
to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product capabilities, installation, or
configuration. There is little or no effect on your business operations.

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutions is available from various online
and printed sources.

Cisco Marketplace provides a variety of Cisco books, reference guides, and logo merchandise. Visit
Cisco Marketplace, the company store, at this URL:

http://www.cisco.com/go/marketplace/

The Cisco Product Catalog describes the networking products offered by Cisco Systems, as well as
ordering and customer support services. Access the Cisco Product Catalog at this URL:

http://cisco.com/univercd/cc/td/doc/pcat/

Cisco Press publishes a wide range of general networking, training and certification titles. Both new
and experienced users will benefit from these publications. For current Cisco Press titles and other
information, go to Cisco Press at this URL:

http://www.ciscopress.com

Packet magazine is the Cisco Systems technical user magazine for maximizing Internet and
networking investments. Each quarter, Packet delivers coverage of the latest industry trends,
technology breakthroughs, and Cisco products and solutions, as well as network deployment and
troubleshooting tips, configuration examples, customer case studies, certification and training
information, and links to scores of in-depth online resources. You can access Packet magazine at
this URL:

http://www.cisco.com/packet

iQ Magazine is the quarterly publication from Cisco Systems designed to help growing companies
learn how they can use technology to increase revenue, streamline their business, and expand
services. The publication identifies the challenges facing these companies and the technologies to
help solve them, using real-world case studies and business strategies to help readers make sound
technology investment decisions. You can access iQ Magazine at this URL:

http://www.cisco.com/go/igmagazine
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e [Internet Protocol Journal is a quarterly journal published by Cisco Systems for engineering
professionals involved in designing, developing, and operating public and private internets and
intranets. You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

e World-class networking training is available from Cisco. You can view current offerings at
this URL:

http://www.cisco.com/en/US/learning/index.html
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Note

CHAPTER 1

Introduction to the Security Appliance

The security appliance combines advanced stateful firewall and VPN concentrator functionality in one
device, and for some models, an integrated intrusion prevention module called the AIP SSM. The
security appliance includes many advanced features, such as multiple security contexts (similar to
virtualized firewalls), transparent (Layer 2) firewall or routed (Layer 3) firewall operation, advanced
inspection engines, IPSec and WebVPN support, and many more features. See Appendix A, “Feature
Licenses and Specifications,” for a list of supported platforms and features. For a list of new features,
see the Cisco ASA 5500 Series Release Notes or the Cisco PIX Security Appliance Release Notes.

The Cisco PIX 501 and PIX 506E security appliances are not supported in software Version 7.0.

This chapter includes the following sections:
e Firewall Functional Overview, page 1-1
e VPN Functional Overview, page 1-5
e Intrusion Prevention Services Functional Overview, page 1-5

e Security Context Overview, page 1-5

Firewall Functional Overview

Firewalls protect inside networks from unauthorized access by users on an outside network. A firewall
can also protect inside networks from each other, for example, by keeping a human resources network
separate from a user network. If you have network resources that need to be available to an outside user,
such as a web or FTP server, you can place these resources on a separate network behind the firewall,
called a demilitarized zone (DMZ). The firewall allows limited access to the DMZ, but because the DMZ
only includes the public servers, an attack there only affects the servers and does not affect the other
inside networks. You can also control when inside users access outside networks (for example, access to
the Internet), by allowing only certain addresses out, by requiring authentication or authorization, or by
coordinating with an external URL filtering server.

When discussing networks connected to a firewall, the outside network is in front of the firewall, the
inside network is protected and behind the firewall, and a DMZ, while behind the firewall, allows limited
access to outside users. Because the security appliance lets you configure many interfaces with varied
security policies, including many inside interfaces, many DMZs, and even many outside interfaces if
desired, these terms are used in a general sense only.
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W Firewall Functional Overview

This section includes the following topics:

Security Policy Overview, page 1-2
Firewall Mode Overview, page 1-3

Stateful Inspection Overview, page 1-4

Security Policy Overview

A security policy determines which traffic is allowed to pass through the firewall to access another
network. By default, the security appliance allows traffic to flow freely from an inside network (higher
security level) to an outside network (lower security level). You can apply actions to traffic to customize
the security policy. This section includes the following topics:

Permitting or Denying Traffic with Access Lists, page 1-2

Applying NAT, page 1-2

Using AAA for Through Traffic, page 1-2

Applying HTTP, HTTPS, or FTP Filtering, page 1-3

Applying Application Inspection, page 1-3

Sending Traffic to the Advanced Inspection and Prevention Security Services Module, page 1-3
Applying QoS Policies, page 1-3

Applying Connection Limits and TCP Normalization, page 1-3

Permitting or Denying Traffic with Access Lists

Applying NAT

You can apply an access list to limit traffic from inside to outside, or allow traffic from outside to inside.
For transparent firewall mode, you can also apply an EtherType access list to allow non-IP traffic.

Some of the benefits of NAT include the following:

You can use private addresses on your inside networks. Private addresses are not routable on the
Internet.

NAT hides the local addresses from other networks, so attackers cannot learn the real address of a
host.

NAT can resolve IP routing problems by supporting overlapping IP addresses.

Using AAA for Through Traffic

You can require authentication and/or authorization for certain types of traffic, for example, for HTTP.
The security appliance also sends accounting information to a RADIUS or TACACS+ server.
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Applying HTTP, HTTPS, or FTP Filtering

Although you can use access lists to prevent outbound access to specific websites or FTP servers,
configuring and managing web usage this way is not practical because of the size and dynamic nature of
the Internet. We recommend that you use the security appliance in conjunction with a separate server
running one of the following Internet filtering products:

e Websense Enterprise

e Sentian by N2H2

Applying Application Inspection

Inspection engines are required for services that embed IP addressing information in the user data packet
or that open secondary channels on dynamically assigned ports. These protocols require the security
appliance to do a deep packet inspection.

Sending Traffic to the Advanced Inspection and Prevention Security Services Module

If your model supports the AIP SSM for intrusion prevention, then you can send traffic to the AIP SSM
for inspection.

Applying QoS Policies

Some network traffic, such as voice and streaming video, cannot tolerate long latency times. QoS is a
network feature that lets you give priority to these types of traffic. QoS refers to the capability of a
network to provide better service to selected network traffic over various technologies for the best
overall services with limited bandwidth of the underlying technologies.

Applying Connection Limits and TCP Normalization

You can limit TCP and UDP connections and embryonic connections. Limiting the number of
connections and embryonic connections protects you from a DoS attack. The security appliance uses the
embryonic limit to trigger TCP Intercept, which protects inside systems from a DoS attack perpetrated
by flooding an interface with TCP SYN packets. An embryonic connection is a connection request that
has not finished the necessary handshake between source and destination.

TCP normalization is a feature consisting of advanced TCP connection settings designed to drop packets
that do not appear normal.

Firewall Mode Overview

The security appliance runs in two different firewall modes:
e Routed
e Transparent
In routed mode, the security appliance is considered to be a router hop in the network.

In transparent mode, the security appliance acts like a “bump in the wire,” or a “stealth firewall,” and is
not considered a router hop. The security appliance connects to the same network on its inside and
outside interfaces.

Cisco Security Appliance Command Line Configuration Guide
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You

might use a transparent firewall to simplify your network configuration. Transparent mode is also

useful if you want the firewall to be invisible to attackers. You can also use a transparent firewall for
traffic that would otherwise be blocked in routed mode. For example, a transparent firewall can allow
multicast streams using an EtherType access list.

Stateful Inspection Overview

All traffic that goes through the security appliance is inspected using the Adaptive Security Algorithm

and

either allowed through or dropped. A simple packet filter can check for the correct source address,

destination address, and ports, but it does not check that the packet sequence or flags are correct. A filter

also

checks every packet against the filter, which can be a slow process.

A stateful firewall like the security appliance, however, takes into consideration the state of a packet:

N

Note

Is this a new connection?

If it is a new connection, the security appliance has to check the packet against access lists and
perform other tasks to determine if the packet is allowed or denied. To perform this check, the first
packet of the session goes through the “session management path,” and depending on the type of
traffic, it might also pass through the “control plane path.”

The session management path is responsible for the following tasks:

— Performing the access list checks

Performing route lookups

Allocating NAT translations (xlates)

Establishing sessions in the “fast path”

The session management path and the fast path make up the “accelerated security path.”

Some packets that require Layer 7 inspection (the packet payload must be inspected or altered) are
passed on to the control plane path. Layer 7 inspection engines are required for protocols that have
two or more channels: a data channel, which uses well-known port numbers, and a control channel,
which uses different port numbers for each session. These protocols include FTP, H.323, and SNMP.

Is this an established connection?

If the connection is already established, the security appliance does not need to re-check packets;
most matching packets can go through the fast path in both directions. The fast path is responsible
for the following tasks:

— IP checksum verification

— Session lookup

— TCP sequence number check

— NAT translations based on existing sessions
— Layer 3 and Layer 4 header adjustments

For UDP or other connectionless protocols, the security appliance creates connection state
information so that it can also use the fast path.

Data packets for protocols that require Layer 7 inspection can also go through the fast path.
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Some established session packets must continue to go through the session management path or the
control plane path. Packets that go through the session management path include HTTP packets that
require inspection or content filtering. Packets that go through the control plane path include the
control packets for protocols that require Layer 7 inspection.

VPN Functional Overview

A VPN is a secure connection across a TCP/IP network (such as the Internet) that appears as a private
connection. This secure connection is called a tunnel. The security appliance uses tunneling protocols to
negotiate security parameters, create and manage tunnels, encapsulate packets, transmit or receive them
through the tunnel, and unencapsulate them. The security appliance functions as a bidirectional tunnel
endpoint: it can receive plain packets, encapsulate them, and send them to the other end of the tunnel
where they are unencapsulated and sent to their final destination. It can also receive encapsulated
packets, unencapsulate them, and send them to their final destination. The security appliance invokes
various standard protocols to accomplish these functions.

The security appliance performs the following functions:
e Establishes tunnels
e Negotiates tunnel parameters
e Authenticates users
e Assigns user addresses
¢ Encrypts and decrypts data
e Manages security keys
e Manages data transfer across the tunnel
e Manages data transfer inbound and outbound as a tunnel endpoint or router

The security appliance invokes various standard protocols to accomplish these functions.

Intrusion Prevention Services Functional Overview

The Cisco ASA 5500 series adaptive security appliance supports the AIP SSM, an intrusion prevention
services module that monitors and performs real-time analysis of network traffic by looking for
anomalies and misuse based on an extensive, embedded signature library. When the system detects
unauthorized activity, it can terminate the specific connection, permanently block the attacking host, log
the incident, and send an alert to the device manager. Other legitimate connections continue to operate
independently without interruption. For more information, see Configuring the Cisco Intrusion
Prevention System Sensor Using the Command Line Interface.

Security Context Overview

You can partition a single security appliance into multiple virtual devices, known as security contexts.
Each context is an independent device, with its own security policy, interfaces, and administrators.
Multiple contexts are similar to having multiple standalone devices. Many features are supported in
multiple context mode, including routing tables, firewall features, IPS, and management. Some features
are not supported, including VPN and dynamic routing protocols.
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In multiple context mode, the security appliance includes a configuration for each context that identifies
the security policy, interfaces, and almost all the options you can configure on a standalone device. The
system administrator adds and manages contexts by configuring them in the system configuration,
which, like a single mode configuration, is the startup configuration. The system configuration identifies
basic settings for the security appliance. The system configuration does not include any network
interfaces or network settings for itself; rather, when the system needs to access network resources (such
as downloading the contexts from the server), it uses one of the contexts that is designated as the admin
context.

The admin context is just like any other context, except that when a user logs into the admin context,
then that user has system administrator rights and can access the system and all other contexts.

Note  You can run all your contexts in routed mode or transparent mode; you cannot run some contexts in one
mode and others in another.

Multiple context mode supports static routing only.
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Getting Started

This chapter describes how to access the command-line interface, configure the firewall mode, and work
with the configuration. This chapter includes the following sections:

e Accessing the Command-Line Interface, page 2-1
e Setting Transparent or Routed Firewall Mode, page 2-2
e Working with the Configuration, page 2-3

Accessing the Command-Line Interface

Note

Step 1

Step 2

For initial configuration, access the command-line interface directly from the console port. Later, you
can configure remote access using Telnet or SSH according to Chapter 31, “Managing System Access.”
If your system is already in multiple context mode, then accessing the console port places you in the
system execution space. See Chapter 3, “Enabling Multiple Context Mode,” for more information about
multiple context mode.

If you want to use ASDM to configure the security appliance instead of the command-line interface, you
can connect to the default management address of 192.168.1.1 (if your security appliance includes a
factory default configuration). On the ASA 5500 series adaptive security appliance, the interface to
which you connect with ASDM is Management 0/0. For the PIX 500 series security appliance, the
interface to which you connect with ASDM is Ethernet 1. If you do not have a factory default
configuration, follow the steps in this section to access the command-line interface. You can then
configure the minimum parameters to access ASDM by entering the setup command.

To access the command-line interface, perform the following steps:

Connect a PC to the console port using the provided console cable, and connect to the console using a
terminal emulator set for 9600 baud, 8 data bits, no parity, 1 stop bit, no flow control.

See the hardware guide that came with your security appliance for more information about the console
cable.

Press the Enter key to see the following prompt:
hostname>

This prompt indicates that you are in user EXEC mode.
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Step 3

Step 4

Step 5

To access privileged EXEC mode, enter the following command:

hostname> enable

The following prompt appears:

Password:

Enter the enable password at the prompt.

By default, the password is blank, and you can press the Enter key to continue. See the “Changing the
Enable Password” section on page 7-1 to change the enable password.

The prompt changes to:

hostname#

To exit privileged mode, enter the disable, exit, or quit command.

To access global configuration mode, enter the following command:

hostname# configure terminal

The prompt changes to the following:

hostname (config) #

To exit global configuration mode, enter the exit, quit, or end command.

Setting Transparent or Routed Firewall Mode

You can set the security appliance to run in routed firewall mode (the default) or transparent firewall
mode.

For multiple context mode, you can use only one firewall mode for all contexts. You must set the mode
in the system execution space.

When you change modes, the security appliance clears the configuration because many commands are
not supported for both modes. If you already have a populated configuration, be sure to back up your
configuration before changing the mode; you can use this backup for reference when creating your new
configuration.

If you download a text configuration to the security appliance that changes the mode with the

firewall transparent command, be sure to put the command at the top of the configuration; the security
appliance changes the mode as soon as it reads the command and then continues reading the
configuration you downloaded. If the command is later in the configuration, the security appliance clears
all the preceding lines in the configuration.

¢ To set the mode to transparent, enter the following command in the system execution space:
hostname (config)# firewall transparent
This command also appears in each context configuration for informational purposes only; you
cannot enter this command in a context.

¢ To set the mode to routed, enter the following command in the system execution space:

hostname (config)# no firewall transparent
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Working with the Configuration

This section describes how to work with the configuration. The security appliance loads the
configuration from a text file, called the startup configuration. This file resides by default as a hidden
file in internal Flash memory. You can, however, specify a different path for the startup configuration.
(For more information, see Chapter 32, “Managing Software, Licenses, and Configurations.”)

When you enter a command, the change is made only to the running configuration in memory. You must
manually save the running configuration to the startup configuration for your changes to remain after a
reboot.

The information in this section applies to both single and multiple security contexts, except where noted.
Additional information about contexts is in Chapter 3, “Enabling Multiple Context Mode.”

This section includes the following topics:
¢ Saving Configuration Changes, page 2-3
e Viewing the Configuration, page 2-3
¢ C(Clearing and Removing Configuration Settings, page 2-4

¢ Creating Text Configuration Files Offline, page 2-4

Saving Configuration Changes

N

Note

To save your running configuration to the startup configuration, enter the following command:
hostname# copy running-config startup-config
For multiple context mode, context startup configurations can reside on external servers. In this case, the

security appliance saves the configuration back to the server you identified in the context URL, except
for an HTTP or HTTPS URL, which do not let you save the configuration to the server.

The copy running-config startup-config command is equivalent to the write memory command.

Viewing the Configuration

The following commands let you view the running and startup configurations.
e To view the running configuration, enter the following command:

hostname# show running-config

e To view the running configuration of a specific command, enter the following command:

hostname# show running-config command

e To view the startup configuration, enter the following command:

hostname# show startup-config
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Clearing and Removing Configuration Settings

To erase settings, enter one of the following commands.

~

Note

To clear all the configuration for a specified command, enter the following command:
hostname (config)# clear configure configurationcommand [levellconfigurationcommand]
This command clears all the current configuration for the specified configuration command. If you

only want to clear the configuration for a specific version of the command, you can enter a value for
level2configurationcommand.

For example, to clear the configuration for all aaa commands, enter the following command:

hostname (config)# clear configure aaa

To clear the configuration for only aaa authentication commands, enter the following command:

hostname (config)# clear configure aaa authentication

To disable the specific parameters or options of a command, enter the following command:

hostname (config) # no configurationcommand [levelZconfigurationcommand] qualifier

In this case, you use the no command to remove the specific configuration identified by qualifier.

For example, to remove a specific nat command, enter enough of the command to identify it
uniquely as follows:

hostname (config) # no nat (inside) 1

To erase the startup configuration, enter the following command:

hostname (config) # write erase

To erase the running configuration, enter the following command:

hostname (config)# clear configure all

In multiple context mode, if you enter clear configure all from the system configuration, you
also remove all contexts and stop them from running.

Creating Text Configuration Files Offline

This guide describes how to use the CLI to configure the security appliance; when you save commands,
the changes are written to a text file. Instead of using the CLI, however, you can edit a text file directly
on your PC and paste a configuration at the configuration mode command-line prompt in its entirety, or
line by line. Alternatively, you can download a text file to the security appliance internal Flash memory.
See Chapter 32, “Managing Software, Licenses, and Configurations,” for information on downloading
the configuration file to the security appliance.

In most cases, commands described in this guide are preceded by a CLI prompt. The prompt in the
following example is “hostname(config)#”:

hostname (config) # context a
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In the text configuration file you are not prompted to enter commands, so the prompt is omitted as
follows:

context a

For additional information about formatting the file, see Appendix C, “Using the Command-Line
Interface.”

Cisco Security Appliance Command Line Configuration Guide
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Enabling Multiple Context Mode

This chapter describes how to use security contexts and enable multiple context mode. This chapter
includes the following sections:

e Security Context Overview, page 3-1

e Enabling or Disabling Multiple Context Mode, page 3-10

Security Context Overview

You can partition a single security appliance into multiple virtual devices, known as security contexts.
Each context is an independent device, with its own security policy, interfaces, and administrators.
Multiple contexts are similar to having multiple standalone devices. Many features are supported in
multiple context mode, including routing tables, firewall features, IPS, and management. Some features
are not supported, including VPN and dynamic routing protocols.

In multiple context mode, the security appliance includes a configuration for each context that identifies
the security policy, interfaces, and almost all the options you can configure on a standalone device. The
system administrator adds and manages contexts by configuring them in the system configuration,
which, like a single mode configuration, is the startup configuration. The system configuration identifies
basic settings for the security appliance. The system configuration does not include any network
interfaces or network settings for itself; rather, when the system needs to access network resources (such
as downloading the contexts from the server), it uses one of the contexts that is designated as the admin
context.

The admin context is just like any other context, except that when a user logs in to the admin context,
then that user has system administrator rights and can access the system and all other contexts.

This section provides an overview of security contexts, and includes the following topics:
¢ Common Uses for Security Contexts, page 3-2
e Unsupported Features, page 3-2
¢ Context Configuration Files, page 3-2
e How the Security Appliance Classifies Packets, page 3-3
e Sharing Interfaces Between Contexts, page 3-6

e Logging into the Security Appliance in Multiple Context Mode, page 3-10
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Common Uses for Security Contexts

You might want to use multiple security contexts in the following situations:

* You are a service provider and want to sell security services to many customers. By enabling
multiple security contexts on the security appliance, you can implement a cost-effective,
space-saving solution that keeps all customer traffic separate and secure, and also eases
configuration.

e You are a large enterprise or a college campus and want to keep departments completely separate.
e You are an enterprise that wants to provide distinct security policies to different departments.

¢ You have any network that requires more than one security appliance.

Unsupported Features

Multiple context mode does not support the following features:
¢ Dynamic routing protocols

Security contexts support only static routes. You cannot enable OSPF or RIP in multiple context
mode.

e VPN

e  Multicast

Context Configuration Files

Each context has its own configuration file that identifies the security policy, interfaces, and, for
supported features, all the options you can configure on a standalone device. You can store context
configurations on the internal Flash memory or the external Flash memory card, or you can download
them from a TFTP, FTP, or HTTP(S) server.

In addition to individual security contexts, the security appliance also includes a system configuration
that identifies basic settings for the security appliance, including a list of contexts. Like the single mode
configuration, this configuration resides as the startup configuration.

The system configuration does not include any network interfaces or network settings for itself; rather,
when the system needs to access network resources (such as downloading the contexts from a server), it
uses one of the contexts that is designated as the admin context. The system configuration does include
a specialized failover interface for failover traffic only. If your system is already in multiple context
mode, or if you convert from single mode, the admin context is created automatically as a file on the
internal Flash memory called admin.cfg. This context is named “admin.” If you do not want to use
admin.cfg as the admin context, you can change the admin context.
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How the Security Appliance Classifies Packets

Each packet that enters the security appliance must be classified, so that the security appliance can
determine to which context to send a packet. The classifier uses the following rules to assign the packet
to a context:

1. If only one context is associated with the ingress interface, the security appliance classifies the
packet into that context.

In transparent firewall mode, unique interfaces for contexts are required, so this method is used to
classify packets at all times.

2. If multiple contexts are associated with the ingress interface, then the security appliance classifies
the packet into a context by matching the destination address to one of the following context
configurations:

a. Interface IP address (the ip address command)

The classifier looks at the interface IP address for traffic destined to an interface, such as
management traffic.

b. Global address in a static NAT statement (the static command)

The classifier only looks at static commands where the global interface matches the ingress
interface of the packet.

c. Global NAT pool address (the global command)
The classifier looks at IP addresses identified by a global pool for the ingress interface.

~

Note  The classifier does not use a NAT exemption configuration for classification purposes because
NAT exemption does not identify a global interface.

For example, if each context has unique interfaces, then the classifier associates the packet with the
context based on the ingress interface. If you share an interface across contexts, however, then the
classifier uses the destination address.

Because the destination address classification requires NAT (for through traffic), be sure to use unique
interfaces for each context if you do not use NAT. Alternatively, you can add a global command to the
ingress interface that specifies the real addresses in a context; a matching nat command is not required
for classification purposes.

Cisco Security Appliance Command Line Configuration Guide
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Figure 3-1 shows multiple contexts sharing an outside interface, while the inside interfaces are unique,
allowing overlapping IP addresses. The classifier assigns the packet to Context B because Context B
includes the address translation that matches the destination address.

Figure 3-1 Packet Classification with a Shared Interface
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Note that all new incoming traffic must be classified, even from inside networks. Figure 3-2 shows a host
on the Context B inside network accessing the Internet. The classifier assigns the packet to Context B
because the ingress interface is Gigabit Ethernet 0/1.3, which is assigned to Context B.

Figure 3-2 Incoming Traffic from Inside Networks
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For transparent firewalls, you must use unique interfaces. For the classifier, the lack of NAT support in
transparent mode leaves unique interfaces as the only means of classification. Figure 3-3 shows a host
on the Context B inside network accessing the Internet. The classifier assigns the packet to Context B
because the ingress interface is Gigabit Ethernet 1/0.3, which is assigned to Context B.

Figure 3-3 Transparent Firewall Contexts
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Sharing Interfaces Between Contexts

Routed Mode Only

The security appliance lets you share an interface between contexts. For example, you might share the
outside interface to conserve interfaces. You can also share inside interfaces to share resources between
contexts.

This section includes the following topics:
e Shared Interface Guidelines, page 3-7

e (ascading Security Contexts, page 3-9
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Shared Interface Guidelines

If you want to allow traffic from a shared interface through the security appliance, then you must
translate the destination addresses of the traffic; the classifier relies on the address translation
configuration to classify the packet within a context. If you do not want to perform NAT, you can still
ensure classification into a context by specifying a global command for the shared interface: the global
command specifies the real destination addresses, and a matching nat command is not required. (If you
share an interface, and you allow only management traffic to and from the interface, then the classifier
uses the interface IP address configuration to classify the packets. NAT configuration does not enter into
the process.)

The type of NAT configured for the destination address determines whether the traffic can originate on
the shared interface or if it can only respond to an existing connection. When you use dynamic NAT for
the destination addresses, you cannot initiate a connection to those addresses. Therefore, traffic from the
shared interface must be in response to an existing connection. Static NAT, however, lets you initiate
connections, so if you use static NAT for the destination addreses, you can initiate connections on the
shared interface.

When you have an outside shared interface (connected to the Internet, for example), the destination
addresses on the inside are limited, and are known by the system administrator, so configuring NAT for
those addresses is easy, even if you want to configure static NAT.

Configuring an inside shared interface poses a problem, however, if you want to allow communication
between the shared interface and the Internet, where the destination addresses are unlimited. For
example, if you want to allow inside hosts on the shared interface to initiate traffic to the Internet, then
you need to configure static NAT statements for each Internet address. This requirement necessarily
limits the kind of Internet access you can provide for users on an inside shared interface. (If you intend
to statically translate addresses for Internet servers, then you also need to consider DNS entry addresses
and how NAT affects them. For example, if a server sends a packet to www.example.com, then the DNS
server needs to return the translated address. Your NAT configuration determines DNS entry
management.)

[ oL-6721-02

Cisco Security Appliance Command Line Configuration Guide g



Chapter 3

Enabling Multiple Context Mode |

W Security Context Overview

Figure 3-4 shows two servers on an inside shared interface. One server sends a packet to the translated
address of a web server, and the security appliance classifies the packet to go through Context C because
it includes a static translation for the address. The other server sends the packet to the real untranslated

address, and the packet is dropped because the security appliance cannot classify it.

Figure 3-4 Originating Traffic on a Shared Interface
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Cascading Security Contexts

Because of the limitation for originating traffic on a shared interface, a scenario where you place one
context behind another requires that you configure static statements in the top context for every single
outside address that bottom context users want to access.

Figure 3-5 shows a user in the bottom context (Context A) trying to access www.example.com. Because
the Gateway Context does not have a static translation for www.example.com, the user cannot access the
web server; the classifier does not know which context on the shared interface to assign the packet.

Figure 3-5 Cascading Contexts
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Logging into the Security Appliance in Multiple Context Mode

When you access the security appliance console, you access the system execution space. If you later
configure Telnet or SSH access to a context, you can log in to a specific context. If you log in to a specific
context, you can only access the configuration for that context. However, if you log in to the admin
context or the system execution space, you can access all contexts.

When you change to a context from admin, you continue to use the username and command
authorization settings set in the admin context.

The system execution space does not support any AAA commands, but you can configure its own enable
password, as well as usernames in the local database to provide individual logins.

Enabling or Disabling Multiple Context Mode

Your security appliance might already be configured for multiple security contexts depending on how
you ordered it from Cisco. If you are upgrading, however, you might need to convert from single mode
to multiple mode by following the procedures in this section. ASDM does not support changing modes,
so you need to change modes using the CLIL.

This section includes the following topics:
e Backing Up the Single Mode Configuration, page 3-10
¢ Enabling Multiple Context Mode, page 3-10
e Restoring Single Context Mode, page 3-11

Backing Up the Single Mode Configuration

When you convert from single mode to multiple mode, the security appliance converts the running
configuration into two files. The original startup configuration is not saved, so if it differs from the
running configuration, you should back it up before proceeding.

Enabling Multiple Context Mode

The context mode (single or multiple) is not stored in the configuration file, even though it does endure
reboots. If you need to copy your configuration to another device, set the mode on the new device to
match using the mode command.

When you convert from single mode to multiple mode, the security appliance converts the running
configuration into two files: a new startup configuration that comprises the system configuration, and
admin.cfg that comprises the admin context (in the root directory of the internal Flash memory). The
original running configuration is saved as old_running.cfg (in the root directory of the internal Flash
memory). The original startup configuration is not saved. The security appliance automatically adds an
entry for the admin context to the system configuration with the name “admin.”

To enable multiple mode, enter the following command:

hostname (config)# mode multiple

You are prompted to reboot the security appliance.
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Restoring Single Context Mode

If you convert from multiple mode to single mode, you might want to first copy a full startup
configuration (if available) to the security appliance; the system configuration inherited from multiple
mode is not a complete functioning configuration for a single mode device. Because the system
configuration does not have any network interfaces as part of its configuration, you must access the
security appliance from the console to perform the copy.

To copy the old running configuration to the startup configuration and to change the mode to single
mode, perform the following steps in the system execution space:

Step 1 To copy the backup version of your original running configuration to the current startup configuration,
enter the following command in the system execution space:

hostname (config)# copy flash:0ld_running.cfg startup-config

Step2  To set the mode to single mode, enter the following command in the system execution space:

hostname (config) # mode single

The security appliance reboots.

Cisco Security Appliance Command Line Configuration Guide
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I Enabling or Disabling Multiple Context Mode
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CHAPTER I

Configuring Ethernet Settings and Subinterfaces

This chapter describes how to configure and enable physical Ethernet interfaces and how to add
subinterfaces. If you have the 4GE SSM for the ASA 5000 series adaptive security appliance, this
chapter describes how to configure the inteface media type.

In single context mode, complete the procedures in this chapter and then continue your interface
configuration in Chapter 6, “Configuring Interface Parameters.” In multiple context mode, complete the
procedures in this chapter in the system execution space, then assign interfaces and subinterfaces to
contexts according to Chapter 5, “Adding and Managing Security Contexts,” and finally configure the
interface parameters within each context according to Chapter 6, “Configuring Interface Parameters.”

This chapter includes the following sections:
e Configuring and Enabling RJ-45 Interfaces, page 4-1
e Configuring and Enabling Fiber Interfaces on the 4GE SSM, page 4-2
e Configuring and Enabling Subinterfaces, page 4-3

Configuring and Enabling RJ-45 Interfaces

This section describes how to configure Ethernet settings for physical interfaces, and how to enable the
interface. By default, all physical interfaces are shut down. You must enable the physical interface before
any traffic can pass through it or through a subinterface. For multiple context mode, if you allocate a
physical interface or subinterface to a context, the interfaces are enabled by default in the context.
However, before traffic can pass through the context interface, you must also enable the interface in the
system configuration according to this procedure.

By default, the speed and duplex for copper (RJ-45) interfaces are set to auto-negotiate.

The 4GE SSM for the ASA 5000 series adaptive security appliance includes two connector types: copper
RJ-45 and fiber SFP. RJ-45 is the default. If you want to configure the 4GE SSM to use the fiber SFP
connectors, see the “Configuring and Enabling Fiber Interfaces on the 4GE SSM” section on page 4-2.

For RJ-45 interfaces on the ASA 5500 series adaptive security appliance, the default auto-negotiation
setting also includes the Auto-MDI/MDIX feature. Auto-MDI/MDIX eliminates the need for crossover
cabling by performing an internal crossover when a straight cable is detected during the auto-negotiation
phase. Either the speed or duplex must be set to auto-negotiate to enable Auto-MDI/MDIX for the
interface. If you explicitly set both the speed and duplex to a fixed value, thus disabling auto-negotiation
for both settings, then Auto-MDI/MDIX is also disabled.
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W Configuring and Enabling Fiber Interfaces on the 4GE SSM

Step 1

Step 2

Step 3

Step 4

To enable the interface, or to set a specific speed and duplex, perform the following steps:

To specify the interface you want to configure, enter the following command:

hostname (config)# interface physical_ interface

The physical_interface ID includes the type, slot, and port number as type[slot/]port.
The physical interface types include the following:

¢ ethernet

e gigabitethernet

For the PIX 500 series security appliance, enter the type followed by the port number, for example,
ethernet(.

For the ASA 5500 series adaptive security appliance, enter the type followed by slot/port, for example,
gigabitethernet0/1. Interfaces that are built into the chassis are assigned to slot 0, while interfaces on
the 4GE SSM are assigned to slot 1.

The ASA 5500 series adaptive security appliance also includes the following type:
* management

The management interface is a Fast Ethernet interface designed for management traffic only, and is
specified as management0/0. You can, however, use it for through traffic if desired (see the
management-only command). In transparent firewall mode, you can use the management interface
in addition to the two interfaces allowed for through traffic. You can also add subinterfaces to the
management interface to provide management in each security context for multiple context mode.

(Optional) To set the speed, enter the following command:

hostname (config-if)# speed {auto | 10 | 100 | 1000 | nonegotiate}

The auto setting is the default. The speed nonegotiate command disables link negotiation.

(Optional) To set the duplex, enter the following command:

hostname (config-if)# duplex {auto | full | half}

The auto setting is the default.

To enable the interface, enter the following command:

hostname (config-if)# no shutdown

To disable the interface, enter the shutdown command. If you enter the shutdown command for a

physical interface, you also shut down all subinterfaces. If you shut down an interface in the system
execution space, then that interface is shut down in all contexts that share it.

Configuring and Enabling Fiber Interfaces on the 4GE SSM

This section describes how to configure Ethernet settings for physical interfaces, and how to enable the
interface. By default, all physical interfaces are shut down. You must enable the physical interface before
any traffic can pass through it or through a subinterface. For multiple context mode, if you allocate a
physical interface or subinterface to a context, the interfaces are enabled by default in the context.
However, before traffic can pass through the context interface, you must also enable the interface in the
system configuration according to this procedure.
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Step 1

Step 2

Step 3

Step 4

Configuring and Enabling Subinterfaces W

By default, the connectors used on the 4GE SSM are the RJ-45 connectors. To use the fiber SFP
connectors, you must set the media type to SFP. The fiber interface has a fixed speed and does not
support duplex, but you can set the interface to negotiate link parameters (the default) or not to negotiate.

To enable the interface, set the media type, or to set negotiation settings, perform the following steps:

To specify the interface you want to configure, enter the following command:

hostname (config)# interface gigabitethernet 1l/port

The 4GE SSM interfaces are assigned to slot 1, as shown in the interface ID in the syntax (the interfaces
built into the chassis are assigned to slot 0).

To set the media type to SFP, enter the following command:

hostname (config-if) # media-type sfp

To restore the defaukt RJ-45, enter the media-type rj45 command.

(Optional) To disable link negotiation, enter the following command:

hostname (config-if)# speed nonegotiate

For fiber Gigabit Ethernet interfaces, the default is no speed nonegotiate, which sets the speed to 1000

Mbps and enables link negotiation for flow-control parameters and remote fault information. The speed
nonegotiate command disables link negotiation.

To enable the interface, enter the following command:
hostname (config-if)# no shutdown
To disable the interface, enter the shutdown command. If you enter the shutdown command for a

physical interface, you also shut down all subinterfaces. If you shut down an interface in the system
execution space, then that interface is shut down in all contexts that share it.

Configuring and Enabling Subinterfaces

This section describes how to configure and enable a subinterface. You must enable the physical
interface before any traffic can pass through an enabled subinterface (see the “Configuring and Enabling
RJ-45 Interfaces” section on page 4-1 or the “Configuring and Enabling Fiber Interfaces on the 4GE
SSM?” section on page 4-2). For multiple context mode, if you allocate a subinterface to a context, the
interfaces are enabled by default in the context. However, before traffic can pass through the context
interface, you must also enable the interface in the system configuration with this procedure.

Subinterfaces let you divide a physical interface into multiple logical interfaces that are tagged with
different VLAN IDs. Because VLANS allow you to keep traffic separate on a given physical interface,
you can increase the number of interfaces available to your network without adding additional physical
interfaces or security appliances. This feature is particularly useful in multiple context mode so you can
assign unique interfaces to each context.

To determine how many subinterfaces are allowed for your platform, see Appendix A, “Feature Licenses
and Specifications.”
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W Configuring and Enabling Subinterfaces

)

Note

Step 1

Step 2

Step 3

If you use subinterfaces, you typically do not also want the physical interface to pass traffic, because the
physical interface passes untagged packets. Because the physical interface must be enabled for the
subinterface to pass traffic, ensure that the physical interface does not pass traffic by leaving out the
nameif command. If you want to let the physical interface pass untagged packets, you can configure the
nameif command as usual. See the “Configuring Interface Parameters” section on page 6-1 for more
information about completing the interface configuration.

To add a subinterface and assign a VLAN to it, perform the following steps:

To specify the new subinterface, enter the following command:

hostname (config) # interface physical_ interface.subinterface

See the “Configuring and Enabling RJ-45 Interfaces” section for a description of the physical interface
ID.

The subinterface ID is an integer between 1 and 4294967293.

For example, enter the following command:

hostname (config)# interface gigabitethernet0/1.100

To specify the VLAN for the subinterface, enter the following command:

hostname (config-subif)# vlan vlan_id

The vlan_id is an integer between 1 and 4094. Some VLAN IDs might be reserved on connected
switches, so check the switch documentation for more information.

You can only assign a single VLAN to a subinterface, and not to the physical interface. Each subinterface
must have a VLAN ID before it can pass traffic. To change a VLAN ID, you do not need to remove the
old VLAN ID with the no option; you can enter the vlan command with a different VLAN ID, and the
security appliance changes the old ID.

To enable the subinterface, enter the following command:

hostname (config-subif)# no shutdown

To disable the interface, enter the shutdown command. If you shut down an interface in the system
execution space, then that interface is shut down in all contexts that share it.
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CHAPTER

Adding and Managing Security Contexts

This chapter describes how to configure multiple security contexts on the security appliance, and
includes the following sections:

e Configuring a Security Context, page 5-1

e Removing a Security Context, page 5-5

e Changing the Admin Context, page 5-5

e Changing Between Contexts and the System Execution Space, page 5-5
e Changing the Security Context URL, page 5-6

e Reloading a Security Context, page 5-7

e Monitoring Security Contexts, page 5-8

For information about how contexts work and how to enable multiple context mode, see Chapter 3,
“Enabling Multiple Context Mode.”

Configuring a Security Context

~

Note

The security context definition in the system configuration identifies the context name, configuration file
URL, and interfaces that a context can use.

If you do not have an admin context (for example, if you clear the configuration) then you must first
specify the admin context name by entering the following command:

hostname (config)# admin-context name

Although this context name does not exist yet in your configuration, you can subsequently enter the
context name command to match the specified name to continue the admin context configuration.
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Configuring a Security Context

Step 1

Step 2

Step 3

Note

To add or change a context in the system configuration, perform the following steps:

To add or modify a context, enter the following command in the system execution space:
hostname (config) # context name
The name is a string up to 32 characters long. This name is case sensitive, so you can have two contexts

named “customerA” and “CustomerA,” for example. You can use letters, digits, or hyphens, but you
cannot start or end the name with a hyphen.

“System” or “Null” (in upper or lower case letters) are reserved names, and cannot be used.
(Optional) To add a description for this context, enter the following command:
hostname (config-ctx) # description text
To specify the interfaces you can use in the context, enter the command appropriate for a physical
interface or for one or more subinterfaces.
e To allocate a physical interface, enter the following command:
hostname (config-ctx)# allocate-interface physical_ interface [map_name]
[visible | invisible]
e To allocate one or more subinterfaces, enter the following command:

hostname (config-ctx)# allocate-interface
physical_interface.subinterfacel[-physical_interface.subinterface]
[map_name[-map_name]] [visible \ invisible]

You can enter these commands multiple times to specify different ranges.

Transparent firewall mode allows only two interfaces to pass through traffic; however, on the ASA
adaptive security appliance, you can use the dedicated management interface, Management 0/0, (either
the physical interface or a subinterface) as a third interface for management traffic.

The management interface for transparent mode does not flood a packet out the interface when that
packet is not in the MAC address table.

You can assign the same interfaces to multiple contexts in routed mode, if desired. Transparent mode
does not allow shared interfaces.

The map_name is an alphanumeric alias for the interface that can be used within the context instead of
the interface ID. If you do not specify a mapped name, the interface ID is used within the context. For
security purposes, you might not want the context administrator to know which interfaces are being used
by the context.

A mapped name must start with a letter, end with a letter or digit, and have as interior characters only
letters, digits, or an underscore. For example, you can use the following names:

into0
inta
int_0

For subinterfaces, you can specify a range of mapped names.
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If you specify a range of subinterfaces, you can specify a matching range of mapped names. Follow these
guidelines for ranges:

e The mapped name must consist of an alphabetic portion followed by a numeric portion. The
alphabetic portion of the mapped name must match for both ends of the range. For example, enter
the following range:
int0-intl0
If you enter gigabitethernet0/1.1-gigabitethernet0/1.5 happy1l-sad5, for example, the command
fails.

e The numeric portion of the mapped name must include the same quantity of numbers as the
subinterface range. For example, both ranges include 100 interfaces:
gigabitethernet0/0.100-gigabitethernet0/0.199 intl-int100
If you enter gigabitethernet(0/0.100-gigabitethernet0/0.199 int1-int15, for example, the command
fails.

Specify visible to see physical interface properties in the show interface command even if you set a
mapped name. The default invisible keyword specifies to only show the mapped name.
The following example shows gigabitethernet0/1.100, gigabitethernet0/1.200, and
gigabitethernet0/2.300 through gigabitethernet0/1.305 assigned to the context. The mapped names are
intl through int8.
hostname (config-ctx)# allocate-interface gigabitethernet0/1.100 intl
hostname (config-ctx)# allocate-interface gigabitethernet0/1.200 int2
hostname (config-ctx)# allocate-interface gigabitethernet0/2.300-gigabitethernet0/2.305
int3-int8
Step4  To identify the URL from which the system downloads the context configuration, enter the following

command:
hostname (config-ctx) # config-url url
When you add a context URL, the system immediately loads the context so that it is running.

~

Note  Enter the allocate-interface command(s) before you enter the config-url command. The security
appliance must assign interfaces to the context before it loads the context configuration; the context
configuration might include commands that refer to interfaces (interface, nat, global...). If you enter the
config-url command first, the security appliance loads the context configuration immediately. If the
context contains any commands that refer to interfaces, those commands fail.
See the following URL syntax:

e disk0:/[path/]filename
For the ASA 5500 series adaptive security appliance, this URL indicates the internal Flash memory.
You can also use flash instead of disk0; they are aliased.

o disk1:/[path/]filename
For the ASA 5500 series adaptive security appliance, this URL indicates the external Flash memory
card.

e flash:/[path/lfilename
This URL indicates the internal Flash memory.

o ftp://luser[:password]@]server[:port]/[pathllfilename[;type=xx]

Cisco Security Appliance Command Line Configuration Guide
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Configuring a Security Context

Step 5

The type can be one of the following keywords:

ap—ASCII passive mode

an—ASCII normal mode

ip—(Default) Binary passive mode
— in—Binary normal mode
e http[s]://[user[:password] @]server[.port]/[pathl/|filename
o tftp://[user(:password])@]server[:port]/[pathllfilename|;int=interface_name]

Specify the interface name if you want to override the route to the server address.

i1

The filename does not require a file extension, although we recommend using “.cfg”.
The admin context file must be stored on the internal Flash memory.

If you download a context configuration from an HTTP or HTTPS server, you cannot save changes back
to these servers using the copy running-config startup-config command. You can, however, use the
copy tftp command to copy the running configuration to a TFTP server.

If the system cannot retrieve the context configuration file because the server is unavailable, or the file
does not yet exist, the system creates a blank context that is ready for you to configure with the
command-line interface.

To change the URL, reenter the config-url command with a new URL.

See the “Changing the Security Context URL” section on page 5-6 for more information about changing
the URL.

For example, enter the following command:

hostname (config-ctx)# config-url ftp://joe:passw0rdl@10.1l.1.1/configlets/test.cfg

To view context information, see the show context command in the Cisco Security Appliance Command
Reference.

The following example sets the admin context to be “administrator,” creates a context called
“administrator” on the internal Flash memory, and then adds two contexts from an FTP server:

hostname (config) # admin-context administrator

hostname (config)# context administrator

hostname (config-ctx)# allocate-interface gigabitethernet0/0.1
hostname (config-ctx)# allocate-interface gigabitethernet0/1.1
hostname (config-ctx)# config-url flash:/admin.cfg

# context test

# allocate-interface gigabitethernet0/0.100 intl

# allocate-interface gigabitethernet0/0.102 int2

# allocate-interface gigabitethernet0/0.110-gigabitethernet0/0.115

hostname (config-ctx)
hostname (config-ctx)
hostname (config-ctx)
hostname (config-ctx)
int3-int8

hostname (config-ctx)# config-url ftp://userl:passw0rd@10.l1.1.1l/configlets/test.cfg

hostname (config-ctx

( )# context sample
hostname (config-ctx)
( )
)

#

# allocate-interface gigabitethernet0/1.200 intl

# allocate-interface gigabitethernet0/1.212 int2

# allocate-interface gigabitethernet0/1.230-gigabitethernet0/1.235

hostname (config-ctx
hostname (config-ctx
int3-int8

hostname (config-ctx)# config-url ftp://userl:passw0rd@10.l1.1.1/configlets/sample.cfg
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Removing a Security Context

Removing a Security Context

)

Note

You can only remove a context by editing the system configuration. You cannot remove the current
admin context, unless you remove all contexts using the clear context command.

If you use failover, there is a delay between when you remove the context on the active unit and when
the context is removed on the standby unit. You might see an error message indicating that the number
of interfaces on the active and standby units are not consistent; this error is temporary and can be
ignored.

Use the following commands for removing contexts:
e To remove a single context, enter the following command in the system execution space:

hostname (config)# no context name

All context commands are also removed.

e To remove all contexts (including the admin context), enter the following command in the system
execution space:

hostname (config)# clear context

Changing the Admin Context

Note

You can set any context to be the admin context, as long as the configuration file is stored in the internal
Flash memory. To set the admin context, enter the following command in the system execution space:

hostname (config)# admin-context context_name

Any remote management sessions, such as Telnet, SSH, or HTTPS, that are connected to the admin
context are terminated. You must reconnect to the new admin context.

A few system commands, including ntp server, identify an interface name that belongs to the admin
context. If you change the admin context, and that interface name does not exist in the new admin
context, be sure to update any system commands that refer to the interface.

Changing Between Contexts and the System Execution Space

If you log in to the system execution space (or the admin context using Telnet or SSH), you can change
between contexts and perform configuration and monitoring tasks within each context. The running
configuration that you edit in a configuration mode, or that is used in the copy or write commands,
depends on your location. When you are in the system execution space, the running configuration
consists only of the system configuration; when you are in a context, the running configuration consists
only of that context. For example, you cannot view all running configurations (system plus all contexts)
by entering the show running-config command. Only the current configuration displays.
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I Changing the Security Context URL

To change between the system execution space and a context, or between contexts, see the following
commands:

e To change to a context, enter the following command:

hostname# changeto context name

The prompt changes to the following:

hostname/name#

¢ To change to the system execution space, enter the following command:

hostname/admin# changeto system

The prompt changes to the following:

hostname#

Changing the Security Context URL

Step 1

Step 2

Step 3

Step 4

You cannot change the security context URL without reloading the configuration from the new URL.

The security appliance merges the new configuration with the current running configuration. Reentering
the same URL also merges the saved configuration with the running configuration. A merge adds any
new commands from the new configuration to the running configuration. If the configurations are the
same, no changes occur. If commands conflict or if commands affect the running of the context, then the
effect of the merge depends on the command. You might get errors, or you might have unexpected
results. If the running configuration is blank (for example, if the server was unavailable and the
configuration was never downloaded), then the new configuration is used. If you do not want to merge
the configurations, you can clear the running configuration, which disrupts any communications through
the context, and then reload the configuration from the new URL.

To change the URL for a context, perform the following steps:

If you do not want to merge the configuration, change to the context and clear its configuration by
entering the following commands. If you want to perform a merge, skip to Step 2.

hostname# changeto context name
hostname/name# configure terminal
hostname/name(config) # clear configure all

If required, change to the system execution space by entering the following command:

hostname/name(config) # changeto system

To enter the context configuration mode for the context you want to change, enter the following
command:

hostname (config)# context name

To enter the new URL, enter the following command:

hostname (config)# config-url new url

The system immediately loads the context so that it is running.
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Reloading a Security Context

Reloading a Security Context

You can reload the context in two ways:
e C(Clear the running configuration and then import the startup configuration.
This action clears most attributes associated with the context, such as connections and NAT tables.
e Remove the context from the system configuration.

This action clears additional attributes, such as memory allocation, which might be useful for
troubleshooting. However, to add the context back to the system requires you to respecify the URL
and interfaces.

This section includes the following topics:
e Reloading by Clearing the Configuration, page 5-7
e Reloading by Removing and Re-adding the Context, page 5-7

Reloading by Clearing the Configuration

Step 1

Step 2

Step 3

Step 4

To reload the context by clearing the context configuration, and reloading the configuration from the
URL, perform the following steps:

To change to the context that you want to reload, enter the following command:

hostname# changeto context name

To access configuration mode, enter the following command:

hostname/name# configure terminal

To clear the running configuration, enter the following command:

hostname/name(config)# clear configure all

This command clears all connections.
To reload the configuration, enter the following command:

hostname/name(config) # copy startup-config running-config

The security appliance copies the configuration from the URL specified in the system configuration. You
cannot change the URL from within a context.

Reloading by Removing and Re-adding the Context

To reload the context by removing the context and then re-adding it, perform the steps in the following
sections:

1. “Removing a Security Context” section on page 5-5

2. “Configuring a Security Context” section on page 5-1
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Il Monitoring Security Contexts

Monitoring Security Contexts

This section describes how to view and monitor context information, and includes the following topics:

e Viewing Context Information, page 5-8

e Viewing Resource Usage, page 5-9

Viewing Context Information

From the system execution space, you can view a list of contexts including the name, allocated
interfaces, and configuration file URL.

From the system execution space, view all contexts by entering the following command:

hostname# show context [name | detail| count]

The detail option shows additional information. See the following sample displays below for more

information.

If you want to show information for a particular context, specify the name.

The count option shows the total number of contexts.

The following is sample output from the show context command. The following sample display shows

three contexts:

hostname# show context

Context Name
*admin

contexta

contextb

Interfaces

GigabitEthernet0/1.
GigabitEthernet0/1.
.200
.201
.300
.301

GigabitEthernet0/1
GigabitEthernet0/1
GigabitEthernet0/1
GigabitEthernet0/1

Total active Security Contexts: 3

Table 5-1 shows each field description.

Table 5-1

show context Fields

100
101

URL
flash:/admin.cfg

flash:/contexta.cfg

flash:/contextb.cfg

Field

Description

Context Name

Lists all context names. The context name with the asterisk (*) is the admin context.

Interfaces

The interfaces assigned to the context.

URL

The URL from which the security appliance loads the context configuration.

The following is sample output from the show context detail command:

hostname# show context detail

Context "admin",

Config URL:

Real Interfaces: Management0/0
Mapped Interfaces: Management0/0
Flags: 0x00000013, ID: 1

Context "ctx",

Config URL:

has been created, but initial ACL rules not complete
flash:/admin.cfg

has been created, but initial ACL rules not complete
ctx.cfg

Jl_ Cisco Security Appliance Command Line Configuration Guide
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Real Interfaces: GigabitEthernet0/0.10, GigabitEthernet0/1.20,
GigabitEthernet0/2.30

Mapped Interfaces: intl, int2, int3

Flags: 0x00000011, ID: 2

Context "system", is a system resource

Config URL: startup-config

Real Interfaces:

Mapped Interfaces: Control0/0, GigabitEthernet0/0,
GigabitEthernet0/0.10, GigabitEthernet0/1l, GigabitEthernet0/1.10,
GigabitEthernet0/1.20, GigabitEthernet0/2, GigabitEthernet0/2.30,
GigabitEthernet0/3, Management0/0, ManagementO/0.1

Flags: 0x00000019, ID: 257

Context "null", is a system resource
Config URL: ... null
Real Interfaces:
Mapped Interfaces:
Flags: 0x00000009, ID: 258

See the Cisco Security Appliance Command Reference for more information about the detail output.

The following is sample output from the show context count command:

hostname# show context count
Total active contexts: 2

Viewing Resource Usage

From the system execution space, you can view the resource usage for each context and display the
system resource usage. Resources include concurrent connections, Telnet sessions, SSH sessions, hosts,
NAT translations, and for single mode, IPSec sessions.

From the system execution space, view the resource usage for each context by entering the following
command:

hostname# show resource usage [context context_name | top n | all | summary | system]
[resource {resource name | all}] [counter counter_name [count_threshold]]

By default, all context usage is displayed; each context is listed separately.

Enter the top n keyword to show the contexts that are the top n users of the specified resource. You must
specify a single resource type, and not resource all, with this option.

The summary option shows all context usage combined.

The system option shows all context usage combined, but shows the system limits for resources instead
of the combined context limits.

The resource names include the following values. See also the show resource type command for a
complete list. Specify all (the default) for all types.

e conns—TCP or UDP connections between any two hosts, including connections between one host
and multiple other hosts.

¢ hosts—Hosts that can connect through the security appliance.
¢ ipsec—(Single mode only) IPSec sessions.

e ssh—SSH sessions.

¢ telnet—Telnet sessions.

o xlates—NAT translations.
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Note

The counter counter_name is one of the following keywords:
e current—Shows the active concurrent instances or the current rate of the resource.

e peak—Shows the peak concurrent instances, or the peak rate of the resource since the statistics were
last cleared, either using the clear resource usage command or because the device rebooted.

e all—(Default) Shows all statistics.

The count_threshold sets the number above which resources are shown. The default is 1. If the usage of
the resource is below the number you set, then the resource is not shown. If you specify all for the
counter name, then the count_threshold applies to the current usage.

To show all resources, set the count_threshold to 0.

The following is sample output from the show resource usage context command, which shows the
resource usage for the admin context:

hostname# show resource usage context admin

Resource Current Peak Limit Context
Telnet 1 1 5 admin
Conns 44 55 N/A admin
Hosts 45 56 N/A admin

The following is sample output from the show resource usage summary command, which shows the
resource usage for all contexts and all resources. This sample shows the limits for 6 contexts.

hostname# show resource usage summary

Resource Current Peak Limit Context
Telnet 3 5 30 Summary
SSH 5 7 30 Summary
Conns 40 55 N/A Summary
Hosts 44 56 N/A Summary

The following is sample output from the show resource usage summary command, which shows the
limits for 25 contexts. Because the context limit for Telnet and SSH connections is 5 per context, then
the combined limit is 125. The system limit is only 100, so the system limit is shown.

hostname# show resource usage summary

Resource Current Peak Limit Context
Telnet 1 1 100[S] Summary
SSH 2 2 100[S] Summary
Conns 56 90 N/A Summary
Hosts 89 102 N/A Summary

S = System limit: Combined context limits exceed the system limit; the system limit is
shown.

The following is sample output from the show resource usage system command, which shows the
resource usage for all contexts, but it shows the system limit instead of the combined context limits:

hostname# show resource usage system

Resource Current Peak Limit Context
Telnet 3 5 100 System
SSH 5 7 100 System
Conns 40 55 N/A System
Hosts 44 56 N/A System

Jl_ Cisco Security Appliance Command Line Configuration Guide
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CHAPTER

Configuring Interface Parameters

This chapter describes how to configure each interface and subinterface for a name, security, level, and
IP address. For single context mode, the procedures in this chapter continue the interface configuration
started in Chapter 4, “Configuring Ethernet Settings and Subinterfaces.” For multiple context mode, the
procedures in Chapter 4, “Configuring Ethernet Settings and Subinterfaces,” are performed in the

system execution space, while the procedures in this chapter are performed within each security context.

This chapter includes the following sections:
e Security Level Overview, page 6-1
e Configuring the Interface, page 6-2

¢ Allowing Communication Between Interfaces on the Same Security Level, page 6-5

Security Level Overview

Each interface must have a security level from 0 (lowest) to 100 (highest). For example, you should
assign your most secure network, such as the inside host network, to level 100. While the outside
network connected to the Internet can be level 0. Other networks, such as DMZs can be in between. You
can assign interfaces to the same security level. See the “Allowing Communication Between Interfaces
on the Same Security Level” section on page 6-5 for more information.

The level controls the following behavior:

e Network access—By default, there is an implicit permit from a higher security interface to a lower
security interface (outbound). Hosts on the higher security interface can access any host on a lower
security interface. You can limit access by applying an access list to the interface.

For same security interfaces, there is an implicit permit for interfaces to access other interfaces on
the same security level or lower.

¢ Inspection engines—Some inspection engines are dependent on the security level. For same security
interfaces, inspection engines apply to traffic in either direction.

— NetBIOS inspection engine—Applied only for outbound connections.

— OraSeryv inspection engine—If a control connection for the OraServ port exists between a pair
of hosts, then only an inbound data connection is permitted through the security appliance.

e Filtering—HTTP(S) and FTP filtering applies only for outbound connections (from a higher level
to a lower level).

For same security interfaces, you can filter traffic in either direction.
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e NAT control—When you enable NAT control, you must configure NAT for hosts on a higher security
interface (inside) when they access hosts on a lower security interface (outside).

Without NAT control, or for same security interfaces, you can choose to use NAT between any
interface, or you can choose not to use NAT. Keep in mind that configuring NAT for an outside
interface might require a special keyword.

¢ established command—This command allows return connections from a lower security host to a
higher security host if there is already an established connection from the higher level host to the
lower level host.

For same security interfaces, you can configure established commands for both directions.

Configuring the Interface

Note

Note

Step 1

By default, all physical interfaces are shut down. You must enable the physical interface before any
traffic can pass through an enabled subinterface. For multiple context mode, if you allocate a physical
interface or subinterface to a context, the interfaces are enabled by default in the context. However,
before traffic can pass through the context interface, you must also enable the interface in the system
configuration. If you shut down an interface in the system execution space, then that interface is down
in all contexts that share it.

Before you can complete your configuration and allow traffic through the security appliance, you need
to configure an interface name, and for routed mode, an IP address. You should also change the security
level from the default, which is 0. If you name an interface “inside” and you do not set the security level
explicitly, then the security appliance sets the security level to 100.

If you are using failover, do not use this procedure to name interfaces that you are reserving for failover
and Stateful Failover communications. See Chapter 11, “Configuring Failover.” to configure the failover
and state links.

For multiple context mode, follow these guidelines:
¢ Configure the context interfaces from within each context.

* You can only configure context interfaces that you already assigned to the context in the system
configuration.

e The system configuration only lets you configure Ethernet settings and VLANs. The exception is
for failover interfaces; do not configure failover interfaces with this procedure. See the Failover
chapter for more information.

If you change the security level of an interface, and you do not want to wait for existing connections to
time out before the new security information is used, you can clear the connections using the
clear local-host command.

To configure an interface or subinterface, perform the following steps:

To specify the interface you want to configure, enter the following command:

hostname (config) # interface {physical_ interfacel.subinterface] | mapped_name}

The physical_interface 1D includes the type, slot, and port number as type[slot/]port.
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Step 2

Step 3

Step 4

Configuring the Interface W

The physical interface types include the following:
¢ ethernet
e gigabitethernet

For the PIX 500 series security appliance, enter the type followed by the port number, for example,
ethernet(.

For the ASA 5500 series adaptive security appliance, enter the type followed by slot/port, for example,
gigabitethernet0/1. Interfaces that are built into the chassis are assigned to slot 0, while interfaces on
the 4GE SSM are assigned to slot 1.

The ASA 5500 series adaptive security appliance also includes the following type:
* management

The management interface is a Fast Ethernet interface designed for management traffic only, and is
specified as management0/0. You can, however, use it for through traffic if desired (see the
management-only command). In transparent firewall mode, you can use the management interface
in addition to the two interfaces allowed for through traffic. You can also add subinterfaces to the
management interface to provide management in each security context for multiple context mode.

Append the subinterface 1D to the physical interface ID separated by a period (.).

In multiple context mode, enter the mapped name if one was assigned using the allocate-interface
command.

For example, enter the following command:

hostname (config)# interface gigabitethernet0/1.1

To name the interface, enter the following command:

hostname (config-if) # nameif name

The name is a text string up to 48 characters, and is not case-sensitive. You can change the name by
reentering this command with a new value. Do not enter the no form, because that command causes all
commands that refer to that name to be deleted.

To set the security level, enter the following command:

hostname (config-if)# security-level number

Where number is an integer between 0 (lowest) and 100 (highest).

To set the IP address or routed mode only, enter one of the following commands.

a

Note  To set an IPv6 address, see the “Configuring IPv6 on an Interface” section on page 9-2.

e To set the IP address manually, enter the following command:

hostname (config-if)# ip address ip address [mask] [standby ip_address]

The standby keyword and address is used for failover. See Chapter 11, “Configuring Failover,” for
more information.

e To obtain an IP address from a DHCP server, enter the following command:

hostname (config-if)# ip address dhcp [setroute]

Reenter this command to reset the DHCP lease and request a new lease.

You cannot set this command at the same time as the ip address command.
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Step 5

Step 6

If you enable the setroute option, do not configure a default route using the static command.

If you do not enable the interface using the no shutdown command before you enter the ip address
dhcp command, some DHCP requests might not be sent.

To set an interface to management-only mode, enter the following command:

hostname (config-if)# management-only

The ASA 5000 series adaptive security appliance includes a dedicated management interface called
Management 0/0, which is meant to support traffic to the security appliance. However, you can configure
any interface to be a management-only interface using the management-only command. Also, for
Management 0/0, you can disable management-only mode so the interface can pass through traffic just
like any other interface.

~

Note  Transparent firewall mode allows only two interfaces to pass through traffic; however, on the
ASA 5000 series adaptive security appliance, you can use the dedicated management interface
(either the physical interface or a subinterface) as a third interface for management traffic. The
mode is not configurable in this case and must always be management-only.

To enable the interface, if it is not already enabled, enter the following command:

hostname (config-if)# no shutdown

To disable the interface, enter the shutdown command. If you enter the shutdown command for a
physical interface, you also shut down all subinterfaces. If you shut down an interface in the system
execution space, then that interface is shut down in all contexts that share it, even though the context
configurations show the interface as enabled.

The following example configures parameters for the physical interface in single mode:

hostname (config)# interface gigabitethernet0/1
hostname (config-if)# speed 1000

hostname (config-if) # duplex full

hostname (config-if)# nameif inside

hostname (config-if)# security-level 100

hostname (config-if)# ip address 10.1.1.1 255.255.255.0
hostname (config-if)# no shutdown

The following example configures parameters for a subinterface in single mode:

hostname
hostname
hostname

config)# interface gigabitethernet0/1.1
config-subif)# vlan 101

config-subif)# nameif dmz1l

config-subif)# security-level 50

config-subif)# ip address 10.1.2.1 255.255.255.0
config-subif)# no shutdown

hostname
hostname
hostname

The following example configures interface parameters in multiple context mode for the system
configuration, and allocates the gigabitethernet 0/1.1 subinterface to contextA:

hostname (config)# interface gigabitethernet0/1
hostname (config-if)# speed 1000

hostname (config-if) # duplex full

hostname (config-if)# no shutdown

hostname (config-if)# interface gigabitethernet0/1.1
hostname (config-subif)# vlan 101

hostname (config-subif)# no shutdown

hostname (config-subif)# context contextA

hostname (config-ctx)# ...
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hostname (config-ctx)# allocate-interface gigabitethernet0/1.1

The following example configures parameters in multiple context mode for the context configuration:

hostname/contextA (config)# interface gigabitethernet0/1.1
hostname/contextA (config-if)# nameif inside

hostname/contextA (config-if)# security-level 100
hostname/contextA (config-if)# ip address 10.1.2.1 255.255.255.0
hostname/contextA (config-if)# no shutdown

Allowing Communication Between Interfaces on the Same
Security Level

Note

By default, interfaces on the same security level cannot communicate with each other. Allowing
communication between same security interfaces provides the following benefits:

* You can configure more than 101 communicating interfaces.

If you use different levels for each interface and do not assign any interfaces to the same security
level, you can configure only one interface per level (0 to 100).

¢ You want traffic to flow freely between all same security interfaces without access lists.

If you enable NAT control, you do not need to configure NAT between same security level interfaces.
See “NAT and Same Security Level Interfaces” section on page 14-32 for more information on NAT and
same security level interfaces.

If you enable same security interface communication, you can still configure interfaces at different
security levels as usual.

To enable interfaces on the same security level so that they can communicate with each other, enter the
following command:

hostname (config)# same-security-traffic permit inter-interface

To disable this setting, use the no form of this command.
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CHAPTER 7

Configuring Basic Settings

This chapter describes how to configure basic settings on your security appliance that are typically
required for a functioning configuration. This chapter includes the following sections:

e Changing the Enable Password, page 7-1

e Setting the Hostname, page 7-2

e Setting the Domain Name, page 7-2

e Setting the Date and Time, page 7-2

e Setting the Management IP Address for a Transparent Firewall, page 7-5

Changing the Enable Password

The enable password lets you enter privileged EXEC mode. By default, the enable password is blank. To
change the enable password, enter the following command:

hostname (config)# enable password password
The password is a case-sensitive password of up to 16 alphanumeric and special characters. You can use
any character in the password except a question mark or a space.

This command changes the password for the highest privilege level. If you configure local command
authorization, you can set enable passwords for each privilege level from 0 to 15.

The password is saved in the configuration in encrypted form, so you cannot view the original password
after you enter it. Enter the enable password command without a password to set the password to the
default, which is blank.

Cisco Security Appliance Command Line Configuration Guide
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Setting the Hostname

Setting the

Setting the

Note

When you set a hostname for the security appliance, that name appears in the command line prompt. If
you establish sessions to multiple devices, the hostname helps you keep track of where you enter
commands. The default hostname depends on your platform.

For multiple context mode, the hostname that you set in the system execution space appears in the
command line prompt for all contexts. The hostname that you optionally set within a context does not
appear in the command line, but can be used by the banner command $(hostname) token.

To specify the hostname for the security appliance or for a context, enter the following command:
hostname (config) # hostname name

This name can be up to 63 characters, including alphanumeric characters, spaces or any of the following
special characters: * () +-,./:="2.

This name appears in the command line prompt. For example:

hostname (config)# hostname farscape
farscape (config) #

Domain Name

The security appliance appends the domain name as a suffix to unqualified names. For example, if you
set the domain name to “example.com,” and specify a syslog server by the unqualified name of “jupiter,”
then the security appliance qualifies the name to “jupiter.example.com.”

The default domain name is default.domain.invalid.

For multiple context mode, you can set the domain name for each context, as well as within the system
execution space.

To specify the domain name for the security appliance, enter the following command:

hostname (config) # domain-name name

For example, to set the domain as example.com, enter the following command:

hostname (config)# domain-name example.com

Date and Time

This section describes how to set the date and time, either manually or dynamically using an NTP server.
Time derived from an NTP server overrides any time set manually. This section also describes how to
set the time zone and daylight saving time date range.

In multiple context mode, set the time in the system configuration only.

This section includes the following topics:
e Setting the Time Zone and Daylight Saving Time Date Range, page 7-3
e Setting the Date and Time Using an NTP Server, page 7-4
e Setting the Date and Time Manually, page 7-4
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Setting the Time Zone and Daylight Saving Time Date Range

Step 1

Step 2

By default, the time zone is UTC and the daylight saving time date range is from 2:00 a.m. on the first
Sunday in April to 2:00 a.m. on the last Sunday in October. To change the time zone and daylight saving
time date range, perform the following steps:

To set the time zone, enter the following command in global configuration mode:

hostname (config) # clock timezone zone [-]hours [minutes]

Where zone specifies the time zone as a string, for example, PST for Pacific Standard Time.

The [-]hours value sets the number of hours of offset from UTC. For example, PST is -8 hours.

The minutes value sets the number of minutes of offset from UTC.

To change the date range for daylight saving time from the default, enter one of the following commands.

The default recurring date range is from 2:00 a.m. on the first Sunday in April to 2:00 a.m. on the last
Sunday in October.

¢ To set the start and end dates for daylight saving time as a specific date in a specific year, enter the
following command:

hostname (config) # clock summer-time zone date {day month | month day} year hh:mm {day
month | month day} year hh:mm [offset]

If you use this command, you need to reset the dates every year.
The zone value specifies the time zone as a string, for example, PDT for Pacific Daylight Time.

The day value sets the day of the month, from 1 to 31. You can enter the day and month as April 1
or as 1 April, for example, depending on your standard date format.

The month value sets the month as a string. You can enter the day and month as April 1 or as 1 April,
for example, depending on your standard date format.

The year value sets the year using four digits, for example, 2004. The year range is 1993 to 2035.
The hh:mm value sets the hour and minutes in 24-hour time.

The offset value sets the number of minutes to change the time for daylight saving time. By default,
the value is 60 minutes.

e To specify the start and end dates for daylight saving time, in the form of a day and time of the
month, and not a specific date in a year, enter the following command.

hostname (config) # clock summer-time zone recurring [week weekday month hh:mm week
weekday month hh:mm] [offset]

This command lets you set a recurring date range that you do not need to alter yearly.
The zone value specifies the time zone as a string, for example, PDT for Pacific Daylight Time.

The week value specifies the week of the month as an integer between 1 and 4 or as the words first
or last. For example, if the day might fall in the partial fifth week, then specify last.

The weekday value specifies the day of the week: Monday, Tuesday, Wednesday, and so on.
The month value sets the month as a string.

The hh:mm value sets the hour and minutes in 24-hour time.
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The offset value sets the number of minutes to change the time for daylight saving time. By default,
the value is 60 minutes.

Setting the Date and Time Using an NTP Server

To obtain the date and time from an NTP server, perform the following steps:

Step 1 To configure authentication with an NTP server, perform the following steps:
a. To enable authentication, enter the following command:
hostname (config)# ntp authenticate
b. To specify an authentication key ID to be a trusted key, which is required for authentication with an
NTP server, enter the following command:
hostname (config)# ntp trusted-key key id
Where the key_id is between 1 and 4294967295. You can enter multiple trusted keys for use with
multiple servers.
c. To set a key to authenticate with an NTP server, enter the following command:
hostname (config)# ntp authentication-key key id md5 key
Where key_id is the ID you set in Step 1b using the ntp trusted-key command, and key is a string
up to 32 characters in length.
Step2  To identify an NTP server, enter the following command:

hostname (config)# ntp server ip_address [key key id] [source interface_name] [prefer]

Where the key_id is the ID you set in Step 1b using the ntp trusted-key command.

The source interface_name identifies the outgoing interface for NTP packets if you do not want to use
the default interface in the routing table. Because the system does not include any interfaces in multiple
context mode, specify an interface name defined in the admin context.

The prefer keyword sets this NTP server as the preferred server if multiple servers have similar
accuracy. NTP uses an algorithm to determine which server is the most accurate and synchronizes to that
one. If servers are of similar accuracy, then the prefer keyword specifies which of those servers to use.
However, if a server is significantly more accurate than the preferred one, the security appliance uses the
more accurate one. For example, the security appliance uses a server of stratum 2 over a server of
stratum 3 that is preferred.

You can identify multiple servers; the security appliance uses the most accurate server.

Setting the Date and Time Manually

To set the date time manually, enter the following command:

hostname# clock set hh:mm:ss {month day \ day month} year

Where hh:mm:ss sets the hour, minutes, and seconds in 24-hour time. For example, set 20:54:00 for 8:54
pm.

Cisco Security Appliance Command Line Configuration Guide
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The day value sets the day of the month, from 1 to 31. You can enter the day and month as april 1 or as
1 april, for example, depending on your standard date format.

The month value sets the month. Depending on your standard date format, you can enter the day and
month as april 1 or as 1 april.

The year value sets the year using four digits, for example, 2004. The year range is 1993 to 2035.

The default time zone is UTC. If you change the time zone after you enter the clock set command using
the clock timezone command, the time automatically adjusts to the new time zone.

This command sets the time in the hardware chip, and does not save the time in the configuration file.
This time endures reboots. Unlike the other clock commands, this command is a privileged EXEC
command. To reset the clock, you need to set a new time for the clock set command.

Setting the Management IP Address for a Transparent Firewall

Transparent firewall mode only

A transparent firewall does not participate in IP routing. The only IP configuration required for the
security appliance is to set the management IP address. This address is required because the security
appliance uses this address as the source address for traffic originating on the security appliance, such
as system messages or communications with AAA servers. You can also use this address for remote
management access.

For multiple context mode, set the management IP address within each context.
To set the management IP address, enter the following command:

hostname (config)# ip address ip_address [mask] [standby ip_address]

This address must be on the same subnet as the upstream and downstream routers. You cannot set the
subnet to a host subnet (255.255.255.255). This address must be IPv4; the transparent firewall does not
support IPv6.

The standby keyword and address is used for failover. See Chapter 11, “Configuring Failover,” for more
information.
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Configuring IP Routing and DHCP Services

This chapter describes how to configure IP routing and DHCP on the security appliance. This chapter
includes the following sections:

e Configuring Static and Default Routes, page 8-1
e Configuring OSPF, page 8-3

e Configuring RIP, page 8-16

¢ Configuring Multicast Routing, page 8-17

e Configuring DHCP, page 8-24

Configuring Static and Default Routes

This section describes how to configure static routes on the security appliance.

Multiple context mode does not support dynamic routing, so you must use static routes for any networks
to which the security appliance is not directly connected; for example, when there is a router between a
network and the security appliance.

You might want to use static routes in single context mode in the following cases:
¢ Your networks use a different router discovery protocol from RIP or OSPF.
¢ Your network is small and you can easily manage static routes.
¢ You do not want the traffic or CPU overhead associated with routing protocols.

The simplest option is to configure a default route to send all traffic to an upstream router, relying on the
router to route the traffic for you. However, in some cases the default gateway might not be able to reach
the destination network, so you must also configure more specific static routes. For example, if the
default gateway is outside, then the default route cannot direct traffic to any inside networks that are not
directly connected to the security appliance.

In transparent firewall mode, for traffic that originates on the security appliance and is destined for a
non-directly connected network, you need to configure either a default route or static routes so the
security appliance knows out of which interface to send traffic. Traffic that originates on the security
appliance might include communications to a syslog server, Websense or N2H2 server, or AAA server.
If you have servers that cannot all be reached through a single default route, then you must configure
static routes.

The security appliance supports up to three equal cost routes on the same interface for load balancing.
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This section includes the following topics:
e Configuring a Static Route, page 8§-2
e Configuring a Default Route, page 8-3

For information about configuring IPv6 static and default routes, see the “Configuring IPv6 Default and
Static Routes” section on page 9-3.

Configuring a Static Route

To add a static route, enter the following command:

hostname (config)# route if name dest_ip mask gateway_ ip [distance]

The dest_ip and mask is the IP address for the destination network and the gateway_ip is the address of
the next-hop router.The addresses you specify for the static route are the addresses that are in the packet
before entering the security appliance and performing NAT.

The distance is the administrative distance for the route. The default is 1 if you do not specify a value.
Administrative distance is a parameter used to compare routes among different routing protocols. The
default administrative distance for static routes is 1, giving it precedence over routes discovered by
dynamic routing protocols but not directly connect routes. The default administrative distance for routes
discovered by OSPF is 110. If a static route has the same administrative distance as a dynamic route, the
static routes take precedence. Connected routes always take precedence over static or dynamically
discovered routes.

Static routes remain in the routing table even if the specified gateway becomes unavailable. If the
specified gateway becomes unavailable, you need to remove the static route from the routing table
manually. However, static routes are removed from the routing table if the specified interface goes down.
They are reinstated when the interface comes back up.

Note  If you create a static route with an administrative distance greater than the administrative distance of the
routing protocol running on the security appliance, then a route to the specified destination discovered
by the routing protocol takes precedence over the static route. The static route is used only if the
dynamically discovered route is removed from the routing table.

The following example creates a static route that sends all traffic destined for 10.1.1.0/24 to the router
(10.1.2.45) connected to the inside interface:

hostname (config)# route inside 10.1.1.0 255.255.255.0 10.1.2.45 1

You can define up to three equal cost routes to the same destination per interface. ECMP is not supported
across multiple interfaces. With ECMP, the traffic is not necessarily divided evenly between the routes;
traffic is distributed among the specified gateways based on an algorithm that hashes the source and
destination IP addresses.

The following example shows static routes that are equal cost routes that direct traffic to three different
gateways on the outside interface. The security appliance distributes the traffic among the specified
gateways.

hostname (config)# route outside 10.10.10.0 255.255.255.0 192.168.1.1

hostname (config) # route outside 10.10.10.0 255.255.255.0 192.168.1.2
hostname (config) # route outside 10.10.10.0 255.255.255.0 192.168.1.3
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Configuring a Default Route

A default route identifies the gateway IP address to which the security appliance sends all IP packets for
which it does not have a learned or static route. A default route is simply a static route with 0.0.0.0/0 as
the destination IP address. Routes that identify a specific destination take precedence over the default
route.

You can define up to three equal cost default route entries per device. Defining more than one equal cost
default route entry causes the traffic sent to the default route to be distributed among the specified
gateways. When defining more than one default route, you must specify the same interface for each
entry.

If you attempt to define more than three equal cost default routes, or if you attempt to define a default
route with a different interface than a previously defined default route, you receive the message
“ERROR: Cannot add route entry, possible conflict with existing routes.”

You can define a separate default route for tunneled traffic along with the standard default route. When
you create a default route with the tunneled option, all encrypted traffic that arrives on the security
appliance and cannot be routed using learned or static routes is sent to this route. Otherwise, if the traffic
is not encrypted, the standard default route entry is used. You cannot define more than one default route
with the tunneled option; ECMP for tunneled traffic is not supported.

To define the default route, enter the following command:

hostname (config) # route if name 0.0.0.0 0.0.0.0 gateway_ ip [distance | tunneled]

You can enter 0 0 instead of 0.0.0.0 0.0.0.0 for the destination network address and mask, for example:
hostname (config) # route outside 0 0 192.168.1 1

The following example shows a security appliance configured with three equal cost default routes and a
default route for tunneled traffic. Unencrypted traffic received by the security appliance for which there
is no static or learned route is distributed among the gateways with the IP addresses 192.168.2.1,
192.168.2.2, 192.168.2.3. Encrypted traffic receive by the security appliance for which there is no static
or learned route is passed to the gateway with the IP address 192.168.2.4.

hostname (config)# route outside 0 192.168.2.1

( ) 0
hostname (config) # route outside 0 0 192.168.2.2
hostname (config) # route outside 0 0 192.168.2.3
hostname (config)# route outside 0 0 192.168.2.4 tunneled

Configuring OSPF

This section describes how to configure OSPF. This section includes the following topics:
e OSPF Overview, page 8-4
e Enabling OSPF, page 8-5
e Redistributing Routes Between OSPF Processes, page 8-5
e Configuring OSPF Interface Parameters, page 8-8
¢ Configuring OSPF Area Parameters, page 8-10
e Configuring OSPF NSSA, page 8-11

e Configuring Route Summarization Between OSPF Areas, page 8-12
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¢ Configuring Route Summarization When Redistributing Routes into OSPF, page 8-12
e Generating a Default Route, page 8-13

e Configuring Route Calculation Timers, page 8-13

e Logging Neighbors Going Up or Down, page 8-14

e Displaying OSPF Update Packet Pacing, page 8-14

e Monitoring OSPF, page 8-15

e Restarting the OSPF Process, page 8-15

OSPF Overview

OSPF uses a link-state algorithm to build and calculate the shortest path to all known destinations. Each
router in an OSPF area contains an identical link-state database, which is a list of each of the router
usable interfaces and reachable neighbors.

The advantages of OSPF over RIP include the following:

e OSPF link-state database updates are sent less frequently than RIP updates, and the link-state
database is updated instantly rather than gradually as stale information is timed out.

¢ Routing decisions are based on cost, which is an indication of the overhead required to send packets
across a certain interface. The security appliance calculates the cost of an interface based on link
bandwidth rather than the number of hops to the destination. The cost can be configured to specify
preferred paths.

The disadvantage of shortest path first algorithms is that they require a lot of CPU cycles and memory.

The security appliance can run two processes of OSPF protocol simultaneously, on different sets of
interfaces. You might want to run two processes if you have interfaces that use the same IP addresses
(NAT allows these interfaces to coexist, but OSPF does not allow overlapping addresses). Or you might
want to run one process on the inside, and another on the outside, and redistribute a subset of routes
between the two processes. Similarly, you might need to segregate private addresses from public
addresses.

Redistribution between the two OSPF processes is supported. Static and connected routes configured on
OSPF-enabled interfaces on the security appliance can also be redistributed into the OSPF process. You
cannot enable RIP on the security appliance if OSPF is enabled. Redistribution between RIP and OSPF
is not supported.

The security appliance supports the following OSPF features:
¢ Support of intra-area, interarea, and external (Type I and Type II) routes.
¢ Support of a virtual link.
e OSPF LSA flooding.
e Authentication to OSPF packets (both password and MDS5 authentication).

¢ Support for configuring the security appliance as a designated router or a designated backup router.
The security appliance also can be set up as an ABR; however, the ability to configure the security
appliance as an ASBR is limited to default information only (for example, injecting a default route).

¢ Support for stub areas and not-so-stubby-areas.
e Area boundary router type-3 LSA filtering.

e Advertisement of static and global address translations.
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Enabling OSPF

~

Note

Step 1

Step 2

To enable OSPF, you need to create an OSPF routing process, specify the range of IP addresses
associated with the routing process, then assign area IDs associated with that range of IP addresses.

You cannot enable OSPF if RIP is enabled.

To enable OSPF, perform the following steps:

To create an OSPF routing process, enter the following command:

hostname (config)# router ospf process_id

This command enters the router configuration mode for this OSPF process.

The process_id is an internally used identifier for this routing process. It can be any positive integer. This
ID does not have to match the ID on any other device; it is for internal use only. You can use a maximum
of two processes.

To define the IP addresses on which OSPF runs and to define the area ID for that interface, enter the
following command:

hostname (config-router)# network ip address mask area area_id

The following example shows how to enable OSPF:

hostname (config)# router ospf 2
hostname (config-router)# network 10.0.0.0 255.0.0.0 area 0

Redistributing Routes Between OSPF Processes

Note

The security appliance can control the redistribution of routes between OSPF routing processes. The
security appliance matches and changes routes according to settings in the redistribute command or by
using a route map. See also the “Generating a Default Route” section on page 8-13 for another use for
route maps.

The security appliance cannot redistribute routes between routing protocols. However, the security
appliance can redistribute static and connected routes.

This section includes the following topics:
e Adding a Route Map, page 8-6
e Redistributing Static, Connected, or OSPF Routes to an OSPF Process, page 8-7
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Adding a Route Map

To define a route map, perform the following steps:

Step1  To create a route map entry, enter the following command:
hostname (config)# route-map name {permit \ deny} [sequence_number]
Route map entries are read in order. You can identify the order using the sequence_number option, or
the security appliance uses the order in which you add the entries.

Step2  Enter one or more match commands:

¢ To match any routes that have a destination network that matches a standard ACL, enter the
following command:

hostname (config-route-map) # match ip address acl_id [acl_id] [...]

If you specify more than one ACL, then the route can match any of the ACLs.
e To match any routes that have a specified metric, enter the following command:

hostname (config-route-map) # match metric metric_value

The metric_value can be from 0 to 4294967295.

e To match any routes that have a next hop router address that matches a standard ACL, enter the
following command:

hostname (config-route-map) # match ip next-hop acl_id [acl_id] [...]

If you specify more than one ACL, then the route can match any of the ACLs.
e To match any routes with the specified next hop interface, enter the following command:

hostname (config-route-map) # match interface if name

If you specify more than one interface, then the route can match either interface.

¢ To match any routes that have been advertised by routers that match a standard ACL, enter the
following command:

hostname (config-route-map) # match ip route-source acl_id [acl_id] [...]

If you specify more than one ACL, then the route can match any of the ACLs.
e To match the route type, enter the following command:

hostname (config-route-map) # match route-type {internal \ external [type-1 | type-2]}

Step3  Enter one or more set commands.

If a route matches the match commands, then the following set commands determine the action to
perform on the route before redistributing it.

e To set the metric, enter the following command:

hostname (config-route-map) # set metric metric value

The metric_value can be a value between 0 and 294967295
e To set the metric type, enter the following command:

hostname (config-route-map) # set metric-type {type-1 \ type-2}
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The following example shows how to redistribute routes with a hop count equal to 1. The security
appliance redistributes these routes as external LSAs with a metric of 5, metric type of Type 1, and a tag
equal to 1.

hostname (config)# route-map 1l-to-2 permit

hostname (config-route-map) # match metric 1
hostname (config-route-map) # set metric 5

hostname (config-route-map) # set metric-type type-1

Redistributing Static, Connected, or OSPF Routes to an OSPF Process

Step 1

Step 2

To redistribute static, connected, or OSPF routes from one process into another OSPF process, perform
the following steps:

If you have not already done so, enter the router configuration mode for the OSPF process you want to
redistribute into by entering the following command:

hostname (config)# router ospf process_id

To specify the routes you want to redistribute, enter the following command:

hostname (config-router)# redistribute {ospf process_id
[match {internal | external 1 | external 2}] | static | connect} [metric metric-value]
[metric-type {type-1 | type-2}] [tag tag value] [subnets] [route-map map name]

The ospf process_id, static, and connect keywords specify from where you want to redistribute routes.

You can either use the options in this command to match and set route properties, or you can use a route
map. The tag and subnets options do not have equivalents in the route-map command. If you use both
a route map and options in the redistribute command, then they must match.

The following example shows route redistribution from OSPF process 1 into OSPF process 2 by
matching routes with a metric equal to 1. The security appliance redistributes these routes as external
LSAs with a metric of 5, metric type of Type 1, and a tag equal to 1.
hostname (config)# route-map 1l-to-2 permit
hostname (config-route-map) # match metric 1
hostname (config-route-map) # set metric 5
hostname (config-route-map) # set metric-type type-1
hostname (config-route-map) # set tag 1
(
(

hostname (config-route-map) # router ospf 2
hostname (config-router)# redistribute ospf 1 route-map 1l-to-2

The following example shows the specified OSPF process routes being redistributed into OSPF
process 109. The OSPF metric is remapped to 100.

hostname (config)# router ospf 109

hostname (config-router)# redistribute ospf 108 metric 100 subnets

The following example shows route redistribution where the link-state cost is specified as 5 and the
metric type is set to external, indicating that it has lower priority than internal metrics.

hostname (config)# router ospf 1
hostname (config-router)# redistribute ospf 2 metric 5 metric-type external

[ oL-6721-02
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Configuring OSPF Interface Parameters

Step 1

Step 2

You can alter some interface-specific OSPF parameters as necessary. You are not required to alter any
of these parameters, but the following interface parameters must be consistent across all routers in an
attached network: ospf hello-interval, ospf dead-interval, and ospf authentication-key. Be sure that if
you configure any of these parameters, the configurations for all routers on your network have
compatible values.

To configure OSPF interface parameters, perform the following steps:

To enter the interface configuration mode, enter the following command:

hostname (config)# interface interface_name

Enter any of the following commands:

To specify the authentication type for an interface, enter the following command:

hostname (config-interface)# ospf authentication [message-digest | null]

To assign a password to be used by neighboring OSPF routers on a network segment that is using
the OSPF simple password authentication, enter the following command:

hostname (config-interface)# ospf authentication-key key

The key can be any continuous string of characters up to 8 bytes in length.

The password created by this command is used as a key that is inserted directly into the OSPF header
when the security appliance software originates routing protocol packets. A separate password can
be assigned to each network on a per-interface basis. All neighboring routers on the same network
must have the same password to be able to exchange OSPF information.

To explicitly specify the cost of sending a packet on an OSPF interface, enter the following
command:

hostname (config-interface)# ospf cost cost

The cost is an integer from 1 to 65535.

To set the number of seconds that a device must wait before it declares a neighbor OSPF router down
because it has not received a hello packet, enter the following command:

hostname (config-interface)# ospf dead-interval seconds

The value must be the same for all nodes on the network.

To specify the length of time between the hello packets that the security appliance sends on an OSPF
interface, enter the following command:

hostname (config-interface)# ospf hello-interval seconds

The value must be the same for all nodes on the network.

To enable OSPF MDS5 authentication, enter the following command:

hostname (config-interface)# ospf message-digest-key key id md5 key

Set the following values:
— key_id—An identifier in the range from 1 to 255.
— key—Alphanumeric password of up to 16 bytes.
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Usually, one key per interface is used to generate authentication information when sending packets
and to authenticate incoming packets. The same key identifier on the neighbor router must have the
same key value.

We recommend that you not keep more than one key per interface. Every time you add a new key,
you should remove the old key to prevent the local system from continuing to communicate with a
hostile system that knows the old key. Removing the old key also reduces overhead during rollover.

e To set the priority to help determine the OSPF designated router for a network, enter the following
command:

hostname (config-interface)# ospf priority number value

The number_value is between 0 to 255.

e To specify the number of seconds between LSA retransmissions for adjacencies belonging to an
OSPF interface, enter the following command:

hostname (config-interface)# ospf retransmit-interval seconds

The seconds must be greater than the expected round-trip delay between any two routers on the
attached network. The range is from 1 to 65535 seconds. The default is 5 seconds.

¢ To set the estimated number of seconds required to send a link-state update packet on an OSPF
interface, enter the following command:

hostname (config-interface)# ospf transmit-delay seconds

The seconds is from 1 to 65535 seconds. The default is 1 second.

The following example shows how to configure the OSPF interfaces:

hostname (config)# router ospf 2
hostname (config-router)# network 2.0.0.0 255.0.0.0 area 0
hostname (config-router)# interface inside
hostname (config-interface)# ospf cost 20
hostname (config-interface)# ospf retransmit-interval 15
hostname (config-interface)# ospf transmit-delay 10
hostname (config-interface)# ospf priority 20
hostname (config-interface)# ospf hello-interval 10
hostname (config-interface)# ospf dead-interval 40
( ) # ospf authentication-key cisco
( )# ospf message-digest-key 1 md5 cisco
( )# ospf authentication message-digest

hostname (config-interface
hostname (config-interface
hostname (config-interface

The following is sample output from the show ospf command:

hostname (config)# show ospf

Routing Process "ospf 2" with ID 20.1.89.2 and Domain ID 0.0.0.2
Supports only single TOS(TOSO) routes
Supports opaque LSA
SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs
Number of external LSA 5. Checksum Sum 0x 26da6
Number of opaque AS LSA 0. Checksum Sum 0x 0
Number of DCbitless external and opaque AS LSA 0
Number of DoNotAge external and opaque AS LSA 0
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
External flood list length 0
Area BACKBONE (0)
Number of interfaces in this area is 1
Area has no authentication
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SPF algorithm executed 2 times

Area ranges are

Number of LSA 5. Checksum Sum 0x 209a3

Number of opaque link LSA 0. Checksum Sum 0x 0
Number of DCbitless LSA 0

Number of indication LSA 0

Number of DoNotAge LSA 0

Flood list length 0

Configuring OSPF Area Parameters

Step 1

Step 2

You can configure several area parameters. These area parameters (shown in the following task table)
include setting authentication, defining stub areas, and assigning specific costs to the default summary
route. Authentication provides password-based protection against unauthorized access to an area.

Stub areas are areas into which information on external routes is not sent. Instead, there is a default
external route generated by the ABR, into the stub area for destinations outside the autonomous system.
To take advantage of the OSPF stub area support, default routing must be used in the stub area. To further
reduce the number of LSAs sent into a stub area, you can configure the no-summary keyword of the
area stub command on the ABR to prevent it from sending summary link advertisement (LSA type 3)
into the stub area.

To specify area parameters for your network, perform the following steps:

If you have not already done so, enter the router configuration mode for the OSPF process you want to
configure by entering the following command:

hostname (config)# router ospf process_id

Enter any of the following commands:
¢ To enable authentication for an OSPF area, enter the following command:

hostname (config-router)# area area-id authentication

e To enable MD5 authentication for an OSPF area, enter the following command:

hostname (config-router)# area area-id authentication message-digest

e To define an area to be a stub area, enter the following command:
hostname (config-router)# area area-id stub [no-summary]

e To assign a specific cost to the default summary route used for the stub area, enter the following
command:

hostname (config-router)# area area-id default-cost cost

The cost is an integer from 1 to 65535. The default is 1.

The following example shows how to configure the OSPF area parameters:

hostname (config)# router ospf 2
hostname (config-router)# area 0 authentication
hostname (config-router)# area 0 authentication message-digest
hostname (config-router)# area 17 stub
( ) #

hostname (config-router area 17 default-cost 20
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Configuring OSPF NSSA

Step 1

Step 2

The OSPF implementation of an NSSA is similar to an OSPF stub area. NSSA does not flood type 5
external LSAs from the core into the area, but it can import autonomous system external routes in a
limited way within the area.

NSSA imports type 7 autonomous system external routes within an NSSA area by redistribution. These
type 7 LSAs are translated into type 5 LSAs by NSSA ABRs, which are flooded throughout the whole
routing domain. Summarization and filtering are supported during the translation.

You can simplify administration if you are an ISP or a network administrator that must connect a central
site using OSPF to a remote site that is using a different routing protocol using NSSA.

Before the implementation of NSSA, the connection between the corporate site border router and the
remote router could not be run as an OSPF stub area because routes for the remote site could not be
redistributed into the stub area, and two routing protocols needed to be maintained. A simple protocol
such as RIP was usually run and handled the redistribution. With NSSA, you can extend OSPF to cover
the remote connection by defining the area between the corporate router and the remote router as an
NSSA.

To specify area parameters for your network as needed to configure OSPF NSSA, perform the following
steps:

If you have not already done so, enter the router configuration mode for the OSPF process you want to
configure by entering the following command:

hostname (config)# router ospf process_id

Enter any of the following commands:

¢ To define an NSSA area, enter the following command:

hostname (config-router)# area area-id nssa [no-redistribution]
[default-information-originate]

e To summarize groups of addresses, enter the following command:
hostname (config-router)# summary address ip address mask [not-advertise] [tag tag]
This command helps reduce the size of the routing table. Using this command for OSPF causes an

OSPF ASBR to advertise one external route as an aggregate for all redistributed routes that are
covered by the address.

OSPF does not support summary-address 0.0.0.0 0.0.0.0.

In the following example, the summary address 10.1.0.0 includes address 10.1.1.0, 10.1.2.0,
10.1.3.0, and so on. Only the address 10.1.0.0 is advertised in an external link-state advertisement:

hostname (config-router)# summary-address 10.1.1.0 255.255.0.0

Before you use this feature, consider these guidelines:

— You can set a type 7 default route that can be used to reach external destinations. When
configured, the router generates a type 7 default into the NSSA or the NSSA area boundary
router.

- Every router within the same area must agree that the area is NSSA; otherwise, the routers will
not be able to communicate.
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Configuring Route Summarization Between OSPF Areas

Step 1

Step 2

Route summarization is the consolidation of advertised addresses. This feature causes a single summary
route to be advertised to other areas by an area boundary router. In OSPF, an area boundary router
advertises networks in one area into another area. If the network numbers in an area are assigned in a
way such that they are contiguous, you can configure the area boundary router to advertise a summary
route that covers all the individual networks within the area that fall into the specified range.

To define an address range for route summarization, perform the following steps:

If you have not already done so, enter the router configuration mode for the OSPF process you want to
configure by entering the following command:

hostname (config)# router ospf process_id

To set the address range, enter the following command:

hostname (config-router)# area area-id range ip-address mask [advertise | not-advertise]

The following example shows how to configure route summarization between OSPF areas:

hostname (config)# router ospf 1
hostname (config-router)# area 17 range 12.1.0.0 255.255.0.0

Configuring Route Summarization When Redistributing Routes into OSPF

Step 1

Step 2

When routes from other protocols are redistributed into OSPF, each route is advertised individually in
an external LSA. However, you can configure the security appliance to advertise a single route for all
the redistributed routes that are covered by a specified network address and mask. This configuration

decreases the size of the OSPF link-state database.

To configure the software advertisement on one summary route for all redistributed routes covered by a
network address and mask, perform the following steps:

If you have not already done so, enter the router configuration mode for the OSPF process you want to
configure by entering the following command:

hostname (config)# router ospf process_id

To set the summary address, enter the following command:

hostname (config-router)# summary-address ip address mask [not-advertise] [tag tag]

OSPF does not support summary-address 0.0.0.0 0.0.0.0.

The following example shows how to configure route summarization. The summary address 10.1.0.0
includes address 10.1.1.0, 10.1.2.0, 10.1.3.0, and so on. Only the address 10.1.0.0 is advertised in an
external link-state advertisement:

hostname (config)# router ospf 1
hostname (config-router)# summary-address 10.1.0.0 255.255.0.0
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Generating a Default Route

Step 1

Step 2

You can force an autonomous system boundary router to generate a default route into an OSPF routing
domain. Whenever you specifically configure redistribution of routes into an OSPF routing domain, the
router automatically becomes an autonomous system boundary router. However, an autonomous system
boundary router does not by default generate a default route into the OSPF routing domain.

To generate a default route, perform the following steps:

If you have not already done so, enter the router configuration mode for the OSPF process you want to
configure by entering the following command:

hostname (config)# router ospf process_id
To force the autonomous system boundary router to generate a default route, enter the following
command:

hostname (config-router)# default-information originate [always] [metric metric-valuel
[metric-type {1 | 2}] [route-map map-name]

The following example shows how to generate a default route:

hostname (config)# router ospf 2
hostname (config-router)# default-information originate always

Configuring Route Calculation Timers

Step 1

Step 2

You can configure the delay time between when OSPF receives a topology change and when it starts an
SPF calculation. You also can configure the hold time between two consecutive SPF calculations.

To configure route calculation timers, perform the following steps:

If you have not already done so, enter the router configuration mode for the OSPF process you want to
configure by entering the following command:

hostname (config)# router ospf process_id

To configure the route calculation time, enter the following command:

hostname (config-router)# timers spf spf-delay spf-holdtime

The spf-delay is the delay time (in seconds) between when OSPF receives a topology change and when
it starts an SPF calculation. It can be an integer from O to 65535. The default time is 5 seconds. A value
of 0 means that there is no delay; that is, the SPF calculation is started immediately.

The spf-holdtime is the minimum time (in seconds) between two consecutive SPF calculations. It can be
an integer from 0 to 65535. The default time is 10 seconds. A value of 0 means that there is no delay;
that is, two SPF calculations can be done, one immediately after the other.

The following example shows how to configure route calculation timers:

hostname (config)# router ospf 1
hostname (config-router)# timers spf 10 120

[ oL-6721-02

Cisco Security Appliance Command Line Configuration Guide g



Chapter8  Configuring IP Routing and DHCP Services |

W Configuring OSPF

Logging Neighbors Going Up or Down

Step 1

Step 2

By default, the system sends a system message when an OSPF neighbor goes up or down.

Configure this command if you want to know about OSPF neighbors going up or down without turning
on the debug ospf adjacency command. The log-adj-changes router configuration command provides
a higher level view of the peer relationship with less output. Configure log-adj-changes detail if you
want to see messages for each state change.

To log neighbors going up or down, perform the following steps:

If you have not already done so, enter the router configuration mode for the OSPF process you want to
configure by entering the following command:

hostname (config)# router ospf process_id

To configure logging for neighbors going up or down, enter the following command:

hostname (config-router)# log-adj-changes [detail]

~

Note Logging must be enabled for the the neighbor up/down messages to be sent.

The following example shows how to log neighbors up/down messages:

hostname (config)# router ospf 1
hostname (config-router)# log-adj-changes detail

Displaying OSPF Update Packet Pacing

OSPF update packets are automatically paced so they are not sent less than 33 milliseconds apart.
Without pacing, some update packets could get lost in situations where the link is slow, a neighbor could
not receive the updates quickly enough, or the router could run out of buffer space. For example, without
pacing packets might be dropped if either of the following topologies exist:

¢ A fast router is connected to a slower router over a point-to-point link.
e During flooding, several neighbors send updates to a single router at the same time.

Pacing is also used between resends to increase efficiency and minimize lost retransmissions. You also
can display the LSAs waiting to be sent out an interface. The benefit of the pacing is that OSPF update
and retransmission packets are sent more efficiently.

There are no configuration tasks for this feature; it occurs automatically.

To observe OSPF packet pacing by displaying a list of LSAs waiting to be flooded over a specified
interface, enter the following command:

hostname# show ospf flood-list if_ name
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Monitoring OSPF

You can display specific statistics such as the contents of IP routing tables, caches, and databases. You
can use the information provided to determine resource utilization and solve network problems. You can
also display information about node reachability and discover the routing path that your device packets
are taking through the network.

To display various routing statistics, perform one of the following tasks, as needed:

To display general information about OSPF routing processes, enter the following command:
hostname# show ospf [process-id [area-id]]

To display the internal OSPF routing table entries to the ABR and ASBR, enter the following
command:

hostname# show ospf border-routers

To display lists of information related to the OSPF database for a specific router, enter the following
command:

hostname# show ospf [process-id [area-id]] database

To display a list of LSAs waiting to be flooded over an interface (to observe OSPF packet pacing),
enter the following command:

hostname# show ospf flood-list if-name

To display OSPF-related interface information, enter the following command:

hostname# show ospf interface [if_ name]

To display OSPF neighbor information on a per-interface basis, enter the following command:

hostname# show ospf neighbor [interface-name] [neighbor-id] [detail]

To display a list of all LSAs requested by a router, enter the following command:

hostname# show ospf request-list neighbor if name

To display a list of all LSAs waiting to be resent, enter the following command:

hostname# show ospf retransmission-list neighbor if name

To display a list of all summary address redistribution information configured under an OSPF
process, enter the following command:

hostname# show ospf [process-id] summary-address

To display OSPF-related virtual links information, enter the following command:

hostname# show ospf [process-id] virtual-links

Restarting the OSPF Process

To restart an OSPF process, clear redistribution, or counters, enter the following command:

hostname (config) # clear ospf pid {process | redistribution | counters
[neighbor [neighbor-interface] [neighbor-id]]}
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Configuring RIP

RIP Overview

Enabling RIP

This section describes how to configure RIP. This section includes the following topics:
e RIP Overview, page 8-16
e Enabling RIP, page 8-16

Devices that support RIP send routing-update messages at regular intervals and when the network
topology changes. These RIP packets contain information about the networks that the devices can reach,
as well as the number of routers or gateways that a packet must travel through to reach the destination
address. RIP generates more traffic than OSPF, but is easier to configure initially.

RIP has advantages over static routes because the initial configuration is simple, and you do not need to
update the configuration when the topology changes. The disadvantage to RIP is that there is more
network and processing overhead than static routing.

The security appliance uses a limited version of RIP; it does not send out RIP updates that identify the
networks that the security appliance can reach. However, you can enable one or both of the following
methods:

e Passive RIP—The security appliance listens for RIP updates but does not send any updates about its
networks out of the interface.

Passive RIP allows the security appliance to learn about networks to which it is not directly
connected.

e Default Route Updates—Instead of sending normal RIP updates that describe all the networks
reachable through the security appliance, the security appliance sends a default route to participating
devices that identifies the security appliance as the default gateway.

You can use the default route option with passive RIP, or alone. You might use the default route
option alone if you use static routes on the security appliance, but do not want to configure static
routes on downstream routers. Typically, you would not enable the default route option on the
outside interface, because the security appliance is not typically the default gateway for the upstream
router.

To enable RIP on an interface, enter the following command:

hostname (config) # rip interface_name {default | passive} [version {1 | 2
[authentication {text | md5} key key_id]}]

You can enable both the passive and default modes of RIP on an interface by entering the rip command
twice, one time for each method. For example, enter the following commands:

hostname (config)# rip inside default version 2 authentication md5 scorpius 1
hostname (config)# rip inside passive version 2 authentication md5 scorpius 1

If you want to enable passive RIP on all interfaces, but only enable default routes on the inside interface,
enter the following commands:
hostname (config)# rip inside default version 2 authentication md5 scorpius 1

hostname (config)# rip inside passive version 2 authentication md5 scorpius 1
hostname (config)# rip outside passive version 2 authentication md5 scorpius 1
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Note  Before testing your configuration, flush the ARP caches on any routers connected to the security
appliance. For Cisco routers, use the clear arp command to flush the ARP cache.

You cannot enable RIP if OSPF is enabled.

Configuring Multicast Routing

This section describes how to configure multicast routing. This section includes the following topics:
e Multicast Routing Overview, page 8-17
e Enabling Multicast Routing, page 8-18
e Configuring IGMP Features, page 8-18
¢ Configuring Stub Multicast Routing, page 8-21
e Configuring a Static Multicast Route, page 8-21
¢ Configuring PIM Features, page 8-22

e For More Information about Multicast Routing, page 8-24

Multicast Routing Overview

The security appliance supports both stub multicast routing and PIM multicast routing. However, you
cannot configure both concurrently on a single security appliance.

Stub multicast routing provides dynamic host registration and facilitates multicast routing. When
configured for stub multicast routing, the security appliance acts as an IGMP proxy agent. Instead of
fully participating in multicast routing, the security appliance forwards IGMP messages to an upstream
multicast router, which sets up delivery of the multicast data. When configured for stub multicast
routing, the security appliance cannot be configured for PIM.

The security appliance supports both PIM-SM and bi-directional PIM. PIM-SM is a multicast routing
protocol that uses the underlying unicast routing information base or a separate multicast-capable
routing information base. It builds unidirectional shared trees rooted at a single Rendezvous Point per
multicast group and optionally creates shortest-path trees per multicast source.

Bi-directional PIM is a variant of PIM-SM that builds bi-directional shared trees connecting multicast
sources and receivers. Bi-directional trees are built using a DF election process operating on each link
of the multicast topology. With the assistance of the DF, multicast data is forwarded from sources to the
Rendezvous Point, and therefore along the shared tree to receivers, without requiring source-specific
state. The DF election takes place during Rendezvous Point discovery and provides a default route to the
Rendezvous Point.

Note  If the security appliance is the PIM RP, use the untranslated outside address of the security appliance as
the RP address.
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Enabling Multicast Routing

Enabling multicast routing lets the security appliance forward multicast packets. Enabling multicast
routing automatically enables PIM and IGMP on all interfaces. To enable multicast routing, enter the
following command:

hostname (config)# multicast-routing
The number of entries in the multicast routing tables are limited by the amount of RAM on the system.

Table 8-1 lists the maximum number of entries for specific multicast tables based on the amount of RAM
on the security appliance. Once these limits are reached, any new entries are discarded.

Table 8-1 Entry Limits for Multicast Tables
Table 16 MB (128 MB 128+ MB
MFIB 1000 3000 5000

IGMP Groups | 1000 |3000 5000
PIM Routes {3000 |7000 12000

Configuring IGMP Features

IP hosts use IGMP to report their group memberships to directly connected multicast routers. IGMP uses
group addresses (Class D IP address) as group identifiers. Host group address can be in the range
224.0.0.0 to 239.255.255.255. The address 224.0.0.0 is never assigned to any group. The address
224.0.0.1 is assigned to all systems on a subnet. The address 224.0.0.2 is assigned to all routers on a
subnet.

When you enable multicast routing on the security appliance, IGMP Version 2 is automatically enabled
on all interfaces.

Note  Only the no igmp command appears in the interface configuration when you use the show run
command. If the multicast-routing command appears in the device configuration, then IGMP is
automatically enabled on all interfaces.

This section describes how to configure optional IGMP setting on a per-interface basis. This section
includes the following topics:

e Disabling IGMP on an Interface, page 8-19

e Configuring Group Membership, page 8-19

e Configuring a Statically Joined Group, page 8-19

e Controlling Access to Multicast Groups, page 8-19

e Limiting the Number of IGMP States on an Interface, page 8-20
e Modifying the Query Interval and Query Timeout, page 8-20

e Changing the Query Response Time, page 8-21

e Changing the IGMP Version, page 8-21

Cisco Security Appliance Command Line Configuration Guide
oL-6721-02 |



| Chapter8

Configuring IP Routing and DHCP Services

Configuring Multicast Routing

Disabling IGMP on an Interface

~

Note

You can disable IGMP on specific interfaces. This is useful if you know that you do not have any
multicast hosts on a specific interface and you want to prevent the security appliance from sending host
query messages on that interface.

To disable IGMP on an interface, enter the following command:

hostname (config-if) # no igmp

To reenable IGMP on an interface, enter the following command:

hostname (config-if)# igmp

Only the no igmp command appears in the interface configuration.

Configuring Group Membership

You can configure the security appliance to be a member of a multicast group. Configuring the security
appliance to join a multicast group causes upstream routers to maintain multicast routing table
information for that group and keep the paths for that group active.

To have the security appliance join a multicast group, enter the following command:

hostname (config-if)# igmp join-group group-address

Configuring a Statically Joined Group

Sometimes a group member cannot report its membership in the group, or there may be no members of
a group on the network segment, but you still want multicast traffic for that group to be sent to that
network segment. You can have multicast traffic for that group sent to the segment in one of two ways:

¢ Using the igmp join-group command (see Configuring Group Membership, page 8-19). This causes
the security appliance to accept and to forward the multicast packets.

e Using the igmp static-group command. The security appliance does not accept the multicast
packets but rather forwards them to the specified interface.

To configure a statically joined multicast group on an interface, enter the following command:

hostname (config-if)# igmp static-group group-address

Controlling Access to Multicast Groups

Step 1

To control the multicast groups that hosts on the security appliance interface can join, perform the
following steps:

Create an access list for the multicast traffic. You can create more than one entry for a single access list.
You can use extended or standard access lists.

e To create a standard access list, enter the following command:

hostname (config) # access-list name standard [permit | denyl ip addr mask

The ip_addr argument is the IP address of the multicast group being permitted or denied.
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e To create an extended access list, enter the following command:
hostname (config)# access-list name extended [permit | deny] protocol src_ip addr
src_mask dst_ip_addr dst_mask
The dst_ip_addr argument is the IP address of the multicast group being permitted or denied.
Step2  Apply the access list to an interface by entering the following command:

hostname (config-if)# igmp access-group acl

The acl argument is the name of a standard or extended IP access list.

Limiting the Number of IGMP States on an Interface

You can limit the number of IGMP states resulting from IGMP membership reports on a per-interface
basis. Membership reports exceeding the configured limits are not entered in the IGMP cache and traffic
for the excess membership reports is not forwarded.

To limit the number of IGMP states on an interface, enter the following command:

hostname (config-if)# igmp limit number

Valid values range from 0 to 500, with 500 being the default value. Setting this value to O prevents
learned groups from being added, but manually defined memberships (using the igmp join-group and
igmp static-group commands) are still permitted. The no form of this command restores the default
value.

Modifying the Query Interval and Query Timeout

The security appliance sends query messages to discover which multicast groups have members on the
networks attached to the interfaces. Members respond with IGMP report messages indicating that they
want to receive multicast packets for specific groups. Query messages are addressed to the all-systems
multicast group, which has an address of 224.0.0.1, with a time-to-live value of 1.

These messages are sent periodically to refresh the membership information stored on the security
appliance. If the security appliance discovers that there are no local members of a multicast group still
attached to an interface, it stops forwarding multicast packet for that group to the attached network and
it sends a prune message back to the source of the packets.

By default, the PIM designated router on the subnet is responsible for sending the query messages. By
default, they are sent once every 125 seconds. To change this interval, enter the following command:

hostname (config-if)# igmp query-interval seconds
If the security appliance does not hear a query message on an interface for the specified timeout value

(by default, 255 seconds), then the security appliance becomes the designated router and starts sending
the query messages. To change this timeout value, enter the following command:

hostname (config-if)# igmp query-timeout seconds

Note  The igmp query-timeout and igmp query-interval commands require IGMP Version 2.
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Changing the Query Response Time

By default, the maximum query response time advertised in IGMP queries is 10 seconds. If the security
appliance does not receive a response to a host query within this amount of time, it deletes the group.

To change the maximum query response time, enter the following command:

hostname (config-if)# igmp query-max-response-time seconds

Changing the IGMP Version

By default, the security appliance runs IGMP Version 2, which enables several additional features such
as the igmp query-timeout and igmp query-interval commands.

All multicast routers on a subnet must support the same version of IGMP. The security appliance does
not automatically detect version 1 routers and switch to version 1. However, a mix of IGMP Version 1
and 2 hosts on the subnet works; the security appliance running IGMP Version 2 works correctly when
IGMP Version 1 hosts are present.

To control which version of IGMP is running on an interface, enter the following command:

hostname (config-if)# igmp version {1 | 2}

Configuring Stub Multicast Routing

N

Note

A security appliance acting as the gateway to the stub area does not need to participate in PIM. Instead,
you can configure it to act as an IGMP proxy agent and forward IGMP messages from hosts connected
on one interface to an upstream multicast router on another. To configure the security appliance as an
IGMP proxy agent, forward the host join and leave messages from the stub area interface to an upstream
interface.

To forward the host join and leave messages, enter the following command from the interface attached
to the stub area:

hostname (config-if)# igmp forward interface if_ name

Stub Multicast Routing and PIM are not supported concurrently.

Configuring a Static Multicast Route

When using PIM, the security appliance expects to receive packets on the same interface where it sends
unicast packets back to the source. In some cases, such as bypassing a route that does not support
multicast routing, you may want unicast packets to take one path and multicast packets to take another.

Static multicast routes are not advertised or redistributed.
To configure a static multicast route for PIM, enter the following command:

hostname (config)# mroute src_ip src_mask input_if name [distance]

To configure a static multicast route for a stub area, enter the following command:

hostname (config) # mroute src_ip src _mask input_if name [dense output_if name] [distance]
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)

Note  The dense output_if name keyword and argument pair is only supported for stub multicast routing.

Configuring PIM Features

Routers use PIM to maintain forwarding tables for forwarding multicast diagrams. When you enable
multicast routing on the security appliance, PIM and IGMP are automatically enabled on all interfaces.

S

Note  PIM is not supported with PAT. The PIM protocol does not use ports and PAT only works with protocols
that use ports.

This section describes how to configure optional PIM settings. This section includes the following
topics:

¢ Disabling PIM on an Interface, page 8-22

e Configuring a Static Rendezvous Point Address, page 8-22
e Configuring the Designated Router Priority, page 8-23

e Filtering PIM Register Messages, page 8-23

e Configuring PIM Message Intervals, page §8-23

Disabling PIM on an Interface

You can disable PIM on specific interfaces. To disable PIM on an interface, enter the following
command:

hostname (config-if)# no pim

To reenable PIM on an interface, enter the following command:

hostname (config-if)# pim

)

Note  Only the no pim command appears in the interface configuration.

Configuring a Static Rendezvous Point Address

All routers within a common PIM sparse mode or bidir domain require knowledge of the PIM RP
address. The address is statically configured using the pim rp-address command.

N

Note  The security appliance does not support Auto-RP or PIM BSR; you must use the pim rp-address
command to specify the RP address.

You can configure the security appliance to serve as RP to more than one group. The group range
specified in the access list determines the PIM RP group mapping. If an access list is not specified, then
the RP for the group is applied to the entire multicast group range (224.0.0.0/4).
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To configure the address of the PIM PR, enter the following command:

hostname (config)# pim rp-address ip address [acl] [bidir]

The ip_address argument is the unicast IP address of the router to be a PIM RP. The acl argument is the
name or number of an access list that defines which multicast groups the RP should be used with.
Excluding the bidir keyword causes the groups to operate in PIM sparse mode.

The security appliance always advertises the bidir capability in the PIM hello messages regardless of the
actual bidir configuration.

Configuring the Designated Router Priority

The DR is responsible for sending PIM register, join, and prune messaged to the RP. When there is more
than one multicast router on a network segment, there is an election process to select the DR based on
DR priority. If multiple devices have the same DR priority, then the device with the highest IP address
becomes the DR.

By default, the security appliance has a DR priority of 1. You can change this value by entering the
following command:

hostname (config-if)# pim dr-priority num

The num argument can be any number from 1 to 4294967294.

Filtering PIM Register Messages

You can configure the security appliance to filter PIM register messages. To filter PIM register messages,
enter the following command:

hostname (config)# pim accept-register {list acl \ route-map map-name}

Configuring PIM Message Intervals

Router query messages are used to elect the PIM DR. The PIM DR is responsible for sending router
query messages. By default, router query messages are sent every 30 seconds. You can change this value
by entering the following command:

hostname (config-if)# pim hello-interval seconds

Valid values for the seconds argument range from 1 to 3600 seconds.

Every 60 seconds, the security appliance sends PIM join/prune messages. To change this value, enter the
following command:

hostname (config-if)# pim join-prune-interval seconds

Valid values for the seconds argument range from 10 to 600 seconds.
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For More Information about Multicast Routing

The following RFCs from the IETF provide technical details about the IGMP and multicast routing
standards used for implementing the SMR feature:

e RFC 2236 IGMPv2

e RFC 2362 PIM-SM

e RFC 2588 IP Multicast and Firewalls

e RFC 2113 IP Router Alert Option

e [ETF draft-ietf-idmr-igmp-proxy-01.txt

Configuring DHCP

DHCP provides network configuration parameters, such as IP addresses, to DHCP clients. The security
appliance can provide a DHCP server or DHCP relay services to DHCP clients attached to security
appliance interfaces. The DHCP server provides network configuration parameters directly to DHCP
clients. DHCP relay passes DHCP requests received on one interface to an external DHCP server located
behind a different interface.

This section includes the following topics:
e Configuring a DHCP Server, page 8-24
¢ Configuring DHCP Relay Services, page 8-27

Configuring a DHCP Server

This section describes how to configure DHCP server provided by the security appliance. This section
includes the following topics:

e Enabling the DHCP Server, page 8-24
e Configuring DHCP Options, page 8-26
e Using Cisco IP Phones with a DHCP Server, page 8-26

Enabling the DHCP Server

The security appliance can act as a DHCP server. DHCP is a protocol that supplies network settings to
hosts including the host IP address, the default gateway, and a DNS server.

)

Note  The security appliance DHCP server does not support BOOTP requests.

In multiple context mode, you cannot enable the DHCP server or DHCP relay on an interface that is used
by more than one context.

You can configure a DHCP server on each interface of the security appliance. Each interface can have
its own pool of addresses to draw from. However the other DHCP settings, such as DNS servers, domain
name, options, ping timeout, and WINS servers, are configured globally and used by the DHCP server
on all interfaces.
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Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Configuring DHCP

You cannot configure a DHCP client or DHCP Relay services on an interface on which the server is
enabled. Additionally, DHCP clients must be directly connected to the interface on which the server is
enabled.

To enable the DHCP server on a given security appliance interface, perform the following steps:

Create a DHCP address pool. Enter the following command to define the address pool:

hostname (config)# dhcpd address ip address-ip_address interface name

The security appliance assigns a client one of the addresses from this pool to use for a given length of time.
These addresses are the local, untranslated addresses for the directly connected network.

The address pool must be on the same subnet as the security appliance interface.

(Optional) To specify the IP address(es) of the DNS server(s) the client will use, enter the following
command:

hostname (config)# dhcpd dns dnsl [dns2]

You can specify up to two DNS servers.

(Optional) To specify the IP address(es) of the WINS server(s) the client will use, enter the following
command:

hostname (config)# dhcpd wins winsl [wins2]

You can specify up to two WINS servers.

(Optional) To change the lease length to be granted to the client, enter the following command:
hostname (config)# dhcpd lease lease length

This lease equals the amount of time (in seconds) the client can use its allocated IP address before the
lease expires. Enter a value between 0 to 1,048,575. The default value is 3600 seconds.

(Optional) To configure the domain name the client uses, enter the following command:

hostname (config)# dhcpd domain domain_name

(Optional) To configure the DHCP ping timeout value, enter the following command:

hostname (config)# dhcpd ping timeout milliseconds

To avoid address conflicts, the security appliance sends two ICMP ping packets to an address before
assigning that address to a DHCP client. This command specifies the timeout value for those packets.

(Transparent Firewall Mode) Define a default gateway. To define the default gateway that is sent to
DHCEP clients, enter the following command:

hostname (config)# dhcpd option 3 ip gateway_ ip
If you do not use the DHCP option 3 to define the default gateway, DHCP clients use the IP address of
the management interface. The management interface does not route traffic.

To enable the DHCP daemon within the security appliance to listen for DHCP client requests on the
enabled interface, enter the following command:

hostname (config)# dhcpd enable interface_name
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For example, to assign the range 10.0.1.101 to 10.0.1.110 to hosts connected to the inside interface, enter
the following commands:

hostname (config
hostname (config

dhcpd domain example.com
dhcpd enable inside

hostname (config)# dhcpd address 10.0.1.101-10.0.1.110 inside
hostname (config)# dhcpd dns 209.165.201.2 209.165.202.129
hostname (config)# dhcpd wins 209.165.201.5
hostname (config)# dhcpd lease 3000

( ) #

( ) #

Configuring DHCP Options
You can configure the security appliance to send information for the DHCP options listed in RFC 2132.
The DHCP options fall into one of three categories:
e Options that return an IP address.
e Options that return a text string.
e Options that return a hexadecimal value.

The security appliance supports all three categories of DHCP options. To configure a DHCP option, do
one of the following:

e To configure a DHCP option that returns one or two IP addresses, enter the following command:

hostname (config)# dhcpd option code ip addr 1 [addr_ 2]

e To configure a DHCP option that returns a text string, enter the following command:

hostname (config)# dhcpd option code ascii text

e To configure a DHCP option that returns a hexadecimal value, enter the following command:

hostname (config)# dhcpd option code hex value

Note  The security appliance does not verify that the option type and value that you provide match the expected
type and value for the option code as defined in RFC 2132. For example, you can enter dhcpd option
46 ascii hello, and the security appliance accepts the configuration although option 46 is defined in
RFC 2132 as expecting a single-digit, hexadecimal value. For more information about the option codes
and their associated types and expected values, refer to RFC 2132.

Specific options, DHCP option 3, 66, and 150, are used to configure Cisco IP Phones. See the “Using
Cisco IP Phones with a DHCP Server” section on page 8-26 topic for more information about
configuring those options.

Using Cisco IP Phones with a DHCP Server

Enterprises with small branch offices that implement a Cisco IP Telephony Voice over IP solution
typically implement Cisco CallManager at a central office to control Cisco IP Phones at small branch
offices. This implementation allows centralized call processing, reduces the equipment required, and
eliminates the administration of additional Cisco CallManager and other servers at branch offices.
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Cisco IP Phones download their configuration from a TFTP server. When a Cisco IP Phone starts, if it
does not have both the IP address and TFTP server IP address preconfigured, it sends a request with
option 150 or 66 to the DHCP server to obtain this information.

e DHCP option 150 provides the IP addresses of a list of TFTP servers.
e DHCP option 66 gives the IP address or the hostname of a single TFTP server.
Cisco IP Phones might also include DHCP option 3 in their requests, which sets the default route.

Cisco IP Phones might include both option 150 and 66 in a single request. In this case, the security
appliance DHCP server provides values for both options in the response if they are configured on the
security appliance.

You can configure the security appliance to send information for most options listed in RFC 2132. The
following table shows the syntax for any option number, as well as the syntax for commonly-used
options 66,150, and 3:

¢ To provide information for DHCP requests that include an option number as specified in RFC-2132,
enter the following command:

hostname (config)# dhcpd option number value

e To provide the IP address or name of a TFTP server for option 66, enter the following command:
hostname (config)# dhcpd option 66 ascii server_ name

¢ To provide the IP address or names of one or two TFTP servers for option 150, enter the following
command:
hostname (config)# dhcpd option 150 ip server ipl [server ip2]
The server_ipl is the IP address or name of the primary TFTP server while server_ip2 is the

IP address or name of the secondary TFTP server. A maximum of two TFTP servers can be
identified using option 150.

e To provide set the default route, enter the following command:

hostname (config)# dhcpd option 3 ip router ipl

Configuring DHCP Relay Services

Note

A DHCP relay agent allows the security appliance to forward DHCP requests from clients to a router
connected to a different interface.

The following restrictions apply to the use of the DHCP relay agent:
e The relay agent cannot be enabled if the DHCP server feature is also enabled.

¢ Clients must be directly connected to the security appliance and cannot send requests through
another relay agent or a router.

¢ For multiple context mode, you cannot enable DHCP relay on an interface that is used by more than
one context.

DHCP Relay services are not available in transparent firewall mode. A security appliance in transparent
firewall mode only allows ARP traffic through; all other traffic requires an ACL. To allow DHCP
requests and replies through the security appliance in transparent mode, you need to configure two
ACLs, one that allows DCHP requests from the inside interface to the outside, and one that allows the
replies from the server in the other direction.

[ oL-6721-02
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W Configuring DHCP

Step 1

Step 2

Step 3

Step 4

To enable DHCP relay, perform the following steps:

To set the IP address of a DHCP server on a different interface from the DHCP client, enter the following
command:

hostname (config)# dhcprelay server ip_address 1f name

You can use this command up to 4 times to identify up to 4 servers.

To enable DHCP relay on the interface connected to the clients, enter the following command:
hostname (config)# dhcprelay enable interface

(Optional) To set the number of seconds allowed for relay address negotiation, enter the following
command:

hostname (config)# dhcprelay timeout seconds

(Optional) To change the first default router address in the packet sent from the DHCP server to the
address of the security appliance interface, enter the following command:

hostname (config)# dhcprelay setroute interface_name

This action allows the client to set its default route to point to the security appliance even if the DHCP
server specifies a different router.

If there is no default router option in the packet, the security appliance adds one containing the interface
address.

The following example enables the security appliance to forward DHCP requests from clients connected
to the inside interface to a DHCP server on the outside interface:
hostname (config)# dhcprelay server 201.168.200.4

hostname (config)# dhcprelay enable inside
hostname (config)# dhcprelay setroute inside

Configuring the DHCP Client

8-28

Note

To configure the security appliance interface as a DHCP client, perform the following steps:
hostname (config-if)# ip address dhcp [retry num] [setroute]
The optional retry num argument specifies the number of times the interface will attempt to contact a

DHCEP server. The default value is 4, the maximum value is 48. The setroute keyword causes the
security appliance to set the default route using the default gateway the DHCP server returns.

You cannot enable a DHCP server or DHCP Relay services on an interface that is configured as a DHCP
client.
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CHAPTER

Configuring IPv6

This chapter describes how to enable and configure IPv6 on the security appliance. IPv6 is available in
Routed firewall mode only.

This chapter includes the following sections:
e [Pv6-enabled Commands, page 9-1
e Configuring IPv6 on an Interface, page 9-2
e Configuring IPv6 Default and Static Routes, page 9-3
e Configuring IPv6 Access Lists, page 9-4
e Verifying the IPv6 Configuration, page 9-5
e Configuring a Dual IP Stack on an Interface, page 9-6
e [Pv6 Configuration Example, page 9-7

IPv6-enabled Commands

The following security appliance commands can accept and display IPv6 addresses:
e capture
e configure
¢ copy
e http
* name
e object-group
* ping
e show conn
e show local-host
e show tcpstat

e ssh

Cisco Security Appliance Command Line Configuration Guide
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I Configuring IPv6 on an Interface

e telnet
e tftp-server
e who

* write

When entering IPv6 addresses in commands that support them, simply enter the IPv6 address using
standard IPv6 notation, for example ping £e80::2e0:b6£f: fe01:3b7a. The security appliance correctly
recognizes and processes the IPv6 address. However, you must enclose the IPv6 address in square
brackets ([ ]) in the following situations:

¢ You need to specify a port number with the address, for example [fe80::2e0:b6ff:fe01:3b7a]:8080.

e The command uses a colon as a separator, such as the write net and config net commands. For
exanqﬂe,configure net [fe80::2e0:b6ff:fe01:3b7al:/tftp/config/pixconfig

The following commands were modified to work for IPv6:
e debug
e fragment
e ip verify
* mtu
e icmp (entered as ipv6 icmp)
The following inspection engines support IPv6:
e FTP
e HTTP
e ICMP
e SMTP
e TCP
e UDP

Configuring IPv6 on an Interface

~

Note

Step 1

Step 2

At a minimum, each interface needs to be configured with an IPv6 link-local address. Additionally, you
can add a site-local and global address to the interface.

The security appliance does not support IPv6 anycast addresses.

You can configure both IPv6 and IPv4 addresses on an interface.

To configure IPv6 on an interface, perform the following steps:

Enter interface configuration mode for the interface for which you are configuring the IPv6 addresses:
hostname (config)# interface if
Configure an IPv6 address for the interface. You can assign several IPv6 addresses to an interface, such

as an IPv6 link-local, site-local, and global address. However, at