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SNPA

Course Introduction

Overview

Securing Networks with PIX and ASA (SNPA) v4.0 provides the learner with the skills

necessary to configure, maintain, and operate PIX security appliances and ASA security
appliances.

Learner Skills and Knowledge

This subtopic lists the skills and knowledge that learners must possess to benefit fully from the
course. The subtopic also includes recommended Cisco learning offerings that learners should
complete in order to benefit fully from this course.

Learner Skills and Knowledge
ﬂ

» Cisco CCNA certification or the
equivalent knowledge

+ Basic knowledge of the Windows operating system

» Familiarity with networking and security terms
and concepts

Copyright © 2005, Cisco Systems, Inc. Cisco IP Telephony Troubleshooting (IPTT) v4.0
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Course Goal and Objectives

This topic describes the course goal and objectives.

Course Goal
ﬂ

“To provide the learner with the
skills necessary to configure,
maintain, and operate PIX and ASA
security appliances.”

Securing Networks with PIX and ASA v4.0

ms, Inc. All rights reserved SNPA v4.0—4

Upon completing this course, you will be able to meet these objectives:

®  Describe firewall technology and security appliance features

m  Describe security appliance models, option cards, and licenses

m  Configure security appliances to statically and dynamically translate IP addresses
m  Configure security appliances to control inbound and outbound traffic

m  Configure object groups to simplify ACL configuration

m  Explain the routing functionality of security appliances

m  Configure a modular policy in security appliances

m  Configure advanced protocol handling on security appliances

m  Configure AAA on security appliances

m  Configure active/standby, active/active, and stateful failover on security appliances
m  [oad and initialize IPS software on the AIP-SSM module

m  Configure security appliances for site-to-site VPNs, remote access VPNs, and WebVPNs
m  Configure client-to—security appliance VPNs

m  Configure security appliance management

m Install the Cisco Adaptive Security Device Manager and use it to configure and monitor a
security appliance

10 Securing Networks with PIX and ASA (SNPA) v4.0 © 2005, Cisco Systems, Inc.



Course Flow

This topic presents the suggested flow of the course materials.

Course Flow

ﬂ

Day 1 Day 2 Day 3 Day 4 Day 5
Course Lesson 5: Lesson 9: Lesson 13: Lesson 17:
Introduction Access Control Modular Policy Configuring ASA Cisco Security
Lesson 1: § Lists and Content Framework for WebVPN Appliance Device
A 2'5"'?;5:”“3’ Filtering Lesson 10: Lesson 14: Manager
nghnology and Lesson 6: Advanced Protocol Configuring Lesson 18:
M Features Object Grouping Handling Transparent AIP-SSM—Getting
Lesson 2: Firewall Started
Cisco PIX Security
Appliance and ASA
Adaptive Security
Appliance Families
Lunch
Lesson 3: Lesson 7: Lesson 11: Lesson 15: Lesson 19:
Getting Started Authentication, VPN Configuration Configuring Managing
with Cisco Authorization, Lesson 12: Security Contexts Security
Security and Accounting Configuring Lesson 16: Appliances
P Appliances Lesson 8: Security Appliance Failover
Lesson 4: Switching and Remote Access
M Translations and Routing Using Cisco Easy
Connections VPN

2005 Cisco Systems, Inc. All rights reserved SNPA v4.0—5

The schedule reflects the recommended structure for this course. This structure allows enough
time for the instructor to present the course information and for you to work through the lab
activities. The exact timing of the subject materials and labs depends on the pace of your
specific class.

Copyright © 2005, Cisco Systems, Inc. Cisco IP Telephony Troubleshooting (IPTT) v4.0
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Additional References

This topic presents the Cisco icons and symbols used in this course, as well as information on
where to find additional technical references.

Graphic Symbols
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Hub Modem Ethernet Link VPN Tunnel Network
Cloud
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Cisco Glossary of Terms

For additional information on Cisco terminology, refer to the Cisco Internetworking Terms and
Acronyms glossary of terms at
http://www.cisco.com/univercd/cc/td/doc/cisintwk/ita/index.htm.
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Lesson 1

Cisco Security Appliance
Technology and Features

Overview

This lesson describes the three technologies that firewall operation is based on: packet filtering,
proxy server, and stateful packet filtering. The lesson continues with a discussion of the
features of Cisco security appliances.

Objectives

Upon completing this lesson, you will be able to describe the general functionality provided by
firewalls and security appliances. This includes being able to meet these objectives:

m  Explain the functions of the three types of firewalls used to secure today’s computer
networks

m  Discuss the technology and features of Cisco security appliances

Copyright © 2005, Cisco Systems, Inc. Cisco IP Telephony Troubleshooting (IPTT) v4.0 13



Firewalls

This topic explains firewalls.

What Is a Firewall?

DMz
Network

networks.

{ | — ]
— Internet fe -Ii” 3
m
Outside 4 Inside
Network Network

A firewall is a system or group of systems
that manages access between two or more

SNPA v4.0—1-3

By conventional definition, a firewall is a partition made of fireproof material designed to
prevent the spread of fire from one part of a building to another. It can also be used to isolate

one compartment from another.

When applying the term to a computer network, a firewall is a system or group of systems that

manages access between two or more networks.

14 Securing Networks with PIX and ASA (SNPA) v4.0
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Firewall Technologies
ﬂ

Firewall operations are based on one of three
technologies:

- Packet filtering
* Proxy server
- Stateful packet filtering

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—1-4

Firewall operations are based on one of these three technologies.

m  Packet filtering: Limits information that is allowed into a network based on static packet
header information

®  Proxy server: Requests connections on behalf of the client on the inside of the firewall and
the Internet

m  Stateful packet filtering: Combines the best of packet filtering and proxy server
technologies

Copyright © 2005, Cisco Systems, Inc. Cisco IP Telephony Troubleshooting (IPTT) v4.0 15



Packet Filtering
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A firewall can use packet filtering to limit information that enters a network and information
moving from one segment of a network to another. Packet filtering uses access control lists
(ACLs), which allow a firewall to accept or deny access based on packet types and other
variables.

This method is effective when a protected network receives a packet from an unprotected
network. Any packet that is sent to the protected network and does not fit the criteria defined by
the ACLs is dropped.

Problems with packet filtering are as follows:

m  Arbitrary packets can be sent that fit the ACL criteria and therefore pass through the filter.
m  Packets can pass through the filter by being fragmented.

m  Complex ACLs are difficult to implement and maintain correctly.

m  Some services cannot be filtered.

16 Securing Networks with PIX and ASA (SNPA) v4.0 © 2005, Cisco Systems, Inc.



Proxy Server
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Requests connections on behalf of a client
that is inside the firewall and the Internet

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—1-6

A proxy server is a firewall device that examines packets at higher layers of the Open Systems
Interconnection (OSI) model. This device hides valuable data by requiring users to
communicate with a secure system by means of a proxy. Users gain access to the network by
going through a process that establishes session state, user authentication, and authorized
policy. This means that users connect to outside services via application programs (proxies)
that are running on the gateway that is connected to the outside unprotected zone.

Problems with the proxy server are as follows:

m  The proxy server creates a single point of failure, which means that if the entrance to the
network is compromised, then the entire network is compromised.

®  Adding new services to the firewall is difficult.

m  The proxy server performs more slowly under stress.

Copyright © 2005, Cisco Systems, Inc. Cisco IP Telephony Troubleshooting (IPTT) v4.0 17



Stateful Packet Filtering
ﬂ
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Stateful packet filtering is the method that is used by the Cisco security appliances. This
technology maintains complete session state. Each time a TCP or User Datagram Protocol
(UDP) connection is established for inbound or outbound connections, the information is
logged in a stateful session flow table.

The stateful session flow table, also known as the state table, contains the source and
destination addresses, port numbers, TCP sequencing information, and additional flags for each
TCP or UDP connection that is associated with that particular session. This information creates
a connection object, and consequently, all inbound and outbound packets are compared against
session flows in the stateful session flow table. Data is permitted through the firewall only if an
appropriate connection exists to validate its passage.

This method is effective for three reasons.
m [t works both on packets and on connections.
m [t operates at a higher performance level than packet filtering or using a proxy server.

m [t records data in a table for every connection and connectionless transaction. This table
serves as a reference point for determining if packets belong to an existing connection or
are from an unauthorized source.

18 Securing Networks with PIX and ASA (SNPA) v4.0 © 2005, Cisco Systems, Inc.



Security Appliance Overview

This topic discusses the basic concepts of security appliances.

Security Appliances: What Are Thex?

Cisco security appliances deliver enterprise-class security for
small-to-medium-sized business and enterprise networks in a
modular, purpose-built appliance. Some features of Cisco security
appliances are:

* Proprietary operating system

- Stateful packet inspection

» User-based authentication

* Protocol and application inspection
* Modular policy

 Virtual private networking

+ Security contexts (virtual firewalls)
- Stateful failover capabilities

« Transparent firewalls

- Web-based management solutions

ms, Inc. All rights reserv SNPA v4.0—1-9

The Cisco PIX 500 Series Security Appliances and the Cisco ASA 5500 Series Adaptive
Security Appliances (Cisco ASA security appliances) are a key element in the overall Cisco
end-to-end security solution. The market-leading Cisco security appliances provide enterprise-
class, integrated network security services—including stateful inspection firewalling, protocol
and application inspection, virtual private networks (VPNs), in-line intrusion prevention, and
rich multimedia and voice security—in cost-effective, easy-to-deploy solutions. Ranging from
compact “plug-and-play” desktop firewalls for small offices to carrier-class gigabit firewalls for
the most demanding enterprise and service-provider environments, Cisco security appliances
provide robust security, performance, and reliability for network environments of all sizes.

Some features of the Cisco PIX security appliances and ASA security appliances are as
follows:

m  Security, performance, and reliability in purpose-built security appliances
m  State-of-the-art stateful packet inspection
m  User-based authentication of inbound and outbound connections

m Integrated protocol and application inspection engines that examine packet streams at
Layers 4 through 7

m  Highly flexible and extensible next-generation security policy framework
m  Robust VPN for secure site-to-site and remote access connections

m  Multiple security contexts (virtual firewalls) within a single appliance

m  Stateful failover capabilities that ensure resilient network protection

m  Transparent deployment of security appliances into existing network environments without
requiring readdressing of the network

Copyright © 2005, Cisco Systems, Inc. Cisco IP Telephony Troubleshooting (IPTT) v4.0 19



m Integrated intrusion prevention to guard against popular Internet threats, such as denial of
service (DoS) attacks

®  Robust remote manageability using Cisco Adaptive Security Device Manager (ASDM),
Telnet, Secure Socket Layer (SSL), Secure Shell Protocol (SSH), Simple Network
Management Protocol (SNMP), and syslog

20 Securing Networks with PIX and ASA (SNPA) v4.0 © 2005, Cisco Systems, Inc.



Proprietary Operating System

Eliminates the risks associated with
general-purpose operating systems

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—1-10

The Cisco security appliance operating system is a non-UNIX, non-Windows NT, Cisco IOS
software-like operating system. Use of the Cisco security appliance operating system eliminates
the risks associated with general-purpose operating systems. It enables the PIX security
appliances and ASA security appliances to deliver outstanding performance with up to 500,000
simultaneous connections.

Copyright © 2005, Cisco Systems, Inc. Cisco IP Telephony Troubleshooting (IPTT) v4.0 21



Stateful Packet Inspection
ﬂ

The stateful packet inspection algorithm provides stateful
connection security:

— It tracks source and destination ports and addresses, TCP
sequence numbers, and additional TCP flags.

— It randomizes the initial TCP sequence number of each new
connection.

- By default, the stateful packet inspection algorithm allows
connections originating from hosts on inside (higher security
level) interfaces.

+ By default, the stateful packet inspection algorithm drops
connection attempts originating from hosts on outside (lower
security level) interfaces.

* The stateful packet inspection algorithm supports
authentication, authorization, and accounting.

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—1-11

The heart of the security appliance is the stateful packet inspection algorithm. The stateful
packet inspection algorithm maintains the secure perimeters between the networks that are
controlled by the security appliance. The connection-oriented stateful packet inspection
algorithm design creates session flows based on source and destination addresses. It randomizes
TCP sequence numbers, port numbers, and additional TCP flags before completion of the
connection. This function is always in operation, monitoring return packets to ensure that they
are valid, and allows one-way (inside to outside) connections without an explicit configuration
for each internal system and application. Randomizing of the TCP sequence numbers
minimizes the risk of a TCP sequence number attack. Because of the stateful packet inspection
algorithm, the security appliance is less complex and more robust than a packet filtering-
designed firewall.

Stateful packet filtering is a secure method of analyzing data packets that places extensive
information about a data packet into a table. Each time a TCP connection is established for
inbound or outbound connections through the security appliance, the information about the
connection is logged in a stateful session flow table. For a session to be established,
information about the connection must match information stored in the table. With this
methodology, the stateful filters work on the connections and not the packets, making it a more
stringent security method, with its sessions immune to hijacking.

Stateful packet filtering does the following:

m  Obtains the session-identifying parameters, IP addresses, and ports for each TCP
connection

m  Logs the data in a stateful session flow table and creates a session object
m  Compares the inbound and outbound packets against session flows in the connection table

m  Allows data packets to flow through the security appliance only if an appropriate
connection exists to validate their passage

m  Temporarily sets up a connection object until the connection is terminated

22
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Cut-Through Proxy Operation
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QD request to an ISP.

o

2. The security appliance
intercepts the connection.

I .
~ 3. At the application layer, the

security appliance prompts the
user for a username and
password. It then authenticates
the user against a RADIUS or
TACACS+ server and checks the
security policy.
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Enter username for CCO at www.com

User Name: I‘ student
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the security appliance. Communication then
takes place at a lower level of the OSI model.
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Cut-through proxy is a method of transparently verifying the identity of the users at the security
appliance and permitting or denying access to any TCP- or UDP-based applications. This is
also known as user-based authentication of inbound and outbound connections. Unlike a proxy
server, which analyzes every packet at the application layer of the OSI model, the security
appliance first challenges a user at the application layer. After the user is authenticated and the
policy is checked, the security appliance shifts the session flow to a lower layer of the OSI
model for dramatically faster performance. This allows security policies to be enforced on a
per-user-identification basis.

Connections must be authenticated with a user identification and password before they can be
established. The user identification and password is entered via an initial Hypertext Transfer
Protocol (HTTP), HTTP secure (HTTPS), Telnet, or File Transfer Protocol (FTP) connection.
This method eliminates the price performance impact that UNIX system-based firewalls impose
in similar configurations and allows a finer level of administrative control over connections.
The cut-through proxy method of the security appliance also leverages the authentication and
authorization services of the Cisco Secure Access Control Server (Cisco Secure ACS). The
security appliance is interoperable and scalable with IPSec, which includes an umbrella of
security and authentication protocols, such as Internet Key Exchange (IKE) and public key
infrastructure (PKI). The security appliance offers an IPSec-based VPN. Remote clients can
securely access corporate networks through their ISPs.

Copyright © 2005, Cisco Systems, Inc. Cisco IP Telephony Troubleshooting (IPTT) v4.0 23



Application-Aware Inspection
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+ Protocols such as FTP, HTTP, H.323, and SQL*Net need to negotiate
connections to dynamically assigned source or destination ports
through the firewall.

* The security appliance inspects packets above the network layer.

* The security appliance securely opens and closes negotiated ports for
legitimate client-server connections through the firewall.
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Today many corporations use the Internet for business transactions. For the corporations to
keep their internal networks secure from potential threats from the Internet, they can implement
firewalls on their internal network. Even though these firewalls help protect a corporation’s
internal networks from external threats, firewalls have caused problems as well. For example,
some of the protocols and applications that the corporations use to communicate are not
allowed through the firewalls. Specifically, protocols need to negotiate FTP, HTTP, H.323, and
SQL*Net connections to dynamically assigned source ports, destination ports, or I[P addresses,
through the firewall.

A good firewall has to inspect packets above the network layer and do the following as required
by the protocol or application:

m  Securely open and close negotiated ports or IP addresses for legitimate client-server
connections through the firewall

m  Use Network Address Translation (NAT)-relevant instances of an [P address inside a
packet

m  Use port address translation (PAT)-relevant instances of ports inside a packet
m Inspect packets for signs of malicious application misuse

You can configure the security appliance to allow the required protocols or applications
through the security appliance. This enables a corporation’s internal networks to remain secure
while still continuing day-to-day business over the Internet.

Securing Networks with PIX and ASA (SNPA) v4.0 © 2005, Cisco Systems, Inc.



Modular Policy
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Cisco PIX and ASA Security Appliance Software v7.0 introduces a highly flexible and
extensible next-generation security policy framework. It enables the construction of flow-based
policies that identify specific flows based on administrator-defined conditions, then apply a set
of services to that flow (such as inspection policies, VPN policies, quality of service [QoS]
policies, and more). In the figure, four traffic flows are identified: Internet traffic, system
engineer traffic, executive VPN traffic, and site-to-site voice traffic. Service policies were
applied to each of the flows—for example, in the site-to-site traffic flow, voice is given
priority; in the VPN flows, each group’s traffic throughput is policed; and Internet traffic
undergoes application inspection and is routed through an Intrusion Prevention System (IPS)
module. This provides significantly improved granular control over traffic flows and the
services performed on them. This new framework also enables inspection engines to have flow-
specific settings.
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A VPN is a service that offers secure, reliable connectivity over a shared public network
infrastructure such as the Internet. Because the infrastructure is shared, connectivity can be
provided at a cost that is lower than that of existing dedicated private networks. The security
appliance enables IPSec VPNs for both site-to-site and remote access networks. WebVPN
complements [PSec-based remote access by allowing secure remote access to corporate

network resources without the use of VPN client software (supported only on ASA security
appliances).
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Cisco PIX and ASA Security Appliance Software v7.0 introduces the ability to create multiple
security contexts (virtual firewalls) within a single appliance, with each context having its own
set of security policies, logical interfaces, and administrative domain. In the figure, the security
appliance on the right is logically divided into four virtual firewalls. This provides businesses
with a convenient way to consolidate multiple firewalls into a single physical appliance, yet to
retain the ability to manage each of these virtual instances separately. These capabilities are
only available on Cisco PIX 500 Series security appliances with either an unrestricted license
(UR license) or a failover license (FO license) and Cisco ASA 5520 and 5540 Adaptive
Security Appliances. This is a licensed feature, with multiple tiers of supported security

contexts (2, 5, 10, 20, and 50).
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Failover Capabilities: Active/Standby,
Active/Active, and Stateful Failover
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« Failover protects the network should the primary go offline.

— Active/standby—Only one unit can be actively processing traffic; the other is
hot standby.

— Active/Active—Both units can process traffic and serve as backup units.
- Stateful failover maintains operating state during failover.
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Failover provides a mechanism for the security appliance to be redundant by allowing two
identical security appliances, hardware and software, to serve the same functionality. The active
security appliance performs normal security functions while the standby security appliance
monitors, ready to take control should the active security appliance fail. Under the
active/standby failover model, only one security appliance actively processes user traffic while
the other unit acts as a hot standby, prepared to take over if the active unit fails. In the
active/standby example in the figure, the primary security appliance has failed and the
secondary security appliance becomes active. After the failure, all traffic flows through the
secondary security appliance.

Cisco PIX and ASA Security Appliance Software v7.0 supports a two-node active/active
failover configuration with two failover groups. The active/active failover feature requires
security contexts. The active/active example in the figure displays a two-security-appliance
failover cluster. Each security appliance has two contexts. Under normal conditions in each
security appliance, one context is active and the other is standby. One context actively
processes firewall traffic while the other context serves as a backup for the other security
appliance. As in the active/standby example, when one of the security appliances fails in an
active/active failover, the other security appliance will have both contexts active and will
process 100 percent of the traffic.

In both of these scenarios, the security appliance can be configured for stateful failover so that
active connections remain when failover occurs. The stateful feature passes per-connection
stateful information to the standby unit. After a failover occurs, the same connection
information must be available at the new unit.
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Cisco PIX and ASA Security Appliance Software v7.0 debuts the ability to deploy a security
appliance in a secure bridging mode as a Layer 2 device to provide rich Layers 2 through 7
security services for the protected network. This enables businesses to deploy security
appliances into existing network environments without requiring readdressing of the network.
Although the security appliance can be completely invisible to devices on both sides of a
protected network, administrators can manage it via an exposed IP address (which can be
hosted on a separate interface). Administrators also have the ability to specify Ethertype-based
ACLs for access control over Layer 2 devices and protocols.
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The ASDM browser-based configuration tool is designed to help you set up, configure, and
monitor your security appliances graphically, without requiring extensive knowledge of the

command-line interface (CLI) of the security appliance.

ASDM monitors and configures a single security appliance. You can use ASDM to create a
new configuration and to monitor and maintain current security appliances. You can point your
browser to more than one security appliance and administer several security appliances from a

single workstation.
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Summary

This topic summarizes what you learned in this lesson.

Summary

ﬂ

* There are three firewall technologies: packet
filtering, proxy server, and stateful packet filtering.

+ Features of the Cisco PIX Firewall Security
Appliances and ASA Security Appliances features
include the following: proprietary operating
system, stateful packet inspection, cut-through
proxy, stateful failover, modular policy, VPNs,
transparent firewall, security contexts, web-based
management, and stateful packet filtering.

Copyright © 2005, Cisco Systems, Inc. Cisco IP Telephony Troubleshooting (IPTT) v4.0 31



Lesson 2

Cisco PIX Security Appliance
and ASA Adaptive Security
Appliance Families

Overview

The purpose of this lesson is to introduce the Cisco PIX 500 Series Security Appliances, the
Cisco ASA 5500 Series Adaptive Security Appliances, and the Cisco Firewall Services
Module.

Objectives

Upon completing this lesson, you will be able to choose the most appropriate firewall appliance
and licensing for a given scenario. This includes being able to meet these objectives:

Identify the Cisco PIX Security Appliance and ASA Adaptive Security Appliance models
Describe the key features of the each security appliance

Identify the controls, connectors, and LEDs of each security appliance

Identify the interfaces of each security appliance

Identify the security appliance expansion cards

Explain the security appliance licensing options

Describe the key features of the Cisco Firewall Services Module
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Models and Features of Cisco Security
Appliances

This topic describes the Cisco PIX 500 Series Security Appliance family and the
Cisco ASA 5500 Adaptive Security Appliance family.

PIX Firewall Security Appliance Famil
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Price

PIX Firewall 515E

PIX Firewall 506E

PIX Firewall 501 Gigabit Ethernet

SOHO ROBO; SMB Enterprise SP.

Functionality

005 Cisco Systems, Inc. All rights reserved. SNPA v4.0—2-3

The Cisco PIX 500 Security Appliance series and Cisco ASA 5500 Series Adaptive Security
Appliance scale to meet a range of requirements and network sizes. The PIX 500 Series
Security Appliance family currently consists of five models: the PIX 501, 506E, 515E, 525, and
535 Security Appliances. The PIX 501 Security Appliance has an integrated 10/100BASE-T
port (I00BASE-T option is available in Cisco PIX Security Appliance Software v6.3) and an
integrated four-port 10/100 switch. The PIX 506E Security Appliance has dual integrated
10/100BASE-T ports (100BASE-T option is available in Cisco PIX Security Appliance
Software v6.3 for S06E only). The PIX 515E Security Appliance supports single-port or four-
port 10/100 Ethernet cards in addition to two integrated 10/100BASE-T ports. The PIX 525
Security Appliance supports single-port or four-port 10/100 Fast Ethernet and Gigabit Ethernet
in addition to two integrated 10/100BASE-T ports. The PIX 535 Security Appliance supports
Fast Ethernet and Gigabit Ethernet in addition to two integrated 10/100BASE-T ports. The PIX
515E, 525, and 535 Security Appliance models come with an integrated virtual private network
(VPN) Accelerator Plus card (VAC+).

The PIX Security Appliance is secure right out of the box. After a few installation procedures
and an initial configuration of six general commands, your PIX Security Appliance is
operational and protecting your network.

Note Cisco PIX and ASA Security Appliance Software v7.0 does not support PIX 501, 506, or
506E Security Appliances.
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The Cisco ASA 5500 Series Adaptive Security Appliance scales to meet a range of enterprise
requirements and network sizes. The ASA 5500 Security Appliance family currently consists of
three models: the ASA 5510, 5520, and 5540 Security Appliances. The ASA 5510 Security
Appliance has integrated 10/100BASE-T ports. The ASA 5520 and 5540 Security Appliances
support a single management 10/100 Fast Ethernet port and four Gigabit Ethernet ports. The
ASA 5500 Adaptive Security Appliance models also support Secure Socket Layer (SSL) VPNs
and an optional Advanced Inspection and Prevention Security Services Module (AIP-SSM).

The ASA Adaptive Security Appliance is secure right out of the box. After a few installation
procedures and an initial configuration of six general commands, your ASA Adaptive Security
Appliance is operational and protecting your network
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Cisco PIX Firewall 501 Securitx Appliance

+ Designed for small offices and
teleworkers

= 7500 concurrent connections
* 60-Mbps throughput
 Interface support
— Supports one 10/100BASE-T*

Ethernet interface (outside)
— Has four-port 10/100 switch E
(inside)
* VPN throughput
— 3-Mbps 3DES

— 4.5-Mbps 128-bit AES

* Ten simultaneous VPN peers

*100BASE-T speed option is available in release 6.3.
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The PIX 501 Security Appliance measures only 1.0 x 6.25 x 5.5 inches and weighs only 0.75
pounds, yet it delivers enterprise-class security for small offices and teleworkers. Ideal for
securing high-speed, “always on” broadband environments, the PIX 501 Security Appliance
delivers a multilayered defense for small office network environments through rich, integrated
security services, including stateful inspection firewall services, advanced application and
protocol inspection, site-to-site and remote access VPN, intrusion prevention, and robust
multimedia and voice security—all in a single, integrated solution.

The PIX 501 Security Appliance provides a convenient way for multiple computers to share a
single broadband connection. In addition to its RJ-45 9600-baud console port and its integrated
10/100BASE-T port (100BASE-T option is available in Cisco PIX Security Appliance
Software v6.3) for the outside interface, it features an integrated auto-sensing, auto-Medium
Dependent Interface Crossover (MDIX) four-port 10/100 switch for the inside interface. Auto-
MDIX support eliminates the need to use crossover cables with devices that are connected to
the switch.

The PIX 501 Security Appliance can also secure all network communications from remote
offices to corporate networks across the Internet using its standards-based Internet Key
Exchange (IKE) and IPSec VPN capabilities. Users can also enjoy plug-and-play networking
by taking advantage of the built-in Dynamic Host Configuration Protocol (DHCP) server
within the PIX Security Appliance, which automatically assigns network addresses to the
computers when they are powered on.

With PIX Security Appliance Software v6.3, there are several product licensing options
available. Choose an appropriate user license. Each user license supports a maximum number
of concurrent source IP addresses from the internal network to traverse through the PIX 501
Security Appliance. One can choose between a 10-user, 50-user, or unlimited-user license. For
VPN encryption, there are two options: Data Encryption Standard (DES), which supports 56-bit
DES encryption, or Triple DES (3DES), which supports both 168-bit 3DES and up to 256-bit
Advanced Encryption Standard (AES) encryption. Software licensing is covered in greater
detail later in this lesson.
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The PIX 501 Security Appliance comes with an integrated security lock slot for improved
physical security and contains 8 MB of Flash memory.

Note The cable lock for the security lock slot is not provided with the firewall.

Note The Cisco PIX 501 Security Appliance requires Cisco PIX Security Appliance Software
v6.1(1) or higher.

Note Prior to Cisco PIX Security Appliance Software v6.3, the outside interface was a half-duplex
10BASE-T Ethernet interface. With release 6.3, the outside interface can be configured for
half- or full-duplex and 10BASE-T or 100BASE-T. Enabling this feature requires an upgrade
to release 6.3.

Note PIX 501 Security Appliance does not support Cisco PIX and ASA Security Appliance
Software v7.0.
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PIX Firewall 501: Front Panel LEDs
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The behavior of the light emitting diodes (LEDs) on the front panel of the PIX 501 Security
Appliance is described here:

®m  POWER: When the device is powered on, the light is green.

m  LINK/ACT(ivity): When the light is flashing green, network activity (such as Internet
access) is present. When the light is green, the correct cable is in use and the connected
equipment has power and is operational. When the light is off, no link is established.

m 100 MBPS: When the light is green, the interface is enabled at 100 Mbps (autonegotiated).
When the light is off, the interface is enabled at 10 Mbps.

®m VPN TUNNEL: When the light is green, one or more IKE/IPSec VPN tunnels are
established. When the light is off, one or more IKE/IPSec VPN tunnels are disabled. If
the standard configuration has not been modified to support VPN tunnels, the LED does
not light up because it is disabled by default.

Note The VPN TUNNEL LED does not light up when Point-to-Point Tunneling Protocol (PPTP)

and Layer 2 Tunneling Protocol (L2TP) tunnels are established.
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PIX Firewall 501: Back Panel
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This figure shows the back panel of the PIX 501 Security Appliance. The following describes
the ports and other features:

Four-port 10/100 switch (RJ-45): Ports in the auto-sensing, auto-MDIX switch used for the
inside interface. Connect your PC or other network devices to one of the four switched
ports, which are numbered 1 through 4.

10/100BASE-T port (I00BASE-T option is available in Cisco PIX Security Appliance
Software v6.3): Port 0, a half- or full-duplex Ethernet port for the public network. The PIX
501 Security Appliance comes with a yellow Ethernet cable (72-1482-01) and an orange
Ethernet cable (72-3515-01). Use the yellow cable to connect the device to a switch or hub.
Use the orange cable to connect the device to a DSL modem, cable modem, or router.

Console port: RJ-45 9600-baud console port used to connect a computer to the PIX
Security Appliance for console operations.

Power connector: Used to attach the power supply cable to the PIX Security Appliance.
The PIX 501 Security Appliance does not have a power switch.

Security lock slot: A slot that accepts standard desktop cable locks to provide physical
security for small portable equipment, such as laptop computers.

Note When installing the PIX 501 Security Appliance, place the chassis on a flat, stable surface.

The chassis is not rack mountable.

Note Prior to Cisco PIX Security Appliance Software v6.3, the outside interface was a half-duplex

10BASE-T Ethernet interface. With release 6.3, the outside interface can be configured for
half- or full-duplex and 10BASE-T or 100BASE-T. Enabling this feature requires an upgrade
to release 6.3.
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PIX Firewall 506E Security Appliance

+ Is designed for remote offices and
small- to medium-sized businesses

« Provides 25,000 concurrent
connections

* Provides 100-Mbps clear text
throughput

* Supports Two interfaces
— 10/100BASE-T*
— Two VLANs*

* Provides VPN throughput
— 17-Mbps 3DES
— 30-Mbps 128-bit AES

* Provides 25 simultaneous VPN peers

*100BASE-T speed option is available in PIX Firewall Security Appliance Software
v6.3 for 506E only. Two VLANSs are supported in release 6.3(4).
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The Cisco PIX 506E Security Appliance delivers enterprise-class security for remote office,
branch office, and small- to medium-sized business networks, in a high-performance, easy-to-
deploy purpose-built appliance. Its unique desktop design supports two 10/100 Fast Ethernet
interfaces and two 802.1g-based virtual interfaces, making it an exceptional choice for
businesses requiring a cost-effective security solution with Demilitarized Zone (DMZ) support.
The Cisco PIX 506E Security Appliance delivers a multilayered defense for remote office,
branch office, and small- to medium-sized business network environments through rich,
integrated security services, including stateful inspection firewall services, advanced
application and protocol inspection, site-to-site and remote access VPNs, intrusion prevention,
and robust multimedia and voice security—all in a single, integrated solution.

Cisco PIX 506E Security Appliance license is provided in a single, unlimited-user license. With
PIX 506E Security Appliance, there are two VPN encryption options: DES, which supports 56-
bit DES encryption, and 3DES, which supports both 168-bit 3DES and up to 256-bit AES
encryption. Software licensing is covered in greater detail later in this lesson.

Note 100BASE-T port speed is available beginning with Cisco PIX Security Appliance Software
v6.3. Prior to release 6.3, the PIX 506E Security Appliance supported a port speed of
10BASE-T only. The 100BASE-T performance upgrade is software-based. No PIX Security
Appliance hardware upgrade is necessary. Beginning with Cisco PIX Security Appliance
Software v6.3(4), PIX 506E Security Appliance supports two VLANS.

Note The PIX 506 and 506E Security Appliances do not support Cisco PIX and ASA Security
Appliance Software v7.0.
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PIX Firewall 506E: Front Panel LEDs
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The behavior of the LEDs on the front panel of the PIX S06E Security Appliance is described
here:

®m  POWER: When the device is powered on, the light is green.

®  ACT(ive): When the software image has been loaded on the PIX 506E Security Appliance,
the light is green.

m  NETWORK: When at least one network interface is passing traffic, the light is green.
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On the PIX 506E Security Appliance, Ethernetl connects the inside and DMZ networks using
VLANS, and Ethernet0 is for the outside network. Use the console port to connect a computer
to enter configuration commands. The USB port to the left of the console port is not used.

The power connection is directly beneath the power switch. The PIX 506E Security Appliance
uses an external AC-to-DC power supply.

The LEDs on the back panel of the PIX 506E Security Appliance display the following
transmission states:

m  ACT(ivity): Shows network activity.
m  LINK: Shows that data is passing on the network to which the connector is attached.

Note 100BASE-T port speed is available beginning with Cisco PIX Security Appliance Software
v6.3. Prior to release 6.3, the PIX 506E Security Appliance supported a port speed of
10BASE-T only. The 100BASE-T performance upgrade is software-based. No PIX Security
Appliance hardware upgrade is necessary. Starting with software release 6.3(4), PIX 506E
Security Appliance supports two VLANSs.
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PIX Firewall 515E Security Appliance

- Is designed for small- to medium-sized
businesses and enterprise networks

* Provides 130,000 concurrent connections

* Provides 190-Mbps clear text throughput

* Provides Interface support
— Up to six 10/100 Fast Ethernet interfaces
~ Upto 25 VLANSs . —
— Up to five contexts

* Supports failover
— Active/standby
— Activel/active

+ Supports VPNs (2,000 tunnels)
— Site to site

— Remote access
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The Cisco PIX 515E Security Appliance delivers enterprise-class security for small- to
medium-sized business and enterprise networks, in a modular, purpose-built appliance.

Its versatile one-rack-unit (1RU) design supports up to six 10/100 Fast Ethernet interfaces,
making it an excellent choice for businesses that require a cost-effective, resilient security
solution with DMZ support.

The PIX 515E Security Appliance delivers a multilayered defense for small- to medium-sized
business and enterprise networks through rich integrated security services, including stateful
inspection firewalling, advanced application and protocol inspection, VPNs, intrusion
detection, and robust multimedia and voice security—all in a single, integrated solution.

The PIX 515E Security Appliance supports up to six 10/100 Ethernet ports. This allows for
more robust traffic configurations and establishes a protected DMZ for hosting a website or
performing URL filtering and virus detection. With the restricted license, it supports three
interfaces and ten VLANSs; with the unrestricted license (UR license), it supports six interfaces,
25 VLANS, and up to five security contexts. Software licensing and security contexts are
covered in greater detail later in this lesson.

This model also features integrated hardware-based IPSec acceleration, delivering VPN
performance of up to 130 Mbps while freeing system resources for other mission-critical
security functions. IPSec acceleration is provided by an integrated PIX Security Appliance
VAC+ or the PIX Security Appliance VAC. VAC and VAC+ are covered in greater detail later
in this lesson.

The PIX 515E Security Appliance is rack-mountable, comes with 16 MB of Flash memory, and
uses Trivial File Transfer Protocol (TFTP) for image download and upgrade.

Note When a PIX 515E Security Appliance is ordered, the order automatically includes a VAC+
unless specified otherwise.
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Note A software upgrade in the PIX 515E from Cisco PIX Security Appliance Software v6.3 to
Cisco PIX and ASA Security Appliance Software v7.0 requires a memory upgrade in the PIX
515E, from 32 MB to 64 MB in the security appliances with a restricted license and from 64
MB to128 MB in those with a UR license.

PIX Firewall 515E: Front Panel LEDs
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The behavior of the LEDs on the front panel of the PIX 515E Security Appliance is described
here:

®m  POWER: When the device is powered on, the light is green.

®  ACT(ive): When the PIX Security Appliance is used in a standalone configuration, the light
is green. When the PIX Security Appliance is configured for failover operations, the light is
green on the active PIX Security Appliance.

m  NETWORK: The light is green when at least one network interface is passing traffic.
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PIX Firewall 515E: Back Panel

==\

1

Expansion Slots

Fixed Interfaces

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—2-13

The PIX 515E Security Appliance back panel can be logically divided into two sections, fixed
interfaces and expansion slots. The fixed interfaces provide two 10/100BASE-TX Ethernet
ports, a console port and a failover connector. The expansion slots provide two 32-bit 33-MHz
protocol control information (PCI) slots. These PCI slots support easy installation of additional
network interfaces and VAC or VAC+. Fixed interfaces and expansion slot option cards are
covered in greater detail later in this lesson.
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This figure shows the fixed interfaces of the PIX 515E Security Appliance. The following

describes the ports, LEDs, and other fixed interface features:

m  Ethernet connections: With software versions 5.2 and higher, any port, whether a fixed port

or a PCI expansion port, and any interface type can be assigned to be the inside or outside

network port.

m  Console port: Used to connect a computer to the PIX Security Appliance for console

operations.

m  Failover connection: Used to attach a failover cable between two PIX Security Appliances.

® 100 Mbps LED: 100-Mbps, 100BASE-TX communication for the respective connector. If
the light is off, the PIX 515E Security Appliance uses 10-Mbps data exchange.

m Link LED: Indicates that data is passing on the network to which the connector is attached.

m  FDX LED: Indicates that the connection uses full-duplex data exchange (data can be

transmitted and received simultaneously). If the light is off, half-duplex is in effect.

m  Power switch: Controls the power to the PIX Security Appliance.

Note

The USB port to the left of the console port and the detachable plate above the Ethernet1

connector are for future PIX Security Appliance enhancements.
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PIX Firewall 515E: Expansion Slot
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The two expansion slots support Fast Ethernet expansion option cards and hardware VACs.
The features of both cards are as follows:

m  Fast Ethernet expansion option cards: Support the easy installation of additional network
interfaces. The Fast Ethernet expansion option cards include single-port (1FE) and four-
port Fast Ethernet (4FE) cards. The 4FE interface card delivers increased port density
for each PCI slot. There are two versions of the 4FE card. The 4FE card operates at 33-
MHz. The 4FE-66 card is a higher performance card that operates at 66-MHz. With the
restricted license, the PIX 515E Security Appliance supports one additional expansion
network port. With the UR license, the PIX 515E Security Appliance supports up to four
additional expansion network ports.

m  Hardware VACs: Deliver high-performance VPN services via support of VAC and VAC+.
The hardware-based VAC and VAC+ handle the voluminous mathematical functions
required for IPSec. Offloading encryption functions to the VAC and VAC+ improves [PSec
encryption processing. The VAC provides 56-bit DES and 168-bit 3DES encryption. The
VAC has a 32-bit, 33-MHz PCI interface. The VAC+, in addition to supporting DES and
3DES, also provides 128-, 192-, and 256-bit AES encryption. The VAC+ has a 64-bit, 66-
MHz PCI interface. The VAC+ is supported in Cisco PIX Security Appliance Software
v6.3(1) or later. VAC and VAC+ are limited to one card per 515E, 525, and 535 chassis.
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PIX Firewall 515E: Fast Ethernet Card Port

Numbering
Ethernet 2
Single-port ‘m/
glep | &= = wap
Card || P -
Ethernet 3
Ethernet 5
Ethernet 3
-
Quad-port e
e II| e o |
Card oo L;:TQ_ ;
Ethernet 2
Ethernet 4

 PIX Firewall 515E Security Appliance option cards require the UR license.

If one or two 1FE cards are installed in the auxiliary assembly at the left rear of the PIX

Security Appliance, the cards are numbered top to bottom; therefore, the top card is Ethernet2
and the bottom card is Ethernet3.

The quad-port card is a 4FE card. When you connect the perimeter network cables to this card,
you begin with the far left connector and move right. For example, Ethernet2 will go in the far
left connector, Ethernet3 in the second connector from the left, and so on.

Note The maximum number of allowed interfaces is six. Additional interfaces will not be
recognized.
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PIX Firewall 525 Security Appliance

 Is designed for enterprise networks

+ Provides 280,000 concurrent connections

* Provides 330-Mbps clear text throughput

* Provides Interface support
— Up to ten 10/100 Fast Ethernet interfaces
— Up to 100 VLANs

— Up to 50 contexts
* Supports failover
— Active/standby
— Activel/active
» Supports VPNs (2,000 tunnels)
— Site to site

— Remote access
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The Cisco PIX 525 Security Appliance delivers enterprise-class security for medium- to large-
sized enterprise networks, in a reliable, purpose-built appliance. Its modular two-

rack-unit (2RU) design incorporates two 10/100 Fast Ethernet interfaces and supports a
combination of additional 10/100 Fast Ethernet interfaces and Gigabit Ethernet interfaces,
making it an ideal choice for businesses requiring a high-performance, Gigabit Ethernet-ready
solution that provides solid investment protection. With the restricted license, it supports up
to six interfaces and 25 VLLANs; with the UR license, it supports up to ten interfaces, 100
VLANS, and 50 security contexts. Software licensing is covered in greater detail later in this
lesson.

The Cisco PIX 525 Security Appliance delivers a multilayered defense for medium- to large-
sized enterprise networks through rich, integrated security services, including stateful
inspection firewall services, advanced application and protocol inspection, site-to-site and
remote access VPN, intrusion detection, and robust multimedia and voice security—all in a
single, integrated solution.

The PIX 525 Security Appliance also offers multiple power supply options. You can choose
between an AC and a 48-DC power supply. Either option can be paired with a second power
supply for redundancy and high availability.

Note Currently, a VAC+ is included with every PIX 525 Security Appliance ordered unless
otherwise specified.
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PIX Firewall 525: Front Panel LEDs

SNPA v4.0—2-18

There are two LEDs on the front panel of the PIX 525 Security Appliance. The LEDs function
as follows:

®m  POWER: When the device is powered on, the light is green.

m  ACT(ive): The light is on when the PIX Security Appliance is the active failover firewall.
If failover is configured, the light is on when the PIX Security Appliance is the active
firewall and off when it is in standby mode.
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PIX Firewall 525: Back Panel
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The PIX 525 Security Appliance back panel can be logically divided into two sections, fixed
interfaces and expansion slots. The fixed interfaces provide two 10/100BASE-TX Ethernet
ports, a console port and a failover connector. The expansion slots provide three 32-bit 33-MHz
PCI slots. These PCI slots support easy installation of additional network interfaces and a VAC
or VAC+. Fixed interfaces and expansion slot option cards are covered in greater detail later in
this lesson.
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PIX Firewall 525: Fixed Interface

Connectors
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On the back of the PIX 525 Security Appliance, there are three LEDs for each RJ-45 interface
port and three types of fixed interface connectors. The LEDs display the following transmission
states:

® 100 Mbps: 100-Mbps, 100BASE-TX communication. If the light is off during network
activity, that port is using 10-Mbps data exchange.

m  ACT(ivity): Shows network activity.

m  LINK: Shows that data is passing through that interface.

The following are fixed connectors on the back of the PIX 525 Security Appliance:
m  RJ-45: Network and console connectors

m  DB-15: Failover cable connector

m  USB: Not used at the present time

The inside, outside, and perimeter network connections can be made to any available interface
port on the PIX 525 Security Appliance. If you are using only the EthernetO and Ethernetl
ports, connect the inside network cable to the interface connector marked EthernetO or
Ethernetl. Connect the outside network cable to the remaining Ethernet port.
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PIX Firewall 525: Expansion Cards and VACs
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The PIX 525 Security Appliance supports easy installation of additional network interfaces via
three PCI expansion slots. The expansions cards it supports include 1FE, 4FE, single-port
Gigabit Ethernet (1GE), VAC, and VAC+.The”-66” denotes a card clock speed of 66 MHz.

A maximum of six interfaces are supported with a restricted license, and a maximum of
ten interfaces are possible with the UR license. Currently, a VAC+ card is included with
every PIX 525 Security Appliance unless otherwise specified.

When connecting the network cables to the expansion interface ports, use the following
guidelines: The first expansion port number, at the top left, is interface 2. Starting from that
port and going from left to right and top to bottom, the next port is interface 3, the next is
interface 4, and so on.
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PIX Firewall 535 Security Appliance

- Is designed for enterprise and service
providers

» Provides 500,000 concurrent connections
+ Provides 1.65-Gbps clear text throughput
* Provides Interface support

— Up to 14 Fast and Gigabit Ethernet
interfaces

— Up to 150 VLANs
— Up to 50 contexts

* Supports failover
— Active/standby
— Activel/active

» Supports VPNs (2,000 tunnels)
— Site to site

— Remote access
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The Cisco PIX 535 Security Appliance delivers enterprise-class security for large enterprise and
service provider networks, in a high-performance, purpose-built appliance. Its highly modular
three-rack-unit (3RU) design supports a combination of 10/100 Fast Ethernet interfaces and
Gigabit Ethernet interfaces, integrated VAC, and redundant power supplies, making it an ideal
choice for businesses that require the highest levels of performance, port density, reliability,
and investment protection. With the restricted license, the PIX 535 Security Appliance supports
up to eight interfaces and 50 VLANSs; with the UR license, it supports up to 14 interfaces, 150
VLANS, and 50 security contexts. Software licensing is covered in greater detail later in this
lesson.

The Cisco PIX 535 Security Appliance delivers a multilayered defense for large enterprise and
service provider networks through rich, integrated security services, including stateful
inspection firewall services, advanced application and protocol inspection, site-to-site and
remote access VPN, intrusion detection, and robust multimedia and voice security—all in a
single, integrated solution. It has a throughput of 1.65 Gbps with the ability to handle up to
500,000 concurrent connections and 2,000 IPSec tunnels.

Note If you configure a PIX Security Appliance for Gigabit Ethernet cards and later replace the
cards with 10/100 Ethernet cards, the order of the cards in the configuration changes from
what you originally configured. For example, if you configure EthernetO for a Gigabit
Ethernet card that is assigned to the inside interface and later replace this card with a
10/100 Ethernet card, the card may no longer appear as Ethernet0.

The PIX 535 Security Appliance comes with 16 MB of Flash memory and supports the Cisco
PIX Security Appliance Software v5.3 or later.

Note Currently, a VAC+ is included with every PIX 535 Security Appliance unless otherwise
specified.
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PIX 535: Front Panel LEDs

©2005 Cisco Systems, Inc. All rights reserved. SNPA v4.0—2-23

There are two LEDs on the front panel of the PIX 535 Security Appliance. The LEDs function
as follows:

®m  POWER: When the device is powered on, the light is green.

m  ACTIVE: The light is on when the PIX Security Appliance is the active failover firewall. If
failover is present, the light is on when the PIX Security Appliance is the active firewall
and off when it is in standby mode.
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PIX 535: Back Panel

(32-bit, 33-MHz) J

DB-15 —— e —
Failover Slots Slots
18765 4l |32 10
I
2 |
0
®
o0 &
|
(RN
® ::unuuuuuunuuunuu: OO0 |||u||n||uun—‘
’Dunn e I
Console U‘SB I Bus 2 I Bus 1 Bus 0
RJ-45 port (64-bit, 66-MHz)

SNPA v4.0—2-24

There are three separate buses for the nine interface slots in the PIX 535 Security Appliance.

The figure is a reference for the interface slot configuration on the PIX 535 Security Appliance.

The slots and buses are configured as follows:

m  Slots 0 and 1: 64-bit, 66-MHz bus 0
m  Slots 2 and 3: 64-bit, 66-MHz bus 1
m  Slots 4 through 8: 32-bit, 33-MHz bus 2

The PIX 535 Security Appliance expansion port function is dependent on three factors: PIX
software license, expansion card PCI bus interface, and PIX 535 Security Appliance slot bus

speed. A description of each item is as follows:

m  Software license: A maximum of eight interfaces are supported with a restricted license,

and a maximum of 14 interfaces are possible with a UR license.

m  Expansion card PCI bus interface: An expansion card ships with either a 32-bit, 33-MHz or
64-bit, 66-MHz PCI interface. The 64-bit, 66-MHz PCI bus interface card delivers

potentially higher throughput. The 64-bit, 66-MHz PCI bus interface cards are backward-

compatible with the PIX Security Appliance 32-bit, 33-MHz expansion slots.

m  Slot bus speed: A PIX 535 Security Appliance has two different bus configurations. Bus 0

and bus 1 are configured for a 64-bit, 66-MHz interface. Bus 2 is configured for a 32-bit,

33-MHz interface.
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PIX Firewall 535: Option Cards
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There are three types of options cards available for the PIX 535 Security Appliance: 1GE; 1FE
and 4FE; and VAC and VAC+. Notice that for most card types, there is a 33-MHz and a 66-
MHz version. For example, the 1GE card has a 33-MHz PCI interface. The 1GE-66 card has a
66-MHz PCI interface. There are also the nine interface slots and three buses in the PIX 535
Security Appliance.

The slots and buses are configured as follows:
m  Slots 0 and 1: 64-bit, 66-MHz bus 0

m  Slots 2 and 3: 64-bit, 66-MHz bus 1

m  Slots 4 to 8: 32-bit, 33-MHz bus 2

For optimum performance and throughput for the interface circuit boards, use the following
guidelines:

m A total of eight interfaces are configurable on the PIX 535 Security Appliance with the
restricted license, and a total of fourteen are configurable with the UR license.

m  For best performance, the 1GE-66, 4FE-66, and VAC+ (66 MHz) circuit boards
should be installed in a 64-bit, 66-MHz card slot. Performance will be degraded if
this recommendation is not followed.

m  The 1GE, 1FE, 4FE, and VAC (33 MHz) circuit boards should be installed in the 32-bit,
33-MHz card slots.

Note The 1GE circuit board is not recommended for use in the PIX 535 Security Appliance
because it can severely degrade performance. It is capable of only half the throughput of the
1GE-66 circuit board. If the 1GE circuit board is detected in the PIX 535 Security Appliance,
a warning about degraded performance will be issued.
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m  The 4FE card (end of sale: July 2003) can be installed only in a 32-bit, 33-MHz card slot
and must never be installed in a 64-bit, 66-MHz card slot. Installation of this circuit board
in a 64-bit, 66-MHz card slot can cause the system to hang at boot time.

m  The 1FE circuit board (33 MHz) can be installed in any bus or slot (32-bit, 33-MHz or
64-bit, 66-MHz). Up to nine 1FE circuit boards or up to two 4FE circuit boards can be
installed. The 1FE circuit boards should be installed in the 32-bit, 33-MHz card slots first.

® Do not mix the 1FE circuit boards with the 1GE-66 circuit boards on the same 64-bit,
66-MHz bus (bus 0 or bus 1). The overall speed of the bus is reduced by the lower-speed
circuit board.

m  [f stateful failover is enabled for 1GE-66 traffic, the failover link must be PIX-1GE-66. The
amount of stateful failover information is proportional to the amount of traffic flowing
through the PIX Security Appliance, and if it is not configured properly, loss of state
information or 256-byte block depletion can occur.
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PIX 535: Back Panel
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Depending upon the type of interface, there are four possible LEDs for each network interface
port. The LEDs for the network interface ports display the following transmission states:

®  100-Mbps: 100-Mbps 100BASE-TX communication. If the light is off during network
activity, that port is using 10-Mbps data exchange.

m  ACT: Shows network activity.
m  LINK: Shows that data is passing through that interface.

m  FDX: Shows that the connection uses full-duplex data exchange, that is, data can be
transmitted and received simultaneously. If this light is off, half-duplex is in effect.

When connecting the inside, outside, or perimeter network cables to the interface ports on the
PIX 535 Security Appliance, starting from the right and moving left, the connectors are
Ethernet0, Ethernetl, Ethernet2, and so forth.

Note The PIX 535 Security Appliance is equipped with hot-swappable power supplies. If a power
supply fails, you can remove the power supply without powering off the PIX 535 Security
Appliance.
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Cisco ASA 5510 Adaptive Security

Appliance
ﬂ

- Delivers all-in-one enterprise,
remote office, and small- to
medium-sized business security
and VPN gateway

* Provides 64,000 concurrent
connections

* Provides 300-Mbps firewall
throughput

» Provides interface support

— Up to five 10/100 Fast Ethernet
interfaces

— Up to ten VLANs
* Supports failover
— Active/standby
* Supports VPNs
— Site to site
— Remote access
— WebVPN
+ Supports AIP-SSM-10 (optional)
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The Cisco ASA 5510 Adaptive Security Appliance delivers enterprise-class security for small-
to medium-sized businesses and enterprise networks, in a reliable, purpose-built security
appliance. Its modular 1RU design incorporates up to four 10/100 Fast Ethernet interfaces and
one 10/100 Fast Ethernet management-only interface and has a slot for an optional security
services module that provides inline intrusion prevention, making it an ideal choice for
businesses requiring a high-performance, Fast Ethernet-ready solution that provides solid
investment protection.

The ASA 5510 Security Appliance delivers a multilayered defense for enterprise networks
through rich, integrated security services, including stateful inspection firewall services,
advanced application and protocol inspection, site-to-site and remote access VPNs, WebVPN,
intrusion prevention, and robust multimedia and voice security—all in a single, integrated
solution. It has a throughput of 300 Mbps with the ability to handle up to 64,000 concurrent
connections. It supports active/standby failover. It also supports site-to-site VPN, remote access
VPN, and WebVPN applications. The ASA 5510 Security Appliance supports an optional AIP-
SSM.

The ASA 5510 Security Appliance also offers multiple power supply options. You can choose
between an AC and a 48-DC power supply.
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Cisco ASA 5520 Adaptive Security

Appliance
ﬂ

+ Delivers all-in-one enterprise and small- to
medium-sized business headend security and
VPN gateway

+  Provides 130,000 concurrent connections
+ Provides 450-Mbps firewall throughput
+ Provides Interface support

— Four 10/100/1000 Gigabit Ethernet
interfaces

— One 10/100 Fast Ethernet interface
— Up to 25 VLANs
— Up to 10 contexts

+ Supports failover
— Active/standby
— Active/active
+  Supports VPNs
— Site to site
— Remote access
— WebVPN
+  Supports AIP-SSM-10 (optional)
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The Cisco ASA 5520 Adaptive Security Appliance delivers enterprise-class security for small-
to medium-sized businesses and enterprise networks, in a reliable, purpose-built security
appliance. Its modular 1RU design incorporates four 10/100/1000 Gigabit Ethernet interfaces
and one 10/100 Ethernet Management interface, and it has a slot that supports an optional
security services module that provides inline intrusion prevention, making it an ideal choice for
businesses that require a high-performance, Gigabit Ethernet-ready solution that provides solid
investment protection.

The ASA 5520 Security Appliance delivers a multilayered defense for enterprise networks
through rich, integrated security services, including stateful inspection firewall services;
advanced application and protocol inspection; site-to-site, remote access, and SSL VPNs;
intrusion prevention; and robust multimedia and voice security—all in a single, integrated
solution. It has a throughput of 450 Mbps with the ability to handle up to 130,000 concurrent
connections. It supports active/standby and active/active failover and site-to-site VPN, remote
access VPN, and WebVPN applications. The ASA 5520 Security Appliance supports an
optional AIP-SSM.

The ASA 5520 Security Appliance also offers multiple power supply options. You can choose
between an AC and a 48-DC power supply.
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Cisco ASA 5540 Adaptive Security

Appliance
ﬂ

+ Delivers all-in-one enterprise and small-
to medium-sized business headend
security and VPN Gateway

* Provides 280,000 concurrent
connections

+ Provides 400-Mbps firewall throughput
+ Provides Interface support

— Four 10/100/1000 Gigabit Ethernet
interfaces

— One 10/100 Fast Ethernet interface
— Up to 100 VLANs
— Up to 50 contexts
* Supports failover
— Active/standby
— Active/active
+ Supports VPNs
— Site to site (5,000 peers)
— Remote access
— WebVPN
* Supports AIP-SSM-20 (optional)
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The Cisco ASA 5540 Adaptive Security Appliance delivers enterprise-class security for
enterprise networks, in a reliable, purpose-built security appliance. Its modular 1RU design
incorporates four 10/100/1000 Gigabit Ethernet interfaces and one 10/100 Fast Ethernet
management interface, and it has a slot that supports an optional security services module that
provides inline intrusion prevention, making it an ideal choice for businesses that require a
high-performance, Gigabit Ethernet-ready solution that provides solid investment protection.

The ASA 5540 Security Appliance provides delivers a multilayered defense for enterprise
networks through rich, integrated security services, including stateful inspection firewall
services, advanced application and protocol inspection, site-to-site, remote access, and

SSL VPN, intrusion prevention, and robust multimedia and voice security—all in a single,
integrated solution. It has a throughput of 400 Mbps with the ability to handle up to 280,000
concurrent connections. It supports active/standby and active/active failover, site-to-site,
remote access, and Web VPN applications. The ASA 5540 Security Appliance supports

an optional AIP-SSM.

The ASA 5540 Security Appliance also offers multiple power supply options. You can choose
between an AC and a 48-DC power supply.
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ASA 5500 Series: Front Panel
ﬂ

POWER ACTIVE VPN
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The following describes the LEDs on the front panel of the ASA 5500 Series Adaptive Security
Appliances:

®m  POWER: When the ASA Security Appliance is powered on, the light is green.

m  STATUS: When the power-up diagnostics are running or the system is booting, the light
flashes. When the system passes power-up diagnostics, the green light shines. When
power-up diagnostics fail, the amber light shines.

m  ACTIVE: When there is network activity, the light flashes.
m  FLASH: When the CompactFlash memory is accessed, the light is green.
®  VPN: When data is passing through the interface, the light is green.
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ASA 5500 Series: Back Panel
ﬂ
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The back panel of the ASA 5500 Series Adaptive Security Appliances can be logically divided
into two sections, fixed interfaces and the slot for a security services module. The fixed
interfaces on an ASA 5510 Security Appliance provide up to four 10/100 Fast Ethernet ports
and one 10/100 Fast Ethernet management-only port. The ASA 5520 and 5540 Security
Appliances provide four 10/100/1000 Gigabit Ethernet ports and one 10/100 Fast Ethernet port.
In the ASA 5520 and 5540 Security Appliances, one 10/100 Fast Ethernet port can be used for
management traffic or data traffic. The security services module slot enables other high-
performance services to be added to the security appliance, such as the Cisco AIP-SSM.
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ASA 5500 Series: Connectors
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This figure shows the fixed interface connectors on the back panel of the ASA 5520 and
5540 Adaptive Security Appliances. These connectors are described here:

m  Power supply: Supports either an AC or a DC power supply module
m  Console port: Used to connect a computer to the ASA 5500 for console operations
m  CompactFlash memory
m  10/100 Fast Ethernet out-of-band management port
m  Two USB 2.0 ports: For future enhancements
m  Four 10/100/1000 Gigabit Ethernet ports:
—  ASA 5510 supports four 10/100 Fast Ethernet ports
—  ASA 5520 and 5540 support four 10/100/1000 Gigabit Ethernet ports
®  One 10/100 Fast Ethernet out of band management port:
—  For management only in ASA 5510
—  For either management or data traffic in ASA 5520 and 5540
m  AUX port: For future enhancements
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Security Services Module

F

* High-performance module
designed to provide
additional security services

- Diskless (Flash-based)
design for improved
reliability

- Gigabit Ethernet port for
out-of-band management

ﬂ
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The Cisco ASA 5500 Series Adaptive Security Appliances deliver a wide range of features and
a suite of security features. Firewall, IPSec, and SSL VPN services are provided on the security

appliance. Additional security services are provided on the optional security services module

plug-in hardware. Security services modules are high-performance modules based on a Pentium

4 Class processor. Diskless (Flash-based) design provides improved reliability. The current

offering is an AIP-SSM card.
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AIP-SSM
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The AIP-SSM card is available in two versions: AIP-SSM-10 and AIP-SSM-20. The AIP-SSM
can function in two modes, inline or promiscuous. In the inline mode, packets are sent to the
AIP-SSM, inspected, then returned to the ASA Adaptive Security Appliance. Operating in
inline mode puts the AIP-SSM directly into the traffic flow. In promiscuous mode, the AIP-
SSM is not directly in the packet flow. The AIP-SSM performs analysis on a “copy” of the
traffic instead of on the actual forwarded packet.

The following are AIP-SSM LEDs:
m  PWR: When the AIP-SSM is powered on, the light is green.

m  STATUS: When the power-up diagnostics are running or the system is booting, the light
flashes. When the system passes power-up diagnostics, the light is steady green. When
power-up diagnostics fail, the light is steady amber.

m  SPEED: With 10 Mbps of traffic, the light is off. With 100 Mbps traffic, the light is green.
With 1000 Mbps of traffic, the light is amber.

m  LINK/ACT(ivity): When there is network activity, the light flashes.
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PIX Security Appliance Licensing

This topic explains the licensing options for the Cisco PIX 500 Series Security Appliances.

PIX License Types
ﬂ

- UR: Allows installation and use of the maximum number of
interfaces and RAM supported by the platform.

* Restricted: Limits the number of interfaces supported and
the amount of RAM available within the system (no contexts
and no failover).

- Active/standby failure: Places one security appliance in a
failover mode for use alongside a security appliance that has
a UR license. Only one unit can be actively processing user
traffic; the other unit acts as a hot standby.

- Active/active failover: Places a security appliance that has a
UR license in a failover mode for use alongside another
security appliance that has a UR license, or two UR licenses.
Both units can actively process traffic while serving as a
backup for each other.

Applies to PIX Firewall 515/515E, 525, and 535

s, Inc. All rights reser SNPA v4.0—2:37

Current security appliance licensing is a feature-based license key system. The security
appliance license determines the level of service the security appliance provides, its functions
in a network, and the maximum number of interfaces and memory it can support.

For the PIX 500 Series Security Appliances, the following licensing is available:

m  PIX 501 Security Appliance: A 10-user, 50-user, or UR license is provided via PIX
Security Appliance Software v6.3. Each license except the UR license allows a specified
maximum number of concurrent source IP addresses from your internal network to traverse
the firewall. For instance, the 50-user license allows up to 50 concurrent source IP addresses
from your internal network to traverse the firewall. If a PIX 501 Security Appliance
requires more concurrent users to traverse the security appliance, the following upgrades of
user licenses are available: 10-user to 50-user license, 10-user to UR license, and 50-user to
UR license.

m  PIX 506E Security Appliance: A single UR license is provided.

m  PIX 515E, 525, and 535 Security Appliances available with the following basic license
types:

—  UR license: PIX Security Appliance platforms in a UR license mode allow
installation and use of the maximum number of interfaces and RAM supported by
the platform. The UR license supports failover.

—  Restricted license: PIX Security Appliance platforms in a restricted license mode
limit the number of interfaces supported and the amount of RAM available within
the system. A restricted licensed firewall does not support contexts or failover
configurations.
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—  Active/standby failover: Places the PIX Security Appliance in a failover mode for
use alongside a PIX Security Appliance that has a UR license. Only one unit can be
actively processing user traffic; the other unit acts as a hot standby.

—  Active/active failover: Places a PIX Security Appliance that has a UR license in a
failover mode for use alongside another PIX Security Appliance that has a UR
license. Both units can actively process firewall traffic while serving as a backup for
each other. Active/active failover is supported using security contexts.

Cisco supplies an activation key with a license. The activation key is based on the type of
license and the serial number of the security appliance. To enable the license features, enter the
activation key into the security appliance configuration. Unlike the Cisco PIX Security
Appliance Software v6.3, which always requires a valid license key to run, Cisco PIX and ASA
Security Appliance Software v7.0 can run without a license key, but it runs in with the default
settings. When upgrading from PIX Security Appliance v6.3 to PIX and ASA v7.0, the existing
license key for release 6.3 is saved in a central location on the Flash file system. When
downgrading from PIX and ASA v7.0 to PIX Security Appliance v6.2 or v6.3, the license key
that was saved during the upgrade procedure is retrieved and saved to the PIX Security
Appliance v6.2 or v6.3 image.

Note An activation key is tied to a specific security appliance using the security appliance’s serial
number.
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VPN Encryption License
ﬂ

* DES license
—Provides 56-bit DES

- 3DES/AES license
—Provides 168-bit 3DES
—Provides up to 256-bit AES

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—2-38

Besides upgrading the security appliance license, you may wish to add data encryption services
or increase the level of data encryption that your PIX Security Appliance can provide. You can
complete an online form at Cisco.com to obtain a free 56-bit DES key. A separate form is
required in order to install or upgrade to 168-bit 3DES encryption. For failover configurations,
the UR and FO licenses each require their own unique corresponding DES or 3DES/AES
license for failover functionality.

Adding cryptographic services and upgrading your security appliance license both require
obtaining and installing an activation key. Log on to Cisco.com for current information on
obtaining activation keys.
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PIX Firewall Security Context Licenses

Dept/Cust 1 Dept/Cust 2

Default

==
1 ]

Upgrade

57
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You can partition a single UR-licensed PIX 515E, 525, or 535 Security Appliance into multiple
virtual firewalls, known as security contexts. Each context is an independent firewall, with its
own security policy, interfaces, and administrators. By default, two contexts are included in UR
license. You may purchase an additional predetermined number of contexts. As your network
grows or your requirements change, you may purchase an upgrade context license to increase
the number of available contexts. The number of contexts available in a PIX Security
Appliance is dependent upon the model and the context license. A PIX 515E Security
Appliance supports up to five contexts, PIX 525 and 535 Security Appliances support up to 50

contexts.
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PIX 515E, 525, and 535 Licensing

. Physical i
License Type VLANs | Contexts | Memory | Failover
Interfaces
PIX Firewall 515E
Restricted 3 10 N/A 64 No
License
UR 6 25 Up to five 128 Yes
PIX Firewall 525
Restricted 6 25 N/A 128 No
License
UR 10 100 Up to 50 256 Yes
PIX Firewall 535
Restricted 8 50 N/A 512 No
License
UR 14 150 Up to 50 1024 Yes

SNPA v4.0—2-40

The table in the figure compares the restricted and UR licenses of the PIX 515E, 525, and 535
Security Appliances. For each license type and security appliance model, the table provides the
maximum number of physical interfaces, the maximum number of VLANS, the maximum
number of contexts, the RAM size, and failover capability.
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ASA Adaptive Security Appliance Licensing

This topic explains the licensing options for the Cisco ASA 5500 Series Adaptive Security
Appliances. Cisco ASA Security Appliance licensing is a feature-based license key system. The
Cisco ASA Security Appliance license determines the number of contexts, the type of VPN
encryption, and the number of VPN peers that an ASA Security Appliance can support.

ASA Security Context Licenses

Default

* Two contexts

Available Context Licenses Dept/Cust 1 DeptiCust 2
* Five contexts

* Ten contexts / |||\ /r | I\

- 20 contexts ~

50 contexts
Upgrade Licenses H H
* From Five to Ten contexts = -
* From Ten to 20 contexts
* From 20 to 50 contexts

The figure shows the licensing that is available for the Cisco ASA 5500 Series Security
Appliances. You can partition a single ASA Security Appliance into multiple virtual firewalls,
known as security contexts. Each context is an independent firewall, with its own security
policy, interfaces, and administrators. By default, the ASA 5520 and 5540 Security Appliances
support two contexts. You may purchase an initial context license for a predetermined number
of contexts. As your network grows or your requirements change, you may also purchase an
upgrade context license to increase the number of available contexts. The number of contexts
available in an ASA Security Appliance is dependent upon the model and the context license.
An ASA 5520 Security Appliance supports up to ten contexts, and an ASA 5540 Security
Appliance supports up to 50 contexts.
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ASA 5510, 5520, and 5540 Licensing

Securit; IPSec Failover
Licenses Interfaces Y VLANs oV GPRS GTP
Contexts VPN Peers AIS  AA
ASA 5510
Base 3 x10/100 N/A 0 50 N/A N/A N/A
Security+ 5 x 10/100 N/A 10 150 Yes N/A N/A
ASA 5520
4 x 10/100/1000, | Default 2; .
Base 1101100 up to 10 25 300 Yes | Yes License
4 x 10/100/1000, | Default 2; Yes Yes .
VPN+ 1101100 up to 10 25 750 License
ASA 5540
4 x 10/100/1000, | Default 2; .
Base 110100 up {0 50 100 500 Yes | Yes License
4 x 10/100/1000, | Default 2; .
VPN+ 1101100 up to 50 100 2000 Yes | Yes License
. 4 x10/100/1000, | Default 2; .
VPN Premium 110/100 up {0 50 100 5000 Yes | Yes License

2005 Cisco Systems, Inc. Al rights reserved

SNPA v4.0—2-43

The table in the figure compares the licenses offered for the Cisco ASA 5510 Adaptive Security
Appliance, the ASA 5520 Security Appliance, and the ASA 5540 Security Appliance. For each
license type and security appliance model, the table provides the maximum number of physical

interfaces, the maximum number of security contexts, the maximum number of VLANS, the

maximum number of IPSec VPN peers, failover capabilities, and General Packet Radio System
(GPRS) Tunneling Protocol (GTP).
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Cisco Firewall Services Module

This topic describes the Cisco Firewall Services Module (FWSM) for the Cisco Catalyst 6500
Switch and Cisco 7600 Series Internet Router.

ﬂ

FWSM

- Designed for campus data center and
service provider environments

* Runs in Cisco Catalyst 6500 Series
Switches and 7600 Series Routers

+ Up to 1 million concurrent connections
+ Up to 5.5-Gbps throughput

» Supports 100 security contexts

— 256 interfaces per security context
* 1000 VLANs (maximum per FWSM)

+ Supports active/standby failover

inc. All rights reserved SNPA v4.0—2-45

The FWSM is a multigigabit integrated firewall module for the Cisco Catalyst 6500 Series
switch and the Cisco 7600 Series Internet Router. It is fabric-enabled and capable of interacting
with the bus and the switch fabric. Based on PIX Security Appliance technology, the FWSM
provides stateful firewall functionality in these switches and routers.

The following are the key features of the FWSM:

High-performance, 5-Gbps throughput, full-duplex firewall functionality
5-Gbps throughput per module

Support for 1000 VLANs

1 million concurrent connections

LAN failover—Active or standby, interchassis or intrachassis

Dynamic routing with Open Shortest Path First (OSPF) and passive Routing Information
Protocol (RIP)

Supports up to four modules per chassis
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The following table shows the major differences between the PIX Security Appliances and

FWSM.
Comparison of FWSM and Security Appliances
FWSM Cisco Security Appliances |
Interfaces supported 1000 VLANs 150 VLANs
IPS functionality Not present Present
VPN functionality Not present Present
Performance 5 Gbps 1.65 Gbps

The FWSM comes with 128 MB of CompactFlash memory and 1 GB of DRAM memory.
Memory is not field upgradable.
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FWSM in Catalyst 6500 Switch and Cisco
7600 Internet Router
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The figure shows the FWSM installed in slot 9 of a Catalyst 6500 nine-slot chassis and in slot 9
of'a Cisco 7609 Internet Router. The Catalyst 6500 chassis and the Cisco 7609 Internet Router
chassis can support up to four FWSM modules for a combined throughput of up to 20 Gbps per
chassis.

Note Detailed instructions on installing a Catalyst 6500 Series Switch are provided in Cisco
Catalyst 6500 Advanced Switched Networks (CACSN). The course introduces the Cisco
Catalyst 6500 Series Switches, including a detailed overview of many of the modules and
components.
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Summary

This topic summarizes what you learned in this lesson.

Summary
ﬂ

+ There are currently eight Cisco PIX Firewall and ASA
Adaptive Security Appliance models.

— In the Cisco 500 PIX Firewall Series: 501, 506E, 515E, 525,
and 535

— In the Cisco ASA 5500 Series: 5510, 5520 and 5540

* Your security appliance license determines the level of
service and available features of your security appliance, and
the number of interfaces it supports.

ms, Inc. All rights reserved SNPA v4.0—2-47

Summary (Cont.)

* Restricted, unrestricted, and failover licenses are
available for PIX Firewall Security Appliance
models 515E, 525, and 535.

* The Cisco Firewall Services Module for the Cisco
Catalyst 6500 Switches and the Cisco 7600 Series
Internet Routers provides an alternative to the
security appliance.

ems, Inc. Al rights reserved, SNPA v4.0—2-48
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Lesson 3

Getting Started with Cisco
Security Appliances

Overview

The purpose of this lesson is to teach the learner how to get started in configuring a security
appliance. The lesson begins with describing the how to access the security appliance, then
presents the basic commands that are needed to configure and monitor a security appliance.

Objectives

Upon completing this lesson, you will be able to configure the security appliance for basic
network connectivity. This includes being able to meet these objectives:

m  Explain the four access modes

m  Describe the security appliance file management system

m  Discuss security appliance security levels

m  Configure a security appliance for basic network connectivity

m  Use appropriate show commands to verify initial configuration

m  Explain how to set the clock and synchronize the time on security appliances

m  Configure the security appliance to send syslog messages to a syslog server
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User Interface

This topic references access modes and commands associated with the operation of
Cisco security appliances.

Security Appliance Access Modes

A Cisco security appliance
has four administrative
access modes:

* Unprivileged > firewall>

* Privileged > firewallf

» Configuration > firewall<config>#
‘ Monitor $ monitor>

ms, Inc. All rights reserved SNPA v4.0—3-3

Cisco security appliances contain a command set based on Cisco IOS software, and they
provide four administrative access modes:

m  Unprivileged mode: Available when you first access the security appliance. The > prompt
is displayed. This mode provides a restricted view of security appliance settings.

m  Privileged mode: Displays the # prompt and enables you to change the current settings.
Any unprivileged command also works in privileged mode.

m  Configuration mode: Displays the (config)# prompt and enables you to change system
configurations. All privileged, unprivileged, and configuration commands work in this
mode.

®  Monitor mode: A special mode that enables you to update the image over the network or to
perform password recovery. While in the monitor mode, you can enter commands to
specify the location of the Trivial File Transfer Protocol (TFTP) server and the location of
the security appliance software image or password recovery binary file to download.

Within each access mode, you can abbreviate most commands down to the fewest unique
characters for a command. For example, you can use sh run to view the configuration instead
of the full command show running-config. You can use en instead of enable to start
privileged mode, and con t instead of configuration terminal to start configuration mode.

Note You can create your configuration on a text editor, then cut and paste it into the
configuration. You can paste the configuration one line at a time or you can paste the entire
configuration at once. Always check your configuration after pasting large blocks of text to
be sure everything was copied correctly.
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Access Privilege Mode

i L1

Internet _é_r

o

firewall>

| enable [priv_level] |

« Used to control access to the privileged mode

- Enables you to enter other access modes

pixfirewall> enable
password:
pixfirewall#

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—3-4

Upon first accessing a security appliance, the administrator is presented with one of two
prompts: pixfirewall> for a Cisco PIX 500 Series Security Appliance and ciscoasa> for a
Cisco ASA 5500 Series Adaptive Security Appliance. This is the unprivileged mode. This
mode enables you to view restricted settings. To get started with the security appliance, the first
command you need to know is the enable command. It provides entrance to the privileged
access modes. After you enter enable, the security appliance prompts you for your privileged
mode password. By default, a password is not required, so you can press Enter at the password
prompt or you can create a password of your choice. After you are in privileged mode, notice
that the prompt has changed to #.

The enable password command sets the privileged mode password. The password is case-
sensitive and can be up to 16 alphanumeric characters long. Any character except for the
question mark, space, and colon can be used.

If you create a password, write it down and store it in a manner consistent with your site’s
security policy. After you create this password, you cannot view it again because it is stored as
a Message Digest 5 (MDS5) hash. The show enable password command lists the encrypted
form of the password. After passwords are encrypted, they cannot be reversed to plain text.

The syntax for the enable commands is as follows:

enable

enable password pw [level priv level] [encrypted]

priv_level The privilege level, from 0 to 15.
pw Specifies a case-sensitive password up to 16 alphanumeric
characters.
encrypted Specifies that the password you entered is already encrypted.
Note An empty password is also changed into an encrypted string.
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Access Configuration Mode: configure
terminal Command
IlllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllI‘IIIIIIIIIIIIIIEE!!!!!:EIIIIIIII

firewall#
configure terminal

* Used to start configuration mode to enter
configuration commands from a terminal

firewall#

exit

» Used to exit from an access mode

pixfirewall> enable

password:

pixfirewall# configure terminal
pixfirewall (config)# exit
pixfirewall# exit

pixfirewall>

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—3-5

Use the configure terminal command to move from privileged mode to configuration mode.
As soon as you enter the command, the prompt changes to (config)#. Configuration mode
enables you to change system configurations. Basic commands for security appliances are
covered in greater detail later in this lesson. Use the exit, end, or quit command to exit and
return to the previous mode.
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help Command

pixfirewall > help ?

enable Turn on privileged commands

exit Exit the current command mode

login Log in as a particular user

logout Exit from current command mode, and to
unprivileged mode

quit Exit the current command mode

pixfirewall > help enable
USAGE:
enable [<priv_level>]

DESCRIPTION:

enable Turn on privileged commands

2004 Cisco Systems, Inc. Al rights reserved. CSPFAv4.0—4-7

Help information is available via the security appliance command-line interface (CLI). If you
specify help and enter ?, for example, pixfirewall> help ?, then all commands that are
available in the current privilege level and mode are displayed. In the figure, all the commands
for unprivileged mode are displayed. You can see help, usage, description, and syntax for an
individual command by entering the help command followed by the command name, for
example, pixfirewall> help enable. In the figure, the usage and description for the enable
command is displayed.

The syntax for the help command is as follows:

help command | ?

command Specifies the command about which you want information.

? Displays all commands that are available in the current privilege
level and mode.

If you do not know or are unsure of a command string, enter ? after the command (for example,
enable ?). The command syntax will be displayed, for example, pixfirewall> enable ?:
pixfirewall> enable ?
<0-15> Enter optional privilege level (0-15)
<cr>
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File Management

This topic describes the file management system in the security appliance.

Viewing and Saving Your Configuration
ﬂ

The following commands
enable you to view or

save your configuration: To save configuration changes:

copy run start
* copy run start

— show running-confi -
9 .g startup- running- _ Configuration
— show startup-config config config Changes
. (saved)
* write memory

— write terminal u

inc. Al rights reserved SNPA v4.0—3-8

There are two configuration memories in the Cisco security appliances, running configuration
and startup configuration. The show running-config command displays the current
configuration in the security appliance’s RAM on the terminal. Any changes made to the
security appliance’s configuration are written into the running configuration. This is volatile
RAM. If the security appliance loses power or is rebooted, any changes to the running
configuration that were not previously saved are lost. You can also display the current running
configuration by using the show running-config command or the write terminal command.

The copy run start command and the write memory command save the current running
configuration to Flash memory, startup configuration. It is the same as answering “yes” to the
setup dialog prompt that asks if you wish to save the current configuration to Flash memory.
When the configuration is written to Flash memory, you can view it by using either the show
startup-config command or the show configure command.

Another useful command is show history, which displays previously entered commands. You
can examine commands individually with the up and down arrows or by entering Ctrl+P to
view previously entered lines and Ctrl+N to view the next line.
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Clear the running configuration:
clear config all

Clearing Running Configuration

startup-
config
(default)

running-
config

firewall(config)#

clear configure all

+ Clears the running-configuration

| fwl (config) # clear config all

2005 Cisco Systems, Inc. Al rights reserved

SNPA v4.0—3-9

The clear config all command clears the running configuration. When you issue this command,
the current running configuration is lost and is reset to the default running configuration. The

startup configuration is not defaulted.
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Clearing Startup Configuration

Clear the startup configuration:

Write erase \

startup-
config
(default)

running-
config

firewall#

write erase

- Clears the startup configuration

| Fwl# write erase

2005 Cisco Systems, Inc. Al rights reserved

SNPA v4.0—3-10

The write erase command clears the startup configuration. When you issue this command, you

are prompted to confirm if you want to erase the startup configuration. If you type “yes,” the
startup configuration is erased. At this point, you can power cycle or reboot the security
appliance. The security appliance reverts to the default configuration. Or you can copy the
running configuration to Flash by issuing the copy run start command.
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Reload the Configuration: reload Command
ﬂ

firewall(config)#

reload [noconfirm] [cancel] [quick] [save-config]
[max-hold-time [hh:]mm [{in [hh:]mm |

{at hh:mm [{month day} | {day month}]}] [reason
text]

* Reboots the security appliance and reloads the
configuration

* Reboots can be scheduled

fwl# reload
Proceed with reload?[confirm] y

Rebooting.. .

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—3-11

The reload command enables you to reboot the security appliance. By default, the command is
interactive. The security appliance first checks whether the configuration has been modified
and not saved. If so, it prompts you to save the configuration. If you specify the save-config
parameter, the configuration is saved without prompting. The security appliance then prompts
you to confirm that you really want to reload the system. You are prompted for confirmation
when the “Proceed with reload? [confirm]” message displays. Only a response of y or pressing
Enter causes a reload. Upon confirmation, the security appliance starts or schedules the
process, depending upon whether you have specified a delay parameter.

By default, the process operates in “graceful” (also known as “nice”) mode. It notifies all
registered subsystems that a reboot is about to occur, allowing these subsystems to shut down
before the reboot. To avoid waiting until all such shutdowns occur, specify the max-hold-time
parameter to specify a maximum time to wait. Alternatively, you can use the quick parameter
to force the process to begin abruptly, without notifying the affected subsystems or waiting for
a graceful shutdown.

You can force the reload command to operate noninteractively by specifying the noconfirm
parameter. In this mode, reload does not check for an unsaved configuration unless you have
specified the save-config parameter. It does not prompt the user for confirmation before
rebooting the system. It starts or schedules the reload process immediately unless you have
specified a delay parameter, although you can specify the max-hold-time or quick parameters
to control the behavior or the reload process. Use the reload cancel command to cancel a
scheduled reload. You cannot cancel a reload that is already in progress.

If you wish to return the security appliance back to a default configuration, use the write erase
and reload commands. The write erase command clears the startup configuration and reverts it
to default parameters. The reload command reboots the security appliance using the startup
configuration, in this case the default configuration. An administrator can back up or restore a
security appliance configuration.
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File System

ﬂ

_— —~

/

Release 6.
and earlier

N

- Software Image

» Configuration file

 Private data file

- PDM image

+ Crash
information

1
0.0.0.11 L:l

Release 7.
and later

- Software image
« Configuration file
» Private data

- PDM image

- Backup image*

- Backup

configuration file*
+ Virtual firewall
Configuration file*

* Space available

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—3-12

In Cisco PIX Security Appliance Software v6.3 and earlier, the PIX Security Appliance file
system supports a single version of the operating system image, the Cisco Pix Device Manager
(PDM) image, and files. In Cisco PIX and ASA Security Appliance Software v7.0, the PIX
515E, 525, and 535 Security Appliances and the ASA Adaptive Security Appliance models
support multiple images, configurations files, and syslog files. The number and size of the
additional files is dependent on the amount of Flash memory in the security appliance. The PIX
515E, 525, and 535 security appliances ship with 16 MB of Flash, which may support only one
software image and Cisco Adaptive Security Device Manager (ASDM) image and several
configuration files. The ASA Security Appliance models with 64 MB of Flash may support
multiple images and configuration files. The number of images and files is dependent on the
amount of resident Flash on the specific security appliance.
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Displaying Stored Files: System and

Configuration
ﬂ

——
——

—_—a / \0‘ Y Q
PIX Firewall ASA
Flash: DiskO:
Disk1:

firewall(config)#

dir [/recursive]
[[{diskO: |diskl: |flash:}] [<path>}]]

firewall# dir
Directory of flash:/

3 -rw- 4902912 13:37:33 Jul 27 2005 pix-701.bin
4 -rw- 6748932 13:21:13 Jul 28 2005 asdm-501.bin

16128000 bytes total (4472832 bytes free)

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—3-13

To display the directory contents, use the dir command in privileged EXEC mode. The dir
command without keywords or arguments displays the directory contents of the current
directory. In the figure, asdm-501.bin and pix-701.bin software files are resident in flash. The
command also displays the amount of free space available.

The syntax for the dir commands is as follows:

dir [/all] [all-filesystems] [/recursive] [diskO: | diskl: |
flash: | system:] [path]

all Displays all files

All-filesystems Displays the files of all file systems

DiskO: Specifies the nonremovable, internal Flash memory DIMM,

followed by a colon

Disk1: Specifies the removable, external CompactFlash memory card,
followed by a colon

/recursive Displays the directory contents recursively

Flash: Displays the directory contents of the default Flash partition
System: Displays the directory contents of the file system

path Specifies a specific path

If you want to view a configuration file stored in the directory, enter more plus the name of the
configuration file.
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Selecting Boot System File
ﬂ

firewall$# dir
Directory of flash:/

—t 3 -rw- 4902912 13:37:33 Jul 27 2005 pix-701.bin
4 -rw- 6748932 13:21:13 Jul 28 2005 asdm-501.bin

16128000 bytes total (4472832 bytes free)

firewall(config)#

Boot [system | config} <url>

+ Can store more than one system image and
configuration file

- Designates which system image and startup
configuration file to boot

| fwl (config) # boot system flash:/pix-701.bin |

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—3-14

To specify which system image the system will use at next reload and which configuration file
the system will use at startup, use the boot command in privileged EXEC mode. For the boot
system command, there are no defaults. Upon reload or a power cycle, if the boot environment
variable is not configured, the system will boot the first valid image found in the internal flash.
If no valid image is found, no system image will be loaded, and the system will boot loop until
ROMMON or Monitor mode is broken into, Escape for the PIX Security Appliance and
Ctrl+R for the ASA Security Appliance.

You can enter up to four boot system commands, to specify different images from which to
boot in order, and the security appliance will boot the first valid image it finds.

Use the no form of this command to restore the default value.
The syntax for the boot commands is as follows:

boot {config |system} url

config Specifies which configuration file to use when the system is
loaded.

system Specifies which system image file to use when the system is
loaded.
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url Sets the context configuration URL. All remote URLs must be
accessible from the admin context. See following URL syntax:

« disk0:/[path/Jfilename

This option is only available for the ASA platform and indicates
the internal Flash card. You can also use Flash instead of diskO;
they are aliased.

« disk1:/[path/[filename

This option is only available for the ASA platform and indicates
the external Flash card.

« flash:/[path/[filename
« titp://[user[:password|@]server[:port]/[path/]filename
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Verifying the Startup System Image

== [Y] Vﬁ
- //:.-' wnnnLJ
Boot Image

flash:/pix-701.bin

firewall(config)#

show bootvar

fwl# show bootvar

BOOT variable = flash:/pix-701.bin Running
Current BOOT variable = flash:/pix-701.bin <+ Configured
CONFIG_FILE variable =
Current CONFIG_FILE variable =

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—3-15

To show the configured and running boot files, use the show boot command in privileged

mode. In the figure, Current BOOT variable is the configured boot variable, flash:/pix-701.bin.

The flash:/pix-701.bin image file is booted when the system reloads or is power cycled. The
boot variable, flash:/pix-701.bin, is the currently running version of the operating software.

fwl# show bootvar

BOOT variable = flash:/pix-701.bin
Current BOOT variable = <blank>
CONFIG FILE variable =

Current CONFIG FILE variable =

Upon reload or a power cycle, if Current BOOT variable is not configured, the system will boot

the first valid image that it finds in the internal Flash.
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Security Appliance Security Levels

This topic discusses the security levels of the Cisco security appliances.

Functions of the Security Appliance:

Security Algorithm
ﬂ

* Implements stateful connection control through
the security appliance.

* Allows one-way (outbound) connections with a
minimum number of configuration changes. An
outbound connection is a connection originating
from a host on a more-protected interface and
destined for a host on a less-protected network.

* Monitors return packets to ensure that they are
valid.

* Randomizes the first TCP sequence number to
minimize the risk of attack.

ms, Inc. All rights reser SNPA v4.0—3-17

The security appliance security algorithm is a stateful approach to security. Every inbound
packet (the packet originating from a host on a less-protected network and destined for a host
on a more-protected network) is checked against connection state information in the security
appliance’s memory. Knowledge of the security algorithm is fundamental to implementing
Internet access security because it performs the following tasks:

m  Implements stateful connection control through the security appliance.

m  Allows one-way (outbound) connections with a minimum number of configuration
changes. An outbound connection is a connection originating from a host on a more-
protected interface and destined for a host on a less-protected network.

®  Monitors return packets to ensure that they are valid.
m  Randomizes the first TCP sequence number to minimize the risk of attack.

The security algorithm maintains the secure perimeters between the networks controlled by the
security appliance. The stateful connection-oriented security algorithm design creates session
flows based on source destination addresses as well as TCP and User Datagram Protocol (UDP)
port numbers. The security algorithm randomizes TCP sequence numbers before the
completion of the connection. This function is always running, monitoring return packets to
ensure that they are valid.
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Security Level Example

DMZ Network

Ethernet2
« Security level
* Interface name = DMZ

Outside Network Inside Network
Ethernet0 Ethernet1

+ Security level * Security level

* Interface name = outside * Interface name = inside

©2005 Cisco Systems, Inc. All rights reserved. SNPA v4.0—3-18

The security level designates whether an interface is trusted (and more protected) or untrusted
(and less protected) relative to another interface. An interface is considered trusted (and more
protected) in relation to another interface if its security level is higher than the other interface’s
security level. An interface is considered untrusted (and less protected) in relation to another
interface if its security level is lower than the other interface’s security level.

The primary rule for security levels is that an interface with a higher security level can access
an interface with a lower security level. Conversely, an interface with a lower security level
cannot access an interface with a higher security level without an access control list (ACL),
which is discussed later in the lesson. Security levels range from 0 to 100:

m  Security level 100: This is the highest security level for the inside interface of the security
appliance. This is the default setting for the security appliance and cannot be changed.
Because 100 is the most trusted interface security level, your corporate network should be
set up behind it. This is so that no one else can access it unless they are specifically given
permission and so that every device behind this interface can have access outside the
corporate network.

m  Security level 0: This is the lowest security level for the outside interface of the security
appliance. This is the default setting for the security appliance and cannot be changed.
Because 0 is the least-trusted interface security level, you should set your most untrusted
network behind this interface so that it does not have access to other interfaces unless it is
specifically given permission. This interface is usually used for your Internet connection.

m  Security levels 1-99: These are the security levels that you can assign to the perimeter
interfaces connected to the security appliance. You assign the security levels based on the
type of access you want each device to have.
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The following are examples of different interface connections between the security appliance
and other perimeter devices:

m  More secure interface (the higher security level) to a less secure interface (the lower
security level): Traffic originating from the inside interface of the security appliance with a
security level of 100 to the outside interface of the security appliance with a security level
of 0 follows this rule: Allow all IP-based traffic unless restricted by ACLs, authentication,
or authorization.

m  Less secure interface (lower security level) to a more secure interface (higher security
level): Traffic originating from the outside interface of the security appliance with a
security level of 0 to the inside interface of the security appliance with a security level of
100 follows this rule: Drop all packets unless specifically allowed by an access list
command. Further restrict the traffic if authentication and authorization is used.

m  Same secure interface to a same secure interface: No traffic flows between two interfaces
with the same security level.

This table explains the diagram in the previous figure.

Security Levels

Relative Interface
Interface Pair Relationship for Ethernet2 Configuration Guidelines
(DMZ) Interface

Outside security 0 to DMZ is considered trusted. Statics and ACLs must be
demilitarized zone (DMZ) configured to enable sessions
security 50 originated from the outside

interface to the DMZ interface.
Inside security 100 to DMZ is considered untrusted. Globals and Network Address
DMZ security 50 Translation (NAT) are

configured to enable sessions
that originate from the inside
interface to the DMZ interface.
Statics may be configured for
the DMZ interface to ensure that
service hosts have the same
source address.

Note The security appliance can support up to 14 interfaces, depending on the model and license.
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Basic Security Appliance Configuration

This topic contains the basic commands that make the security appliance operational.

Basic CLI Commands for Security
Appliances

* hostname
 interface
— nameif
— ip address
— security-level
— speed

— duplex ==
— no shutdown Internet ~
« nat-control
* nat
- global
* route

ms, Inc. All rights reserved SNPA v4.0—3-21

The following are some of the primary configuration commands for the security appliance.
®  hostname: Assigns a hostname to the security appliance
m interface: Configures the type and capability of each perimeter interface
—  nameif: Assigns a name to each perimeter interface
—  ip address: Assigns an [P address to each interface
—  security level: Assigns the security level for the perimeter interface
—  speed: Assigns the connection speed
—  duplex: Assigns the duplex communications
—  no shutdown: Enables the interface
® nat-control: Enable or disable NAT configuration requirement
®m nat: Shields IP addresses on the inside network from the outside network

m  global: Creates a pool of one or more IP addresses for use in NAT and port address
translation (PAT)

m  route: Defines a static or default route for an interface
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Changing the CLI Prompt

New_York
== (] ﬁ Server
— [
Boston =
- >l - || Server
-— - |
\ Dallas !ﬁ
= > — | Server
-— - 0

pixfirewall(config)#

Assigning Hostname to Security Appliance:

hostname newname

* Changes the hostname in the PIX Firewall CLI
prompt

pixfirewall (config) # hostname Boston
Boston (config) #

2005 Cisco Systems, Inc. Al rights reserved

SNPA v4.0—3-20

In the example in this figure, notice that the default hostname label for the security appliance is
pixfirewall. This default hostname is for PIX Security Appliances. The default hostname for
the ASA Adaptive Security Appliances is ciscoasa. In a network of multiple security
appliances, it may be advantageous to assign a unique hostname label to each security
appliance. To accomplish this, use the hostname command. The hostname command changes
the hostname label on the prompts. The hostname can be up to 63 alphanumeric characters and
uppercase and lowercase. The figure shows the default hostname label of pixfirewall being

changed to Boston.

The syntax for the hostname command is as follows:

hostname newname

newname

New hostname for the security appliance prompt
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interface Command and Sub-commands

~ "V‘J—G—u—.
athormott

pixfirewall(config)#

interface hardware id

- Specifies a perimeter interface and its slot location on the firewall.

pixl (config)# interface ethernet0 (GigabitEthernet0/0)
pixl (config-if) #

2004 Cisco Systems, Inc. Al rights reserved. CSPFAV4.0—4-23

The interface command identifies a perimeter interface and its slot location on the security
appliance. The PIX Security Appliance interfaces are numbered from 0 to X (X = highest-
numbered interface on the PIX Security Appliance). The ASA Adaptive Security Appliance
interfaces are numbered 0/0, 0/1, 0/2, and so on. For each security appliance in your network,
enter the appropriate interface type and slot and port number. In the figure, if the device is a
PIX Security Appliance, enter interface Ethernet0. If the device is an ASA Security Appliance,
enter either GigabitEthernet0/0 or Management0/0 for the management interface. After entering
the interface command, the CLI prompt changes to the interface configuration subcommand
level. With interface configuration subcommands, you can configure hardware speed and
duplex, assign a name, assign a security level, assign an [P address, and configure many other
settings. For an interface to pass traffic, you must configure these subcommands: nameif, ip
address, security-level, and no shutdown. For physical interfaces, the default state is to be
shut down; use the no shutdown command to change the default. You must also verify the
security level for the interface by accepting the default or changing from the default level so
that interfaces can communicate with each other. Interface configuration subcommands are
covered in greater detail later in this lesson.

The syntax for the interface command is as follows:

interface {physical interface[.subinterface] | mapped name}
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mapped_name In multiple context mode, enter the mapped name if it was
assigned using the allocate-interface command.

physical_interface Enter the physical interface type, slot, and port number as
type[slot/lport. A space between the type and slot/port is optional.
Depending on your security appliance model, interface types
include the following:

* ethernet
* gigabitethernet
* management

If your model does not include slots, then enter the interface type
followed by the port number. If your model includes slots, then
enter the interface type followed by slot/port.

See the hardware documentation that came with your model to
identify the interface type, slot, and port number.

subinterface (Optional) Enter an integer between 1 and 4294967293 to
designate a logical subinterface.
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Assign an Interface Name:
nameif Subcommand

Internet @v
Q el
Ethernet0 Ethernet1
* Interface name = outside * Interface name = inside

firewall(config-if)#

Ethernet2
* Interface name = dmz

¢
(n

nameif hardware id if name

- Assigns a name to each perimeter interface on
the PIX Firewall Security Appliance.

fwl (config) # interface ethernet0 (GigabitEthernet0/0)
fwl (config-if) # nameif outside

) 2005 Cisco Systems, Inc. All rights reserves SNPA v4.0—3-23

The subcommand nameif assigns a name to each interface on the security appliance. The first
two interfaces have the default names inside and outside. In the figure, interface Ethernet2 is
assigned the name dmz.

The syntax for the nameif command is as follows:

nameif hardware id if name

hardware_id The hardware name for the network interface that specifies the
slot location of the interface on the security appliance
motherboard. For more information on security appliance
hardware configuration, refer to the Cisco Security appliance
Hardware Installation Guide.

A logical choice for an Ethernet interface is ethernetn. These
names can also be abbreviated with any leading characters in the
name, for example, ether1 or e2.

if_name Describes the perimeter interface. This name is assigned by you,
and must be used in all future configuration references to the
perimeter interface.
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Assign Interface IP Address—
ip address Sub-command

ethe

pixfirewall(config-if)#

« outside
*192.168.1.2

rnet0

ip address ip address [netmask]

+ Assigns an IP address to each interface.

pixl (config)# interface ethernet0 (GigabitEthernet0/0)
pixl (config-if)# nameif outside
pixl (config-if)# ip address 192.168.1.2 255.255.255.0

CSPFAv4.0—4-25

Each interface on the security appliance can be configured with an IP address. Use the ip
address interface configuration subcommand for this purpose. If you make a mistake while
entering this command, reenter it with the correct information. The clear configure ip
command resets all interface [P addresses to no IP address. In the figure, the dmz interface is
configured with an IP address of 172.16.0.1 and a mask of 255.255.255.0. This command also
sets the standby address for failover.

The syntax for the ip address command is as follows:

ip address ip address [mask] [standby ip address]

ip_address

Specifies the IP address of the interface.

mask

(Optional) The subnet mask for the IP address. If you do not set
the mask, the security appliance uses the default mask for the
IP address class.

standby ip_address

(Optional) The IP address for the standby unit for failover.
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DHCP-Assigned Address

pHCP |
- [ |
Assigned

nterne ﬂ;‘})
int ¢ ...llll' e0 .IIIII" T

Ethernet0

!

* Interface name = outside
* IP address = DHCP

firewall(config-if)#

ip address if name dhcp [setroute] [retry
retry cnt]

- Enables the DHCP client feature on the outside
interface

fwl (config) # interface ethernet0 (GigabitEthernet0/0)
fwl (config-if) # nameif outside
fwl (config-if)# ip address dhcp

Cisco Systems, Inc. All rights reserve SNPA v4.0—3-25

Instead of manually configuring an IP address on the security appliance’s interface, you can
enable the security appliance’s Dynamic Host Configuration Protocol (DHCP) client feature to
have the security appliance dynamically retrieve an IP address from a DHCP server. With the
security appliance configured as a DHCP client, a DHCP server can configure the security
appliance’s interface with an IP address, subnet mask, and (optional) a default route. Use the ip
address dhcp subcommand to enable this feature. In the figure, the security appliance is
configured to receive an IP address on the outside interface via DHCP.

Also, use the ip address dhep subcommand to release and renew a DHCP lease from the
security appliance. To delete the DHCP leased IP address, use the subcommand no ip address
dhcp. The debug dhepce event | packet | error command provides debugging tools for the
DHCEP client feature.

The syntax for the ip address dhcp subcommand is as follows:

ip address dhcp [setroute] [retry retry cnt]
show ip address if interface dhcp lease | server

no ip address dhcp

dhcp Specifies that the security appliance will use DHCP to obtain an
IP address.
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setroute Tells the security appliance to set the default route using the
default gateway parameter that the DHCP server returns.

retry Enables the security appliance to retry a poll for DHCP
information.

retry_cnt Specifies the number of times the security appliance will poll for
DHCP information. The values available are 4 to 16. The default
is 4.

Use the show ip address if interface dhep lease command to view current information about
your DHCP lease. Use the show ip address if interface dhep server command to view current
information about your DHCP server.

The following is an example of dhcp lease and server statistics available on a security
appliance:

pix1l# show ip address outside dhcp lease

Temp IP addr: 192.168.1.3 for peer on Interface: outside
Temp sub net mask: 255.255.255.0

DHCP Lease server: 172.26.26.50, state: 3 Bound

DHCP transaction id: 0x902F

Lease: 691200 secs, Renewal: 345600 secs, Rebind: 604800
secs

Next timer fires after: 345593 seconds
Retry count: 0 Client-ID: cisco-000b.fcf8.c538-outside-3
Proxy: FALSE

Hostname: pixl
pixl (config-if)# show ip address outside dhcp server

DHCP server: ANY (255.255.255.255)

Leases: 0
Offers: 0 Requests: O Acks: 0 Naks: 0
Declines: O Releases: 0 Bad:

DHCP server: 172.26.26.50

Leases: 1
Offers: 1 Requests: 1 Acks: 1 Naks: 0O
Declines: 0 Releases: 0 Bad:

Subnet: 255.255.255.0

Note A security appliance that is configured as a DHCP client does not support failover
configurations
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Assign an Security-Level —security-level

Sub-commands
ethernet2
=
p—

ethernet0 ethernet1
«sec0 *sec100

security-level [level]

_ Internet & @

~—

pixfirewall(config-if)#

- Assigns a security level to the interface.

pixl (config)# interface ethernetO (GigabitEthernet0/0)
pixl (config-if) # nameif outside

pixl (config-if)# ip address 192.168.1.2

pixl (config-if)# security-level 0

©2004 Cisco Systems, Inc. Al rights reserved. CSPFAv4.0—4-27

The security-level interface configuration subcommand specifies the security appliance
security level (except for the inside and outside security appliance interfaces, which are
assigned security levels by default). The inside interface has a default security level of 100; the
outside interface has a default security level of 0. As other interfaces are named, the system
assigns a default security level of 0 to each interface. For these newly named interfaces, the
administrator should change the system-assigned default security level to a unique number
from 1 through 99.

The syntax for the security-level command is as follows:

security-level number

number An integer between 0 (lowest) and 100 (highest)

Normally, interfaces on the same security level cannot communicate. If you want interfaces on
the same security level to communicate, use the same-security-traffic command. You might
want to assign two interfaces to the same level and allow them to communicate if you do not
want to perform NAT, if you want to create more than 101 communicating interfaces, and if
you want protection features to be applied equally for traffic between two interfaces (for
example, if you have two departments that are equally secure).

If you change the security level of an interface and you do not want to wait for existing
connections to time out before the new security information is used, you can clear the
translation table using the clear xlate command. However, clearing the translation table
disconnects all current connections.
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Assign an Interface Speed and Duplex:
speed and duplex SubCommands

Ethernet0
» Speed =100
* Duplex = full

firewall(config-if)#

speed [hardware speed]
duplex [duplex operation]

* Enables an interface speed and duplex

fwl (config) # interface ethernet0 (GigabitEthernet0/0)
fwl (config-if) # nameif outside

fwl (config-if)# ip address 192.168.1.2

fwl (config-if) # security-level 0

fwl (config-if)# speed 100

fwl (config-if)# duplex full

SNPA v4.0—3-27

The hardware speed is set to automatic speed sensing by default; it is recommended that you
specify the speed of the network interfaces. This enables the security appliance to operate in
network environments that may include switches or other devices that do not handle automatic
sensing correctly.

To set the speed of a copper (RJ-45) Ethernet interface, use the speed interface configuration
subcommand. To restore the speed setting to the default, use the no form of this command.

The syntax for the speed command is as follows:

speed {auto | 10 | 100 | nonegotiate}

10 Sets the speed to 10BASE-T.

100 Sets the speed to 100BASE-T.

auto Automatically detects the speed.

nonegotiate For a small-form-factor pluggable (SFP) media type, sets the
speed to 1000 Mbps. SFP does not allow any other setting.

To set the duplex of RJ-45 Ethernet interfaces, use the duplex interface configuration
subcommand. To restore the duplex setting to the default, use the no form of this command.
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The syntax for the duplex command is as follows:
duplex {auto | full | half}

auto Automatically detects the duplex mode
full Sets the duplex mode to full duplex
half Sets the duplex mode to half duplex
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ASA Management Interface

_f

; e2
Internet ? =< Q jl:l
\ ) - o
Ethernet0
» Management = only
management-only

no management-only

~— pa—

firewall(config-if)#

* To set an interface to accept management traffic
only

fwl
fwl
fwl
fwl

config) # interface management 0/0
config-if)# nameif outside
config-if)# ip address 192.168.1.2
config-if)# security-level 0

SNPA v4.0—3-28

To set an interface to accept management traffic only, use the management-only interface
configuration subcommand. You can configure any interface to be a management-only

interface using the management-only command. To allow through-traffic, use the no form of
this command.

The ASA Adaptive Security Appliance includes a dedicated management interface called
Management 0/0, which is meant to support management traffic to the security appliance only.
To disable management-only mode so that the interface can allow through-traffic, enter the no
management-only command (ASA 5520 or 5540 only).
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Network Address Translation

NAT
192.168.0.20 10.0.0.11 B
[ | ~$ Um 00,
192.168.10 .11 é E

Outside Inside
Mapped Pool Local

Translation Table
192.168.0.20 10.0.0.11
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NAT enables you to prevent external networks from learning your internal IP addresses, those
behind the security appliance. NAT accomplishes this by translating the internal [P addresses,
which are not globally unique, into globally accepted IP addresses before packets are forwarded
to the external network. NAT is implemented in the security appliance with the nat and global
commands.

When an outbound IP packet that is sent from a device on the inside network reaches a security
appliance that has NAT configured, the source address is extracted and compared with an
internal table of existing translations. If the device’s address is not already in the table, it is then
translated. A new entry is created for that device, and it is assigned an IP address from a pool of
mapped IP addresses. This mapped pool is configured using the global command. After this
translation occurs, the table is updated and the translated IP packet is forwarded. After a user-
configurable timeout period (or the default of three hours), during which there have been no
translated packets for that particular IP address, the entry is removed from the table, and the
mapped address is freed for use by another inside device.

In the figure, host 10.0.0.11 starts an outbound connection. The security appliance translates the
source address to 192.168.0.20. Packets from host 10.0.0.11 are seen on the outside as having a
source address of 192.168.0.20. Return packets from the outside server at [P address
192.168.10.11 are addressed to the mapped address, 192.168.0.20.
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Enable NAT Control

NAT
192.168.0.20 10.0.0.11 E
U'%! Um
200.200.200.11 A
: 4 |

Outside Inside
Mapped Pool Local

Translation Table

192.168.0.20 10.0.0.11

- Enable or disable NAT configuration requirement

fwl (config) # nat-control

2005 Cisco Systems, Inc. All rights reserve SNPA v4.0—3-30

The nat-control command enables NAT to be enabled incrementally. With nat-control
disabled, only IP addresses that need to be protected require a NAT rule. With nat-control
enabled, all packets traversing the security appliance require a NAT rule. There are two NAT
policies, an inside NAT policy and an outside NAT policy. They are used to perform address
translation on each packet that traverses the security appliance. If NAT control is configured,
the security appliance enforces address hiding. Specifically, each inside address must have an
inside NAT rule configured before communication is permitted through the security appliance.
If outside NAT is enabled on an interface, each outside address must have an outside NAT rule
configured before communication is permitted through the security appliance. If no nat-
control is configured, only hosts that undergo NAT need a NAT rule configured. If there is no
NAT policy that matches the traversing packet, address rewrite is not performed and security
appliance processing continues. No NAT control is the default.
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nat Command

—

=
Internet (== <
X XXX | J

< <

10.0.0.11

NAT

firewall(config)#

nat [(if_name)] nat_id address [netmask] [dns]
[[tep] tcp max conns [emb limit]
[norandomseq]]] [udp udp max conns]

- Enables IP address translation

| fwl (config)# nat (inside) 1 0.0.0.0 0.0.0.0 0 O

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—3-31

The first step in enabling NAT on a security appliance is entering the nat command. The nat
command can specify translation for a single host or a range of hosts. The nat command has
two major components, nat_id and an IP address or range of IP addresses. nat_id is a number
from 1 to 2147483647 that specifies the hosts for dynamic address translation. The dynamic
addresses are chosen from a mapped address pool that is created with the global command. The
nat command nat_id number must match the nat_id number in the global command if you
want to use that specific mapped pool of [P addresses for the dynamic address translation.

For example, the nat (inside) 1 10.0.0.0 255.255.255.0 command means that all outbound
connections from a host within the specified network, 10.0.0.0, can pass through the security
appliance (with address translation). The nat (inside) 1 10.0.0.11 255.255.255.255 command
means that only outbound connections originating from the inside host 10.0.0.11 are translated
as the packet passes through the security appliance. Use 0.0.0.0 to allow all hosts to be
translated. The 0.0.0.0 can be abbreviated as 0. As shown in the example, all inside hosts
making outbound connections with the nat (inside) 1 0.0.0.0 0.0.0.0 command are translated.
The nat_id identifies the mapped address pool that the security appliance will use for the
dynamic address translation.
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The syntax for the nat command is as follows:

nat [(if name)] nat id address [netmask] [dns] [[tcp]
tcp max conns [emb limit] [norandomseqg]]] [udp udp max conns]

if_name The name of the interface attached to the network to be
translated.

nat_id A number greater than zero (0) that specifies the mapped
address pool that you want to use for dynamic address
translation.

address The IP address to be translated. You can use 0.0.0.0 to allow all

hosts to start outbound connections. The 0.0.0.0 can be
abbreviated as 0.

netmask Network mask for the address. You can use 0.0.0.0 to allow all
outbound connections to translate with IP addresses from the
mapped pool.

dns Specifies to use the created translation to rewrite the Domain

Name System (DNS) address record.

max_conns The maximum number of simultaneous connections that the local
IP hosts are to allow. (Idle connections are closed after the idle
timeout specified by the timeout conn command.)

emb_limit The maximum number of embryonic connections per host. (An
embryonic connection is a connection request that has not
finished the necessary handshake between source and
destination.) Set a lower value for slower systems and a higher
value for faster systems. The default is 0, which allows unlimited
embryonic connections.

tcp (Optional) Specifies that the maximum TCP connections and
embryonic limit are set for the TCP protocol.

tcp_max_conns (Optional) Maximum number of simultaneous TCP connections
that the local IP hosts allow. (Idle connections are closed after the
time that is specified by the timeout conn command.)

udp (Optional) Specifies a maximum number of UDP connection
parameters that can be configured.

udp_max_conns (Optional) Sets the maximum number of simultaneous UDP
connections that the local IP hosts are each allowed to use. (ldle
connections are closed after the time that is specified by the
timeout conn command.)
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global Command

——
._ Internet ey <
192.168.0.20 |4 10.0.0.11

|
NAT

firewall(config)# 10.0.0.4

global[ (if_name)] nat_id {mapped ip[-mapped ip]
[netmask mapped mask]} | interface

* Works with the nat command to assign a
registered or public IP address to an internal host
when accessing the outside network through the
firewall, for example, 192.168.0.20-192.168.0.254

fwl (config)# nat (inside) 1 0.0.0.0 0.0.0.0
fwl (config)# global (outside) 1 192.168.0.20-192.168.0.254

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—3-32

When an outbound IP packet that is sent from any device on the inside network reaches a
security appliance that has NAT configured, the source address is extracted and compared with
an internal table of existing translations. If the device’s address is not already in the translation
table, it is then translated. It is assigned an IP address from a pool of mapped IP addresses. In a
security appliance configuration, there may be more than one mapped pool configured. Each
outbound NAT is associated with a NAT identifier (NAT ID). Each mapped pool has a
corresponding NAT ID. The security appliance uses the NAT ID of the outbound IP packet to
identify which mapped pool of addresses to select a translation IP address from. The NAT ID
of the outbound packet must match the NAT ID of the mapped pool. The security appliance
assigns addresses from the designated mapped pool starting from the low end and going to the
high end of the range that was specified in the global command. The pool of mapped IP
addresses is configured with the global command.

In the figure, host 10.0.0.11 starts an outbound connection. The NAT ID of the outbound
packet is 1. In this instance, a mapped IP address pool of 192.168.0.20-254 is also identified
with a NAT ID of 1. The security appliance assigns an IP address of 192.168.0.20. It is the
lowest available IP address of the range specified in the global command. Packets from host
10.0.0.11 are seen on the outside as having a source address of 192.168.0.20.
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The syntax for the global command is as follows:

global [(if name)] nat id {mapped ip [-mapped ip] [netmask

mapped mask]} | interface

if_name Describes the external network interface name where you will
use the mapped addresses.

nat_id Identifies the mapped pool and matches it with its respective
nat command.

mapped_ip Single IP addresses or the beginning IP address for a range of
mapped IP addresses.

mapped_ip A range of mapped IP addresses.

mapped_mask The network mask for the mapped_ip address. If subnetting is in

effect, use the subnet mask (for example, 255.255.255.128). If
you specify an address range that overlaps subnets with the
netmask command, this command will not use the broadcast or
network address in the pool of mapped addresses. For example,
if you use 255.255.255.128 and an address range of
192.150.50.20-192.150.50.140, the 192.150.50.127 broadcast
address and the 192.150.50.128 network address will not be
included in the pool of mapped addresses.

interface Specifies PAT using the IP address at the interface.

If the nat command is used, the companion command, global, must be configured to define the
pool of translated IP addresses.

Use the no global command to delete a global entry (for example, no global (outside) 1
192.168.1.20-192.168.1.254 netmask 255.255.255.0).

Note The security appliance uses the mapped addresses to assign a virtual IP address to an
internal NAT address. After adding, changing, or removing a global statement, use the
clear xlate command to make the IP addresses available in the translation table.
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Configure a Static Route: route Command

Default Route Static Route
Internet =3 < =<
L —-— - - 10.0.1.11
192.168.0.1 10.0.0.102
o
10.0.1.4

firewall(config)#

route if name ip address netmask gateway ip
[metric]

- Defines a static or default route for an
interface

.0.0.0 192.168.0.1 1

fwl (config) # route outside 0.0. 0.
55.255.255.0 10.0.0.102 1

0.0 0
fwl (config) # route inside 10.0.1.0 2

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—3-33

Use the route command to enter a static route for an interface. To enter a default route, set
ip_address and netmask to 0.0.0.0 (or the shortened form, 0). In the figure, a route command
with the IP address of 0.0.0.0 identifies the command as the default route. The security
appliance transmits all destination packets not listed in its routing table from the outside
interface to the router at IP address 192.168.0.1.

Create static routes to access specific networks beyond the locally connected networks. A static
route is, in essence, stating, “To send a packet to the specified network, give it to this router.”
For example, in the figure, the security appliance sends all packets destined to the 10.0.1.0
255.255.255.0 network from the inside interface to the router at IP address 10.0.0.102. This was
accomplished by using the following static route command: route inside 10.0.1.0
255.255.255.0 10.0.0.102 1. The router knows how to route the packet to the destination
network of 10.0.1.0.
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The syntax for the route command is as follows:

route if name ip address netmask gateway ip [metric]

if_name Describes the internal or external network interface name.

ip_address Describes the internal or external network IP address. Use
0.0.0.0 to specify a default route. The 0.0.0.0 IP address can be
abbreviated as 0.

netmask Specifies a network mask to apply to the IP address. Use 0.0.0.0
to specify a default route. The 0.0.0.0 netmask can be
abbreviated as 0.

gateway_ip Specifies the IP address of the gateway router (the next hop
address for this route).

metric Specifies the number of hops to the gateway IP. If you are not

sure, enter 1. Your WAN administrator can supply this information
or you can use a traceroute command to obtain the number of
hops. The default is 1 if a metric is not specified.

You can use the [P address of one of the security appliance’s interfaces as the gateway address.
If this is done, the security appliance broadcasts an Address Resolution Protocol (ARP) request
for the MAC address of the destination IP address in the packet instead of broadcasting a
request for the MAC address of the gateway IP address.
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HostName-to-IP-Address Mapping:
name Command

“bastionhost”
172.16.0.2

172.16.0.0

“insidehost”
10000 | | “insidehos

—_——— -,

firewall(config)#

|name ip address name

» Configures a list of name-to-IP-address
mappings on the security appliance

fwl (config) # names
fwl (config) # name 172.16.0.2 bastionhost
fwl (config)# name 10.0.0.11 insidehost

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—3-34

The use of the name command enables you to configure a list of name-to-1P-address
mappings on the security appliance. This allows the use of names in the configuration instead
of IP addresses. In the figure, the server’s and the PC’s IP addresses are mapped to names,
bastionhost and insidehost. Bastionhost and insidehost can be used in place of an IP address
in any security appliance command reference, for instance, the command ping insidehost.

The syntax for the name command is as follows:

name ip address name

ip_address The IP address of the host being named

name The name assigned to the |IP address

Allowable characters for the name are: a through z, A through Z, 0 through 9, a dash (-), and an
underscore (_). The name cannot start with a number. If the name is more than 16 characters
long, the name command fails. After the name is defined, it can be used in any security
appliance command reference in place of an IP address. The names command enables the use
of the name command. The clear configure names command clears the list of names from the
security appliance configuration. The no names command disables the use of the text names,
but does not remove them from the configuration. The show names command lists the name
command statements in the configuration.
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Configuration Example

172.16.6.0

1
192.168.6.0 10.0.6.0 10.1.6.0
iternet —— s &b SSRUUE ]

Ethernet0 Ethernet1
« Interface name = outside « Interface name = inside

« Security level = 0 « Security level =100
« IP address = 192.168.6.2 « IP address = 10.0.6.1

write terminal
interface ethernet0

nameif outside

security-level 0

speed 100

duplex full

ip address 192.168.2.2 255.255.255.0
interface ethernetl

nameif inside

security-level 100

speed 100

duplex full

ip address 10.0.1.1 255.255.255.0

©2005 Cisco Systems, Inc. All rights reserved. SNPA v4.0—3-35

The figure shows a basic security appliance interface configuration. There are six configuration
commands in the example, interface, nameif, security-level, speed, duplex, and ip address.
Ethernet0 and Ethernetl are set for their default name configuration: ethernet0, nameif outside,
and security-level 0. All security appliance ports are set for 100-Mbps full-duplex
communications. The last interface configuration subcommand is the ip address command.
Each of the interfaces is assigned an IP address and subnet mask, for example, ip address
outside 192.168.2.2 255.255.255.0. The configuration is continued on the next page.
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“bastionhost”
172.16.6.2

Configuration Example (Cont.)

172.16.6.0

Ethernet2

« Interface name = dmz
« Security level = 50 “insidehost”
« IP address = 172.16.6.1 10.1.6.11

Internet

1
G 19216860 gy 10.0.60
—-— 2

®.110.1.6.0 ‘Q

interface ethernet2
nameif dmz
security-level 50
speed 100
duplex full
ip address 172.16.2.2 255.255.255.0
passwd 2KFQnbNIdI.2KYOU encrypted
hostname fwl
names
name 172.16.6.2 bastionhost
name 10.1.6.11 insidehost

©2005 Cisco Systems, Inc. All rights reserved

SNPA v4.0—3-36

In the previous configuration example, the interfaces are configured. In this figure, Ethernet2 is

configured using the nameif, security-level, speed, duplex, and ip address subcommands.

Hostname and names features are also configured. The hostname feature allows the
administrator to define the CLI prompt, for example, fw1. The administrator can apply a name

to any of the hosts, for example, 10.1.6.11 can be named insidehost. The configuration is

continued on the next page.
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Configuration Example (Cont.)

“bastionhost”

172.16.6.2
Default Route 172.16.6.0 | .2 Static Route “iqzic:e:::t”

LY K =
- 192.168.6.0 10.0.6.0 == 10.1.6.0 ]—‘
Internet == L == |
- 2 ?.1 oz - —

< |«

Mapped Pool 10.0.0.0

192.168.6.20 - 254

nat-control

nat (inside) 1 0.0.0.0 0.0.0.0 0 O

global (outside) 1 192.168.6.20-192.168.6.254
route outside 0.0.0.0 0.0.0.0 192.168.6.1 1
route inside 10.1.6.0 255.255.255.0 10.0.6.102 1

SNPA v4.0—3-37

global and nat commands enable the NAT feature in the security appliance. In the example,
outbound packets from any inside host, 0.0.0.0 0.0.0.0, are translated to one of the mapped pool
IP addresses, 192.168.6.20-254. The last command is the route command. In the example, a
default route to the router at IP address 192.168.6.1 is added. The hosts on the 10.1.6.0 network
by default cannot be reached by the security appliance. To access these devices, a static route to
the router at IP address 10.0.6.102 is defined. Any security appliance packets bound for the
10.1.6.0 network are forwarded to the router at IP address 10.0.6.102.
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Examining Security Appliance Status

This topic contains the basic show commands needed to examine the status of Cisco security

appliances.

show Commands

show run interface

ﬂ

fwl# show run interface
!

interface Ethernet0

speed 100

duplex full

nameif outside

security-level 0

ip address 192.168.2.2 255.255.255.0
'

interface Ethernetl

speed 100

duplex full

nameif inside

security-level 100

ip address 10.0.2.1 255.255.255.0

show interface

fwl# show interface

Detected: Speed 100 Mbps, Full-duplex
Requested: Auto
MAC address 000b.fcf8.c538, MTU 1500

Interface GigabitEthernet0/0 "outside", is up,

line protocol is up

IP address 192.168.1.2, subnet mask 255.255.255.0

0 packets input, 0 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, O ignored, 0 abort
0 packets output, 0 bytes, 0 underruns

input queue (curr/max blocks): hardware (0/0) software (0/0)

output queue (curr/max blocks): hardware (0/0) software (0/0)

Received 0 VLAN untagged packets, 0 bytes
Transmitted 0 VLAN untagged packets, 0 bytes
Dropped 0 VLAN untagged packets

sco Systems, Inc. All rights reserved

SNPA v4.0—3-39

In general, show run plus a command displays a static screen, typically the way a parameter is

configured. show plus a command displays a dynamically changing statistics screen. For

example, show run interface displays how the interfaces are configured, a static screen. show
interface displays a dynamic screen with numerous counters.
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show memory Command
ﬂ

firewall#

show memory

fwl# show memory

Free memory: 49046552 bytes
Used memory: 18062312 bytes
Total memory: 67108864 bytes

SNPA v4.0—3-40

The show memory command displays a summary of the maximum physical memory, current
used memory, and current free memory available to the security appliance operating system.
The example in the figure shows sample output from the show memory command.
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show cpu usage Command
ﬂ

Internet .@,—.‘ID‘

firewall#

show cpu usage

fwl# show cpu usage

CPU utilization for 5 seconds = 0%; 1 minute: 0%; 5 minutes: 0%

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—3-41

The show cpu usage command displays CPU use. In the following sample output for the show
cpu usage command, 0% is the percentage of CPU used for five seconds, 0% is the average
percentage of CPU use for one minute, and 0% is the average percentage utilization for five
minutes:

CPU utilization for 5 seconds: 0%; 1 minute: 0%; 5 minutes: 0%

The percentage of usage shows as NA (not available) if the usage is not available for any of the
time intervals. This can happen if the user asks for CPU usage before the five-second, one-
minute, or five-minute time interval has elapsed.
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show version Command
ﬂ

firewall#

|show version |

- Displays the security appliance’s software
version, operating time since its last reboot,
processor type, Flash memory type, interface
boards, serial number (BIOS identification), and
activation key value.

Cisco PIX Security Appliance Software Version 7.0(1)
Compiled on Thu 31-Mar-05 14:37 by builders

System image file is "flash:/pix-701.bin"

Config file at boot was "startup-config"

pixfirewall up 12 mins 24 secs

Hardware: PIX-515, 128 MB RAM, CPU Pentium 200 MHz
Flash i28F640J5 @ 0x300, 16MB...

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—3-42

Use the show version command to display the security appliance’s software version, operating
time since the last reboot, processor type, Flash memory type, interface boards, serial number
(BIOS identification), and activation key value.

The serial number listed with the show version command in Cisco PIX Security Appliance
Software v5.3 and higher is for the Flash memory basic input/output system (BIOS). This
number is different from the serial number on the chassis. To obtain a software upgrade, you
need the serial number that appears in the show version command, not the chassis number.

For Cisco PIX and ASA Security Appliance Software v7.0 and higher, the show version output
appears as follows:

pixl# show version

Cisco PIX Security Appliance Software Version 7.0(1)
Compiled on Thu 31-Mar-05 14:37 by builders

System image file is "flash:/pix-701.bin"

Config file at boot was "startup-config"

pixl up 12 mins 24 secs

Hardware: PIX-515, 128 MB RAM, CPU Pentium 200 MHz

Flash 128F640J5 @ 0x300, 16MB
BIOS Flash AT29C257 @ 0Oxfffd8000, 32KB

0: Ext: EthernetO : media index O0: irg 10
1: Ext: Ethernetl : media index 1: irqg 7
2: Ext: Ethernet2 : media index 2: irg 11
3: Ext: Ethernet3 : media index 3: irg 11
4: Ext: Ethernetd : media index 4: irqg 11
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5: Ext: Ethernetb : media index 5: irg 11

Licensed features for this platform:

Maximum Physical Interfaces : 6

Maximum VLANS : 25

Inside Hosts : Unlimited
Failover : Active/Active
VPN-DES : Enabled
VPN-3DES-AES : Enabled
Cut-through Proxy : Enabled
Guards : Enabled
URL Filtering : Enabled
Security Contexts : 5
GTP/GPRS : Disabled
VPN Peers : Unlimited

This platform has an Unrestricted (UR) license.

Serial Number: 480360257

Running Activation Key: 0x4431d243 0x54258b0f 0x90913408
Oxbb6bcd404 0x8f37eaac

Configuration has not been modified since last system restart.

In the above example, notice the following important bolded

parameters:

Hardware: PIX-515, 128 MB RAM
Flash: 16MB

Licensed Features:

Failover: Active/Active
VPN-DES: Enabled
VPN-3DES-AES: Enabled

Security Contexts 5

This PIX 515 Security Appliance has an Unrestricted (UR) license.
Serial Number: 480360257
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-
show ip address Command
172.16.6.0
A
192.168.6.0 10.0.6.0 10.1.6.0
nternet —— s < & e [
. A A e

fwl# show ip address

System IP Addresses:

Interface Name IP address Subnet mask

Ethernet0 outside 192.168.1.2 255.255.255.0

CONFIG

Ethernetl inside 10.0.1.1 255.255.255.0

CONFIG

Ethernet2 dmz 172.16.1.1 255.255.255.0

CONFIG

Current IP Addresses:

Interface Name IP address Subnet mask

Ethernet0 outside 192.168.1.2 255.255.255.0

CONFIG

Ethernetl inside 10.0.1.1 255.255.255.0

CONFIG

Ethernet2 dmz 172.16.1.1 255.255.255.0

CONFIG
Cisco Systems, Inc. Al rights reserves SNPA v4.0—3-43

The show ip address command enables you to view which IP addresses are assigned to the
network interfaces. The current [P addresses are the same as the system [P addresses on the
failover active security appliance. When the active security appliance fails, the current IP
addresses become that of the standby security appliance.
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show interface Command
ﬂ

fwl# show interface
interface ethernet0 "outside" is up, line protocol is up
Hardware is i82559 ethernet, address is 0050.54ff.653a
IP address 192.168.0.2, subnet mask 255.255.255.0
MTU 1500 bytes, BW 100000 Kbit full duplex
4 packets input, 282 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
20 packets output, 1242 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 babbles, 0 late collisions, 0 deferred
0 lost carrier, 0 no carrier
input queue (curr/max blocks): hardware (128/128) software (0
output queue (curr/max blocks): hardware (0/1) software (0/1)

SNPA v4.0—3-44

The show interface command enables you to view network interface information. This is one
of the first commands you should use when trying to establish connectivity.

The following are explanations of the information that is displayed after you enter the show
interface command:

m  FEthernet: Indicates that you have used the interface command to configure the interface.
The statement indicates whether the interface is inside or outside and whether the interface
is available (up) or not available (down).

m  Line protocol up: A working cable is plugged into the network interface.

m Line protocol down: Either the cable plugged into the network interface is incorrect or it is
not plugged into the interface connector.

m  Network interface type: Identifies the network interface.
m  MAC address: Intel cards begin with “i” and 3Com cards begin with “3¢”.

®  MTU (maximum transmission unit): The size in bytes that data can best be sent over the
network.

m  Line speed: 10BASE-T is listed as 10000 Kbit. 100BASE-TX is listed as 100000 Kbit.

®m  Line duplex status: Indicates whether the security appliance is running either full duplex
(simultaneous packet transmission) or half duplex (alternating packet transmission).

m  Packets input: Indicates that packets are being received in the security appliance.

m  Packets output: Indicates that packets are being sent from the security appliance.
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The following are explanations of show interface command output that can indicate interface
problems:

No buffer: Indicates the security appliance is out of memory or slowed down due to heavy
traffic and cannot keep up with the received data.

Runts: Packets with less information than expected.

Giants: Packets with more information than expected.

CRC (cyclic redundancy check): Packets that contain corrupted data (checksum error).
Frame errors: Indicates framing errors.

Ignored and aborted errors: This information is provided for future use, but is not currently
checked; the security appliance does not ignore or abort frames.

Underruns: Occurs when the security appliance is overwhelmed and cannot get data to the
network interface card fast enough.

Overruns: Occurs when the network interface card is overwhelmed and cannot buffer
received information before more needs to be sent.

Unicast rpf drops: Occurs when packets sent to a single network destination using reverse
path forwarding are dropped.

Output errors (maximum collisions): The number of frames not transmitted because the
configured maximum number of collisions was exceeded. This counter should only
increment during heavy network traffic.

Collisions (single and multiple collisions): The number of messages retransmitted because
of an Ethernet collision. This usually occurs on an overextended LAN when the Ethernet or
transceiver cable is too long, there are more than two repeaters between stations, or there
are too many cascaded multiport transceivers. A packet that collides is counted only once
by the output packets.

Interface resets: The number of times an interface has been reset. If an interface is unable to
transmit for three seconds, the security appliance resets the interface to restart transmission.
During this interval, the connection state is maintained. An interface reset can also happen
when an interface is looped back or shut down.

Babbles: The transmitter has been on the interface longer than the time taken to transmit
the largest frame. This counter is unused.

Late collisions: The number of frames that were not transmitted because a collision
occurred outside the normal collision window. A late collision is a collision that is detected
late in the transmission of the packet. Normally, these should never happen. When two
Ethernet hosts try to talk at once, they should collide early in the packet and both back off,
or the second host should see that the first one is talking and wait.
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If you get a late collision, a device is jumping in and trying to send on the Ethernet while the
security appliance is partly finished sending the packet. The security appliance does not resend
the packet, because it may have freed the buffers that held the first part of the packet. This is
not a real problem because networking protocols are designed to cope with collisions by
resending packets. However, late collisions indicate a problem exists in your network. Common
problems are large repeated networks and Ethernet networks running beyond the specification.

m  Deferred: The number of frames that were deferred before transmission because of activity
on the link.

m  Lost carrier: The number of times the carrier signal was lost during transmission.
®  No carrier: This counter is unused.
®m  Input queue: Input (receive) hardware and software queue.

—  Hardware (current and maximum blocks): The number of blocks currently present
on the input hardware queue and the maximum number of blocks previously present
on that queue.

— Software (current and maximum blocks): The number of blocks currently present on
the input software queue and the maximum number of blocks previously present on
that queue.

®  Output queue: Output (transmit) hardware and software queue.

—  Hardware (current and maximum blocks): The number of blocks currently present
on the output hardware queue and the maximum number of blocks previously
present on that queue.

—  Software (current and maximum blocks): The number of blocks currently present on
the output software queue and the maximum number of blocks previously present on
that queue.

Note The following counters are valid only for Ethernet interfaces: output errors, collisions,
interface resets, babbles, late collisions, deferred, lost carrier, and no carrier.

Note Starting with PIX Security Appliance Software v6.0(1), Fiber Distributed Data Interface
(FDDI), Private Link 2 (PL2), and Token Ring interfaces are not supported.
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show nameif Command

Ethernet2

* Interface name = dmz
« Security level = 50

e2 —
el el -

Ethernet0 Ethernet1

* Interface name = outside * Interface name = inside
* Security level = 0 « Security level = 100

fwl# show nameif

Interface Name Security
Ethernet0 outside 0
Ethernetl inside 100
Ethernet2 dmz 50

©2005 Cisco Systems, Inc. All rights reserved. SNPA v4.0—3-45

Use the show nameif command to view the named interfaces. In the figure, the first two
interfaces have the default names inside and outside. The inside interface has a default security
level of 100; the outside interface has a default security level of 0. Ethernet?2 is assigned a
name of dmz with a security level of 50.
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show run nat Command

_—

— , 1l
L Internet -— - 10.0.0.11

XXXX | 10.0.0.X
[«
NAT

(
A
—

firewall#

show run nat

- Displays a single host or range of hosts to be
translated

fwl# show run nat
nat (inside) 1 10.0.0.0 255.255.255.0 0 0

SNPA v4.0—3-46

Use the show run nat command to display a single host or range of hosts to be translated. In
the figure, all hosts on the 10.0.0.0 network will be translated when traversing the security
appliance. The NAT ID is 1.
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show run global Command

_—

Internet == <
| - I
< |:
Mapped Pool
192.168.0.20-192.168.0.254
firewall#

|show run global |

* Displays the pool of mapped addresses

fwl# show run global
global (outside) 1 192.168.0.20-192.168.0.254 netmask 255.255.255.0

Show run global displays the mapped pool(s) of addresses configured in the security
appliance. The figure shows one pool currently configured. The pool is configured on the
outside interface. The pool has an IP address range of 192.168.0.20 to 192.168.0.254. The NAT
IDis 1.
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show xlate Command

EH are
[ | @ -— *
_192.168.0.20|
« |«
Outside
d |
Xlate Table [
192.168.0.20 10.0.0.11
firewall#

show xlate

- Displays the contents of the translation slots

fwl# show xlate
1 in use, 1 most used
Global 192.168.0.20 Local 10.0.0.11

©2005 Cisco Systems, Inc. All rights reserved. SNPA v4.0—3-48

The command show xlate displays the contents of the translation slot. In the figure, the number
of currently used translations is 1 with a maximum count of 1. The current translation is a local
IP address of 10.0.0.11 to a mapped IP address of 192.168.0.20.
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ping Command

Q

- Ll
Internet == | —
| - - 10.0.0.11
{ |
10.0.0.4
firewall#
ping host

° Determines whether other IP addresses are
visible from the security appliance

fwl# ping 10.0.1.11
Sending 5, 100-byte ICMP Echos to 10.0.1.11, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 10/12/20 ms

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—3-49

The ping command determines if the security appliance has connectivity and if a host is
available (visible to the security appliance) on the network. The command output shows if the
ping was received. If the ping was received, then the host exists on the network. If the ping was
not received, the command output displays “NO response received.” (In that case, you would
use the show interface command to ensure that the security appliance is connected to the
network and is passing traffic.) By default, the ping command makes three attempts to reach an
IP address.

If you want internal hosts to be able to ping external hosts, you must create an ACL for echo
reply. If you are pinging through the security appliance between hosts or routers and the pings
are not successful, use the debug icmp trace command to monitor the success of the ping.

After your security appliance is configured and operational, you will not be able to ping the
inside interface of the security appliance from the outside network or from the outside
interfaces of the security appliance. If you can ping the inside networks from the inside
interface and if you can ping the outside networks from the outside interface, the security
appliance is functioning normally and your routes are correct.
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The syntax for the ping command is as follows:

ping [if name] host [data pattern] [repeat count] [size bytes]
[timeout seconds] [validate]

if_name The network interface name. The address of the specified
interface is used as the source address of the ping.

host The name or IP address of the host being pinged.

data pattern (Optional) Specifies the 16-bit data pattern in hexadecimal.

repeat count (Optional) Specifies the number of times to repeat the ping
request.

size bytes (Optional) Specifies the datagram size in bytes.

timeout seconds (Optional) Specifies the number of seconds to wait before

timing out the ping request.

validate (Optional) Specifies to validate reply data.
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Time Setting and NTP Support

This topic explains how to set the clock on the security appliance and synchronize the times of
devices operating over an IP data network.

clock Command
~ [«
.— Internet g -
Wed 23-Jul-03
21:00
firewall#

clock set hh:mm:ss {day month | month day} year

- Sets the security appliance clock

| fwl# clock set 21:0:0 jul 23 2003

ms, Inc. All rights reserved SNPA v4.0—3-52

The clock set command sets the security appliance clock. It enables you to specify the time,
month, day, and year. The clock setting is retained in memory when the power is off by a
battery on the security appliance’s motherboard. The security appliance generates syslog
messages for system events and can log these messages to a syslog server. If you want the
messages to contain a time-stamp value, you must enter the logging timestamp command. The
logging timestamp command requires that the clock set command be used to ensure that the
correct time appears on the Syslog messages. Syslog and its corresponding commands are
explained in another lesson.

It is also important to ensure that the clock is correctly set if you use public key infrastructure
(PKI), which uses digital certificates for authentication of virtual private network (VPN) peers.
The Cisco PKI protocol uses the clock to make sure that a certificate revocation list (CRL) is
not expired. Otherwise, the certificate authority (CA) may reject or allow certificates based on
an incorrect time stamp. The lifetimes of certificates and CRLs are checked in Coordinated
Universal Time (UTC). If you are using certificates with IPSec for VPN, set the security
appliance clock to UTC time zone to ensure that CRL checking works correctly.

You can view the time with the show clock command, which displays the time, time zone, day,
and full date. You can remove the clock set command with the clear configure clock
command.
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The syntax for the clock set command is as follows:

clock set hh:mm:ss {month day | day month} year

hh:mm:ss The hour: minutes: seconds expressed in
24-hour time (for example, 20:54:00 for 8:54 p.m.).
Zeros can be entered as a single digit; for example, 21:0:0.
day The day of the month to start, from 1 to 31.
month The month expressed as the first three characters of the month
(for example, apr for April).
year The year expressed as four digits (for example, 2000).
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Setting Daylight Saving Time
and Time Zones
ﬂ

firewall(config)#

clock summer-time zone recurring [week weekday
month hh:mm week weekday month hh:mm] [offset]

- Displays summertime hours during the specified
summertime date range

firewall(config)#

clock timezone zone hours [minutes]

- Sets the clock display to the time zone specified

fwl (config)# clock summer-time PDT recurring 1 Sunday April 2:00 last Sunday
October 2:00

- Specifies that summertime starts on the first
Sunday in April at 2 a.m. and ends on the last
Sunday in October at 2 a.m.

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—3-53

Although the security appliance clock does not adjust itself for daylight saving time changes,
you can configure it to display daylight saving time by using the clock summer-time
command. The summer-time keyword causes the security appliance to automatically switch to
summertime (for display purposes only). The recurring keyword indicates that summertime
should start and end on the days that are specified by the values that follow it. If no values are
specified, the summertime rules default to U.S. rules.

You can also specify the exact date and times with the date version of the clock summer-time
command. In the following example, daylight saving time (summertime) is configured to start
on April 7,2002, at 2 a.m. and end on October 27, 2002, at 2 a.m.

fwl (config)# clock summer-time PDT date 7 April 2002 2:00 27
October 2002 2:00

Use the clock timezone command to set the time zone. The clock timezone command sets the
time zone for display purposes only. Internally, the time is kept in UTC. The no form of the
command is used to set the time zone to UTC. The clear clock command removes summertime
settings and sets the time zone to UTC.
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The syntax for the clock commands is as follows:

clock summer-time zone recurring [week weekday month hh:mm
week weekday month hh:mm] [offset]

clock summer-time zone date {day month | month day} year hh:mm

{day month

month day} year hh:mm [offset]

clock timezone zone hours [minutes]

show clock

[detail]

summer-time

The clock summer-time command displays summertime hours
during the specified summertime date range. This command
affects the clock display time only.

zone

The name of the time zone.

recurring

Specifies the start and end dates for local summer “daylight
saving" time. The first date entered is the start date and the
second date entered is the end date. (The start date is relative to
UTC and the end date is relative to the specified summer time
zone.) If no dates are specified, U.S. Daylight Saving Time is
used. If the start-date month is after the end-date month, the
summer time zone is accepted and assumed to be in the
Southern Hemisphere.

week

Specifies the week of the month. Enter 1, 2, 3, or 4 to specify the
first, second, third, or fourth week of the month. Use first or last to
specify a partial week at the beginning or end of a month. For
example, week 5 of any month is specified by using last.

weekday

Specifies the day of the week. Enter Monday, Tuesday,
Wednesday, Thursday, Friday, Saturday, or Sunday.

month

Specifies the month. Enter the first three characters of the month
(for example, apr for April).

hh:mm

The hour and minutes expressed in 24-hour time (for example,
20:54 for 8:54 p.m.). Zeros can be entered as a single digit (for
example, 21:0).

offset

The number of minutes to add during summertime. The default is
60 minutes.

date

Used as an alternative to the recurring form of the clock
summer-time command. It specifies that summertime should
start on the first date entered and end on the second date
entered. If the start-date month is after the end-date month, the
summer time zone is accepted and assumed to be in the
Southern Hemisphere.

day

The day of the month to start. Enter a number from 1 to 31.

year

The year expressed as four digits (for example, 2000). The year
range supported for the clock command is 1993 to 2035.

timezone

The clock timezone command sets the clock display to the time
zone specified. It does not change internal security appliance
time, which remains UTC.

hours

The hours of offset from UTC.

minutes

The minutes of offset from UTC.

detail

Displays the clock source and current summertime settings.
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ntp Command

~
~

=

! Internet ~

10.0.0.12

firewall(config)#

ntp server ip address [key number] source if name
[prefer]

. S*nchronizes the security appliance with an
NTP server

fwl (config)# ntp authentication-key 1234 md5 ciscol23

fwl (config)# ntp trusted-key 1234

fwl (config)# ntp server 10.0.0.12 key 1234 source inside prefer
fwl (config) # ntp authenticate

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—3-54

The ntp server command synchronizes the security appliance with the NTP server that you
specify. You can configure the security appliance to require authentication before
synchronizing with the NTP server. To enable and support authentication, several forms of the
ntp command work in conjunction with the ntp server command. The following are the ntp
command forms and their uses:

®m  ntp server: Specifies an NTP server. The security appliance listens for NTP packets (port
123) only on interfaces that have an NTP server configured. NTP packets that are not
responses from a request by the security appliance are dropped.

® ntp authenticate: Enables NTP authentication.

® ntp authentication-key: Defines the authentication keys for the ntp commands. If
authentication is used, the security appliance and NTP server must be configured with the
same key.

® ntp trusted-key: Defines one or more key numbers that the NTP server needs to include in
its NTP packets in order for the security appliance to accept synchronization with the NTP
server. Use this command if NTP authentication is enabled.

You can use the show run ntp command to display the current NTP configuration and the
show ntp status command to display the NTP clock information. The clear configure ntp
command removes the NTP configuration, including disabling authentication and removing all
authentication keys and NTP server designations.
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The syntax for the ntp commands is as follows:

ntp authenticate

ntp authentication-key number md5 value

ntp server ip address [key number] source if name [prefer]

ntp trusted-key number

authenticate

Enables NTP authentication. If enabled, the security appliance
requires authentication before synchronizing with an NTP server.

authentication-key

Defines the authentication keys for use with other NTP
commands.

number The authentication key number (1 to 4294967295).

md5 The authentication algorithm.

value The key value, an arbitrary string of up to 32 characters. The key
value is displayed as "***********" when the configuration is
viewed by using the show run or show tech-support command.

server The NTP server.

ip_address The IP address of the NTP server with which to synchronize.

key Specifies the authentication key.

source Specifies the network time source.

if_name Specifies the interface to use to send packets to the NTP server.

prefer Designates the NTP server specified as the preferred server with

which to synchronize time.

trusted-key

Specifies the trusted key against which to authenticate.
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Syslog Configuration

This topic explains how to configure Cisco security appliances
syslog server.

to send syslog messages to a

Configure Syslog Output to a stlog Server

Messages

.
SM Syslog

i Ewi's Syshog Diaemen (Ver 6.3.7) - 16 Messages Per Hoor. B (=I5

Piimnily__ Hostems | Muszagn
Localf Debag  10.0.6.1 Jul 16 2003 %2444 XPDCF1T100% User ‘enable_15° execubed emd show global
Local? Debesg 10061 Jul 16 2000 052430 XPOCT-111005% Wead "anable_15' axscubed cmd show date
Local? Delmag 10061 |,
N Local? Debeg 10061
Local? Deteeg  10.0.6.1
Localf Motce 100061

5 Local? Hotiee 10061 dul 16 2003 3 24 01 TPLCS 111007, Begin configeat
Localf Motice  1000.6.1 Jul 16 2000 IR ZX57 TPDCS1T1008 User "enabile_1° e fthe “enable’ command.

Local? Motics 10061 Jul 16 003 8 73 57 XPDCSSOP10E Uemi goiv lnval changed lname: snabibe_| From 1 Ta 15

Localf Moties 100061 Jul 16 2003 0% 23 4% XPDCSE1T100 User logged oul: Unasme: enable_15

5 Local7 Debeg 10061 Jul 1§ 2003 0973 47 PDCT-T10005 UDP snguest discanded feom 10,05, /137 10 inside 10,0 6 255 /notbios-ns
Localf Debag  10.0.6.1 Jul 16 2003 IR 2341 XPDC T FI000%: DD sequest disearded fom 10.0.6. 10013 1o inside: 10006 255/ netbios ae
Local? Debesg 10061 Jul 16 2000 052340 XPDCT-TI0005: 1P snquect dscardad foom 1006 10137 to incide: 100 6 255 nathios-ne
13 Locall Mobes 100051 Jul 16 2003 (92339, XPRCS 111005 comrole eod confugurabon: OF,
Local? Debesg 10061 Jul 16 2000 0% 2247 XPOLCT- 710005 1D snquect discardad foom 10.0.E. 1
Local? Deteag  10.0.6.1 Jul 16 2003 0822 47 XPLCT- 710005 UDP requen discarded from 10.0.6, 100137 w0

Localf Debesg 100067 Jul 16 2000 URZZ A6 XPDC7-F1000%: U soquest discardad feom 10.0.6.10/137 to inside:
M5059  Local? Hotiee 10061 dul 16 2003 08 22 35 TPLCS 111008 s “enabile I!'nnllnlﬂm‘mlwlmulnl"lﬁll command =
L !
| Startup weccnsslul ) 5 B A ooz | 0 035D [ 12192002
© 2005 Cisco Systems, Inc. All rights reserved. SNPA v4.0—3-56

The security appliance generates syslog messages for system events, such as alerts and resource
depletion. Syslog messages can be used to create log files or can be displayed on the console of
a designated syslog host. The security appliance can send syslog messages to any syslog server.
In the event that all syslog servers or hosts are offline, the security appliance syslog server
stores up to 512 messages in its memory. Subsequent messages that arrive overwrite the buffer

starting from the first line.
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Logging Options

Telnet

E Console
= |

vz - —

o . Internet (N—]

Logging
Options

Internal
Buffer

—>

Console — Output to console
Buffered — Output to internal buffer
Monitor — Output to Telnet

Host — Output to syslog server

SNMP - Output to SNMP server

SNPA v4.0—3-57

These are some of the logging options available on Cisco security appliances.

Console: Specifies that given log messages appear on the security appliance console as

each message occurs

Buffered: Sends the specified log messages to an internal buffer that can be viewed with

the show logging command

Monitor: Specifies that the log messages appear on Telnet sessions to the security appliance

console

Host: Specifies which log server will receive the messages that are sent from the security

appliance

Simple Network Management Protocol (SNMP): Enables sending log messages as

SNMP trap notifications
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Logging Levels

B_ Console
- Telnet / [] SNmP
== = —=—— Server
| . Internet —-— —
o Internal
Buffer == Syslog
Server
0 — Emergencies
1 - Alerts
2 — Critical
Logging 3 - Errors
Levels - 4 — Warnings

5 — Notifications
6 — Informational
7 — Debugging

SNPA v4.0—3-58

The level that you specify indicates that you want that level and all higher levels. For example,
if the log level is 3, the syslog displays 0, 1, 2, and 3 messages. Possible number and string

level values are as follows:

®  (: Emergencies—System unusable messages

m 1: Alerts—Take immediate action

m  2: Critical—Critical condition

®  3: Errors—Error message

®  4: Warnings—Warning message

® 5: Notifications—Normal but significant condition
®  6: Informational—Information message

m 7

: Debugging—Debug messages and log FTP commands and World Wide Web URLs
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Configure Message Output to a Syslog

Server
= fut -
= Internet —.;\i\i' < —_—
Syslog
Messages g::\ll:?
- Designate the syslog host server. 10.0.1.11

- Set the logging level.

* Enable logging time stamp on syslog messages.
- Specify the logging device identifier.

- Enable logging.

fwl (config) # logging host inside 10.0.1.11
fwl (config)# logging trap warnings

fwl (config)# logging timestamp

fwl (config) # logging device-id pix6

fwl (config) # logging on

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—3-59

In the figure, the security appliance is configured to send the logging messages to syslog server
10.0.0.12. The messages that are sent will consist of warning messages and messages of higher
severity. Each message is time-stamped and assigned a device identifier of pix6. Lastly,
logging is turned on.
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Syslog Output Example

Logging Level

Logging Device IP Address

4 Eiwi's Sirslog Doeny 0 (Ver 6.7 - & Messages Py /Hour,

Logging Date and Time Stamp
Logging Device Identifier
Message ldentifier

10 x]

Time Fricaily | Hostname | Mess
150921 Local7.Debug 10.06.1  Awg 05 2000 14:51:04 pixh : XPDS-7-710005: UDP request discarded fom 10.0.6.10/137 to inside: 10.0.6. 255/ methios-ns
VS0R20 Local Debug TOOET A 0% 2003 145104 pab - ZPLC7- 710005 UDP eques) decanded lom T0LE 104137 Lo maude: 1006 255 reclbi s
150%13 Local? Debug 10.006.1  Awg 05 20070 14-51:00 pixf - ZPO-7-F10005: UDP request discasded from 10.0.6.10/137 to inside:1000.6. 255/ /nethios-ns
150907 Local? Debug 10061 Aug 05 2003 145051 pak - TPLCT-TI0005 UDP imquast discamded loom 177 16,2 2057 to inside: 255 255,755 255/ bolp:
VSUROF  Localf Debug TO.0ET  Aug US 2003 145051 pok : TPDCF-F1000%; UDP request discsded rom 172 30, 750758 to insde: 255,255, 2755, 755 bootps
150859 Local7 Debug 10.006.1  Awg 05 2000 1450047 pih © XPOCT-710005: UDP request discaded fom 172.16.2 2/67 1o inside: 255 255 255 255/boolpe
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150637 Local? Debug 1006 T Aug 05 2003 145010 gk - TPOCT-TI0005: LDP wmquast discamded loom 10006105137 1 inside 10,06 255 metbios-ns
VEUEZE  Localf Notice TO.0ET  Aug US 2003 145010 perk : TPDCS 111008 User ‘enable 15 execuled the ‘ping 10,0.5.10° command.
150026 Local7.Debug  10.06.1  Awg 05 2000 14:50:09 pixh : XPDS-7-710005: UDP request discarded fom 10.0.6.10/137 to inside: 10.0.6. 255/ nethios-ns
VS OR 5 Local Debug  TOOET g 0% 2003 14 5009 b - ZPECT-ZT000%: UDP mquesl dismded lom TILE 10013 Lo e 1006 255 vl e
TSOE0 Localf Notice TO.0ET A US 2003 1 port - TPDS5 1 11008; User ‘enable 15" execuled the logang device-id hostname’ command.
15:07:33 Local? Debug 10061  Awg 05 2000 1443 16: TPRL-7-710005 UDP request discarded from 10006, 107137 to inside: 10.0.6. 255/ natbios-ns.
VAL Locol? Debug TOOGT Ay 05 2003 1443 1% XPDC7TI0005 UDP sequest datoded hom 100G TSV37 bo e 10,06, 2585 el ns
15071 Local? Debug 10.006.1  Awg 05 2000 144315 ZPHC7-710005 UDF request discarded from 10.006.10/137 to inside: 10.0.6. 255/ nettsios-ns
150639 Local? Debug 10061 Aug 05 2003 1448 27 XPECT-TI0005. UDP squest disearded fom 10,006 107137 to inside: 10,006 755 nntbiasns

1o

«]
Startup successhul ) 5 ooz [ 0 1509 | olgmey
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In the example syslog output, the administrator can view the following information:

Priority: The security appliance message logging level, for example, debug.

Hostname: The IP address of the security appliance, for example,

10.0.6.1.

Message: The message sent from the security appliance. The message includes the

following information:

—  Logging date and time stamp, for example, Aug 05 2003 14:51:04

—  Logging device identifier, for example, pix6

— Message identifier, for example, 71005

10.0.6.255/netbios-ns

Message text, for example, a UDP request discarded from 10.0.6.10/137 to inside:
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Customize Syslog Output

firewall(config)#

no logging message syslog id

- Disallows unwanted syslog messages

| fwl (config)# no logging message 710005 |

firewall(config)#

|logging message syslog id level level |

- Enables you to change the level of specific
syslog messages

fwl (config)# logging trap warnings
fwl (config) # logging message 302013 level 4
fwl (config) # logging message 302014 level 4

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—3-61

You can use the logging message command to customize the syslog output from the security
appliance. If the syslog is flooded with a number of unwanted event messages, such as netbios
messages, you can block the output of these event messages by using the no logging message
syslog_id command. In the top example in the figure, the syslog is flooded with netbios
message 710005. You can block the security appliance from sending the message by
configuring the no logging message syslog id command where 710005 is syslog id.

If you set the logging trap level to debug, the syslog is flooded with event messages. If the level
is raised to warning, the good news is the number of syslog event messages decreases
significantly. The bad news is that some of the level 5, 6, and 7 syslog messages you may want
to view are no longer output by the security appliance. You can view the suppressed messages
by changing the logging level on the message. In the lower example in the figure, the security
appliance is configured to forward only warning messages and above, levels 1 through 4. You
are unable to view selected syslog messages from levels 5 through 7, such as %PIX-6-302013
built outbound TCP connection and %PI1X-6-302014 teardown TCP connection. By changing
the 302013 and 302014 message levels to level 4, the security appliance will start to output
syslog messages 302013 and 302014 to the syslog server.
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show logging Command

_ fw1
— ]
L Internet | == -~ Syslog
Messages
Internal
Buffer

‘E‘
—

E Syslog
\— Server

10.0.1.11

fwl (config) # show logging
Syslog logging: enabled
Facility: 20
Timestamp logging: enabled
Standby logging: disabled
Ambiguous interface parameters: 97
Console logging: disabled
Monitor logging: disabled
Buffer logging: level warnings, 0 messages logged
Trap logging: level warnings, facility 20, 0 messages logged
Logging to inside 10.0.1.11
History logging: disabled
Device ID: fwl
Mail logging: disabled
PDM logging: disabled

2005 Cisco Systems, Inc. Al rights reserved
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Use the show logging command to see the logging configuration and any internally buffered
messages. Use the clear logging buffer command to clear the buffer to make viewing the most
current messages easier. In the figure, logging is enabled. The security appliance will send
warning messages and messages of higher severity to a syslog server and the security appliance
internal buffer. On syslog messages, the fw1 device identifier and a time stamp will be

appended.
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Summary

This topic summarizes what you learned in this lesson.

Summary
ﬂ

+ Cisco security appliances have four administrative
access modes: unprivileged, privileged,
configuration, and monitor.

* Interfaces with a higher security level can access
interfaces with a lower security level, but
interfaces with a lower security level cannot
access interfaces with a higher security level
unless given permission.

* The security appliance show commands help you
manage the security appliance.

ms, Inc. All rights reserved SNPA v4.0—3-63

Summary (Cont.)

* The basic commands that are necessary to
configure Cisco security appliances are the
following: interface, nameif, nat, global, and route.

* The nat and global commands work together to
translate IP addresses.

* The security appliance can send syslog messages
to a syslog server.

» The security appliance can function as a
DHCP client.

ms, Inc. All rights reserved SNPA v4.0—3-64
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Lesson 4

Translations and Connections

Overview

This lesson discusses security appliance translations and connections. First, it shows how Cisco
security appliances process TCP and User Datagram Protocol (UDP) traffic. Then it shows how
to configure dynamic and static address translations in a security appliance.

Objectives

Upon completion of this lesson, you will be able to perform address translation on a security
appliance. This includes being able to meet these objectives:

Describe how the TCP and UDP protocols function within the security appliance
Describe how static and dynamic translations function

Configure dynamic address translation

Configure static address translation

Describe TCP intercept features and configure connection limits

Describe how to configure address translation across multiple interfaces
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Transport Protocols

This topic aids in understanding TCP and UDP. You need to understand these transport
protocols to understand how the security appliance operates.

Sessions in an IP World
ﬂ

In an IP world, a network session is a
transaction between two end systems.
It is carried out primarily over two
transport layer protocols:

- TCP

- UDP

inc. Al rights reserved SNPA v4.0—4-3

A network session is carried out over two transport layer protocols:
m  TCP: easy to inspect

m  UDP: state of a session is difficult to maintain as it has no clear beginning, flow state, or
end

Note In the context of this training, the term outbound means connections from a more trusted
side of the security appliance to a less trusted side of the security appliance. The term
inbound means connections from a less trusted side of the security appliance to a more
trusted side of the security appliance.
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TCP
ﬂ

« TCP is a connection-oriented, reliable-delivery,
robust, and high-performance transport layer
protocol.

* TCP features:
—Sequencing and acknowledgment of data

— A defined state machine (open connection,
data flow, retransmit, close connection)

— Congestion detection and avoidance
mechanisms

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—4-4

TCP is a connection-oriented protocol. When a session from a more secure host inside the
security appliance is started, the security appliance creates an entry in the session state filter.
The security appliance is able to extract network sessions from the network flow and actively
verify their validity in real time. This stateful filter maintains the state of each network
connection and checks subsequent protocol units against its expectations. When a TCP session
is initiated through a security appliance, the security appliance records the network flow and
looks for an acknowledgment from the device that the host is trying to initiate communications
with. The security appliance then allows traffic to flow between the hosts that are involved in
the connection based on the three-way handshake.
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TCP Initialization: Inside to Outside

Private Network |* =7 security appliance Public Network

Source Address checks for a translation 192.168.0.20

slot. If one is not found, it
Destination Address | 172.30.0.50 creates one after verifying 172.30.0.50
NAT, global, access control,
Source Port and authentication or

Destination Port authorization, if any. If OK,

a connection is created.
Initial Sequence # 49091

AC

10.0.0.11 Security Appliance 172.30.0.5
: #1 Flag Syn y App #2 7
|:| I No Data Start the. embryonic |:|
connection counter. —
#4 #3

172.30.0.50 172.30.0.50

192.168.0.20
The security appliance
utilizes the stateful packet
inspection algorithm:

« Source IP, source port,
[0 IP Header destination IP, destination

[ TCP Header port check
« Sequence number check

« Translation check

©2005 Cisco Systems, Inc. All rights reserved. SNPA v4.0—4-5

When a TCP session is established over the security appliance, the following happens:

Step 1 The first IP packet from an inside host causes the generation of a translation slot.
The embedded TCP information is then used to create a connection slot in the
security appliance.

Step 2 The connection slot is marked as embryonic (not established yet).

Step 3 The security appliance randomizes the initial sequence number of the connection,
stores the delta value, and forwards the packet onto the outgoing interface.

The security appliance now expects a synchronization-acknowledgment (SYN-ACK) packet
from the destination host. Then the security appliance matches the received packet against the
connection slot, computes the sequencing information, and forwards the return packet to the
inside host.
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TCP Initialization: Inside to Outside (Cont.

Private Network Public Network

Source Address

Destination Address| 172.30.0.50

The security appliance 192:168:0:20
Reset the embryonic 172.30.0.50
counter for this client..

Source Port It then increases the
Destination Port connection counter for
Initial Sequence # 49092 this host.
ACK Security Appliance
10.0.0.11 172.30.0.50
. #5 #6 1
|:| The security appliance |:|
= U L Il Strictly enforces the =
stateful packet
inspection algorithm.
[ IP Header
[ TCP Header
© 2005 Cisco Systems, Inc. All rights reserved. SNPA v4.0—4-6
Step 1 The inside host completes the connection setup, the three-way handshake, with

an ACK.

Step 2 The connection slot on the security appliance is marked as connected, or active-
established, and data is transmitted. The embryonic counter is then reset for this
connection.
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UDP
ﬂ

« Connectionless protocol
- Efficient protocol for some services
- Resourceful, but difficult to secure

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—4-7

UDP is connectionless. The security appliance must take other measures to ensure its security.
Applications using UDP are difficult to secure properly because there is no handshaking or
sequencing. It is difficult to determine the current state of a UDP transaction. It is also difficult
to maintain the state of a session because it has no clear beginning, flow state, or end. However,
the security appliance creates a UDP connection slot when a UDP packet is sent from a more
secure to a less secure interface. All subsequent returned UDP packets that match the
connection slot are forwarded to the inside network.
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UDP (Cont.)

Private Network (& Frs i e Public Network
checks for a translation
Source Address slot. If one is not found, it 1021 E R0
Destination Address [ 172.30.0.50 |[FGECHCUEEI ST 172.30.0.50
NAT, global, access control,
Source Port m and authentication or m
L authorization, if any. If OK,
Destination Port [FFZETIY a connection is created. 45000

Security Appliance
10.0.0.1 17 #1 #2 172.30.0.57
All UDP responses arrive
|:| I from outside and within UDP |:|
— user-configurable timeout =
#4 (default is 2 minutes). #3

FEZEINE || The Security appliance 172.30.0.50
follows the stateful packet

inspection algorithm: 192.168.0.20
« Source IP, source port, 45000

destination IP, destination
Port check

« Translation check

[ IP Header
[ UDP Header
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When the UDP connection slot is idle for more than the configured idle time, it is deleted from
the connection table. The following are some UDP characteristics:

m  UDP is an unreliable, but efficient transport protocol.

m  Spoofing UDP packets is very easy because there is no handshaking or sequencing. As
there is no state machine, the initiator of the transaction or the current state usually cannot
be determined.

m  UDP has no delivery guarantees.

m  There is no connection setup and termination.

m  UDP has no congestion management or avoidance.

Services that use UDP can be generally divided into two categories:

m  Request-reply, or ping-pong services, such as Domain Name System (DNS).

m  Flow services, such as video, Voice over IP (VoIP), and Network File System (NFS).
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Network Address Translation

This topic describes the translation process in Cisco security appliances. There are two types of
inside translations: dynamic and static.

Addressing Scenarios

NAT
_ 19216869 _ | 10.0.0.11 [ ]
L G G— _
Internet = < ~
- - 10.0.0.11

10.0.0.4
* NAT was created to overcome several addressing

problems that occurred with the expansion of the
Internet:

— To mitigate global address depletion
— To use RFC 1918 addresses internally
— To conserve internal address plan
* NAT also increases security by hiding the
internal topology.

ms, Inc. All rights reserved SNPA v4.0—4-10

Invented in May 1994 by Paul Francis and Kjeld Borch Egevang, Network Address Translation
(NAT) became a popular technique for saving official network addresses and hiding network
topology from the Internet. Francis and Egevang have written several Request For Comments
(RFCs) about NAT, the most important of which is RFC 1631, The IP Network Address
Translator (NAT).

In the modern world, NAT is critical to the mitigation of global Internet address depletion.
Very often, private networks are assigned numbers from network blocks defined in RFC 1918.
Because these addresses are intended for local use only, NAT is required to connect to the
Internet. NAT is sometimes used to preserve the inside addresses of an enterprise, for example,
when changing the ISP.

In the figure, the private network is using private [P addressing, 10.0.0.0/24. Before a packet
can be sent to the Internet, it must be translated into a public, routable address. In this example,
the security appliance translates IP address 10.0.0.11 into routable IP address 192.168.6.9.
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Access Through the Security Appliance

Less Secure «<—— More Secure
Allowed

unless explicitly denied
(NAT and global)

e3 Partnernet
Security Level 50

e2 DMz e4 Intranet
Security Level}iog ?S<urity Level 70
Internet =< U\
- e0 outside e1 inside

Security Level 0 Security Level 100

Less Secure —> More Secure
Denied

unless explicitly allowed
(static and access list)
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When you are configuring multiple interfaces, remember that the security level designates
whether an interface is inside (trusted) or outside (untrusted) relative to another interface.
An interface is considered to be inside in relation to another interface if its security level is
higher than the security level of the other interface, and an interface is considered to be
outside in relation to another interface if its security level is lower than the security level
of the other interface.

The primary rule for security levels is that an interface with a higher security level can access
an interface with a lower security level. Connections are allowed unless they are explicitly
denied. The nat and global commands work together to enable your network to use any

IP addressing scheme and to remain hidden from the external network.

An interface with a lower security level cannot access an interface with a higher security level
unless you specifically allow it by implementing static and access list command pairs.
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Inside Address Translation

NAT

192.168.6.20 10.0.0.4
< - —

Internet ==
- - 10.0.0.4

n

Outside global

. 1
TDynaImtl'c IP address pool +—r1—>[ 10.0.0.4
ransfation’ . 192.168.6.20-254

Outside Global Inside _
Static IP Address IP_Address Web

— . Server
Translation [192.168.6.10 !

10.0.0.11

1

1

1
_____________________ Iy KR

1

1

1

- Inside NAT translates addresses of hosts on higher security level to a
less secure interface:

— Dynamic translation
— Static translation
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The security appliance supports the following two main types of address translations:

m  Dynamic translation: Translates host addresses on more secure interfaces to a range or pool
of IP addresses on a less secure interface. This allows internal users to share registered IP
addresses and hides internal addresses from view on the public Internet.

m  Static translation: Provides a permanent, one-to-one mapping between an IP address on
a more secure interface and an IP address on a less secure interface. This allows an inside
host to access a less secure host, a server on the Internet, for example, without exposing the
actual IP address. Examples of static translation are static NAT and identity NAT.
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Dynamic Inside NAT

NAT

192.168.0.20 10.0.0.11 E
— \ \ G— ——

Internet == —
- - 10.0.0.11

* Dynamic translations

fwl (config)# nat (inside) 1 10.0.0.0 255.255.255.0
fwl (config) # global (outside) 1 192.168.0.20-192.168.0.254 netmask 255.255.255.0

SNPA v4.0—4-13

Dynamic inside translations are used for local hosts and their outbound connections, and they
hide the host address from the Internet. With dynamic translations, you must first define which
hosts are eligible for translation with the nat command, then define the address pool with the
global command. The pool for address allocation is chosen on the outgoing interface based on

the NAT identifier (NAT ID) selected with the nat command.

In the figure, all hosts on the inside network are eligible for translation. The mapped pool of

addresses assigned by the global command is 192.168.0.20 through 192
to 235 individual IP addresses.

.168.0.254, enabling up
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Two Interfaces with NAT
ﬂ

10.2.0.0 /24

Global Pool %

192.168.0.17-32 ﬁ

L &3

Internet @ =~ 192163&.0, —
Global Pool g
192.168.0.3-16 jpu—
—J

10.0.0.0/24

« All hosts on the inside networks can start
outbound connections.

A separate global pool is used for each
internal network.

fwl (config)# nat (inside) 1 10.0.0.0 255.255.255.0
fwl (config)# nat (inside) 2 10.2.0.0 255.255.255.0
fwl (config) # global (outside) 1 192.168.0.3-192.168.0.16 netmask 255.255.255.0
fwl (config)# global (outside) 2 192.168.0.17-192.168.0.32 netmask 255.255.255.0
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In the figure, the first nat command statement permits all hosts on the 10.0.0.0 network to start
outbound connections using IP addresses from a mapped pool. The second nat command
statement permits all hosts on the 10.2.0.0 network to do the same. The NAT ID in the first nat
command statement tells the security appliance to translate the 10.0.0.0 addresses to those in
the mapped pool containing the same NAT ID. Likewise, the NAT ID in the second nat
command statement tells the security appliance to translate addresses for hosts on network
10.2.0.0 to the addresses in the mapped pool containing NAT ID 2.
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Three Interfaces with NAT

@)

lobal Pool

172.16.0.20-254

N

Global Pool P Inside
192.168.0.20-254

R o4 —_—
Internet _é_ ||

192.168.0.0 _ 10.0.0.0
Outside

* Inside users can start outbound connections to both the
DMZ and the Internet.

* The nat (dmz) command enables DMZ services to access
the Internet.

* The global (dmz) command enables inside users to access
the DMZ web server.

fwl (config) # nat (inside) 1 10.0.0.0 255.255.255.0

fwl (config)# nat (dmz) 1 172.16.0.0 255.255.255.0

fwl (config) # global (outside) 1 192.168.0.20-192.168.0.254 netmask 255.255.255.0
fwl (config)# global (dmz) 1 172.16.0.20-172.16.0.254 netmask 255.255.255.0
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In the figure, the first nat command enables hosts on the inside interface, which has a security
level of 100, to start connections to hosts on interfaces with lower security levels. In this case,
that includes hosts on the outside interface and hosts on the demilitarized zone (DMZ). The
second nat command enables hosts on the DMZ, which has a security level of 50, to start
connections to hosts on interfaces with lower security levels. In this case, that includes only
the outside interface.

Because both of the mapped pools and the nat (inside) command use a NAT ID of 1, addresses
for hosts on the 10.0.0.0 network can be translated to those in either mapped pool. Therefore,
when users on the inside interface access hosts on the DMZ, the global (dmz) command causes
their source addresses to be translated to addresses in the 172.16.0.20—-172.16.0.254 range.
When they access hosts on the outside, the global (outside) command causes their source
addresses to be translated to addresses in the 192.168.0.20—192.168.0.254 range.

When users on the DMZ access outside hosts, the global (outside) command causes their
source addresses to be translated to addresses in the 192.168.0.20-192.168.0.254 range.
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Port Address Translation

This topic describes how to configure a Cisco security appliance to take advantage of
port address translation (PAT).

Port Address Translation

PAT

Y

192.168.0.20 1 10.0.0.11
— —

Port 1024 ! E
< S—

Internet =
192.168.020 1 10.0.0.4
Port 1025

|

* PAT is a combination of an IP address and a
source port number.

* Many different sessions can be multiplexed
over a single global IP address.

- Sessions are kept distinct by the use of different
port numbers.

ms, Inc. All rights reserved SNPA v4.0—4-17

Typically, an enterprise network receives only a small number of addresses from its ISP,
whereas the number of hosts is much larger. To resolve this situation, configure PAT, which is
an enhancement of NAT.

Using PAT, multiple connections originating from different hosts on the inside networks can be
multiplexed by a single mapped IP address. The multiplexing identifier is the source port
number. In the figure, the IP addresses of the two hosts on the inside network are translated to a
PAT IP address of 192.168.0.20 and source ports 1024 and 1025.

Copyright © 2005, Cisco Systems, Inc. Cisco IP Telephony Troubleshooting (IPTT) v4.0 161



PAT Example
ﬂ

fwl (config) # route (outside) 0.0.0.0 0.0.0.0 192.168.0.1
fwl (config)# nat (inside) 1 10.0.0.0 255.255.0.0
fwl (config) # global (outside) 1 192.168.0.3 netmask rl

255.255.255.255

- Outside IP addresses are ' ==
typically registered with InterNIC. B

Global Address

* Source addresses of hosts in 192.168.0.3
network 10.0.0.0 are translated to
192.168.0.3 for outgoing access.

+ A single IP address (192.168.0.3)
is assigned to the global pool.

192.168.0.0

* The source port is dynamically
changed to a unique number that
is greater than 1023.
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The security appliance PAT feature expands a company’s address pool:
m  One outside IP address is used for up to approximately 64,000 inside hosts.
®  PAT maps TCP and UDP port numbers to a single IP address.

m  PAT hides the inside source addresses by using a single IP address from the security
appliance.

m  PAT can be used with NAT.
m A PAT address can be a virtual address, different from the outside address.

Do not use PAT when running certain multimedia applications through the security appliance.
These multimedia applications need access to specific ports and can conflict with port
mappings provided by PAT.

In this example of PAT, XYZ Company has only six registered IP addresses. One address is
taken by the perimeter router, one by the security appliance, and one by the mapped address.
The example configuration is as follows:

ip address inside 10.0.0.1 255.255.255.0
ip address outside 192.168.0.2 255.255.255.0
route outside 0.0.0.0 0.0.0.0 192.168.0.1

IP addresses are assigned to the internal and external interfaces. A single registered IP address
is put into the mapped pool and is shared by all outgoing access for network 10.0.0.0:

nat (inside) 1 10.0.0.0 255.255.0.0

global (outside) 1 192.168.0.3 netmask 255.255.255.255
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PAT Using Outside Interface Address
ﬂ

fwl (configs)# interface ethernet0

fwl (configs-if)# ip address outside dhcp
fwl (configs)# nat (inside) 1 10.0.0.0 255.255.0.0
fwl (config) # global (outside) 1 interface

fwl (configs-if)# ip address inside 10.0.0.1 255.255.255.0

—Z—

* The outside interface is configured
as a DHCP client.

* The interface option of the global
command enables use of a DHCP
address as the PAT address.

* The source addresses of hosts in
network 10.0.0.0 are translated into
a DHCP address for outgoing
access, in this case, 192.168.0.2.

* The source port is changed to a
unique number greater than 1023.

4 AE T
L
Global :
DHCP Address | 192.168.0.0
(192.168.0.2) |,
| 1
: | -y
P 10000
=== N
e 7
Ly L
1] 10.0.1.0 1| 10020
T T
0 og
—7 am— —7 m—
Engineering Sales
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You can use the IP address of the outside interface as the PAT address by using the interface
option of the global command. This is important when using Dynamic Host Configuration
Protocol (DHCP) because it allows the DHCP-retrieved address to be used for PAT.

In the figure, source addresses for hosts on network 10.0.0.0 are translated to the DHCP-
retrieved IP address of 192.168.0.2 for outgoing access, and the source port is changed to a

unique number greater than 1023.
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Mapping Subnets to PAT Addresses

fwl (config) # nat (inside) 1 10.0.1.0 255.255.255.0
fwl (config) # nat (inside) 2 10.0.2.0 255.255.255.0

fwl (config) # global (outside) 1 192.168.0.8 netmask
255.255.255.255

fwl (config) # global (outside) 2 192.168.0.9 netmask
255.255.255.255

unique number greater than 1023.

Engineering

2005 Cisco Systems, Inc. Al rights reserved

+ Each internal subnet is mapped 192.168.0.9 i@
to a different PAT address. toa
192.168.0.8 | 192.168.0.0
- Source addresses of hosts in f Lo,
network 10.0.1.0 are translated to | | G
192.168.0.8 for outgoing access. V1| 10000
+ Source addresses of hosts in ;Q‘ i
network 10.0.2.0 are translated to — 'l 0020
192.168.0.9 for outgoing access. :l R
* The source port is changed to a L, .g

Sales

SNPA v4.0—4-20

With Cisco PIX Firewall Security Appliance Software v5.2 and higher, you can specify
multiple PATs to track use among different subnets. In the figure, network 10.0.1.0 and
network 10.0.2.0 are mapped to different PAT addresses. This is done by using a separate nat
and global command pair for each network. Outbound sessions from hosts on internal network
10.0.1.0 will seem to originate from address 192.168.0.8, and outbound sessions from hosts on
internal network 10.0.2.0 will seem to originate from address 192.168.0.9.
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Backing Up PAT Addresses by Using

Multiple PATs
ﬂ

fwl (config)# nat (inside) 1 10.0.0.0 255.255.252.0

fwl (config) # global (outside) 1 192.168.0.8 netmask
255.255.255.255

fwl (config) # global (outside) 1 192.168.0.9 netmask H

255.255.255.255

192.168.0.9 \uia®

192 .168.0.

- Source addresses of
hosts in network
10.0.1.0 are translated
to 192.168.0.8 for
outgoing access.

- Address 192.168.0.9 will
be used only when the
port pool from 192.168.0.8
is at maximum capacity.

192.168.0.0
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With PIX Firewall Security Appliance Software v5.2 and higher, you also can back up your
PAT address by having multiple global configurations with the same NAT ID.

In the figure, address 192.168.0.9 will be used for all outbound connections from network
10.0.0.0/22 when the port pool from 192.168.0.8 is at maximum capacity.
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Augmenting a Global Pool with PAT
ﬂ

fwl (config) # nat (inside) 1 10.0.0.0 255.255.0.0

255.255.255.0

fwl (config) # global (outside) 1 192.168.0.254 netmask
255.255.255.255

fwl (config) # global (outside) 1 192.168.0.20-192.168.0.253 netmask

* When hosts on the 10.0.0.0
network access the outside
network through the security
appliance, they are assigned
public addresses from the
192.168.0.20-192.168.0.253
range.

* When the addresses from the
global pool are exhausted,
PAT begins with the next
available IP address, in this
case, 192.168.0.254.
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You can augment a pool of mapped addresses with PAT. When all IP addresses from the
mapped pool are in use, the security appliance begins PAT, using the single IP address shown

in the second global command.

In the figure, hosts on the 10.0.0.0/16 internal network are assigned addresses from the mapped
pool 192.168.0.20 through 192.168.0.253 as they initiate outbound connections. When the
addresses from the mapped pool are exhausted, packets from all hosts on network 10.0.0.0/16

seem to originate from 192.168.0.254.
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Identity NAT

DMZ Internet
Server

! 192.168.0.9
192.168.0.9 4

=R 100015
Internet —u“‘i _~| [‘ —_—

Outside Inside

With NAT control enabled:

+ All packets traversing a security appliance require a
translation rule.

* ldentity NAT is used to create a transparent mapping.

- IP addresses on the high security interface translate
to themselves on all lower security interfaces.
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With NAT control enabled, all packets traversing the security appliance require a translation
rule. The nat 0 command, also know as identity NAT, enables you to map IP addresses
transparently so that inside IP addresses are visible on the outside without address translation.
IP addresses on the higher security interface translate to themselves on al/l lower security
interfaces. Use this feature when you have Internet Network Information Center (InterNIC)-
registered IP addresses on your inside network that you want accessible on the outside network.
Use of the nat 0 command depends on your security policy. If your policy allows internal
clients to have their IP addresses exposed to the Internet, then use the nat 0 command, identity
NAT, to provide that service.

Your network security policy may dictate that the IP addresses of most, but not all, hosts need
to be protected by employing NAT. With NAT control disabled, which is the default, only
hosts whose addresses must be protected need an address translation rule to be configured for
them. If a traversing packet matches a translation rule, the address is translated. If there are no
NAT rules that match the traversing packet, NAT is not applied. Disabling NAT control may
obviate the need to configure identity NATs in your network. The administrator still needs to
add an access control list (ACL) to allow users on the outside to initiate a connection with an
inside devices via their real (nontranslated) IP address.
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Identity NAT: nat 0 Command

DMZ

192.168.0.9.

1

192.168.09 .’

—— gL

Outside

= Internet

T Server .
Inside

* NAT 0 ensures that the Internet server is translated
to its own address on the outside.

- Security levels remain in effect with NAT 0.

| fwl (config) # nat (dmz) 0 192.168.0.9 255.255.255.255

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—4-24

In the figure shown, the address 192.168.0.9 is not translated. When you enter nat (DMZ) 0
192.168.0.9 255.255.255.255, the security appliance displays a message that informs you that
NAT 0 192.168.0.9 will be nontranslated. It is important to note that NAT 0 enables the
Internet server address to be visible on the outside interface.

The administrator also needs to add a static in combination with an ACL to allow users on the
outside to connect with the Internet server.
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static Command

This topic describes how to configure a permanent mapping between two IP addresses through

a Cisco security appliance.

Global NAT and Static NAT

Inside
Sam Jones
Int t — Outside o 10.0.0.12
nterne (== S
GFl’zt;?I e ] —1 ] Bob Smith
Global NAT =

* For dynamic NAT and PAT address assignments
* Inside end user receives an address from a pool of available addresses
+ Used mostly for outbound end-user connections

Web Server
172.16.1.9

Fixede= =~
- Fixed <~

= FTP Server
172.16.1.10

E Sam Jones
>l —— 10.0.0.12

Internet ==
Static Outside

+ Used mostly for server connections

ms, Inc. All rights reserved

* For NAT “permanent” address assignments

|| Bobsmith

— 1 10.0.0.11
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Global NAT configurations are typically used to assign a dynamic address to the end user as

they attempt to make a connection to a resource on the outside network. The source IP address

is translated to either a mapped NAT or PAT address. The address is assigned dynamically.
Each time an end user attempts an outside connection, a different translated address could be

assigned to the end user. In the reverse direction, users from the outside network cannot reliably

initiate a connection to a host that uses a dynamic address. Not only can you not predict the
dynamic IP address of the host, but the security appliance does not create a translation unless

the local host is the initiator.

Static NAT creates a fixed translation of local addresses into mapped addresses. With dynamic

NAT and PAT, each time an end user attempts an outside connection, a different translated

address could be assigned. With static NAT, the mapped address is the same for each

consecutive connection. A persistent translation rule exists. Static NAT allows hosts on the

outside network to initiate traffic to a local host (if there is an ACL that allows it).

Use static translations when you want an inside server to always appear with a fixed address on

the security appliance outside network. Static translations are used to map an inside host

address to a static, outside, mapped address:

m  Use the static command for outbound connections to ensure that packets leaving an inside

host are always mapped to a specific IP address (for example, an inside DNS or Simple

Mail Transfer Protocol [SMTP] host).

m  Use the static command for outbound connections that must be mapped to the same

IP address.
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The following information can help you determine when to use static translations in the
security appliance:

® Do not create static translations with overlapping IP addresses. Each IP address should
be unique.

m  Static commands take precedence over nat and global command pairs.

m  If a mapped IP address is used for PAT, do not use the same mapped IP address for a static
translation.
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static Command: Parameters

DMz
Web Server FTP Server

172.16.1.9 - -

192.168.1.3 ¢ = J ‘ E Sam Jones

Internet ———cry aI» = o 10.0.0.12
Outside Inside _

|| Bob smith

“ 10.0.0.11

Interfaces

* Real interface - DMZ

* Mapped interface — Outside

IP Addresses

* Real IP address —172.16.1.9

* Mapped IP address — 192.168.1.3
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To configure a static translation, the administrator needs to know a minimum of four
parameters. They must know between which two interfaces the translation is performed. The
two interfaces are defined as the real and the mapped interface. Next, they need to know the
two IP addresses, the real IP address and the translated, or mapped, address. In the example in
the figure, the translation is performed between the outside and DMZ interfaces. The DMZ is
the real interface; the outside interface is the mapped interface. An IP address of 172.16.1.9 is
translated to 192.168.1.3. The 172.16.1.9 IP address is the real address, and 192.168.1.3 is the
mapped, or translated, IP address.
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static Command: Web Server

Web Server
172.16.1.9 =
192.168.1.3 ¢ = E Sam Jones
- = 10.0.0.12
Internet . = N—) —
Outside Inside —
|| Bob smith
—— 10.0.0.11

pixfirewall(config)#

static (real interface,mapped interface) {mapped address
| interface} real address [netmask mask]

* Packets sent to 192.168.1.3 on the outside are
translated to 172.16.1.9 on the DMZ.
* Permanently maps the Web server IP address.

| fwl (config)# static (dmz,outside) 192.168.1.3 172.16.1.9 netmask 255.255.255.255 |

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—4-28

The static command creates a permanent mapping between a real IP address and a mapped IP
address. For outbound connections, use the static command to specify a mapped address to
which the actual or real IP address of a local server will be translated. In the example in the
figure, the administrator configured a static translation of the web server’s IP address. In the
example, the translation takes place between two interfaces, the DMZ interface and the outside
interface. There are two IP addresses, the real IP address and the mapped, or translated, IP
address. When configuring a static command, the interfaces are defined first. The real
interface, the DMZ, is entered first. The mapped interface, the outside interface, is entered
second. After you define the interfaces, you need to configure the IP addresses. The mapped IP
address, 192.168.1.3, is entered first. The real address, 172.16.1.9, is entered second. In the
figure, when a packet from the web server traverses the security appliance between the DMZ
and the outside interfaces, the web server source IP address of 172.16.1.9 is translated to
192.168.1.3.

The syntax for the static command is as follows:

static (real interface,mapped interface) {mapped address |
interface} real address [netmask mask]
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static Command

real_interface The network interface name, usually the higher security level
interface, in which case the translation is applied to the higher
security level address.

Name of the network interface, as specified by the nameif
command, where the real_address argument is translated into
the mapped-address argument.

mapped._interface

mapped_address The address into which the real address is translated.

interface Specifies the interface IP address for the global address. Use this
keyword if you want to use the interface address but the address
is dynamically assigned using DHCP.

real_address The address to be mapped.

mask The network mask that applies to both the mapped address and
the real address.

Static NATSs take precedence over nat and global command pairs. Use the show run static
command to view static statements in the configuration.
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static Command: FTP Server

= FTP Server
172.16.1.10
. I
y - \ E Sam Jones
(\\ Internet - £ 192.168.1.44'0 = 10.0.0.12
o Outside Inside | ] Bobsmin
= 10.0.0.11
pixfirewall(config)# —
static (real interface,mapped interface)
{mapped address | interface} real address [netmask
mask]
* Packets sent to 192.168.1.4 on the outside are

translated to 172.16.1.10 on the DMZ.

* Permanently maps the FTP server IP address.

| fwl (config) # static (dmz,outside) 192.168.1.4 172.16.1.10 netmask 255.255.255.255
2005 Cisco Systems, Inc. All rights reserved

In the example in the figure, the administrator wants the IP address of the FTP server on the
DMZ to be “permanently” translated or mapped to a different IP address on the outside

SNPA v4.0—4-29

interface. The two interfaces are DMZ and outside. The two IP addresses are 192.168.1.4 and
172.16.1.10.
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Net Static

DMZ

FTP Server
B 172.16.1.10

Web Server
172.16.1.9

192.168.10.9 = =~ E Sam Jones

Internet ==,192.168.10.10 —\‘ — 10.0.0.12

-— -
Outside Inside — _

Bob Smith

pixfirewall(config)# = 10.001

static (real_ interface,mapped interface)
{mapped address | interface} real address [netmask
mask]

* Recommended when you want to translate multiple
addresses with a single command

* Host address on 172.16.1.0 subnet is translated to
host address on 192.168.10.0 subnet

| ful (config) # static (dmz,outside) 192.168.10.0 172.16.1.0 netmask 255.255.255.0 |

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—4-30

You can also use the static command to permanently map host addresses on one subnet to a
subnet that is on a lower-security interface, also known as a net static. It is recommended when
you want to translate multiple hosts on one subnet to another using a single command. In the
figure, the administrator wants the server addresses on the DMZ to be translated to a subnet on
the outside interface. To accomplish this, the administrator configures a static command with
two subnets rather than two host addresses. Any packet sourced from a server address on
subnet 172.16.1.0/24 on the DMZ is translated to a host address on the 192.168.10.0/24 subnet
on the outside interface.
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Static PAT: Port Redirection

DMz
FTP Server

Web Server

ftp 192.168.0.9 172.16.1.9

192.168.0.9/www = =

Internet > g

Outside - Inside E

pixfirewall(config)# S
static [(real interface, mapped interface)] {tecp |

udp} {mapped ip | interface} mapped port
{real ip real port [netmask mask]

* Used to create a permanent translation between a mapped
IP address and port number to a specific real IP address
and port number

—192.168.0.9/www redirected to 172.16.1.9/www
- redirected to

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—4-31

The security appliance provides static PAT capability. This enables outside users to connect to
a particular IP address and port. The security appliance redirects traffic to the appropriate inside
server and port number. This capability can be used to send multiple inbound TCP or UDP
services to different internal hosts through a single global address. The shared address can be a
unique address or a shared outbound PAT address, or it can be a shared with the external
interface. If the keyword tep or udp is specified in the static command, a static UDP or TCP
port redirection is configured. If the key word interface is specified, the outside interface
address is presumed to be the mapped IP address. For example, if you want to provide a single
address for global users to access the FTP and web servers, but these are all actually different
servers on the local network, you can specify static statements for:

m  Mapped FTP IP address to real IP address
= 192.168.0.9/www to 172.16.1.9/www

m  Mapped Hypertext Transfer Protocol (HTTP) IP address to real IP address
* 192.168.0.9/ftp to 172.16.1.9/ftp

In the example in the figure, if a web packet is sent to 192.168.0.9, it is redirected to the web
server at IP address 172.16.1.9. If an FTP packet is sent to 192.168.0.9, it is redirected to the
FTP server at IP address 172.16.1.10.

You also can use this feature to translate a well-known port to a lesser-known port or vice
versa. For example, if the inside web server uses port 80, you can allow outside users to
connect to port 8080, then translate them to the correct port. Similarly, if you want to provide
extra security, you can tell your web users to connect to lesser-known port 6785, then translate
them to port 80 on the local network.

The syntax for the static command is as follows:

static (real interface, mapped interface) {tcp | udp}
{mapped ip | interface} mapped port {real ip real port
[netmask mask]
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static Command

real_interface The network interface name, usually the higher security level
interface, in which case the translation is applied to the higher
security level address.

mapped._interface Name of the network interface, as specified by the nameif
command, where the real_ip argument are translated into the
mapped_ip argument.

tcp Specifies a TCP port.
udp Specifies a UDP port.
mapped_ip Specifies the global IP address(es) to which you want to translate

the local address(es). You can map a single mapped address to
a single local address or a range of mapped addresses to a
range of local addresses.

This address cannot be used as a dynamic PAT IP address in the
mapped command unless you use static PAT, in which case the
two addresses can be the same.

interface Specifies the interface IP address for the global address. Use this
keyword if you want to use the interface address, but the address
is dynamically assigned using DHCP.

mapped_port Specifies the mapped TCP or UDP port. You can specify ports by
either a literal name or a number in the range of 0 through 65535.

real_ip Specifies the addresses to translate. You can map a single local
address to a single real address or map a range of local
addresses to a range of real addresses.

real_port Specifies the real TCP or UDP port. You can specify ports by
either a literal name or a number in the range of 0 through 65535.

mask The network mask that applies to both the mapped addresses
and the real addresses.

Copyright © 2005, Cisco Systems, Inc. Cisco IP Telephony Troubleshooting (IPTT) v4.0 177



static pat Command

FTP1 Server

ftp 192.168.0.9 1721000

192.168.0.9/FTP = =

Internet -
Outside Inside

* Packet sent to 192.168.0.9/FTP translated by security
appliance to 172.16.1.9 (first FTP server)

* Packet sent to translated by security
appliance to (second FTP server)

fwl (config) # static (dmz,outside) tecp 192.168.0.9 ftp 172.16.1.9 f£tp netmask
255.255.255.255

fwl (config)# static (dmz,outside) tcp netmask
255.255.255.255

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—4-32

Note that after FTP, port 21, is used on the PAT address, it can’t be redirected to a different
inside host, a second FTP server. To access a second FTP server, the administrator would have
outside clients use a different port number, for example, port 2121. The administrator could
configure the security appliance to redirect port 2121 to the second inside FTP server. In the
figure, an external user directs an FTP request to the security appliance address 192.168.0.9.
The security appliance redirects the request to the DMZ FTP server at IP address 172.16.1.9.
To access the second FTP server, the external user directs an FTP request to the security
appliance address 192.168.0.9 port 2121. The security appliance redirects the request to the
second FTP server at IP address 172.16.1.10. (To enable the external user to access the FTP
server, an ACL would also have to be present in the configuration.)
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TCP Intercept and Connection Limits

This topic describes the TCP Intercept feature and how to set embryonic, TCP, and UDP
connection limits in Cisco security appliances.

Connection Limits
ﬂ

Administrator can set connection limits:

* Emb_lin — Maximum number of embryonic connections per
host. An embryonic connection is a connection request that
has not completed a TCP three-way handshake between the
source and the destination.

* TCP_max_conns — Maximum number of simultaneous TCP
connections that each real IP host is allowed to use. Idle
connections are closed after the time specified by the timeout
conn command.

* udp_max_conns — Maximum number of simultaneous UDP
connections that each real IP host is allowed to use.

ms, Inc. All rights reserve SNPA v4.0—4-34

Protection against various denial of service (DoS) attacks has increased through newer versions
of security appliance operating systems. Beginning in Cisco PIX Firewall Security Appliance
Software v5.2, TCP Intercept provided for proxy resets of sessions without any knowledge or
interference from the destination station. Release 6.2 introduced SYN cookies, a proxy
verification tool that the security appliance operating system uses to validate a new session.

tcp_max_conns argument in a static or nat command enables the administrator to limit the
number of connections a host is permitted to use. Cisco PIX and ASA Security Appliance
Software v7.0 introduced UDP maximum connections argument. udp_max_conns argument in
a static or anat command enables the administrator to limit the number of UDP connections that
a host is permitted to use. These parameters are covered in greater detail later in this lesson.
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TCP Three-Way Handshake

Normal SYN, SRC: 172.26.26.45, DST: 10.0.0.2
|:| SYN-ACK Target
= ACK 10.0.0.2
172.26.26.45
DoS Internet
Attack
|:| Target
— 10.0.0.3
172.26.26.46  CMPryonic
Connection

Spoofed Host
172.16.16.20
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SYN flood attacks, also known as TCP flood attacks and half-open, or embryonic, connections
attacks, are common DoS attacks perpetrated against IP servers. The attacker spoofs a
nonexistent source IP address and floods the target with SYN packets that are pretending to
come from the spoofed host. SYN packets to a host are the first step in the three-way
handshake of a TCP-type connection; therefore, the target responds as expected with SYN-
ACK packets destined for the spoofed host or hosts. Because these SYN-ACK packets are sent
to hosts that do not exist, the target sits and waits for the corresponding ACK packets that never
show up. This causes the target to overflow its port buffer with embryonic connections and to
stop responding to legitimate requests.
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TCP Intercept

Normal E

DoS D

Attack =

SYN
SYN-ACK
ACK

Internet

SYN
SYN
SYN

TCP
Intercept

SYN
SYN-ACK
ACK

|

Embryonic
Connection Count =3
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With the TCP Intercept feature in releases 5.2 and higher, after the optional embryonic
connection limit is reached and until the embryonic connection count falls below this threshold,

every SYN bound for the affected server is intercepted. For each SYN, the security appliance
responds on behalf of the server with an empty SYN-ACK segment. The security appliance

retains pertinent state information, drops the packet, and waits for the client’s acknowledgment.

If the ACK is received, a copy of the client’s SYN segment is sent to the server, and the TCP
three-way handshake is performed between the security appliance and the server. Only if this

three-way handshake completes will the connection be allowed to resume as normal.
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SYN Cookies

TCP
SYN Intercept
Normal |:| SYN-ACK (Cookie)
= ACK (Cookie)
SYN ——
SYN-ACK
ACK
Internet ‘* |

The security appliance responds to the SYN itself, which
includes a cookie in the TCP header of the SYN-ACK. The

security appliance keeps no state information.
* The cookie is a hash of parts of the TCP header and a secret key.
- A legitimate client completes the handshake by sending the ACK
back with the cookie.
« If the cookie is authentic, the security appliance proxies the TCP
session.
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In release 6.2, the SYN cookies feature was introduced. This feature is a less CPU-intensive
method of checking the validity of incoming TCP sessions. SYN cookies are an
implementation of TCP in which a security appliance responds to a TCP SYN request with a
cookie. In the original TCP implementation, when a security appliance received a SYN packet,
it responded with a SYN-ACK and entered the half-open state to wait for the ACK that would
complete the handshake. Too many half-open connections can result in buffer issues.

With SYN cookies, after the embryonic connection limit is reached, the security appliance
receives a SYN packet and responds with a SYN-ACK packet in which the ACK sequence
number is calculated from the source address, source port, source sequence number, destination
address, destination port, and a secret seed. Then the security appliance releases all state
information. If an ACK returns from the client, the security appliance can recalculate it to
determine if it is a response to a previous SYN-ACK. If so, the security appliance can attempt
to open a connection to the server. In this way, both the security appliance and the server avoid
managing a batch of potentially useless embryonic connections. SYN cookies is more scalable
in terms of performance. This feature replaces TCP Intercept.
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Embryonic Connection Limit

firewall (config)#

ﬂ

static (real ifc,mapped ifc) {mapped ip | interface}
{real ip [netmask mask] | access-list
access list name} [dns] [norandomseq] [[tcp]

[max conns [emb_lim]] [udp udp max conns]

firewall (config)#

nat (local interface) nat id local ip [mask] [dns]
[outside] [[tcpl tcp max conns [emb limit]
[norandomseq]]] [udp udp max conns]

- Setting the embryonic connections (emb_Iim) enables TCP
proxying using either TCP Intercept or SYN cookies.

— A value of 0 disables protection (default).
— When the embryonic connection limit is exceeded, all

connections are proxied.

172.16.0.2 0 25

fwl (config)# nat (inside) 1 0 0 0 25
fwl (config) # static (inside,outside) 192.168.0.11

2005 Cisco Systems, Inc. Al rights reserved

SNPA v4.0—4-38

To protect internal hosts against DoS attacks, limit the number of embryonic connections that
are allowed to the server. To accomplish this, set the embryonic connections limit, or threshold,
to a non-zero number. (A value of zero disables embryonic connections protection.) The
embryonic connections threshold is configurable using either the static or the nat command. In
the example in the figure, both the nat command and the static command set the embryonic

connections threshold to 25.
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The syntax used in the static command for enabling TCP Intercept is as follows:

static
[netmask mask]} |
[norandomseq
udp max _conns]

static

[[tcp] max conns

(real ifc,mapped ifc)
{access-1list access list name}
[nailed]]

(real ifc,mapped ifc)
interface} mapped port {real ip real port
{access-1list access 1list name}
[emb 1im]]

{mapped ip | interface} {real ip
[dns]
[emb 1im]] [udp

[[tcp] max conns

udp} {mapped ip |
[netmask mask]} |
[nailed]]

{tcp |

[dns] [norandomseq
[udp udp max conns]

static Command for Enabling TCP Intercept

real_ifc (Optional) Name of the network interface, as specified by the
nameif command, at which the hosts or networks that are
designated by the specified real IP address or sources in the
ACL are accessed.

mapped._ifc (Optional) . Name of the network interface, as specified by the
nameif command, where the real_ip argument is translated into
the mapped_ip argument.

mapped_ip Masquerade address of the real IP address or of the source
address in the ACL.

interface Address taken from the mapped address.

real_ip Address as configured at the actual host.

netmask mask

Specifies the IP netmask to apply to the real IP address.

access-list

Allows you to identify local traffic for network address
translation (NAT) by specifying the local and destination
addresses (or ports).

access_list_name

Specifies the ACL name.

dns

(Optional) Rewrites the local address in DNS replies to the
global address. Rewrite the A record, or address record, in
DNS replies that match this static. For DNS replies traversing
from a mapped interface to a real interface, the A record is
rewritten from the mapped value to the real value. Inversely, for
DNS replies traversing from a real interface to a mapped
interface, the A record is rewritten from the real value to the
mapped value.

norandomseq

(Optional) Disables TCP initial sequence number randomization
protection.

tcp

(Optional) Specifies that maximum TCP connections and
embryonic limits are set for TCP.

max_conns

Maximum number of simultaneous TCP connections that each
real IP variable host is allowed to use. Idle connections are
closed after the time specified by the timeout conn command.

emb_lim

(Optional) Maximum number of embryonic connections per
host. An embryonic connection is a connection request that has
not completed a TCP three-way handshake between the source
and destination.

udp

(Optional) Specifies that a maximum number of UDP
connection parameters are configured. Or specifies UDP
static PAT.

udp_max_conns

(Optional) Used with the udp keyword to set the maximum
number of simultaneous UDP connections that the local IP
hosts each are allowed to use.
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Use the nat command to protect external hosts against DoS attacks and to limit the number of
embryonic connections from the internal host. Use the emb [imit argument to set the maximum
number of embryonic connections that are allowed.

The syntax used in the nat command for enabling the TCP Intercept is as follows:

nat (local interface) nat id local ip [mask [dns] [outside]
[[tcp] max conns [emb limit] [norandomseq]]] [udp

udp max_conns]

nat (local interface) nat id access-list access list name

[dns]

nat Command

[outside]
[udp udp max conns]

[[tcp] max conns [emb l1imit] [norandomseq]]]

local_interface

Name of the network interface as specified by the nameif
command through which the hosts or networks that are
designated by the internal network IP address are accessed.

nat_id ID of the group of host or networks.

local_ip Internal network IP address to be translated.

mask (Optional) IP netmask to apply to the internal network IP
address.

dns (Optional) Specifies to use the created translation to rewrite the
DNS address record.

outside (Optional) Specifies that the nat command apply to the outside
interface address.

tcp (Optional) Specifies that the maximum TCP connections and
the embryonic limit are set for the TCP protocol.

max_conns (Optional) Maximum number of simultaneous connections that
the internal network IP hosts allow. Idle connections are closed
after the time that is specified by the timeout connection
command.

emb_limit (Optional) Maximum number of embryonic connections per
host.

norandomseq (Optional) Disables TCP initial sequence number randomization
protection.

udp (Optional) Specifies a maximum number of UDP connection

parameters that can be configured.

udp_max_conns

(Optional) Sets the maximum number of simultaneous UDP
connections that the internal network IP hosts are each allowed
to use. Idle connections are closed after the time that is
specified by the timeout connection command.
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UDP Maximum Connection Limit
ﬂ

firewall (config)#

static (real ifc,mapped ifc) {mapped ip | interface}

{real ip [netmask mask]} | {access-list
access list name} [dns] [[tcp] [max conns [emb 1im]]
[norandomseq] 1] [udp udp max conns]

firewall (config)#

nat {local interface} nat id local ip [mask [dns]
[outside] [[tcp] tcp max conns [emb limit]
[norandomseq]]] [udp udp max conns]

+ Maximum number of simultaneous UDP connections that the local
IP hosts are allowed.

— A value of 0 disables protection (default).

— Idle connections are closed after the time specified in the udp
timeout command.

fwl (config) # nat (inside) 1 0.0.0.0 0.0.0.0 200 25
fwl (config) # static (inside,outside) 192.168.0.11
172.16.0.2 0 0 udp 100

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—4-39

Use udp_max_conns to set the maximum number of simultaneous UDP connections that the
internal network IP hosts are each allowed to use. Idle connections are closed after the time that
is specified by the timeout udp command. The default is 2 minutes.

Use tcp_max_conns to set the maximum number of simultaneous TCP connections that the
internal network IP hosts are each allowed to use. Idle connections are closed after the time that
is specified by the timeout conn command. The default is 1 hour. In the NAT example in the
figure, the maximum number of TCP connections is set to 200 and the embryonic limit is set to
25.

In both the nat and static commands, you can set the maximum number of simultaneous UDP
connections even when the maximum number of simultaneous TCP connections is not set, by
using the keyword udp. This allows the two limits to be exclusively configured. In the example
in the figure, the static connection between 192.168.0.11 and 172.16.0.2 is limited to a
maximum of 100 UDP connections.

The administrator can also set the TCP, UDP, and embryonic limits on a per-flow basis by
using the set connection command in a policy map.
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Connections and Translations

This topic describes how connections and translations are different and how to verify them in a

Cisco security appliance.

Connections Versus Translations

192.168.10.11

Telnet Connections

Translation

192.168.0.20 10.0.0.11

10.0.0.11

Outside Inside
Mapped Pool

192.168.10.5

Translation | LPETELEL) 10.0.0.11 10.0.0.4

(oL Yo  E 192.168.10.11:23 | 10.0.0:11:1026

Connection 192.168.10.11:80 | 10.0.0.11:1027

« Translations: NAT — Mapped address to real address
PAT — Mapped address and port to real address and port
+ Connections: Host address and port to host address and port

©2005 Cisco Systems, Inc. All rights reserved. SNPA v4.0—4-41

Translations are at the IP layer. For NAT translations, it is the mapped to real IP address. For

PAT translations, it is the mapped address and mapped port number to the real address and real
port number. Connections are at the transport layer—specifically, TCP. Connections are from a

host and port number to a host and port number. Connections are subsets of translations. You
can have many connections open that are all utilizing one address translation.

Copyright © 2005, Cisco Systems, Inc.
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show conn Command

Connection

——
D)oo

192.168.10.11

10.0.0.11

pixfirewall# 10.0.0.4

show conn

- Enables you to view all active connections

fwl#show conn

2 in use, 2 most used

fwl# show conn

2 in use, 9 most used

TCP out 192.168.10.11:80 in 10.0.0.11:2824 idle 0:00:03 bytes 2320 flags UIO
TCP out 192.168.10.11:80 in 10.0.0.11:2823 idle 0:00:03 bytes 3236 flags UIO
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The show conn command displays the number of active TCP connections and information
about them. In the figure, there are two connections between host 10.0.0.11 and web server
192.168.10.11. Connections are addressed to TCP port 80 on the web server. The replies are
addressed to host 10.0.0.11, ports 2824 and 2823.

The syntax for the show conn command is as follows:

show conn [count] | [detail] | [protocol tcp | udp |
protocol] [{foreign | local} ip [-ip2]] [netmask mask]] [{lport
| fport} portl [-port2]]

show conn Command

count Displays only the number of used connections. The precision of
the displayed count may vary depending on traffic volume and
the type of traffic passing through the security appliance.

detail If specified, displays translation type and interface information.

protocol tcp | udp | protocol Displays active connections by protocol type. protocol is a
protocol specified by number.

{foreign | local} ip [-ip2] netmask | Displays active connections by the foreign IP address or the local
mask IP address. Qualifies foreign or local active connections by
network mask.

{lport | fport} port1 [-port2] Displays foreign or local active connections by port.
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show conn detail Command

/ Connection \

Internet _% 9 Q

192.168.10.11 10.0.0.11

fwl# show conn
2 in use, 9 most used
TCP out 192.168.10.11:80 in 10.0.0.11:2824 idle 0:00:03 bytes 2320 flags UIO
TCP out 192.168.10.11:80 in 10.0.0.11:2823 idle 0:00:03 bytes 3236 flags UIO
fwl# show conn detail
2 in use, 9 most used
Flags: - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,
initial SYN from outside, C - CTIQBE media, D - DNS, d - dump,
outside back connection, F - outside FIN, f - inside FIN,
group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,
incomplete, J - GTP, j - GTP data, k - Skinny media,
SMTP data, m - SIP media, O - outbound data, P - inside back conn,
SQL*Net data, R - outside acknowledged FIN,
- UDP RPC, r - inside acknowledged FIN, S - awaiting inside SYN,

s - awaiting outside SYN, T - SIP, t - SIP transient, U - up
TCP outside:192.168.10.11/80 inside:10.0.0.11/2824 flags UIO
TCP outside:192.168.10.11/80 inside:10.0.0.11/2823 flags UIO

wa R QEWE
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When you use the show conn detail option, the system displays information about the

translation type, interface information, the IP address and port number, and connection flags.

the figure, the two connections display a flag value of UIO. This means that the connections
are up with inbound and outbound data.

In
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show local-host Command
ﬂ

/' Connection\

—
Internet _uﬁ/\’ ~W ‘ ‘@

192.168.10.11 10.0.0.11

fwl# show local-host
Interface dmz: 0 active, 0 maximum active, 0 denied
Interface inside: 1 active, 5 maximum active, 0 denied
local host: < 10.0.0.11 >,

TCP flow count/limit = 2/300

TCP embryonic count to host = 0

TCP intercept watermark = 25

UDP flow count/limit = 0/unlimited

Conn:
TCP out 192.168.10.11 :80 in 10.0.0.11 :2824 idle 0:00:05 bytes 466 flags UIO
TCP out 192.168.10.11 :80 in 10.0.0.11 :2823 idle 0:00:05 bytes 1402 flags UIO

Interface outside: 1 active, 1 maximum active, 0 denied
local host: < 192.168.10.11 >,

TCP flow count/limit = 2/unlimited

TCP embryonic count to host = 0

TCP intercept watermark = unlimited

UDP flow count/limit = 0/unlimited

Conn:
TCP out 192.168.10.11 :80 in insidehost:2824 idle 0:00:05 bytes 466 flags UIO
TCP out 192.168.10.11 :80 in insidehost:2823 idle 0:00:05 bytes 1402 flags UIO
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The show local-host command enables you to display the network states of local hosts. A local
host is created for any host that forwards traffic to or through the security appliance. This
command lets you show the translation and connection slots for the local hosts. In the figure,
the inside host 10.0.0.11 establishes two web connections with server 192.168.10.11. The
output of show local-host is displayed.

This command also displays the connection limit values. In the figure, the current TCP flow
count for local host 10.0.0.11is 2 with a limit of 300. If a connection limit is not set, the value
displays as “unlimited.” In the event of a SYN attack (with TCP Intercept configured), the
show local-host command output includes the TCP embryonic count to host and the TCP
Intercept watermark. In the figure, the embryonic threshold is set for local host 10.0.0.11 at 25
and the current number of embryonic connections is 0.

You can use the command clear local-host [ip address], to clear the network state of all local
hosts or of a specific IP address. It stops all connections and translations that are associated
with the local hosts or with the specific IP address specified in the command.

The syntax for the local-host command is as follows:

clear local-host [ip address]

show local-host [ip address]

local-host Command

ip_address (Optional) Local host IP address.
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show xlate Command

Translation

= . 192.168.0.20 10.0.0.11 E
R < - — =)
|| Internet — |

192.168.10.11

pixfirewall#

show xlate

- Enables you to view translation slot information

fwl#show xlate
1 in use, 2 most used
Global 192.168.0.20 Local 10.0.0.11

SNPA v4.0—4-45

The xlate command enables you to show or clear the contents of the translation slots. Always
use clear xlate or reload after adding, changing, or removing access-list, global, nat, route, or
static commands in your configuration. In the figure, host 10.0.0.11 is translated to a global
address of 192.168.0.20 by the security appliance.

The syntax for the xlate command is as follows:

clear xlate [mapped ip [local ip]]
show xlate [mapped ip [local ip]]

xlate Command

mapped_ip The registered IP address to be used from the mapped pool.

local_ip The local IP address from the inside network.

The show timeout command displays the idle time limit for connection and translation slots. If
the slot has not been used for the idle time specified, the resource is returned to the free pool.
TCP connection slots are freed approximately 60 seconds after a normal connection close
sequence.

The following is sample output from the show timeout command:

show timeout
ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0: 02: 00
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show xlate detail Command

Translation

192.168.0.20

10.0.0.11

192.168.10.11

Internet @ g — Q

10.0.0.11

fwl#show xlate
1 in use, 3 most used
Global 192.168.0.20 Local 10.0.0.11

fwl# show xlate detail
1 in use, 3 most used

- static
NAT from inside:10.0.0.11 to outside:192.168.0.20 flags i

Flags: D - DNS, d - dump, I - identity, i - dynamic, n - no random,

r - portmap, s

SNPA v4.0—4-46

When you use the show xlate detail option, the system displays information about the
translation, interface information, the IP address, and the type of translation. In the figure, the
translation displays a flag value of i. This means that the translation is a dynamic translation.
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Security Appliance NAT Philosophx
== o
z

"

Int t == S S—
L] nterne -— - 10.0.0.11

192.168.0.20 ' 10.0.0.11

< 1€

NAT

192.168.10.11

10.0.0.4

- Security appliance translation rules are configured between pairs
of interfaces.

+ With NAT control enabled, a packet cannot be switched across the
security appliance if it does not match a translation slot in the translation
table except for NAT 0, which doesn’t create a translation entry.

- If there is no translation slot, the security appliance will try to create a
translation slot from its translation rules.

- If no translation slot match is found, the packet is dropped.

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—4-47

With NAT control enabled, translations are built for every source-destination interface pair.
This permits the security appliance to translate the real internal host to mapped addresses
depending on the destination. A packet will not be forwarded by the security appliance if the
packet does not match any of the existing translation entries or if a translation entry cannot be
established according to the translation rules. NAT 0 is a translation rule that does not translate
an address and does not use a translation slot.
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ﬂ

Matching Outbound Packet Addresses

+ A packet arrives at an inside interface:
- The security appliance consults the access rules first.
- The security appliance makes a routing decision to determine
the outbound interface.
* The source address is checked against the local addresses in the
translation table:
- If found, the source address is translated according to the
translation slot.
- Otherwise the security appliance looks for a match to the local
address in the following order:
- nat0 access-list (NAT exemption) — In order, until first match
- static (static NAT) — In order, until first match
- static {tcp | udp} (static PAT) — In order, until first match
- nat nat_id access-list (policy NAT) — In order, until first match
- nat (regular NAT): Best match
- If no match is found, the packet is dropped.

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—4-48

For outbound connections with NAT control enabled, the destination interface is evaluated
according to the routing table; it must be at a lower security level than the originating interface
unless same-security-traffic is permitted. The security appliance then compares the source
address with the inside-local entries in the translation table. If a match is found, the translation
is used. If no translation for this source-destination interface pair exists, the security appliance
matches local traffic to translation commands in the following order:

nat 0 access-list (NAT exemption)—In order, until the first match. For example, you could
have overlapping local and destination addresses in multiple nat commands, but only the
first command is matched.

static (static NAT)—In order, until the first match. Because you cannot use the same local
address in static NAT or static PAT commands, the order of static commands does not
matter. Similarly, for static policy NAT, you cannot use the same local and destination
addresses and port across multiple statements.

static {tcp | udp} (static PAT)—In order, until the first match. Because you cannot use the
same local address in static NAT or static PAT commands, the order of static commands
does not matter. Similarly, for static policy NAT, you cannot use the same local/destination
address and port across multiple statements.

nat nat_id access-list (policy NAT)—In order, until the first match. For example, you
could have overlapping local and destination ports and addresses in multiple nat
commands, but only the first command is matched.

nat (regular NAT)—Best match. The order of the nat commands does not matter. The nat
command that best matches the local traffic is used. For example, you can create a general
statement to translate all addresses (0.0.0.0) on an interface. If you also create a statement
to translate only 10.1.1.1, then when 10.1.1.1 makes a connection, the specific statement
for 10.1.1.1 is used because it matches the local traffic best.
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m  If you configure multiple global commands on the same NAT ID, they are used in this
order:

—  None if using NAT O(identity NAT)
—  Dynamic NAT
—  PAT

A new translation is created according to the translation rules. With NAT control enabled, the
security appliance enforces address translation. When no matching translation rule for this new
connection is found, the packet is dropped. With NAT control disabled when no match for this
new connection is found, the NAT is not applied to the packet and the packet is forwarded if
the security policy permits it.
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Configuring Multiple Interfaces

This topic describes how to configure multiple interfaces on Cisco security appliances.

Additional Interface Support

e3 Partner Network
Security Level 50
e2 DMz e4 Intranet

Security Level 30 Security Level 70
— 2? R\ jm §

Internet e J P
- e0 Outside - e1 Inside
Security Level 0 Security Level 100

» Supports additional interfaces

* Increases the security of publicly available
services

+ Easily interconnects multiple extranets and partner
networks

- Easily configured with standard security appliance
commands

ems, Inc. Al rights reserved, SNPA v4.0—4-50

Cisco security appliances support up to 12 additional physical interfaces for platform
extensibility and security policy enforcement on publicly accessible services. The multiple
physical interfaces enable Cisco security appliances to protect publicly accessible web, mail,
and DNS servers on the DMZ. Web-based and traditional electronic data interchange (EDI)
applications that link vendors and customers are also more secure and scalable when
implemented using a physically separate network. Even as the trend toward building these
intranet and partner network applications is accelerating, Cisco security appliances are already
prepared to accommodate them.
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Configuring Three Interfaces

Internet

fwl (config)# interface ethernet0

fwl (config-if) # nameif outside H

fwl (config-if)# ip address 192.168.0.2
255.255.255.0

fwl (config)# interface ethernetl 192.168.0. 20 192 168.0.11

fwl (config-if)# nameif inside

fwl (config-if)# ip address 10.0.0.1 255.255.255.0 172 16.0.2
fwl (config) # interface ethernet2 .2

fwl (config-if) # nameif dmz m g m
fwl (config-if)# ip address 172.16.0.1 255.255.255.0 A

fwl (config-if) # sec 50

fwl (config)# nat (inside) 1 10.0.0.0 255.255.255.0
fwl (config) # global (outside) 1 192.168.0.20-
192.168.0.254 netmask 255.255.255.0 | ' 10.0.0.0/24

fwl (config) # static (dmz,outside) 192.168.0.11

172.16.0.2 netmask 255.255.255.255 I I

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—4-51

A third interface is configured as shown in the figure. When your security appliance is
equipped with three or more interfaces, use the following guidelines to configure it while
employing NAT:

B  An interface is always outside with respect to another interface that has a higher security
level. By default, packets cannot flow between interfaces that have the same security level
unless the same-security-traffic command is enabled.

m  Use the nat command to let users on the respective interfaces start outbound connections.
Associate the NAT ID in the nat command with the NAT ID in the global command.

®  The net static implementation permanently maps host addresses on one subnet to another
subnet on a lower security interface. It is recommended when you want to translate
multiple hosts on one subnet to another using a single command.

m  After you have completed a configuration in which you add, change, or remove a
global statement, save the configuration and enter the clear xlate command so that
the IP addresses will be updated in the translation table.

m  To permit access to servers on protected networks from a less secure interface, use the
static and access-list commands.

In the figure, hosts on the inside network can access the outside network. The real 10.0.0.0/24
address is assigned a mapped address from the mapped pool 192.168.0.20-254. When an inside
host accesses the DMZ, the real address is statically mapped to itself using a single command.
Last, the DMZ server is always translated to an outside address of 192.168.0.11.
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Configuring Four Interfaces

fwl (config)# interface ethernet0

fwl (config-if) # nameif outside

fwl (config-if)# ip address 192.168.0.2
255.255.255.0

fwl (config)# interface ethernetl
fwl (config-if) # nameif inside
fwl (config-if)# ip address 10.0.0.1 255.255.255.0 192.168.0.20

fwl (config)# interface ethernet2 U

192.168.0.11

fwl (config-if)# nameif dmz

fwl (config-if)# sec 50

fwl (config-if)# ip address 172.16.0.1 255.255.255.0
fwl (config)# interface ethernet3

fwl (config-if) # nameif partnernet

fwl (config-if) # sec 40

fwl (config-if)# ip address 172.18.0.1 255.255.255.0

fwl (config) # nat (inside) 1 10.0.0.0 255.255.255.0 172.18.0.0/24 l
fwl (config) # global (outside) 1 192.168.0.20- Partner Network I

192.168.0.254 netmask 255.255.255.0

10.0.0.024 |/ |

fwl (config) # static (dmz,outside) 192.168.0.11

172.16.0.2
fwl (config) # static (dmz,partnernet) 172.18.0.11

172.16.0.2

) 2005 Cisco Systems, Inc. All rights reserved. SNPA v4.0—4-52

In the figure, the security appliance has four interfaces. Users on the inside have access to the
DMZ and the outside. The server 172.16.0.2 is visible on the outside as 192.168.0.11 and on
the partner network as 172.18.0.11. Configuring four interfaces requires more attention to
detail, but they are configured with standard security appliance commands. To enable users on
a higher security level interface to access hosts on a lower security interface, use the nat and
global commands (for example, when users on the inside interface have access to the Internet).

To let users on a lower security level interface, such as users on the partner network interface,
access hosts on a higher security interface (DMZ), use the static and access-list commands. As
seen in the figure, the partner network has a security level of 40 and the DMZ has a security
level of 50. The DMZ will use nat and global commands to speak with the partner network and
will use static commands and access-list commands to receive traffic originating from the
partner network.
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Summary

This topic summarizes what you learned in this lesson.

Summary
ﬂ

* The security appliance manages the TCP and UDP
protocols through the use of a translation table (for
NAT sessions) and a connection table (for TCP and
UDP sessions).

* The static command creates a permanent translation.

* Mapping between local and global address pools is
done dynamically with the nat command.

* The nat and global commands work together to hide
internal IP addresses.

* The security appliance supports PAT.

- Configuring multiple interfaces requires a greater
attention to detail, but can be done with standard
security appliance commands.
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Lesson 5

Access Control Lists and
Content Filtering

Overview

This lesson discusses how to control access through Cisco security appliances using access
control lists (ACLs). A general discussion of ACLs is provided along with detailed examples of
special-use ACLs. The lesson then shows you how to configure Cisco security appliances to
filter malicious active codes and concludes with a discussion on how to configure URL
filtering.

Objectives

Upon completing this lesson, you will be able configure security appliance access control. This
includes being able to meet these objectives:

m  Configure and explain the basic function of ACLs
m  Configure and explain additional functions of ACLs
m  Configure active code filtering (ActiveX and Java applets)

m  Configure the security appliance for URL filtering
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ACLs

This topic discusses access control through Cisco security appliances using ACLs.

Security Levels Revisited
ﬂ

Outbound
Less secure «— More secure
\ \ — =
_ Internet ¢ = - =
— v-) Outside Inside
security level 0 security level 100

Less secure — More secure
Inbound

- Security levels tag the security appliance interface with a number, 0
being the least secure and 100 being the most secure.
+ Security levels enable the security appliance to identify whether a
requested session is inbound or outbound:
* Inbound session is a session from a less secure to a more secure
interface
» Outbound session is a session from a more secure to a less
secure interface

inc. All rights reserved SNPA v4.0—5-4

The configuration of every security appliance defaults to an inside interface with a level of 100

and an outside interface with a level of 0. There is nothing more secure than the internal
network and nothing less secure than the external network. After address translation is

configured, by default all communications are permitted in an outbound direction, from a more

secure level to a less secure level. And by default all communications are prohibited in an

inbound direction, from a less secure level to a more secure level.
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Security Appliance ACL Configuration
== Outside gy Inside @7

: A\
\ IntirietJ‘ - -— =
— — —
) ACL for ACL for
inbound access outbound access
No ACL

- Outbound permitted by default
- Inbound denied by default

Security appliance configuration philosophy is interface based.
- Interface ACL permits or denies the initial packet incoming or
outgoing on that interface.
+ ACL needs to describe only the initial packet of the application; no
need to think about return traffic.
- If no ACL is attached to an interface, the following ASA policy
applies:
- Outbound packet is permitted by default.
- Inbound packet is denied by default.

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—5-5

ACLs can work in both directions, but are evaluated only once per connection. After an ACL is
configured, it is activated with an access-group command. If no ACL is attached to an
interface, then outbound traffic is permitted by default unless explicitly denied and inbound
traffic is denied by default unless explicitly permitted.
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ACL Usage Guidelines
ﬂ

- Higher to lower security level:
—Use an ACL to restrict outbound traffic.

—The ACL source address is the actual
(untranslated) address of the host or network.

* Lower to higher security level:
—Use an ACL to enable inbound traffic.
—Use an ACL to restrict inbound protocols.

—The ACL destination address is the translated
global IP address.

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—5-6

The access-list command is used to permit or deny traffic. The following are guidelines for
designing and implementing ACLs:

m  Higher to lower security:
— The ACL is used to restrict outbound traffic.

—  The source address argument of the ACL command is the actual address of the
host or network.

m  [ower to higher:
— The ACL is used to restrict inbound traffic.

—  The destination address argument of the ACL command is the translated global
IP address.

Note ACLs are always checked before translation is performed on the security appliance.
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Inbound HTTP Traffic to DMZ Web Server

DMz
N Public web
/ server
Inbound ’ .
—_— Inside
- N —
_ Internet == _192.168.0.0 @ | .
\_’\/j_~1 .2~ 10000 ——
Outside

By default, inbound access is denied — no ACL. To permit
inbound traffic, complete the following steps:

- Configure static translation for WWW server address.

» Configure inbound access control list.

* Apply access control list to outside interface.

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—5-7

In the figure, a company’s network administrator needs to enable Internet users to access the
company’s public web server. The web server is isolated on the security appliance DMZ. By
default, any inbound access to the web server from the Internet is denied. To grant access to

Internet users, the administrator must complete the following steps:

m  Configure a static translation for the web server address. In this way, the web server
address is hidden from the Internet users.

m  Configure an inbound ACL that grants access to specific hosts and protocols.

m  Apply the ACL to an interface.
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Create a Static Translation for Web Server

DMz

172.16.0.2 Public web
server

/
192.168.0.9 « 7 Inside

10.0.0.0
Outside

fwl (config) # static (dmz,outside) 192.168.0.9
172.16.0.2 0 O
* Map an inside private address to an outside public address

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—5-8

The first step is to map the [P address of the web server to a fixed outside address. This hides
the true address of the web server. Internet hosts access the DMZ web server via the mapped
outside IP address. The security appliance performs the necessary translations to send the
packet from the outside interface to the DMZ interface. To accomplish this, a static command
is used. The figure shows IP address 192.168.0.9 on the outside interface mapped to 172.16.0.2
on the DMZ.
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access-list Command

Permit DMz
. 172.16.0.2 Public web
inbound IA server
HTTP ’ .
———————5192.168.0.9 - ~ Inside
Y — =
Internet ) 192.168.0.0 -.
- -— 2~I-l’ 10000 —

Outsidé

firewall(config)#

access-list id [line line-number] [extended] {deny | permit}
{tcp | udp} {host sip | sip mask | any} [operator port]
{host dip | dip mask | any}[operator port]

* Permit outside HTTP access to public web server

fwl (config) # access-list aclout permit tcp any host
192.168.0.9 eq www

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—5-9

The access-list command enables you to specify if an IP address is permitted or denied access
to a port or protocol. By default, all access to addresses in an ACL is denied. You must
explicitly permit it.

When specifying the IP address of a host as a source or destination, use the host keyword
instead of the network mask 255.255.255.255. For example, use the following ACL entry to
permit Hypertext Transfer Protocol (HTTP) traffic from any host to host 192.168.0.9:

access-list aclout permit tcp any host 192.168.0.9 eg www

The show access-list command lists the access-list command statements in the configuration.
The show access-list command also lists a hit count that indicates the number of times an
element has been matched during an access-list command search.

The clear access-list command removes all references in the security appliance configuration
to a deleted ACL. If the ac/ id argument is specified, it clears only the corresponding ACL. If
the counters option is specified as well, it clears the hit count for the specified ACL. To clear
an ACL from the running configuration, use the clear configure access-list command.

The no access-list command removes an access-list command from the configuration. If you
remove all the access-list command statements that are in an ACL group, the no access-list
command also removes the corresponding access-group command from the configuration.

Note The access-list command uses the same syntax as the Cisco I0S software access-list
command except that the subnet mask in the security appliance access-list command is
reversed from the Cisco 10S software version of this command. For example, a wildcard
mask specified as 0.0.0.255 in the Cisco 10S access-list command would be specified as a
subnet mask of 255.255.255.0 in the security appliance access-list command.
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The syntax for the access-list commands is as follows:

access-1list id [line Iine-number] [extended] {deny |
permit} {protocol | object-group protocol obj grp id}{host sip

| sip mask | interface ifc name | object-group
network obj grp id | any}{host dip | dip mask | interface
ifc name | object-group network obj grp id | any}[log [[level]

[interval secs] | disable | default]][inactive |

time range name]

time-range

deny

This option does not allow a packet to traverse the security
appliance if the conditions are matched. By default, the security
appliance denies all inbound and outbound packets unless you
specifically permit access.

dip

Specifies the IP address of the network or host to which the
packet is being sent. Specify a dip when an access-list
command is used in conjunction with an access-group
command or in conjunction with an aaa match access-list
command and aaa authorization command. For inbound and
outbound connections, dip is the address before NAT has been
performed.

dip_mask

Netmask bits (mask) to be applied to dip.

icmp_type

(Optional) Specifies the ICMP type.

icmp_type_obj_grp_id

(Optional) Specifies the identifier of an existing ICMP-type object
group.

id

Specifies the name or number of an ACL.

inactive

Disables an access control element.

interface ifc_name

Specifies the interface address as the source or destination
address.

interval secs Specifies the log interval at which to generate a syslog message;
valid values are from 1 to 600 seconds. Default is 300.
line line-num (Optional) The line number at which to insert an access control

element.

log disable | default |
level

(Optional) Specifies that the log option is disabled, set to default
values, or set to a syslog level from 0 to 7. The default level is 6.
When enabled, a syslog message is generated for the access
control element. See the log command for information.

network_obj_grp_id

Specifies the identifier of an existing network object group.

object-group

Specifies an object group.

operator

Compares sip or dip ports. Possible operands include “It” (less
than), “gt” (greater than), “eq” (equal), “neq” (not equal), and
“range” (inclusive range).

permit

The permit option selects a packet to traverse the security
appliance if conditions are matched. By default, the security
appliance denies all inbound and outbound packets unless you
specifically permit access.

port

Specifies the decimal number or name of a TCP or User
Datagram Protocol (UDP) port.

protocol

Specifies the IP protocol name or number that will be open. For
example, UDP is 17, TCP is 6, and exterior gateway protocol
(EGP) is 47.

protocol_obj_grp_id

Specifies the identifier of an existing protocol object group.

service_obj_grp_id

Specifies the identifier of an existing service object group.
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sip Specifies the IP address of the network or host from which the
packet is being sent.

sip_mask Netmask bits (mask) to be applied to the source IP address.

time-range (Optional) Specifies the time range used to define specific times
of the day and week to allow access to the security appliance.
See the section on configuring time ranges for information about
defining a time range.

time_range_name

Note For inbound connections, the destination address is the global address. For outbound
connections, the source address is the address before NAT has been performed.
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access-group Command

Apply access DMz
control list =
to interface

Public web
- server

firewall(config)#

. IHT_t)‘_ =< 1192.168.0.0 »i .

Inside

10.0.0.0

access-group access-list {in | out} interface
interface name [per-user-override]

« Apply ACL to outside interface

outside

fwl (config) # access-group aclout in interface

2005 Cisco Systems, Inc. Al rights reserved
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The access-group command binds an ACL to an interface. The ACL is applied to traffic on an
interface in the specified direction, inbound or outbound. Only one ACL can be bound to an
interface using the access-group command. In the figure, the ACL is bound to the outside

interface (aclout).

The no access-group command unbinds the ACL from the interface.

The show running-config access-group command displays access group information.

The clear configure access-group command removes all entries from an ACL indexed by the
ACL identifier (ID). If the ACL ID is not specified, all access-group command statements are

removed from the configuration.

The syntax for the access-group commands is as follows:

access-group access-list {in | out} interface interface name
[per-user-override]

access-list ACL id

in Filters the inbound packets at the specified interface.
out Filters the outbound packets at the specified interface.
Interface The name of the network interface.

interface-name

per-user-override

(Optional) Allows downloadable user ACLs to override the ACL
applied to the interface.
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show access-list Command

ICMPDMZ
1 internet L ACLOUT—>gg~rpy «— ACLIN
192.168.1.10 192.168.6.0 ~%

fwl (config) # show access-list

access-list ACLOUT; 4 elements

access-list ACLOUT line 1 permit tcp 192.168.1.0 255.255.255.0 host
192.168.6.11 eq www (hitcnt=4)

access-list ACLOUT line 2 permit tcp host 192.168.1.10 host 192.168.6.11
eq ftp (hitcnt=1)

access—-list ACLOUT line 3 permit tcp any host 192.168.6.10 eq www
(hitcnt=4)

access-list ACLOUT line 4 deny ip any any (hitcnt=0)

access-list ICMPDMZ; 1 elements

access-list ICMPDMZ line 1 permit icmp host bastionhost any echo-reply
(hitcnt=12)

access—-list ACLIN; 1 elements

access-list ACLIN line 1 permit tcp any host 192.168.1.10 eqg www
(hitcnt=0)

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—5-11

The show access-list command lists all the configured ACLs, the counters, and the access
control entries (ACEs). In the figure, there are three ACLs: ACLOUT, ICMPDMZ, and
ACLIN. Within each ACL, there are one or more ACEs. Each ACE is denoted by a line
number. The ACEs are numbered from line 1 to line 6. In the figure, ACLOUT has six ACEs.
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clear access-list counters Command

A Web Server
I 172.16.0.6

192.168.1.10 /
\ 192.168.6.11

! g _____ 'Ithe_rrﬁaf'\"___-' Iy, «—ACLIN
"2 AcLouT—

fwl (config) # clear access-list aclout counters

fwl (config) # show access-list

access-list ACLOUT; 4 elements

access-list ACLOUT line 1 permit tcp 192.168.1.0 255.255.255.0 host
192.168.6.11 eq www (hitcnt=0)

access-list ACLOUT line 2 permit tcp host 192.168.1.10 host 192.168.6.11
eq ftp (hitcnt=0)

access—-list ACLOUT line 3 permit tcp any host 192.168.6.10 eq www
(hitcnt=0)

access-list ACLOUT line 4 deny ip any any (hitcnt=4)

access-list ICMPDMZ; 1 elements

access-list ICMPDMZ line 1 permit icmp host bastionhost any echo-reply
(hitcnt=10)

access—-list ACLIN; 1 elements

access-list ACLIN line 1 permit tcp any host 192.168.1.10 eqg www

2 (hitcnt=19)

The network administrator can use the clear access-list counters to troubleshoot network
access. In the example, the remote user at 192.168.1.10 is trying to access the server at

172.16.0.6. The outside address for the web server is 192.168.6.11. The administrator can view

the show access-list counters to determine whether the source packet reached the security
appliance access-list. If the access-list ACLOUT line 1 hitcnt increments, the packet reached

the security appliance access-list. If the access-list ACLOUT line 4 extended deny IP any any
hitcnt incremented, the packet reached the security appliance but was denied access. If neither
access-list hitcnt was incremented. The packet never reached the security appliance access-list.
To check the progress of the troubleshooting, the administrator can clear the ACL counters, or
hitent. The clear access-list counters command clears the counters for the specified ACL. If no

ACL is specified all the access lists counters are cleared.
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Time Range Configuration

DMz
Web
. - Sefver
Enable access: , 172.16.0.6
Temp 8 AM to 5 PM /
Worker ‘ 1 Aug to 30 Aug / Inside

. """" IT\t;r;e-t ___T;i_1_5321ssoo 10000_‘

192.168.10.2

firewall(config)#

time-range name

- Define a time when certain resources can be accessed
- Apply time-range to ACL

fwl (config)# time-range temp-worker

fwl (config-time-range) #

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—5-13

It is possible to create a time range that defines a time when certain resources can be accessed.
After the time range is defined, it can be applied to an ACL. The time range relies on the
system clock of the security appliance; however, the feature works best with Network Time
Protocol (NTP) synchronization. For example, a company hires temporary worker. The worker
needs access to a specific server from 8 a.m. to 5 p.m. for one month. The time-range
command defines the range of calendar days and access hours.
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Time-Range Sub-Mode

DMz
- Web
Enable access: , 17Sze1n<';e(; 6
Temp 8 AM to 5 PM /
Worker ‘ 1 Aug to 30 Aug / Inside
. """" FI%E:FT;;_GMGSOO 10000_‘

192.168.10.2

firewall(config)#

time-range <name>
absolute [start <hh:mm> <date>] [end <hh:mm> <date>]
periodic <days-of-week><hh:mm> to <days-of-week><hh:mm>

- Define a time when certain resources can be accessed
- Absolute start and stop time and date
- Recurring time range time and day of the week

fwl (config) # time-range temp-worker

fwl (config-time-range) # absolute start 00:00 1 August 2005 end
00:00 30 August 2005

fwl (config-time-range) # periodic weekdays 8:00 to 17:00

SNPA v4.0—5-14

The time range submode allows you to configure the various properties of the time range you
wish to implement. The following commands are available:

m  absolute: Defines an absolute time that a time range is in effect

m periodic: Specifies a recurring (weekly) time range for functions that support the time-
range feature

The syntax for the absolute command is as follows:

absolute [end time date] [start time date]

date Specifies the date in the format of day month year, for example, 1
January 2006. The valid range of years is 1993 through 2035.

time Specifies the time in the format of HH:MM. For example, 8:00 is
8:00 a.m. and 20:00 is 8:00 p.m.
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The syntax for the periodic command is as follows:

periodic days-of-the-week time to [days-of-the-week] time

days-of-the-week (Optional) The first occurrence of this argument is the starting day
or day of the week that the associated time range is in effect. The
second occurrence is the ending day or day of the week that the
associated statement is in effect.

This range of days can be any single day or combination of days:
Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, and
Sunday. Other possible values are:

e Daily—Monday through Sunday
e Weekdays—Monday through Friday
e  Weekend—Saturday and Sunday

If the ending days of the week are the same as the starting days
of the week, you can omit them.

time Specifies the time in the format HH:MM. For example, 8:00 is
8:00 a.m. and 20:00 is 8:00 p.m.

to Entry of the to keyword is required to complete the range of days.
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Time-based Access-list

DMz
Web
Enable access: f 1752?‘%?(')',6
Temp 8 AM to 5 PM / :
Worker 1 Aug to 30 Aug e Inside

s
-

- e e

&= 192.168.0.0 @ Tl _10.0.0.0 m
- .2~ 9~ —

Internet

—
192.168.10.2

firewall(config)#

access-list acl id [line line-num] {deny | permit}

protocol source addr source mask [operator port[port]]
destination addr destination mask operator port
[log [[disable | default] |

[port]
[time-range [name]]

[level]]] [interval secs]

- Apply time-range to an ACL

fwl (config) # static (dmz,outside) 192.168.0.6 172.16.0.6

fwl (config) # access-list aclin permit tcp host 192.168.10.2
host 192.168.0.6 eq www time-range temp-worker

) 2005 Cisco Systems, Inc. All rights reser
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In the example in the figure, a time-based ACL is being used. The time range has previously

been defined using the time-range command and the time range submode. and the time range
is named temp-worker.
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Time-based Access-list Example

DMz
] Web
Enable access: f 1752?"1’\(,;(')',6
8 AM to 5 PM / .
Temp , Inside

Worker 1 Aug to 30 Aug _- iy

E ------- ITIt-er\;/e-tJ—)- -;é- 192.168.0.0 o 10.0.0.0 B

— — A 2 9 —

192.168.10.2

fwl (config) # static (dmz,outside) 192.168.0.6 172.16.0.6

fwl (config) # access-list aclin permit tcp host 192.168.10.2 host
192.168.0.6 eq www time-range temp-worker
fwl# show run time-range
time-range temp-worker
absolute start 00:00 1 August 2005 end 17:00 30 August 2005
periodic weekdays 8:00 to 17:00
fwl (config) # show clock
13:48:33.226 UTC Sat Jul 30 2005
fwl (config) # show access-list
access-list aclin; 1 elements
access-list aclin line 1 extended permit tcp host 192.168.10.2 host
192.168.0.6 eq 80 time-range temp-worker (hitcnt=0) (inactive)

2005 Cisco Systems, Inc. All rights reserved SNPA v4.0—5-16

The example in this figure summarizes various elements of a time-based ACL. In this example,
the time range for ACL activation has not been reached, therefore the ACL is marked as
inactive.
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ACL Logging

— EA
< E——|

: A —
o< —
L Syslog

AC " Syslog
messages r_|: server

firewall(config)#

access-list acl ID line Iine-num {deny | permit}
protocol source addr source mask [operator
port[port]] destination addr destination mask
operator port [port] [log [[disable |default] |
[level]]] [interval secs]]

+ Log option enabled for inbound ICMP to 192.168.1.1

fwl (config) # access-list outside-acl permit icmp any
host 192.168.1.1 log 7 interval 600

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—5-17

The log option specifies that syslog message 106100 is generated for the ACE to which it

is applied. (Syslog message 106100 is generated for every matching permit or deny ACE
flow that passes through the security appliance.) The first-match flow is cached. Subsequent
matches increment the hit count displayed in the show access-list command for the ACE.
New 106100 messages will be generated at the end of the interval defined by interval secs if
the hit count for the flow is not 0.

The following example illustrates the use of ACL-based logging in an ICMP context:
1. Aninbound ICMP echo request to 192.168.1.1 arrives on the outside interface.

2. An ACL called outside-acl is applied for the access check.
3. The packet is permitted by the first ACE of outside-acl, which has the log option enabled.

4. The log flow (ICMP, 192.168.10.12, 0, 192.168.1.1, 8) has not been cached, so the
following syslog message is generated and the log flow is cached:

106100: access-list outside-acl permitted icmp
outside/192.168.10.12(0) -> inside/192.168.1.1(8) hit-cnt 1
(first hit)
5. Within the next 10 minutes (600 seconds), 20 such packets arrive on the outside interface.
Because the log flow has been cached, the log flow is located and the hit count of the log
flow is incremented for each packet.

6. At the end of the 10th minute, the following syslog message is generated and the hit count
of the log flow is reset to 0:

106100: access-list outside-acl permitted icmp
outside/192.168.10.12(0) -> inside/192.168.1.1(8) hit-cnt 20
(600-second interval)

Copyright © 2005, Cisco Systems, Inc. Cisco IP Telephony Troubleshooting (IPTT) v4.0 217



7. No such packets arrive on the outside interface within the next 10 minutes. The hit count of
the log flow remains O.

8. At the end of the 20th minute, the cached flow (ICMP, 192.168.10.12, 0, 192.168.1.1, 8) is
deleted because of the 0 hit count.
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access-list deny-flow-max/ alert-interval

_ Internet ¢ ;\~€ 7’ L —

E Syslog
il |- server
=

Msg106101
Deny-Flow reached

DOS attack———

firewall(config)#

access-list deny-flow-max <n>
access-list alert-interval <secs>

+ Specify the maximum number of concurrent deny-flows

- Specify the time interval at which to generate deny-flow
reached msg (msg 106101).

fwl (config)# access-list deny-flow-max 1024

fwl (confiqg) # access-list alert-interval 120

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—5-18

The deny-flow-max parameter is used to specify the maximum number of concurrent deny
flows that can be created. The default is 4096. The alert-level parameter is used to specify the
time interval between deny flow maximum messages. The default is 300 seconds.
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ACL Line Number
ﬂ

fwl (config) # show access-list

access-list aclout line 2 permit tcp any host
192.168.0.7 eq www (hitcnt=0)

access-list aclout line 3 permit tcp any host
192.168.0.8 eq www (hitcnt=0) <= Insert

access-list aclout line 4 permit tcp any host
192.168.0.10 eq www (hitcnt=0)

access-list aclout line 5 permit tcp any host
192.168.0.11 eq www (hitcnt=0)

access-list id [line line-number] [extended] {deny |
permit} {tcp | udp} {host sip | sip mask | any}
[operator port]{host dip | dip mask | any} [operator
port]

 Insert ACE into existing ACL

fwl (config) # access-1list aclout line 4 permit tcp any
host 192.168.0.9 eq www
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To view the configured ACLs, use the show access-list command. Notice that the access-list
commands are listed by ACL line number. The line number was not part of the original
command line; it was added by the operating system. Individual ACEs are given a single line
number. All ACEs pertaining to an object group are given the same line number.

Line numbers give the administrator the ability to insert or delete ACEs within a list of existing
ACEs. Use the access-list id line /ine-number command to insert an access-list command
statement, and use the no access-list id line /ine-number command to delete an access-list
command statement. Each ACE and remark has an associated line number. Line numbers can
be used to insert or delete elements at any position in an ACL. These numbers are maintained
internally in increasing order, starting from 1 (for example, in a sequence suchas 1,2,3 ...). A
user can insert a new entry between two consecutive ACEs by choosing the line number of the
ACE with the higher line number. The line numbers are always maintained in increasing order,
with an individual line number for each ACE. However, all ACEs resulting from a single object
group access-list command statement have a single line number. Consequently, you cannot
insert an ACE in the middle of object group ACEs. Line numbers are displayed by the show
access-list command. However, they are not shown in your configuration.

In the figure, the administrator adds an ACE to the existing ACL. Entering “line 4” in the
access-list command line inserts this command into the fourth position in the ACL. This forces
the existing line 4 ACE to move down one position in the ACL, so it becomes the fifth ACE,
and so on.
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ACL Comments

fwl (config) # show access-list

access-list aclout line 1 remark web server 1 http
access-list

access-list aclout line 2 permit tcp any host
192.168.0.8 eqg www (hitcnt=0)

access-list aclout line 3 remark web server 2 http
access-list

access-list aclout line 4 permit tcp any host
192.168.0.11 eq www (hitcnt=0)

firewall(config)#

| access-list id [line line-num] remark text
* ACL remark

fwl (config)# access-list outside line 1 remark web
server http access-list
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The access-list remark command enables users to include comments (remarks) about entries in
any ACL. You can use remarks to make the ACL easier to scan and interpret. Each remark line
is limited to 100 characters. The ACL remark can be placed before or after an access-list
command statement, but it should be placed in a consistent position so that it is clear which
remark describes which access-list command. For example, it would be confusing to have some
remarks before the associated access-list commands and some remarks after the associated
access-list commands. In the figure, the administrator added remarks pertaining to the line 3
and line 5 ACEs. The new remarks are the line 2 and line 4 ACEs. To add a remark above an
existing ACL entry, type in the ACL remark using the existing ACE line number. The remark
forces the existing ACE down. To view existing ACL entries, use the show access-list
command.

The syntax for the access-list remark commands is as follows:

access-list remark

access-list id [line line-num] remark text

id Name of an ACL. You can use either a name or number.

line line-num The line number at which to insert a remark or an ACE.

remark text The text of the remark to add before or after an access-list
command statement, up to 100 characters in length.
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Inbound HTTP Access Solution

DMZ
172.16.0.2 Public WWW
IA - Server
Inbound e .
——192.168.09 — ~ Inside
' A\
_ Internet S 19216800 @I TN —:@
- ~.1 .zuv 10.0.0.0

Outside

fwl (config) # static (DMZ,outside) 192.168.0.9
172.16.0.2 0 O

fwl (config) # access-list aclout permit tcp any host
192.168.0.9 eq www

fwl (config) # access-group aclout in interface outside

* Permit outside HTTP access to public web server
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The figure shows a solution to permit HTTP access to the public web server on the DMZ from
the Internet. The static command was configured to translate the web server IP address to an
outside IP address. An ACL was configured to enable Internet hosts to connect to the web
server with HTTP traffic.
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Inbound HTTPS Access Solution

172.30.4.2 |

E-Banking
web server

D @ 192.168.0.0 .:. —E
) ‘Ir‘ﬂfift) - 2 0000 -~

Outside Inside

A
1]
Inbound ’
192,16 8.0.10—

fwl (config) # static (DMZ,outside) 192.168.0.10
172.30.4.2 0 0

fwl (config) # access-list aclout permit tcp any host
192.168.0.10 eq https

fwl (config) # access-group aclout in interface outside

+ Permit outside HTTPs access to e-banking web server

2005 Cisco Systems, Inc. Al rights reserved

SNPA v4.0—5-22

In the example in the figure, a company locates its e-banking solution on the DMZ. The

administrator wants to establish secure communications between the Internet users and the e-

banking web server. To establish an inbound HTTP secure (HTTPS) connection, the
administrator configured a static, an ACL, and applied the ACL to an interface.
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icmp Command
ﬂ

\‘) P = Outside g Inside @_7
_ Internet =) i —

~

ICMP echO =——pX
ICMP unreachable =———p

firewall(config)#

icmp {permit | deny} src_addr src mask [icmp-type]
if name

- Enables or disables pinging to an interface

- All ping requests denied at the outside interface, and all
unreachable messages permitted at the outside interface

fwl (config)# icmp permit any echo-reply outside

fwl (config)# icmp permit any unreachable outside
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You can enable or disable pinging to the security appliance interface. With pinging disabled,
the security appliance cannot be detected on the network. The icmp command implements this
feature, which is also referred to as configurable proxy pinging.

Note By default, pinging through the security appliance to a security appliance interface is not
allowed. Pinging an interface from a host on that interface is allowed.

To use the icmp command, configure an icmp command statement that permits or denies
ICMP traffic that terminates at the security appliance. If the first matched entry is a permit
entry, the ICMP packet continues to be processed. If the first matched entry is a deny entry or
an entry is not matched, the security appliance discards the ICMP packet and generates a
313001 syslog message. An exception is when an icmp command statement is not configured,
in which case, permission is assumed.

Note Cisco recommends that you grant permission for the ICMP unreachable message type (type
3). Denying ICMP unreachable messages disables ICMP Path Maximum Transmission Unit
(MTU) Discovery, which can halt both IPSec and Point-to-Point Tunneling Protocol (PPTP)
traffic. See RFC 1195 and RFC 1435 for details about Path MTU Discovery.

The clear icmp command removes icmp command statements from the configuration.
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The syntax for the icmp commands is as follows:

icmp {permit

clear icmp

show icmp

| deny} ip address net mask [icmp-type]l 1if name

deny Deny access if the conditions are matched.

icmp-type (Optional) ICMP message type as described in the “ICMP Type
Literals” table.

if_name The interface name.

ip_address The IP address of the host that is sending ICMP messages to the
interface.

net_mask The mask that is to be applied to jp_address.

permit Permit access if the conditions are matched.

The following table lists the ICMP Type Literals that can be used in the icmp-type argument of
the icmp command to designate which message types are permitted or denied:

ICMP Type Literals

ICMP Type Literal

0 echo-reply

3 unreachable

4 source-quench

5 redirect

6 alternate-address

8 echo

9 router-advertisement
10 router-solicitation
11 time-exceeded

12 parameter-problem
13 timestamp-reply

14 timestamp-request
15 information-request
16 information-reply
17 mask-request

18 mask-reply

31 conversion-error

32 mobile-redirect
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Other ACL Uses—
natO0 plus ac/ command

Command plus an ACL
« Identify traffic flow via an ACL
* Apply command to the identified traffic flow
Corporate office

- I VPN (NATO) | '
D O et A e Ll :
I | S—
— " \ . ) = 1
: E@: — s —— _ Internet N :Eﬁ '
| 10.100.1.0 /24 " I i 1
Small office/ : 10.10124 :
home office Web s e e e e e e —— = - 1

- Identify Site-to-site traffic (ACL) not to be translated.
« access-list VPN-NO-NAT permit ip 10.100.1.0 255.255.255.0 10.10.0.0 255.255.255.0
« nat (inside) 0 access-list VPN-NO-NAT
* nat (inside) 1
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In the previous pages, ACLs were used to identify traffic that was to be either permitted or
denied at an interface. ACLs can also be combined with a command. The ACL identifies a flow
of traffic. The command associates an action to be performed on the identified traffic. In the
example in the figure, there is a small office/home office (SOHO) application. The
administrator desires all traffic from the SOHO that is bound for the Internet to be translated
And all SOHO traffic that is bound for the corporate office to not be translated. As explained in
a previous lesson, the nat 0 command enables you to exempt a host or network from NAT. The
nat 0 access-list command takes this a step further by enabling the administrator to exempt
from NAT any traffic that is matched by an access-list entry. In the example, VPN_NO NAT
identifies a traffic flow between 10.100.1.0/24 and 10.10.0.0/24. The VPN _NO_ NAT ACL is
applied to the nat 0 command nat (inside) 0 access-list VPN_NO_NAT. The nat 0 access-list
command permits internal hosts on 10.100.1.0/24 subnet to bypass NAT when connecting to
corporate hosts on the 10.10.0.0/24 subnet. The nat 0 access-list command is usually used in
virtual private network (VPN) scenarios.

The syntax of the nat 0 access-list command is as follows:

nat [(real ifc)] 0 access-list access list name

real_if Name of the network interface, as specified by the name_if
command, through which the hosts or networks that are
designated by a real IP address are accessed.

access-list Identifies the local addresses and destination addresses using an
extended ACL, also known as policy NAT. Create the ACL using
the access-list command. This ACL should include only
permitted ACEs. You can optionally specify the local and
destination ports in the ACL using the eq operator. If the NAT ID
is 0, then the ACL specifies addresses that are exempt from NAT.
NAT exemption is not the same as policy NAT—you cannot
specify the port addresses, for example.

access_list name
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Policy NAT— nat plus ac/ command

Company < _____ ABC Corp.
ol T 192,168.0.33
192.168.10.11 N P S -
s Inter\-n/e_tj—qiﬁﬁ'_ | []
- e
Company | _— —— | o mmmme -2
omeany —————— 192.168.0.49 10.0.0.15
192.168.100.4

pix1 (config) # access-list company a permit tcp 10.0.0.0
255.255.255.0 host 192.168.10.11 eq www

pixl (config) # nat (inside) 10 access-list company a

pixl (config)# global (outside) 10 192.168.0.33 netmask
255.255.255.255

pix1 (config) # access-list company b permit tcp 10.0.0.0
255.255.255.0 host 192.168.100.4 eq www

pixl (config)# nat (inside) 11 access-list company b

pix1 (config)# global (outside) 11 192.168.0.49 netmask
255.255.255.255

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—5-25

Policy NAT enables you to identify local traffic for address translation by specifying the source
and destination addresses in an extended ACL. With policy NAT, you can create multiple-
policy NAT statements based on unique source-port and destination-port combination ACL
statements. You can then match different mapped addresses to each source-port and
destination-port pair. In the figure, a host on the ABC Corporation network is accessing order
entry servers for two different companies. When the ABC Corporation host accesses the
Company A order entry server at 192.168.10.11, the ABC Corporation host source address is
translated to 192.168.0.33. When the ABC Corporation host accesses the Company B server at
192.168.100.4, the ABC Corporation host source address is translated to 192.168.0.49. To
accomplish this, a nat access-list command is configured. The ACL defines the source and
destination addresses and optional ports, for example, access-list company_a permit tcp
10.0.0.0 255.255.255.0 host 192.168.10.11 eq www. The ACL identifies any traffic between
the ABC Corporation inside network and the Company A order entry server, 192.168.10.11.
The ACL is then applied to a NAT statement, nat (inside) 10 access-list company_a. When a
packet traversing the security appliance matches the NAT ACL statement, the security
appliance translates the source address according to the corresponding global statement, global
(outside) 10 192.168.0.33 255.255.255.255.

In this scenario, a host on the ABC Corporation inside network is translated to a different
source address depending on which destination order entry server the packet is being sent to. If
the packet is sent to the Company A order entry server, the packet source address is
192.168.0.33. If a packet is sent to the Company B order entry server, the packet is translated to
192.168.0.49. The ACL identifies the traffic flow. The NAT ACL identifies the translated
source address.
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The syntax of the nat access-list command is as follows:

nat (real ifc) nat id access-list access list name

real_if Name of the network interface as specified by the nameif
command through which the hosts or network that are designated
by real_ijp are accessed.

access-list Identifies the local addresses and destination addresses using an

access_list_name

extended access list, also known as policy NAT. Create the
access list using the access-list command. This access list
should include only permit access control entries (ACEs). You
can optionally specify the local and destination ports in the
access list using the eq operator. If the NAT ID is O, then the
access list specifies addresses that are exempt from NAT. NAT
exemption is not the same as policy NAT; you cannot specify the
port addresses, for example.

nat_id

ID of the group of host or networks. It is referenced by the global
command to associate a global pool with the real_ip. Specifies an
integer between 1 and 65535. The NAT ID must match a global
statement NAT ID. 0 is reserved for NAT exemption. A nat_id of 0
indicates that no address translation takes place for real_ip.

A nat_id of 0 access list access_list_name specifies the traffic to
exempt from NAT processing, based on the access list that is
specified by the access_list_name. This command is useful in a
VPN configuration where traffic between private networks should
be exempted from NAT
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Other Commands Plus ACL

Corporate office Branch office
------------- 1 VPN ===

« Identify traffic (ACL) to be encrypted
« access-list 101 permit ip 10.0.0.0 255.255.255.0 10.200.0.0 255.255.255.0
scrypto map FW1MAP 10 match address 101 Web
[

a
\j

- "VD’—;‘_
1
Authentication

« Identify traffic (ACL) to be authenticated
« access-list 110 permit tcp any host 192.168.2.10 eq www
« aaa authentication match 110 outside NY_ACS

SNPA v4.0—5-26

access-list commands can be combined with other commands. In each case, the access-list
command identifies a traffic flow. The command associates an action with the identified flow of
traffic. In the top example in the figure, the administrator identifies a flow of traffic between two
sites to be encrypted. The crypto map command uses the ACL to differentiate the traffic that is

to be protected by encryption from the traffic that does not need protection. Traffic permitted by
the ACL is protected.

In the bottom example in the figure, the administrator wants to authenticate certain Internet
sourced hosts when they attempt to connect to protected hosts on the DMZ. The traffic is
identified with the access-list 110 permit tcp any host 192.168.2.10 eq www command. The
ACL identifies any host trying to access host 192.168.2.10 using HTTP. Authentication is
applied to this flow with the aaa authentication match 110 outside NY_ACS command. Any
hosts matching ACL 110 will be authenticated.
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Malicious Active Code Filtering

The security appliance can filter malicious active codes. Malicious active codes can be used in

such applications as Java and ActiveX.

Java Applet Filtering

- Java applet filtering enables an administrator to
prevent the downloading of Java applets by an
inside system.

* Java programs can provide a vehicle through
which an inside system can be invaded.

- Java applets are executable programs that are
banned within some security policies.

SNPA v4.0—5-28

Java filtering enables an administrator to prevent Java applets from being downloaded by an
inside system. Java applets are executable programs that are banned by many site security

policies.

Java programs can provide a vehicle through which an inside system can be invaded or
compromised. Java applets can be downloaded when you permit access to HTTP port 80,
and some Java applets can contain hidden code that can destroy data on the internal network.

The Java applet filter of Cisco security appliances can stop Java applications on a per-client or
per-IP-address basis. When Java filtering is enabled, the security appliance searches for the
programmed “café babe” string, and if found, it drops the Java applet. This is a sample Java

class code snippet:

00000000: café babe 003 002d 0099 0900 8345 0098
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ActiveX Blocking

ﬂ

+ ActiveX controls are applets that can be inserted in
web pages or other applications.

+ ActiveX controls can provide a way for someone to
attack servers.

* The security appliance can be used to block ActiveX
controls.

SNPA v4.0—5-29

ActiveX controls, formerly known as Object Linking and Embedding (OLE) controls, are
applets—often used in animations— that can be inserted in web pages or in other applications.
ActiveX controls create a potential security problem because they can provide a way for
someone to attack servers. You can use your security appliance to block all ActiveX controls.
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ActiveX filter Command

fwl (config)# filter activex
80 0.0.0.0 0.0.0.0 0.0.0.0 &
0.0.0.0

Internet

- Specifies that the ActiveX ==
blocking applies to web b
traffic on port 80 from any ‘
local host and for Block i

U—ﬂ DMZ

connections to any foreign ActiveX
host ‘
Engineering ,J/,.
10.0.11.0

= -

10.0.12.0 Y 10.0.14.0 >

Marketing — | Executive _. |

38 3B
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The filter command enables or disables outbound URL or HTML filtering. In the figure above,
the command specifies that ActiveX is being filtered on port 80 from any internal host and for

connection to any external host.

The filter {activex | java} command filters out ActiveX or Java usage from outbound packets.

The syntax for the filter {activex | java} command is as follows:

filter {activex | java} port [-port] local ip mask foreign ip
mask
activex Blocks outbound ActiveX and other HTML <object> tags from
outbound packets.
java Blocks Java applets returning from an outbound connection.
port The port(s) at which Internet traffic is received on the security
appliance.
local_ip The IP address of the host from which access is sought.
mask Subnet mask.
foreign_ip The IP address of the host to which access is sought.
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URL Filtering

This topic discusses how to configure Cisco security appliances for URL filtering.

HTTP URL Filtering

www.prohibited.com

A . web server

L
|
e
e
- Websense and N2H2 HTTP 3 ~
URL-filtering applications used 1) Internet
to block specific URLs : =~ T/J)
responses I : I
* URL filtering can be configured : I ? 5
on the security appliance. 1 eny access o
- Designate a URL-filtering *:—% UR';:::::'"Q
server =

Request access to
www.prohibited.com

- Enable filtering

ms, Inc. All rights reserved SNPA v4.0—5-32

URL-filtering applications provide URL filtering for the security appliance, enabling network
administrators to effectively monitor and control network traffic. URL-filtering applications are
used to block specific URLs because the security appliance cannot. The security appliance can
be enabled to work with the Websense and N2H2 URL-filtering applications. This is useful
because between the hours of 9 a.m. and 5 p.m.:

m 30 to 40 percent of Internet surfing is not business-related
m 70 percent of all Internet porn traffic occurs

®  More than 60 percent of online purchases are made

When the security appliance receives a request from a user to access a URL, it queries the
URL-filtering server to determine whether to return, or block, the requested web page. The
URL-filtering server checks its configurations to determine whether the URL should be
blocked. If the URL should be blocked, URL-filtering applications can display blocking
messages or direct the user that is requesting the URL to a specified web site.

Information about Websense, N2H2, and other Cisco Partners is available at Cisco.com.
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X

firewall(config)#

Designate the URL-Filtering Server
IIIIIIIIIIIIIIIIIIIIIIIIII1l,llllllllllllllllllllllll‘IIIIIIIIIIIEE!!!:EIIIIII

~= URL-filtering
% server
TCP 172.16.0.3

url-server [(if _name)]

[vendor websense] host local ip
[timeout seconds] [protocol {TCP | UDP} version [1 | 4]]

firewall(config)#

- Designates a server that runs a Websense URL-filtering application

url-server [(if _name)] vendor n2h2 host local ip [port
number] [timeout seconds] [protocol {TCP | UDP}]

- Designates a server that runs an N2H2 URL-filtering application

fwl (config) # url-server (dmz) vendor n2h2 host
172.16.0.3 protocol TCP

2005 Cisco Systems, Inc. Al rights reserved

SNPA v4.0—5-33

Before you can begin URL filtering, you must designate at least one server on which the
Websense or N2H2 URL-filtering application will run. The limit is 16 URL servers. You can
use only one application at a time, either N2H2 or Websense. Additionally, changing your
configuration on the security appliance does not update the configuration on the application
server; this must be done separately, according to the instructions of the vendor.

Use the url-server command to designate the server on which it runs, then enable URL
filtering with the filter url command.

The syntax for the url-server command as used with Websense is as follows:

url-server [(if name)] vendor websense host local ip [timeout

seconds] [protocol {TCP | UDP | connections num conns]

version]

connections
o

Limits the maximum number of connections permitted.

if name e
C
Q

The network interface where the authentication server resides. If
not specified, the default is inside.

host local_ip

The server that runs the URL-filtering application.

timeout segonds

]

The maximum idle time that is permitted before the security
appliance switches to the next server that you specified. The
default is 5 seconds.

protocol [
P

The protocol can be configured using TCP or UDP keywords. The
default is TCP v1.

vendor websense

Indicates URL filtering service vendor is Websense.

t
version C Specifies protocol version, 1 or 4. The default is TCP v1.
o TCP can be configured using Release 1 or Release 4. UDP can be
configured using Release 4 only.
T

The syntax for the url-server command as used with N2H2 is as follows:
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url-server [(if name)] vendor n2h2 host local ip [port number]
[timeout seconds] [protocol {TCP | UDP [connections
num_conns] }]

connections Limits the maximum number of connections permitted.
num_conns Specifies the maximum number of connections permitted.
host local_ip The server that runs the URL filtering application.

if_name (Optional)The network interface on which the authentication

server resides. If not specified, the default is inside.

port number The N2H2 server port. The security appliance also listens for
UDP replies on this port. The default port number is 4005.

protocol The protocol can be configured using TCP or UDP keywords. The
default is TCP.

timeout seconds The maximum idle time permitted before the security
appliance switches to the next server you specified. The default is
5 seconds.

vendor n2h2 Indicates URL-filtering application vendor is N2H2.
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Enable HTTP URL Filtering
ﬂ

Filter HTTP: E URL-filtering
all hosts server

firewall(config)#

filter url [http | port[-port]] local ip local mask
foreign ip foreign mask [allow]

* Prevents users from accessing URLs that are designated with the URL-
filtering application

fwl (config)# filter url http 0 0 0 0 allow
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After designating which server runs the URL-filtering application, use the filter url command
to tell the security appliance to send URL requests to that server for filtering.

The example in the figure above instructs the security appliance to send all URL requests to the
URL-filtering server to be filtered. The allow option in the filter command is crucial to the use
of the security appliance URL filtering feature. If you use the allow option and the URL-
filtering server goes offline, the security appliance lets all URL requests continue without
filtering. If the allow option is not specified, all port 80 URL requests are stopped until the
server is back online.

The syntax for the filter url command is as follows:

filter url {[port[-port] | except } local ip local mask
foreign ip foreign mask] [allow] [cgi-truncate] [longurl-
truncate | longurl-deny] [proxy-block]

url Filters URLs from data that is moving through the security
appliance.

port The port that receives Internet traffic on the security appliance.
Typically, this is port 80, but other values are accepted. The
HTTP or URL literal can be used for port 80.

except Creates an exception to a previous filter condition.

local_ip The IP address of the host from which access is sought.

local_mask Network mask of local _ip.

foreign_ip The IP address of the host to which access is sought.

foreign_mask Network mask of foreign_ip.

allow Enables outbound connections to pass through the security
appliance without filtering when the URL-filtering server is
unavailable.

proxy-block Prevents users from connecting to an HTTP proxy server.
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longurl-truncate Enables outbound URL traffic whether or not the URL buffer is
available.

longurl-deny Denies the URL request if the URL is over the URL buffer size
limit or if the URL buffer is not available.

cgi-truncate Sends a Common Gateway Interface (CGl) script as a URL.
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HTTPS and FTP Filtering
ﬂ

1
Liae
xlb
I HTTPS and FTP Ej URL-filtering
|
|
|

filtering server
(Websense only)

firewall(config)#
filter [ https | ftp ] dest-port] local ip local mask
foreign ip foreign mask [allow]

* Prevents users from accessing HTTPS and FTP URLs that are
designated with the Websense-based URL-filtering application

fwl (config)# filter https 0 0 0 0 allow |
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This feature extends web-based URL filtering to HTTPS and File Transfer Protocol (FTP). The
filter ftp and filter https commands were added to the filter command in Cisco PIX Security
Appliance Software v6.3. The filter ftp command enables FTP filtering. The filter https
command enables HTTPS filtering. The filter ftp and filter https commands are available with
Websense URL filtering only.

The example command in the figure instructs the security appliance to send all URL requests to
the URL-filtering server to be filtered. The allow option in the filter command is crucial to the
use of the security appliance URL-filtering feature. If you use the allow option and the URL-
filtering server goes offline, the security appliance lets all FTP and HTTPS URL requests
continue without filtering. If the allow option is not specified, all FTP and HTTPS URL
requests are stopped until the server is back online.

The syntax for the filter https command is as follows:

filter https {[port[-port] | except } local ip local mask
foreign ip foreign mask] [allow]

port The TCP port to which filtering is applied. Typically, this is port
443, but other values are accepted. The HTTPS literal can be
used for port 443.

port-port (Optional) Specifies a port range.

except (Optional) Creates an exception to a previous filter condition.
dest-port The destination port number.

local_ip The IP address of the highest security level interface from which

access is sought. You can set this address to 0.0.0.0 (or, in
shortened form, 0) to specify all hosts.

local_mask Network mask of local_ip. You can use 0.0.0.0 (or in shortened
form, 0) to specify all hosts.
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foreign_ip The IP address of the lowest security level interface to which
access is sought. You can use 0.0.0.0 (or in shortened form, 0) to
specify all hosts.

foreign_mask Network mask of foreign_ip. Always specify a mask value. You
can use 0.0.0.0 (or, in shortened form, 0) to specify all hosts.

allow (Optional) When the server is unavailable, let outbound
connections pass through the security appliance without filtering.
If you omit this option and the N2H2 or Websense server goes
offline, the security appliance stops outbound port 443 traffic until
the N2H2 or Websense server is back online.

The syntax for the filter ftp command is as follows:

filter ftp {[port[-port] | except } local ip local mask
foreign ip foreign mask] [allow] [interact-block]

port The TCP port to which filtering is applied. Typically, this is port
443, but other values are accepted. The HTTP literal can be used
for port 443.

port-port (Optional) Specifies a port range.

except (Optional) Creates an exception to a previous filter condition.

local_ip The IP address of the highest security level interface from which

access is sought. You can set this address to 0.0.0.0 (or, in
shortened form, 0) to specify all hosts.

local_mask Network mask of local_ip. You can use 0.0.0.0 (or in shortened
form, 0) to specify all hosts.

foreign_ip The IP address of the lowest security level interface to which
access is sought. You can use 0.0.0.0 (or in shortened form, 0) to
specify all hosts.

foreign_mask Network mask of foreign_ip. Always specify a mask value. You
can use 0.0.0.0 (or in shortened form, 0) to specify all hosts.

allow (Optional) When the server is unavailable, let outbound
connections pass through the security appliance without filtering.
If you omit this option and the N2H2 or Websense server goes
offline, the security appliance stops outbound port 443 traffic until
the N2H2 or Websense server is back online.

interact-block (Optional) Prevents users from connecting to the FTP server
through an interactive FTP program.
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URL Filtering Configuration Example

www.prohibited.com
web server

€T fwl (config)# url-server (dmz) vendor
- websense host 172.16.0.3 timeout 10
I protocol TCP version 4

—-— = —p

\ fwl (config)# filter url http 0 0 0 0 allow

Internet
\_/-)) - Designate URL server

)(4______;_______

1

|j - Enable filtering

1

—

i Denyaccess . URL-filtering
172.16.0.3

Request access to
www.prohibited.com
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The commands in the figure instruct the security appliance to send all URL requests to the
Websense URL-filtering server at 172.16.0.3. Additionally, if the URL-filtering server goes
offline, the security appliance allows all URL requests to continue without filtering.
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Summary

This topic summarizes the information you learned in this lesson.

Summary
ﬂ

* ACLs enable you to determine which systems can
establish connections through your security
appliance.

* With ICMP ACLs, you can disable pinging to a
security appliance interface so that your security
appliance cannot be detected on your network.

« The security appliance can be configured to filter
malicious active code.

* The security appliance can work with URL-filtering
software to control and monitor Internet activity.
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Lesson 6

Object Grouping

Overview

This lesson introduces object grouping concepts and how to use the object-group command to
configure object grouping. The lesson also explains the various types of object groups and
covers the uses and configurations of nested object groups.

Objectives

Upon completing this lesson, you will be able to describe and configure the object grouping
feature of Cisco security appliances. This includes being able to meet these objectives:

m  Describe the object grouping feature of the security appliance and its advantages

m  Configure object groups
m  Configure nested object groups

m  Use object groups in ACLs
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Overview of Object Grouping

This topic introduces the concepts of object grouping.

Using Object Groups in ACLs

fwl (config) # show run static

static (dmz,outside) 192.168.0.10
172.16.0.1 netmask 255.255.255.255

static (dmz,outside) 192.168.0.11
172.16.0.2 netmask 255.255.255.255

static (dmz,outside) 192.168.0.12
172.16.0.3 netmask 255.255.255.255

Internet
1l
192.168.0.X
DMZ L
172.1.0 1’9

_—

5 Cisco Systems, Inc. All rights reserved

fwl (config) # access-list acl_out
host 192.168.0.10 eq http

fwl (config) # access-list acl_out
host 192.168.0.10 eq https

fwl (config) # access-list acl_out
host 192.168.0.10 eq ftp

fwl (config) # access-list acl_out
host 192.168.0.11 eq http

fwl (config) # access-list acl_out
host 192.168.0.11 eq https

fwl (config) # access-list acl_out
host 192.168.0.11 eq ftp

fwl (config) # access-list acl_out
host 192.168.0.12 eq http

fwl (config) # access-list acl_out
host 192.168.0.12 eq https

fwl (config) # access-list acl_out
host 192.168.0.12 eq ftp

permit
permit
permit
permit
permit
permit
permit
permit

permit

tecp
tep
tep
tep
tep
tcp
tecp
tcp

tcp

any

any

any

any

any

any

any

any

any
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An access control list (ACL) can cause a security appliance to allow a designated client to

access a particular server for a specific service. When there is only one client, one host, and one

service, only a minimum number of lines is needed in an ACL. However, as the number of
clients, servers, and services increases, the number of lines that are required in an ACL

increases exponentially.

In the figure, the Internet hosts are granted Hypertext Transfer Protocol (HTTP), HTTP secure

(HTTPS), and File Transfer Protocol (FTP) access to specific hosts on the demilitarized zone
(DMZ). An ACL is configured for each individual host and protocol combination. There are

three hosts, three protocols, and nine lines in the ACL.
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Grouping Objects

fwl (config)# show run static . serVices groups Such as
’

static(dmz,outside)192.168.0.10 .

172.16.0.1 netmask 255.255.255.255 DMZ_Services
static(dmz,outside)192.168.0.11

172.16.0.2 netmask 255.255.255.255 - HTTP
static(dmz,outside)192.168.0.12 _

172.16.0.3 netmask 255.255.255.255 HTTPS

~ FTP

* Host and network groups, such
as DMZ_Servers

Internet

DMZ 192.168.0.X —192.168.0.10
R ~192.168.0.11
web 514 A ~ 192.168.0.12

* Group names applied to ACL

object-group DMZ_Servers object-group
DMZ Services

‘ fwl (config) # access-list outside permit tcp any

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—6-4

You can group network objects such as hosts and services to simplify the task of creating and
applying ACLs. This reduces the number of access control entries (ACEs) that are required to
implement complex security policies. For example, a security policy that normally contains
3,300 ACEs within an ACL might require only several hundred ACEs within that ACL after
hosts and services are properly grouped.

Applying a security appliance object group to a security appliance command is the equivalent
of applying every element of the object group to the command. For example, the group
DMZ_Servers contains servers 192.168.0.10, 192.168.0.11, and 192.168.0.12. The group
DMZ _Services supports HTTP, HTTPS, and FTP protocols. Applying the groups

DMZ Servers and DMZ_Services to an ACE is the same as applying all the individual hosts
and protocols to the ACE. Therefore, the command:

access-list outside permit tcp any object-group DMZ Servers
object-group DMZ Services
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fwl (config) #
192.168.0.10

fwl (config) #
192.168.0.10

fwl (config) #
192.168.0.10

fwl (confiqg) #
192.168.0.11

fwl (config) #
192.168.0.11

fwl (config) #
192.168.0.11

fwl (config) #
192.168.0.12

fwl (config) #
192.168.0.12

fwl (config) #
192.168.0.12

is equivalent to the following:

access-list
eq http
access-1list
eq https
access-1list
eq ftp
access-list
eq http
access-list
eqg https
access-list
eq ftp
access-list
eq http
access-list
eq https
access-list
eq ftp

outside

outside

outside

outside

outside

outside

outside

outside

outside

permit

permit

permit

permit

permit

permit

permit

permit

permit

tcp

tcp

tcp

tcp

tcp

tcp

tcp

tcp

tcp

any

any

any

any

any

any

any

any

any

host

host

host

host

host

host

host

host

host

Copyright © 2005, Cisco Systems, Inc.

Cisco IP Telephony Troubleshooting (IPTT) v4.0

245



Grouping Objects of Similar Txpes

* Protocols
- TCP
— UDP

* Networks and hosts
— Subnet 10.0.0.0/24
- 10.0.1.11
- 10.0.2.11

- Services

=
=
= -

» INSIDE_PROTOCOLS

- INSIDE_HOSTS

— HTTPS - DMZ_SERVICES
— FTP
« ICMP
— Echo
— Echo-reply
Services/

Protocols ICMP

firewall(config)# access-list aclout permit tcp eq ftp
firewall(config)# access-list aclout permit icmp echo-reply

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—6-5

Object grouping provides a way to group objects of a similar type so that a single ACE can
apply to all the objects in the group. You can create the following types of object groups:

®  Network: Used to group client hosts, server hosts, or subnets.

m  Protocol: Used to group protocols. It can contain one of the keywords icmp, ip, tcp, or udp
or an integer in the range 1 through 254 representing an IP protocol number. Use the
keyword ip to match any Internet protocol, including ICMP, TCP, and User Datagram
Protocol (UDP).

m  Service: Used to group TCP or UDP port numbers assigned to a different service.

m  [CMP-type: Used to group ICMP message types to which you permit or deny access.
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Getting Started with Object Groups

This topic explains the object-group command and its subcommand mode.

Configuring and Using Object Grougs

Complete the following steps to create object groups and
use them in your configuration:
« Step 1: Use the object-group command to enter the appropriate

subcommand mode for the type of group you want to
configure.

+ Task 2: In subcommand mode, define the members of the object
group.

» Task 3: (Optional) Use the description subcommand to describe the
object group.

« Task 4: Use the exit or quit command to return to configuration
mode.

+ Task 5: (Optional) Use the show object-group command to verify that
the object group has been configured successfully.

» Task 6: Apply the object group to the access-list command.

» Task 7: (Optional) Use the show access-list command to display the
expanded ACL entries.

SNPA v4.0—6-7

Complete the following steps to configure an object group and to use it for configuring ACLs:

Step 3 Use the object-group command to enter the appropriate subcommand mode for the
type of group you want to configure. When you enter the object-group command,
the system enters the appropriate subcommand mode for the type of object you
specify in the object-group command. All subcommands entered from the
subcommand prompt apply to the object group identified by the object-group
command.

Step 4 In subcommand mode, define the members of the object group. In subcommand
mode, you can enter object grouping subcommands as well as all other security
appliance commands, including show commands and clear commands. Enter a
question mark (?) in the subcommand mode to view the permitted subcommands.

Step 5 (Optional) Use the description subcommand to describe the object group.

Step 6 Return to configuration mode with the exit command or the quit command. When
you enter any valid configuration command other than one designed for object
grouping, the subcommand mode is terminated.

Step 7 (Optional) Use the show run object-group command to verify that the object group
has been configured successfully. This command displays a list of the currently
configured object groups of the specified type. Without a parameter, the command
displays all object groups.
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Step 8 Apply the object group to the access-list command. Replace the parameters of the
access-list commands with the corresponding object group, as summarized by the
following:

m  Replace the protocol parameter with one protocol object group preceded by the keyword
object-group.

m  Replace the source IP address and subnet mask with one network object group preceded by
the keyword object-group.

m  Replace the destination IP address and subnet mask with one network object group
preceded by the keyword object-group.

m  Replace the port parameter with one service object group preceded by the keyword object-
group.
m  Replace the icmp-type parameter with one ICMP-type object group preceded by the
keyword object-group.
For example, the following command enables access for the members of the network object
group DMZHosts:
access-list EXAMPLE permit tcp any object-group DMZHosts
Step 9 (Optional) Use the show access-list command to display the expanded ACEs.
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Configuring Object Groups

This topic explains how to configure network, service, protocol, and ICMP-type object groups.

Configuring Network Object Grougs

10.0.0.0 /24
L1
‘=, Inside_Eng
= — 1
Internet 7=y 192.168.0.0 @Y ’u —
-y
“— Inside_Mktg
—
firewall(config)# 10.0.1.0/24
object-group {protocol | network | icmp-type}
obj grp id

+ Assigns a name to the group and enables the
network subcommand mode

fwl (config) # object-group network Inside_Eng
fwl (config-network)# network-object host 10.0.0.1
fwl (config-network)# network-object host 10.0.0.2

c. All rights reserved SNPA v4.0—6-8

To configure a Network object group, first enter the object-group network command to name
the network object group and enable the network object subcommand mode. After you are
inside the subcommand mode, you can use the network-object command to add a single host
or network to the network object group.

The syntax for the network-object command is as follows:

network-object host host addr | host name

network-object net addr netmask

host Keyword used with the host_addr parameter to define a host
object.

host-addr Host IP address (if the host name is not already defined using the
name command).

host_name Host name (if the host name is defined using the name
command).

net_addr Network address; used with netmask to define a subnet object.

netmask Netmask; used with net_addr to define a subnet object.

In the figure, the administrator wants to add specific 10.0.0.0/24 hosts to the Inside_Eng object
group. The object group Inside Eng is defined first. In the subcommand mode, the individual
hosts are added to the group, hosts 10.0.0.1 and 10.0.0.2.
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Configuring Service Object Groups

Host_Services

< HTTP .
* HTTPS ~—" Inside_Eng
CFTP =
Internet —@Mg 10. 124
]
“~— Inside_Mktg
10.0.1.0/24

firewall(config)#

| object-group service obj grp id {tcp | udp | tcp-udp} |

- Assigns a name to a service group and enables the
service subcommand mode

fwl (config) # object-group service Host_Services tcp
fwl (config-service)# port-object eq http
fwl (config-service)# port-object eq https

fwl (config-service)# port-object eq ftp

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—6-9

To configure a service object group, first enter the object-group service command to name the
service object group and enable the service subcommand mode. Using the tep option specifies
that the service object group contains ports that are used for TCP only. Using the udp option
specifies that the service object group contains ports that are used for UDP only. Using the tcp-
udp option specifies that the service object group contains ports that are used for both TCP and
UDP.

After you’re inside the subcommand mode, you can use the port-object command to add a
TCP or UDP port number to the service object group. You can also add a range of TCP or UDP
port numbers to the service object group.

The syntax for the port-object commands is as follows:

port-object eq service

port-object range begin service end service

eq service Specifies the decimal number or name of a TCP or UDP port for
a service object.

range Specifies a range of ports (inclusive).

begin_service Specifies the decimal number or name of a TCP or UDP port that

is the beginning value for a range of services. This value must be
between 0 and 65535.

end_service Specifies the decimal number or name of a TCP or UDP port that
is the ending value for a range of services. This value must be
between 0 and 65535.

In the figure, the administrator wants each Inside Eng host to have outbound HTTP, HTTPS,

and FTP capabilities. A service object group, Host Services, is defined. Individual protocols,
HTTP, HTTPS, and FTP, are added in the subcommand mode.
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Note The protocol type of a service group object and the protocol type of the ACE to which it is
associated must match. For example, if the service object group Host_Services is created
for TCP services, this object can only be associated with an ACE (permit or deny) that also
refers to TCP services as in the following example:
firewall (config) # access-list inside permit tcp object-group
Inside Eng any object-group Host Services
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Adding Object Groups to an ACL
ﬂ

Host_Services

* ]
Inside_Eng = |nside_Eng
r==1 L]
Internet —~> ?— M(.r ['—' . 10. 124
L ]
— Inside_Mktg
—
firewall(config)# 10.0.1.0/24

access-list id [line line-number] [extended] {deny | permit}

{protocol | object-group protocol obj grp id}{host sip | sip mask |
interface ifc name | object-group network obj_grp id | any}{host
dip | dip mask | interface ifc name | object-group
network obj grp id | any}[log [[level] [interval secs] | disable |
default]] [inactive | time-range time range name]

* Permits outbound engineering HTTP, HTTPS,
and FTP traffic

fwl (config) # access-list inside permit tcp object-group Inside Eng any object-
group Host Services

SNPA v4.0—6-10

2005 Cisco Systems, Inc. Al rights reserved

The last step is to add the object groups to an ACL. In the figure, Inside Eng and
Host_Services are defined within the ACL statement. Hosts within the Inside_Eng group can
access outbound any host with the protocols defined within the Host Services object group.

The following is the syntax for the protocol-object command:

protocol-object protocol

protocol Protocol name or number.
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Configuring ICMP-Type Object Groups

Ping
* Echo
» Echo-

Internet

firewall(config)#

Ea]
“— Inside_Eng
PN S
192.168.0.0 @'Y >~ 10.124
L]
— .
‘" Inside_Mktg
reply —
10.0.1.0/24

| object-group icmp-type obj grp id |

* Assigns a name to an ICMP-type group and

enables the |

CMP-type subcommand mode

fwl (config) # object-group icmp-type PING
fwl (config-icmp) # icmp-object echo
fwl (config-icmp) # icmp-object echo-reply

2005 Cisco Systems, Inc. Al rights reserved
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To configure an ICMP-type object group, first enter the object-group icmp-type command to

name the [ICMP-type object group and enable the ICMP-type subcommand mode. After you are
inside the subcommand mode, you can use the icmp-object command to add an ICMP message
type to the object group.

The syntax for the icmp-object command is as follows:

icmp-object 1

cmp-type

icmp-type

Specifies an ICMP message type.

The following are valid ICMP message types:

0: echo-reply

3: destination-unreachab
4: source-quench
5: redirect

6: alternate-address
8: echo

9: router-advertisement
10: router-solicitation
11: time-exceeded

12: parameter-problem
13: timestamp-request
14: timestamp-reply

15: information-request

le
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m  16: information-reply

® 17: address-mask-request
®  18: address-mask-reply
®  31: conversion-error

m  32: mobile-redirect
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Nested Object Groups

This topic explains how to configure and use nested object groups.

Nested Object Groups
ﬂ

Internet

- Group objects:
Inside_Eng, Inside_Mktg : DMZ ‘
- Nested groups: ——
Inside_Networks J— L
 Nested group applied i mmm i S e |
to ACL iInside_Eng | Inside_Mktg |
10.0.0.0 G 10.0.1.0 G

Inside_Networks

ms, Inc. All rights reserved SNPA v4.0—6-13

You learned how to group objects to simplify the task of creating and applying ACLs. It is also
possible to group objects within a nested group. An object can be a member of a group. For
object groups to be nested, they must be of the same type, for example, all networks and hosts.
In the figure, the administrator configured hosts from the 10.0.0.0/24 network to form the
Inside Eng object group. The administrator added hosts from the 10.0.1.0/24 network to form
the Inside_Mktg object group. For some ACLs, the administrator found it advantageous to
combine the Inside Eng and Inside Mktg object groups to form the nested object group

Inside Networks and apply that nested object group to selected ACLs. Hierarchical object
grouping can achieve greater flexibility and modularity for specifying access rules.

The group-object command enables you to construct hierarchical, or nested, object groups.
The difference in object groups and group objects is as follows:

®  An object group is a group consisting of objects.
m A group object is an object in a nested group and is itself a group.

Duplicated objects are allowed in an object group if it is a result of the inclusion of group
objects. For example, if object 1 is in both group A and group B, you can define a group C
which includes both A and B. You cannot, however, include a group object, which causes the
group hierarchy to become circular. For example, you cannot have group A include group B
and also have group B include group A.

Copyright © 2005, Cisco Systems, Inc. Cisco IP Telephony Troubleshooting (IPTT) v4.0 255



Configuring Nested Object Groups

Complete the following steps to configure nested

object groups:

- Step 1: Create an object group, such as Inside_Eng that
you want to nest within another object group.

- Step 2: Add the appropriate type of objects to the
object group, such as 10.0.1.0/24.

Step 3: Assign an identity, such as Inside_Networks to
the object group within which you want to nest
other object groups.

Step 4: Add the first object group to the second
object group.

- Step 5: Add any other objects to the group that are
required, such as Inside_Mktg.

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—6-14

Complete the following steps to configure nested object groups:

Step 10 Assign a group identity to the object group that you want to nest within another
object group:
firewall (config)# object-group network Inside Eng

Step 11 Add the appropriate type of objects to the object group:

firewall (config-network)# network-object 10.0.1.0
255.255.255.0

firewall (config-network) # network-object 10.0.2.0
255.255.255.0

firewall (config-network)# network-object 10.0.3.0
255.255.255.0

Step 12 Create the object group within which you want to nest another object group:
firewall (config)# object-group network Inside Networks
Step 13 Add the first object group to the group that will contain it:
firewall (config-network)# group-object Inside Eng
Step 14  Add any other objects that are required to the group:

firewall (config-network)# network-object 10.0.4.0
255.255.255.0
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The resulting configuration of Inside Networks in this example is equivalent to the following:
firewall (config-network)# network-object 10.0.1.0
255.255.255.0

firewall (config-network)# network-object 10.0.2.0
255.255.255.0
firewall (config-network)# network-object 10.0.3.0
255.255.255.0

firewall (config-network)# network-object 10.0.4.0
255.255.255.0
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Nested Object Group Example: Object

Group Network
ﬂ

Internet

° Create Object 172.160 l/m
groups
—Inside_Eng S —1PMZ |
—Inside_Mktg I
- Allow inside hosts u
outbound eietetelnliiniel syttt
~HTTP | {Inside_Eng | inside_Mktg[ !
10.0.0.0 e 10.0.1.0 s
~HTTPS . _ !
! I
o =01 =Y
1 L L/ L —> —
1

Inside_Networks
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In the example in the figure, the administrator wants to enable selected hosts to establish HTTP,
HTTPS, and FTP outbound sessions. The administrator configures an object group for selected
Inside Eng and Inside Mktg hosts. These two groups are nested inside another group,

Inside Networks. To ease configuration, the three protocols are grouped.

258 Securing Networks with PIX and ASA (SNPA) v4.0 © 2005, Cisco Systems, Inc.



group-object Command

1 Inside_Mktg
1 10.0.1.0

r
Inside_Eng 1
10.0.0.0 !

Inside_Networks
firewall(config-network)#

| group-object obj group id |
* Nests an object group within another object group

fwl (config) # object-group network Inside_Eng

fwl (config-network)# network-object host 10.0.0.1
fwl (config-network)# network-object host 10.0.0.2
fwl (config-network) # exit

fwl (config) # object-group network Inside_Mktg

fwl (config-network)# network-object host 10.0.1.1
fwl (config-network) # network-object host 10.0.1.2
fwl (config-network) # exit

fwl (config) # object-group network Inside_Networks
fwl (config-network)# group-object Inside_Eng

fwl (config-network)# group-object Inside Mktg

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—6-16

The group-object command is a subcommand of the object-group command and is used to
nest an object group within another object group. For object groups to be nested, they must be
of the same type. For example, you can group two or more network object groups together, but
you cannot group a protocol object group and a network object group together.

The syntax for the group-object command is as follows:

group-object obj group id

obj_group_id Identifies the object group (one to 64 characters) and can be any

combination of letters, digits, and the characters “_”, “-”, and “.”.

In the example in the figure, hosts 10.0.0.1 and 10.0.0.2 are grouped into the Inside Eng object
group. Hosts 10.0.1.1 and 10.0.1.2 are grouped into the Inside Mktg object group. These two
object groups are combined into one nested group called Inside Networks.
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Nested Object Group Example: Object

Group Services
ﬂ

Internet

172.16.0.0 @.,' I
fwl (config) # object-group service Host Services

tep Host_Services
fwl (config-service) # port-object eq http DMZ . HTTP

[=2]

[
mE

fwl (config-service)# port-object eq https c)
fwl (config-service) # port-object eq ftp ! ~ © HTTPS
o— - FTP
Inside_Eng l Inside_Mktg l
10.0.0.0 G 10.0.1.0 &
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In the example in the figure, three protocols are combined into one services object group. All
the hosts in Inside Eng and Inside_ Mktg have the same protocol privileges. It is easier to group
the protocols than to add them to ACLs individually.
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Apply Nested Object Group to ACL

Internet

* Allow all inside
hosts outbound

—-P11"TF’ 1721;;£ .vfr<|
L
~FTP — -

fwl (config) # access-list aclin permit
tcp object-group Inside_Networks any
object-group Host Services

Inside_Eng l Inside_Mktg l

10.0.0.0 K 10.0.1.0 sl

1y

Inside_Networks

SNPA v4.0—6-18

The keyword object-group must precede the object group name in order to use object groups
in your ACLs. An object group cannot be removed or emptied if it is currently being used in an
ACL command. In the figure, all hosts in the Inside Networks nested group are permitted to
access any host via the services in the Host Services group.

When used with object grouping, the syntax for the access-list commands is as follows:

access-list id [line line-number] [extended] {deny | permit}
{tcp | udp} {host sip | sip mask | interface ifc name |
object-group network obj grp id | any} [operator port] |
object-group service obj grp id] {host dip | dip mask |
interface ifc name | object-group network obj grp id | any}
[operator port] | object-group service obj grp id] [log
[[Ievel] [interval secs] | disable | default]] [inactive |
time-range time range name]

access-list id [line line-number] [extended] {deny | permit}
icmp {host sip | sip mask | interface ifc name | object-group
network obj grp id | any} {host dip | dip mask | interface
ifc name | object-group network obj grp id | any} [icmp type |
object-group icmp type obj grp id] [log [[level] [interval
secs] | disable | default]] [inactive | time-range

time range name]
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deny

This option does not allow a packet to traverse the security
appliance if the conditions are matched. By default, the security
appliance denies all inbound or outbound packets unless you
specifically permit access.

dip

Specifies the IP address of the network or host to which the
packet is being sent. Specify a destination IP address when the
access-list command statement is used in conjunction with an
access-group command statement or in conjunction with the aaa
match access-list command and the aaa authorization
command. For inbound and outbound connections, the
destination IP address is the address before Network Address
Translation (NAT) has been performed.

dip_mask

Netmask bits (mask) to be applied to the destination IP address.

icmp_type

(Optional) Specifies the ICMP message type.

icmp_type_obj _grp_id

(Optional) Specifies the identifier of an existing ICMP-type object
group.

id

Specifies the name or number of an ACL.

inactive

Disables an access control element

interface ifc_name

Specifies the interface address as the source or destination
address.

interval secs Specifies the log interval at which to generate a 106100 syslog
message; valid values are from 1 to 600 seconds. Default is 300.
line line-num (Optional) The line number at which to insert an access control

element.

log disable | default |
level

(Optional) Specifies that the log option is disabled, set to default
values, or set to a syslog level from 0 to 7. The default level is 6.
When enabled, a syslog message 106100 is generated for the
access control element.

network_obj_grp_id

Specifies the identifier of an existing network object group.

object-group

Specifies an object group.

operator

Compares source IP address or destination IP address ports.
Possible operands include “It” (less than), “gt” (greater than), “eq”
(equal), “neq” (not equal), and “range” (inclusive range).

permit

The permit option selects a packet to traverse the security
appliance if conditions are matched. By default, the security
appliance denies all inbound or outbound packets unless you
specifically permit access.

port

Specifies the decimal nhumber or name of a TCP or UDP port.

protocol

Specifies the IP protocol name or number that will be open. For
example, UDP is 17, TCP is 6, and EGP is 47.

protocol_obj_grp_id

Specifies the identifier of an existing protocol object group.

service_obj_grp_id

Specifies the identifier of an existing service object group.

sip Specifies the IP address of the network or host from which the
packet is being sent.

sip_mask Netmask bits (mask) to be applied to the source IP address.

time-range (Optional) Specifies the time range used to define specific times

time_range_name

of the day and week to allow access to the security appliance.
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Multiple Object Groups in ACLs
ﬂ

fwl (config) # show run static
static(dmzl,outside)192.168.1.10
172.16.0.1 netmask 255.255.255.255
static(dmzl,outside)192.168.1.12
172.16.0.2 netmask 255.255.255.255
static (dmz2,outside)192.168.2.10
172.16.1.1 netmask 255.255.255.255

fwl (config) # show run object-group
object-group network REMOTES
network-object host 172.30.0.50
network-object host 172.30.0.51
object-group network DMzl
network-object host 192.168.1.10
network-object host 192.168.1.12
object-group network DMzZ2
network-object host 192.168.2.10
object-group network ALL_DMZ
group-object DMzl
group-object DMZz2
object-group service BASIC
port-object eq http
port-object eq smtp

fwl (config)# access-list aclout permit tcp
object-group REMOTES object-group

ALL DMZ object-group BASIC

=

[
-2
-
= ([
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In the figure, object groups are configured so that one ACL entry enables remote hosts
172.30.0.50 and 172.30.0.51 to initiate HTTP and Simple Mail Transfer Protocol (SMTP)

connections to DMZ1 and DMZ2 hosts in the ALL. DMZ nested group. With object grouping,

one ACL entry is required. Without object grouping, the following ACL entries would be

required:

access-list outside permit
192.168.1.10 eqg http

access-list outside permit
192.168.1.10 eqg smtp
access-list outside permit
192.168.1.10 eqg http
access-1list outside permit
192.168.1.10 eqg smtp
access-list outside permit
192.168.1.12 eg http

access-1list outside permit
192.168.1.12 eg smtp

access-list outside permit
192.168.1.12 egq http

access-list outside permit
192.168.1.12 eqg smtp

access-list outside permit
192.168.2.10 eqg http

access-list outside permit
192.168.2.10 eqg smtp
access-list outside permit
192.168.2.10 eqg http

access-list outside permit
192.168.2.10 eqg smtp

tcp host 172.30.0.50 host
tcp host 172.30.0.50 host
tcp host 172.30.0.51 host
tcp host 172.30.0.51 host
tcp host 172.30.0.50 host
tcp host 172.30.0.50 host
tcp host 172.30.0.51 host
tcp host 172.30.0.51 host
tcp host 172.30.0.50 host
tcp host 172.30.0.50 host
tcp host 172.30.0.51 host
tcp host 172.30.0.51 host
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Displaying Configured Object Groups

firewall(config)#

show running-config [all] object-group [protocol |
service | network | icmp-type | id obj grp id]

- Displays object groups in the configuration

fwl# show run object-group

object-group network DMZ1
network-object host 192.168.1.10
network-object host 192.168.1.12

object-group network DMZ2
network-object host 192.168.2.10

object-group network ALL_DMZ
group-object DMZ1l

group-object DMz2

SNPA v4.0—6-20

Use the show running-config object-group command to display a list of the currently
configured object groups. The security appliance displays defined object groups by their group
identifier when the show running-config object-group id grp id command form is entered
and by group type when the show running-config object-group command is entered with the
protocol, service, icmp-type, or network option. When you enter show running-config
object-group without a parameter, all defined object groups are shown.

The syntax for the show running-config object-group command is as follows:

show running-config [all] object-group [protocol | service |
network icmp-type | id obj grp id]

icmp-type (Optional) Displays ICMP-type object groups.

id obj_grp_id (Optional) Displays the specified object group.

network (Optional) Displays network object groups.

protocol (Optional) Displays protocol object groups.

service (Optional) Displays service object groups.
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Removing Configured Object Groups

firewall(config)#

no object-group service obj grp id {tcp | udp | tcp-
udp}

* Removes a specific service object group

firewall(config)#

no object-group protocol | network | icmp-type
obj grp id
* Removes a specific protocol, network, or ICMP-type
object group
firewall(config)#

clear configure object-group [{protocol | service |
icmp-type | network}]

- Removes all object groups or all object groups of a
specific type

fwl (config) # no object-group network ALL_DMZ

fwl (config)# clear config object-group protocol

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—6-21

Any object-group command can be removed with its no form. Use the no object-group
command to remove a specific object group.

The syntax for the no object-group commands is as follows:

no object-group {protocol | network | icmp-type} obj grp id
no object-group service obj grp id {tcp | udp | tcp-udp}

icmp-type Defines a group of ICMP types, such as echo and echo-reply.
After entering the main object-group icmp-type command, add
ICMP objects to the ICMP-type group with the icmp-object and
the group-object commands.

network Defines a group of hosts or subnet IP addresses. After entering
the main object-group network command, add network objects
to the network group with the network-object and the group-
object commands.

obj_grp_id Identifies the object group (one to 64 characters) and can be any
combination of letters, digits, and the characters “_”, “-”, and “.”.
protocol Defines a group of protocols, such as TCP and UDP. After

entering the main object-group protocol command, add protocol
objects to the protocol group with the protocol-object and the
group-object commands.

service Defines a group of TCP and UDP port specifications, such as “eq
smtp” and “range 2000 2010.” After entering the main object-
group service command, add port objects to the service group
with the port-object and the group-object commands.

tcp Specifies that the service group is used for TCP.
tcp-udp Specifies that the service group can be used for TCP and UDP.
udp Specifies that the service group is used for UDP.
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The clear configure object-group command can be used to remove all object groups or all
object groups of a specific type. When entered without a parameter, the clear configure
object-group command removes all defined object groups that are not being used in a
command. Using the protocol, service, icmp-type, or network parameter removes all defined
object groups that are not being used in a command for that group type only. An object group
cannot be removed if it is part of an active ACL and its removal would result in the ACL
becoming incomplete or invalid.

The syntax for the clear configure object-group command is as follows:

clear configure object-group [{protocol | service | icmp-type
| network}]

icmp-type (Optional) Clears all ICMP-type groups.

network (Optional) Clears all network groups.

protocol (Optional) Clears all protocol groups.

service (Optional) Clears all service groups.
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Summary

This topic summarizes what you have learned in this lesson.

Summary
ﬂ

* You can group network objects, services,
protocols, and ICMP message types to reduce the
number of ACEs required to implement your
security policy.

* The main object grouping command, the
object-group command, names your object
group and enables a subcommand mode for the
type of object you specify.

* Members of an object group are defined in its
subcommand mode.

 Hierarchical, or nested, object grouping enables
greater flexibility and modularity for specifying
entries within ACLs.

Copyright © 2005, Cisco Systems, Inc. Cisco IP Telephony Troubleshooting (IPTT) v4.0 267



Lesson 7

Authentication, Authorization,
and Accounting

Overview

This lesson introduces security appliance authentication, authorization, and accounting (AAA).
Then the lesson discusses how to configure each component—authentication, authorization,
and accounting—on a Cisco security appliance.

Objectives

Upon completing this lesson, you will be able to define, configure, and monitor AAA in Cisco
security appliances. This includes being able to meet these objectives:

m  Define and compare authentication, authorization, and accounting

m Install and configure Cisco Secure ACS

m  Describe the differences between authentication, authorization, and accounting
m  Define and configure security appliance access authentication

m  Define and configure cut-through proxy authentication

m  Define and configure tunnel access authentication

®m  Define and configure user authorization

m  Define and configure downloadable ACLs

®  Define and configure accounting
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Introduction to AAA

This topic introduces the concepts of AAA and how Cisco security appliances support them.

Authentication, Authorization, and
Accounting

Cisco
Secure ACS
server

[ ]

©2005 Cisco Systems, Inc. All rights reserved. SNPA v4.0—7-4

AAA is used to tell the security appliance who the user is, what the user can do, and what the
user did. Authentication is valid without authorization. Authorization is never valid without
authentication.

Suppose you have 100 users and you want only six of these users to be able to use FTP, Telnet,
HTTP, or HTTPS from outside the network. Configure the security appliance to authenticate
inbound traffic and give each of the six users an identification on the AAA server. With simple
authentication, these six users are authenticated with a username and password, then permitted
access to the network. The other 94 users cannot access the network. The security appliance
prompts users for their username and password, then passes their username and password to the
AAA server. Depending on the response, the security appliance permits or denies the
connection.

Suppose one of these users, baduser, is “technically challenged.” You want to allow baduser to
use HTTP, but not Telnet, to the network. This means you must add authorization, that is, in
addition to authenticating who the users are, you must authorize what they can do. When you
add authorization to the security appliance, it first sends the technically challenged user’s
username and password to the AAA server, then sends an authorization request telling the AAA
server which command baduser is trying to use. With the server set up properly, baduser is
allowed to use HTTP but is not allowed to use Telnet.
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Types of Authentication

Security Appliance
- Console Access

Z)

Types of authentication: et

Authenticate access to the -
security appliance

+ Authenticate access through the
security appliance

— Cut-through proxy
- Authentication tunnel access Cut-through
. Proxy
— IPSec
— SSL VPN

Uinternet Joiorss ==

IPSec/SSL
o VPN
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Three types of authentication are available: security appliance access, cut-through proxy, and
tunnel access. Security appliance access enables the administrator to require authentication
verification to access the security appliance. The access authentication service options available
are as follows: enable, serial, ssh, http, and telnet. In the example in the figure, a remote
administrator is attempting to access the security appliance via Secure Shell (SSH) Protocol
from the user’s home office while a local administrator is attempting to access the security
appliance via Telnet. Both must be authenticated before they are permitted to access the
security appliance.

For cut-through proxy authentication, the security appliance can be configured to require user
authentication for a session through the security appliance, as specified in the aaa
authentication command. Only Telnet, FTP, HTTP, and HTTPS sessions can be intercepted to
authenticate users. In the example in the figure, a remote user is attempting an HTTP session
with the web server. If the user is authenticated by the security appliance, the HTTP session to
the web server is connected, cut-through. The security appliance then shifts the session flow
and all traffic flows directly between the server and the client while maintaining session state
information.

For tunnel access authentication, the security appliance can be configured to require a remote
tunnel user to authenticate before full tunnel establishment. In the example in the figure, a
remote user establishes an IPSec tunnel with the corporate office to gain access to the corporate
web server. Before the tunnel is fully established, the security appliance will prompt the remote
user for a username and password. The credentials are verified before the remote user’s tunnel
is fully established and they are allowed to access the corporate web server.
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Types of Authorization

Security Appliance
- Console Access
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Types of authorization:

+ Console access—specifies
whether command execution
is subject to authorization.

+ Cut-through proxy— specifies
what “through” services are
subject to authorization.

¢ Tunnel access-- specifies
what “tunnel” services are
authorized.

~
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Three types of authorization are available: security appliance access, cut-through proxy, and
tunnel access. Security appliance access authorization is a way of facilitating and controlling
administration, including who can access the security appliance and which commands they can
execute. The administrator assigns commands to a privilege level. The administrator creates
user accounts and links a privilege level to each user. When a console user attempts to access
the security appliance console, they are prompted for a username and password. When
authenticated, the console user is granted the access level privileges assigned to their user
account.

If the administrator wants to allow all authenticated users to perform all HTTP, HTTPS, FTP,
and Telnet operations through the security appliance, authentication is sufficient and
authorization is not needed. But if there is reason to allow only some subset of users, or to limit
users to certain sites and protocols, authorization is needed. The security appliance supports
two basic methods of user authorization of cut-through proxy:

m  The security appliance is configured with rules specifying which connections need to be
authorized by the AAA server. When the first packet of a traffic flow matches a predefined
rule, the AAA server is consulted by the security appliance for access rights. The AAA
server returns a permit or deny authorization message.

m  The security appliance is configured with rules that specify which connections need to be
authenticated by the AAA server. The AAA server is configured with authorization rules
that are assigned to the authenticating user. The authorization rules come in the form of
access control lists (ACLs). An ACL is attached to the user or group profile on the AAA
server. When the first packet of a traffic flow matches a predefined rule, the AAA server
is consulted by the security appliance for access rights, permit or deny. During the
authentication process, if the end user is authenticated, the Cisco Secure Access Control
Server (Cisco Secure ACS) downloads an ACL to the security appliance. The ACL is
applied to the traffic flow. The Cisco Secure ACS has the ability to store ACLs and
download them to the security appliance.
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When remote users attempt to establish a tunnel to the security appliance, the administrator can
force the tunnel users to authenticate before granting them access to the security appliance.
When a tunnel user authenticates, the security appliance retrieves tunnel information for the
defined user or group. The tunnel authorization information can include such information as
virtual private network (VPN) access hours, simultaneous logins, client block rules, personal
computer firewall type, idle timeout, and so on. The tunnel group information is applied to the
tunnel before the tunnel is fully established.
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Types of Accounting
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An administrator can configure the security appliance to enable accounting for specific network
services. Accounting records are generated to track the initiation and termination of predefined
sessions. The security appliance can be configured to generate accounting records for
configuration changes. For example, accounting records can track when a Telnet user logged in
to the security appliance, at what privilege level, what configuration commands were entered,

and when the session was terminated. It can track the beginning and end of a web session

between a remote user and the corporate DMZ web server. It can also be used to track remote

tunnel access, when it started and finished. These records are kept on the designated AAA

SCIver or SErvers.
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Installation of Cisco Secure ACS for
Windows 2000

This topic explains how to install Cisco Secure ACS for Windows 2000.

Installation Wizard

Clisco Secure ACSv3.3
for Windows 2000

Welcome E3

Welcome to the CiscoSecure ACS Setup program. This program
will install CiscoSecure ACS an your caomputer,

‘We strongly recommend that wau exit all windows programs
befare rurning this Setup program.

Copyright @ 2003 Cisco Systems, Inc.

Click Cancel to quit Setup and then close any programs you have
running. Click Mext to continue with the Setup program.

WARMING: This program is protected by copyright law and
international treaties
Unauthorized reproduction or distribution of this program, o any
portion of it, may result in severe civil and criminal penalties and
wil be prosecuted to the maximum sxtent passible under law
2005 Cisco Systems, Inc. All rights reserved SNPA v4.0—7-9
Note Close all Windows programs before you run the setup program. (Optional) If Cisco Secure

ACS is already installed, the Previous Installation window opens. You are prompted to
remove the previous version and save the existing database information. Click Yes, keep
existing database and click Next to keep the existing data. To use a new database,
deselect the check box and click Next. If you selected the check box, the setup program
backs up the existing database information and removes the old files.

Complete the following steps to start installation of Cisco Secure ACS for Windows 2000:

Step15  To install Cisco Secure ACS on your student PC from the files on your hard drive,
open the Cisco Secure ACS v3.3.X folder on your desktop and double-click
setup.exe.

Step 16  Click Accept to accept the Software License Agreement. The Welcome window
opens.

Step 17 Read the Welcome window. Click Next to continue. The Before You Begin window
opens.

Step 18  Read and then select all four check boxes for the items in the Before You Begin
frame. This is a reminder of things you should do prior to installation. Click Next to
continue. The Choose Destination Location window opens.
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Step 19

Step 20

Step 21

Step 22

Step 23

Step 24
Step 25

Use the default installation folder indicated in the Choose Destination Location
windows by clicking Next to continue. The Authentication Database Configuration
windows open.

Verify that Check the Cisco Secure ACS database only is already selected in the
Authentication Database Configuration frame. Click Next to start the file installation
process.

Select all six items displayed in the Advanced Options frame. Click Next to
continue.

Verify that Enable Log-in Monitoring is already selected in the Active Service
Monitoring frame. Click Next to continue.

Verify that the following selections in the Cisco Secure ACS Service Initiation
window:

m  Select Yes, I want to start the Cisco Secure ACS Service now.

m  Select Yes, I want Setup to launch the Cisco Secure ACS Administrator from
my browser following installation.

m  Deselect Yes, I want to review the Readme file.
Click Next to start the Cisco Secure ACS service.

Read the Setup Complete window, then click Finish to end the installation wizard
and start your web browser with Cisco Secure ACS.
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For the Cisco Secure ACS to communicate with the security appliance, the administrator must
configure the AAA client and AAA server information. The AAA client is the security
appliance. The AAA server is the Cisco Secure ACS information. Complete the following steps
to add the security appliance to the Cisco Secure ACS AAA client database in your Windows
2000 server:

Step 26

Step 27
Step 28

Step 29

Step 30

Step 31

Step 32

The Cisco Secure ACS interface should now be displayed in your web browser.
Click Network Configuration to open the Network Configuration window.

Under AAA Client group box, click Add Entry.

In the AAA Client Hostname field, enter pixP, the hostname of the security
appliance.

In the AAA Client IP Address field, enter 10.0.P.1, the IP address of the security
appliance inside interface.

In the Key field, enter secretkey.

In the Authentication Using drop-down menu, select RADIUS (Cisco IOS/PIX) for
RADIUS protocol applications. Select TACACS+ (Cisco IOS/PIX) for Terminal
Access Controller Access Control System Plus (TACACS+) protocol applications.

Click Submit + Restart to submit the changes.
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Security Appliance Access Authentication
Configuration

This topic discusses how to configure authentication on Cisco security appliances.

Types of Security Appliance Access
Authentication

Security Appliance

Security Appliance console access

console access

Local, Authentication
RADIUS,or ~ | ||  Server
TACACS+ _

Internet

Types of security appliance console authentication
- Telnet - Serial
- SSH - Enable

co Systems, Inc. Al rights reserved, SNPA v4.0—7-12

The aaa authentication serial console command enables you to require authentication
verification to access the console of the security appliance unit. Authenticated access to the
security appliance console involves different types of prompts, depending on the option you
choose with the aaa authentication [serial | enable | telnet | ssh] console command. The
enable and ssh options allow three tries before stopping access attempts with an “access
denied” message. By default, both the serial and telnet options cause the user to be prompted
continually until that user successfully logs in. The administrator may choose to configure a
maximum failed attempts value for local database users. The serial option requests a username
and password before the first command-line prompt on the serial console connection. The
telnet option forces you to specify a username and password before the first command-line
prompt of a Telnet console connection. The enable option requests a username and password
before accessing privileged mode for serial, Telnet, or SSH connections. The ssh option
requests a username and password before the first command-line prompt on the SSH console
connection.

Telnet access to the security appliance console is available from any internal interface and from
the outside interface within an IPSec tunnel. SSH access to the security appliance console is
available from any interface without IPSec configured and requires the previous configuration
of the ssh command.
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Security Appliance Access Authentication:

Configuration Steps
ﬂ

Access authentication configuration steps:
- Specify an AAA server group.

| fwl (config) # aaa-server <server-tag> protocol <protocol> |

- Designate an authentication server.

fwl (config) # aaa-server <server-tag> <(if name)> host
<ip address>

- Enable security appliance access authentication.

fwl (config) # aaa authentication [serial | enable |
telnet | ssh | http] console server tag [LOCAL]

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—7-13

Configuring interactive user authentication is a three-step process, as follows:

Step 33 Specify an AAA server group. The administrator defines a group name and the
authentication protocol.

Step 34  Designate an authentication server. The administrator defines the location of the
AAA server and defines a key.

Step 35  Enable user authentication. The administrator defines a rule to specify which
security appliance access method to authenticate and which authentication server to
reference.
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Specify an AAA Server Group

] 0 o 1«
=5 _ Internet - - —

NY_ACS
— TACACS+ = server
[ =7 10.0.0.2

firewall (config)#

| aaa-server <server-tag> protocol <protocol> |

» Assign TACACS+ or RADIUS protocol to a server tag.

|fw1(config)# aaa-server NY ACS protocol tacacs+ |

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—9-27

Use the aaa-server command to specify AAA server groups. For security appliance access
authentication, the security appliance supports TACACS+, RADIUS and local database
authentication. The security appliance enables you to define separate groups of TACACS+
or RADIUS servers for specifying different types of traffic, such as a TACACS+ server for
inbound traffic and another for outbound traffic. The aaa command references the server tag
to direct authentication, authorization, or accounting traffic to the appropriate AAA server.

You can have up to 15 single-mode server groups, and each group can have up to 16 AAA
servers, for a total of up to 240 TACACS+ or RADIUS servers. (Or, the security appliance
supports seven multimode server groups, and each group can have up to four AAA servers.)
When a user logs in, the servers are accessed one at a time, starting with the first server in the
server group configuration, until a server responds.

Note If you are upgrading your security appliance and have aaa command statements in your
configuration, using the default server groups enables you to maintain backward
compatibility with the aaa command statements in your configuration.

Note The previous server type option at the end of the aaa authentication and aaa accounting
commands has been replaced with aaa-server server tag. Backward compatibility with
previous versions is maintained by the inclusion of two default protocols for TACACS+ and
RADIUS.
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The syntax for the aaa-server commands is as follows:
aaa-server server tag protocol protocol

clear config aaa-server [<tag> [host<hostname>]

server_tag An alphanumeric string that is the name of the server group. Use
the server group name in the aaa command to associate aaa
authentication, aaa authorization, and aaa accounting
command statements with an AAA server.

protocol The AAA protocol that the servers in the group support: Kerberos,
Lightweight Directory Access Protocol (LDAP), Windows NT,
RADIUS, SecurlD, and TACACS+.
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AAA Server Group—Sub-Command

ml
\ == I o
_Internet - h—\\ NY ACS
— TACACS+ BN Authentication
Or RADIUS = server

Attributes

+ Assign TACACS+ or RADIUS server group attributes.

fwl (config-aaa-server) # ?

aaa-server group configuration commands:
accounting-mode Enter this keyword to specify accounting mode
max-failed-attempts Specify the maximum number of failures that will be
allowed for any server in the group before that server
is deactivated

no Remove an item from aaa-server group configuration
reactivation-mode Specify the method by which failed servers are
reactivated

2005 Cisco Systems, Inc. Al rights reserved SNPA v4.0—7-15

For any RADIUS or TACACS+ server group, an administrator can also set the accounting
mode, the maximum allowed failed attempts, and the reactivation method for a group of
servers. The configuration options for the aaa-server subcommand are as follows:

® accounting-mode—Enter this keyword to specify the accounting mode. It indicates
whether accounting messages are sent to a single server (single mode) or to all servers in
the group (simultaneous mode).

®  max-failed-attempts—Specify the maximum number of failures that will be allowed for
any server in the group before that server is deactivated.

® reactivation-mode—Specify the method by which failed servers are reactivated. The
administrator can choose to reactivate failed servers after a configurable number of minutes
of down time or wait until all other servers in this group are inactive.
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Designate an Authentication Server

Security
Appliance
console access

Security Appliance
console access

. Internet 9 u\\ NY ACS
— TACACS+ =

| . server

10.0.0.2

firewall (config)#

aaa-server server_tag (if _name) host ip address

- ldentifies the AAA server for a given server tag.
+ Configures aaa-server sub-commands
fwl (config) # aaa-server NY ACS (inside) host 10.0.0.2

fwl (config-aaa-server)# key secretkey
fwl (config-aaa-server)# timeout 10

SNPA v4.0—7-16

The next step is to define the AAA server and the AAA server attributes. The administrator
defines the AAA server using the following parameters:

server_tag: Name of the server group. There can be up to 15 single-mode groups or four
multimode groups.

if name: Name of the interface on which the AAA server resides.

ip-address: 1P address of the AAA server.

The administrator defines the subcommand attributes for the AAA server. The subcommand
attributes vary according to the AAA protocol supported by the server. The following are
attributes supported by a RADIUS AAA server group:

key: The key that is used to encrypt data between the security appliance and the AAA
server. The key between the security appliance and the AAA server must match.

accounting-port: Specifies the port number to be used for RADIUS accounting
authentication-port: Specifies the port number to be used for RADIUS authentication

radius-common-pw: Specifies a common password for all RADIUS authorization
transactions

retry-interval: Specifies the amount of time between retry attempts for a RADIUS server.

timeout seconds: Specifies the maximum time to wait for response from configured server.

In the example in the figure, there is an AAA server that belongs to the NY ACS group. It is
located on the inside interface and has an IP address of 10.0.0.2. The encryption key is
“secretkey,” and the request timeout is 10 seconds.
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The syntax for the aaa-server commands is as follows:

aaa-server server tag (if name) host ip address key timeout seconds

server_tag A case-sensitive alphanumeric string that is the name of the
server group. Use the server group name in the aaa command to
associate aaa authentication, aaa authorization, and aaa
accounting command statements with an AAA server.

if_name The interface name on the side where the AAA server resides.

host ip_address

The IP address of the TACACS+ or RADIUS server.

key

A case-sensitive, alphanumeric keyword of up to 127 characters
that is the same value as the key on the AAA server. Any
characters entered past the limit of 127 are ignored. The key is
used for encrypting data between the client and the server. The
key must be the same on the client and server systems. Spaces
are not permitted in the key, but other special characters are
allowed.

If a key is not specified, encryption does not occur.

timeout seconds

A retransmit timer that specifies the duration of the period during
which the security appliance retries access. The security
appliance retries access to the AAA server four times, each time
for the length of this period, before choosing the next AAA server.
The default is 10 seconds. The maximum time is 300 seconds.

For example, if the timeout value is 10 seconds, the security
appliance retransmits for 10 seconds, and if no acknowledgment
is received, tries three times more, for a total of 40 seconds, to
retransmit data before the next AAA server is selected.
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Authentication of Console Access

Security
Appliance
console access

Security Appliance
console access

\ == [

_Internet - L~ NY_ACS
— TACACS+ se_rver

' = 10.0.0.2

firewall (config)#

aaa authentication {serial | enable | telnet | ssh |
http} console server tag [LOCAL]

- Defines a console access method that requires authentication.
 Identifies the authentication server_tag—authentication server or LOCAL.
- Enables fallback to LOCAL security appliance database.

fwl (config) # aaa authentication serial console NY ACS LOCAL
fwl (config) # aaa authentication enable console NY ACS LOCAL
fwl (config) # aaa authentication telnet console NY ACS LOCAL
fwl (config) # aaa authentication ssh console NY ACS LOCAL
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Use the aaa authentication console command to require authentication verification to access
the security appliance’s console.

Authenticated access to the security appliance console involves different types of prompts,
depending on the option you choose with the aaa authentication console command:

m enable: Allows three tries before stopping access attempts with an “access denied”
message. The enable option requests a username and password before accessing privileged
mode for serial, Telnet, or SSH connections.

m  serial: Causes the user to be prompted continually by default until that user successfully
logs in. (A limit can be set by the administrator with the aaa local authentication attempts
max-fail command.) The serial option requests a username and password before the first
command-line prompt on the serial console connection.

m  ssh: Allows three tries before stopping access attempts with a “rejected by server” message.
The ssh option requests a username and password before the first command-line prompt
appears.

m telnet: Causes the user to be prompted continually by default until that user successfully
logs in. (A limit can be set by the administrator with the aaa local authentication attempts
max-fail command.) The telnet option requests a username and password before the first
command-line prompt of a Telnet console connection. You can enable Telnet to the
security appliance on all interfaces. The security appliance enforces that all Telnet traffic to
the outside interface is protected by an IPSec tunnel. To enable a Telnet session to the
outside interface, configure IPSec and enable Telnet on the outside interface.
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The syntax for the aaa authentication console commands is as follows:

aaa authentication {serial
server tag [LOCAL]

| enable | telnet | ssh | http} console

serial Verifies access for the security appliance's serial console.

enable Verifies access for the security appliance's privilege mode.

telnet Verifies Telnet access to the security appliance console.

ssh Verifies SSH access to the security appliance console.

http Verifies HTTP access to the security appliance (via Cisco PIX
Device Manager [PDM)]).

console Specifies that access to the security appliance console requires
authentication.

server_tag The server tag that is set with the aaa-server command. To use

the local security appliance user authentication database, enter
LOCAL for this parameter.

To configure administrative authentication to support fallback to the local user database if all
servers in the specified server group or groups are disabled, use the aaa authentication
command with the LOCAL option specified. This feature is disabled by default. In the
example in the figure, notice that each security appliance access method authenticates using the
NY_ACS server. In the event that the NY_ACS server is no longer accessible, the security
appliance is configured to access the local database for console access authentication.
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How to Add Users to Cisco Secure ACS
ﬂ
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After the AAA server and AAA authentication console are configured, the administrator can
add users to the AAA server and the local database on the security appliance. To add users to
the Cisco Secure ACS, complete the following steps:

Step 36  Click User Setup from the navigation bar. The Select window opens.
Step 37  Enter a name in the User field.

Note The username can contain up to 32 characters. Names cannot contain the following special
characters: #, ?, ",