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Cisco High-Speed WAN Interface Cards

OVERVIEW

Q. What are the 4- and 9-port Ci§cBtherSwitcf? high-speed WAN interface cards (HWICs)?

A. The 4- and 9-port Cisco EtherSwitch HWICs are madHWICs that provide line-rate Layer 2 switchirggass Ethernet ports using
Cisco 108 CatalysP Software. The Cisco 4-port EtherSwitch HWIC has fb0/100 switched Ethernet ports, with optionsifiline power support
on all four ports. The Cisco 9-port EtherSwitch H8\Has nine 10/100 switched Ethernet ports, witloogtfor inline power support on eight of the

ports. The ninth port does not support inline polagrcan be used as a regular switch port for inghand other normal data applications. Note:

The optional inline power support on the 4- and®plWICs is offered on the Cisco 2800 Series &edQisco 3800 Series; it is not offered on the
Cisco 1841 of the Cisco 1800 Series (modular).#featsuch as port autosensing, quality of ser@wS], and VLAN support from 802.1P and
802.1Q standards, and 802.1D spanning tree pratacelstandard on the Cisco EtherSwitch HWIC. TisedCEtherSwitch HWICs are available in
standard 4- or 9-port 10/100BASE-TX switch HWIC d@halver-over-Ethernet (PoE) configurations. The Boifigurations consist of a 4- or 9-
port 10/100BASE-TX switch and a 4- or 8-port inlipewer module daughter card. The inline-power CEtteerSwitch HWIC can power Cisco IP

phones, Cisco wireless access points, or any it 802.3af-compliant device. The inline poweltiea on the Cisco 2800 and Cisco 3800 series

of integrated services routers requires the usefigld-replaceable inline power supply.

Table 1 lists the platforms supported by the 4- @umbrt HWICs.

Table 1. Supported Platforms for 4- and 9-Port Cisco EtherSwitch HWICs

Chassis
Cisco 1841

Cisco 2801
Cisco 2811
Cisco 2821
Cisco 2851
Cisco 3825
Cisco 3845

4-Port Cisco EtherSwitch HWIC

Yes, 2 HWICs per router
Yes, 2 HWICs per router
Yes, 2 HWICs per router
Yes, 2 HWICs per router
Yes, 2 HWICs per router
Yes, 2 HWICs per router
Yes, 2 HWICs per router

9-Port Cisco EtherSwitch HWIC

No

Yes, 2 HWICs per router
Yes, 2 HWICs per router
Yes, 2 HWICs per router
Yes, 2 HWICs per router
Yes, 2 HWICs per router
Yes, 2 HWICs per router

Q. What do the Cisco EtherSwitch HWICs offer the btanffice?
A. The Cisco EtherSwitch HWICs offer branch officetousers the option to integrate switching and rayitimone device for low-to-medium

Internal Inline Power Supply (optional)
No

Yes

Yes

Yes

Yes

Yes

Yes

port densities. This combination offers ease ofiganation, deployment, and management while usfiegpowerful characteristics of Cisco routing

and Cisco Catalyst switching features.
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Q. How can the Cisco EtherSwitch HWICs be deployed?
A. They can be deployed in several ways, including:

« Single-box solution for small-to-large branch officthat require both a switch and a router foroup&tl users.
< Single-box solution for branch offices deployingieerged IP telephony using Cisco CallManager Exp(ESIE).
« Centralized call-processing network using a celytagployed Cisco CallManager and Survivable Rensite Telephony (SRST) software.

Note: The port count calculation assumes a configuraifdwo HWIC-D-9-ESW cards in a single 1841/2800/@&bassis. When two HWICs
are installed in the same chassis, they have ihisically stacked together. Stacking requiregal taf two ports, hence the 16 port.

Q. Is there a way to tell if the Cisco EtherSwitch HWlare installed without looking at the router?
A. Yes.

Theshow version command displays:

4 Fast Ethernet or IEEE 802.3 interface(s) forahmort HWIC
or

9 Fast Ethernet or IEEE 802.3 interface(s) forghmort HWIC
A show diag command displays:

Fast Ethernet port adapter, 4 ports for the 44d9viC

or

Fast Ethernet port adapter, 9 ports for the 9-4d9viC

Q. What devices can you connect to the Cisco EthecBWiWICs?
A. You can connect many devices to the Cisco EthecBwitWICs, including:

¢ A PC or workstation

« An IP telephone

« Cisco Airone? or third-party 802.11a/g-based access pointsidges

« A port on Cisco Catalyst switch or any third-pastyitch

A Cisco CallManager

¢ Any device with a 10BASE-T/100BASE-TX interface

¢ Any device with a 10BASE-T/100BASE-TX interface i802.3af-based in-line power requirements
¢ A hub or workgroup hub

Q. What is Ethernet switching?

A. Each Ethernet interface on the Cisco EtherSwitch€8\¢an connect to a single workstation, servehutr through which workstations or
servers connect to the network. On a typical Etiiehnb, all ports connect to a common backplankimvthe hub and all devices attached to the
hub share the bandwidth of the network. If twoistet establish a session that uses a significaet & bandwidth, the network performance of all
other stations attached to the hub is degradedediace degradation due to collisions in a sharel LtAe Cisco EtherSwitch HWIC treats its
Ethernet interface as a separate collision domain.

© 2006 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 2 of 15



Q. What is Spanning Tree Protocol?

A. Spanning Tree Protocol is a Layer 2 link managemestbcol that provides path redundancy while pnéing undesirable loops in the
network. The Cisco EtherSwitch HWIC uses SpanniregProtocol (IEEE 802.1D bridge protocol) on dllANs. You can enable and disable
spanning tree on a per-VLAN basis.

Q. What is Switched Port Analyzer (SPAN)?

A. A SPAN session is an association of a destinatiterface with a set of source interfaces. You aarfigure SPAN sessions using parameters
that specify the type of network traffic to monit&PAN sessions allow you to monitor traffic on amenore interfaces and can send ingress traffic,
egress traffic, or both to one or more destinaitiv@rfaces. SPAN sessions do not interfere withnitienal operation of the Cisco EtherSwitch
HWIC.

Q. Can the individual ports be configured as routedgio
A. No, the Cisco EtherSwitch HWICs do not support edytorts. This means you cannot assign an IP aldiextly to the interface and make
it a Layer 3 interface.

Q. Do the Cisco EtherSwitch HWICs support Layer 2 shiitg and inter-VLAN routing through the router CPU

A. Yes, the Cisco EtherSwitch HWICs support Layer #ahing for traffic between all their ports belongito the same VLAN. For inter-VLAN
traffic, the Layer 3 VLAN interface, representiny BAN at Layer 3, is used for routing. All the Laye traffic in a VLAN destined for routing goes
to the Layer 3 VLAN interface. This Layer 3 VLANtarface is supported in conjunction with the CiktberSwitch HWIC to route traffic at

Layer 3. Access control lists, routing, and IP adding can be applied on this Layer 3 interface.

Q. What is stacking between switches?

A. A switch stack is formed by physically and logigatbnnecting several switches to form a “virtuatigde switch. Stacking allows users to
manage the entire stack as a single device. Stabldtween switches is achieved by using a trunktpat conveys all the VLAN traffic from one
switch to another, and the encapsulation used2sl8Y using any one of the Fast Ethernet portd) bod 4- and 9-port HWICs can connect to an
external switch such as the Cisco Catalyst 290Dadalyst 3500 series.

Q. Can I assign each switch port to a unique VLANSolfare there any limitations?

A. Each switch port can be assigned to its own VLAff¢otively providing four additional routed portdowever, there are serious performance
and feature limitations to doing this. The VLANe@rfaces are truly Layer 3 switching interfaces aredtreated uniquely among interface types on
the router. Many features are not supported oedesh these interfaces, including Hot Standby Rdetetocol (HSRP), Point-to-Point Protocol
over Ethernet (PPPOE) termination, Layer 2 Tunigeinotocol Version 3 (L2TPv3) termination, MAC adsis assignment, Layer 3 QoS, and
others. You should carefully test any desired fieeatund solution prior to deploying it.

Q. What is the connection speed to the router backpidithe EtherSwitch HWICs?

A. The 4-port HWIC connects to the backplane with aimam throughput of 100 Mbps, while the 9-port HW#@&n support a maximum
bandwidth of 200 Mbps. Actual performance will degen many factors, including performance of thstimg router, other services configured
on the hosting router, and the type of traffic atnebeing generated.

Q. Can I connect between two Cisco EtherSwitch HWICswvo different routers?
A. Connecting between two chassis functions the sangernecting between Cisco EtherSwitch HWICs aneixégrnal Cisco Catalyst switch.
The HWICs must be connected with an 802.1q trumineotion.

Q. What is intra-chassis stacking?

A. Intra-chassis stacking is defined as the abilitidwe multiple Cisco EtherSwitch HWICs connectethwiny two Cisco EtherSwitch ports in
the same router. An example of intra-chassis stadki placing two Cisco EtherSwitch HWICs in thensarouter connected together through any
four ports on the HWICs.
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Intra-chassis stacking is limited to two HWICs myaouter. The HWICs must be connected externaiggithe Fast Ethernet interfaces and a
crossover cable. Intra-chassis stacking allowthallFast Ethernet interfaces on the two HWICs ttigipate in the same Layer 2 domain.

Q. Can I stack two Cisco EtherSwitch HWICs in a cheassthout connecting the Fast Ethernet ports?

A. No, stacking without connecting the two Fast Eteeinterfaces is not supported. Connecting theRagt Ethernet interfaces and using the
stacking-partner command eliminates conflicts m#L.AN databases between the two HWICs. Instaltimg HWICs without this connection
results in duplications in the VLAN databases andat a supported configuration.

ORDERING INFORMATION

Q. Which platforms support the Cisco EtherSwitch HWI&sd what is the minimum Cisco 10S Software redeasjuired to support this
switch HWIC?

A. The Cisco EtherSwitch HWICs are supported in adcGilOS Software feature sets on the platformadigt Table 2.

Table 2.  Minimum Supported Cisco IOS Software Version

Integrated Services Router Version Minimum Cisco |0S Software Release
Cisco 1800 (modular) Series-Cisco 1841 12.3(8)T

Cisco 2800 Series-Cisco 2801, Cisco 2811, Cisco 2821, and Cisco 2851 12.3(8)T

Cisco 3800 Series-Cisco 3825 and Cisco 3845 12.2(11)T

Q. What are the product part numbers for the 4- apdr®HWICs?
A. Table 3 gives the part numbers for the 4- and 9-pimco EtherSwitch HWICs.

Table 3. Part Numbers for 4- and 9-Port Cisco EtherSwitch HWICs

Product Number Product Description
Ethernet HWICs

HWIC-4ESW 4-port 10/100 Ethernet switch

HWIC-4ESW= 4-port 10/100 Ethernet switch, spare

HWIC-4ESW-POE 4-port 10/100 Ethernet switch with 4-port inline power daughter card
HWIC-4ESW-POE= 4-port 10/100 Ethernet switch with 4-port inline power daughter card, spare
HWIC-D-9ESW 9-port 10/100 Ethernet switch

HWIC-D-9ESW= 9-port 10/100 Ethernet switch, spare

HWIC-D-9ESW-POE 9-port 10/100 Ethernet switch with 8-port inline power daughter card

HWIC-D-9ESW-POE= 9-port 10/100 Ethernet switch with 8-port inline power daughter card, spare

Daughter Card Modules for Inline Power Support

ILPM-4= 4-port inline power module for PoE applications, spare

ILPM-8= 8-port Inline power module for PoE applications, spare

Cisco 2800 and Cisco 3800 Series Routers with Inline Power Supply

CISC0O2801-AC-IP Cisco 2801 router with inline power, 2 Fast Ethernet ports, 4 slots, IP BASE, 64F/128D

CISCO2811-AC-IP Cisco 2811 with AC+PoE, 2 Fast Ethernet ports, 4 HWICs, 2 packet voice DSP modules (PVDMs), 1 enhanced network
module (NME), 2 advanced integration modules (AIMs), IP BASE, 64F/256D
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Product Number Product Description

CISC0O2821-AC-IP Cisco 2821 with AC+PoE, 2 Gigabit Ethernet ports, 4 HWICs, 3 PVDMs, 1 NME-X, 2 AlMs, IP BASE, 64F/256D
CISCO2851-AC-IP Cisco 2851 with AC+PoE, 2 Gigabit Ethernet ports, 4 HWICs, 3 PVDMs, 1 NME-XD, 2 AlMs, IP BASE, 64F/256D
CISC0O3825-AC-IP 2 Gigabit Ethernet router with 1 SFP, 2 NME XHDs, 4 HWICs, IP BASE, power supply

CISC0O3845-AC-IP 2 Gigabit Ethernet router with 1 SFP, 4 NME XHDs, 4 HWICs, IP BASE, power supply

Inline Power Supply

PWR-2801-AC-IP Cisco 2801 AC inline power supply

PWR-2801-AC-IP= Cisco 2801 AC inline power supply, spare
PWR-2821-51-AC-IP= Cisco 2821 and Cisco 2851 AC-IP power supply, spare
PWR-3825-AC-IP= Cisco 3825 AC-IP power supply, spare
PWR-3845-AC-IP= Cisco 3845 AC-IP power supply, spare

Q. Are there any additional memory requirements fer@sco EtherSwitch HWICs?
A. No, the minimum recommended memory for use withdthand 9-port Cisco EtherSwitch HWICs is 128 MBEDRRAM and 32 MB of Flash
memory for Cisco I0S Software Version 12.3(8)T.

Q. Are there any Cisco I10S Software image requiremiamtsupporting PoE?
A. There are no image or feature set requirementsufgporting PoE. An inline power module must bedithst, either discretely or by purchasing
the PoE models, and the hosting router must hav&CanP power supply installed.

Q. Are the Cisco EtherSwitch HWICs compatible with therent Cisco 1700, 2600, 3600, and 3700 serigers?
A. No, the 4- and 9-port Cisco EtherSwitch HWICs aseaompatible with the current Cisco 1700, 260@@6nd 3700 series routers.

POSITIONING

Q. How does using the Cisco EtherSwitch HWICs with@igco 1800 (modular), Cisco 2800, and Cisco 3&0i@s provide a lower cost of
ownership to the branch office?

A. The new Cisco EtherSwitch HWICs integrate Ethesmétching, IP routing, and voice gateway capaleiitinto a single chassis, deploying
data, voice, and video to the branch office. Beésefi using this switch in the Cisco 1800 modutZisco 2800, and Cisco 3800 series routers
include low management and maintenance expensesgderational complexity, and accelerated timeeplaly.

Q. What is the function of the ninth port on the Ci$te&/IC-D-9ESW card?

A. The ninth Ethernet port option can be used to pi@tiunking to another external Cisco Catalystawiir as a stacking port when two HWICs
are configured on a single Cisco 1800 (modulagc€2800, or Cisco 3800 series router. Inline pavapability is not available on this ninth port.
It can be used to connect to any non-powered 10EtB@rnet device.

Q. How do the Cisco EtherSwitch HWICs compare to tiee€ Catalyst desktop switches?

A. Cisco Catalyst desktop switches offer a wide varétport densities and connectivity options. Theo8 Catalyst switches lead the industry

in new Layer 2 features for access control, seguaitd traffic shaping. With the Cisco Catalyst BEmted Image Software, the desktop switches

can route IP traffic at wire speed and run standauting protocols. The Cisco Catalyst desktop clvas are the industry leaders in scalable desktop
switching and Layer 2 functions.
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The Cisco EtherSwitch HWICs can forward Layer Zigat wire speed and implement a subset of theet. 2 features of the desktop switches.
However, because the Cisco EtherSwitch HWIC isrd for an access router, it can take advantagenadier set of options at Layer 3, plus support
for traditional protocols, encryption, and othecwgity features, and WAN interfaces. The Cisco EBwétch HWIC also offers reduced total cost of
ownership (TCO) in presenting a single point of agement, inclusion in the Cisco SMARTReouter contract, and the ability to use the
redundancy options of the router such as the reghtmmbwer system (RPS) and online insertion anavah(OIR).

Q. How do the Cisco EtherSwitch HWICs compare to thgo# Cisco EtherSwitch WIC supported on the Cisz00 Series (modular)

(part number WIC-4ESW) and the 16- and 36-port €EtherSwitch network modules (part numbers NM-18E81d NM-36ESW)?

A. The 4-port Cisco EtherSwitch WIC is a low-densigykr 2 switch in a WAN-interface-card (WIC) forntfar, supported on the Cisco 1700
Series (modular). It provides VLAN, QoS, and Ci$0& Firewall support for a small enterprise braofffte or a small-to-medium-size business.
Any Layer 3 traffic still uses the router CPU, lmifurther limited by the WIC interface speed d¥18ps. The 4-port Cisco EtherSwitch WIC is not
supported on the Cisco 1800 Series (modular), theo@800 Series, or the Cisco 3800 Series. Tld-9-port cards with the HWIC bus, have
100 Mbps available for the switch port to the CBsides the added port density, they also are-fiplgtadeable for providing (optional) inline
power to 802.3af- or Cisco Inline Power-capableicis/such as access points and IP phones.

FEATURES
Q. What features are supported on the Cisco EtherBuwWICs?
A. The following features are supported on the CistteeESwitch HWICs:

« Up to 15 individual VLANSs per 4- or 9-port CiscoherSwitch HWIC
« |[EEE 802.1Q tagged and untagged VLANs
« Virtual Trunking Protocol (VTP) support for cliersterver, and transparent modes
« Layer 2 MAC-related feature support:
— Secure MAC addresses
— Static and Dynamic MAC addressing
— 2000 MAC addresses
« Port application support
* SPAN port monitoring
¢ Per-port storm control for broadcasts, unicastd,multicasts
¢ QoS feature support
« |IEEE 802.1p class-of-service (CoS) priority for 80Q tagged frame
« Port-based priority for native frames
« Strict priority and Weighted Round Robin CoS pa@givith default settings
 Internet Group Management Protocol (IGMP) snooping
« Network Time Protocol (NTP) support
« |[EEE 802.1D spanning tree and Spanning Tree PrbRmtFast
« Secure port filtering (200 secure MAC addresses)
¢ Limited Simple Network Management Protocol (SNMBpgort
¢ Telnet client and server support
« Cisco Discovery Protocol Versions 1 and 2 support
« Fallback bridging
« 802.1x authentication
« |IEEE 802.3af-compliant PoE
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Q. What features are not supported on the 4- and ©Gisto EtherSwitch HWICs?
A. The following features are not supported on the&€EtherSwitch HWICs:

« Layer 3 switching (this is done through the router)

« Dynamic VLAN for access port

¢ VTP pruning

« Network port

* Routed port

¢ Per-port enabling and disabling of unknown multiGasl unicast packets
« Cisco Group Management Protocol (GMP) client

« Rate limiting

¢ Cisco Cluster Management Suite (CMS) support

Q. Which 802.1x features do the Cisco EtherSwitch Hg%Gpport?
A. The Cisco EtherSwitch HWICs support 802.1x authatittn on a per-port basis, allowing the HWIC talgle or disable ports based
on 802.1x authentication.

Q. Do the Cisco EtherSwitch HWICs support bridgingdhe switched virtual interfaces (SVIs)?
. Yes, SVIs can become members of bridge groups arfdrm transparent bridging.

A
Q. Do the Cisco EtherSwitch HWICs support data-linktsiing plus (DLSW+)?
A. Yes, DLSW+ is supported on the Cisco EtherSwitchl8sV Refer to the following sample configuratiom émabling DLSW+:
bridge irb
!
dl sw | ocal - peer peer-id 131.108.39.1
dl sw renote-peer 0 tcp 131.108.39.2
dl sw bridge-group 1
]
interface Ml an3
no i p address
bridge-group 1
bri dge-group 1 spanning-di sabl ed
!
bridge 1 protocol ieee
call rsvp-sync

Q. Is SPAN supported on the Cisco EtherSwitch HWICs?
A. Yes, traffic from any port on the Cisco EtherSwitabdule can be mirrored or copied to another pdrtch is designated as the SPAN port.
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Q. What SPAN features are supported on the Cisco Sthiegh HWICs?
A. The following SPAN features are supported:

¢ One active SPAN session is supported at any gives t

¢ All 4 (or 9) ports can be mirrored in one SPAN g&ss

« Only one destination is allowed.

¢ All SPAN ports should be on the same Cisco Ethei®wHWIC.

Q. Are there any performance impacts when enablingNspdrt mirroring?
A. No; because forwarding to the SPAN port takes piiadependently of the normal forwarding, switchfpenance is not impacted.

Q. Do the Cisco EtherSwitch HWICs support Auto-MDIX €hffa dependent interface crossover) detection?
A. Yes, all the Fast Ethernet ports on the 4-port H\&ih@ the 9-port HWIC are configured by default4aito-MDIX. Auto-MDIX is disabled
on the 9th port, if the user manually configures $peed or duplex operation of this port on the BWWIIESW.

What is the maximum number of VLANSs supported far €isco EtherSwitch HWICs?
Both Cisco EtherSwitch HWICs support up to 15 VLAdisthe Cisco 1800 (modular), Cisco 2800, and CB8f0 series routers.

Do the Cisco EtherSwitch HWICs support Cisco CMS?
No. Currently the Cisco EtherSwitch HWICs do ngpport Cisco CMS.

Do the Cisco EtherSwitch HWICs provide line-ratétshing?
The Cisco EtherSwitch HWICs provide Layer 2 lingerawitching.

How many MAC addresses are supported on the Cigoer&witch HWICs?
The Cisco EtherSwitch HWICs support 2048 MAC adskess

Can you manually create or dynamically create VLMNC-address tables?
Yes. You can both manually create and dynamicaégte VLAN MAC-address tables.

Can you have data and voice on the same port &@idw EtherSwitch HWICs?
Yes. You can have both data and voice on the samgaithough having both voice and data on thees®brAN is not recommended because
of voice quality issues. Voice quality can degratkpending on the amount of data traffic.

>PO PO PO PO PO PO

Q. Is online insertion and removal (OIR) supportedtfe Cisco EtherSwitch HWICs?
A. The HWIC architecture does not support the OIR iipation. OIR for the 4- and 9-port HWICs is natpported on the Cisco 1800 (modular),
Cisco 2800, or Cisco 3800 series routers.

INLINE POWER AND OPTIONAL POWER SUPPLY
Q. What are the capabilities of the in-line power op#
A. The in-line power option provides the following edities to the HWIC:

« Inline power provides 48-VDC power over standarde@ary 5 unshielded twisted-pair (UTP) cable up@0 meters. Instead of requiring wall
power, terminal devices such as IP telephones saiinline power provided from the optional interpalver supply on the respective chassis.

« Each inline power supply provides enough powepfowering 10W IP phones using each of the inline grgports of the switch. The ninth port
on the 9-port HWIC is not inline power-enabled.

« Using the Phone Discovery feature, the Cisco Ethiée8 HWICs automatically detect the presence offaphone and supply Cisco product-
based inline power.
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Q. How is IP phone power provided to the 4- and 9-@isto EtherSwitch HWICs?

A. The Cisco 2800 and Cisco 3800 series routers stipptional field-replaceable power supplies thatng with the inline power modules (4-
and 8-port modules: part numbers ILPM-4 and ILPMs®)vide the PoE function. Note: The Cisco 184%epof the Cisco 1800 Series (modular)
supports only the 4-port HWIC and does not supimtirte power on the 4-port HWIC.

Q. How much power can each port on the Cisco Ethec®witWICs supply?
A. Each port can supply up to 15.4 Watts per port.é?@upplies vary according to the chassis on wtiieltHWICs are supported.

Q. What happens if | exceed the system power suppiy tin the Cisco EtherSwitch HWICs? Will the powsaughter card load share the power
to supply power to each of my devices?

A. The power daughter card does not load share pdiiermaximum power is based on the respective psugplies supported on the various
router chassis. Devices connected to the network@ékeceive power up to the maximum rated capaditile respective power supply, and any
remaining devices that exceed the power wattagedionnot receive any power because the limit femlreached. If more than the rated wattage
is required, an additional power supply is neededystems that support additional power supplfigarations.

Q. What happens if | exceed the power limit on a pbthe Cisco EtherSwitch HWIC?
A. If a port exceeds 15.4W, an overload condition baldetected and power to the port will be removed.

Q. Do I need the power daughter card with the Cist@Ewitch HWICs on the Cisco 2800 and Cisco 380@seand how does it connect to the
power supply chassis internal to the Cisco 2800Gisdo 3800 series routers?

A. Yes, you need the power daughter card with theddigberSwitch HWICs to supply inline power to IPoples. The inline power is supplied by
the backplane connector when the HWIC is instahettie Cisco 2800 or Cisco 3800 HWIC slot.

Q. Can | upgrade my existing Cisco EtherSwitch HWI€#tlude inline power?
Yes, the internal power supply chassis, power sypid power supply daughter card for the HWICadrerderable separately.

Is the inline power function 802.3af-compliant?
Yes, both 4- and 9-port Cisco EtherSwitch HWICs&02.3af-compliant.

. Can | connect a Cisco Airorfebase station or access point to the Cisco EthétBwWICs and supply inline power?
- Yes. The Cisco Aironet series supports Cisco prbiased inline power, and the Cisco EtherSwitch BWén provide inline power to these

>0 PO P

devices.

Q. Can the Cisco EtherSwitch HWIC support the new €i&870G IP Phone?
A. No, the Cisco 7970G IP Phone is not supported &yetherSwitch HWICS.

Q. What type of power supplies do the Cisco 1800 (ramjiuCisco 2800, and Cisco 3800 series router8 use

A. The Cisco 1800 (modular), Cisco 2800, and Ciscd3&fies routers use one universal internal powgply that is applicable for all

countries. There are no country-specific power §appThe AC input voltage of this universal powepply spans from 100 to 240V, the frequency
from 50 to 60 Hz. Refer to Table 3 for the prodp&tt numbers for ordering.

Q. Do the default power supplies provide any PoE ciipgb
There is no connection to the PoE bus in the rewtdhout the AC+IP power supply.

Do the Cisco 1841 and 2801 routers support redunmamer supplies?
No, the Cisco 1841 and 2801 routers do not suppdttndant power supplies.

Do the Cisco 1841 and 2801 routers support DC ppwer
No, the Cisco 1841 and 2801 routers do not sugpGrpower.

PO PO P
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Q. Can | provide PoE using a DC power supply?

A. There is no ability to provide PoE functionalitytivia DC power supply. Only the AC+IP power suppll} provide PoE.

Q. Do the Cisco 2811, 2821, 2851, 3825, and 3845 restgpport redundant power supplies?

A. The Cisco 2811, 2821, 2851, 3825, and 3845 ardadiaiwith redundant system power. Only the Cisg4S3offers redundant inline power

for PoE.

Q. Do the Cisco 2811, 2821, 2851, 3825, and 3845 restgoport DC power?
A. Yes, these routers support DC power. However Poibtisupported when the system power is DC.

SECURITY SUPPORT
Q. What security features are available for the CBtteerSwitch HWICs?
A. Cisco offers several security options, including:

» Port security-Port access bound to specific MACrasisito prevent intrusion
« TACACS+-Authentication of management access tethitches

Q. Do the Cisco EtherSwitch HWICs support 802.1x antication?
A. Yes, with the FCS Cisco |0S Software Release 1PT2(&he Cisco EtherSwitch HWICs support 802.1hauntication.

Q. How do | configure a port for 802.1x authenticafton

A. The command dotlx port-control enables this feafline modifier force-authorized is the default, géhallows access to the port without
authorization. The modifier force-unauthorized &z the port to remain closed and ignore all attertgpawuthorize. The modifier auto requires
all clients to authorize before allowing traffictorthe network.

Q. Does 802.1x authentication require an externales@rv
A. The 802.1x port authentication standard uses RAQH&lidate the device on the port. RADIUS runsacseparate server.

VOICE SUPPORT
Q. Will the Cisco EtherSwitch HWICs work with IP phanaith non-dotlg-capable RJ-45 ports?
A. Yes. IP phones will work when the Cisco EtherSwittiVICs are configured for untagged, dotlp, or nomogle for voice VLANS.

Q. What is the Voice VLAN feature?

A. The Voice VLAN feature allows the switch to autoivally configure a Cisco IP phone. It also allovegrs to add IP phones to the network
while retaining the current addressing scheme bgtiarg a new subnet for voice traffic. Trunk paas be configured with a VLAN, called the
voice VLAN, which gets assigned to the Cisco IP@®when they are connected to the trunk port. Veh@isco IP phone is connected to the
trunk port, the voice VLAN is assigned as the voidAN ID (VVID) to the IP phone using an enhanceid¢® Discovery Protocol. After the
VVID is assigned to the IP phone, the phone selid®iae traffic on the VVID and the data traffindhe native VLAN of the port, also called
the port VLAN ID (PVID). Because the VVID denoteslifferent subnet than the PVID, it has its ownafdP addresses independent of the
existing subnets. Thus, the Voice VLAN feature ediies an exclusive set of IP addresses for théddRes and helps ensure that the addresses
always become available for the IP phones. Whed with the Cisco EtherSwitch HWIC, the IP phones IEEE 802.1q tagging to differentiate
between the voice traffic (VVID) and the data ti@{PVID).

Q. What is the difference between an auxiliary VLAN foe Cisco Catalyst switches and the voice VLANtfe Cisco EtherSwitch HWICs?
A. Voice VLANSs require that the port be configuredaasunk port, whereas auxiliary VLANs do not. This€® EtherSwitch HWICs do not
support auxiliary VLAN and must be configured asi ports for voice VLANS.
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Q. Whatis a VVID?
A. The VVID is a value in the range of 0 to 1025. VL@ the VVID for 802.1p encapsulation, and VLANS02 the VVID for 802.3
(untagged) mode.

Q. Can data traffic be sent over a voice VLAN?
A. Only voice packets need to be allowed on voice VkAMd data packets on native or trunking VLANsresprve QoS. If data and voice
traffic are configured on the same VLAN, voice fiafloes not have the higher priority over datffitraneeded to ensure voice quality.

Q. What voice protocols are supported for originatimg terminating voice-over-IP (VolP) calls with tBisco EtherSwitch HWICs?
A. Currently, Skinny Client Control Protocol (SCCP)3B3, and Media Gateway Control Protocol (MGCP)sangported on the Cisco
EtherSwitch HWICs.

Q. What is the procedure to bring an IP phone online?

A. As soon as the IP phone is connected to the Citloar&witch HWIC, the phone gets phantom power frloenexternal power supply and
boots up. As soon as it comes online, it sendsssage through the Cisco Discovery Protocol to ¢ler to indicate that it is ready to accept
Cisco Discovery Protocol packets. The phone theds€isco Discovery Protocol power requirementhéorouter so that the router allocates the
exact required power to the port. The router theamds a Cisco Discovery Protocol VVID to inform tifgone of the new voice VLAN, if defined

on the router port. The phone then sends a DynHiwst Configuration Protocol (DHCP) request in tioéce VLAN and gets an IP address from
the DHCP server on the network. When the phoneitgelB address, it then connects to the Triviéé Fransfer Protocol (TFTP) server to get the
software image and IP address of the Cisco Calligandhe Cisco CallManager establishes communicatith the phone. The IP phones are then
ready to connect to each other. Because the CiagliMé&hager has a database of basic telephone egrhimnes connected to the same network, it
facilitates the communication of basic telephon®ise and IP phones. The Cisco CallManager alstbishes a channel with any digital or analog
gateway configured in the network so that IP pharsesreach outside the digital or private-brancthexge (PBX) environment.

Q. Will an IP phone use its own IP address if notgrssil one with DHCP?

A. Yes, the phone uses its own internal IP addresm tesponse is received for Cisco Discovery Pajtfsom the router, the phone uses its
default VVID and sends a DHCP request on this VLANhere is no response for DHCP requests, themptione uses the previously obtained IP
address from the DHCP server, provided the leasthélP address has not expired. If the leasekgised or if there is no previously learned IP
addresses from the DHCP server, the phone usesaheally configured IP address. A user-set IP addabvays has higher precedence over an
automatically learned one.

Q. Can you daisy chain several IP phones togethesriaact to the Cisco EtherSwitch HWICs?

A. Cisco IP phones can be connected in a daisy-chahidn to the Cisco EtherSwitch HWICs with or withany PC attached at the far end.
Only the first phone in the chain can be powerethiyinline power from the HWIC. All the other pheanin the daisy chain must be plugged into
wall power. The Cisco EtherSwitch HWICs should befigured such that the first IP phone treats #ikeo Cisco IP phones connected to it as
trusted devices. Thus, any voice call from anyhefliP phones in the daisy chain gets the sameghigtity as the first IP phone.

Note: All voice and data traffic on the port in this ciufration has the same priority if it is configuriedhe same VLAN. Hence, Cisco strongly
recommends that users not connect any workstatiotie far end of the Cisco IP phone daisy chagabse both the voice and data traffic in this
scenario get the same high priority and may adiyeestect the quality of voice calls.
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Q. What are the benefits of daisy chaining IP phomesRCs together?
A. Daisy chaining IP phones and PCs together savés poithe Cisco EtherSwitch HWIC; it also allows flexibility to grow an IP phone base
in the branch office. Customers can daisy chaincgswto the Cisco EtherSwitch HWIC in two ways:

1. Connecta PC to an IP phone that is connectegtrtaon the Cisco EtherSwitch HWIC. Hence, with poet being used on the Cisco
EtherSwitch HWIC, a customer can have both a PCaan@® phone connected. Before the Cisco EtherBMi&/IC was available, users had
to use one port per device or connect an extenabi switch to the router. With the Cisco Ethen8wiHWIC, this can be accomplished with
one port on one device. In this configurationyvaikce traffic is placed at a higher priority thastal traffic to ensure voice quality.

2. IP phones can be connected to an IP phone thahigected to a port on the Cisco EtherSwitch HWIKis Betup offers the same benefits
as connecting a PC to the IP phone, but now userextend their IP telephony base with fewer piarts single-device solution.

QoS FEATURES

Q. What QoS features are available for the Cisco Biwitch HWICs?

A. The Cisco EtherSwitch HWICs support IEEE 802.1p @d6rity for 802.1Q tagged frames, port-based rjitsidor native frames, port priority
to overwrite the IEEE 802.1p priority, and striciopity and Weighted Round Robin CoS policies wdéfault settings.

Q. What is port-based reclassification?

A. Port-based reclassification allows users to reiflaSEE 802.1p CoS values on a per-port basisn(WLIs). This feature helps enable finer
granularity of control to implement LAN-edge QoSheélps to prevent rogue PCs that are transmifiaakets from getting higher priority relative
to mission-critical applications, such as IP tel@ph

Q. What is 802.1p prioritization?

A. The 802.1Q/p standard defines the use of the Gdft field in the 802.1Q tag field, thus supportiqgto 8 CoSs. For incoming, tagged
packets, the Cisco EtherSwitch module honors th& vadue; the packets are buffered in a high-psiariteue for CoS values 4 to 7 and scheduled
for expedited forwarding. The low-priority queueuised for packets with CoS values 0 to 3.

Q. How does 802.1p priority support IP telephony?

A. The Cisco IP phones, such as Cisco IP Phone 78@@h¢ voice packets with CoS 5 priority. Thereftihe Cisco EtherSwitch HWICs classify
these packets as high priority by placing thenhaappropriate queue and then provide expediteeafding. This prioritization helps to minimize
delay and jitter for voice applications.

Q. What is port-based prioritization?
A. Port-based prioritization applies only to untaggadkets. Users can configure a 3-bit field for @sgrport priority on a per-port basis through
a CLI. This 3-bit field performs the same classifion and egress queue selection function as ti¥efielnl for tagged packets. Note that the frame
never gets tagged during this process.

If the configured ingress port priority is high (wes 4 to 7), the untagged frame is sent to the-pigprity queue on the egress port. If the default
ingress port priority is low (values 0 to 3), thetagged frame is sent to the low-priority queudhmnegress port. Three bits are used for portiprior
to provide compatibility with the CoSs achievedngsCoS for tagged frames.

Q. How does port prioritization support IP telephony?

A. For ports where IP phones, such as the Cisco IRT800, are attached, the default port prioritusth be low priority (such as a value in the
range 0 to 3). This will help ensure that traffiorh computers attached to the IP phones do ndtigetpriority relative to the voice tagged packets
from the phone.

In general, unless the port is a trusted devicesehmffic deserves to be high priority, defaulttpwiority to all the access ports should be low
(priority values 0 to 3).
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Q. How does prioritization apply to ingress and egpess$s?
A. The 802.1p and port-based prioritizations apply ¢altraffic leaving the egress port. Traffic eimgrthe ingress port is sent directly to the
shared memory or CPU, depending on the priority.

Q. Can the Cisco EtherSwitch HWICs support 802.1p ot prioritizations at the same time?
A. Yes. The switch uses 802.1p prioritization for if@ming tagged packets and port-based prioritmafdr the incoming untagged packets.
The two modes function in a mutually exclusive anthplementary manner.

Q. Can the 802.1p priority be assigned for untaggeti®packets?
A. Yes, the Cisco EtherSwitch HWICs can assign foagged 802.3 packets an 802.1p priority desiredéyser, allowing users to refine the
traffic inside their network.

Q. Is QoS affected if voice and data packets are gardd on the same VLAN?
A. Normally voice and data traffic are configured dffedent VLANS, but they can be configured on tlaen@ VLAN. Voice quality is degraded,
depending on the amount of data traffic, so thiffigaration is not recommended.

NETWORK MANAGEMENT

Q. How are the Cisco EtherSwitch HWICs managed?

A. Like all Cisco network elements, the HWICs can lemaged with SNMP, with Remote Monitoring (RMON)ttwa Telnet session, or through
a directly connected terminal or PC running terrémaulator software.

Q. Do the Cisco EtherSwitch HWICs support CiscoViewl &iscoWorks?
A. Yes, Cisco EtherSwitch HWICs support CiscoWorksdrRese Manager Essentials and CiscoView, both otlware part of the
CiscoWorks Family.

Q. Does the Cisco Router and Security Device ManagleM) support the Cisco EtherSwitch HWICs?
A. Cisco EtherSwitch HWICs are supported starting Witsco SDM Version 2.0.
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