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TestInside 640-802

1. What are two reasons that a network administrator would use access lists? (Choose two.)
A. to control vty access into a router

B. to control broadcast traffic through a router

C. to filter traffic as it passes through a router

D. to filter traffic that originates from the router

E. to replace passwords as a line of defense against security incursions

Answer: AC

2. A default Frame Relay WAN is classified as what type of physical network?
A. point-to-point

B. broadcast multi-access

C. nonbroadcast multi-access

D. nonbroadcast multipoint

E. broadcast point-to-multipoint

Answer: C

3. Refer to the exhibit. How many broadcast domains exist in the exhibited topology?

A. one

B. two

C. three

D. four

E. five

F. six
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Answer: C

4. Asingle 802.11g access point has been configured and installed in the center of a square office. A few wireless
users are experiencing slow performance and drops while most users are operating at peak efficiency. What are
three likely causes of this problem? (Choose three.)

A. mismatched TKIP encryption

B. null SSID

C. cordless phones

D. mismatched SSID

E. metal file cabinets

F. antenna type or direction

Answer: CEF

5. Refer to the exhibit. What two facts can be determined from the WLAN diagram? (Choose two.)

e

F, s Access point

A. The area of overlap of the two cells represents a basic service set (BSS).

B. The network diagram represents an extended service set (ESS).

C. Access points in each cell must be configured to use channel 1.

D. The area of overlap must be less than 10% of the area to ensure connectivity.
E. The two APs should be configured to operate on different channels.

Answer: BE
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6. The command frame-relay map ip 10.121.16.8 102 broadcast was entered on the router. Which of the following
statements is true concerning this command?

A. This command should be executed from the global configuration mode.

B. The IP address 10.121.16.8 is the local router port used to forward data.

C. 102 is the remote DLCI that will receive the information.

D. This command is required for all Frame Relay configurations.

E. The broadcast option allows packets, such as RIP updates, to be forwarded across the PVC.

Answer: E

7. Which type of attack is characterized by a flood of packets that are requesting a TCP connection to a server?
A. denial of service

B. brute force

C. reconnaissance

D. Trojan horse

Answer: A

8. Which of the following are associated with the application layer of the OSI model? (Choose two.)
A. ping

B. Telnet

C.FTP

D.TCP

E.IP

Answer: BC

9. For security reasons, the network administrator needs to prevent pings into the corporate networks from hosts
outside the internetwork. Which protocol should be blocked with access control lists?

A IP

B. ICMP

C.TCP

D. UDP

Answer: B
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10. Refer to the exhibit. The network administrator has created a new VLAN on Switchl and added host C and
host D. The administrator has properly configured switch interfaces FastEthernet0/13 through FastEthernet0/24 to
be members of the new VLAN. However, after the network administrator completed the configuration, host A
could communicate with host B, but host A could not communicate with host C or host D. Which commands are

required to resolve this problem?

Routeri# show ip route

<gufpuf omifed:
€ 192.168.1.0 124 is directly connected 1o Fali1.1
C 192.168.2.0 /24 is directly connected to Fal/1.2

T
Router1

192.168.2.15 /24 192.168.2.15 /24 192.168.3.15/24 192.168.3.16 /24

A. Router(config)# interface fastethernet 0/1.3
Router(config-if)# encapsulation dotlq 3
Router(config-if)# ip address 192.168.3.1 255.255.255.0

B. Router(config)# router rip
Router(config-router)# network 192.168.1.0
Router(config-router)# network 192.168.2.0
Router(config-router)# network 192.168.3.0

C. Switch1# vlan database
Switchl(vlan)# vtp v2-mode
Switchl(vlan)# vtp domain cisco
Switchl(vlan)# vtp server

D. Switchl(config)# interface fastethernet 0/1
Switch1(config-if)# switchport mode trunk
Switch1(config-if)# switchport trunk encapsulation isl

Answer: A
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11. What are two recommended ways of protecting network device configuration files from outside network
security threats? (Choose two.)

A. Allow unrestricted access to the console or VTY ports.

B. Use a firewall to restrict access from the outside to the network devices.

C. Always use Telnet to access the device command line because its data is automatically encrypted.

D. Use SSH or another encrypted and authenticated transport to access device configurations.

E. Prevent the loss of passwords by disabling password encryption.

Answer: BD

12. Refer to the exhibit.

192.168.15.6/30 192.168.15.5/30
., S0/0 o

Fa0l0 | Fa0/) i
192.168.15.49 | 192,1.15.33/

.l’ AT T -
> ST S
= ;.:.'f' . I

o N 192.168.15.32/29 192.168.15.40/29

Telnet
Senver

The access list has been configured on the SO/0 interface of router RTB in the outbound direction. Which two
packets, if routed to the interface, will be denied? (Choose two.)

access-list 101 deny tcp 192.168.15.32 0.0.0.15 any eq telnet

access-list 101 permit ip any any

A. source ip address: 192.168.15.5; destination port: 21

B. source ip address:, 192.168.15.37 destination port: 21

C. source ip address:, 192.168.15.41 destination port: 21

D. source ip address:, 192.168.15.36 destination port: 23

E. source ip address: 192.168.15.46; destination port: 23

F. source ip address:, 192.168.15.49 destination port: 23

Answer: DE



TestInside 640-802

13. Refer to the exhibit. Switchl has just been restarted and has passed the POST routine. Host A sends its initial

frame to Host C. What is the first thing the switch will do as regards populating the switching table?

Host B «

r._“'
g
==l
1E=]
PR
A

0l |

I-iast A

Hugt C
MAC -000A.8A47.E612 MAC - 000B.DBS95.ZEES
IP-192168.23.4 » A = IP-192.168.23.12
L s B Host D

A. Switchl will add 192.168.23.4 to the switching table.

B. Switch1 will add 192.168.23.12 to the switching table.

C. Switchl will add 000A.8A47.E612 to the switching table.
D. Switchl will add 000B.DB95.2EE9 to the switching table.

Answer: C

14. The user of Hostl wants to ping the DSL modem/router at 192.168.1.254. Based on the Hostl ARP table that

is shown in the exhibit, what will Host1 do?

Hosi2

Hostl

0

CA=arp -a

Interface: 192.168.1 95 - 032
Internet Address Plorsicali® ddiess Tpe
1921881254 00-60-0fde- 1 4o dymarnis

A. send a unicast ARP packet to the DSL modem/router

B. send unicast ICMP packets to the DSL modem/router

C. send Layer 3 broadcast packets to which the DSL modem/router responds

D. send a Layer 2 broadcast that is received by Host2, the switch, and the DSL modem/router

Answer: B

15. What are two security appliances that can be installed in a network? (Choose two.)

A.ATM
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B. IDS
C.10S
D. IOX
E. IPS

F. SDM

Answer: BE

16. Refer to the exhibit. What is the most efficient summarization that R1 can use to advertise its networks to R2?

172.1.4.0/25

172.1.4.12

172.1.6:0124

& 172.1.7.0/24

A. 172.1.0.0/22
B. 172.1.0.0/21
C.172.1.4.0/22
D.172.1.4.0/24
172.1.5.0/24
172.1.6.0/24
172.1.7.0/24
E. 172.1.4.0/25
172.1.4.128/25
172.1.5.0/24
172.1.6.0/24
172.1.7.0/24

Answer: C

17. Which spread spectrum technology does the 802.11b standard define for operation?

A IR
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B. DSSS

C. FHSS

D. DSSS and FHSS

E. IR, FHSS, and DSSS

Answer: B

18. Refer to the exhibit. Assume that all router interfaces are operational and correctly configured. In addition,
assume that OSPF has been correctly configured on router R2. How will the default route configured on R1 affect

the operation of R2?

OSPF

Area 0 172.16.16.0/20
. 200.0.0.2/30 Fa0/0

o S0/0 soiy  172-16.100.1/30 “I_
e, SO0 S0

-L LY -{' I
g"zﬁff*

Fdalio 4

172.16100

\\ £\ 172.16.32.0122 7
R1 Routing Commands: ~__ . ' g

ip route 0.0.0.0 0.0.0.0 serialo 1721610064726 ' e

router ospf 1 e e N
network 172.16.100.0 0.0.0.3 area 0

network 172.16.100.64 0.0.0.63 area 0

network 172.16.100.128 0.0.0.31 area 0

default-information originate

A. Any packet destined for a network that is not directly connected to router R1 will be dropped.

B. Any packet destined for a network that is not directly connected to router R2 will be dropped immediately.

C. Any packet destined for a network that is not directly connected to router R2 will be dropped immediately
because of the lack of a gateway on R1.

D. The networks directly connected to router R2 will not be able to communicate with the 172.16.100.0,
172.16.100.128, and 172.16.100.64 subnetworks.

E. Any packet destined for a network that is not referenced in the routing table of router R2 will be directed to R1.
R1 will then send that packet back to R2 and a routing loop will occur.

Answer: E

19. A network interface port has collision detection and carrier sensing enabled on a shared twisted pair network.

From this statement, what is known about the network interface port?
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A. This is a 10 Mb/s switch port.

B. This is a 100 Mb/s switch port.

C. This is an Ethernet port operating at half duplex.
D. This is an Ethernet port operating at full duplex.
E. This is a port on a network interface card in a PC.

Answer: C

20. Refer to the topology and router configuration shown in the graphic. A host on the LAN is accessing an FTP
server across the Internet. Which of the following addresses could appear as a source address for the packets

forwarded by the router to the destination server?

interface Serial
ip address 200.2 2 18 255 255 255 252

EI;:" nat outside | |Fﬂﬂ
interface FastEthernet0 S): 300.272.18/30 . ==

ip address 10.10.0.1 255.255.255.0 RR0™1010.0.1/24% I\ \
ip nat inside x A : \

spaea s ‘!‘ ""rf';;’“‘ - ’\ )-E:-Ef .i__. -i__.

BT R /.

10.10.0.0

|

ip nat pool test 199.99 9.40 199°988.62 netmask 255,285:255 224
ip nat inside source list 1 pool test

ip route 0.0.0.00.0.0.0 200.2.217
!

B

access-list 1 permit 10.10.0.0 500255

A.10.10.0.1
B. 10.10.0.2
C.199.99.9.33
D. 199.99.9.57
E. 200.2.2.17
F. 200.2.2.18

Answer: D

21. A company is installing IP phones. The phones and office computers connect to the same device. To ensure
maximum throughput for the phone data, the company needs to make sure that the phone traffic is on a different
network from that of the office computer data traffic. What is the best network device to which to directly connect

the phones and computers, and what technology should be implemented on this device? (Choose two.)
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A. hub

B. router

C. switch
D.STP

E. subinterfaces
F. VLAN

Answer: CF

22. Refer to the exhibit. Which statement describes DLCI 17?

A. DLCI 17 describes the ISDN circuit between R2 and R3:

B. DLCI 17 describes a PVC on R2. It cannot be used on R3 or R1.

C. DLCI 17 is the Layer 2 address used by R2 to describe a PVVC to R3.

D. DLCI 17 describes the dial-up circuit from R2 and R3 to the service provider.

Answer: C

23. Which routing protocol by default uses bandwidth and delay as metrics?
A.RIP

B. BGP

C. OSPF

D. EIGRP

Answer: D

24. Refer to the output from the show running-config command in the exhibit. What should the administrator do

to allow the workstations connected to the FastEthernet 0/0 interface to obtain an IP address?
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E1-ABC# show running-config
Current configuration:

!

version 12.1

hostname ABC

!
ip subnet-zero

ip hame-server 192.16.1.1

ip dhep excluded-address 10.90.201.1
|

ip dhep pool ABC_DHCP
network 10.90.201.0 255.255.255.0
default-router 10.90.201 1
dns-server 192.31.7.152

w-hestinside

no ip directed-broadcast
ip nat inside
!
interface Serial 0/0
description to ISP circuit 19 ALDS1-3456AX4743-00
ip address 192.313483'255.255.255285 252
ip nat outsidei~ e
! e 7 :
ip nat inSide stlrce list 1:I-rqeﬁa s face seral 070 overload
ip class|gss
ip route 0.0.0.0 ﬂ.ﬂ._[_:_lﬂ'192.31 T
! P
access-list 14’permit 10.90.201.0 0.0.0.255
<pUtdl omitted:

A. Apply access-group 14 to interface FastEthernet 0/0.

B. Add access-list 14 permit any any to the access list configuration.

C. Configure the IP address of the FastEtherent 0/0 interface to 10.90.201.1.
D. Add an interface description to the FastEthernet 0/0 interface configuration.

Answer: C

25. In the implementation of VLSM techniques on a network using a single Class C IP address, which subnet
mask is the most efficient for point-to-point serial links?

A. 255.255.255.0

B. 255.255.255.240

C. 255.255.255.248

D. 255.255.255.252

E. 255.255.255.254
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Answer: D

26. Refer to the exhibit. The networks connected to router R2 have been summarized as a 192.168.176.0/21 route

and sent to R1. Which two packet destination addresses will R1 forward to R2? (Choose two.)

f,.;,=-,f,-:. T

:  Other

A.192.168.194.160
B. 192.168.183.41
C.192.168.159.2
D. 192.168.183.255
E. 192.168.179.4

F. 192.168.184.45

Answer: BE

27. Refer to the exhibit. Switch-1 needs to send data to a host with a MAC address of 00b0.d056.efa4. What will

Switch-1 do with this data?

switch- 14 show mac address-table

Cwnamic Addresses Count: 3

Secure Addresses (User-defineduColnt: 0

Static Addresses [User—defirq_&d) Count:

System Self Addresses@m{rﬁt‘:ﬂ Pedk

Total Mac addresass A ; §0

Mon-static Mﬁfﬁf‘%ble: - d‘ '

Destination Address Address Iype WLAN Destination Port

ol
0010.0del eX89 Dyramic 1 FastEthernetD/ 1
0010, 7ho0 . 1540 Lhynarmic 2 FastEthernetl/3
Qo0 7h0o ﬂ¢§45 Cynamic 2 FastEthernetDi

A. Switch-1 will drop the data because it does not have an entry for that MAC address.

B. Switch-1 will flood the data out all of its ports except the port from which the data originated.
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C. Switch-1 will send an ARP request out all its ports except the port from which the data originated.
D. Switch-1 will forward the data to its default gateway.

Answer: B

28. Two routers named Atlanta and Brevard are connected by their serial interfaces as shown in the exhibit, but
there is no data connectivity between them. The Atlanta router is known to have a correct configuration. Given the
partial configurations shown in the exhibit, what is the problem on the Brevard router that is causing the lack of

connectivity?

Atlanta

Brevard

Atlanta# show interfaces sl s | «Brevard# show iimtetfaces*s1

Serial0 is up, line protocol is up .};ﬁ Heriall is up i pirotocol is up
Hardware is HDB4570 & - \ Hardware®s 64570
Internet address is 192.168.10.1/24 Interieyatdress is 192.168.11.2/24
MTU 1500 bytes, BW 1544 Kbit, MTW 1500 bytes, BW 56000 Kbit,

reliability 255/255 reliability 255255

Encapsulation HDLC, loopback not Set Encapsulation HDLC, loopback not set
Keepalive set (10 sec) L9 Keepalive set (10 sec)

A. A loopback is not set.

B. The IP address is incorrect.

C. The subnet mask is incorrect.

D. The serial line encapsulations are incompatible.

E. The maximum transmission unit (MTU) size is too large.

F. The bandwidth setting is incompatible with the connected interface.

Answer: B

29. Which two values are used by Spanning Tree Protocol to elect a root bridge? (Choose two.)
A. amount of RAM

B. bridge priority

C. 10S version

D. IP address

E. MAC address

F. speed of the links
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Answer: BE

30. Refer to the exhibit. Which switch provides the spanning-tree designated port role for the network segment

that services the printers?

s T g o

. 5“"“-“111 Distribution :I::a)f:g_r\ Sudtel ™

Priority 4096 Priority 8192
 MAC0010.7bcc.7320 2oty Sty MAC 0010.7hcc.732d
\:\_ - : i e B _/)l
/’ ; e et . W . e \\
e e O, 1 = = = P i I e #
o Switch3 SRR RAY chd
- Priority 32763 W 32768
MAC 0010.7bcc.733a Thec.7347

i

>

A. Switchl
B. Switch2
C. Switch3
D. Switch4

Answer: C

31. While troubleshooting a network connectivity problem, a technician observes steady link lights on both the
workstation NIC and the switch port to which the workstation is connected. However, when the ping command is
issued from the workstation, the output message "Request timed out.” is displayed. At which layer of the OSI
model does the problem most likely exist?

A. the session layer

B. the protocol layer

C. the data link layer

D. the access layer

E. the network layer

F. the application layer
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Answer: E

32. Refer to the exhibit. Why would the network administrator configure RA in this manner?

10121 40122 10423 10111 10112 10113

RA(configH* access.list 2 permit 10.1.1.0 0.0.0.255
FaAEonficE line viy 0 4
RA(Canfig-line# accessclass 2 in

A. to give students access to the Internet

B. to prevent students from accessing the command prompt of RA
C. to prevent administrators from accessing the console of RA

D. to give administrators access to the Internet

E. to prevent students from accessing the Internet

F. to prevent students from accessing the Admin network

Answer: B

33. In order to allow the establishment of a Telnet session with a router, which set of commands must be
configured?
A. router(config)# line console 0
router(config-line)# enable password cisco
B. router(config)# line console 0
router(config-line)# enable secret cisco
router(config-line)# login
C. router(config)# line console 0

router(config-line)# password cisco
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router(config-line)# login

D. router(config)# line vty O
router(config-line)# enable password cisco

E. router(config)# line vty O
router(config-line)# enable secret cisco
router(config-line)# login

F. router(config)# line vty 0
router(config-line)# password cisco
router(config-line)# login

Answer: F

34. Refer to the exhibit. The two exhibited devices are the only Cisco devices on the network. The serial network
between the two devices has a mask of 255.255.255.252. Given the output that is shown, what three statements

are true of these devices? (Choose three.)

Manchester London

Deyice ID: London . "*{‘ - )

Entry address (es): ” TR
TF -address: 10.1.172"7] .«

Platform: cisco 2610, FLapabilitigs: BRofiter

Interface: Seriall0s0, Portc LB %b%tﬁbing port): Serialld/sl

Holdtime : 125 =zec

<output omitteds-

A. The Manchester serial address is 10.1.1.1.

B. The Manchester serial address is 10.1.1.2.

C. The London router is a Cisco 2610.

D. The Manchester router is a Cisco 2610.

E. The CDP information was received on port Serial0/0 of the Manchester router.
F. The CDP information was sent by port Serial0/0 of the London router.

Answer: ACE
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35. A network administrator has configured two switches, named London and Madrid, to use VTP. However, the
switches are not sharing VTP messages. Given the command output shown in the graphic, why are these switches

not sharing VTP messages?

London# show vip status Madridé# show vip status

VTP Version 12 VTP Version 32
Configuration Revision 0 Configugating Revision p
Maximum VLANs supported locally  : 64 h'laxim'l:nn..ilﬂ_.ﬁﬂs sup pattedlocally 64
Number of existing VLANs 5 e H'rum'h.er of-e:-:is’:ing..'h‘#.ﬁ.l‘ils :5

VTP Operating Mode ’ 5&‘1.'.& "U'TF‘ nperﬂidb’e  Servar
VTP Domain Hame :Lowdon Vip fiomam Name : Madrid
VTP Pruning Mode : Disabled il'.-ll-ﬁrpl.'tlnillg Mode : Disabled
VTP V2 Maode : Disalilag ) VTP V2 Mode : Disabled
VTP Traps Generation :‘h!géﬁlérl VTP Traps Generation : Disabled

A. The VTP version is not correctly configured.

B. The VTP operating mode is not correctly configured.
C. The VTP domain name is not correctly configured.
D. VTP pruning mode is disabled.

E. VTP VV2 mode is disabled.

F. VTP traps generation is disabled.

Answer: C

36. Host 1 is trying to communicate with Host 2. The e0 interface on Router C is down. Which of the following

are true? (Choose two.)

Host 1 Host 2

A. Router C will use ICMP to inform Host 1 that Host 2 cannot be reached.
B. Router C will use ICMP to inform Router B that Host 2 cannot be reached.
C. Router C will use ICMP to inform Host 1, Router A, and Router B that Host 2 cannot be reached.

D. Router C will send a Destination Unreachable message type.
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E. Router C will send a Router Selection message type.
F. Router C will send a Source Quench message type.

Answer: AD

37. Refer to the exhibit. Assuming that the router is configured with the default settings, what type of router

interface is this?

Rl#show imtetfaces. ==oufpat oruitted==

==putpt Swaitted=* iz 1p, line protecdl ishap

Hardwrare iz Lance, addressas 0010F0E0 biad (bia 0010 ThE0 biad)

WITTT 1500 rgtes, BNt AOMROES L, DL N00uses, rely 255255, Ioad 1/255
Encapsulation £ Rt acknot set, keepalme set (10 sec)

LRF type: AFPALARP Tivaecut 0400:00

ﬂiuutpf'ﬁwnﬁtted}}

A. Ethernet

o8]

. FastEthernet

. Gigabit Ethernet

o O

. asynchronous serial

m

. synchronous serial

Answer: B

38. On point-to-point networks, OSPF hello packets are addressed to which address?
A.127.0.0.1

B.172.16.0.1

C. 192.168.0.5

D. 223.0.0.1

E. 224.0.0.5

F. 254.255.255.255

Answer: E

39. While troubleshooting a connectivity problem, a network administrator notices that a port status LED on a
Cisco Catalyst series switch is alternating green and amber. Which condition could this indicate?
A. The port is experiencing errors.

B. The port is administratively disabled.



TestInside 640-802

C. The port is blocked by spanning tree.
D. The port has an active link with normal traffic activity.

Answer: A

40. Refer to the exhibit. The network shown in the exhibit is running the RIPv2 routing protocol. The network has
converged, and the routers in this network are functioning properly. The FastEthernet0/0 interface on R1 goes

down. In which two ways will the routers in this network respond to this change? (Choose two.)

192.168.1.0 ¢ 192.168.2.0

2 10115 10.1.16  192.168.2.1

_ -
192.168.1.1 10.1.1.1 10.1.

A. All routers will reference their topology database to determine if any backup routes to the 192.168.1.0 network
are known.

B. Routers R2 and R3 mark the route as inaccessible and will not accept any further routing updates from R1 until
their hold-down timers expire.

C. Because of the split-horizon rule, router R2 will be prevented from sending erroneous information to R1 about
connectivity to the 192.168.1.0 network.

D. When router R2 learns from R1 that the link to the 192.168.1.0 network has been lost, R2 will respond by
sending a route back to R1 with an infinite metric to the 192.168.1.0 network.

E. R1 will send LSAs to R2 and R3 informing them of this change, and then all routers will send periodic updates
at an increased rate until the network again converges.

Answer: CD

41. What is the maximum data rate specified for IEEE 802.11b WLANs?
A. 10 Mbps

B. 11 Mbps

C. 54 Mbps

D. 100 Mbps

Answer: B

42. Which of the following describe the process identifier that is used to run OSPF on a router? (Choose two.)

A. Itis locally significant.
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B. It is globally significant.

C. Itis needed to identify a unique instance of an OSPF database.

D. It is an optional parameter required only if multiple OSPF processes are running on the router.

E. All routers in the same OSPF area must have the same process ID if they are to exchange routing information.

Answer: AC

43. Refer to the exhibit. The FMJ manufacturing company is concerned about unauthorized access to the Payroll
Server. The Accountingl, CEO, Mgrl, and Mgr2 workstations should be the only computers with access to the
Payroll Server. What two technologies should be implemented to help prevent unauthorized access to the server?

(Choose two.)

i
L
Payroll
Server

9 11
= ; L1 worker2 [
e . S gy ey

Accountin Secr&ﬁ[ﬁe‘ﬁ Clerk1 Worker1 Mgr2

A. access lists

B. encrypted router passwords
C.STP

D. VLANSs

E. VTP

F. wireless LANs

Answer: AD

44. Which two statements are true about the command ip route 172.16.3.0 255.255.255.0 192.168.2.4? (Choose
two.)

A. It establishes a static route to the 172.16.3.0 network.

B. It establishes a static route to the 192.168.2.0 network.

C. It configures the router to send any traffic for an unknown destination to the 172.16.3.0 network.

D. It configures the router to send any traffic for an unknown destination out the interface with the address
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192.168.2.4.
E. It uses the default administrative distance.
F. It is a route that would be used last if other routes to the same destination exist.

Answer: AE

45. The network shown in the diagram is experiencing connectivity problems. Which of the following will correct

the problems? (Choose two.)

/’#ﬁmﬁ??}k Host A

ET \ Address - 10.1.1.126

Interface VLANT _oA vttt | Mask=1255.255.255.0
10.1.1.1/24 % f- Gateway - 10.1.1.254

Address — 10.1.1.12
| Mask — 255.255.255.0
/' Gateway — 10.1.1.254

Fa0/0.1 - 10.1.1.254/24 VLAN1
FaD/0.2 - 10.1.2.254/24 VLANZ

a B
i .

‘ -
=
: mﬁé\ Host B

e — =

A. Configure the gateway on Host Aas 10.1.1.1.

B. Configure the gateway on Host B as 10.1.2.254.

C. Configure the IP address of Host A as 10.1.2.2.

D. Configure the IP address of Host B as 10.1.2.2.

E. Configure the masks on both hosts to be 255.255.255.224.
F. Configure the masks on both hosts to be 255.255.255.240.

Answer: BD

46. Which three statements are correct about RIP version 2? (Choose three.)
A. It has the same maximum hop count as version 1.

B. It uses broadcasts for its routing updates.

C. Itis a classless routing protocol.

D. It has a lower default administrative distance than RIP version 1.

E. It supports authentication.

F. It does not send the subnet mask in updates.

Answer: ACE
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47. What should be part of a comprehensive network security plan?

A. Allow users to develop their own approach to network security.

B. Physically secure network equipment from potential access by unauthorized individuals.

C. Encourage users to use personal information in their passwords to minimize the likelihood of passwords being
forgotten.

D. Delay deployment of software patches and updates until their effect on end-user equipment is well known and
widely reported.

E. Minimize network overhead by deactivating automatic antivirus client updates.

Answer: B

48. How should a router that is being used in a Frame Relay network be configured to avoid split horizon issues
from preventing routing updates?

A. Configure a separate sub-interface for each PVC with a unique DLCI and subnet assigned to the sub-interface.
B. Configure each Frame Relay circuit as a point-to-point line to support multicast and broadcast traffic.

C. Configure many sub-interfaces on the same subnet.

D. Configure a single sub-interface to establish multiple PVC connections to multiple remote router interfaces.

Answer: A

49. Refer to the exhibit. Routerl was just successfully rebooted. Identify the current OSPF router ID for Routerl.

Fouterl# show ip interface brief

Interface IP-&ddress OE# Me thod Status Protocol
Etherneti %190.1?2.32.10"‘{?325 WVFRLM 1 ‘H up
Loopback( 208.149.23.162‘ SE R I-Iﬁ.j.Rﬂﬂ-. up
Loopbackl 2058.149.25.194 YEINVEAMS up up
Seriall 220.173.149.10 \YES marnal down d ot
Jeriall unazsigned o BAFEENVEAM adwinistratively down dowm

A.190.172.32.10

B. 208.149.23.162

C. 208.149.23.194

D. 220.173.149.10

Answer: C
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50. Which two statements best describe the wireless security standard that is defined by WPA? (Choose two.)
A. It specifies use of a static encryption key that must be changed frequently to enhance security.

B. It requires use of an open authentication method.

C. It specifies the use of dynamic encryption keys that change each time a client establishes a connection.

D. It requires that all access points and wireless devices use the same encryption key.

E. It includes authentication by PSK.

Answer: CE

51. What can a network administrator utilize by using PPP Layer 2 encapsulation? (Choose three.)
A. VLAN support

B. compression

C. authentication

D. sliding windows

E. multilink support

F. quality of service

Answer: BCE

52. Refer to the exhibit. What is the meaning of the term dynamic as displayed in the output of the show

frame-relay map command shown?

F1# show frame-relay map
Senallfio (up) g .4&3?’1 Al ME 0 Badeiic 18l | dynamic
broadess® statls definedsactyve

A. The Serial0/0 interface is passing traffic.

B. The DLCI 100 was dynamically allocated by the router.

C. The Serial0/0 interface acquired the IP address of 172.16.3.1 from a DHCP server.

D. The DLCI 100 will be dynamically changed as required to adapt to changes in the Frame Relay cloud.

E. The mapping between DLCI 100 and the end station IP address 172.16.3.1 was learned through Inverse ARP.

Answer: E

53. What is the function of the Cisco I0S command ip nat inside source static 10.1.1.5 172.35.16.5?

A. It creates a global address pool for all outside NAT transactions.
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B. It establishes a dynamic address pool for an inside static address.

C. It creates dynamic source translations for all inside local PAT transactions.

D. It creates a one-to-one mapping between an inside local address and an inside global address.
E. It maps one inside source address to a range of outside global addresses.

Answer: D

54. Refer to the exhibit. What is the effect of the configuration that is shown?

Linauty 0 4

PMpassword 7 33@?5218@5@@%
lagin -—

transport input ssh

A. It configures SSH globally for all logins.

B. It tells the router or switch to try to establish an SSh connection first and if that fails to use Telnet.

C. It configures the virtual terminal lines with the password 030752180500.

D. It configures a Cisco network device to use the SSH protocol on incoming communications via the virtual
terminal ports.

E. It allows seven failed login attempts before the VTY lines are temporarily shutdown.

Answer: D

55. Refer to the exhibit. When PC1 sends an ARP request for the MAC address of PC2, network performance
slows dramatically, and the switches detect an unusually high number of broadcast frames. What is the most likely

cause of this?

'ﬁ.‘..?aii'-:ﬂ:’-}’

"R

:

PC1
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A. The portfast feature is not enabled on all switch ports.

B. The PCs are in two different VLANS.

C. Spanning Tree Protocol is not running on the switches.

D. PC2 is down and is not able to respond to the request.

E. The VTP versions running on the two switches do not match.

Answer: C

56. An administrator issues the command ping 127.0.0.1 from the command line prompt on a PC. If a reply is
received, what does this confirm?

A. The PC has connectivity with a local host.

B. The PC has connectivity with a Layer 3 device.

C. The PC has a default gateway correctly configured.

D. The PC has connectivity up to Layer 5 of the OSI model.

E. The PC has the TCP/IP protocol stack correctly installed.

Answer: E

57. Host 1 has just started up and requests a web page from web server 2. Which two statements describe steps in

the process Host 1 uses to send the request to web server 2 (choose two)?

\ k\ ‘ i;&\%-

Weh Sepver 2 [ Host 1 ¥
192 168.1.10 24 ,_J B 192,168, 1,008 244

i E N ¥ =1

A. Host 1 addresses the frames to the MAC address of router R1

B. Host 1 looks in its ARP cache for the MAC address of router R1
C. Host 1 addresses the frames to the MAC address of web server 2

D. Host 1 sends the packets to router R1 to be forwarded to web server 2
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E. Host 1 sends a broadcast ARP request to obtain the MAC address of webserver2.

Answer: CE

58. Refer to the exhibit.

_
v
S g contig) #winterface fa0/0
SwitchA(Config:1f) 7 sHitchport access wilan 2
{

Which two statements about the configuration of the switch interface are correct? (Choose two)
A. The switchport belongs only to VLAN 2

B. The switchport belongs only to VLAN 2

C. Interface fa0/0 will be in both VLAN 1 (by default) and VLAN 2

D. The exhibit shows interface fa0/0 to be dynamically mapped to VLAN 2

E. A network host can be connected to this interface.

Answer: AE

59. Refer to the exhibit. The network administrator requires easy configuration options and minimal routing
protocol traffic. What two options provide adequate routing table information for traffic that passes between the

two routers and satisfy the requests of the network administrator? (Choose two.)

Network 172.16.0.0/16

CentralRouter

IntesnetR outer

A. a dynamic routing protocol on InternetRouter to advertise all routes to CentralRouter.
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B. a dynamic routing protocol on InternetRouter to advertise summarized routes to CentralRouter.

C. a static route on InternetRouter to direct traffic that is destined for 172.16.0.0/16 to CentralRouter.
D. a dynamic routing protocol on CentralRouter to advertise all routes to InternetRouter.

E. a dynamic routing protocol on CentralRouter to advertise summarized routes to InternetRouter.

F. a static, default route on CentralRouter that directs traffic to InternetRouter.

Answer: CF

60. What are some of the advantages of using a router to segment the network? (Choose two.)
A. Filtering can occur based on Layer 3 information.

B. Broadcasts are eliminated.

C. Routers generally cost less than switches.

D. Broadcasts are not forwarded across the router.

E. Adding a router to the network decreases latency.

Answer: AD

61. Refer to the exhibit. What is the meaning of the output MTU 1500 bytes?

Fouter# show interfaces ethernet 0
Ethernetl iz up, line protocol iz up :
Hardware iz QUICC Ethernet, addiezs i= 00c0.ah73edead™ (bia 0010.%beoc. 7321)
MTIT 1500 bytes, BE; LOQ00 Ebhit, FL1000 uzec g™ S
reliabhility 255855 06k Lasd SEA-558 rxw,‘w’%ES
Encapsulation ARPA, loopback not.ceEty d
Eeepalive zet (10 sec)
<output onitteds-
Router#

A. The maximum number of bytes that can traverse this interface per second is 1500.
B. The minimum segment size that can traverse this interface is 1500 bytes.

C. The maximum segment size that can traverse this interface is 1500 bytes.

D. The minimum packet size that can traverse this interface is 1500 bytes.

E. The maximum packet size that can traverse this interface is 1500 bytes.

F. The maximum frame size that can traverse this interface is 1500 bytes.

Answer: E

62. There are no boot system commands in a router configuration in NVRAM. What is the fallback sequence that

the router will use to find an 10S during reload?
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A. TFTP server, Flash, NVRAM
B. ROM, NVRAM, TFTP server
C. NVRAM, TFTP server, ROM
D. Flash, TFTP server, ROM

E. Flash, N\VRAM, ROM

Answer: D

63. Host 1 receives a file from remote server 1. Which MAC address appears as the source address in the header

of the frames received by Host 1?

bl 5 < A == CIE

209.165.100.250 24

1021681250 24

Hast 1
] 19:2, 168, 1,908 254
— "

Web Senver 2
192 168.1.10 24

i o 1

A. The MAC address of the NIC in Host 1 .

B. The MAC address of the NIC in server 1.
C. The MAC address of the Fa0/0 interface of router R1
D. The MAC address of the s0/0/0 interface of the router R2

Answer: C

64. In which circumstance are multiple copies of the same unicast frame likely to be transmitted in a switched
LAN?

A. during high traffic periods

B. after broken links are re-established

C. when upper-layer protocols require high reliability

D. in an improperly implemented redundant topology

E. when a dual ring topology is in use
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Answer: D

65. Which of the following describe private IP addresses? (Choose two.)

A. addresses chosen by a company to communicate with the Internet

B. addresses that cannot be routed through the public Internet

C. addresses that can be routed through the public Internet

D. a scheme to conserve public addresses

E. addresses licensed to enterprises or ISPs by an Internet registry organization

Answer: BD

66. Refer to the exhibit. A network administrator is adding two new hosts to SwitchA. Which three values could

be used for the configuration of these hosts? (Choose three.)

b

B R Internet

Rowter configuration:

interface fal] L |
]| sillation ot 1o 1
Switch configuration: 'gp 192 1638.1. 1413,5 R5. 255 248
Port1: dot1g trunk 1rF. ﬁkceﬁﬂﬂ 10 e
VLAN 1: Ports 2, 3"4 encapsulation dotdg 10
VLAN 10: Ports 5. 6, 7 ; ip address 492.168.1.78 255.255.255.224
VLAN 20: Ports 8. 9, 10, 11, 12 interfice 400,20

sengapsulation dot1q 20
iy address 192.168.1.130 255.255.255. 192

A. host 1 IP address: 192.168.1.79

B. host 1 IP address: 192.168.1.64

C. host 1 default gateway: 192.168.1.78
D. host 2 IP address: 192.168.1.128

E. host 2 default gateway: 192.168.1.129
F. host 2 IP address: 192.168.1.190

Answer: ACF

67. Which of the following statements are true regarding bridges and switches? (Choose 3.)

A. Switches are primarily software based while bridges are hardware based.
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B. Both bridges and switches forward Layer 2 broadcasts.

C. Bridges are frequently faster than switches.

D. Switches have a higher number of ports than most bridges.

E. Bridges define broadcast domains while switches define collision domains.

F. Both bridges and switches make forwarding decisions based on Layer 2 addresses.

Answer: BDF

68. Which of the following describes the roles of devices in a WAN? (Choose three.)
A. A CSU/DSU terminates a digital local loop.

B. A modem terminates a digital local loop.

C. ACSU/DSU terminates an analog local loop.

D. A modem terminates an analog local loop.

E. Arouter is commonly considered a DTE device.

F. A router is commonly considered a DCE device.

Answer: ADE

69. A router receives information about network 192.168.10.0/24 from multiple sources. What will the router
consider the most reliable information about the path to that network?

A. a directly connected interface with an address of 192.168.10.254/24

B. a static route to network 192.168.10.0/24

C. a RIP update for network 192.168.10.0/24

D. an OSPF update for network 192.168.0.0/16

E. a default route with a next hop address of 192.168.10.1

F. a static route to network 192.168.10.0/24 with a local serial interface configured as the next hop

Answer: A

70. Which three Layer 2 encapsulation types would be used on a WAN rather than a LAN? (Choose three.)
A.HDLC

B. Ethernet

C. Token Ring

D. PPP
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E. FDDI
F. Frame Relay

Answer: ADF

71. What can be determined from the router output shown in the graphic?

200.1.1.64 /26

: 200.1.1.128 /30
S0

200.1.1.192 /26 g

. i ’ﬁ*
Gateway of last resort iz 0.0.0.0 to network.D.0.0.0

%

200.1.1.0/24 1= variably mq:::ttge“h, 5 subnets) 5 fdsks
200.1, L. 192/26 18 Wirderly connected, ka&nbhczn
200.1.1. 828 /301 faf efrly cunnec;&dfaﬂnrlaln
EIZHJ.k.t.64£23.5"{§_ﬂ3219545&] vig _zr.'il_ZI.l'.l.lSI:I, D0:02:15, Serialld
Z00.1.1.0/24 4% a sumnarygy 00600:41, Hulll
£00.1.1.0/26 is dirgaRiecgmnected, EthernetD

200.1.2.0/30 i= subgeetesdy 1 subnets
C 200.1.2.4 1z feesarly connected, Seriall
5 0.0.0.0/0 1= éﬁtebtly connected, Jeriall

&

o I e o Y o |

A. 200.1.1.64 is a default route.

B. The output shows that there are three default routes.

C. The output came from router R2.

D. The output came from a router that has four physical interfaces.
E. EIGRP is in use in this network.

Answer: E

72. Which additional configuration step is necessary in order to connect to an access point that has SSID
broadcasting disabled?

A. Set the SSID value in the client software to public.

B. Configure open authentication on the AP and the client.

C. Set the SSID value on the client to the SSID configured on the AP.

D. Configure MAC address filtering to permit the client to connect to the AP.
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Answer: C

73. Why will a switch never learn a broadcast address?

A. Broadcasts only use network layer addressing.

B. A broadcast frame is never forwarded by a switch.

C. A broadcast address will never be the source address of a frame.

D. Broadcast addresses use an incorrect format for the switching table.
E. Broadcast frames are never sent to switches.

Answer: C

74. Refer to the graphic. Host A has established a connection with the HTTP server attached to interface EO of the
xyz router. Which of the following statements describe the information contained in protocol data units sent from

host A to this server? (Choose three.)

« HTTP
server

A. The destination port number in a segment header will have a value of 80.

B. The destination port number in a segment header will have a unique value greater than or equal to 1023.
C. The destination address of a frame will be the MAC address of the HTTP server interface.

D. The destination address of a frame will be the MAC address of the EO interface of the abc router.

E. The destination IP address of a packet will be the IP address of the EO interface of the abc router.

F. The destination IP address of a packet will be the IP address of the network interface of the HTTP server.

Answer: ADF

75. What are two reasons a network administrator would use CDP? (Choose two.)
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A. to verify the type of cable interconnecting two devices

B. to determine the status of network services on a remote device

C. to obtain VLAN information from directly connected switches

D. to verify Layer 2 connectivity between two devices when Layer 3 fails

E. to obtain the IP address of a connected device in order to telnet to the device

F. to determine the status of the routing protocols between directly connected routers

Answer: DE

76. What is the purpose of the command shown below?

vtp password FlOrlda

A. It is used to validate the sources of VTP advertisements sent between switches.

B. It is used to access the VTP server to make changes to the VTP configuration.

C. It allows two VTP servers to exist in the same domain, each configured with different passwords.

D. It is the password required when promoting a switch from VTP client mode to VTP server mode.

E. It is used to prevent a switch newly added to the network from sending incorrect VLAN information to the
other switches in the domain.

Answer: A

77. R1 forwards a packet from Host 1 to remote Server 1. Which statement describes the use of a MAC as the

frame carrying this packet leaves the s0/0/0 interface of R1?

200.165,900.250 24
S0am i
|
| FaDl
192 168.1.250 24
e |
1
{
Weh Sener 2 Host 1
192.168.1.10 24 S 197168, 1,900 24Y
|
3

A. The frame does not have MAC addresses.

B. The source MAC address in the frame is the MAC address of the NIC of Host 1.
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C. The source MAC address in the frame is the MAC address of the s0/0/0 interface of R1.
D. The destination MAC address in the frame is the MAC address of the NIC of server 1.
E. The destination MAC address in the frame is the MAC address of the s0/0/0 interface of R2

Answer: A

78. A network administrator needs to force a high-performance switch that is located in the MDF to become the
root bridge for a redundant path switched network. What can be done to ensure that this switch assumes the role as
root bridge?

A. Establish a direct link from the switch to all other switches in the network.

B. Assign the switch a higher MAC address than the other switches in the network have.

C. Configure the switch so that it has a lower priority than other switches in the network.

D. Configure the switch for full-duplex operation and configure the other switches for half-duplex operation.

E. Connect the switch directly to the MDF router, which will force the switch to assume the role of root bridge.

Answer: C

79. Refer to the exhibit. Given the output of the Floor3 switch, what statement describes the operation of this

switch?

Floor3# showstp status
VTP Yersion i
Canfiguration Revision i
Maxirmum YLARSelpported locally © 250

. Murnberaf Bae it YL ANS - 8
el O (Wit ingy Mo e " Client

e WF'Ijnmain Mame i

WTF Fruning Mode : Disahled
WTF %2 Mode  Disahled
WTF Traps Generation - Disabled

A. VTP is disabled on this switch.

B. The switch can create, change, and delete VLANS.

C. The switch learns VLAN information but does not save it to NVRAM.

D. The switch can create VLANS locally but will not forward this information to other switches.
E. The switch learns VLAN information and updates the local VLAN data base in NVRAM.

Answer: C

80. What is the effect of the following access list condition?
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access-list 101 permit ip 10.25.30.0 0.0.0.255 any

A. permit all packets matching the first three octets of the source address to all destinations

B. permit all packets matching the last octet of the destination address and accept all source addresses
C. permit all packets from the third subnet of the network address to all destinations

D. permit all packets matching the host bits in the source address to all destinations

E. permit all packets to destinations matching the first three octets in the destination address

Answer: A

81. Refer to the exhibit. Hosts on the same VLAN can communicate with each other but are unable to

communicate with hosts on different VLANSs. What is needed to allow communication between VLANSs?

\ \
‘\.\\‘I.-’LM-J 20 3/’; ‘\M VLAN 10 P
= ;

e M __.--"'

A. a switch with a trunk link that is configured between the switches

B. a router with an IP address on the physical interface that is connected to the switch

C. a switch with an access link that is configured between the switches

D. a router with subinterfaces configured on the physical interface that is connected to the switch

Answer: D

82. Why would a network administrator configure port security on a switch?

A. to prevent unauthorized Telnet access to a switch port

B. to limit the number of Layer 2 broadcasts on a particular switch port

C. to prevent unauthorized hosts from accessing the LAN

D. to protect the IP and MAC address of the switch and associated ports

E. to block unauthorized access to the switch management interfaces over common TCP ports

Answer: C

83. The show interfaces serial 0/0 command resulted in the output shown in the graphic. What are possible causes
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for this interface status? (Choose three.)

Router# show mterfaces serial 0/0 A
serial0/0 is upg(me prrutm:ul is dowm

Hardwareis HD64570
Inte‘tﬂajiddress is L 2&;3 100.1/24
MTV 1500 bytesgBW 1544 Khit; DLY 20000 usec,

rehahljnyJ‘SSﬂﬁ txload 1/255, rxload 1/255
Encapsulation HDL C, loophack not set
Keepalive set (10 sec)

A. The interface is shut down.

B. No keepalive messages are received.

C. The clockrate is not set.

D. No loopback address is set.

E. No cable is attached to the interface.

F. There is a mismatch in the encapsulation type.

Answer: BCF

84. Host 1 sends an ICMP echo request to remote severl. Which destination address does Host 1 place in the

Layer2 header of the frame containing the ping packet?

o o P = §

209.165.100.250 24

Shoa
| 200165100200 24

I FalQl
102.168.1.250 24

Wb Sener 2 Host 1

192.168.1,10 24 ” 1921681 ju 71\

A. The IP address of sever 1.

B. The MAC address of NIC in sever 1.

C. The IP address of F0/0 interface of router R1.

D. The MAC address of the Fa0/0 interface of router R1.

E. The IP address of the s0/0/0 interface of router R2



TestInside 640-802

F. The MAC address of the s0/0/0 interface of router R2

Answer: D

85. A network administrator is troubleshooting the OSPF configuration of routers R1 and R2. The routers cannot
establish an adjacency relationship on their common Ethernet link. The graphic shows the output of the show ip
ospf interface e0 command for routers R1 and R2. Based on the information in the graphic, what is the cause of

this problem?

R1: Ethernetl is up, line protocol is up
Internet address 19216681 224, Area 0
Frocess ID 1, Router 1D 192.168.31.33, Metwaork Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State DR, Priority 1 4
Designated Raouter (D) 192.168.31.33, Intedacetaddress 182-165.1.2
Mo backup designated router on this natiwork e,
Timer intervals configured, Hil_':'ﬁ' Eead 20, W ait 200 Retrawsmit 5

R2: Ethernetd is up, ling prntaﬁl KJE & *“

Internet address 192 1681724 Area O

Process ID 2, Router 1D 192.168.31811, Metwoark Type BROADCAST, Cost: 10
Transmit Delay is 1 =sec, State DR, Priarity 1

Designated Router (1D} 1820168.31.11, Interface address 192.168.1 .1

Mo backup designatedradtéron this netwark

Timer intervals configuted, Hello 10, Dead 40, Wait 40, Retransmit 5

A. The OSPF area is not configured properly.

B. The priority on R1 should be set higher.

C. The cost on R1 should be set higher.

D. The hello and dead timers are not configured properly.

E. A backup designated router needs to be added to the network.
F. The OSPF process 1D numbers must match.

Answer: D

86. On which types of network will OSPF elect a backup designated router?
A. point-to-point and multiaccess

B. point-to-multipoint and multiaccess

C. point-to-point and point-to-multipoint

D. nonbroadcast and broadcast multipoint

E. nonbroadcast and broadcast multiaccess

Answer: E
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87. This graphic shows the results of an attempt to open a Telnet connection to router ACCESS1 from router

Remote27. Which of the following command sequences will correct this problem?

Remote27#
Remote27#telnet access1 |
Trying ACCESS1 (10.0.0.1):5.0Open

xRS -8
Password requi?*’eﬁ,'but none® ot
[Connection to acgesst closed by foreign hos{]
Remote27#

A. ACCESS1(config)# line console 0
ACCESS1(config-line)# password cisco
B. Remote27(config)# line console 0
Remote27(config-line)# login
Remote27(config-line)# password cisco
C. ACCESS1(config)# line vty 0 4
ACCESS1(config-line)# login
ACCESS1(config-line)# password cisco
D. Remote27(config)# line vty 0 4
Remote27(config-line)# login
Remote27(config-line)# password cisco
E. ACCESS1(config)# enable password cisco
F. Remote27(config)# enable password cisco

Answer: C

88. Refer to the exhibit. Subnet 10.1.3.0/24 is unknown to router RTB. Which router command will prevent router

RTB from dropping a packet destined for the 10.1.3.0/24 network if a default route is configured?
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A. ip classless

B. ip default-network

C. network 10.1.1.0

D. network 10.1.1.0 0.0.0.255 area 0

Answer: A

89. Host 1 sends a request for a file to remote severl. Which destination address does Host 1 place f the packet

containing the request?

] = ]
102, 168.1.250 24
Wab Sener 2
192.168.1.10 24 [ 192.168.
:': B

A. The Mac address of the NIC in Severl

B. The IP address of Server 1.

C. The MAC address of the s0/0/0 interface of router R2
D. The IP address of the sO/0/0 interface of router R1

E. The IP address of the Fa0/0 interface of router R1

Answer: B

90. Which statement accurately describes a benefit provided by VTP?
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A. VTP allows routing between VLANS.

B. VTP allows a single port to carry information to more than one VLAN.
C. VTP allows physically redundant links while preventing switching loops.
D. VTP allows switches to share VLAN configuration information.

Answer: D

91. Refer to the exhibit. What kind of cable should be used to make each connection that is identified by the

numbers shown?

: k _-i_J =
». Frame Halayr)}* _________ N
f oS A
B , :
P Y +
s L sl
a 7. ! o3
\\ - _' ¥ = & .
1T G : *.._,
End-user HiE' & d
Workstations T Network Administrator
connected to console port

A. 1 - Ethernet crossover cable
2 - Ethernet straight-through cable
3 - fiber optic cable
4 - rollover cable

B. 1 - Ethernet straight-through cable
2 - Ethernet straight-through cable
3 - serial cable
4 - rollover cable

C. 1 - Ethernet rollover cable
2 - Ethernet crossover cable
3 - serial cable
4 - null modem cable

D. 1 - Ethernet straight-through cable
2 - Ethernet crossover cable
3 - serial cable

4 - rollover cable
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E. 1 - Ethernet straight-through cable
2 - Ethernet crossover cable
3 - serial cable
4 - Ethernet straight-through cable

Answer: B

92. Refer to the exhibit. A network administrator attempts to ping Host2 from Hostl and receives the results that

are shown. What is a possible problem?

10.1.0.10/30

soM L
500 - FANL

10.1.0.9/30

1 10.1.2.924

C:\>ping 10.1.2.9

Host1
10.1.1.16/24

Pingﬁ 10.1,2.9 with. 32 bytes *da{‘ T L V5
L}
X
Reply from 10.1.1.1: D&sﬁn’aﬁnﬁhust unreachable. ol
Reply from 10.1.1.1: Destination host unreachable.
Reply from 10.1.1.1: Destination host unreathable.
Reply from 10.1.1.1: Destination host unreachable.

Ping statistics for 10.1.2.9.:
Packets: Semt = 4, R.eé‘em:ﬂ =4, Lost =0 (0% loss),

A. The link between Host1 and Switchl is down.
B. TCP/IP is not functioning on Host1

C. The link between Routerl and Router2 is down.
D. The default gateway on Host1 is incorrect.

E. Interface Fa0/0 on Routerl is shutdown.

F. The link between Switchl and Routerl is down.

Answer: C

93. What does the "Inside Global™ address represent in the configuration of NAT?
A. the summarized address for all of the internal subnetted addresses

B. the MAC address of the router used by inside hosts to connect to the Internet
C. aglobally unique, private IP address assigned to a host on the inside network
D. a registered address that represents an inside host to an outside network

Answer: D
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94. During startup, the router displays the following error message:

boot: cannot open "flash:"

What will the router do next?

A. Because of damaged flash memory, the router will fail the POST.

B. It will attempt to locate the 10S from a TFTP server. If this fails, it will initiate the setup dialog.

C. It will attempt to locate the 10S from a TFTP server. If this fails, it will load a limited 10S from ROM.

D. It will attempt to locate the configuration file from a TFTP server. If this fails, it will initiate the setup dialog.
E. It will attempt to locate the configuration file from a TFTP server. If this fails, it will load a limited
configuration from ROM.

Answer: C

95. Refer to the exhibit. SO/0 on R1 is configured as a multipoint interface to communicate with R2 and R3 in this
hub-and-spoke Frame Relay topology. While testing this configuration, a technician notes that pings are
successful from hosts on the 172.16.1.0/24 network to hosts on both the 172.16.2.0/25 and 172.16.2.128/25
networks. However, pings between hosts on the 172.16.2.0/25 and 172.16.2.128/25 networks are not successful.

What could explain this connectivity problem?

~
172.16.3.1129
= 50f0

£a0/0 | é L)

172.16.1.0124

A. The ip subnet-zero command has been issued on the R1 router.

B. The RIP v2 dynamic routing protocol cannot be used across a Frame Relay network.

C. Split horizon is preventing R2 from learning about the R3 networks and R3 from learning about the R2
networks.

D. The 172.16.2.0/25 and 172.16.2.128/25 networks are overlapping networks that can be seen by R1, but not
between R2 and R3.

E. The 172.16.3.0/29 network used on the Frame Relay links is creating a discontiguous network between the R2

and R3 router subnetworks.
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Answer: C

96. Refer to the exhibit. Hosts in network 192.168.2.0 are unable to reach hosts in network 192.168.3.0. Based on

the output from RouterA, what are two possible reasons for the failure? (Choose two.)

192.168.1. 430

192.168.2. 0724 A= 182168302
S AN ST
Router®# show ip interface brief 7 T
Interface IP-Address < OK? Method Status Protocol
FastEthernet0/0 192.168.2.1 YES .manual up up
Serial0/0 192.168.1.5 _YES _manual up down
Serial0/1 unassigned | ¥ES” manual administratively down down

A. The cable that is connected to S0/0 on RouterA is faulty.

B. Interface S0/0 on RouterB is administratively down.

C. Interface S0/0 on RouterA is configured with an incorrect subnet mask.

D. The IP address that is configured on S0/0 of RouterB is not in the correct subnet.

E. Interface SO/0 on RouterA is not receiving a clock signal from the CSU/DSU.

F. The encapsulation that is configured on S0/0 of RouterB does not match the encapsulation that is configured on
S0/0 of RouterA.

Answer: EF

97. When upgrading the 10S image, the network administrator receives the exhibited error message. What could

be the cause of this error?

Router1 #Copy titp flash

Address.oFnameé of remote horst[]"? 192.168.1.5
Source fileflame[ ]2 g2680¢j5-1-121-3.bin
Destination filendfiie 2600-s-1:121-3.bin
Accessing thp:11192.168.1.5 ic2600-js-1-121-3.bin...

oErrorgpening tftp: 168.1. imed ou
%E 0 ing thtp:1192.168.1.5 JCCC (Timed out)

A. The new I0S image is too large for the router flash memory.

B. The TFTP server is unreachable from the router.



TestInside 640-802

C. The new IOS image is not correct for this router platform.
D. The 10S image on the TFTP server is corrupt.
E. There is not enough disk space on the TFTP server for the 10S image.

Answer: B

98. You and a co-worker have established wireless communication directly between your wireless laptops. What
type of wireless topology has been created?

A. BSS

B. ESS

C. IBSS

D. SSID

Answer: C

99. The Frame Relay network in the diagram is not functioning properly. What is the cause of the problem?

T R

o

. TImEReay 172.31.31.62 /25
e 53

172.31.31.14 /25

Gallantishow frame -relay map
Serial3 (up): ip 172.31.3 12126 dici205 {DRCRDQDDDJ static, broadcast,
CISCO, status defined, active, . L] .-

Steele#show frame-relay map ! '-':3 4

Serial3 (up): ip 172.31.31.126 dici 605 (0x25D, Elxﬂdl)l}] static, broadcast,
CISCO, status‘def' ned, active L "*

Attalla#show frame- ré’layr map

Serial3 (up): ip 172.31.31.62 dl-:r'.i[lﬂ{ﬂﬂFD 0x7 CD0), static, broadcast,
CISCO, status delefed ™

Serial3 (up): ip 1?2 31314 dici 502{0x1F6,0x7 C60), static, broadcast,
CISCO, ng'lél& defined, active

A. The Gallant router has the wrong LMI type configured.

B. Inverse ARP is providing the wrong PVC information to the Gallant router.

C. The S3 interface of the Steele router has been configured with the frame-relay encapsulation ietf command.
D. The frame-relay map statement in the Attalla router for the PVC to Steele is not correct.

E. The IP address on the serial interface of the Attalla router is configured incorrectly.
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Answer: D

100. Which of the following statements describe the network shown in the graphic? (Choose two.)

[ 1 1 ] '||||||§E
= T

B xTes Production

A. There are two broadcast domains in the network.
B. There are four broadcast domains in the network.
C. There are six broadcast domains in the network.
D. There are four collision domains in the network.
E. There are five collision domains in the network.
F. There are seven collision domains in the network.

Answer: AF

101. Which of the following are true regarding the command output shown in the display? (Choose two.)

RirA#debugip rip

EIP protocaol debuggingis on

Rira#

1d05h: RIF: sending w1 update to 255 255 355 255 viaFastEthernet0/0 (172 16.1.17%
1d05h: BIF: build update entries

1d05h networls 10.0.0.0 metric 1 ~ 3

1d05h: network 19286810 metricd ¢ 4 '! g

1d05h: RIF: sending w1 updat B TS Al 0051y
1405k RIP: build update St e 2 *-\v@w

1405t networle 172, 16.0. (fdetric 1

Rira# #

1d05h: BIF: received w1 updats fmrgollil.lil. 152 on Berialld0

1dosh: © 192.168.1.0in 1 haps

1d0sh: 192168 165 0F R 14 hops (inaccezsble)

A. There are at least two routers participating in the RIP process.

B. A ping to 192.168.168.2 will be successful.
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C. Aping to 10.0.15.2 will be successful.
D. RtrA has three interfaces participating in the RIP process.

Answer: AC

102. What three pieces of information can be used in an extended access list to filter traffic? (Choose three.)
A. protocol

B. VLAN number

C. TCP or UDP port numbers

D. source switch port number

E. source IP address and destination IP address

F. source MAC address and destination MAC address

Answer: ACE

103. Refer to the exhibit. Which two statements are true about interVVLAN routing in the topology that is shown in

the exhibit? (Choose two.)

B

192.168.4.1/24 ¢ sabit] 192.168.1.2 124

VLAN 3 VLAN Z VLAN 3

A. Host E and host F use the same IP gateway address.

B. Routerl and Switch2 should be connected via a crossover cable.

C. Routerl will not play a role in communications between host A and host D.

D. The FastEthernet 0/0 interface on Routerl must be configured with subinterfaces.

E. Routerl needs more LAN interfaces to accommodate the VLANS that are shown in the exhibit.

F. The FastEthernet 0/0 interface on Routerl and Switch2 trunk ports must be configured using the same

encapsulation type.
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Answer: DF

104. What is the effect of using the service password-encryption command?

A. Only the enable password will be encrypted.

B. Only the enable secret password will be encrypted.

C. Only passwords configured after the command has been entered will be encrypted.

D. It will encrypt the secret password and remove the enable secret password from the configuration.
E. It will encrypt all current and future passwords.

Answer: E

105. Refer to the exhibit. For what two reasons has the router loaded its 10S image from the location that is shown?

(Choose two.)

RBouterl> show wversion

Cizco Internstwork Operating System 2o ftware

I05% {tm) 7z00 Software (CYZ00-J-1), Experimental Wersion 11.3(13370315:164752)
[hampton-nitro-baseline £49]

Copyright (o) 19236-19397 by cisco Systems, Inc.

Compiled Wed O8-0ct-37 06:3% by hampton

Twmage text-base: Ox&0008900, data-bhase: Ox&0BS2000

BOM: Svstem Bnntsl:rap Wersion 11.1(118E5EE8) [heta 2] IMTEETM S0OFTWARE
BOOTFLASH: 7200 Snftnﬁfe ({CRZ00-BAOT=M}., Uerslnn“],,{ii 23 PELEASE EQFTWARE | fcl)

' A"

Bouterl wptime is 23 hnurs, o2 minuates
Svstem restarted by ahort at PC Oxe0z2232Z0%at A0:E50: 55 PDT T#e Occ Z1 1937
System image file is "tftp:/F17Z 16 X 18/ hampton/nitrodlele0i--nz"

cisco YEZO0e (MPE1EOD) processor with ST344E/2197Hebytesdof memorsy.

“output omitted=

Configuracion register is OxELOE

A. Routerl has specific boot system commands that instruct it to load 10S from a TFTP server.
B. Routerl is acting as a TFTP server for other routers.

C. Routerl cannot locate a valid 10S image in flash memory.

D. Routerl defaulted to ROMMON mode and loaded the 10S image from a TFTP server.

E. Cisco routers will first attempt to load an image from TFTP for management purposes.

Answer: AC

106. At which OSI layer is a logical path created between two host systems?

A. session
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B. transport
C. network
D. data link
E. physical

Answer: C

107. What functions do routers perform in a network? (Choose two.)
A. packet switching

B. access layer security

C. path selection

D. VLAN membership assignment

E. bridging between LAN segments

F. microsegmentation of broadcast domains

Answer: AC

108. Refer to the exhibit. The show vtp status command is executed at a switch that is generating the exhibited

output. Which statement is true for this switch?

Switch# show vip =status

VTP Verzion 2 88
Confiquration Revlsmn 3 z a
Maimum VLAN= suppurt&d ll:ll:ElllY : £
Munher of ewiSting w1 aN= 17

Y¥TE Oper hggMode *‘ Tranzparent
VTP Doma M i o ICND

VTP Prunifig Mode Dizabled
VTP W2 Mode b 3 Disabled
VTP Traps Gen®tration - Dizahled
<outputsanitteds

A. The switch forwards its VLAN database to other switches in the ICND VTP domain.

B. The configuration revision number increments each time the VLAN database is updated.
C. The switch forwards VTP updates that are sent by other switches in the ICND domain.
D. The VLAN database is updated when VTP information is received from other switches.

Answer: C

109. A Cisco router is booting and has just completed the POST process. It is now ready to find and load an 10S
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image. What function does the router perform next?

A. It checks the configuration register.

B. It attempts to boot from a TFTP server.

C. It loads the first image file in flash memory.

D. It inspects the configuration file in NVRAM for boot instructions.

Answer: A

110. Refer to the exhibit. The output that is shown is generated at a switch. Which three of these statements are

true? (Choose three.)

gwitch# show spanning-tree wlan 30

VLAMOOIO

Spanning tree ensbled protocol Estp

Root ID Pricrity 24606

hddress 0040, 047k, 2500

This bridge is the root

Hello Tiwe £ sec Max Age 20 sec EorwardeDelay 15 sec
Bridge ID Primedity Z4f06 jprdceiey 24876 sys-id-ext 30)
hAddress 0040, 08V S0 L g wﬁh -

Hello Time 2 Sec Maw Dge.E00 Soe “Forward ﬁgﬁaﬁ a =T
Aging Time 300 » Pl 3
Interface Fole Stsl ost Prioc.Mbr Type

Fal/1l Desg FWD 2 2l e, 1 pZp
Faliz Deag FWD 4 16,3 pep
Fa5/i1 Desg FUD 3 12825 F pep

A. All ports will be in a state of discarding, learning, or forwarding.

B. Thirty VLANS have been configured on this switch.

C. The bridge priority is lower than the default value for spanning tree.
D. All interfaces that are shown are on shared media.

E. All designated ports are in a forwarding state.

F. This switch must be the root bridge for all VLANS on this switch.

Answer: ACE

111. What is the function of the command switchport trunk native vlan 999 on a Cisco Catalyst switch?
A. It creates a VLAN 999 interface.
B. It designates VL AN 999 for untagged traffic.

C. It blocks VLAN 999 traffic from passing on the trunk.
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D. It designates VLAN 999 as the default for all unknown tagged traffic.

Answer: B

112. Refer to the exhibit. After a RIP route is marked invalid on Router_1, how much time will elapse before that

route is removed from the routing table?

Fouter 1# show ip protocols

Bouting Protocol iz "rip™
dending updates every 30gsecohds, next due igh & 2econds
Invalid after 180 seconfs, hodd dnwn 158 £ Iluzlied after 240
Outgoing update filter 11 BT tﬂkfaces i S S et
Inconing update Tilter 1ist fDIJﬁ ®erfaces i3 mot et
Soutput omitteds-

Fouter 1#

A. 30 seconds
B. 60 seconds
C. 90 seconds
D. 180 seconds
E. 240 seconds

Answer: B

113. When a new trunk is configured on a 2950 switch, which VLANSs by default are allowed over the trunk link?
A.no VLANSs

B. all VLANSs

C.only VLANs 1 - 64

D. only the VLANS that are specified when creating the trunk

Answer: B

114. Which three statements describe the differences between RIP version 1 and RIP version 2? (Choose three.)
A. RIP version 1 broadcasts updates whereas RIP version 2 uses multicasts.

B. RIP version 1 multicasts updates while RIP version 2 uses broadcasts.

C. Both RIP version 1 and RIP version 2 are classless routing protocols.

D. RIP Version 2 is a classless routing protocol whereas RIP version 1 is a classful routing protocol.

E. Both RIP version 1 and version 2 support authentication.



TestInside 640-802

F. RIP version 2 sends the subnet mask in updates and RIP version 1 does not.

Answer: ADF

115. An access list was written with the four statements shown in the graphic. Which single access list statement

will combine all four of these statements into a single statement that will have exactly the same effect?

accessglef=@ TU permit 172.20.16.0_0.:0.0.
accaessRIPst. 10 pafmit 12228, 17 080 0.0, 255
agtas S TIse 1 0vpermit 17226, 15,0 D0@0
access—11sT 10%permit 17229 16,070,000

A. access-list 10 permit 172.29.16.0 0.0.0.255
B. access-list 10 permit 172.29.16.0 0.0.1.255
C. access-list 10 permit 172.29.16.0 0.0.3.255
D. access-list 10 permit 172.29.16.0 0.0.15.255
E. access-list 10 permit 172.29.0.0 0.0.255.255

Answer: C

116. Refer to the exhibit. All of the routers in the network are configured with the ip subnet-zero command. Which

network addresses should be used for Link A and Network A? (Choose two.)

Metwork A
120 Hosts

172.16.332127 172.16.3.64/27 172.16.3.96/27

A. Network A - 172.16.3.48/26
B. Network A - 172.16.3.128/25
C. Network A - 172.16.3.192/26
D. Link A-172.16.3.0/30

E. Link A-172.16.3.40/30
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F. Link A-172.16.3.112/30

Answer: BD

117. At which layers of the OSI model do WANS operate? (Choose two.)
A. application layer

B. session layer

C. transport layer

D. network layer

E. datalink layer

F. physical layer

Answer: EF

118. Refer to the exhibit. A network associate has configured the internetwork that is shown in the exhibit, but has
failed to configure routing properly. Which configuration will allow the hosts on the Branch LAN to access

resources on the HQ LAN with the least impact on router processing and WAN bandwidth?

192.168.2.5/30 $192.168.2.6130
S0/

LS00
3 -

192.168.1.1/24 172.16.25.2/24

A. HQ(config)# ip route 192.168.1.0 255.255.255.0 192.168.2.5
Branch(config)# ip route 172.16.25.0 255.255.255.0 192.168.2.6
B. HQ(config)# router rip
HQ(config-router)# network 192.168.2.0
HQ(config-router)# network 172.16.0.0
Branch(config)# router rip
Branch (config-router)# network 192.168.1.0
Branch (config-router)# network 192.168.2.0
C. HQ(config)# router eigrp 56
HQ(config-router)# network 192.168.2.4

HQ(config-router)# network 172.16.25.0
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Branch(config)# router eigrp 56
Branch (config-router)# network 192.168.1.0
Branch (config-router)# network 192.168.2.4

D. HQ(config)# router ospf 1
HQ(config-router)# network 192.168.2.4 0.0.0.3 area 0
HQ(config-router)# network 172.16.25.0 0.0.0.255 area 0
Branch(config)# router ospf 1
Branch (config-router)# network 192.168.1.0 0.0.0.255 area 0
Branch (config-router)# network 192.168.2.4 0.0.0.3 area 0

Answer: A

119. Refer to the exhibit. What is the purpose of the configuration that is shown?

Internal ;
Router 128.107.1.1

172.16.1.254 fa0/1 e External
172.16.2.254 1 Router

hostname InternalRouter
172.16.1.0/24 !
interface FastEthernetd/0

ip address 172.16.1.254 255,255, 255.0
ip nat inside

]

o

ress 1 255.255.255.0
ip nat inside (o K
1
interface Serial0il, o
ip addresg 128407.1.1 255.255.256.252C."

ip nat-outside
: ;

ip nat inside source ligty interface Serial0/0 overload
1 o -

ip route 0,000.000:0.0.0 Serialo/

. L'*
acéegha-liét 1 permit 172.16.1.0 0.0.0.255
Fagcess-list 1 permit 172.16.2.0 0.0.0.255

A. to translate addresses of hosts on the fa0/0 and fa0/1 networks to a single public IP address for Internet access
B. to translate the internal address of each host on fa0/0 and fa0/1 to a unique external IP address for Internet
acces

C. to provide security on fa0/0 and fa0/1 through the application of an access list

D. to allow IP hosts on the Internet to initiate TCP/IP connections to hosts on fa0/0 and fa0/1
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Answer: A

120. A network administrator wants to ensure that only the server can connect to port Fa0/1 on a Catalyst switch.
The server is plugged into the switch Fa0/1 port and the network administrator is about to bring the server online.
What can the administrator do to ensure that only the MAC address of the server is allowed by switch port Fa0/1?
(Choose two.)

A. Configure port Fa0/1 to accept connections only from the static IP address of the server.

B. Employ a proprietary connector type on Fa0/1 that is incompatible with other host connectors.

C. Configure the MAC address of the server as a static entry associated with port Fa0/1.

D. Bind the IP address of the server to its MAC address on the switch to prevent other hosts from spoofing the
server IP address.

E. Configure port security on Fa0/1 to reject traffic with a source MAC address other than that of the server.

F. Configure an access list on the switch to deny server traffic from entering any port other than Fa0/1.

Answer: CE

121. The OSPF Hello protocol performs which of the following tasks? (Choose two.)

A. It provides dynamic neighbor discovery.

B. It detects unreachable neighbors in 90 second intervals.

C. It maintains neighbor relationships.

D. It negotiates correctness parameters between neighboring interfaces.

E. It uses timers to elect the router with the fastest links as the designated router.

F. It broadcasts hello packets throughout the internetwork to discover all routers that are running OSPF.

Answer: AC

122. Which two passwords must be supplied in order to connect by Telnet to a properly secured Cisco switch and
make changes to the device configuration? (Choose two.)

A. console password

B. vty password

C. aux password

D. tty password

E. enable secret password
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F. username password

Answer: BE

123. Refer to the exhibit. What IP address should be assigned to Workstation A?

N o e

ﬁﬁnrkmﬁﬁn A 192.168.1.158/28
\

4

A. 192.168.1.143/28
B. 192.168.1.144/28
C.192.168.1.145/28
D. 192.168.1.159/28
E. 192.168.1.160/28

Answer: C

124. Refer to the exhibit. Which address and mask combination represents a summary of the routes learned by

EIGRP?

Gateway of last resort is not set AN
192.168.25.0/30 is subnetied, d subnets 7Y

D 192.168.25,20 [90/2681856] via 192.16§715.5, 00:00:10, Serial0/1

D 192.168.25.16 [90{1§23638] via 1924 66.15.5,00:00:50, Serial0/1

D 192.168.25:24 [9013837 233} wvae 1'9{163‘15.5, 00:05:23, Serial0oH

D  192.168.25.28 [90/8127323] via 192.168.15.5, 00:06:45, Serialof

C 192.168.15.4/30 is directly connected, Serial0/1

C 192.168.2.0/24 is :i;'!:gctly connected, FastEthernet0/0

A.192.168.25.0 255.255.255.240
B. 192.168.25.0 255.255.255.252
C. 192.168.25.16 255.255.255.240
D. 192.168.25.16 255.255.255.252
E. 192.168.25.28 255.255.255.240
F. 192.168.25.28 255.255.255.252

Answer: C
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125. An inbound access list has been configured on a serial interface to deny packet entry for TCP and UDP ports

21, 23 and 25. What types of packets will be permitted by this ACL? (Choose three.)
A.FTP

B. Telnet

C. SMTP

D. DNS

E.HTTP

F. POP3

Answer: DEF

126. Users on the 172.17.22.0 network cannot reach the server located on the 172.31.5.0 network. The network

administrator connected to router Coffee via the console port, issued the show ip route command, and was able to

ping the server. Based on the output of the show ip route command and the topology shown in the graphic, what is

the cause of the failure?

_——

Coffeefshow ip mute
Caodes: T - connected, 5 - staticgdl - l.JF-'.F R.- BIP, I - maobile, B - BGF
D~ EIGRF, EX - EIBRE &dewal, O - OGPF, I.A OS5PF mder aven
Coffee Tea W1 - OSPF N334 sflamal type 1, H2 - CSPRRGSA & sternal type 2

w E tl- Jwtﬂunemul (¥ |, E2 - OSPEeflermalitypd 2, 2 - EGF
} | A 515 level ], L2 . [5.12 12 - 1515 misrama

1,12 5 Ime)-2%a

I 172.18.22.0 | Hefanll, U - per-usesrStatic ate, o - ODR
| d-um.lm.u:%ed Slakic Tote
172.17.22.0 172.31.5.0 | Cteway of last resend is 158 19 22 210 network 0.0.0.0

C 172" T80 isWrectly connecled, FastEiherne 100
C I T 15200 0 is directly connected, SerialD10G
SRR [117] via 172.1922.2

A. The network has not fully converged.

B. IP routing is not enabled.

C. Astatic route is configured incorrectly.

D. The FastEthernet interface on Coffee is disabled.

E. The neighbor relationship table is not correctly updated.
F. The routing table on Coffee has not updated .

Answer: C

127. Why does the data communication industry use the layered OSI reference model? (Choose two.)

A. It divides the network communication process into smaller and simpler components, thus aiding component
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development, design, and troubleshooting.

B. It enables equipment from different vendors to use the same electronic components, thus saving research and

development funds.

C. It supports the evolution of multiple competing standards, and thus provides business opportunities for

equipment manufacturers.
D. It encourages industry standardization by defining what functions occur at each layer of the model.
E. It provides a means by which changes in functionality in one layer require changes in other layers.

Answer: AD

128. Refer to the exhibit. RIPv2 is in use on the network with no standard policy in place for summarization. A

packet arrives at CentralRouter with a destination IP address of 208.149.23.91. Given the output that is shown,

how will CentralRouter process that packet?

EdgeRouter
% Hransi! 128.107.23.32027
Ui 190.171.23.1224 =0

128.107.23.642T

126.107.23.9627

128.107.23.128727

CentralRouter
192.168.33.2130 S . E0 0

CentralFouter# show ip route
<output omitted:>

128.107.23 .96 27. [120/1] wisgA008T M .23 .10, 00:E0%21, EchernetO40D

B
21 128.107.23.0/24 [120/1] via 490.171.23.12, 80300:06, Ethernet0/0
R 1285107, 23 .128/27 [120/1] wvi# 190.171 428. 18¥ 00:00:22, Ethernetl/0
3 0.0.0.040 . [1/0] wia 192.168.33.1

y &
CentralFouter# o

A. It will forward the packet to 190.171.23.10.
B. It will forward the packet to 190.171.23.12.
C. It will forward the packet to 192.168.33.1.
D. It will hold the packet for 22 seconds.

E. It will hold the packet for 21 seconds.

F. It will discard the packet because there is no matching route.
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Answer: B

129. The network security policy requires that only one host be permitted to attach dynamically to each switch
interface. If that policy is violated, the interface should shut down. Which two commands must the network
administrator configure on the 2950 Catalyst switch to meet this policy? (Choose two.)

A. Switchl(config-if)# switchport port-security maximum 1

B. Switch1(config)# mac-address-table secure

C. Switchl1(config)# access-list 10 permit ip host

D. Switchl(config-if)# switchport port-security violation shutdown

E. Switchl(config-if)# ip access-group 10

Answer: AD

130. Refer to the exhibit. A network associate has configured OSPF with the command:

City(config-router)# network 192.168.12.64 0.0.0.63 area 0

After completing the configuration, the associate discovers that not all the interfaces are participating in OSPF.
Which three of the interfaces shown in the exhibit will participate in OSPF according to this configuration

statement? (Choose three.)

City#show ip interface brief

Interface IP-Addrass OK? Method Status Protocol
FastEthernet0/0  192.168.12.48 - YES manual’._0p up
FastEthernet0/1___192.168.1265 YES manual \ up up
Serial0/0 19162121 ¢ YES c'rll up up
Serial0of unasstgned YES . "nhseat up up
Serial0/1.102 192.168.12.4256 WES manual up up
Serial0/1.103 192.168:42:429" YES manual up up
Serial0i1.104 192¢168.12.133 YES manual up up
Cityd o

A. FastEthernet0 /0
B. FastEthernet0 /1
C. Serial0/0

D. Serial0/1.102

E. Serial0/1.103

F. Serial0/1.104

Answer: BCD
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131. Refer to the exhibit. Explain how the routes in the table are being affected by the status change on interface

EthernetO.

GIT_FRouter# debuy ip rip
BIF protocol debugging is on

<output onitteds

*Mar 1 00:19:36.504: ZLINE-5-CHANGED: Interface Ethernet(, changed state to down
*Mar 1 00:19:36.805: RIP: zending w£ flash update to Z24.0.0.9 via Ethernetl
(190, 192.32.11) !

o
L

*Mar 1 00:19:36.805: RIP: build flazh update entries

*Mar 1 00:19:36.4509: 190, 171 SR wria (A ﬂﬁ metric lﬁjjgag ]

*Mar 1 00:19:36.813: T alfl Y E5 52827 ] &@. Hlsellle 1 iy lﬁh‘a;t.ag 0
*Mar 1 00:19:36,513: 208.149.23.64;31@'0. 0L I mecFig™iasttag O
ar 1 00:19:36.817: 208.149.23.95%aT vi“atrtl.tl.tl.tl, nefEictle, tag O
*Map 1 00:19:36.821: 208,149, 2L A% via 0,000 s e tric 16, tag O
*Mar 1 00:19:37.789: :2LINEFROTO-S5-UFDOMNe=TLine protoco® Om Interface Ethernetld,

changed state to down

*Mar 1 00:19:39.131l: RIP: sending request ongEthernetl to 224.0.0.9

<output omitteds- .
. ﬂ'"‘f

Il Bouter #

A. The router is requesting updates for these networks from routers that are connected to interface Ethernetl.

B. The router is poisoning the routes and broadcasting the new path costs via interface Ethernet1.

C. The router is receiving updates about unreachable networks from routers that are connected to interface
Ethernetl.

D. The router is poisoning the routes and multicasting the new path costs via interface Ethernetl.

Answer: D

132. Which statement is correct about the internetwork shown in the diagram?

Faoid, 1 =10.1.1,254 124 V0LAN 1
Fal/0:2 - 10.2.2.254 /24 WLAN 2
EalfD. 3= 1

A. Switch 2 is the root bridge.
B. Spanning Tree is not running.
C. Host D and Server 1 are in the same network.

D. No collisions can occur in traffic between Host B and Host C.
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E. If Fa0/0 is down on Router 1, Host A cannot access Server 1.

F. If Fa0/1 is down on Switch 3, Host C cannot access Server 2.

Answer: E

133. Which statements are true about EIGRP successor routes? (Choose two.)

A. A successor route is used by EIGRP to forward traffic to a destination.

B. Successor routes are saved in the topology table to be used if the primary route fails.

C. Successor routes are flagged as "active" in the routing table.

D. A successor route may be backed up by a feasible successor route.

E. Successor routes are stored in the neighbor table following the discovery process.

Answer: AD

134. Which of the following is true regarding the use of switches and hubs for network connectivity?

A. Switches take less time to process frames than hubs take.

B. Switches do not forward broadcasts.

C. Hubs can filter frames.

D. Using hubs can increase the amount of bandwidth available to hosts.

E. Switches increase the number of collision domains in the network.

Answer: E

135. Why has the network shown in the exhibit failed to converge?

New York

192.168.20.64/26

Mewy Yorki config)# router eigrp 20 &

Newe York(config-routeri# netw ork 192.168.20.0
Mew Yorki config-router® network 10.0.0.0

Blesy York( config)# interface fastethernet 000
Mew Yorkiconfig-if#ip address 192.168.20.65 255.255.255.192
Mew Yorki{config)# interface serial 0/0

Mews Yorki config-in# ip address 10.1.1.1 255,255,255.252

o

S0

10.1.1.2
1 E FAOID

132.168.20.128.'26

St e g aﬁhﬂfe} eigrp 20

Sydneyicon g—ro’utef}# network 192.168.20.0
Svdneyeanfig-routen® network 10.0.0.0

Sydneyicanfig)# imterface Tastethernat 0/0
Sydney{config=if#ipaddress 192.168.20.129 255.255.255.192
Sydneyicanfig)® imterface serial 010

Sydneyieoniio-ita ip address 10.1.1.2 255,255.255.252

A. The no auto-summary command needs to be applied to the routers.

B. The network numbers have not been properly configured on the routers.
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C. The subnet masks for the network numbers have not been properly configured.
D. The autonomous system number has not been properly configured.
E. The bandwidth values have not been properly configured on the serial interfaces.

Answer: A

136. DNS servers provide what service?

A. Given an IP address, they determine the name of the host that is sought.
B. They convert domain names into IP addresses.

C. They run a spell check on host names to ensure accurate routing.

D. They map individual hosts to their specific IP addresses.

Answer: B

137. What are two characteristics of Telnet? (Choose two.)

A. It sends data in clear text format.

B. It is no longer supported on Cisco network devices.

C. It is more secure than SSH.

D. It requires an enterprise license in order to be implemented.

E. It requires that the destination device be configured to support Telnet connections.

Answer: AE

138. What TCP/IP stack configuration features can DHCP provide, in addition to assigning an IP address?
(Choose three.)

A. default gateway

B. DNS servers

C. FTP server

D. helper address

E. subnet mask

F. TFTP server

Answer: ABE

139. Which of the following are key characteristics of PPP? (Choose three.)
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A. can be used over analog circuits

B. maps Layer 2 to Layer 3 address

C. encapsulates several routed protocols
D. supports IP only

E. provides error correction

Answer: ACE

140. Refer to the exhibit. The network administrator has discovered that the VLAN configuration of SwitchC is

not synchronized with the rest of the switched network. Why is SwitchC not receiving VTP updates?

R1-ABC# show running-config
Current configuration:

!

version 12.1

hostname ABC

!

ip subnet-zero

ip name-server 192.16.1.1

ip dhcp excluded-address 10.90.201.1
|

ip dhep pool ABC_DHCP
network 10.90.201.0 255 .255.255.0
default-router 10.90.201 .1
dns-server 192.31.7.152

e ROSINSIOE

no ip directed-broadcast
ip nat inside
|
interface Serial 0/0
description to ISP circuit f ALDS1-3456AX4743-00
ip address 192.3 1(&@6"855.255.255:285.252
ip nat outside+S, f:, 2
I \yr

ip nat inSide so0rce list 14 imeérace senal 0/0 overload

ip classlgss _ -

ip route 0.0.0.08Q.000792.31.7.37

! of

access-listy1¥ permit 10.90.201.0 0.0.0.255
outtEomitted

A. SwitchB is not relaying VTP advertisements to SwitchC.
B. SwitchC has fewer existing VLANS than does SwitchA.
C. SwitchA supports a greater number of VLANSs than does SwitchC.

D. SwitchC has a revision number higher than that being advertised.
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E. SwitchC should be operating in VTP server mode to receive VTP updates.
F. SwitchB should be operating in VTP server or client mode to relay VTP updates.

Answer: D

141. The network administrator of the Oregon router adds the following command to the router configuration: ip

route 192.168.12.0 255.255.255.0 172.16.12.1. What are the results of adding this command? (Choose two.)

192.168.10.0/24 g ; 192.168.12.0/24
- Lk72.16.12.1

e

Oregon 172.16.122 Washington

A. The command establishes a static route.

B. The command invokes a dynamic routing protocol for 192.168.12.0.

C. Traffic for network 192.168.12.0 is forwarded to 172.16.12.1.

D. Traffic for all networks is forwarded to 172.16.12.1.

E. This route is automatically propagated throughout the entire network.

F. Traffic for network 172.16.12.0 is forwarded to the 192.168.12.0 network.

Answer: AC

142. What will an Ethernet switch do if it receives a unicast frame with a destination MAC that is listed in the
switch table?

A. The switch will not forward unicast frames.

B. The switch will forward the frame to a specific port.

C. The switch will return a copy of the frame out the source port.

D. The switch will remove the destination MAC from the switch table.

E. The switch will forward the frame to all ports except the port on which it was received.

Answer: B

143. A Cisco router that was providing Frame Relay connectivity at a remote site was replaced with a different
vendor's frame relay router. Connectivity is now down between the central and remote site. What is the most

likely cause of the problem?



TestInside 640-802

A. mismatched LMI types

B. incorrect DLCI

C. mismatched encapsulation types
D. incorrect IP address mapping

Answer: C

144. The Ethernet networks connected to router R1 in the graphic have been summarized for router R2 as
192.1.144.0/20. Which of the following packet destination addresses will R2 forward to R1, according to this

summary? (Choose two.)

Internet %

s :.-\:‘-3"'

S

A.192.1.159.2
B. 192.1.160.11
C.192.1.138.41
D. 192.1.151.254
E. 192.1.143.145
F. 192.1.1.144

Answer: AD

145. Which two practices help secure the configuration utilities on wireless access points from unauthorized
access? (Choose two.)

A. assigning a private IP address to the AP

B. changing the default SSID value

C. configuring a new administrator password

D. changing the mixed mode setting to single mode

E. configuring traffic filtering

Answer: BC
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146. A network administrator would like to implement NAT in the network shown in the graphic to allow inside

hosts to use a private addressing scheme. Where should NAT be configured?

SR R
i Interne?} Engineering
. izt Corporate e
l.-‘ \ ’I.
" o %f
wl
o W
A Y

A. Corporate router

B. Engineering router

C. Sales router

D. all routers

E. all routers and switches

Answer: A

147. If an ethernet port on a router was assigned an IP address of 172.16.112.1/20, what is the maximum number
of hosts allowed on this subnet?

A. 1024

B. 2046

C. 4094

D. 4096

E. 8190

Answer: C

148. Which tables of EIGRP route information are held in RAM and maintained through the use of hello and
update packets? (Choose two.)
A. neighbor table

B. SPF table
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C. RTPtable

D. topology table
E. query table

F. DUAL table

Answer: AD

149. Refer to the exhibit. What can be determined about routes that are learned from the router at IP address

190.171.23.12?

HQ Router# show ip protocols

Fouting Protocol is "rip™

Fending updatez every 30 seconds, next due in 18 seconds
Inwalid after 180 seconds, hold down 130, £lushed after Z40
Outgoing update filter list for all interfaces iz not set
Incoming update filter list for all interfaces iz not set
Bedistributing: rip

Default werzion contiol: send wergion 2, receive werzion &

Inter face Send FRecw Triggered REIP Eey-chain
Ethernetl 2 2
Ethernetl 2 Z
dutomatic network sunmarigation iz not i effect
Maximum path: 4
RBouting for Networks: ol \
lo0,171.0.0
l90,172.0.0
Bouting Information 30rces:
GFateway Iristarnice Lazt Mpdate
oo, 171.23.10 I 120 00s Does 2
OO 712312 120 QET03:E0

Ep, 172, 32.10 LA no:00:16
Distance: [(default iz 1:204

HQl Router#

A. HQ_Router last received an update from 190.171.23.12 at 3:30 am.

B. If HQ_Router does not receive an update from 190.171.23.12 in 30 seconds, all routes from that source will be
removed from the routing table.

C. If HQ_Router does not receive an update from 190.171.23.12 in 30 seconds, all routes from that source will be
flagged with a hold-down timer.

D. 190.171.23.12 is expected to send an update to HQ_ Router for network 190.172.0.0 in 3 minutes and 30
seconds.

Answer: B

150. Refer to the exhibit. A network associate needs to configure the switches and router in the graphic so that the

hosts in VLAN3 and VLAN4 can communicate with the enterprise server in VLAN2. Which two Ethernet
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segments would need to be configured as trunk links? (Choose two.)

’ y

I ¢ —-.- _;l-

( - /I
\_ VLAHN3 -

VLAN2 e =

¢ "
e
i

A A
B.B
C.C
D.D
E.E
F.F

Answer: CF

151. Refer to the exhibit. Why are two OSPF designated routers identified on Core_Router?

Core_ Router# show ip ospf neighbor - "-:

32 '
Neighbor IDr Pri Jtate Jead Time Address Inperface
alg.l149.23.194 1. mFELL /D & wb0;:00:33 L0 175 .32, 10 Ethernstl
205,149, 23, 66 1 FUL L/ETE DD:%@ A a B e SEEEE Etherne i
208.149, 23,130 1 FUL L¥DR O 3 FENER el 5. 10 Etherneti
Core_ Router# (_,,"rl-‘

A. Core_Router is connected to more than one multiaccess network.

B. The router at 208.149.23.130 is a secondary DR in case the primary fails.

C. Two router IDs have the same OSPF priority and are therefore tied for DR election.
D. The DR election is still underway and there are two contenders for the role.

Answer: A

152. A router learns about a remote network from EIGRP, OSPF, and a static route. Assuming all routing protocols

are using their default administrative distance, which route will the router use to forward data to the remote
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network?

A. The router will use the static route.

B. The router will use the OSPF route.

C. The router will use the EIGRP route.

D. The router will load balance and use all three routes.

Answer: A

153. Refer to the exhibit. A new subnet with 12 hosts has been added to the network. Which subnet address should

this network use to provide enough useable addresses while wasting the fewest addresses?

~ =2

v I—I 192.168.10.0/26

102.168:10.64/27

_I 12 hosts

192.168.10.220/30 _

! ;|EE.1E§.1[I.224131] T
ol

192.168:10.228130

A. 192.168.10.80/28
B. 192.168.10.80/29
C. 192.168.10.96/28
D. 192.168.10.96/29

Answer: C

154. What is one reason that WPA encryption is preferred over WEP?

A. AWPA key is longer and requires more special characters than the WEP key.

B. The access point and the client are manually configured with different WPA key values.
C. WPA key values remain the same until the client configuration is changed.

D. The values of WPA keys can change dynamically while the system is used.

Answer: D

155. An access list has been designed to prevent HTTP traffic from the Accounting Department from reaching the

HR server attached to the Holyoke router. Which of the following access lists will accomplish this task when
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grouped with the e0 interface on the Chicopee router?

“Chicopee Holyoke Ware

i — d e

" i - .-.-.. 2
e
g o -
o o SF. T ;

Accounting Departmgnt HRE Server Webh Server
1?2.1&.1&%&4’ 172.17.17252/24 172.17.18252/24

A. permit ip any any
deny tcp 172.16.16.0 0.0.0.255 172.17.17.252 0.0.0.0 eq 80
B. permit ip any any
deny tcp 172.17.17.252 0.0.0.0 172.16.16.0 0.0.0.255 eq 80
C. deny tcp 172.17.17.252 0.0.0.0 172.16.16.0 0.0.0.255 eq 80
permit ip any any
D. deny tcp 172.16.16.0 0.0.0.255 172.17.17.252 0.0.0.0 eq 80
permit ip any any

Answer: D

156. Refer to the exhibit. The network administrator must complete the connection between the RTA of the XYZ
Company and the service provider. To accomplish this task, which two devices could be installed at the customer

site to provide a connection through the local loop to the central office of the provider? (Choose two.)

A. WAN switch
B. PVC
C. ATM switch

D. multiplexer
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E. CSU/DSU
F. modem

Answer: EF

157. When a router is connected to a Frame Relay WAN link using a serial DTE interface, how is the interface
clock rate determined?

A. It is supplied by the CSU/DSU.

B. It is supplied by the far end router.

C. It is determined by the clock rate command.

D. It is supplied by the Layer 1 bit stream timing.

Answer: A

158. When a new trunk link is configured on an 10S based switch, which VLANSs are allowed over the link?
A. By default, all defined VLANSs are allowed on the trunk.

B. Each single VLAN, or VLAN range, must be specified with the switchport mode command.

C. Each single VLAN, or VLAN range, must be specified with the vtp domain command.

D. Each single VLAN, or VLAN range, must be specified with the vlan database command.

Answer: A

159. Acknowledgements, sequencing, and flow control are characteristics of which OSI layer?
A. Layer 2
B. Layer 3
C. Layer 4
D. Layer 5
E. Layer 6
F. Layer 7

Answer: C

160. Which of the following are types of flow control? (Choose three.)
A. buffering

B. cut-through
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C. windowing
D. congestion avoidance
E. load balancing

Answer: ACD

161. Which protocol provides a method of sharing VLAN configuration information between switches?
A. VTP

B. STP

C.ISL

D. 802.1Q

E. VLSM

Answer: A

162. Refer to the exhibit. How will router A choose a path to the 10.1.2.0/24 network when different routing

protocols are configured? (Choose three.)

10.1.1.0/24 10.1.2.0/24

A. If RIPV2 is the routing protocol, only the path AD will be installed in the routing table by default.

B. If RIPV2 is the routing protocol, the equal cost paths ABD and ACD will be installed in the routing table by
default.

C. If EIGRP is the routing protocol, only the path AD will be installed in the routing table by default.

D. If EIGRP is the routing protocol, the equal cost paths ABD and ACD will be installed in the routing table by
default.

E. If EIGRP and OSPF are both running on the network, the EIGRP paths will be installed in the routing table.
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F. If EIGRP and OSPF are both running on the network, the OSPF paths will be installed in the routing table.

Answer: ADE

163. Which two devices can interfere with the operation of a wireless network because they operate on similar
frequencies? (Choose two.)

A. copier

B. microwave oven

C. toaster

D. cordless phone

E. IP phone

F. AM radio

Answer: BD

164. Refer to the exhibit. Why does RouterA show multiple unequal cost paths to network 192.168.81.0/24?

Fouteri# show ip eigrp topology
IP-EIGEF Topology Table for AS(109) /ID(102.168.80.28)
i %
Codes: P - Passiwve, & - Active, U - Updaté, I%- Ouery, E - Beply,
¥ - reply dtatus, 3 - 53ia Jtapls :

.

F 192.168.90. 0pE58: 255, Z255. 00 #®gicoedzora, FhgdS el
via 192 ooaaln 26 1 E!MfdﬁzzﬁlT&ﬁﬂmrnetD
via 15210588088 ('45251??6;‘46226_15‘ thernetl
via 192,168,580 81 (452??3?6;’45251??53 e e A L
Folo2.168.81.0 255,255, @55.0, 1 sagce3mers, ED-is 307200
wia Comnected, Ethernetl
wia 192.1658.681. 26 @#807200/2581600) , Ethernetl
via 192,168,580, 28 'iSD*?zDEIEEEilEEIEI] , Ethernetl
wia 192,165, 803 3325800 /307200 , Seriall

A. A variance was configured for EIGRP autonomous system 109.

B. The EIGRP topology table displays all routes to a destination.

C. The EIGRP topology table shows only backup routes to a destination.

D. Multiple floating static routes were configured to network 192.168.81.0 via interface SerialO.

Answer: B

165. Which statement is true about full-duplex Ethernet in comparison to half-duplex Ethernet?

A. Full-duplex Ethernet consists of a shared cable segment. Half-duplex Ethernet provides a point-to-point link.
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B. Full-duplex Ethernet uses a loopback circuit to detect collisions. Half-duplex Ethernet uses a jam signal.

C. Full-duplex Ethernet can provide higher throughput than can half-duplex Ethernet of the same bandwidth.

D. Full-duplex Ethernet uses two wires to send and receive. Half-duplex Ethernet uses one wire to send and
receive.

Answer: C

166. Which are valid modes for a switch port used as a VLAN trunk? (Choose three.)
A. transparent

B. auto

C.on

D. desirable

E. blocking

F. forwarding

Answer: BCD

167. Refer to the exhibit. A problem with network connectivity has been observed. It is suspected that the cable
connected to switch port Fa0/9 on Switchl is disconnected. What would be an effect of this cable being

disconnected?

A. Host B would not be able to access the server in VLANS until the cable is reconnected.

B. Communication between VLAN3 and the other VLANSs would be disabled.

C. The transfer of files from Host B to the server in VLAN9 would be significantly slower.

D. For less than a minute, Host B would not be able to access the server in VLAN9. Then normal network

function would resume.
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Answer: D

168. Refer to the graphic. How many collision domains are shown?

huh1 RouterA -~ *’;:(_huhl

ZE VAW

B. two

C. three
D. four

E. six

F. fourteen

Answer: B

169. Refer to the exhibit. The network administrator is in a campus building distant from Building B. WANRouter
is hosting a newly installed WAN link on interface S0/0. The new link is not functioning and the administrator
needs to determine if the correct cable has been attached to the SO/0 interface. How can the administrator

accurately verify the correct cable type on S0/0 in the most efficient manner?

BuildingA | : Building B
G 4

A. Telnet to WANRouter and execute the command show interfaces S0/0
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B. Telnet to WANRouter and execute the command show processes S0/0

C. Telnet to WANRouter and execute the command show running-configuration

D. Telnet to WANRouter and execute the command show controller SO/0

E. Physically examine the cable between WANRouter S0/0 and the DCE.

F. Establish a console session on WANRouter and execute the command show interfaces S0/0

Answer: D

170. Which encryption type does WPA2 use?
A. AES-CCMP

B. PPK via IV

C.PSK

D. TKIP/MIC

Answer: A

171. Refer to the exhibit. A technician is troubleshooting a host connectivity problem. The host is unable to ping a

server connected to Switch_A. Based on the results of the testing, what could be the problem?

Server 071 - 10.5.75.1724 Eﬂafn 10,000,124 Hosi

L

Server configuration: Fesults :l ilng from .t'Ee I Hoast configuration:
Server: 10.5.75.250:24 Ping 127.0.0.1 - successtul Local Host: 10.0.0.3524
Default gateway: 10.5.75.1/24 Ping 10.0.0. 35 — stgcessful Default gateway: 10.0.0.1.24

Ping 10.0.0.1 = unsutcessful
Ping 105. 75250 - unsuccessiul

A. A remote physical layer problem exists.

B. The host NIC is not functioning.

C. TCP/IP has not been correctly installed on the host.
D. A local physical layer problem exists.

Answer: D

172. A routing protocol is required that supports:

1) routing update authentication
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2) an addressing scheme that conserves IP addresses
3) multiple vendors

4) a network with over 50 routers

Which routing protocol fulfills these requirements?
A.RIPv1

B. RIPv2

C. EIGRP

D. OSPF

Answer: D

173. Refer to the exhibit. What is the correct addressing for a frame and packet received by Host B from Host A?

Router1 FAOI
IP: 192.168.60.1
MAC: 0007 .0eBf 0BBa

Router1 FAOIO
IP: 192.168.24 .1
MAC: 0007 .0e56.ab2e

-

Switch1
IP: 192.168.24.2
MAC: 0007 .0e84.acef

Host A
IP: 192.168.245
MAC: 00b0.d0ef 5f6a

A. Destination MAC: 0011.43da.2¢c98

Source MAC: 0070.0e8f.088a

Destination IP: 192.168.60.5

Source IP: 192.168.24.5

B. Destination MAC: 0011.43da.2c98

Source MAC: 00b0.d0ef.5f6a

Destination IP: 192.168.60.5

Source IP: 192.168.24.5

C. Destination MAC: 0011.43da.2c98

Source MAC: 0070.0e8f.088a

Destination IP: 192.168.60.5

Switch2
IP: 192.168.60.2
MAC: _UDDT.G e97.afde

Host B
IP: 192.168.60.5
MAC: 0011.43da.2c98
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Source IP: 192.168.60.1

D. Destination MAC: 0011.43da.2c98
Source MAC: 0070.0e97.af4e
Destination IP: 192.168.60.5
Source IP: 192.168.60.2

Answer: A

174. Refer to the exhibit. The network administrator has verified that a functioning cable connects Switchl and
Switch2. From the output that is shown, what two pieces of information can the administrator validly conclude?

(Choose two.)

Switch1 Switch2
10.1.100.1/24 10.1.100.2/24
Loy fa0 fa0/2 m

Switchl# show interfaces FastEthernetBf1l
FastEthernetl/1 is up, line protocol down (nntcnnnec&%]
Hardware iz FastEthernet, address iz 0089.°LLE5.8545 (bia 0009, 11f5.55845)

<output omitteds . g
2

A. Using a source MAC address of 0009.1113.8848, Switch2 is sending frames to Switchl.
B. Interface fa0/1 on Switchl is in a shutdown state.

C. The status of fa0/2 should be checked on Switch2.

D. There is likely to be an IP address issue on Switchl fa0/1.

E. The interface is functional at OSI Layer 1.

Answer: CE

175. Which wireless LAN design ensures that a mobile wireless client will not lose connectivity when moving
from one access point to another?

A. using adapters and access points manufactured by the same company

B. overlapping the wireless cell coverage by at least 10%

C. configuring all access points to use the same channel
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D. utilizing MAC address filtering to allow the client MAC address to authenticate with the surrounding APs

Answer: B

176. Refer to the exhibit. Two buildings on the San Jose campus of a small company must be connected to use
Ethernet with a bandwidth of at least 100 Mbps. The company is concerned about possible problems from voltage

potential differences between the two buildings. Which media type should be used for the connection?

BT
55 metérs =§

e

'_: O o O D SR Gpii
San Jose 1 San Jose 2
A. UTP cable
B. STP cable

C. coaxial cable
D. fiber optic cable

Answer: D

177. A network administrator is configuring the routers in the graphic for OSPF. The OSPF process has been
started and the networks have been configured for Area 0 as shown in the diagram. The network administrator has
several options for configuring RouterB to ensure that it will be preferred as the designated router (DR) for the

172.16.1.0 /24 LAN segment. What configuration tasks could be used to establish this preference? (Choose three.)

192.168.10.254 124

)

A. Configure the priority value of the Fa0/0 interface of RouterB to a higher value than any other interface on the
Ethernet network.

B. Change the router id of Router B by assigning the IP address 172.16.1.130/24 to the Fa0/0 interface of



TestInside 640-802

RouterB.

C. Configure a loopback interface on RouterB with an IP address higher than any IP address on the other routers.
D. Change the priority value of the Fa0/0 interface of RouterB to zero.

E. Change the priority values of the Fa0/0 interfaces of RouterA and RouterC to zero.

F. No further configuration is necessary.

Answer: ACE

178 Refer to the output of the two show commands in the exhibit. If an administrator tries to ping host 10.1.8.5

from host 10.1.6.100, how will the ICMP packets be processed by Router A?

Routertd show runming-config
=some oulpul text amitted =

router rip
networlc 10.0.0.0
I

ip classless

FouterA# show ip rouie

<o ou{pu&@;qﬁ&ed# .,
- iy, 8 T &y
Gatevay oflast Eajrfis T0S . 554h nears'l‘k DB

10000/ 24 15 subnetted] Dabnets
10130 [12047 wa 10.1.2.2, 00:00:00, Serial 070
1012 @ fedigettly connected, Serial0A0
10715 0% directly connected, Serial(f1
1051.6.01is dire ctly connected, FastEthernet0/0
£ 0.0.0.0/0 [120/1] wia 10.1.5.5, 00:00;00, Serial0fl

oo 3 Oy

A. The packets will be discarded.

B. The packets will be routed out the SO/0 interface.
C. The packets will be routed out the SO/1 interface.
D. The packets will be routed out the Fa0/0 interface.

Answer: C

179. Refer to the exhibit. The Branch router displays knowledge of a route to network 172.16.0.0/16. The actual
network number at headquarters is 172.16.1.0/24. Why does the network number appear as it does in the routing

table?
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Core_ Router# show ip ospf neighbor & L

T
B

Neighbor ID Pri State Déad Time Address Interface
2058.149.253,194 1. mFELL /D & I:II:I 00: 33, Lo0, 172 .32, 10 Ethernetl
208,149, 23,66 1 FUL LAEDE 3@ " T TR0, 10 Ethernetld
208,149, 23,130 1 FOL LYBE TR Nl 3. 10 Ethernetl
Core_ Router# :1:_,'1;--1

A. The Branch router has a static route configured for the 172.16.0.0/16 network.
B. The routing protocol on the HQ router is using automatic route summarization.
C. The Branch router is configured to summarize to classful boundaries.

D. The routing protocol on the Branch router has been misconfigured.

E. The routing protocol that is forwarding this route only sends classful updates.

Answer: B

180. IP addresses and routing for the network are configured as shown in the exhibit. The network administrator
issues the show ip eigrp neighbors command from Routerl and receives the output shown below the topology.

Which statement is true?

Fouter1¥ show running-config Fouter2# showrunmning-corfig

=output omitted=

router eigrp 10
network 10.0.0.0
network 192.168.1.0
network 192.168.3.0

No auto-SumITary

192.168.1.1/30
S

10.0.2.0/24
192.168.3.2/30

192.468.3:4530
50 -mr . 1'9 r?:il]

10.0.4.0/24

192.168.1.2/30
S ‘

192, 163 2.1/30

=output omitted=

router eigrp 10
network 192.168.1.0
network 192.168.2.0
no auto-sumimary

Rewter 3¢, show running-c onfig
=oiftpet amitteds
routereigp 10

network 10.0.0.0

network 192.163.2.0

no auto-summary

Router1 ¥ show ip eigrp neighbors

Addres=s Interface Holdtime Uptme O Seq SRTT RTO
¢ [zecs) (hmnis) Court Hum (ms) (ms)
19216812 Sel g o:A020 106 B3 0O 30

A. It is normal for Routerl to show one active neighbor at a time to prevent routing loops.

B. Routing is not completely configured on Router3.

C. The IP addresses are not configured properly on the Routerl and Router3 interfaces.

D. The no auto-summary command configured on the routers prevents Routerl and Router2 from forming a

neighbor relationship.
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Answer: B

181. Refer to the exhibit. Why is flash memory erased prior to upgrading the 10S image from the TFTP server?

Bouterf copy ftp flach
Address or name of remote host [[7 152.1e8.E2.167
Source filename []1? clE800-k8osy-mz.l1Z3-16a.bin
Destination filename [elé&00-kBosy-wmz.lEZ3-16a. bin]?
Aocessing titp: FA192.168 2. 167/ cled0-kSosy—n=. 123-16a. bin. . .
Erasze flash: before copying? [confirm]
Erasing the flash filesystem will remove all files! Continue? [confirm]
Erasing device. ..
B R e =
EEEEEEEEREREREREERERRRR EEooeREEEEEE hoerased
Erase of flash: complete
Zg

Loading cle0l-k8osyv-m=z . 1 lea. bav, f¥om 197 158, Z_ij mlthernetm

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!.la!.!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
T T T 6 T T T T e O T T T R R B T
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!Illlllllllllllllllllllllllllllllllllllllllllll
PLE LT

[DOE - 6BEE9GES13777920 bytes]

Werifying checksum. O - (O0x7BF2)

EEER96Z bytes EDplEd ineZ09. 520 secs (3Z596X }:tytes,-fsecll

Bouter #

A. The router cannot verify that the Cisco 10S image currently in flash is valid.
B. Flash memory on Cisco routers can contain only a single 10S image.
C. Erasing current flash content is requested during the copy dialog.

D. In order for the router to use the new image as the default, it must be the only 10S image in flash.

Answer: C

182. Refer to the exhibit. Which two statements are true based the output of the show frame-relay Imi command

issued on the Branch router? (Choose two.)

Branch# show frame-relay Imi
LI Statistics for interface Serial0/0 (Frame Relay DTE) LMI TYPE = ANSI
Invalid Unnumbered info 0 Invalid Prot Disc'0
Invalid dummy Call Ref 0 Invalid MsgType 0
Invalid Status Mesé'@e 0 r;gvgi ocl( Shift 0
Invalid Information ID 0 eport IE¥en 0
Invalid Report Request O Invalid KeeprlE'Len 0
MNum Status Eng. Sent 61 Num.Stattis msgs Revd 0
Num Update Status Revd 0 Nt Status Timeouts 60
Branch#

A. LMI messages are being sent on DLCI 0.
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B. LMI messages are being sent on DLCI 1023.

C. Interface Serial0/0 is not configured to encapsulate Frame Relay.

D. The Frame Relay switch is not responding to LMI requests from the router.

E. The LMI exchange between the router and Frame Relay switch is functioning properly.

F. The router is providing a clock signal on Serial0/0 on the circuit to the Frame Relay switch.

Answer: AD

183. Hotspot

ECTg =]

This itern contains several guestions that you FrIUSt answar. You can view these
guestions by clicking onthe corresponding button to the left. Changing gquestions
| canbe accomplished by clicking the numbers to the left of each guestion. In
i orderto complete the questions, you will need to refer to the topology.

To gain access to the topology, click on the topology button at the hottom ofthe
screen. Wihen you have finished viewing the topalagy, you can return to your

gquestions by clicking on the Guestions buttan to the left.

Each of the windows can be minimized by clicking on the []. You can also

m—

reposition a window by draqqinq it by the title bar.

=1y

Refer to the topalogy. The diagram represents a small netawork with a single cotnection
to the Internet. Lising the information shown, answer the five questions shown on the

Questions tak.
gy s 7 )

LIE]

'Tﬂﬁ:ﬂlm : o
‘Z
209.11'%5t :

S0

Falm
192.168.1.250 /24

Weh Server 2
192.168.1.10 /24

Host 1
" 192.168,1.106 124 O~
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= & ..,

[fthe router B1 has a packetwith a destination address 192.168.1 255, what describes the
operation of the netwark?

- B ol foreeard the packet oot allinterfaces.
~ Rl drop this packet hecause this itis not avalid IP address.

As BT forwards the frame containing this packet, Sw-Awill add 192.168.1.255 to'its MAC
tahble.

F1 will encapsulate the packet in a frame with 3 destination MAC address of FF-FF-FF-FF
-FF-FF.

As R forwards the frame containing this packet, Sw-A will foreard it to the device

assigned the IP address of 192 168.1 255,

O,

lzers onthe 192.168.1.0 724 network must access files located onthe Server 1. What route

could be configured on n 1 for file reie:!ts o reach thmsewi? :

iproute 0.0.0.00.0.0.0 s0/0/0

iproute 0.0.0.0 0.0.0.0 209.165.200.226
ip route 209.165.200.0 255.255.255.0 192.168.1.250

When a packetis sentfrom Host 1ta Server 1, in how mapydiferentframes will the.packet
he encapsulated asitis sent across the internetwork

| 5 . Y
3
) \

o (5 ] [ o ]
I?"'
.2
%
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8 [e=]
YWhat must be configured on the netwaork in order far users on the Internet to views weh pages
located onWeh Senvar 27
\
|
_o0nrouter B2, configure a default static route to the 192 168.1.0 network.
o router B2, configure DME to resolve the URL assioned to Web Server 2 1o the
192.168.1.10 address.
on rodter B1, configure BAT to translate an address onthe 2081651000724 network'to
i 192168.1.10.
' Cn router BT, cnnfgLTi a registere dﬁ e 209 165.100.0/24
network to Web Server & @g* % E ai &
;1 X AD LIS

".l

The router address 1821681 25005 the default gateway @bqth the YWeb Semet Zand Host
1. Whatis the correct subnet mask for this nebawark?

%
| 755255 7650 < g
| 755755755192
. 755255255250

. 255255255252 L *

Answer:
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[fthe router B1 has a packetwith-a destination address 192.168.1 255 what describes the
operation of the netwark?

R will forweard the packet out allinterfaces.
W R 1wl drop this packet hecause this itis not a valid [P address.

As R forwards the frame containing this packet, Sw-Awill add 192.168.1.255 to'its MAC
table.

F1 will encapsulate the packet in a frame with a2 destination MAC address of FF-FF-FF-FF
~ =FF-FF.

As R forwards the frame containing this packet, Sw-A will foresard it to the device
assigned the P a!jdress of 1892 168.1.254,

lzers on the 192 168.1.0 724 network must access files located onthe Server 1. What route

could be configured on rTW furﬂlg re%eia to reach thma? f

B i route 0.0.0.00.0.0.0 =000

iproute 0.0.0.00.0.0.0 209165200 226

_ip route 2091652000 255 2552550 192 168.1.250
iproute 1921681 0 265 255 2550 209,165.100.250

B,

Wihen a packet is sent from Host 110 Sencer 1, in how mar_]yt__ﬁi_ﬁa;rjn’t frarmes will the.packet
he encapsulated as itis sent across the internewurlg_?

! -‘:t'_. ‘I. L".-
| S8 L -
1 G
LI
! [
i 3 el
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]
YWhat must he configured on the network in order far users on the Internet to view weh pages
located onYWeb Server 27
|
|
_0n router B2, configure a default static route to the 192 168.1.0 netwark,
o router B2, configure DS to resolve the UEL assioned to Web Server 2 1o the
192.168.1.10 address.
on rogter B1, configure BAT to translate an address onthe 2081651000024 network'to
| 192168.1.10.
I On router R, cnnfgt.?‘-( a fegistered %dﬁ e 209 165.100.0024
hetwork to Web Sener & ﬁgﬁ' &
iest __ _ o CE

ﬁ_l

The router address 1921681 250 is the default gatewa’ff’fbﬁ hath the ek Sawer‘i ard Host
1. Whatis the carrect subnet mask for this netwnrl-:? L
%
&

B 552552550 -l
A 2553255:255. 192

Lo 2565.255.255.450

- 255255255252 %

184. LAB
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The following have already been configured on the router:

- The basic router configuration

- The appropriate interfaces have been configured for NAT inside and NAT outside.

- The appropriate static routes have also been configured (since the company will be a stub network, no routing
protocol will be required)

- All passwords have been temporarily set to "cisco”.

The task is to complete the NAT configuration using all IP addresses assigned by the ISP to provide Internet access
for the hosts in the Weaver LAN. Functionality can be tested by clicking on the host provided for testing.

Configuration information
router name - Weaver
inside global addresses-198.18.184.105 198.18.184.110/29
inside local addresses - 192.168.100.17 - 192.168.100.30/28
number of inside hosts - 14

Testinside

You will have to
scroll this window
and the problem
istatement window
ito view the entire Fal/0 S0l

problem.

To configure the
router click on a
host icon that is
connected to a
router by a serial
console cable
(shown in the
diagram as a
dotted line).

The [Tab] key
and most

—_— F >
*="Hide Topology

192.168.100.30 @ - 192.0.2.113

R Ty LR
- i

£ e \
< 192.0.2.114

Console v

A

Answer:

Router>en

Router#config terminal

Router(config)#hostname Weaver

Router(config)#ip nat pool name test 198.18.184.105 198.18.184.110 netmask 255.255.255.248
Router(config)#ip nat inside source list 1 pool test

Router(config)#access-list 1 permit 192.168.100.16 0.0.0.15

Router(config)#int s0/0

Router(config-if)#ip nat outside

Router(config-if)#exit

Router(config-if)#int fa0/0



TestInside 640-802

Router(config-if)#ip nat inside

185. Refer to the exhibit. The partial frame shown in the exhibit displays select header information as it arrives at

the destination host. Which graphic represents the correct header information in the responding frame returned to

the remote host?

F

| 000d.56ad.a313

oA

2B

S &

Destination

000283476612

Destination

“_HMISEITJE"IE

We _
000d.56ad.a313

-

Destination

4

.S6ad.a313

Source

O0dd. 5tad. a3l 3

I:;pdlnatlun
()
iy
o W B o
Ly F

000d.56ac 3313

Answer: D

Source
| 00Da.8a47.06

186. A dental firm is redesigning the network that connects its three locations. The administrator gave the

networking team 192.168.164.0 to use for addressing the entire netwok. After subnetting the address, the team is

ready to assign the addresses. The administrator plans to configure ip subnet-zero and use RIP v2 as the routing

protocol. As a member of the networking team, you must address the network and at the same time conserver
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unused addresses for future growth. With those goals in mind, drag the host addresses on the left to the correct

router interface. Once of the routers is partially configured. Move your mouse over a router to view its

configuration. Not all of the host addresses on the left are necessary.

192.168.164.189/30

92.168.164.166/28

192.168.164.149/27

| 192.168.164.188/30

- 192.168.164.178/29

 192.168.164.255/26

Answer:

192.168.164.189/30

| 192.168.164.166/28

11 hosts 16 hosts 6 hosts

e

N 4

Floss Fa0/0 IP
eQUNSIAde \ |6 2\ |ruo

\ . a b

Floss S0i0 [P

Tooth;Fadi0IP

11 hosts 16 hosts 6 hosts

—— N 4

T FET

162’;?'3!&51"__54?149;21 192.168.164.166/28 "L 192.168.164.140/27 192.1aé;‘@fmrz;I':;"'--"-
: "l192.188.164:.1:8'.813."@2;=_ Te\§ in Si ! \Fam:g_ \ < ‘\ Fa0/0
' 192.168.164.178129 =7 SUEE %w ==
_' __192.168]64.‘;';5?{2__5? \ %

: 2‘92.1 68.1 5&&

187. In order to complete a basic switch configuration, drag each switch 10S command on the left to its purpose

on the right.
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In order to complete a basic switch configuration, drag each switch |08 command on the left to its purpose on the right.

allows access to high-level testing carmmands, such

ip default-gateway as debug

I allows access to configuration commands that affect
interface vlan1 the system as a whole

sets the system name

hostname

activates the interface configuration mode for VLAN
1
ip addre_ss _ )
L enables the switch management interface
enable ey e sets the switch maragament IP address
o e
= T allows, thie Swite to be mapaded from remote
no shutdown iy _ ) nefuofie®

configure terminal

Answer:

In order to complete a basic switch configuration, drag each switch IOS command on the left to its purpose on the right.

ehable

configure terminal

hostname

E‘? &S % é N m interface vian 1

no shutdown

iaddngen) ¥

188. Refer to the exhibit. After HostA pings HostB, which entry will be in the ARP cache of HostA to support this

transmission?
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Fa0/H1 Fal/1

IP-10.1.2.5/30 T IP -192.168.4.6 /24
= S MAC- 0007.2405.2425
0/0 Router2

1P - 10.1.2.6 /30

IP -192.168.6.1 /24 MAG- D00f.2405.2424
MAGC- 000f.2480.8916

i |=u124 ‘fmuﬂ %\ m%
MAC- 000f. 2@2’% {@

o° =
B

IP - 192.168.6.27 /24 @ IP -192.168.4.7 /124

MAC - 0010.5a0c.fd86 MAC - 0010.5a0c.feae
Gateway — 192,168.6.1 Gateway — 192.168.4.6
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C A
Interface Address Physical Address | Type
192.168.4.7 0001.2480.8916  dynamic

CB
Interface Address Physical Address | Type |
192.168.4.7 0010.5a0c.feae | dynamic

o
Interface Address Physical Address | Type
192.168.6.1 0010.5a0c.feae  dynamic

1Testinside
Interface Address Physical Address | Type
192.168.6.1 0001.2480.8916 | dynamic

(o=

Interface Address Physical Address | Type
192.168.6.2 0010Q.5a0¢.feae<~ fdymamic

= %
e

& B > et

Interface Address Eﬁfﬁsiéal Address |Type

192.168.6.2 3" 0001.2485.8918 dynamic

Answer: D

189. Which two topologies are using the correct type of twisted-pair cables? (Choose two.)
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A

fal/0 fal/24
@ Crossover %

fal/24

fal/24

£

Answer: D E

190. Drop
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The Missouri branch office router is connected through its s0 interface to the Alabama Headquarters router s1 interface.
The Alabama router has two LANs. Missouri users obtain Internet access through the Headquarters router. The network
interfaces in the topology are addressed as follows: Missouri: e0 - 192.168.35.17/28; s0 - 192.168.35.33/28; Alabama: e0
- 192.168.35.49/28; ef - 192.168.35.65/28; s7 - 192.168.35.34/28. The accounting server has the address of
192.168.35.66/28. Match the access list conditions on the left with the goals on the right. (Not all options on the left are
used.)

Elock only the users attached to the el interface of
th@issouri rauter from access to the accounting
8 server.

deny ip 192.168.35.55 0.0.0.0 host 192.16%5 &

deny Ip 192.168.36.16 0.0.0.15 host 192.168.35.66 Block a user from the Alabariarg0 network from
; access to the accourting server.

permit ip any any s Prevent alluserafrom outside the enterprise network
- frorffaetessing theg@ceaunting server.

permit ip 192.168.35.0 0.0.0.255 host 192.168.35.66

Answer:

The Missouri branch office router is connected through its s0 interface to the Alabama Headquarters router s1 interface.
The Alabama router has two LANs. Missouri users obtain Internet access through the Headquarters router. The network
interfaces in the topology are addressed as follows: Missouri: e0 - 192.168.35.17/28; s0 - 192.168.35.33/28; Alabama: e0
- 192.168.35.49/28; ef - 192.168.35.65/28; s7- 192.168.35.34/28. The accounting server has the address of
192.168.35.66/28. Match the access list conditions on the left with the goals on the right. (Not all options on the left are
used.)

p 192.168.35.16 0.0.0.15 host 192.168.3566

deny ip 192.168.35.55 0.0.0.0 host 132.168.35.66

¢ 168.35.66

 permitip 192.163_;35@%@_,65‘355 ho

permit ip any any

191. A host with the address of 192.168.125.34 /27 needs to be denied access to all hosts outside its own subnet.
To accomplish this, complete the command in brackets, [access-list 100 deny protocol address mask any ], by

dragging the appropriate options on the left to their correct placeholders on the right.
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A host with the address of 192.168.125.34 /27 needs to be denied access to all hosts outside its own subnet. To
accomplish this, complete the command in brackets, [ access-list 100 deny profocol address mask any ], by dragging
the appropriate options on the left to their correct placeholders on the right.

0.000 : profocol

1921168 1250 - | |

192 160 Lo 0 afelress

192 16812524

P55 J55 J55 058

ip

%, oo

udp ;

Answer:

protocol
in
1921681250
192 168.125.32 addrass

192168125 .34

mask
255255 255 285
0.00.0 :
e — ——
tcp
udp

192. This topology contains 3 routers and 1 switch. Complete the topology.

Drag the appropriate device icons to the locations labeled Device.

Drag the appropriate connections to the locations labeled Connections.

Drag the appropriate IP addresses to the locations labeled IP address. (Hint : Use the given host addresses and the
Main router information given)

To remove a device or connection , drag it away from the topology.

Use information gathered from the Main router to complete the configuration of any additional routers. No

passwords are required to access the Main router. The config terminal command has been disabled for the HQ
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router. This router does not require configuration.
Configrue each additional router with the following
you should input:
Main>enable
Main#show run
in "terminal” on the right side
to check the address information configured on main-router.
you can see the following information after you input the above command:
Show run 1:
interface FastEthernet0/0
ip address 192.168.152.190 255.255.255.240
!
interface Serial0/0
ip address 192.168.152.174 255.255.255.240
clockrate 64000
Show run 2:
interface FastEthernet0/0
ip address 192.168.152.190 255.255.255.240
!
interface Serial0/0
ip address 192.168.152.174 255.255.255.240
clockrate 64000
]
|
ip classless
ip http server
]
|
]
line con 0

line aux 0
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linevty 04
login

!

end

Main#

Fa0/D IP Address S0/0 IP Address

Fal/ IP Address

JeiNTel Y
228 192 168 152 225/28

192 §06.162.238/28 192 108.152.161/28
M£.168.152.177/28 192.168.152.190/28

192.168.1"2 1/4/28 192.168.152.142/28

Answer:
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192.168.152.190/28 192 .168.152.174/28

b
132 168,152,225/ 28 MR er .

192 168 152.238/28 192 14.5.152.161/28

192.168.152.177/28 ' 192.168.152.190/28

192.168.17 ¢ '/ 428 192.168.152.142/28

Serial
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e o "~ s j

=T ; 105 hosts 49 hosts 12 hosts
192.168.197.52/26 _

m.-ms.wﬁ%&;az_,

Vans Fa0io IP

192.168.197.251/25

Bim Professional v1.0.9.9

Answer:

'Y 7 105 hosts 49 hosts 12 hosts
1%%19?.52!23

 192.168.197.127/27

'i-s’mau 97.72130
192.168.197.73/30

192.168.197.251/25

192.168.1 '9?"7-3’3%;‘€4

Bim Professional v1.0.9.9 00:00:28

194.

ow does a DHCP server dynamically assign IP addresses to hosts?

© A Addresses are permanently assigned so that the host uses the same address at all times. /%0

© B Addresses are assigned for a fixed period o 2 At the end ofthe period, ,a re request foran address must he made, and another
address is then assigned. "

O C Addresses are leased to hosts, A host will usually E ;ie same'!dress !y pE'rID Cally cuntactlng the OHCP server to renew the ease

B Addresses are allocated after a negotiation hetween the server and the host to determine the léngth of the agreement.
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Core PRouter# show ip ospf neighbor

Meighbor ID Pri arate Dead Time Address
208.149.23.194 1 FULL/DE oo:00:33 L e e A
208.149.23.668 1 FUL L/EDE oo: 00:32 IO0. 17123013
20B.149.23.130 it FUL L/DE 00:00:39 1904 1%1.23. 10
Core_ Routers#

Interface
Ethernetl
Ethernetl
Ethernetl

. s anll
Refer to the exhibit, Why are two DSF’%@Sr@t&rs.;iffént}figd;ﬁmLj Cor%_‘_ Router?

L+ Core_Router is connected to more than ane multiaccess netwark,
B The router at 208.149.23 130 is a secondary DR in case the primarny fails.
« C. Tweo router |Ds have the same OSPF priority and are therefore tied for DR election.

C 0 The DR electian is still undenway and there are two contenders for the role,

196.

Switchl# show mac-address-table

Dynamic Addresses Count: 19

Secure Addresses (User-defined) Count: 0
Gtatic Addresses (User-defined) Count: 0
Syatem Self Addresaes Count: 41

Total MAC addreases: 50

Non-static Address Table:

Dezatination Address AddressType VLAN Destination Port
0010, 0ded ., 2289 Dymanic 1 FastE therne tl/1
0010, 7h00 . 1540 Dynanic & FaatE cherne tl/5
0010, 7b00, 1545 Dynanic 2 FastE therne tl/5
0060, 50£4., 0076 Dynanic 1 FastE thernetl/l
0060, 5c£4.0077 Dynanic 3 FastE thernetl/1
D060, 5cE4. 1315 Dynamnic 1 FastE thernetl/1
0060, 70ch . £301 Dynamic a FastE therne ti/1
0060, 70ck . 3E01 DIymanic 5 FastE therne tl/2
00e0. le42 ., 9978 Dymamnic 4 FaatE therne 0/ 1
00ed. lesf . 3200 Dynanic 3 FastE thernetis1l
0060, 70ch . 3321 Dynanic [ FastE chernecl/3

00&60.70ch . 103E T mi t - o . ﬂsae = tl/4
<outpur omitteds é S I n S’ é
wicchl# show cdp neighbors

Capability Codes: R - Router, T - Trans Bridge, E - Source Foute Bridge
8 = Switech, H - WaspfSI - IGMP, r - Repeatst

Dewice ID Local Intrfce Holdtime Capability FPlatform FPort ID
SuwitchZ Fas 0/1 157 & 2950=-12 Fas 0/1
Switch3 Faz 0/2 143 & 2950-12 Faz D_..-”_S
Switchl#

Refer to the exhibit. Which two statements are true of the interfaces on Switch1? (Choose two )

A Multiple devices are connected directly to FastEthernet0s1.
§:.B. A hub is connected directly to FastEthernetia.

rC. FastEthernetd/1 is connected to a host with multiple network interface cards
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MYTUE WSk AUUMLESSES LWMLEs
Total MAC addresaessa: 50

Non-static Address Table:

Destinavion Address AddressType WV LAN Descinacion Port
0010.0de0. e2&9 Dymanic k. FaztEtherneci/L
0010, 7h00. 1540 Dynanic 2 FastE therne t0/5
0010, 7hoo, 1545 Dymanic 2 FastE thernecil/5
0060. ScE4. 0074 Dynamic 1 FastEthernet0/1
0060, 5c£4. 0077 Dynanic 3 FastE therne £/ 1
0060, 5eE4, 1315 Dynaniec Ak FaztE therne /L
00ED, F0ckh. £301 Dynamic 2 FaztEthernetl/1
0060. 70ch. 3E01 Dynanic 5 FastEtherne c/z
00ed, led2, 9978 Dynanic 4 FaztEthernetl/1
00e0, 1e9£, 39200 Dynanic 3 FagtEtherne /L
0060. 70ch . 33£1 Dynanic & FastEthernetl/3
oo0g0, Pock . LOSE Dymanic ] FastEtherne tl/ 4

<output omitted>

Buwitchl# show cdp neighbors

Capability Codes: R - Router, T - Trans Bridge, E - 3ource Route Bridge
Testi ﬁSiﬂ foee

Dewvice ID gz :Ll!.t.Y Platform Port ID

Switcha Fas 0/1 157 2950-12 Faz 0/1

Gwitechi Fas 0/2 143 2950-12 Fas 0/5

Switchlg

Refer to the exhibit. Which two staterments are true of the interfaces on Switch1? (Choose twio)

A Multiple devices are connected directly to FastEthernet0/ 1,

E B. A hub is connected directly to FastEthernet0/5.

[itEy FastEthernetl/1 is connected to a host with multiple network interface cards,
[0 1 FastEthernetl/s has statically assigned MAC addresses,

EE. FastEthernetd/1 is configured as a trunl link.

Interface FastEthernetl/2 has been disabled.

197.

Swivchhf show vip stabus
VIP Version: £
Configuraticm Reviszion: Z40

Maximun WLANs supported locally: 1005
MNunber of exiszting VLAN=: 33

VTP Operating Mode: Ssrwver

VTP Domain Mame: Lab MNetworlk

VTP Pruming Mode: Enabled

SwicchC§ show wip stabus
WTP Wersion: £
Configuratic: Rewisicon: 247

Maximum ¥YLAN= supported locally: Z50
Number of existing VLAN=: 30

VTP Operating Moda: Client

VTP Domain Mame: Labk MNetworlk

VIP Priming Mode: Ensbled

“output omitteds

“<output omitteds

TP Mrersion: 2 &
Configuratian Revision: 0

Maximum VLANs supported locallsy: 1005
Hunber of existing VLAN=: 17

VIP Operacing Mode: Transparent

VTP Domain MName: Lab HNatwork

VIP Pruning Mode: Enakbled

“oubput omivteds

Refer to the exhibit. The netwark administrator has discovered that the YLAN configuration of SwitehC is not synchronized with the rest of the
switched netwoark. ¥Why is SwitchC not receiving VTF updates?

A, SwitchE is not relaying WTP advertiserments to SwitchC.
(S = Switchs has fewer existing VLAMS than does Switcha,

;. C Switcha supports a greater number of Y0LANS than does Switchic,
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Switchif show vip status
VTP Wersion: 2
Configuration Revision: Z40

Maxiwun VLAN:s swpported locally: 1005
Nunker of existing VIANs: 32

WTP Operating Mode: Serwver

VTP Dommin Name: Lab Naetwork

VTP Priming Mode: Enabled

“oucput omitteds

SwitchCf show vip status
VIP Version: &
Configuration Revision: 247 d
Maximun YLANs swpported locally: Z50
Number of existing VLANs: 20

VIP Operacing Mode: Client

VTP Domain Name: Lab Network

VTP Priming Mode: Enabled

=output omicteds

SwitchBf show vip status
VTP Version: Z
Configuration Rewvision: 0
Maximum VLAN: supported leszallsy:
Number of existing VLANs: 17
VIR Uiar!:.i Hede: Trmnc

“output omitteds

1008

Refer to the exhibit. The netwark administrator has discovered that the YLAN configuration of SwitchC is nat synchromzed wiith the rest of the
switched network. Why is SwatchC not receiving VTF updates? 3

Mo

A, SwitchB is not relaying VTR advertisements to SwitchiC, }J‘
= B SwitchC has fewer existing VLANs than does Switcha,. ‘w‘j‘v
ey SwitchA supports a greater number of VLAMS than does SwitchC. o
D. SwitchC has a revision nurmber higher than that being advertised.
s E, SwitchC should be operating in WTP server mode to receive VTP updates. —;’f‘
| G SwitchB should be operating in vTF server or client mode to relay VTF updates.
198.

A netwbrﬂ a;sodate is oonﬂguring m‘uuter for the Oxford oompany to provide Internet ; awass The ISP has provided E|
the company with six public IP addresses of 198.18.32.65 — 198. 1&32 70. The company has 62 hosts that need to
access the Internq( simultaneously The hosﬁa in tha company LAN | hama-.been asslgned private spaoe addresses in

_t!'l,e range of 192. 168}6;85 -192 168.6.126. +od - A 2 g

Thei fu;fmying have already | baan _eonﬂgured on the rouwr .
-The ’basn:: ‘router configuration o !
-The apﬁmoﬂ&te interfaces have bé&n ponﬂgured for NAT insid& a;':d NAT outside.

4

}%imujatlon. The
help

(sﬁ;wn in lhe AN

diagram as a ' = "

dogram es Testinside

otegine). es » 101 €

and most -~ gt s0/0

cammandsthat, 192, 168.6.126 192.0.2.113

use the {Control] ora S :

or [Escape] keys oV ‘

arenﬁlﬁup Ao b S0/1 A

and are not . 192.0:2.114

necessary to b ' |

complete this PR\ % /
= |

Host for
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- The appropriate static routes have also been configured {slnce the company will be a stub network, no routing
protocol will be required)
- All passwords have been temporarily set to "cisco".

The task is to complete the NAT configuration using all IP addresses assigned by the ISP to provide Internet access
for the hosts in the Oxford LAN. Functionality can be tested by clicking on the host provided for testing.

Configuration information

(shown in the

diagram as a I T ; — —
dotted line). estinside
+ The [Tab] key 5
and most Fa0/0
commands that
use the [Control]
or [Escape] keys
are not supported
and are not
necessary to
complete this

S0/0

192.168.6.126 4 192.0.2.113
Oxford

son
19202114

simulation. The -
help command |5
does not display Hast for "
all commands of Testing Console.
the help system.
. A
S |
Configuration information
router name - Oxford
inside global addresses-198.18.32.65 — 198.18.32.70/29
inside local addresses - 192.168.6.65 - 192.168,6.126/26
number of inside hosts - 62
passwords — cisco  “NSWET:
Router=en
Router#config terminal : s

il Router(configy#hostname Oxford
| ‘Oxford(config)#ip nat pool testinside 192.18.32.65 192.18.32.70 netmask 255.255.255.248
| Oxford{config)#access-list 1 permit 192.168.6.64 0.0.0.63
Oxford{config)#ip nat inside source list 1 pool testinside overload
O:d'ur(l(cunfig)#int s0/0
(shown in the

Beciiein seh 7} Oxford(config,i p nat ou

eganasz o atinside
+ The [Tab] key Qg{config-i

and most Oxford(config-if)#ip nat 1n51de Fa0/0 S0/0

commands that 192.168.6,126
use the [Control] P %l 19202113

or [Escape] keys

s01

are not supported N 1 /1 -
and are not \ g - 192.0.2.114 ;
necessary to LA KN | ¢
complete this {ix E ! 3 : n'y %
simulation. The S -- .'i' ! F i =

help command || 1]

does not display Host for

all commands of Testing Congals?

the help system.

*="Hido Topalogy

Answer:
Router>en

Router#config terminal
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Router(config)#hostname Oxford

Oxford(config)#ip nat pool testinside 192.18.32.65 192.18.32.70 netmask 255.255.255.248
Oxford(config)#access-list 1 permit 192.168.6.64 0.0.0.63

Oxford(config)#ip nat inside source list 1 pool testinside overload

Oxford(config)#int s0/0

Oxford(config-if)#ip nat outside

Oxford(config-if)#exit

Oxford(config-if)#int fa0/0

Oxford(config-if)#ip nat inside

199.

ST LT 7 - S

209.165.100.250 24
g S0/0/0

209.165.100.200 /24 B s

S0/00

Faoio
102 168.1.250 24

Server 1

209.165.200.226 /24

G-y

(-
0% Complete Webh Server 2
192.168.1.10 /24

Scenario
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Host 1 receives afile from remote Server 1. Which MAC address appears as the source
address inthe header of the frames received by Host 17

o the MAC address of the NIG in Host 1. |
the MAC address of the MNIC in Servar 1. .

Othe MAC address ofthe Falll Interface of router R,
o the MAC address of the s0f0/0 interface of the router R2.

==

5 & B ey N

Host 1 gsends an ICMP echo requestto rermote Server 1, Whichdestination addrass does
Host 1 place Inthe Layer 2 header of the frame contalning the ping packet?

Cthed P oaddress of Server 1,
the MAC address of MIC in Server 1,
_ the IP addtess ofFa0i0 interface of rauter R1.
Othe MAC address ofthe Fal/0 interface of router R,
fthe IP address ofthe sOUDI0 interface af rauter R2.

the MAC address ofthe s00000 interface of router B2,

CIE |

Host 1 sends a reguest for a file to remote Server 1, WWhich destination address does Host 1
place in the Layver 3 header of the packet cantaining the regquest?

the WMAC address ofthe MIC In Server 1,
Othe IF address of Server 1.
the MAC address ofthe s0/070 interface of router B2,
the |F address ofthe sOM0MM nterface of router R2,
_ the MAC address ofthe Falil interface of router R1.
.o the IP address ofthe Fali intatface of router R1.

AT . . B

lestinsige

Question #4

R1 fanwards a packet fraom Host 1 to remote Serder 1. Which staterment describes the use of
a MAC as the frame carrying this packet leaves the S0/0/0 intarface of R17

o The frame does not have MAC addresses.

. The source MAZ address in the frama is th;a mo address ofthe HIC of Host 1.

DThe source MAC address In the frame |5 the MAC address afthe S0/0M0 interface of 1.
_ The destination MAC address inthe frame ig the MAC address ofthe MIC of Server 1.

The destination MAC address in the f'ra‘m"*'a iz the MAC address ofthe sQI0/0 interface of
F2
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e— Q. L@

Host 1 has Juststarted up and reguests a web page fram Yeb Server 2. Which two k
statements describe steps in the process Host 1 uses to sand the request to Weh Server 27

(Choose twa )7

HosH addresses the frames to the MAC address of routar R1.
| Host 1 looks inits ARP cache for the MAC address of router B1.
| Host1 addresses the frames to the MAC address of Web Server 2.
CBHI:EH sands the packets to router R1 to be forwardad to Weh Servar 2,
| Host1 sends a broadcast ARF request to obtain the MAC address of wehSerer 2,

Topology et & [ [=]
209.165.100.250 /24
Fa00
192.168.1.250 24
Server 1
209.165.200.226 24
Web Server 2 Host 1
192168110 /24 192, 168.1.106 24
I
i
|

200.
T
When a router is connected to a Frame F{elay WWAN link using a seral OTE interface, howis the inter'f.ace clock rate determined?
.
[F]a.  ttis supplied by the cBLDSU. Ay A
. B.  Itis supplied by the far end router. I estin S I d e
L o It iz determined by the elock rate command

© D Itis supplied by the Layer 1 hit stream timing.
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