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The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
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Icons Used in This Book
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Objectives
This book provides basic technical information about the various technologies used in the field of
networking. It is designed for use with other Cisco Press books and as a standalone reference
tool.
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What Is an Internetwork?
Aninternetwork is a collection of individual networks, connected by intermediate networking
devices, that functions as a single large network. Internetworking refers to the industry,
products, and procedures that meet the challenge of creating and administering internetworks.
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Today, high-speed LANs and switched internetworks are becoming widely used, largely because
they operate at very high speeds and support such high-bandwidth applications as multimedia
and videoconferencing.

Internetworking evolved as a solution to three key problems: isolated LANs, duplication of
resources, and a lack of network management. Isolated LANs made electronic communication
between different offices or departments impossible. Duplication of resources meant that the
same hardware and software had to be supplied to each office or department, as did separate
support staff. This lack of network management meant that no centralized method of managing
and troubleshooting networks existed.
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is key in establishing an efficient and effective internetwork.
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Open System Interconnection Reference Model
TheOpen System Interconnection (OSI) reference model describes how information from a
software application in one computer moves through a network medium to a software
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Figure 1-2 illustrates the seven-layer OSI reference model.

Figure 1-2. The OSI Reference Model Contains Seven Independent
Layers
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physical layer, the information is placed on the physical network medium and is sent across the
medium to System B. The physical layer of System B removes the information from the physical
medium, and then its physical layer passes the information up to the data link layer (Layer 2),
which passes it to the network layer (Layer 3), and so on, until it reaches the application layer
(Layer 7) of System B. Finally, the application layer of System B passes the information to the
recipient application program to complete the communication process.

Interaction Between OSI Model Layers
A given layer in the OSI model generally communicates with three other OSI layers: the layer
directly above it, the layer directly below it, and its peer layer in other networked computer
systems. The data link layer in System A, for example, communicates with the network layer of
System A, the physical layer of System A, and the data link layer in System B. Figure 1-4
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Physical layer implementations can be categorized as either LAN or WAN specifications. Figure 17 illustrates some common LAN and WAN physical layer implementations.

Figure 1-7. Physical Layer Implementations Can Be LAN or WAN
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networking professionals, regardless of expertise.
the IEEE sublayers of the data link layer.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
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Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
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TheLogical Link Control ( LLC) sublayer of the data link layer manages communications between
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mechanisms for detecting transmission errors, while error recovery involves acting, such as
requesting that data be retransmitted, to resolve any errors that occur.
The transport protocols used on the Internet are TCP and UDP.

OSI Model Session Layer
The session layer establishes, manages, and terminates communication sessions.
Communication sessions consist of service requests and service responses that occur between
applications located in different network devices. These requests and responses are coordinated
by protocols implemented at the session layer. Some examples of session-layer implementations
include Zone Information Protocol (ZIP), the AppleTalk protocol that coordinates the name
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Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
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When identifying communication partners, the application layer determines the identity and
availability of communication partners for an application with data to transmit. When
determining resource availability, the application layer must decide whether sufficient network
resources for the requested communication exist. In synchronizing communication, all
communication between applications requires cooperation that is managed by the application

layer.
Some examples of application layer implementations include Telnet, File Transfer Protocol (FTP),
and Simple Mail Transfer Protocol (SMTP).
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Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
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Information Formats
The data and control information that is transmitted through internetworks takes a variety of
forms. The terms used to refer to these information formats are not used consistently in the
internetworking industry but sometimes are used interchangeably. Common information formats
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Figure 1-9. Data from Upper-Layer Entities Makes Up the Data Link
Layer Frame
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Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
and trailer. Figure 1-10 illustrates the basic components of a network layer packet.
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
Figure 1-10. Three Basic Components Make Up a Network Layer Packet
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
The term datagram usually refers to an information unit whose source and destination are
network layer entities that use connectionless network service.
The term segment usually refers to an information unit whose source and destination are
transport layer entities.

Amessage is an information unit whose source and destination entities exist above the network
layer (often at the application layer).
Acell is an information unit of a fixed size whose source and destination are data link layer
entities. Cells are used in switched environments, such as Asynchronous Transfer Mode (ATM)
and Switched Multimegabit Data Service (SMDS) networks. A cell is composed of the header and
payload. The header contains control information intended for the destination data link layer
entity and is typically 5 bytes long. The payload contains upper-layer data that is encapsulated
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Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
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systems, providing a more realistic picture of the real-world networking environments in which
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ISO Hierarchy of Networks
Large networks typically are organized as hierarchies. A hierarchical organization provides such
advantages as ease of management, flexibility, and a reduction in unnecessary traffic. Thus, the
International Organization for Standardization (ISO) has adopted a number of terminology
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sometimes called a domain. Figure 1-12 illustrates a hierarchical network and its components.
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.

Figure 1-12. A Hierarchical Network Contains Numerous Components
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Internetwork Addressing
Internetwork addresses identify devices separately or as members of a group. Addressing
schemes vary depending on the protocol family and the OSI layer. Three types of internetwork
addresses are commonly used: data link layer addresses, Media Access Control (MAC)
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End systems generally have only one physical network connection and thus have only one datalink address. Routers and other internetworking devices typically have multiple physical network
connections and therefore have multiple data-link addresses. Figure 1-13 illustrates how each
interface on a device is uniquely identified by a data-link address.
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
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MAC Addresses
Media Access Control (MAC) addresses consist of a subset of data link layer addresses. MAC
addresses identify network entities in LANs that implement the IEEE MAC addresses of the data
link layer. As with most data-link addresses, MAC addresses are unique for each LAN interface.

Figure 1-14 illustrates the relationship between MAC addresses, data-link addresses, and the
IEEE sublayers of the data link layer.

Figure 1-14. MAC Addresses, Data-Link Addresses, and the IEEE
Sublayers of the Data Link Layer Are All Related
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Mapping Addresses
Because internetworks generally use network addresses to route traffic around the network,
there is a need to map network addresses to MAC addresses. When the network layer has
determined the destination station's network address, it must forward the information over a
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Resolution Protocol (ARP) is the method used in the TCP/IP suite. When a network
device needs to send data to another device on the same network, it knows the source and
destination network addresses for the data transfer. It must somehow map the destination
address to a MAC address before forwarding the data. First, the sending station will check its
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the destination device resides. The router on the destination device's network then uses ARP to
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obtain the MAC of the actual destination device and delivers the packet.

Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
The Hello protocol is a network layer protocol that enables network devices to identify one
enables networking professionals to understand and implement contemporary internetworking
another and indicate that they are still functional. When a new end system powers up, for
technologies. Master the terms, concepts, technologies, and devices used in today's networking
example, it broadcasts hello messages onto the network. Devices on the network then return
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
hello replies, and hello messages are also sent at specific intervals to indicate that they are still
Complete with new and updated chapters on security, storage, optical networking, scalability,
functional. Network devices can learn the MAC addresses of other devices by examining Hello
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
protocol packets.
networking professionals, regardless of expertise.
Three protocols use predictable MAC addresses. In these protocol suites, MAC addresses are
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
predictable because the network layer either embeds the MAC address in the network layer
hardware, protocols, and services involved. Fundamental technology information is provided on
address or uses an algorithm to determine the MAC address. The three protocols are Xerox
a broad range of integral systems and services, including detailed descriptions, review questions
Network Systems (XNS), Novell Internetwork Packet Exchange (IPX), and DECnet Phase IV.
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
Network
Layer
Addresses
professionals
operate.
Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions
their
networks.
Anetwork for
layer
address
identifies an entity at the network layer of the OSI layers. Network
addresses usually exist within a hierarchical address space and sometimes are called virtual or
logical addresses.
The relationship between a network address and a device is logical and unfixed; it typically is
based either on physical network characteristics (the device is on a particular network segment)

or on groupings that have no physical basis (the device is part of an AppleTalk zone). End
systems require one network layer address for each network layer protocol that they support.
(This assumes that the device has only one physical network connection.) Routers and other
internetworking devices require one network layer address per physical network connection for
each network layer protocol supported. For example, a router with three interfaces each running
AppleTalk, TCP/IP, and OSI must have three network layer addresses for each interface. The
router therefore has nine network layer addresses. Figure 1-16 illustrates how each network
interface
must
be assigned a network address for each protocol supported.
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Figure 1-16. Each Network Interface Must Be Assigned a Network
Address for Each Protocol Supported
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Hierarchical
Versus Flat Address Space
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
Internetwork
address
space typically takes one of two forms: hierarchical address space or flat
decisions for their
networks.
address space. A hierarchical address space is organized into numerous subgroups, each
successively narrowing an address until it points to a single device (in a manner similar to street
addresses). A flat address space is organized into a single group (in a manner similar to U.S.
Social Security numbers).
Hierarchical addressing offers certain advantages over flat-addressing schemes. Address sorting

and recall is simplified using comparison operations. For example, "Ireland" in a street address
eliminates any other country as a possible location. Figure 1-17 illustrates the difference
between hierarchical and flat address spaces.

Figure 1-17. Hierarchical and Flat Address Spaces Differ in Comparison
Operations
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A static address
does not change
untilofthe
network administrator manually changes it. Dynamic
addresses are obtained by devices when they attach to a network, by means of some protocolReaders will obtain a greater understanding of LAN and WAN networking, particularly the
specific process. A device using a dynamic address often has a different address each time that it
hardware, protocols, and services involved. Fundamental technology information is provided on
connects to the network. Some networks use a server to assign addresses. Server-assigned
a broad range of integral systems and services, including detailed descriptions, review questions
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to ensure concept comprehension and retention, and additional resources for further study.
different address each time that it connects to the network.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
Addresses
Versus
productivity and
improve Names
efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
Internetwork devices usually have both a name and an address associated with them.
Internetwork names typically are location-independent and remain associated with a device
wherever that device moves (for example, from one building to another). Internetwork
addresses usually are location-dependent and change when a device is moved (although MAC
addresses are an exception to this rule). As with network addresses being mapped to MAC

addresses, names are usually mapped to network addresses through some protocol. The
Internet uses Domain Name System (DNS) to map the name of a device to its IP address. For
example, it's easier for you to remember www.cisco.com instead of some IP address. Therefore,
you type www.cisco.com into your browser when you want to access Cisco's web site. Your
computer performs a DNS lookup of the IP address for Cisco's web server and then
communicates with it using the network address.
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Flow Control Basics
Flow control is a function that prevents network congestion by ensuring that transmitting devices
do not overwhelm receiving devices with data. A high-speed computer, for example, may
generate traffic faster than the network can transfer it, or faster than the destination device can
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they can be processed. Occasional data bursts are easily handled by buffering. Excess data
bursts can exhaust memory, however, forcing the device to discard any additional datagrams
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Error-Checking Basics
Error-checking schemes determine whether transmitted data has become corrupt or otherwise
damaged while traveling from the source to the destination. Error checking is implemented at
several of the OSI layers.
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Multiplexing Basics
Multiplexing is a process in which multiple data channels are combined into a single data or
physical channel at the source. Multiplexing can be implemented at any of the OSI layers.
Conversely,demultiplexing is the process of separating multiplexed data channels at the
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Figure 1-18. Multiple Applications Can Be Multiplexed into a Single
Lower-Layer Data Packet
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Amultiplexer is a physical layer device that combines multiple data streams into one or more
output channels at the source. Multiplexers demultiplex the channels into multiple data streams
at the remote end and thus maximize the use of the bandwidth of the physical medium by
enabling it to be shared by multiple traffic sources.

Some methods used for multiplexing data are time-division multiplexing (TDM), asynchronous
time-division multiplexing (ATDM), frequency-division multiplexing (FDM), and statistical
multiplexing.
In TDM, information from each data channel is allocated bandwidth based on preassigned time
slots, regardless of whether there is data to transmit. In ATDM, information from data channels
is allocated bandwidth as needed by using dynamically assigned time slots. In FDM, information
from each data channel is allocated bandwidth based on the signal frequency of the traffic. In
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Standards Organizations
A wide variety of organizations contribute to internetworking standards by providing forums for
discussion, turning informal discussion into formal specifications, and proliferating specifications
after they are standardized.
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Summary
This chapter introduced the building blocks on which internetworks are built. Understanding
where complex pieces of internetworks fit into the OSI model will help you understand the
concepts better. Internetworks are complex systems that, when viewed as a whole, are too much
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Understanding the interaction between various layers and protocols makes designing,
configuring, and diagnosing internetworks possible. Without understanding of the building
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Review Questions
1:

What are the layers of the OSI model?

2:

Index layer determines path selection in an internetwork?
Which
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4:

of things are defined at the physical layer?

What is one method of mapping network addresses to MAC addresses?
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5:

Which includes more overhead, connection-oriented or connectionless services?
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For More Information
• Cisco's web site (www.cisco.com) is a wonderful source for more information about these
topics. The Documentation section includes in-depth discussions on many of the topics covered
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Subsequent chapters in Part II, "LAN Protocols," address specific protocols in
more detail. Figure 2-1 illustrates the basic layout of these three implementations.
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What Is a LAN?
ALAN is a high-speed data network that covers a relatively small geographic area. It typically
connects workstations, personal computers, printers, servers, and other devices. LANs offer
computer users many advantages, including shared access to devices and applications, file
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LAN Protocols and the OSI Reference Model
LAN protocols function at the lowest two layers of the OSI reference model, as discussed in
Chapter 1, "Internetworking Basics," between the physical layer and the data link layer. Figure
2-2 illustrates how several popular LAN protocols map to the OSI reference model.
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Figure 2-2. Popular LAN Protocols Mapped to the OSI Reference Model
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LAN Media-Access Methods
Media contention occurs when two or more network devices have data to send at the same time.
Because multiple devices cannot talk on the network simultaneously, some type of method must
be used to allow one device access to the network media at a time. This is done in two main
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Token-passing networks such as Token Ring can also benefit from network switches. In large
networks, the delay between turns to transmit may be significant because the token is passed
around the network.

LAN Transmission Methods
LAN data transmissions fall into three classifications: unicast, multicast, and broadcast. In each
type of transmission, a single packet is sent to one or more nodes.
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LAN Topologies
LAN topologies define the manner in which network devices are organized. Four common LAN
topologies exist: bus, ring, star, and tree. These topologies are logical architectures, but the
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LAN Devices
Devices commonly used in LANs include repeaters, hubs, LAN extenders, bridges, LAN switches,
and routers.
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Arepeater is a physical layer device used to interconnect the media segments of an extended
network. A repeater essentially enables a series of cable segments to be treated as a single
cable. Repeaters receive signals from one network segment and amplify, retime, and retransmit
those signals to another network segment. These actions prevent signal deterioration caused by
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ALAN extender is a remote-access multilayer switch that connects to a host router. LAN
extenders forward traffic from all the standard network layer protocols (such as IP, IPX, and
AppleTalk) and filter traffic based on the MAC address or network layer protocol type. LAN

extenders scale well because the host router filters out unwanted broadcasts and multicasts.
However, LAN extenders are not capable of segmenting traffic or creating security firewalls.
Figure 2-7 illustrates multiple LAN extenders connected to the host router through a WAN.
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Review Questions
1:

Describe the type of media access used by Ethernet.

2:
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unicast, multicast, and broadcast transmissions.
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What Is a WAN?
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Point-to-Point Links
Apoint-to-point link provides a single, pre-established WAN communications path from the
customer premises through a carrier network, such as a telephone company, to a remote
network. Point-to-point lines are usually leased from a carrier and thus are often called leased
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Circuit Switching
Switched circuits allow data connections that can be initiated when needed and terminated when
communication is complete. This works much like a normal telephone line works for voice
communication. Integrated Services Digital Network (ISDN) is a good example of circuit
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be terminated. Figure 3-3 illustrates an example of this type of circuit.
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Packet Switching
Packet switching is a WAN technology in which users share common carrier resources. Because
this allows the carrier to make more efficient use of its infrastructure, the cost to the customer is
generally much better than with point-to-point lines. In a packet switching setup, networks have
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Figure 3-4. Packet Switching Transfers Packets Across a Carrier
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WAN Virtual Circuits
Avirtual circuit is a logical circuit created within a shared network between two network devices.
Two types of virtual circuits exist: switched virtual circuits (SVCs) and permanent virtual circuits
(PVCs).
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the virtual circuit between the source and destination devices. Data transfer involves
transmitting data between the devices over the virtual circuit, and the circuit termination phase
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PVC is a permanently established virtual circuit that consists of one mode: data transfer. PVCs
are used in situations in which data transfer between devices is constant. PVCs decrease the
bandwidth use associated with the establishment and termination of virtual circuits, but they
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WAN Dialup Services
Dialup services offer cost-effective methods for connectivity across WANs. Two popular dialup
implementations are dial-on-demand routing (DDR) and dial backup.
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dial backup line is initiated. The dial backup line then supports the WAN connection until the
primary circuit is restored. When this occurs, the dial backup connection is terminated.
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WAN Devices
WANs use numerous types of devices that are specific to WAN environments. WAN switches,
access servers, modems, CSU/DSUs, and ISDN terminal adapters are discussed in the following
sections. Other devices found in WAN environments that are used in WAN implementations
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Anaccess server acts as a concentration point for dial-in and dial-out connections. Figure 3-6
illustrates an access server concentrating dial-out connections into a WAN.

Figure 3-6. An Access Server Concentrates Dial-Out Connections into a

WAN
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1:

What are some types of WAN circuits?

2:

Index is DDR, and how is it different from dial backup?
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Understand Cisco IOS system architecture components.
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Work with the Cisco IOS Command Line Interface (CLI) and common commands.
Publisher: Cisco Press

Learn
about Cisco
IOS
Pub
Date: September
11, 2003

troubleshooting techniques.

ISBN: 1-58705-119-2

Understand upgrading and release information.
Pages: 1128

The Cisco IOS software is network system software that runs on Cisco routers and switches. It is
used to configure, monitor, and troubleshoot the system.
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System Architecture
Like a computer, a router has a CPU that varies in performance and capabilities depending on
the router platform. Two examples of processors that Cisco uses are the Motorola 68030 and the
Orion/R4600. The Cisco IOS software running in the router requires the CPU or processor to
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System Bootstrap, Version 11.1(20)AA2, EARLY DEPLOYMENT RELEASE SOFTWARE (fc1)
Copyright (c) 1999 by Cisco Systems, Inc.
C3600 processor with 98304 Kbytes of main memory

Main memory is configured to 64 bit mode with parity disabled

program load complete, entry point: 0x80008000, size: 0xa8d168
Self decompressing the image : #################################################
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--- System Configuration Dialog --The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Would you like to enter the initial configuration dialog? [yes/no]:
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
When a new router is first started, IOS runs an autoinstall process wherein the user is prompted
to answer
a fewofquestions.
IOStechnologies
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thestorage
input provided. After
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cutting edge
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optical
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initial setup, the configuration is most commonly modified using the command-line interface
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management
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Internet. applications.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Cisco IOS CLI
Cisco IOS has three command modes, each with access to different command sets:
User mode—
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is the first mode a user has access to after logging into the router. The
user mode
can be identified by the > prompt following the router name. This mode allows
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the user to
execute only
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commands,
such as those that show the system's status.
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Privileged mode— This mode allows users to view the system configuration, restart the
configuration mode. It also allows all the commands that are available in
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11, 2003 mode can be identified by the # prompt following the router name.
user
Privileged
The
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mode enable command tells IOS that the user wants to enter privileged mode. If
an
enable
Pages: 1128 password or enable secret password has been set, the user needs to enter the
correct password or secret to be granted access to privileged mode. An enable secret
password uses stronger encryption when it is stored in the configuration and, therefore, is
safer. Privileged mode allows the user to do anything on the router, so it should be used
with caution. To exit privileged mode, the user executes the disable command.
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industry. Learn
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into a LAN/WAN environment.
Example
4-2.
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Context-Sensitive
Help
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Router>?
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
Exec commands:
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
access-enable
Create a temporary Access-List entry
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
access-profile
Apply user-profile to interface
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
clear
Reset functions
decisions for their networks.
...

The following steps introduce you to the commands used to change command mode, view
system information, and configure a password. Real CLI output from a Cisco 3640 router running
Cisco IOS software is shown.
Step 1. Enter enabled mode by entering enable and pressing Enter:
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Step 2. To see which version of IOS is running on the system, enter the show version
command:
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Router#show version
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Cisco Internetwork Operating System Software
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
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productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
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Router uptime is 47 minutes
System returned to ROM by reload
System image file is "slot0:c3640-is-mz.122-10.bin"
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Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage
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networks. IOS
Router(config)#
IOS(config)#

Notice that the prompt changes to "IOS" immediately after you enter the hostname command.
All configuration changes in Cisco IOS take place immediately.
Step 4. Next, you need to set the enable password and the enable secret password. The
enable secret password is stored using stronger encryption and overrides the enable
password if it is configured. To set both passwords, you enter the following:
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IOS(config)#enable secret san-fran
IOS(config)#exit
IOS#
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
To get into enabled mode, you need to enter the password san-fran. The exit command takes
Concise overviews of technologies essential to networking professionals at all levels, from
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Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
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show running-config
and speed,
this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
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Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
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In the preceding step sequence, notice the Ethernet and serial interfaces that show up in the
configuration file. Each interface requires that certain parameters such as encapsulation and
address be set before the interface can be used properly. In addition, IP routing or bridging
might need to be configured. Refer to the Cisco IOS installation and configuration guides
available at www.cisco.com for your version of software to learn about all possible configuration
The updated edition of the best-selling all-in-one networking reference provides coverage of
options and recommended guidelines.
essential and cutting-edge technologies.
Table 4-1 describes some of the more common commands used to monitor the system.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP

Table 4-1. Commands Used to Monitor Cisco IOS Devices

Coverage of cutting edge technologies like optical networking and storage
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Debugging and Logging
Cisco IOS software allows for detailed debugging for all protocols and processes running in the
system for troubleshooting purposes. More information on debugging can be obtained in the
Cisco IOS Debug Command Reference, available on www.cisco.com.
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System messages are shown on the console and can be enabled for any session into the router.
Different levels of severity can be configured for different access methods into the router. The
The updated edition of the best-selling all-in-one networking reference provides coverage of
eight message severity levels are as follows:
essential and cutting-edge technologies.
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Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
IOS(config)#logging ?
decisions for their networks.
Hostname or A.B.C.D

IP address of the logging host

buffered

Set buffered logging parameters

console

Set console logging level

•

exception

Limit size of exception flush output

facility

Facility parameter for syslog messages

history

Configure syslog history table

host

•
monitor

Set syslog server host name or IP address
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Enable logging to all supported destinations
Set messages per second limit
Specify interface for source address in logging

Pages: 1128
transactions

trap

Set syslog server logging level
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Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
Enabling
higher
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level, or level 7, shows all messages. System messages may also be buffered and seen using the
show logging command in privileged mode. A user may also send logging messages to a syslog
server using the logging host command in configuration mode. A syslog server can be
configured on a UNIX device or PC to accept these messages from a router and place them in a
file. This allows for large files containing system messages to be maintained, because you are

not restricted by the amount of memory on the router.
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Reloading and Upgrading
A system restart on Cisco routers is called a reload. If the router needs to be reloaded for any
reason, the reload command needs to be entered from privileged mode, as shown in Example 44. The reload command also allows a time to be set so that the system restarts after the
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•

Table of Contents

•

Index

Internetworking Technologies Handbook, Fourth Edition
By Cisco Systems, Inc.

The most common methods are TFTP and FTP. After the file has been placed on your TFTP or FTP
server, enter the copy command from privileged mode and answer the questions on server IP
Publisher: Cisco Press
address and source and destination filenames. After you specify which image the system should
Date: the
September
2003 command, a reload is required for the new version of IOS to be
loadPub
using
boot 11,
system
ISBN:
1-58705-119-2
booted.
Pages: 1128

The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Summary
This chapter introduced the fundamentals of Cisco IOS software, the operating system that runs
on Cisco routers and switches. Cisco IOS software runs on a CPU and requires several types of
memory to store the image, configuration, running applications, and data. The CLI is the most
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Review Questions
1:

What are the four main memory types in a router?

2:

Index are the three Cisco IOS command modes?
What
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What Are Bridges and Switches?
Bridges and switches are data communications devices that operate principally at Layer 2 of the
OSI reference model. As such, they are widely referred to as data link layer devices.
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Several kinds of bridging have proven important as internetworking devices. Transparent
bridging is found primarily in Ethernet environments, while source-route bridging occurs
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Link Layer Device Overview
Bridging and switching occur at the link layer, which controls data flow, handles transmission
errors, provides physical (as opposed to logical) addressing, and manages access to the physical
medium. Bridges provide these functions by using various link layer protocols that dictate
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toward the destination. In some cases, such as source-route bridging, the entire path to the
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Types of Bridges
Bridges can be grouped into categories based on various product characteristics. Using one
popular classification scheme, bridges are either local or remote. Local bridges provide a direct
connection between multiple LAN segments in the same area. Remote bridges connect multiple
•
Table
of Contents
LAN segments
in different
areas, usually over telecommunications lines. Figure 5-1 illustrates
•
Index
these two configurations.
Internetworking Technologies Handbook, Fourth Edition
By Cisco Systems, Inc.

Figure 5-1. Local and Remote Bridges Connect LAN Segments in
Specific Areas
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Some bridges are MAC-layer bridges, which bridge between homogeneous networks (for
example, IEEE 802.3 and IEEE 802.3), while other bridges can translate between different link
layer protocols (for example, IEEE 802.3 and IEEE 802.5). The basic mechanics of such a
translation are shown in Figure 5-2.

Figure 5-2. A MAC-Layer Bridge Connects the IEEE 802.3 and IEEE
802.5 Networks
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Types of Switches
Switches are data link layer devices that, like bridges, enable multiple physical LAN segments to
be interconnected into a single larger network. Similar to bridges, switches forward and flood
traffic based on MAC addresses. Any network device will create some latency. Switches can use
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What layer of the OSI reference model to bridges and switches operate.

2:

Index is controlled at the link layer?
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What Is Routing?
Routing is the act of moving information across an internetwork from a source to a destination.
Along the way, at least one intermediate node typically is encountered. Routing is often
contrasted with bridging, which might seem to accomplish precisely the same thing to the casual
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Routing Components
Routing involves two basic activities: determining optimal routing paths and transporting
information groups (typically called packets) through an internetwork. In the context of the
routing process, the latter of these is referred to as packet switching. Although packet switching
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Routing algorithms fill routing tables with a variety of information. Destination/next hop
associations tell a router that a particular destination can be reached optimally by sending the
packet to a particular router representing the "next hop" on the way to the final destination.
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Routers communicate with one another and maintain their routing tables through the
transmission of a variety of messages. The routing update message is one such message that
generally consists of all or a portion of a routing table. By analyzing routing updates from all
other routers, a router can build a detailed picture of network topology. A link-state
advertisement, another example of a message sent between routers, informs other routers of the

state of the sender's links. Link information also can be used to build a complete picture of
network topology to enable routers to determine optimal routes to network destinations.

Switching
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The next hop may be the ultimate destination host. If not, the next hop is usually another router,
which executes the same switching decision process. As the packet moves through the
internetwork, its physical address changes, but its protocol address remains constant, as
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Routing Algorithms
Routing algorithms can be differentiated based on several key characteristics. First, the
particular goals of the algorithm designer affect the operation of the resulting routing protocol.
Second, various types of routing algorithms exist, and each algorithm has a different impact on
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displayed in Figure 6-3, a packet arrives at Router 1 at time t1. Router 1
already has been updated and thus knows that the optimal route to the destination calls for
Router 2 to be the next stop. Router 1 therefore forwards the packet to Router 2, but because
this router has not yet been updated, it believes that the optimal next hop is Router 1. Router 2
therefore forwards the packet back to Router 1, and the packet continues to bounce back and
forth between the two routers until Router 2 receives its routing update or until the packet has

been switched the maximum number of times allowed.

Figure 6-3. Slow Convergence and Routing Loops Can Hinder Progress
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Static Versus Dynamic

Static routing algorithms are hardly algorithms at all, but are table mappings established by the
network administrator before the beginning of routing. These mappings do not change unless the
network administrator alters them. Algorithms that use static routes are simple to design and
work well in environments where network traffic is relatively predictable and where network
design is relatively simple.
Because static routing systems cannot react to network changes, they generally are considered
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Host-Intelligent Versus Router-Intelligent
Some routing algorithms assume that the source end node will determine the entire route. This
is usually referred to as source routing. In source-routing systems, routers merely act as store-

and-forward devices, mindlessly sending the packet to the next stop.
Other algorithms assume that hosts know nothing about routes. In these algorithms, routers
determine the path through the internetwork based on their own calculations. In the first
system, the hosts have the routing intelligence. In the latter system, routers have the routing
intelligence.
•

Table of Contents

Intradomain
Versus Interdomain
•
Index
Internetworking Technologies Handbook, Fourth Edition

Some
routing algorithms work only within domains; others work within and between domains.
By Cisco Systems, Inc.
The nature of these two algorithm types is different. It stands to reason, therefore, that an
optimal intradomain-routing algorithm would not necessarily be an optimal interdomain-routing
Publisher: Cisco Press
algorithm.
Pub Date: September 11, 2003
ISBN: 1-58705-119-2
Pages: 1128
Link-State
Versus Distance Vector

Link-state algorithms (also known as shortest path first algorithms) flood routing information to
all nodes in the internetwork. Each router, however, sends only the portion of the routing table
that describes the state of its own links. In link-state algorithms, each router builds a picture of
The entire
updated
editioninof
best-selling
networking
reference
coverage
of
the
network
itsthe
routing
tables.all-in-one
Distance vector
algorithms
(alsoprovides
known as
Bellman-Ford
essential andcall
cutting-edge
technologies.
algorithms)
for each router
to send all or some portion of its routing table, but only to its
neighbors. In essence, link-state algorithms send small updates everywhere, while distance
vector algorithms send larger updates only to neighboring routers. Distance vector algorithms
overviews
of technologies essential to networking professionals at all levels, from
knowConcise
only about
their neighbors.
novice to expert.
Because they converge more quickly, link-state algorithms are somewhat less prone to routing
coverage of On
important
topics
like
VoIP and
EAP
loopsNew
thanchapters
distanceinclude
vector algorithms.
the other
hand,
link-state
algorithms
require more
CPU power and memory than distance vector algorithms. Link-state algorithms, therefore, can
Coverage of cutting edge technologies like optical networking and storage
be more expensive to implement and support. Link-state protocols are generally more scalable
than distance
protocols.
Authoredvector
by Cisco
Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking
Routing
Metrics professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry.tables
Learncontain
how to information
incorporate used
internetworking
technologies
a LAN/WAN
environment.
Routing
by switching
software tointo
select
the best route.
But how,
Complete with
and tables
updated
chapters
security,
storage,
networking,that
scalability,
specifically,
arenew
routing
built?
What on
is the
specific
nature optical
of the information
they
and speed,
this
is a algorithms
complete and
up-to-date
topics that
are essential to all
contain?
How
dobook
routing
determine
thatreference
one routetoisthe
preferable
to others?
networking professionals, regardless of expertise.
Routing algorithms have used many different metrics to determine the best route. Sophisticated
Readers
will obtain can
a greater
understanding
of LAN
and metrics,
WAN networking,
the
routing algorithms
base route
selection on
multiple
combiningparticularly
them in a single
hardware,
protocols,
and
services
involved.
Fundamental
technology
information
is
provided
on
(hybrid) metric. All the following metrics have been used:
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage
Path is
length
also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
Reliability
professionals
operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
Delay
decisions
for their networks.
Bandwidth
Load
Communication cost

Path length is the most common routing metric. Some routing protocols allow network
administrators to assign arbitrary costs to each network link. In this case, path length is the sum
of the costs associated with each link traversed. Other routing protocols define hop count, a
metric that specifies the number of passes through internetworking products, such as routers,
that a packet must take en route from a source to a destination.
Reliability, in the context of routing algorithms, refers to the dependability (usually described in
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Network Protocols
Routed protocols are transported by routing protocols across an internetwork. In general, routed
protocols in this context also are referred to as network protocols. These network protocols
perform a variety of functions required for communication between user applications in source
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Confusion about the terms routed protocol and routing protocol is common. Routed protocols are
protocols that are routed over an internetwork. Examples of such protocols are the Internet
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Review Questions
1:

Describe the process of routing packets.

2:

Index are some routing algorithm types?
What
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4:

the difference between static and dynamic routing.

What are some of the metrics used by routing protocols?
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Chapter 7. Network Management Basics
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Introduction
This chapter describes functions common to most network-management architectures and
protocols. It also presents the five conceptual areas of management as defined by the
International Organization for Standardization (ISO). Subsequent chapters in Part VIII,
•
Table of Contents
"Network Management,"
address specific network management technologies, protocols, and
•
Index detail.
platforms in more
Internetworking Technologies Handbook, Fourth Edition
By Cisco Systems, Inc.

Publisher: Cisco Press
Pub Date: September 11, 2003
ISBN: 1-58705-119-2
Pages: 1128

The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

What Is Network Management?
Network management means different things to different people. In some cases, it involves a
solitary network consultant monitoring network activity with an outdated protocol analyzer. In
other cases, network management involves a distributed database, autopolling of network
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1128 saw tremendous expansion in the area of network deployment. As companies
realized the cost benefits and productivity gains created by network technology, they began to
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Network Management Architecture
Most network management architectures use the same basic structure and set of relationships.
End stations (managed devices), such as computer systems and other network devices, run
software that enables them to send alerts when they recognize problems (for example, when one
•
Table of Contents
or more user-determined
thresholds are exceeded). Upon receiving these alerts, management
•
Index
entities are programmed
to react by executing one, several, or a group of actions, including
Internetworking
Technologies
Handbook,
Edition
operator notification,
event
logging,Fourth
system
shutdown, and automatic attempts at system repair.
By Cisco Systems, Inc.

Management entities also can poll end stations to check the values of certain variables. Polling
can be automatic or user-initiated, but agents in the managed devices respond to all polls.
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management protocol. Well-known network management protocols include the
Simple Network Management Protocol (SNMP) and Common Management Information Protocol
(CMIP). Management proxies are entities that provide management information on behalf of
other entities. Figure 7-1 depicts a typical network management architecture.
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Figure 7-1. A Typical Network Management Architecture Maintains
Many Relationships
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ISO Network Management Model
The ISO has contributed a great deal to network standardization. Its network management
model is the primary means for understanding the major functions of network management
systems. This model consists of five conceptual areas, as discussed in the next sections.
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Performance management involves three main steps. First, performance data is gathered on
variables of interest to network administrators. Second, the data is analyzed to determine
normal (baseline) levels. Finally, appropriate performance thresholds are determined for each
important variable so that exceeding these thresholds indicates a network problem worthy of
attention.
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential
and entities
cutting-edge
technologies.
Management
continually
monitor performance variables. When a performance threshold
is exceeded, an alert is generated and sent to the network management system.
Concise overviews of technologies essential to networking professionals at all levels, from
Each of the steps just described is part of the process to set up a reactive system. When
novice to expert.
performance becomes unacceptable because of an exceeded user-defined threshold, the system
reacts by sending a message. Performance management also permits proactive methods: For
New chapters include coverage of important topics like VoIP and EAP
example, network simulation can be used to project how network growth will affect performance
metrics.
Such simulation
administrators
to impending
problems
so that counteractive
Coverage
of cutting can
edgealert
technologies
like optical
networking
and storage
measures can be taken.
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking
Technologies
Handbook , Fourth Edition, is a comprehensive reference that
Configuration
Management
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
The
goal of
configuration
management
is to monitortechnologies
network andinto
system
configuration
industry.
Learn
how to incorporate
internetworking
a LAN/WAN
environment.
information
so
that
the
effects
on
network
operation
of
various
versions
of
hardware
and
Complete with new and updated chapters on security, storage, optical networking,
scalability,
software
elements
can
be
tracked
and
managed.
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Each network device has a variety of version information associated with it. An engineering
workstation,
for example,
may
be configuredofasLAN
follows:
Readers will obtain
a greater
understanding
and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad
range ofsystem,
integralVersion
systems
and services, including detailed descriptions, review questions
Operating
3.2
to ensure concept comprehension and retention, and additional resources for further study.
Coverage
is also
extended
not only
Ethernet
interface,
Version
5.4to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals
operate. Version
Tools and
TCP/IP software,
2.0guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions
NetWare
for their
software,
networks.
Version 4.1
NFS software, Version 5.1
Serial communications controller, Version 1.1
X.25 software, Version 1.0

SNMP software, Version 3.1
Configuration management subsystems store this information in a database for easy access.
When a problem occurs, this database can be searched for clues that may help solve the
problem.
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course, will be required to reach optimal access practices. From this point, ongoing
measurement of resource use can yield billing information as well as information used to assess
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Review Questions
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Name the different areas of network management.

2:

Index are the goals of performance management?
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Background
The term Ethernet refers to the family of local-area network (LAN) products covered by the IEEE
802.3 standard that defines what is commonly known as the CSMA/CD protocol. Three data
rates are currently defined for operation over optical fiber and twisted-pair cables:
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Other technologies and protocols have been touted as likely replacements, but the market has
spoken. Ethernet has survived as the major LAN technology (it is currently used for
approximately 85 percent of the world's LAN-connected PCs and workstations) because its
protocol has the following characteristics:
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Ethernet—A Brief History
The original Ethernet was developed as an experimental coaxial cable network in the 1970s by
Xerox Corporation to operate with a data rate of 3 Mbps using a carrier sense multiple access
collision detect (CSMA/CD) protocol for LANs with sporadic but occasionally heavy traffic
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The original IEEE 802.3 standard was based on, and was very similar to, the Ethernet Version
1.0 specification. The draft standard was approved by the 802.3 working group in 1983 and was
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Ethernet Network Elements
Ethernet LANs consist of network nodes and interconnecting media. The network nodes fall into
two major classes:
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Throughout this chapter, standalone intermediate network devices will be referred to as either
intermediate nodes or DCEs. Network interface cards will be referred to as NICs.
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Ethernet Network Topologies and Structures
LANs take on many topological configurations, but regardless of their size or complexity, all will
be a combination of only three basic interconnection structures or network building blocks.
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Although new networks are no longer connected in a bus configuration, some older bus-

connected networks do still exist and are still useful.
Since the early 1990s, the network configuration of choice has been the star-connected topology,
shown in Figure 8-3. The central network unit is either a multiport repeater (also known as a
hub) or a network switch. All connections in a star network are point-to-point links implemented
with either twisted-pair or optical fiber cable.
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The IEEE 802.3 Logical Relationship to the ISO
Reference Model
Figure 8-4 shows the IEEE 802.3 logical layers and their relationship to the OSI reference model.
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Figure 8-5 shows different compatibility requirements imposed by the MAC and physical levels
for basic data communication over an Ethernet link.

Figure 8-5. MAC and Physical Layer Compatibility Requirements for
Basic Data Communication
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The IEEE 802.3 standard defines a basic data frame format that is required for all MAC
implementations, plus several additional optional formats that are used to extend the protocol's
basic capability. The basic data frame format contains the seven fields shown in Figure 8-6.
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Frame check sequence (FCS)— Consists of 4 bytes. This sequence contains a 32-bit
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recalculated by the receiving MAC to check for damaged frames. The FCS is generated over

the DA, SA, Length/Type, and Data fields.

Figure 8-6. The Basic IEEE 802.3 MAC Data Frame Format
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The LLC data bytes are counted, and the number of bytes is inserted into the Length/Type
field.
The LLC data bytes are inserted into the Data field. If the number of LLC data bytes is less
than 46, a pad is added to bring the Data field length up to 46.

An FCS value is generated over the DA, SA, Length/Type, and Data fields and is appended
to the end of the Data field.
After the frame is assembled, actual frame transmission will depend on whether the MAC is
operating in half-duplex or full-duplex mode.
The IEEE 802.3 standard currently requires that all Ethernet MACs support half-duplex
operation, in which the MAC can be either transmitting or receiving a frame, but it cannot be
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developers. Fast Ethernet was required to provide backward compatibility with earlier Ethernet
networks, including the existing IEEE 802.3 frame format and error-detection procedures, plus
all applications and networking software running on the 10-Mbps networks.
Although signal propagation velocity is essentially constant for all transmission rates, the time
required to transmit a frame is inversely related to the transmission rate. At 100 Mbps, a
minimum-length frame can be transmitted in approximately one-tenth of the defined slot time,
and any collision that occurred during the transmission would not likely be detected by the
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[1]

520 bytes applies to 1000Base-T implementations. The minimum frame size with extension field for
1000Base-X is reduced to 416 bytes because 1000Base-X encodes and transmits 10 bits for each byte.

Another change to the Ethernet CSMA/CD transmit specification was the addition of frame
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Full-Duplex Transmission—An Optional Approach to Higher Network Efficiency
Full-duplex operation is an optional MAC capability that allows simultaneous two-way

transmission over point-to-point links. Full duplex transmission is functionally much simpler than
half-duplex transmission because it involves no media contention, no collisions, no need to
schedule retransmissions, and no need for extension bits on the end of short frames. The result
is not only more time available for transmission, but also an effective doubling of the link
bandwidth because each link can now support full-rate, simultaneous, two-way transmission.
Transmission can usually begin as soon as frames are ready to send. The only restriction is that
there must be a minimum-length interframe gap between successive frames, as shown in Figure
•
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8-9, and each frame must conform to Ethernet frame format standards.
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Simplifies network management and makes adds, moves, and changes easier to
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A VLAN-tagged frame is simply a basic MAC data frame that has had a 4-byte VLAN header
inserted between the SA and Length/Type fields, as shown in Figure 8-11.
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The Ethernet Physical Layers
Because Ethernet devices implement only the bottom two layers of the OSI protocol stack, they
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Baseline wander results because Ethernet links are AC-coupled to the transceivers and because
AC coupling is incapable of maintaining voltage levels for more than a short time. As a result,
transmitted pulses are distorted by a droop effect similar to the exaggerated example shown in
Figure 8-12. In long strings of either 1s or 0s, the droop can become so severe that the voltage

level passes through the decision threshold, resulting in erroneous sampled values for the
affected pulses.

Figure 8-12. A Concept Example of Baseline Wander
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Figure 8-14. The Generic Ethernet Physical Layer Reference Model
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The Auto-negotiation sublayer allows the NICs at each end of the link to exchange
information about their individual capabilities, and then to negotiate and select the most
favorable operational mode that they both are capable of supporting. Auto-negotiation is
optional in early Ethernet implementations and is mandatory in later versions.

Depending on which type of signal encoding is used and how the links are configured, the PCS
and PMA may or may not be capable of supporting full-duplex operation.

10-Mbps Ethernet—10Base-T
10Base-T provides Manchester-encoded 10-Mbps bit-serial communication over two unshielded
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10Base-T was also the first Ethernet version to include a link integrity test to determine the
health of the link. Immediately after powerup, the PMA transmits a normal link pulse (NLP) to
tell the NIC at the other end of the link that this NIC wants to establish an active link connection:

If the NIC at the other end of the link is also powered up, it responds with its own NLP.
If the NIC at the other end of the link is not powered up, this NIC continues sending an NLP
about once every 16 ms until it receives a response.
The link is activated only after both NICs are capable of exchanging valid NLPs.
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Figure 8-16. The 100Base-X Logical Model
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Four control code-groups that are transmitted as code-group pairs to indicate the start-ofstream delimiter (SSD) and the end-of-stream delimiter (ESD). Each MAC frame is
"encapsulated" to mark both the beginning and end of the frame. The first byte of preamble
is replaced with SSD code-group pair that precisely identifies the frame's code-group
boundaries. The ESD code-group pair is appended after the frame's FCS field.

A special IDLE code-group that is continuously sent during interframe gaps to maintain
continuous synchronization between the NICs at each end of the link. The receipt of IDLE is
interpreted to mean that the link is quiet.
Eleven invalid code-groups that are not intentionally transmitted by a NIC (although one is
used by a repeater to propagate receive errors). Receipt of any invalid code-group will
cause the incoming frame to be treated as an invalid frame.
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Figure 8-18. The 100Base-T4 Wire-Pair Usage During Frame
Transmission
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100Base-T2
The 100Base-T2 specification was developed as a better alternative for upgrading networks with
installed Category 3 cabling than was being provided by 100Base-T4. Two important new goals
were defined:
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Dual-duplex baseband transmission requires the NICs at each end of the link to be operated in a
master/slave loop-timing mode. Which NIC will be master and which will be slave is determined
by autonegotiation during link initiation. When the link is operational, synchronization is based

on the master NIC's internal transmit clock. The slave NIC uses the recovered clock for both
transmit and receive operations, as shown in Figure 8-21. Each transmitted frame is
encapsulated, and link synchronization is maintained with a continuous stream of IDLE symbols
during interframe gaps.
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Figure 8-24. 1000Base-T Master/Slave Loop Timing Configuration
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Network
Crossover Requirements
decisions forCabling—Link
their networks.
Link compatibility requires that the transmitters at each end of the link be connected to the
receivers at the other end of the link. However, because cable connectors at both ends of the link
are keyed the same, the conductors must cross over at some point to ensure that transmitter
outputs are always connected to receiver inputs.

Unfortunately, when this requirement first came up in the development of 10Base-T, IEEE 802.3
chose not to make a hard rule as to whether the crossover should be implemented in the cable
as shown in Figure 8-26a or whether it should be implemented internally as shown in Figure 826b.
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The eventual result was that ports in most DCEs were equipped with PMDs that contained
internal crossover circuitry and that DTEs had PMDs without internal crossovers. This led to the
following oft-quoted de facto "installation rule":

Use a straight-through cable when connecting DTE to DCE. Use a crossover cable when
connecting DTE to DTE or DCE to DCE.
Unfortunately, the de facto rule does not apply to all Ethernet versions that have been developed
subsequent to 10Base-T. As things now stand, the following is true:
All fiber-based systems use cables that have the crossover implemented within the cable.
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System Considerations
Given all the choices discussed previously, it might seem that it would be no problem to upgrade
an existing network or to plan a new network. The problem is twofold. Not all the choices are
reasonable for all networks, and not all Ethernet versions and options are available in the
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Link Operational Modes
The purpose of autonegotiation is to find a way for two NICs that share a UTP link to
communicate with each other, regardless of whether they both implemented the same Ethernet
version or option set.

Autonegotiation is performed totally within the physical layers during link initiation, without any
additional overhead either to the MAC or to higher protocol layers. Autonegotiation allows UTPbased NICs to do the following:
Advertise their Ethernet version and any optional capabilities to the NIC at the other end of
the link
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Table 8-4. The Defined Autonegotiation Selection Levels for UTP NICs
The updated edition of the best-selling all-in-one networking reference provides coverage of
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Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
[1]

Because full-duplex operation allows simultaneous two-way transmission, the maximum total transfer rate
for full-duplex operation is double the half-duplex transmission rate.
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Figure 8-27. Autonegotiation FLP Bursts Replace NLPs During Link
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At first glance, it may appear that the autonegotiation process would always select the mode
supported by the NIC with the lessor capability, which would be the case if both NICs use the
same encoding procedures and link configuration. For example, if both NICs are 100Base-TX but
only one supports full-duplex operation, the negotiated operational mode will be half-duplex
The updated edition
of the best-selling
all-in-one
reference
provides
coverage
of
100Base-TX.
Unfortunately,
the different
100Basenetworking
versions are
not compatible
with
each other
at
essential
and
technologies.
100
Mbps,
andcutting-edge
a 100Base-TX
full-duplex NIC would autonegotiate with a 100Base-T4 NIC to
operate in 10Base-T half-duplex mode.
Concise overviews
of technologies
essential
networking professionals
at systems,
all levels,except
from
Autonegotiation
in 1000Base-X
NICs is similar
to to
autonegotiation
in UTP-based
novice
to
expert.
that it currently applies only to compatible 1000Base-X devices and is currently constrained to
negotiate only half-duplex or full-duplex operation and flow control direction.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
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Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
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or from other ports
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to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
These may seem like small differences, but they produce a major effect in network operation.
systems, providing a more realistic picture of the real-world networking environments in which
Because each port provides access to a high-speed network bridge (the switch), the collision
professionals operate. Tools and guidelines for optimizing system performance will increase
domain in the network is reduced to a series of small domains in which the number of
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
participants is reduced to two—the switch port and the connected NIC (see Figure 8-28).
decisions for their networks.
Furthermore, because each participant is now in a private collision domain, his or her available
bandwidth has not only been markedly increased, it was also done without having to change the
link speed.

Figure 8-28. Replacing the Network Repeaters with Switches Reduces
the Collision Domains to Two NICs Each
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NOTE
To ensure that each end station will be capable of communicating at full rate, the

network switches should be nonsaturating (be capable of accepting and transferring
data at the full rate from each port simultaneously).
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Complete with new and updated chapters on security, storage, optical networking,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
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to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
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practice, however, the maximum operating range for LX transceivers over 62.5 mm multimode
fiber is approximately 700 meters, and some LX transceivers have been qualified to support a
10,000-meter operating range over single-mode fiber.

The updated edition of the best-selling all-in-one networking reference provides coverage of
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Figure 8-29. An Example Multirate Network Topology—the ISO/IEC
Authored by Cisco Systems, worldwide leader in networking for the Internet.
11801 Cable Model
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
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technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
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Telecom outlet— This is the network connection point for PCs, workstations, and print
servers. File servers are typically colocated with and directly connected to the campus,
building, or floor distributors, as appropriate for their intended use.

Campus backbone cabling— This is typically single- or multimode cable that
interconnects the central campus distributor with each of the building distributors.
Building backbone cabling— This is typically Category 5 or better UTP or multimode fiber
cable that interconnects the building distributor with each of the floor distributors in the
building.
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that all network switches should be nonblocking and that all ports should have full-duplex
capability, and that any new campus backbone links should be installed with single-mode fiber.
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Network Management
All higher-speed Ethernet specifications include definitions for managed objects and control

agents that are compatible with Simple Network Management Protocol (SNMP) and that can be
used to gather statistics about the operation of the network nodes and to assist in network
management. Because user information is anecdotal at best and usually comes long after the
fact, all larger networks should at least be configured with managed switches and network
servers to ensure that potential problems and bottlenecks can be identified before they cause
serious network deterioration.
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Summary
The chapter began with an overview of the Ethernet technology, the network building blocks,
and Ethernet's relationship to the ISO seven-layer reference model. The requirements for MAC
and PHY compatibility also were introduced.
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Data encapsulation— Assembling the frame into the defined format before transmission
begins, and disassembling the frame after it has been received and checked for
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full-duplex
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Two optional MAC capability extensions and their associated frame formats were discussed. The
VLAN tagging option allows network nodes to be defined with logical as well as physical
addresses, and provides a means to assign transmission priorities on a frame-by-frame basis. A
specific format for the pause frame, which is used for short-term link flow control, is defined in
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need to go back and reread the chapter.

Review Questions
1:

Shouldn't all 10Base-T networks just be upgraded to 100 Mbps? Why or why not?

2:

Index 100Base version(s) are recommended? Why?
Which

•
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4:

version(s) are recommended? Where would they be used?

What cable types should be used for new networks? For upgrading existing
networks? Why?
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Introduction
TheFiber Distributed Data Interface ( FDDI) specifies a 100-Mbps token-passing, dual-ring LAN
using fiber-optic cable. FDDI is frequently used as high-speed backbone technology because of
its support for high bandwidth and greater distances than copper. It should be noted that
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committee in the mid-1980s. At the time, high-speed engineering workstations were beginning
to tax the bandwidth of existing local-area networks (LANs) based on Ethernet and Token Ring.
A new LAN media was needed that could easily support these workstations and their new
distributed applications. At the same time, network reliability had become an increasingly
important issue as system managers migrated mission-critical applications from large computers
to networks. FDDI was developed to fill these needs. After completing the FDDI specification,

ANSI submitted FDDI to the International Organization for Standardization (ISO), which created
an international version of FDDI that is completely compatible with the ANSI standard version.
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FDDI Transmission Media
FDDI uses optical fiber as the primary transmission medium, but it also can run over copper
cabling. As mentioned earlier, FDDI over copper is referred to as Copper-Distributed Data
Interface (CDDI). Optical fiber has several advantages over copper media. In particular, security,
•
Table
of Contents all are enhanced with optical fiber media because fiber does not
reliability, and
performance
•
Index
emit electrical signals. A physical medium that does emit electrical signals (copper) can be
Internetworking
Technologies
Handbook,
Edition access to the data that is transiting the
tapped and therefore
would
permit Fourth
unauthorized
medium.
In addition,
fiber is immune to electrical interference from radio frequency interference
By
Cisco Systems,
Inc.
(RFI) and electromagnetic interference (EMI). Fiber historically has supported much higher
bandwidth
(throughput potential) than copper, although recent technological advances have
Publisher: Cisco Press
made copper capable of transmitting at 100 Mbps. Finally, FDDI allows 2 km between stations
Pub Date: September 11, 2003
using multimode fiber, and even longer distances using a single mode.
ISBN: 1-58705-119-2

Pages: 1128
FDDI defines
two types of optical fiber: single-mode and multimode. A mode is a ray of light that
enters the fiber at a particular angle. Multimode fiber uses LED as the light-generating device,
whilesingle-mode fiber generally uses lasers.
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FDDI Specifications
FDDI specifies the physical and media-access portions of the OSI reference model. FDDI is not
actually a single specification, but it is a collection of four separate specifications, each with a
specific function. Combined, these specifications have the capability to provide high-speed
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are the Media Access Control (MAC), Physical Layer Protocol (PHY),
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Physical-Medium Dependent (PMD), and Station Management (SMT) specifications. The MAC
specification defines how the medium is accessed, including frame format, token handling,
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rates, optical components, and connectors. The SMT specification defines FDDI station
configuration, ring configuration, and ring control features, including station insertion and
removal, initialization, fault isolation and recovery, scheduling, and statistics collection.
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FDDI Station-Attachment Types
One of the unique characteristics of FDDI is that multiple ways actually exist by which to connect
FDDI devices. FDDI defines four types of devices: single-attachment station (SAS), dual•
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Contentssingle-attached concentrator (SAC), and dual-attached concentrator
attachment station
•
Index
(DAC).
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An
SAS attaches to only one ring (the primary) through a concentrator. One of the primary
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advantages of connecting devices with SAS attachments is that the devices will not have any
effect on the FDDI ring if they are disconnected or powered off. Concentrators will be covered in
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more
detail in the following discussion.
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rings. As you will see in the next section, devices using DAS connections will affect the rings if
they are disconnected or powered off. Figure 9-4 shows FDDI DAS A and B ports with
attachments to the primary and secondary rings.
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FDDI Fault Tolerance
FDDI provides a number of fault-tolerant features. In particular, FDDI's dual-ring environment,
the implementation of the optical bypass switch, and dual-homing support make FDDI a resilient
media technology.
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FDDI's primary fault-tolerant feature is the dual ring. If a station on the dual ring fails or is
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1128the wrap condition. Figure 9-6 and Figure 9-7 illustrate the effect of a ring
wrapping in FDDI.
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Figure 9-7. A Ring also Wraps to Withstand a Cable Failure
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fails. This is used both to prevent ring segmentation and to eliminate failed stations from the
ring. The optical bypass switch performs this function using optical mirrors that pass light from
the ring directly to the DAS device during normal operation. If a failure of the DAS device occurs,
such as a power-off, the optical bypass switch will pass the light through itself by using internal
mirrors and thereby will maintain the ring's integrity.

The benefit of this capability is that the ring will not enter a wrapped condition in case of a
device failure. Figure 9-8 shows the functionality of an optical bypass switch in an FDDI network.
When using the OB, you will notice a tremendous digression of your network as the packets are
sent through the OB unit.
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FDDI Frame Format
The FDDI frame format is similar to the format of a Token Ring frame. This is one of the areas in
which FDDI borrows heavily from earlier LAN technologies, such as Token Ring. FDDI frames can
be as large as 4,500 bytes. Figure 9-10 shows the frame format of an FDDI data frame and
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Data— Contains either information destined for an upper-layer protocol or control
information.
Frame check sequence (FCS)— Is filed by the source station with a calculated cyclic
redundancy check value dependent on frame contents (as with Token Ring and Ethernet).
The destination address recalculates the value to determine whether the frame was

damaged in transit. If so, the frame is discarded.
End delimiter— Contains unique symbols; cannot be data symbols that indicate the end of
the frame.
Frame status— Allows the source station to determine whether an error occurred;
identifies whether the frame was recognized and copied by a receiving station.
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Copper Distributed Data Interface
Copper Distributed Data Interface (CDDI) is the implementation of FDDI protocols over twistedpair copper wire. Like FDDI, CDDI provides data rates of 100 Mbps and uses dual-ring
architecture to provide redundancy. CDDI supports distances of about 100 meters from desktop
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pair (UTP). STP cabling has 150-ohm impedance and adheres to EIA/TIA 568
(IBM Type 1) specifications. UTP is data-grade cabling (Category 5) consisting of four unshielded
pairs using tight-pair twists and specially developed insulating polymers in plastic jackets
adhering to EIA/TIA 568B specifications.

Figure 9-11 illustrates the CDDI TP-PMD specification in relation to the remaining FDDI
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Summary
The Fiber Distributed Data Interface (FDDI) specifies a 100-Mbps token-passing, dual-ring LAN
architecture using fiber-optic cable. FDDI is frequently implemented as a high-speed backbone
technology because of its support for high bandwidth and greater distances than copper.
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Review Questions
1:

What are the benefits of using FDDI instead of CDDI?

2:

Index role does the DAC play in the FDDI network?
What
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Introduction
Frame Relay is a high-performance WAN protocol that operates at the physical and data link
layers of the OSI reference model. Frame Relay originally was designed for use across
Integrated Services Digital Network (ISDN) interfaces. Today, it is used over a variety of other
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Statistical multiplexing
Variable-length packets are used for more efficient and flexible data transfers. These packets are
switched between the various segments in the network until the destination is reached.
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Initial proposals for the standardization of Frame Relay were presented to the Consultative
Committee on International Telephone and Telegraph (CCITT) in 1984. Because of lack of
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
interoperability and lack of complete standardization, however, Frame Relay did not experience
hardware, protocols, and services involved. Fundamental technology information is provided on
significant deployment during the late 1980s.
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
A major development in Frame Relay's history occurred in 1990 when Cisco, Digital Equipment
Coverage is also extended not only to new networking concepts, but also to older, legacy
Corporation (DEC), Northern Telecom, and StrataCom formed a consortium to focus on Frame
systems, providing a more realistic picture of the real-world networking environments in which
Relay technology development. This consortium developed a specification that conformed to the
professionals operate. Tools and guidelines for optimizing system performance will increase
basic Frame Relay protocol that was being discussed in CCITT, but it extended the protocol with
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
features that provide additional capabilities for complex internetworking environments. These
decisions for their networks.
Frame Relay extensions are referred to collectively as the Local Management Interface (LMI).
Since the consortium's specification was developed and published, many vendors have
announced their support of this extended Frame Relay definition. ANSI and CCITT have
subsequently standardized their own variations of the original LMI specification, and these
standardized specifications now are more commonly used than the original version.

Internationally, Frame Relay was standardized by the International Telecommunication
Union—Telecommunications Standards Section (ITU-T). In the United States, Frame Relay is an
American National Standards Institute (ANSI) standard.
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Frame Relay Devices
Devices attached to a Frame Relay WAN fall into the following two general categories:
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connection between the DTE device, such as a router, and the DCE device, such as a switch. This
chapter examines a commonly utilized protocol specification used in WAN networking: the Frame
Relay protocol.

Frame Relay Virtual Circuits
Frame Relay provides connection-oriented data link layer communication. This means that a
defined communication exists between each pair of devices and that these connections are
associated with a connection identifier. This service is implemented by using a Frame Relay
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within the Frame Relay PSN.
Frame Relay virtual circuits fall into two categories: switched virtual circuits (SVCs) and
permanent virtual circuits (PVCs).
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Authored by Cisco Systems, worldwide leader in networking for the Internet.
Data transfer— Data is transmitted between the DTE devices over the virtual circuit.
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enables networking professionals to understand and implement contemporary internetworking
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professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Permanent Virtual Circuits

Permanent virtual circuits (PVCs) are permanently established connections that are used for
frequent and consistent data transfers between DTE devices across the Frame Relay network.
Communication across a PVC does not require the call setup and termination states that are

used with SVCs. PVCs always operate in one of the following two operational states:
Data transfer— Data is transmitted between the DTE devices over the virtual circuit.
Idle— The connection between DTE devices is active, but no data is transferred. Unlike
SVCs, PVCs will not be terminated under any circumstances when in an idle state.
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but not necessarily in the Frame Relay WAN.
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Congestion-Control Mechanisms
Frame Relay reduces network overhead by implementing simple congestion-notification
mechanisms rather than explicit, per-virtual-circuit flow control. Frame Relay typically is
implemented on reliable network media, so data integrity is not sacrificed because flow control
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(CRC). The CRC compares two calculated values to determine whether errors occurred during
the transmission from source to destination. Frame Relay reduces network overhead by
implementing error checking rather than error correction. Frame Relay typically is implemented
on reliable network media, so data integrity is not sacrificed because error correction can be left
to higher-layer protocols running on top of Frame Relay.

Frame Relay Local Management Interface
TheLocal Management Interface (LM I) is a set of enhancements to the basic Frame Relay
specification. The LMI was developed in 1990 by Cisco Systems, StrataCom, Northern Telecom,
and Digital Equipment Corporation. It offers a number of features (called extensions) for
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LMI virtual circuit status messages provide communication and synchronization between Frame
Relay DTE and DCE devices. These messages are used to periodically report on the status of
PVCs, which prevents data from being sent into black holes (that is, over PVCs that no longer
exist).
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
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Frame Relay Network Implementation
A common private Frame Relay network implementation is to equip a T1 multiplexer with both
Frame Relay and non-Frame Relay interfaces. Frame Relay traffic is forwarded out the Frame
Relay interface and onto the data network. Non-Frame Relay traffic is forwarded to the
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Figure 10-3. A Simple Frame Relay Network Connects Various Devices
to Different Services over a WAN
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The majority of Frame Relay networks deployed today are provisioned by service providers that
intend to offer transmission services to customers. This is often referred to as a public Frame
Relay service. Frame Relay is implemented in both public carrier-provided networks and in
private enterprise networks. The following section examines the two methodologies for deploying
Frame Relay.

Public Carrier-Provided Networks
In public carrier-provided Frame Relay networks, the Frame Relay switching equipment is
located in the central offices of a telecommunications carrier. Subscribers are charged based on
their network use but are relieved from administering and maintaining the Frame Relay network
equipment and service.
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Frame Relay Frame Formats
To understand much of the functionality of Frame Relay, it is helpful to understand the structure
of the Frame Relay frame. Figure 10-4 depicts the basic format of the Frame Relay frame, and
Figure 10-5 illustrates the LMI version of the Frame Relay frame.
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The following descriptions summarize the basic Frame Relay frame fields illustrated in Figure 104.
Flags— Delimits the beginning and end of the frame. The value of this field is always the
same and is represented either as the hexadecimal number 7E or as the binary number

01111110.
Address— Contains the following information:
-DLCI— The 10-bit DLCI is the essence of the Frame Relay header. This value
represents the virtual connection between the DTE device and the switch. Each virtual
connection that is multiplexed onto the physical channel will be represented by a
unique DLCI. The DLCI values have local significance only, which means that they are
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-C/R— The C/R is the bit that follows the most significant DLCI byte in the Address
field. The C/R bit is not currently defined.
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LMI Frame Format
Frame Relay frames that conform to the LMI specifications consist of the fields illustrated in

Figure 10-5.
The following descriptions summarize the fields illustrated in Figure 10-5.
Flag— Delimits the beginning and end of the frame.
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Summary
Frame Relay is a networking protocol that works at the bottom two levels of the OSI reference
model: the physical and data link layers. It is an example of packet-switching technology, which
enables end stations to dynamically share network resources.
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What kind of technology is Frame Relay?
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3:

Describe the difference between SVCs and PVCs.
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Introduction
TheHigh-Speed Serial Interface (HSSI) is a DTE/DCE interface that was developed by Cisco
Systems and T3plus Networking to address the need for high-speed communication over WAN
links. The HSSI specification is available to any organization wanting to implement HSSI.
•

Table of Contents

•

Index

Internetworking Technologies Handbook, Fourth Edition
By Cisco Systems, Inc.

Publisher: Cisco Press
Pub Date: September 11, 2003
ISBN: 1-58705-119-2
Pages: 1128

The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

HSSI Interface Basics
HSSI defines both electrical and physical interfaces on DTE and DCE devices. It operates at the
physical layer of the OSI reference model.
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Table 11-1. HSSI Technical Characteristics
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professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

HSSI Operation
The flexibility of the HSSI clock and data-signaling protocol makes user (or vendor) bandwidth
allocation possible. The DCE controls the clock by changing its speed or by deleting clock pulses.
In this way, the DCE can allocate bandwidth between applications. For example, a PBX may
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third amount.
Bandwidth allocation is key to making T3 and other broadband services affordable
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HSSI assumes a peer-to-peer intelligence in the DCE and DTE. The control protocol is simplified,
with just two control signals required ("DTE available" and "DCE available"). Both signals must
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Summary
HSSI is an interface technology that was developed by Cisco Systems and T3plus Networking in
the late 1990s to fill the need for a high-speed data communication solution over WAN links. It
uses differential emitter-coupled logic (ECL), which provides high-speed data transfer with low
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affordable. HSSI requires the presence of only two control signals, making it highly reliable
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there are fewer circuits that can fail. HSSI performs four loopback tests for reliability.
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Review Questions
1:

Name at least three benefits of implementing HSSI technology in a network.

2:

Index the four loopback tests that HSSI performs.
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Introduction
Integrated Services Digital Network (ISDN) is comprised of digital telephony and data-transport
services offered by regional telephone carriers. ISDN involves the digitization of the telephone
network, which permits voice, data, text, graphics, music, video, and other source material to be
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ISDN Devices
ISDN devices include terminals, terminal adapters (TAs), network-termination devices, linetermination equipment, and exchange-termination equipment. ISDN terminals come in two
types. Specialized ISDN terminals are referred to as terminal equipment type 1 (TE1). Non-ISDN
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local loop. In North America, the NT1 is a customer premises equipment (CPE) device. In most
other parts of the world, the NT1 is part of the network provided by the carrier. The NT2 is a
more complicated device that typically is found in digital private branch exchanges (PBXs) and
that performs Layer 2 and 3 protocol functions and concentration services. An NT1/2 device also
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Services
There are two types of services associated with ISDN:
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ISDN Specifications
This section describes the various ISDN specifications for Layer 1, Layer 2, and Layer 3.
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(from terminal to network) or inbound (from network to terminal). Both physical layer interfaces
are shown in Figure 12-2.
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The LAPD Flag and Control fields are identical to those of HDLC. The LAPD Address field can be
either 1 or 2 bytes long. If the extended address bit of the first byte is set, the address is 1 byte;
if it is not set, the address is 2 bytes. The first Address-field byte contains the service access
point identifier (SAPI), which identifies the portal at which LAPD services are provided to Layer
3. The C/R bit indicates whether the frame contains a command or a response. The Terminal
Endpoint Identifier (TEI) field identifies either a single terminal or multiple terminals. A TEI of all
ones indicates a broadcast.
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Two Layer 3 specifications are used for ISDN signaling: ITU-T (formerly CCITT) I.450 (also
known
as ITU-T Q.930) and ITU-T I.451 (also known as ITU-T Q.931). Together, these protocols
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DISCONNECT.
These messages are functionally similar to those provided by the X.25 protocol
(seeChapter 17 for more information). Figure 12-4, from ITU-T I.451, shows the typical stages
of an ISDN circuit-switched call.
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Summary
ISDN is comprised of digital telephony and data-transport services offered by regional telephone
carriers. ISDN involves the digitization of the telephone network to transmit voice, data, text,
graphics, music, video, and other source material over existing telephone wires.
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Review Questions
1:

Which reference point for ISDN logical devices is relevant only in North America?

2:

Index are the two speeds of ISDN PRI services?
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bits in the ISDN physical layer frame formats, how many bits represent

data?

Publisher: Cisco Press
Pub Date: September 11, 2003
ISBN: 1-58705-119-2
Pages: 1128

The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Chapter 13. Point-to-Point Protocol
Objectives
•
•

Table of Contents

Describe the development of PPP.
Index

Internetworking
Handbook,
Fourth
Describe Technologies
the components
of PPP
andEdition
how they

operate.

By Cisco Systems, Inc.

Provide a summary of the basic protocol elements and operations of PPP.
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Introduction
ThePoint-to-Point Protocol (PPP) originally emerged as an encapsulation protocol for
transporting IP traffic over point-to-point links. PPP also established a standard for the
assignment and management of IP addresses, asynchronous (start/stop) and bit-oriented
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PPP Components
PPP provides a method for transmitting datagrams over serial point-to-point links. PPP contains
three main components:
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General Operation
To establish communications over a point-to-point link, the originating PPP first sends LCP
frames to configure and (optionally) test the data link. After the link has been established and
optional facilities have been negotiated as needed by the LCP, the originating PPP sends NCP
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Physical Layer Requirements
PPP is capable of operating across any DTE/DCE interface. Examples include EIA/TIA-232-C
(formerly RS-232-C), EIA/TIA-422 (formerly RS-422), EIA/TIA-423 (formerly RS-423), and
International Telecommunication Union Telecommunication Standardization Sector (ITU-T)
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PPP Link Layer
PPP uses the principles, terminology, and frame structure of the International Organization for
Standardization (ISO) HDLC procedures (ISO 3309-1979), as modified by ISO
3309:1984/PDAD1 "Addendum 1: Start/Stop Transmission." ISO 3309-1979 specifies the HDLC
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Figure 13-1. Six Fields Make Up the PPP Frame
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The LCP can negotiate modifications to the standard PPP frame structure. Modified frames,
however, always will be clearly distinguishable from standard frames.

PPP Link-Control Protocol
The PPP LCP provides a method of establishing, configuring, maintaining, and terminating the
point-to-point connection. LCP goes through four distinct phases.
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Summary
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Introduction
Switched Multimegabit Data Service (SMDS) is a high-speed, packet-switched, datagram-based
WAN networking technology used for communication over public data networks (PDNs). SMDS
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•
Table of Contents
1 (DS-1) transmission
facilities, or 44.736 Mbps over Digital Signal level 3 (DS-3) transmission
•
Index
facilities. In addition,
SMDS data units are large enough to encapsulate entire IEEE 802.3, IEEE
Internetworking
Technologies
Handbook,
Fourth Edition
802.5, and Fiber
Distributed
Data Interface
(FDDI) frames. This chapter summarizes the
operational
elements
of the SMDS environment and outlines the underlying protocol. A
By
Cisco Systems,
Inc.
discussion of related technologies, such as Distributed Queue Dual Bus (DQDB) is also provided.
ThePublisher:
chapterCisco
closes
with discussions of SMDS access classes and cell formats.
Press
Pub Date: September 11, 2003
ISBN: 1-58705-119-2
Pages: 1128

The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

SMDS Network Components
SMDS networks consist of several underlying devices to provide high-speed data service. These
include customer premises equipment (CPE), carrier equipment, and the subscriber network
interface (SNI). CPE is terminal equipment typically owned and maintained by the customer. CPE
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network ends and the carrier network begins. The function of the SNI is to render
the technology and operation of the carrier SMDS network transparent to the customer. Figure
14-1 illustrates the relationships among these three components of an SMDS network.
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SMDS Interface Protocol
TheSMDS Interface Protocol (SIP) is used for communications between CPE and SMDS carrier
equipment. SIP provides connectionless service across the subscriber network interface (SNI),
allowing the CPE to access the SMDS network. SIP is based on the IEEE 802.6 Distributed Queue
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Distributed Queue Dual Bus
TheDistributed Queue Dual Bus (DQDB) is a data link layer communication protocol designed for
use in metropolitan-area networks (MANs). DQDB specifies a network topology composed of two
unidirectional logical buses that interconnect multiple systems. It is defined in the IEEE 802.6
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Carrier equipment— A switch in the SMDS network operates as one station on the bus.
CPE— One or more CPE devices operate as stations on the bus.
SNI— The SNI acts as the interface between the CPE and the carrier equipment.
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An SMDS for
access
typically is arranged in a single-CPE configuration or a multi-CPE
configuration.
A single-CPE access DQDB configuration consists of one switch in the carrier SMDS network and
one CPE station at the subscriber site. Single-CPE DQDB configurations create a two-node DQDB
subnetwork. Communication occurs only between the switch and the one CPE device across the

SNI. No contention is on the bus because no other CPE devices attempt to access it.
A multi-CPE configuration consists of one switch in the carrier SMDS network and a number of
interconnected CPE devices at the subscriber site (all belonging to the same subscriber). In
multi-CPE configurations, local communication between CPE devices is possible. Some local
communication will be visible to the switch serving the SNI, and some will not.
Contention for the bus by multiple devices requires the use of the DQDB distributed queuing
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makes implementing a multi-CPE configuration more complicated than
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SMDS Access Classes
SMDS access classes enable SMDS networks to accommodate a broad range of traffic
requirements and equipment capabilities. Access classes constrain CPE devices to a sustained or
average rate of data transfer by establishing a maximum sustained information transfer rate and
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SMDS Addressing Overview
SMDSprotocol data units (PDUs) carry both a source and a destination address. SMDS
addresses are 10-digit values resembling conventional telephone numbers.
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SMDS Reference: SIP Level 3 PDU Format
Figure 14-5 illustrates the format of the SMDS Interface Protocol (SIP) Level 3 protocol data unit
(PDU).
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Figure 14-5. A SIP Level 3 Protocol Data Unit Consists of 15 Fields
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The 4 most significant bits of the Destination Address subfield contain the value 0001 (the
internationally defined country code for North America). The next 40 bits contain the
binary-encoded value of the 10-digit SMDS address. The final 16 (least significant) bits are
populated with ones for padding.
Source address (SA)— Consists of two parts:
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SMDS Reference: SIP Level 2 Cell Format
Figure 14-6 illustrates the format of the SMDS Interface Protocol (SIP) Level 2 cell format.
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Segmentation unit— Contains the data portion of the cell. If the Level 2 cell is empty, this
field is populated with zeros.

Payload length— Indicates how many bytes of a Level 3 PDU actually are contained in the
Segmentation Unit field. If the Level 2 cell is empty, this field is populated with zeros.
Payload cyclic redundancy check (CRC)— Contains a CRC value used to detect errors in
the following fields:
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Summary
SMDS is a high-speed, packet-switched, datagram-based WAN networking technology used for
communication over public data networks (PDNs). SMDS can use fiber- or copper-based media.
It supports speeds of 1.544 Mbps over DS-1 transmission facilities, or 44.736 Mbps over DS-3
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Introduction
Dialup is simply the application of the Public Switched Telephone Network (PSTN) to carry data
on behalf of the end user. It involves a customer premises equipment (CPE) device sending the
telephone switch a phone number to direct a connection to. The AS3600, AS5200, AS5300, and
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Since the time of Internetworking Technologies Handbook , 2nd edition, the carrier market has
continued to grow, and there have been demands for higher modem densities. The answer to
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BRI can transmit data at more than 53 K using the V.90 communication standard attests to the
success of the idea.
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A Short Dialup Technology Background
Dialup technology traces its origins back to the days of the telegraph. Simple signals being sent
across an extended circuit were created manually by tapping contacts together to turn the circuit
either on or off. In an effort to improve the service, Alexander Graham Bell invented the
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cities in 1948, integrated digital networks to improve the quality of service, and
Publisher: Cisco Press
communication satellites, which went into service in 1962 with the launch of Telstar 1. By 1970,
Pub Date: September 11, 2003
more than 90 percent of American homes had telephone service.
ISBN: 1-58705-119-2

Pages:
In 1979
the1128
modulator-demodulator (modem) was introduced, and dialup networking was born.
The early modems were slower and subject to proprietary communication schemes. Early uses of
modems were for intermittent point-to-point WAN connections. Often, the call would come into a
regular phone at a data center. An operator would hear modem tones and place the handset
onto a special cradle that was the modem.
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connections using external modems, while the AS2511 could support 16. The AS5200 was
introduced with 2 PRIs and could support 48 users using digital modems—this represented a
major leap forward in technology. Modem densities have increased steadily, with the AS5300
supporting four and then eight PRIs. The AS5800 was later introduced to fill the needs of carrier
class installations needing to handle dozens of incoming T1s and hundreds of user connections

A couple of outdated technologies bear mentioning in a historical discussion of dialer technology.
56 Kflex is an older (pre-V.90) 56 K modem standard that was proposed by Rockwell. Cisco
supports version 1.1 of the 56 Kflex standard on its internal modems, but it recommends
migrating the CPE modems to V.90 as soon as possible. Another outdated technology is the
AS5100. The AS5100 was a joint venture between Cisco and a modem manufacturer. The
AS5100 was created as a way to increase modem density through the use of quad modem cards.
It involved a group of AS2511s built as cards that were inserted into a backplane shared by quad
modem
cards,
and a dual T1 card.
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Dialup Connectivity Technology
This section provides information from various dialup options. Also included are advanced
options for dialup connectivity and various dialup methods.
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NOTE
So how do three channels get across a single pair of copper wires? It's a process called
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The T1/E1 line is designed for use in businesses. T1 boasts 24 TDM channels run across a cable
with 2 copper pairs. E1 offers 32 channels, although 1 is dedicated to frame synchronization. As
is the case with the BRI, the T1/E1 connection goes directly into the telco switch. The connection
is dedicated, so like a BRI, the T1/E1 remains connected and communicating to the switch all the
time—even if there are no active calls. Each of the channels in the T1/E1 is just a B channel,
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(modem) or true ISDN calls to be made and received through the T1/E1. This is the type of
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Channel Associated Signaling

T1 Channel associated signaling (CAS) lines have 24 56K channels—part of each channel is
borrowed for call signaling. This type of service is also called robbed-bit signaling. The E1 CAS
still uses only the 16th channel for call signaling, but it uses the R2 international standard for
analog call signals.
CAS is not an ISDN interface; it allows only analog calls to come into the access server. This is
often done to allow an access server to work with a channel bank, and this scenario is seen more
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Complete with new and updated chapters on security, storage, optical networking, scalability,
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networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Advances in access server technology have allowed the development of new standards to take
advantage of better connectivity at the server end. These standards are X2, 56 Kflex, and V.90.
X2 and 56 Kflex represent earlier proprietary standards that were made obsolete by V.90. The
assumption made by all these standards is that the access server has digital connectivity to the
telephone network. The new model is shown in Figure 15-2.
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In the general flow of LCP negotiations, there are three possible responses to any CONFREQ:

1. A configure-acknowledge (CONFACK) must be issued if the peer recognizes the options and
agrees to the values seen in the CONFREQ.
2. A configure-reject (CONFREJ) must be sent if any of the options in the CONFREQ are not
Table(such
of Contents
recognized
as some vendor-specific options) or if the values for any of the options
•
Index
have been
explicitly disallowed in the configuration of the peer.
•

Internetworking Technologies Handbook, Fourth Edition

3. A configure-negative-acknowledge (CONFNAK) must be sent if all the options in the
CONFREQ are recognized, but the values are not acceptable to the peer.
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NCP

NCP negotiation is conducted in much the same manner as LCP negotiation with CONFREQs,
CONFREJs, CONFNAKs, and CONFACKs. However, in this phase of negotiation, the elements
being negotiated have to do with higher-layer protocols—IP, IPX, bridging, CDP, and so on. One
or more of these protocols may be negotiated. Refer to the following RFCs for more detail on
their associated protocols:
•

Table
Contents Protocol"
RFC 1332
"IPofControl

•

Index

Internetworking
Handbook,
Fourth Edition
RFC 1552Technologies
"IPX Control
Protocol"
By Cisco Systems, Inc.

RFC 1378 "AppleTalk Control Protocol"

Publisher:
Cisco "Bridging
Press
RFC 1638

Control Protocol"

Pub Date: September 11, 2003

RFC
1762
"DECnet Control Protocol"
ISBN:
1-58705-119-2
Pages: 1128

RFC 1763 "VINES Control Protocol"

A Couple of Advanced Considerations
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential
The
Multilink
and Point-to-Point
cutting-edge technologies.
Protocol (MLP, RFC 1990) feature provides a load-balanced method
for splitting and recombining packets to a single end system across a logical pipe (also called a
bundle) formed by multiple links. Multilink PPP provides bandwidth on demand and reduces
Concise latency
overviews
of technologies
essential
at all levels, from
transmission
across
WAN connections.
At to
thenetworking
same time,professionals
it provides multivendor
novice
to
expert.
interoperability, packet fragmentation with proper sequencing, and load calculation on both
inbound and outbound traffic. The Cisco implementation of multilink PPP supports the
New chapters
includesequencing
coverage ofspecifications
important topics
like VoIP and EAP
fragmentation
and packet
in RFC1717.
Coverage
of cutting
edge
technologies
like types
optical(single
networking
and storage
Multilink
PPP works
over the
following
interface
or multiple):
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Asynchronous serial interfaces
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables
networking professionals to understand and implement contemporary internetworking
BRIs
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry.
PRIsLearn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this
Multichassis
multilink
book is
PPP
a complete
(MMP), on
and
theup-to-date
other hand,
reference
providestothe
theadditional
topics that
capability
are essential
for links
to all
networking
to
terminateprofessionals,
at multiple routers
regardless
with of
different
expertise.
remote addresses. MMP can also handle both
analog and digital traffic.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware,
This
functionality
protocols,
is intended
and services
for situations
involved.inFundamental
which there is
technology
a large pool
information
of dial-inisusers,
provided
and on
a
a broad
single
access
rangeserver
of integral
cannot
systems
provide
and
enough
services,
dial-in
including
ports. MMP
detailed
allows
descriptions,
companiesreview
to provide
questions
a
to ensure
single
dialup
concept
number
comprehension
to their usersand
andretention,
to apply the
andsame
additional
solution
resources
to analog
for and
further
digital
study.
calls.
Coverage
This
feature
is also
allows
extended
Internetnot
service
only to
providers,
new networking
for example,
concepts,
to allocate
but also
a single
to older,
ISDN
legacy
rotary
systems,toproviding
number
several ISDN
a more
PRIs
realistic
and not
picture
have of
to the
worry
real-world
about whether
networking
a user's
environments
second linkiniswhich
on the
professionals
same
router. operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
MMP
doesfor
nottheir
require
reconfiguration of telephone company switches.
decisions
networks.

AAA
Another technology that should be mentioned because of its importance is Authentication,

Authorization, and Accounting (AAA). The protocols used in AAA can be either TACACS or
RADIUS. These two protocols were developed in support of a centralized method to keep track of
users and accesses made on a network. AAA is employed by setting up a server (or group of
servers) to centrally administer the user database. Information such as the user's password,
what address should be assigned to the user, and what protocols the user is allowed to run can
be controlled and monitored from a single workstation. AAA also has powerful auditing
capabilities that can be used to follow administratively important trends such as connection
speeds
and disconnect
reasons. Any medium or large dialup installation should be using AAA,
•
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and it's not a bad idea for small shops, either.
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Dialup Methods
Most routers support automated methods for dynamic links to be connected when traffic that
needs to get to the other end arrives. Cisco's implementation is called dial-on-demand routing
(DDR). It provides WAN connectivity on an economical, as-needed basis, either as a primary link
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The term interesting is used to describe packets or traffic that will either trigger a dial attempt
or, if a dial link is already active, reset the idle timer on the dialer interface. For a packet to be
considered interesting, it must have these characteristics:

The packet must meet the "permit" criteria defined by an access list.
The access list must be referenced by the dialer–list, or the packet must be of a protocol
that is universally permitted by the dialer–list.
The dialer-list must be associated with a dialer interface by use of a dialer group.
Packets are never
automatically
considered to be interesting (by default). Interesting packet
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Benefits and Draw backs
The benefits of dialup are flexibility and cost savings. First, let's look at why flexibility is
important. Intermittent connectivity is most often needed in mobile situations. A mobile
workforce needs to be capable of connecting from wherever they are. Phone lines are normally
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Summary
Dialup technology has been around for a long time, but only in the last 20 years or so have the
phone lines been available for dialup networking. In that time, a number of standards have been
created to make sure that modems can communicate properly with each other and with the
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Introduction
IBM developed the Synchronous Data Link Control (SDLC) protocol in the mid-1970s for use in
Systems Network Architecture (SNA) environments. SDLC was the first link layer protocol based
on synchronous, bit-oriented operation. This chapter provides a summary of SDLC's basic
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SDLC Types and Topologies
SDLC supports a variety of link types and topologies. It can be used with point-to-point and
multipoint links, bounded and unbounded media, half-duplex and full-duplex transmission
facilities, and circuit-switched and packet-switched networks.
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also sets up and tears down links and manages the link while it is operational. Secondary nodes
are controlled by a primary, which means that secondaries can send information to the primary
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SDLC Frame Format
The SDLC frame is shown in Figure 16-1.
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Derivative Protocols
Despite the fact that it omits several features used in SDLC, HDLC is generally considered to be a
compatible superset of SDLC. LAP is a subset of HDLC and was created to ensure ongoing
compatibility with HDLC, which had been modified in the early 1980s. IEEE 802.2 is a
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Summary
The SDLC protocol was developed by IBM in the mid-1970s for use in SNA environments. SDLC
was the first link-layer protocol based on synchronous, bit-oriented operation, and it remains the
primary SNA link layer protocol for WAN links.
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Review Questions
1:

Name two of the link types that SDLC supports.

2:

Index the four basic SDLC connection configurations.
Name
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4:

fields does the SDLC frame have, and what are they?

List the derivative protocols of SDLC, and describe their primary difference(s) from
SDLC.
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Introduction
X.25 is an International Telecommunication Union–Telecommunication Standardization Sector
(ITU-T) protocol standard for WAN communications that defines how connections between user
devices and network devices are established and maintained. X.25 is designed to operate
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X.25 Devices and Protocol Operation
X.25 network devices fall into three general categories: data terminal equipment (DTE), data
circuit-terminating equipment (DCE), and packet-switching exchange (PSE). Data terminal
equipment devices are end systems that communicate across the X.25 network. They are usually
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Figure 17-1. DTEs, DCEs, and PSEs Make Up an X.25 Network
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Figure 17-2. The PAD Buffers, Assembles, and Disassembles Data
Packets
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Two types of X.25 virtual circuits exist: switched and permanent. Switched virtual circuits (SVCs)
are temporary connections used for sporadic data transfers. They require that two DTE devices
establish, maintain, and terminate a session each time the devices need to communicate.
Permanent virtual circuits (PVCs) are permanently established connections used for frequent and
consistent data transfers. PVCs do not require that sessions be established and terminated.
Therefore, DTEs can begin transferring data whenever necessary because the session is always
active.
•

Table of Contents

•
Index
The basic operation
of an X.25 virtual circuit begins when the source DTE device specifies the
Internetworking
Technologies
Handbook,
Fourth
Edition and then sends the packets to a locally
virtual circuit to
be used (in
the packet
headers)
connected
DCE
device.
At
this
point,
the
local
DCE device examines the packet headers to
By Cisco Systems, Inc.
determine which virtual circuit to use and then sends the packets to the closest PSE in the path
of that virtual circuit. PSEs (switches) pass the traffic to the next intermediate node in the path,
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The X.25 Protocol Suite
The X.25 protocol suite maps to the lowest three layers of the OSI reference model. The
following protocols are typically used in X.25 implementations: Packet-Layer Protocol (PLP), Link
Access Procedure, Balanced (LAPB), and those among other physical-layer serial interfaces (such
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data transfer mode. This mode is used only with SVCs, not with PVCs.
Data transfer mode is used for transferring data between two DTE devices across a virtual
circuit. In this mode, PLP handles segmentation and reassembly, bit padding, and error and flow
control. This mode is executed on a per-virtual-circuit basis and is used with both PVCs and

SVCs.
Idle mode is used when a virtual circuit is established but data transfer is not occurring. It is
executed on a per-virtual-circuit basis and is used only with SVCs.
Call clearing mode is used to end communication sessions between DTE devices and to terminate
SVCs. This mode is executed on a per-virtual-circuit basis and is used only with SVCs.
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interface.
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speeds up to 19.2 kbps, and synchronous, full-duplex transmission over four-wire media. Figure
17-5 shows the format of the PLP packet and its relationship to the LAPB frame and the X.21bis
frame.

Figure 17-5. The PLP Packet Is Encapsulated Within the LAPB Frame
and the X.21bis Frame
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LAPB Frame Format
LAPB frames include a header, encapsulated data, and a trailer. Figure 17-6 illustrates the
format of the LAPB frame and its relationship to the PLP packet and the X.21bis frame.
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Figure 17-6. An LAPB Frame Includes a Header, a Trailer, and
Encapsulated Data
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X.121 Address Format
X.121 addresses are used by the X.25 PLP in call setup mode to establish SVCs. Figure 17-7
illustrates the format of an X.121 address.
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Figure 17-7. The X.121 Address Includes an IDN Field
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Summary
X.25 is an ITU-T standard protocol that defines how connections between user devices and
network devices are established and maintained, and that operates effectively regardless of the
type of systems connected to the network. X.25 devices include DTEs, DCEs, and PSNs. X.25
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Review Questions
1:

In what kind of networks does X.25 generally operate?

2:

Index the three general categories into which X.25 devices fall.
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4:

the three main functions of the PAD?

Name the X.25 protocol suite and the layers in the OSI reference model to which
they map.
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Understand the basics of MPLS-based VPN.
As more companies have started to rely on the Internet for their communications, the market of
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VPN Definition
AVPN is a logic network that operates on top of a shared physical infrastructure. Compared to
the traditional ways of using dedicated leased circuits to interconnect offices at different
geographic locations to build a private network, the current VPN is virtual in the sense that the
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The "private" in VPN terminology can also be interpreted from a security perspective. What
secure services a VPN can provide has become a more common question asked by companies
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called trusted VPNs, because customers trust that the network facilities operated by
the service providers will not be compromised. So no real secure services are provided by this
type of VPN.

As more companies use the Internet as the backbone of their VPNs, our presumption is no longer
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VPN Applications
VPN technologies are applied in the following scenarios:
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IPSec
An international group organized under the Internet Engineering Task Force (IETF) has
developed the IP security (IPSec) protocol suite to secure IP traffic at the network layer. IPSec is
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The following are some of the key cryptographic technologies used by the IPSec protocol suite to
achieve these security services:
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An authentication
header (AH) is added to an IP packet to provide data origin
authentication and data integrity checking.
An encapsulating security payload (ESP) for IP provides encryption, data origin
authentication, and data integrity checking.

Internet Security Association and Key Management Protocol (ISAKMP) and Internet Key
Exchange (IKE) allow VPN devices to securely negotiate and manage IPSec security
associations (SAs) and generate, exchange, and manage the keys that are used by the
cryptographic algorithms employed by IPSec.
In the following sections, the discussion is divided into the following topics:
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Authentication Header (AH)
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transmission, such as the TTL field. Verification of the AH header by the recipient provides data
origin authentication and data integrity. Figure 18-1 shows the format of the AH.
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Figure 18-1. Authentication Header
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Reserved (2 bytes) is reserved for future use. It is currently set to 0.
Security Parameters Index (SPI) (4 bytes) specifies the set of security parameters known
as the security association for the IPSec connection.

Sequence Number (4 bytes) tracks the order of IPSec packets for anti-replay purposes.
Authentication Data (variable size) contains the IP packet's integrity check value (ICV).
AH packets are IP packets with protocol type 51.
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Figure 18-2. Encapsulating Security Payload
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Pad Length (1 byte) specifies the length of the padding.
Next Header (1 byte) defines the protocol type of the data carried in the Payload Data field.

Authentication Data (variable length) contains the integrity check value (ICV). Unlike the
AH, the IP header of the ESP packet is not covered by integrity checking.

IPSec Transport Mode and Tunnel Mode
Both AH and ESP have two encapsulation modes—transport mode and tunnel mode (see Figure
•
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From the preceding section, you can see that an IPSec entity can have different choices of
encryption algorithms, hash algorithms, IPSec modes, and so on. These parameters and other
information required to establish an IPSec connection are maintained by the IPSec SAs. In
general, an SA is a relation between two identities that applies security services to the traffic

they carry. For an IPSec connection, two unidirectional SAs are maintained on each IPSec
peer—one for inbound traffic and one for outbound traffic.
An IPSec SA is uniquely identified by three parameters: usage of AH or ESP, SPI, and the
destination IP address.
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without human intervention. IKE, defined in RFC 2409, is the protocol designed for this purpose.
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Interpretation, defined in RFC 2407, IKE defines a detailed implementation to manage IPSec
security associations under the ISAKMP framework.

IKE is a two-phase protocol. In an IKE phase I exchange, the two VPN entities attempt to
establish an authenticated, secure channel that is used to protect subsequent communications
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- Authentication with digital signatures. The hash payload used for IKE
authentication is signed by the IPSec entity's private key. During IKE authentication,
each party performs the hash verification after decrypting the hash payload using
the peer's public key, which is obtained from the peer's digital certificate. The use of
digital certificates provides nonrepudiation.

The IKE phase I exchange can be accomplished in either main mode or aggressive mode. Main
mode uses a minimum of six packets, and aggressive modes uses a minimum of three packets.
Main mode is more secure than aggressive mode but less efficient.
In IKE phase II exchange, also known as quick mode, the two VPN entities negotiate and
establish IPSec SAs. This exchange is protected by the phase I SA, and all the exchanges are
authenticated. The data encryption keys used by IPSec are also derived in this phase. An extra
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Layer 2 Tunneling Protocol (L2TP)
The IETF was faced with competing proposals from Microsoft and Cisco Systems for a protocol
specification that would secure the transmission of IP datagrams through uncontrolled and
untrusted network domains. Microsoft's proposal was an attempt to standardize the Point-to•
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different devices interconnected by IP networks. In other words, users can dial in to a local NAS,
and the PPP session is extended by an L2TP connection across a shared infrastructure, such as
the Internet or a Frame Relay network, to a home gateway that processes and manages the PPP
session. As far as the users are concerned, they get the same functionality but pay only local
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charges.
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The distinction between these two topologies is whether the client machine that is using L2TP to
access a remote network is aware that its connection is being tunneled. LAC's physical location
varies in these two topologies.
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Remote users need not support L2TP directly, as shown in Figure 18-4. They merely establish a
point-to-point communication session with the NAS, which is also the LAC, using PPP.
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Figure 18-5. Voluntary L2TP Tunnels
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MPLS VPNs
The IPSec and L2TP VPNs described in the previous sections are often provisioned and operated
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providers have been trying to leverage their existing IP infrastructure to provide new services,
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to ensure concept comprehension and retention, and additional resources for further study.
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for BGP, which assumes the global uniqueness of the IPv4 address it carries. To solve this
problem, BGP/MPLS VPN combines the following two mechanisms:
Introducing the VPN-IPv4 address that converts the nonunique IPv4 address to a globally
unique address family. A VPN-IPv4 address contains an 8-byte route distinguisher (RD)

followed by a 4-byte IPv4 address.
Deployment of multiprotocol BGP extensions to support the distribution of the VPN-IPv4
address.
As shown in Figure 18-6, in the MPLS VPN, the CE routers directly peer with the PE routers. This
model is called the peer model. Compared to the overlay model used by IPSec VPN, in which
customer routers peer only with other customer routers to form point-to-point tunnels that
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Summary
Over the past few years, VPN technologies have grown dramatically. New VPN technologies let
enterprise customers save money by using VPN to transfer data securely over the Internet and
let service providers offer new provider-provisioned VPN services to enterprise customers. The
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Introduction
Voice/data integration is important to network designers of both service providers and
enterprise. Service providers are attracted by the lower-cost model—the cost of packet voice is
currently estimated to be only 20 to 50 percent of the cost of a traditional circuit-based voice
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Network Performance

Finally, data-networking technology has improved to the point that voice can be carried reliably.
Over the last few years, growth in voice traffic has been relatively small, while data traffic has
grown exponentially. The result is that data traffic is now greater than voice traffic in many
networks. In addition, the relative importance of data traffic has grown, as businesses and
organizations come to base more business practices and policies on the ubiquity of data
networks. This increase in importance of data networks has forced a fundamental change in the
way data networks are engineered, built, and managed. Typical "best-effort" data modeling has
given
way toTable
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policy-based networking with managed quality of service to support an
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(DAT) technologies never enjoyed widespread use outside the audiophile community because of
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the high cost and only marginally better perceived performance than analog tapes. Voice/data
integration, however, provides users with very real benefits, both now and in the future. Most
users of voice/data integration technologies gain in two ways: Packet voice technologies are less
expensive, and, in the future, they will offer much greater capabilities compared to today's
circuit-based voice systems.
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
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avoided). Using data systems to carry voice as "virtual tie lines" between switches is also useful
enables networking professionals to understand and implement contemporary internetworking
to service providers. In fact, many carriers have started to embrace packet-based voice
technologies. Master the terms, concepts, technologies, and devices used in today's networking
technologies as their primary network infrastructure strategy going forward.
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
However, savings associated with packet voice technologies don't stop with simple transport. It
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
is also possible to switch voice calls in the data domain more economically than traditional
networking professionals, regardless of expertise.
circuit-based voice switches. For large, multisite enterprises, the savings result from using the
data network to act as a "tandem switch" to route voice calls between PBXs on a call-by-call
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
basis. The resulting voice network structure is simpler to administer and uses a robust,
hardware, protocols, and services involved. Fundamental technology information is provided on
nonblocking switching fabric made up of data systems at its core.
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Advances in Applications
Real cost savings are sufficient for deployment of voice/data integration technologies. However,
there are added benefits, which will become more evident in the future. As applications evolve,
organizations will gain increased user productivity from the integration of voice and computer
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However, as voice/data integration continues, the line between voice and data applications will
continue to blur. For example, Unified Messaging systems are now available that combine voice
Publisher: Cisco Press
mail, e-mail, and fax messaging into a single, convenient system. With these advanced systems,
Pub Date: September 11, 2003
users
can have e-mail read to them over the phone or can add document attachments to voice
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enterprise level, new applications, such as virtual call centers, allow call center
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to be
distributed anywhere within reach of the data network, while still receiving the full
suite of call center functions and features. They can even receive calls over their computers
rather than using a traditional telephone instrument, and they can provide "blended contact
center" support to answer Web user questions with electronic chat capability and e-mail between
voice calls. These capabilities go far beyond simple cost savings and will ultimately make
organizations
much more
and all-in-one
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The strong pressures driving the integration of voice and data networks have resulted in various
solutions to the problem, each with its own strengths and weaknesses. Three general approaches
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Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.

Figure 19-1. Mixed Solutions Including Voice over IP, Voice over Frame
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hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
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New World Voice Technologies
Voice over ATM (VoATM) can be supported as standard pulse code modulated (PCM) voice via
circuit emulation (AAL1, described later) or as variable bit rate voice in ATM cells as AAL2 (also
described later). ATM offers many advantages for transport and switching of voice. First, quality
•
Tableguarantees
of Contents can be specified by service provisioning or on a per-call basis. In
of service (QoS)
•
Index
addition, call setup signaling for ATM switched virtual circuits (SVCs), Q.2931, is based on call
Internetworking
Handbook,
Fourth
Edition
setup signalingTechnologies
for voice ISDN,
Q.931.
Administration
is similar to circuit-based voice networks.
By Cisco Systems, Inc.

However, VoATM suffers from the burden of additional complexity and incomplete support and
interoperability among vendors. It also tends to be more expensive because it is oriented toward
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Voice over Frame Relay (VoFR) has become widely deployed across many networks. Like VoATM,
it is typically employed as a tie trunk or tandem-switching function between remote PBXs. It
benefits from much simpler administration and relatively lower cost than VoATM, especially
when deployed over a private WAN network. It also scales more economically than VoATM,
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In addition to normal traffic congestion, QoS for VoIP
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Readers
traffic. will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Voice Networking
Basic voice technology has been available for more than 100 years. During that time, the
technology has matured to the point at which it has become ubiquitous and largely invisible to
most users. This legacy of slow evolution continues to affect today's advanced voice networks in
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before emulating it on data networks.
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Traditional
analog
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Inc.telephone instruments used for plain old telephone service (POTS) use a
simple two-wire interface to the network. They rely on an internal two-wire/four-wire hybrid
circuit to combine both transmit and receive signals. This economical approach has been
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Hybrid echo is the primary source of echo generated from the public switched telephone network
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and supervision, and it expects the switch to provide supervision and other elements. (Why
"foreign"? The terms FXS and FXO were originally used within telephone company networks to
describe provision of telephone service from a central office other than normally assigned.)
Within FXS and FXO interfaces, it is also necessary to emulate variants in supervision. Typical
telephones operate in a loop-start mode. The telephone normally presents a high impedance

between the two wires. When the receiver goes off-hook, a low-impedance closed circuit is
created between the two wires. The switch, sensing current flow, then knows that the receiver is
off-hook and applies a dial tone. The switch also checks to be sure that the receiver is on-hook
before sending a ringing signal. This system works well for simple telephones, but it can cause
problems on trunks between PBXs and COs with high activity. In that situation, the remote end
and the CO switch can both try to seize the line at the same time. This situation, called glare,
can freeze the trunk until one side releases it. The solution is to short tip or ring to ground as a
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rather than looping it. This is called ground start.
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After the line is seized, it is necessary to dial the number. Normal human fingers cannot outrun
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Analog voice works well for basic trunk connections between switches or PBXs, but it is
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If voice/data
integration
is to be successful, all of these voice interfaces must be supported to
provide the widest possible range of applications. Over the years, users have grown to expect a
certain level of performance, reliability, and behavior of a telecommunications system, which
must be supported going forward. All these issues have been solved by various packet voice
systems today so that users can enjoy the same level of support to which they have become
accustomed.
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Voice over ATM
The ATM Forum and the ITU have specified different classes of services to represent different
possible traffic types for VoATM.
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Designed principally for bursty traffic, unspecified bit rate (UBR) and available bit rate (ABR) are
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The method
of transporting voice channels through an ATM network depends on the nature of
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the traffic. Different ATM adaptation types have been developed for different traffic types, each
with its benefits and detriments. ATM adaptation layer 1 (AAL1) is the most common adaptation
layer used with CBR services.
Unstructured AAL1 takes a continuous bit stream and places it within ATM cells. This is a
The
updated
edition
of the best-selling
networking
provides
coverage
of
common
method
of supporting
a full E1all-in-one
byte stream
from endreference
to end. The
problem
with this
essential
and
cutting-edge
technologies.
approach is that a full E1 may be sent, regardless of the actual number of voice channels in use.
(An EI is a wide-area digital transmission scheme used predominantly in Europe that carries
data at
a rateoverviews
of 2.048 Mbps.)
Concise
of technologies essential to networking professionals at all levels, from
novice to expert.
Structured AAL1 contains a pointer in the payload that allows the digital signal level 0 (DS0)
structure
be maintained
in subsequent
cells. This
allows
efficiencies
to be gained by
Newto
chapters
include coverage
of important
topics
likenetwork
VoIP and
EAP
not using bandwidth for unused DS0s. (A DS0 is a framing specification used in transmitting
digitalCoverage
signals over
a single
channel
at 64 Kbps
a T1 networking
facility.)
of cutting
edge
technologies
likeon
optical
and storage
The remapping
option
the ATM
network
to terminate
structured
AAL1
cells and remap
Authored by
Ciscoallows
Systems,
worldwide
leader
in networking
for the
Internet.
DS0s to the proper destinations. This eliminates the need for permanent virtual circuits (PVCs)
between
every possible
source/destination
combination.
differencereference
from the that
previous
Internetworking
Technologies
Handbook , Fourth
Edition, The
is a major
comprehensive
approach
is
that
a
PVC
is
not
built
across
the
network
from
edge
to
edge.
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
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Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
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Voice over Frame Relay
Voice over Frame Relay enables a network to carry live voice traffic (for example, telephone calls
and faxes) over a Frame Relay network. Frame Relay is a common and inexpensive transport
that is provided by most of the large telcos.
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Voice over IP
As stated previously, VoIP is an OSI Layer 3 solution rather than a Layer 2 solution. This feature
allows VoIP to operate over Frame Relay and ATM networks autonomously. More importantly,
VoIP operates over typical LANs to go all the way to the desktop. In this sense, VoIP is more of
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more easily, but they can have scaling limits based on the capacity of the central server. Hybrid
and internetworking models being developed also offer the best of both approaches.
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PCM and ADPCM are examples of waveform codecs, compression techniques that exploit
redundant characteristics of the waveform itself. New compression techniques have been
developed over the past 10 to 15 years that further exploit knowledge of the source

characteristics of speech generation. These techniques employ signal-processing techniques that
compress speech by sending only simplified parametric information about the original speech
excitation and vocal tract shaping, requiring less bandwidth to transmit that information. These
techniques can be grouped generally as "source" codecs and include variations, such as linear
predictive coding (LPC); code excited linear prediction (CELP); and multipulse, multilevel
quantization (MP-MLQ).
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correlation with perceived codec quality. A common benchmark for quantifying the performance
of the speech codec is the mean opinion score (MOS). Because voice quality and sound, in
general, are subjective to the listener, it is important to get a wide range of listeners and sample
material. MOS tests are given to a group of listeners who give each sample of speech material a
rating of 1 (bad) to 5 (excellent). The scores are then averaged to get the mean opinion score.

MOS testing is also used to compare how well a particular codec works under varying
circumstances, including differing background noise levels, multiple encodes and decodes, and
so on. This data can then be used to compare against other codecs.
MOS scoring for several ITU-T codecs is illustrated in Table 19-1. This table shows the
relationship between several low-bit rate codecs and standard PCM.
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Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
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Network Bandwidth Requirements
The bandwidth of a voice conversation over IP is affected by a variety of factors. First, as
described previously, the codec employed for the conversation can vary widely from as little as 3

to 4 Kbps to as much as 64 Kbps. Layer 3 (IP) and Layer 2 (Ethernet) headers add additional
overhead. Voice packets are typically very small and often contain no more than 20 bytes of
information, so it is obvious that overhead can quickly overwhelm the bandwidth requirements.
Systems designers have several tools to help reduce the problem. First, voice activity detection
(VAD) is used at the source to regulate the flow of packets by stopping transmission if the analog
voice level falls below a threshold. This has the net result of reducing the bandwidth
requirements by about half because most human conversations are silent at least half the time
•
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The updated edition of the best-selling all-in-one networking reference provides coverage of
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Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
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Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
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technologies. Master the terms, concepts, technologies, and devices used in today's networking
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and speed, this book is a complete and up-to-date reference to the topics that are essential to all
placed within one packet; the packet delay, therefore, is 20 milliseconds.
networking professionals, regardless of expertise.
There are other causes of delay in a packet-based network: the time necessary to move the
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
actual packet to the output queue, and queue delay. Cisco IOS software is quite good at moving
hardware, protocols, and services involved. Fundamental technology information is provided on
and determining the destination of a packet. (This fact is mentioned because other packet-based
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Table 19-3. Codec-Introduced Delay

Compression Method

Bit Rate (Kbps)

Compression Delay (ms)
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network can vary widely depending on network congestion. Short-term variations in delay are
calledjitter, defined as the variation from when a packet was expected and when it actually is
received. Voice devices have to compensate for jitter by setting up a playout buffer to play back
voice in a smooth fashion and to avoid discontinuity in the voice stream. This adds to the overall
system delay (and complexity). This receive buffer can be fixed at some value or, in the case of
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technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Quality of Service for VoIP
As seen previously, the quality of voice is greatly affected by latency and jitter in a packet
network. Therefore, it is important for network designers to consider implementation of QoS
policies on the network. In addition to protecting voice from data, this has the added benefit of
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(RED) and WRED (weighted RED). These techniques help identify which packets are good
candidates to drop, if necessary.
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H.323 Overview
H.323 is a derivative of the H.320 videoconferencing standard, but it assumes LAN connectivity
rather than ISDN between conferencing components. As such, QoS is not assumed and is not
implicitly supported. When used to support a VoIP application, the calls are treated as audioonly videoconferences.

Standards-based videoconferencing is generally governed by the ITU "H-series"
recommendations, which include H.320 (ISDN protocol), H.323 (LAN protocol), and H.324 (POTS
protocol). These standards specify the manner in which real-time audio, video, and data
communications takes place over various communications topologies. Standards compliance
promotes common capabilities and interoperability between networked multimedia building
blocks that may be provided by multiple vendors.
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H.225— Specifies messages for call control, including signaling, registration and
admissions, and packetization/synchronization of media streams.
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separate from the endpoints, but its physical implementation may coexist with a terminal,
MCU, gateway, MC, or other non-H.323 LAN device.
Multipoint control unit— The multipoint control unit (MCU) is an endpoint on the LAN
that provides the capability for three or more terminals and gateways to participate in a
multipoint conference. It may also connect two terminals in a point-to-point conference,

which may later develop into a multipoint conference. The MCU generally operates in the
fashion of an H.231 MCU, but an audio processor is not mandatory. The MCU consists of
two parts: a mandatory multipoint controller and optional multipoint processors. In the
simplest case, an MCU may consist of only an MC with no MPs.
Multipoint controller— The multipoint controller (MC) is an H.323 entity on the LAN that
provides for the control of three or more terminals participating in a multipoint conference.
It may also connect two terminals in a point-to-point conference, which may later develop
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media streams, depending on the type of conference supported.

Point-to-point conference— A point-to-point conference is a conference between two
terminals. It may be either directly between two H.323 terminals or between an H.323
terminal and an SCN terminal via a gateway. It is a call between two terminals.
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General MGCP Overview
Media Gateway Control Protocol (MGCP) represents a relatively new set of client/server VoIP
signaling protocols. These protocols have evolved in answer to the need for stateful, centralized
management of relatively dumb endpoint devices. This capability greatly extends the utility of
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The media connection (voice path) itself is usually over IP/RTP, but direct VoATM and VoFrame
Relay can also be used. (In fact, MGCP does not specify the media.) For security, MGCP uses
IPSec to protect the signaling information.

MGCP Advantages
MGCP offers several advantages over typical H.323 implementations. Although MGCP has not
been ratified as an official standard, enough vendors have demonstrated interoperability that it
can be safely deployed by customers without fear of being locked in. It leverages existing IETF
protocols (SDP, SAP, RTSP). Probably most importantly, the centralized call control model in
MGCP allows for much more efficient service creation environments, including billing, call agents,
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Signals— Ringing, distinctive ringing (0 to 7), ringback tone, dial tone, intercept tone,
network congestion tone, busy tone, confirm tone, answer tone, call waiting tone, off-hook
warning tone, pre-emption tone, continuity tone, continuity test, DTMF tones
Events— Fax tones, modem tones, continuity tone, continuity detection (as a result of a

continuity test), on-hook transition, off-hook transition, flash hook, receipt of DTMF digits
MGCP has a number of features that make it attractive for deployment of VoIP systems. First,
messaging is UDP-based rather than TCP-based, which makes it more efficient. The centralized
control model is subject to a single point of failure, so media gateways can be designed to revert
to a standby MGC upon failure of the primary controller. This can result in the model being as
reliable as any other call control model. MGCP scales well, typically depending only on the
processing power of the MGC. When that becomes the limiting factor, the network can be
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Figure 19-6. Typical MGCP Flow
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General SIP Tutorial
Session Initiation Protocol (SIP) is a new entry into the signaling arena, with a peer-to-peer
architecture much like H.323. However, unlike H.323, SIP is an Internet-type protocol in
philosophy and intent. It is described in RFC 2543, which was developed with the IETF MMUSIC
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Proxy server— Acts as a server and client; initiates SIP requests on behalf of a UAC.
Redirect server (RS)— Receives a SIP request, maps the destination to one or more
addresses, and responds with those addresses.

Registrar— Accepts requests for the registration of a current location from UACs. Typically
is collocated with a redirect server.
Location server— Provides information about a callee's possible locations, typically
contacted by a redirect server. A location server/service may co-exist with a SIP redirect
server.
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The address structure also indicates parameters, such as transport type and multicast address.
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As seen in Figure 19-7, call setup with SIP is much simpler than H.323, even with a proxy server
involved. Without the proxy server, the endpoints must know each other. However, call setup
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Figure 19-7. Call Flow for Session Initiation Protocol (SIP)
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Skinny Client Control Protocol (SCCP)
SCCP, also referred to as "Skinny," is a Cisco Systems proprietary signaling and control protocol
used for call establishment, teardown, and control in VoIP environments. It is the heart of the
Cisco AVVID solution. It is widely deployed in VoIP enterprise solutions and is increasingly
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Comparison and Contrast of the Various VoIP Signaling
Alternatives
The various signaling alternatives each offer advantages and disadvantages for system
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Evolution of Solutions for Voice over Data
The first products to integrate voice and data were targeted at eliminating long-distance
telephone toll charges by providing tie lines between PBXs over a WAN infrastructure. These
products were typically integrated into a router or another data device and provided simple
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Over time, enterprise-wide call logic began to migrate toward the WAN data network elements.
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for their
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deployed to support voice networks as well as the videoconferencing networks for which it was
developed.
Note that centralized call control logic does not mean centralization of voice paths. Only the dial

plan administration and call control are centralized. The actual switching of voice packets still
occurs in the data network elements as it always has, so the inherent economies and efficiencies
of packet voice solutions remain intact.
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comparable, LAN PBXs typically cost much less to install than PBXs because
they use the existing data infrastructure (Category 5 cabling) rather than separate voice wiring.
Administration is also less burdensome because LAN and server administrators can manage the
system without the need for dedicated telephony technicians. Finally, toll-bypass savings are
also a byproduct of the system because calls between offices stay on the data network from end
to end. Over time, these savings add up to the point that a LAN-based telephony system can

offer considerable savings over traditional PBXs.
This is not to say that PBX systems will disappear overnight. Instead, traditional PBX vendors are
actively migrating the existing products to become packet-enabled. Starting with simple data
trunk cards to provide toll-bypass capability, PBX vendors are adding H.323 VoIP cards to allow
the PBXs to manage H.323 clients as well. They see the PBX evolving into a voice server, much
as the LAN PBX vendors are building from the ground up. Only time will tell which solution will
be superior, but one thing is clear: Customers will have more choices than ever.
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Summary
This chapter has provided an overview of technologies and applications of integrated voice/ data
networking. Specific protocol and architectural definitions for Voice over Frame Relay, Voice over
ATM, and VoIP were provided. However, more importantly, emphasis was placed on the reasons
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Review Questions
1:

What are the three main packet voice technologies?

2:

Indexare packet voice technologies used to provide toll bypass cost savings?
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4:

the primary voice-signaling protocols?

Describe how peer-to-peer voice signaling protocols are different from
client/server protocols.
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Wireless technologies have existed in one form or another since the end of the 1800s. The
methods used in transmissions, starting with arc transmitters and going up to the most
sophisticated wireless communications systems, all have one main purpose. They are designed
and built to transmit information through free space using electromagnetic waves. Many diverse
methods are used to accomplish this, but they all share and are limited by the same laws of
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Wireless Concepts
The following sections introduce the physics behind radio communications, the building blocks of
a radio system, and the main types of wireless systems commonly used today.
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Radio Fundamentals
During discussions with peers about the networking issues we see today, it is amazing how
many times discussions come all the way back to the basic physics we all learned in school.
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The Components of a Wireless Communication System
The simplest form of wireless system consists of a transmitter, connected to an antenna with a
transmission line, which is "connected" across the air interface to an antenna, which feeds a
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technology involved in this system is very sophisticated and constantly evolving. But after all is
said and done, regardless of how advanced systems become, they all find their roots in the basic
radio system shown in Figure 20-1.
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Figure 20-1. Wireless Communication System
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The main components of a radio communication system are as follows:

Intelligence source— This is the information that is to be modulated and transmitted
across the wireless link for delivery to the receiving site. It can be voice, data, or video and
can be analog or digital originally.
Transceiver— This is the "radio." It contains the functionality of a transmitter (TX) and a
receiver (RX).
•
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Local oscillator (LO)— The intelligence and the local oscillator frequency are combined in
produces the sum, difference, and two originals. Through the use of a band
pass filter, the sum frequency is selected and coupled to a transmission line, where it is
sent toCisco
an Press
upconverter. This results in a signal called an intermediate frequency (IF). It is
Publisher:
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local
oscillator
frequency with the intelligence modulated onto it. The LO frequency is
Pub
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September
11, 2003
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the result of a crystal or synthesized frequency that is doubled, tripled, or
ISBN: 1-58705-119-2
quadrupled in stages until the LO frequency is achieved.

By Cisco
Systems,
Inc.
a filter,
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Upconverter— The transceiver is connected to the upconverter or outdoor unit (ODU) via
a transmission line, most often a coaxial cable. A variety of coaxial cables are available.
The cable selected is based on the operating frequencies, power levels, and length.
Transmission lines are explained later.
The updated edition of the best-selling all-in-one networking reference provides coverage of
Control
cable— Depending
on the type of ODU and transceiver, there also might be a
essential
and cutting-edge
technologies.
control cable that provides communication between the two units. You might not always
see radio systems where the IF and RF portions are in separate "boxes." Some radio
Concise
of technologies
to networking
at all
levels, time
from to
systems overviews
have physical
connectionsessential
that connect
directly to professionals
an antenna. The
primary
novice
to
expert.
use a separate IF unit and RF unit is when there is a long distance between the intelligence
point and the antenna. The transmission line properties, such as attenuation, of an IF
New
include
coverage
of RF
important
likeare
VoIP
and EAP
signalchapters
at 70 MHz
compared
to an
signal oftopics
5.7 GHz
radically
different. In a wireless
design you try to keep the RF transmission lines to an absolute minimum length, especially
Coverage of cutting edge technologies like optical networking and storage
as you use higher frequencies.
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Duplexer— The duplexer enables full-duplex wireless paths using a single antenna system
for each location. Two unique frequencies, one for transmit and one for receive, are
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
combined, yet they maintain their uniqueness. This is called frequency-division multiplexing
enables networking professionals to understand and implement contemporary internetworking
(FDM). A common duplexing method is to use tuned cavities milled out of a metal, such as
technologies. Master the terms, concepts, technologies, and devices used in today's networking
aluminum. The cavity attenuates frequencies, acting as a band pass filter for the
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
frequencies of interest, yet attenuating all others greatly. In old voice radio systems that
Complete with new and updated chapters on security, storage, optical networking, scalability,
had simplex transmission paths, the antenna was coupled to the receiver until the
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
transmitter was keyed, causing an RF relay to couple the transmitter output to the antenna
networking professionals, regardless of expertise.
system.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
There are wireless systems whose architecture is not full-duplex. A simplex, or half-duplex,
hardware, protocols, and services involved. Fundamental technology information is provided on
system is one in which communication between both endpoints is via the same radio frequency.
a broad range of integral systems and services, including detailed descriptions, review questions
Because both stations transmit on the same frequency when a conversation is ongoing, each
to ensure concept comprehension and retention, and additional resources for further study.
party must make sure that the other party has stopped, or neither of them will hear the
Coverage is also extended not only to new networking concepts, but also to older, legacy
conversation.
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
This has been a simple introduction to a wireless communication system. Of course, there are
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
many permutations in the way these technologies are implemented, but they all rely on the basic
decisions for their networks.
building blocks. Keep in mind that the goal is to accept data or intelligence from a source and
modulate it onto an IF signal, where it can ultimately be unconverted to an RF signal and
delivered across the open air.
The methods and physics that apply during this process are explained in subsequent sections,
but first, let's take a look at the electromagnetic spectrum.

The Electromagnetic Spectrum
Electromagnetic (EM) spectrum is a term used to describe the sum of all forms of radiation. The
EM spectrum refers collectively to all the components. Radiation is energy; it travels,
theoretically, at the speed of light; and it is dispersed as it travels. There are many forms of EM
energy:
•
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Visible light, which comes from a lamp in your house
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Radio waves from your favorite radio station
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Infrared and ultraviolet light, x-rays, and gamma rays
Pages: 1128

The EM spectrum is further divided into more finite pieces depending on the use. The important
thing to remember is that most of the spectrum is used by licensed users, be they service
providers, government agencies for such things as air traffic control, or the military.
The
of spectrum
for use is normally
thenetworking
responsibility
of government
The allocation
updated edition
of the best-selling
all-in-one
reference
providesagencies,
coveragesuch
of as
the
Federal
Communications
Commission
(FCC)
in
the
U.S.
or
the
Canadian
Radio-Television
and
essential and cutting-edge technologies.
Telecommunications Commission (CRTC) in Canada. Both these agencies are excellent sources of
reference material.
Concise overviews of technologies essential to networking professionals at all levels, from
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are measured in hertz, which is equivalent to cycles per second. When we deal
to expert.
with the higher frequencies in the EM spectrum, we tend to use wavelength as a measure. This is
common
optical technologies
in which
850, 1310,
and like
1550
nanometers
Newinchapters
include coverage
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VoIP
and EAP (nm) are common
optical wavelengths. The reason for using this measurement system is the manageability of the
Coverage
cutting
numbers
being of
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with.edge technologies like optical networking and storage
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Cisco Systems,
worldwide
in networking for the Internet.
The formula
to by
determine
frequency
in hertz leader
is
Internetworking
l = c / F Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
where
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
l is thethis
wavelength
meters and up-to-date reference to the topics that are essential to all
and speed,
book is a in
complete
networking professionals, regardless of expertise.8
c is the speed of light in a vacuum (3.0 x 10 meters per second)
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
F is the frequency in hertz
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
The area of particular interest in our discussion of wireless technologies is the area of the EM
to ensure concept comprehension and retention, and additional resources for further study.
spectrum called the radio waves portion. The major allocations in this portion of the EM
Coverage is also extended not only to new networking concepts, but also to older, legacy
spectrum are listed in Table 20-1.
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Table 20-1. Major Wireless Allocations

Frequency
Spectrum

Service

Comments

AM radio

535 to 1705
kHz

Commercial radio band

Analog television channels 2
to 6 (VHF)

54 to 88 MHz

Over-the-air broadcast television

88 to 108 MHz

Commercial radio band
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174 to 216 MHz These frequency ranges have been identified
by the FCC as supporting digital television by
2007
470 to 806 MHz These frequency ranges have been identified
by the FCC as supporting digital television by
2007

Cellular

825 to 894 MHz Analog POTS

Industrial, scientific, and
medical (ISM)

902 to 928 MHz Unlicensed; proprietary systems

PCSupdated edition of the best-selling
1850 to
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2G wirelessreference provides coverage of
The
all-in-one
networking
MHz
essential and cutting-edge technologies.
ISM

2.4 to 2.4835
Unlicensed; 802.11 and proprietary systems
GHz
Concise overviews of technologies essential to networking professionals at all levels, from
novice toMultipoint
expert.
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2.1 to 2.7 GHz 33 channels 6 MHz wide; earmarked for 3G
Distribution Service (MMDS)
wireless
New chapters include coverage of important topics like VoIP and EAP
Unlicensed National
5.15 to 5.35
Unlicensed; 802.11 and proprietary systems
Information
Coverage
Infrastructure
of cutting edge
(U-technologies
GHz
like optical networking and storage
NII)
Authored by Cisco Systems,5.725
worldwide
to 5.825
leader in networking for the Internet.
GHz
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
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Distribution
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blocks of contemporary
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networking
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internetworking
System
(LMDS)
GHz
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry.
Learn
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internetworking
technologies
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Free space
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bandwidth;
optical
replacement
Complete with new and updated chapters on security, storage, optical networking, scalability,
and
Freespeed,
spacethis
optics
book is a complete
IR and
765 up-to-date
nm
High
reference
bandwidth;
to the optical
topics that
replacement
are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
Table 20-1 describes only a small fraction of the EM spectrum, but it shows you the areas in
hardware, protocols, and services involved. Fundamental technology information is provided on
which most data networking seen today occurs. For more information about the remaining
a broad range of integral systems and services, including detailed descriptions, review questions
spectrum allocations, consult the FCC Web site.
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
RF
Transmission
Theory
professionals
operate. Tools
and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions
their
networks.
You have for
read
about
the wireless system, the electromagnetic spectrum, and the common
frequency bands you will likely see in a networking environment. It is now time to look at the
theory behind radio communications.

Electromagnetic Energy

To understand how wireless communications work, you must understand how electromagnetic
energy is generated and propagated through free space. When current passes through a piece of
wire, an electric field is created, which in turn creates a magnetic field. When the current is
alternating, as opposed to direct, the electromagnetic field is created and collapses at the same
rate as the frequency of the alternating current. The magnetic field also builds and collapses at
the same rate as the electrical field. This action generates an electromagnetic wave, which is
radiated
from
the wire, which at this point can be called an antenna.
•
Table of Contents
•

Index

The resulting electromagnetic wave or pulse is sinusoidal, so it has the three characteristics of
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this waveform—amplitude, phase, and frequency. These characteristics result from the original
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coupled to the antenna after being generated in the transmitter.
ThePublisher:
most important
Cisco Press contributing factors to the success or failure of a wireless communication
system
are
those that exist between the output of the final RF power amplifier and the front end
Pub Date: September 11, 2003
of the receiver. This is where wireless systems either work or don't. The pieces involved in this
ISBN: 1-58705-119-2
RF transmission are the transmission lines, the antennas, and the air interface.
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Power Measurement
The first pieces involved in the RF transmission are the transmission lines. Before we discuss
The updated edition of the best-selling all-in-one networking reference provides coverage of
transmission lines, you need to understand the importance and measurement of power, because
essential and cutting-edge technologies.
it is one of the most important success factors in a communication system. The goal of the
transmission line is to faithfully deliver the signal to the antenna while minimizing power loss in
the transmission
medium.
transmission
line must
also haveprofessionals
certain electrical
Concise overviews
of The
technologies
essential
to networking
at allspecifications,
levels, from
such as
impedance,
power-handling
capabilities,
and
loss.
These
characteristics
are all
novice to expert.
interrelated and interesting. However, they are outside the scope of this introductory discussion.
New chapters include coverage of important topics like VoIP and EAP
In wireless communications, power normally is expressed in watts or dBm. The reference for 0
dBm is
1 MW. With
largeredge
radiotechnologies
transmitters,like
power
typically
is measured
in watts, but with
Coverage
of cutting
optical
networking
and storage
lower power output devices, dBm is more manageable.
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Table 20-2 compares dBm and watts.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Table
20-2.
Watts storage,
and dBm
Complete with new and updated
chapters
on security,
optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Power in dBm (Relative to 1 MW)
Power in Watts
Readers
50 dBm will obtain a greater understanding of LAN and WAN networking,
100 Wparticularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
dBmrange of integral systems and services, including detailed descriptions,
10 W
a40
broad
review questions
to ensure concept comprehension and retention, and additional resources for further study.
30 dBm
1W
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems,
in which
20 dBm providing a more realistic picture of the real-world networking
100 environments
MW
professionals operate. Tools and guidelines for optimizing system performance will increase
10 dBm
10 MW
productivity
and improve efficiency, helping the reader make more intelligent,
cost-efficient
decisions
for
their
networks.
0 dBm
1 MW
–10 dBm

100 uW

–20 dBm

10 uW

–30 dBm

1 uW

To quickly determine relative values when working in dBm, use the following calculations:
If you have a power increase of 1 dBm, multiply the power by 1.25.
If you have a power increase of 2 dBm, multiply the power by 1.5.
•
•
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This
also works in reverse. For instance, a drop of 3 dBm is a one-half drop in power.
By Cisco Systems, Inc.
For example, given a power level of 20 dBm or 100 MW, if the power is increased by 5 dBm, the
Publisher:
Cisco Press
resulting
power
in watts would be 100 MW, doubled and then multiplied by a factor 1.5, which
Pub Date:
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results
in a September
power level
of 300 MW.
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Attenuation
is the loss of signal power as it passes through a medium, whether it is the air, a
Pages: 1128
physical transmission line, or even an electronic circuit, such as a filter. Just as you measure the
gain, or the increase in a signal, you also need to be aware of a loss of power, or attenuation. In
fact, you need to be able to calculate this in a loss budget to ensure that when a signal is
transmitted, it arrives at the receiving station with enough strength. A receiver must be sensitive
enough to be able to select the correct frequency. If the receiver is incapable of this, you will
The
updated
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all-in-one
networking
reference
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coverage
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be ableedition
to downconvert,
producing
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intelligence.
essential and cutting-edge technologies.
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The purpose of a transmission line is to provide the physical connection between the transmitting
New
include
coverage
of important
topics
VoIP and
EAP and materials. In
device
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Coverage of cutting edge technologies like optical networking and storage
Authored
by Cisco Systems, worldwide leader in networking for the Internet.
Coaxial cables
Internetworking
WaveguidesTechnologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies.
Master
the terms,
concepts,
technologies,
and chosen,
devices used
networking
There
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versions
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of the type
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industry. Learnyou
howneed
to incorporate
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characteristics
to be aware
of:
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
RF attenuation
networking
professionals, regardless of expertise.
Impedance
Readers
will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
DC range
loss (ifofyou
are also
usingand
it toservices,
provide DC
power detailed
to an upconverter)
a broad
integral
systems
including
descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Physical
characteristics,
and bend concepts,
radius
Coverage
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onlyas
to weight
new networking
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systems, providing a more realistic picture of the real-world networking environments in which
Cost
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity
and
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theareader
more
intelligent,
The first three
characteristics
are all helping
related to
degreemake
and are
also
related tocost-efficient
the frequencies
decisions
for
their
networks.
that are transmitted on the wire. The higher the frequency, the greater the attenuation, and,
therefore, the greater the loss.
Impedance is critical, because it must match the devices at either end. An impedance mismatch
means that there is a less-than-perfect transfer of energy at the mechanical connection points.
Another problem that impedance mismatches compound is reflections. When 100% of the

transmitted energy is not coupled into the sink, or destination circuit, the energy needs to go
somewhere. This energy is either radiated into free space, which is called a leak, or it is reflected
to the transmitting device.
This energy can cause many problems if it is reflected out of phase with the original. An original
signal that is subjected to a reflection of itself that is equal in amplitude and 180 degrees out of
phase effectively is reduced to 0. It is inconceivable that a reflection of 100% of the power, 180
degrees out of phase, would ever occur, but some percentage of reflection and, to some degree,
•
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The second piece of the RF transmission is the group of antennas. We have discussed the basic
transceiver and connected a transmission line to it. Now we need to look at the other end of the
transmission line. This is where the antenna fits. The antenna has two main functions. One is to
accept RF power from the transmitter and radiate it in the right direction, to the receiving
The updated edition of the best-selling all-in-one networking reference provides coverage of
antenna. The second function is to receive the energy from the transmitter and couple it to the
essential and cutting-edge technologies.
receiver. Antenna theory has several key concepts, as discussed next.
Concise overviews of technologies essential to networking professionals at all levels, from
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Authored
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the Internet.
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Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
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Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
Many years ago, I was responsible for a microwave radio-relay system that used quadruplexers.
networking professionals, regardless of expertise.
This let us use one antenna with two transmit and two receive frequencies. The quadruplexer
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a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
An isotropic antenna is a theoretical antenna that can radiate in all directions equally. It is used
Coverage is also extended not only to new networking concepts, but also to older, legacy
as a benchmark or reference when we express the properties of directional antennas. When we
systems, providing a more realistic picture of the real-world networking environments in which
evaluate antennas, we refer to an antenna's gain, which is often measured in dBi—the power
professionals operate. Tools and guidelines for optimizing system performance will increase
radiated or received with respect to an isotropic antenna. This provides a standard reference
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
measurement that lets us compare antennas. Figure 20-2 illustrates antenna theory.
decisions for their networks.

Figure 20-2. Antenna Theory
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Effective Isotropic Radiated Power (EIRP) is the result of the RF power delivered to the antenna
multiplied by the gain as referenced to an isotropic radiator.
EIRP can be calculated as follows:
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential
cutting-edge
technologies.
EIRPand
(dBW)
= Ptx (dBW)
+ Gant (dBi) – Ltlc (dB)
where
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
Ptx is the transmitter's power output in dBW
New chapters include coverage of important topics like VoIP and EAP
Gant is the antenna gain, typically along the antenna's main lobe
Coverage of cutting edge technologies like optical networking and storage
Ltlc is the loss of the transmission line, including connectors
Authored by Cisco Systems, worldwide leader in networking for the Internet.
EIRP is normally calculated and reported in dBW, but can also be calculated in dBm and simple
Internetworking
Technologies Handbook , Fourth Edition, is a comprehensive reference that
watts.
enables networking professionals to understand and implement contemporary internetworking
technologies.
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industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete
new
updated
EIRP with
(dBm)
= and
Ptx (dBm)
+ chapters
Gant (dB)on– security,
Ltlc (dB) storage, optical networking, scalability,
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of expertise.
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to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems,
Antennaproviding
Types a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
There are many types of antennas. Which type you choose is directly related to the type of
decisions for their networks.
radiation pattern, frequency, and RF characteristics of the wireless network coverage. It is in
selecting an antenna where the concept of EIRP needs to be evaluated, because it is a critical
factor in antenna selection.
Many types of antennas are available for wireless systems. The most basic criterion for
differentiation is the concept of directionality. In this respect, there are two basic antenna types:

Omnidirectional
Unidirectional
An omnidirectional antenna is one in which the transmitted power is radiated in all directions. A
unidirectional antenna radiates its energy in a specific direction.
•

Table of Contents

Before
we proceed,
we should qualify the phrase "in all directions." When we describe an
•
Index
antenna,
we
also
need
to consider another antenna trait—polarization. An antenna's polarization
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An antenna's physical components include an active element or elements, reflectors, and
Pages: 1128
directors. The active element is the element to which energy is applied and received. This
element is coupled to the transceiver through a transmission line.
A unidirectional antenna directs its radiated energy in a specific direction, hence, concentrating
it. This is done through the use of reflectors. Common types of unidirectional antennas are
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energy in the desired sector (see Figure 20-3). In these three sectors, you also need to ensure
that you effectively reuse the available frequencies efficiently. Consider that this particular area
New chapters include coverage of important topics like VoIP and EAP
of coverage is bordered by identical areas of coverage. Because of the possibility of interference
between cells if they use similar frequency plans, you need to ensure that the frequency plan
Coverage of cutting edge technologies like optical networking and storage
prevents intercell frequency overlapping.
Authored by Cisco Systems, worldwide leader in networking for the Internet.
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An important concept in the selection and performance of a unidirectional cone (or dish) antenna
is beam width. The energy that is transmitted is concentrated by virtue of the construction of the
cone that provides the reflector function. A great analogy for this is the Maglite style of
flashlight. When you rotate the lens collar on this kind of flashlight, you actually move the light
bulb in and out. When you do so, the width of the beam of light narrows or widens. The same
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Figure 20-4. Common Directional Antenna
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You have
read about several key antenna concepts. You might have noticed that we keep
mentioning antennas' transmit characteristics. Of course, an antenna must also be able to
receive signals radiated from other sources. The signals received by an antenna and that are
subsequently delivered to the receiver's front end are in the magnitude of microvolts and, in
some systems, even lower. In order to effectively provide a survivable communication path in
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networking professionals, regardless of expertise.
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Readers will obtain a greater understanding of LAN and WAN networking, particularly the
Earth protocols,
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hardware,
and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
When radio waves depart the transmitting antenna, they are affected by the atmosphere,
to ensure concept comprehension and retention, and additional resources for further study.
physical structures, and geography as they propagate to the receiving antenna. The first
Coverage is also extended not only to new networking concepts, but also to older, legacy
estimation you make when trying to understand a path is free space loss (FSL). This is a bestsystems, providing a more realistic picture of the real-world networking environments in which
case calculation of the loss incurred in a transmission path. It is theoretical and assumes that
professionals operate. Tools and guidelines for optimizing system performance will increase
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calculated using this formula:
Lp = 36.6 + 20 LogF + 20LogD
where

Lp is the free space loss or attenuation between antennas in dB
The constant 36.6 is the use of statute miles. If you use nautical miles, the constant is 37.8.
F is the transmit frequency in MHz
D is the path length in statute miles
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Fresnel zones are zones of radiated energy. In theory, there are an infinite number of them. In
practice, however, we concern ourselves with only the first Fresnel zone. These zones are
ellipsoid in shape and exist around the direct LOS path. The energy as it radiates from the
antenna looks like a football.
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Figure 20-6. Fresnel Zone and Earth Bulge
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To calculate the radius of the first Fresnel zone, use this formula:
Rft= 72.1 * the square of D1 * D2 / FD

where
Rft is the radius of the first Fresnel zone in feet
D1 is the distance from the transmitter to the path obstacle
•
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D2 is the distance from the path obstacle to the receiver
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To calculate the effect of Earth bulge, use this formula:
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D2 is the distance between antennas squared
Table 20-3 shows standard values for common distances.
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies
essential
to networking
professionals at all levels, from
Table 20-3.
Earth
Bulge Values
novice to expert.
Distance
in Milesinclude coverage of important topics
Bulgelike
in VoIP
Feet and EAP
New chapters
2

0.5
Coverage of cutting edge technologies like optical networking and storage
4
2.0
Authored by Cisco Systems, worldwide leader in networking for the Internet.
6
4.5
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
8
8.0
enables
networking professionals to understand and
implement contemporary internetworking
technologies.
Master
the
terms,
concepts,
technologies,
10
12.5 and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
12
18.0storage, optical networking, scalability,
Complete
with new and updated chapters on security,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
14
24.5
networking professionals, regardless of expertise.
16
32.0
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
To
ensure concept
that a particular
radio path
perform
satisfactorily,
you mustfor
ensure
that
the
to ensure
comprehension
and can
retention,
and
additional resources
further
study.
Fresnel
zone
is
adequately
clear
of
obstructions
and
that
the
Earth
bulge
is
allowed
for.
This
Coverage is also extended not only to new networking concepts, but also to older, legacy
might
mean
having
to
raise
your
antennas
to
higher
elevations
on
antenna
masts.
You
also
need
systems, providing a more realistic picture of the real-world networking environments in which
to
understand
the
area's
geography.
A
good
path
profile
and
survey
are
necessary
to
ensure
professionals operate. Tools and guidelines for optimizing system performance will increase that
wireless
systems
perform efficiency,
as anticipated.
productivity
and improve
helping the reader make more intelligent, cost-efficient
decisions for their networks.

NLOS Wireless: Overcoming Multipath Signals in NLOS
High Speed
This section introduces one of the biggest challenges in wireless communications. Modulation
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Figure 20-7. Multipath Signal Reception
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one. In real life, the time between the first received signal and the last echoed signal is called
the delay spread. It can be as high as 4 µsec.
InFigure 20-8, the echoed signal is delayed in time and reduced in power. Both are caused by
the additional distance that the bounced signal travels over the primary signal. The greater the
distance, the longer the delay and the lower the power of the echoed signal. You might think

that the longer the delay, the better off the reception would be. However, if the delay is too long,
the reception of the echoed symbol (S1) and the primary symbol (S2) can also interact. Because
there might not be a direct path for the incident signal in non-line-of-sight (NLOS)
environments, the primary signal might be small in comparison to other secondary signals.
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involve careful design to overcome the effects of multipath signals. Most
multipath signal mitigation approaches fall well short of the full reliable information rate
potential of many wireless communications systems. This section discusses how to create a
digital microwave transmission system that not only can tolerate multipath signals but that also
can actually take advantage of them.

Digital microwave systems fall into two categories: wavelengths less than 10 GHz and
wavelengths greater than 10 GHz (called millimeterwaves). Several bands exist below 10 GHz
for high-speed transmissions. These may be licensed bands, such as MMDS (2.5 GHz), or
unlicensed bands, such as U-NII (5.7 GHz). Bands that are below 10 GHz have long propagation
distances (up to 30 miles). They are only mildly affected by climatic changes, such as rain. These
frequencies are generally not absorbed by objects in the environment. They tend to bound and,
thus, result in a high number of multipath signals.
•

Table of Contents

Bands over 10 GHz, such as 24 GHz, LMDS (28 GHz), and 38 GHz, are very limited to distance
•
Index
(less than 5 miles). They are also quite susceptible to signal fades attributed to rain. Multipath
Internetworking Technologies Handbook, Fourth Edition
signals tend not to be an issue because the transmission distances are less and because most of
By
Systems,signal
Inc. energy is absorbed by the physical environment. However, when these
theCisco
multipath
frequencies are used in highly dense urban areas, the signals tend to bounce off objects, such as
metal
buildings
or metal window frames. The use of repeaters can add to the multipath signal
Publisher:
Cisco Press
propagation
by
delaying
the received signal.
Pub Date: September 11, 2003
ISBN: 1-58705-119-2
Pages: 1128

Multipath Signals in NLOS Environments
In LOS environments, multipath signals are usually minor and can be overcome easily. The
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Even though QPSK uses no state changes in amplitude, it is sometimes called 4-QAM. Four levels
of amplitude combined with the four levels of phase result in 16-QAM. In 16-QAM, 2 bits are
encoded on phase changes, and 2 bits are encoded on amplitude changes, yielding a total of 4

bits per symbol.
Figure 20-9 illustrates the modulation constellations for three common schemes—QPSK, 16QAM, and 64-QAM.
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Figure 20-9.
QPSK, 16-QAM, and 64-QAM Modulation Constellations
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Figure 20-10. Error Rates for PSK and QAM Systems
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technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry.
howBER
to incorporate
technologies
into a LAN/WAN
environment.
Figure Learn
20-11.
Againstinternetworking
Signal-to-Noise
for Coded
and Uncoded
Data
Complete with new and updated chapters on
security, storage, optical networking, scalability,
Streams
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
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Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Advanced Signaling Techniques Used to Mitigate Multipath Signals
Several techniques make digital modulation schemes more robust: QAM with decision feedback
equalization (DFE), direct sequence spread spectrum (DSSS), FDM, and orthogonal frequencydivision multiplexing (OFDM).
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In wireless QAM systems, DFE is used to mitigate the effects of ISI caused by multipath signals.
By Cisco Systems, Inc.
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Publisher:
Cisco
Press
carriers.
The
complexity
of DFE schemes causes them not to scale with increases in bandwidth.
Pub
Date:
September
11,DFE
2003filter (the number of taps) is proportional to the size of the delay
The complexity of the
ISBN:
spread.
The1-58705-119-2
number of required taps is proportional to the delay spread (in seconds) multiplied
by thePages:
symbol
1128rate.
For a QAM-based wireless system transmitting in the MMDS band (a 6-MHz-wide channel) to
survive a 4-µsec delay spread, 24 taps are required. To equalize a system with 24 taps, a DFE
system needs 72 feedforward and 24 feedback taps. In addition to the number of taps needed,
the complexity of the math needed for each tap increases with the number of taps. Therefore,
The updated edition of the best-selling all-in-one networking reference provides coverage of
the increase in complexity becomes an exponential function of the carrier signal's bandwidth.
essential and cutting-edge technologies.
Figure 20-12 compares the complexity rate of QAM/DFE and OFDM.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.

Figure 20-12. Computational Complexity of QAM Versus OFDM

New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Spread Spectrum
Spread spectrum is a method commonly used to modulate information into manageable bits that
are sent over the air wirelessly. Spread spectrum was invented by film actress Heddy Lamar,
who received an award from the government for this accomplishment. She retains the patent to
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system use the same frequency band. Each signal is spread out and layered on top of each other
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Data transmitted by other users looks like white noise and drops out during the reception phase.
Any narrowband noise is dispersed during the despreading of the data signal. The advantage of
CMDA is that the amount of bandwidth required is shared over several users. However, in
systems that have multiple transmitters and receivers, proper power management is needed to
ensure that one user does not overpower other users in the same spectrum. These powermanagement issues are mainly confined to CMDA architectures.
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bursts, and each burst consists of a cyclic prefix followed by data symbols. A typical OFDM signal
occupying 6 MHz is made up of 512 individual carriers (or tones), each carrying a single QAM
symbol per burst. The cyclic prefix absorbs transients from previous bursts caused by multipath
signals. An additional 64 symbols are transmitted for the cyclic prefix.
The updated edition of the best-selling all-in-one networking reference provides coverage of
For each symbol period, a total of 576 symbols are transmitted by only 512 unique QAM symbols
essential and cutting-edge technologies.
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Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Elements of a Total Network Solution
The common elements of a total network solution are
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Core Networks

Core networks are the public or private backbone networks that, in a general sense, the access
network operators use to connect their multitude of regionally dispersed POPs and to
interconnect to public service provider network elements. For the purposes of this discussion, the
point of demarcation between the access network and the core network is a core switch that
serves as an upstream destination point for a multitude of access network branches or elements.
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wireline elements of the network, including the backbone and the customer premises.

A network management system performs service, network, and element management across
multivendor and multitechnology networks, including
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
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Deployment
Tier 1 customers use Cisco's ecosystem of deployment partners. Deployment for systems
covering BTA, MTA, or nationwide footprints requires the following areas of expertise and
resources:
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novice to expert.
New chapters include coverage of important topics like VoIP and EAP
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Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
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Wireless Local-Area Networks (WLANs)
This section introduces what is most likely the fastest growing wireless technology today. The
deployment of Wireless Local-Area Networks (WLANs) is quite common in many enterprises.
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A WLAN is a data transmission system designed to offer traditional LAN service using a wireless
physical layer. In September 1999, the IEEE ratified the 802.11b standard, which is the
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and throughput, as well as freedom from the wired infrastructure.
Table 20-4 provides a brief comparison of WLAN standards.
The updated edition of the best-selling all-in-one networking reference provides coverage of
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systems,
providingin
a Table
more realistic
Note the following
20-4: picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions
fortotheir
networks.
40-bit
128-bit
RC4 refers to data security algorithms.
An 802.11 range of 1000 feet refers to outdoor conditions. Indoor conditions are more
difficult for these types of RF systems.
802.11 power output of 1 W permitted by the FCC is substantial, although most 802.11

devices have a power output of 100 MW or less.
The maximum number of devices supported depends on the data rate per device.
The Cisco Aironet Products use 802.11.
Although three standards are in use in the U.S., and an additional two are in use in Europe
(HyperLAN and HyperLAN2), the FCC thinks highly of the 802.11b standard, and a close
•
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Contents the FCC and the IEEE, which backs the standard.
relationship exists
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Table 20-5. 802.11 Standard Working Groups
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Working Group

Technology Standard

802.11a

54 Mbps, 5 GHz, ratified in 1999

802.11b

11 Mbps, 2.4 GHz, ratified in 1999

The
updated editionWorld
of the mode
best-selling
all-in-onedomains
networking reference provides coverage of
802.11d
and regulatory
essential and cutting-edge technologies.
802.11e
Quality of service
802.11f
Interaccess
Point Protocol
(IAPP)
Concise overviews
of technologies
essential
to networking professionals at all levels, from
novice
to
expert.
802.11g
2.4 GHz, higher data rate (greater than 20 Mbps)
802.11h
New chapters include
Dynamic
coverage
frequency
of important
allocation and
topics
transmit
like VoIP
power
and control
EAP
mechanisms
802.11i
Authentication
and security
Coverage of cutting
edge technologies
like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
The 802.11 standard is composed of several components and services that interact to provide
Internetworking
TechnologiestoHandbook
, Fourth
Edition,
is astack.
comprehensive reference that
station mobility transparent
higher layers
of the
network
enables networking professionals to understand and implement contemporary internetworking
technologies.
Master
the terms,
concepts,
technologies, and devices used in today's networking
The
802.11 WLAN
defines
two pieces
of equipment:
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed,
Wireless
this LAN
bookstation
is a complete
or client—
and up-to-date
The wireless
reference
station to
is the
the most
topicsbasic
that component
are essential
ofto
a all
networking
wireless
professionals,
network. A wireless
regardless
LANofstation
expertise.
is any piece of equipment that contains the 802.11
protocol functionality at both the MAC and physical layers and that has a connection to
Readers
will obtain
a greater
understanding
of LAN and
WAN networking,
particularly
the
wireless
media.
Typically,
the 802.11 protocol
functionality
is implemented
in both
the
hardware,
protocols,
and
services
involved.
Fundamental
technology
information
is
provided
software and hardware of a Network Interface Card (NIC). A wireless station could be a on
PC,
a broad
range
integral device.
systems and services, including detailed descriptions, review questions
laptop,
orof
handheld
to ensure concept comprehension and retention, and additional resources for further study.
Coverage
Access
is also
point
extended
(AP)—not
An only
access
to point
new networking
acts as a bridge
concepts,
between
but also
the wireless
to older,and
legacy
wired
systems,
networks.
providing
An access
a morepoint
realistic
consists
picture
of aofradio,
the real-world
a wired network
networking
interface
environments
(such as Ethernet
in which
professionals
or ATM),operate.
and bridging
Toolssoftware.
and guidelines
The access
for optimizing
point actssystem
as the performance
base station will
for the
increase
wireless
productivity
network,
and
providing
improveaccess
efficiency,
to the
helping
wired the
network
reader
formake
multiple
more
wireless
intelligent,
stations.
cost-efficient
When an
decisions
access
forpoint
their is
networks.
present, all communication between wireless stations or between a wireless
station and a wired network client go through the access point.

WLAN Architecture

The 802.11 architecture has five main components:
Basic Service Set (BSS)
Independent BSS
Infrastructure BSS
•
•
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Extended service set

By Cisco Systems, Inc.

The basic building block of an 802.11 wireless network is the BSS. It consists of wireless stations
Cisco Press
thatPublisher:
communicate
directly or indirectly with one another.
Pub Date: September 11, 2003

The independent
BSS is the basic WLAN topology. It is a set of stations that recognize each other
ISBN: 1-58705-119-2
and establish
communications
in a peer-to-peer arrangement. Nodes communicate directly with
Pages: 1128
one another and, therefore, must be within range of one another.
An infrastructure BSS has the added function of an access point. An access point allows clients
that have connected to the WLAN to gain connectivity outside the WLAN when the access point is
connected to the wired network. It also effectively doubles the radius of the wireless network,
The updated
edition that
of the
best-selling
networking
reference
provides coverage
of
because
two device
are
connected all-in-one
at a maximum
distance
can communicate
via the access
essential and cutting-edge technologies.
point.
The distribution system is the wired network. It allows for backbone connectivity for access
Concise overviews of technologies essential to networking professionals at all levels, from
points.
novice to expert.
An extended service set is the product of overlapping infrastructure BSSs, in which the access
include
coverage
of important
topics
likehave
VoIPassociated
and EAP with their respective
pointsNew
canchapters
pass traffic
via the
distribution
BSS. Clients
that
APs thus can establish end-to-end communication.
Coverage of cutting edge technologies like optical networking and storage
The uniqueness of the WLAN technology exists at Layers 1 and 2 of the OSI model, the physical
Authored
by Cisco
Systems, worldwide
leader
in networking
thebetween
Internet.the MAC layer
and data
link layers,
respectively.
The 802.11
physical
layer is thefor
layer
and the wireless medium where frames are transmitted and received. The physical layer
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
provides three functions.
enables networking professionals to understand and implement contemporary internetworking
technologies.
Master
the terms,
concepts,
and devices
today's
networking
The physical layer
provides
an interface
totechnologies,
exchange frames
with theused
MACin
layer
for transmission
industry.
Learn
how
to
incorporate
internetworking
technologies
into
a
LAN/WAN
environment.
and reception of data. The physical layer uses signal carrier and spread spectrum modulation to
Complete
withframes
new and
updated
chapters
on security,
storage,
optical
networking,
scalability,
transmit data
over
the wireless
medium.
The physical
layer
provides
a carrier
sense
and
speed,
this
book
is
a
complete
and
up-to-date
reference
to
the
topics
that
are
essential
to all
indication to the MAC layer to verify activity.
networking professionals, regardless of expertise.
The 802.11 standard provides for the following physical layers:
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad
range of Uses
integral
systems
and
services, binary
including
detailed
descriptions,
review
Infrared—
infrared
light
to transmit
data
at either
1 Mbps (the
basic questions
access
to ensure
concept
comprehension
and
retention,
and
additional
resources
for
further
study.
rate) or 2 Mbps (the enhanced access rate).
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems,
FHSS—
providing
Uses RF
a more
signals
realistic
at 2.4 picture
GHz to of
transmit
the real-world
data at networking
1 and 2 Mbps.
environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
DSSS—and
Uses
RF signals
at 2.4 helping
GHz to transmit
data
at 1,
2, 5.5,
and 11 Mbps.
productivity
improve
efficiency,
the reader
make
more
intelligent,
cost-efficient
decisions for their networks.
The 802.11 MAC layer provides reliable data delivery for the upper layers over a wireless
physical layer medium. Data delivery is based on asynchronous, best-effort, connectionless
delivery. Here are the major attributes:
There is no guarantee of successful delivery.

The 802.11 MAC layer also provides a controlled access method to the shared wireless
medium via Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA). CSMA/CA is
similar to the collision detection used by 802.3 Ethernet LANs.
The 802.11 MAC layer also provides protection for the data being delivered by providing
security and privacy services. Security is provided by both authentication and encryption.
•
Table Privacy
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Wired Equivalent
(WEP) is defined as the 802.11 security protocol. Its goal is to achieve
the level of security
•
Index
and privacy found in wired networks. RF communications are open, so
transmissions can
Internetworking
Technologies
be intercepted.
Handbook,
WEP
Fourth
is the
Edition
feature used for data encryption between the client
and
access
point.
The
minimum
implementation
is the use of a static 40-bit or 128-bit RC4 key.
By Cisco Systems, Inc.
In the recent past, this encryption method had been compromised. This attack has been
documented in white papers available on the Internet. This vulnerability is mitigated in the Cisco
Publisher: Cisco Press
implementations by more-robust security measures. It is imperative that any network design
Pub Date:
11, 2003
consider
theSeptember
evaluation
of network security in a WLAN environment.
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Distribution Services
The distribution system must be able to offer certain services to clients of the WLAN. These
distribution services are typically provided by access points. The five distribution services are
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Association
Concise
overviews of technologies essential to networking professionals at all levels, from
Disassociation
novice to expert.
Reassociation
New chapters include coverage of important topics like VoIP and EAP
Distribution
Coverage of cutting edge technologies like optical networking and storage
Integration
Authored by Cisco Systems, worldwide leader in networking for the Internet.
The association service is responsible for the logical connections between an access point and a
Internetworking
Handbook
is a comprehensive
reference
client.
Each clientTechnologies
must associate
with an, Fourth
access Edition,
point before
it is allowed to send
data that
through
enables
networking
to understand
implement
contemporary
internetworking
the
access
point intoprofessionals
the distribution
system. Theand
connection
is necessary
for the
distribution
technologies.
Master
the
concepts,
technologies,
and
used in today's
networking
system
to know
where
toterms,
send data
to a particular
client.
Thedevices
client typically
forms an
industry. Learn
howonce,
to incorporate
technologies
into acan
LAN/WAN
environment.
association
service
when the internetworking
station enters the
BSS. Each client
associate
with one
Complete
withbut
new
updated
on security,
storage,
optical networking, scalability,
access
point,
anand
access
point chapters
can associate
with multiple
stations.
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking
professionals,
The
disassociation
service regardless
tears downof
anexpertise.
association between an access point and a client when
that client no longer requires the services of the distribution system. When a station becomes
Readers
will obtain
a greater
of to
LAN
and WAN networking,
particularly
the The
disassociated,
it must
begin aunderstanding
new association
communicate
with an access
point again.
hardware,
protocols,
and
services
involved.
Fundamental
technology
information
is
provided
on
access point may force a client to disassociate because of resource restraints, because the access
a
broad
range
of
integral
systems
and
services,
including
detailed
descriptions,
review
questions
point is shutting down, or because the access point is no longer available. Clients disassociate
to
ensure
and retention,
and additional
resources
for further
study.
when
theyconcept
leave a comprehension
network. Disassociation
is a notification
and can
be invoked
by either
Coverage
is
also
extended
not
only
to
new
networking
concepts,
but
also
to
older,
legacy
associated party. Neither party can refuse termination of the association.
systems, providing a more realistic picture of the real-world networking environments in which
professionals
Tools
and guidelines
optimizingwith
system
performance
will increase
Reassociation operate.
lets a client
change
its currentfor
association
an access
point, such
as if it wants
productivity
and
improve
efficiency,
helping
the
reader
make
more
intelligent,
cost-efficient
to again associate with an access point with which it was previously associated. The
decisions
for their
networks.
reassociation
service
is similar to the association service, but it includes information about the
access point with which a mobile station has been previously associated.
Note that a client requires the reassociation service when it moves through the ESS, loses
contact with the access point with which it is associated, and wants to become associated with a
new access point. When reassociating, the client provides information to the access point it is

about to associate with about the access point from which it is about to disassociate. The new
associated access point contacts the previously associated access point to obtain data that might
need to be forwarded to the client as well as other information relevant to the new association.
The client always initiates reassociation.
The primary service used by an 802.11 client is the distribution service. A client uses the
distribution service every time it sends data link layer MAC frames across the distribution
system. The distribution service gives the client the necessary information to reach the proper
•
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destination BSS for its MAC frames. The three association services—association, reassociation,
•
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and disassociation—provide the necessary information for the distribution service to operate.
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Distribution within the distribution system does not necessarily involve any additional features
By
Cisco Systems,
Inc.
outside
the association
services, but a client must be associated with an access point before the
distribution service can successfully forward frames.
Publisher: Cisco Press

ThePub
integration
service connects the 802.11 WLAN to other LANs, either wireless or wired. A
Date: September 11, 2003
network portal performs the integration service. The integration service allows for connectivity
ISBN: 1-58705-119-2
between these functionally unique local area networks.
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Cisco Systems provides an array of hardware that enables feature-rich, scalable, wireless LAN
solutions. Currently, 802.11a and 802.11b solutions are available. Access points, bridges,
antennas, client adapters, and OSS and BSS solutions are offered.
The
list describes
the Cisco Aironet
family
of WLAN devices:
The following
updated edition
of the best-selling
all-in-one
networking
reference provides coverage of
essential and cutting-edge technologies.
Cisco Aironet 1200— The Cisco Aironet 1200 series is the flagship of the Aironet line. It is
the
standard
for next-generation
secure,
manageable,
WLANs.
Concise
overviews
of technologieshigh-performance,
essential to networking
professionals
atreliable
all levels,
from
It
integrates
seamlessly
with
an
existing
network
as
a
wireless
overlay
or
creates
novice to expert.
freestanding all-wireless networks, enabling mobility quickly and cost-effectively. The
modular
and upgradable
platform
protects current
futureand
network
New chapters
include coverage
of important
topics and
like VoIP
EAP infrastructure
investments. Compliant with IEEE 802.11a and 802.11b standards, the Cisco Aironet 1200
Coverage
series
allows
of cutting
for both
edge
singletechnologies
and dual-band
like optical
configuration
networking
plusand
fieldstorage
upgradability to modify
these configurations as your requirements and technology evolve. The Cisco Aironet 1200
Authored
by Cisco
Systems,
worldwide that
leader
in networking
for with
the Internet.
series
creates
a wireless
infrastructure
provides
customers
maximum mobility and
flexibility, enabling constant connection to all network resources from virtually anywhere
Internetworking
Technologies
Handbook , Fourth Edition, is a comprehensive reference that
wireless access
is deployed.
enables networking professionals to understand and implement contemporary internetworking
technologies.
Master1100—
the terms,
technologies,
andaccess
devices
used
in today's
networking
Cisco Aironet
Theconcepts,
Cisco Aironet
1100 series
point
provides
a secure,
industry.
Learn how
to incorporate
technologies
intoand
a LAN/WAN
affordable,
easy-to-use
WLAN internetworking
solution that combines
mobility
flexibility environment.
with the
Complete
with new and
updated
chapters
security, professionals.
storage, optical
networking,
scalability,
enterprise-class
features
required
by on
networking
Taking
advantage
of the
and speed,
this booksecurity
is a complete
and
the topics
that are
to all
Cisco wireless
suite for
theup-to-date
strongest reference
enterpriseto
security
available
andessential
the Cisco
networking
professionals,
expertise. the Cisco Aironet 1100 series access point
IOS software
for easeregardless
of use andoffamiliarity,
delivers manageability, performance, investment protection, and scalability in a costReaders
will obtain
a greater
of ownership.
LAN and WAN
particularly
the
effective
package
with a understanding
low total cost of
Thenetworking,
Cisco Aironet
1100 series
features
hardware,
protocols,
and
services
involved.
Fundamental
technology
information
is
provided
on
a single, upgradable 802.11b radio, integrated diversity dipole antennas, and an innovative
a broad
range
of
integral
systems
and
services,
including
detailed
descriptions,
review
questions
mounting system for easy installation in a variety of locations and orientations.
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity
NOTE and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
The preceding Aironet product descriptions are from the Cisco Systems Web site. For
more information, see www.cisco.com/en/US/products/hw/wireless/index.html.

Summary
A basic understanding of wireless concepts is necessary to ensure that you make the correct
choices when designing wireless networks. A good understanding of the basics is helpful when
you're trying to understand an existing network that you might need to troubleshoot. When
•
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trying to determine
higher-layer network behavior, the effect of the lower-layer network and its
•
Index
idiosyncrasies
are very important.
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In
a new
network
By Cisco
Systems,
Inc.design, it's important to determine the appropriate spectrum, as well as
determine the ability of your network to coexist with other wireless communications. When
you're trying to locate less-than-optimum performance in a wireless network, a solid
Publisher: Cisco Press
understanding of the spectrum used is important.
Pub Date: September 11, 2003

ISBN:
1-58705-119-2
Another
critical
design decision is selecting the hardware. Antenna, cable, and hardware
selection
Pages:
are
1128
part of the design, and you must be careful to select the correct components based
on the goals of your network design.

The limitations of NLOS communications and the methods available to overcome them are
critical when you select a wireless technology. Modulation methods, schemes to more effectively
enable the use of limited spectrum, and the prevention of interference are all considerations that
The updated edition of the best-selling all-in-one networking reference provides coverage of
must be factored into a design.
essential and cutting-edge technologies.
You must identify many components when developing a total network solution. Regardless of the
equipment
or overviews
technologyofchoices,
these essential
are the end
benefits of wireless
deployment:
Concise
technologies
to networking
professionals
at all levels, from
novice to expert.
It completes the access technology portfolio— Customers commonly use more than
New chapters include coverage of important topics like VoIP and EAP
one access technology to service various parts of their network and during the migration
phase
of their
networks,
upgrading
a scheduled
basis.
Wireless lets a fully
Coverage
of cutting
edgewhen
technologies
likeoccurs
opticalon
networking
and
storage
comprehensive access technology portfolio work with existing dial, cable, and DSL
technologies.
Authored by Cisco Systems, worldwide leader in networking for the Internet.
It goes where
cable and
fiber cannot—
inherent
nature of wireless
is that that
it doesn't
Internetworking
Technologies
Handbook
, Fourth The
Edition,
is a comprehensive
reference
require
wires
or
lines
to
accommodate
the
data/voice/video
pipeline.
As
such,
the
system
enables networking professionals to understand and implement contemporary internetworking
carries
information
across
geographic
areas
that
are
prohibitive
in
terms
of
distance,
cost,
technologies. Master the terms, concepts, technologies, and devices used in today's networking
access,
or
time.
It
also
sidesteps
the
numerous
issues
of
ILEC
collocation.
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
Although
for access
to up-to-date
elevated areas
such, to
as the
masts,
towers,
andessential
tops of to all
and speed,
thispaying
book isfees
a complete
and
reference
topics
that are
buildings,
is
not
unusual,
these
fees,
the
associated
logistics,
and
contractual
agreements
networking professionals, regardless of expertise.
are often minimal compared to the costs of trenching cable.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
It involves
reduced
time toinvolved.
revenue—
Companiestechnology
can generate
revenue is
in provided
less time on
hardware,
protocols,
and services
Fundamental
information
through
the
deployment
of
wireless
solutions
than
with
comparable
access
technologies
a broad range of integral systems and services, including detailed descriptions, review questions
because
a wireless
system can
beretention,
assembled
and
brought online
in as
little
as two
to three
to ensure
concept
comprehension
and
and
additional
resources
for
further
study.
hours.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
This technology lets service providers sell access without having to wait for cable-trenching
professionals operate. Tools and guidelines for optimizing system performance will increase
operations to complete or for incumbent providers to provide access or backhaul.
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions
for their broadband
networks. access extension— Wireless commonly both competes with and
It provides
complements existing broadband access. Wireless technologies play a key role in extending
the reach of cable, fiber, and DSL markets, and they do so quickly and reliably. It also
commonly provides a competitive alternative to broadband wireline or provides access in
geographies that don't qualify for loop access.

Regardless of the provider of a wireless system, the fundamental elements remain relatively
constant:
Data or network
Edge or access router
•
•
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RF management software

Cisco Press
LikePublisher:
every access
medium or technology, wireless has its pros and cons. Here are some of the
pros:
Pub Date: September 11, 2003
ISBN: 1-58705-119-2
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It's much less expensive to deploy than trenching for cabling.
It's much quicker to deploy. A link can be up in a couple of hours.
Wireless can go where cables can't, such as mountainous or inaccessible terrain.
The updated edition of the best-selling all-in-one networking reference provides coverage of
Lessand
red cutting-edge
tape is involved
for deployment if roof rights or elevation access are available.
essential
technologies.
It involves an inherent high degree of security, and additional security layers can be added.
Concise overviews of technologies essential to networking professionals at all levels, from
Wireless
novice toprovides
expert. broadband mobility, portability that tethered access doesn't provide.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Review Questions
1:

What are the main components of a wireless system?

2:

Index is the wavelength of an 850 MHz carrier?
What

•
•
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3: What
By Cisco Systems,
Inc.are
4:

some considerations when choosing a transmission line?

What are the two basic antenna types?

Publisher: Cisco Press

Pub Date: September 11, 2003

5:

What does the acronym EIRP stand for?

ISBN: 1-58705-119-2
Pages:
6: 1128
What

is a Fresnel zone?

7:

What are multipath signals?

8:

What are the five basic building blocks of an 802.11 reference architecture?

The updated edition of the best-selling all-in-one networking reference provides coverage of
9:andWhat
five services
does the distribution service offer?
essential
cutting-edge
technologies.
10: What are four main benefits of using wireless technologies?
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

For More Information
•http://home.earthlink.net/~aareiter/introto.htm (guide to wireless Internet)
•
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•
(UC Berkeley
• http://http.cs.berkeley.edu/~gribble/cs294-7_wireless/summaries/index.html
Index
course
in
wireless)
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•http://winwww.rutgers.edu/pub/Links.html (wireless links)
Publisher: Cisco Press
Pub Date: September 11, 2003

•www.airlinx.com/products.htm (RF product menu)
ISBN: 1-58705-119-2
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•www.allnetdevices.com/news/index.html (allNetDevices news)
•www.americasnetwork.com/issues/97issues/971001/100197_futurebb.html (broadband's
evolution)
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
•www.broadbandforum.com (cable broadband forum)
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
•www.businesswire.com/cnn/wcii.htm
(WinStar press releases)
New chapters include coverage of important topics like VoIP and EAP
•www.comet.columbia.edu/~angin/e6950/coolsites.html (wireless topics home page)
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco
worldwide leader in networking for the Internet.
•www.ctimag.com/
(CTISystems,
newsletter)
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables
•
www.data.com/tutorials/web_connection.html
networking professionals to understand (wireless
and implement
web tutorial)
contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
•
www.dectweb.com/sitemap.htm
(DECTweb)
Complete
with new and updated chapters
on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
•www.dnspublishing.com/rc/rcindex.cfm (reciprocal compensation site)
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware,
protocols, and services involved.
technology information is provided on
•www.ericsson.com/BN/dect2.html
(EricssonFundamental
DECT)
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage
is also extended not only to new networking concepts, but also to older,
legacy
•www.fcc.gov/Bureaus/Common_Carrier/Reports/FCC-State_Link/recent.html
(FCC
carrier
systems,
providing
a
more
realistic
picture
of
the
real-world
networking
environments
in which
data)
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
•
www.fiberopticsonline.com
decisions
for their networks. (Fiberoptics Online)
•www.gbmarks.com/wireless.htm (Goodman's Wireless Telecomm links)
•www.globalwirelessnews.com/ (RCR Global Wireless News)

•www.herring.com/mag/issue48/comm.html (Ericsson's broadband plans)
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•www.mobilecomputing.com/ (mobile computing and communications)
•www.phonezone.com/tutorial/nextgen.htm (next-generation phone systems)
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
•http://www-star.stanford.edu/~osama/links.html (single-chip 2.4 GHz radio)
Concise overviews of technologies essential to networking professionals at all levels, from
•www.tek.com/Measurement/App_Notes/ap-Wireless/welcome.html
(wireless digital
novice to expert.
modulation)
New chapters include coverage of important topics like VoIP and EAP
•www.telecomweb.com/ct/
(Communications
Today)
Coverage of cutting edge
technologies like
optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
•www.ti.com/sc/data/wireless/panos1.pdf (wireless systems and technology overview)
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
•www.ti.com/sc/docs/wireless/cellterm.htm (glossary of wireless terms)
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete
with new
and
security, storage, optical networking, scalability,
•
www.tiap.org
(guide
toupdated
evolvingchapters
wireless on
services)
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
•www.tr.com/ (Telecommunications Reports)
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
•
(Ontario,
Canada
wireless
and mobilereview
research)
awww.trio.ca/annual/thrusts/mobsat.htm
broad range of integral systems and services,
including
detailed
descriptions,
questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
•www.wapforum.org/what/technical.htm (WAP forum specs)
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity
and improve efficiency, helping the
readertutorials)
make more intelligent, cost-efficient
•www.webproforum.com/wpf_wireless.html
(wireless
decisions for their networks.
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Regulations and Government

The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
•www.broadband-guide.com/lw/reg/index.html (Pennwell publications)
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
•www.commnow.com/3rd_Generation.html (article about TR-45 workshop on IMT-2000)
New chapters include coverage of important topics like VoIP and EAP
•www.fcc.gov/bandwidth/ (FCC bandwidth home page)
Coverage of cutting edge technologies like optical networking and storage
Authored by (International
Cisco Systems,Mobile
worldwide
leader in networking for
theR/T
Internet.
•www.itu.ch/imt/
Telecommunications-2000
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Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables
networking professionals to understand
implement
contemporary internetworking
•
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(U.S.and
spectrum
chart)
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
WLL
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
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competition)
Readers
will obtain a greater understanding of LAN and WAN networking,
the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
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cover for
feature)
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ensure concept comprehension and retention, and additional(WLL
resources
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providing a more realistic picture of the real-world networking
environments
in which
•www.internettelephony.com/content/html/focus/feature1.html
(February
1998 next-generation
professionals
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Tools
and
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for
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will
increase
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productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
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The updated edition of the best-selling all-in-one networking reference provides coverage of
essential
and cutting-edge technologies.
•www.americasnetwork.com/issues/99supplements/990601lmds/990601_toc.htm
Concise overviews of technologies essential to networking
professionals
all levels, from
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novice to expert.
New chapters include coverage of important topics(FCC
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Coverage of cutting edge technologies like optical networking and storage
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Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking
Technologies Handbook , Fourth Edition, is(BellSouth
a comprehensive
reference that
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enables networking professionals to understand and implement contemporary internetworking
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for the Wireless
Association)
industry.
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internetworking
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environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
•www.webproforum.com/nortel4/ (Nortel tutorial on LMDS)
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
•www.zdnet.com/intweek/print/970630/inwk0009.html (broadband wireless alternatives)
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
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Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity
•
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and improve efficiency, helping the reader make (wireless
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cost-efficient
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all-in-one networking reference provides coverage of
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essential and cutting-edge technologies.
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Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
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New chapters include coverage of important topics like VoIP and EAP
•www.skyreport.com/
Coverage of cutting
(research
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and reporting
likefor
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Authored by Cisco Systems, worldwide leader in networking for the Internet.
•www.spotbeam.com/links.htm (Internet and satellite links)
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
•
www.spotbeam.com/mansum.htm
(GEO summary)
technologies.
Master the terms, concepts,
technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
•www.spotbeam.com/mansum99.htm (Internet and ISP summary)
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
•www.techweb.com/se/directlink.cgi?NWC19980315S0011 (satellite insecurity)
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a
broad range of integral systems and services, including detailed
descriptions,
review questions
•www.techweb.com/se/directlink.cgi?NWC19980315S0017
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Ka satellites)
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
•
www.wizard.net/~vvaughn/sat.htm
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system comparisons)
systems,
providing a more realistic picture
of the
real-world
networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions
for their networks.
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Interfaces
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential
and cutting-edge technologies.
•http://cx667314-a.chnd1.az.home.com/1394Informer/990800.htm
1394 (news home page)
Concise overviews of technologies
essential
networking professionals at all levels, from
•http://skipstone.com/compcon.html
(IEEE
1394 to
overview)
novice to expert.
New chapters include coverage of important topics like
VoIP and EAP
•http://www-europe.cisco.com/warp/public/459/8.html
(HSSI)
Coverage of cutting edge technologies like optical networking and storage
•www.mfsdatanet.com/mfs-international/hssi.html (HSSI)
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking
Technologies
Handbook
, Fourth Edition, is a comprehensive reference that
•
www.sdlcomm.com/
(HSSI PCI
module)
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Glossary Terms
adjacent channel.
A channel or frequency that is directly above or below a specific channel or frequency.
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amplitude.
By Cisco Systems, Inc.
The magnitude or strength of a varying waveform. Typically, this is represented as a curve
x-axis.
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analog signal.
The representation of information with a continuously variable physical quantity, such as
voltage. Because of this constant change of the wave shape as it passes a given point in
time or space, an analog signal may have a virtually indefinite number of states or values.
The updated
edition with
of thea best-selling
all-in-one
reference
provides
coverage
of
This contrasts
digital signal,
which isnetworking
expressed as
a square
wave and,
therefore,
essential
and
cutting-edge
technologies.
has a very limited number of discrete states.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
antenna.
New
chapters
include coverage
of important
like VoIP
and
EAP
A device
for transmitting
or receiving
a radiotopics
frequency
(RF).
Antennas
are designed for
specific and relatively tightly defined frequencies and are quite varied in design. An
Coverage of cutting edge technologies like optical networking and storage
antenna for a 2.5 GHz (MMDS) system will not work for a 28 GHz (LMDS) design.
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
antenna
gain.
enables networking
professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
The measure of an antenna assembly performance relative to a theoretical antenna called
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
an isotropic radiator (radiator is another term for antenna) when expressed in dBi. Certain
Complete with new and updated chapters on security, storage, optical networking, scalability,
antenna designs feature higher performance relative to vectors or frequencies.
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
bandwidth.
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad
range
of integral
andtoservices,
including
detailed descriptions,
questions
The
frequency
rangesystems
necessary
convey a
signal measured
in hertz (Hz).review
For example,
to ensure
concept
comprehension
and
retention,
and
additional
resources
for
further
study.
voice signals typically require approximately 7 kHz of bandwidth, and data traffic typically
Coverage
is also
extended not50
only
toof
new
networking
concepts,
but also
older,
requires
approximately
kHz
bandwidth.
A second
meaning
for to
the
termlegacy
bandwidth is
systems,
providing
a
more
realistic
picture
of
the
real-world
networking
environments
in which
the actual width or amount of spectrum used by a wireless system.
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
broadband.
In general, an RF system is deemed broadband if it has a constant data rate at or in
excess of 1.5 Mbps. Its corresponding opposite is narrowband.

broadcast.
In general, this is the opposite of narrowcast and implies that a signal is sent to many
points at the same time or is transmitted in an omnidirectional pattern.
•
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Trading
By CiscoBasic
Systems,
Inc.

Area. An area or footprint in which an entity is licensed to transmit its
frequencies. BTAs were established by Rand McNally and are defined as county lines. Rand
McNally licensed its mapping data to the FCC for ease of designation for site licenses.
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CDMA.
Pages: 1128
Code division multiple access. A transmission scheme that allows multiple users to share
the same RF range of frequencies. In effect, the system divides a large set of frequencies
into a smaller range and divides the data transmission among them. The transmitting
device divides the data among a preselected set of nonsequential frequencies. The receiver
The updated edition of the best-selling all-in-one networking reference provides coverage of
then collates the various data pieces from the disparate frequencies into a coherent data
essential and cutting-edge technologies.
stream. As part of the RF system setup, the receiver components are advised of the
scrambled order of the incoming frequencies. An important aspect of this scheme is that
the receiver
system
out anyessential
signal other
than the ones
specified for
a given
Concise
overviews
of filters
technologies
to networking
professionals
at all
levels, from
transmission.
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
channel.
Coverage of cutting edge technologies like optical networking and storage
A communications
path wide
enough toleader
permit
single RF transmission.
Authored
by Cisco Systems,
worldwide
inanetworking
for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
coaxial
cable.
technologies.
Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
A type
ofnew
cable
with
a center
conductor
that is surrounded
by a shield.
Complete
with
and
updated
chapters
on security,
storage, optical
networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
converter.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
RFrange
systems
have two
fundamental
frequencies:
one detailed
that is sent
over the air
(carrier
a broad
of integral
systems
and services,
including
descriptions,
review
questions
frequency),
and
one
that
is
sent
back
and
forth
between
Cisco
equipment
and
to ensure concept comprehension and retention, and additional resources for furtherthe
study.
antennas
is performed
by a but
converter,
called
an
Coverage
is also(intermediate
extended notfrequency).
only to newThis
networking
concepts,
also to also
older,
legacy
upconverter,
downconverter,
or
transverter.
The
intermediate
frequencies
are
split
into a
systems, providing a more realistic picture of the real-world networking environments in which
higher
and
lower
frequency
that
are
used
for
either
transmission
or
reception
of
data
professionals operate. Tools and guidelines for optimizing system performance will increase
between
the
antenna
assemblyhelping
and Cisco
productivity
and
improve
efficiency,
the devices.
reader make more intelligent, cost-efficient
decisions for their networks.
dB.
Decibel. A unit for measuring relative power ratios in terms of gain or loss. Units are
expressed in terms of the logarithm to base 10 of a ratio and typically are expressed in

watts. dB is not an absolute value. Rather, it is the measure of power loss or gain between
two devices. For example, a –3 dB loss indicates a 50 percent loss of power, and a +3 dB
reading is a doubling of power. The rule of thumb is that 10 dB indicates an increase (or
loss) by a factor of 10. Likewise, 20 dB indicates an increase (or loss) of a factor of 100,
and 30 dB indicates an increase (or loss) of a factor of 1000. Because antennas and other
RF devices/systems commonly have power gains or losses on the order of magnitude of 4,
dB is a more easily used expression.
•
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dBi.

By Cisco Systems, Inc.

dB referencing an isotropic antenna (hence the "i") that is theoretically perfect in terms of
symmetric
patterns of radiation. Real-world antennas do not perform with even nominal
Publisher:
Cisco Press
amounts
of
symmetry, but this effect is generally used to the system designer's
Pub Date: September 11, 2003
advantage.
ISBN: 1-58705-119-2

Pages: 1128

dBm.
dB referencing 1 milliwatt. 0 dBm is defined as 1 MW at 1 kHz of frequency at 600 ohms of
impedance.
The updated
edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
dBW.Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
dB referencing 1 watt.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
demodulator.
Authored by Cisco Systems, worldwide leader in networking for the Internet.
A device for assembling signals after they have been received by an antenna. A
Internetworking
demodulator
Technologies
is typicallyHandbook
the first major
, Fourth
device
Edition,
downstream
is a comprehensive
from an antenna
reference
receiving
that
enables
system,
networking
and itprofessionals
exists on the to
block
understand
diagramand
before
implement
various contemporary
Cisco devices. internetworking
The corresponding
technologies.
device on
Master
the transmission
the terms, concepts,
side of a technologies,
system is a modulator.
and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
EIRP.
networking professionals, regardless of expertise.
Effective
Isotropic
Radiated
Power. An of
expression
of thenetworking,
performance
of an antenna
Readers
will obtain
a greater
understanding
LAN and WAN
particularly
the in a
givenprotocols,
direction and
relative
to the
performance
of a theoretical
(isotropic)
antenna.
This is on
hardware,
services
involved.
Fundamental
technology
information
is provided
expressed
watts or
dBW. EIRP
is the sum
of the power
sent
to the antenna
plusquestions
antenna
a broad
range of in
integral
systems
and services,
including
detailed
descriptions,
review
gain.concept comprehension and retention, and additional resources for further study.
to ensure
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
electromagnetic
spectrum.
productivity and improve
efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
The full range of electromagnetic (same as magnetic) frequencies, the subset of which is
used in commercial RF systems. Commercial RF systems are typically classified in ranges
that include MF, HF, VHF, SHF, and EHF. Military systems typically include frequencies
outside these types.

fixed wireless.
The type of Cisco wireless in which neither the transmitter nor the receiver is mobile. Cisco
wireless is always broadband wireless, with data rates in excess of 1.5 Mbps.
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Technologies
areaHandbook,
in which Fourth
an entity
Edition
is licensed

to broadcast its signal.

By Cisco Systems, Inc.

Publisher: Cisco
Press
frequency
reuse.
Pub Date: September 11, 2003

One
the fundamental concepts on which commercial wireless systems are based. It
ISBN:of
1-58705-119-2
involves
Pages: 1128partitioning an RF radiating area (cell) into segments. For Cisco purposes, this
means that the cell is broken into three equal segments. One segment uses a frequency
that is far enough away from the frequency in the bordering segment to prevent
interference problems. The same frequency is used at least two cells apart from each
other. This practice lets cellular providers have many times more customers for a given
site license.
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
gain.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
The ratio of a signal's output amplitude to its input amplitude. This ratio is typically
expressed in decibels. The higher the gain, the better the antenna receives or transmits,
New chapters include coverage of important topics like VoIP and EAP
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Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
LMDS.
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Local Multipoint Distribution Service. A relatively low-power license for broadcasting voice,
Coverage is also extended not only to new networking concepts, but also to older, legacy
video, and data. Typically, two licenses are granted in three frequencies, each to separate
systems, providing a more realistic picture of the real-world networking environments in which
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LOS.
Line of sight. Refers to the fact that there must be a clear, unobstructed path between
transmitters and receivers. This is essential for LMDS products and enhances general
performance in every RF deployment, compared to partial or completely obstructed data
paths. The opposite of LOS is non-line-of-sight (NLOS).
•

Table of Contents

•

Index

Internetworking Technologies Handbook, Fourth Edition
MMDS.
By Cisco Systems, Inc.

Multichannel Multipoint Distribution Service. As many as 33 discrete channels are
transmitted in a pseudorandom order between the transmitters and receivers. The FCC has
Publisher: Cisco Press
allocated two bands of frequencies for each BTA—2.15 to 2.161 GHz and 2.5 to 2.686 GHz.
Pub Date: September 11, 2003
ISBN: 1-58705-119-2
Pages: 1128

mobile wireless.
Cisco does not provide mobile wireless components. Instead, it provides backbone devices
such as a GGSN that support mobile wireless infrastructures.
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
NLOS.
Concise
overviews of
technologies
essential topath
networking
professionals at all levels, from
Non-line-of-sight.
Also
known as obstructed
or pathway.
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
parabolic antenna.
Coverage of cutting edge technologies like optical networking and storage
A dishlike antenna that sends RF waves in a highly focused manner. Such antennas
Authored by Cisco Systems, worldwide leader in networking for the Internet.
provide very large power gains and are highly efficient. This antenna is typical of Cisco's
LMDS, U-NII,
and MMDSHandbook
systems,,but
this Edition,
is not the
only
design available
or appropriate
Internetworking
Technologies
Fourth
is a
comprehensive
reference
that
for
those
frequencies.
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
path loss.
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking
professionals,
of RF
expertise.
The power
loss that regardless
occurs when
waves are transmitted through the air. This loss
occurs because the atmosphere filters the signal. Certain electromagnetic frequencies
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
(very high and noncommercial) are completely blocked or filtered by the atmosphere.
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage
is also extended not only to new networking concepts, but also to older, legacy
point-to-multipoint.
systems, providing a more realistic picture of the real-world networking environments in which
professionals
operate. Tools
guidelines
for optimizing
system
performance
will
increase
P2MP. Generally
refersand
to the
communication
between
a series
of receivers
and
productivity
and
improve
efficiency,
helping
the
reader
make
more
intelligent,
cost-efficient
transmitters to a central location. Cisco P2MP is typically set up in three segments to
decisions
for their
networks.
enable
frequency
reuse. Cisco offers MMDS, U-NII, and LMDS systems in P2MP.

point-to-point.

P2P. Has a higher bandwidth than P2MP because, among other things, it has less overhead
to manage the data paths, and only one receiver exists per transmitter. Cisco offers
MMDS, U-NII, and LMDS systems in P2P.

RF.
•
•

Table of Contents
Radio frequency.
Generally refers to wireless communications with frequencies below 300
GHz. Index

Internetworking Technologies Handbook, Fourth Edition
By Cisco Systems, Inc.

TDMA.
Publisher: Cisco Press
Pub Date: September 11, 2003

Time division multiplex access. A technique for splitting transmissions into time slots,
ISBN: 1-58705-119-2
which
enables a greater number of users for a given frequency. A commonly used
Pages:
1128 as opposed to CDMA.
technique,

U-NII.
The updated edition of the best-selling all-in-one networking reference provides coverage of
Unlicensed National Information Infrastructure. Cisco offers a wireless product for this in
essential and cutting-edge technologies.
the 5.7 GHz frequency. This frequency does not require the use or purchase of a site
license, but, as with all electronic devices sold commercially, it does require registration
with theoverviews
FCC. NII is
term coinedessential
by federal
describe citizens'
Concise
of atechnologies
to regulators
networkingtoprofessionals
at all and
levels, from
businesses'
access
to
information.
Equivalent
to
the
term
"information
superhighway,"
it
novice to expert.
does not describe system architecture or topology.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Wireless Access Protocol.
Authored by Cisco Systems, worldwide leader in networking for the Internet.
A language used for writing web pages that uses far less overhead, which makes it
Internetworking
preferable Technologies
for wireless access
Handbook
to the
, Fourth
Internet.
Edition,
WAP's
is corresponding
a comprehensive
OS reference
was created
thatby
enables
3COM
networking
for its Palm
professionals
Pilot. Nokia
to understand
recently adopted
and implement
the Palm OS
contemporary
for its web-capable
internetworking
cellular
technologies.
phone. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
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hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
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systems, providing a more realistic picture of the real-world networking environments in which
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Introduction
Digital Subscriber Line (DSL) technology is a modem technology that uses existing twisted-pair
telephone lines to transport high-bandwidth data, such as multimedia and video, to service
subscribers. The term xDSL covers a number of similar yet competing forms of DSL technologies,
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Asymmetric Digital Subscriber Line
Asymmetric Digital Subscriber Line (ADSL) technology is asymmetric. It allows more bandwidth
downstream—from an NSP's central office to the customer site—than upstream from the
subscriber to the central office. This asymmetry, combined with always-on access (which
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makes ADSL ideal for Internet/intranet surfing, video-on-demand, and
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remote LAN access. Users of these applications typically download much more information than
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ADSL transmits more than 6 Mbps to a subscriber and as much as 640 Kbps more in both
directions (shown in Figure 21-1). Such rates expand existing access capacity by a factor of 50
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Figure 21-1. The Components of an ADSL Network Include a Telco and
a CPE
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systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions
for their networks.
ADSL Capabilities
An ADSL circuit connects an ADSL modem on each end of a twisted-pair telephone line, creating
three information channels: a high-speed downstream channel, a medium-speed duplex
channel, and a basic telephone service channel. The basic telephone service channel is split off
from the digital modem by filters, thus guaranteeing uninterrupted basic telephone service, even

if ADSL fails. The high-speed channel ranges from 1.5 to 9 Mbps, and duplex rates range from
16 to 640 Kbps. Each channel can be submultiplexed to form multiple lower-rate channels.
In ADSL networks, the filters are referred to as Plain Old Telephone System Splitters, or POTS
Splitters. They function as band-pass filters for two distinct frequency ranges, above 15 KHz, and
below 15 KHz. Their purpose is to effectively allow for the coexistence of both the lowerfrequency voice and the higher-frequency modulated data signal on the same transmission line.
This requires POTS splitters, or filters, at both the ADSL customer site and at the service
•
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Figure 21-2. This Chart Shows the Speeds for Downstream Bearer and
Duplex Bearer Channels
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Downstream data rates depend on a number of factors, including the length of the copper line,
its wire gauge, the presence of bridged taps, and cross-coupled interference. Line attenuation
increases with line length and frequency, and decreases as wire diameter increases. Ignoring
bridged taps, ADSL performs as shown in Table 21-1.

Table 21-1. Claimed ADSL Physical-Media Performance
Data Rate
(Mbps)

Wire Gauge
(AWG)

Distance
(feet)

Wire Size
(mm)

Distance
(km)

18,000

0.5

5.5

26

15,000

0.4

4.6

24

12,000

0.5

3.7

26

9000

0.4

2.7
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professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

ADSL Technology

ADSL depends on advanced digital signal processing and creative algorithms to squeeze so much
information through twisted-pair telephone lines. In addition, many advances have been
required in transformers, analog filters, and analog/digital (A/D) converters. Long telephone

lines may attenuate signals at 1 MHz (the outer edge of the band used by ADSL) by as much as
90 dB, forcing analog sections of ADSL modems to work very hard to realize large dynamic
ranges, separate channels, and maintain low noise figures. On the outside, ADSL looks
simple—transparent synchronous data pipes at various data rates over ordinary telephone lines.
The inside, where all the transistors work, is a miracle of modern technology. Figure 21-3
displays the ADSL transceiver–network end.
•
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Multi-Tone (DMT) uses multiple carriers. At this point, DMT is capable of more speed than CAP.
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Power Consumption
Although DMT clearly scales and does not need adaptive equalization, other factors must be
considered. First, with 256 channels, DMT has a disadvantage regarding power consumption
(and, therefore, cost) when compared with CAP. DMT has a high peak-to-average power ratio
because the multiple carriers can constructively interfere to yield a strong signal. DMT has higher
computational requirements, resulting in more transistors than the transceiver chips. Numbers
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Another issue for DMT is that latencies are somewhat higher than with CAP (15). Because each
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subband uses only 4 kHz, no bit can travel faster than permitted by a QAM-64. The trade-off
between throughput and latency is a historical one in data communications and has normally
been settled in the marketplace.
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hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Additional DSL Technologies
This section discusses the following DSL technologies:
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SDSL
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to ensure concept comprehension and retention, and additional resources for further study.
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professionals operate. Tools and guidelines for optimizing system performance will increase
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two-pair T1 transmission, with a data rate of 784 Kbps on each twisted pair. ETSI standards
exist both for a two-pair E1 system, with each pair carrying 1168 Kbps, and a three-pair E1
system, with 784 Kbps on each twisted pair.
HDSL became popular because it is a better way of provisioning T1 or E1 over twisted-pair

copper lines than the long-used technique known as Alternative Mark Inversion (AMI). HDSL
uses less bandwidth and requires no repeaters up to the CSA range. By using adaptive line
equalization and 2B1Q modulation, HDSL transmits at 1.544 Mbps or 2.048 Mbps.
AMI is a synchronous clock-encoding technique that uses bipolar pulses to represent logical 1
values. It is, therefore, a three-level system. A logical 0 is represented by no symbol, and a
logical 1 is represented by pulses of alternating polarity. AMI coding was used extensively in
first-generation PCM networks, but suffers the drawback that a long run of 0s produces no
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HDSL-2 by offering symmetrical rates of 2.3 Mbps.

ISDN Digital Subscriber Line

ISDN digital subscriber line (IDSL) is a cross between ISDN and xDSL. It is like ISDN in that it
uses a single-wire pair to transmit full-duplex data at 128 Kbps and at distances of up to RRD
range. Like ISDN, IDSL uses a 2B1Q line code to enable transparent operation through the ISDN
"U" interface. Finally, the user continues to use existing CPE (ISDN BRI terminal adapters,
bridges, and routers) to make the CO connections.
The big difference is from the carrier's point-of-view. Unlike ISDN, IDSL does not connect
through the voice switch. A new piece of data communications equipment terminates the IDSL
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connection and shuts it off to a router or data switch. This is a key feature because the
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overloading of central office voice switches by data users is a growing problem for telcos.
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Summary
ADSL technology is asymmetric, allowing more bandwidth for downstream than upstream data
flow. This asymmetric technology combined with always-on access makes ADSL ideal for users
who typically download much more data than they send.
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Pages: 1128 up to 1.54 Mbps. But SDSL doesn't allow analog on the same line, as ADSL does.
SDSL uses 2B1Q line coding, a technology employed in ISDN and T1 services. SDSL is a viable
business option because of its capability of transmitting high-speed data over longer distances
from the CO and because of its ease of deployment made possible by its spectral compatibility.
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Review Questions
1:

Name the current versions of DSL technology.

2:

Index are the two-line coding methods used for ADSL?
What

•
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3: Which
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Inc. versions
4:

of DSL offer symmetrical service?

What symmetrical version of DSL offers multirate service over a single pair of
wire?
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How far of a

reach can IDSL achieve from the CO?
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6:

What downstream and upstream rates are proposed for VDSL?
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Introduction
Historically, CATV has been a unidirectional medium designed to carry broadcast analog video
channels to the maximum number of customers at the lowest possible cost. Since the
introduction of CATV more than 50 years ago, little has changed beyond increasing the number
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Fearing loss of market share and the need to offer advanced services to remain economically
viable, key multiple system operators (MSOs) formed the Multimedia Cable Network System
Partners, Ltd. (MCNS), with the purpose of defining a product and system standard capable of
providing data and future services over CATV plants. MCNS proposed a packet-based (IP)
The updated edition of the best-selling all-in-one networking reference provides coverage of
solution in contention with a cell-based (ATM) solution promoted by IEEE 802.14. MCNS partners
essential and cutting-edge technologies.
included Comcast Cable Communications, Cox Communications, Tele-Communications Inc.,
Time Warner Cable, MediaOne, Rogers CableSystems, and Cable Television Laboratories
(CableLabs).
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Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Evolution from One-Way Broadcast to Two-Way Hybrid
Fiber Coax
A CATV network consists of a head-end location where all incoming signals are received and,
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diverse amplifiers in cascade to compensate for the intrinsic signal loss of the coaxial cable in
series with taps to couple video signal from the main trunks to subscriber homes via drop cables.
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Limitations and Specifications of the HFC Plant
The HFC network has the potential to offer tremendous bandwidth in the downstream or forward
direction from the head end or hub to the customer. Depending upon the extent of the plant
upgrade, the available bandwidth could be as much as from 54 to 860 MHz. Downstream
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A DOCSIS system must provide greater than 99 percent availability when forwarding 1500-byte
packets at the rate of at least 100 packets per second. To achieve these criteria, certain CATV
performance specifications are mandated on both the upstream and downstream spectrum.
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upstream and downstream frequencies, bit rates, modulation format, error correction, and
power levels. To maintain equitable service levels, individual CMs are not allowed to transmit
except under defined and controlled conditions.
The DOCSIS layers are represented by Figure 22-4 and are compared with the classic OSI layer.
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.

Figure 22-4. DOCSIS and OSI Protocol Layers
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The DOCSIS physical layer permits considerable flexibility to ensure quality transmission can be
achieved over cable plants of varying quality. Of significance are the optional upstream channel
bandwidths and modulation choices available for both the upstream and downstream signal
flows.

Based upon bandwidth and modulation options, in addition to DOCSIS-specified symbol rates,
the total and effective data rates of DOCSIS facilities are summarized in Tables 22-3 through 225. The overhead generated by FEC inefficiency represents the difference between the respective
rates.
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Time of Day (TOD) server, as defined by RFC 868 for the purpose of time-stamping
operational system events.
Trivial File Transfer Protocol (TFTP) server, as defined by RFC 1350 for the purpose of
registering and downloading CM configuration files for individual customer service. These

configurations could include quality of service (QoS) parameters, baseline privacy (BPI)
implementation, operating frequency assignments, the number of host devices, and so on.
For large-scale deployments, it is recommended that these servers be supported by dedicated
hardware platforms to ensure rapid system response and scalability.
The DOCSIS specifications dictate a CM registration process as represented by Figure 22-5. In an
environment equipped with a CMTS and supported with the required servers, a CM scans the
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Following the R2 process, a CM is considered to have established a link between itself and the
CMTS, but the link will be broken if 16 consecutive keepalive messages are lost.
On a contention basis in shared time slots, using a temporary SID, a CM forwards a bandwidth
request to the CMTS, which, in turn, forwards a grant to the CM, permitting it to forward
upstream information in allocated time slots. The CM subsequently makes a DHCP discovery

followed by a DHCP request. The CMTS forwards a DHCP acknowledgment from the DHCP server
containing an IP address, a default gateway, the addresses of a TFTP and TOD server, and a
TFTP configuration file name.
The CM subsequently initiates the TOD and TFTP process. From the TFTP server, the CM receives
a configuration file containing QoS, security, applicable frequency assignments, and any new
software images.
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DOCSIS prescribes that data forwarding through the CMTS may be transparent bridging or, as
an alternate, may employ network layer routing or IP switching. It also specifies that data
forwarding through the CM is link layer transparent bridging with modifications allowing the

support of multiple network layers.
In addition, DOCSIS defines generic CMTS and CM hardware specifications to ensure
multivendor interoperability in field deployments. These are summarized in Table 22-7.
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Table 22-8. Generic CM Hardware Specification
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CM power level range:
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16 QAM: 8 to 55 dBmV
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Figure 22-6. CMTS Deployment Possibilities in a Typical HFC CATV Plant
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more redundancy, giving MSO's an opportunity to service more customers with a smaller
footprint. Also available is a new modem card, the MC520, which supports five downstream and
twenty upstream RF domains.
When selecting the backbone connection option, an assessment of the total backbone traffic and
the available medium must be considered. In all likelihood, for our example, the backbone from

the hub location would be transported optically to the head end, where all traffic would be
aggregated by either a router or an IP switch before being forwarded to the Internet or to the
public switched telephone network (PSTN). Often, the MSO will provision a cache engine at the
head end to reduce the bandwidth to the Internet and, consequently, reduce the facility lease
cost.
Connectivity to the PSTN is often required to support either dialup Internet service, voice, or
Telco return data service.
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within the serving area.
Penetration rate is the percentage of total homes passed in the serving area and represents the
number of customers who buy the service.
Theactivity factor represents the percentage of subscribers who are actively online either

uploading or downloading information.
Thepeak factor represents the relationship between the perceived or apparent bandwidth load of
a system compared to the actual finite bandwidth available from the physical CMTS deployment.
Peaking reflects the fact that data transfer to an individual user is typically during intervals of
instantaneous duration.
The cable plant infrastructure (head end serving area) that is considered for this deployment has
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assigned spectrum, and selected modulation as summarized in Table 22-10.
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Coverage
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the reader
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First,
however,
a
decisions for their networks.
valid upstream aggregation scenario must be established.
Consider combining three nodes, each having a CNR of 36 dB, resulting in an aggregated CNR of
approximately 27 dB that comfortably exceeds the DOCSIS criteria.
We must now determine the quantity of CMTS units to satisfy this application:

25 nodes/3 nodes per receiver = 9 receivers, indicating a need for two uBR-MC16C units
Considering the 800 kHz QPSK upstream limitations, the hardware selection must be validated
against the traffic analysis for the business plan, as summarized in Table 22-11.
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hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Future DOCSIS Applications
This chapter describes the DOCSIS 1.0 product definition intended to support high-speed data
over a cable network. The most recent evolution of the DOCSIS standard is DOCSIS 1.1. It
supports additional services today and will ease the deployment of future applications, which
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enhanced security definitions. At the same time, CM and set-top box (STB) devices capable of
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Enhanced time-slot scheduling mechanisms to support guaranteed delay and jittersensitive traffic on the shared multiple-access upstream link.
Payload Header Suppression (PHS) conserves link-layer bandwidth by suppressing
unnecessary packet headers on both upstream and downstream traffic flows.
Layer 2 fragmentation on the upstream prevents large data packets from affecting realtime traffic,
as voice and video. Large data packets are fragmented and then
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Concatenation allows a cable modem to send multiple MAC frames in the same time slot, as
opposed to making an individual grant a request for each frame. This avoids wasting
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Advanced authentication and security through X.509 digital certificates and Triple Data
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Encryption Standard (3DES) key encryption.
Secure software download allows a service provider to remotely upgrade a cable modem's
software, without risk of interception or alteration.
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Summary
Historical coaxial broadcast networking was described in this chapter, and its inherent limitations
to value-added services were identified. HFC networking was included, with a brief description of
its advantages and benefits capable of supporting high-speed data connectivity.
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Review Questions
1:

Describe the advantages or benefits offered by an HFC network.

2:

Index
Identify
the process of providing two-way operation of an HFC cable plant.
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the upstream and downstream bandwidths associated with the DOCSIS
standard.
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4:

Summarize the DOCSIS availability criteria.
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DOCSIS-defined networking layers.
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6:

Identify the DOCSIS 1.0 servers, and describe their respective purposes in the
network.

7:

What are the facilities in which an MSO might deploy the universal broadband
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Learn about different approaches to optical networking.
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Understand the different methods of building optical networks.
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Optical networks provide the means to transport audio, video, and data across optical
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transmission and switching systems. This chapter investigates traditional architectures, such as
SONET/SDH, and emerging paradigms, such as IP over DWDM, Gigabit Ethernet, and ATM.
Recently, equipment and standards bodies have started developing the means to signal and
switch optical networks. This chapter discusses recent developments in managing and controlling
optical networks from the IETF, OIF, and ITU. Additionally, these organizations must decide how
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What Is Optical Networking?
Optical networks are networks providing optical paths between service providers and customers.
Optical networks are provided between corporations and homes through Fiber To The Home
(FTTH). Optical networks provide the necessary infrastructure to meet bandwidth needs today
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Furthering the discussion of optical networking is what comprises the optical network. There are
many opinions on what architecture is best for the devices, cross-connects, and switches used.
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The following sections briefly describe the various types of optical networks.
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systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
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transporting photons in optical fiber, network providers use electrical amplifiers and
regenerators. AON uses techniques in the transportation of solitons with optical amplifiers
(Raman) in optical fiber to allow signals to not require electrical regeneration, retiming, and
reshaping. Much like photons, solitons have distance limitations; however, solitons can be tuned
and reshaped in the physical layer. Switching AONs can also be accomplished photonically.
Several optical techniques (such as MEMS) allow photonic signals to be switched.

All optical networks are broken into metro optical networks and core optical networks.

Metro Optical Networks
Explosive growth in Internet and enterprise applications is pushing global enterprise and service
provider
networks.
example, applications such as e-business, storage consolidation, and
•
Table of For
Contents
multiservice
integration
are changing the landscape for enterprise and service providers. Metro
•
Index
optical
networks
encompass
metro access and metro core. Metro optical networks are between
Internetworking Technologies Handbook, Fourth Edition
the central office and/or service points of presence (POPs) to major subscriber points (access
By Cisco Systems, Inc.
network). Services are typically groomed into larger data/circuit pipes for transportation.
Publisher: Cisco Press
PubOptical
Date: September
11, 2003
Core
Networks
ISBN: 1-58705-119-2
Pages: 1128
Core optical
networks lie between central offices and/or service POPs and connect each other
with fiber suited for long-haul, extended long-haul, and ultra-long-haul transmission. Bulk
services, which are groomed from metro optical networks, are transported over long distances to
other central offices and/or service POPs. See the sections "Long-Haul Networks," "Extended
Long-Haul Networks," and "Ultra-Long-Haul Networks" for more details.
The updated edition of the best-selling all-in-one networking reference provides coverage of
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Optical Network Units and Optical Network Terminals
ONUs are used to aggregate ONTs. ONTs are used at a business or residential customer to
terminate services for delivery from the network and/or transmission into the network. Typically,
up to 32 ONTs can be served from a single ONU. ONUs are typically found in the central office
and/or a remote building; in some cases, they can be pole- and/or pedestal-mounted when the
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broadband and narrowband Ethernet/IP services. See the section "Passive Optical Networks" to
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learn about
PONs.

Metro Access Networks
The updated edition of the best-selling all-in-one networking reference provides coverage of
Today's
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interoffice
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Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
Transparent
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technologies. Master
the terms,
concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
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Transparent optical networks essentially allow customers to plug their optical signals into
Readers
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the
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careunderstanding
about nor affect
the optical
linenetworking,
rate or framing
technique.
hardware,
protocols,
and
services
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Fundamental
technology
information
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provided
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Transparent optical transponders can be found in access, metro, and transport networks.
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
Transport
Networks
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
Transport
networks
provide
optical interconnection
between
networks
and metro
productivity
and improve
efficiency,
helping the reader
makemetro
more access
intelligent,
cost-efficient
core networks.
Transport
networks use long-haul, extended long-haul, and ultra-long-haul
decisions
for their
networks.
equipment to give enterprise and service providers transport pipes for all services over distances
of 80 to 200 km. OTNs employ engineered ITU and/or Telcordia (BellCore) systems to transport
groomed or switched TDM and/or data traffic to and from other switching centers and IOF,
SONET, SDH, and PDH systems are used in transport networks.

Long-Haul Networks
Being able to transport circuit and data services between large metro access networks is highly
desirable. Long-haul (LH) networks provide transportation circuit and packet-aggregated and
groomed services between central offices and between central offices and service POPs. This is
accomplished with the use of WDM and DWDM lasers, filters, and optical amplifiers. Packet and
circuit traffic are groomed in switching and IOF centers and then are tightly packed into optical
•
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payloads to be
optically transported upwards of 600 km to other switching and IOF centers or
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customers. Index
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Optical
line rates
for long-haul networks are generally OC-48/STM-16 and OC-192/STM-64.
By
Cisco Systems,
Inc.
Distances and capacity are governed by the type of laser, fiber, and optical spacing. Using backto-back
electrical transponders, optical signals can be electrically regenerated, retimed, and
Publisher: Cisco Press
reframed to allow shaping of the optical signal, aiding in allowing the optical signal to be
Pub Date: September 11, 2003
extended.Figure 23-1 shows an example of LHN.
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Figure 23-1. Metro Edge, Metro Core, Long-Haul, and Extended LongHaul Optical Networks
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.[View full size image]
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Extended Long-Haul Networks
This is a relatively new network topology that provides a solution for service providers between
long-haul and ultra-long-haul networks. Using a hybrid technique of EDFA and Raman
amplification, distances of 600 to 2500 km can be achieved. Extended long-haul (ELH) networks
cost-effectively allow optical signals to transport packet and circuit traffic without having to
employ optical regeneration for up to 2500 km (see Figure 23-1).
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Ultra-Long-Haul Networks
By Cisco Systems, Inc.

Ultra-long-haul (ULH) networks are used for traffic requiring transport over distances greater
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Press
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networks can also be used for the same area as LH and ELH networks. Even
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subterranean or oceanic optical networks. Terrestrial optical networks use ULH networks where
the use
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Usually AON technology is used, allowing optical signals to not require electrical regeneration,
re-timing, and reshaping. Photonic transport systems require no optoelectronic (OEO)
regeneration. For example, many electrical regenerators and add/drop multiplexers (ADMs) are
required to provide ULH transportation. Operational and capital savings can be achieved without
The updated edition of the best-selling all-in-one networking reference provides coverage of
the use of electrical regenerators and add/drop multiplexers. ULH provides the same level of
essential and cutting-edge technologies.
restoration, provisioning, and performance as traditional SONET/SDH.
Figure 23-2 shows the complexity required for ULH optical networks. By using Raman optical
Concise overviews of technologies essential to networking professionals at all levels, from
amplification, providers can reduce the amount of electrical regeneration and equipment. This
novice to expert.
point is important for operational and maintenance concerns, particularly with subterranean or
oceanic
optical
networks.
New
chapters
include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by CiscoFigure
Systems,23-2.
worldwide
Ultra-Long-Haul
leader in networking
Network
for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Gigabit and 10 Gigabit Ethernet Optical Networks

Directly mapping GE and 10GE to the optical network can cost-effectively meet customer
broadband bandwidth requirements today and in the future. Direct IP over photonics does not
require nonblocking cross-connects that require optical port scalability. GE and 10GE devices can
use Layer 1, 2, and 3 functionalities, increasing service functionality, performance, and
scalability. GE and 10GE optical networks can be connected by high-performance routers to
provide scalability, restoration, and bit-rate transparency. Packet networks have no boundaries
for both the service and physical layer.
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The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Generalized Multiprotocol Label Sw itching
Generalized Multiprotocol Label Switching (GM PLS), as proposed by the Internet Engineering
Task Force (IETF), will allow routers, switches (packet and circuit), DWDM networks, ADMs,
photonic cross-connects (PXCs), and optical cross-connects (OXCs) to dynamically provision
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•

Index

Internetworking
Technologies
Handbook,
Fourth
GMPLS can support
an overlay,
peer,
and Edition
augmented model used to provide the control plane for
TDM
networks
(such
as
PDH,
SDH/SONET,
and G.709), DWDM networks, and photonic
By Cisco Systems, Inc.
switching. Timing, signaling, and routing are all part of these models.
Cisco Press
ThePublisher:
following
sections cover only high-level aspects of GMPLS. For further information, review
Pub
Date:
September
2003
RFCs 3031 and 202611,
and
visit the IETF forum.
ISBN: 1-58705-119-2
Pages: 1128

Label Switch Routers
RFC 3031 does not recognize packet and cell boundaries, which precludes it from forwarding
data derived from the information in the packet or cell headers. Label Switch Routers (LSRs),
The
updated
edition
of the and
best-selling
all-in-one
networking
coverage
of
which
carry these
packets
cells, can.
The following
LSRs, reference
as definedprovides
by the IETF,
support
essential
and
cutting-edge
technologies.
forwarding decisions based on time slots, wavelengths, and optical ports:
Concise
overviews of technologies
essential to networking
professionals
all levels,
from
Packet Switch-Capable
(PSC) interfaces—
Interfaces that
recognize at
packet
boundaries
novice
to
expert.
and can forward data based on the content of the packet header. Examples include
interfaces on routers that forward data based on the header's content and interfaces on
New chapters include coverage of important topics like VoIP and EAP
routers that forward data based on the content of the multiprotocol label switching (MPLS)
"shim" header.
Coverage of cutting edge technologies like optical networking and storage
Layer 2 Switch-Capable (L2SC) interfaces— Interfaces that recognize frame/cell
Authored by Cisco Systems, worldwide leader in networking for the Internet.
boundaries and can forward data based on the content of the frame/cell header. Examples
include interfaces
on Ethernet
bridges
that forward
based on the content
of the
Internetworking
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Edition, data
is a comprehensive
reference
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header
and
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ATM-LSRs
that
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the
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VPI/VCI.
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
Time-Division Multiplexing (TDM) Capable interfaces— Interfaces that forward data
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
based on the data's time slot in a repeating cycle. Examples include SDH/SONET crossComplete with new and updated chapters on security, storage, optical networking, scalability,
connects (XCs), terminal multiplexers (TMs), and ADMs. Other examples include interfaces
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
providing G.709 TDM capabilities (the "digital wrapper") and PDH interfaces.
networking professionals, regardless of expertise.
Lambda Switch-Capable (LSC) interfaces— Interfaces that forward data based on the
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
wavelength on which the data is received. An example of such an interface is a Photonic
hardware, protocols, and services involved. Fundamental technology information is provided on
Cross-Connect (PXC) or Optical Cross-Connect (OXC) that can operate at the level of an
a broad range of integral systems and services, including detailed descriptions, review questions
individual wavelength. Additional examples include PXC interfaces that can operate at the
to ensure concept comprehension and retention, and additional resources for further study.
level of a group of wavelengths—a waveband and G.709 interfaces providing optical
Coverage is also extended not only to new networking concepts, but also to older, legacy
capabilities.
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
Fiber Switch-Capable (FSC) interfaces— Forward data based on the data's position in
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
physical (real-world) space. An example of such an interface is a PXC or OXC that can
decisions for their networks.
operate at the level of a single fiber or multiple fibers.
A circuit can be established only between or through interfaces of the same type. Depending on
the particular technology being used for each interface, different circuit names can be used, such
as SDH circuit, optical trail, and light path. In the context of GMPLS, all these circuits are
referenced by a common name: Label-Switched Path (LSP).

The concept of nested LSPs (LSPs within LSPs), already available in traditional MPLS, facilitates
building a forwarding hierarchy—a hierarchy of LSPs. This hierarchy of LSPs can occur on the
same interface or between different interfaces. For example, a hierarchy can be built if an
interface can multiplex several LSPs from the same technology (layer)—that is, a lower-order
SDH/SONET LSP (VC-12) nested in a higher-order SDH/SONET LSP (VC-4). Several levels of
signal (LSP) nesting are defined in the SDH/SONET multiplexing hierarchy.
The nesting can
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followed by LSC
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that starts and ends on an LSC interface, which, in turn, can be nested (with other LSPs) in an
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GMPLS is based primarily on extended routing and signaling protocols using IPv4 (and IPv6 in
the future) for addressing. But LSPs need to consider framing, protection switching, and so on.
Thus, Link Management Protocol (LMP) is needed for signaling. LMP is generally considered
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topology are dependent on these routing protocols. GMPLS control and data planes are
separated, so LMP is required to provide knowledge between TE links and neighboring nodes.
Concise overviews of technologies essential to networking professionals at all levels, from
LMP provides mechanisms to maintain control channel connectivity (IP control channel
novice to expert.
maintenance), verify the physical connectivity of the data-bearing links (link verification),
correlate the link property information (link property correlation), and manage link failures (fault
New chapters include coverage of important topics like VoIP and EAP
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Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
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CCM manages
and/or
negotiates the exchange of control-plane information. Fault management,
link provisioning, path management, and label distribution are shared between the link within
one or more bidirectional control channels. Provisioning a control channel is done either
statically or automatically, with CCM provisioning the IP address on the far end of the control
channel. CCM uses signaling protocols, such as RSVP-TE (RFC 3209), and traffic engineering
extensions of protocols, such as OSPF-TE and IS-IS-TE, for link distribution and path

management, respectively.

Link Property
LMP also defines link property correlation, which is used to aggregate multiple (data) links.
Component links are bundled and correlated, exchanged, or modified. Link property (LP)
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What is significant for GMPLS is that existing IP routing protocols can be used for non-PSC
layers. Rich development in these protocols' functionality, such as intradomain (link-state)
routing and interdomain (policy) routing, can be used. This is of particular interest for providers
in an overlay model. The non-PSC layer can be autonomous. Interdomain routing (such as BGP)
can be used to route information over autonomous networks. This obviously has a huge benefit
The
updated
edition of the
best-selling
all-in-one of
networking
reference
provides
coverage
to existing
interdomain
providers.
Segmentation
intradomain
areas can
provide
routing of
essential
and
cutting-edge
technologies.
domains by using IS-IS or OSPF (link-state) routing for TE.
User-to-Network Interface (UNI) is the link between the GMPLS node and a GMPLS LSR (network
Concise overviews of technologies essential to networking professionals at all levels, from
side). Network-to-Network Interface (NNI) is the interface between two network LSRs. The
novice to expert.
history of GMPLS is one that considered UNI and NNI at the same time and created a distinction
for GMPLS. This section does not review this distinction; it only points out that there is one. The
New chapters include coverage of important topics like VoIP and EAP
OIF UNI specification is the client specification for SDH/SONET, which is designed for an overlay
model.
Currently,
the OIFedge
UNI does
not support
G.709 Digital
Wrapper
other photonic
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of cutting
technologies
like optical
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network models. GMPLS assumes that OIF UNI is a subset of GMPLS.
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

G.ASON
ITU's G.ASON (Automatic Switched Optical Networks) uses transport network architecture
recommendations (G.803, G.805, G.872, and I.326), among others.
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G.ASON is essentially the architecture and requirements for the control plane components in
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signaling, where the control plane sets up and tears down the connection(s).
Restoration is also included.
Interaction (fault, QoS, and so on) between the transport plane and control plane allows the
transport plane to update the connection's status to the control plane as required.
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.

Control Plane

Concise overviews of technologies essential to networking professionals at all levels, from
The control plane performs link status (capacity, failure) to support connection setup/teardown
novice to expert.
and restoration.
New chapters include coverage of important topics like VoIP and EAP
Domains are used to allow subdivision of control planes. If desired, transport planes can also be
subdivided into the same planes. Subdividing domains lets them be administered—something
Coverage of cutting edge technologies like optical networking and storage
highly desirable for service providers who want geographic or equipment diversity. UNI is the
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Readers will obtain
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understanding
of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
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and equipment.
Enhancements are also needed to the requirements for the management
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capabilities of transport networks. Moreover, requirements for new transport network interfaces
need to be studied.
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The updated
edition of
the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
There are several approaches to controlling the optical control plane. One common trait is that
direct signaling is required. Unified Control Plane (UCP) is one technique that lets OTNs signal
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more cost-effectively. Service providers can use UCP. Most, if not all, developed UCP can be
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New chapters include coverage of important topics like VoIP and EAP
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Authored by Cisco Systems, worldwide leader in networking for the Internet.
and 15200) where control functions are unified across the disparate technology layers, making
control independent of transport.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
Different models are defined by the industry. The overlay model and peer model are the most
technologies. Master the terms, concepts, technologies, and devices used in today's networking
popular. The peer model has just one common control plane for Layer 3 and optical networks.
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
Overlay
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networking
professionals, regardless of expertise.
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will model
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to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools
and guidelines
for optimizing
systemPlane
performance will increase
Figure
23-3. Common
Control
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Peer Model
Several Optical Control Plane (OCP) initiatives are under way within the telecom industry. The
end goal of all these standards bodies' activities is to provide automated end-to-end optical
network provisioning with the addition of mesh restoration. The following are brief descriptions
of the standards bodies and their OCP initiatives' focus:
•
•
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The Optical Internetworking Forum (OIF) is working on an implementation agreement for a
UNI between optical network clouds and clients.
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The IETF is working on a standard that extends the capabilities of MPLS to control
wavelength
and circuits in addition to packets.
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The ITU is working on a standard for optical control.
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Overlay Network Configuration
For an overlay network that not everyone needs to route, they do need to be able to signal the
connection requests. Typically, an overlay model is used when the optical network service
The updated edition of the best-selling all-in-one networking reference provides coverage of
provider and the user of the facility require no trust. O-UNI defines optical interface
essential and cutting-edge technologies.
requirements for this interaction.
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Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
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industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
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to
ensure
conceptModel
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Full
Peering
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
A full peering model has a single IGP instance for the entire network, including IP routers and
professionals operate. Tools and guidelines for optimizing system performance will increase
optical switches. There are two possible implementations:
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
Single-area implementation— Common IGP. Use a flat network organization with a
common IGP running in IP and optical networks.
Multiarea solution— IGP with summarization. Use hierarchical routing within IGP with
multiple areas and summarization of reachability and resource information.

Filtered-Pair Model and Augmented Model
Filtered-pair and augmented models do not share topology information. The optical control plane
and IP/router control planes are separated and have no knowledge of each other. Using this
model allows IP/routers to learn about peers and associated optical endpoints by sharing or
exchanging
information
with each other.
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essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Optical Control Plane User Network Interface
TheOptical Control Plane User Network Interface (OCP-UNI) is a set of software functions based
on an emerging standards protocol that lets systems initiate and complete circuit and light-path
connections across optical networks. These elements may include ADMs, cross-connects, optical
•
Table of
Contents
switches, routers,
and
ATM switches.
•

Index

Internetworking
Technologies
Handbook,
Fourth Edition
For example, Cisco's
15454
implementation
of the OCP-UNI allows customers to extend "A-to-Z"
provisioning
beyond
the
domain
of
a
single
ONS
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requiring the use of a higher-layer management system to "bind" the path between
subnetworks. This feature is similar to the ONS 15454's A-to-Z provisioning feature but includes
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a number of enhancements.
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NNI is an optical subnetwork interface for signaling and routing in a network domain. At this
time, GMPLS technology is likely to evolve as the preferred implementation in an OCP O-NNI.
This does not mean that G.ASON will not be part of NNI. In fact, G.8080 makes a provision for
NNI and other optical interface signaling and routing protocols.
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Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
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Next-Generation Protection and Restoration
Protection and restoration will evolve to offer more than just "premium" and "protected" options
for private-line circuits. Most new service offerings now include class-of-service capability.
SDH/SONET APS rings typically have the highest level of protection available in optical networks.
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service protection using manual restoration is another service that can be offered
to customers who already invoke Layer 3 protection schemes. Service would be provided when
repair is complete or when manual restoration is done.
Protection routes can also be virtual (1:n). When a light path is created, a precalculated
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Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Summary
Optical networks provide the means to transport audio, video, and data across optical
transmission and switching systems. Managing and controlling optical network development is
well under way by the IETF, OIF, and ITU. Signaling and switching optical networks provide
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Several methods of implementation will be used by providers and customers alike. With
manufacturers and service and enterprise providers belonging to one or more of the standards
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and working groups, implementation is deliberately reserved. However, there are ongoing efforts
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all these organizations in how they will converge with each others' proposals.
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1128 optical networks, fiber capacity is underused. As a medium, fiber-optic cable has
no challenger for bandwidth capacity. Optical networking with the use of signaling and managing
next-generation equipment and existing legacy equipment allows service and enterprise
providers and customers to garner the benefit of optical networking. Obviously, not every aspect
of optical networking was discussed in this chapter. You are encouraged to review the reference
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What are the LSR's interfaces?
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3:

What is the purpose of domains used in G.ASON?
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the public switched telephone network (PSTN). VoIP refers to the transport of voice at the
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and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
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Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
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Another cost savings can be seen not with the equipment itself, but with the staff that is needed
to run it. Although staffing typically includes individuals who understand wide-area network
(WAN) connections, there is a natural overlap with the same individuals who maintain the
routers, because VoIP is based on IP transport. The learning curve is often a lot less for someone

to come up to speed on VoIP and associated configuration steps than for someone who must
learn the entire service provider network and technologies such as SS7.
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H.323 Terminals

An H.323 terminal is identified in the H.323 specification as a device that provides real-time,
two-way communication with another H.323 terminal, gateway, or multipoint control unit
(MCU). For H.323 terminals, support for voice is required, and video and data are optional. An
H.323 terminal is more easily described as a device that directly supports and understands
H.323 and does not need a gateway for translation. This is similar to terminal equipment type 1
(TE1) devices in an ISDN network. Examples of H.323 devices are IP Phones, voice-enabled
routers, and voice-enabled access servers. The router and access server are included in Figure
24-2
becauseTable
theyofare
discussed in more detail later when dial peers are discussed.
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The DGK is configured with a list of gatekeepers. As calls come through the gatekeepers, they in
turn query the DGK for the location of the remote gatekeeper that is responsible for a call that is
not locally served.

H.323 Gateways
By pure definition, a gateway is a device that connects two dissimilar networks. For instance, it
might translate between an IP network and an IPX network. In the context of H.323, a gateway
is a device that connects an H.323 network to a non-H.323 network, such as the PSTN. A
growing interest over the past few years in the VoIP world has been the ability to interconnect
the service provider SS7 network with private H.323 networks.
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In decentralized multipoint conferencing, each H.323 device uses multicast to send all
information to the other conference participants and bypasses a MCU. Typically, MCUs are used
only in centralized multipoint conferences, but they can be used in a hybrid fashion between the
two methods. MCUs can act as a bridge between centralized and decentralized devices, thereby
allowing a hybrid conference to take place.
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H.323 Protocol Suite
Although the most common use of H.323 is for VoIP transport, the specification does include the
capability to transport video and data. The initial design for H.323 was to be a multimedia
transport, not just voice. Table 24-1 describes some of the different protocol standards that are
•
Table
ofH.323
Contents
included under
the
umbrella and their intended use.
•

Index

Internetworking Technologies Handbook, Fourth Edition
By Cisco Systems, Inc.

Table 24-1. Specifications Under the H.323 Umbrella
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NOTE
The H.261 and H.263 video specifications are out of the scope of this chapter and are
not discussed further.

H.323
H.323 describes the overall H.323 network and how the different protocols under the H.323
umbrella interact with each other. This specification is important because without it, there would
be just individual protocol specifications without any cohesive relationship between them.
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Figure 24-3. H.323 Call Legs
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decisions for their networks.
Figure 24-4. H.225 Call Setup Messages
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The blank lined sections in Figure 24-4 represent the H.245 capability exchange process and the
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RTP/RTCP stream creation process for voice transport. Both of these procedures take place after
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the initial
H.225 call setup messages. They are discussed in the sections "H.245" and "RTP and
RTCP."
As shown in Figure 24-4, H.225 uses several messages for basic call setup between H.323
endpoints:
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
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Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
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message—protocol discriminator, call reference, message type, bearer capability, and user-user
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Readers will obtain a greater understanding of LAN and WAN networking, particularly the
important contents within the user-user IE.
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
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Subheading

Description

protocolIdentifier

Identifies the version of H.225 that is supported with this call.

sourceAddress

The listed alias of the call's origination endpoint.

sourceInfo

Identifies the type of endpoint that originates the call.

destinationAddress

•

The destination address of this call setup request.
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conferenceGoal

Identifies whether the purpose of this conference is to create, join,
invite, exchange capability, or apply supplementary services.
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Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
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In other words, version 1 specifies a total of seven or eight round trips between H.323 devices
required for call setup. Version 2's fast connect procedure allows call setup to take place over
two round trips between H.323 devices. The fast connect procedure was created to decrease the
amount of time that call setup takes.

Call Proceeding
The Call Proceeding message is sent in the backward direction—from called party to calling
party. The Call Proceeding message specifies that the call setup process has begun. This can be
seen as the acknowledgment that the Setup message was received by the called party and is
being acted on. Like the Setup message, several fields are required—protocol discriminator, call
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reference, message
type, and user-user IE.
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Call Proceeding, Alerting, and Connect messages, the bearer capability IE is optional. Table 24-3
describes some of the notable fields that are included in the user-user IE of the Call Proceeding
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message.
Pub Date: September 11, 2003
ISBN: 1-58705-119-2
Pages: 1128

Table 24-3. Partial Contents of the User-User IE from an H.225 Call
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and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
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The h245Address field is used in the Call Proceeding and Alerting messages. This field identifies
the address that is requested for use for the H.245 signaling channel. The Setup message can
use this field, but only if the calling party supports H.245 signaling before the connect statement.
It's more common for the Call Proceeding and Alerting messages to use this field than it is for
Setup to use it.

Alerting
The Alerting message is also sent in the backward direction to notify the calling party that the
proper endpoint has been identified and is ringing. As with the Call Proceeding message, some
fields are required—protocol discriminator, call reference, message type, and user-user IE.
Within the user-user IE, there are fields to note for the Alerting message. Table 24-4 describes
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fields that are used in the Alerting messages.
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Description

protocolIdentifier

Identifies the version of H.225 that is in use.

destinationInfo

Allows the called party to identify whether a gateway is included in the call
path.

The
updated edition of
the best-selling
networking
reference
provides
of
callIdentifier
A unique
identifierall-in-one
for this call
that is assigned
by the
call's coverage
originator.
essential and cutting-edge technologies.
h245Address
A specific transport address on which the called endpoint or gatekeeper
handling the call wants to establish H.245 signaling.
Concise overviews of technologies essential to networking professionals at all levels, from
h245SecurityMode
h245SecurityMode is listed in the call Proceeding, Alerting, and Connect
novice to expert.
messages if security is requested in the initial Setup message for the H.245
New chapters include
channel.
coverage of important topics like VoIP and EAP
alertingAddress
Identifies
address of
theoptical
party networking
being alerted
forstorage
this call.
Coverage of cutting
edge the
technologies
like
and
screeningIndicator Identifies whether the alerted device's address is visible in this message.
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Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
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Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
Connect
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
The Connect message tells the calling party that the called party has answered the call, and that
voice path cut-through can now commence. The Connect message uses a lot of the same fields
that the Alerting and Call Proceeding messages do, with the addition of several more. The
connectedAddress field identifies to the calling party the alias address of the called party that
answers the call. The presentationIndicator field identifies whether the connectedAddress is

shown to the calling party.

Release and Release Complete
The Release (REL) and Release Complete (RLC) messages are where H.225 differs more
significantly from ISDN Q.931—particularly in the fact that H.323 endpoints do not use the REL
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illustrates the single RLC sent from the calling party to the called party when the
calling party wants to disconnect the call. H.323 endpoints use the RLC message only when call
termination is required.

The updated edition of the best-selling all-in-one networking reference provides coverage of
Figure 24-5. H.225 Call Teardown with an RLC Message
essential and cutting-edge technologies.
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industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
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The following list describes some of the more common call release cause codes:
noBandwidth— No channel is available for the call to complete.

gatekeeperResources— No available resources.
unreachableDestination— No route to the destination. This typically means that there is
no IP path to the destination, whether through routing or the lack of a dial peer.
destinationRejection— Normal call clearing.
•
•

invalidRevision—
The endpoint that rejected this call is incompatible.
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unreachableGatekeeper— The gatekeeper is unavailable, usually because of a network
infrastructure problem.
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Pages: 1128The endpoint that was requested in the Setup message is already "in conference."
inConf—
The called party is busy.

facilityCallDeflection— A normal call-clearing message.
securityDenied— The security check did not match, and the call was rejected.
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
calledPartyNotRegistered/callerNotRegistered— These messages are sent when an
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networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware,
H.245 protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
H.245 is used between H.323 devices for several different functions for call control management.
Coverage is also extended not only to new networking concepts, but also to older, legacy
When you think about H.245, capability exchange probably comes to mind. Although that is a
systems, providing a more realistic picture of the real-world networking environments in which
very important aspect of H.245, it is not the only function that is served with H.245. Other
professionals operate. Tools and guidelines for optimizing system performance will increase
responsibilities of H.245 are master/slave determination, control channel management, roundproductivity and improve efficiency, helping the reader make more intelligent, cost-efficient
trip delay determination, maintenance loop signaling, and mode requests.
decisions for their networks.

Capability Exchange
The capability exchange between endpoints happens before a logical H.245 control channel is

opened between them. The capability exchange identifies what capabilities each endpoint in the
call prefers and can handle. Capabilities that are exchanged include CODEC lists (in order of
preference) and video or data specifications if needed.
The capabilities are ordered into a capabilityTable and then into an alternativeCapabilitySet. The
purpose of the alternativeCapabilitySet is to identify to the destination endpoint (in either
direction) all the available operational capabilities and to specify that one must be selected. For
instance, it would list all the supported audio CODECs, but only one could be selected for use
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Table 24-6. Terminal Types to Be Used in Master/Slave Determination
Authored by Cisco Systems, worldwide leader in networking for the Internet.
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Value TableHandbook , Fourth Edition,
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Readers
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Table
taken
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ITU H.323 version
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Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
The purpose of this table is to identify which terminal types take priority (become the master).
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
Entries that have a—identify that terminal type's inability to use the listed feature set. The
decisions for their networks.
endpoint with the higher value from the table as terminal type becomes the master for the
connection. It is possible for an endpoint to be the master in one connection and a slave in
another. If the two terminal types are the same, the endpoint with the higher feature set
becomes the master.
One of the main uses of the master/slave determination is deciding the preferred order of items,

such as audio CODECs. For example, if the master lists the order of preference as G.723 and
then G.729, but the slave has an ordered list of G.729 and then G.723, the slave should reorder
its CODEC preference to match that of the master endpoint.

Control Channel Management
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Figure 24-6 shows the steps that typically take place during a call setup negotiation.
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Figure 24-6. H.245 Call Setup Messages
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Maintenance Loop Signaling
The maintenance loop signaling method in H.245 lets the control channel perform loops to
provide testing to the network. Three different types of loops are specified:

System— Refers to all present logical channels.
Media— The media stream that is used by the call.
Logical channel— A loop of a specific logical channel.
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Mode Request
The mode request is the receivers' ability to request the mode that the transmitters will use. The
two methods available to endpoints are unicast and multicast. Unicast is used in point-to-point
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hardware, protocols, and services involved. Fundamental technology information is provided on
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Figure 24-7 also shows the RTCP connection. RTCP is used to report to endpoints on the quality
of data distribution that is provided on the link. RTP streams are opened on even UDP port
numbers that are in a range of unused port numbers. RTCP uses the next-higher odd UDP port in

that same range.
Endpoints that are engaged in a connection using RTP form an RTP session. This RTP session
includes destination transport addresses for each participant in unicast conferences or a common
destination transport address in multicast conferences. A destination transport address consists
of a network address and a pair of ports for RTP and RTCP. So, for a unicast conference between
endpoints, each endpoint has its own network address but shares the same port pair for RTP and
RTCP.
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Audio CODECs

Audio CODECs are used to transport audio (typically voice) at varying compressed bit rates. A
CODEC is a very important addition to the transport of VoIP networks because it allows moreefficient use of resources.
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CODEC

Complexity Bit Rate in Kbps

Handling Delay in ms

G.711 A-law and mu-law

Medium

64

5

G.726

Medium

32, 24, or 16

1

G.729a

Medium

8

15

Medium

8

15

High

6.3

30

G.729ab
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Figure 24-8. H.323 Calls with and Without VAD
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As is the case with any voice network (IP or otherwise), delay is a very important issue. Too
much delay in the network causes poor, choppy voice quality and possibly even call drops and

disconnects. There are two general types of delay (typically measured in ms)—propagation delay
and handling delay.
Propagation delay is experienced as data is transmitted from one location to another. It is simply
the amount of time it takes the information to traverse the network.
Handling delay is the amount of time that endpoints take to process the information. For
example, the amount of time that is required to compress or decompress the call with a CODEC
•
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Table 24-8 lists the compression or handling delay for each CODEC.
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As you can see, there is a pattern with RAS messages. Request, Confirm, and Reject are the
three primary message types that are used, with the exception of information-gathering

messages.

Gatekeeper Discovery
Gatekeeper discovery is the process in which the gateway locates the gatekeeper. Before the
gateway registers with the gatekeeper, discovery must be performed. Typically, this can be
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ways. The gateway can locate the gatekeeper by a unicast request or by a
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If a unicast GRQ is sent, the receiving gatekeeper responds directly with either a GCF or
GRJ to the requesting gateway.
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Figure 24-9. Unicast and Multicast Gatekeeper Discovery
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The gatekeeper can decline registration for several reasons, not the least of which is security.
Gatekeepers can be configured to accept or decline registrations based on the requester's subnet
or specific IP address, among other things.

Gateway registration has been improved since H.323 version 1. In version 1, the gateway
required a registration every 30 seconds, which could consume considerable bandwidth in large
networks. H.323 version 2 instituted a new registration method called lightweight registration. It
requires that a gateway send a partial registration after the initial registration is complete. The
caveat is that no changes may be made to the gateway configuration. Otherwise, a full
registration is again required.
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After the registration process has successfully completed, the gateway is ready to place calls. For
calls placed between gateways using the same gatekeeper, this is known as an intrazone call.
Figure 24-10 illustrates the procedure that is used for gateways to place calls using a
The
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Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
Step 4. Upon receipt of the call setup request, the terminating gateway sends a Call
professionals operate. Tools and guidelines for optimizing system performance will increase
Proceeding response back to the originating gateway.
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
Step 5. Before sending the Alerting or Connect messages to the originating gateway, the
terminating gateway also has to query the gatekeeper with an ARQ to ask for permission
to answer the call. The bandwidth constraints can work on both inbound and outbound
calls, so the gateway must make sure that it is allowed to accept the call.
Step 6. The gatekeeper responds with an ACF, allowing the terminating gateway to accept

the incoming call.
Step 7. The terminating gateway sends the Alerting message back to the originating
gateway.
Step 8. The terminating gateway sends the Connect message back to the originating
gateway.
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If the called number is not served by the local gatekeeper, it might be necessary for the local
gatekeeper to query a remote gatekeeper to find the terminating endpoint. Because the call is
passed to another gatekeeper, it is said to be an interzone call. The message the gatekeeper
sends to the remote gatekeeper is in the form of an LRQ. An LRQ is a gatekeeper's way of
saying, "This is not one of my numbers. Do you know where it is?" Figure 24-11 illustrates the

procedure for interzone calling.

Figure 24-11. Interzone Calling Using Gatekeepers
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Table 24-10. Major SIP INVITE Headers
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RFC 2543 also identifies six classes of messages. Each class of messages deals with either inprogress or completed actions. They identify different types of call progress messages or session
errors.Table 24-11 lists the main numerical groups of SIP response messages and describes
their use on the network.
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a SIP INVITE method. Table 24-12 discusses each of these fields in detail.

Example 24-2. SIP INVITE SDP Parameters

v=0
o=CiscoSystemsSIP-GW-UserAgent 762 3453 IN IP4 10.15.1.6
s=SIP Call
c=IN IP4 10.15.1.6
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SIP Network Devices
SIP uses a client/server model when transporting messages between endpoints. The two entities
identified are the user agent client (UAC) and the user agent server (UAS). The UAC is the client
device that initiates the SIP request. The UAS is the server that responds to that SIP request.
All SIP devices must be able to act as both a UAC and a UAS. As shown in Figure 24-12, when
•
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Bill sends a request
to Nancy, Bill is the UAC, and Nancy is the UAS. However, if Nancy sends a
•
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request to Bill,
the roles are reversed.
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Figure 24-12. SIP UAC and UAS Relationship
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the same way gatekeepers handle the registration of H.323 gateways. SIP UAs do not have to
decisions for their networks.
use a SIP registrar server, but a registrar server makes managing the UAs easier.
A SIP redirect server diverts SIP sessions to other locations. Applications include call forwarding
for busy, no answer, or manually redirected numbers. Much like the directed call signaling used
with H.323 gatekeepers, the SIP redirect server finds out the SIP session's new destination and
reports it to the SIP UA. The SIP UA is then responsible for sending the SIP INVITE message to

the new destination.
A SIP proxy server is an active intermediary between UAs. It receives inbound session requests
and responses, performs name and/or number resolution, provides security services, and acts on
behalf of all connected SIP UAs.
The SIP proxy server can be either stateful or stateless. A stateful SIP proxy keeps detailed
information about the messages' transaction status and, in some cases, call state as well. The
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stateless SIPTable
proxy
simply forwards the messages as received and doesn't worry about keeping
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track of what messages went where.
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of their states. For this reason, to use forking, the SIP proxy must be stateful in
nature. Upon receiving responses from multiple parties, it is up to the SIP proxy to filter the
unnecessary replies and forward the proper response to the originating SIP UA. Figure 24-13
illustrates call forking and the return filtering performed.
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Figure 24-13. SIP Session Forking and Return Filtering
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NOTE

Although the definitions of these SIP server functions are different, it is common to find
SIP servers that have all three functions.

SIP Call Flows
•
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Three basic call flows are discussed in this chapter. The first call flow is between two SIP UAs. In
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this case, it is
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The bottom of Figure 24-14 shows the call teardown or disconnect procedure. Disconnecting the
call is simple, because the party that decides to hang up sends a BYE message. This message is
responded to with a 200 OK message.

The second call flow is between two SIP UAs, but a SIP proxy server acts as an intermediary
between them, as shown in Figure 24-15. In pure proxy mode, the only thing that is different is
that the SIP proxy server intercepts and "proxies" the messages between SIP UAs.

Figure 24-15. SIP UA-to-SIP UA Call Flow with SIP Proxy Server
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Figure 24-16. SIP UA-to-SIP UA Call Flow with SIP Redirect Server
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Connecting VoIP Networks with the SS7 Network
VoIP is used for many applications. In a lot of instances, connectivity into the legacy service
provider network is required to communicate with non-VoIP networks. The service provider SS7
network is an international network that reaches even the most remote spots on the planet. The
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Summary
Voice over IP (VoIP) has emerged in recent years as a hot topic among entrepreneurs, enterprise
networkers, and multimillion-dollar service providers. As with anything in the industry, it has to
do with money. The ability to transport voice over a private IP infrastructure allows companies
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In effect, these companies become their own long-distance providers.
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many, VoIP automatically means H.323. The ITU developed the H.323 protocol suite as a
multimedia suite of protocols for packet-based networks. Although the video and data portions
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6:

is responsible for processing voice streams and performing complex
algorithms?

What message must follow a 200 OK message when it is received?
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Real-Time Protocol. Transports real-time streams of voice in an IP environment for both
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VoIP.

Voice over Internet Protocol. A term coined to describe the transport of voice over an IP
infrastructure. Although most people associate the H.323 protocol suite exclusively with
VoIP, other standards may be used, such as SIP.
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This chapter introduces Dynamic Packet Transport (DPT) and Spatial Reuse Protocol (SRP). It
examines the DPT architecture and SRP's features, including bandwidth optimization, packet
priority, the fairness algorithm, and topology discovery. The packet formats of both control and
data planes are explained. Finally, this chapter looks at how DPT supports multicast traffic.
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DPT Architecture
DPT connects nodes (also called stations) to two counterrotating fiber rings. These are called the
inner and outer rings. Both rings are part of the same IP subnet. Unlike other dual-ring
technologies, such as FDDI, there is no idle or standby ring. Both rings transmit packets
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any stage without reconfiguring any of the existing nodes or management system intervention.
The ring heals (wraps) around the disconnection while the new node is added. This resiliency is
discussed later in this chapter.

SRP Bandwidth Optimization
Unlike other packet ring technologies, such as Token Ring, SRP has no token circulating the ring,
so multiple stations can transmit on the rings at the same time. SRP uses destination stripping,
which occurs when the receiving station removes the packet from the ring. There is no need to
•
Table of Contents
wait for the transmitting
station to receive the packet after it has circulated the entire ring and
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Figure 25-2. SRP Bandwidth Reuse
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Note that multicast packets are source-stripped rather than destination-stripped to ensure that
all nodes receive the multicast packet. If multicast packets were destination-stripped, the first
multicast-enabled node receiving the packet would strip it from the ring. Instead, each node
makes a copy of the multicast packet for its own use and forwards the original packet to the next

node. When the multicast packet arrives back at the originating node, it is stripped from the
ring.
When a node receives an incoming data packet, it may do one of the following:
Strip the packet from the ring— The packet circulated the ring and was removed by the
sending node (for example, a multicast packet returned to the originator).
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Pass-through the packet on the ring— This node's control plane is not in operation.

The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

SRP Packet Priority
SRP provides four transmission queues—two queues for traffic sourced (or transmitted) by a
node and two queues for traffic transiting the ring through that node. The two transmit queues
are designated as high- or low-priority transmission queues. Similarly, for transit traffic, the
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SRP Fairness Algorithm
TheSRP Fairness Algorithm (SRP-fa) ensures that no one node can monopolize the ring and
prevent other nodes from accessing their fair share of the bandwidth while at the same time
allowing a node to use any free bandwidth.
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the ring. This node may, in turn, advise its upstream neighbor. The details of the algorithm's
operation are complex. Refer to the "For More Information" section at the end of this chapter to
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SRP-fa operates only on low-priority traffic.
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DPT Resiliency
DPT rings use Intelligent Protection Switching (IPS) to provide fast ring recovery from node or
fiber faults. IPS can detect Layer 1 faults and self-heal within 50 ms without causing Layer 3
reconvergence. Ring recovery is achieved by ring wraps.
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Figure 25-3. DPT Resiliency
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In normal fault-free operation, data packets from node 1 destined for node 4 are sent on the
inner ring via node 5. After the fiber break occurs and the ring wraps, node 1 sends data packets
to node 4 via the same inner ring as before because the topology discovery process is as of yet
unaware of any shorter paths. Node 5 then wraps this packet back onto the outer ring, where
each node passes the packet via its transit buffer until it reaches node 4. Note that node 4 does
not receive and strip the packet directly off the outer ring. Rather, it wraps the packet back onto
the inner ring before the normal packet-receiving process handles the packet.
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Topology Discovery
Each node on the ring periodically sends topology discovery packets to the outer ring. Each node
appends its MAC address and specifies whether its interface is wrapped. The topology discovery
packet eventually returns to the source node. When two consecutive discovery packets are sent
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DPT/SRP Packet Formats
There are two types of packet formats—control packets and data packets. SRP's Maximum
Transfer Unit (MTU) is 9216 bytes, and the minimum is 55 bytes. The current Cisco default is
4470 bytes. Both packets types use the same generic header.
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SRP Version 2 Generic Header
All SRP packets have a common 16-bit header format, as shown in Figure 25-4.
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Figure 25-4. SRP Version 2 Generic Header
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This header contains the following fields:
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SRP Data Packet
Figure 25-5 shows the format of an SRP data packet. Note that the Mode field within the header
is set to 0x7 (binary 111), indicating a data packet.
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Figure 25-5. SRP Version 2 Data Packet Format
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SRP Control Packet
Figure 25-6 shows the format of an SRP control packet. Note that in the generic header, the TTL
is normally set to 1, because the control message will be processed by the next node anyway.
The priority should be set to 7 to ensure that control packets are treated with priority on the
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Control TTL— 16 bits. This value should be set to the same generic SRP header TTL that
the originator uses for data packets (that is, at least twice the number of nodes on the
ring). The generic SRP header TTL for control packets is still set to 1.
Payload— Variable length.
Frame Check Sum (FCS)— 32 bits. The 32-bit CRC.
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Multicast Support
SRP directly supports IP multicast (Class D) packets. The MAC addresses 00:00:5E:xx:xx:xx are
reserved for multicast. Also, the least-significant bit of the most-significant byte is set as the
multicast bit. Finally, the lower 23 bits of the Class D IP address are mapped to the remainder of
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Summary
Cisco developed Dynamic Packet Transport/Spatial Reuse Protocol to provide a bandwidthefficient ring technology optimized for packet transport. Nodes are connected to two
counterrotating fiber rings—the inner and outer rings. Both rings transmit packets. Because
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DPT/SRP is resilient and supports plug-and-play deployment because of its ability to heal ring
breaks by implementing ring wraps and transparent pass-through mode features.
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Review Questions
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3:

What mechanism determines which ring a node should send a data packet to reach
another node?
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Introduce various EAP implementations.
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The EAP Protocol
The protocol specification for EAP is not complicated. The authentication process has only a few
steps. You will take a closer look at each of the steps and see some of the different options
available for the client and the authenticator.
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This field depends on the packet's Code field. A code of request or response indicates that
the Type field is set. This field is one octet in length. The Negative Acknowledgment (NAK)
type may be used in a response packet only to indicate that the authentication type is not
supported. All EAP implementations are required to support the first four types listed next.
Note that if the packet is a success or failure code packet, this field has no requirement.
The different types are as follows:
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Using RADIUS for EAP Authentication
One of EAP's best properties is the ability to add RADIUS as a back-end authentication service.
With the use of a RADIUS server, the EAP authentication varies a little from a traditional RADIUS
authentication. In a traditional RADIUS authentication, the Network Access Server (NAS)
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A Typical Authentication Conversation
Now that you have a better idea of how EAP works, and you have seen the role of a back-end
RADIUS server in the authentication process, let's look at a typical authentication conversation
with an EAP client, a NAS, and the RADIUS server. There are different implementations of EAP in
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PKI Support with EAP
What about the ability to use digital certificates when performing user authentication with EAP?
Public Key Infrastructure (PKI) is the use of digital certificates. PKI is a system designed to
manage asymmetric cryptographic keys to ensure the validity of the data being passed. This
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EAP Implementations
Now that you have a better understanding of what EAP is and some of the protocol's different
extensions, we can look at a few of the different implementations of such a powerful
authentication mechanism.
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In addition to these implementations, EAP has been extended to remote-access methods. EAP
can be applied to traditional dialup connections, as well as to VPDN connections where the
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Figure 26-3. Physical Topologies for Different Implementations of EAP
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Summary
As you have seen, EAP is a powerful means of providing user authentication for network access.
Its popularity is growing as network administrators and vendors recognize its flexibility. From a
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3:

What two RADIUS attributes are used in EAP authentication?
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Transparent Bridging Operation
Transparent bridges are so named because their presence and operation are transparent to
network hosts. When transparent bridges are powered on, they learn the workstation locations
by analyzing the source address of incoming frames from all attached networks. For example, if
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Bridging Loops

Without a bridge-to-bridge protocol, the transparent-bridge algorithm fails when multiple paths
of bridges and local-area networks (LANs) exist between any two LANs in the internetwork.
Figure 27-2 illustrates such a bridging loop.

Figure 27-2. Bridging Loops Can Result in Inaccurate Forwarding and
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A topology with loops, such as that shown in Figure 27-2, can be useful as well as potentially
harmful. A loop implies the existence of multiple paths through the internetwork, and a network
with multiple paths from source to destination can increase overall network fault tolerance
through improved topological flexibility.

Spanning-Tree Algorithm
Thespanning-tree algorithm (STA) was developed by Digital Equipment Corporation, a key
Ethernet vendor, to preserve the benefits of loops while eliminating their problems. Digital's
algorithm subsequently was revised by the IEEE 802 committee and was published in the IEEE
802.1d specification. The Digital algorithm and the IEEE 802.1d algorithm are not compatible.
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The first activity in spanning-tree computation is the selection of the root bridge, which is the
bridge with the lowest-value bridge identifier. In Figure 27-3, the root bridge is Bridge 1. Next,
theroot port on all other bridges is determined. A bridge's root port is the port through which
the root bridge can be reached with the least aggregate path cost, a value that is called the root
path cost.
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The spanning-tree calculation occurs when the bridge is powered up and whenever a topology
change is detected. The calculation requires communication between the spanning-tree bridges,
which is accomplished through configuration messages (sometimes called bridge protocol data
units, or BPDUs). Configuration messages contain information identifying the bridge that is

presumed to be the root (root identifier) and the distance from the sending bridge to the root
bridge (root path cost). Configuration messages also contain the bridge and port identifier of the
sending bridge, as well as the age of information contained in the configuration message.
Bridges exchange configuration messages at regular intervals (typically 1 to 4 seconds). If a
bridge fails (causing a topology change), neighboring bridges will detect the lack of configuration
messages and will initiate a spanning-tree recalculation.
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Frame Format
Transparent bridges exchange configuration messages and topology-change messages.
Configuration messages are sent between bridges to establish a network topology. Topologychange messages are sent after a topology change has been detected to indicate that the STA
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Figure 27-5. Twelve Fields Comprise the Transparent-Bridge
Configuration Message
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Maximum Age— Indicates when the current configuration message should be deleted.
Hello Time— Provides the time period between root bridge configuration messages.
Forward Delay— Provides the length of time that bridges should wait before transitioning

to a new state after a topology change. If a bridge transitions too soon, not all network
links might be ready to change their state, and loops can result.
Topology-change messages consist of only 4 bytes. These include a Protocol-Identifier field,
which contains the value zero; a Version field, which contains the value zero; and a MessageType field, which contains the value 128.
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Review Questions
1:

What three frame types does a transparent bridge flood?

2:

HowIndex
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Background
Transparent bridges are found predominantly in Ethernet networks, and source-route bridges
(SRBs) are found almost exclusively in Token Ring networks. Both transparent bridges and SRBs
are popular, so it is reasonable to ask whether a method exists to directly bridge between them.
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Translation Challenges
Many challenges are associated with allowing end stations from the Ethernet/transparent
bridging domain to communicate with end stations from the SRB/Token Ring domain:
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Embedded MAC addresses— In some cases, MAC addresses actually are carried in the
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Handling of routing information field (RIF) information within Token Ring frames—
The SRB algorithm places routing information in the RIF field. The transparent-bridging
algorithm has no RIF equivalent, and the idea of placing routing information in a frame is
foreign to transparent bridging.

Incompatible spanning-tree algorithms— Transparent bridging and SRB both use the
spanning-tree algorithm to try to avoid loops, but the particular algorithms employed by
the two bridging methods are incompatible.
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Handling of frames without route information— SRBs expect all inter-LAN frames to
contain route information. When a frame without a RIF field (including transparent bridging
configuration and topology-change messages, as well as MAC frames sent from the
transparent-bridging domain) arrives at an SRB bridge, it is ignored.
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Translational Bridging
Because there has been no real standardization in how communication between two media types
should occur, no single translational bridging implementation can be called correct. This section
describes several popular methods for implementing translational bridging.
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has a subfield that indicates the largest frame size that can be accepted by a
particular SRB implementation. Translational bridges that send frames from the transparentbridging domain to the SRB domain usually set the MTU size field to 1500 bytes to limit the size
of Token Ring frames entering the transparent-bridging domain. Some hosts cannot correctly
process this field, in which case translational bridges are forced to drop those frames that exceed
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Figure
28-1
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their networks.
a mix of Token Ring and Ethernet, with a translational bridge interconnecting
the Token Ring to the Ethernet. A unicast transfer sourced by station 1 on the Token Ring to
station 2 on the Ethernet segment passes through two bridges. Station 1 generates a frame with
a RIF that lists Ring1-Bridge1-Ring2-Bridge2-Ring3 as the path. Note that Ring3 is really the
Ethernet segment. Station 1 does not know that Station 2 is on Ethernet. When station 2
responds to station 1, it generates a frame without a RIF. Bridge 2, the translational bridge,

notices the destination MAC address (station 1), inserts a RIF in the frame, and forwards it
toward station 1.

Figure 28-1. A Network to Demonstrate a Unicast Transfer Between a
Token Ring and an Ethernet-Attached Station
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Figure 28-2 illustrates the frame conversion between IEEE 802.3 and Token Ring. The
destination and source addresses (DASA), service-access point (SAP), Logical Link Control (LLC)
information, and data are passed to the corresponding fields of the destination frame. The
destination and source address bits are reordered. When bridging from IEEE 802.3 to Token
Ring, the length field of the IEEE 802.3 frame is removed. When bridging from Token Ring to
IEEE
802.3, the
access-control byte and the RIF are removed. The RIF can be cached in the
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Figure 28-3. Three Fields Remain the Same in Frame Conversion
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Source-Route Transparent Bridging
SRT bridges combine implementations of the transparent-bridging and SRB algorithms. SRT
bridges use the routing information indicator (RII) bit to distinguish between frames employing
SRB and frames employing transparent bridging. If the RII bit is 1, a RIF is present in the frame,
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Inc. bridges, SRT bridges are not perfect solutions to the problems of mixedmedia bridging. SRT bridges still must deal with the Ethernet/Token Ring incompatibilities
described earlier. SRT bridging is likely to require hardware upgrades to SRBs to allow them to
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transparent bridges. Finally, mixed SRB/SRT bridging networks lose the benefits of SRT
bridging, so users feel compelled to execute a complete cutover to SRT bridging at considerable
expense. Still, SRT bridging permits the coexistence of two incompatible environments and
allows communication between SRB and transparent-bridging end nodes.
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What is the difference between a source-route bridge and a source-route transparent
bridge?
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Background
The source-route bridging (SRB) algorithm was developed by IBM and was proposed to the IEEE
802.5 committee as the means to bridge between all LANs. Since its initial proposal, IBM has
offered a new bridging standard to the IEEE 802 committee: the source-route transparent (SRT)
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SRB Algorithm
SRBs are so named because they assume that the complete source-to-destination route is placed
in all inter-LAN frames sent by the source. SRBs store and forward the frames as indicated by
the route appearing in the appropriate frame field. Figure 29-1 illustrates a sample SRB network.
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Figure 29-1. An SRB Network Contains LANs and Bridges
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outbound ports. Route information is added to the explorer frames as they travel through the
internetwork. When Host X's explorer frames reach Host Y, Host Y replies to each individually,
using the accumulated route information. Upon receipt of all response frames, Host X chooses a
path based on some predetermined criteria.
In the example in Figure 29-1, this process will yield two routes:

LAN 1 to Bridge 1 to LAN 3 to Bridge 3 to LAN 2
LAN 1 to Bridge 2 to LAN 4 to Bridge 4 to LAN 2
Host X must select one of these two routes. The IEEE 802.5 specification does not mandate the
criteria that Host X should use in choosing a route, but it does make several suggestions,
including
theTable
following:
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Frame Format
The IEEE 802.5 RIF is structured as shown in Figure 29-2.
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History
The earliest LAN switches were developed in 1990. They were Layer 2 devices (bridges)
dedicated to solving desktop bandwidth issues. Recent LAN switches evolved to multilayer
devices capable of handling protocol issues involved in high-bandwidth applications that
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LAN Switch Operation
LAN switches are similar to transparent bridges in functions such as learning the topology,
forwarding, and filtering. These switches also support several new and unique features, such as
dedicated communication between devices through full-duplex operations, multiple simultaneous
•
Table
of media-rate
Contents
conversations,
and
adaption.
•

Index

Internetworking
Technologies Handbook,
Edition
Full-duplex communication
betweenFourth
network
devices increases file-transfer throughput. Multiple
simultaneous
conversations
can
occur
by
forwarding,
or switching, several packets at the same
By Cisco Systems, Inc.
time, thereby increasing network capacity by the number of conversations supported. Fullduplex communication effectively doubles the throughput, while with media-rate adaption, the
Publisher: Cisco Press
LAN switch can translate between 10 and 100 Mbps, allowing bandwidth to be allocated as
Pub Date: September 11, 2003
needed.
ISBN: 1-58705-119-2

Deploying
Pages:LAN
1128switches requires no change to existing hubs, network interface cards (NICs), or
cabling.

VLANs Defined
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential
cutting-edge
technologies.
A VLAN isand
defined
as a broadcast
domain within a switched network. Broadcast domains describe
the extent that a network propagates a broadcast frame generated by a station. Some switches
may be configured to support a single or multiple VLANs. Whenever a switch supports multiple
Concise overviews of technologies essential to networking professionals at all levels, from
VLANs, broadcasts within one VLAN never appear in another VLAN. Switch ports configured as a
novice to expert.
member of one VLAN belong to a different broadcast domain, as compared to switch ports
configured
as members
of acoverage
differentof
VLAN.
New chapters
include
important topics like VoIP and EAP
Creating
VLANsof
enables
to build
domains and
withstorage
fewer users in each
Coverage
cuttingadministrators
edge technologies
like broadcast
optical networking
broadcast domain. This increases the bandwidth available to users because fewer users will
contend
for theby
bandwidth.
Authored
Cisco Systems, worldwide leader in networking for the Internet.
Routers
also maintain
broadcast
domain, isolation
by blocking
broadcast frames.
Therefore,
Internetworking
Technologies
Handbook
Fourth Edition,
is a comprehensive
reference
that
traffic
can
pass
from
one
VLAN
to
another
only
through
a
router.
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
Normally,
each subnet
to ainternetworking
different VLAN. technologies
Therefore, a network
with many
subnets will
industry. Learn
how to belongs
incorporate
into a LAN/WAN
environment.
probably
have
many
VLANs.
Switches
and
VLANs
enable
a
network
administrator
to
assign
users
Complete with new and updated chapters on security, storage, optical networking, scalability,
to
broadcast
domains
based
upon
the
user's
job
need.
This
provides
a
high
level
of
deployment
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
flexibility
forprofessionals,
a network administrator.
networking
regardless of expertise.
Advantages
VLANs
include understanding
the following: of LAN and WAN networking, particularly the
Readers will of
obtain
a greater
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
Segmentation of broadcast domains to create more bandwidth
to ensure concept comprehension and retention, and additional resources for further study.
Coverage
is alsosecurity
extended
only to
new with
networking
concepts, but also to older, legacy
Additional
bynot
isolating
users
bridge technologies
systems, providing a more realistic picture of the real-world networking environments in which
professionals
operate.
Toolsbased
and guidelines
optimizing
performance
will increase
Deployment
flexibility
upon job for
function
rathersystem
than physical
placement
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Switch Port Modes
Switch ports run in either access or trunk mode. In access mode, the interface belongs to one
and only one VLAN. Normally a switch port in access mode attaches to an end user device or a

server. The frames transmitted on an access link look like any other Ethernet frame.
Trunks, on the other hand, multiplex traffic for multiple VLANs over the same physical link.
Trunk links usually interconnect switches, as shown in Figure 30-2. However, they may also
attach end devices such as servers that have special adapter cards that participate in the
multiplexing protocol.
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LAN Switching Forwarding

LAN switches can be characterized by the forwarding method that they support. In the storeand-forward switching method, error checking is performed and erroneous frames are discarded.
With the cut-through switching method, latency is reduced by eliminating error checking.
With the store-and-forward switching method, the LAN switch copies the entire frame into its
onboard buffers and computes the cyclic redundancy check (CRC). The frame is discarded if it
contains a CRC error or if it is a runt (less than 64 bytes, including the CRC) or a giant (more
than
1518 bytes,
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LAN Switch and the OSI Model
LAN switches can be categorized according to the OSI layer at which they filter and forward, or
switch, frames. These categories are: Layer 2, Layer 2 with Layer 3 features, or multilayer.
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and data over public networks. The ATM Forum extended the ITU-T's vision of ATM for use over
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hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

ATM Devices and the Network Environment
ATM is a cell-switching and multiplexing technology that combines the benefits of circuit
switching (guaranteed capacity and constant transmission delay) with those of packet switching
(flexibility and efficiency for intermittent traffic). It provides scalable bandwidth from a few
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With TDM, each user is assigned to a time slot, and no other station can send in that time slot. If
a station has much data to send, it can send only when its time slot comes up, even if all other
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ATM Cell Basic Format
The updated edition of the best-selling all-in-one networking reference provides coverage of
ATM transfers information in fixed-size units called cells. Each cell consists of 53 octets, or bytes.
essential and cutting-edge technologies.
The first 5 bytes contain cell-header information, and the remaining 48 contain the payload (user
information). Small, fixed-length cells are well suited to transferring voice and video traffic
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an ATM endpoint or another ATM switch. It then reads and updates the cell
header information and quickly switches the cell to an output interface toward its destination. An
ATM endpoint (or end system) contains an ATM network interface adapter. Examples of ATM
endpoints are workstations, routers, digital service units (DSUs), LAN switches, and video coderdecoders (CODECs). Figure 31-3 illustrates an ATM network made up of ATM switches and ATM
endpoints.

Figure 31-3. An ATM Network Comprises ATM Switches and Endpoints
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ATM Cell Header Format
An ATM cell header can be one of two formats: UNI or NNI. The UNI header is used for
communication between ATM endpoints and ATM switches in private ATM networks. The NNI
header is used for communication between ATM switches. Figure 31-5 depicts the basic ATM cell
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Figure 31-5. An ATM Cell, ATM UNI Cell, and ATM NNI Cell Header Each
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destination of a cell as it passes through a series of ATM switches on the way to its
destination.
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Payload Type (PT)— Indicates in the first bit whether the cell contains user data or
control data. If the cell contains user data, the bit is set to 0. If it contains control data, it is
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third bit indicates whether the cell is the last in a series of cells that represent a single AAL5
frame (1 = last cell for the frame).
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ATM Services
Three types of ATM services exist: permanent virtual circuits (PVC), switched virtual circuits
(SVC), and connectionless service (which is similar to SMDS).
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Figure 31-6. VCs Concatenate to Create VPs
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ATM Switching Operations
The basic operation of an ATM switch is straightforward: The cell is received across a link on a
known VCI or VPI value. The switch looks up the connection value in a local translation table to
determine the outgoing port (or ports) of the connection and the new VPI/VCI value of the
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ATM Reference Model
The ATM architecture uses a logical model to describe the functionality that it supports. ATM
functionality corresponds to the physical layer and part of the data link layer of the OSI
reference model.
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ATM Adaptation Layers: AAL1
AAL1, a connection-oriented service, is suitable for handling constant bit rate sources (CBR),
such as voice and videoconferencing. ATM transports CBR traffic using circuit-emulation services.

Circuit-emulation service also accommodates the attachment of equipment currently using
leased lines to an ATM backbone network. AAL1 requires timing synchronization between the
source and the destination. For this reason, AAL1 depends on a medium, such as SONET, that
supports clocking.
The AAL1 process prepares a cell for transmission in three steps. First, synchronous samples (for
example, 1 byte of data at a sampling rate of 125 microseconds) are inserted into the Payload
field. Second, Sequence Number (SN) and Sequence Number Protection (SNP) fields are added
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correct order. Third, the remainder of the Payload field is filled with enough single bytes to equal
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48 bytes. Figure 31-8 illustrates how AAL1 prepares a cell for transmission.
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voice or video that do not have a constant data transmission speed but that do have
requirements similar to constant bit rate services. AAL2 is suitable for VBR traffic. The AAL2
process uses 44 bytes of the cell payload for user data and reserves 4 bytes of the payload to
support the AAL2 processes.
VBR traffic is characterized as either real-time (VBR-RT) or as non-real-time (VBR-NRT). AAL2

supports both types of VBR traffic.

ATM Adaptation Layers: AAL3/4
AAL3/4 supports both connection-oriented and connectionless data. It was designed for network
service providers and is closely aligned with Switched Multimegabit Data Service (SMDS).
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SAR PDU header consists of Type, Sequence Number, and Multiplexing Identifier
fields. Type fields identify whether a cell is the beginning, continuation, or end of a message.
Sequence number fields identify the order in which cells should be reassembled. The Multiplexing
Identifier field determines which cells from different traffic sources are interleaved on the same
virtual circuit connection (VCC) so that the correct cells are reassembled at the destination.

The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.

ATM Adaptation Layers: AAL5
Concise overviews of technologies essential to networking professionals at all levels, from
AAL5 novice
is the primary
AAL for data and supports both connection-oriented and connectionless
to expert.
data. It is used to transfer most non-SMDS data, such as classical IP over ATM and LAN
Emulation
(LANE). AAL5
also
is known
the simple
andlike
efficient
layer (SEAL)
New chapters
include
coverage
of as
important
topics
VoIP adaptation
and EAP
because the SAR sublayer simply accepts the CS-PDU and segments it into 48-octet SAR-PDUs
without
reserving
any bytes
in each
cell.
Coverage
of cutting
edge
technologies
like optical networking and storage
AAL5 Authored
prepares by
a cell
for Systems,
transmission
in three
steps.inFirst,
the CS for
sublayer
appends a variableCisco
worldwide
leader
networking
the Internet.
length pad and an 8-byte trailer to a frame. The pad ensures that the resulting PDU falls on the
Internetworking
48-byte
boundary
Technologies
of an ATM cell.
Handbook
The trailer
, Fourth
includes
Edition,
theis
length
a comprehensive
of the frame reference
and a 32-bit
thatcyclic
enables networking
redundancy
check (CRC)
professionals
computed
to across
understand
the entire
and implement
PDU. This allows
contemporary
the AAL5internetworking
receiving process
technologies.
to
detect bit errors,
Masterlost
thecells,
terms,
or concepts,
cells that technologies,
are out of sequence.
and devices
Second,
usedthe
in SAR
today's
sublayer
networking
industry. Learn
segments
the CS-PDU
how tointo
incorporate
48-byte internetworking
blocks. A headertechnologies
and trailer are
intonot
a LAN/WAN
added (asenvironment.
is in AAL3/4),
Complete
so
messages
with
cannot
new and
be interleaved.
updated chapters
Finally,
onthe
security,
ATM layer
storage,
places
optical
each networking,
block into the
scalability,
Payload
and speed,
field
of an ATM
this cell.
bookFor
is aallcomplete
cells except
and the
up-to-date
last, a bit
reference
in the Payload
to the topics
Type (PT)
that field
are essential
is set to 0
toto
all
networking
indicate
thatprofessionals,
the cell is notregardless
the last cell
of in
expertise.
a series that represents a single frame. For the last
cell, the bit in the PT field is set to 1.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

ATM Addressing
The ITU-T standard is based on the use of E.164 addresses (similar to telephone numbers) for
public ATM (B-ISDN) networks. The ATM Forum extended ATM addressing to include private
networks. It decided on the subnetwork or overlay model of addressing, in which the ATM layer
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The subnetwork
Pages: 1128 model of addressing decouples the ATM layer from any existing higher-layer
protocols, such as IP or IPX. Therefore, it requires an entirely new addressing scheme and
routing protocol. Each ATM system must be assigned an ATM address, in addition to any higherlayer protocol addresses. This requires an ATM address resolution protocol (ATM ARP) to map
higher-layer addresses to their corresponding ATM addresses.
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.

NSAP Format ATM Addresses

Concise overviews of technologies essential to networking professionals at all levels, from
The 20-byte NSAP-format ATM addresses are designed for use within private ATM networks,
novice to expert.
whereas public networks typically use E.164 addresses, which are formatted as defined by ITUT. The
ATMchapters
Forum has
specified
an NSAP
encodingtopics
for E.164
addresses,
which is used for
New
include
coverage
of important
like VoIP
and EAP
encoding E.164 addresses within private networks, but this address can also be used by some
private
networks.
Coverage
of cutting edge technologies like optical networking and storage
Such Authored
private networks
base their
own (NSAP
format)
addressing
on the
E.164 address of the
by Ciscocan
Systems,
worldwide
leader
in networking
for the
Internet.
public UNI to which they are connected and can take the address prefix from the E.164 number,
identifying
local nodes
by the Handbook
lower-order
bits. Edition, is a comprehensive reference that
Internetworking
Technologies
, Fourth
enables networking professionals to understand and implement contemporary internetworking
All
NSAP-format
ATM the
addresses
consist of technologies,
three components:
the authority
format
identifier
technologies.
Master
terms, concepts,
and devices
used inand
today's
networking
(AFI),
the
initial
domain
identifier
(IDI),
and
the
domain-specific
part
(DSP).
The
AFI
identifies
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
the
type and
format
of the
IDI, which,
in turn,
identifies
the address
allocation
and scalability,
Complete
with
new and
updated
chapters
on security,
storage,
optical
networking,
administrative
authority.
The
DSP
contains
actual
routing
information.
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
NOTE
a broad
range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
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The next 6 bytes, called the end station identifier (ESI), identify the ATM element
attached to the switch. Each device attached to the switch must have a unique ESI
value.
The last byte, called the selector (SEL) byte, identifies the intended process within the
device that the connection targets.

Three formats of private ATM addressing differ by the nature of the AFI and IDI. In the NSAPencoded E.164 format, the IDI is an E.164 number. In the DCC format, the IDI is a data country
code (DCC), which identifies particular countries, as specified in ISO 3166. Such addresses are
administered by the ISO National Member Body in each country. In the ICD format, the IDI is an
international code designator (ICD), which is allocated by the ISO 6523 registration authority
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Figure 31-9 illustrates the three formats of ATM addresses used for private networks.
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31-9. Three Formats of ATM Addresses Are Used for Private
Networks
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AFI— Identifies the type and format of the address (E.164, ICD, or DCC).
DCC— Identifies particular countries.

High-Order Domain-Specific Part (HO-DSP)— Combines the routing domain (RD) and
the area identifier (AREA) of the NSAP addresses. The ATM Forum combined these fields to
support a flexible, multilevel addressing hierarchy for prefix-based routing protocols.
End System Identifier (ESI)— Specifies the 48-bit MAC address, as administered by the
Institute of Electrical and Electronic Engineers (IEEE).
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E.164— Indicates the BISDN E.164 address.
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ATM Connections
ATM supports two types of connections: point-to-point and point-to-multipoint.
Point-to-point connects two ATM end systems and can be unidirectional (one-way
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shared-media LANs, where all nodes on a single LAN segment must process all packets sent on
that segment.

Unfortunately, a multipoint-to-multipoint capability cannot be implemented by using AAL5,
which is the most common AAL to transmit data across an ATM network. Unlike AAL3/4, with its
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ATM and Multicasting
ATM requires some form of multicast capability. AAL5 (which is the most common AAL for data)
currently does not support interleaving packets, so it does not support multicasting.
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Under the first solution, a multipoint-to-multipoint VP links all nodes in the multicast group, and
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network. In this scenario, all nodes wanting to transmit onto a multicast group set up a point-topoint connection with an external device known as a multicast server (perhaps better described
as a resequencer or serializer). The multicast server, in turn, is connected to all nodes wanting
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ATM Quality of Service
ATM supports QoS guarantees comprising traffic contract, traffic shaping, and traffic policing.
Atraffic contract specifies an envelope that describes the intended data flow. This envelope
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Traffic shaping is the use of queues to constrain data bursts, limit peak data rate, and smooth
jitters so that traffic will fit within the promised envelope. ATM devices are responsible for
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it can set the cell-loss priority (CLP) bit of the offending cells. Setting the CLP bit
makes the cell discard eligible, which means that any switch handling the cell is allowed to drop
the cell during periods of congestion.
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ATM Signaling and Connection Establishment
When an ATM device wants to establish a connection with another ATM device, it sends a
signaling-request packet to its directly connected ATM switch. This request contains the ATM
address of the desired ATM endpoint, as well as any QoS parameters required for the connection.
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The ATM Connection-Establishment Process
ATM signaling uses the one-pass method of connection setup that is used in all modern
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productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
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ATM Connection-Management Messages
A number of connection-management message types, including setup, call proceeding, connect,
and release, are used to establish and tear down an ATM connection. The source end system
sends a setup message (including the address of the destination end system and any traffic QoS
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PNNI
PNNI provides two significant services: ATM topology discovery and call establishment. For
switches to build connections between end points, the switch must know the ATM network
topology. PNNI is the ATM routing protocol that enables switches to automatically discover the
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When a station sends a call setup request to its local switch, the ingress switch references the
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VCI = 18 is reserved for PNNI.
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Integrated Local Management Interface
Integrated Local Management Interface (ILMI) enables devices to determine status of
components at the other end of a physical link and to negotiate a common set of operational
parameters to ensure interoperability. ILMI operates over a reserved VCC of VPI = X, VCI = 16.
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LAN Emulation
LAN Emulation (LANE) is a standard defined by the ATM Forum that gives to stations attached
via ATM the same capabilities that they normally obtain from legacy LANs, such as Ethernet and
Token Ring. As the name suggests, the function of the LANE protocol is to emulate a LAN on top
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Figure 31-11. ATM Networks Can Emulate a Physical LAN
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Protocol
Architecture
The basic function of the LANE protocol is to resolve MAC addresses to ATM addresses. The goal
is to resolve such address mappings so that LANE end systems can set up direct connections
between themselves and then forward data. The LANE protocol is deployed in two types of ATMattached equipment: ATM network interface cards (NICs) and internetworking and LAN switching

equipment.
ATM NICs implement the LANE protocol and interface to the ATM network but present the current
LAN service interface to the higher-level protocol drivers within the attached end system. The
network layer protocols on the end system continue to communicate as if they were on a known
LAN by using known procedures. However, they are capable of using the vastly greater
bandwidth of ATM networks.
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independently of physical location. Figure 31-12 shows the LANE protocol
architecture implemented in ATM network devices.
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Figure 31-12. LANE Protocol Architecture Can Be Implemented in ATM
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The LANE protocol does not directly affect ATM switches. As with most of the other ATM
internetworking protocols, LANE builds on the overlay model. As such, the LANE
protocols operate transparently over and through ATM switches, using only standard
ATM signaling procedures.

LANE Components
The LANE protocol defines the operation of a single ELAN or VLAN. Although multiple ELANs can
simultaneously exist on a single ATM network, an ELAN emulates either an Ethernet or a Token
Ring and consists of the following components:
•

Table of Contents

•

Index

Internetworking
Technologies
Handbook,
Fourth
LAN Emulation
client
(LEC)—
TheEdition
LEC is

an entity in an end system that performs data
resolution, and registration of MAC addresses with the LAN Emulation
Server (LES). The LEC also provides a standard LAN interface to higher-level protocols on
legacy LANs. An ATM end system that connects to multiple ELANs has one LEC per ELAN.
Publisher: Cisco Press

forwarding,
address
By Cisco
Systems, Inc.

Pub Date: September 11, 2003

LES— The LES provides a central control point for LECs to forward registration and control
ISBN: 1-58705-119-2
information.
(Only one LES exists per ELAN.) The LES maintains a list of MAC addresses in
Pages:
1128and the corresponding NSAP addresses.
the
ELAN
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clients within a particular ELAN. Each LEC is associated with only one BUS per ELAN.
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LAN Emulation Connection Types
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Control connections include configuration-direct VCC, control-direct VCC, and control-distribute
VCC. Configuration-direct VCC is a bidirectional point-to-point VCC set up by the LEC to the
LECS.
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LANE Operation
The operation of a LANE system and components is best understood by examining these stages
of LEC operation: performing initialization and configuration, joining and registering with the
LES,
finding and
the BUS, and performing data transfer.
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Upon initialization, an LEC finds the LECS to obtain required configuration information. It begins
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The LEC
must
then determine the location of the LECS. To do this, the LEC first must locate the
LECS by one of the following methods: by using a defined ILMI procedure to determine the LECS
address, by using a well-known LECS address, or by using a well-known permanent connection
to the LECS (VPI = 0, VCI = 17). (The well-known permanent connection is not commonly
used.)
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Finding and Joining the BUS
After the LEC has successfully joined the LECS, its first task is to find the BUS's ATM address to

join the broadcast group and become a member of the emulated LAN.
First, the LEC creates an LE_ARP_REQUEST packet with the MAC address 0xFFFFFFFF. Then the
LEC sends this special LE_ARP packet on the control-direct VCC to the LES. The LES recognizes
that the LEC is looking for the BUS and responds with the BUS's ATM address on the controldistribute VCC.
When the LEC has the BUS's ATM address, it joins the BUS by first creating a signaling packet
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When a LEC has a data packet to send to an unknown destination MAC address, it must discover
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Multiprotocol over ATM
Multiprotocol over ATM (MPOA) provides a method of transmitting data between ELANs without
needing to continuously pass through a router. Normally, data passes through at least one
router to get from one ELAN to another. This is normal per-hop routing as experienced in LAN
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Figure 31-16. A Comparison of Inter-ELAN Communications Without
(Part A) and with (Part B) MPOA
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
[View full size image]

Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
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an ATM-attached workstation, or a router. The inter-ELAN routers are called multiprotocol
servers (MPS) and assist the MPCs in discovering how to build a shortcut. MPSs are always
routers.
This reduces the load on routers because the routers do not need to sustain the continuous flow
between devices. Furthermore, MPOA can reduce the number of ATM switches supporting a

connection, freeing up virtual circuits and switch resources in the ATM network. Figure 31-16
illustrates the connection before and after the shortcut is established.
Note that MPOA does not replace LANE. In fact, MPOA requires LANE version 2.
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In a typical router-based network, Layer 3 datagrams pass from a source to a destination on a
hop-by-hop basis. Transit routers evaluate each datagram's Layer 3 header and perform a
routing table lookup to determine the next hop toward the destination. Although some routers
implement hardware and software switching techniques (for example, Cisco Express Forwarding
[CEF]) to accelerate the evaluation process by creating high-speed cache entries, these methods
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rely on the Layer 3 routing protocol to determine the path to the destination.
essential and cutting-edge technologies.
Unfortunately, routing protocols have little, if any, visibility into the network's Layer 2
characteristics,
particularly
in regard to essential
quality ofto
service
(QoS)professionals
and link load.atRapid
changes
Concise overviews
of technologies
networking
all levels,
fromin
the type
(and
quantity)
of
traffic
handled
by
the
Internet
and
the
explosion
in
the
number
of
novice to expert.
Internet users is putting an unprecedented strain on the Internet's infrastructure. This pressure
mandates
new traffic-management
Multiprotocol
New chapters
include coveragesolutions.
of important
topics likelabel
VoIPswitching
and EAP (MPLS) and its
predecessor, tag switching, are intended to resolve many of the challenges facing the evolving
Internet
and high-speed
general.
Coverage
of cutting data
edgecommunications
technologies likeinoptical
networking and storage
To meet
these new
demands,
MPLS
changes leader
the hop-by-hop
paradigm
byInternet.
letting edge routers
Authored
by Cisco
Systems,
worldwide
in networking
for the
specify paths in the network based on a variety of user-defined criteria, including QoS
Internetworking
requirements
and
Technologies
the applications'
Handbook
bandwidth
, Fourth
needs.
Edition,
In other
is a comprehensive
words, path selection
reference
in a
that
routerenables
only
network
networking
can now
professionals
take into account
to understand
Layer 2 and
attributes.
implement
This contemporary
solution lets Internet
internetworking
service
technologies.
providers
(ISPs)
Master
and the
large
terms,
enterprise
concepts,
networks
technologies,
deploy aand
unified
devices
Layer
used
3 infrastructure
in today's networking
that can
industry.requirements
support
Learn how tothat
incorporate
in the past
internetworking
were supported
technologies
only with the
intoLayer
a LAN/WAN
2 backbone
environment.
(such as a
Complete
Frame
Relay
with
ornew
ATMand
backbone).
updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
In
essence, professionals,
the MPLS technology
combines
the richness of IP routing and the simplicity of hopnetworking
regardless
of expertise.
by-hop label switching of Frame Relay or ATM to provide seamless integration of connectionReaders will
oriented
Layer
obtain
2 forwarding
a greaterwith
understanding
the connectionless
of LAN and
IP world.
WAN networking,
Because of their
particularly
dual nature
the (they
hardware,
operate
on protocols,
the IP layer
and
and
services
on theinvolved.
label-switching
Fundamental
layer), technology
MPLS devices
information
are calledisLabel
provided
Switch
on
a broad (LSRs).
Routers
range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Based
on Cisco's
proprietary
tag-switching
protocol, the
IETF hasbut
defined
MPLS
as legacy
a vendorCoverage
is also extended
not
only to new networking
concepts,
also to
older,
independent
protocol.
The two
protocols
have
much
in common.
The onlyenvironments
major difference
is in
systems, providing
a more
realistic
picture
of the
real-world
networking
in which
the
details of operate.
the protocol
used
adjacent
MPLS devices,
networkwill
administrators
professionals
Tools
andbetween
guidelines
for optimizing
systemgiving
performance
increase
an
opportunity
gradualefficiency,
migrationhelping
from tag-switching
networks
standards-based
MPLS
productivity
andfor
improve
the reader make
moreto
intelligent,
cost-efficient
networks.
decisions for their networks.

MPLS Terminology
MPLS uses a number of new terms. Here are the most significant:
Label header—
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A header created by an edge LSR and used by LSRs to forward packets.
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and Layer 3 headers, as shown in Figure 32-1. The label header can contain one label or a
stack of labels.
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XmplsATM— The virtual interface between an ATM switch and an LSC.
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MPLS Operations
This section illustrates the passage of a frame through an MPLS system to highlight the function
of several key MPLS components. Specifically, it illustrates MPLS through a frame-based
infrastructure as opposed to a cell-based (ATM) system.
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decisions for their networks.
header between the Point-to-Point Protocol (PPP) Layer 2 header and the IP header (this process
is called label imposition) and forwards the labeled packet toward R2. Router 2 looks at the
frame entering port 1 and determines that a label is embedded between Layers 2 and 3 based on
the information in the frame's Layer 2 header (for example, PPP packet type or EtherType field in
LAN packets). Therefore, the router treats the frame according to the configuration in its LFIB,
which says to forward the frame out port 2 and replace the incoming label 6 with outgoing label

11. Each of the subsequent routers handles the frame in a similar manner until the frame
reaches the egress LSR.
The egress edge LSR performs the label lookup in the same way as all the previous LSRs, finding
no outgoing label to use. It, therefore, strips off all label information (this is called label
removal) and passes a standard IP datagram encapsulated in an Ethernet frame to Station B.
Because each of the routers between Stations A and B can switch the frame based on content in
the LFIB and does not need to perform the usual routing operation, the IP datagram forwarding
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across the network is handled more efficiently. Furthermore, the LSP between R1 and R4 can
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MPLS/Tag-Switching Architecture
MPLS relies on two principal components: forwarding and control. The control component is
responsible for maintaining correct label-forwarding information among a group of
interconnected LSRs. The forwarding component uses labels carried by packets and the label•
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forwarding information
maintained by an LSR to perform packet forwarding. Details about MPLS
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forwarding and
control mechanisms follow.
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1128 to build IP forwarding tables (FIBs). In MPLS devices that support only label
forwarding (such as ATM switches with MPLS functionality), the IP routing FIB does not exist.
Figure 32-3 shows the IP routing operation of the MPLS control plane.
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decisions for their networks.
Each MPLS device uses its own local label space. There is no need for globally unique labels or
centralized label assignment, making MPLS extremely robust and scalable. Every label assigned
by an MPLS device is entered as an input label in its LFIB—the forwarding table that is used for
label switching. Figure 32-4 shows label assignment and distribution for an MPLS device.

Figure 32-4. Control Plane Operations in an LSR
[View full size image]
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To support destination-based routing with MPLS, an LSR participates in routing protocols and
constructs its LFIB using information it receives from these protocols. In this way, it operates
much like a router.

An LSR, however, must distribute and use allocated labels for LSR peers to correctly forward the
frame. LSRs distribute labels using an LDP. A label binding associates a destination subnet with
a locally significant label. (Labels can be locally significant because they are replaced at each
hop.) Whenever an LSR discovers a neighbor LSR, the two establish a TCP connection to transfer
label bindings. LDP exchanges subnet/label bindings using one of two methods: downstream
unsolicited distribution or downstream-on-demand distribution. Both LSRs must agree on which
mode to use.
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networking professionals, regardless of expertise.
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a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

From the previous description of the forwarding component, you can make several observations.
First, the forwarding decision is based on the exact-match algorithm using a fixed-length, fairly
short label as an index. This enables a simplified forwarding procedure, relative to longest-match
forwarding, traditionally used at the network layer.
This, in turn, enables higher forwarding performance (higher packets per second). The
forwarding procedure is simple enough to allow a straightforward hardware implementation. A
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(by modifying either hardware or software) as new routing (control plane) functionality is added.
For example, a large number of MPLS applications sharing common LFIB are already supported
in Cisco routers, as shown in Figure 32-6.
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Figure 32-6. Multiple MPLS Applications Sharing a Common LFIB
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Figure 32-7. MPLS Label Header Format
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Because the MPLS forwarding paradigm is based on label swapping, as is ATM forwarding, MPLS
technology can be applied to ATM switches by implementing the control component. The label
information needed for MPLS switching is carried in the VPI and VCI field of every ATM cell.
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
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Hierarchical Routing
Essential to MPLS is the notion of binding between a label and network layer routes. MPLS
supports a wide range of forwarding granularities to provide good scaling characteristics while
also accommodating diverse routing functionality. At one extreme, a label can be associated
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The IP routing architecture models a network as a collection of routing domains. Within a
domain, routing is provided via interior routing (such as OSPF), and routing across domains is
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MPLS decouples interior and exterior routing so that only LSRs at the border of a domain are
required to maintain routing information provided by exterior routing. All other switches within
the domain maintain routing information provided by the domain's interior routing, which
usually is smaller than the exterior routing information. This, in turn, reduces the routing load on
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To support this functionality, edge LSRs do not assign labels to individual BGP routes, but reuse
the labels assigned to BGP next hops for all BGP destinations that can be reached through them,
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Figure 32-8. MPLS Forwarding Across a BGP-Based IP Backbone
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This figure shows a small ISP network that has a few Point-of-Presence (POP) routers connected
to a network core composed of three LSRs. The network is also connected to a peering point
(MAE-East in the example) through which it receives the BGP route for network 192.168.3.0/24.
The IP packet forwarding from a POP router toward the external destination within

192.168.3.0/24 (or any other destination advertised via BGP from MAE-East) is performed as
follows:
Step 1. A POP router receives an IP datagram for a destination within IP network
192.168.3.0/24.
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Step 2. The POP router performs Layer 3 lookup, inserts an MPLS label header in front of
the IP datagram, and forwards the labeled packet toward the next-hop router. The label in
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the MPLS label header is the label assigned to the BGP next hop, not to the external IP
Index
network.
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the MPLS label stack—the BGP next hop.
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is repeated at the Core-3 LSR.
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Step 5. The egress edge LSR (MAE-East) removes the MPLS label header, performs Layer
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3 lookup, and forwards the IP datagram toward the external destination.

Throughout this process, the core LSRs never perform a Layer 3 lookup for an external IP
address. Thus, it's not necessary to run BGP on the core LSRs, reducing their memory utilization
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MPLS-Based Virtual Private Networks
One of the most popular MPLS applications today is the implementation of virtual private
networks (VPNs) with the help of MPLS technology. To support MPLS-based VPNs, Cisco IOS was
modified to support a large number of independent IP routing tables within a single router—a
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Figure 32-9. VRF Architecture
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The bottom label (marked VL or VPN label in the figure), pointing toward a VPN
destination, is assigned by the egress LSR and is propagated directly to other edge LSRs
through multiprotocol BGP.

Figure 32-10. MPLS VPN Forwarding
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MPLS Quality of Service
An important MPLS capability is QoS support. Two mechanisms provide a range of QoS to
packets passing through a router or tag switch:
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In ATM environments, a label corresponding to the resultant class is applied to the packet.
Labeled packets can be handled efficiently by LSRs in their path without needing to be
reclassified.
In all other environments, the packet's precedence is stored in 3 bits in the MPLS label
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MPLS Traffic Engineering
One of the fundamental properties of destination-based routing is that the only information from
a packet that is used to forward the packet is the destination address. Although this property
enables highly scalable routing, it also limits the capability to influence the actual paths taken by
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Summary
Multiprotocol Label Switching (MPLS) is a technology that combines the benefits of connectionoriented Layer 2 forwarding with the benefits of connectionless Layer 3 Internet Protocol (IP). In
MPLS-enabled networks, all network devices become IP-aware. They run IP routing protocols on
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Background
Data-link switching (DLSw) provides a means of transporting IBM Systems Network Architecture
(SNA) and network basic input/output system (NetBIOS) traffic over an IP network. It serves as
an alternative to source-route bridging (SRB), a protocol for transporting SNA and NetBIOS
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DLSw initially emerged as a proprietary IBM solution in 1992. It was first submitted to the IETF
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RFC 1795 describes three primary functions of DLSw:
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decisions for their networks.
Cisco supports a third version of DLSw called DLSw+. DLSw+ predates DLSw Version 2 and
provides even further enhancements to basic DLSw. DLSw+ is fully compliant with RFC 1795.
The enhancements may be used when both peers are Cisco devices running DLSw+.
This chapter focuses on the basic function of DLSw as defined in RFC 1795.

Figure 33-1 illustrates a generalized DLSw environment.

Figure 33-1. A DLSw Circuit Facilitates SNA Connectivity over an IP
WAN
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DLSw Contrasted with Source-Route Bridging
The principal difference between SRB and DLSw involves support of local termination. SNA and
NetBIOS traffic rely on link layer acknowledgments and keepalive messages to ensure the
integrity of connections and the delivery of data. For connection-oriented data, the local DLSw
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Although SRB has been a viable solution for many environments, several issues limit its
usefulness for transport of SNA and NetBIOS in WAN implementations. Chief among them are
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Figure 33-2 illustrates the basic end-to-end nature of an SRB connection over a WAN link.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.

Figure 33-2. SRB Provides an End-to-End Connection over an IP WAN
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environments. DLSw local termination eliminates the requirement for link layer
acknowledgments and keepalive messages to flow across a WAN. In addition, local termination
reduces the likelihood of link layer timeouts across WANs. Similarly, DLSw ensures that the
broadcast of search frames is controlled by the DLSw when the location of a target system is
discovered.Figure 33-3 illustrates the flow of information and the use of local acknowledgment
in a DLSw environment.

Figure 33-3. DLSw Uses Local Acknowledgment to Control Data Flow
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DLSw SNA Support
One of the advantages inherent in DLSw is that it supplies broader device and media support
than previously available with SRB. DLSw accommodates a number of typical SNA environments
and provides for IEEE 802.2-compliant LAN support, which includes support for SNA physical
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DLSw Switch-to-Switch Protocol
Switch-to-Switch Protocol (SSP) is a protocol used between DLSw nodes (routers) to establish
connections, locate resources, forward data, and handle flow control and error recovery. This is
truly the essence of DLSw. In general, SSP does not provide for full routing between nodes
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DLSw Operation
DLSw involves several operational stages. Two DLSw partners establish two TCP connections
with each other. TCP connections provide the foundation for the DLSw communication. Because
TCP provides for reliable and guaranteed delivery of IP traffic, it ensures the delivery and
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The overall DLSw operational process can be broken into three basic components: capabilities
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exchange of information is negotiated when the session is initiated and during the course of
session operations. Circuit establishment in DLSw occurs between end systems. It includes
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DLSw Circuit Establishment

The process of circuit establishment between a pair of end systems in DLSw involves locating the
target end system and setting up data-link control (DLC) connections between each end system
and its local router. The specifics of circuit establishment differ based on traffic type.
One of the primary functions of DLSw is to provide a transport mechanism for SNA traffic. SNA
circuit establishment involves several distinct stages and is illustrated in Figure 33-6.
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Figure 33-6. DLSw Circuit Establishment Flow
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DLSw Flow Control

DLSw flow control involves adaptive pacing between DLSw routers. During the flow-control
negotiation, two independent, unidirectional flow-control mechanisms are established between
DLSw partners. Adaptive pacing employs a windowing mechanism that dynamically adapts to
buffer availability. Windows can be incremented, decremented, halved, or reset to zero. This
allows the DLSw nodes to control the pace of traffic forwarded through the network to ensure
integrity and delivery of all data.
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Granted units (the number of units that the sender has permission to send) are incremented with
a flow-control
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device to another. If this queue reaches a specified threshold or perhaps becomes full, the
number of granted units can be reduced until the queue utilization is reduced to a
satisfactory level.
Traffic priority— One of the unique capabilities of the SSP is its capability to prioritize

specific traffic. These priorities are identified by the Circuit Priority field in the DLSw
message frame. By providing a varying number of granted units to specific DLSw circuits,
the nodes can maintain different levels of priority to each circuit.
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DLSw Message Formats
Two message header formats are exchanged between DLSw nodes:
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The control message header is used for all messages except information frames (Iframes) and
independent flow control messages (IFCMs), which are sent in information header format.
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Figure 33-7. DLSw Control and Information Frames Have Their First 16
Bytes in Common
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Version number— When set to 0x31 (ASCII 1), indicates a decimal value of 49, which
identifies this device as utilizing DLSw version 1. This will allow future interoperability
between DLSw nodes using different versions of the DLSw standard. Currently, all devices
utilize DLSw version 1, so this field will always have the decimal value of 49.

Header length— When set to 0x48 for control messages, indicates a decimal value of 72
bytes. This value is set to 0x10 for information and independent flow control messages,
indicating a decimal value of 16 bytes.
Message length— Defines the number of bytes within the data field following the header.
Remote data-link correlator— Works in tandem with the remote DLC port ID to form a
64-bit circuit ID that identifies the DLC circuit within a single DLSw node. The circuit ID is
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Reserved None. Reserved fields are set to 0 upon transmission and
are ignored upon receipt.

Circuit priority— Provides for unsupported, low, medium, high, and highest circuit
priorities in the 3 low-order bits of this byte. At circuit start time, each circuit endpoint
provides priority information to its circuit partner. The initiator of the circuit chooses which
circuit priority is effective for the life of the circuit. If the priority is not implemented by the
nodes, the unsupported priority is used.
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List and describe the three operational phases of DLSw.
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What protocols does DLSw support?
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5:

6:

DLSw defines two message types. What are they, which has the larger header, and
is there anything in common between them?
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OSI Network Layer

The OSI protocol suite specifies two routing protocols at the network layer: End System-toIntermediate System (ES-IS) and Intermediate System-to-Intermediate System (IS-IS).
In addition, the OSI suite implements two types of network services: connectionless service and
connection-oriented service.
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Figure 34-2 illustrates the format of the OSI NSAP address, which identifies individual NSAPs.
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End-System NSAPs
An OSI end system (ES) often has multiple NSAP addresses, one for each transport entity that it
contains. If this is the case, the NSAP address for each transport entity usually differs only in the
last byte (called the n-selector). Figure 34-3 illustrates the relationship between a transport
entity, the NSAP, and the network service.
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The OSI presentation layer service is defined in the ISO 8822 standard and in the ITU-T X.216
recommendation. The OSI presentation protocol is defined in the ISO 8823 standard and in the
ITU-T X.226 recommendation. A connectionless version of the presentation protocol is specified
in the ISO 9576 standard.
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Common-Application Service Elements
Common-application service elements (CASEs) are ASEs that provide services used by a wide

variety of application processes. In many cases, multiple CASEs are used by a single application
entity. The following four CASEs are defined in the OSI specification:
Association control service element (ACSE)— Creates associations between two
application entities in preparation for application-to-application communication
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Background
The Internet protocols are the world's most popular open-system (nonproprietary) protocol suite
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Internet Protocol
The Internet Protocol (IP) is a network layer (Layer 3) protocol that contains addressing information
and some control information that enables packets to be routed. IP is documented in RFC 791 and is
the primary network layer protocol in the Internet protocol suite. Along with the Transmission Control
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Figure 35-2. Fourteen Fields Comprise an IP Packet
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Identification— Contains an integer that identifies the current datagram. This field is used to
help piece together datagram fragments.
Flags— Consists of a 3-bit field of which the two low-order (least-significant) bits control
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specifies whether the packet is the last fragment in a series of fragmented packets. The third or
high-order bit is not used.
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Figure 35-3. An IP Address Consists of 32 Bits, Grouped into 4 Octets
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IP addressing supports five different address classes: A, B, C, D, and E. Only classes A, B, and C are
available for commercial use. The left-most (high-order) bits indicate the network class. Table 35-1
provides reference information about the five IP address classes.
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.

Table 35-1. Reference Information About the Five IP Address Classes

Concise overviews of technologies essential to networking professionals at all
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Figure 35-4 illustrates the format of the commercial IP address classes. (Note the high-order bits in
each class.)

Figure 35-4. IP Address Formats A, B, and C Are Available for Commercial
Use
[View full size image]
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The class of address can be determined easily by examining the first octet of the address and mapping
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octet is 172. Because 172 falls between 128 and 191, 172.31.1.2 is a Class B address. Figure 35-5
summarizes the range of possible values for the first octet of each address class.
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IP Subnet Addressing
IP networks can be divided into smaller networks called subnetworks (or subnets). Subnetting
provides the network administrator with several benefits, including extra flexibility, more efficient use
of
and the capability to contain broadcast traffic (a broadcast will not cross a
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Figure 35-7. A Sample Subnet Mask Consists of All Binary 1s and 0s
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Figure 35-8. Subnet Mask Bits Come from the High-Order Bits of the Host
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The default subnet mask for a Class B address that has no subnetting is 255.255.0.0, while the subnet
mask for a Class B address 171.16.0.0 that specifies 8 bits of subnetting is 255.255.255.0. The reason
for this is that 8 bits of subnetting, or 28 – 2 (1 for the network address and 1 for the broadcast
address) = 254 subnets possible, with 28 – 2 = 254 hosts per subnet.
The subnet mask for a Class C address 192.168.2.0 that specifies 5 bits of subnetting is

255.255.255.248. With 5 bits available for subnetting, 2 5 – 2 = 31 subnets possible, with 23 – 2 = 6
hosts per subnet.
The reference charts shown in Table 35-2 and Table 35-3 can be used when planning Class B and C
networks to determine the required number of subnets and hosts, and the appropriate subnet mask.
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How Subnet Masks Are Used to Determine the Network Number
The router performs a set process to determine the network (or, more specifically, the subnetwork)

address. First, the router extracts the IP destination address from the incoming packet and retrieves
the internal subnet mask. It then performs a logical AND operation to obtain the network number. This
causes the host portion of the IP destination address to be removed, while the destination network
number remains. The router then looks up the destination network number and matches it with an
outgoing interface. Finally, it forwards the frame to the destination IP address. Specifics regarding the
logical AND operation are discussed in the following section.
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Address Resolution Protocol Overview
For two machines on a given network to communicate, they must know the other machine's
physical (or MAC) addresses. By broadcasting Address Resolution Protocols (ARPs), a host can
dynamically discover the MAC-layer address corresponding to a particular IP network layer
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Internet Routing
Internet routing devices traditionally have been called gateways. In today's terminology,
however, the term gateway refers specifically to a device that performs application layer protocol
translation between devices. Interior gateways refer to devices that perform these protocol
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Routers within the Internet are organized hierarchically. Routers used for information exchange
within autonomous systems are called interior routers, which use a variety of Interior Gateway
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Protocols (IGPs) to accomplish this purpose. The Routing Information Protocol (RIP) is an
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move information between autonomous systems are called exterior routers. These
routers use an Exterior Gateway Protocol to exchange information between autonomous
systems. The Border Gateway Protocol (BGP) is an example of an Exterior Gateway Protocol.
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Internet Control Message Protocol
The Internet Control Message Protocol (ICMP) is a network layer Internet protocol that provides
message packets to report errors and other information regarding IP packet processing back to
the source. ICMP is documented in RFC 792.
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When an ICMP destination unreachable message is sent by a router, it means that the router is
incapable of sending the package to its final destination. The router then discards the original
packet. Two reasons exist for why a destination might be unreachable. Most commonly, the
source host has specified a nonexistent address. Less frequently, the router does not have a
route to the destination.
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decisions for their networks.
messages to discover the addresses of routers on directly attached subnets. Each router
periodically multicasts router advertisement messages from each of its interfaces. Hosts then
discover addresses of routers on directly attached subnets by listening for these messages. Hosts
can use router solicitation messages to request immediate advertisements rather than waiting
for unsolicited messages.

IRDP offers several advantages over other methods of discovering addresses of neighboring
routers. Primarily, it does not require hosts to recognize routing protocols, nor does it require
manual configuration by an administrator.
Router advertisement messages enable hosts to discover the existence of neighboring routers,
but not which router is best to reach a particular destination. If a host uses a poor first-hop
router to reach a particular destination, it receives a redirect message identifying a better
choice.
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Transmission Control Protocol
The Transmission Control Protocol (TCP) provides reliable transmission of data in an IP
environment. TCP corresponds to the transport layer (Layer 4) of the OSI reference model.
Among the services that TCP provides are stream data transfer, reliability, efficient flow control,
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indicates to the destination the next byte that the source expects to receive. Bytes
not acknowledged within a specified time period are retransmitted. The reliability mechanism of
TCP allows devices to deal with lost, delayed, duplicate, or misread packets. A timeout
mechanism allows devices to detect lost packets and request retransmission.
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TCP Connection Establishment
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host has received bytes 0 through 19, and expects byte 20 next. This technique is called forward
acknowledgment. Host A then acknowledges all bytes that Host B sent with a forward
acknowledgment indicating the next byte Host A expects to receive (ACK = Y + 1). Data transfer
then can begin.

Positive Acknowledgment and Retransmission
A simple transport protocol might implement a reliability and flow control technique in which the
source sends one packet, starts a timer, and waits for an acknowledgment before sending a new
packet. If the acknowledgment is not received before the timer expires, the source retransmits
the packet. Such a technique is called positive acknowledgment and retransmission (PAR) .
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A TCP sliding window provides more efficient use of network bandwidth than PAR because it
enables hosts to send multiple bytes or packets before waiting for an acknowledgment.
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TCP Packet Format

Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
Figure 35-10 illustrates the fields and overall format of a TCP packet.
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
Figure 35-10. Twelve Fields Comprise a TCP Packet
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

•

Table of Contents

•

Index

Internetworking Technologies Handbook, Fourth Edition
By Cisco Systems, Inc.

Publisher: Cisco Press
Pub Date: September 11, 2003
ISBN: 1-58705-119-2
Pages: 1128

TCP
Packet
Field
Descriptions
The updated
edition
of the
best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
The following descriptions summarize the TCP packet fields illustrated in Figure 35-10:
Concise overviews of technologies essential to networking professionals at all levels, from
novice toport
Source
expert.
and destination port— Identifies points at which upper-layer source and
destination processes receive TCP services.
New chapters include coverage of important topics like VoIP and EAP
Sequence number— Usually specifies the number assigned to the first byte of data in the
Coverage
of cutting
technologies like optical networking
current message.
In edge
the connection-establishment
phase, this and
fieldstorage
also can be used to
identify an initial sequence number to be used in an upcoming transmission.
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Acknowledgment number— Contains the sequence number of the next byte of data that
Internetworking
Fourth Edition, is a comprehensive reference that
the sender Technologies
of the packet Handbook
expects to, receive.
enables networking professionals to understand and implement contemporary internetworking
technologies.
MasterIndicates
the terms,
technologies,
and
in today's networking
Data offset—
theconcepts,
number of
32-bit words
in devices
the TCP used
header.
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete
Reserved—
with newRemains
and updated
reserved
chapters
for future
on security,
use.
storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
Flags—
Carries a variety
of control
information, including the SYN and ACK bits used for
networking
professionals,
regardless
of expertise.
connection establishment, and the FIN bit used for connection termination.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
Window—
Specifies
the size involved.
of the sender's
receive technology
window (that
is, the buffer
space on
hardware,
protocols,
and services
Fundamental
information
is provided
available
forintegral
incoming
data). and services, including detailed descriptions, review questions
a broad
range of
systems
to ensure concept comprehension and retention, and additional resources for further study.
Checksum—
Indicates
whether
was damaged
transit.
Coverage
is also extended
not
only to the
newheader
networking
concepts,inbut
also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
Urgent pointer—
Points
to guidelines
the first urgent
data bytesystem
in the packet.
professionals
operate. Tools
and
for optimizing
performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
Options— Specifies various TCP options.
decisions for their networks.
Data— Contains upper-layer information.

User Datagram Protocol
TheUser Datagram Protocol (UDP) is a connectionless transport layer protocol (Layer 4) that
belongs to the Internet protocol family. UDP is basically an interface between IP and upper-layer
processes. UDP protocol ports distinguish multiple applications running on a single device from
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Internet Protocols Application Layer Protocols
The Internet protocol suite includes many application layer protocols that represent a wide
variety of applications, including the following:
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Summary
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6:
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Description of IPv6 Packet Header
The simplified header is 40 bits long and the format consists of Version, Class, Flow Label,
Payload Length, Next Header, Hop Limit, Source Address, Destination Address, Data, and
Payload fields.
•

Table of Contents

•

Index

Internetworking Technologies Handbook, Fourth Edition
By Cisco Systems, Inc.

Publisher: Cisco Press
Pub Date: September 11, 2003
ISBN: 1-58705-119-2
Pages: 1128

The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Hexadecimal "Hex"
At its simplest, hex numbers are base 16. Decimal is base 10, counting from 0 to 9, as we do in
decimal, and then adding a column to make 10. Counting in hex goes from 0 to F before adding
a column. The characters A through F represent the decimal values of 10 through 15, as
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Counting in hex goes as follows: 0 1 2 3 4 5 6 7 8 9 A B C D E F 10 11 12 13 14 15 16 17 18 19
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Addressing Description
Let's look at an example of IPv6 address. The address is an eight-part hex address separated by
colons (" :"). Each part n can equal a 16-bit number and is eight parts long, providing a 128-bit
address length (16 x 8 = 128),
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Broadcasting Methods
Included in IPv6 are a number of new broadcasting methods:
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Unicast is a communication between a single host and a single receiver. Packets sent to a unicast
address are delivered to the interface identified by that address, as seen in Figure 36-3.
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Figure 36-4. Multicast Sends Packets to a Subnet, and Defined Devices
Listen for Multicast Packets
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Summary
Some of the benefits of IPv6 seem obvious: greater addressing space, built-in QoS, and better
routing performance and services. However, a number of barriers must be overcome before the
implementation of IPv6. The biggest question for most of us will be what the business need is for
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4:

bits does the new expanded addressing provide?

What other benefits does expanded addressing provide?
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What are the new broadcast methods included in IPv6?
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Background
NetWare is a network operating system (NOS) that provides transparent remote file access and
numerous other distributed network services, including printer sharing and support for various
applications such as electronic mail transfer and database access. NetWare specifies the upper
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remote procedure call and returns the requested information to the local client.
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Figure 37-1 illustrates the NetWare protocol suite, the media-access protocols on which NetWare
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NetWare Media Access
The NetWare suite of protocols supports several media-access (Layer 2) protocols, including
Ethernet/IEEE 802.3, Token Ring/IEEE 802.5, Fiber Distributed Data Interface (FDDI), and
Point-to-Point Protocol (PPP). Figure 37-2 highlights NetWare's breadth of media-access support.
•

Table of Contents

•

Index

Internetworking Technologies Handbook, Fourth Edition
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Internetwork Packet Exchange Overview
Internetwork Packet Exchange ( IPX) is the original NetWare network layer (Layer 3) protocol
used to route packets through an internetwork. IPX is a connectionless datagram-based network
protocol and, as such, is similar to the Internet Protocol found in TCP/IP networks.
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one of the system's network interface cards (NICs), is 48 bits long.
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IPX Encapsulation Types
Novell NetWare IPX supports multiple encapsulation schemes on a single router interface,
provided that multiple network numbers are assigned. Encapsulation is the process of packaging
upper-layer protocol information and data into a frame. NetWare supports the following four
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Novell Proprietary— Also called 802.3 raw or Novell Ethernet_802.3, Novell proprietary
serves as the initial encapsulation scheme that Novell uses. It includes an Institute of
Electrical and Electronic Engineers (IEEE) 802.3 Length field, but not an IEEE 802.2 (LLC)
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header. The IPX header immediately follows the 802.3 Length field.
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Ethernet version 2— Also called Ethernet-II or ARPA, Ethernet version 2 includes the
standard Ethernet Version 2 header, which consists of Destination and Source Address
fields followed by an EtherType field.
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Figure 37-3. Four IPX Encapsulation Types Exist
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Service Advertisement Protocol
TheService Advertisement Protocol (SAP) is an IPX protocol through which network resources
such as file servers and print servers advertise their addresses and the services that they
provide. Advertisements are sent via SAP every 60 seconds. Services are identified by a
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frequently in NetWare 4.0 networks because workstations can locate services by consulting a
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The updated edition of the best-selling all-in-one networking reference provides coverage of
essential
and cutting-edge technologies.
SAP
Filters
Using the SAP identifier, SAP advertisements can be filtered on a router's input or output port, or
Concise overviews of technologies essential to networking professionals at all levels, from
from a specific router. SAP filters conserve network bandwidth and are especially useful in large
novice to expert.
Novell installations where hundreds of SAP services exist.
New chapters include coverage of important topics like VoIP and EAP
In general, the use of SAP filters is recommended for services that are not required for a
particular
network.
Remote
sites,
for example,
do not need
to storage
receive SAP advertising
Coverage
of cutting
edge
technologies
likeprobably
optical networking
and
print services located at a central site. A SAP output filter at the central site (preferred), or a SAP
input Authored
filter thatby
uses
theSystems,
SAP identifier
for a print
server
at the remote
site
prevents the router
Cisco
worldwide
leader
in networking
for the
Internet.
from including print services in SAP updates.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

NetWare Transport Layer
TheSequenced Packet Exchange (SPX) protocol is the most common NetWare transport protocol
at Layer 4 of the OSI model. SPX resides atop IPX in the NetWare Protocol Suite. SPX is a
reliable, connection-oriented protocol that supplements the datagram service provided by the
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NetWare Upper-Layer Protocols and Services
NetWare supports a wide variety of upper-layer protocols, including NetWare Shell, NetWare
Remote Procedure Call, NetWare Core Protocol, and Network Basic Input/Output System.
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NetWare Core Protocol (NCP) is a series of server routines designed to satisfy application
requests coming from, for example, the NetWare shell. The services provided by NCP include file
access, printer access, name management, accounting, security, and file synchronization.
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IPX Packet Format
The IPX packet is the basic unit of Novell NetWare internetworking. Figure 37-4 illustrates the
format of a NetWare IPX packet.
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Figure 37-4. A NetWare IPX Packet Consists of 11 Fields
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(FFFF).
Packet length— Specifies the length, in bytes, of a complete IPX datagram. IPX packets
can be any length, up to the media maximum transmission unit (MTU) size (no packet
fragmentation allowed).

Transport control— Indicates the number of routers through which the packet has
passed. When this value reaches 16, the packet is discarded under the assumption that a
routing loop might be occurring.
Packet type— Specifies which upper-layer protocol should receive the packet's
information. It has two common values:
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Destination network, Destination node, and Destination socket— Specify destination
information.
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Source network, Source node, and Source socket— Specify source information.
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Summary
IPX is still installed in millions of computers in the NetWare networks. However, there has been a
large change from IPX to IP within those environments, and this trend is likely to continue, with
Novell supporting native IP within its networking environments.
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Review Questions
1:

What are the two types of routing protocols used by IPX?

2:

Index information is used by IPX RIP to determine a path for network traffic?
What

•
•

Table of Contents

Internetworking Technologies Handbook, Fourth Edition

3: What
By Cisco Systems,
Inc.are
4:

the two parts of an IPX address?

How do Novell stations discover services available on the network?
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5:

What protocol is used at the transport layer?
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How

do IPX stations map the MAC address to an IPX address?

7:

What enhancement in NetWare 4.0 reduces the need for SAPs?

8:

What services are provided by NetWare Core Protocol?
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additional protocols implemented in AppleTalk networks, including protocols used
in the upper layers of the OSI reference model.
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Introduction
AppleTalk, a protocol suite developed by Apple Computer in the early 1980s, was developed in
conjunction with the Macintosh computer. AppleTalk's purpose was to allow multiple users to
share resources, such as files and printers. The devices that supply these resources are called
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AppleTalk was designed with a transparent network interface—that is, the interaction between
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Two versions of AppleTalk exist: AppleTalk Phase 1 and AppleTalk Phase 2.
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AppleTalk Phase 1, which is the first AppleTalk specification, was developed in the early 1980s
strictly for use in local workgroups. Phase 1 therefore has two key limitations: Its network
segments can contain no more than 135 hosts and 135 servers, and it can support only
nonextended networks. Extended and nonextended networks will be discussed in detail later in
the
Networks"
and "Nonextended
Networks."
The sections
updated "Extended
edition of the
best-selling
all-in-one networking
reference provides coverage of
essential and cutting-edge technologies.
AppleTalk Phase 2, which is the second enhanced AppleTalk implementation, was designed for
use in larger internetworks. Phase 2 addresses the key limitations of AppleTalk Phase 1 and
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AppleTalk Network Components
AppleTalk networks are arranged hierarchically. Four basic components form the basis of an
AppleTalk network: sockets, nodes, networks, and zones. Figure 38-1 illustrates the hierarchical
organization of these components in an AppleTalk internetwork. Each of these concepts is
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Figure 38-1. The AppleTalk Internetwork Consists of a Hierarchy of
Components
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Sockets
AnAppleTalk socket is a unique, addressable location in an AppleTalk node. It is the logical point
at which upper-layer AppleTalk software processes and the network layer Datagram Delivery
Protocol (DDP) interact. These upper-layer processes are known as socket clients. Socket clients

own one or more sockets, which they use to send and receive datagrams. Sockets can be
assigned statically or dynamically. Statically assigned sockets are reserved for use by certain
protocols or other processes. Dynamically assigned sockets are assigned by DDP to socket clients
upon request. An AppleTalk node can contain up to 254 different socket numbers. Figure 38-2
illustrates the relationship between the sockets in an AppleTalk node and DDP at the network
layer.
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Nodes
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
AnAppleTalk node is a device that is connected to an AppleTalk network. This device might be a
networking professionals, regardless of expertise.
Macintosh computer, a printer, an IBM PC, a router, or some other similar device. Within each
AppleTalk node exist numerous software processes called sockets. As discussed earlier, the
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
function of these sockets is to identify the software processes running in the device. Each node in
hardware, protocols, and services involved. Fundamental technology information is provided on
an AppleTalk network belongs to a single network and a specific zone.
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cable is comprised of either a single physical cable or multiple physical cables interconnected by
using bridges or routers. AppleTalk networks can be nonextended or extended. Each is discussed
briefly in the following sections.

Nonextended Networks

Anonextended AppleTalk network is a physical network segment that is assigned only a single
network number, which can range between 1 and 1024. Network 100 and network 562, for
example, are both valid network numbers in a nonextended network. Each node number in a
nonextended network must be unique, and a single nonextended network segment cannot have
more than one AppleTalk Zone configured on it. (A zone is a logical group of nodes or networks.)
AppleTalk Phase 1 supports only nonextended networks, but as a rule, nonextended network
configurations
areofno
longer used in new networks because they have been superseded by
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extended
networks.
Figure
38-3 illustrates a nonextended AppleTalk network.
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Figure 38-3. A Nonextended Network Is Assigned Only One Network
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AppleTalk Physical and Data Link Layers
As with other popular protocol suites, such as TCP/IP and IPX, the AppleTalk architecture
maintains media-access dependencies on such lower-layer protocols as Ethernet, Token Ring,
and FDDI. Four main media-access implementations exist in the AppleTalk protocol suite:
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IEEE 802.3 (using EtherTalk), Token Ring/IEEE 802.5 (using TokenTalk), and FDDI (using
FDDITalk). In addition, AppleTalk implements its own network interface, known as LocalTalk.
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Figure 38-6. AppleTalk Media-Access Implementations Map to the
Bottom Two Layers of the OSI Reference Model
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TheEtherTalk Link Access Protocol (ELAP) handles the interaction between the proprietary
AppleTalk protocols and the standard IEEE 802.3 data link layer. Upper-layer AppleTalk
protocols do not recognize standard IEEE 802.3 hardware addresses, so ELAP uses the Address
Mapping Table (AMT) maintained by the AppleTalk Address Resolution Protocol (AARP) to

properly address transmissions.
ELAP handles the interaction between upper-layer protocols of AppleTalk and the data link layer
by encapsulating or enclosing the data inside the protocol units of the 802.3 data link layer.
ELAP performs three levels of encapsulation when transmitting DDP packets:
Subnetwork Access Protocol (SNAP) header
•
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This process of encapsulation performed by the ELAP is detailed in the following section.
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ELAP uses a specific process to transmit data across the physical medium. First, ELAP receives a
DDP packet that requires transmission. Next, it finds the protocol address specified in the DDP
header and checks the AMT to find the corresponding IEEE 802.3 hardware address. ELAP then
prepends three different headers to the DDP packet, beginning with the SNAP and 802.2 LLC
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from the AMT is placed in the Destination Address field. The result,
an IEEE 802.3 frame, is placed on the physical medium for transmission to the destination.
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Regulating
Access to the Physical Media
LLAP implements a media-access scheme known as carrier sense multiple access collision
avoidance (CSMA/CA), whereby nodes check the link to see whether it is in use. The link must be
idle for a certain random period of time before a node can begin transmitting data. LLAP uses
data exchanges known as handshakes to avoid collisions (that is, simultaneous transmissions by

two or more nodes). A successful handshake between nodes effectively reserves the link for their
use. If two nodes transmit a handshake simultaneously, the transmissions collide. In this case,
both transmissions are damaged, causing the packets to be discarded. The handshake exchange
is not completed, and the sending nodes infer that a collision occurred. When the collision
occurs, the device remains idle for a random period of time and then retries its transmission.
This process is similar to the access mechanism used with Ethernet technology.
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Systems,data
Inc. link layer node addresses dynamically. The process allows a unique data link
layer address to be assigned without permanently assigning the address to the node. When a
node starts up, LLAP assigns the node a randomly chosen node identifier (node ID). The
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The node therefore is assigned another randomly chosen node ID and sends
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out another
packet addressed to that node until no reply returns. If the acquiring node does not
receive a reply to the first query, it makes a number of subsequent attempts. If there is still no
reply after these attempts, the node ID is considered unique, and the node uses this node ID as
its data link layer address.
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
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Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
TheTokenTalk Link Access Protocol (TLAP) handles the interaction between the proprietary
enables networking professionals to understand and implement contemporary internetworking
AppleTalk protocols and the standard IEEE 802.5 data link layer. Upper-layer AppleTalk
technologies. Master the terms, concepts, technologies, and devices used in today's networking
protocols do not recognize standard IEEE 802.5 hardware addresses, so TLAP uses the AMT
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
maintained by the AARP to properly address transmissions. TLAP performs three levels of
Complete with new and updated chapters on security, storage, optical networking, scalability,
encapsulation when transmitting DDP packets:
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
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specified in the DDP header and then checks the AMT to find the corresponding IEEE
802.5/Token Ring hardware address. Next, TLAP prepends three different headers to the DDP
packet, beginning with the SNAP and 802.2 LLC headers. When the third header, IEEE
802.5/Token Ring, is prepended to the packet, the hardware address received from the AMT is
placed in the Destination Address field. The result, an IEEE 802.5/Token Ring frame, is placed on

the physical medium for transmission to the destination.

FDDITalk
FDDITalk extends the data link layer to allow the AppleTalk protocol suite to operate atop a
standard ANSI FDDI implementation. FDDITalk networks are organized exactly as FDDI
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Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Network Addresses
AppleTalk utilizes addresses to identify and locate devices on a network in a manner similar to
the process utilized by such common protocols as TCP/IP and IPX. These addresses, which are
assigned dynamically as discussed in the following section, are composed of three elements:
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Socket
number— An 8-bit number that identifies a specific socket running on a network
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node
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AppleTalk addresses usually are written as decimal values separated by a period. For example,
10.1.50 means network 10, node 1, socket 50. This also might be represented as 10.1, socket
50.Figure 38-7 illustrates the AppleTalk network address format.
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.

Figure 38-7. The AppleTalk Network Address Consists of Three Distinct
Numbers
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Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage
also extended
not only to new networking concepts, but also to older, legacy
Networkis Address
Assignment
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
One of the unique characteristics of AppleTalk is the dynamic nature of device addresses. It is
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
not necessary to statically define an address to an AppleTalk device. Instead, AppleTalk nodes
decisions for their networks.
are assigned addresses dynamically when they first attach to a network.
When an AppleTalk network node starts up, it receives a provisional network layer address. The
network portion of the provisional address (the first 16 bits) is selected from the startup range,
which is a reserved range of network addresses (values 65280 to 65534). The node portion (the
next 8 bits) of the provisional address is chosen randomly.

Using the Zone Information Protocol (ZIP), the node communicates with a router attached to the
network. The router replies with the valid cable range for the network to which the node is
attached. Next, the node selects a valid network number from the cable range supplied by the
router and then randomly chooses a node number. A broadcast message is used to determine
whether the selected address is in use by another node.
If the address is not being used (that is, no other node responds to the broadcast within a
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The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

AppleTalk Address Resolution Protocol
AppleTalk Address Resolution Protocol (AARP) is a network layer protocol in the AppleTalk
protocol suite that associates AppleTalk network addresses with hardware addresses. AARP
services are used by other AppleTalk protocols. When an AppleTalk protocol has data to
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•
Index
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Because AARP is a media-dependent protocol, the method used to request a hardware address
from a node varies depending on the data link layer implementation. Typically, a broadcast
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Address
Mapping Table

Each AppleTalk node contains an Address Mapping Table (AMT), where hardware addresses are
associated with network addresses. Each time AARP resolves a network and hardware address
combination, the mapping is recorded in the AMT.
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential
and
Over time,
thecutting-edge
potential fortechnologies.
an AMT entry to become invalid increases. For this reason, each AMT
entry typically has a timer associated with it. When AARP receives a packet that verifies or
changes the entry, the timer is reset.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
If the timer expires, the entry is deleted from the AMT. The next time an AppleTalk protocol
wants to communicate with that node, another AARP request must be transmitted to discover
New chapters include coverage of important topics like VoIP and EAP
the hardware address.
Coverage of cutting edge technologies like optical networking and storage
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AARP checks the AMT to see whether the network address is already mapped to a hardware
address. If the addresses are already mapped, the hardware address is passed to the inquiring
AppleTalk protocol, which uses it to communicate with the destination. If the addresses are not
mapped, AARP transmits a broadcast requesting that the node using the network address in

question supply its hardware address.
When the request reaches the node using the network address, that node replies with its
hardware address. If no node exists with the specified network address, no response is sent.
After a specified number of retries, AARP assumes that the protocol address is not in use and
returns an error to the inquiring AppleTalk protocol. If a response is received, the hardware
address is associated to the network address in the AMT. The hardware address then is passed to
the inquiring AppleTalk protocol, which uses it to communicate with the destination node.
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Datagram Delivery Protocol Overview
TheDatagram Delivery Protocol (DDP) is the primary network layer routing protocol in the
AppleTalk protocol suite that provides a best-effort connectionless datagram service between
AppleTalk sockets. As with protocols such as TCP, no virtual circuit or connection is established
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Reception of packets— DDP receives frames from the data link layer, examines the DDP
header to find the destination address, and routes the packet to the destination socket.
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If the destination network number is within the cable range of the local network, the packet is
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
encapsulated in a DDP header and is passed to the data link layer for transmission to the
enables networking professionals to understand and implement contemporary internetworking
destination node. If the destination network number is not within the cable range of the local
technologies. Master the terms, concepts, technologies, and devices used in today's networking
network, the packet is encapsulated in a DDP header and is passed to the data link layer for
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
transmission to a router. Intermediate routers use their routing tables to forward the packet
Complete with new and updated chapters on security, storage, optical networking, scalability,
toward the destination network. When the packet reaches a router attached to the destination
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
network, the packet is transmitted to the destination node.
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

AppleTalk Transport Layer
The transport layer in AppleTalk implements reliable internetwork data-transport services that
are transparent to upper layers. Transport layer functions typically include flow control,
multiplexing, virtual circuit management, and error checking and recovery.
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Figure 38-8 illustrates a typical RTMP routing table.

Figure 38-8. An RTMP Routing Table Contains Information About Each
Destination Network Known to the Router
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Name Binding
Name binding is the process of mapping NVE entity names with network addresses. Each

AppleTalk node maps the names of its own NVEs to its network addresses in a names table. The
combination of all the names tables in all internetwork nodes is known as the names directory,
which is a distributed database of all name-to-address mappings. Name binding can occur when
a node is first started up or dynamically immediately before the named entity is accessed.
NBP performs the following four functions: name lookup, name recognition, name confirmation,
and name deletion. Name lookup is used to learn the network address of an NVE before the
services in that NVE are accessed. NBP checks the names directory for the name-to-address
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AppleTalk protocol suite that allows two or more AppleTalk internetworks to be interconnected
through a Transmission Control Protocol/Internet Protocol (TCP/IP) network to form an
AppleTalk WAN. AURP encapsulates packets in User Datagram Protocol (UDP) headers, allowing
them
to be transported
transparently
a TCP/IP
network.
An AURP
implementation
has
The updated
edition of the
best-sellingthrough
all-in-one
networking
reference
provides
coverage of
two
components:
exterior
routers
and
AURP
tunnels.
essential and cutting-edge technologies.
Exterior routers connect a local AppleTalk internetwork to an AURP tunnel. Exterior routers
convert
AppleTalk
data and
routing information
and perform
encapsulation
and deConcise
overviews
of technologies
essentialtotoAURP
networking
professionals
at all levels,
from
encapsulation
AppleTalk traffic. An exterior router functions as an AppleTalk router in the local
novice to of
expert.
network and as an end node in the TCP/IP network. When exterior routers first attach to an
chapters
include coverage
of importantwith
topics
likeexterior
VoIP and
EAP Thereafter, exterior
AURPNew
tunnel,
they exchange
routing information
other
routers.
routers send routing information only under the following circumstances:
Coverage of cutting edge technologies like optical networking and storage
Authored
by Cisco
in networking
for the Internet.
When
a network
is Systems,
added to worldwide
or removedleader
from the
routing table
Internetworking
Technologies
Handbook
, Fourth Edition, is a comprehensive reference that
When the distance
to a network
is changed
enables networking professionals to understand and implement contemporary internetworking
When a change
in the
path concepts,
to a network
causes theand
exterior
router
that
network
technologies.
Master the
terms,
technologies,
devices
usedtoinaccess
today's
networking
through
itshow
localtointernetwork
rather than through
the tunnel,
orathrough
theenvironment.
tunnel rather
industry.
Learn
incorporate internetworking
technologies
into
LAN/WAN
than with
through
internetwork
Complete
newthe
andlocal
updated
chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
An
AURP tunnel
functions as
a single,of
virtual
data link between remote AppleTalk internetworks.
networking
professionals,
regardless
expertise.
Any number of physical nodes can exist in the path between exterior routers, but these nodes
are
transparent
to the
AppleTalk
networks. Two
kinds
ofWAN
AURPnetworking,
tunnels exist:
point-to-point
Readers
will obtain
a greater
understanding
of LAN
and
particularly
the
tunnels
andprotocols,
multipoint
tunnels.
A point-to-point
AURP tunnel
connectsinformation
only two exterior
routers.
hardware,
and
services
involved. Fundamental
technology
is provided
on
A
multipoint
AURP
tunnel systems
connectsand
three
or more
exterior detailed
routers. descriptions,
Two kinds of review
multipoint
a broad
range
of integral
services,
including
questions
tunnels
also
exist. comprehension
A fully connected
multipoint
tunnel
enables all
connected
to ensure
concept
and
retention,
and additional
resources
forexterior
further routers
study. to
send
packets
to one
another.
connectedconcepts,
multipoint
or more
exterior
Coverage
is also
extended
notWith
onlyatopartially
new networking
buttunnel,
also toone
older,
legacy
routers
aware only
of some,
notpicture
all, of the
other
exterior networking
routers. Figure
38-9 illustrates
two
systems,are
providing
a more
realistic
of the
real-world
environments
in which
AppleTalk
LANs
connected
via
a point-to-point
tunnel.
professionals
operate.
Tools
and
guidelines for AURP
optimizing
system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Figure 38-9. An AURP Tunnel Acts as a Virtual Link Between Remote
Networks

•

Table of Contents

•

Index

Internetworking Technologies Handbook, Fourth Edition
By Cisco Systems, Inc.

Publisher: Cisco Press
Pub Date: September 11, 2003
ISBN: 1-58705-119-2

AURPPages:
Encapsulation
1128
When exchanging routing information or data through an AURP tunnel, AppleTalk packets must
be converted from RTMP, ZIP, and (in the Cisco implementation) Enhanced IGRP to AURP. The
packets then are encapsulated in User Datagram Protocol (UDP) headers for transport across the
TCP/IP network. The conversion and encapsulation are performed by exterior routers, which
The updated edition of the best-selling all-in-one networking reference provides coverage of
receive AppleTalk routing information or data packets that must be sent to a remote AppleTalk
essential and cutting-edge technologies.
internetwork. The exterior router converts the packets to AURP packets, and these packets then
are encapsulated in UDP headers and are sent into the tunnel (that is, the TCP/IP network).
Concise overviews of technologies essential to networking professionals at all levels, from
The TCP/IP
treats the packets as normal UDP traffic. The remote exterior router receives
novicenetwork
to expert.
the UDP packets and removes the UDP header information. The AURP packets then are converted
back New
into their
original
format,
whether
as routingtopics
information
or data
packets. If the AppleTalk
chapters
include
coverage
of important
like VoIP
and EAP
packets contain routing information, the receiving exterior router updates its routing tables
accordingly.
If the
packets
contain
data destined
for an networking
AppleTalk node
on the local network, the
Coverage
of cutting
edge
technologies
like optical
and storage
traffic is sent out the appropriate interface.
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
AppleTalk
Transaction
Protocol
enables networking
professionals
to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
The
AppleTalk
Transaction
Protocol (ATP)
is a transport
layer protocol
inLAN/WAN
the AppleTalk
protocol
industry.
Learn
how to incorporate
internetworking
technologies
into a
environment.
suite
that
handles
transactions
between
two
AppleTalk
sockets.
A
transaction
consists
of
Complete with new and updated chapters on security, storage, optical networking, scalability,
transaction
requests
responses,
which
are exchanged
by the
socketto all
and speed, this
book and
is a transaction
complete and
up-to-date
reference
to the topics
thatinvolved
are essential
clients.
networking professionals, regardless of expertise.
The
requesting
socket
client sends
a transaction
request
asking
that the receiving
client
perform
Readers
will obtain
a greater
understanding
of LAN
and WAN
networking,
particularly
the
some
action.
Upon receiving
the request,
theFundamental
client performs
the requested
actionisand
returnson
hardware,
protocols,
and services
involved.
technology
information
provided
the
appropriate
in a transaction
response.
In transmitting
transaction
requests
and
a broad
range ofinformation
integral systems
and services,
including
detailed descriptions,
review
questions
responses,
ATP performs
most of the
layer functions,
to ensure concept
comprehension
andimportant
retention,transport
and additional
resources including
for further study.
acknowledgment
and retransmission,
sequencing,
and segmentation
and reassembly.
Coverage is also extended
not only to packet
new networking
concepts,
but also to older,
legacy
systems, providing a more realistic picture of the real-world networking environments in which
Several
session
layer protocols
over ATP,
thesystem
AppleTalk
Session Protocol
(ASP) and
professionals
operate.
Tools andrun
guidelines
forincluding
optimizing
performance
will increase
the Printer Access
Protocolefficiency,
(PAP). These
two the
upper-layer
AppleTalk
protocols are
discussed later
productivity
and improve
helping
reader make
more intelligent,
cost-efficient
in this chapter.
decisions
for their networks.
Responding devices behave differently depending on which of two types of transaction services is
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when repetition of the transaction request is the same as executing it once. If a transaction
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not executed more than once.
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The AppleTalk Filing Protocol (AFP) is implemented at the presentation and application layers of
the AppleTalk protocol suite. In general, the presentation layer provides a variety of coding and
conversion functions that are applied to application layer data. The application layer interacts
with software applications (which are outside the scope of the OSI model) that implement a
communicating component. Application layer functions typically include identifying
The updated edition of the best-selling all-in-one networking reference provides coverage of
communication partners, determining resource availability, and synchronizing communication.
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Figure 38-10 illustrates how the upper layers of the AppleTalk protocol suite map to the OSI
model.
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AppleTalk Data Stream Protocol
TheAppleTalk Data Stream Protocol (ADSP) is a session layer protocol in the AppleTalk protocol
suite that establishes and maintains full-duplex communication between two AppleTalk sockets.

ADSP guarantees that data is correctly sequenced and that packets are not duplicated. ADSP
also implements a flow-control mechanism that allows a destination to slow source transmissions
by reducing the size of the advertised receive window. ADSP runs directly on top of the DDP.
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Figure 38-11. Zone Information Tables Assist in Zone Identification
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TheAppleTalk Session Protocol (ASP) is a session layer protocol in the AppleTalk protocol suite
that establishes and maintains sessions between AppleTalk clients and servers. ASP allows a
client to establish a session with a server and to send commands to that server. Multiple client
sessions to a single server can be maintained simultaneously. ASP uses many of the services

provided by lower-layer protocols, such as ATP and NBP.

Printer Access Protocol Overview
ThePrinter Access Protocol (PAP) is a session layer protocol in the AppleTalk protocol suite that
allows client workstations to establish connections with servers, particularly printers. A session
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This allows a print server, for example, to process jobs from several different
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AppleTalk Protocol Suite
Figure 38-12 illustrates the entire AppleTalk protocol suite and shows how it maps to the OSI
reference model.
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Figure 38-12. The AppleTalk Protocol Suite Maps to Every Layer of the
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DDP Packet Format

The following descriptions summarize the fields associated with the DDP packets. This packet has
two forms:

Short DDP packet— The short format is used for transmissions between two nodes on the
same network segment in a nonextended network only. This format is seldom used in new
networks.
Extended DDP packet— The extended format is used for transmissions between nodes
with different network numbers (in a nonextended network) and for any transmissions in
an extended network.
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Figure 38-13 illustrates the format of the extended DDP packet.
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Figure 38-13. An Extended DDP Packet Consists of 13 Fields
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Summary
This chapter has introduced you to the AppleTalk protocol suite. The AppleTalk protocol uses
zones to group nodes or networks into logical groups. In AppleTalk, data link layer addresses are
assigned dynamically.
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The primary network layer routing protocol in AppleTalk is the Datagram Delivery Protocol
(DDP). DDP provides a best-effort connectionless datagram service.
Publisher: Cisco Press

Pub are
Date:five
September
11, 2003
There
key implementations
of the transport layer in AppleTalk: RTMP, NBP, AURP, ATP,
and AEP.
ISBN: 1-58705-119-2
Pages: 1128

The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Review Questions
1:

Describe an AppleTalk Zone.

2:

Index are the four main media-access implementations for the AppleTalk protocol?
What
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3: How
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4:

node addresses assigned to workstations?

What is the primary network layer routing protocol used by AppleTalk?
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5:

Name the five key transport layer protocols in AppleTalk.
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Introduce the SNA protocol, used primarily by mainframe systems and terminals.
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Describe the structures and functioning of this protocol, from its introduction in the early
form.
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Describe the basic information unit (BIU) format.
Describe the path information unit (PIU) format.
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Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Background
IBM networking today consists of essentially two separate architectures that branch, more or
less, from a common origin. Before contemporary networks existed, IBM's Systems Network
Architecture (SNA) ruled the networking landscape, so it often is referred to as traditional or
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IBM-based routing strategies are covered in a separate chapter. Refer to Chapter 43, "IBM
Systems Network Architecture Routing," for details about IBM routing protocols.
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Traditional SNA Environments
SNA was developed in the 1970s with an overall structure that parallels the OSI reference
model. With SNA, a mainframe running Advanced Communication Facility/Virtual
Telecommunication Access Method (ACF/VTAM) serves as the hub of an SNA network. ACF/VTAM
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follow outline the role of each SNA component in providing connectivity among SNA entities.
Data link control (DLC)— Defines several protocols, including the Synchronous Data Link
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Path control— Performs many OSI network layer functions, including routing and
datagram segmentation and reassembly (SAR)
Concise overviews of technologies essential to networking professionals at all levels, from
novice
to expert.
Transmission
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encrypting and decrypting services
New chapters include coverage of important topics like VoIP and EAP
Data flow control— Manages request and response processing, determines whose turn it
Coverage of cutting edge technologies like optical networking and storage
is to communicate, groups messages, and interrupts data flow on request
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Presentation services— Specifies data-transformation algorithms that translate data
from one format to another, coordinate resource sharing, and synchronize transaction
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
operations
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
Transaction services— Provides application services in the form of programs that
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
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professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
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IBM SNA Physical Entities

Authored by Cisco Systems, worldwide leader in networking for the Internet.
Traditional SNA physical entities assume one of the following four forms: hosts, communications
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
controllers, establishment controllers, and terminals. Hosts in SNA control all or part of a
enables networking professionals to understand and implement contemporary internetworking
network and typically provide computation, program execution, database access, directory
technologies. Master the terms, concepts, technologies, and devices used in today's networking
services, and network management. (An example of a host device within a traditional SNA
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
environment is an S/370 mainframe.) Communications controllers manage the physical network
Complete with new and updated chapters on security, storage, optical networking, scalability,
and control communication links. In particular, communications controllers—also called frontand speed, this book is a complete and up-to-date reference to the topics that are essential to all
end processors (FEPs)—are relied upon to route data through a traditional SNA network. (An
networking professionals, regardless of expertise.
example of a communications controller is a 3745.)
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
Establishment controllers are commonly called cluster controllers. These devices control input
hardware, protocols, and services involved. Fundamental technology information is provided on
and output operations of attached devices, such as terminals. (An example of an establishment
a broad range of integral systems and services, including detailed descriptions, review questions
controller is a 3174.) Terminals, also referred to as workstations, provide the user interface to
to ensure concept comprehension and retention, and additional resources for further study.
the network. (A typical example would be a 3270. Figure 39-2 illustrates each of these physical
Coverage is also extended not only to new networking concepts, but also to older, legacy
entities in the context of a generalized SNA network diagram.)
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Figure 39-2. SNA Physical Entities Can Assume One of Four Forms
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Logical Link Control (ELLC).
Token Ring networks are the primary SNA DLC method for providing media access to LAN-based
devices. Token Ring, as supported by IBM, is virtually the same as the IEEE 802.5 link access
protocol running under IEEE 802.2 Logical Link Control Type 2 (LLC2).

In addition to the basic suite of media types, IBM added support for several other widely
implemented media, including IEEE 802.3/Ethernet, Fiber Distributed Data Interface (FDDI), and
Frame Relay.
Figure 39-3 illustrates how the various media generally fit into an SNA network.
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IBM SNA Nodes
Traditional SNA nodes belong to one of two categories: subarea nodes and peripheral nodes.
SNA subarea nodes provide all network services, including intermediate node routing and

address mapping between local and network-wide addresses. No relationship exists between
SNA node types and actual physical devices. Two subarea nodes are of particular interest: node
type 4 and node type 5.
Node type 4 (T4) usually is contained within a communications controller, such as a 3745. An
example of a T4 node is an NCP, which routes data and controls flow between a front-end
processor and other network resources.
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nodes and their relationships to each other.
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novice to expert.
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Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

IBM Peer-Based Networking
Changes in networking and communications requirements caused IBM to evolve (and generally
overhaul) many of the basic design characteristics of SNA. The emergence of peer-based
networking entities (such as routers) resulted in a number of significant changes in SNA.
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In addition to the APPN environment, peer-based SNA networking specifies three additional key
networking concepts: logical units (LUs), Advanced Program-to-Program Computing (APPC), and
node type 2.1. Each plays an important role in the establishment of communication among SNA
The updated edition of the best-selling all-in-one networking reference provides coverage of
peers within the context of an SNA-based peer internetwork.
essential and cutting-edge technologies.
Logical Unit (LU) 6.2 governs peer-to-peer communications in an SNA environment. In addition,
LU 6.2 supports general communication between programs in a distributed processing
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Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
IBM
APPN Node Types
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
Under
APPN,
peer-based
occurs among
several
node
These
and speed,
this
book is a communication
complete and up-to-date
reference
to well-defined
the topics that
aretypes.
essential
to all
nodes
can
be
broken
down
into
three
basic
types:
low-entry
nodes
(LENs),
end
nodes
(ENs),
and
networking professionals, regardless of expertise.
network nodes (NNs).
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
The
low-entry
networkand
(LEN)
node involved.
is a pre-APPN
era peer-to-peer
node.
A LEN node
participates
hardware,
protocols,
services
Fundamental
technology
information
is provided
on
in
APPN range
networking
by taking
advantage
of services
provided
by an
adjacent network
(NN).
a broad
of integral
systems
and services,
including
detailed
descriptions,
reviewnode
questions
Theensure
CP of concept
the LEN comprehension
node manages local
resources and
but does
not establish
a CP-to-CP
session
to
and retention,
additional
resources
for further
study.with
the adjacent
NN. extended
Before a session
start,networking
session partners
must
bealso
defined
for alegacy
LEN node,
Coverage
is also
not onlycan
to new
concepts,
but
to older,
and the LEN
node must
be defined
its service-providing
NN.environments in which
systems,
providing
a more
realisticfor
picture
of the real-worldadjacent
networking
professionals operate. Tools and guidelines for optimizing system performance will increase
An
end node (EN)
containsefficiency,
a subset of
full APPN
An end
node
accessescost-efficient
the network
productivity
and improve
helping
the support.
reader make
more
intelligent,
through
an
adjacent
NN
and
uses
the
routing
services
of
the
same
adjacent
NN.
To communicate
decisions for their networks.
on a network, an EN establishes a CP-to-CP session with an adjacent NN and uses the CP-to-CP
session to register resources, request directory services, and request routing information.
Anetwork node (NN) contains full APPN functionality. The CP in an NN manages the resources of
the NN, as well as the attached ENs and LEN nodes. In addition, the CP in an NN establishes CPto-CP sessions with adjacent ENs and NNs, and maintains the network topology and directory

databases created and updated by gathering information dynamically from adjacent NNs and
ENs.
Figure 39-5 illustrates where each of these peer types might be found in a generalized APPN
environment.
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professionals operate. Tools and guidelines for optimizing system performance will increase
roles, such as primary versus secondary. Connection establishment is accomplished by the
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During session establishment, CP-to-CP sessions are established with an adjacent EN or NN.
Minimally, each node must establish at least one pair of CP-to-CP sessions with one adjacent
node. An EN can establish a maximum of one pair of CP-to-CP sessions but can be attached to
more than one NN. Between NNs, pairs of CP-to-CP sessions with all adjacent nodes or a subset
of adjacent nodes can be established. The minimum requirement is a single pair of sessions to

one adjacent NN, which ensures proper topology updating.
Adjacency among APPN nodes is determined by using CP-to-CP sessions. Two configurable
options are available for determining node adjacency. A node can be specified as adjacent to a
single node, or as logically adjacent to every possible adjacent node. Selecting an adjacency
option for a specific situation depends on a given network's connectivity requirements. The
reduction in CP-to-CP sessions associated with single-node adjacency can reduce network
overhead associated with topology updates, as well as the number of buffers required to
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IBM APPN Topology and Routing Services
In an APPN network topology, network nodes are connected by transmission groups (TGs). Each
TG consists of a single link, and all NNs maintain a network topology database that contains a
complete picture of all NNs and TGs in the network. Transmission groups are discussed in
Chapter 43.
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Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Basic Information Unit Format
IBM SNA NAUs employ basic information units (BIUs) to exchange requests and responses.
Figure 39-6 illustrates the BIU format.
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Figure 39-6. A Basic Information Unit (BIU) Can Be Either a Request or
a Response
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Negative response units are 4 to 7 bytes long and always are returned with a negative response.
A receiving NAU returns a negative response to the requesting NAU under one of three
conditions:
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Path Information Unit Format
The path information unit (PIU) is an SNA message unit formed by path control elements by
adding a transmission header to a BIU. Figure 39-7 illustrates the PIU format.
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Figure 39-7. The Path Information Unit (PIU) Requests and Responses
Each Consist of Three Fields
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Summary
IBM's SNA was one of the first networking protocols. Although it is now considered a legacy
networking protocol, it is still widely deployed. SNA was designed around the host-to-terminal
communication model that IBM's mainframes use.
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Review Questions
1:

What did IBM create to accommodate peer-based networking?
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Introduction
DECnet is a group of data communications products, including a protocol suite, developed and
supported by Digital Equipment Corporation (Digital). The first version of DECnet, released in
1975, allowed two directly attached PDP-11 minicomputers to communicate. In recent years,
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Figure 40-1. In a DECnet-Based Internetwork, Routers Interconnect
Workstations and VAXs
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DECnet Phase IV Digital Network Architecture
TheDigital Network Architecture (DNA) is a comprehensive layered network architecture that
supports a large set of proprietary and standard protocols. The Phase IV DNA is similar to the
architecture outlined by the OSI reference model. As with the OSI reference model, the Phase IV
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The following section details the functionality and role of each of these layers and identifies the
similarities between the Phase IV DNA architecture and the OSI reference model.

Phase IV DNA Layers
The DECnet Phase IV DNA defines an eight-layer model, as illustrated in Figure 40-2. The user
layer represents the User-Network Interface, supporting user services and programs with a
communicating component. The user layer corresponds roughly to the OSI application layer. The
network management layer represents the user interface to network-management information.
This layer interacts with all the lower layers of the DNA and corresponds roughly with the OSI
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The session control layer manages logical link connections between end nodes and corresponds
roughly to the OSI session layer. The end communications layer handles flow control,
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Figure 40-3. DECnet Locates Hosts Using Area/Node Address Pairs
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DECnet hosts do not use manufacturer-assigned Media Access Control (MAC)-layer addresses.
Instead, network level addresses are embedded in the MAC-layer address according to an

algorithm that multiplies the area number by 1024 and adds the node number to the product.
The resulting 16-bit decimal address is converted to a hexadecimal number and is appended to
the address AA00.0400 in byte-swapped order, with the least-significant byte first. For example,
DECnet address 12.75 becomes 12363 (base 10), which equals 304B (base 16). After this byteswapped address is appended to the standard DECnet MAC address prefix, the address is
AA00.0400.4B30.
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DECnet/OSI Digital Network Architecture
The DECnet/OSI (DECnet Phase V) DNA is very similar to the architecture outlined by the OSI
reference model. DECnet Phase V utilizes a layered approach that achieves a high degree of
flexibility in terms of support for upper-layer protocol suites. As the following section discusses,
•
Table of Contents
DECnet OSI actually
allows for the support of multiple protocol suites.
•

Index

Internetworking Technologies Handbook, Fourth Edition

DECnet/OSI DNA Implementations
By Cisco Systems, Inc.

Cisco Press
ThePublisher:
DECnet/OSI
DNA defines a layered model that implements three protocol suites: OSI,
Pub
Date:
September
11, 2003 Control Protocol/Internet Protocol (TCP/IP). The OSI implementation
DECnet, and Transmission
ISBN:
1-58705-119-2
of DECnet/OSI conforms to the seven-layer OSI reference model and supports many of the
standard
OSI
protocols. The Digital implementation of DECnet/OSI provides backward
Pages:
1128
compatibility with DECnet Phase IV and supports multiple proprietary Digital protocols. The
TCP/IP implementation of DECnet/OSI supports the lower-layer TCP/IP protocols and enables
the transmission of DECnet traffic over TCP transport protocols. Figure 40-4 illustrates the three
DECnet/OSI implementations.
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DECnet Media Access
DECnet Phase IV and DECnet/OSI support a variety of media-access implementations at the
physical and data link layers. This has contributed to the relatively wide acceptance of DECnet in
the computer networking industry. As explained in the following sections, both DECnet Phase IV
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DECnet Routing
DECnet routing occurs at the routing layer of the DNA in DECnet Phase IV and at the network
layer of the OSI model in DECnet/OSI. The routing implementations in both DECnet Phase IV
and DECnet/OSI, however, are similar.
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DECnet/OSI routing is implemented by the standard OSI routing protocols (ISO 8473, ISO 9542,
and ISO 10589) and by DRP. Detailed information on the OSI routing protocols can be found in
Chapter 48, "Open System Interconnection Routing Protocol."
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DECnet End Communications Layer
DECnet Phase IV supports a single transport protocol at the DNA end communications layer: the
Network-Services Protocol (NSP).
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receiver tells the sender when to terminate and resume data transmission, and a more complex
scheme in which the receiver tells the sender how many messages it can accept.
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DECnet/OSI Transport Layer
DECnet/OSI supports NSP, three standard OSI transport protocols, and the Transmission Control
Protocol (TCP).
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DECnet Phase IV Upper Layers
The DECnet Phase IV DNA specifies four upper layers to provide user interaction services,
network-management capabilities, file transfer, and session management. Specifically, these are
referred to as the user layer, network management layer, network application layer, and session
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TheSession Control Protocol ( SCP) is the DECnet Phase IV session control-layer protocol that
performs a number of functions. In particular, SCP requests a logical link from an end device,
receives logical-link requests from end devices, accepts or rejects logical-link requests,
translates names to addresses, and terminates logical links.

DECnet/OSI Upper Layers
The DECnet/OSI DNA is based on the OSI reference model. DECnet/OSI supports two protocol
suites at each of the upper layers: the OSI protocols and the DECnet Phase IV protocols (for
backward compatibility). DECnet/OSI supports functionality in the application, presentation, and
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The OSI application layer includes actual applications, as well as application service elements
(ASEs). ASEs allow easy communication from applications to lower layers. The three most
important ASEs are Association Control Service Element (ACSE), Remote Operations Service
The updated edition of the best-selling all-in-one networking reference provides coverage of
Element (ROSE), and Reliable Transfer Service Element (RTSE). ACSE associates application
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Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware,
Sessionprotocols,
Layer and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
DECnet/OSI implements all the standard OSI session layer implementations. DECnet/OSI also
Coverage is also extended not only to new networking concepts, but also to older, legacy
supports all the protocols implemented by DECnet Phase IV at the session control layer of the
systems, providing a more realistic picture of the real-world networking environments in which
DNA. The primary session control layer protocol is the Session Control Protocol (SCP). The OSI
professionals operate. Tools and guidelines for optimizing system performance will increase
session layer protocol turns the data streams provided by the lower four layers into sessions by
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
implementing various control mechanisms. These mechanisms include accounting, conversation
decisions for their networks.
control, and session-parameter negotiation. Session conversation control is implemented by use
of a token, the possession of which provides the right to communicate. The token can be
requested, and ESs can be granted priorities that provide for unequal token use.
Figure 40-6 illustrates the complete DECnet Phase IV and DECnet/OSI protocol suites, including
the implementation of DECnet/OSI over TCP.

Figure 40-6. DECnet Phase IV and DECnet/OSI Support the Same Data
Link and Physical Layer Specifications
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Summary
The benefits of the DECnet protocol are realized in specific networks using Digital equipment.
Few networks still use DECnet, but you may encounter them in some legacy systems.
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Introduction
TheBorder Gateway Protocol (BGP) is an interautonomous system routing protocol. An
autonomous system is a network or group of networks under a common administration and with
common routing policies. BGP is used to exchange routing information for the Internet and is the
•
of Contents
protocol usedTable
between
Internet service providers (ISP). Customer networks, such as universities
•
Index
and corporations, usually employ an Interior Gateway Protocol (IGP) such as RIP or OSPF for the
Internetworking
Technologies
Handbook,
Fourth
Edition
exchange of routing
information
within
their
networks. Customers connect to ISPs, and ISPs use
BGP
to Systems,
exchange
customer and ISP routes. When BGP is used between autonomous systems
By
Cisco
Inc.
(AS), the protocol is referred to as External BGP (EBGP). If a service provider is using BGP to
exchange
routes within an AS, then the protocol is referred to as Interior BGP (IBGP). Figure 41Publisher: Cisco Press
1 illustrates this distinction.
Pub Date: September 11, 2003
ISBN: 1-58705-119-2
Pages: 1128

Figure 41-1. External and Interior BGP
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size of the Internet routing tables. For example, assume that an ISP owns the IP address block
195.10.x.x from the traditional Class C address space. This block consists of 256 Class C address
blocks, 195.10.0.x through 195.10.255.x. Assume that the ISP assigns a Class C block to each of
its customers. Without CIDR, the ISP would advertise 256 Class C address blocks to its BGP
peers. With CIDR, BGP can supernet the address space and advertise one block, 195.10.x.x. This
block is the same size as a traditional Class B address block. The class distinctions are rendered

obsolete by CIDR, allowing a significant reduction in the BGP routing tables.
BGP neighbors exchange full routing information when the TCP connection between neighbors is
first established. When changes to the routing table are detected, the BGP routers send to their
neighbors only those routes that have changed. BGP routers do not send periodic routing
updates, and BGP routing updates advertise only the optimal path to a destination network.
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BGP Attributes
Routes learned via BGP have associated properties that are used to determine the best route to a
destination when multiple paths exist to a particular destination. These properties are referred to
as BGP attributes, and an understanding of how BGP attributes influence route selection is
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Figure 41-9 demonstrates the internet community attribute. There are no limitations to the
scope of the route advertisement from AS 1.

•

41-9.
TableFigure
of Contents

•

Index

BGP internet Community Attribute

Internetworking Technologies Handbook, Fourth Edition
By Cisco Systems, Inc.

Publisher: Cisco Press
Pub Date: September 11, 2003
ISBN: 1-58705-119-2
Pages: 1128

The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

BGP Path Selection
BGP could possibly receive multiple advertisements for the same route from multiple sources.
BGP selects only one path as the best path. When the path is selected, BGP puts the selected
path in the IP routing table and propagates the path to its neighbors. BGP uses the following
•
Table
of Contents
criteria, in the
order
presented, to select a path for a destination:
•

Index

Internetworking Technologies Handbook, Fourth Edition

If the path specifies a next hop that is inaccessible, drop the update.

By Cisco Systems, Inc.

Prefer the path with the largest weight.
Publisher: Cisco Press
Pub
IfDate:
the weights
September are
11, 2003
the

same, prefer the path with the largest local preference.

ISBN: 1-58705-119-2

If
the local preferences are the same, prefer the path that was originated by BGP running
Pages: 1128
on this router.
If no route was originated, prefer the route that has the shortest AS_path.
If all paths have the same AS_path length, prefer the path with the lowest origin type
The updated
(where IGP
edition
is lower
of thethan
best-selling
EGP, andall-in-one
EGP is lower
networking
than incomplete).
reference provides coverage of
essential and cutting-edge technologies.
If the origin codes are the same, prefer the path with the lowest MED attribute.
If the paths
Concise
overviews
have the
of technologies
same MED, prefer
essential
the to
external
networking
path over
professionals
the internal
at all
path.
levels, from
novice to expert.
If the paths are still the same, prefer the path through the closest IGP neighbor.
New chapters include coverage of important topics like VoIP and EAP
Prefer the path with the lowest IP address, as specified by the BGP router ID.
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Review Questions
1:
•

Can IBGP be used in place of an IGP (RIP, IGRP, EIGRP, OSPF, or ISIS)?
Table of Contents

Indexthat a BGP router is learning the same route from two different EBGP peers.
Assume
Internetworking
Technologies
Handbook,
Fourth
Edition
The AS_path
information
from
peer
1 is {2345,86,51}, and the AS_path information
from
peer
2
is
{2346,51}.
What
BGP
attributes could be adjusted to force the router
By Cisco Systems, Inc.
to prefer the route advertised by peer 1?
•

2:

Publisher: Cisco Press

3:

Can BGP be used only by Internet service providers?

Pub Date: September 11, 2003

4: ISBN:
If a1-58705-119-2
directly connected interface is redistributed into BGP, what value will the origin
Pages:
1128
attribute
have for this route?

The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

For More Information
• RFC 1771, "BGP4"
•

Table of Contents

•
• Halabi, Bassam.
Index Internet Routing Architectures. Cisco Press: Indianapolis, 1997.
Internetworking Technologies Handbook, Fourth Edition
By
Cisco Systems,
Inc.
• Parkhurst,
William

R., and David R. Jackson. Practical BGP for Internet Routing. Cisco Press:
Indianapolis, in press.
Publisher: Cisco Press
Pub Date: September 11, 2003

• BGP4 Case Studies/Tutorial Section 1, http://www.cisco.com/warp/customer/459/13.html
ISBN: 1-58705-119-2

Pages: 1128

• BGP4 Case Studies/Tutorial Section 2, http://www.cisco.com/warp/customer/459/14.html
• BGP4 Case Studies/Tutorial Section 3, http://www.cisco.com/warp/customer/459/15.html
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential
and Studies/Tutorial
cutting-edge technologies.
• BGP4 Case
Section 4, http://www.cisco.com/warp/customer/459/16.html
Concise
overviews of technologies
to networking professionals at all levels, from
• BGP4
Case Studies/Tutorial
Section 5,essential
http://www.cisco.com/warp/customer/459/17.html
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Chapter 42. Enhanced IGRP
Objectives
•
•

Table of Contents

Identify the four key technologies employed by Enhanced IGRP (EIGRP).
Index

Internetworking
Technologies
Handbook,
Fourth
Edition
Understand
the Diffusing
Update
Algorithm
By Cisco
operational
Systems, Inc.
efficiency

(DUAL), and describe how it improves the

of EIGRP.

Learn how to use EIGRP to interconnect networks with different routing protocols as well as
different routed protocols.

Publisher: Cisco Press

Pub Date: September 11, 2003

ISBN: 1-58705-119-2
Discover
how it is possible to migrate gradually to EIGRP.
Pages: 1128

The Enhanced Interior Gateway Routing Protocol (EIGRP) represents an evolution from its
predecessor IGRP (refer to Chapter 44, "Interior Gateway Routing Protocol"). This evolution
resulted from changes in networking and the demands of diverse, large-scale internetworks.
Enhanced IGRP integrates the capabilities of link-state protocols into distance vector protocols.
Additionally,
several important
protocols
that reference
greatly increase
itscoverage
operational
The updated EIGRP
edition contains
of the best-selling
all-in-one
networking
provides
of
efficiency
relative
to
other
routing
protocols.
One
of
these
protocols
is
the
Diffusing
update
essential and cutting-edge technologies.
algorithm (DUAL) developed at SRI International by Dr. J.J. Garcia-Luna-Aceves. DUAL enables
EIGRP routers to determine whether a path advertised by a neighbor is looped or loop-free, and
allows
a router
running EIGRP
to find alternate
paths
without waiting
on updates
other
Concise
overviews
of technologies
essential
to networking
professionals
at allfrom
levels,
from
routers.
novice to expert.
Enhanced
IGRP provides
compatibility
seamless
interoperation
with
IGRP routers. An
New chapters
include
coverage ofand
important
topics
like VoIP and
EAP
automatic-redistribution mechanism allows IGRP routes to be imported into Enhanced IGRP, and
vice versa,
Coverage
so itof
iscutting
possible
edge
to add
technologies
Enhanced like
IGRP
optical
gradually
networking
into an and
existing
storage
IGRP network.
Because the metrics for both protocols are directly translatable, they are as easily comparable as
Authored
by Cisco
leader
in networking
for (ASs).
the Internet.
if they
were routes
that Systems,
originatedworldwide
in their own
autonomous
systems
In addition,
Enhanced IGRP treats IGRP routes as external routes and provides a way for the network
Internetworking
Handbook , Fourth Edition, is a comprehensive reference that
administrator
to Technologies
customize them.
enables networking professionals to understand and implement contemporary internetworking
technologies.
Master the
concepts,
technologies,
and
devices
used
in today's networking
This
chapter provides
an terms,
overview
of the basic
operations
and
protocol
characteristics
of
industry. Learn
Enhanced
IGRP.how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Enhanced IGRP Capabilities and Attributes
Key capabilities that distinguish Enhanced IGRP from other routing protocols include fast
convergence, support for variable-length subnet mask, support for partial updates, and support
for multiple network layer protocols.
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Underlying Processes and Technologies
To provide superior routing performance, Enhanced IGRP employs four key technologies that
combine to differentiate it from other routing technologies: neighbor discovery/recovery, reliable
transport protocol (RTP), DUAL finite-state machine, and protocol-dependent modules.
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Routing Concepts
Enhanced IGRP relies on four fundamental concepts: neighbor tables, topology tables, route
states, and route tagging. Each of these is summarized in the discussions that follow.
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When a router discovers a new neighbor, it records the neighbor's address and interface as an
entry in the neighbor table. One neighbor table exists for each protocol-dependent module.
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States
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
A topology-table entry for a destination can exist in one of two states: active or passive. A
hardware, protocols, and services involved. Fundamental technology information is provided on
destination is in the passive state when the router is not performing a recomputation; it is in the
a broad range of integral systems and services, including detailed descriptions, review questions
active state when the router is performing a recomputation. If feasible successors are always
to ensure concept comprehension and retention, and additional resources for further study.
available, a destination never has to go into the active state, thereby avoiding a recomputation.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
A recomputation occurs when a destination has no feasible successors. The router initiates the
professionals operate. Tools and guidelines for optimizing system performance will increase
recomputation by sending a query packet to each of its neighboring routers. The neighboring
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
router can send a reply packet, indicating that it has a feasible successor for the destination, or
decisions for their networks.
it can send a query packet, indicating that it is participating in the recomputation. While a
destination is in the active state, a router cannot change the destination's routing-table
information. After the router has received a reply from each neighboring router, the topologytable entry for the destination returns to the passive state, and the router can select a successor.

Route Tagging
Enhanced IGRP supports internal and external routes. Internal routes originate within an
Enhanced IGRP AS. Therefore, a directly attached network that is configured to run Enhanced
IGRP is considered an internal route and is propagated with this information throughout the
Enhanced IGRP AS. External routes are learned by another routing protocol or reside in the
routing table as static routes. These routes are tagged individually with the identity of their
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Enhanced IGRP Packet Types
Enhanced IGRP uses the following packet types: hello and acknowledgment, update, and query
and reply.
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Summary
Cisco Systems's EIGRP is one of the most feature-rich and robust routing protocols to ever be
developed. Its unique combination of features blends the best attributes of distance vector
protocols with the best attributes of link-state protocols. The result is a hybrid routing protocol
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Background
IBM's networking architecture has evolved considerably as computing in general has evolved
away from domination by centralized computing solutions to peer-based computing. Today, IBM
Systems Network Architecture (SNA) routing involves two separate kinds of environments,
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Cisco Press
traditional SNA environment.
Pub Date: September 11, 2003
ISBN: 1-58705-119-2
Pages: 1128

Figure 43-1. SNA Routing Relies on Transmission Groups to
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IBM SNA Session Connectors
IBM SNA session connectors are used to bridge address spaces when sessions traverse multiple
address spaces. Three types of session connectors exist: boundary functions, SNA network
interconnection (SNI) gateways, and APPN intermediate routing functions. Boundary functions
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APPN networks. Refer to Figure 43-1 for the relative position of a session connector in a
traditional
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IBM SNA Transmission Groups
IBM SNA transmission groups (TGs) are logical connections formed between adjacent IBM SNA
nodes that are used to pass SNA session traffic. TGs are comprised of one or more SNA links and
their assigned transmission priorities. Multilink TGs, which provide added reliability and
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1 for an illustration of the relationship of TGs with respect to other common SNA routing
components
within the context of a subarea routing environment.
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IBM SNA Explicit and Virtual Routes
Routes between subareas assume either an explicit or virtual route form. Explicit routes are the
physical connections between two subarea nodes, and they serve as the ordered sequences of
subareas and connecting transmission groups. Explicit routes are unidirectional, and two explicit
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interconnect session connector to bridge two virtual routes. Virtual routes include values defining
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IBM SNA Class of Service
TheIBM SNA Class of Service (COS) function designates the transport network characteristics of
a given session. Depending on user requirements, different COSs can be specified in an SNA
network. COS provides the mechanism to determine all SNA routes and describes acceptable
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for a given session is captured in COS subarea and APPN tables. The differences between COS
implementation
in subarea and APPN routing are summarized in the following sections.
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In subarea routing, the user defines COS support required for a particular session. Specific
virtual routes are mapped to identified services, while COS characteristics are associated with
the underlying explicit routes. The System Services Control Point (SSCP) uses the COS table to
provide information on virtual routes and transmission priority to the path control function. Path
The updated edition of the best-selling all-in-one networking reference provides coverage of
control, in turn, selects a virtual route and transmission priority for use in a session. Figure 43-2
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illustrates the subarea routing COS table-entry format.
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Figure 43-2. A Subarea Routing COS Table Holds Data on Virtual Routes
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Subarea routing COS table entries include COS name, virtual route number (VRN), and subarea
transmission priority (TRPI).
COS name is a standard name, such as SEC3, that is agreed upon by conventions.

The VRN identifies a specific route between subareas. Up to eight virtual route numbers can be
assigned between two subarea nodes. Each virtual route can be assigned with up to three
different transmission priorities, and up to 24 virtual routes are possible between two subareas.
TPRI identifies the priority of logical unit-to-logical unit (LU-to-LU) session data flowing over an
explicit route. Users can select one of three priorities for each virtual route: 0 (lowest), 1, or 2
(highest).
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COS in APPN is defined explicitly with COS table parameters. COS is more granular in APPN than
subarea SNA. In particular, COS for APPN allows a route to be defined based on capacity, cost,
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a configuration option to control memory dedicated to COS trees. Figure 43-3
illustrates the APPN routing COS table-entry format.
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review questions
to ensure concept comprehension and retention, and additional resources for further study.
The Index field entry enables computed weight values for route components to be stored and
Coverage is also extended not only to new networking concepts, but also to older, legacy
retrieved. This entry points to the entry in the COS weight array where the weights for the COS
systems, providing a more realistic picture of the real-world networking environments in which
are stored.
professionals operate. Tools and guidelines for optimizing system performance will increase
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efficiency,
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reader
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specifies only one TPRI field for each COS table entry. APPN TPRI requires that traffic over a
given session with the same COS in a particular APPN network flow with the same transmission
priority.
Node and transmission group (TG) characteristics consist of a user-specified list of
characteristics acceptable for an identified COS. Each row defines either a set of node

characteristics or a set of TG characteristics. Entries can include security, cost per connect time,
and available capacity. The field representing a characteristic contains a range of acceptable
values.
The APPN COS WF enables routes-selection services (RSS) to assign a weight to a given possible
route component (node or TG). WF is used by RSS to determine relative desirability of a
particular route component. The WF can contain a constant or the name of a function that RSS
uses in weight calculation.
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IBM SNA Subarea Routing
SNA logical areas and node addressing are two central components of traditional routing in SNA
environments. This section addresses these topics in the context of traditional SNA networking.
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Node addresses
are
categorized as subarea-node and peripheral-node addresses. Subarea-node
addresses are global and must be unique within the entire network. These addresses are
assigned to NAUs when activated. Subarea-node addresses generally consist of a subarea
portion and an element portion. All NAUs within a given subarea share the same subarea
address but have different element addresses.

Peripheral-node addresses, which are considered local addresses, differ depending on whether
the node is T2 or T2.1. T2 addresses refer to NAUs and are statically assigned, while T2.1
addresses are dynamically assigned for the duration of a session and identify the session rather
than the NAU. Peripheral-node addresses are referred to as local form-session identifiers.
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IBM Advanced Peer-to-Peer Networking Routing
IBM Advanced Peer-to-Peer Networking (APPN) routing is dynamic and is based on a leastweight path calculated from input received from all APPN network nodes. Each APPN network
node is responsible for reporting changes in its local topology (that is, the node itself and the
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Intermediate Session Routing
TheISR process involves bind session BIND requests and responses flowing from network node
to network node. In this environment, session connectors are built and used in place of routing

tables in APPN. With ISR, a map is generated of the session identifier and port from one side of a
node to the other. A unique session identifier in the session connector header is swapped for an
outgoing identifier and then is sent out from the appropriate port.
ISR-supported subarea SNA features include node-to-node error and flow-control processing, as
well as session switching around network failures. Node-to-node error and flow-control
processing are considered redundant and unnecessary because these processes reduce end-toend throughput.
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Paths represent the forward and reverse port lists and include the port identifier used in each
decisions for their networks.
ANR node. These lists are carried on every message, eliminating the need for routing tables or
session connectors in the ANR nodes.
HPR provides for link-failure recovery. If a link fails and an alternate path exists between the
RTP endpoints for a particular COS, a new RTP-to-RTP connection can be selected, and a session
can be moved without disruption. If a connection does not exist along the new path, RSR and

RSP messages are sent to obtain the new port lists. Sending a new BIND is not required because
the session is not disrupted.
Flow control in an HRP environment uses a technique called adaptive rate-based (ARB) flow
control. ARB flow control monitors and controls the amount of traffic introduced into the
network. Under ARB flow control, the sending and receiving RTP nodes exchange messages at
regular intervals. Traffic introduced into the network is modified to adapt to network conditions.
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TheDependent Logical-Unit Requester/Server (DLUR/S) is an APPN feature that allows legacy
SNA traffic to flow on an APPN network.
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3:

True or false: All NAUs within a subarea have the same element address.
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Identify the metrics that IGRP uses to compare routes.
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Explain how an administrator can influence route selection.
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Identify IGRP's timing mechanisms and explain their purpose.
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Background
TheInterior Gateway Routing Protocol (IGRP) is a routing protocol that was developed in the
mid-1980s by Cisco Systems, Inc. Cisco's principal goal in creating IGRP was to provide a robust
protocol for routing within an autonomous system (AS). Such protocols are known as Interior
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Cisco's initial IGRP implementation worked in Internet Protocol (IP) networks. IGRP was
designed to run in any network environment, however, and Cisco soon ported it to run in OSI
Connectionless-Network Protocol (CLNP) networks. Cisco developed Enhanced IGRP in the early
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IGRP Protocol Characteristics
IGRP is a distance vector Interior Gateway Protocol (IGP). Distance vector routing protocols
mathematically compare routes using some measurement of distance. This measurement is
known as the distance vector. Routers using a distance vector protocol must send all or a portion
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Distance vector routing protocols are often contrasted with link-state routing protocols, which
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IGRP uses a composite metric that is calculated by factoring weighted mathematical values for
internetwork delay, bandwidth, reliability, and load. Network administrators can set the
weighting factors for each of these metrics, although great care should be taken before any
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instantly arrive at every network device. Thus, it is possible for a device that has yet to be
informed of a network failure to send a regular update message, which advertises a failed route
as being valid to a device that has just been notified of the network failure. In this case, the
latter device would contain (and potentially advertise) incorrect routing information. Holddowns
tell routers to hold down any changes that might affect routes for some period of time. The

holddown period usually is calculated to be just greater than the period of time necessary to
update the entire network with a routing change.
Split horizons derive from the premise that it is never useful to send information about a route
back in the direction from which it came. Figure 44-1 illustrates the split-horizon rule. Router 1
(R1) advertises that it has a route to Network A. There is no reason for Router 2 (R2) to include
this route in its update back to R1 because R1 is closer to Network A. The split-horizon rule says
that R2 should strike this route from any updates that it sends to R1. The split-horizon rule helps
•
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Internetworking Technologies Handbook, Fourth Edition
R1). If R1 does not have sufficient intelligence, it actually might pick up R2's route as an
By
Cisco Systems,
alternative
to itsInc.
failed direct connection, causing a routing loop. Although holddowns should
prevent this, split horizons are implemented in IGRP because they provide extra algorithm
stability.
Publisher: Cisco Press
Pub Date: September 11, 2003
ISBN: 1-58705-119-2
Pages: 1128

Figure 44-1. The Split-Horizon Rule Helps Protect Against Routing
Loops
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period. The IGRP default for this variable is three times the update timer period plus 10 seconds.
Finally, the flush timer indicates how much time should pass before a route should be flushed
from the routing table. The IGRP default is seven times the routing update period.

Summary
IGRP has proven to be one of the most successful routing protocols of all time. No small part of
its success has been due to its functional similarity to RIP, a simple yet highly successful and
widely deployed routing protocol. Cisco took great pains to carefully preserve many of the
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Name the benefits of using IGRP instead of RIP.
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variance, and how does it affect multipath routing?

Identify and explain IGRP's stability features.
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Background
Internet Protocol (IP) multicast is a bandwidth-conserving technology that reduces traffic by
simultaneously delivering a single stream of information to thousands of corporate recipients and
homes. Applications that take advantage of multicast include videoconferencing, corporate
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technology. Multicast packets are replicated in the network by Cisco routers enabled with
Protocol Independent Multicast (PIM) and other supporting multicast protocols resulting in the
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using Cisco IP Multicast. High-bandwidth applications, such as MPEG video, may
require a large portion of the available network bandwidth for a single stream. In these
applications, the only way to send to more than one receiver simultaneously is by using IP
Multicast.Figure 45-1 demonstrates how data from one source is delivered to several interested
recipients using IP multicast.
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Multicast Group Concept
Multicast is based on the concept of a group. An arbitrary group of receivers expresses an
interest in receiving a particular data stream. This group does not have any physical or
geographical boundaries—the hosts can be located anywhere on the Internet. Hosts that are
•
of Contents
interested in Table
receiving
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IP Multicast Addresses
Multicast addresses specify an arbitrary group of IP hosts that have joined the group and want to
receive traffic sent to this group.
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TheInternet Assigned Numbers Authority (IANA) controls the assignment of IP multicast
addresses. It has assigned the old Class D address space to be used for IP multicast. This means
Cisco Press group addresses will fall in the range of 224.0.0.0 to 239.255.255.255.
thatPublisher:
all IP multicast
Pub Date: September 11, 2003
ISBN: 1-58705-119-2
Pages: 1128

NOTE
This address range is only for the group address or destination address of IP multicast
traffic. The source address for multicast datagrams is always the unicast source
The updated
address.edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice toLink
expert.
Reserved
Local Addresses
New chapters include coverage of important topics like VoIP and EAP
The IANA has reserved addresses in the 224.0.0.0 through 224.0.0.255 to be used by network
protocols
on a local
network
segment.
Packets
these
addressesand
should
never be forwarded
Coverage
of cutting
edge
technologies
likewith
optical
networking
storage
by a router; they remain local on a particular LAN segment. They are always transmitted with a
time-to-live
(TTL)
of 1. Systems, worldwide leader in networking for the Internet.
Authored
by Cisco
Network
protocols
use these addresses
automatic
router
and to reference
communicate
Internetworking
Technologies
Handbookfor
, Fourth
Edition,
is adiscovery
comprehensive
that
important
routing
information.
For
example,
OSPF
uses
224.0.0.5
and
224.0.0.6
to exchange
enables networking professionals to understand and implement contemporary internetworking
link
state information.
Table
45-1
lists some
of the well-known
addresses.
technologies.
Master the
terms,
concepts,
technologies,
and devices
used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.

Table 45-1. Link Local Addresses

Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware,
Address protocols, and services involved. Fundamental
Usage technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to
224.0.0.1
ensure concept comprehension and retention, All
andsystems
additional
on resources
this subnetfor further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
224.0.0.2
routers on
this subnet
systems,
providing a more realistic picture of theAll
real-world
networking
environments in which
professionals
operate.
Tools
and
guidelines
for
optimizing
system
performance
will increase
224.0.0.5
OSPF routers
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
224.0.0.6for their networks.
OSPF designated routers
decisions
224.0.0.12

Globally Scoped Address

DHCP server/relay agent

The range of addresses from 224.0.1.0 through 238.255.255.255 are called globally scoped
addresses. They can be used to multicast data between organizations and across the Internet.
Some of these addresses have been reserved for use by multicast applications through IANA. For
example, 224.0.1.1 has been reserved for Network Time Protocol (NTP).
More information about reserved multicast addresses can be found at http://www.isi.edu/in•
Table of Contents
notes/iana/assignments/multicast-addresses.
•

Index

Internetworking Technologies Handbook, Fourth Edition
By Cisco Systems, Inc.

Limited Scope Addresses
Publisher: Cisco Press

The range of addresses from 239.0.0.0 through 239.255.255.255 contains limited scope
Pub Date: September 11, 2003
addresses or administratively scoped addresses. These are defined by RFC 2365 to be
ISBN: 1-58705-119-2
constrained
to a local group or organization. Routers are typically configured with filters to
Pages:
1128
prevent
multicast
traffic in this address range from flowing outside an autonomous system (AS)
or any user-defined domain. Within an autonomous system or domain, the limited scope address
range can be further subdivided so those local multicast boundaries can be defined. This also
allows for address reuse among these smaller domains.
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential
and cutting-edge technologies.
Glop Addressing
RFC 2770
proposes
that of
the
233.0.0.0/8essential
address to
range
be reserved
for statically
defined
Concise
overviews
technologies
networking
professionals
at all
levels, from
addresses
by
organizations
that
already
have
an
AS
number
reserved.
The
AS
number
of the
novice to expert.
domain is embedded into the second and third octets of the 233.0.0.0/8 range.
New chapters include coverage of important topics like VoIP and EAP
For example, the AS 62010 is written in hex as F23A. Separating out the two octets F2 and 3A,
we get
242 andof
58cutting
in decimal.
would give
a subnet
of 233.242.58.0
that would be
Coverage
edge This
technologies
likeus
optical
networking
and storage
globally reserved for AS 62010 to use.
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
Layer
2 Multicast Addresses
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
Normally,
network
cards (NICs)
on a LAN segment
will receive
only packets
destined
industry. Learn
howinterface
to incorporate
internetworking
technologies
into a LAN/WAN
environment.
for
their
burned-in
MAC
address
or
the
broadcast
MAC
address.
Some
means
had
to
be
devised
Complete with new and updated chapters on security, storage, optical networking, scalability,
so
that
multiple
hosts
could
receive
the
same
packet
and
still
be
capable
of
differentiating
among
and speed, this book is a complete and up-to-date reference to the topics that are essential
to all
multicast
groups.
networking professionals, regardless of expertise.
Fortunately,
the IEEE
LAN specifications
made
for the
transmission
of broadcast
Readers will obtain
a greater
understanding
of provisions
LAN and WAN
networking,
particularly
the
and/or
multicast
packets.
In the 802.3
standard,
bit 0 of the
first octet
is used to is
indicate
a on
hardware,
protocols,
and services
involved.
Fundamental
technology
information
provided
broadcast
and/or
multicast
frame. and
Figure
45-2 shows
the location
the broadcast/multicast
bit
a broad range
of integral
systems
services,
including
detailed of
descriptions,
review questions
in
Ethernet
frame.
to an
ensure
concept
comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
Figureefficiency,
45-2. IEEE
802.3
MAC
Address
Formatcost-efficient
productivity and improve
helping
the reader
make
more intelligent,
decisions for their networks.

•

Table of Contents

•

Index

Internetworking Technologies Handbook, Fourth Edition

This
By
Cisco
bitSystems,
indicates
Inc.
that the frame is destined for an arbitrary group of hosts or all hosts on the
network (in the case of the broadcast address, 0xFFFF.FFFF.FFFF).
Publisher: Cisco Press

IP multicast makes use of this capability to transmit IP packets to a group of hosts on a LAN
Pub Date: September 11, 2003
segment.
ISBN: 1-58705-119-2

Pages: 1128

Ethernet MAC Address Mapping
The IANA owns a block of Ethernet MAC addresses that start with 01:00:5E in hexadecimal. Half
of this block is allocated for multicast addresses. This creates the range of available Ethernet
The updated edition of the best-selling all-in-one networking reference provides coverage of
MAC addresses to be 0100.5e00.0000 through 0100.5e7f.ffff.
essential and cutting-edge technologies.
This allocation allows for 23 bits in the Ethernet address to correspond to the IP multicast group
address.
The mapping
the lower 23
bits of to
the
IP multicast
group address
into
thesefrom
Concise
overviewsplaces
of technologies
essential
networking
professionals
at all
levels,
available
23
bits
in
the
Ethernet
address
(shown
in
Figure
45-3).
novice to expert.
New chapters include coverage of important topics like VoIP and EAP

Figure
Coverage
45-3.
of cutting
Mapping
edge technologies
of IP Multicast
like optical
to networking
Ethernet/FDDI
and storage
MAC Address
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Because the upper 5 bits of the IP multicast address are dropped in this mapping, the resulting
address is not unique. In fact, 32 different multicast group IDs all map to the same Ethernet
address (see Figure 45-4).

Figure 45-4. MAC Address Ambiguities
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Internet Group Management Protocol
IGMP is used to dynamically register individual hosts in a multicast group on a particular LAN.
Hosts identify group memberships by sending IGMP messages to their local multicast router.
Under IGMP, routers listen to IGMP messages and periodically send out queries to discover which
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Figure 45-5. IGMP Version 1 Packet Format
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Multicast in the Layer 2 Switching Environment
The default behavior for a Layer 2 switch is to forward all multicast traffic to every port that
belongs to the destination LAN on the switch. This would defeat the purpose of the switch, which
is to limit traffic to the ports that need to receive the data.
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memory (CAM) table for that multicast group. Subsequent traffic directed to this multicast group
will be forwarded out the port for that host. The router port is also added to the entry for the
multicast group. Multicast routers must listen to all multicast traffic for every group because the
IGMP control messages are also sent as multicast traffic. With CGMP, the switch must listen only
to CGMP join and CGMP leave messages from the router. The rest of the multicast traffic is
forwarded using its CAM table exactly the way the switch was designed.

IGMP Snooping
IGMP snooping requires the LAN switch to examine, or snoop, some Layer 3 information in the
IGMP packets sent between the hosts and the router. When the switch hears the IGMP host
report from a host for a particular multicast group, the switch adds the host's port number to the
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Multicast Distribution Trees
Multicast-capable routers create distribution trees that control the path that IP multicast traffic
takes through the network to deliver traffic to all receivers. The two basic types of multicast
distribution trees are source trees and shared trees.
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Figure 45-8 shows an example of an SPT for group 224.1.1.1 rooted at the source, Host A, and
connecting two receivers, hosts B and C.
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address of the source and G is the multicast group address. Using this notation, the SPT for the
example in Figure 45-7 would be (192.1.1.1, 224.1.1.1).
The (S,G) notation implies that a separate SPT exists for each individual source sending to each
group, which is correct. For example, if Host B is also sending traffic to group 224.1.1.1 and

hosts A and C are receivers, then a separate (S,G) SPT would exist with a notation of
(192.2.2.2,224.1.1.1).

Shared Trees
Unlike source trees that have their root at the source, shared trees use a single common root
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dynamically updated. When all the active receivers on a particular branch stop requesting the
traffic for a particular multicast group, the routers prune that branch from the distribution tree
and stop forwarding traffic down that branch. If one receiver on that branch becomes active and
requests the multicast traffic, the router dynamically modifies the distribution tree and starts
forwarding traffic again.

Shortest path trees have the advantage of creating the optimal path between the source and the
receivers. This guarantees the minimum amount of network latency for forwarding multicast
traffic. This optimization does come with a price, though: The routers must maintain path
information for each source. In a network that has thousands of sources and thousands of
groups, this can quickly become a resource issue on the routers. Memory consumption from the
size of the multicast routing table is a factor that network designers must take into
consideration.
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Multicast Forwarding
In unicast routing, traffic is routed through the network along a single path from the source to
the destination host. A unicast router does not really care about the source address—it only
cares about the destination address and how to forward the traffic towards that destination. The
•
of Contents
router scans Table
through
its routing table and then forwards a single copy of the unicast packet out
•
Index
the correct interface in the direction of the destination.
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Figure 45-11 shows an example of a successful RPF check.
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Protocol-Independent Multicast
Protocol-independent multicast (PIM) gets its name from the fact that it is IP routing protocolindependent. PIM can leverage whichever unicast routing protocols are used to populate the
unicast routing table, including EIGRP, OSPF, BGP, or static routes. PIM uses this unicast routing
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PIM Dense Mode ( PIM-DM) uses a push model to flood multicast traffic to every corner of the
network. This is a brute-force method for delivering data to the receivers, but in certain
applications, this might be an efficient mechanism if there are active receivers on every subnet in
the network.
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administrators can force traffic to stay on the shared tree by using a configuration option (lp pim
spt-threshold infinity).
PIM-SM scales well to a network of any size, including those with WAN links. The explicit join
mechanism prevents unwanted traffic from flooding the WAN links.

Sparse-Dense Mode
Cisco has implemented an alternative to choosing just dense mode or just sparse mode on a
router interface new IP. This was necessitated by a change in the paradigm for forwarding
multicast traffic via PIM that became apparent during its development. It turned out that it was
more efficient to choose sparse or dense on a per group basis rather than a per router interface
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information is available for that group. If the router learns RP information for a particular group,
it will be treated as sparse mode; otherwise, that group will be treated as dense mode.
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Multiprotocol Border Gateway Protocol
Multiprotocol Border Gateway Protocol (MBGP) gives a method for providers to distinguish which
route prefixes they will use for performing multicast RPF checks. The RPF check is the
fundamental mechanism that routers use to determine the paths that multicast forwarding trees
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their interdomain routing environment. Including all the inter-AS tools to filter and control
routing (e.g., route maps). Therefore, by using MBGP, any network utilizing internal or external
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Multicast Source Discovery Protocol
In the PIM Sparse mode model, multicast sources and receivers must register with their local
Rendezvous Point (RP). Actually, the closest router to the sources or receivers registers with the
RP but the point is that the RP knows about all the sources and receivers for any particular
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multicast data can be forwarded between the domains. A nice feature of MSDP is that it allows
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RP encapsulates the first data packet in a Source Active (SA) message and sends the SA to all
MSDP peers. The SA is forwarded by each receiving peer using a modified RPF check, until it
reaches every MSDP router in the interconnected networks—theoretically the entire multicast
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SAs, which include all sources within that RP's own domain. Figure 45-12
shows how data would flow between a source in domain A to a receiver in domain E.
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Figure 45-12. MSDP Example
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Anycast RP—Logical RP
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A very useful application of MSDP is called anycast RP. This is a technique for configuring a
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
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Figure 45-13. Anycast RP
decisions for their networks.
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After the last-hop routers join the shortest path tree, the RP is no longer necessary.
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enables networking professionals to understand and implement contemporary internetworking
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industry.
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location.

Reliable Multicast—Pragmatic General Multicast

Pragmatic General Multicast (PGM) is a reliable multicast transport protocol for applications that
require ordered, duplicate-free, multicast data delivery from multiple sources to multiple
receivers. PGM guarantees that a receiver in a multicast group either receives all data packets
from transmissions and retransmissions, or can detect unrecoverable data packet loss.
The PGM Reliable Transport Protocol itself is implemented on the sources and the receivers. The
source maintains a transmit window of outgoing data packets and retransmits individual packets
when it receives a negative acknowledgment (NAK). The network elements (routers) assist in
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suppressing an implosion of NAKs (when a failure does occur) and aids in efficient forwarding of
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the retransmitted data just to the networks that need it.
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Background
TheNetWare Link-Services Protocol (NLSP) is a link-state routing protocol from Novell designed
to overcome some of the limitations associated with the IPX Routing Information Protocol (RIP)
and its companion protocol, the Service Advertisement Protocol (SAP). NLSP is based on the OSI
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NLSP Hierarchical Routing
NLSP supports hierarchical routing with area, domain, and global internetwork components. An
area is a collection of connected networks that all have the same area address. A domain is a
collection of areas that belong to the same organization. A global internetwork is a collection of
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Figure 46-1. NLSP Defines Three Routing Levels
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NLSP Adjacencies

By exchanging hello packets, a router determines the reachability of its neighbors and uses this
information to establish adjacency. Adjacency is a record that a router keeps about the state of
its connectivity with a neighbor and the attributes of the neighboring router. The router stores

these records in its adjacency database.
Adjacency-establishment procedures vary depending upon whether the router is establishing and
maintaining adjacencies over a WAN or a LAN.
Establishing router adjacency over a WAN involves first establishing the underlying data-link
connection (details depend upon the medium). The routers then exchange identities by using the
IPX WAN Version 2 protocol and determine certain operational characteristics of the link. Hello
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Sending LAN Hello Packets

Hello packets enable routers on the broadcast circuit to discover the identity of the other Level 1
routers in the same routing area on that circuit. The packets are sent immediately when any
circuit has been enabled to a special multicast destination address. Routers listen on this address

for arriving hello packets.
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NLSP Operation
An NLSP router extracts certain information from the adjacency database and adds locally
derived information. Using this information, the router constructs a link-state packet (LSP) that
describes its immediate neighbors. All LSPs constructed by all routers in the routing area make
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reliably propagating LSPs throughout the routing area when a router observes a topology
change. Two methods ensure that accurate topology-change information is propagated: flooding
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a new LSP and transmits it to each of its neighbors. Such LSPs are directed
packets on a WAN and multicast packets on a LAN. Upon receiving an LSP, the router uses the
sequence number in the packet to decide whether the packet is newer than the current copy
stored in its database. If it is a newer LSP, the router retransmits it to all its neighbors (except
on the circuit over which the LSP was received).
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NLSP Hierarchical Addressing
NLSP supports a hierarchical addressing scheme. Each routing area is identified by two 32-bit
quantities: a network address and a mask. This pair of numbers is called an area address.
Expressed in hexadecimal, an example of an area address follows:
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FFFFFF00— This number is the mask that identifies how much of the network address
itself and how much refers to individual networks within the area.
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012345AB, 012345C1, 01234511). Figure 46-2 highlights these addressing concepts with three
different networks in a single area.
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NLSP Hello Packets
Two types of NLSP hello packets exist: WAN hello and Level 1 LAN hello packets.
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WAN Hello Packet Fields
The following WAN hello packet field descriptions summarize each field illustrated in Figure 46-3.

Protocol ID— Identifies the NLSP routing layer with the 0x83 hex number.
Length indicator— Determines the number of bytes in the fixed portion of the header.
Minor version— Contains one possible decimal value and is ignored on receipt.
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Routing Hierarchy
Unlike RIP, OSPF can operate within a hierarchy. The largest entity within the hierarchy is the
autonomous system (AS), which is a collection of networks under a common administration that
share a common routing strategy. OSPF is an intra-AS (interior gateway) routing protocol,
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SPF Algorithm
TheShortest Path First (SPF) routing algorithm is the basis for OSPF operations. When an SPF
router is powered up, it initializes its routing-protocol data structures and then waits for
indications from lower-layer protocols that its interfaces are functional.
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Packet Format
All OSPF packets begin with a 24-byte header, as illustrated in Figure 47-2.
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OSI Networking Terminology
The world of OSI networking uses some specific terminology, such as end system (ES), which
refers to any nonrouting network node, and intermediate system (IS), which refers to a router.
These terms form the basis of the ES-IS and IS-IS OSI protocols. The ES-IS protocol lets ESs
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Figure 48-1. Areas Exist Within a Larger Domain and Use Level 2
Routing to Communicate
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Each ES lives in a particular area. OSI routing begins when the ESs discover the nearest IS by
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ES-IS
ES-IS is an OSI protocol that defines how end systems (hosts) and intermediate systems
(routers) learn about each other, a process known as configuration. Configuration must happen
before routing between ESs can occur.
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cost of multicast transmissions.

ES-IS Addressing Information

The ES-IS configuration protocol conveys both OSI network layer addresses and OSI subnetwork
addresses. OSI network layer addresses identify either the network service access point (NSAP),
which is the interface between OSI Layer 3 and Layer 4, or the network entity title (NET), which
is the network layer entity in an OSI IS.
OSI subnetwork addresses, or subnetwork point of attachment (SNPA) addresses, are the points
at which an ES or IS is physically attached to a subnetwork. The SNPA address uniquely
identifies each
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IS-IS
Originally supporting OSI CLNS networks, IS-IS has been extended to also support routing of
classless IP networks. This extended version is called Integrated IS-IS or sometimes Dual IS-IS.
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As mentioned, IS-IS was extended to support IP routing in addition to CLNS. IP support is
defined in RFC 1195. This protocol is popular with large service providers and often is used in
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Figure 48-3. IS-IS Routing Architecture
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To address this issue, an enhancement to Integrated IS-IS allows a Level 2 router to leak
selected routes into the Level 1 area. The Level 1 routers can then make a more intelligent or
optimal forwarding decision. However, the increase in routing information is a trade-off against
the scalability of the original IS-IS routing architecture.
IS-IS routers discover their neighbors automatically by sending out hello packets. On point-to-

point links, they form a direct peering and flood their routing information in link-state packets
(LSPs). The information in the LSP is used to build the link-state database (LSDB) from which a
shortest-path tree is constructed and also is used to populate the forwarding table.
On broadcast networks, the hello packets are sent on well-known multicast MAC addresses. A
Designated Intermediate System (DIS) is elected and does the flooding of LSPs on behalf of the
other routers on that segment.
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ID Length— 8 bits. The length of the Source ID field. A value of 0 means a default ID
Length field size of 6 bytes.
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IS-IS hello PDU is very similar to the LAN hello. The octet containing
the Priority field is omitted because there is no need to elect a DIS. The LAN ID field is
replaced by a single octet local circuit ID.
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advertised network addresses are stored as Type Length Values (TLVs) found at the end of the
LSP.
Figure 48-5 shows the fields in this packet.
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IS-IS LSP Processing
As each router receives LSPs, it adds them to its LSDB if the LSP's sequence number is higher
than the one already stored. The LSDB describes all the networks, metrics, and reachability
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Route Leaking
As mentioned previously, careful route leaking from Level 2 to Level 1 can allow Level 1 routers
to choose a more optimal path when an area has more than one Level 2 router. Normally, they
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IDRP
IDRP is an OSI protocol that specifies how routers communicate with routers in different
domains. IDRP is designed to operate seamlessly with CLNP, ES-IS, and IS-IS. IDRP is based on
BGP, an interdomain routing protocol that originated in the IP community. IDRP features include
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Summary
IS-IS is based on work originally done at Digital Equipment Corporation (Digital). OSI routing
protocols are summarized in several International Organization for Standardization (ISO)
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Review Questions
1:

What two types of messages are sent between systems in an ES-IS?

2:

Index is the difference between a Level 1 router and a Level 2 IS-IS router?
What
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4:

how IS-IS routers communicate with each other on broadcast networks.

What was the original purpose of the overload bit?
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ISBN: 1-58705-119-2
Pages:
6: 1128
How

is the IS-IS metric figured on each link?

The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

For More Information
• ISO/IEC 10589:2002 Standard: Intermediate System–to–Intermediate System intra-domain
routing information exchange protocol for use in conjunction with the protocol for providing the
•
Table of Contents
connectionless-mode
network service (ISO 8473), www.iso.org.
•

Index

Internetworking Technologies Handbook, Fourth Edition

• White paper: "Intermediate System–to–Intermediate System (IS-IS) TLVs," Cisco Systems,
By Cisco Systems, Inc.
2002,www.cisco.com.
Publisher: Cisco Press

• White
paper:
"Introduction
to Intermediate System–to–Intermediate System Protocol," Cisco
Pub Date:
September
11, 2003
Systems,
2002,
www.cisco.com.
ISBN:
1-58705-119-2
Pages: 1128

• RFC 1195, Use of OSI IS-IS for Routing in TCP/IP and Dual Environments , Callon, R. (Digital
Equipment Corporation), December 1990, www.ietf.org.
•
RFC
3277, Intermediate
System (IS-IS)
Transient
Blackhole
The
updated
edition of theSystem–to–Intermediate
best-selling all-in-one networking
reference
provides
coverage of
Avoidance,
McPherson,
D.
(TCB),
April
2002,
www.ietf.org.
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Chapter 49. Routing Information Protocol
Objectives
•
•

Table of Contents

Name RIP's stability features.
Index

Internetworking
Technologies
Handbook,
Fourth
Edition
Explain the
significance
of RIP's
timing
mechanisms.
By Cisco Systems, Inc.

Describe the differences between RIP and RIP 2.
Publisher: Cisco Press
Pub Date: September 11, 2003
ISBN: 1-58705-119-2
Pages: 1128

The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Background
The Routing Information Protocol, or RIP, as it is more commonly called, is one of the most
enduring of all routing protocols. RIP is also one of the more easily confused protocols because a
variety of RIP-like routing protocols proliferated, some of which even used the same name! RIP
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Today's open standard version of RIP, sometimes referred to as IP RIP, is formally defined in two
documents: Request For Comments (RFC) 1058 and Internet Standard (STD) 56. As IP-based
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capabilities but did not attempt to obsolete the previous version of RIP. RIP 2 enabled RIP
messages to carry more information, which permitted the use of a simple authentication
mechanism to secure table updates. More importantly, RIP 2 supported subnet masks, a critical
feature that was not available in RIP.
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Routing Updates
RIP sends routing-update messages at regular intervals and when the network topology
changes. When a router receives a routing update that includes changes to an entry, it updates
its routing table to reflect the new route. The metric value for the path is increased by 1, and the
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RIP Routing Metric
RIP uses a single routing metric (hop count) to measure the distance between the source and a
destination network. Each hop in a path from source to destination is assigned a hop count
value, which is typically 1. When a router receives a routing update that contains a new or
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RIP Stability Features
RIP prevents routing loops from continuing indefinitely by implementing a limit on the number of
hops allowed in a path from the source to a destination. The maximum number of hops in a path
is 15. If a router receives a routing update that contains a new or changed entry, and if
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RIP Timers
RIP uses numerous timers to regulate its performance. These include a routing-update timer, a
route-timeout timer, and a route-flush timer. The routing-update timer clocks the interval
between periodic routing updates. Generally, it is set to 30 seconds, with a small random
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Packet Formats
The following section focuses on the IP RIP and IP RIP 2 packet formats illustrated in Figures 441 and 44-2. Each illustration is followed by descriptions of the fields illustrated.
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Figure 49-1 illustrates the IP RIP packet format.
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NOTE
Up to 25 occurrences of the AFI, Address, and Metric fields are permitted in a single IP
RIP packet. (Up to 25 destinations can be listed in a single RIP packet.)

RIP 2 Packet Format
The RIP 2 specification (described in RFC 1723) allows more information to be included in RIP
packets and provides a simple authentication mechanism that is not supported by RIP. Figure
49-2 shows the IP RIP 2 packet format.
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Figure 49-2. An IP RIP 2 Packet Consists of Fields Similar to Those of
an IP RIP Packet
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NOTE

Up to 25 occurrences of the AFI, Address, and Metric fields are permitted in a single IP
RIP packet. That is, up to 25 routing table entries can be listed in a single RIP packet.
If the AFI specifies an authenticated message, only 24 routing table entries can be
specified. Given that individual table entries aren't fragmented into multiple packets,
RIP does not need a mechanism to resequence datagrams bearing routing table
updates from neighboring routers.
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Summary
Despite RIP's age and the emergence of more sophisticated routing protocols, it is far from
obsolete. RIP is mature, stable, widely supported, and easy to configure. Its simplicity is well
suited for use in stub networks and in small autonomous systems that do not have enough
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Review Questions
1:

Name RIP's various stability features.

2:

Index is the purpose of the timeout timer?
What
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4:

capabilities are supported by RIP 2 but not RIP?

What is the maximum network diameter of a RIP network?
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Name the three traffic types supported by RSVP.
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Background
TheResource Reservation Protocol ( RSVP) is a network-control protocol that enables Internet
applications to obtain differing qualities of service (QoS) for their data flows. Such a capability
recognizes that different applications have different network performance requirements. Some
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RSVP Data Flows
In RSVP, a data flow is a sequence of datagrams that have the same source, destination
(regardless of whether that destination is one or more physical machines), and quality of
service. QoS requirements are communicated through a network via a flow specification, which is
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Unlike routing protocols, RSVP is designed to manage flows of data rather than make decisions
for each individual datagram. Data flows consist of discrete sessions between specific source and
destination machines. A session is more specifically defined as a simplex flow of datagrams to a
particular destination and transport layer protocol. Thus, sessions are identified by the following
data: destination address, protocol ID, and destination port. RSVP supports both unicast and

multicast simplex sessions.

NOTE
•
•

It is important to note that RSVP sessions are simplex. Thus, a bidirectional exchange
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of data between
a pair of machines actually constitutes two separate RSVP simplex
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sessions.

Internetworking Technologies Handbook, Fourth Edition
By Cisco Systems, Inc.

A multicast
session sends a copy of each datagram transmitted by a single sender to multiple
Publisher: Cisco Press
destinations. A unicast session features a single source and destination machine. An RSVP source
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logical senders and receivers distinguished by port numbers, with each port
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number
corresponding
to a different application. Given that RSVP tracks such application-specific
information, it is possible for a unicast session to result in data being forwarded to multiple
applications within the same destination host.
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RSVP Quality of Service
In the context of RSVP, quality of service (QoS) is an attribute specified in flow specifications
that are used to determine the way in which data interchanges are handled by participating
entities (routers, receivers, and senders). RSVP is used to specify the QoS by both hosts and
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RSVP Session Startup
To initiate an RSVP multicast session, a receiver first joins the multicast group specified by an IP
destination address by using the Internet Group Membership Protocol (IGMP). In the case of a
unicast session, unicast routing serves the function that IGMP, coupled with protocol•
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(PIM), serves in the multicast case. After the receiver joins a group, a
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RSVP Reservation Style
Reservation style refers to a set of control options that specify a number of supported
parameters. RSVP supports two major classes of reservation: distinct reservations and shared
reservations. Distinct reservations install a flow for each relevant sender in each session. A
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Figure 50-2 illustrates distinct and shared RSVP reservation-style types in the context of their
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Shared-Explicit Style
Theshared-explicit (SE) style reservation specifies a shared reservation environment with an

explicit reservation scope. The SE style creates a single reservation into which flows from all
upstream senders are mixed. As in the case of an FF reservation, the set of senders (and,
therefore, the scope) is specified explicitly by the receiver making the reservation.

RSVP Reservation Style Implications
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RSVP Soft State Implementation
In the context of an RSVP-enabled network, a soft state refers to a state in routers and end
nodes that can be updated by certain RSVP messages. The soft state characteristic permits an
RSVP network to support dynamic group membership changes and adapt to changes in routing.
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RSVP protocol mechanisms provide a general facility for creating and maintaining a distributed
reservation state across a mesh of multicast and unicast delivery paths.
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state is deleted. The soft state also can be deleted as the result of an explicit teardown message.
RSVP periodically scans the soft state to build and forward path and reservation-request refresh
messages to succeeding hops.
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RSVP Operational Model
Under RSVP, resources are reserved for simple data streams (that is, unidirectional data flows).
Each sender is logically distinct from a receiver, but any application can act as a sender and a
receiver. Receivers are responsible for requesting resource reservations. Figure 50-3 illustrates
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specific sequence
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reverse data path(s) to the data source(s). At each node, the RSVP program applies a local
decision procedure called admission control to determine whether it can supply the requested
QoS. If admission control succeeds, the RSVP program sets the parameters of the packet
classifier and scheduler to obtain the desired QoS. If admission control fails at any node, the
RSVP program returns an error indication to the application that originated the request.

RSVP Tunneling
It is impossible to deploy RSVP or any new protocol at the same moment throughout the entire
Internet. Indeed, RSVP might never be deployed everywhere. Therefore, RSVP must provide
correct protocol operation even when two RSVP-capable routers are interconnected via an
arbitrary cloud of non-RSVP routers. An intermediate cloud that does not support RSVP is
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RSVP Messages
RSVP supports four basic message types: reservation-request messages, path messages, error
and confirmation messages, and teardown messages. Each of these is described briefly in the
sections that follow.
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Reservation-request acknowledgment messages are sent as the result of the appearance of a
reservation-confirmation object in a reservation-request message. This acknowledgment
message contains a copy of the reservation confirmation. An acknowledgment message is sent to
the unicast address of a receiver host, and the address is obtained from the reservationconfirmation object. A reservation-request acknowledgment message is forwarded to the

receiver hop by hop (to accommodate the hop-by-hop integrity-check mechanism).

Teardown Messages
RSVP teardown messages remove the path and reservation state without waiting for the cleanup
timeout period. Teardown messages can be initiated by an application in an end system (sender
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RSVP Packet Format
Figure 50-5 illustrates the RSVP packet format. The summaries that follow outline the header
and object fields illustrated in Figure 50-5.
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Figure 50-5. An RSVP Packet Format Consists of Message Headers and
Object Fields
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Table 50-2. RSVP Object Classes
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Summary
RSVP is a transport layer protocol that enables a network to provide differentiated levels of
service to specific flows of data. Ostensibly, different application types have different
performance requirements. RSVP acknowledges these differences and provides the mechanisms
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Introduction
TheSimple Multicast Routing Protocol (SMRP) is a transport layer protocol developed to route
multimedia data streams over AppleTalk networks. It supports Apple Computer's QuickTime
Conferencing (QTC) technology. SMRP provides connectionless, best-effort delivery of multicast
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Table 51-1. SMRP-Specific Terms and Definitions
Term

Definition

adjacent
endpoint

In relation to a node or an endpoint, an endpoint on the same local network,
or a node connected through a tunnel.

adjacent node

In relation to a node or an endpoint, a node on the same local network.

child endpoint

An adjacent endpoint to which a node sends multicast data.

child node
•

In relation to a member node of a group, a neighbor node farther from the
endpoint.
Tablecreator
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child port

In relation to a group, a port that is the interface to one or more child nodes.
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endpoint

endpoint that requested creation of the group, and the source of data
forwarded to the group.
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The primary node that created the group.
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An SMRP router that has been designated as a primary or secondary node.
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destination
tree

The spanning tree rooted on a local network with paths directed toward the
local group.

endpoint

A nonrouting source or destination of multicast packets.
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A set
recipient
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or anetworking
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decisions for their networks.
forward multicast data.
secondary
node

The node ready to take over for a disappearing primary node.

source tree

The spanning tree rooted on a local network with paths directed away from the
local network.

spanning tree

A connected set of paths using local networks between all nodes on an
internetwork, with only one path between any two nodes.

tunnel

A point-to-point connection between nodes on nonadjacent networks through
routers not implementing SMRP.
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decisions for their networks.

SMRP Multicast Transport Services
SMRP is designed to enable routers and end stations to exchange multicast packets over network
layer protocols. SMRP provides the capability to manage multicast address assignment and
enables a single source to send data addressed to a unique multicast group address. Receivers
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SMRP addressing is based on the local network of a creator endpoint. An SMRP address consists
of two parts: a 3-byte network number and a 1-byte socket number. Each local network is
configured with a range of unique network numbers.
In network number mapping, network numbers must be assigned to local nets for SMRP and
The updated edition of the best-selling all-in-one networking reference provides coverage of
must be unique throughout an entire internetwork. Each local net can be assigned any
essential and cutting-edge technologies.
contiguous range of 3-byte network numbers. The number of multicast groups available for a
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SMRP involves a multicast transaction protocol (MTP) that provides for three transaction types:
node, endpoint, and simultaneous node/endpoint. Communications between adjacent nodes and
between nodes and endpoints occurs through request/response transactions.
Responses always are unicast. MTP provides for the retransmission of requests or responses in
case of network errors. Only hello and designated node-request packets are sent as multicast

messages; all others are unicast. Endpoint-to-node requests are sent as multicasts, while nodeto-endpoint requests are sent as either unicasts or multicasts.
The basic MTP design as implemented in SMRP routers uses two queues for all transactions: a
request queue and a response queue. The request-queue entries are deleted after the router
processes the response that it received. The response is processed, when matched with a
request, using a callback specified in the entry.
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Responses always are unicast to the requestor. Some received requests require an
SMRP routing node to generate additional requests. In this case, the original request(s) will be
processed by the callback handler of the routing node's request entry.
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time of the most recent hello packet and its state.
Tunnel nodes are point-to-point connections between nodes on nonadjacent networks through
routers not implementing SMRP. Two distinct tunnel nodes are defined: tunnels between nodes,
and tunnels between a node and an endpoint.

Tunnel nodes are maintained as entries in the adjacent node table in every node in the same
way as for other adjacent nodes with respect to the use of hello packets and notify packets.
Similarly, SMRP enables tunnel nodes to join and leave groups in the same manner as any other
adjacent node.
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SMRP relies on a spanning tree-based forwarding scheme to determine routing paths for
multicast traffic. This route-determination process relies on the use of a distance-vector
algorithm. A node sends distance-vector request packets to adjacent nodes at startup time and
when routes change. The distance specified in the vector is the number of hops needed to reach
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Four basic processes are required to manage SMRP groups: creating, joining, leaving, and
deleting.
An endpoint sends a create-group request to the designated primary node when it wants to start
sending data to a group. The primary node then assigns an unused group address and allocates
an entry in the group creation table. The primary node finally returns the group address to the

creator endpoint and sends an add-group request to the secondary node, if it exists.
Endpoints send requests to initiate joining a multicast group. The parent node for a group on a
local network responds to endpoint–join-group request packets. (A node determines whether it is
the parent node by examining the network number in the group address.) When the parent node
for a group gets a join-group request packet and that node is not yet a member of the group,
the node forwards the join request toward the creator node of the group. Eventually the joingroup request packet reaches a member node or the creator node for the group, and a join•
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sets the state of the entry to leaving and sends a leave-group request packet up the distribution
tree to its parent node. Each respective parent node removes the entry from its group
forwarding table when it receives the leave-group confirm packet.
The updated edition of the best-selling all-in-one networking reference provides coverage of
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Forwarding Multicast Datagrams
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Disappearing Member Endpoints
To detect disappearing member endpoints, nodes periodically send a group-member request
packet to each active child port. Each member node and endpoint returns a group-member

confirmation packet to the parent node. If no group-member confirmation packets are received
by the parent node, the node sends a leave-group request packet to its parent node and then
deletes the group entry.
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•
Table ofgroups,
Contents creator nodes periodically send a group-creator request packet to the
To detect stranded
•
Index If after a number of retries no group-creator confirm packets are received by
creator endpoint.
Internetworking
Technologies
Handbook,
Fourth
Edition route tables are kept up-to-date by nodes
the creator node,
the group
is deleted.
Network
sending
distance-vector
packets
to
their
adjacent
nodes when routes change. This allows nodes
By Cisco Systems, Inc.
to change multicast group routing based on changes in topology.
Publisher: Cisco Press
Pub Date: September 11, 2003
ISBN: 1-58705-119-2
Pages: 1128

The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

SMRP Transaction Example
A typical SMRP-based transaction session involves a Macintosh workstation creating a group,
other Macintosh workstations joining the group, and data being sent to the group members.
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The Primary finally receives the join-group request and sends it to the Creator-Mac. It also adds
the incoming port to the group in the forwarding table. The Creator-Mac confirms the join-group
request and sends data to the group. The Primary receives the data and forwards it to the
group's child ports.
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forwards the multicast data. The Member-Mac then receives data for the group.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

SMRP Packet Format
Figure 51-2 illustrates the general SMRP packet format.
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Security Threats
As networks evolve and new technologies emerge, so do the threats posed to networks. Entire
books have been written on these various threats. This section discusses the most common:
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Passwords
Passwords are often a network's first line of defense. Passwords are used to authenticate and
authorize users. Attackers often rely on the fact that users assign weak passwords and use the
same password on multiple systems.

Systems generate password hashes based on an algorithm, such as MD5. A user enters a
password that is hashed by the system. This is the password that hackers attempt to crack.
Weak passwords can easily be cracked using password-cracking tools.
Password-cracking tools use two common methods to crack passwords: brute-force and
dictionary. The brute-force method uses every combination of letters, numbers, and special
characters to generate the password hash. The dictionary password-cracking method uses a list
of words to generate the password hash. Both methods compare the password hash to the
•
Table of Contents
system-generated hash. If the hashes match, the password has been identified.
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Viruses, Worms, and Trojan Horses
Avirus is a hidden, self-replicating section of computer software, usually malicious logic, that
propagates by infecting (inserting a copy of itself into and becoming part of) another program. A

virus cannot run by itself; it requires that its host program be run to make the virus active.
Viruses are commonly spread through e-mail attachments, such as graphic images, word
processing documents, and data spreadsheets. The virus is embedded in these attachments and
infects the system when the user launches or executes the attachment. Examples of viruses
include Melissa, BugBear, and Klez.
Aworm is a computer program that can run independently or that can propagate a complete
working version of itself onto other hosts on a network. It can consume computer resources
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Security Policy
Asecurity policy defines and outlines a company's goals and objectives for securing its network.
A security policy often includes the following sections:
•
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Defense-in-Depth Security Solution
Traditional network security used to be considered a point solution or a single-device solution.
The paradigm was, "Secure the network once or deploy a firewall, and you are protected." The
network security community has learned that network security, much like any business process,
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Step 1. Secure the network. Implement the security mechanisms outlined in the security
policy. For instance, require authentication for all routers and switches deployed on the
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2. Monitor

the network. Deploy software, such as an intrusion detection system
(IDS), to monitor activity on the network. For instance, you could deploy a network IDS to
monitor traffic allowed through the Internet firewall.
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Figure 52-1. Security Wheel
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The defense-in-depth strategy is similar to wearing both a belt and suspenders. If the belt comes
undone, the suspenders prevent your trousers from falling. In networks, the belt could be a
filtering router, and the suspenders could be a firewall appliance. In other words, do not rely on

only one line of defense. Each line of defense provides additional protection if one line of defense
fails or is compromised. Figure 52-2 shows a defense-in-depth solution.

Figure 52-2. Lines of Defense
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Threat Mitigation
Not all security threats can be eliminated, which is why this section focuses on mitigating
threats. Ultimately, a company must use its security policy to determine the acceptable risk and
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Summary
The Internet is no longer just a network used to transfer e-mail messages and files. It has
changed our daily lives and how companies conduct business. Network security plays a key role
in achieving goals for both individuals and companies. Individuals expect their information to be
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systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Glossary Terms
authentication.
The process of verifying an identity claimed by or for a system entity.
•

Table of Contents

•

Index

Internetworking Technologies Handbook, Fourth Edition

Data
Encryption Standard (DES).
By Cisco Systems, Inc.
A U.S. government standard (FP046) that specifies the Data Encryption Algorithm and
for using it to protect unclassified, sensitive data.
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Internet Protocol Security (IPSec).
A collective name for a security architecture and set of protocols that provide security
services for Internet Protocol traffic. See www.ietf.org/rfc/rfc2401.txt.
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
intrusion detection.
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for the purpose
finding
and
novice
to
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providing real-time or near-real-time warnings about unauthorized attempts to access
system resources.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
one-time password (OTP).
Authored by Cisco Systems, worldwide leader in networking for the Internet.
A simple authentication technique in which each password is used only once as
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
authentication information that verifies an identity. This technique counters the threat of a
enables networking professionals to understand and implement contemporary internetworking
replay attack, which uses passwords captured by wiretapping.
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and
this book is a complete and up-to-date reference to the topics that are essential to all
pingspeed,
sweep.
networking professionals, regardless of expertise.
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hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
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Directory-Enabled Networks (DEN) specification to bind services available in the
network to clients using the network. The DEN specification enables applications to leverage the
capabilities of the network as well as better support the needs of the applications using it.

DEN is in reality two things:
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
1. A specification of an object-oriented information model that models network elements and
services as part of a managed environment in a repository-independent fashion
Concise overviews of technologies essential to networking professionals at all levels, from
to expert.
2. novice
A mapping
of this information to a form that is suitable for implementation in a directory
that uses LDAP or X.500 as its access protocol
New chapters include coverage of important topics like VoIP and EAP
More information on directory-enabled networking can be obtained from the book Directory
Coverage
of cutting
edge
technologies like optical networking and storage
Enabled
Networks,
by John
Strassner.
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Object-Oriented Information Modeling
An information model is fundamentally different than a data model or a schema (Figure 53-1).
Here are definitions of each:
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Figure 53-1. Information Models, Data Models, and Schemata
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to
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productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
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Because
for nature
their networks.
of the objects and the data describing these objects is different, it is
therefore reasonable to expect that different data stores will be required to represent these
objects and their interrelationships. For example, a policy might be written to change the type of
queuing on a particular interface of an access router. This might be a function of the number of
octets dropped and the number of users of specific service types (such as gold vs. silver vs.
bronze service). Storing the results of an SNMP counter recording anything to do with the

number of octets dropped is inappropriate for a directory because the counter data changes
much too fast for the directory to keep up with. However, user service definitions, as well as the
policy itself, are very appropriate to store in a directory because they can then take advantage of
the replication mechanisms that directories have. As will be seen later in this chapter, directories
are very well suited to serve as publication mechanisms; publishing data in a directory enables
diverse applications to exchange and share data.
The advantage of the information model, then, is to be capable of representing how these
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a set of mappings from the (single) information model to each type of data store
that is being used. In general, these mappings will be different because each type of repository
uses a specific type of storage technology that uses one or more particular access protocols. This
makes one schema different from another. For example, a directory schema is fundamentally
different than a relational database schema. However, all schemata so derived can be related to
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productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
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for their networks.
An object-oriented
information model uses object-oriented techniques to model information
about a particular set of objects that exist in a managed environment. The key difference in an
information model is that, in addition to describing the characteristics of entities, it also
describes their behavior and interaction with each other. These latter two concepts may not be
able to be captured in all repositories. Thus, the information model prescribes a means for
relating different types of information, regardless of the type of data store that is being used. It

is up to the developer to choose the right type of repository and other auxiliary tools to
implement all facets of the information model if the repository itself is not capable of
implementing the data and relationships in the information model.
An example may help to clarify this. Think of basing a decision to change the type of
conditioning that a particular type of traffic is receiving on the network environment. This
decision may depend on several factors:
•
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The information model represents the relationships that each of these data structures have with
each other and with other objects in the managed environment. This enables the developer to
design optimized repositories to store each type of information and then recombine the data as
appropriate. As another example, different data models could be used to model a router
interface, users, and different types of services and application data that are provided on behalf
The updated edition of the best-selling all-in-one networking reference provides coverage of
of different users. However, the data model can't model the interaction between these objects.
essential and cutting-edge technologies.
This is what the information model does. Therefore, we can see that different data models will be
used to model different parts of the data described in the information model.
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network elements and services, they are not the only type of data store that can be used.
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Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
Realization
of the Information Model
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
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and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers
will obtain
a greater understanding
of LAN and WAN networking, particularly the
The Common
Information
Model
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
CIM is an object-oriented information model that describes how a system and its components
to ensure concept comprehension and retention, and additional resources for further study.
may be managed. It is defined by the Distributed Management Task Force (DMTF). Ongoing
Coverage is also extended not only to new networking concepts, but also to older, legacy
development of CIM is part of an industry-wide initiative for enabling enterprise management of
systems, providing a more realistic picture of the real-world networking environments in which
devices and applications. A primary goal of CIM is the presentation of a consistent view of the
professionals operate. Tools and guidelines for optimizing system performance will increase
managed environment, independent of the various protocols and data formats supported by
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
those devices and applications. Many network infrastructure and management software
decisions for their networks.
providers have accepted CIM as an information model for enterprise management tools.
CIM is a layered information model, meaning that it consists of a set of submodels that build on
and refine the knowledge present in outer, more generic layers. Specifically, a set of common
abstractions and functions are defined in the core model (see Figure 53-2). These are then
enhanced through the definition of submodels that are layered on, or use, the information in this

core model. One of these layers is the network model, which came from DEN.

Figure 53-2. The CIM Layered Information Model
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Version 2.2 of CIM consists of a core model, which is used to define concepts in the information
The updated edition of the best-selling all-in-one networking reference provides coverage of
model that apply to all areas of management. It is comprised of a set of classes, attributes,
essential and cutting-edge technologies.
methods, and relationships that describe common concepts for managing systems and system
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Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
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systems, providing a more realistic picture of the real-world networking environments in which
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professionals operate. Tools and guidelines for optimizing system performance will increase
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The combination of the core model and one or more common models provides the basis for a
CIM- or DEN-compliant schema that can be bound to a specific application.
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The schemata for network integration defined in the DEN and CIM specifications are
complementary. CIM is primarily concerned with the management of individual components in
the context of an enterprise. DEN is primarily concerned with providing more detail about the
networking components of a system, whether it is focused on the enterprise, the service
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Authored by Cisco Systems, worldwide leader in networking for the Internet.
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policy Handbook
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Internetworking
Technologies
, Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
The DEN information model and schema also incorporate information from the IETF Policy
technologies. Master the terms, concepts, technologies, and devices used in today's networking
Framework working group (and possibly other working groups in the future) that has not yet
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
been accepted by the DMTF.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

A Brief Introduction to Directories
Today, the computing environment that must be managed includes not only the computers
themselves, but also the network devices that connect them. Effective network management
requires a variety of information from different sources, reflecting the different needs of the
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industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Directory information is organized as shown in Figure 53-3. The groups of objects stored in a
Complete with new and updated chapters on security, storage, optical networking, scalability,
directory are organized in a hierarchical fashion. This is called the directory information tree
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
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Coverage is also extended not only to new networking concepts, but also to older, legacy
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Distinguished values are used to compute relative distinguished names (RDNs) and fully
The updated edition of the best-selling all-in-one networking reference provides coverage of
qualified distinguished names (FQDNs). The FQDN for an entry is built by taking the FQDN of its
essential and cutting-edge technologies.
parent entry and appending the RDN specified in the entry. Thus, the FQDN at any level is the
set of RDNs that together specify a path from the root of the DIT to that particular directory
entry.Concise
This is overviews
shown in Figure
53-4.
of technologies
essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP

Figure 53-4. Directory Entries, RDNs, and FQDNs
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Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
An object in the real world can be modeled as one or more directory entries. Each directory entry
is an object that has a set of characteristics describing the information carried by the object.
These characteristics are implemented as attributes of the entry. For example, a User object
might have attributes that define the first name, last name, employee ID, phone number, and
other data associated with that user. Each of these attributes is common to all instances of the

User class; however, the specific values of at least some of these attributes will be different so
that different users can be identified.
The set of attributes that an entry has is determined by the object class of that entry. The object
class defines which attributes must be included (for example, values must be specified for them)
and which attributes may be included for a given entry (for example, they are defined in the
schema but do not have to be instantiated). The complete set of object classes and attributes for
a directory is defined as the schema of the directory.
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Characteristics of a Directory
Directories have five important characteristics:
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
The storage of information is optimized so that it can be read much more frequently than it
is written.
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The final point is critical for building an information infrastructure. The directory server has the
capability to control what information gets distributed when and to what other nodes in the
system.

What Is a Directory Service?
Adirectory service stores and retrieves information from the directory on behalf of one or more
authorized users.
Directory services are built to provide certain types of application-specific information. However,
multiple directory services can share the same directory. For example, think of two telephone
books, a White
Pages
phone book and a Yellow Pages phone book. Both provide phone numbers,
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This example also shows that directory services are usually restricted to operate in a particular
way. For example, you can't give the telephone number of a user to a White Pages service and
(easily) get the corresponding user.
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
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Motivation for DEN and Intelligent Networking
There are two major problems with pre-DEN directory servers and services that have prevented

them from being used for intelligent networking. The first is the incapability for heterogeneous
directory servers to replicate data with each other. The problem is that the LDAP protocol does
not provide for this, and directory vendors have implemented their own proprietary replication
mechanisms. Some directory service vendors use a form of synchronization, which is a tool that
can read information from another vendor's directory server and translate that information into a
format that can be used by the server performing the synchronization.
However, there are no synchronization standards (each works differently), and there are a
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variety of limitations with each implementation. It should be noted that this problem is currently
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being worked on in the IETF, in the LDAP Duplication and Update Protocol working group
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(LDUP). LDUP has defined an information model that has been used to guide the development of
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that is in the process of being standardized. This work should hopefully be
finished by the end of 2000. More information about LDUP can be obtained at
http://www.ietf.org/html.charters/ldup-charter.html.
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The second problem is the lack of standardization in representing information. For example,
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there are many competing ways for representing generic user information. In addition, there is a
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tendency
to design applications in a stovepipe fashion. This means that applications tend to
represent data according to a set of naming conventions and structures that makes most sense
to their use. Although this is beneficial for a single application, it makes it hard for different
applications to share and reuse data. This problem is illustrated in Figure 53-5.
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.

Figure 53-5. Integration of Stovepipe Applications Is Very Difficult
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
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Although this was a problem, a worse problem was that there was no standard at all for
representing network elements and services before DEN. Therefore, DEN provides two important
benefits:

Network elements and services are represented in a standard way, enabling diverse
applications to share and reuse the same data.
All objects of a managed environment are represented as objects. This enables the different
types of entities that make up a managed system to be treated in the same way. This
provides a unified way of representing information about different types of entities.
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the application to be integrated. This clearly is not the usual case—and even if it were, each time
that the applications being integrated change, the APIs would have to change.
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Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
Distributing
Intelligence in Networked Applications
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
Rapid Internet growth over the past several years has created the need for more robust,
scalable, and secure networking services. Residential customers desire rich multimedia services,
such as data and video. Corporate customers are looking to telcos and service providers for
powerful yet affordable services. Users want a reliable, easy-to-use, friendly service.
A fundamental shift toward bandwidth-intensive and isochronous network applications has

occurred. Communication problems are no longer just a function of bandwidth. Rather, it is
increasingly more important to understand the needs of different types of traffic flowing in the
network and to design a network that can accommodate those needs. Furthermore, if resources
become scarce, then an efficient way to allocate these resources according to the business rules
of the company is required.
DEN plays a critical role in solving both of these problems. The information model is used to
describe the function and needs of the different applications using the network. This translates
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The desire to allocate resources according to the business rules of the company is a
critical requirement. The DEN policy model defined a continuum of policies, each
optimized to represent different sets of information. For example, a business goal
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map this to a form that can be implemented in a device. This
means that we need to map the previous rule to a form that identifies the device
mechanisms that must be controlled. There are several different forms of this, each
appropriate for different actions:

Configure component so that it can be used to condition forwarded traffic
Configure component so that it can act on traffic directly
Trigger action based on a network or system event (such as link failure)
This set of policy rules can now be translated into (for example) a set of devicespecific CLI commands.
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Use of the Directory in Intelligent Networking
A directory service can be used to store and retrieve much of this information. This is because of
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to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
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Current
technology is not designed to meet the ever-increasing demands of
decisionsdirectory
for their services
networks.
today's public and private network applications. This is because current directory services were
built mainly to accommodate administrative needs. Directories used in this fashion take the form
of dumb warehouses, where they are simply used to store simple information. The directory
must be transformed from a dumb warehouse to an authoritative, distributed, intelligent
repository of information for services and applications. Viewed in this way, the directory is one of

the foundations for an intelligent infrastructure.
Bandwidth-intensive and isochronous network applications require that the devices that lie on a
path through the network between source and end devices be configured appropriately if they
are to function properly. This configuration is often dynamic, taking place on demand when a
particular user logs on to the network from any of a number of possible locations. Only when
management information about the users, network devices, and services involved is available in
a single, authoritative location is it possible to actually manage this new class of applications.
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The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

An Overview of DEN
This section defines the problem domains, information model, and usage for integrating
networks with directory services. Directory-enabled networking is a design philosophy that uses
the DEN specification to model components in a managed environment. These components
•
Tabledevices,
of Contents
include network
host systems, operating systems, management tools, and other
•
Index
components of a system to be managed. All these components use the directory service to do
Internetworking
the following: Technologies Handbook, Fourth Edition
By Cisco Systems, Inc.

Publish information about themselves

Publisher: Cisco Press

Pub
Date: September
2003
Discover
other 11,
resources
ISBN: 1-58705-119-2

Obtain
information about other resources
Pages: 1128
DEN is two things:

1. updated
An extension
ofof
CIM
The
edition
the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
2. A mapping of information to a format that can be stored in a directory that uses (L)DAP as
its access protocol
Concise overviews of technologies essential to networking professionals at all levels, from
The following
novice tosections
expert. provide an overview of building interoperable network-enabled solutions
and the benefits that DEN can bring.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Networks
and DEN
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Administrative needs and the tools that service them have evolved as distributed systems have
Internetworking
Handbook
Fourth Edition,
is a comprehensive
reference
that
evolved.
Today'sTechnologies
directory services
were, designed
to provide
central management
of security
enables
networking
professionals
to understand
and implement
contemporary
internetworking
and
contact
information
in a network
with a relatively
small number
of relatively
large
technologies.
Master management
the terms, concepts,
technologies,
devices
used in today's
networking
computers.
Network
has been
the provinceand
of more
specialized
tools, each
with its
industry.
Learn how
to incorporate
internetworking
into a
environment.
own
information
store.
Application management
hastechnologies
been addressed
asLAN/WAN
an afterthought
when it
Complete
with new and
updated chapters on security, storage, optical networking, scalability,
has
been addressed
at all.
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
Obtaining
on regardless
the structure
and representation of information in any one type of
networkingconvergence
professionals,
of expertise.
repository (let alone across all the different information stores that are applicable to networking)
Readers
obtain
a greater
understanding
of LAN and
WAN networking,
particularly
thehave
has beenwill
very
difficult.
The result
is an environment
in which
vertical management
tools
hardware,
protocols,
and
services
involved.
Fundamental
technology
information
is
provided
proliferated. Lack of integration and the sheer complexity of the tools themselves has becomeon
a
a
broadto
range
of integral systems
and services, including detailed descriptions, review questions
barrier
the deployment
of new applications.
to ensure concept comprehension and retention, and additional resources for further study.
Administrators
a levelnot
of control
their networks
that is but
currently
Coverage is alsoneed
extended
only to over
new networking
concepts,
also tounavailable.
older, legacy
Streaming
multimedia,
use realistic
of publicpicture
networks
andreal-world
the attendant
securityenvironments
concerns, andinrapidly
systems, providing
a more
of the
networking
which
growing
user communities
a tremendous
challenge.
professionals
operate. Toolspresent
and guidelines
for optimizing
system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
Simply
managing
decisions
for their individual
networks. devices is no longer sufficient. Network administrators need to
define and manage policies to control the network and its resources in a distributed yet logically
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in the context of a given application or service. The incapability to easily manage policies is a
significant barrier to deployment of leading-edge distributed applications.
A consumer is a user, an application, a service, or another user of resources.

Defining and managing policies requires a common store of well-defined information about the
network and its resources—users, applications, devices, protocols, and media—and the
relationships among these elements. This is information about the network as well as the
information traditionally viewed as defining the network (for example, routing tables). At issue is
where to store policy and other information that needs to be applied across components in a way
that makes it usable by a broad range of consumers.
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However, the real bonus is that the native Cisco router data is used to populate the HP/Openview
screen. This has the following implications:

The administrator has to learn only one user interface.
The system is inherently extensible. Because DEN is their common interface, it can
dynamically accommodate new products as long as they are described in DEN.
No complicated APIs must be built.
Additional products that want to share data can do so.
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the relationships among objects representing users, applications, network elements, and
network services (see Figure 53-6). Network-management protocols (such as SNMP, CMIP, and
HMMP) are used to talk to the network elements. The network schema extensions for the
directory service are used to talk about network elements and services.
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.

Figure 53-6. Sampling of Important Base Classes of the DEN Schema
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
[View full size image]

New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
The integration of the network infrastructure with the directory service allows the applications
and users to discover the existence of devices and relationships by querying the directory service
rather than contacting the individual devices and aggregating the results. Exposing network
elements in the directory enhances manageability and usability while reducing the load on the
network. The end-user and administrator experience is enhanced because there is a single,

authoritative place to obtain the information of interest.

The Extended Schema and Other Device Schemata
Schemata defined by SNMP (MIBs), DMTF CIM, and so on, are intended primarily to address the
details of individual devices. The intent of the integrated, extended schema is to leverage the
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The schema and information model defined augments existing network services and associated
protocols, such as Domain Name System (DNS), Dynamic Host Configuration Protocol (DHCP),
and RADIUS.
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Directory-Enabled Networks services benefit different constituencies in different ways.
For the end user, it helps enable single sign-on services. Single sign-on services enable the same
set of access rights and privileges to be provided no matter where, when, or how the user logs

on to the network (within the limits set by the policies of the system, of course). In addition, it
enables individuals to be identified and provided services proportionate to their role in the
company, service contract, and so on. It also helps companies enforce sophisticated policies. For
example, a business rule may prohibit shipping code over the public Internet. Thus, even though
a user successfully authenticates over a dialup line, the policy will correctly deny authorization to
connect to a code server because the system recognizes that the user is connecting over the
public Internet. The key technology used here is DEN's robust notions of services and policies,
and
the capability
to link them to users as well as devices.
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Service providers are interested in directory-enabled networking because they need a way to
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Enterprise
customers need a centralized way to protect mission-critical traffic and to better
manage increasingly complex device configurations. DEN's capability to associate multiple traffic
streams with a single application, along with its capability to define policy-based management of
network elements and services, is critical here.
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DEN's capability to describe applications, traffic that they generate, and how to manage these
sets of traffic through policy is essential to implementing this goal.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

How DEN Is Used in Cisco Products
Figure 53-7 shows the two layers of mapping that are inherent in DEN. The first is from the
information model to a target repository. This mapping defines the type of repository to be used,
which in turn defines the way data is stored, the set of data structures that can be used, the
•
Tablewill
of Contents
protocol(s) that
be used to store and retrieve the data, and other factors. The second
•
Index
mapping is sometimes required either to optimize the implementation to suit some applicationInternetworking
Edition
specific needs,Technologies
or becauseHandbook,
different Fourth
vendors
do not implement the same features in the same
type
of Systems,
repository.
By
Cisco
Inc.
Publisher: Cisco Press
Pub Date: September 11, 2003
ISBN: 1-58705-119-2

Figure 53-7. DEN Mappings
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The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
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It should be noted that by basing the Cisco-specific extensions on DEN, Cisco proprietary
network elements and services are modeled based on a standard. This is much better and more
powerful than if Cisco had decided to base its work on either a competing standard or (worse) no
standard at all. It guarantees a level of interoperability with the standard, and it opens the way
in the future to exchange more detailed information with its partners. The same is true for the

application-specific extensions that are based on the Cisco extensions.

The Directory-Enabled Networking Vision
The vision for enhancing networking through integration with the directory service is to provide
network-enabled applications appropriate information from the directory. Eventually, intelligent
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•
developmentIndex
of intelligent networks can be achieved through the following steps:
Internetworking Technologies Handbook, Fourth Edition
By Cisco Systems, Inc.

Relying on a robust directory service

Publisher: Cisco Press

Adding a standards-based schema for modeling network elements and services

Pub Date: September 11, 2003
ISBN: 1-58705-119-2
Adding
protocols for accessing, managing, and manipulating directory information
Pages: 1128

The goals of work in developing directory-enabled networks are listed here:
To provide support for applications that have the capability to leverage the network
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Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
have adopted de facto open industry standards, such as DNS and DHCP, to tie these services
enables networking professionals to understand and implement contemporary internetworking
into their enterprise management systems. DEN is the next such standard.
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Summary
This chapter has provided a brief introduction to Directory-Enabled Networks. DEN is two very
important things. First and foremost, it is an object-oriented information model that is used to
describe entities to be managed in an environment. Although there are many such models, DEN
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mapping this information. This is because directories already contain important
information, such as users, printers, and other network resources. Conceptually, DEN extends
the type of data that can be modeled in directories, and shows how that information is related to
different types of data in other types of data stores.
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Network Caching
Network caching is the technique of keeping frequently accessed information in a location close
to the requester. A Web cache stores Web pages and content on a storage device that is
physically or logically closer to the user–closer and faster than a Web lookup. By reducing the
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Cost savings due to WAN bandwidth reduction– ISPs can place cache engines at
strategic points on their networks to improve response times and lower the bandwidth
Publisher: Cisco Press
demand on their backbones. ISPs can station cache engines at strategic WAN access points
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networks, the dramatic reduction in bandwidth usage due to Web caching
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allows a lower-bandwidth (lower-cost) WAN link to serve the same user base. Alternatively,
the organization can add users or add more services that use the freed bandwidth on the
existing WAN link.
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4. The original Web server delivers the content to the cache, which delivers the content to the
client while saving the content in its local storage. That content is now cached.
5. Later, another user requests the same Web page, and the network analyzes this request,
and based on certain parameters, transparently redirects it to the local network cache.

5.

Instead of sending the request over the Internet and Intranet, the network cache locally fulfills
the request. This process accelerates the delivery of content.
The important task of ensuring that data is up-to-date is addressed in a variety of ways,
depending on the design of the system.
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Proxy Servers

Proxy servers are software applications that run on general-purpose hardware and operating
systems. A proxy server is placed on hardware that is physically between a client application,
such as a Web browser, and a Web server. The proxy acts as a gatekeeper that receives all
packets destined for the Web server and examines each packet to determine if it can fulfill the
requests itself; if not, it makes its own request to the Web server. Proxy servers can also be used
to filter requests, for example, to prevent its employees from accessing a specific set of Web
sites.
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compensate for the low software performance and the lack of scalability of proxy servers.
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Network-Based Shared Caching
The cache engine was designed from the ground up as a loosely coupled, multinode network
system optimized to provide robust shared network caching. The cache engine solution
comprises the Web Cache Control Protocol (a standard feature of Cisco IOS software) and one or

more Cisco cache engines that store the data in the local network.
The Web Cache Control Protocol defines the communication between the cache engine and the
router. Using the Web Cache Control Protocol, the router directs only Web requests to the cache
engine (rather than to the intended server). The router also determines cache engine
availability, and redirects requests to new cache engines as they are added to an installation.
The Cisco cache engine is a single-purpose network appliance that stores and retrieves content
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Figure 54-3. This Figure Shows a Cisco Cache Engine Connected to a
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Figure 54-4. Transparent Network Caching
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decisions for their networks.
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WCCP-enabled router assigns 85 or 86 buckets to each of the three cache engines.
Customers can hot-insert cache engines into a fully operating cache cluster. In this situation, the
WCCP-enabled router automatically reallocates the buckets evenly among all cache cluster
members, including the new cache engine. Because a new cache engine will not have any
content, it will incur frequent cache misses until enough content has been populated in its local

storage. To alleviate this cold startup problem, the new cache engine, for an initial period, sends
a message to the other cache cluster members to see if they have the requested content. If they
have the content, they will send it to the new cache engine. Once the new cache engine
determines it has retrieved enough content from its peers (based on configurable numbers), it
will handle cache misses by directly requesting the content from the end server rather than from
its peers.
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Dynamic Client Bypass Function
InFigure 54-9, a client issues a Web request, which is redirected to a cache engine. If the cache
engine does not have the content, it will try to fetch the content from the origin Web server.

Figure 54-9. Dynamic Client Bypass

•

Table of Contents

•

Index

Internetworking Technologies Handbook, Fourth Edition
By Cisco Systems, Inc.

Publisher: Cisco Press
Pub Date: September 11, 2003
ISBN: 1-58705-119-2
Pages: 1128

The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
InFigure
54-10,
if the server responds to the cache engine with certain HTTP error return codes
novice
to expert.
(such as 401-Unauthorized request, 403-Forbidden, or 503-Service Unavailable), the cache
New
include
coverage
important
topics
VoIP
and EAP
engine
willchapters
invoke the
dynamic
client of
bypass
feature.
Thelike
cache
engine
will dynamically store a
client IP-destination IP address bypass pair, so that future packets with this IP address pair will
Coverage
of engine.
cutting edge
technologies
like optical
networking
and
storage
bypass
the cache
The cache
engine sends
an automatic
HTTP
retry
message to the
client's browser.
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
Figure 54-10. Dynamic Client Bypass
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

•

Table of Contents

•

Index

Internetworking Technologies Handbook, Fourth Edition
By Cisco Systems, Inc.

Publisher: Cisco Press
Pub Date: September 11, 2003
ISBN: 1-58705-119-2
Pages: 1128

The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
InFigure
Concise
54-11,
overviews
when the
of client's
technologies
browser
essential
automatically
to networking
issues aprofessionals
reload, the request
at all levels,
will be
from
redirected
novice
totothe
expert.
cache engine. However, when the bypass table is checked and the request
matches one of the table entries, the cache engine will refuse the request and send it directly to
New Web
chapters
include
coverage
of Web
important
likethe
VoIP
and EAP
the origin
server.
Thus,
the origin
servertopics
will see
client's
IP address, authenticate
the client, and respond directly to the client.
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.

Figure 54-11. Dynamic Client Bypass
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Ensuring Fresh Content
A requirement for any caching system is the ability to ensure that users see the same content
from a network cache as they would from the Web. Every Web page comprises several Web
objects and each Web object has its own caching parameters, determined by content authors
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Administrators can control the freshness of Web objects in a cache engine by configuring a
parameter called the freshness factor, which determines how fast or slow content expires. When
an object is stored in the cache, its time-to-live (TTL) value is calculated using the following
formula:

TTL value = (Current date - last modified date) * Configurable freshness factor
When an object expires, based on its TTL value, the cache engine will issue an IMS request the
next time the object is requested (see "HTTP Caching Standards" section for a description of the
IMS process).
If an administrator wants to adopt a conservative freshness policy, he or she can set the
freshness
factor
small value (such as 0.05), so that objects expire more quickly. But the
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a bank teller and having your transactions recorded in a ledger. Instead, more and more
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Figure 55-1. Storage Networking Model
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What Is a SAN?
ASAN is a communication network used to connect computing devices, such as application
hosts, to storage devices, such as disk and tape arrays. In a common storage networking
terminology derived from the SCSI protocol, the users of storage are called initiators, and the
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Multiple protocol options— Although the predominantly used communication protocol is
Fibre Channel, other storage networking protocols exist including IBM's ESCON, FICON,
and SSA. iSCSI is a newcomer to storage networking that offers lots of benefits in terms of
infrastructure cost and manageability.

Multiple connectivity options— A storage network possesses multiple connectivity
options that depend on such factors as shared or dedicated bandwidth, speed of
connection, length of connection, and connection media. For example, with Fibre Channel,
you can connect using the arbitrated-loop method (shared), the fabric connect method
(dedicated), copper or fiber media, or at speeds of 1 Gbps or 2 Gbps.
Hierarchical addressing scheme— Storage networks, regardless of whether they use
Fibre Channel or iSCSI, leverage a hierarchical, assigned address scheme to route data
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frames between end nodes. In addition, SANs possess a dynamic routing protocol, such as
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Sensitivity to latency— The transactions that generally travel over storage networks are
sensitive to excessive amounts of latency. These transactions, primarily consisting of SCSI
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commands, such as read and write, are synchronous transactions that are sequenced and
that often depend on the previous command to complete before the next command is
generated. Because of the high rates of I/O that can occur within a storage network, any
excessive incurred latency can significantly affect an application's performance. Therefore,
the goal within SANs is to minimize latency by reducing the number of hops between the
source and destination and giving preferential treatment to high-priority data frames at
points of congestion. This can be accomplished in both Fibre Channel- and TCP/IP-based
storageTable
networks
through proper design and tuning.
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In-order delivery requirement— It is a general requirement to ensure that frames are
delivered in order from source to destination within a storage network wherever possible.
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Log in to fabric— Before exchanges can be sent between initiators and targets, all devices
must log in to the network. Within Fibre Channel, this login occurs in two places. Devices
must first log in to the network, and then they log in to each other before data exchanges
may occur.
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Fibre Channel Protocol
Development began on the Fibre Channel standards as early as 1988. The first American
National Standards Institute (ANSI) standard was approved in 1994 and was named the FC-PH
standard (ANSI X3.230:1994). Fibre Channel as a transport protocol was primarily developed to
•
of Contents of the current Small Computer System Interface (SCSI) parallel
overcome theTable
shortcomings
•
Index
infrastructure, because it represented a higher speed and more-scalable transport. Although
Internetworking
Handbook,
Fourth
Edition
Fibre Channel Technologies
can also transport
other
upper-layer
protocols, including Intelligent Peripheral
Interface
(IPI), Inc.
High-Performance Parallel Interface (HIPPI), IP, and IEEE 802.2, it is primarily
By
Cisco Systems,
used today to transport SCSI command sets and data.
Publisher: Cisco Press

Fibre Channel is defined by the ANSI T11 standards organization as using a layered services
Pub Date: September 11, 2003
model.
The ANSI FC-PH Physical and Signaling Interface specification defines the Fibre Channel
1-58705-119-2
layeredISBN:
services
model shown in Figure 55-3.
Pages: 1128

Figure 55-3. Layered Services Model
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Complete with new and updated chapters on security, storage, optical networking, scalability,
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networking professionals, regardless of expertise.
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along with supported line speeds. Connectors, cable types, carrier
signaling levels, and rates are also defined at the FC-0 layer.
FC-1— This layer provides three primary functions. The first is encoding and decoding data
streams. The 8B/10B encoding scheme is defined at the FC-1 layer, which intertwines the
data characters with synchronization bits. The second function of the FC-1 layer is

managing ordered sets. Ordered sets are unique transmission words that support link
synchronization and control protocols. Frame delimiters are an example of ordered sets
managed by the FC-1 layer. The third function of the FC-1 layer is managing link-level
protocols and states, such as active, offline, link failure, and link recovery.
FC-2— The FC-2 layer is responsible for the functions associated with the establishment of
and communication between two ports. These functions include port login, the exchange (a
communication construct through a Fibre Channel SAN) and associated frame sequences,
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FC-4—
The FC-4 layer defines how different protocols are mapped to use Fibre Channel.
Such upper-layer protocols include SCSI-3, IP, virtual interface (VI), and several others.
Each of these protocols' commands, data, and status are mapped to information units that
are then carried by Fibre Channel.
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The following section explores the Fibre Channel protocol in more detail.
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and speed, this book is a complete and up-to-date reference to the topics that are essential to all
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Readers will obtain a greater understanding of LAN and WAN networking, particularly the
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available loop bandwidth. For example, Fibre Channel disk drives are commonly arranged in
smaller arbitrated loops within larger disk subsystems. The benefit of the arbitrated loop is that
it can interconnect multiple devices.

Private Loops

Older loop topologies are generally called private-loop topologies, because the devices on the
loop understand only an 8-bit private logical address of other devices on the local loop. This
addressing scheme restricts loop devices from addressing devices on other loops. A more recent
public-loop implementation supports a full 24-bit hierarchical address, allowing communication
beyond the local loop to devices on other loops. Therefore, using a public-loop implementation,
multiple arbitrated loops can be interconnected using a switched fabric.
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The preferred Fibre Channel topology today is the switched-fabric topology. It offers the best of
both worlds in terms of connection counts and available bandwidth. The switched-fabric topology
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represents a capability similar to that of Ethernet/IP switched networks.
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1128 frames around the fabric from switch to switch. A Fibre Channel fabric may
consist of a maximum of 239 switches, each with up to potentially 64 KB ports. Each port on a
Fibre Channel switch provides a dedicated 1 Gbps or 2 Gbps of bandwidth to each connected
device. A switched fabric also consists of a series of distributed services, including fabric-routing
services, name services, and security services.
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essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert. Figure 55-4. Fibre Channel Topologies
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
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Fibre Channel Port Types
Fibre Channel is a connection-oriented protocol in that nodes must establish a channel via a
login before communicating. Communication is established between logical elements, otherwise
known as ports, existing within physical devices. A port can be one of several types, depending
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end device that is connected to a point-to-point or switched-fabric topology. Multiple
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GL_Port— A generic-loop port, or GL_Port, is not an actual negotiated mode, but rather
refers to the port's capability. A port that can negotiate an F_Port, FL_Port, and E_Port is
called a GL_Port.
Figure 55-5 illustrates the connection modes and possibilities.

Figure 55-5. Fibre Channel Connection Modes
[View full size image]
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For arbitrated loop:
Step 1. Devices connected to an arbitrated loop must perform a LIP to acquire an

Arbitrated Loop Physical Address (AL_PA), an 8-bit address used to communicate with
other devices on the network. During this process, the NL_Port determines whether an
FL_Port is present on the loop, making it a public loop. If no FL_Port is present, the loop is
a private loop.
Step 2. One NL_Port arbitrates for access to the loop to communicate with another
NL_Port.
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(FLOGI) to acquire a Fibre Channel address (FC_ID), a 24-bit address used to
communicate with other devices on the switched network.
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Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
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Fibre Channel Addressing
Fibre Channel has two types of addresses that are used to identify a device or switch port. The
first is a globally unique assigned address called the worldwide name (WWN). The WWN is
assigned by the manufacturer and is guaranteed to be globally unique. This concept is very
similar to the MAC address in an Ethernet device.
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FibrePages:
Channel
Frame Format

A Fibre Channel frame has the standard structure shown in Figure 55-7.
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.

Figure 55-7. Fibre Channel Frame Format

Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
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decisions
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their
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content. The SOF also indicates the class of the Fibre Channel frame to be received.
Frame header— The frame header is a 24-byte header consisting of multiple control fields.
The frame header includes fields such as the source FC_ID, destination FC_ID, exchange
IDs, routing control, and several other parameters. The total structure of the Fibre Channel
header is shown in Figure 55-8.

Figure 55-8. Fibre Channel Frame Header Format
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Data field— The data field consists of the actual upper-layer protocol data. It can range
from 0 to 2112 bytes.
CRC— The Cyclical Redundancy Check is a 4-byte field used to verify the frame's integrity.
The CRC is only calculated using the frame header and the Data field.
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
EOF— The End of Frame is a 4-byte ordered set that immediately precedes the frame
content. The EOF also indicates the class of the Fibre Channel frame.
Concise overviews of technologies essential to networking professionals at all levels, from
The following is a brief description of each field in the Fibre Channel header:
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
R_CTL— Routing Control (1 byte) contains two 4-bit subfields, routing type, and
information. Routing bits differentiate frames based on function or service, such as data
Coverage of cutting edge technologies like optical networking and storage
frames versus link control frames containing commands or status.
Authored by Cisco Systems, worldwide leader in networking for the Internet.
D_ID— Fibre Channel destination Fibre Channel ID (FC_ID) (3 bytes).
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
CS_CTL— Class-Specific Control (1 byte) is used only in Class 1 or Class 4. The Fibre
enables networking professionals to understand and implement contemporary internetworking
Channel classes are discussed in more detail in the next section.
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
S_ID— Fibre Channel source FC_ID (3 bytes).
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed,
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decisions
for theironnetworks.
meaningful
Link_Control or Basic Link Service frames.
SEQ_CNT— Sequence Count (2 bytes) identifies the order of the transmission of frames
within a sequence. It is used by a sequence recipient to account for all transmitted frames.
OX_ID— Originator Exchange ID (2 bytes) identifies an individual exchange. This identity

is set by the originator of the exchange.
RX_ID— Responder Exchange ID (2 bytes) identifies an individual exchange. This identity
is set by the responder to the exchange.
Parameters— The Parameters field (4 bytes) is dependent on the specific frame type, as
identified in the R_CTL field.
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Fibre Channel defines several classes of service, although in practice only two classes are
predominantly used. Each class of service is differentiated by its use of acknowledgment, flow
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nondelivery. A channel must be established from source to destination before the
connection is granted.
Class 2 is a connectionless service between ports with confirmation of delivery or
notification of nondelivery.
The updated edition of the best-selling all-in-one networking reference provides coverage of
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Table 55-2 provides an overview of the characteristics of each class of service. In SANs today,
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Class 3 is the most widely used. Most fabrics also support Class 2. Any other class is not
commonly used today.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
Table 55-2. Fibre Channel Class of Service
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
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Fibre Channel Fabric Routing
In a switched-fabric topology, a dynamic routing protocol is used to route frames through the
connected fabric. This routing protocol is called Fabric Shortest Path First (FSPF).
FSPF is loosely based on a subset of the IP routing protocol Open Shortest Path First (OSPF).
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Fibre Channel Flow Control
The updated edition of the best-selling all-in-one networking reference provides coverage of
One of the most effective mechanisms within Fibre Channel is the flow-control capability. Fibre
essential and cutting-edge technologies.
Channel flow control is based on a permission system whereby a device or port cannot transmit
a frame unless it has a credit. Fibre Channel has two flow-control mechanisms—end-to-end and
buffer-to-buffer.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
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Figure 55-9 shows the Fibre Channel buffer-to-buffer flow-control model as it relates to
communication between a host and a disk in a fabric.

Figure 55-9. Fibre Channel Buffer-to-Buffer Flow Control
[View full size image]
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The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
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Authored by Cisco Systems, worldwide leader in networking for the Internet.
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Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
Zone
Services
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
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Zones can be built using a variety of identifiers, including FC_IDs, physical switch port indexes,
or the most common WWN. There are two zone enforcement methods—hard zoning and soft
zoning. Hard zoning involves filtering frames in hardware to enforce the zoning configuration. It
is the most secure implementation. Soft zoning simply involves filtering directory service
inquiries to allow only certain devices to be visible. Soft zoning is not fully secure, because an
end device must know another end device's FC_ID to bypass the zone and communicate with the

end device.

Management Services
Another very useful distributed service, based on the ANSI T11 Generic Services Standard (FCGS and FC-GS-3), is the distributed management service. It lets device attributes and
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Notification Services

In most traditional data networks, information about faults in the network was relayed to other
network elements, such as switches and routers. However, Fibre Channel extends this service to
end devices. Using the State Change Notification Service and, more recently, the Registered
The
updated
of the(RSCN)
best-selling
all-in-one
networking
reference
provides
coverage of
of
State
Changeedition
Notification
Service,
end devices
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essential
and
cutting-edge
technologies.
events in the fabric. When events occur in the network, either accidentally or intentionally,
RSCNs are generated to notify other devices of the event occurrence. Using the RSCN facility,
devices can react much more quickly to failure events rather than waiting for timers to expire.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

The iSCSI Protocol
The iSCSI protocol enables a SAN solution whereby SCSI is transported over the top of TCP/IP.
iSCSI can leverage any IP-capable transport, but is primarily targeted toward Ethernet-based
SANs. Using iSCSI, SAN designers can build more cost-effective SANs, especially for the
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1128 connections. However, any given SCSI exchange (command) must be conducted
on one TCP connection. ISCSI uses the well-known TCP port number TCP/3260 for all iSCSI
connections. An iSCSI target can be either an iSCSI/Fibre Channel gateway or an actual iSCSIenabled disk or tape array.

Figure 55-10 illustrates the iSCSI communication model.
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.

Figure
55-10. iSCSI
Communication
Model at all levels, from
Concise overviews
of technologies
essential
to networking professionals
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Before transmitting any SCSI commands, an iSCSI initiator must log in to an iSCSI target.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
During this login phase, the iSCSI targets are discovered and are mapped to block devices within
hardware, protocols, and services involved. Fundamental technology information is provided on
the host. Figure 55-11 illustrates the login procedure.
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
Figure 55-11. iSCSI Login Procedure
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
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iSCSI
Frame
Format
The updated
edition
of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
iSCSI uses TCP for its transport. However, a specific iSCSI header is used for session control.
Figure 55-12 outlines the iSCSI header and its various components. The following list provides
Concise overviews of technologies essential to networking professionals at all levels, from
the details.
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There are two types of opcodes: initiator and target. Initiator opcodes are in PDUs sent by
Coverage of cutting edge technologies like optical networking and storage
the initiators (request PDUs), and target opcodes are in PDUs sent by the target (response
PDUs). An iSCSI login and a SCSI command are two different examples of opcodes.
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Opcode-specific fields— This field (3 bytes) has different meanings depending on the
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
type of opcode. For example, an iSCSI login opcode uses this area to store iSCSI version
enables networking professionals to understand and implement contemporary internetworking
numbers and login control flags.
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
AHS Len— This is the total length of all additional header segments (AHS) in 4-byte words,
Complete with new and updated chapters on security, storage, optical networking, scalability,
including padding, if any. The TotalAHSLength (1 byte) is used only in PDUs that have an
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
AHS. It is 0 in all other PDUs.
networking professionals, regardless of expertise.
Data field length— This is the data segment payload length in bytes (excluding padding).
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
The DataSegmentLength (3 bytes) is 0 whenever the PDU has no data segment.
hardware, protocols, and services involved. Fundamental technology information is provided on
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task it cost-efficient
issues. While a
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for
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task exists, this tag must uniquely identify the task session-wide. This component is 4bytes long.
AHS— The Additional Header Segment is optional and is used only when an additional
command header is required. The AHS is a miniheader consisting of its own length, type
code, and command info.

Data field— This area is where the actual data is transferred. This could be SCSI data from
aread command or login credentials within a login command. The length of this field
varies, but must abide by the maximum MTU of the Ethernet frame.

Figure 55-12. iSCSI Frame Format
•

Table of Contents

•

Index

[View
full size image]
Internetworking Technologies Handbook, Fourth
Edition
By Cisco Systems, Inc.

Publisher: Cisco Press
Pub Date: September 11, 2003
ISBN: 1-58705-119-2
Pages: 1128

The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage

iSCSI Services

Authored by Cisco Systems, worldwide leader in networking for the Internet.

This section outlines a series of iSCSI network services that are part of an overall iSCSI SAN
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
solution.
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Directory
Services
Complete with
new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking
professionals,
regardless
of expertise.
iSCSI
initiators
can use several
methods
to locate iSCSI targets. Most implementations today
simply use a static mapping to the IP address of the iSCSI server hosting a series of targets.
Readers
a greater
understanding
LAN and
WAN networking,
However,will
twoobtain
mechanisms
can
automaticallyoflocate
an iSCSI
target. They particularly
are defined the
as IETF
hardware,
protocols,
and
services
involved.
Fundamental
technology
information
is provided on
drafts.
a broad range of integral systems and services, including detailed descriptions, review questions
to
concept comprehension
and retention,
additional
resources
for further
study. to
Theensure
first mechanism
is using the Service
Locationand
Protocol
(SLP).
SLP requires
iSCSI servers
Coverage
is
also
extended
not
only
to
new
networking
concepts,
but
also
to
older,
legacy
register each of their targets using a set of service URLs, one for each address on which the
systems,
providing
a more
realisticdiscover
picture of
the real-world
networking
environments
in which
target may
be accessed.
Initiators
these
targets using
SLP service
requests, which
are
professionals
operate.
Tools
and
guidelines
for
optimizing
system
performance
will
increase
generally multicast requests. iSCSI servers that hear the SLP requests respond with a list of
productivity
and improve
efficiency,
helping
the(DA)
reader
make
intelligent,
cost-efficient
available targets.
A centralized
directory
agent
may
alsomore
be used
for iSCSI
servers to
decisions
for
their
networks.
register targets and for iSCSI initiators to acquire information about targets.
The second mechanism for an iSCSI initiator to locate targets is through a protocol called
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The iSNS protocol facilitates configuration and management of iSCSI devices in an IP network by
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Background
IBM network management refers to any architecture used to manage IBM Systems Network
Architecture (SNA) networks or Advanced Peer-to-Peer Networking (APPN) networks. IBM
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IBM Network-Management Functional Areas
IBM divides network management into the following five user-based functions: configuration
management, performance and accountant management, problem management, operations
management, and change management.
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Problem determination consists of detecting a problem and completing the steps necessary for
beginning problem diagnosis, such as isolating the problem to a particular subsystem. Problem
diagnosis consists of determining the precise cause of the problem and the action required to
solve it. Problem bypass and recovery consists of attempts to bypass the problem, either
partially or completely. It provides only a temporary solution and relies on problem resolution to
solve the problem permanently. Problem resolution consists of efforts to eliminate the problem.

It usually begins after problem diagnosis is complete and often involves corrective action, such
as the replacement of failed hardware or software. Problem tracking and control consists of
tracking each problem until final resolution is reached. Vital information describing the problem
is recorded in a problem database.
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of executing remote commands. The resource-management service provides a way to transport
information in a context-independent manner.
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IBM Network-Management Architectures
Two of the most well-known IBM network-management architectures are the Open-Network
Architecture (ONA) and SystemView.
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TheOpen-Network Architecture (ONA) is a generalized network-management architecture that
defines four key management entities: the focal point, collection point, entry point, and service
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IBM Network-Management Platforms
IBM network management is implemented on several platforms, including NetView, LAN Network
Manager (LNM), and Simple Network Management Protocol (SNMP).
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Background
Remote Monitoring (RMON) is a standard monitoring specification that enables various network
monitors and console systems to exchange network-monitoring data. RMON provides network
administrators with more freedom in selecting network-monitoring probes and consoles with
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Figure 57-1 illustrates an RMON probe capable of monitoring an Ethernet segment and
transmitting statistical information back to an RMON-compliant console.
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RMON Groups
RMON delivers information in nine RMON groups of monitoring elements, each providing specific
sets of data to meet common network-monitoring requirements. Each group is optional so that
vendors do not need to support all the groups within the Management Information Base (MIB).
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SNMP Basic Components
An SNMP-managed network consists of three key components: managed devices, agents, and
network management systems (NMSs or managers).
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AnNMS (manager) executes applications that monitor and control managed devices. NMSs
provide the bulk of the processing and memory resources required for network management.
One or more NMSs must exist on any managed network to manage large numbers of devices.
The NMS collect or receive information from the network devices via SNMP and store this
information, generate statistics, and display it to network administrators.
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Basic SNMP Commands
Managed devices are monitored and controlled using four basic SNMP commands: read, write,
trap, and traversal operations.
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SNMP Management Information Base
AManagement Information Base (MIB) is a collection of information that is organized
hierarchically. A MIB is accessed using a network-management protocol, such as SNMP. It is
composed of managed objects and is identified by object identifiers.
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An opaque represents an arbitrary encoding that is used to pass arbitrary information
strings that do not conform to the strict data typing used by the SMI.
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SMI.
•
•

An unsigned integer represents unsigned integer-valued information and is useful when
Table of Contents
values are
always nonnegative. This data type redefines the integer data type, which has
Index
arbitrary
precision in ASN.1, but bounded precision in the SMI.

Internetworking Technologies Handbook, Fourth Edition
By Cisco Systems, Inc.

SNMP MIB Tables
Publisher: Cisco Press
Date: September
11, 2003
ThePub
SNMPv1
SMI defines
highly structured tables that are used to group the instances of a
tabularISBN:
object
1-58705-119-2
(that is, an object that contains multiple variables). Tables are composed of zero
or more
rows,
Pages:
1128which are indexed in a way that allows SNMP to retrieve or alter an entire row
with a single Get, GetNext, or Set command.

SNMPv1 Protocol Operations
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential
cutting-edge
technologies.
SNMP is aand
simple
request/response
protocol. The network-management system issues a request,
and managed devices return responses. This behavior is implemented using one of four protocol
operations: Get, GetNext, Set, or Trap. The NMS uses the Get operation to retrieve the value of
Concise overviews of technologies essential to networking professionals at all levels, from
one or more object instances from an agent. If the agent responding to the Get operation cannot
novice to expert.
provide values for all the object instances in a list, it does not provide any values. The NMS uses
the GetNext operation to retrieve the value of the next object instance in a table or a list within
New chapters include coverage of important topics like VoIP and EAP
an agent. The NMS uses the Set operation to set the values of object instances within an agent.
Agents
use the of
Trap
operation
asynchronously
informnetworking
the NMS ofand
a significant
Coverage
cutting
edge to
technologies
like optical
storage event.
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

SNMP Version 2
SNMP version 2 (SNMPv2) is an evolution of the initial version of SNMP, SNMPv1. Originally,
SNMPv2 was published as a set of proposed Internet standards in 1993; currently, it is a draft
standard. As with SNMPv1, SNMPv2 functions within the specifications of the SMI.
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The Get, GetNext, and Set operations used in SNMPv1 are exactly the same as those used in
SNMPv2. However, SNMPv2 adds and enhances some protocol operations. The SNMPv2 Trap
operation, for example, serves the same function as that used in SNMPv1, but it uses a different
message format and is designed to replace the SNMPv1 Trap.

SNMPv2 also defines two new protocol operations: GetBulk and Inform. The NMS uses the
GetBulk operation to efficiently retrieve large blocks of data, such as multiple rows in a table.
GetBulk fills a response message with as much of the requested data as will fit. The Inform
operation allows one NMS to send trap information to another NMS and to then receive a
response.
In SNMPv2, if the agent responding to GetBulk operations cannot provide values for all the
variables in a list, it provides partial results. It is important to notice the direction of each
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SNMP Version 3
SNMP version 3 (SNMPv3) was proposed as an Internet standard in January 1998 to correct the
security deficiencies of SNMPv1 and SNMPv2. These initial versions of SNMP could not provide
encryption or authenticate the SNMP messages. A second and third set of documents were
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Masquerading occurs when an unauthorized entity attempts to perform management
operations by assuming the identity of an authorized management entity.
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decisions for their networks.
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The command generator monitors and manipulates management data. It generates and
processes the response of the Get, GetNext, GetBulk, and Set PDUs.
The command responder provides access to management data. It receives the PDU types

just mentioned (generated by the command responder), generates a response message,
and sends it back to the originator of the request.
The notification originator initiates asynchronous messages. It monitors the system. Then,
depending on what it is configured for, it generates Trap or Inform messages and sends
them to predefined destination entities.
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industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
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If the message payload does not require a response (unconfirmed class PDU: Response,
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
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decisions for their networks.
When an SNMP message is sent, the sender engine includes a set of time-line indicators, and the
receiver evaluates them to determine if a received message is recent. A message's timeliness is
determined based on a clock maintained by the authoritative engine. Each message also includes
an identifier unique to the authoritative SNMP engine associated with the message's sender or
intended recipient.

For every message sent, the USM includes in the header several security parameters that are
evaluated by the USM process on the receiver side. These parameters have information about
the user, authorization protocol, authorization key, authoritative engine, privacy protocol, and
time. For this security model, the SNMP engines must have previous knowledge of any user who
has authorization for management operations.
RFC 3414, User-based Security Model for SNM Pv3, specifies the following:
•
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HMAC-SHA-96 should be supported as an authentication protocol, and additional or
replacement authentication protocols may be supported in the future.
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View-Based Access Control Model (VACM)

New chapters include coverage of important topics like VoIP and EAP
As specified in RFC 3415, VACM for the SNMP, the access control subsystem of an SNMP engine
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instance, an agent can be configured to give only read access to one MIB (or a portion of a MIB)
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
to a group of users. It can also be configured to give write access to a few MIB objects to
hardware, protocols, and services involved. Fundamental technology information is provided on
another group of users.
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

SNMP Management
SNMP is a distributed-management protocol. A system can operate exclusively as either an NMS
or an agent, or it can perform the functions of both. When a system operates as both an NMS
and an agent, another NMS might require that the system query manage devices and provide a
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SNMP Reference: SNMP Message Formats
SNMP messages contain two parts, a message header and a PDU, as shown in Figure 58-6.

•
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Figure 58-7. SNMPv2 Get, GetNext, Inform, Response, Set, and Trap
PDUs Contain the Same Fields
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Trap PDU Format
Figure 58-9 illustrates the fields of the SNMP Trap PDU.
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Summary
SNMP is an application layer protocol part of the TCP/IP suite. It was created to standardize an
architecture for network management. SNMP uses the concept of network management stations
(managers), which monitor and control managed devices. The manager also works as an
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Review Questions
1:

What is an SNMP agent?

2:

Index is a MIB, and how is it accessed?
What
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4:

protocol operations available in SNMPv2.

What is the major deficiency of SNMPv1 and SNMPv2 that is addressed in
SNMPv3?
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Introduction
Quality of Service (QoS) refers to the capability of a network to provide better service to selected
network traffic over various technologies, including Frame Relay, Asynchronous Transfer Mode
(ATM), Ethernet and 802.1 networks, SONET, and IP-routed networks that may use any or all of
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QoS Concepts
Fundamentally, QoS enables you to provide better service to certain flows. This is done by either
raising the priority of a flow or limiting the priority of another flow. When using congestionmanagement tools, you try to raise the priority of a flow by queuing and servicing queues in
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Basic QoS Architecture
The basic architecture introduces the three fundamental pieces for QoS implementation (see
Figure 59-1):
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Figure 59-1. A Basic QoS Implementation Has Three Main Components
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QoS Identification and Marking
Identification and marking is accomplished through classification and reservation.
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QoS Within a Single Network Element
Congestion management, queue management, link efficiency, and shaping/policing tools provide
QoS within a single network element.
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NOTE
Serialization delay is the time that it takes to put a packet on the link. For the example
just given, these mathematics apply:

Packet size: 1500-byte packet · 8 bits/byte = 12,000 bits
Line rate: 56,000 bps
Result: 12,000 bits/56,000 bps = .214 sec or 214 msec
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QoS Management
QoS management helps to set and evaluate QoS policies and goals. A common methodology
entails the following steps:
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Step 2. Deploy QoS techniques when the traffic characteristics have been obtained and an
application(s) has been targeted for increased QoS.
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End-to-End QoS Levels
Service levels refer to the actual end-to-end QoS capabilities, meaning the capability of a
network to deliver service needed by specific network traffic from end to end or edge to edge.
The services differ in their level of QoS strictness, which describes how tightly the service can be
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rest (faster handling, more average bandwidth, and lower average loss rate). This is a
statistical preference, not a hard and fast guarantee. This is provided by classification of
traffic and the use of QoS tools such as PQ, CQ, WFQ, and WRED (all discussed later in this
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Deciding which type of service is appropriate to deploy in the network depends on several
factors:

•
•
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Modular QoS Command-Line Interface (MQC)
Cisco's Modular QoS Command-Line Interface (CLI) defines a new modular CLI-based QoS
configuration on a router. This new framework for defining QoS policies groups the QoS
configuration into three distinguished modules: traffic class definition, policy definition, and
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2. Policy definition: configuring policies on the various traffic classes defined. This is achieved
by using a policy map configuration command.
3. Policy application: enabling the policy to an interface. This is achieved by using the service
policy configuration command.
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QoS Architectures
To facilitate end-to-end QoS on an IP network, the Internet Engineering Task Force (IETF) has
defined two models: Integrated Services (IntServ) and Differentiated Services (DiffServ or DS).
IntServ follows the signaled QoS model, in which the end hosts signal their QoS need to the
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IntServ provides a rich end-to-end QoS solution by way of end-to-end signaling, state
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The DiffServ architecture provides a framework within which service providers can offer their
customers a range of network services, each differentiated based on performance. A customer
can choose the level of performance needed on a packet-by-packet basis by simply marking the
packet's Differentiated Services Code Point (DSCP) field to a specific value.

Differentiated Services Byte
IP precedence uses the 3 precedence bits in the IPv4 header's ToS field to specify a class of
service for each packet.
The IETF Differentiated Services group standardized the use of 6 bits of the ToS byte in the IP
header with DSCP. The lowest-order 2 bits are currently unused (CU). DSCP is an extension to
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6-bit pattern (the DSCP) in the DS byte is defined by RFC 2474, as shown in Figure 59-3.
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Figure 59-3. RFC 2474 DSCP
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professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

QoS Policy Setting with Policy-Based Routing
Cisco IOS Policy-Based Routing (PBR) enables you to classify traffic based on extended access
list criteria, set IP precedence bits, and even route to specific traffic-engineered paths that may
be required to allow a specific QoS through the network. By setting precedence levels on

incoming traffic and using them in combination with the queuing tools described earlier in this
chapter, you can create differentiated service. These tools provide powerful, simple, and flexible
options for implementing QoS policies in your network.
Using policy-based routing, route maps are made to match on certain flow criteria and then set
precedence bits when ACLs are matched.
The capability to set IP precedence bits should not be confused with PBR's primary capability:
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is set in the host or network client, this setting can be used optionally;
however, this can be overridden by policy within the network. IP precedence enables service
classes to be established using existing network queuing mechanisms (for example, WFQ or
WRED), with no changes to existing applications or complicated network requirements. Note that
this same approach is easily extended to IPv6 using its Priority field.
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Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
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protocol discovery capability. This allows NBAR to baseline the protocols on an interface. NBAR
lists the protocols that it can identify and provides statistics on each one. Another feature is the
Packet Description Language Module (PDLM), which allows additional protocols to be easily
added to NBAR's list of identifiable protocols. These modules are created and loaded into Flash
memory, which then is uploaded into RAM. Using PDLMs, additional protocols can be added to
the list without upgrading the IOS level or rebooting the router.

NOTE
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Although NBAR only identifies packets, these packets may also be marked with an IP
precedence setting.
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Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
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Congestion-Management Tools
One way network elements handle an overflow of arriving traffic is to use a queuing algorithm to
sort the traffic, and then determine some method of prioritizing it onto an output link. Cisco IOS
software includes the following queuing tools:
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Class-based weighted fair queuing (CBWFQ)
Each queuing algorithm was designed to solve a specific network traffic problem and has a
particular effect on network performance, as described in the following sections.
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
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protection against ill-behaved applications (sources). Bursty sources can cause long delays in
delivering time-sensitive application traffic, and, potentially, to delivering network control and
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
signaling messages. FIFO queuing was a necessary first step in controlling network traffic, but
hardware, protocols, and services involved. Fundamental technology information is provided on
today's intelligent networks need more sophisticated algorithms. In addition, a full queue causes
a broad range of integral systems and services, including detailed descriptions, review questions
tail drops. This is undesirable because the packet dropped could have been a high-priority
to ensure concept comprehension and retention, and additional resources for further study.
packet. The router couldn't prevent this packet from being dropped because there was no room
Coverage is also extended not only to new networking concepts, but also to older, legacy
in the queue for it (in addition to the fact that FIFO cannot tell a high-priority packet from a lowsystems, providing a more realistic picture of the real-world networking environments in which
priority packet). Cisco IOS software implements queuing algorithms that avoid the shortcomings
professionals operate. Tools and guidelines for optimizing system performance will increase
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productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

PQ: Prioritizing Traffic
PQ ensures that important traffic gets the fastest handling at each point where it is used. It was
designed to give strict priority to important traffic. Priority queuing can flexibly prioritize

according to network protocol (for example, IP, IPX, or AppleTalk), incoming interface, packet
size, source/destination address, and so on. In PQ, each packet is placed in one of four
queues—high, medium, normal, or low—based on an assigned priority. Packets that are not
classified by this priority list mechanism fall into the normal queue (see Figure 59-5). During
transmission, the algorithm gives higher-priority queues absolute preferential treatment over
low-priority queues.
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Figure 59-5. Priority Queuing Places Data into Four Levels of Queues:
High, Medium, Normal, and Low
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Figure 59-6. Custom Queuing Handles Traffic by Assigning a Specified
Amount of Queue Space to Each Class of Packets and Then Servicing up
to 17 Queues in a Round-Robin Fashion
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streams—which comprise the majority of traffic—receive increased service,
transmitting the same number of bytes as high-volume streams. This behavior results in what
appears to be preferential treatment for low-volume traffic, when in actuality it is creating
fairness, as shown in Figure 59-7.

Figure 59-7. With WFQ, If High-Volume Conversations Are Active, Their
Transfer Rates and Interarrival Periods Are Made Much More
Predictable
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WFQ is efficient in that it uses whatever bandwidth is available to forward traffic from lowerpriority flows if no traffic from higher-priority flows is present. This is different from strict timedivision multiplexing (TDM), which simply carves up the bandwidth and lets it go unused if no
traffic is present for a particular traffic type. WFQ works with both—IP precedence and RSVP,

described later in this chapter—to help provide differentiated QoS as well as guaranteed
services.
The WFQ algorithm also addresses the problem of round-trip delay variability. If multiple highvolume conversations are active, their transfer rates and interarrival periods are made much
more predictable. This is created by the bit-wise fairness. If conversations are serviced in a
consistent manner with every round-robin approach, delay variation (or jitter) stabilizes. WFQ
greatly enhances algorithms such as SNA Logical Link Control (LLC) and the Transmission
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Class-Based WFQ: Ensuring Network Bandwidth
Class-based WFQ (CBWFQ) is one of Cisco's newest congestion-management tools for providing
greater flexibility. When you want to provide a minimum amount of bandwidth, use CBWFQ. This
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Queue Management (Congestion-Avoidance Tools)
Congestion avoidance is a form of queue management. Congestion-avoidance techniques
monitor network traffic loads in an effort to anticipate and avoid congestion at common network
bottlenecks, as opposed to congestion-management techniques that operate to control
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arriving packets and drop the lower-priority packets, allowing high-priority packets into the
queue. Through managing the depth of the queue (the number of packets in the queue) by
dropping various packets, the router can do its best to make sure that the queue does not fill
and that tail drops are not experienced. This allows the router to make the decision on which
packets get dropped when the queue depth increases. WRED also helps prevent overall
congestion in an internetwork. WRED uses a minimum threshold for each IP precedence level to

determine when a packet can be dropped. (The minimum threshold must be exceeded for WRED
to consider a packet as a candidate for being dropped.)
Take a look at this WRED example:
Depth of the queue: 21 packets
Minimum drop threshold for IP precedence = 0: 20
•
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is used to deal with such flows. The approach is to increase the probability of dropping a flow if it
exceeds a threshold.
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Cisco IOS software also provides distributed weighted random early detection (D-WRED), a
high-speed version of WRED that runs on VIP-distributed processors. The D-WRED algorithm

provides the same functionality that WRED provides, such as minimum and maximum queue
depth thresholds and drop capabilities for each class of service.
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Traffic-Shaping and Policing Tools
Cisco's QoS software solutions include two traffic-shaping tools—generic traffic shaping (GTS)
and Frame-Relay traffic shaping (FRTS)—to manage traffic and congestion on the network.
Cisco's IOS policing tool is CAR. This was briefly described in the "Classification" section, earlier
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In the earlier "Classification" section, a generic token bucket was described. In that description,
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queued. Thus, traffic adhering to a particular profile can be shaped to meet downstream
requirements, eliminating bottlenecks in topologies with data-rate mismatches. Figure 59-10
illustrates GTS.

Figure 59-10. Generic Traffic Shaping Is Applied on a Per-Interface
Basis
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FRTS can eliminate bottlenecks in Frame-Relay networks with high-speed connections at the
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to limit the rate at which data is sent on the VC at the central site. You can also use rate
enforcement with the existing data-link connection identifier (DLCI) prioritization feature to
further improve performance in this situation. FRTS applies only to Frame-Relay PVCs and
switched virtual circuits (SVCs).
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Link Efficiency Mechanisms
Currently, Cisco IOS software offers two link efficiency mechanisms—link fragmentation and
interleaving (LFI) and real-time protocol header compression (RTP-HC)—that work with queuing
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Header Compression: Increasing Efficiency of Real-Time Traffic
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RTP is a host-to-host protocol used for carrying newer multimedia application traffic, including
packetized audio and video, over an IP network. RTP provides end-to-end network transport
functions intended for applications transmitting real-time requirements, such as audio, video, or
simulation data over multicast or unicast network services. RTP header compression increases

efficiency for many of the newer VoIP or multimedia applications that take advantage of RTP,
especially on slow links. Figure 59-12 illustrates RTP header compression.

Figure 59-12. This Diagram Illustrates RTP Header Compression
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Figure 59-13. This Figure Shows RSVP Implemented in a Cisco-Based
Router Network
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QoS Management
The introduction discussed a common method (and by no means the only method) for QoS
management.
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QoS on Ethernet
In the Catalyst line of multilayer switches, is the capability to provide QoS at Layer 2. At Layer 2,
the frame uses CoS in 802.1p and Interlink Switch Link (ISL). CoS uses 3 bits, just like IP
precedence, and maps well from Layer 2 to Layer 3, and vice versa.
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Figure 59-14. WRR with WRED Using Two Queues with Two Thresholds
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Many implementations provided mapping of ToS (or IP precedence) to CoS. In this instance, an

Ethernet frame CoS setting can be mapped to the ToS byte of the IP packet, and vice versa. This
provides end-to-end priority for the traffic flow.
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SNA ToS
SNA ToS, in conjunction with data-link switching plus (DLSw+), allows mapping of traditional
SNA CoS into IP-differentiated service. This feature takes advantage of both QoS signaling and
pieces of the architecture. DLSW+ opens four TCP sessions and maps each SNA ToS traffic into a
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QoS for Packetized Voice
One of the most promising uses for IP networks is to allow sharing of voice traffic with the
traditional data and LAN-to-LAN traffic. Typically, this can help reduce transmission costs by
reducing the number of network connections sharing existing connections and infrastructure, and
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the traditional data-only network. Cisco IOS software QoS features give VoIP traffic the service
that it needs, while providing the traditional data traffic with the service that it needs as well.
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This traffic is then routed via H.323 Gatekeeper, which also requests specific
QoS for the voice traffic. In this case, IP precedence is set to high for the voice traffic. WFQ is
enabled on all the router interfaces for this network. WFQ automatically expedites the forwarding
of high-precedence voice traffic out each interface, reducing delay and jitter for this traffic.
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the network are large, 1500-byte packets. On slow links (below T1/E1 speeds), voice packets
may be forced to wait behind one of these large packets, adding tens or even hundreds of
milliseconds to the delay. LFI is used in conjunction with WFQ to break up these jumbograms
and interleave the voice traffic to reduce this delay as well as jitter.

QoS for Streaming Video
One of the most significant challenges for IP-based networks, which have traditionally provided
only best-effort service, has been to provide some type of service guarantees for different types
of traffic. This has been a particular challenge for streaming video applications, which often
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Figure 59-17. The Network Diagram Shows the Use of RSVP in a
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In this instance, OC-3 ATM links are configured with multiple 3-Mbps PVCs connecting to various
remote sites. RSVP ensures that QoS from this PVC is extended to the appropriate application
across the local routed network. In the future, Cisco IOS will extend this RSVP capability to

dynamically set up ATM SVCs. This will reduce configuration complexity and add a great degree
of automatic configuration.
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Automated QoS
Automated QoS (AutoQoS) simplifies QoS configuration and deployment. Mission-critical
applications are making QoS more important than ever to the success of both businesses and
service providers. However, QoS can be a very demanding networking task. Multiple applications
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Summary
Cisco IOS QoS provides a set of tools to provide a flow(s) with the necessary network services to
work successfully.
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1128 Queue management (WRED) is used for congestion avoidance within individual
queues, as well as to prevent congestion in the internetwork. Using the behavior of TCP, WRED
can throttle the speed of flows by dropping certain flows. It can also provide priority by dropping
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Which layer determines path selection in an internetwork?
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Describe unicast, multicast, and broadcast transmissions.
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What are the four main memory types in a router?
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What is controlled at the link layer?
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Answer: Bridging and switching occur at the link layer, which controls data
transmission errors, provides physical (as opposed to logical)
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4: What is a switch?
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Switches are data link-layer devices that, like bridges, enable
multiple physicalLANsegments to be interconnected into a single larger
Newnetwork.
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Describe the process of routing packets.
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What are some routing algorithm types?
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•
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Name the different areas of network management.
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Answer: Monitor network and system configuration information so that the
effects on network operation of various versions of hardware and software
elements can be tracked and managed.
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but it may be difficult to acquire (some reports indicate that because
100Base-TX was available more than a year before T4, it captured as much
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industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
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Answer: There are several ways:
Your users will tell you (but often only after they have crossed the
frustration threshold).
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Your network management system should be capable of indicating the
load
for each DCE port.
Table
of characteristics
Contents

•

Index

Your organization is considering adding new applications (such as
multimedia) that will require more communication bandwidth.
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Your organization is growing, and there are not sufficient DCE ports in
the
right locations to accommodate the additional users.
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After you have determined the need, you can consider the options.
Remember that the network elements with the longest useful life (the link
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the most expensive to replace. Choose with an eye to future growth, and
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What are the benefits of using FDDI instead of CDDI?
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What kind of technology is Frame Relay?
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Name at least three benefits of implementing HSSI technology in a network.
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HSSIuses differential emitter-coupled logic (ECL), which provides hightransfer with low noise levels.
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A2: Answer: Cable test, DCE test, Telco line test, DTE test.
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Chapter 12
1:
•

Which reference point for ISDN logical devices is relevant only in North America?
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U, the reference point between NT1 devices and line-termination
Internetworking
Technologies
Handbook,
Fourth
Edition
equipment
in the
carrier
network.
•

A1:

By Cisco Systems, Inc.

2:

What are the two speeds of ISDN PRI services?

Publisher: Cisco Press

A2:

Answer: In North America and Japan, 23 B channels (1.472 Mbps) plus 1 D
channel (64 kbps); in Europe and Australia, 31 B channels (1.984 Mbps)
ISBN:
1-58705-119-2
plus
1 D channel (64 kbps).
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3:

A3:

Of the 48 bits in the ISDN physical layer frame formats, how many bits represent
data?
Answer: 36.

The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Chapter 13
1:
•
•

What are the main components of PPP?
Table of Contents
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Index Encapsulation of datagrams, LCP, andNCP.
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Internetworking Technologies Handbook, Fourth Edition

2:Systems,
What Inc.
is the
By Cisco

only absolute physical layer requirement imposed by PPP?

A2:

Answer: The provision of a duplex circuit, either dedicated or switched, that
can operate in either an asynchronous or synchronous bit-serial mode,
Pub Date: September 11, 2003
transparent toPPP link layer frames.
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ISBN: 1-58705-119-2
Pages:
1128many fields make up the PPP frame, and what are they?
3:
How

A3:

Answer: Six: Flag, Address, Control, Protocol, Data, and Frame Check
Sequence.

4: How
many of
phases
does the PPP
LCP go networking
through, and
what areprovides
they? coverage of
The updated
edition
the best-selling
all-in-one
reference
essential and cutting-edge technologies.
A4: Answer: Four: Link establishment, link quality determination, network layer
protocol configuration negotiation, and link termination.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Chapter 14
1:
•

Where does the SNI interface exist?
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A1:

By Cisco Systems, Inc.

2:

What does SIP stand for?
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Answer:SMDSInterface Protocol.
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3:ISBN:
At1-58705-119-2
which layers of the OSI reference model do each of the three SIP levels operate?
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A3:

4:

Answer:SIP Level 3 and Level 2 operate at theMACsublayer of the data link
layer;SIP Level 1 operates at the physical layer.
How do multiple devices reconcile usage of a DQDB?

The updated edition of the best-selling all-in-one networking reference provides coverage of
A4: and
Answer:
By using
a distributed queuing algorithm, which makes
essential
cutting-edge
technologies.
implementing a multi-CPE configuration much more complicated than
implementing a single-CPE configuration.
Concise overviews of technologies essential to networking professionals at all levels, from
novice
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A credit-management
to expert.
scheme is sometimes used to implement SMDS access classes
on which SMDS interfaces only?
New chapters include coverage of important topics like VoIP and EAP
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Chapter 15
1:
•
•

How many years did it take the telephone to reach 90 percent of the homes in the
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A1: Answer:
The telephone

in 1875, and in 1970, 90 percent of
American
homes
had
a
phone—it
took
95 years.
By Cisco Systems, Inc.
2:

Which V series recommendations pertain to bits per second?
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A2:
Answer: V.21, V.23, V.27ter, V.29, V.32bis, V.34, and V.90.
ISBN: 1-58705-119-2
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3:Pages:
How
many DS 0s are in a BRI, T1, and E1m respectively?

A3:

Answer: Two in aBRI(although the D channel might be considered a third);
24 in a T1; and 32 in an E1.

4: What
is theof
flow
data goingall-in-one
through anetworking
modem from
the RJ 11
to the DTE?
The updated
edition
theofbest-selling
reference
provides
coverage of
essential and cutting-edge technologies.
A4: Answer: The data flows in the RJ 11 jack to the analog-to-digital converter.
The DSP then gets the data and forwards it on to the packetizer, which
Concise
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overviews
the data
of to
technologies
the data compressor.
essential to networking
The decompressed
professionals
data
at all
is then
levels,
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from
novice
to the
to expert.
UART, which gets the data to the DTE device.
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A5:
Answer:
LCP, authentication,
and
NCP.
LCP must
complete
first because it
determines whether the link is viable and negotiates the link properties
Authored
by Cisco
Systems,
worldwide
in networking
for the Internet.is needed.
between
the two
peers.
LCP also leader
finds out
whether authentication
Authentication happens before network protocols are negotiated so that the
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
network protocol negotiation will be capable of identifying the incoming
enables networking professionals to understand and implement contemporary internetworking
user or host and assigning the appropriate network attributes.
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
6: How does interesting traffic relate to the idle timer?
Complete with new and updated chapters on security, storage, optical networking, scalability,
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networking professionals, regardless of expertise.
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Readers will obtain a greater understanding of LAN and WAN networking, particularly the
7: Isprotocols,
a BRI interface
a dialer?
How would
an async interface
become
a dialer?
hardware,
and services
involved.
Fundamental
technology
information
is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
A7: Answer:
ABRIinterfaceand
is aretention,
dialer. An
async
interface
couldfor
become
dialer
to ensure
concept comprehension
and
additional
resources
furtherastudy.
by
having
the
dialer
in-band
configuration
command
entered
into
it.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
8: When
is dialup
connectivity
appropriate
to use? When
isn't
it appropriate?
professionals
operate.
Tools
and guidelines
for optimizing
system
performance
will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
A8: Answer:
Dialup connectivity is adaptable but expensive. For intermittent
decisions
for their networks.
connections or connections in which the endpoints move around, dialup is a
convenient and sensible use. For permanent connectivity or links that stay
up most of the time, it is not appropriate.
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Chapter 16
1:
•

Name two of the link types that SDLC supports.
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Index Point-to-point links, multipoint links, bounded media, unbounded
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Fourth Edition
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and
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•

A1:

2:

Name the four basic SDLC connection configurations.
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Pub Date: September 11, 2003
A2:
Answer: Point-to-point, which involves only two nodes, one primary and one
ISBN:
1-58705-119-2
secondary;
multipoint, which involves one primary and multiple secondary
Pages:
1128 loop, which involves a loop topology with the primary connected to
nodes;
the first and last secondaries, and intermediate secondaries in between; and
hub go-ahead, which involves an inbound and an outbound channel—the
primary uses the outbound channel to communicate with the secondaries,
and the secondaries use the inbound channel to communicate with the
primary.
The updated
edition of the best-selling all-in-one networking reference provides coverage of

essential and cutting-edge technologies.
3: How many fields does the SDLC frame have, and what are they?
A3:
Concise
Answer:
overviews
Six: Flag,
of technologies
Address, essential
Control, to
Data,
networking
FCS, Flag.
professionals at all levels, from
novice to expert.
4: List the derivative protocols of SDLC, and describe their primary difference(s) from
NewSDLC.
chapters include coverage of important topics like VoIP and EAP
Coverage
of cutting
technologies
like optical
networking
storage
A4:
Answer:
HDLC,edge
which
supports three
transfer
modes,and
while
SDLC supports
only one;LAPB, which is restricted to the ABM transfer mode and is
Authored
by Ciscoonly
Systems,
worldwidestations;
leader inIEEE
networking
the is
Internet.
appropriate
for combined
802.2, for
which
often referred
to asLLCand has three types; and QLLC, which provides the data-link
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
control capabilities that are required to transport SNA data across X.25
enables networking professionals to understand and implement contemporary internetworking
networks.
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Chapter 17
1:
•

In what kind of networks does X.25 generally operate?
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Answer:
It is typically used in packet-switched networks of common
Internetworking
Technologies
Fourth Edition
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such Handbook,
as the telephone
companies.
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A1:

By Cisco Systems, Inc.

2:

Name the three general categories into which X.25 devices fall.
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Answer: DTEs, DCEs, and PSEs.
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3:
are the three main functions of the PAD?
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A3:
4:

Answer: Buffering, packet assembly, and packet disassembly.
Name the X.25 protocol suite and the layers in the OSI reference model to which
they map.

The updated edition of the best-selling all-in-one networking reference provides coverage of
A4: and
Answer:
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layer;LAPB: data link layer; X.21bis,EIA/TIA-232,
essential
cutting-edge
technologies.
EIA/TIA-449,EIA-530, and G.703: physical layer.
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Chapter 18
1:
•

What is a VPN?
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Index VPNis a generic term that describes any combination of
Answer:
Internetworking
Technologies
Handbook,
Fourth
technologies
that
can be
usedEdition
to secure a connection through an otherwise
unsecured
or
untrusted
network.
By Cisco Systems, Inc.
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A1:

2:

What key security services does IPSec provide?
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A2:
Answer: Confidentiality, data integrity, and data origin authentication.
ISBN: 1-58705-119-2
1128is the function of the IKE protocol?
3:Pages:
What

A3:

Answer: To derive authenticated key material and negotiate IPSec security
associations in a secure manner.

4: IKE edition
is a two-phase
protocol. What
does each
phase reference
accomplish?
The updated
of the best-selling
all-in-one
networking
provides coverage of
essential and cutting-edge technologies.
A4: Answer: The phase I exchange, using either main mode or aggressive mode,
establishes a secure, authenticated communication channel between two
Concise
IPSec
overviews
peers. The
of technologies
phase II exchange,
essential tousing
networking
quick professionals
mode, negotiates
at all levels,
security
from
novice
associations
to expert. on behalf of IPSec under the protection of the security
association established in the phase I exchange.
New chapters include coverage of important topics like VoIP and EAP
5: What are L2TP's operation modes?
Coverage of cutting edge technologies like optical networking and storage
A5: Answer: Compulsory tunneling and voluntary tunneling
Authored by Cisco Systems, worldwide leader in networking for the Internet.
6: How does MPLS support hierarchical routing in BGP/MPLS VPN?
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
A6: Answer: InBGP/MPLS VPN, the data packets carry two labels organized as a
technologies. Master the terms, concepts, technologies, and devices used in today's networking
label stack. The provider routers use the outer labels to forward packets
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
from one PE router to the other PE router within theMPLS core. The PE
Complete with new and updated chapters on security, storage, optical networking, scalability,
router uses the inner label to help forward the packet to the corresponding
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
VPNcustomer.
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
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Chapter 19
1:
•

What are the three main packet voice technologies?
Table of Contents

Index Voice over Frame Relay, Voice over ATM, and Voice over IP are the
Answer:
Internetworking
Handbook,
Edition
threeTechnologies
main packet
voiceFourth
technologies.
•

A1:

By Cisco Systems, Inc.

2:

How are packet voice technologies used to provide toll bypass cost savings?

Publisher: Cisco Press

A2:

Answer: Voice traffic between locations can be routed over a wide-area
network with data instead of using long-distance carriers. Depending on
ISBN:
1-58705-119-2
distance
and toll charges, cost savings can be substantial.

Pub Date: September 11, 2003
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3:
A3:

What are the primary voice-signaling protocols?
Answer: These are H.323, Session Initiation Protocol (SIP), and Media
Gateway Control Protocol (MGCP).

The updated edition of the best-selling all-in-one networking reference provides coverage of
4: and
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how peer-to-peer
voice signaling protocols are different from client/server
essential
cutting-edge
technologies.
protocols.
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Answer:
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of technologies
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to networking
dependprofessionals
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at allcall
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novice
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to expert.
to maintain the state of the endpoints. This model makes it easier to
support advanced call features. Peer-to-peer protocols utilize smarter
Newendpoints
chapters include
coverage
of important
topics
VoIP entity,
and EAPso they scale
and do
not require
a central
calllike
control
better.
Coverage of cutting edge technologies like optical networking and storage
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Chapter 20
1:
•
•

What are the main components of a wireless system?
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Local oscillator
Upconverter/outdoor unit

Cables, control, and coaxial
The updated edition of the best-selling all-in-one networking reference provides coverage of
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essential and cutting-edge
2: What is the wavelength of an 850 MHz carrier?
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3: chapters
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Authored by Cisco Systems, worldwide leader in networking for the Internet.
RF attenuation
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking
professionals to understand and implement contemporary internetworking
Impedance
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn DC
howloss
to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
such as reference
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6: What is a Fresnel zone?

A6:

7:
•

Answer: A Fresnel zone is a zone of radiated energy. In theory, there are an
infinite number of them. In practice, however, we concern ourselves only
with the first Fresnel zone. These zones are ellipsoid in shape and exist
around the direct LOS path. The energy as it radiates from the antenna
looks like a football.
What are multipath signals?
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By Cisco Systems, Inc.
•

A7:

8:

What are the five basic building blocks of an 802.11 reference architecture?

Publisher: Cisco Press

Pub Date: September 11, 2003

A8:

Answer:

ISBN: 1-58705-119-2
Pages: 1128

Basic Service Set (BSS)
Independent BSS
Infrastructure BSS
The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge
technologies.
Distribution
system
Extended service set
Concise overviews of technologies essential to networking professionals at all levels, from
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to expert.
9: What
five services does the distribution service offer?
New chapters
A9:
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Coverage of cutting edge technologies like optical networking and storage
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Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
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Reassociation
technologies. Master the terms, concepts, technologies, and devices used in today's networking
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Complete with new and updated chapters on security, storage, optical networking, scalability,
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book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
10: What are four main benefits of using wireless technologies?
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Answer:
They complete the access technology portfolio, along with Digital
Subscriber Line, cable, leased line, and other access network
technologies.

•
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•
•

Name the current versions of DSL technology.
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two-line coding methods used for ADSL?

Answer:DMTandCAP.
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Which versions of DSL offer symmetrical service?
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What symmetrical version of DSL offers multirate service over a single pair of wire?
Answer: G.SHDSL
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Describe the advantages or benefits offered by an HFC network.
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Identify the process of providing two-way operation of an HFC cable plant.

Publisher: Cisco Press

Pub Date: September 11, 2003
A2:
Answer: Two-way operation can be established on an HFCcable plant by
ISBN:
1-58705-119-2
installing
the narrow- band upstream amplifiers in the amplifier housings,
Pages:
1128 a narrow-band return laser at the optical node, providing an optical
adding
return path, and placing an optical receiver at the head end or hub location.
Proper alignment procedure of the return path is also required.

3:

Describe the upstream and downstream bandwidths associated with the DOCSIS
standard.
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decisions
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the head end and hub locations.
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Define Telco return and tell when this application might be considered.

A8:

•
•
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Answer: Telco return describes a data service that provides high-speed
downstream connectivity over the coax plant, and low-speed connectivity
over thePSTN. This application is typically used in rural networks, where the
upgrade cost is prohibitive, or as an interim networking solution permitting
the MSO to offer service while the cable plant is being upgraded for two-way
service.
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•

What are the LSR's interfaces?
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2:

What three planes are used in G.8080 to perform signaling and connection services?
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3:Pages:
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Answer: Domains allow subdivision of the control planes. By subdividing
control planes, service providers can administer these domains.
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or downstream,
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all-in-one
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•

What is an H.323 gatekeeper?
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What is the main reason that companies deploy H.323 and/or SIP networks?
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Chapter 25
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•

How does DPT/SRP differ from other ring technologies such as Token Ring and FDDI?
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How does DPT/SRP implement packet priority?
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queues for transmit traffic and two queues for transit traffic.

3:

What mechanism determines which ring a node should send a data packet to reach
another node?
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A3: and
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cutting-edge
technologies.
target responds via the ring with the shortest number of node hops back to
the source as determined by the auto-topology discovery process.
Concise overviews of technologies essential to networking professionals at all levels, from
4:
novice
How
to does
expert.
DPT/SRP recover from a fiber break?
NewAnswer:
chapters The
include
coverage
of important
topics
like VoIP
and wrap.
EAP
A4:
nodes
detecting
the break
perform
a ring
One node loops
packets from the inner ring onto the outer ring. The opposite happens at the
Coverage
cutting edge technologies like optical networking and storage
otherof
node.
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Chapter 26
1:
•
•

What field of an EAP packet identifies whether the message is a request, response,
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What is the primary benefit of using EAP as an authentication mechanism?
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Does EAP support server-side certificates, client-side certificates, or both?
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What three frame types does a transparent bridge flood?
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How does a bridge learn the relative location of a workstation?
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the
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address with the received port.

3:

What two bridge PDUs does a transparent bridge generate, and what are they used
for?

The updated edition of the best-selling all-in-one networking reference provides coverage of
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essential
and cutting-edge
technologies.
topology-changePDU. Configuration PDUs help bridges learn about the
network topology so that loops may be eliminated. Topology-change PDUs
Concise
enable
overviews
bridges
of to
technologies
relearn the
essential
network
to networking
topology whenever
professionals
a significant
at all levels, from
novice
change
to expert.
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Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
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enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
5: After bridges determine the spanning-tree topology, they will take on various roles
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
and configure ports into various modes. Specifically, the roles are root and
Complete with new and updated chapters on security, storage, optical networking, scalability,
designated bridges, and the modes are designated ports and root ports. If there are
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
10 bridges and 11 segments, how many of each are there in the broadcast domain?
networking professionals, regardless of expertise.
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Translational bridging addresses several issues when interconnecting different media
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is in the text and does not need to be restated.

2:

One of the challenges of translational bridging is the reordering of bits whenever a
frame moves from an Ethernet to a Token Ring segment. If an Ethernet station
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technologies. Master the terms, concepts, technologies, and devices used in today's networking
frames and transparently bridged frames. Therefore, it bridges frames both
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with and without a RIF field. A pure source-route bridge, on the other hand,
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Describe a basic difference between transparent bridges and source-route bridges
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path based upon local
By Cisco Systems, Inc.
bridge tables. In an SRBnetwork, the source device prescribes the route to
the destination and indicates the desired path in the RIF.
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Authored by Cisco Systems, worldwide leader in networking for the Internet.
A4: Answer: With this network topology, many explorer frames may propagate
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
throughout the network. Because explorers are broadcast frames, they
enables networking professionals to understand and implement contemporary internetworking
consume bandwidth throughout the entire broadcast domain and consume
technologies. Master the terms, concepts, technologies, and devices used in today's networking
CPU cycles within end stations.
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
5: Because only 4 bits are used to define bridge numbers, does this mean that there
and speed, this book is a complete 4and up-to-date reference to the topics that are essential to all
can be only 16 bridges (2 =16)? Why or why not?
networking professionals, regardless of expertise.
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Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
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professionals
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productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
7: A 12-bit value defines ring numbers. Can you have more than 4096 rings in the
network (212 =4096)? Why or why not?
A7:

Answer: No, you cannot, because this value defines the total number of
rings. Each ring number must be unique in the network.
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A multilayer switch mimics the actions of a router when an initial frame passes
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A1: Systems,
Answer:
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switch must modify the source and destinationMACaddresses
in the Layer 2 header so that the frame appears to come from/to the
router/workstation. Furthermore, the switch must change things in the
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Answer: ALANswitch behaves like a multiport bridge.
Two trunk protocols were described. For what situation would you use the IEEE
802.1Q mode?

The updated edition of the best-selling all-in-one networking reference provides coverage of
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essential
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technologies.
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5: How does a store-and-forward switch know if a frame is errored?
Authored by Cisco Systems, worldwide leader in networking for the Internet.
A5: Answer: The switch uses the CRCto determine whether any changes
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
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enables networking professionals to understand and implement contemporary internetworking
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technologies. Master the terms, concepts, technologies, and devices used in today's networking
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technology employed.
8:

Before switches and VLANs, administrators assigned users to a network based not on
the user's needs, but on something else. What determined the user network
assignment?

A8:

Answer: Administrators previously assigned users to a network based upon
the user's physical proximity to a network device or cable.
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Name the four components of LANE.
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Answer: TheLANEConfiguration Server (LECS) acts as a membership policy
device.
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New chapters
include
coverage of important topics like VoIP and EAP
header bit
error.
Coverage
edge difference
technologies
like optical
networking
andthe
storage
6: Whatof
is cutting
the primary
between
the UNI
header and
NNI header?
Authored
by Cisco
worldwide
networking
the Internet.
A6:
Answer:
TheSystems,
UNI header
has anleader
8-bit in
VPI
field andfor
a 4-bit
GFC, while the
NNI header absorbs the GFC field and expands the VPI field to 12 bits.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
7: Which adaptation mode is most appropriate to interconnect T1 signals from PBXs
technologies. Master the terms, concepts, technologies, and devices used in today's networking
over ATM?
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
A7: Answer: AAL1 is most suitable for constant bit rate traffic such as a T1
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
source.
networking professionals, regardless of expertise.
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10:

What ATM protocol simplifies the ATM administrator's life by automatically ensuring
that certain ATM parameters are compatible between two devices connected to the
same link?

A10:

11:
A11:
•
•

Answer: ILMI enables two devices to communicate with each other and
shareATM parameters that facilitate the link functionality.
What ATM protocol communicates exclusively between ATM switches?
Answer:PNNI, theATM routing protocol, occurs only between ATM
switches.
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DLSw SSP uses what transport protocol? What are the advantages and disadvantages
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Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
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enables networking professionals to understand and implement contemporary internetworking
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technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
4: What protocols does DLSw support?
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Answer: The two messages are for control and information flow. The control
frame has a 72-byte header, and the information message supports a 16byte header. Therefore, the control frame has a larger header. The first 16
bytes of both headers have the same format.
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industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
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and speed, this book is a complete and up-to-date reference to the topics that are essential to all
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An SS-user is an entity that requests the services of the session layer. Such
requests are made at session-service access points (SSAPs), and SS-users
are uniquely identified by using an SSAP address.
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Describe the presentation layer protocols of the OSI protocol suite.
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Answer: The presentation layer implementation of the OSI protocol suite
consists of a presentation protocol and a presentation service. The
presentation protocol enables presentation-service users (PS-users) to
communicate with the presentation service.
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What are the two types of ASEs?
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is discarded.
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6: What is the purpose of the subnet mask in an IP address?
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Answer:TCPprovides reliable transmission of data in anIP environment
using a connection-oriented session.

10:

How does User Datagram Protocol (UDP) differ from Transmission Control Protocol
(TCP)?
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Answer:UDP is a connectionless transport layer protocol that does not
guarantee delivery of data.TCPis a connection-oriented protocol that
guarantees delivery of data.
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Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
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enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
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industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
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and speed, this book is a complete and up-to-date reference to the topics that are essential to all
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Authored by Cisco Systems, worldwide leader in networking for the Internet.
A4: Answer: The Session Control Protocol (SCP) is the DECnet Phase IV session
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
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enables networking professionals to understand and implement contemporary internetworking
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industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
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Chapter 42
1:
•

Name the four key technologies that are used by EIGRP.
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Explain why EIGRP is more efficient in operation than IGRP.
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Pages:
1128
mandate
a periodic update of routing tables between neighboring routers.
Instead, it employs a neighbor discovery/recovery mechanism to ensure that
neighbors remain aware of each other's accessibility. As long as a router
receives periodic hello packets from its neighbors, it can assume that those
neighbors remain functional. More importantly, it can assume that all of its
routes
thatofrely
passage
through
those neighbors
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Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
EIGRPnetwork converge quickly, even when its links are of varying speeds.
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technologies. Master the terms, concepts, technologies, and devices used in today's networking
4: Why does EIGRP tag certain routes?
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
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internal to anAS are completely contained within thatAS. External routes
networking professionals, regardless of expertise.
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•

What are SNA session connectors used for?
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gateways, andAPPN intermediate routing functions.
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2:

What is created when a network node determines via the LOCATE request that the
two end nodes are attached to the same medium?
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A2:
Answer:
A network node (NN) then is used to locate the destination
specified in the LOCATE request. If the NN sees that the two ENs (source
and destination) are attached to the same transport medium (such as Token
Ring), a virtual node (VN) is used to connect the two endpoints and form a
connection network.
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Name the benefits of using IGRP instead of RIP.
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maximum of 16 hops per route. This tends to limit the size and complexity of
a network that can be effectively routed withRIP. Other RIP limitations
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How can an administrator influence route selection?
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Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
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4: Identify and explain IGRP's stability features.
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and speed, this book is a complete and up-to-date reference to the topics that are essential to all
from wrongly reinstating an invalid route. Split horizons help prevent
networking professionals, regardless of expertise.
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updatetimer specifies how frequently routing update messages should be
sent. Theinvalid timer specifies how long a router should wait in the absence
of routing-update messages about a specific route before declaring that
route invalid. Thehold-time variable specifies the holddown period. Finally,
theflushtimer indicates how much time should pass before a route should
be flushed from the routing table.
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•
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What is the range of available IP multicast addresses?
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purpose of IGMP?

Answer:IGMP is used between the hosts and their local multicast router to
join and leave multicast groups.
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A3:

Answer: IGMPv2 has a leave group message that can greatly reduce the
latency of unwanted traffic on aLAN.

4:

What is a potential disadvantage of IGMP snooping over CGMP on a low-end Layer
2 switch?
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10:
A10:

How do RPs learn about sources from other RPs with MSDP?
Answer: RPs are configured to be MSDP peers with other RPs. EachRP
forwards source active (SA) messages to each other.

11:
A11:

What is the purpose of the anycast RP?
Answer: Load balancing and fault tolerance.
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What is the purpose of a Layer 2 router within the NLSP hierarchical routing scheme?
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How long are hello packets sent after a router is initialized and reaches a fully
functional state?
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2:

Area 0 contains five routers (A, B, C, D, and E), and Area 1 contains three routers (R,
S, and T). What routers does Router T know exists? Router S is the ABR.
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What two types of messages are sent between systems in an ES-IS?
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What is the difference between a Level 1 router and a Level 2 IS-IS router?
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Describe how IS-IS routers communicate with each other on broadcast networks.
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Name RIP's various stability features.
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and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Chapter 50
1:
•

Is it necessary to migrate away from your existing routing protocol to support RSVP?
Table of Contents

Index RSVP is not a routing protocol. Instead, it was designed to work in
Answer:
Internetworking
Technologies
Handbook,
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Edition
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existing
routing
protocols. Thus, it is not necessary to
migrate
to
a
new
routing
protocol
to supportRSVP.
By Cisco Systems, Inc.
•

A1:

2:

Identify the three RSVP levels of service, and explain the difference among them.
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A2:
Answer: RSVP's three levels of service include best-effort, rate-sensitive,
ISBN:
1-58705-119-2
and
delay-sensitive service. Best-effort service is used for applications that
Pages:
1128
require
reliable delivery rather than a timely delivery. Rate-sensitive service
is used for any traffic that is sensitive to variation in the amount of
bandwidth available. Such applications include H.323 videoconferencing,
which was designed to run at a nearly constant rate. RSVP's third level of
service is delay-sensitive service. Delay-sensitive traffic requires timely but
not edition
reliable
of data.
The updated
ofdelivery
the best-selling
all-in-one networking reference provides coverage of

essential and cutting-edge technologies.
3: What are the two RSVP reservation classes, and how do they differ?
A3:
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Answer:
overviews
A reservation
of technologies
style essential
is a set of
to control
networking
options
professionals
that defines
at all levels,
how a from
novice
reservation
to expert. operates.RSVP supports two primary types of reservation styles:
distinct reservations and shared reservations. A distinct reservation
Newestablishes
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coverage
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likeaVoIP
and EAP
a flow
for each
session.
Shared reservations
aggregate communications flows for a set of senders. Each of these two
Coverage
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and storage
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defined by like
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ofnetworking
filters.
Authored
by Cisco
4:
What are
RSVPSystems,
filters? worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
A4: Answer: A filter inRSVP is a specific set of control options that specifies
enables networking professionals to understand and implement contemporary internetworking
operational parameters for a reservation. RSVP's styles include wildcardtechnologies. Master the terms, concepts, technologies, and devices used in today's networking
filter (WF), fixed-filter (FF), and shared-explicit (SE) filters.
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
5: How can RSVP be used through network regions that do not support RSVP?
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
A5: Answer:RSVP supports tunneling through network regions that do not
support
RSVP.
Thisunderstanding
capability was
to networking,
enable a phased-in
Readers will
obtain
a greater
of developed
LAN and WAN
particularly the
implementation
of
RSVP.
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Chapter 51
1:
•

Describe the SMRP address.
Table of Contents

Index SMRP addressing is based on the local network of a creator
Answer:
Internetworking
Technologies
Handbook,
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address
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and
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Each
local network is configured with a range
By Cisco Systems, Inc.
of unique network numbers.
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A1:

Publisher: Cisco Press

2:

What type of message is sent when an endpoint-to-node request is made? What type
of message is sent for a node-to-endpoint?

Pub Date: September 11, 2003
ISBN: 1-58705-119-2
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A2:Pages:
Answer:
Endpoint-to-node requests are sent as multicasts, while node-toendpoint requests are sent as either unicasts or multicasts.

3:

How does a node become the designated primary node on a network?

Answer:
The
basic
process of
primarynetworking
and secondary
node
determination
TheA3:
updated
edition
of the
best-selling
all-in-one
reference
provides
coverage of
begins
at
startup,
when
a
node
first
tries
to
become
the
designated
essential and cutting-edge technologies.
secondary node on each local net. If successful, the node then tries to
become the designated primary node. Transactions are initiated by either a
Concise
primary-node
overviews of
request
technologies
or a secondary-node
essential to networking
request.
professionals
No response
at alltolevels,
the from
novice
request
to expert.
indicates that the negotiation succeeded, while a positive response
indicates that the negotiation failed.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Chapter 52
1:
•

What factors have influenced the importance of network security?
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Answer:
The growth of Internet applications, faster access to the Internet,
Internetworking
Technologies
Handbook, Fourth Edition
government
legislation
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A1:

By Cisco Systems, Inc.

2:

How have the growth of the Internet and emerging technologies affected network
security?

Publisher: Cisco Press
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A2:

Answer: The Internet has grown to provide new applications such as
andIP phones. With the use of these applications and
Pages:technologies
1128
come new vulnerabilities that introduce new security risks to
the network.
ISBN:streaming
1-58705-119-2
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3:

How does a security policy affect a company's network?

Answer:
policy defines
how
the company's
designs
The A3:
updated
edition Aofsecurity
the best-selling
all-in-one
networking
referencenetwork
providesstaff
coverage
of
and
implements
security
throughout
the
network.
essential and cutting-edge technologies.
4: Provide an example of a defense-in-depth security solution.
Concise overviews of technologies essential to networking professionals at all levels, from
A4:
novice
Answer:
to expert.
A defense-in-depth security solution is one in which a company
deploys complementary security technologies throughout the network to
New chapters
include coverage
of important
topics like
VoIPnetwork.
and EAP One possible
protect against
failures at
different points
in the
solution is for a company to deploy a firewall and install host-based IDS
Coverage
of cutting
edge
technologies
likefirewall
optical networking
andweb
storage
software
on its
web
servers. The
protects the
server from
unwanted traffic, and the software protects against the allowed traffic to
Authored
by Cisco Systems, worldwide leader in networking for the Internet.
the server.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
5: List common threats against networks.
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
A5: Answer: Unauthorized access, weak authentication, passwords, packet
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
sniffers, application layer attacks, viruses, worms, Trojan horses,IP
Complete with new and updated chapters on security, storage, optical networking, scalability,
spoofing, and denial of service (DoS)
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
6: Which network security threat attempts to flood a network with unwanted packets?
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
A6: Answer:
launched
to disrupt
networkinformation
services by
hardware,
protocols,DoS
and attacks
services are
involved.
Fundamental
technology
is provided on
exhausting
available
bandwidth.
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
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of attack
sending
e-mail attachments?
is this
threat
Coverage
alsotype
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not involves
only to new
networking
concepts, but How
also to
older,
legacy
mitigated?
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
A7: Answer:
A virus
or Trojan
horse
can
be embedded
an e-mailcost-efficient
attachment.
productivity
and improve
efficiency,
helping
the
reader
make moreinintelligent,
Antivirus
software
is
recommended
to
mitigate
this
threat.
decisions for their networks.
8:
A8:

Describe how to mitigate IP spoofing attacks.
Answer:IP spoofing is mitigated by filtering RFC1918 addresses and
implementing ingress and egress filtering as recommended in RFC2827.

9:

How does a switched infrastructure mitigate sniffer attacks?

A9:

Answer: Sniffers capture traffic on the same broadcast domain. Switched
networks create separate broadcast domains for each port.

10:

What type of security tool discovers devices and network services available on a
network?

•
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Answer:
A port scanner, such as Nmap, is used to discover devices and
Internetworking
Technologies
Handbook,
network
services
usingFourth
ICMPEdition
packets and TCPSYN packets. Nmap also uses
advanced
methods
to
discover
both devices and network services.
By Cisco Systems, Inc.
•

A10:

11:

What type of security tool identifies devices' vulnerabilities?

Publisher: Cisco Press

Pub Date: September 11, 2003
A11:
Answer: A network security scanner or security audit tool, such as Nessus,
ISBN:identifies
1-58705-119-2
vulnerabilities that exist on a network.
Pages: 1128

12:
A12:

What type of security tool identifies weak passwords?
Answer: A password cracker, such as John the Ripper, can identify weak
passwords.

The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Chapter 53
1:
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What is DEN?
Table of Contents

Index DENstands for Directory-Enabled Networks, a specification that
Answer:
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Handbook,
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defines
different
entitiesFourth
in a managed
system using an object-oriented
information
model
that
is
independent
of
repository and access protocol.
By Cisco Systems, Inc.
DENalso defines a mapping of the data in the information model to a form
that can be stored and retrieved from a directory that uses (L)DAP as its
Publisher: Cisco Press
access protocol
•

A1:

Pub Date: September 11, 2003

1-58705-119-2
2: ISBN:
Does
DEN require the use of a directory?
Pages: 1128

A2:

Answer: No.DENis, first and foremost, an object-oriented information model
that isindependent of repository and access protocol. Data can be mapped to
a directory, but also to other types of data stores (such as a relational or
object database).

The updated edition of the best-selling all-in-one networking reference provides coverage of
3: Is
DEN
just about technologies.
modeling network devices and services?
essential
and
cutting-edge
A3: Answer: No. AlthoughDENconcentrates on building a robust and extensible
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technologies
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professionals
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all levels,
one
from
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primary benefits is that it treats all types of entities in the managed
environment as equal objects.
New chapters include coverage of important topics like VoIP and EAP
4: What is an object-oriented information model?
Coverage of cutting edge technologies like optical networking and storage
A4: Answer: An object-oriented information model is a means of using objectAuthored
by Cisco
Systems,
leader
in networking
for the Internet.
oriented
techniques
toworldwide
design a set
of classes
and relationships
to represent
the different objects in a managed environment.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
5: Name some of the important benefits of DEN.
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
A5: Answer: First and foremost,DENis an object-oriented information model
Complete with new and updated chapters on security, storage, optical networking, scalability,
that describes different components of a managed environment in a common
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
way. This enables a close relationship to be established between classes that
networking professionals, regardless of expertise.
define network elements, and services and classes that define other objects.
Thisobtain
is theaprimary
mechanism used
to and
define
which
network
servicesthe
a
Readers will
greater understanding
of LAN
WAN
networking,
particularly
client
needs.
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
Second,DENis object-oriented, so it is inherently extensible. This means
to ensure concept comprehension and retention, and additional resources for further study.
that concepts not yet defined inDENcan be easily modeled and added to the
Coverage is also extended not only to new networking concepts, but also to older, legacy
DENstandard.
systems, providing a more realistic picture of the real-world networking environments in which
professionals
operate.
Tools and
fordeveloper
optimizing as
system
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Third,
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application
well performance
as the network
designer
productivity
and
improve
efficiency,
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reader
make
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intelligent,
cost-efficient
to think of the network as a provider of intelligent services. This enables
decisionsapplication
for their networks.
developers to describe the functions and treatment that the
traffic of their applications requires in terms that the network can represent
directly. Thus, if a certain application has specific jitter and latency
requirements,DENcan be used to define the set of services that together
meet these requirements.

Fourth, and closely related,DENenables businesses to prioritize the
treatment of different applications that are vying for network resources. This
enables a business administrator to write a policy that says thatSAPand
PeopleSoft applications should get preferential treatment over FTPtraffic.
This enables the network to be designed to treat the applications that a
business runs according to the business rules of that organization.
A final example benefit of DEN(although there are more) is thatDENis a
Table of Contents
standard. This means that it can be used by network vendors, system
•
Index
integrators, and others to define a common framework to describe, define,
Internetworking Technologies Handbook, Fourth Edition
share, and reuse data.
•

By Cisco Systems, Inc.

6:

How does DEN model relationships between objects?
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A6:
Answer:
This
is one of the crucial advantages of theDENapproach.DENis
Pub Date:
September
11, 2003
not
just
a
set
of data models describing the characteristics of managed
ISBN: 1-58705-119-2
objects.DENalso defines a set of relationships between these objects.
Pages: 1128
Without such a set of relationships, you could not relate the specific set of
services that must be used to provision different applications for different
users. In addition,DENimplements these relationships as classes. This
enables all the benefits of object-orientation (such as subclassing, putting
properties and methods on the relationship itself, and so on) to be applied to
The updated
edition of the best-selling
all-in-one
networking
provides
coverage
of
the relationship.
Note thatDEN
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in this reference
respect among
the
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essential modeling
and cutting-edge
technologies.
approaches
that exist.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Chapter 54
1:
•

On what concept is network caching based?
Table of Contents

Index Based on the assumption that users access the same content over
Answer:
Internetworking
Technologies Handbook, Fourth Edition
and over.
•

A1:

By Cisco Systems, Inc.

2:

What are two secondary benefits of implementing caching technology?
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A2:

Answer: 1. Secure access and control. 2. Operational
logging—administrators can log how many hits sites receive.

Pub Date: September 11, 2003
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3:
Provide
a brief description of network-integrated caching technology.

A3:

Answer: Network-integrated caching technology combines system-level
software and hardware. Network-integrated caches must be managed like
network equipment, designed like high-density hardware, and transparently
inserted
the
network. all-in-one networking reference provides coverage of
The updated
editioninto
of the
best-selling
essential and cutting-edge technologies.
4: How do Cisco cache engines ensure that web pages are kept up to date?
A4:
Concise
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overviews
By obeying
of technologies
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can be cached and which cannot. Those that are not are retrieved
from the source every time they are accessed.
New chapters include coverage of important topics like VoIP and EAP
5: Name an object that can be saved in cache memory, and one that cannot.
Coverage of cutting edge technologies like optical networking and storage
A5: Answer: Saved in cache: rotating banners, GIFs and JPEGs, toolbars,
Authored
by Cisco
Systems,
worldwide leader
in networking
for the Internet.
navigation
bars.
Noncacheable:
CGI-generated
responses.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

Chapter 55
1:
•

What is a storage area network (SAN)?
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Answer:
ASANis a communication network used to connect devices such
Internetworking
Technologies Handbook,
Edition
as application
hosts to Fourth
storage
devices such as disk and tape arrays.
•

A1:

By Cisco Systems, Inc.

2:

What two primary transport protocols are used within a SAN?
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A2:

Answer: The first, and most predominant, protocol used is Fibre Channel.
The second transport protocol is iSCSI, which leveragesTCP/IP and
ISBN:Ethernet.
1-58705-119-2

Pub Date: September 11, 2003
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3:
A3:

What primary upper-layer communication protocol is transported over a SAN?
Answer: SCSI

4: What
two of
primary
roles are assumed
SCSI devices?
The updated
edition
the best-selling
all-in-onebynetworking
reference provides coverage of
essential and cutting-edge technologies.
A4: Answer: Initiator and target. An initiator is a node responsible for
generating SCSI commands, and a target is a node responsible for
Concise
responding
overviewsto
of such
technologies
commands.
essential to networking professionals at all levels, from
novice to expert.
5: Name three upper-layer protocols besides SCSI that were adapted to the Fibre
New chapters
include coverage of important topics like VoIP and EAP
Channel transport.
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technologies
optical
and storage
A5:
Answer:
IP, IPI-3
to maplike
HIPPI
to networking
Fibre Channel),
and SBCCS
(Single-Byte Command Code Set, used to support FICON in SANs)
Authored by Cisco Systems, worldwide leader in networking for the Internet.
6: What governing body presides over the Fibre Channel protocols standards and
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
drafts?
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
A6: Answer: TheANSIT11 working group
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
7: When was the first Fibre Channel standard approved, and what was it called?
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
A7: Answer: The first standard was approved in 1994 as the FC-PH standard
(ANSI
X3.230:1994).
Readers will
obtain
a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
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Whatoflayer
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systems
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to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
A8: providing
Answer: aThe
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layerpicture of the real-world networking environments in which
systems,
more
realistic
professionals operate. Tools and guidelines for optimizing system performance will increase
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A9: Answer: Point-to-point, arbitrated-loop, and switched-fabric
10:
A10:

How many devices can an arbitrated loop support?
Answer: 126

11:

A11:

•
•

What is the difference between a private arbitrated loop and a public arbitrated
loop?
Answer: A private arbitrated loop supports only an 8-bit addressing
scheme, and connected devices cannot communicate outside the local loop.
A public arbitrated loop supports a full 24-bit hierarchical addressing
schedule that allows for communication external to the local loop.
Table of Contents
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What
is a B_Port?

Internetworking Technologies Handbook, Fourth Edition

A12:Systems,
Answer:
By Cisco
Inc.

A bridge port, or B_Port, extends a Fibre Channel ISL over a nonFibre Channel network. B_Ports connect only to E_Ports and participate in
only a basic set of link services.
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13:

What is the name of the primary Fibre Channel routing protocol, and what part of
it use to make routing decisions?
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A13:

Answer: The primary Fibre Channel routing protocol is Fabric Shortest Path
First (FSPF). It uses the Domain_ID (8 bits) to build routing tables and
make routing decisions within the fabric.

14: What
is a Fibre
IDLE,
and whatnetworking
is it used for?
The updated
edition
of theChannel
best-selling
all-in-one
reference provides coverage of
essential and cutting-edge technologies.
A14: Answer: Fibre Channel IDLEs are 4-byte commands or ordered sets
transmitted from one device to another. They are used for synchronization
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presented to send.
New chapters include coverage of important topics like VoIP and EAP
15: What Fibre Channel class of service does not provide delivery confirmation of
Coverage
of cutting edge technologies like optical networking and storage
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Authored
by Cisco
Systems,
worldwide
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in networking
for the
Internet.
A15:
Answer:
Class
3, which
is the only
traffic
class widely
used,
does not
provide delivery confirmation.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
16: What is the rule of thumb in determining how many buffer credits are required to
technologies. Master the terms, concepts, technologies, and devices used in today's networking
sustain wire rate capability across a 1-Gbps Fibre Channel link?
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
A16: Answer: The rule of thumb is that 1 BB_Credit is required for every 2 km of
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
distance between transmitter and receiver.
networking professionals, regardless of expertise.
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Readers
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professionals operate. Tools and guidelines for optimizing system performance will increase
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An individual iSCSI exchange can be conducted over multiple TCP
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connections.
A18:

Answer: False. Although an iSCSI initiator can conduct multiple exchanges
across multipleTCPconnections, each exchange can use only oneTCP
connection.

19:
A19:
20:
A20:
•
•

What standard TCP port number is used for iSCSI?
Answer:TCP/3260
Name two mechanisms for performing iSCSI initiator authentication.
Answer: The first primary method is to use CHAP, which is mandated by the
Tablestandard
of Contents and is a common mechanism used inIP dialup connections.
iSCSI
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3:

To perform resource activation and deactivation, command cancellation, and clock
setting on a remote system, you would need to use what?
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What is an SNMP agent?
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What is a MIB, and how is it accessed?
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Name some protocol operations available in SNMPv2.
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6: What is Modular QoS CLI (MQC)?

A6:

7:
•

A7:

•

Answer:MQCis a modular configuration framework for QoS functionality
which seperates the classification, policy definition and policy application
definitions on a cisco router. Eventually, all cisco QoS functionality should
be configurabale usingMQC.
How does flow-based WFQ (WFQ) differ from class-based WFQ (CBWFQ)?
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WFQ provides a queue for each flow. CBWFQ provides classes that can
consist of more than one flow.
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Answer:NBAR provides for greater granularity of identification of a flow. By
looking deeper into the packet,NBAR can identify flows such as URL
(instead of merely by HTTP port 80).
Two unique features are:
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Appendix B. Early Technologies
This appendix discusses three early technologies: Token Ring/IEEE 802.5, Xerox Network
Systems, and Banyan VINES.
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Token Ring/IEEE 802.5
The Token Ring network was originally developed by IBM in the 1970s. It is still IBM's primary
local-area network (LAN) technology. The related IEEE 802.5 specification is almost identical to
and completely compatible with IBM's Token Ring network. In fact, the IEEE 802.5 specification
•
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Token Ring, and it continues to shadow IBM's Token Ring development.
•
Index
The term Token Ring generally is used to refer to both IBM's Token Ring network and IEEE 802.5
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Token Ring and IEEE 802.5 networks are basically compatible, although the specifications differ
in minor ways. IBM's Token Ring network specifies a star, with all end stations attached to a
Publisher: Cisco Press
device called a multistation access unit (MSAU). In contrast, IEEE 802.5 does not specify a
Pub Date: September 11, 2003
topology,
although virtually all IEEE 802.5 implementations are based on a star. Other
ISBN: 1-58705-119-2
differences
exist, including media type (IEEE 802.5 does not specify a media type, although IBM
TokenPages:
Ring 1128
networks use twisted-pair wire) and routing information field size. Figure B-1
summarizes IBM Token Ring network and IEEE 802.5 specifications.
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Physical Connections
IBM Token Ring network stations are directly connected to MSAUs, which can be wired together
to form one large ring (see Figure B-2). Patch cables connect MSAUs to adjacent MSAUs, while
lobe cables connect MSAUs to stations. MSAUs include bypass relays for removing stations from
the ring.
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Figure B-2. MSAUs Can Be Wired Together to Form One Large Ring in
an IBM Token Ring Network
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that it wants to transmit, and sends this information to the next station on the ring. While the
information frame is circling the ring, no token is on the network (unless the ring supports early
token release), which means that other stations wanting to transmit must wait. Therefore,
collisions cannot occur in Token Ring networks. If early token release is supported, a new token
can be released when frame transmission is complete.

The information frame circulates the ring until it reaches the intended destination station, which
copies the information for further processing. The information frame continues to circle the ring
and is finally removed when it reaches the sending station. The sending station can check the
returning frame to see whether the frame was seen and subsequently copied by the destination.
Unlike CSMA/CD networks (such as Ethernet), token-passing networks are deterministic, which
means that it is possible to calculate the maximum time that will pass before any end station will
be
capable ofTable
transmitting.
This feature and several reliability features, which are discussed in
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the section "Fault-Management Mechanisms," later in this chapter, make Token Ring networks
•
Index
ideal for applications in which delay must be predictable and robust network operation is
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Frame Format
Token Ring and IEEE 802.5 support two basic frame types: tokens and data/command frames.

Tokens are 3 bytes in length and consist of a start delimiter, an access control byte, and an end
delimiter. Data/command frames vary in size, depending on the size of the Information field.
Data frames carry information for upper-layer protocols, while command frames contain control
information and have no data for upper-layer protocols. Both formats are shown in Figure B-3.
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Start delimiter— Alerts each station of the arrival of a token (or data/command frame).
This field includes signals that distinguish the byte from the rest of the frame by violating
the encoding scheme used elsewhere in the frame.

Access-control byte— Contains the Priority field (the most significant 3 bits) and the
Reservation field (the least significant 3 bits), as well as a token bit (used to differentiate a
token from a data/command frame) and a monitor bit (used by the active monitor to
determine whether a frame is circling the ring endlessly).
Frame-control bytes— Indicates whether the frame contains data or control information.
In control frames, this byte specifies the type of control information.
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Figure B-5. Eleven Fields Comprise an IDP Packet
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The following descriptions summarize the IDP packet fields illustrated in Figure B-5:
Checksum— A 16-bit field that helps gauge the integrity of the packet after it traverses
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IEEE 802 addresses are equivalent to host numbers, so hosts that are connected to more than
one IEEE 802 network have the same address on each segment. This makes network numbers
redundant but nevertheless useful for routing. Certain socket numbers are well known, which
means that the service performed by the software using them is statically defined. All other
socket numbers are reusable.

XNS supports Ethernet Version 2.0 encapsulation for Ethernet, and three types of encapsulation
for Token Ring: 3Com, SubNet Access Protocol (SNAP), and Ungermann-Bass.
XNS supports unicast (point-to-point), multicast, and broadcast packets. Multicast and broadcast
addresses are further divided into directed and global types. Directed multicasts deliver packets
to members of the multicast group on the network specified in the destination multicast network
address. Directed broadcasts deliver packets to all members of a specified network. Global
multicasts
deliver
packets
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Transport Layer
OSI transport layer functions are implemented by several protocols. Each of the following
protocols is described in the XNS specification as a Level 2 protocol.
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(UDP). (For more information about UDP, see Chapter 35.) PEP is single packet-based, providing
retransmissions but no duplicate packet detection. As such, it is useful in applications where
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
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Upper-Layer Protocols

XNS offers several upper-layer protocols. The Printing Protocol provides print services, the Filing
Protocol provides file access services, and the Clearinghouse Protocol provides name services.
Each of these three protocols runs on top of the Courier Protocol, which provides conventions for

data structuring and process interaction.
XNS also defines Level 4 protocols, which are application protocols. However, because they have
little to do with actual communication functions, the XNS specification does not include any
pertinent definitions.
The Level 2 Echo Protocol is used to test the reachability of XNS network nodes and to support
functions such as that provided by the ping command found in UNIX and other environments.
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Figure B-6. The VINES Protocol Stack Consists of Five Separate Levels
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Network Layer
VINES uses the VINES Internetwork Protocol (VIP) to perform Layer 3 activities (including

internetwork routing). VINES also supports its own Address Resolution Protocol (ARP), its own
version of the Routing Information Protocol (RIP)—called the Routing Table Protocol (RTP)—and
the Internet Control Protocol (ICP), which provides exception handling and special routing cost
information. ARP, ICP, and RTP packets are encapsulated in a VIP header.

VINES Internetwork Protocol
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When a VINES server receives a packet, it checks to see whether the packet is destined for
another server or whether it is a broadcast. If the current server is the destination, the server
handles the request appropriately. If another server is the destination, the current server either
forwards the packet directly (if the server is a neighbor) or routes it to the next server in line. If
the packet is a broadcast, the current server checks to see whether the packet came from the
least-cost path. If not, the packet is discarded. If so, the packet is forwarded on all interfaces
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Figure B-10 illustrates the VIP packet format.

Figure B-10. A VIP Packet Consists of Nine Individual Fields
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network number, a subnetwork number, the media-access protocol (for example, Ethernet) used
to reach that node, a local-area network (LAN) address (if the medium connecting the neighbor
is a LAN), and a neighbor metric.
RTP specifies four packet types: routing update, routing request, routing response, and routing
redirect. A routing update is issued periodically to notify neighbors of an entity's existence.

Routing requests are exchanged by entities when they must learn the network's topology
quickly. Routing responses contain topological information and are used by service nodes to
respond to routing-request packets. A routing-redirect packet provides better path information
to nodes using inefficient paths.
RTP packets have a 4-byte header that consists of the following 1-byte fields: Operation Type,
which indicates the packet type; Node Type, which indicates whether the packet came from a
service node or a nonservice node; Controller Type, which indicates whether the controller in the
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Transport Layer

VINES provides three transport layer services: unreliable datagram service, reliable message
service, and data-stream service.

Unreliable datagram service sends packets that are routed on a best-effort basis but not
acknowledged at the destination.
Reliable message service is a virtual circuit service that provides reliable sequenced and
acknowledged delivery of messages between network nodes. A reliable message can be
transmitted in a maximum of four VIP packets.
Data-stream service supports the controlled flow of data between two processes. The data•
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Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
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speed,2nd
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Readers
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hardware,
protocols,
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a broad
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baseband
transmission
to ensure
concept
comprehension
and retention, and additional resources for further study.
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Coverage
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updated edition of the best-selling all-in-one networking reference provides coverage of
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and
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Access
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ELAP]
ETSI (European Technical Standards Institute)
events

Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
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Events group (RMON)

evolution of voice/data integration 2nd

New chapters include coverage of important topics like VoIP and EAP

example SMRP transaction session 2nd
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Coverage

of cutting edge technologies like optical networking and storage
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exception-notification
Authored bypackets
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Systems, worldwide leader in networking for the Internet.

exchange capabilities
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Internetworking
Technologies Handbook , Fourth Edition, is a comprehensive reference that
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enables
networking professionals to understand and implement contemporary internetworking
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2nd concepts, technologies, and devices used in today's networking
technologies.
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2nd how to incorporate internetworking technologies into a LAN/WAN environment.
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book is a complete and up-to-date reference to the topics that are essential to all
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networking
professionals,
regardless of expertise.
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Readers
RIF fieldwill obtain a greater understanding of LAN and WAN networking, particularly the
hardware,
protocols, and services involved. Fundamental technology information is provided on
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range
integral systems and services, including detailed descriptions, review questions
extended AppleTalkof
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ensure
concept
extended DDP packets comprehension and retention, and additional resources for further study.
Coverage
is also
extended not only to new networking concepts, but also to older, legacy
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systems,
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Extended-SuperFrames a more realistic picture of the real-world networking environments in which
professionals
operate. Tools and guidelines for optimizing system performance will increase
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The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
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The updated edition of the best-selling all-in-one networking reference provides coverage of
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Authored
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by Cisco Systems, worldwide leader in networking for the Internet.
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2nd
enables
networking
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topology 2nd professionals to understand and implement contemporary internetworking
technologies.
Master the terms, concepts, technologies, and devices used in today's networking
dual-ring architecture
industry.
Learn how to incorporate internetworking technologies into a LAN/WAN environment.
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Complete
with new and updated chapters on security, storage, optical networking, scalability,
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and speed,
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2nd book is a complete and up-to-date reference to the topics that are essential to all
networking
professionals,
regardless of expertise.
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Readers
will obtain a greater understanding of LAN and WAN networking, particularly the
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hardware,
protocols, and services involved. Fundamental technology information is provided on
modal dispersion
a broad
range
of integral systems and services, including detailed descriptions, review questions
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to SAS
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Tools and guidelines for optimizing system performance will increase
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3rd best-selling
4th
essential
and
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Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
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New chapters include coverage of important topics like VoIP and EAP
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by Cisco Systems, worldwide leader in networking for the Internet.
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and services, including detailed descriptions, review questions
SDP 2nd
to SMRP
ensure
concept
comprehension
and
retention, and additional resources for further study.
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The
updated edition of the best-selling all-in-one networking reference provides coverage of
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and cutting-edge technologies.
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Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
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edition of the best-selling all-in-one networking reference provides coverage of
label encapsulation
essential
and
cutting-edge
technologies.
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Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
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Systems,

worldwide leader in networking for the Internet.
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Learn how to incorporate internetworking technologies into a LAN/WAN environment.
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LMI 2ndrange of integral systems and services, including detailed descriptions, review questions
to LMI
ensure
comprehension and retention, and additional resources for further study.
frameconcept
format 2nd
Coverage
is
also
extended
not only to new networking concepts, but also to older, legacy
prioritizing voice frames
systems,
providing
a
more
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updated edition of the best-selling all-in-one networking reference provides coverage of
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Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
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New chapters include coverage of important topics like VoIP and EAP
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Internetworking
Technologies Handbook , Fourth Edition, is a comprehensive reference that
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enables
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fields 2nd Master the terms, concepts, technologies, and devices used in today's networking
technologies.
reservation
field
industry.
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speed, this book is a complete and up-to-date reference to the topics that are essential to all
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Readers
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freshness factor
Coverage
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picture of the real-world networking environments in which
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for optimizing system performance will increase
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efficiency,
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ISBN: 1-58705-119-2
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The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
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The updated edition of the best-selling all-in-one networking reference provides coverage of
call legs
essential and cutting-edge technologies.
H.323
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to expert.
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industry.
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and speed,
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2nd book is a complete and up-to-date reference to the topics that are essential to all
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professionals, regardless of expertise.
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Readers
will obtain a greater understanding of LAN and WAN networking, particularly the
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hardware,
protocols, and services involved. Fundamental technology information is provided on
glare
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broad
range
of integral systems and services, including detailed descriptions, review questions
gleaning addresses (AARP) 2nd
to
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concept
comprehension and retention, and additional resources for further study.
global addressing extension (LMI)
Coverage
is
also
extended
not only to new networking concepts, but also to older, legacy
global internetworks
systems,
providing
a
more
realistic picture of the real-world networking environments in which
global multicasts (XNS)
professionals
operate.
Tools
and guidelines for optimizing system performance will increase
globally scoped addresses
productivity
and
improve
efficiency,
helping the reader make more intelligent, cost-efficient
glop addressing 2nd
decisions
for
their
networks.
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The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
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Technologies Handbook , Fourth Edition, is a comprehensive reference that
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Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
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Learn how to incorporate internetworking technologies into a LAN/WAN environment.
hierarchical
Completeorganization
with new and updated chapters on security, storage, optical networking, scalability,
andAppleTalk
speed,components
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hosts updated edition of the best-selling all-in-one networking reference provides coverage of
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and cutting-edge technologies.
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HostTopN group (RMON)
HSSI

Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
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Internetworking

Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
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and cutting-edge technologies.
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Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
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New chapters include coverage of important topics like VoIP and EAP
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updated edition
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ISO (International
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for best-selling
Standardization)all-in-one
2nd
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and
cutting-edge
technologies.
OSI reference model
ISO (International Organization Standardization)
ISO/IEC 11801 cable model 2nd 3rd

Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
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New chapters include coverage of important topics like VoIP and EAP

routing protocols

ISs (intermediate
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of cutting

edge technologies like optical networking and storage

ITU-T
ATMAuthored
standards

by Cisco Systems, worldwide leader in networking for the Internet.
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Readers
will obtain
a cards
greater understanding of LAN and WAN networking, particularly the
IWF (interworking
function)
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
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The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
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Internetworking Technologies Handbook, Fourth Edition
By Cisco Systems, Inc.

Publisher: Cisco Press
Pub Date: September 11, 2003
ISBN: 1-58705-119-2
Pages: 1128

The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
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The updated edition of the best-selling all-in-one networking reference provides coverage of
history
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Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
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Anycast RP

MSDP (Multicast
Source
Discoveryedge
Protocol)
Coverage
of cutting
technologies

like optical networking and storage

MSOs (multiple system operators)
MTP (Multicast
Transaction
Protocol)
2nd
Authored
by Cisco
Systems,

worldwide leader in networking for the Internet.

MTU (maximum transfer unit) sizes
translational bridging
Internetworking
Technologies Handbook , Fourth Edition, is a comprehensive reference that
Mu-law
enables networking professionals to understand and implement contemporary internetworking
mulitcast
gatekeeper
discovery
technologies.
Master
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Readers
RPF 2ndwill obtain a greater understanding of LAN and WAN networking, particularly the
hardware,
MBGP protocols, and services involved. Fundamental technology information is provided on
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range of integral systems and services, including detailed descriptions, review questions
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concept comprehension and retention, and additional resources for further study.
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Coverage
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and
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Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.

RSVP
SMRP

address management 2nd

New chapters include coverage of important topics like VoIP and EAP
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industry.
Learn how to incorporate internetworking technologies into a LAN/WAN environment.
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professionals, regardless of expertise.
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Readers
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ISI
a broad
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of
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ensure
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comprehension
and retention, and additional resources for further study.
multipath routing
Coverage
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not
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to new networking concepts, but also to older, legacy
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providing
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more
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picture of the real-world networking environments in which
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professionals
operate.
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for optimizing system performance will increase
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By Cisco Systems, Inc.
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Pub Date: September 11, 2003
ISBN: 1-58705-119-2
Pages: 1128

The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

[SYMBOL] [A] [B] [C ] [D] [E] [F] [G] [H] [I ] [J] [K ] [L] [M] [N] [O ] [P ] [Q ] [R ] [S] [T] [U] [V] [W] [X] [Z]
n-selector
name binding
name confirmation (NBP)
name lookup (NBP)
name recognition (NBP)
names
•

Table of Contents

comparing to Index
addresses
internetworks
Internetworking Technologies Handbook, Fourth Edition
naming
By Cisco Systems, Inc.
Cisco IOS routers

•

NAS (Network Access Server)
Publisher:
Cisco Press
EAP
2nd
Pubconversations
Date: September 11, 2003
EAP
NAUN (nearest
ISBN: 1-58705-119-2
active upstream neighbor)
NAUs

Pages: 1128
SNA subarea routing

NAUs (network addressable units)
NBAR (Network Based Application Recognition)
NBAR (network-based application recognition)
NBP
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Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
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Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
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Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
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and
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Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
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New chapters include coverage of important topics like VoIP and EAP
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The
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encoding edition of the best-selling all-in-one networking reference provides coverage of
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and cutting-edge
technologies.
ATM addresses
2nd
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Address fields 2nd

Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.

NSAPs (network service access points)
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New chapters include coverage of important topics like VoIP and EAP
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Technologies Handbook , Fourth Edition, is a comprehensive reference that
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Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
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The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
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Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.

PVCs (permanent virtual circuits)

New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
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Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
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professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.

[SYMBOL] [A] [B] [C ] [D] [E] [F] [G] [H] [I ] [J] [K ] [L] [M] [N] [O ] [P ] [Q ] [R ] [S] [T] [U] [V] [W] [X] [Z]
radio frequency
spread spectrum
RADIUS
EAP
conversations

• EAP authentication
Table 2nd
of Contents
RAM
•
Index
RARP
(Reverse Address
ResolutionHandbook,
Protocol) Fourth Edition
Internetworking
Technologies
rate-sensitive traffic
By Cisco Systems, Inc.
RD (routing domain)
RDI (routing doman identifier)
Publisher:
Press names)
RDNs
(relative Cisco
distinguished
Pub Date: September 11, 2003
reachability
AppleTalk
ISBN:nodes
1-58705-119-2
NLSPPages: 1128
reactive performance management
read command (SNMP)
real-time services
SIP 2nd
receipt-confirmation process

The updated edition of the best-selling all-in-one networking reference provides coverage of
NLSP
essential and cutting-edge technologies.
receivers

resource reservations
recognition
Concise
NBPnovice

overviews of technologies essential to networking professionals at all levels, from
to expert.

reconciliation sublayer (MAC addresses)
RED (Random
Early Detection)
New chapters
include

coverage of important topics like VoIP and EAP

redirect message (ICMP)
redundancy
Coverage

of cutting edge technologies like optical networking and storage

cache clusters

by
faultAuthored
management

Cisco Systems, worldwide leader in networking for the Internet.

Token Ring networks 2nd

Internetworking
Technologies Handbook , Fourth Edition, is a comprehensive reference that
FDDI
enables
professionals to understand and implement contemporary internetworking
dual networking
homing
technologies.
Master
dual ring topology
2ndthe terms, concepts, technologies, and devices used in today's networking
industry.
opticalLearn
bypass how
switchto incorporate internetworking technologies into a LAN/WAN environment.
Complete
with new and updated chapters on security, storage, optical networking, scalability,
reference
points
andISDN
speed,
2nd this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
registrars
SIP

Readers
will obtain a greater understanding of LAN and WAN networking, particularly the
registration
hardware,
protocols, and services involved. Fundamental technology information is provided on
gateways
a broad
range
of integral systems and services, including detailed descriptions, review questions
LECs
to
ensure
concept
comprehension and retention, and additional resources for further study.
registration process
Coverage
is
also
extended
not only to new networking concepts, but also to older, legacy
CM
systems,
providing
a
more
realistic picture of the real-world networking environments in which
DOCSIS specification
professionals
operate.
Tools
and guidelines for optimizing system performance will increase
REL (Release) message 2nd
productivity
and
improve
efficiency,
helping the reader make more intelligent, cost-efficient
reliability
decisions
for
their
networks.
MGCP 2nd
UDP 2nd
reliable message service
reliable transport services
reload/refresh command [reload] 2nd
reloading

remote bridges 2nd
remote bridging
WANs
Remote Data-Link Correlator field (DLSw message header)
Remote DLC Port ID field (DLSw message header)
remote procedure calls
remote-access VPNs
repeaters

•

Table of Contents

•

Index

replies

EIGRP
Internetworking Technologies Handbook, Fourth Edition
repositories
By Cisco
Systems,
Inc.
data modeling
2nd
3rd
directories
directory
services
Publisher:
Cisco Press
request-queue
Pub Date: entries
September 11, 2003
MTP ISBN: 1-58705-119-2
requests
Pages: 1128
gatekeeper discovery
information
location
modes 2nd
SIP messages 2nd 3rd 4th

The
updated edition of the best-selling all-in-one networking reference provides coverage of
requirements
essential
and cutting-edge technologies.
ATM traffic
timing
bandwidth

Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.

VoIP 2nd 3rd 4th 5th 6th 7th
link crossover 2nd

PPP physical layer operation

New chapters include coverage of important topics like VoIP and EAP

reservation field (Token Ring)

reservation-request
(RSVP)
Coverage messages
of cutting
edge

technologies like optical networking and storage

reservation-request teardown messages (RSVP)
reservations
Authored

by Cisco Systems, worldwide leader in networking for the Internet.

reserved local link addresses
residential
PONs
Internetworking

Technologies Handbook , Fourth Edition, is a comprehensive reference that
to understand and implement contemporary internetworking
IBM common-operations
services
technologies.
Master the
terms, concepts, technologies, and devices used in today's networking
resources
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
availabilitywith new and updated chapters on security, storage, optical networking, scalability,
Complete
names
andentity
speed,
this book is a complete and up-to-date reference to the topics that are essential to all
response-queue
entries
networking professionals,
regardless of expertise.
resource-management
service
enables networking
professionals

MTP

Readers
responses will obtain a greater understanding of LAN and WAN networking, particularly the
hardware,
and services involved. Fundamental technology information is provided on
SIP 2nd 3rdprotocols,
4th
a
broad
range
of
integral
systems and services, including detailed descriptions, review questions
restarting mode (PLP)
to
ensure
concept
comprehension
and
Reverse Address Resolution Protocol [See RARP
] retention, and additional resources for further study.
Coverage
is
also
extended
not
only
to
new networking concepts, but also to older, legacy
reverse proxy caching
systems,
providing
a
more
realistic
picture
of the real-world networking environments in which
WCCP 2nd
professionals
operate.
Tools
and
guidelines
for optimizing system performance will increase
RF
productivity
and
improve
efficiency,
helping
the reader make more intelligent, cost-efficient
RFC 1006
decisions
for
their
networks.
TP0 over TCP
RFC 1271
RMON [See RMON]
RFCs
RIP
RFCs (Requests for Comments)

RIB (routing information base)
RIF
fields 2nd
RIF (routing information field)
SRB
RIF (routing information field) field
RIFs

•

translational bridging

Table of Contents

RII (routing information indicator) bit

•

Index

ring topologies
Internetworking Technologies Handbook, Fourth Edition
RIP
By Cisco
AFI Systems, Inc.
metric
packets
2ndCisco Press
Publisher:
RFCs
Pub Date: September 11, 2003
routing
table
entries
ISBN:
1-58705-119-2
routing updates
Pages: 1128
stability
timers
RIP 2
packet format
RLC (Release Complete) message 2nd

The
RMONupdated edition of the best-selling all-in-one networking reference provides coverage of
essential
and
groups 2nd
3rdcutting-edge technologies.
RMON (Remote Monitoring)
robbed bit signaling

Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.

robbed-bit signaling
robustness
DEN

New chapters include coverage of important topics like VoIP and EAP

QPSK

routing
algorithms
Coverage
of

cutting edge technologies like optical networking and storage

ROM
root bridge
Authored

by Cisco Systems, worldwide leader in networking for the Internet.

selecting (STA)
root
path cost
Internetworking

Technologies Handbook , Fourth Edition, is a comprehensive reference that
networking professionals to understand and implement contemporary internetworking
ROSE
(Remote Operation
Service
Element)concepts, technologies, and devices used in today's networking
technologies.
Master
the terms,
ROSE
(Remote
Operations
Element) internetworking technologies into a LAN/WAN environment.
industry.
Learn
how Service
to incorporate
round-trip
delay
determination
Complete
with
new and updated chapters on security, storage, optical networking, scalability,
route
selection this book is a complete and up-to-date reference to the topics that are essential to all
and speed,
SRB 2nd
networking
professionals, regardless of expertise.
root
ports
enables

route states

Readers
will obtain a greater understanding of LAN and WAN networking, particularly the
EIGRP topology-tables
hardware,
Route Tag fieldprotocols, and services involved. Fundamental technology information is provided on
a broad
range of integral systems and services, including detailed descriptions, review questions
RIP 2 packets
to
ensure
route-taggingconcept comprehension and retention, and additional resources for further study.
Coverage
is also extended not only to new networking concepts, but also to older, legacy
EIGRP
systems,
providing
route-timeout timer (RIP) a more realistic picture of the real-world networking environments in which
professionals
routed protocols operate. Tools and guidelines for optimizing system performance will increase
productivity
and improve efficiency, helping the reader make more intelligent, cost-efficient
router of last resort
decisions
for
router-intelligent their
routingnetworks.
algorithms
routers
dial backup
dial-on-demand
discovery
EIGRP

ES-IS 2nd
IDRP 2nd
memory
reloading
version
displaying 2nd
routes

•

leaking

routing

•

Table of Contents
Index

autonomous systems
Internetworking Technologies Handbook, Fourth Edition
backbone
By Cisco
Systems,
Inc.
comparing
to bridging
DECnet
discovery
Publisher: Cisco Press
PNNI
2ndSeptember 11, 2003
Pub
Date:
domains
ISBN: 1-58705-119-2
EIGRP
Pages: 1128
neighbor tables
topology tables
hierarchical
IDRP
loops

Themetric
updated
edition of the best-selling all-in-one networking reference provides coverage of
2nd
essential
and
metrics 2nd 3rdcutting-edge technologies.
OSI [See OSI]
path determination 2nd

Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.

link-state advertisements
popularity of
SNA

New chapters include coverage of important topics like VoIP and EAP

APPN

APPN
connection
Coverage
of network
cutting

edge technologies like optical networking and storage

APPN routing 2nd 3rd 4th
COS
2nd 3rd 4th
Authored
by 5th
Cisco

Systems, worldwide leader in networking for the Internet.

explicit routes 2nd
session connectors
Internetworking
Technologies Handbook , Fourth Edition, is a comprehensive reference that
subarea
routing
enables
networking
professionals to understand and implement contemporary internetworking
TGs 2nd
technologies.
Master the terms, concepts, technologies, and devices used in today's networking
virtualLearn
routes 2nd
industry.
how to incorporate internetworking technologies into a LAN/WAN environment.
update messages
Complete
with new and updated chapters on security, storage, optical networking, scalability,
2nd this book is a complete and up-to-date reference to the topics that are essential to all
andVoATM
speed,
routing
algorithms
networking
professionals, regardless of expertise.
convergence

Readers
will 2nd
obtain a greater understanding of LAN and WAN networking, particularly the
design goals
hardware,
protocols,
and services involved. Fundamental technology information is provided on
distance vector 2nd
a broad
range
of
integral
systems and services, including detailed descriptions, review questions
dynamic
to efficiency
ensure concept comprehension and retention, and additional resources for further study.
Coverage
flat 2nd is also extended not only to new networking concepts, but also to older, legacy
systems,
flexibilityproviding a more realistic picture of the real-world networking environments in which
professionals
operate. Tools and guidelines for optimizing system performance will increase
hierarchical 2nd
productivity
and
improve efficiency, helping the reader make more intelligent, cost-efficient
host-intelligent
decisions
for
their
networks.
interdomain
intradomain
link-state 2nd
multipath
optimality 2nd
robustness

router-intelligent
single-path
static 2nd 3rd
Routing Control field
SRB frames 2nd
routing delay 2nd
routing designator field

•

SRB frames

Table of Contents

routing domain (RD)

•

Index

routing domain identifier (RDI)
Internetworking Technologies Handbook, Fourth Edition
routing domains
By
Cisco
Systems, base
Inc. (RIB)
routing
information
routing layer (DNA)
routing
loops Cisco Press
Publisher:
split
Pub horizon
Date: September 11, 2003
routing protocols
2nd
ISBN: 1-58705-119-2
BGP

Pages: 1128
attributes 2nd

CIDR
distance vector
NLSP
adjacencies 2nd

The updated
edition
the best-selling all-in-one networking reference provides coverage of
hello packets
2nd 3rdof
4th
essential
and
cutting-edge
technologies.
hierarchical addressing 2nd 3rd
4th
hierarchical routing
LSPs

Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.

reachability

receipt-confirmation process
scalability

New chapters include coverage of important topics like VoIP and EAP

sending LAN hello packets 2nd
WAN
links, maintaining
Coverage
of cutting

edge technologies like optical networking and storage

OSPF
areas
2nd
Authored

by Cisco Systems, worldwide leader in networking for the Internet.

backbone
metrics
Internetworking
Technologies Handbook , Fourth Edition, is a comprehensive reference that
packet
format 2nd professionals to understand and implement contemporary internetworking
enables
networking
routing hierarchy
2nd the terms, concepts, technologies, and devices used in today's networking
technologies.
Master
TOS-based
routing
industry.
Learn
how2nd
to incorporate internetworking technologies into a LAN/WAN environment.
RIP
Complete
with new and updated chapters on security, storage, optical networking, scalability,
metric this book is a complete and up-to-date reference to the topics that are essential to all
and speed,
packet format
2nd
networking
professionals,
regardless of expertise.
RFCs

Readers
will obtain a greater understanding of LAN and WAN networking, particularly the
stability
hardware,
timers protocols, and services involved. Fundamental technology information is provided on
a broad
RIP 2 range of integral systems and services, including detailed descriptions, review questions
to ensure
comprehension and retention, and additional resources for further study.
packet concept
format
Coverage
is
also
extended
not only to new networking concepts, but also to older, legacy
SMRP 2nd 3rd
systems,
providing
a
more
realistic picture of the real-world networking environments in which
example transaction session 2nd
professionals
operate.
Tools
forwarding multicast datagramsand
2nd guidelines for optimizing system performance will increase
productivity
and
improve
efficiency,
MTP (Multicast Transaction ProtocoL) 2nd helping the reader make more intelligent, cost-efficient
decisions
foraddress
their management
networks. 2nd
multicast
multicast group management 2nd
multicast routes
node management
packet format 2nd 3rd
terminology 2nd 3rd

topology maps
SPF algorithms
routing tables
example
RIP
RTMP
routing updates

•

RIP

Table of Contents

routing-update timer

•

Index

RIP
Internetworking Technologies Handbook, Fourth Edition
RP (rendezvous point)
By
Systems,
Inc.Call)
RPCCisco
(Remote
Procedure
NetWare
RPF Publisher:
(reverse path
forwarding)
2nd
Cisco
Press
RPF (Reverse
Forwarding)
Pub Date:Path
September
11, 2003
MBGPISBN: 1-58705-119-2
RPs

Pages: 1128
Anycast RP

RS (redirect servers)
SIP
RS-232 specification
RSS (route-selection services)

The
RSVP updated edition of the best-selling all-in-one networking reference provides coverage of
essential
andmessages
cutting-edge technologies.
confirmation
data flows 2nd 3rd
traffic types

Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.

error messages
history

multicast sessions

New chapters include coverage of important topics like VoIP and EAP

initiating

object
classes 2nd
Coverage
of

cutting edge technologies like optical networking and storage

operational model
general
operation
Authored
by Cisco

Systems, worldwide leader in networking for the Internet.

tunneling 2nd
weighted fair queuing
Internetworking
Technologies Handbook , Fourth Edition, is a comprehensive reference that
packets networking professionals to understand and implement contemporary internetworking
enables
format 2nd 3rd
4th 5th
technologies.
Master
the terms, concepts, technologies, and devices used in today's networking
path messages
industry.
Learn how to incorporate internetworking technologies into a LAN/WAN environment.
path-errorwith
messages
Complete
new and updated chapters on security, storage, optical networking, scalability,
andQoS
speed, this book is a complete and up-to-date reference to the topics that are essential to all
reservation request
messages regardless of expertise.
networking
professionals,
reservation styles

Readers
will obtain
a greater understanding of LAN and WAN networking, particularly the
implications
2nd
hardware,
protocols,
and services involved. Fundamental technology information is provided on
scheduler
a broad
range
of
integral
systems and services, including detailed descriptions, review questions
soft state
to teardown
ensure concept
comprehension
and retention, and additional resources for further study.
messages 2nd
Coverage
is
also
extended
not
only
to new networking concepts, but also to older, legacy
RSVP (Resource Reservation Protocol)
systems,
providing
a
more
realistic
picture of the real-world networking environments in which
RTCP (RTP Control Protocol)
professionals
operate.
Tools
and
guidelines
for optimizing system performance will increase
RTMP (Routing Table Maintenance Protocol)
productivity
and
improve
efficiency,
helping
the reader make more intelligent, cost-efficient
RTP (Rapid-Transport Protocol)
decisions
for
their
networks.
RTP (real-time protocol)
RTP (Reliable Transport Protocol)
RTP (Routing Table Protocol) 2nd
RTP Control Protocol (RTCP)
RTP header compression 2nd
RTSE (Reliable Transfer Service Element) 2nd

RTU (rooftop units) 2nd
running configuration
viewing 2nd
runts

•

Table of Contents

•

Index

Internetworking Technologies Handbook, Fourth Edition
By Cisco Systems, Inc.

Publisher: Cisco Press
Pub Date: September 11, 2003
ISBN: 1-58705-119-2
Pages: 1128

The updated edition of the best-selling all-in-one networking reference provides coverage of
essential and cutting-edge technologies.
Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
New chapters include coverage of important topics like VoIP and EAP
Coverage of cutting edge technologies like optical networking and storage
Authored by Cisco Systems, worldwide leader in networking for the Internet.
Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
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source-route bridging
productivity
and
improve
efficiency, helping the reader make more intelligent, cost-efficient
SRT
decisions
for
their
networks.
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The
updated edition of the best-selling all-in-one networking reference provides coverage of
topology
essential
and cutting-edge technologies.
APPN
least-cost path
loops

Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.

STA 2nd 3rd
topology maps
SMRP

New chapters include coverage of important topics like VoIP and EAP

topology tables

EIGRP
Coverage

of cutting edge technologies like optical networking and storage

route states
topology-change
messages
Authored
by Cisco

Systems, worldwide leader in networking for the Internet.
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Internetworking

Handbook , Fourth Edition, is a comprehensive reference that
to understand and implement contemporary internetworking
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speed, this
book
is2)a complete and up-to-date reference to the topics that are essential to all
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(Transport professionals,
Protocol Class 3) regardless of expertise.
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Service) 2nd professionals
enables
networking

TP4 (Transport Protocol Class 4)

Readers
will obtain
a greater understanding of LAN and WAN networking, particularly the
TPRI (transmission
priority)
hardware,
protocols,
and services involved. Fundamental technology information is provided on
APPN 2nd
a
broad
range
of
integral
systems and services, including detailed descriptions, review questions
tracking
to gatekeepers
ensure concept comprehension and retention, and additional resources for further study.
Coverage
packets is also extended not only to new networking concepts, but also to older, legacy
systems,
providing
a more realistic picture of the real-world networking environments in which
traffic [See also
data flows]
professionals
operate.
Tools and guidelines for optimizing system performance will increase
ATM
productivity
and
improve
efficiency, helping the reader make more intelligent, cost-efficient
timing requirements
decisions
for
their
networks.
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The
updated
Frame
Relay edition of the best-selling all-in-one networking reference provides coverage of
essential
and 2nd
cutting-edge
technologies.
controlling
3rd 4th
prioritizing
guaranteed service

Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
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LAN switching
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New chapters include coverage of important topics like VoIP and EAP

MPLS engineering
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Coverage

cutting edge technologies like optical networking and storage

policing 2nd
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Authored

by Cisco Systems, worldwide leader in networking for the Internet.
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classification Technologies Handbook , Fourth Edition, is a comprehensive reference that
Internetworking
queue management
enables
networking professionals to understand and implement contemporary internetworking
shaping
technologies.
Master the terms, concepts, technologies, and devices used in today's networking
FRTS 2nd
industry.
Learn how to incorporate internetworking technologies into a LAN/WAN environment.
GTS
Complete
with new and updated chapters on security, storage, optical networking, scalability,
VLANs
and
speed, this book is a complete and up-to-date reference to the topics that are essential to all
multiplexing
networking
professionals, regardless of expertise.
traffic contracts 2nd

Readers
will obtain a greater understanding of LAN and WAN networking, particularly the
traffic engineering
hardware,
protocols, and services involved. Fundamental technology information is provided on
traffic localization
a broad
range
web caching 2ndof integral systems and services, including detailed descriptions, review questions
to
ensure
traffic
policingconcept comprehension and retention, and additional resources for further study.
Coverage
is2nd
also extended not only to new networking concepts, but also to older, legacy
traffic shaping
systems,
providing
a more realistic picture of the real-world networking environments in which
trailers
professionals
operate.
Tools and guidelines for optimizing system performance will increase
encapsulation
productivity
and
improve
efficiency, helping the reader make more intelligent, cost-efficient
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decisions
for
their
networks.
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updated
edition of the best-selling all-in-one networking reference provides coverage of
2nd
essential
and
cutting-edge technologies.
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calculating

Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.
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New chapters include coverage of important topics like VoIP and EAP
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by Cisco Systems, worldwide leader in networking for the Internet.
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Handbook , Fourth Edition, is a comprehensive reference that
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enables
networking professionals to understand and implement contemporary internetworking
Transport
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header) concepts, technologies, and devices used in today's networking
technologies.
Master
the terms,
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industry.
Learn how to incorporate internetworking technologies into a LAN/WAN environment.
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Complete
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3rd book is a complete and up-to-date reference to the topics that are essential to all
and speed,
RTMP
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professionals, regardless of expertise.
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Readers
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transport layer
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suite) 2ndunderstanding of LAN and WAN networking, particularly the
hardware,
protocols,
and
services involved. Fundamental technology information is provided on
transport layer protocols
a broad
range
of
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systems
and services, including detailed descriptions, review questions
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to RSVP
ensure
concept
comprehension
and
retention, and additional resources for further study.
[See RSVP]
Coverage
is
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only
to
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networking concepts, but also to older, legacy
TCP
systems,
providing
a
more
realistic
picture
of the real-world networking environments in which
connection establishment
professionals
operate.
Tools
and
guidelines
for optimizing system performance will increase
packets 2nd
productivity
and
improve
efficiency,
helping
the reader make more intelligent, cost-efficient
PAR
decisions
for
their
networks.
sliding windows
transport layer services
Banyan VINES
transport mode (IPSec)
Transport Protocol Classes
transport protocols

connection-oriented
connectionless
DECnet/OSI
PGM (Pragmatic General Multicast)
SPX
UDP 2nd
XNS 2nd
trap command (SNMP)

•

Table of Contents

•

Index

Trap operation (SNMPv1)

traversal operations (SNMP)
Internetworking Technologies Handbook, Fourth Edition
tree topology
By
Cisco Systems,
triggered
updates Inc.
IGRP
troubleshooting
[See Press
also fault management]
Publisher: Cisco
IBM
management
Pubproblem
Date: September
11, 2003
trunks 2nd
ISBN: 1-58705-119-2
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Pages: 1128
TTL (time-to-live)
web content
configuring
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TheSMRP
updated edition of the best-selling all-in-one networking reference provides coverage of
essential
tunneling and cutting-edge technologies.
RSVP 2nd
tunnels

Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.

AURP

two-way operation
CATV

New chapters include coverage of important topics like VoIP and EAP

two-way transmission 2nd
Type field
Coverage

of cutting edge technologies like optical networking and storage

EAP
Type-data
field
Authored

by Cisco Systems, worldwide leader in networking for the Internet.

EAP

Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
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The updated edition of the best-selling all-in-one networking reference provides coverage of
unicast sessions
essential and cutting-edge technologies.
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unicastConcise
transmission
overviews
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novice

of technologies essential to networking professionals at all levels, from

to expert.
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EIGRP
New

chapters include coverage of important topics like VoIP and EAP
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by Cisco Systems, worldwide leader in networking for the Internet.
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Handbook , Fourth Edition, is a comprehensive reference that
enables
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Readers
will obtain a greater understanding of LAN and WAN networking, particularly the
unreliable datagram service
hardware,
protocols, and services involved. Fundamental technology information is provided on
unresgistration
a broad
range
of integral systems and services, including detailed descriptions, review questions
gateways
to
ensure
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comprehension and retention, and additional resources for further study.
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is
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providing
a
more
realistic picture of the real-world networking environments in which
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for
their
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Theweb
updated
edition of the best-selling all-in-one networking reference provides coverage of
caching 2nd
essential
and
cutting-edge
browser-based
client caching technologies.
user agent client (UAC)
user agent server (UAS)

Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.

User Data field (PLP packets)
user layer

DECnet Phase IV

New chapters include coverage of important topics like VoIP and EAP

user layer (DNA)

user mode
Coverage

of cutting edge technologies like optical networking and storage

user models
user-user
IEs [See also
IEs]
Authored
by Cisco

Systems, worldwide leader in networking for the Internet.

Alerting message 2nd
Call Proceeding message
2nd
Internetworking
Technologies
Handbook , Fourth Edition, is a comprehensive reference that
Call Setup
message
enables
networking
professionals to understand and implement contemporary internetworking
Connect message
technologies.
Master the terms, concepts, technologies, and devices used in today's networking
REL message
2ndhow to incorporate internetworking technologies into a LAN/WAN environment.
industry.
Learn
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2nd
Complete
with
new and updated chapters on security, storage, optical networking, scalability,
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security
and (user-based
speed, this
bookmodel)
is a 2nd
complete and up-to-date reference to the topics that are essential to all
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networking professionals, regardless of expertise.
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Readers
will
obtain a greater understanding of LAN and WAN networking, particularly the
horizontal
cabling
hardware,
protocols,
and services involved. Fundamental technology information is provided on
selecting
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
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The updated edition of the best-selling all-in-one networking reference provides coverage of
VCs (virtual channels) 2nd
essential and cutting-edge technologies.
VCs (virtual circuits)

VINES transport layer
VDSL (Very-High-Data-Rate
DSL)
Concise overviews
of
Versionnovice
field

technologies essential to networking professionals at all levels, from

to expert.

RIP 2 packets
VersionNew
Number
field (DLSw
message
header)
chapters
include
coverage

of important topics like VoIP and EAP

video
capability
Coverage
exchanges
of cutting

edge technologies like optical networking and storage

SIP 2nd

Authored
video applications
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Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables
networking professionals to understand and implement contemporary internetworking
H.323 2nd
technologies. Master the terms, concepts, technologies, and devices used in today's networking
viewing
industry.
Learn how2nd
to incorporate internetworking technologies into a LAN/WAN environment.
running configuration
Complete
with2nd
new and updated chapters on security, storage, optical networking, scalability,
startup config
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
VINES
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professionals, regardless of expertise.
ARP 2nd
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Readers
will obtain a greater understanding of LAN and WAN networking, particularly the
media access
hardware,
protocols, and services involved. Fundamental technology information is provided on
network layer
a broad
range
of integral systems and services, including detailed descriptions, review questions
RTP
to transport
ensure layer
concept
comprehension and retention, and additional resources for further study.
services
Coverage
is
also
extended
not only to new networking concepts, but also to older, legacy
upper-layer protocols 2nd
systems,
providing
a
more
realistic picture of the real-world networking environments in which
VINES (Virtual Integrated Network Service)
professionals
operate.
Tools
and guidelines for optimizing system performance will increase
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decisions
for
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updated edition of the best-selling all-in-one networking reference provides coverage of
essential
and cutting-edge technologies.
voice quality
VoFR (Voice over Frame Relay) 2nd
voice

Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.

SIP 2nd

Voice over Frame Relay [See VOFR ]

voice over Internet Protocol [See VoIP]

New chapters include coverage of important topics like VoIP and EAP
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VoATM
Coverage
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by Cisco Systems, worldwide leader in networking for the Internet.
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applications 2nd Technologies Handbook , Fourth Edition, is a comprehensive reference that
Internetworking
codec technology
enables
networking professionals to understand and implement contemporary internetworking
economic advantages
of the
2nd terms, concepts, technologies, and devices used in today's networking
technologies.
Master
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2nd
industry.
how to incorporate internetworking technologies into a LAN/WAN environment.
H.323
Complete
with new and updated chapters on security, storage, optical networking, scalability,
call flow 2nd
and speed,
this book is a complete and up-to-date reference to the topics that are essential to all
devices 2nd
networking
professionals, regardless of expertise.
market viability

Readers
will obtain a greater understanding of LAN and WAN networking, particularly the
MGCP 2nd
hardware,
and services involved. Fundamental technology information is provided on
protocolprotocols,
definitions 2nd
a broad
range
of
integral
systems and services, including detailed descriptions, review questions
SIP 2nd 3rd
to ensure
concept
comprehension
and retention, and additional resources for further study.
addressing
Coverage
is
also
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not
only
to new networking concepts, but also to older, legacy
call flow
systems,
providing
a
more
realistic
picture of the real-world networking environments in which
messages
professionals
operate.
Tools
and
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for optimizing system performance will increase
standards
productivity
and
improve
efficiency,
helping
the reader make more intelligent, cost-efficient
VoATM
decisions
for
their
networks.
addressing 2nd
routing 2nd
signaling 2nd
VoIP 2nd
centralized call management schemes
comparing alternatives 2nd

delay
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delay 2nd
distributed call management schemes
QoS 2nd
VoIP (voice over Internet Protocol)
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Internetworking Technologies Handbook, Fourth Edition
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By Cisco
Systems,
Inc.
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Publisher:
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Pub Date: September 11, 2003
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ISBN: 1-58705-119-2
connecting
Pages: 1128
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VPI (Virtual Path Identifier) field
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applications

TheL2TP
updated
2nd 3rd edition of the best-selling all-in-one networking reference provides coverage of
essential
and cutting-edge
client-aware
tunneling 2nd technologies.
client-transparent tunneling
security

Concise overviews of technologies essential to networking professionals at all levels, from
novice to expert.

MPLS VPNs

BGP 2nd 3rd
L2VPNs 2nd

New chapters include coverage of important topics like VoIP and EAP

MPLS-based 2nd

VPWS (Virtual
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Service)
Coverage
ofWire
cutting
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technologies like optical networking and storage

VTAM (virtual telecommunication access method)
vulnerability
of Internet
Authored
by Cisco

Systems, worldwide leader in networking for the Internet.

Internetworking Technologies Handbook , Fourth Edition, is a comprehensive reference that
enables networking professionals to understand and implement contemporary internetworking
technologies. Master the terms, concepts, technologies, and devices used in today's networking
industry. Learn how to incorporate internetworking technologies into a LAN/WAN environment.
Complete with new and updated chapters on security, storage, optical networking, scalability,
and speed, this book is a complete and up-to-date reference to the topics that are essential to all
networking professionals, regardless of expertise.
Readers will obtain a greater understanding of LAN and WAN networking, particularly the
hardware, protocols, and services involved. Fundamental technology information is provided on
a broad range of integral systems and services, including detailed descriptions, review questions
to ensure concept comprehension and retention, and additional resources for further study.
Coverage is also extended not only to new networking concepts, but also to older, legacy
systems, providing a more realistic picture of the real-world networking environments in which
professionals operate. Tools and guidelines for optimizing system performance will increase
productivity and improve efficiency, helping the reader make more intelligent, cost-efficient
decisions for their networks.
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The updated edition of the best-selling all-in-one networking reference provides coverage of
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to expert.
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Authored
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by Cisco Systems, worldwide leader in networking for the Internet.
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Internetworking
Technologies Handbook , Fourth Edition, is a comprehensive reference that
hello packets 2nd
enables
networking professionals
to understand and implement contemporary internetworking
receipt-confirmation
process
technologies. Master the terms, concepts, technologies, and devices used in today's networking
WANS
industry.
Learn how to incorporate internetworking technologies into a LAN/WAN environment.
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Complete with new and updated chapters on security, storage, optical networking, scalability,
WANs
andpoint-to-point
speed, this
book is a complete and up-to-date reference to the topics that are essential to all
links
networking
professionals, regardless of expertise.
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Readers
will obtain a greater understanding of LAN and WAN networking, particularly the
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hardware,
protocols, and services involved. Fundamental technology information is provided on
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of integral systems and services, including detailed descriptions, review questions
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operate.
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Concise overviews of technologies essential to networking professionals at all levels, from
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