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Overview




AAA
guest access

employee

device
security

Identifies user, but not device
Network level access is typically
controlled at network perimeter,

X Identity alone fails:

but not on the internal
network

Endpoint security alone fails:

Most corporate assets have AV, but infections persist!

Host based apps are easily manipulated (even unintentionally)
Lag time between new viruses and anti-virus patch upgrade cycle

Non-corporate assets often do not meet security requirements

..
raditional Security for the Network

VPNs

perimeter
firewalls

IDS/IPS

Network security alone fails:
Firewalls cannot block legitimate ports
VPNs cannot block legitimate users
Detection often occurs after-the-fact

Difficult to implement access control if users
are on the internal network



]
What Is Network Admission Control?




Four Key Capabilities of NAC

WHAT IT
MEANS

WHY IT IS
IMPORTANT

SECURELY
IDENTIFY
DEVICE & USER

Uniquely identifies
users and devices,
and creates
associations
between the two

Associating users
with devices
enables granular
enforcement in
policies by role or

group

ENFORCE
CONSISTENT
POLICY

Ubiquitously
assesses and
enforces a policy
across the entire
network

Enforcement at the
network level
provides a solid
foundation for
holistic security

QUARANTINE
AND
REMEDIATE

Acts on posture
assessment
results, isolates
device, and brings
it into compliance

Quarantine critical
to halt damage due
to non-compliance;
remediation
addresses root
cause problems

CONFIGURE
AND
MANAGE

Easily creates
comprehensive,
granular policies
that map quickly
to user groups
and roles

Policies that are
easy to create and
maintain lead to
better system
operations and
adherence




Network Admission Control

What is it? NAC Controls access of all devices (managed, unmanaged, rogue)
What does Cisco offer?

NAC Appliance (Clean Access)

:" l REMEDIATION

The best turnkey

appliance product for all
verticals

Clean
Access
Agent

d »

AUTHENTICATION
POLICY

DISCOVERY

Address immediate pain-
points with CCA

NAC Framework

Y McAfee REMEDIATION
VENDOR -t P —— — -
’ symantec. (Y TREND | (VENDOR) > c1|t|r|s £) B8 The best technological

___________________________________________________________ ~approach for Enterprise

. Begin Long-Term Enterprise
= » | Secure . Solution with integrated

AUTHES'E|'§¢T'ON product and services

"DISCOVERY




NAC Program Participants

http://www.cisco.com/go/nac/program

g ~ Boo
AnAhnlab Oy altiris  Belare () eicFix @ oopn @ CITADEL

sssssss

CORE F-SECURE’ G
: : #¥ ENDFORCE | . INTERNET
ke i : IN . SECURITY

SYSTEMS®

|0 ||
IKIHL
II| I

n
!
TRl ||
&

P @ » R ,_ . )
LANDGSK ﬂe‘r&e{fﬁiﬁ" P::;da PA TCHLINK PhOEM ' v Q U AOE_YS ? secure elements

oooooooo

The Paich Management Experts™

48Safend SENFORCE gOPHOS BStillSecure’ ,symantec- @IBEI;]E

— SHIPPING

Moo P -
o A setutions T o
£ CounterStorm Nevis PEU P FTriGeo
AppSense iPass’ €38 Nevi ; ..:E\E.. Secure AT/ is ALl
A FIBERLINK = ) TRUST DIGITAL
cREMT‘f’/ A KAEE MEW BOUNDARY * s‘ "
sepr € . > - ignaCert
Aranda e Q z SlZEL phm u VERDASYS
srissen B 22U [NORMAN| ~ 4 ~
TB0GO ©)
CGCUTEL P kd((» NRI SECUR PREDATORWATCH \\}ﬁ’,.. @J
o oc om TECHNOLOGIES o
Cambia [bﬂ] ) “i PREVENTSYS
”@W T ncircle” NTT DATA INTELLILINK CORPORATION @W.?P.r.f’ ot
Prosctive Netwark Security o -
Danine Hes Stenehr .
& @ netfForensics (IS WAT) NASeem——

DEVELOPING




NAC Framework Architecture

WAN

Remote




Key: Optional
Mandatory

NAC Admission Flow

Host | Network | Cisco : Policy Server
Attempting I Access I Secure I Decision
Network : Devices : ACS | Points & Audit
Access : (NADs) l '
|
| ' |
I I : ldentity
. . [ cocacs i | .
o Trafflctrlggerslchallenge -°°°°°°| : :LDAP, ote g gurectory
- y—=" | Ly >
|
: == ® : |
I Credentials 1
Credentials I !
: Compliant? | posture .
I Policy
I Vendor
| | HCAP —~ | Server
I ! i i " (Pvs)
Notification I
Status | e = I e :
I =P cnforcement! Authorization | Audit
_ | |
Cisco Trust : I :
| ' |

Audit
GAME: Server
HTTPS (] (AS)

Agent (CTA)



NAC Compliance: QUARANTINE to HEALTHY

Host
Attempting
Network
Access

eRevalldann / S]atus Query l

Credentlals

Healthy!
Cisco Trust

Agent (CTA)

Update AV

Network
Access
Devices
(NADSs)

=

NP,
-

Credentials

” (VLAN, ACL, '

URL redlrect)

Cisco
Secure
ACS

Compliant

- &3

Enforcement Authorization:

HEALTHY

Policy Server
Decision Points

Identity

:

Authentication
Pass

Posture

*

DATs valid

Directory
Server

Anti-Virus
Policy
Server



NAC Posture States

Healthy Host is compliant; no restrictions on network access

Checkup Host is within policy but an update is available. Used to
proactively remediate a host to the Healthy state

Transition | Host posturing is in process; give interim access pending
full posture validation. Applicable during host boot when
all services may not be running or audit results are not yet
available

Quarantine | Hostis out of compliance; restrict network access to a
quarantine network for remediation. The host is not an
active threat but is vulnerable to a known attack or
infection

Infected Host is an active threat to other endpoint devices;
network access should be severely restricted or totally
denied all network access

Unknown Host posture cannot be determined. Quarantine the host
and audit or remediate until a definitive posture can be
determined




NAC Agentless Host (NAH)

Host | Network Cisco | Audit

Attempting I Access Secure I
Network : Devices ACS :
Access | (NADSs) |
I I
I I
a Traffic triggerlg challenge :

1 Compliant? 1 Audit
|

Audit
— | Server
_

Windows XP SP2
Windows Firewall
No vulnerabilities

o @

Audit

Authorization:
QUARANTINE

QUARANTINE!

NO Cisco Trust
Agent (CTA)

%ﬂ Enforcement

(VLAN, ACL,
URL redirect)

%

Note: NAH in 802.1x currently unsupported!



Planning




Planning

= Use Cases
= Security Policy Creation

= Scalability
Server Count
Policy Replication
Load Balancing



Common Use Case Scenarios

= Make a list of access scenarios for all network attached
devices:

Who — group role of the user or device (identity and/or posture)
Where — logical group, access method, or geography

When — any time of day (ToD) restrictions?

How — network access methods

What — authorized network services and resources (L3+)

= Understand how these factors affect policy decisions

= Examples:
LAN: employees, contractors, guests, printers, servers
Appliances: servers, office, manufacturing, security, operations
Remote: VPN, branches, extranet
New PC: PXE boot, re-imaging



Security Policy Creation

= Define your security policy based upon the documented use cases
= What are your biggest security threats from these scenarios?

= Does differentiated network access using Identity, Posture, and other
credentials prevent these problems?

= Who is responsible for collaboratively creating the security policy?
L9 Communication: Security (InfoSec, SecOps, etc.), Directory Services,
Network Operations, Desktop & Server Management (Patch)

Employees All Any LAN, WAN, VPN | Any

Employees Call Center Any LAN Customer
Database, Intranet

Contractors All Any LAN Internet Only

Guests HQ 7am-6pm WLAN Internet Only

New PC All Any PXE PXE Servers

Printers All Any MAB Print servers




Scalability

= AAA Performance

Estimate the average number of AAA transactions (authorizations) per day per
user/device based on desired timer settings and known user behaviors:

— RADIUS Session-Timeout value

— Multiple access methods: VPN, wired, wireless

— Multi-homed access on wired and wireless network interfaces
— Restarts due to patches, installations, and general operation
— Multiple devices per user (desktops, laptops, PDAs, etc.)

— How often the host posture might change

= ACS performance is about 20 - 30 transactions per second (TPS) for NAC

= AAA Server Estimation:
This is an absolute minimum count assuming the same transaction rate all day and
the server at 100% load:
Transactions_per_Day = Transactions_per_User_per_Day X Number_ of Users
Transactions_per_Second (TPS) = Transactions_per_Day / (24 x 60 x 60)
ACS_Servers = Transactions_per_Second / ACS_Protocol Authorization_Rate

= AAA policy synchronization: Manually, Triggered, Periodic, Scheduled
= Load balancing is recommended for enterprise customers






..
Design

= Protocols: EAP-over-UDP, EAP-FAST, HCAP, GAME
= NAC Methods: NAC L3 IP, NAC L2 IP, NAC L2 802.1x

= Architecture
Public Key Infrastructure (PKI)
Hosts: Managed and Unmanaged
Network Access Devices (NADs)
Policy Servers (e.g. ACS, Directory, Audit, Patch, etc.)
NAC Agentless Hosts (NAHs) & Auditing
Logging, Monitoring, and Reporting (e.g. MARS)



EAP (Extensible Authentication Protocol)

= Extensible Authentication Protocol (EAP)
= RFC 3748 (obsoletes 2284)

= An authentication framework which supports multiple authentication
methods

= EAP typically runs directly over data link layers such as
Point-to-Point Protocol (PPP) or IEEE 802, without requiring IP

= Extensions to EAP for NAC with EAP-over-UDP:

EAP-TLV: carry posture credentials, adding posture AVPs, posture notifications

Status Query: new EAP method for securely querying the status of a
peer without a full credential validation, L3 only

EAPoUDP: use of EAP over IP for L3 transport



EAP-FAST Protocol

= Extensible Authentication Protocol-Flexible
Authentication via Secure Tunneling (EAP-FAST) is a
TLS based RFC3748 compliant EAP method.

= The tunnel establishment relies on a Protected Access
Credential (PAC) that can be provisioned and managed
dynamically by EAP-FAST through AAA server.

= PAC is a unique shared credential used to mutually
authenticate client and server

= PAC is associated with a specific user-ID and an
Authority 1D

= PAC removes the need for PKI (digital certificates)

= EAP-FASTv1a now supports identity and posture
chaining



NAC and Standards

= Cisco is participating in the NAC
standardization process in 2006

= EAP-FAST and EAPoUDP currently
published as informational Internet drafts

= Network Endpoint Assessment (NEA) BoF
was held at IETF Spring 2006 meeting:
co-chairs are Cisco and Juniper

= Working Group Charter is being
established in October 2006

= |nitial scope targeted at subset of
protocols between client and AAA server

= Mailing list



HCAP (Host Credential Authorization Protocol)

= HTTP(S) communication between ACS and Posture Validation Server (PVS)

= HTTP(S) session between ACS and vendor servers to forward credentials from the
ACS EAP-session with the client

= ACS forwards client credentials to one or more vendor servers

= ACS receives posture token response and optional notification messages from
each vendor server

PVS
server

RADIUS
server —

Myp% posture validation, Ox

<




GAME (Generic Authorization Message Exchange)

= HTTP(S) session between ACS and vendor audit server extending
Security Assertion Markup Language (SAML)

= ACS triggers posture validation of NAHs by the vendor audit server; polls
periodically for audit decision

= Audit server responds with a posture state upon completion of the audit

RADIUS Audit
server server

M1 IFI(S) C.ONNECTION




NAC Assessment Methods

NAC | 2 802.1x Wireless

= Methods to perform a posture assessment
In-band: obtain application state via CTA (an agent), and assess it in the policy system
Out-of-band: dynamic assessment (audit) of endpoint, mainly for ‘Agentless’ endpoints
Exceptions: create static exception handling for known assets (MAC, IP, port)

= NAC assessment methods
NAC L3 IP: at a layer 3 hop via IP, such as the perimeter, WAN, or distribution layer
NAC L2 IP: at a layer 2 switch port via IP, independent 802.1x
NAC L2 802.1x: via 802.1x at an L2 connection point (switch port or wireless AP)

= Agentless assessment useful for dynamic asset identification & risk
Called NAC Agentless Host, “non-responsive audit”, or out-of-band assessment

Most Agentless technologies require |IP connectivity to endpoint (scanning, login, or web
download), others tie into inventory database systems



NAC L3 IP

Assess Posture (Only) at the Perimeter using EAPoUDP

Network
Access
Device

Iecurit I CTA EAPoUDP -—~=_ RADIUS
App

Use Case Scenarios:
L3 perimeter: WAN edge, extranet, VPN/remote access

Interior network segmentation: non-production/lab networks, inter-
department, distribution layer, data center access

Remote Access — IPsec and dial-in remote access aggregation ingress
Trigger: IP packets forwarded from new source IP address

Enforcement:ACLs (L3/4 controls) & URL redirection (provides NAH
feedback)

May be used serially for user & device validation (e.g. IPsec, auth-proxy)

Non-responsive
Audit Server

Policy
Validation
Server



NAC L2 IP

Assess Posture (Only) at the Access-Layer using EAPoUDP

Network
Access
Device

Non-responsive

Audit Server Policy

Validation

iy
@
-( 5

I Securit I CTA EAPoUDP
App

Use Case Scenario: assess posture at the LAN access layer
Trigger: Layer 3 via DHCP & ARP requests from new sources

Enforcement:
Static VLAN assignment
ACLs (L3/4 controls) & URL redirection (provides NAH feedback)

I‘ré?_re)are different ACL technologies (Port ACLs, VLAN ACLs, Policy-Based
S

Can be performed after 802.1x authentication (totally independent)
Microsoft 802.1x supplicant use-case (until it supports NAC)



NAC L2 IP & NAC L3 IP: Timers

@ ‘ Status reguest

@ NOCh& Host Posture Credentials
S AAA
tatus request
@— Token and Polic @ \\:
\ ‘ Fevalidation timer exp = J i —~
@ Posture CredentialsI NG -

=  Status Query Timer — confirm [in]active endpoint has not changed
New EAP method between CTA and NADs (not ACS)
Router periodically polls to make sure:
1) CTA is still there
2) It's the same validated device
3) Posture hasn’t changed
Authentication based on keyed MAC - Uses keys derived in EAP-Posture (PEAP)

= Revalidation Timer — complete revalidation of host regardless of Status Query

= Timer Configuration — global setting on switch or per session from the ACS
ACS timer values override any global or interface timers on the switch




NAC L2 802.1x
ldentity and Posture Assessment

Network

Access Policy
Validation
Server
y 4
Polsture HCAP %
Plugin t

AAA

Use Cases: the LAN access layer upon wired or wireless link
Trigger: L2 link up via 802.1x protocol

Enforcement: Static VLAN assignment or ACLs (L3/4: Port ACLs,
VLAN ACLs, Policy-Based ACLs & URL redirection)

Posture assessment triggered and performed at L2 in 802.1x
May use user and/or device authentication with 802.1x
EAP-FAST required for Identity + Posture assessment



NAC L2 802.1x: Timers

ﬁ AR
_ Session Timeout set on NAD or ACS \
CTA Polllng timer 0 —~
A h Stat
synchronous Status Query § '

= Cisco Trust Agent: By default, CTA polls the posture plugins on the
host every 5 minutes looking for status change.

= Session Timeout: Timeout for active 802.1x sessions. Forces
reauthentication of host. Default is 3600 seconds.

= Asynchronous Status Query: Proactive notification from posture
plugin to CTA of application status change on host. Forces
reauthentication. Currently implemented in CSA and



NAC Method Comparison

Data Link Up DHCP or ARP Forward Packet
\/
\/
v v v
\/
y y
6500-only (PBACLs) v v
v v
v v v
Switch or AP Switch Router
UDP UDP 802.1x




NAC Agentless Hosts

MAC/IP address or | Simple, distributed | Weak identity

CDP device type , : authentication
configuration
Wildcarding Distributed lists of
available static addresses to
maintain

Lack of centralized

logging
MAC / IP addresses | Centralized address | Weak identity
Wildcarding management authentication
available Static list of

addresses to

maintain
Posture from Dynamic, posture Additional NAC
network scan, based assessment | components to
remote login or manage

No static MAC / IP
address lists to
maintain

browser object
download




Implementation




..
Implementation

= Components:
CTA / CSSC / Other Supplicants / Agentless
NADs
ACS
Optional: CSA, MARS

= Common Problems:
802.1x, PXE, NAH, GPO, unmanaged devices

= Deployment Strategies:
Lab Verification
Small, Monitored Pilot
Small, Enforced Pilot

Increase deployment scale based on the results



Cisco Trust Agent (CTA) v2.1

= Supported on Windows 2000 / XP / 2003, Red

Vendor Cisco Hat Linux, and MacOSX
Client Security Customer
Apps Agent APDS = Supports 2 transport layers:

? ---------------------------------------------------- § EAPOUDP - Layer3
’ : EAP0802.1x - Layer 2 (Windows only)
= Includes wired-only version of Cisco Secure
Services Client (802.1x supplicant)
Wired functionality only
Layer 3: Layer 2:

Can be replaced by the full version of
EAP/UDP EAP/802.1 :
. : Cisco Secure Services Client - both wired /
wireless connections are supported

Communication Services

= Gathers OS info including patch and hotfixes

= Includes CTA Scripting Interface for custom
posture information

= Backward compatible with CTA 1.0 and 2.0
posture plugins from NAC Program participants

= Expanded debug/diagnostic output



CTA and Supplicant Comparisons

Mlcrosoft Juniper

Retail Cost Free Free

NAC L2/L3 IP \

NAC L2 802.1x Wired \ (Windows) v

NAC L2 802.1x J

Wireless

PEAP-GTC (EAPoUDP) v \

EAP-FAST* v \

Others v v v

Supported OSes Windows XP, Windows 2000, Windows NT4, Expected on Windows
2003 XP, 2003, 2000, XP, 2003; NT4, 2000, XP, 2003;

RedHat Ent RedHat Ent Linux** RedHat Ent Linux**

Linux, Mac OS X

*Must use EAP-FAST for NAC L2 802.1x with identity + posture compliance



Router Platform Support

Cisco 18xx, 28xx, 38xx

= NAC L3 IP shipped June 2004

T-train images with Security

Yes

Cisco 72xx, 75xx

Cisco 37xXx Yes

'I_'he same image that includes Cisco 3640, 3660-ENT Series
firewall, NIPS, and crypto _
Cisco 2600XM, 2691
= NAC Agentless Host (Audit) cisco LIOLLTL Tri2 72k ves
supported in 10S 12.4(6)T a—— -

= Network Module Switches Cisco 74xx, 73xx, 71xx (S-train) | TBD
o
16, 24, 48 port NM isco 5xxx BD

Cisco 4500

2800, 3700, 3800 router platforms
o wmcome | o
NAG L2802 X & NAC L2 1P (Cisco320 | No
ooz osrids | o

Cisco 1750, 1720, 1710



VPN Concentrators

= Models 3005-3080
= Release v4.7 supports NAC L3 IP
= VPN Client does not include CTA

=  Works with IPSec and L2TP/IPSec remote access
sSessions.

NAC processing starts after an IPsec session is established

Communication with CTA is within IPsec SAs
NAC does not apply to PPTP, L2TP or LAN-to-LAN sessions

= Local exception lists also include OS type

= NAC Agentless Host assessment is not supported
yet; timeline is TBD



Catalyst Switch NAC2 Framework Support

Progressive Functional Tiers

Platform, Supervisor NACL2802.1x | NACL2P | NAacL3ip | NAC ﬁ'gi?“ess

o005z, 22,720 | rybria _ 6| wcwen

4500 Series— Supl|+, [I+TS,

e e -
e IR |
e | o e e
e [ e e e e
s nmon |_oves S
I M




NAC Wireless LAN — Network Access

NAC-Enabled Products
Cisco® Aironet® 1200, 1240 Series Access Points
Cisco Catalyst® 6500 Series Wireless LAN Services Module (WLSM)
Cisco Wireless LAN Controller 2006, 4100, 4400
Cisco Integrated Wireless Network

= WLAN enforces device security policy compliance at the access
point when WLAN clients attempt to access the network

= Distributed WLAN solution via Cisco IOS® Software upgrade

= Cisco Aironet (Cisco IOS Software-based) access point in stand-
alone or wireless domain services (WDS) mode. Cisco Catalyst
6500 Series WLSM as WDS device

= Centralized WLAN solution

= Cisco Aironet lightweight access points connected to Cisco WLAN
Controller



NAC L2/L3 IP: Cisco I0S Required
Common Configuration

VLAN 7 int VLAN

DHC%T(Algb(; 10.7.7.0/24 100.1 VLANLO Aov o
7 int VLAN7 = .1 T =

S 10.100.100.0/24

=

aaa new-model
aaa authentication eou default group radius

radius-server host 10.100.100.100 auth-port 1645 acct-port 1646
radius-server key ciscol23

I Enable vendor specific RADIUS attributes
radius-server vsa send authentication

Ip access-list extended NAC-Default-ACL

remark Block traffic until NAC opens the interface
remark 21862 i1s EAP over UDP

permit udp any any eq 21862

permit udp any eq bootpc any eq bootps



NAC L2/L3 IP: Cisco I0S Required Config

=== VLAN7 int VLAN
DHC(I;-I-(Alcz)b(; 10.7.7.0/24 100.1 VLANLO Aov o
47  intVLAN7=.1 o =W
= 10.100.100.0/24

I Define NAC trigger, required on routers only

Ip admission name NAC-L2-1P eapoudp
I —OR-
Ip admission name NAC-L3-1P eapoudp list NAC-EoU-ACL

I What triggers NAC-L3-IP ?

iIp access-list extended NAC-EoU-ACL

remark DNS and HTTP to 10.100.100.101 do not trigger NAC
deny udp any any eq domain

deny tcp any host 10.100.100.101 eq www

permit iIp any any



NAC L2/L3 IP: Cisco I0S
Optional Configuration

VLAN 7 int VLAN

DHCIC;-I-(AlgbC; 10.7.7.0/24 100.1
Ny / int VLAN7 = .1

s

VLAN100
10.100.100.0/24

I Timers can be configured globally or per session by ACS

I Delay re-EAP after EAP failure

eou timeout hold-period 60

I Timeout to re-check all credentials
eou timeout revalidation 60

I How often check for status changes
eou timeout status-query 60

I Permit agentless hosts, used with external audit servers

eou allow clientless

I 10S web server 1s required for URL redirection
Ip http server

! Logging for debugging
eou logging

I Optional, specify the local IP address of RADIUS packets

Ip radius source-interface FastEthernet0/0

ACSv4.0
.100
=]
)



NAC L2/L3 IP: Cisco I0S
Interface Configuration

VLAN 7

int VLAN
DHC%T(Algb(; 10.7.7.0/24 100.1 VLANLO Aov o
U7 intVLAN7 = 1 =N
s 10.100.100.0/24
-

Routers with NAC L3 IP

interface FastEthernet0/0
Ip address 10.7.7.1 255.255.255.0

Ip access-group NAC-Default-ACL in
ip admission NAC-L3-IP

Switches with NAC L2 IP

I Build device table of <IP, MAC>, user to trigger NAC L2 IP
ip device tracking

interface GigabitEthernetl/0/1
switchport

switchport mode access
switchport access vlan 7

Ip access-group NAC-Default-ACL in
ip admission NAC-L2-1IP



NAC L2 IP: CatOS Required
Configuration

VLAN 7
DHCCI;T(Alg(-)(; 10.7.7.0/24
N/ int VLAN7 = .1

s

NAD

set radius server 10.100.100.100 primary
set radius key ciscol23

#Required — use only scO for NAC

set interface scO 100 10.100.100.1 255.255.255_.0

set security acl

#VACL definition
set security acl
set security acl
set security acl

#PBACL

set security
set security
set security
set security

acl
acl
acl
acl

#Apply to VLAN 7
set security acl

ip NAC-L2-1IP permit arp

Required for
ip NAC-L2-1P
ip NAC-L2-1IP
ip NAC-L2-1P

NAC-L2-1P
NAC-L2-1P
NAC-L2-1P
NAC-L2-1P

- .
T T T T

CatOsS

permit
permit
permit

permit
deny

permit
permit

map NAC-L2-1P 7

int VLAN
100.1

dhcp-snooping

arp-inspection any any

eapoudp

VLAN100
10.100.100.0/24

group Healthy hosts any

group Infected_hosts any
group Exception_hosts any
group Clientless _hosts host 10.100.100.101

ACSv4.0
.100
=]
)




NAC L2 IP: CatOS Configuration (Cont.)

=== VLAN7 g iNt VLAN
DHCI%-I-(Algb(; 10.7.7.0/24 S P E 100.1
N — int VLAN7 =.1 PG
NAD

Required Configuration (CatOS)

set eou enable
I Allow clientless access via ACS

set eou allow clientless enable
! Enable eou on port!

set port eou 3/1 enable

set vlan 7 3/1

Optional Configuration (CatOS)

I Static IP exception, wildcard too
set eou authorize ip 1.1.1.1 policy NAC

I Static MAC exception, wildcard too
set eou authorize mac 0000.0000.0001 policy NAC

VLAN100
10.100.100.0/24

ACSv4.0
.100
=]
)



NAC L2 802.1x Configuration

Cisco I0OS®

aaa new-model
aaa authentication dotlx default group radius
aaa authorization network default group radius

radius-server host 10.100.100.100 auth-port 1645 acct-port 1646
radius-server key ciscol23

dotlx system-auth-control

interface GigabitEthernetl/0/1
dotlx port-control auto

dotlx timeout reauth-period server
dotlx reauthentication

CatOS

set radius server 10.100.100.100 auth-port 1812 primary
set radius key ciscol23

set dotlx system-auth-control enable

set port dotlx 3/1 port-control auto
set port dotlx 3/1 re-authentication enable



NAC L2/L3 IP: Cisco I0OS NAD
Whitelisting

VLAN 7 int VLAN
DHCI(;T(Alg(.)(; 10.7.7.0/24 100.1 VLANLO Aov o
/&7  intVLAN7=.1 =W
S 10.100.100.0/24
B 4

I Exception based method: CDP (IP PHONE), MAC, or IP

identity profile eapoudp

device authorize type cisco i1Ip phone policy No-NAC

device authorize ip-address 10.7.7.100 policy No-NAC # 1P bypass
device authorize mac-address 0010.a4c4.dfb4 policy No-NAC # MAC bypass

1dentity policy No-NAC
access-group NAC-Permit-All
redirect url http://10.100.100.101/ match quarantine_url_redir_acl

I Statically permit access
Ip access-list extended NAC-Permit-All
permit 1Ip any any



NAC L2/L3 IP: Cisco I0OS NAD
Whitelisting

VLAN 7 int VLAN

DHC(I;-I-(Algb(; 10.7.7.0/24 100.1 VLANL0O oo
S5  intVLAN7=.1 T =

S 10.100.100.0/24

=

I Option Sends IP address instead of MAC address (default)
eou allow ip-station-id

I Alternate method Sends clientless request to ACS
eou allow clientless



Access Control Server (ACS) v4.x

= |ntegration point for external
policy servers, remediation w—
servers, audit servers, reporting — |

ctress [&] hitp:f7127.0.0.1:1206) | Poo ‘L\nks »

servers m Cisco Secure ACSy4.0

= EAP-FAST, HCAP, GAME o F_Rp—
protocol support for NAC.

= Network Access Profiles

Components
ation

Services: Groups, Protocols, Attributes R
p Ciscodecure ATS

Release 4.0(1) Build 8

Authentication: Protocols, Directories ER e

Copyright ©1901-1902 R3A Data Secutity, Ine. MDJS Message-Digest Algorithm, All rights reserved.
TR P | Copyright @1980, 1995 The Regents of the University of California. All rights reserved
. . . . Copyright @ 1986 University of Toronto. All ights reserved.
. ; Copytight @1985-2000 Microsoft Visual CH Version 6.0, All rights reserved
Compliance: Posture & Audit Policies O | oot e o s
ACtiuhy All other trademarks, service marks, registered trademarks, or registered service marks mentioned in
this document ate the property of their respective owners. Wamning, This computer program is
1 1 . protected by copyright law and intemational treaties. Unauthotized reproduction or distsibution of
u orlza Ion - ro u pS ) S y S this program, of ety portion of i, may result in severe civil and criminal penalties, and will be

prosecuted to the maximum extent possible under the laow

/3 CiscoSecure ACS - Microsoft Internet Explorer ol x|

CiscoSecure ACS v4.0 offers support for multiple AA S
Chents and advanced TACACSE+ and RADIUS features
Tt also supports several methods of authorization,
authentication, and accounting (A A A) including several
one-tme-password cards. For more mformation on
CliscoSecure products and upgrades, please wisit
httpo/fwrwrw. cisco. com.

= Template Configuration

|&] Done ’_,_,_ 0 Intemet 7

= Configuration Cloning



ACS: MAC Authentication Bypass

= External MAC Authentication available in ACSv4.1

= Centralized MAC whitelisting configured under
Network Access Profiles = Authentication

= Use default “agentless host” profile to get started

MAC Authentication Mapping for NAC-EOU-MAC-Except
MAC Addresses User Group

000c¢.2999.fa96,

1: Employees (2 users)

If a MAC address is not defined or there is no

matched mapping:
| Add | [ Delete|

The Up/Down buttons submit and save the sort order to the database

0: Default Group




Cisco Security Agent (CSA)

= CSA is an optional NAC component
= CSA v4.5 and later includes CTA v1.0
= CSA v5.0 bundles CTA v2.0 during installation

= HIPS technology is recommended to protect the

integrity files of all host security applications, including
CTA

= CSA policies can lockdown the host based on the
posture received from a NAC authorization

e.g., CSA can disable all host applications except patch
management and antivirus upon NAC quarantine response



Guarding CTA integrity with CSA

; Management Center for Cisco Security Agents ¥4.5 - Microsoft Internet Explorer — |ﬁ| |1||

File Edit View Favorites Tools Help

Back + = - (D ot | Qhsearch [GelFavorites  ffMedia (4 | E-S =
Address I:@:l https:ffjoem2k23 csamc S webadmin j ﬁGo |Links > CTA Needs tO

Cisco SYSTEMS Management Center for Cisco Security Agents ¥4.5 (el (T [ el Be Protected

Events Systems Configuration Analysis Maintenance Reports Search Help from UnCOﬂSClOUS
Local, or Malicious
view alla rules -1 Remote, Uninstall

Rules: 9 [9 enforce; 0 detect]
D Type Events Status Action Log Description

Configuration » Rule Modules » Windows Rule Modules  » Cisco Trust Agent Module [v4 5] » Rules OTHER RULE MODULESZ d/

r
[T 303 File access control Enabled Q W Permit the Cisco Trust Agent to write to its own log fileg

[ 204 Metwork access contral Enabled (/] W, allow the Cisca Trust Agent to communicate with j

[T 205 aApplication control Enabled Q ﬁ Permit the Cisco Trust Agent to run relate d Applications

[T 311 pApplicstion control Enahbled Q ¥ Permit the Cisco Trust Agent to run W#4aE scanner apps

[T 306 File access control Enabled 0 FE GQuery the user when an attempt is made to modify any Cisco Trust sgent files

[T 307 Applicstion control Enabled @ FE Prevent the Cisco Trust Agent from running ather applications

[T 202 File access control Enabled @ §E Prevent the Cisco Trust Agent from writing files it should not

[T 309 Network access control Disahled @ FE  Prevent the Cisco Trust Agent from accepting network connections \\

[T 310 Metwork access control Enabled 9 FE Prevent the Cisco Trust Agent from making network connections CTA NeedS tO Be

wadd rules to =] rule rmodule |Ciscu Trust Agent Module [V4.9] j ™ PrOteCted SO that
It Is not Subject

to “Witty Worm”
Scenarios

I
j Management Center for Cisco Security Agents W4,5 ’_ ’_ ré_ (2 Local intranet
iaﬁtart| BGREN- NERE RO RS |J @http...l By .. | 0. .n....| |IrCisc...||@Man... [@]db | @,@;gg{;g@mm@ﬁaa 10:43 AM




CTA Posture Affects CSA Protection

3 Management Center for Cisco Security Agents ¥4.5 - Microsoft Internet Explorer provided by Cisco Systems, Inc.

File Edt ‘ew Favorites Tools Help

=18l x|

dBack ~ = - 7t | @search [lFavorites fMedia &% | Ey-S =

Address IE:] https:fclienté0) csamc4s webadmin

| @ |Links =

QOgle ~ - Search Wweb - Search Site - 1455 blocked Options - ,
G 6- &

Cisco SYSTEMS

Management Center for Cisco Security Agents V4.5

Monitor Systems Configuration Maintenance Reports Profiler Search Help

Clase | Help | About

[

Configuration

MNetwork address ranges: 0.0.0.0-255.255.255.255 I
Insert MNetwork Addrezs SetE j
DMS suffix matching: <alls |  butnot [<nones
E:

Management Center reachable: |<DDn't cares vl

Installation process detected:

Cigco Trust Agent posture:

Agent security level:

|<Don't Cares 'l
Unknown 'l

<[on't care=
Healthry
Checkup
Quarantine
Infected

Mo references found.

Lnknom
Other

Save Delete

&

Logged in as: tom

B BEocamane |

CTA System Token Used
by CSA as a State
Modifier for Policy

Important Protection for
Noncompliant NAC
Endpoints in the Time
Before Remediation

Important Protection
for Noncompliant
Endpoints when NAC Is
Run in Monitor Mode




CS-MARS for NAC Monitoring and Reports

= CS-MARS provides a centralized monitoring and reporting point for
NAC-related events from ACS, NADs, and third-party security servers

= PN log agent forwards Syslog information for NAC from ACS to CS-MARS

= Pinpoints where NAC events are occurring in the network, provides

detailed logging information regarding events, and detailed NAC-related
reports

NAC Infected/Quarantine—Top Hosts (Total
View)

Query type: Reported mers]:ranked by Sessions, 1w-3d-1h:00m

Source (Destination |Service|Events Device|Reported |Keyword|Operation|Rule|Action
1P IP User

ANY ANY ANY Host Posture Valideted ANY ANY ANY Mone ANY ANY
- I |, Host Posture
Validated - Quarantine

Save As Report | | Save As Rule I | Submit

Query Results

11 mald

CS-MARS

Name Iwn rkstation Domain
cat3kUszerld NAC-EST-PCL10
cat3kUserd NAC-EST-PCS

catbkUserd NAC-EST-PC4
catbkUsers NAC-EST-PC6




CS-MARS for NAC Monitoring and Reports

= Default NAC reports include:

| oad Report as On-Demand Query with Filter

System: Security Posture Cormpliance {C-is-::c- NAC)- W

Select Report... W
Selact Report...

Activity: AAA Failed Auth - All Events (Total View)

fctivity: AAA Failed Auth - Top NADs (Total Wiew)

Activity: A&A Failed Auth - Top Users (Total Yiew)

Activity: Security Posture: Healthy - Top Users (Total View)

Activity: Security Posture: NAC - Top NADs (Total View)

Activity: Security Posture: NAC - Top NADs and Tokens (Total View)
Ackivity: Security Posture: NAC - Tap Takens (Total View)

Activity: Security Posture: NAC Agentless - Top Hosts (Total View)
Activity: Security Posture: NAC Agentless - Top NADs (Total View)
Activity: Security Posture: NAC Agentless - Top Tokens (Total View)
Activity: Security Posture: NAC Audit Server Issues - All Events (Total V...
Ackivity: Security Posture: NAC End Host Details - &ll Events {Total View)
Activity: Security Posture: NAC Infected/Quarantine - all Events (Total V...
Activity: Security Posture: NAC Infected/Quarantine - Top Hosts (Total View)
Activity: Securnity Posture: NAC L2 802.1x% - Top Tokens (Total View)
Activity: Security Posture: NAC LZIP - Top Tokens (Total View)

Activity: Security Posture: NAC Static Auth - Top Hosts (Total View)
Activity: Security Posture: NAC Static Auth - Top NADs (Total View)
Activity: Security Posture: NAC Status Query Failure - Top Hosts (Total V..,
Activity: Security Posture: Not Healthy - All Events (Total View)

Activity: Vulnerable Host Found (Total View)

Activity: Vulnerable Host Found via WA Scanner (Total Wiew)

= Custom reports can be created as well



AC Incident Investigation Exam

ple

Rule Name: < System Rule: Security Posture: Infected - Single Host > Status: Active
Action: Time Range: 0h:30m
Description: This rule detects that a particular haost s reporting INFECTED security posture status for an excessive period of time. This implies that the host is having trouble getting cleaned.
|foset|l:lpen { |Source IP[Destination IP Service Name |Euent Device Reported User Keyword Severity |Count| b] Closelﬂperation
1 SAME, ANY ANY Host Posture Walidated - Infected ANY Maone AT AMY 5
ANY
Incident ID: 171232391Q | Expandan | [ collapse an
|Df‘fset|Sessiun f Incident ID |Event Type |Suurce IPfPort |De§tinatiun IPfPort |Prutucu| |Time Reporting Device |Reported User |Path £ Mitigate |Fa|se Positive
1 Host Posture Walidated - Infected[d]  17z.19.116.82 [d] 0 [4] 172.19.116.3 [d] o [d] wia [4 Total: 5
1 51186585703, Host Posture Walidated - Infected[dlef 172.19.116.82 [4] 0 [4] 172.19.116.3 [d] o [d] w/a [d]  Apr 13, 2006 2:45:16 FM PDT  ACS CLIENT-1[d] False Positive
1117123239168
1 51186593707, Host Posture Walidated - Infected[9]E 172.19.116.82 [4] 0 [4] 172.19.116.3 [4] 0 [3] Wia [9]  Apr 13, 2006 2:53:17 P ACS CLIENT-1[q] False Positive
111712323918
1 186618009, Host Posture Yalidated - Infected[d)E 172.19.116.62 [a] 0 [4] 172.19.116.3 [4] 0 [d] Mea [@]  &pr 13, 2006 "13 PM PDT ACS CLIENT-1[q] False Positive
1171232391 6
1 5186621144, Host Posture Validated - Infected[d)E 172.19.016.52 [4] o0 [d] 172.19.316.5 [ o [4] néa [4) 06 3:03:16 PM PDT_ acS CLIENT-1[d) é@ False Positive
1712523916 Standalone: mars-6 wa.l Login: Adrningrator (pnadrmind o | Slose
1 51186629309, Host p¥sture Yalidated - Infected@ﬂ" 172.19.1
11712323916 Event f Reporting W Raw Message
Session f Device -
, Incident ID
1S it 1 Datails: Host Past Validatad - infactad .
iilnss i S LR E:186585703, ACS apr 13, <191 >Cisco_ACS_3_x_01 11 396277 gfMler-ID=172.19.116.82, NAS-IP-
o b in “Infectrd” state, which maans that the host 211860585703, 200a Address=172.19.116.3,AA4 Server= val1lz27, Systemn-Posture-
17123259168 Z:da:la Token=Infected,Usar-Mame=CLIEN JMAS-Port=172.19.116.52,EAP Type
[0 [Event Severily Level CVE Name PM PDT MNarme=CISC0O-PEAP,Date=04,/13/4006 Time=14:48:20,Group-Mame=
AZ00003 wed g

L2 Enforcement Device Information

Device Cvent Type Information:

Copyright &

L]

Wendar Tnla

all rights re

[Duvice Fvant Type

Manager I

|Type

|Device

|Chi|dren

‘Log To |Cu|lects From |Infn |

Passed Authertication - Infected Ciseo ALS D Messages

MARS_GW_3750.cich.com@ Ciscn 105 12.2 PN-MARS rmars-6

Fuurril Ty Groups:

Interface Information

Member Lyent
Typos

Lwent Type Lraup Description

Info/SecPostureStatus/NotHealthy [4] 1

icate that Most Posture

MAA

s as reported Vahdated -

net Chedkupg], |Interface Name

|Direction

MAC Update Time

P Host Posture.
Vahdated
Tnfected]d],
Host Pestare
alidated
Quarantns|d],
Host Posture.
Walidated

Cuthound Wlango

Recommended L2 Policy/Command

Apr 13, 2006 3:532:11 PM POT

configure t
interface GigabhitEthernetl/0/15
shutdown




802.1x Implementation Challenges

= 802.1x Supplicants

Managability, protocol support, network policy rollout

= Preboot Execution Environment (PXE)
PXE timeout before 802.1x expiration

= Microsoft Group Policy Objects (GPO)
Machine GPO, User GPO, startup/logon scripts

= |P Phones
802.1x Proxy EAPoL-Logon/Logoff

= Agentless Hosts: No 802.1x Supplicant
Old Operating Systems
Hardened / Embedded Operating System: IP phones,
printers, photocopiers, sensors, etc.



802.1x Extensions

Feature Use Case

802.1x Guest VLAN No supplicant, Guests,
Unmanaged, Old OSes

802.1x Auth-Fail VLAN Guests, Temporary Access

802.1x VVID IP Phones

802.1x Inaccessible Auth Bypass AAA Server Down: minimum
access, disaster recovery

802.1x Wake-on-LAN WolL Compatibility (Not PXE)

MAC-Auth-Bypass (MAB) No supplicant, Appliances

Web-Auth Proxy No supplicant, Guest or User
with identity




NAC Deployment Strategy

v



Deployment: Lab Verification

= Setup and configure all components in your lab
= DO NOT use self-signed certificates — they don’t scale

= Verify operation of all desired NAC features
NAC L2 802.1x (EAP0802.1x)
NAC L2/L3 IP (EAPoUDP)
NAH: MAC-Auth-Bypass, GAME
Partners Integration: HCAP and GAME
Remediation Process: 3™ party and/or home-grown

= Verify NAC operation with all access scenarios

= Verify default and quarantine ACLs/VLANs allow any
required redirections and remediations

= How will agentless hosts be handled?



Deployment: Small, Monitored Pilot

= Move lab configurations into very limited production
network to validate normal operations

= DO NOT enforce network restrictions — allow full access!

= Verify real world behavior of hosts, users, groups,
authentications, policies, log results, and scaling match
expectations. If not, understand why!

= Visibility from logged compliance levels verify policy
assumptions. Adjust compliance policy for Reality

= Verify remediation processes work as expected

= Verify troubleshooting processes with Help Desk

= Verify Agentless and Unmanaged (Guest) hosts work
= Adjust revalidation timers as needed for scaling



..
Deployment: Small, Enforced Pilot

= Enable enforcement of posture policies using real
ACLs, VACLs, and VLANs

= Tune ACLs and VACLs as needed for redirections and
remediations to work in the production network

= Verify IPs of external network dependencies



Deployment: Increase Pilot Scale

= After achieving a level of success with your initial pilot,
expand the number, scope, and/or type of pilots

More ports, devices, access types, or geographies
More NAC methods: L3IP =2 L2IP - L2.1x
More user scenarios: Call Center, Sales, Engineering

= Tune policies, enforcement options, and timers as
needed for handling the increased scope (previously
unidentified users and applications)

= May need to create a network host registry and process
for new or agentless devices



Operation




Operations

= Policy Best Practices
= Logging & Reports
= Troubleshooting

= Performance Optimization



Policy Best Practices

= Communicate your compliance policy to End Users
NAC is a cultural change in security
Users need to understand what is required and why
Create a compliance website explaining this

= ACS Policy:
ACS Rule Ordering: First match wins
Use a default, CTA-Only Policy to catch missing applications
Use a master ACS to replicate policy to slave ACS servers
Test policies in lab environment before production deployment
Use the “contains” operator for string comparisons
Use OUI wildcards for MAC-Auth; 10,000 MAC limit per ACS NAP
External MAC-Auth via LDAP available in ACS v4.1



Operations: Logging

= Compliance visibility is enabled through logs
AAA, Accounting, Syslog, NetFlow, Audit, PVSes, ....

= Syslog runs on UDP - critical logs may be lost!
= Short timers cause excessive syslogs — filter them

= Use a Security Information Management System (SIMS)
for filtering, correlation, archiving, and reports



Operations: Reports

= What reports will assess your success with NAC?

= Top-N, Access Type, Group, Department, Asset Class,
etc.

= May require correlation with other DBs: HR, Assets
= On-Demand End User Self-Service

= Compliance Audits: Sarbanes-Oxley (SOX), HIPAA
= Support Desk Reporting Tools

They must have complete access to AAA and other logs
May require web-based query tools by user, MAC, IP, etc.



Operations: CTA Troubleshooting

Enable CTA logging — the default is disabled

Log Configuration:
C:\Program Files\Cisco Systems\CiscoTrustAgent\Logging\

Rename ctalogd-temp.ini to ctalogd.ini

Set log level to 15 for desired components

Logs Files:
C:\Program Files\Cisco Systems\CiscoTrustAgent\Logging\Logs

Plugins:
C:\Program Files\Common Files\PostureAgent\Plugins

CTA Status:
C:\Program Files\Cisco Systems\CiscoTrustAgent\ctastat



Operations: ACS Troubleshooting

= Successful auths stored in Passed Authentications log

In ACS v4.x, posture attributes must appear in a posture validation
rule to be logged. Create “dummy” rules if necessary.

= Failures stored in Failed Attempts log

= Auth.log:
C:\Program Files\CiscoSecure ACS v4.0\CSAuth\Logs

= RDS.log:
C:\Program Files\CiscoSecure ACS v4.0\CSRadius\Logs

= For the ACS appliance, these logs are found by creating a
package.cab file under System Configuration > Support



Operations: ACS Common Failure Codes

EAP-TLS or PEAP authentication failed
during SSL handshake

Generally points to a certificate problem.

Posture Validation failed due to
unmatched profile

Check NAPs and ensure that Posture
Validation is allowed

User's credentials reside in an external
DB that is not configured for this profile

Access profile matched without an external
database selected or configured

No Token returned from external PV
server

Communication problems with posture
validation server. For example, an incorrect
username/password.

Authentication protocol is not allowed for
this profile

Check NAP Authentication settings. Ensure
that current auth type is checked.

Access denied due to unmatched profile

No NAPs are being matched and default is
set to “Deny access when no profile
matches”




..
Performance Optimization: ACS

= Determine ACS performance for your environment
= ACS Policies:

Verify most frequently-matched policies are at the top
More rules slow performance

= Architecture

Co-locate policy servers to reduce latency
Load Balancing & Redundancy: ACS, Directory, AV, Patch



..
Performance Optimization: Timers

= “Revalidation” Timer: RADIUS Session Timeout (27)
= dotlx timeout tx-period 3

= dotlx timeout supp-timeout 3

= dotlx max-req 3

= eou timeout status-query 30 (global/ACS)
= eou timeout revalidation 3600 (global / ACS)
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EoU (EAP over UDP) Posture Validation Flow

4

AV Client
Host

APl / Process Posture
Request / AV

A

EAP-TLV / Posture + Posture- Notification

EAPoUDP

EAPoUDP Hello

A

EAPoUDP / Identity

A 4

RADIUS

Radius / Identity

EAPoUDP / PEAP / Start

v

Radius / PEAP / Start

EAPoUDP / AV+PA Posture

»
»

Radius /AV+PA Posture

HCAP / AV+PA Posture

API /
Process Posture Notification/,
APT+SPT+AV Notification

EAPoUDP/
APT+SPT+AV Notification+
PA User Notification

Radius/
APT+SPT+AV Notification+
PA User Notification

»

HCAP/
APT+AV Notification

A

EAPoUDP / PEAP / Close

A

»
»

Radius / PEAP Close

A

EAPoUDP Result

A 4

»

Radius / EAP Result
+ Access Policy

A 4




NAC-L2/L3-IP: Posture Validation

Key:

[26/9/1] cisco-av-pair
[27] Session-Timeout
[29] Termination-Action

ACSv4.0
VLAN 7 i .100
CTA 2.0 10.7.7.0 /24 Vendor
DHCP (.100) int VLAN7=.1 10.100.100.0/24  VLAN100 “~ Server
N 101
N
Sl IP Packet
EAPoRADIUS ~ EAPoUDP Hello/Req & Resp.

A

EAP ID/Request
EAP ID/Response RADIUS Req [6]=25 (EoU)

A

EEEE RAD]USPEAP-S{aﬂ_

A

[L2 only]

A

[26/9/1] = #ACSACL#-IP-Quarantine_ACL-xxxx
[26/9/1] = status-query-timeout=30

EoU/ AV+PA Posture [27] = 300
< [29] = RADIUS_Request (1)
[26/9/1] = Posture-Token=quarantine
EoU/APT+SPT ADIU i [26/9/1] = url-redirect=http://10.100.100.101
+AVNotification+UserNotification +AVNotification+UserNotification [26/9/1] = url-redirect-acl=named-ACL-on-switch

EoU/ PEAP Close USPEAPCIose

EoU/ EAP-Success ' RADIUS Access-Accept w/
necessary attributes

A

EoU/ Result RADIUS Reg. event=acl-download

. B4 ¥ RADIUS Access-Accept w/
Insert ACEs into Default Interface ACL ACEs

Downloadable ACL based on posture restricts traffic to specific network segment, e.g. to remediation serve'r




Key:

[26/9/1] cisco-av-pair
[27] Session-Timeout
[29] Termination-Action

NAC-L2/L3-IP: Status-Query

ACSv4.0
-
VLAN 7 — i
10.7.7.0 /24 vendor
DHCP (.100) int VLAN7=.1 ? 101
X
EAPoUDP < S '
-
EAPoRADIUS EoU/ Result [26/9/1] = status-query-timeout=30
| Overwrite NAD Default SQ Timer [ RADIUS Access-Accept

[
| Reset SQ Timer

Status-query-timer = 30

Status-Query

»_ ! Status-query-timer = 30

SQ Flag=ACK
Posture Change .
or I
Host that is more g Status-Query Default Status-Query-Timeout = 300sec.
than two Layer2 > Configurable SQ Timer =[10 - 1800]
hops away SQ Flag=NAK or not responding to SQ for ReTransmitPeriod x MaxRetry Max-Retry =3
disconnected i ReTransmit Period = 3sec

Full Revalidation Start
w/ EoU Hello




NAC-L2/L3-IP: Revalidation Process

ACSv4.0
Y 100
VLAN 7 —
Vendor
CTA 2.0 10.7.7.0 /24 10.100.100.024  VLAN100 < Server
DHCP (.100) int VLAN7=.1 N 101
N

A

EAPoUDP EoU/ EAP-Success

2
| *—RADIUS Access-Accept w/

[27] Session-Timeout = 300
[29] Terminate-Action = RADIUS-Request

EAPoRADIUS EoU/ Result

| Overwrite NAD Default Reval Timer RADIUS Access-Accept

[
| Reset Reval Timer

revalidation-timer = 300

A

Full Revalidation Start 1. RADIUS Attribute [29] is not sent via Access-Accept or set to Default

- EoU Session Terminated > HOST=REMOVED - EoU Hello on traffic
2. RADIUS Attribute [29] is sent via access-accept and set to RADIUS-Request
- EoU Session retained and = Full Revalidation

Default Revalidation Timeout= 36000 sec.
Configurable SQ Timer =[5 - 86400]




NAC-L2-802.1x: Identity and Posture

CTA 2.0
LITE Supplicant

EAP0802.1x

EAPoRADIUS

VLAN 7
10.7.7.0 /24

int VLAN7=.1

NAD i

ACSv4.0
.100

[26/9/1] cisco-av-pair

[27] Session-Timeout

[29] Termination-Action

[64] Tunnel-type

[65] Tunnel-Medium-Type
[81] Tunnel-Private-Group-ID

10.100.100.0/24  VLAN100

Vendor

Server
101

EAPOL-Start

A

EAP ldentity-Request

EAP ldentity-Response

RADIUS Access-Request

A

EAP-Req. (EAPFAST)

A

A

Client + Server Hello/ cipher spec.

~ Client + Server Hello/ cipher spec. _

A

EAP / ID Auth+PA Posture

EAP/ APT+SPT+UserNotif

A A

EAP-Success

Port opens / Dynamic VLAN assignment

RADIUS Access-Accept w/
necessary attributes

RADIUS / EAPFAST-Start

=7

> [27] = 30

[65] = 802

[026/9/1] = Quarantine
[29] = RADIUS_Request (1)

. [64] = VLAN

[81] = quarantine

Dynamic VLAN based on authorization restricts traffic to specific network segment

NAC-L2-802.1x assume that ACLs pre-exist on the device




Key:

[26/9/1] cisco-av-pair
[27] Session-Timeout
[29] Termination-Action
[64] Tunnel-type

‘ nnel-Medium-Type

NAC-L2-802.1x: Re-Authenticatiofisrecesin

| Reauth timer sets to “From AAA Server” |

CTA 2.0 VLAN 7
Lite Supplicant 10.7.7.0 /24
DHCP (.100) int VLAN7=.1

ACSv4.0
() 100
Vendor
10.100.100.0/24  VLAN100 < Server
> 101
X

A

EA P08021X EAP-Success

EAPoRADIUS

Overwrite NAD Default Reauth Timer and reset [

A

[26/9/1] Posture-Token=Quarantine
[27] =30

[29] = RADIUS_Request (1)

[64] = VLAN

[65] = 802

[81] = quarantine

Session Timeout = 30

802.1x Re-authentication

1. RADIUS Attribute [29] is not sent via Access-Accept or set to Default
802.1x SMinitialized = Line Protocol down = EAPoL-start
(AUTHENTICATED -> DISCONNECTED - CONNECTING >
AUTHENTICATING> AUTHENTICATED)

2. RADIUS Attribute [29] is sent via Access-Accept and set to RADIUS-Request
SM = AUTHENTICATED - CONNECTING = AUTHENTICATING =
AUTHENTICATED




NAC-L2-802.1x: Quarantine

| Reauth timer sets to “From AAA Server” |

Key:
[26/9/1] cisco-av-pair

[27] Session-Timeout

[29] Termination-Action

[64] Tunnel-type

[65] Tunnel-Medium-Type
[81] Tunnel-Private-Group-ID

ACSv4.0
ii .100
CTA 2.0 VLAN 7 Vendor
Lite Supplicant 10.7.7.0 /24 10.100.100.0/24  VLAN100 4 Server
DHCP (.100) int VLAN7=.1 :F 101
NS
EAP0802.1x
L EAP-Success RADIUS Access-Accept w/
EAPoRADIUS ecessary attributes
[26/9/1] Posture-Token=Quarantine
If VLAN name exist on switch locally, [27] = 30
then overwrite port VLAN [29] = RADIUS_Request (1)
[64] = VLAN
[65
[84] = quarantine
VLAN Name Ports

Fa0O/11
active Fa0O/1, Fa0O/2, Fa0/3, Fa0/4
Fa0/5, Fa0/6, Fa0O/7, Fa0O/8

Fa0/9, Fa0/10
11 active
12 amp active

1 default active

10 client

13  Guests active

1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup

1005 trnet-default act/unsup




Audit Server: Network Scanning Method

No CTA
DHCP (.100)

I

EAPoRADIUS
GAME

CTA not resident or accessible.
Make certain ACLs permit scan!

VLAN 7
10.7.7.0 /24

int VLAN7=.1

_
10.100.100.0/24

ACSv4.0
.100

Audit Server

VLAN100 ore

Attempt Network Access

A 4

EAPoUDP Hello/Req
EAPoUDP Hello/Req
EAPoUDP Hello/Req
EAPoUDP Hello/Req

Timeout! Access request
session ID-1, IP 10.7.7.100

ACS Enters Transition State ID-1
Scan in-progress ID-1

Timeout! Update Session ID-1

Assign HEALTHY RAC

IP Connectivity Established

A 4

Audit Response: In-progress

Audit Response HEALTHY

=7

Audit request ID-1 IP =
10.7.7..100

Audit Request ID-1

Token state depends on policy set on AS and result of scan. URL redirection may be used to AS

A 4




Audit Server: URL Redirection-Applet

No CTA
DHCP (.100)

IP

EAPoORADIUS
GAME

CTA not resident or accessible.
Make certain ACLs permit HTTP!

VLAN 7
10.7.7.0 /24

int VLAN7=.1

ACSv4.0
i .100

Audit Server

10.100.100.024  VLAN100 101

=7

Attempt Network Access

h 4

EAPoUDP Hello/Req
EAPoUDP Hello/Req
EAPoUDP Hello/Req
EAPoUDP Hello/Req

Access request session ID-1,
1P 10.7.7.100

Audit Request ID-1 IP =
10.7.7..100

Audit Response: TRANSITION

ACS Enters Transition State ID-1
URL Redirect to AS

Start Web Browser +
Validate Posture

b 4

NAD URL Redirect Applet download (HTTP)

Timeout! Update Session ID-1
Audit Request |D-1

Audit Response Healthy

Assign Healthy RAC
No URL Redirect

IP Connectivity Established

A 4

Token state depends on policy set on Audit Server and result of scan. URL redirection required to AS.

A 4




Audit Server: Network Scanning Method

CTA not resident or accessible.

Make certain ACLs permit scan! ACSv4.0
— .100
VLAN 7 - Audit Server
10.7.7.0 /24 10.100.100.024  VLAN100 101
int VLAN7=.1 N
N
IP .

Attempt Network Access
EAPoUDP Hello/Req

EAPoUDP Hello/Req
EAPoUDP Hello/Req
EAPoUDP Hello/Req

EAPoORADIUS
GAME

Timeout! Access request
session ID-1, IP 10.7.7.100

Audit request ID-1 IP. =
10.7.7..100

Audit Response: In-progress

ACS Enters Transition State ID-1
Scan in-progress ID-1

Timeout! Update Session ID-1
Audit Request ID-1

Audit Response HEALTHY

Assign HEALTHY RAC

h 4

IP Connectivity Established

A 4

Token state depends on policy set on AS and result of scan. URL redirection may be used to AS



Audit Server: URL Redirection-Applet Method

CTA not resident or accessible.

Make certain ACLs permit HTTP! ACSv4.0
i .100
No CTA VLAN 7
DHCP (.100) 10.7.7.0 /24 10.100.100.024 ~ VLAN100 4
int VLAN7=.1 N
NS
IP Attempt Network Access i

EAPoUDP Hello/Req
EAPORADIUS EAPoUDP Hello/Req
GAME EAPoUDP Hello/Req

EAPoUDP Hello/Req

Access request session ID-1,
IP 10.7.7.100

Audit Request ID-1 IP =
10.7.7..100

Audit Response: TRANSITION

ACS Enters Transition State ID-1
URL Redirect to AS

Start Web Browser +
Validate Posture

h 4

NAD URL Redirect Applet download (HTTP)

Timeout! Update Session ID-1
Audit Request ID-1

Audit Response Healthy

Assign Healthy RAC
No URL Redirect

IP Connectivity Established

A 4

Token state depends on policy set on Audit Server and result of scan. URL redirection required to AS.

A 4

Audit Server
101



