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The Security Climate

The Evolution of Security Attacks

Exploit Trends and Common Attack Vectors
Intrusion Detection and Prevention “101”
Deployment Considerations
Network Sensor Deployment
Post Deployment Issues

- Custom Signatures

- False Positives In-Depth

- Security Intelligence/Awareness
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Increasing Activity

- 142 events (74 were Vulnerability Alerts, 56 Security Issue
Reports, 5 Malicious Code Alerts, 5 Daily Virus Reports, and
2 Security Activity Reports)

- The month included several "zero-day" Microsoft
vulnerabilities in Microsoft Office products and Internet
Explorer

- Microsoft responded to the Windows VML Document
Arbitrary Code Execution Vulnerability with an out-of-cycle
security bulletin and patch on September 26, 2006
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Microsoft Windows VML Document Arbitrary Code
Execution Vulnerability

- Functional exploit code is publicly available, and attackers
are actively exploiting this vulnerabillity in the wild. Malicious
software that exploits the vulnerability, Exploit-VMLFIll, is
currently in circulation

Microsoft Internet Explorer WebViewFoldericon
ActiveX Control setSlice() Integer Overflow

- Functional exploit code for this vulnerability on all affected
Windows platforms is active in the wild.
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Two notable attacks on large service providers
occurred

- Hostgator reported an attack via a cPanel vulnerability
that compromised their servers

- The attack required Hostgator to reconfigure a
reported 200 servers

- In a separate attack, a Chinese service provider
experienced an 8-hour attack that caused DNS servers
to fail. This in turn caused 180,000 websites to become
unreachable, including many large and popular
websites in China
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Carefully crafted attacks

- Complex

Growth of public exploits

- PoC to 0-Days

Emergence of Security Tools

- Core Impact, Metasploit, Canvas etc...

Detection aware security attacks
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MSRPC exploits

- Routing and Remote Access Service Code
Execution (MS06-025)

- Server Service Code Execution (MS06-040)
File type exploits
- Power Point 0-day (MS06-058)

Browser Exploits

- Internet Explorer VML 0-day exploits

- Internet Explorer Setslice 0-day exploits




Weakest point the end-user exploited through
mass-mailers

This has evolved to “one-click” exploits.

- spam mails with links to malicious websites

Evolving Attack Vectors makes more dangerous
attacks

Trend in exploits through web attack vectors is
one of the most dangerous
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Complementary technology to firewalls

Been around for more than a decade, now a requirement
IN most networks

Performs deep packet inspection, gaining visibility into
detalils often unexplored by traditional firewalls

Penetration has broadened now that IPS (inline IDS) has
started to gain acceptance

© 2006, Cisco Systems, Inc. All rights reserved.




IPS Feature vs IDS Feature

- The IPS feature is specifically inline monitoring with
“deny packet” capability (but not necessarily used)

- IDS feature is promiscuous-only monitoring with post

attack response actions (TCP reset or block on external
device)

Cisco IPS software vs. Cisco IDS software

- IPS Software is usually capable of both inline (IPS
feature) and promiscuous (IDS feature) monitoring
while IDS software is only capable of promiscuous (IDS

feature) monitoring
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Cisco IPS hardware vs. Cisco IDS
hardware

- IDS hardware Is generally designed with only
one port for promiscuous monitoring

- To get inline monitoring typically requires
addition of an interface card

- IPS hardware is designed for inline
operations; typically two or more sensing ports
by default




Ealse.Positives. Defined S

False positive Is the term most likely used to indicate
an event that was incorrectly reported

- False positive: a correctly named false positive is one
where the sensor has triggered an alert based on a flawed
algorithm

- Benign trigger: the case where a sensor has correctly

Interpreted network traffic as an attack, but the intentions
behind the traffic were not malicious

- False alarms (or noise): the case where a sensor has
correctly detected that an event has occurred but the event is
non-threatening or not applicable to the site being monitored

False negatives is the term used to describe when an
IPS misses a real attack or event

CCIE Summit 2006 © 20086, Cisco Systems, Inc. All rights reserved.
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General location decisions (perimeter, internal, zones of trust,
etc.)

Purpose of deployment
Response actions used

Specific location decisions (between router and firewall,
between two switches, etc.)

Platform choice: integrated or stand-alone

Inline performance requirements

Control and responsibility issues for an inline device

CCIE Summit 2006 © 20086, Cisco Systems, Inc. All rights reserved.




Regardless of Marketing, IPS Is IDS Deployed
Into the Packet Stream

Pros

- Inline response actions (deny packet)

-TCP/IP traffic normalization
cons

- Packet effects (latency, etc.)

- Network effects (bandwidth, connection rate, etc.)

- There is little point in deploying inline if you don’t take
advantage of the situation

© 2006, Cisco Systems, Inc. All rights reserved.
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Often, IPS cannot be implemented “everywhere”
due to cost restrictions

Where do you need to detect/stop an intrusion
as soon as it occurs?

- Where an incident would be most expensive
(most valuable data)

- At the entry to a sensitive domain to detect the first
successful step of the attacker (most exposed)

- Between trusted/untrusted boundaries

Look at the risks: make sure you prioritize based
on the value of a resource and the exposure
iInvolved

CCIE Summit 2006 © 20086, Cisco Systems, Inc. All rights reserved.
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GettingLraffic to. Y.our.Network IDS ... ...

Traffic must be mirrored (replicated) to sensors
In IDS mode

Choices:
- Shared media - hubs are not recommended
- Network taps

- Switch-based traffic mirroring (SPAN) directly or
from aggregation switch

- Selective mirroring (traffic capture - VACLS)




gt

Tap splits full duplex
Ink INto two streams

—or sensors with only
one sniffing interface,
need to aggregate

traffic to one interface

- Use a switch to
aggregate but don’t
exceed SPAN port or
sensor capacity

:Traffic from
| Firewall
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Port mirroring: SPAN functionality and command syntax
varies between product lines and switch vendors

- Some limit the number of SPAN ports
- Some allow you to monitor multi-VLAN traffic

- Note that not all sensor vendors can handle multi-VLAN traffic

Rule-based capture: VLAN ACL capture/MLS IP IDS
- Policy Feature Card (PFC) required on Cisco Catalyst® 6500

- Allows you to monitor multi-VLAN traffic

- Use “mis ip ids” when using “router” interfaces or when
interface is configured for Cisco IOS® FW

© 2006, Cisco Systems, Inc. All rights reserved.
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» Using SPAN (CatOYS)

switch>(enable) set span 4/5 6/1 rx create
switch>(enable) set span 401 6/1 rx create

- Sets port 5 on module 4 and VLAN 401 to span to the monitoring
port on the IDS module in slot 6

» Using VACL (CatOS)

switch>(enable) set security acl 1p WEBONLY
permit tcp any any eq 80 capture
switch>(enable) set security acl 1p WEBONLY
permit tcp any eq 80 any capture
switch>(enable) commit security acl WEBONLY
switch>(enable) set security acl map WEBONLY 401
switch>(enable) set security acl capture-ports 671

- Captures web traffic on VLAN 401 only, and sends the captured
traffic to the monitoring port on the IDS module in slot 6

CCIE Summit 2006 © 20086, Cisco Systems, Inc. All rights reserved.
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IPS Sensor Packet Analysis:
A.Day.ln.the Life of a.Packet

Receive Packet <= <4=P Transmit Packet

Black Box Alarms
Response Response

Actions Actions
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Virtual Virtual
Sensor Alarm
Processors Processors
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Virtual Virtual

Producer Sensor ||~ Alarm
Processors Processors
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Virtual Alarm Processors

Virtual Virtual
I Producer Sensor Alarm ||~
Processors Processors
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Traffic analysis Is incredibly computationally
Intensive with large numbers of sighatures

Cisco IPS analysis implemented with a series

of engines that each inspect for a specific type
of activity

Signature engine types:
Atomic Flood Traffic
Meta Service Normalizer
State String  AIC
Sweep Trojan  Other




Simple pattern matching

E.g. look for “root”

Stateful pattern matching

E.g. decode a telnet session to look for “root”
Protocol decode and anomaly detection
E.g. RPC session decoding and analysis

Heuristics
E.g. Rate of inbound SYN’s — SYN Flood?




Much like anti-virus, network IPSs must be kept up to date

Cisco has a new home for security information including IPS
signatures:

tools.cisco.com/MySDN/Intelligence/home.x

Process must be developed to rapidly update new signatures as
released

Cisco Security Manager (and VMS) have the ability to auto update
sensors directly from CCO without human interaction

Cisco has developed a new partnership with Trend Micro to provide
enhanced virus and worm coverage as part of the normal IPS
signature updates

New services are being created to decrease exposure time for late
breaking exploits (ICS) and to increase security knowledge and
speed of distribution of that knowledge (IntelliShield)

CCIE Summit 2006 © 20086, Cisco Systems, Inc. All rights reserved.




Outbreak Intelligence:
Trendlabs’ Worldwide Real-time
Monitoring and Signature
Development Infrastructure

Cisco. . CcoOrm

Line Of Defense: Broad Set

of Cisco Devices That Can

Become Rapid-Response
Mitigation Nodes

Enterprise Network

a1

Global Antivirus R

TrendLabs Cisco ICS

Server

Policy Control: Cisco ICS Server
Administers and Delivers Virus
and Worm Related Solutions
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Cisco Catalyst Switch
with IPS Blade

Cisco
Switch
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! Cisco Router
i

Cisco ASA 5500 Series

Cisco Router

Cisco IPS 4200 .+ |Be Software

Series Sensor

Mitigation Measures:
Broad Near Real-Time (15 Min.) ACL
High Fidelity (90 Min.) Signature
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Most sensors ship with a default signature
configuration

This Is a good starting point for an initial
deployment in most cases

Start by monitoring the default configuration

Prioritize the tuning of the high priority alarms, and
then move on to the mediums

It's all about the risk

Use risk rating values to help drive your security
policy




How Urgent Is
the Threat?

How Prone to
False Positive?

Is Attack Relevant to
Host Being Attacked?

How Critical Is This
Destination Host?

RISK RATING ' m—

CCIE Summit 2006

Drives
Mitigation
Policy
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® Add Event Action Override

Event Action: .EJIE'I'l'-j Packet Inling

Enablad: = Yes

Risk Rating: Minimum Maximum

BS . 100

Cancel

Customizable Risk Rating Thresholds:
0<RR <50 No Alert

50<RR <85 Alert Only

85 <RR <100 Alert and Drop Packet
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File  Help
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Configuration | Monitoring Back Farmard Refresh Help

Cisco SysTews

%) Denied Attackers : Learned 03
o ’:J':tx: HkDEISIt BECKS The following are the learned OS5 values mapped to IP addresses by the sensaor. You can click Clear
B ”T . HERE Listto remave all the learned OS5 values on your sensar.

HostIP Address 08 Type . Wirtual Sensar Delete

10891431 Wy !
10.89.143.94 unixlinus
Diagnostics Fepo 1089143102 wind ows windows-nt-2k-xp
Statistics 1089143112 Lnix.salaris
System Informatiao 10891423114 Lniz linus

Clear List

Refresh

Last Updated: 8605 10:42:458 Al

« | 2]

10K i initialized successfully.

cisco administratar
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Visibility into endpoint context through passive
OS fingerprinting

Static OS mapping to include environment
specific OS assignments

Dynamic risk rating adjustment based on attack
relevance

Automated event/action filtering based on OS
match

Service
Provider

|
"
Attacker Initiates IS

Attack Destined for
Servers A, B, C
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Filter Event Filter Event
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Feature Description:

- Dynamic adjustment of event Risk Rating based on success of response
action

- If Response Action was applied, then Risk Rating is deprecated (TR < RR)
- If Response Action was not applied, then Risk Rating remains unchanged
(TR = RR)
Benefit:

- User does not have the same level of urgency for attacks that have been
mitigated

- Choose to only subscribe to high TR values, results in lower alarm volume

Internet
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Extension.to.Risk.Rating S

Feature description:

- Dynamic adjustment of event Risk Rating based on success of response
action

- If Response Action was applied, then Risk Rating is deprecated (TR < RR)
- If Response Action was not applied, then Risk Rating remains unchanged
(TR = RR)
Benefit:

- User does not have the same level of urgency for attacks that have been
mitigated

- Choose to only subscribe to high TR values, results in lower alarm volume

Event 1:

No Action Configured

Risk Rating = 95

Threat Rating = 95

CCIE Summit 2006 © 2006, Cisco Systems, Inc. All rights reserved.




Extension.to.Risk.Rating S

Feature Description:

- Dynamic adjustment of event Risk Rating based on success of response
action

- If Response Action was applied, then Risk Rating is deprecated (TR < RR)
- If Response Action was not applied, then Risk Rating remains unchanged
(TR = RR)
Benefit:

- User does not have the same level of urgency for attacks that have been
mitigated
- Choose to only subscribe to high TR values, results in lower alarm volume
Event 2:

Action Configured

Attack Mitigated
Risk Rating = 95

Threat Rating = 55

CCIE Summit 2006 © 2006, Cisco Systems, Inc. All rights reserved.




Humyy T Cisco.corm

* A sensor deployed in IDS mode allows a
number of response actions to be taken when

an alert Is generated.:

Log packets to a file in PCAP format
Blocking using an external device (router or firewall)

TCP resets—sends TCP reset packets to break a
TCP connection

 Actions configurable per signature




* A sensor deployed in IPS mode operates on
the actual network packets instead of copies

Multiple different deny actions are possible in
addition to all actions supported in IDS mode

- Deny attacker
- Deny connection

- Deny packet

» Actions configurable per signature
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When Signature Fires, Sensor Discards the
Packet That Triggered the Alarm

Pros:
- Stops the attack packet
- Most useful for events that are triggered frequently (i.e. worms)

- Lower chance of self-inflicted DoS if wrong (unless deny
attacker is used)

cons:

- Less useful to stop a determined attacker as he will move on
to other

- attacks or victims that may not be protected (unless deny
attacker is used)

- Sensor must be inline to perform this action

CCIE Summit 2006 © 20086, Cisco Systems, Inc. All rights reserved.
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Logs traffic associated
with a signature trigger
(in PCAP format)

Generally, only trigger and
subsequent packets logged

Does impact sensor
performance

Usage guidelines:

Tuning: use during sensor
tuning for event analysis and
subsequent signature tweaking

Forensics: useful to monitor
“critical” signatures/resources

Handy tip: use with a custom
sighature to monitor a specific
service/server/user

Do not log unless you know
what you plan to use the log for

[@iplog.171.69.162.244 - Ethereal

Destination

CCIE Summit 2006 © 20086, Cisco Systems, Inc. All rights reserved.
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Instead of

-

®. Details for 1110004670538711179

creating a log i
file with many .
packets,

capture and

Include as part
of the alert just
the packet that
triggered
the alert
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For TCP applications, connection is prematurely terminated by a
RST sent from “sensing” interface

Must guess correct TCP sequence number and successfully
Insert RST into session (IDS mode only)

- Makes TCP resets somewhat unreliable especially when source
and destination are “close”

Certain applications will automatically reconnect
and resend (e.g., SMTP), making this less effective

Note that initial trigger packet will make it to its destination

- Code red 1 was a single packet attack and couldn’t be reset

. TCP resets are a temporary solution while you
readjust your security posture

CCIE Summit 2006 © 20086, Cisco Systems, Inc. All rights reserved.




* |If you use TCP resets, you must

so switch will accept RST packets on SPAN
port (check your switch to determine exact support
for IPS reset packets)

set span <src_mod/src_ports...|src vlans...|sc0>
<dest_mod/dest port> [rx]|tx]| 1
[1Inpkts <enable]disable>]
[multicast <enable|disable>]
[filter <vlans.._>]
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When signature fires, sensor inserts ACL
on router/issues shun command on PIX® firewall

- Deny subsequent traffic from that source IP address or associated
with that specific connection

- Note that initial trigger packets will make it to the destination
because of the time required to establish
the block

Sensor connects to firewall and/or router from
management interface

- Need to configure authentication credentials for firewall/router

. blocking can be effective at stopping an
Infected host but can’t stop first attack

CCIE Summit 2006 © 20086, Cisco Systems, Inc. All rights reserved.
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Can Be Very Successful in Helping to Implement a
Security Policy

Pros:

- Best used to thwart an attacker at the first location possible
Can be used to block a source address at multiple locations
Sensor can be “out of band” (IDS)

Cons:
- Does not stop the attack packet or even the connection

Less useful in stopping thousands of automated attackers (i.e.
worms), or for e-mail viruses

Limitation: user must have a well thought out security
policy combined with a good operational understanding of
their IDS deployments (correctly tuned sensors are
a must)

CCIE Summit 2006 © 20086, Cisco Systems, Inc. All rights reserved.
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®. Cisco IDM 5.0 - 10.89.174.8 - . .
. Assign Actions .
File Help J

— - You can specify actions the sensar should perform when it detects the selected
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Deployment Option for Sensors Allowing Deployment of a
Sensor in the Network in IPS Mode but Still Using Copies of
Network Packets

- Main caveat is that the switch SPAN port might drop traffic so it must
be monitored to insure that the sensor is seeing all the traffic that is
traversing the network

ﬂ‘ ‘Out of Band’ Inline Deployment

.

—~  ——
e

Session Black
From Hole for

v Switch Packets

© 2006, Cisco Systems, Inc. All rights reserved.
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Deploying an IPS sensor into the traffic stream
Introduces a new device to possibly fail and prevent
traffic from flowing

(It will be the first thing blamed for any problems)

High availabllity is defined as building into the
network, the ability to cope with the loss of a
component of that network to ensure that network
functionality Is preserved
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After Deploying IPS, a Few Simple Steps Can Help
to Identify or Alleviate a Problem That Arises

- First step when trying to identify a network issue when IPS
IS In place Is to turn on bypass; this prevents the sensor
from inspecting any traffic and from denying or modifying
packets

- Second step Is to create an event action override to add
the product verbose alert for events with any risk rating;
some events can take actions without producing alerts; this
prevents that from occurring; all events will create alerts
(this can be rather noisy as the normalizer engine clears up
standard network issues: bad checksums, etc.)
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Third step Is to view the events that are occurring and
determine whether the problem being experienced seems to
correlate to alarms being generated

Fourth step is to set up a filter to remove all traffic affecting
response actions (deny packet, block attacker, TCP reset, etc.)

for some or all events; repeat step three

The last step is to examine the alerts generated; then edit the
signatures that generated those events and remove any actions
directly (i.e.modify packet inline)

. the normalizer engine denies and modifies packets as
part of normal operations; strange results can be seen when
attempting to modify these signatures as they are sometimes
Interdependent. You cannot disable Normalizer signatures in
general as they are required to enforce security.

CCIE Summit 2006 © 20086, Cisco Systems, Inc. All rights reserved.




Customize vendor-provided signatures
New environment specific signatures can be created

Cisco custom signature configuration tasks:

- Select the signature engine that best meets
your requirements

- Enter values for the signature parameters that are
required and meet your requirements

- Save and apply the custom signature to the sensor

Test, test and test again before you deploy

CCIE Summit 2006 © 20086, Cisco Systems, Inc. All rights reserved.
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File Edit M“iew Go Capture Analvze Statiskics  Help

Ka_zaa SEcea cRlxRE ResDF L EE QAR
version g4

3 Source
. X 000 10.659,2.20 Karme: kazaa_v3.x_capturel.pcap Zad.com
258 il : CHAME jonip-wg-02.kaz

608  10.69.2.20 _ : 0 Ack=0 win=64240 Len=
673 10.69.2.20 Save in Folder: I[i‘meskmp risign. com

. 053 213.206.123.386 seq=0 Ack=1l wWin=32Z768

ra |C 213 10.89.2.20 A 1 ack=1 win=64240 Len=
569 10.69.2.20
G55 171.68.226.120 CHAME crl.wverisign.ne

Sa n Ie 830 TR Packet Range ack=0 win=64240 Len=0
T 64.04,.110.11 Captured || Displayed || |520=0 Ack=1 win=5840 L

260 10.69.2.20 Ack=1 Win=64240 Len=0

845 10.59.2.20 (%) Al packets 1417
447 64.94.110.11 € Selectod BackeL BEl : Ack=171 win=5840 Len=

£ *

# Frame 1 (73 bytes on wiy A

# Ethernet II, Srci Viwar B e aG_ED?E%SE?QEQd:El:aGJ P

£ b

0000 00 15 62 od 31
00lo 00 3b 00 91 00 File type: | libpeap (tepdump, Ethereal, etc.)
0020 e2 FE 04 OF OO0 (]

0030 00 00 00 00 00
o040 03 63 6F ad 00

Zancel

|File: "Ci\Documents and St [Pr 1417 D0 1417 M O
l ssfa @ kazaa w3.x_capture,..
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Look for something in the traffic sample that
will identify the Kazaa application

-The best signatures identify key parts of the traffic
that are not likely to change

- Coverage for common obfuscation methods
- Performance Impact
- Fidelity Rating (False Positive conditions)

- Severity Rating




Choose an Appropriate Engine

Common Engines used are:
- STRING.TCP
- SERVICE.HTTP
- ATOMIC.IP
- STRING.UDP

In this example we will use ATOMIC.IP




The Basic Operators

- [ ] Single Character class for “OR”
- () Multiple Character class

- ? Optional

- * Zero or more occurrences

- + One or more occurrences

- A Anchor to search at the start

CCIE Summit 2006 © 20086, Cisco Systems, Inc. All rights reserved.



CIisco. . Ccorm

» Traffic Contender

Pratocal | Info
Al lH Al THFA L. L SUl L) EXLATILI T )
LDP 5 ( T ] restination pnr
TCP 10 - | 2 5 5 Len=0
HTTP 0. .
TCF AcC Win=5840 Len=0
[H]a]=] = ; T: ] restination : 2415
UDP : port:
HTTP . : (GIF89a,
LUDP s i ati port
C f . COm

Frame .
Ethernet II,
Internet Pro

o8 o0 45 00

: 02 14 45 b4
ih 61 Sa 61 41 0o

This payload has the same last 6 bytes In
multiple captures
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The Basic Operators
- [1 Single Character class (“OR”)

For example [Kk]: this means “K” or “K”
- () Multiple Character class (“AND”)

For example (KA): this means “K” and “A”

- ? Optional

For example K[\xO0]?A: this triggers on both
K\X00A and KA




The Basic Operators

-* Zero or more occurrences

For example KAaZaa[Aa-Zz0-9]*[\r\n]: this will look for
string KAaZaa then zero or more alphanumeric characters
followed by “\r\n” which is carriage return or line feed.

- + One or more occurrences

For example KAaZaa[Aa-Zz0-9]+[\r\n]: this will look for
string KAaZaa then one or more alphanumeric characters
followed by “\r\n” which is carriage return or line feed.

- N Anchor to search at the start

For example “"KAa: this will start searching for the start of
the stream in STRING.TCP

© 2006, Cisco Systems, Inc. All rights reserved.
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» Traffic Contender

Pratocal | Info
Al lH Al THFA L. L SUl L) EXLATILI T )
LDP 5 ( T ] restination pnr
TCP 10 - | 2 5 5 Len=0
HTTP 0. .
TCF AcC Win=5840 Len=0
[H]a]=] = ; T: ] restination : 2415
UDP : port:
HTTP . : (GIF89a,
LUDP s i ati port
C f i ad. Com

Frame .
Ethernet II,
Internet Pro

o8 o0 45 00

02 14 45 b4

ih 61 Sa 61 41 0o

» Looks like a UDP packet that is 12 bytes In

length that constantly contains
\X4b\x61\x5a\x61\x41 (kazaa in ASCII)

CCIE Summit 2006 © 20086, Cisco Systems, Inc. All rights reserved.
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Lyu]
=]

Hx Oct Char Dec Hx Oct Hirml Chr| Dec Hx ©ct Himl Chr

ooo NUL {ruall) 32 20 040 &FE6d; 96 60 140 &#96;

0ol 20H (start of heading) 33 21 041 ! &#05; a7 61 141 &#97;

002 3TK [(start of text) 34 22 042 &#06; 93 62 142 &#98;

003 ETK (end of text) 35 23 043 &#0°7; 99 563 143 &#99;

004 EOT f(end of transmission) 36 24 044 &#08; 100 &4 144 &#100;
005 ENQ ({engquiry) 57 25 045 s#69; 101 65 145 &#101;
00e ACE [acknowledge) 35 26 046 70 102 a8 1lds &#102;
007 EEL (bell) 39 27 047 «#71; 103 67 147 =#103:;
0l BES  [(backspace) 40 25 050 &FTL: 104 a5 150 &#104;
011 TAE [(horizontal tab) 41 29 051 &FT3: 105 A9 151 &#105;
0l2 LF (NL line feed, new line)| 42 Z4 052 &#74d; 10 6k 152 &#106;
013 ¥T (wertical tab) 43 2B 053 &#75; 107 6B 153 &#107;
0l4 FF (NP form feed, new page)| 44 ZC 054 &#7T6; 103 aC 154 &#10&;
015 CE  [(carriadge returh) 45 2D 055 &#77: 109 gD 155 &#109:
0le 50  (shift out) 46 2E 056 J &FTE; 110 AE 156 &#1l0O;
017 53I  (shift in) 47 2F 057 &FT9: 111 AF 157 &#111:
0Z0 DLE (data link escape) 45 30 0&0 &#80; 112 70 160 &#112;
0DZ1 DC1 (dewice control 1) 49 31 06l &#51; 113 71 161 &#113;
D22 DCZ (dewice control 2) o0 32 062 #5027 114 72 162 &#114;
023 DC3 (dewice control 3) 51 33 063 &H03; 115 73 163 &#1l5;
024 DC4 [(dewice control 4) 52 34 0e4d &#54; 116 74 16d &#lla;
025 MNAK [(negatiwe acknowledge) 53 35 065 &#85; 117 75 185 «=#117:
D26 3¥N [(synchronous idle) 524 36 066 &#06; 113 76 lea &#114;
027 ETE (end of trans. block) S5 37 087 &#87; 119 77 167 &#119;
030 CAN [cancel) L6 35 070 &E08; 1z0 78 170 <#1Zz0;
031 EM f(end of medium) 57 39 071 &#589; 121 79 171 &#1Z21:;
032 SUE (substitute) S8 34 072 . &#90; 122 74 172 &#lZ2;
033 [escape) 58 3B 073 5 &#91; 123 7B 173 &#1Z23;
034 F3 [(£ile separator) el 3C 074 &#92 124 7C 174 &#124;
035 33 (group separator) gl 3D 075 #9337 125 7D 175 &#125;
036 E3 (record separator) 6z 3E 076 &#94; 126 7E 176 &#126;
037 US [unit separator) 63 3F 077 : &#35:  |127 7F 177 &#l27; DEL

Source: www.LookupTables.com
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Traffic Characteristics
- UDP Packet
- Payload always ends with the same 6 bytes

- Payload ends in “kazaa” followed by null (0x00)

Custom Signature Settings
- ATOMIC.IP
- L4 Protocol of UDP
- Payload Regex: [Kk][Aa][Zz][Aa][Aa]\x00
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Hame Value

Signature 1D |60000

SubSignature 1D ||:|

Alert Severity:

Sig Fidelity Rating:

Promiscuous Delta:

= Sig Description:

# Signature Mame:  (KaZaa custom sianatur

B Alert Hotes: |

B User Comments:

Alert Traits:

B Release:

(=] Engine: |Atormic 1P -

@ EventAction: |Produce Alert
Froduce Werh Jert
Request Black Caonnection
Request Block Haost

Reoauest SMMF Trao
<

il

Farameter uses the Default Walue. Click the icon to edit the value.
& Parameter uses a User-Defined Yalue. Click the icon to restore the default value.

Ok Cancel

CCIE Summit 2006 © 2006, Cisco Systems, Inc. All rights reserved.
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FELQUESL ONME 1 THE
Reset TCP Connection
<

Fragment Status: I |

= Specify Layer 4 Protocol: i-‘-r;es LI

© Laver 4 Protocol: |UDP Protocal j
Specify LIDP Valid Length:
Specify LIDP Length Mismatch:
Specify Destination Port Range:

Specify Source Port Range:

P

© Specify Payload Inspection:  |ves _|

Specify Min Match Length;  [Mo = |

Regex String: |[Kk] [Aa][F=][Aa][Aa] w00
© Specify Exact Match Offiset [No_+|

Specify Min Match Offset:

Specify Max Match Offset:

Specify IP Payload Length: Mo -]

Crarcifv IP Haadar | annth- ih.ln. -|

ol
Farameter uses the Defauli Walue. Click the icon to edit the value.

4 Parameter uses a User-Defined Yalue. Click the icon to restore the default value.

(8] Cancel

CCIE Summit 2006 © 20086, Cisco Systems, Inc. All rights reserved.




Cisco. . CcoOrm

» Leave the sigj'ﬁéfdf“é"':d"riﬂ'the sensor for at least
one to two weeks to ascertain fidelity on the
network.

evidsilert: eventId=1159757546245556124 severity=medimn vendor=Cisco
originator:
hostId: jJjlimbo-—-4215
applame: Sensorlipp
applInstanceId: 341
Cime: ZO00&/10/515 22:44:37 200610515 Z2:44:37 UTC
Signature: description=KaZls custom Sighnature id=s0000 wversion=cusStoimn
sub=sigld: 0O
Sighetails: My Zig Info
interfaceGroup:
wwlan: O
prarticipants:
attacker:
addr: locality=0U0T 10.69.2.20
port: 1273
target:
addr: locality=00T 66.l185.216.
port: 1281
triggerPacket:
aooooo oo 15 862 9D 31 o5 oo 45 00
aooolo oo 28 01 04 oo 02 14 42 EBEC
aooozo DE 5o 04 F9 05 oo oo AS S0
aoooso 4F 561 54 61 41
rizkRatingvWaluse: 56
interface: fel0 1
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Severity Rating
- Informational Type Signhature

- How severe according to your environment?
Fidelity Rating
- Default i1s 75

- How does this affect Risk Rating settings?

Response Action

- Produce Alert

- Deny Attacker?




False Positive or Benign Trigger?

How Do You Find Out?

- Is the (application generating the) traffic in context
to the alert

- Tools are traffic samples, verbose alert

- Signs of malicious activity from the source
- NOOP sled, Shellcode
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Example of a malicious attempt (PeerCast
Overflow)

A Sled of NOOP mstructlons |n the arg field

24

A,
A
A
A
A,
A,
A,
A,

o0 LN
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Another example of an exploit (PeerCast)
A Sled of NO OP Instructions in the arg field

F.ELFL .
FooolPods
“F. .M

Notice the Shellcode at the end

CCIE Summit 2006 © 20086, Cisco Systems, Inc. All rights reserved.
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HOME
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Table of Contents
eb or text-base ol
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Mo knosen tricgers.

directions for
operations staff

Please Note: The information on this page is provided on an "ss " basis and does not imply any kind of guarantee of warranty. Your use of the information or materials inked
from this page is st your owen risk. Cizco reserves the right to change or update this page without notice.

CCIE Summit ?

ems, Inc. All ric



3

File Edit Wew Go Bookmarks Tools  Help

A [E_.’; htkp:/itools, cisco, comMySON/Inteligence home . x

SOAE

] Security ! Sources |~ ) Research | ) IPS Sig Team Links ! Intel | | Gmail |} Training ]33 ) Uni 1 PD ) CAsSP &, TwikilPS

Logged In | Profile | Contacts & Feedback | Help | Site Map | Select a Location f Language
NI
CIsco

.4
HOME

ABOUT CISCO
SECURITY@@CISCO
Security Functions at Cisco
IntelliShield

Featured Cortert Archives

Securityi@Cisco

MySDN

Achieve Security Through Intelligence

MMy SDM, which stands for My Self-Defending Metwork, provides up-to-date inteligence reparts
ahout current vulnerabilities and threats, as well a2 education on advanced security topics to
help you protect wour network, prioritize remediation, and structure your systems to reduce
organizational risk.

Understanding the threat landscape is an important componert in securing and managing a
rnetvweork. t's important to know howe the lstest valnerability or threat might affect your network
and whether wou need to act immedistely and howy you can use your existing infrastructure to

reduce exposure.
Search Intel Search IPS
Reports Signatures
Urgency

Top Ten Intelligence
Reports

Applied Intelliyence

Technigues that use Cisco
product capakilities to detect and

Threat Hame mitigate exploits

Last
Published

Severity Signature

Status

Microsoft Windows VML
Arbitrary Code Execution
Vulnerability

Cisco IP5 55L DoS and
Fragmentation Packet Evasion

Wicrosoft Office
Sinart Tag Parsing
shulner ability

10-Cct-2006 High Uncler

I estication

1 2-0ct-2008 Information

nly

ticrosoft Windows
Server Service SMB
Rename Denial of
service vVulnerakbility

DOCSIS BW Community String
Enabled Yulnerability

10-Cct-2006 Information

Cinily

GRE Decapsulation
Yulnerability

iicrosoft Cilhject
Packager Dialog
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Toolkit: Roll overtoo

= below

==

Software Advisor
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Technical Support Documents:
Security
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Service Description

- Web-based threat and vulnerability intelligence
alerting service

- Vital intelligence that Is relevant and targeted to
your environment

Philosophy
- Vendor Neutral Intelligent Risk Management

- Risk formula: Risk = Threat x Vulnerability x Cost

Process

- The Intelligence Cycle: Planning and Direction,
Collection, Processing, Analysis and Production,
and Reporting
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Tactical, operational and
strategic intelligence e FIHShield

Ve n d O r n e u t ral Microsoft Internet Explorer ActiveX Control Restriction Bypass Vulnerability

VULNERABILITY ALERT

Profes S i O n al W r i ti n g ’ Styl e e :::::endedWeakness:Mrhi(raryCOdeExecutinn

2

an d fo r m at & ; 3 Jan 30, 2006; 01:50 PM EST Uniikely s

Feh 01, 2006; 04:29 PM EST Highly Credible

CVE compatible product

CWE-2006-0057

vulnerability in Microsoft Internet Explorer.

C O n S i S t e n t r i S k r at i n g S icrosoft has re-released a security bulletin to address the ActiveX control restriction bypass

Impact

Life cycle reporting
Customized ‘smart filters’
Multiple notification options

Vulnerability workflow I
management system N

Comprehensive searchable m—
alert database
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Global
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Service

Network

—

» Collect and evaluate

* Analyze and correlate Customized Notification,

* Disseminate Tasking, Auditing, Reporting

IntelliShield Alert Manager Clients
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