o0~ W
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10.

11.

12.
13.
14.
15.

Configure the sensor’s IP address using the VPN and IDS Visio. Configure the sensor to allow HTTPS
access to the ACS/CA server. You may also use your home/work network. This server also runs IEV.
Configure the clock to use the current time. Set the time to Pacific Standard Time and allow for the
sensor to automatically change the clock for daylight savings time. Clear all old events to make sure
your logs are not timestamped improperly.

Configure the sensor to get NTP from R13.

Create an account that can tune signatures but cannot change the sensor’s IP addresses or allowed hosts.
Create an account that can view configuration and events, but cannot make any configuration changes.
Create an account that can be used for specific troubleshooting purposes. This account cannot be
allowed to logon to IDM.

Connect to IDM using HTTPS on port 8043.

Configure RSA authentication for SSH. Only allow clients that know the key to connect using SSH.
Tune the sensor so that you will see if the sensor is having performance problems. Specifically, if
packets are being dropped.

Tune the sensor so that no alarms will be generated from hosts on the 66.124.87.40 network. This
network includes hosts from .41 - .45,

You are getting several “WWW Solaris AnswerBook 2 attack” false positives from 66.124.87.41-45
network. Disable this signature from this specific network.

Increase the Active Perl PerlIS.dll Buffer Overflow to high priority.

Create a custom signature that detects when the text string “testattack” is typed in a Telnet session.
Configure the router at 192.168.1.254 to shun this connection or host.

Configure the sensor to update its signatures automatically. The ACS/CA server also runs FTP and has
the latest signatures.



1. Configure the sensor’s IP address using the VPN and IDS Visio.  Configure the sensor to allow HTTPS access to the ACS/CA server.  You may also use your home/work network.  This server also runs IEV.


2. Configure the clock to use the current time.  Set the time to Pacific Standard Time and allow for the sensor to automatically change the clock for daylight savings time.  Clear all old events to make sure your logs are not timestamped improperly.


3. Configure the sensor to get NTP from R13.  


4. Create an account that can tune signatures but cannot change the sensor’s IP addresses or allowed hosts.


5. Create an account that can view configuration and events, but cannot make any configuration changes.


6. Create an account that can be used for specific troubleshooting purposes.  This account cannot be allowed to logon to IDM.


7. Connect to IDM using HTTPS on port 8043.  


8. Configure RSA authentication for SSH.  Only allow clients that know the key to connect using SSH.   


9. Tune the sensor so that you will see if the sensor is having performance problems.  Specifically, if packets are being dropped.


10. Tune the sensor so that no alarms will be generated from hosts on the 66.124.87.40 network.  This network includes hosts from .41 - .45.  


11.  You are getting several “WWW Solaris AnswerBook 2 attack” false positives from  66.124.87.41-45 network.  Disable this signature from this specific network.


12. Increase the Active Perl PerlIS.dll Buffer Overflow to high priority.


13. Create a custom signature that detects when the text string “testattack” is typed in a Telnet session.


14. Configure the router at 192.168.1.254 to shun this connection or host.  


15. Configure the sensor to update its signatures automatically.  The ACS/CA server also runs FTP and has the latest signatures.  
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Lds—dev1# sh clock
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ids-devi# sh clack detail
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ntp-router#wr t


Building configuration...


Current configuration : 1015 bytes


!


! Last configuration change at 21:31:35 UTC Thu Nov 6 2003 by cisco


! NVRAM config last updated at 05:08:49 UTC Fri Nov 7 2003 by cisco


!


version 12.2


no service single-slot-reload-enable


service timestamps debug uptime


service timestamps log uptime


no service password-encryption


!


hostname ntp-router


!


logging rate-limit console 10 except errors


enable secret 5 $1$eWAB$qqlJ.fxjhEGReTX0d50bW.


!


username cisco password 0 cisco


ip subnet-zero


no ip finger


!


no ip dhcp-client network-discovery


!


!


!


!


interface Ethernet0


 ip address 192.168.1.254 255.255.255.0


!


interface Serial0


 no ip address


 shutdown


 no fair-queue


!


interface Serial1


 no ip address


 shutdown


!


ip kerberos source-interface any


ip classless


ip http server


!


!


!


line con 0


 transport input none


line aux 0


line vty 0 4


 exec-timeout 120 0


 password cisco


 login local


line vty 5 15


 exec-timeout 120 0


 password cisco


 login local


!


ntp authentication-key 1 md5 030758020358701818 7


ntp authenticate


ntp master


end


ntp-router#sh clock


21:31:48.951 UTC Thu Nov 6 2003


ntp-router#
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ntp-router#wr t


Building configuration...


5d04h: %SYS-5-CONFIG_I: Configured from console by jkaberna on vty0 (192.168.1.10)


Current configuration : 1121 bytes


!


! Last configuration change at 00:56:52 UTC Wed Nov 12 2003 by jkaberna


! NVRAM config last updated at 05:08:49 UTC Fri Nov 7 2003 by jkaberna


!


version 12.2


no service single-slot-reload-enable


service timestamps debug uptime


service timestamps log uptime


no service password-encryption


!


hostname ntp-router


!


logging rate-limit console 10 except errors


enable secret 5 $1$eWAB$qqlJ.fxjhEGReTX0d50bW.


!


username jkaberna password 0 xxxx


ip subnet-zero


no ip finger


!


no ip dhcp-client network-discovery


!


!


!


!


interface Loopback0


 ip address 10.1.1.1 255.255.255.0


 ip access-group 100 in


!


interface Ethernet0


 ip address 192.168.1.254 255.255.255.0


!


interface Serial0


 no ip address


 shutdown


 no fair-queue


!


interface Serial1


 no ip address


 shutdown


!


ip kerberos source-interface any


ip classless


ip http server


!


access-list 100 permit ip host 66.124.87.43 any


access-list 100 permit ip any any


!


!


line con 0


 transport input none


line aux 0


line vty 0 4


 exec-timeout 120 0


 password xxxx


 login local


line vty 5 15


 exec-timeout 120 0


 password xxxx


 login local


!


ntp authentication-key 1 md5 030758020358701818 7


ntp authenticate


ntp master


end


ntp-router#sh user


    Line       User       Host(s)              Idle       Location


*  2 vty 0     jkaberna   idle                 00:00:00 192.168.1.10


   3 vty 1     jkaberna   idle                 00:00:36 192.168.1.102


  Interface      User        Mode                     Idle     Peer Address


ntp-router#sh access-l


Extended IP access list 100


    permit ip host 66.124.87.43 any


<Telnet attack initiated>


5d05h: %SYS-5-CONFIG_I: Configured from console by jkaberna on vty1 (192.168.1.102)r


ntp-router#sh access-l


Extended IP access list 100


    permit ip host 66.124.87.43 any


    permit ip any any


Extended IP access list IDS_Loopback0_in_0


    permit ip host 192.168.1.102 any


    deny ip host 66.124.87.45 any


    permit ip any any


ntp-router#wr t


Building configuration...


Current configuration : 1326 bytes


!


! Last configuration change at 01:13:09 UTC Wed Nov 12 2003 by jkaberna


! NVRAM config last updated at 01:13:10 UTC Wed Nov 12 2003 by jkaberna


!


version 12.2


no service single-slot-reload-enable


service timestamps debug uptime


service timestamps log uptime


no service password-encryption


!


hostname ntp-router


!


logging rate-limit console 10 except errors


enable secret 5 $1$eWAB$qqlJ.fxjhEGReTX0d50bW.


!


username jkaberna password 0 xxxx


ip subnet-zero


no ip finger


!


no ip dhcp-client network-discovery


!


!


!


!


interface Loopback0


 ip address 10.1.1.1 255.255.255.0


 ip access-group IDS_Loopback0_in_0 in

!


interface Ethernet0


 ip address 192.168.1.254 255.255.255.0


!


interface Serial0


 no ip address


 shutdown


 no fair-queue


!


interface Serial1


 no ip address


 shutdown


!


ip kerberos source-interface any


ip classless


ip http server


!


!


ip access-list extended IDS_Loopback0_in_0


 permit ip host 192.168.1.102 any


 deny   ip host 66.124.87.45 any


 permit ip any any

access-list 100 permit ip host 66.124.87.43 any


access-list 100 permit ip any any


!


!


line con 0


 transport input none


line aux 0


line vty 0 4


 exec-timeout 120 0


 password xxxx


 login local


line vty 5 15


 exec-timeout 120 0


 password xxxx


 login local


!


ntp authentication-key 1 md5 030758020358701818 7


ntp authenticate


ntp master


end


ntp-router#
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hlet Sweep-Echo 2100 Laow icts-clevl 2003-11-06 0Z10:01 | 2003-11-05 1810:01 67.94.184.74 216453140 8 o 1 066183193701559227 Traffic Source: intd ;
et Sweep-Echo 2100 Low ids-dev1 2003-11-06 0210:00 | 2003-11-05 18:10:00 67.94.184.74 216453134 & 0 1066183193701558226 Traffic Source: intd;
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hlet Sweep-Echo 2100 Laow icts-clevl 2003-11-06 020732 | 2003-11-05 18.07.32 216.42.108.61 216453152 8 o 1 066183193701559220 Traffic Source: intd ;
et Sweep-Echo 2100 Low ids-dev1 2003-11-06 02.07.32 | 2003-11-05 18:07.32 216.42.108.61 216453142 & 0 1066183193701558218 Traffic Source: intd;
et Sweep-Echo 2100 Low ids-dev1 2003-11-06 02.07.32 | 2003-11-05 18:07.32 216.42.108.61 216453136 & 0 1066183193701558216 Traffic Source: intd;
et Sweep-Echo 2100 Lawy ints-clevl 2003-11-06 020731 | 2003-11-05 1807:31 216.42.108 61 216.453130 & 0 1066183183701559217 Traffic Source: intd ;

Pause Reconnect
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Lazt login: Thu Movw & 13:29:42 2003 from 66,124,837 .45

#xxl(TICE===

Thiz product contains cryptographic features and is= subject to United States
and local country laws governing import, export, transfer and use, Delivery

of Cisco cryptographic products does not imply third-party authority to import.
export.. distribute or use encryption, Importers, exporters. distributors and
uzers are responsible for compliance with U.5, and local country laws, By using
thiz product you agres to comply with applicable laws and regulations, IF gou
are unakble to comply with U.5, and local laws,. return thiz product immediately,

A summary of U.5, laws governing Cisco cryptographic products may be found at:
bttt A cisco ,con Auwl fexport Sorypto

If you reguire further aszsistance plesse contact us by sending email to
exportEcisco,com,

idz—devl# =h clock

#12133:15 PST Thu MHov 05 2003

ids—devl# =h clock detail

#12133:d0 PST Thu Mow 08 2003

Time source is MTP

Summer time starts 03:00:00 POT Sun Apr 05 2003

Summer time stops O1:00:00 PST Sun Oct 26 2003

ids—devi# ]

Ready |sshi: 3DES |23, 11 |24 Rows, 80Cols [WTi00 | |

=)

4

B

ntp-router#wr t
Building configuration...

Current configuration : 1015 bytes

!

1 Last configuration change at 21:31:35 UTC Thu Nov 6 2003 by cisco
I NVRAM config last updated at 05:08:49 UTC Fri Nov 7 2003 by cisco
!

version 12.2

no service single-slot-reload-enable

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

1

hostname ntp-router

!

logging rate-limit console 10 except errors
enable secret 5 $1$eWAB$qqlJ. fxjJhEGReTX0d50bW.
1

username cisco password O cisco
ip subnet-zero

no ip finger

1

no ip dhcp-client network-discovery
1

interface EthernetO
ip address 192.168.1.254 255.255.255.0
1

interface SerialO
no ip address
shutdown

no fair-queue

1

interface Seriall
no ip address
shutdown

ip kerberos source-interface any
ip classless
ip http server




line con O
transport input none
line aux O
line vty 0 4
exec-timeout 120 0O
password cisco

login local

line vty 5 15
exec-timeout 120 0O
password cisco

login local

1
ntp authentication-key 1 md5 030758020358701818 7
ntp authenticate
ntp master
end

ntp-router#sh clock
21:31:48.951 UTC Thu Nov 6 2003
ntp-router#
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= Server Cerificate 5. [l zervice SEYICE Uzername,

pas=word and
role for the user.
Only one user
may be defined
writh Service role.
i |

oo s | o o [ et
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IDS Device Manager

“Conf guration “Mo stration

Uset: cizco (admin)

+

You Are Here: + Device * Sensor Setup = Metwork

Network
A
* Network
> Alloweed Hosts Complete the
* Remote Access - fields to specify
* 55H Network Settings the network and
= Authorized Keys Hast Mame ™ Iids-de\ﬂ DS o
= Generste Key Communication
= Wnowen Host Keys IP Address |1 421681116 parameters for
i this host. Click
* Cerificate
= Netmask ™ [255.255.255.0 the Reset kutton
 Generate Host . to reset the form
e Defeult Route ™ [192.168.1.200 to the values that
ettificate ) were present
= Server Certificate Enahle TLS/SEL: v when the form
WWaS opensd.
* |BU43 p_
ieh Server Port
| | Use Default Ports
| Apply to Sensor | | Reset |
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Question 8.

Session Options - Dey IDS - RSA

Categary:
= Connection
- Login Scripts
- SSHT
- Public ey
= Part Forwarding
eI
= Emulation
- Modes
- Emacs
- b apped Keps
- Advanced
= Appearance
L findaw
=~ Options
o tdvanced
= File Tranzfer
L PMadem
- Log File
[=I- Prirting
o tdvanced

X

Connection

Mame:
FPratacal:
Hostrame:
Part:

L zernarme;
Cipher:

Authentication

IDev IDS - RS54

|21 £.45.3.167

22 [T Use firewal to connect
Iu:isu:u:u

=11 »|  Unzave Fassword

o]

Cancel

Load Prafile... |




Session Opltions - B

Categary:
= Connection
- Login Scripts
- SSHT
% Fublic key
= Part Forwarding
eI
= Emulation
- Modes
- Emacs
- b apped Keps
- Advanced
= Appearance
L findaw
=~ Options
o tdvanced
= File Tranzfer
L PMadem
- Log File
[=I- Prirting
o tdvanced

— Seszion [dentity File

[ Use global identity file

Identity file:
| |

Create |dentity File

LChanage Bazsphraze |

Cancel

o]

Key Generation Wizard

x|

The F.ey Generation Wizard helps pou create a public -
private key par used for authentication. Separate filez will be
created for your public and private keys

T o begin using pour key, vou will need to copy the public key
file ba a directon on the S5H host after the wizard iz finizhed.
See Help or contact your S5H zerver administrator for more
information.

¢ Back

Caricel |




Key Generation Wizard

X

Enter a passphraze which protects vour encrypted private
key. The pazzphraze iz optional, but if it iz not used, the
private key will not be encropted [not recommended).

FPaszphraze:;

Ixxxxxxxx

Confirm Paszphraze:;

Ixxxxxxxx

Enter a comment that will be dizplaved when vou are asked
fior your pazzphraze. [t will be stored with pour key.

Comment: ICiSCd

¢ Back I Hest > I Cancel |

Key Generation YWizard

x|

Select the length of vour key pair bebween 512 and 2048 bits.

K.y length in bitz:

& lower number provides less security, takes less time to
generate and authenticates faster. & higher number provides
greater securnty, takes more time to generate, and
authenticates mare slowly, 1024 iz the recommended value.

< Back I Mest » I Cancel




Key Generation Wizard x|

Fleaze move the mouze until the progrezs bar stops moving.
Thiz provides impartant randor input that iz uzed during key
generation.

[HiEwt = | Cancel |

Key Generation Wizard x|

Fleaze move the mougze until the progrezs bar stops moving.
Thiz provides impartant randomm input that iz uzed during key
generation.

The key iz now being generated. This could take from a few
zeconds to zeveral minutes depending on the key length
zelected and the PC's processzor speed.

< Back

Cancel |




Key Generation Wizard

X

Choose a directory and filename for the private key. The
public kev will uze the same directary and filenarne with a
pub extenzian,

Private key filename:

SecureCRT 3 .0%dentity

C:%Program Filesh,

N

Public key filename:

IE:"\F'ru:ugram FilezhSecureCRT 3 .0hidentiby. pub

After exiting the ‘Wizard, upload the public key file to the
appropriate folder on your 55H zerver. See help or refer to
wour S5H server documentation for mare infarmation.

¢ Back I Finizh I

Cancel |

Session Oplions - R

Categary:
=+ Connection
Login Scripts
- S5H1
- Public Key
= Part Forwarding
e
[=- Emulation
- Modes
i Emacs
Mapped Keysz
o Advanced
= Appearance
L Window
[=- Ophions
o Advanced
[=- File Tranzfer
. ZModem
- Log File
[=I- Prirting
o Advanced

— Seszion [dentity File
[ Use global identity file

Identity file:

IE:'&F‘ngram Filez\SecureCRT 3.0%dentity

N

LCreate |dentity File | Change Pazsphraze |

o]

Caricel

C:\Program Files\SecureCRT 3.0




4] identity.pub - Notepad ] |

File Edit Format Help
iLo24 65537 130813635325222?8624131?3?290432306518384880?46580546269?6?114?43463581393418?6819595;'
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Certificate

+ Server Cerdificate .
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= Alarm Channel Showing 1-1000f 1013 Signatures to
CamiEMisiEn # Enabled ID  SubSiglD Hame Type Severity Action More e e
-+ System Yariahles individuzl general
.« Evert Fitters lizzed signatures or
» wirtual Sensar 1. - O 993 0 Packet Buit-in informational - select &
Canfigurstion Court signature group
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" Signature 5 L @ o 1 Flow  Buit-in informational = FEENES
Configuration Mode Started associated with
. that group. &
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Configuration
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n Signature
Configuration Mode
= Signature Wizard
= |P Fragment
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= TCP Stream
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= |P Log

Signature Configuration Mode

Editing SERVICEHTTP - SIGID [5181] SubSig [0]

SIGID:

SubSig:

AlarmDelayTimer:
Alarminterval:

AlarmSeverity:

AlarmThrottle:
AlarmTraits:
ArgHameRegex:
ArgValueRegex:
CapturePacket:
ChokeThreshold:
DeChfuscate:

Enabled *:

EventAction:

FlipAddr:

HeaderRegex:
MaxArgFieldLength:
MaxHeaderFieldLength:
MaxinspectLength:
MaxRequestFieldLength:
MaxTTL:
MaxUriFieldLength:

MinHits:

19
o

——
—
—
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I True x

log
reset
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shunConnection
ZERO
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Signatures to
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signatures
aszociated with
that group. &
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signsture profile
are currertly
enahled. & solid
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that all signatures
are enabled. &
partial circle
indicates that at
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signsture in that
profile is enabled.
T
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ntp-router#wr t
Building configuration. ..

5d04h: %SYS-5-CONFIG_I

Current configuration
1

1 Last configuration change at 00:56:52 UTC Wed Nov 12 2003 by jkaberna
NVRAM config last updated at 05:08:49 UTC Fri Nov 7 2003 by jkaberna

Configured from console by jkaberna on vtyO (192.168.1.10)
1121 bytes

1
!
version 12.2

no service single-slot-reload-enable
service timestamps debug uptime
service timestamps log uptime

no service password-encryption

1

hostname ntp-router

!

logging rate-limit console 10 except errors
enable secret 5 $1$eWAB$qqlJ.fxjhEGReTX0d50bW.
1

username jkaberna password 0 xxxx

ip subnet-zero

no ip finger

1

no ip dhcp-client network-discovery



interface LoopbackO

ip address 10.1.1.1 255.255.255.0

ip access-group 100 in

1

interface EthernetO

ip address 192.168.1.254 255.255.255.0
1

interface SerialO
no ip address
shutdown

no fair-queue

1

interface Seriall
no ip address
shutdown

1

ip kerberos source-interface any
ip classless

ip http server

1

access-list 100 permit ip host 66.124.87.43 any
access-list 100 permit ip any any

1

!

line con O

transport input none

line aux O

line vty 0 4

exec-timeout 120 0O

password XXxx

login local

line vty 5 15

exec-timeout 120 0O

password XXxx

login local

1
ntp authentication-key 1 md5 030758020358701818 7
ntp authenticate
ntp master
end

ntp-router#sh user

Line User Host(s) Idle Location
* 2vty O jkaberna idle 00:00:00 192.168.1.10
3vty 1 jkaberna idle 00:00:36 192.168.1.102
Interface User Mode Idle Peer Address

ntp-router#sh access-1
Extended IP access list 100
permit ip host 66.124.87.43 any

<Telnet attack initiated>
5d05h: %SYS-5-CONFIG_I1: Configured from console by jkaberna on vtyl (192.168.1.102)r

ntp-router#sh access-1
Extended IP access list 100
permit ip host 66.124.87.43 any
permit ip any any
Extended IP access list IDS_LoopbackO_in_0O
permit ip host 192.168.1.102 any
deny ip host 66.124.87.45 any
permit ip any any

ntp-router#wr t
Building configuration...

Current configuration : 1326 bytes

!

1 Last configuration change at 01:13:09 UTC Wed Nov 12 2003 by jkaberna
I NVRAM config last updated at 01:13:10 UTC Wed Nov 12 2003 by jkaberna
!

version 12.2

no service single-slot-reload-enable

service timestamps debug uptime

service timestamps log uptime

no service password-encryption
1



hostname ntp-router

1

logging rate-limit console 10 except errors
enable secret 5 $1$eWAB$qqlJ.fxjhEGReTX0d50bW.
!

username jkaberna password 0 Xxxx

ip subnet-zero

no ip finger

!

no ip dhcp-client network-discovery

L

!
!
!
interface LoopbackO
ip address 10.1.1.1 255.255.255.0
ip access-group IDS_LoopbackO_in_0 in
1

interface EthernetO
ip address 192.168.1.254 255.255.255.0
1

interface SerialO
no ip address
shutdown

no fair-queue

1

interface Seriall
no ip address
shutdown

ip kerberos source-interface any
ip classless
ip http server
1

L

ip access-list extended IDS_LoopbackO_in_0
permit ip host 192.168.1.102 any

deny ip host 66.124.87.45 any

permit ip any any
access-list 100 permit ip host 66.124.87.43 any
access-list 100 permit ip any any

1

!

line con O

transport input none

line aux O

line vty 0 4

exec-timeout 120 O

password XxXxx

login local

line vty 5 15

exec-timeout 120 O

password XxXxx

login local

1
ntp authentication-key 1 md5 030758020358701818 7
ntp authenticate
ntp master
end

ntp-router#



