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Disclaimer

The following publication, CCIE Security Lab Workbook Volume I, is designed to assist
candidates in the preparation for Cisco Systems’ CCIE Routing & Switching Lab exam. While
every effort has been made to ensure that all material is as complete and accurate as
possible, the enclosed material is presented on an “as is” basis. Neither the authors nor
Internetwork Expert, Inc. assume any liability or responsibility to any person or entity with
respect to loss or damages incurred from the information contained in this workbook.

This workbook was developed by Internetwork Expert, Inc. and is an original work of the
aforementioned authors. Any similarities between material presented in this workbook and
actual CCIE™ lab material is completely coincidental.
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Identity Management

Network Admission Control

ACS Setup for NAC

Objective: Configure ACS server for NAC tasks.

Directions

¢ In this scenario we are going to develop a simple NAC policy on ACS
server to be later used in specific NAC scenarios.

e The first step is to install a digital ceritificate on ACS server in order to
permit PEAP/EAP-TLS authentication methods. Both of them use digital
ceritificates to authenticate endpoints.

e There are two basic ways to install a digital ceritificate:

o Enroll with Certification Authority.
o Install self-signed ceritificate.

e Of them the latest it the most simple one. Be aware though, that you will
later need to install self-signed certificate as trusted on endpoint hosts,
running Cisco Trust Agent software.

e Generate & Install self-signed ceritificate under “System Configuration” of
ACS.

e Next, you will need to enable PEAP along with “Posture Validation” under
“System Configuration/Global Authentication Setup”.

e Now you need to create a Network Access Profile for NAC. ACS has
some “template” NAPs for NAC scenarios, which we are going to
customize.

e Generate & activate NAP named “NAC_L3_IP” from “NAC L3 IP”
template. Apply & Restart and then restart the system services.

e The created profile already has some posture validation and authorization
settings. We are now going to customize them to suit our need.

e Check to see the already configure Posture Validation policies, and modify
the existing condition for ‘Healthy’ APT to verify if client OS type is
“Windows”.

e This way, a client host is only considered Healthy if it runs Windows along
with Cisco Trust Agent v1.0 or greater.
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¢ Next, modify the authorization attributes for NAC Policy. When you
created the template, two downloadable ACLs have been created: for
‘Healthy’ and for ‘Qurantined’ hosts.

e Modify the downloadble access-list for ‘Quarantine’ posture named
‘NAC_SAMPLE_QURANTINE_ACL/L3_EXAMPLE’ as follows:

o Permit only “ICMP echo”
o Permit “HTTP to host 10.0.0.100".

e Finally, under “Posture Validation” of newly create Network Access Profile
modify URL redirection for “Quarantine” token as set it to http://10.0.0.100.

Final Configuration

ACS:

Generate & install self-signed ceritificate:

/] CiscoSecure ACS - Microsoft Internet Explorer

Fie Edt %iew Favortes Tools  Help |<:=-Ba-:k LR x | !ngdress |@ http:/{127.0,0,1:1455] 'H“

Cisco Srsrems

System Configuration id
et

- Generate Self-Signed Certificate C
Group
@ Setup C
: e 3
Shared Profile
i |Components | Generate new self-signed certificate (ﬂ
Network igr : — =
a an}‘;g:ration Certificate subject ||:n—ACS,O—IE ﬁ
= Sustem Certificate file Ic::\ACS.c:er o
=y | Confiquration
Private key file Ic:\ACS.key
| Interf
Cnone;':gif’ztion Private kEV passwnrd I*********
[t Retype private key password AR
jn | TG raTILr Key length |204EI hits '!
4 t_'i [ratabases = = =
Digest to sign with ISHAl v|
Fost
e Install generated certificate I
Metwork .“.ccess
% Frofilas
2 ? Eack to Help |
@ | Reports and
Aotivity
b | Onli
‘ Donc:.::'l:.entation | Subrmit | Cancel | J_I
|&] applet appPing starked [ [ [ [4 mnkermet 4
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Configure d obal

CiscoSecure ACS - Microsoft Internet Explorer

Aut henti cation for

PEAP and Posture Validation:

—E|

| cback - =5 - B | Address [@1 http:f127.0.0.1:3793) v_lﬁ

File Edit Wiew Favorites Tools  Help

Cisco Srsrems

!‘

.T‘ Group
E_ Setup

g | Shared Profile
|Components
Network
Configuration

= x| System

=0 | Configuration

INTerTace
* Configuration

L | Administration

External User
Databases

Fasture
alidation

i Metwark Boces .
Frofiles

i

@ | Feports and
Activity

System Configuration

) _

Global Authentication Setup

EAP Configuration

i

-

Lllawe NMosture Yalidation

Cizco client initial message:

PEAP session timeout {minutes):

Enable Fast Reconnect:

120

EAP-FAST
EAP-FAST Configuration

EAP-TLS
W &llow EAP-TLS

[x]

‘ Online

— Documentation

[2]

Submit

Submit + Restart

| Cancel |

|@ Applek startStop started

A

[ | 8 rkernet
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Create new NAP for

ﬁ CiscoSecure ACS - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

| cback - =5 - B | Address [@1 http:f127.0.0.1:3793) v_lﬁ

NAC L3 I P fromtenpl ate:

—E|

Cisco Srsrems

gby | Shared Profile |

0 | Comnponents

Network
Configuration

= il System
=P Configuration

InterTace
= Configuration

. | Administration

External User
Databases

Edit

Network Access Profiles

&
n

Create Profile from Template

Mame:

Description:

Template:

Active:

[MAC_L3 1P

MAC Profile for L3 IP access

[Mac L3 1P

Subrmit

Cancell

Fasture
alidation

i Metwark Boces .
Frofiles

@ | Feports and
Activity

‘ Online
— Documentation

i

[2]

|@ Applek startStop started

[ | 8 rkernet o
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/] CiscoSecure ACS - Microsoft Internet Explorer

M E |

File Edit Wiew Favorites

Tools  Help | GBack ~ = - @ |ngdress |@ http:{{127.0.0,1:3793] vl |

Cisco Srsrems

User
Setup

Network Access Profiles

Edit

Group
Setup

3

Shared Profile
Cornponents

h:8 |2 | 1S |E)

| Network
Configuration

o T Sysztem
Configuration

i

==, Interface
Configuration

. | Administration

Control

a | Excternal User
E_'i [ratabases

e |

Fosture
monnjf ialidation

9 Metwork .“.ccess
2 Frofilas

Reports and

I

Aotivity

The current configuration has been changed. "Apply and
Restart' to adopt the new settings.

Network Access Profiles ?

Name | Policies Description | Active

Authentication
N&C L3 IP Posture Validation MNAC Profile for L3 IP access YES

Authorization

Add Profile | Add Template Profile

Upl Down |
The Up/Down buttons submit and save the sort order to the database.

' Deny access when no profile matches

& Grant access using global configuration,when no profile matches

Apply and Restart |

B | Online
| Docurnentation

!@ Loading Jawa Applet ...

(x]

i

I_ I_ l_ |® Internst

Copyright © 2007 Internetwork Expert

www.InternetworkExpert.com
-5-



www.InternetworkExpert.com

CCIE Security Lab Workbook Volume |  Version 3.0

Modi fy Internal Posture Validation policy created fromtenpl ate:

CiscoSecure ACS - Microsoft Internet Explorer _ O] x| I

File Edit Wew Favorites Tools  Help |c:-3ack - = - |.¢\g|dress |éj http:f{127.0.0,1:3793] vlﬁ
Cisco SvsTems : : [x]
M Posture Validation

Edit l
E
TE‘ Group
g | Setup ‘ Posture Yalidation Policies ?
giy | Shared Profile
|Components
Heturark PR : T
a Csnm’;ramn | Name Descrlptlun! Policy Details
- Action
iyl System Zeonl
2 | Configuration D Condition Motification
Posture Token String
Torhoration NAC-SAMPLE- CizcatPAIPA-Name
CTA-POLICY contains Cisco Trust
P ; 1 Agert AND Cisco: P4 Health
Cﬁgmlrlglstratlon Cizco: PR PA-Version ¥
>=1,0,0.0
A | External User 2 Default Cisco: P& Quarantine

5@ | Databases

Fozture

manajl i alidation -

2 Add Palicy Apply and Restart Cancel
% Hetwork Acces
Feports and

@ Activity
b | Onli

‘ Dgc:.lnr:entation

|&7 applet startStop started I_ I_ ’_ |4 Internet 4
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Modi fy Post

ure Validation Rule:

; CiscoSecure ACS - Microsoft Internet Explorer

File Edit Wew Favorites Tools  Help |c:-3ack - = - |.¢\g|dress |@ http:f{127.0.0,1:3793] vlﬁ

Cisco Srsrems

!‘

.T‘ Group
E_ Setup

% Shared Profile
Components

Metwork
Configuration

Posture Validation

Edit

Posture ¥Yalidation Rule - NAC-SAMPLE-CTA-POLICY

| condition Sets

= | Systemn
= Configuration

Cisco:PAPA-Mame contains Cisco Trust Agent
Cisco:PAPA-Yersion == 1.0.0.0

Intervace
= Configuration

Adrrinistration

Control

A External User
L‘i Databases

I

Fasture
manal| i alidation

 Match 'OR' inside Condition and 'AND' between Condition Sets
* Match 'aAND' inside Condition and 'OR' between Condition Sets
add Condition Set |

Posture Token: ICisc:u:n:P.& ;! |Hea|th\,f LI

Motification String: I :i

S

i Metwark Boces
Frofiles

‘ Subrmit | CIDnel Delete | Cancel |

@ Feports and
Activity

‘ Online
— Documentation

[2]

|@ Applek startStop started

—E|

&
n

[ | 8 rkernet
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Add check for OS type:

CiscoSecure ACS - Microsoft Internet Explorer _ O] x| I

|fe G wew Faomes Teos beb | bk v o - @ [0 agves[@mpnzoosan |G
oz (]
Posture Validation

Edit l

Cisco Srsrems

!‘

.T‘ Group
E_ Setup ‘

% Shared Profile

Add/Edit Condition ﬁ

EoipolEis Condition Elements Table:
Q Hetwark Cizco:PA:PA-Nawe contains Cisco Trust Agent
Eanfiyastin Cisco:Ph:PA-Version »>= 1.0.0.0
T Systemn
= [ | Configuration
= Interface
Configuration LTI

Attribute | Cisco:PAOS-Type
Cantral Eritity:

Administration

(BN ER K

Excternal Uiser Operator |containg
Latabass Walue llll'indomxsi

moon|| Fosture enter I

manal| i alidation

itag
FIN e

L Hetwark Access) ‘ Subimit I Delete I Cancel |
Frofilas

@ Feports and
Activity

i

‘ ggclzi.lnr:entation
|&7 applet Condition started I_ I_ ’_ |4 Internet 4
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CiscoSecure ACS - Microsoft Internet Explorer

File Edit ‘Wiew Favorites Tools  Help | SBack -« = - @ |,qu,a.355 I@ http:}/127.0.0.1:3793 vl |

el Posture Validation x|

Edit I

I é
% O

Group
Setup

% | Shared Profile ‘

Cornponents

Posture ¥Yalidation Rule - NAC-SAMPLE-CTA-POLICY ﬂ

Network [ —
Bt ! Condition Sets

T

e Cisco:PA:PA-Mame contains Cisco Trust Agent
il 23 cgﬁf,-e;:,ramn Cisco:PA:PA-Yersion >= 1.0.0.0
= Cisco:PA:05-Type contains Windows

" Match 'OR' inside Condition and 'aMD' between Condition Sets

Adrninistration

Lattil & Match 'AND' inside Condition and 'OR' between Condition Sets

Esxcternal User Add Condition Set |
[ratabases

Posture Posture Token: |Cisc:|:|:P.£‘« j |Hea|th\,f ;'

Walidation

Motification String: | j

Metwork .“.ccess
2 Frofilas ‘

i

Submit | CIDnel Delete | Cancel |

Reports and

Aotivity

B | Online
‘ Dacumentation

|&] applet startstop started I_ I_ l_ |® Inkernet i
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Modify downloadable ACL for

'Quarantine’ posture:

/J Ciscosecure ACS - Microsoft Internet Explorer

| GBack - = - @ |F\g|dress |@ htp://127.0.0.1:3793/ 'i |

|Ei|e Edit Wiew Fawvorites Tools  Help

Gisco SysTEms

ke
B | S

% | Shared Profile
Cornponents

Shared Profile Components -

N

2]

| Downloadable IP ACLs

i Mame |
[MAC SAMPLE HEALTHY ACL |

Description

Network
Configuration

25

g | Systern
=FEE| Configuration

.

Interface
Configuration

[MAC SAMPLE QUARANTINE ACL |

H. | Adrninistration

& | Contral

External User
Databases

L
Gor

Fosture
Walidation

Hetmark .ﬂ.ccess
: Frofiles

| Reports and
Activity

Online
Documentation

i

Add| Cancel
_cancel | ,

B

| &7 applet startStop started |4 Internet 4
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/] CiscoSecure ACS - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help | SBack -« = - @ |F\eress |@ http:}/127.0.0.1:3793 vi |

(x]

Cisco Srsrems

Shared Profile Components
Edit

»

T vy

Downloadable IP ACL Content

% d
o]
5
o
=
=

Setup

% |Shared Profile Mame: ILS_EXAMF‘LE

Cornponents

Network
Configuration

hy!

- | ACL Definitions
| Sustem

=5} | Configuration permit icrmp any any echo il

permit tep any host 10.0.0.100 eq 80|
==, Interface
Configuration

i

. | Administration

3l | Cantral

a Excternal User
3&3 | [ratabases

Fozture
monajl ialidation
Metwork .“.ccess
2 Frofilas

Reports and
@ | Activity -| ;I

-

- Submit Delete Cancel
i ggé:.ﬁentation L1
|&] applet startstop started i_ i_ |— | Inbernet 4
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Modi fy Posture Validation for created NAP:

/J Ciscosecure ACS - Microsoft Internet Explorer =B I

| File Edit ¥iew Favorites Tools  Help | P Back - = - @ |F\g|dress I@ http:ff127.0.0.1:3793) ‘I |
“‘M"ﬁﬁ Network Access Profiles

l.

Group

@ | Setup ‘ Posture Yalidation Rule for NAC_L3_IP ?

|Shared Profile
gﬁ‘wﬁ Campanents Mame: MAC-EXAMPLE-POSTURE-EX.

Hed woil s | Condition
Configuration

Required Credential Types

= | Systern

S

Configuration Aursilable Credentizsls Selected Credential=

Cisco:HIF

.= |
gl External Uszer 2 |
ﬂ@ | Databazes
Fosture
Zoodl| Walidation

Hetmark .ﬂ.ccess
~ Profiles

| Reports and | Action
Activity

El

‘ Onling
i Documentation Ll
| Select Internal Posture Yalidation Policies | Ll

| &7 applet ExSelectCred started i_ i_ |— |4 Internet 4
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Add URL Redirect for ‘Quarantine’ Posture:

/] CiscoSecure ACS - Microsoft Internet Explorer I
File Edit ‘“iew Favorites Tools  Help | EBack » = - ° |ngdress I@ http:ff127.0.0,1:3793/ vl _
“'M"ﬁﬁ Network Access Profiles
. =
| System Posture Token Configuration
T' g"§”P S"’St?l_':ki?fture PA Message URL Redirect
= : Healthy ;I LI
ST
- = =l
E gz;ﬁ;ﬁtation Checkup ;i ;I
e Checkup
| Configuration ;I ;I
==, Interface Transition :I ;I
Configuration Transition
= =
el | Control
Quarantine _‘J it
i | S| || [quarantine
= =
5glsit;:ion Infected ;I ;I
e g Infected
5‘& grot‘;rlesk . ;I Ll
Repartsand Tnknown ;I ;I
A Unknown =
‘ g;lcli.lnr:entation ;! LI 1|
d
|@ Applet ExSelectCred starked |_|_|_|ﬁ Inkernet i
Further Reading
General NAC:
Implementing Network Admission Control - Phase One Configuration and
Deployment
Network Admission Control (NAC) FAQ
Network Admission Control (NAC) Framework Deployment Guide
Network Admission Control (NAC) Framework Configuration Guide
ACS Configuration:
Shared Profile Components
System Configuration: Authentication and Certificates
Posture Validation
Network Access Profiles
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NAC L3 IP With the ASA and Cisco VPN Client

Objective: Configure the ASA firewall for NAC with remote VPN connections.

— - -

_-" T~ Test PC
7~ ~
s N N
7
/ [ 136.X.123.0/24 VLAN123 | N\ -200
/ \
/ E0/0 @ \!
’ de ST B0/
/ Inside : 1 136.X.100.0/24 VLAN100
S| S |
: Outside \
| E0/0 |
\ 136.X.23.0/24 P2P |
[ 1136.X.121.0/24 VLAN121 RIPV2
\ v S0/1 /
\ == /
\ - /
AN /

= ~F —10.00.0/24 VLAN200_—

AAA/CA
Server

Directions

e Configure ACS server as per the scenario “Identity Management/Network
Admission Control” “ACS Setup for NAC”.

e Configure devices as per the scenario “VPN/Easy VPN” “PIX/ASA and
Cisco VPN Client with Split-Tunneling/Xauth/RRI”.

e ASA configuration is as follows:

o Configure RADIUS server for NAC as follows:

Name this group as “RADIUS”.

Specify host 10.0.0.100 on outside.

Use key CISCO.

Configure RADIUS network client on ACS respectively.

o Configure tunnel-group EZVPN for NAC:
e Specify NAC authentication server group “RADIUS”.

0 Create NAC default access-list named NAC_DEFAULT:

Copyright © 2007 Internetwork Expert www.InternetworkExpert.com
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e Permit UDP from port 21862 to any only (EAPoUDP traffic
from connecting host).

o Configure group-policy EZVPN:

e Enable NAC.
e Specify NAC default access-list NAC_DEFAULT.

e Client configuration:

o0 Import ACS certificate. Obtain file containing ACS certificate in
PEM format (by default), e.g. ACS.cer. You must have created it
when you configured ACS server.

o Physically put this file into directory on Test PC, e.g. into
“‘c:\mycerts”.

0 Go to Cisco Trust Agent home directory (by default it's “C:\Program
Files\Cisco Systems\CiscoTrustAgent”) and execute from there:

‘ctacert.exe /add c:\mycerts\ACS.cer /store “Root”

e You are now ready to connect Cisco VPN Client to the ASA.

e There is a bug on Windows Server VPN Client installations where Cisco
VPN Client is unable to add static route to “split-tunneled” network via
connection interface.

e This prevents Cisco Trust Agent from communicating correctly with the
ASA, since EOU transactions are initiate from the inside ASA interface IP
address by default (which is in our split-tunnel list).

e This problem could be remediated by tunneling everything, though this
may not be the desirable solution.

e This bug could also be fixed by issuing manual “route add” command to
the split tunneled network - see details in final configuration.

Final Configuration

ASA1:
access-|ist NAC DEFAULT extended pernmt udp any eq 21862 any
!
group-policy EZVPN attributes
nac enabl e
nac-defaul t-acl val ue NAC DEFAULT
!
tunnel - group EZVPN general -attri butes
defaul t - group-policy EZVPN
nac- aut henti cati on-server-group RAD US

Copyright © 2007 Internetwork Expert www.InternetworkExpert.com
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ACS:

Add network client:

CiscoSecure ACS - Microsoft Internet Explorer

| GBack - = - @ |F\g|dress |@ http://127.0.0.1:2652) 'i |

|Ei|e Edit Wiew Fawvorites Tools  Help

|

Gisco SysTEms

i ;
% O

Group
Setup

)i

% Shared Profile
Cornponents

Network
Configuration

T System
=y | Confiquration

. Interface
-’_ Configuration

| | Adminiztration

Control

A External User
j{_’j | Databases
Fosture
Zoodl| Walidation

Hetmark .ﬂ.ccess

i

Network Configuration

_

AAA Client Setup For
ASA1l

136.1.123.12 =]

H

AdA Client IP Address

Key [cisco

Authenticate Using IRADIUS {Cisco WPM 3000/ASA/PIX 7.5+) j
[T Single Connect TACACS+ AAA Client (Record stop in accounting on failure),
[T Log Update/watchdog Packets from this sas Client

[T Log RADIUS Tunneling Packets from this Asa Client

[x]

i

: Frofiles
; [T Replace RADIUS Port info with Username from this &as Client
Reports and =
% | Activity
B gnline = Submit Submit + Apply | Delete | Delete + Apply | Cancel | L
o=’ ocumentation —I -
|&] applet startSkop started i_ i_ |— | Inbernet v
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Test PC.

As soon as you have VPN dient connected check the routing table:

Interface List

Bacl
Ax2 ...08 Bc 29 f8 6f bf
Bx3 ...088 Bc 29 £f8 6Ff bhS

Bx280080084 ..

HE TCP Loopback interface

UMware Accelerated AMD FCHet Adapter
UMware Accelerated AMD PCHet Adapter
.88 A5 Ta 3c V8 88 .. Gisco Systems UPH Adapter

Active Routes

Metwork Destination Netmask Metric

Interface

.\i - f o -E
28.255 255 255
127.8.8.08
136.1.23.8
136.1.1008.8
136.1.1688.260
136.1.123.8@
136.1.255 255
158.1.1.@
172.16.3.0
172.16.3.223
172.16.255.255
224.4.8.8
224.8.8.0
224.A4.8.8
255.255.255.255
Default Gateway:

Ferziztent Routes:
None

[HAN-

A.0.8.8
255 .255.255.8

255,255 255 .9
255.255.255.8
255.255.255.255
255.255.255.8
255 2585 .355 255
255.255.255.8
255.255.255.8
255.255.255.255
255 2585255 255
224.91.8.8
224.0.8.8
224.8.8.8
255.2?5.255.255

Gateway
172.16.3.1
136.1.188_3

136.1.108.3
136.1.100.208
127.8.0.1
136.1.16008.3
136.1.1600.288
136.1.1600.3
172.16.3.223
127.8.08.1
172.16.3.223
20.8.8.1
136.1.1600.26808
172.16.3.223
136.1.1060.260

172.

16.3.223
.280

136.1.108.2600
136.1.190.200
127.8.8.1
136.1.16868.2680
136.1.10868.2680
136.1.16868.280
172.16.3.223
127.8.8.1
172.16.3.223
20.8.8.1
136.1.16068.200
172.16.3.223
136.1.190.288

bk ek b o ok i ek P ek b 3 e ek R
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Execute command “route add 136.1.121.0 255.255.255.0 20.0.0.17:

WINNT system32' cmd.exe

C:isroute add 136.1.121 .8 mask 255.255.255.8 20.8.8.1_

Verification

ASAl(config)# debug nac all

ASAl(config)# eou reval all

1 seAssions.list has

NAC ' RevalidateS All' request by adAministrative alction - 1 sessions
NAC EAP Access Accept - 20.0.0.1

NAC EAP Access Accept - 20.0.0.1, user:|E-SERVER3: | EAdmi n

NAC EAP Access Accept - 20.0.0.1, Reval Period: 36000 seconds
NAC Access Accept - 20.0.0.1, Posture Token: Heal t hy

NAC Access Accept - 20.0.0.1, Status Query Period: 300 seconds
NAC PV conplete - 20.0.0.1, posture: Healthy

NAC ' Reval idate All' conplete

ASAl(config)# show vpn-sessi ondb renote

Sessi on Type: Renpte

User nane : €S0
| ndex 1

Assigned IP : 20.0.0.1 Public IP  : 136.1.100.200

Pr ot ocol : | PSec Encryption . 3DES

Hashi ng : MD5

Bytes Tx . 3872 Byt es Rx © 2128
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Cient Type : WnNT Cient Ver : 4.8.01.0300
Goup Policy : EZVPN
Tunnel Goup : EZVPN

Login Tine . 04:09:58 UTC Sat Feb 3 2007

Dur ati on : Oh: 15m 18s

Filter Name : #ACSACL#-1P-NAC SAMPLE HEALTHY_ ACL-45c43e78
NAC Resul t . Accepted

Posture Token: Healthy

ASAl(config)# show access-1ist #ACSACL#- | P- NAC_SAVPLE_HEALTHY_ACL-45c43e78
access-|ist #ACSACL#-| P- NAC_SAMPLE_HEALTHY_ACL-45c43e78; 1 el enents (dynami c)
access-|ist #ACSACL#-| P- NAC_SAMPLE_HEALTHY_ACL-45c43e78 line 1 extended permit
ip any any (hitcnt=0) Oxfefd8fe

Test PC.

INNT systenm 32 cmd.exe

Cinroute add 136.1.121.68 mask 255.255.255.8 28.68.8.1
C:nred c:iwprogram filesscisco systems™ciscotrustagent
C:“Program Files“Cisco Systems“CiscolrustAgent>ctastat
CTA Statistics Heporting Tool

Cisco Trust Agent Statistics
Current Time: Sat Feb @3 B4:-41:01 260607
CIA Uersion: 2.8.0.30

Session Information
Session Number (Hex)>: B18000B8A
Session Type: EOQU
IP Addres=: 136.1.121 .12:1824
Sustem Posture Token Ualue: Healthy
Received on: Sat Feb B3 B4:38:16 2887
Total Postures Received: 4
Last 5Q Response was "Mo Status Change"
Plugin UendorsApplication: 2.1
Application Posture Token WValue: Healthy
Received: Sat Feb B3 B4:38B:16 20807
Posture Request last received: Sat Feb B3 84:38:16 2087
Length of last response to Posture Reg: 42
Sent: Sat Febh 83 B4:38:16 2807

Plug—ins:
Vendor: Cisco Systems
Application ID: 1
Status: Operational
Application ID: 2
Status: Operational

C:wProgram Files“Cisco Systems™CiscoTrustAgentl_

Copyright © 2007 Internetwork Expert www.InternetworkExpert.com
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ACS:

Reports & Activity/Passed Authenticati ons:

CiscoSecure ACS - Microsoft Internet Explorer

|Ei|e Edit Wiew Fawvorites Tools  Help

|C='Back-"=.'> s @

Gisco SysTEms

T

Group

Br

o
0
-
=
=

% Shared Profile
Cormponents

Network

Configuration

x5 Sustemn
Configuration

gl 2y

Interface
Configuration

i

Administration

Control

A External User
5L§ | Databases
Fosture
Zoodl| Walidation

Hetmark .ﬂ.ccess
: Frofiles

i

ol
P

Reports and
Activity

Online
Docurnentation

El

L

Reports and Activity (]

Select =

Passed Authentications active.csv [[ Refresh [ Download

Regular Expression Start Date & Time End Date & Tir

| ]mm/dd/ywmhh:mm:ss Imm/dd/wy\,uh

Apply Filter Clear Filter |
Filtering is not applied.
Date ¥ Time Message: User-Name Group- Caller-1D NAS-  NAS-1P-

Type NMame Po Address |

IE-

02/03/2007 03:38:13 Authen OK SERVERS: IEAdmIn "

136.1.100.200 & 136.1.123. 12

136.1.100,200 5 136.1.123. 1z

i

e IE
02/03/2007 03:36:13 Authen OK opuenaes o o

4] |

!@ Applet startSkop starked

| & Internet
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CiscoSecure ACS - Microsoft Internet Explorer

File Edit  Wiew

Faworites  Tools  Help

Cisco Srsrems

O
i |

Reports and Activity

(x]

L
E
Rows per Page
Group
Shared Profile
% |Components
a Netwark
Configuration
= System- Gt
| Sustem Shared —  Application- E
%‘ i RAC Downloadable ACL Posture- == o Token Reason T
e Token ——
L Interface
Configuration Posture validation
rule=NAC-ExAMPLE-
Adminiztrati -
3| contrar gir(\:ﬂpLE— POSTURE-EXAMPLE;
NAC_SAMPLE_HEALTHY_ACL Healthy Cisco:PA=Healthy 'Cisco:PA: APT=Healthy' 2
jﬁ |Externa1 User HEALTHY- returned by
R W
B t_'g Databazes L3-RAC PG”C}I"NAC—SAMPLE—
Posture CTa&-POLICY Rule=1
mmoal| i 5lidati G
Sl Posture validation
Hetmork A ccess NAC- rule=NAC-ExAMPLE-
j‘- EPW“'ES hRE POSTURE-EXAMPLE;
MAC_SaMPLE_HEALTHY _ACL Healthy Cisco:Pa=Healthy 'Cisco:PA: APT=Healthy' 2
Reports and HE&ALTHY -
@ | Activity L3-RAC returned by:
Policy=NAC-SAMPLE-
b | Onli a _
‘ Dgchﬁentation L _J CTA F;OLICY Rule=1 _Jﬂ
14 »

!@ Applet startSkop starked

| & Internet 4

Further Reading

ASA: Configuring Network Admission Control

Cisco Trust Agent Administrator Guide 2.0
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NAC L3 IP with VPN3k and Cisco VPN Client

Objective: Configure VPN3k for NAC with Cisco VPN Client remote

connections.
// ///// \\
7 N
g AN
/ \ Test PC
/ \
// [ 136.X.113.0124 VLAN113 | \\
/ E0/0 \
/ e
/Prlvate® A7) B \ EOA [ 136.X.100.0/24 VLAN100 |
@ [ s1/3 ‘
% | ] Public EX
oo | l

! RIPv2

[ 136.X.111.024VLAN111 |

Directions

e Configure ACS server as per the scenario “ldentity Management/Network
Admission Control” “ACS Setup for NAC”.

e Configure devices as per the scenario “VPN/Easy VPN” “VPN3k and
Cisco VPN Client with Split-Tunneling”

e Configure VPN3k for NAC:

0 Add RADIUS authentication server for Posture Validation.
0 Add rules for RADIUS traffic to Public Filter:
e Permit UDP ports 1645 and 1646
o0 Configure ACS to support new network client.
o0 Create filter named NAC_DEFAULT:

e Add rule “EAPoUDP” and permit inbound anybody from UDP
port 21862 to any with this rule.

o Confiugre NAC settings for group “EZVPN”:

Copyright © 2007 Internetwork Expert www.InternetworkExpert.com
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e Enable NAC.
e Configure default NAC access-list “NAC_DEFAULT”.

e Client configuration:

o0 Import ACS certificate. Obtain file containing ACS certificate in
PEM format (by default), e.g. ACS.cer. You must have created it
when you configured ACS server.

o Physically put this file into directory on Test PC, e.g. into
“‘c:\mycerts”.

0 Go to Cisco Trust Agent home directory (by default it's “C:\Program
Files\Cisco Systems\CiscoTrustAgent”) and execute from there:

)y

‘ctacert.exe /add c:\mycerts\ACS.cer /store “Root

e You are now ready to connect Cisco VPN Client to the ASA.

e There is a bug on Windows Server VPN Client installations where Cisco
VPN Client is unable to add static route to “split-tunneled” network via
connection interface.

e This prevents Cisco Trust Agent from communicating correctly with the
ASA, since EOU transactions are initiate from the inside ASA interface IP
address by default (which is in our split-tunnel list).

e This problem could be remediated by tunneling everything, though this
may not be the desirable solution.

e This bug could also be fixed by issuing manual “route add” command to
the split tunneled network - see details in final configuration.
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| Final Configuration

VPN3kK:

Add new RADIUS server (use the usual key “CISCO”):

a Cisco Systems, Inc. ¥PN 3000 Concentrator [¥PN3K] - Microsoft Internet Explorer

File Edt Yiew Favorites Tools  Help | Ggack » = - B |F\g|dress |@ https:ff136.1.113.11faccess. html -I

§ Bk

Concentrator Series Manager Logged in: admin

) 1 &, 1 Vil )
-EHConfiguration ==
—intetfaces
—=Heystem
—HiSevers Change a configured user authentication server.
——&wuthentication
A thorization
L sccourting Zelecting fniernal Server will let you
DS add users to the internal user database.
—LHCP ing RAD
I Firewsll Server Type | FADIUS =] e i e ;
e authentication or do not require an
TP addiional authonzation checle, do not
FFhaddress Manadement configure an authonzation server.
—EHF Routing LR
| Fhanagement Protocols Aumemlsc:;'z |1 0.0.0.100 Enter IF address or hostname.
—EEvents
I eneral — = Select the operationis) for which thiz
Bl Used For | Posturs Validation «| EADIUS server wil be used.
— oad Balancing
& Seror:an:;:;::ﬂ Server Port |1 B4R Enter 0 for default port (16450,
P olicy Management ; ;
B = Time it |4— Enter the timecut for this server
{H-Administration (seconds).
{#FMonitoring Retries |2_ Enter the number of retries for this |
server,
RERL T LR Server Secret |“°“°‘°““‘°‘°‘°‘°‘°‘°““°‘°‘°“‘“‘ Enter the RADITS server secret.
- Verify | Ee-enter the secret. |
|@ Authentication Servers l_ l_ E |Q Inkernet i
Copyright © 2007 Internetwork Expert www.InternetworkExpert.com
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Configure ACS server repsectivty to support RADIUS client:

/J Ciscosecure ACS - Microsoft Internet Explorer

|Ei|e Edit Wiew Fawvorites Tools  Help

|

| GBack - = - @ |F\g|dress |@ http://127.0.0.1:2652) 'i |

Gisco SysTEms

i ;
% O

Group
Setup

)i

% i Shared Profile
Cornponents

MNetwork
Configuration

i1

x| Sustem
=1 | Configuration

. Tiler Mace
B Configuration

Administration

Control

A | External User
tj Databases

Iy |

Fosture
Walidation

Hetmark .ﬂ.ccess
: Frofiles

| Reports and
Activity
‘ Online

=l Documentation

i

El

Network Configuration

Edit

AAA Client Setup For
VPN3k

136.1.113.11 |

=

Adg Client IP address

Ky jcisco

Authenticate Using IRADIUS {Cisco WPMN 3000/4S4/PIxX 7.x+) L!
[T Single Connect TACACS+ AaA Client (Record stop in accounting on failure),
[T Log Update/Mwatchdog Packets from this Asas Client

[T Log RADIUS Tunneling Packets from this Asa Client

[T Replace RADIUS Port info with Username from this &as Client

[x]

Submit Submit + Apply | Delete | Delete + Apply | Cancel |

!@ Applet startStop skarted

i

|4 Internet
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Configure Rule for Qutgoing RADIUS traffic Qut:

#J Cisco Systems, Inc. YPN 3000 Concentrator [¥PN3k] - Microsoft Internet Explorer

File Edit ¥iew Favorites Tools  Help | Back v = - ° |.¢\g|dress I@ https:/f136.1.113.11 access. html -I
Ta g VPN 3000 Main | Help | Support | Logout

Concentrator Series Manager Logged in: admin
Configuration | Administration | Monitoring

Configuration ) _ =
—nterfaces L o e I

F-System
[Hser Manaement Configure and add a new filter rule.

—I?-Policx Managemert
——&ccess Hours

Traffic Managemert :
CHIratiic Management Rule ame IOuthlng FADIUS Cut

Mame of this filter rule. The
niame must be unicue.

o 2 . Select the data directionto |
SAS D t1 IO thound "l : : .
itter = B which this rule apples.

Specify the action to take
I~ iy

Action I Forward

DY Pulivies when this filter rule applies.
EHGroup Matching
—FHuetveork Admizsion Cortrol
Tu_nltueling _and Security Protocol [UDF = Sel.eu:t th_e protocol.to
which thiz rule applies. For
{FHMonitoring
or Other I— Other protocels, enter the
protocol number.
Select whether this rule
ICP should apply to an
; Don't C i :
Connection kb established TCP
connection.
Gisco SYSTEMS
Source Address

snecify the source =
7

|&] Filter Rules I_ I_ E | Inkernet
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; Cisco Systems, Inc. ¥PN 3000 Concentrator [¥PN3k] - Microsoft Internet Explorer

| Address |@ hittps:/1136.1,113.1 1faccess. html ~]
Main | Help | Support | Logout

Logged in: admin

File Edit  Wiew

el VPN 3000
s Concentrator Series Manager

Favorites  Tools  Help | SBack + = - °

Configuration | Administration | Monitoring

: T e —— S ~
o 10.10.1.0/0.0.0255=al =
T 10.10. 1.tinn addresses.
EHIser Managemernt
| EHPolicy Management ;
= TCP/UDP Source Port For TCP/UDE, specify the
EFTratfic Management Ly t_hat this
tvork Lists Port | Range | rule checkes. For a sngle
Rules pott nutnber, uge the same
S4s tumber for the start and
o or Range IU to |55535 ok
=
Policies
FEHGroup Matching TCPUDP Destination Port For TCPMIDE, specify the
——EHuetwvark Sdmission Cortrol destination port ranges that
—#FTunneling and Security: ]
= Administration Port [Range [ Aisgltichesler Foa
S single pott number, use the
-FHvlonitoring Rt
or Range [1645 o [1648] SEEIMLEELIOLES
and end.
ICMP Packet Type For ICHP, specify the
range of ICWP packet
ID to |255 types that this rule checks.
Cisco SYSTEMS
Add Cancel |
|@ Filter Rules I_ I_ E |ﬁ Internst 4
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Configure Rule for Qutgoing RADIUS traffic In

/] Cisco Systems, Inc. YPN 3000 Concentrator [¥PN3k] - Microsoft Internet Explorer

|C='Back-’={>'°

| Address I@ https:fi136.1.113.11faccess. hkml ‘I

File Edit Wiew Favorites Tools  Help
Q VPN 3000

Concentrator Series Manager
{HConfiguration

—interfaces
Sy stem
HFHlzer Management

—Fll_-PiIiCE Managemert
Access Hours

Configure and add a new filter rule.

Main | Help | Support | Logout

Logged in: admin

CHTratfic Management

Rule Name IOuthing RADIUS In

Directiunllnbound 'i

Matne of thiz filter rule. The
tiame must be unicue,

Select the data direction to
which this rule applies.

Configuration | Administration | Monitoring

{FhAdministration
{FHvlonitoring

or Dtherl

: Specify the action to take
Action |Forward hd : .
| [ when this filter rule applies.
HEHGroup hatching
—FHuetweark Admission Cortrol
—FHTunneling snd Securit Protocol [TUEER - =elect the protocol to

which this rule applies. For
Other protocels, enter the
protocol number.

Select whether this rule
ICP - = should apply to an
Connection o e established TCP
connecton.
Cisco SysTems
Source Address

Snecif the source

|&] Filker Rules

I_ I_ E |0 Internst

i E
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; Cisco Systems, Inc. ¥PN 3000 Concentrator [¥PN3k] - Microsoft Internet Explorer

| Address |@ hittps:/1136.1,113.1 1faccess. html ~]
Main | Help | Support | Logout

Logged in: admin

File Edit  Wiew

el VPN 3000
s Concentrator Series Manager

Favorites  Tools  Help | SBack + = - °

Configuration | Administration | Monitoring

: T e —— S ~
o 10.10.1.0/0.0.0255=al =
T 10.10. 1.tinn addresses.
EHIser Managemernt
| EHPolicy Management -
= TCPUDP Source Port For TCP/UDP, specify the
EFTratfic Management Ly t_hat this
tvork Lists Port | Range | rule checkes. For a sngle
Rules pott nutnber, uge the same
S4s tumber for the start and
= or Range [1645 1 [1645) e
=
Policies
FEHGroup Matching TCPUDP Destination Port For TCPMIDE, specify the
——EHuetwvark Sdmission Cortrol destination port ranges that
—#FTunneling and Security: ]
= Administration Port [Range [ Aisgltichesler Foa
S single pott number, use the
-FHvlonitoring Rt
T T IU— to [F5535 satne numbet for the ¢
and end.
ICMP Packet Type For ICHP, specify the
range of ICWP packet
ID to |255 types that this rule checks.
Cisco SYSTEMS
Add Cancel |
|@ Filter Rules I_ I_ E |ﬁ Internst 4
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Assign both rules to the Public filter:

; Cisco Systems, Inc. ¥PN 3000 Concentrator [¥PN3k] - Microsoft Internet Explorer

File Edit Wiew Favortes Tools  Help | G Back * = ° |.¢\eress I@ https:/f136.1.113,11 access. html '”
g VPN 3000 Main | Help | Support | Logout

Concentrator Series Manager Logged in: admin
Configuration | Administration | Monitoring

-

H=HConfiquration
—irterfaces k ion | Y anagem! s10 Fiter |
S ystem Save Needed[
EHIser Managemernt

CHealicy Managemert Coe
ﬁ] e Add, remowe, pricritize, and configure rules that apply to a filter.

CHTratfic Management

etwork Lists Filter Name: Public (Default)

— Select an Available Rule and click Add to apply it to this filter.

e =elect a Carrent Rule in Filter and click Remove, MMove Up, Move Down, or Assign
e SA to Rule as appropniate.

| 1 aroup Matohing Select an Available Rule, then select a Current Rule in Filter, and click Insert Ahove

LFetwork Admission Cortrol to add the available rule abowve the current tule.

#-Tunneling and Security
{FhAdministration

-FHvlonitoring Cm.'ren.t . .
Rules in Filter Actions Available Rules

GRE In iforwardyin) - << Add | OSFF In (forward/in)
IPSEC-ESF In (fonward,in) QOSPF Out (forward,/out)
IKE In fforseard/in) << Insert Above | Incoming HTTP In ifareard/in)
FFTP In (foreardfin Incoring HTTF Out (forward/out
L2TP In (farward/in) Remave >> | Ay [n (forwardging
ICMP In (forwardiing Any Out (forward/out)

Cisco StsTEus WRRP In (forward/in) e | Incoming HTTPS In (forward/in)
INAT-T In ffnreeardfind (b T s | lincnminn HTTES Out finrwardin T

4 »

|&] Filter Palicies I_ I_ E |4 Internet 4
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; Cisco Systems, Inc. ¥PN 3000 Concentrator [¥PN3k] - Microsoft Internet Explorer
File Edit Wiew Favortes Tools  Help | G Back * = ° | Address @] https:({136.1.113.11 access. himl ! |
i g VPN 3000 Main | Help | Support | Logout

Concentrator Series Manager Logged in: admin

Configuration | Administration | Monitoring
‘=HConfiguration ;I
—Intertaces Filter Mame: Public (Default)
—EHSyatem
4q—3|'_3r Mh:”a Ememm Select an Available Rule and click Add to apply it to this flter,
SHPolicy o} P : :
_DE:CC:S“S&H?:; Select a Carrent Rule in Filter and click Remove, IMove Up, Move Down, or Assign
FHTrattic Managemert SA to Rule az appropriate.
etvvork Lists Select an Available Rule, then select a Current Rule in Filter, and click Insert Above
to add the available rule abowe the current rule.
SA5
ift:
: eTrS Current
Policies Rules in Filter Actions Availahle R
—FHGroup Matching - -
Frh ot ek A Siom Comtral MAT-T In (furwqrdfln) ﬂ | << Add I DOSPF In (forwardfing |
—#FTunneling and Security. lP InfDr,-"ln s <«<| 1t Ak I OSPF.OUt il ol it
= Administration |:'| | :,»'-'~.|Z.II|._ In t tonward/ing nser Above :ncom!ng EEE lOn (ID(fN
itoring ut {forward/ou ncoming ut ifo
it IKE Out fforwardiout Remove > | |5y imorveiiin
FFTF Qut (forward/out) Move Up I Ay O_ut {forwardfout)
LETF Out (forward/out) Incoming HTTPS In (fo
[CKP Out (farward/out) Mo Dliown | Incorning HTTRS Qut {
WRREP Out (forward/out) LDAPR In iforeardfing
MNAT-T Out (forwardfout) Assign SA o Rule | LDAF Out (forward/out)
RBIF Ogt (forwardfaut) = | Telnet!S5L In (forward;
Cisco SYsTEus Outgoing RADIUS Out (forward/out) = one Telnet/S5L Out (fDrwar_
4] | i
4

|@ Filter Policies I_ I_ E |4 Internet
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Create rule to permt EAPOUDP traffic:

#J Cisco Systems, Inc. YPN 3000 Concentrator [¥PN3K] - Microsoft Internet Explorer
File

Wiews  Favorites  Tools  Help

|C='Back-==:>'°

Edit

: ’ VPN 3000

Concentrator Series Manager
HConfiquration

—interfaces
—EFSystem
HFH zer Management

=HPalicy Managemert
ACCESE Hours

Configure and add a new filter rule.

| Address I@ https:fi136.1.113. 11 faccess, himl 'I |
Main | Help | Support | Logout

Logged in: admin

Configuration | Administration | Monitoring

T ratfic Management

etwvork Lists

Rule Name [EAPoUDP

Mame of this filter rule. The
tiame must be unieue.

Select the data direction to

|@ Filter Rules

I_ I_ E |4 Internet

SAS Directi II bound 'I : : .
ers ERRAR I BT which this rule applies.
T : Specitfy the action to take
fee Action |F 10! - : :
B Policies € Dn' nnwaRr -l when this filter rule applies.
—EHZrouR hatching
—FHuetveork Admizsion Cortrol
L FH-Tunneling and Security Pr s =elect the protocol to
S otocol = e :
which thiz rule applies. For
{FHMonitoring
or Other I— Other protocels, enter the

protocol number.

Select whether this rule

ICP should apply to an
; Don't C i :
Connection kb established TCP
connection.
Cisco SysTems
Source Address

=necify the source

i
v
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; Cisco Systems, Inc. ¥PN 3000 Concentrator [¥PN3K] - Microsoft Internet Explorer

| Address |@ hittps:/1136.1,113.1 1faccess. html ~] |
Main | Help | Support | Logout

Logged in: admin

File Edit  Wiew

W VPN 3000
« 71 Concentrator Series Manager

Favorites  Tools  Help | SBack + = - °

Configuration | Administration | Monitoring

: T e —— S ~
o 10.10.1.0/0.0.0255=al =
T 10.10. 1.tinn addresses.
EHIser Managemernt
= i B
it v TCP/UDP Source Port For TCP/UDP, specify the
e source port ranges t_hat this
Metweork Lists Port | Range j tule checks. For a single
Rules pott nutnber, uge the same
S4s tumber for the start and
o or Range IU to |55535 ok
=
Policies
FEHGroup Matching TCPUDP Destination Port For TCPMIDE, specify the
——EHuetwvark Sdmission Cortrol destination port ranges that
—#FTunneling and Security: ]
= Administration Port [Range [ Aisgltichesler Foa
[ single pott number, use the
|—21882 g |_21882 samne number for the start
= and end.
ICMP Packet Type For ICMWE, specify the
range of ICWP packet
ID to |255 types that this rule checks.
Cisco SYSTEMS
Add Cancel |
|@ Filter Rules I_ I_ E |4 Internet 4
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Create NAC default rule to permit EAPoUDP traffic only:

#J Cisco Systems, Inc. YPN 3000 Concentrator [¥PN3K] - Microsoft Internet Explorer

File Edit ¥iew Favorites Tools  Help | Back v = - ° |.|'-\g|dress I@ https:/f136.1.113.11 access. html ”

A VPN 3000 Main | Help | Support | Logout
« 71 Concentrator Series Manager Logged in: admin
Configuration | Administration | Monitoring

HConfiquration
—interfaces

S ystem
Configure and add a new filter.

H=Holicy Management
—&ccess Hours

et Menzgement Filter Name [NAC_DEFAULT

MName of the filter you are adding. The

etvvark Lists name must be unique.
| ;
e Default Select the default action to take when no
Shs 2 I Drop 'I :
Hers Action rules on thiz filter apply.
AT Source Check to have this filtter allow TP source
B Routing routed packets to pass.
—EHGroup Metching k
L Hetvark Sdmission Control Fragments ¥ Check to have this filter allow
" #-Tunneling and Security fragmented IP packets to pass.
JFHAdministration D s I
J+FHvlonitoring BsCIIpLIOn
Add Cancel |

Cisco Systems

|&] Filter Pulicies I_ I_ E |4 Internet 4
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; Cisco Systems, Inc. ¥PN 3000 Concentrator [¥PN3K] - Microsoft Internet Explorer

File Edit Wiew Favortes Tools  Help | G Back * = ° |.¢\eress I@ https:/f136.1.113,11 access. html '”
— ’ VPN 3000 Main | Help | Support | Logout

Concentrator Series Manager Logged in: admin
Configuration | Administration | Monitoring

-

H=HConfiquration
—rterfaces L afgemen =r ]
S ystem Save Needed[
EHIser Managemernt

—=Hralicy Managemert Coe
e Add, remowe, pricritize, and configure rules that apply to a filter.

EFTraffic Manacement
etwvork Lists Filter Name: NAC DEFATLT

— Select an Available Rule and click Add to apply it to this filter.
meTrS =elect a Current Rule in Filter and click Remove, Move Up, Move Down, or Assign
SA to Rule as appropriate.

Policies
| @ aroup Matching =elect an Available Rule, then select a Current Rule in Filter, and click Insert Above

LfHetweark Sdmission Control to add the avalable rule abowe the current rile.

#-Tunneling and Security
{FhAdministration

-FHvlonitoring Cur:renT: . i
Rules in Filter Actions Availahle Rules
EAFPQUDF (forwardying < Add | GRE In {forwardyin)
GRE Qut (fonward/out)
<< InsertAbove | IPSEC-ESP In {farardyin) b

IKE In (forwardfin)

Remove >> | |IkE Out (forward/ou)
PFTPE In fforwardfing

Cisco SrsTEns A e (forward/out
e e 1 11 7TE In fiorwardfing | _ILI
4 3

|@ Filter Policies I_ I_ E |4 Internet 4
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; Cisco Systems, Inc. ¥PN 3000 Concentrator [¥PN3K] - Microsoft Internet Explorer

File Edit Wiew Favortes Tools  Help | G Back * = - ° |F\eress I@ https:/f136.1.113,11 access. html 'I
T fel 5 VPN 3000 Main | Help | Support | Logout

Concentrator Series Manager Logged in: admin
Configuration | Administration | Monitoring

i HEIEERE Check the Inherit? box to set a field that you want to default to the base group walue.

= G : 4
Sy Tncheck the Inherit? bex and enter a new walue to overnde base group values,

Paolicy Managemert

Ll A0t g Network Access Control Parameters
{rhAdministration
{FHlonitoring Attribute Value Inherit? Description
Check to enable Metwork
Fnable NAC v Admission Control. FAC 1z

supported only for IPSec at
over [PSec tunnels.

Time period between sendit
queries to the peer. A Statu
response from the peer indn
3o W |whether or not the peer's Pe
has chatged. Enter the valw
seconds. Range 15 20 - 180
seconds. Defanlt value 15 30

Status Query
Timer

Cisco SYSTEMS Time period between a succ
posture validation and the o
. 4] | Ll_l
|@ Group Parameters |_|_|E|a Internet 4
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Configure NAC settings for group EZVPN:

#J Cisco Systems, Inc. YPN 3000 Concentrator [¥PN3K] - Microsoft Internet Explorer

File Edit ¥iew Favorites Tools  Help | Back v = - ° |.|'-\g|dress I@ https:/f136.1.113.11 access. html '”

Main | Help | Support | Logout

Logged in: admin
Configuration | Administration | Monitoring

. VPN 3000
5 Concentrator Series Manager

HHAdministration
HHMonitoring

Policy Managemert

Ciseo Sysrims

TuUnNEling andd Security

seconds. Range is 30 - 180 4|
seconds. Default walue 15 3C

Revalidation l—
i 36000

Timer

Time period between a suct
posture validation and the
unconditional commencerme
WV Inext posture validation. Ente
value it seconds, Eange 1s 2
86400 seconds. Default val
36000,

Default ACL
{(filter)

DEFALILT

Choose the filter that define
Default Access Control List
MAC 1z enabled and the use
session 18 not subject to the
Ezception List, the Default .
[T |applied to the user's session
the mnitial posture validation.
applied if the EAPoTIDF as
15 reinitialized wa faled EAF
cofnmurication of admiristy
action on the WPHN concents

Apply I

Cancel I

4

|@ Group Parameters

I_ I_ E |4 Internet

| k|
A

Verification

Test PC:

Connect Cisco VPN Client, and add static route:
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\ZWINNT" system32'.cmd.exe

C:»Program Files>Cisco Eystemz“CizcolrustAgent>route add 136.1.111.8 mask 255.25
L.255.8 28.8.68.1_

Copyright © 2007 Internetwork Expert www.InternetworkExpert.com
-38-


www.InternetworkExpert.com

CCIE Security Lab Workbook Volume |~ Version 3.0

WINNT  system32'.cmd.exe

C:»Program Files>Cisco Suystemz“CizcolrustAgent>ctastat
CTA Statistics Reporting Tool

Cisco Trust Agent Statistics
Current Time: Sat Feb B3 B5:56:34 2887
CTA Version: 2.0.08.38

Seszion Information
Session Number (Hex): O1808008
Session Type: EOU
IPF Address: 136.1.111.11:1824
System Posture Token Ualue: Healthy
Received on: Sat Feh B3 B5:14:13 28687
Total Postures Received: 5
Last 8Q Response wasz "Mo Status Change™
Plugin Uendor~Application: 2-1
fApplication Posture Token Ualue: Healthy
Received: Sat Feb 83 B5:14:13 26807
Posture Reguest last received: Sat Feb 83 85:14:13 2087
Length of last response to Posture Reqg: 42
Sent: Sat Febh 83 B%:14:13 2087

Plug—ins:
Uendor: Cisco Systems
Application ID: 1
Status: Operational
Application ID: 2
Status: Operational

C:“Frogram Files“Cisco Systems“CiscoTlrustAgent’_
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VPN3KkK:

Check Renote VPN session under Monitoring/ Sessions:

#J Cisco Systems, Inc. YPN 3000 Concentrator [¥PN3K] - Microsoft Internet Explorer

File Edit ‘iew Faworites Tools  Help | ABack - = - ° |F\g|dress I@ https:f1136.1.113. 11 faccess. hml ‘I

VPN 3000

Concentrator Series Manager

Logged in: admin
Configuration | Administration | Monitoring

H-Configuration
FHAdministration
{“HMonitoring
—outing Tahle
—Lynamic Filters E -
ack to Sessions
—EHitter able Evert Log _—
Sy stem Status
FHSessions Asg signed
5 Public IP i Logi . |Bytes (B
ELdbtle Username IP Protocol Encryption | .. g I Duration yt ]
ncryption Address Time Tx
2 Address
-Top Ten Lists

=} Statisti —
s |‘c13co |‘136,1 100 200}20,001 |‘]PSEE: |‘3DES-168 Ejﬁg_; }0:4?:10 |‘ 3160}7:

Resetg?

Dynamic Filters: WAC SAMPLE HEATTHY ACL-45c42e78

| Dynamic Rules

permit ip any any =]
|4 _>l_I
Cisco SysTems
B i _—
|@ javascript:top.dofdming) I_I_E|ﬁ Internet 7

Copyright © 2007 Internetwork Expert

www.InternetworkExpert.com
-40 -


www.InternetworkExpert.com

CCIE Security Lab Workbook Volume |

Version 3.0

; Cisco Systems, Inc. ¥PN 3000 Concentrator [¥PN3K] - Microsoft Internet Explorer
Ele Edt | eeak - - @

Wi Faworites  Tools  Help

| Address |@ hittps:/1136.1,113.1 1faccess. html ~]

VPN 3000
Concentrator Series Manager

T
u !
-

Main | Help | Support | Logout

Logged in: admin
Configuration | Administration | Monitoring

{F-Configuration SR e e Agaressive -]
‘ Mode |(3CATTH) ‘ Mode
{=HMonitoring Rekey Time
Reuting Table ‘ Titersal 86400 geconds
—-Drynamic: Fitters
—EEHFiterable Evert Lag | IPSec Session
i | Session ID |2 | Remote Address 20001
CHsessions
Protocols Encryption
m Local Address |0.0.0.0/255.255.255.255 Algorithm SDE3-168
Top Ten List
Eiime " Hashing Algorithm [MD5 | Idle Time 00357
Encapsulation Tunnel Rekey Time (22200
Mode Interval |seconds

| Bytes Received 2536

| Bytes Transmitted 3160

| Network Admission Control

Revalidation Time 36000 seconds Time Until Next |33362
Interval Revalidation |seconds
Status (uery Time 300 seconds EAPoUDP Session 9638 seconds
Interval Age
Hog o .T]fne 0 seconds Posture Token Healthy
Cisco SrsTems Remaining

1]

|@ Sessions

kl_lil

I_ I_ E |a Internst
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ACS:

Reports & Activity: Passed Authentications

/7 CiscoSecure ACS - Microsoft Internet Explorer =l E3 I
Fle Edt View Favorites ook Help | GBack » = - @ |.¢\g|dress |éj http:/{127.0.0.1:2652) vlﬁ
ﬂﬁﬁﬁ Reports and Activity X
thentications active.csv [ Refresh E" Download
: ression Start Date & Time End Date & Time
L B
TE 9335 Imm/dd/ww,hh:mm:ss Imm/dd/\,rwahh:mm:ss
Shared Profil ter Clear Filter
% |Coﬁ::oner|:£sw | |
a T hot applied.
Configurati
ontiguration Netwurk
S System ; Message- 4 Group- . MNAS- NAS-IP- Access =
@ CohiIgtia Time Type User-Name .., CallerdD 'ho ' Address Profile
Interface Name
Configuration
Administration
Control iEE
e 04:14:11 Authen OK SERVERS: IEAdMIn " 136.1.100.200 1006 1,113, 1 1RREAec gy is]
F (]
jd | Databases
maon]| Post
alidation T
. | |04:02:24 suthen ok cisco SPAL L CISCO 136.1.113.11 {Default)
lﬁ Profiles
Reportsand
% | Activity IE
o) [ Drine . 03:38:13 Authen OK SERVERZ: IEAdMIn 136.1.100.200 & 136.1.123.12 N.&C_LB_IF‘v
T Docurnentation 4
K | b
|&] applet startstop started i_ i_ i_ |4 Internat A
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/7 CiscoSecure ACS - Microsoft Internet Explorer

File Edit  Wiew

Favorites

Tools

Help

Lo

Cisco Srsrems

O
i |

Ih

Group
Setup

% Shared Profile
Cornponents

Network
Configuration

sSystem-

Token

., Interface
Configuration

Adrninistration

Control

Excternal User
[ratabases

Fosture
Walidation

Metwork .“.ccess
2 Frofilas

&
5

i

Reports and
Aotivity

Onling
Dacumentation ]

El

Healthy

Healthy

Kl

Posture-

Application-

Posture-Token

Cizco: PA=Healthy

Cizco: PA=Healthy

Reason

Posture validation
rule=MNAC-ExAMPLE-
POSTURE-EXAMPLE;

'Cisco:PA APT=Healthy' 25

returned by:
Policy=MNAC-SAMPLE-
CTa-POLICY Rule=1

Posture walidation
rule=MNAC-ExAMPLE-
POSTURE-EXAMFLE;

'Cisco:PA APT=Healthy' 25

returned by:

| GBack ~ = - @ !ngdress |@ http:{{127.0.0,1:2652] v_i |
Reports and Activity X

_

!@ Applet startSkop starked

EAP EAP PEAP/EAP- Actons Met
T_e Type FAST-Clear- Device De
ivpe Mame Mame Gr
CISCOo-
PEAR 136.1.100.200 %PH3k
YPN3K
CISCO-
PEAR 136.1.100.200 ASAL -
| »
i_i_ |— |4 Internet 4

Further Reading

VPN 3000 Network Access Device 4.7.1 NAC Administration and Configuration
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