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IPexpert’s CCIE Security Proctor Guide (Version 4.0)

(To be used in co Mjunction with IPexpert’s Ultimate Preparation Workbook for
the Cisco® CCIE™ Security Laboratory Exam, Version 4.0)

Before We Begin

This guide was created to provide you with not only a hand-holding walk-through, but also to provide
you with a “Proctor Like” experience. Used in conjunction with our CCIE Security Lab Preparation
Workbook (Version 4.0), you're guaranteed a real self-paced learning experienced like no other!

Technical Support

" (http://www. CertificationTalk.com)

ONLINE

s t udy | | ~) (http://www.Online StudyList.com)

|IPexpert is proud to lead the industry with multiple support options at your disposal free of charge. Our
online forums (www.CertificationTalk.com) have attracted a membership of nearly 20,000 of your
peers from around the world! At www.OnlineStudyList.com, you may subscribe to multiple "SPAM-
free” email lists. Also, if you are an |Pexpert Elite Member and need support for your |IPexpert
products, simply open a support ticket at www.IPexpert.com and it will be addressed promptly.

Copyright

IPEXPERT’S CCIE™ SECURITY PROCTOR GUIDE (VERSION 4.0). Copyright © 2007 by IPexpert,
Inc. All rights reserved. Printed in the United States of America. No part of this book may be used or
reproduced in any manner whatsoever without written permission. Protected by End-User License
Agreement on Pages 5 and 6.

ISBN 978-1-934344-07-1
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About IPexpert’s Authors

IPexpert employs only the best and brightest CCIE developers and instructors in the industry. Our
celebrated team of diverse experts holds multiple CCIE certifications gained from substantial and
highly relevant real-world experience. These key attributes give IPexpert the leading edge for
delivering the most effective training possible.

Wayne A. Lawson |

CCIE #5244 (R&S), CCNA, CCDA, Nortel NCSE, MCP, MCSE (NT 4.0), MCSE +I, CNA, CNE (4.0),
CNX Ethernet, Cisco Wireless LAN Design Specialist, Cisco IP Telephony Design Specialist
Founder & President — |IPexpert, Inc.

With 15 years of networking, sales and marketing experience, Mr. Lawson possesses the technical
competency, leadership and visionary talent possessed only by the most successful entrepreneurs
around the globe. Wayne has served as a highly effective contributing member of five major
organizations, including the United States Marine Corps (USMC), International Network Services
(INS), Cisco Systems, Vertical Networks and IPexpert, Inc. He has been published on the topics of
“Building Cisco Remote Access Networks" (ISBN: 1-928993-13-X) and "Configuring Cisco AVVID"
(ISBN: 1-928994-14-8), and has written for various technical and entrepreneurial magazines. Mr.
Lawson founded IPexpert in 2001 and continues to revolutionize the way engineers prepare for the
coveted CCIE Lab certification. Wayne’s unique visionary approach to cutting-edge technologies and
enterprise network solutions, coupled with a fanatical dedication to customer satisfaction, propel the
engine of success at IPexpert. With a talent for revolutionizing products, services and solutions, and a
drive to achieve perfection, his leadership and business ethics have molded |IPexpert into the clear
leader in CCIE Lab training. In addition to acting as the President and Senior Director of IPexpert, Inc.,
Wayne is also preparing for his CCIE Voice Lab exam.

Scott Morris

Quad CCIE #4713 (R&S, ISP-Dial, Security and Service Provider), CCDP, CCSP, Cisco Cable
Communications Specialist, Cisco IP Telephony Support Specialist, Cisco IP Telephony Design
Specialist, CCNA (WAN Switching), MCSE (NT 4.0), Juniper Networks JNCIE (#153) and JCNIS,
RiverStone Networks RCNP, NSA/CNSS INFOSEC Professional, TIA Convergence Technology
Professional (CTP), and CISSP #37445.

Senior Technical Instructor and Developer — IPexpert, Inc.

Boasting more than 18 years of technical training and consulting experience and a wealth of technical
certifications, Scott Morris has proven himself among the elite in the technical training industry. Scott is
one of the few people in the world currently holding four separate CCIE certifications, and he is
actively preparing for his fifth — the CCIE Voice. Scott has an outstanding track record of success in
editing, writing and reviewing training books for Cisco Press, Wylie, Sybex, Que Publishing and
McGraw-Hill, and teaching CCIE lab preparation materials. He has served as a contributing author for
works including Cisco Press’ Managing Cisco Network Security book (ISBN: 1578701031) - Chapters
on the PIX Firewall; and Cisco Press’ CCIE Practical Studies, Vol. 2 (ISBN: 1587050722) - Chapter on
Multicast. Scott has also written various articles for Packet Magazine and TCP Mag.

Marvin Greenlee

CCIE #12237 (Security, Service Provider, Routing and Switching), Cisco IP Communications Express

Specialist, Cisco IP Telephony Express Specialist, Cisco VPN/Security Sales Specialist, CCDP,
CCNP, MCSE (NT4.0,2000), Juniper Networks JNCIA-M.

Sr. Technical Instructor and Developer — IPexpert, Inc.

Joining IPexpert in 2007, Marvin Greenlee brings years of valuable experience in technical consulting
and training. In addition to his on-the-job experience employed at Cisco, he has written, edited, and
reviewed several books and training materials focused on CCIE certification topics. Mr. Greenlee has
earned a favorable reputation in the CCIE Lab training community as an active participant on various
message boards and email lists. Marvin is responsible for instructor-led training, self-study product
development and support, with a focus on the CCIE Security track.
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Mark Snow

CCIE #14073 (Voice, Security), CCVP, CCNP, CCDP, CSE, CQS-CIPCCES, CQS-CIPTDS, CQS-
CIPTOS, CQS-CIPTSS, MCSE.

Sr. Voice Technical Instructor and Developer — IPexpert, Inc.

From an early age when his father, a patented inventor with Bell Labs®, first started him on Unix
System V, Mark Snow’s passion for technology has not yet stopped growing. With over 12 years
working professionally in the IT industry and over 7 years spent consulting internationally with a focus
on Cisco IP Telephony and Security, Mark brings a wealth of knowledge to the training arena. Mark
plans to begin working on his next CCIE in Storage. With IPexpert for 2 years, Mark is responsible for

Instructor-led training, self-study product development and support, with a focus on the CCIE Voice
and Security tracks.

Vik Malhi

CCIE #13890 Voice, CCVP, Cisco IP Telephony Support Specialist, Cisco IP Telephony Operations
Specialist, Cisco IP Telephony Design Specialist and Cisco Wireless LAN Design Specialist.

Sr. Voice Technical Instructor and Developer — IPexpert, Inc.

With nearly 10 years of IP Telephony training and consulting experience and a wealth of technical
certifications, Vik Malhi has proven that he? one of the top Cisco voice instructors and consultants in
the world! Vik was the first engineer to install CM 3.0 in Europe, Has over 6 years of AVVID consulting
and implementation experience and has taught CCIE Voice Lab classes for the past several months.
Vik has joined IPexpert's accredited team of experts and will be in charge of updating, supporting and
teaching IPexpert's CCIE Voice-related products, services and classes.

Feedback

Do you have a suggestion or other feedback regarding this book or other IPexpert products? At
IPexpert, we look to you — our valued clients — for the real world, frontline evaluation that we believe is
necessary to improve continually. Please send an email with your thoughts to feedback@ipexpert.com
or call 1.866.225.8064 (international callers dial +1.810.326.1444).

In addition, when you pass the CCIE™ Lab exam, we want to hear about it! Email your CCIE™
number to success@ipexpert.com and let us know how IPexpert helped you succeed. We would like
to send you a gift of thanks and congratulations.

Additional CCIE™ Preparation Material

IPexpert, Inc. is committed to developing the most effective Cisco CCIE™ R&S, Security, Service
Provider, and Voice Lab certification preparation tools available. Our team of certified networking
professionals develops the most up-to-date and comprehensive materials for networking certification,
including self-paced workbooks, online Cisco hardware rental, classroom training, online (distance
learning) instructor-led training, audio products, and video training materials. Unlike other certification-
training providers, we employ the most experienced and accomplished team of experts to create,
maintain, and constantly update our products. At IPexpert, we are focused on making your CCIE™
Lab preparation more effective.

IPexpert features a variety of CCIE'™ training materials to suit your needs and learning preferences.

Please review the catalog that has been incorporated into this book for additional products that are
available to you!

Copyright IPexpert, Inc. (http://www.ipexpert.com) 2007. All Rights Reserved. 3

Introduction



Introduction IPexpert's CCIE Security Proctor Guide — Version 4.0

Command Syntax

Command syntax in this book confirms to the following conventions:

Technical Notes:

NOTE:

Please reference your R&S Workbook for all diagrams and tables.

R&S Workbook Tasks:
Task 1.1

Technical tasks taken from the R&S Workbook will be displayed in this same font (Arial). The text will
hug the left column and be normal (not bold, italicized or underlined). The task will follow a Bold
heading which will display the Lab number—dot-Task number (i.e. Lab 3 Task 7 = Task 3.7)

Notes from the Instructor / Proctor:

2> Notes from the Instructor / Proctor will be displayed in the following font (Arial) and be
bold. There will also be an arrow pointing to the text as displayed within this
statement.

Commands:

R A e A man

& )

or

Router Output / Output Notes:

Important command output will be displayed as such € Notes regarding the
command or router output will be displayed as such

Standard Router or Switch Prompt:

Cat3550-1(config)#
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IPEXPERT END-USER LICENSE AGREEMENT

END USER LICENSE FOR ONE (1) PERSON ONLY

IF YOU DO NOT AGREE WITH THESE TERMS AND CONDITIONS,
DO NOT OPEN OR USE THE TRAINING MATERIALS.

This is a legally binding agreement between you and IPEXPERT, the “Licensor,” from whom you have licensed the IPEXPERT
training materials (the “Training Materials”). By using the Training Materials, you agree to be bound by the terms of this License,
except to the extent these terms have been modified by a written agreement (the “Governing Agreement”) signed by you (or the
party that has licensed the Training Materials for your use) and an executive officer of Licensor. If you do not agree to the
License terms, the Licensor is unwilling to license the Training Materials to you. In this event, you may not use the Training
Materials, and you should promptly contact the Licensor for return instructions.

The Training Materials shall be used by only ONE (1) INDIVIDUAL who shall be the sole individual authorized to use the
Training Materials throughout the term of this License.

Copyright and Proprietary Rights

The Training Materials are the property of IPEXPERT, Inc. ("IPEXPERT") and are protected by United States and International
copyright laws. All copyright, trademark, and other proprietary rights in the Training Materials and in the Training Materials, text,
graphics, design elements, audio, and all other materials originated by IPEXPERT at its site, in its workbooks, scenarios and
courses (the "IPEXPERT Information") are reserved to IPEXPERT.

The Training Materials cannot be used by or transferred to any other person. You may not rent, lease, loan, barter, sell or time-
share the Training Materials or accompanying documentation. You may not reverse engineer, decompile, or disassemble the
Training Materials. You may not modify, or create derivative works based upon the Training Materials in whole or in part. You
may not reproduce, store, upload, post, transmit, download or distribute in any form or by any means, electronic, mechanical,
recording or otherwise any part of the Training Materials and IPEXPERT Information other than printing out or downloading
portions of the text and images for your own personal, non-commercial use without the prior written permission of IPEXPERT.

You shall observe copyright and other restrictions imposed by IPEXPERT. You may not use the Training Materials or
IPEXPERT Information in any manner that infringes the rights of any person or entity.

Exclusions of Warranties

THE TRAINING MATERIALS AND DOCUMENTATION ARE PROVIDED “AS IS.” LICENSOR HEREBY DISCLAIMS ALL
OTHER WARRANTIES, EXPRESS, IMPLIED, OR STATUTORY, INCLUDING WITHOUT LIMITATION, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. SOME STATES DO NOT ALLOW
THE LIMITATION OF INCIDENTAL DAMAGES OR LIMITATIONS ON HOW LONG AN IMPLIED WARRANTY LASTS, SO THE
ABOVE LIMITATIONS OR EXCLUSIONS MAY NOT APPLY TO YOU. This agreement gives you specific legal rights, and you
may have other rights that vary from state to state.

Choice of Law and Jurisdiction

This Agreement shall be governed by and construed in accordance with the laws of the State of Michigan, without reference to
any conflict of law principles. You agree that any litigation or other proceeding between you and Licensor in connection with the
Training Materials shall be brought in the Michigan state or courts located in Port Huron, Michigan, and you consent to the
jurisdiction of such courts to decide the matter. The parties agree that the United Nations Convention on Contracts for the

International Sale of Goods shall not apply to this License. If any provision of this Agreement is held invalid, the remainder of
this License shall continue in full force and effect.

Limitation of Claims and Liability

ANY ACTION ON ANY CLAIM AGAINST IPEXPERT MUST BE BROUGHT BY THE USER WITHIN ONE (1) YEAR
FOLLOWING THE DATE THE CLAIM FIRST ACCRUED, OR SHALL BE DEEMED WAIVED. IN NO EVENT WILL THE
LICENSOR'S LIABILITY UNDER, ARISING OUT OF, OR RELATING TO THIS AGREEMENT EXCEED THE AMOUNT PAID
TO LICENSOR FOR THE TRAINING MATERIALS. LICENSOR SHALL NOT BE LIABLE FOR ANY SPECIAL, INCIDENTAL,
INDIRECT, OR CONSEQUENTIAL DAMAGES, HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, REGARDLESS
OF WHETHER LICENSOR HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. WITHOUT LIMITING THE
FOREGOING, LICENSOR WILL NOT BE LIABLE FOR LOST PROFITS, LOSS OF DATA, OR COSTS OF COVER.
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Entire Agreement

This is the entire agreement between the parties and may not be modified except in writing signed by both parties.

U.S. Government - Restricted Rights

The Training Materials and accompanying documentation are “commercial computer Training Materials” and “commercial
computer Training Materials documentation,” respectively, pursuant to DFAR Section 227.7202 and FAR Section 12.212, as
applicable. Any use, modification, reproduction release, performance, display, or disclosure of the Training Materials and
accompanying documentation by the U.S. Government shall be governed solely by the terms of this Agreement and shall be
prohibited except to the extent expressly permitted by the terms of this Agreement.

IF YOU DO NOT AGREE WITH THE ABOVE TERMS AND CONDITIONS, DO NOT OPEN OR USE THE TRAINING
MATERIALS AND CONTACT LICENSOR FOR INSTRUCTIONS ON RETURN OF THE TRAINING MATERIALS.
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