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Foreword

The CCIE program is designed to help individuals, companies, industries, and countries succeed in the net-
worked world by distinguishing the top echelon of internetworking experts. In particular, the CCIE Security
Certification is designed to identify network security experts.

The first step along the CCIE Security path is for individuals to take a challenging written exam designed
to assess their knowledge across a range of technologies. If their scores indicate expert-level knowledge,
candidates then proceed to a performance-based CCIE Security Certification Lab Exam.

Why Security Certifications?

Security is one of the fastest-growing areas in the industry. The expansive development of the Internet, the
increase in e-business, and the escalating threat to both public- and private-sector networks have made security
and the protection of information a primary concern for all types of organizations. An ever-increasing demand
exists for the experts with the knowledge and skills to do it. Therefore, trained network security personnel
will be required in the years to come.

Why CCIE Security?

CCIE Security distinguishes the top level of network security experts. The CCIE Security Certification
enables individuals to optimize career growth, opportunity, and compensation by distinguishing themselves
as being part of the network security experts of the world.

The CCIE Security Certification enables companies to minimize their risk by identifying the highest caliber
of security personnel with the training and skills necessary to protect their critical information assets.

This book will be a valuable asset to potential CCIE Security candidates. I am positive individuals will gain
extensive security network knowledge during their preparation for the CCIE Security written exam using
this book. The book’s main focus is providing an in-depth description of the various security features and
an understanding of, and ability to navigate, the subtleties, intricacies, and potential pitfalls inherent to net-
working security. This book and accompanying CD-ROM contain many tools to strongly supplement your
preparation for CCIE Security certification.

Good Luck!

Gert De Laet

Product Manager CCIE Security

Cisco Systems, Inc.
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Introduction

The Cisco Certified Internet Expert Security Certification is an increasingly popular internetworking certifi-
cation and one of the most popular security certifications in the world. Although CCIE certification builds on
the foundation you might have established from the Cisco Certified Network Associate (CCNA) and Cisco
Certified Network Professional (CCNP) certifications, there is no prerequisite to attempt to gain CCIE certi-
fication. However, attaining CCNA and CCNP certifications will help you understand Cisco subjects and
testing strategies.

This book is designed to help you prepare for the CCIE Security written exam (Exam #350-018). It will also
help prepare you for the CCIE Security Recertification exam (Exam #350-009).

Cisco released the Security CCIE track in 2001, and its popularity has grown to such an extent that Cisco is
investing more heavily in this track than any other current CCIE track.

To achieve CCIE Security certification, you must pass a written exam and a one-day lab exam. To qualify
for the CCIE Security lab examination, you must first successfully pass the written exam. Both examinations
are difficult, and this book is primarily aimed at helping you prepare for the written exam. Chapter 9 includes a
CCIE Security self-study lab that helps you with comprehensive preparation for the written exam and gives
you an idea of the challenges you will face in the lab exam.

Cisco makes achieving CCIE Security certification intentionally difficult. No one book can prepare you for
the exam. You should have extensive practical experience and consult many resources. This will give you a
comprehensive look at all of the topics covered on the CCIE Security written exam (see Chapter 1). Use this
book and the CD-ROM to confidently assess your level of preparedness for all of the topics covered on

the exam.

The CCIE Security written examination is a two-hour, multiple-choice examination with a surprising amount
of Cisco IOS Software configurations and scenario type questions. Some questions require only one answer
while other questions require two or more.

The CCIE Security written exam is the first step you must take to attain CCIE Security certification.
This book provides you with the technical and practical knowledge to prepare for the CCIE Security written

exam and enables you to obtain the skills required to fully appreciate what needs to be achieved on your
journey towards one of the most sought-after certifications today.

Passing the written examination means that you have mastered the networking concepts and fundamental
security topics necessary to build a complex, secure, and routable IP network using Cisco routers. This is a
great skill and demonstrates to any employer that you are ready for any challenges that might be asked of you.

NOTE The CCIE Security written exam is a computer-based exam with multiple-choice questions.
The exam can be taken at any VUE testing site (www.VUE.com/cisco) or Prometric testing
center (1-800-829-NETS, www.2test.com). The exam is 2 hours long and has 100 questions.
Check with VUE or Prometric for the exact length of the exam. The exam is constantly under
review, so be sure to check the latest updates from Cisco:

www.cisco.com/en/US/learning/le3/le2/le23/le476/learning_certification_type_home.html
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NOTE For more information on how to use this book and preparing for the CCIE Security exam, refer to
Chapter 1, “Using This Book to Prepare for the CCIE Security Written Exam,” and Appendix B,
“Study Tips for CCIE Security Examinations.”

Goals of This Book

This book’s primary goal is to ensure that a CCIE Security candidate has all the technical skills and knowl-
edge required to pass the written examination. Most Cisco certifications require practical skills and the only
way to provide you with those skills is to demonstrate them in a working environment using common Cisco-
defined techniques.

This book provides you with comprehensive coverage of CCIE Security exam topics, with minimal coverage
of nonexam foundation topics. Ultimately, the goal of this book is to get you from where you are today to
the point that you can confidently pass the CCIE Security written exam. Therefore, all this book’s features,
which are outlined later in this introduction, are geared toward helping you discover the IP routing challenges
and security scenarios that are on the exam, helping you discover where you have a knowledge deficiency in
these topics, and what you need to know to master those topics.

The accompanying CD is an invaluable tool that simulates the real exam and has a pool of over 300 questions.
The CD can be used in study mode, which allows you to focus on certain topics and includes links to the
electronic version of this book, or exam mode, which allows you to take a timed simulated exam.

Organization of this Book

Each chapter starts by testing your current knowledge with a “Do I Know this already” quiz. This quiz is
aimed at helping you decide whether you need to cover the entire chapter, whether you need to read only
parts of the chapter, or if you can skip the chapter. See Chapter 1 and the introduction to each “Do I Know
this already” quiz for more details.

Each chapter then contains a Foundation Topics section with extensive coverage of the CCIE Security exam
topics covered in that chapter. A Foundation Summary section that provides more condensed coverage of
the topics and is ideal for review and study follows this. Each chapter ends with Q & A and Scenarios sections
to help you assess how well you mastered the topics covered in the chapter.

Chapter 1, “Using This Book to Prepare for the CCIE Security

Written Exam”

Chapter 1 covers details about the CCIE Security exam topics and how to use this book. The CCIE Security
written exam blueprint is discussed in this chapter.
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Chapter 2, “General Networking Topics”

Chapter 2 covers general networking technologies, including an overview of the OSI model, switching con-
cepts, and routing protocols. The TCP/IP model is presented and explained with common applications used
in today’s IP networks. Routing protocols and sample configurations are presented to ensure that you have a
good understanding of how Cisco IOS routes IP datagrams. Concluding this chapter is a discussion of some
of today’s most widely used WAN protocols, including PPP, ISDN, and Frame Relay. Keep in mind that the
CCIE Security exam covers routing and switching topics as well as security topics. See the exam topics
listed in Chapter 1 for more details.

Chapter 3, “Application Protocols”

Chapter 3 covers the principles of Domain Name System and TFTP file transfers. The most widely used
applications such as FTP and HTTP are covered along with some of the more secure methods used to down-
load information from the World Wide Web, such as Secure Shell and the Secure Socket Layer protocol. A
challenging scenario is included to ensure that you have the 10S skill set to configure DNS, TFTP, NTP, and
SNMP.

Chapter 4, ““Cisco I0S Specifics and Security”

Chapter 4 covers the more advanced topics available to Cisco IOS routers. It covers in detail the hardware
components of a Cisco router and how to manage Cisco routers. Common Cisco device operation commands
are described and examples show how to manage Cisco IOS in today’s large IP networks. Cisco password
recovery techniques and basic password security are detailed to ensure you have a solid grasp of Cisco
device operation. Coverage of standard and extended access lists and examples conclude this chapter.

Chapter 5, “‘Security Protocols”

Chapter 5 focuses on security protocols developed and supported by Cisco Systems and refined in RFCs,
namely TACACS+, RADIUS, and Kerberos. Following sample configurations, the chapter covers encryp-
tion technologies and their use in today’s vulnerable IP networks.

Chapter 6, “Operating Systems and Cisco Security Applications”
Chapter 6 covers today’s most widely used operating systems: Windows and UNIX. The applications that
run over these platforms are covered in more detail. Cisco Secure and Cisco Policy Manger are discussed.

Chapter 7, ““Security Technologies”

Chapter 7 describes the basic security methods and evolution of the new secure networks, including packet
filtering and proxies. The IP address depletion rates with IPv4 have led to NAT/PAT becoming increasingly
popular; this chapter covers these topics along with sample 10S configurations.

The Cisco PIX is Cisco’s trademark security device, and this chapter teaches you the architecture and
configuration of these unique security devices. The IOS feature set and VPNs are covered to conclude this
chapter.
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Chapter 8, “Network Security Policies, Vulnerabilities, and Protection”
Chapter 8 reviews today’s most common Cisco security policies and mechanisms available to the Internet
community to combat cyber attacks. The standard security body, CERT/CC, is covered along with descrip-
tions of Cisco IOS-based security methods used to ensure that all attacks are reported and acted upon. Cisco
Security applications, such as Intrusion Detection System, are covered to lay the fundamental foundations
you need to master the topics covered on the CCIE Security written examination.

Chapter 9, “CCIE Security Self-Study Lab”

Chapter 9 is designed to assist you in your final preparation for CCIE Security exam. Developed by one
former (Sydney CCIE lab) and current CCIE proctor (Brussels CCIE lab) from the CCIE team, this chapter
contains a sample CCIE security lab with full working solutions to ensure that you are fully prepared for the
final hurdle, the CCIE laboratory examination. This lab is intended to challenge your practical application of
the knowledge covered in the book, and it should give you a good sense of the areas you need to concentrate
your study to prepare for the lab exam.

Appendix A, ‘“Answers to Quiz Questions”
Appendix A provides the answers to the “Do I Know this Already” and Q & A quiz questions in each chapter.
Explanations are included where appropriate.

Appendix B, “Study Tips for CCIE Security Examinations”
Appendix B describes some of the study tips and preparations steps you should consider before embarking
on the long road to CCIE Security certification.

Appendix C, “Sample CCIE Routing and Switching Lab”

Appendix C is a bonus appendix designed to assist you in your final preparation for the CCIE Routing
and Switching lab exam, and help you appreciate the level of difficulty found in any CCIE laboratory
examination.

CD-ROM

The CD-ROM provides you with a sample testing engine that simulates the real examination with over 300
questions that will ensure that you have all the necessary knowledge to pass the first step in your journey.
The robust test engine allows you to concentrate your study on particular topics, take full, timed exams, and
refer to an electronic version of the text that explains each topic. Take the CD-ROM test and review all the
answers so that you are fully prepared for the CCIE Security written exanimation.

Also on the CD-ROM are URL links and sample configurations used throughout the book. As a bonus, my
first book, CCIE Exam Cram, is also included for those of you studying for the Routing and Switching
examination, or who need to brush up on the Routing and Switching portions of the CCIE Security exams.
Please enjoy this free bonus.
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Command Syntax Conventions
Command syntax in this book conforms to the following conventions:

Commands, keywords, and actual values for arguments are bold.

Arguments (which need to be supplied with an actual value) are in italics.

Optional keywords and arguments are in brackets [].

A choice of mandatory keywords and arguments is in braces { }.

Note that these conventions are for syntax only.

Conclusion

Having many Cisco certifications myself, the joy and success I have achieved has significantly changed my
life and that of my family. There are always challenges facing network engineers and, no doubt, becoming a
certified Cisco professional meeting those challenges will drive you into acquiring skills you thought you

never knew you could master.

I sincerely hope you enjoy your time spent with this book; it took over six months and long nights to com-

plete to ensure you have the perfect companion through your journey to becoming CCIE certified.

When you succeed in attaining your certification, feel free to e-mail me at hbenjamin @optusnet.com.au so
I, too, can enjoy your success.
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CHAPTER 1

Using This Book to Prepare for the
CCIE Security Written Exam

NOTE

NOTE

Cisco Systems offers many different varieties and levels of career certifications, including
the three current CCIE certification tracks. This book helps prepare you for the written
exam (#350-018) for the CCIE Security certification.

The CCIE program has existed for almost 10 years. The relative complexity of the CCIE
examinations prompted Cisco to introduce associate and professional levels of certification
to provide candidates a way to progress through the various levels of certification. Though
many of these lower levels of certification have prerequisites to go along with the written
exams, CCIE certification does not have any prerequisites. To become a CCIE, you need to
pass two exams: a written exam and a one-day lab exam.

For details on Cisco career certifications, visit www.cisco.com/en/US/learning/le3/
learning_career_certifications_and_learning_paths_home.html.

By introducing these lower-level certifications, Cisco has maintained the complexity of
the CCIE examinations. Passing any CCIE examination by reading only one book is still
difficult. Being adequately prepared requires plenty of on-the-job experience and intense
study. This book helps you prepare for the CCIE Security written exam by making

you aware of the material you will be tested on, by helping you identify where you have
knowledge gaps, and by providing you with practice and study tools, such as the sample
exam on the CD-ROM.

Although this book’s primary goal is to help you prepare for the CCIE Security written
exam, you will find some supplemental material that can help you begin to prepare for the
CCIE Security Lab exam, too. For example, Chapter 9, “CCIE Security Self-Study Lab,”
includes a sample CCIE Security Lab written by qualified CCIE proctors.

The remainder of this chapter covers how you can use this book to prepare for the CCIE
Security written exam. The next section covers some basic information about the exam,
including a listing of the exam topics.
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CCIE Security Certification

NOTE

At this stage, you have decided to pursue CCIE Security certification, which requires you to
pass a two-hour, 100-question, written qualification exam (#350-018) and a one-day lab.

In addition to the CCIE Security certification, there are CCIE certifications for Routing and
Switching and for Communications and Services. For information on these other CCIE
certifications, see www.cisco.com/en/US/learning/le3/le2/le23/learning_certification_

level home.html.

After you successfully complete the written examination, you can take the one-day lab. You
must wait at least one month after passing the written test before sitting for the lab exam.

The written test is designed to be difficult so that potential CCIE candidates are fully prepared
and aware of the difficulty level of the lab.

The Cisco CCIE certification website at www.cisco.com/en/US/learning/le3/le2/1e23/
learning_certification_level_home.html contains further details about all the CCIE certification
paths and exams, and information on possible new tracks when Cisco decides to release them
to the public.

CCIE Security Written Exam Blueprint

Table 1-1

This section includes the entire CCIE Security written exam blueprint (exam objectives) from
the Cisco website and indicates the corresponding chapters in this book that cover those
objectives.

Table 1-1 lists the CCIE Security written exam blueprint and where you can find the material
covered in this book. As you can see, the blueprint places the objectives into eight categories.

CCIE Security Written Exam Blueprint (Exam Objectives)

Chapter
Topic Covering the
Number | Objective Objective
Security Protocols
1 Remote Authentication Dial-In User Service (RADIUS) Chapter 5
2 Terminal Access Controller Access Control System Plus (TACACS+) | Chapter 5
3 Kerberos Chapter 5
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Table 1-1 CCIE Security Written Exam Blueprint (Exam Objectives) (Continued)

Chapter
Topic Covering the
Number | Objective Objective
4 Virtual Private Dialup Networks (VPDN/Virtual Profiles) Chapter 5
5 Data Encryption Standard (DES) Chapter 5
6 Triple DES (DES3) Chapter 5
7 IP Secure (IPSec) Chapter 5
8 Internet Key Exchange (IKE) Chapter 5
9 Certificate Enrollment Protocol (CEP) Chapter 5
10 Point-to-Point Tunneling Protocol (PPTP) Chapter 5
11 Layer 2 Tunneling Protocol (L2TP) Chapter 5
Operating Systems
12 UNIX Chapter 6
13 Windows (NT/95/98/2000) Chapter 6
Application Protocols
14 Domain Name System (DNS) Chapter 3
15 Trivial File Transfer Protocol (TFTP) Chapter 3
16 File Transfer Protocol (FTP) Chapter 3
17 Hypertext Transfer Protocol (HTTP) Chapter 3
18 Secure Socket Layer (SSL) Chapter 3
19 Simple Mail Transfer Protocol (SMTP) Chapter 3
20 Network Time Protocol (NTP) Chapter 3
21 Secure Shell (SSH) Chapter 3
22 Lightweight Directory Access Protocol (LDAP) Chapter 3
23 Active Directory Chapter 3
General Networking
24 Networking Basics Chapter 2
25 TCP/IP Chapter 2
26 Switching and Bridging (including: VLANS, Spanning Tree, etc.) Chapter 2
27 Routed Protocols Chapter 2
28 Routing Protocols (including: RIP, EIGRP, OSPF, BGP) Chapter 2

continues
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Table 1-1 CCIE Security Written Exam Blueprint (Exam Objectives) (Continued)

Chapter
Topic Covering the
Number | Objective Objective
General Networking (Continued)
29 Point-to-Point Protocol (PPP) Chapter 2
30 IP Multicast Chapter 2
31 Integrated Services Digital Network (ISDN) Chapter 2
32 Async Chapter 2
33 Access Devices (for example, Cisco AS 5300 series) Chapter 2
Security Technologies
34 Concepts Chapter 7
35 Packet filtering Chapter 7
36 Proxies Chapter 7
37 Port Address Translation (PAT) Chapter 7
38 Network Address Translation (NAT) Chapter 7
39 Firewalls Chapter 7
40 Active Audit Chapter 7
41 Content filters Chapter 7
42 Public Key Infrastructure (PKI) Chapter 7
43 Authentication Technologies Chapter 7
44 Virtual private networks (VPN) Chapter 7
Cisco Security Applications
45 Cisco Secure UNIX Chapter 6
46 Cisco Secure NT Chapter 6
47 Cisco Secure PIX Firewall Chapter 7
48 Cisco Secure Policy Manager (formerly Cisco Security Manager) Chapter 6
49 Cisco Secure Intrusion Detection System (formerly NetRanger) Chapter 6
50 Cisco Secure Scanner (formerly NetSonar) Chapter 6
51 IOS Firewall Feature Set Chapter 7
Security General
52 Policies Chapter 8
53 Standards bodies Chapter 8
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Table 1-1

CCIE Security Written Exam Blueprint (Exam Objectives) (Continued)

Chapter
Topic Covering the
Number | Objective Objective
54 Incident response teams Chapter 8
55 Vulnerability Discussions Chapter 8
56 Attacks and common exploits Chapter 8
57 Intrusion detection Chapter 8
Cisco General
58 ‘ IOS specifics ‘ Chapter 4

How to Prepare for the CCIE Security Written Exam
Using This Book

NOTE

This book provides several tools designed to prepare you for the CCIE Security written exam.
Each chapter helps you evaluate your comprehension of the exam objectives from the blueprint
(see Table 1-1). In addition, this book includes a CD-ROM with a bank of over 300 sample

exam questions you can use to take practice exams. The CD-ROM contains a good mixture of
easy and difficult questions to mimic the content and questions asked in the real examination.

For more information about the CCIE Security exams and for general tips on how to prepare
for the exams beyond just using this book, see Appendix B, “Study Tips for CCIE Security
Examinations.”

The chapters open by identifying the exam objectives covered in that chapter. You can begin by
taking the “Do I Know This Already?” Quiz to immediately evaluate how familiar you are with
a subject. Then, use the quiz instructions in each chapter to decide how much you need to study
the subject. If you need to learn a lot, start with the “Foundation Topics” section, which goes
into detail about the objectives covered in that chapter. If your quiz results demonstrate that you
already have a strong grasp of the subject, you can skip to the “Foundation Summary,” “Q & A,”
and “Scenarios” sections at the end of the chapter. Each of these elements includes detailed
instructions on how to best use it to prepare for the exam.

This book covers all the objectives in the CCIE Security written exam blueprint, but no one
book can teach you everything you need to know for a CCIE exam. Although you can use this
book to identify and fill in knowledge gaps, you might encounter areas where you feel less
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prepared than others. Consider supplementing your learning in these areas with practical
experience, specific books on the subject, or on CCO (Cisco Connection Online).

In addition to the chapters in this book, the accompanying CD-ROM provides tools that can
help you prepare for the exam. The CD-ROM includes over 300 sample questions that you can
explore in a few modes. You can work through the questions in study mode. Study mode allows
you to link to an electronic version of the book when you want more information on the partic-
ular topic covered in the question. In study mode, you can choose the topics and number of
questions you want to work through.

Practice exam mode allows you to take a simulated exam with a time limit and randomly
selected questions. At the end of the exam, you receive a score and a categorical breakdown
of your performance. Use these results to identify areas of strengths and weaknesses, so you
can use this book and other resources to fill in any knowledge gaps.

Using this book is one of the best steps you can take toward achieving the most sought after
certification in the IT industry. You need to rely on your extensive experience to pass the
exam, but this book can make your preparation focused and efficient. Do not give up, and
keep studying until you become certified. When you do pass, please e-mail me at
hbenjamin @optushome.com.au so that I can hear of your achievement.






Exam Topics in This Chapter
24 Networking Basics
25 TCP/IP
26 Switching and Bridging (Including VLANSs, Spanning Tree, and more)
27 Routed Protocols
28 Routing Protocols (Including RIP, EIGRP, OSPF, and BGP)
29 Point-to-Point Protocol (PPP)
30 [P Multicast
31 Integrated Services Digital Network (ISDN)
32 Async

33 Access Devices (For Example, Cisco AS 5300 Series)



CHAPTER

General Networking Topics

This chapter covers general networking concepts listed in the CCIE Security blueprint for
the written exam. The CCIE blueprint lists some example topics that define general
networking, including switching, TCP/IP, routed and routing protocols, PPP, ISDN, and
asynchronous communications.

The CCIE Security written exam contains approximately 50 percent security questions and
approximately 50 percent general networking questions. This chapter prepares you for the
general networking questions. Although the CCIE Security written exam blueprint lists
some specific networking topics, it does not, for example, mention Frame Relay, which
might appear on the exam. This chapter covers many of the listed and a few of the unlisted
general networking topics.

Although these topics are not extensively defined in the blueprint, the CCIE Security
written exam might include topics taken from the CCIE Routing and Switching written
exam blueprint. This chapter endeavors to cover all bases and provide quality test examples
to ensure that you are well prepared to tackle the general networking questions you
encounter in the examination.

This chapter covers the following topics:

® Networking basics—The OSI model, concepts, and functions. Topics include the
seven layers of the OSI model and common examples (TCP/IP).

Switching and bridging—The process today’s networks use to switch packets and
traditional bridging methods. Virtual LANs, spanning tree, and Ethernet Channel are
discussed.

® Routing IP—The most widely used routed protocol in today’s Internet, IP, and the
routing protocols available on Cisco routers, such as RIP, EIGRP, OSPF, and BGP.
IOS commands and configuration examples demonstrate the power of routing IP on
Cisco routers.

® PPP, ISDN, Frame Relay, IP Multicast, and Async—Two of the most widely used
dialup protocols are PPP and ISDN. Frame Relay is covered briefly to ensure that you
have a good understanding of the common terminology used in today’s networks. IP
multicast and async protocols are also covered.
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“Do | Know This Already?” Quiz

This assessment quiz will help you determine how to spend your limited study time. If you can
answer most or all these questions, you might want to skim the “Foundation Topics” section
and return to it later as necessary. Review the “Foundation Summary” section and answer the
questions at the end of the chapter to ensure that you have a strong grasp of the material covered.
If you already intend to read the entire chapter, you do not necessarily need to answer these
questions now. If you find these assessment questions difficult, read through the entire “Foun-
dation Topics” section and review it until you feel comfortable with your ability to answer all
these and the “Q & A” questions at the end of the chapter.

Answers to these questions can be found in Appendix A, “Answers to Quiz Questions.”

1 Which layer of the OSI model is responsible for converting frames into bits and bits into
frames?

a. Physical
b. Network
c. Transport
d. LLC sublayer
e. Data Link
2 Routing occurs at what layer of the OSI model?
a. Physical
b. Network
c. Transport
d. LLC sublayer
e. Data link
3 Bridging occurs at what layer of the OSI model?
a. Physical
b. Network
c. Transport
d. Data link
4 Which of the following is not part of the OSI model?
a. Network layer
b. Physical layer

c. Operational layer

o

. Application layer
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5 IP operates at what layer of the OSI model?
a. Layer 1
b. Layer 2
c. Layer 3
d. Layer 4
e. Layer 5
f. Layer 6
g. Layer 7
6 On which layer of the OSI model is data commonly referred to as segments?
a. Layer 4
b. Layer 3
c. Layer 2
d. Layer 1
7 On which layer of the OSI model is data commonly referred to as packets?
a. Layer 1
b. Layer 2
c. Layer 4
d. Layer 3
8 Which layer of the OSI model transmits raw bits?
a. Layer 1
b. Layer 2
c. Layer 3
d. Layer 4
9 Which of the following protocols is not routable?
a. IP
b. IPX
c. NetBEUI
d. NetBIOS
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10 Which of the following is not a required step to enable FastEther Channel (FEC)?
a. Ensure that all ports share the same speed at 10 Mbps.
b. Ensure that all ports share the same parameter such as speed.
c. Ensure that all ports operate at 100 Mbps.
d. Only eight ports can be bundled into a logical link or trunk.
11 How is FastEther Channel best defined?
a. A bundle of 10-Mbps ports on a switch
b. Another name for half duplex 100 Mbps
c. Not available on Cisco Catalyst switches
d. The ability to bundle 100 Mbps ports into a logical link
e. Only supported with Gigabit ports
12 On what OSI layer does bridging occur?
a. Layer 1
b. Layer 2
c. Layer 3
d. Both Layer 1 and 2
13 In spanning tree, what is a BPDU?
a. A break protocol data unit
b. A routable frame
c. A bridge protocol data unit
d. A frame sent out by end stations

14 Anincoming frame on a Layer 2 switch is received on port 10/1 on a Catalyst 5000. If the
destination address is known through port 10/2, what happens?

a. The frame is discarded.

b. The frame is sent via port 10/2.

c. The frame is broadcast to all ports on the switch.
d. The frame is sent back via 10/1.

e. None of the above.
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15 Which of the following are the four possible states of spanning tree?
a. Listening, learning, blocking, broadcasting
b. Listening, learning, blocking, connecting
c. Discovering, learning, blocking, connecting
d. Listening, learning, blocking, forwarding
16 How many bits make up an IP address?
a. 64 bits
b. 48 bits
c. 32 bits
d. 24 bits
e. 8 bits
17 Identify the broadcast address for the subnet 131.108.1.0/24.
a. 131.108.1.1
b. 131.108.1.254
c. 131.108.1.255
d. 131.108.1.2
e. More data required
18 Convert the following address to binary:
131.1.1.1/24
a. 10000011.1.1.1
b. 10000011.00000010.1.1
¢. 10000011.1.1.01010101
d. 10000011.1.1.11111111
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19 How many subnets are possible in VLSM if the Class C address 131.108.255.0 is used
with the subnet mask 255.255.255.252 in the fourth octet field?

a. None
b. 100
c. 255
d. 254
e. 253
f. 252
g. 64
h. 62
20 How many hosts are available when a /26 subnet mask is used?
a. 254
b. 62
c. 64
d. 126
21 How many hosts are available in a Class C or /24 network?
a. 255
b. 254
c. 253
d. 0
e. More data required

22 Yourequire an IP network to support at most 62 hosts. What subnet mask will accomplish
this requirement?

a. 255.255.255.255
b. 255.255.255.252
c. 255.255.255.224
d. 255.255.255.192
e. 255.255.255.240
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23 Which of the following are multicast addresses? (Choose all that apply.)
a. 224.0.0.5
b. 224.0.0.6
c. 221.0.0.5
d. 192.1.1.1
e. 131.108.1.1
24 Which of the following routing protocols does not support VLSM?
a. RIPvl
b. RIPv2
c. OSPF
d. EIGRP
e. BGP

25 What is the source TCP port number when a Telnet session is created by a PC to a
Cisco router?

a. 23
b. Not a known variable
c. 21
d. 20
e. 69
26 What best describes the ARP process?
a. DNS resolution
b. Mapping an IP address to a MAC address
c. Mapping a next-hop address to outbound interface on a Cisco router
d. Bothaandb

27 If two Cisco routers are configured for HSRP and one router has a default priority of 100
and the other 99, which router assumes the role of active router?

. The default priority cannot be 100.

o

o

. The router with a higher priority.
c. The router with the lowest priority.

d. Neither router because Cisco routers do not support HSRP; only clients do.
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28

29

30

31

A Cisco router has the following route table:

Ri#show ip route
131.108.0.0/16 is variably subnetted, 17 subnets, 2 masks

C 131.108.255.0/24 is directly connected, Serial0/0

C 131.108.250.0/24 is directly connected, Serial@/1

0 131.108.254.0/24 [110/391] via 131.108.255.6, 03:33:03, Serial®d/1
[110/391] via 131.108.255.2, 03:33:03, Serial0d/0

R 131.108.254.0/24 [120/1] via 131.108.255.6, 03:33:03, Serialo/1
[120/1] via 131.108.255.2, 03:33:03, Serial0/

What is the preferred path to 131.108.254.0/24? (Choose the best two answers.)
a. Via Serial 0/0

b. Via Serial 0/1
c. None

d. To null0

IP RIP runs over what TCP port number?
a. 23

b. 21

c. 69

d. 520

e. None of the above

IP RIP runs over what UDP port number?
a. 23

b. 21

c. 69

d. 520

An OSPF virtual link should

a. Never be used
b. Allow nonpartitioned areas access to the backbone
c. Allow partitioned areas access to the backbone

d. Not be used in OSPF, but in ISDN
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32

33

34

35

36

What is the BGP version most widely used today?

a. 1

&
O R L N V)

e.
f. 6
What is the destination port number used in a Telnet session?

a. 23

b. 69

c. 21

d. 161

In what fields does the IP checksum calculate the checksum value?
a. Data only

b. Header and data

c. Header only

d. Not used in an IP packet

The TCP header checksum ensures integrity of what data in the TCP segment?
a. The data only.

b. The header only.

c. The data and header.

d. There are no TCP header checksums; IP covers the calculation.
ISDN BRI channels are made up of what?

a. 1 x 64 kbps channel and one D channel at 64 kbps

b. 2 x 64 kbps channels and one D channel at 64 kbps

c. 2 x 64 kbps channels and one D channel at 16 kbps

d. 32 x 64 kbps channels and one D channel at 16 kbps



20 Chapter 2: General Networking Topics

37 What services can ISDN carry?

38

a. Data only

b. Data and voice only

c. Voice and video

d. Data, voice, and video

Place the following steps in the correct order for PPP callback, as specified in RFC 1570.

1. A PC user (client) connects to the Cisco access server.

2. The Cisco I0S Software validates callback rules for this user/line and disconnects the
caller for callback.

3. PPP authentication is performed.

4. Callback process is negotiated in the PPP link control protocol (LCP) phase.
5. The Cisco Access Server dials the client.

a. 1,2,3,4,5

b. 1,3,2,5,4

c. 1,4,5,3,2

d. 5,4,3,2,1

39 What hardware port is typically designed to connect a Cisco router for modem access?

a. The console port
b. The vty lines

c. The auxiliary port
d. The power switch

e. The Ethernet interface

40 The AS5300 series router can support which of the following incoming connections?

a. Voice

b. Dialup users via PSTN
c. ISDN

d. All the above
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Foundation Topics

Networking Basics—The OSI| Reference Model

This section covers the Open Systems Interconnection (OSI) seven layer model theory and
common examples. CCIE candidates must fully understand and appreciate the model because
almost every routed protocol in use today is based on the architecture of the seven layer model.
The OSI model was developed by a standards body called the International Organization for
Standardization (ISO) to provide software developers a standard architecture to develop proto-
cols (such as IP). For example, the OSI model allows a PC to communicate with a UNIX device.

NOTE ISO developed the OSI model in 1984. Layers 1 and 2 are implemented in hardware and Layers 3
through 7 are typically implemented in software.

Table 2-1 displays the seven layers of the OSI model.
Table 2-1 The OSI Seven Layer Model

Layer Name | Layer Number
Application Layer 7
Presentation Layer 6
Session Layer 5
Transport Layer 4
Network Layer 3
Data Link Layer 2
Physical Layer 1

The following sections cover each layer and provide protocol examples for each.

Layer 1: The Physical Layer

The physical layer consists of standards that describe bit ordering, bit transmission rates,
connector types, and electrical and other specifications. Information at Layer 1 is transmitted in
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binary (1s and Os). For example, the letter A is transmitted as 00001010. Examples of physical
layer standards include the following:

RS-232
V.24
V.35
RJ-45
RJ-12

Layer 2: The Data Link Layer

The data link layer focuses on getting data reliably across any particular kind of link. Flow
control and error notifications are also functions of the data link layer. The data link layer
applies to all access methods, whether they are LAN or WAN methods. Information being
processed at this layer is commonly known as frames.

Figure 2-1

The IEEE further complicated matters by subdividing the data link layer into to sublayers: the
Logical Link Control (LLC) sublayer and the MAC sublayer.

Figure 2-1 displays the IEEE definition compared to the ISO definition.

IEEE Sublayers Versus ISO Definitions

Upper Layers

IEEE 802 Definition ISO Standard

Logical Link Control, LLC

Data Link Layer
MAC Sublayer

Physical Medium (Layer 1)

The LLC sublayer manages and ensures communication between end devices, and the Mac
sublayer manages protocol access to the physical layer.
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Examples of data link frame types include the following:

® ISDN

® SDLC

® HDLC

® PPP

®  Frame Relay

® Ethernet Version II

® Spanning tree protocol
® NetBEUI

Layer 3: The Network Layer

NOTE

The network layer determines the best path to a destination. Device addressing, packet
fragmentation, and routing all occur at the network layer. Information being processed at
this layer is commonly known as packets. Examples of network layer protocols include the
following:

® Internet Protocol (IP)
®  Open Shortest Path First (OSPF)
® Cisco’s EIGRP routing protocol

Routing protocols (OSPF, EIGRP, and BGP, for example) provide the information required to
determine the topology of the internetwork and the best path to a remote destination. A routed
protocol is one that is transported by a routing protocol (such as RIP). For example, IP is a
routed protocol that can be advertised by a number of routing algorithms, such as RIP, OSPF,
and BGP.

Connection-oriented and connectionless protocols are commonly used terms to describe Layer 3
and 4 (lower layers of the OSI model) protocols, such as IP or TCP.

A connection-oriented protocol, such as TCP, ensures delivery of all information, whereas a
connectionless protocol, such as IP, only packages the data and sends it without guaranteeing
delivery. Connection-oriented protocols exchange control information (also called Handshake)
before transmitting data. A telephone call can be considered a connection-oriented service
because the call is established before conversation can take place, much the same way that TCP
sets up a data connection before data is sent. FTP is another example of a connection-oriented
protocol. IP is an example of connectionless service.
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Layer 4: The Transport Layer

The transport layer is responsible for segmenting upper-layer applications and establishing end-
to-end connections between devices. Other transport layer functions include providing data
reliability and error-free delivery mechanisms. Information being processed at this layer is
commonly known as segments. Examples of transport layer protocols include the following:

Transmission Control Protocol (TCP)
Real-time transport protocol (RTP)
User Datagram Protocol (UDP)

Layer 5: The Session Layer
The session layer performs several major functions, including managing sessions between
devices and establishing and maintaining sessions. Examples of session layer protocols include
the following:

Database SQL
NetBIOS Name Queries
H.323 (Supports video as well; it is the packet switch voice standard)

Real Time Control Protocol

Layer 6: The Presentation Layer

The presentation layer handles data formats and code formatting. The layer’s functions are
normally transparent to the end user because this layer takes care of code formats and presents
them to the application layer (Layer 7), where the end user can examine the data. Examples of
presentation layer protocols include the following:

GIF
JPEG
ASCII
MPEG
TIFF
MIDI
HTML
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Layer 7: The Application Layer

The application layer is closest to the end user, which means that the application will be
accessed by the end user. This layer’s major function is to provide services to end users.
Examples of application layer services include the following:

® File Transfer Protocol (FTP)
® Telnet

® Ping

® Trace route

® SMTP

®  Mail clients

TCP/IP and OSI Model Comparison

TCP/IP is the most widely used networking protocol and is often compared to the industry-
defined OSI model.

Figure 2-2 displays the TCP/IP model in relation to the OSI model and where the protocol suite
of TCP/IP lines up with the ISO standard. This comparison is provided to demonstrate that
TCP/IP does not exactly conform to the OSI model. For example, the TCP/IP model has no
Layer 5 or 6.

Figure 2-2  OSI and TCP/IP Models

OSI Model TCP/IP Model
Application
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Session
Transport TCP UDP
Network IP
Data Link Network
Physical Interface

Example of Peer-to-Peer Communication

Each layer of the OSI or TCP model has its own functions and interacts with the layer above and
below it. Furthermore, the communication between each layer’s end devices also establishes
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peer-to-peer communication; this means that each layer of the OSI model communicates with
the corresponding peer.

Consider the normal communication that occurs between two IP hosts over a wide-area network
(WAN) running Frame Relay, as displayed in Figure 2-3.

Figure 2-3  Peer-to-Peer Communication Example
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The data from one (Host A) is encapsulated inside a TCP header and passed down to Layer 3
(the IP layer) for address configuration, where an IP header is also added. Information included
here is the source IP address and destination address. Layer 3 (the network layer) passes the
data to the local router acting as the gateway via the Ethernet connection in raw binary.

Router A strips the 802.3 header and encapsulates the IP, TCP, and data in a Frame Relay packet
for delivery over the WAN. A CRC is added here to ensure the packet is not corrupted over
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the WAN. Frame Relay is connectionless so, if an error occurs, it’s up the to upper layers to
retransmit; Frame Relay will not retransmit the packet. Similarly, HDLC (Layer 2 protocol)
is connectionless and depends on upper layers to resubmit damaged data packets. PPP
(connection-oriented), on the other hand, resubmits packets damaged in transmission over
the WAN.

Router B receives the Layer 2 frames and strips the Frame Relay header/CRC and encapsulates
the IP, TCP, and data frame back into an 802.2 header (with its own CRC; Ethernet checks only
for errors and cannot repair them; once more, upper layers, such as TCP, ensure data delivery)
for binary transmission across the Ethernet to Host B. The data is passed up the layers through
IP, TCP, and finally to the application, where the application layer reads and acts upon the data.

The good news for security candidates is that Token Ring and legacy technologies are not
covered in the written exam, so this chapter concentrates only on Ethernet switching. Before
covering switching, the next section summarizes the evolution of Ethernet so that you are aware
of the standards that have developed since Xerox first introduced Ethernet.

Ethernet Overview

NOTE

Ethernet networks are based on a development made by Xerox, Digital, and Intel. The two
versions of Ethernet are commonly referred to as Ethernet I and Ethernet II (or version 2).

Ethernet uses Carrier Sense Multiple Access Collision Detection (CSMA/CD) to transmit
frames on the wire. In an Ethernet environment, all hosts can transmit as long as no other
devices are transmitting. CSMA/CD is used to detect and warn other devices of any collisions,
and colliding stations will use a back off algorithm and wait a random amount of time before
trying again. Colliding devices send a jam signal to advise all stations that a collision has
occurred. When a jam signal is sent (a jam signal is detected by all devices because the voltage
is that of the combined colliding devices), all stations also stop transmitting. A device will
attempt to transmit up to 16 times before a user is notified of the collisions; typically, an
application error will inform the user that data could not be delivered. Microsoft’s famous
words are “Network is busy.”

The only time CSMA/CD is not used is in full-duplex connection because collisions are not
possible when one pair of UTP is used to transmit and receive data. In other words, devices
connected in full-duplex mode can send and receive data at the same time without the
possibility of collision.

Table 2-2 lists some of the common Ethernet media specifications and the characteristics
of each.
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Table 2-2 Ethernet Media Formats

Media Type Characteristics

10Base5 Maximum length: 500 m
Maximum stations: 1024
Speed is 10 Mbps

Minimum distance between devices is 2.5 m

10Base2 Maximum length: 185 m, using RG58 cable types and T connectors on all end
stations

Minimum distance between devices is 0.5 m
Maximum devices per 185-m segment is 30 stations
Speed is 10 Mbps

10BaseT Based on UTP cabling
Up to 100 m, better category cables longer

One device per cable. Typically, only one device per segment with hubs or
switches connecting all devices together

Speed is 10 Mbps
Physical topology star, logical topology bus

100BaseT Same characteristics as 10BaseT but operates faster, at 100 Mbps
Can be fibre, as well (100BaseFx); defined in IEEE 802.3U
Physical topology star, logical topology bus

1000 GE Gigabit Ethernet operating at 1000 Mbps

Can run over fibre or UTP; frame formats and CSMA/CD identical to Ethernet
standards

Physical topology star, logical topology bus

* The word BASE refers to Baseband signaling, which uses a single channel, as opposed to broadband, which uses
multiple frequency channels.

Switching and Bridging
This sections covers Layer 2 devices that are used to bridge or switch frames using common

techniques to improve network utilization, such as VLANSs. The terms switch and bridge are
used to mean the same technology.

Switching, or bridging, is defined as a process of taking an incoming frame from one interface
and delivering it through another interface. Source stations are discovered and placed in a
switch address table (called content-addressable memory [CAM] table in Cisco terms). Routers
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use Layer 3 switching to route a packet, and Layer 2 switches use Layer 2 switching to forward
frames.

Switches build CAM tables when activity is noted on switch ports. Example 2-1 displays a
sample CAM table on a Cisco Catalyst 5000 switch.

Example 2-1 CAM Table or Bridge Table

CAT5513 (enable) show cam ?
Usage: show cam [count] <dynamiclstaticlpermanentisystem> [vlan]
show cam <dynamiclstaticlpermanentisystem> <mod_num/port_num>
show cam <mac_addr> [vlan]
show cam agingtime
show cam mlsrp <ip_addr> [vlan]
CAT5513 (enable) show cam dynamic
* = Static Entry. + = Permanent Entry. # = System Entry. R = Router Entry. X = P
ort Security Entry

VLAN Dest MAC/Route Des Destination Ports or VCs / [Protocol Type]
36 00-10-7b-54-37-c6 8/13 [ALL]
35 00-09-43-3b-ac-20 8/5 [ALL]
101 00-01-02-00-4a-ff 1/1 [ALL]
1 00-01-02-00-4a-ff 1/1 [ALL]
102 00-03-e3-5e-ac-81 1/1 [ALL]
101 00-00-0c-92-0c-af  1/1 [ALL]
102 00-03-e3-53-7-81 1/1 [ALL]
102  00-03-e3-5e-ae-cf 1/1 [ALL]
37 00-03-e3-63-55-80 8/9 [ALL]
102  00-03-e3-5e-a9-01 1/1 [ALL]

Example 2-1 displays a CAM table on a Catalyst switch with the CatOS command show cam
dynamic. You can use other CatOS commands to view specific ports (show cam dynamic 8/13
would show only devices discovered on port 8/13). Example 2-1 displays that the MAC address
01-10-7b-54-37-c6 is located via the port 8/13.

A Cisco switch populates the CAM tables as new devices send frames, so a switch bases all
bridging decisions on source MAC address. When a device first sends a frame to a connected
port on a switch, the switch adds the incoming source address to the CAM table. Any broadcasts
received because the switch has no CAM entry are sent out all ports except the port the frame
was received on. The switch then adds the source MAC address on the source port. Frames that
are received as broadcasts are sent out all ports active in spanning tree.
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NOTE

NOTE

Transparent bridges can operate in two traditional modes. Cut through switching occurs when,
after the destination MAC address is received, the switch immediately forwards the frame to
the outgoing port. If a switch in cut through mode encounters a large number of frames with
CRCs, the switch will drop down to store and forward mode. This technique is known as
adaptive cut-through. Store and forward switching occurs when the entire frame is received
before forwarding the frame. The CRC is checked to ensure that frames containing errors or
CRCs are not forwarded. Cut-through switching is faster but the switch could potentially
forward frames with errors because the CRC is not checked. The default mode is typically store
and forward on Cisco switches. Routers can also be configured to bridge packets. The most
common form of switch is adaptive cut-through.

Spanning tree is a Layer 2 protocol used to ensure a loop-free topology. A layer 2 loop is
devastating to a network, as a frame will circulate the entire broadcast domain until all the
switches eventually run out of memory because of the intensive broadcast storm that occurs.
Broadcasts must be forwarded to all ports except the source port.

A broadcast domain is defined as a group of all devices that receive broadcast frames originating
from any device within the group. Broadcast domains are typically bound by routers because
routers do not forward broadcast frames. Switches, on the other hand, must forward all broad-
casts out all ports except the port the frame was received from.

Spanning tree is used when there are multiple LAN segments or virtual LANs (VLANs). A
VLAN is a defined group of devices on one or more LANSs that are configured (using manage-
ment software, such as Catalyst switch code or CatOS) to communicate as if they were attached
to the same wire when, in fact, they are located on a number of different LAN segments. VLANs
are based on logical instead of physical connections and must be connected to a Layer 3 device,
such as arouter, to allow communication between all segments. To create a VLAN on a Catalyst
switch, the CatOS command is set vlan vian id. The vian id is a number between 2 and 1005.
By default, Cisco switches have vlan 1 already configured and cannot be removed for manage-
ment purposes because protocols such as CDP and spanning tree will be active. You can disable
CDP and spanning tree (not recommended in large switches networks).

Spanning tree is on by default on all Catalyst switches, and before data can be received or sent
on any given port, Spanning tree protocol (STP) will go through a root bridge election phase.
A root bridge election takes into account the bridge priority (value between 0 and 65535, default
is 32768, and lower is better). If that value is equal in a segment with multiple bridges, the
lowest MAC address associated with the bridge is elected as the root bridge.
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NOTE

Bridges communicate using frames called Bridge Protocol Data Units (BPDUs). BPDUs are
sent out all ports not in a blocking state. A root bridge has all ports in a forwarding state. To
ensure a loop-free topology, nonroot bridges block any paths to the root that are not required.
BPDUs use the destination MAC address 01-08-C2-00-00-00 in Ethernet environments.

Bridge Port States

Every bridge and associated port is in one of the following spanning tree states:

® Disabled—The port is not participating in spanning tree and is not active.

® Listening—The port has received data from the interface and will listen for frames. In this
state, the bridge receives only data and does not forward any frames to the interface or to
other ports.

® Learning—In this state, the bridge still discards incoming frames. The source address
associated with the port is added to the CAM table. BPDUs are sent and received.

® Forwarding—The port is fully operational; frames are sent and received.

® Blocking—The port has been through the learning and listening states, and because this
particular port is a dual path to the root bridge, the port is blocked to maintain a loop-free
topology.
There are occasions when you do not want spanning tree to go through the steps mentioned
above (listening, learning, and forward/blocking, which can take up to 45 seconds) but to
immediately enter a forwarding state. For example, a PC with a fast processor connected to a
switch does not need to test for any BPDUs (PCs do not run spanning tree), and the port on the
Ethernet switch should enter a forwarding state to allow the PC immediate connectivity. This
feature is known as portfast on Cisco switches. To enable portfast, use the Catalyst command
set spantree <spantree number> portfast <interface> enable.

NOTE Concurrent Routing and Bridging/Integrated Routing and Bridging, Routing Information
Fields, Source Route Bridging, and Source Route Translation Bridging are not covered in
the CCIE Security written exam, and they are not part of the blueprint.

FastEther Channel

FastEther Channel (FEC) is a Cisco method that bundles 100 Mbps FAST ETHERNET ports
into a logical link. Because any redundant paths between two switches mean some ports will be
in a blocking state and bandwidth will be reduced, Cisco developed FEC to maximize
bandwidth use.
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Figure 2-4 displays a switched network with two 100-Mbps connections between them. Be-
cause of STP, the link will be in a blocking state after the election of a root bridge, Switch A, in
this case. Switch B will block one of the paths to ensure only one path (Switch A) to the root
bridge. To purchase and enable a Fast Ethernet port is expensive, and to have it sitting in an idle
position means wasted resources, so Cisco developed a method where Fast Ethernet ports could
be bundled together and used concurrently (in other words, cheating spanning tree into believ-
ing that the two ports are one to send data from Switch A to Switch B with two 100-Mbps links
instead of one).

Figure 2-4  Spanning Tree Loop Avoidance
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To enable FastEther Channel, the following steps are required:

Step 1 All ports that are part of FEC must be set to the same speed.

Step 2 All ports must belong to the same VLAN.

Step 3 Duplex must be the same, half or full, not a mixture.

Step 4 Bundle up to eight ports together.

Step 5 To set FastEther channel on a switch, the CatOS syntax is set port channel.

Step 6 To set FastEther Channel on a router, the IOS syntax is channel-group under
the Fast Ethernet interface.

Step 7 You are allowed up to four FEC groups per switch. This could change with
future Catalyst releases.
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NOTE

Figure 2-5

A group of bundled ports running FEC is commonly known as a trunk. In switching terms, a
trunk is a physical and logical connection between two switches.

Inter-Switch Link (ISL) is a Cisco proprietary protocol that maintains VLAN information as
traffic flows between switches and routers. ISL allows members of one VLAN to be located on
any given switch. 802.1Q is an IEEE standard for trunking. You can use IEEE 802.1q in a
multivendor environment.

Figure 2-5 displays the logical link when FEC is enabled between Switch A and Switch B.

FEC: Logical Link or Trunk-Enabled

Set port channel 1/1 on Set port channel 1/1 on
Set port channel 1/2 on Set port channel 1/2 on

1/1 Forwarding N Forwarding 1/1

o

1/2 Forwarding Forwarding 1/2
Ports are bundled together; Both ports forwarding
effective bandwidth now up now when FEC
to 400 Mbps at full duplex is configured.

instead of 200 Mbps.

Internet Protocol

Internet Protocol (IP) is a widely used networking term that describes a network layer protocol
that logically defines a distinct host or end system, such as a PC or router, with an IP address.

An IP address is configured on end systems to allow communication between hosts over wide
geographic locations. An IP address is 32 bits in length, with the network mask or subnet mask
(also 32 bits in length) defining the host and subnet portion.

Figure 2-6 displays the IP packet header frame format in detail.
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Figure 2-6 [P Frame Format
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The following describes the IP packet fields illustrated in Figure 2-6:

Version—Indicates the version of IP currently used. IPv4 is the most widely used version.
IPv6 is also available. This version is not tested in the CCIE Security written exam yet,

but will most likely be included in the future.

IP Header Length (IHL)—Indicates the datagram header length in 32-bit words.

Type-of-Service (ToS)—Specifies how an upper-layer protocol wants current datagrams
to be handled and assigns datagrams various levels of importance. The ToS field (8 bits)
defines the first 3 bits for precedence, of which there are eight possible values:

— 000—Routine delivery
— 001—Priority

— 010—Immediate
— 011—Flash
— 100—Flash override
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— 101—=Critic
— 110—Internetwork control
— 111—Network control

Typically, IP packets are set with the value 000. The remaining 5 bits in the ToS are
defined as follows:

— Bit 3—D bit defines normal or low delay.

— Bit 4—T bit defines normal or low throughput.
— Bit 5—R bit defines normal or low reliability.
— Bits 6 and 7—Not in current use.

Total Length—Specifies the entire packet’s length in bytes, including the data and
header. The mathematically defined limit is calculated as 65,535 bytes (216—1 ).

Identification—Contains an integer that identifies the current datagram. This field helps
piece together datagram fragments (16 bits in length).

Flags—Consists of a 3-bit field of which the two low-order (least-significant) bits control
fragmentation. The low-order bit specifies whether the packet can be fragmented. The
middle bit specifies whether the packet is the last fragment in a series of fragmented
packets. The third, or high-order, bit is not used.

Fragment Offset—Indicates the position of the fragment’s data relative to the beginning
of the data in the original datagram, which allows the destination IP process to properly
reconstruct the original datagram.

Time-to-Live—Maintains a counter that gradually decrements to 0, at which point the
datagram is discarded. This keeps packets from looping endlessly. Cisco’s implementa-
tion of the Cisco IOS Trace command works on TTL.

Protocol—Indicates which upper-layer protocol receives incoming packets after IP pro-
cessing is complete. For TCP, this value is 6; for GRE, it is 47; for ICMP, it is 1; and for
OSPEF, the value is 89; these are common uses in today’s networks.

Header Checksum—Helps ensure IP header integrity only and not the data field.
Source Address—Specifies the sending node (32 bits).
Destination Address—Specifies the receiving node (32 bits).

Options—Allows IP to support various options, such as security. The Option field varies
in length. Some options are Security, Loose Source Routing, Strict Source Routing,
Record Route, and Timestamp.

Data—Contains upper-layer information.
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NOTE

Table 2-3

A subnet is a network that is segmented by network administrators, allowing a hierarchical
routing topology. Subnetting allows great use of IP address space using binary bits from the
subnet mask. Examples of subnets appear later in this chapter.

Routing allows communication between these subnets. The host address is a logical, unique
address that resides on a subnet.

The Internet Engineering Task Force (IETF) standards body, which is a task force consisting of
over 80 working groups responsible for developing Internet standards, has defined five address
classes and the appropriate address ranges. Table 2-3 displays the five ranges.

Class A, B, C, D, and E Ranges

Class of Address Starting Bit Pattern Range Default Subnet Mask
Class A OXXXXXXX 1-126, 127* 255.0.0.0

Class B 10xxXXXX 128-191 255.255.0.0

Class C 110xxxXX 192-223 255.255.255.0

Class D 1110xxxx 224-239 255.255.255.240

Class E 1111xxxx 240-255 Reserved

*127.0.0.0 is reserved for loopback purposes. Other reserved addresses for private use as defined by RFC 1918 are
as follows:
10.0.0.0-10.255.255.255
172.16.0.0-172.31.255.255
192.168.0.0-192.168.255.255

Soon after these ranges were defined and the Internet’s popularity extended beyond the Depart-
ment of Defense in the United States, it became clear that to ensure that a larger community
could connect to the World Wide Web, there had to be a way to extend IP address space using
subnetting. Subnetting allows an administrator to extend the boundary for any given subnet.

To understand an IP address and subnet portion, to determine how many hosts are available on
a particular subnet, to learn how to best utilize an IP address space, consider the following
example.

Suppose you are given the IP address 131.108.1.56 and the subnet mask is 255.255.255.0. This
example will help you determine the subnet, how many hosts can reside on this subnet, and the
broadcast address.

You can deduce the subnet for any IP address by performing a logical AND operation for the
IP address along with the subnet mask.
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NOTE

Figure 2-7

Figure 2-8

A logical AND operation follows two basic rules. One is that positive and positive equal
positive, and the second is that negative and either positive or negative equal negative. In binary
(positive is 1 and negative is 0), 0 AND 0is 0, 0 AND 1is 0, 1 AND 11is 1, and I AND 0 is 0.

Figure 2-7 displays the logical AND operation used to determine the subnet address.

Logical AND Operation

IP Address (131.108.1.56) 10000011.11001100.00000001.00111000
IP Subnet Mask (255.255.255.0) 1111111111111111.11111111.00000000
Logical AND 10000011.11001100.00000001.00000000
In Decimal 131 108 1 0

The result of the logical AND operation reveals that the subnet address is 131.108.1.0. The
subnet address is reserved and cannot be assigned to end devices.

To determine the number of hosts available in any given subnet, simply apply the formula 2"-2,
where n is the number of borrowed bits. This is best explained with examples. To determine the
number of borrowed bits, you must examine the subnet mask in binary. For a default Class C
network mask of 255.255.255.0, the last 8 bits represent the borrowed bits. For a Class C network,
the number of hosts that can reside are 28-2 = 2562 = 254 hosts. You subtract 2 host addresses
because host devices are not permitted to use the subnet address or the broadcast address. In IP,
a broadcast address consists of all binary 1s. So, for this example, the broadcast address for the
subnet 131.108.1.0 is 131.108.1.255 (255 in binary is 11111111).

Consider another example. Given the host address 171.224.10.67 and the subnet mask of
255.255.255.224, this example shows you how to determine the subnet and the number of hosts
that can reside on this network.

To determine the subnet, perform a logical AND. Figure 2-8 displays the operation.

LOGICAL AND Operation
IP Address (171.224.10.67) 10101011.11100000. 00001010. 01000011
IP Subnet Mask (255.255.255.224) 11111111. 11111111. 11111111. 11100000
Logical AND 10101011. 11100000. 00001010. 01000000
In Decimal 171 224 10 64

The subnet is 171.224.10.64. The number of hosts that can reside on this network with a subnet
mask of 255.255.255.224 (or 11100000, 5 borrow bits) is 2°—2 = 32—2 = 30 hosts. You can apply
this simple example to any Class A, B, or C address, and applying a subnet mask that is not the
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Table 2-4

default or classful kind allows network administrators to extend IP address space and allow a
larger number of devices to connect to the IP network.

Table 2-4 displays some common network subnets and the number of hosts available on those
subnets.

Common Subnets in Today’s Networks

Decimal Subnets Hosts
252 (1111 1100) 64 subnets 2 hosts*
248 (1111 1000) 32 subnets 6 hosts
240 (1111 0000) 16 subnets 14 hosts
224 (1110 0000) 8 subnets 30 hosts
192 (1100 0000) 4 subnets 62 hosts
128 (1000 0000) 2 subnets 126 hosts

*Used commonly for point to point -ad WAN circuits when no more than two hosts reside.

Variable-Length Subnet Masks

NOTE

A variable-length subnet mask (VLSM) is designed to allow greater use of IP address space by
borrowing bits from the subnet mask and allocating them to host devices. To allow a greater
number of devices to connect to the Internet and intranets, the standards body of various routing
protocols designed an IP routing algorithm to cater to IP networks with a different subnet mask
than the default used in classful networks.

Routing algorithms that support VLSM are as follows:
e RIP Version 2

e OSPF
e IS-IS
e EIGRP
e BGP4

Additionally, Cisco IOS allows the use of any 0 subnets (for example, subnet 131.108.0.0/24)
with the global IOS command, ip subnet-zero. This can be very useful for networks running
out of IP address space.
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TIP

To effectively use any IP address space, use the least number of subnet bits and least number of
host bits. You could use a Class C mask or a mask that allows for 254 hosts. For a WAN link
that will never use more than two hosts, this is a vast amount of wasted space. Applying
different masks to cater to the exact requirement means that IP address space is not wasted
unnecessarily.

Apply the formula to determine the best subnet to use to cater to two hosts on any given subnet
and class of address. Remember that you must subtract two host addresses for the subnet
address and broadcast address.

Applying the formula, you get 2"-2 = 2, or 2" = 4, or n = 2 borrowed bits. You need to borrow
only 2 bits from the subnet mask to allow for 2 host addresses. The subnet mask is 30 bits in length,
or 255.255.255.252 in binary. This is represented as 11111111.11111111.11111111.111111100.
The last 2 bits (00) are available for host addresses. The subnet is 00, the first host address is
01, the second is 10, and the broadcast address is 11.

Loopback interfaces configured on Cisco routers are typically configured with a host address
using a 32-bit subnet mask. This allows, for example, a Class C network with 255 hosts among
255 different routers and conserves valuable IP address space.

Classless Interdomain Routing

Classless interdomain routing (CIDR) is a technique supported by BGP4 and based on route
aggregation. CIDR allows routers to group routes together to reduce the quantity of routing
information carried by the core routers. With CIDR, several IP networks appear to networks
outside the group as a single, larger entity. With CIDR, IP addresses and their subnet masks are
written as four octets, separated by periods, and followed by a forward slash and a two-digit
number that represents the subnet mask. CIDR representation can be either a forward slash with
a one-digit number or a forward slash with a two-digit number (for example, 131.108.1/24

or 131.0.0.0/8).

In the past few years, the expansion of the Internet has been phenomenal. Currently, the Internet
uses more than 100,000 routes. From 1994 through 1996, the routing table increased from
approximately 20,000 entries to more than 42,000. Currently, there are over 80,000 IP routing
entries. How can network administrators reduce the large routing table size? Each routing entry
requires memory and a table lookup by the router each time a packet is required to reach a des-
tination. Reducing memory requirements and the time it takes to send a packet to the destination
provides faster response times for packets to travel around the Internet.

CIDR helps to reduce the number of routing table entries and memory requirements. CIDR
helps conserve resources because it removes the limitation of using the default mask (which
wastes [P address space) and leaves the addressing up to the IP designer. Routers use CIDR to
group networks together to reduce routing table size and memory requirements. CIDR is
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typically represented with the network number/bits used in the mask, such as 131.108.1.0/24,
or the equivalent of 131.108.1.0 255.255.255.0. BGP and classless routing protocols use CIDR
to reduce routing table entries, allowing faster lookup and less memory requirement on Cisco
routers, for example.

Classful and Classless Routing Protocols
Routing protocols can also be classed or described as classful and classless.

Classful addressing, namely Classes A, B, and C (Class D is reserved for multicasts and Class E
is reserved for future use), defines a set number of binary bits for the subnet portion. For example,
a Class A network ranges from 1 to 127 and uses a subnet mask of 255.0.0.0. A Class B network
uses the mask 255.255.0.0, and a Class C uses 255.255.255.0. Classful routing protocols apply
the same rules. If a router is configured with a Class A address of 10.1.1.0, the default mask of
255.0.0.0 is applied, and so forth. This routing method does not scale well, so to design networks
to better utilize address space, you have classless routing, which enables the network designer
to apply different masks to Class A, B, and C networks to better utilize address space. For
example, you can use a Class B network, such as 131.108.0.0, and apply a Class C mask
(255.255.255.0 or /24 mask).

Classful routing protocol examples include RIP and IGRP. Examples of classless routing
protocols are OSPF, IS-IS, EIGRP, and BGP. With classless routing, the ability to apply
summarization techniques allows for a reduction in routing table size. Over 100,000 IP routing
table entries exist on the Internet. Reducing the IP route table size allows for faster delivery of
IP packets and lower memory requirements. BGP is commonly referred to as a path vector
protocol. To accomplish CIDR, you must allocate subnets at the common bit boundary,
ensuring that your networks are continuous. For example, allocating 131.108.0.0/22 in one
location and 131.108.1.0/24 to another will result is a discontinuous allocation and will not
allocate CIDR to work properly.

Transmission Control Protocol

Transmission Control Protocol (TCP) is the most widely used protocol today, and all Cisco
certification exams will test your understanding of TCP/IP. This section covers TCP and how
this connection-oriented protocol ensures efficient delivery of data across an IP network.

The TCP/IP model actually does not fully conform to the OSI model because IP was developed
by the Department of Defense in the 1980s.

IP provides each host device with a 32-bit host address that is used to route across the IP network.
TCP is a Layer 4 protocol that ensures data is delivered across any IP cloud by using mecha-
nisms such as connection startup, flow control, slow start (a congestion avoidance scheme in
TCP in which a host can increase the window size upon arrival of an acknowledgment), and
acknowledgments. UDP is the connectionless protocol for applications such as a TFTP transfer.



Transmission Control Protocol

41

TCP Mechanisms

Figure 2-9 displays the TCP header format.

Figure 2-9 TCP Header Format

Source Port

Destination Port

Sequence Number

Acknowledgment Number

Data Offset | Reserved

Flags

Window

Checksum

Urgent Pointer

Options (+ Padding)

Data (Variable)

The following descriptions summarize the TCP packet fields illustrated in Figure 2-9:

Source Port and Destination Port—Identifies points at which upper-layer source and
destination processes receive TCP services (16 bits in length). Common destination ports
include 23 for Telnet, 21 for FTP, and 20 for FTP data.

Sequence Number—Usually specifies the number assigned to the first byte of data in the

current message. In the connection-establishment phase, this field can also identify an

initial sequence number to be used in an upcoming transmission.

Acknowledgment Number—Contains the sequence number of the next byte of data that

the sender of the packet expects to receive.

Data Offset—Indicates the number of 32-bit words in the TCP header.

Reserved—Remains reserved for future use.

Flags—Carries a variety of control information, including the SYN and ACK bits used for
connection establishment, and the FIN bit used for connection termination.



42 Chapter 2: General Networking Topics

Window—Specifies the size of the sender’s receive window (that is, the buffer space
available for incoming data).

Checksum—Indicates whether the header was damaged in transit.
Urgent Pointer—Points to the first urgent data byte in the packet.
Options—Specifies various TCP options.

Data—Contains upper-layer information.

A number of mechanisms are used by TCP to ensure the reliable delivery of data, including the

following:
® Flags
® Acknowledgments
® Sequences numbering
® Checksum
®  Windowing
NOTE The Flags field is critical in a TCP segment. The field’s various options include the following:

URG (U) (Urgent)—Informs the other station that urgent data is being carried. The
receiver will decide what to do with the data.

ACK (A) (Acknowledge)—Indicates that the packet is an acknowledgment of received
data, and the acknowledgment number is valid.

PSH (P) (Push)—Informs the end station to send data to the application layer
immediately.

RST (R) (Reset)—Resets an existing connection.
SYN (S) (Synchronize)—Initiates a connection, commonly known as established.

FIN (F) (Finished)—Indicates that the sender is finished sending data and terminates the
session.

To best describe how TCP is set up and established, consider a Telnet request from a PC to a
Cisco router and follow the flags, acknowledgments, sequence, and windowing options.

Figure 2-10 displays a typical Telnet session between a PC and a Cisco router. The PC
initializes a Telnet request using destination port 23 and an initial sequence number.
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Figure 2-10 Telnet (TCP) Packet Flow

Ethernet
Segment

—~

PC

Step 1
PC requests Telnet session.
Flags U A P R S F

0 00 O0OTG O
Destination Port is 23 or Telnet.
Initial sequence is 14810532.
Ack set to 0.

Step 3

Flags U A P R S F
01 00O00O

Sequence is 14810533.

Ack set to 364639619.

Step 5
Flags

oC
- >
- T
o I
owm
o

Step 8
PC acknowledges request.

Connection
Request (SYN)

Connection
Reply (ACK and SYN)

PC acknowledges
Router (ACK)

Step 4
Data Flow

PC tears down
session (FIN)

(ACK)

(FIN)

(ACK)

x/):g
e

Router

Step 2

Router responds with its

own sequence number, and

acknowledges the segment

by increasing the PC

sequence number by one.

Flags U AP R S F
01 00O0O

Source port is 23.

Ack is 14810533.

Its own sequence is

3646346918.

Step 6
Router acknowledges request.

Step 7

Router also tears down

connection.

Flags U AP R S F
011001

Note: It takes 3 or 4 TCP
segments to open a Telnet
session and 4 TCP segments
to close it.



44 Chapter 2: General Networking Topics

The following steps are then taken by TCP:

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6
Step 7

Step 8

A user on the PC initiates a Telnet session to the router.
The PC sends a request with the SYN bit sent to 1.

The destination port number is 23 (Telnet). The PC will also place an initial
sequence number (in this case, random number 14810532) in the segment.

The router responds with its own sequence number (such as, 3646349618)
and acknowledges (ACK) the segment sent by the PC. The ACK will be the
next expected sequence number generated by the PC; in this example, the
ACK is numbered 14810533.

The PC sends a segment that acknowledges (ACK) the router’s reply. The
first three steps are commonly known as the TCP three-way handshake. It
is possible for four packets to start a session if a parameter needs to be
negotiated.

Data is transferred. The window size can be adjusted according to the PC or
the router. The windows size, for example, might be four packets before an
acknowledgment is required. The sender waits for an acknowledgment
before sending the next four segments. The window size can change during
a data transfer; this is commonly known as the sliding window. If, for
example, a lot of bandwidth is available, the sender might resize the window
to eight segments. Or the sender might resize the window to two segments
during periods of high congestion. The ACK (acknowledge) sent by the
receiver is the next expected segment. This indicates that all previous
segments have been received and reassembled. If any segment is lost during
this phase, TCP can renegotiate the time waited before receiving the ACK
and resend any lost segments.

After the PC completes the data transfer, the Telnet session is closed by
sending a TCP segment with the FIN flag set to 1.

The router acknowledges (ACK) the request.

At this stage, the session is still open and the router could send data (this is
known as TCP half close), but the router has no data to send and usually sends
a segment with the FIN bit set to 1.

The PC acknowledges the router’s FIN request, and the Telnet session is
closed. At any stage, the session can be terminated if either host sends a reset
(RST flags in the TCP header); in this case, the session must be reestablished
from scratch.
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NOTE You need to know the TCP process and how packets are sequenced and acknowledged. TCP
acknowledgments specify the next expected segment from a sender. A TCP session requires
three or four segments to start (known as three-way handshake) and four segments to shut down.

TCP Services

This section covers common TCP services or applications used in today’s large IP networks:

Address Resolution Protocol (ARP)

Reverse Address Resolution Protocol (RARP)
Dynamic Host Configuration Protocol (DHCP)
Hot Standby Router Protocol (HSRP)

Internet Control Message Protocol (ICMP)
Telnet

File Transfer Protocol (FTP)

Trivial File Transfer Protocol (TFTP)

Address Resolution Protocol (ARP)

ARP determines a host’s MAC address when the IP address is known. For example, to ping one
device from another, the Layer 2 MAC fields require a destination MAC address. Because this
is the first such request, a broadcast packet is sent across the wire to discover the remote host’s
MAC address. Figure 2-11 displays a scenario where PC1 wants to ping Host PC2.

Figure 2-11 ARP Request

IP address 1.1.1.3
MAC address 3333.3333.3333

~
. < i Router A

|
| |

Po1g g;w

IP address 1.1.1.1 IP address 1.1.1.2
MAC address 1111.1111.1111 MAC address 2222.2222.2222
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When PC1 sends a ping request to PC2 using the known IP address 1.1.1.2 (Layer 3), a
broadcast Layer 2 frame is sent to the destination address FF-FF-FF-FF-FF-FF, and ARP (the
ARP frame contains the source MAC address and the source IP address) is sent to all devices
requesting the Layer 2 MAC address of the device configured with the IP address 1.1.1.2 (by
sending a Layer 2 broadcast frame). PC2 responds to the ARP request with its source MAC
address, 2222.2222.2222. PC1 now has PC2’s MAC address and sends a packet to the
destination address, 2222.2222.2222, and Layer 3 destination address, 1.1.1.2.

NOTE A less common ARP term used in ARP terminology is a gratuitous ARP. A gratuitous ARP
is an ARP request with its own IP address as the target address. It refreshes a device’s ARP
table entries and also looks up duplicate IP addresses. Routers are devices that can send a
gratuitous ARP.
To view the IP ARP table on a Cisco router, the command is show ip arp. The IP ARP table
from Figure 2-11 is displayed in Example 2-2.
Example 2-2 show ip arp Command on Router A
RouterA#show ip arp
Protocol Address Age (min) Hardware Addr Type Interface
Internet 1.1.1.3 - 3333.3333.3333 ARPA  Etherneto
Internet 1.1.1.1 170 1111.1111.1111 ARPA  Etherneto
Internet 1.1.1.2 94  2222.2222.2222 ARPA  Ethernet®
NOTE If you’ve ever wondered why the first ping request on a Cisco router fails, it’s because an ARP
request is sent first when an entry is not present in the ARP table. Subsequent pings will have
100 percent success.
Reverse ARP

Reverse ARP (RARP) is when a device boots up without an IP address and requests an IP
address. Reverse ARP is typically not used in today’s networks, and is replaced by DHCP.

Dynamic Host Configuration Protocol

Dynamic Host Configuration Protocol (DHCP) is defined in RFC 1531 (latest RFC 2131) and
provides a comprehensive method of allocating IP addresses, subnet mask, gateway address,
DNS server, WINS servers, and many more parameters for IP devices.
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Example 2-3

Example 2-4

DHCEP clients send messages to the server on UDP 67, and servers send messages to the client
on UDP 68. Cisco routers can also be configured for DHCP.

Example 2-3 configures a Cisco IOS router to allocate the entire range 131.108.1.0/24, with
a gateway address 131.108.1.1, subnet mask 255.255.255.0, DNS servers 141.108.1.1 and
141.108.1.2, domain name cisco.com, and WINS (for Windows 2000 clients) server addresses
64.104.1.1 and 141.108.2.1. The lease should last forever, so the final command is lease
infinite.

DHCP Configuration on Cisco 10S Router

R1#sh running-config | begin dhcp
ip dhcp excluded-address 131.108.1.1

Interface Ethernet 0
ip address 131.108.1.1 255.255.255.0
|

ip dhcp pool DHCPpool
network 131.108.1.0 255.255.255.0
dns-server 141.108.1.1 141.108.1.2
domain-name cisco.com
default-router 148.16.36.6 148.16.36.3
netbios-name-server 64.104.1.1 141.108.2.1
lease infinite

To view the DHCP leases, use the IOS command show ip dhcp server. Example 2-4 displays
the output taken from a router configured for DHCP.

show ip dhcp server Sample Display

R1#show ip dhcp server
DHCP server: ANY (255.255.255.255)
Leases: 200
Offers: 200 Requests: 400 Acks: 330 Naks: 230
Declines: 0 Releases: 0 Bad: ©

Example 2-4 shows that 200 devices are currently allocated IP addresses, and over 400 requests
were made.

Hot Standby Router Protocol

HSRP allows networks with more than one gateway to provide redundancy in case of interface
or router failure on any given router.

HSRP allows router redundancy in a network. It is a Cisco proprietary solution from before the
IETF defined Virtual Router Redundancy Protocol (VRRP). To illustrate HSRP, Figure 2-12
displays a six-router network with clients on segments on Ethernet networks, Sydney and
San Jose.
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NOTE

Cisco exams typically test Cisco proprietary protocols more heavily than industry standard

protocols, such as VRRP. To my knowledge, VRRP is not listed (or tested) as an objective on

the Cisco website.

Figure 2-12 HSRP Example

Router A #

interface Ethernet 0

ip address 131.108.1.1 255.225.255.0
standby priority 110 preempt

standby authentication cisco

standby ip 131.108.2.100

standby track Serial0

Router C #

interface Ethernet 0

ip address 131.108.1.2 255.225.255.0
standby priority 110 preempt

standby authentication cisco

standby ip 131.108.1.100

standby track Serial0

Network EO
Sydney 131.108.2.2/24
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Router A Serial 0

j Standby IP add 131.108.2.100

PC2
IP Address
131.108.2.1/24 Router F
Gateway Address L e
131.108.2.100/24 Eo erial 0
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Router B
Standby IP add 131.108.1.100

Router E

EO Network
131.108.1.2/24 San Jose
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Serial 0 Router C

=1

IP Address

Router D 131.108.1.1/24

Serial 0

. : ‘ . ‘ Gateway Address
EO

131.108.1.100/24

131.108.1.2/24

Router F #

interface Ethernet 0

ip address 131.108.2.2 255.225.255.0
standby authentication cisco

standby ip 131.108.2.100

Idefault not shown

standby priority 100

Router D #

interface Ethernet 0

ip address 131.108.1.3 255.225.255.0
standby authentication cisco

standby ip 131.108.2.100

ldefault not shown

standby priority 100

PCs are typically configured with only one gateway address. (Windows 2000/XP clients can
take more than one but this still leaves a problem in that all devices must be configured for
multiple gateways; the most scalable solution is to configure a single gateway on all devices and
allow an intelligent network to provide redundancy where only a few devices require configu-
ration.) Assume that PC1 is configured with a gateway address of 131.108.1.100. Two routers
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Table 2-5

on the Ethernet share the segment labeled San Jose network. To take advantage of the two rout-
ers, HSRP will allow only Routers C and D to bid for a virtual IP address, and if any one router
(Router C or D, in this example) fails, the operational router assumes the HSRP gateway
address. Host devices typically have only a brief 100 to —200-millisecond interruption when

a network failure occurs.

To illustrate how HSRP provides default gateway support, refer to Figure 2-12. In Figure 2-12,
you can see a network with two local routers configured with an Ethernet interface address of
131.108.1.2/24 for Router C and 131.108.1.3/24 for Router D. Notice that both routers share a
common Ethernet network. Assume that PC1 has been configured with a default gateway point-
ing to Router C. If Router C goes down or the Ethernet interface becomes faulty, all the devices
must be manually reconfigured to use the second default gateway (Router D, 131.108.1.3/24).
HSRP enables the network administrator to elect one of the two routers to act as the default
gateway. If the elected router goes down, the second router assumes the IP default gateway. The
I0S command standby track interface-of-wan under the Ethernet interface allows the router
to monitor the WAN link. If the WAN link continuously fails past a threshold, the HSRP default
router will decrease its priority to allow a more reliable WAN connection to provide a gateway.
For example, in Figure 2-12, if the link between Routers C and B fails past a threshold, Router
D can be configured to assume the HSRP address to provide a faster connection to the IP back-
bone network.

The steps to enable HSRP are as follows:

Step 1 Enable HSRP (required).

Step 2 Configure HSRP group attributes (optional).

Step 3 Change the HSRP MAC refresh interval (optional).

Table 2-5 illustrates the various required and optional commands to enable HSRP.
HSRP Commands

10S Command Purpose
standby [group-number] timers [msec] These required commands configure the time
hellotime [msec] holdtime between hello packets and the hold time before other

routers declare the active router to be down.

standby [group-number] priority priority Sets the Hot Standby priority used in choosing the
[preempt [delay [minimum | sync] delay]] active router. The priority value range is from 1 to
255, where 1 denotes the lowest priority and 255
denotes the highest priority. Specifies that if the local
standby [group-number) [priority priority] | [outer has priority over the current active router, the
preempt [delay [minimum | sync] delay] local router should attempt to take its place as the
active router. Configures a preemption delay, after
which the Hot Standby router preempts and becomes
the active router. These commands are optional.

or

continues
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Table 2-5

Example 2-5

HSRP Commands (Continued)

10S Command Purpose

standby [group-number] track type number | This optional command configures the interface to
[interface-priority) track other interfaces so that if one of the other
interfaces goes down, the device’s Hot Standby
priority is lowered.

standby [group-number] authentication Selects an authentication string to be carried in all
string HSRP messages. Optional authenticator field allows
only authenticated routers to offer HSRP.

standby use-bia [scope interface] Configures HSRP to use the burned-in address of an
interface as its virtual MAC address instead of the
preassigned MAC address (on Ethernet and FDDI),
or the functional address (on Token Ring).

Now configure Routers C and D in Figure 2-12 for HSRP, and ensure that Router C is the pri-
mary gateway address and that the PC is configured with a gateway address of 131.108.1.100.
Router C is configured with a higher priority (standby priority 110 preempt) than the default
100 to ensure Router C becomes the default gateway for the hosts on the San Jose network;
authentication is also enabled between the two gateway routers.

Example 2-5 displays the sample IOS configuration for Router C.
HSRP Configuration on Router C

interface Ethernet0

ip address 131.108.1.2 255.255.255.0
standby priority 110 preempt

standby authentication cisco

standby ip 131.108.1.100

standby track Serial@

Example 2-5 displays Router C configured with a virtual IP address of 131.108.1.100 and
preempt, which allows Router C to assume the role if a failure occurs. The track command
ensures that Serial0, or the WAN link to Router B, is monitored to make sure a flapping link
does not cause bandwidth delays for users, such as PC1. For every tracked interface failure,
the priority is reduced by 10 by default. The Cisco IOS default priority is set to 100. In

this configuration, two failures must occur for Router D to assume the HSRP address
(110-10-10=90<100).

Example 2-6 displays the sample IOS configuration for Router D. Configure Router D with
an HSRP priority of 105 so that any one (1 not 2) failure on Router C will mean that Router D
priority is higher than Router C. (Router C is set to 105; one failure and then it is set to
105-10=95<100.)
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