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Introduction

The Cisco Systems series of certifications provide you with ameans of validating your expertisein certain core
areas of study to current or prospective employers and to your peers. More network professionals are pursu-
ing the Cisco Certified Security Professional (CCSP) certification because network security has become a
critical element in the overall security plan of 21st-century businesses. This book is designed to help you
attain this prestigious certification.

Goals and Methods

The primary goal of this book isto help you prepare to pass either the 9E0-121 or 642-511 Cisco Secure
VPN (CSVPN) exams as you strive to attain the CCSP certification or afocused VPN certification. Adhering
to the premisethat, asindividuals, we each retain information better through different media, this book provides
avariety of formats to help you succeed in passing this exam. Questions make up a significant portion of
this book, because they are what you are confronted with on the exam and because they are a useful way

to gauge your understanding of the material. The accompanying CD-ROM provides additional questionsto
help you with your exam preparation.

Along with the extensive and comprehensive questions within this book and on the CD, this book also cov-
ers all the published topics for the exam in detail, using charts, diagrams, and screenshots as appropriate to
help you understand the concepts. The book assumesthat you have a moderate understanding of networking
(Cisco's prerequisite for CCSP certification is that you possess the CCNA certification and pass five addi-
tional exams), and does not attempt to bore you with material that you should already know. Some pub-
lished topics are stated with the assumption that you possess certain knowledge that the CCNA certification
did not bestow upon you. In those cases, this book attempts to fill in the missing material to catch you up to
the material covered by the exam topic. Because thisis an exam certification guide, the goal is to provide
you with enough information to understand the published topics and to pass the exam, in effect right-sizing
the material to the topics of the exam.

This book can help you pass the Cisco Secure VPN exam using the following methods:

® Self-assessment questions at the beginning of each chapter help you discover what you need to study.

® Detailed topic material is provided to clarify points that you might not already understand.

® End-of-chapter exercises and scenarios help you determine what you learned from the chapter’s material.
® Additional questions on the CD give you a chance to look at the material from different perspectives.

Who Should Read This Book?

This book was designed as an aid to help you pass the CCSP Cisco Secure VPN exam. Because that isthe
primary goal of thisbook, it stands to reason that the CCSP candidate will derive the most benefit from this
book. Everyone who attempts to obtain the CCSP certification must take the Cisco Secure VPN exam, mak-
ing every CCSP candidate a potentia beneficiary of the material in this book.
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That doesn't mean that thisisjust another one of those cramming aids that you use to pass the test and then
place on your shelf to collect dust. The material covered in this book provides practical solutions to 80-90%
of the VPN configuration challenges that you can encounter in your day-to-day networking experiences.
This book can become a valuable reference tool for the security-conscious network manager. Designers can
also find the foundation material and foundation summaries valuable aids for network design projects.

The Organization of This Book

Although this book could be read cover to cover, it is designed to be flexible and allows you to easily move
between chapters and sections of chapters to cover just the material that you need more work with. Chapter
1 provides an overview of the CCSP certification and offers some strategies for how to prepare for the
exams. Chapters 2 through 11 are the core chapters and can be covered in any order. If you intend to read
all the chapters, their order in this book is an excellent sequence to use.

The core chapters—Chapters 2 through 11—cover the following topics:

® Chapter 2, “Overview of VPN and | PSec Technologies’—This chapter discusses VPN protocols and
concepts, concentrating on the |PSec protocol. Exam objectives covered in this chapter include the
following:

— 1 Cisco products enable a secure VPN
— 2 |PSecoverview

— 3 IPSec protocol framework

— 4 How IPSec works

® Chapter 3, “Cisco VPN 3000 Concentrator Series Hardware Overview” —This chapter looks at the
Cisco VPN 3000 Concentrator Series and describes the capabilities of each VPN concentrator model.
Exam objectives covered in this chapter include the following:

— 5 Overview of the Cisco VPN 3000 Concentrator Series

— 6 Cisco VPN 3000 Concentrator Series models

— 7 Benefits and features of the Cisco VPN 3000 Concentrator Series
— 8 Cisco VPN 3000 Concentrator Series Client support

® Chapter 4, “ Configuring Cisco VPN 3000 for Remote Access Using Preshared Keys’—This chapter
describesthe process of configuringVV PN concentratorsfor remote accesswith preshared keys. Initial CLI
and browser configuration of the concentrator are covered. Advanced configuration issues are discussed.
Installation and configuration of the Cisco VPN Client for Windows is also discussed in this chapter.
Exam objectives covered in this chapter include the following:

— 9 Overview of remote access using preshared keys

— 10 Initial configuration of the Cisco VPN 3000 Concentrator Series for remote access
— 11 Browser configuration of the Cisco VPN 3000 Concentrator Series

— 12 Configuring users and groups

— 13 Advanced configuration of the Cisco VPN 3000 Series Concentrator

— 14 Configuring the IPSec Windows Client
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Chapter 5, “Configuring Cisco VPN 3000 for Remote Access Using Digital Certificates’—This
chapter discusses digital certificates and Certificate Authority (CA) support. Enrolling and installing
certificates, generating public/private key pairs, and validating certificates are also discussed. The VPN
concentrator and VPN Client are configured to use digital certificates in this chapter. Exam objectives
covered in this chapter include the following:

— 15 CA support overview
— 16 Certificate generation
— 17 Vadidating certificates
— 18 Configuring the Cisco VPN 3000 Concentrator Seriesfor CA support

Chapter 6, “Configuring the Cisco VPN Client Firewall Feature’—This chapter discusses the VPN
Client’s firewall feature set, including the Are You There feature, central policy protection, and
monitoring firewall statistics. Exam objectives covered in this chapter include the following:

— 19 Overview of software client’s firewall feature

— 20 Software client’sAreYou There feature

— 21 Softwareclient’s Stateful Firewall feature

— 22 Software client’s Central Policy Protection feature
— 23 Client firewall statistics

— 24 Customizing firewall policy

Chapter 7, “Monitoring and Administering the Cisco VPN 3000 Series Concentrator” —Earlier
chapters in this book work with the Configuration menus of the VPN Manager. This chapter works with
the remaining sections of the VPN Manager, the Monitoring and Administration sections. Exam
objectives covered in this chapter include the following:

— 25 Monitoring the Cisco VPN 3000 Series Concentrator
— 26 Administering the Cisco VPN 3000 Series Concentrator

Chapter 8, “Configuring Cisco 3002 Hardwar e Client for Remote Access’—The Cisco VPN 3002
Hardware Client is thoroughly discussed in this chapter. Interactive and integrated hardware and client
authentication are discussed. Client statistics monitoring is also covered in this chapter. Exam objectives
covered in this chapter include the following:

— 27 Cisco VPN 3002 Hardware Client remote access with preshared keys
— 28 Overview of VPN 3002 interactive unit and user authentication feature
— 29 Configuring VPN 3002 integrated unit authentication feature

— 30 Configuring VPN 3002 user authentication

— 31 Monitoring VPN 3002 user statistics
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Chapter 9, “ Configuring Scalability Features of the VPN 3002 Har dware Client”—The Cisco VPN
3002 Hardware Client iswell suited to large organi zations. This chapter discussesthe scalability features
of load balancing, PAT, auto-update, and backup server. Exam objectives covered in this chapter include
the following:

— 32 Overview of the VPN 3002 Reverse Route Injection feature
— 33 Configuring the VPN 3002 backup server feature

— 34 Configuring the VPN 3002 load-balancing feature

— 35 Overview of the VPN 3002 Auto-Update feature

— 36 Configuring the VPN 3002 Auto-Update feature

— 37 Monitoring VPN 3002 Auto-Update events

— 38 Overview of Port Address Translation

— 39 Configuring IPSec over UDP

— 40 Configuring |PSec over TCP

Chapter 10, “ Cisco VPN 3000 L AN-to-L AN with Preshared Keys’—While ideal for remote access
implementations, the Cisco VPN 3000 Concentrator Seriesisalso an excellent platformfor LAN-to-LAN
VPN connections. This chapter discusses the LAN-to-LAN concept and shows you how to configure the
VPN concentrator for that role. Exam objectives covered in this chapter include the following:

— 41 Cisco VPN 3000 IPSec LAN-to-LAN
— 42 LAN-to-LAN configuration

— 43 SCEP support overview

— 44 Root certificate installation

— 45 |dentity certificate installation

Chapter 11, “ Scenarios’—This chapter presents scenarios that test your ability to analyze variousV PN
situations and to apply your knowledge to solving problems and implementing solutions.
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Icons and Symbols Used in This Book

Cisco uses the following standard icons to represent different networking devices.

You will encounter several of these icons within this book.
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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions used in the |OS Command
Reference. The Command Reference describes these conventions as follows:

Vertical bars () separate aternative, mutually exclusive elements.

Square brackets[ ] indicate optiona el ements.
Braces{ } indicate arequired choice.

Braces within brackets [( )] indicate a required choice within an optiona element.
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® Boldfaceindicates commands and keywords that are entered literally as shown. In actual configuration
examples and output (not general command syntax), boldface indicates commands that are manually
input by the user (such as a show command).

® [talicsindicate arguments for which you supply actual values.

Features of Each Chapter

Exampletest questions allow simulated examsfor final practice. Each of these chapters uses several features
to help you make the best use of your time in that chapter. The features are as follows:

® “Dol Know ThisAlready?” Quiz and Quizlets—Each chapter begins with a quiz that helps you
determine the amount of time you need to spend studying that chapter. The quiz is broken into
subdivisions, called “quizlets,” that correspond to a section of the chapter. Following the directions at the
beginning of each chapter, the “Do | Know ThisAlready?’ quiz directs you to study all or parts of the
chapter.

® Foundation Topics—Thisisthe core section of each chapter that explains the protocols, concepts, and
configuration for the topics in the chapter.

® Foundation Summary—Near the end of each chapter, asummary collects the most important tables and
figures from the chapter. This section helps you review the key concepts in the chapter if you score well
onthe“Do | Know ThisAlready?’ quiz, and these concepts are excellent tools for |ast-minute review.

® Q& A—Theseend-of-the-chapter questionsfocus on recall, covering subjectsin the “ Foundation Topics”
section by using several types of questions. Because the “Do | Know ThisAlready?’ quiz questions
can help increase your recall as well, these questions are restated in the Q& A section. Restating these
questions, along with presenting new questions, providesalarger set of practice questionsfor testing your
knowledge when you finish a chapter and for final review when your exam date is approaching.

® Scenarios—Located at the end of most chapters, the scenarios allow amore in-depth examination of a
network implementation. Rather than posing a simple question asking for asingle fact, the scenarios et
you design and build networks (at least on paper) without the inherent clues of a multiple-choice quiz
format.

About the CD-ROM

The companion CD-ROM contains more than 200 questions that are not included in this book. You can
answer these questions by using the simulated exam feature or by using the topical review feature. Thisis
the best tool to help you prepare for the test-taking process.









CHAPTER 1

All About the Cisco Certified
Security Professional

Network security is a hot topic, and network security specialists are hot commoditiesin
today’s job market. It's no surprise, then, that the Cisco Certified Security Professional
(CCSP) distinguishes itself as one of the most sought-after networking certifications
available today.

The CCSP was promoted in late 2002 from a Cisco Qualified Specialist program to a full-
fledged track, paralleling Cisco Certified Network Professional (CCNP), Cisco Certified
Design Professional (CCDP), and Cisco Certified Internetworking Professional (CCIP).
Like the other three primary certification tracks, the CCSP has the CCNA exam asa
prerequisite.

Accomplishing the CCSP certification requires you to pass five challenging exams, which
cover awide range of Cisco hardware and application software. You work with routers and
firewalls at your network perimeter or in your demilitarized zone (DMZ). You establish
Virtual Private Network (VPN) concentrators for your remote access users. Intrusion
detection systems can covertly keep tabs on your network, and you learn how to configure
and administer those systems. You work with Cisco Works components, such as Cisco
Secure Policy Manager (CSPM) and Cisco Secure Access Control Server (CSACS). You
use web browser applications to configure the hardware devices that protect your network.
You ensure secure connectivity in small and medium networks, based on the SAFE
blueprint.

Some of theinformation contained in thisbook overlaps material from the other four topics
covered by the CCSP series of exams. VPN technology isan important el ement in network
security, and it is no accident that more than one CCSP course includes additional informa-
tion on Internet Protocol Security (IPSec) VPNs.

The exam is a computer-based exam that has multiple-choice, fill-in-the-blank, and drag-
and-drop matching and ordering questions. The CCSP series of exams are some of the most
interesting exams to take because of the variety of presentation methods used during the
guestioning. When you are required to enter acommand, you must be precise in your
syntax, and you must not use abbreviations.
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NOTE

You can take the exam at any Thompson Prometric or VUE testing center. Both of thesetesting
organi zations have websites that allow you to find atesting center and register for tests online.
You can also call them to accomplish the same thing. Cisco’s website has information about
registering for the exams, including links and telephone numbers for Prometric and VUE. Go
to Cisco'swebsite and search for “registering for exams.” Thefirst search result should contain
the most recent information regarding exam registration.

Both organizations have an official registration process that you need to complete thefirst time
you work with them. When you arrive at the testing facility to take your exam, be absolutely
surethat you have aphoto | D on hand. You will not be allowed to take an exam without positive
identification. Also, be aware that you will not be permitted to take materials into the testing
booth—instead, the test proctor provides you with a pencil and supply of scratch paper.

Asyou take the exam, remember to read each question carefully before selecting your answer.
Understand what the question is asking before attempting to answer it. Some electronic
certification tests allow you to review and modify your answers if you finish before time
expires. Cisco examsare not of that variety. You have one opportunity to answer each question.
Take your time, and be sure to supply an answer for each question. If you don’t understand the
question, try restating it to see if you can figure out what is being asked. If a question stumps
you, try to eliminate obviously false answers and make an educated guess from the remaining
choices. Be sure to jot down “stumper” topics on your scratch paper.

You will most likely be given little more than an hour to complete the exam. Passing scores
vary—typically, somewhere in the range of 790 or 800 on a scale of 300 to 1000 pointsis
considered passing. If you turn that into a percentage, you need to answer slightly more than 70
percent of the questions correctly to pass the exam.

Certification candidates should check the Cisco Systems certification website frequently
(www.cisco.com/goltraining) as exam criteria such as time allotted, number of questions, and
passing scores are subject to change without notice.

You might not pass the exam thefirst time. If that is the case, use the experience as alearning
tool. Now you know what the test looks like, and you don’t need to worry about the mechanics
of the test. Make notes to yourself of the questions that were asked, especialy the ones that
stumped you. You can make notes on your scratch paper during the exam.

At the end of the exam, you don’t have to leave the testing booth immediately, and you can
review your notes several times to remember them. (Remember that the proctor collects your
scratch paper before you leave.) After you leave the test facility, try to write down as many
guestions and topics as you can remember from the exam. Be prepared by bringing a notebook
tojot down your answers. Use these brain dumps as your study guidein preparation for the next
time you take the exam. Although you will not get exactly the same questions each time you
take the exam, the questions are pulled from a pool, and you will most likely see some of the
same questions each time you take the test. You will certainly see similar questions.
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Stick with it if you don’t succeed the first time. You can do it, and you will find the CCSP
material interesting and on target for the needs of most businesses. Also, the exams are a
refreshing change from those you might have taken in the past.

How This Book Can Help You Pass the CCSP Cisco

Secure VPN Exam

The primary focus of this book isto crystallize knowledge that you might have gained from
instructor-led or on-the-job training into the facts and procedures you need to know to pass the
CCSP Cisco Secure VPN exam. Material is not covered to the depth that you might seein an
instructor-led class. This book concentrates on the core material and does not delve too deeply
into the more esoteric aspects of this topic.

The audience for this book includes candidates who have successfully completed the Cisco
SecureVirtual Private Networks (CSVPN) class or those who gained some experiencein VPNs
through other means. If you have taken the CSVPN class, you will find that much of the material
isfamiliar, and you can benefit most from the prechapter and postchapter questions and from
the scenarios that you find throughout thisbook. If you have not taken the CSV PN class, you are
going to find those questions and scenarios especially beneficial asyou prepare for the exam.

The most recent version of the CSVPN exam has been greatly modified from the original. You
no longer need to be ableto configureVPNs on routers and firewalls; this exam concentrates on
remote access V PNs through VPN Concentrators, including the Cisco VPN 3002 Hardware
Client, which was not covered on the origina exam.

Overview of CCSP Certification and Required Exams

The CCSP certification isamain certification track, beginning at the CCNA and ending at the
CCIE level, as do the CCNP and CCIP certifications.

The CCSP certification requires you to pass five exams. The prerequisite for being awarded
your CCSP certification upon completion of these examsisthat you hold a current CCNA
certification. Table 1-1 contains alist of the examsin the CCSP certification series. Because all
exam information is managed by Cisco Systems and is therefore subject to change, candidates
should continually monitor the Cisco Systems website for course and exam updates at
WWW.Cisco.com/go/training.

The CCSP certification is valid for 3 years, after which you must perform the requirements for
recertification. Currently, the requirement isthat you retake the current version of the appropriate
exams. You can find out more about the Cisco Certified Security Professional track at the Cisco
website, www.cisco.com, where you can search for “Career Certifications.”
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Table 1-1

CCSP Certification Exams

Exam Number | Exam Name

Comments on Upcoming Exam Changes

640-100 MCNS 3.0, Managing Cisco

Network Security

In Summer 2003, a new exam, SECUR 642-501,
will become available. This exam will eventually
replace the 640-100 exam. If recertification
candidates passthisexam, they will be considered
recertified at the CCNA or CCDA level.

9EO0-111 CSPFA 3.0, Cisco Secure PIX

Firewall Advanced Exam

By Summer 2003, anew exam will be available
to certification candidates taking the PI X exam:
642-521. Note that the renumbering signifies
that those that pass this exam will be considered
recertified at the CCNA or CCDA level. There
are no significant changes between the 9E0-111
exam and the 642-521 exam.

9E0-100 CSIDS 3.0, Cisco Secure

Intrusion Detection Systems

There are no anticipated changesto thisexam as
of thetime that this book was printed. Be sureto
refer to the Cisco Systems website for current
information regarding exam numbers and
content.

9E0-121 CSVPN 3.0, Cisco Secure

Virtual Private Networks

By Summer 2003, a new exam will be available
to certification candidates taking the VPN
exam: 642-511. Note that the renumbering
signifies that those that pass this exam will be
considered recertified at the CCNA or CCDA
level. There are no significant changes between
the 9E0-121 exam and the 642-511 exam.

9E0-131 CSl 1.0, Cisco SAFE

Implementation

There are no anticipated changesto this exam as
of thetime that this book was printed. Be sureto
refer to the Cisco Systems website for current
information regarding exam numbers and
content.

The Cisco Secure VPN Exam

The Cisco Secure VPN exam was designed to test your knowledge of configuring, monitoring,
and administering Cisco’s purpose-built VPN 3000 Series Concentrators. Because | PSec isthe
VPN tunneling protocol of choice for these products, the exam deals mostly with the |PSec
protocol on these devices. The CSVPN exam coversthe concentrators, software clients, and the
Cisco VPN 3002 Hardware Client.

You will mogt likely be given little more than an hour to complete the exam. Passing scores vary—
typically, somewherein the range of 790 or 800 on a scale of 300 to 1000 pointsis considered
passing. The exam isamixture of multiple-choice questions with asingle answer, multiple-choice
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guestions with multiple answers, drag-and-drop questions, simulation questions, and fill-in-the-
blank questions. All CCSP exams now contain asimulation lab item. For thisexam, thismeansthat
you may haveto actually configure aVPN 3000 Concentrator for remote access. This exam item
isworth multiple pointsand you may qualify for partial credit. Thereare no true-or-false questions.
(Remember that exam criteria such astime dlotted, number of questions, and passing scores, are
subject to change without notice. Test takers should frequently refer to the Cisco Systems
certification site for the latest information at www.cisco.com/go/training.)

Onceyou arein the testing booth in front of the workstation, you are asked to log in. Next, you
are asked to complete a short survey about how you prepared for the exam and what you consider
your expertise level to be. Thetime you take for the survey is not deducted from the time allotted
for the exam. After you complete the survey, you are asked to accept the terms of Cisco’'s non-
disclosure agreement (which is the reason that the authors cannot tell you about actual test
questions). If you decline to accept the agreement, you are not permitted to take the exam. Upon
accepting the nondisclosure agreement, the exam begins.

You are presented with one question at atime. A timer and a counter are running to show you
how many minutesyou have remaining for the exam and how many questionsyou have attempted.
The questions in Cisco examstend to be straightforward, for example, “How do you configure
the...,” “What do you cdl the. . .,” “What isthe command to. . .,” and so on. The questions are
comprehensive, however, so you need to know your material. A multiple-choice question might
encompass two or three topics. Some of the trickier questions tend to be the drag-and-drop
guestions. However, you can undo your answers to those questions and reposition your choices
if you find you've made a mistake before committing your answer.

Alwaystake a couple of secondsto review your answer before moving on to the next question.
You are not permitted to review your answers or to change them once you go to the next
question. If you get to the end before time runs out, click the Finish button to end the exam. If
time expires, the testing software does that for you.

At the end of the exam, you are allowed to make commentsto Cisco about any of the questions
in the exam. If you find questions that don’'t work properly, are poorly worded, seem unfair, or
arewrong, thisis your opportunity to tell Cisco about them. Be sure to keep notes as you take
the exam if you want to make comments at the end.

Once you finish the comments section, the software presents a“thank you for taking the exam”
screen. When you clear that, the system displays your score and declares whether you have
passed the exam. When you have spent many hours preparing for an exam, you can’t believe
therelief you feel when the word PASS is shown on the screen!

At the sametimeyou seetheresultsof your exam, acopy of theresultsisprinted at the proctor’s
desk. When you leave the testing booth, the proctor presses a seal onto the exam results and
stamps them DO NOT LOSE THIS REPORT. You also receive a printed copy of the non-
disclosure agreement that you consented to prior to taking the exam.

A few weeks after you have completed all the requirementsfor agiven certification, you receive
your certification through the mail. You also receive alaminated card that you can carry with
you attesting to the fact that you are, indeed, a Cisco Certified Security Professional.
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Topics on the Cisco Secure VPN Exam

Although you might not know what questions you are going to see on the exam, you do have
accessto the exam topics. If you study these topic areas, you should do well on thisexam. The
design of this book is based on the exam topics. Each chapter in this book correspondsto a
major topic area and contains the information that you need to study to thoroughly cover the
exam topic material. Table 1-2 shows the topics for the Cisco Secure VPN exam.

Table 1-2

CSVPN Exam Topics

Chapter and Chapter Title

Exam Topics

Chapter 2
Overview of VPN and IPSec Technologies

1 Cisco products enable a secure VPN

2 |PSec overview

3 1PSec protocol framework

4 How IPSec works

Chapter 3

Cisco VPN 3000 Concentrator Series Hardware
Overview

5 Overview of the Cisco VPN 3000 Concentrator
Series

6 Cisco VPN 3000 Concentrator Series models

7 Benefits and features of the Cisco VPN 3000
Concentrator Series

8 Cisco VPN 3000 Concentrator Series Client
support

Chapter 4

Configuring Cisco VPN 3000 for Remote Access
Using Preshared Keys

9 Overview of remote access using preshared keys

10 Initia configuration of the Cisco VPN 3000
Concentrator Series for remote access

11 Browser configuration of the Cisco VPN 3000
Concentrator Series

12 Configure users and groups

13 Advanced configuration of the Cisco VPN
3000 Series Concentrator

14 Configure the IPSec Windows Client

Chapter 5

Configuring Cisco VPN 3000 for Remote Access
Using Digital Certificates

15 CA support overview

16 Certificate generation

17 Validating certificates

18 Configuring the Cisco VPN 3000 Concentrator
Seriesfor CA support
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CSVPN Exam Topics (Continued)

Chapter and Chapter Title

Exam Topics

Chapter 6

Configuring the Cisco VPN Client Firewall
Feature

19 Overview of software client’s firewall feature

20 Software client’'s Are You There feature

21 Software client’s Stateful Firewall feature

22 Software client’s Central Policy Protection
feature

23 Client firewall statistics

24 Customizing firewall policy

Chapter 7

Monitoring and Administering the Cisco VPN
3000 Series Concentrator

25 Monitoring the Cisco VPN 3000 Series
Concentrator

26 Administering the Cisco VPN 3000 Series
Concentrator

Chapter 8

Configuring Cisco 3002 Hardware Client for
Remote Access

27 Cisco VPN 3002 Hardware Client remote
access with preshared keys

28 Overview of VPN 3002 interactive unit and
user authentication feature

29 Configuring VPN 3002 integrated unit
authentication feature

30 Configuring VPN 3002 user authentication

31 Monitoring VPN 3002 user statistics

Chapter 9

Configuring Scalability Features of the VPN 3002
Hardware Client

32 Overview of the VPN 3002 Reverse Route
Injection feature

33 Configuring the VPN 3002 backup server
feature

34 Configuring the VPN 3002 |oad balancing
feature

35 Overview of the VPN 3002 Auto-Update
feature

36 Configuring the VPN 3002 Auto-Update
feature

37 Monitoring VPN 3002 Auto-Update events

38 Overview of Port Address Trandlation

39 Configuring IPSec over UDP

40 Configuring IPSec over TCP

continues



10 Chapter 1: All About the Cisco Certified Security Professional

Table 1-2 ~ CSVPN Exam Topics (Continued)

Chapter and Chapter Title Exam Topics

Chapter 10 41 Cisco VPN 3000 |PSec LAN-to-LAN
Cisco VPN 3000 LAN-to-LAN with Preshared 42 LAN-to-LAN configuration

Keys 43 SCEP support overview

44 Root certificate installation

45 |dentity certificate installation

Recommended Training Path for the CCSP Certification

The Cisco recommended training path for the CCSP certification isto attend the instructor-led
training courses offered by Cisco Learning Partner. The following courses are designed around
lots of lab work so that you can get practical experience configuring or managing the devices
that you are studying:

Securing Ciscol OSNetwor ks(SECUR)—Thisfive-day courseisan updatetoVersion 3.0
of the Managing Cisco Network Security (MCNS) course. This task-oriented course
teaches the knowledge and skills needed to secure Cisco | OS router networks.

Cisco SecurePI X Firewall Advanced (CSPFA)—Thisfour-day courseteachesyou how
to describe, configure, verify, and manage all aspects of the PIX Firewall product.

Cisco Securelntrusion Detection System (CSI DS)—Thisthree-day courseteachesyou
how to use the Cisco I ntrusion Detection System to detect and respond to network attacks.
Additionally, you learn how to manage, administer, and monitor your intrusion detection
systems.

Cisco Secure VPN (CSVPN)—This four-day course teaches you how to describe,
configure, verify, and manage the Cisco VPN 3000 Concentrator, the Cisco VPN 3.1
Software Client, and the Cisco VPN 3002 Hardware Client.

Cisco SAFE Implementation (CSI)—This four-day course teaches you how to
understand and apply the axioms described in the SAFE blueprint as applied to small,
medium, and remote user networks.

Many students find the labs an invaluable learning aid. That fact, coupled with knowledgeable
instructors, helps to make these courses popular and effective. You can couple these training
classeswith the associated Cisco Press Exam Certification Guide or Self-Study Guideto obtain
broad knowledge and experience with the subject material in the class and then target that
knowledge and experience toward the specific topics of the exam.
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Using This Book to Pass the Exam

Each of the following chaptersin this book contains four components, and many contain afifth
optional component. The four main components within each chapter and the optional
component are as follows:

® A short preassessment quiz titled “Do | Know ThisAlready?’.

® A “Foundation Topics’ section that contains the major topics of the chapter.

® A “Foundation Summary” section that summarizes the key points of the chapter.
® A longer postassessment quiz entitled “Q&A”.

® The optional section includes scenarios and scenario-related questions and exercises.
Scenarios are included in chapters where the content lends itself to hands-on, critical-
thinking exercises. The scenarios section is not included in chaptersthat are conceptual in
nature; these chapters do not lend themselves to scenario-based questions and exercises.

You should begin each chapter by honestly taking the “Do | Know ThisAlready?’ quiz at the
beginning. The questions are al fill-in-the-blank types that ask for objective—rather than
subjective—answers. You can find the answersto the questionsin Appendix A. If you missonly
one or two of the questions, you already have a good understanding of the chapter’'s material,
and you can opt to skip the chapter and move on to the next.

If you only miss afew questions on the prechapter test, you should plan on studying the
Foundation Summary and completing the Q& A and the Scenarios sections at the end of the
chapter. These three areas should provide the extrainformation that would allow you to master
the chapter’'s material. If you miss any morethan four or five questionsinthe“Do | Know This
Already?’ quiz, plan on devoting time to study the entire chapter.

Do not skip the chapter quizzes! You are preparing for an exam that consists of questions about
the subject of VPNs and VPN concentrators. The more questions you attempt that cover the
same topics, the better the odds that you will have seen most of the questions that are on the
exam. Just as abaseball hitter gains confidence by taking batting practice before stepping up to
the plate to face apitcher, you too can gain confidence by attempting the chapter quizzes before
taking the exam.

Final Exam Preparation Tips

This book contains most of the material that you need to pass the Cisco Secure VPN exam.
Remember, you do not need to know all the answersto pass the exam. Few individuals become
certified having received 100 percent on any of the required exams. For therecord, thetestsare
only graded Pass or Fail. Passing by one point isjust as good as passing with 100 percent asfar
as the certification process is concerned.

Although you do not need to answer 100 percent of the questions correctly, you should study
all thematerial in thisbook because you do not know what areaswill be covered by thetest you
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are given. The questions that you get for your exam are drawn from alarge pool. The tests
attempt to cover most of the published objectives, but agiven test might skip questionsfor some
objectives.

Take the chapter quizzes. If you do poorly on these quizzes, review the material and take the
quizzes again. Once you can answer 85-90 percent of the questions correctly, move on to the
next chapter. The questions in the chapters are representative of the questions that you encounter
on the exam, but they probably do not cover everything that you will see on the exam. If you
can accept the notion that it's okay not to ace the CSVPN exam, you will most likely do well.

Try to spend no more than a few days on each chapter, and keep a consistent study schedule.
Information is volatile, and the shorter you can keep your preparation period, the fresher the
informationiswhen you take the exam. If you get off schedule, review the summariesfrom each
chapter you have compl eted thusfar, retake the end-of -chapter Q& A quizzesfor those chapters,
and then move on. When you are within two weeks of completing your study, schedule your
exam so that you have a fixed date to keep you motivated and on target. Before you take the
exam, spend aday reviewing the Foundation Summary material from each chapter and retaking
the“Do | Know ThisAlready?’ tests at the beginning of each chapter.

If you can do consistently well on the chapter quizzes, you will pass the CSVPN exam. The
authors wish you good luck in achieving your career certification goals.






Exam Topics Discussed in This Chapter

This chapter covers the following topics, which you need to master in your pursuit of
certification as a Cisco Certified Security Professional:

1 Cisco products enable a secure VPN
2 IPSec overview
3 IPSec protocol framework

4  How IPSec works



CHAPTER 2

Overview of VPN and IPSec
Technologies

The Internet is an integral part of business communications today. Corporations useit as
an inexpensive extension of their local- or wide-area networks. A local connection to an
Internet service provider (1SP) enables far-reaching communications for e-commerce,
mobile users, sales personnel, and global business partners. The Internet is cheap, easily
enabled, stable, resilient, and omnipresent. But it isnot secure, at least not in its native state.

Asacorporate user, you want to shield your communications from misdirection, misappro-
priation, and misuse, especialy if you are discussing trade secrets, personnel issues, or
financial information. Ideally, you want to be able to establish a pipeline through the Inter-
net cloud that goes from point A to point B and shields your data from prying eyes along
the way. TCP/IP is the foundation of the Internet and provides little in the way of security.

That iswhereVirtual Private Networks (VPNs) cometo the rescue. This clever concept can
provide the security that you need with a variety of features. VPNSs can provide security
through point-to-point encryption of data, data integrity by ensuring that the data packets
have not been altered en route, and authentication to ensure that the packets are coming
from the right source. VPNs enable an efficient and cost-effective method for secure
communicationsacrossthe Internet’s publicinfrastructure. I nternet Protocol Security (IPSec)
isthe Cisco protocol of choice for establishing VPNSs. This chapter provides an overview
of VPNs and IPSec and discusses the technol ogies that Cisco products bring to this useful
technology.

How to Best Use This Chapter

By taking the following steps, you can make better use of your time;

® Keep your notes and answers for all your work with this book in one place for easy
reference.

® Takethe“Do | Know ThisAlready?’ quiz, and write down your answers. Studies
show that retention is significantly increased through writing facts and concepts
down, even if you never look at the information again.

® Usethediagram in Figure 2-1 to guide you to the next step.
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Figure 2-1 How to Use This Chapter

Take
"Do | Know This Already?"
Quiz

v

Low High
Score?

lMedium

Review
Chapter
Using
Charts and Tables

l v
Review Want

—_— Foundation More
Summary Review?

l No

Perform
End-of-Chapter
Q&A and Scenarios

!

Go To
Next
Chapter

Read
Foundation
Topics

Yes

“Do | Know This Already?” Quiz

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide what parts of the
chapter to use. If you already intend to read the entire chapter, you do not need to answer these
guestions now.

This 16-question quiz hel ps you determine how to spend your limited study time. The quiz is
sectioned into four smaller “quizlets,” which correspond to the four major topic headingsin the
chapter. Figure 2-1 outlines suggestions on how to spend your timein this chapter based on your
quiz score. Use Table 2-1 to record your scores.
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Table 2-1 Score Sheet for Quiz and Quizets
Foundations Topics Section
Quizlet Number Covering These Questions Questions Score
1 Cisco products enable a secure VPN 14
2 IPSec overview 58
3 IPSec protocol framework 9-12
4 How IPSec works 13-16
All questions 1-16

1 Which Cisco hardware product families support IPSec VPN technology?

2 What are the two | PSec protocols?

3 Which type of VPNs use a combination of the same infrastructures that are used by the
other two types of VPNSs?

4 Which of the Cisco VPN 3000 Series Concentrators is a fixed-configuration device?

5 What key element is contained in the AH or ESP packet header?
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6 What are the two modes of operation for AH and ESP?

7 How many Security Associations (SAs) doesit take to establish bidirectional 1PSec
communications between two peers?

8 What is amessage digest?

9 Which current RFCs define the |PSec protocol s?

10 What message integrity protocols does | PSec use?

11 What isthe triplet of information that uniquely identifies a security association?
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12

13

14

15

16

You can select to use both authentication and encryption when using the ESP protocol.
Which is performed first when you do this?

What five parameters are required by IKE Phase 1?

What is the difference between the deny keyword in a crypto Access Control List (ACL)
and the deny keyword in an accessACL?

What transform set would allow SHA-1 authentication of both AH and ESP packets and
would also provide Triple Data Encryption Standard (3DES) encryption for ESP?

What are the five steps of the |PSec process?
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Theanswersto thisquiz arelisted in Appendix A, “Answersto the“Do | Know ThisAlready?’
Quizzesand Q& A Sections.” The suggestions for your next steps, based on quiz results, are as
follows:

® 2 or lessscoreon any quizlet—Review the appropriate portions of the “Foundation
Topics’ section of this chapter, based on Table 2-1. Proceed to the “ Foundation Summary”
section and the “ Q&A™ section.

® 8or lessoverall score—Read the entire chapter, including the “ Foundation Topics,”
“Foundation Summary” sections, and the “Q& A" section.

® 9to 12 overall score—Read the “ Foundation Summary” section and the“ Q& A” section.
If you are having difficulty with a particular subject area, read the appropriate portion of
the “Foundation Topics” section.

® 13 or moreoverall score—If you feel that you need more review on these topics, go to
the “Foundation Summary” section, then to the “Q&A” section. Otherwise, skip this
chapter and go to the next chapter.
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Foundation Topics

Cisco VPN Product Line

1 Cisco products enable a secure VPN

VPNsaretypically deployed to provideimproved accessto corporate resourceswhile providing
tighter control over security at areduced cost for WAN infrastructure services. Telecommuters,
mobile users, remote offices, business partners, clients, and customers all benefit because
corporations see VPNSs as a secure and affordable method of opening access to corporate
information.

Surveys have shown that most corporations implementing VPNs do so to provide access for
telecommuters to access the corporate network from home. They cite security and reduced cost
asthe primary reasonsfor choosing VPN technology and single out monthly service chargesas
the cost justification for the decision.

VPN technology was developed to provide private communication wherever and whenever
needed, securely, while behaving as much like atraditional private WAN connection as
possible. Cisco offers avariety of platforms and applications that are designed to implement
VPNs. The next section |ooks at these various products and Cisco’s recommended usage in the
deployment of VPNSs.

Enabling VPN Applications Through Cisco Products

Through product devel opment and acquisitions, Cisco has a variety of hardware and software
components available that enable businesses of all sizesto quickly and easily implement secure
VPNSs using | PSec or other protocols. The types of hardware and software components you
choose to deploy depend on the infrastructure you aready have in place and on the types of
applications that you are planning to use across the VPN.

This section covers the following topics:
® Typical VPN applications
® Using Cisco VPN products

Typical VPN Applications

The business applications that you choose to run on your VPNs go hand in hand with the type
of VPN that you need to deploy. Remote access and extranet users can use interactive applica
tions such as e-mail, web browsers, or client/server programs. Intranet VPN deployments are
designed to support data streams between business locations.
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The benefits most often cited for deploying VPNs include the following:

® Cost savings—Elimination of expensive dedicated WAN circuits or banks of dedicated
modems can provide significant cost savings. Third-party Internet service providers (1SPs)
provide Internet connectivity from anywhere at any time. Coupling | SP connectivity with
the use of broadband technologies, such as digital subscriber line (DSL) and cable, not
only cuts the cost of connectivity but can also deliver high-speed circuits.

® Security—The cost savingsfrom the use of publicinfrastructures could not be recognized
if not for the security provided by VPNs. Encryption and authentication protocols keep
corporate information private on public networks.

® Scalability—With VPN technologies, new users can be easily added to the network.
Corporate network availability can be scaled quickly with minimal cost. A single VPN
implementation can provide secure communications for a variety of applications on
diverse operating systems.

VPNsfall into three basic categories:
® Remote access
® |ntranet
® Extranet
The following sections cover these three areas in more detail.

Remote Access VPNs

Telecommuters, mobile workers, and remote offices with minimal WAN bandwidth can all
benefit from remote accessVPNs. Remote access V PNs extend the corporate network to these
usersover publicly shared infrastructures, while maintaining corporate network policiesall the
way to the user. Remote access VPNs are the primary type of VPN in use today. They provide
secure access to corporate applications for telecommuters, mobile users, branch offices, and
business partners. These VPNs are implemented over common public infrastructures using
ISDN, dial, analog, mabile P, DSL, and cable technology. TheseVV PNs are considered ubiquitous
because they can be established any time from practically anywhere over the Internet. E-mail
isthe primary application used by these connections, with database and office automation appli-
cations following close behind.

Some of the advantages that might be gained by converting from privately managed networks
to remote accessVPNs are as follows:

® Modems and terminal servers, and their associated capital costs, can be eliminated.

® Long-distance and 1-800 number expenses can be dramatically reduced asVPN usersdial
intolocal ISP numbers, or connect directly through their always-on broadband connections.

® Deployments of new users are simplified, and the increased scalability of VPNs alows
new users to be added without increased infrastructure expenses.
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Table 2-2

® Turning over the management and maintenance of the dial-up network to third parties
allows acorporation to focus on its business objectives rather than on circuit maintenance.

Although there are many advantages, be aware of the following disadvantages when imple-
menting aV PN solution:

® |PSec hasasdlight overhead because it has to encrypt data as they |eave the machine and
decrypt data as they enter the machine viathe tunnel. Though the overhead islow, it can
impact some applications.

® For users with analog modem connections to the Internet at 40 kbps or less, VPNs can
cause a dlight reduction to throughput speed because the overhead of |PSec takes time to
process the data.

® |PSecissensitiveto delays. Because the public Internet infrastructure is used, thereisno
guarantee of the amount of delay that might be encountered on each connection leg asthe
tunneled data traverse the Internet. This should not cause major problems, but it is some-
thing to keep in mind. Users might need to periodically reestablish connections if delay
thresholds are exceeded.

Remote accessVPNs can initiate tunneling and encryption either on the dial-up client or on the
network access server (NAS). Table 2-2 outlines some of the differences between the two
approaches.

Remote Access Models

Model Type Characteristics

Client-initiated | Uses|PSec, Layer 2 Tunnel Protocol (L2TP), or Point-to-Point Tunneling Protocol
model (PPTP) for establishing the encrypted tunnel at the client.

Ubiquitous. | SP network is used only as a transport vehicle for the encrypted data,
permitting the use of multiple | SPs.

Datais secured end to end from the point of origin (client) to the destination,
permitting the establishment of VPNs over any infrastructure without fear of
compromise.

Third-party security software packages, such as Cisco's VPN Client, can be used to
provide more enhanced security than system-embedded security software like PPTP.

A drawback isthat you must install aVPN Client onto every remote user’s system.
Theinitial configuration and subsequent maintenance require additional resources
from an organization.

NAS-initiated VPNs areinitiated at the service provider’s point of presence (POP) using L2TP or
model Layer 2 Forwarding (L2F).

Eliminates the need for client-based VPN software, simplifying installation and
reducing administrative cost.

A drawback isthat the data circuits from the POP to the client remain unprotected.

Another drawback is that you must use the same service provider end to end,
eliminating the Internet as a transport vehicle.
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Figure 2-2 depicts the two types of remote accessVPNs that can be accommodated by Cisco
equipment and software.

Figure 2-2 Remote Access VPNs
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Site-to-Site Intranet VPNs

You can use site-to-site intranet VPNs to connect remote offices and branch offices to the
headquarters internal network over a shared infrastructure. These connections typically use
dedicated circuits to provide access to employees only. These VPNs still provide the WAN
characteristics of scalability, reliability, and support for avariety of protocols at areduced cost
in aflexible manner.

Intranet VPNs are typically built across service provider-shared network infrastructures like
Frame Relay, Asynchronous Transfer Mode (ATM), or point-to-point circuits. Some of the
benefits of using intranet VPNs include the following:

® Reduction of WAN costs, especially when used across the Internet.

® Partiadly or fully meshed networks can be established, providing network redundancy
across one or more service providers.

® Ease of connecting new sitesto the existing infrastructure.
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Figure 2-3 shows a diagram of atypical intranet VPN network. The corporation manages the
edge routers, providing flexible management and maintenance opportunities over intranet
VPNSs.

Figure 2-3 Intranet VPNs
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Business-to-Business Extranet VPNs
Business-to-business extranet VPNs are the VPNs that give corporate network accessto
customers, suppliers, business partners, or other interested communitieswho are not employees
of the corporation. Extranet VVPNs use a combination of the same infrastructures that are used
by remote access and intranet VPNs. The differenceisfound in the privileges that are extended
to the extranet users. Security policies can limit access by protocol, ports, user identity, time of
day, source or destination address, or other controllable factors.

Fixed, business-to-business connections and ubiquitous dial-up or broadband Internet
connections are depicted in Figure 2-4.
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Figure 2-4  Extranet VPNs
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Using Cisco VPN Products

Cisco can supply hardware and software to cover amost every possible VPN requirement.
From routers and firewalls for intranet applications to VPN concentrators and clients for

remote access applications, this section introduces you to some of the key features of Cisco
VPN products.
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Cisco VPN Routers

Cisco VPN routers are the best choice for constructing intranet or extranet site-to-site VPNSs.
These routers use Cisco | OS Software and can be used to deliver multicast, routing, and multi-

Table 2-3

protocol across the VPN. You can enable quality of service (QoS) on these devices, and the

firewall feature option can turn these routers into robust firewalls. Some routers also haveinte-
grated DSL and cable modems to provide VPN access to small offices’/home offices (SOHOs).

Some VPN routers can be equipped with special modules to handle encryption processing for
VPN tunnels. These modules free memory and CPU cycles that can then be used for switching
packets, which isthe routers primary function.

These VPN routers offer the full range of VPN protocols and services. Table 2-3 shows some
of the Cisco routersthat are available for VPN service and identifies the application where they
would most likely be applied.

Cisco VPN Routers

Site Model VPN Performance | Features
SOHO Cisco 827H ADSL 384 kbps Fixed configuration
Remote access VPN | ROUter Up to 50 tunnels Integrated DSL modem
Extranet VPN 4-port 10BaseT hub
Support for EzZVPN Remote
SOHO Cisco uBR905 Cable | 6 Mbps Fixed configuration
Remote access VPN | ROUter Up to 50 tunnels Integrated cable modem
Extranet VPN 4-port 10BaseT hub
Support for EzVPN Remote
and Server
SOHO Cisco 806 Broadband | 384 kbps Fixed configuration
Remote access VPN | ROUter Up to 50 tunnels Installed behind broadband
Extranet VPN modem
10BaseT Ethernet WAN
interface
4-port 10BaseT LAN hub
Support for EZVPN Remote
SOHO Cisco 1710 Router 3 Mbps Fixed configuration
Remote access VPN Up to 100 tunnels 10/100 Fast Ethernet port
Extranet VPN 10BaseT Ethernet port

Support for EzZVPN Remote
and Server

continues
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Table 2-3

Cisco VPN Routers (Continued)

Site Model VPN Performance | Features
Small remote office | Cisco 1700 Router 4 Mbps Modular configuration
Remote access VPN Series Up to 100 tunnels Support for VPN Module
Intranet VPN with VPN Module | g 5001t for E2VPN Remote
Extranet VPN and Server
Branch office Cisco 2600 Router 14 Mbps Modular configuration
Intranet VPN Series Upto 800 tunnels | Support for VPN Module
Extranet VPN with VPN Module | g 5001t for E2VPN Server
Large branch office | Cisco 3600 Router 40 Mbps Modular configuration
Intranet VPN Series Up to 1800 tunnels | Support for VPN Module
Extranet VPN with VPN Module | g nn0rt for E2VPN Server
Central hub site Cisco 7100 Router 145 Mbps Modular configuration
Intranet VPN Series Up to 5000 tunnels | Supports VAM
Extranet VPN with VPN_ Support for EzZVPN Server
AccelerationModule
(VAM)
Central hub site Cisco 7200 Router 145 Mbps Modular configuration
Intranet VPN Series Up to 5000 tunnels | Supports VAM
Extranet VPN with VAM Support for EzZVPN Server

Cisco PIX Firewalls

The next set of major hardware components that support VPNs are the series of Cisco PIX Fire-
walls. The PIX Firewallsfeature ahardened, purpose-built operating system and provide awide
range of security and networking services. Along with IPSec VPN support, the PIX Firewalls
also support PPTP and L2TP VPNs from Microsoft Windows clients. Network Address Trans-
lation (NAT), Port Address Translation (PAT), content and URL filtering, Remote Authentica-
tion Dial-In User Service (RADIUS) and Terminal Access Controller Access Control System
Plus (TACACS+) AAA support, Dynamic Host Configuration Protocol (DHCP), and X.509
Public Key Infrastructure (PKI1) are some of the features that are supported on these devices.

Some of the PIX Firewalls can accept special VPN modules to handle the CPU- and memory-
intensive | PSec encryption process. Cisco PIX Firewalls support arange of operating systems
asVPN Clients aswell as Cisco’'s hardware VPN 3002 Client. Table 2-4 depicts the current
seriesof PIX Firewalls, identifiestheir VPN capabilities, and shows some of the features of the
devices.
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Cisco PIX Firewalls

Site Model VPN Performance | Features

SOHO Cisco PIX 501 3 Mbps Fixed configuration

Remote access VPN Firewall Upto5 Up to 10 Mbps of firewall

Intranet VPN simultaneous VPN throughput

Extranet VPN peers Ideal for securing a_\lways-on
broadband connections
10BaseT outside interface
Integrated 4-port 10/100 switch
Support for EzZVPN Client

Remote Cisco PIX 506E 16 Mbps Fixed configuration

office/branch office | Firewall Upto 25 Up to 20 Mbps of firewall

(ROBO) simultaneous VPN throughput

Remote access VPN peers 10BaseT outside and inside

Intranet VPN interfaces

Extranet VPN

Small- to medium- | Cisco PIX 515E 63 Mbps Modular configuration

size business Firewall Up to 2000 tunnels | Support for up to 125,000

Intranet VPN with VPN concurrent connections

Extranet VPN Accelerator Card Capacity for up to 6 10/100

(VAC) Fast Ethernet (FE) interfaces

Support for 2 single-port FE

modules or one 4-port FE
module

Failover port for high
availability
Support for VAC

continues
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Table 2-4  Cisco PIX Firewalls (Continued)
Site Model VPN Performance | Features
Enterprise and Cisco PIX 525 70 Mbps Modular configuration
service provider Firewall Up to 2000 tunnels | Support for up to 280,000
Intranet VPN with VAC concurrent connections
Extranet VPN Support for single-port or four-
port 10/100 Fast Ethernet
interfaces
Support for Gigabit Ethernet
interfaces
Failover port for high
availability
Support for VAC
Enterprise and Cisco PIX 535 95 Mbps Modular configuration
service provider Firewall Up to 2000 tunnels | Support for up to 500,000
Intranet VPN withVAC concurrent connections
Extranet VPN Support for single-port or four-

port 10/100 Fast Ethernet
interfaces

Support for 66-MHz Gigabit
Ethernet interface

Failover port for high
availability
Support for VAC

Cisco VPN 3000 Concentrators

Cisco identified the need for a purpose-built, remote access VPN device and developed the
Cisco VPN 3000 Series Concentrator family of products. While much of the rest of this book
deals with these devices, this section introduces them along with the other VPN products.

The Cisco VPN 3000 Series Concentrator was designed to be a high-performance, scalable
solution offering high availability and state-of-the-art encryption and authentication techniques.
Scalable Encryption Processor (SEP) modules can be easily used to add capacity and

throughput.

The Cisco VPN 3000 Series Concentrator comes in avariety of models that can support small

offices of 100 or fewer VPN connections to large enterprises of 10,000 or more simultaneous

VPN connections. Redundant and nonredundant configurations are available to help ensure the
high reliability of these devices. Cisco VPN 3000 Concentrators also support wireless clients

such as Personal Digital Assistants (PDAS) and Smart Phones. Mobile professionals using
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Cisco Mobile Office can quickly and securely connect to the Cisco VPN 3000 Series
Concentrator from airports, hotels, client offices, or other remote locations.

Table 2-5 describes the current Cisco VPN 3000 Series Concentrator line.
Table 2-5 Cisco VPN 3000 Series Concentrators

Concentrator

Features

Cisco VPN 3005 Concentrator

Fixed configuration
Supports up to 100 simultaneous sessions

Cisco VPN 3015 Concentrator

Upgradeable to 3030 Concentrator
Supports up to 100 simultaneous sessions

Cisco VPN 3030 Concentrator

Accepts SEP modules

Upgradeable to 3060 Concentrator

Supports up to 1500 simultaneous sessions
Redundant and nonredundant configurations available

Cisco VPN 3060 Concentrator

Accepts SEP modules

Upgradeable to 3080 Concentrator

Supports up to 5000 simultaneous sessions
Redundant and nonredundant configurations available

Cisco VPN 3080 Concentrator

Accepts SEP modules
Supports up to 10,000 simultaneous sessions
Fully redundant configuration only

VPN Clients

Cisco has severa VPN Clients available that can simplify the administration and maintenance
of VPN connections. This section covers the software and hardware VPN Clients offered by

Cisco.

Cisco VPN Client

Sometimes called the Unity Client, the Cisco VPN Client is the current iteration of the Cisco

VPN 3000 Client. This software comes bundled as ano-cost extrawith Cisco VPN 3000 Series
Concentratorsand allows end stationsto establish IPSec VPNsto any Cisco remote accessVPN
product at a central site. Although relatively easy to configure, the client can be preconfigured
for mass deployments, making theinitial configuration even easier. This method of installation
isperformed by pushing the client to the user’s system uponinitial login to the network, making
the application of the Cisco VPN Client scalable. The Cisco VPN Client supports an assortment
of operating systems, including versions of Linux, Solaris, MAC OS, and Windows 95, 98, Me,
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Table 2-6

NT 4.0, 2000, and XP. This client is covered more extensively in Chapter 3, “ Cisco VPN 3000
Concentrator Series Hardware Overview,” and Chapter 4, “ Configuring Cisco VPN 3000 for
Remote Access Using Preshared Keys.”

Cisco VPN 3002 Hardware Client

An alternative solution to deploying software clients on every connecting workstation isto use
the Cisco VPN 3002 Hardware Client. These devicesare deployed at remote officefacilitiesand
can provide aVPN tunnel for the entire facility and any operating system that communicatesin
IR, including Windows, Solaris, MAC, and Linux.

The Cisco VPN 3002 Hardware Client supports Easy VPN (EzVPN) Remote, allowing the
device to establish IPSec VPN connections with any EzZVPN Server system. These hardware
clients can be configured to operate like a software client or to establish a permanent, secure
VPN connection with the central site. The Cisco VPN 3002 Hardware Client can be configured
with or without an integrated 8-port 10/100 Ethernet switch.

Cisco Easy VPN

In the past, configuring VVPNs between devices was a chore. Both ends of the VPN connection
had to be configured identically, or the VPN tunnel could not be established. With the introduc-
tion of Easy VPN (EzVPN), Cisco has changed that. EzZVPN has two components: Cisco Easy
VPN Remote and Cisco Easy VPN Server. Once you have configured EzZVPN Server on a
device, you can configure an EzZVPN Remote device to establish IPSec with it by simply sup-
plying the correct password. Table 2-6 identifies the devices that support each of the EzZVPN
components.

Cisco Easy VPN

Component Cisco Model

Cisco Easy VPN Remote | Cisco 800 Series Routers

Cisco 1700 Series Routers

Cisco UBR900 Series Routers
Cisco PIX 501 Firewalls

Cisco VPN 3002 Hardware Clients

Cisco Easy VPN Server Cisco |0S Software version 12.2(8) T Routers, including 1700 Series,
7100 Series, 7200 Series, as well as other Cisco 10S Routers.

Cisco PIX Firewadlls
Cisco VPN 3000 Series Concentrators

Because the EzZVPN Remote and Server are built upon the Cisco Unified Client Framework, a
Cisco Easy VPN Server can terminate Cisco VPN Client connectionsthat originate with mobile
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users or telecommuters. EzZVPN isan ideal solution for businesses with many remote facilities
and little or no IT support at those facilities. EzZVPNs are a highly scalable and secure method
of deploying VPNs across widely dispersed organizations.

Wireless Client Support

Also bundled with Cisco VPN 3000 Series Concentratorsis atrial copy of Certicom Corpora
tion's Movian VPN Client. This client is an Elliptic Curve Cryptosystem (ECC)—compliant

VPN client for use with | P-enabled wirel ess devices such as PDAs and Smart Phones. All Cisco
VPN 3000 Series Concentrators support ECC, whichisanew Diffie-HelIman group that allows
faster processing of keying information. Ideal for devices with limited processing power, these
ECC-compliant VPN clients open theworld of secureVPN connectivity to anew class of users.

Cisco Internet Mobile Office

The Cisco Internet Mobile Officeis a program that aimsto bring secure, flexible, manageable,
and scalable VPN support to users on the road, at home, and at work. In fact, the three phases
of Cisco Mobile Office are called On The Road, At Home, and At Work.

Cisco Mobile Office On The Road is a global collaborative effort designed to provide secure,
high-speed Internet and intranet access from public facilities such as airports and hotels. Using
wireless LANs and many of the routers, firewalls, and concentrators that have been discussed
in this chapter, accompanied by similar Cisco Mobile Office At Work networks and remote
access devices for at-home connectivity, the Cisco Mobile Office provides a seamless
networking environment for mobile professionals.

Management Software
Cisco provides arobust selection of management tools to help manage and maintain Cisco
devices and supported protocols, including VPNSs. There is some overlap in the capabilities of
these tools, and you might want to choose one product over another. Many of these tools are
web based, using standard web browsers and simplifying their admini stration and mai ntenance.
The following sections discuss several of those tools.

Cisco VPN Device Manager

The Cisco VPN Device Manager (VDM) is an embedded device manager that isinstalled
directly into a supporting router’s flash memory. VDM then allows management of that router
from aweb browser using wizards to simplify the management process. VDM is currently
supported on Cisco 7100, 7200, and 7400 Series Routers, allowing the simplified configuration
of VPNs. A monitoring and graphing capability allows an administrator to view and graph
statistics on VPN tunnel throughput, traffic volume, system utilization, tunnel counts, and
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errors. VDM is ano-cost option for these routers and can either be ordered with the router or
downloaded from Cisco.com.

CiscoWorks 2000

CiscoWorks 2000 is afamily of network management tools that enable you to manage the
protocols and Cisco productsin your network. This comprehensive set of toolsismodular, with
overlapping components in some areas. The following list identifies some of the components
found in the CiscoWorks family:

® Cisco Catalyst 6500 Network Analysis Module (NAM)

® Cisco Hosting Solution Engine

® Cisco Secure Access Control Server (ACS)

® Cisco User Registration Tool (URT)

® CiscoWorks for Windows

® CiscoWorks LAN Management Solution (LMS)

® CiscoWorks QoS Policy Manager (QPM)

® CiscoWorks Routed WAN (RWAN) Management Solution
® CiscoWorks Small Network Management Solution (SNMS)
® CiscoWorks Voice Manager (CVM)

® CiscoWorksVolP Health Monitor (VolP-HM)

® CiscoWorksVPN/Security Management Solution (VMS)
® Ciscoworks Wireless LAN Solution Engine (WL SE)

These products provide extensive monitoring and management capabilities for your Cisco
network. Two of these product families have more direct tiesto VPN control than the others:
Cisco Secure Access Control Server (ACS) and CiscoWorksVMS.

Part of the CiscoWorks product line, the Cisco Secure ACS is Cisco’s Authentication,
Authorization, and Accounting (AAA) server. This device supports both TACACS+ and
RADIUS. Sporting aweb-based, graphical interface, this product is easy to install and
administer.

AAA issupported on amany products and services, including routers, firewalls, concentrators,
VPNSs, switches, DSL and cable solutions, voice over IP (VolP), and wireless solutions. You
can team up Cisco Secure ACS servers to provide failover support with automatic database
synchronization between servers. Cisco Secure ACS allows you to establish groups for easy
application of restrictions, such astime of day and day of week.



Enabling VPN Applications Through Cisco Products 35

Cisco Secure ACS comes in the following configurations:

Cisco Securefor NT—Cisco Secure ACSfor NT version 3.0 requires either a Microsoft
Windows NT 4.0 Server or a Microsoft Windows 2000 Server. Cisco Secure ACS for
NT version 3.1 operates only on the Windows 2000 platform.

Cisco Securefor UNIX—Cisco Secure ACSfor UNIX runson the Sun Solaris operating
system, versions 2.51, 2.6, 7, and 8.

CiscoWorks VPN/Security Management Solution (VMS) is a highly scalable solution for
configuring, monitoring, and troubleshooting remote access, intranet, and extranet VPNs for
small- and large-scale VPN deployments. VM S can also be used to configure network perimeter
security. This CiscoWorks bundled solution consists of CiscoWorks VPN Monitor, Cisco IDS
Host Sensor, CiscoWorks Auto Update Server Software, CiscoWorks CiscoView, CiscoWorks
CD One, CiscoWorks Common Services Software, CiscoWorks Management Center for IDS
Sensors, CiscoWorks Management Center for PIX Firewalls, CiscoWorks Management Center
for VPN Routers, CiscoWorks Monitoring Center for Security, and CiscoWorks Resource
Manager Essentials. Some of these products are discussed in more depth in the following list:

CiscoWorksVPN Monitor—Thisis a web-based management tool that supports Cisco
VPN 3000 Series Concentrators as well as the 1700, 2600, 3600, 7100, and 7200 VPN
Routers. VPN Monitor collects, stores, and presents information on 1PSec VPN connec-
tions used in remote access or site-to-site configurations. Graphical monitoring lets
administrators view IPSec VPN status at a glance and hel ps troubleshoot problems
through drill-down and graphing capabilities.

Cisco IDS Host Sensor—Thisis asystem of agent and console components that turn
critical Windows or Sun servers into intrusion detection sensors. Cisco IDS Host Sensor
detects and prevents attacks before unauthorized transactions can occur.

IDS Host Sensor agents are available for Microsoft Windows NT or 2000 Server, and for
Sun Solaris Ultrasparc systems running Solaris versions 2.6, 7, and 8. IDS Host Sensor
consoles are available for Microsoft Windows NT or 2000 Server.

The agent software running on acritical server obtains configuration and attack signatures
from the console systems. If an attack occurs, the agent takes appropriate action to thwart
the attack and reports the attempt to the console for immediate alerts or subsequent
reporting.

CiscoView—Thisisaweb-based management tool that displaysaphysical representation
of each managed device. Modules, ports, and indicators are depicted with color coding to
indicate the current, dynamically updated status of the element. Performance and other
statistics can be viewed through comprehensive monitoring capabilities. Administrators
with the appropriate security privileges can also modify configurations on monitored
devices.
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® CiscoWorks Resource M anagement Essentials (RM E)—Cisco switches, access
servers, and routers can be managed through this product. RME is a suite of applications
designed to provide central management of these devices. RME includes Inventory
Manager, Change Audit, Device Configuration Manager, Software |mage Manager,
Availability Manager, Syslog Analyzer, and Cisco Management Connection.

An Overview of IPSec Protocols

Table 2-7

2 IPSec overview

3 IPSec protocol framework

I P Security Protocol (1PSec) is a collection of open standards that work together to establish
data confidentiality, data integrity, and data authentication between peer devices. These peers
can be pairs of hosts or pairs of security gateways (routers, firewalls, VPN concentrators, and
so on), or they can be between a host and a security gateway, as in the case of remote access
VPNs. |PSec can protect multiple data flows between peers, and a single gateway can support
many simultaneous, secure |PSec tunnels between different pair partners.

IPSec works at the I P layer and can use the Internet Key Exchange (IKE) protocol to negotiate
protocols between peers and generate encryption and authentication keys to be used by 1PSec.
I PSec wasfirst described in aseries of Requests for Comment (RFCs) from RFC 1825 through
RFC 1829. RFCs 1825, 1826, and 1827 have since been updated by subsequent RFCs. Table 2-7
presents alist of the |PSec-related RFCs.

IPSec RFCs

RFC Title Topic Author Date

1825 Security Architecture for the Internet IPSec R. Atkinson Aug. 1995

(obsolete) | Protocol

1826 IP Authentication Header AH R. Atkinson Aug. 1995

(obsolete)

1827 IP Encapsulating Security Payload (ESP) | ESP R. Atkinson Aug. 1995

(obsolete)

1828 IP Authentication Using Keyed MD5 MD5 P. Metzger Aug. 1995
W. Simpson

1829 The ESP DES-CBC Transform DES P. Karn Aug. 1995
P. Metzger
W. Simpson
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Table 2-7

IPSec RFCs (Continued)

RFC Title Topic Author Date
2104 HMAC: Keyed-Hashing for Message HMAC K. Krawczyk | Feb. 1997
Authentication M. Bellare
R. Canetti
2202 Test Cases for HMAC-MD5 and HMAC-MD5 | P.Cheng Sep. 1997
HMAC-SHA-1 HMAC-SHA-1 | R. Glenn
2401 Security Architecture for the Internet IPSec S. Kent Nov. 1998
Protocol R. Atkinson
2402 IP Authentication Header AH S. Kent Nov. 1998
R. Atkinson
2403 The Use of HMAC-MD5-96 within ESP | HMAC-MD5 | C. Madson Nov. 1998
and AH R. Glenn
2404 The Use of HMAC-SHA-1-96 within HMAC-SHA-1 | C. Madson Nov. 1998
ESP and AH R. Glenn
2405 The ESP DES-CBC Cipher Algorithm DES C. Madson Nov. 1998
With Explicit IV N. Doraswamy
2406 IP Encapsulating Security Payload (ESP) | ESP S. Kent Nov. 1998
R. Atkinson
2407 The Internet | P Security Domain of ISAKMP D. Piper Nov. 1998
Interpretation for ISAKMP
2408 Internet Security Association and Key ISAKMP D. Maughan Nov. 1998
Management Protocol M. Schertler
M. Schneider
J. Turner
2409 The Internet Key Exchange (IKE) IKE D. Harkins Nov. 1998
D. Carrel
2410 The NULL Encryption Algorithm and Its | NULL R. Glenn Nov. 1998
Use With IPSec S, Kent
2451 The ESP CBC-Mode Cipher Algorithms | CBC R. Periera Nov. 1998

R. Adams
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Thisis not an exhaustive list of IPSec-related RFCs, but you can find these RFCs and others at
the Internet Engineering Task Force (IETF) website:

www.ietf.org/rfc.html

Specific RFCs that relate to |PSec can be found at the following website:

www.ietf.org/html.charters/ipsec-charter.html

Notice that just three years after IPSec was introduced, a veritable army of |PSec tools was
developed and quickly accepted by the networking industry.

Some things to remember when you are planning an 1PSec deployment are as follows:

| PSec supports High-Level Data-Link Control (HDLC), ATM, Point-to-Point Protocol
(PPP), and Frame Relay serial encapsulation.

I PSec also works with Generic Routing Encapsulation (GRE) and | P-in-IP (1Pinl P)
Encapsulation Layer 3tunneling protocols. | PSec does not support the data-link switching
(DLSw) standard, source-route bridging (SRB), or other Layer 3 tunneling protocoals.

I PSec does not support multipoint tunnels.

I PSec works strictly with unicast |P datagrams only. It does not work with multicast or
broadcast |P datagrams.

IPSec is dlower than Cisco Encryption Technology (CET) because |PSec provides per-
packet data authentication.

I PSec provides packet expansion that can cause fragmentation and reassembly of 1PSec
packets, creating another reason that |PSec is slower than CET.

When using NAT, be sure that NAT occurs before |PSec encapsulation so that |PSec has
global addresses to work with.

Table 2-7 shows the major protocols that you can encounter when working with |PSec. The
following isaquick review of these standard protocols:

I P Security Protocol (1PSec)
— Authentication Header (AH)
— Encapsulating Security Payload (ESP)
Message Encryption
— Data Encryption Standard (DES)
— Triple DES (3DES)
Message Integrity (Hash) Functions
— Hash-based Message A uthentication Code (HMAC)
— Message Digest 5 (MD5)
— Secure Hash Algorithm-1 (SHA-1)
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®  Peer Authentication
— Rivest, Shamir, and Adelman (RSA) Digital Signatures
— RSA Encrypted Nonces
® Key Management
— Diffie-Hellman (D-H)
— Caertificate Authority (CA)
® Security Association
— Internet Key Exchange (IKE)
— Internet Security Association and Key Management Protocol (ISAKMP)

NOTE IKE and ISAKMP are interchangeable in Cisco implementations.

These protocols are examined in more detail in the following sections.

The IPSec Protocols

The protocols that | PSec uses to provide traffic security are Authentication Header (AH)

and Encapsulating Security Payload (ESP). These two protocols are considered purely |PSec
protocols and were developed strictly for IPSec. Each protocol is described in its own RFC,
which was identified in Table 2-7. You can use AH and ESP independently on an |PSec
connection, or you can combine their use.

I KE and | PSec negotiate encryption and authenti cation services between pairs. Thisnegotiation
process culminates in establishing Security Associations (SAs) between security pairs. IKE
SAs are hidirectional, but |PSec SAs are unidirectional and must be established by each
member of theV PN pair to establish bidirectional traffic. There must beanidentical SA oneach
pair to establish secure communications between pairs. The information associated with each
SA isstored in aSecurity Association Database, and each SA isassigned a Security Parameters
Index (SPI) number that, when combined with the destination IP address and the security
protocol (AH or ESP), uniquely identifies the SA.

The key to IPSec is the establishment of these SAs. SAs are negotiated once at the beginning

of an IPSec session and periodically throughout a session when certain conditions are met. To
avoid having to negotiate security for each packet, there had to be away to communicate the

use of an already agreed upon SA between security pairs.

That iswherethe AH and ESP protocols comeinto use. Thesetwo protocolsare simply ameans
of identifying which prenegotiated security features to use for a packet going from one peer to
another. Both of these protocols add an extra header to the | P datagram between the Layer 3
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(IP) and Layer 4 (usually TCP or UDP) protocol headers. A key element contained in each
protocol’s header isthe SPI, giving the destination peer the information it needs to authenticate
and decrypt the packet.

Authentication Header
The Authentication Header (AH) protocol is defined in RFCs 1826 and 2402 and provides for
dataintegrity, data origin authentication, and an optional antireplay service. AH does not
provide encryption, which means that the packets are sent as clear text. AH is dlightly quicker
than ESP, so you might choose to use AH when you need to be certain of the source and integrity
of the packet but confidentiality is not a concern.

Devices configured to use AH insert an extra header into the I P datagrams of “interesting
traffic,” between the |P header and the Layer 4 header. Because a processing cost is associated
with IPSec, VPNs can be configured to choose which traffic to secure, and | PSec and non-1PSec
traffic can coexist between security pairs. You might choose to secure e-mail traffic but not web
traffic, for example. The process of inserting the AH header is shown in Figure 2-5.

Figure 2-5 AH Header in IPSec Datagram

Original IP Original Layer 4
Header Header 2l
Original IP ] Original Layer 4
Header IPSec AH Header Data
Next Header Payload Length Reserved

Security Parameters Index (SPI)

Sequence Number Field

Authentication Data (Variable Length - Integral Multiple of 32 Bits)

32 Bits
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NOTE

Thefieldsincluded in the AH are as follows:

Next Header (8 bits)—Thisfield containsthe protocol number of the Layer 4 header that
follows the IPSec header. If the Layer 4 protocol were TCP, this field would contain the
number 6. For UDP, it would contain the number 17.

The Next Header or Protocol value within the | P header preceding the | PSec header
contains the value of 51 when AH is used as the |PSec protocol.

Payload L ength (8 bits)—Thisfield contains the length of the IPSec header in 32-hit
words, minus 2. The fixed portion of the header is 96 bitslong, or 3 words. The
Authentication Data portion is of variable length but has a standard length of 96 bits,
also 3 words. That makes atotal of six 32-bit words. Deduct 2 and the value entered in
the Payload Length field would be 4.

Reserved (16 bits)—Currently unused, this portion of the header must be filled with Os.

Security Parameters|ndex (SPI) (32 bits)—The destination IP address, the IPSec
protocol, and this number uniquely identify the SA for this packet.

Sequence Number Field (32 bits)—Thisis an unsigned, monotonically increasing
counter that enables antireplay servicesfor a specific SA. Thisinformation does not have
to be used by the receiving peer, but it must be included by the sender. This number is
initialized to O when an SA is established. If antireplay is used, this number can never be
allowed to repeat. Because the sender does not know if the receiver isusing the antireplay
function, the fact that this number cannot be repeated requires that the SA be terminated
and a new one established prior to transmitting the 232 packet.

Authentication Data (Variable)—Thisfield containsthe Integrity Check Value (ICV) for
the packet. The field must be an integral multiple of 32 bits and can contain padding tofill
it out to the next 32-bit increment.

TheICV is computed using authentication algorithms, including keyed M essage Authen-
tication Codes (MACs). MACs are based on symmetric encryption algorithms, such as
DES and 3DES, or on one-way functions, such as MD5 or SHA-1. When computing the
ICV, the computation is done using the entire new packet. To keep the elements aligned
properly, any mutable fields that cannot be predicted and the Authentication Datafield of
the IPSec header are set to 0. Predictable, mutablefields are set to their predictable value.
Upper-layer data are assumed to be immutable. A shared secret key isused inthe MAC
calculation, making it difficult to spoof.

Each peer at the end of the VPN calculates this ICV independently. If these ICV's do not
match, the packet is discarded, thereby assuring that the packet has not been tampered
with during transit.
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Encapsulating Security Payload

The other 1PSec protocoal is the Encapsulating Security Payload (ESP) protocol. This protocol
provides confidentiality by enabling encryption of the original packet. Additionally, ESP
provides data origin authentication, integrity, antireplay service, and some limited traffic flow
confidentiality. Thisis the protocol to use when you require confidentiality in your 1PSec
communications.

ESP acts differently than doesAH. Asits nameimplies, ESP encapsulatesall or portions of the
original IP datagram by surrounding it with both a header and a trailer. Figure 2-6 shows this
encapsulation process.

Figure 2-6  ESP Encapsulation Process

Original IP Original Layer 4
Header Header bEi
Original IP IPSec ESP Original Layer 4 Data IPSec ESP
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Figure 2-7 shows more detail about the lengths and placement of the various ESP components.

Figure 2-7  Encapsulating Security Payload
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NOTE

Thefields included in the ESP are as follows:

Security Parameters|ndex (SPI) (32 bits)—The destination IP address, the IPSec
protocol, and this number uniquely identify the SA for this packet.

Sequence Number Field (32 bits)—Thisis an unsigned, monotonically increasing
counter that enables antireplay servicesfor a specific SA. Thisinformation does not have
to be used by the receiving peer, but it must be included by the sender. This number is
initialized to O when an SA is established. If antireplay is used, this number can never be
allowed to repeat. Because the sender does not know if the receiver isusing the antireplay
function, the fact that this number cannot be repeated requires that the SA be terminated
and a new one established prior to transmitting the 232 packet.

Payload (Variable)—Thisisthe origina |1P datagram or portions of that datagram.
Whether thisisthe entire datagram depends on the mode used. When using tunnel mode,
this Payload includes the entire original |P datagram. In transport mode, it includes only
the upper-layer portions of the original 1P datagram. 1PSec modes are discussed in an
upcoming section. The length of the Payload is always an integral number of bytes.

Padding (0255 bytes)—The Pad Length and Next Header fields must be right aligned
within a4-byte (32-bit) boundary, as shown in Figure 2-7. If the Payload does not
accomplish this, padding must be added to ensure this alignment. Additionally, padding
can be added to support the multiple block size requirements of encryption algorithms.
Padding can also be added to conceal the true length of the Payload.

Pad Length (8 bits)—Thisfield contains the number of bytes of padding that were
included in the previousfield.

Next Header (8 bits)—Thisfield containsthe protocol number of the Layer 4 header that
follows the IPSec header. If the Layer 4 protocol were TCP, this field would contain the
number 6. For UDP, it would contain the number 17.

The Next Header or Protocol value within the |P header preceding the |PSec header
contains the value of 50 when ESP is used as the IPSec protocol.

Authentication Data (Variable)—Thisfield contains the ICV for the packet. Thefield
must be an integral multiple of 32 bits and can contain padding to fill it out to the next
32-hit increment. Thisfield is optional when authentication has been specified in the SA.

Figure 2-7 showsthe dataareasthat are covered by encryption and authentication. If encryption
is specified in the SA, the fields from Payload through Next Header are encrypted. If authenti-
cation is specified, that occurs on the immutable fields from the SPI field through the Next
Header field.
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AH and ESP Modes of Operation

Figure 2-8

The previous discussion talked about the AH and ESP protocols using several examples that
showed dliding the | P header of an | P datagram to the | eft, inserting either an AH or ESP header,
and then appending the upper-layer portion of the datagram to that. Thisisaclassic description
of one of the modes of operation for IPSec, namely the Transport mode. The other mode of
operation for IPSec is the Tunnel mode.

These two modes provide afurther level of authentication or encryption support to |PSec. The
next sections discuss these two |PSec modes.

Transport Mode

Transport mode is primarily used for end-to-end connections between hosts or devices acting
as hosts. Tunnel mode is used for everything else. An IPSec gateway (that is, a Cisco 10S
Software router, Cisco PIX Firewall, or Cisco VPN 3000 Series Concentrator) might act as
a host when being accessed by an administrator for configuration or other management
operations.

Figure 2-8 shows how the Transport mode affects AH |PSec connections. The Layer 3 and
Layer 4 headers are pried apart, and the AH is added between them. Authentication protects all
but mutable fieldsin the original 1P header.

AH Transport Mode

| Original Packet |

| IP Header | Data |

paas i 3 Y
IP Header | AH | Data

<—Authenticated Portion

Figure 2-9 shows ESP Transport mode. Again, the IP header is shifted to the left, and the ESP
header isinserted. The ESP trailer and ICV are then appended to the end of the datagram. If
encryptionisdesired (not availablewith AH), only the original dataand the new ESPtrailer are
encrypted. Authentication extends from the ESP header through the ESP trailer.

Even though the original header has been essentially |eft intact in both situations, the AH
Transport mode does not support NAT because changing the source | P addressin the | P header
causes authentication to fail. If you need to use NAT with AH Transport mode, you must ensure
that NAT happens before | PSec.

Notice that this problem does not exist with ESP Transport mode. The IP header remains
outside of the authentication and encryption areas for ESP Transport mode datagrams.
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Figure 2-9

Figure 2-10

ESP Transport Mode

| Original Packet

| IP Header Data |

£ P '\ $
| IP Header ESP Header Data | ESP Trailer IcV

<——Encrypted Portion ——>

<«— Authenticated Portion —

Tunnel Mode

IPSec tunnel mode is used between gateways such as Cisco 10S Software routers, Cisco PIX
Firewalls, and Cisco VPN 3000 Series Concentrators. It is also typically used when a host
connects to one of these gateways to gain access to networks controlled by that gateway, as
would be the case with most remote access users dialing in to arouter or concentrator.

In Tunnel mode, instead of shifting the original 1P header to theleft and then inserting the | PSec
header, the original IP header is copied and shifted to the |eft to form the new IP header. The
IPSec header is then placed between the original and the copy of the IP header. The original
datagram isleft intact and is wholly secured by authentication or encryption algorithms.

Figure 2-10 showsthe AH Tunnel mode. Once again, notice that the new I P header isunder the
auspices of the authentication algorithm and that it does not support NAT.

AH Tunnel Mode

| Original Packet |

| IPHeader | Data |

Y
New IP Header AH | IPHeader | Data

Authenticated Portion

In Figure 2-11, you see adepiction of the ESP Tunnel mode. The entire original datagram can
be encrypted and/or authenticated with thismethod. If you sel ect to use both ESP authentication
and encryption, encryption is performed first. This allows authentication to be done with
assurance that the sender does not alter the datagram before transmission, and the receiver can
authenticate the datagram before decrypting the package.
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Figure 2-11 ESP Tunnel Mode
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ESP supports NAT in either Tunnel or Transport mode, and only ESP supports encryption. If
you need encryption, you must use ESP. If you also want authentication with ESP, you must
select ESP HMAC service. HMAC uses the MD5 and SHA-1 keyed hashing algorithms.

Security Associations

Depending on the IPSec protocol you choose to use, you can ensure data integrity and source
authenticity, provide encryption, or do both. Once you decide the service you need, the peers
then begin a negotiation process to select a matching set of algorithms for authentication,
encryption, and/or hashing as well asamatching SA lifetime. This negotiation processis done
by comparing requested services from the source peer with atable of acceptable services
maintained on the destination peer.

Once the negotiation process has been completed, it would be convenient not to haveto do it
again for awhile. The |[ETF named this security service relationship between two or more entities
to establish secure communications the Security Association (SA). When traffic needs to flow
bidirectionally acrossaV PN, IKE establishesabidirectional SA and then | PSec establishestwo
more unidirectional SAs, each having their own lifetime. Get into the habit of identifying these
SAsaseither IKE SAsor IPSec SAs because they each have their own configuration attributes
and they are each maintained separately. IKE SAs are used when IPSec tries to establish a con-
nection. IPSec SAs are used with every secure packet.

SAsare only good for one direction of data across an |PSec connection. Because SAs are

simplex, establishing conversations between peers requires two | PSec SAs, one going and one
coming, for each peer and two underlying IKE SAs. |PSec SAsare a so protocol specific. If you
are going to be using both AH and ESP between security pairs, you need separate SAsfor each.

Each SA is assigned a unique random number called a Security Parameters Index (SPI). This
number, the destination | P address of a packet, and the |PSec protocol used create a unique
triplet that identifies a security association. When a system wantsto send | PSec traffic to a peer,
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it checksto seeif an SA aready existsfor that peer using the desired security services. If it finds
an existing SA, it placesthe SPI of the SA into the IPSec header and sends the packet. The
destination peer takes the SPI, combines it with the IPSec protocol and the destination IP
address (itself), and locates the existing SA in the Security Association Database it maintains
for incoming traffic on that interface. Once it finds the SA, the destination peer knows how to
unwrap the data for use.

Existing Protocols Used in the IPSec Process

I PSec makes use of numerous existing encryption, authentication, and key exchange standards.
This approach maintains | PSec as a standards-based application, making it more universally
acceptable in the P community. Many of these standard protocols are described in the
following sections.

Message Encryption
Available when using the ESP 1PSec protocol, message encryption enables you to send highly
sensitive information across the public networks without fear of having those data easily
compromised. Two encryption standards are available with Cisco VPN equipment, the Data
Encryption Standard (DES) and its more robust cousin, the Triple Data Encryption Standard
(3DES or Triple DES).

Data Encryption Standard

The standard encryption method used by many VPN deployments is the Data Encryption
Standard (DES) method of encryption. DES applies a 56-bit key to every 64 bits of data. DES
providesover 72,000,000,000,000,000 (72 quadrillion) possible encryption keys. Developed by
IBM in 1977 and adopted by the U.S. Department of Defense, DES was once considered such
astrong encryption techniquethat it was barred from export from the continental United States.
It was considered unbreakable at the time of its adoption, but faster computers have rendered
DES breakable within arelatively short period of time (lessthan aday), so DESisnolonger in
favor in high-security applications.

Cisco products support 56-hit DES-CBC with Explicit IV. Cipher Block Chaining (CBC) isone
of several methods of implementing DES. CBC requires an initialization vector (1V) to start
encryption. 1PSec ensures that both VPN peers have the same |V or shared secret key. The
shared secret key isinput into the DES encryption algorithm, and clear text isthen supplied in
64-bit blocks. The clear text is converted to ciphertext and is passed to ESP for transmission to
the waiting peer, where the process is reversed using the same shared secret key to reproduce
the clear text message.
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Triple DES

One version of the Data Encryption Standard is Triple DES (3DES) so named because it per-
forms three encryption operations on the data. It performs an encryption process, a decryption
process, and then another encryption process, each with adifferent 56-bit key. Thistriple process
produces an aggregate 168-bit key, providing strong encryption. Cisco VPN products and soft-
ware al support the 168-bit 3DES encryption algorithm as well as the 56-bit DES algorithm.

Message Integrity
Message integrity is accomplished by using a hashing algorithm to compute a condensed
representation of a message or data file. These condensed representations are called message
digests (MDs) and are of afixed length that depends on the hashing algorithm used. All or part
of this message digest is transmitted with the data to the destination host, which executes the
same hashing algorithm to create its own message digest. The source and destination message
digests are then compared. Any deviation means that the message has been altered since the
original message digest was created. A match meansthat you can be fairly certain that the data
have not been altered during transit.

When using the IPSec AH protocol, the message digest is created using the immutable fields
from the entire P datagram, replacing mutable fields with Os or predictable values to maintain
proper alignment. The computed MD isthen placed into the Authentication Data (or ICV) field
of the AH. The destination device then copies the MD from the AH and zeroes out the Authen-
tication Datafield to recalculate its own MD. Refer to Figures 2-8 and 2-10 to refresh your
memory about the structure of the AH datagram.

With the IPSec ESP protocol, the process is similar. The message digest is created using the
immutable data in the portion of the IP datagram from the beginning of the ESP header to the
end of the ESP trailer. The computed MD isthen placed into the ICV field at the end of the
datagram. With ESP, the destination host does not need to zero out the ICV field becauseit sits
outside of the scope of the hashing routine. Refer to Figures 2-9 and 2-11 for the structure of
the ESP datagram.

Cisco VPN products support Message Digest 5 (MD5) and Secure Hash Algorithm-1 (SHA-1)
algorithms, which use akeyed hashing mechanism called Hashed M ethod A uthentication Code
(HMAC). These three message integrity tools are described in the following sections.

Hash-Keyed Message Authentication Code

RFC 2104 describes the HMAC algorithm, because it was devel oped to work with existing
hashing algorithms like MD5 and SHA-1. Many security processes involved in sharing data
involvethe use of secret keys and amechanism called M essage A uthentication Codes (MACs).
One party creates the MAC using the secret key and transmits the MAC to its peer partner. The
peer partner creates its own MAC using the same secret key and compares the two MACs.

MD5 and SHA-1 share asimilar concept, except that they do not use secret keys. That iswhere
HMAC comesin. HMAC was devel oped to add a secret key into the cal culation of the message
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digests produced by standard hashing algorithms. The secret key added to the formulaisthe
same length as the resulting message digest for the hashing algorithm used.

Message Digest 5—HMAC Variant

Message Digest 5 (MD5) was developed by Ronald Rivest of the Massachusetts I nstitute of
Technology and RSA Data Security Incorporated. MD5 takes any message or data file and
creates a 128-hit condensed representation (message digest) of the data.

The HMAC variant used by Cisco is designated HMAC-MD5-96. This version uses a 128-hit
secret key to producea 128-bit MD. AH and ESP-HMAC only usetheleft-most 96 hits, placing
them into the authentication field. The destination peer then calculates a complete 128-bit
message digest but then only uses the left-most 96 bits to compare with the value stored in the
authentication field.

MD?5 creates a shorter message digest than does SHA-1 and is considered less secure but offers
better performance. MD5 without HMAC has some known weaknesses that make it a poor
choice for high-security applications. HMAC-MD5 has not yet been successfully attacked.

Secure Hash Algorithm-1

The Secure Hash Algorithm was devel oped by the National Institute of Standards and Technol-
ogy (NIST) and was first documented in the Federal Information Processing Standards (FIPS)
Publication 180. The current version is SHA-1, as described in FIPS 180-1 and RFC 2404.

SHA-1 produces a 160-bit message digest, and the HM AC-SHA-1 variant uses a 160-bit secret
key. Cisco’simplementation of HMAC-SHA 1-96 truncates the 160-bit MD to the left-most 96
bits and sends those in the authentication field. The receiving peer re-creates the entire 160-bit
message digest using the same 160-bit secret key but then only compares the leading 96 bits
against the MD fragment in the authentication field.

The 160-bit SHA-1 message digest is more secure than the 128-bit MD5 message digest. There
isapriceto pay in performance for the extra security, but if you need to use the most secure
form of message integrity, you should select the HMAC-SHA-1 agorithm.

Peer Authentication

One of the processes that IKE performsisthe authentication of peers. Thisis done during IKE
Phase 1 using a keyed hashing algorithm with one of three possible key types:

® Preshared
® RSA digita signatures
® RSA encrypted nonces

These three key types and their associated authentication processes are outlined in the next
sections.
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Preshared Keys

The process of sharing preshared keysis manual. Administrators at each end of the |PSec VPN
agree on the key to use and then manually enter the key into the end device, either host or
gateway. This method isfairly secure, but it does not scale well to large applications.

RSA Digital Signatures

Ronald Rivest, Adi Shamir, and Leonard Adelman devel oped the RSA public-key cryptosystem
in 1977. Ronald Rivest also devel oped the M D5 hashing algorithm. A Certificate Authority
(CA) provides RSA digital certificates upon registration with that CA. Thesedigital certificates
allow stronger security than do preshared keys. Once theinitial configuration has been
completed, peers using RSA digital certificates can authenticate with one another without
operator intervention.

When an RSA digital certificateisrequested, apublic and a private key are generated. The host
usesthe private key to create adigital signature. The host sendsthisdigital signature along with
its digital certificate to its |PSec peer partner. The peer uses the public key from the digital
certificate to validate the digital signature received from the peer.

RSA Encrypted Nonces

A twistintheway digital signatures are used isthe process of using RSA encrypted noncesfor
peer authentication. A nonceisapseudorandom number. This processrequiresregistration with
a CA to obtain RSA digital certificates. Peers do not share public keysin this form of authenti-
cation. They do not exchange digital certificates. The process of sharing keysis manual and
must be done during the initial setup.

RSA encrypted nonces permit repudiation of the communication, where either peer can plausibly
deny that it took part in the communication. Cisco is the only vendor that offers this form of
peer authentication.

Key Management
Key management can be a huge problem when working with |PSec VPNSs. It seems like there
arekeyslurking everywhere. In reality, only five permanent keys are used for every |PSec peer
relationship. These keys are described as follows:

® Two are private keysthat are owned by each peer and are never shared. These keys are
used to sign messages.

® Two arepublic keysthat are owned by each peer and are made available to anyone. These
keys are used to verify signatures.
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® Thefifth key isthe shared secret key. Both peer members use this key for encryption and
hashing functions. Thisis the key created by the Diffie-Hellman protocol, which is
discussed in the next section.

That does not seem like many keys. In fact, the private and public keys are used for multiple

| PSec connections on a given peer. In asmall organization, these keys could al probably be
managed manually. The problem arises when trying to scale the processes to support hundreds
or thousands of VPN sessions. The next sections discuss the Diffie-Hellman protocol and
Certificate Authorities, which are two excellent ways of automatically managing this potential
nightmare.

Diffie-Hellman Protocol

In 1976, Whitfield Diffie and Martin Hellman devel oped the first public key cryptographic
technique. The Diffie-Hellman (D-H) key agreement protocol allows two peersto exchange a
secret key without having any prior secrets. This protocol isan example of an asymmetrical key
exchange process in which peers exchange different public keysto generate identical private
keys. This protocol is over 20 years old and has withstood the test of time.

The Diffie-Hellman protocol is used in 1PSec VPNs, but you haveto look hard to find it. It is
used in the process of establishing the secure channel between peersthat |PSec rides on. The
trail isasfollows:

1 IPSec usesthe Internet Security Association and Key Management Protocol (ISAKMP)
to provide aframework for authentication and key exchange.

2 ISAKMP usesthe IKE Protocol to securely negotiate and provide authenticated keying
material for security associations.

3 IKE usesaprotocol caled OAKLEY, which describes a series of key exchanges and
details the service provided by each.

4 OAKLEY uses Diffie-Hellman to establish a shared secret key between peers.

Symmetric key encryption processes then use the shared secret key for encryption or authenti-
cation of the connection. Peers that use symmetric key encryption protocols must share the
same secret key. Diffie-Hellman provides an elegant solution for providing each peer with a
shared secret key without having to keep track of the keys used.

Diffie-Hellman is such a clean process that you might wonder why we need symmetric key
encryption processes. The answer is that asymmetric key encryption processes are much too
slow for the bulk encryption required in high-speed VPN circuits. That iswhy the Diffie-Hellman
protocol has been rel egated to creating the shared secret key used by symmetric key encryption
protocols.

I PSec peers use the Diffie-Hellman Protocol to generate the shared secret key that is used by
AH or ESP to create authentication data or to encrypt an IP datagram. The receiving peer uses
the D-H shared secret key to authenticate the datagram and decrypt the payload.
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No discussion of Diffie-Hellman would be complete without showing the mechanismsinvolved
in creating the shared secret key. Table 2-8 shows the Diffie-Hellman process of creating the
key between two |PSec peers called Able and Baker. Notice that the shared secret key never
travels over the network between the peers.

NOTE Recall from your high school math that the modul us operation returnsthe remainder that results

from dividing one number by another. For example, 7 mod 4 returns the number 3.

Table 2-8  Diffie-Hellman Process
ABLE NETWORK | BAKER
Agreeswith BAKER tousealargeprime | — « Agreeswith ABLE to use alarge prime
number: number:
P P
Further agrees on an integer to use asa - - Further agrees on an integer to use asa
generator: generator:
G G
Picks a secret number: Picks a secret number:
A B
Computes a public number: Computes a public number:
X =G” mod P Y =GBmod P
Sends X to BAKER X <Y SendsY to ABLE
Now knows: Now knows:
P,G,A, X, Y P,G,B,X,Y
Computes: Computes:
K =YA mod P Kg=XBmod P
Now knows shared secret key: Now knows shared secret key:
Ka=Kg=K Kg=Ka =K
Proof: Proof:
K 5 = (GB mod P)A mod P Kg = (G* mod P)B mod P
K5 = (GB)" mod P = Kg = (G*)B mod P
K =GP mod P Kg=G"Bmod P
Ka Kg
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Certificate Authorities

Another method of handling keys that does not take a lot of administrative support isto use
Certificate Authorities (CAs) asatrusted entity for issuing and revoking digital certificatesand
for providing ameansto verify the authenticity of those certificates. CAsare usually third-party
agents such as VeriSign or Entrust, but for cost savings, you could also set up your own CA
using Windows 2000 Certificate Services.

The following list describes how CAswork:

1 A client that wantsto use digital certificates creates a pair of keys, one public and one
private. Next, the client prepares an unsigned certificate (X.509) that contains, among
other things, the client’s ID and the public key that was just created. This unsigned
certificate is then sent to a CA using some secure method.

2 TheCA computesahash code of the unsigned certificate. The CA thentakesthat hash and
encryptsit using the CA’s private key. Thisencrypted hash isthe digital signature, and the
CA attachesit to the certificate and returns the signed certificate to the client. This
certificateis called an I dentity Certificate and is stored on the client device until it expires
or is deleted. The CA also sends the client its own digital certificate, which becomes the
root certificate for the client.

3 Theclient now hasasigned digital certificate that it can send to any other peer partner. If
the peer partner wants to authenticate the certificate, it decrypts the signature using the
CA'spublic key.

It isimportant to note that a CA only sends aclient’s certificate to that client itself. If the client
wants to establish |PSec VPNs with another client, it trades digital certificates with that client,
thereby sharing public keys.

When aclient wants to encrypt data to send to a peer, it uses the peer’s public key from the
digital certificate. The peer then decrypts the package with its private key.

When aclient wantsto digitally sign apackage, it usesits own private key to create a*“signed”
hash of the package. The receiving peer then usesthe client’s public key to create acomparison
hash of the package. When the two hash values match, the signature has been verified.

Another function of a CA isto periodically generate alist of certificates that have expired or
have been explicitly voided. The CA makesthese Certificate Revocation Lists (CRLS) available
to its customers. When aclient receives adigital certificate, it checksthe CRL to find out if the
certificate is still valid.

You learn more about CAs and digital certificatesin Chapter 5, “ Configuring Cisco VPN 3000
for Remote Access Using Digital Certificates.”
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Authenticating IPSec Peers and Forming Security Associations

The protocol that brings all the previously mentioned protocols together is the Internet Key
Exchange (IKE) Protocol. IKE operatesin two separate phases when establishing |PSec VPNSs.
In IKE Phase 1, it isIKE's responsibility to authenticate the |PSec peers, negotiate an IKE
security association between peers, and initiate a secure tunnel for |PSec using the Internet
Security Association and Key Management Protocol (ISAKMP).

In IKE Phase 2, the peers use the authenticated, secure tunnel from Phase 1 to negotiate the set
of security parameters for the IPSec tunnel. Once the peers have agreed on a set of security
parameters, the |PSec tunnel is created and stays in existence until the Security Associations
(SAs) (either IKE or 1PSec) are terminated or until the SA lifetimes expire.

Combining Protocols into Transform Sets

NOTE

Configuring IPSec in Cisco devicesisfairly simple. You need to identify the five parameters
that IKE uses in Phase 1 to authenticate peers and establish the secure tunnel. Those five
parameters and their default settings for the VPN 3000 Concentrator Series are as follows:

® Encryption algorithm—56-bit DES (default) or the stronger 168-bit 3DES.
® Hash algorithm—MDS5 (default) or the stronger SHA-1.

® Authentication method—Preshared keys, RSA encrypted nonces, or the most secure,
RSA digital signatures (also the default).

® Key exchange method—768-bit Diffie-Hellman Group 1 (default) or the stronger 1024-bit
Diffie-Hellman Group 2.

® |KE SA lifetime—The default is 86,400 seconds or 1 day. Shorter durations are more
secure but come at a processing expense.

Whatever parameters you choose for IKE Phase 1 must be identical on the prospective peer, or
the connection is not established. Once you have these configured, the only other values you
need to supply to establish the IPSec tunnel in IKE Phase 2 are as follows:

® | PSec protocol—AH or ESP
® Hash algorithm—MD5 or SHA-1 (These are dways HMAC assisted for IKE Phase 2.)
® Encryption algorithm if using ESP—DES or 3DES

The AH Protocol is seldom used in production environments today. SHA-HMAC and MD5-
HMAC are now availableto provide additional packet integrity for ESP. A second argument for
not using AH isthat AH does not support NAT or PAT, essential components of secure networks
and useful tools for extending | Pv4 addresses into private networks.
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Table 2-9

InaVPN network environment, you can have different security requirements for each VPN. If
you are going router to router within a physically secured building, you might not want the
added processing expense of ESP onthat VPN. VPN connectionsto one of the routersfrom the
Internet, however, might need ESP's encryption.

To facilitate the configuration process for devicesthat need to support avariety of IPSecVPNSs,
the |PSec parameters are grouped into predefined configurations called transforms. The
transforms identify the |PSec protocol, hash algorithm, and when needed, the encryption
algorithm. Only ahandful of valid transforms are available; they are identified in Table 2-9.

IPSec Transforms

Type Transform Description
AH authentication transforms | ah-md5-hmac | IPSec AH Protocol using HMAC-MD5 for message
integrity.
ah-sha-hmac | IPSec AH Protocol using HMAC-SHA-1 for
message integrity.
ah-rfc1828 IPSec AH Protocol using MD5 for message integrity.

Thistransform is used to support older RFC 1828
IPSec implementations.

ESP encryption transforms esp-des IPSec ESP Protocol using DES encryption.
esp-3des IPSec ESP Protocol using 3DES encryption.
esp-null IPSec ESP Protocol with no encryption. This can be

used in test environments in combination with either
of the ESP authentication transforms to provide ESP
authentication with no encryption. esp-null should
not be used in production environments.

esp-rfcl829 IPSec ESP Protocol using DES-CBC encryption.
Thistransform is used to support older RFC 1829
IPSec implementations.

ESP authentication esp-md5-hmac | 1PSec ESP Protocol using HMAC-MD5 for message
transforms integrity.
esp-sha-hmac | IPSec ESP Protocol using HMAC-SHA-1 for
message integrity.

Transforms are used to identify the types of |PSec tunnelsthat ahost supports. A specific IPSec
tunnel can support up to threetransformsin astrictly regulated structure called atransform set.
You can configure multiple transform setswithin adevice's crypto policy to identify acceptable
combinations that can be used for establishing IPSec tunnels. A transform set can be any of the
following valid combinations.
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® OneAH authentication transform:
— ah-md5-hmac
— ah-sha-hmac
— ah-rfc1828
® OneESP encryption transform:
— esp-des
— esp-3des
— esp-null
— esp-rfc1829
® One ESP encryption transform <AND> one ESP authentication transform:
— esp-des esp-md5-hmac
— esp-des esp-sha-hmac
— esp-3des esp-md5-hmac
— esp-3des esp-sha-hmac
— esp-null esp-md5-hmac
— esp-null esp-sha-hmac

® OneAH authentication transform <AND> one ESP encryption transform in thefollowing
combination only:

— ah-rfc1828 esp-rfc1829

® OneAH authentication transform <AND> one ESP encryption transform <AND> one
ESP authentication transform:

— ah-md5-hmac esp-des esp-md5-hmac
— ah-md5-hmac esp-des esp-sha-hmac
— ah-md5-hmac esp-3des esp-md5-hmac
— ah-md5-hmac esp-3des esp-sha-hmac
— ah-md5-hmac esp-null esp-md5-hmac
— ah-md5-hmac esp-null esp-sha-hmac
— ah-sha-hmac esp-des esp-md5-hmac
— ah-sha-hmac esp-des esp-sha-hmac
— ah-sha-hmac esp-3des esp-md5-hmac
— ah-sha-hmac esp-3des esp-sha-hmac
— ah-sha-hmac esp-null esp-md5-hmac
— ah-sha-hmac esp-null esp-sha-hmac
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NOTE One additional transform can be used with Cisco VPN devices, and that is the comp-1zs
transform. This transform activates the Stacker LZS compression algorithm on the VPN. LZS
was designed to be used on slow-speed WAN connections to enable conservation of bandwidth
resources. Thistransform is not well documented in Cisco reference materias, and this book
does not mention it again, other than to say that you might seeit as an option when configuring
transform sets on Cisco devices.

Establishing VPNs with IPSec

4 How IPSec works

Asyou can seefrom the previous discussion, | PSec was designed to use arobust set of protocols
and processes. You could establish VPNs without knowing much about these protocols, but the
results would be haphazard at best. Good practice dictates a sequence of preparation steps that
you should take before you can effectively configure adevicefor |PSec. Those preconfiguration
steps are as follows:

Step 1 Establish an IKE policy—This policy must be identical on both ends of a
VPN. The following elements go into the IKE policy:

— Key distribution method—Manual or certificate authority.

— Authentication method—Mostly determined by the key distribution
method you select. Manual distribution uses preshared keys. Certificate
authority distribution uses RSA encrypted nonces or RSA digital
signatures.

— |IP address and host names of peer s—IP needs to know where to
locate potential peers, and access control lists on intermediate devices
need to permit the peers to communicate. |PSec configuration requires
thefully qualified domain name (FQDN) of the device aswell asthe IP
address.

— IKE policy parameters—Used by ISAKMP to establish the secure
tunnel of IKE Phase 1. IKE policies consist of the following five
parameters:

Encryption agorithm (DES/3DES)

Hash algorithm (MD5/SHA-1)

Authentication method (Preshared, RSA encryption, RSA signatures)
Key exchange (D-H Group 1/D-H Group 2)

IKE SA lifetime (86,400 seconds by default)
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Step 2 Establish an IPSec policy—The IPSec security and authentication
capabilities are applied to certain traffic that passes between peers. You can
chooseto send all traffic between peersthrough the IPSec tunnel, but thereis
asignificant performance penalty when using |PSec, so you should be
selectivein its application. However you choose to implement the IPSec
tunnel, both ends of the tunnel must implement identical 1PSec policies.
Careful planning and documentation can simplify this process. You need the
following information for your |PSec policy:

— | PSec protocol—AH or ESP
— Authentication—MD?5 or SHA-1
— Encryption—DES or 3DES

— Transform or transform set—ah-sha-hmac esp-3des esp-md5-hmac
or one of the other allowable combinations

— ldentify traffic to be protected—~Protocol, source, destination, and port
— SA establishment—Manua or IKE

Step 3 Examinethe current configuration—Avoid issues with conflicting
configuration parameters by checking existing | PSec settings on your device.

Step 4 Test the network before | PSec—Can you ping the peers that are going to
participate in |PSec with your device? If not, you must fix that before you go
any further.

Step 5 Permit |PSec ports and protocols—If you have enabled ACLs on any
devicesalong the path of the proposed |PSec VPN, be sure that those devices
permit | PSec traffic. You must ensure that the following are permitted
through the network:

— UDP port 500—ISAKMP, identified by the keyword isakmp
— Protocol 50—ESP, identified by the keyword esp
— Protocol 51—AH, identified by the keyword ahp

NOTE Protocols50 and 51 are actual protocolswithin the TCP/I P stack. They are not portsused within
aprotocol, such as port 500 for ISAKMP within UDP.

After you have ensured network connectivity, cleaned up your existing configuration, enabled
I PSec traffic, and established your IKE and IPSec policies, you can begin the configuration
process. Configuration processes for the Cisco VPN 3000 Series Concentrators are covered in
detail throughout the remainder of this book.
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You can think of the |PSec process as the following five-step process:

Step 1 Interesting traffic initiates the setup of an IPSec tunnel.

Step 2 |IKE Phase 1 authenticates peers and establishes a secure tunnel for 1PSec

negotiation.

Step 3 |IKE Phase 2 completes the | PSec negotiations and establishes the IPSec

tunnel.

Step 4 Once the tunnel has been established, secured VPN communications occur.

Step 5 When thereis no more traffic to use IPSec, the tunnel is torn down, either

explicitly or through timeout of the SA lifetimes.

The following sections examine these five processes in more detail.

Step 1: Interesting Traffic Triggers IPSec Process

As previously stated, you have absolute control over the traffic that gets processed by |PSec.
You might want certain traffic between peers authenticated only, for example, for mail or
intranet traffic. You might want to encrypt client/server traffic that interacts with your financial
server. Maybe you want to encrypt everything going from peer A to peer B.

Whatever your security policy dictatesis mirrored in access lists. Peers must contain the same
access lists, and you can have multiple access lists for different purposes between peers. These
ACLsare called crypto ACL s because of their application. They are smply extended | P access
lists, but they work slightly differently because the per mit and deny keywords have a different
purpose for crypto ACLs. Figure 2-12 shows the effect of permit and deny statements on
source and destination peers.

The per mit and deny keywords have different functions on the source and destination devices.
The following list describes those functions:

permit at the sour ce peer—Passes the traffic to |PSec for authentication, encryption, or
both. IPSec modifiesthe packet by inserting an AH or ESP header and possibly encrypting
some of or al of the original packet and then places it on the wire to the destination.

deny at the source peer—Bypasses |PSec and puts the clear-text packet on the wire to
the destination.

permit at the destination peer—Passes the traffic to IPSec for authentication,
decryption, or both. The ACL uses the information in the header to make its decision. In
ACL logic, if the header contains the correct source, destination, and protocol, the packet
must have been processed by 1PSec at the sender and must now be processed by |PSec at
the receiver.

deny at the destination peer—Bypasses | PSec and assumes that the traffic has been sent
intheclear.
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Figure 2-12 Crypto ACLs

Clear-Text

Destination

Clear-Text

Packet Peer Packet

Source
Peer

IPSec

deny ‘

permit

permit AH or ESP

Packets

IPSec

AH or ESP
Packets

AH, ESP, or
Clear-Text
Packets

When these per mit and deny keywords are used in the proper combinations, data are
successfully protected and transferred. When they are not used in the proper combinations, data
are discarded. Table 2-10 shows the various per mit and deny keyword combinations and the
actions that result from the combinations.

Table 2-10  Crypto ACL Actions
Source Destination Action
per mit permit Packet processed correctly
permit deny Packet misunderstood and dropped
deny permit Packet misunderstood and dropped
deny deny Packet processed correctly

You can readily see why it is so important for crypto ACLsto match on both ends of the |PSec
VPN. Remember that Cisco ACLs always have an implicit deny all asthelast entry. If your
permit statements do not match on both ends, the destination is not able to process the packet
information and the packet is discarded.
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NOTE Remember that 1PSec isan I P-only function. All your crypto ACLs must be extended IPACLSs,
permitting you to identify source, destination, and protocol.

Step 2: Authenticate Peers and Establish IKE SAs
IKE Phase 1 usestwo different mode typesto authenticate | PSec peersand establish an IKE SA
policy between peers. These two modes are the Main mode and the Aggressive mode.

Main mode protectstheidentity of both peersduring key exchange. Thisisthe modethat isused
by default on Cisco VPN products. When using Main mode, |KE performs three bidirectional
exchanges between peers. Those three exchanges are as follows:

® Algorithms and hashes are agreed upon.
* Diffie-Hellman exchange is made, producing matching shared secret keys.
® Verification of the other peer’sidentity is made.

Only three messages are exchanged during Aggressive mode. More information is packed into
thefirst message, providing key information to eavesdroppersthat might be watching the traffic
before the connection has been secured. Cisco products answer in Aggressive mode to products
that initiate IKE Phase 1 in Aggressive mode, but their preference isfor Main mode operation.
Whether using Main mode or Aggressive mode, the end result of IKE Phase 1 isasecure tunnel
between peers that protects the ISAKMP exchanges of IKE Phase 2 asthe IPSec SA is
negotiated.

Step 3: Establish IPSec SAs

IKE Phase 2 has one mode of operation, Quick mode, which begins immediately after the
secured tunnel isestablished in IKE Phase 1. The following tasks are accomplished during IKE
Phase 2:

1 IPSec SA parameters are negotiated and agreed on by both peers within the protection of
the IKE SA established in Phase 1.

2 1PSec SAsare established.
3 IPSec SAs are renegotiated periodically as needed.
4 |PSec SAsan optionally perform an additional Diffie-Hellman key exchange.

Step 4: Allow Secured Communications

Once the |PSec SAs have been established in Step 3, secured traffic can be exchanged over the
connection. |P packets across this |PSec tunnel are authenticated and/or encrypted, depending
on thetransform set selected. Figure 2-13 showsthe use of a secure |PSec tunnel between peers.
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Figure 2-13 IPSec Secure Tunnel
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Step 5: Terminate VPN

In normal operation, IPSec VPN tunnels can be terminated when one of the peers goes away,
as might be the case in remote access VPNs when the mobile user packs up his system for the
day. More frequently, however, they out based on the negotiated SA lifetimesin the IPSec SA
and the IKE SA. When the SA terminates, keys are discarded.

When an |PSec SA times out and |PSec traffic till exists, the peers immediately go into IKE
Phase 2 negotiations and reestablish the IKE SA using new keys. If the IKE SA times out, the
peers must start with |KE Phase 1 negotiations to establish new IKE SAs and then renegotiate
IPSec SAs.
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Foundation Summary

The Foundation Summary is a collection of tables, figures, and best practices that provide a
convenient review of many key conceptsin this chapter. For those who are already comfortable
with the topicsin this chapter, this summary could help you recall afew details. For those who
just read this chapter, this review should help solidify some key facts. For anyone doing final
preparation before the exam, these tables and figures are a convenient way to review the day

before the exam.

Table of Protocols Used with IPSec

I PSec was designed to be able to use existing protocols and multipurpose protocols. The only
two that are considered strictly 1PSec protocols are Authentication Header and Encapsulating
Security Payload. Table 2-11 outlines the protocols discussed in this chapter.

Table 2-11  Protocols Used with |PSec

Process Protocol Description
IP Security (IPSec) | Authentication Header A security protocol that provides data
Protocol (AH) authentication and optional antireplay services. AH
is embedded in the data to be protected (afull IP
datagram).
Encapsulating Security Security protocol that provides data privacy
Payload (ESP) services, optional data authentication, and
antireplay services. ESP encapsulates the datato be
protected.
Message encryption | Data Encryption Standard | Standard cryptographic algorithm devel oped by the
(DES) U.S. National Bureau of Standards using 56-bit
key.
Triple DES (3DES) Standard cryptographic algorithm based on DES,
using 168-hit key.
Message integrity | Hash-based Message A mechanism for message authentication using
(hash) functions Authentication Code cryptographic hash functions. HMAC can be used
(HMAC) with any iterative cryptographic hash function, for
example, MD5 or SHA-1, in combination with a
secret shared key. The cryptographic strength of
HMAC depends on the properties of the underlying
hash function.

continues
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Table 2-11  Protocols Used with IPSec (Continued)

Process Protocol Description

Message integrity | Message Digest 5 (MD5) | A one-way hashing algorithm that produces a 128-
(hash) functions bit hash. Both MD5 and Secure Hash Algorithm
(continued) (SHA) are variations on MD4 and are designed to

strengthen the security of the MD4 hashing
algorithm. Cisco uses hashes for authentication
within the IPSec framework.

Secure Hash Algorithm-1 | Algorithm that takes amessage of lessthan 264 bits
(SHA-1) in length and produces a 160-bit message digest.
The large message digest provides security against
brute-force collision and inversion attacks. SHA-1
[N1S94c] isarevision to SHA that was published in
1994.

Peer authentication | Preshared keys A shared secret key that must be communicated
between peers through some manual process.

RSA digital signatures Public-key cryptographic system that can be used
for encryption and authentication. The digital
signature is a value computed with the RSA
algorithm and appended to a data object in such a
way that any recipient of the data can use the
signature to verify the data's origin and integrity.

RSA encrypted nonces Nonces are random numbers used in security
protocols to prove recentness of messages, but they
can aso be used as symmetric session keys.

Key management Diffie-Hellman (D-H) A public-key cryptography protocol that allowstwo
parties to establish a shared secret over insecure
communications channels. Diffie-Hellman is used
within Internet Key Exchange (IKE) to establish
session keys. Diffie-Hellman is a component of
OAKLEY key exchange. Cisco 10S Software
supports 768-bit and 1024-bit Diffie-Hellman
groups.

Certificate Authority (CA) | Entity that issues digital certificates (especially
X.509 certificates) and vouches for the binding
between the data itemsin a certificate.
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Table 2-11  Protocols Used with IPSec (Continued)

Process Protocol

Description

Security
Association (SA) (IKE)

Internet Key Exchange

IKE establishes a shared security policy and
authenticates keys for services (such as | PSec) that
require keys. Before any |PSec traffic can be
passed, each router/firewall/host must verify the
identity of its peer. This can be done by manually
entering preshared keys into both hosts or by aCA
service.

Internet Security
Association and Key
Management Protocol
(ISAKMP)

Internet IPSec protocol [RFC 2408] that negotiates,
establishes, modifies, and deletes security
associations. It also exchanges key generation and
authentication data (independent of the details of
any specific key generation technique), key
establishment protocol, encryption agorithm, or
authentication mechanism.

IPSec Preconfiguration Processes

Most projects go much easier if you spend some careful planning time before you begin. The
sameistruefor implementing IPSec security. Take thefollowing steps before you begin the task
of configuring IPSec on your Cisco devices:

Step 1
Step 2
Step 3
Step 4
Step 5

Establish an IKE policy.

Establish an IPSec policy.
Examine the current configuration.
Test the network before | PSec.
Permit 1PSec ports and protocols.

Creating VPNs with IPSec

After you configure your Cisco devices for IPSec, the setup and termination of |PSec happens
automatically. The following steps are involved in that process:

Step 1
Step 2
Step 3
Step 4
Step 5

Interesting traffic triggers |PSec process.
Authenticate peers and establish IKE SAs (IKE Phase 1).

Establish IPSec SAs (IKE Phase 2).
Allow secured communications.
Terminate VPN.
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Chapter Glossary

The following terms were introduced in this chapter or have specia significance to the topics
within this chapter.

antireplay A security servicewherethereceiver can reject old or duplicate packetsto protect
itself against replay attacks. |PSec provides this optional service by use of a sequence number
combined with the use of data authentication.

Cisco Unified Client Framework A consistent connection, policy, and key management
method across Cisco routers, security appliances, and VPN Clients.

dataauthentication Process of verifying that data have not been altered during transit (data
integrity), or that the data came from the claimed originator (data origin authentication).

data confidentiality A security service where the protected data cannot be observed.

dataflow A grouping of traffic, identified by a combination of source address/mask,
destination address/mask, |P next protocol field, and source and destination ports, where the
protocol and port fields can have the values of any. In effect, all traffic matching a specific
combination of these valuesislogically grouped together into a data flow. A data flow can
represent a single TCP connection between two hosts, or it can represent all the traffic between
two subnets. |PSec protection is applied to data flows.

Elliptic Curve Cryptography (ECC) A public-key encryption technique based on elliptic
curve theory that can be used to create faster, smaller, and more efficient cryptographic keys.
ECC generates keys through the properties of the elliptic curve equation instead of using the
traditional method of generation asthe product of large prime numbers. The technology can be
used in conjunction with most public-key encryption methods, such as RSA and Diffie-Hellman.

peer Inthecontext of thisdocument, arouter, firewall, VPN concentrator, or other devicethat
participatesin | PSec.

Perfect Forward Secrecy (PFS) A cryptographic characteristic associated with a derived
shared secret value. With PFS, if onekey iscompromised, previous and subsequent keys are not
compromised, because subsequent keys are not derived from previous keys.

Scalable Encryption Processing (SEP) Cisco VPN 3000 Series Concentrator modules that
enable users to easily add capacity and throughput.

Security Association (SA) An|PSec security association (SA) isadescription of how two or
more entities use security servicesin the context of aparticular security protocol (AH or ESP)
to communicate securely on behalf of a particular data flow. It includes things such as the
transform and the shared secret keysto be used for protecting the traffic.
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Security Parametersindex (SPI) Thisisanumber that, together with an IP address and
security protocol, uniquely identifies a particular security association. When using IKE to
establish the security associations, the SPI for each security association is a pseudo-randomly
derived number. Without IKE, the SPI is manually specified for each security association.

transform A transform lists a security protocol (AH or ESP) with its corresponding
algorithms. For example, one transform is the AH protocol with the HMAC-MD5
authentication algorithm; another transform isthe ESP protocol with the 56-bit DES encryption
algorithm and the HMAC-SHA authentication algorithm.

tunnel  Inthecontext of thisdocument, asecure communication path between two peers, such
as two routers. It does not refer to using 1PSec in Tunnel mode.
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Q&A

Asmentioned in Chapter 1, these questions are more difficult than what you should experience
on the CCSP exam. The questions do not attempt to cover more breadth or depth than the exam;
however, the questions are designed to make sure you know the answer. Rather than allowing
you to derive the answer from clues hidden inside the question itself, your understanding and
recall of the subject are challenged. Questions from the“Do | Know ThisAlready?’ quiz from
the beginning of the chapter are repeated here to ensure that you have mastered the chapter’s
topic areas. Hopefully, these questions will help limit the number of exam questions on which
you narrow your choices to two options and guess!

1 What are the Cisco hardware product families that support |PSec VPN technology?

2 What are the two | PSec protocols?

3 What are the three major VPN categories?

4 What is an SEP module used for?

5 What are the primary reasons cited for choosing VPN technology?
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10

11

12

Why are remote access VPNs considered ubiquitous?

What types of VPNs are typically built across service provider shared network
infrastructures?

Which type of VPNs use a combination of the same infrastructures that are used by the
other two types of VPNs?

What hardware would you use to build intranet and extranet VPNs?

Which Cisco routers provide support for Cisco EzZVPN Remote?

Which Cisco router series supports VAMSs?

Which Cisco router series supports ISMs?
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13 Which of the Cisco PIX Firewall models are fixed-configuration devices?

14 Which Cisco PIX Firewall models offer afailover port for high availability and support
VACs?

15 Which series of Cisco hardware devices are purpose-built remote access VPN devices?

16 Which of the Cisco VPN 3000 Series Concentrators is a fixed-configuration device?

17 Which of the Cisco VPN 3000 Series Concentrators can accept SEP modules?

18 What feature of the Cisco Unity Client makes it scalable?

19 Which of Cisco'sVPN clients can be used with any operating system that communicates
inlP?
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20

21

22

23

24

25

What protocol enables |P-enabled wireless devices such as PDAs and Smart Phones to
participate in VPN communications?

What are the three phases of Cisco Mobile Office?

What is the distinctive characteristic of Cisco VPN Device Manager?

What is Cisco'sAAA server, and what AAA systems does it support?

Which web-based management tool can display a physical representation of each
managed device?

What are the current RFCs that define the | PSec protocols?
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26

27

28

29

30

31

32

What are three shortcomings of |PSec?

What message encryption protocols does |PSec use?

What message integrity protocols does | PSec use?

What methods does | PSec use to provide peer authentication?

What methods does | PSec use for key management?

What is the key element contained in the AH or ESP packet header?

Which IPSec protocol does not provide encryption services?
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33

34

35

36

37

38

What isthe triplet of information that uniquely identifies a Security Association?

What isan ICV?

What |PSec protocol must you use when confidentiality is required in your |PSec
communi cations?

What is the primary difference between the mechanisms used by AH and ESP to modify
an | P packet for |PSec use?

What are the two modes of operation for AH and ESP?

Which IPSec protocol should you useif your system isusing NAT?
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39 You can select to use both authentication and encryption when using the ESP protocol.
Which is performed first when you do this?

40 How many SAsdoesit taketo establish bidirectional |PSec communications between two
peers?

41 Which encryption protocol was considered unbreakable at the time of its adoption?

42 What process does 3DES use to obtain an aggregate 168-bit key?

43 What is a message digest?

44 What does HMAC-MD5-96 mean?
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45

46

a7

48

49

50

51

What does HMAC-SHA 1-96 mean?

How are preshared keys exchanged?

What does the Diffie-Hellman key agreement protocol permit?

Why is D-H not used for symmetric key encryption processes?

What isaCRL?

What are the five parameters required by IKE Phase 1?

What are the valid AH authentication transforms?
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52 What transform set would allow for SHA-1 authentication of both AH and ESP packets
and would also provide 3DES encryption for ESP?

53 What steps should you take before you begin the task of configuring IPSec on a Cisco
device?

54 What are the five steps of the |PSec process?

55 What isthe difference between the deny keyword in acrypto ACL and the deny keyword
in an accessACL?







Exam Topics Discussed in This Chapter

This chapter covers the following topics, which you need to master in your pursuit of
certification as a Cisco Certified Security Professional:

5 Overview of the Cisco VPN 3000 Concentrator Series
6 Cisco VPN 3000 Concentrator Series models
7 Benefits and features of the Cisco VPN 3000 Concentrator Series

8 Cisco VPN 3000 Concentrator Series Client support



CHAPTER :3

Cisco VPN 3000 Concentrator
Series Hardware Overview

Ever striving to meet the needs of its customers, Cisco has put together a complete lineup
of VPN products. Asyou learned in Chapter 2, “ Overview of VPN and | PSec Technol ogies,”
the Cisco |OS Software feature set used on Cisco routers offers robust 1P Security (IPSec)
capability for site-to-site VPN requirements. The Cisco Secure PIX Firewall also provides
VPN capability, moving the CPU-intensive encryption operations away from the busy
border routers.

With the introduction of the Cisco VPN 3000 Concentrator Series, Cisco hasimplemented
solutions that are built for the unique purpose of remote accessVPNs. These versatile,
reliable systems are designed to only processVPNs, and to process them quickly and
efficiently.

Five models are available in the Cisco VPN 3000 Concentrator line: 3005, 3015, 3030,
3060, and 3080. The 3005 is afixed configuration, while the others share the same chassis
and are configurable, providing an unrestricted upgrade path from the 3015 model all the
way to the 3080 model. These configurable models also allow for the use of multiple
Scalable Encryption Processor (SEP) modules that offload processor-intensive encryption
activities from the central processor of the concentrator.

This chapter present the productsin this concentrator series and analyzestheir benefitsand
features. Additionally, the chapter introduces the clients that support these products.

How to Best Use This Chapter

By taking the following steps, you can make better use of your time;

® Keep your notes and answers for all your work with this book in one place for easy
reference.

® Takethe“Do | Know ThisAlready?’ quiz, and write down your answers. Studies
show retention is significantly increased through writing facts and concepts down,
even if you never look at the information again.

® UseFigure 3-1to guide you to the next step.
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Figure 3-1 How to Use This Chapter
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“Do | Know This Already?” Quiz

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide what parts of the
chapter to use. If you already intend to read the entire chapter, you do not need to answer these
questions now.

This 18-question quiz helps you determine how to spend your limited study time. The quizis
sectioned into three smaller “quizlets,” which correspond to the three major topic headingsin
the chapter. Figure 3-1 outlines suggestions on how to spend your timein this chapter based on
your quiz score. Use Table 3-1 to record your scores.
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Score Sheet for Quiz and Quizets

Quizlet Foundations Topics Section Covering These
Number Questions Questions | Score
1 Overview of the Cisco VPN 3000 Concentrator Series 1-6
Cisco VPN 3000 Concentrator Series models
2 Benefits and features of the Cisco VPN 3000 Concentrator 7-12
Series
3 Cisco VPN 3000 Concentrator Series Client support 13-18
All questions 1-18

1 What models are available in the Cisco VPN 3000 Concentrator Series?

2 What is the maximum number of simultaneous sessions that can be supported on the
Cisco VPN 3015 Concentrator?

3 What is the maximum number of simultaneous sessions that can be supported on the
Cisco VPN 3080 Concentrator?

4 OnaCisco VPN 3005 Concentrator, what does a blinking green system LED indicate?
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10

What is the maximum encryption throughput rate for the VPN 3000 series?

What tunneling protocols do Cisco VPN 3000 Concentrators support?

How do VPN concentrators reduce communications expenses?

What other authentication capability exists if standard authentication servers are not
available?

What routing protocols do the Cisco VPN 3000 Concentrators support?

What protocol permits multichassis redundancy and failover?
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11

12

13

14

15

16

List some of the methods that can be used to interface with the embedded Cisco VPN
Manager software on VPN concentrators?

What four options are available under the Configuration menu of the VPN Manager?

What mechanism is used by Cisco VPN Clients to monitor firewall activity between the
client and the concentrator?

What optional feature on the Cisco VPN 3002 Hardware Client allows you to connect
Ethernet devices to the client?

During large-scale implementations, how can VPN 3000 Concentrators be configured to
simplify client configuration?

Which of Cisco’s client offerings has no limitations with regard to the types of client
operating systems it can support?
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17 What two operating modes can a Cisco VPN 3002 Hardware Client be configured to
support?

18 What operating systems does the Cisco VPN Client support?

Theanswersto thisquiz arelisted in Appendix A, “Answersto the“Do | Know ThisAlready?”’
Quizzesand Q& A Sections.” The suggestions for your next steps, based on quiz results, are as
follows:

® 10or lessoverall score—You should read the entire chapter, including the “ Foundation
Topics’ and “Foundation Summary” sections, as well asthe “Q&A” section.

® 11to 14 overall score—Read the “Foundation Summary” section and the “ Q& A”
section. If you are having difficulty with a particular subject area, read the appropriate
section in the “ Foundation Topics’ section.

® 15o0r moreoverall score—If you feel you need more review on these topics, go to the
“Foundation Summary” section, thenthe® Q& A” section. Otherwise, skip thischapter and
go to the next chapter.
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Foundation Topics

In January 2000, Cisco purchased Altiga Networks of Franklin, Massachusetts. With that
purchase, Cisco acquired Altiga's nifty line of VPN concentrators, client software, and web-
based management software. These products becamethe Cisco VPN 3000 Series Concentrators
and supporting software. Since that time, Cisco has enhanced the product line by adding a top-
end concentrator and ahardware client, and has made improvementsto the software client. This
chapter explores the advantages, features, and specifications of the Cisco VPN 3000
Concentrator Series.

Major Advantages of Cisco VPN 3000 Series
Concentrators

5 Overview of the Cisco VPN 3000 Concentrator Series

7 Benefits and features of the Cisco VPN 3000 Concentrator Series

The Cisco VPN 3000 Series Concentrators are extremely versatile, delivering high perfor-
mance, security, and fault tolerance. The centralized management tool is standards-based and
enables real-time stati stics gathering and reporting. These devices allow corporationsto reduce
communications expenses by permitting clientsto connect to corporate assetsthrough local ISP
connections to the Internet rather than through long-distance or 800 number connectionsto
access servers. VPNs provide the productivity-enhancing ability to access corporate network
assets while reducing expenses.

Dial-up connections using modems are prevalent throughout many corporate communities,
especialy on laptop systems. For some types of users, however, broadband VPN services
provide speed and always-on connectivity that permit corporationsto extend their office LANS
into small office/home office (SOHO) environments. The popularity of cable modemsand DSL
modems has made broadband services commonplacefor the home office user. Connecting these
high-speed networks to the corporate network via | PSec tunnels gives SOHO users secure, full
accessto network assets at speedsup to 25 timesfaster than 56-kbps modems. Figure 3-2 shows
typical modem and broadband connectivity to aVPN concentrator.
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Figure 3-2  Remote Access Types
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Not shown in Figure 3-2, wirelessVPN clients provide an additional layer of encryption
security to wireless communications. |PSec encryption end-to-end between client and
concentrator can be combined with the encryption provided by the wireless Wired Equivalent
Privacy (WEP) standard to enable a high level of security for wireless communications. IPSec
with 3DES encryption for wireless communications is one of the recommendations of Cisco’s
SAFE security guidelines.

NOTE SAFE isthe Cisco secure blueprint for enterprise networks that provides information to
interested parties on the best practices to use for designing and implementing secure networks.

The Cisco VPN 3000 Series Concentrators are versatile, full-featured systems. Some of the
characteristics that make them so popular are as follows:

® Ease with which you can deploy them
® Performance and scalability
®  Security
®  Fault tolerance
® Management interface
® Ease with which you can upgrade them
The following sections cover these areas in more detail.
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Ease of Deployment and Use

The Cisco VPN 3000 Series Concentrators were designed to be inserted into the current
network without forcing infrastructure changes. These concentrators work with existing
Remote Authentication Dial-In User Service (RADIUS), Terminal Access Controller Access
Control System Plus (TACACS+), NT Domain, or Security Dynamics servers. This capability
presentsthe same authentication interface to the users asthey attempt to connect to the network.
When these authentication servers are not available, the VPN concentrators have the ability to
authenticate users from an internal database.

One of the interesting capabilities of the Cisco VPN 3000 Concentrator isits flexibility in
placement. These systems can beinstalled in front of, behind, or in parallel with afirewall. The
Cisco VPN Concentrator has firewall features that make it possible to customize the access
permitted to individual connections coming through the concentrator. To avoid static route
configurations on neighboring deviceswhen inserting these concentratorsinto routed networks,
the Cisco VPN 3000 Series Concentrators are routers, supporting RIP versions 1 and 2 and
OSPF.

The VPN concentrators are equipped with numerous LED indicator lights that make it easy to
verify system status. These indicators can even be “viewed” remotely through the web-based
VPN 3000 Concentrator Series Manager software so that you can perform a quick system
health check from your desk.

The Cisco VPN 3000 Series Concentrators are standards-based systems that can easily mesh
with existing tunneling protocols such as Point-to-Point Tunneling Protocol (PPTP) in the
Microsoft environment, or IPSec when more security isdesired. The Cisco VPN concentrators
can push the client policies to the user when they first connect through the concentrator. The
Cisco VPN Client is shipped with the VPN concentrators and includes an unlimited distribution
license, which means you do not have to worry about whether you have enough client licenses.

Performance and Scalability

The 3DES-encrypted throughput on the Cisco VPN Concentratorsis rated at up to 100 Mbps
without performance degradation. Thisis accomplished by using Scalable Encryption Proces-
sors (SEPs) on the modular devices. These SEPs are powered by programmable digital signa
processors (DSPs) in the encryption engine. Each SEP provides 25 Mbps of 3DES encryption,
making the VPN concentrators scalable.

The software-based DSPs give Cisco the ahility to respond to changing standards without the
need for customers to replace cards or chipsetsin the VPN devices. DSPs also enable Cisco
devel opers to tune the software to maximize performance for various applications. For the
Cisco VPN 3000 Series Concentrators, that means maximizing the remote access performance
characteristics. Hardware-assi sted encryption makesthese VPN concentrators extremely fastin
comparison to software-based encryption devices.
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The Cisco VPN Concentrators were designed specifically as VPN communication devices.
They are not performing the function as an afterthought. Cisco VPN Concentrators have been
optimized for connectivity, throughput, management, and standards support.

The Cisco VPN Concentrators support the following tunneling protocols:
® |nternet Protocol Security (IPSec)
® Point-to-Point Tunneling Protocol (PPTP)
® Layer 2 Tunneling Protocol (L2TP)
® L2TP/IPSec
® Network Address Trandlation (NAT) Transparent |PSec
The Cisco VPN 3000 Series Concentrators are true routers and offer the following routing
options:
®* RIP
®* RIP2
® OSPF
® Static
® Automatic endpoint discovery
® Network Address Tranglation (NAT)
® Clasdessinterdomain routing (CIDR)
® Reverse Route Injection (RRI)
Table 3-2 lists additional important features of these concentrators.
Table 3-2  Cisco VPN 3000 Concentrator Series Capabilities

Description Specification
Compatibility | Client Software Cisco VPN Client (1PSec) for Windows 95, 98, Me,
Compatibility NT 4.0, and 2000, including centralized split-tunneling

control and data compression.
Cisco VPN 3002 Hardware Client.

Microsoft Point-to-Point Tunneling Protocol
(PPTP)/Microsoft Point-to-Point Encryption
(MPPE)/Microsoft Point-to-Point Compression (MPPC).

Microsoft L2TP/IPsec for Windows 2000.
MovianVPN (Certicom) Handheld VPN Client with ECC.
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Table 3-2  Cisco VPN 3000 Concentrator Series Capabilities (Continued)

Description

Specification

Compatibility
(Continued)

Encryption/Authentication

IPSec Encapsulating Security Payload (ESP) using
DES/3DES (56/168-bit) with Message Digest 5 (MD5)
or Secure Hash Algorithm (SHA); MPPE using the
40/128-bit RC4 encryption algorithm from RSA.

Key Management

Internet Key Exchange (IKE).
Perfect Forward Secrecy (PFS).

Third-Party Compatibility

Certicom, iPass Ready, Funk Steel Belted RADIUS
certified, NTS TunnelBuilder VPN Client (Mac and
Windows), Microsoft Internet Explorer, Netscape
Communicator, Entrust, GTE Cybertrust, Baltimore,
RSA Keon, VeriSign.

High Availability

VRRP protocol for multichassis redundancy and failover.

Destination pooling for client-based failover and
connection reestablishment.

Redundant SEP modules (optional), power supplies, and
fans (3015-3060).

Redundant SEP modules, power supplies, and fans
(3080).

Management

Configuration

Embedded management interface is accessible via
console port, Telnet, Secure Shell (SSH), and Secure
HTTP

Administrator accessis configurable for five levels
of authorization. Authentication can be performed
externaly viaTACACS+.

Role-based management policy separates functions for
service provider and end-user management.

Monitoring

Event logging and notification viae-mail (SMTP).
Automatic FTP backup of event logs.

SNMP MIB-I1 support.

Configurable SNMP traps.

Syslog output.

System status.

Session data.

General statistics.

continues
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Table 3-2

Security

Cisco VPN 3000 Concentrator Series Capabilities (Continued)

Description Specification
Security Authentication and Support for redundant external authentication servers:
Accounting Servers « RADIUS

* Microsoft NT Domain authentication

* RSA Security Dynamics (Securl D Ready)
Internal Authentication server for up to 100 users.
TACACS+ Administrative user authentication.
X.509v3 Digital Certificates.

RADIUS accounting.

Internet-Based Packet Source and destination | P address.
Filtering

Port and protocol type.
Fragment protection.
FTP session filtering.

Policy Management By individual user or group:

« Filter profiles

* |dle and maximum session timeouts

e Time and day access control

» Tunneling protocol and security authorization profiles
e |PPool

¢ Authentication servers

Because the Cisco VPN Concentrators have such a high throughput level for encrypted com-
munications, you can set up all your users for the highest security levels without aloss of
functionality or performance. Currently, the highest security option would be |PSec with 3DES
encryption. Robust authentication options permit you to set up authentication using either an
internal database or external authentication servers. Digital certificates and tokens can aso be
used to add an extra measure of security.

With theintegral firewall capabilities, you have optionsin whereyou can locate the concentrators.
You can augment the protection of your existing firewall by placing the VPN concentrator in

front of or behind the existing firewall. Additionally, you can allow the concentrator to provide
itsown firewal | protection by placing theVPN concentrator in parallel with your existing firewall.
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Many firewalls also provide an isolated network called a demilitarized zone (DMZ), which is
often used to house public accessfacilities such as I nternet web servers. When the firewall does
provideaDMZ, theV PN concentrator can be placed there, providing afourth method of install-
ing the Cisco VPN 3000 Concentrator in conjunction with afirewall. The following figures
illustrate the four methods of implementing aVPN concentrator with afirewall.

Figure 3-3 shows the VPN concentrator placed in front of the firewall.

Figure 3-3 VPN Concentrator in Front of Firewall

o =
’\,} =, —

Intei'net

Router VPN
Concentrator
| M [~[
0 i_ iz i ‘ Firewall
Web (O I——Internal LAN N )
e
Server E
Application
Server

Figure 3-4 shows the VPN concentrator placed behind the firewall.
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Figure 3-4 VPN Concentrator Behind Firewall
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Figure 3-5 shows the VPN concentrator placed parallel with the firewall.

Figure 3-5 VPN Concentrator Parallel with Firewall
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Figure 3-6 shows the VPN concentrator placed in the firewall’s DMZ.

Figure 3-6 VPN Concentrator in DMZ
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You can establish filters to permit or deny almost any kind of traffic, and you can handshake
with client-based firewalls. The Cisco VPN 3000 Series Concentrators can push firewall
settings to the VPN Client, which then monitors firewall activity through an enforcement
mechanism called Are You There (AYT). The AYT policy causes the client to poll the firewall
every 30 seconds. If the firewall doesn’t respond, the VPN client drops the connection.

Centralized management of concentrators and clientsis another powerful security feature. The
VPN manager is aweb-based management tool that can be secured using HTTPS or through
an encrypted tunnel.

The Cisco VPN 3000 Concentrators and the Cisco VPN Client also provide additional security
by providing 3DES encryption over IPSec for wireless transmissions. While the wirelessWEP
protocol provides some encryption for a portion of the connection, IPSec with 3DES enables

end-to-end encryption security from the client to the concentrator.
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Fault Tolerance

As more of your network users connect through the VPN concentrator, you might begin to
wonder what happens if the device fails. Cisco thought about that too, and built in redundant
system images, redundant fans, optional |oad-sharing redundant power supplies, and support
for optional multiple hardware encryption modules. The mean time between failure (MTBF)
rating of the Cisco VPN 3000 Series Concentrators is 200,000 hours, or slightly over 22 years,
making them reliable products.

However, even with that kind of reliability, systems can fail. If your installation requires 99.9%
uptime, simply trusting the lifetime rating of the device might not suffice for you. Cisco has
an answer for that, too: the Virtual Router Redundancy Protocol (VRRP). With VRRP, two
concentrators are placed into the network in parallel, asshownin Figure 3-7. One of the devices
becomes the online unit and the other the hot standby unit. The VPN concentrators constantly
monitor the health of each other. If the standby unit detects a failure of the primary unit, it
assumes the | P address and MAC address of the primary unit and takes over as the connecting
device. This process happens without administrator intervention. When failover occurs, alerts
are sent so that the failed device can be repaired.

Figure 3-7 VPN Concentrators and VRRP
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Management Interface

Versatile management options make the VPN 3000 Concentrators easy to administer. They can
be managed using the command-line interface (CL1), and in fact, some CL| administration is
necessary during the initial configuration stages. The login screen and main menu of the CLI
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areshown in Example 3-1. But theweb interface isthetool that you want to use. Intuitive menu
systems, onscreen help, drop-down-box selection windows, error checking, and security make
this one of the slickest management interfaces in Cisco’s product line.

Example 3-1 VPN Concentrator Command Line Interface

Login: admin
Password:

1) Configuration
2) Administration
3) Monitoring

5) Help Information
6) Exit

Main ->

Welcome to
Cisco Systems
VPN 3000 Concentrator Series
Command Line Interface
Copyright (C) 1998-2002 Cisco Systems, Inc.

4) Save changes to Config file

The VPN Concentrator Manager breaks the concentrator management process into three
management areas. Configuration, Administration, and Monitoring. Figure 3-8 showsthemain
menu screen of the manager.

Figure 3-8 VPN Concentrator Manager Main Page

HEConfiguration
HEHAdministration
HEMonitoring

Cisto Srsreus

VPN 3000

Concentrator Series Manager Logged in:

Configuration | Administration | Monitoring

Welcome to the VPI 3000 Concentrator Series Manager
In the left frame or the navigation bar above, click the function you want;
« Configuration - to configure all features of this device

. - to control functions on this dewice.
s Monitoring -- to view status, statistics, and logs on this device.

The bar at the top right has:

o Main -- to return to this screen

« Help -- to get help for the current screen.

» Suppeort -- to access VPN 3000 Concentrator Series support and decumentation.
s Logout -- to log out of this session and return to the Manager login sereen.

Under the location bar in the upper right, these icons may appear. Click to
o Save 5 - save the active configuration and make it the boot configuration

« Save Weeded B -- as above, indicating you have changed the active configaration.
o Refresh @ - to refiesh statistics
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Configuration changes are stored within the memory of the VPN concentrator and take effect
immediately. This feature allows the administrator to make configuration modifications on the
fly without having to reboot the system or disrupt users. The next sections take alittle closer
look at the three major management areas of the VPN Concentrator Manager.

Configuration

Figure 3-9

Figure 3-9 showsthe Configuration menu that appearswhen you click that option fromthemain
menu. This menu identifies the four subheadings under the Configuration portion of the
manager: Interfaces, System, User Management, and Policy Management.

VPN Concentrator Manager—Configuration

Configuration
Save[o]

This section of the Manager lets you cenfigure all VPIN 3000 Concentrator features
In the left frame, or in the list of links below, click the feature you want to configure

» Interfaces -- Ethernet interfaces, and power supplies.

s System -- system-wide parameters: servers, address assignment, tunneling protocols, IP routing,
management protocols, events, and identification.

o User Management -- groups and users.

s Policy Management -- access hours, network lists, rules, secunty associations, filters, and NAT

Clicking the Interfaces option brings up the window shown in Figure 3-10. Thiswindow shows
an image of the concentrator and allows you to select the interface that you need to configure.
Thisscreen givesaquick synopsis of the status of theinterfaces and showstheir |P configuration
properties.

Figure 3-10 VPN Concentrator Manager—Configuration | Interfaces

Configuration | Interfaces Tuesday, 05 November 2002 22:00:13
Save|] Refrash@

This section lets you configure the VPN 3000 Concentrator's network interfaces

In the table below, or in the picture, select and click the interface you want to configure

| Interface ‘ Status ‘]1:' Address |S|1hnet Mask| MAC Address |Default Gateway,
[Ethemet 1 Privats) |  UP [10.10.20.5 |[255.255.255.0[00.90.44.04.21 2B

[Ethemet 2 (Public) Mot Configured 0.0.0.0  [[0.0.0.0
|DNS Server(s ‘DNS Server Not Configured

IDINS Domain Name

» Power Supply

[ ] L ] — o T [
15 SN e M T
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The other three options on the Configuration menu cover the following areas:

® System—Server access, address assignment, tunneling protocols, IP routing, built-in
management servers, system events, and system identification

® User Management—Attributes for groups and users that determine their access to and
use of the VPN

® Policy Management—Policiesthat control datatraffic through the VPN viafilters, rules,
and 1PSec Security Associations; network lists; access times; and NAT

A hierarchy in the User Management section determines the inherited properties that groups
and users assume. The root of all inherited propertiesis the group called the Base Group. The
propertieswithin thisgroup arethe default propertiesfor all users, unlessthe usersare members
of specific groups. When specific groups are defined, for example, Accounting, Topeka Sales,
or Network, those groupsinherit their default settings from the Base Group. Those settings can
be overridden within the specific groups. Users inherit the properties of the group when they
are added to specific groups. If auser is not amember of a specific group, he or she defaultsto
the settings of the Base Group. It is asimple yet effective method of assigning propertiesto
groups and users.

Thefollowing two sections present an overview of the Administration and Monitoring sections
of the VPN Manager. Chapter 7, “Monitoring and Administering the Cisco VPN 3000 Series
Concentrator,” provides more detail on these topics.

Administration
The Administration screen is shown in Figure 3-11.

Figure 3-11 VPN Concentrator Manager—Administration

Administration
Save|]

This section of the Manager lets you centrol VPIT 3000 Concentrator administrative functions.
In the left frame, or in the list of links below, click the function you want:

» Administer Sessions -- statistics and logout for all sessions.

o Software Update -- update concentrator and client software.

« System Reboot -- system reboot options.

s DPing -- use ICMP ping to determine connectivity.

« Monitoring Refresh -- enable automatic refresh of Monitoring screens.
« Access Rights -- configure administrator profiles, access, and sessions
« File Management -- view, save, delete, swap, and transfer files

« Certificate Management -- install and manage digttal certificates
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Monitoring

The administration functions available from this menu are as follows:

Administer Sessions—View statistics for logout and ping sessions.

Softwar e Update—Update concentrator and client software images to the most current
versions using the appropriate choice from these two selections:

— Concentrator—Upload and update the VPN concentrator software image.
— Clients—Upload and update the VPN client software image.
System Reboot—Set options for VPN concentrator shutdown and reboot.
Ping—Use Internet Control Message Protocol (ICMP) ping to determine connectivity.

M onitoring Refr esh—Enable automatic refresh of status and statisticsin the Monitoring
section of the Manager.

Access Rights—Configure administrator profiles, access, and sessions. The Access
Rights option provides these four selections:

— Administrator s—Configure administrator usernames, passwords, and rights.

— Access Control List—Configure | P addresses for workstations with access
rights.

— Access Settings—Set administrative session idle timeout and limits.
— AAA Servers—Set administrative authentication using TACACS+.

File M anagement—Manage system filesin flash memory. The File Management option
provides these four selections:

— Files—Copy, view, and delete system files.

— Swap Configuration Files—Swap backup and boot configuration files.

— TFTP Transfer—Use TFTPto transfer filesto and from the VPN concentrator.
— File Upload—Use HTTP to transfer files to the VPN concentrator.

Certificate Management—Install and manage digital certificates. The Certificate
Management option provides these three selections:

— Enrollment—Create a certificate request to send to a Certificate Authority.
— Installation—Install digital certificates.
— Certificates—View, modify, and delete digital certificates.

The Monitoring screen is shown in Figure 3-12.
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Figure 3-12 VPN Concentrator Manager—Monitoring

This section of the Manager lets you view VPN 3000 Concentrator status, sessions, statistics, and event logs
In the left frame, or m the list of inks below, click the function you want:

+ Routing Table -- current valid routes and protocols
» Filterable Event Log - current event log
o Live Event Log -- current event log
» System Status -- current software revisions, uptime, front-panel LEDs, network interfaces, SEF modules,
and power supplies
o LED Status -- front-panel LEDs.
» Sessions -- all active sessions and "top ten" sessions
» Statistics -- PPTP, L2TP, IPSec, HTTP, events, Telnet, DNS, authentication, accounting, filtering, VRRP,
SSL, DHCE, address pools, S5H, load balancing, compression, administrative AA 4 and MIB-IT
statistics

The monitoring functions available from this menu are as follows:

Routing Table—Current valid routes, protocols, and metrics.

Filterable Event L og—Current event login memory, filterable by event class, severity, IP
address, and so on. Within this monitoring section, you also find access to current log
entries from the following selection:

— Live Event Log—Current event log, continuously updated.

System Status—Current software revisions, uptime, SEP modules, system power
supplies, Ethernet interfaces, front-panel LEDs, and hardware sensors. To monitor
the LED statusindicator panel, select the following System Status option:

— LED Status—Current status of the VPN Concentrator front-panel LED
indicators.

Sessions—Currently active sessions sorted by protocol, SEP, and encryption. “ Top ten”
sessions sorted in descending order by data (total bytestransmitted and received), duration
(total time connected), and throughput (average bytes per second).

Statistics—Current statistics for PPTP, L2TP, IPSec, HTTR, events, Telnet, DNS,
authentication, accounting, filtering, VRRP, SSL, DHCP, address pools, SSH, load
balancing, and data compression. MIB-I| statistics for interfaces, TCP/UDP, IP, RIP,
OSPF, ICMP, the ARP table, Ethernet traffic, and SNMP.

Ease of Upgrades

There are only two basic chassis for the Cisco VPN 3000 Series Concentrators: the 1U-high
fixed-configuration box, used for the 3005 Concentrator, and the 2U-high modular box, used
for al others. The 3005 is not upgradeable, but it is still a powerful performer capable of
supporting up to 100 simultaneous sessions.
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The 2U-high modular system used for the other four concentrator modelsisclever. If you begin
with the 3015 Concentrator, it is progressively upgradeable to the 3030 and then to the 3060
simply by adding additional memory and SEP modules. Thiselegant migration approach allows
you to go from supporting 100 sessions at 4-M bps encrypted throughput to 5000 sessions at
100-Mbps encrypted throughput. The Cisco VPN 3080 Concentrator is the top of the line and
cannot be upgraded.

Cisco Secure VPN Concentrators: Comparison
and Features

6 Cisco VPN 3000 Concentrator Series models

Now that you'velearned about some of the features of the Cisco VPN 3000 Series Concentrators,
this section takes acloser look at theindividual productsin the series. Each of the concentrators
in this seriesis shipped with the Cisco VPN Client, with unlimited distribution licensing.
Additionally, each of these concentrators contains the powerful Cisco VPN Manager software
in memory. These systems come as a compl ete package, ready to drop into your network.
Figure 3-13 shows one of the 3015-3080 systems.

Figure 3-13 Cisco VPN Concentrator

This section covers the following topics:
® Cisco VPN 3005 Concentrator
® Cisco VPN 3015 Concentrator
® Cisco VPN 3030 Concentrator
® Cisco VPN 3060 Concentrator
® Cisco VPN 3080 Concentrator
® Cisco VPN 3000 Concentrator Series LED indicators
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Cisco VPN 3005 Concentrator

Designed for small- to medium-sized organizations, the Cisco VPN 3005 Concentrator can
deliver up to full-duplex T1/E1, 4 Mbps of encryption throughput, and support for up to 100
simultaneous sessions. Figure 3-14 shows front and rear views of the 3005 chassis.

Figure 3-14 Cisco VPN 3005 Concentrator

CISCO VPN 3005 CONCENTRATOR Series

Table 3-3 showsthe major features of the Cisco VPN 3005 Concentrator. Notice that encryption
is performed in software on this system and that the system is not upgradeable.

Table 3-3 Cisco VPN 3005 Concentrator

Feature Cisco 3005
Typical application Small to medium
Simultaneous sessions 100

Encryption throughput 4 Mbps
Encryption method Software
Encryption (SEP) module 0

Redundant SEP N/A

Available expansion slots 0

Upgrade capability No

System memory 32 MB (fixed)
Hardware 1U, fixed

Power supply Single

Client license Unlimited
Processor Motorola PowerPC
Console port Async DB9
Flash 32 MB SRAM
Memory Fixed
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Cisco VPN 3015 Concentrator

Also designed for small- to medium-sized organizations, the Cisco VPN 3015 Concentrator can
deliver up to full-duplex T1/EL, 4 Mbps of encryption throughput, and support for up to 100
simultaneous sessions. The biggest difference between the 3005 and 3015 concentratorsis the
fact that the 3015 is upgradeable, whereas the 3005 is not. Figure 3-15 shows front and rear
views of the 3015, 3030, 3060, and 3080 chassis. These models all share the same case.

Figure 3-15 Cisco VPN 3015 Concentrator

CISCO VPN 3015 CONCENTRATOR Series

Table 3-4 shows the major features of the Cisco VPN 3015 Concentrator. Notice that, like the
VPN 3005 Concentrator, encryption is performed in software on this system; however, this
system is upgradeable.

Table 3-4 Cisco VPN 3015 Concentrator

Feature Cisco 3015
Typical application Small to medium
Simultaneous sessions 100
Encryption throughput 4 Mbps
Encryption method Software
Encryption (SEP) module 0

Redundant SEP N/A
Available expansion slots 4

Upgrade capability Yes

System memory 128 MB
Hardware 2U, scalable
Power supply Single or dua
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Table 3-4

Cisco VPN 3015 Concentrator (Continued)

Feature Cisco 3015
Client license Unlimited
Processor Motorola PowerPC
Console port Async DB9

Flash Redundant
Memory Variable

Cisco VPN 3030 Concentrator

Table 3-5

Designed for medium- to large-sized organizations, the Cisco VPN 3030 Concentrator can
deliver from full-duplex T1/E1 through T3/E3, 50 Mbps of encryption throughput, and support
for up to 1500 simultaneous sessions.

Table 3-5 shows the major features of the Cisco VPN 3030 Concentrator. The 3030 VPN
Concentrator uses SEPs to perform hardware encryption and can be purchased in either
redundant or nonredundant configurations. This system is field-upgradeable to the Cisco
3060 Concentrator.

Cisco VPN 3030 Concentrator

Feature Cisco 3030
Typical application Medium to large
Simultaneous users 1500

Encryption throughput 50 Mbps
Encryption method Hardware
Encryption (SEP) module 1

Redundant SEP Option
Available expansion slots 3

Upgrade capability Yes

System memory 128 MB
Hardware 2U, scalable
Power supply Single or dual
Client license Unlimited
Processor Motorola PowerPC
Console port Async DB9
Flash Redundant
Memory Variable
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Cisco VPN 3060 Concentrator

Designed for large organizations requiring high performance and reliability, the Cisco VPN
3060 Concentrator can deliver from fractional T3 through T3/E3 or greater, 100 Mbps of
encryption throughput, and support for up to 5000 simultaneous sessions.

Table 3-6 shows the major features of the Cisco VPN 3060 Concentrator. The 3060 VPN
Concentrator uses SEPs to perform hardware encryption and can be purchased in either
redundant or nonredundant configurations. This system is field-upgradeable to the Cisco

3080 Concentrator.

Table 3-6  Cisco VPN 3060 Concentrator
Feature Cisco 3060
Typical application Large
Simultaneous users 5000
Encryption throughput 100 Mbps
Encryption method Hardware
Encryption (SEP) module 2
Redundant SEP Option
Available expansion slots 2
Upgrade capability N/A
System memory 256 MB
Hardware 2U, scalable
Power supply Single or dual
Client license Unlimited
Processor Motorola PowerPC
Console port Async DB9
Flash Redundant
Memory Variable

Cisco VPN 3080 Concentrator

Designed for large organi zations demanding the highest |evel of performanceand reliability, the
Cisco VPN 3080 Concentrator delivers 100 Mbps of encryption throughput and support for up
to 10,000 simultaneous sessions.

Table 3-7 shows the major features of the Cisco VPN 3080 Concentrator. The 3080 VPN
Concentrator uses SEPs to perform hardware encryption and is available only in afully
redundant configuration. The 3080 is the top of the line and is not upgradeable.
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Table 3-7

Cisco VPN 3080 Concentrator
Feature Cisco 3080
Typical application Large
Simultaneous users 10,000
Encryption throughput 100 Mbps
Encryption method Hardware
Encryption (SEP) module 4
Redundant SEP Yes
Available expansion slots N/A
Upgrade capability N/A
System memory 256 MB
Hardware 2U
Power supply Dual
Client license Unlimited
Processor Motorola PowerPC
Console port Async DB9
Flash Redundant
Memory Variable

Cisco VPN 3000 Concentrator Series LED Indicators
Whilethe LED indicator panel for the 3005 Concentrator only providesinformation for system

status, the front panel on the 3015 through 3080 Concentrators, shown in Figure 3-16, has

numerous L EDs that you can use to quickly check the health of the unit.

Figure 3-16 Cisco VPN Concentrator 3015-3080 Front LED Display Panel
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Table 3-8

A description of the LEDs on the front panel of the Cisco 3000 Series Concentratorsis given

in Table 3-8.

Cisco VPN Concentrator Front Panel LEDs

LED Indicator

Green

Amber

Off

Thefollowing details pertain to Model 3005.

System

Power on. Normal.

Blinking green—
Systemisina
shutdown (halted)
State, ready to power
off.

System has crashed
and halted. Error.

Power off. (All other LEDs are
also off.)

Thefollowing details pertain to M odels 3015-3080.

Ethernet Link Status
123

Connected to network
and enabled.

Blinking green—
Connected to network
and configured, but
disabled.

N/A

Not connected to network or
not enabled.

Expansion Modules
Insertion Status
1234

SEP module installed
in system.

N/A

Module not installed in system.

for usage gauge
display.

Expansion Modules | SEP module Modulefailedduring | If installed, module failed
Run Status operational. operation. Error. diagnostics, or encryption code
1234 is not running. Error.
Fan Status Operating normally. Not running or RPM | N/A
below normal range.
Error.
Power Supplies Installed and Voltage(s) outside of | Not installed.
AB operating normally. normal ranges.
Error.
CPU Utilization This statistic selected | N/A Not selected.
for usage gauge
display.
Active Sessions This statistic selected | N/A Not selected.
for usage gauge
display.
Throughput This statistic selected | N/A Not selected.
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Therear panel on the 3015 through 3080 Concentrators also has numerousindicator LEDsthat
you can useto quickly check the health of the unit. Figure 3-17 showsthetypical LED indicator
configuration that is associated with each Ethernet port on a concentrator.

Figure 3-17 Cisco VPN Concentrator Ethernet Port LEDs
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A description of the LEDs on this display is given in Table 3-9.

Table 3-9 Cisco VPN Concentrator Rear Panel LEDs

LED Indicator | Green Amber Off

Link Carrier detected. Normal. N/A No carrier detected. Error.

TX Transmitting data. Normal. N/A Not transmitting data. Idle.
Intermittent on. Intermittent off.

Coll N/A Data collisions No collisions. Normal.

detected.

100 Speed set at N/A Speed set at

100 Mbps. 10 Mbps.

SEP modules that are included on VPN Concentrator Models 3015 through 3080 have
additional LEDs. Table 3-10 describes those LEDs.

Table 3-10 Cisco VPN Concentrator SEP LEDs

SEP Module LED | Green Amber Off
Power Power on. Normal. N/A Power is not reaching the
module. It might not be
seated correctly. Error.
Status Encryption codeis Modulefailed during | Module failed diagnostics,
running. Normal. operation. Error. or encryption codeis not
running. Error.
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Cisco Secure VPN Client Features

8 Cisco VPN 3000 Concentrator Series Client support

Cisco now offers two types of clients that can be used to negotiate and maintain IPSec VPN
tunnelswith Cisco VPN 3000 Series Concentrators, aswell as equipment from other hardware
vendors that support the full standards-based implementation of IPSec. The Cisco VPN Client
is shipped with every VPN concentrator that Cisco sells. The Cisco VPN Client is supplied at
no extra charge, is licensed for an unlimited number of installations, and can be used on most
popular operating systems.

A new entry into thefield, the Cisco VPN 3002 Hardware Client has no limitations as far asthe
operating systems it can support. As long as the attaching client can support TCP/IP, the VPN
3002 Hardware Client can provide secure |PSec communications. The next sections provide a
brief overview of theVV PN 3002 Hardware Client and the Cisco VPN Client. Moreinformation
on the VPN Client is given in Chapter 4, “ Configuring Cisco VPN 3000 for Remote Access
Using Preshared Keys,” and Chapter 6, “Configuring the Cisco VPN Client Firewall Feature.”
TheVPN 3002 Hardware Client is discussed in Chapter 8, “ Configuring Cisco 3002 Hardware
Client for RemoteAccess,” and Chapter 9, “ Configuring Scalability Features of the Cisco VPN
3002 Hardware Client.”

This section covers the following topics:

® Cisco VPN 3002 Hardware Client
® Cisco VPN Client

Cisco VPN 3002 Hardware Client

The Cisco VPN 3002 Hardware Client was designed for remote office environments that
normally havelittledirect IT support. Thesefacilities need an easy-to-install, scalable, reliable,
stableplatform that can support any attached TCP/I P device, regardless of the operating system.
The VPN 3002 isjust such adevice. Figure 3-18 shows the Cisco VPN 3002 Hardware Client
equipped with the optional 8-port Ethernet switch.
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Figure 3-18 Cisco VPN 3002 Hardware Client

The Cisco VPN 3002 Hardware Client isafull-featured VPN client. It supports | PSec and other
VPN protocols. With IPSec, it supports both DES and 3DES encryption, providing either
56-bit or 168-hit encryption. The client can be configured in either a client mode or a network
mode. The VPN 3002 uses Easy VPN and uses a push policy that enablesit to scaleto large
numbers. The optional 8-port 10/100BaseTX switch allows immediate connection to local
network devices.

Cisco VPN Client

Theclient that isincluded with every VPN concentrator, the CiscoVPN Client, iseasy to deploy
and operate. The client can connect with any Easy VPN server and can be preconfigured to
simplify mass deployments, requiring little user intervention. For these deployments, the VPN
access policies and configurations are pulled from the central gateway and pushed to the client
upon initial connection. This highly scalable client supports the full range of Microsoft
Windows operating systems, including Windows 95, 98, Me, NT 4.0, 2000, and XP. The Cisco
VPN Client also supports Linux (Intel), Solaris (UltraSparc-32bit), and MAC OS X 10.1.
Figure 3-19 shows the initia screen of the Windows version of the Cisco VPN Client.

The VPN client is easy to deploy throughout a large corporation. The client installation is
customizable, where the configuration can be preconfigured and install ation can be automated.
In addition, installation viaCD-ROM can be automatically started using the autorun feature. By
using this autorun feature, it requires no intervention from the user. Whenever possible, the
client should connect to the VPN concentrator using the Cisco VPN Client because it provides
the highest available security mechanism using |PSec and 3DES encryption.
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Figure 3-19 Cisco VPN Client
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Other Client Software
Non-Cisco client software can also be used to establish aVPN connection to the Cisco VPN
3000 Concentrator. Microsoft provides aclient called Microsoft L2TP/IPSec client that can be
used to connect to the concentrator. However, using this client limits the client to an L2TP
connection with 1PSec. Microsoft aso has the capability to establish a connection with the
concentrator using Point-to-Point Tunneling Protocol (PPTP).
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Foundation Summary

The Foundation Summary isacollection of tables and figuresthat providesaconvenient review
of many key concepts in this chapter. For those of you who are already comfortable with the

topicsin this chapter, this summary can help you recall afew details. For those of you who just
read this chapter, this review should help solidify some key facts. For anyone doing his or her
final preparation before the exam, these tables and figures are a convenient way to review the
material the day before the exam.

Table of Cisco VPN 3000 Concentrators

The features of the Cisco VPN 3000 Concentrators are shown in Table 3-11.

Table 3-11  Cisco VPN 3000 Series Concentrators

Feature Cisco 3005 | Cisco 3015 | Cisco 3030 | Cisco 3060 | Cisco 3080

Typical application | Small to Small to Medium to Large Large
medium medium large

Simultaneous users | 100 100 1500 5000 10,000

Encryption 4 Mbps 4 Mbps 50 Mbps 100 Mbps 100 Mbps

throughput

Encryption method | Software Software Hardware Hardware Hardware

Encryption (SEP) | O 0 1 2 4

module

Redundant SEP N/A N/A Option Option Yes

Available 0 4 3 2 N/A

expansion slots

Upgrade capability | No Yes Yes N/A N/A

System memory 32 MB (fixed) | 128 MB 128 MB 256 MB 256 MB

Hardware 1U, fixed 2U, scalable | 2U, scalable | 2U, scalable | 2U

Power supply Single Singleor dual | Singleor dua | Singleor dual | Dua

Client license Unlimited Unlimited Unlimited Unlimited Unlimited

Processor Motorola Motorola Motorola Motorola Motorola
PowerPC PowerPC PowerPC PowerPC PowerPC

Console port Async DB9 Async DB9 Async DB9 Async DB9 Async DB9

Flash 32MB Redundant Redundant Redundant Redundant
SRAM

Memory Fixed Variable Variable Variable Variable
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Table of Cisco VPN 3000 Concentrator Capabilities

Table 3-12 shows the various protocol s that are supported by the Cisco VPN 3000 Series
Concentrators.

Table 3-12  Cisco VPN 3000 Concentrator Series Capabilities

Description Specification
Compatibility | Client Software Cisco VPN Client (IPSec) for Windows 95, 98, Me,
Compatibility NT 4.0, 2000, and XP, including centralized split-

tunneling control and data compression.
Cisco VPN 3002 Hardware Client.
Microsoft PPTP/MPPE/MPPC.

Microsoft L2TP/IPsec for Windows 2000.

MovianVPN (Certicom) Handheld VPN Client
with ECC.

Tunneling Protocols IPSec, PPTP, L2TP, L2TP/IPsec, NAT Transparent
IPSec.

Encryption/Authentication | 1PSec Encapsulating Security Payload (ESP) using
DES/3DES (56/168-hit) with MD5 or SHA; MPPE
using 40/128-bit RCA4.

Key Management Internet Key Exchange (IKE).
Perfect Forward Secrecy (PFS).
Routing Protocols RIP, RIP2, OSPF, Static, automatic endpoint discovery,

Network Address Tranglation (NAT), classless
interdomain routing (CIDR).

Third-Party Compatibility | Certicom, iPass Ready, Funk Steel Belted RADIUS
certified, NTS TunnelBuilder VPN Client (Mac and
Windows), Microsoft Internet Explorer, Netscape
Communicator, Entrust, GTE Cybertrust, Baltimore,
RSA Keon, VeriSign.

High Availability VRRP protocol for multichassis redundancy and
failover.

Destination pooling for client-based failover and
connection reestablishment.

Redundant SEP modules (optional), power supplies,
and fans (3015-3060).

Redundant SEP modules, power supplies, and fans
(3080).
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Table 3-12  Cisco VPN 3000 Concentrator Series Capabilities (Continued)

Description

Specification

Management

Configuration

Embedded management interface is accessible via
console port, Telnet, SSH, and Secure HTTP.
Administrator access is configurable for five levels of
authorization. Authentication can be performed
externaly viaTACACS+.

Role-based management policy separates functions for
service provider and end-user management.

Monitoring

Event logging and notification viae-mail (SMTP).
Automatic FTP backup of event logs.

SNMP MIB-II support.

Configurable SNMP traps.

Syslog output.

System status.

Session data.

General statistics.

Security

Authentication and
Accounting Servers

Support for redundant external authentication servers:
¢ RADIUS

e Microsoft NT Domain authentication

* RSA Security Dynamics (SecurlD Ready)

Internal Authentication server for up to 100 users.
TACACS+ Administrative user authentication.
X.509v3 Digital Certificates.

RADIUS accounting.

Internet-Based Packet
Filtering

Source and destination |P address.
Port and protocol type.

Fragment protection.

FTP session filtering.

Policy Management

By individual user or group

* Filter profiles

¢ |dle and maximum session timeouts
« Time and day access control

« Tunneling protocol and security authorization
profiles

* P pool

* Authentication servers
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Chapter Glossary

The following terms were introduced in this chapter or have specia significance to the topics
within this chapter:

AreYou There (AYT) A process where the VPN Client enforces firewall policy defined on
thelocal firewall by monitoring that firewall to make sureit isrunning. The client sends periodic
“Areyou there?’ messagesto thefirewall. If no responseisreceived, theVPN Client terminates
the connection to the VPN concentrator.

classlessinterdomain routing (CIDR) Technique supported by BGP4 and based on route
aggregation. CIDR allows routers to group routes together to reduce the quantity of routing
information carried by the core routers. With CIDR, severa |P networks appear to hetworks
outside the group asasingle, larger entity. With CIDR, | P addresses and their subnet masksare
written asfour octets, separated by periods, followed by aforward slash and atwo-digit number
that represents the subnet mask.

demilitarized zone(DMZ) Network that isisolated from acorporation’s production environ-
ment. The DMZ is often used as alocation for public-access servers, where the effects of
successful intrusion attempts can be minimized and controlled.

digital signal processor (DSP) Segments the voice signal into frames and stores them in
voice packets.

Elliptic Curve Cryptosystem (ECC) A public-key cryptosystem for mobile/wireless
environments. ECC uses smaller key sizesto provide security equivalent to cryptosystemslike
RSA, resulting in faster computations, lower power consumption, and reduced memory and
bandwidth use. ECC is particularly well suited for mobile devices that have limited CPU and
memory capabilities.

Internet Engineering Task Force (IETF) Task force consisting of over 80 working groups
responsible for developing Internet standards. The |ETF operates under the auspices of the
ISOC.

Layer 2 Forwarding Protocol (L2FP) Protocol that supports the creation of secure virtual
private dial-up networks over the Internet.

Layer 2 Tunneling Protocol (L2TP) An Internet Engineering Task Force (IETF) standards
track protocol defined in RFC 2661 that provides tunneling of PPP. Based on the best features
of L2F and PPTP, L2TP provides an industry-wide interoperable method of implementing
VPDN.

Microsoft Point-to-Point Compression (MPPC) A compression protocol used to compress
Point-to-Point Protocol (PPP) packets between Cisco and Microsoft client devices. This
protocol optimizes bandwidth usage to support multiple simultaneous connections.
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Microsoft Point-to-Point Encryption (MPPE) An encryption technology that was devel-
oped to encrypt point-to-point links over dial-up lines or VPN tunnels. MPPE works as a
subfeature of MPPC.

Network AddressTranslation (NAT) Mechanism for reducing the need for globally unique
I P addresses. NAT allows an organi zation with addressesthat are not globally unique to connect
to the Internet by trandating those addresses into globally routable address space. Also known
as Network Address Translator.

Open Shortest Path First (OSPF) Link-state, hierarchical IGP routing algorithm proposed
as a successor to RIP in the Internet community. OSPF features include least-cost routing,
multipath routing, and load balancing. OSPF was derived from an early version of the
Intermediate System—to— ntermediate System (1S-1S) Protocol.

Perfect Forward Secrecy (PFS) Cryptographic characteristic associated with a derived
shared secret value. With PFS, if one key iscompromised, previous and subsequent keysare not
compromised because subsequent keys are not derived from previous keys.

Point-to-Point Tunneling Protocol (PPTP) A protocol that enables secure data transfer
between remote clients and enterprise servers by creating on-demand, multiprotocol VPNs
across TCP/IP-based public data networks, such asthe Internet.

Remote Authentication Dial-In User Service (RADIUS) A standards-based protocol for
authentication, authorization, and accounting (AAA).

Reverse Route I njection (RRI) Used to populate the routing table of an internal router
running OSPF or RIP for remote VPN clients or LAN-to-LAN sessions.

Scalable Encryption Processing (SEP) VPN concentrator modules that perform hardware-
based cryptographic functions, including random number generation, hash transforms (MD5
and SHA-1) for authentication, and encryption and decryption (DES and Triple-DES).

Secure Shell (SSH) Sometimes called Secure Socket Shell, a UNIX-based command
interface and protocol for gaining access to aremote computer securely.

Secure Sockets Layer (SSL) Encryption technology for the web used to provide secure
transactions, such as the transmission of credit card numbers for e-commerce.

Terminal AccessController AccessControl System Plus(TACACS+) A Cisco proprietary
protocol for authentication, authorization, and accounting (AAA).

Virtual Router Redundancy Protocol (VRRP) Ininstallationsof two or moreV PN concen-
tratorsin aparallel, redundant configuration, VRRP provides automatic switchover to abackup
system in case the primary system is out of service, thus ensuring user access to the VPN.

Wired Equivalent Privacy (WEP) An encryption protocol used on data signalstransmitted
between wireless LAN (WLAN) devices.
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Q&A

Asmentioned in Chapter 1, these questions are more difficult than what you should experience
on the CCSP exam. The questions do not attempt to cover more breadth or depth than the exam;
however, the questions are designed to make sure you know the answer. Rather than allowing
you to derive the answer from clues hidden inside the question itself, your understanding and
recall of the subject are challenged. Questions from the“Do | Know ThisAlready?’ quiz from
the beginning of the chapter are repeated here to ensure that you have mastered the chapter’s
topic areas. Hopefully, these questions will help limit the number of exam questions on which
you narrow your choices to two options and guess!

Theanswersto thisquiz arelisted in Appendix A, “Answersto the“ Do | Know ThisAlready?’
Quizzes and Q& A Sections.”

1 How do VPN concentrators reduce communications expenses?

2 What are two of the standard authentication servers that Cisco VPN 3000 Concentrators
can use for authentication?

3 What other authentication capability existsif standard authentication servers are not
available?

4 With respect to firewalls, where can you install Cisco VPN 3000 Concentrators?
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10

11

What routing protocols do the Cisco VPN 3000 Concentrators support?

During large-scale implementations, how can Cisco VPN 3000 Concentrators be
configured to simplify client configuration?

What is the maximum encryption throughput rate for the VPN 3000 Concentrator Series?

What hardware deviceis required to achieve maximum encryption throughput on the
Cisco VPN 3000 Concentrators?

What element on SEPs permits them to be so fast and flexible?

Why are Cisco VPN Concentrators so good at supporting VPN communications?

What tunneling protocols do Cisco VPN 3000 Concentrators support?
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12

13

14

15

16

17

In addition to RIP and OSPF, what other routing capabilitiesdo Cisco VPN Concentrators
have?

What encryption and authentication protocol s do Cisco VPN 3000 Concentrators support?

What protocol permits multichassis redundancy and failover?

What hardware items can be made redundant on Cisco VPN 3000 Concentrators?

What are some of the methods that can be used to interface with the embedded Cisco VPN
Manager software on VPN concentrators?

Wheat are the most secure forms of authentication that can be used with Cisco VPN 3000
Series Concentrators?
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18

19

20

21

22

23

What mechanism is used by Cisco VPN Clients to monitor firewall activity between the
client and the concentrator?

What isthe rated mean time between failure (MTBF) for Cisco VPN 3000 Concentrators?

You have installed two Cisco VPN 3000 Concentratorsin parallel on your network. Both
deviceshave redundant power supplies, fans, and SEPs. You need to ensure 99.9% uptime.
How can you achieve this rate of fault tolerance?

During the initial configuration of the VPN concentrators, what management interface
must you use?

What do you need to do to activate configuration changesto Cisco VPN Concentratorsthat
are made through the Cisco VPN Manager?

What four options are available under the Configuration menu of the VPN Manager?
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24

25

26

27

28

29

What is the hierarchical order of property inheritance on Cisco VPN Concentrators?

What options are available on the Administration menu of the Cisco VPN Manager?

What options are available on the Monitoring menu of the Cisco VPN Manager?

Wherein the Cisco VPN Manager could you go to view the current | P address for the
private interface on a Cisco VPN 3000 Concentrator?

What models are available in the Cisco VPN 3000 Concentrator Series?

Which of the Cisco VPN 3000 Series Concentrators is afixed configuration that is not
upgradeable?
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30

31

32

33

34

35

How can purchasers of a Cisco VPN 3000 Series Concentrator obtain alicense for the
Cisco VPN Client?

What isthe maximum number of simultaneous sessionsthat can be supported on the Cisco
VPN 3005 Concentrator?

What isthe maximum number of simultaneous sessionsthat can be supported onthe Cisco
VPN 3015 Concentrator?

What isthe maximum number of simultaneous sessionsthat can be supported on the Cisco
VPN 3030 Concentrator?

What isthe maximum number of simultaneous sessionsthat can be supported on the Cisco
VPN 3060 Concentrator?

What isthe maximum number of simultaneous sessionsthat can be supported onthe Cisco
VPN 3080 Concentrator?
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36

37

38

39

40

41

Which of the Cisco VPN 3000 Series Concentratorsis only availablein afully redundant
configuration?

On a Cisco VPN 3005 Concentrator, what does a blinking green system LED indicate?

On aCisco VPN 3000 Concentrator, what does a blinking amber system LED indicate?

What does a blinking green Ethernet link status LED indicate on a Cisco VPN
Concentrator?

What does an amber SEP status LED indicate?

Which of Cisco’s client offerings has no limitations with regard to the types of client
operating systems it can support?
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42

43

44

What optional feature on the Cisco VPN 3002 Hardware Client allows you to connect
Ethernet devices to the client?

What two operating modes can a Cisco VPN 3002 Hardware Client be configured to
support?

What operating systems does the Cisco VPN Client support?




Exam Topics Discussed in This Chapter

This chapter covers the following topics, which you need to master in your pursuit of
certification as a Cisco Certified Security Professional:

9 Overview of remote access using preshared keys

10 Initial configuration of the Cisco VPN 3000 Concentrator Series for
remote access

11 Browser configuration of the Cisco VPN 3000 Concentrator Series
12 Configuring users and groups
13 Advanced configuration of the Cisco VPN 3000 Concentrator Series

14 Configuring the IPSec Windows Client



CHAPTER 4

Configuring Cisco VPN 3000
for Remote Access Using
Preshared Keys

From a procedural perspective, it is easier to configure the Cisco VPN 3000 Concentrator
Series for remote access using preshared keys. While the alternative method isto use

the services of a Certificate Authority (CA), that method entails additional steps. Using
preshared keys, the client only needs to know the address of the VPN concentrator and
the shared secret key.

While VPN configuration is relatively easy with preshared keys, this manual process does
not scale well for large implementations. The VPN administrator must provide the pass-
word and implementation instructions to prospective users. This could be accomplished by
preconfiguring client software on a floppy disk or CD-ROM, but even that process can be
labor intensive in large implementations.

Once all of your users have successfully configured their remote systems with the current
shared key, the process of changing passwords periodically, as every good security plan
requires, would require notifying all users of the new password and providing modification
instructions. You can imagine how it would be easy to forget about thisimportant security
consideration.

While scaling VPN implementations can be better handled by using CA support and digital
certificates, preshared keys are easy to implement and can be used in many applications.
This chapter discusses the process of implementing Internet Protocol Security (1PSec)
using preshared keys on the Cisco VPN 3000 Series Concentrators. The clever graphical
user interface (GUI) makes the implementation process easy.

How to Best Use This Chapter

By taking the following steps, you can make better use of your time;

® Keep your notes and answers for all your work with this book in one place for easy
reference.

® Takethe“Do | Know ThisAlready?’ quiz, and write down your answers. Studies
show retention is significantly increased through writing facts and concepts down,
even if you never look at the information again.

® Usethediagram in Figure 4-1 to guide you to the next step.
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Figure 4-1 How to Use This Chapter
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“Do | Know This Already?” Quiz

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide what parts of the
chapter to use. If you already intend to read the entire chapter, you do not need to answer these
questions now.

This 24-question quiz helps you determine how to spend your limited study time. The quiz is
sectioned into six smaller “quizlets,” which correspond to the six major topic headingsin the

chapter. Figure 4-1 outlines suggestions on how to spend your timein this chapter based on your
quiz score. Use Table 4-1 to record your scores.
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Table 4-1 Score Sheet for Quiz and Quizets

Foundations Topics Section Covering These

Quizlet Number Questions Questions | Score

1 Overview of remote access using preshared keys 14

2 Initial configuration of the Cisco VPN 3000 58
Concentrator Series for remote access

3 Browser configuration of the Cisco VPN 3000 9-12
Concentrator Series
Configuring users and groups 13-16
Advanced configuration of the Cisco VPN 3000 17-20
Concentrator Series

6 Configuring the IPSec Windows Client 21-24

All questions 1-24

1 What methods can you use for user authentication on the Cisco VPN 3000 Series

Concentrators?

2 What methods can you use for device authentication between VPN peers?

3 What are the three types of preshared keys?

4 What isaunique preshared key?
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5 When you boot up aCisco VPN 3000 Concentrator with the default factory configuration,
what happens?

6 What information do you need to supply in the command-line interface (CL1) portion of
Quick Configuration?

7 Which interface do you need to configure using the browser-based VPN Manager?

8 What isthe default administrator name and password for VPN concentrators?

9 How do you get your web browser to connect to the VPN concentrator’s M anager
application?

10 What isthe default administrator name and password for the GUI VPN Manager?
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11

12

13

14

15

16

17

What are the three major sections of the VPN Manager system?

What hot keys are available in the standard toolbar of the VPN Manager?

From where do users inherit attributes on the VPN concentrator?

How many groups can a user belong to in the VPN concentrator’s internal database?

What is an external group in the VPN Manager system?

When reviewing the list of attributes for a group, what does it mean when an attribute’s
Inherit? box is checked?

What are the nine subcategories under the Configuration | System option in the VPN
Manager's table of contents?
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18

19

20

21

22

23

24

Where would you configure information for Network Time Protocol (NTP) and Dynamic
Host Configuration Protocol (DHCP) servers within the VPN Manager?

What tunneling protocol can you configure on the VPN concentrator to support the
Microsoft Windows 2000 VPN Client?

What dynamic routing protocols are available on the VPN 3000 Concentrators?

What Microsoft Windows operating systems can support the Cisco VPN Client?

How do you start the Cisco VPN Client on a Windows system?

How do you start the Cisco VPN Client installation process?

What variables can you supply during the installation process of the Cisco VPN Client?
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Theanswersto thisquiz arelisted in Appendix A, “Answersto the“Do | Know ThisAlready?’
Quizzesand Q& A Sections.” The suggestions for your next steps, based on quiz results, are as
follows:

2 or lessscore on any quizlet—Review the appropriate parts of the “ Foundation Topics’
section of this chapter, based on Table 4-1. Then proceed to the section, “Foundation
Summary,” the section, “Q&A,” and the scenarios at the end of the chapter.

12 or lessoverall score—Read the entire chapter, including the “ Foundation Topics’ and
“Foundation Summary” sections, the “Q& A" section, and the scenarios at the end of the
chapter.

13 to 18 overall score—Begin with the section, “Foundation Summary,” continue with
the section, “Q&A,” and read the scenarios. If you are having difficulty with a particular
subject area, read the appropriate section in the “Foundation Topics’ section.

19 or more overall score—If you feel you need more review on these topics, go to the
“Foundation Summary” section, then to the “Q&A” section, then to the scenarios.
Otherwise, skip this chapter and go to the next chapter.
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Foundation Topics

Using VPNs for Remote Access with Preshared Keys

9 Overview of remote access using preshared keys

For site-to-site VPN connections, peer devices must authenticate one another before |PSec
communications can occur. In addition to requiring device authentication, remote access VPN
connections require user authentication to make certain that the user is permitted to use the
applications that are protected by the IPSec connection.

User authentication can be handled in avariety of ways. You can configure Remote Authentication
Dial-In User Service (RADIUS), NT Domain, and Security Dynamics International (SDI)
authentication on most Cisco devices, and the VPN 3000 Concentrators have the additional
ability to authenticate users through an internal database.

If you want to use internal authentication, create a username and password for each user and
assign the usersto the group that isto be used for | PSec device authenti cation. Once the devices
have established the IPSec tunnel, the user is prompted to enter a username and password to
continue. Failure to authenticate causes the tunnel to drop. A similar login prompt is displayed
if you are using RADIUS, NT Domain, or SDI authentication.

You can establish device authentication by using either preshared keys or digital certificates.
(For moreinformation, see Chapter 5, “ Configuring Cisco VPN 3000 for RemoteAccess Using
Digital Certificates.”) With preshared keys, the system administrator chooses the key and then
shares that key with users or other system administrators. Combining a preshared key with
some other metric establishes three different uses for preshared keys, as follows:

® Unique

¢ Group

® Wildcard

The following sections describe each type of preshared key in more detail.

Unique Preshared Keys

When a preshared key istied to a specific | P address, the combination makes the preshared
key unique. Only the peer with the correct | P address can establish an | PSec onusingthiskey.
Ideal for site-to-site VPNs where the identity of the peer devicesis always known, unique
preshared keys are not recommended for remote access VPNs. Unique preshared keys scale
particularly poorly because each new user requires a new key and the administrative burden
that entails.
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While this type of preshared key isthe most secure of the three types, it is not practical for
remote access applications, where users are typically connecting through acommercial Internet
service provider (ISP). Most users are not willing to pay for the luxury of a permanently
assigned | P address from their ISP and are assigned an | P address from an available pool of
addresses when they connect to the service. If you had alarge installed base of VPN users,
keeping up with these dynamically assigned | P addressesto providethislevel of security would
be a maintenance nightmare.

Group Preshared Keys

If you begin using unique preshared keys, at some point you can decide to just use the same
password for discrete groups of users. If you decide to do that, and shed the association with
the IP address, you have begun to use the next type of preshared key, the group preshared key.
A group preshared key issimply ashared key that is associated with a specific group. InaV PN
3000 Concentrator configuration, the group can be the Base Group or any other group that you
define.

A group preshared key iswell suited for remote access VPNs and is the method used by Cisco
VPN 3000 Concentrators. It is good practice to use groups to establish Internet Key Exchange
(IKE) and IPSec settings and to provide other capabilities that are unique to a specific set of
users. If you choose to use the Cisco VPN 3000 Concentrator’s internal database for user
authentication, you can assign your users to specific groups, making the process of managing
preshared keys much easier.

Wildcard Preshared Keys

NOTE

Thefinal type of preshared key classification isthe wildcard preshared key. This type of key
does not have an | P address or group assigned to it and can be used by any device holding
the key to establish an |PSec connection with your VPN concentrator. When you set up your
concentrator to use wildcard preshared keys, every device connecting to the concentrator must
also use preshared keys. If any device is compromised, you must change the key for all the
devicesin your network. Thistype of key isalso open to man-in-the-middle attacks and should
not be used for site-to-site applications.

Man-in-the-middl e attacks happen when an intruder has accessto data packetsthat arein transit
between connection endpoints. The intruder can then modify information within the packetsin
an attempt to gain access to the endpoints or for some other nefarious purpose. The intruder
might just extract information from the packets. Obtaining awildcard preshared key this way
would permit an attacker to establish aVPN connection to the host from any other system.
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VPN Concentrator Configuration

10 Initial configuration of the Cisco VPN 3000 Concentrator Series for
remote access

11 Browser configuration of the Cisco VPN 3000 Concentrator Series
12 Configuring users and groups

13 Advanced configuration of the Cisco VPN 3000 Series Concentrator

Three major categories of activities that should be performed on network devices are
configuration, administration, and monitoring. The browser-based VPN 3000 Concentrator
Series Manager was designed with those functions in mind. The remainder of this chapter
focuses on the configuration capabilities of the VPN concentrator.

Remote access VPNs can be established with minimal equipment. Most of your users connect
through the Internet, so their infrastructure costs are minimal. While you should place the
concentrator behind or in parallel with afirewall, you could establish arobust VPN network
with just a border router and your concentrator.

Administration requirementsfor the Cisco VPN 3000 Concentrator Seriesarefairly standard. You
could configure the concentrators compl etely from the CLI using either adirectly connected
console monitor or by Telnetting to the concentrator. However, the best option for configuring this
series of concentrators is through the GUI that you access through aweb browser.

Microsoft Internet Explorer version 4.0 or higher is the recommended browser to use, but you
can also use Netscape Navigator/Communicator version 4.0 or higher. You must enable the
use of JavaScript and cookies in the browser application in order for the Cisco VPN 3000
Concentrator Manager to work properly. Nothing needs to be installed on your workstation
other than the browser software.

This section covers the following topics:
® Cisco VPN 3000 Concentrator configuration requirements
® Cisco VPN 3000 Concentrator initial configuration

® Configuring IPSec with preshared keys through the VPN 3000
Concentrator Series Manager

® Advanced configuration of the VPN concentrator
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Cisco VPN 3000 Concentrator Configuration Requirements

Figure 4-2 showsatypical VPN concentrator configuration using aCisco VPN 3005 Concentrator.
The Public interface connects to the Internet through a security device such as afirewall or
border router (not shown in this diagram). The Private interface connects to the local network,
inthiscase supporting Domain Name System (DNS), Windows I nternet Naming Service (WINS),
and DHCP servers. On those models that have athird interface, you can establish a demilitarized
zone (DM Z), which could contain some of these el ementsand, most likely, your Internet server.
Connection to the Public and Private 10/100-M bps Ethernet interfacesis done using UTP/STP
CAT-5 cabling with RJ-45 connectors.

Figure 4-2 VPN 3005 Concentrator Configuration

D 7 Internet

VPN Client PC
193.14.233.107

172.16.1.0
VPN
Public Network

192.168.1.0
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Private Network

| ]
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Console DNS WINS DHCP  Administrator
192.168.1.20  192.168.1.22 192.168.1.24 \Workstation
192.168.1.103

You need to attach a console for the initial configuration. The console port takes a standard
straight-through RS-232 serial cable with afemale DB-9 connector, which Cisco supplieswith
the system. Once the Private interface has been configured, you can access the concentrator
from your administrator workstation using aweb browser such as Internet Explorer or Netscape
Navigator.

In addition to the physical connections, you also need to plan your IKE phase 1 and phase 2
settings. If you are going to be using preshared keys, you must select that key aswell. The
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followingisalist of the datavalues you need to obtain to completely configure your CiscoVPN
3000 Series Concentrator:

® Privateinterface | P address, subnet mask, speed, and duplex mode.

® Publicinterface | P address, subnet mask, speed, and duplex mode.

® VPN concentrator’s device or system name.

® System date and time of day.

® VPN tunnd protocol that you will use, either IPSec, PPTP, or L2TP.

® Your local DNS server’s | P address.

®  Your registered domain name.

® ThelP address or host name for the concentrator’s default gateway.

® (Optional) Additional interfaces (for example, for aDMZ, on models 3015-3080 only),
| P addresses, subnet masks, speed, and duplex mode.

® (Optional) IP address or host name of your DHCP server, if your concentrator will be
using DHCP to assign addresses to remote users.

® (Optional) A pool of IP addressesif the VPN concentrator will be assigning addressesto
remote users.

® (Optional) For external RADIUS user authentication, the |P address or host name, port
number, and server secret or password for the RADIUS server.

® (Optional) For external Windows NT Domain user authentication, the | P address, port
number, and Primary Domain Controller (PDC) host name for your domain.

® (Optional) For external SDI user authentication, the IP address and port number for the
SDI server.

® (Optional) For internal VPN concentrator user authentication, the username and password
for each user. If you specify per-user address assignment, you also need the | P address and
subnet mask for each user.

® (Optional) For the IPSec tunneling protocol, a name and password for the |PSec tunnel
group.

Cisco VPN 3000 Concentrator Initial Configuration

When the Cisco VPN 3000 Concentrator is powered on for thefirst time, it boots up the factory
default configuration, which offers a Quick Configuration option. The data requested by the
Quick Configuration mode are enough to make the concentrator operational . Once you havethe
basic configuration entered through this mode, you can fine-tune the configuration through
normal menu options.
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The Quick Configuration can be accomplished from the CLI, but the HTML version of the
concentrator manager provides amore intuitive tool for performing the essential configuration
of the concentrator. The Quick Configuration steps are as follows:

Step 1 CLI: Set the system time, date, and time zone.

Step 2 CLI: Enable network access for your web browser by setting the Private
interface’s | P address, subnet mask, speed, and duplex mode.

Step 3 Browser: Configure the Public interface and any other Ethernet or WAN
interfaces of the concentrator. To do that, you need to set the | P address,
subnet mask, speed, and duplex mode for each of these interfaces.

Step 4 Browser: Identify the system by supplying system name, date, time, DNS,
domain name, and default gateway.

Step 5 Browser: Select the tunneling protocol to use and the encryption options.

Step 6 Browser: Identify the method the concentrator isto use for assigning IP
addresses to clients as atunnel is established.

Step 7 Browser: Select the type of user authentication to use, and provide the
identity of the authentication server. You can choose to authenticate from the
internal server, RADIUS, NT Domain, or SDI.

Step 8 (Optional) Browser: When using the internal authentication server, populate
the internal user database with group and user identities.

Step 9 (Optional) Browser: When using |PSec as the tunneling protocol, assign a
name and password to the IPSec tunnel group.

Step 10 (Optional, but recommended) Browser: Change the admin password for
Ssecurity.

Step 11 Browser: Save the configuration settings.

Quick Configuration Using the CLI

The VPN 3000 Concentrator entersinto Quick Configuration mode the first timeit is powered
up. Quick Configurationisaconfiguration wizard that guidesyou through theinitial configuration
settings. To begin performing the 11 steps outlined above from the CLI, connect your console
to the concentrator and power on the concentrator. As the system boots, various information is
displayed on the console screen. After the system has performed the boot functions, you should
see the login prompt. When prompted, supply the default administrator login name of admin
and the default password, which is aso admin. Note that the password is not displayed on the
console screen as you type it, as shown in the following CL1 output.

Login: admin
Password:
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Once you have entered the correct login name and password, the concentrator displays a
wel come screen, as shown in Example 4-1.

Example 4-1 Quick Configuration \Welcome Screen

Welcome to
Cisco Systems
VPN 3000 Concentrator Series
Command Line Interface
Copyright (C) 1998-2001 Cisco Systems, Inc.

: Set the time on your device. The correct time is very important,
: so that logging and accounting entries are accurate.

: Enter the system time in the following format:
HH:MM:SS. Example 21:30:00 for 9:30 PM

> Time

Quick -> [ 08:57:13 ]

Setting the System Time, Date, and Time Zone

At this point, the concentrator is waiting for you to verify the current time by pressing Enter
or to typein anew time, as shown in Example 4-2. Notice that the system prompt changes to
Quick -> to indicate that the system is waiting for you to confirm or enter data. The following
exampleal so showsthe entriesthat are required (in bol dface type) to compl ete the configuration
of the date, time zone, and daylight-savings time support information.

Example 4-2 Setting the System Time and Date

Quick -> [ ©8:57:13 ] 08:15:22

: Enter the date in the following format.
: MM/DD/YYYY Example 06/12/1999 for June 12th 1999.

> Date
Quick -> [ 03/29/2002 ] 09/01/2002

: Set the time zone on your device. The correct time zone is very
: important so that logging and accounting entries are accurate.

: Enter the time zone using the hour offset from GMT:
-12 : Kwajalein -11 : Samoa -10 : Hawaii -9 : Alaska
-8 : PST -7 @ MST -6 : CST -5 @ EST
-4 : Atlantic -3 : Brasilia -2 : Mid-Atlantic -1 : Azores
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Example 4-2 Setting the System Time and Date (Continued)

(/I
+4
+8

: Paris +2 : Cairo +3 @ Kuwait
: Karachi +6 : Almaty +7 : Bangkok
: Tokyo +10 : Sydney +11 : Solomon Is.

: +12 : Marshall Is.
> Time Zone
Quick -> [ © ] -6

1) Enable Daylight Savings Time Support
2) Disable Daylight Savings Time Support

Quick -> [ 1] 2

Configuring the Private LAN Interface

The next phase of the CL1 Quick Configuration stepsisto configurethe Private LAN interface.
Thisissimply a matter of setting the IP address and subnet mask information and then speci-
fying the speed and duplex mode to use for the interface. Those steps are shown in the output
in Example 4-3, which is displayed as soon as you enter your preference for daylight-savings

support.

Example 4-3 Configuring the Private Interface

This table shows current IP addresses.

Intf Status IP Address/Subnet Mask
Ether1-Pri|Not Configured, 0.0.0.0/0.0.0.0
Ether2-Pub,Not Configured, 0.0.0.0/0.0.0.0

DNS Server(s): DNS Server Not Configured

DNS Domain Name:

Default Gateway: Default Gateway Not Configured

** An address is required for the private interface. **
> Enter IP Address

Quick Ethernet 1 -> [ 0.0.0.0 ] 192.168.1.3

Waiting for Network Initialization...

> Enter Subnet Mask

Quick Ethernet 1 -> [ 255.255.255.0 ]

1) Ethernet Speed 10 Mbps

MAC Address

continues
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Example 4-3 Configuring the Private Interface (Continued)

2) Ethernet Speed 100 Mbps
3) Ethernet Speed 10/100 Mbps Auto Detect

Quick Ethernet 1 -> [ 3 ] 2

1) Enter Duplex - Half/Full/Auto
2) Enter Duplex - Full Duplex
3) Enter Duplex - Half Duplex

Quick Ethernet 1 -> [ 1] 2

1) Modify Ethernet 1 IP Address (Private)
2) Modify Ethernet 2 IP Address (Public)
3) Save changes to Config file

4) Continue

5) Exit

In Example 4-3, the administrator wanted to use a 24-bit subnet mask. When he entered a Class
C IP address for the interface, the system automatically brought up the 24-bit Class C default
subnet mask. The administrator simply pressed Enter to accept this subnet mask setting. Also
notice that the administrator explicitly set the speed of the interface to 100 Mbps and to Full
Duplex rather than accepting the default automatic detection settings.

From the menu displayed at the end of the previous output display, you can see that you have
the option of a so configuring the Public interface. If the hardware configuration had additional
interfaces, you would see menu options for configuring those interfaces, too.

The browser-based manager isthe configuration tool of choice for the VPN 3000 Concentrator.
The CLI isused only to enable network connectivity so that you can communicate with the
concentrator through the network from your administration workstation. Configuration of
additional interfaces and all remaining concentrator settings is accomplished through the
browser-based manager.

Tofinishthe CLI initial configuration of theVPN concentrator, simply save your changesto the
Config file and then exit the Quick Configuration mode. Those steps are shown in the output in
Example 4-4.

Example 4-4 Saving Configuration Settings and Exiting the CLI

1) Modify Ethernet 1 IP Address (Private)
2) Modify Ethernet 2 IP Address (Public)
3) Save changes to Config file

4) Continue

5) Exit

Quick -> 3

1) Modify Ethernet 1 IP Address (Private)
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Example 4-4 Saving Configuration Settings and Exiting the CLI (Continued)

2) Modify Ethernet 2 IP Address (Public)
3) Save changes to Config file

4) Continue

5) Exit

Quick -> 5

The concentrator only presents the Quick Configuration process upon initial bootup using the
default configuration. After you have configured the concentrator, the normal CLI menus ook
asfollows:

Model 3005 menu:

1) Modify Ethernet 1 IP Address (Private)
2) Modify Ethernet 2 IP Address (Public)
3) Configure Expansion Cards

4) Save changes to Config file

5) Continue

6) Exit

Quick -> _
Model 3015-3080 menu:

1) Modify Ethernet 1 IP Address (Private)
2) Modify Ethernet 2 IP Address (Public)
3) Modify Ethernet 3 IP Address (External)
4) Configure Expansion Cards

5) Save changes to Config file

6) Continue

7) Exit

Quick -> _

If you need to go through the Quick Configuration again for any reason, simply select the
Reboot with Factory/Default Configuration option from the Administration | System
Reboot menu in the VPN 3000 Concentrator Manager.

Thisfinishes the CLI configuration steps. The remainder of the configuration steps are
completed using the Cisco VPN 3000 Concentrator Manager application that is resident on
each VPN concentrator and is accessible using the web browser on your administrator PC.

Quick Configuration Using the Browser-Based Manager

Now that you have configured the Private interface on the VPN concentrator, make sure that
your workstation has an | P address on the same subnet as the concentrator and verify that
you can reach the concentrator by pinging to it from the workstation. Once you have verified
connectivity, open your web browser application and connect to the concentrator by entering
the IP address of the concentrator in the Address field of the browser, as shown in Figure 4-3.
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Figure 4-3 HTTP Addressing for VPN 3000 Concentrator Series Manager
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The browser connects to the VPN concentrator and presents the initial login screen, as shown
in Figure 4-4.

Figure 4-4 VPN 3000 Concentrator Series Manager Login Screen
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Notice the hotlink option on the screen labeled Install SSL Certificate. You can use Secure
Sockets Layer (SSL) encryption to establish a secure session between your management
workstation and the concentrator. Using this secure session capability encryptsal VPN
Manager communications with the concentrator at the | P socket level. SSL usesthe HTTPS
protocol and uses https:// addressing on the browser. You might want to use SSL if your VPN
Manager workstation connects to the concentrator across a public network. There can be a
dlight performance penalty when using SSL, depending on the capability of the administration
workstation, but it should not be a serious consideration for management functions.

When the VPN concentrator boots for the first time, it generates a self-signed SSL server
certificate. To use SSL with your browser, install this server certificate into the browser. If you
have multiple concentrators, you must install the certificate from each of the concentratorsinto
your browser, but you only need to do that once for each concentrator. Once the SSL server
certificateisinstalled, you can begin using HTTPS for communications with the concentrator.
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Clicking the Install SSL Certificate hotlink takes you to the browser’s certificate installation
wizard. Netscape and Microsoft browsers have slightly different installation routines, but in
either case, accept the default settings presented, supply a nickname for the certificate if
requested, and continue through the installation process by clicking Next or Finish. You can
then immediately connect to the concentrator using HTTPS once the installation wizard has
finished.

To continue with the Quick Configuration that you started from the CL1, log in with the
administrator login name and password. Using the login screen shown in Figure 4-4, follow
these steps:

Step 1 Position your cursor in the Login field.
Step 2 Type admin and the press Tab.

Step 3 With the cursor in the Password field, type admin again. The window
displays*****.

Step 4 Click the Login button to initiate the login process.

If you make amistake, click onthe Clear button to refresh the screen so that you can start over.

After the VPN concentrator has accepted your administrator login, the screen shown in
Figure 4-5 is displayed in your browser window.

Figure 4-5 First-Time Quick Sart Option Menu

<Al Cisco Systems. Inc. YPN 3000 Concentrator Series [192.168.1.3] - Microsoft Internet Explorer

|| Ele Edt Yew Favotes Iook Help |
&) Ala @m 3| B " Applicaton
Back  Fowod | Stop  Refiesh Home | Seach Favortes Histoy | Mal  Pint  Cdt | Disouss Toolbar
Address [@] niip:182.1 68.1.3access. hm| =l @6
[ VPN 3000 Wi, ein [ Helo sunor Logou | [

Concentrator Series Manager Logged in: admin

‘Welcome to the VPN 3000 Concentrator Series Manager.

The VPIN 3000 Concentrator has booted, and you must now supply some configuration parameters to make it operational.

To configure the miinimal parameters, click here to start Ouick Confipuration
To configure aif features, click here to go to the Main Men

wlEL

€] Overall System Status [ [ 4 Intemet
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The top portion of the screen is the application toolbar, and it is displayed on every other
manager screen. Because thisis a consistent header, it is not shown in subsequent screen

displays.
On the right-hand portion of the header, you see the standard toolbar, which contains the
following elements:

® Hotlinksto the following items:
— Main menu
— Manager's Help system
— A support page that provides web addresses and phone numbers to Cisco
support sites
— Logout, so that you can exit the system or log in as a different user
® Information on the login name of the current user
® Hotlinksto the Main Menu screen for the three major sections of the VPN 3000
Concentrator Manager system:
— Configuration
— Administration
— Monitoring

Thefirst timethat you enter the VPN Manager after booting from the default configuration, you
are presented with a screen that allows you to enter the Quick Configuration mode to continue
the process that you started at the CLI. Figure 4-5 shows this screen.

If you click here to start Quick Configuration, the VPN Manager leads you through a series
of screensto complete the 11 initial configuration steps. Thisis a continuation of the Quick
Configuration wizard that was started at the CLI. You only have this opportunity once.

If you click here to go to the Main Menu, you can configure the same settings, but you must
select the configuration windows from the table of contents. After you have completed the
Quick Configuration, this screen is not displayed again, and the system bootsinto the standard
VPN Manager window.

Configuring Remaining Interface Settings

When you click to start Quick Configuration, the VPN Manager displaysthe IP Interfaces
screen. If your system isa 3005 series with only two fixed interfaces, the screen |ooks like that
shown in Figure 4-6. Notice that the screen’s title bar shows the complete path to this screen
(Configuration | Quick | IP Interfaces), asit would be shown if you had worked down to this
screen through the table of contents. This 3005 display shows that the Private interface is
configured and operational and that the Public interface is not yet configured.
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Figure 4-6 3005 Concentrator—Configuration | Quick | IP Interfaces

Save|]
Cenfigure VPIN 3000 Concentrator Series interfaces

» Ethemnet 1 (Private) = the interface to your private network (internal LAN)
» Ethemnet 2 (Public) = the interface to the public netwoerk.
* WAN Interface Ports A and B = optional WAN interfaces, usually to the public network.

If you modify the interface that you are currently using to connect to this device, you will break the
connection, and you will have to restart from the login screen.

| Interface | Status ‘ TP Address |SuhnEtMask
[Ethernet 1 (Private) [P [192.168.1.3 |[255.255.255.0

[Ethemnet 2 (Public) [IWot Configured

Back | Continue

Figure 4-7 shows the IP Interfaces screen for the Model 3015-3080 VPN Concentrator. This
system has two unconfigured Ethernet interfaces and two unconfigured WAN interfaces. The
listings in the Interface column are hotlinks to the configuration screen for each of the
interfaces.

Figure 4-7  3015-3080 Concentrator—Configuration | Quick | IP Interfaces

Save|=
Configure VPIN 3000 Concentrator Series interfaces

» Ethemnet 1 (Private) = the interface to your private network (internal LAT)

» Ethemnet 2 (Public) = the interface to the public network.

o Ethemet 3 (External) = the interface to an additional LAN.

o WAN Interface Ports A and B = optional WAN interfaces, usually to the public network.

If you modify the interface that you are currently using to connect to this device, you will break the
connection, and you will have to restart from the login screen

| Interface ‘ Status | IP Address |Sulmet Mask
[Ethernet 1 (Private) P [192.168.1.3  |55.255.255.0
[Ethernet 2 (Public) [Not Configured
|Ethernet 3 (External) ‘Not Confipured
[ AM Tnterface in slot 2, port A Not Configured
[W.AMN Interface in slot 2, port B [Not Configured

Back | Continue

If you click the hotlink to Ethernet 1 (Private), the configuration screen for Ethernet 1 appears,
as shown in Figure 4-8. You can select to disable the interface, to obtain addressing from a
DHCP server, or to assign static | P addressing.
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Figure 4-8 Configuration | Quick | IP Interfaces | Ethernet 1

NOTE

Configuration | Quick | IP Interfaces | Ethernet 1

You are modifying the interface you are using to connect to this device. If you make any changes, you will
break the connection and you will have to restart from the login screen.

Configuring Ethernet Interface 1 (Private).

General Parameters

Sel] Attribute | Value

Description

 |Disabled

Select to disable this interface

C [DHCP Client

Select to obtain the TP Address, Subnet Mask and Default

System Nameil

Gateway via DHCP (System Name may be required for
DHCP).

o]

Static IP Addressing

IP Address|[192.168.1.3

Subnet Mask|[235.255.255.0

Select to configure the IP Address and Subnet Mask.
Enter the [P Address and Subnet Mask for this interface.

Public Interface| [

Check to make this interface a "public” interface.

MAC Address|00.50.44.00.00.13

The MAC address for this interface.

Filter|[—None— =

Select the filter for this interface

Speed|[100 Mops =]

Select the speed for this interface

Select the duplex mode for this interface

Duplex" Full-Duplex =]

Cencel

If you disable the Private interface, you lose your browser connection to the concentrator.

The Speed and Duplex settings were configured from the CLI in this example. The default
settings for these two fields are 10/100 Auto and Auto, respectively, allowing the systemsto
negotiate speed and duplex mode.

When you have completed entering the configuration settings for an interface, click the Apply
button to save the settings and return to the I P Interfaces screen. Once you have configured all
the interfaces, click the Continue button to proceed to the next Quick Configuration screen.

Configuring System Information

The System Info screen isthe next screen displayed. Figure 4-9 showsthis screen. The date and
time settingswere entered during the CLI configuration steps. You can enter asystem name here

along with DNS server, domain name, and default gateway information.
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Figure 4-9  Configuration | Quick | System Info

Configuration | Quick | System Info

Assign a system name/hostname to this device. This may be required if you use DHCP to obtain an address
System Name | vpn01 Enter a hostname for the system, e.g. vpn01

Set the time on your device. The correct hme 1s very important, so that logging and accounting entries are
accurate

The current time on this device is Friday, 29 March 2002 08:53:29

New Time [8_[57 :[34] [March _=]{29 |{2002] [{GMT-06:00) CST =

| Enable DST Support

Specify a DNS server, which lets you enter hostnames rather than IP addresses in subsequent Manager fields.
DNS Server |192.168.1.20 Enter the IP address of your local DINS server.

Domain | cisco.com Enter your Internet domam name; e.g. yourcompany. com

Default 21611 Enter your default gateway. Leave at 0.0.0.0 for no default
Gateway B gateway

Configuring the Tunneling Protocol

Clicking the Continue button takes you to the Protocol s screen, as shown in Figure 4-10. You
can select al protocols, if you like. The configuration described in this chapter works with
IPSec only, so that isthe only protocol selected on this screen.

Figure 4-10 Configuration | Quick | Protocols

Configuration | Quick | Protocols

Select the tunmeling protocels and encryption options that you want to enable

’? PPTR ‘ ' Require Encryption (Clients without encryption will not gain access. Requires MSCHAP.)

@ Don't Require Encryption (Clients may optionally use encryption.)
’? L2TP

F IPSec

Back Continue

0 Require Encryption (Clients without encryption will not gain access. Requires MSCHAP )
@ Don't Require Encryption (Clients may optionally use encryption.)

Check to enable remote user connections via IPSec, LAN-to-LAN configurations are done outside
of Quick Configuration.

Configuring Address Assignment Method

After you have selected the protocol to use, you must select the method the VPN concentrator
isto useto assign an address to clients as they establish tunnels with the concentrator. The
method of address assignment selected in Figure 4-11 isto useaDHCP server. You could select

multiple methods; the concentrator tries each method in order until it is successful in assigning
an address to the client.
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Figure 4-11 Configuration | Quick | Address Assignment

Configuration | Quick | Address Assignment

Select at least one method of assigning IP addresses to clients as a tunnel is established. The methods are tied in
the order listed.

Client . . e
1.0 Specified This method lets the client specify its own IP address.
This method assigns IP addresses on a per-user basis. If you use an authentication server
2. M Per User (which you configure next) that has TP addresses configured, we recommend selecting this
method

3. @ DHCP Specify Server|'192 168.1.24

Co ed Range Start
4.0 Pool Range End

This method uses this device to assign IP addresses.

Back Continue |

Configuring User Authentication Method

Next, you determine how users connecting over the VPN tunnel are to be authenticated.
Figure 4-12 shows the selection screen. Users can be authenticated from RADIUS servers,
NT Domain controllers, external SDI servers, and the concentrator’sinternal server. The option
you select brings up the appropriate next screen so that you can continue configuring user
authentication.

Figure 4-12 Configuration | Quick | Authentication

Configuration | Quick | Authentication

Specify how to authenticate users under PPTP, L2TP or IPSec. You can use the internal server or an external
authentication server. If you select the Jafernal Server, you must configure the internal user database. You may
configure additional servers using System Configurabion

Server Type |Intermal Server 'I Selecting Internal Server will let you add users to the internal user database

Back | Continue

Configuring Users for Internal Authentication

The example shown in Figure 4-12 has selected the Internal Server option and brings up the
User Database screen, shown in Figure 4-13, so that you can enter the usernames and pass-
words. This screen also requests an 1P address and subnet mask because, in this case, the
concentrator’s administrator selected Per User address assignment on the screen displayed in
Figure 4-11.
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Figure 4-13 Configuration | Quick | User Database

Configuration | Quick | User Datahase

Configure users in the internal authentication server database. Since you chose per-user address assignment,
include the user IP address and subnet mask.

Passwords must be at least 8 characters leng

Current Users Actions User to Add
User Name
— Empty —
Password
<< Add Verify
Remove >>
IP Address
Subnet Mask
Back | Continue

There is amaximum combined number of groups and users that you can configure on aVPN
3000 Concentrator. The number varies by concentrator model, as shown in Table 4-2.

Table 4-2 Maximum Number of Combined Groups and Users per VPN Model

Model Maximum Combined Number of Groups and Users
3005 100

3015 100

3030 500

3060 1000

3080 1000

Configuring the IPSec Tunnel Group

When you select |PSec as the tunneling protocol from the screen shown in Figure 4-10, the
concentrator prompts you to define a group during the Quick Configuration phase. This group
isused by every user unless you change the association later from the standard configuration
section of the VPN Manager. Figure 4-14 shows the configuration information for the IPSec
group. The password for this group becomes the preshared key for remote access users.
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Figure 4-14

Figure 4-15

Configuration | Quick | IPSec Group

Configuration | Quick | IPSec Group

Select a Group Name and Password to be used by remote IPSec users. The Group Password must be at least 4
characters long,

Group Name |vpngroup02

Password |+
Verify I Febtekopkodk
Back | Continue

Configuring the Admin Password

Thefinal setting that you should configure during the Quick Configuration is the password for
the admin user. Figure 4-15 shows the Quick Configuration screen for completing thistask and
displays the message that strongly recommends changing the admin password. For maximum
password security, select a password containing at least eight characters that are a mixture of
uppercase and lowercase | etters, numbers, and special characters.

Configuration | Quick | Admin Password

Configuration | Quick | Admin Password

We strongly recommend that you change the password for user adwmiin

Password |"‘”“"*
Verify |"“‘°"‘"‘"

Back Continue

Saving Configuration Settings

When you click the Continue button after changing the admin password, the VPN Manager
presents you with the Quick Configuration Done screen, as shown in Figure 4-16. At this point,
you have configured the system information, LAN and WAN interfaces, users, and | PSec group,
completing the basic configuration of the VPN concentrator.
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Figure 4-16 Configuration | Quick | Done

Configuration | Quick | Done

Save | =]
You have finished Quick Configuration, and your entries constitute the active configuration. The VPN 3000
Concentrator contains enough information to establish single-user VPN tunnels through the public Internet and allow
remote clients to communicate securely with a corporate server.

We strongly recovamend that pou save the active configuration now. Click the Save Needed icon abowve.
In the left frame or the navigation bar above, click the function you want:

+ Configuration -- to configure all features of this device.
* Administration -- to control administrative functions on this device
¢ Monitoring -- to wiew status, statistics, and logs on this device

The bar at the top right has:

Main -- to return o this screen.

Help -- to get help for the current screen.

Support -- to access VPN 3000 Concentrator support and documentation.
Logout -- to log out of this session and return to the Manager login screen

Under the location bar in the upper right, these icons may appear. Click to:

+ Save 5 - save the active configuration and make it the boot configuration.
+ Save Needed B -- as above, indicating you have changed the active configuration.
+ Refresh @ - to refresh statistics

Notice the Save Needed icon in the upper-right corner of the main screen. Click that icon to
save the active configuration changes you have made to the boot configuration. Asyou continue
with additional configuration steps, thisicon appears from time to time. As you can see from
Figure 4-16, the icon can display Save, Save Needed, or Refresh depending on the type of
screen you are on and whether you have made modifications to the active configuration.

Aswith most Cisco products, configuration changes are done to the active configuration and
take effect immediately. To ensure that your changesare still in effect after asystem reboot, you
must copy the active configuration to the boot configuration. The VPN Manager’s Save Needed
reminder is a nice touch, providing a gentle reminder and an easy method of execution.

Clicking the Save Needed icon executes the requested save and provides you with a status
screen. Figure 4-17 shows the screen that is returned upon the completion of a successful save.
After you clear this screen by clicking the OK button, VPN Manager displays the Main Menu.

In addition to the Save, Save Needed, and Refresh options, the Configuration | Quick | Done
screen shows Configuration, Administration, and Monitoring in the upper-left corner (refer to
Figure 4-16). These three keys are the primary navigation tools for the daily VPN Manager
functions. Similar to adirectory display from a product such as Microsoft Windows Explorer,



152 Chapter 4: Configuring Cisco VPN 3000 for Remote Access Using Preshared Keys

the plus sign indicates that the indicated function has subfunctions. Clicking the plus sign
displays an indented list of the subfunctions, and clicking the option takes you to the window
for that function.

Figure 4-17 Save Successful Message

3 Save To Configuration File - ... [H[=] E3

Save Successful

Configuring IPSec with Preshared Keys Through the VPN 3000
Concentrator Series Manager
The Quick Configuration allows you to configure the basic operational settings of the concen-

trator, but the IPSec settings have not been established yet. Those settings are made using
features in the Configuration portion of the Cisco VPN 3000 Concentrator Manager.

Figure 4-18 shows the Main screen that appears after you log in to the concentrator through
VPN Manager. Normally the root Configuration, Administration, and Monitoring levelsarethe
only options displayed in the table of contents. In this case, each of those magjor sections has
been opened to thefirst layer of subfunctions. You can see the following major subfunctions
under the Configuration option:

® |Interfaces—Ethernet interfaces and power supplies

® System—System-wide parameters: servers, address assignment, tunneling protocols,
I P routing, management protocols, events, and identification

® User Management—Groups and users

® Policy Management—Access hours, network lists, rules, security associations, filters,
and NAT
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Figure 4-18 IPSec Configuration

VPN 3000 Main | Help | Support | Logout
Concentrator Series Manager Logged in: admin

Configuration | Administration | Monitoring
[H=HConfiguration fd

—terteces v B e |

—HSystem

Welcome to the VPN 3000 Concentrator Series Manager.
L Policy Management

[ administer Sessions In the left frame or the navigation bar above, click the functien you want:
—-Software Update
(—System Reboot « Configuration -- to configure all features of this device.

= fha « Administration -- to control administrative functions on this device
[ Monitoring Refresh

i s Monitoring -- to view status, statistics, and logs on this device,
—EHile Management
L Certificate Manadement The bar at the top right has:
!
——Routing Table & Main -- to return to this screen
5 :r::l;zir: Lo s Help -- to get help for the current screen
—ESessions « Support -- to access VPN 3000 Concentrator Series support and documentation.
L_mGenersi Statistics « Logout -- to log out of this session and return to the Manager login screen.

Under the location bar in the upper right, these icons may appear. Click to:

+ Save [ -- save the active configuration and make it the boot configuration
Cisco Systems « Save Needed [l -- a5 above, indicating you have changed the active configuration.
o Refresh @ - to refresh statistics

[&] Overall System Status [ [ [ intemet

aAEL

Theinterfaces have aready been configured using the Quick Configuration option. If you

chose to use internal authentication, the Quick Configuration wizard then asked you to enter

usernames and passwords and then requested a group name to use for 1PSec traffic.

Recall from previous chapters that there is a hierarchy to the way groups are used on the Cisco

VPN 3000 Concentrator. The following basic rules govern group usage:

® Groups and users have attributes that can be modified to control how they can use the

services of the concentrator.

® Usersare always members of groups, and groups are always members of the Base Group.

The Base Group is adefault group that cannot be deleted but which can be modified.

® |nheritancerulesstatethat, by default, usersinherit rights from groups, and groupsinherit

rights from the Base Group.

® A user can only be amember of one concentrator group and, if not explicitly assigned to

adifferent group, is amember of the Base Group by defaullt.
® Users and groups have names and passwords.
® |f you change the attributes of agroup, it affects al group members.
® If you delete a group, user membership reverts to the Base Group.
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NOTE

Because the Base Group had not been modified before Quick Configuration set up the new
group for IPSec use, that new group has default settings that it inherited from the Base Group.
Additionally, all the usersthat you created were placed in this single group. That might be
adequate for your organization. The final step you need to perform to set up the concentrator
for remote access using preshared keys is to validate the entries that were placed in the IPSec

group.

Thediscussionsin this chapter assumethat you would be performing the configuration on anew
concentrator. You could be setting up remote access services on a concentrator that has been
used for other purposes, such asLAN-to-LAN VPNSs. In that case, you would start at this point
in the configuration process. While this discussion looks at modifying the group that was
established through Quick Configuration, you would simply need to add a new group from the
Configuration | User Management | Groups screen.

To modify the settings for the |PSec group previoudly created, work down to the Configuration |
User Management | Groups screen (see Figure 4-19). In this screen, you find the vpngroup02
group listed in the Current Groups window. There are internal and external groups. External
groups are those that would be used with external authentication servers such as RADIUS or
NT Domain. Thevpngroup02 groupisaninternal group and isto be used with internal database
USers.

Figure 4-19 Configuration | User Management | Groups

Save Needed
This sechon lets you configure groups. 4 group 1s a collection of users treated as a single enfity.
Click the Add Group button to add a group, or select a group and click Delete Group or Modify Group. To

modify other group parameters, click Modify Auth. Sexvers, Modify Acct. Servers Modify Address Pools or
Modify Client Update

Cwrent Groups Actions

wpngroup02 (Internally Configured) =] Add Group

Modify Group

Modify Auth. Servers

Modify Acct. Servers

Modify Address Pools

Modify Client Update

= Delete Group
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Modify Groups—Identity Tab

To modify the group, click the group to highlight it, and then click the M odify Group button.
The screen shown in Figure 4-20 showsthe Modify screen for aninternal group. Internal groups
have multiple tabs. External groups only have the Identity tab. The information in this screen
should match the data you entered during Quick Configuration. If not, you can correct it here.
When everything looks correct, click the General tab.

Figure 4-20 Configuration | User Management | Groups | Modify > Identity

Configuration | User Management | Groups | Modify vpngroup02

This section lets you add a group. Check the Inherit? box to set a field that you want to default to the base group value.
Uncheck the Inherit? box and enter a new value to override base group values.

[ 1dentity | General | IPSec | Client Config | Client FW | HW Client | PPTP/L2TP

Identity Parameters

Attribute Value Description
Group Name: |vpngroup02 Enter a unique name for the group.
Password |******** Enter the password for the group

Verify|| = Verify the group's password,

External groups are configured on an external authentication server (e.g.
Type|| Internal = RADIUS). Internal groups are configured on the VPN 3000 Concentrator's

Internal Database.
Add I Cancel

Modify Groups—General Tab

Figure 4-21 depicts the General tab for the group’s Modify function. Notice that each attribute
listed has aValue, Inherit?, and Description column. If the Inherit? box is checked, that
attribute’s value is inherited from the Base Group, regardless of what you enter into the Value
field. To change the value for an attribute, uncheck the Inherit? box.

The following information is shown on the General tab:

Access Hour s—Selected from the drop-down menu, this attribute determines when the
concentrator is open for business for this group. Currently set to No Restrictions, you
could also select Never, Business Hours (9 am. to 5 p.m., Monday through Friday), or
named access hours that you created elsewhere in the VPN Manager.

Simultaneous L ogins—Default is 3. Minimum is 0. There is no upper limit, but you
should limit this value to 1 for security purposes.

Minimum Password L ength—The allowable range is 1 to 32 characters. A value of 8
provides a good level of security for most applications.

Allow Alphabetic-Only Passwor ds—Notice that the Inherit? box has been unchecked.
The default isto allow aphabetic-only passwords, which is not agood idea. This value
has been modified.

Idle Timeout—A value of 30 minutesis good here. The minimum alowable valueis 1
and the maximum is a value that equates to over 4000 years! 0 disablesidle timeout.
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Maximum Connect Time—O0 disables maximum connect time. The range hereis again
1 minute to over 4000 years.

Filter—Filters determine whether 1PSec traffic is permitted or denied for this group.
There are three default filters: Public, Private, and External. You can select from those
or from any that you can define in the drop-down box. The default None option permits
IPSec to handle all traffic.

Primary/Secondary DNS/'WINS—These have been modified from the Base Group’s
default settings.

SEP Card Assignment—Some models of the VPN concentrator can contain up to four
Scalable Encryption Processing (SEP) modules that handle encryption functions. This
attribute allows you to steer the |PSec traffic for this group to specific SEPs to perform
your own load balancing.

Tunneling Protocol s—IPSec has been selected, but you could allow the group to use
Point-to-Point Tunneling Protocol (PPTP), Layer 2 Tunneling Protocol (L2TP), and L2TP
over |PSec aswell.

Strip Realm—The default operation of the VPN concentrator verifies users against
the internal database using a combination of the username and realm qualifier, asin
username@group. The @group portion is called the realm. You can have the VPN
concentrator use name only by checking the value for this attribute.

Figure 4-21 Configuration | User Management | Groups | Modify > General

Configuration | User Management | Groups | Modify vpngroup02 =
This section lets you add a group. Check the Inherit? box to set a field that you want to default to the base group value. Uncheck the Inherit? box
and enter a new value to ovemide base group values
Identity " General [IPSec | Client Config | Client FW THW Client | PPTP/LZTP
General Parameters
Atirihuie Value Inherit? Description
Access Hours |[-No Restictions |+ [¥  Select the access hours assigned to this group
Simultaneous Logins [3 ¥ [Enter the number of simultansous logins for this group
Minintum Password Length| [6 ¥ |Enter the minimum password length for users in this group
1 " Enter whether to allow users with alphabetic-only
Alphabetic- Oxly Passwards | [] O passwords to be added to this group.
Tdle Timeout|[30 [ |(minutss) Enter the idle timsaut for this group
Maximum Comnect Time ||0 [ |(minutes) Enter the maximum connect time for this group.
Filier|[-None-- =]| M |[Enterthe filter assigned to this group.
Primary DNS||192.162.1.20 [T |Enter the IP address of the primary DNS server.
Secondary DNS |192 168.34.20 [T |Enter the IP address of the secondary DNE server.
Primary WINS [192.168.1 22 [T |Enter the IP address of the primary WINS server
Secondary WINS || 192 168 34.22 [T |Enterthe IP address of the secondary WINS server.
¥ SEP1 ¥ SEP 2
SEP Card Assignment [¥  |Select the SEP cards this group can be assigned to.
e ¥ 5EP3 W SEP 4 goue &
T FFTP
. [T L2TP .
Tunneling Proiocols [T Select the tunneling protocols this group can connect with.
¥ 1PSec
[T L2TP aver [PSec
. Check to remove the realm qualifier of the user name during [
Sirip Realm| [] M | athentication.
Add Cancel | -
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Modify Groups—IPSec Tab

Clicking the IPSec tab brings up the screen shown in Figure 4-22. The attributes on this screen
are asfollows:

I PSec SA—For remote access clients, you must select an |PSec Security Association
(SA) from thislist of available combinations. If you have created additional SA types,
those are also displayed here as selection options. The client and server negotiate an SA
that governs authentication, encryption, encapsulation, key management, and so on based
on your selection here.

The following are the default selections supplied by the VPN concentrator:
— None—No SA isassigned.
— ESP-DES-M D5—This SA uses DES 56-bit data encryption for both the IKE

tunnel and | PSec traffic, ESP/MD5/HMAC-128 authentication for | PSec traffic,
and MD5/HMAC-128 authentication for the IKE tunnel.

ESP-3DES-MD5—This SA uses Triple-DES 168-hit data encryption and
ESP/MD5/HMAC-128 authentication for | PSec traffic, and DES-56 encryption
and MD5/HMAC-128 authentication for the IKE tunnel.

ESP/IKE-3DES-M D5—This SA uses Triple-DES 168-bit data encryption for
both the IKE tunnel and 1PSec traffic, ESP/IMD5/HM AC-128 authentication for
IPSec traffic, and MD5/HMAC-128 authentication for the IKE tunnel.

ESP-3DES-NONE—This SA uses Triple-DES 168-bit data encryption and no
authentication for 1PSec traffic, and DES-56 encryption and MD5/HMAC-128
authentication for the IKE tunnel.

ESP-L2TP-TRANSPORT—This SA uses DES 56-hit data encryption and
ESP/MD5/HMAC-128 authentication for | PSec traffic (with ESP applied only
to the transport layer segment), and it uses Triple-DES 168-hit data encryption
and MD5/HMAC-128for the IKE tunnel . Usethis SA with the L2TP over | PSec
tunneling protocol.

ESP-3DES-M D5-DH7—This SA uses Triple-DES 168-bit dataencryption and
ESP/MD5/HMAC-128 authentication for both | PSec traffic and the IKE tunnel.
It uses Diffie-Hellman Group 7 (ECC) to negotiate Perfect Forward Secrecy.
This option isintended for use with the movianVPN client, but you can use it
with other clients that support D-H Group 7 (ECC).

IKE Peer Identity Validation—This option applies only to VPN tunnel negotiation
based on certificates. This field enables you to hold clients to tighter security
requirements.
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I KE Keepalives—Monitors the continued presence of aremote peer and notifies the
remote peer that the concentrator is still active. If apeer no longer responds to the
keepalives, the concentrator dropsthe connection, preventing hung connectionsthat could
clutter the concentrator.

Tunnel Type—You can select either LAN-to-LAN or Remote Access as the tunnel type.
If you select LAN-to-LAN, you do not need to complete the remainder of this screen.

Group L ock—Checking this field forces the user to be a member of this group when
authenticating to the concentrator.

Authentication—This field selects the method of user authentication to use. The
available options are as follows:

— None—No user authentication occurs. Use thiswith L2TP over |PSec.

— RADIUS—Uses an external RADIUS server for authentication. The server
addressis configured elsewhere.

— RADIUSwith Expiry—Usesan external RADIUS server for authentication. If
the user’s password has expired, this method gives the user the opportunity to
create a new password.

— NT Domain—Uses an external Windows NT Domain system for user
authentication.

— SDI—Uses an external RSA Security, Inc., SecurlD system for user
authentication.

— Internal—Uses the internal VPN concentrator authentication server for user
authentication.

| PComp—This option permits the use of the Lempel Zif Stac (LZS) compression
algorithm for | P traffic developed by Stac Electronics. This can speed connections for
users connecting through low-speed dia-up circuits.

Reauthentication on Rekey—During IKE phase 1, the VPN concentrator prompts the
user to enter an 1D and password. When you enable reauthentication, the concentrator
prompts for user authentication whenever arekey occurs, such as when the IKE SA
lifetime expires. If the SA lifetimeis set too short, this could be an annoyance to your
users, but it provides an additional layer of security.

M ode Configur ation—During SA negotiations, this option permits the exchange of
configuration parameters with the client. To pass configuration information to the client,
such as DNS or WINS addresses, you must enable this option. If you check this box, you
need to continue to the Mode Config tab to complete the selection of attributes there.
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Figure 4-22 Configuration | User Management | Groups | Modify > 1PSec

Configuration | User Management | Groups | Modify vpngroup02 I—

This section lets you add a group. Check the Inherit? box to set a field that you want to default to the base group value
Uncheck the Inherit? box and enter a new walue to override base group values

General " IPSec | Client Config | Client FW | HW Client | PPTP/LZTP

IPSec Parameters

Attribute Value Inherit? Description
IPSec SA| ESP-3DES-MDS hd ¥ |Select the group's [PSec Security Association.
IKE Peer Identity - Select whether or not to validate the identity of
Validation | Ifsupported by certficate J = the peer using the peer's cerlificate
TKE Keepalives| % ¥ Checlk to mabl_e the use of IKE keepalives for
mernbers of this group.
I—_l_ Select the type of tunnel for this group. Update
Tunnel Type | Remote Access = the Remote Access parameters below as needed
Remote Access Parnmeters
Group Lock | [T ¥ |Lock users into this group.
Select the authentication method for members of
Authentication|| Internal "I ¥ |this group. This parameter does not apply ta
Individual User Authentication,
. 'ﬁ_ Select the method of [P Compression for
IPComp|| Nona = mernbers of this group.
Reauthentication on I I Check to reauthenticate the user onan [KE
Rekey (Phase-1) rekey.
Check to mnitiate the exchange of Mode
Configuration parameters with the client. This
Mode Configuration| ¥ |must be checked if version 2.5 {or earlier) of the

Alliga/Cisco client is being used by members of
this group.

Add Cancel

-

Modify Groups—Client Config Tab

The Client Config tab screen is shown in Figure 4-23. Configuration of the attributes on this
screen isonly necessary if you selected Mode Configuration from the |PSec tab screen. The
attributes on this page have the following meanings:

Banner—You can enter up to a 510-character greeting banner that is displayed to IPSec
software clients each time they log in to the system.

Allow Password Storage on Client—This option allowsthe client PC to storethe user’s
password. For security reasons, thisis not a good policy. The default isto have this
capability disabled.

| PSec over UDP—This option permits clients to connect to the VPN concentrator via
UDP through afirewall or router using NAT.

| PSec over UDP Port—Thisattributeletsyou set the port to use through thefirewall. The
default is 10,000.
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| PSec Backup Server s—Thisattributeisused on Cisco VPN 3002 Hardware Clients and
is not required for remote access users.

I ntercept DHCP Configure M essage—Enable DHCP intercept to permit Microsoft
Windows XP clients to perform split tunneling with the VPN concentrator. When you
enablethisfield, theVPN concentrator repliesto the Microsoft Windows XP client DHCP
Inform message. This capability allowstheVPN concentrator to provide the client with a
subnet mask, domain name, and classless static routes for the tunnel |P address when a
DHCP server isnot available.

Subnet M ask—Enter avalid subnet mask for Microsoft Windows clients requesting
DHCP services.

Split Tunneling Policy—Thisoption, disabled by default, permits clientsto specify some
types of traffic as not requiring |PSec protection. Thistraffic is sent in clear text. The
options within this attribute are as follows:

— Tunnel everything—All data use the secure IPSec tunnel.

— Allow networksin list to bypass the tunnel—All data use the secure 1PSec
tunnel except for data being sent to addresses on the network list. This option
gives users who have elected to tunnel all traffic the ability to access devices
such as printers on their local networks without having that traffic encrypted.

— Only tunnel networks in list—Uses the secure IPSec tunnel for data sent to
addresses on the network list. All other traffic is sent as clear text. This option
allows remote users to access public networks without requiring |PSec
tunneling through the corporate network.

Split Tunneling Network List—If you select the Allow networksin list to bypass the
tunnel option, then thislist isan exclusion list, allowing traffic to pass over the network
without going through IPSec. If you select the Only tunnel networksin list option, then
thislist isan inclusion list that determines which traffic is handled via IPSec. You can
establish these lists el sewhere in the concentrator, or you can use the VPN Client Local
LAN option.

Default Domain Name—If you supply adomain name here, the concentrator passesthis
name to the client. Fully qualified domain names sent over the IPSec tunnel have this
domain name appended to the end.

Split DNS Names—Enter alist of domain names that you want the VPN concentrator’s
internal DNS server to resolve for traffic going over the tunnel. This option is useful in
split-tunneling connections, permitting the internal DNS server to resolve domain names
for traffic through the tunnel. The ISP-assigned DNS servers resolve DNS requests that
travel in the clear to the Internet.
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Figure 4-23 Configuration | User Management | Groups | Modify > Client Config

Configuration | User Management | Groups | Modify vpngroup02

This section lets you add a group. Check the Inherit? box to set a field that you want to default to the base group vahie. Uncheck

the Inherit? box and enter a new value to override base group values.

" Client Config | Client P

Client Configuration Parameters

Cisco Client Parnineters

L o

Attribute Value Inherit? Description
=
Banner " Frter the banner for this group. Only
software clients see the hanner
Kl ;[_'
° “Pm;mmvl - " Check to allow the IPSec client to store the
! “‘"“%‘? on password locally.
Client
Check to allow a client to operate through a
IPSec over UDP| ™ ¥ |NAT device using UDP encapsulation of
ESP.
y ) Enter the UDP port to be used for IPSec
IPSec aver 'ﬂp??lmuuu W |through NAT (4001 - 49151, except port
Tt 4500, which is reserved for NAT-T)
|Use Client Configured List |
:I « Select a method to use or disable
backup servers
. - * Enter up to 10 IPSec backup server
IPSec l?n(‘l.up 2 addresses/names starting from high
Servers

prionty to low.
Enter each IPSec backup server
address/name on a single line

Microsoft Client Paraneters

Intercept DHCP

Checlt to use group policy for clients

Names

Configure I = requesting Microsoft DHCP options
Message
; N Enter the subnet mask for clients requesting
Subnet Mask ||255.255.255.255 cd Microsoft DHCE options
¢ Client Parameters
Select the method and network list to be
used for Split Tunneling,
& Tunnel everything Tunnel Everything: Send all traffic
. 8 . through the tunnel.
Split Tmul;zl]]l:lcls O f’mn;fl thenstmorss infistio hymss the ¥ |Allow the networks in the list to bypass
: the tmunnel: The VPN Client may choose to
€ Only tunnel networks in the list send traffic to addresses in this list to the
client's LAN. Send all other traffic through
the tunnel. NOTE: This setting only applies
to the Cisco VPN Client.
Split T Ii [~ = v Tunnel networlks the in list: Send traffic
Networls List| —one™ to addresses in this list through the tunnel.
Send all other traffic to the client's LAN,
Default Domain Ii I Enter the default domain narne given to
Nomne users of this group
: . Enter the set of domains, separated by
Split DN v coramas without spaces, to be resolved

through the Split Tunnel

Add Cancel
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That isall that you need to configure on the VPN concentrator. Click the Modify button to save
your work to the active configuration and return to the Groups screen shown in Figure 4-19. Be
sureto click the Save Needed i con to save your configuration changesto the boot configuration.
To configure the client firewall capability or hardware client features, or if you are using either
the PPTP or L 2T P tunneling protocols, continue configuring the group settings using the Client
FW, HW Client, and PPTP/L2TP tabs discussed in the following sections.

Modify Groups—Client FW Tab

The Client FW tab permitsyou to configure firewall optionsfor Cisco VPN Clients running on
aMicrosoft Windows platform. Client firewall support is disabled by default but can be enabled
on thistah. A stateful firewall isbuilt into the VPN Client, but other commercially available
firewalls can be used and operate as a separate application that runs on the Windows platform.
Firewalls inspect each inbound and outbound packet to determine if the packet should be
forwarded toward its destination or whether the packet should be dropped. These decisions are
made using rules defined in firewall policies. Firewalls provide an extra measure of protection
to systems and corporate networks, especially when split tunneling is used.

The VPN concentrator can support client firewalls in three different ways:

® Each client can individually manage its own personal firewall policy.
® TheVPN concentrator can push a centralized firewall policy to each client.

® A separate, standalone firewall server can be used to manage and enforce firewall policy
usage on VPN Client devices.

Figure 4-24 shows the configuration options that are available on the Client FW tab for these
three types of firewall| management. The following bulleted items discuss the options shown on
the Client FW tab screen:

® Firewall Setting—Thisattributeis used to enable or disable firewall support for the users
connecting through this group. The available settings are as follows:

— No Firewall—Thisis the default setting for a new group. When this option is
checked, the VPN concentrator ignoresVVPN Client firewall settings.

— Firewall Required—When this option is checked, every VPN Client peer that
connects through this group must use the firewall specified for thisgroup. If the
peer isnot using the correct firewall, theVPN concentrator dropsthe connection
and notifies the VPN Client of the mismatch.

— Firewall Optional—Setting the firewall to optional can be used when al your
VPN Client usersare not currently running firewalls on their systems. Choosing
this option lets users without firewalls connect, giving them awarning message.
Those users with firewallsinstalled must be using the correct firewall; the VPN
concentrator and VPN Client then manage the firewall policy according to the
settings contained on this Client FW tab.
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® Firewall—Select thefirewall that members of the group are to use. The avail able options
are asfollows:

— Cisco Integrated Client Firewall—The stateful firewall built into the VPN
Client.

— Network |1 CE Blackl CE Defender—The Network | CE Blackl CE Agent or
Defender personal firewall.

— Zone Labs ZoneAlarm—The Zone Labs ZoneAlarm personal firewall.

— Zone Labs ZoneAlarm Pro—The Zone Labs ZoneAlarm Pro personal
firewall.

— Zone LabsZoneAlarm or ZoneAlarm Pro—Either the Zone Labs Zone-
Alarm personal firewall or the Zone Labs ZoneAlarm Pro personal firewall.

— Zone LabsIntegrity—The Zone Labs Integrity Client.

— Custom Firewall—This option is primarily for future use. Choose this option
when you cannot use any of the previous options or when you want to combine
two or more of these options. When you choose this option, you must detail your
firewall selection(s) in the Custom Firewall attribute settings.

® Custom Firewall—All the supported options are currently selectable from the list
availablein the Firewall attribute setting. In the future, additional options might be
available. At that time, you could use this section to identify those new firewalls.

— Vendor | D—You can only enter one vendor ID codeinthisfield. Currently, the
availablevendor codesare Cisco Systems (Vendor ID 1), Zone Labs (Vendor ID
2), and Network ICE (Vendor 1D 3).

— Product | D—For the vendor selected, you can enter multiple product ID codes
inthisfield. When entering multiple code numbers, separate them with acomma
or use a hyphen to designate arange, such as 1-3 for Zone Labs. To use all
available products for a given vendor, enter 255 as the Product ID. Table 4-3
shows the current product codes.

Table 4-3 Custom Firewall Product Codes

Vendor Product Product Code
Cisco Cisco Integrated Client (CIC) 1
ZoneLabs ZoneAlarm 1
ZoneAlarm Pro 2
Zone Labs Integrity 3
Network ICE Blacklce Defender/Agent 1

— Description—You can enter an optional description for your custom firewall in
thisfield.
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® Firewall Policy—You can select from three different methods for administering the
firewall policy for your VPN Client systems. Those methods are as follows:

— Policy Defined by Remote Firewall (AY T)—The user of the VPN Client
system has established firewall policy settings for a personalized firewall that
runs on the user’s system. That firewall can be athird-party firewall that works
with the Cisco VPN Client and VPN concentrator. TheVPN Client usestheAre
You There (AY T) enforcement mechanism to periodicaly poll the firewall. If
thefirewall doesn't respond to the periodic “Areyou there?’ messages, theV PN
Client drops the connection to the VPN concentrator. A system administrator
can initially configure and install the firewall for these users, but each user is
allowed to configure his or her own policies beyond theinitial settings. This
optionisavailable for use with the Network | CE Blacklce Defender, Zone Labs
ZoneAlarm, and Zone Labs ZoneAlarm Pro firewall products.

— Policy Pushed (CPP)—When a corporation’s security policy mandates that
all VPN Clients use the same firewall policy, the system administrator can
configure the VPN concentrator to push a centralized, standardized firewall
policy to each VPN Client, which then passes the policy on to the local firewall
for enforcement. The administrator creates a set of traffic management ruleson
the VPN concentrator, associates the rules with afilter, and designates the filter
asthefirewall policy from the drop-down window for this attribute. Thistype of
firewall policy management is called push policy or Central Protection Policy
(CPP). Thisoptionisavailablefor usewith the Cisco Integrated Client Firewall,
Zone Labs ZoneAlarm, and Zone Labs ZoneAlarm Pro firewall products.

— Policy from Server—You can use the Zone Labs I ntegrity Server (1S), astand-
alone firewall server, to manage firewall policy management and enforcement
through the VPN Client. A centralized firewall policy is maintained on the IS.
The IS then pushes this policy to each monitored VPN Client host and then
monitors the use of the policy on those hosts. The Zone Labs IS also communi-
cateswith theV PN concentrator to manage connections and share session, user,
and statusinformation. Thisoptionisonly available for the Zone Labs Integrity
Server firewall product.

Modify Groups—HW Client Tab
Cisco VPN 3002 Hardware Clients provide additional authentication capabilities for peer and
user authentication. TheVPN 3002 Hardware Client communicates with theVVPN concentrator
to establish the tunnel and the user systems connect to the hardware client via Ethernet
connections. The user systems do not require the VPN Client.
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Figure 4-24 Configuration | User Management | Groups | Modify > Client FW

Canfiguration | User Management | Groups | Modify vpngroup02

This section lets you add a group. Check the Inherit? box to set a field that you want to default to the base group value
Unchecl the Inherit? box and enter a new walue to override base group values

ldenity\ General 11PSec \ Cllent Config  Client FW VHW Client ' PPTPIL2TP

VPN Client Firewall Policy

Attribute Value Inherit? Description
. Select whether or not to require
@ No Firewall that the client firewall specified
Firewall Setting| © Firewall Required below be installed and active. Refer)
€ Firewall Optional to the client documentation for

details about using this feature.
Select the firewall vendor and
product required for clients in this
group. For client firewalls not

Vendor ID listed, select Customn Firewall and

enter the vendor and product IDs
Customn ¥ |Separate multiple product IDs with
Firevwan Froduct ID commas. To indicate all products
by a particular vendor, enter

| product ID 255, The product
description is optional

Firewall|| Custom Firewall =l

Description

& Policy defined by remote firewall (AYT)

€ Policy Pushed (CPP); Select the policy for the protection

Fireswall Policy [ane- = provided by the client firewall

 Policy from Server

Add Cancel |

When you configuretheVVPN 3002 Hardware Client for the | PSec tunneling protocol, you enter
the IPSec group name and password that you configured on the VPN concentrator onto the
Configuration | System | Tunneling Protocols | IPSec screen of the VPN 3002 Hardware Client.
You must also enter a single username and password on that same screen, which are used to
establish user authentication for all users connected to theV PN 3002 Hardware Client. Both the
group name and username must be valid to establish the IPSec tunnel. Once the VPN 3002
Hardware Client and the VPN concentrator have established the VPN tunnel, any users
connected to the hardware client can use the secure tunnel.

To provide additional security, you can enable interactive authentication for the establishment of
the IPSec tunndl and for interactive user authentication. The HW Client tab, shown in Figure 4-25,
permits you to enable the following authentication features:

® Reguirelnteractive Har dware Client Authentication—When thisfield is checked, the
username and password that were configured on the VPN 3002 Hardware Client are
ignored. Thefirst user connected to the VPN 3002 Hardware Client that wants to begin
using secure | PSec communicationsis prompted to enter avalid username and password.
The method of authentication was selected earlier on the group’s IPSec tab. Once the
initial user establishes the IPSec tunnel, no other users are prompted for the tunnel
authentication username and password.
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Require Individual User Authentication—You can also require all other users con-
nected to the VPN 3002 Hardware Client to authenticate before using the | PSec tunnel by
checking this attribute box. Each user is prompted for a username and password and is
authenticated using whatever method the |PSec group requires.

User Idle Timeout—The default idle timeout for a user’s connection is 30 minutes. The
smallest idletimeout period you can useis 1 minute. You can enter Oto tell the concentrator
to never drop an idle connection. When auser’s connection has been idle for the period of
time specified by theidle timeout period, the concentrator drops the connection.

Cisco | P Phone Bypass—Checking thisfield tells the VPN concentrator not to negotiate
individual user authentication for IP phones.

Allow Networ k Extension M ode—You can configure the VPN 3000 Concentrator

to support Network Extension mode with VPN 3002 Hardware Clientsin site-to-site
networks by checking thisfield. The VPN 3002 Hardware Client must also be configured
to support network extension mode, or the two devices can never connect to one another.
The default connection mode is Port Address Trandation (PAT).

Figure 4-25 Configuration | User Management | Groups | Modify > HW Client

Configuration | User Management | Groups | Modify vpngroup02

This section lets you add a group. Check the Inherit? box to set a field that you want to default to the base group value,
Uncheck the Inherit? box and enter a new value to override base group values.

[ Identity | General [1PSec | Client Config | Client FW " HW Client [PPTP/LZTP |

Hardware Client Parameters

Attribute Value Inherit? Description
. . Check to require the hardware client to be
Require l‘n_lel‘ncm'e I—l:u_ﬂw:.u‘e ¥ linteractively authenticated at each connection
Client Authentication|
atterpt
Require Individual User = w Check to require users behind a hardware
Authentication| client to be authenticated.
User Idle Timeout Iaai I I;_m.er the session idle tirneout in minutes. Use 0
or no timeout,
Check to allow Cisco IP Phones to bypass
Cisco IP Phone Bypass| [ ¥ |Individual User Authentication behind a

hardware client.

I Check to allow hardware clients using
(Network Extension Mode to connect.

Allow Network: Fxtension Mode | [

Add | Cancel |

Modify Groups—PPTP/L2TP Tab
If you selected PPTP, L2TP, or L2TP over | PSec as an allowable tunneling protocol to be used
for VPN connections, you might need to make adjustments to the attributes displayed on the
PPTP/L2TP Tab, shown in Figure 4-26. Client and VPN concentrator settings must match
during VPN tunnel negotiations, or the tunnel is not established. The following attributes are
shown on this screen:

Use Client Address—You can alow clientsto supply their own addressfor the client end
of theVPN tunnel. Thisisnot agood ideafrom a security perspective, so be careful about
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enabling this capability. The default mode for this attribute is disabled, forcing the VPN
concentrator to supply the address through one of the various means available to the
concentrator.

® PPTP Authentication Protocols—During tunnel negotiation, prospective peers
generally authenticate one another through some mechanism. By checking none of the
available options, you can permit the tunnel to be negotiated with no authentication, but
you should only use that for test purposes. The available authentication protocols are as
follows:

— PAP—The Password Authentication Protocol (PAP) passes the username and
password in clear text and is therefore not secure. Although this is the default
setting, it is not arecommended choice for a secure environment. PAP does not
provide data encryption.

— CHAP—The Challenge-Handshake A uthentication Protocol (CHAP) isalso
permitted by default, but is also not particularly secure. In responseto a
challenge from the server, the client encrypts the challenge plus password and
returns that to the server along with the clear text username. CHAP does not
provide data encryption.

— MSCHAPv1—The Microsoft Challenge-Handshake Authentication Protocol
version 1 (MSCHAPv1) is more secure than CHAP because the server only
stores and compares encrypted passwords. MSCHAPv1 can encrypt datausing
the Microsoft Point-to-Point Encryption (MPPE) Protocol.

— MSCHAPv2—The Microsoft Challenge-Handshake Authentication Protocol
version 2 (MSCHAPV2) isastep up from MSCHAPV1 because it requires
mutual client-server authentication. MPPE can a so be used here for data
encryption using keysthat are unique for each session. MSCHAPv2 also uses
different keys for the send and receive functions.

— EAP Proxy—The Extensible Authentication Protocol (EAP) Proxy letsthe
VPN concentrator offload the authentication process to an external RADIUS
server, providing additional authentication services such as EAP/MD5,
Smartcards and certificates (EAP/TLS), and RSA SecurlD (EAP/SDI). EAP
Proxy does not support encryption.

® PPTP Encryption—Select the type of PPTP encryption that you want to use from
these options:

— Required—If you select this option, clients must use MPPE encryption. This
means that you can only select MSCHAPv1 and MSCHAPV2 asthe alowable
authentication protocols when using this option. You must also select either
40-bit and/or 128-bit encryption in this category.

— Require Stateless—Under this encryption scheme, the encryption key is
changed with each packet transferred.
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— 40-bit—Clients can use the RSA RC4 encryption algorithm using a 40-bit key

when this option is checked.

— 128-bit—Clients can use the RSA RC4 encryption algorithm using a 128-bit

key when this option is checked.

the PPTP options previously discussed.

[}
isused.
L]
[}
previously discussed.
[}

previously discussed.

Figure 4-26 Configuration | User Management | Groups | Modify > PPTP/L2TP

PPT P Compression—If many of your clients connect viadial-up connections, you might
want to enable PPTP compression to decrease the amount of data being transferred. If
you enable compression, the Microsoft Point-to-Point Compression (MPPC) algorithm

L 2TP Authentication Protocols—L 2TP authentication protocol options are the same as
L 2TP Encryption—L2TP encryption options are the same as the PPTP options

L 2TP Compression—L 2TP compression options are the same as the PPTP options

Configuration | User Management | Groups | Modify vpngroup02

This section lets you add a group. Check the Inherit? box to set a field that you want to default to the base group value.
Uncheck the Inherit? box and enter a new value to override base group values

[ Identity | General | IPSec | Client Config | Client FW | HW Client” PPTP/L2TP

PPTP/L2TP Parameters
Attribute Value Inherit? Description
Use Client Addvess| " Check to accepl and use an IP address receved from the
) - client.
Ciper Check the authentication protocols allowed by this group
. | cHAP The choices available are determined by base group
FFTP A“mell;l“mm:‘ ¥ MSCHAPw1 [ |settings. Refer to the online help for authentication protocol
otacals M MSCHAPY2 dependencies. Unchecking 2 options means that ne
[T E4F Froxy authentication is required.
[ Required
PPTP Encryption| [ Require Stateless| & Select the allowed encryption methods for PPTP
P 5 40f1bi1 [ 18-t connections for this group
PPTP C'ompression| [ " Check to enable compression for PPTP connections for this
rpres: group.
Cpap Check the authentication protocols allowed by this group
o . | CHAP The choices available are determined by base group
L2TP Authentication ¥ MSCHAPw1 W  |settings. Refer to the online help for authentication protocol
Protocols [ MSCHAPY? dependencies. Unchecking off options means that ne
[T E4P Proxy authentication is required.
™ Required X
LATP Fneryption| [ Require Stateless| & Select the allowed encryption methods for L2TP
- P o 4Dlil [ 128-hit connections for this group
L2TP Compression| [ 7 Check to enable compression for L2TP connections for this

group.

Add Cancel

-
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Advanced Configuration of the VPN Concentrator

The previous sections of this chapter looked at asmall part of the Configuration portion of the
VPN Manager. There is much more to the Manager than installing groups, users, or system
identification. This section looks at the other aspects of the Configuration portion of the VPN
Manager.

Configuration | System
The functionsthat fall under the Configuration | System section have to do with configuring
parameters for system-wide functions in the VPN concentrator. The following subcategories
under System let you control the VPN concentrator:

Configuration | System | Servers

Configuration | System | Address Management
Configuration | System | Tunneling Protocols
Configuration | System | IP Routing
Configuration | System | Management Protocols
Configuration | System | Events

Configuration | System | General

Configuration | System | Client Update
Configuration | System | Load Balancing Cisco VPN Clients
Configuration | User Management
Configuration | Policy Management

The following sections describe each subcategory in more detail.

Configuration | System | Servers

The Configuration | System | Servers section of theVVPN Manager allows you to configure the
various types of servers that communicate with the concentrator. Those serversinclude the
following:

Authentication Servers—Used for user authentication
Accounting Servers—Used for RADIUS user accounting
DNS Server s—Domain Name System address |ookup functions

DHCP Server s—Dynamic Host Configuration Protocol to assign IP addresses for client
connections

Firewall Servers—Firewall enforcement by means of the Zone Labs Integrity Server
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® NTP Servers—Network Time Protocol to ensure that all systems use the same time for
ease of synchronizing log entries

® |nternal Authentication—Used for user authentication

Configuration | System | Address Management

When an |PSec tunnel is established between aVPN concentrator and client, a new set of 1P
addressesis required to identify the endpoints of the tunnel. This section of the VPN Manager
allows you to define how these addresses are managed.

The Assignment portion of Address Management allows you to select the methods that can be
used to assign addresses. Quick Configuration used this portion as part of its setup steps.

The Pool s portion of Address Management allowsyou to defineapool of internal addressesthat
the concentrator draws from when assigning addresses to clients.

Configuration | System | Tunneling Protocols

Cisco VPN 3000 Concentrators are capable of establishing tunnelsusing the three most popul ar
VPN tunneling protocols:

®* PPTP
® L2TP
® |PSec

To provide support for the Microsoft Windows 2000 VPN client, the VPN concentrators also
support L2TP over 1PSec.

This section of the VPN Manager alows you to configure the parameters that are associated
with each of these protocols.

Configuration | System | IP Routing

Cisco VPN 3000 Concentrators have the ability to act as routers for I P traffic. This allows the
concentrator to communicate with other routers in the network to determine the best path for
traffic to take. This section of the VPN Manager allows you to configure the following:

® Static Routes—Manually configured routing tables

® Default Gateways—Routes for traffic for which routes cannot be determined
® OSPF—Open Shortest Path First routing protocol

® OSPF Areas—Subnet areas within the OSPF domain

® DHCP—Dynamic Host Configuration Protocol global parameters
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® Redundancy—Virtual Router Redundancy Protocol parameters
® Reverse Route | njection—Reverse Route Injection global parameters

Routing Information Protocol (RIP) and interface-specific OSPF parameters are configured on
the network interfaces. You access the interfaces to make those configurations through the
Configuration | Interfaces screen.

Configuration | System | Management Protocols
The Configuration | System | Management Protocols portion of the VPN Manager alows you
to control various management protocols and servers. These utilities can be an asset to you in
managing your total network. Those management protocols are as follows:

® FTP—File Transfer Protocol

® HTTP/HTTPS—Hypertext Transfer Protocol and HTTP over SSL (Secure Sockets
Layer) protocol

® TFTP—Trivia File Transfer Protocol

® Telnet—Termina emulation protocol and Telnet over SSL

®  SNMP—Simple Network Management Protocol

® SNMP Community Strings—Identifiers for valid SNMP clients
® SSI—Secure Sockets Layer Protocol

® SSH—Secure Shell

® XML—Extensible Markup Language

Configuration | System | Events

Significant occurrences within or that could affect aVPN 3000 Concentrator are classified as
events. Typical eventsinclude alarms, traps, error conditions, network problems, task comple-
tions, breaches of threshold levels, and status changes. Events are stored in an event log in
nonvolatile memory. Events can aso be sent to a backup server via FTP or to Syslog servers.
Events can be identified to trigger console messages, send e-mail messages, or send SNMP
system traps.

Event attributes include class and severity level, asfollows:

® Event Class—Specifies the source of the event and refers to a specific hardware or
software subsystem within the VPN concentrator.

® Event Severity L evel—Indicates how serious or significant the event is. Level 1 isthe
most significant.
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Configuration | System | General

The General section of the VPN Manager enables you to configure these general VPN
concentrator parameters:

® | dentification—System name, contact person, system location
® Timeand Date—System time and date

®  Sessions—The maximum number of sessions

® Authentication—General authentication parameters

Configuration | System | Client Update

You can configure the Cisco VPN 3000 Concentrators to manage client updates for VPN Client
and VPN 3002 Hardware Clients. In the case of the software clients, the concentrator notifies
the clients of the acceptable client versions and provides the location where the appropriate
versions can be obtained. For VPN 3002 Hardware Clients, the concentrator pushes the correct
versiontotheclient viaTFTP.

This section of the VPN 3000 Concentrator Manager lets you configure the client update
feature, asfollows:

® Enable—Enables or disables client update

® Entries—Configures updates by client type, acceptable firmware and software versions,
and their locations

Configuration | System | Load Balancing Cisco VPN Clients

When you have two or more VPN 3000 Concentrators on the same subnet handling remote
access VPN services, you can group those devices together to perform load balancing across
the devices. The private and public subnets are grouped into avirtual cluster. One of the
concentrators acts as the cluster master and directs incoming calls to the device that has the
smallest load, including itself. If, for any reason, the master fails, one of the other concentrators
in the cluster takes over the role.

Clientsfirst connect to thevirtual |P address of the cluster. The cluster master interceptsthe call
and sends the client the public I P address of the |east-loaded available concentrator. The client
then uses that | P address to initiate the VPN tunnel with the concentrator. If a concentrator in
the cluster fails, the terminated clients immediately try to reconnect with the virtual 1P, and the
cluster master reassigns them to available devices.

After you have made certain that the public and private interfaces have been fully configured
and are operational, you use this section of the VPN 3000 Concentrator Manager to define the
load-sharing cluster.
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Configuration | User Management

Configuration | User Management is the section that you used in the “ Configuring I PSec with
Preshared Keys Through the VPN 3000 Concentrator Series Manager” section of this chapter
to configure the group for remote access with preshared keys. In addition to working with
specific groups, this section is used to configure the Base Group and to manage user accounts
for theinternal authentication database.

With the default settings, new groups inherit the attributes of the Base Group. Those attributes
can be individually overridden for each group so that you can have a variety of groups with
different properties. You could have agroup using L2TP, one using IPSec with preshared keys,
another using |PSec with digital certificates, another using RADIUS for user authentication,
and still another using the concentrator’sinternal database for user authentication.

If you are using the concentrator for internal authentication and have defined your groups, this
section of theV PN Manager also allowsyou to create and manage user accounts. User accounts
inherit the attributes of their group, and user accounts can only belong to one group. If you do
not explicitly assign a user account to a group, it inherits the attributes of the Base Group.

Configuration | Policy Management
Policies control the actions of users asthey connect to theV PN concentrator. User management
determines which users are allowed to use the device. Policy management determines when
users can connect, from where they can connect, and what kind of data are permitted in the
tunnels. The section of the VPN Manager established filters that determine whether to forward
or drop packets and whether to pass the traffic through atunnel or to send it in the clear. Filters
are applied to interfaces, groups, and users.

The Policy Management section contains the following sections:

® Access Hour s—Establishes when remote users can access the VPN concentrator.

® Traffic Management—Controlswhat datatraffic can flow through theVV PN concentrator.
Traffic Management is further divided into the following configuration sections:

— Network Lists—Allows you to group lists of networks together as single
objects.

— Rules—Provides detailed parameters that let you specify the handling of data
packets.

— SAs—L ets you choose the options to be used in establishing 1PSec Security
Associations. Thisis where you set the authentication, encryption, encapsula-
tion, and SA lifetime. You can modify predefined SAs or create your own.

— Filters—L ets you combine the network lists, rules, and SAsinto single
packages that you can then apply to interfaces, groups, and users.

— NAT—The Cisco VPN 3000 Concentrators can perform Network Address
Translation, which you would configure in this section.
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Installing and Configuring the VPN Client

14 Configuring the IPSec Windows Client

TheCisco VPN Client is packaged with every VPN concentrator sold by Cisco. TheV PN Client
can beinstalled on several different operating systems, including Linux, Sun Solaris, Apple
MAC OS X, and Microsoft Windows. This section looks at the Microsoft Windows version of
the VPN Client.

The following topics are covered in this section:

® Overview of the VPN Client
® VPN Client features

® VPN Client installation

® VPN Client configuration

Overview of the VPN Client
The Microsoft Windows version of the VPN Client runs on Windows 95, 98, 98 SE, Me, NT,
2000, and XP platforms. The client is designed to work as a remote access client connecting
through a secure data tunnel to an enterprise network over the Internet. This permits remote
users to access the services of a private network as though the users were attached directly to
the network, with the security of encrypted communications between the client and the host.

To usethe VPN Client after it has been installed, the user first connectsto the Internet and then
startsthe VPN Client to negotiate atunnel with the VPN host. For remote access services, that
host is most commonly aVVPN concentrator, but it could be arouter or firewall, or some other
network device.

To start the VPN Client from a Windows-based PC, select Start, Programs, Cisco Systems
VPN Client, and then select one of the following programs:

® Certificate Manager—Manage digital certificates for the client to be used when
authenticating with VPN devices.

® Help—View the complete online manual with full instructions on using the VPN Client
application.

® LogViewer—View eventsfrom thelogfile.

®  Set MTU—Control the maximum transmission unit (MTU) sizethat the VPN Client isto
use to communicate with the host.
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Uninstall VPN Client—Uninstall the application. You can choose to retain connection
and certificate information.

VPN Dialer—Manage connection information and start a connection with aVVPN host
device. This poorly named function is the main functiona area of the VPN Client.

You can use the VPN Client with dial-up, ISDN, cable, or DSL modems as well as with direct
LAN connections. How you get to the Internet does not matter to the VPN Client. The only
requirement is that the client device can “see” the host device using TCP/IP.

VPN Client Features
TheVPN Client is afeature-packed application. Most of the functions of the client are handled
automatically and require little configuration. This section describes the important features of
the Cisco VPN Client.

Program features include the following:

Browser-based, context-sensitive HTML help

VPN 3000 Series Concentrator support

Command-line interface to the VPN Dialer application

Accessto local LAN resources while connected through a secure VPN
Automatic VPN Client configuration option

Log Viewer application to collect, view, and analyze events

Ability to set the MTU size

Application launcher

Automatic connection via Microsoft Dial-Up Networking and other third-party diaers
Software update notifications from the connecting VPN device
Launch software update site from update notification

NT features include the following:

Password expiration information from RADIUS authentication servers

Start Before Logon, providing the ability to establish aVVPN connection beforelogging on
to aWindows NT platform

Automatic disconnect disable when logging off to alow for roaming profile
synchronization

| PSec features include the following:

I PSec tunneling protocol
Transparent tunneling
IKE key management protocol
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® |KE keepalives
® Split tunneling
® | ZSdatacompression
Authentication features include the following:

® User authentication viathe following:
— VPN concentrator internal database
— RADIUS
— NT Domain (Windows NT)
— RSA (formerly SDI) SecurlD or SoftID
® Certificate Manager to manage client identity certificates
® Ability to use Entrust Entelligence certificates
® Ability to authenticate using smart cards with certificates
Firewall features include the following:

® Support for Cisco Secure PIX Firewall platforms
® Support for the following personal firewalls:

— Cisco Integrated Firewall (CIF)

— ZoneAlarmPro 2.6.3.57

— ZoneAlarm 2.6.3.57

— Blacklce Agent and Blacklce Defender 2.5

® Centralized Protection Policy provides support for firewall policies pushed to the VPN
Client from the VPN 3000 Concentrator.

VPN Client |PSec attributes include the following:

® Main and aggressive modes for negotiating phase 1 of establishing ISAKMP Security
Associations

® Authentication algorithms:

— HMAC (Hashed Message Authentication Coding) with MD5 (Message Digest
5) hash function

— HMAC with SHA-1 (Secure Hash Algorithm) hash function
® Authentication modes:

— Preshared keys

— X.509 Digital Certificates
® DiffieeHellman Groups 1, 2, and 5
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® Encryption agorithms:
— 56-bit DES
— 168-hit Triple-DES
® Extended Authentication (XAUTH)
® Maode Configuration (also known as ISAKMP Configuration Method)
® Tunnel Encapsulation Mode
® |Pcompression (IPCOMP) using LZS

VPN Client Installation

Installing the VPN Client is a simple task. System requirements call for 10 MB of hard drive
space and up to 64 MB of RAM for Windows 2000 systems. Once you have confirmed those
requirements, simply insert the Cisco VPN Client CD-ROM into the system and allow the
Autorun program to start, as shown in Figure 4-27.

Figure 4-27 Cisco VPN Client Autorun

& Cisco ¥PN Client CD-ROM T =Ioix]

VPN CLIENT

Install Cisco VPN Client
Product Documentation
Browse :
This CD
Cisco Connection Online
Cisco VPN Devices
Third Party Software
Exit

Cisco Svstems

Help

Click the option to I nstall Cisco VPN Client. The system might respond with a message like
the one shown in Figure 4-28, stating that the installer needs to disable the |PSec Policy Agent.
Simply click the Yes button to continue the installation process.

Figure 4-28 Initial Warning Message

¥PN Client Installer

The ¥PN Client can not be installed if the Windows IPSec Policy Agent is enabled. Ta complete the installation, the
IPSec Policy Agent must be disabled, Do you want the installer ko disable the IPSec Policy Agent?

Yes Mo |
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The Welcome screen appears, as shown in Figure 4-29. Click Next to continue.

Figure 4-29 VPN Client Install Setup \Welcome

Cisco Systems ¥PN Client Setup T '. ﬂ

‘Welcome to the Installshield Wizard for YPN
Client.

The InstallShield Wizard will install VPN Client on your
Computer. To continue click Nexst.

¢ Baok ext Cancel

Figure 4-30 shows the next screen to be displayed, the license agreement screen. Scroll down

through the agreement, and then click Yes to continue if you agree to the terms of the license
agreement.

Figure 4-30 VPN Client License Agreement

Cisco Systems ¥PN Client Setup
‘Welcome to the Installshield Wizard for VPN Client.

The InstallShield Wizard will install VPN Client on your Computer. To continue click Nest.

[CLIENT SOFTWARE LICENSE AGREEMENT OF CISCO SYSTEMS. -

THE SOFTWARE TO 'WHICH YOU ARE REQUESTING ACCESS IS THE PROPERTY

OF CISCO SYSTEMS. THE USE OF THIS SOFTWARE 1S GOVERNED BY THE

TEAMS AND CONDITIONS OF THE AGREEMENT SET FORTH BELOW. BY

CLICKING "YES" ON THIS SCREEN, YOU INDICATE THAT YOU AGREE T0O BE

BOUND BY THE TERMS AND CONDITIONS OF THAT AGREEMENT. THEREFORE,
PLEASE READ THE TERMS AND CONDITIONS CAREFULLY BEFORE CLICKING ON
“YES'. IF'YOU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THE
AGREEMENT, CLICK "NO" OM THIS SCREEN, IN WHICH CASE YOU WILL BE LI

Do you accept all the tems of the preceding License Agreement? [f you choose No. the
setup will close. Ta install VPN Client, you must accept this agreement.

IrstallShigld

Back [ yes | No
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Thefile location screen is displayed, as shown in Figure 4-31. To accept the default location,
click Next. If not, click Browseto select thefolder wheretheinstallation wizard isto install the

client application.

Figure 4-31 VPN Client Install File Location

Cisco Systems ¥PN Client Setup

‘Welcome to the Installshield Wizard for VPN Client.

The InstallShield ‘wizard will install VPN Client on your Computer. To continue click Mest.

" Destination Folder

C:\Program Files\Cisco Systems\WPM Client

Browse...

IrstallShisld

¢ Back ext > Cancel |

The next screen to be displayed, shown in Figure 4-32, asks you to select the Windows folder
for the application. Click Next to accept the default, or select another location for the

application.

Figure 4-32 VPN Client Install Windows Folder Selection

Cisco Systems ¥PN Client Setup

‘Welcome to the Installshield Wizard for VPN Client.

The InstallShield Wizard will install VPN Client on your Computer. To continue click Nest.

P

gram Folders:

PN Clien

Existing Folders:

Adaptec DirectCD
Adaptec Easy CD Creator 4
Administrative Tools

dobe

#dobe Acrobat 4.0
America Online
Band-in-a-Box

Cizco CO-AOM Products
Cizco Systems VPN Client

g

IrrstallShigld

[

¢ Back | Neut > I Cancel
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Theinstallation wizard then copies the files from the CD to your system, as shown in
Figure 4-33. This portion of the installation takes less than a minute.

Figure 4-33 Cisco VPN Client Installation

Cisco Systems ¥PN Client Setup a ._; il

Setup Status I'-_ “

VPN Client Setup is performing the requested operations.

Installing:
C:\Program Files\Cisco Systems\WPN Client\cvpnd.exe

64%

IrstallShisld

Cancel

Theinstallation wizard then updates the Windows Registry settings. While it does this, the
wizard presents the message shown in Figure 4-34. While the message indicates that it can take
several minutes, thewizard is, in fact, fast in accomplishing this task.

Figure 4-34 VPN Client Install Network Settings

g Please wait while the installation updates your Network Settings. This may take several minutes...

Thefinal screen of the installation process is shown in Figure 4-35. After the installation has
been completed, you must reboot the Windows system. The completion screen gives you the
option of rebooting when you click the Finish button or waiting until alater timeto restart the
system. Make your selection and click Finish.

Thisisasimple installation process. As a systems administrator, you could provide the
application to your userswith simpleinstructions, especially if you want them to usethe default
settings.
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Figure 4-35

VPN Client Installation Complete

Cisco Systems ¥PN Client Setup

InstallShield Wizard Complete

The InstallShield Wizard has successfully instaled WYPN Client.
Before you can use the program, you must restart your
computer.

& [Yes, | want ta restart my computer now.}

€ No. | wil restart my computer later.

Remove any disks from their drives, and then click Finish ta
complete setup.

< Back | Finish I Cance!

VPN Client Configuration

Figure 4-36

The configuration processis almost as easy as the installation process. The user must enter
several pieces of information. Your installation instructions should provide al the entries that
your users must make.

To start the configuration process, start the VPN Client application. From the Windows
Desktop, choose Start, Programs, Cisco SystemsVPN Client to display the Option menu
shown in Figure 4-36. The next step is not self-evident. To start the client, click theVPN Dialer
menu option.

Sarting the Cisco VPN Client

[%] Certificate Manager
& Hep

da Log Viewer

& setmu

B Uininstall vPN Client
&3 WPN Dialer

Figure 4-37 shows the main interface screen for the VPN Client. Notice that the Connection
Entry window is blank, indicating that you have not yet configured the connection information.
The Connect button is also grayed out and stays that way until you have avalid connection
defined. Create the first connection entry; click New to begin that process.
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Figure 4-37 Connection Entry Screen

# Cisco Systems ¥PN Client E _. |

Cisco SvaTems

Connection Entry:

New. Options |
Host name or IP address of remote server:

Carnect | Close I

Thefirst screen of the creation processis shown in Figure 4-38. On this screen, you identify the
connection by supplying aname and a brief description. The screenisinitialy blank. The name
CorpConnect and the description Connection to the Cor por ate Network viaVPN were
added to describe the connection. Try to make the name fairly descriptive becauseit isused to
make the connection. After you have entered a name and description, click Next.

Figure 4-38 Create New Connection

New Connection Entry Wizard

Cisco §rsTeus

The YPN Client lets you create secure connections to
remote networks. This wizard helps you create a
connection entry for connecting to a specific remote
network.

Name of the new connection entry:

IEnrpEnnnect

Description of the new connection entry (optional):

IConnection to the Corparate Network via YPN|

¢ Back I Nest> I

Cancel |

Figure 4-39 shows the next screen to be displayed. This screen asks you to identify the VPN
server to which you will be connecting. In this case, you are connecting to the VPN 3000
Concentrator that you configured in the “ Configuring | PSec with Preshared Keys Through the
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VPN 3000 Concentrator Series Manager” section of this chapter. Enter either the | P address of
the device or the fully qualified domain name (FQDN), if you know it. The public |P address
of the VPN concentrator is required, so enter 172.16.1.3 to reach the concentrator you
configured earlier. Click Next after you have identified the host server.

Figure 4-39 New Connection Address

New Connection Entry Wizard

Cisco §rsreus

T he following infarmation identifies the servet to which
you connect for access to the remole network.

Host name or IP address of the semver:

|1?2.1 613

Cancel

¢ Back I Nest > I

Help

Because you have not yet installed any digital certificates onto your PC, the next screen presents
only one option to use for authenticating the | PSec connection. In Figure 4-40 you can see that
the Certificate option is grayed out. To configure the client to use a preshared key for the IPSec

connection, simply enter the |PSec group name and password in the appropriate fields of the
Group Access Information section.

Figure 4-40 Entering the Preshared Key

New Connection Entry Wizard

Cisco SYsTEMS

‘Your administrator may have provided you with group
parameters of a digital cerificate to authenticate your
access to the remote server. If so, select the appropriate
authentication method and complete your entries

(% Group Access Ir

Mame: vangroupDZ
Password: I --------
Canfirm I........
Password:
0] Cettificate
Mame; INU Cerificates Installed j
Walidate Certificate... |

¢ Back I Next> I

Cancel |




184 Chapter 4: Configuring Cisco VPN 3000 for Remote Access Using Preshared Keys

The group namethat you established earlier was vpngroup02. Enter that in the Namefield and
the associated password into the Password and Confirm Password fields. The password for
the IPSec group is the preshared key for the |PSec connection authentication. Click Next to
continue.

That'sall thereistoit. Figure 4-41 showsthat the new VPN connection, CorpConnect, has been
successfully created. Noticethat you did not enter any IKE or IPSec configuration information.
Those values are pushed from the VPN concentrator during the initial connection.

Because anyone with the VPN Client and the correct group name and password can now create
a secure connection to your VPN 3000 Concentrator, you can see how important the group
password is to the security of the system. Be sure to use a strong password for this purpose,
and exercise strict control over issuing the password. Also, consider changing the password
frequently, even though your user community might object.

Click Finish to complete the creation process.

Figure 4-41 New Connection Complete

New Connection Entry Wizard o 5'

You have successfully created a new virtual private
networking connection entry named:
Cisco Srstems

Click Finizh to save this entry.

To connect to the remate network, select the Connect
button from the main window.

Tao madify this connection entry, click Options on the main
| window and select Properties from the menu that appears.

¢ Back I Finizh I Cancel Help

Clicking Finish returns you to themain VPN Client window, shown in Figure 4-42. Notice that
CorpConnect now shows in the Connection Entry window and the | P address of the remote
server showsin the lower window. Also notice that the Connect button is now active.

If you had additional connections defined to different servers or for different purposes (for
example, stricter security), you could access those other connections by clicking the arrow to
open the drop-down menu.
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Figure 4-42 Using the New VPN Connection

# Cisco Systems ¥PN Client il x|

Cisco SraTems

Connection Entry:
CorpConnect j

M lewe 1 Options ~ |

Host name or IP address of remote server:
1721613

Connect Cloze

To connect to theVVPN 3000 Concentrator, simply click the Connect button. The client attempts
to negotiate IKE and 1PSec SAswith the concentrator. If that is successful, the IPSec tunndl is
created and the client prompts you for your username and password. Once that has been
authenticated, you can begin using the VPN Client for secure remote accessto the VPN
concentrator.
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Foundation Summary

The Foundation Summary isacollection of tables and figuresthat providesaconvenient review
of many key conceptsin this chapter. For those of you already comfortable with the topicsin

this chapter, this summary could help you recall afew details. For those of you who just read

this chapter, this review should help solidify some key facts. For anyone doing his or her final
preparation before the exam, these tables and figures are hopefully a convenient way to review
the material the day before the exam.

Types of Preshared Keys

The types of preshared keys are as follows:

® Unique—Tied to aspecific |P address
® Group—Tiedto agroup
® Wildcard—Not tied to anything

VPN 3000 Concentrator CLI Quick Configuration Steps

The steps to VPN 3000 Concentrator CLI Quick Configuration are as follows:
Step 1 Boot the VPN concentrator with default configuration.
Step 2 Login as admin/admin.

Step 3 Set the system time.

Step 4 Set the system date.

Step 5 Set thetime zone.

Step 6 Set the daylight-savings time support.

Step 7 Enter an |P address for the Private interface.

Step 8 Enter asubnet mask for the Private interface.

Step 9 Select the speed of the interface.

Step 10 Select the duplex mode of the interface.

Step 11 Save and exit the CLI.



VPN Client Installation Steps 187

VPN 3000 Concentrator Browser-Based Manager Quick

Configuration Steps

The steps to the VPN 3000 Concentrator browser-based Manager Quick Configuration are as
follows:

Step 1 PingtheVVPN concentrator from the administrator PC to verify connectivity.
Step 2 Start the web browser.

Step 3 Enter the address of the VPN concentrator (be sureto use https:// if you need
to enable the VPN concentrator’s SSL Certificate on your browser).

Step 4 Log in asadmin/admin.

Step 5 Select Click hereto start Quick Configuration.

Step 6 Select hotlink to Ethernet 2 (Public) interface.

Step 7 Enter the IP address, subnet mask, speed, and duplex mode.
Step 8 Verify the system name, date, time, time zone, and DST support.
Step 9 Enter the DNS server address.

Step 10 Enter the domain name.

Step 11 Enter the default gateway address.

Step 12 Select the tunneling protocols to use—IPSec.

Step 13 Select the methods of assigning IP address for the |PSec tunnel endpoints.
Step 14 Choose the method for user authentication (Internal Server).
Step 15 Add usernames and passwords.

Step 16 Supply the IPSec group name and password.

Step 17 Change the admin password.

Step 18 Click the Save Needed icon to save the configuration changes.

VPN Client Installation Steps

The steps for installing the VPN Client are as follows:

Step 1 Insert the Cisco VPN Client CD into your CD-ROM drive.
Step 2 View the CD’s menu after Autorun starts the CD.

Step 3 Select Install Cisco VPN Client.
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Step 4 Click Yesto permit disabling I|PSec Policy Agent (if asked).
Step 5 Click Next on the Welcome screen.

Step 6 Read and accept the license agreement.

Step 7 Click Next to accept the default file location.

Step 8 Click Next to accept the default application location.

Step 9 Select the reboot option (now or later) and click Finish.

VPN Client Configuration Steps

The steps for configuring the VPN Client are as follows:

Step 1 Choose Start, Programs, Cisco SystemsVPN Client, VPN Dialer to start
the application.

Step 2 Click New to create a new connection.
Step 3 Enter the connection name and description.
Step 4 Enter the IP address or host name of the VPN concentrator.

Step 5 Enter the IPSec group name and password that you created on the VPN
concentrator.

Step 6 Click Finish to complete the connection creation.

NOTE You can customize the installation process to suit different client configurations. Seethe Cisco
website, www.cisco.com, for more information.

VPN Client Program Options
VPN Client program options include the following:
® Certificate Manager
® Hep
® LogViewer
® SetMTU
® Uninstal VPN Client
® VPN Dider
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Limits for Number of Groups and Users

Table 4-4 shows the maximum number of groups and users.
Table 4-4  Maximum Combined Groups and Users per VPN Model

Model Maximum Combined Number of Groups and Users
3005 100

3015 100

3030 500

3060 1000

3080 1000

Complete Configuration Table of Contents
Table 4-5 shows the complete configuration table of contents (TOC).
Table 4-5  Complete Expansion of the Configuration TOC

| Configuration

> | Interfaces

> | System

> | Servers

> | Authentication

> | Accounting

> | DNS
> | DHCP
> NTP

> | Parameters
> Hosts

> | Address Management

> | Assignment

> Roots

continues
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Table 4-5  Complete Expansion of the Configuration TOC (Continued)

Configuration (Continued)

> | System (Continued)

> | Tunneling Protocols

> | PPTP
> | L2TP
> | IPSec

> | LAN-to-LAN

> | IKE Proposals

> | |PSec over TCP

> | IPRouting

> | Static Routes

> | Default Gateways

> | OSPF

> | OSPF Areas
> | DHCP

> | Redundancy

> | Reverse Route Injection

> | Management Protocols

> | FTP

> | HTTPHTTPS

> | TFTP

> | Telnet

> | SNMP

> | SNMP Communities
> | SSL

> | SSH

> | XML
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Table 4-5  Complete Expansion of the Configuration TOC (Continued)

Configuration (Continued)

> | System (Continued)

> | Events

> | Generd

> | FTP Backup

> | Classes

> | Trap Destinations

> | Sydlog Servers

> | SMTP Servers

> | E-mail Recipients
> | Genera

> | |dentification

> | Timeand Date
> | Sessions
> | Authentication

> ‘ Client Update

> | Enable

> | Entries

> ‘ Load Balancing

> | User Management

> | Base Group

> | Groups

> | Users

> | Policy Management

> Access Hours

> | Traffic Management
> | Network Lists

> | Rules
> | SAs

continues
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Table 4-5  Complete Expansion of the Configuration TOC (Continued)

> | Filters
> | NAT

> | Enable
> | Rules

Complete Administration Table of Contents
Table 4-6 shows the complete administration table of contents (TOC).
Table 4-6 ~ Complete Expansion of the Administration TOC

Aduthentication
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Table 4-6 ~ Complete Expansion of the Administration TOC (Continued)

Complete Monitoring Table of Contents
Table 4-7 shows the complete monitoring table of contents (TOC).
Table 4-7  Complete Expansion of the Monitoring TOC

> | Data

> | Duration

> | Throughput

continues



194 Chapter 4: Configuring Cisco VPN 3000 for Remote Access Using Preshared Keys

Table 4-7

Complete Expansion of the Monitoring TOC (Continued)

Interfaces

TCP/UDP

IP

RIP

OSPF

ICMP

ARP Table

Ethernet




Chapter Glossary 195

Chapter Glossary

The following terms were introduced in this chapter or have specia significance to the topics
within this chapter.

cookie A piece of information sent by aweb server to aweb browser that the browser is
expected to save and send back to the web server whenever the browser makes additional
requests of the web server.

Extensible Markup Language (XML) A standard maintained by the World Wide Web
Consortium (W3C). It defines a syntax that lets you create markup languages to specify
information structures.

JavaScript Interpreted programming language from Netscape. Used on websites for such
things as pop-up windows and image change during mouse rollover.

Network Time Protocol (NTP) Protocol built on top of TCP that ensures accurate local
timekeeping with reference to radio and atomic clocks located on the Internet. This protocol
is capable of synchronizing distributed clocks within milliseconds over long time periods.

Remote Authentication Dial-In User Service (RADIUS) Database for authenticating
dial-up users and for tracking connection time.

Reverse Route Injection (RRI) Used to populate the routing table of an internal router
running OSPF or RIP for remote VPN clients or LAN-to-LAN sessions.

Scalable Encryption Processing (SEP) VPN concentrator modules that perform hardware-
based cryptographic functions, including random number generation, hash transforms (MD5
and SHA-1) for authentication, and encryption and decryption (DES and Triple-DES).

Security Dynamics|nternational (SDI) authentication Third-party authentication services
using token cards.

Secure Shell (SSH) Sometimes called Secure Socket Shell, a UNIX-based command
interface and protocol for gaining access to a remote computer securely.

Secure Sockets Layer (SSL) Encryption technology for the web used to provide secure
transactions, such as the transmission of credit card numbers for e-commerce.

Virtual Router Redundancy Protocol (VRRP) Ininstallations of two or more VPN
concentratorsin a parallel, redundant configuration, VRRP provides automatic switchover
to a backup system in case the primary system is out of service, thus ensuring user access to
the VPN.

VPN concentrator Any of the Cisco VPN 3000 Series Concentrators.
VPN Manager Cisco VPN 3000 Concentrator Manager.
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Q&A

Asmentioned in Chapter 1, “All About the Cisco Certified Security Professional,” these
questions are more difficult than what you should experience on the CCSP exam. The questions
do not attempt to cover more breadth or depth than the exam; however, the questions are
designed to make sure you know the answer. Rather than allowing you to derive the answer
from clues hidden inside the question itself, your understanding and recall of the subject are
challenged. Questions from the “Do | Know ThisAlready?’ quiz from the beginning of the
chapter are repeated here to ensure that you have mastered the chapter’stopic areas. Hopefully,
these questionswill help limit the number of exam questions on which you narrow your choices
to two options and guess!

You can find the answers to these questions in Appendix A, “Answers to the “Do | Know This
Already” Quizzes and Q& A Sections.”

1 Where would you normally use unique preshared keys?

2 Touseaweb browser to accesstheVV PN Manager application on VPN concentrators, what
features must you enable on the browser?

3 What information is required to configure a LAN interface on the VPN concentrator?

4 What isthe default administrator name and password for the GUI VPN Manager?
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10

What options are available for addressing an | P interface on the | P Interfaces screen?

What is the maximum number of combined groups and users that can be supported on a
VPN 3015 Concentrator?

What are the four subcategories under the Configuration option of the VPN Manager’'s
TOC?

Onthe General tab of agroup’sAdd screen, what options can you select for Access Hours?

What | PSec protocol s are avail able from the default IPSec SA settings on the 1PSec tab of
the Group Add screen?

What are the nine subcategories under the Configuration | System option in the VPN
Manager’s table of contents?
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11

12

13

14

15

16

Where does the VPN concentrator store system events?

What areas can be configured under the Traffic Management section of the Configuration |
Policy Management section?

Where do you enter the preshared key so that aVPN Client can connect to aVPN
concentrator?

What are the three types of preshared keys?

What types of interfaces are the Public and Private VPN interfaces?

Which interface do you need to configure using the browser-based VPN Manager?
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17

18

19

20

21

22

What would you do if you needed to re-enter the Quick Configuration mode after you have
completed theinitial configuration of the VPN concentrator?

When the VPN Manager’s Main window is displayed, how do you continue with the
Quick Configuration that was started at the CL17?

What methods can be selected for assigning | P addresses to the tunnel endpointsfrom the
Quick Configuration Address Assignment screen?

When using theVVPN Manager, how can you tell that you have made changesto the active
configuration?

What is an external group in the VPN Manager system?

What isthe purpose of the SEP card assignment attribute on the General tab of the Group
Add screen?
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23

24

25

26

27

28

You would liketo be able to pass DNS and WINS information from the VPN concentrator
to the VPN Client. What Group option can you use to accomplish this?

What dynamic routing protocols are available on the VPN 3000 Concentrators?

What protocol doesthe VPN concentrator use to update software versions on Cisco VPN
3002 Hardware Clients?

How do you start the Cisco VPN Client installation process?

What methods can you use for user authentication on the Cisco VPN 3000 Series
Concentrators?

What is a group preshared key?
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29

30

31

32

33

34

When you boot up aCisco VPN 3000 Concentrator with the default factory configuration,
what happens?

If you supply an address of 144.50.30.24 and want to use a 24-bit subnet mask for the
Private interface on aVPN concentrator, are you able to accept the default subnet mask
offered by the VPN Manager?

What are the three mgjor sections of the VPN Manager system?

The Quick Configuration system has displayed the System Info screen. What information,
other than system date and time, can you enter on this screen?

What is the maximum number of combined groups and users that can be supported on a
VPN 3060 Concentrator?

From where do users inherit attributes on the VPN concentrator?
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35

36

37

38

39

40

41

What is the default number of simultaneous logins available to group members?

What is the purpose of IKE keepalives?

Where would you configure information for NTP and DHCP servers within the VPN
Manager?

What is the most significant event severity level?

What Microsoft Windows operating systems can support the Cisco VPN Client?

What programs are available within the VPN Client installation?

What is a unique preshared key?
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42

43

44

45

46

a7

What type of cable does the console port require on VPN concentrators?

What is the default administrator name and password for VPN concentrators?

How do you get your web browser to connect to the VPN concentrator’s manager
application?

What is the first screen that appears when you click the Click hereto start Quick
Configuration option in the VPN Manager?

If you select Internal Server asthe method of user authentication, what additional screen
does the Quick Configuration system give you?

When do configuration changes become active on the Cisco VPN 3000 Series
Concentrators?
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48

49

50

51

52

53

When reviewing the list of attributes for a group, what does it mean when an attribute’s
Inherit? box is checked?

What isaream in relation to user authentication?

What is split tunneling?

What management protocols can you configure on the VPN concentrator?

What is the process aVPN Client uses to connect to aVVPN concentrator when load
balancing is used between two or more VPN concentrators?

What variables can you supply during the installation process of the Cisco VPN Client?
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54

55

56

57

58

59

What methods can be used for device authentication between VPN peers?

What is awildcard preshared key?

What information do you need to supply in the CLI portion of Quick Configuration?

What is the last step you must take before moving from the CLI Quick Configuration
mode to the browser-based Quick Configuration mode?

What hot keys are available in the standard toolbar of the VPN Manager?

What tunneling protocols does the VPN concentrator support?
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60

61

62

63

64

65

66

When you select |PSec as the tunneling protocol, what screen does Quick Configuration
present?

How many groups can a user belong to in the VPN concentrator’sinternal database?

What is the size range for user authentication passwords for internal users?

What does the Authentication option RADIUS with Expiry provide?

What tunneling protocol can be configured on the VPN concentrator to support the
Microsoft Windows 2000 VPN client?

How does the VPN 3000 Concentrator handle software updates for VPN Software Clients?

How do you start the VPN Client on a Windows system?
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Scenarios

Thefollowing scenarios and questions are designed to draw together the content of the chapter
and exercise your understanding of the concepts. There might be more than one correct answer.
The thought process and practice in manipulating each concept in the scenario are the goals of
this section.

Scenario 4-1

Users at one of your small branch facilitiesdial in to your corporate access server for accessto
the Internet, e-mail, and other network services. This four-user group is one of your research
and development teams, and each of the four users dialsin to the access server using 56-kbps
modems for network services. Their work is considered top secret by upper management.
Because of the sensitive nature of their communications, you want to establish aVPN for them
using IPSec.

At the same time, other users at other branch sites—your sales staff and other key personnel—
frequently uselaptops and home computersto connect to the corporate network through the Inter-
net or through the access server. These users discuss sales figures and development projects and
also require I PSec protection on their M'S Exchange messaging and MS SQL database traffic.

You had considered using your router as aV PN server, but decided to use a Cisco VPN
Concentrator because of its ability to authenticate users internally. You don’t anticipate ever
having more than 50 VPN clients active in your user community at any given time, and your
employee baseis stable.

As the senior security architect for your organization, how would you answer these questions?

1 Which VPN 3000 Concentrator would you purchase and install?
2 Would you use preshared keys or digital certificates for device authentication?

3 Would you depend on the internal authentication services of the VPN device, or would
you use some other user authentication method?

How would you assign VPN addresses?

Would you permit split tunneling?

Would you use multiple IPSec groups? If so, why?
Which IPSec protocol would you use?

Which encryption protocol would you use?

© 00 N o o b

Would you allow unrestricted access hours?

10 What would you set for idle timeout and maximum connect time?
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Scenario 4-2

Your company sells donuts and has 60 shops located in athree-state area. These shops are each
connected to the Internet using DSL circuits. You want to establish IPSec VPN connections
from each shop through the Internet to the corporate network for sending/receiving e-mail,
reporting sales, and ordering supplies.

Youwill beusing aCisco VPN 3030 Concentrator with no SEP modules. Device authentication
isaccomplished using preshared keys. User authenticationisdonethroughthe NT Domain. The
| P addresses of the DNS servers are 192.168.44.20 and 192.168.63.20. The | P addresses of the
WINS serversare 192.168.44.25 and 12.168.63.25. No changes have been made to the default
Base Group.

Create a group for the shops called DonutShops.

1 Indicate the settings that you would make on the group’s General tab for each of the
following attributes, and specify whether you would uncheck the Inherit? box.

® Access Hours

® Simultaneous Logins

®  Minimum Password Length
® Allow Alphabetic-Only Passwords
® |dle Timeout

® Maximum Connect Time

® Filter

® Primary DNS

® Secondary DNS

® Primary WINS

® Secondary WINS

® SEP Card Assignment

® Tunneling Protocols

® Strip Ream

2 Indicate the settings that you would make on the group’s | PSec tab for each of the
following attributes, and specify whether you would uncheck the Inherit? box.

® |PSec SA
® |KE Peer Identity Validation
® |KE Keepalives
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Reauthentication on Rekey
Tunnel Type

Group Lock
Authentication

IPComp

Mode Configuration
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Scenario Answers

The answers provided in this section are not necessarily the only correct answers. They merely
represent one possibility for each scenario. The intention is to test your base knowledge and
understanding of the concepts discussed in this chapter.

Should your answers be different (asthey likely will be), consider the differences. Are your
answersin line with the concepts of the answers provided and explained here? If not, reread the
chapter, focusing on the sections that are related to the problem scenario.

Scenario 4-1 Answers

1 Concentrator model? The Cisco VPN 3005 Concentrator is probably adequate for this
installation. If your company were growing quickly, you might opt for the 3015. It has
about the same capabilities but is expandable, all the way to a 3080, if you ever needed
the additional capacity.

2 Typeof device authentication? Because thisisachapter on preshared keys, you would opt
to use preshared keys. For this small user base, the maintenance for preshared keys should
not be a big concern.

3 Authentication? Internal authentication was one of the reasons for choosing the
concentrator over the router. The internal database keeps authentication on the same
device and is flexible enough to meet the needs of this application.

4 Address assignment? Set aside a pool of 100 IP addresses and |et the VPN concentrator
assign the IP addresses from the pool. You could use DHCR, but that brings another
network device into the picture. Keep it simple.

5 Split tunneling?Yes. The R&D group is going to need the Internet for research and the
56-kbps modems are going to bekillers. Eliminate the need for encryption onftrivial traffic
to help this group out.

6 Multiple IPSec groups? It would make sense to use multiple | PSec groups. Some of your
users might not need split tunneling, and you could use different rulesfor accesstime, idle
timeout, or maximum connect times. You might want to set up functional groups such as
R&D, Sales, Engineering, Accounting, Execs, and so on. You are only constrained by the
100 combined users and groups limitation on the concentrator.

7 1PSec protocol? ESP. AH is authentication only with no encryption. You would want to
encrypt some of these data, especially for the R&D group.

8 Encryption? Probably Triple-DES. You could choose DES, but the extra security does not
cost that much more in performance.
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9 Unlimited access? This would be a group-by-group decision. Does the R& D team work
around the clock or just during business hours? Do you need to set aside aregular
maintenance window for network upgrades? Do the execs need unlimited access?

10 Idletimeout and maximum connect time?You probably want to drop connections after
they have been idle for 20 to 30 minutes. There is no overpowering reason to establish
limits on connect time. If you close the connection when it isidle, you should not haveto
worry about lengthy connections.

Scenario 4-2 Answers
1 General tab settings for the DonutShops group:

Access Hour s—No Restrictions

Simultaneous L ogins—1, uncheck Inherit?
Minimum Password L ength—8

Allow Alphabetic-Only Passwor ds—No, uncheck Inherit?
I dle Timeout—30

Maximum Connect Time—0

Filter—None

Primary DNS—192.168.44.20, uncheck Inherit?
Secondary DNS—192.168.63.20, uncheck Inherit?
Primary WINS—192.168.44.25, uncheck Inherit?
Secondary WINS—192.168.63.25, uncheck Inherit?

SEP Card Assignment—You can leave these checked. Without SEP modules, this
attribute has no effect.

Tunnéeling Protocols—Check only 1PSec, uncheck Inherit?

Strip Realm—L eave unchecked. You will be using an external authentication
service, so thisfield has no effect.

2 |PSec tab settings for the DonutShops group:

| PSec SA—ESP-3DES-MD5

IKE Peer Identity Validation—If supported by certificate
IKE Keepalives—Enabled

Reauthentication on Rekey—Enabled, uncheck Inherit?
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® Tunne Type—Remote access

® Group Lock—Disabled

® Authentication—NT Domain, uncheck Inherit?
® |PComp—None

® Mode Configuration—Enabled






Exam Topics Discussed in This Chapter

This chapter covers the following topics, which you need to master in your pursuit of
certification as a Cisco Certified Security Professional:

15 CA support overview
16 Certificate generation
17 Validating certificates

18 Configuring the Cisco VPN 3000 Concentrator Series for CA support



CHAPTER ES

Configuring Cisco VPN 3000 for
Remote Access Using Digital
Certificates

Chapter 4, “Configuring Cisco VPN 3000 for Remote Access Using Preshared Keys,”
discussed the opportunity of using preshared keys for device authentication between VPN
peers, specifically between a remote access client and the VPN 3000 Concentrator. An

I PSec group was defined on the VPN concentrator, and that group and its associated
password were used as the preshared key for the VPN Client application.

Whilethe process of using preshared keysis simplewhen using the Cisco VPN Concentrator
and VPN Client, it is a process that does not scale well for large VPN applications. The
Cisco application of preshared keys requires little work to implement initially. You just set
up agroup on the concentrator and supply the group name and password to your VPN user
community. You could put everyone into one group to make it simple.

So where's the problem of scale? It's not with user authentication. The concentrator has
finite limitations on the number of groups and usersit can support for internal authentication.
Youwill probably be using an external authentication service, and the per-user maintenance
required for that does not change.

The official lineisthat as your user base grows, the number of passwords that you have to
keep track of becomes unmanageable. But that’s not really so. Cisco makes keeping track
of passwords simple. You do not have to keep track of aunique key for each user, just for a
group. If you only have ahandful of groups, then that is how many passwords you have to
keep track of. It's not a big problem.

Thereal problem of scale occurs because the passwords are compromised from time to
time, and you have to change them. That is an easy task on the VPN concentrator, but you
cannot change those passwords until you coordinate the change with all your users. These
users might be using the Cisco VPN Client, but they are most likely also using avariety of
operating systems. The logistics of changing device authentication passwords for alarge
user base would be difficult.

Security best practice says that you should be changing these passwords regularly, even if
they are not compromised (in fact, that is one of the best waysto protect against compromised
passwords). In this case, regularly means semiannually, quarterly, or better still, every

30 days.

What's the aternative to preshared keys? That’s what this chapter is all about. The alterna-
tiveto using preshared keysfor device authentication isto use Certificate Authorities (CAS)
and digital certificates.
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How to Best Use This Chapter

By taking the following steps, you can make better use of your time:

® Keep your notes and answers for all your work with this book in one place for easy
reference.

® Takethe“Do | Know ThisAlready?’ quiz, and write down your answers. Studies show
retention is significantly increased through writing facts and concepts down, even if you
never look at the information again.

® Usethediagram in Figure 5-1 to guide you to the next step.

Figure 5-1 How to Use This Chapter

Take
"Do | Know This Already?"
Quiz

v

Low High
Score?

lMedium

Review
Chapter
Using
Charts and Tables

T v
Review Want
——>| Foundation More

Summary Review?
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Perform
End-of-Chapter
Q&A and Scenarios

|

Go To
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Chapter
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Foundation
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“Do | Know This Already?” Quiz

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide what parts of the
chapter to use. If you already intend to read the entire chapter, you do not need to answer these

Table 5-1

guestions now.

This 16-question quiz helps you determine how to spend your limited study time. The quiz is
sectioned into four smaller “quizlets,” which correspond to the four major topic headingsin the
chapter. Figure 5-1 outlines suggestions on how to spend your timein this chapter based on your
quiz score. Use Table 5-1 to record your scores.

Score Sheet for Quiz and Quizets

Quizlet Foundations Topics Section Covering These
Number Questions Questions | Score
1 CA support overview 1-4
2 Certificate generation 58
3 Validating certificates 9-12
4 Configuring the Cisco VPN 3000 Concentrator Series for 13-16
CA support
All questions 1-16

1 What Public Key Cryptography Standard (PKCS) is used to enroll with a CA?

2 What field in the certificate request should match the |PSec group name on the VPN
concentrator?

3 What elements make up the X.500 distinguished name?
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4 What default algorithm type and key size doesthe VPN concentrator use on the certificate
request?

5 What entity isresponsible for generating the Public Key Infrastructure (PKI)
public/private key pair for a requesting host?

6 When are Secure Sockets Layer (SSL) certificates required on aVPN concentrator?

7 What isthefirst certificate that must be installed on aVPN concentrator before you can
install any other certificates from a given CA?

8 What two enrollment methods are available on aVPN concentrator?

9 Where does aVPN concentrator obtain the root CA’s public key?
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10

11

12

13

14

15

During the authentication process, where does aV PN concentrator find the original hash
that the CA calculated for an identity certificate?

When you select to cache Certificate Revocation Lists (CRLS) on the VPN concentrator,
where are they stored?

With CRL caching disabled, how doesaVPN concentrator check a certificate's serial
number against a CRL?

Using the VPN Manager, where would you look to check the status of a certificate
enrollment process?

When configuring digital certificate support on aVVPN concentrator, where do you identify
which certificate to use for Internet Key Exchange (IKE) Phase 1 negotiations?

What must be in place on aclient’s PC before you can configure the VPN Client for
certificate support?
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16 Which screen do you use to enable the use of digital certificatesfor device authentication
during IKE Phase 1 negotiations?

The answerstothisquiz arelisted in Appendix A, “Answersto the“Do | Know ThisAlready?’
Quizzesand Q& A Sections.” The suggestions for your next steps, based on quiz results, are as
follows:

® 2or lessscoreon any quizlet—Review the appropriate sections of the* Foundation Topics”
section of thischapter, based on Table 5-1. Proceed to the* Foundation Summary” section,
the “Q&A” section, and then the scenarios at the end of the chapter.

® 8or lessoverall score—You should read the entire chapter, including the “ Foundation
Topics’ and “ Foundation Summary” sections, the* Q& A” section, and the scenariosat the
end of the chapter.

® 9to12overall score—Begin with the “ Foundation Summary” section, continue with the
“Q&A” section, and then read the scenarios. If you are having difficulty with a particular
subject area, read the appropriate section in the “Foundation Topics’ section.

® 13 or moreoverall score—If you feel you need more review on these topics, go to the
“Foundation Summary” section, then to the “Q& A" section, then the scenarios.
Otherwise, skip this chapter and go to the next chapter.
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Foundation Topics

Digital Certificates and Certificate Authorities

15 CA support overview

Digital certificates are the basis of a strong Public Key Infrastructure (PKI) and provide an
excellent tool for VPN device authentication. Digital certificates are the mechanism used to
distribute and store public keys, and they usually take the form of X.509 certificates.

The PKI structure is based on the use of two keys, a public key and a private key. You can use
these keysfor avariety of functions, such as authentication, digital signatures, and encryption.
The host holds the private key tightly but shares the public key with avariety of partners by
sending them the host’s digital certificate. The partner authenticates the certificate by using the
public key of the CA.

This section covers the following topics:

® The CA architecture
® Simple Certificate Enrollment Process authentication methods
® CA vendors and products that support Cisco VPN products

The CA Architecture

Certificate Authorities (CAs) are usually third-party agents such asVeriSign or Entrust, but you
could also set up your own CA using applications, such as Windows 2000 (W2K) Certificate
Services. If your organization already uses Windows, implementing aW2K CA isasimple
matter and would allow you to completely manage the certificate process for your organization.

CAs provide the following services to an organization:

® Deviceregistration (enrollment)—Each deviceisrequired to submit unique identifying
information to the CA.. For example, these items can include acommon name, organi zation,
and administrator’'s e-mail address and phone number. The CA verifiesthat al requested
information has been supplied before issuing certificates.

® Certification—CAs issue certificates to requesting devices using a standard format.
Three certificate types are important to the smooth operation of a PKI system:

— Root—Identifies the overarching authority in the CA network, usually the
issuing CA.
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Certificate

— ldentity—Required by every device, these are signed by either the root CA or
by a subordinate CA. Theroot CA must self-sign its own identity certificate.

— Issuing (or subordinate)—Serves the same purpose as the root certificate but
isissued by a subordinate CA instead of the root CA. Subordinate CAs do not
self-sign their own identity certificate.

® Key generation—Most Cisco devices generate their own public/private key pairs. Some
devices do not have that capability and depend on the CA to generate key pairs. The
private key is returned to the requesting device through some secure method, possibly
even through some manual process.

® Key recovery—An optional service provided by some CAsisthe ability to store private
keys for devices that can be used in case the original key islost.

® Certificate revocation—Another service that CAs render is the publication of lists of
identity certificates that have been revoked prior to their expiration date. Revocation can
occur for avariety of reasons, such as aname change, removal from service, or change of
organization, or because of a suspected or real security compromise.

® Cross-certification—CAs in one organization might need to authenticate certificates
issued by asecond CA organization. This can be accomplished by using cross-certifications,
which are atype of subordinate certificate.

The following sections review certificate requests, the enrollment process, the authentication
process, CA hierarchies, and certificate revocation.

Requests

When two hosts want to use digital certificates to secure communications between them, each
host must contact the same CA and enroll itsidentity and public key with the CA. Enrollment
isamultistep process on many systems. First, ahost that wantsto use digital certificates creates
apair of keys, one public and one private. Next, the host prepares a Public Key Cryptography
Standards (PKCS) #10 certificate request. Finally, this PK CS #10 certificate request and the
host’s public key are then sent to the CA.

On the Cisco VPN 3000 Concentrator, the processis combined into one operation. The admin-
istrator smply fills out the PKCS #10 certificate request form, which includes afield to select
the size of the key to generate. When the form is submitted, theVPN concentrator generatesthe
key pair and then sends the certificate request and public key to the CA. Table 5-2 describesthe
fields that are contained on aVPN concentrator PKCS #10 certificate request.
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Table 5-2  Cisco VPN 3000 Concentrator PKCS#10 Certificate Request
Field Name and Abbreviation | Description Examples
Common Name (CN) The name for the host that identifiesit | Accounting 10
in your organization. Spaces are Sales VA
alowed, but you must enter anamein T
this fidd. Bridgeport_ VPN
Organizational Unit (OU) Must match the configured IPSec vpngroup02
group name on VPN concentrators. |PSECGRP1L
Spaces are allowed.
SECUREVPN20
Organization (O) Enter the host’'s company name or Cisco Systems
organization. Spaces are allowed. Parker Pumps
Jones Shoes
Locality (L) Enter the city or town where thishost | San Francisco
islocated. Spaces are allowed. Detroit
Riverport
State/Province (SP) Enter the state or province where this | North Carolina
host is |ocated. Spell out the name Ohio
completely; do not abbreviate. Spaces )
are allowed. New Mexico
Country (C) Enter the country where thishost is USfor United States
located. Use two characters, no P for Japan
spaces, and no periods. Thistwo-
character code must conformto SO | CA for Canada
3166 country abbreviations. MX for Mexico

GB for United Kingdom

Subject Alternative Name (FQDN)

Enter the fully qualified domain name
for this host. Thisfield is optional.
The alternative name is an additional
datafield in the certificate, and it
provides interoperability with many
Cisco I0OS and PIX systemsin LAN-
to-LAN connections.

vpn3030.cisco.com
Sales10.parma.com

Mobile47.widgets.com

Key Size

The agorithm for generating the
public-key/private-key pair, and the
key size. Select from drop-down
menu.

RSA 512 bits
RSA 768 bits
RSA 1024 bits
DSA 512 bits
DSA 768 bits
DSA 1024 bits
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NOTE

Inthe Key Sizefield, RSA keys are generated using Rivest, Shamir, and Adelman (RSA)
algorithms and are supported by almost all CAs. Directory System Agent (DSA) algorithms
are backed by the U.S. Government but are not supported by as many CAs. The default, RSA
512 hits, isthe most common, providing sufficient security and requiring the least processing by
host systems. The 768-bit keys provide normal security but take 2 to 4 times more processing
than 512-bit keys. The 1024-hit keys provide high security, but take 4 to 8 times more
processing than 512-bit keys.

The contents of the first six fields—CN, OU, O, L, SP, and C—make up a host’s X.500 distin-
guished name. Using a mixture of the examples given in Table 5-2, for example, you could
construct an X.500 distinguished name like this:

cn=Accounting 10, ou=vnpgroup02, o=Parker Pumps, I=Riverport, sp=New Mexico, c=US

Enrollment Process

The CA computes a hash code of the unsigned PK CS#10 certificate request. The CA thentakes
that hash and encryptsit using the CA’s private key. Thisencrypted hash isthe digital signature,
and the CA attachesit to the certificate and returns the signed certificate to the client. This
certificate is called an identity certificate and is stored on the client device until it expires or
isdeleted. The CA also sends the client its own digital certificate, which becomes the root
certificate for the client.

The client now has asigned digital certificate that it can send to any other peer partner. If the
peer partner wantsto authenticate the certificate, it decrypts the signature using the CAs public

key.
The standard format for the identity and root certificatesis the X.509 certificate.

The PKI isbased on trust. In Figure 5-2, Alpha and Theta, aVVPN concentrator and aVPN
Client, for example, want to communicate, but they do not know or trust each other. However,
they each know Omega, a CA, and trust its good judgment. Omega says that Alpha and Theta
are okay and presents each of them with a certificate to that effect, the identity certificate.
Additionally, Omega sends each of them a self-signed root certificate that Alphaand Theta can
use to validate one another’s identity.

Figure 5-2 showsthe process of enrolling with a CA using the PK CS#10 certificate request and
receiving the identity and root certificates in return.
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Figure 5-2  CA Enrollment Process
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Authentication Process

Aspart of the process of establishing the | PSec connection between Alphaand Theta, they each
need to authenticate the identity of the other. Alpha sendsitsidentity certificate to Theta. Theta
performs a hashing algorithm on the certificate and calculates a hash value. Alpha’s certificate
says that Omega signed the certificate, so Theta then takes the CA's public key from the root
certificate that Thetareceived from Omega and uses that public key to decrypt the signature of
Alpha'sidentity certificate. The decryption process produces a hash of the certificate. If this
hash matchesthe one that Theta calculated onits own, Theta can trust that Alphais exactly who
it saysitis. Thisprocessisdepictedin Figure 5-3 and would be repeated on Alphausing Theta's
identity certificate.

Once Theta has authenticated Alpha' s identity, Thetais now free to use the contents of Alpha's
identity certificate. The most important element inthe D certificateisAlpha spublic key. Theta
can now use that key to authenticate digital signatures from Alpha or to encrypt datathat are
being sent to Alpha.

CA Hierarchies

There aretwo basic types of CA structures: central and hierarchical. When the root CA creates
and issuestheidentity certificate directly from PK CS#10 requests, as shown in Figure 5-2, that
iscalled acentral CA structure. Theroot CA generates all identity certificatesin a central CA
structure.

Hierarchical CA structures occur when subordinate CAs are involved in the process of issuing
certificates. The subordinate CAs enroll with the root CA and receive identity and root certifi-
cates. The subordinate CAsthen work directly with requesting hosts or subordinate CAsof their
own and provide identity and subordinate CA certificates. Figure 5-4 shows atypical hierarchi-
cal CA structure and the certificates held at each level of the hierarchy.
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Figure 5-3  Authentication Process on Theta
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This resultant hash is the
original hash that CA Omega
calculated for the ID
certificate.

When the hash values
match, the peer identity has
been authenticated.

Certificate Revocation

Whenever aVPN concentrator receives an identity certificate from apeer during IKE Phase 1,
the concentrator performs three tests on the certificate before going through the authentication

process shown in Figure 5-3. Those three tests are as follows:

® Did atrusted CA sign the certificate?—The concentrator must hold aroot certificate
from the CA before it can accept identity certificates that were created by that CA.

® Hasthecertificate expired?—The concentrator checkstheValid From date and time and
theValid To date and time. If the current date and time fall between those valid endpoints,

the certificate has not expired.

® Hasthecertificate been revoked?—Many CAsissue CRLs periodically. VPN

concentrators check the certificate’s serial number against the CRLs.
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Figure 5-4 Hierarchical CA Organization
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Changes occur frequently in organizations and can cause digital certificates to becomeinvalid.
This happens more often in the user community because of employees|eaving the organization
or due to something changing to affect the user’s distinguished name, such as changing the last
name when someone gets married. Less frequently, keys can become compromised, or hard-
ware gets taken out of service.

For whatever reason, CAs have the responsibility of notifying their clientele when digital
certificates become invalid and get revoked. CAs do that by issuing CRLs. CRLs contain an
effective date and alist of identity certificate serial numbersthat have been revoked. Associated
with each serial number is arevocation date. The CA digitally signsthe CRLs and distributes
themtoitsclients.

Whenever adevice receivesitsidentity certificate or a CRL from the CA, the device performs
an authentication check on the document. It doesthis by using the CAs public key from the root
certificate to perform the authentication checking routine depicted in Figure 5-3.
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Simple Certificate Enrollment Process Authentication Methods

For Cisco VPN 3000 Concentrators to work with CAs, the CAs must support Cisco’s Public
Key Infrastructure (PKI) Protocol and the Simple Certificate Enrollment Process (SCEP). VPN
concentrators support the use of SCEP to automate the exchange of certificates with a CA
server.

Cisco sponsored SCEP as an Internet Engineering Task Force (IETF) draft asaway of managing
the certificate life cycle. SCEP uses the PK CS #7 standard from RSA Security Inc. to encrypt
and sign certificate enrollment messages. SCEP further uses PK CS #10 for standardizing
certificate requests. PKCS #10 certificate requests were described in the section, “ The CA
Architecture.”

SCEP is the mechanism that permits a CA to trust a host, such asthe VPN concentrator, and
that permits the host to trust the CA. Because the entire concept of CAsis built on thistrust, it
helps to be able to build this trust efficiently. SCEP provides the tool to do just that, enabling
the CA and requesting host to authenticate one ancther.

You must first install the CA’s root certificate onto the concentrator before you can request an
identity certificate from that CA. SCEP provides the following two authentication methods to
facilitate this certificate installation process:

® Manual authentication
® Authentication based on a preshared secret
The following sections describe both authentication methods in greater detail.

Manual SCEP Authentication
In the manua mode, you, asthe VPN administrator, submit a request to the CA using the
Internet, e-mail, or afloppy disk. The CA operator then verifies your identity through some
reliable out-of-band method. Upon verification, the CA returns a CA root certificate to you,
which you then copy to your VPN Manager workstation. From there, you begin the process of
installing the certificate on the concentrator using the Administration | Certificate Management
option of the VPN Manager. Figure 5-5 shows the screen that is displayed by this option the
first time you bring up this screen.

The Click heretoinstall a CA certificate option only appears on this screen before you have
installed any CA certificates. Clicking that option brings up the screen shown in Figure 5-6.
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Figure 5-5 Administration | Certificate Management

certificates can be installed

o Click here to install a CA certificate
» Click here to enroll with a Certificate Authority
o Click here to install a certificate

Certificate Authorities [ View AICRL Caches | Clear AICRL Caches ] (current; 0, mamimum: 20)

) Re[resh@

This section lets you view and manage certificates on the VPN 3000 Concentrator. Installation of a CA certificate 15 required before identity and SSL

‘ Subject | Issuer ‘ Expiration ‘ SCEP Issuer Actions
‘Nu Certificate Authorities
Identity Certificates (current: 0, mazimum: 20)
‘ Subject ‘ Issuer | Expiration Actions
‘Nu Identity Cextificates
SSL Certificate [Generate | Nete: The pubiic key in the SSI. certificate is also used for the SSH hast key.
‘ Subject ‘ Issuer ‘ Expiration Actions
‘Nu SSL Certificates
Enrollent Status [Remove All: Exrored | Timed-Out | Rejected | Cancelled | In-Progress ] (current: O available: 20)
Subject | Issuer | Date | Use | Reason | Method Status Actions

‘No FEnrolnent Requests

Figure 5-6  Administration | Certificate Management | Install | CA Certificate

Choose the method of installation

s SCEP (Simple Certificate Enrollment Protocol)
o Cut & Paste Text
s Upload File from Workstation

=< Go back to and choose a different type of certificate

Administration | Certificate Management | Install | CA Certificate

For the manual SCEP option, you have the following two choices: You can cut and paste the
certificate from text, or you can upload the file from your management workstation. To install
the file using the cut-and-paste method, open the CA certificate file in atext editor such as
Notepad or WordPad and select and copy the contents of thefile. Click the option Cut & Paste
Text from the menu shown in Figure 5-6, and the VPN Manager displays the screen shown in

Figure 5-7.
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Figure 5-7 Administration | Certificate Management | Install | CA Certificate | Cut & Paste Text

Administration | Certificate Management | Install | CA Certificate | Cut & Paste Text

Paste the CA certificate text into the bex below.

=

Certificate Text

~Install | Cancel

Paste the copied file into the Certificate Text area, and click I nstall to install the CA certificate.

You could also choose the Upload File from Wor kstation option, shown in Figure 5-6. When
you do that, the screen shown in Figure 5-8 is displayed.

Figure 5-8 Administration | Certificate Management | Install | CA Certificate | Upload File fromWorkstation

Administration | Certificate Management | Install | CA Certificate | Upload File from Workstation

Enter the name of the CA certificate file,

Filename I

~nstall | ~ Cancel

Certificate files usually have the cer extension. Insert the full path and name of the filein the
Filename field using DOS notation; for example, c:\Certs\cacert.cer. Click Install to continue
with the installation of the CA certificate.

Preshared Key SCEP Authentication

The alternative to using manual SCEP authentication is to authenticate using preshared keys.
When using preshared keys, the server distributes a shared key to the end entity that can uniquely
associate the enrollment request with the given end entity. The distribution of the key must be
private; only the end entity should know thiskey. When creating the enrollment request, theend
entity isasked to provide achallenge password. When using preshared keys, the end entity must
typein the preshared key as the password.

Choosing the SCEP option from the screen shown in Figure 5-6 allows you to install the CA
certificate onto the VPN concentrator using the preshared key SCEP method. When you select
this method, the screen shown in Figure 5-9 is displayed.
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Figure 5-9  Administration | Certificate Management | Install | CA Certificate | SCEP

Administration | Certificate Management | Install | CA Certificate | SCEP

Enter the information needed to retrieve the CA certificate via SCEP. Please wait for the operation to

complete.
URL |
CA Descriptor | Required for some PEI configurations.
Retrieve | Cancel |

Enter the complete URL to the SCEP area of your CA's server. |f you had your own Microsoft
CA server whose IP addressis 192.168.1.34, for example, you would enter the following URL :

http://192.168.1.34/certsrv/mscep/mscep.di|
The CA Descriptor is just asingle word used to describe the certificate.

At this point, the preshared key has not been used. The key is used during the enrollment with
SCEP process, which is discussed in the upcoming section, “Enrolling Via SCEP”

CA Vendors and Products that Support Cisco VPN Products
The Cisco VPN 3000 Concentrator Series works with the following Internet-based CAs:
® Entrust Technologies (www.entrust.com)
® VeriSign, Inc. (www.verisign.com)
® Baltimore Technol ogies (www.baltimoretechnol ogies.com)

These vendors provide digital certificates and all the associated management and maintenance
support, for afee. Well-established and reliable, these services can fill the needs of small- to
mid-sized businesses without the need to set up internal CA support.

As your business grows, you will want to install your on CA server or servers. The following
three products are available and are certified to work with the Cisco VPN Concentrator series:

® Microsoft Certificate Services for Windows 2000
® RSA Keon Certificate Authority for Solaris, Windows 2000, and Windows NT
® Netscape Certificate Management System for Solaris, Windows 2000, and Windows NT
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Digital Certificate Support Through the VPN 3000
Concentrator Series Manager

16 Certificate generation
17 Validating certificates

18 Configuring the Cisco VPN 3000 Concentrator Series for CA support

The previous sections of this chapter have covered some of the VPN 3000 Concentrator
Manager processes that support digital certificates. This section discusses the basic functions
that you need to perform to support digital certificate authentication for |PSec VPNs on the
Cisco VPN 3000 Concentrator Series, including the following:

® Generating and enrolling a certificate
® Vdidating acertificate

® Revoking certificates

® Configuring IKE

Certificate Generation and Enrollment

CAsdo not create public/private key pairsfor hosts. CAsonly provide a meansto share public
keys(digital certificate) and attest to the authenticity of the keys. Theresponsibility for generating
the key pairs resides with the host, so the host software must be capable of generating the key
pairsand storing the private key, root certificate, and identity certificate. CiscoVPN Concentrators
and the Cisco VPN Client have that capability.

Normally, the process of generating the keys and then enrolling the public key with a CA are
two separate functions. On VPN concentrators, that two-step process has been condensed
into the single enrollment process. To begin the process, select Administration | Certificate
Management | Enroll fromtheVPN Manager’stable of contents. When you do that, the screen
shown in Figure 5-10 is displayed.

You can enroll either an Identity certificate or an SSL certificate from this screen. SSL
certificates are required when you want to establish secure communications between your
browser and the VPN concentrator. The processes related to the identity and SSL certificates
are similar. The following portions of this section of the chapter go through the processes that
are related to the identity certificate and note any differences that can be required for SSL
certificates.
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Figure 5-10 Administration | Certificate Management | Enroll

Administration | Certificate Management | Enroll

This section allows you to create an SSL or identity certificate request. The identity certificate request allows the
WP 3000 Concentrator to be enrolled into the PEIL The certificate request can be sent to a CA, which will
issue a certificate. The CA's cortificate muist be installed as a Certificate Authority bafors installing the
certificate you requested.

Choose the type of certificate request to create:

s Identity certificate
o SEL certificate

=< Go back to Certificate Management

Notice the caveat in Figure 5-10 that states that the CA'’s certificate must be installed before
installing any other certificates from that CA. To begin the process of enrolling an Identity
certificate, click the I dentity cer tificate option, which brings up the screen shownin Figure 5-11.

Figure 5-11 Administration | Certificate Management | Enroll | Identity Certificate

Administration | Certificate Management | Enroll | Identity Certificate

Select the enrollment method for the identity certificate, To install a certificate with SCEP, the issung CA's
certificate must alse be installed with SCEP. Click here to install a new CA using SCEP before enrolling.

o Enroll via PECS10 Request (Manual)
s Enroll wia SCEP at MSCAswr02
o Eoroll via SCEP at MSCAsvr(5

=< Go back and choose a different type of certificate

Enroll via SCEP. . . options are only available on this screen if you installed the CA certificate
using SCERP . In this case, two CA certificates were installed using SCEP.

Enrolling Via PKCS #10

Selecting Enroll via PK CS10 Request (Manual) from the Identity Certificate screen displays
the screen shownin Figure 5-12. Thisisthe sameinformation that was shown in Table5-2. Again,
notice the caveat at the top of the screen, warning that the CA certificate must be installed first.
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Figure 5-12 Administration | Certificate Management | Enroll | Identity Certificate | PKCSL0

NOTE

finish.

Common Name (CI¥) I

Organizational Unit (OT) |

Organization (O) |

Locality (L) |

State/Province (SP) |

Country ()|

Subject AlternativelName I

(FQDI)

Subject AlternativelName |
(E-Mail Address)

Key Size |RSA 512 bits |+

Administration | Certificate Management | Enroll | Identity Certificate | PKCS10

Enter the information to be included in the certificate request. The Cd's certificate must be installed as a
Certificate Authority before installing the certificate you regquested. Please wait for the operation to

Enter the common name for the VPN
3000 Concentrator to be used in this
PEL

Enter the department.

Enter the Organization or company.
Enter the city or town.

Enter the State or Province.

Enter the two-letter country abbreviation
(e.g. United States = US).

Enter the Fully Qualfied Domain Name
for the VPN 3000 Concentrator to be
used in this PKT

Enter the E-Mail Address for the VP
3000 Concentrator to be used in this
PEL

Select the key size for the generated
ESAMSA key pair.

After you fill in the information on this screen, click Enroll and the concentrator performsthe

following steps:

Step 1 Generates a public/private key pair and attaches the public key to the PKCS

#10 request

Step 2 Convertsthe PKCS #10 request to Privacy Enhanced Mail (PEM) format

Step 3 Opens a browser window

Step 4 Placesthe PEM-formatted request in the browser window

Step 5 Presents the screen shown in Figure 5-13 to show the successful generation
of the enrollment regquest

PEM was an early standard for securing e-mail. Although never widely adopted as an Internet
mail standard, it is used for CA correspondence. PEM takes the object (PKCS #10, PKCS #7,
certificate, and so on), performs base64 encoding on it, and places the output in US-ASCII

format between a standard PEM header and trailer.
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Figure 5-13 Administration | Certificate Management | Enrollment | Request Generated

Administration | Certificate Management | Enrollment | Request Generated

A certificate request has been generated. In a few seconds, a new browser window will open up with the
certificate request. The request can be saved as a file, or copied then pasted into a CA's management
nterface.

The request is located on the VPI 3000 Concentrator Series with the filename pkes0013.tct. When you
are done, you should delete this file; go to the File Management page to delete the certificate request

s Go to Certificate Management
s Go to Certificate Enrollment

» Go to Certificate Installation

While the browser window shown in Figure 5-14 is opening to display the PEM-formatted
certificate request, you can choose one of the following options from the Request Generated
screen:

® |f you feel you made a mistake in the PKCS #10 request, select Go to Certificate
Management to view and manage the request.

® To enroll another certificate, select Go to Certificate Enrollment.

® To begin the manual process of installing the certificate, select Go to Certificate
Installation.

Figure 5-14 PEM-Formatted Certificate Request

/3 http:77192.168.1.34/FILE/pkcs0013.txt - Microsoft Internet Explorer
J File Edit Yiew Favoites Tools Help |

Q G I

Search Favortes  History

Jﬁ.*.@fﬁ %--”‘Y?n

Hacl Earyard Stop  Refresh  Home Mail Print: Edt
[ Address [&1 tip:/1 92.158.1.34/F ILE/pkesD01 3.6 =l @0 |[Lirks »

HNIHMMHgCAQAWF zZEVHENGALUE AXQMUGVO ZXIgUmF iYmlONFC .- . . o
BOADSQAVRyJBANCAdafsUvehZDeS7HeyeUmxJ2Z ImthepxMbrkeVim+GkCeLT/ IBx
e37p3aBLJ308IBteTESKORLGI pQUJIAT JgalCAQUwDQYJKoZ ThveNAQEEBQADQOAT
4MojisPgW3UNCpy2I43hC/ rTR4+DeKtECSRSXI Pz Rr+NA 1 MiMAdEBROVE L 1INKG1
e07BaB0jvl/ x7RDUyNyC

N

|&] Done [ [ Intemet

With the PEM version of the certificate request in hand, you now contact your CA operator and
transmit the request. You could do that viaHTTP, FTP, or e-mail, or by copying the request to
a portable medium and physically transporting the request to the CA operator. Once the CA

operator has accepted your request and enrolled it in the CA system, the CA operator returns
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the completed identity certificate to you in PEM format. Installation of the certificate is then
completed in the same manner in which the CA certificate was handled in the previous section,
“Manual SCEP Authentication” (see Figures 5-6, 5-7, and 5-8).

Enrolling Via SCEP

The SCEP process of enrolling with the CA followsthe same process asthe PK CS #10 process,
except that the concentrator contacts the CA, sends the request, receives the certificate, and
ingtalls the certificate automatically. The process starts by selecting one of the Enroll via SCEP. . .
options shown in Figure 5-11. The screen shown in Figure 5-15 opens. Notice that this screen
issimilar to the PKCS #10 screen shown in Figure 5-12. The difference isthat this screen asks
for the challenge (preshared key) password to be used with the SCEP-capable CA.

Figure 5-15 Administration | Certificate Management | Enroll | Identity Certificate | SCEP

Administration | Certificate Management | Enroll | Identity Certificate | SCEP

Enter the information to be included in the certificate request. Please wait for the operation to finish.

Enter the common name for the VPN

Common Name (CIV) | 3000 Concentrator to be used in this
PEL
Organizational Unit {(QOT) I Enter the department.
Organization (O) | Enter the Orpanization or company.
Locality (L) I Enter the city or town.
State/Province (SF) | Enter the State or Province.

Enter the two-letter country abbreviation
Couny (€[] (c.z United States = US),

Enter the Fully Qualified Domain Name

Subject Altemau‘(zFegB.rIr;; | for the VFI 3000 Concentrator to be
used in this PKT
Enter the E-Iail Address for the VPN

Subject AlternativelName |

(B-Mail Address) 3000 Concentrator to be used in this

PEL

Challenge Password | .
o Enter and venfy the challenge password
Verify C | for this certificate request.
Password
Key Size Im Select Fhe key size for the generated RSA
key pair.
Enroll | Cancel |

The process of contacting the CA, submitting the request, receiving the certificate, validating

the certificate, and installing the certificate is completed for you when you complete the form

and click Enroll. TheVPN Manager returns the Request Generated screen shown in Figure 5-13.
Fromthere, you can go to the Certificate Management screen to verify the status of your identity
certificate.
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Certificate Validation

Oncethe CA returnstheidentity certificate to the concentrator, the certificate must be validated
beforeit can be installed. The concentrator does this for you by performing the authentication
steps shown in Figure 5-3. To restate those steps, the concentrator calculates a hash of the
certificate while decrypting the signature using the CA’s public key to discover the hash created
by the CA. If the two hash values match, the certificate has been authenticated asto origin.

Before performing the authentication process on the certificate, the concentrator must verify
that atrusted CA signed the certificate, and that the current date and time fall withinthe validity
window of the certificate. Additionally, the concentrator checksto seeif the serial number of
the certificate is listed on a CRL. Once the certificate passes these tests and has been authenti-
cated, it can be used for further processing.

Certificate Revocation Lists

The Administration | Certificate Management screen, shown in Figure 5-16, is a starting point
for many certificate functions. Asyou study the screen, you can seethat it is separated into four
different sections, one for each of the three certificate types and one for pending certificatesin
the enrollment process. This screen provides aquick overview of the certificates, including the
certificate expiration date.

The Certificate Management screen is the starting point for configuring CRL operability on a
CA. Clicking the Configure hotlink in the Actions column for one of the CA certificates brings
up the screen shown in Figure 5-17.

VPN concentrators use No CRL Checking as the default setting. This means that, by default,
the VPN concentrator does not retrieve or check certificate revocation lists.

When you enable CRL checking for a certificate, every time the VPN concentrator uses the
certificate for authentication during IKE Phase 1 negotiation, it also checksthe CRL to ensure
that the certificate being verified has not been revoked. If the certificate has been revoked, the
tunnel is not established.

CRLsare stored at distribution points on external servers maintained by CAs. When verifying
the revocation status of a certificate, aVPN concentrator retrieves the CRL from one of the dis-
tribution points and checksthe serial number of the certificate against the list of serial numbers
inthe CRL. If there is a match, the certificate has been revoked and is invalidated by the con-
centrator. The VPN concentrator can be configured to retrieve the CRL from the distribution
points specified in the certificate being checked, from astatic list of CRL distribution points, or
from a combination of these.
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Figure 5-16 Administration | Certificate Management
: Re[r‘esh@.
This section lets you view and manage certificates on the VPN 3000 Concentrator,
» Click here to enroll with a Certificate Authority
s Cliclke here to install a certificate
Certificate Authorities [ View A1lCRL Caches | Clear AICRL Caches ] (current: 11, masimurn: 20)
| Subject | Issuer | Expiration | SCEF Issuer ‘ Actions
|A Branch CA Corp CA |10f26!2004 | No Tiew| Confizuse ||(Dif:::eCRL Cache
|B Branch CA Corp CA |03f25f2004 | Yes g:ﬁ'CCRj_—g“‘—“gachi'lDC—f:::;'lff—fj;‘jifm"RAS
[Corp CA [Corp CAL [o3n142021 | Tes [View | Configure | Delete | SCEP | Show FAs
[CorpBakCA [Corp CA [o3n142021 | Tes [View | Configure | Delete | SCEP | Show FAs
Wiew | Configure | Delets | SCEP | Show RAs
Test CA Test CA ‘03}']7/2002 ‘ Yes View CEL Cacke | Clear CRL Cache
Identity Certificates (current: 4, masimum: 20)
| Subject ‘ Issuer ‘ Expiration | Actions
[ Branch VPN 03 at The Corp |A Branch CA (037262003 [View | Beew| Delete
[B Branch VPIV 02 at The Corp B Branch CA 040172003 [View | Renew| Delete
[152.168.1,59 identity sub 4 at The Corp [Corp CA [04/01/2003  |[Fiew| Renew] Delete
[172.16.20.15 Tvpn at RoD The Corp [Test CA [10/23/2004 [viere | Renew | Detete
SSL Certificate [ Generate | Note: The public key in the SSL certificate is alsa used for the SSH hast key.
Subject | Issuer | Expiration \ Actions
192.168.14 34 at The Corp [192.168.14 34 at The Corp [11/01/2003 | Visw | Renev| Detete
Enroll it Status [ Remove All: Frrored | Timed-Out | Rejected | Cancelled | In-Progress | (current: 0 available: 16)
| Subject | Issuer Date | Use | Reason ‘ Method | Status | Actions
|Nu Enrollment Requests

You can also select to enable CRL caching from the Administration | Certificate Management |
Configure CA Certificate screen. With caching enabled, the first time the VPN concentrator
retrievesa CRL from adistribution point, it storesthe CRL in volatile memory. The concentrator
looks first in memory for the CRL it needs. If the CRL isfound in memory, the concentrator
checks for the subject certificate’s serial number. The VPN concentrator looks for a new CRL
if the cached CRL has expired or if the refresh time you established has elapsed. Caching can
save network resources on busy networks and can minimize timeout problems during IKE

negotiations while waiting to retrieve the latest CRL.
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Figure 5-17 Administration | Certificate Management | Configure CA Certificate

administration | Certificate Management | Configure CA Certificate

Certificate A Branch CA

CRL Retrieval Policy
€ Use CRL distribution points from the
certificate being checked
€ Use static CRL distribution points

€ Use CRL distribution points from the
certificate being checked or else use
static CRL distribution points

No CRL checking
CRL Caching
Enabled

Refresh Time [0

CRL Distribution Points Protocols
E HITP
¥ LDAP
LDAP Distribution Point Defaults
Server ,—
Server Port ,_
LognDN[ |
Password ,—
Verify ,7

Static CRL Distribution Points

Choose the method to use to retrieve the CRL.

Check to enable CRL caching Disabling will clear CRT cache

Enter the refresh time in minutes (5 - 1440). Enter 0 to use the Next Update field in the cached CRL.

Choose a distribution point protocol to use to retrieve the CRL. If you choose HTTP, be sure to
assign HTTP rules to the public interface filter. (For more information, click Help.) Ifyou choose
LDAP, confipure the LDAP distribution point defaults below.

Eanter the hostname or IP address of the server.

Enter the port number of the server. The default portis 389
Enter the login DN for access to the CRL on the server.
Enter the password for the login DIN.

Verify the password for the login DIV,

LDAP or HITP URLs

|

« Enter up to 5 URLs to use to retrieve the CRL from the server.
= Enter each URL on a new line

Kl LI

Certificate Acceptance Policy
[¥ Accept Subordinate CA Certificatas

[¥ Accept Identity Certificates signed hy this issuer

_Apply_

IKE Configuration

Now that you have the digital certificate portion of theVVPN concentrator configured, you must
set up the concentrator to use the certificates during |KE negotiations. You need to tweak just
two places to use digital certificates: the IKE proposal that you will use and the IPSec SA that

you will use.

Figure 5-18 shows the screen used to modify IKE proposal configurations. You can modify an
existing proposal, as is shown here, or create anew one.
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Figure 5-18 Configuration | System | Tunneling Protocols | IPSec | IKE Proposals | Modify

Configuration | System | Tunneling Protocols | IPSec | IKE Proposals | Modify

Modify a confipured IKE Proposal.
Proposal Name |IKE—3DES—MD5—RSA Specify the name of this IKE Proposal.
| Authentication Mode |RSA Digital Certificate ﬂ Select the authentication mode to use. |
Authentlcettmn MDEHMAC128T= Select the packet authentication algorithm to
Algorithm use,
Encryption Algorithm | 3DES-168 'I Select the encryption algorithm to use
Diffie-Hellman Group |Grnup 2 (1024-bits) 'l Select the Diffie Hellman Group to use
I - Select the lifetime measurement of the IKE
Lifetime MeasurementlTlme '-'l feeys.
Data Lifetime |1 0000 Specify the data lifetime in kilobytes (KB).
Time Lifetime |BE4[ID Specify the time lifetime in seconds

Apply | Cancel |

Notice the shaded Authentication Mode area on thisform. That is the field used to determine
whether you are using preshared keys, digital certificates, or some other authentication method.

Click the Authentication Mode drop-down menu button, and choose RSA Digital Certificate
from the available options. Include the name of this IKE proposal into the IPSec Security
Association that you will be using. Figure 5-19 shows the |PSec SA screen.

Noticethe highlighted areain the IKE Parameters section at the bottom of the screen. Select the
identity certificatein the Digital Certificate field that you want this |PSec SA to useduring IKE
Phase 1 negotiations. The drop-down box displaysthe certificates that you haveinstalled on the
VPN concentrator. You can then select from these certificates.

In this same area, enter the name of the IKE proposal that you modified on the IPSec IKE
Proposals screen in Figure 5-18. You can select this proposal from the drop-down box.

You also have the option of which certificates to send to the peer during negotiations. You can
select to send only the identity certificate (default action) or to send the entire certificate chain,
which would be the identity, root, and any subordinate CA certificates the VPN concentrator
holds.

That concludes the configuration of the VPN concentrator to support digital certificates. The
next step isto configurethe VPN Client for digital certificate support, as described in the next
section.
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Figure 5-19 Configuration | Policy Management | Traffic Management | Security Associations | Modify

Modify a configured Security Association,

SA Name |ESP—3DES—MD5
Inheritance |Frc|m Rule x

Specify the name of this Secusity A ssociation (SA).

Select the granularty of this SA.

IP Sec Parameters

Authentication Algorithm | ESP/MD5/HMAC-128 =
Encryption Algorithm |3DES4 68 =

Select the packet authentication algosithm to use.

Select the ESP encryption algosithm to use.

Encapsulation Mode I—m Select the Encepsulation Mode for this 34,
Perfect Forward Secrecy m Select the use of Perfect Forward Secrecy.
Lifetime Measurement m Select the lifetime measurement of the IPSec keys.
DataLifetime [I0D0D Specify the data fifetime in Idobytes (KE).
Time Lifetime W Specify the time lifetime in seconds
IKE Parameters

IKE Peer |D 0.0.0
Negotiation Mode |Main %

Specify the IKE Peer for a LAN-to-LAN IFSec connection.

Select the [KE Negotiation mode to use.

Digital Certificate |5 Branch VPN 02 at The Corp v | Select the Digital Certificate to use.
(i 7 >
Certificate Transmission L) B
& Identity certificate only
IKE Proposal | [KE-3DES-MD5-RSA

Apply 1 Cancel 1

Choose how to send the digital certificate to the IKE peer.

LJ Select the [KE Proposal to use as IKE initiator.

Configuring the VPN Client for CA Support

18 Configuring the Cisco VPN 3000 Concentrator Series for CA support

Because you will now be using digital certificates for authentication on the VPN concentrator,
you must modify the configuration of your user’'s VPN Client connection entries from using a
preshared key to using a digital certificate. All your clients must have aroot certificate and an
identity certificate installed in the browser application of their VPN client system.

As the system administrator, you can manually enroll each of your users and copy the identity
certificate and theissuing root CA certificate for them to floppy disk. These can then beimported
into the browser. Figures 5-20 and 5-21 show the user’s personal identity certificate and the root
certificate in Microsoft’s Internet Explorer.
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NOTE

When you generate the PK CS #10 certificate request for your users, the OU field must match
the group name you defined for them on theVV PN concentrator. You might al so need to mark the
keys as exportable. The enrollment processis not depicted in Figures 5-20 and 5-21.

To complete the process, modify the VPN connection in the VPN Client software to use the
identity certificate shown in Figure 5-20. To do that, start the VPN Client by choosing Start,
Programs, Cisco SystemsVPN Client, VPN Dialer. Select the correct connection entry, and
click the Optionshbutton. Select Propertiesfrom the Optionsmenu, and click theAuthentication
tab, as shown in Figure 5-22.

Now that you have digital certificatesinstalled, the Certificate areaisno longer grayed out. Select
the Certificate button, and then select your identity certificate from the Name drop-down box.

You can check the Send CA Certificate Chain option to have your VPN Client send the identity,
subordinate CA, and root certificatesinstead of just theidentity certificate during | K E negotiations.
Thisoption is disabled by default.

Figure 5-20 Personal Certificates— nternet Explorer

Certificates = x|
Intended purpose: Al

Personal | Other People I Intermediate Certification Authorities I Trusted Root Certificatior 4 I L4
Issued To | Issued By | Expiratio... | Friendly Name |
EKLacke Corp CA 7i3jz102 <None>
Import, .. Export.,. Hemave Advanced. ., |

Certificate intended purposes

Wiew
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Figure 5-21 Trusted Root Certification Authorities— nternet Explorer

Intended purpose:
Intermediate Certification Autharities ~ Trusted Root Certification Authorities | 4 I >
Issued To | Issued By | Expiratio... | Friendly Name I Al

Elcapca Corp CA 7i9/z009 <Noney
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Elsaltimare E2 by DST  Baltimore EZ by DST 7lajzo09 DST (Baltimorg E. ..
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@C&W HKT SecureMe... CBW HKT SecureMet ... 10{16/2009 CW HKT Secure...
@C&W HKT Securehle.,. CBMW HKT SecureMet ... 10/16/2009 CW HKT Secure...
EC&W HKT SecureMe.., CBMW HKT SecureMet .., 10/16/2010 CW HKT Secure...
QC&W HKT SecureMe,., CBW HKT SecureMet ..,  10/16/2009 CW HKT Secure... LI

Impaort, .. | Exporti Remave fdvanced. .. |

Certificate intended purposes

=

Figure 5-22 Authentication Selection—VPN Client

Properties for Sales i x|
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Your administrator may have provided you with group
parameters or a digital certificate to authenticate your access to
the remote server. |f so, select the appropriate authentication
method and complete your entries.
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Password: I
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Password:

& Cerlificate
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™ Send CA Certificate Chain Validate Certificate... |
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You can also check to seeif the certificate is still valid by clicking the Validate Certificate
button. A report is generated that lets you know if the certificate is still valid.

Once you have completed the changes on the Authentication tab, click OK to save the changes
and returnto the VPN Dialer screen, where you can now connect to the VPN concentrator using
digital certificates instead of preshared keys.
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Foundation Summary

The Foundation Summary isacollection of tables and figuresthat providesaconvenient review
of many key conceptsin this chapter. For those of you who are already comfortable with the
topicsin this chapter, this summary could help you recall afew details. For those who just read
this chapter, this review should help solidify some key facts. For anyone doing his or her final
preparation before the exam, these tables and figures can be a convenient way to review the
material the day before the exam.

PKCS #10 Certificate Request Fields

The following list outlines the VPN concentrator’'s PKCS #10 Certificate Request fields:
® Common Name (CN)
® Organization Unit (OU)
® Organization (O)
® Locality (L)
® State/Province (SP)
® Country (C)
® Subject Alternative Name (FQDN)
® Key Size

X.509 Identity Certificate Fields
The following list outlines the X.509 Identity Certificate fields:
® Certificate Format Version
® Certificate Serial Number
® Signature Algorithm
® |ssuer’'s X.500 Distinguished Name
® Vdidity Period
® Subject’s X.500 Distinguished Name
® Subject’s Public Key Information
® Extensions
® CA Signature
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Types of Digital Certificates
Thetypes of digital certificates are as follows:
® Root—Identifies the overarching authority in the CA network.

® |dentity—Required by every device, these are signed by either the root CA or by a
subordinate CA. Theroot CA must self-sign its own identity certificate.

® |ssuing (or subordinate)—Serves the same purpose as the root certificate, but isissued
by asubordinate CA instead of the root CA. Subordinate CAs do not self-sign their own
identity certificate.

Types of CA Organization

The types of CA organizations are as follows:

® Central CA—Theroot CA issues certificates directly to all clients.

® Hierarchical CA—Theroot CA delegates signature authority to subordinate CAs.
Subordinate CAs can further delegate signature authority to additional subordinates.

Certificate Validation and Authentication Process

The following list outlines the certificate validation and authentication process:

Step 1 Certificate signed by trusted CA? Has a CA certificate been installed on the
concentrator for this CA?

Step 2 Certificate still valid? Doesthe current date fall within the start and end dates
of the certificate?

Step 3 Certificate revoked? Does the certificate’s serial number exist on the CA's
CRL?

Step 4 Certificate authenticated? Reasonabl e assurance that the certificate has not
been altered.

() Calculate hash of signature.
(b) Retrieve CA'soriginal hash of signature.

® Decrypt digital signature on certificate.
® Useroot CA'skey from root certificate.
(c) Do the two hash values match? Certificate authenticated.
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Internet-Based Certificate Authorities
The Cisco VPN 3000 Concentrator series works with the following Internet-based CAs:
® Entrust Technologies (www.entrust.com)
® VeriSign, Inc. (www.verisign.com)
® Baltimore Technologies (www.baltimoretechnol ogies.com)

Certificate Management Applications
Certificate management applications are as follows:
® Microsoft Certificate Services for Windows 2000
® RSA Keon Certificate Authority for Solaris, Windows 2000, and Windows NT
® Netscape Certificate Management System for Solaris, Windows 2000, and Windows NT
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Chapter Glossary

The following terms were introduced in this chapter or have specia significance to the topics
within this chapter:

Directory System Agent (DSA) Software that provides the X.500 Directory Service for a
portion of the directory information base. Generally, each DSA isresponsible for the directory
information for a single organization or organizational unit.

Public Key Cryptography Standards (PKCS) Series of specifications published by RSA
Laboratories for data structures and algorithm usage for basic applications of asymmetric
cryptography.

PublicKey Infrastructure (PKI) System of CAs(and optionally, RAsand other supporting
servers and agents) that perform some set of certificate management, archive management, key
management, and token management functions for a community of usersin an application of
asymmetric cryptography.

Rivest, Shamir, and Adelman (RSA) Theinventors of the technique of a public-key
cryptographic system that can be used for encryption and authentication.
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Q&A

Asmentioned in Chapter 1, these questions are more difficult than what you should experience
on the CCSP exam. The questions do not attempt to cover more breadth or depth than the exam;
however, the questions are designed to make sure you know the answer. Rather than allowing
you to derive the answer from clues hidden inside the question itself, your understanding and
recall of the subject are challenged. Questionsfrom the“Do | Know ThisAlready?’ quiz from
the beginning of the chapter are repeated here to ensure that you have mastered the chapter’s
topic areas. Hopefully, these questions will help limit the number of exam questions on which
you narrow your choices to two options and guess!

1 What must bein place on aclient’s PC before you can configure the VPN Client for
certificate support?

2 What two methods are available on the VPN concentrator for installing certificates
obtained through manual enrollment?

3 What could cause adigital certificate to be revoked by the CA?

4 What are the two types of CA structures?
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10

During the authentication process, where does aV PN concentrator find the original hash
that the CA calculated for an identity certificate?

During manual SCEP authentication, how is the request transmitted to the CA?

What Public Key Cryptography Standard is used to request enrollment with a CA?

What is the first certificate that must be installed on aVPN concentrator before you can
install any other certificates from a given CA?

When configuring digital certificate support on aVVPN concentrator, where do you identify
which certificate to use for IKE Phase 1 negotiations?

After aVPN peer receives an identity certificate from its partner during IKE Phase 1, the
peer calculates a hash of the certificate. What does the peer compare this hash against to
verify that the certificate has not been altered?
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11

12

13

14

15

16

Where does aVVPN concentrator obtain the root CA’s public key?

What entity is responsible for generating the PKI public/private key pair for arequesting
host?

IntheVVPN Manager, where do you identify that you want to use RSA Digital Certificates
for IKE Phase 1 authentication?

What threetestsdoesaV PN concentrator perform on apartner’ sidentity certificate before
performing the authentication process?

Which version of the X.509 standard identity certificate permits extensions?

What is RSA Keon?
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17

18

19

20

21

22

When does the Click hereto ingtall a CA certificate option appear on the Administration |
Certificate Management screen of the VPN Manager?

TheVPN concentrator is certified to work with three I nternet-based CAs. Which CAsare
they?

What elements make up the X.500 distinguished name?

Which screen do you use to enable the use of digital certificates for device authentication
during IKE Phase 1 negotiations?

What two enrollment methods are available on aVV PN concentrator?

What field in the certificate request should match the IPSec group name on the VPN
concentrator?
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23

24

25

26

27

28

When are SSL certificates required on aVVPN concentrator?

What are the three types of certificates involved in the digital certificate process?

What isaCRL?

When you select to cache CRLs on the VPN concentrator, where are they stored?

What default algorithm type and key size doestheV PN concentrator use on the certificate
request?

Using the VPN Manager, where would you look to check the status of a certificate
enrollment process?
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29

30

31

32

33

Wheat is aroot certificate?

Where are you asked to supply a challenge password during the enrollment process?

How isthe validity period of adigital certificate specified?

With CRL caching disabled, how doesaVPN concentrator check a certificate's serial
number against a CRL?

SCEP hastwo authenti cation methods avail able between arequester and the CA. What are
those two methods?
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Scenarios

Thefollowing scenarios and questions are designed to draw together the content of the chapter
and exercise your understanding of the concepts. There might be more than one correct answer.
The thought process and practice in manipulating each concept in the scenario are the goals of
this section.

Scenario 5-1

You have just configured a new Microsoft Windows 2000 Certificate Server in your network.
You want to test the CA services before you roll out the service to your entire network. You are
currently using a Cisco VPN 3005 Concentrator for remote access VPNs with 65 certificates
installed. User authentication is handled through the NT domain. You will be using SCEP on
the CA server. You will be using two laptop clients for testing. The laptops are using the Cisco
VPN Client software.

1 Describe the steps you need to take to configure the VPN concentrator to use the new
CA server.

2 Describe the steps you need to take to configure the clients to use the new CA server.

Scenario 5-2

You have been using a Cisco VPN 3030 Concentrator for some time to manage VPN
connections for remote access users. You want to use a CA server that does not support SCEP.

Describe the steps you need to take to configurethe VPN concentrator to usethe new CA server.
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Scenario Answers

The answers provided in this section are not necessarily the only correct answers. They
represent one possibility for each scenario. The intention is to test your base knowledge and
understanding of the concepts discussed in this chapter.

Should your answers be different (asthey likely will be), consider the differences. Are your
answersin line with the concepts of the answers provided and explained here? If not, reread the
chapter, focusing on the sections that are related to the problem scenario.

Scenario 5-1 Answers

1 The steps you need to take to configure the VPN concentrator to use the new CA server
are asfollows:

Step 1 Install aCA certificate for the new CA onto the concentrator using SCEP.
Step 2 Enroll the VPN concentrator with the CA server using SCEP.

Step 3 Select the IKE proposal you will be using, and configure the
authentication mode to use RSA digital certificates.

Step 4 Select the IPSec SA you will be using, and identify the IKE proposal and
certificate to use.

2 The steps required to configure the clients to use the new CA server are asfollows:
Step 1 Fromthe VPN concentrator:

(@) Enrall the clients manually with the CA server to obtain their
identity certificates.

(b) Copy the CA root certificate and the identity certificates to
floppy disk.

Step 2 FromtheVPN Client:

(a) Import the root and identity certificates into the browser on
each client. Be sure to import only one identity certificate
onto each client.

(b) OpentheVPN Dialer, and select the connection to the VPN
concentrator.

(c) Click Optionsand select Properties.
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(d) Select the Authentication tab, and modify Chooseto use
Certificatesfor authentication. Select the name of the identity
certificate from the drop-down menu.

(e) Test the connection.

Scenario 5-2 Answers

The steps required to configure the VPN concentrator to use the new CA server are asfollows:

Step 1 Install a CA certificate for the new CA onto the concentrator manually as
follows:

(a) Copy the CA root certificate to your management workstation. You
can do this from floppy disk or through file transfer from the CA.

(b) Install the CA certificate by choosing to upload the file from the
workstation.

Step 2 Enroll the VPN concentrator with the CA server manually as follows:
(a) Prepare a PKCS#10 certificate request in PEM format.
(b) Transport the request to the CA server (electronically or physicaly).

(c) Receivetheidentity certificate from the CA server (electronically or
physicaly).

(d) Selecttoinstall the identity certificate by uploading the file from the
workstation.

Step 3 Select the IKE proposal you will be using, and configure the authentication
mode to use RSA digital certificates.

Step 4 Select the IPSec SA you will be using, and identify the IKE proposal and
certificate to use.



Exam Topics Discussed in This Chapter

This chapter covers the following topics, which you need to master in your pursuit of
certification as a Cisco Certified Security Professional:

19 Overview of software client’s firewall feature

20 Software client's Are You There feature

21 Software client’'s Stateful Firewall feature

22 Software client’s Central Policy Protection feature
23 Client firewall statistics

24 Customizing firewall policy



CHAPTER 6

Configuring the Cisco VPN Client
Firewall Feature

This chapter deals with configuring the Cisco VPN Client firewall feature set. You learn
about the Cisco VPN Client’s basic configuration, how to create filters on the concentrator,
and how to configure firewall features.

The VPN Client has an integrated Stateful Firewall feature as part of the client package.
This client can be enabled to block all traffic coming into the user’s system that does not
originate from the head-end concentrator’s network. This provides a good measure of
security against intrusion from the Internet.

Cisco's VPN Client also works with third-party private firewalls from Zone Labs and
Network ICE. These third-party firewalls provide additional features that are not found
in the Stateful Firewall feature.

When connecting to a Cisco VPN 3000 Series Concentrator, the VPN Client receives
instructions from the concentrator on how to configure and use the private firewall, if any,
that can be installed with the VPN Client. The VPN concentrator can be configured to
supply afirewall policy to the VPN Client so that every VPN Client connecting to the VPN
concentrator has a centrally administered firewall policy for maximum protection of
network resources.

This chapter discusses the various personal firewalls that can be used in conjunction
with the VPN Client. The chapter also discusses the configuration steps necessary on the
VPN concentrator and the VPN Client to make the best use of personal firewalls on VPN
networks.

How to Best Use This Chapter

By taking the following steps, you can make better use of your time;

® Keep your notes and answers for all your work with this book in one place for easy
reference.

® Takethe“Do | Know ThisAlready?’ quiz, and write down your answers. Studies
show retention is significantly increased through writing facts and concepts down,
even if you never look at the information again.

® Usethediagram in Figure 6-1 to guide you to the next step.
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Figure 6-1 How to Use This Chapter
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“Do | Know This Already?” Quiz

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide what parts of the
chapter to use. If you already intend to read the entire chapter, you do not need to answer these
guestions now.

This 18-question quiz helps you determine how to spend your limited study time. The quiz is
sectioned into six smaller “quizlets,” which correspond to the six major topic headingsin the

chapter. Figure 6-1 outlines suggestions on how to spend your timein this chapter based on your
quiz score. Use Table 6-1 to record your scores.
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Table 6-1 Score Sheet for Quiz and Quizets

Foundations Topics Section Covering These

Quizlet Number Questions Question | Score
1 Overview of software client’s firewall feature 1-3

2 Software client’sAreYou There feature 4-6

3 Software client’s Stateful Firewall feature 7-9

4 Software client’s Central Policy Protection feature | 10-12

5 Client firewal| statistics 13-15

6 Customizing firewall policy 16-18

You have a number of clients running Windows 98 and aremote VPN 3002 Hardware
Client assigned to the same group. Your supervisor wants you to force everyone on this
group connecting to have a firewall running on his or her machine. Can you do this?

How isthe Always On option set on the VPN Client?

In addition to IPSec, what tunneling protocols does the VPN Client support?

How often does the VPN Client poll the personal firewall when using AreYou There

(AYT)?
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10

You areusing Blackl CE asaclient firewall. You are presently connected through the VPN.
What happens if you stop the service running Blackl CE? Does the VPN remain
connected? If so, for how long? Can you connect again if BlacklCE is not running?

Which two products from Zone Labs work with the VPN Client to enable the Are You
There (AYT) capability?

What protocols are not automatically blocked when using the Stateful Firewall (Always
On) feature?

You want to have secure VPN connections to the private network of the head-end
concentrator and unsecured communications to the Internet. How would you configure
the VPN Client’s Stateful Firewall feature to support this split tunneling?

What is another name for the Stateful Firewall client that is a part of the Cisco VPN
Client?

Where aretherules set for aclient when using Central Protection Policy (CPP) with Zone
AlarmPro?
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11

12

13

14

15

Why is CPP not used with the Tunnel Everything option?

On what screen do you configure CPP?

OntheVPN Client, where do you see the current compression used for aVPN connection?

From the VPN Client, where can you view the secured routes that are enabled to the
client?

What is meant by the term Packets bypassed on the Statistics tab of the Connection Status
screen?
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16 What debug classes do you use when creating a rule with the following options:

17

18

a Drop

o

Drop and Log
Forward

Forward and Log
Apply 1PSec

Apply IPSec and Log

IS

How do you alow clientsto use either of two firewalls? What is the only vendor you can
do thiswith?

OntheV PN 3000 Concentrator Series devices, you configuretheclient firewall properties
on the Client FW tab of the Configuration | User Management | Groups | Add (or Modify)
screen. You can only select one firewall policy from that screen. What are the three types
of firewall policies that you can choose from on the Client FW tab?

Theanswersto thisquiz arelisted in Appendix A, “Answersto the“Do | Know ThisAlready?’
Quizzesand Q& A Sections.” The suggestionsfor your next steps, based on quiz results, are as
follows:

9 or lessoverall score—Read the entire chapter, including the “ Foundation Topics’ and
“Foundation Summary” sections, the“ Q& A” section, and the scenarios at the end of the
chapter.

10-15 overall score—Begin with the “ Foundation Summary” section, continue with the
“Q&A” section, and then read the scenarios. If you are having difficulty with a particular
subject area, read the appropriate section in the “Foundation Topics” section.

15-18 overall score—If you feel you need more review on these topics, go to the
“Foundation Summary” section, then to the “Q&A” section, then to the scenarios.
Otherwise, skip this chapter and go to the next chapter.
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Foundation Topics

Cisco VPN Client Firewall Feature Overview

Table 6-2

19 Overview of software client’s firewall feature

The Cisco VPN Client version 3.6 is a software product that enables the use of secure tunnels
from workstations to any Cisco Easy VPN Server. Currently, these servers include the Cisco
PIX Firewall (version 6.0 and later), the Cisco | OS Software-based platforms (versions 12.2(8) T
and later), and the Cisco VPN 3000 Series Concentrators (version 3.0 and later). The client is
available for use on Windows-based workstations, including Windows 95 (OSR2+), 98, Me,
4.0, 2000, and XP. It is also available on Linux running the Intel chip set, Solaris UltraSparc
(both 32- and 64-bit), and Macintosh computers running OS X 10.1. Table 6-2 highlights the
abilities of the VPN Client.

VPN Client Abilities

Client Ability Description

Tunneling protocols Tunneling protocols supported are as follows:

* [P Security—Encapsulating Security Payload (IPSec-ESP)
o L2TP

e L2TP/IPSec

* NAT

* NAT Transparent |PSec

* Ratified |PSec/UDP

e |PSec/TCP

* PPTP

Encryption and authentication protocols | Encryption and authentication methods supported include
the following:

* |PSec(ESP) with Data Encryption Standard
(DES)/3DES(56/168 bits)

» AES(126/256-bit) with Message Digest (MD5) or SHA

continues
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Table 6-2 VPN Client Abilities (Continued)

Client Ability Description

Key management capabilities Key management capabilities include the following:

* Internet Key Exchange (IKE)—Aggressive and Main
mode (digital certificates)

« Diffie-Hellman (DH) Groups 1, 2, and 5

« PFS
* Rekeying

Compression method LZS (Lempel-Ziv standard)

Authentication methods Authentication methods include the following:

* XAUTH (eXtended AUTHentication)

» Remote Authentication Dia-In User Service (RADIUS)
with the following:

— MSCHAPV2 (NT password expiration)

— State/Reply message attributes (token cards)
— RSA SecurlD (Security Dynamics)

— Windows NT Domain Authentication

— MX.509v3 digital certificates

Digital certificates Digital certificates supported include the following:
» Simple Certificate Enrollment Protocol (SCEP)
 Entrust Entelligence
* Smartcards through MS CAPI:

— Activcard

— eAladdin

— Gemplus

— Datakey
* Internet Explorer Certificate Enrollment
 Authorities include the following:

— Baltimore

— Entrust

— GTE Cybertrust

— Microsoft

— RSA Keon

— VeriSign
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The VPN Client software is bundled with every Cisco VPN 3000 Series Concentrator, and
customers can download upgrades from Cisco Systemsif they have a maintenance (Smartnet)
contract for their concentrator.

Firewall Configuration Overview

20 Software client’s Are You There feature
21 Software client’s Stateful Firewall feature

22 Software client’s Central Policy Protection feature

This section discusses two options on the firewall configuration: the optional and the required
firewall. In essence, the VPN concentrator can require that the VPN Client use a particular
configuration (required), or theVVPN concentrator can allow adifferent configuration (optional).

When theVPN Client attemptsto establish aconnection, the concentrator looks at itsown rules
and acts accordingly. If the VPN concentrator has been set with arequired configuration and
the client’s configuration is not correct, no tunnel is established. If the VPN concentrator uses
the optional mode, it allows the client to connect and download the desired firewall with the
correct configuration onto the client’s PC.

The VPN concentrator does not permit aVVPN tunnel to be established if the concentrator
requiresafirewall onthe connecting device but one does not exist. The VPN concentrator does,
however, alow the connecting device to run afirewall even when the concentrator does not
require one. This permits the client’s system to be protected in cases where communications
might not be protected by aVPN tunnel. The next section discusses the VPN Client’s Stateful
Firewall feature.

This section covers the following topics:

® The Stateful Firewall (Always On) feature
® TheAreYou There feature

The Stateful Firewall (Always On) Feature

The Stateful Firewall feature is configured on the VPN Client. The VPN concentrator does not
control the Stateful Firewall feature. Enabling this feature prevents inbound connections from
all other networks without regard to tunneling or encryption. In this mode, the PC does not
respond to connection requests, with the following exceptions:

® Traffic originating from the head-end networ k—The purpose of the client isto allow
secure communication with the head-end network.
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® DHCP requests—Dynamic Host Configuration Protocol (DHCP) requests are sent from
the client on one port to the DHCP server and received on a different port.

® ESP—Encapsulating Security Payload (ESP) isVPN datathat are allowed from the secure
gateway because ESP rules are always packet filters, as opposed to session-based filters.

Turning off the Always On option allows the user to have asecure VPN connection to the head-
end network while still having nonsecured connectionsto other networks, such asthe Internet.
This merging of secured and nonsecured traffic on the same wireis called split tunneling. The
Stateful Firewall (Always On) feature provides protection for nonsecured traffic when split
tunneling isin use.

Cisco Integrated Client

The VPN Client used on the Windows platforms includes a stateful firewall that is transparent
to the user. Designed by Zone Labs, thisfirewall is called the Cisco Integrated Client (CIC).
Although the Always On option of the VPN Client allows the user to choose whether to have
basic firewall protection in place, the CIC can still be controlled by the concentrator using the
Central Protection Policy (CPP). CPP allows the VPN concentrator to define rules for use
during split-tunnel operation. Because the Tunnel Everything option already blocks all non-
tunneled traffic, CPP is not used in this mode.

The Zone Labs Integrity Server, commonly refereed to as 1S, is a stand-alone server that com-
muni cateswith theVVPN concentrator to maintain policiesfor theremote PCs. ThelSalso ensures
policy enforcement by communicating with the concentrator to allow or drop connections,
exchange session and user information, and report the status of connections.

Centralized Protection Policy

CPP, which is also known as a push policy because it is pushed from the concentrator down to
the client, allows you to define additional rulesto allow or deny Internet traffic while the client
is connected to the concentrator.

During the VPN connection negotiation, the concentrator sends a predefined policy to the VPN
Client. The client then passes this policy to the CIC, which in turn enforces the policy. If the
Always On option has been chosen on the client, more restrictive rules can be used regarding
Internet traffic while the tunnel is established.

CPP can use anumber of firewallsto enforce theserules, including CIC, ZoneAlarm, and Zone
AlarmPro. CPP allowsfiner tuning of thefirewall than the Stateful Firewall feature becauseyou
can allow or deny specific ports and protocols.
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The Are You There Feature

An dternative to using the CPP method of defining policies on the personal firewall is where
the VPN Client pollsafirewall installed on the client PC every 30 seconds. This processis
caled AreYou There (AYT). If the firewall does not answer these polls, the VPN Client drops
the tunnel. Using this method, the VPN Client does not enforce a policy but rather ensures that
a software firewall on the PC is running.

AYT isusable with BlacklCE, Zone Alarm, or Zone AlarmPro. The only messages passed
between the concentrator and the firewall arethese AYT polls.

Configuring Firewall Filter Rules

24 Customizing firewall policy

Before you can use filter rulesfrom the concentrator, you must configure those rules. Although
the concentrator’s default configuration comes with some rules, these are not meant for produc-
tion networks. The default rules are too open for atruly secure environment because they were
designed merely to facilitate the building of rulesfor your individual network. Rules, which are
specifications that allow or deny specific types of traffic, can be applied to either an interface
or aVPN group. This section discusses how to build rules and filters for use with the VPN
concentrator.

Rulesare configured from the Configuration | Policy Management | Traffic Management | Rules
screen, as shown in Figure 6-2.

Figure 6-2  The Configuration | Policy Management | Traffic Management | Rules Screen

Save IIHHdmIH
This section lets you add, configure, modify, copy, and delete filter nules

Click Add to add a filter rule, or select a filter rule and click Modify, Copy. or Delete.

Filter Rules Actions
GRE In (farward/in) -
GRE Out (forward/out) Add
IPSEC-ESP In (forward/in)
IKE In (forwardfin) 7
IKE Out (forwardfout) Moy |
PPTP In (forwardyin)
PPTP Out (forwardjou) _Comy |
L2TP In {forwardyin)
L2TP Out (forward/out) [ Dslte |

|CMP In {forwardyin) =l
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Table 6-3

On this screen, you can add, modify, copy, or deleterules. Thelist shown consists of the default
rules and those rules that the administrator has added, minusthe deleted rules. Notice that each
of these rules has text inside parentheses. The text within the parentheses describes the action

and direction. The meaning of this action and direction text is discussed in the section describ-

ing the creation of arule, “Name, Direction, and Action.”

The default rules are listed in Table 6-3. For the default rules, the action is amost aways
forward and the source address is always Use | P Address/ Wildcard mask, which is set to any
address (0.0.0.0 255.255.255.255). The destination | P addressisawaysUse IPAddress/ Wildcard
mask, which is set to any address (0.0.0.0/255.255.255.255). The exceptions to these rules are
with Virtual Router Redundancy Protocol (VRRP) In and VRRP Out, which use the Internet
Assigned Numbers Authority (IANA)—assigned multicast | P address of 224.0.0.18/0.0.0.0.

Default Rules
TCP/UDP | TCP/UDP ICMP
TCP Source Connection | Packet

Rule Direction | Protocol | Connection | Port Port Type
Any In Inbound Any Don't care 0-65535 0-65,535 0-255
Any Out Outbound | Any Don't care 065635 065,635 0-255
Certificate Inbound TCP Don't care 389 0-65,535 N/A
Revocation List
(CRL) checking
over LDAPIn
CRL checking Outbound | TCP Don't care 065535 389 N/A
over LDAP Out
Generic Routing | Inbound GRE N/A N/A N/A N/A
Encapsulation
(GRE) In
GRE Out Outbound | GRE N/A N/A N/A N/A
ICMPIn Inbound ICMP N/A N/A N/A 0-18
ICMP Out Outbound | ICMP N/A N/A N/A 0-18
IKE In Inbound UDP N/A 0-65,535 | 500 N/A
IKE Out Outbound | UDP N/A 500 65,535 N/A
Incoming HTTP | Inbound | TCP Don't care 065535 |80 N/A
In
Incoming HTTP | Outbound | TCP Don't care 80 65,535 N/A
Out
Incoming Inbound | TCP Don't care 065535 | 443 N/A

HTTPSIn
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Table 6-3 Default Rules (Continued)
TCP/UDP | TCP/UDP ICMP
TCP Source Connection | Packet
Rule Direction | Protocol | Connection | Port Port Type
Incoming Outbound | TCP Don't care 443 0-65,535 N/A
HTTPS Out
IPSec-ESP In Inbound ESP N/A N/A N/A N/A
L2TPIn Inbound | UDP N/A 0-65,535 | 1701 N/A
L2TP Out Outbound | UDP N/A 1701 0-65,535 N/A
LDAPIn Inbound | TCP Don't care 065,535 | 389 N/A
LDAP Out Outbound | TCP Don't care 389 0-65,535 N/A
OSPF In Inbound OSPF N/A N/A N/A N/A
OSPF Out Outbound | OSPF N/A N/A N/A N/A
Outgoing HTTP | Inbound TCP Don't care 80 0-65,535 N/A
In
Outgoing HTTP | Outbound | TCP Don't care 065,535 |80 N/A
Out
OutgoingHTTPS | Inbound TCP Don't care 443 0-65,535 N/A
In
OutgoingHTTPS | Outbound | TCP Don't care 065,535 | 443 N/A
Out
PPTPIn Inbound | TCP Don't care 0-65,535 | 1723 N/A
PPTP Out Qutbound | TCP Don't care 1723 0-65,535 N/A
RIPIn Inbound UbDP N/A 520 520 N/A
RIP Out Outbound | UDP N/A 520 520 N/A
Secure Shell Inbound TCP Don't care 0-65,535 22 N/A
(SSH) In
SSH Out Outbound | TCP Don't care 22 0-65,535 N/A
Telnet/SSL In Inbound TCP Don't care 065,535 | 992 N/A
Telnet/SSL Out Qutbound | TCP Don't care 992 0-65,535 N/A
Virtual Cluster Inbound UDP N/A 0-65,535 | 9023 N/A
Agent (VCA) In
VCA Out Outbound | UDP N/A 9023 0-65,535 N/A

continues
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Table 6-3  Default Rules (Continued)

TCP/UDP | TCP/UDP ICMP
TCP Source Connection | Packet
Rule Direction | Protocol | Connection | Port Port Type
VRRPIn Inbound Other (112) | N/A N/A N/A N/A
VRRP Out Outbound | Other (112) | N/A N/A N/A N/A

To configure anew rule, click the Add button, which takes you to the Configuration | Policy
Management | Traffic Management | Rules | Add screen, as shown in Figure 6-3. While
configuring rules, remember that the rule is based on the viewpoint of the VPN concentrator.
Thismeansthat if theruleisto be used on aVPN Client, you must verify that theruleis set for
the client, not the head-end concentrator.

Figure 6-3  The Configuration | Policy Management | Traffic Management | Rules | Add Screen

Configure and add a new fter nde.

Rule Name Heme of this filter nile. The name must be unicue.

Direction | Inbound = Select the data direchon to whoch this rule apphes.
e Spe:_ufy the acton te take when ths Blter rule
applies.
Protuccl [Any =] Selert the pratoral ts which this ruls applies. For
or Other Cther protocols, enter the protoce] number.
CP [Gomita =] Select whether this rule should epply te an
Connectian| "1 0= established TCP comnection.

Source Address

Specify th tworkc address list o the [P
Netwark List [Use P Address/Wildcerd-mask balow =] as;fi a:;::;::; m:sh::m ;:: nﬂ:r;:du.

IP Address 0000 MNote: Enter a wildeard mask, which is the
reverse of a subnet mask. A wildcard mask has

15 in bit pesitions ta ignore, 0s in bit positions ta
‘Wildeard-mask (255 235 255 255 match. For example, 10.10.1.0/0.0.0. 255 =all
10.10.1 nan addresses,

Destination Address

. Specify the destination network address st or the
Network List | Use [P AddresspWildard-mask below 2| 1o o tdenss and wildrard mask thas this rule checls

IP Address [0000 Note: Enter awildeand maslk, which is the

reverse of a subnet mask. A wildcard mask has
15 in bat pesitions te ignore, 05 m bit positions to

Wildcard-mask [255 255 255 255 match, For example, 10,10.1.0/0.0.0 255 =all
10.10. 1.non addresses.

TCEUDF Sourca Fort For TCP/UDP, specify the source port ranges that
Fort [Range > this rule checks. For a single port numbes, use the
orRange [ 1o [FE53E same nurmber for the start and end
TCE/UDF Destination Port For TCPAUDP, specify the dastnation port rangss
Fort | Ronge ot that this rule checks. For a single port number, use
orRange [T 10 [F5535 the sarme oumber for the stast and end.
ICMP Packet Type For ICMP, specify the range of ICMP packeet
o to |255 types that this rule checks.

Add I Cancel
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When you create arule, the ruleis read from the top of the screen down. Therefore, if one
parameter does not match, therest of theruleisnot considered. Because thisdiscussion focuses
on configuring rules as applied to the VPN Client, the TCP Connection and Internet Control
Message Protocol (ICMP) Packet Type are not relevant. The other relevant portions and fields
within this screen are described in the following sections.

This section covers the following topics:

® Name, Direction, and Action

® Protocol and TCP connection

® Source address and destination address
® TCP/UDP source and destination ports
® |CMP packet type

Name, Direction, and Action

In the Rule Name field, enter a unique rule name with a maximum of 48 characters. The
Direction pull-down menu has two options: Inbound and Outbound. Remember that thisrule
isapplied in reference to the VPN Client, not from the head-end concentrator.

The Action pull-down menu is used to determine how the concentrator dealswith a packet that
matchesthisrule. Only Drop and Forward are applicable when setting afilter for aVPN Client.
The Action options are as follows:

® Drop—Discards the packet.

® Drop and Log—Discards the packet and logs afiltering event to the FILTERDBG event
class.

® Forward—Allows the packet to leave the interface.

® Forward and L og—Allows the packet to leave the interface and logs afiltering event to
the FILTERDBG event class.

® Apply IPSec—Applies | PSec to the packet. You must apply a Security Association (SA)
to use this choice.

® Apply IPSec and L og—Applies |PSec to the packet and logs afiltering event to the
FILTERDBG event class. You must apply an SA to use this choice.

Protocol and TCP Connection

You either choose the protocol from the pull-down menu or place the IANA protocol number
in the Other box. Table 6-4 shows the protocols, followed by the IANA-assigned number
available from the pull-down menu.
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Table 6-4 Protocols

Protocol IANA Number
Any Protocol 255

ICMP 1

TCP 6

EGP 8

IGP 9

UDP 17

ESP 50

AH 51

GRE 47

RSVP 46

IGMP 2

OSPF 89

Other protocols not listed Appropriate IANA number

The TCP Connection field isignored for client firewall rules.

Source Address and Destination Address

The source address and destination address sections work in the same manner. The pull-down
menu lists all the network lists that are configured on the concentrator. Leaving the default of
UselPAddress Wildcard mask alowsyou to enter an | P address and wildcard mask combination
to define the range of | P addresses to which thislist applies.

TCP/UDP Source and Destination Ports

The TCP/UDP source and destination ports sections work in asimilar manner. You can choose
to leave Range as the setting, in which case you enter two port numbers. If the port numbersare
different, arangeis used. If both port numbers are the same, that single port is used. The port

numbers entered are the IANA-assigned port numbers. Otherwise, you can click the pull-down
menu that bringsup alist of the predefined portswith their associated |ANA numbers, asshown
in Table 6-5.
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Table 6-5 TCP and UDP Ports

Port IANA Number
Echo 7
Discard 9
FTP-Data 20
FTP 21
SSH 22
Telnet 23
SMTP 25
DNS 53
TFTP 69
Finger 79
HTTP 80
POP3 110
NNTP 119
NTP 123
NetBIOS Name Service 137
NetBIOS 138
NetBIOS Session 139
IMAP 143
SNMP 161
SNMP-TRAP 162
BGP 179
LDAP 389
HTTPS 443
SMTPS 465
IKE 500
SYSLOG 514
RIP 520
NNTPS 563
LDAP/SSL 636

continues
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Table 6-5  TCP and UDP Ports (Continued)

Port IANA Number
Telnet/SSL 992

LapLink 1547

L2TP 1701

PPTP 1723

ICMP Packet Type

Finally, you configure the ICMP Packet Typeif you are not using the client firewall. Make sure
that you save the configuration, or you run the risk of losing your configuration due to loss of
power. The VPN Client ignores any configurations that you make in this field.

Configuring the Stateful Firewall

21 Software client’s Stateful Firewall feature

The Stateful Firewall featureis easily configured on the Cisco VPN Client. Open the client, as
shown in Figure 6-4.

Figure 6-4 VPN Dialer

# Cisco Systems VPN Client E x|

Cisco Svsrems

Connection Entry:

secure connection to head-end "'I

Host name or IP address of remate server:
1111

Connect Close
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Choose the Options pull-down menu, as shown in Figure 6-5. If the Stateful Firewall (Always
On) option does not have a check mark in front of it, click it once. Because the Options pull-
down menu disappears, choose it again, and make sure that thereis acheck mark infront of the
Stateful Firewall (Always On) option, as shown in Figure 6-5.

Figure 6-5 VPN Client Options Menu

# Gsco Systems VPN Client E x|

Gisco Sravems

Connection Entry;
Connection to office j

New.. | [[Bpers = |
Clone Entry...

Host name or |P address of remote server: PERREL)
I.I 111 Rename Entry...

Import Entry...

Erase User Password

Connect | Create Shortcut

Properties...

v Stateful Firewal (Always On)

Application Launcher...
Windows Logon Properties...

Configuring the VPN Concentrator for Firewall Usage

24 Customizing firewall policy

Configuration of thefirewall for theVPN Client is done on the Configuration | User Management
| Groups | Modify screen under the Client FW tab (see Figure 6-6). This screen is used for
configuring all firewall options other than the Stateful (Always On) option, whichis configured
on theVPN Client itself. The following sections describe each of the options that are shown in
the Client FW tab.
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Figure 6-6 The Client FW Tab

Configuration | User Management | Groups | Modify vpngroup02

This section lets you add a group. Check the Inherit? box to set a field that you want to default to the base group value
Uncheck the Inherit? box and enter a new value to override base group values.

ldontiy  GonoralVIPSoc  Cliont Config| Cliont FW THW Client | PPTP/LITP

VPN Client Firewall Policy

Attribute Value Inherit? Description
. Select whether or not to require
& No Firewall that the client firewall specified
Firewall Setting| © Firewall Required below be installed and active, Refer
€ Firewall Optional to the client documentation for
details about using this feature

= Select the firewall vendor and
J product required for clients in this
group. For client firewalls not

Firewall|| Custom Firewall

Vendor ID | listed, select Custom Firewall and
enter the vendor and product IDs

Custom I— [  |Separate multiple product IDs with
Firewall Product ID commas. To indicate all products

by a particular vendor, enter
I product ID 255. The product
description is optional

Description

& Policy defined by remote firewall (AYT)

© Policy Pushed (CPP): Select the policy for the protection

Firewall Policy |—NI:Ir1E— j provided by the client firewall.

€ Palicy from Server

Add | can:a\l

Firewall Setting

The default setting is No Firewall, which means that there is no requirement for any firewall,
including the Stateful Firewall (Always On) feature. The other two choices, Firewall Required
and Firewall Optional, both work with the Firewall field discussed in the next section.

Choosing Firewall Required meansthat all the users within this group must use the specified
firewall. Additionally, this firewall must be running during the time that the tunnel is active.
Should thefirewall software terminate, thetunnel isdropped. TheV PN concentrator notifiesthe
client that the firewall configuration does not match the required settings. Choose this option
only when all the clients are Windows-based PCs. No other types of clients, including the VPN
3002 Hardware Client, can use this option and successfully connect.

Choosing Firewall Optional means that a client connecting with the specified firewall running
can connect using that firewall. If the specified firewall isnot installed or running, the client can
till connect, but it receives awarning message. VPN 3002 Concentrators and non-Windows-
based clients can also connect with this setting.



Configuring the VPN Concentrator for Firewall Usage 279

Firewall

This Firewall pull-down menu allows you to choose the specified firewall for the group. The
firewall specified determines the policy options that are supported. The options are listed in

Table 6-6.
Table 6-6  Firewall Options

Choice

Usage

Cisco Integrated Client Firewall

The Stateful Firewall feature built into the VPN Client.

Network |CE Blackl CE Defender

A third-party personal firewall.

Zone Labs Zone Alarm

A third-party personal firewall.

Zone Labs Zone AlarmPro

The professional version of the Zone Labs Alarm personal
firewall.

Zone LabsZoneAlarm or Zone Labs
Zone AlarmPro

Allows the user to use either of the two firewalls.

Zone Labs Integrity Client

A policy pushed from a server to the client system that works
with the Zone Labs Zone Alarm and Zone AlarmPro.

Custom Firewall

As of thiswriting, this feature isincluded for future use. This
option will eventually allow the administrator to choose from
any compliant firewall. Currently, this option allows you to
choose only those firewalls previoudly listed, but you can use
any combination of these firewalls by entering the associated
numbers separated by commas in the product ID. You must
have only a single vendor, although you can choose multiple
products from that vendor.

Custom Firewall

Should you choose to use the Custom Firewall option when it becomes available, Table 6-7
provides you with the necessary codes to be input into the VVendor ID and Product ID fields.

Table 6-7 Vendor and Product ID Codes

Vendor Vendor ID Product Product ID
Cisco Systems 1 Cisco Integrated Client (CIC) 1
ZoneLabs 2 ZoneAlarm 1
Zone Labs 2 Zone AlarmPro 2
Zone Labs 2 Integrity 3
Network ICE 3 Blackl CE Defender/Agent 1
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Should you wish to combine, for example, Zone Alarm, Zone AlarmPro, and Integrity into a
singlefirewall option, you would enter 2 into the Vendor ID field and 1,2,3 into the Product ID
field. You cannot use multiple vendors.

You can enter an optional description if you are using a custom firewall.

Firewall Policy
The Firewall Policy option allows you to select the firewall protection provided by the client
firewall. The options are as follows:
® Policy defined by remote firewall (AYT)
® Poalicy Pushed (CPP)
® Policy from Server
The following sections describe each of these optionsin more detail.

Policy Defined by Remote Firewall (AYT)

The Policy Defined by Remote Firewall (AY T) option allows policies defined by the remote
firewall. Thefirewall must be running. A poll issent from theVVPN Client to thefirewall service
on the workstation every 30 seconds. If thefirewall does not answer, the connection is dropped.

Policy Pushed (CPP)

The Policy Pushed (CPP) option causes the concentrator to push the policy defined down to the
client. Thelist shown depends on the filters you have defined on the concentrator. If the VPN
Client hasafirewall, theserules are added to the local firewall’srules. This meansthat the more
restrictive of the two sets of rules applies. For example, if the VPN concentrator’s rule allows
web browsing but the client’s firewall does not, no web browsing is allowed.

Policy from Server

The Policy from Server option causes the users within the group to use a Zone L abs Integrity
Server (1S) to mangetheir security settings on the firewall. If you choose this option, make sure
that the Configuration | System | Servers | Firewall Server screen hasthe appropriate |P address
of the IS and that the I Sis reachable from the VPN concentrator.
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Monitoring VPN Client Firewall Statistics

23 Client firewall statistics

Viewing the VPN Client firewall statisticsis easy. When you first connected the client, anicon
was placed in the Windows System tray. Click the icon shaped like apadlock on the lower-right
side of your screen. This brings up the General screen. This should be similar to the screen
shown in Figure 6-7.

Figure 6-7 The Cisco Systems VPN Client Connection Satus | General Screen

(Gisco Systems VPN Client Connection Status :
General | Statistcs |

Client IP address: 132.168.8.1
Server IP address: 66.236.5.194
Encryption: 56bit DES
Authentication: HMAC-MD5
Transparent Tunneling: Inactive
Tunne! Port: 0
Compression: None
Local LAN access: Disabled
Personal Frewall: Nona

Firewall Policy: None

Note: Stateful Firewall (Always On) status is not represented above. To view this status,
right click on the system tray icon. f checked, this functionality is enabled.

Time connected: 00:00.11

oK I Motifications.. Heset Disconnect

This screen shows the client | P address and the server | P address. Next, you see the encryption
and authentication used for this connection. Then, you see whether transparent tunneling is
active. If it is, the tunneling port number is shown. Thisisfollowed by the compression in use
and anotation regarding thelocal LAN access. If apersonal firewall werein effect, it would be
listed here. Any firewall policy in use, such asAY T or CPP, is shown.

To look at the statistics for this connection, click the Statistics tab. An example of thisscreenis
shown in Figure 6-8. On this screen, you can see the bytesin and out as well as the networks.
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Figure 6-8 The Cisco Systems VPN Client Connection Status | Statistics Screen

General Statistics |

Bytes in: 600 Bytes out: 1168
Packets decrypted: B Packets encrypted: 8
Packets bypassed: 14 Packets discarded: 0
Secured routes:

Netwark | Subnet Mask. | Bytes | ScPat | Ds
=30.0.00 0.0.0.0 1336 *
=366.236.5.194 255.255.255.255 0
4| | i
Local LAN routss:

Netwark | Subnet Mask | ScPot | DstPot | Px
4| | i

Time connected: 00:01.21
oK I Notifications.. Reset | Disconnect |

The top of the Statistics screen shows a number of items, as described in Table 6-8.
Table 6-8  Connection Satistics

Statistic Meaning
Bytesin The total amount of secure data received
Bytes out The total amount of encrypted data transmitted through the tunnel

Packets decrypted The total number of encrypted packets received and decrypted on the port

Packet encrypted The total number of encrypted packets transmitted out the port

Packets bypassed The total number of data packets that the VPN client did not process because
they did not need to be encrypted

Packets discarded The total number of data packets that the VPN client rejected because they did
not originate from the gateway

The Secured routes section of this screen liststhe |PSec SAs. Notice the key icon that ison the
left of the networks listed. Thisicon indicates that the network is protected. The lack of akey
indicates no protection for that network. The Bytes column shows the total amount of data that
this SA has processed.
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Enabling Automatic Client Update Through the Cisco
VPN 3000 Concentrator Series Manager

Onelast topic needsto be discussed that doesnot fall under thefirewall character of thischapter,
but it doesrelate to the VPN Client. That topic is the Automatic Client Update feature of the
Cisco VPN 3000 Concentrator Series, which can help ensure that all your users' systems

are running the same client, making the implementation of firewall policies that much easier
for you.

The CSVPN Client software can be upgraded by pushing the configuration from any of the
devicesin theVPN 3000 Concentrator Series. This meansthat the administrator needs to make
asingle change at the head-end VPN concentrator instead of manually upgrading each individ-
ual CSVPN from. Thisis especialy efficient on large installations. Using the Automatic Client
Update feature lets you control the version of the client that is used and control theinitial con-
figuration of the client.

The CSVPN Client is sent an ISAKMP message when it connectsto the head-end concentrator,
receiving notification that a software upgrade is pending. This |SAKMP message contains the
IP address of a TFTP server, the directory path on the server, and filename to downl oad.

Setting up the head-end VPN 3000 Series Concentrator for automatically updating CSVPN is
simple through the GUI. Configuring the concentrator for Automatic Client Update consists of
the following steps:

Step 1 Navigateto Configuration | User Management | Groups, and select the group.
This example uses rtpvpnl (Internally Configured).

Step 2 Choose M odify Client Update (see Figure 6-9).
Step 3 Choose Add from the Client Update screen to add a new client package.

Step 4 Onthe next screen, shown in Figure 6-10, enter Windows as the client type,
enter tftp://I P address of server/filename asthe URL, and enter the revision
number.

Step 5 Select Apply to finish the setup at the head-end.
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Figure 6-9 The Configuration | User Management | Groups Screen
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Figure 6-10 The Configuration | User Management | Groups | Client Update | Modify Screen
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The next time that CSVPN connects, the user receives a message indicating that a software
update is pending and prompting him/her through the process. When the user is notified, the
user has the option to launch theinstall or cancel and perform the installation the next time
the user connects to the concentrator.
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Foundation Summary

The Foundation Summary is a collection of tables and figures that provides a convenient
review of many key conceptsin this chapter. For those who are already comfortable with the
topicsin this chapter, this summary could help you recall afew details. For those who just read
this chapter, thisreview should help solidify some key facts. For anyone doing final preparation
before the exam, these tables and figures are a convenient way to review the day before

the exam.

Cisco VPN Client Firewall Feature Overview
Table 6-9 highlights the abilities of the VPN Client.

Table 6-9

VPN Client Abilities

Client Ability

Description

Tunneling protocols

Tunneling protocols supported are as follows:

* |P Security—Encapsulating Security Payload
(1PSec-ESP)

e L2TP

* L2TP/IPSec

« NAT

* NAT Transparent |PSec
» Ratified IPSec/lUDP

* IPSec/TCP

« PPTP

Encryption and authentication protocols

Encryption and authentication methods supported include
the following:

* |PSec(ESP) with Data Encryption Standard
(DES)/3DES(56/168 bits)

* AES(126/256-bit) with Message Digest (MD5) or SHA

Key management

Key management capabilities include the following:

* Internet Key Exchange (IKE)—Aggressive and Main
mode (digital certificates)

« Diffie-Hellman (DH) Groups 1, 2, and 5
* PFS
» Rekeying

continues
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Table 6-9

VPN Client Abilities (Continued)

Client Ability Description
Compression LZS (Lempel-Ziv standard)

Authentication methods

Authentication methods include the following:
* XAUTH (eXtended AUTHentication)

» RemoteAuthentication Dial-In User Service (RADIUS)
with the following:

— MSCHAPV2 (NT password expiration)

— State/Reply message attributes (token cards)
— RSA Securl D (Security Dynamics)

— Windows NT Domain Authentication

— MX.509v3 digital certificates

Digital certificates

Digital certificates supported include the following:
» Simple Certificate Enrollment Protocol (SCEP)
» Entrust Entelligence
» Smartcards through MS CAPI:

— Activcard

— eAladdin

— Gemplus

— Datakey
* Internet Explorer Certificate Enrollment
« Authoritiesinclude the following:

— Baltimore

— Entrust

— GTE Cybertrust

— Microsoft

— RSA Keon

— VeriSign
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Table 6-10 describes the available products and the policiesthat are available on these products.

Table 6-10 VPN Poalicies and Products

Policy/Product

Device

Purpose

Stateful Firewall (Always On)

VPN Client

Blocks all traffic except for the following:
* From the head-end network

» DHCP

* ESP

CPPwith CIC

VPN concentrator

Centralized control:

» Concentrator defines the rules
* Pushed rules

Used with split tunnels

AlarmPro

CPP with Zone Alarm and Zone

VPN concentrator

Centralized control:

» Concentrator defines the rules
* Pushed rules

Used with split tunnels

Personal Firewall Enforcement
(AYT)

VPN Client

Used when you have a personal firewall

Rules are based on the personal firewall’s
rules

Tunnel isdropped if firewall does not answer
polls

Used with the following:
e ZoneAlarm

e ZoneAlarmPro

» BlackICE

Stateful Firewall (Always On) Feature
Remember the following key points about the Stateful Firewall (Always On) feature:

® Usesonly firewall with no control from the concentrator

® Configured at the client
®  Split tunnel by turning off

® Allows DHCP and ESP in even when on
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Cisco Integrated Client
Remember the following key points about CIC:

Defines rules for use with split tunnel
Uses CPP

Centralized Protection Policy

CPP functions as follows:

Pushes policy
Enforces pushed policy
Sends client predefined policy
Uses the following:
— CIC
— ZoneAlarm
— ZoneAlarmPro
Allows or denies specific ports

AreYou There Feature
Remember the following key points about the AY T feature:

Isan aternative to CPP

VPN Client pollsfirewall every 30 seconds
Isalso caled “AreYou There”

Makes sure the client has a policy

Configuring Firewall Filter Rules

Guidelines for configuring firewall filtering rules are as follows:

Do not use the default rulesin areal network.

For default rules, the source and destination addresses are 0.0.0.0 255.255.255.255.
VRRP uses 224.0.0.18/0.0.0.0.

Rulefor client isfrom the client’s point of view.
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® Thefilter isread from the top down until it finds a rule that matches the data and other
conditions or until the end of thefilter is reached.

® Configured on the Configuration | Policy Management | Traffic Management | Rules | Add
(or Modify) screen. See Figure 6-11.

Figure 6-11 The Configuration | Policy Management | Traffic Management | Rules | Add Screen

Cenfigure and add a new Slter nde.

Rule Name Heme of this filter rule, The name must be unigque.

Direction | Inbound =) Select the data drechon to which the rule apples.
Ain[Den = Spe:_nfy the achon to taks when ths Bler rule
applies
Protocal [Any =] Stelect the protocol to which this rule applies. For
or Other Other protocols, enter the protocol number.
CP ’—Ll Select whather this ruls should apply to an
[—— established TCP connection

Source Address

Specify the source networle address list or the [P
address and wildcard maskc that this rule checks.

Netwark List [Use P Address/Wildcard-mask balow =]

IP Addvess 1300 Nate: Enter a wildoand mask, which is the
reverse of a subnet mask. A wildcard mask has

12 in bit pesitions to igaore, Us @ bit positions to
Wildeard-mask 255 255 255 255 match. For example, 10.10.1.0/0.0.0.255 =all
10.10.1 nan addresses,

Destination Address

. Specify the destination nstwork: address st ot the
Network List | Use IP Addressildcard-mask below =] 15 4 does and wildeard mask thar this rule checks

IP Address [0000 Note: Enter awildcand mask, which is the

reverse of a subnet mask. A wildcard mask has
15 1n bat posihons to wnore. Us m bit posibons to

Wildcard-mask [255 255 255 255 match. For example, 10.10.1.0/0.0.0 255 =all
10.10. 1.oon addresses.

TCEUDF Source Fort For TCP/UDP, specify the sousce port ranges that
Fort |Range = this rule checks, For a singlz port number, usc the
orRange [T 1o [55535 same aumber for the etart and end
TCE/UDF Destination Port For TCP/UDE, specify the destmaton port ranges
Fart | Range = that this rule checks. For a single port sumber, use
or Range ’U— 1o [F5535 the same number for the start and end.
ICMP Packet Type For ICMP, specify the rangs of ICMP packet
a e |255 types that this rule checks,

Add I Cancel

Action

OntheAction pull-down menu, only the Drop and Forward options are applicable when setting
afilter for aVPN Client. The Action pull-down menu options are as follows:

® Drop—Discards the packet
® Forward—Allows the packet to leave the interface
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Configuring the Stateful Firewall
Configure the Stateful Firewall feature by following these steps:

Step 1 Open the

client.

Step 2 Choose the Options menu.

Step 3 Choose Stateful Firewall (Always On). This prevents split tunneling.

Configuring the VPN Concentrator for Firewall Usage

Configuration is done on the Configuration | User Management | Groups | Modify screen under
the Client FW tab,

Figure 6-12 The Client FW Tab

as shown in Figure 6-12.

Configuration | User Management | Groups | Modify vpngroup02

This section lets you add a group. Check the Inherit? box to set a field that you want to default to the base group value.
Uncheck the Inherit? box and enter a new value to override base group values

ldontiy  Goneral IPSec  Cliont Config| Cliont F JHW Client | PPTP/L2TP

VPN Client Firewall Policy
Attribute Value Inherit? Description
. Select whether or not to require
& No Firewall that the client firewall specified
Firewall Setting| ' Firewall Required below be installed and active. Refer
€ Firewall Optional to the client documentation for
details about using this feature
) Select the firewall vendor and
Firewall | Custam Firewall ,ﬂ product required for clients in this
group. For client firewalls not
Vendor ID | listed, select Custom Firewall and
enter the vendor and product IDs.
Custom I— v  |Separate multiple product IDs with
Firevean| r0duct ID commas. To indicate all products
by a particular vendor, enter
Description | product ID 255. The product
description is optional
& Policy defined hy remoate firewall (AYT)
Fi 11 Polit © Policy Pushed (CPP): Select the policy for the protection
Tremw ey [~Naone- = provided by the client firewall.
€ Palicy from Server

Add | cam:a\l




Monitoring VPN Client Firewall Statistics 291

Firewall

Table 6-11 describes firewall options.

Table 6-11 Firewall Options

Choice

Usage

Cisco Integrated Client Firewall

The Stateful Firewall feature built into the VPN Client.

Network |CE Blackl CE Defender

A third-party personal firewall.

Zone Labs Zone Alarm

A third-party personal firewall.

Zone Labs Zone AlarmPro

The professional version of the Zone Labs Zone Alarm
personal firewall.

Zone Labs Zone Alarm or Zone Labs
Zone AlarmPro

Allows the user to use either of the two firewalls.

Zone Labs Integrity Client

A policy pushed from a server to the client system that works
with the Zone Labs Zone Alarm and Zone AlarmPro.

Custom firewall

Asof thiswriting, thisfeatureisincluded for future use. This
will eventually allow the administrator to choose from any
compliant firewall. Currently, this option allows you to choose
only those firewalls listed above, but you can use any combi-
nation of these firewalls by entering the associated numbers
separated by commasin the product 1D. You must have only a
single vendor, athough you can choose multiple products
within that vendor.

Firewall Policy

Firewall policy has the following options:
® Policy defined by remote firewall (AYT)

® Policy pushed (CPP)
® Policy from Server

® Always On/Stateful inspection

Monitoring VPN Client Firewall Statistics

The General tab shows the following options:

®  Your |P address
® VPN concentrator |P address
® Encryption used
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Authentication used
Tunneling port
Compression

Local LAN access
Firewall policy in use

Table 6-12 describes the Statistics tab.
Table 6-12 Connection Satistics

Statistic Meaning
Bytesin The total amount of secure data received.
Bytes out Thetotal amount of encrypted data transmitted through the tunnel.

Packets decrypted | The total number of encrypted packets received and decrypted on the port.

Packet encrypted | Thetotal number of encrypted packets transmitted out the port.

Packets bypassed | Thetotal number of data packets that the VPN Client did not process because they

did not need to be encrypted.

Packets discarded | Thetotal number of data packetsthat the VPN Client rejected because they did not

originate from the gateway.
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Chapter Glossary

The following terms were introduced in this chapter or have specia significance to the topics
within this chapter.

eXtended AUTHentication (XAUTH) XAUTH permits Cisco VPN Client systemsto be
authenticated by TACACS+ or RADIUS external servers during IKE Phase 1 negotiations
when establishing an | PSec secure tunnel. When XAUTH is configured on the VPN Client, the
user of that deviceis prompted for a username and password, which must be authenticated by
the remote authentication server before the |PSec tunnel can be established.

firewall Device or software package designated as a buffer between any connected public
networks and a private network. A firewall uses access lists and other methods to ensure the
security of the private network.

Generic Routing Encapsulation (GRE) Tunneling protocol developed by Cisco that can
encapsulate avariety of protocol packet typesinside | Ptunnels, creating avirtual point-to-point
link to Cisco routers at remote points over an |P internetwork. By connecting multiprotocol
subnetworks in a single-protocol backbone environment, P tunneling using GRE allows
network expansion across a single-protocol backbone environment.

head-end End point of a broadband network. All stations transmit toward the head-end; the
head-end then transmits toward the destination stations.

Internet Assigned Number sAuthority (IANA)  Organization operated under the auspi ces of
the Internet Society (1SOC) as apart of the Internet Architecture Board (IAB). IANA delegates
authority for |P address-space allocation and domain-name assignment to the InterNIC and
other organizations. IANA also maintains a database of assigned protocol identifiersusedinthe
TCP/IP stack, including autonomous system numbers.

splittunneling Theability to direct packetsover thelnternetin clear text while simultaneously
encrypting other packets through an 1PSec tunnel. The VPN server provides either alist of net-
works whose traffic must be tunneled or alist of networks whose traffic must not be tunneled.
You enable split tunneling on the VPN Client and configure the network list onthe VPN server,
such as the VPN concentrator.

stateful firewall Deniesor permitsWAN traffic based on asession’s state. Packetsrelating to
dialogsinitiated from within thefirewall are permitted passage through thefirewall, while those
initiating from outside the firewall are denied passage through the firewall.

Virtual Router Redundancy Protocol (VRRP) Ininstallationsof two or moreVPN concen-
tratorsinaparale (redundant configuration) VRRP provides automatic switchover to abackup
system in case the primary system is out of service, thus ensuring user access to the VPN.
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Q&A

Asmentioned in Chapter 1, “All About the Cisco Certified Security Professional,” these
questions are more difficult than what you should experience on the CCSP exam. The questions
do not attempt to cover more breadth or depth than the exam; however, the questions are designed
to make sure you know the answer. Rather than alowing you to derive the answer from clues
hidden inside the question itself, your understanding and recall of the subject are challenged.
Questions from the “Do | Know ThisAlready?’ quiz from the beginning of the chapter are
repeated here to ensure that you have mastered the chapter’s topic areas. Hopefully, these
questions will help limit the number of exam questions on which you narrow your choices

to two options and guess!

1 You have a number of clients running Windows 98 and a remote VPN 3002 Hardware
Concentrator assigned to the same group. Your supervisor wantsyou to force everyone on
this group connecting to have afirewall running on his or her machine. Can you do this?

2 What firewalls can be used within the Custom Firewall option on the concentrator?

3 Where arethe rules set for a client when using CPP with Zone AlarmPro?

4 What protocols are not automatically blocked when using the Stateful Firewall (Always
On) feature?
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Why is CPP not used with the Tunnel Everything option?

How often does the VPN Client poll the personal firewall when using AY T?

How isthe Always On option set on the VPN Client?

Where is CPP configured?

What debug classes are used when creating a rule with the following options:
a Drop

b. Drop and Log

c. Forward

d. Forward and Log

e. Apply IPSec

f. Apply IPSec and Log
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10

11

12

13

14

15

By default, what 1P address and wildcard mask doesVRRP use?

How do you alow clientsto use either of two firewalls? What is the only vendor you can
do thiswith?

You are using CPP and pushing a policy to afirewall at the client. The client’s firewall
allows FTP access. The concentrator’s policy does not allow FTP access. Is FTP access
alowed?

You areusing Blackl CE asaclient firewall. You are presently connected through the VPN.
What happensif you stop the service running Blackl CE? Doesthe VPN remain connected?
If so, for how long? Can you connect again if BlacklCE is not running?

OntheVPN Client, where do you see the current compression used for aVPN connection?

While configuring afilter, you want to apply thisfilter to all protocols. What number do
you use?
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16

17

18

19

20

21

When using the VPN Client, what ICMP should be set?

What authentication methods are alowed with the VPN Client?

What types of key management can the VPN Client use?

In addition to IPSec, what tunneling protocols does the VPN Client support?

Which two products from Zone Labs work with the VPN Client to enable the Are You
There (AYT) capability?

You want to have secure VPN connections to the private network of the head-end
concentrator and unsecured communications to the Internet. How would you configure
the VPN Client’s Stateful Firewall feature to support this split tunneling?
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22

23

24

25

What is another name for the Stateful Firewall client that is a part of the Cisco VPN
Client?

From the VPN Client, where can you view the secured routes that are enabled to the
client?

What is meant by the term Packets bypassed on the Statistics tab of the Connection Status
screen?

OntheVPN 3000 Concentrator Seriesdevices, you configuretheclient firewall properties
on the Client FW tab of the Configuration | User Management | Groups | Add (or Modify)
screen. You can only select one firewall policy from that screen. What are the three types
of firewall policies that you can choose from the Client FW tab?
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Scenarios

Scenario 6-1

In Scenario 6-1, you connect aVPN Client to the VPN concentrator. You do this with and
without afirewall installed on the client.

Your tasks are as follows:

1

Configure the concentrator to accept aVVPN connection with an optional firewall on the
client.

Configure the client with the Stateful Firewall feature off and then connect. Did you get a
message stating that a firewall should be used?

Reconfigure the client with the Stateful Firewall feature on and retest the connection. Did
you still get the message regarding the firewall usage? Why not?

Configure afilter on the concentrator.

Configure the concentrator to require afirewall and push the filter to the client. Test both
configurations on the client. What happens? Why?

Reconfigure the concentrator to use AY T. Test both configurations on the client. What
happens? Why?

Scenario 6-1 Answers

The following answers pertain to the tasks presented in the previous section:

1

4

Configure the concentrator to accept aVVPN connection with an optional firewall on the
client in accordance with the text. Choose the Custom Firewall option on the Client FW
tab on the Configuration | User Management | Groups | Modify screen to set the firewall
option.

You should receive a message because the Firewall Optional configuration sends a
message to the client stating that afirewall should be used if it is not there. However, you
should be able to connect.

Setting the Stateful Firewall (Always On) feature to be enabled should have eliminated
the message received from the concentrator.

See Number 5.
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5 Seethesection“Configuring Firewall Filter Rules’ for the procedures on theseitems. The
key isto remember that if you are pushing thefilter to the client, you must build the client
from thefilter’s point of view. Thefilter has no effect on the client because the Stateful
Firewall feature stands alone, and you cannot push a configuration from the concentrator
to the client with a stateful firewall.

6 This configuration enables you to connect and remain connected only if the Stateful
Firewall featureis enabled.






Exam Topics Discussed in This Chapter

This chapter covers the following topics, which you need to master in your pursuit of
certification as a Cisco Certified Security Professional:

25 Monitoring the Cisco VPN 3000 Series Concentrator

26 Administering the Cisco VPN 3000 Series Concentrator



CHAPTER 7

Monitoring and Administering the
VPN 3000 Series Concentrator

This chapter deals with administering and monitoring the VPN 3000 Series Concentrator.
Among these tasks are using preshared keys, configuring policies, and automatically
updating the client, which are all tasks that you should master in order to pass the exam.

Thistext will guide you through most of the administering and monitoring options on the
3000 concentrators. Although every single screen is not examined, the vast majority of the
screens and options are shown within this chapter. What have been skipped are those items
with other screens that are so similar that their inclusion becomes redundant or of little
value. One example of this iswithin the statistics section, where only a sample of the
statistics screens availableis shown; however, it will still benefit you inyour daily activities
to familiarize yourself with all of the available screens and options. The more thorough
your knowledge of the system, the easier it becomesto use.

How Best to Use This Chapter

By taking the following steps, you can make better use of your time;

® Keep your notes and answers for all your work with this book in one place for easy
reference.

® Takethe“Do | Know ThisAlready?’ quiz, and write down your answers. Studies
show retention is significantly increased through writing facts and concepts down,
even if you never look at the information again.

® Usethediagram in Figure 7-1 to guide you to the next step.
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Figure 7-1 How to Use This Chapter
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“Do | Know This Already?” Quiz

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide what parts of the
chapter to use. If you already intend to read the entire chapter, you do not necessarily need to
answer these questions now.

This 10-question quiz helps you determine how to spend your limited study time. The quiz is
sectioned into 2 smaller “quizlets,” which correspond to the two major topic headingsin the
chapter. Figure 7-1 outlines suggestions on how to spend your timein this chapter based on your
quiz score. Use Table 7-1 to record your scores.
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Table 7-1 Score Sheet for Quiz and Quizets

Foundations Topics Section Covering These
Quizlet Number Questions Question | Score
1 Administering the Cisco VPN 3000 Series 15
Concentrator
2 Monitoring the Cisco VPN 3000 Series 6-10
Concentrator
All questions 1-10

1 What screen is used to set the password for the administrator?

2 You wish to limit HTTP access to the concentrator to hosts on the same subnet as the
inside interface of the concentrator. What is the format of the access control list?

3 What types of AAA servers can the VPN 3000 Series Concentrator use for authenticating
management sessions?

4 What isthe upper limit for a management session timeout?

5 What form of encryption may be used on a configuration file?




306 Chapter 7:

Monitoring and Administering the VPN 3000 Series Concentrator

10

On what screen can routes be cleared?

Where can you see the CPU utilization on a Cisco 3000 Series Concentrator?

Where can you troubleshoot an |PSec connection?

Where can you troubleshoot TCP/IP connections?

Where can you see the number of collisions on an Ethernet interface?

Theanswersto thisquiz arelisted in Appendix A, “Answersto the“Do | Know ThisAlready?’

Quizzesand Q& A Sections.” The suggestions for your next steps, based on quiz results, are as
follows:

6 or lessoverall score—Read the entire chapter, including the “ Foundation Topics’ and
“Foundation Summary” sections, and the “Q&A” section.

7-8 over all score—Beginwith the* Foundation Summary” section, and continuewith the
“Q&A” section. If you are having difficulty with a particular subject area, read the
appropriate section in “Foundation Topics’ section.

9-10 overall score—If you feel you need more review on these topics, go to the
“Foundation Summary” section, and then to the “Q& A" section. Otherwise, skip this
chapter and go to the next chapter.
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Administering the Cisco VPN 3000 Series Concentrator

26 Administering the Cisco VPN 3000 Series Concentrator

To administer the Cisco VPN Concentrator, set the URL of your web browser to the | P address
of your concentrator. Alternatively, if your DNS server will resolve the host name, you may
enter the host name of the concentrator. You will see ascreen similar to that shownin Figure 7-2.
Once this screen is shown, enter a username and password. Later in this chapter you learn how
to administer users and passwords. Click the Login button to continue.

Figure 7-2  Concentrator Login

VPN 3000 & Install SSL Certificate
CONCENTRATOR SERIES MANAGER

VPN 3000 Concentrator

Log,‘n_'l—
Ciseo Srrews || Password[
M Clear

Copyright £ 1898-2002 Cisco Systems, Inc.

Once you have logged into the concentrator, you will be presented with the main screen,

as shown in Figure 7-3. This screen allows you to configure, administrate, or monitor the
concentrator. For purposes of thischapter, you will focus on the Administration and Monitoring
options. Click the Administration link to start administering the concentrator.

Figure 7-3 Main Screen

Configuration | Quick | Admin Password

We strongly recommend that you change the password for user adrin

Password |"“""“’*
Verify |“°‘°‘°‘“‘

Back Continue |
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You should now be on the main administration screen, as shown in Figure 7-4. You will usethis
screen to navigate between all the administration options. From this point forward, with one
general exception, in order to access a specific screen, you may choose to either click the link
on the main part of the screen or to click one of the links shown in the menu system on the | eft.
The general exception to thisiswhen aparameter isbeing added or modified. For example, you
cannot go directly to modifying an access list without first choosing the access list to modify.
Therefore, there are no Modify submenus on the left side of the screen. The submenus shown
on the left may be expanded by clicking on the + sign. Choosing the option from the left side
of the screen or from the link on the main screen makes no difference because, either way, you
will be brought to the same screen.

Figure 7-4  Administration Screen

Main | Help | Support | Logout

gy ) 0w
P Concentrator Series Manager Logged in: admin|
Configuration | Administration | Monitoring

[Administration

Save Neededq

This section of the Manager lets you control VPN 3000 Concentrator administrative functions

In the left frame, or in the list of links below, click the function you want:

« Administer Sessions -- statistics and logout for all sessions
« Software Update -- update concentrator and client software

« System Reboot - system reboot options.

« Ping - use ICMP ping to determine connectivity.

« Monitoring Refresh -- enable automatic refesh of Moritoring screens
« Access Rishts -- configure administrator profiles, access, and sessions
o File Management -- view, save, delete, swap, and transfer files.

« Certificate Management - install and manage digital certificates

Cisco Susttus

You areinitially presented with eight options, each of which brings you to an associated screen
asdescribed in Table 7-2. Any of these screens may have subscreens associated with them. Take
amoment to study Table 7-2, which lists all the menu and submenu options. Knowing how to
navigate through the system will make administration easier. Knowing what options are con-
trolled on individual screenswill help you to pass the exam. After studying the table, continue
to the next sections, which explore each individual item.
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Table 7-2

Administration Menu System

Menu Option Level | Usage

Administration 1 Main screen for administering the VPN 3000 Concentrator. Enables all
of the Administration submenus.

Administer Sessions | 2 Shows all of the current sessions. Should you choose, you may filter
the sessions shown by group.

Software Update 2 Enables submenu, allowing you to choose to update either the
concentrator or clients.

Concentrator Updates the concentrator to which you are currently logged on.

Clients Updates all of the clients or clients based on groups.

System Reboot Allows you to reboot the system either immediately or at a scheduled
time. Thisis also the screen used to reboot without using the current
configuration.

Ping 2 Allows you to check connectivity with aremote system by either name
or |P address.

Monitoring Refresh | 2 Setsif the screens should automatically refresh and, if so, how often.

Access Rights 2 Enables submenu used for setting username/password/rights
combinations, access control lists for configuring the concentrator,
setting session timeouts, and enables the submenu for AAA servers.

Administrators 3 Sets usernames, passwords, and rights.

Access Control List | 3 Sets those | P addresses allowed to access the concentrator for
administration and configuration.

Access Settings 3 Sets the session timeouts, limits the number of connections, and allows
for encryption of the configuration file.

AAA Servers Enables the submenu for setting the Authentication Servers.

Authentication Allows the addition, modification, configuration, or deletion of
TACACSH servers.

File Management 2 Enables the submenu, allowing for swapping the backup and boot files,
filetransfersusing TFTP, file uploads using HT TP, and exporting the
configuration to an XML file.

Swap Config File 3 Allows swapping the boot and backup boot files.

TFTP Transfer 3 Allows uploading or downloading via aremote TFTP server.

File Upload 3 Allows uploading afileviaHTTP.

XML Export 3 Allows a configuration file to be exported to an XML file.

continues
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Table 7-2

Administration Menu System (Continued)

Menu Option

Level

Usage

Certificate Manager

2

Enables the submenu, allowing enrollment and installation of
certificates.

Enrollment

Enrolls certificates.

Installation

Installs certificates.

Administer Sessions

The Administration | Administer Sessions screen, shown in Figure 7-5, shows the on
statisticsfor al connected sessions. You are ableto filter the sessions by group using the Group
pull-down menu. In this case, only those sessions belonging to the group chosen are shown.

Figure 7-5 Administration | Administer Sessions

VPN 3000
Concentrator Series Manager

Main | Help | Support | Logout

Logged in: admin

|8 Confiquration

—~aominister Sessions
[~ Software Update
{—Svslem Rebool

L png

{—hlonitoring Refresh
[—HAccess Rights
[—Ele Manacement

L@ Certificate Management
| Monitoring

Cisco S1stius

Configuration | Administration | Monitoring

[Administration | Administer Sessions Monday, 02 December 2002 10:30: 1S5
Resetg? Refresh@

This screen shows statistics for sessions. To refresh the statistics, click Refresh. Select a Group to filter the sessions. Formore information on a
session, click on that session's name. To log out a session, click Logout in the table below. To test the network connection to a session, click Ping.

Group|~All- =

Logout All: PPTP User

Session Summary

L2TP User | IPSee User | [PSec LAN-to-L AN

Active LAN-to- | Active Remote | Active Management | Total Active || Peak Concurrent | Coneurrent || Total Camulative
LAN Sessions | Access Sessions Sessions Sessions Sessions Sessions Limit Sessions

[ 0 [ 0 | 1 [ 1 [ 2 [ 100 [ 18 |

LAN-to-LAN Sessions [ Remote Access Sessions | M; Sessions |

[ ConnectionName || IPAddress [ Proocol [ Encryption || LoginTime | Duration | BytesTx [ BytesRr [ Actions |

No LAN-to-LAN Sessions |

Remote Access Sessions

[LAN-to.l AN Sessions | Management Sessions ]

Assigned IP Address

Protocol Login Time Client Type Bytes Tx

Vscrnane Public [P Address SIO | prcrvprion Duration Version BresRe | Ao
[ No Remote Access Sessions |
Management Sessions [ LAN-to-L AN Sessions | Remats Sessions ]
[ Administracor | IPAddress || Prorocol | Emcryption | Login Time [ Duration | Actions | A
[admin [10.1.5067 [ETTe [Nene [Dec02 102527 [0:04:50 [ Logout  Ping] |

The Administer Session screen shows the peak connections by connection type as well asthe
limits on that connection type and the total number of sessions compl eted since the system was
started. You are also able to log out sessions based on the session type. Clicking on asession’s
name will give more information regarding that session.

Software Update

The Administration | Software Update screen consists of two submenu options. Thisisan
intermediate screen that is used to navigate to the software update screens for the concentrator
and clients. This screen is shown in Figure 7-6.
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Figure 7-6  Administration |

Software Update

VPN-3000

Concentrator Series Manager

- Confiquration

[—agminister Sessions

Software Update
_Ennmmtnv
ients
|—svstem Reboot
—Png
{—Honitoring Refresh

[—EHAccess Rights
[—f@HFie Wanagement

-5 Monitoring

Cisco Sustius

L@ Certificate Managemen

[Administration | Software Update
This section of the Manager lets youupdate software on the VEN 3000 Concentrator or clients.
In the left frame, or in the kist of links below, click the function you want:

. C ipdate the VEN 3000 C

« Clients —update hardware and software clients

software.

Concentrator

The Administration | Software Update | Concentrator screenisshownin Figure 7-7. Thisscreen

shows the current version of the software and allows you to upload a new version to the

concentrator.

Figure 7-7  Administration | Software Update | Concentrator

VPN 3000

Concentrator Series Manager

- Confiquration

—aominister Sessions

Software Update
Enmmﬂtm
ients
{—Svstem Rebool
—Png
{—Monitoring Refresh

[—fEHAccess Rights
[—Hie Wanagement

& Monitoring

Cisco S1stius

L@ Cerfificate Managemen |

[Administration | Software Update | Concentrator

This section lets you update the softwars on your VBN 3000 Concentrator. The VN 3000 Concentrator will verify the integrity of the software
image that you download It will take a few minutes for the upload and verification to take place. Please wait for the operation to finish.

Current Software Revision:
Cisco Systems, Ine/VEN 3000 Concentrator Version 3.6.1 Rel Aug 29 2002 18:34:44

Type in the name of the image fils below. The current image file is pn3005-3.6.1.Rel kS.bin.

Browse...

Upload | | Cancel
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NOTE

Clients

The Browse button is used to find the file you wish to upload on the workstation being used for
configuration or from the network. After uploading thefile, you will be prompted to move to
theAdministration | System Reboot screen shown later in Figure 7-9. The new softwarewill not
be activated until the system is rebooted.

During the download process, it is possible to corrupt the memory by failing to wait for thefile
transfer to complete. Therefore, you are advised to wait until the transfer is completed before
doing any operations that can cause changes to the flash memory, such aslisting, viewing,
copying, deleting, or writing files.

Updating the software will not cause any disruption in current sessions, although rebooting the
system will drop all sessions. Make sure that the current configuration is saved before
rebooting, or it will belost.

Before loading any new software, it iswise to check for caveats and bugs related to the new
software. Thiswill help eliminate surprises caused by subtle differences between software
versions. If you are loading new software in order to solve an existing problem, checking the
notes on the new software lets you know in advance if the new software will fix your problem.
Additionally, you are also cautioned to test any new software versions before deploying them
throughout the enterprise. Features such as automatically downloading software to all clients
may have disastrous effects if that software has not been tested within your organization.

After the new softwareisloaded, Cisco strongly urges that you clear the browser’s cache,
temporary files, and history files. Thiswill ensure that the next update of software does not use
an old copy. The authors prefer to clear these items both before and after updating software to
ensure that there is absolutely no possibility that an old file is chosen, even if one of the
clearings is forgotten.

The Administration | Software Update | Clients screen is used to update hardware and software
clients when they become connected to the concentrator. This screen is shown in Figure 7-8.
The Group pull-down menu allows you to update al groups or any one group.

The process for updating the client is the same as on the concentrator. You choose afile using
aBrowsefunction. The requirement to update the client is controlled through the Configuration
| User Management | Groups screen. Thisis discussed in Chapter 9, “Configuring Scalability
Features of the Cisco VPN 3002 Hardware Client.”
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Figure 7-8  Administration | Software Update | Clients

VPN 3000
Concentrator Series Manager

Main | Help | Support | Logout

Configuration | A
@ Confiquration

[Administration | Software Update | Clients
[—cominster Sessions:
Software Updste This screen allows you to update software on clieats. Select 2 group te only update clients in that group
ancentrator
= Please refer to your product documentation to determine which versions of the software client support this feature
|—Svstem Reboot .
——Pna
[—Monitoring Refresh Group =
[—EHAccess Rights
e Upgrade ClienisNow__|| Cancal

L@ Certificate Management
& Monitoring

Cisco Sustius

System Reboot

The Administration | System Reboot screen allows you to reboot the system in a controlled

manner. As shown in Figure 7-9, there are a number of rebooting options available, which are
broken down into three sections:

® Action
® Configuration
®  When to Reboot/Shutdown
Each of theseis discussed in the following sections.

Action
In the Action section, there are three straightforward choices:
® Reboot—Reboots the concentrator
® Shutdown —Shuts down without automatically rebooting
® Cancel—Cancels a pending shutdown or reboot
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Figure 7-9  Administration | System Reboot

VPN 3000 Main | Help | Support| Logout
Concentrator Series Manager Logged in: admin|

Configuration | Administration | Monitoring

[Administration | System Reboot
Save Neededq)

This section presents reboot aptions

C I youeboot, the browser may appear to hang as the device is rebaoted.

& Reboot
on € Shutdown without automatic rebaot
© Cancela scheduled reboot/shutdown

i n
L@ Certificate Management Actic
-5 Monitoring

o
‘When to Reboot/Shutdown

Apply. Cancel

Cisco Sustius

Configuration

The configuration section allows you to control what happens during the shutdown and startup
processes with the following three options:

® Savetheactive configuration at time of reboot—Is the most widely used because it
saves the current configuration when the system is shut down

® Reboot without saving theactive configur ation—Usually used when you wish to revert
to apreviously saved configuration after attempting some unsuccessful configuration
changes

® Reboot ignoring the configur ation file—Allows you to bypass the configuration file
upon rebooting, which is useful when you wish to change a very large amount of the
configuration

When to Reboot/Shutdown
The third section schedules a reboot or shutdown. You have four options:

® Now—Causesthe concentrator to take the previously chosen action immediately with no
considerations given for anyone who is presently connected to the concentrator

® Delayed by minutes—Allows the action to be delayed for a specific amount of time
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® At time—Allows the action to be delayed until a specific time

® Wait for session to ter minate—Takes the previously chosen action when the last
connection becomes inactive, with no new connections allowed until the action has been
taken, which allows for all usersto disconnect in a normal manner before the action is
taken

Clicking the Apply button enables the choices you have made.

Ping
The Administration | Ping screen, shown in Figure 7-10, is used to test connectivity. You may
enter the P address of the remote device, or you may use the host name if you areusingaDNS

server. This device sends Internet Control Message Protocol (ICMP) echo requests to the
remote device and shows the results of those requests.

Figure 7-10 Administration | Ping

VPN 3000
Concentrator Series Manager

Cisco S1stius

Monitoring Refresh

The Administration | Monitoring Refresh screen is shown in Figure 7-11. There are only

two options available on this screen. Thefirst option, the Enable check box, sets whether the
statistics screens should be refreshed. If thisbox isnot checked, the stati stics shown on ascreen
will remain the same despite the fact that the statistics are actually changing. Should the Enable
check box be checked, the statistics screens will be refreshed at the time (in seconds) specified
by the refresh period. The default for the refresh period is 30 seconds.
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Figure 7-11 Administration | Monitoring Refresh

Main | Help | Support | Logout

VPN-3000

Concentrator Series Manager

Configuration |

- Confiquration
JAdministration | Monitoring Refresh

[—administer Sessions

-Software Update Confizure monitoring refresh for this device.
ncentrotor
ents . -
R Ratoot Enable [7 Checlkto enable the refreshing of statistics screens.
- Refresh Period [30 (seconds) Enter the fine between refreshes of statistics screens.

[——Monitoring Refresh

[—HAccess Rights Apply Ga
lanagement

L@ Certifcate Wanagement

HHMonitoring
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Access Rights
The Administration | Access Rights screen is shown in Figure 7-12. This screen enables the
submenu used for setting username, password, and rights combinations; configuring the
concentrator with access control lists; and setting session timeouts. This screen also enablesthe

submenu for AAA servers.

Figure 7-12 Administration | Access Rights

Main | Help | Support | Logout

Y VPN 3000

Concentrator Series Manager Logged in: admin|

Configuration | Administration | Monitoring

& confiquration
[Administration | Access Rights:
Save Needed)

[—administer Sessions

Software Update
e ‘This section of the Manager lets you confizure administrative access to the VPN 3000 Concentrator.

lients
|—svstem Reboat -
In the left frame, o in the list of links below, click the function you want:

—png
[——Monitoring Refresh - -

o~ i . ~ passwords, and. 2l

e o Access Conirol List — IP addresses and options for administrator access

Adninsiraters o Access Settings — session timeout and limits.
ccess Control List ® AAA Servers - AAA servers for administrator access.

-Access Seffinos
AAA Servers
Mansgement
L@ Certificate Management
- Monitoring

Cisco Sustius
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Administrators
The Administration | Access Rights | Administrators screen, shown in Figure 7-13, is used to
add those users who are allowed to access the concentrator’s Configuration, Administration,
and Monitoring functions. Up to five users may be allowed this type of access. To add a user,
click the Modify button next to a username that is blank. Modifying a user is accomplished by
clicking the Modify button next to a username that is not blank. Enabling the Administrator
option givesthe user full rightsto the system. If the Enabled check box is not checked, the user
will not be able to log on to the concentrator.

Figure 7-13 Administration | Access Rights | Administrators

VPN 3000 Main | Help | Suppo

Concentrator Series Manager

JAdministration | Access Rights | Administrators

This section presents administrator users. Any changes youmeke teke effect immediately

Group
Number

U fdmin || Modiy

2 feomig || Modiy

sofse || Modiy

o fms || Modiy

§ fJeser || Modiy
Apply || Cancel

Username Properties Administrator Enabled

ha e T T T )

Cisco Sustius

Oncethe Modify button is chosen, the Administration | Access Rights | Administrators | Modify
Properties screen is shown, as shown in Figure 7-14. The usernameis entered, followed by the
password. The password is aso verified.

The Access Rights section of the Modify Properties screen contains four pull-down menus.
These menus set the permissions for their associated titles as follows:

® Authentication—Sets the rights for the user regarding authentication
® General—Setsrights for most of the concentrator

® SNMP—Dealswith SNMP-related issues

® Files—Setsrights regarding reading and writing of files
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Figure 7-14 Administration | Access Rights | Administrators | Modify Properties

VPN 3000
Concentrator Series Manager

g
JAdministration | Access Rights | Administrators | Modify Properties

This section lets you medify the propesties for administraters. Any changes you make take effect immediately.

Aceess Rights
General [Modiy Config ¥]
SNMP [Modfy Config =

Apply. Default | Cancel

Cisco Sustius

The pull-down menus for all of these options are the same. Shown in Figure 7-15, each of the
pull-down menus has four options:

® None—The concentrator will not allow the user to access the section in any manner,
including viewing and changing.

® Stats Only—This option restricts the user to those screens where statistics are displayed.

® View Config —This options alows the user to view, but not change, the current
configuration.

® Modify Config—This option allows the user to change items within the section.

Thissystem givesagreat deal of flexibility with very little complexity. For example, imaginea
user who has M odify Config access on Authentication, but None accesson files. Thisuser could
change the configuration but would not be able to save that configuration. Thiswould allow
another administrator to review the changes made before committing those changes to the file
system.

Access Control List
The Administration | Access Rights | Access Control List screen allows for adding, modifying,
and prioritizing accesslists. These accesslists are used to determinethose | P addressesthat may
access the concentrator for management functions. It isimportant to note that this accessis not
limited to HTTP and Telnet access. The access lists are also used to define those | P addresses
that may be used for SNMP, FTP, and TFTP purposes. If thelist isempty, as shown in Figure 7-16,
then all stationswill be allowed all access.
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Figure 7-15 Access Rights Choices
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Figure 7-16 Administration | Access Rights | Access Control List
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[Administration | Access Rights | Access Control List

Save Needed[]
‘This section presents administrator access control list options. Only thase IP addresses listed will have access to manage this VPN 3000

Concentrator. I'no addresses are listed, then anybody with the proper usemame password combination can access this VEN 3000 Concentrator. If
you donot add your [P address to the st first, you wil be unable to access this VPN 3000 Concentrator.

Manager
Workstations Actions

Empy —
Py Add

Modify
Deleta
Move Up
Move Down

The accesslists are very similar to the accesslists used on the Cisco PIX firewall. That is, they
rely on subnet masks, not on wildcard masks. Using 255.255.255.255 for the subnet mask spec-
ifiesasingle host, while using 0.0.0.0 for the subnet mask specifiesall hosts. Choosing Add or
Modify will bring up a screen where the | P address and subnet mask are entered. Additionally,
the group that this access list is applied to is entered.
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Moving an entry up or down will modify the order of the lists. Thisway, you may create lists
in any order and then move them to their proper position.

Access Settings

The Administration | Access Rights | Access Settings screen, shown in Figure 7-17, sets the
session idle timeout, sets the session limit, and enables configuration file encryption.

Figure 7-17 Administration | Access Rights | Access Settings

VPN 3000
Concentrator Series Manager

[Administration | Access Rights | Access Settings

This section presents General Aceess options.

Session Idle Timeout [500 (seconds) Enter the administrative session idle timeout. Limit is 1800 seconds.
Ses:

Limit [10 Enter the mavimum number of administrative sassions

@ ret
Config File Eneryption . XC° Select confizuration file encryption.
© None

Apply Cancel

-5 Monitoring

Cisco Sustius

The Session Idle Timeout is entered in seconds. This specifies the amount of time that a
connection is maintained without any activity on that session. After the timeout period without
any activity, the session will be disconnected. The maximum allowable time is 1800 seconds,
which calculates to 30 minutes. The default is 600 seconds (10 minutes).

The Session Limit is entered next. This option limits the number of concurrent management
sessions. The default is 10 sessions.

The configuration file may also be encrypted using the RC4 encryption algorithm. This option
is especially useful when storing configuration files on aremote server.

AAA Servers

The Administration | Access Rights | AAA Servers screen, shown in Figure 7-18, is an entry
screen used to navigate to the authentication screen. Click the Authentication link to continue.
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Figure 7-18 Administration

| Access Rights | AAA Servers
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Figure 7-19 Administration |
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Aswith other screensof thistype, choosing Add will allow you to add anew item, while Modify
will allow changes to a chosen item. You may also move the order of the server entries and
delete server entries, aswell astest a connection to aTACACS+ server.

NOTE Remember that the Cisco VPN 3000 Series Concentratorsonly use TACACS+ for administrator
authentication. There are no provisionsfor these concentratorsto use RADIUS or TACACS for
the authentication.

Adding a new TACACS+ server is accomplished by clicking the Add button. You are taken to
the Administration | Access Rights | AAA Servers | Authentication | Add screen, as shown in
Figure 7-20. Onthis screen, you first enter the | P address or host name of the TACACS+ server.
Thisisfollowed by the port, timeout (in seconds), and number of retries. Leaving the port
number set to zero will use the default port. Finally, enter and verify the server secret.

Figure 7-20 Administration | Access Rights | AAA Servers | Authentication | Add

VPN-3000
Concentrator Series Manager

Cisco Srstius

File Management

The Administration | File Management screen is shown in Figure 7-21. This screen enablesthe
submenu used to access the screens used for swapping the configuration file, TFTP transfers,
file uploads using HT TR, and exporting the configuration to an XML file. You may also view,
delete, or copy the configuration or log files.
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Figure 7-21 Administration | File Management
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The VPN 3000 Series Concentrators merely need an IP address entered in order to transfer the
files. Because multiple copies of the configuration file are available, you are able to move

quickly between different configurations for testing purposes.

Certificate Manager
The Administration | Certificate Management screen allows you to see all of your current certif-
icates and enroll or install new certificates. Under this screen, you have an Enrollment and
Install ation screen. These comprisethefinal screensunder the Administration section. Asshown
in Figure 7-22, the Certificate Manager screen will list al of your certificates. Chapter 5,
“Configuring Cisco VPN 3000 for Remote Access Using Digital Certificates,” providesafull

explanation of working with certificates.
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Figure 7-22 Administration | Certificate Management
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Monitoring the Cisco VPN 3000 Series Concentrator

Assuming that you have logged into the concentrator, you will be presented with the main
screen. For purposes of this section, you will be focusing on the Monitoring options. Click the
Monitoring link to start monitoring the concentrator.

You should now be on the main monitoring screen, as shown in Figure 7-23. This screen will
be used to navigate between all the monitoring options.

You areinitialy presented with six options, each of which brings you to an associated screen
asdescribed in Table 7-3. Any of these screens may have subscreens associated with them. Take
amoment to study Table 7-3, which lists all of the menu and submenu options. Knowing how
to navigate through the system will make administration easier. Knowing what options are
controlled on individual screenswill help you pass the exam. After studying the table, the next
sections explore each individual item.

Next, you begin to explore some of the options avail able through the M onitoring menu system.
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Figure 7-23 Monitoring Screen
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This section of the Manager lets you view VPN 3000 Concentrator status, sessions, statistics, and event logs
Inthe left frame, or in the list of links belorw, click the function youwant:
 Routing Table - cumrent valid routes and protocals.

o Filterable Event Log ~ current event log.
t Log - current event log.

Main | Help | Support | Logout

Logged in: admin|
Configuration | Administration | Monitoring

ftware revisions, uptime, front-panel LED:

o Sessions — all active sessions and "top ten' sessions,
o Statistics — accounting, address pools 2
filtering, HTTP, IPSec, L2TP, load balancing, NAT, PPTP, SSH, SSL, Telne