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Introduction

The primary goa of thisbook isto help you prepare to pass either the 9E0-111 or 642-521 Cisco Secure PIX Firewall
Advanced (CSPFA) exams as you strive to attain the CCSP certification, or afocused PIX certification.

Who Should Read This Book?

Network security isavery complex business. The Cisco PIX Firewall performs some very specific functions as part
of the security process. It is very important to be familiar with many networking and network security concepts
before you undertake the CSPFA certification. This book is designed for security professionals or networking
professionals who are interested in beginning the security certification process.

How to Use This Book

This book consists of 15 chapters. Each one builds on the preceding chapter. The chapters that cover specific com-
mands and configurations include case studies or practice configurations. Appendix B includes an additional “mas-
ter” case study that combines many different topics. It also has a section with configuration examples that might or
might not work. It is up to you to determine if the configurations fulfill the requirements and why.

The chapters cover the following topics:

* Chapter 1, “Network Security”—This chapter provides an overview of network security—the process and
potential threats. It also discusses how network security has become increasingly important to businesses as
companies continue to become more intertwined and their network perimeters continue to fade. Chapter 1
discusses the network security policy and two Cisco programs that can help companies design and implement
sound security policies, processes, and architecture.

* Chapter 2, “Firewall Technologiesand the Cisco PI X Firewall”—This chapter coversthe different firewall
technologies and the Cisco PI X Firewall. It examinesthe design of the PIX Firewall and discusses some of that
design’s security advantages.

e Chapter 3,"“The Cisco SecurePI X Firewall”—Chapter 3 dealswith the design of the Cisco PIX Firewall in
greater detail. It lists the different PIX models and their intended applications and discusses the various
features available with each model and how each model should be implemented.

* Chapter 4, " System Maintenance”—Chapter 4 discusses theinstallation and configuration of the Cisco PIX
Firewall OS. It covers the different configuration options that allow for remote management of the PIX.

* Chapter 5, “Understanding Cisco PI X Firewall Transglation and Connections’—This chapter covers the
different transport protocols and how the PIX Firewall handlesthem. It also discusses network addressing and
how the PIX can alter node or network addresses to secure those elements.

e Chapter 6, “Getting Started with the Cisco PI X Firewall”—This is where we really begin to get to the
“meat” of the PIX. This chapter coversthe basic commands required to make the PIX operational. It discusses
the methods of connecting to the PIX Firewall and some of the many configuration options available with the
PIX.

* Chapter 7, " Configuring Access’—This chapter coversthe different configurationsthat allow you to control
access to your network(s) using the PIX Firewall. It also covers some of the specific configurations required
to allow certain protocols to pass through the firewall.
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Chapter 8, “ Syslog”—Chapter 8 coversthe PIX Firewall’slogging functions and the configuration required
to alow the PIX Firewall to log in to a syslog server.

Chapter 9, “Cisco PIX Firewall Failover”—This chapter discusses the advantages of a redundant firewall
configuration and the steps required to configure two PIX firewallsin failover mode.

Chapter 10, “ Virtual Private Networ ks’—Many businesses have multiple locations that need to be
interconnected. Chapter 10 explains the different types of secure connections of virtual private networks that
can be configured between the PIX Firewall and other VPN endpoints. It coversthe technol ogies and protocols
used to create and maintain VPNSs across public networks.

Chapter 11, “PI X Device Manager”—The Cisco PIX Firewall can be managed using a variety of tools.
Chapter 11 discussesthe PIX Device Manager, aweb-based graphical user interface (GUI) that can be used to
manage the PIX.

Chapter 12, “ Content Filtering with the Cisco PIX Firewall”—It isacommon practice for hackersto
embed attacks into the content of aweb page. Certain types of program code are especially conducive to this
type of attack due to their interactive nature. This chapter discusses these types of code and identifies their
dangers. It also covers the different PIX configurations for filtering potentially malicious traffic passing
through the firewall.

Chapter 13, “ Overview of AAA and the Cisco PI X Firewall”—It isextremely important to ensure that only
authorized users access your network. Chapter 13 discusses the different methods of configuring the PIX
Firewall to interact with authentication, authorization, and accounting (AAA) services. This chapter also
introduces the Cisco Secure Access Control Server (CSACS), which is Cisco'sAAA server package.

Chapter 14, “ Configuration of AAA on the Cisco PI X Firewall”—This chapter discusses the specific
configuration on the PIX Firewall for communication with the AAA server, including the CSACS. It covers
the implementation, functionality, and troubleshooting of AAA on the PIX Firewall.

Chapter 15, “ Attack Guardsand Multimedia Support”—Many different attacks can be launched against a
network and its perimeter security devices. This chapter explains some of the most common attacks and how
the PIX Firewall can be configured to repel them.

Each chapter follows the same format and incorporates the following features to assist you by assessing your cur-
rent knowledge and emphasizing specific areas of interest within the chapter:

“Do | Know ThisAlready?” Quiz—Each chapter begins with aquiz to help you assess your current
knowledge of the subject. The quiz is broken into specific areas of emphasisthat allow you to determinewhere
to focus your efforts when working through the chapter.

Foundation Topics—This s the core section of each chapter. It focuses on the specific protocol, concept, or
skills you must master to successfully prepare for the examination.

Foundation Summary—Near the end of each chapter, the foundation topics are summarized into important
highlights from the chapter. In many cases, the foundation summaries include tables, but in some cases the
important portions of each chapter are simply restated to emphasize their importance within the subject matter.
Remember that the foundation portions arein the book to assist you with your exam preparation. Itisvery unlikely
that you will be able to successfully complete the certification exam by just studying the foundation topics and
foundation summaries, athough they are agood tool for last-minute preparation just before taking the exam.

Q& A—Each chapter endswith a series of review questionsto test your understanding of the material covered.
These questions are a great way to ensure that you not only understand the material but also exercise your
ability to recall facts.
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Case Studies/Scenarios—The chapters that deal more with configuring the Cisco PIX Firewall have brief
scenarios. These scenarios help you understand the different configuration options and how each component
can affect another component within thefirewall configuration. Two case studies near the end of the book allow
you to practice configuring the firewall to perform specific functions. Thereis also a section that includes
configurations that might or might not work. You are asked to determine if the configuration will work
correctly, and why or why not. Because the certification exam asks specific questions about configuring the
Cisco PIX Firewall, it is very important to become intimately familiar with the different commands and
components of the PIX configuration.

CD-based practice exam—On the CD included with this book, you'll find a practice test with more than 200
guestions that cover the information central to the CSPFA exam. With our customizable testing engine, you
can take a sample exam, either focusing on particular topic areas or randomizing the questions. Each test
question includes alink that points to arelated section in an electronic PDF copy of the book, also included
on the CD.

The Certification Exam and This Preparation Guide

The questions for each certification exam are a closely guarded secret. But even if you obtained the questions and

passed the exam, you would be in for quite an embarrassment as soon as you arrived at your first job that required

PIX skills. The point isto know the material, not just to successfully pass the exam. We know what topics you must
understand to pass the exam. Coincidentally, these are the same topics required for you to be proficient with the PIX
Firewall. We have broken these into “foundation topics” and cover them throughout this book. Table I-1 describes
each foundation topic.

Table I-1 CSPFA Foundation Topics

Reference

Number Exam Topic Description

1 Firewalls Firewalls process network traffic in three different ways. Chapter 2
discusses these technol ogies and their advantages.

2 PIX Firewall overview  Chapter 2 explainsthe PIX Firewall’s design and its advantages
compared to other firewall products.

3 PIX Firewall models Currently, the PIX Firewall has six different models. Chapter 3
discusses each model, its specifications, and how and when it is
applied.

4 PIX Firewall licensing  Chapter 3 discusses the different licensing options available for the
PIX Firewall and how each license applies.

5 User interface The CLI is one of the methods used to configure the PIX Firewall.
Chapter 6 coversthe CLI and many of the commands used to configure
the firewall.

6 Configuring the PIX Many different commands are used to configure the PIX Firewall.

Firewall These commands are discussed in Chapters 6 through 15.
7 Examining the PIX Verifying the configuration of the PIX Firewall helps you troubleshoot

Firewall status connectivity issues.
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Table I-1 CSPFA Foundation Topics (Continued)

Reference

Number Exam Topic Description

8 Timesettingand NTP It isimportant to ensure that your firewall time is synchronized with

support your network. Chapter 6 covers the commands for configuring time on
the PIX Firewall.

9 ASA security levels The Adaptive Security Algorithm is akey component of the PIX
Firewall. It is discussed in great detail in Chapters 2, 3, 5, and 6.

10 Basic PIX Firewall The basic configuration of the PIX Firewall is discussed in Chapter 6.

configuration

11 Syslog configuration Thelogging features of the PIX Firewall are covered in Chapter 8.

12 Routing configuration  Because the firewall operates at multiple layers of the OS|I model, it
can route traffic as well asfilter it. The route commands for the PIX
Firewall are discussed in Chapter 6.

13 DHCP server The PIX Firewall can function as both a DHCP server and aDHCP

configuration client. These configurations are covered in Chapters 3 and 6.

14 Transport Protocols The transport layer protocols and how they are handled by the PIX
Firewall are discussed in Chapter 5.

15 Network Address Network Address Translation is used by many different firewalls to

Trandation secure network segments. Thisis discussed in Chapters 5 and 6.
16 Port Address Port Address Trandation is a method used by the PIX Firewall to NAT
Trandlations multiple internal sourcesto asingle external address. This
configuration is covered in Chapters 5 and 6.
17 Configuring DNS As aperimeter device, the PIX Firewall must support the Domain
support Name Service. Configuring DNS on the PIX is discussed in Chapter 5.

18 ACLs Access control lists are used to alow or deny traffic between different
network segments that attach viathe PIX Firewall. Configuring ACLs
is discussed in Chapter 7.

19 Using ACLs Configuring ACLs is discussed in Chapter 7.

20 URL filtering The PIX Firewall can be configured to work with other productsto
perform URL content filtering. Thisis done to ensure that users use
company assets in accordance with company policies. Configuring the
PIX for content filtering is discussed in Chapter 12.

21 Overview of object Service, host, and network objects can be grouped to make processing

grouping by the firewall more efficient. Object grouping is discussed in Chapter
7.
22 Getting started with Object grouping is discussed in Chapter 7.
group objects
23 Configuring group Object grouping is discussed in Chapter 7.

objects
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Table I-1 CSPFA Foundation Topics (Continued)

Reference

Number Exam Topic Description

24 Nested object groups  Object groups can be nested into other object groups. Object grouping
isdiscussed in Chapter 7.

25 Advanced protocols Many advanced protocols require special handling by the firewall.
Some protocols require multiple inbound and outbound connections.
The handling of advanced protocols by the PIX Firewall isdiscussedin
Chapter 7.

26 Multimedia support Multimedia protocols are considered advanced protocols. The handling
of advanced protocols by the PIX Firewall is discussed in Chapter 7.

27 Attack guards The PIX Firewall can be configured to recognize an attack and react to
it. Thisis covered in Chapter 15.

28 Intrusion detection The PIX Firewall can be configured to perform as an Intrusion
Detection System aswell asafirewall. It al'so can be configured to
work with external IDSs. These issues are covered in Chapter 15.

29 Overview of AAA AAA isamethod of ensuring that you can verify who is accessing your
network resources, restrict their access to specific resources, and keep
track of what actions they take on the network. Configuring the PIX
Firewall to support AAA isdiscussed in Chapters 13 and 14.

30 Installation of CSACS CSACSisaCisco AAA server product. Installing and configuring

for Windows NT/2000 CSACSis covered in Chapter 13.

31 Authentication Configuring CSACS is discussed in Chapters 13 and 14.

configuration

32 Downloadable ACLs Configuring CSACS is discussed in Chapters 13 and 14.

33 Understanding Mission-critical systems require high-availability solutionsto

failover minimize any chance of network outages. Two PIX firewalls can be
configured as a high-availability solution. This configuration is covered
in Chapter 9.
34 Failover configuration  PIX failover configuration is discussed in Chapter 9.
35 LAN-based failover PIX failover configuration is discussed in Chapter 9.
configuration
36 PIX Firewall enablesa  Dedicated circuits between different locations can be cost-prohibitive.
secure VPN It ismuch less expensive and just as secure to create an encrypted
connection between those locations across public network space.
Configuring virtual private networksis discussed in Chapter 10.

37 IPSec configuration Configuring virtual private networks is discussed in Chapter 10.

tasks

38 Prepare to configure Both ends of avirtual private network must have a termination point.

VPN support The PIX Firewall can be configured as aVPN termination point.

Configuring virtual private networks is discussed in Chapter 10.




XXVii

Table I-1 CSPFA Foundation Topics (Continued)
Reference
Number Exam Topic Description
39 Configure IKE IKE is akey exchange method used to ensure that the encrypted
parameters connection is not easily compromised.
Configuring virtua private networks is discussed in Chapter 10.
40 Configure IPSec IP Security (IPSec) is astandard for creating an encrypted VPN
parameters connection. Configuring virtual private networks is discussed in
Chapter 10.
41 Test and verify VPN Configuration and troubleshooting of Virtual Private Networksis
configuration discussed in Chapter 10.
42 Cisco VPN Client Remote users can create aVPN from their computers to the company
network using VPN client software. Configuring virtual private
networks and VPN client software is discussed in Chapter 10.
43 Scale PIX Firewall Configuring virtua private networks is discussed in Chapter 10.
VPNs
44 PPPoE and the PIX PPPOE is used to connect multiple hosts viaasingle dialup or
Firewall broadband connection. Some PIX Firewall models support PPPoE.
Thistopic is covered in Chapter 10.
45 Remote access The PIX Firewall can be managed either locally or remotely.
Configuring the PIX to allow remote accessis discussed in Chapter 4.
46 Command-level Remote management of the PIX Firewall is discussed in Chapter 4.
authorization
47 PDM overview The PIX Device Manager (PDM) is aweb-enabled tool for remote
management of the PIX Firewall. Remote management of the PIX
using the PDM is discussed in Chapter 11.
48 PDM operating The PIX Device Manager (PDM) is aweb-enabled tool for remote
regquirements management of the PIX Firewall. Remote management of the PIX
using the PDM isdiscussed in Chapter 11.
49 Prepare for PDM The PIX Device Manager (PDM) is aweb-enabled tool for remote
management of the PIX Firewall. Remote management of the PIX
using the PDM is discussed in Chapter 11.
50 Using PDM to The PIX Device Manager (PDM) is aweb-enabled tool for remote
configure the PIX management of the PIX Firewall. Remote management of the PIX
Firewall using the PDM is discussed in Chapter 11.
51 Using PDM tocreate  The PIX Device Manager (PDM) is aweb-enabled tool for remote
asite-to-site VPN management of the PIX Firewall. Remote management of the PIX
using the PDM isdiscussed in Chapter 11.
52 Using PDM tocreate  The PIX Device Manager (PDM) is aweb-enabled tool for remote

aremote accessVPN

management of the PIX Firewall. Remote management of the PIX
using the PDM is discussed in Chapter 11.
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Overview of the Cisco Certification Process

The network security market is currently in a position where the demand for qualified engineers vastly exceeds the
supply. For this reason, many engineers consider migrating from routing/networking to network security. Remember
that network security is simply security applied to networks. This sounds like an obvious concept, but it isavery

important oneif you are pursuing your security certification. You must be very familiar with networking before you
can begin applying security concepts. All CCSP candidates must first pass the Cisco Certified Networking Associ-
ate (CCNA) exam. The skills required to complete the CCNA give you a solid foundation that you can expand into

the Network Security field.

Table 1-2 contains alist of the examsin the CCSP certification series. Because all exam information is managed by
Cisco Systems and is therefore subject to change, candidates should continually monitor the Cisco Systems site for
course and exam updates at www.cisco.com/go/training.

Table I-2 CCSP Certification Exams
Exam Number |Exam Name Comments on Upcoming Exam Changes
640-100 MCNS 3.0, Managing |In Summer 2003, a new exam, SECUR 642-501,
Cisco Network will become available. This exam will eventually
Security replace the 640-100 exam. If recertification
candidates pass this exam, they will be considered
recertified at the CCNA or CCDA level.
9E0-111 CSPFA 3.0, Cisco By Summer 2003, a new exam will be available
Secure PIX Firewall to certification candidates taking the PIX exam:
Advanced Exam 642-521. Note that the renumbering signifies that
those passing this exam will be considered
recertified at the CCNA or CCDA level. There are
no significant changes between the 9E0-111 exam
and the 642-521 exam.
9E0-100 CSIDS 3.0, Cisco There are no anticipated changesto this exam as of
Secure Intrusion the timethat this book was printed. Be sureto refer
Detection Systems to the Cisco Systems website for current
information regarding exam numbers and content.
9E0-121 CSVPN 3.0, Cisco By Summer 2003, a new exam will be available
Secure Virtual Private  |to certification candidates taking the VPN exam:
Networks 642-511. Note that the renumbering signifies that
those passing this exam will be considered
recertified at the CCNA or CCDA level. There are
no significant changes between the 9E0-121 exam
and the 642-511 exam.
9E0-131 CSl 1.0, Cisco SAFE There are no anticipated changesto this exam as of
Implementation thetime that this book was printed. Be sureto refer
to the Cisco Systems website for current
information regarding exam numbers and content.
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Taking the CSPFA Certification Exam

Aswith any Cisco certification exam, it is best to be thoroughly prepared before taking the exam. There is no way
to determine exactly what questions are on the exam, so the best way to prepareisto have a good working knowledge
of all subjects covered on the exam. Schedule yourself for the exam, and be sure to be rested and ready to focus
before taking the exam.

The best place to find the |atest available Cisco training and certifications is www.cisco.com/go/training.

Tracking CCSP Status

You can track your certification progress by checking the Certification Tracking System at https://www.certman-
ager.net/~cisco_s/login.html. You must create an account, using information found on your score report, the first
time you log on to thissite. Exam results take up to 10 days to be updated.

How to Prepare for the Exam

The best way to prepare for any certification exam is to use a combination of the preparation resources, labs, and
practice tests. This book integrates some practice questions and labs to help you better prepare. If possible, you
should get some hands-on time with the Cisco PIX Firewall. Thereis no substitute for experience, and it is much
easier to understand the commands and concepts when you can actually see the PIX in action. If you do not have
accessto aPIX, avariety of smulation packages are available for areasonable price. Last, but certainly not least,
Cisco.com provides awealth of information about the PIX and al the productsit interacts with. No single source
can adequately prepare you for the CSPFA exam unless you already have extensive experience with Cisco products
and a background in networking or netowrk security. At aminimum, you will want to use this book combined with
www.cisco.com/public/support/tac/lhome.shtml to prepare for the exam.

Assessing Your Exam Readiness

After completing anumber of certification exams, | have found that you don’t really know if you're adequately prepared
for the exam until you have completed about 30% of the questions. At this point, if you aren’'t prepared, it'stoo late.
First, always be sure that you are preparing for the correct exam. This book helps you assess your readiness for
either of the following two CSPFA exams: 9EO-111 and 642-521. The best way to determine your readinessisto
work through the “Do | Know ThisAlready?’ quizzes, the Q& A questions at the end of each chapter, and the case
studies and scenarios. It is best to work your way through the entire book unless you can compl ete each subject
without having to do any research or look up any answers.

Cisco Security Specialists in the Real World

Cisco has one of the most recognized names on the Internet. You cannot go into a data center or server room with-
out seeing some Cisco equipment. Cisco certified security specialists can bring quite abit of knowledge to the table
dueto their deep understanding of the relationship between networking and network security. Thisiswhy the Cisco
certification carries such clout. Cisco certifications demonstrate to potential employers and contract holders a cer-
tain professionalism and the dedication required to complete agoal. Face it: If these certifications were easy to
acquire, everyone would have them.
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PIX and Cisco I0S Software Commands

A firewall or router is not normally something you fiddle with. After you have it properly configured, you tend to
leave it done until thereis a problem or until you need to make some other configuration change. Thisiswhy the
question mark (?) is probably the most widely used Cisco |0S Software command. Unless you have constant expo-
sure to this equipment, it can be difficult to remember the numerous commands required to configure devices and
troubleshoot problems. Most engineers remember enough to go in the right direction and use the ? to recall the cor-
rect syntax. Thisislifein the rea world. However, the ? is unavailable in the testing environment. Many questions
on the exam require you to select the best command to perform a certain function. It is extremely important to
become familiar with the different commands and their respective functions.

Conventions Used in This Book
This book uses the following Cisco Systems, Inc. syntax conventions:

* Bold indicates acommand or keyword that the user entersliterally as shown.
« Italicindicates acommand argument or option for which the user supplies avalue.

e Thevertical bar/pipe symbol (|) separates aternative, mutually exclusive command options. That is, the user
can enter one and only one of the options divided by the pipe symbol.

» Square brackets ([ ]) indicate an optional element for the command.
e Braces({ }) indicate arequired option for the command. The user must enter this option.

»  Braceswithin brackets ([{ }]) indicate arequired choiceif the user implements the command's optiona e ement.

Rules of the Road

We have always found it confusing when different addresses are used in the examples throughout a technical publi-
cation. For this reason, we use the address space shown in Figure |-1 when assigning network segmentsin this
book. Note that the address space we have selected is al reserved space per RFC 1918. We understand that these
addresses are not routable across the Internet and are not normally used on outside interfaces. Even with the mil-
lions of |P addresses available on the Internet, there is a slight chance that we could have chosen to use an address
that the owner did not want published in this book.
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Figure I-1  Addressing for Examples
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It is our hope that this will help you understand the examples and the syntax of the many commands required to
configure and administer the Cisco PIX Firewall.



Rather than jumping directly into what you need to know for the CSPFA 9E0-111 examination,
we felt it more important for you to understand some background information about
network security and why it isan integral part of businesstoday. After all, passing the examis
nice, but understanding what the position of network security professional entailsiscritica.



CHAPTER 1

Network Security

In the past, information security was aterm used to describe the physical security measures
used to keep vital government or business information from being accessed by the public
and to protect it against alteration or destruction. This was done by storing valuable
documentsin locked filing cabinets or safes and restricting physical access to areas where
those documents were kept. With the proliferation of computers and electronic media, the
old way of accessing datachanged. Astechnology continued to advance, computer systems
were interconnected to form computer networks, allowing systems to share resources,
including data. The ultimate computer network, which interconnects almost every publicly
accessible computer network, is the Internet. Although the methods of securing data have
changed dramatically, the concept of network security remains the same as that of infor-
mation security.

Because computers can warehouse, retrieve, and process tremendous amounts of data, they
are used in nearly every facet of our lives. Computers, networks, and the Internet are an
integral part of many businesses. Our dependence on computers continues to increase as
businesses and individuals become more comfortable with technology and as technology
advances make systems more user-friendly and easier to interconnect.

A single computer system requires automated tools to protect data on that system from
users who have local system access. A computer system that is on anetwork (adistributed
system) requiresthat the data on that system be protected not only fromlocal access but also
from unauthorized remote access and from interception or ateration of data during trans-
mission between systems.

Vulnerabilities

To understand cyber-attacks, you must remember that computers, no matter how advanced,
are still just machines that operate based on predetermined instruction sets. Operating
systemsand other software packages are simply compiled instruction setsthat the computer
uses to transform input into output. A computer cannot determine the difference between
authorized input and unauthorized input unless this information is written into the
instruction sets. Any point in a software package at which a user can alter the software or
gain access to a system (that was not specifically designed into the software) iscalled a
vulnerability. In most cases, a hacker gains accessto a network or computer by exploiting
avulnerability. It is possible to remotely connect to a computer on any of 65,535 ports. As
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hardware and software technol ogy continueto advance, the“ other side” continuesto search
for and discover new vulnerabilities. For thisreason, most software manufacturers continue
to produce patches for their products as vulnerahilities are discovered.

Threats
Potential threats are broken into the following two categories:

® Structured threats—Threats that are preplanned and focus on a specific target. A
structured threat is an organized effort to breach a specific network or organization.

® Unstructured threats—This threat is the most common because it is random and
tends to be the result of hackers looking for atarget of opportunity. An abundance of
script files are available on the Internet to users who want to scan unprotected
networks for vulnerabilities. Because the scripts are free and run with minimal input
from the user, they are widely used across the Internet. Many unstructured threats are
not of amalicious nature or for any specific purpose. The people who carry them out
are usually just novice hackers looking to see what they can do.

Types of Attacks

The motivations for cyber-attackers are too numerous and varied to list. They range from
the novice hacker who is attracted by the challenge to the highly skilled professional who
targets an organization for a specific purpose (such as organized crime, industrial
espionage, or state-sponsored intelligence gathering). Threats can originate from outside
the organization or from inside. External threats originate outside an organization and
attempt to breach a network either from the Internet or via dialup access. Internal threats
originate from within an organization and are usually the result of employees or other
personnel who have some authorized accessto internal network resources. Studiesindicate
that internal threats perpetrated by disgruntled employees or former employees are respon-
sible for the majority of network security incidents within most organizations.

There are three mgjor types of network attacks, each with its own specific goal:

® Reconnaissance attacks—An attack designed not to gain access to a system or
network, but only to search for and track vulnerabilities that can be exploited later.

® Accessattacks—An attack designed to exploit avulnerability and to gain accessto a
system on a network. After gaining access, the user can

— Retrieve, alter, or destroy data
— Add, remove, or change network resources, including user access
— Install other exploits that can be used later to gain access to the network

® Denial of service (DoS) attacks—An attack designed solely to cause an interruption
on acomputer or network.
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Reconnaissance Attacks

The goal of thistype of attack isto perform reconnai ssance on acomputer or network. The
goal of thisreconnaissanceisto determine the makeup of thetargeted computer or network
and to search for and map any vulnerabilities. A reconnaissance attack can indicate the
potential for other, more-invasive attacks. Many reconnaissance attacks are written into
scriptsthat allow novice hackers or script kiddiesto launch attacks on networks with afew
mouse clicks. Here are some of the more common reconnaissance attacks:

Domain Name Service (DNS) queries—A DNS query provides the unauthorized
user with such information as what address space is assigned to a particular domain
and who owns that domain.

Ping sweeps—A ping sweep tellsthe unauthorized user how many hostsare activeon
the network. It is possible to drop ICMP at the perimeter devices, but this occurs at
the expense of network troubleshooting.

Vertical scans—This involves scanning the service ports of a single host and
requesting different services at each port. This method allows the unauthorized user
to determine what type of operating system and services are running on the computer.

Horizontal scans—This involves scanning an address range for a specific port or
service. A very common horizontal scan isthe FTP sweep. Thisis done by scanning
a network segment, looking for replies to connection attempts on port 21.

Block scans—This isacombination of the vertical scan and the horizontal scan. In
other words, it scans a network segment and attempts connections on multiple ports
of each host on that segment.

Access Attacks

Asthenameimplies, the goal of an accessattack isto gain accessto acomputer or network.
Having gained access, the user can perform many different functions. These functions can
be broken into three distinct categories:

I nter ception—Gaining unauthorized access to aresource. This could be accessto
confidential data such as personnel records, payroll, or research and devel opment
projects. As soon as the user gains access, he might be able to read, write to, copy, or
movethisdata. If anintruder gains access, the only way to protect your sensitive data
isto saveitin an encrypted format (beforehand). This preventstheintruder from being
able to read the data.

M odification—Having gained access, the unauthorized user can alter the resource.
Thisincludes not only altering file content, but also altering system configurations,
unauthorized system access, and unauthorized privilege escalation. Unauthorized
system accessis achieved by exploiting avulnerability in either the operating system
or a software package running on that system. Unauthorized privilege escalation is
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when auser who has alow-level but authorized account attempts to gain higher-level
or more-privileged user account information or increase hisprivilegelevel. Thisgives
him greater control over the target system or network.

® Fabrication—With accessto the target system or network, the unauthorized user can
createfalse objectsand introducetheminto the environment. Thiscaninclude altering
data or inserting packaged exploits such asavirus, worm, or Trojan horse, which can
continue attacking the network from within.

— Virus—Computer viruses range from annoying to destructive. They consist
of computer code that attaches itself to other software running on the
computer. Thisway, each time the attached software opens, the virus
reproduces and can continue growing until it wreaks havoc on the infected
computer.

— Worm—A worm is avirus that exploits vulnerabilities on networked
systemsto replicateitself. A worm scans a network, looking for acomputer
with a specific vulnerability. When it finds a host, it copiesitsalf to that
system and begins scanning from there as well.

— Trojan horse—A Trojan horseisaprogram that usually claimsto perform
one function (such as a game) but does something completely different
(such as corrupting data on your hard disk). Many different types of Trojan
horses get attached to systems. The effects of these programs range from
minor user irritation to total destruction of the computer’s file system.
Trojan horses are sometimes used to exploit systems by creating user
accounts on systems so that an unauthorized user can gain access or upgrade
his privilege level.

Denial of Service (DoS) Attacks

A DoS attack is designed to deny user access to computers or networks. These attacks
usually target specific services and attempt to overwhelm them by making numerous
reguests concurrently. If asystem isnot protected and cannot react to a DoS attack, it can
be very easy to overwhelm that system by running scripts that generate multiple requests.
Itis possible to greatly increase a DoS attack’s magnitude by launching it from multiple
systems against asingle target. This practiceis called adistributed denial of service attack
(DDoS). A common practice by hackersisto use a Trojan horse to take control of other
systems and enlist them in a DDoS attack.



Network Security Policy 7

Network Security Policy

The network security policy isthe core of the network security process. Every company
should have awritten network security policy. At a minimum, that policy should fulfill the
following objectives:
® Analyzethe threat based on the type of business performed and type of network
exposure.
® Determine the organization’s security requirements.
® Document the network infrastructure and identify potential security breach points.

® |dentify specific resources that require protection and devel op an implementation
plan.

NOTE An effective network security policy must include physical security to prevent unauthorized
users from gaining local access to equipment.

The security processistheimplementation of the security policy. Itisbroken into four steps
that run continuously, as shown in Figure 1-1.

Figure 1-1  Security Process
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Step 1: Secure

Step 1 isimplementing your network security design. This includes hardening your
network systems by installing security devices such as firewalls, intrusion detection
sensors, and AAA (authentication, authorization, and accounting) servers. Firewallson the
network perimeter prevent unwanted traffic from entering the network. Firewallswithinthe
network verify that only authorized traffic moves from one network segment to another.
Restrict access to resources to only authorized users, and implement a strong password
convention. Implement data encryption to protect data passing from one network to another
across an unsecured connection (viathe Internet) or to protect sensitive data within your
network. The Cisco PIX Firewall and Cisco Secure DS are both industry-leading network
security devices. The purpose of this step is to prevent unauthorized access to the network
and to protect network resources.

Step 2: Monitor

Step 2 is monitoring the network. By installing the Cisco Secure IDS at key points of the
network, you can monitor both internal and external traffic. It isimportant to monitor both
internal and external traffic, because you can check for violations of your network security
policy frominternal sourcesand attacksfrom external sourcesand determineif any external
attacks have breached your network. All your perimeter devices, including firewalls and
perimeter routers, can provide log data. Thislog data can and should be filtered to look for
specific incidents.

Step 3: Test

Step 3 involves testing the effectiveness of your security design. Verify that the security
equipment is properly configured and functioning correctly. The Cisco Secure Scanner is
an excellent tool for verifying the capabilities of your design and determining how effective
your security devices will be asthey are currently configured.

Step 4: Improve

Step 4 involvesthe datafrom your intrusion detection sensors and your test datato improve
the design. An effective security policy isalwaysawork in progress. It continuesto improve
with every cycle of the process. This does not necessarily mean implementing new
hardware with every cycle. It could be changing certain company procedures or
documenting new potential threats and vulnerabilities.

It is very important to remember that security is an ongoing process that is based on the
security policy.
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AVVID and SAFE

Cisco hastwo programs in place—AVVID and SAFE—to help network architects design
secure network solutions. Both of these programs are based on proven solutions that have
been tested for full functionality and interoperability.

What Is AVVID?

AWID isthe Cisco Architecture for Voice, Video, and Integrated Data. AVVID is an open
architecturethat isused by Cisco partnersto devel op various solutions. Every Cisco partner
solution is rigorously tested for interoperability with Cisco products. AVVID is designed
for large enterprise networks requiring an infrastructure that can support emerging applica-
tions such as | P tel ephone, content delivery, and storage. This network of networ ks concept
allows the use of a single network infrastructure to support the concurrent operation of
multiple solutions. The Cisco Enterprise Solutions Engineering team creates design guides
for use when planning enterprise network infrastructure using Cisco products, software,
and features. These solutions provide the following benefits:

® Network performance, measured by the following three metrics rather than just
throughpuit:

— Application response time—This metric measures how well an
application responds to changes on a network and how well it responds to
network congestion and changesiits link speed.

— Device performance—This metric measures the limitationsin
performance of individual network devices such as switches or routers. A
poorly performing device can become a bottleneck to the network, so it is
important that devices are not overtaxed. Device performance measures
errors, drops, and CPU usage as well as packet-per-second throughpuit.

— Protocol performance—This metric measures the ability of devicesto
operate dynamically by verifying that devices and the network can handle
the use of routing protocols and the Spanning-Tree Protocol (STP).

® Scalability must allow a network to grow into the future. The network must be
designed to alow growth in the following areas:

— Topology—A topology must be selected so that changes do not require
major reconfiguration of the entire network.

— Addressing—The addressing scheme should allow for changes with a
minimum impact on the addressing scheme and should allow for route
summarization.

— Routing protocols—Thedesign should be such that changesin the network
are easily handled by the routing protocols.

® Availability isaways amajor concern to network managers. A network’s ability to
overcome outages and adapt to changes is paramount. Three availability issues are
incorporated into the AVVID design model:



10 Chapter 1: Network Security

— Equipment and link redundancy—This includes not only redundant
components and high-availability configurations, but also redundancy within
the equipment, such as dual power supplies and other features designed into
the modular products.

— Protocol resiliency—The focus here is to use the most resilient protocol.
Multiple redundant protocols do not necessarily provide the best solution.

— Network capacity design—A network design that allows for significant
expansion in the event of aredundant link failure.

The AVVID network infrastructure design incorporates many different topologies and
technologies to provide optimum efficiency and stability.

What Is SAFE?

Cisco's Secure Blueprint for Enterprise Networks (SAFE) isaguide for network designersfocusing
on theimplementation of secure enterprise networks. It isbased on Cisco AVVID. SAFE uses best
practices and the interoperakility of various Cisco and Cisco Partner products. It usesthefollowing
design fundamentals (from the Cisco Systems SAFE white paper, copyright 2000):

® Security and attack mitigation based on policy

®  Security implementation throughout the infrastructure (not just specialized security
devices)

® Secure management and reporting

® Authentication and authorization of users and administrators to critical network
resources

® Intrusion detection for critical resources and subnets
® Support for emerging networked applications
The SAFE Network Security Blueprint is composed of the critical areas of network security:

® Perimeter security—Protects access to the network by controlling access on the
network’s entry and exit points

®  Secureconnectivity—Provides secure communicationsviavirtual private networks (V PNS)
® Application security—Ensuresthat critical servers and applications are protected
® |dentity—Solutions that provide secure authentication and authorization

® Security management and monitoring—Allows for centralized management of
security resources and the detection of unauthorized activity on the network

NOTE Cisco SAFE Implementation 1.0 (exam 9E0-131) wasrel eased on December 31, 2002, and is
arequirement for the CCSP Certification. For more information, refer to www.cisco.com/go/
certifications
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Q&A

The questions in this section are designed to ensure your understanding of the concepts
discussed in this chapter.

The answers to these questions can be found in Appendix A.

1 Trueor false: Network security means locking your computer in afiling cabinet.
2 What isthe goal of areconnaissance attack?

3 Trueor fase: A horizontal scan affects more hosts on a network than a vertical scan.
4 True or false: To secure your network, you only need to install afirewall.

5 What isthe difference between a security policy and a security process?



This chapter coversthe following exam topicsfor the Secure PIX Firewall Advanced Exam
(CSPFA 9E0-111):

1. Firewalls
2. PIX Firewall Overview



CHAPTER 2

Firewall Technologies and the
Cisco PIX Firewall

The Cisco PIX Firewall isone of many firewalls on the market today. Different manufac-
turers employ different technologies in their designs. This chapter discusses the different
technologies and how they are applied on the Cisco PIX Firewall.

How to Best Use This Chapter

This chapter is straightforward. It covers afew basic concepts and discusses how they are
applied to the Cisco PIX Firewall. There are few questionsin the “Do | Know This
Already?’ section, few review questions, and no scenarios. The fact that thistopic is easy
does not make it any less important. On the contrary, the concepts in this chapter are the
foundation of much of what you need to understand to pass the CSPFA Certification Exam.
Unlessyou do exceptionaly well onthe“Do | Know ThisAlready?’ pretest and are 110%
confident in your knowledge of thisarea, | recommend that you read through the entire chapter.

“Do | Know This Already?” Quiz

The purpose of this quiz isto help you determine your current understanding of the topics
covered in this chapter. Write down your answers and compare them to the answersin
Appendix A. If you haveto look at any references to correctly answer these questions, you
should definitely read the entire chapter.

1 What are the three basic firewall technologies?

2 Of thethreefirewall technologies, which one generates a separate connection on
behalf of the requestor and usually operates at the upper layers of the OSI model ?

3 Which firewall technology is commonly implemented on a router?

4 What items does a packet filter look at to determine whether to allow the traffic?
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6
7
8

9

What firewall technology does the Cisco PIX Firewall use?

A Proxy filtering

B Packet filtering

C Stateful inspection

D Proxy inspection

What are the advantages of the Cisco PIX Firewall over competing firewall products?
How many PIX firewalls can you operate in a high-availability cluster?

What isthe ASA, and how does the Cisco PIX Firewall useit?

Why is cut-through proxy more efficient than traditional proxy?

Check your answerswith Appendix A. Remember that thissectionisnot caled “How MuchAm
| Familiar With?". If you did not do extremely well in this section, you should read this chapter.
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Foundation Topics

Firewall Technologies

Firewalls are the key equipment used for network perimeter security. The function of a
firewall isto permit or deny traffic that attempts to pass through it based on specific pre-
defined rules. All firewalls perform the function of examining network traffic and affecting
thistraffic based on the rule set, however the methods they employ can be different. There
are three different types of firewall technologies:

® Packet filtering
® Proxy
® Stateful inspection

Packet Filtering

A packet-filtering firewall simply inspects incoming traffic at the transport layer of the
Open System Interconnection (OSl) reference model. The packet-filtering firewall
analyzes TCP or UDP packets and compares them to a set of established rules called an
access control list (ACL). Packet filtering inspects the packet for only the following
elements:

® Source |P address

® Source port

® Destination | P address
® Destination port

® Protocol

NOTE In addition to the elementsjust listed, some packet-filtering firewalls check for header
information to determineif the packet isfrom anew connection or an existing connection.

These elementsare compared to the ACL (rule set) to determineif the packetsare permitted
or denied. Some of the disadvantages of packet filtering are asfollows:

® ACLscan be very complex and difficult to manage.

® A packet-filtering firewall can be tricked into permitting access to an unauthorized
user falsely representing himself (spoofing) with an |P address that is authorized by
the ACL.
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® Many new applications (such as multimediaapplications) create multiple connections
on random ports with no way to determine which ports will be used until the
connection is established. Because access lists are manually configured, it isvery
difficult to provide support for these applications.

Packet filtering is afeature that is commonly used on routers. Chapter 7, “ Configuring
Access,” discusses ACLs as applied to the Cisco PIX Firewall in greater detail.

Proxy

proxy, n, the agency of aperson who acts as a substitute for another person; authority to act
for another. (New Webster’s Dictionary of the English Language)

Although this definition does not define a proxy firewall, the function is very similar. A
proxy firewall, commonly called a proxy server, acts on behalf of hosts on the protected
network segments. The protected hosts never make any connectionswith the outside world.
Hosts on the protected network send their requests to the proxy server, where they are
authenticated and authorized. At this point, the proxy server sends a request on behalf of
the requesting host to the external host and forwards the reply to the requesting host.
Proxies run at the upper layers of the OSI reference model. Most proxy firewalls are
designed to cache commonly used information to expedite the response time to the
requesting host. The processing workload required to perform proxy servicesis significant
and increases with the number of requesting hosts. Large networks usually implement
several proxy serversto avoid problems with throughput. The number of applications that
arequesting host can access viaaproxy islimited. By design, proxy firewalls support only
specific applicationsand protocols. The major disadvantage of proxy serversisthat they are
applications that run on top of operating systems. A device can be only as secure as the
operating systemit isrunning on. If the operating system is compromised, the unauthorized
user can take control of the proxy firewall and gains accessto the entire protected network.

Stateful Inspection

Stateful inspection, also called stateful packet filtering, isacombination of packet filtering
and proxy services. Thistechnology isthe most secure and provides the most functionality
because connections are not only applied to an ACL , but arelogged into a state table. After
aconnectionisestablished, all session dataiscompared to the statetable. If the session data
does not match the state table information for that connection, the connection is dropped.
Chapter 3, “The Cisco Secure PIX Firewall,” covers stateful inspection in further detail.

Stateful packet filtering is the method used by the Cisco PIX Firewall.
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Cisco PIX Firewall

Four major characteristics of the Cisco Secure PIX Firewall’s design make it aleading-
edge, high-performance security solution:

® Secure real-time embedded system
® Adaptive Security Algorithm

® Cut-through proxy

® Redundancy

Secure Real-Time Embedded System

Unlike most firewalls, the Cisco PIX Firewall runs on asingle proprietary embedded
system. Whereas most firewalls run afirewall application over ageneral -purpose operating
system, the PIX hasasingle system that isresponsible for operating the device. Thissingle
systemis beneficial for the following reasons:

® Better security—The PIX operating environment is a single system that was
designed with functionality and security in mind. Because there is no separation
between the operating system and the firewall application, there are no known
vulnerahilities to exploit.

® Better functionality—The combined operating environment requires fewer steps
when you configure the system. For example, if multiple | P addressesare bound to the
external interface of an application firewall that runs over ageneral operating system,
you must configure the networking portions (that is, Address Resolution Protocol
[ARP] entries and routing) on the operating system and then apply the ACLs or rules
in the firewall application. On the Cisco PIX Firewall, al these functions are
combined into asingle system. As soon as an | P address is bound to an interface, the
PIX automatically replies to ARP requests for that address without its having to be
specifically configured.

® Better performance—Because the operating environment is asingle unit, it allows
for streamlined processing and much greater performance. The Cisco PIX 535
Firewall can handle 500,000 concurrent connections while maintaining stateful
inspection of all connections.

Adaptive Security Algorithm (ASA)

The Adaptive Security Algorithmisthe key to stateful connection control on the Cisco PIX
Firewall. It creates a stateful session flow table (also called the state table). Source and
destination addresses and other connection information are logged into the state table. By
using the ASA, the Cisco PIX Firewall can perform stateful filtering on the connectionsin
addition to filtering packets.
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Cut-Through Proxy

Cut-through proxy is a method of transparently performing authentication and authori-
zation of inbound and outbound connections at the firewall. Cut-through proxy requires

very little overhead and provides a significant performance advantage over application
proxy firewalls.

Redundancy

The Cisco Secure PIX 515 series and above can be configured in pairs with a primary
system and a hot standby. This redundancy and stateful failover make the PIX ahigh-avail-
ability solution for usein protecting critical network segments. If the primary firewall fails,
the secondary automatically assumes the load, dramatically reducing the chances of a

network outage. Failover is discussed in greater detail in Chapter 9, “Cisco PIX Firewall
Failover.”
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Foundation Summary

The three firewall technologies are packet filtering, proxy, and stateful inspection. The
Cisco PIX Firewall utilizes stateful inspection and further increases security with the
Adaptive Security Algorithm. The PIX is more secure and more efficient than competing
firewalls because it is a single operating environment rather than afirewall application
running on another operating system. The Cisco PIX Firewall can be configured in pairsto
reduce the possibility of an outage due to system failure.
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Q&A

As mentioned in the Introduction, the questions in this book are written to be more difficult
than what you should experience on the exam. The questions are designed to ensure your
understanding of the concepts discussed in this chapter and to adequately prepare you to
complete the exam. Use the simulated exams on the CD to practice for the exam.

The answers to these questions can be found in Appendix A.

1
2

True or false: Packet filtering can be configured on Cisco routers.

What design feature allows the Cisco Secure PIX Firewall to outperform conventional
application firewalls?

A The Packet Selectivity Algorithm

B  Super-packet filtering

C A single embedded operating environment
D Hot standby proxy processing

Trueor false: Cut-through proxy technology allows usersto do anything they want after
authenticating at the firewall.

What steps are required to add an ARP entry to a Cisco PIX Firewall?
A Edit the /etc/interfaces/outside/arp.conf file.

B Youdon't need to add an ARP entry on a PIX Firewall.

C Addthe ARP entry using the GUI interface.

D Usetheset arp command in interface config mode.

True or false: There is no limit on the number of connections an application proxy
firewall can handle.

True or false: The Adaptive Security Algorithm requires a tremendous amount of
processing by the firewall. Even though it is not very efficient, the PIX can handle it.

Trueor false: Redundancy allowsyouto configuretwo or more PIX firewallsinacluster
to protect critical systems.






This chapter coversthe following exam topicsfor the Secure PIX Firewall Advanced Exam
(CSPFA 9E0-111):

2. PIX Firewall Overview
3. PIX Firewall Models
4. PIX Firewall Licensing
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The Cisco Secure PIX Firewall

This chapter discussesthe Cisco PIX Firewall in greater detail. It coversthe many different
models available, including their design and specifications.

How to Best Use This Chapter

Chapter 2, “Firewall Technologies and the Cisco PIX Firewall,” gave you insight into the
different firewall technologies and the functionality designed into the Cisco PIX Firewall.
This chapter gives you more-specific information about this functionality and how this
makes the PIX atruly high-performance solution. This chapter also covers all the PIX
models available today and the possible configurations of each model. It is very important
for you to understand the technol ogy that powersthe Cisco PIX Firewall in great detail. Test
yourself with the “Do | Know ThisAlready?’ quiz and see how familiar you are with the
PIX in general and with the specifics of each available model.

“Do | Know This Already?” Quiz

The purpose of this quiz isto help you determine your current understanding of the topics
covered in this chapter. Write down your answers and compare them to the answersin
Appendix A. If you haveto look at any references to correctly answer the questions about
the PIX functionality, you should read that portion and double-check your thinking by
reviewing the Foundation Summary. It isa good ideato be familiar with the different PIX
models, their purpose, and their available options. The concepts in this chapter are the
foundation of much of what you need to understand to pass the CSPFA Certification Exam.
Unlessyou do exceptionally well onthe“Do | Know ThisAlready?’ pretest and are 100%
confident in your knowledge of this area, you should read through the entire chapter.

1 What isthe ASA, and how does the Cisco PIX Firewall useit?

2 What three authentication methods can the PIX Firewall use when performing cut-
through proxy?

3 Why doesthe ASA generate random TCP sequence numbers?
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If auser has successfully authenticated but cannot establish aconnection to the server,
what is most likely the problem?

What is the best way to remove the ASA from aPIX Firewall?

What components of a TCP session does the ASA write to the state table?
What can cause a session object to be deleted from the state table?

What are the three ways to initiate a cut-through proxy session?

What happensto areply that does not have the correct TCP sequence number?

How many interfaces does a PIX 501 have, and how many network segments does it
support?

What X509 certificates do all PIX firewalls support?

What is the maximum throughput of the PIX 5357?

How many interfaces can you install in a PIX 515?

What isthe lowest model number of the PIX Firewall family to support failover?
What are three methods of managing a Cisco PIX Firewall?



Overview of the Cisco PIX Firewall 25

Foundation Topics

Overview of the Cisco PIX Firewall

Asdiscussed in Chapter 2, the design of the Cisco PIX Firewall provides some significant
advantages over application-based firewalls. Having asingle operating environment allows
the device to operate more efficiently, and because it was designed with security in mind,
it is not vulnerable to any known exploits.

Adaptive Security Algorithm (ASA)

A key part of the operating environment is the Adaptive Security Algorithm (ASA). The
ASA ismore secure and efficient than packet filtering and providesbetter performancethan
application-type proxy firewalls. The ASA segregates the network segments connected to
the firewall, maintains secure perimeters, and can control traffic between those segments.
Thefirewall’s interfaces are assigned security levels. The PIX can allow outbound traffic
to pass from an interface with a higher security level (inside) to an interface with alower
security level (outside) without an explicit rule for each resource on the higher-level
segment. Traffic that is coming from an interface with alower security level destined for
aninterface with ahigher security level must meet thefollowing two requirements: A static
tranglation must exist for the destination, and an access list or conduit must be in placeto
alow thetraffic.

The ASA isdesigned to function as a stateful, connection-oriented process that maintains
session information in a state table. Applying the security policy to the state table controls
all traffic passing through the firewall. The ASA writes the connection information to the
state table as an outbound connection isinitiated. If the connection is alowed by the
security policy, the request goes out. Return traffic is compared to the existing state infor-
mation. If the information does not match, the firewall drops the connection. The security
emphasis on the connection rather than on the packets makes it nearly impossible to gain
access by hijacking a TCP session.

Figure 3-1 and the following list explain the mechanics of how ASA and stateful filtering
work on the PIX:
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Figure 3-1  How the Adaptive Security AlgorithmWorks
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The following list explains the mechanics of how ASA and stateful filtering work on the PIX:

1 Theinternal host initiates a connection to an external resource.
2 The PIX writes the following information about this connection into the state table:

— Source IP

— Source port

— Dedtination IP

— Destination port

— TCP sequencing information

— Additional TCP/UDP flags

— A randomly generated TCP sequence number is applied
Thisentry in the state table is called the session object.

3 The connection object is compared to the security policy. If the connection is not
allowed, the session object is deleted, and the connection is dropped.

4 |f the connection is approved by the security policy, the request continues to the
external resource.

5 The external resource replies to the request.

6 Theresponse arrives at the firewall and is compared to the session object. If the
response matches the session object, the traffic passes to the internal host. If it does
not match, the connection is dropped.

Cut-Through Proxy

The cut-through proxy feature on the Cisco PIX Firewall provides significantly better
performance than application proxy firewalls, because it completes user authentication at
the application layer, verifies authorization against the security policy, and then opens the
connection as authorized by the security policy. Subsequent traffic for this connectionisno
longer handled at the application layer but is statefully inspected, providing significant
performance benefits over proxy-based firewalls.
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Figure 3-2 and the following list explain the mechanics of cut-through proxy:

1 A connection to the firewall isinitiated viaHTTP, FTP, or Telnet, and the user is
prompted by the PIX Firewall for auser ID and password.

2 The Cisco PIX Firewall uses either Remote Authentication Dial-In User Service
(RADIUS) or Terminal Access Controller Access Control System (TACACS+)
protocols to forward the user information to an external authentication server, where
it isvalidated.

NOTE Users can authenticate to a user database on the PIX, but it is more efficient to use an
external authentication server with RADIUS or TACACS+, because the processing
required by the PIX Firewall to maintain and query an internal database increases the
firewall’s workload.

3 After successful authentication, the connection is opened at the network layer, the
session information iswritten to the connection table, and the ASA process shown in
Figure 3-1 begins.

Figure 3-2  How Cut-Through Proxy Works
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Cisco PIX Firewall Models and Features

Currently, six models of the Cisco PIX Firewall are available. These models provide
servicesthat range from the small office/home office (SOHO) to the enterprise network and
Internet service provider (1SP):

® Cisco Secure PI X 501—Thisfirewall isintended for SOHO use and incorporates an
integrated 10/100 Ethernet switch.

® Cisco Secure PI X 506—This model isintended for remote office/branch office
(ROBO) use and comes with two 10BASE-T Ethernet interfaces.
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Cisco Secure Pl X 515—Thismodel is designed for small-to-medium businesses and
branch office installations.

Cisco Secure PIX 520—This model isintended for enterprise networks. It isno
longer being manufactured and is nearing end of product life.

Cisco Secure PI X 525—This model isintended for large enterprise networks and
| SPs.

Cisco Secure PI X 535—This model is the most robust of the PIX Firewall series. It
isintended for very large enterprise networks and | SPs.

All the PIX firewallshavethe functionality describedin thefollowing sectionsincorporated
into their design:

Intrusion Protection

PIX firewalls were designed to detect a variety of attacks. They can be integrated with the
Cisco Secure Intrusion Detection Sensor to dynamically react to different threats.

AAA Support

PIX firewalls work with RADIUS or TACACS+ and the Cisco Access Control Server
(ACS) to provide authentication, authorization, and accounting (AAA) functionality. It is
also possible to configure alocal user database on the PIX rather than integrate with an
external authentication server.

X.509 Certificate Support

Digital certificates are your digital identification that verify you are who you claim to be
and validate the integrity of your data. Digital certificates are most commonly combined
with encryption to secure datain the following four ways:

Authentication—Digital certificates are used to verify the identity of auser or server.

I ntegrity—If data has been digitally signed and it is altered, the digital certificate
becomesinvalid, indicating to the recipient that the datais no longer valid.

Token verification—Digital tokens can be used to replace passwords, because it can
be very simple to guess a password. A digita certificate is an encrypted file that
resides on your computer and can only be decrypted by your password. To
compromise your certificate, a user would have to have both the encrypted file and
your password.

Encryption—Digital certificates verify the identity of both ends of an encrypted
connection and dynamically negotiate the parameters of that connection. Using digital
certificates to negotiate virtual private networks (VPNS) is discussed in detail in
Chapter 10, “Virtual Private Networks.”
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PIX firewalls support the Simple Certificate Enrollment Protocol (SCEP) and can be
integrated with the X.509 digital identification solutions:

Entrust Technologies, Inc.—Entrust/PKI 4.0

Microsoft Corporation—Windows 2000 Certificate Server 5.0
VeriSign—Onsite 4.5

Baltimore Technologies—UniCERT 3.05

Network Address Translation/Port Address Translation

PIX firewalls can statically or dynamically trandate internal private (RFC 1918) addresses
to public addresses. They can aso hide multiple hosts on the internal network behind a
single public address.

Firewall Management
PIX firewalls can be managed using one of three methods:

Cisco command-line interface (CL1)—The CLI uses commands consistent with
other Cisco products. The PIX can be configured to allow accessto the CLI via
console, Telnet, and SSH. All system configurations can be saved as atext file for
archive and recovery purposes.

PI X DeviceManager (PDM)—The PDM isagraphical user interface (GUI) that can
be used to manage a single firewall or multiple perimeter firewallsin an enterprise
network. The GUI connects to each device via a secure connection and provides a
simplified method of managing each device. The PDM a so provides real-time log
data that can be used to track events and do limited troubleshooting.

Cisco Secure Palicy Manager (CSPM)—The CSPM isaGUI that can manage up to
500 security devices, including PIX firewalls, Cisco VPN routers, and Cisco Secure
Intrusion Detection Sensors. The CSPM is a scalable solution designed to allow
enterprise network security managers to consolidate security policies and manage
devices from asingle source.

Simple Network Management Protocol (SNMP)

PIX firewalls allow limited SNMP support. Because SNMP was designed as a network
management protocol and not asecurity protocoal, it can be used to exploit adevice. For this
reason, the PIX Firewall allows only read-only access to remote connections. This allows
the manager to remotely connect to the device and monitor SNM P traps but does not allow
him to change any SNMP settings.
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Syslog Support

PIX firewalls log four different types of events onto Syslog:
® Security
® Resource
¢ System
® Accounting

The PIX can be configured to react differently to any of eight severity levelsfor each event
type. Logs are stored in system memory and can be forwarded to a syslog server. Itisa
recommended practice to select the appropriate log level that generates the syslog details
required to track session-specific data.

Virtual Private Networks (VPNSs)

NOTE

All PIX firewalls are designed to function as atermination point or VPN gateway for virtual
private networks. This functionality allows administratorsto create encrypted connections
with other networks over the Internet.

The USB port on PIX firewallsis not currently being used.

The following sections describe the characteristics and connection capabilities of each of
the six PIX models.

Cisco Secure PIX 501

The Cisco PIX 501 Firewall was designed for the small office/home office (SOHO). It has
a 133-MHz processor, 16 MB of RAM, and 8 MB of Flash memory. It has an external
Ethernet interface and an integrated four-port Ethernet hub on the internal side. It hasa
9600-baud console port that isused for local device management. The 501 does not support
failover.

Connection capabilities for the PIX 501 are asfollows:
® Maximum clear-text throughput—10 Mbps
®  Maximum throughput (DES)—6 Mbps
® Maximum throughput (3DES)—3 Mbps
® Maximum concurrent connections—3500
® Maximum concurrent VPN peers—5
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Figure 3-3

Asshown in Figure 3-3, thefront panel of the PIX 501 has a power indicator and two rows
of LEDsfor link and network activity. These indicators are divided into two groups:

® The outside Ethernet interface
® Thefour inside Ethernet interfaces (hub)

PI1X 501 Front Panel
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CISCO PIX® 501

it AT sy VPN TUNNEL 100 MBPS
FI1REWALL

Cisco Secure PIX 506

The Cisco PIX 506 Firewall was designed for the remote office/branch office (ROBO)
environment. It has a 200-MHz processor, 32 MB of RAM, and 8 MB of Flash memory. It
has a fixed outside Ethernet interface and a fixed inside Ethernet interface. It has a 9600-
baud console port that is used for local device management. The 506 does not support
failover.

Connection capabilities for the PIX 506 are as follows:

®  Maximum clear-text throughput—20 Mbps
® Maximum throughput (DES)—20 Mbps

®  Maximum throughput (3DES)—10 Mbps

® Maximum concurrent connections—3500
® Maximum concurrent VPN peers—25

Asshown in Figure 3-4, the PIX 506 hasthree status LEDs on the front panel that indicate
power to the system, that the system is active (the OS is fully loaded), and that there is
network activity on any interface.
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Figure 3-4  PIX 506 Front Panel
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Asshownin Figure 3-5, therear of the PIX 506 containsthe Ethernet ports and the console port.

Figure 3-5 PIX 506 Rear Panel
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Using aDB-9 or DB-25 null-modem cable or arollover cable with aDB-9 or DB-25 serial
port adapter compl etes the console connection, as shown in Figure 3-6.
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Figure 3-6  PIX 506 Console Connection
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Cisco Secure PIX 515

The Cisco PIX 515 Firewall was designed for small-to-medium-sized businesses. The PIX
515isthe smallest firewall of the PIX family that is designed to be rack-mountable and that
fitsastandard 1U (1.75-inch) configuration. It has a433-MHz processor, 32 MB or 64 MB
of RAM, and 16 MB of Flash memory. It hastwo fixed 10/100 Ethernet interfacesthat have
adefault configuration of outside (Ethernet 0) and inside (Ethernet 1) and contains two PCI
dotsfor the installation of up to four additional Ethernet interfaces. It has a 9600-baud
console port that is used for local device management. The 515 can be configured for
failover using afailover cable connected to the 115-kbps serial connection. The PIX
Firewall OS version 6.2 provides the functionality for long-distance failover. Thisis
discussed in greater detail in Chapter 9, “Cisco PIX Firewall Failover.”

Connection capabilities for the PIX 515 are asfollows:

® Maximum clear-text throughput—188 Mbps
®  Maximum throughput (DES)—100 Mbps

®  Maximum throughput (3DES)—63 Mbps

® Maximum concurrent connections—125,000
® Maximum concurrent VPN peers—2000

Asshown in Figure 3-7, the PIX 515 has three status L EDs on the front panel that indicate
power to the system, that the system is active (the OS is fully loaded), and that thereis
network activity on any interface.
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Figure 3-7  PIX 515 Front Panel
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Therear of the PIX 515 contains the Ethernet ports and the console port. The PIX 515 can
handle up to four additional Ethernet interfaces. This could be a single four-port Ethernet
card (see Figure 3-8) or two single-port cards (see Figure 3-9). The PIX 515 automatically
recognizes and numbers any additional interfaces that are installed. The PIX 515 can aso

be configured with aVVPN accelerator card (VAC). The VAC handles much of the VPN

traffic processing (encryption and decryption), thus improving the firewall’s performance.

TheVAC isrecommended for firewalls that will connect multiple high-traffic VPNSs.

Figure 3-8  PIX 515 with an Additional Four-Port Interface
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Figure 3-9  PIX 515 with Two Additional Interfaces
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NOTE

Theinstallation of additional interfaces and failover requires that the software license be
upgraded from the basic license (515-R) to the 515-UR (unrestricted) license. A maximum
of three interfaces can be installed using the restricted license.

The console connection for the PIX 515 is the same as for the 506.

Cisco Secure PIX 520

The Cisco PIX 520 Firewall is an older design that was originally built for enterprise
networks. It is rack-mountable, has a 3.5-inch floppy drive, has all the interfaces accessing
the front of the device, and fits the 3U (5.25-inch) configuration. It has a 350-MHz
processor, up to 128 MB of RAM, and 16 MB of Flash memory. It has four PCI slots for
theinstallation of Ethernet interfaces and can handle up to ten interfaces. It has a 9600-baud
console port that is used for local device management. The 515 can be configured for
failover using afailover cable connected to the 115-kbps serial connection.

Connection capabilities for the PIX 520 are as follows:
®  Maximum clear-text throughput—370 Mbps
®  Maximum throughput (DES)—2100 Mbps
®  Maximum throughput (3DES)—63 Mbps
® Maximum concurrent connections—250,000
® Maximum concurrent VPN peers—2000

The position of the network interface cards (NICs) is very important, because Ethernet 0
and Ethernet 1 are assigned as the outside and inside interfaces by default. The PIX 520
automatically recognizes and numbers any additional interfaces that are installed. A
maximum of six interfaces can be installed in the PIX 520 using arestricted license.

Figures 3-10 through 3-12 show different configurations for NICsin the PIX 520.
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Figure 3-10 PIX 520 with Four Sngle-Interface Cards
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Figure 3-11 PIX 520 with Two Sngle Cards and a Four-Port Card
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Figure 3-12 PIX 520 with a Sngle Card and a Four-Port Card
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The console connection for the PIX 520 ison thefront of the device. It requires either aDB-
9-to-DB-25 null-modem cable or arollover cablewith adapters at each end, asshownin Figure
3-13. Refer to www.cisco.com for the pinout of the DB-9-to-DB-25 null modem cable.

Figure 3-13 PIX 520 Console Connection
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NOTE Theinstallation of additional interfaces and failover requires that the software license be
upgraded from the Restricted Bundle.

Cisco Secure PIX 525

The Cisco PIX 525 Firewall isan enterprisefirewall. It provides perimeter security for large
enterprise networks. The 525 is rack-mountable in a 2U (3.5-inch) configuration. It hasa
600-MHz processor, up to 256 MB of RAM, and 16 MB of Flash memory. It hastwo fixed
10/100 Ethernet interfaces. The two fixed interfaces are Ethernet 0, which is the outside
interface by default, and Ethernet 1, which isthe inside interface by default. The 525 also
includesthree PCI dotsfor theinstallation of up to six additional Ethernet interfaces. It has
a 9600-baud console port that is used for local device management. The 525 can be
configured for failover using afailover cable connected to the 115-kbps serial connection.
The PIX 525 can also be configured with aVAC. The VAC handles much of the processing
of VPN traffic (encryption and decryption), thusimproving thefirewall’s performance. The
VAC is recommended for firewalls that will connect multiple high-traffic VPNs.

Connection capabilities for the PIX 525 are as follows:

® Maximum clear-text throughput—370 Mbps

¢  Maximum throughput (DES)—100 Mbps

¢  Maximum throughput (3DES)—100 Mbps

® Maximum concurrent connections—280,000

® Maximum concurrent VPN peers—2000
Asshownin Figure 3-14, the PIX 525 hastwo L EDs on the front. These LEDsindicate that
the firewall has power and that the system is active (the OS is |oaded).

Figure 3-14 PIX 525 Front Panel
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Therear of the 525, shown in Figure 3-15, is similar in design to the 515, with fixed inter-
faces and additional PCI slots. The PIX 525 can support 10/100 Mbps and Gbps Ethernet
interface cards.

Figure 3-15 PIX 525 Rear Panel
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The console connection for the PIX 525 is the same as for the 506.

NOTE Theinstallation of additional interfaces and failover requires that the software license be
upgraded from the Restricted Bundle.

Cisco Secure PIX 535

The Cisco PIX 535 Firewall is the ultimate enterprise firewall designed for enterprise
networks and service providers. The 535 is rack-mountable and fits a 3U configuration. It
has a 1-GHz processor, up to 1 GB of RAM, and 16 MB of Flash memory. It has nine PCI
slotsfor theinstallation of up to ten Ethernet interfaces. It hasa9600-baud consol e port that
isused for local device management, as shown in Figure 3-16.
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Figure 3-16 PIX 535 Rear Panel
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The 535 can be configured for failover using afailover cable connected to the 115-kbps
serial connection. The PIX 535 is also available with redundant hot-swappable power
supplies. The PIX 535 can aso be configured with aVVAC. The VAC handles much of the
VPN traffic processing (encryption and decryption), thus improving the firewall’s perfor-
mance. TheVAC isrecommended for firewallsthat will connect multiple high-trafficVPNSs.

Connection capabilities for the PIX 535 are as follows:

Maximum clear-text throughput—21 GBps
Maximum throughput (DES)—2100 Mbps
Maximum throughput (3DES)—100 Mbps
Maximum concurrent connections—500,000
Maximum concurrent VPN peers—2000

AsshowninFigure 3-17, the PIX 535 hastwo LEDs on the front. These LEDsindicate that
the firewall has power and that the system is active (the |OS is |oaded).
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Figure 3-17 PIX 535 Front Panel

NOTE

NOTE

The PCI dots are divided into different bus speeds. The slots are numbered from right to
left, and slots O through 3 run at 64-bit/66 MHz and can support Gigabit Ethernet interface
cards (PIX-1GE-66). Slots 4 through 8 run at 32-bit/33 MHz and can support Fast Ethernet
interface cards (PIX-1FE and PIX-4FE).

Do not mix 33-MHz and 66-MHz cards on the same bus. This causes the overall speed of
the 66-MHz bus to be reduced to 33 MHz.

The PIX 535 also supportsaVPN accelerator card (PIX-VPN-ACCEL). It should be
installed only on the 32-bit/33-MHz bus.

The console connection for the PIX 535 is the same as for the 506.

The installation of additional interfaces and failover requires that the software license be
upgraded from the Restricted Bundle.
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Foundation Summary

The Cisco PIX Firewall usesthe Adaptive Security Algorithm to perform stateful inspection.
It performs cut-through proxy by authenticating auser against aAAA server and comparing
the user request against the security policy. Currently, six PIX Firewall models are available.
Table 3-1 lists their features.

Table 3-1 PIX Models and Features

Firewall Model |501 506 515 520 525 535

Intended Small Remote Small/ Enterprise | Enterprise | Enterprise/

Application officelhome | office/ medium ISP
office branch office business

Intrusion Yes Yes Yes Yes Yes Yes

Protection

AAA Support Yes Yes Yes Yes Yes Yes

X.509 Certificate | Yes Yes Yes Yes Yes Yes

Support

AVVID Partner Yes Yes Yes Yes Yes Yes

Support

Maximum Oneplusa Two Six Six Eight Ten

Installed four-port

Interfaces hub

Supports DHCP Yes Yes Yes Yes Yes Yes

Net Address Yes Yes Yes Yes Yes Yes

Trandlation

Port Address Yes Yes Yes Yes Yes Yes

Trandlation

PPP Over Yes Yes Yes Yes Yes Yes

Ethernet

Cisco PIX Yes Yes Yes Yes Yes Yes

Command Line

PIX Device Yes Yes Yes Yes Yes Yes

Manager
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Table 3-1 PIX Models and Features (Continued)

Firewall Model | 501 506 515 520 525 535

Cisco Secure Yes Yes Yes Yes Yes Yes

Policy Manager

SNMP and Yes Yes Yes Yes Yes Yes

Syslog Support

Failover Support | No No Yes Yes Yes Yes

Maximum 10 Mbps 20 Mbps 188 Mbps 370 Mbps | 370 Mbps | 1 GBps

Throughput

Maximum 6 Mbps 20 Mbps 100 Mbps 100 Mbps | 100 Mbps | 100 Mbps

Throughput

(DES)

Maximum 3 Mbps 10 Mbps 63 Mbps 100 Mbps | 100 Mbps | 100 Mbps

Throughput

(3DES)

Maximum 3500 3500 125,000 250,000 280,000 500,000

Concurrent

Connections

Maximum 5 25 2000 2000 2000 2000

Concurrent VPN

Peers

Processor 133 MHz 200 MHz 433 MHz 350 MHz 600 MHz 1.0GHz

RAM 16 MB 32MB 32/64 MB Upto128 |Upto256 |UptolGB
MB MB

Flash Memory 8 MB 8 MB 16 MB 16 MB 16 MB 16 MB
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Q&A

As mentioned in the Introduction, the questions in this book are written to be more difficult
than what you should experience on the exam. The questions are designed to ensure your
understanding of the concepts discussed in this chapter and adequately prepare you to complete
the exam. You should take the smulated exams on the CD to practice for the exam.

The answers to these questions can be found in Appendix A.

1
2

10

List four advantages of ASA.
What are the three firewall technologies?

A Packet filtering, proxy, connection dropping

B Stateful inspection, packet filtering, proxy

C Stateful proxy, stateful filtering, packet inspection

D Cut-through proxy, ASA, proxy

How does cut-through proxy work in aPIX Firewall?

What happens to the session object after a connection ends?

True or false: A PIX 501 is designed to support five network segments.
How many interfaces can the PIX 525 handle?

How many PCI slots does the PIX 506 have?

True or false: If the ACT LED on thefront of aPIX 525islit, it means that everything
isworking correctly.

True or false: Theinterfaces on a PIX 520 are numbered top to bottom and left to right.

True or false: You don’t need alicense for any Cisco PIX Firewall. If you own the
appliance, you can do anything you want with it.
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CHAPTER 4

System Maintenance

In addition to the posted exam topic of “Remote Access,” this chapter also covers these
important system maintenance topics for the PIX:

Activation key upgrade

Installing a new OS on the Cisco PIX Firewall
Upgrading the Cisco PIX Firewall operating system
Creating a boot helper diskette using a Windows PC
Password recovery

How to Best Use This Chapter

Chapter 3, “The Cisco Secure PIX Firewall,” gave you insight into the different models of
the Cisco PIX Firewall aswell as the features and available configurations. This chapter
provides information about how to configure access for the PI X, access the PIX, and
maintain the PIX'sintegrity through upgrades. In addition, you will learn about password
recovery and how to create aboot hel per diskette. It isvery important for you to understand
the technology that powers the Cisco PIX Firewall in great detail. Test yourself with the
“Do | Know ThisAlready?’ quiz and see how familiar you are with these aspects of the PIX.

“Do | Know This Already?” Quiz

The purpose of this quiz isto help you determine your current understanding of the topics
covered in this chapter. Write down your answers and compare them to the answersin
Appendix A. If you have to look at any references to correctly answer the questions about
PIX functionality, (re)read that portion of the material. The conceptsin this chapter arethe
foundation of much of what you need to understand to pass the CSPFA Certification Exam.
Unlessyou do exceptionally well onthe*“Do | Know ThisAlready?’ pretest and are 100%
confident in your knowledge of this area, you should read through the entire chapter.

How many ways can you access the PIX Firewall?

What is the command to change the Telnet password?

Which version of SSH does PIX support?

What isthe activation key?

Give one reason why you would need to change the activation key on your PIX Firewall.

a A W N P
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Foundation Topics

Accessing the Cisco PIX Firewall

The PIX Firewall can be accessed viathe console port or remotely through the following
methods:

® Telnet
® Secure Shell (SSH)
® A browser using PIX Device Manger (PDM)

Console port access letsasingle user configure the Cisco PIX Firewall. A user connectsaPC
or laptop to the PIX through the console access port using arollover cable.

The following sections describe how to accessthe PIX remotely viaTelnet and SSH. Chapter 11,
“PIX Device Manager,” covers access viathe PDM aswell as other aspects of the PDM in
greater detail.

Accessing the Cisco PIX Firewall with Telnet

You can manage the PIX via Telnet from hosts on any internal interface. With 1PSec
configured, you can use Telnet to remotely administer the console of a Cisco PIX Firewall
from lower-security interfaces.

To access the PIX Firewall viaaTelnet connection, you have to first configure the PIX for
Telnet access:

Step 1  Enter the PIX Firewall telnet command:
telnet local ip [mask] [if_name]

You can identify asingle host or asubnet that can have Telnet accessto the
PIX Firewall. For example, to let ahost on the internal interface with an
address of 10.1.1.1 access the PIX Firewall, enter the following:

telnet 10.1.1.24 255.255.255.255 inside
Step 2 Configure the Telnet password using the passwd command:
passwd telnetpassword
If you do not set a password, the default Telnet password is cisco.

Step 3 If required, set the duration for how long a Telnet session can beidle before
the PIX disconnects the session. The default duration is 5 minutes. To
configure the timeout for 15 minutes, you would enter

telnet timeout 15
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Step 4 To protect accessto the console with an authentication server, usetheaaa
authentication telnet console command. (AAA authenticationis
optional.)

Thisrequiresthat you have a username and password on the

authenti cation server. When you accessthe console, the PIX promptsyou
for theselogin credentials. If the authentication server is offline, you can
still access the console by using the username pix and the password set
with the enable password command.

Step 5 Save the commands in the configuration using the write memory
command.

As soon as you have Telnet configured on the Cisco PIX Firewall, you are ready to access
the PIX viaaTelnet session. You can start a Telnet session to the PIX from the Windows
command-line interface (CL1).

Accessing the Cisco PIX Firewall with Secure Shell (SSH)

NOTE

SSH is an application running on top of areliable transport layer, such as TCP/IP, that
provides strong authentication and encryption capabilities. The Cisco PIX Firewall
supportsthe SSH remote shell functionality provided in SSH version 1. SSH version 1 also
works with Cisco |OS Software devices. Up to five SSH clients are allowed simultaneous
access to the PIX console.

SSH v1.x and v2 are entirely different protocols and are incompatible. Make sure that you
download aclient that supports SSH v1.x.

Like Telnet, SSH also first hasto be configured on the PIX Firewall. To configure the SSH,
follow these steps:

Step 1 Identify a host/network to be used to access the PIX Firewall console
using SSH. The syntax for the ssh command is

ssh ip_address [netmask] [interface_name]

For example, to let ahost on the internal interface with an address of
10.1.1.1 access the PIX via SSH, enter the following:

ssh 10.1.1.25 255.255.255.255 inside

Step 2 The password used to perform local authentication isthe same asthe one
used for Telnet access. It is set using the passwd command:

passwd password
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Step 3 Specify how long in minutes a session can be idle before being
disconnected. The default durationis5 minutes, although you can set this
duration anywhere between 1 and 60 minutes. The command to
configure this setting is as follows:

ssh timeout number

To gain access to the Cisco PIX Firewall console using SSH, you have to install an SSH
client. After installing the SSH client, enter the username pix (the default), and then enter
the password.

When you start an SSH session, adot (.) appears on the Cisco PIX Firewall console before
the SSH user authentication prompt appears:

pix(config)# .
The display of the dot does not affect SSH's functionality. The dot appears at the console
when you generate a server key or decrypt a message using private keys during SSH key

exchange before user authentication occurs. These tasks can take up to 2 minutes or longer.
The dot isaprogress indicator that verifies that the PIX is busy and has not hung.

Installing a New Operating System

Table 4-1

Installing a new operating system (OS) on a Cisco PIX Firewall issimilar in some respects
toinstaling anew OS on your PC. You must consider fundamental questions such as
whether you have enough memory and disk space (Flash size for PIX) when deciding
whether to upgrade the operating system. Table 4-1 shows the RAM and Flash memory
requirements for the different versions and releases of the Cisco PIX Firewall OS.

PIX Software RAM/Flash Memory Requirements

PIX Software Version

Memory

PIX Software version 4.4(x)

2 MB Flash, 16 MB RAM

PIX Software version 5.0(x)

2 MB Flash, 32 MB RAM

PIX Software version 5.1(x)

2 MB Flash, 32 MB RAM

PIX Software version 5.2(x)

8 MB Flash, 32 MB RAM

PIX Software version 5.3(x)

8 MB Flash, 32 MB RAM

PIX Software version 6.0(x)

8 MB Flash, 32 MB RAM

PIX Software version 6.1(x)

8 MB Flash, 32 MB RAM

PIX Software version 6.2(x)

8 MB Flash, 32 MB RAM

I'n addition to the memory and Flash regquirements, you should consider the model of Cisco
PIX Firewall before installing an OS. For example, the OS required for the Cisco PIX
Firewall model 506 is 5.1x or greater, the Cisco PIX Firewall model 525 needs 5.2x or
greater, and the Cisco PIX Firewall model 535 needs 5.3x or greater.
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To determine the RAM memory and Flash memory you have running on your Cisco PIX
Firewall, use the show version command. The output from this command also tells you
which PIX OSyou are currently running, as shown in Example 4-1.

Example 4-1 Sample Output from the show ver sion Command

PIX520# show version

Cisco Secure PIX Firewall Version 5.1(1)
Compiled on Wed 23-Feb-00 10:22 by hyen

Finesse Bios V3.3
PIX520 up 7 days 13 hours

Hardware: SE440BX2, 32 MB RAM, CPU Pentium II 349 MHz
Flash AT29C040A @ 0x300, 2MB
BIOS Flash AM28F256 @ oxfffd80oo, 32KB

Encryption hardware device: PIX PL2

0: ethernet@: address is 0090.2742.ff45, irq 11
1: ethernet1: address is 0090.2742.fdb6, irq 10
2: ethernet2: address is 0090.2743.0275, irq 15

Licensed Features:
Failover: Enabled
VPN-DES: Enabled
VPN-3DES: Disabled
Maximum Interfaces: 6

Serial Number: 18014702 (0x112eilee)
<--- More --->

Activation Key: 0x8cb9bdch 0x863a858b 0x2ae@c93b 0x3a46651a

Asyou can see, the OS version is 5.1(1), and the Flash memory sizeis 2 MB.

Notice the last line of Example 4-1, which starts with Activation Key. The activation key
isthelicense key for the PIX OS. It isimportant to save your configuration and write down
your activation key before upgrading to a newer version of the PIX OS.

Upgrading Your Activation Key
Three important reasons might prompt you to upgrade or change your activation key:
®  Your Cisco PIX Firewall does not have failover activated.
® Your PIX does not currently have VPN-DES or VPN-3DES encryption enabled.
® You are upgrading from a connection-based license to a feature-based license.
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Beforetherelease of PIX 6.2, the activation keyswere changed in monitor mode. Cisco PIX
Firewall version 6.2 introduces a method of upgrading or changing the license for your
Cisco PIX Firewall remotely without entering monitor mode and without replacing the
software image. With this new feature, you can enter a new activation key for a different
PIX license from the CLI. To enter an activation key, use the following command:

activation-key license#
You replace licensett with the key you get with your new license. For example:
activation-key 0x14355378 Oxabcdef@1 0x2645678ab 0xcdef01274

After changing the activation key, you must reboot the PIX Firewall to enable the new
license. If you are upgrading to a newer version and you are changing the activation key,
you must reboot the Cisco PIX Firewall twice—once after the new imageisinstalled, and
again after the new activation key has been configured.

If you are downgrading to alower Cisco PIX Firewall software version, it isimportant to
ensure that the activation key running on your system is not intended for a higher version
beforeyouinstall thelower-version softwareimage. If thisisthe case, you must first change
the activation key to one that is compatible with the lower version before installing and
rebooting. Otherwise, your system might refuse to reload after you install the new software
image.
The show activation-key command output indicates the status of the activation key:
® |f theactivation key inthe PIX Flash memory isthe same asthe activation key running
on the PIX, the show activation-key output reads as follows:
The flash activation key is the SAME as the running key.
® |f the activation key in the PIX Flash memory is different from the activation key
running on the PI X, the show activation-key output reads as follows:
The flash activation key is DIFFERENT from the running key.
The flash activation key takes effect after the next reload.
® |f the PIX Flash memory software image version is not the same as the running PIX
software image, the show activation-key output reads as follows:

The flash image is DIFFERENT from the running image.
The two images must be the same in order to examine the flash activation
key.

Example 4-2 shows sample output from the show activation-key command.

Example 4-2 show activation-key Command Output

Pix(config)# show activation-key

Serial Number: 480221353 (0x1c9f98a9)

Running Activation Key: 0x66df4255 0x36dc5fc 0x28d2ec4d 0x09f6287f
Licensed Features:

Failover: Enabled

VPN-DES: Enabled

VPN -3DES: Enabled
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Example 4-2 show activation-key Command Output (Continued)

Maximum Interfaces: 6
Cut-through Proxy: Enabled

Guards: Enabled
URL-filtering: Enabled
Inside Hosts: Unlimited
Throughput: Unlimited
IKE peers: Unlimited

The flash activation key is the SAME as the running key.
pix(config)#

Upgrading the Cisco PIX OS

There are three procedures for upgrading a PIX OS. The use of these proceduresis deter-
mined by which PIX OSis currently running on the PIX device and the model of the Cisco
PIX Firewall.

® You can usethe copy tftp flash command (you must be in privileged modeto do this)
with any Cisco PIX Firewall model running PIX Software version 5.1.1 or later.

® You can use this command from monitor mode. This is the same procedure as copy
tftp flash, but as the name indicates, you are in a different mode (monitor mode
instead of enable mode) when you copy from the TFTP server. PIX devices that do
not have aninternal floppy drive (501, 506, 515, 525, and 535) comewith aROM boot
monitor program that is used to upgrade the Cisco PIX Firewall'simage. For PIX
devicesthat are running 5.0 and earlier OS versions, a boothel per disk isrequired to
create boothelper mode, similar to ROM monitor mode.

® PIX Firewall version 6.2 introduces an HTTP client that lets you use the copy
command to retrieve PIX configurations, software images, or Cisco PDM software
from any HTTP server.

Upgrading the OS Using the copy tftp flash Command

Step 1 Download the binary software image file pixnnx.bin, where nnisthe
version number and X is the release number (which you can find at
Cisco.com in the document “Cisco PIX Firewall Upgrading Feature
Licenses and System Software”). Place the imagefilein theroot of your
TFTP server.

Step 2 Enter the copy tftp flash command.
Step 3 Enter the IP address of the TFTP server.
Step 4 Enter the source filename (the image file you downloaded—* .bin).

Step 5 Enter Yesto continue.
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Example 4-3 shows a sample upgrade.

Example 4-3 Upgrading the OS Using copy tftp flash Command

NOTE

PIX# copy tftp flash

Address or name of remote host [127.0.0.1]? 192.168.1.14

Source file name [cdisk]? pix611.bin

copying tftp://192.168.1.14/pix611.bin to flash

[yes,no ,again]? yes

PREELLLrrr e rerrrrprrrrrrrrrrrrrerrrrrrrnnny
Received 2562048 bytes

Erasing current image

Writing 2469944 bytes of image
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrn

Image installed.
PIX#

Under no circumstances must you ever download a Cisco PIX Firewall image earlier than
version 4.4 with TFTP. Doing so corrupts the Cisco PIX Firewall Flash memory unit and
requires specia recovery methods that must be obtained from the Cisco TAC.

Upgrading the OS Using Monitor Mode

If you are upgrading your Cisco PIX Firewall from version 5.0.x or earlier to version 5.1.x
or later, you need to use the boothel per or monitor mode method for the upgrade. Thisis
because before version 5.1, the PIX Firewall Software did not provide away to TFTP an
image directly into Flash. Starting with PIX Firewall Software version 5.1, the copy tftp
flash command was introduced to copy a new image directly into the PIX's Flash.

The following steps describe how to upgrade the PIX Firewall using monitor mode:

Step 1 Download the binary software image file pixnnx.bin, where nn is the
version number and X is the release number (which you can find at
Cisco.com in the document “Cisco PIX Firewall Upgrading Feature
Licenses and System Software”). Place the imagefilein the root of your
TFTP server.

Step 2 Reload the PIX, and press the Esc key (or enter aBREAK character) to
enter monitor mode. For PIX devices running 5.0 and earlier OS
versions, a boothelper disk is required. (See the section “ Creating a
Boothel per Diskette Using aWindows PC” |ater in this chapter.)

Step 3 Usetheinterface command to specify which PIX interface the TFTP
server is connected out of. The default isinterface 1 (inside).
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NOTE

The Cisco PIX Firewall cannot initialize a Gigabit Ethernet interface from monitor or
boothelper mode. Use a Fast Ethernet or Token Ring interface instead.

Step 4 Usethe address command followed by an IP address to specify the PIX
interface |P address.

Step 5 Usetheserver command followed by an | P addressto specify the TFTP
server's | P address.

Step 6 Usethefile command followed by thefilename of theimageonthe TFTP
server to specify the filename of the Cisco PIX Firewall image.

Step 7 Usethe ping command followed by the | P address of the TFTP server to
verify connectivity. (Thisis an optional but recommended command to
test connectivity.)

Step 8 If needed, enter the gateway command to specify the IP address of a
router gateway through which the server isaccessible. (Thisisalso an
optional command.)

Step 9 Enter tftp to start downloading the image from the TFTP server.

Step 10 After the image downloads, you are prompted to install the new image.
Enter y to install the image to Flash.

Step 11 When prompted to enter anew activation key, enter y if you want to enter
anew activation key or n to keep your existing activation key.

Example 4-4 shows sample output for upgrading using monitor mode.

Example 4-4 PIX Upgrade: Monitor Mode Output

Using 1: 182558 @ PCI(bus:@ dev:14 irq:10), MAC: 0060.2422.e0b1
Use ? for help.

Monitor> interface 1

monitor> address 10.1.1.1

address 10.1.1.1
monitor> server 10.1.1.12

server 10.1.1.12
monitor> file pix601.bin

file cdisk
monitor> ping 10.1.1.12

Sending 5, 100-byte 0x5b8d ICMP Echoes to 10.1.12, timeout is 4 seconds:

Success rate is 100 percent (5/5)

continues
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Example 4-4 PIX Upgrade: Monitor Mode Output (Continued)

monitor> tftp

tftp pix601.bin@10.1.1.12. . . . ittt e
Received 626688 bytes

PIX admin loader (3.0) #0: Mon Oct 17 10:43:02 PDT 2002
Flash=AT29C040A @ 0x300
Flash version 6.0.1, Install version 6.0.1

Installing to flash

Upgrading the OS Using an HTTP Client

You can also perform aPIX OS upgrade by connecting to an HTTP server where theimage
is stored. To retrieve a configuration from an HTTP server, enter the following command:

configure http[s]://[user:password@]location]|:port]/pathname

SSL is used when you enter https. The user and password options are used for basic
authentication when you log in to the server. The location option isthe server's | P address
(or aname that resolvesto the IP address). The port option specifies the port to contact on
the server. It defaults to 80 for HTTP and to 443 for HTTPS. The pathname option is the
name of the resource that contains the configuration to retrieve.

Creating a Boothelper Diskette Using a Windows PC

The boothel per diskette, as described earlier in this chapter, provides assistance for Cisco
PIX Firewall models 510 and 520 running PIX Software version 5.0(x) or 4.x to be
upgraded to a newer version:

Step 1 Go to the Cisco website and download the rawrite.exe utility, which you
use to write the PIX binary image to a floppy diskette (you must have a
CCO account to do this).

Step 2 Download the PIX binary image (.bin file) that corresponds to the
software version you are upgrading to.

Step 3 Download the corresponding boothel per binary file that matches the
version you are upgrading to.

For example, if you are upgrading from PIX Software version 5.3 to
6.1(1), you need to download three files:

— rawrite.exe
— pix61l.bin
— bh61.bin (boothel per file)



Auto Update Support 57

Step 4 Run the rawrite.exe program by entering rawrite at the DOS prompt.
When prompted, enter the name of the boothel per file you want written
to the floppy diskette, as shown in Example 4-5.

Example 4-5 Creating a Bootable Diskette from\Wndows

C:\rawrite

RaWrite 1.2 - Write disk file to raw floppy diskette

Enter source file name: bh61.bin

Enter destination drive: a:

Please insert a formatted diskette into drive A: and press -ENTER- :
Number of sectors per track for this disk is 18.

Writing image to drive A:. Press ~C to abort.

Track: 11 Head: 1 Sector: 16

Done.

C:\>0

Reboot the PIX with the disk you created. The PIX comes up in boothelper mode. Follow
the procedure beginning with Step 3 of the earlier section “Upgrading the OS Using
Monitor Mode” to continue with the upgrade process.

Auto Update Support

Auto Update is a protocol specification introduced with Cisco PIX Firewall version 6.2.
The Auto Update specification provides the infrastructure necessary for remote
management applications to download PIX configurations and software images and
perform basic monitoring from a centralized location.

The Auto Update specification allows the Auto Update Server to either push configuration
information or send requestsfor information to the PIX, or it causesthe PI X to periodically
poll the Auto Update Server. The Auto Update Server can also send acommand to the PIX
to send animmediate polling request at any time. Communi cation between the Auto Update
Server and the PIX requires a communications path and local CLI configuration on each
Cisco PIX Firewall.

To configure the Auto Update server on the PI X, use the auto-update server command:
auto-update server url [verify-certificate]
In place of the url parameter, use the following syntax:

[http[s]://]1[user:password@]location|:port]/pathname

SSL isused when httpsis specified. The user and password segment is used for basic
authentication when you log in to the server. The location parameter is the server's IP
address (or a DNS host name that resolves to the | P address). The port segment specifies
the port to contact on the server. The default is 80 for HTTP and 443 for HTTPS. The
pathname segment is the name of the resource.

Theverify-certificate option specifiesthat the certificate returned by the server should be verified.
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Password Recovery

If you ever find yourself in the unfortunate circumstance of forgetting or losing the console
and Telnet password to your Cisco PIX Firewall, don't panic. Like most Cisco products,
PIX devices have a procedure to recover lost passwords. Unlike the Cisco router password
recovery process, which entails changing the configuration register number, PIX uses a
different method. PIX uses a password lockout utility to regain access to the locked-out
device. The password lockout utility isbased on the PIX software release you are running.
Table 4-2 showsthebinary filename (that isincluded with the utility) and the corresponding
PIX OSon which it is used. These files can be downloaded from the Cisco website.

Table 4-2 PIX OSFilenames

Filename PIX Software Version
nppix.bin 4.3 and earlier releases
np44.bin 4.4 release

np50.bin 5.0 release

np51.bin 5.1release

np52.bin 5.2 release

np60.bin 6.0 release

np61.bin 6.1 release

np62.bin 6.2 release

When you boot the Cisco PIX Firewall with one of these binary files, the consol e password
is erased from Flash memory, the enable password is erased, and the Telnet password is
reset to cisco.

Cisco PIX Firewall Password Recovery: Getting Started

The procedure for password recovery on the Cisco PIX Firewall with afloppy driveis
dlightly different than with adiskless Cisco PIX Firewall. Thedifferenceisin how the Cisco
PIX Firewall bootswith the binary fileslisted in Table 4-2. Firewall models that have a
floppy drive boot from a disk, and diskless firewall models boot from a TFTP server.

In addition to the binary files, you need the following items:
® Laptopor PC
® Terminal-emulating software
® TFTP software (only for diskless PIX Firewall models)

® Therawrite.exe utility (needed only for firewall models that have floppy drives to
create the boot disk)
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Password Recovery Procedure for a PIX with a Floppy Drive (PIX 520)

Step 1 Create the boot disk by executing the rawrite.exe file on your laptop or
PC and writing npxxn.bin to the bootable floppy.

Step 2 Make surethat your terminal-emulating softwareis running on your PC
and that you connected the console cable to the Cisco PIX Firewall.

NOTE Because you are locked out, you see only a password prompt.

Step 3 Insert the PIX Password L ockout Utility disk into the PIX'sfloppy drive.
Push the Reset button on the front of the PIX.

Step 4 ThePIX bootsfrom the floppy, and you see amessage that says*“ Erasing
Flash Password. Please gject diskette and reboot.”

Step 5 Eject the disk and press the Reset button. Now you can log in without a
password.

Step 6 When you are prompted for a password, press Enter. The default Telnet
password after this processis “cisco.” The enable password isaso
erased, and you have to enter a new one.

Password Recovery Procedure for a Diskless PIX (PIX 501, 506, 515,
525, and 535)

Step 1 Start your terminal-emulation software and connect your laptop or PC to
the PIX's console port.

Step 2 After you power on the Cisco PIX Firewall and the startup messages
appear, send a BREAK character or press the Esc key. The monitor >
prompt is displayed.

Step 3 At the monitor> prompt, use the interface command to specify which
interface the ping traffic should use.

Step 4 Usethe address command to specify the |P address of the PIX interface.

Step 5 Usethe server command to specify the IP address of the remote TFTP
server containing the PIX password recovery file.

Step 6 Usethe gateway command to specify the | P address of arouter gateway
through which the server is accessible.

step 7 Usethe file command to specify the filename of the PIX password
recovery file, such as np62.bin.

Step 8 Usethetftp command to start the download. As the password recovery
file loads, the following message is displayed:

Do you wish to erase the passwords? [yn] y
Passwords have been erased.
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Foundation Summary

® ThePIX can be accessed for management purposesin several different ways. It can be
accessed via the console port, remotely through Telnet, via SSH, and through the PIX
Device Manager (PDM).

® Before upgrading the Cisco PIX Firewall OS, it isimportant to determine your current
hardware settings—namely, the RAM and Flash memory size.

® Theactivation key isthe license for the PIX OS. Before the release of PIX 6.2, the
activation keys were changed in monitor mode. Cisco PIX Firewall version 6.2
introducesamethod of upgrading or changing thelicensefor your PIX remotely without
entering monitor mode and without replacing the software image using the activation-
key command.

® There arethree waysto perform the PIX Firewall OS upgrade:
— copy tftp flash

— Using monitor mode with a boothelper diskette for PIX firewalls with an OS
version earlier than 5.0

— Using an HTTP client (available only with version 6.2)

® AutoUpdateisaprotocol specification introduced with Cisco PIX Firewall version 6.2.
The Auto Update specification provides the infrastructure necessary for remote
management applications to download PIX configurations and software images and to
perform basic monitoring from a centralized location.

® |tispossibleto recover from alockout from the Cisco PIX Firewall dueto forgotten or
lost passwords. After determining the PIX's OS version, you can download the
corresponding file and boot the PIX through monitor mode.
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Q&A

As mentioned in the Introduction, the questions in this book are more difficult than what
you should experience on the exam. The questions do not attempt to cover more breadth or
depth than the exam; however, they are designed to make sure that you know the answer.
Hopefully, these questions will help limit the number of exam questions on which you
narrow your choices to two options and then guess. Be sure to use the CD and take the
simulated exams.

The answers to these questions can be found in Appendix A.

1 What command upgrades a PIX 525 device running a’5.3 OSversion to 6.117?

A

B

C
D

install

setup

copy 6.11
copy tftp flash

2 What binary fileis required to perform a password recovery procedure on a PIX
device running OS version 5.2?

A

B

C
D

np52.bin
pix52.bin
bh52.bin
passb2.bin

3 What circumstance(s) warrant(s) the use of a boothel per disk in the OS upgrade
procedure?

A

B

C
D

A corrupt binary image
A PIX 520 device
A PIX devicerunning a5.0 or earlier PIX OS

No circumstance warrants the use of a boothel per disk.

4 What isthe console password set to after a successful password recovery procedure?

A

B
C
D

password

cisco

secret

Itiserased and set to blank.
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5 What isthe Telnet password set to after a successful password recovery procedure?
A password
B cisco
C secret
D Itiserased and set to blank.

6 Which of the following could be reasons to change (upgrade) your activation key for
the PIX?

A You are upgrading your memory.
B Your current PIX Firewall does not have failover activated.
C You are upgrading the processor on your PIX Firewall.
D Your current PIX Firewall does not have VPN-3DES enabled.
7 What command changes the SSH password for login?
A change ssh password
B password
C passwd
D sshpass
8 What isthe default amount of time a Telnet session can beidle?
A 2 minutes
B 15 minutes
C 5minutes
D 12 minutes
9 What isthe command to configure Auto Update on the Cisco PIX Firewall?
A autoupdate
B auto-update server url
C config auto-update

D updateserver url
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10 Which version of SSH does the PIX support?

A

o O ™

21
2.2
31
1



This chapter coversthe following exam topicsfor the Secure PIX Firewall Advanced Exam
(CSPFA 9E0-511):

9. ASA security levels

14. Transport Protocols

15. Network Address Trandlation
17. Port Address Translations
18. Configuring DNS support



CHAPTER 5

Understanding Cisco PIX Firewall
Translation and Connections

Thischapter presentsan overview of the different network transport protocolsand how they
are processed by the PIX Firewall.

How to Best Use This Chapter

Reconsider the comment in the Introduction about how important it is to know the PIX
commands, not just have an idea of what they are and what they do. It is very important to
fully understand the concepts discussed in this chapter, because they are the basis for the
topicsdiscussedin Chapter 6, “ Getting Started with the Cisco PI X Firewall.” To completely
understand how the many different PIX commandswork, you must first have agood under-
standing of how the Cisco PIX Firewall processes network traffic.

“Do | Know This Already?” Quiz

The purpose of this quiz isto help you determine your current understanding of the topics
covered in this chapter. Write down your answers and compare them to the answersin
Appendix A. If you haveto look at any references to correctly answer the questions about
PIX functionality, you should read that portion and double-check your thinking by
reviewing the Foundation Summary topics.

1 What is the difference between TCP and UDP?
2 Onwhich transport protocol does PIX change the sequence number?

3 What isthedefault security for traffic origination on theinside network segment going
to the outside network?

4 True or false: You can have multiple translations in a single connection.
5 What commands are required to complete NAT on a Cisco PIX Firewall?
6 How many external 1P addresses must be used to configure PAT?

7 Trueor false: NAT requires that you configure subnets for the external |P addresses.



66 Chapter 5: Understanding Cisco PIX Firewall Translation and Connections

8 How many nodes can you hide behind a single I P address when configuring PAT?
9 How does PAT support multimedia protocols?

10 What is an embryonic connection?

11 What isthe best type of trandation to use to allow connections to web servers from
the Internet?

12 How doesthe Cisco PIX Firewall handle outbound DNS requests?
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Foundation Topics

How the PIX Firewall Handles Traffic

The term network security ssimply refers to the application of security principlesto a
computer network. To apply security to anetwork, you must first understand how networks
function. It standsto reason that to secure how traffic flows across anetwork, you must first
understand how that traffic flows. This chapter discusses end-to-end traffic flow and how
that traffic is handled by the Cisco PIX Firewall.

Interface Security Levels and the Default Security Policy

By default, the Cisco PIX Firewall applies security levelsto each interface. The more
secure the network segment, the higher the security number. Security levels range from O
to 100. By default, 0 is applied to Ethernet 0 and is given the default name outside. 100 is
applied to Ethernet 1 and is given the default name inside. Any additional interfaces are
configured using the nameif command. The security level can be from 1to 99. The
Adaptive Security Algorithm (ASA) allows traffic from a higher security level to passto a
lower security level without a specific rule in the security policy alowing the connection
aslong as anat/global command is configured for those interfaces. Any traffic passing
from alower security level to ahigher security level must be allowed by the security policy
(that is, access lists or conduits). If two interfaces are assigned the same security level,
traffic cannot pass between those interfaces (this configuration is not recommended).

Transport Protocols

Traffic that traverses a network always has a source and destination address. This commu-
nication is based on the seven layers of the OSI reference model. Layers 5 through 7 (the
upper layers) handle the application data, and Layers 1 through 4 (lower layers) are respon-
siblefor moving the datafrom the source to the destination. The datais created at the appli-
cation layer (Layer 7) on the source machine. Transport information is added to the upper-
layer data, and then network information, followed by datalink information. At this point
the information istransmitted across the physical medium as electronic signals. The upper-
layer data combined with the transport information is called a segment. As soon as the
network information is added to the segment, it is called a packet. The packet is encapsu-
lated at the datalink layer (Layer 2) with the addition of the source and destination MAC
address and is now called a frame. Figure 5-1 shows how the data is encapsulated at each
layer of the OSI reference model.
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Figure 5-1
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The two transport protocols used by TCP/IP are Transmission Control Protocol (TCP) and
User Datagram Protocol (UDP). These protocols are very different. Each has its strengths
and weaknesses. For this reason, they are used in different waysto play on their strengths:

® TCP—aconnection-oriented transport protocol that is responsible for reliability and
efficiency of communication between nodes. TCP compl etes these tasks by creating

connections as virtual circuits that act as two-way communications between the
source and destination. TCP is very reliable and guarantees the delivery of data
between nodes. TCP also can dynamically modify a connection’s transmission

variables based on changing network conditions. TCP sequence numbers and TCP
acknowledgment numbers are included in the TCP header. These features allow the
source and destination to verify the correct, orderly delivery of data. Unfortunately,
the overhead required for TCP can makeit slow and keepsit from being the optimum

transport protocol for some connections.
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Figure 5-2

® UDP—a connectionless transport protocol that is used to get the data to the
destination. UDP provides no error checking, no error correction, and no verification
of delivery. UDP defers the reliability issues to the upper-layer protocols and simply
resends the data rather than verifying delivery. UDP isavery smple and very fast
protocol.

The upper layers determine which of the transport protocolsis used when data is encapsu-
lated at the source node.

Figure 5-2 illustrates the TCP communication between nodes that do not have afirewall
between them. This connection requires four different transmissions to negotiate the
connection:

1 The source sends a segment to the destination, asking to open a TCP session. A TCP
flag is set to SYN, indicating that the source wants to initiate synchronization or a
handshake. The source generates a TCP sequence number of 125,

2 The destination receives the request and sends back a reply with the TCP flags ACK
and SY N set, indicating an acknowledgment of the SY N bit (receive flow) and
initiation of the transmit flow. It replies to the original TCP sequence number by
adding 1, sending back a sequence number of 126. It also generates and sendsits own
TCP sequence number, 388.

3 The source receives the SYN/ACK and sends back an ACK to indicate the
acknowledgment of the SY N for the setup of the receive flow. It adds 1 to the value of the
TCP sequence number generated by the destination and sends back the number 389.

4 The acknowledgment is received, and the handshake is compl ete.
TCP Communication Between Nodes Without a PIX

Source Destination
10.10.10.10 192.168.1.1
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Figure 5-3

Now look at how thiscommunicationishandled by the Cisco PIX Firewall (seeFigure5-3).You
first notice that the number of stepsrequired for the same transaction has changed from four
to eight, although everything appears to be the same to both the source and destination.

TCP Communication Between Nodes with a PIX
Source Destination
10.10.10.10 PIX Firewall 192.168.1.1

Thefollowing isalist of actions taken by the Cisco PIX Firewall when processing a TCP
handshake and opening a TCP on (refer to Figure 5-3):

1 The source machine initiates the connection by sending SY N. It is received by the
Cisco PIX Firewall en routeto the destination. PIX verifiesthe connection against the
running configuration to determine if translation is to be completed. The running
configuration is stored in memory, so this process occurs very quickly. The firewall
checks to seeif the inside address, 10.10.10.10, is to be translated to an outside
address—inthiscase, 192.168.1.10 §/b 192.168.1.1. If the trand ation isto be completed,
the PIX creastesatrandation dot if one does not aready exist for this connection.

2 All the session information is written to the state table, and the Cisco PIX Firewall
randomly generates a new TCP sequence number. This connection slot is marked in
the state table as an embryonic (half-open) connection.

3 After the connection is verified against the security policy, the PIX allowsthe
connection outside using the trandlated source address and the newly generated TCP
sequence number.

4 The destination receives the connection request (SYN) and replieswith a SYN ACK.

5 ThePIX verifiesthe SYN ACK from the destination and matches the
acknowledgment number against the randomly generated sequence number. It verifies
the connection slot and forwards the connection back to the source using the original
source address and sequence number plus 1.
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6 Any packetsthat do not match the session object exactly are dropped and logged.

7 The source completes the connection by responding with an ACK. The
acknowledgment number is not randomized as it passes through the PIX, and the
connection slot is marked as active-established.

8 The embryonic counter isreset, and data is transmitted between the nodes.

The process used by the PI X to handle UDP traffic is completely different from the process
for TCPtraffic. Thisisdueto UDP's characteristics. UDP is a connectionless protocol that
does not negotiate a connection. Without any setup or termination, it is very difficult to
determine the state of a UDP session. Because of the inability to determine session state, it
isvery easy to spoof UDP packets and hijack a UDP session. Some applications use UDP
rather than TCP for data transfer. Many of these are real-time applications or applications
that have no reliability requirements. These applications include network video applica-
tions, Common Internet File System (CIFS), NetBIOS Domain Name System (DNS), and
remote procedure call (RPC).

The default security policy allows UDP packets to pass from a higher security level to a
lower security level. For UDP packets to passin the other direction, they must be allowed
by the security policy. It is very important to restrict inbound UDP access as much as
possible. Dueto UDP'slimitations, many applicationsthat operate over UDP aretargetsfor
exploitation by hackers.

The Cisco PIX Firewall handles UDP traffic in the following manner:

1 The source machine initiates the UDP connection. It isreceived by the PIX Firewall
en route to the destination. The PIX applies the default rule and any necessary
tranglation, creates asession object in the statetable, and allowsthe connection to pass
to the outside interface.

2 Any return traffic is matched with the session object, and the session timeout is
applied. The session timeout is 2 minutes by default. If the response does not match
the session object or is not within the timeout, the packet is dropped. If everything
matches, the response is allowed through to the requesting source.

3 Any inbound UDP sessions from alower security level to ahigher security level must
be allowed by the security policy, or the connection is dropped.

Address Translation

The current Internet Protocol standard being used is version 4 (1Pv4). IPv4 consists of 32
bits, which represents approximately 4 billion individual 1P addresses. This seemslike a
tremendous number of addresses, but the Internet continues to grow at an incredible rate,
and with the current standard, we will run out of addresses. Two factors are being imple-
mented to help deal with thisissue. Thisfirst is Internet Protocol version 6 (IPv6). IPv6 is
atotal redesign of the Internet Protocol and is still in development. The second factor that
is being used to conserve the public address space is RFC 1918, which defines address
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alocation for private internets. RFC 1918 sets aside network space to be used for private
networks. Thisaddress spaceisnot accessibleviathe public Internet. The Internet Assigned
Numbers Authority (IANA) reserved the following address space for private networks:

10.0.0.0 through 10.255.255.255: 16,777,214 hosts
172.16.0.0 through 172.31.255.255: 1,048,574 hosts
192.168.0.0 through 192.168.255.255: 65,534 hosts

RFC 1918 has had atremendousimpact on Internet addressing and the design of public and
private networks. The challengeto RFC 1918 addressing isthat private addresses cannot be
publicly routed. Hence, address trandlation is implemented. Not only does address trans-
lation provide a method of conserving public address space, it also provides an additional
level of protection for internal nodes, because there is no way to route to a private address
from the Internet.

Address trandation is the method used by the Cisco PIX Firewall to give internal nodes
with private |P addresses access to the Internet. The internal node addresses that are trans-
lated are called local addresses, and the addresses that are trandlated to are called global
addresses. nat and global commands are applied to specific interfaces. Most commonly,
Network Address Trandlation (NAT) takes place, trandating internal addresses to external
addresses, although the PIX is not limited to this configuration. It is possible to translate
any address at oneinterface to another address at any other interface. Two typesof NAT can
be implemented on a Cisco PIX Firewal:

® Dynamic addresstrandation—Translates multiple local addressesinto alimited
number of global public addresses or possibly asingle global address. Thisis called
dynamic address trandation because the firewall selects the first available global
address and assigns it when creating an outbound connection. The internal source
retains the global address for the duration of the connection. Dynamic address
tranglation is broken into two types:

— Network Address Translation (NAT)—Translating multiple local
addresses to a pool of global addresses.

— Port AddressTranglation (PAT)—Translating multiple local addressesto
asingle global address. This method is called Port Address Translation
because the firewall uses asingle translated source address but changesthe
source port to allow multiple connections via a single global address. The
limitation for PAT is approximately 64,000 hosts due to the limited number
of available ports (65,535) and the number of ports already assigned to
specific services. Some applications do not work through PAT because they
reguire specific source and destination ports.

® Statictranslation—Allows for aone-to-oneratio of local to global addresses. Static
translation is commonly used when the internal node must be accessed from the
Internet. Web servers and mail servers must have static addresses so that users on the
Internet can connect to them viatheir global address.
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Translation Commands

Table 5-1 describes the commands and arguments used to configure NAT, PAT, and static
translation on a Cisco PIX Firewall. All the PIX commands are covered in much greater
detail in Chapter 6. This table helps you understand the syntax of the commands given in
the following examples.

Trangation Commands

Table 5-1

Command Description

nat Associates a network with a pool of global addresses.

global Identifies the global addresses to be used for translation.

static M aps the one-to-one relationship between local addresses and global
addresses.

netmask A reserved word that is required to identify the network mask.

dns Specifies that DNS replies that match the xlate should be transl ated.

outside Allows you to enable or disable address trandlation for the external
addresses.

timeout Setstheidle timeout for the trandation slot.

id Also called the nat_id. The number that matches the nat statement with

the global statement. Thisis how the PIX determines which local
addresses trandlate to which global address pool.

internal_if_name

The interface name for the network with the higher security level.

external_if_name

The interface name for the network with the lower security level.

local_ip The IP addresses or network that are to be translated. This can be a specific
network segment (10.10.10.0) or can include all addresses (0.0.0.0).

global_ip The IP address or range of |P addresses that the local addresses translate
to.

network_mask The network mask for a specific network segment. This applies to both
local and global addresses.

max_cons The maximum number of concurrent connections allowed through a static
tranglation.

em limit The maximum number of allowed embryonic connections. The default is
0, which allows unlimited connections. You can limit the number of
embryonic connections to reduce an attack’s effectiveness by flooding
embryonic connections.

norandomseq This option stops the ASA from randomizing the TCP sequence numbers.

Thisnormally is used if the firewall islocated inside another firewall and
datais being scrambled, with both firewalls randomizing the sequence
number.
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Network Address Translation

NAT allows you to translate alarge number of local addresses behind alimited number of
global addresses. Thisletsyou keep your internal network addressing scheme hidden from
external networks. To configure NAT on a Cisco PIX Firewall, you simply need to define
the local and global addresses. In Figure 5-4, al nodes on the internal network are being
translated to a pool of addresses on the external network.

Figure 5-4  Network Address Translation
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Two commands are required to complete this configuration:
® nat—Defines the addresses to be trandl ated:

LabPIX(config)# [nat] [(internal_if _name)] [id] [local_ip] [network_mask]
Here's an example:

LabPIX(config)# nat (inside) 1 0.0.0.0 0.0.0.0

® global—Defines the pool of addresses to trandlate to:

LabPIX(config)# [global] [(external if name)] [id] [global ip] [netmask]
[ network_mask]

Here's an example:

LabPIX(config)# global (outside) 1 192.168.0.10-192.168.0.62 netmask
255.255.255.192
Notice the[id] in both the nat and global commands. It allows you to assign specific
addresses to translate. The addresses in the nat command trans ate to the addresses in the
global command that contains the same ID. The only ID that cannot be used hereis0. The
command nat 0 is used on the PIX to identify addresses that are not to be translated. The
nat 0 command is commonly called the “no nat” command.
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Port Address Translation

PAT alows you to trandate your local addresses behind a single global address. The
commands required to perform PAT are exactly the same as NAT. The only differencein
defining PAT isthat you define asingle global addressrather than arange. Figure 5-5 shows
all local nodes behind a single global address being transl ated.

Figure 5-5  Port Address Trandation
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Here's the nat command syntax:

LabPIX(config)# [nat] [(internal_if name)] [1id] [local_ip] [network_mask]
Here's an example:

LabPIX(config)# nat (inside) 1 0.0.0.0 0.0.0.0
Here's the global command syntax:

LabPIX(config)# [global] [ (external_if name)] [id] [global_ip] [netmask]
[network_mask]

Here's an example:

LabPIX(config)# global (outside) 1 192.168.0.10 netmask 255.255.255,255

Static Translation

Although static trandlation is not an exam topic, it is very important for you to understand
how it works. Static translation maps a single local addressto asingle global address. It is
most commonly used when the local node must be accessed from the public space
(Internet). In the following command, the local node 10.10.10.9 is configured to have a
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NOTE

Figure 5-6

global address of 192.168.0.9. Remember that the static command configures only the
addresstranglation. To allow access to the local node from alower security level interface,
you need to configure either a conduit or an accesslist:

LabPIX(config)# [static] [(internal_if name, external_if name)] [global_ ip]
[local_ip]

LabPIX(config)# static (inside, outside) 192.168.0.9 10.10.10.9

LabPIX(config)# conduit permit tcp host 192.168.0.9 eq www any

or
LabPIX(config)# access-list 101 permit tcp any host 192.168.0.9 eq www

If you are using an accesslist, you need to create an access group to apply the accesslist to
the correct interface:

LabPIX(config)# access-group 101 in interface outside

Chapter 7, “Configuring Access,” discusses conduits and access listsin greater detail.

Thisisthe configuration used in Figure 5-6. Note that the node is now accessible from the
Internet.

Satic Translation

D |The server 10.10.10.9 always has the translated address of 192.168.0.9.
10.10.10.9 ~
[ l = Internet
10.10.10.1 | L -
< 192.168.0.1 D
' —| “_ Perimeter Router !
| R4 | .. A E
192.168.0.2 ">~
_____ A S T
ERequest t0 10.10.10.9 :  Request to 192.168.0.9

Reply from 192.168.0.9

i Reply from 10.10.10.9 !

'
'
'
'
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Using the static Command for Port Redirection

One of the improvements of PIX OS version 6.0 isthat the static command can be used to
redirect servicesto specific ports as well as trandate the host’s address. This command
allows the outside user to connect to a specific address/port and have the PIX redirect the
traffic to the appropriate inside/DMZ server. The syntax for this command is as follows:
LabPIX(config)# [static] [(internal_if name, external_if name)] {tcp | udp}

[global _ip] [global port] [local_ip] [local _port] [netmask mask]
[max connections [emb_limit[noramdomseq]]]

For example:

LabPIX(config)# static (inside, outside) tcp 192.168.0.9 ftp 10.10.10.9 2100 netmask
255.255.255.255 0 0

Configuring Multiple Translation Types on the Cisco PIX Firewall

NOTE

Itisagood practice to use a combination of NAT and PAT. If you have more internal hosts
than external | P addresses, you can configure both NAT and PAT. Your first group of hosts
trandlates to the global addresses that are listed, and the remaining hosts use PAT and
trand ate to the single global address. If you do not configure NAT and PAT, the PIX
automatically performs NAT starting at the highest 1P of the global 1P range and performs
PAT with the lowest I P after all other addresses have been used. If the location has any
servers that need to be accessed from the Internet (web servers, mail servers, and so on),
they must be configured for static tranglation.

Inthefollowing syntax examples, the internal network consisting of 254 hoststranslatesto
52 external addresses (192.168.0.10 to 192.168.0.62). This means that the remaining 202
hosts tranglate to 192.168.0.63.

LabPIX(config)# [nat] [(internal_if name)] [id] [local_ip] [network_mask]
LabPIX(config)# nat (inside) 1 10.10.10.0 255.255.255.0

LabPIX(config)# [global] [ (external_if name)] [id] [global_ip] [netmask]
[network_mask]

LabPIX(config)# global (outside) 1 192.168.0.10-192.168.0.62 netmask
255.255.255.192

LabPIX(config)# [global] [ (external_if name)] [id] [global_ip] [netmask]
[network_mask]

LabPIX(config)# global (outside) 1 192.168.0.63 netmask 255.255.255.255

It is recommended that any devices that have a static translation and are accessed from the
Internet be segregated from the rest of the internal network. These devices should be on a
separate network segment that connectsto an additional interface onthe PIX Firewall. This
isnormally called ademilitarized zone (DMZ) segment.

The addresses assigned for static translation cannot be part of the global IP pool. Thisisa
one-to-one rel ationship between the outside address and the address being trandl ated.
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Example 5-1 shows the commands for this type of configuration.
Example 5-1 Configuring Multiple Trandlation Types

LabPIX(config)# nat (inside) 1 0.0.0.0

LabPIX(config)# global (outside) 1 192.
255.255.255.192

LabPIX(config)# global (outside) 1 192.168.0.62 netmask 255.255.255.255

LabPIX(config)# static (DMZ, outside) 192.168.0.3 172.16.1.2

LabPIX(config)# static (DMZ, outside) 192.168.0.4 172.16.1.3

LabPIX(config)# static (DMZ, outside) 192.168.0.5 172.16.1.4

LabPIX(config)# access-list 101 permit tcp [specific source] host 192.168.0.3 eq
smtp

LabPIX(config)# access-list 101 permit tcp any host 192.168.0.4 eq www

LabPIX(config)# access-list 101 permit udp [specific source] host 192.168.0.5 eq
domain

LabPIX(config)# access-group 101 in interface outside

0.0.0.0
168.0.10-192.168.0.61 netmask

Figure 5-7 depicts the configuration shown in Example 5-1. Note that the traffic that is
allowedinboundis routed to the DMZ rather than going to theinternal network. Remember
that static trandation provides the mechanism for external hosts to connect to internal
nodes, but because the connection is from alower security level to ahigher security level,
there must be arule in the security policy allowing the connection.

Figure 5-7  Combined NAT, PAT, and Satic Translation

An internal nodes will be NAT to 192.168.0.10 to
192.168.0.61 and then PAT to 192.168.0.62.
All devices on the DMZ segment will have a static
translation to 192.168.0.3 (mail), .4 (web), .5 (DNS)
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10.10.10.11

DMZ Segment
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Bidirectional Network Address Translation

Cisco PIX Firewall software version 6.2 allows NAT of external source |P addresses for
packets traveling from the outside interface to an inside interface. All the functionality
available with traditional nat, pat, and static commands is available bidirectionally.

Translation Versus Connection

A single user on aworkstation located on the internal network is connecting to his web-
based e-mail, making an online stock purchase, researching anew software packagethat he
intends to buy, and backing up adatabase at aremote branch office. How many connections
does he have going from hisworkstation? It is difficult to tell, because many of these tasks
require multiple connections between the source and destination. How many translated
sessions does he have going? One.

Most configurations create a single trandl ated session, and from that session the user can
create multiple connections. It is possible to create multiple translated sessions. This
normally occurs when the internal node is accessing resources via different network
segments all attached to the firewall (such as outside, DMZ1, DMZ2, and so on).

Tranglation occurs at the network layer (Layer 3) of the OSI model and deals only with
packets. Connections, however, deal with the transport layer (Layer 4). Therefore, connec-
tions can be considered a subset of asingle trandation. It is possible to troubleshoot both
transation and connection issues. It is recommended that you verify translation before
attempting to troubleshoot a connection problem, because the connection cannot be estab-
lished if the trandation has not occurred.

The command used to troubleshoot tranglationsis xlate. You can see the translation table
by using the command show xlate, or you can clear the table with clear xlate. Any time
you make a change to the tranglation table, it isagood ideato clear xlate. Thisforcesthe
trand ation slotsto drop, and the Cisco PIX Firewall rebuildsthe tranglation table. If you do
not run the clear xlate command, the system does not drop the translation slots until they
time out, which is 3 hours by default. The following commands can make a change to the
translation table:

® nat

® global
® gatic
® route
® alias

® conduit
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Table 5-2

Table 5-3

Table 5-2 documents the options and arguments that come into play with the show xlate
and clear xlate commands.

show/clear xlate Command Options

Command Option Description

detail

If specified, displays the translation type and
interface information.

[global | local ip1[-ip2] [netmask mask] Displays active trandations by global 1P address or

local |P address using the network mask to qualify

the IP address.

interfaceifl [,if2] [,ifn] Displays active trandations by interface.

Iport | gport port [-port] Displays active trandations by local and global
ports.

state

Displays active translations by state (use the
trandation flags listed in Table 5-3).

Trandlation Flags

Flag Description
Static trandlation slot
d Dumps the tranglation slot on the next cleaning cycle
r Port map trandation (PAT)
n No randomization of TCP sequence number
o] Outside address translations
i Inside address translations
D DNSA RR rewrite

Identity translation from natO

If you cannot clear xlate, it is possible (but not preferred) to clear the trand ation table by
doing areload, or by rebooting the PIX.

The command used to troubleshoot connectionsis show conn. Thiscommand displaysthe
number and status of all active TCP connections for the specific options selected. Table 5-
4 lists the many options for the show conn command.
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Table 5-4

Table 5-5

show conn Command Options

Command Option

Description

count Displays the number of used connections (its
accuracy depends on the volume and type of traffic).
detail Displays the specified translation type and interface

information.

foreign | local ip [-ip2] netmask mask

Displays active connections by foreign or local IP
address and qualifies connections by network mask.

fport | Iport portl [-port2]

Displaysforeign or local active connections by port.

protocol tecp | udp | protocol

Displays active connections by protocol type.

state

Displays active connections by their current state
(see Table 5-5).

Connection Flags

Flag Description
U Up

f Inside FIN

F Outside FIN

=

Inside acknowledged FIN

Py

Outside acknowledged FIN

Awaiting outside SYN

Awaiting inside SYN

SMTP data

([ Z|n|»

TCP SIP connection

Inbound data

Outbound data

SQL*Net data

Dump

Inside back connection

Outside back connection

Group

Awaiting outside ACK to SYN

Awaiting inside ACK to SYN

w|>|2|a|m|o|lae|e]|o

Initial SYN from outside

continues
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Table 5-5 Connection Flags (Continued)

Flag Description

R RPC

H H.323

T UDP SIP connection

m SIP media connection

t SIP transient connection
D DNS

Configuring DNS Support

Itisnot necessary to configure DNS support on the Cisco PI X Firewall. By default, the PIX
identifies each outbound DN S request and allows only asingle responseto that request. The
internal host can query several DNS servers for aresponse, and the PIX alowsthe
outbound queries. However, the PIX alows only the first response to pass through the
firewall. All subsequent responses to the original query are dropped.
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Foundation Summary

The Foundation Summary is a consolidation of the information covered in this chapter. It
helpsyou continueto review theinformation in this chapter to prepare for the Certification Exam.

All interfaces on the Cisco PIX Firewall are assigned security levels. The higher the
number, the more secure the interface. Traffic is alowed to pass from an interface with a
higher security level to an interface with alower security level without aspecificruleinthe
security policy. By default, the outside interface (Ethernet 0) is assigned a security level of
0, and theinside interface (Ethernet 1) is assigned a security level of 100. All other inter-
faces must be manually assigned a security level using the nameif command. Traffic does
not pass through two interfaces if they have the same security level.

ThePIX Firewall handlesthe two transport protocols completely differently. Because TCP
isconnection-oriented and createsasession, itisrelatively simplefor the PIX to handlethe
traffic. TCP also generates a TCP sequence number, and the PIX randomizes that number
as it passes through the firewall on its way to the destination. Thisway, it is very difficult
to hijack a TCP session by selecting the next sequence number in the series. Figure 5-8
shows how the PIX Firewall handles a TCP handshake.
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Figure 5-8  PIX Handling TCP Traffic
Step 1. Source Initiates Connection
Source IP:10.10.10.10
Destination I1P: 192.168.1.12

| Step 2. PIX Allows Connection
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Random Sequence Number: 2748
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Destination Port: 22 '
Sequence Number: 332 !
ACK: 558 .

| Source Port: 2531
5 TCP Flag: ACK

y
Source Port: 2531

UDP is a connectionless protocol, so it is very difficult to determine a connection’s state.
When outbound UDP traffic is generated, the PIX completes the necessary address trans-
lation and saves the session object in the state. If the response does not arrive within the
timeout period (the default is 2 minutes), the connection is closed. If the response arrives
within the timeout, the PIX verifies the connection information. If it matchesthe on
object in the state table, the PIX alows the traffic. Figure 5-9 shows how the PIX typically
handles UDP traffic.
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Figure 5-9

|1
— o p

10.10.10.10

There are two types of address trand ation:

® Dynamic addresstrandlation is broken into two categories:

— Network Address Trandation (NAT)—Multiple local hoststrandateto a
pool of global addresses.

— Port AddressTrandglation (PAT)—Multipleloca hoststransateto asingle
global address.

PIX Handling UDP Traffic

Step 2. PIX Allows Connection
xlate Source IP: 192.168.1.10

Source IP: 10.10.10.10 E :
1 Destination IP: 192.168.1.12 "

Destination IP: 192.168.1.12
Source Port: 1012 i
Destination Port: 53

Step 1. Source Initiates Connection !

Source Port: 1012
Destination Port: 53

e —————————— #192.168.1.12

Step 4. PIX Returns Response
Source IP: 192.168.1.12

E Step 3. Server Responds
Destination IP: 10.10.10.10 :

Source IP: 192.168.1.12
Destination IP: 192.168.1.10
<-ioos Source Port: 53
Destination Port: 1012

Source Port: 53
Destination Port: 1012

® Statictransation—A singlelocal addresstrans atesto asingle global address. Static
rules provide the translation to allow connection from alower security level to a
higher security level, but this connection must be allowed in the security policy. This
connection can be allowed using either the conduit or access-list command. Access
lists must be part of an access group and must be configured to a specific interface.



86 Chapter 5: Understanding Cisco PIX Firewall Translation and Connections

Multiple connections can take place through a single trandlation. Transl ations take place at
the network layer, and connections occur at the transport layer. Therefore, connections are
asubset of translations. Two specific commands are used to troubleshoot trandl ation:

® show xlate—This command displays trandation slot information. Many options are
available to display specific information about the address translations.

® clear xlate—This command clears the trand ation table. Again, many options allow
you to clear specific portions of the trandation table.

A single command with numerous options is used to troubleshoot connections:

® show conn—Displaysthe number of and information about the active connectionsfor
the options specified.
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Q&A

Asmentioned in the Introduction, the questionsin thisbook are written to be more difficult
than what you should experience on the exam. The questions are designed to ensure your
understanding of the concepts discussed in this chapter and adequately prepare you to

complete the exam. You should use the simulated exams on the CD to practice for the exam.

The answers to these questions can be found in Appendix A.

1

When should you run the command clear xlate?
A When updating a conduit on the firewall

B When editing the NAT for the inside segment

C When adding addresses to the global pool

D All of the above

What happens if you configure two interfaces with the same security level?
True or false: The quickest way to clear the trandlation table isto reboot the PIX.

True or false: If you configure a static translation for your web server, everyone can
connect to it.

Which of the following is not a method of address trandation supported by the PIX?
A Network Address Translation

B Socket Address Tranglation

C Port Address Trandation

D Static

True or false: Itiseasy t 0 hack into aPIX over UDP 53, because it accepts DNS
resolves from anyone.

What the does the PIX normally change when allowing a TCP handshake between
nodes on different interfaces and performing NAT?

What the does the PIX normally change when allowing a TCP handshake between
nodes on different interfaces and performing PAT?
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9

10
11

12

13
14
15
16
17

You have configured two additional DMZ interfaces on your PIX Firewall. How do
you prevent nodes on DM Z1 from accessing nhodes on DMZ2 without adding rulesto
the security policy?

A Route al traffic for DMZ2 out the outside interface.

B Dynamicaly NAT all DMZ2 nodes to a multicast address.

C Assign ahigher security level to DMZ2.

D All of the above

Trueor fase: It ispossibleto hide an entire Class C network behind asingle [P using PAT.

True or false: TCP isamuch better protocol than UDP, because it does handshakes
and randomly generates TCP sequence numbers.

Which of the following nat commands is/are correct?
LabPIX (config)# nat (inside) 1 0.0.0.0 0.0.0.0
LabPI X (config)# nat (inside) 1 0.0

LabPIX (config)# nat (inside) 100

AandB

AandC

All of the above

T m O O W >

When would you want to configure NAT and PAT for the same inside segment?
What is RFC 19187

True or false: By default, an embryonic connection terminates after 2 minutes.
What command shows all active TCP connections on the PIX?

Why isthere anid field in the nat command?






This chapter coversthe following exam topicsfor the Secure PIX Firewall Advanced Exam
(CSPFA 9E0-511):

5. User interface

6. Configuring the PIX Firewall
8. Time setting and NTP support
13. DHCP server configuration



CHAPTER 6

Getting Started with the
Cisco PIX Firewall

This chapter describes the basic preparation and configuration required to use the network
firewall featuresof the Cisco PIX Firewall. It focuses on how to establish basic connectivity
from the internal network to the public Internet.

“Do | Know This Already?” Quiz

The purpose of this quiz isto help you determine your current understanding of the topics
covered in this chapter. Write down your answers and compare them to the answersin
Appendix A. The concepts in this chapter are the foundation of much of what you need to
understand to passthe CSPFA Certification Exam. Unlessyou do exceptionally well on the
“Dol Know ThisAlready?’ pretest and are 100% confident in your knowledge of thisarea,
you should read through the entire chapter.

How do you access privileged mode?

What is the function of the nameif command?

What six commands produce a basi ¢ working configuration for aCisco PIX Firewall?
Why isthe route command important?

What is the command to flush out the ARP cache on a Cisco PIX Firewall?

True or false: It is possible to configure the outside interface on a Cisco PIX Firewall
to accept DHCP requests.

o o0 b~ WO N P

~

What type of environment uses the PIX DHCP client feature?
8 What command rel eases and renews an | P address on the PIX?
9 Giveat least one reason why it is beneficial to use NTP on the Cisco PIX Firewall.

10 Why would you want to secure the NTP messages between the Cisco PIX Firewall
and the NTP server?
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Foundation Topics

Access Modes

The Cisco PIX Firewall contains a command set based on Cisco 10S Software technologies
that provides three administrative access modes:

Unprivileged mode is available when you first accessthe PIX Firewall through console
or Telnet. It displays the > prompt. This mode lets you view only restricted settings.

You access privileged mode by entering the enable command and the enabl e password.
The prompt then changesto # from >. In this mode you can change afew of the current
settings and view the existing Cisco PIX Firewall configuration. Any unprivileged
command also works in privileged mode. To exit privileged mode, enter the disable,
exit, or ~z command.

You access configuration mode by entering the configure terminal command. This
changes the prompt to (config)# from #. In this mode you can change system
configurations. All privileged, unprivileged, and configuration commands work in this
mode. Use the exit or *z command to exit configuration mode.

NOTE PIX version 6.2 supports 16 privilege levels. This new feature allows Cisco PIX Firewall
commands to be assigned to one of the 16 levels. These privilege levels can also be assigned
to users. Thisis discussed in detail in Chapter 4, “ System Maintenance.”

Configuring the PIX Firewall

Six important commands are used to produce a basic working configuration for the PIX
Firewal:

interface
nameif

ip address
nat

global
route

Before you use these commands, it can prove very useful to draw a diagram of your Cisco
PIX Firewall with the different security levels, interfaces, and | P addresses. Figure 6-1 shows
one such diagram that is used for the discussion in this chapter.
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Figure 6-1  Documenting Cisco PIX Firewall Security Levels, Interfaces, and |P Addresses
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interface Command

Theinterface command identifies the interface hardware card, sets the speed of the
interface, and enables the interface al in one command. All interfaces on a Cisco PIX

Firewall are shut down by default and are explicitly enabled by the interface command.
The basic syntax of the interface command is as follows:

interface hardware_id hardware_speed [shutdown]
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Table 6-1 describes the command parameters for the inter face command.
Table 6-1 interface Command Parameters

Command Parameter Description

hardware_id Indicates the interface’s physical location on the Cisco PIX Firewall.

hardware_speed Sets the connection speed, depending on which medium is being
used. 1000auto sets Ethernet speeds automatically. However, it is
recommended that you configure the speed manually.

1000sxfull—Sets full-duplex Gigabit Ethernet.
1000basesx—Sets half-duplex Gigabit Ethernet.

1000auto—Automatically detects and negotiates full-/half-duplex
Gigahit Ethernet.

10baset—Sets 10 Mbps half-duplex Ethernet (very rare these days).
10full—Sets 10 Mbps full-duplex Ethernet.

100full—Sets 100 Mbps full-duplex Ethernet.

100basetx—Sets 100 Mbps half-duplex Ethernet.

Make sure that the hardware_speed setting matches the port speed
on the Catalyst switch the interface is connected to.

shutdown The shutdown parameter administratively shuts down the interface.
This parameter performs avery similar function in Cisco 10S
Software. However, unlike with 10S, the command no shutdown
cannot be used here. To place an interface in an administratively up
mode, you reenter the inter face command without the shutdown
parameter.

Here are some examples of the interface command:

interface ethernet0® 100full
interface ethernet1 100full
interface ethernet2 100full

nameif Command

Asthe name intuitively indicates, the nameif command is used to name an interface and
assign asecurity value from 1 to 99. The outside and inside interfaces are named by default
and have default security values of 0 and 100, respectively. By default, the interfaces have
their hardware ID. Ethernet 0 isthe outside interface, and Ethernet 1 istheinside interface.
The names that are configured by the nameif command are user-friendly and are easier to
use for advanced configuration later.

The syntax of the nameif command is

nameif hardware_id if_name security level
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Table 6-2

Table 6-2 describes the command parameters for the nameif command.
nameif Command Parameters

Command Parameter  Description

hardware_id Indicates the interface’s physical location on the Cisco PIX Firewall.

if_name The name by which you refer to thisinterface. The name cannot
have any spaces and must not exceed 48 characters.

security_level A numerical value from 1 to 99 indicating the security level.

Here are some examples of the nameif command:

nameif ethernet® outside security@
nameif etherneti inside security100

nameif ethernet2 dmz security20

The security_level value controls how hosts/devices on the different interfacesinteract with
each other. By default, hosts/devices connected to interfaces with higher security levelscan
access hosts/devices connected to interfaces with lower-security interfaces. Hosts/devices
connected to interfaces with lower-security interfaces cannot access hosts/devices
connected to interfaces with higher-security interfaces without the assistance of accesslists
or conduits.

You can verify your configuration by using the show nameif command.

ip address Command

Table 6-3

All theinterfaces on the Cisco PIX Firewall that will be used must be configured with an
IP address. The | P address can be configured manually or through Dynamic Host Configu-
ration Protocol (DHCP). The DHCP feature is usually used on Cisco PIX Firewall small
office/lhome office (SOHO) models. DHCP is discussed later in this chapter.

Theip address command is used to configure I P addresses on the PIX interfaces. Theip
address command binds alogical address (1P address) to the hardware ID. Table 6-3
describes the parameters for the ip address command, the syntax of which is as follows:

ip address if name ip_address [netmask]
ip address Command Parameters

Command Parameter Description

if_name The interface name that was configured using the nameif command.
ip_address Theinterface’s | P address.
netmask The appropriate network mask. If the mask valueis not entered, the

PIX assigns a classful network mask.
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Here's an example of theip address command:
ip address inside 10.10.10.14 255.255.255.0
Use the show ip command to view the configured 1P address on the PIX interface.

nat Command

NOTE

Table 6-4

Thenat (Network Address Translation) command lets you translate aset of | P addressesto
another set of |P addresses.

PIX 6.2 supports bidirectional translation of inside network |P addressesto global 1P
addresses and translation of outside |P addresses to inside network |P addresses.

The nat command is dways paired with a global command, with the exception of the nat 0
command. Table 6-4 describes the command parameters for the nat command, the syntax
of whichisasfollows:

nat (if_name) nat_id local_ ip [netmask]
nat Command Parameters

Command Parameter  Description

(if_name) Theinternal network interface name.
nat_id The ID number to match with the global address pooal.
local_ip The IP address that is trandated. Thisis usually the inside network

IP address. It is possible to assign all the inside network for the
local_ip through nat (inside) 1 0 0.

netmask Network mask for the local | P address.

Here are some examples of the nat command:
nat (inside) 1 10.10.10.0 255.255.255.0
nat (inside) 1 172.16.1.0 255.255.255.0

Chapter 5, “Understanding Cisco PIX Firewall Translation and Connections,” discusses
NAT in greater detail.

global Command

The global command is used to define the address or range of addresses that the addresses
defined by the nat command are trandlated into. It isimportant that the nat_id be identical
tothenat_id used in the nat command. The nat_id pairs the | P address defined by the
global and nat commands so that network translation can take place. The syntax of the
global command is

global (if_name) nat_id global ip | global ip-global ip [netmask]
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Table 6-5

Table 6-5 describes the parameters and options for the global command.
global Command Parameters

Command Parameter  Description

(if_name) The externa network where you use these global addresses.

nat_id I dentifies the global address and matches it with the nat command it
is pairing with.

global_ip A single IP address. When asingle | P address is specified, the PIX

automatically performs Port Address Trandation (PAT). A warning
message indicating that the PIX will PAT all addresses is displayed
on the console.

global_ip-global_ip Defines arange of global |P addressesto be used by the PIX to NAT.
netmask The network mask for the global 1P address(es).

There should be enough global 1P addresses to match the local 1P addresses specified by
the nat command. If there aren’t, you can leverage the shortage of global addresses by PAT
entry, which permits up to 64,000 hoststo use asingle | P address. PAT dividesthe available
ports per global |P address into three ranges:

¢ QOto511
¢ 512t01023
® 1024 to 65535

PAT assigns a unique source port for each UDP or TCP session. It attemptsto assign the
same port value of theoriginal request, but if the original source port hasalready been used,
PAT starts scanning from the beginning of the particular port rangeto find thefirst available
port and assignsit to the conversation. PAT has somerestrictionsin its use. For example, it
cannot support H.323 or caching name server use. The following example shows a config-
uration using arange of global 1P and single IP for PAT:

nat (inside) 1 10.0.0.0 255.0.0.0

global (outside) 1 192.168.10.15-192.168.1.62 netmask 255.255.255.0
global (outside) 1 192.168.10.65 netmask 255.255.255.0

When a host or device tries to start a connection, the PIX Firewall checks the translation
tableif thereisan entry for that particular IP. If there is no existing translation, anew trans-
lation slot is created. The default time that atrandated |P iskept in the trandation table is
3 hours. You can change this with the timeout xlate hh: mm: sscommand. To view thetrans-
lated addresses, use the show xlate command.
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route Command

Table 6-6

RIP

The route command tells the Cisco PIX Firewall where to send information that is
forwarded on a specific interface and that is destined for a particular network address. You
add static routes to the PIX using the route command.

Table 6-6 describes the route command parameters, the syntax of which is asfollows:

route if _name ip address netmask gateway ip [metric]
route Command Parameters

Command Parameter Description

if_name The name of the interface where the data leaves from.
ip_address The |P address to be routed.

netmask The network mask of the | P address to be routed.

gateway ip The |P address of the next-hop address. Usually thisisthe IP

address of the perimeter router.

metric Specifies the number of hops to gateway _ip.

The following example shows a default route configuration on a Cisco PIX Firewall:
route outside 0.0.0.0 0.0.0.0 192.168.1.3 1

The 1 at the end indicates that the gateway router is only one hop away. If ametric is not
specified in the route command, the default is 1. You can configure only one default route
onthe PIX Firewall. It is good practice to use the clear arp command to clear the PIX
Firewall’s ARP cache before testing your new route configuration.

The Routing Information Protocol (RIP) can be enabled to build the Cisco PIX Firewall
routing table. RIP configuration specifies whether the PIX updates its routing tables by
passively listening to RIP traffic and whether the interface broadcasts itself as a default
route for network traffic on that interface. It is also important to configure the router
providing the RIP updates with the network address of the PIX interface. The syntax to
enable RIPis

rip if_name default | passive [version [1 | 2]] [authentication [text | md5
key (key_1id)]]
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Table 6-7 describes the rip command parameters.
Table 6-7 rip Command Parameters

Command Parameter  Description

if_name The interface name.

default Broadcasts a default route on the interface.

passive Enables passive RIP on the interface. The Cisco PIX Firewall listens
for RIP routing broadcasts and uses that information to populate its
routing tables.

version The RIP version. Use version 2 for RIP update encryption. Use
version 1 to provide backward compatibility with the older version.

authentication Enables authentication for RIP version 2.

text Sends RIP updates in clear text.

md5 Encrypts RIP updates using MD5 encryption.

key The key to encrypt RIP updates. This value must be the same on the

routers and on any other device that provides RIP version 2 updates.
The key isatext string of up to 16 charactersin length.

key_id The key identification value. The key_id can be a number from 1 to
255. Use the same key_id that isin use on the routers and any other
device that provides RIP version 2 updates.

Testing Your Configuration

Making sure that the configuration you entered works is an important part of the configu-
ration process. At this point you would test basic connectivity from the inside interface out
to the other interfaces. Use the ping and debug commands to test your connectivity.

The ping command sends an ICM P echo request message to the target |P and expects an
ICMP echo reply. By default, the PIX denies all inbound traffic through the outside
interface. Based on your network security policy, you should consider configuring the PIX
todeny all ICMPtraffic to the outside interface, or any other interface you deem necessary,
by entering theicmp command. The icmp command controls |CMP traffic that terminates
on the PIX. If no ICMP control list is configured, the PIX accepts al ICMP traffic that
terminates at any interface (including the outside interface). For example, when you first
configure the PIX, it isagood ideato be able to ping an interface and get aresponse. The
following makes that possible for the outside interface:

icmp permit any any outside
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NOTE

icmp permit any any outside is used during the testing/debugging phase of your
configuration process. Make sure that you change it to not responding to ping request after
you complete testing. It is asecurity risk to leave it accepting and responding to ICMP
packets.

After theicmp permit command has been configured, you can ping the outside interface
on your Cisco PIX Firewall and ping from hosts on each firewall interface. For example:

ping outside 192.168.1.1
You can also monitor ping results by starting debug icmp trace.

Saving Your Configuration

NOTE

Configuration changes that you have made stay in the PIX’sRAM unless you save them to
Flash memory. If for any reason the PIX must be rebooted, the configuration changes you
made are lost. So when you finish entering commands in the configuration, save the
changes to Flash memory with the write memory command, as follows:

Pix# write memory

There is one obvious advantage of not having configuration changes committed to Flash
memory immediately. For example, if you make a configuration that you cannot back out
of, you simply reboot and get back the settings you had before you made the changes.

You are now done configuring the Cisco PIX Firewall. This basic configuration lets
protected network users start connections and prevents users on unprotected networksfrom
accessing (or attacking) protected hosts.

Usethewriteterminal or show running-config command to view your current configuration.

Configuring DHCP on the Cisco PIX Firewall

The Cisco PIX Firewall has features that let it be configured as a:

® DHCP server
® DHCPclient
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Using the PIX Firewall DHCP Server

Table 6-8

The DHCP server is usually used in SOHO environments with lower-end models of the
Cisco PIX Firewall, such as the 501 and 506 units. Table 6-8 shows DHCP clientsthat are
supported by PIX.

Cisco PIX Firewall DHCP Client Support

Cisco PIX Firewall Maximum Number of DHCP Client

PIX Firewall Version Platform Addresses (Active Hosts)
Version 5.2 and earlier All platforms 10
Version 5.3 to version 6.0 PIX 506/506E 32

All other platforms 256
Version 6.1 and higher PIX 501 32

PIX 501 with 128

optional 50-user 256

license

256

PIX 506/506E
All other platforms

The PIX DHCP server can be enabled only on the inside interface.

Aswith all other DHCP servers, you have to configure DNS, WINS, | P address lease time,
and domain information on the PIX. Six steps are involved in enabling the DHCP server
feature on the PIX:

Step 1 Enable the DHCP daemon on the Cisco PIX Firewall to listen to DHCP
requests from clients;

dhcpd enable inside
Step 2 Specify the |P address range that the PIX DHCP server assigns:
dhcpd address 10.10.10.15-10.10.10.100 inside

Step 3 Specify the lease length to grant to the client. The default is 3600
seconds:

dhcpd lease 2700
Step 4 Specify aDNS server (optional):
dhcpd dns 192.168.10.68 192.168.10.73
Step 5 Specify WINS servers (optional):
dhcpd wins 192.168.10.66
Step 6 Configure the domain name the client uses (optional):

dhcpd domain axum.com
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Configuring the PIX Firewall DHCP Client

NOTE

NOTE

DHCP client support on the Cisco PI X Firewall isdesigned for use by SOHO environments
in which DSL and cable modems are used. The DHCP client can be enabled only on the
PIX’s outside interface. When the DHCP client is enabled, DHCP servers on the outside
provide the outside interface with an | P address.

The DHCP client does not support failover configuration.

The DHCP client feature on your firewall is enabled by the ip address dhcp command:
ip address outside dhcp [setroute] [retry retry cnt]

The setroute option tells the Cisco PIX Firewall to set its default route using the default
gateway parameter that the DHCP server returns. Do not configure a default route when
using the setroute option.

The same command, ip address dhcp, is used to release and renew the outside interface’'s
IP address.

To view current information about the DHCP |ease, enter the following command:

show ip address dhcp

Configuring Time Settings on the Cisco PIX Firewall

There are at least two ways in which the PIX getsiits time setting information:

® NTP server
® System clock

Network Time Protocol (NTP)

The Network Time Protocol (NTP) is used to implement a hierarchical system of servers
that provide a source for a precise synchronized time among network systems. It's
important to maintain a consistent time throughout all network devices, such as servers,
routers, and switches. When analyzing network events, logs are an important source of
information. Analyzing and troubleshooting network events can be difficult isthereistime
inconsistency with network devices on the network. Furthermore, some time-sensitive
operations, such as validating certificates and certificate revocation lists (CRLS), require
precise time stamps.
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NOTE

Table 6-9

The latest Cisco PIX Firewall OS, version 6.2, lets you obtain the system time from NTP
version 3 servers. Thisfeatureis available only on Cisco PIX Firewall version 6.2.

The syntax to enable an NTP client on the PIX is

ntp server ip address [key number] source if _name [prefer]
Table 6-9 describes the parameters of the ntp command.
ntp Command Parameters

Command Parameter  Description

ip_address Thisisthe time server's I P address with which the PIX synchronizes.

key This option requires an authentication key when sending packets to
the NTP server.

number The authentication key. This number is useful when you use multiple
keys and multiple servers for identification purposes.

source If the sour ce keyword is not specified, the routing table is used to
determine the interface.

if_name The interface name used to send packets to the NTP server.

prefer Reduces switching back and forth between servers by making the

specified server the preferred time server.

Communication of messages between the PIX and the NTP servers can be authenticated to
prevent the PIX from synchronizing time with rogue NTP servers. The three commands
used to enable NTP authentication are as follows:

ntp authenticate
ntp authentication-key number md5 value

ntp trusted-key number

The ntp authenticate command enables NTP authentication and refuses synchronization
to an NTP server unless the server is configured with one of the authentication keys
specified using the ntp trusted-key command.

The ntp authentication-key command is used to define authentication keys for use with
other NTP commands to provide a higher degree of security. The number parameter isthe
key number (1 to 4294967295). md5 is the encryption algorithm. The value parameter is
the key value (an arbitrary string of up to 32 characters).

Thentp trusted-key command is used to define one or more key numbers corresponding to the
keys defined with the ntp authentication-key command. The Cisco PIX Firewall requiresthe
NTP server to provide this key number in its NTP packets. This provides protection against
synchronizing the PIX system clock with an NTP server that is not trusted.

To get remove NTP configuration, use the clear ntp command.
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PIX Firewall System Clock

NOTE

Table 6-10

The second method of configuring the time setting onthe PIX Firewall isthe system clock.
The system clock is usually set during the initial setup interview question when you're
configuring anew Cisco PIX Firewall. You can changeit later using the clock set
command:

clock set hh:mm:ss month day year

Three characters are used for the month parameter. The year is afour-digit number. For
example, to set thetime and date to 17:51 and 20 seconds on April 9, 2003, you would enter

clock set 17:51:20 apr 9 2003

The system time, unlike NTP, is not synchronized with other network devices.

Cisco PIX Firewall version 6.2 has made some improvementsto the clock command. The
clock command now supports daylight saving (summer) time and time zones. To configure
daylight saving time, enter the following command:

clock summer-time zone recurring [week day month hh:mm week day
month hh:mm [offset]]

Table 6-10 describes the parameters for the clock command.
clock Command Parameters

Command Parameter Description

summer-time Automatically switches to summer time (for display purposes only).

zone The name of the time zone.

recurring Indicates that summer time should start and end on the days specified
by the values that follow this keyword. The summer timerule
defaults to the United Statesrule.

week day Sets the day of the week (Sunday, Monday).

month The full name of the month, such asApril.

hh:mm Thetimein 24-hour military format.

offset The number of minutesto add during summer. The default is
60 minutes.

Time zones are set just for the purpose of display. It does not change the internal PIX time,
which remains universal time clock (UTC). To set the time zone, use the clock timezone
command.

Thefollowing clock summer-time command specifies that summertime starts on the first
Sunday in April at 2 am. and ends on the last Sunday in October at 2 a.m.:

pix(config)# clock summer-time PDT recurring 1 Sunday April 2:00 last Sunday
October 2:00
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Sample PIX Configuration

Example 6-1 shows sample output for a PIX configuration. Can you identify some of the
commands that have been discussed in this chapter?

Example 6-1 Sample PIX Configuration

pix# show config

: Saved

: Written by deguc at 11:29:39.859 EDT Fri Aug 8 2002
PIX Version 6.2(2)

nameif ethernet@ outside security@

nameif ethernet1 inside security100

nameif ethernet2 dmz security20

enable password GgtfiV2tiX5zk297 encrypted
passwd kP3Eex5gnkza7.w9 encrypted

hostname pixfirewall

domain-name axum.com

clock timezone EST -5

clock summer-time EDT recurring

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719

fixup protocol ils 389

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol smtp 25

fixup protocol sqlnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000

names

pager lines 24

no logging on

interface ethernet@® 100full

interface etherneti 100full

interface ethernet2 100full

mtu outside 1500

mtu inside 1500

mtu dmz 1500

ip address outside 192.168.1.10.1 255.255.255.224
ip address inside 10.10.10.1 255.255.0.0

ip address dmz 172.16.1.1 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

no failover

pdm location 10.10.10.14 255.255.255.255 inside
arp timeout 14400

global (outside) 1 192.168.1.20-192.168.1.110 netmask 255.255.255.224
global (outside) 1 192.168.1.111

global (dmz) 1 172.16.1.10-172.16.1.20 netmask 255.255.255.224

nat (inside) 1 0.0.0.0 0.0.0.0 0 @
nat (dmz) 1 0.0.0.0 0.0.0.0 @ 0

continues
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Example 6-1 Sample PIX Configuration (Continued)

route outside 0.0.0.0 0.0.0.0 192.168.1.10.3 1
timeout xlate 3:00:00

sip 0:30:00 sip_media 0:02:00
timeout uauth 0:05:00 absolute
aaa-server TACACS+ protocol tacacs+
aaa-server RADIUS protocol radius
aaa-server LOCAL protocol local
http server enable
http 10.10.10.14 255.255.255.255 inside
no snmp-server location
no snmp-server contact
snmp-server community public
no snmp-server enable traps
floodguard enable
no sysopt route dnat
telnet 10.10.10.14 255.255.255.255 inside
telnet timeout 5
terminal width 80
Cryptochecksum:62a73076955b1060644fdbalda64b15f

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc 0:10:00 h323 0:05:00
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Foundation Summary

Table 6-11

Table 6-11 provides aquick reference to the commands needed to configure the Cisco PIX
Firewall, time server and NTP support, and the DNS server.

Command Reference

Command Description

enable Specifiesto activate a process, mode, or privilege level.

interface I dentifies the speed and duplex settings of the network interface boards.

nameif L ets you name interfaces and assign security levels.

ip address I dentifies addresses for network interfaces and lets you set how many timesthe
PIX Firewall pollsfor DHCP information.

nat L ets you associate a network with a pool of global 1P addresses.

global Defines a pool of global addresses. The global addressesin the pool provide an
I P address for each outbound connection and for inbound connections resulting
from outbound connections. Ensure that associated nat and global command
statements have the same nat_id.

route Used to enter adefault or static route for an interface.

write Displays the current configuration on the terminal.

terminal

rip Enables I P routing table updates from received RIP broadcasts.

dhcpd Controls the DHCP server feature.

ntp server Synchronizes the PIX Firewall with the network time server that is specified
and authenticates according to the authentication options that are set.

clock L ets you specify the time, month, day, and year for use with time-stamped

syslog messages.
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Q&A

The questions in this section are designed to ensure your understanding of the concepts
discussed in thischapter and adequately prepare you to complete the exam. Use the simulated
exams on the CD to practice for the exam.

The answers to these questions can be found in Appendix A.
1 What command tests connectivity?
A ping
B nameif
C ipaddress
D writeterminal
2 What command saves the configuration you made on the Cisco PIX Firewall?
A writeterminal
B show start-running config
C writememory
D saveconfig
3 What command assigns security levels to interfaces on the PIX?
A ip address
B route
C namef
D secureif
4 What command flushes the ARP cache on a PIX?
A flush arp cache
B noarp cache
C clear arp
D You cannot flush the ARP cache.

5 Trueor false: The DHCP client featureis primarily designed for large corporate
enterprise networks and | SPs.



Q&A 109

10

Why would you want authentication enabled between the PIX and the NTP server?
(Select dl that apply.)

A
B
C
D

To ensure that the PIX does not synchronize with an unauthorized NTP server
To maintain the integrity of the communication
To increase the speed of communication

To reduce latency

True or false: The DHCP client feature can be configured on the PIX’sinside
interface.

How do you access privileged mode?

A
B
C
D

Enter the enable command and the enable password.
Enter the privilege command and the privilege password.
Enter the super-secret password.

Enter the privilege command only.

How do you view the current configuration on your PIX? (Select all that apply.)

A
B
C
D

writeterminal
show current
write memory

save config

In a DHCP client configuration, what is the command to rel ease and renew the P
address on the outside interface?

>

ipconfig release
ip address dhcp outside
outsideip renew

ip addressrenew outside
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Configuring Access

Managing controlled access to network resources from an untrusted (Internet) network isa
very important function of the PIX Firewall. Access lists, static NATSs, and authentication
and authorization are ways to provide access through the PIX Firewall in a controlled
fashion. In addition, PIX version 6.2 has new features such as object grouping and
TurboACL. These new features make managing and implementing a complex security
policy much easier and more scalable.

“Do | Know This Already?” Quiz

The purpose of this quiz isto help you determine your current understanding of topics
covered in this chapter. Write down your answers and compare them to the answersin
Appendix A. If you have to look at any references to correctly answer the questions about
PIX functionality, you should read that portion and double-check your thinking by
reviewing the Foundation Summary. The conceptsin this chapter are the foundation of
much of what you need to understand to pass the CSPFA Certification Exam. Unless you
do exceptionally well onthe“Do | Know ThisAlready?’ pretest and are 100% confident in
your knowledge of this area, you should read through the entire chapter.

What do static NAT settings do?
True or false: Static NAT isthe only configuration that lets inbound accessin.

1

2

3 Canthe conduit command be used in place of the access-list command?
4

About how many access list entries (ACES) in one access list does TurboACL
support?

What is the minimum memory required to run TurboACL?
What is the command to enable TurboACL globally on the PIX Firewall?
What isthe minimum number of accesslist entries needed for TurboACL to compile?

What is the function of object groups?

© 00 ~N o O

What is the command to enable a network object group?

10 What are the four object type options when you're creating object groups?
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Foundation Topics

Configuring Inbound Access Through the PIX Firewall

A two-step approach lets connections initiated from lower-security interfaces access higher-
security interfaces:

Step 1 Static Network Address Trandlation

Step 2 Access lists/conduits

Static Network Address Translation

NOTE

Table 7-1

Static Network Address Translation (NAT) creates a permanent, one-to-one mapping between
an address on an internal network (a higher security level interface) and an external network
(alower security level interface) in all PIX versions. For an external host to initiate traffic to
an inside host, astatic translation rule needsto exist for the inside host. This can also be done
using anat O access-list address trandlation rule. Without the persistent translation rule, the
translation cannot occur.

Unlike NAT and PAT, static NAT requires adedicated address on the outside network for each
host, so it does not save registered | P addresses.

The syntax for the static command is

static [(prenat_interface, postnat_interface)] {mapped_address|interface}
real_address [dns] [netmask mask] [norandomseq] [max_conns [em_limit]]

Table 7-1 describes the static command parameters.
static Command Parameters

Command Parameter Description

prenat_interface Usually theinside interface, in which case the trandlation is applied
to the inside address.

postnat_interface The outside interface when prenat_interface is the inside interface.
However, if the outside interface is used for prenat_interface, the
translation is applied to the outside address, and the
postnat_interface isthe inside interface.

mapped_address The address that real_addressis trandlated into.

interface Specifies to overload the global address from interface.

real_address The address to be mapped.
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Table 7-1 static Command Parameters (Continued)

Command Parameter Description

dns Specifies that DNS replies that match the xlate are transl ated.
netmask A reserved word that is required before you specify the network
mask.

mask or network_mask Pertains to both global_ip and local_ip. For host addresses, always
use 255.255.255.255. For network addresses, use the appropriate
class mask or subnet mask. For example, for Class A networks, use
255.0.0.0. A sample subnet mask is 255.255.255.224.

norandomseq Does not randomize the TCP/IP packet’s sequence number. Use this
option only if another inline firewall is also randomizing sequence
numbers and the result is scrambling the data. Using this option
opens a security holein the PIX Firewall.

max_conns The maximum number of connections permitted through the static
IP address at the same time.

em limit The embryonic connection limit. An embryonic connection is one
that has started but has not yet completed. Set thislimit to prevent an
attack by aflood of embryonic connections. The default is 0, which
means unlimited connections.

The following example maps a server with an internal |P address of 10.1.1.10 to the IP
address 192.168.10.10:

PIXFIREWALL (conf)#static (inside, outside) 192.168.100.10 10.1.100.10 netmask
255.255.255.255

The static command can also be used to trandlate an | P subnet:

PIXFIREWALL (conf)#static (inside, outside) 192.168.1.0 10.1.100.0 netmask
255.255.255.0

In this example, the Class A subnet of 10.1.100.0 255.255.255.0 isto be translated to the
Class C network of 192.168.10.0. This sample configuration gives the same |P address to
the host on the 10.1.100.0 255.255.255.0 to be translated on the 192.168.10.0
255.255.255.0 network. A host with an |P address of 10.1.100.10 is mapped to
192.168.1.10.

Static Port Address Translation

In PIX 6.0, the port redirection feature was added to allow outside users to connect to a
particular | P address/port and have the PIX redirect the traffic to the appropriate inside
server; the static command was modified. The shared address can be a unique address or a
shared outbound Port Address Trandation (PAT) address, or it can be shared with the
external interface. For example, static PAT lets you redirect inbound TCP and UDP
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services. Using the static command’s inter face option, you can use static PAT to permit
external hosts to access TCP or UDP servicesresiding on an internal host. (As always,
though, an accesslist should also be in place to control accessto the internal host.) The
command to configure static PAT is asfollows:

static [(internal_if name, external_ if name)] {tcp | udp}{global ip | interface}

global_port local_ip local_port [netmask mask][max_conns [emb_limit
[norandomseq]]]

Static PAT supportsall applicationsthat are supported by (regular) PAT, including the same
application constraints. Like PAT, static PAT does not support H.323 or multimedia appli-
cation traffic. The following example enables static port addresstranglation (static PAT) for
FTP service, interfaces, and hosts:

static (inside, outside) tcp 192.168.1.14 ftp 10.1.2.8 ftp
The next example shows the following:

® ThePIX redirects external users Telnet requeststo IP address 192.168.1.24 to
10.1.2.19.

® ThePIX redirects external users HTTP port 8080 requests to PAT address
192.168.1.24 to 10.1.2.20 port 80.
static (inside,outside) tcp 192.168.1.24 telnet 10.1.2.19 telnet netmask
255.255.255.255
static (inside,outside) tcp 192.168.1.24. 8080 10.1.2.20 www netmask
255.255.255.255
access-list 101 permit tcp any host 192.168.1.24 eq 8080
access-list 101 permit tcp any host 172.18.124.99 eq telnet
Notice that the outside | P address 192.168.1.24 is the same for both mappings, but the
internal 1P addressis different. Also notice that external users directed to

192.168.1.24:8080 are sent as HTTP requests to 10.1.2.20, which is listening on port 80.

TCP Intercept Feature

Before version 5.3, the Cisco PIX Firewall offered no mechanism to protect systems that
could bereached viaastatic and TCP conduit from TCP SY N attacks. When the embryonic
connection limit was configured in a static command statement, the earlier PIX version
simply dropped new connection attempts as soon as the embryonic threshold was reached.
A mild TCP SY N attack could potentially create servicedisruption to the server in question.
For static command statements without an embryonic connection limit, PIX passes all
traffic. If the affected system does not have TCP SY N attack protection (most operating
systems do not offer sufficient protection), the affected system’s embryonic connection
table overloads, and all traffic stops.

With the new TCP intercept feature, as soon as the optional embryonic connection limit is
reached, and until the embryonic connection count falls below this threshold, every SYN
bound for the affected server is intercepted. For each SY N, the PIX responds on behalf of
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the server with an empty SYN/ACK segment. The PIX retains pertinent state information,
dropsthe packet, and waitsfor the client’s acknowledgment. If the ACK isreceived, acopy
of the client’s SYN segment is sent to the server, and a TCP three-way handshake is
performed between the PIX and the server. If this three-way handshake completes, the
connection resumes as normal. If the client does not respond during any part of the
connection phase, PIX Firewall retransmits the necessary segment using exponential back-offs.

This feature requires no change to the Cisco PIX Firewall command set, only that the
embryonic connection limit on the static command now has a new behavior.

nat 0 Command

If you have a public address on the inside network, and you want the inside hosts to go to
the outside without translation, you can disable NAT. The nat 0 command disables address
trand ation so that inside | P addresses are visible to the outside. It isimportant to note that
the nat 0 command is used in combination with an access list to provide access to traffic
originating from the inside host/network to the outside network without translation. The
following example demonstrates the use of the nat 0 command:

nat (inside) @ 192.168.1.10 255.255.255.255
access-list 121 permit 192.168.1.10 255.255.255.255 any

This can aso be configured as follows:

access-list 121 permit 192.168.1.10 255.255.255.255 any
nat (inside) @ access-list 121

Neither static nor nat O alows a connection to be instantiated from the outside network.

The static command simply identifies a host/network on the inside and permanently maps

it to aglobal IP address. nat 0 makes the |P address visible for the outside network. An

access list isrequired to establish a connection to the identified host/network using static

or nat 0, as shown in al the previous examples.

Access Lists

An accesslist typically consists of multiple accesslist entries (ACES) organized internally
by PIX Firewall asalinked list. When a packet is subjected to accesslist control, the Cisco
PIX Firewall searches thislinked list linearly to find a matching element. The matching
element isthen examined to determineif the packet isto be transmitted or dropped. Access
listswork on afirst-match basis, so for inbound access, you must deny first and then permit
after.

The general syntax of the access-list command is

access-list ID action protocol source_address s_mask s_port destination_address
d_mask d_port



116 Chapter 7: Configuring Access

Table 7-2

NOTE

Table 7-2 describes the parameters for the access-list command.
access-list Command Parameters

Parameter Description

ID The name or number you create to identify a group of access-list
command statements, such as 101.

action per mit or deny, depending on whether you want to permit or deny access
to the server. By default, all inbound accessis denied, so you must permit
access to a specific protocol or port.

protocol tep, udp, icmp, and so on.

source_address

The host or network address of the source host or network that must
access the destination_address. Use any or 0.0.0.0 to let any host access
the destination_address. If you specify a single host, precede the address
with host.

s mask Netmask bits (mask) to be applied to source_addressif the source address
isfor anetwork mask.
s port Specifies the protocol port used by the source host to initiate the

connection.

destination_address

The host or network global address that you specified with the static
command. For a host address, precede the address with host; for
networks, specify the network address and the appropriate network mask.

d_mask Netmask bits (mask) to be applied to destination_addressiif the
destination address is a network mask.
d_port The port parameter with the exact port name or number for the

destination server protocol. The port name or number is preceded by the
eq (equal) parameter, such as eq http. It, gt, and neq are a so supported
as qualifiers.

Theaccess-list command createsthe rule you want. The created ruleisapplied by using the
access-group command to the desired PIX interface. It isalso important to note that unlike
Cisco 10S Software access lists, which use wildcards (that is, 0.0.0.255 for aClass C
address) to identify their network masks, PIX software uses aregular subnet mask (that is,
255.255.255.0 for a Class C address) when defining the network mask.

Specify only one access-group command for each interface.

The syntax for the access-group command is as follows:

access-group ID in interface interface_name
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Example 7-2

Figure 7-1

The ID isthe same identifier that was specified in the access-list command The
interface_name parameter is the interface’s name.

Example 7-1 illustrates the use of the static and access-list commands to permit connec-
tions from lower-security interfaces to higher-security interfaces on the PIX.

Permitting Connections from Lower-Security Interfaces to Higher-Security Interfaces on the PIX

Pixfirewall(config)# static (inside, outside) 192.168.1.10 10.1.100.10

netmask 255.255.255.255
Pixfirewall(config)# access-list acl_out permit tcp any host 192.168.1.10 eq www
Pixfirewall (config)# access-group acl_out in interface outside

The static command statically translates 10.1.100.10 to 192.168.1.10. The access-list
command permits HTTP access only to host 10.1.100.10 (translated into 192.168.1.10).
The access-group command applies the access list acl_out to the outside interface.

Figure 7-1 illustrates the use of the static and access-list commands in this example.

Use of Access Lists and Satic Address Trandation in a PIX Environment

User from

Lower
Security
Level
(Internet)

1. User sends request to IP
address 192.168.1.10

ﬁ |N3':\ Perimeter Router
I

outside |192.168.1.1 3. IP address is
) ' [T translated from
2. Access list makes an PIX Firewall ' 192.168.1.10 to
exception in the ASA and 10.1.100.1 | inside 10.1.100.10
permits WWW traffic to
192.168.1.10

g 10.1.100.10

/
Web Server

To view the created access list, use the show access-list id command, whereid isthe access
list name or number.

Access lists can also be used to control outbound access on the PIX. An outbound access
list restricts users from starting outbound connections or from accessing specific desti-
nation addresses or networks. By default, outbound accessis permitted, so you usethedeny
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Example 7-3

NOTE

action to restrict access when using an outbound access list. Dueto thisfact, for outbound
access lists, you must deny first and permit after.

For example, if you wanted to restrict userson theinside interface from accessing awebsite
at address 172.16.68.20 on the outside interface, you would use the commands shown in
Example 7-2.

Restricting Inside Users' Access to an External Web Server on Port 80

pixfirewall(config)# access-list acl_in deny tcp any host 172.16.68.20 eq www
pixfirewall(config)# access-list acl_in permit ip any any
pixfirewall(config)# access-group acl_in in interface inside

This access list configuration lets any user start WWW connections, with the exception of
172.16.68.20.

Starting with Cisco PIX Firewall OS version 5.3, access lists are the preferred method of
managing network access. The conduit command was used in earlier versions. Accesslists
provide improved flexibility. However, the conduit command is still supported to maintain
backward compatibility with configurations written for previous PIX Firewall versions.

TurboACL

NOTE

TurboACL is afeature introduced with Cisco PIX Firewall version 6.2 that improves the
average search time for access control lists (ACLS) containing alarge number of entries.
The search time for long ACL s isimproved because this feature causes the PIX to compile
tablesfor ACLs.

TheTurboACL feature can be enabled globally ontheentire PIX Firewall and then disabled
for specific ACLs. It can aso be enabled for only specific ACLs. Search performance
improvement is seen in ACL s that have more than 19 ACEs. For ACL s that contain few
ACEs, TurboACL does not improve performance. The TurboACL featureisapplied only to
ACLswith 19 or more entries. The implementation of TurboACL in PIX Firewall version
6.2 supports access lists with up to 16,000 access list entries.

The minimum memory required for TurboACL is2.1 MB. Approximately 1 MB of memory
isrequired for every 2000 ACL elements. High-end PIX Firewall models, such asthe PIX
525 and PIX 535, are the most appropriate for memory-demanding TurboACL.

Because some models of Cisco PIX Firewall, such asthe PIX 501, have limited memory,
implementing the TurboACL feature might cause problems, such as not being able to load
Cisco PIX Device Manager.
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Configuring Individual TurboACL

Theindividual TurboACL command can be used to enable Turbo configuration for
individual ACLswhen TurboACL is not globally enabled. The syntax of thiscommand is
asfollows:

[no] access-list acl name compiled

Thiscommand is used to individually enable or disable TurboACL on aspecificACL. The
acl_name parameter in the command must specify an existing ACL. Thiscommand causes
the TurboACL process to mark the ACL specified by acl_name as Turbo-configured and
Turbo-compiles the ACL if the ACL has 19 or more ACEs and has not yet been Turbo-
compiled.

If you enter the no form of this command, the TurboACL process deletes the TurboACL
structures associated with the ACL and marks the ACL as non-Turbo.

Globally Configuring TurboACL
The syntax for enabling TurboACL for the entire PIX is asfollows:
[no] access-list compiled

This configures TurboACL on all ACLs having 19 or more entries. This command causes
the TurboACL process to scan all existing ACLs. During the scan, it marks and Turbo-
compiles any ACL that has 19 or more ACEs and has not yet been Turbo-compiled.

The command no access-list compiled, whichisthe default, causesthe TurboACL process
to scan all compiled ACLs and mark every one as non-Turbo. It also deletes all existing
TurboACL structures.

Object Grouping

Another feature that isincorporated into the PIX 6.2 software is object grouping. This lets
you group objects such as hosts (servers and clients), services, and networks and apply
security policies and rulesto the group. Object grouping lets you apply access rulesto
logical groups of objects. When you apply a Cisco PIX Firewall command to an object
group, the command affects all network objects defined in the group. This can reduce avery
large number of access rules to a manageable number. Thisin turn reduces the time spent
configuring and troubleshooting access rulesin large or complex networks.

The syntax for creating object groupsis

[no] object-group object-type grp-id

Use thefirst parameter, object-type, to identify the type of object group you want to
configure. There are four options:

® network
® protocol
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network

Example 7-4

NOTE

Example 7-5

® service
® icmp-type
Replace grp-id with a descriptive name for the group.

object-type

The networ k object group is used to group hosts and subnets. Server and client hosts can
be grouped by functions. For example, mail servers, web servers, or agroup of client hosts
that have special privileges on the network can be grouped accordingly.

Example 7-3 shows aweb_servers object group.
Configuring an Object Group

pixfirewall(config)# object-group network web_servers

pixfirewall(config-network)# description Public web servers
pixfirewall(config-network)# network-object host 192.168.1.12
pixfirewall(config-network)# network-object host 192.168.1.14
pixfirewall(config-network)# exit

pixfirewall(config)# access-list 102 permit tcp any object-group web_servers eq www

pixfirewall(config)# access-group 102 in interface outside

Notice that when you enter the obj ect-group command, the system enters the appropriate
subcommand maode for the type of object you are configuring. In this case, you see the
config-network subcommand prompt. networ k-object host adds the host to the network
object group. The description is optional, but it is helpful to have it in there.

It isalso possible to use a name instead of an IP address when defining the network host.
For example:

(config)# object-group network mis_ftp_servers
(config-network)#network-object host mis.ftp.serveroi
(config-network)#network-object host mis.ftp.servero2
(config-network)#network-object mis.ftp.serveroi
(config-network)#exit

To display the configured object group, use the show obj ect-group command, asshownin
Example 7-4.

Displaying Configured Object Groups

pix(config)# show object-group

object-group network web_servers
description: Public web servers
network-object host 192.168.1.12
network-object host 192.168.1.14
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protocol object-type

The protocol object-type identifies agroup of 1P protocols using keywords such asicmp,
tep, udp, or an integer in the range of 1 to 254 representing an | P protocol number. The
syntax for the command is object-group protocol grp-id. To add asingle protocol to the
current protocol object group, use the protocol-object protocol command. Example 7-5
shows how to use object-group protocol subcommand modeto create anew protocol object
group.

Example 7-6 Creating a New Protocol Object Group

config)# object-group protocol_grp_citrix
(config-protocol)#protocol-object tcp
(config-protocol)#protocol-object citrix
(config-protocol)#exit

service object-type

The service object-type identifies port numbers that can be grouped. Thisis particularly
useful when you're managing an application. The syntax for service object-typeis
[no] object-group service obj grp_id tcp | udp | tcp-udp

Assoon asyou are in the service subcommand, the command port-obj ect eq service adds
asingle TCP or UDP port number to the service object group. port-object range
begin_serviceend_service adds arange of TCP or UDP port numbersto the service object
group. Example 7-6 shows how to use object-group service subcommand modeto create a
new port (service) object group.

Example 7-7 Creating a New Port (Service) Object Group

config)# object-group service mis_service tcp
(config-service)#port-object eq ftp
(config-service)#port-object range 5200 6000
(config-service)#exit

icmp-type object-type
ICMP object groups can be created to group certain types of ICMP messages. For

example, |CM P messages of echo-reply, echo, and unreachable with numerical values of 8,
0, and 3, respectively, can be grouped as shown in Example 7-7.

Example 7-8 Grouping ICMP Messages

pix(config)# object-group icmp-type icmp_test
pix(config-icmp-type)# icmp-object 0
pix(config-icmp-type)# icmp-object 3
pix(config-icmp-type)# icmp-object 8
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Nesting Object Groups

You can add an object group within an object group. The obj ect-group command allows
logical grouping of the same type of objects and construction of hierarchical object groups
for structured configuration. To nest an object group within another object group, use the
group-object command. Example 7-8 illustrates the use of nested object groups.

Example 7-9 Configuring Nested Object Groups

pixfirewall(config)# object-group network Public_servers
pixfirewall(config-network)# description Public servers
pixfirewall(config-network)# network-object host 192.168.1.18
pixfirewall(config-network)# group-object web_servers

pixfirewall(config)# object-group network web_servers
pixfirewall(config-network)# description web servers
pixfirewall(config-network)# network-object host 192.168.1.12
pixfirewall(config-network)# network-object host 192.168.1.14

Using the fixup Command

The portsthat are specified by the fixup command are the services that the PIX listensfor.
The fixup command can be used to change the default port assignments or to enable or
disable application inspection for the following protocols and applications:

® FTP
* H.323
® HTTP
® Internet Locator Service (ILS)
® Remote Shell (RSH)
® Real-Time Streaming Protocol (RTSP)
® Session Initiation Protocol (SIP)
® Skinny (or Simple) Client Control Protocol (SCCP)
® Simple Mail Transfer Protocol (SMTP)
® SQL*Net
The basic syntax for the fixup command is as follows:

[no] fixup protocol [protocol] [port]

To change the default port assignment, identify the protocol and the new port number to
assign. Use the no fixup protocol command to reset the application inspection entries to
the default configuration. The clear fixup command removes fixup commands from the
configuration you added. However, it does not remove the default fixup protocol
commands.
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The following example shows how to define multiple ports for HTTP by entering separate
commands:

fixup protocol http 8080
fixup protocol http 8888

These commands do not change the standard HTTP port assignment (80). After you enter
these commands, the PIX listens for HTTP traffic on ports 80, 8080, and 8888. You can
view the explicit (configurable) fixup protocol settings with the show fixup command, as
shown in Example 7-9.

Example 7-10 Displaying Configurable fixup protocol Settings

Pixfirewall(config)# show fixup
fixup protocol ftp 21
fixup protocol http 80
fixup protocol h323 h225
fixup protocol h323 ras 1
fixup protocol ils 389
fixup protocol rsh 514
fixup protocol rtsp 554
fixup protocol smtp 25
fixup protocol sqlnet 152
fixup protocol sip 5060
fixup protocol skinny 200
fixup protocol http 8080
fixup protocol http 8888

Advanced Protocol Handling

Some applications require specia handling by the Cisco PIX Firewall application
inspection function. Thesetypes of applicationstypically embed | P addressing information
in the user data packet or open secondary channels on dynamically assigned ports. The
application inspection function works with NAT to help identify the location of embedded
addressing information.

In addition to identifying embedded addressing information, the application inspection
function monitors sessions to determine the port numbers for secondary channels. Many
protocols open secondary TCP or UDP ports to improve performance. The initial on
on awell-known port is used to negotiate dynamically assigned port numbers. The appli-
cation inspection function monitorsthese sessions, identifiesthe dynamic port assignments,
and permits data exchange on these ports for the duration of the specific session. Multi-
media applications and FTP applications exhibit this kind of behavior.

File Transfer Protocol (FTP)
The FTP application inspection inspects FTP sessions and performs four tasks:

®  Prepares adynamic secondary data connection
® Tracksthe ftp command-response sequence
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® Generates an audit trail
® NATsthe embedded | P address

FTP application inspection prepares secondary channels for FTP data transfer. The
channels are allocated in response to afile upload, afile download, or adirectory listing
event, and they must be prenegotiated. The port is negotiated through the PORT or PASV
(227) commands.

You can use the fixup command to change the default port assignment for FTP. The
command syntax is as follows:

[no] fixup protocol ftp [strict] [port]
The port option lets you configure the port at which the PIX listens for FTP traffic.

The strict option prevents web browsers from sending embedded commandsin FTP
requests. Each ftp command must be acknowledged before a new command is allowed.
Connections sending embedded commands are dropped. The strict option only lets the
server generate the PASV reply command (227) and only letsthe client generate the PORT
command. The PASV reply and PORT commands are checked to ensure that they do not
appear in an error string.

If you disable FTP fixups with the no fixup protocol ftp command, outbound users can
start connections only in passive mode, and all inbound FTP is disabled.

Multimedia Support

The PIX supports several popular multimedia applications. Its application inspection
function dynamically opens and closes UDP ports for secure multimedia connections.
Supported multimedia applications include the following:

® Microsoft Netshow

® Microsoft Netmeeting

® Intel Internet Video Phone

® VDOnetVDOLive

® ReaNetworks RealAudio and RealVideo
® VocaTech

® White Pine Meeting Point

® White Pine CuSeeMe

® Xing StreamWorks

® VXtreme WebTheatre
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Foundation Summary

Inbound traffic that initiates from the outside is automatically denied access by default on
the PIX. Rules haveto be put in place to permit traffic to initiate from the outside to servers
and subnet on the Cisco PIX Firewall. Therules are usually made up of astatic nat
command and access list. The static nat command identifies the subnet or host where
traffic will be permitted to go to from the outside. Access lists are then configured to
identify and permit the type of traffic to the subnet or host identified by the static
command. The following is an example of rule that permits http traffic to be intitated from
the outside to awebserver 10.1.2.39 on the inside interface of the PIX:

static(inside, outside) 192.168.1.12 10.1.2.39 netmask 255.255.255.255

access-list 120 permit tcp any host 192.168.1.12 eq www
access-group 120 in interface outside

TurboACL is afeature introduced with Cisco PIX Firewall OS version 6.2 that improves
the average search timefor access control lists(ACL s) containing alarge number of entries.
TurboACL featureis only applied to access lists with a minimum of 19 accesslist entries
(ACE) to amaximum of 16000 ACE.

The object grouping feature enables you to group objects such as hosts (servers and
clients), services, and networks, and apply security policiesand rulesto the group. Thefour
types of object groups are:

® Network

® Protocol

® Sevice

® icmp-type
The PIX supports several popular multimedia applications. Its application inspection
function dynamically opens and closes UDP ports for secure multimedia connections.

Popular multimediaapplications such as Real Player, Microsoft NetMeeting, and othersare
supported by the Cisco PIX Firewall.
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Q&A

The questions in this section do not attempt to cover more breadth or depth than the exam;
however, they are designed to make surethat you know the answer. Hopefully, these questions
will help limit the number of exam questions on which you narrow your choices to two
options and then guess. Be sure to use the CD and take the simulated exams.

The answers to these questions can be found in Appendix A.

1 What is the maximum number of access list entries in one access list that TurboACL
supports?

A 19

B 2000
C 16,000
D 10

2 What is the minimum number of access list entries needed in an access list for
TurboACL to compile?

A 4

B 19

C 16,000

D Nominimumisrequired

3 Which of the following is not one of four options for object types when you create an
object group?

A Network
B Protocol
C Application
D Services

4 Trueor false: By default, traffic initiated from the outside (external to the PIX) is
allowed in through the PIX.
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5 What command lets you create a network object group?
A object-group network group-id
B enable object-group network group-id
C createnetwork object-group
D network object-group enable
6 What command enables TurboACL globally on the PIX Firewall?
A turboacl global
B accesslist compiled
C accesslist turboacl
D You cannot enable TurboACL globally
7 What is the minimum memory requirement for TurboACL to work?
A 8MB
B 100Kb
c 21MB
D 4MB
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Syslog

System logging, otherwise known as syslog, on the Cisco PIX Firewall makesit possible
for you as an administrator to gather information about the PIX unit’s traffic and perfor-
mance. You can use syslog messages generated by the PI X to troubleshoot and analyze
suspicious activity on the network.

This chapter describes how to configure syslog on the Cisco PIX Firewall and interpret the
messages it generates.

“Do | Know This Already?” Quiz

The purpose of this quiz isto help you determine your current understanding of the topics
covered in this chapter. Write down your answers and compare them to the answersin
Appendix A. If you haveto look at any referencesto correctly answer the questions, itisa
good ideato read the chapter. Device activity and performance logging are very important
network functionsthat too often are given alower priority by many network administrators.
This chapter helps you understand how syslog works on the Cisco PIX Firewall unit and
how to configure it. The conceptsin this chapter are the foundation of much of what you
need to understand to pass the CSPFA Certification Exam. Unless you do exceptionally
well onthe“Do | Know ThisAlready?’ pretest and are 100% confident in your knowledge
of this area, you should read through the entire chapter.

1 What port does syslogd listen on by default?
2 What isthe total number of logging facilities available for syslog configuration?

w

Trueor false: If the PIX is set to Warning level, critical, alert, and emergency
messages are sent in addition to warning messages.

What is the command for sending syslog messages to Telnet sessions?
What is the logging trap command used for?

What is the command used to enable logging on the failover PIX unit?
Why would you use the timestamp command parameter?

What is PFSS?

o N o O b
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Foundation Topics

How Syslog Works

The syslog message facility in the Cisco PIX Firewall is auseful meansto view trouble-
shooting messages and to watch for network events such as attacksand denials of service. The
Cisco PIX Firewall reports on events and activities via syslog messages, which report on the
following:

System status—When the Cisco PIX Firewall reboots or aconnection viaTelnet or the
console is made or disconnected.

Accounting—The number of bytes transferred per connection.
Security—Dropped UDP packets and denied TCP connections.
Resour ces—Notification of connection and translation slot depletion.

It isimportant to become familiar with thelogging process and logging command parameters
onthePIX beforeyou divein and start configuring the PIX for logging. Syslog messages can
be sent to a couple of different output destinations on or off the PIX unit:

PDM logging—L ogging messages can be sent to the PIX Device Manager (PDM).

Console—Syslog messages can be configured to be sent to the consol e interface, where
the PIX administrator (you) can view the messagesin real time as they happen when
you're connected to the console interface.

Internal memory buffer—Syslog messages can be sent to the buffer.

Telnet console—Syslog messages can also be configured to be sent to Telnet sessions.
This configuration helps you remotely administer and troubleshoot PIX units without
your being physically present at the same location as the firewall.

Syslog servers—This type of configuration is particularly useful for storing syslog
messages for analysis on performance, trends, and packet activities on the PIX unit.
Syslog messages are sent to UNIX servers/workstations running a syslogd daemon or
to Windows NT servers running PIX Firewall Syslog Server (PFSS).

SNM P M anagement station—Syslog traps can be configured to be sent to an SNMP
management station.

After you decide where to send the syslog messages, you have to decide what type of
messages you want to see at your output destination.

All syslog messages have a severity level; however, not all syslog messages are required to
have afacility.
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Logging Facilities

When syslog messages are sent to aserver, it isimportant to indicate what pipethe PIX will
send the messages through. The single syslog service, syslogd, can be thought of as having
multiple pipes. It usesthe pipesto decide where to send incoming information based on the
pipe on which the information arrives. Syslogd is a daemon/service that runs on UNIX
machines. In this anal ogy, the logging facilities are the pipes by which syslogd decides
where to send information it receives—that is, which file to write to.

Eight logging facilities (16 through 23) are commonly used for syslog on the PIX. On the
syslog server, the facility numbers have a corresponding identification—local O to local 7.
The following are the facility numbers and their corresponding syslog identification:

local 0(16)
local1(17)
local2(18)
local3(19)
local4(20)
local5(21)
local6(22)
local 7(23)

The default facility islocal4(20). To change the default logging facility on the PIX, you use
the logging facility facility command. The following command shows the logging facility
changed to 21:

Pix(config)# logging facility 21

Logging Levels

Different severity levels are attached to incoming messages. You can think of these levels
asindicating the type of message. The PIX can be configured to send messages at different
levels. Table 8-1 lists these levels from highest to lowest importance.

Table 8-1

Logging Severity Levels

Level Numeric Code System Condition

Emergency 0 System unusable message

Alert 1 Take immediate action

Critical 2 Critical condition

Error 3 Error message

Warning 4 Warning message

Notification 5 Normal but significant condition

Informational 6 Information message

Debug 7 Debug message, log FTP commands, and WWW URLs
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Many of the logging commands require that you specify a severity level threshold to
indicate which syslog messages can be sent to the output locations. The lower the level
number, the more severe the syslog message. The default severity level is 3 (Error). During
configuration, you can specify the severity level as either anumber or akeyword, as
described in Table 8-1. The level you specify causes the Cisco PIX Firewall to send the
messages of that level and bel ow to the output |ocation. For example, if you specify severity
level 3 (error), the PIX sends 0 (emergency);severity level 1 (alert); 2 (critical); and 3 (error)
messages to the output location.

Configuring Syslog on the Cisco PIX Firewall

The logging command is used to configure logging on the PIX. Logging is disabled by
default. Table 8-2 describes the logging command's parameters.

Table 8-2

logging Command Parameters

Command

Description

logging on

Enables the transmission of syslog messages to all output locations.
You can disable sending syslog messages with the no logging on
command.

no logging message n

Allows you to disable specific syslog messages. Use the logging
message message_number command to resume logging of specific
disabled messages.

logging buffered n

Stores syslog messagesin the PIX Firewall so that you can view them
with the show logging command. Cisco recommends that you use
this command to view syslog messages when the PIX Firewall isin
use in anetwork.

clear logging

Clears the message buffer created with the logging buffered
command.

clear logging message

Re-enables all disabled syslog messages.

logging console n

Displays syslog messages on the PIX Firewall console as they occur.
Use this command when you are debugging problems or when there
isminimal load on the network. Do not use this command when the
network is busy, because it can reduce PIX Firewall performance.

logging monitor n

Displays syslog messages when you access the PIX Firewall console
with Telnet.

logging host [interface]
ip_address [protocol/
port]

Specifies the host that receives the syslog messages. The PIX
Firewall can send messages across UDP or TCP (which you specify
by setting the protocol variable). The default UDP port is514. The
default TCP port is 1468.

logging history
severity_level

Setsthelogging level for SNMP traps.
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Table 8-2 logging Command Parameters (Continued) (Continued)

Command Description
logging queue Specifies how many syslog messages can appear in the message
msg_count queue while awaiting processing. The default is 512 messages. Use

the show logging queue command to view queue statistics.

logging trap n Sets the logging level for syslog messages.

show logging disabled Displays a complete list of disabled syslog messages.

show logging Lists the current syslog messages and which logging command
options are enabled.

logging standby Lets the failover standby unit send syslog messages.

Configuring the PIX Device Manager to View Logging

The PDM Logging panel, shownin Figure 8-1, allowsyou to view syslog messagesthat are
capturedinthe PDM L og buffer in PIX Firewall memory. You may select thelevel of syslog
messages you want to view. When you view the PDM L og, all the buffered syslog messages
at and below the logging level you choose are displayed.

Figure 8-1  PDM Logging Interface
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The PDM Logging panel has the following fields:

® L ogging Level—Allows you to choose the level of syslog messagesto view.
PDM isdiscussed in further detail in Chapter 11, “PIX Device Manager.”

Configuring Syslog Messages at the Console

Use the logging console command to send the syslog messages to the console interface on
the Cisco PIX Firewall:
Step 1 After logging into configuration mode, enter the following:

logging on

logging console 5

The 5 indicates the logging level. In this case, it islogging notification.

Step 2 View the messages with the following command:

show logging

Viewing Messages in a Telnet Console Session
Use thelogging monitor command to configure the PIX to send syslog messagesto Telnet
sessions. For example, after logging into configuration mode, enter the following:

logging monitor 6
terminal monitor

In this example, syslog messages 0 to 6, or emergency to informational, are sent to a Telnet
session. To disable logging to Telnet, you use the no logging monitor command.

Theterminal monitor displays messages directly to the Telnet session. You can disable the
direct display of messages by entering the ter minal no monitor command. A Telnet
session sometimesislost in busy networks when the logging monitor command is used.

Configuring the Cisco PIX Firewall to Send Syslog Messages to a
Log Server

PIX syslog messages are usually sent to a syslog server or servers. The syslog serversrun
the syslogd daemon, which is aready built into UNIX systems and that comes as the add-
on PFSSinWindows NT 4.0. PIX uses UDP 514 by default to send syslog messagesto a
syslog server. The following steps show you how to configure the PIX to send syslog
messages:
Step 1 Designate ahost to receive the messages with the logging host command:

logging host inside 10.1.1.10
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NOTE

You can specify additional servers so that if one goes offline, another is
available to receive messages.

Step 2 Set the logging level with the logging trap command:
logging trap informational

If needed, set the logging facility command to a value other than its
default of 20. Most UNIX systems expect the messages to arrive at
facility 20.

In the event that all syslog servers are offline, the Cisco PIX Firewall stores up to 100
messagesin its memory. Subsegquent messagesthat arrive overwrite the buffer starting from
thefirst line.

Step 3 Start sending messages with the logging on command. To disable
sending messages, use the no logging command.

Configuring a Syslogd Server

NOTE

Because syslogd was originally a UNIX concept, the features available in the syslogd
products on non-UNIX systems depend on the vendor implementation. Features might
include dividing incoming messages by facility or debug level or both, resolving the names
of the sending devices, and reporting facilities. For information on configuring the non-
UNIX syslog server, refer to the vendor’s documentation.

Configuring the syslog server is not covered on the PIX exam.

To configure syslog on UNIX, follow these steps:

Step 1 On SunOsS, AlX, HPUX, or Solaris, as root, make a backup of the /etc/
syslog.conf file before modifying it.

Step 2 Modify /etc/sysog.conf to tell the UNIX system how to sort out the
syslog messages coming in from the sending devices—that is, which
logging_facility.level goesinwhichfile. Make surethereisatab between
the logging_facility.level and file_name.

Step 3 Make sure the destination file exists and is writable.
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Step 4 The#Comment section at the beginning of syslog.conf usually explains
the syntax for the UNIX system.

Step 5 Do not put file information in the ifdef section.
Step 6 Asroot, restart syslogd to pick up changes.
For example, if /etc/syslog.conf is set for

local7.warn /var/log/local7.warn
warning, error, critical, alert, and emergency messages coming in on the local 7 logging
facility arelogged in thelocal 7.warn file. Notification, informational, and debug messages
coming in on the local 7 facility are not logged anywhere.
If /etc/syslog.conf is set for

* . debug /var/log/all.debug
all message levels from all logging facilities go to thisfile.

PIX Firewall Syslog Server (PFSS)

PFSSletsyouview PIX Firewall event information from aWindowsNT system. It includes
special features not found on other syslog servers:

® The ability to receive syslog messages via TCP or UDP
® Full reliahility, because messages can be sent viaTCP

PFSS can receive syslog messages from up to ten PIX units. You can install this product for
use with any model of Cisco PIX Firewall. If you have specified that the PIX send syslog
messages via TCP, the Windows NT disk might become full, and the PIX unit stopsits
traffic. If the Windows NT file system is full, the Windows system beeps, and the PFSS
disablesall TCP connectionsfrom the PIX unit(s) by closing its TCP listen socket. The PIX
triesto reconnect to the PFSS five times, and during the retry, it stops al new connections
through the PIX.

Configuring SNMP Traps and SNMP Requests

SNMP requests can be used to query the PIX on its system status information. If you want
to send only the cold start, link up, and link down generic traps, no further configuration is
required. SNMP traps send information about a particular event only when the configured
threshold is reached.
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To configure the PIX to receive SNMP requests from a management station, you need to

Configure the IP address of the SNMP management station with the snmp-server
host command.

Set the snmp-server options for location, contact, and the community password as
required.

To configure SNMP traps on the PIX, you need to

Configure the 1P address of the SNMP management station with the snmp-server
host command.

Set the snmp-server options for location, contact, and the community password as
required.

Set the trap with the snmp-server enable traps command.
Set the logging level with the logging history command.

How Log Messages Are Organized

Syslog messages are listed numerically by message code. Each message is followed by a
brief explanation and arecommended action. If several messages share the same expla
nation and recommended action, the messages are presented together, followed by the
common explanation and recommended action.

The explanation of each message indicates what kind of event generated the message.
Possible events include the following:

AAA (accounting, authentication, and authorization) events

Connection events (for example, connections denied by the PIX configuration or
address trandlation errors)

Failover events reported by one or both units of afailover pair
FTP/URL events (for example, successful file transfers or blocked Java appl ets)
Mail Guard/SNMP events

PIX management events (for example, configuration events or Telnet connections to
the PIX console port)

Routing errors
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How to Read System Log Messages

System log messagesreceived at asys og server begin with apercent sign (%) and are struc-
tured asfollows:

%PIX-level-message_number: message_text

PI X identifies the message facility code for messages generated by the PIX Firewall.

level reflects the severity of the condition described by the message. The lower the
number, the more serious the condition.

message_number isthe numeric code that uniquely identifies the message.

message _text is atext string describing the condition. This portion of the message
sometimes includes | P addresses, port numbers, or usernames.

You can find more information on syslog messages at www.cisco.com/univercd/cc/td/doc/
product/iaabu/pix/pix_v52/syslog/pixemsgs.htm#11493.

Disabling Syslog Messages

It is possible to single out syslog messages that you do not want to receive by simply
instructing the PIX not to log that particular message. Table 8-3 shows the commands used
to manage the type of individual syslog messages sent by the Cisco PIX Firewall.

Syslog Message Management Commands

Table 8-3

Command Description

no logging message message_number  Disables syslog messages.

show logging disabled Displaysalist of disabled syslog messages.

logging message message_number Re-enables disabled syslog messages.

clear logging message Re-enables all disabled syslog messages.
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Foundation Summary

Table 8-4

The syslog message facility in the Cisco PIX Firewall is auseful meansto view trouble-
shooting messages and to watch for network events such as attacks and service denials.
Syslog messages can be configured to be sent to

PDM logging

Console

Telnet console

Internal memory/buffer
Syslog server

SNM P management station

Common to all ways of viewing syslog messages is the message's level, or severity. The

level

specifies the types of messages sent to the syslog host, as shown in Table 8-4.

Logging Severity Levels

Level Numeric Code  System Condition

Emergency 0 System unusable message

Alert 1 Take immediate action

Critical 2 Critical condition

Error 3 Error message

Warning 4 Warning message

Notification 5 Normal but significant condition

Informational 6 Information message

Debug 7 Debug message, log FTP commands, and WWW URLs

System log messages received at a syslog server begin with a percent sign (%) and are
structured as follows:

%PIX-level-message_number: message_text

You can set the level with the logging command so that you can view syslog messages on
the PIX Firewall console, from a syslog server, or with SNMP.
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Q&A

The questions in this section are designed to ensure your understanding of the concepts
discussed in this chapter and adequately prepare you to complete the exam. You should use
the simulated exams on the CD to practice for the exam.

The answers to these questions can be found in Appendix .

1

What is the command for sending syslog messages to the Telnet session?

A

B

C
D

logging console
logging monitor
telnet logging
send log telnet

What is the logging trap command used for?
True or false: PFSS stands for PIX Firewall System Solution.

PIX Firewall can be configured to send syslog messages to al of the following except
which one?

A

B

C
D

Console
Telnet

Serial

Syslog server

Which of the following is not an example of a severity level for syslog configuration?

A

B

C
D

Emergency
Alert
Prepare
Warning

What is syslogd?

A

B
C
D

A message type that forms the syslog services
A service that runs on UNIX machines
A hardware subcomponent that is required for syslog configuration on the PIX

It gathersinformation on IT businesses in Japan.
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10
11

What port does syslogd use by default?

A UDP512

B TCP514

C TCP512

D UDP514

True or false: The default facility number on the PIX Firewall is 18.
How are syslog messages organized?

A They arelisted numerically by message code.

B They arelisted by importance level.

C They arelisted by date.

D They are not organized.

Trueor false: It is possible to disable specific syslog messages.
Windows NT 4.0 server can work as a syslog server with what?
A IS configured for logging

B PIX Firewall Syslog Server application installed

C PIX Device Manager

D UNIX
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Cisco PIX Firewall Failover

Today, most businessesrely heavily on critical application serversthat support the business
process. The interruption of these services due to network device failures or other causes
has agreat financial cost, not to mention theirritation it causesin the user community. Itis
with thisin mind that most of Cisco’s devices, including the firewall products (models 515
and up), can be configured in aredundant or highly available configuration.

The failover feature makes the Cisco PIX Firewall ahighly available firewall solution. The
purpose of thisfeature isto ensure continuity of servicein case of afailure on the primary unit.

The failover process requires two PIX firewalls—one primary (active mode) and one
secondary (standby mode). The ideaisto have the primary PIX Firewall handle all the
traffic from the network and to have the secondary PIX wait in standby mode in case the
primary fails, at which point it takes over the process of handling all the network traffic. In
the event of aprimary (active) unit failure, the secondary PIX changesits state from standby
mode to active and assumes the | P address and MAC address of the previously active unit
and begins accepting traffic for it. The new standby unit assumes the IP address and MAC
address of the unit that was previously the standby unit, thus compl eting the failover
process.

“Do | Know This Already?” Quiz

The purpose of this quiz isto help you determine your current understanding of the topics
covered in this chapter. Write down your answers and compare them to the answersin
Appendix A. The conceptsin this chapter are the foundation of much of what you need to
understand to passthe CSPFA Certification Exam. Unlessyou do exceptionally well on the
“Dol Know ThisAlready?’ pretest and are 100% confident in your knowledge of thisarea,
you should read through the entire chapter.

What are some things that trigger a failover event?
What command assigns an |P address to the standby PIX Firewall?

1
2
3 How many PIX Firewall devices can be configured in afailover configuration?
4 What isthe benefit of using LAN-based failover?
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5 What is some of the information that is updated to the standby unit in a stateful
failover configuration?

6 What command forces replication to the standby unit?
7 What command configures a LAN-based failover?
8 What isthe default failover poll in seconds?
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Foundation Topics

What Causes a Failover Event

InaPIX failover configuration, one of the PIX firewallsis considered the active unit, and
the other isthe standby unit. Asthe nameimplies, the active unit performs normal network
functions, and the standby unit monitors and is ready to take control should the active unit
fail to perform its functionality. A failover event occurs after a series of tests determines
that the primary (active) unit can no longer continue providing its services and the standby
Cisco PIX Firewall assumes the role of the primary. The main causes of failover are as
follows:

L oss of power—When the primary (active) unit loses power or isturned off, the
standby unit assumes the active role.

Cableerrors—The cableiswired so that each unit can distinguish between a power
failure in the other unit and an unplugged cable. If the standby unit detects that the
active unit is turned off (or resets), it takes active control.

Standby active—An administrator can force the standby unit to change state using
the standby active command, which causes failover to occur. Thisisthe only time
when failover takes place without the primary (active) unit’s having problems.

Memory exhaustion—If block memory exhaustion occursfor 15 straight secondson
the active unit.

Failover communication loss—If the standby unit does not hear from the active unit
for more than twice the configured poll time (or a maximum of 30 seconds), and the
cable status is OK, a series of tests are conducted before the standby unit takes over
as active.

What Is Required for a Failover Configuration

The hardware and software for the primary and standby PIX firewalls must match for
failover configuration to work properly. Both must be the same for:

Firewall model
Software version
Flash memory size
RAM size
Activation key

The only additional hardware needed to support failover isthefailover cable. Both unitsin
afailover pair communicate through the failover cable. The failover cable is a modified
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RS-232 serial link cable that transfers data at 115 kbps. It isthrough this cable that the two
units maintain the heartbeat network. Some of the messages that are communicated over
thefailover cable are

® Heéllo (keepalive packets)

® Configuration replication

® Network link status

® State of the unit (active/standby)

® MAC address exchange

It is also important to examine the labels on each end of the failover cable. One end of the
cableislabeled “primary,” and the other end islabeled “ secondary.” To have a successful
failover configuration, the end labeled “primary” should be connected to the primary unit,
and the end labeled “ secondary” should be connected to the secondary unit. Changes made
to the standby unit are never replicated to the active unit.

Failover Monitoring

NOTE

Thefailover featurein the Cisco PI X Firewall monitorsfailover communication, the power
status of the other unit, and hello packetsreceived at each interface. If two consecutive hello
packets are not received within an amount of time determined by the failover feature,
failover starts testing the interfaces to determine which unit has failed and transfers active
control to the standby unit.

Thefailover poll seconds command allows you to determine how long failover waits
before sending special failover “hello” packets between the primary and standby units over
all network interfacesand thefailover cable. Thedefault is 15 seconds. The minimum value
is 3 seconds, and the maximum is 15 seconds.

Failover uses the following tests to check the status of the units for failure:

® Link up/down test—If an interface card has a bad network cable or abad port, if it
is administratively shut down, or if it is connected to failed switch, it is considered
failed.

® Network activity test—The unit counts al received packets for up to 5 seconds. If
any packets are received at any time during thisinterval, the interface is considered
operational, and testing stops. If no traffic is received, the ARP test begins.
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TIP

® Address Resolution Protocol (ARP) test—The ARP test involves evaluating
the unit’sARP cache for theten most recently acquired entries. One at atime, the PIX
sends ARP requests to these machines, attempting to stimulate network traffic. After
each request, the unit counts all received traffic for up to 5 seconds. If trafficis
received, the interface is considered operational. If no traffic isreceived, an ARP
request is sent to the next machine. If at the end of thelist no traffic has been received,
the ping test begins.

® Pingtest—Thistest consists of sending out a broadcast ping request. The unit then
countsall received packetsfor up to 5 seconds. If any packets are received at any time
during thisinterval, the interface is considered operational, and testing stops. If no
traffic is received, the testing starts over again with the ARP test.

Portfast should be enabled on all the ports where the PIX interface directly connects, and
trunking and channeling should be turned off. Thisway, if the PIX’s interface goes down
during failover, the switch does not have to wait 30 seconds while the port is transitioned
from alistening state to alearning state to a forwarding state.

Configuration Replication

Configuration changesincluding initial failover configurationsto the Cisco PIX Firewal are
done on the primary unit. The standby unit keeps the current configuration through the

process of configuration replication. For configuration replication to occur, thetwo PIX units
should be running the same software release. Configuration replication usually occurs when:

® The standby unit completesitsinitial bootup, and the active unit replicatesits entire
configuration to the standby unit.

® Configurations are made (commands) on the active unit, and the commands/changes
are sent across the failover cable to the standby unit.

® |ssuing thewrite standby command on the active unit forces the entire configuration
in memory to be sent to the standby unit.

When the replication starts, the PIX console displays the message “ Sync Started.” When
the replication is complete, the PIX console displays the message “ Sync Completed.”
During the replication, information cannot be entered on the PIX console.

Thewritememory command isimportant, especially when fail over isbeing configured for
the first time. During the configuration replication process, the configuration is replicated
from the active unit’s running configuration to the running configuration of the standby
unit. Because the running configuration is saved in RAM (which is unstable), the write
memory command should be issued to save the configuration to Flash on the standby unit.
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Stateful Failover

NOTE

In stateful failover mode, more information is shared about the connections that have been
established with the standby unit by the active unit. The active unit shares per-connection
state information with the standby unit. If and when an active unit fails over to the standby
unit, an application does not reinitiate its connection. Thisis because stateful information
from the active unit updates the standby unit.

Some applications are latency-sensitive. In some cases, the application times out before the
failover sequence is completed. In these cases, the application must reestablish the session.

Replicated state information includes the following:

® TCP connection table, including timeout information for each connection
® Trandation (xlate) table and status

® Negotiated H.323 UDP ports

® Port alocation table bitmap for PAT

Because failover cannot be prescheduled, the state update for the connection is packet-
based. This means that every packet passes through the PIX and changes a connection’s
state, which might trigger a state update.

However, some state information does not get updated to the standby unit in a stateful
failover:

® The user authentication (uauth) table
® |SAKMP andthe IPSec SA table

®* ARPtable

® Routing information

Most UDP state tables are not transferred, with the exception of dynamically opened ports
corresponding to multichannel protocols such as H.323.

In addition to the failover cable, stateful failover setup requires a 100-Mbps or Gigabit
Ethernet interface to be used exclusively for passing state information between the active
and standby units. 1P protocol 105 is used to pass data over this interface.

The stateful failover interface can be connected to any of the following:
® Category 5 crossover cable directly connecting the primary unit to the secondary unit
® 1000BASE-TX half-duplex switch using straight Category 5 cables
® 100BASE-TX full duplex on adedicated switch or a switch’s dedicated VLAN
® 1000BASE-TX full duplex on aswitch's dedicated VLAN
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NOTE

A Cisco PIX Firewall with two FDDI cards cannot use stateful failover, because an
additional Ethernet interface with FDDI is not supported in stateful failover.

LAN-Based Failover

NOTE

The distance restriction of 6 feet of serial cable between two PIX devicesin afailover
configurationisno longer alimitation starting with PIX version 6.2. LAN-based failover is
anew feature (available only on PIX 6.2) that extends PIX failover functionality to operate
through a dedicated LAN interface without the serial failover cable. This feature provides
for a choice of configuration when it comesto failover configuration on the PIX.

The obvious benefit of L AN-based failover isremoving the 6-foot distance limitation from
the PIX devicesin afailover configuration. However, another benefit is not so obvious. It
provides an alternative path for stateful information if the failover interface goes down. For
example, if the failover interface goes down, the PIX informs the peer through the other
interfaces of the active PIX’ s status. To configure LAN-based fail over, you need adedi cated
switch or hub (or VLAN) to connect the PIX failover pair so that the secondary unit can
detect the failure of the primary unit’s dedicated LAN failover interface and become active.

Theweakness of LAN-based failover isthe delayed detection of its peer power loss, conse-
guently causing arelatively longer period for failover to occur.

Crossover Ethernet cables cannot be used to connect the LAN-based failover interface.
Additionally, itisrecommended that you dedicatea L AN interface for LAN-based failover,
but the interface can be shared with stateful failover under lightly loaded configurations.

Cisco PIX Firewall software version 6.2 enhances failover functionality so that the standby
unitinaPIX failover pair can be configured to use avirtual MAC address. This eliminates
potential “stale” ARP entry issues for devices connected to the PIX failover pair in the
unlikely event that both firewallsin afailover pair fail at the sametime and only the standby
unit remains operational.
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Configuring Failover

Now for the fun stuff! To configure failover, you need to become familiar with afew key
commands. Table 9-1 shows the commands used to configure and verify failover.

Table 9-1

Configuring and Verifying Failover

Command

Description

failover

The failover command without an argument enables
the failover function on the PIX. Use this command
after you connect the failover cable between the
primary and secondary unit. Use the no failover
command to disable the failover feature.

failover active

Makesthe PIX unit it isissued on the active unit. This
command is usually used to make the primary unit
active again after repairs have been madeto it.

failover ip addressif_nameip_address

Issued on the primary unit to configure the standby unit's
IP address. Thisisthe |P address that the standby
interface uses to communicate with the active unit.
Therefore, it has the same subnet asthe system address .

Theif_name argument is for the interface name, such
asoutside. Theip_addressisthe interface name's 1P
address.

failover link stateful_if_name

Enables stateful failover on the specified interface.

show failover

This popular command displays the status of the
failover configuration.

failover poll seconds

Specifies how long failover waits before sending
special hello packets between the primary and
secondary units. The default is 15 seconds. The
minimum is 3 seconds, and the maximum is 15
seconds.

failover reset Can be entered from either unit (active or standby),
preferably the active unit. Thisforcesthe units back to
their state and is used after repairs have been made.

write standby Enter the write standby command from the active

unit to synchronize the current configuration to the
Flash memory on the standby unit.

failover lan interface interface_name

Configures LAN-based failover.

failover lan unit primary | secondary

Specifies the primary or secondary PIX to use for
LAN-based failover.

failover replicate http

Allows the stateful replication of HTTP sessionsin a
stateful failover environment.

*The system addressisthe same address as the active unit | P address. When the active unit fail s, the standby assumes
the system address so that thereis no need for the network devicesto be reconfigured for adifferent firewall address.
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Figure 9-1 shows two PIX unitsin afailover configuration. Example 9-1 shows the steps
required to configure failover and stateful failover on the PIX Firewall.

Figure 9-1
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Example 9-1 Sample Configuration for primary-PIX

hostname primary-PIX

nameif ethernet® outside security0

nameif ethernet1 inside security100

nameif ethernet2 failover securityi10

interface ethernet@® 10baset

interface ethernet1 10baset

interface ethernet2 100full

ip address outside 192.168.1.1 255.255.255.224
ip address inside 10.10.10.1 255.255.255.0
global (outside) 1 192.168.1.15-192.168.1.40 netmask 255.255.255.224
nat (inside) 1 0.0.0.0 0.0.0.0 0 0

Before beginning the failover configuration, be sure that you connect the failover cable to
the units correctly. Also be sure that the standby unit is not powered on.

Step 1 Enablefailover:

Primary-pix (config)# failover

Step 2 Assign interface ethernet2 a name for stateful failover:

Primary-pix (config)# nameif ethernet2 failover




152 Chapter 9: Cisco PIX Firewall Failover

Step 3 Set the interface speed:

Primary-pix (config)# interface ethernet2 100full
Step 4 Assign an |P address to the interface:

Primary-pix (config)# ip address failover 172.16.1.1 255.255.255.240
Step 5 Verify your failover configuration:

Primary-pix (config)# show failover

Step 6 Configure the secondary unit | P address from the primary unit by the
failover ip addresscommand. Add thefailover ip addresscommand for
all interfaces, including the one for the dedicated failover interface and
any unused interfaces:

Primary-pix (config)# failover ip address outside 192.168.1.2
Primary-pix (config)# failover ip address inside 10.10.10.2
Primary-pix (config)# failover ip address failover 172.16.1.2

Step 7 Save your configuration:
Primary-pix (config)# write memory
Step 8 Usethe show ip address command to view the addresses you specified:

Primary-pix (config)# show ip address
System IP Addresses:
ip address outside 192.168.1.1 255.255.255.0
ip address inside 10.10.10.1 255.255.255.0
ip address failover 172.16.1.1 255.255.255.240
Current IP Addresses:
ip address outside 192.168.1.1 255.255.255.0
ip address inside 10.10.10.1 255.255.255.0
ip addressfailover 172.16.1.2 255.255.255.240

The Current IPAddresses arethe same asthe System IPAddresseson the
failover active unit. When the primary unit fails, the Current IPAddresses
become those of the standby unit.

Step 9 Enable stateful failover:
Primary-pix (config)# failover link failover

Step 10 Power up the secondary unit. At this point, the primary unit starts
replicating the configuration to the secondary.

Step 11 Verify your failover configuration:

Primary-pix (config)# show failover
Failover On

Cable status: Normal

Reconnect timeout 0:00:00
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Poll frequency 15 seconds
This host: primary - Active
Active time: 240 (sec)

Interface st_failover (172.16.1.1): Normal
Interface outside (192.168.1.1):
Interface inside (10.10.10.1): Normal

Other host: secondary - Standby
Active time: @ (sec)

Normal

Interface st_failover (172.16.1.1): Normal
Interface outside (192.168.1.1): Normal
Interface inside (10.10.10.1): Normal

Stateful Failover Logical Update Statistics
Link : failover

Stateful Obj xmit xerr
General 2701 0
sys cmd 2653 0
up time 0 0
xlate 0 0
tcp conn 0 0
udp conn 0 0
ARP tbl 0 0
RIP Tbl 0 0

Logical Update Queue Information

Cur Max Total
Recv Q: 0 0 0
Xmit Q: 0 0 2701

rcv

S o & 8 & ©

rerr
0 0
0 0
0
0
0
0
0
0

Thefirst part of the show failover command output describes the cable
status. Each interface on the PIX unit has one of the following values:

— Normal—The active unit isworking, and the standby unit is ready.

— Waiting—Monitoring of the other unit’s network interfaces hasnot

yet started.
— Failed—The PIX Firewall has failed.

— Shutdown—The interface is turned off.

The second part of the show failover command describes the status of
the stateful failover configuration. Each row isfor a particular static

object count:

— General—The sum of all stateful objects.

— Syscmd—Refersto logical update system commands, such as

login and stay alive.
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— Uptime—Thevaluefor PIX up timethat the active PI X unit passes
on to the standby unit.

— Xlate—The PIX trandlation information.
— Tcp conn—The PIX dynamic TCP connection information.
— Udp conn—The PIX dynamic UDP connection information.
— ARP tbl—The PIX dynamic ARP table information.
— RIF tbl—The dynamic router table information.
The Stateful Obj has these values:
— Xmit—Indicates the number of packets transmitted.
— Xerr—Indicates the number of transmit errors.
— Rcv—Indicates the number of packets received.
— rerr—Indicates the number of receive errors.

Step 12 Enter the write standby command from the active unit to synchronize
the current configuration to the Flash memory on the standby unit.
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Foundation Summary

Failover allows you to connect asecond PIX Firewall unit to your network to protect your
network should the first unit go offline. If you use Stateful Failover, you can maintain
operating state for the TCP connection during the failover from the primary unit to the
standby unit.

Failover istriggered by some of the following events:

® Losss Of Power

® Standy unit forced by an Administrator to be active
® Cableerors

® Memory exhaustion

® Failover communication loss

Failover requires you to purchase a second PIX Firewall unit sold as a failover unit that
only works as afailover unit. You need to ensure that both units have the same software
version, activation key type, Flash memory, and the same RAM. Once you configure the
primary unit and attach the necessary cabling, the primary unit automatically copiesthe
configuration over to the Standby unit.

If afailureisdueto acondition other than aloss of power on the other unit, failover will
begin a series of tests to determine which unit failed. This series of tests will begin when
“hello” messages are not heard for two consecutive 15-second intervals (the interval
depends on how you set the failover poll command). Hello messages are sent over both
network interfaces and thefailover cable. Failover usesthe following teststo determine the
other units availability:

® Link up/Down

® Network activity

® Addressresolution Protocol

® Ping
The Stateful Failover feature passes per-connection stateful information to the Standby
unit. After afailover occurs, the same connection information isavailable at the new Active

unit. End user applications are not required to do areconnect to keep the same communi-
cation session.
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Q&A

The questions in this section are designed to ensure your understanding of the concepts

discussed in thischapter and adequately prepare you to complete the exam. Use the simulated
exams on the CD to practice for the exam.

The answers to these questions can be found in Appendix A.

1 Which two of the following cause afailover event?
A A reboot or power interruption on the active PIX Firewall

B Low HTTP traffic on the outside interface
C Thefailover active command isissued on the standby PIX Firewall
D Block memory exhaustion for 15 consecutive seconds or more on the active PIX
2 What isthe command to view failover configuration?
A show failover
B failover
C view failover
D show mefailover
3 Which of the following is/are replicated during a stateful failover?
A Configuration
TCP connection table, including timeout information for each connection
Tranglation (xlate) table
Negotiated H.323 UDP protocols
All of the above
hich of the following is not replicated in a stateful failover?
User authentication (uauth) table
ISAKMP and IPSec SA table
ARPtable
Routing information
All of the above

N
m o O W » =S m U O @



Q&A 157

10

What is the command to force configuration replication to the standby unit?

A write standby

B copy to secondary

c forcesecondary

D forceconf
Which of the following is a stateful failover hardware restriction?

A The stateful failover configuration is supported only by PIX 535 models.

B Only fiber connections can be used in a stateful failover hardware configuration.

C A PIX with two FDDI cards cannot use stateful failover, because an additional
Ethernet interface with FDDI is not supported.

D Thereisno hardware restriction for stateful failover configuration.

What command assigns an |P address to the standby Cisco PIX Firewall?

A secondary ip addressip address

B failover ip addressif nameip_address

C ip addressip address secondary

D ip addressip addressfailover

What is the command to configure a L AN-based failover?

A conf lan failover

B failover ip LAN

c failover lan interfaceif name

D laninterfacefailover
What is an advantage of a LAN-based failover?

A It quickly fails over to a peer when a power failure on the active unit takes place.
B It does not have the 6-foot cable distance limitation for failover communication.
C Itispreconfigured onthe PIX.

D All of the above
What is the default failover poll in seconds?

A 10 seconds

B 15 seconds
C 30 seconds
D

25 seconds
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36. PIX Firewall enables a secure VPN
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38. Prepare to configure VPN support
39. Configure IKE parameters

40. Configure | PSec parameters

41. Test and verify VPN configuration
42. Cisco VPN Client

43. Scale PIX Firewall VPNs

44, PPPOE and the PIX Firewall
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Virtual Private Networks

Virtua private networks (VPNs) have become a crucial portion of nearly all enterprise
networks. The ability of VPN technologies to create a secure link interconnecting offices
over the Internet saves companiesthe expense of dedicated connections. Additionally, VPN
connections allow remote users to connect to their headquarters securely.

How to Best Use This Chapter

This chapter provides an overview of the different VPN technol ogies available and
discusses where the Cisco PIX Firewall can be used as an endpoint for VPNSs. You need to
become very familiar with the methodol ogy used to implement VV PNs and how that method-
ology isapplied to the PIX. As you read through this chapter, consider how encryption
technology is applied in general, and then focus on the configuration steps required to
configure the PIX. If you are at all familiar with configuring VPNs on any Cisco product,
you will probably find this chapter very easy.

“Do | Know This Already?” Quiz

The purpose of this quiz isto help you determine your current understanding of the topics
covered in this chapter. Write down your answers and compare them to the answersin
Appendix A. If you haveto look at any references to correctly answer the questions about
PIX functionality, you should read that portion and double-check your thinking by
reviewing the Foundation Summary. The concepts in this chapter are the foundation of
much of what you need to understand to pass the CSPFA Certification Exam. Unless you
do exceptionally well onthe“Do | Know ThisAlready?’ pretest and are 100% confident in
your knowledge of this area, you should read through the entire chapter.

1 Which encryption is stronger, Group 2 Diffie-Hellman or 3DES?
2 What isthe command to apply an access list to a crypto map?

3 What isthe difference between ESP and AH?
4 What service uses UDP 500?
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10
11

12
13
14

What is the size of an MD5 hash?

Why is manual-ipsec not recommended by Cisco?

What is the most scalable VPN solution?

What is the difference between an access VPN and an intranet VPN?
Which hash algorithm is configured by default for phase 1?

What are the two methods of identifying SA peers?

What happens if you have different ISAKMP policies configured on your potential
SA peers, and none of them match?

What command should you use to watch your IKE negotiation?
Where do you define your authentication method?
What are the three types of VPNs?
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Foundation Topics

Overview of VPN Technologies

Before the creation of VPN technologies, the only way for companies to secure network
communi cations between different locationswasto purchase costly dedicated connections.
VVPNsallow companiesto create secure encrypted tunnel s between locations over a shared
network infrastructure such as the Internet. A VPN is a service that offers secure, reliable
connectivity over ashared public network infrastructure. VPNs are broken into three types
based on their usage:

® Access VPNs—AnN access VPN, shown in Figure 10-1, provides secure
communications with remote users. AccessVVPNs are used by users who connect via
dialup or other mobile connections. A user working from homewould most likely use
an access VPN to connect to work. AccessV PNs usually require some type of client
software running on the user’s computer. This type of VPN is commonly called a
remote-access VPN.

Figure 10-1 Access VPN

m— ! m—

® |ntranet VPNs—An intranet VPN is used to securely interconnect a company’s
different locations. Thisalowsall locations to have access to the resources available
on the enterprise network. Intranet VPNs link headquarters, offices, and branch
offices over ashared infrastructure using connectionsthat are always encrypted. This
type of VPN is normally configured as a site-to-site VPN.

® Extranet VPNs—Extranet VPNs provide a secure tunnel between customers,
suppliers, and partners over a shared infrastructure using connectionsthat are always
encrypted. Thistype of VPN isaso normally configured as a site-to-site VPN. The
difference between an intranet VPN and an extranet VPN is the network access that
isgranted at either end of the VPN. Figure 10-2 shows a site-to-site VPN, the
configuration commonly used for both intranet and extranet VPNSs.

Figure 10-2 Ste-to-Ste VPN

gfi [\:( '---O VPN Tunnel a---ij----g
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Internet Protocol Security (IPSec)

IPSec isnot a protocol. It is aframework of open-standard protocol suites designed to
provide data authentication, data integrity, and data confidentiality. IPSec runs at the IP
layer and uses IKE to negotiate the security association (SA) between the peers. The
following items must be negotiated as part of IKE SA negotiation:

® Encryption algorithm
® Hash agorithm
® Authentication method
® Diffie-Hellman group
As soon as the IKE SA negotiation is complete, the established SA is bidirectional.

IPSec’sfunction isto establish security associati ons between two | PSec peers. The security
associations determine the keying, protocols, and algorithms to be used between the peers.
IPSec SAs can be established only as unidirectional. Two primary security protocols are
included as part of the |PSec standard supported by the PIX:

® Encapsulating Security Payload (ESP)—ESP provides data authentication,
encryption, and antireplay services. ESP is protocol number 50 assigned by the
Internet Assigned Numbers Authority (IANA). ESP is primarily responsible for
getting the data from the source to the destination in a secure manner, verifying that
the data has not been altered and ensuring that the session cannot be hijacked. ESP
can al so be used to authenticate the sender, either by itself or in conjunction with AH.
ESP can be configured to encrypt the entire data packet or only the packet’s payload.
Figure 10-3 shows how ESP encapsulates the | Pv4 packet, which portions are
encrypted, and which are authenticated.

Figure 10-3 ESP Encapsulation

IPV4 Packet without ESP Encapsulation

Original IP Header TCP Data

IPV4 Packet with ESP Encapsulation

ESP TCP Data ESP ESP

Ol 12 terrdsy Header Trailer Authentication

«————— Encrypted —— >

Authenticated
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® Authentication Header (AH)—AH provides data authentication and antireplay
services. AH is protocol number 51 assigned by the IANA. The primary function of
AH isorigin authentication. AH does not provide any dataencryption. It providesonly
origin authentication or verifiesthat the dataisfrom the sender. Thisfunctionality also
prevents session hijacking. Figure 10-4 shows how AH isinserted into the IPv4
packet.

Figure 10-4 AH Insertion into the | Pv4 Packet

IPV4 Packet without Authentication Header

Original IP Header TCP Data

IPV4 Packet with Authentication Header

Original IP Header Authentication TCP Data
Header

It isimportant to note that ESP authenticates only the payload, and AH authenticatesthe IP
header. You might want to use both ESP and AH if you use NAT for any of your IPSec
traffic.

Both ESP and AH must be configured to use a specific encryption algorithm and hash
algorithms. An encryption algorithm is the mathematical algorithm used to encrypt and
decrypt the data. The hash algorithm is used to ensure data integrity.

NOTE The Cisco PIX Firewall requires an activation key (license) to implement the IPSec
features.
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The encryption algorithms supported on the PIX are as follows:

® DataEncryption Standard (DES)—DES is a56-bit symmetric encryption
algorithm. Although it is still widely used, DESis somewhat outdated and should not
be used if your datais highly sensitive. It is commonly used for VPN connections to
locations outside the U.S. that cannot purchase higher levels of encryption dueto U.S.
technology export palicies.

® Triple Data Encryption Standard (3DES)—3DES is a 168-bit symmetric
encryption algorithm.

A hash algorithm takes a message as input and creates a fixed-length output called the
message digest. The message digest is put into the digital signature algorithm, which
generates or verifies the signature for the message. Signing the message digest rather than
the actual message usually improves the message's processing, because the message digest
is smaller than the message. The same hash a gorithm must be used by the message’s origi-
nator and verifier. The Cisco PIX Firewall supports the Keyed-Hash M essage Authenti-
cation Code (HMAC) variant of the following hash algorithms:

® SecureHash Algorithm 1 (SHA-1)—The output of SHA-1 is 160-bit. Because the
output is larger than MD5, SHA-1 is considered more secure.

® Message Digest 5 (M D5)—The output of MD5 is 128-hit. MD5 is dightly faster to
process because of its smaller message digest.

Internet Key Exchange (IKE)

IKE isthe protocol that is responsible for negotiation. IKE isthe short name for ISAKMP/
Oakley, which stands for Internet Security Association and Key Management Protocol
(with Oakley distribution). The terms IKE and |SAKMP are used interchangeably
throughout this chapter. IKE operates over UDP port 500 and negotiates the key exchange
between peersto establish the SA. This process requiresthat the |PSec systemsfirst authen-
ticate themsel ves to each other and establish ISAKMP (IKE) shared keys. This negotiation
is called phase 1 negotiation, and it is during this phase that the Diffie-Hellman key
agreement is performed. During phase 1, IKE creates the IKE security association, which
is asecure channel between the two IKE peers. IKE authenticates the peer and the IKE
messages between the peers during IKE phase 1. Phase 1 consists of main mode or
aggressive mode.

A main-mode negotiation consists of six message exchanges:
® Thefirst two messages simply negotiate the exchange policy.

® The second two messages exchange Diffie-Hellman public-key values and an 8- to
256-bit nonce.

® Thelast two messages authenticate the key exchange.
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NOTE

In an aggressive-mode exchange:

® Thefirst two messages negotiate policy, exchange public-key values, and authenticate
the responder.

® The third message authenticates the initiator and is normally postponed until the
negotiation is complete and is not sent as clear text.

Figure 10-5 shows main-mode and aggressive-maode key exchanges.

Diffie-Hellman isapublic-key cryptography protocol that is used between two | PSec peers
to derive a shared secret over an unsecured channel without transmitting it to each other.
Please change this sentance to read: There are two Diffie-Hellman groups supported by the
PIX Firewall: Group 1 is 768-bit, and group 2 is 1024-hit. Diffie-Hellman is discussed in
greater detail later in this chapter.

Peers that want to participate in the IPSec session must authenticate themselves to each
other before IKE can proceed. Peer authentication occurs during the main-mode/
aggressive-mode exchange during IKE phase 1. The IKE protocol is very flexible and
supports multiple authentication methods as part of the phase 1 exchange. The two entities
must agree on a common authentication protocol through a negotiation process. IKE phase
1 has three methods to authenticate | PSec peers in Cisco products:

® Preshared keys—A case-sensitive key value entered into each peer manually and
used to authenticate the peer.

® RSA signatures—RSA isapublic-key cryptographic system that uses a digital
certificate authenticated by an RSA signature.

® RSA encrypted nonces—Uses RSA encryption to encrypt a nonce value (arandom
number generated by the peer) and other values.
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Figure 10-5 Key Exchanges

Main Mode Key Exchange

Initiator Responder

ISAKMP Header
with SA Payload

>

ISAKMP Header
with SA Payload

ISAKMP Header
Key Exchange
Nonce (initiator)

ISAKMP Header
Key Exchange
Nonce (responder)

ISAKMP Header
(with payload encryption)
Identification (ISAKMP initiator)
HASH Payload (initiator)

ISAKMP Header
(with payload encryption)
Identification (ISAKMP responder)
HASH Payload (responder)

Aggressive Mode Key Exchange

ISAKMP Header with SA Payload
Key Exchange Nonce (initiator) i
Identification (ISAKMP initiator)

ISAKMP Header with SA Payload

Key Exchange Nonce (responder)

Identification (ISAKMP responder)
HASH Payload (responder)

ISAKMP Header
HASH Payload (initiator)

Having completed the phase 1 negotiation, IKE provides a secure channel for the
completion of phase 2. The phase 2 exchange occurs only after the IKE SA negotiation is
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complete. It isused to derive keying material and negotiate policiesfor non-ISAKMP SA (such
asthe IPSec SA). IKE performs the following functions and provides the following benefits:

® |t automatically negotiates the security parameters for SAs between peers, removing
the requirement of manually configuring each peer.

® |t provides the capability to configure an SA's lifetime.

® |t alowsthe encryption key to dynamically change while the |PSec session is open.
® |t provides antireplay (hijacking) protection to IPSec services.

® |t provides dynamic authentication of SA peers.

® It provides support for certification authorities.

® |t alowsfor the scalable implementation of |PSec.

Certification Authorities (CAS)

IKE interoperates with X.509v3 certificates for authentication that requires public keys.
Certification authorities (CAs) manage certificate requests, issue digital certificates, and
publish certificate revocation lists (CRLS) to list certificates that are no longer valid. A
digital certificate contains information about the user or device and includes a copy of its
public key. This technology allows | PSec-protected networks to scale, because the peers
simply exchange digital certificatesthat have been authenticated by a certificate authority,
removing the requirement to manually configure each IPSec peer. The PIX interoperates
with CA server products from the following vendors:

® Baltimore Technologies

® Entrust Corporation

® Microsoft Corporation

® \VeriSign
After ensuring that you have correctly configured thefirewall host name, domain name, and
the system date/time, you can initiate enrolIment with a CA server. It isimportant that your

date and time are correctly configured so that you can verify the validity of the certificate
when received. The process that a PIX usesto enroll with a CA server is asfollows:

Step 1 Thefirewall generates an RSA key pair.

Step 2 Thefirewall contacts the CA server and obtains the CA server's
certificate, which contains the public key.

Step 3 Thefirewall requests asigned certificate from the CA server using the
generated key and the public key from the CA.

Step 4 The CA adminidtrator verifies the request and returns the signed certificate.
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Configuring the PIX Firewall as a VPN Gateway

Configuring the Cisco PIX Firewall asaVVPN gateway or VPN termination point is a
process that requires four specific tasks:

® Sdlecting your configuration

® Configuring IKE

® Configuring IPSec

® Testing and troubleshooting your connection

Selecting Your Configuration

Selecting a standardized configuration is perhaps the most important step in creating a
VPN. You need to follow these steps when selecting your configuration:

Step 1  Determine which hosts will participate in this connection and what
devicesto use asV PN gateways. The Cisco PIX Firewall can create a
VPN connection to another PIX, VPN appliances, routers, other third-
party firewalls, and so on.

Step 2 Gather information about the peers and all hosts and networks that will
participate in thisVPN.

Step 3 Select which IKE policies (phase 1 and phase 2) to use based on the
number and location of the peers.

Step 4 Verify the current configuration of your Cisco PIX Firewall to ensurethat
you do not select any policies (such asACLs, ISAKMP policies, or
crypto maps) that conflict with the current configuration:

— Ensure that you have connectivity with your peers. If you are
unable to connect with a peer in the clear, you will be unable to
create an encrypted connection.

— Ensure that perimeter devices such as routers are allowing the
traffic required to create and maintain the VPN connection. Most
notable are UDP port 500 (used for IKE negotiation), protocol 50
(ESP), and protocol 51 (AH).

It is extremely important to ensure that VPN peers have configurations with matching
elements. If both peers are not configured to have compatible VPN components, they will
be unable to create the encrypted connection.
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Configuring IKE

Remember that IKE is the method used by the peers to negotiate and establish the SA.
Determining which IKE configuration to useis not difficult. Most companies have a
standard configuration that they employ when creating any VPN connection. If you do not
have apre-established policy, you should select apolicy that allows your minimum amount
of security to be not less than that required for the most sensitive data to travel acrossthe
connection. The following steps are required to configure IKE on a Cisco PIX Firewal:

Step 1 Enable IKE—Thisis asimple command on the PIX. You turn on IKE
by enabling it on a specific interface. The syntax for the command is
isakmp enableif _name. For example:

tgpix (config)# isakmp enable outside

Step 2 Createyour |IKE policies (phase |)—To create the IKE policies, you
select certain options and configure them as policies. Again, it is
extremely important that both peers are configured in the same manner.
Any undefined policies usethe current default values. You must makethe
following choices when creating the policy:

— Authentication method: preshared secret or RSA signature

NOTE You need to configure your SA peer’s preshared secret for each IP address.

— Message encryption algorithm: DES or 3DES

— Message integrity algorithm: SHA-1 or MD5

— Key exchange parameters: Diffie-Hellman group 1 or group 2
— IKE established SA lifetime: the default is 86,400 seconds

Theisakmp policy command isasimple command with several options
that all must be selected. Table 10-1 describes the isakmp policy
command parameters.
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Table 10-1

isakmp policy Command Parameters

Parameter

Description

priority

Allows you to prioritize your ISAKMP policies. Policy priorities
range from 1 to 65,534, with 1 being the highest priority.

authentication pre-share

Specifies that the peer authentication method is the preshared key.
This requires that the preshared key be manually configured on both
peers.

authentication rsa-sig

Specifiesthat the peer authentication method is RSA signatures. This
method allows peer authentication to be completed automatically and
isamore scalable solution. Thisisthe default setting.

encryption des

Specifies that the encryption algorithm is DES. Thisis the default
setting.

encryption 3des

Specifies that the encryption algorithm is 3DES.

group 1 Specifies that Diffie-Hellman group 1 (768-hit) is used. Thisisthe
default setting.

group 2 Specifies that Diffie-Hellman group 2 (1024-bit) is used.

hash md5 Specifies that the MD5 hash algorithm is used.

hash sha Specifies that the SHA-1 hash algorithm is used. Thisisthe default
setting.

lifetime Specifies the SA's lifetime. The range is from 60 to 86,400 seconds.

The default setting is 86,400.

For example, to configure ISAKMP policies configured for VPN peers,
you would have a configuration similar to this:

LOCAL
tgpix
tgpix
tgpix
tgpix
tgpix
tgpix

PIX FIREWALL>>>>>>>>>>>
(config)#
(config)#
(config)#
(config)#
(config)#
(config)#

10
10
10

isakmp
isakmp
isakmp
isakmp
isakmp
isakmp

policy
policy
policy
policy
policy
enable

authentication pre-share
encryption 3des

group 2

10 hash md5

10 lifetime 86400

outside

REMOTE PIX FIREWALL>>>>>>>>>>

gonderpix
gonderpix
gonderpix

(config)# isakmp
(config)#
(config)#

policy
policy
policy

10 authentication pre-share
10 encryption 3des
10 group 2

isakmp
isakmp

gonderpix (config)#
gonderpix (config)#
gonderpix (config)#

isakmp
isakmp
isakmp

policy
policy
enable

10 hash md5
10 lifetime 86400
outside
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NOTE

Note that the policies are the same on both peers.

Step 3 Configuring the preshared key—It is possible to configure the same
preshared key for al your SAs. This method is not recommended,
because it is more secure to specify a different key for each SA. To
configure the preshared key, you need to determine how the peers
identify themselves. SA peers can identify themselves by |P address or
host name. It is recommended that you use the same method of
identification for al SAs. If you choose to identify the peers by host
name, the negotiations could fail if a DNS issue prevents the host name
from resolving correctly. Here is the command for configuring
identification:

isakmp identity (address | hostname)
Hereisthe command for configuring the preshared key:

isakmp key string address | hostname peer-address netmask peer netmask |
hostname

You can configure your preshared key with awildcard |P address and netmask, but thisis
not recommended and could be considered a security risk.

To configure ISAKMP policies for both Cisco PIX Firewallswith the ISAKMP identities
and isakmp key commands added, you would have a configuration similar to this:

LOCAL PIX FIREWALL>>>>>>>>>>>

tgpix (config)# isakmp policy 10 authentication pre-share

tgpix (config)# isakmp policy 10 encryption 3des

tgpix (config)# isakmp policy 10 group 2

tgpix (config)# isakmp policy 10 hash md5

tgpix (config)# isakmp policy 10 lifetime 86400

tgpix (config)# isakmp enable outside

tgpix (config)# isakmp identity address

tgpix (config)# isakmp key abc123 192.168.1.2 netmask 255.255.255.255

REMOTE PIX FIREWALL>>>>>>>>>>

gonderpix (config)# isakmp policy 10 authentication pre-share
gonderpix (config)# isakmp policy 10 encryption 3des
gonderpix (config)# isakmp policy 10 group 2

gonderpix (config)# isakmp policy 10 hash md5

gonderpix (config)# isakmp policy 10 lifetime 86400

gonderpix (config)# isakmp enable outside

gonderpix (config)# isakmp identity address

gonderpix (config)# isakmp key abc123 192.168.1.1 netmask
255.255.255.255
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Step 4 Verify your configuration—Because of the configurations' complexity,
itisagood ideato verify your configuration. Remember that both peers
must have an exactly matched phase 1 policy for the key exchange to
occur, which isthe first step in establishing the VPN connection. As
always, the show command is a very effective tool for checking your
configuration. It is possible to get extended output with show isakmp
policy, or you can see the commands that were input with show isakmp.
You get dightly more detailed output with write terminal than with
show isakmp. Here is some sample output from show isakmp:

tgpix# show isakmp

isakmp policy 10 authentication pre-share
isakmp policy 10 encryption 3des

isakmp policy 10 group 2

isakmp policy 1@ hash md5

isakmp policy 10 lifetime 86400

isakmp enable outside

You can see that policy 10 uses preshared secrets for authentication,
3DES encryption, the group 2 (1024-bit) Diffie-Hellman key exchange,
MD5 HASH, and a connection lifetime of 86,400 seconds (24 hours),

and it is enabled on the outside interface.

Here is some sample output from write terminal:

tgpix# write terminal

isakmp policy 10 authentication pre-share
isakmp policy 10 encryption 3des

isakmp policy 10 group 2

isakmp policy 10 hash md5

isakmp policy 10 lifetime 86400

isakmp enable outside

isakmp key abc123 192.168.1.2 netmask 255.255.255.255

Here you see much the same information as with show isakmp, but you
also see the shared secret (isakmp key) for peer 192.168.1.2.

Here is some sample output from show isakmp policy:

tgpix# show isakmp policy

Protection suite or priority 10
encryption algorithm: Three key triple DES
hash algorithm: Message Digest 5
authentication method: Pre-Shared Key
Diffie-Hellman group: #2 (1024 bit)
lifetime:

Default protection suite
encryption algorithm: DES -

86400 seconds, no volume limit

Data Encryption Standard (56-bit keys)
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hash algorithm: Secure Hash Standard
authentication method: Rivest-Shamir-Adleman Signature
Diffie-Hellman group: #1 (768 bit)

lifetime: 86400 seconds, no volume limit

In this output, you can see the two ISAKMP policiesthat are configured
on thefirewall (policy 10 and default). If you do not configure a specific
ISAKMP policy, the default values are used.

Configuring IPSec

Now that you have successfully configured IKE on your firewall, you areready to configure
IPSec. Follow these steps:

Step 1 Create acrypto access list to define the traffic to protect.

Step 2 Configure atransform set that defines how the traffic is protected.
Step 3 Create a crypto map entry.

Step 4 Apply the crypto map set to an interface.

Step 5 Specify that IPSec traffic is permitted.

Creating a Crypto Access List

Crypto access lists are used to identify which P traffic is to be protected by encryption and
which traffic is not. After the accesslist is defined, the crypto maps reference it to identify
the type of traffic that 1PSec protects. The per mit keyword in the access list causes IPSec
to protect all P traffic that matches the access list criteria. If the deny keyword isused in
the access list, the traffic is not encrypted. It is good practice to have the same set of crypto
access lists specified in the local peer defined at the remote peer. This ensures that traffic
that has |PSec protection applied locally can be processed correctly at the remote peer. The
crypto map entries themsel ves should also support common transforms and should refer to
the other system as a peer.

It is not recommended that you use the per mit any any command, because it causes all
outbound traffic to be encrypted (and all encrypted traffic to be sent to the peer specifiedin
the corresponding crypto map entry), and it requires encryption of all inbound traffic. With
thistype of accessligt, the firewall drops all inbound packets that are not encrypted.

The syntax for the access-list command is as follows:

access-list acl_name [permit | deny] protocol src_addr src_mask
[operator port[port]] dest_addr dest_mask [operator port[port]]
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Table 10-2 lists and describes the command arguments and options for the access-list
command.

Table 10-2  access-list Command Parameters

Parameter Description
acl_name Specifies the access list’s name or number.
permit Encrypts the packet.
deny Does not encrypt the packet.
protocol Specifies the protocol by name or IP protocol number. Protocols include
icmp, tcp, udp, and ip. (ip is the keyword for any.)
src_addr, Specifies the P address of the network or host for the source and destination.
dest_addr Theterm any isthe wildcard for 0.0.0.0 0.0.0.0. It is also possible to use the
word host to indicate a 32-bit mask.
src_mask, Specifies the subnet masks of the source or destination network.
dest_mask
operator An optional field. It includes the following options:
It = lessthan
gt = greater than
eq = equal to

neq = not equal to
range = inclusive range

port Specifies the TCP or UDP port used for the IP service.

NOTE The configuration examplesin this chapter build on each other (they include the previous
portion). The specific items that are being addressed as part of the current configuration are
highlighted.

Example 10-1 shows the current ISAKMP policy configuration with the access list added.
Example 10-1  Crypto Access List

tgpix (config)# isakmp policy 10 authentication pre-share

tgpix (config)# isakmp policy 10 encryption 3des

tgpix (config)# isakmp policy 10 group 2

tgpix (config)# isakmp policy 10 hash md5

tgpix (config)# isakmp policy 10 lifetime 86400

tgpix (config)# isakmp enable outside

tgpix (config)# isakmp identity address

tgpix (config)# isakmp key abc123 192.168.1.2 netmask 255.255.255.255

tgpix (config)# access-1list 90 permit ip 10.10.10.0 255.255.2550.0 10.10.20.0
255.255.255.0
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Configuring a Transform Set

A transform set defines the combination of encryption algorithms and message integrity
algorithmsto be used for the | PSec tunnel. Both peers agree on the transform set during the
| PSec negotiation. It is possible to define multiple transform sets, because both peers search
for acommon transform set during the IKE negotiation. If acommon transform set is
found, it is selected and applied to the protected traffic. Table 10-3 showsthe transform sets
supported on the Cisco PIX Firewall.

Table 10-3  PIX-Supported |PSec Transform Sets

Transform Description

ah-md5-hmac ~ AH-md5-hmac transform used for authentication.

ah-sha-hmac AH-sha-hmac transform used for authentication.

esp-des ESP transform using DES encryption (56-bit).

esp-3des ESP transform using 3DES encryption (168-bit).

esp-md5-hmac  ESP transform with HMAC-M D5 authentication, used with either esp-des or
esp-3des to provide additional integrity of ESP packets.

esp-sha-hmac ESP transform with HMAC-SHA authentication, used with either esp-des or

esp-3des to provide additional integrity of ESP packets.

The syntax for the transform-set command is as follows:

crypto ipsec transform-set transform-set name transformi [transform2 transform3]

Example 10-2 shows the current ISAKMP policy configuration with the access list and
transform set defined.

Example 10-2  Crypto Transform Set

tgpix
tgpix
tgpix
tgpix
tgpix
tgpix
tgpix
tgpix
tgpix
255,
tgpix

(config)#
(config)#
(config)#
(config)#
(config)#
(config)#
(config)#
(config)#
(config)#
255.255.0
(config)#

isakmp
isakmp
isakmp
isakmp
isakmp
isakmp
isakmp
isakmp
access

crypto

-list 90 permit ip 10.10.10.0 255.255.2550.0 10.10.20.0

policy 10 authentication pre-share

policy 10 encryption 3des

policy 10 group 2

policy 10 hash md5

policy 10 lifetime 86400

enable outside

identity address

key abc123 address 192.168.1.2 netmask 255.255.255.255

ipsec transform-set strong esp-3des esp-md5-hmac

Configuring IPSec SA Lifetimes

To preclude any opportunity to gather sufficient network traffic using a single encryption
key, it isimportant to limit the key lifetime. Thisforces a key exchange, changing the
encryption scheme and greatly reducing the possibility of cracking the key. Technology
continues to advance, producing computers that can break code at faster rates. However,
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Example 10-3

these systems require a certain amount of traffic encrypted under asingle key. Theideais
to change encryption keys before any system can feasibly crack your encryption. The PIX
allowsyou to configure your SA lifetimes, forcing akey exchange. Itispossibleto limit the
SA lifetime either by the amount of traffic passing through the connection or by how long
the encrypted connection remains open. The command for configuring SA lifetimesisas
follows:

crypto ipsec security-association lifetime [kilobytes | seconds]

Example 10-3 shows the current configuration, including an SA lifetime of 15 minutes
(900 seconds).

Crypto IPSec SA Lifetime

tgpix (config)# isakmp policy 10 authentication pre-share

tgpix (config)# isakmp policy 10 encryption 3des

tgpix (config)# isakmp policy 10 group 2

tgpix (config)# isakmp policy 10 hash md5

tgpix (config)# isakmp policy 10 lifetime 86400

tgpix (config)# isakmp enable outside

tgpix (config)# isakmp identity address

tgpix (config)# isakmp key abc123 address 192.168.1.2 netmask 255.255.255.255

tgpix (config)# access-1list 90 permit ip 10.10.10.0 255.255.2550.0 10.10.20.0
255.255.255.0

tgpix (config)# crypto ipsec transform-set strong esp-3des esp-md5-hmac

tgpix (config)# crypto ipsec security-association lifetime seconds 900

Configuring Crypto Maps

Just as the isakmp-policy configures the parameters for the IKE negotiations, crypto-
mapstell the PIX how to negotiate the IPSec SA. The crypto-map isthefina piece of the
puzzle that is used on both peersto establish the SA. Again, it is extremely important that
the settings are compatible on both ends. If both peers do not have a compatible configu-
ration, they cannot establish theV PN connection. This does not mean that the configuration
must be an exact match (like theisakmp configurations), but the peers must have matching
elements within the crypto-map. Many different components are covered by the crypto-
map command. The following parameters are set using this command:

® What trafficistobeencrypted and what trafficisnot?—Earlier in this chapter, the
access-list command was said to designate what traffic the PIX should encrypt. This
is correct; however, the access list is applied by the crypto-map.

® What typeof | PSecto apply totheconnection?—The crypto-map tellsthefirewall
which transform set to use.

® Howthe SA istobeinitially established?—Thistellsthe firewall if the SA is
manually established or established using IKE.
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® Whoisthe peer for this SA?—This can be one or more peers. You can configure a
primary peer and backup peers. In the event that the firewall cannot establish the
connection with the primary peer, it attempts to connect to the secondary, and so on.
These additional peers are called backup gateways.

® What isthe SA’s|ocal address?—The crypto map is applied to a specific interface
on the PIX.

® Any additional optionsthat should be configured for this SA?—This can include
setting a specific timeout in kilobytes or adding aAAA server.

Three steps are required for configuring crypto maps:
Step 1 Creating a crypto map entry

Step 2 Applying the crypto map set to an interface
Step 3 Specifying that 1PSec traffic be permitted

It isimportant that you ensure that all three steps are completed. Although each line of the
crypto map isconsidered “ creating the crypto map,” specific linesapply the crypto map and
specify the |PSec traffic. These lines are discussed next.

Normally you have at least five crypto-map entries with the same name. These entries
combineto list your IPSec SA configuration. Each line of the configuration has its own
purpose. The following text shows and explains the syntax of each line.

crypto-map map-name seq-num ipsec-isakmp
Thisline establishes the crypto map by name and sequence number and specifiesthat IKE
negotiates the SA.

crypto-map map-name seq-num match address acl_name

Thisline bindsthe access list to the crypto map. It establishes what traffic is encrypted and
what is not. This line specifies which |PSec traffic is permitted. It defines the traffic as
“interesting.”

crypto-map map-name seq-num set transform-set transform-set name
Thisline identifies which transform set is to be used. The transform-set name is assigned
to the transform set in the crypto ipsec transfor m-set command.

crypto-map map-name seq-num set peer ip-address
Thislineidentifies the SA peer by IP address.

crypto-map map-name seq-num interface if_name

Thisline applies the crypto map to a specific interface. In much the same way that the
access-group command is used to bind the access lists to an interface for standard ACLSs,
this command binds the entire crypto map process (including the crypto accesslist) to the
interface. This line applies the crypto map set to a specific interface on the firewall.

Additional crypto-map entries can include pfs, set security-association lifetime, and aaa-
authentication settings.
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Example 10-4 shows the current configuration, including the crypto map entries. Note that
the accesslist is numbered 90 and the match address command references 90. The ipsec
transfor m-set is named strong, and the set transfor m-set references the name strong.

Example 10-4  Crypto Map Entries

tgpix (config)# isakmp policy 10 authentication pre-share

tgpix (config)# isakmp policy 10 encryption 3des

tgpix (config)# isakmp policy 10 group 2

tgpix (config)# isakmp policy 10 hash md5

tgpix (config)# isakmp policy 10 lifetime 86400

tgpix (config)# isakmp enable outside

tgpix (config)# isakmp identity address

tgpix (config)# isakmp key abc123 address 192.168.1.2 netmask 255.255.255.255

tgpix (config)# access-list 90 permit ip 10.10.10.0 255.255.2550.0 10.10.20.0
255.255.255.0

tgpix (config)# crypto ipsec transform-set strong esp-3des esp-md5-hmac

tgpix (config)# crypto map gonder 10 ipsec-isakmp

tgpix (config)# crypto map gonder 10 match address 90

tgpix (config)# crypto map gonder 10 set transform-set strong

tgpix (config)# crypto map gonder 10 set peer 192.168.1.2

tgpix (config)# crypto map gonder interface outside

Table 10-4 describes the different crypto-map command arguments and options that are
available when you're configuring crypto maps.

Table 10-4  crypto-map Arguments and Options

Argument/Option Description

map-name You can apply multiple crypto-mapson asingle PIX Firewal. Itisa
good ideato assign a name that allows you to keep track of which
crypto-map goes with which access-list. The easiest way to do thisis
to use the same name or number for both components.

Seg-num Because you can add multiple crypto-maps to the PIX, you must give
each a sequence number so that the system can process each in the
correct order. The lower the number, the higher the priority.

ipsec-isakmp Indicates that the PIX uses IKE to negotiate the SA. Thisisthe
recommended configuration.

ipsec-manual Indicates that the SA is configured manually and that IKE isnot used to
negotiate it. Thisis not the recommended configuration, because it is
difficult to ensure that both peers are configured correctly and because a
manual session does not expire (no renegotiation of the keys).

Set session-key Manually specifies the session keys within the crypto map entry.

inbound Manual |PSec requires that session keys be configured directionally.
You must specify both inbound and outbound session keys.

outbound Manual |PSec requires that session keys be configured directionally.
You must specify both inbound and outbound session keys.
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Table 10-4

crypto-map Arguments and Options (Continued)

Argument/Option

Description

match address

Identifies the access list for the |PSec SA.

acl_name The name of the access list that indicates that the traffic should be
encrypted.

set peer Specifies the SA peer using either of the following two arguments.

hostname Identifies the SA peer’'s host name and any backup gateways.

ip-address Identifies the SA peer’s | P address(es) and any backup gateways.

interface Identifies the interface that isto be used for the local SA peer address.

if_name The interface name.

set pfs Initiates Perfect Forward Secrecy (PFS). PFS provides an additional
layer of security to the SA negotiation and renegotiation. It requiresthat
anew Diffie-Hellman exchange occur every time akey negotiation
takes place. This causes the key exchange to use anew key for every
negotiation rather than renegotiating based on akey that is currently
being used. This process increases the processor |oad on both peers.

group 1 Indicates that the Diffie-Hellman group 1 (768-bit) modulus should be
used when the key exchange for the esp-des and esp-3destransformsis
performed.

group 2 Indicates that the Diffie-Hellman group 2 (1024-bit) modulus should be

used when the key exchange for the esp-des and esp-3destransformsis
performed.

set transform-set

Specifies the transform to be used for the crypto-map entry. You can
list multiple transform-sets by priority. The PIX automatically selects
the most secure transform that is listed on both peers.

transform-set name

Specifies the transfor m-set by name.

set security-
association lifetime

A second location for configuring the SA lifetime.

seconds seconds

The SA lifetime in seconds.

kilobytes kilobytes

The SA lifetimein kilobytes.

dynamic

Specifies that the crypto-map entry must reference a preexisting
dynamic crypto map.

dynamic-map-name

Specifies the dynamic crypto-map.

aaa-server-name

Specifiesthe AAA server that authenticates the user during IKE
authentication. The PIX Firewall supports TACACS+ and RADIUS for
this function.
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sysopt connection permit-ipsec

Example 10-5

The sysopt command reconfigures the system options. The command sysopt connection
permit-ipsec implicitly permits all packetsthat arrive viathe |PSec tunnel to bypass any
checking of accesslists, conduits, or access-group command statements for | PSec connec-
tions. If the sysopt connection per mit-ipsec command is not specified, an explicit rule
(conduit or ACL) must be coded to allow the traffic arriving from the |PSec tunnel through
the firewall.

Example 10-5 shows the current configuration with this command included.

Sysopt connection per mit-ipsec

tgpix (config)# isakmp policy 10 authentication pre-share

tgpix (config)# isakmp policy 10 encryption 3des

tgpix (config)# isakmp policy 10 group 2

tgpix (config)# isakmp policy 10 hash md5

tgpix (config)# isakmp policy 10 lifetime 86400

tgpix (config)# isakmp enable outside

tgpix (config)# isakmp identity address

tgpix (config)# isakmp key abc123 address 192.168.1.2 netmask 255.255.255.255

tgpix (config)# access-1list 90 permit ip 10.10.10.0 255.255.2550.0 10.10.20.0
255.255.255.0

tgpix (config)# crypto ipsec transform-set strong esp-3des esp-md5-hmac

tgpix (config)# crypto map gonder 10 ipsec-isakmp

tgpix (config)# crypto map gonder 10 match address 90

tgpix (config)# crypto map gonder 10 set transform-set strong

tgpix (config)# crypto map gonder 10 set peer 192.168.1.2

tgpix (config)# crypto map gonder interface outside

tgpix (config)# sysopt connection permit-ipsec

Troubleshooting Your VPN Connection

Configuring an SA peer can be extremely complicated and must be exact. If both peersare
not configured correctly, they cannot successfully establish the VPN connection. The most
common VPN issueisan incorrect configuration of either of the SA peers. Thefirst step of
troubleshooting aVPN should aways be to compare the configurations of both peers and
verify that they match. Three commands and avariety of command options are available to
help you troubleshoot VPN issues:

® show
® clear
® debug
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show Command

Table 10-5

Example 10-6

Example 10-7

The show command lets you view different portions of the configuration and see the

condition of ISAKMP and |PSec SAs. Table 10-5 explains the different show commands.

show Commands

Command Description

show isakmp Displays all ISAKMP configurations.

show isakmp policy Displays only configured ISAKMP policies.
show access-list Displays configured accesslists.

show crypto-map Displays all configured crypto map entries.
show crypto ipsec transfor m-set Displays all configured | PSec transform sets.
show crypto ipsec security-association  Displays configured SA lifetimes, including the
lifetime default value.

show cryptoisakmp sa Displays the status of current IKE SAs.
show crypto ipsec sa Displays the status of current IPSec SAs.

Example 10-6 displays the output from the show crypto isakmp sa command on the PIX

Firewall in Los Angeles that is configured for aVPN connection to Boston.

show crypto isakmp sa Command Output

tgpix# show crypto isakmp sa

dst src state conn-id slot
192.168.2.1 192.168.1.1  QM_IDLE 1 0

Example 10-7 displays the output from show crypto ipsec sa for the same firewall.

show crypto ipsec sa Command Output

tgpix# show crypto ipsec sa
interface: outside
Crypto map tag: 10, local addr. 192.168.1.1
local ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.2.1/255.255.255.255/0/0)
current_peer: 10.10.2.5
dynamic allocated peer ip: 192.168.2.1
PERMIT, flags={}
#pkts encaps: 345, #pkts encrypt: 345, #pkts digest 0
#pkts decaps: 366, #pkts decrypt: 366, #pkts verify 0
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0

#send errors 0, #recv errors 0

local crypto endpt.: 192.168.1.1, remote crypto endpt.: 192.168.2.1
path mtu 1500, ipsec overhead 56, media mtu 1500

current outbound spi: 9a46ecae

inbound esp sas:

continues
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Example 10-7  show crypto ipsec sa Command Output (Continued)

spi: 0x50b98b5(84646069)
transform: esp-3des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: @, conn id: 1, crypto map: Chapteri0
sa timing: remaining key lifetime (k/sec): (460800/21)
IV size: 8 bytes
replay detection support: Y
inbound ah sas:
inbound pcp sas:
outbound esp sas:
spi: 0x9ad46ecae(2588339374)
transform: esp-3des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: @, conn id: 2, crypto map: Chapteri0
sa timing: remaining key lifetime (k/sec): (460800/21)
IV size: 8 bytes
replay detection support: Y
outbound ah sas:

clear Command

Table 10-6

The clear command allows you to remove current settings. You must be very careful when
using the clear command to ensure that you do not remove portions of your configuration
that are needed. The most common use of the clear command for troubleshooting VPN
connectivity isto clear current sessions and force them to regenerate. Table 10-6 explains
the two clear commands used to troubleshoot VPN connectivity.

clear Commands

Command Description

clear cryptoisakmp sa Clearsall active ISAKMP SAs.

clear cryptoipsec sa Clears all active IPSec SAs.

debug Command

Table 10-7

The debug command lets you watch the VPN negotiation take place. This command is
available only from configuration mode on the PIX. Table 10-7 explains the two debug
commands most commonly used to troubleshoot VPN connectivity.

debug Commands

Command Description

debug cryptoisakmp Displays IKE communication between the PIX and its |PSec peers.

debug crypto ipsec Displays |PSec communication between the PIX and its |PSec
peers.
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Example 10-8

Example 10-8 displays the output from the debug crypto isakmp command on the PIX
Firewall in LosAngelesthat is configured for aVPN connection to Boston. Note the
highlighted comments* atts are not acceptable’ and “ atts are acceptable” that are generated
during the negotiation as address transforms attempt to find a match.

debug crypto isakmp Command Output

crypto_isakmp_process_block: src 192.168.1.1, dest 192.168.2.1
OAK_AG exchange

ISAKMP (0@): processing SA payload. message ID = 0

ISAKMP (@) : Checking ISAKMP transform 1 against priority 1 policy

ISAKMP : encryption DES-CBC
ISAKMP: hash MD5

ISAKMP : default group 1
ISAKMP : auth pre-share

ISAKMP (0@): atts are not acceptable. Next payload is 3
ISAKMP (@): Checking ISAKMP transform 3 against priority 1 policy

ISAKMP : encryption ESP_3DES
ISAKMP : hash HMAC-MD5
ISAKMP: default group 2
ISAKMP : auth pre-share

ISAKMP (0@): atts are acceptable. Next payload is 3

ISAKMP (0@): processing KE payload. message ID = 0

ISAKMP: Created a peer node for 192.168.2.1

OAK_QM exchange

ISAKMP (0:0): Need config/address

ISAKMP (0:0): initiating peer config to 192.168.2.1. ID = 2607270170 (0x9b67c91a)

return status is IKMP_NO_ERROR

crypto_isakmp_process_block: src 192.168.2.1, dest 192.168.1.1

ISAKMP_TRANSACTION exchange

ISAKMP (0:0): processing transaction payload from 192.168.2.1. message ID =
2156506360

ISAKMP: Config payload CFG_ACK

ISAKMP (0:0): peer accepted the address!

ISAKMP (@:0): processing saved QM.

oakley_process_quick_mode:

OAK_QM_IDLE

ISAKMP (0@): processing SA payload. message ID = 448324052

ISAKMP : Checking IPSec proposal 1

ISAKMP: transform 1, ESP_DES

ISAKMP: attributes in transform:

ISAKMP : authenticator is HMAC-MD5

ISAKMP : encaps is 1

IPSec(validate_proposal): transform proposal (prot 3, trans 2, hmac_alg 1) not
supported

ISAKMP (@): atts not acceptable. Next payload is 0@
ISAKMP : Checking IPSec proposal 2

ISAKMP: transform 1, ESP_3DES

ISAKMP: attributes in transform:

ISAKMP : authenticator is HMAC-MD5

ISAKMP : encaps is 1

ISAKMP (0@): atts are acceptable.

ISAKMP (@): processing NONCE payload. message ID = 448324052
ISAKMP (0@): processing ID payload. message ID = 44
ISAKMP (@): processing ID payload. message ID = 44
INITIAL_CONTACTIPSec(key_engine): got a queue event...
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Example 10-9

Example 10-9 displays the output from debug crypto ipsec for the same firewall. Notice
that this debug command actually depicts the real address of the node behind the firewall
that isinitiating the VPN connection.

debug crypto ipsec Command Output

IPSec(key_engine): got a queue event...
IPSec(spi_response): getting spi 0xd532efbd(3576885181) for SA
from 192.168.2.1 to 192.168.1.1 for prot 3
return status is IKMP_NO_ERROR
crypto_isakmp_process_block: src 192.168.2.1, dest 192.168.1.1
OAK_QM exchange
oakley process_quick_mode:
OAK_QM_AUTH_AWAIT
ISAKMP (@): Creating IPSec SAs
inbound SA from 192.168.2.1 to 192.168.1.1 (proxy 10.10.10.3 to
192.168.1.1.)
has spi 3576885181 and conn_id 2 and flags 4
outbound SA from 192.168.1.1 to 192.168.2.1 (proxy 192.168.1.1 to
10.10.10.3)
has spi 2749108168 and conn_id 1 and flags 4IPSec(key_engine): got a queue
event...
IPSec(initialize_sas): ,
(key eng. msg.) dest= 192.168.1.1, src= 192.168.2.1,
dest_proxy= 192.168.1.1/0.0.0.0/0/0 (type=1),
src_proxy= 10.10.10.3/0.0.0.0/0/0 (type=1),
protocol= ESP, transform= esp-3des esp-md5-hmac ,
lifedur= @s and 0Okb,
spi= 0xd532efbd(3576885181), conn_id= 2, keysize= 0, flags= 0x4
IPSec(initialize_sas): ,
(key eng. msg.) src= 192.168.1.1, dest= 192.168.2.1,
src_proxy= 192.168.1.1/0.0.0.0/0/0 (type=1),
dest_proxy= 10.10.10.3/0.0.0.0/0/0 (type=1),
protocol= ESP, transform= esp-3des esp-md5-hmac ,
lifedur= @s and 0Qkb,
spi= 0xa3dc0fc8(2749108168), conn_id= 1, keysize= 0, flags= 0x4
return status is IKMP_NO_ERROR

Cisco VPN Client

The VPN client is used to connect to access VPNs because one of the peersis maobile and
the VPN does not remain up at all times. Cisco VPN Client for Windows is a package that
isinstalled on aremote system to create VPN connections from remote locations. Sales
personnel and executives who spend time traveling but still need access to the corporate
network commonly use this package. It is possible to use the VPN client after connecting
to the Internet using the following connections:

® Diaup

® Cable modem

® Digital Subscriber Line (DSL)

® Integrated Services Digital Network (ISDN)
® | oca-areanetwork (LAN)
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After connecting to the Internet, you open theVV PN client and initiate the connection to your
peer (corporate network). The VPN client negotiates the connection using |KE and secures
the connection with IPSec. After it is established, the VPN connection functions the same
way astheintranet or extranet VPN. The main difference isthat one peer isremote and the
VPN client handles the connection negotiation and the encryption. Usually the only thing
left for the user to do isto input his or her password.

VPN Groups

Cisco VPN 3000 clients can be combined into a single group or multiple groups that have
like policies applied using the vpn group command. Table 10-8 lists the commands and
options available when configuring VPN groups.

VPN Group Commands and Options

Table 10-8

Command

Description

vpngroup group_name

Assigns aname of up to 128 ASCI| characters to a specific
VPN group.

address-pool ip pool name

Specifies apool of local addresses to be assigned to VPN
clients as they connect to the network.

default-domain domain_name

Assigns a default domain name to all VPN clients.

dns-server dns_ip_prim/sec

Assigns primary and secondary DNS server information that
is given to the VPN clients as they negotiate the connection.

wins-server wins_ip_prinvsec

Assigns primary and secondary WINS server information that
is passed to the VPN clients as they negotiate the connection.

idle-timeidle_seconds

Sets the inactivity timeout.

max-time max seconds

Sets the maximum time for aVPN connection to remain up.

passwor d preshared_key

Specifies agroup preshared key.

split-tunnel acl_name

Specifiesan ACL that allowsthe user to maintain an encrypted
tunnel into the network and a clear tunnel out to the Internet.

Point-to-Point Tunneling Protocol (PPTP) and Layer 2 Tunneling
Protocol (L2TP)

The PIX Firewall can be configured for VPN connections to Microsoft products using
either PPTP or L2TP. The command necessary to implement this feature is vpdn. After
vpdn is enabled on a specific interface with vpdn enableif_name, al other vpdn
commands are grouped into vpdn group, which is specified using the command group
group_name (where group_name can be an ASCI| string of up to 128 characters). Table 10-9
lists the configuration options that can be set for VPDN groups.
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Table 10-9

VPDN Configuration Commands and Options

Command

Description

accept {dialin pptp | [2tp}

Configuresthe PIX Firewall to
accept dial-in PPTP or L2TP
requests.

ppp authentication { PAP | CHAP | MSCHAP}

Configuresthe firewall to
authenticate connections using
either Point-to-Point Protocol
(PPP), Challenge Handshake
Authentication Protocol (CHAP),
or Microsoft CHAP (MS-CHAP).
The default setting is PPP.

ppp encryption mppe{40 | 128 | auto | required}

Specifies the bit value for
Microsoft Point-to-Point
Encryption, whether
autonegotiation is allowed, and
whether anegotiation is required.

client configuration address |ocal address_pool_name

Identifies the pool of addressesto
be assigned to dial-in users.

client configuration dnsdns_server_ipl [dns_server_ip2]

Specifies primary and secondary
Domain Name Servers for dial-in
Users.

client configuration winswins_server_ipl
[wins_server_ip2]

Specifies primary and secondary
Windows Internet Naming Service
serversfor dial-in users.

client authentication aaa aaa_server_group

SpecifiesaAAA server group for
user authentication.

client authentication local

Authenticates users from alocal
user database (on the PIX).

client accounting aaa aaa_server_group

SpecifiesaAAA server group for
accounting. (This can be different
from the authentication group.)

password

Specifies alocal user password.

pptp echo echo_timeout

Specifies a PPTP timeout valuein
seconds. The PIX terminates the
connection if thisvalueis
exceeded.

12tp tunnel hello hello_timeout

Specifiesan L2TPtimeout valuein
seconds. The PIX terminates the
connection if thisvalueis
exceeded.




Configuring PIX Firewalls for Scalable VPNs 187

Table 10-10

Table 10-11

Table 10-10 lists and describes the show commands associated with VPDNSs,
VPDN show Commands and Options

Command

Description

show vpdn tunnel

Displays tunnel information.

show vpdn session

Displays session information to include the interface ID used for the
show pppinterface id command.

12tp | pptp Selects the protocol used (L2TP or PPTP).
id Identifies atunnel or session.

id tunnel_id Indicates the unique tunnel ID.

id session _id Indicates the unique session ID.

pppinterfaceid intf_id

Shows the virtual interface created for the tunnel.

username Enters or displaysthe local username.
packets Displays the packet and byte count.
state Displays the session state.

summary Displays tunnel summary information.
transport Displays tunnel transport information.
window Displays window information.

The clear command is also available to allow you to reset certain portions of the configu-
ration. Table 10-11 lists the available clear command options.

VPDN clear Commands and Options

Command Description

username RemovesVVPDN username commands from the configuration.

tunnel Removes one or more tunnels from the configuration.

id tunnel_id Removes a specific tunnel (based on tunnel_id) from the configuration.
all Removes all tunnels from the configuration.

Configuring PIX Firewalls for Scalable VPNs

Earlier in this chapter, you learned about the different methods of negotiating an IPSec

connection:
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® Manual IPSec, which requires you to manually configure each peer. This method is
not recommended by Cisco, becauseit doesnot allow for key exchanges and therefore
would be rather easy to decrypt, given enough time and traffic. Obviously, manual
IPSec is not a scalable solution.

® |KE, which dynamically negotiates your SA using preshared keys or digital
certificates. Preshared keys still require you to manually enter a preshared key into
each |PSec peer.

® |KEwithdigital certificatesisthe most dynamic solution that lets | KE negotiate your
IPSec SA and a CA server authenticating each peer. This system is completely
dynamic, very secure, and very scalable.

PPPoE Support

Cisco PIX Firewall software version 6.2 supports Point-to-Point Protocol over Ethernet
(PPPoE). PPPOE provides a standard method of using PPP authentication over an Ethernet
network and is used by many Internet service providers (ISPs) to grant client machine
accessto their networks, commonly through DSL. PPPOE is supported only on the outside
interfaces of the PIX 501 and PIX 506/506E.
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Foundation Summary

There are three different VPN types. access, intranet, and extranet. AccessVPNs are used
for remote users and normally require client software. Intranet and extranet VPNs are
configured as site-to-site VPNSs.

VPN peers need to authenticate each other and negotiate the IPSec SA. The negotiationis
completed automatically using K E. The authentication is completed using preshared keys,
RSA signatures (certificates), or RSA nonces. To configure IKE on the PIX, you use the
following commands:

® isakmp policy:
— Configures the authentication type.
— Configures the message encryption agorithm.
— Configures the message integrity algorithm.
— Configures the key exchange parameters.
— Defines the SA lifetime (reinitiates the Diffie-Hellman key exchange).

® isakmp enable—Appliesthe ISAKMP policy to an interface, allowing that interface
to receive UDP500 traffic.

® isakmp identity—Identifies the local peer by IP address or host name.

® isakmp key—If you're using a preshared key, define the key and the peer (by IP
address or host name).

After you configure IKE, you are ready to configure |PSec. Follow these steps:

Step 1 Configure access-list so that the PIX knows what traffic should be
encrypted.

Step 2 Create transfor m-sets to define the encryption and integrity to be used
for the session.

Step 3 Defineipsec security-association lifetime (optional) to reduce the
opportunity of othersto crack your encryption.

Step 4 Configure crypto-map:
— Define SA negotiation (manual or IKE).
— Apply access-list to crypto-map.
— Apply transform-set to crypto-map.
— Identify the SA peer by |P address or host name.
— Apply crypto-map to an interface.
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Three commands (and many options for each) are available to troubleshoot VPN connectivity:

® show—Displaysthe current configuration or current SA status.

® clear—Removes the current configuration or setting (usually used to regenerate the
connection).

® debug—Allowsyou to see ongoing sessions and key negotiations.

Cisco VPN Client is used to connect remote users to internal resources via an encrypted
tunnel. The package handles all the negotiation and encryption and can operate using any
connection to the Internet.

To develop a scalable VPN solution, you must implement a dynamic means of authenti-
cation. The most effective and scalable method today is the use of IKE and certification
authorities.
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Q&A

The questions in this section are designed to ensure your understanding of the concepts
discussed in this chapter and adequately prepare you to complete the exam. You should use
the simulated exams on the CD to practice for the exam.

The answers to these questions can be found in Appendix A.

1
2

3
4

(6]

Wheat is the default lifetime if not defined in isakmp policy?
Do your transform sets have to match exactly on each peer?

True or false: The X509v3 standard applies to the ESP header’s format.

What is the difference between the isakmp lifetime and the crypto-map lifetime?
What command do you use to delete any active SAS?

What is the command for defining a preshared key?

What is thefirst thing you should check if you are unable to establish aVPN?
What is the function of the access list with regard to VPNs?

What PIX firewalls support PPPOE?
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Scenario

VPN Configurations

Clearly the most detail -oriented and time-consuming portion of configuring VPNsisensuring
that both peers have matching configurations. This task usually becomes more complicated,
because you might have accessto only one peer and are relying on someone elseto configure
the other end. A single discrepancy between the configurations can prevent the key exchange
from completing or prevent the encryption from occurring. It is best to compare the configu-
rations on both peers before attempting the connection rather than trying to troubleshoot the
VPN after an unsuccessful connection.

In this scenario, you are working as a consultant and have been assigned the task of config-
uring a full-mesh VPN between corporate headquarters and two branch offices. Figure 10-6
shows the layout of each network and how the VVPNs are to connect.

Figure 10-6 VPN Network Layout
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Thethreelocationshave all provided their current PIX configurations, but each hasasignif-
icant amount of information missing. It isyour responsibility to complete each of the
configurations and ensure that they are correct. Example 10-10 showsthe configuration for
the corporate headquarters in Los Angeles.

Example 10-10 PIX Configuration for Los Angeles

1. : Saved

2. :

3. PIX Version 6.2(2)

4. nameif ethernet® outside security@

5. nameif ethernet1 inside security100

6. nameif ethernet2 DMZ security70

7. enable password HtmvKi5kjhtlyfvcl encrypted

8. passwd Kkjhlkf1568Hke encrypted

9. hostname LosAngeles

10. domain-name www.Chapter10.com

11. fixup protocol ftp 21

12. fixup protocol http 80

13. fixup protocol h323 1720

14. fixup protocol rsh 514

15. fixup protocol smtp 25

16. fixup protocol sglnet 1521

17. fixup protocol sip 5060

18. fixup protocol skinny 2000

19. names

20. access-list inbound permit icmp any host 192.168.1.10

21. access-list inbound permit tcp any host 192.168.1.10 eq www
22. access-list inbound permit tcp any host 192.168.1.10 eq 443
23. access-list inbound permit tcp any host 192.168.1.11 eq www
24. access-list inbound permit tcp any host 192.168.1.11 eq 443
25. access-list inbound permit tcp any host 192.168.1.12 eq www
26. access-list inbound permit tcp any host 192.168.1.12 eq 443
27. access-list inbound permit tcp any host 192.168.1.13 eq ftp
28. access-list inbound permit tcp any host 192.168.1.10 eq 443
29. access-list DMZ permit udp 172.16.1.0 255.255.255.0 host 10.10.10.240 eq ntp
30. access-list VPN permit ip 10.10.10.0 255.255.255.0 10.10.2.0 255.255.255.0
31.

32.

33.

34. pager lines 24

35. logging on

36. logging timestamp

37. interface ethernet@ auto

38. interface etherneti auto

39. interface ethernet2 auto

40. mtu outside 1500

41, mtu inside 1500

42, 1ip address outside 192.168.1.1 255.255.255.0

43. 1ip address inside 10.10.10.1 255.255.255.0

44. ip address DMZ 172.16.1.1 255.255.255.0

45, failover

46. failover timeout 0:00:00

continues
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Example 10-10 PIX Configuration for Los Angeles (Continued)

47. failover poll 15

48. failover ip address outside 192.168.1.2

49. failover ip address inside 10.10.10.2

50. failover ip address DMZ 172.16.1.2

51. arp timeout 14400

52. global (outside) 1 192.168.1.20-250

53. nat (inside) 1 0.0.0.0 0.0.0.0

54. nat (inside) 0 access-list VPN

55. static (DMZ,outside) 192.168.1.10 172.16.1.10 netmask 255.255.255.255

56. static (DMZ,outside) 192.168.1.11 172.16.1.11 netmask 255.255.255.255

57. static (DMZ,outside) 192.168.1.12 172.16.1.12 netmask 255.255.255.255

58. static (DMZ,outside) 192.168.1.13 172.16.1.13 netmask 255.255.255.255

59. access-group inbound in interface outside

60. access-group DMZ in interface DMZ

61. route outside 0.0.0.0 0.0.0.0 192.168.1.254 1

62. timeout xlate 3:00:00

63. timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc 0:10:00 h323 0:05:00
sip 0:30:00 sip_media 0:02:00

64. timeout uauth 0:05:00 absolute

65. aaa-server TACACS+ protocol tacacs+

66. aaa-server RADIUS protocol radius

67. no snmp-server location

68. no snmp-server contact

69. snmp-server community public

70. no snmp-server enable traps

71. floodguard enable

72. sysopt connection permit-ipsec

73. no sysopt route dnat

74. crypto ipsec transform-set

75. crypto ipsec transform-set NothingNew esp-3des esp-sha-hmac

76.

77.

78.

79. crypto map Chapter10® 10 set transform-set Chapteri0

80. crypto map Chapter1@ 20 ipsec-isakmp

81.

82.

83.

84. crypto map Chapter10 interface outside

85.

86.

87.

88.

89.

90.

91.

92.

93.

94. terminal width 80

95. Cryptochecksum:e0clmj3546549637cbsFds54132d5

[SEE ISR S
(SRS
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Example 10-11 shows the configuration for the Boston branch office.
Example 10-11 PIX Configuration for Boston
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: Saved

PIX Version 6.2(2)

nameif ethernet® outside security@

nameif ethernet1 inside security100

nameif ethernet2 DMZ security70

enable password ksjfglkasglc encrypted

passwd kjngczftglkacytiur encrypted

hostname Boston

domain-name www.Chapter10.com

fixup protocol ftp 21

fixup protocol http 80

fixup protocol smtp 25

fixup protocol skinny 2000

names

access-list inbound permit icmp any host 192.168.2.10
access-list inbound permit tcp any host 192.168.2.10 eq www
access-list inbound permit tcp any host 192.168.2.10 eq 443
access-list DMZ permit udp 172.16.2.0 255.255.255.0 host 10.10.2.240 eq ntp
access-list

access-list

access-list

access-list

pager lines 24

logging on

logging timestamp

interface ethernet@ auto

interface ethernet1 auto

interface ethernet2 auto

mtu outside 1500

mtu inside 1500

ip address outside 192.168.2.1 255.255.255.0

ip address inside 10.10.2.1 255.255.255.0

ip address DMZ 172.16.2.1 255.255.255.0

arp timeout 14400

global (outside) 1 192.168.2.20-200

nat (inside) 1 0.0.0.0 0.0.0.0 0 ©

nat (inside) @ access-list VPN

static (DMZ,outside) 192.168.2.10 172.16.2.10 netmask 255.255.255.255 @ 0
access-group inbound in interface outside
access-group DMZ in interface DMZ

route outside 0.0.0.0 0.0.0.0 192.168.2.254 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

no snmp-server location

no snmp-server contact

snmp-server community public

continues
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Example 10-11 PIX Configuration for Boston (Continued)

51.
52.
53.

no snmp-ser
floodguard

ver enable traps
enable

54.

55.

56.
57.
58.

crypto map
crypto map

Chapter10 10 ipsec-isakmp
Chapter10 10 match address LosAngeles

59.
60.
61.
62.
63.

crypto map
crypto map
crypto map
crypto map

Chapter10 10 set transform-set Chapteri0
Chapter10 20 ipsec-isakmp

Chapter10 20 match address Atlanta
Chapter10 20 set peer 192.168.3.1

64.

65.
66.
67.
68.
69.
70.

isakmp enab
isakmp key
isakmp key
isakmp iden
isakmp poli

le outside

*xxxxxxx gddress 192.168.1.1 netmask 255.255.255.255
**xkxxx* address 192.168.3.1 netmask 255.255.255.255
tity address

cy 20 authentication pre-share

71.

72.

73.

74.
75.

terminal wi
Cryptocheck

dth 80
sum:e@c04954fcabd239ae291d58fc618dd5

Example 10-12 shows the configuration for the Atlanta branch office.

Example 10-12 PIX Configuration for Atlanta
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1 Saved

PIX Version
nameif ethe
nameif ethe
nameif ethe
enable pass
passwd kjng
hostname At
domain-name
fixup proto
fixup proto
fixup proto
fixup proto
names

access-list
access-list
access-list
access-list
access-list
access-list
access-list

6.2(2)

rnet® outside security@
rnet1 inside security100
rnet2 DMZ security70
word ksjfglkasglc encrypted
czftglkacytiur encrypted
lanta

www.Chapter10.com

col ftp 21

col http 80

col smtp 25

col skinny 2000

inbound permit icmp any host 192.168.3.10

inbound permit tcp any host 192.168.3.10 eq www

inbound permit tcp any host 192.168.3.10 eq 443

DMZ permit udp 172.16.3.0 255.255.255.0 host 10.10.3.240 eq ntp




VPN Configurations

197

Example 10-12 PIX Configuration for Atlanta (Continued)

23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.
68.
69.
70.
71.
72.
73.
74.
75.

access-list

pager lines 24

logging on

logging timestamp

interface ethernet@ auto

interface etherneti auto

interface ethernet2 auto

mtu outside 1500

mtu inside 1500

ip address outside 192.168.3.1 255.255.255.0

ip address inside 10.10.3.1 255.255.255.0

ip address DMZ 172.16.3.1 255.255.255.0

arp timeout 14400

global (outside) 1 192.168.3.20-200

nat (inside) 1 0.0.0.0 0.0.0.0 0 ©

nat (inside) @ access-list VPN

static (DMZ,outside) 192.168.3.10 172.16.3.10 netmask 255.255.255.255 0 0
access-group inbound in interface outside
access-group DMZ in interface DMZ

route outside 0.0.0.0 0.0.0.0 192.168.3.254 1
timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps

floodguard enable

sysopt connection permit-ipsec

crypto ipsec transform-set

crypto ipsec transform-set NothingNew esp-3des esp-sha-hmac
crypto map Chapter10@ 10 ipsec-isakmp

crypto map

crypto map

crypto map Chapter10 10 set transform-set Chapteri0
crypto map

crypto map

crypto map

crypto map Chapter10 20 set transform-set Chapteri0
crypto map

isakmp

lsakmp key *khkkkkkkk

isakmp key

isakmp identity address

isakmp policy 20

isakmp policy 2@ encryption 3des

isakmp policy 2@ hash md5

isakmp policy 2@ group 2

isakmp policy 20 lifetime 86400

terminal width 80
Cryptochecksum:e@c04954fcabd239ae291d58fc618dd5
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Each line of the configuration is numbered, and certain lines have not been completed. Your
job isto complete the lines and verify each configuration against the configuration of the
VPN peer. The following sections give the blank lines for each configuration. The
completed configurations are listed at the end of the chapter, along with a complete
description of each element from the configuration in LosAngeles. You will not find all the
information needed to complete the configuration on asingle firewall. Remember that the
configurations must match on each end of the VPN.

Los Angeles Configuration
Fill in the missing linesin Example 10-10:
Line 31:
Line 32:
Line 33:
Line 74:
Line 76:
Line 77:
Line 78:
Line 81:
Line 82:
Line 83:
Line 85:
Line 86:
Line 87:
Line 88:
Line 89:
Line 90:
Line 91:
Line 92:
Line 93:
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Boston Configuration
Fill inthe missing linesin Example 10-11;
Line 20:

Line 21:
Line 22:
Line 23:
Line 53:
Line 54:
Line 55:
Line 58:
Line 63:
Line 64
Line 70:
Line 71:
Line 72:
Line 73:

Atlanta Configuration
Fill in the missing linesin Example 10-12:
Line 20:

Line21:
Line 22:
Line 23:
Line 54:
Line57:
Line 58:
Line 60:
Line 61:
Line 62:
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Line 64:

Line 65:

Line 66:

Line 67:

Line 69:
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Completed PIX Configurations

It isagood ideato use a common naming convention when creating access lists, trans-
forms, and crypto maps to reduce confusion. Example 10-13 shows the completed config-
uration for the Los Angeles headquarters.

Example 10-13 Completed Configuration for Los Angeles

1. : Save
2.

3.

4. nameif
5. nameif
6. nameif
7. enable
8. passwd
9.

10.

11. fixup

12. fixup

13. fixup

14. fixup

15. fixup

16. fixup

17. fixup

18. fixup

19. names

20. access
21. access
22. access
23. access
24. access
25. access
26. access
27. access
28. access
29. access
30. access
31. access
32. access
33. access
34. pager

35. loggin
36.

37.

38.

39.

40.

41, mtu in
42. 1ip add
43. 1ip add
44, 1ip add

d

PIX Version 6.2(2)

ethernet® outside security®
ethernet1 inside security100
ethernet2 DMZ security70
password HtmvKi5kjhtlyfvcl encrypted
Kkjhlkf1568Hke encrypted

protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol

hostname LosAngeles
domain-name www.Chapter10.com

ftp 21

http 80
h323 1720
rsh 514
smtp 25
sglnet 1521
sip 5060
skinny 2000

-list inbound permit
-list inbound permit
-list inbound permit
-list inbound permit
-list inbound permit
-list inbound permit
-list inbound permit
-list inbound permit
-list inbound permit
-list DMZ permit udp

lines 24
g on

logging timestamp
interface ethernet@ auto
interface etherneti auto
interface ethernet2 auto
mtu outside 1500

side 1500

ress outside 192.168.1.1 255.255.255.0

icmp any host 192.168.1.10

tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
172.

any host
any host
any host
any host
any host
any host
any host
any host

192.
192.
192.
192.
192.
192.
192.
192.

ress inside 10.10.10.1 255.255.255.0
ress DMZ 172.16.1.1 255.255.255.0

168.
168.
168.
168.
168.
168.
168.
168.

]
]
1
]
1
]
1
]

.10 eq www
.10 eq 443
.11 eq www
.11 eq 443
.12 eq www
.12 eq 443
.13 eq ftp
.10 eq 443
16.1.0 255.255.255.0 host 10.10.10.240 eq ntp
-list VPN permit ip 10.10.10.0 255.255.255.0 10.10.2.0 255.255.255.0
-list VPN permit ip 10.10.10.0 255.255.255.0 10.10.3.0 255.255.255.0
-list Boston permit ip 10.10.10.0 255.255.255.0 10.10.2.0 255.255.255.0
-list Atlanta permit ip 10.10.10.0 255.255.255.0 10.10.3.0 255.255.255.0

continues
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Example 10-13 Completed Configuration for Los Angeles (Continued)

45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.

64.
65.
66.
67.
68.
69.
70.
71.
72.
73.
74.
75.
76.
77.
78.
79.
80.
81.
82.
83.
84.
85.
86.
87.
88.
89.
90.
91.
92.
93.
94.
95.

failover

failover timeout 0:00:00

failover poll 15

failover ip address outside 192.168.1.2

failover ip address inside 10.10.10.2

failover ip address DMZ 172.16.1.2

arp timeout 14400

global (outside) 1 192.168.1.20-250

nat (inside) 1 0.0.0.0 0.0.0.0 0 0

nat (inside) 0@ access-list VPN

static (DMZ,outside) 192.168.1.10 172.16.1.10 netmask 255.255.255.255
static (DMZ,outside) 192.168.1.11 172.16.1.11 netmask 255.255.255.255
static (DMZ,outside) 192.168.1.12 172.16.1.12 netmask 255.255.255.255
static (DMZ,outside) 192.168.1.13 172.16.1.13 netmask 255.255.255.255
access-group inbound in interface outside

access-group DMZ out interface DMZ

route outside 0.0.0.0 0.0.0.0 192.168.1.254 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc 0:10:00 h323
sip 0:30:00 sip_media 0:02:00

timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

no snmp-server location

no snmp-server contact

snmp -server community public

no snmp-server enable traps

floodguard enable

sysopt connection permit-ipsec

no sysopt route dnat

crypto ipsec transform-set Chapter1@ esp-3des esp-md5-hmac
crypto ipsec transform-set NothingNew esp-3des esp-sha-hmac
crypto map Chapter1@ 10 ipsec-isakmp

crypto map Chapter10 10 match address Boston

crypto map Chapter1@ 10 set peer 192.168.2.1

crypto map Chapter10 10 set transform-set Chapteri10

crypto map Chapter1@ 20 ipsec-isakmp

crypto map Chapter1@ 20 match address Atlanta

crypto map Chapter10@ 20 set peer 192.168.3.1

crypto map Chapter10@ 20 set transform-set Chapter10

crypto map Chapter1@ interface outside

isakmp enable outside

isakmp key ****x*** address 192.168.2.1 netmask 255.255.255.255
isakmp key ****x*** gddress 192.168.3.1 netmask 255.255.255.255
isakmp identity address

isakmp policy 20 authentication pre-share

isakmp policy 20 encryption 3des

isakmp policy 20 hash md5

isakmp policy 20 group 2

isakmp policy 20 lifetime 86400

terminal width 80

Cryptochecksum:e@clmj3546549637cbsFds54132d5

[SEE ISR S
SIS S

0:05:00
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Example 10-14 shows the completed configuration for the Boston branch office.
Example 10-14 Completed Configuration for Boston
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23.
24.
25.
26.
27.
28.
29.
30.
31.

33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.

: Saved

PIX Version 6.2(2)

nameif ethernet® outside security@

nameif ethernet1 inside security100

nameif ethernet2 DMZ security70

enable password ksjfglkasglc encrypted

passwd kjngczftglkacytiur encrypted

hostname Boston

domain-name www.Chapter10.com

fixup protocol ftp 21

fixup protocol http 80

fixup protocol smtp 25

fixup protocol skinny 2000

names

access-list inbound permit icmp any host 192.168.2.10

access-list inbound permit tcp any host 192.168.2.10 eq www

access-list inbound permit tcp any host 192.168.2.10 eq 443

access-list DMZ permit udp 172.16.2.0 255.255.255.0 host 10.10.2.240 eq ntp
access-list VPN permit ip 10.10.2.0 255.255.255.0 10.10.10.0 255.255.255.0
access-list VPN permit ip 10.10.2.0 255.255.255.0 10.10.3.0 255.255.255.0
access-list LosAngeles permit ip 10.10.2.0 255.255.255.0 10.10.10.0
255.255.255.0

access-list Atlanta permit ip 10.10.2.0 255.255.255.0 10.10.3.0 255.255.255.0
pager lines 24

logging on

logging timestamp

interface ethernet@ auto

interface etherneti auto

interface ethernet2 auto

mtu outside 1500

mtu inside 1500

ip address outside 192.168.2.1 255.255.255.0

ip address inside 10.10.2.1 255.255.255.0

ip address DMZ 172.16.2.1 255.255.255.0

arp timeout 14400

global (outside) 1 192.168.2.20-200

nat (inside) 1 0.0.0.0 0.0.0.0 0 0

nat (inside) @ access-list VPN

static (DMZ,outside) 192.168.2.10 172.16.2.10 netmask 255.255.255.255 0 0
access-group inbound in interface outside

access-group DMZ in interface DMZ

route outside 0.0.0.0 0.0.0.0 192.168.2.254 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00

timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

no snmp-server location

no snmp-server contact

snmp-server community public

continues
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Example 10-14 Completed Configuration for Boston (Continued)

51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.
68.
69.
70.
71.
72.
73.
74.
75.

no snmp-server enable traps
floodguard enable

sysopt
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto
isakmp
isakmp
isakmp
isakmp
isakmp
isakmp
isakmp
isakmp
isakmp

connection permit-ipsec

ipsec transform-set Chapter10 esp-3des esp-md5-hmac
ipsec transform-set NothingNew esp-3des esp-sha-hmac
map Chapter10 10 ipsec-isakmp

map Chapter1@ 10 match address LosAngeles

map Chapter10 10 set peer 192.168.1.1

map Chapter1@ 10 set transform-set Chapteri10

map Chapter10 20 ipsec-isakmp

map Chapter10 20 match address Atlanta

map Chapter10 20 set peer 192.168.3.1

map Chapter10 20 set transform-set Chapteri0

map Chapter10 interface outside

enable outside

key *xxxx*** gddress 192.168.1.1 netmask 255.255.255.255
key **x**xx*x address 192.168.3.1 netmask 255.255.255.255
identity address

policy 2@ authentication pre-share

policy 20 encryption 3des

policy 20 hash md5

policy 20 group 2

policy 20 lifetime 86400

terminal width 80
Cryptochecksum:e@c04954fcabd239ae291d58fc618dd5

Example 10-15 shows the completed configuration for the Atlanta branch office.
Example 10-15 Completed Configuration for Atlanta
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1 Saved

PIX Version 6.2(2)

nameif
nameif
nameif
enable
passwd

ethernet® outside security@
ethernet1 inside security100
ethernet2 DMZ security70
password ksjfglkasglc encrypted
kjngczftglkacytiur encrypted

hostname Atlanta

domain-

name www.Chapter1@.com

fixup protocol ftp 21
fixup protocol http 80
fixup protocol smtp 25
fixup protocol skinny 2000

names

access-
access-
access-
access-
access-
access-
access-

list inbound permit icmp any host 192.168.3.10

list inbound permit tcp any host 192.168.3.10 eq www

list inbound permit tcp any host 192.168.3.10 eq 443

list DMZ permit udp 172.16.3.0 255.255.255.0 host 10.10.3.240 eq ntp
list VPN permit ip 10.10.3.0 255.255.255.0 10.10.2.0 255.255.255.0
list VPN permit ip 10.10.3.0 255.255.255.0 10.10.10.0 255.255.255.0
list LosAngeles permit ip 10.10.3.0 255.255.255.0 10.10.10.0

255.255.255.0
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Example 10-15 Completed Configuration for Atlanta (Continued)

23. access-list Boston permit ip 10.10.3.0 255.255.255.0 10.10.2.0 255.255.255.0
24. pager lines 24

25. logging on

26. logging timestamp

27. interface ethernet® auto

28. interface etherneti auto

29. interface ethernet2 auto

30. mtu outside 1500

31. mtu inside 1500

32. 1ip address outside 192.168.3.1 255.255.255.0

33. ip address inside 10.10.3.1 255.255.255.0

34. 1ip address DMZ 172.16.3.1 255.255.255.0

35. arp timeout 14400

36. global (outside) 1 192.168.3.20-200

37. nat (inside) 1 0.0.0.0 0.0.0.0 0 0

38. nat (inside) @ access-list VPN

39. static (DMZ,outside) 192.168.3.10 172.16.3.10 netmask 255.255.255.255 0 0
40. access-group inbound in interface outside

41. access-group DMZ in interface DMZ

42. route outside 0.0.0.0 0.0.0.0 192.168.3.254 1

43. timeout xlate 3:00:00

44, timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00

45. timeout uauth 0:05:00 absolute

46. aaa-server TACACS+ protocol tacacs+

47. aaa-server RADIUS protocol radius

48. no snmp-server location

49. no snmp-server contact

50. snmp-server community public

51. no snmp-server enable traps

52. floodguard enable

53. sysopt connection permit-ipsec

54. crypto ipsec transform-set Chapter10 esp-3des esp-md5-hmac
55. crypto ipsec transform-set NothingNew esp-3des esp-sha-hmac
56. crypto map Chapter10@ 10 ipsec-isakmp

57. crypto map Chapter1@ 10 match address LosAngeles

58. crypto map Chapter1@ 10 set peer 192.168.1.1

59. crypto map Chapter1@ 10 set transform-set Chapteri10

60. crypto map Chapter10@ 20 ipsec-isakmp

61. crypto map Chapter1@ 20 match address Boston

62. crypto map Chapter10 20 set peer 192.168.2.1

63. crypto map Chapter1@ 20 set transform-set Chapteri10

64. crypto map Chapter1@ interface outside

65. isakmp enable outside

66. isakmp key ******** address 192.168.1.1 netmask 255.255.255.255
67. isakmp key ******x* address 192.168.2.1 netmask 255.255.255.255
68. isakmp identity address

69. isakmp policy 20 authentication pre-share

70. isakmp policy 20 encryption 3des

71. isakmp policy 20 hash md5

72. isakmp policy 2@ group 2

73. isakmp policy 20 lifetime 86400

74. terminal width 80

75. Cryptochecksum:e0@c04954fcabd239ae291d58fc618dd5
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How the Configuration Lines Interact

Figure 10-7 shows the completed configuration for Los Angeles, with a brief explanation
for each entry. Note that each entry is connected to one or more other entries on the right.
This diagram depicts how the lines of the configuration are dependent on each other. Keep
thisin mind when trying to troubleshoot aVVPN configuration. It might help you to find
which lineis missing or incorrectly configured.
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Figure 10-7 LA Configuration with Comments

: Saved

PIX Version 6.2(2)

nameif ethernet0 outside security0

nameif ethernet1 inside security100

nameif ethernet2 DMZ security70 i H

enable password HtmvK15kjhtlyfvcl encrypted con u ratlon Of Los An eles F rewa"

passwd Kkjhlkf1568Hke encrypted

hostname LosAngeles *Each of the lines required for the VPN are in bold print.

lomain-name www.Chapter10.com A . ) . . !

fixup protocol fip 21 *There is a correcponding box that explains each line of the configuration.

fixup protocol http 80 . N . . N

fixup protocol smip 25 *Note the lines on the right side of the page that show how the different portions of
fixup protocol skinny 2000 the configuration relate to each other.

access-list inbound permit icmp any host 192.168.1.10
access-list inbound permit tcp any host 192.168.1.10 eq www
10 eq 443
11 eqwww
.11 eq 443
12 eq www
access-list inbound permit tcp any host 192.168.1.12 eq 443

access-list inbound permit tcp any host 192.168.1.13 eq ftp
access-list inbound permit tep any host 192.168.1.10 eq 443 Access list is referenced to NAT 0 rule so addresses are not translated for
access-list DMZ permit udp 172.16.1.0 255.255.255.0 host 10.10.10.240 eq ntp communication between VPN peers 1
access- VPN permit ip 10.10.10.0 255.255.255.0 10.10.2.0 255.255.255.0 1
access: VPN permit ip 10.10.10.0 255.255.255.0 10.10.3.0 255.255.255.0 :
Sccees st Alants permit i 10.10-100 255 255 255.0 10.10.0 258 235.285.0<—] _Access list to force encryption between LosAngeles and the other locations | i
pager lines 24 1
logging on H
logging timestamp 1
interface ethernet0 auto H
interface ethernet1 auto 1
interface ethernet2 auto : |
mtu outside 1500 1
mtu inside 1500 H
ip address outside 192.168.1.1 255.255.255.0 1
ip address inside 10.10.10.1 255.255.255.0 : |
ip address DMZ 172.16.1.1 255.255.255.0 1
failover H
failover timeout 0:00:00 1
failover poll 15 : |
failover ip address outside 192.168.1.2 1
failover ip address inside 10.10.10.2 :
failover ip address DMZ 172.16.1.2 1
arp timeout 14400 ! |
global (outside) 1 192.168.1.20-250 i

4

nat (inside) 1 0.0.0.0 0.0.0.0 0 0‘—/_4 The VPN access-list is referenced by the NATO command |. ___________________________
VPN

nat (inside) 0 access-li
static (DMZ,outside) 192.168.1.10 172.16.1.10 netmask 255.255.255.255 0 0

static (DMZ,outside) 192.168.1.11 172.16.1.11 netmask 255.255.255.255 0 0

static (DMZ,outside) 192.168.1.12 172.16.1.12 netmask 255.255.255.255 0 0

static (DMZ,outside) 192.168.1.13 172.16.1.13 netmask 255.255.255.255 0 0

access-group inbound in interface outside

access-group DMZ in interface DMZ

route outside 0.0.0.0 0.0.0.0 192.168.1.254 1

timeout xlate 3:00:00 |

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+ — "
aaa-server RADIUS protocol radius Encrypted traffic is allowed to bypass the access-lists |

no snmp-server location

no snmp-server contact

snmp-server community public Transforms are defined for both VPN connections jem = mmm = m— o o 0 o— o — —

no snmp-server enable traps — . . I
floodguard enable | The crypto-map for Boston (sequence number 10) will utilize IPSEC and negotiate the SA using IKE |_. - -
sysopt connection permit-ipsec

crypto ipsec transform-set Chapter10 esp-3des esp-md5-hmac The Crypto-map designates the access-list ‘Boston" as the address match for this connection |_

crypto Ipsec transform-set Nothii p-3des esp-mdS-hi The VPN peer in Boston is 192.168.2.1 |-

Jo—. 4

crypto map Chapter10 10 ipsec-isakmp '
crypto map Chapter10 10 match address Boston Ths IPSEC transform is named Chapter10 . — — o — i — — i — _I
crypto map Chapter10 10 set peer 192.168.2.1

crypto map Chapter10 10 set transform-set Chapter1 The crypto-map for Atlanta (sequence number 20) will utilize IPSEC and negotiate the SA using IKE _ }—* 4.
crypto map Chapter10 20 ipsec-isakmp J
crypto map Chapter10 20 match address Atlanta —| The Crypt p designates the access-list Atlanta" as the address match for this connection |—

crypto map Chapter10 20 set peer 192.168.3.1 i, i, .
crypto map Chapter10 20 set transform-set Chapter10 The VPN peer in Atlanta is 192.168.3.1 = 1
crypto map Chapter10 interface outside

isakmp enable outside «<—— Ths IPSEC transform is named Chapter10 .- e - e——- e— - E—- — . —

isakmp key ******** address 192.168.2.1 netmask 255.255.255.255
isakmp key ******** address 192.168.3.1 netmask 255.255.255.255
isakmp identity address
isakmp policy 20 authentication pre-share
isakmp policy 20 encryption 3des

isakmp policy 20 hash md5
isakmp policy 20 group 2
isakmp policy 20 lifetime 86400
terminal width 80
Cryptochecksum: j bsFds54132d5

The encryption will be completed at the outside interface |— - e e e s e e e—

| IKE is enabled on the outside interface f— = = == = = —— = = — = = — = = — - -

Preshared Keys are listed for each SA peer 'f

IKE will identify SA peers by address H

IKE will authenticate SA peers using pre-shared keys |— o m e —— e — e —

e

Y IKE will negotiate the message encryption algorithm of DES e = = = = = —— = = —— - = — - s

IKE will negotiate the message integrity algorithm of MD5 Jem = = mm = = o = = o = 0 o = = -I

IKE will use Diffie-hellman group 2 (1024 bit) for the Key Exchange |— e e e —— e ———-—

{ The lifetime of the SAis 86,400 seconds (24 hours) J— = = —— = = — = = — = « — = = — |
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PIX Device Manager

The Cisco PIX Device Manager, heredfter referred to as PDM, is abrowser-based configuration
tool designed to help you set up, configure, and monitor your Cisco PIX Firewall graphicaly,
without requiring extensive knowledge of the Cisco PIX Firewal command-lineinterface (CLI).

“Do | Know This Already?” Quiz

The purpose of this quiz isto help you determine your current understanding of the topics
covered in this chapter. Write down your answers and compare them to the answersin
Appendix A. If you have to ook at any referencesto correctly answer the questions about
PDM functionality, you should read the chapter.

1
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10
11

What happens to traffic that is not explicitly permitted by an access rule in an access
control list?

True or false: PDM supports a mixed configuration with outbound or conduit
commands and access-list commands.

What is atranslation exemption rule?

What are the six tabs on the PDM?

How do you connect to the PDM?

What version of PIX Softwareis required of PDM version 1.1?

Which models of Cisco PIX Firewall are supported by PDM?

What versions of Windows does PDM support?

What steps should you take before installing PDM?

True or false: PDM comes preinstalled on all PIX 5.3 and later software versions.
Where does PDM reside?
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Foundation Topics

PDM Overview

PDM is abrowser-based configuration tool designed to help you set up, configure, and
monitor your Cisco PIX Firewall graphically. It isinstalled as a separate software image on
the Cisco PIX Firewall and residesin the Flash memory of all PIX unitsrunning PIX version
6.0 and higher. PDM uses tables, drop-down menus, and task-oriented selection menus to
assist you in administering your Cisco PIX Firewall. Additionally, PDM maintains compati-
bility with the PIX command-line interface (CL1) and includes atool for using the standard
CLI commands within the PDM application. PDM also lets you print or export graphs of
traffic through the Cisco PIX Firewall and system activity.

NOTE PDM is asigned Java applet that downloads from the PIX Firewall to your web browser.

Figure 11-1 shows the PDM graphical user interface (GUI).

Figure 11-1 PIX Device Manager GUI
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NOTE

If your Cisco PIX Firewall unit is new and came with PIX version 6.0, the softwareis
already loaded in Flash memory. If you are upgrading from a previous version of Cisco PIX
Firewall, you need touse TFTP from the PIX unit’sinsideinterfaceto copy the PDM image
to your Cisco PIX Firewall. PDM workswith PIX Firewall version 6.0 and can operate on
the PIX 506, 515, 520, 525, and 535 units as soon as they are upgraded to version 6.0.

PDM is designed to assist you in managing your network security by
® Letting you visualy monitor your Cisco PIX Firewall system, connections, IDS, and
traffic on the interfaces.

® Creating new PIX Firewall configurations or modifying existing configurations that
were originally implemented using the PIX Firewall CLI or Cisco Secure Policy
Manager (Cisco Secure PM).

® Using visual toolssuch astask-oriented sel ections and drop-down menusto configure
your Cisco PIX Firewall.

® Using Secure Socket Layer (SSL) to secure communication between the PDM and the
PIX.
® Monitoring and configuring PIX units individually.

Multiple Cisco PIX Firewalls can be monitored and configured from a single workstation
viathe web browser. It is also possible to have up to five administrators accessing a given
PIX viaPDM at the same time.

PDM cannot be used to configure PIX units that are being managed by Cisco Secure PM,
because all changes made using PDM are overwritten the next time Cisco Secure PM
synchronizes with the PIX. If there is aneed to use both Cisco Secure PM and PDM, it is
recommended that you use PDM for monitoring only, not configuration.

PIX Firewall Requirements to Run PDM

A PIX Firewall unit must meet the following requirements to run PDM:

® You must have an activation (license) key that enables Data Encryption Standard
(DES) or the more secure 3DES, which PDM requiresfor support of the SSL protocol.

® PIX OSversion 6.0 or higher.
®  Minimum of 8 MB of Flash memory on the PIX unit.

The optimal configuration file size to use with PDM islessthan 100 KB (which is approx-
imately 1500 lines). Cisco PIX Firewall configuration files larger than 100 KB might

interferewith PDM’s performance on your workstation. You can determine the size of your
configuration file by entering the command show flashfsat aPIX CLI prompt. Then, look
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for alinein the output that begins with file 1. The length number on the same lineisthe
configuration file size in bytes. Example 11-1 provides sample output from show flashfs.

Example 11-1 show flashfs Command Output

pix# show flashfs
flash file system: version:2 magic:0x12345679

file @: origin: 0 length:1540152

file 1: origin: 1572864 length:6458

file 2: origin: 0 length:0

file 3: origin: 2752512 length:4539600

file 4: origin:16646144 length:280
Pix#

PDM Operating Requirements

PDM’s requirements depend on the platform from which you run it. PDM isnot supported
on Macintosh, Windows 3.1, or Windows 95 operating systems.

Browser Requirements
The following are required to access PDM from a browser:
® PDM requires JavaScript and Java to be enabled. If you are using Microsoft Internet
Explorer, your JIDK version should be 1.1.4 or higher. To check which version you
have, launch PDM. When the PDM information window comes up, the field JDK

Versionindicatesyour JDK version. If you have an older JDK version, you can get the
latest VM from Microsoft by downloading the product called Virtual Machine.

® Browser support for SSL must be enabled. The supported versions of Internet
Explorer and Netscape Navigator support SSL without requiring additional
configuration.

Windows Requirements
The following are required to access PDM from a Windows NT/2000 operating system:

® Windows 2000 (Service Pack 1), Windows NT 4.0 (Service Pack 4 and higher),
Windows 98, or Windows Me.

® Supported browsers: Internet Explorer 5.0 (Service Pack 1) or higher (5.5
recommended), Netscape Communicator 4.51 or higher (4.76 recommended).
Internet Explorer is recommended due to its faster load times.

® Any Pentium or Pentium-compatible processor running at 350 MHz or higher.
® Atleast 128 MB of RAM. 192 MB or more is recommended.
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® An800x600-pixel display with at least 256 colors. A 1024x768-pixel display and at
least High Color (16-hit) colors are recommended.

SUN Solaris Requirements
The following requirements apply to the use of PDM with Sun SPARC:
® Sun Solaris 2.6 or later running CDE or OpenWindows window manager.
® SPARC microprocessor.
® Supported browser: Netscape Communicator 4.51 or higher (4.76 recommended).
® Atleast 128 MB of RAM.

® 800x600 pixel display with at least 256 colors. A 1024x768 pixel display and at least
High Color (16-bit) colors are recommended.

NOTE PDM does not support Solarison IBM PCs.

Linux Requirements
The following requirements apply to the use of PDM with Linux:
® Red Hat Linux 7.0 running the GNOME or KDE 2.0 desktop environment.
® Supported browser: Netscape Communicator 4.75 or alater version.
® Atleast 64 MB of RAM.

® An 800x600-pixel display with at least 256 colors. A 1024x768-pixel display and at
least High Color (16-bit) colors are recommended.

PDM Installation and Configuration

Two versions of PDM are currently available:

® PDM version 1.1—Requires PIX software 6.0 or 6.1
® PDM version 2.1—Requires PIX software 6.2

Both PDM versions are available on al PIX 501, 506/506E, 515/515E, 520, 525, and 535
platforms that are running Cisco PIX Firewall software version 6.0 or later. PDM version
2.0 requires Cisco PIX Firewall software version 6.2. If you are using Cisco PIX Firewall
software version 6.0 or 6.1, use PDM version 1.1.
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Example 11-2

NOTE

Before installing PDM, follow these steps:
Step 1 Saveor print your PIX configuration, and write down your activation key.

Step 2 If you are upgrading from a previous version of PIX, you need to obtain
the PDM software from Cisco in the same way you download the Cisco
PIX Firewall software. Then use TFTP to download the image to your
PIX unit.

Step 3 If you upgrade your Cisco PIX Firewall softwareto version 6.0 or higher
and you plan to use PDM, both the PIX image and the PDM image must
be installed on your failover units.

The upgrade procedure is very similar to that of the Cisco PIX Firewall image upgrade.
Example 11-2 shows the installation procedures for PDM installation.

PDM Installation Procedures

PIXFIREWALL (config)# copy tftp flash:pdm

Address or name of remote host [127.0.0.1] 10.1.1.10
Source file name [cdisk]pdm-202.bin

copying tftp://10.1.1.10/cdisk to flash:pdm

[yes |no |again]y

After you succesfully install your PDM, you are ready to accessit using your web browser.
On abrowser running on aworkstation connected to the PIX unit, enter the following:

https://PIX_Inside_Interface_IP_Address

Thislaunches the PDM applet. Use your enable password and leave the username blank to
access the PDM interface when prompted to provide a username and password.

Remember that you have to use HTTPS and not HT TP when accessing the PDM.
Otherwise, the browser cannot get connected.

Using the PDM to Configure the Cisco PIX Firewall

The Cisco PIX Firewall Device Manager Startup Wizard, shown in Figure 11-2, walksyou
through the initial configuration of your Cisco PIX Firewall. You are prompted to enter
information about your PIX Firewall. The Startup Wizard applies these settings, so you
should be able to start using your PIX Firewall right away.
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Figure 11-2 Cisco PIX Firewall Device Manager Sartup Wizard Screen

'— isco PIX Device Manager 2.0 - 10.1.1.11 - Startup Wizard

The Startup Wizard configures the following attributes on your Cisco PIX Firewall:

® A host name for your PIX.

® A domain name for your PIX.

® A default gateway for your PIX.

® An enable password that is required to access PDM or the PIX's CLI.

® The speed and IP address information of the outside interface on the PIX.
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Your PIX's other interfaces, such asthe inside or DMZ interfaces, can be configured
from the Startup Wizard.

Network Address Trandation (NAT) or Port Address Trand ation (PAT) rulesfor your PIX.

Dynamic Host Configuration Protocol (DHCP) settings for the inside interface, asa
DHCP server.

If you are using a PIX 501 or 506, the Startup Wizard lets you configure Cisco
Easy VPN Remote device settings, which let the PIX act asaV PN client and establish
aVPN tunnel to the VPN server.

The Startup Wizard helps you set up a shell configuration—a basic configuration for your
Cisco PIX Firewall. To customize and modify your PIX configuration, PDM provides you
with six main tabs:

System Properties
Hosts/Networks
Trandlation Rules
Access Rules
VPN

Monitoring

The sections that follow examine the System Properties, Hosts/Networks, Translation
Rules, Access Rules, and Monitoring tabs of the PIX Device Manager in more detail. The
section, “Using PDM to Create a Site-to-Site VPN,” describes all actions associated with
the VPN tab.

System Properties

The System Propertiestab, shown in Figure 11-3, letsyou view and configure all the param-
etersthat can be configured using the Startup Wizard. Basic configurations such asinterface
definition and configurations, password, clock, and Telnet configuration are all done at this
tab. In addition to the basic configuration, the System Properties tab lets you perform
advanced configuration typically done at the CL1. You can configure logging; authenti-
cation, authorization, and accounting (AAA); multicast; TurboACL; intrusion detection;
and more through the user-friendly interface of the System Properties panel.
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Figure 11-3 System Properties Tab on the PDM
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Complicated configurations such asAAA have been made significantly moreintuitive and
easier with the system properties under AAA. The AAA Server Groups panel, shown in
Figure 11-4, allows you to specify up to 14 AAA server groups for your network.
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Figure 11-4 AAA Server Groups Panel Under the System Properties Tab

TACACS+ TACACS+

Each AAA server group directs different types of traffic to the authentication serversin its
group. If thefirst authentication server listed in the group fails, the PIX seeks authentication
from the next server in the group. You can have up to 16 groups, and each group can have
up to 16 AAA serversfor atotal of up to 256 AAA servers.

The Authentication Prompt panel lets you change the AAA challenge text for HTTR, FTPR,
and Telnet access. Figure 11-5 shows prompt messages that can be configured when users
authenticate by aAAA server.



PDM Installation and Configuration 219

Figure 11-5 Configurable Prompt Messages
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If configured, the prompt text appears above the username and password promptsthat users
view when logging in. If you do not use this feature, FTP users view FTP authentication,
HTTP users view HTTP authentication, and challenge text does not appear for Telnet
access. If the user authentication occurs from Telnet, you can use the user accepted and
user rejected options to display different authentication promptsif the authentication
server accepts or rejects the authentication attempt. Chapters 13 and 14 discussAAA in

further detail.

Another example of acommand-line task that has been streamlined by the System
Properties page is URL filtering. The URL Filtering panel lets you prevent internal users
from accessing external URL sthat you designate using the Websense URL filtering server.
After you have defined your URL filtering server(s) and related parameters on this panel,
use the Filter Rules panel to define the rules that will be used to enforce URL filtering.

A total of 16 URL servers can be configured.
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The PIX Firewall can be configured to use either N2H2 or Websense, but not both. For
example, if the PIX unit isconfigured to use two Websense servers, when N2H2 is selected,
awarning appears after you add thefirst N2H2 server and click Apply To PIX. All the previ-
ously configured Websense servers are dropped, and the new N2H2 server is added. This
also takes place when you switch from N2H2 to Websense. Content filtering is discussed
further in Chapter 12, “ Content Filtering on the PIX Firewall.”

Hosts/Networks

The Hosts/Networks tab, shown in Figure 11-6, lets you view, edit, add to, and delete from
the list of hosts and networks defined for the selected interface defined previously on the
System Properties tab.

Figure 11-6 Hosts/Networks Tab on the PDM

The PDM requiresthat you define any host or network that you intend to usein accessrules
and trandations. These hosts or networks are organized below the interface from which
they can be reached.
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Accessrulesreferencethese hosts or networksin arule€’s source and destination conditions,
whereas trandlation rules reference them in arule’s original address condition. When
defining either type of rule, you can reference a host or network by clicking Browsein the
appropriate Add or Edit Rule dialog box. Additionaly, you can reference the host or
network by name if aname is defined for it.

In addition to defining the basic information for these hosts or networks, you can define
route settings and NAT rulesfor any host or network. You can a so configure route settings
on the System Properties tab and trandlation rules on the Translation Rules tab. These
different configuration options accomplish the same results. The Hosts/Networks tab
provides another way to modify these settings on a per-host or per-network basis.

Translation Rules

The Trangdlation Rules tab, shown in Figure 11-7, lets you view all the address trandation
rules or NAT exemption rules applied to your network.

Figure 11-7 Translation Rules Tab on the PDM

sco PIX Device Manager 2.0 - 10.1.1.11
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The Cisco PIX Firewall supports both NAT, which provides a globally unique address for
each outbound host session, and PAT, which providesasingle, unique global addressfor up
to 64,000 simultaneous outbound or inbound host sessions. The global addresses used for
NAT come from a pool of addresses to be used specifically for address trandation. The
unique global addressthat isused for PAT can be either one global address or the | P address
of agiven interface.

From the Trand ation Rules tab you can also create atranslation exemption rule, which lets
you specify traffic that is exempt from being translated or encrypted. The exemption rules
are grouped by interface in the table, and then by direction. If you have a group of IP
addresses that will be trandated, you can exempt certain addresses from being trans ated
using the exemption rules. If you have a previously configured accesslist, you can use that
to define your exemption rule. PDM writes anat 0 command to the CLI. You can re-sort
your exemption’'s view by clicking the column heading.

Itisimportant to note that the order in which you apply translation rules can affect how the
rulesoperate. PDM liststhe static trand ationsfirst and then the dynamic trand ations. When
processing NAT, the Cisco PIX Firewall first trand ates the static translations in the order
they are configured. You can select Rules > Insert Before or Rules > Insert After to
determine the order in which static translations are processed. Because dynamically trans-
lated rules are processed on a best-match basis, the option to insert arule before or after a
dynamic trandlation is disabled.

Access Rules

The Access Rules tab, shown in Figure 11-8, shows your entire network security policy
expressed in rules. Thistab combines the concepts of access lists, outbound lists, and
conduits to describe how a specific host or network interacts with another host or network
to permit or deny a specific service and/or protocol. Thistab also letsyou defineAAA rules
and filter rules for ActiveX and Java.
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Figure 11-8 Access Rules Tab on the PDM

0 PIX Device Manager 2.0 - 10.1.1.11

Access rules are categorized into two modes:

® Access control list mode (the default)
® Conduit and outbound list mode

If your PIX currently has aworking configuration using either conduit commands,
outbound commands, or access lists, PDM continues using your current model. If the
Cisco PIX Firewall iscurrently using conduit commandsto control traffic, PDM adds more
conduit commands to your configuration as you add rules. Similarly, if your PIX is
currently configured using access-list commands, the PDM adds more access-list
commands to your configuration as you add rules. If you have a Cisco PIX Firewall with
no previous configuration, PDM adds access-list commands to the CLI by default. PDM
does not support a mixed configuration with outbound commands or conduit commands
and access-list commands.

Keep in mind the following points when creating access rules with the PDM:
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® |tisimportant to remember that you cannot define any access rules until static or
dynamic NAT has been configured for the hosts or networks on which you want to

permit or deny traffic.

® You cannot use unavailable commands until your rule meets certain conditions, such
as defining hosts or networks. Unavailable commands appear dimmed on the Rules
menu. For example, Insert Before and Insert After are available only after aruleis
highlighted. Paste is available only when arule has been copied or cut.

® Accessrulesarelisted in sequential order and are applied in the order in which they
appear on the Access Rulestab. Thisisthe order in which the PIX evaluatesthem. An
implicit, unwritten ruledeniesall traffic that isnot permitted. If trafficisnot explicitly
permitted by an accessrule, it is denied.

Null Rules

A null rule indicates that an access rule was configured for a host that is not visible on
another interface. Thisruleisnull because no traffic can flow between these two hosts even
though the access rule would permit it. Table 11-1 shows an example of anull rule.

Table 11-1  Null Rule Example

# Action

Source Host/
Network

Destination Host/
Network

Interface

Service

Description

Vv

(null rule)

(null rule)

[inbound]

tcp

This can happen when PDM reads in an existing configuration where any of the following

exists:

® |nbound rules without a static trand ation

® Qutbound rules without NAT
® No hosts or networks are defined for either source or destination

Monitoring

The Monitoring tab, shown in Figure 11-9, is one of the most useful toolsto help you make
sense of the different satisticsthat the Cisco PIX Firewadl can generate. The different panelson
the monitoring tab help you analyze your PIX's performance using colorful graphs.
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Figure 11-9 Monitoring Tab on the PDM
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The Monitoring tab features two types of graphing and monitoring functions:

® Thefirst type has a unique screen for each menu selection that shows the table of

statistics, numeric values, or settings for that menu selection.

The second type uses the same screen, which allows the building of graph windows
that combine up to four graphsin a single window.

The graphs displayed in the New Graph window can be printed or bookmarked in your
browser for later recall, or the data may be exported for use by other applications.

The following options can provide monitoring statistics on the Cisco PIX:

® ThePDM Log panel displays the syslog messages currently in the PDM Log buffer
on the PIX. A snapshot of the PDM Log buffer contents on the PIX can be displayed.

® The Secure Shell Sessions panel allows you to monitor connections made to the PIX
Firewall using Secure Shell (SSH). When the Secure Shell panel is displayed, a
snapshot of the current SSH sessionsto the PIX Firewall is available.
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NOTE

The Telnet Console Sessions panel allows you to monitor connections made to the
PIX Firewall using Telnet. A snapshot of current Telnet sessionsto the PIX Firewall
isdisplayed.

The User Licenses panel displays the number of current users, which is subtracted
from the maximum number of users for your PIX Firewall licensing agreement.

The PDM Users panel allows you to monitor connections made to the PIX Firewall
using PDM. A snapshot of the current PDM user sessions to the PIX Firewall is

displayed.
The DHCP Client panel displays DHCP-assigned interface parameters when DHCP

addressing is configured on the outside interface of the PIX Firewall. A snapshot of
the current DHCP |lease information is displayed.

The PPPoE Client panel allowsthe PIX Firewall to automatically connect usersonthe
inside interface to Internet service providers (ISPs) via the outside interface.

The VPN Statistics panel lets you graphically monitor the following functions:
— Number of active Phase 2 |PSec tunnels
— Number of active Phase 2 IKE tunnels
— L2TP active tunnels
— L2TP active sessions
— PPTP active tunnels
— PPTP active sessions

— Detailed IPSec information (similar to the CLI command show ipsec sa
detail)

The System Graphs panel alows you to build the New Graph window, which
monitors the PIX Firewall’s system resources, including block utilization, CPU
utilization, failover statistics, and memory utilization

The Connection Graphs panel allows you to monitor a wide variety of performance
statistics for PIX Firewall features, including statistics for xlates, connections, AAA,
fixups, URL filtering, and TCP intercept

The IDS panel under the Miscellaneous panel allows you to monitor intrusion
detection statistics, including packet counts for each Intrusion Detection System
(IDS) signature supported by the PIX Firewall.

The Interface Graphs panel allows you to monitor per-interface statistics, such as
packet counts and bit rates, for each enabled interface on the PIX Firewall.

If aninterfaceis not enabled using the System Properties tab panel, no graphs are available
for that interface.
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Using PDM for VPN Configuration

Chapter 10, “Virtual Private Networks,” explained how to configure VPN on the Cisco PIX
Firewall viathe command-line interface. One of the difficult configuration and trouble-
shooting issues occurs with VPNs. Quite often, typos occur when you create aV PN config-
uration viathe CLI. For novice administrators of the Cisco PIX Firewall, thecommandsand
remembering their sequence can be overwhelming. The PDM presents auser-friendly VPN
Wizard that creates both site-to-site and remote VPNs for the Cisco PIX Firewall. Admin-
istrators are prompted for unique parameters such as | P addresses, and they use drop-down
menus to configure their VPN. The following sections present step-by-step instructions on
using the PDM to create both a site-to-site VPN and a remote-access VPN.

Using PDM to Create a Site-to-Site VPN

The following steps and figures show a sample site-to-site VPN configuration using the
VPN Wizard on the PDM:

Step 1 Select the Siteto Site VPN button, as shown in Figure 11-10, to create a
site-to-site VPN configuration. This configuration is used between two
I PSec security gateways, which can include Cisco PIX Firewalls, VPN
concentrators, or other devices that support site-to-site IPSec
connectivity. Usethis panel to also select the type of VPN tunnel you are
defining and to identify the interface on which thetunnel will be enabled.
In Figure 11-10, the outside interfaceis selected asthe VPN termination point.

Figure 11-10 VPN Wzard with Ste-to-Site VPN Selected

& vpy wizard i x|

VPN Wizard

Welcome to the VPN Wizard. This wizard will help you create site-to-site VPNs
which can be used to securely connect this PIX to another VPN device, or remote
access VPNs which can be used to securely connect mobile users and
telecommuters to this PIX.

Selectthe type of VPN

+ Site to Site VPN

" Remote Access VPN

Selectthe interface on which the VPN will be enabled

IDUISidE ‘l

=Elack| Next = | Finish | Can:ell Help |
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Step 2 On the Remote Site Peer panel, shown in Figure 11-11, you specify the
I P address of the remote | PSec peer that will terminate the VPN tunnel
you are configuring. Also, you use this panel to identify which of the
following methods of authentication you want to use:

— Preshared keys
— Certificates

Figure 11-11 shows the Remote Site Peer panel configured with the
remote | PSec peer and the preshared authentication keys.

Figure 11-11 Remote Site Peer Panel

£, vpN Wizard

Remote Site Peer

66.92.150.1
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Step 3 Configure the encryption and authentication algorithmsfor IKE Phase .
Figure 11-12 shows the IKE Policy panel.

Step 4 Configure the transform set to specify the encryption and authentication
algorithms used by |PSec, as shown in Figure 11-13. IPSec provides
secure communication over an insecure network, such as the public
Internet, by encrypting traffic between two |PSec peers, such as your
local PIX and aremote PIX or VPN concentrator.
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Figure 11-12 IKE Policy Panel

@ voN Wizard

IKE Policy

Figure 11-13 Transform Set Panel

PN Wizard
Transform Set
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Step 5 Identify the traffic you want to protect using the current IPSec tunnel, as
shownin Figure 11-14. The current | PSec tunnel protects packetsthat are
sent to or received from the hosts or networks you select on this panel.
Usethispanel to identify the hosts and networks protected by your local
Cisco PIX Firewall. In Figure 11-14, packetsthat are sent to and received
from the 10.1.0.0/16 network are protected.

Figure 11-14 1PSec Traffic Selector Panel: On Local Site
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Step 6 Identify the hosts and networks protected by the remote IPSec peer, as
shown in Figure 11-15.

Step 7 At thispoint, the site-to-site VPN configuration has been completed but
not yet written to the PI X. When you click Finish, adialog box with CLI
commands appears, as shown in Figure 11-16. You can review your
configuration in that dialog box and click Send to write the configuration
to the PIX.



Using PDM for VPN Configuration 231

Figure 11-15 1PSec Traffic Selector Panel: On Remote Site
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outside

192168.8.0
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Figure 11-16 CLI Command Preview in PDM
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Using PDM to Create a Remote-Access VPN

With aremote-access VPN, your local Cisco PIX Firewall provides secure connectivity
between individual remote users and the LAN resources protected by your local PIX.

Step 1 From the opening screen of the PDM VPN Wizard, shown in Figure 11-17,
select the Remote Access VPN button to create aremote-access VPN
configuration. This configuration allows secure remote access for VPN
clients, such as mobile users. A remote-access VPN allows remote users
to securely access centralized network resources. When you select this
option, the system displays a series of panelsthat let you enter the
configuration required for thistype of VPN. In Figure 11-17, the outside
interface is selected astheinterface on which the current VPN tunnel will
be enabled.

Figure 11-17 VPN Wzard with Remote Access VPN Selected

8, vpN wizard
VPN Wizard

busige—Kd

Step 2 Onthe Remote Access Client panel, shown in Figure 11-18, identify the
type of remote access client that will use the current VPN tunnel to
connect to your local Cisco PIX Firewall. The options are as follows:

— Cisco VPN Client—Select this button to support remote-access
clientsusing Cisco VPN Client v3.x or higher (Cisco Unified VPN
Client Framework).



Using PDM for VPN Configuration 233

— Cisco VPN 3000 Client—Select this button to support remote-
access clients using Cisco VPN 3000 Client, Release 2.5/2.6.

— Microsoft Windows client using PPT P—Select this button to
support remote-access clients using Microsoft Windows client
using Point-to-Point Tunneling Protocol (PPTP).

— Microsoft Windows client using L 2T P—Select this button to
support remote-access clients using Microsoft Windows client
using Layer 2 Tunneling Protocol (L2TP).

Figure 11-18 Remote Access Client Panel

X

Remote Access Client

Step 3 Create aVPN client group to group remote-access users who are using
the Cisco VPN client. The attributes associated with agroup are applied
and downloaded to the client(s) that are part of agiven group. The Group
Password isapreshared key to be used for IKE authentication. Figure 11-19
shows the VPN Client Group panel with Sales as a group name and Pre-
shared key selected for IKE authentication.
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Figure 11-19 VPN Client Group Panel
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A preshared key isaquick and easy way to set up communication with a
limited number of remote peers. To use this method of authentication,
exchange the preshared key with the remote-access user through asecure
and convenient method, such as an encrypted e-mail message.

Preshared keys must be exchanged between each pair of 1PSec peersthat need to establish
secure tunnels. This authentication method is appropriate for a stable network with a
limited number of |PSec peers. It might cause scalability problemsin anetwork with alarge
or increasing number of 1PSec peers.

Step 4 Usethe Extended Client Authentication panel, shown in Figure 11-20, to
requireVPN client usersto authenticate from aAAA server for accessto the
private network on your PIX Firewall. Extended client authentication is
optiona and is not required for VPN client access to the private network.
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Figure 11-20 Extended Client Authentication Panel
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Extended authentication (Xauth) is a feature within the IKE protocol.
Xauth letsyou deploy |PSec VPNsusing TACACS+ or RADIUS asyour
user authentication method. This feature, which is designed for VPN
clients, provides user authentication by prompting the user for a
username and password and verifies them with the information stored in
your TACACS+ or RADIUS database. Xauth is negotiated between IKE
Phase 1 (the IKE device authentication phase) and IKE Phase 2 (the
IPSec SA negotiation phase). If Xauth fails, the |PSec security

association isnot established, and the IKE security association is del eted.

The AAA server must be defined before Xauth will work on the Cisco
PIX Firewall. You can definethe AAA server using the New button. This
opensthe AAA Server Group panel, where you can define the location of
the AAA server, the group name, and the protocol used for AAA.

Definethe location of the AAA server, the group name, and the protocol
used for AAA, as shown in Figure 11-21.

Create apool of local addresses that can be used to assign dynamic
addresses to remote VPN clients. Enter a descriptive identifier for the
address pool. Figure 11-22 shows a sample configuration for the remote
sales group in the Address Pool panel.
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Figure 11-21 AAA Server Group Window
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Figure 11-22 Address Pool Panel
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Step 7 (Optional) Configure the DNS and WINS addresses that can be pushed
down to the remote client, as shown in Figure 11-23.

Figure 11-23 Attributes Pushed to Client Panel

‘;; VPN Wizard

Attributes Pushed to Client (Optional)

Step 8  Specify theencryption and authentication algorithms used by IKE (Phase
1), asshown in Figure 11-24.

Figure 11-24 IKE Policy Panel
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IKE Policy
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Step 9  Specify the encryption and authentication algorithms used by the IPSec
VPN tunnel, as shown in Figure 11-25.

Figure 11-25 Transform Set Panel

. vpN Wizard

Transform Set

Step 10 (Optional) The Address Translation Exemption panel, shown in Figure
11-26, identifies local hosts/networks that are to be exempted from
address translation. By default, the PIX hides the real IP address of
internal networksfrom outside hosts through dynamic or static NAT. The
security provided by NAT is essential to minimize therisk of being
attacked by untrusted outside hosts, but it might be inappropriate for
those who have been authenticated and protected by VPN.

Step 11 After you click Finish, the PDM VPN Wizard displays your
configuration in CLI format, as shown in Figure 11-27. When you click
Send, the commands that were configured viathe PDM are sent to the
PIX. You also have the option of canceling the configuration.
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Figure 11-26 Address Translation Exemption Panel

nption {Optional)

Figure 11-27 CLI Command Preview in PDM

ommands
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Foundation Summary

PDM is a browser-based configuration tool designed to help you set up, configure, and
monitor your Cisco PIX Firewall graphically. It isinstalled as a separate software image on
the Cisco PIX Firewall and residesin the Flash memory of all PIX unitsrunning PIX version
6.0 and higher. Multiple PIX units can be monitored and configured using the PDM from a
single workstation via the web browser.

PDM works with the following operating systems:

Windows Requirements

Windows 2000 (Service Pack 1), Windows NT 4.0 (Service Pack 4 and higher),
Windows 98, or Windows Me.

Supported browsers: Internet Explorer 5.0 (Service Pack 1) or higher (5.5
recommended), Netscape Communicator 4.51 or higher (4.76 recommended). Internet
Explorer isrecommended due to its faster load times.

Any Pentium or Pentium-compatible processor running at 350 MHz or higher.
At least 128 MB of RAM. 192 MB or more is recommended.

An 800x600-pixel display with at least 256 colors. A 1024x768-pixel display and at
least High Color (16-hit) colors are recommended.

SUN Solaris Requirements

Sun Solaris 2.6 or later running CDE or OpenWindows window manager.
SPARC microprocessor.

Supported browser: Netscape Communicator 4.51 or higher (4.76 recommended).
At least 128 MB of RAM.

An 800x600 pixel display with at least 256 colors. A 1024x768 pixel display and at |east
High Color (16-hit) colors are recommended.

Linux Reguirements

Red Hat Linux 7.0 running the GNOME or KDE 2.0 desktop environment.
Supported browser: Netscape Communicator 4.75 or alater version.
At least 64 MB of RAM.

An 800x600-pixel display with at least 256 colors. A 1024x768-pixel display and at
least High Color (16-bit) colors are recommended.
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PDM uses tables, drop-down menus, and task-oriented selection menus to assist you in
administering your Cisco PIX Firewall. Connection to the PDM isonly allowed for SSL
connection. There are six main tabs available on the PDM used to configure the Cisco PIX
Firewall:

System Properties
Hosts/Networks
Tranglation Rules
Access Rules
VPN

Monitoring

The optimal configuration file size to use with PDM islessthan 100 KB (which is approx-
imately 1500 lines). Cisco PIX Firewall configuration files larger than 100 KB might
interfere with PDM’s performance on your workstation.
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Q&A

The questions in this book are more difficult than what you should experience on the exam.
The questions do not attempt to cover more breadth or depth than the exam; however, they
are designed to make sure that you know the answer. Hopefully, these questions will help
limit the number of exam questions on which you narrow your choices to two options and
then guess. Be sure to use the CD and take the simulated exams.

The answers to these questions can be found in Appendix A.

1 How many tabs does the PDM have for configuring and monitoring the Cisco PIX
Firewall?

A

B

C
D

Three
Five
Eight
Six

2 How do you connect to the PDM?

A

B

C
D

By accessing the PIX through Telnet and entering PDM
By entering http://inside_interface ip inyour browser
By entering https://inside_interface ip in your browser
By entering https.//PIX_PDM

3 What version of the PIX isrequired for PDM to run?

A

B

C
D

5.1
5.2
5.3
6.0

4 Which model of the Cisco PIX Firewall does PDM support?

m m O O W >

506
515
520
525
535
All of the above
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5 Where does PDM reside?

10

m O O @

On aWindows NT/2000 server
On aRed Hat Linux 7.0 server
On a Solaris server

All of the above

In the PIX Flash memory

What default security mechanism does PDM employ for browsers to connect to it?

A
B
C
D

RSA
SSL
Biometrics

None of the above

True or false: The PDM lets conduits and access lists exist together on the PIX
Firewall configuration.

Which of the following is a prerequisite for access rulesto be created?

A
B
C
D

Hosts or networks must be defined before access rule creation.

Dynamic or static trandlation must be defined before access rule creation.
There are no prerequisites.

AandB

What is atranglation exemption rule?

A
B
C
D

A rule that exempts addresses from being encrypted or translated
A rulethat denies access to addresses
A rule that increases security on selected addresses

None of the above

PDM does not run on which of the following?

A

B
C
D

Windows 3.1
Windows 2000
Linux 7.0
Windows NT 4.0



This chapter coversthe following exam topicsfor the Secure PIX Firewall Advanced Exam
(CSPFA 9E0-111):

20. URL filtering
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Content Filtering with the Cisco
PIX Firewall

Up to now, you have focused on how to configure the PIX and how to protect against
unwanted traffic from outside in. This chapter focuses specifically on outbound traffic and
content filtering—traffic moving from inside out.

More and more companies today have some form of network policy in place. Websitesthat
are not related to their business or that are otherwise considered inappropriate are
prohibited for use by their employees. This chapter discusses how the Cisco PIX Firewall
mitigates some of thethreats posed by Javaapplets and ActiveX objectsand how Cisco PIX
Firewall enforces URL filtering.

“Do | Know This Already?” Quiz

The purpose of this quiz isto help you determine your current understanding of the topics
covered in this chapter. Write down your answers and compare them to the answersin
Appendix A. The conceptsin this chapter are the foundation for much of what you need to
understand to passthe CSPFA Certification Exam. Unlessyou do exceptionally well on the
“Dol Know ThisAlready?’ pretest and are 100% confident in your knowledge of thisarea,
you should read through the entire chapter.

What two URL filtering servers does the PIX work with?
What command filters out Java applets from HTML pages?

1
2
3 Why are Java applets and ActiveX objects considered a threat?
4 How does PIX filter Java applets and ActiveX objects?

5

Trueor false: PIX blocks HTML tags split across network packets or tagslonger than
the number of bytesinthe MTU.

What is the command to designate or identify the filtering server?
True or false: Cisco PIX Firewall version 5.3 supports N2H2.

What PIX Firewall version supports the Websense filtering server?

© o N O

What is the longest URL filter, in bytes, that is possible with Cisco PIX Firewall
version 6.1 and older?



246

Chapter 12: Content Filtering with the Cisco PIX Firewall

10 What isthe longest URL filtering that is supported by Cisco PIX Firewall 6.2?
11 What isthe command to filter URLS?

12 If thefiltering server does not respond before the web content server does, the reply
from the web content server is dropped. What can you do to avoid this problem?

ActiveX controls and Java applets are designed to make the browsing experience more
interactive. Based on the Component Object Model (COM), ActiveX controls are written
for a specific platform of Microsoft Windows. When the user displays a page containing
ActiveX or Java, the browser downloads the control dynamically. ActiveX controls are
native programs, so they can do all the things that one local program can do. For example,
they can read and write to the hard drive, execute programs, perform network adminis-
tration tasks, and determine which system configuration they are running on. While
ActiveX and Java applets can perform powerful tasks, they can also be used maliciously to
damage systems.

Oneway to prevent thethreats posed by ActiveX Javaappletsisat the browser or user level.
Users can configure their web browsers not to run ActiveX or Java applets. Although you

can disable ActiveX and Java applets within the browser, this requires alot of effort for a

large enterprise network. In these cases, it is easier to prevent the ActiveX objects and Java
applets before they reach the browser.

When configured for filtering, the Cisco PIX Firewall filters or rendersActiveX objectsand
Java applets ineffective from HTML web pages before they reach the browser. Java and
ActiveX filtering of HTML filesis performed by selectively replacing the <APPLET> and
</APPLET> and <OBJECT CLASSID> and </OBJECT> tags with comments.

Filtering Java Applets

Thefilter java command filters out Java applets that return to the Cisco PIX Firewall from
an outbound connection. The user still receivesthe HTML page, but the web page source
for the applet is commented out so that the applet cannot execute:

filter java port[-port] local_ip mask foreign ip mask
Thefollowing example specifies that Java appl et blocking applies to web traffic on port 80
from local subnet 10.10.10.0 and for connections to any foreign host:

filter java http 10.10.10.0 255.255.255.0 0 0
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Table 12-1 describes the different parameters for the filter command.

Table 12-1  filter Command Parameters
Parameter Description
activex Blocks outbound ActiveX, Java applets, and other HTML <OBJECT> tags
from outbound packets.
allow Filters URL only. When the server is unavailable, |ets outbound connections

pass through Cisco PIX Firewall without filtering. If you omit this option,
and if the N2H2 or Websense server goes offline, Cisco PIX Firewall stops
outbound port 80 (Web) traffic until the N2H2 or Websense server is back
online.

cgi_truncate

Sends a CGl script asan URL.

except Filters URL only. Creates an exception to a previous filter condition.

foreign_ip The IP address of the lowest security level interface to which accessis
sought. You can use 0.0.0.0 (or, in shortened form, 0) to specify all hosts.

foreign_mask Network mask of foreign_ip. Always specify amask value. You can use
0.0.0.0 (or, in shortened form, 0) to specify all hosts.

http Specifies port 80. You can enter http or www instead of 80 to specify port 80.

java Filters out Java applets returning from an outbound connection.

local_ip The IP address of the highest security level interface from which accessis
sought. You can set this address to 0.0.0.0 (or, in shortened form, 0) to
specify all hosts.

local_mask Network mask of local_ip. You can use 0.0.0.0 (or, in shortened form, 0) to
specify all hosts.

longurl-deny Deniesthe URL request if the URL is over the URL buffer sizelimit or if the
URL buffer is unavailable.

longurl- Sends only the originating host name or | P address to the Websense server if

truncate the URL is over the URL buffer limit.

mask Subnet mask.

Parameter Description

port The port that receives Internet traffic on the Cisco PIX Firewall. Typically,
thisis port 80, but other values are accepted. The http or url literal can be
used for port 80.

proxy-block Prevents users from connecting to an HTTP proxy server.

url Filters URLs from data moving through the Cisco PIX Firewall.
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Filtering ActiveX Objects

Thefilter activex command filters out ActiveX and other HTML <OBJECT> usages from
outbound packets. These controls include custom forms, calendars, and extensive third-
party forms for gathering or displaying information. The syntax for filtering ActiveX
objectsisasfollows:

filter activex port local_ip mask foreign ip mask

Note that if the <OBJECT> or </OBJECT> HTML tags split across network packets or if
the code in the tags is longer than the number of bytesin the MTU, Cisco PIX Firewall
cannot block the tag.

Filtering URLS

Most organizations today have human resources policies whereby indecent materials
cannot be brought into the workplace. Similarly, network security policies prohibit users
from visiting websites that are categorized as indecent or irrelevant to business mission of
organization.

Using other content-filtering vendor products, Cisco PIX Firewall enforces network
security policy asit relates to URL filtering. When auser issues an HTTP request to a
website, the Cisco PIX Firewall sends the request to the web server and to the filtering
server at the sametime. If the policy on thefiltering server permitsthe connection, the Cisco
PIX Firewall allows the reply from the website to reach the user who issued the original
reguest. If the policy on the filtering server denies the connection, the Cisco PIX Firewall
redirects the user to ablock page, indicating that access was denied.

PIX works in conjunction with two types of URL filtering application servers:

® Websense Enterprise content-filtering application—Supported by Cisco PIX
Firewall version 5.3 or later

® N2H2web content-filtering application—Supported by Cisco PIX Firewall version 6.2

Identifying the Filtering Server

The url-server command designates the server running the N2H2 or Websense URL
filtering application. The limit is 16 URL servers, and you can use only one application
server at atime, either N2H2 or Websense. Additionally, changing your configuration on
the Cisco PIX Firewall does not update the configuration on the application server; this
must be done separately, according to the individual vendor’s instructions.

The syntax for identifying the two URL filtering servers, Websense and N2H2, is slightly
different. The syntax for identifying an N2H2 filtering server is asfollows:

PIX(config)# url-server [if_name] vendor n2h2 host local ip[:port number]
[timeout seconds] [protocol tcp | udp]
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The following exampl e identifies an N2H2 filtering server with an IP address of
10.10.10.13:

url-server (inside) vendor n2h2 host 10.0.1.13
The default port used by the N2H2 server to communicate with the Cisco PIX Firewall via
TCP or UDP is 4005.
The syntax for identifying a Websense filtering server is asfollows:

PIX(config)# url-server [if_name] host local ip [timeout seconds] [protocol tcp |
udp version 1 | 4]

The following exampl e identifies a Websense filtering server with an | P address of
10.10.10.14:

PIX(config)# url-server (inside) host 10.10.10.14
To the view thefiltering server, use the show url-server command, as shown in Example 12-1.
Example 12-3 Displaying the Filtering Server Information

PIX(config)# show url-server

URL Server Statistics:

URL Server Vendor n2h2
URLs total/allowed/denied 100/95/5

URL Server Status:

192.168.1.22 up
171.69.1.234 DOWN

Configuring Filtering Policy
Thefilter url command lets you prevent outbound users from accessing URLs that you
designate as inadmissible. The syntax for filtering URLs is as follows:

filter url port[-port] local ip local _mask foreign_ip foreign_mask [allow]
[proxy-block]

With filtering enabled, the Cisco PIX Firewall stops outbound HT TP traffic until afiltering
server permits the connection. If the primary filtering server does not respond, the Cisco
PIX Firewall directsthefiltering request to the secondary filtering server. The allow option
causes the Cisco PIX Firewall to forward HTTP traffic without filtering when the primary
filtering server is unavailable.

The following examplefiltersal HTTP traffic:
filter url http 0.0.0.0 0.0.0.2 0.0.0.0 0.0.0.0

You can make an exception to URL filtering policies by using the except parameter in the
filter url command. For example:

filter url http 0 0 0 ©
filter url except 10.10.10.20 255.255.255.255 0 0@
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Table 12-2

Thispolicy filtersall HT TP traffic with the exception of HT TP traffic originating from host
10.10.10.20.

Websense protocol version 4 contains the following enhancements:
® URL filtering allows the Cisco PIX Firewall to check outgoing URL requests against
the policy defined on the Websense server.

® Username logging tracks the username, group, and domain name on the Websense
server.

® Usernamelookup letsthe Cisco PIX Firewall usethe user authentication table to map
the host’s | P address to the username.

There are instances in which the web server repliesto a user HTTP request faster than the
URL filtering servers. In these instances, the url-cache command provides a configuration
option to buffer the response from aweb server if its response is faster than that from the
N2H2 or Websense filtering service server. This prevents the web server’s response from being
loaded twice, improving throughput. The syntax of the url-cache command isasfollows:

url-cache {dst | src_dst} size kbytes
Table 12-2 describes the parameters for the url-cache command.
url-cache Command Parameters

Parameter |Description

dst Caches entries based on the URL destination address. Select thismodeif all users
share the same URL filtering policy on the N2H2 or Websense server.

src_dst Caches entries based on the source address initiating the URL request and the
URL destination address. Select this mode if users do not share the same URL
filtering policy on the N2H2 or Websense server.

size kbytes Specifies avalue for the cache size within the range 1 to 128 KB.

Use the url-cache command to enable URL caching, set the size of the cache, and display
cache statistics.

Caching also stores URL access privilegesin memory on the Cisco PIX Firewall. When a
host requests a connection, the Cisco PIX Firewall first looksin the URL cache for matching
access privilegesinstead of forwarding the request to the N2H2 or Websense server.

The clear url-cache command removes url-cache command statements from the configu-
ration, and the no url-cache command disables caching.
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Filtering Long URLSs

Cisco PIX Firewall version 6.1 and earlier versions do not support filtering URLs longer
than 1159 bytes. Cisco PIX Firewall version 6.2 supports filtering URL s up to 6000 bytesfor
theWebsensefiltering server. The default is 2000 bytes. In addition, Cisco PIX Firewall version
6.2 introduces the longurI-truncate and cgi-truncate parametersto alow handling of URL
requests longer than the maximum permitted size. The format for these optionsisasfollows:
filter url [http | port[ -port] local_ip local_mask foreign_ip foreign_mask] [allow]
[proxy-block] [longurl-truncate | longurl-deny | cgi-truncate]
® longurl-truncate causes the Cisco PIX Firewall to send only the host name or IP
address portion of the URL for evaluation to the filtering server when the URL is
longer than the maximum length permitted.

® |ongurl-deny denies outbound traffic if the URL islonger than the maximum
permitted.

® cgi-truncate sends a CGl script asthe URL.

Cisco PIX Firewall version 6.2 supports a maximum URL length of 1159 bytes for the
N2H2 filtering server. To increase the maximum length of asingle URL (for Websense
only), enter the following command:

url-block url-size size
The value of the size variable is 2 to 6 KB.

Viewing Filtering Statistics and Configuration

The show url-cache command with the stat option displays the URL caching statistics.
Example 12-2 demonstrates sample output from this command.

Example 12-4 show url-cache Command Output

PIX(config)# show url-cache stat
URL Filter Cache Stats

Size: 128KB
Entries: 1415
In Use: 1
Lookups: 0
Hits: 0

The significant fields in this output are as follows:
® Size—Thesize of the cache in kilobytes, set with the url-cache size option.
® Entries—The maximum number of cache entries based on the cache size.
® In Use—The current number of entriesin the cache.
® | ookups—The number of timesthe Cisco PIX Firewall haslooked for acache entry.
® Hits—The number of timesthe Cisco PIX Firewall has found an entry in the cache.
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Example 12-5

Example 12-6

You can view more statistics about URL filtering and performance with the show url-
server statsand show per fmon commands, respectively. Example 12-3 shows output from
show url-server stats.

show url-server stats Command Output

PIX(config)# show url-server stats

URL Server Statistics:

Vendor Websense

URLs total/allowed/denied 2370/1958/412
URL Server Status:

10.10.10.13 UuP

10.10.10.14 DOWN

Example 12-4 shows output from the show perfmon command.
show perfmon Command Output

PIX(config)# show perfmon

PERFMON STATS: Current Average
Xlates 0/s 0/s
Connections 0/s 2/s
TCP Conns 0/s 2/s
UDP Conns 0/s 0/s
URL Access 0/s 2/s
URL Server Req 0/s 3/s
TCP Fixup 0/s 0/s
TCPIntercept 0/s 0/s
HTTP Fixup 0/s 3/s
FTP Fixup 0/s 0/s
AAA Authen 0/s 0/s
AAA Author 0/s 0/s

AAA Account 0/s 0/s
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Foundation Summary

Thefilter url command lets you prevent outbound users from accessing World Wide Web
URL s that you designate using one of the following URL filtering applications:

® Websense Enterprise web filtering application—Supported by PIX Firewall version
5.3 or later

® Filtering by N2H2 for IFP-Enabled Devices—Supported by PIX Firewall version 6.2

When auser issuesan HTTP request to awebsite, the PIX Firewall sendstherequest to the
web server and to the filtering server at the same time. If the filtering server permits the
connection, thePIX Firewall allowsthereply from the websiteto reach the user who issued
the original request. If thefiltering server deniesthe connection, the PIX Firewall redirects
the user to ablock page, indicating that access was denied.
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Q&A

The questions in this section are designed to ensure your understanding of the concepts
discussed in this chapter and adequately prepare you to complete the exam. You should use
the simulated exams on the CD to practice for the exam.

The answers to these questions can be found in Appendix A.

1 How does PIX filter Java applets and ActiveX objects?

A

D

By commenting out the <OBJECT> </OBJECT> or <APPLET> </APPLET> tags
inthe HTML page.

By deleting the <OBJECT> </OBJECT> or <APPLET> </APPLET> tagsin the
HTML page.

It notifiesthe content filtering server, whichinturn disablestheActiveX objectsand
Java applets.

PIX does not filter ActiveX objects or Java applets.

2 What is the command to designate or identify the filtering server?

A

B

C
D

filter url-server
url-server
filtering server

server url

3 Trueor fase: Cisco PIX Firewall version 4.4 supports N2H2.

4 What isthe longest URL filtering that is supported by Cisco PIX Firewall 6.2 with
Websense Enterprise filtering software?

A

B

C
D

12KB
15KB
4KB
6 KB

5 What isthe command to filter URLS?

A

B

C
D

filter url
url-filter
url-server

filter web page
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10

What happens when the only filtering server is unavailable?

A
B
C
D

If the allow optioniis set, the PIX forwards HTTP traffic without filtering.
HTTP traffic is dropped, because the filtering server is unavailable.
HTTP requests are queued until the filtering server is available.

PIX revertsto the onboard filtering engine to filter HTTP traffic.

What isthe default port used by the N2H2 server to communicate with the Cisco PIX
Firewall?

A
B
C
D

TCP/UDP 1272
TCP 5004 only

TCP/UDP 4005
UDP 5004 only

What command identifies Websense servers on a Cisco PIX Firewall?

A
B
C
D

websense url filter server_ip

filter url server_ip vendor n2h2

url-server [if_name] vendor n2h2 host local_ip
All of the above

How many URL servers can be configured on asingle Cisco PIX Firewall?

A
B
C
D

5
12
3
16

What command disables URL caching on the Cisco PIX Firewall?

A

B
C
D

no url-cache
caching-url
disable url-cache

None of the above



This chapter coversthe following exam topicsfor the Secure PIX Firewall Advanced Exam
(CSPFA 9E0-111):

29. Introduction to AAA
30. Installation of CSACS for Windows NT/2000
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Overview of AAA and the
Cisco PIX Firewall

This chapter presents authentication, authorization, and accounting, more commonly
known asAAA. It discusses how the Cisco PIX Firewall isincorporated with AAA servers
and the relationship between the Cisco PIX Firewall and the AAA server(s). This chapter
also introduces the Cisco Secure Access Control Server (CSACS), aAAA server product
offered by Cisco.

Chapter 6, “Getting Started with the Cisco PIX Firewall,” addresses the commands
necessary to configure the Cisco PIX Firewall. You might remember that the importance of
remembering the PIX commands was mentioned in the Introduction. Intherea world, itis
possibleto navigate your way around aPI X and figure out acommand's correct syntax. This
is not possiblein the testing environment. You are asked to select acommand that performs
acertain function from alist of very similar commands. It isvery important that you under-
stand the correct syntax for each PIX command.

How to Best Use This Chapter

If you arevery familiar withAAA, but you aren't very familiar with the CSACS, you should
skim thefirst half of this chapter to reinforce your knowledge of AAA and focus on the
installation of CSACS. The AAA processisrelatively simpleto understand, although there
are quite afew different configuration options. This chapter explainsthe AAA process,
discusses how the Cisco PIX Firewall fitsinto this process, and covers the installation of
CSACS.

“Do | Know This Already?” Quiz

The purpose of this quiz isto help you determine your current understanding of the topics
covered in this chapter. Write down your answers and compare them to the answersin
Appendix A. If you haveto look at any references to correctly answer the questions about
PIX functionality, you should read that portion and double-check your thinking by
reviewing the Foundation Summary. The concepts in this chapter are the foundation for
much of what you need to understand to pass the CSPFA Certification Exam. Unless you
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do exceptionally well onthe“Do | Know ThisAlready?’ pretest and are 100% confidentin
your knowledge of this area, you should read through the entire chapter.

1
2

g ~ W

o]

10

What is the relationship between the Cisco PIX Firewall and the AAA server?
What three methods are used to authenticate to the Cisco PIX Firewall?

How does the Cisco PIX Firewall process cut-through proxy?
What are the main differences between RADIUS and TACACS+?

What patch level must you have Windows 2000 Professional configured to beforeyou
install CSACS?

Why isit important to authenticate a user before compl eting authorization?
What are the three layers of authentication?

What is the purpose of the explain box during the CSACS installation?
What do you need to verify before installing CSACS?

Why isit important to have Internet Explorer up to date on your CSACS?
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Foundation Topics

Overview of AAA and the Cisco PIX Firewall

Authentication, authorization, and accounting (AAA) has become an extremely important
component in any network infrastructure. AAA isused in our everyday lives not only for
network security, but also for physical security, or any other function that requires access
control. This chapter discusses the AAA process, its components, the responsibilities of
each component, and how the Cisco PIX Firewall fitsinto the equation.

Definition of AAA

The best way to understand AAA isto break up the pieces and look at them individually.
The three components of AAA are distinctly different, and each hasits own responsibility.
AAA isnow integrated into nearly every situation that requires access control. Access
control can be applied to users, hosts on a network (such as servers and workstations),
networking components (such as routers, switches, VPN appliances, and firewalls), and
other automated devices that require access and that perform afunction. This chapter
discussesAAA asit pertainsto a user, but you will see how the principles can apply to
many automated functions. The three components of AAA are as follows:

® Authentication—The process of validating an identity. The identity that is being
validated could be a user, a computer, a networking component, and so on.
Authentication is by far the most important step. No access is granted until the
requestor has been authenticated. There are three layers of user authentication:

— What the user knows—This normally isa user password or passphrase.

— What auser has—Thisnormally isauser token or badgeissued to the user
by whomever has authority over what the user is attempting to access.

— What a user is—This areaincludes biometrics—checking the user's
fingerprint or retinal scan against a stored image in the database.

Many organizations do not incorporate all three layers of authentication; however, it
is very common to use a minimum of two layers at one time.

® Authorization—After the user has been authenticated, he or she is granted access
rights to perform specific functions.

® Accounting—After the user is granted access, the accounting function tracks what
tasksthe user performed and savesthat informationisalog that can be reviewed | ater.
Accountability of users and their actionsis an issue that is becoming increasingly
important in the security of enterprise networks.

The three functions of AAA can be performed by a single server or can be divided among
severa servers. Most large enterprise networks create ahierarchy of AAA servers, with the
lower-level serverstending to user functions and the upper-level serversworking as a
central point for updating and distributing user information.



260 Chapter 13: Overview of AAA and the Cisco PIX Firewall

AAA and the Cisco PIX Firewall

NOTE

So how doesthe PIX factor into the AAA equation? Any user requesting access or aservice
that is configured for authentication and who goes through the PIX is prompted by the
firewall for a username and password. If the PIX has alocal database configured for user
authentication, it matches this user information against that database and permits or denies
access. If the PIX is configured to use a separate AAA server, it forwards the user infor-
mationto that server for authentication and authorization. Inthiscase, the PIX and theAAA
server act in aclient/server mode, with the PIX being the client. The PIX acts as a Network
Access Server (NAS) but operates as aclient to the AAA server. It isacommon practice to
configure redundant AAA servers. It is also possible to configure alocal database on the
PIX for use when no other AAA servers can be contacted.

Thelocal user database on a Cisco PIX Firewall can be processor-intensive and should be
used only for small organizations with alimited number of users.

Remember that the AAA server not only authenticates the user but also tells the firewall
what the user is authorized to do. If auser is authorized to access websitesviaHTTP and
attempts to connect to the same servers over FTP, that connection is dropped at the firewall
even though that user has been authenticated. Additionally, the AAA server should log the
fact that the user attempted to make a connection that was outside his or her authority.

Cut-Through Proxy

Cut-through proxy is afeature on the Cisco PIX Firewall that allows transparent AAA
services and a seamless connection through the firewall to the destination. It provides
significantly better performance than application proxy firewalls because it completes user
authentication at the application layer, verifies authorization against the security policy, and
then opens the connection as authorized by the security policy. In other words, the
connection request needsto go up to the application layer only onceto be authorized. After
that, al authorized traffic is passed at the lower layers, dramatically increasing the rate at
which it can pass through the firewall.

There are three ways to connect to the Cisco PIX Firewall and activate the cut-through proxy:

* HTTP
* FTP
®* Telnet

Thefirewall responds to each of these connections with a username and password prompt.
Figure 13-1 shows the Telnet user authentication prompt. The user information is either
authenticated against alocal database onthe PIX or forwarded to aAAA server for authen-
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tication. After the user is authenticated, the firewall completes the connection that is
requested (if authorized).

Figure 13-1 Telnet Logon Prompt

[\ Command Prompt - telnet 10.1.1.11

ser Access Uerification

sername -

El

Figure 13-2 shows the steps for cut-through proxy on a Cisco PIX Firewall.

Figure 13-2 Cut-Through Proxy Steps

Step 7: Communication is established between source and destination and ASA process begins.
Step 6: Connection completed with Web Server.

Step 1: The user initiates a connection to the Web Server.

< P 7 L Sl
s S w—

Internal Step 2: The PIX replies with a user logon prompt. User
Web Server Workstation

Step 3: The user completes the logon.

Step 5: Authentication complete.

5’ Step 4: Account information is sent to AAA server
for authentication and authorization.
AAA Server



262 Chapter 13: Overview of AAA and the Cisco PIX Firewall

Supported AAA Server Technologies
The Cisco PIX Firewall supportstwo AAA server authentication protocols:
® RemoteAuthentication Dial-In User Service (RADIUS)—RADIUS was
developed by Livingston Enterprises asaAAA server. It uses a UDP connection

between the client (NAS) and the server (AAA). RADIUS combines the
authentication and authorization into a single response to a query from the NAS.

® Terminal AccessController AccessControl System (TACACS+)—TACACS+ was
developed by Cisco Systems as an dternativeto RADIUS. TACACS+ usesa TCP
connection between the client and server and divides the authentication and
authorization into separate transmissions.

Cisco Secure Access Control Server (CSACS)

CSACSisaAAA server product developed by Cisco that can run on Windows NT/2000
Server. It supports anumber of NASs, including the Cisco PIX Firewall. CSACS supports
both RADIUS and TACACS+.

Minimum Hardware and Operating System Requirements for CSACS
Table 13-1 documents the minimum requirements needed by a system to run CSACS.
Table 13-1  CSACS System Requirements

System Requirement Type  Requirements

Hardware Pentium 111 Processor, 550 MHz or greater
256 MB of RAM

250 MB of available drive space. Additional spaceisrequired
if you intend to run the CSACS database on this system.

Screen resolution of 800x600 256-color display
Operating system Microsoft Windows NT Server with Service Pack 6a
Microsoft Windows 2000 Server with Service Pack 1 or 2

Microsoft Windows 2000 Advanced Server with Service Pack
1 or 2, without Microsoft Clustering Services installed

Microsoft Windows 2000 Datacenter Server with Service
Pack 1 or 2, without Microsoft Clustering Services installed

Browser Microsoft Internet Explorer 5.0 or 5.5 with Javaand
JavaScript enabled

Netscape Communicator 4.76 with Java and JavaScript
enabled
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Installing CSACS on Windows 2000/NT Server

You can download a 90-day trial version of CSACS from the Cisco Software Center at
WWW.Cisco.com. You must register as auser to receive your CCO login. You must have the
CCO loginto download software from the software center. Theinstallation of CSACSisan
easy step-by-step process. It isagood ideato verify that your Windows NT or Windows
2000 Server is up to the current patch level. When you are ready to begin the installation,
just run setup.exe. Figure 13-3 shows the initial CSACS installation screen.

Figure 13-3 CSACS Splash Screen

‘Welcome to the CrscoSecure ACS Setup program. This program
will install CiscoS ALCS on your

We strongly recommend that you ext all Windows programs:
before running this Setup program.

mw:omsmwmmwummmm
running. Click Next to continue with the Setup program.

WARNING: This program is protected by copynght law and
international treaties.

Unauthorzed etk

uction of tion of this program, of any
partion of it, w:eﬂmmecmwmmw
will be prosecuted to the masimum extent possible under law,

New> | = Cancel |

The second screen, shown in Figure 13-4, prompts you to verify that your systemis ready
for thisinstallation. Before thisinstallation, you should verify that your NT/2000 server is
up todate, including Internet Explorer, and that you have connectivity withthe NAS. Inthis
case, the PIX functions as the NAS.

Figure 13-4 Before Installation Screen

Before You Begin x|

BEFORE YOU BEGIN, the following items must be
complete:

¥ A dial-up client can successfully dial in to the network
ACCESS SEIVEr

V¥ This Windows 2000/NT Server can ping the netwark
aCCess server

¥ The netwark access server is running Cisco [0S release
11.1 or later

¥ Microsoft Intemet Explorer v5.0 [or later) or Netscape
Communicatar v4.7 [or later] is installed on this Windows
2000/NT Server

‘When you have completed all of these items, check each one
and then click Next.

IF the:e items have not heen completed. do not
d with the i |} of Cisco5 ACS.
Click Cancel and complete these items.

Explain »» < Back Next > Cancel
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You are prompted to specify theinstallation directory, as shownin Figure 13-5. You can use
the default directory, C:\Program Files\Cisco Secure ACSV 3.0, or you can select another
directory for the installation.

Figure 13-5 Installation Directory (Default)

Choose Destination Location

Setup will install CiscoSecure ACS v3.0 in the following folder.
To install to this folder, click Next.

To install to a different folder, click Browse and select another
folder.

‘You can choose not to install CiscaSecure ACS +3.0 by clicking
Cancel to exit Setup.

Destination Folder
’;:\F‘mgram Files\CiscoSecure ACS +3.0 Browse.
< Back Next > | Cancel |

You also select either the CSACS user database or the CSACS database and the Windows
NT/2000 user database combined. The latter selection lets you use Windows username/
password management and integrate Windows performance monitoring, which provides
you with real-time login statistics.

For the purpose of thisinstallation, the CSACS database only is used. Figure 13-6 shows
this installation screen.

Figure 13-6 User Database Screen

Authentication Database Configuration = x|

CiscoSecure ACS offers the option to authenticate against the
user accounts that already exist in the Windows 2000/NT User
Database. Otherwise, each username must be entered in the
CiscoSecure ACS database,

(¥ Check the CiscoSecure ACS database only
" Also check the Windows 2000/NT User Database

To control dialin security from within ‘Windows 2000/NT,
CiscoSecure ACS also offers the option to reference the "'Grant
dialin permission to user" setting under the Windows 2000/NT
User account to permit/deny dial access.

I | Yes, refer to "Grant dialin permission to user” setting

For additional details, click Explain Explain > |

< Back Next > | Cancel |
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You are prompted to select any of ten possible choices for the connection typeto the NAS,
as shown in Figure 13-7. Remember that the Cisco PIX Firewall is acting asthe NAS. For
this configuration, TACACS+ (Cisco 1 OS) is selected. Having selected the Authenticate
User s Using selection, you need to finish the NAS information to compl ete the connection
between the AAA server and the NAS. Figure 13-8 shows the NAS information box. Note
the Explain button in the lower-right corner. Click this button to get an explanation of each
of the settings, as shown in Figure 13-9.

Figure 13-7 NAS Technology
iscosecure ACS Network Access server Details 5

To successfully configure CiscoSecure ACS to communicate with
your first NAS, the following information is required. Additional
NASes can be configured from within CiscoS ecure ACS once
installed.

Authenticate Users Using: TACACS + [Cisco 105) %

RADIUS [Cisco VPN 3000)

Access Server Name: RAADIUS [Cisco YPN 5000)
RADIUS [IETF)
Access Server [P Address: RADIUS [Ascend]

RADIUS [Juniper]
‘Windows Server |P Address: RADIUS [Noitel]

TACACS+ or RADIUS Key: I

Explain 3> |
< Back I MNext > I Cancel |

Figure 13-8 NASInformation

CiscoSecure ACS Network Access Server Detai

To successfully configure CiscoSecure ACS to communicate with
your first NAS, the following information is required. Additional
NASes can be configured from within CiscoS ecure ACS once
installed.

Authenticate Users Using: TACACS + [Cisco 105) "l
Access Server Name: Adh, Server

Access Server |P Address: 192 . 168 . 0O . 200

Windows Server |P Address: 192 . 16B . 0 . 10

TACACS+ or RADIUS Key: abe123

Explain 3> |

< Back Next > | Cancel |
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Figure 13-9 Explanation of Settings

Explanation of CiscoSecure ACS Network Access Server Details

All of these be comectly enable ication b the
network access server and CiscoSecure ACS,

The acoess server name is a name that idenbifies this network access server. If you add
addiional HASes later o add anather authentication protocol fof this one, sach name must
be Uniqus.

The [P address is the unique address assigned lo the network access server. Thisis
usually the IP addiess of the LAN inteiface.

The Windows Server IP addiess is the address assigned to the network card inthis
?mlﬂ.slhmhukwmﬂ must reside on the same LAN segment as this
ndows Server,

TheTACACSer#DILJEdkwuaDmd w Ihe
mmbﬂhhlﬂvﬂkmwwww

The identical eniries of the password in both places are required for communication.

UTAEAESoorRADIUShumbamme network access server, no key
a password in the TACACS + or RADIUS Key field and be sure to record it
Ti\eTm+urRADIUS key is case-sensitive.

You are prompted to select the advanced features you want to appear on the user interface.
Thisalowsyou to determine how much (or how little) detail you want to see when working
in the user interface. Figure 13-10 shows the available selections, and Figure 13-11 shows
the explanation screen that describes each of the available options.

Figure 13-10 Available Optionsin the User Interface

Advanced Options EI

Select which advanced options to be displayed in the
CiscoSecure ACS user interface,
¥ User Level Network Access Restrictions
¥ Group Level Network Access Restrictions
¥ Max Sessions
¥ Default Time of Day/Day of Week Specification
¥ Distributed System Settings

¥ Database Replication

These advanced options along with other features that you may
choose to display or hide from the user interface can al

selected from within CiscoSecure ACS after installation is
complete,

Explain »> | Nexst > Cancel
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Figure 13-11 Explanation of Options

Use this page to select which advanced features of the interface will appear in the
CiscoSecure ACS user interface, 'Y'ou can reduce the complesity of the entry screens by
turning off the features that you do not use,

User-Level Network Access Restriction

Displays or hides the NAS and Dialup fiter sections in the User Setup screen when they

are not in use,

G 1 Nek
p-Level

Explanation of Advanced Options Configu

L A B
F

Disulays_ or hides the NAS and Dialup fiter sections in the Group Setup screen when they

are not in use.

Max Sessions

Displays or hides the Max Sessions sections in the User Setup and Group Setup scieens

if they are not in use.

Default Time-of-Day/Day-of-Week Specification

Displays or hides the default Time-of-D ay/Day-of-Week grid in the group edit screen

when not in use,

Distributed System Settings

Displays or hides the AAA server table and the Distribution table in the network

configuration screen.

CiscoS Datab R

Displays or hides the CiscoSecure database replication page in the System Configuration

sCreen,

oK

Next you select from three actions for the AAA server to initiate in the event of a commu-

nications failure between the CSACS and the NAS. These settings also include SMTP

settings and the user account for the CSACS to send an alert to if afailure occurs. Figures
13-12 and 13-13 show the settings screen and the settings explanation screen.

Figure 13-12 Alert Action and Notification Settings

Active Service Monitoring

Hemedial Action on Log-In Failure

¥ Enable Log-in Monitoring

Script to execute; I'F!estalt Al 'l

Mail Notifications

¥ Enablz Mail Notifications

SMTP mail server: Imail Vourcompany.com
Mail account to notify: Isec;un[yadmin

Explain »»

< Back | Next > | Cancel |




268 Chapter 13: Overview of AAA and the Cisco PIX Firewall

Figure 13-13 Explanationsfor Alert Action and Notification Settings

Explanation of Active Service Monitorin

To enable the CiscoSecure ACS monitoring service, CSMon, check the Enable Log-in
Monitaring check bo, then click one of the following options:

All - restarts all CiscoSecure ACS services
RADIUS/TACACS+ - restarts just the protocol modules
Reboot - reboots the Windows 2000/NT server

“You can also develop your own scripts to be executed upon a failuie event. See the
Online Documentation for mare information.

To have CiscoSecure ACS generate an e-mail message when administrator events

oceur, check the Enable Mail Notifications check box, then enter the following
information:

SMTP Mail Server - Enter the name and domain of the sending mail server; for
example, serverl.company.com.

Mail account to notify - Enter the complete e-mail address of the intended recipient;
far example, msmith@company.cam.

oK |

Congratulations! You have completed the installation of CSACS on a Windows 2000

Server. After completing the review questions, fedl free to proceed to Chapter 14, “Config-
uration of AAA onthe PIX Firewall,” to configure CSACS.
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Foundation Summary

Authentication, authorization, and accounting are three separate functions performed by
AAA serversto allow access to resources. Each of these functions has a specific goal. No
oneis granted access of any kind until he or she is authenticated.

® Authentication—Identifies the entity (user).
® Authorization—Gives the user access based on his or her profile.
® Accounting—Maintains arecord of user access.

The Cisco PIX Firewall can maintain an internal user database or connect to an external
AAA server. The PIX supports both RADIUS and TACACS+ technologies. Figure 13-14
shows the steps that the AAA server takes during the entire AAA process.

Figure 13-14 AAA Server Steps

Step 1: User initiates connection to Web server and is prompted for username/password.

g' Step 2: NAS forwards user . Step 5: The firewall allows the connection. E

information to AAA for Internal

User authentication. Web Server
Workstation

Step 3: AAA server returns
authentication and authorization to NAS.

Step 4: AAA server logs the 5

connection (by user). AAA Server

CSACSisavailable for both Windows NT/2000 Server and UNIX and can be configured
for TACACS+ and RADIUS. The CSACS installation on Windows 2000 is an easy step-
by-step (Install Wizard) installation.
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Q&A

Asmentioned in the Introduction, the questionsin this book are more difficult than what you
should experience on the exam. The questions do not attempt to cover more breadth or depth
than the exam; however, they are designed to make sure that you know the answer. Hopefully,
these questions will help limit the number of exam questions on which you narrow your

choicesto two options and then guess. Be sure to use the CD and take the simulated exams.

The answers to these questions can be found in Appendix A.

1

Wheat platforms does CSACS support?
A Windows XP Professional

B UNIX

C  Windows NT Workstation

D Windows 2000 Professional

Why isit important to do accounting on your network?

What options are available to authenticate users on a PIX Firewall?
A Loca user database

B Remote RADIUS server

C Remote TACACSH+ server

D All of the above

What two technologies does the CSACS support?

Trueor false: Cut-through proxy authenticates users and then allows them to connect to
anything.

True or false: The CSACS installation on Windows NT/2000 Server is arelatively
simple Installation Wizard.

Which of the following are not connection types for authenticating to aPIX Firewall?
(Select dl that apply.)

A Telnet
B SSH
c FTP
D HTTPS






This chapter coversthe following exam topicsfor the Secure PIX Firewall Advanced Exam
(CSPFA 9E0-111):

29. Overview of AAA

20. Installation of CSACS for Windows NT/2000
31. Authentication configuration

32. Downloadable ACLs
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Configuration of AAA on the
Cisco PIX Firewall

This chapter addresses the commands necessary to configure authentication, authorization,
and accounting (AAA) on the Cisco PI X Firewall. You might remember that theimportance
of remembering the PIX commands was mentioned in the Introduction. In the real world,
it is possible to navigate your way around a PIX and figure out the correct syntax for a
command. Thisis not possible in the testing environment. You will be asked to select a
command that performs a certain function from alist of very similar commands. It isvery
important that you understand the correct syntax for each PIX command.

How to Best Use This Chapter

This chapter covers the communication between the Cisco PIX Firewall and the Cisco
Secure Access Control Server (CSACS). You will learn to configure the PIX to work with
aAAA server, and you will learn to configure the CSACS to work with the PIX. The config-
urations for authentication, authorization, and accounting are very similar and should be
relatively simple to remember. Quite afew commands and options are available for config-
uring each AAA component, but each is used for nearly every component. The CSACSis
asimple GUI-controlled package that includes online help. You need to become familiar
with the tabs on the navigation bar and how the different configurations interact.

“Do | Know This Already?” Quiz

The purpose of this quiz isto help you determine your current understanding of the topics
covered in this chapter. Write down your answers and compare them to the answersin
Appendix A. If you haveto look at any references to correctly answer the questions about
PIX functionality, you should read that portion and double-check your thinking by
reviewing the Foundation Summary. The conceptsin this chapter are the foundation of
much of what you need to understand to pass the CSPFA Certification Exam. Unless you
do exceptionally well onthe“Do | Know ThisAlready?’ pretest and are 100% confident in
your knowledge of this area, you should read through the entire chapter.
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12

13

14

True or false: The show aaa command shows you everything that hasto do with your
AAA server inits configuration.

Both your Cisco PIX Firewall and your CSACS are configured for TACACS+, but you
cannot configure the downloadable PIX ACLs. What is the problem?

What is the command to get authorization to work with accesslists?

What isthe one type of database you do not want to implement for alarge enterprise
network with many users?

What tab on the CSACS is used to configure the PIX, and what is the firewall
considered?

What three services are used to authenticate by default in the PIX?
How do you put text messages into the logon prompt for a Telnet session?
What three messages can you change with the auth-prompt command?

If your timeout uauth is set to 0:58:00, when is the user prompted to reauthenticate
after the session times out?

What does the option inactivity in the timeout uauth command mean?
What two formats can logs be written to using the CSACS?

If you create a user on the CSACS and do not assign that user to a group, what group
is he or she automatically assigned to?

You have added anew RSA SecurlD Token Server to the network. In which two
places do you configure the CSACS to use it?

What command is most commonly used to check your AAA configuration on the PIX?
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Foundation Topics

Chapter 13, “Overview of AAA and the Cisco PIX Firewall,” provided agood overview of
the AAA process and the CSACS for Windows 2000. This chapter addresses the configu-
ration of the Cisco PIX Firewall and the CSACS required to build an operational AAA
solution. The PIX must be configured to communicate with the CSACS, and the CSACS
must be configured to control the PIX. Although the PIX configuration is completed using
the command-line interface, the commands required are rather simple and fairly intuitive.
The CSACSiscompletely web-based, with instructions on every page, anditisvery simple
to configure. After completing this chapter, you should be intimately familiar with the
configurations of both the Cisco PIX Firewall and the CSACS combined as afunctional
AAA solution.

Specifying Your AAA Servers
Only two components are required to build aAAA solution:
® AAA server
® Network Access Server (NAS)

Itis possible to divide the AAA functions between multiple devices to reduce the
processing reguired by any single server. It isaso possible for asingle AAA server to
support multiple NASs. The point is that there is no single solution. The number of AAA
servers and NASs should be tailored to support the size and scope of the network being
accessed. Configuring the PIX to connect to aAAA server requires only afew commands.
Of course, quite afew options are available with each command. In this exercise, the Cisco
PIX Firewall is configured to connect to a CSACS located on the DMZ segment. Figure
14-1 depicts the network configuration used for the examplesin this chapter. Note that the
CSACS islocated on aDMZ segment rather than on the inside or outside segments. This
allowsyou to restrict access to the CSACS from either segment, making the system more
secure.
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Figure 14-1 Cisco PIX Firewall and CSACS Topology for This Chapter

CSACS
172.16.1.8

Web Server

[\|’ 192.168.1.18
' 4' FTP Server

— == 192.168.1.28

Configuring AAA on the Cisco PIX Firewall

Four steps are required to configure AAA on the PIX Firewall. Each of these steps must be
completed for the PIX to communicate with the AAA servers:

Client
10.10.10.10

Step 1 Identify the AAA server
Step 2 Configure authentication
Step 3  Configure authorization

Step 4 Configure accounting

Step 1: Identifying the AAA Server and NAS

You must be sureto have the correct information about your AAA server before attempting
to configure your PIX. The aaa-server command is used (from configuration mode on the
PIX) to specify the AAA server. Remember that you are dealing with at least two devices:
the PIX and the CSACS.

You must configure the PIX to recognize the CSACS asitsAAA server for authentication.
You must also configure the CSACS to communicate with the PIX with the necessary
account information so that the CSACS can validate authentication requests from the PIX.
To accomplish both tasks, you need to use the following commands:

aaa-server group_tag protocol auth_protocol

aaa-server group_tag (if_name) host server_ip key timeout seconds
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You must define the following command options and parametersfor the configuration to be
successful:

aaa-server—Designates the AAA server or server group. A group can have up to 14
servers, and the PIX can handle up to 14 groups of AAA servers, for atotal of 196
AAA servers. Thisallowsyoutotailor whichAAA servershandle certain servicesand
lets you configure your AAA servers for redundancy. When auser logsin, the NAS
contacts the first server in the group (see the group_tag description). If it does not
receive aresponse within the designated timeout period, it movesto the next server in
the group.

group_tag—The name used for the AAA server group. Thegroup _tagisalsousedin
the aaa authentication, aaa authorization, and aaa accounting commands.

protocol auth_protocol—The type of AAA server used—TACACS+ or RADIUS.

if name—Theinterface namefor theinterface on whichthe AAA server resides. This
designates how the firewall connects to the AAA server.

host server_ip—The AAA server's |P address.

key—A shared secret between the CSACS (server) and the PIX (client). Itisan
alphanumeric password that can be up to 127 characters.

timeout seconds—How long the PIX waits between transmission attempts to the
AAA server. The PIX makes four attempts to connect with the AAA server before
trying to connect to the next AAA server in the group. The default timeout is5
seconds; the maximun timeout is 30. Using the default timeout of 5 seconds, the PIX
attemptsfour transmissions, waiting 5 seconds between each attempt, for atotal of 20
seconds.

For the network examplein this chapter, you would enter the syntax shown in Example 14-1.
Example 14-7 ldentifying AAA Servers on the PIX

tgpix (config)# aaa-server TACACS+ protocol tacacs+
tgpix (config)# aaa-server TACACS+ (DMZ) host 172.16.1.8 abc123 timeout 20

For smaller networks with alimited number of users, you can authenticate to a database
configured locally on the Cisco PIX Firewall. Thisisnot arecommended configuration for
medium to large networks, because the processing required to maintain and authenticate
against alocal database reduces the firewall’s performance. The command to configure
authentication to alocal databaseis

aaa-server local
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NOTE To remove the aaa-server from the configuration, enter no aaa-server.

You finish configuring the CSACS to connect to the PIX by selecting the PIX during the
CSACS ingtalation, as shown in Figure 14-2.

Figure 14-2 Sdlecting the Network Access Server

CiscoSecure ACS Network Access Server Details El

To successfully configure CiscoSecure ACS to communicate with
wour first NAS, the following information is required. Additional
MNASes can be configured from within CiscoSecure ACS once
installed.

Authenticate Users Using: | TACACS+ (Ciscolns) 7]

Access Server Name: I.-‘i'-.-'l'-.ﬁ._Server

Access Server |P Address; I 192 . 168 . 0 . 200

Windows Server |P Address; I 192 168 . 0 . 10

TACACS+ or RADIUS Key: Ial:u:'l 23

Explain 3> |

¢ Back Mewt » | Cancel |

You also can create additional NASs or edit the current NAS settingsin CSACS by
selecting the Network Configuration tab on the CSACS main screen. Remember that the
CSACS callsthe NAS the “AAA client.” Figure 14-3 shows the settings for the PIX
Firewall in the CSACS.
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Figure 14-3 Configuring NASin CSACS

/2 CiscoSecure ACS for Windows 2000/NT - Microsoft Internet Explorer e i (5] x|

fEle Edt View Favorites Tools Help |

Gk + = - @ [2) & @search [EFavortes (BHstory | By S

Address [] htpijj127.0.0,1:2445) =] e Hunks (24

b sarw — Network Configuration

x

R it
+ AAA Server Name
E| Add AAA Server o AAA Server IP Address
EE Sroup l « Ee
b « Network Device Group
a | Sharedretie AAA Server Name |CSACS « AAA Server Type
mponen
P Server TP « Traffic Type
172.16.1.8
M o
- o ana
£51 Configuration
7 Log Update/Watchdog Packets from this remote AAA Server Server Name
Contlgats
nfiguratien | || AAA Server Type |C\5EGEEEU!E ACS for Windows 2000/NT j Type the name of the remote AAA server.
% fdministration| || Traffic Type inbound/outbound ¥
j@ ‘ External User
Dolbotes Submit | Submit + Restart | Cancel | AAA Server IF Address
Aotivity Type the TP address assigned to the remote AAA server.
| Sansentation 9 BacktoHelp [Back to Top]

Key

Type the shared secret that the remote AAA server and
the Cisco Secure ACS use to encrypt the data. The key
must be confipured in the remote AA & server and the
local Cisco Secure ACS server identically, including case
sensitivity.

i

NOTE

[ [ [@ intemet

The TACACS+ or RADIUS key specified on CSACS must exactly match the key specified
in the aaa-server command for communication between the CSACS server and the NAS
to be established.

Step 2: Configuring Authentication

Now that you have the AAA server and the NAS configured to communicate with each
other, you need to configure both for user authentication. First you need to configure the
authentication parameters on the Cisco PIX Firewall, and then you need to create the user
accounts on the CSACS. Three types of authentication are supported on the PIX Cisco
Firewall:

® TACACS+
® RADIUS
¢ LOCAL
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The aaa authentication command has three different types. The following list describes
the options and variables you find collectively within all three:

include—Creates arule with a specified service.
exclude—Creates an exception to a previously defined rule.

authen_service—The service that isincluded or excluded. It is the application with
which the user accesses the network. The PIX Firewall can authenticate only viaFTPR,
HTTR, and Telnet. You can configure the authen_service as“any” to allow the PIX to
authenticate any of the three, but this does not allow your users to authenticate using
any protocol other than FTP, HTTP, or Telnet.

inbound—Specifies that the PIX isto authenticate inbound traffic (originates on the
inside interface and is directed to the outside interface).

outbound—Specifies that the PIX is to authenticate outbound traffic (originates on
the outside interface and is directed to the inside interface).

if name—The interface name from which the users should be authenticated. Thisis
optional. By default, the user must authenticate before being allowed through the PIX
Firewall. Therefore, outbound traffic authenticates at theinside interface, and inbound
traffic authenticates at the outside interface.

local_ip—The host address or network segment with the highest security level. As
with the other address definitions on the PIX Firewall, O is used to define “any.”

local_mask—The subnet mask that appliesto thelocal_ip. 0 isused to define “any.”
foreign_ip—Defines the address space with the lowest security level. The use of 0
defines “any.”

foreign_mask—The subnet mask that appliesto the foreign_ip. 0 is used to define
“any.”

group_tag—The name used for the AAA server group. The group_tagisalso usedin
the aaa-server, aaa authorization, and aaa accounting commands.

The following sections describe the three different formats and functions of the aaa
authentication command in greater detail.

Manually Designating AAA Authentication Parameters

The first command allows you to manually designate the authentication parameters using
the items in the preceding list. The syntax for this command is as follows:

aaa authentication include/exclude authen_service inbound/outbound if _name local ip

local_mask foreign_ip foreign_mask group_tag
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Example 14-2 shows the syntax for requiring all inbound traffic to authenticate except for
traffic connecting to host 192.168.1.28 based on the network shown in Figure 14-1.

Example 14-8 Configuring AAA Authentication on the PIX

tgpix (config)# aaa authentication include any inbound @ @ @ @ TACACS+
tgpix (config)# aaa authentication exclude http inbound 192.168.1.28
255.255.255.255 @ @ TACACS+

Notethat thelocal _ip listedisapublic address. Thisisbecauseinbound traffic cannot route
to aprivate address. To configure this authentication, you must ensure that you have astatic
address translation or NAT configured for your local_ip and that you list the trandated
address asthelocal_ip.

Designating AAA Authentication Parameters Via Access Lists

Example 14-9

NOTE

It isaso possible to configure your AAA authentication to reference access lists using the
match command. This configuration removes the requirement of manually defining the
local and foreign addresses. The syntax for AAA authentication using accesslistsis as
follows:

aaa authentication match acl _name inbound | outbound if name group_tag

Example 14-3 isan example of the aaa authentication command including the referenced
access list.

Configuring aaa authentication match

tgpix (config)# static (inside.outside) 192.168.200.1 10.10.10.10 netmask
255.255.255.255

tgpix (config)# access-list PIXTEST permit tcp any host 192.168.200.2 eq 80

tgpix (config)# access-group PIXTEST in interface outside

tgpix (config)# aaa authentication match PIXTEST inbound TACACS+

The static translation and access group are also included in this example because each is
required in order to have the correct public address and to apply the access list.

Chapter 7, “Configuring Access,” discusses access lists in greater detail.

One additional command you should use when configuring authentication is sysopt uauth
allow-http-cache. This command allows the HTTP cache for user authentication, which
prevents the user from having to reauthenticate when navigating the Internet when HTTP
authentication is required.
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Console Access Authentication

Thefinal type of AAA authenticationisfor direct connectionsto the Cisco PIX Firewall. It
isvery important to restrict accessto the firewalls as much as possible. Oneway to increase
your firewall’s security isto require all accessto the firewall to be authenticated by aAAA
server. The aaa authentication console command prompts the user to authenticate differ-
ently, depending on the method used to access the Cisco PIX Firewall:

NOTE

NOTE

serial—Causes the user to be prompted before the first command of the command-
line prompt when connecting directly to the firewall viaa serial cable. The user is
continually prompted until he or she successfully logsin.

telnet—Causes the user to be prompted before the first command-line prompt when
attempting a Telnet session to the CLI. The user is continually prompted until he or
she successfully logsin.

ssh—Causes the user to be prompted before the first command-line prompt when
attempting a Secure Shell (SSH) session to the CLI. If the user is unable to
successfully authenticate within three attempts, he or sheisdisconnected and receives
the message “ Rejected by Server.”

http—This option is selected when you use the PIX Device Manager (PDM) to
manage your Cisco PIX Firewall. PDM users see a pop-up window in their browser
(PIX Device Manager). The user is continually prompted until he or she successfully
logsin.

enable—With this option, the PIX requiresAAA server authentication to enter
privileged mode. The enable option prompts the user for a username and password
before entering privileged modefor serial, Telnet, and SSH connections. If the user is
unable to successfully authenticate after three attempts, he sees the “Access Denied”

message.

By default, the PDM can access the Cisco PIX Firewall with no username and the enable
password unless the aaa authentication http console group_tag command is set.

The PIX supports usernames up to 127 characters and passwords up to 63 characters.
Usernames and passwords cannot contain the @ character. The PDM islimited to a
maximum of 30 characters for the username and 15 characters for the password.

To remove the aaa authentication from the configuration, enter no aaa authentication.
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Authentication of Services

The Cisco PIX Firewall isdesigned to authenticate usersviaFTP, HTTP, and Telnet. Many
other services passing through the PIX require authentication. To fulfill this requirement,
the PIX supportsvirtual services. The Cisco PIX Firewall can perform functionsfor servers
that do not exist and allow the PIX to authenticate users who want to connect to services
other than FTP, HTTP, and Telnet. After the user has been authenticated, he can access
whatever authorized services he is requesting.

Your company uses Microsoft NetM eeting to communi cate between its many different
branch offices. NetMeeting runs on the H.323 protocol, which uses a number of different
ports. To alow this access, users must authenticate viaFTR, HTTR, or Telnet. If you do not
have a server available to accept the FTP, HTTP, or Telnet connections, you can configure
the Cisco PIX Firewall to accept the connections viaavirtua service.

Virtual Telnet

Vitrual Telnet allows the user to authenticate using Telnet and use a service that does not
support authentication. The PIX accepts the user’s connection and challenges him for a
username and password. The username and password are verified by the TACACS+ or
RADIUS server. If the user successfully authenticates, the connection to his requested
serviceiscompleted. An additional server isnot required to accept the connection, because
the Cisco PIX Firewall createsavirtual server to handle the authentication requests. Virtual
Telnet sessions can be inbound or outbound on the PIX.

To configurevirtual Telnet onthe Cisco PIX Firewall, you must first createthevirtual server
on a segment that can be reached viathe PIX. Normally thisis an address on the firewall’s
outside interface. In Figure 14-4, the virtual I1P addressis 192.168.1.4. This public IP
address can be accessed from both inside networks and public networks (such as the
Internet). The syntax of the virtual telnet command is as follows:

virtual telnet ip address
Figure 14-4 Assigning the IP for Virtual Services

CSACS

172.16.1.8
NetMeeting
Server

Outside 192.168.200.1
192.168.1.1
. i—Q—E

Client Virtual IP
10.10.10.10 192.168.1.4
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Example 14-4 shows the virtual Telnet configuration that authenticates host 10.10.10.10
when you make an outbound connection to a NetMeeting server located on the Internet.

Example 14-10 Configuring Virtual Telnet Outbound Connections

tgpix (config)# ip address outside 192.168.1.1 255.255.255.0

tgpix (config)# ip address inside 10.10.10.1 255.255.255.0

tgpix (config)# global (outside) 1 192.168.1.20-192.168.1.40 netmask 255.255.255.0

tgpix (config)# nat (inside) 1 0 0 0

tgpix (config)# aaa-server TACACS+ protocol tacacs+

tgpix (config)# aaa-server TACACS+ (DMZ) host 172.16.1.8 abc123 timeout 20

tgpix (config)# aaa authentication include telnet outbound @ @ @ © TACACS+

tgpix (config)# virtual telnet 192.168.1.4

tgpix (config)# static (inside, outside) 192.168.1.5 10.10.10.10 netmask
255.255.255.255 0 0

tgpix (config)# access-list NetMeeting permit tcp 192.168.200.1 255.255.255.255
10.10.10.10 255.255.255.255 any eq H323

tgpix (config)# access-group NetMeeting in outside

Now let's change the positions of the client and server. Thistime the NetMeeting server is
behind the Cisco PIX Firewall, and the client ison the Internet. The PIX configuration must
change to allow the inbound traffic to connect to the NetMeeting server. First, the

NetM eeting server needsto have apublic | P address, which meansthat you need to perform
static translation. Second, you need to configure the accessliststo allow theinbound traffic.
Example 14-5 shows the configuration required to allow inbound connections to a desti-
nation on the protected network.

Example 14-11 Configuring Virtual Telnet Inbound Connections

tgpix (config)# ip address outside 192.168.1.1 255.255.255.0
tgpix (config)# ip address inside 10.10.10.1 255.255.255.0

tgpix (config)# global (outside) 1 192.168.1.20-192.168.1.40 netmask 255.255.255.0

tgpix (config)# nat (inside) 1 0 0 0

tgpix (config)# aaa-server TACACS+ protocol tacacs+

tgpix (config)# aaa-server TACACS+ (DMZ) host 172.16.1.8 abc123 timeout 20

tgpix (config)# aaa authentication include telnet outbound @ @ @ @ TACACS+

tgpix (config)# virtual telnet 192.168.1.4

tgpix (config)# static (inside, outside) 192.168.1.5 10.10.10.10 netmask
255.255.255.255 0 0

tgpix (config)# access-1list NetMeeting permit tcp 192.168.200.1 255.255.255.255
10.10.10.10 255.255.255.255 any eq H323

tgpix (config)# access-group NetMeeting in outside

NOTE To remove the virtual telnet from the configuration, enter no virtual telnet.
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Virtual HTTP

Virtual HTTP functions similarly to virtual Telnet in that the PIX acts asthe HTTP server
viaan additional 1P assigned to the firewall. The user might believe that heis accessing the
web server, but heis actually accessing the virtual server for the authentication prompt,
being authenticated by aAAA server, and ridirected to his destination after successful
authentication. The syntax for virtual http is

virtual http ip _address

Normally theip_address should be an addressin the inside network segment. Thisway, the
internal users accessit directly, and the external users connect to it via static address trans-
lation at the firewall. Of course, the inbound users require authentication and also must be
permitted by an accesslist or conduit. Example 14-6 depicts the configuration for virtual
HTTP onthe PIX Firewall.

Example 14-12 Configuring Virtual HTTP Inbound Connections

tgpix (config)# ip address outside 192.168.1.1 255.255.255.0
tgpix (config)# ip address inside 10.10.10.1255.255.255.0

tgpix (config)# global (outside) 1 192.168.1.20-192.168.1.40 netmask 255.255.255.0

tgpix (config)# nat (inside) 1 0 0 0

tgpix (config)# aaa-server TACACS+ protocol tacacs+

tgpix (config)# aaa-server TACACS+ (DMZ) host 172.16.1.8 abc123 timeout 20

tgpix (config)# static (inside, outside) 192.168.1.5 10.10.10.5 netmask
255.255.255.255 0 0

tgpix (config)# aaa authentication include any inbound 192.168.1.5 255.255.255.255
0 @ TACACS+

tgpix (config)# access-list WebTest permit tcp any host 192.168.1.5 255.255.255.255
eq www

tgpix (config)# access-group WebTest in outside

tgpix (config)# virtual http 192.168.1.5

NOTE To remove the virtual http from the configuration, enter no virtual http.

Authentication Prompts

The auth-prompt command is used to configure the exact text used when the user is
challenged to authenticate, successfully authenticates, or does not authenticate. This
command setsthetext for FTR, HTTP, and Telnet session authentication. The syntax of this
command is

auth-prompt [prompt | accept | reject] string

The string isthe text that is displayed. It can be up to 235 charactersin length for FTP and
Telnet connections. It islimited to 120 characters for HT TP connections using Netscape
Navigator and 37 charactersfor HT TP connections using Microsoft Internet Explorer. The
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string should not include any special characters. It ends with either a question mark (?) or
by pressing the enter key.

The auth-prompt command has three options:

® prompt—Thetext that is displayed when the user is prompted to authenticate:
“Accessto thislocation is restricted, please provide username and password” .

® accept—Configures the text displayed if the user successfully authenticates using a
Telnet session: “ User Authentication compl ete, please continue”. No text isdisplayed
for authentication using FTPor HTTP.

® rgect—Configuresthetext displayedif theuser isunableto successfully authenticate
using a Telnet session: “Authentication unsuccessful, if you feel that you have
received thismessagein error please contact your systemsadministrator”. Thetext for
FTP and HTTP authentication sessions cannot be configured on the PIX.

Authentication Timeout

NOTE

After auser is successfully authenticated, his or her user information is saved in cache for
a predetermined amount of time. You set thistime by configuring the timeout uauth
command. It is specified in hours, minutes, and seconds. If the user session idle time
exceeds the timeout, the session is terminated, and the user is prompted to authenticate
during the next connection. To disable caching of users, usethetimeout uauth 0 command.
Be sure not to use timeout uauth 0 when using virtual http. This setting prevents any
connectionsto the real web server after successful authentication at the Cisco PIX Firewall.

If the firewall is performing NAT, the timeout uauth value must be less than the timeout
xlate value to ensure that the user authentication times out before the address trandl ation.

Two command options or settings are associated with the timeout uauth command:

® absolute—The default setting for the uauth timer. This setting sets the timer to
prompt the user to reauthenticate after the timer elapses only when the user startsa
new connection. If the user leaves the session open and the timer elapses, and he
closesthe browser without clicking another link, heisnot prompted to reauthenticate.
Setting the uauth timer to O disables caching of user authentication and therefore
disables the absolute option.

® inactivity—The period of inactivity that must occur before the timer starts. Thisis
how long the system waits before it considers a connection idle.

Example 14-7 depictsthetimeout command with the absoluteand inactivity settings. The
first command sets the timer to 4 hours and tells the system not to prompt the user after the
session times out unless heinitiates another session. The second command definesa 30-minute
period of inactivity as an idle session and tells the system to start the timer at that point.
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Example 14-13 Configuring Timeout on the PIX

tgpix (config)# timeout uauth 4:00:00 absolute
tgpix (config)# timeout uauth 0:30:00 inactivity

The final command associated with timeoutsis clear uauth. This command forces the
system to del ete the authorization cache for all users. This makesthe system reauthenticate
every user when they initiate their next connection.

Step 3: Configuring Authorization

When discussing authorization, you should first understand the difference between authen-
tication and authorization:

® Authentication identifies who the user is.

® Authorization determines what the user can do.

® Authentication is valid without authorization.

® Authorization isinvalid unless the user has successfully authenticated.

Authorization is not a requirement, but rather a method of allowing you to become more
granular in what accessyou give specific users. After users have successfully authenticated,
they can be given the access they have requested. This accessis configured using the aaa
authorization command. The syntax for the aaa authorization command is very similar
to the aaa authentication command, except for the service. The Cisco PIX Firewall does
not permit or deny any traffic based solely on the aaa authorization commands. This
configuration merely tells the firewall which servicesit needsto reference the AAA server
for authorization before allowing or denying the connection. A TACACS+ server performs
AAA authorization. The server is configured using the following syntax:

aaa authorization tacacs_server_tag

tacacs server_tag specifies the TACACS+ server to be used for authorization.

author_serviceisthe service defined for aaa authorization. The author _service parameter
defines any service that requires authorization by listing them asinclude or exclude and
defining the direction the request is travleing as outbound or inbound. Services not listed
are implicitly authorized. author_service can be any, ftp, http, telnet, or protocol/port.
Authorization of servicesis configured using the following syntax:

aaa authorization include | exclude author_service inbound | outbound if_name local ip
local_mask foreign_ip foreigh_mask
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Example 14-8 shows the commands used to authorize outbound DNS requests and all
inbound services except HTTP requests from 192.168.1.28 to any destination.

Example 14-14 Configuring Authorization on the PIX

tgpix (config)# aaa authorization include any inbound outside @ @ @ @ TACACS+

tgpix (config)# aaa authorization exclude http inbound outside 192.168.1.28
255.255.255.255 @ 0 TACACS+

tgpix (config)# aaa authorization include udp/53 outbound inside @ @ @ @ TACACS+

NOTE To remove the aaa authorization from the configuration, enter no aaa authorization.

CSACS and Authorization

After the Cisco PIX Firewall is configured correctly, you must configure authorization on
your CSACS. If your CSACS s aready configured with the PIX asthe NAS, afew steps
remain to configure authorization:

Step 1  Configure user accounts within the CSACS.
Step 2 Assign usersto a group.

Step 3 Apply authorization rules to the group.

Steps 1 and 2: Configuring User Accounts Within the CSACS and Assigning
Users to a Group

To configure new usersin CSACS, select the User Setup tab on the left navigation bar.
When the User Setup windows appears, enter the username in the User: box, and then click
Add/Edit, as shown in Figure 14-5. You see the screen shown in Figure 14-6.

In the User Setup window, the administrator can configure many options pertaining to the
user account:

® Account Disabled—L etsyou create accountsfor userswho are not yet ready to begin
using the system. For example, suppose you aretold that the company has hired anew
employee who is scheduled to begin working in three weeks. You can configure the
user account and then turn it on when the new employee starts work.

® Supplementary User Info—An optional field for entering user information. It isa
very good ideato complete these fields, because they help you keep track of your user
accounts as your user base grows:

— Real Name—The user’s name, not the user account name.

— Description—A desription of the user. Normally this field describes the
user’s position within the company.
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Figure 14-5 Creating User Accounts on the CSACS
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® User Setup—Select the type of authentication database, and enter the user password:

— Passwor d Authentication—Two types of password authentication are
available on the CSACS by default. You can add a number of additional
authentication types using the External User Databases tab on the left
navigation bar. Select the authentication type from the drop-down menu:

CiscoSecur e Database—A uthenticates the user from a database
installed locally on the CSACS.

Windows NT/2000—A uthenticates the user against aWindows NT/
2000 that is located on the same system that is running the CSACS.

External User Database—You can add multiple configurations for
each of the following authentication services: Vasco Token Server,
RSA SecurlD Token Server, RADIUS Token Server, External ODBC
Database, Windows NT/2000, Novell NDS, Leap Proxy RADIUS
Server, Generis LDAP, SafeWord Token Server, CryptoCard Token
Server, AXENT Token Server, and ActivCard Token Server.
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Figure 14-6 Configuring User Accounts on the CSACS

Ve e 0% R b (L %) . Sl ] T Ko ol )
e DR e Rpeoen Ded oor =
I I - B LT R L ]

e B A T LT A v| g | siy

drreww [masled Sieam

{ et e mr Dhustded chack Tox i St dar
| — febwa | Carca | i : - .

el T 1L T o ep—p—

[ Bt

I

— Password and Confirm Passwor d—Enter and confirm the user’s
password.

— Separate(CHAP/M S-CHAP/ARAP) Passwor d—Thisfeatureisnot used
on the PIX Firewall.

— Group to which the user isassigned—Select a user group from the drop-
down box. All users are assighed to the Default Group unless they are
specifically assigned to another group. Grouping the users and applying
rules to groups allows you to efficiently administer the authentication
services.

— Callback—This feature is not used on the PIX Firewall.

— Client IP Address Assignment—This feature is not used on the PIX
Firewall.

® Network Access Restrictions—Defines per-user network access restrictions.

® Max Sessions—Contains three radio buttons that define the maximum number of
concurrent sessions the user can have:



Configuring AAA on the Cisco PIX Firewall 291

— Unlimited—The user can maintain an unlimited number of concurrent
sessions through the firewall.

— Fill in the box—Defines the maximum number of concurrent sessions.
— Usegroup settings—The default setting. The maximum number is defined
at the group level.

® Account Disable—Configures the parameters for disabling a user account based on
the date or a number of failed logon attempts. Do not confuse this option with the
Account Disabled option at the top of the User Setup page.

— Never—The default setting. It allows the user unlimited attemptsto log on.

— Disable account if:
Date exceeds—Select the date from the drop-down boxes. The default
setting is 30 days after the account is created.
Failed attempts exceed—Add the number of allowed failed attempts
to the box.
An indicator shows the number of failed attempts since the last
successful logon.

Thereis acheck box for you to reset the failed attempts count on
submit.

Step 3: Applying Authorization Rules to the Group

Now that the user account is created and the user is assigned to agroup, it istime to apply
authorization rules to the group. Select the Group Setup tab on the navigation bar on the
left.

Figure 14-7 shows the available selections in the initial Group Setup window.
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Figure 14-7 Configuring a Group Setup on the CSACS
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You can select the group from the drop-down box and select any of three options for that
group:

® Usersin Group—Replacesthe Help window on theright side of the screen with alist
of the users assigned to the selected group, as shown in Figure 14-8. Each username
isalink to that user’s configuration in the User Setup.

® Edit Settings—This option allows you to edit the specific settings for the selected
group. Thisis where the authorization rules are applied to the group.

® Rename Group—Groups can be renamed to simplify administration. Users can be
added to groups based on like positions or job functions (such as marketing, sales,
infrastructure, and security).
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Figure 14-8 Usersin Group
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® You configure commands by editing the settings for a specific group. Select Group
Setup from the navigation bar, click Edit Settings, and scroll down to the Shell
Command Authorization Set. You see radio buttons and a Command box that is a
subset, as shown in Figure 14-9.

To configure shell command authorization for AAA clients using TACACSH, set the
options in this section as applicable:

® None—If you do not want to apply TACACS+ shell command authorization for users
belonging to this group, select this option (Thisisthe option selected in Figure 14-9).

® Assign a Shell Command Authorization Set for any network device—To apply a
shell command authorization set to all TACACS+ AAA clients, select this option and
then select the set you want from the corresponding list.
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Figure 14-9 Command Authorization Sets
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Assign a Shell Command Authorization Set on a per Network Device Group
Basis—To apply a shell command authorization set to the TACACS+ AAA clients
belonging to a particular Network Device Group (NDG), select this option, and then
use the following options:

— Device Group—From thelist, select the NDG to which you want to assign
a shell command authorization set.

— Command Set—From thelist, select the shell command authorization set
you want to apply to the NDG.

— Add Association—Click to add the NDG and command set selected to the
Device Group/Command Set list.

— Remove Associate—To remove an NDG/command set association, select
from the Device Group/Privilege list the NDG/command set association
you want to remove, and then click Remove Associate.
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NOTE Shell command authorization sets are created and configured in the Shared Profile
Components window.

® Per Group Command Authorization—To set TACACS+ shell command
authorization on a command-by-command basis, select this option, and then use the
following options:

— Unmatched Cisco |OS commands—To determine how CSACS handles
commands that you do not specify in this section, select either Permit or
Deny as applicable.

— Command—Sel ect this check box, and then enter the Cisco |OS command
in the corresponding box.

— Arguments—For each argument of the Cisco |OS command, specify
whether the argument isto be permitted or denied. These should be entered
in the format per mit argument or deny argument. This allows you to
specify which commands are permitted or denied.

— Unlisted Arguments—To permit only the argumentslisted, select Deny. To
allow usersto issue al arguments not specifically listed, select Permit. This
setting allows you to permit or deny all commands and arguments not listed
previously.

Step 4: Configuring Accounting

You have successfully configured both your Cisco PIX Firewall and CSACS for authenti-
cation and authorization. The final portion isto configure accounting. Accounting is used
to track specific traffic passing through thefirewall. It al so ensuresthat usersare performing
functionsin keeping with company policies. Log datais commonly stored and can be used
to investigate employees who are using their Internet connections for activities not autho-
rized by the employer. The general syntax for the command that accomplishes accounting
isasfollows:

aaa accounting include | exclude acctg service inbound | outbound | if name local ip
local_mask foreign_ip foreign _mask group_tag

The following items are defined within the aaa accounting command:
® include—Create arule with a specified service.
® exclude—Create an exception to a previously defined rule.

® acctg_service—The servicethat isincluded or excluded. It isthe service that the user
isreguesting accessto the network. You can configure acctg_serviceasany, ftp, http,
telnet, or protocol/port. When you configure protocol/port, the protocol islisted asa
number:
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— ICMP—1
— TCP—6
— UDP—17

inbound—Specifies that the PIX isto authenticate inbound traffic (originates on the
inside interface and is directed to the outside interface).

outbound—Specifies that the PIX is to authenticate outbound traffic (originates on
the outside interface and is directed to the inside interface).

if name—The interface name from which the users should be authenticated. Thisis
optional. By default, the user must authenticate before being allowed through the PIX
Firewall. Therefore, outbound traffic authenticates at theinside interface, and inbound
traffic authenticates at the outside interface.

local_ip—The host address or network segment with the highest security level. As
with the other address definitions on the PIX Firewall, O is used to define “any.”

local_mask—The subnet mask that appliesto thelocal_ip. 0 isused to define “any.”
foreign_ip—Defines the address space with the lowest security level. The use of 0
defines “any.”

foreign_mask—The subnet mask that appliesto the foreign_ip. 0 is used to define
“any.”

group_tag—The name used for the AAA server group. The group_tagisasousedin
the aaa-server, aaa authorization, and aaa accounting commands.

Example 14-9 shows how to configure AAA accounting on the PIX.

Example 14-15 Configuring AAA Accounting on the PIX

tgpix (config)# aaa accounting include any inbound @ @ @ @ TACACS+
tgpix (config)# aaa accounting include any outbound @ @ @ @ TACACS+

As with authentication and authorization, it is possible to configure the PIX to match an
access list, as demonstrated in Example 14-10.

Example 14-16 Configuring AAA Accounting to Match an ACL

NOTE

tgpix (config)# static (inside.outside) 192.168.200.2 10.10.10.10 netmask

255.255.255.255

tgpix (config)# access-list PIXTEST permit tcp any host 65.197.254.5 eq 80
tgpix (config)# access-group PIXTEST in interface outside
tgpix (config)# aaa accounting match PIXTEST inbound TACACS+

To remove the aaa accounting from the configuration, enter no aaa accounting.
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Viewing Accounting Information in Cisco Secure

Now that the Cisco PIX Firewall is configured to perform accounting, you need to ensure
that the CSACS is properly configured to log the events. Select System Configuration, as
shown in Figure 14-10, select the Logging tab on the navigation bar, and check off the log
format and the items you want to log (see Figure 14-11). Logscan besavedina .CSV (flat
file) or ODBC (database) format.

Figure 14-10 CSACS System Configuration Options Screen
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Figure 14-11 CSACSLogging Targets and Options Screen
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You can view several reports from the CSACS browser interface. Select Reports and
Activity from the navigation bar (see Figure 14-12) and choose the report you want by
clicking the applicable button in the |eft window. Reports are available for TACACS+ and/
or RADIUS only if aAAA client has been configured to use that protocol.



Configuring AAA on the Cisco PIX Firewall 299

Figure 14-12 CSACS Reports and Activity Options Screen
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the report you want by clicking the applicable button in the left window. Reports are
available for TACACS+ and/or RADIUS onlyifa AAA client has been configured to
use that protocol

Y saktoter Some reports are available only if the applicable option is enabled in Interface
Configuration: Advanced Options and configured in System Configuration. After
you select the type of report to view, a list of choices opens in the right window. Click
the name of the report you want

&

[ [ @ miemet

Some reports are available only if the applicable option is enabled in the Interface Config-
uration: Advanced Options panel (see Figure 14-13) and configured in System Configu-
ration. After you select the type of report to view, alist of choices appearsin the right
window. Click the name of the report you want.
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Figure 14-13 Interface Configuration Options for CSACS Reports
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Cisco Secure and Cut-Through Configuration

Cut-through proxy isafeature of the Cisco PIX Firewall that allowsit to open connections
after authenti cating and authorizing auser with the AAA server. Thisfeature was discussed
in Chapters 1 and 2. The user initiates aconnection to hisor her destination and is prompted
for ausername and password by the PIX. The user-provided information is verified by the
AAA server, and the connection is allowed by the firewall.

Configuring Downloadable PIX ACLs

Version 3.0 of CSACS allowsyou to create a“ downloadable ACL” using the shared profile
component. The downloadable ACL configuration is supported for RADIUS servers only.
To verify that your configuration isfor aRADIUS server, select Network Configuration
from the navigation bar and click AAA Client. Verify that RADIUS (Cisco IOS/PIX) is
selected, as shown in Figure 14-14.



Configuring Downloadable PIX ACLs 301

Figure 14-14 RADIUS (Cisco IOS/PIX) Configuration
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Select Shared Profile Components from the navigation bar, click thelink for Downloadable
PIX ACL, and select Add.

NOTE If you are not configured for a RADIUS server, the Downloadable PIX ACL link is
unavailable.

Addthefollowinginformationinthe Downloadable PI X ACL s configuration box, and click
Submit:

® Name—The access list name.
® Description—A description of the accesslist.

® ACL Definitions—A test of the command. This should use the same format as the
command used on the PIX Firewall, except for the access list name. It is aso not
necessary to add the access list to an access group. Thisis done automatically when
the ACL is downloaded to the PIX Firewall.
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Figure 14-15 shows a downloadable ACL configured to allow outbound accessto
WWW.Ci SCO.com.

Figure 14-15 Creating a Downloadable ACL
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After you configure the downloadable ACL in Shared Profile Components, you can add it
to either an individual user setup or a group setup. Figure 14-16 shows the Downl oadable
ACLsbox in Group Setup. To add the downloadable ACL to the group, simply check the

box and select the ACL name from the drop-down box.
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Figure 14-16 Selecting a Downloadable ACL
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Troubleshooting Your AAA Setup

Troubleshooting your AAA configuration can be a simple function or a difficult process,
depending on how complicated the configuration is and how well you documented it. It is
alwaysinyour best intereststo document any configuration and to be asdetailed as possible
when doing so. It is also recommended that you use best practices such as adding usersto
groups and applying rules to groups rather than to users, using a standardized naming
convention, and completing the description fields and comment blocks when creating
elements, rules, components, and so on. Neglecting these basic steps can turn arelatively
simpleissue into an extremely difficult troubleshooting event. It isalso agood ideato
remember the basic troubleshooting method o