Checkpoint 156-215-70

O‘) ACTUAL TESTS

AM. ANYTIME.

156-215.70 Check Point Certified Security
Administrator R70

Practice Test

Version 3.0



Checkpoint 156-215-70: Practice Exam

QUESTION NO: 1

QUESTION NO: 2

You run a standalone deployment with a machine that runs SecurePlatform NGX R60. You now
want to change the configuration to distributed deployment. You get a new machine with high
specification in order to implement Security Gateway R70 in a distributed deployment. How would
you use these two machines to successfully migrate the NGX R60 configuration?

A. (A) Run R70 CDROM in the old machine to upgrade the existing SecurePlatform R60 to R70
and install the R70 Security Gateway. (B) Run sysconfig to complete configuration. (C) On the
new machine, install SecurePlatform as the primary Security Management Server only. (D)
Transfer the exported .tgz file into the new machine, import the configuration, and then reboot. (E)
Go to the SmartDashboard, change the Gateway object to the new version, and reset SIC for the
Gateway object.

B. (A)On the existing machine, export the NGX R60 configuration to a network share.

(B) Run R70 CDROM in the old machine to upgrade the existing SecurePlatform R60 to R70 and
install the R70 Security Gateway. (C) Run cpconfig to complete configuration.

(D) On the new machine, install SecurePlatform as the primary Security Management Server only.
(E) Transfer the exported .tgz file into the new machine, import the configuration, and then reboot.
(F) Go to the SmartDashboard, change the Gateway object to the new version, and reset SIC for
the Gateway object.

C. (A)On the existing machine, export the NGX R60 configuration to a network share.

(B) Run R70 CDROM in the old machine to upgrade the existing SecurePlatform R60 to R70 and
install the R70 Security Gateway. (C) Run sysconfig to complete configuration.

(D) On the new machine, install SecurePlatform as the primary Security Management Server only.
(E) Transfer the exported .tgz file into the new machine, import the configuration, and then reboot.
(F) Go to the SmartDashboard, change the Gateway object to the new version, and reset SIC for
the Gateway object.

D. (A) Run R70 CDROM in the old machine to upgrade the existing SecurePlatform R60 to R70
and install the R70 Security Gateway. (B) Run cpconfig to complete configuration. (C) On the new
machine, install SecurePlatform as the primary Security Management Server only. (D) Transfer
the exported .tgz file into the new machine, import the configuration, and then reboot. E. Go to the
SmartDashboard, change the Gateway object to the new version, and reset SIC for the Gateway
object.

E. (A)On the existing machine, export the NGX R60 configuration to a network share. (B) Uninstall
the R70 Security Gateway. (C) Run sysconfig to complete configuration.

(D) On the new machine, install SecurePlatform as the primary Security Management Server only.
(E) Transfer the exported .tgz file into the new machine, import the configuration, and then reboot.
(F) Go to the SmartDashboard, change the Gateway object to the new version, and reset SIC for
the Gateway object.
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Answer: C

QUESTION NO: 3

Examine the diagram and answer the question. What do you think is missing from the rule?
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A. Implicit rule

B. Stealth rule

C. Anti-spoofing rule
D. Pseudo rule

E. Cleanup rule

Answer: E

QUESTION NO: 4
Which of the following would you not test if SIC fails to initialize?

A. Check the date and time at the operating systems and make sure the time is accurate

B. Ensure connectivity between the gateway and Security Management server

C. Verify that Security Management server and SmartDashboard use the different SIC activation
key

D. Ensure the Security Management server's IP address andname are in the /etc/hosts file on the
gateway

E. On the gateway, type fw unloadlocal to remove the security policy so that all traffic is allowed
through

"Pass Any Exam. Any Time." - www.actualtests.com 3



Checkpoint 156-215-70: Practice Exam

Answer: C

QUESTION NO: 5

What Dashboard will you go to in Network Voyager in order to get information regarding CPU
Utilization and memory Utilization when performing Performance Monitoring?

A. System Dashboard

B. Traffic Dashboard

C. Connection Dashboard

D. Connection Map Dashboard
E. Forwarding Dashboard

Answer: A

QUESTION NO: 6

The diagram shows sample configuration for Anti-Virus Checking for Incoming Email. Which one
of the following is not a step to configure Anti-Virus checking for incoming email?
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A. Define rules that use the resource

B. Create a gateway object to represent the Security Gateway

C. Create an OPSEC Application object to represent the OPSEC Application server, and associate
it with the host object
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D. Define an SMTP resource that uses the OPSEC Application object, and associate it with the
OPSEC Application object

E. Create a host object for the machine on which the third-party, OPSEC server application is
installed

Answer: B

QUESTION NO: 7

You execute series of command in Transaction Mode (Check Point IPSO command-line interface
(CLI)), and you see lots of errors. What command will you use to undo the all the changes?

A. set

. commit
. undo

. ignore

. rollback

mo QO W

Answer: E

QUESTION NO: 8

SmartUpdate installs two repositories on the Security Management server. What folder does
Package repository use a storage on Unix platform?

A. C:\Suroot
B. /var/log

C. Ivar/suroot
D. /varletc

E. lvar/bin

Answer: C

QUESTION NO: 9

Which of the following are limitations of a Bridge Mode?
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Figure 1: Network without bridge mode deployreritsts
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Figure 2: Deploying a Single VPN-1 gateway in bridgeAtioaféssts

A. Cluster configurations are not supported
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B. Bridge mode is only supported on the Nokia platforms

C. Clustering has to be in place prior to the deployment of bridge mode
D. Network Address Translation is not supported

E. A bridge must be configured with a pair of interfaces

Answer: A,D,E

QUESTION NO: 10
What does the command ipscti allows you to do?

A. Allows you modify the stored configuration

B. Allows you modify the running configuration

C. Allows you to reboot your Nokia device

D. Allows you monitor system status

E. Allows you save delete the running configuration

Answer: B

QUESTION NO: 11

To hide a data field in the SmartView Tracker, what would you do?
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A. You will choose Select menu, then select Hide Column option from the data field sub menu
B. Left-click the data field (column) that you are hiding and select Hide Columnoption from the
emerging menu

C. There is now way you can do this
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D. You will choose Select menu and choose Hide option

E. Right-click the data field (column) that you are hiding and select Hide Columnoption from the
emerging menu

Answer: E

QUESTION NO: 12

When dealing with IP Appliances, where would you go to check information regarding: File system
mounts and unmount; upgrade; reboot, backup etc..?

A. log under logfile

B. log under audit

C. log under system

D. log under logSystem
E. log under syslog

Answer: E

QUESTION NO: 13

Study the diagram and answer the question below. Which rule will prevent a user from performing
Client Authentication?
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A. Rule 3

B. Rule 2

C.Rule 6

D. Rule 1

E. Rule 5

Answer: D

QUESTION NO: 14
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What menu would you select in SmartDashboard to access Global Properties screen? Note: If
wrong answer(s) is/are chosen, see the diagram for correct answer.
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B. Policy
C. Topology
D. File
E. Manage
Answer: B

QUESTION NO: 15

Which of the following are true of Access Control within VPN Communities?
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Franre 17 Access Clontrol Rule
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A. The fact that two gateways belong to the same VPN community does automatically mean the
gateways have access to each other

B. Using the Global Properties, it is possible to create access control rules that apply only to
members of a VPN community

C. The configuration of the gateways into a VPN community means that if these gateways are
allowed to communicate via an access control policy, then that communication is encrypted

D. Using the VPN column of the Security Policy Rule Base, it is possible to create access control
rules that apply only to members of a VPN community

E. The fact that two gateways belong to the same VPN community does not mean the gateways
have access to each other

Answer: C,D,E

QUESTION NO: 16

If you are in Eventia Reporter and need to see all blocked connections, what reports would you
switch to under the Standard tab?
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A. Firewall GX

B. Firewall Blade - Monitor
C. INTERSPECT

D. IPSEC VPN

E. Firewall Blade - Security

Answer: E

QUESTION NO: 17

Which of the following is true regarding the Rule Base?
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Figmre 1: Access Control Rule

A. A security policy is implemented by means of ordered set of rules in the security Rule Base
B. Rule parameters include the source and destination of the communication, the services and
protocols

C. A well defined security policy is essential to an effective security solution

D. The Rule Base is a collection of rules that determine which communication traffic is permitted
E. The fundamental principle of the Rule Base is that all actions that are not explicitly permitted
are not necessarily prohibited

Answer: A,B,C,D

QUESTION NO: 18

When modifying a user template, the users already created based on this template will be:
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A. Unaffected
B. Deleted
C. Affected
D. Re-created
E. Created

Answer: A

QUESTION NO: 19
Which of the following are true of User Authentication type?

A. User Authentication grants access on a per host basis

B. User Authentication is a secure form of authentication as the authentication is valid only for one
connection.

C. User Authentication grants access on a per user basis

D. User Authentication can be used with any service

E. User Authentication can be used for TELNET,FTP,

Answer: B,C,E

QUESTION NO: 20
In LDAP, four profiles are defined corresponding to a specific SmartDirectory (LDAP) server,

A. Netscape DS

B. Linux_AD

C. Novell_DS

D. OPSEC_DS

E. Microsoft_ADand these are:

Answer: A,C,D,E

QUESTION NO: 21

Which of the following command will display IGMP information regarding multicast group
membership?
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Exibit L

Internet Grops Manademert Protocol (IGMP) Overview

NS I T D IO I I D OO N OO O E T oEOOoEEE

IGMFP wag designed tor hosSts ofh MultIi-access networks to infoerm locally-attached
routers of their multicast group memberships. Hosts inform routers of the groups of
which they are members by multicasting IGMP Group Membership Reports. Once
multicast routers listen for these reports, they can exchangs group membership
informaticon with other multicast routers. This reporting system allows distribution
trees to be formed to deliver multicast datagrams. The original wversion of IGHP
wag defined in RFC 1112, Host Exterisions for IP Multicasting. Extensions to

IGP, known as IGMP versien 2, include explicit Leave messages for faster

pruning and are defined in REC 2236. Advanced Routing Suite implements IGHEP
version 2, which includes interoperability with version 1 hosts, and version 3,
which includes interoperability with version 2 and version 1 hosts.

The original wversion of IGMP can be found at:
http: ffvew. ietf org/frfcfciclilz2. txt

IGHP verzion 2 is described in:
htetp: [/ www. letf. orgfrfc/ rfc2236. 5L

: ; : : ActualTests
IGMP wersicn 3 18 described in:

http:fiwew. ietf, org/rEc/ rECI3TH . EXE

TEMEP Commands

clear 1p igmp group

1p 1gmp

ip 1gmp lghore-vil-messages

ip lgmp lghore-vZ-mesSsages

i1p igmp last-member-query-count
1p igmp last-member-query-interval
1p igmp gquery-interwval

ip i1gmp query-max-response-time
ip igmp regquire-router-alert

ip igmp robustness

ip igmp =end-router-alert

ip igmp startup-guery-count

1p igmp startup-guery-interval
1p igmp static—-group

ip igmp trace file

ip lgmp trace flag

1p lgmp verslion

show 1p lgmp groups

show 1ip l1gmp interface

zhow 1p igmp interface-—sundtiErlests
show 1p lgmp statlc—groups

A. ip igmp robustness

. show ip igmp groups

. Ip igmp query-max-response-time

. Ip igmp ignore-vl-messages

. Clear ip igmp group

mo QO W

Answer: B
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QUESTION NO: 22
IPSO supports a maximum of 1015 VLAN interfaces, and what is the default maximum?

A. 2015
B. 950

C. 1015
D. 1000
E. 2000

Answer: B

QUESTION NO: 23

The advantages of saving consolidated records to a table over multiple database tables include:
(Select all the correct answers)

A. You are saved the trouble of moving records between tables

B. You can select the appropriate source table for each report you wish to generate
C. Areport is generated based on a single table

D. Reduction in the report generation time

E. All the data is readily accessible

Answer: A,B,C,E

QUESTION NO: 24

Check Point recommends that you install the latest Hotfix Accumulators (latest HFA) in order to
stay current with the latest software and security updates. Based on this, you want to deploy a
latest HFA to fifteen Security Gateways at ten geographically separated locations. What is the best
way to go about this?

A. Use the SmartDashboard to install the packages to each of the Security Gateways remotely

B. Email the installation files to all the locations, and get the Administrator at each location to carry
out the installation

C. Zip the installation files and send the zipped files to all the locations, and get the Administrator
at each location to carry out the installation

D. Use the SmartUpdate to install the packages to each of the Security Gateways remotely

E. Send the CDROM to each location, and get the Administrator at each location to carry out the
installation
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Answer: D

QUESTION NO: 25

John, an IT director for ACME IT Support Ltd., needs an advice regarding which IP Appliance to
purchase for his company. He gives the following information: His company can be described as a
small size. And George needs to run VPN, FireWall, IPS and clustering. George wants you, a
Checkpoint engineer to recommend an Appliance. Which of the following would you recommend?
Select all the correct answers.
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ActualTests
Figure 1 : Software Specifications

A. IP295

B. IP695

C. IP565

D. IP395

E. IP1285
Answer: A,D
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QUESTION NO: 26

Which of the following is not a hardware requirement for installing SecurePlatform on Intel
platform?

A. BootableCD-ROM Drive

B. 512 MB memory

C. One or more supported network adapter cards

D. 1 GB free disk space

E. Intel Pentium 11l 300+ MHz or equivalent processor

Answer: D

QUESTION NO: 27
there are two modes for IKE phase I: Main Mode and

A. Aggressive Mode
B. Harsh Mode

C. Secret Mode

D. Minor Mode

E. Major Mode

Answer: A

QUESTION NO: 28

You have not performed software upgrade to NGX R70. You have upgraded your license and
every time you try to run commands such as cplic print; cpstop, you receive all sort of errors. In
order to resolve this you will have to:

A. Remove the software

B. Do nothing. The error will go away with time

C. Remove the upgraded license

D. Upgrade the software to version NGX

E. Re-upgrade the license to the version before the upgrade

Answer: D

QUESTION NO: 29

"Pass Any Exam. Any Time." - www.actualtests.com

16



Checkpoint 156-215-70: Practice Exam

When carrying out Anti-Virus Signature Database Updates, you can either use Automatic or
Manual type. What is the default update interval?

A. 120 minutes
B. 120 seconds
C. 120 hours
D. 60 hours

E. 60 minutes

Answer: A

QUESTION NO: 30

Which of the following is true of the highlighted rule in diagram 1? The ICMP type in the rule are
types: 0 and 8.

Enforced Suspicious Activily Rules

Aepds on A [t upperted m e sl pade
@ Show Ore | Remote-2:gw v

Enforced SAM res on Remote-2-gw!

Cvep 21:49 October 12, 2005

%,H.ljm T T lﬂ:.a-; Rt -2-gw 22:49 Ochober 12, 2005
Arey Mok  Remobe-2-gw 2249 Ochober 12, 2005

Z2:4% October 12, 2005
2149 October 12, 2005
20:44 October 20, 2005

(L& ] [ Rewove | [Bewovest | [tbs-ILu-h J

Figwre 1 Enforced Suspicious Activity Rules window ActualTests
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The following ave valid ICHE message types:

0 echo-reply

3 unreachable

4 source-quench

5 redirect

6 alternate address

8 echo request

9 router-advertisement
10 router solicitation

11 time excesded

12 parameter-problem
13 timestamp-request

14 timestamp-reply

15 information-request
16 information-reply

17 address-mask-request
18 address-mask-reply
31 CONVErsion-error

32 mobile-redirect ActualTests

A. The host with the IP address 243.103.181.163 will be able to test the connectivity and
reachability of any host

B. The host with the IP address 243.103.181.163 will not be able to test the connectivity and
reachability of any host

C. In fact the host 243.103.181.163 will not be able to ping any host
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D. Any host but host with the IP 199.199.199.199 should be able to ping 243.103.181.163 host
E. The host with the IP address 199.199.199.199 will be able to test the connectivity and
reachability of any host

Answer: B,C,D

QUESTION NO: 31
What will happen at the console if | entered the command delete interface log_if_name?

A. The system deletes all the configuration information for a physical interface

B. The system displays all the configuration information for a physical interface

C. The console displays help to delete all the configuration information for a physical interface
D. The system shows all the configuration information for a physical interface

E. The system sets all the configuration information for a physical interface

Answer: C

QUESTION NO: 32

When you tried to connect your SecureClient Mobile, you received the error message "The
certificate provided is invalid. Please provide the username and password"?. What is likely to be
the reason?

Error Messages in SecureClient Mobile

The table below provides a list of error messages. thewr possible gyyseApd-a
solution.

"Pass Any Exam. Any Time." - www.actualtests.com
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Error Message

Possible Cause

Solution

Cannot find the server

(server name). Please check

the server name and try
again.

There is an error
resolving the server
narme.

Check the server
name and verify that

the IP address 15 valid.

Error while negotiating
with the server (server
name). Please try again.

Error in client-server
negotiation.,

Try to connect again.

You are not permitted to
access the server,

The user i not

authorized,

Check that the user
certificate s installed
and is valid,

Your device B not

connected to any network.

The network & not
available for
connection.

Connect the device
to a network.

Your device 1 not

connected to any network.

Dialup connection i not
available.

The network is not
available for
connection and
dialup cannot be
mitisted. The settings
rmay not be
configured properly.

Check that your
dialup settings are
configured propetly.

Access denied. Wrong
username or password.

Wrong credentials
supplied.

Ensure that the
credentials are current
and retry. [fthe
credentiaks are

cached, use the dear
}i:'cetuaﬁeata
passwords button,

User & not permitted to
have an office mode [P
address.

The user attempting
to connect 1 not
configured to have an
office mode IF
address and thersfore
the connection failed.

Ensure that the user is
configured to receive
an office mode [P
address.

The certificate provided is

Invalid certificate

Either install 2 new

invalid. Please provide the | provided. user certificate or

username and password, connect with a
username and
password.

Connection to the server There s no Try to reconnect,

(server namne) was lost.

connection to the
server, and the client
disconnected.

Security warning! Server
fingerprint has changed
during connection.

Contact your administrator.

Server validation
failed and therefore

the connection failed.

i_ontact your
administrator.

ArctualTests

A. There is no connection to the server
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B. Invalid certificate is provided

C. The network is not available for connection
D. Server validation failed

E. Wrong credentials supplied

Answer: B

QUESTION NO: 33

Which VPN topology will you configure if want your organization needs to exchange information
with networks belonging to external partners?

o R e e
/i, = dﬁ- London-New York !
1 ( MESH l.
\
N s \ .
London ~——" ~__~" NewYork
STAR STAR

ActualTests

Figure A : Two stars and a mesh
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All Gateways in Washington
conummicate with all the Gateways in
the London <ta

\\ London Star
swith meshed
~ genter -

— -
T —
o

Figure B: Different means of encryption in separate Mesh condiuniiests

A. Star

B. Ring

C. Mesh
D. Cross
E. Meshed

Answer: A

QUESTION NO: 34

For small networks, a single CA may be all that is sufficient and larger enterprise networks may
need:

A. CRL

B. Certificate Authority
C. Multiple CA

D. Simple CA

E. Revocation List

Answer: C
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QUESTION NO: 35

Your disaster recover strategy needs to be tested in order to ensure that it works as it should. You
decide to run a test to achieve two objectives. The first objective - required objective - is to ensure
that the Security Policy repository be backed up at least every 24 hours. The second objective -
desired objective - to ensure that the R70 components that enforce the Security Policies be
backed up at least once a week, and R70 logs should also be backed up at least once a week.
You run cron utility to run upgrade_export command each night on the Security Management
Servers. You then configure the organization's routine backup software to back the files created by
the upgrade_export command. You configure the SecurePlatform backup utility to back the
Security Gateways every Friday night. Which of the following is true?

A. Your actions will not meet the required objective but will meet one of the desired objectives
B. Your actions will meet the required objective and none of the desired objectives

C. Your actions will meet the required objective and the two desired objectives

D. Your actions will not meet the required objective but will meet the two desired objectives
E. Your actions will meet the required objective and one desired objective

Answer: E

QUESTION NO: 36
What are the limitations of firewall?

A. A firewall will always protect connections that do not access the firewall
B. A firewall can protect the network against authorized users

C. A firewall can protect connections that do not access the firewall

D. A firewall cannot protect connections that do not access the firewall

E. A firewall cannot protect the network against authorized users

Answer: D,E

QUESTION NO: 37

When using a server that does not comply with RFC standards, then you will have to configure:
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Figure 1: IPS Tab - Network Exceptions Page #cttualTests
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| Add /Edit Exception Rule = : 3 .: x|
Apply o
Prohle: |RERSET
Frotecton — - —
" Single protaction: iEaIant... Ean
{* All supported protections
Network Condition
Sounce: % Any :J Manage...
& Network Dbject € |P Address
Deshnation: | % Any - Manage...
% Network Object € [P Addiess
Service; % Any - Manage...
|nstall On

% Appl this exception on all B 70 gateways [and above)

" Apply this sxception an _:!
Comment
= |
il
oK Concel | Hep |

Figure 2: Add/Edit Exception Rule Wiidow

A. Protections

B. Enforcing Gateways
C. Network Exceptions
D. Follow Up

E. Download Updates

Answer: C
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QUESTION NO: 38

What will the command "restore -scp 192.23.2.3 Admin passwd" do?

[eMiery
Foostong e oo ©onfiom ation

Syetax

rlrnluil'-'_-ﬁ-]-'-i.li|'|_--Iﬂ'p Sevall - Fdmame ]_l--_-tp sevall  Usanswe Farword - - Fdamne 1
|-y - Sevall - - Username - Pacrword - - Fdonsme - || --6ie - Fimame - ]]

parameter meaning
h oblain usage
Click to tnggle thumbnail code |

] : debug flag

-iftp <ServerlP> IP address of TFTP server, from which the

[<Filename>) configuration is restored, and the filename.

~SCp <Server|P> IP address of SCP server, from which the

<Username> <Password> configuration is restored, the username and

[<Filename>] password used to access the SCP Server, and the
filename.

~ftp <ServeriP> List of IP addresses ol FTP servers, 1o which the

<Username> configuration will be backed up, the username and

<Password> [-path <Pat>] | password used to access the FTP Server, and

[<Filename>] oplionally, the filename,

-file <Filename> Specify a filename for restore operation, performed
locally.

ct 10 - £ the following

L] Restore local backup package

Reatore backup package from TFIP server

5 Reatore backup package from SCP pervesr
J Restore backup package from FTP server
IR] Remove local backup package

ACtUaITests
Scbect the opoaton of Yo (howe

A. Restore configfile file from SCP server with an IP address 192.23.2.3, and login to it using
username Admin and password passwd

B. Restore Admin file from SCP server with an IP address 192.23.2.3, and login to it using
username Admin and password configfile

C. Restore configfile file from SCP server with an IP address 192.23.2.3, and login to it using
username passwd and password Admin

D. Restore Admin file from TFTP server with an IP address 192.23.2.3, and login to it using
username Admin and password configfile

E. Restore configfile file from TFTP server with an IP address 192.23.2.3, and login to it using
username Admin and password passwd

Answer: A
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QUESTION NO: 39

Which of the following will you consult to receive the list of address ranges that are recommended

for blocking?

A. DShield Storm Center

B. Address range site
C. SmartView Tracker
D. SmartView Monitor
E. IP Block List site

Answer: A

QUESTION NO: 40

Which architecture component is the "brain” of the IPS engine that coordinates different

components, decides which protections should run on a certain packet, decides the final action to

be performed on the packet and issues an event log?

Intel 5400 CPUs

hhamony

CML— Final Decision

. Accaleralec INSPECT

PM — Second Tiar

Fattem Matcher (PM) — Firs Tiar.

CMI— Protections and Context Malching

Protocol Analyzer.

"Pass Any Exam. Any Time."
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A. Passive Streaming Library

B. Context Management Infrastructure
C. Protocol Parsers

D. Compound Signature Identification
E. Pattern Matcher

Answer: B

QUESTION NO: 41

What is technique whereby an intruder attempts to gain unauthorized access by altering a packet's
IP address to make it appear as though the packet originated in a part of the network with higher
access privileges?

A. Encryption

B. IP Spoofing
C. Authentication
D. Tracker

E. NAT

Answer: B

QUESTION NO: 42

Which of the following is true regarding addition of a new Software Blades to your existing
hardware?

A. No need to do anything aside from turning on their functionality

B. You will need to update the driver of your existing hardware

C. You will need to update the firmware of your existing hardware

D. There is no way to add a new Software Blades to your existing hardware
E. You will have to add a new hardware to accommodate the change

Answer: A

QUESTION NO: 43

What two conditions must be met when you are manually adding CheckPoint appliances to an
existing cluster?

A. You must configure interfaces with IP addresses in each of the networks the cluster will connect
to
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B. R70 is not running on the system you are adding

C. The IP address should be the real IP address of a cluster interface

D. R70 is running on the system you are adding

E. The existing nodes must be running R70 and firewall monitoring is enabled on them

Answer: B,E

QUESTION NO: 44
The two main branches of Asymmetric encryption are Public key encryption and :

A. LDAP

B. Digital signatures

C. Universal key encryption
D. Privatekey encryption

E. Handshake

Answer: B

QUESTION NO: 45
How would you create or define a new user Template?

A. By going to CheckPoint SmartDashboard, select Users menu. In the emerging Users window,
click on New button

B. By going to SmartView Status, select "Users and Administrators" from Manage menu. In the
emerging Users window, click on New button

C. By going to SmartView Tracker, select Clients from Manage menu. In the emerging Users
window, click on New button

D. By going to SmartView Tracker, select "Users and Administrators" from Manage menu. In the
emerging Users window, click on New button

E. By going to CheckPoint SmartDashboard, select "Users and Administrators" from Manage
menu. In the emerging Users window, click on New button

Answer: E

QUESTION NO: 46

What would the command "revert 192.155.46.56 configfile" achieve in SecurePlatform CLI?

"Pass Any Exam. Any Time." - www.actualtests.com 29



Checkpoint 156-215-70: Practice Exam

Snapshot Iinage Management

Commands to take a snapshot of the entire system and to restore the system, from
the snapshot, are available. The system canbe restored at any tirne, and at boot
titne the user is given the option of booting from any of the available shapshots.
This feature greatly reduces the risks of configuration changes.

The snapshot and revert commands can use an TFTP server or a 3CP Server to
store snapshots. Altematively , snapshots can be stored locally,

Note - The armount of time it takes to perform a snapshot or revert depends on the amount
of data (for example, logs) that is stored or restored. For example, it may take between 90
to 120 monutes to perform a snapshot or revert for SmartCenter, Log Berver, Prowvider-1,
et

Revert

Reboot the system from a snapshot file. The revert command, run by itself
without any additional flags, will use default backup settings, and will reboot the
system from a local snapshot.

Syntax;

revert [-h] [-d] [[--tftp <ServerIP> <Filename=] |

[--scp <Serverl P> <lJsername> <Password> <Filename>] |

[--file <Filename>]] ActualTests
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parameter meaning

-h obtain usage

~d debug flag

~tftp =Server|P= |F addreszs of the TFTF server, from which the
=Filenarmes snapshot is rebooted, as well as the filename of the

snapshot,

-50p =3anver|Ps
=lUsernames> <Password >
zFilenamez

|P address of the SCP server, from which the
snapshot {2 rebooted, the username and passweord
used to access the SCP Server, and the filename of
the snapshot,

--file <Filename=

When the snapshot is made locally, specify a
filenarme

The revert command funchionality can also be accessed from the Snapshot image

management boot ophion:

Snapshot

Thiz command creates a snapshot file, The snapshot command, run by itzelf
without any additional flags, will use default backup settings and wall create a local

stiapshot,

Syntax:

sniapshot [-h] [-d] [[--thp <Server]P> <Filename>] |

[--5cp <Server]P> <Usemame® <Password> <Filename=] |

[--file <Filename>]]

ActualTests

parameter meaning

-h obtain usage

- debug flag

~titp <Semver|Ps IF address of the TFTP sarver, from which the
<Filenames shapshot is made, as well as the filename of the

snapshot,

200 wEener|Ps
zlgernames =Password>
<Filenarmes=

IF addresgs of the SCP server, from which the
gnapshot iz made, the usemame and pagsword
used to access the SCP Server, and the filename of
the snapshot

-file <Filenames=

When the snapshot is made locally, specifids Tests :
filenarme

A. Ignore the file called configfile from TFTP server with an IP address of 192.155.46.56
B. Reboot the system from a snapshot file called configfile placed in the TFTP server with an IP

address of 192.155.46.56

C. Kill the file called configfile from TFTP server with an IP address of 192.155.46.56

D. Stop the system when booted from a snapshot file called configfile placed in the TFTP server
with an IP address of 192.155.46.56

E. Purge the file called configfile from TFTP server with an IP address of 192.155.46.56

Answer: B
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QUESTION NO: 47

Study the diagram and answer the question below. What type of client GUI is shown in the
diagram?

bt s [ ] ‘ 'I-—ﬂ

I S s G 0
e [¥] )
E"" 4 UEHY e s . - P Sl e ] -
L — - 4
Pl Frolren - D « EQU = = s e
L SV - v ARSI - i .
B e i - - - % N PN, e -
W T B _—— - « HQE = ¥ o x
fme e E = - =
e - - [} = R— - -
& P S i - : } = = - :
J | . - ¥ T ¥ s - rif
B, Vg B - I: — ? ™ Y P— p— s
PSS — busn : -~ = o i sl o
X omiten i . ; - = - = — -
B . W ‘ : - {' = ot s ks [, -
|oereng - g - 22 -y N - -
B Bt s i £ : ;ﬂ" - = = .
I i . - 59z T i -
Bkt ter e i - ne (MR ey - - . ot
B e - - [ a
[ - i. B - -
) ™4 o - - gl
Gl By - . 3w - S
s . = = P - i .
e « 0 . = i - -
— | ) 1o
- - o e —_ - = -
I g Py N . = ..-'_E_y_..... s L . o L e - -
| . - = - .
- - o - mma -
| = P B e IR A i i s
| m s e
| Fain B G - PR SR T - - -
| - o B s n !5_-. = - N - -
= - BB e rme Lo - . =
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Cad ek m
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A. SmartView Status

B. Security Status GUI

C. SmartView Tracker

D. Security SmartDashboard
E. Rule Base GUI

Answer: C

QUESTION NO: 48

Where would you go enable SmartDirectory (LDAP) attributes?
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Global Properties =]
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Figure 1: Global Properties - SmartDirectory (LD ARppesge

= B Network Objects
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ActualTests

Figure 2: Defining a new SmartDirectory (LDAP) server in the Objects Tree

"Pass Any Exam. Any Time." - www.actualtests.com

33



Checkpoint 156-215-70: Practice Exam

Llgla Blala]
=l Ek- Servers and OPSEC Applications
= E Servers
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= {8% OPSEC Applications
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Mew LOAP Account Linit, ..

ActualTests
Figure 3: Defining a new SmartDirectory (LDAP) Acconnt Unit in the Objects Tree

A. In the LDAP Properties window, SmartDirectory( LDAP) page

B. In the Gateway Properties window, SmartDirectory( LDAP) page
C. In the Host Properties window, SmartDirectory( LDAP) page

D. In the User Properties window, SmartDirectory( LDAP) page

E. In the Global Properties window, SmartDirectory( LDAP) page

Answer: E

QUESTION NO: 49

When carrying out a backup operation on R70, you will have to backup which of the following
files?

A. $SFWDIR/conf/objects_5 0.C

B. $FWDIR/conf/rule.fws

C. $FWDIR/database/fwauth.NDB*
D. $FWDIR/conf/rulebases_5 0.fws
E. $FWDIR/database/control.map

Answer: A,C,D

QUESTION NO: 50

Which of the following is true of VPN Tunnel Interfaces (VTI)? Select of all the correct answers.
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—— ——
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T
E /
Gateway C T
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Figure 1: Route Based VPN ActualTests

A. In Route Based VPN, VTIs are created on the local Gateway. Each VTI is associated with a
corresponding VTI on a remote gateway peer

B. The use of VTl introduces a new method of configuring VPNs called Route Based VPN

C. Route Based VPN is supported on SecurePlatform and Nokia IPSO 3.9 platforms and above
D. A VTl is an Operating System level virtual interface that can be used as a Gateway to the
encryption domain of the peer gateway.

E. Route Based VPN is supported on all OS platforms

Answer: A,B,C,D

QUESTION NO: 51

To configure various security pertain to POP3 and IMAP, what section would you go to in the
Application Intelligence section of the IPS?
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Figure 1: IPS Tab

A. HTTP section

B. Microsoft Networks section

C. Mail section

D. Denial of Service section

E. FTP section

Answer: C

QUESTION NO: 52

A host listens for router advertisements via the all-hosts multicast IP address. Which of the
following is the correct all-hosts multicast IP address?

A. 224.0.0.1
B. 224.0.0.3
C. 224.0.0.13
D.224.0.0.4
E. 224.0.0.5

Answer: A
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QUESTION NO: 53

Refer to the diagram and answer the following questions. To allow the user to access a network
resource protected by a security gateway, a VPN tunnel establishment process is initiated. An IKE
negotiation takes place between the gateways. At what point can the Client successful connect to
the Host 1?

| VPN Sdee 2

Internet

ActualTests

Fignre 1: Remate Client Conniection to Gateway

A. Once IKE is successfully completed, and before the tunnel is created
B. During the IKE negotiation process

C. Once IKE is successfully completed, and a tunnel is created

D. Before the IKE negotiation process

E. Before the IKE takes place

Answer: C

QUESTION NO: 54
Which of the following tools will you use to manage IP Appliances?

A. SmartView Tracker
B. SmartDashboard
C. SmartProvisioning
D. Network Voyager
E. SmartUpdate

Answer: D

QUESTION NO: 55

"Pass Any Exam. Any Time." - www.actualtests.com 37



Checkpoint 156-215-70: Practice Exam

With the license_upgrade tool you can:

A. Perform the actual license upgrade process

B. Manage non license issues

C. Simulate the license upgrade process

D. View the status of the currently installed licenses
E. View the licenses installed on your machine

Answer: A,C,D,E

QUESTION NO: 56

What feature would you use to facilitate the creating of new users and to minimize mistakes with
users details?

A. user definition
B. Group facility
C. user based

D. User facility

E. User templates

Answer: E

QUESTION NO: 57

The default settings in the Anti-Virus window have been configured to prevent the Anti- Virus
engine from overloading. If the Anti-Virus engine becomes overloaded, you can choose "Whether
to block all files". The drawback of this is that choosing this option:

A. May leave you with quicker network response
B. May leave you with slower network response
C. May result in connectivity problems

D. May leave you open to virus attacks

E. May leave you with huge license fee

Answer: C

QUESTION NO: 58

Which tool will you use prior to installation to reduce the risk of incompatibility with the deployment
to R707?
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Usage

ar

-i[-f FileMame]l[-w]

-L Target version

-f oucput in file
-w Web format file

"pre_upgrade_veri fier.exe -p SmartCenterPath -¢ CurrentVersion
-t TargetVersion [-f FileRama] [-w]

pre_upgrade_verifier.exe -p SmartCenterPath -¢ CurrentVersion

-p Path of the inztalled Smartlenter Server (FWDIR)
-z Currently installed veraion

=1 Check originalicy of INSPFECT files only

Where the currently installed version is one of the following:

For Release | Version is:

NGX NGX_R65

NGX_R62

NGX_R&1

NGX_RE0A

NGX R60

The target varsion is: R/0.

. Compatibility Tool

. cpconfig

. Post-Upgrade Verification Tool
. Pre-Upgrade Verification Tool
. cpinfo

mooOo >

Answer: D

QUESTION NO: 59
What are the three policy types?

A. Desktop Security

B. QoS

C. Security and Address Translation
D. Module Transition

E. Rule Base Editor

Answer: A,B,C

ArctualTests
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QUESTION NO: 60

AES, DES, CAST and RC2 are types of what? Note: If wrong answer is chosen, see the diagram
for correct answer.

Table 1 Methods of Encryptionfintegrity for IKE
Parameter | IKE Phase | {IKE IKE Phase Il (IPSec
SA) SA)
Encryption | AES -256(default) 3DEA
3DES AES -128 (default)
DES AES - 256
CAST DES
CAST
DES - 40CP
CAST -40
MULL
Integrity MD5 MD5 (default)
SHAI1 (default) SHA1

ActualTest
MLUILL means perform an integrity check only; packefs are not e?f?g?yp 33’

A. Integrity schemes

B. Authentication algorithms
C. Encryption methods

D. Algorithm methods

E. Integrity methods

Answer: C

QUESTION NO: 61
User authentication cannot provide access privilege for which service(s)?

A. RPC

B. TELNET
C.FTP

D. RLOGIN
E.HTTP

Answer: A

QUESTION NO: 62

One of your remote users usually connects to the corporate network with a single profile. If the
user has to connect from different locations e.g. hotels, partners sites etc. What do you have to do
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as an administrator to resolve this issue?

A. Define different user for each location

B. There is no way to resolve this

C. Configure different machine for each location
D. Define a number of connection profiles

E. Install different machine for each location

Answer: D

QUESTION NO: 63
How is CheckPoint stateful-inspection firewalls provide a security measure against port scanning?

A. By translating the IP to port

B. By filtering the incoming traffic

C. By opening all ports until the specific port is requested
D. By filtering the incoming and outdoing traffic

E. By closing all ports until the specific port is requested

Answer: E

QUESTION NO: 64

On Log File Management, what happens to the current log file when it approaches the default
limit?

A. New Log file cannot be created when current file is opened

B. The current file is appended to the new file

C. The current Log file is opened in addition to the new Log file

D. The current Log file is closed and written to disk with a name that contains the current date and
time

E. The current file is lost

Answer: D

QUESTION NO: 65
Which of the following events will happen during IKE Phase 1? Select three answers

A. A Diffie-Hellman key is created
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B. The key material exchanged during IPSEC phase is used for building the IPSec keys

C. The peers authenticate either by certificates or via a pre-shared secret

D. IKE is encrypted according to the keys and methods agreed upon in IKE phases

E. Key material (random bits and other mathematical data) as well as an agreement on methods
for IKE phase Il are exchanged between the peers

Answer: A,C,E

QUESTION NO: 66

SecureClient will reconnect to the Policy Server to download a new policy when half specified time
period has elapsed. If the default time is used, then the time is set to:

A. 50 minutes
B. 70 minutes
C. 60 minutes
D. 80 minutes
E. 40 minutes

Answer: C

QUESTION NO: 67
The advantages of using upgrade_export over other backup tools e.g. snapshot, backup are:

A. It takes longer time to complete a complex operation

B. It can be used in place of snapshot or backup utilities

C. It can backup routing tables

D. It can work on any platform i.e. its operating system independent
E. It takes shorter time to complete an operation

Answer: B,D

QUESTION NO: 68
How would you create NAT rules automatically?

A. By modifying the NAT tab of the Service object Properties window
B. By modifying the NAT tab of the SIC object Properties window

C. None of the available answers

D. By modifying your RuleBase
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E. By modifying the NAT tab of the Network object Properties window

Answer: E

QUESTION NO: 69

In the IPS Software Blade, you want to activate all critical protections and minimize the rate of
false positive. Do you think this is possible?

A. Partially true, as the IPS gives you the ability to activate all checks with critical severity and
cannot allow you to minimize the rate of false positive

B. This is not possible

C. Activating all checks with critical severity comes with high false positive

D. Yes, as the IPS gives you the ability to activate all checks with critical severity and high
confidence level

E. Partially true, as the IPS does not give you the ability to activate all checks with critical severity
and but does allow you to minimize the rate of false positive

Answer: D

QUESTION NO: 70

Which Check Point product provides network administrators with the tools they need to monitor
traffic and identify bottlenecks as they occur?

A. SmartDashboard

B. SmartView Monitor

C. SmartView Status

D. SmartView Tracker

E. SmartView Dashboard

Answer: B

QUESTION NO: 71

In IPS, each protection is clearly marked with a performance impact setting in terms of:
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A. Medium
B. Low

C. High

D. Critical
E. Harsh

Answer: A,B,C,D

QUESTION NO: 72

Which of the following is a method of controlling how VPN traffic is routed between gateway
modules and remote access clients within a community?
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Siumple VPN Routing ActualTests

A. Office Based VPN
B. Route Based VPN
C. Domain Based VPN
D. Remote Based VPN
E. Directional VPN

Answer: C

QUESTION NO: 73

What type of authentication is used to authenticate any service on a per-session basis?

A. Client authentication

B. Session authentication

C. Transparent authentication
D. User authentication

E. Automatic authentication

Answer: B
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QUESTION NO: 74

What should the Destination column of Stealth rule be set to?
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. Local firewall host
. Any service

. Local_network

. Any
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Answer: A

QUESTION NO: 75

A distributed deployment, which is rather complex deployment is where the Security Gateway and
the Security Management server are deployed on different machines. In all deployments, whether

standalone or distributed, SmartConsole can be installed on any machine. If you want to run
SmartConsole GUI on the Linux Enterprise server, and Security Gateway and Security
Management server on the Windows Server 2003, then what do you call such configuration?
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Security Products by Platform

The following table lists Check Point management products and Software Blades and their supported platforms.

Mote - The madimum nurmber of supported cutter members in ClusterL mode i fred] i third-party mode the mimum i eight

Clients and Consoles by Platform

The lollowing table lists the Check Point Consoles and the Operating Systems they are supported on.

ACtualTests
* Al SmanConsole GUI Chents are supponed except for Eventia Anslyzer, Eventia Reporter, and IPS Event  Analysis.
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Supported Appliances

The following table lists the Check Point 2ppliances that are supported for R70.20 installation and which
Check Point components are supported on each appliance.
Appliance Security ~ Provider-1 MDS Security
Nam e Managem ent Gateway
gl Server

Smart- (with
Hillor el

Pawer-1
UTM-1
IP Series

IP Series Flash
Based

Motes

« Event Correlation and IPS Event Analy=is Software Blades are supported on UTM-130 an[d UTM-270,
however, they require 2 different instzllation package See skdd125 ACTUalTests
(hpedfsupponcontent checkpoint com'solutions7id=skd4 125 ) for details

A. Unsupported installation or configuration
B. Standalone installation

C. Client - server configuration

D. Distributed configuration

E. Hybrid configuration

Answer: A

QUESTION NO: 76

Study the diagram on client authentication action properties and answer the question below. To
allow users to use all services permitted by the rule for the authorization period without having to
perform authentication for each service, which option must you choose?
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Client Authentication Action Praperties =S8 x|
| General }Lmig ]
Source: nterzect with uzer datsbase

Dieshination: I:';I';-:if: yzerdatabase ;I

[~ Appls Bule Only if Desktop Configuration Options ate Verfied

= Bedquired SigniOn -
(* Standard € Specific

S iy O Mt S
" Manual
(" Partialy automatic
" Fully automatic
(" Agent automatic Sign On
{*" Singke Sign On

— Successfu Authentication Tracking. —————
(" MNone i Log i Alert

ok | B Help Al:tualTests

A. Required Sign On: Specific

B. Required Sign On: Standard

C. SignOn Method: Fully Automatic

D. SignOn Method: Manual

E. SignOn Method: Partially Automatic

Answer: B

QUESTION NO: 77

If you must use " Fully Automatic Sign On" method when deploying Client Authentication for a
non-authenticated service then you must:
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| General iLmis i
Click to togele thurabral raode

SoLrce: rberzect with user datsbasze

Dieshination: I:';I';-:if: yzerdatabase
[ Apple Bule Only if Desktop Emnfiguratinh'ﬂp!m are Verhed

- Bedguired SignOn -
(* Standard € Specific

~ Sign On Method
o' Manual
(" Partially automatic
" Fully automatic
(" Agent automatic Sign On
(" Singke Sign On

— Successfid Authentication Tracking:
(" MNone i Log i Alert

Ak ; Eancel Help ﬂictu alTests

A. Install Session Authentication Agent on the destination server
B. Install Session Authentication Agent on the client

C. Define additional rule in your RuleBase

D. Install Session Authentication Agent on the gateway

E. Allow Implicit rule to handle this

Answer: B

QUESTION NO: 78

The diagram shows the system counter for Remote-4-gw gateway. Which of the following is true of
data? Select all the correct answers
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A. The virtual memory needs upgrading

B. The disk space needs upgrading

C. The CPU needs upgrading

D. The disk space does not need upgrading
E. The memory needs upgrading

Answer: C,.D

QUESTION NO: 79

What area would you switch to within SmartUpdate GUI when looking for installations that are
presently taking place?
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Figure 1: SmartUpdate - Packages Tab
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Figure 1: SmartUpdate - Licenses & Contracts Tab
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A. Installation status pane
B. Repository Management
C. Operation status Pane
D. Packages Management
E. License Management

Answer: C

QUESTION NO: 80

Packet filter can inspect packets up to the network layer of the OSI model. Choose the statement
that is true of the upper four layers of the OSI model.

A. The upper four layers are left examined and disallow packets into internal network on these
layers.

B. The upper four layers are left examined and Packet filter allows packets into internal network on
these layers.

C. The upper four layers are left unexamined and Packet filter allows packets into internal network
on these layers.
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D. The packets are forced into lower three layers and hence, examined.
E. The upper four layers are left unexamined and Packet filter disallows packets into internal
network on these layers.

Answer: C

QUESTION NO: 81

When upgrading ClusterXL, which of the following options will you choose if network activity is
required during the upgrade process?

A. Maximum Effort Upgrade
B. Minimal Effort Upgrade
C. Zero Downtime

D. Full Connectivity Upgrade
E. Full Downtime

Answer: C

QUESTION NO: 82
To install and activate the R70 package on IPSO, what command will you run?

A. patch add cd

B. cpconfig

C. cpinfo

D. UnixInstallScript
E. newpkg

Answer: E

QUESTION NO: 83

Which of the following is true regarding Security servers?
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INSPECTION
MODULE

i HTTP
Server

HTTP Clignt

Check Point Separate
Security Gatewszy  connection to
Server

ActualTests
Figure 1: How the Secmity Server Mediates a Connection
A. Security servers can only provide content security for TCP
B. Security servers can perform authentication
C. Security servers do provide content security for HTTP, SMTP and FTP
D. Security servers can perform NAT
E. Security servers are processes that are integrated into the firewall

Answer: B,C,E

QUESTION NO: 84
The three VPN Components are:

A. VPN Management tools
B. VPN trust entities

C. VPN Tunnel

D. VPN Domain

E. VPN endpoints

Answer: A,B,E

QUESTION NO: 85

What answer below list the steps for setting up anti-virus inspection? a) define a CVP server (b)
define rules in the rule base that specify the action to be taken on connections that invoke each

resource ( c) define a resource object (d) create a network object representing the IP address of
the CVP server
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A.d,a,b,c
B.a,c,b,d
C.d,c,b,a
D.d,b,a,c
E.d,a,cb

Answer: E

QUESTION NO: 86

Which page would you switch to within Eventia reporter (in Express tab) when seeking reports that
provides data about gateway system status, including data about CPU, memory and disk space?
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Figure 1: Eventia Reporter

CheckPomt Security Security Management Eventia Reporter
Gateway Server Server

ArctualTests

Figure 2: Eventia Reporter Express Report Archutecture
A. VPN

"Pass Any Exam. Any Time." - www.actualtests.com 56



Checkpoint 156-215-70: Practice Exam

B. Network Activity

C. Security

D. InterSpect

E. System Information

Answer: E

QUESTION NO: 87
Working in SecurePlatform, what mode would you switch to if you exit from Expert Mode?

A. Administrator
B. Custom

C. Standard

D. host

E. Genius

Answer: C

QUESTION NO: 88

To see a variety of information about all the interfaces in a system, you will use the command:
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Viewing Status and Statistics

To see if an nrertace is active, enter;
show mterface if_name status

To gee various stahistics about an interface, enter:
show mterface if_name statistics

To see the properties of and mterface and whether the interface is aglye, guler
show nterface if_name all
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A. show interfaces

B. show info
C. display info
D. show config

E. display interfaces info

Answer: A
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QUESTION NO: 89

The command "delete interface log_if _name" will delete a logical interface, then what command
deletes a physical interface?

A. delete interface phys_if name
B. delete interface_name

C. delete interface physical__name
D. delete interface phys _name

E. delete interface phys_if pname

Answer: A

QUESTION NO: 90

What command will you use to save your configuration in order that the changes remain after you
reboot, if the filename is configfile?

A. save cfgfile configfile
B. save cfgfile filename
C. save cfgfile

D. save filename

E. CLI save cfgfile

Answer: A

QUESTION NO: 91

When upgrading Security Management server, the upgrade process checks to see whether a
contract file is already present on the server. If not, then you can either download a contracts file
from the User Center or:

A. Export a local contract file

B. Cancel the upgrade

C. Continue without contract information (download later using SmartUpdate)
D. Verify a local contract file on Security Management server

E. Import a local contract file

Answer: C,E

QUESTION NO: 92
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In the URI Resource Properties window - Match tab, shown in the diagram. What will happen if
you select type a wildcard in the box in circle?

URI Resource Properties - R1 e

— Schemes
Chitls s T aopher

[T malte I news [ waic

- Methads -~ - ——

IGET I""POSTT HEAD [ PUT  Other ]

Host: |
Path: |

ey

BK Cancel | Help ActualTests

A. This will mean that the resource cannot be used in the rulebase

B. This will indicate any host

C. This will mean that GET, POST, HEAD and PUT methods will be used

D. This will indicate URI schemes to which this Gateway resource applies

E. This will indicate the Rule Base will make special consideration for specified Resource

Answer: C

QUESTION NO: 93
What types of NAT Modes are supported by CheckPoint Security Gateway?

A. Destination Static and Hide

B. Source Static and Hide

C. Static and Hide

D. Source Static and Destination Static
E. Hide
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Answer: C

QUESTION NO: 94

Which of the following dynamic routing protocols are supported by UTM-1 Edge (regardless of the
type)? Select all the correct answers.

UTAM-1 UTM.1Edge X UTM-1Edze W
Edze W ADSL ADSL

Static IP, DHCP, PPPoE, PPTP, | StaticIP, DHCP, PPPE, PPTP,
Supporied Standande Telstra Telars, EoA FEP oA

Halhncmg
DiabspBackup | Serial | Seri USE | Seral USB | Serial USE

Automatic Gateway

Faflover (HA

Dvnamic Houting BGP, OFFF

Print Server . v + -f
Iniﬁmﬁ:d DINS server <

1 SB Rapid Deployment +

Intexface Monder o

ACTUalT eats
Figwre 1: Networking Data for UTRI-1 Edze
A.1S-IS
B. OSPF
C.BGP
D. RIP
E. EIGRP

Answer: B,C

QUESTION NO: 95

Your web server behind the security Gateway is configured to Automatic Static NAT. Client side
NAT is enabled in the Global Properties. A client on the Internet initiates a session to the web
server. On the initiating packet, NAT is likely to occur on which inspection point?
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Operating Svstem
App. App-
ICP TCP
IP | Routing 1P
e
— =
-
: ;
: ;
v &
. g
g £
iH s
-
NIC NIC
Figure 1
Table 1
Capture position fwwv monitor mask value
pre-inbound i (lowercase i)
post-inbound T (Uppercase i)
pre-outbound o [lowercase o) ActualTests
post-outbound O (Uppercase o}

A. | - Post inbound orBig |

B. o - Pre outbound or little o
C. O - Post outbound or big O
D.i- Preinbound or little i

Answer: C

QUESTION NO: 96

The diagram shows two authorization rules. John is a manager in the sales department of a
medium-sized company. The first rule states that only Read access is granted to the Sales Staff
Group and the second rule states that both Read and Write status can be granted to members of
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the Sales Managers Group. If John is a member of both groups, what privilege will be granted to

him?

htipiiCompary_ Divisions/Sales [

B Seurcy | 225 Addeess Transdation | B SmartDefense | B voh Manager | T Destton Secny (B Web diecess |

|

! Authorization Hequirements - Allow il maich ol least one le

2 |z ere ona Be

i"kg_u_-q'mu- |ﬂ Fead
B =

e

| o ses_stam

| A1 Saies_wanacers

e |
] wes [

Figure 1: Security and Authorization rule

A. No access

B. Write

C. Read

D. Read and Write
E. Admin

Answer: D

QUESTION NO: 97

Each NAT rule consists of what three elements? Choose all the correct answers.

ActualTests
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A. Source

B. Destination
C. Policy

D. Action

E. Service

Answer: A,B,E

QUESTION NO: 98

Which of the following is the correct list of the key features of SmartView Monitor? Select all the
correct answers.

A. Gateways

B. VPN

C. Tunnels

D. Traffic / Counters
E. Remote Users

Answer: A,C,D,E

QUESTION NO: 99

Querying rules can help you identify the most appropriate place for new rules. You can run queries
on which of the following?

A. IPS
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B. Access Rule Bases
C. Desktop Security
D. Security

E. NAT

Answer: B,C,D

QUESTION NO: 100

What SmartConsole client allows you to block or terminate any active connection from or to a
specific IP address?

A. SmartDashboard
B. SmartView Status
C. RuleBase

D. Security Policy

E. SmartView Tracker

Answer: E

QUESTION NO: 101

When dealing with IPSO clustering modes, which of the modes will you choose if you want each
cluster node to receive every packet sent to the cluster system and decides whether to process it
based on information it receives from the master node?

A. Multicast with IGMP mode
B. Multicast with IGMP

C. Multicast mode

D. Forwarding mode

E. Unicast mode

Answer: C

QUESTION NO: 102

Prior to changing Eventia Reporter Database settings using UpdateMySQLConfig application, you
must stop all Eventia Reporter services. What command would you run in order to achieve this?
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Syntax
| UpdateMySQLonfig
[-A -fe=string -se=number -auto[s=true|=false] [ -m=number ] ]
L E=number ]
r M -arc=string -dstestring )
~T=string ]
'_‘L“?tl 7g ActualTests
E=il |

Parameters for: UpdateMySQLConfia Options

option sub-option meaning
-A -f - the name of the file to | add a new data file to the
add. database.

-z -the initial size of the file
when it is created {format
[0-9]+{KIMIG})

—auto - specifies whether the
database should grow the file
on demand.

-m - the matimmn size the
the file can grow (format
[0-9]+{KIMIG}). If this op-
tion is not specified, the da-
tabase will grow the file to
the available size on the disk.

-E Sets the level of database

RKAM usage.

-M -zre - original file path Moves a database file to a
new location.

-dst - destination file path

=z Changes the path to MySQL
temporary directory
~L Changes' the path te MySQL

log directory and copies log
files to the new location.

z Actrattests
=h Displays this help message.

. cpstop

. UpdateMySQLConfig
. rmdstop

. rmdstart

. cpconfig

mooOo >

Answer: C

QUESTION NO: 103

In IPSO Directory structure, which of the following directory contains Checkpoint software
package?
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A. /opt
B. /config
C. /image
D. /etc
E. lvar

Answer: A

QUESTION NO: 104

Your network configuration is shown in the diagram. Host 1 and host 6 need to communicate. A
VPN tunnel is established in order that the communication can be encrypted. Which of the
following are the correct steps of communication between host 1 and host 6 using the VPN
tunnel? 1 A packet leaves the source host and reaches the gateway 2 The gateway encrypts the
packet 3 The packet goes down the VPN tunnel to the second gateway. In actual fact, the packets
are standard IP packets passing through the Internet. However, because the packets are
encrypted, they can be considered as passing through a private "virtual" tunnel 4 The packet is
delivered in the clear to the destination host. From the hosts perspective, they are connecting
directly 5 The second gateway decrypts the packet

Host 1

Security Gateway

A. 123,45
B.1,2534
C.1,254,3
D.1,2,4,3,5
E.1,2,354
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Answer: E

QUESTION NO: 105

If the gateways use certificates, the certificates can be issued either by the Internal Certificate

Authority (ICA) on the Security Management server, or by a:

A. External Server CA

B. Enforcement Module

C. Third party OPSEC certified CA
D. No Certificate Authority asidelCA
E. SecurityGateway CA

Answer: C

QUESTION NO: 106
Which of the following is true regarding IPS Tuning Protections?

A. it is recommended to clone tuning management in order to minimize hard disk space

B. Apply all of the protections as a group to specific gateways

C. It is recommended to create separate profiles for different gateway location types

D. It is recommended to create the same profile for different gateway location types

E. it is recommended to apply different profiles for current gateways and for older Gateways

Answer: B,C,E

QUESTION NO: 107
IPSO file systems are based on which of the following file system type?

A. UFS
B. FAT
C.NTFS
D. FAT32
E. DOS

Answer: A

QUESTION NO: 108

"Pass Any Exam. Any Time." - www.actualtests.com

69



Checkpoint 156-215-70: Practice Exam

In the RuleBase, which element determines what Firewall should do with a packet?

A. Destination
B. Source

C. Action

D. No

E. Service

Answer: C

QUESTION NO: 109

To distribute or upgrade a package, you must first add it to the Package Repository. You can add
packages to the Package Repository from which of the following three locations?

A. User Center

B. Certificate Key

C. Check Point CD
D. Download Center
E. SmartDashboard

Answer: A,C,D

QUESTION NO: 110
How will you install a rule base? Choose the best answer.

A. After defining your rules inSmartDashboard , choose install from File menu

B. After defining your rules in SmartDashboard, choose Install from Policy menu
C. Before defining your rules inSmartDashboard , choose Install from View menu
D. After defining your rules in SmartDashboard, choose Install from View menu

E. Before defining your rules inSmartDashboard , choose Install from Policy menu

Answer: B

QUESTION NO: 111

How would you disable a rule?
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A. By selecting the rule, then select "Disable Rule" option from Topology menu in CheckPoint
SmartDashboard

B. By selecting the rule, then select "Disable Rule" option from Rules menu in SmartView Tracker
C. By selecting the rule, then select "Disable Rule" option from Rules menu in CheckPoint
SmartDashboard

D. By selecting the rule, then select "Disable Rule" option from File menu in CheckPoint
SmartDashboard

E. By selecting the rule, then select "Disable Rule" option from Rules menu in SmartView Status

Answer: C

QUESTION NO: 112

Which of the options below best describes the difference between the Drop action and Reject
action? (assume TCP is specified in the service column of your rulebase)

A. Drop action is the same as Reject action

B. With Drop action, the sender is not notified but with Reject action, the user is notified
C. Reject action is the same as Drop action

D. With Drop action, the sender is authenticated but with Reject action, the user is not
authenticated

E. With Drop action, the sender is notified but with Reject action, the user is not Notified

Answer: B

QUESTION NO: 113

Your company has headquarters in two countries: Toronto (Canada) and Washington (USA). Each
headquarter has a number of branch offices. The branch offices only need to communicate with

the h rter in their ntry, not with h other i.e. no branch offi houl mmunicate with
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another branch office.

— — — — — -

\ Toromto - Wa shington
MESH 1
--" — — — — — *—-—

y
Toromto ~w— _ _ -~ ®

STAR .

#
—_— Washington

ﬂ‘\&EﬁﬁE sts

Figurel: Two Stars and Mesh

A. You need to define two stars and a mesh

B. You need to define a star and two meshes

C. You need to define two stars and twomesh

D. You need to define three stars and two meshes
E. You need to define a star and a mesh

Answer: A

QUESTION NO: 114

The negotiation prior to the establishment of a VPN tunnel might result in the production of large
packets. Some NAT devices may not fragment large packets correctly making the connection
impossible. Which of the following is true as to the resolving this issue?

A. IKE over TCP can be used to solve the problem, though this problem is resolved during IKE
phase 2

B. If using NAT-T, you can use Aggressive Mode

C. UDP Encapsulation method uses port number 2746 to resolve this problem

D. If using NAT-T, port 4500 must be enabled

E. IKE over TCP can be used to solve the problem, though this problem is resolved during IKE
phase |

Answer: C,D,E

QUESTION NO: 115

How can you delete an automatic NAT rule? See the diagram if you choose wrong answer.
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i

. By highlighting the rule, click on Rules menu and select delete
. By highlighting the rule and hitDelete button on your keyboard

. By highlighting the rule, click on Edit menu and select delete
. By modifying the object's configuration

mooO o>

Answer: E

QUESTION NO: 116

The SmartUpdate command line "cprinstall get” will:

The St Update Comnand

Al management operations that are performed wia the SrraciUpdate GUT can alzo be execidad wa the comenand line. There are theee mamn comrrosds
+ cpphkg Lo work with the Packapes Reposilory

= cprinstall to perform remcte mstallfions of packages

+ oplin foe license minagerment

(ppkg Commmands

Description: Manage the product repository. I is alweys exacuted on the Secursty Managernant server The list include

= cppig acd

« cppig deleta

s ppRpge

* SPpRE petoool ActualTests
= cppleg print

- cppig selroct

. By highlighting the rule, right-click and select Delete option from the emerging menu
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appkg add
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ArctualTests

Cpplig debrie

Descrapiion: Delete aproduct package [rom the repository. To delete o product packpe pos st speafy o mamber of options. To see the Jormat of the cpbidns ind o
e et Cooginnr of et peaadict papomitony, une the cppitg pease compnaed

Uage: cpolig delite [ovendor> <pooductss Srerpion> <ot [l
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warioh Package wirsiie,

&% Package Opesating Sysdem. Oplioas
:I:m, Bolaris, ips, 1ina

- Package menot werson. This
paramelel o ophenal,

Cosneneeas 10 15 ot possible to umda the opplip el compnousd

ActualTests

"Pass Any Exam. Any Time."

www.actualtests.com

74



Checkpoint 156-215-70: Practice Exam

opPke get
Drevaniprions Symecheorases the Fackinge Reposdony Satabase with e coreamt of the sctial paciasge regoaihory ander SSURCOT
Usagr. cppiog get

oy grivoee
Dracpipiion’ Fomd out the loculion of the prodoct repenitory. The defiull prodact repoaviony lotalion on Windows mackanes o © \SUrect On UNDE L i3 Sraef Tl rock
Usage: cppitg getrool

Exunple: # cppig petroat
Current reponibory rodt ot sebfo farinreot

g et st
Deseraption. Lk the contents of the product repostiony
Ups cpplig pret o see e prodect ind OF sregs oegarred to sl o produst podeags warg the cpaezal] command, of to delels 3 pacitape using the oppitg delete command

Ueage, cppleg jrat

Cpph wwtn ot
Dersaviption: Creats srew rapordony root &rectory localion, el b move ending peodut pacicages mbo B e piponbocy

Tha d-el'm'd. Pt repaiil ey lodaledn i Srdaled vt U Tecunty Marageeedl farrar o dfattalbed On Windewn maclofes e default Joditvon ol © \Sleoat and of UMD S o
AveiSilroot Ude Ber ccermand o chungs the dafas |ecation

Wt Chinipeng sepodiony ool &reclory

= The pordanty of B ald pepatibany p Copitd snbo e e papasfony

= The ETURCOT arironmemt vanabhe gatn the value of the pawr root path

A gptoduct padtage i ke tew Rooilion willl by overeritten by a padkage i the old locaiem, of B packages ate e tame (hal g, they han'e the tame 1D snnga)

Thet eegepmrbony poot deectony shoald have ot beet 200 Mgt of o iz mace

Uenge. cpping setreat <repomitony-rood-directony - il pethor

K jd Ehe s il inits
pepae] tary st -directs The desred Bcation fr B posdict
vy tul ] puth Tegeibery

ActualTests
Comusnrnin: B g impartaed 1o scbadd e Soomily Meapaned iove I."II'-'H!'.'Dﬂr-Irltﬁl‘- cofreraned, i codar b 248 e i ETUROOT axmiernert varubils

Example: cppkg setroot fvar/new_suroot Repository root is set to :

Mvarined suroot/
Note: When changing repository root directory

1. 0ld repository content will be copied inte the new
repository.
2. A package in the new location will be overwritten by a

package in the old location, if the packages have the same
name.

Change the current repository xoot 2 [¥/n] : ¥

The new repository directory does not exist. Create it ?
[y/n] : ¥

Repository root was set to : /var/new_suroot

Notice : To complete the setting of your directoryadrshimdsts
the machine!

The SmantUpdate Cominand Line

All management operations that are performed mia the SmantUpdate GUT can also be executed via the command line
There dre three main commands:

* cpplkg to work with the Packages Repository

« cprinstall to perform remote nstallations of packages ActualTests
+eplic for license management
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cprinstall commands

[escription UIse cprinstall commands to perform remote installation of product
packages, and associated operations.
On the Security Management server, cprinstall commands require
licenses for SmartUpdate
On the remote Check Point gateways the following are required:

+ Trust must be established between the Security Management
server and the Check Point gateway.

+ ¢opd must run.
+ cprid remote installation daemon rust run.

ActualTests

cprinstall boot

Description Boot the remote computer.

Usage eprinstall boot <Object name>
Syntax Argument Description
Object name Object name of the Check Point
Security Gateway defined |
et Dl BetualTests
cpstop
Description Terminate all Check Point processes and applications, running on a
machine.
Llsage cpstop

cpstop -fwflag [-proc | -defaulk]

Syntax Argument Description

-fwflag -proc Kills Check Point daemons and
Security servers while maintaining
the active Security Policy running in
the kernel. Rules with generic
allowireject/drop rules, based on
services continue to worik:.

-fwflag -default Kills Check Point dasmons and
Security servers. The active Security
Policy running in the kernel is
replaced with the default filter..

Comments This command cannol be used to terminate cprid. cprid is ii}f@ﬁfg” e
when the machine is booted and it runs independenthy.
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cprinstall get

Description

Lisage
Syntax

Example

Syniax

Comments

Example

Obtain

details of the products and the Operating System installed on

the spacified Check Polnt gateway, and to update the database.

cprinstall gert <Object name>

Argument Description

Object name | The name of the Check Point Security Gateway

abject defined in SmartDashboard,

oprinstall get gl

Chesking eprid connsction...
Versfied

Cparatvion completed successfully
Updating machine information. ..
Dpdate successfully completed
"Gat Gatewsy Data' completed soocessfully
Cparating 1yE tam Hajer Varsion

Haner Varsioen

SacuraFlatiors RTO ]
Vandor Product Major Version Minor Vergien
etk mora et AW ~o0 ActualTests
Cheok Foink SxartPortal 270 R70

Argument Description

-boot Boot the remote computer after

installing the package.

Only boot after ALL products have
the same version. Boot will be
cancelled in certain scenarios. See
the Releasa Motes for details.

Object name Object name of the Check Point
Security Gateway defined in
SmartDashboard.

vendor Package vendor (e.g. checkpoint)

product Fackage name

version Package version o

Sp Pac}(age mj nor ﬂe[ﬂim [ LM A8 F | i) I ecpu] B

Before transferring any files, this command runs the cprinstall

verify

command to verify that the Operating System is appropriate

and that the product is compatible with previously installed products.

£ cprinstall install -boot fred checkpoint firewall RT0

Installing firewall R70 on fred..

Info :
Info :
Info :
Info :
Info :
Info :
Info :
Info :
Info :
Info :
Info

: Operation completed successfully.

Testing Check Point Gatewa}r

Test completed successfully,

Transferring Package to Check Point Gateway
Extracting package on Check Point Gateway
Installing package on Check Point Gateway
Product was successfully applied.

Rebooting the Check Point Gateway

Checking book sktabus

Reboot completed successfully.

Checking Check Poink Gabewsy ActualTests
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cprinstall revert

Description
Usage

Syntax

Comments

Restores the Check Point Security Gateway from 2 snapshotl,
cprinstall revert =chject name> <filename>

Argument Description

Object name Object name of the Check Point
Security Gateway defined in
SmartDashboard .

filename Mame of the snapshet file.

Supported on Securer 3TN Onty,

ArctualTests

cprinstall sh
Description

Usage
Syntax

Comments
Example

ow
Displays all snapshot (backup) files on the Check Poink Security

Gatma}'.
cprinstall show <object names

Description
Object name of the Check Point

Security Gateway defined in
SmartDashboard,

Argument
Object name

Supported on Seclrer |3THANM ANty
# cprinstall show GWl
SU_backup.tzg

ACtualTests

cprinstall snapshot

Description
Usage

Syntax

Comments

Creates a shapshot <filename> on the Check Point Security Gateway.

cprinstall smapsheot <chiject name> <filenames
Argument Description
Object name Object name of the Check Point
Security Gateway defined in
SmartDashboard.
filename Marme of the snapshot file.

Supported on SecurePlatformn only,

ActualTests
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cprinstall transfer

Description
Lisage

Synkax

Transfers 2 package from the repository to 3 Check Point Security
Gateway without installing the package.

cprinstall transfer <object name> <vendors <proeducts
<versiocn> <sp>

Argument Description

Object name Object name of the Check Point
Security Gateway defined in
SmartDashboard.

vendor Fackage vendor (e.g. checkpoint),

product Packaze name

version Package version.

sp Package minor version. This
parameter is optional.

ActualTests

cprinstall verify

Description

Usage

Syntax

‘b‘enfy:

« |f a3 specific product can be instalied on the remote Check Point
gateway,

+ That the Operating System and currently installed products are
appropriate for the package,

« That thera is enough disk space to install the product.

+ That there is a CPRID connection,

cprinstall werify <Object name> <vendor> <product:>
<version* [sp]

Argument Description

Object name Object name of the Check Paint
Security Gateway defined in
SmartDashboard.

vendor Package vendor {e.g. checkpoint).

product Package name

Options are: SWoundation,
firewall, floodgate.

yersion Package version.

5D Package minor version. THaSt, a1 Tests
parameter is oplionzl.
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Example The following examples show a successful and a failed warify
operation:

Vorify succoeds:
cprinstall verify harlin checkpoint SVHfoundation R7(

Verifving installation of sVNfoundation RV0 on harlin...
Info : Testing Check Point Gateway.

Info : Test completed successfully.
Info : Installation Verified, The product can be installed.

Verify fails:
cprinstall verify harlin checkpoint. SVHfoundation R70

Verifving installation of sVifoundation R70 on harlin...
Info : Testing Check Point Gateway

Info : SW Foundabtion R70 is already installed on

192 148.5.134

Operation Buccess.Product canncot be installed, did no =
dependency check. C%Ll%ﬁEStS

cprinstall uninstall

Description  Uninstall products on remote Check Point gateways. To uninstall a
product package you must specify a number of oplions. Use the
cppkg print command and copy the required options.

USEEE cprinstall uninstall [boot] <20bject name> <wvendor>
products> <versicns [ep]

Syntax Argumient Description

Bt Boot the remate computer after
installing the package.

Only boot after ALL products have
the same version. Boot will be
cancelled in certain scenarios. See
the Release Motes for details.

Object name Ob ject name of the Check Point
Security Gateway defined m
SmartDashboard.

vendor Package vendor (¢.2. checkpoint)

product Package nams

version Package version

sp Package minor version.

Comiments Before uninstalling any files; this command runs the corinstall
verify command to verify that the Operating System is appropriate
and that the produck is installed.

ArctualTests
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