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Praise for Richard Deal’s CCNA Study Guide

As a CCIE and instructor, I can personally assure you that the importance of learning
the fundamentals cannot be stressed enough. I have instructed certification candidates
who were preparing for every level of Cisco certification, from CCNA up to CCIE.
Those individuals who took the time to learn the essential technologies have always
had a much greater chance of success, both in pursuing certifications and working
“real life” in the field. This book is a wonderful tool to help you learn about Cisco
networking.

In the years | have known Richard Deal, he has repeatedly impressed me with his
technical knowledge and teaching ability. Every time we work together on a project,
Richard takes complex subjects and presents them in a way that is understandable.
He has a unique ability to enable people to understand complex technical content.
Richard has found a way to impress me again by efficiently covering Cisco’s large list of
exam topics for the new CCNA exams.

This book is much more than the bound paper you are holding in your hands. It
contains the Boson NetSim Limited Edition and corresponding labs that are included
for critical hands-on experience. The practice exam included on the CD by Richard
uses the Boson Exam Engine with the latest in simulation technology. [ would
recommend taking advantage of the Boson NetSim upgrade and ExSim-Max practice
exams prior to your exam date. This will give you maximum exposure to the new
topics.

In summary, this book and its enclosed CD-ROM will be a great resource to
those preparing for Cisco certification and to those who want to master essential
technologies. It will remain accurate reference material about Cisco networking for
years to come.

Bryan Baize

CCIE 16139
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FOREWORD

From Boson Software, Inc.

The Cisco CCNA certification requires that you learn and master a number of skills.
As you read this book, incorporating Boson NetSim into your learning process will
help you successfully complete the CCNA certification track. The Boson NetSim
Limited Edition (LE) included with this book will get you started on your way, and
additional capability from the full edition is available after purchasing an upgrade.

Boson NetSim will help you with the practical hands-on portion of your
education, and it ensures that you not only understand the concepts of routing and
switching but that you can actually configure and implement routing and switching
on Cisco devices. Once you feel you have mastered both the theory and the practical
labs, you can test your knowledge using the exams included with this book and
the CD. You may also purchase ExSim-Max practice exams from Boson, available
at http://www.boson.com. ExSim-Max is the most realistic practice exam on the
market with questions that are well-written, technically accurate, and completely
representative of those on the actual exam. With ExSim-Max, you can be sure you
are ready to pass the real exam.

Boson NetSim is the most advanced network simulator on the market for learning
how to configure a Cisco router and Catalyst switch. Boson NetSim will not only
help you become CCNA certified, it will actually help you learn and understand
how to configure routers, switches, and networks.

The Boson NetSim LE can be upgraded to the full edition for CCNA at any
time at http://www.boson.com/mcgrawhill (with a valid activation code from your
qualifying McGraw-Hill book). Upgrading enables all other Boson NetSim labs,
commands, telnet, and advanced features. Don’t forget to complete your study with
ExSim-Max practice exams. Thank you very much, and best wishes in your future
studies!

Boson Software, LLC

http://www.boson.com
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PREFACE

he primary objective of this book is to help you achieve the Cisco Certified Network

Associate (CCNA) certification so that you can enhance your career. | believe that the

only way you can increase your knowledge is through theoretical and practical learning.
In other words, this book provides the book learning as well as basic hands-on experience that
you'll need to pass the exam. However, once you pass the CCNA exam, your journey is just
beginning: you’ll need to enhance your newly acquired skills with additional reading and a lot of
hands-on experience.

You can achieve CCNA certification in two ways:

B Pass the CCNA (640-802) exam.
B DPass both the ICNDv1 (640-822) and ICNDv2 (640-816) exams.

The CCNA 640-802 exam includes the same topics covered by the ICNDv1
640-822 and ICNDv2 640-816 exams. Cisco developed the second approach
particularly for individuals who are just beginning their journey into networking,
especially for people taking the CCNA curriculum at a Cisco Network Academy.
The two-test approach is better suited for this environment since it takes a year to
two to go through Cisco’s CCNA curriculum at the Network Academies. With this
approach, you take the ICNDv1 640-822 exam halfway through the curriculum and
the ICNDv2 640-816 exam at the end of the curriculum.

Another advantage of taking and passing the ICNDv1 exam is that you have
achieved Cisco’s newest entry-level certification: CCENT (Cisco Certified Entry
Networking Technician). In August 2007, Cisco introduced this certification based
on customer and employer demand for a lower level certification demonstrating
basic networking and hand-on skills with IOS devices such as routers and switches.

If you already have networking experience, especially if that experience includes
configuring Cisco devices, you are better off taking the single CCNA 640-802 exam.
The main advantage of this approach is that you have to pay for only one exam.
Currently, the exam cost of the ICNDv1 and ICNDv2 exams are $125 US each,
while the CCNA 640-802 exam is $150 US (at the time of the printing of this book),
but Cisco has changed its pricing scheme in the past and can do so in the future.

xXXiv
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This book was primarily written for those individuals wishing to pass the CCNA
640-802 exam. However, this book contains all the information that you would
need to pass both the ICNDv1 640-822 and ICNDv2 640-816 exams. Therefore, it
is up to you to determine which testing approach you take to achieve your CCNA
certification.

In This Book

This book covers all the exam objectives posted on Cisco’s web site concerning

the CCNA 640-802 exam as well as the ICNDv1 640-822 and ICNDv2 640-816
exams. Each chapter covers one or more of the main objectives in this list, especially
as it relates to how things work and how to configure them on Cisco’s routers and
switches. Appendix B has a breakdown of Cisco’s objectives and indicates which
chapter in this book covers those objectives.

In Every Chapter

['ve created a set of chapter components that call your attention to important items,
reinforce important points, and provide helpful exam-taking hints. Take a look at
what you'll find in every chapter:

B Every chapter begins with the Certification Objectives—what you need to
know to pass the section on the exam dealing with the chapter topic. The
objective headings identify the objectives within the chapter, so you'll always
know an objective when you see it!

B Practice Exercises are interspersed throughout the chapters. These are step-
by-step exercises that allow you to get the hands-on experience you need to
pass the exams. They help you master skills that are likely to be an area of
focus on the exams. Don’t just read through the exercises; they are hands-on
practice that you should be comfortable completing. Learning by doing is an
effective way to increase your competency with a product. These exercises
are directly tied to the McGraw-Hill NetSim Learning Edition simulator,
produced by Boson Software and included on the CD. These exercises will
always work with the simulator product. Please note that Cisco’s real exams
contain simulation questions, so it is very important that you practice your
skills with either this simulator or with real routers and switches.
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B On the Job notes describe the issues that come up most often in real-world
settings. They provide a valuable perspective on certification- and product-
related topics. They point out common mistakes and address questions that
have arisen from on-the-job discussions and experience.

B Exam Watch notes point out important information you should learn when
preparing for your exam.

B Multimedia demonstrations, called CertCams, are included on the CD. If
you want to see actual configurations of Cisco routers and switches in action,
you can view these multimedia demonstrations. Throughout each chapter
involving configurations are multiple multimedia demonstrations with a
pointer to the CD where you can locate and run them. You will need to read
the instructions included on the CD to run the multimedia demonstrations.

B The Inside Exam element appears at the end of each chapter and focuses on
important topics mentioned in the chapter, covering procedures you should
take to ready yourself for the exam with the information discussed in the
chapter. Many tips and tricks are pointed out here to help you pass your exam
with confidence.

B The Two-Minute Drill at the end of every chapter offers a checklist of the
main points of the chapter. It can be used for last-minute review.

B The Self Test section at the back of each chapter offers questions similar to
those found on the certification exams. The answers to these questions, as
well as explanations of the answers, can be found at the end of each chapter.
By taking the practice exams after completing each chapter, you'll reinforce
what you’ve learned from that chapter while becoming familiar with the
structure of the exam questions.

B The Exam Readiness Checklist section at the end of the introduction and
in Appendix B is a list of the official exam objectives, presented exactly as
the vendor specifies them, cross-listed with the exam objectives as they are
presented in the book and chapter references. You should work with this
list as you study, noting your familiarity with the objectives by checking
off the appropriate box before you review each chapter. The table in the

introduction covers exam 640-802. Appendix B covers the objectives for the
individual ICNDv1 and ICNDv2 exams.
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Some Pointers

Once you've finished reading this book, set aside some time to do a thorough review.
You might want to return to the book several times and make use of all the methods
it offers for reviewing the material:

Re-read all the Two-Minute Drills, or have someone quiz you. You also can use
the drills as a way to do a quick cram before the exam.

Re-read all the Exam Watch notes. These are important items you should know
for the exam. In other words, don’t be surprised to see these topics appear on
the real exam.

. Re-take the Self Test sections at the back of each chapter. Taking the tests right

after you've read the chapter is a good idea, because the questions help
reinforce what you've just learned. However, it’s an even better idea to return
later and go through all the questions in the book in one sitting. Pretend that
you're taking the live exam. (When you go through the questions the first
time, you should mark your answers on a separate piece of paper. That way,
you can run through the questions as many times as you need to until you feel
comfortable with the material.)

Use the exam test engine on the CD. Did you use the test engine on the CD to
test your knowledge? The 104 questions in the test engine cover all the topics
in the book. You can also purchase additional tests from Boson Software at its
web site (www.boson.com).

. Do all the practice exercises in each of the chapters. Some simulation questions

appear on the actual CCNA exams. In the simulation questions, you'll

be required to perform basic configuration and troubleshooting tasks on a
Cisco router and/or switch. Therefore, it is important that you have good
configuration skills. Use the practice exercises to hone your configuration skills.
I have developed two types of simulation questions in this book. All of them
have to do with configuring Cisco routers and Catalyst switches; however, some
of them also have you troubleshoot networking problems, where two or three
configuration errors are introduced into the network and it is your job to track
down these configuration errors, using the tools you learned about throughout
this book, and fix them.
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Practice Exams and the Simulator

As I mentioned earlier, it is important that you have hands-on experience not
only for the exam, but also to prepare for working with Cisco equipment in a real
network. A lot of time and effort has been devoted in the creation of the practice
exercises in this book. I have developed Figures 1 and 2 that display the network
topology used with the simulator.

These figures show four PCs, two routers (both 2600s), and three Catalyst 2950
switches. Chapters that have practice exercises will refer you to these figures for the
layout of the network topology and the addressing assigned to the devices in the
topology. Refer to these figures when performing the exercises.
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INTRODUCTION

How to Take a Cisco Certification Examination

This Introduction covers the importance of your CCNA certification and prepares
you for taking the actual examination. It gives you a few pointers on methods of
preparing for the exam, including how to study and register, what to expect, and
what to do on exam day.

Catch the Wave!

Congratulations on your pursuit of Cisco certification! In this fast-paced world of
networking, few certification programs are as valuable as the one offered by Cisco.

The networking industry has virtually exploded in recent years, accelerated by
nonstop innovation and the Internet’s popularity. Cisco has stayed at the forefront of
this tidal wave, maintaining a dominant role in the industry.

The networking industry is highly competitive, and evolving technology only
increases in its complexity. The rapid growth of the networking industry has created
a vacuum of qualified people: there simply aren’t enough skilled networking people
to meet the demand. Even the most experienced professionals must keep current
with the latest technology in order to provide the skills that the industry demands.
Cisco certification programs can help networking professionals succeed as they
pursue their careers.

Cisco started its certification program many years ago, offering only the
designation Cisco Certified Internetwork Expert (CCIE). Through the CCIE
program, Cisco provided a means to meet the growing demand for experts in the
field of networking. However, the CCIE tests are brutal, with a failure rate greater
than 80 percent, and fewer than 5 percent of candidates pass on their first attempt!
As you might imagine, few people attain CCIE status.

In early 1998, Cisco recognized the need for intermediate certifications, and several
new programs were created. Four intermediate certifications were added: CCNA (Cisco

Certified Network Associate), CCNP (Cisco Certified Network Professional), CCDA

XXX
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xXXXi

(Cisco Certified Design Associate), and CCDP (Cisco Certified Design Professional).
In addition, several specialties were added to the professional and CCIE certification
levels since then. Today, Cisco also has Professional and CCIE certifications in Security,
Voice, Service Provider, and Network Storage.

Match
I would encourage you to

take beta tests when they are available.
Not only are the beta exams less expensive
than the final exams (some are even

free), but also, if you pass the beta, you

will receive credit for passing the exam.

If you don’t pass the beta, you will have
seen many of the questions in the pool of
available questions, and you can use this
information when you prepare to take the

exam for the second time. Remember to jot
down important information immediately
after the exam. You will have to do this
dfter leaving the exam area, since materials
written during the exam are retained by
the testing center. This information can be
helpful when you need to determine which
areas of the exam were most challenging
for you as you study for the subsequent
test.

Why Vendor Certification?

Over the years, vendors have created their own certification programs because

of industry demand. This demand arises when the marketplace needs skilled
professionals and an easy way to identify them. Vendors benefit because it promotes
people skilled in managing their product. Professionals benefit because it boosts their
careers. Employers benefit because it helps them identify qualified people.

In the networking industry, technology changes too often and too quickly to rely
on traditional means of certification, such as universities and trade associations.
Because of the investment and effort required to keep network certification programs
current, vendors are the only organizations suited to keep pace with the changes.

In general, such vendor certification programs are excellent, with most of them
requiring a solid foundation in the essentials as well as their particular product line.

Corporate America has come to appreciate these vendor certification programs
and the value they provide. Employers recognize that certifications, like university
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degrees, do not guarantee a level of knowledge, experience, or performance;
rather, they establish a baseline for comparison. By seeking to hire vendor-certified
employees, a company can be assured that not only has it found a person skilled

in networking, but it has also hired a person skilled in the specific products the
company uses.

Technical professionals have also begun to recognize the value of certification
and the impact it can have on their careers. By completing a certification program,
professionals gain an endorsement of their skills from a major industry source.

This endorsement can boost their current position, and it makes finding the next
job even easier. Often a certification determines whether a first interview is even
granted.

Today a certification may place you ahead of the pack. Tomorrow it will be a
necessity to keep from being left in the dust.

Datch . . N
Signing up for an exam select the option for first-time registration,
has become easier with a Web-based test and the web site will walk you through
registration system.To sign up for the that process. The registration wizard even

CCNA exams, access Vue’s site (http:/lwww  provides maps to the testing centers,
.vue.com) and register for the Cisco Career something that is not available when you
Certification path. You will need to get an call Vue on the telephone. As of 2007, Cisco
Internet account and password, if you do no longer offers testing through Prometric.
not already have one, for these sites. Just

Cisco’s Certification Program

Cisco now has a number of certifications for the Routing and Switching career track.
While Cisco recommends a series of courses for each of these certifications, they
are not required. Ultimately, certification is dependent upon a candidate’s passing a
series of exams. With the right experience and study materials, you can pass each of
these exams without taking the associated class.

Cisco is constantly changing and updating its certification requirements. For
more information about Cisco certifications and exams, visit Cisco on the web at
http://[www.cisco.com/web/learning/index.html.
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Jatch
In addition to the technical demonstration tutorial videos, and the

objectives that are being tested for each latest news on Cisco certification. This is
exam, you will find much more useful the most important site you will find on
information on Cisco’s web site at http:// your journey to becoming Cisco certified.
www.cisco.com. You will find information The Career and Certification sections of
on becoming certified, exam-specific the web site change periodically, so be sure
information, sample test questions, to check for updates regularly!

Computer-Based Testing

Datch

In a perfect world, you would be assessed for your true knowledge of a subject, not
simply how you respond to a series of test questions. But life isn’t perfect, and it just
isn’t practical to evaluate everyone’s knowledge on a one-to-one basis. (Cisco actually
does have a one-to-one evaluation, but it’s reserved for the CCIE Laboratory exam.)

For the majority of its certifications, Cisco evaluates candidates using a computer-
based testing service operated by Vue. This form of testing service is quite popular in
the industry, and it is used for a number of vendor certification programs. Thanks to
Vue’s large number of facilities, exams can be administered worldwide, and generally
in the same town as a prospective candidate.

For the most part, Vue exams work similarly from vendor to vendor. However,
there is an important fact to know about Cisco’s exams: They use the traditional test
format, not the newer adaptive format. This allows Cisco to choose an appropriate
number of questions on each objective in order to test your knowledge.

Cisco no longer allows you you answer a question, you cannot go back

to mark questions for later review—once and change your answer.

To discourage simple memorization, Cisco exams present a different set of
questions every time the exam is administered. In the development of the exam,
hundreds of questions are compiled and refined using beta testers. From this large
collection, a random sampling is drawn for each test. Plus, Cisco has developed
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simulation questions that require you to place basic configurations on Cisco devices
and troubleshoot an existing network topology. These types of questions require a
candidate to have hands-on, not just book learning, experience.

Each Cisco exam has a specific number of questions and test duration. Testing
time is typically generous (75 to 90 minutes), and the time remaining is always
displayed in the corner of the testing screen, along with the number of remaining
questions. If time expires during an exam, the test terminates and incomplete
answers are counted as incorrect.

At the end of the exam, your test is immediately graded and the results are displayed
on the screen. Scores for each subject area are also provided, but the system will not
indicate which specific questions were missed. A report is automatically printed at the
proctor’s desk for your files. The test score is electronically transmitted back to Cisco.

In the end, this computer-based system of evaluation is reasonably fair. You might
think that one or two questions were poorly worded; this can certainly happen, but you
shouldn’t worry too much. Ultimately, it’s all factored into the required passing score.

Question Types

Cisco exams pose questions in a variety of formats, most of which are discussed here.
As candidates progress toward the more advanced certifications, the difficulty of the

exams is intensified, through both the subject matter and the question formats.

Datch
To pass these challenging

exams, you may want to talk with other
test takers to determine what is being
tested and what to expect in terms

of difficulty. The most helpful way to
communicate with other CCNA hopefuls
is the Cisco Network Professional
Connection. With this bulletin-board
system, you can ask questions from
other members, including employees of

Cisco.These discussions cover everything
imaginable concerning Cisco networking
equipment and certification. Go to
http://forum.cisco.coml/eforuml/servilet/
NetProf?page=main to learn how to access
this source of a wealth of information.
(Note that at the time of publication, this
information was correct. Please contact
Cisco directly for the most up-to-date
information about Cisco’s forums.)
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True/False

The classic true/false question format is not used in the Cisco exams, for the obvious
reason that a simple guess has a 50 percent chance of being correct. Instead, true/
false questions are posed in multiple-choice format, requiring the candidate to
identify the true or false statement from a group of selections.

Multiple Choice
Multiple-choice is the primary format for questions in Cisco exams. These questions
may be posed in a variety of ways.

Select the Correct Answer This is the classic multiple-choice question, in which
the candidate selects a single answer from a minimum of four choices. In addition to

the question’s wording, the choices are presented in a Windows radio button format,

in which only one answer can be selected at a time. The question will instruct you to
“Select the best answer” when you need to look for just one answer.

Select the Three Correct Answers The multiple-answer version is similar
to the single-choice version, but multiple answers must be provided. This is an all-
or-nothing format; all the correct answers must be selected or the entire question
is incorrect. In this format, the question specifies exactly how many answers must
be selected. Choices are presented in a checkbox format, allowing more than one
answer to be selected. In addition, the testing software prevents too many answers
from being selected.

Select All That Apply The open-ended version is the most difficult multiple-
choice format, since the candidate does not know how many answers should be
selected. As with the multiple-answer version, all the correct answers must be
selected to gain credit for the question. If too many answers or not enough answers
are selected, no credit is given. This format presents choices in checkbox format,
but the testing software does not advise the candidates whether they’ve selected
the correct number of answers. Cisco’s CCIE exams include questions like this. You
won’t see any questions like this on the CCNA exam.
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Watch . .
Make it easy on yourself person that posts a question reported
and find some “braindumps.”’These are to have been on the test and its answer.
notes about the exam from test takers, First, the question and its answer may be

which indicate the most difficult concepts incorrect. Second, this is a violation of
tested, what to look out for, and sometimes Cisco’s confidentiality agreement, which
even what not to bother studying. Several you, as a candidate, must agree to prior

of these can be found at http:/lwww to taking the exam. Giving out specific
.dejanews.com. Simply do a search for information regarding a test violates

CCNA and browse the recent postings. this agreement and could result in the
Another good resource is at http:/lwww revocation of your certification status.

.groupstudy.com. Beware, however, of the

Exhibits

Exhibits, usually showing a network diagram or a router configuration, accompany
many exam questions. These exhibits are displayed in a separate window, which is
opened by clicking the Exhibit button at the bottom of the screen.

Drag-and-Drop

Drag-and-drop questions list terms in one column and descriptions or definitions

in another, where you have to click your mouse on a term, drag it, and drop it on
the correct definition. With some questions, some terms or definitions might not be
used; in others, a term might be used for multiple definitions.

Scenarios

While the normal line of questioning tests a candidate’s “book knowledge,” scenarios
add a level of complexity. Rather than asking only technical questions, they apply
the candidate’s knowledge to real-world situations. Scenarios generally consist of
one or two paragraphs and an exhibit that describes a company’s needs or network
configuration. This description is followed by a series of questions and problems that
challenge the candidate’s ability to address the situation. Scenario-based questions
are commonly found in exams relating to network design, but they appear to some
degree in each of the Cisco exams.


http://www.dejanews.com
http://www.dejanews.com
http://www.groupstudy.com
http://www.groupstudy.com
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Simulations

The CCNA exam will include a handful of simulation questions. With a simulation
question, you will be prompted to put a basic configuration on a Cisco router or
switch. This will require you to access the command-line interface (CLI) of the
router or switch, access the appropriate mode on the router or switch, supply a basic
configuration, and possibly test the configuration. Some simulation questions will
already have a preconfiguration on existing Cisco devices, with configuration errors.
You will be required to find the configuration errors, fix them, and then test the
corrections. While working with the router or switch simulator, you will have the
context-sensitive help feature available to you. Before you actually start the exam
at a Vue site, you are offered the chance to become more familiar with the look

and feel of a simulator question. [ highly recommend that you not skip this part,
especially since the time you spend on this tutorial is not counted against you. For

a demonstration of what the simulator is like, you can also visit http://www.cisco
.com and browse to the certification section to find the demo. This example is very
similar to, but not exactly the same as, the simulator that you would see on the real
exam. For additional simulation questions that are similar in concept to the actual
exam, please be sure to investigate the McGraw-Hill Practice Tests for CCNA
included on the CD-ROM.

Testlets

The CCNA and Professional level exams commonly have one testlet question. A
testlet question is a multi-part question in which you are given a common scenario
and must provide an answer for each question asked. Some testlets are four-part
questions and some are six-part. Make sure you answer each of the testlets in the
question before proceeding to the next question. Most testlets will require you to
answer the questions by examining configurations on Cisco devices. Sometimes the
testlets will have you use the CLI and sometimes a GUI interface such as Security

Device Manager (SDM).

Studying Techniques

First and foremost, give yourself plenty of time to study. Networking is a complex
field, and you can’t expect to cram what you need to know into a single study
session. It is a field best learned over time, by studying a subject and then applying
your knowledge. Build yourself a study schedule and stick to it, but be reasonable
about the pressure you put on yourself, especially if you're studying in addition to
your regular duties at work.


http://www.cisco.com
http://www.cisco.com

XXXVIiii CCNA Cisco Certified Network Associate Study Guide

Datch

in studying for certification exams is the 30 minutes. On a day when it flows
30-minutes-per-day effort. Simply study for completely for you, study longer. As long
a minimum of 30 minutes every day. It isa  as you have more of the flow days, your
small but significant commitment. On a day chances of succeeding are high.

One easy technique to use  when you just can’t focus, give it at least

Second, practice and experiment. In networking, you need more than knowledge;
you also need understanding. You can’t just memorize facts to be effective; you need
to understand why events happen, how things work, and (most important) how and
why they break.

The best way to gain deep understanding is to take your book knowledge to the
lab. Try it out. Make it work. Change it a little. Break it. Fix it. Snoop around “under
the hood.” If you have access to a network analyzer, such as Ethereal or Wireshark,
put it to use. You can gain amazing insight to the inner workings of a network by
watching devices communicate with each other.

Unless you have a very understanding boss, don’t experiment with router
commands on a production router. A seemingly innocuous command can have
a nasty side effect. If you don’t have a lab, your local Cisco office or Cisco users’
group may be able to help. Many training centers also allow students access to
their lab equipment during off-hours. Many router and switch simulator products
are also available on the market. The simulator included on the CD of this book
is a stripped-down version of Boson’s NetSim simulator product. It can simulate
many router and switch commands for various models of Cisco products. The
version included on this CD includes two 2600 series routers as well as three 2950
switches. It comes with a preset topology that includes Fast Ethernet, serial point-
to-point connections, and Frame Relay. If you want the full functionality of the
simulator product, a voucher is included that gives you a steep discount over buying
the product retail. By purchasing the full product, you have access to all of the
commands within the product as well as being able to create your own topologies!
For hands-on experience, this is a great bargain for the money that you would spend.

Another excellent way to study is through case studies. Case studies are articles or
interactive discussions that offer real-world examples of how technology is applied to
meet a need. These examples can serve to cement your understanding of a technique
or technology by seeing it put to use. Interactive discussions offer added value
because you can also pose questions of your own. User groups are an excellent source
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of examples, since the purpose of these groups is to share information and learn from
each other’s experiences.

The Cisco Networkers conference is not to be missed. Although renowned
for its wild party and crazy antics, this conference offers a wealth of information.
Held every year in cities around the world, it includes four to five days of technical
seminars and presentations on a variety of subjects. As you might imagine, it’s very
popular. You have to register early to get the classes you want.

There is also the Cisco web site. This little gem is loaded with collections of
technical documents and white papers. As you progress to more advanced subjects,
you will find great value in the large number of examples and reference materials
available. But be warned: You need to do a lot of digging to find the really good stuff.
Often you have to browse every document returned by the search engine to find
exactly the one you need. This effort pays off. Most CCIEs I know have compiled six
to ten binders of reference material from Cisco’s site alone.

Scheduling Your Exam

The Cisco exams are scheduled by calling Vue directly or contacting the company
online via its web site. For locations outside the United States, your local number
can be found on Vue’s web site at http://www.vue.com. Vue representatives can
schedule your exam, but they don’t have information about the certification
programs. Direct questions about certifications to Cisco’s education division.

Exams can be scheduled up to a year in advance, although this is really not
necessary. Generally, scheduling a week or two ahead is sufficient to reserve the day
and time you prefer. When you call to schedule, operators will search for testing
centers in your area. For convenience, they can also tell which testing centers you've
used before. You can also use Vue’s online site, where you can easily search for the
test centers closest to your address.

Vue accepts a variety of payment methods, with credit cards being the most
convenient. When you pay by credit card, you can take tests the same day you
call—provided, of course, that the testing center has room. Vue will e-mail you a
receipt and confirmation of your testing date, which typically arrives the same day
you schedule the exam. If you need to cancel or reschedule an exam, remember to
call at least one day before your exam or you'll lose your test fee.

When you register for the exam, you will be asked for your Cisco testing ID
number. This number is used to track your exam results back to Cisco. It’s important
that you use the same ID number each time you register, so that Cisco can follow
your progress. Address information provided when you first register is also used by
Cisco to ship certificates and other related material. If this is your first time taking a
Cisco exam, Vue will assign you a unique ID number.


http://www.vue.com
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You will also be required to provide a valid e-mail address when registering. If you
do not have an e-mail address that works, you will not be able to schedule the exam.
Once you are registered, you will receive an e-mail notice containing your registration
information for your scheduled exam. Examine it closely to make sure that it is correct.

In addition to the Vue testing sites, Cisco also offers facilities for taking exams
free of charge or at a greatly reduced rate at each Networkers conference in the
United States. As you might imagine, this option is quite popular, so reserve your
exam time as soon as you arrive at the conference.

Arriving at the Exam

As with any test, you’ll be tempted to cram the night before. Resist that temptation.
You should know the material by this point, and if you're too groggy in the morning,
you won't remember what you studied anyway. Instead, get a good night’s sleep.

Arrive early for your exam; this gives you time to relax and review key facts. Take
the opportunity to review your notes. If you get burned out on studying, you can
usually start your exam a few minutes early. On the other hand, I don’t recommend
arriving late. Your test could be canceled, or you might be left without enough time
to complete the exam.

When you arrive at the testing center, you’ll need to sign in with the exam
administrator. You need to provide two forms of identification. Acceptable forms
include government-issued IDs (for example, a passport or driver’s license) and
credit cards. One form of ID must include a photograph.

Aside from a brain full of facts, you don’t need to bring anything else to the
exam. In fact, your brain is about all you're allowed to take into the exam. All the
tests are closed book, meaning that you don’t get to bring any reference materials
with you. You’re also not allowed to take any notes out of the exam room. The test
administrator will give you paper and a pencil. Some testing centers may provide a
small marker board instead.

Calculators are not allowed, so be prepared to do any necessary math (such
as hex-binary-decimal conversions or subnet masks) in your head or on paper.
Additional paper is available if you need it.

Leave your pager and cell phone in your car—you are not allowed to take them
into the actual testing room. Purses, books, and other materials must be left with the
administrator before you enter. While you'’re in the exam room, it’s important that
you don’t disturb other candidates; talking is not allowed during the exam.

In the exam room, the exam administrator logs you into your exam, and you have
to verify that your name and exam number are correct. If this is the first time you've
taken a Cisco test, you can select a brief tutorial for the exam software.
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Jatch . .
You will also be asked to | recommend that you do a brain dump of
take a survey before the exam.You can information to your paper or whiteboard
skip the survey; however, since the survey and then quickly answer the survey.

doesn’t count against your time limit,

Before the test begins, you will be provided with facts about the exam, including
the duration, the number of questions, and the score required for passing. Then the
clock starts ticking, and the fun begins. Please note that Cisco does not officially
publish the number of questions on its exams (typically 55 to 65) or the passing
rate (typically between 825 and 850). Cisco changed this philosophy to allow it
to dynamically adjust the number of questions and pass rates in order to create
a harder or easier exam based on past scores of test-takers. Typically, you'll have
about 60 questions with about 75 to 90 minutes to complete the exam. But as I just
mentioned, Cisco can change this at any time!

The testing software is Windows-based, but you won’t have access to the main
desktop or to any of the accessories. The exam is presented in full screen, with a
single question per screen. Navigation buttons allow you to move between questions.
In the upper-right corner of the screen, counters show the number of questions and
time remaining. Make sure you periodically look at the question you are on and
the time remaining—you’ll want to budget your time appropriately. Also remember
that you'll probably need about 5 minutes to complete each of the two or three
simulation questions. And once you answer a question and go to the next one, you
cannot go back to previous questions! Also, some questions on the exam might be
beta questions that are not actually graded; however, Cisco won’t state this in the
question, so make sure you answer every question.

The Grand Finale

When you're finished, the exam will automatically be graded. After what will seem
like the longest 10 seconds of your life, the testing software will respond with your
score. This is usually displayed as numbers showing the minimum passing score, your
score, and a PASS/FAIL indicator. With some of Cisco tests, the actual score is not
displayed on the screen but only on the printed version of your test results.

If you’re curious, you can review the statistics of your score at this time. Answers
to specific questions are not presented; rather, questions are lumped into categories
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Retesting

and results are tallied for each category. This detail is also provided on a report that
has been automatically printed at the exam administrator’s desk.

As you leave the exam room, you'll need to leave your scratch paper behind or return
it to the administrator. (Some testing centers track the number of sheets you've been
given, so be sure to return them all.) In exchange, you'll receive a copy of the test report.

You should keep the test results in a safe place. Normally, the results are
automatically transmitted to Cisco sometime during the same day you tested, but
occasionally you might need the paper report to prove that you passed the exam.
Your company’s personnel file is probably a good place to keep this report; the file
tends to follow you everywhere, and it doesn’t hurt to have favorable exam results
turn up during a performance review.

If you don’t pass the exam, don’t be discouraged—networking is complex stuff. Try to
maintain a good attitude about the experience, and get ready to try again. Consider
yourself a little more educated. You know the format of the test a little better, and
the report shows which areas you need to strengthen.

If you bounce back quickly, you'll probably remember several of the questions
you might have missed. This will help you focus your study efforts in the right area.
Serious go-getters will reschedule the exam for five business days after the previous
attempt, while the study material is still fresh in their minds—you must wait a
minimum of five business days before taking the same exam again. And once you
pass the exam, you can resit the exam only once a year.

A new CCNA certification is currently valid for three years. To recertify your
CCNA, you can perform any of the following:

B Retake and pass the CCNA exam again.
B DPass any 642-level exam.

B Pass any CCIE written qualification exam.

Performing any of these actions currently recertifies your CCNA. However,
Cisco can change the recertification process at any time. You can track your current
certification status by going to http://www.cisco.com/go/certifications/login. If you
haven’t currently set up login credentials, you'll need to do this before logging into
the certification site. You'll need to use your Cisco testing ID number to log in.

Ultimately, remember that Cisco certifications are valuable because they’re hard
to get. After all, if anyone could get one, what value would it have? In the end, it
takes a good attitude and a lot of studying, but you can do it!


http://www.cisco.com/go/certifications/login
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4 Chapter I: Networks

his chapter offers a brief introduction to networking and some basic networking terms

and concepts. This material should be a review of many familiar concepts.You should

understand the various networking topologies used in networks, as well as different
types of networks, such as local area networks (LANs) and wide area networks (WANSs). The last
half of the chapter will briefly introduce security and its necessity in today’s networks.

CERTIFICATION OBJECTIVE 1.01

Introduction to Networks

A network is basically all of the components (hardware and software) involved in
connecting computers and applications across small and large distances. Networks
are used to provide easy access to information, thus increasing productivity for users.
This section covers some of the components involved with networking as well as
the basic types of topologies used to connect networking components, including
computers. Resources that are commonly shared in a network include data and
applications, printers, network storage components (shared disk space), and backup
storage components.

Network Characteristics

The following characteristics should be considered in network design and ongoing
maintenance:

Cost Includes the cost of the network components, their installation, and
their ongoing maintenance.

Security Includes the protection of the network components and the data
they contain and/or the data transmitted between them.

Speed Includes how fast data is transmitted between network end points
(the data rate).

Topology Describes the physical cabling layout and the logical way data
moves between components.

Scalability Defines how well the network can adapt to new growth, including
new users, applications, and network components.
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B Reliability Defines the reliability of the network components and the
connectivity between them. Mean time between failures (MTBF) is a
measurement commonly used to indicate the likelihood of a component failing.

B Availability Measures the likelihood of the network being available to the
users, where downtime occurs when the network is not available because of
an outage or scheduled maintenance. Availability is typically measured in a

percentage based on the number of minutes that exist in a year. Therefore,
uptime would be the number of minutes the network is available divided by
the number of minutes in a year.

Jatch L .
When designing and factors: cost, security, speed, topology,
maintaining a network, remember these scalability, reliability, and availability.
on the Designing a network requires a close analysis and balance of cost, security,

(Qob speed, topology, scalability, reliability, and availability. Every network is
different, and the solution that you design will be unique for each situation.

Components

Applications, which enable users to perform various tasks, make up a key component
of networking. Many applications are network-aware, allowing you to access and
use resources that are not located on your local computer. While the number

of networking applications ranges in the thousands, some of the more common
networking applications include e-mail applications for sending mail electronically,
File Transfer Protocol (FTP) applications for transferring files, and web applications
for providing a graphical representation of information.

Protocols are used to implement applications. Some protocols are open standard,
meaning that many vendors can create applications that can interoperate with each
other, while others are proprietary, meaning that they work only with a particular
application. Common protocols used on the Internet are Simple Mail Transfer
Protocol (SMTP), Internet Message Access Protocol version 4 (IMAP4), and Post
Office Protocol 3 (POP3), which implements e-mail applications such as Sendmail
and Microsoft Exchange; File Transfer Protocol (FTP), which implements file
transfer programs such as FTP Explorer, Cute FTP, and WSFTP; and Hypertext
Transfer Protocol (HTTP), which implements web browsing applications such as
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Internet Explorer and Firefox and web server applications such as Microsoft Internet
Information Services (IIS) and Apache.

Some applications, such as e-mail, require little bandwidth, while others, such
as backup software, video software, and file transfer software, require a lot. Some
applications operate in real-time, such as voice over IP (VoIP) and video; some
operate interactively, such as instant messaging or database queries; and some
operate in a batch mode, requiring little user interaction. Today’s networks need to
accommodate all these different types of resources and applications, including their
specific requirements such as bandwidth for large transfers or minimal delay and
latency for VoIP and video. Quality of service (QoS) features are commonly used to
meet these requirements.

Datch . . — .
VoIP and video trdffic is these applications have enough bandwidth
sensitive to delay and latency. Therefore, and are prioritized throughout the network
QoS is commonly implemented to ensure to limit the amount of delay they incur.

To build a network, you need three component categories: computers, networking,
and media. Computer components—such as PCs and file servers running Microsoft
Windows, Macintosh OS, UNIX (including Linux), or other operating systems—are
responsible for providing applications to the users. Networking components—such
as hubs, bridges, switches, routers, firewalls, wireless access points, modems, NT1s
(Network Terminator Type 1 is an ISDN network termination device), and channel
service units/data service units (CSU/DSUs)—are responsible for moving information
between computers.

Datch . . . . . .
Security appliances are 4200 intrusion prevention and detection
specialized network components that systems (IPS and IDS), and Cisco’s 3000 VPN
typically provide many security functions, Concentrators.

such as Cisco’s ASAs and PIXs, Cisco’s

Media types, such as copper or fiber cabling, are needed to connect the computers
and networking components so that information can be shared between components.
Wireless communication also falls in this category.
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Networking Small office/home office (SOHQO)  Users working from a home or small office
Locations (a handful of people)

A small group of users connected in a small area,
called a LAN, geographically separated from
a corporate office

Branch office

Mobile users Users who can connect to a network from any

location, LAN, or WAN

The location where most users in an organization and
their resources are located

Corporate or central office

Network Locations

$atch

Be sure you can correlate
the definition to the appropriate network

Network components can be found in various
locations. Table 1-1 shows some common
terms used to describe the location of network

location in Table I-1.

components.

Local Area Networks

Local area networks (LANs) are used to connect networking devices that are in a
very close geographic area, such as a floor of a building, a building itself, or within a
campus environment. In a LAN, you’ll find PCs, file servers, hubs, bridges, switches,
routers, multilayer switches, voice gateways, firewalls, and other devices. The media
types used in LANs include copper and fiber cabling. Ethernet, Fast Ethernet (FE),
Gigabit Ethernet (GE), Token Ring, and fiber distributed data interface (FDDI) are
frame types used to communicate between components on fiber and copper. Today,
most networks use some form of Ethernet (discussed in Chapter 3).

Ethernet has become the de facto standard for LAN-based networks. Therefore,
understanding its topology and workings is very important when it comes to
implementation in a company’s network.

on the

Oob

Wide Area Networks

Wide area networks (WANSs) are used to connect LANs together. Typically, WANs
are used when the LANs that must be connected are separated by a large distance.
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Whereas a corporation provides its own infrastructure for a LAN, WANSs are leased
from carrier networks, such as telephone companies and Internet service providers
(ISPs). Four basic types of connections, or circuits, are used in WAN services:
circuit-switched, cell-switched, packet-switched, and dedicated connections.

~
Gl LANs provide high-speed WAN:s provide lower speed bandwidth
bandwidth connections to interconnect connections to interconnect multiple
components in a geographically close locations or sites. WANs involve paying
location, such as a building or a campus. recurring monthly costs to a service provider.

A wide array of WAN services are available, including analog dialup, asynchronous
transfer mode (ATM), dedicated circuits, cable, digital subscriber line (DSL), Frame
Relay, Integrated Services Digital Network (ISDN), Switched Multi-megabit Data
Services (SMDS), and X.25. Analog dialup and ISDN are examples of circuit-switched
services; ATM and SMDS are examples of cell-switched services; and Frame Relay
and X.25 are examples of packet-switched services.

Circuit-switched services provide a temporary connection across a phone circuit. In
networking, these are typically used for backup of primary circuits and for temporary
boosts of bandwidth.

A dedicated circuit is a permanent connection between two sites in which the
bandwidth is dedicated to that company’s use. These circuits are common when a
variety of services, such as voice, video, and data, must traverse the connection and
you are concerned about delay issues with the traffic and guaranteed bandwidth.

Cell-switched services can provide the same features that dedicated circuits
offer. Their advantage over dedicated circuits is that a single device can connect
to multiple devices on the same interface. The downside of these services is that
they are not available at all locations, they are difficult to set up and troubleshoot,
and the equipment is expensive when compared to equipment used for dedicated
circuits. Packet-switched services are similar to cell-switched services. Whereas
cell-switched services switch fixed-length packets called cells, packet-switched
services switch variable-length packets. This feature makes them better suited for
data services, but they can nonetheless provide some of the QoS features that
cell-switched services provide.

Two newer WAN services that are very popular in the United States are DSL
and cable. DSL provides speeds up to a few megabits per second (Mbps) and costs
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much less than a typical WAN circuit from the carrier. It supports both voice and
video and doesn’t require a dialup connection (it’s always enabled). The main
disadvantage of DSL is that coverage is limited to about 18,000 feet and the service
is not available in all areas. Cable access uses coaxial copper and fiber connections—
the same medium used to provide television broadcast services. It supports higher
data rates than DSL, but like DSL, it provides a full-time connection. However,
it has two major drawbacks: it is a shared service and functions in a logical bus
topology much like Ethernet (discussed in Chapter 2), so the more customers in
an area that connect via cable, the less bandwidth each customer has; since many
people are sharing the medium, it is more susceptible to security risks, such as
eavesdropping on other peoples’ traffic.

Examples of networking devices used in WAN connections include cable and

DSL modems, carrier switches, CSU/DSU, firewalls, modems, NT1s, and routers.

CERTIFICATION OBJECTIVE 1.02

Network Topologies

When you are cabling up your network components, various types of topologies can
be used. A topology defines how the components are connected. Figure 1-1 shows
examples of topologies that different media types use.

A point-to-point topology has a single connection between two components. In this
topology, two components can directly communicate without interference from other
components. These types of connections are not common when many components
need to be connected together. An example of a point-to-point topology is two
routers connected across a dedicated WAN circuit.

In a star topology, a central device has many point-to-point connections to other
components. Star topologies are used in environments in which many components
need to be connected. An example of a media type that uses a star topology is
10BaseT Ethernet. When connecting components together, you connect your
computers to a hub or switch (the center of the star). The main problem with a star
topology is that if the center of the star fails, no components can communicate
with each other. To solve this problem, an extended star topology can be used. An
extended star topology is basically multiple interconnected star topologies.
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m Network topologies

Point-to-point

Star and
extended star

Bus

Single and
dual ring

In a bus topology, all components are connected to and share a single wire.
Certain media types, such as 10Base5 and 10Base2 Ethernet, use a bus topology.
Typically, special types of connectors or transceivers are used to connect the cables

to provide the bus topology. In 10Base5, for example, each device connects to a
single strand of coaxial cable via a vampire tap. This device taps into the single
strand of coaxial cable and provides the physical connection from a networking
device to the single strand of cable.

In a ring topology, device one connects to device two, device two connects to
device three, and so on to the last device, which connects back to the first device.
Ring topologies can be implemented with a single ring or a dual ring. Dual rings are
typically used when you need redundancy. For example, if one of the components
fails in the ring, the ring can wrap itself, as shown in Figure 1-2, to provide a single,
functional ring. Fiber distributed data interface (FDDI) is an example of a media
technology that uses dual rings to connect computer components. Single ring
topologies lack this type of redundancy feature.
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m Dual rings and redundancy

After

Physical and Logical Topologies

$atch

topologies used in Table I-2 to a given

media type.

A distinction needs to be made between physical and logical topologies. A physical
topology describes how components are physically cabled together. For instance,
10BaseT has a physical star topology and FDDI has a physical dual ring topology.
A logical topology describes how components communicate across the physical
topology. The physical and logical topologies are independent of each other. For
example, any variety of Ethernet uses a logical bus topology when components
communicate, regardless of the physical layout of the cabling. This means that in
Ethernet, you might be using 10BaseT with a physical star topology to connect
components together; however, these components are using a logical bus topology
to communicate.

Token Ring is another good example of a communication protocol that has a
different physical topology from its logical one. Physically, Token Ring uses a star
topology, similar to 10BaseT Ethernet. Logically, however, Token Ring components
use a ring topology to communicate between devices. This can create confusion
when you are trying to determine how
components are connected together and how
they communicate. FDDI, on the other hand,
Be able to match up the is straightforward. FDDI’s physical and logical
topologies are the same: a ring. Table 1-2 shows
common media types and their physical and
logical topologies.
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Media Type Physical Topology Logical Topology
Examples of Ethernet Bus, star, or point-to-point Bus
Physical and EDDI Ring Ring
Logical Topologies
Token Ring Star Ring

Fully and Partially Meshed Topologies

Partial mesh

Meshing generically describes how components are connected together. Two types

of meshed topologies are used: partial and full. In a partially meshed environment,
every device is not connected to every other device. In a fully meshed environment,
every component is connected to every other component. Figure 1-3 shows examples
of these two types of topologies.

Note that like physical and logical topologies, partial and full mesh can be seen
from both a physical view and a logical one. For example, in a physical bus topology,
all the components are fully meshed, since they are all connected to the same piece
of wire—this is both a physical and a logical fully meshed topology and is common
in LAN topologies. WANS, on the other hand, because of their cost, commonly use
partially meshed topologies to reduce the cost of connecting the components and
locations. For example, in the partially meshed network shown at left in Figure 1-3,
the top, left, and bottom components can all communicate via the device on the
right. This communication introduces a delay in the transmission, but it reduces the
cost, since not as many connections are needed.

Partial and full mesh topologies




on the

oob

Introduction to Network Security | 3

The formula used to determine the number of links needed to fully mesh a
WAN is N x (N-1) + 2, where N is the number of locations. For example, if
you had 10 locations, you would need 45 links to fully mesh these sites. In
addition to cost being an inhibiting factor, the number of interfaces required
on WAN devices as well as the management of these connections can quickly
become overwhelming as you start interconnecting more and more locations.

CERTIFICATION OBJECTIVE 1.03

Introduction to Network Security
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The Computer Security Institute (CSI) has produced many reports on security.
One survey revealed that more than 70 percent of the companies surveyed had
experienced some kind of security breach. You might think that by setting up a
closed network—one not connected to a public network such as the Internet—a
company would be safe from most attacks. However, interestingly enough, most
(60 to 80 percent) of the breaches or attacks of the surveyed companies occurred
within the network, not from an external attacker! Because most companies

are connected to the Internet and because it is easy to access internal network
components within a company, security has played an ever-increasing role in
company network designs.

The foundation of security is contained in a company’s security policy. A security
policy defines what people can and can’t do with network components and resources.
A security solution is derived from the security policy. A security solution that
hinders a company from reaching its business goals, of course, is counterproductive.
Therefore, a company must balance security and business plans and goals. This can be
difficult when a company’s services, such as e-commerce, must be accessed by people
over the Internet.

Before you even consider designing a security solution for a network, you must
have a sound security policy in place.The security policy will determine the
security solution you’ll design, implement, and maintain.The Securing Cisco
Network Devices (SND) course and book briefly talks about security policies.
A better reference is RFC 2196 on the Internet Engineering Task Force (IETF)
web site (www.ietf.org).
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Because most companies’ networks are open—connected to other public networks
such as the Internet—and because most attacks on networks occur from within
a company’s walls, the need for security is very important. This is apparent when
taking a historical look at the sophistication of attacks and hacking tools. In the
1980s, the kinds of threats companies dealt with centered on an attacker manually
trying to guess passwords for accounts to break into a network component. Today,
most attacks are automated and self-replicating, requiring very little configuration
on the attacker’s part. Tools such as Metasploit and Core Impact make some
hacking, quite literally, as simple as pushing a button—as Metasploit’s tagline says,
“Point. Click. Root.”

Classes of Attacks

To provide an effective security defense, a company must deal with these three things:

B Adversaries An adversary is a person or persons interested in attacking
your network. Common adversaries include disgruntled employees, unskilled
hackers (script kiddies) and skilled hackers, criminals, other countries,
terrorists, competing companies, and others.

B Motivations Adversaries’ motivations range from being challenged
(hacker), to gathering or stealing information (competing companies and
criminals), to denial of service (terrorists, other countries, and criminals).

B Classes of attacks Adversaries can employ five classes of attacks: passive,
active, distributed, insider, and close-in.

A passive attack monitors unencrypted traffic and looks for clear-text passwords
and sensitive information that can be used in other types of attacks. In an active
attack, the attacker tries to bypass or break into secured systems. This can be done
through stealth, viruses, worms, or Trojan horses, or by exploiting a discovered
security vulnerability. A distributed attack requires that the adversary introduce code,
such as a Trojan horse or back-door program, to a “trusted” component or software
that will later be distributed to many other companies and users. Installing this
component or software then introduces the exploit, unbeknownst to the user and
company, into their network. An insider attack involves someone from the inside,
such as a disgruntled employee, attacking the network. This is the most common
type of attack, where the inside attacker attempts to eavesdrop, copy, or cause
damage to information. An eavesdropping tool, commonly called a sniffing tool, is
Wireshark—it is free to download and can reveal loads of information about
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what is happening in a company’s network. Another common tool is Ettercap; it’s
also free, but it also allows you to intercept and inject yourself into connections,
including Secure Sockets Layer (SSL) connections. A close-in attack involves
someone attempting to get physically close to network components, data, and
systems in order to learn more about a network. This can also lead to the attacker
damaging systems, creating a denial of service (DoS).

Common Threats and Mitigation

Four categories of common threats to networks and their components can occur:
physical installations, reconnaissance attacks, access attacks, and denial of service
(DoS) attacks. The following paragraphs will discuss each of these four threats and
mitigation techniques commonly used to thwart and/or defeat these attacks.

Physical Installations

Physical installations involve four types of threats: hardware, electrical, environmental,
and maintenance. Hardware threats involve physical damage to network components,
such as servers, routers, and switches. To reduce the likelihood of a hardware threat,
your critical network components should be placed in a locked room, where only
authorized administrators are allowed access. To ensure no entry can be gained to the
critical network components, the room should not be accessible by a window, air vents,
dropped down ceilings, or raised flooring. To further reduce the likelihood of someone
gaining unauthorized access to the secured room, all entry should be monitored, in and
out, via electronic access control and video monitoring.

Datch

Remember that most developing a security plan to deal with
threats to a network are internal; therefore,  physical threats is very important.

Electrical threats include irregular fluctuations in voltage, such as brownouts
and voltage spikes, and complete loss of power. To mitigate these threats, an
uninterruptible power supply (UPS) and backup generator system should be
installed for critical network components. These should continually be monitored
and periodically tested. Also, for critical network components, redundant power
supplies should be purchased, if supported by the network components.
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Much confusion exists about the difference between a UPS and a surge
protector. A UPS protects equipment against complete loss of power for

a short period of time (basically it’s a very large battery), whereas a surge
protector protects equipment from power spikes and surges. It is common to
find products that can perform both functions.

Environmental threats include very low or high temperatures, moisture, electrostatic,
and magnetic interference. An adequate temperature and humidity system should be
used to ensure that network components are operating in a environment specified by
their manufacturers. A monitoring system should be used so that an administrator can
take immediate action if anomalies occur in temperature or humidity. No carpeting or
similar materials should exist in a room with critical network components, since they can
create static electricity that can damage the components when transferred accidentally
from a person. Likewise, any device emitting a large amount of magnetic interference
should be placed in a separate location to ensure that it doesn’t cause damage to network
components such as disk drives.

Maintenance threats include not having backup parts or components for critical
network components; not labeling components and their cabling correctly, causing
problems when performing maintenance in and around network components; and not
following electrostatic discharge procedures before handling network components.

To mitigate these threats, an administrator should maintain parts on hand
for critical network components. All cables should be clearly labeled and should
be neatly run so that tracking cables is an easy matter. Before performing any
maintenance on a network component, electrostatic discharge procedures should
be followed to minimize the risk that static electricity from your body could
damage critical network components. Any login access to a network component
should have an idle timeout to ensure that if an administrator temporarily walks
away, the network component will sooner rather than later automatically log off
the administrator to prevent someone else from gaining unauthorized access to
the component. Typically, security controls are either physical or logical. Physical
controls are sign in/out logs, locks, guards, and doors. Logical controls would be the
idle timeout on logins, passwords, and authentication methods.

Reconnaissance Attacks

A reconnaissance attack occurs when an adversary tries to learn information about
your network. He will do this by discovering network components and resources
and the vulnerabilities that exist in them. Adversaries will commonly use several
tools in their attacks: social engineering (pretending to be a trusted source to gain
unauthorized access to information), scanning tools, packet sniffers, and other tools.



Introduction to Network Security | 7

To mitigate a social engineering attack, users should have to go through proper
training about the kinds of information they can and can’t share with other people
within and outside of the company. To mitigate scanning and packet sniffing attacks,
good access control mechanisms, such as firewalls and IDS/IPS, should be deployed.

Access Attacks

An access attack occurs when someone tries to gain unauthorized access to a
component, tries to gain unauthorized access to information on a component, or
increases their privileges on a network component. Many kinds of access attacks

are used, but the most common kind is a password attack. In a password attack, the
adversary tries to guess a valid password for an existing account. She might attempt this
kind of attack by using a password cracking program that will use a dictionary to guess
common passwords or use a brute-force approach by guessing every combination of
numbers, letters, and special characters. A brute-force attack might take a long time to
break a password, depending on the length of the password and the computing power
used to discover the password. LOptcrack and Cain & Abel are very good password-
cracking programs that support the use of brute force; Cain & Abel is even free to
download! More commonly, adversaries will use social engineering to trick a user into
revealing passwords or installing a Trojan horse to capture keystrokes from a user’s PC,
including login credentials. Some adversaries might even use packet sniffers to examine
clear-text connections, such as telnet and FTP, for usernames and passwords.

To mitigate these kinds of access attacks, strict access control features should be
in place. Access should be restricted to network components and their information
through the use of network filters; for example, only accounting people should be
able to access accounting servers and data on those servers. This kind of feature can
be enforced by access control lists (ACLs) on routers or firewalls, which are covered
in more detail in Chapter 22. To mitigate Trojan horse attacks, an IDS/IPS and
anti-spyware software should be used. An example of a good (and free) IDS/IPS tool
is SNORT, which can run on many UNIX-based and Windows systems. To reduce
the likelihood of a brute-force password guessing attack, passwords should contain
a combination of letters (upper and lowercase), numbers, and special characters.
Passwords should be at least 10 characters long, and users shouldn’t be allowed to use
the same password on multiple network components. Many companies use token
cards, which use one-time passwords (OTPs)—a different, dynamic password is
required each time a user logs into a system, making it practically impossible for an
adversary to guess the ever-changing dynamic password. Another common solution
is to encrypt information between two network components so that login credentials
cannot be viewed; for example, it is better to use SSH instead of telnet for remote access
because SSH encrypts the session traffic. SSH is discussed in more depth in Chapter 17.
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Common DoS attacks TCP SYN flooding, as well as buffer
include flood attacks, such as Internet overrun attacks (TCP SYNs are discussed
Control Message Protocol (ICMP) and in Chapter 9).

Networks

DoS Attacks

DoS attacks involve an adversary reducing the level of operation or service,
preventing access to, or completely crashing a network component or service.
DoS attacks can involve the flooding of millions of packets or injecting code into
an application or overrunning the buffer(s) of an application, causing it to crash.
Appropriate firewall access control mechanisms such as packet filtering should be
used to control access to a system and mitigate certain kinds of DoS attacks.

TABLE 1-3

Attacks and
Solutions

Rate limiting and other tools should be used to ensure that a system doesn’t
become overwhelmed by a flood attack. Intrusion detection and prevention systems
should be used to prevent known exploits of vulnerabilities that can cause system
crashes, like buffer overrun attacks.

Attack Summary

Table 1-3 sums up the past three sections by listing the attacks, the recommended
solutions, the types of devices you would use to implement these solutions, and the
chapter or chapters in this book that discuss some of these solutions. Please note
that the recommended mitigation solutions discussed in this book are only a few

of the tools you can use to deal with the different categories of attacks. Cisco and
other vendors have many enhanced products and features that are beyond the scope

of this book.

Recommended Recommended
Mitigation Solution Devices Chapter
Reconnaissance ACLs IPS, IDS, routers 22
Access Authentication, port Switches, routers, 11, 12, 13,
security, virtual LANs firewalls, IPS, IDS 22,25

(VLANSs), ACLs, virtual
private networks (VPNs)

DoS ACLs IPS, IDS, firewalls, routers 22




Certification Summary | Q@

INSIDE THE EXAM

Networks, Topologies, and Security

Even though this chapter provides an These devices can be in different geographic
introduction and overview of networks, locations: mobile user, SOHO, branch office,
topologies, and security, expect to see a few and/or central or corporate office. Connect-
questions on the exam related to this mate- ing these involves using a WAN service(s).
rial. Designing and maintaining networks Ethernet is based on a logical bus topology,
includes factors such as cost, speed, topology  but it can use a physical bus, star, or point-to-
type, scalability, reliability, and availability. point topology.
Certain kinds of traffic, such as VolIP and Because most attacks are internal attacks,
video, are sensitive to delay and latency and  special planning is needed to deal with physical
therefore your design should include QoS threats: hardware, electrical, environmental,
features to deal with these types of traffic. and maintenance. The three basic kinds of
The kinds of network components you’ll external attacks are reconnaissance, access, and
see in a network include routers, switches, DoS. Easy-to-implement DoS attacks involve
bridges, hubs, and security appliances such as  flooding a network with thousands or millions
firewalls and [PS/IDS security appliances. of packets, such as a TCP SYN flood attack.
on the An IDSI/IPS, such as SNORT, is essential in preventing DoS network attacks.

(Qob While SNORT is a passive, signature-based IDS, you can purchase and
implement active IDSs, which will take action to stop the attack instead
of simply notifying you that it is happening. NetlQ Security Manager and
ARCSight are two IDSs that can be configured to do this.

CERTIFICATION SUMMARY |

This chapter focused on three topics: introduction to networks, network topologies,
and introduction to network security. A network connects components across a
distance, allowing the sharing of resources such as applications and data, printers, and
network storage. Characteristics to consider when implementing and maintaining




20 Chapter I:

Networks

a network design include cost, security, speed, topology, scalability, reliability, and
availability. Components common to a network include cabling, computers, switches,
routers, firewalls, wireless access points, and others. Networks come in all shapes and
sizes: central office, branch office, SOHO, and mobile users.

Network topologies describe how network components are physically cabled and
logically how network components communicate with each other. Topology types
include point-to-point, star, bus, and ring. Meshing describes how components
are interconnected. In a fully meshed topology, every component has direct
communication with every other component. In a partially meshed topology,
not every component has direct communication with every other component:

a component might need to communicate with an intermediate component to get
information to the actual destination.

Network security should be a part of every network design and implementation.
To implement a secure defense, an administrator needs to consider all adversaries,
their motivations, and the classes of attack: passive, active, distributed, close-in,
and insider. Common threats to networks include physical installations (hardware,
electrical, environmental, and maintenance), reconnaissance attacks, access attacks,
and DoS attacks. Appropriate techniques should be deployed to mitigate these threats.
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TWO-MINUTE DRILL

Introduction to Networks

O A network includes all of the hardware and software components used to
connect computers across a distance to provide easy access to information
and increase productivity. To build a network, you need computers,
networking devices, and media (cable or wireless connections).

Q A SOHO describes people working from home or a small office. A branch
office describes a small group of users connected in a small area. Mobile users
connect to a network from any remote location. A central or corporate office
is the location of critical services and applications accessed by central office,

branch office, SOHO, and mobile users.

Network Topologies

O A point-to-point topology uses a single connection between two devices and
is typically used in WAN environments. In a star topology, a central device
makes many point-to-point connections to other devices. A 10BaseT hub is
an example of a central device in a star topology. A bus topology uses a single
connection between all devices; Ethernet 10Base5 is an example of this
topology. A ring topology connects one device to the next, where the last
device is connected to the first. FDDI is an example of a ring topology.

Q A physical topology defines how the computing devices are physically
cabled together. A logical topology describes the method by which devices
communicate across a physical topology. The two topologies can vary with
the network technology/standard used.

O Meshing generically describes how devices are connected. In a partially
meshed network, not every device has a connection to every other device.
In a fully meshed network, each device is connected to all other devices.
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a

a

A security policy is used to implement a security solution and enforce
security rules.

An adversary is a person interested in attacking your network; his motivation
can range from gathering or stealing information, creating a DoS, or just for
the challenge of it. The class of attack can be passive, active, distributed,
close-in, or insider.

Hardware threats involve physical damage to network components, so
critical components should be placed in a secured room with controlled
access. Electrical threats involve fluctuations or loss of power. UPSs,

backup generators, and redundant power supplies should be employed.
Environmental threats involve wide fluctuations in temperature and
humidity, so an appropriate system should be used to control and monitor
these. Maintenance threats involve actually working with the equipment,
such as unplugging the wrong cable or damaging equipment with static
electricity. Proper cable runs and labels should be used, electrostatic discharge
procedures should be followed, and careful login and logout procedures

should be followed.

Reconnaissance attacks involve learning information about a network.
Access attacks involve someone who tries to gain unauthorized access to a
component or information on a component or increases her privileges on a
network component. A common type of access attack is a password attack.
Hard-to-guess passwords or OTP systems should be used to mitigate password
attacks. DoS attacks involve reducing the level of operation, preventing
access to, or crashing a networking component.
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SELF TEST

The following Self Test questions will help you measure your understanding of the material presented
in this chapter. Read all the choices carefully, as there may be more than one correct answer. Choose
all correct answers for each question.

Introduction to Networks

I. Which of the following network characteristics is concerned about MTBF?

A. Cost
B. Security
C. Reliability
D. Availability

2. describe(s) users working from home.
A. SOHO
B. Branch office
C. Regional office
D. Corporate office

Network Topologies

3. A topology uses a single cable to connect all devices together.
A. Bus
B. Star
C. Point-to-point
D. Ring

4. has both physical and logical ring topologies.
A. Ethernet
B. FDDI
C. Token Ring
D. Wireless

5. Ethernet has/have both a physical and logical bus topology.
A. 10BaseT

B. 10Base2 and 10Base5
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10BaseT and 10Base2
10BaseT, 10Base2, and 10Base5

topology describes how devices communicate with each other.
Physical
Logical
Layered

ON®> > 00

Component

Introduction to Network Security

7. What general security term is used to describe a person interested in attacking your network?

A. Motivator

B. Adversary
C. Insider
D. Distributor
8. What class of attack monitors unencrypted traffic, looking for such things as clear-text passwords?
A. Passive
B. Active
C. Distributed
D. Close-in

9. Which type of installation threat involves keeping spares on hand to mitigate the threat?
A. Hardware
B. Electrical
C. Management

D. Maintenance

10. A brute-force password attack would be classified as what kind of attack?
A. Reconnaissance
B. Access
C. Authorization
D. DoS
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SELF TEST ANSWERS

Introduction to Networks

l. C. Mean time between failures (MTBF) is commonly used to measure reliability.
A defines the total cost of the components, their installation, and ongoing maintenance.
B defines the protection of network components. D measures the uptime of the network.

2. A. The term SOHO describes users working from a home or small office.
B is a small group of users connected via a LAN at one location. C is an office with users
who can dynamically connect from either a LAN or a WAN. D describes the central site, where
most of the users and resources are located.

Network Topologies

3. A. A bus topology uses a single cable to connect all devices together.
B uses a central device, which has point-to-point connections to other devices. C is a single
connection between two devices. D is where one device is connected to another, which is
connected to another, and so on, until the last device is connected to the first device, forming
a ring.

4. 4 B. FDDI has both physical and logical ring structures.
&l A, depending on the type, uses a physical star or bus topology, but all types use a logical bus
topology. C uses a physical star topology and a logical ring topology. D doesn’t have a physical
or logical “topology” per se, since it uses airwaves; it definitely doesn’t use any type of ring
topology, but uses a logical bus topology.

5. i B. Ethernet 10Base2 and 10Base5 have both physical and logical bus topologies.
& A has a physical star topology and a logical bus topology. C and D are incorrect because
10BaseT has a physical star topology and a logical bus topology.

6. 4 B. A logical topology describes how devices communicate with each other.
&l A defines how devices are connected to each other. C and D are nonexistent topology types.

Introduction to Network Security

7. 4 B. An adversary is a general term used to describe an attacker (hacker, criminal, terrorist,
company spy, disgruntled employee, and so on).
A and D are not security terms. C is a class of attack.




26 Chapter I: Networks

8.

10.

A. A passive attack monitors unencrypted traffic looking for clear-text passwords and
sensitive information that can be used in other types of attacks.

With B, the attacker tries to bypass or break into secured systems. C requires the adversary
to introduce code, such as a Trojan horse or back-door program, to a “trusted” component

or software that will later be distributed to many companies and users. D involves someone
attempting to get physically close to network components, data, and systems to learn more
about a network.

D. Maintenance threats include not having backup parts or components for critical network
components, not labeling components and their cabling correctly, causing problems when
performing maintenance in and around network components, and not following electrostatic
discharge procedures before handling network components.

A involves physical damage to network components, such as servers, routers, and switches.
B includes irregular fluctuations in voltage, such as brownouts and voltage spikes, and complete
loss of power. C is a nonexistent physical threat.

B. An access attack occurs when someone tries to gain unauthorized access to a component
or information on a component or increases his privileges on a network component; one of the
most common types of access attacks is a password attack.

&l A occurs when an adversary is trying to learn information about your network. C is a
nonexistent security term for attacks. D involves an adversary reducing the level of operation
or service, preventing access to, or completely crashing a network component or service.
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efore you can successfully configure Cisco switches and routers, you must understand

some basic networking concepts outlined in this chapter and advanced concepts

discussed in later chapters.The Open Systems Interconnection (OSI) Reference Model
is the best place to start, since it will help you understand how information is transferred between
networking components. Of the seven layers in the OS| Reference Model, you should understand
how the bottom three layers function, since most networking components function at these layers.
This chapter covers how traffic is generally moved between network components, using the OSI
Reference Model to illustrate the encapsulation and de-encapsulation process. Chapter 10 will go
into this process in much more depth, focusing on the use of TCP/IP to transmit data between
network components.

CERTIFICATION OBJECTIVE 2.01

Introduction to the OSI Reference Model

In 1984, the International Organization for Standardization (ISO) developed the OSI
Reference Model to describe how information is transferred from one networking
component to another, from the point when a user enters information using
a keyboard and mouse to when that information is converted to electrical or light
signals transferred along a piece of wire (or radio waves transferred through the air).
It is important to understand that the OSI Reference Model describes concepts and
terms in a general manner, and that many network protocols, such as Transmission
Control Protocol/Internet Protocol (TCP/IP) and Internetwork Packet Exchange
(IPX), fail to fit nicely into the scheme explained in ISO’s model. Therefore, the
OSI Reference Model is most often used as a teaching and troubleshooting tool. By
understanding the basics of the OSI Reference Model, you can apply these to real
protocols to gain a better understanding of them and to troubleshoot problems more
easily. Basically, the OSI Reference Model provides a foundation to use when you
are considering what happens between network components when they “talk” to
each other.

[SO developed the seven-layer model to help vendors and network administrators
gain a better understanding of how data is handled and transported between
networking devices, as well as to provide a guideline for the implementation of new
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networking standards and technologies. To assist in this process, the OSI Reference
Model separates the network communication process into seven simple layers. It thus

B Defines the process for connecting two layers together, promoting
interoperability between vendors

B Separates a complex function into simpler components

B Allows vendors to compartmentalize their design efforts to fit a modular
design, which eases implementations and simplifies troubleshooting

B Provides a teaching tool to help network administrators understand the
communication process used between networking components

Datch

Remember the advantages interoperability, simplification, modular
the OSI Reference Model provides: design, and training.

A PC is a good example of a modular device. For instance, a PC typically contains
the following components: case, motherboard with processor, monitor, keyboard,
mouse, disk drive, CD-ROM drive, floppy drive, RAM, video card, Ethernet card,
and so on. If one component breaks, it is easy to figure out which component failed
and replace the single component. This simplifies your troubleshooting process.
Likewise, when a new CD-ROM drive becomes available, you don’t have to throw
away the current computer to use the new device—you just need to cable it up and
add a software driver to your operating system to interface with it. The OSI Reference
Model applies the same thought process to the network: vendors can build and design
specific applications and/or hardware in one layer for one purpose without affecting
the entire network protocol stack.

CERTIFICATION OBJECTIVE 2.02

Layers of the OSI Reference Model

The OSI Reference Model comprises seven layers, shown in Figure 2-1: application,
presentation, session, transport, network, data link, and physical. The functions of the
application, presentation, and session layers are typically part of the user’s application,
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m Layers of the OSI Reference Model

on the

Qob

Datch

Layer 7 Application
Layer 6 Presentation
Layer 5 Session
Layer 4 Transport
Layer 3 Network
Layer 2 Data link
Layer | Physical

such as the Firefox and Internet Explorer web browsers and Microsoft’s Outlook e-mail
application. The transport, network, data link, and physical layers are responsible for
moving data and information back and forth between these higher layers.

Understanding the functions of each of the OSI Reference Model layers is very
important when it comes to troubleshooting connections between network
components. Once you understand these functions and the troubleshooting tools
available to you at the various layers of the model, troubleshooting problems will
be much easier.

Each layer is responsible for a specific process or role. Remember that the
seven layers are there to help you understand the transformation process that
data will undergo as it is transported to a remote networking component. Not
every networking protocol will fit exactly into this model. For example, TCP/IP
has four layers. Some layers are combined into a single layer; for instance, TCP/
IP’s application layer contains the functionality of the OSI Reference Model’s
application, presentation, and session layers. The following sections go into more
detail concerning the seven layers of the OSI Reference Model.

A good anagram to use to (application, presentation, session, transport,

remember the OSI Reference Model layers  network, data link, and physical).
is “All people seem to need data processing”
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Layer 7:The Application Layer

Jatch

The seventh layer, or topmost layer, of the OSI Reference Model is the application
layer. It provides the interface that a person uses to interact with the application. This
interface can be command-line—based or graphics-based. Cisco Internetwork Operating
System (IOS) routers and switches use a command-line interface (CLI), whereas a web
browser uses a graphical interface. Cisco routers also have a graphical user interface,
called Security Device Manager (SDM), which is introduced in Chapter 18.

Note that in the OSI Reference Model, the application layer refers to applications
that are network-aware. Of the thousands of existing computer applications, not
all can transmit information across a network. This situation is changing rapidly,
however. In the 1990s, a distinct line existed between applications that could and
couldn’t perform network functions. A good example of this was word processing
programs, such as Microsoft Word, which were built to perform one process: word
processing. Today, however, many applications—Microsoft Word, for instance—have
embedded objects that don’t necessarily have to be located on the same computer.
There are many, many examples of application layer programs. The most common
are telnet and Secure Shell (SSH), File Transfer Protocol (FTP), web browsers, and
e-mail. You should realize that the applications themselves are not what the OSI
Reference Model’s application layer is about: the application layer provides a means
for the applications to realize that a network is there and to take advantage of it. In
other words, the application layer encompasses the protocols and services that the
applications will employ to access network resources.

The top (seventh) layer of = TCPIIP applications include telnet, FTP,

the OSI Reference Model is the application Hypertext Transfer Protocol (HTTP for web
layer.This layer provides the protocols browsing), Post Office Protocol 3 (POP3),
and services applications need to take and Simple Mail Transfer Protocol (SMTP).
advantage of a network. Examples of

Layer 6:The Presentation Layer

The sixth layer of the OSI Reference Model is the presentation layer. The presentation
layer is responsible for defining how information is transmitted and presented to the
user in the interface that he or she is using. This layer defines how various forms
of text, graphics, video, and/or audio information is transmitted and used correctly
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by the application layer. For example, text is represented in primarily two different
forms: ASCII and EBCDIC. ASCII (the American Standard Code for Information
Interchange, used by most devices today) uses 7 bits to represent characters. EBCDIC
(Extended Binary-Coded Decimal Interchange Code, developed by IBM) is still
used in mainframe environments to represent characters. Text can also be shaped by
different elements, such as font, underline, italic, and bold.

Many different standards are used for representing graphical information—BMP,
GIE JPEG, TIFE and others. This variety of standards is also true of audio (WAV
and MIDI, for example) and video (WMV, AVI, MOV, and MPEG, for example).
Literally hundreds of standards are used to represent information that a user sees in
an application. Probably one of the best examples of applications with a very clear
presentation layer function is a web browser, since it has many special marking
codes, called tags, which define how data should be represented to the user. The
presentation layer can also provide encryption to secure data from the application
layer; however, this is not common with today’s methods of security, since this type
of encryption is performed in software and requires a lot of CPU cycles to perform.

Datch

The presentation layer presentation layer protocols and standards
determines how data is transmitted and include ASCII, BMP, GIF, JPEG, WAV, AVI, and
represented to the user. Examples of MPEG.

Layer 5:The Session Layer

The fifth layer of the OSI Reference Model is the session layer. The session layer is
responsible for initiating the setup and teardown of connections. To perform these
functions, the session layer must determine whether data stays local to a computer

or must be obtained or sent to a remote networking component. In the latter case,
the session layer initiates the connection. The session layer is also responsible for
differentiating among multiple network connections, ensuring that data is sent across
the correct connection as well as taking data from a connection and forwarding it

to the correct local application. The actual mechanics of this process, however, are
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implemented at the transport layer. To set up connections or tear down connections,
the session layer communicates with the transport layer. Remote Procedure Calls
(RPCs) are an example of a TCP/IP session protocol; the Network File System
(NFS), which uses RPCs, is another example of a protocol at this layer. The
session layer is also responsible for error reporting of any issues at the application,
presentation, and session layers and for implementing any type of class of service
(CoS) to give preference to some types of traffic or connections over others.

Match

The session layer is and tearing down network connections.
responsible for setting up, maintaining, Examples include RPCs and NFS.

Layer 4:The Transport Layer

The fourth layer of the OSI Reference Model is the transport layer. The transport
layer is responsible for the actual mechanics of setting up, maintaining, and tearing
down a connection, where it can provide both reliable and unreliable delivery of
data. For reliable connections, the transport layer is responsible for error detection
and correction: when an error is detected, the transport layer will resend the data,
thus providing the correction. For unreliable connections, the transport layer provides
only error detection—error correction is left up to one of the higher layers (typically
the application layer). In this sense, unreliable connections attempt to provide a best-
effort delivery—if the data makes it there, that’s great, and if it doesn’t, oh well! An
example of a reliable transport protocol is TCP/IP’s Transmission Control Protocol
(TCP). TCP/IP’s User Datagram Protocol (UDP) is an example of a protocol that uses
unreliable connections.

For people just beginning to learn the mechanics of the OSI Reference Model, it
is sometimes difficult to see the delineation between what the session and transport
layer actually do. The session layer deals with timeout issues, notifications, hello
packets to determine connection issues, and so on; the transport layer entails the
actual delivery mechanisms of moving information (at the transport layer) between
network components.
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Datch
The fourth layer, the acknowledgment, and flow control.
transport layer, provides both guaranteed Flow control methods include buffering,
data delivery and no guarantee of windowing, and congestion avoidance.
data delivery. Efficient guaranteed Examples of transport layer protocols

delivery is provided through sequencing, include TCP/IP’s TCP and UDP protocols.

The transport layer has five main functions:

B [t sets up, maintains, and tears down a session connection between two
components.

B [t can provide for the reliable or unreliable delivery of data across this
connection.

[t segments data into smaller, more manageable sizes.
B [t multiplexes connections, allowing multiple applications to send and
receive data simultaneously on the same networking device.

B It can implement flow control through ready/not ready signals or windowing
to ensure one component doesn’t overflow another one with too much data
on a connection. Both of these methods typically use buffering and are used
to avoid congestion.

The following sections cover these processes in more depth.

Datch

Remember the five main delivery of data, flow control, multiplexing,
functions of the transport layer: connection and segmentation.
management, reliable and unreliable

Reliable Connections

The transport layer can provide reliable and unreliable transfer of data between
networking components. TCP is an example of a transport layer protocol that
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provides a reliable connection. When implementing a reliable connection, sequence
numbers and acknowledgments (ACKs) are commonly used. For example, when
information is sent to a destination, the destination will acknowledge to the source
what information was received. The destination can examine sequence numbers in
the transmitted data segments to determine whether anything was missing (dropped
along the way) as well as put the data back in the correct order, if it arrived out of
order, before passing it on to the upper-layer application. If a segment is missing, the
destination can request that the source resend the missing information. With some
protocol stacks, the destination might have the source resend all of the information
or parts of the information, including the missing parts.

Some reliable connection protocols might also go through a handshake process
when initially building a connection. This handshake process determines whether
the two networking devices can build the connection and negotiates parameters that
should be used to provide a reliable connection. With TCP, this is called the three-
way handshake. TCP and the three-way handshake are discussed in more depth in
Chapter 9.

Unreliable Connections

One of the issues of a connection-oriented service such as TCP is that they
typically go through a handshake process before data can be transferred, and then
acknowledge that all data sent was received. In some instances, such as file transfers,
this makes sense, because you want to ensure that all data for the file is transferred
successfully. However, in other cases, when you want to send only one piece of
information and get a single reply back, going through a handshake process adds
overhead and delay that typically isn’t necessary.

In TCP/IP, a domain name service (DNS) query is a good example of when using
a connection-oriented service doesn’t make sense. With a DNS query, a device is
trying to resolve a fully qualified domain name to an IP address. The device sends
the single query to a DNS server and waits for the server’s response. In this process,
only two messages are generated: the client’s query and the server’s response. Because
of the minimal amount of information shared between these two devices, it makes
no sense to establish a reliable connection first before sending the query. Instead, the
device should just send its information and wait for a response. If a response doesn’t
come back, the application can send the information again or the user can get
involved. With operating systems’ implementation of DNS, you can configure two
DNS servers in your TCP/IP adapter settings. If you don’t get a reply from the first
server in an application, the application can try to use the second configured server.
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Because no “connection” is built up front, this type of connection is referred to as a
connectionless service. The TCP/IP protocol stack uses the UDP to provide unreliable
or connectionless connections. UDP is discussed in more depth in Chapter 9.

Segmentation

Another function of the transport layer is to set up, maintain, and tear down
connections for the session layer—that is, it handles the actual mechanics for the
connection. The information transferred between networking devices at the transport
layer is called a segment. Segmentation is necessary to break up large amounts of data
into more manageable sizes that the network can accommodate. A good analogy of
this process is “it’s easier to pour pebbles down a pipe than giant boulders.”

Connection Multiplexing

Because multiple connections may be established from one component to another
component or components, some type of multiplexing function is needed to
differentiate between data traversing the various connections. This ensures that the
transport layer can send data from a particular application to the correct destination
and application, and, when receiving data from a destination, get it to the right local
application.

To accomplish this feat, the transport layer typically assigns a unique set of
numbers for each connection. These numbers are commonly called port or socket
numbers. A source port number and a destination port number are assigned for
each connection. The destination port numbers assigned by the source device are
sometimes referred to as well-known or reserved port numbers. The source device
uses an appropriate port number in the destination port field to indicate to the
destination which application it is trying to access. For example, the TCP/IP
protocol stack gives each application a unique port number.

Some well-known port numbers used by TCP/IP applications are FTP (20 and 21),
telnet (23), SMTP for e-mail (25), DNS (53), TFTP (69), WWW (80), and POP
mail (110). With TCP/IP, port numbers from O to 1023 are well-known port numbers.
However, some applications have port numbers higher than these numbers. Actually,
TCP/IP uses a 16-bit field for the port number, allowing you to reference up to 65,536
different numbers. Port numbers above 1023 are used by the source to assign to the
connection as the source port number. Each connection on the source has a unique
source port number. This helps the source device differentiate its own connections.
This process is discussed in more depth in Chapter 9.
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Jatch
The transport layer uses and layer 3 logical addresses to perform

source and destination port numbers multiplexing of connections.

Flow Control

Another function of the transport layer is to provide optional flow control. Flow
control is used to ensure that networking components don’t send too much
information to the destination, overflowing its receiving buffer space and causing

it to drop some of the transmitted information. Overflow is not good because the
source will have to resend all the information that was dropped. The transport layer
can use two basic flow control methods:

B Ready/not ready signals
B Windowing

Jatch

The purpose of flow control  overrun by too much information sent by the
is to ensure the destination doesn’t get source.

Ready/Not Ready Signals With ready/not ready signals, when the destination
receives more traffic than it can handle, it can send a not ready signal to the source,
indicating that the source should stop transmitting data. When the destination has

a chance to catch up and process the source’s data, the destination responds back to
the source with a ready signal. Upon receiving the ready signal, the source can resume
sending data.

Two problems are associated with the use of ready/not ready signals to implement
flow control. First, the destination may respond to the source with a not ready signal
when its buffer fills up. While this message is on its way to the source, the source is
still sending information to the destination, which the destination will probably have
to drop because its buffer space is full. The second problem with the use of these
signals is that once the destination is ready to receive more information, it must first
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send a ready signal to the source, which must receive it before more information
can be sent. This causes a delay in the transfer of information. Because of these

two inefficiencies with ready/not ready signals, they are not commonly used to
implement flow control. Sometimes this process is referred to as stop/start, where you
stop transmitting for a period and then start retransmitting.

Windowing Windowing is a much more sophisticated method of flow control
than using ready/not ready signals. With windowing, a window size is defined that
specifies how much data (commonly called segments at the transport layer) can

be sent before the source has to wait for an acknowledgment (ACK) from the
destination. Once the ACK is received, the source can send the next batch of data
(up to the maximum defined in the window size).

Windowing accomplishes two things: First, flow control is enforced, based on
the window size. In many protocol implementations, the window size is dynamically
negotiated up front and can be renegotiated during the lifetime of the connection.
This ensures that the most optimal window size is used to send data without
having the destination drop anything. Second, through the windowing process,
the destination tells the source what was received. This indicates to the source
whether any data was lost along the way to the destination and allows the source to
resend any missing information. This provides reliability for a connection as well
as better efficiency than ready/not ready signals. Because of these advantages, most
connection-oriented transport protocols, such as TCP/IP’s TCP, use windowing to
implement flow control.

The window size chosen for a connection impacts its efficiency and throughput
in defining how many segments (or bytes) can be sent before the source has to wait
for an ACK. Figure 2-2 illustrates the importance of the size used for the window.
The top part of the figure shows the connection using a window size of 1. In this
instance, the source sends one segment with a sequence number (in this case 1)
and then waits for an acknowledgment from the destination. Depending on the
transport protocol, the destination can send the ACK in different ways: it can send
back a list of the sequence numbers of the segments it received, or it can send back
the sequence number of the next segment it expects. The ACK from the destination
has a number 2 in it. This tells the source that it can go ahead and send segment 2.
Again, when the destination receives this segment, since the window size is 1, the
destination will immediately reply with an acknowledgment, indicating the receipt
of this segment. In this example, the destination acknowledges back 3, indicating
that segment 3 can be sent, and so on and so forth.
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As you can see, with a window size of 1, the flow control process is not very quick
or efficient. Let’s look at an example with a window size of 3, as illustrated at the
bottom of Figure 2-2. With a window size of 3, the source can send three segments at
once before waiting for an ACK. Once segments are sent (each with its own unique
sequence number: 1, 2, and 3), the source must wait for an acknowledgment. In this
instance, the destination sends an ACK back with the number 4 in it, indicating
that the fourth segment is expected next. The source can then proceed to send
segments 4, 5, and 6, and then wait for the destination’s acknowledgment. In this
case, having a larger window size is more efficient: only one acknowledgment is
required for every three segments that are sent. Therefore, the larger the window
size, the more efficient the transfer of information becomes.

However, this is not always the case. For example, let’s assume that one segment
gets lost on its way to the destination, as is shown in Figure 2-3. In this example,
the window size negotiated is 3. PC-A sends its first three segments, which are
successfully received by PC-B. PC-B acknowledges the next segment it expects,
which is 4. When PC-A receives this acknowledgment, it sends segments 4, 5, and
6. For some reason, segment 4 becomes lost and never reaches the destination, but
segments 5 and 6 do arrive. Remember that the destination is keeping track of what
was received: 1, 2, 3, 5, and 6. In this example, the destination sends back an ACK
of 4, indicating that segment 4 is expected next.
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m Lost segments and retransmissions
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At this point, how PC-A reacts depends on the transport layer protocol that is
used. Here are some possible options:

B PC-A understands that only segment 4 was lost and therefore resends
segment 4. It then sends segments 7 and 8, filling up the window size.

B PC-A doesn’t understand what was or wasn’t received, so it sends three
segments starting at segment 4, indicated by PC-B.

Of course, if two segments are lost, the first option listed won’t work unless the
destination can send a list of lost segments. Therefore, most protocol stacks that
use windowing will implement the second option. Given this behavior, the size of
the window can affect your performance. You would normally think that a window
size of 100 would be very efficient; however, if the very first segment is lost, some
protocols will have all 100 segments resent! As mentioned earlier, most protocol
stacks use a window size that is negotiated up front and can be renegotiated at
any time. Therefore, if a connection is experiencing a high number of errors, the
window size can be dropped to a smaller value to increase efficiency. And once these
errors disappear or drop down to a lower rate, the window size can be increased to
maximize the connection’s throughput.

What makes this situation even more complicated is that the window sizes on
the source and destination devices can be different. For instance, PC-A might have



Layers of the OSI Reference Model 4 |

a window size of 3, while PC-B has a window size of 10. In this example, PC-A is
allowed to send 10 segments to PC-B before waiting for an acknowledgment, while
PC-B is allowed to send only 3 segments to PC-A.

Flow control through the use of sequence numbers and acknowledgments is
covered in more depth in Chapter 9, where TCP is discussed.

Jatch
Ready/not ready signals traffic. Windowing addresses these issues.
and windowing are used to implement With windowing, a window size is established,
flow control. Ready/not ready signals are which defines the number of segments that
not efficient, causing drops of unnecessary can be transferred before waiting for an
traffic and delays in the transmission of acknowledgment from the destination.

Layer 3:The Network Layer

The third layer of the OSI Reference Model is the network layer. The network
layer provides quite a few functions. First, it provides for a logical topology of
your network using logical, or layer 3, addresses. These addresses are used to group
networking components together. As you will see in Chapter 7, these addresses
have two components: a network and host component. The network component is
used to group devices together. Layer 3 addresses allow devices that are on the same
or different layer 2 medium or protocol to communicate with each other.

The network layer is responsible for three main functions:

B Defines logical addresses used at layer 3
B Finds paths, based on the network numbers of logical addresses, to reach
destination components

B Connects different data link layer types together, such as Ethernet, fiber
distributed data interface (FDDI), Serial, and Token Ring

To move information between devices that have different network numbers,
a router is used. Routers use information in the logical address to make intelligent
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decisions about how to reach a destination. Routing is discussed in more depth in
Part IV of this book. The following sections cover the network layer in more depth.

Match
The network layer the network layer and are responsible for
provides a logical topology, defines layer 3  packet switching and selecting paths to
addresses, and finds best paths to logical destinations. Layer 3 protocols include TCP/
address destinations. Routers function at IP, IPX, and AppleTalk.

Layer 3 Addressing

Many protocols function at the network layer, such as AppleTalk, DECnet, TCP/IP,
IPX, Vines, XNS, and others. Each of these protocols has its own method of defining
logical addressing. Correct assignment of these addresses on devices across your
network allows you to build a hierarchical design that can scale to very large sizes.
This provides an advantage over layer 2 addressing, which uses a flat design and is
not scalable.

All layer 3 addressing schemes have two components: network and host (or
node). Each segment (physical or logical) in your network needs a unique network
number. Each host on these segments needs a unique host number from within
the assigned network number. The combination of the network and host number
assigned to a device provides a unique layer 3 address throughout the entire network.
For example, if you had 500 devices in your network that were running TCP/IP, each
of these devices would need a unique TCP/IP layer 3 address.

This process is different with Media Access Control (MAC) addresses, which
are used at layer 2. MAC addresses need to be unique only on a physical (or logical)
segment. In other words, within the same broadcast domain, all of the MAC
addresses must be unique. However, MAC addresses do not need to be unique
between two different broadcast domains.

A good analogy of unique addresses is the system used by the post office. For
example, two homes on the same street cannot have the same house number, such
as 1597 Berry Street, since the postal carrier wouldn’t know which house using that
same address should receive mail. However, if both homes were in different zip codes,
but they shared the same street address, the postal carrier would see a difference
between the two locations, even though the street names and numbers were the
same. MAC addresses are similar: each segment is a separate “neighborhood”
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with a different “zip code” (different networks); within that “neighborhood,” the
MAC addresses need to be unique. MAC addresses and broadcasts are discussed in
more depth later in the chapter in the “Layer 2: The Data Link Layer” section.

To understand the components of layer 3 addresses, let’s look at a few examples.
TCP/IP IPv4 addresses are 32 bits in length. To make these addresses more readable,
they are broken up into 4 bytes, or octets, where any 2 bytes are separated by a period.
This is commonly referred to as dotted decimal notation. Here’s a simple example of
an IP address: 10.1.1.1. An additional value, called a subnet mask, determines the
boundary between the network and host components of an address. When comparing
IP addresses to other protocols’ addressing schemes, TCP/IP addressing seems the
most complicated. IP addressing is thoroughly covered in Chapter 7.

Most other protocols have a much simpler format. For example, IPX addresses are
80 bits in length. The first 32 bits are always the network number, and the last 48 bits
are always the host address. IPX addresses are represented in hexadecimal. Here’s an
example: ABBA.0000.0000.0001. In this example, ABBA is the network number
and 0000.0000.0001 is the host number. In IPX’s case, the host part defaults to the
MAC address on the network interface card (NIC), but this can be overridden by the
user or administrator. Every protocol has its own addressing scheme. However, each
scheme always begins with a network component followed by a host component.

Routing Tables

Routers are devices that function at the network layer; they use logical network
numbers to make routing decisions—how to get information, commonly called

a packet, to its destination. Routers build a routing table, which contains path
information. This information includes the network number, which interface the
router should use to reach the network number, the metric of the path (what it

costs to reach the destination), how the router learned about this network number,
and possibly how old the information is. Metrics are used to weight the different
paths to a destination. If more than one way can be taken to reach the destination,
metrics are used to “rank” each link to determine which path would make the best
choice. Using the metrics to make a decision, the router will put the best route to
the destination network in its routing table. Many different types of metrics are used,
such as bandwidth, delay, and hop count, to name a few. Each routing protocol uses
its own metric structure. For instance, TCP/IP’s Routing Information Protocol (RIP)
uses hop count, while Cisco’s EIGRP uses bandwidth, delay, reliability, load, and
frame size (maximum transmission unit, or MTU). Routing and routing metrics are
discussed in Part IV.
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When a router receives an inbound packet, it examines the destination layer 3
address in the packet header. The router then determines the network number in
the logical address and then compares this network number to its routing table
entries. If the router finds a match, it forwards the packet out of the destination
interface. However, if the router does not find a match in its routing table, the router
drops the packet.

Datch

Routers make routing Locations of networks are stored in a
decisions based on the network numbers in  routing table.
layer 3 addresses, such as TCP/IP addresses.

Advantages of Routers

Because routers operate at a higher layer than the data link layer and use logical
addressing, they provide many advantages over data link layer devices such as
bridges and switches, including the following:

B Logical addressing at layer 3 allows you to build hierarchical networks that
scale to very large sizes. This is discussed in Chapters 8, 20, and 21.

B Routers contain broadcasts and multicasts. When a broadcast or multicast is
received on an interface, it is not forwarded to another interface, by default.
Routers are commonly used to solve broadcast problems. (Actually, routers
also create separate bandwidth and collision domains, but bridges and
switches provide a cheaper solution.) These are discussed later in the “Layer
2: The Data Link Layer” section and in Chapters 3 and 4.

B Routers are better at connecting different layer 2 technologies together, such
as Ethernet and Token Ring or FDDI and serial, without any conversion issues.

B Routers can switch packets on the same interface using virtual LANs

(VLANSs), which are discussed in Chapter 13.

B Routers have advanced features that allow you to implement quality of
service using queuing or traffic shaping, filtering traffic using access control

lists (ACLs), or protecting traffic using encryption. ACLs are discussed in
Chapter 22.
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Remember the bulleted routers contain broadcasts: each interface
items listing the advantages that routers of a router is a separate broadcast and
provide over switches, especially that collision domain.

By using logical addresses, routers can create a hierarchical network that supports
thousands of network components. Layer 2 components such as bridges and
switches, on the other hand, do not support hierarchical addressing: layer 2 MAC
addresses support a flat addressing space. In other words, you can’t typically change
MAC addresses to fit a specific network topology or layout. Also, since routers use
logical addresses, it is much easier to implement policy decisions, such as traffic
filtering or quality service, since the decisions are made on logical, more easily
handled addresses than the physical addresses that bridges and switches use. For
example, since logical addresses support a network component, you could filter an
entire network number. To accomplish this with a bridge or switch, you would have
to filter each individual component’s MAC address within the network segment.

Another problem with layer 2 components is that they don’t operate very well
when connecting different layer 2 technologies or protocols—Ethernet and Token
Ring, for instance. At layer 2, this process is called translational bridging. Layer 2
devices have issues translating between technologies/protocols for many reasons, but
the main reason is that since both topologies are layer 2, the bridge has to translate
the layer 2 information between the different protocols. This is process-intensive
and can create many problems.

For example, Ethernet supports frame sizes up to 1500 bytes, while Token Ring
supports frame sizes up to 16 kilobytes (KB) in size. Therefore, if a large Token Ring
frame had to be sent to an Ethernet segment, the bridge or switch would have to
fragment the information into two or more Ethernet frames. There might also be a
speed difference between the media types: Ethernet supports 10 Mbps (megabits per
second), 100 Mbps, 1 Gbps (gigabit per second), and 10 Gbps, while Token Ring
supports 4 Mbps, 16 Mbps, and 100 Mbps, and this difference could cause congestion
problems on a bridge or switch.

In addition, the translation process between frame types is not always easy. For
example, some protocols order their bits from low-to-high, while others order them
high-to-low, which can create translation issues. Fortunately, routers provide a clean
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solution to this translation process. Routers don’t actually translate between
different frame or layer 2 protocol types; instead, they strip off the layer 2 frame, make
a routing decision on the layer 3 packet, and then encapsulate the layer 3 packet in
the correct layer 2 frame type for the interface the packet needs to exit. This process
is described more thoroughly later in this chapter in the section “Encapsulation and
De-Encapsulation” as well as in Chapter 10.

Another advantage routers have over layer 2 components is that they contain
broadcast problems. When a router receives a broadcast, it processes that broadcast,
but by default, it will not forward the broadcast out any of its other ports. This is
different from bridges and switches, which flood broadcast traffic. If broadcasts are
affecting the bandwidth and performance of your network, you should break up
your network into multiple broadcast domains and use a router to route between
the different domains. Each broadcast domain in a network needs a unique layer 3
network number. Broadcasts are discussed later in the chapter in the “Layer 2: The
Data Link Layer” section.

Common tools used to troubleshoot layer 3 problems include ping, traceroute,
and Address Resolution Protocol (ARP). These tools are discussed in more depth
in Chapter 6.

Layer 2:The Data Link Layer

Jatch

The second layer in the OSI Reference Model is the data link layer. Whereas

the network layer provides for logical addresses for components, the data link
layer provides for physical, or hardware, addresses. These hardware addresses are
commonly called Media Access Control (MAC) addresses. The data link layer

also defines how a networking component
accesses the media to which it is connected
and defines the media’s frame type and

Most wide area network transmission method. The frame includes the

(WAN) protocols primarily function at the fields and components the data link layer uses
data link and physical layers. to communicate with devices on the same wire

or layer 2 topology. This communication occurs
only for components on the same data link layer media type (or same piece of wire),
within the same network segment. To traverse layer 2 protocols, Ethernet to Token
Ring, for instance, a router is typically used.

The data link layer is also responsible for taking bits (binary 1s and Os) from the
physical layer and reassembling them into the original data link layer frame. The
data link layer does error detection and will discard bad frames. It typically does not
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hardware (MAC) addresses as well as the 802.2, 802.3, Ethernet Il, HDLC, PPP, and
communication process that occurs within Frame Relay. Error detection occurs here,
a media type. Switches and bridges function but not correction (no retransmission, only
at the data link layer. Examples of data link dropping bad frames).
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perform error correction, as some transport layer protocols do; however, some data
link layer protocols do support error correction functions.

Examples of data link layer protocols and standards for local area network (LAN)
connections include Institute of Electrical and Electronic Engineers (IEEE) 802.2,
802.3, and 802.5; Ethernet II; and ANSI’s FDDI. Examples of WAN protocols include
Asynchronous Transfer Mode (ATM), Frame Relay, High-Level Data Link Control
(HDLC), Point-to-Point Protocol (PPP), Synchronous Data Link Control (SDLC),
Serial Line Internet Protocol (SLIP), and X.25. Bridges, switches, and network
interface controllers or cards (NICs) are the primary networking components
functioning at the data link layer, which is discussed in more depth in Chapter 4.

The data link layer defines  layer protocols and standards include IEEE’s

The data link layer is also responsible for defining the format of layer 2 frames
as well as the mechanics of how devices communicate with each other over the
physical layer. The data link layer is responsible for the following:

B Defining the MAC or hardware addresses
B Defining the physical or hardware topology for connections

B Defining how the network layer protocol is encapsulated in the data link
layer frame

B Providing both connectionless and connection-oriented services

Normally, the data link layer does not provide connection-oriented—that is,
reliable—services (those that do error detection and correction). However, in
environments that use Systems Network Architecture (SNA) as a data link layer
protocol, SNA can provide sequencing and flow control to ensure the delivery of
data link layer frames. SNA was developed by IBM to help devices communicate
in LANs (predominantly Token Ring) at the data link layer. In most instances, the
transport layer provides for reliable connections.
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Remember that the primary with each other. If the devices are on

function of the data link layer is to regulate different layer 2 protocols or segments, the
how two networking devices connected to network layer (layer 3) typically plays a role
the same layer 2 protocol communicate in the communication of these devices.

Datch
The first six hexadecimal all layer 2 connected collision domains.You
digits of a MAC address form the OUI. can have the same MAC address in different
MAC addresses need to be unique only broadcast domains (virtual LANs).

within a broadcast domain, which includes

Data Link Layer Addressing

The data link layer uses MAC, or hardware, addresses for communication. For LAN
communications, each machine on the same network segment or topology needs
a unique MAC address. A MAC address is 48 bits in length and is represented as a
hexadecimal number. Represented in hex, it is 12 characters in length. To make it
easier to read, the MAC address is represented in a dotted hexadecimal format, like
this: FFFF.FFFF.FFFF. It is also common to see MAC addresses formatted in this
way: FF:FF:FF:FF:FF:FF. Since the MAC address uses hexadecimal numbers, the
values used range from 0 to 9 and A to E for a total of 16 values for a single digit. For
example, a hexadecimal value of A would be 10 in decimal. Hexadecimal numbering
is discussed in more depth in Chapter 7. Other types of data link layer addressing
are used in addition to MAC addresses. For instance, Frame Relay uses Data Link
Connection Identifiers (DLClIs), which are discussed in more depth in Chapter 26.
The first six digits of a MAC address are associated with the vendor, or maker,
of the NIC. Each vendor has one or more unique sets of six digits. These first six
digits are commonly called the organizationally unique identifier (OUI). For example,
one of Cisco’s OUI values is 0000.0C. The last six digits are used to represent the
NIC uniquely within the OUI value. Theoretically, each NIC has a unique MAC
address. In reality, however, this is probably not true. What is important for your
purposes is that each of your devices has a unique MAC address on its NIC within
the same physical or logical segment. A logical segment is a VLAN and is referred to
as a broadcast domain, which is discussed in Chapter 13. Some devices allow you to
change this hardware address, while others don’t.
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Address Type Description

Data Link
Address Types

Unicast Represents a single device on a segment
Broadcast Represents every device on a segment
Multicast Represents a group of devices on a segment

Each data link layer frame contains two MAC addresses: a source MAC address
of the machine creating the frame and a destination MAC address for the device
or devices intended to receive the frame. Three general types of addresses are used
at the data link layer, as shown in Table 2-1. A
source MAC address is an example of a unicast
address—only one device can create the frame.

Watch Remember the three types However, destination MAC addresses can be
of destination addresses in Table 2-1: any of the addresses listed in Table 2-1. The
unicast, broadcast, and multicast. destination MAC address in the data link layer

frame helps the other NICs connected to the

segment to figure out whether they need to process the frame when they receive it or
to ignore it. The following sections cover each of these address types in more depth.

Unicast A frame with a destination unicast MAC address is intended for only
one network component on a segment. The top part of Figure 2-4 shows an example

m MAC address types

Unicast

Multicast

Broadcast
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of a unicast. In this example, PC-A creates an Ethernet frame with a destination
MAC address that contains PC-C’s address. When PC-A places this data link layer
frame on the wire, all the devices on the segment receive it. Each of the NICs of
PC-B, PC-C, and PC-D examines the destination MAC address in the frame. In
this instance, only PC-C’s NIC will process the frame, since the destination MAC
address in the frame matches the MAC address of its NIC. PC-B and PC-D will

ignore the frame.

Multicast Unlike a unicast address, a multicast address represents a group of
devices on a segment. The multicast group can contain from no devices to every
device on a segment. One of the interesting things about multicasting is that the
membership of a group is dynamic—devices can join and leave as they please. The
detailed process of multicasting is beyond the scope of this book, however.

The middle portion of Figure 2-4 shows an example of a multicast. In this
example, PC-A sends a data link layer frame to a multicast group on its segment.
Currently, only PC-A, PC-C, and PC-D are members of this group. When each
of the PCs receives the frame, its NIC examines the destination MAC address in
the data link layer frame. In this example, PC-B ignores the frame, since it is not a
member of the group. However, PC-C and PC-D will process the frame.

Broadcast A broadcast is a data link layer frame that is intended for every
networking component on the same segment. The bottom portion of Figure 2-4
shows an example of a broadcast. In this example, PC-A puts a broadcast address
in the destination field of the data link layer frame. For MAC broadcasts, all of the
bit positions in the address are enabled, making the address FF:FF:FF:FF:FF:FF in
hexadecimal. This frame is then placed on the wire. Notice that in this example,
when PC-B, PC-C, and PC-D receive the frame, they all process it.

Broadcasts are mainly used in two situations. First, broadcasts are more effective
than unicasts if you need to send the same information to every machine. With a
unicast, you would have to create a separate frame for each machine on the segment;
with a broadcast, you could accomplish the same thing with a single frame. Second,
broadcasts are used to discover the unicast address of a device. For instance, when
you turn on your PC, initially it doesn’t know about any MAC addresses of any other
machines on the network. A broadcast can be used to discover the MAC addresses
of these machines, since they will all process the broadcast frame. In TCP/IP, the
Address Resolution Protocol (ARP) uses this process to discover another device’s
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MAC address. ARP is discussed in Chapter 6. Other protocols that use broadcasts
include Dynamic Host Control Protocol (DHCP) and NetBIOS.

Common tools used to troubleshoot layer 2 problems include ARP (Chapter 6),
Cisco’s CDP protocol (Chapter I7), switch port address tables (Chapters 4
and [2), and protocol analyzers.

Layer |:The Physical Layer

The first, or bottommost, layer of the OSI Reference Model is the physical layer. The
physical layer is responsible for the physical mechanics of a network connection,
which include the following:

B The type of interface used on the networking device
The type of cable used for connecting devices
The connectors used on each end of the cable

The pin patterns used for each of the connections on the cable

The encoding of a message on a signal by converting binary digits to a
physical representation based on the media type, such as electrical for copper,
light for fiber, or a radio wave for wireless

The type of interface, commonly called a NIC, can be a physical card that you
put into a computer, such as a 10BaseT Ethernet card, or a fixed interface on a
router, such as a Fast Ethernet port on a Cisco 1841 router.

The physical layer is also responsible for how binary information is converted
to a physical layer signal and vice versa. For example, if the cable uses copper as a
transport medium, the physical layer defines how binary 1s and Os are converted
into an electrical signal by using different voltage levels. If the cable uses fiber, the
physical layer defines how 1s and Os are represented using an LED or laser with
different light frequencies. Binary numbering is discussed in Chapter 7.

Data communications equipment (DCE) terminates a physical WAN
connection and provides clocking and synchronization of a connection between
two locations and connects to data termination equipment (DTE). The DCE
category includes equipment such as CSU/DSUs, NT1s, and modems. A DTE is
an end user device, such as a router or a PC, that connects to the WAN via the
DCE device. In some cases, the function of the DCE may be built into the DTE’s

physical interface. For instance, certain Cisco routers can be purchased with built-in
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NT1s or CSU/DSUs built into their WAN interfaces. Normally, the terms DTE
and DCE are used to describe WAN components, but they are sometimes used to
describe LAN connections. For instance, in a LAN connection, a PC, file server,
or router is sometimes referred to as a DTE, and a switch, bridge, or hub is

called a DCE.

Examples of physical layer standards include the following cable types (as well as
many, many others): Category 3, 5 and 5E; EIA/TIA 232, 449, and 530; multimode
and single-mode fiber (MMF and SMF); and Type 1. Interface connectors include
the following: attachment unit interface (AUI), bayonet nut coupling (BNC),
DB-9, DB-25, DB-60, RJ-11, RJ-45, and others. An Ethernet hub and a repeater are

examples of devices that function at the physical layer.

Datch
The physical layer defines

physical properties for connections and
communication, including wires (UTP and
fiber) and connectors (RJ-45 and DB-9).
A hub and a repeater are examples of

devices that function at the physical layer.
A repeater is used to physically extend a
single segment, while a hub—known as a
multiport repeater—connects many segments
together.

Datch

Remember the devices
listed in Table 2-2 and the layers at which
they function.

TABLE 2-2 Layer

Devices and the 3 Network

Name of Layer

Devices

Table 2-2 provides a reminder of the devices
that function at various OSI Reference Model
layers.

Device

Routers

Layers at Which 2 Data link

Switches, bridges, NICs

They Function 1 Physical

Hubs and repeaters
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CERTIFICATION OBJECTIVE 2.03

Encapsulation and De-encapsulation

Before delving into the mechanics of how information is transferred between
computers, you must become familiar with the terminology used to describe the
transmitted data. Many of the layers of the OS] Reference Model use their own
specific terms to describe data transferred back and forth. As this information is
passed from higher to lower layers, each layer adds information to the original
data—typically a header and possibly a trailer. This process is called encapsulation.
The data link layer adds both, where the term encapsulation is the most appropriate;
however, upper layer protocols add a header, and a few protocols add a trailer,
depending on the protocol. Both processes are referred to as encapsulating upper layer
information and data.

Generically speaking, the term protocol data unit (PDU) is used to describe data
and its overhead. Table 2-3 describes the terms used at the various layers of the
OSI Reference Model. For instance, as data is passed from the session layer to the
transport layer, the transport layer encapsulates the data PDU in a transport layer
segment. For TCP and UDP in the TCP/IP protocol stack, the transport layer adds
a header, but no trailer. As the PDU information is passed down, each layer adds its
own header and, possibly, trailer to the upper layer PDU.

Once the physical layer is reached, the bits of the data link layer frame are
converted into a physical layer signal—a voltage, light source, radio wave, or
other source according to the type of physical medium that is employed. When
the destination receives the information, it goes through a reverse process of de-
encapsulating information—basically stripping off the headers and trailers of the PDU
information at each layer as the information is passed up from layer to layer of the OSI

Reference Model.
PDU Term OSI Reference Model Layer
PDU Terms Data Application, presentation, and session layers
Segment Transport layer
Packet Network layer (TCP/IP calls this a datagram)
Frame Data link layer
Bits Physical layer
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Remember the terms in can use to remember these terms is “Do

Table 2-3 and that computers deal with Sergeants Pay For Beer?” (data, segment,
data in binary (bits). A quick anagram you  packet, frame, bits).

Figure 2-5 shows an example of the process used for encapsulating and de-
encapsulating PDUS as data is passed down and back up the OSI Reference Model. In
this example, you can see how the application, presentation, and session layers create
the data PDU. As this information is passed down from layer to layer, each layer adds
its own header (and possibly trailer, as is the case with most layer 2 protocols).

The next few sections will help you better understand the process that devices go
through as information is transmitted between computers. The next section covers
the details as to how information is encapsulated and sent down the protocol stack
and then placed on the wire to the destination. The section following that covers
the reverse process: how the information is de-encapsulated at the destination and
delivered to the application at the application layer. The last part of the chapter
looks at a more complex environment, where bridges, routers, and hubs are involved
in the communication process to get information from the source to the destination.

m Encapsulation and de-encapsulation process

Application Application
Presentation \,\/‘ """""" """""" “ Presentation
Session Session
Transport Transport
Network Network
Data link - -[Frame header | Data link

Physical --| 11000100111000001110000101 110000 (Bits)I»- Physical
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This section covers the basic mechanics as to how information is processed as it’s
sent down the protocol stack on a computer. Consult the diagram shown in Figure
2-5 to follow along with this process as PC-A sends data to PC-B. In this example,
assume that the data link layer is Ethernet and the physical layer is copper.

The first thing that occurs on PC-A is that the user, sitting in front of the computer,
creates some type of information, called data, and then sends it to another location
(PC-B). This includes the actual user input (application layer), as well as any
formatting information (presentation layer). The application (or operating system),
at the session layer, then determines whether or not the data’s intended destination is
local to this computer (possibly a disk drive) or a remote location. In this instance,
the user is sending the information to PC-B. We'll assume that the user is executing
a telnet connection.

The session layer determines that this location is remote and has the transport layer
deliver the information. A telnet connection uses TCP/IP and reliable connections
(TCP) at the transport layer, which encapsulates the data from the higher layers into
a segment. With TCE, as you will see in Chapter 9, only a header is added. The segment
contains such information as the source and destination port numbers. As you may
recall from the section “Connection Multiplexing,” the source port is a number above
1023 that is currently not being used by PC-A. The destination port number is the
well-known port number (23) that the destination will understand and forward to the
telnet application.

Based on RFC standards, the TCP or UDP source port number really should be
above 49,151, but not all operating systems follow this standard verbatim—in
many cases, the source port number will be above 1,023.

The transport layer passes the segment down to the network layer, which
encapsulates the segment into a packet. The packet adds only a header, which
contains layer 3 logical addressing information (source and destination address)
as well as other information, such as the upper layer protocol that created this
information. In this example, TCP created this information, so this fact is noted in
the packet header, and PC-A places its IP address as the source address in the packet
and PC-B’s IP address as the destination. This helps the destination, at the network
layer, to determine whether the packet is for itself and which upper layer process
should handle the encapsulated segment. In the TCP/IP protocol stack, the terms
packet and datagram are used interchangeably to describe this PDU. As you will see
in Chapter 6, many protocols are within the TCP/IP protocol stack—ARP, TCP,
UDP, ICMP, OSPE EIGRP, and many others.
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The network layer then passes the packet down to the data link layer. The data
link layer encapsulates the packet into a frame by adding both a header and trailer.
This example uses Ethernet as the data link layer medium, discussed in more depth
in Chapter 3. The important components placed in the Ethernet frame header are
the source and destination MAC addresses, as well as a field checksum sequence
(FCS) value so that the destination can determine whether the frame is valid or
corrupted when it is received. In this example, PC-A places its MAC address in the
frame in the source field and PC-B’s MAC address in the destination field. FCS’s
usage is discussed in more depth in Chapter 3.

The data link layer frame is then passed down to the physical layer. At this point,
remember that the concept of “PDUs” is a human concept that we have placed on
the data to make it more readable to us, as well as to help deliver the information
to the destination. However, from a computer’s perspective, the data is just a bunch
of binary values, 1s and Os, called bits. The physical layer converts these bits into a
physical property based on the cable or connection type. In this example, the cable
is a copper cable, so the physical layer will convert the bits into voltages: one voltage
level for a bit value of 1 and a different voltage level for a 0.

Going Up the Protocol Stack

For sake of simplicity, assume PC-A and PC-B are on the same piece of copper. Once
the destination receives the physical layer signals, the physical layer translates the
voltage levels back to their binary representation and passes these bit values up to
the data link layer.

The data link layer takes the bit values and reassembles them into the original
data link frame (Ethernet). The NIC, at the MAC layer, examines the FCS to make
sure the frame is valid and examines the destination MAC address to ensure that
the Ethernet frame is meant for itself. If the destination MAC address doesn’t match
its own MAC address, or it is not a multicast or broadcast address, the NIC drops
the frame. Otherwise, the NIC processes the frame. In this case, the NIC sees that
the encapsulated packet is a TCP/IP packet, so it strips off (de-encapsulates) the
Ethernet frame information and passes the packet up to the TCP/IP protocol stack
at the network layer. If this were an encapsulated IPX packet, the NIC would pass
the encapsulated IPX packet up to the IPX protocol stack at the network layer.

The network layer then examines the logical destination address in the packet
header. If the destination logical address doesn’t match its own address or is not a
multicast or broadcast address, the network layer drops the packet. If the logical
address matches, then the destination examines the protocol information in the
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packet header to determine which protocol should handle the packet. In this
example, the logical address matches and the protocol is defined as TCP. Therefore,
the network layer strips off the packet information and passes the encapsulated
segment up to the TCP protocol at the transport layer.

Upon receiving the segment, the transport layer protocol can perform many
functions, depending on whether this is a reliable or unreliable connection. This
discussion focuses on the multiplexing function of the transport layer. In this
instance, the transport layer examines the destination port number in the segment
header. In our example, the user from PC-A was using telnet to transmit information
to PC-B, so the destination port number is 23. The transport layer examines this
port number and realizes that the encapsulated data needs to be forwarded to the
telnet application. If PC-B doesn’t support telnet, the transport layer drops the
segment. If it does, the transport layer strips off the segment information and passes
the encapsulated data to the telnet application. If this is a new connection, a new
telnet process is started up by the operating system.

Note that a logical communication takes place between two layers of two devices.
For instance, a logical communication occurs at the transport layer between PC-A
and PC-B, and this is also true at the network and data link layers.

Datch

Be familiar with the process (de-encapsulation) the protocol stack when
of going down (encapsulation) and back up transferring data between devices.

Layers and Communication

As you can see from the encapsulation and de-encapsulation process, many processes
are occurring on both the source and destination computers to transmit and
receive the information. This can become even more complicated if the source and
destination are on different segments, separated by other networking devices, such as
hubs, switches, and routers. Figure 2-6 shows an example of this process.

In this example, PC-A wants to send data to PC-B. Notice that each device
needs to process information at specific layers. For instance, once PC-A places
its information on the wire, the switch connected to PC-A needs to process this
information. Recall from earlier in this chapter that switches function at layer 2 of
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the OSI Reference Model. Whereas routers make path decisions based on destination
layer 3 logical addresses, switches make path decisions based on layer 2 destination
MAC addresses found in frames. Therefore, the switch’s physical layer will have to
convert the physical layer signal into bits and pass these bits up to the data link layer,
where they are reassembled into a frame. The switch examines the destination MAC
address and makes a switching decision, finding the port the frame needs to exit.

[t then passes the frame down to the physical layer, where the bits of the frame are
converted into physical layer signals. Switching is discussed in Chapter 4.

The next device the physical layers encounter is a router. Recall from earlier in the
chapter that routers function at layer 3 of the OSI Reference Model. The router first
converts the physical layer signals into bits at the physical layer. The bits are passed
up to the data link layer and reassembled into a frame. The router then examines the
destination MAC address in the frame. If the MAC address doesn’t match its own
MAC address, the router drops the frame. If the MAC address matches, the router
strips off the data link layer frame and passes the packet up to the network layer.

At the network layer, one of the functions of the router is to route packets to
destinations. To accomplish this, the router examines the destination logical address
in the packet and extracts a network number from this address. The router then
compares the network number to entries in its routing table. If the router doesn’t
find a match, it drops the packet; if it does find a match, it forwards the packet out
the destination interface.
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To accomplish the packet forwarding, the router passes the packet down to
the data link layer, which encapsulates the packet into the correct data link layer
frame format. If this were an Ethernet frame, for this example, the source MAC
address would be that of the router and the destination would be PC-B. At the data
link layer, the frame is then passed down to the physical layer, where the bits are
converted into physical layer signals.

Datch
When sending traffic

between two devices on different segments,
the source device has a layer 2 frame with
its own MAC address as the source and the
default gateway’s (router) MAC address

as the destination; however, in the layer 3
packet, the source layer 3 address is the
source device and the destination layer 3
address is not the default gateway, but the
actual destination the source is trying to

reach. Remember that layer 2 addresses are
used to communicate with devices on the
same physical or logical layer 2 segment/
network, and layer 3 addresses are used

to communicate with devices across the
network (multiple segments). Another way
to remember this is that MAC addresses
can change from link to link, but layer 3
logical addresses, by default, cannot.

Note that routers separate physical or logical segments, while bridges and switches
don’t. Therefore, if PC-A wants to send traffic to PC-B, PC-A uses the router’s
MAC (or layer 2) address to get traffic to the exit point of the segment, but it uses
PC-B’s logical (or layer 3) address to tell the router that this traffic is not for the
router but for a machine on a different segment. This process is discussed in more

depth in Chapters 3 and 10.

The next device that receives these physical layer signals is the hub. Recall
from earlier in the chapter that hubs and repeaters operate at the physical layer.
Basically, a hub is a multiport repeater: it repeats any physical layer signal it receives.
Therefore, a signal received on one interface of a hub is repeated on all of its other
interfaces. These signals are then received by PC-B, which passes this information
up the protocol stack as described in the preceding section.

For a more detailed explanation of the process described in this section, please
read Chapter 10, which discusses how TCP/IP is used to communicate between
devices on different Ethernet segments.
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INSIDE THE EXAM

Introduction to the OSI
Reference Model

Make sure you are familiar with the OSI
Reference Model and why it was originally
developed.

Layers of the OSI Reference Model

You should know the names and orders of
the layers: application, presentation, session,
transport, network, data link, and physical.
You should also know the kinds of devices that
work at various layers (router: network; switch:
data link; and hub: physical) and some of the
important functions these devices perform.
For example, routers switch packets between
network segments, they contain broadcasts,
they can filter on layer 3 logical addresses, and
they determine paths to destination logical
networks. You should also be able to name
example protocols that function at the various
layers. For example, telnet and FTP function
at the application layer.

Be especially familiar with the transport,
network, and data link layers and their
functions. The transport layer, for example,

sets up, maintains, and tears down connections.

[t can provide reliable or unreliable delivery
of data. It segments data into smaller, more
manageable pieces. It can implement flow
control through ready/not ready signals or
windowing through the use of sequence and
acknowledgment numbers to avoid congestion.
[t uses buffers to store incoming data and
multiplexes multiple connections through

the use of port numbers and layer 3 addresses.
TCP and UDP are example protocols that
operate at the transport layer.

The network layer defines logical addresses,
finds best paths to destination logical addresses
through the use of routing tables on routers,
and connects different layer 2 link types to-
gether. Remember the advantages that routers
provide, such as scalability through the use of
hierarchical network designs and routing
protocols, containment of broadcasts, intelli-
gent path selection, QoS, and traffic filtering.

The data link layer defines how devices
connect to a layer 2 media type and how
these devices communicate with each other
through the use of physical addresses, such
as MAC addresses in Ethernet. Know what a
MAC address looks like: it’s 48 bits long and

is represented in hexadecimal.

Encapsulation and De-encapsulation

You should be familiar with the PDU terms
used at the various OSI Reference Model
layers: segment: transport; packet or datagram:
network; frame: data link; and bits: physical.
Also be able to describe how devices commu-
nicate with others at the various layers: what
layer 2 or layer 3 addresses are used between
various devices from the source to the desti-
nation. Remember that MAC addresses can
change from link to link, but layer 3 addresses,
such as TCP/IP addresses, typically do not.
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CERTIFICATION SUMMARY |

The OSI Reference Model defines the process of connecting two layers of networking
functions. The application layer provides the user interface. The presentation layer
determines how data is represented to the user. The session layer is responsible for
setting up and tearing down connections. The transport layer is responsible for the
mechanics of connections, including guaranteed services. The network layer provides
a logical topology and layer 3 addresses: routers operate here. The data link layer
defines MAC addresses and how communication is performed on a specific media
type: switches, bridges, and NICs operate here. The physical layer defines physical
properties for connections and communication: repeaters and hubs operate here.
Wireless solutions are defined at the physical layer.

The transport layer sets up and maintains a session layer connection, and
provides for reliable or unreliable delivery of data, flow control, and multiplexing
of connections. Reliable connections typically go through a handshake process to
establish a connection. Acknowledgments are used to provide reliable delivery. Port
or socket numbers are used for connection multiplexing. Ready/not ready signals and
windowing are used to implement flow control. Windowing is more efficient than
ready/not ready signals.

The network layer defines logical addresses, finds paths to destinations based
on the network component of the address, and connects different layer 2 media
types together. Routers are used to contain broadcasts. Routers use their routing
table, which has a list of destination network numbers, to assist them when finding
a destination. If a destination is not found in the routing table, traffic for this
destination is dropped.

The data link layer defines hardware addressing. MAC addresses are 48 bits in
length in hexadecimal. The first 24 bits (six digits) are the OUIL. MAC addresses
need to be unique only on a logical segment. In a unicast, one frame is sent to all
devices on a segment, but only a single device will process it. In a multicast, one
frame is sent to a group of devices. In a broadcast, one frame is sent to all devices.

A PDU describes data and its overhead. A PDU at the application layer is referred
to as data; the transport layer PDU is called a segment, the network layer PDU
is called a packet or datagram, the data link layer PDU is called a frame, and the
physical layer PDU is called bits. As traffic goes down the protocol stack, each layer
encapsulates the PDU from the layer above it. At the destination, a de-encapsulation
process occurs.
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TWO-MINUTE DRILL

Introduction to the OSI Reference Model

Q The OSI Reference Model provides the following advantages: it promotes
interoperability, defines how to connect adjacent layers, compartmentalizes
components, allows a modular design, serves as a teaching tool, and simplifies
troubleshooting.

Layers of the OSI Reference Model

Q The application layer (layer 7) provides the user interface. The presentation
layer (layer 6) defines how information is presented to the user. The session layer
(layer 5) determines whether a network connection is needed and initiates
the setup and teardown of connections. The transport layer (layer 4) handles the
mechanics of reliable or unreliable services. The network layer (layer 3) creates
a logical topology with logical addresses. Routers function at this layer. The data
link layer (layer 2) assigns physical (MAC) addresses and defines how devices
on a specific media type communicate with each other. Bridges, switches, and
NICs operate at this layer. The physical layer (layer 1) handles all physical
properties for a connection. Hubs and repeaters function here.

Q The data link layer defines MAC addresses, the physical or hardware
topology, and the framing used; it provides for connection-oriented and
connectionless services. MAC addresses are 48 bits in length and are
represented in hexadecimal. The first six digits are the OUI (vendor code),
and the last six digits represent the NIC within the OUI. A unicast is sent to
one destination on a segment, a multicast is sent to a group of devices, and a

broadcast (FF:FF:FF:FF:FF:FF) is sent to all devices.

Q The network layer defines logical addresses, finds paths to destinations
using the network number in the logical address, and connects different
media types together. Routers function at the network layer. A routing table
contains information about destination network numbers and how to reach
them. Routers contain broadcasts, allow for scalability through hierarchical
designs, make better decisions for reaching a destination than bridges, can
switch packets on the same interface using VLANSs, and can implement
advanced features such as QoS and filtering.
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Q The transport layer sets up and maintains a session connection, segments data
into smaller payloads, provides for reliable or unreliable transport of data,
implements flow control, and multiplexes connections. Reliable connections
use sequence numbers and acknowledgments. TCP is an example. Reliable
transport protocols use a handshake process to set up a connection.
Unreliable services don’t use a connection setup process. UDP is an example.
Multiplexing of connections is done with port or socket numbers. Flow
control can be implemented with ready/not ready signals or windowing.
Windowing is more efficient. The size of the window affects your throughput.
Depending on the size, a source can send X segments before having to wait
for an acknowledgment.

Encapsulation and De-encapsulation

Q A protocol data unit (PDU) describes data and its overhead. Each layer has
a unique PDU: as data is sent down the protocol stack, it is encapsulated at
each layer by adding a header and, possibly, a trailer. The destination de-
encapsulates the data as it goes back up the protocol stack.

Q The transport layer PDU is a segment, the network layer PDU is a packet or
datagram, the data link layer PDU is a frame, and the physical layer PDU is bits.
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SELFTEST

The following Self Test questions will help you measure your understanding of the material presented
in this chapter. Read all the choices carefully, as there may be more than one correct answer. Choose
all correct answers for each question.

Introduction to the OSI Reference Model

I. The OSI Reference Model provides for all of the following except which one?

A. Defines the process for connecting two layers together, promoting interoperability between
vendors

B. Allows vendors to compartmentalize their design efforts to fit a modular design, which eases
implementations and simplifies troubleshooting

C. Separates a complex function into simpler components

O

Defines eight layers common to all networking protocols

E. Provides a teaching tool to help network administrators understand the communication
process used between networking components

Layers of the OSI Reference Model

2. Put the following in the correct order, from high to low: (a) session, (b) presentation,
(c) physical, (d) data link, (e) network, (f) application, (g) transport.

A. ¢ d,egab,f
B. f,a,b,gdec
C. f,b,ga,e,d,c
D. f,b,a,ged,c

3. The layer provides for hardware addressing.
A. Transport
B. Network
C. Data link

D. Physical
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4. MAC addresses are bits in length and are represented in a numbering
format.

5. The network layer handles all of the following problems except
A. Broadcast problems

B. Conversion between media types
C. Hierarchy through the use of physical addresses
D. Splitting collision domains into smaller ones
6. are used to provide a reliable connection.
A. Ready/not ready signals
B. Sequence numbers and acknowledgments
C. Windows
D. Ready/not ready signals and windowing
7. Connection multiplexing is done through the use of a number.
A. Socket
B. Hardware
C. Network
D. Session

8. Match the device with the OSI Reference Model at which it primarily functions.
Devices: (1) Repeater, (2) Router, (3) NIC, and (4) Switch
Layers: (a) Physical, (b) Data link, (c) Network, and (d) Transport

Note that not necessarily all layers are used in the answer and that a layer can be used
for more than one device.

Encapsulation and De-encapsulation

9. Match the PDU name with the OSI Reference Model at which it is used.
PDU names: (1) Data, (2) Frame, (3) Packet, (4) Bits, and (5) Segment.

Layers: (a) Application, (b) Presentation, (c) Session, (d) Transport, (e) Network,
(f) Data link, and (g) Physical
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10. You have a network with some network components (shown in Figure 2-6). PC-A wants to send
data to PC-B. Which of the following statements is true, assuming that the layer 2 medium is
Ethernet and TCP/IP is used at layer 3?7

A

When PC-A generates the frame, it puts its MAC address in the source field and the
Switch-A’s MAC address in the destination field.

When PC-A generates the frame, it puts its MAC address in the source field and the PC-B’s
MAC address in the destination field.

When PC-A generates the packet, it puts its IP address in the source field and Router-A’s IP
address in the destination field.

When PC-A generates the packet, it puts Router-A’s IP address in the source field and PC-
B’s IP address in the destination field.

When Router-A generates the frame, it puts its MAC address as the source and PC-B’s
MAC address as the destination.
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SELFTEST ANSWERS

Introduction to the OSI Reference Model

I. ¥ D. The OSI Reference Model has seven layers.
&l A, B, C, and E are functions of the OSI Reference Model and therefore are incorrect answers.

Layers of the OSI Reference Model

2. 4 D. From high to low, the OSI Reference Model has the following layers: application,
presentation, session, transport, network, data link, and physical (f, b, a, g, e, d, c).
& A doesn’t begin with the application layer. B’s second from the top layer is presentation.
C switches the session and transport layers.

3. C. The data link layer provides for hardware addressing.
A uses port numbers for multiplexing. B defines logical addressing. D doesn’t have any
addressing.

4. 4 MAC addresses are 48 bits in length and are represented in a hexadecimal format.

5. K C. The network layer creates a hierarchy through the use of logical, not physical addresses.
&l A, B, and D are true and thus incorrect.

6. 4 B. Sequence numbers and acknowledgments are used to provide a reliable transport layer
connection.
A, C, and D are used for flow control.

7. 4 A. Connection multiplexing is done through the use of a socket or port number.
& B references the data link layer. C references the network layer. D is a nonexistent type.

8. 4 (1) Repeater: (a) Physical; (2) Router: (c¢) Network; (3) NIC: (b) Data link; and
(4) Switch: (b) Data link.
Encapsulation and De-encapsulation

9. i (1) Data: (a) Application; (2) Frame: (f) Data link; (3) Packet: (e) Network; (4) Bits:
(g) Physical; and (5) Segment: (d) Transport.
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10.

E. At layer 2, PC-A sends the frame to the router, the router strips off the layer 2 frame
and routes the layer 3 packet. When putting it on the second segment, the router puts its MAC
address as the source in the frame and PC-B’s MAC address as the destination.

& A is incorrect because MAC addresses are used to communicate on the same segment and
the switch is on a different segment than PC-A; PC-A should use the router’s MAC address

as the destination. B is incorrect because PC-A should use the router’s MAC address as the
destination. C and D are incorrect because layer 3 addresses are used to communicate across
networks themselves (that is, multiple segments); therefore, the source IP address should be

PC-A and the destination IP address PC-B.
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oU’ll recall from Chapter | that local area networks (LANSs) are used to interconnect

network components that are geographically close together. Ethernet is one of the

most common layer 2 technologies used for connecting the LAN network components,
followed by wireless communications. This chapter is devoted to Ethernet, including its operation,
the two Ethernet standards, the addressing it uses, and the Ethernet cabling types of copper and
fiber.Wireless networking is covered in Chapter 5.

CERTIFICATION OBJECTIVE 3.01

Ethernet Evolution and Standards

A LAN interconnects network components located geographically close, such as
the floor of a building, within a building, or on a campus. The LAN infrastructure
used is built and owned by a company or other organization. Typically, no external
provider, such as a telephone company, is used to connect different parts of the
LAN. LANSs can scale from very small sizes, such as a small office/home office
(SOHO), to a large corporation spanning multiple buildings on a campus, commonly
referred to as an enterprise LAN.

Common components you'll find in a LAN include computers (PCs and servers),
interconnections (network interface cards and media types such as cabling and
wireless), network devices (routers, switches, hubs, firewalls, intrusion detection/
prevention systems, and so on), and protocols (Ethernet and TCP/IP). The main
function of all of these components is to allow users to access applications and data,
to share resources such as printers and network storage, and to connect to other
networks if necessary.

Today, Ethernet is the most common layer 2 LAN protocol implemented in
company networks. The precursor to Ethernet was invented by Xerox in 1973. DEC,
Intel, and Xerox standardized this precursor in the late 1970s, calling it the DIX
implementation of Ethernet, based on the names of the three founders. The DIX
version specified the transmission of data at 10-megabit-per-second (Mbps) speeds in
a shared medium. DIX was then enhanced in 1982 and is now referred to as Ethernet
II (version 2), which is commonly used today.

The Institute of Electrical and Electronic Engineers (IEEE), a professional
standards organization, defined new standards for Ethernet starting in the mid
1980s. The first two of these standards were 802.3, which deals with the physical
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layer functions as well as part of the data link layer, and 802.2, which deals with
the higher level data link layer functions. IEEE has continually updated the
standards to support new functions in Ethernet, such as duplexing and higher data
speeds. Both DIX and IEEE standards are discussed in this chapter.

Ethernet Operation

Ethernet is a LAN technology that functions at the data link layer. Ethernet uses
the Carrier Sense Multiple Access/Collision Detection (CSMA/CD) mechanism

to send information in a shared environment. Ethernet was initially developed with
the idea that many devices would be connected to the same physical piece of wiring.
The acronym CSMA/CD describes the actual process of how Ethernet operates on a
shared medium.

Carrier Sense and Multiple Access

In a traditional, or hub-based, Ethernet environment, only one NIC can successfully
send a frame at a time. All NICs, however, can simultaneously listen to information
on the wire. Before an Ethernet NIC puts a frame on the wire, it will first sense the
wire to ensure that no other frame is currently on the wire. If the cable uses copper,
the NIC can detect this by examining the voltage levels on the wire. If the cable

is fiber, the NIC can detect this by examining the light frequencies on the wire.

The NIC must go through this sensing process, since the Ethernet medium supports
multiple access—another NIC might already have a frame on the wire. If the NIC
doesn’t sense a frame on the wire, it will transmit its own frame; otherwise, if a frame
is found on the wire, the NIC will wait for the completion of the transmission of the
frame and then transmit its own frame.

Collision Detection

If two or more devices simultaneously sense the wire and see no frame, and each
places its frame on the wire, a collision will occur. In this situation, the voltage levels
on a copper wire or the light frequencies on a piece of fiber get messed up. For
example, if two NICs attempt to put the same voltage on an electrical piece of wire,
the voltage level will be different from that of only one device. Basically, the two
original frames become unintelligible (or indecipherable). The NICs, when they
place a frame on the wire, examine the status of the wire to ensure that a collision
does not occur: this is the collision detection mechanism of CSMA/CD.
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Datch

the mechanics of Ethernet’s media access devices transmit simultaneously, a collision
method: CSMA/CD. Ethernet, Fast Ethernet, occurs. When this happens, a jam signal is
and Gigabit Ethernet use CSMA/CD. All generated and the devices retransmit their
devices have equal priority when accessing  frame after waiting a random period and
and transmitting on the wire.A device must sensing the wire again.

If the NIC:s see a collision for their transmitted frames, they have to resend the
frames. In this instance, each NIC that was transmitting a frame when a collision
occurred creates a special signal, called a jam signal, on the wire. It then waits a small
random time period, and senses the wire again. If no frame is currently on the wire,
the NIC will then retransmit its original frame. The time period that the NIC waits
is measured in microseconds, a delay that can’t be detected by a human. Likewise,
the time period the NICs wait is random to help ensure a collision won’t occur again
when these NICs retransmit their frames.

The more devices you place on an Ethernet segment, the more likely you will
experience collisions. If you put too many devices on the segment, too many
collisions will occur, seriously affecting your throughput. Therefore, you need to
monitor the number of collisions on each of your network segments. The more
collisions you experience, the less throughput you'll get. Normally, if your collisions
are less than one percent of your total traffic, you are okay. This is not to say that
collisions are bad—they are just part of how Ethernet functions.

Collision Domains

Because Ethernet experiences collisions, networking devices that share the same
medium (are connected to the same physical segment) are said to belong to the same
collision or bandwidth domain. This means that, for better or worse, traffic generated
by one device in the collision domain can adversely affect other devices in the same
domain. Chapter 4 discusses how bridges and switches can be used to solve collision
and bandwidth problems on a network segment.

Make sure you understand  sense the wire before transmitting. If two

Ethernet Implementations

Two variants of Ethernet exist: IEEE’s implementation and Ethernet II. Devices
running TCP/IP typically use the Ethernet Il implementation. The Ethernet 11
standard covers both the physical and data link layer functions. The main difference,
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IEEE Ethernet Components

Top part

Data Link Layer IEEE Standard Description
Logical Link 802.2 Defines how to multiplex multiple network
Control (LLC) layer protocols in the data link layer frame,

which doesn’t have to be Ethernet. LLC is

performed in software.

Bottom part

Media Access 802.3 Defines how information is transmitted in

Control (MAC) an Ethernet environment and defines the
framing, MAC addressing, and mechanics as
to how Ethernet works. MAC is performed in
hardware.

Framing

originally, between the two standards was the framing used, and that IEEE split the
data link layer into two components to simplify dealing with multiple layer 2 and
layer 3 protocols.

The second version of Ethernet was developed by IEEE and is standardized in
the IEEE 802.2 and 802.3 standards. IEEE has split the data link layer into two
components: Media Access Control (MAC) and Logical Link Control (LLC). These
components are described in Table 3-1. The top part of the data link layer is the
LLC, and its function is performed in software. The bottom part of the data link
layer is the MAC, and its function is performed in hardware.

The LLC performs its multiplexing by using Service Access Point (SAP) identifiers.
When a network layer protocol is encapsulated in the 802.2 frame, the protocol
number of the network data is placed in the SAP field. When the destination receives
the frame, it examines the SAP field to determine which upper-layer network protocol
should process the frame. This allows the destination network device to differentiate
between TCP/IP, IPX, and other network layer protocols that are being transmitted
across the data link layer connection. Optionally, LLC can provide sequencing and
flow control to provide a reliable service, as TCP does at the transport layer (this is
discussed in Chapter 9). However, most data link layer implementations of Ethernet
don’t use this function—if a reliable connection is needed, it is provided by either the
transport or application layers.

One of the main differences between IEEE’s and Ethernet II's implementation of
Ethernet is the framing used. Recall from Chapter 2 that framing defines the format
of information as it’s carried across a data link layer medium. A frame standardizes
the fields in the frame and their lengths so that every device understands how to
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m Ethernet 802.3

Preamble Destination Source Lensth E
Ethernet frame MAC address MAC address g !
types: Ethernet
802.3 and | IEEE's 802.2 LLC encapsulated frame FCS
Ethernet Il '
Ethernet Il
Preamble Destination Source e E
" MAC address MAC address P !
E Layer 3 encapsulated packet FCS

read the contents of the frame. The next sections discuss the framing that IEEE uses

with the 802.3 and 802.2 standards and what Ethernet II uses.

IEEE 802.3

As mentioned in Table 3-1, IEEE 802.3 is responsible for defining the framing used
to transmit information between two NICs. The top part of Figure 3-1 shows the
fields of an 802.3 frame. Table 3-2 explains the fields found in the frame.

Filds in the 802.3 Frame

Field Length in Bytes Description

Preamble 7 Identifies the beginning of the 802.3 frame and is a string of
7 bytes of alternating 1s and Os.

Start of Frame 1 Indicates the following byte is the start of the frame. The first

(SOF) 8 bytes are commonly referred to as the preamble, even though
this is not quite true.

Destination MAC 6 The MAC address to which the frame is to be sent.

address

Source MAC 6 The MAC address of the source of the frame.

address

Length 2 Defines the length of the frame from this point to the checksum
at the end of the frame.

Data Variable The 802.2 LLC encapsulated frame.

FCS (field or frame 4 A checksum (CRC, or cyclic redundancy check) that is used to

checksum sequence) ensure that the frame is received by the destination error-free.




IEEE 802.2 frame
types: SAP and
SNAP
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The field checksum sequence (FCS) value is used to ensure that when the
destination receives the frame, it can verify that the frame was received intact.
When generating the FCS value, which is basically a checksum, the NIC takes all
of the fields in the 802.3 frame, except the FCS field, and runs them through an
algorithm that generates a 4-byte result, which is placed in the FCS field. When
the destination receives the frame, it takes the same fields and runs them through
the same algorithm. The destination then compares its 4-byte output with what was
included in the frame by the source NIC. If the two values don’t match, the frame is
considered bad and is dropped. If the two values match, the frame is considered good
and is processed further.

IEEE 802.2

IEEE 802.2 (LLC) handles the top part of the data link layer. Two types of IEEE
802.2 frames are used: Service Access Point (SAP) and Subnetwork Access Protocol
(SNAP). These 802.2 frames are encapsulated (enclosed) in an 802.3 frame when
being sent to a destination. Where 802.3 (Ethernet) is used as a transport to get the
802.2 frames to other devices, 802.2 is used to define which network layer protocol
created the data that the 802.2 frame will include. In this sense, it serves as a
multiplexing function: it differentiates between TCP/IP, IPX, AppleTalk, and other

network layer data types. Figure 3-2 shows the two types of 802.2 frames and Table 3-3
lists the fields found in an 802.2 SAP frame.

802.2 SAP

Destination SAP number | Source SAP number Control E

' Encapsulated upper-layer protocol packet

802.2 SNAP

Destination SAP number | Source SAP number | Control | OUI ID E

E Type Encapsulated network layer protocol packet
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Field Length in Bytes Description

802.2 SAP Fields

TABLE 3-4

802.2 SNAP
Fields

Destination 1 Identifies the network layer protocol to which
SAP number this is to be sent

Source SAP 1 Identifies the network layer protocol that
number originated this data

Control field 1-2 Determines the fields that follow this field
Data Variable Contains the upper-layer network layer packet

When a destination NIC receives an 802.3 frame, the NIC first checks the FCS
to verify that the frame is valid and then checks the destination MAC address in
the 802.3 frame to make sure that it should process the frame (or ignore it). The
MAC sublayer strips off the 802.3 frame portion and passes the 802.2 frame to the
LLC sublayer. The LLC examines the destination SAP value to determine which
upper-layer protocol should have the encapsulated data passed to it. Here are some
examples of SAP values: TCP/IP uses 0x06 (hexadecimal) and IPX uses OxOE. If the
LLC sees 0x06 in the SAP field, it passes the encapsulated data up to the TCP/IP
protocol stack running on the device.

The second frame type supported by 802.2 is SNAP, which is shown in the
bottom portion of Figure 3-2. As you can see from this frame, two additional fields
are included: OUI ID and Type. Table 3-4 explains the 802.2 SNAP fields.

One of the issues of the original SAP field in the 802.2 SAP frame is that even
though it is 8 bits (1 byte) in length, only the first 6 bits are used for identifying
upper-layer protocols, which allows up to 64 protocols. Back in the 1980s, many

Field Length in Bytes Description

Destination SAP 1 Set to OxAA to signify a SNAP frame

number

Source SAP 1 Set to OxAA to signify a SNAP frame

number

Control field 1-2 Set to 0x03 to signify a SNAP frame

OUIID 3 Varies by vendor but is set to 0x0 to signify
a SNAP frame

Type 2 Indicates the upper-layer protocol that is
contained in the data field

Data Variable Contains the upper-layer network layer packet
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field to differentiate between encapsulated type field is used to indicate the layer 3
layer 3 payloads. With a SNAP frame, protocol.
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more protocols than 64 were in use, plus there was an expectation that more
protocols would be created. SNAP overcomes this limitation without having to
change the length of the SAP field.

To indicate a SNAP frame, the SAP fields are set to hexadecimal OxAA, the
control field is set to 0x03, and the OUI field is set to 0x0. The type field identifies
the upper-layer protocol that is encapsulated in the payload of the 802.2 frame.
Since a SAP frame can identify only 64 protocols, the type field was made 2 bytes in
length, which theoretically allows the support of up to 65,536 protocols! AppleTalk
is an example of a protocol that uses an 802.2 SNAP frame.

Concerning 802.2, other data link layer protocols are available for the LAN
besides Ethernet, including Token Ring and fiber distributed data interface (FDDI).
IEEE’s 802.2 standard supports these sublayer standards at the MAC layer. Token
Ring is specified in IEEE’s 802.5 standard, and FDDI is specified in an ANSI standard.
This book focuses only on Ethernet, however.

802.2 uses a SAP or SNAP the SAP fields are set to 0xAA and the

Ethernet II’s Version of Ethernet

Ethernet I was the original Ethernet frame type. Ethernet Il and 802.3 are very
similar: they both use CSMA/CD to determine their operations. Their main
difference is the frames used to transmit information between NICs. The bottom
part of Figure 3-1 shows the fields in an Ethernet II frame. Following are the two
main differences between an Ethernet II and IEEE:

B Ethernet II does not have any sublayers,
while IEEE 802.2/3 has two—LLC and

P MAC.
Jatch
Be able to compare and B Ethernet II has a type field instead of a
contrast the two versions of Ethernet: length field (used in 802.3). IEEE 802.2
Ethernet Il and 802.2/3. defines the type for IEEE Ethernet.
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If you examine the IEEE 802.3 frame and the Ethernet II frame, you can see that
they are very similar. NICs differentiate them by examining the value in the type
field for an Ethernet II frame and the value in the length field in the IEEE 802.3
frame. If the value is greater than 1,500, then the frame is an Ethernet II frame. If
the value is 1,500 or less, the frame is an 802.3 frame.

Both versions of Ethernet can coexist in the same network. However, because
of the frame differences between the two types, a NIC running only 802.3 will
discard any Ethernet Il frames, and vice versa.

CERTIFICATION OBJECTIVE 3.02

Addressi

Bit Values

ng

Recall from Chapter 2 that Ethernet, as well as other LAN technologies such

as FDDI and Token Ring, use MAC, or hardware, addresses to uniquely identify
devices on a segment (physical or logical). MAC addresses are represented using a
hexadecimal addressing scheme. You should be familiar with decimal, binary, and
hexadecimal numbering, since you might be expected to convert decimal numbers
to binary (and vice versa), decimal to hexadecimal (and vice versa), and binary to
hexadecimal (and vice versa).

Before you can begin to understand the conversion process, you need to understand
binary mathematics. Computers and networking components process everything in
binary. In 1 byte (octet), there are 8 bits. Each bit in a byte, when enabled (turned
on), represents a specific decimal value. Table 3-5 shows the conversion of a specific
bit position, in a byte, when it is enabled. In this table, the bit positions are labeled
from left to right, where the leftmost bit is the most significant and the rightmost bit
is the least significant. A bit can contain one of two values: O or 1. If it is enabled
(set to 1), then that equates to a particular decimal value, shown in the second row of
Table 3-5. If it is disabled (set to 0), then this equates to a decimal value of 0. Higher
order bits have a higher-numbered bit position (such as bit position 8), while lower
order bits have a lower-numbered bit position (such as bit position 1). To convert
the binary byte value to a decimal value, you look at all the bits that are turned on
and add up the equivalent decimal values.
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Binary to Decimal
Conversion for
Byte Values
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Bit Position 8 7 6 5 4 3 2 1

Decimal Value 128 64 32 16 8 4 2 1

For example, assume that you had a byte with a value of 11000001. Bits 8, 7,
and 1 are on, so add up the associated decimal values to get the corresponding
decimal equivalent of the byte value: 128 + 64 + 1 = 193. If you had a byte value of
00110011, the decimal value would be 32 + 16 + 2 + 1 = 51. If all the bit positions
where set to 0, then the decimal value would be 0. If all the bit positions were set to
1, the equivalent decimal value would be 128 + 64 + 32 + 16 + 8 + 4 + 2 + 1 = 255.
Given this, a byte value can range from 0 to 255 in decimal, where 0 is 00000000 in
binary and 255 is 11111111.

Uatch L . .
Remember how to convert (the least significant bit), the resulting
a binary 8-bit value to a decimal number decimal number will be odd; and if it ends
and vice versa. As a shortcut, remember in 0, the decimal number will be even.

that if a binary number ends in |

Power of 2

TABLE 3-6

Powers of 2

Basically, when you look at Table 3-5, the bit positions represent a power of 2.
Table 3-6 represents the powers of 2, up to 32 (where 2° = 1).

2'=2 22 =512 217=131,072 2% = 33,554,432
22=4 21°=1,024 218 =262,144 2% = 67,108,864
=8 2'1=12,048 219 =524,288 2% =134,217,728
24=16 22 = 4,096 2%°=1,048,576 2% = 268,435,456
=32 25 =8,192 221=2,097,152 2% = 536,870,912
26=64 2% =16,384 2% = 4,194,304 20 =1,073,741,824
27=128 215 =32,168 2% = 8,388,608 21 =2,147,483,648
28 =256 26 = 65,536 2% =16,777,216 2% = 4,294,961,296
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Hexadecimal Conversion

Even though in real life you would probably use a calculator to convert between
decimal, binary, and/or hexadecimal, you might be required to perform these kinds
of conversions on the exam. Therefore, since part of this chapter deals with numeric
conversions, let’s briefly cover the process of performing decimal, hexadecimal,
and binary conversion, primarily focusing on hexadecimal numbers. You'll be
reacquainted with this topic again in Chapter 7 when reading about TCP/IP
addressing, where you’ll have a lot of practice with decimal and binary conversions.
First, as you already know, binary has two possible values in a bit position and
a byte has 8 bit positions, allowing you to represent numbers from O to 255 in a
byte (8 bits). And in decimal, you have values that range from 0 to 9 (10 values).
Hexadecimal has a range of 16 values: 0, 1, 2, 3,4, 5,6,7,8,9, A, B, C, D, E, and
E As an example, a decimal 10 is equivalent to A in hexadecimal. A decimal 17 is
equivalent to 11 in hexadecimal. When dealing with hexadecimal, a hex digit is
represented in 4 bits. Table 3-7 lists a handy conversion chart.

TABLE 3-7 Decimal Binary Hexadecimal

Binary to Decimal

0000

to Hexadecimal

0001

Conversion

0010

0011

0100

0101

0110

0111

1000

O ||| |W | N |[—k O

1001

—_
(@]

1010

—_
—_

1011

—_
(3]

1100

—_
W

1101

—
Ny

1110

mm|g|lo|E|»|e|e|w|loajun|s|w|w|=o

—_
(92}

1111
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with converting binary to both decimal
and hexadecimal, as well as hexadecimal
to decimal or vice versa.
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Here’s a simple example of converting binary
to hexadecimal. If you had an 8-bit value of
10000001, break this up into two 4-bit values,
since a hexadecimal value is represented in
4 bits: 1000 and 00001. In hexadecimal, this
value would be 8 and 1, or 81. To convert this
binary value to decimal, add up the powers of

2 for each bit position: bit 8 is 128 and bit 1

is 1, so the equivalent representation in decimal is 129. If you had an 8-bit value of
11011001, this would be D9 in hexadecimal and 217 in decimal.

MAC Addresses

A MAC address is 48 bits long and is represented as a hexadecimal number. Represented
in hex, it is 12 characters in length, where each character is 4 bits. To make it easier to
read, the MAC address is represented in a dotted hexadecimal format, like this: FFFE
FFFEFFFE Some formats use a colon (:) instead; and in some cases, the colon separator
is spaced after every two hexadecimal digits, like this: FF:FF:FF:FF:FF:FE

As mention in Chapter 2, the first six digits of a MAC address are associated with
the vendor, or maker, of the NIC. Each vendor has one or more unique sets of six
digits. These first six digits are commonly called the organizationally unique identifier

ﬁ
Uatch
You can have the same

MAC address in different broadcast
domains (virtual LANs). This is discussed
further in Chapters 10 and I3.

(OUI). The last six digits are used to represent
the NIC uniquely within the OUI value. In
theory, each NIC has a unique MAC address.
In reality, however, this is probably not true.
What is important for your purposes is that
each of your NICs has a unique MAC address
within the same physical or logical segment. A
logical segment is a virtual LAN (VLAN) and

is referred to as a broadcast domain (discussed in

Chapter 13). Some devices, such as Cisco routers, might allow you to change the
MAC address for a NIC, while others won’t.

Every data link layer frame has two MAC addresses: a source MAC address of the
host creating the frame and a destination MAC address for the device (or devices, in
the cast of a broadcast or multicast) intended to receive the frame. If only one device
is to receive the frame, a unicast destination MAC address is used. If all devices need
to receive the frame, a destination broadcast address is used. When all the binary bits
are enabled for a MAC address, this is referred to as a local broadcast address: FFFE
FFFEFFFE Unicast, broadcast, and multicast addresses were discussed in Chapter 2.
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Match
Local broadcasts, such as item to point out is that a layer 3 device,
FFFF.FFFF.FFFF, are propagated throughout such as a router, will not propagate a local
the same broadcast domain: this can be broadcast from one layer 3 interface to
the Ethernet segment or multiple Ethernet  another. Actually, that’s one advantage of
segments if they are defined in the same using routers: they contain broadcasts.
VLAN (see Chapter |3). One important

CERTIFICATION OBJECTIVE 3.03

Ethernet Connections

A NIC, commonly called a LAN adapter, provides the physical connection from a
computer or network component to a wired or wireless layer 2 LAN media. A NIC
has the following components: interrupt request line (IRQQ), an input/output (I/O)
address in memory, a driver (software that interfaces with the NIC), and a MAC
address. The MAC address is burned into read-only memory (ROM) on the NIC
and is commonly called a burned-in address (BIA). However, the MAC address is
copied into RAM and is then used by the driver software. Some drivers allow the
user to change the copied MAC address in RAM (the BIA can’t be changed since it
is burned into ROM).

Cabling Types

LAN:Ss typically use either copper or fiber-optic cabling. Copper cabling can include
one strand of copper across which an electrical voltage is transmitted, or many
strands of copper. Fiber-optic cabling uses light-emitting diodes (LEDs) and lasers to
transmit data. With this transmission, light is used to represent binary 1s and Os: if
light is on the wire, this represents a 1; if there is no light, this represents a 0.

Unshielded Twisted Pair

Between copper and fiber, implementing copper cabling is less expensive. The Ethernet
standards define three types of copper cabling:
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B Thicknet Uses a thick coaxial cable (no longer used in today’s networks)
B Thinnet Uses a thin coaxial cable (no longer used in today’s networks)

B Unshielded Twisted Pair (UTP) Uses a four-pair wire, where each pair is
periodically twisted

Of the three copper cabling types, only UTP is used today, mainly because it
is cheaper than the other two and is easier to install and troubleshoot. Given its
advantages, copper cabling, including UTP, has two disadvantages:

B [t is susceptible to electromagnetic interference (EMI) and radio frequency
interference (RFI).

B Distances of the cable are limited to a short haul.

UTP’s internal copper cables are either 22- or 24-gauge in diameter. UTP for
Ethernet has 100-ohm impedance, so you can’t use just any UTP wiring, like
that commonly found for telephones, for example. Each of the eight wires inside
the cable is colored: some solid, some striped. Two pairs of the wires carry a true
voltage, commonly called “tip” (T1-T4), and the other four carry an inverse voltage,
commonly called “ring” (R1-R4). Today, people commonly call these positive and
negative wires, respectively. A pair consists of a positive and negative wire, such as T1
and R1, T2 and R2, and so on, where each pair is twisted down the length of the cable.

UTP Categories To help differentiate between the different kinds of UTP
cabling, different categories were created. Table 3-8 shows the categories of UTP
cabling.

Category Description

UTP Categories

Category 1 Used for telephone connections (not suitable for data)
Category 2 Used for data connections up to 4 Mbps—Token Ring
Category 3 Used for data connections up to 10 Mbps—Ethernet 10BaseT
Category 4 Used for data connections up to 16 Mbps—Token Ring
Category 5 Used for data connections up to 100 Mbps—Ethernet

Category 5E Used for data connections up to 1 Gbps (gigabit per second)—Ethernet

Category 6 Used for data connections up to 1 Gbps (24-gauge)—Ethernet




84 Chapter 3:

TABLE 3-9

UTP Pinout
Colors

Layer 2 LAN Technologies

The two endpoints of a UTP cable have an RJ-45 connector. The RJ-45 connector
is a male connector that plugs into a female RJ-45 receptacle. The R]-45 connector
is similar to what you see on a telephone connector (R]-11), except that the R]-45 is
about 50 percent larger in size.

Cabling Devices With today’s implementation of Ethernet over copper, two
components make up the connection: an RJ-45 connector and a Category 5, 5E, or
6 UTP cable. As mentioned earlier, the UTP cable has eight wires in it (four pairs of
wires). Two types of implementations are used for the pinouts of the two sides of the
wiring: straight-through and crossover. “Pinout” refers to the color of wire used in the
cables and pins in a particular position of the RJ-45 interface. Two standards define
the cabling pinouts: 568B is used for both straight-through cables and one end of a
crossover cable. 568B wiring colors are listed in Table 3-9.

A straight-through Ethernet UTP cable has pin 1 on one side connected to pin
1 on the other side, pin 2 to pin 2, and so on. A straight-through cable is used for
DTE-to-DCE (data termination equipment to data communications equipment)
connections. The terms DTE and DCE are typically used in WAN connections,
where the DCE provides clocking. These terms will be discussed in more depth in
Chapter 25. However, in LAN terms, a DTE is a router, PC, or file server, and a
DCE is a hub or a switch. Here is when you should use a straight-through Ethernet
cable, as is shown in Figure 3-3:

B A hub to a router, PC, or file server

B A switch or bridge to a router, PC, or file server

Pin Color

White and orange striped

Solid orange

White and green striped
Solid blue

White and blue striped
Solid green

White and brown striped
Solid brown
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Straight-through cable:

A crossover UTP Ethernet cable crosses over two sets of wires: pin 1 on one side
is connected to pin 3 on the other and pin 2 is connected to pin 6. Crossover cables
should be used when you connect a DTE device to another DTE device or a DCE to
another DCE. Use a crossover cable for the following connection types, as shown in

Figure 3-4:

A hub to another hub
A switch to another switch
A hub to a switch

A PC, router, or file server to another PC, router, or file server
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Sometimes the Ethernet NIC female receptacle will give you a clue as to the type
of cable to use. If an X appears on the port and the other port doesn’t have an X label,
then use a straight-through cable. If neither device has an X or both have an X, then
use a crossover cable. In some instances, this setting can be changed in software with
a command or in hardware through the use of a dual in-line package (DIP) switch,
which allows you to use the cable type that you currently have available.

For Ethernet, use a device is a PC, file server, or router.A DCE
le for DTE-to-DTE and DCE-  device is a hub or a switch. An Ethernet

to-DCE devices and a straight-through crossover cable crosses over pins | and 3
cable for DTE-to-DCE connections.A DTE  and pins 2 and 6.

Datch

Fiber

Fiber-optic cabling is typically used to provide very high speeds and to span connections
across very large distances. For example, speeds of 100 Gbps and distances greater than
10 kilometers are achievable through the use of fiber—copper cannot come close to
these feats. However, fiber-optic cabling does have its disadvantages: it is expensive to
implement, difficult to troubleshoot, and difficult to install.

Fiber cabling is not affected between buildings in a campus network,

by EMI and RFI, whereas copper cabling fiber is the recommended cabling type.
is. Because of issues of spanning copper

Two types of fiber are used for data connections: multimode (MMF) and single-
mode (SMF). Multimode fiber transmits 850 or 1300 nanometer wavelengths of
light (light in the infrared spectrum, which you can’t see with the naked eye).

Fiber thickness for MMF is 62.5/125 microns. The core and cladding diameter
(thickness of the actual cabling) is in the 50 to 100 micron range for multimode
fiber. 850/1300 nm wavelengths equate to frequencies in the terahertz range. The
light is transmitted using a light emitting diode (LED). When transmitting a signal,
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the light source is bounced off of the inner cladding (shielding) surrounding the
fiber. MMPF’s relatively large core diameter supports the propagation of multiple
longitudinal modes (that is, different light paths) at a given wavelength; thus the
term multimode is used. These multiple modes cause dispersion (signal spreading),
which effectively limits the data speeds carried on the fiber to the hundreds-of-Mbps
range. A good illustration of this process is when you turn on a flashlight close to a
wall; as you move away from the wall, the diameter of the light gets larger and larger,
showing dispersion.

Single-mode fiber transmits 1300 or 1550 nm light and uses a laser as the light
source. Because lasers provide a higher output than LEDs, SMF can span more
than 10 kilometers in distance and have speeds up to 100 Gbps. Due to SMF’s
very small core diameter, only a single longitudinal mode is propagated at a given
wavelength—hence the term single-mode. Since only a single mode is propagated,
SMEF exhibits less dispersion (that is, signal spreading) than MMF, and therefore can
support much higher data speeds than MMF (100+ Gbps).

The last few years have seen many advances in the use and deployment of
fiber. One major enhancement is wave division multiplexing (WDM) and dense
WDM (DWDM). WDM allows more than two wavelengths (signals) on the same
piece of fiber, increasing the number of connections. DWDM allows yet more
wavelengths, which are more closely spaced together: more than 200 wavelengths
can be multiplexed into a light stream on a single piece of fiber. Obviously, one
of the advantages of DWDM is that it provides flexibility and transparency of the
protocols and traffic carried across the fiber. For example, one wavelength can be
used for a point-to-point connection, another for an Ethernet connection, another
for an IP connection, and yet another for an Asynchronous Transfer Mode (ATM)
connection. Use of DWDM provides scalability and allows carriers to provision
new connections without having to install new fiber lines, so they can add new
connections in a very short period after you order them.

Let’s talk about some of the terms used in fiber and how they affect distance and
speed. Cabling provides the protective outer coating as well as the inner cladding.
The inner cladding is denser to allow the light source to bounce off of it. In the
middle of the cable is the fiber itself, which is used to transmit the signal. The index
of refraction (IOR) affects the speed of the light source: it’s the ratio of the speed of
light in a vacuum to the speed of light in the fiber. In a vacuum, no variables affect
the transmission; however, anytime you send something across a medium like fiber
or copper, the media itself will exhibit properties that will affect the transmission,
causing possible delays. IOR is used to measure these differences: basically, IOR
measures the density of the fiber. The denser the fiber is, the slower the light travels
through the fiber.
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The loss factor is used to describe any signal loss in the fiber before the light source
gets to the end of the fiber. Connector loss is a loss that occurs when a connector
joins two pieces of fibers: a slight signal loss is expected. Also, the longer the fiber,
the greater the likelihood that the signal strength will decrease by the time it reaches
the end of the cable. This is called attenuation. Two other terms, microbending and
macrobending, describe signal degradation.

Microbending is when a wrinkle in the fiber, typically where the cable is slightly
bent, causes a distortion in the light source. Macrobending is when the light source
leaks from the fiber, typically from a bend in the fiber cable. To overcome this
problem over long distances, optical amplifiers can be used. They are similar to an
Ethernet repeater or hub. A good amplifier, such as an erbium-doped fiber amplifier
(EDFA), coverts a light source directly to another light source, providing for the best
reproduction of the original signal. Other amplifiers convert light to an electrical
signal and then back to light, which can cause degradation in the signal quality.

Two main standards are used to describe the transmission of signals across a
fiber: SONET (Synchronous Optical Network) and SDH (Synchronous Digital
Hierarchy). SONET is defined by the Exchange Carriers Standards Association
(ECSA) and American National Standards Institute (ANSI) and is typically used
in North America. SDH is an international standard used throughout most of the
world (with the exception of North America). Both of these standards define the
physical layer framing used to transmit light sources, which also includes overhead
for the transmission. Three types of overhead are experienced:

B Section overhead (SOH) Overhead for the link between two devices, such
as repeaters

B Line overhead (LOH) Overhead for one or more sections connecting
network devices, such as hubs

B Path overhead (POH) Overhead for one or more lines connecting two
devices that assemble and disassemble frames, such as carrier switches or a
router’s fiber interface

Typically, either a ring or point-to-point topology is used to connect the devices.
With carrier metropolitan area networks (MANSs), the most common implementation
is through the use of rings. Auto-protection switching (APS) can be used to provide
line redundancy: in case of failure on a primary line, a secondary line can automatically
be utilized. Table 3-10 contains an overview of the more common connection types
for SONET and SDH. Please note that SONET uses STS and that SDH uses STM to
describe the signal.
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Common Term SONET Term SDH Term Connection Rate

Fiber Connection | OC-1 STS-1 n/a 51.84 Mbps

Types 0C-3 STS-3 STM-1 155.52 Mbps
OC-12 STS-12 STM-4 622.08 Mbps
OC-48 STS-48 STM-16 2488.32 Mbps
0C-192 STS-192 STM-64 9953.28 Mbps

Table 3-11 briefly compares both the copper and fiber cable types.

Ethernet Media Types

Now that you have a better understanding of copper and fiber cabling, let’s examine how
this is used by the media types that Ethernet supports. The following sections discuss the
different implementations of Ethernet based on the cabling and standards used.

Ethernet Physical Layer Properties

Many physical layer standards define the physical properties of an Ethernet
implementation. One of the most common is [EEE’s 802.3 10Mb. Table 3-12 shows
some of the 10Mb standards.

Ethernet supports a bus topology—physical
or logical. In a bus topology, every device is
connected to the same piece of wire and all
devices see every frame. For example, 10Base5
uses one long, thick piece of coaxial cable.
NIC:s tap into this wire using a device called

Datch . .
Remember the information

in Table 3-12 for the exam.

Cable Distance Data Rates Comparison

Cable Type UTP 100 meters 10 Mbps—1 Gbps Easy to install but is susceptible
Comparisons to interference

Coaxial 500 meters 10-100 Mbps Easy to install but is difficult to
troubleshoot

Fiber 10 kilometers 10 Mbps—100 Gbps ~ Difficult and expensive to install,
difficult to troubleshoot, but can
span very long distances and is
not susceptible to interference
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I0Mb Ethernet Properties

Ethernet Distance Interface  Physical Logical

Type Limitation Cable Type Type Topology Topology

10Base5 500 meters Thick coaxial cable—50 ohm AUI Bus Bus
(thicknet)

10Base2 185 meters Thin coaxial cable (thinnet) BNC Bus Bus

10BaseT 100 meters Unshielded twisted pair (UTP)  RJ-45 Star (Hub)  Bus
cabling (CAT 3, 4, 5)

Datch
Half-duplex connections connections require a point-to-point
allow devices either to send or receive in connection between two devices. With
both directions—one direction at a time, this type of connection, both devices can
though. Additionally, devices using half- simultaneously send and receive without
duplex experience collisions. Full-duplex any collisions occurring.

a vampire tap. With 10Base2, the devices are connected together by many pieces of
wire using BNC connectors, commonly called T-taps: one end of the T-tap connects
to the NIC and the other two connect to the two Ethernet cables that are part of the
bus. Both end points of the cable must be terminated with a terminator cap. With
10BaseT, all devices are connected to a hub, where the hub provides a logical bus
topology. All of these 10Mb Ethernet solutions support only half-duplex: they can
send or receive, but they cannot do both simultaneously. Duplexing is discussed in
more depth in Chapter 4.

Ethernet 10Base2 and 10Base5 haven’t been used in years because of the difficulty
in troubleshooting network problems based on the cabling they use. And many
10BaseT networks have been supplanted by higher speed Ethernet solutions, such as
Fast Ethernet and Gigabit Ethernet. Ethernet Fast Ethernet and use the same frame
types and support the same CSMA/CD operation. However, there are two main
differences between the two: Fast Ethernet supports 100 Mbps speeds and the physical
layer is implemented differently. Table 3-13 shows the different implementations of
Fast Ethernet. Fast Ethernet supports both half- and full-duplex connections. With
full-duplex connections, a device can send and receive simultaneously but requires a
point-to-point connection that doesn’t involve a hub.



Ethernet Connections @ |

100Mb Ethernet Properties

Ethernet Physical Logical
Type Distance Limitation Cable Type Cabling Topology Topology
100BaseTX 100 meters UTP CAT 5 RJ-45 Star (hub) Bus
100BaseFX 400 meters half-duplex, MMF 62.5/125 RJ-45 Star (hub) Bus

2000 meters full-duplex micron with SC
and ST connectors

100BaseT4 100 meters UTP CAT 3,4, 5 RJ-45 Star (hub) Bus

on the Note that 10Base5 and 10Base2 are rarely used today; even 10BaseT has
Qob been supplanted by 100BaseTX and 1000BaseT. For example, my laptop came
preinstalled with a 1000BaseT NIC (Gigabit Ethernet).

Gigabit Ethernet is defined in IEEE 802.3z. To achieve 1 Gbps speeds, I[EEE
adopted ANSI’s X3T11 Fiber Channel standard for the physical layer implantation.
The physical layer is different from Ethernet and Fast Ethernet in that it uses an
8B/10B encoding scheme to code the physical layer information when transmitting
it across the wire. Table 3-14 shows the different implementations of 1 Gbps. One 10
Gbps implementation of Ethernet runs only across fiber. This standard has recently
been standardized by IEEE. Gigabit Ethernet connections are commonly use for
uplink connections (switch-to-switch) and some server applications.

GBICs

A gigabit interface converter (GBIC) is an I/O device that is plugged into a Gigabit
Ethernet interface and provides various interface connector types like those listed
in Table 3-14. The advantage of GBICs is that when you purchase a device that
supports GBICs, your device comes with a Gigabit Ethernet port and you buy

the appropriate GBIC interface connector based on the cabling you’ll be using.

EthernetType Distance Limitation Cable Type

| Gbps Ethernet 1000BaseCX 25 meters Shielded twisted pair (STP) copper
Properties 1000BaseLX 3-10 kilometers SMF
1000BaseSX 275 meters MMF
1000BaseT 100 meters CAT 5E and CAT 6 UTP (R]-45)
1000BaseZX 100 meters SMF
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This means that if you ever need to change your cable requirements, you need to
swap only your current GBIC for one that matches your new cabling needs. Most
GBICs are hot-swappable, but you should always check the device manufacturer’s

instructions before inserting or removing them.

on the

Oob

You don’t have to use one Ethernet media type andlor speed—it is very common
to see a mixture of media types and connection speeds, based on specific needs.

For example, it is common to see 100BaseTX using Category 5 or 5E cabling for
user connections, 1000BaseTX with Category 5E cabling for server connections,
and | or 10 Gbps fiber connections for switch-to-switch connections.

INSIDE THE EXAM

Ethernet Evolution and Standards

You should be very familiar with how CSMA/
CD operates for Ethernet, which includes Fast
Ethernet and Gigabit Ethernet. Remember
that there is no prioritization for accessing the
Ethernet wire. Less important for the exam
are the frame encapsulations for Ethernet II
and 802.2/802.3; however, you should be able

to compare and contrast the two frame types.

Addressing

You will need to be able to convert binary to
decimal (and vice versa), binary to hexadeci-
mal (and vice versa), and decimal to hexa-
decimal (and vice versa). It would be wise

to memorize Tables 3-5 and 3-7. You should
know how long a MAC address is, 48 bits; the
two components of a MAC address; and what
a local broadcast MAC address looks like.
Remember that routers don’t propagate local
broadcasts and that you need unique MAC
addresses in the same broadcast domain.

Ethernet Connections

Straight-through unshielded twisted pair
(UTP) cables are used for DTE-to-DCE
connections, where a DTE is a PC or router
and a DCE is a switch or hub. Crossover
cables are used for DCE-to-DCE or DTE-
to-DTE connections. In a crossover cable,
pins 1 and 3, and pins 2 and 6 are crossed.
Don’t be surprised if you have to match up
the cabling type you need to use based on
the two devices that you need to connect
together.

Fiber-optic cables are best used in envi-
ronments that have EMI and/or RFI or for
connecting components over long distances.
Be familiar with the different Ethernet
implementations, such as 10BaseT,
100BaseTX, and 1000BaselX support,
including the distances they can span
and the kinds of connectors at the ends of
their cables. GBICs are used to provide an
option of interface connectors for a Gigabit
Ethernet interface.
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CERTIFICATION SUMMARY |

This chapter focused on the Ethernet LAN technology. CSMA/CD is used to
implement Ethernet. Ethernet is a shared medium. When a device wants to
transmit, it must first listen to the wire to determine whether a transmission is
already occurring. If two devices try to send their transmissions simultaneously, a

collision occurs. When this happens, a jam signal is created and the two devices
back off a random period before trying again.

There are two versions of Ethernet: IEEE 802.2/3 and Ethernet II (or DIX). 802.2
defines the LLC (software) and 802.3 defines the MAC (hardware). 802.2 uses
a SAP or SNAP field to designate the layer 3 encapsulated protocol. Ethernet 11
doesn’t have any sublayers and doesn’t have a length field; it has a type field instead
to designate the encapsulated protocol.

Computers deal with numbers in binary: strings of Os and 1s. A 1 in a bit position
turns on an equivalent decimal value, which is 2 to the power of the bit position.
MAC addresses, however, are represented in hexadecimal. Hexadecimal numbers
range from O through F where hexadecimal F is 15 in decimal. When all bit
positions in a MAC address are enabled—FF:FF:FF:FF:FF:FF—this represents a local
broadcast.

Cabling types used in Ethernet networks include copper and fiber. Copper is
used to connect components across short distances, and fiber is used to connect
them across long distances or when interference, such as EMI, can cause problems
with signals traversing a copper wire. The most common copper implementation
for Ethernet is UTP Category 5. Two kinds of UTP connections are used: straight-
through and crossover. A straight-through cable is used from a switch to either a
router or PC. A crossover connection is used between switches, hubs, switches and
hubs, a router and PC, two routers, or two PCs.
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TWO-MINUTE DRILL

Ethernet Evolution and Standards

a
a

CSMA/CD is used to send information in an Ethernet shared medium.
CSMA/CD senses the wire and then transmits the data; if a collision

occurs, it generates a JAM signal and waits a random time interval before
transmitting again.

IEEE breaks Ethernet into two components: 802.2 (LLC interfaces with
software) and 802.3 (MAC deals with hardware).

Ethernet II doesn’t have a sublayer like 802.2 and 802.3, and Ethernet II has
a type field instead of a length field.

Addressing

a

Binary values are read from right to left, where the rightmost bit is the

least significant and the leftmost bit the most significant. Each bit position
represents a power of 2 in decimal, when turned on (set to 1). Hexadecimal
values range from O to E

MAC addresses are 48 bits in length and are represented in hexadecimal. The
first six digits are the OUI (vendor code), and the last six digits represent the
NIC within the OUI. A local broadcast is represented as FFFEFFFEFFFF or
FF:FF:FF.FF:FF:FE

Ethernet Connections

a

Copper cabling with Ethernet commonly used UTP, a four-pair wire. It’s
cheap to use and easy to install and troubleshoot. UTP cabling, however, can
span only short distances and is susceptible to EMI and RFI. UTP cables use
RJ-45 connectors.

Straight-through UTP cables are used between DTE-to-DCE connections.
Crossover UTP cables are used between DTE-to-DTE and DCE-to-DCE
connections.

Fiber is used to connect devices between buildings or across long distances.
Two implementations include MMF and SME

Common Ethernet types include standards for Ethernet, such as 10BaseT;
Fast Ethernet, such as 100Base TX; and Gigabit Ethernet, such as 1000BaseL.X
or 1000BaseSX.
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SELF TEST

The following Self Test questions will help you measure your understanding of the material presented
in this chapter. Read all the choices carefully, as there may be more than one correct answer. Choose
all correct answers for each question.

Ethernet Evolution and Standards

I. Gigabit Ethernet uses which of the following media access methods?
A. Carrier sense, multiple access, collision detection
B. Collision sense, multiple access, carrier detection
C. JAM recovery

D. Multiple collision and carrier detection

2. Which of the following is not a characteristic of Ethernet 802.3?
A. Contains an LLC
B. Uses SAPs to multiplex network protocols
C. Has a type field
D. Uses FCS to detect invalid frames

3. Which of the following is a valid MAC address?
A. 00:00:11:GA:7A:34
B. 00000:CCCCC:ABC12
C. 00:1F:FF:CE:DA:12
D. AC:45:32:EE:12:57:34:65

Addressing

4. 11000001 is what in hexadecimal and decimal?
A. BI, 193
B. C1,193
C. C1,195
D. BI1, 195

5. 11100111 is what in decimal?
A. 235
B. 244
C. 192
D. 231
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6. Match the following hexadecimal and binary values correctly to their corresponding decimal

values:
Decimal Hexadecimal Binary
3 A 1110
7 g 1010
10 3 0111
14 7 0011

Ethernet Connections

7. Which of the following is a characteristic of UTP cabling?

10.

A. Implemented with fiber

B. Uses two-pair wire

C. Issusceptible to EMI and RFI

D. Used between two campus buildings

Which cabling would be used for connecting a hub to a switch?

A. Straight-through UTP

B. Crossover UTP

C. Serial

D. Rollover

You need to connect a PC to a hub, the same hub to a switch, the same switch to another

switch, and the second switch to a router. What kinds and numbers of UTP cables do you need
for this network?

A. Two straight-through and two crossover
B. Three straight-through and one crossover
C. One straight-through and two crossover

D. Four straight-through

Which of the following is a connector on a Category 5 cable with 10BaseT running across it?
A. AUI

B. DB-15
C. RJ-45
D. SC
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SELF TEST ANSWERS

Ethernet Evolution and Standards

I. K4 A. Allforms of Ethernet use CSMA/CD: Carrier sense, multiple access, collision detection
&l B and D are incorrect because they are the wrong terms. C describes how Ethernet recovers
from a collision.

2. M C. Ethernet II has a type field—802.3 has a length field.

A, B, and D are true of 802.3 and are therefore incorrect answers.

3. ¥ C.MAC addresses are 6 bytes, represented in hexadecimal, which is 12 hexadecimal digits
in length.
Xl A is incorrect because G is not a hexadecimal character. B is incorrect because it has
15 digits. D is incorrect because it has 16 digits.

Addressing

4. 4 B. 11000001 is C1 in hexadecimal and 193 in decimal.
A and D are wrong because Bl is 10110001 in binary. C and D are wrong because 195 is
11000011 in binary.

5. ¥ D. 11100111 is 231 in decimal.
X Ais 11101011 in binary. B is 11110100. C is 11000000.

6. 4 Here is the correct matching:

Decimal Hexadecimal Binary
3 3 0011
7 7 0111
10 A 1010
14 E 1110

Ethernet Connections

7. 4 C.UTP which uses copper, is susceptible to EMI and RFI interference.
& A and B are incorrect because UTP uses copper, four-pair wiring. D is incorrect because
fiber is used in this situation.
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8.

10.

B. DCE-to-DCE connections, when using UTP, use a crossover cable.
& A is used for a DTE-to-DCE connection. C is used with a WAN connection. D is used for a

Cisco console connection.

1 A. The PC-to-hub and switch-to-router need straight-through cables; the hub-to-switch
and switch-to-switch need crossover cables.
Since two straight-through and two crossover cables are required, B, C, and D are incorrect.

C. 10BaseT with Category 5 uses an R]-45 connector.
A is used in 10Base5. B is used in AUI as well as some WAN connectors. D is used in fiber

connectors.
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his chapter provides an introduction to bridges and switches. Bridges and switches are

both layer 2 devices, functioning at the data link layer of the OSI Reference Model. Even

though they are both layer 2 devices and have many similarities between them, bridges
and switches also have many differences.With advancements in hardware and technology, switches
perform faster and have many more layer 2 features. However, the basic functions of these two
devices are the same.

CERTIFICATION OBJECTIVE 4.01

Problems and Limitations of Ethernet

Even though Ethernet is the main layer 2 technology used in LAN networks for
many years, it does have two main disadvantages:

B Distance
B Collisions

The following sections discuss these two problems in depth, and the rest of
the chapter will cover some unique solutions commonly found in Ethernet-based
networks today.

Distance and Extension of LANs

One of the initial problems with Ethernet was that you were limited to the length of
a segment because copper was used as a media type: 10Base5 supported 500 meters
and 10Base2 supported 185 meters. When 10BaseT was introduced, using unshielded
twisted pair (UTP) cabling, the distance limitation shrunk even further: 100 meters.
One issue of using copper as a transmission medium is that as the signal travels down
the copper wire, the signal slowly degrades because of noise in the line, the signal
losing strength, and issues with devices not specifically following the rules defined
by CSMA/CD.

One solution is to use a physical layer repeater to repeat the signal to deal with
noise and signal strength. With 10BaseT, a hub, a multiport physical layer repeater,
is used to perform this function. A hub takes a signal received on one interface and
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repeats it across all other available interfaces. The main problem with a hub is that if
the signal is bad, the hub repeats the bad signal: bad in, bad out.

CSMA/CD also causes issues. For example, with CSMA/CD, when a device
places a frame on a wire, it listens on the wire for a predetermined time period to
determine whether a collision occurs. If no collision is detected during this time
period, the source assumes that everyone on the segment successfully received the
frame. The problem with this implementation is that the longer the cable is, the
longer the time period required to accommodate the signal traveling to the two
endpoints of the cable. Therefore, the cable can’t be of infinite length. Because of
this issue, we have different standards of Ethernet that allow for maximum lengths of
the cable. If a device has a 10Base5 interface, its NIC knows that it must listen on
the wire based on the amount of time it takes for an electrical signal to travel 500 meters,
whether or not the cable happens to be this long.

Another solution to deal with the length of an Ethernet segment is to use fiber
instead of copper for cabling. Fiber is much more reliable and the signal can travel
much father in the same or smaller time period: 100BaseFX can travel 400 meters,
for example. The problem with fiber, however, is that it is expensive compared to
copper, especially the NICs. Normally, fiber is used only to connect devices between
locations, such as two different buildings, or when electromagnetic interference
(EMI) or radio frequency interference (RFI) is creating problems in certain areas
where copper is deployed.

Collisions, Collision Domains, and Congestion

Another issue with Ethernet is again caused by CSMA/CD: the more devices you
put on a segment, the more likely you'll experience collisions, especially among
devices that constantly need access to the wire. For example, when two devices

are on an Ethernet wire, you would not expect to see that many collisions since it
would be unlikely that both devices would need to transmit data simultaneously.
However, if 100 devices were on the wire, quite a few might need to send traffic
simultaneously. When these devices sense the wire and simultaneously send their
traffic, a collision occurs. And the way CSMA/CD works, they need to create a JAM
signal and back off a random time interval before sending again. Of course, the more
devices present, the more likely that the “random” time interval they choose is the
same as another device, thereby creating even more collisions, greatly slowing down
a device’s access when trying to transmit data. On top of this, high-performance
PCs, network-based applications, and high-bandwidth applications such as video can
create even more contention for access to a wire.
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Match

A collision domain basically includes all the devices that share a media type
at layer 1 of the OSI Reference Model—such as all the devices on a single strand
of 10Base5 or 10Base2 cabling or all the devices connected to a hub or hubs. In
a collision domain, each device on the segment will experience the effects of the
collisions. The more devices on the segment, the more likely it is that collisions will
create bandwidth problems for these devices. This is not to say that collisions are
bad—it’s just that collisions are part of how Ethernet functions.

Hubs do not solve collision  extra bandwidth for attached devices.

problems since they replicate physical layer Instead, they extend cable distances and
signals. In other words, hubs don’t create repeat/amplify physical layer signals.

CERTIFICATION OBJECTIVE 4.02

Solutions to Collision Problems

Bridges

Bridges were originally used to solve collision and bandwidth problems. Each port
connected to a bridge is a separate collision domain. When a frame is pulled into a
port on a bridge, the bridge checks the frame’s field checksum sequence (FCS), and
if the FCS if valid, the frame is forwarded out of a destination port or ports. Recall
from Chapter 3 that the FCS is a checksum to ensure that the destination can check
that the Ethernet frame has not been corrupted.

Basically, the bridge is creating the illusion that all physical segments to which
it is connected are actually one large logical segment. All devices connected to
this logical segment are in the same broadcast domain—this makes sense because
bridges flood broadcasts. Note that if you are having problems with large amounts of
broadcasts, bridges will not solve these problems.

Bridges are data link layer devices that switch frames between different layer 2 segments
or cables. They perform their switching in software, and their switching decisions are
based on the destination MAC address in the header of the data link layer frame.
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Bridges perform three main functions:

B They learn where devices are located by placing the MAC address of a NIC
and the identifier of the bridge port to which it is connected in a port address
table.

B They forward traffic intelligently, drawing on information they have in their
port address table.

B They remove layer 2 loops by running the Spanning Tree Protocol (STP).

Actually, these three functions are implemented in bridges that perform transparent
bridging. Other types of bridging include translational bridging, source route bridging,
source route transparent bridging, and source route translational bridging. However,
this book focuses on transparent bridging.

Datch

The three main functions forward trdffic to a specific destination
of a bridge are to learn the MAC addresses or flood broadcasts and multicasts, and
and port locations of devices, intelligently  remove layer 2 loops.

Learning Function

One of the three functions of a bridge is to learn which devices are connected to
which ports of the bridge. The bridge then uses this information to switch frames
intelligently. When a bridge receives a frame, it reads the source MAC address in the
frame and compares it to a local MAC address table, called a port address table. If the
address is not already in this table, the bridge adds the address and the port identifier
or number on which the frame was received. If the address is already in the table, the
bridge resets the timer for the table entry. Entries in the table remain there as long

as the bridge sees traffic from them; otherwise, the bridge ages out the old entries to
allow room for newer ones.

Forwarding Function

The second function of a bridge is to forward traffic intelligently. To do this, the
bridge uses the port address table to help it find where destinations are located.
When a frame is received on a port, the bridge first performs its learning function
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Datch

three types of traffic are always flooded:
unknown unicast addresses, broadcasts,
and multicasts.

and then performs its forwarding function. The bridge examines the destination

MAC address in the frame header and looks for a corresponding entry in the port

address table. If the bridge finds a matching entry, the bridge forwards the frame out
of the specified port. If the port is the same port

on which the frame was received (the source
e { a m and destination are connected to the same

port), the bridge drops the frame. If the bridge
doesn’t find an entry, or if the destination MAC
address is a broadcast or multicast address, the
bridge floods the frame out all of the remaining
ports.

Remember that these

Layer 2 loops and
redundancy

Removing Loops

The third function of a bridge is to remove layer 2 loops. To see the problem that
layer 2 loops can cause, consider Figure 4-1. One advantage of using two bridges to
connect two segments together, as shown in Figure 4-1, is that it creates redundancy.

Segment|

) b
BridgeA £ " BridgeB

v

Segment2



Bridges versus Switches | Q8§

But these loops also create problems. For instance, a bridge always floods traffic
that has a destination address that is an unknown unicast, a broadcast, or a multicast
address. And this traffic will continually circle around the loop—possibly forever. For
example, in Figure 4-1, assume that a PC generates a broadcast on Segmentl. When
BridgeA and BridgeB receive the broadcast, they flood it out all of their remaining
ports. This means that the same broadcast will appear twice on Segment2. Each bridge
sees the other’s broadcast on Segment2 and forwards this back to Segment1. This
process will go on ad infinitum. This process not only wastes bandwidth on your LAN
segments but also affects the CPU cycles of all devices on these segments, since all
NICs will accept the broadcast and pass it up the protocol stack for further processing.

STP is used to remove loops in your layer 2 network. When STP runs, one of the
ports of the bridges in a loop is disabled in software. In Figure 4-1, this is the port on
BridgeB that is connected to Segment2. Any user traffic is ignored if it is received on
this port and is not forwarded out of this port. Going back to our broadcast example,
if a PC on Segment] generated a broadcast, both bridges, again, would receive it.
BridgeA would flood the broadcast to Segment2, but BridgeB would not, since the
port is in a blocked state. STP is discussed in much more depth in Chapter 14.

Switches

Switches, like bridges, operate at the data link layer. The three main functions of

a bridge are also true of a switch: they learn, forward, and remove loops. However,
switches have many more features than bridges; for instance, they make their
switching decisions in hardware by using application-specific integrated circuits
(ASICs). ASICs are specialized processors built to perform very few specific tasks.
Because they do only a few things, ASICs are much more cost-effective than a
generic processor, such as the one in your PC. Cisco, like most networking vendors,
extensively uses ASICs throughout its switching products.

CERTIFICATION OBJECTIVE 4.03

Bridges versus Switches

The main function of bridges and switches is to solve bandwidth, or collision,
problems. Remember that in Ethernet, multiple devices can share the same segment,
so there is a chance that more than one device might try to transmit at the same
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time, creating a collision and a retransmission. The more devices you have in a
shared medium, the more likely collisions will occur.

In the old days of networking you used hubs to connect devices together or used
10Base5 or 10Base2 cabling (where many devices would share one wire). If you
experienced constant or excessive amounts of collisions, you could use bridges (and
later on, switches) to break up the user devices to multiple physical segments, where
each segment would have fewer users and thus fewer collisions. You could also use a
router to perform this function; however, the disadvantage of a router is that it costs
a lot more than a bridge or switch. This section provides a brief overview of bridges
and switches.

Datch
Hubs cannot solve collision domains, since each interface of the
bandwidth or collision problems. Bridges layer 2 device is a separate collision domain.
and switches, on the other hand, can. This process is called microsegmentation.
Bridges and switches take one large Routers, at the network layer, can also solve

collision domain and split it into a bunch of collision problems, but they cost more than
smaller ones. In this sense, they create extra bridges or switches.

Even though bridges and switches both operate at layer 2, there are many
differences between them. Switches have many advantages over bridges, including
the following:

B Full-duplex support to allow a device to send and receive simultaneously

B Support for different Ethernet speeds on different switch ports, such as
10BaseT, 100Base TX, and Gigabit Ethernet

B Dedicated connections between a router, PC, or server to a port on the switch

B Multiple, simultaneous session transmissions between different switch ports

Table 4-1 compares other differences between bridges and switches.

Perhaps the biggest difference between the
bridges and switches is performance. Bridges
switch frames in software, providing a frame
Remember the advantages rate between 10,000 and 50,000 frames per

of switches outlined in the bullet points. second (fps). Switches, on the other hand,
perform their switching in hardware, using

Match
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Functions Bridges Switches

Bridge and Switch
Comparison

Match

Table 4-1.

Form of switching Software Hardware (in ASICs)

Method of switching Store and forward Store and forward, cut-
through, fragment-free

Ports 2-16 Possibly hundreds

Duplexing Half Half and full

Collision/bandwidth domains 1 per port 1 per port

Broadcast domains 1 1 per VLAN

STP instances 1 1 per VLAN

ASICs. ASICs are specialized processors, and
in the switching world, they are built to do
one thing: switch frames very, very fast. As an
Remember the differences example, the Catalyst 2960 switch has a frame

between bridges and switches shown in rate Of 27 mllllon fpS, Wthh is more than

50 times faster than the fastest bridge! Note
that the 2960 is a low-end switch; Cisco’s

Catalyst 6500 has a rate of 400 million fps!

Methods of Switching

Another difference between bridges and switches is in how they switch frames. The
switching method affects how a layer 2 device receives, processes, and forwards a
frame. Bridges support only one switching method, store-and-forward, while switches
might support one, two, or three different switching methods. The three switching
methods that might be supported by layer 2 devices include the following:

B Store-and-forward
B Cut-through

B Fragment-free
The following sections cover these three switching methods.

Store-and-Forward

Store-and-forward switching is the most basic form of switching. With store-and-
forward switching, the layer 2 device must pull in the entire frame into the buffer
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of the inbound port and check the FCS (checksum) of the frame before the layer 2
device will perform any additional processing of the frame. When checking the FCS,
commonly called a cyclic redundancy check (CRC), the layer 2 device will calculate
a CRC value, just as the source device did, and compare this value to what was
included in the frame. If they are the same, the frame is considered good and the
layer 2 device can start processing the frame, including forwarding the frame out
the correct destination port of the layer 2 device. If the FCS value in the frame and
the frame value it computes are different, the layer 2 device will drop the frame.

Bridges support only the store-and-forward switching method. All switches
support store-and-forward. However, some switches, such as Cisco’s older Catalyst
1900 series, may support additional switching methods; but this is dependent on the
actual switch model and vendor.

Cut-Through

Some switches, such as the older Catalyst 1900, support cut-through switching. With
cut-through switching, the switch reads only the very first part of the frame before
making a switching decision. Once the switch device reads the destination MAC
address (8-byte preamble and 6-byte MAC address), it begins forwarding the frame
(even though the frame may still be coming into the interface). One advantage of
cut-through switching over store-and-forward is that it is faster. Its biggest problem,
though, is that the switch may be switching bad frames since the header could be
legible, but the rest of the frame corrupted from a late collision.

Most vendors solve this problem by supporting a dynamic switching method.
When performing cut-through switching, the switch will still examine the CRC of
the frame as it is being switched, looking for bad frames. Even though the frame may
be bad, it is still switched. However, the switch keeps a count of these bad frames.

If over a certain period of time, the switch reaches a threshold of switching bad
frames, the switch will dynamically switch its method from cut-through to store-and-
forward. This function, though, is entirely dependent on whether or not the vendor
included it in its switching product.

Fragment-Free

Fragment-free switching is a modified form of cut-through switching. Whereas
cut-through switching reads up to the destination MAC address field in the frame
before making a switching decision, fragment-free switching makes sure that the
frame is at least 64 bytes long before switching it (64 bytes is the minimum legal size
of an Ethernet frame). The goal of fragment-free switching is to reduce the number
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switching pulls in the whole frame, checks it sees the destination MAC address in
the FCS, and then switches the frame.This the frame (first 14 bytes). Fragment-
increases latency for switching but reduces free switching will switch a frame after
the number of bad frames in the network. the switch sees at least 64 bytes, which
Bridges support only this mode, as does prevents the switching of runt frames.
the Catalyst 2960 switch. Cut-through

Bridges versus Switches | Q9

of Ethernet runt frames (frames smaller than 64 bytes) that are being switched.
Sometimes fragment-free switching is also called modified cut-through or runtless
switching.

Even with fragment-free switching, a switch could still be switching corrupt
frames (frames with a bad FCS), since the switch is checking only the first 64 bytes,
and the FCS is at the end of the frame. To overcome this problem, many vendors
implement dynamic switching methods, as discussed in the preceding section. At
least with fragment-free switching, most collisions typically create runts, and this
switching method would prevent the forwarding of these frames, unlike cut-through
switching.

Store-and-forward switching switches a frame as soon as

on the

Qob

Duplexing

Even though the Catalyst 2960 switch doesn’t support cut-through and
fragment-free switching like the 1900, it still switches frames faster (the 1900
has a frame rate of 500,000 fps). This is because the 2960 has much faster
ASICs than the 1900 switch. Therefore, you shouldn’t judge a switch by its
switching method, but by a combination of factors, such as price, performance,
and features.

Duplexing affects how a device can send and receive frames in Ethernet. Two modes
are used in duplexing: half and full. With half-duplex, the device can either send or
receive—it cannot do both simultaneously. Half-duplex connections are used in a
shared medium, such as 10Base2, 10Base5, and Ethernet hub connections. In this
environment, one device sends while all other devices in the collision domain listen
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for and receive the frame. In a shared environment like this, you can typically get
40 to 60 percent utilization out of your Ethernet segment. Note, however, that every
situation is different and these numbers are under normal, or average, conditions.

on the If your utilization in a half-duplex environment starts eclipsing the 40-60 percent
Qob tilization range, or your collisions exceed 2 percent of total traffic, you
should consider either using full-duplex, increasing the speed of the link
(by using Fast or Gigabit Ethernet), or breaking up the collision domain
with switches.

Full-duplex, unlike half-duplex, allows a device to send and receive frames
simultaneously. However, this will work only if two devices are using the connection,
such as a PC connected to a switch or a switch connected to a router. This is called
a point-to-point connection. You cannot use a hub in a full-duplex connection. To set
up a full-duplex connection, both devices need to support full-duplexing. Table 4-2
compares half- and full-duplex connections.

Datch
Remember the information half-duplex since both devices can
in Table 4-2. Also remember that full- simultaneously transmit and receive
duplex gives you more bandwidth than without any collisions.

As Table 4-2 points out, one main advantage full-duplex connections have over
half-duplex connections is that full-duplex connections do not experience collisions.
Basically, the transmit circuit on one side is wired to the receive circuit on the
other side, and vice versa. In this situation, the Ethernet NIC disables the collision
detection mechanism, since it isn’t needed. Full-duplex connections are supported

Half-Duplex Full-Duplex

Half-Duplex Send and/or receive Send or receive Send and receive
and Full-Duplex

i Connection type Hub, 10Base2, 10Base5 Point-to-point
Comparison
Collisions Yes No
CSMA/CD Enabled Disabled

Requirements Hub or wire tap Dedicated switch port




Switching Functions | | |

with the following media types: 10BaseT, 100BaseTX, 100BaseFX, and Gigabit
Ethernet. Connections using 10Base5, 10BaseFL, and 10Base2 support only half-
duplexing. Note that some older 10BaseT NICs may not support full-duplex. An
example of this is the 10BaseT interfaces on Cisco 2500 series routers, which support
only half-duplex.

When dealing with bridges and switches, bridges support only half-duplex
connections, while most switches support both. For instance, the 2960 switches
support both connection types. Most switches and NICs will autosense the
duplexing and configure it appropriately.

on the If one side is configured as full-duplex and the other half-duplex, expect to
Qob experience problems with collisions, since the full-duplex side has CSMA/CD
disabled. Cisco recommends that you let ports autosense the duplexing to
alleviate this kind of problem.

CERTIFICATION OBJECTIVE 4.04

Switching Functions

With all of these differences between bridges and switches, they are still, at heart,
both layer 2 devices and perform the same three basic network functions:

B Learning They learn what device is connected to which port.

B Forwarding They intelligently switch frames to the port or ports where the
destination is located.

B Removing layer 2 loops They remove loops with the Spanning Tree
Protocol (STP), so that frames don’t continually circle around the network.

These functions are functions of transparent bridges. Other types of bridging
include source route bridging, source route transparent bridging, and source route
translational bridging, which appear in mixed-media networks, such as Ethernet,
Token Ring, and fiber distributed data interface (FDDI). However, since the CCNA
exam focuses on transparent bridging, and Token Ring and FDDI are basically dead
LAN technologies, this book focuses only on transparent bridging.
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Physical

and logical
descriptions of
a transparently
bridged network

Physical Depiction
of
Transparent Bridging

Logical Depiction
of
Transparent Bridging

The term transparent appropriately describes a transparently bridged network: the
devices connected to the network are unaware that the bridge, or switch, is a part of
the network and is forwarding frames to destinations. Basically, transparent-bridge
networks physically look like a bunch of star topologies connected together. However,
transparent bridges give the appearance to connected devices that every device in the
broadcast domain is on the same logical segment, as shown in Figure 4-2.

The following sections cover the three main functions of transparent bridges
and switches in more depth. As you read through these sections, you'll see the term
switch used to describe the layer 2 device; however, the terms bridge and switch are
interchangeable when it comes to the three main functions.

Learning Function

One of the three main functions of a transparent switch is to learn which device is
connected to each of the active ports of the switch. As a frame comes into the port
of a switch, the switch examines the source MAC address of the frame and compares
it to its switch table, commonly referred to as a content addressable memory (CAM)
table or port or MAC address table. In the old days of bridging, CAM was a special
form of high-speed memory that facilitated the switching function in a bridge when
it had to forward a frame out of the correct destination port. Today, switches use
RAM to store the MAC addresses, but the term CAM is still commonly used.
When the switch receives a frame on a port, and as it examines the source MAC
address in the frame and doesn’t see a corresponding entry in the CAM table,
the switch will add the address to the table, including the source port identifier
or number. If the address is already in the CAM table, the switch compares the
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incoming port with the port already in the table. If they are different, the switch
updates the CAM table with the new port information. This is important because
you might have moved the device from one port to another port, and you want the
switch to learn where the new location is and have the switch forward frames to the
device correctly (not to the old port).

Any time the switch updates an entry in the CAM table, the switch also resets
the timer for the specific entry. Switches use timers to age out old information in the
CAM table, allowing room to learn new MAC addresses. Each switch has different
default timers for the aging process. Aging is important because, once a CAM table
is full, the switch will not be able to learn any new addresses. For MAC addresses
it can’t learn, traffic sent to these addresses will have to be flooded, affecting the
bandwidth on all the switch’s or bridge’s interfaces. A switch will also reset the timer
for an entry in the CAM table if it sees traffic from a source MAC address that is
currently in the CAM table. In this manner, devices that are constantly sending
information will always remain in the CAM table and devices that are not sending
traffic will eventually be aged out of the table (removed from the table).

The CAM table can be built statically or dynamically. By default, when you turn
on a switch, the CAM table is empty unless you have configured static entries in it.
As traffic flows through the switch, the switch will begin building its CAM table.
This dynamic building process is a very nice feature. In the old days of bridging, only
two kinds of bridges were used: learning and nonlearning. Learning bridges function
as | have just described—they dynamically learn addressing locations by examining
the source MAC addresses in the Ethernet frames. Nonlearning bridges, by contrast,
do not have a dynamic learning function. Instead, you must statically configure
each device’s MAC address and the port to which it is connected. Of course, if you
had 1000 devices in your non-learning bridged network, you would be very busy
building and maintaining these tables, which would be an arduous task. Today,
switches support both functions. Normally, you would use static configurations for
security purposes. Static configurations are covered in Chapter 12.

Jatch
Switches place learned will never learn a broadcast or multicast
source MAC addresses and their address since these should never be seen
corresponding ports in a CAM or port in the source MAC address field in the
address table. This feature is used to frame header.

forward frames intelligently. Switches
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Forwarding Function

Datch

The second major function of a switch is to forward traffic intelligently. Whenever a
frame comes into a port on the switch, the switch not only examines the source MAC
address so that it can perform its learning function, it also examines the destination
MAC address to perform its forwarding function. It examines the destination MAC
address and compares this address to the addresses in its CAM table to determine
which interface it should use when forwarding the frame to the destination.

If the destination address is found in the CAM table, the forwarding process is
easy: the switch forwards the frame out the port for the corresponding CAM entry.
If the switch examines the destination address and finds that the destination is
associated with the same port as the source of the frame, the switch will drop the
frame. In this situation, you might have a hub connected to this port of the switch,
and both the source and destination are connected to this hub. Given this, the
switch shouldn’t forward any frames between these two machines to other switch
segments, since this would be wasting bandwidth in your network. As you can see,
the switch is intelligently forwarding traffic, thereby creating a separate bandwidth
domain per port.

Frame Types

Three different MAC address destination types are available: unicast, broadcast,
and multicast. Depending on the type of destination address, in certain situations,
the switch will have to flood the frame out of all of its ports (with the exception of
the port on which the frame was received). Here are the three frame types that are
always flooded:

B Broadcast address Destination MAC address of FFFEFFFEFFFFF
B Multicast address Destination MAC addresses between 0100.5E00.0000
and 0100.5E7EFFFF

B Unknown unicast destination MAC addresses The destination MAC
address is not found in the CAM table

Unicast Frames With a unicast, the source
device sends a separate copy of each frame to
Bridges and switches each destination. So, as an example, if a device

make switching decisions based on needs to send the same information to 50
destination MAC addresses. different destinations, the device would have
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to create 50 frames, with 50 different destination MAC addresses. When a switch
receives a frame with a unicast address as the destination, the switch looks for the
address in its CAM table to make a switching decision. If the switch doesn’t have
the address in its CAM table, the switch will flood the frame out all of its other
ports. If the address is found in the table, the switch will forward the frame out one
port: the one with the destination address behind it.

It’s important to remember that you are dealing with a transparent switch when
dealing with the forwarding process. Therefore, if the switch doesn’t know where
the destination is, and obviously the source is assuming that the device is on the
same “logical” segment, the switch will have to flood the frame to ensure that the
destination, if it is somewhere in the broadcast domain, will receive the source’s
frame. This process, hopefully, won’t happen every time. If the destination receives
the frame, the destination will probably send a response frame back to the source.
Through the switch’s learning process, it now knows where the destination is
located, and any further frames sent from the source to the destination and back can
be intelligently forwarded instead of flooded.

One issue with this process, however, occurs if your CAM table is filled to
capacity and your switch can’t add new entries to the table; in this case, the switch
will always flood traffic to new destinations that it couldn’t fit into the CAM table.
Therefore, it is very important that when you purchase a switch, you select one
that will be able to handle the number of devices that you’ll have in your switched
network. You'll be creating problems if you have 2000 devices in your switched
network but your CAM table on each switch can hold only 1000 entries. In this
situation, the switches will be flooding traffic for half of the destinations, creating
serious bandwidth and performance problems in your network.

Broadcast and Multicast Frames A broadcast is a frame that is sent to all
devices in a broadcast domain. As an example, if a source device needed to send the
same information to 50 destinations, the source would create only one frame, and
every destination would process this frame with the destination MAC address of
FFFEFFFEFFFE Remember to think of the switched network as a logical bus, where
it appears that everyone is on the same piece of wire. Therefore, when a switch
receives a broadcast, it needs to ensure that all machines will receive it, and thus the
switch will flood this frame to make sure all devices receive the broadcast.

A multicast is a frame addressed to a group of devices, where the group consists
of devices interested in receiving the multicast data. This group can contain no
devices, all devices, or some devices in the broadcast domain. In a standard switch
configuration, when the switch receives a multicast frame, it floods it out all its
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Match

that are always flooded by bridges and
switches are multicasts, broadcasts, and
unknown destination unicasts.

ports. Only the devices configured to use the multicast address actually process the

frame; all other devices drop it. The problem of using unicast frames to disseminate

certain types of information is that it can negatively impact the performance of your
network. For instance, imagine that you have a

network where you want 10 devices to receive
eam a specific multicast stream, such as a real-time

video presentation. One solution would be to
have the video server use unicasts and send

10 copies of the same information to each
destination. Of course, if the multimedia stream
is running at 5 Mbps, then this would require

The three types of frames

on the

Qob

the server to generate 50 Mbps worth of traffic.
Another solution would be to use a broadcast. In this situation, the multicast
server generates only one stream of information. The problem with this is twofold,
however. First, the switched infrastructure would flood this traffic to every
destination, including the 10 devices that are interested in seeing it, wasting a lot of
bandwidth. Second, because broadcast frames are addressed FF:FF:FF:FF:FF:FF, each
device must waste processing cycles to process them. The third solution is to use
multicast frames. With multicasting, switches also flood the frames; however, they
can learn which devices want to receive multicast traffic and therefore forward the
multicast frames only to those devices that want to see the multicast traffic. This

topic is beyond the scope of this book, but it is covered in Cisco’s Switching exam
for the CCNP certification.

If you have a large multicast solution deployment, you will definitely want to
make sure that your switches support advanced multicast features that allow
them to forward multicast traffic intelligently instead of having to flood it.
You want to have the switch forward multicast frames to end stations that are
running a multicast application that need to see the multicast stream—you
don’t want your switch to flood multicasts to all end stations, especially if the
multicast traffic is video.

Switch Example

To help you understand what happens when a switch forwards rather than floods,
the example in Figure 4-3 shows a hub and a switch, with various PCs connected to
these two devices.

Let’s assume that the switch was just turned on, which means that its CAM
table is empty. PC-A generates a frame destined for PC-C. When the switch
receives the frame, it looks in its CAM table and does not see the source MAC
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m Transparent switch forwarding example

PC-F
0000.0A0 | .FFFF

PC-C
0000.0A01.CCCC

0000.0A01.AAAA

PC-
0000.0A01.DDDD

0000.0A01.BBBB

0000.0A01.EEEE

address (0000.0A01.AAAA), so it adds it along with port 1. It also examines the
destination MAC address (0000.0A01.CCCC) and does not see this address in its
CAM table, so the switch floods the frame out all of its remaining ports: 2, 3, and 4.

In this example, the switch did not need to do this because PC-C is connected
to the same hub as PC-A; however, the switch doesn’t know this yet. This is an
example of flooding an unknown destination unicast address. Figure 4-4 shows an
example of the switch adding the entry to its CAM table and flooding the frame.
You can see from this figure that the switch now has one entry in its CAM table
(PC-Als) as well as the flooding process that it performed. Since the destination, PC-
C, is connected to the same hub as PC-A, it obviously receives the frame.

PC-C now responds back to PC-A with a unicast frame: the source MAC address
is 0000.0A01.CCCC and the destination MAC address is 0000.0A01.AAAA. The
switch performs its learning process, and since PC-C’s MAC address is not in its
CAM table, it adds it, as is shown in Figure 4-5. Now the switch has two entries in
its CAM table: PC-A’s and PC-C’s. To perform the forwarding process, the switch
examines the destination MAC address, 0000.0A01.AAAA. It finds a match in its
CAM table and finds that the destination MAC address is associated with the same
port as the source MAC address of PC-C’s. Therefore, the switch drops the frame: it
does not forward it out of any of its ports, as can be seen from Figure 4-5.
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Adding PC-A’s MAC address to the CAM table

PC-F CAMTable
0000.0A01.FFFF MAC Port

PC-C
0000.0A01.CCCC

0000.0A01.AAAA |

N>

PC-A
0000.0A01.AAAA

Switch

0000.0A01.DDDD

0000.0A01.BBBB

0000.0A01.EEEE

PC-B now sends a unicast frame to PC-F: These PCs are connected to different
ports of the switch. When the switch receives the frame from PC-B, it again
performs its learning process. Since PC-B is not in its CAM table, the switch
adds 0000.0A01.BBBB along with port 1 to its table. Now the switch performs its
forwarding function: Since the destination MAC address 0000.0A01.FFFF is not in
the CAM table, the switch floods the frame out all ports except the source, port 1.
This process can be seen in Figure 4-6.

The switch now has three MAC addresses in its CAM table. PC-F receives the
frame and responds with an answer to PC-B. The switch again performs its learning
function: since 0000.0A01.FFFF is not in its CAM table, it adds it. Now the switch
performs its forwarding function. It sees 0000.0A01.BBBB in its CAM table with the
port number of 1 and therefore forwards the frame out of port 1 only. This process
can be seen in Figure 4-7.

In this last example, PC-E generates a broadcast (FFFEFFFEFFFF). When the
switch receives the broadcast frame, it performs its learning function by adding
0000.0A01.EEEE to its CAM table. The switch then floods the frame, since it is a
broadcast. This process can be seen in Figure 4-8.

From this simple example, you can see that the role of the switch is not a complicated
one. First, the switch examines the source MAC address in the frame and updates the
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I ~cding PC-C's MAC address to the CAM table

PC-F CAMTable
0000.0A01.FFFF MAC Port

PC-C
0000.0A01.CCCC

0000.0A0 1. AAAA |
0000.0A01.CCCC |

\ | ﬁ'
N2 SO
PC-A PC-D
0000.0A0 1. AAAA 0000.0A01.DDDD

0000.0A01.BBBB

0000.0A0|.EEEE

I ~cding PC-B's MAC address to the CAM table

PC-F CAMTable
0000.0A0 1 FFFF MAC Port

PC-C
0000.0A01.CCCC

0000.0A01.AAAA |
0000.0A01.BBBB |
0000.0A01.CCCC |

0000.0A01.AAAA 0000.0A01.DDDD

PC-
0000.0A01.BBBB

0000.0AO 1 .EEEE
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FIGURE 4-7 Forwarding PC-F’s traffic out of port | only
PC-F CAMTable

0000.0A01 .FFFF MAC Port
0000.0A01. AAAA [
0000.0A01.BBBB |
0000.0A01.CCCC |
000.0A0 . FFFF 2

PC-C
0000.0A01.CCCC

0000.0A01.AAAA 0000.0A01.DDDD

PC-
0000.0A01.BBBB

0000.0A01.EEEE

FIGURE 4-8 PC-C e
0000.0A01.CCCC 0000.0A0 FFFF CAMTable

MAC PORT

0000.0A01.AAAA |
0000.0A01.BBBB |
0000.0A01.CCCC |
0000.0A0 | .EEEE 4
0000.0AO|.FFFF 2

PC-E generates a
broadcast

Switch

4
0000.0A01.AAAA H 0000.0A01.DDDD

PC-B
0000.0A01.BBBB 0000.0A0 | .EEEE
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CAM table if necessary. Second, the switch examines the destination MAC address

in the frame and makes a forwarding decision. As you will see in the next section, the
switch’s function becomes more complicated when more than one switch resides in the
network, and layer 2 loops are between the switches.

Match
You will need to be able to  domains (one for each port on the switch)
determine how many collision/bandwidth exist, but only one broadcast domain.
domains, as well as broadcast domains, Each interface off a layer 3 device, such
exist in a network diagram. For example, as a router, on the other hand, would be
in Figure 4-8, four collision/bandwidth a separate broadcast domain.
Loops

Looped layer 2
topology

At the backbone of your network, or at least where your critical resources are
located, you'll probably incorporate some type of redundancy in your design. This
might include redundancy with your switches at layer 2, creating layer 2 loops in
your network as shown in Figure 4-9. The problem with loops in your network is
that when the switch floods certain types of traffic, such as broadcasts or multicasts,
you don’t want this traffic going around and around the loop forever, creating serious
utilization problems.

Plus, for unknown destinations, as the frame is going around the loop, the
switches update their CAM tables with the source address, which eventually shows
up as connected to another connected switch, creating confusion about where the
source device really is located. For example, if a device is connected to Switch 3,

Switch | Switch 2

Switch
3
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when the device generates a frame, Switch 3 adds the source MAC address to its
CAM table and notes that it is connected to the incoming port. If Switch 3 doesn’t
know where the destination is located, it will flood the frame to Switches 1 and 2

on its two uplink ports. If both Switches 1 and
e)rcam

2 don’t know where the destination is, they also
flood the frame across the link between them,
Jatch and will then flood it back to Switch 3.
This presents a problem: When Switch 3
receives these flooded frames and performs its
learning function, it now looks as if the device
is connected to not the original port, but one of

If multiple copies of the
same unicast frame are transmitted in a
switch network, it is probably because an
unintentional loop exists in a redundant
switch topology.

the two uplink ports to Switch 1 or 2.

INSIDE THE EXAM

Problems and Limitations
of Ethernet

Remember that all devices connected to a hub
are in the same collision domain. Hubs solve
distance and signal degradation problems.

Solutions to Collision Problems
Know the three kinds of traffic flooded by a

switch: unknown unicasts, broadcasts, and
multicasts.

Bridges versus Switches

Bridges and switches are used to solve band-
width/collision problems. Be prepared to
examine a diagram of hubs, switches, routers,
and PCs and be able to determine the num-
ber of collision and broadcast domains: each
port off of a switch is a different collision
domain, but all the ports are in the same

broadcast domain unless VLANs are used;
each port off of a router is a separate collision
and broadcast domain. Be able to compare
bridges and switches, using Table 4-1. Also
be familiar with the three switching methods,
store-and-forward, cut-through, and fragment
free, as well as the differences between half-
and full-duplex, as compared in Table 4-2.

Switching Functions

Be prepared for exam questions that test you
on how a switch learns and forwards MAC
addresses. Study the example in the “Switch
Example” section. Remember that a broad-
cast or multicast address is never learned
since it is seen in the destination, not the

source, field in the MAC address header.
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STP is used to prevent these problems from occurring. STP removes loops in your
network but still allows for redundancy. Actually, the loop removal process is done
in software—you don’t have to disconnect wires between your switches physically to
remove the loops. Chapter 14 focuses on redundancy in more depth, including the
STP protocol.

CERTIFICATION SUMMARY |

This chapter focused on the advantages that bridges and switches provide in a
network. Ethernet has problems dealing with collisions. Originally, bridges were used
to solve this problem; today, switches have supplanted bridges because of their many
advantages, including support for a large number of ports, full duplexing, different
Ethernet speeds, dedicated connections, simultaneous session transmissions, and
very fast switching of frames.

Switches switch frames in hardware using ASICs and support both full- and
half-duplex connections. Full-duplex allows you to send and receive simultaneously
but requires a point-to-point connection. Three switching modes are used: store-
and-forward (reads whole frame), cut-through (reads up to the destination MAC
address), and fragment-free (reads the first 64 bytes).

Bridges and switches have three main functions: learn, forward, and remove
loops. They learn by placing source MAC addresses and associated bridge ports in
a port address or CAM table. They will flood traffic if the destination address is a
multicast, broadcast, or unknown destination. STP is used to remove loops.
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TWO-MINUTE DRILL

Problems and Limitations of Ethernet

a
a

Ethernet is limited in distance based on its CSMA/CD implementation.

Hubs and repeaters can be used to extend the distance of an Ethernet
segment, but since they only repeat physical layer signals, they don’t solve
collision problems.

Solutions to Collision Problems

a
a

Bridges and switches help solve bandwidth and collision issues.

Each port off of a bridge or switch is a separate bandwidth/collision domain.

Bridges versus Switches

a

With store-and-forward switching, the layer 2 device must pull the entire
frame into port and check the FCS before any additional processing of

the frame is done. With cut-through switching, the switch reads up to and
including the destination MAC address in the frame before switching the
frame. Fragment-free switching makes sure that the frame is at least 64 bytes
before switching it.

In half-duplex connections, a device can either send or receive at one time.
In full-duplex connections, a device can simultaneously send and receive.
Full-duplex connections don’t experience collisions and therefore have the
collision detection mechanism disabled in the NIC.

Bridges switch frames in software, use store-and-forward switching, use half-
duplex connections, and support a small number of ports. Switches switch
frames in hardware (ASICs), use multiple switching methods, support both
half- and full-duplex connections, and can support hundreds of ports.

Switching Functions

a

a

The three main functions of layer 2 devices are learning, forwarding, and
removing loops.

During the learning process, layer 2 devices add the source MAC address of
the frame and the incoming port number to the port address, or CAM, table.

Three types of frames are flooded: broadcast (all devices), multicast (a group
of devices), and unknown (one device) destination.
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SELFTEST

The following Self Test questions will help you measure your understanding of the material presented
in this chapter. Read all the choices carefully, as there may be more than one correct answer. Choose
all correct answers for each question.

Problems and Limitations of Ethernet
I. Which devices cannot solve collision problems?
A. Hubs
B. Switches
C. Switches and hubs
D. Routers and hubs

Solutions to Collision Problems
2. Which is not one of the three main functions of a layer 2 device?
A. Learning
B. Forwarding
C. Listening
D. Loop removal
3. Which type of traffic is not flooded by a switch?
A. Multicast
B. Known unicast
C. Broadcast
D.

Unknown unicast

Bridges versus Switches

4. Examine the top part of Figure 4-2. How many collision and broadcast domains are there?

A 1,5
B. 51
C. 41
D. 0,5

5. Which of the following is true concerning bridges?
A. They switch frames in hardware.

B. They support half- and full-duplexing.
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C. They support one collision domain for the entire bridge.
D. They do only store-and-forward switching.
6. With switching, the switch reads the destination MAC address of the frame and
immediately starts forwarding the frame.
A. Store-and-forward
B. Cut-through
C. Fragment-free
D. Runtless

7. Which of the following is true concerning full-duplexing on a NIC?
A. It can either send or receive frames, but not both simultaneously.
B. It can be used with hubs.
C. It can be used with 10Base5 cabling.
D.

[t uses point-to-point connections.

Switching Functions

8. Which of the following is true concerning the switch learning process?
A. Known destination MAC addressing information is updated in the port address table.
B. Unknown destination MAC addresses are intelligently forwarded by the switch.
C. A broadcast MAC address can be learned by the switch.
D. Unknown destination MAC addresses are dropped by the switch.
9. When would you see multiple copies of the same unicast frame being transmitted in a switched
network?
A. A port is misconfigured in half-duplex on one side and full-duplex on the other.
B. This is impossible.
C. The switching mode is configured as runtless.

D. An inadvertent layer 2 loop exists.

10. Examine Figure 4-6. Which of the following statements would be false?

A. If PC-B sends a frame to PC-C, the frame would be dropped by the switch.

B. If PC-Bis moved to port 3 of the switch, the switch will automatically update its CAM
table when PC-A sends a frame to PC-B.

C. If PC-C sends out a broadcast, the switch will still learn the MAC address of the source.
D. PC-D can set its interface to full-duplex if the switch port supports full-duplexing.
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SELFTEST ANSWERS

Problems and Limitations of Ethernet

I. 4 A. Hubs cannot solve collision problems since they replicate signals—they are used to
extend cable distances and to repeat/amplify physical layer signals.
B, C, and D are incorrect because switches and routers can be used to solve collision
problems.

Solutions to Collision Problems

2. 4 C. Listening is an STP port state, not one of the three main functions of a layer 2 device.
&l A, B, and D are the three main functions of a layer 2 device.

3. M B.Known unicast traffic is not flooded if the destination MAC address is in the CAM
table.
A, C, and D are incorrect because multicast, broadcast, and unknown unicast traffic is
always flooded, to maintain the transparency of the layer 2 device.

Bridges versus Switches

4. 4 B. There are 5 collision domains and 1 broadcast domain: each port off of a switch (the
segment associated with it) is a separate collision domain and all ports in a layer 2 network are
in the same broadcast domain.

A, C, and D have either the wrong number of collision domains or the wrong number of
broadcast domains.

5. i D. Bridges support only the store-and-forward switching method.
&l A and B are done by switches, not bridges. C is incorrect because each port on a bridge or
switch is a separate collision domain.

6. B. With cut-through switching, the switch reads the destination MAC address of the frame
and immediately starts forwarding the frame.
With A, store-and-forward, the entire frame is read and the CRC is checked before further
processing. C and D, fragment-free and runtless, are the same thing—once the first 64 bytes of
the frame are read, the switch begins to forward it.

7. 4 D. Full-duplex connections require point-to-point connections and cannot involve hubs.
Xl A, B, and C are true of half-duplex connections.
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Switching Functions
8. A. If a MAC address is already in the CAM table and is seen again, the switch will update

10.

the CAM table appropriately, including a different port number if the MAC address is seen off
of a different port.

& B and D are incorrect because unknown destination MAC addresses are flooded. C is
incorrect because you should never see a broadcast address as a source MAC address under
normal operating conditions.

M D. If you are seeing multiple copies of the same unicast frame in a switched network, it is
probably because STP is disabled or a misconfiguration of the switches is causing a layer 2 loop.
A would cause an increase in collisions on the segment. B is incorrect because this problem
can exist. C actually prevents frames less than 64 bytes from being switched, typically solving
late collision problems on the connected segment.

1 B. The switch will only update the CAM table for PC-B when it sees a frame coming from
PC-B.

& Since PC-C is in the CAM table, the switch would not flood the frame, making A an
incorrect answer. C is incorrect because the source address is PC-C, which it will still learn
since it is a unicast address. D is incorrect because if two devices support full-duplexing on a
point-to-point link, it can be used.
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his chapter provides an introduction to wireless communications.Wireless transmission

has been used for a long time to transmit data by using infrared radiation, microwaves,

or radio waves through a medium such as air.With this type of connection, no wires
are used.Wireless LANs (WLANSs) are becoming more and more common in companies’
networks, especially in small offices/home offices (SOHOs): instead of designing and implementing
an Ethernet-based network, requiring the laying of cabling, it can be more cost effective to use
wireless communications, or a combination of wired and wireless. This can be true in older
buildings where the physical infrastructure makes it difficult, if not impossible, to run Ethernet
cables to each room or area.And on top of this, many companies are deploying mobile services,
such as PDAs, smart phones, and laptops that require constant access to e-mail and web-based
services. This chapter discusses the differences between LANs and WLANSs, the common

standards that are used, security concerns when using wireless, and common types of devices
you'll find in a WLAN.

CERTIFICATION OBJECTIVE 5.01

Wireless LAN Technologies

Before we begin a discussion of the actual standards used in a WLAN, you need to
understand some of the technologies used in wireless communications. This section
introduces you to three groups of wireless technologies: narrowband, broadband, and
circuit/packet data solutions. Narrowband is the most common solution deployed in
WLAN:S, so this chapter focuses on the technology and standards used in WLANS today.

Narrowband, Broadband, and Packet Data Solutions

When you are choosing a wireless solution for your WAN or LAN, you should
always consider the following criteria: speed, distance, and number of devices to
connect.

Narrowband solutions typically require a license and operate at a low data rate.
Only one frequency is used for transmission of the wireless traffic: 900 MHz, 2.4
GHgz, or 5 GHz. Other technologies—household wireless phones, for instance—also
use these technologies. Through the use of spread spectrum, higher data rates can be
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achieved by spreading the signal across multiple frequencies. However, transmission
of these signals is typically limited to a small area, such as a small campus network.

The broadband solutions fall under the heading of a Personal Communications
Service (PCS). They provide lower data rates than narrowband solutions and cost
about the same, but they provide broader coverage. With the right provider, you can
obtain national coverage. Sprint PCS is an example of a carrier that provides this
type of solution.

Circuit and packet data solutions are based on cellular technologies. They provide
lower data rates than the other two and typically have higher fees for each megabit
transmitted; however, you can easily obtain nationwide coverage from almost any
cellular phone company. 3G is one of the more popular implementations used by
cellular phone companies today; many cell phone companies even charge a flat rate
for unlimited usage.

CSMA/CA

Recall from Chapter 3 that Ethernet uses Carrier Sense Multiple Access/Collision
Detection (CSMA/CD) to control access to a wire. WLANSs use a similar
mechanism called Carrier Sense, Multiple Access/Collision Avoidance (CSMA/CA).
Unlike Ethernet, it is impossible to detect collisions in a wireless medium. In a
WLAN, a device cannot simultaneously send or receive and thus cannot detect a
collision: it can only do one or the other.

To avoid collisions, a device will use Ready-to-Send (RTS) and Clear-to-Send
(CTS) signals. When a device is ready to transmit, it first senses the airwaves for a
current signal. If there is none, it generates an RTS signal, indicating that data is
about to send. It then sends its data and finishes by sending a CTS signal, indicating
that another wireless device can now transmit.

WLAN devices also have another similarity to Ethernet LANSs: they use
an access point to connect devices together logically. The access point serves
a function similar to that of a hub in Ethernet. One problem with a WLAN
implementation, like Ethernet, is that it is a shared medium: the more devices in
the topology, the less throughput each device individually gets because they have
to share the finite amount of bandwidth and because of the increased collisions
that can occur when devices simultaneously sense the airwaves and send an RTS
signal. Another problem with WLAN:S is security. Unlike Ethernet, anyone with
a compatible device can sniff the airwaves and eavesdrop on communications; at
least with Ethernet, this would require someone to have access to the Ethernet
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cable the traffic was traversing. The most common method of dealing with this
problem is to encrypt the wireless traffic.

Radio Frequency Transmission Factors

on the

Qob

Datch

Radio frequencies (RF) are generated by antennas that propagate the waves into the
air. As they are being propagated, various factors can reflect or deflect the signal,
affecting its quality and strength.

Antennas fall under two different categories: directional and omni-directional.
Directional antennas are commonly used in point-to-point configurations
(connecting two distant buildings), and sometimes point-to-multipoint
(connecting two WLANs). An example of a directional antenna is a Yagi
antenna: this antenna allows you to adjust the direction and focus of the
signal to intensify your rangelreach. Omni-directional antennas are used
in point-to-multipoint configurations, where they distribute the wireless
signal to other computers or devices in your WLAN. An access point would
use an omni-directional antenna.These antennas can also be used for
point-to-point connections, but they lack the distance that directional
antennas supply.

Three main factors influence signal distortion:

B Absorption Objects that absorb the RF waves, such as walls, ceilings, and
floors

B Scattering Objects that disperse the RF waves, such as rough plaster on a
wall, carpet on the floor, or drop-down ceiling tiles

B Reflection Objects that reflect the RF waves, such as metal and glass

Common objects that objects such as desks and file cabinets, and

will cause RF distortion problems include many others.
walls, ceilings, floors, glass windows, metal
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CERTIFICATION OBJECTIVE 5.02

WLAN Standards

RF Bands

Typically, government agencies control the use of RF bands. For example, in

the United States, the Federal Communications Commission (FCC) regulates
wireless transmissions, which includes new transmission methods, frequencies, and
modulations; in Europe, the European Telecommunications Standards Institute
(ETSI) is the regulator. However, one international agency, the International
Telecommunication Union-Radio Communication Sector (ITU-R) is responsible
for managing the radio frequency (RF) spectrum and satellite orbits for wireless
communications: its main purpose is to provide for cooperation and coexistence of
standards and implementations across country boundaries.

Two standards bodies are primarily responsible for implementing WLANSs: the
Institute of Electrical and Electronic Engineers (IEEE) and the Wi-Fi Alliance.
[EEE defines the mechanical process of how WLANSs are implemented in the 802.11
standards so that vendors can create compatible products. The Wi-Fi Alliance basically
certifies companies by ensuring that their products follow the 802.11 standards, thus
allowing customers to buy WLAN products from different vendors without having to
be concerned about any compatibility issues. Cisco is a founding member of the Wi-Fi
Alliance. You can find a list of certified vendor products at www.wi-fi.com.

Wireless communications can use various RF bands. Some of these are licensed
(you have to pay a governmental agency to use them) and some are unlicensed. For
example, radio broadcasts, such as AM and FM, are licensed through your country’s
government. Other bands, such as the 802.11 bands, are unlicensed, so you don’t
have to buy a license from the government to use these frequencies. However,
unlicensed bands are still regulated by governments, which might define restrictions
in their usage. WLANS use three unlicensed bands:

B 900 MHz Used by older cordless phones

B 2.4 GHz Used by newer cordless phones, WLANS, Bluetooth, microwaves,
and other devices

B 5 GH:z Used by the newest models of cordless phones and WLAN devices


www.wi-fi.com
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A hertz (Hz) is a unit of frequency that measures the change in a state or cycle
in a wave (sound or radio) or alternating current (electricity) during 1 second. A
megaherty (MHz) is 1 million cycles per second and a gigahertz (GHz) is 1 billion
cycles per second. The word herty is from Heinrich Hertz, a German physicist who
first discovered that you could send and receive waves through the air.

The 900 MHz and 2.4 GHz frequencies are commonly referred to as the Industrial,
Scientific, and Medical (ISM) bands and the 5 GHz frequency the Unlicensed National
Information Infrastructure (UNII) band.

Datch
The advantage of using drawback is that many types of devices
unlicensed bands for WLANs is that use them, such as cordless phones,
you, as a company, don’t have to pay microwave ovens, and Bluetooth devices,
a license fee to the government to use which can create interference for WLAN
these frequencies. However, their main devices using the same RF band.

802.11 Standards

Wireless is becoming very popular in today’s LANS, since little cabling is required.
Four basic standards are currently in use: 802.11a, 802.11b, 802.11g, and 802.11n, as
shown in Table 5-1.

Datch
Be familiar with the Mbps; and 802.11g—54 Mbps. Remember
contents of Table 5-1, especially the data that 802.11b and 802.1 g support DSSS
rates: 802.1 1b—I 1 Mbps; 802.11a—54 and 802.11a and 802.1 g support OFDM.
on the The speeds listed in Table 5-1 are optimal speeds based on the specifications—

Qob the actual speeds that you might achieve in a real network vary according
to the number of devices you have, the distance that they are from an access
point, and any physical obstructions or interference that might exist.
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WLAN Standards

802.11a 802.11b 802.11g 802.11In

Data Rate 54 Mbps 11 Mbps 54 Mbps 248 Mbps (with
2x2 antennas)
Throughput 23 Mbps 4.3 Mbps 19 Mbps 74 Mbps
Frequency 5 GHz 2.4 GHz 2.4 GHz 2.4 and/or 5 GHz
Compatibility None With 802.11g and With 802.11b 802.11a, b, and g
the original 802.11

Range (meters) 35-120 38-140 38-140 70-250
Number of Channels 3 Upto23 3 14
Transmission OFDM DSSS DSSS/OFDM MIMO

Direct Sequence Spread Spectrum (DSSS) uses one channel to send data across all
frequencies within that channel. Complementary Code Keying (CCK) is a method
for encoding transmissions for higher data rates, such as 5.5 and 11 Mbps, but it still
allows backward compatibility with the original 802.11 standard, which supports
only 1 and 2 Mbps speeds. 802.11b and 802.11¢g support this transmission method.
OFDM (Orthogonal Frequency Division Multiplexing) increases data rates by using a
spread spectrum: modulation. 802.11a and 802.11g support this transmission method.
802.11n uses MIMO (Multiple Input Multiple Output) transmission, which uses
DSSS and/or OFDM by spreading its signal across 14 overlapping channels at
5 MHz intervals. Use of 802.11n requires multiple antennas.

Of the four IEEE 802.11 standards, 802.11b has been deployed the most, with
802.11g being the most common one sold today. 802.11n is very new and not
commonly found in company networks, but is slowing making its way into SOHO
networks; its main drawback is that 802.11n hasn’t been ratified as a standard
yet—it’s still in a draft state. One advantage that 802.11b and 802.11g devices have
over 802.11a is that 802.11b and 802.11g can interoperate, which makes migrating
from an all-802.11b network to an 802.11g network an easy and painless process.
Note that 802.11¢ devices are compatible with 802.11b devices (but not vice versa)
and 802.11a devices are not compatible with the 802.11b and 802.11g standards.
802.11n is backward compatible with all three standards; however, when running
it in compatibility mode, you will not reach its maximum data rate or throughput.
802.11n is currently in a draft state and should be ratified as a standard in 2008 or
2009; therefore, you might experience compatibility issues between different vendors
if using 802.11n equipment.
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on the Typically, your throughput on any given wireless network is half of the overall
Qob bandwidth. For example, an 802.11b network usually runs with only 5.5 Mbps
throughput. The overhead bandwidth involved really makes a difference.

CERTIFICATION OBJECTIVE 5.03

WLAN Security

One of the biggest problems of wireless networks is security. War driving is a term
used in the old days of hacking when a person would continually dial phone
numbers until he eventually dialed a number of a computer system and then would
try to hack into it using various methods. Today, the term is commonly used to
describe hackers that roam around with a laptop and 802.11b/g NIC trying to

find WLAN:Ss to break into. Most WLAN solutions support some form of security
features; however, it is really surprising about the number of SOHO companies and
home users that don’t implement these features, basically allowing someone who is
driving by to get free Internet access or worse, opening up their network to other
forms of attacks. The following sections discuss some common threats WLANSs face
and security solutions you can implement to mitigate these threats.

WLAN Client Access to the Network

Before learning about security solutions available for your WLAN networks, you
should understand how an end user client with a WLAN NIC accesses a LAN

or other wireless services via an access point (AP). To allow clients to find the

AP easily, the AP periodically broadcasts beacons, announcing its Service Set
Identifier (SSID), data rates, and other WLAN information. SSID is a naming
scheme for WLAN:Ss to allow an administrator to group WLAN devices together.
To discover APs, clients will scan all channels and listen for the beacons from the
AP(s). By default, the client will associate itself with the AP that has the strongest
signal. When the client associates itself with the AP, it sends the SSID, its MAC
address, and any other security information that the AP might require based on
the authentication method configured on the two devices. Once connected, the
client periodically monitors the signal strength of the AP to which it is connected;
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if the signal strength becomes too low, the client will repeat the scanning process to
discover an AP with a stronger signal. This process is commonly called roaming.

802.11 defines only two authentication methods for APs to authentication
clients:

B Open Authentication Exchanging four hello packets that contain no
verification (basically no security at all)

B Shared Key Authentication A static encryption key is used with the
Wireless Equivalency Privacy (WEP, or sometimes referred to as the Wireless
Encryption Protocol), which is very weak by today’s standards

The following sections discuss in depth the security solutions available in a
WLAN environment.

Security Solutions
A good WLAN security solution should provide for the following:

B Encryption Protect data transmitted between the edge WLAN device and
the access point, providing privacy and confidentiality

B Authentication Control who is allowed to access LANs behind the WLAN

access points

B Intrusion prevention system (IPS) Protect the network by detecting and
preventing network and unauthorized access attacks

A brief overview of some of these solutions is found in Table 5-2. The following
sections discuss methods available for securing your wireless network.

TABLE 5-2 Common WLAN Security Solutions

WEP 802.1x EAP WPA 802.11i/WPA2
Introduced 1997 2001 2003 2004
Encryption Static keys, Dynamic keys Dynamic, per Dynamic, per
breakable packet packet, most secure
User Authentication ~ None (optional =~ Usernames/ passwords, =~ Usernames/ Usernames/
MAC address certificates, pre-shared ~ passwords, passwords,
filtering) keys (PSK) certificates, PSK  certificates, PSK
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SSID and MAC Address Filtering

When implementing SSIDs, the AP and client must use the same SSID value to
authenticate. By default, the access point broadcasts the SSID value, advertising its
presence, basically allowing anyone access to the AP. Originally, to prevent rogue
devices from accessing the AP, the administrator would turn off the SSID broadcast
function on the AP, commonly called SSID cloaking. To allow a client to learn the
SSID value of the AP, the client would send a null string value in the SSID field
of the 802.11 frame and the AP would respond; of course, this defeats the security
measure since through this query process, a rogue device could repeat the same
process and learn the SSID value. Therefore, the APs were commonly configured
to filter traffic based on MAC addresses. The administrator would configure a list of
MAC addresses in a security table on the AP,

listing those devices allowed access; however,
e)cam

on the

Qob

phy the problem with this solution is that MAC
wasoh If broadcast beaconing addresses can be seen in clear-text in the
is disabled on the AP, the client will airwaves. A rogue device can easily sniff the
manually have to configure the SSID to airwaves, see the valid MAC addresses, and
match that of the AP. change its MAC address to match one of the
valid ones. This is called MAC address spoofing.
WEP

WEP (Wired Equivalent Privacy) was one of the first security solutions for WLANSs
that employed encryption. WEP uses a static 64-bit key, where the key is 40 bits
long, and a 24-bit initialization vector (IV) is used. Because repetitious data will
eventually allow a person to discover the key, a random IV value is added to the
data and included in the encryption; however, the IV is sent in clear-text. Because
WEP uses RC4 as an encryption algorithm and the IV is sent in clear-text, WEP
can be broken. To alleviate this problem, the key was extended to 104 bits with the
IV value. However, either variation can easily be broken in minutes on laptops and
computers produced today.

Because WEP can easily be broken, it is not recommended to be used in
company networks. However, in SOHO networks it is still commonly used
because of its simplicity to implement; to add an extra level of security, it
is commonly combined with MAC address filtering. Even so, a determined
attacker/hacker can easily bypass both methods.
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Because of the security issues prevalent in WEP, Cisco enhanced it with a
proprietary solution called Temporal Key Integrity Protocol (TKIP). TKIP does
per-packet keying and Cisco Message Integrity Check (CMIC), which basically does
per-packet keying and hashing. With TKIP, every packet has a unique encryption
key, and each packet is digitally signed to validate the source of the sender before
decrypting it, to make sure the packet is valid and that it’s coming from a trusted
source and not being spoofed.

802.1x EAP

The Extensible Authentication Protocol (EAP) is a layer 2 process that allows a
wireless client to authenticate to the network. There are two varieties of EAP: one for
wireless and one for LAN connections, commonly called EAP over LAN (EAPoL).
One of the concerns in wireless is allowing a WLAN client to communicate to
devices behind an AP. Three standards define this process: EAP, 802.1x, and Remote
Authentication Dial In User Service (RADIUS). EAP defines a standard way of
encapsulating authentication information, such as a username and password or a
digital certificate that the AP can use to authenticate the user. EAP is basically an
extension of the Point-to-Point Protocol (PPP) and one of the first forms of EAP was
EAP-MD?5, which used Challenge Handshake Authentication Protocol (CHAP) for
authentication (CHAP is discussed in more depth in Chapter 25). Here are some of
the extensions of EAP:

B EAP-MD5 Supports CHAP with static passwords for authentication

B EAP-TLS Supports x.509v3 digital certificates for authentication

B LEAP (Lightweight EAP) Supports static passwords and allows for per-
session WEP keys

B PEAP (Protected EAP) Supports static and one-time passwords (OTP),
where SSL secures the connection so that MS-CHAP can be used for
authentication and the username and password are encrypted to protect them
from an eavesdropping attack (a digital certificate is required only on the
server)

B EAP-FAST Supports faster authentication, where a shared secret key is
used to encrypt authentication information (similar to PEAP)

B EAP-GTC Supports authentication via a generic token card server

Some of these EAP methods support authentication as well as keying information
to encrypt the wireless transmissions between the client and AP.
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EAP operation
and devices

v
v

EAP
=E=
Client Access Point AAA RADIUS