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It decodes for more
than 450 protocols.

It provides support for
major LAN, WAN, and
networking
technologies.

It provides the ability
to filter packets at both
the bit and byte levels.

It provides expert
analysis and diagnosis
of network problems
and recommends
corrective actions.

Switch Expert provides
the ability to poll
statistics from various
network switches.

Network traffic
generator can operate
at Gigabit speeds.
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Foreword

In today’s business-based network infrastructures, problems arise almost every second.
Either the network is too slow or something is not functioning properly. At these
problematic times, many administrators use a troubleshooting technique not docu-
mented in any textbook nor taught in any class nor found on any certification test. It
is the skill of pure clairvoyance. | know you have all seen it, watched your senior net-
work administrator troubleshoot a network problem without performing any analysis.
The administrator closes his or her eyes, tilts back in a chair, takes a few deep breaths,
and a few seconds later, produces a solution: “It’s the NIC on the server—it has to be
at least five years old. Maybe the drivers need to be replaced.” Have you ever seen
this feat achieved, or done it yourself? Chances are you have—it is very common.

As a network administrator, have you ever wanted to solve some of the deepest
network mysteries and figure out the most “Rubix cube-like” problems with nothing
more than a single glance at the cable coming out of the patch panel? If this Is your
modus operandi, this is the book for you. | used to tease my junior network adminis-
trators by placing my finger in a free hub port, closing my eyes for a second, opening
them a few moments later, and blurting out a solution. Many times, they thought |
was Kidding—until 1 actually solved the problem.What they didn’t know was that |
had spent the morning using the Sniffer Pro analyzer and some other tools to solve
the problems the network was experiencing.

What if you could stick your head into cabling, hubs, switches, or other network
gear and be able to tell exactly what the problem was? This book, along with the
Sniffer Pro Network Analysis software from Network Associates, can help you per-
form network and protocol-level analysis. Sniffer Pro is a troubleshooting tool like no
other, and in my opinion, it is not used as often as it should be.What if | told you
that with the Sniffer Pro tool, you could solve some of the biggest network problems
around? Would you use it? Of course you would! This book was created to not only

open your eyes to the world of network analysis but also to teach you the finer
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details of working with the tool that gets that essential packet-level data for you. That
tool is Sniffer Pro.You, using this book and Sniffer Pro, could easily become a net-
work analysis technician and a Sniffer Certified Professional (SCP), a much better
choice than the lord of clairvoyance by far.

Several years ago, purely out of frustration, I was inspired to write this book. |
was having a problem with my network that I couldn’t figure out on my own, so |
traveled to my nearest bookstore. | walked aimlessly down the aisle looking for a
book that might help me troubleshoot the mysterious network issues | was experi-
encing back at work. | needed that one book that was going to help me solve my
problems—or at least point me in a better direction. | walked up and down eight
aisles, but not even one book was to be found on network troubleshooting. Yikes!
What to do now? | literally waded through 700+ books on HTML, MCSE, and all
kinds of stuff that wasn’t going to help me. I called a friend who | hoped would be
able to help and came up empty there, too. | couldn’t readily find what | had
assumed would be a common book for a common problem! What | wanted was a
book on how to create a capture filter and analyze traffic based on patterns using the
Sniffer Pro Network Analyzer. That experience sent me on a mission to create the
Sniffer Pro Network Optimization and Troubleshooting Handbook.

The Sniffer Pro product has been the savior of both novice and experienced net-
work administrators by being able to pick up clues about a network issue from
viewing a messy decode. However, many technicians have learned the wrong way to
use it—capture everything and sift through it—and have quickly become frustrated
with not being able to learn how to accurately set up the application for proper anal-
ysis. This book is meant to remedy that situation.

Sniffer Pro Network Optimization and Troubleshooting Handbook takes a building-
block approach to getting the reader through both the mechanics of using Sniffer Pro
and the methodologies and techniques needed to deploy alongside Sniffer Pro. Do
not make the mistake of thinking that this tool will solve your problems.You, as the
network analyst, will solve the problems with the help of the Sniffer Pro tool, and
the authors of this book have made sure that you are thinking that way every step of
the way. For instance, in certain chapters you are asked to look at Ethernet problems
such as excessive collisions with Sniffer Pro and arrive at a conclusion about what is
wrong with the network. Not only will you learn about the problem and how to use
Sniffer Pro to uncover it, but the book also focuses on using other tools and tech-
niques (all from the authors’ experience) on how to further diagnose the problem
and come to full resolution. These techniques are important for you to master, and
this book will make sure that you do.
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Let’s look at a breakdown of the book by chapter:

Chapter 1, “Introduction to Sniffer Pro,” is a very detailed introduction to
the essentials of networking, what Sniffer Pro does for you, and the funda-
mentals of the SCP certification exam. This is an important chapter because
it covers many theories you will need to understand in order to use Sniffer
Pro intelligently. It is meant also as a reference for you to return to while
reading the rest of the book to understand a concept you might not fully
understand, such as IPX addressing fundamentals or how to use hex-based
addressing concepts.

Chapter 2, “Installing Sniffer Pro,” goes through the details of installing and
configuring the Sniffer Pro application and the drivers required for it to
function properly. Many technicians who know little about Sniffer Pro truly
believe that installing Sniffer Pro on a workstation and running it will pro-
vide them with solutions. Unfortunately, it is not that easy. For instance,
using the wrong drivers hides collisions, preventing you from knowing you
have a problem. Furthermore, problems could be occurring downstream
from your place on the network, and you could be missing problematic data
transmissions because of your position on the network. This chapter
addresses these misconceptions as well as others. Additionally, this chapter
covers building a technician toolkit so that you know what to take with you
to help augment Sniffer Pro and your troubleshooting skills.

Chapter 3,“Exploring the Sniffer Pro Interface,” explores the ins and outs of
the Sniffer Pro interface. This chapter has three main goals. First, you need
to know how to move around the application to be able to use it. Second,
this chapter familiarizes you with basic configurations so you can create and
use the more advanced configurations later. As mentioned, this book takes a
building-block approach so that you understand what you are doing as well as
going through the mechanics of walking through the configuration steps.
Lastly, you need to memorize the content of this chapter for the SCP exam.
The exam contains many questions directly relating to how to get from one
place to another and what can be done in each dialog box. It is essential that
you fully review this chapter until it becomes second nature for you to walk
through the configuration screens. Every time you perform network analysis
IS unique, so you should know how to use Sniffer Pro in any situation.
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= Chapter 4,*“Configuring Sniffer Pro to Monitor Network Applications,”
builds on your newfound mastery of the Sniffer Pro interface and teaches
you how to monitor applications, especially applications running on
Microsoft and Novell NetWare networks. Basic Sniffer Pro capture process
fundamentals are covered, followed by the nuances of capturing and
decoding traffic. Again, with a building-block approach, you will learn new
techniques within each chapter, building on the fundamentals learned in
subsequent sections. Here, you learn to capture traffic and analyze it.You
need to know how to position Sniffer Pro to capture specific conversations
between clients and how to analyze them.The chapter then walks you
through capturing very specific protocols and how to analyze the decodes.
You will look at (but are not limited to) SAP, NCP, Microsoft logins, mail
slots, and NetBIOS. The contents of this chapter are your wakeup call to
what’s inside that wire.

= Chapter 5,*“Using Sniffer Pro to Monitor the Performance of a Network,”
takes you down the path of performance monitoring, real-time monitoring,
baselining, and trending.You must be very proficient with these techniques
for network and performance analysis. This chapter lays out a problem net-
work, then walks you through the detailed steps of how to monitor and
repair performance for that specific problem. At the end of the chapter, you
have a chance to look at the redesigned network functioning at peak perfor-
mance. This chapter is very important for any technician who wants to be
able to use the Sniffer Pro for performance analysis. It covers the dashboard
in real time for both Ethernet and Token Ring networks, and it looks at
LAN-based performance problems you will find on improperly designed
and poorly configured networks.

= Chapter 6,“Capturing Network Data for Analysis,” provides an in-depth
explanation of how to capture data with Sniffer Pro, how to save captures,
and the fundamentals of building basic filters and profiles—all through
examples with protocols such as ARP and TCP.

= Chapter 7,“Analyzing Network Issues,” goes into the more advanced net-
work problems and, more important, how you can use Sniffer Pro to find,
analyze, and possibly eliminate these problems. This chapter goes into the
analysis of NIC chatter, slow network access and logins, DHCP problems,
Token Ring problems, and more. This is an advanced chapter.
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» Chapter 8,“Using Filters,” builds on the information in Chapter 6 that
taught you the fundamentals of building filters for network traffic capture
and analysis. One of the most common problems technicians face is how to
understand and build filters. It looks easy—until you start building patterns
and using offsets. This chapter gives you the ammunition you need to
understand how to build a filter and takes a look at the mechanics of
building your own. The chapter ends with a look at Cisco CDP and RIP
analysis.

= Chapter 9,“Understanding and Using Triggers and Alarms,” starts to show
you some of the additional, but usually unexplored, functionalities of Sniffer
Pro. This chapter covers in detail how to use triggers and alarms.

= Chapter 10, “Reporting,” provides additional details on how to report the
data you have analyzed. Sniffer Pro has great functionality in helping you
build network analysis reports for the purpose of explaining what is hap-
pening on the network to managers or clients.

= Chapter 11, “Troubleshooting Network Traffic and Applications with
Security in Mind,” takes a look at the darker side of analysis using Sniffer
Pro.You might have heard that Sniffer Pro can be used to hack a network.
Here is where you can see it happen and learn how to protect your network
from such threats. This chapter looks at the analysis of viruses and worms,
Telnet, SNMP, e-mail, and any other clear-text password protocol and its
dangers. Here we examine a DNS zone transfer capture as well as eaves-
dropping and replaying.

= Chapter 12, “Troubleshooting Traffic for Network Optimization,” ties up the
concepts covered in the book by looking at how to use all the features of
Sniffer Pro to find a problem on your network and optimize your network
with those findings. Every network has some form of problem, and in this
chapter, all of what you have learned throughout the book is tied together
with detailed looks at optimizing a network problem from start to finish
using Sniffer Pro.

All in all, this book was a great experience to both write and produce for the IT
community at large. As with any topic that attempts to cover the wide breadth of
network analysis, this book, unfortunately, does not contain every answer to every
question. However, we hope that this book will empower you to use the Sniffer Pro
Network Analysis application to find and research your questions for further analysis.
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The authors who helped produce this work are all highly experienced and have
written their chapters using their own on-the-job experiences, where network anal-
ysis is learned via trial by fire. As you’ll see, network analysis and troubleshooting are
learned skills that take time to develop.

Network analysis and troubleshooting are also a great deal like warfare.\When you
step into combat, you want to arm yourself with the very best weapons. Would you
try to analyze your network using a slingshot? | didn’t think so. Sniffer Pro is a better
choice. So when your next network battle arises, arm yourself with your skills, Sniffer
Pro, and this book. I guarantee victory.

—~Robert J. Shimonski
CCDP, CCNP, SCP, NNCSS, MCSE, MCP+I,
Master CNE, CIP, CIBS, CWP, CIW, GSEC, GCIH,
A+, Inet+, Server+, Network+, eBiz+, TICSA
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Introduction

Imagine it is 4:00 p.m. and you are sitting at your desk with three books spread
across your lap.You are hard at work trying to figure out why performance on
your company?’s file server has dropped sharply over the past eight hours. Of the
200 users in your company, nearly 100 of them have called to complain about
slow connection times and hung sessions.You are highly stressed because one of
the callers today was the CEO. The company’s main file server (a NetWare 5
server) performed without issue for the past year. This box never gave you a
problem.You examine the system monitor, CPU utilization, and cache buffers
and determine that all three are within their normal limits.You even run brand-
new virus updates and signatures on the box, just to be sure.You have now
resorted to cracking open all the reference books you shelved a year ago. Blowing
the dust off them, you dig in, ready for a long night trying to figure out the
source of this dilemma.

What if figuring out this problem were as easy as popping open a laptop and
running an application to look at the connection between your server and the
switch port? What if you saw from your analysis that the network interface card
has a problem because it is old and is now chattering or malfunctioning, which in
turn is inhibiting connections? You might even be surprised to know that
someone on your internal network “could” be sending your server a Ping of
Death or some other type of Denial of Service (DoS) attack. How in the world
could you even figure that out? Quite easily, it turns out—with the Network
Associates Sniffer Pro product, that’s how.

Understanding Network Analysis

Electronic distribution of information is becoming increasingly important, and
the complexity of the data exchanged between systems is increasing at a rapid
pace. Computer networks today carry all kinds of data, voice, and video traffic.
Network applications require full availability without interruption or congestion.
As the information systems in a company grow and develop, more networking
devices are deployed, resulting in large physical ranges covered by the networked
system. It is crucial that this networked system operate as effectively as possible,
because downtime is both costly and an inefficient use of available resources.
Network analysis is a range of techniques that network engineers and designers
employ to study the properties of networks, including connectivity, capacity, and
performance. Network analysis can be used to estimate the capacity of an existing
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network, look at performance characteristics, or plan for future applications and
upgrades.

One of the best tools for performing network analysis is a network analyzer
such as Sniffer Pro. A network analyzer is a device that gives you a very good idea
of what is happening on a network by allowing you to look at the actual data
that travels over it, packet by packet. A typical network analyzer understands
many protocols, which enables it to display conversations taking place between
hosts on a network.

Network analyzers typically provide the following capabilities:

= Capture and decode data on a network

= Analyze network activity involving specific protocols

= Generate and display statistics about the network activity
= Perform pattern analysis of the network activity

Network Analysis Fundamentals

How many times has a customer come to you and said that the network is slow?
Or has a programmer claimed that there is a network problem? Even if it is not a
network problem, how do you prove it’s not? This is where the art of network
analysis comes in.

A network analyzer is a troubleshooting tool that is used to find and solve
network communication problems, plan network capacity, and perform network
optimization. Network analyzers can capture all the traffic that is going across your
network and interpret the captured traffic to decode and interpret the different
protocols in use. The decoded data is shown in a format that makes it easy to
understand. A network analyzer can also capture only traffic that matches only
the selection criteria as defined by a filter. This allows a technician to capture only
traffic that is relevant to the problem at hand. A typical network analyzer displays
the decoded data in three panes:

= Summary Displays a one-line summary of the highest-layer protocol
contained in the frame, as well as the time of the capture and the source
and destination addresses.

= Detail Provides details on all the layers inside the frame.
= Hex Displays the raw captured data in hexadecimal format.
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A network professional can easily use this type of interface to analyze this

data. An example of the three-pane display is shown in Figure 1.1.

Figure 1.1 The Sniffer Pro Decode Screen’s Three-Pane Display
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Network analyzers further provide the ability to create display fi
network professional can quickly find what he or she is looking for.
Advanced network analyzers provide pattern analysis capabilities

Iters so that a

. This feature

allows the network analyzer to go through thousands of packets and identify

problems. The network analyzer can also provide possible causes for
lems and hints on how to resolve them.

NoTE

these prob-

Sniffer Pro comes with a feature known as the Expert that analyzes
frames on the network, compares them against its database of protocols
and standards, and finds potential problems on the network. The Sniffer

Pro Expert also provides possible causes of problems as well

as potential

solutions. You will learn about the Expert in Chapter 3, “Exploring the

Sniffer Pro Interface.”
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Troubleshooting Methodology

The key to successful troubleshooting is knowing how the network functions under
normal conditions. This knowledge allows a network professional to quickly recog-
nize abnormal operations. Using a strategy for network troubleshooting, the
problem can be approached methodically and resolved with minimum disruption to
customers. Unfortunately, sometimes even network professionals with years of expe-
rience have not mastered the basic concept of troubleshooting; a few minutes spent
evaluating the symptoms can save hours of time lost chasing the wrong problem.

A good approach to problem resolution involves these steps:

Recognizing symptoms and defining the problem
Isolating and understanding the problem
Identifying and testing the cause of the problem
Solving the problem

Verifying that the problem has been resolved

o~ e

NoTE

A very important part of troubleshooting is performing research. The
Internet can be a valuable source of information on a variety of network
topics and can provide access to tutorials, discussion forums, and refer-
ence materials. As a part of your troubleshooting methodology, you can
use the Internet as a tool to perform searches on errors or symptoms
that you see on your network.

The first step toward trying to solve a network issue is to recognize the
symptoms.You might hear about a problem in one of many ways: an end user
might complain that he or she is experiencing performance or connectivity
issues, or a network management station might notify you about it. Compare the
problem to normal operation. Determine whether something was changed on
the network just before the problem started. In addition, check to make sure you
are not troubleshooting something that has never worked before. Write down a
clear definition of the problem.

Once the problem has been confirmed and the symptoms identified, the next
step is to isolate and understand the problem.When the symptoms occur, it is
your responsibility to gather data for analysis and to narrow down the location of
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the problem. The best approach to reducing the problem’s scope is to use divide-
and-conquer methods. Try to figure out if the problem is related to a segment of
the network or a single station. Determine if the problem can be duplicated else-
where on the network.

The third step in problem resolution is to identify and test the cause of the
problem and test your hypothesis.You can use network analyzers and other tools
to analyze the traffic. After you develop a theory about the cause of the problem,
you must test it.

Once a resolution to the problem has been determined, it should be put in
place. The solution might involve upgrading hardware or software. It may call for
increasing LAN segmentation or upgrading hardware to increase capacity.

The final step is to ensure that the entire problem has been resolved by having
the end customer test for the problem. Sometimes a fix for one problem creates a
new problem. At other times, the problem you repaired turns out to be a
symptom of a deeper underlying problem. If the problem is indeed resolved, you
should document the steps you took to resolve it. If, however, the problem still
exists, the problem-solving process must be repeated from the beginning. The
problem resolution flowchart is shown in Figure 1.2.

Figure 1.2 Problem Resolution Flowchart
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The OSI Model, Protocols, and Devices

To understand network analysis, it is very important to learn the theory behind
how networks operate. For a network to work, the computers running on it need
to agree on a set of rules. Such a set of rules is known as a protocol. A protocol in
networking terms is very similar to a language in human terms. Two computers
using different protocols to talk to each other would be like someone trying to
communicate in Japanese to another person who did not understand that lan-
guage. It simply would not work!

Many protocols exist in today’s world of network communication. In the early
days of networking, each networking vendor wrote their own protocols. Eventually,
standards were developed so that devices from multiple vendors could communi-
cate with each other using a common protocol. Examples of these protocols
include Transmission Control Protocol/Internet Protocol (TCP/IP), Internetwork
Packet Exchange/Sequence Packet Exchange (IPX/SPX), and AppleTalk.

NoTE

To be a successful network troubleshooter, you need a strong under-
standing of network protocols. Understanding different protocols and
their characteristics will help you recognize abnormal behavior when it
occurs in your network.

Network protocols can be classified as connection-oriented or connection-
less. Connection-oriented protocols establish a channel between the source and desti-
nation machines before any data is transmitted. The protocol ensures that packets
arrive at the receiving station in the same sequence in which they were trans-
mitted. If a packet is lost in transit, it is retransmitted by the source. The destina-
tion host acknowledges data sent from the source to the destination. Because of
all these features, connection-oriented protocols are also known as reliable proto-
cols. Connectionless protocols provide no assurance that data sent from the source
will reach the destination. They provide “best-effort” delivery. There is no guar-
antee that a packet will reach its destination or that it will be in order. These
details are handled by upper-layer protocols. Connection-less protocols are
known as unreliable protocols. However, they require less overhead and are gener-
ally faster than connection-oriented protocols.
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This book will show you, in detail, how to capture, view, decode, filter,
and dissect many different protocol suites with the Sniffer Pro network
analyzer.

The OSI Model and the DOD Model

In the early 1980s, the International Standards Organization (1ISO) created the
Open Systems Interconnection (OSI) model, which describes how network pro-
tocols and components work together. The OSI reference model divides network
protocol functions into seven layers. Each layer represents a group of related spec-
ifications, functions, and activities.

The seven layers of the OSI model are shown in Figure 1.3. A layer in the
OSI model provides services to the layer above it and, in turn, relies on the ser-
vices provided by the layer below it. Encapsulation is the process by which infor-
mation from an upper layer of the model is inserted into the data field of a lower
layer. As a message leaves a networked station, it travels from Layer 7 to Layer 1.
Data created by the application layer is passed down to the presentation layer. The
presentation layer takes the data from the application layer and adds its own
header and trailer to it. This data is then passed down to the session layer, which
adds its own header and trailer and passes it down to the transport layer. The pro-
cess repeats itself until the data reaches the physical layer. The physical layer does
not care about the meaning of the data. It simply converts the data into bits and
places it on the transmission media.

Figure 1.3 The OSI Reference Model’s Seven Layers
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The data that comes from an upper layer to a lower layer, including the
upper layer headers and trailers, is known as the payload for the lower
layer.

When the data arrives at its destination, the receiving station’s physical layer
picks it up and performs the reverse process (also known as decapsulation). The
physical layer converts the bits back into frames to pass on to the data link layer.
The data link layer removes its header and trailer and passes the data on to the
network layer. Once again, this process repeats itself until the data reaches all the
way to the application layer.

The layers of the OSI model are:

= Application layer This topmost layer of the OSI model is responsible
for managing communications between network applications. This layer
is not the application itself, although some applications may perform
application layer functions. Examples of application layer protocols
include File Transfer Protocol (FTP), Hypertext Transfer Protocol
(HTTP), Simple Mail Transfer Protocol (SMTP), and Telnet.

= Presentation layer This layer is responsible for data presentation,
encryption, and compression.

= Session layer The session layer is responsible for creating and managing
sessions between end systems. The session layer protocol is often unused
in many protocols. Examples of protocols at the session layer include
NetBIOS and Remote Procedure Call (RPC).

= Transport layer This layer is responsible for communication between
programs or processes. Port or socket numbers are used to identify
these unique processes. Examples of transport layer protocols include
Transmission Control Protocol (TCP), User Datagram Protocol (UDP),
and Sequence Packet Exchange (SPX).

= Network layer This layer is responsible for addressing and delivering
packets from the source node to the destination node. The network layer
takes data from the transport layer and wraps it inside a packet or data-
gram. Logical network addresses are generally assigned to nodes at this
layer. Examples of network layer protocols include IP and IPX.
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= Data link layer This layer is responsible for delivering frames between
network interface cards (NICs) on the same physical segment.
Communication at the data link layer is generally based on hardware
addresses. The data link layer wraps data from the network layer inside a
frame. Examples of data link layer protocols include Ethernet, Token
Ring, and Point-to-Point Protocol (PPP). Devices that operate at this
layer include bridges and switches.

= Physical layer This layer defines connectors, wiring, and the specifica-
tions on how voltage and bits pass over the wired (or wireless) media.
Devices at this layer include repeaters, concentrators, and hubs. Devices
that operate at the physical layer do not have an understanding of paths.

The OSI model is very generic and can be used to explain virtually any net-
work protocol.Various protocol suites are often mapped against the OSI model
for this purpose. A solid understanding of the OSI model aids tremendously in
network analysis, comparison, and troubleshooting. However, it is also important
to remember that not all protocols map nicely to the OSI model. For example,
TCP/IP was designed to map to the U.S. Department of Defense (DoD) model.

In the 1970s, the DoD developed its four-layer model. The core Internet pro-
tocols adhere to this model. The DoD model is merely a condensed version of
the OSI model. Its four layers are:

= Process layer This layer defines protocols that implement user-level
applications such as mail delivery, remote login, and file transfer.

= Host-to-host layer This layer handles the connection, data flow man-
agement, and retransmission of lost data.

= Internet layer This layer is responsible for delivering data from source
host to destination host across a set of different physical networks that
connect the two machines.

= Network access layer This layer handles the delivery of data over a
particular hardware media.

TCP/IP

TCP/IP, developed by the Defense Advanced Research Projects Agency (DARPA),
is the most widely used routed protocol today. Figure 1.4 shows how the layers of
the TCP/IP stack map against the seven layers of the OSI reference model.
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Figure 1.4 The TCP/IP Protocol Stack Layers
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Internet Protocol (IP) is a Layer 3 protocol that contains addressing and con-
trol information that allows packets to be routed. IP is a connectionless protocol,
therefore, it provides unreliable best-effort packet delivery service. Since IP only
provides best effort delivery, a packet may be discarded during transmission. All 1P
packets consist of a header and a payload (data from upper layers). Figure 1.5
shows the format of an IP packet.

Figure 1.5 The Format of an IP Packet
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If reliable, guaranteed transfer is needed, IP depends on TCP to provide
this functionality. TCP is a connection-oriented protocol that runs on top
of IP and provides sequencing and acknowledgments.

At the transport layer of the TCP/IP stack, the two commonly used protocols
are TCP and UDP.The headers for both of these protocols include a source and
destination port number, which are used to determine the application or process
that the TCP segment or UDP datagram originate from and destined to. TCP is a

www.syngress.com

11



12

Chapter 1 = Introduction to Sniffer Pro

connection-oriented protocol, and UDP is a connectionless protocol. The TCP
header includes sequence and acknowledgment numbers for reliable delivery.
TCP can also use the sliding window principle. The sliding window algorithm
allows a buffer to be placed between the application program and the network
data flow. Data received from the network is placed into this buffer until the
application is ready to read it. The window is the amount of data that can be
fetched into the buffer before an acknowledgment must be sent.

Examples of applications that use TCP include FTP, Telnet, Network File
System (NFS), SMTP, HTTP, Domain Name System (DNS), and Network News
Transfer Protocol (NNTP). Examples of applications that use UDP include DNS,
Routing Information Protocol (RIP), NFS, Simple Network Management
Protocol (SNMP), and Dynamic Host Configuration Protocol/Boot Protocol
(DHCP/BOOTP). As you can see, some applications (such as DNS and NFS)
can use both protocols.

IP Addressing

TCP/IP uses IP addresses to send messages to their proper destinations. Every
TCP/IP host in the network requires a unique IP address on each of its NICs. IP
addresses are assigned by the network administrator, either manually or through a
dynamic addressing protocol such as Reverse Address Resolution Protocol
(RARP), BOOTP, or DHCP.The current IP addressing scheme (IPv4) defines an
IP address as a 32-bit binary number—for example:

11000111 00011010 10101100 01010011

To make it more convenient for us, the IP address is divided into four 8-hit
octets (bytes):

11000111. 00011010. 10101100. 01010011

These octets are then converted from binary to decimal numbers and written as
follows (four decimal digits separated by periods):

199. 26.172. 83

When this number is entered into a computer, the machine automatically con-
verts it to a 32-bit binary number, with no regard for the individual octets or the
decimals.

An IP address has two portions, a network 1D and a host ID. The network 1D
is shared amongst all the stations on a segment and must be unique across the
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entire network. The host ID identifies a specific device (host) within a segment
and must be unique on a particular segment.

NoTE

The IP system in common use today is known as IPv4, for Internet Protocol
version 4. A newer system, IPv6, or Internet Protocol version 6, has been
developed and exists today in small deployments. IPv6 allows for more
addresses by increasing the address size from 32 bits to 128 bits.

Classes

When the original IP routing scheme was developed, IP addresses were divided
into five classes. IP addresses most commonly come as Class A, B, or C. Class D
addresses are used for multicasting, and Class E addresses are reserved for experi-
mental and future use. The classes of IP addresses are shown in Table 1.1. Please
note that in the table, N = Network and H = Host.

The values of the leftmost four bits of an IP address determine its class. All
Class A addresses, for example, have the leftmost bit set to 0, but each of the
remaining 31 bits may be set to a 0 or 1 independently (as represented by x in
these bit positions):

OXXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX

This specifies the range of Class A addresses as 0.0.0.0 to 127.255.255.255. Class
B addresses must have the leftmost bit set to 1 and the next bit set to O; all other
bits may vary:

TOXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX

Based on this rule, Class B addresses have a range of 128.0.0.0 to
191.255.255.255. Similarly, Class C, D, and E addresses set the second, third, and
fourth bits (respectively) to 1.

NoTE

The 127.0.0.0 network is part of Class A but is reserved. The IP address
of 127.0.0.1 is typically used for loopback purposes on a TCP/IP host. The
network address of 0.0.0.0 is reserved for default routes.
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Classes A, B, and C define a default subnet mask for the addresses in their
ranges. A subnet mask separates the network portion of an IP address from the
host portion. In a Class A address, the first octet represents the network 1D, and
the last three octets represent the host ID. In a Class B address, the first two octets
represent the network ID, and the last two octets represent the host ID. In Class
C addresses, the first three octets are used for the network 1D, and the last octet is
the host ID.

Table 1.1 IP Address Classes

Range Network/Host Default
Class Leftmost Bits (first octet) Portions Subnet Mask
A OXXXXXXX 0-127 N.H.H.H 255.0.0.0
B LOXXXXXX 128-191 N.N.H.H 255.255.0.0
C 11OXXXXX 192-223 N.N.N.H 255.255.255.0
D 1110xxxx 224-239 Not applicable Not applicable
E 1121 1xxxx 240-255 Not applicable Not applicable
NoOTE

Classless interdomain routing (CIDR) was introduced on the Internet to
improve the scalability of the Internet routing system and to allow for
more efficient allocation of addresses. CIDR uses variable-length subnet
masks (VLSMs) and eliminates the concept of classful networks. This is
also known as classless routing.

Binary to Hex to Decimal Translation

We generally use the basel10 (also known as decimal) numbering system, which
uses 10 values (0,1, 2, 3, 4,5, 6, 7, 8, 9) to represent numbers.

Computers use the base2 (also known as binary) numbering system to repre-
sent data. The binary numbering system uses two values, 0 and 1, to represent
numbers. This is because a computer only recognizes two states: the presence or
absence of an electrical charge. Even if a computer is showing you decimal num-
bers, it is merely a translation of the binary numbers inside the machine. A single
binary digit (0 or 1) is called a bit. The term octet is used to describe a unit of
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8 bits. Most modern computers also have 8 bits in a byte. In the early days of
computers, the word byte was also used to describe other quantities of bits. The
term nibble is equal to half a byte and is therefore 4 bits, in most cases.

Hexadecimal is basel6 and therefore uses 16 values (0,1, 2, 3,4,5,6,7,8, 9,
A, B, C, D, E, F) to represent numbers. The hexadecimal system is useful because
a byte (8 bits) of binary data can be represented using just two hexadecimal
digits. This makes it easier for humans to read or write large numbers in hexadec-
imal rather than binary format.

We will first learn how to convert a decimal number into binary. A popular
method for converting a decimal number into binary is to divide the number by 2
repeatedly. Let’s take the decimal number 35 as an example. Figure 1.6 shows how
this decimal number can be converted into binary format. Here are the steps:

1. Divide the original number by 2. The remainder becomes the least
significant bit in the binary number.

2. Divide the result of the division from Step 1 by 2. The remainder
becomes the next most significant bit of the binary number.

3. Repeat the division process until the result is 0. The remainders form
the binary number.

Figure 1.6 Conversion of the Decimal Number 35 into Binary Format

35 divided by 2 = 17 Remainder 1
17 divided by 2 = 8 Remainder 1

8 divided by 2 = 4 Remainder 0
4 divided by 2 = 2 Remainder 0
2 divided by 2 = 1 Remainder 0&\

1 divided by 2 =0 Remainder(1 0 0 0 1 1

Let’s now look at binary-to-decimal conversion. Here we simply multiply the
binary digits by increasing powers of 2, starting from the right. Let’s walk through
the steps involved in converting the binary number 101 into decimal format:

1. The rightmost digit is a 1, so you multiply it by 2 to the Oth power

(or1):1x1=1.
2. Multiply the next digit to the left (0) by 2 to the first power (or 2):
0x2=0.
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3.

Multiply the next digit to the left (1) by 2 to the second power (or 4):
1x4=4

Now, to find the decimal number, you find the sum of these products:
1+ 0 + 4 = 5. Therefore, 101 in binary equals 5 in base 10.

Hexadecimal-to-binary conversion is easily accomplished by converting each
hexadecimal digit to decimal first and then converting each of these decimal
values into binary. As an example, take the hexadecimal number 05DC:

1.

3.

Convert each digit to decimal, one by one. This results in the decimal
values 0, 5, 13, and 12.

Convert each of these decimal numbers into 4 bits of binary. This gives
us the binary values 0000, 0101, 1101, and 1100.

Put these binary values next to each other.We get 0000010111011100.

To convert binary to hexadecimal, reverse this method. Group the binary
number into 4-bit nibbles, and convert each group into decimal. Finally, replace
each decimal number with its hex equivalent. As an example, take the binary
value 1101101101010110:

1.

When we divide the value into 4-bit nibbles, we get 1101, 1011, 0101,
and 0110 (the first line in Figure 1.7).

Convert each nibble into its decimal equivalent. This results in 13,11, 5,
and 6 (the second line in Figure 1.7).

Replace each decimal number with its hex equivalent. This results in the
final value of DB56 (the third line in Figure 1.7).

Figure 1.7 Converting the Binary Number 1101101101010110 into
Hex Format
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You will find that knowing how to perform base conversion is essential
to a network analyst’s job. Computer data, including networking proto-
cols, is often represented in binary or hexadecimal format.

IPX/SPX

Internetwork Packet Exchange/Sequenced Packet Exchange (IPX/SPX) is a
Novell communications protocol suite derived from the Xerox Network System
(XNS) protocol. Figure 1.8 shows how the IPX/SPX protocol stack maps against
the OSI reference model.

Figure 1.8 Layers of the IPX/SPX Protocol Stack

Netware Core Protocol (NCP)

SAP

SPX
IPX

Ethernet / | Token Ring / Other Media
FDDI ARCnet Access
IEEE8023 | IEEE 802.5 Protocols

-[o[e[=]]=]~]

IPX is a connectionless Layer 3 network protocol. Although multiple Novell
protocols operate at Layer 4, SPX is the most common one. SPX, a reliable, con-
nection-oriented protocol, was derived from the XNS Sequenced Packet
Protocol (SPP). Network Core Protocol (NCP) provides interaction between
clients and servers by defining connection control and service request/reply.
Service Advertisement Protocol (SAP) allows servers to advertise their addresses
and the services they provide.

Figure 1.9 shows an example of an IPX packet captured with Sniffer Pro.

IPX Addressing

An IPX address consists of two parts: the network number and the node number.

IPX addresses are 80 bits long, with 32 bits for the network number and 48 bits
for the node number. IPX simplifies mapping between Layer 3 and Layer 2

17
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addresses, using the Layer 2 address as the host portion of the Layer 3 address.
This eliminates the need for an address resolution protocol such as Address
Resolution Protocol (ARP) for IP. IPX addresses are generally written as hex-
adecimal digits in the network.node format.

Figure 1.9 IPX Packet Captured on Sniffer Pro
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Unlike IR, IPX has no concept of subnetworking. The IPX network number
is manually assigned and must be unique for each network segment. Each node
number on a given IPX network segment must be unique.

NoTE

IPX supports multiple Ethernet frame types: Ethernet Il, IEEE 802.3, IEEE
802.3 SNAP, and Novell 802.3 RAW. (Frame types are discussed in detail
later in the chapter.) It is possible to use multiple encapsulation types on
a single network segment as long as a unique network number is
assigned to each encapsulation type. It is important to note that hosts
that use different encapsulation types will not be able to directly com-
municate with each other.

Node numbers do not have to be unique across networks because the net-
work number and node number are used together to identify a particular host.
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Internal Network Numbering and Server Addresses

IPX contains two types of network numbers: internal network numbers and net-
work numbers assigned to local area network (LAN) and some wide area net-
work (WAN) interfaces (sometimes called “external” network numbers).An
internal network number identifies an extension of your internal network, some-
times referred to as a virtual network segment. For example, a router will add an
additional hop en route to a workstation if you have configured your internal
network number on a workstation running IPX.

The use of an internal network number allows for improved fault tolerance
on the network. IPX resources are referenced by SAP names that point to an
IPX address. Using an internal network number as a part of the SAP address
means that in the event of a failure of a particular network segment, only the
IPX route, not the SAP tables, will have to be adjusted to an alternate path.

The internal network number is an eight-digit hexadecimal number between
0x1 and OxFFFFFFFE and must be unique cross the entire IPX network.
Although OxFFFFFFFE was originally allowed for use as an address, this changed
after the introduction of Network Link Services Protocol (NLSP). Both NLSP
and IPX RIP have been modified since then to recognize OXFFFFFFFE as the
default route.When you use the internal network number, the host portion of
the IPX address is set to 1.

How to Translate an IPX Address

Figure 1.10 describes an IPX address in more detail. The first 32 bits of the
address are the network number and are configured by the network adminis-
trator. This number must be a hex value between 0x00000001 and OxFFFFFFFD.
In this case, the network number is configured as the hex value OXBEEF. The last
48 bits of the address are the same as the Media Access Control (MAC) address
and come from the NIC. In this case, the MAC address of the NIC is 00-20-EO-
88-80-74, which is also used as the IPX node number.

Figure 1.10 Example of an IPX Address

\OO-OO—BE—EF—J(\)O-2O—EO—88—80—74 J
Network‘Number Node l\;umber
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The default behavior for an IPX node is to adopt the NIC’s MAC address
as the IPX node number. However, a network administrator can choose
to override this behavior by statically assigning an IPX node number to a
system. Be careful, however! If the assigned node number is not unique
on the network, you may end up with two systems on the network with
the same IPX node number. This can cause serious network problems.
You can use the Sniffer Pro software to find duplicate node numbers
assigned on a network.

AppleTalk

Apple Computer developed AppleTalk as a Plug and Play protocol for use on
Macintosh computers. AppleTalk was designed to allow sharing of resources such
as files and printers among multiple users. Any device attached to an AppleTalk
network is known as a node. Figure 1.11 shows how the AppleTalk protocol stack
maps against the OSI reference model.

Figure 1.11 Layers of the AppleTalk Protocol Stack

AFP

ASP I ADSP I ZIP I PAP
AEP I ATP I NBP I RTMP I AURP
AARP DDP
EtherTalk LAP | LocalTalk LAP | TokenTalk LAP | FDDITalk LAP
Ethernet LocalTalk Token Ring FDDI
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AppleTalk supports four media-access protocols:
= EtherTalk AppleTalk over Ethernet
» LocalTalk AppleTalk over phone wire

= TokenTalk AppleTalk over Token Ring
» FDDITalk AppleTalk over Fiber Distributed Data Interface (FDDI)
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At the data link layer, each of these physical media technologies has its own
corresponding Link Access Protocol (LAP): EtherTalk LAP (ELAP), LocalTalk
LAP (LLAP), TokenTalk LAP (TLAP), and FDDITalk LAP (FLAP).

At the network layer of AppleTalk are two protocols: AppleTalk Address
Resolution Protocol (AARP), and Datagram Delivery Protocol (DDP). AARP
can be compared to ARP in TCP/IP, and DDP can be compared to IP in
TCP/IP. DDP is responsible for transmitting and receiving packets and provides
socket-to-socket connectivity between nodes.

Five key protocols exist at AppleTalk’s transport layer:

= AppleTalk Echo Protocol (AEP) This protocol is responsible for
testing the reachability of network nodes.

= AppleTalk Transaction Protocol (ATP) This protocol is responsible
for ensuring that communications between a source and destination
socket occur without any loss.

= Name Binding Protocol (NBP) This protocol is responsible for map-
ping user-friendly entity names to numeric network addresses.

= Routing Table Maintenance Protocol (RTMP) This distance-vector
routing protocol for AppleTalk is based on IP RIP.

= AppleTalk Update-Based Routing Protocol (AURP) This protocol
is an extension to RTMP that allows two noncontiguous AppleTalk net-
works to talk to each other by tunneling their traffic through IP using
UDP encapsulation.

The session layer of AppleTalk consists of four protocols:

= AppleTalk Session Protocol (ASP) This protocol is responsible for
establishing and maintaining logical connections between clients and
servers. ASP runs on top of ATP.

= AppleTalk Data Stream Protocol (ADSP) This protocol is respon-
sible for reliable transmission of data after a session has been established
between two nodes. ADSP runs directly on top of DDP.

= Zone Information Protocol (ZIP) This protocol maintains network-
to-zone-number mappings.

= Printer Access Protocol (PAP) This protocol is used to establish
connections between clients and servers (usually print servers). PAP runs
on top of ATP.
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AppleTalk Filing Protocol (AFP) sits at the presentation and application layers
and allows files and directories to be shared over a network. AFP relies on ASP,
ATP, and AEP.

AppleTalk Addressing

Similar to IP and IPX, AppleTalk uses addresses to identify and locate devices on
a network. AppleTalk addresses consist of three elements:

= Network number (2 bytes) The network number specifies the value
of a unique AppleTalk network.Valid network numbers in AppleTalk are
1 through 65,279. The network number of 0 is reserved for the local
network. Network numbers 65,280 through 65,534 are reserved for the
startup process.

= Node number (1 byte) The node number specifies a unique AppleTalk
node attached to a particular network.Valid node numbers are 1 through
253 (255 is reserved for broadcasts, and 0 and 254 are not allowed).

= Socket number (1 byte) The socket number specifies a particular
socket running on a node. Sockets in AppleTalk are similar to “ports” in
TCP/IP. They represent a process or a service on a host. Sockets
addresses are 8 bits long; there can be a maximum of 254 sockets on a
node (socket numbers 0 and 255 are reserved). Sockets 1 through 127
are statically assigned, and sockets 128 through 254 are available for
dynamic assignment.

AppleTalk addresses are generally written as three decimal values (network
number, node number, socket number) separated by periods. For example, the
address 5.3.20 means network 5, node 3, and socket 20.

Addresses are assigned dynamically using AARP.When an AppleTalk node
boots up, it selects an arbitrary node number on the network. It then sends an
AARP request to see if any other node on the network is using that address. If
no response is received, the node keeps the address. If another node is already
using the address, this node selects a new node number and sends another request
to ensure that no other nodes are using the same node number. The process
repeats itself until no AARP response is received. An AppleTalk device stores the
last used network address in NVRAM and attempts to reuse it the next time it
boots up. AARP is also used for AppleTalk node to Layer 2 address mapping, sim-
ilar to how ARP works in IP. Layer 3 to Layer 2 address mappings are stored on
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an AppleTalk host in the address mapping table (AMT). Figure 1.12 shows an
example of an AppleTalk ARP packet as captured by Sniffer Pro.

Figure 1.12 An AppleTalk ARP Packet Captured by Sniffer Pro
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There are two types of AppleTalk networks, Phase 1 and Phase 2. Phase 1
networks (also known as nonextended networks) have a limit of 253 nodes on a
network. Phase 2 networks (also known as extended networks) overcome the 253-
host limitation by using the concept of a cable range. Instead of a single network
number, as in Phase 1, a segment can be assigned a sequential range of network
numbers. This range of network numbers behaves as a single network and is
known as a cable range. Each network number in a cable range can have 253
nodes. A cable range is expressed as a pair of hyphen-separated network numbers.
For example, the cable range 4001-4004 encompasses the network numbers
4001, 4002, 4003, and 4004. Note that a cable range could consist of just a single
network number. For example, the cable range 4005-4005 consists of the single
network number 4005.

Zones and AppleTalk Communication

A zone in AppleTalk consists of a logical grouping of network devices. The idea
behind zones is to enable users to locate network services easily. The Chooser
program on an Apple Macintosh computer identifies all services within a zone
and presents them in a single list. Zone names are assigned arbitrarily by network
administrators and are generally based on geographic or organizational bound-
aries. A host can belong only to one zone, and all services published by the host
appear within that zone.

www.syngress.com

23



24

Chapter 1 = Introduction to Sniffer Pro

A single zone can span one ore more networks, and multiple zones can exist
on a single network. Zone Information Protocol (ZIP) operates at the session
layer and is responsible for mapping networks to zone names throughout the net-
work.When a host boots up on the network, ZIP provides it a list of zone names.

Ethernet

Ethernet is the most widely deployed LAN technology in use today. Ethernet
maps to the first and second layers of the OSI model. Work on Ethernet origi-
nally began in 1972 when Robert Metcalfe and David Boggs were working at
the Xerox Palo Alto Research Center (PARC). In 1979, it was decided that a
standard should be developed for Ethernet; in 1980, Digital, Intel, and Xerox
released one. In 1982, Digital, Intel, and Xerox (known collectively as DI1X)
released a new version of Ethernet, called Ethernet II.

Each Ethernet adapter is globally assigned a unique hardware address. This
address is known by many names: a MAC address, a burned-in address (BIA), a
physical address, or simply the Ethernet address. This address is a 48-bit binary
number generally written as 12 hexadecimal digits (six groups of two digits, the
groups separated by dashes or colons). The address is set at the time of the NIC’s
manufacture.

NoTE

Some NICs allow a network administrator to override the burned-in MAC
address and use an administrator-assigned MAC address.

The least significant bit of the most significant byte of the destination MAC
address is known as the individual/group address (1/G) bit. If the bit is set to O, it
indicates that the frame is destined for a single station. If the 1/G bit is set to 1, it
indicates that the frame is destined for a group of stations.

The second least significant bit of the most signifcant byte MAC address is
known as the universal or locally administered address (U/L) bit. If this bit is set to 0,
the address is administered universally. This means that the address was assigned by
the Institute of Electrical and Electronics Engineers (IEEE) and is unique across
the globe. If the bit is set to 1, it indicates that the address was selected locally by
a network administrator (overriding the NIC’s BIA).

Three types of MAC addresses are used for data communications on a network:
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= Unicast A unicast address represents a unique network adapter on a
network.

= Multicast A multicast address represents a group of network adapters
on a network. A single frame sent to a multicast address is received by all
the NICs in that particular multicast group and is ignored by the hosts
that do not belong to that multicast group.

» Broadcast The destination address of all 1s (ff:ff:ff:ff.ff:ff in hexadec-
imal) is reserved for broadcasts. Broadcast frames are received by all NICs
on an Ethernet segment.

CSMA/CD

Ethernet is based on the Carrier Sense Multiple Access/Collision Detect
(CSMA/CD) protocol. CSMA/CD defines the access method used by Ethernet.
The term multiple access refers to the fact that many stations attached to the same
cable have the opportunity to transmit. Each station is given an equal opportu-
nity; no station has priority over any other. Carrier sense describes how an
Ethernet station listens to the channel before transmitting. The station ensures
that there are no other signals on the channel before it transmits. An Ethernet sta-
tion also listens while transmitting to ensure that no other station transmits data
at the same time.When two stations transmit at the same time, a collision occurs.
Since Ethernet stations listen to the media while they are transmitting, they are
able to identify the presence of others through their collision detection circuitry. If a
collision occurs, the transmitting station will wait a random amount of time
before retransmitting. This function is known as random backoff.

Traditionally, Ethernet operation has been half duplex. This means that a sta-
tion may either transmit or receive data, but it cannot do both at the same time.
If more than one station on a segment tries to transmit at the same time, a colli-
sion occurs, as per CSMA/CD.When a crossover cable is used to connect two
stations or a single device is attached to a switch port, only two stations on the
data link need to transmit or receive. The collision detection circuitry is therefore
no longer necessary, so machines can be placed in full-duplex mode of operation.
This mode allows machines to transmit and receive at the same time, thereby
increasing performance.
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Configuring & Implementing...

Configuring Ethernet Duplex

Autonegotiation is an optional function of the IEEE 802.3u standard
that allows directly connected Ethernet devices to automatically
exchange information about their speed and duplex abilities. The
autonegotiation process determines the best speed and duplex at which
to operate. In the past, many network engineers recommended against
using autonegotiation because it often did not work. However, autone-
gotiation has developed into a mature technology and is now consid-
ered a good practice.

One of the most common causes of performance issues on
10/100Mbps Ethernet links is duplex mismatch. This happens when two
stations are running at the same speed, but one side of the link is oper-
ating at half duplex while the other is running at full duplex. This setup
can cause cyclic redundancy check (CRC) errors, alignment errors, and
runts, all of which result in a significant degradation of network perfor-
mance. A common misconception about autonegotiation is that manu-
ally configuring one link partner for 100Mbps full duplex and using
autonegotiation on the other side will result in 100Mbps full-duplex
operation on both hosts.

By default, most NICs and switches are configured to autonegotiate
both speed and duplex parameters. It is recommended that you keep
them configured this way.

Ethernet Frame Types

The original Ethernet Il frame format created by DIX is shown in Figure 1.13.
This frame consists of six fields:

Figure 1.13 The Ethernet Il Frame

Destination Source Ether

Preamble Address Address Type

Data FCS

1. Preamble The preamble consists of 8 bytes of alternating 0s and 1s and
ends in 11.This synchronization sequence is used to signal the beginning
of a frame to all the stations on the Ethernet segment.
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2. Destination Address The destination address specifies the data link
address of the next station to which the frame is being transmitted. A
destination address of all 1s specifies a broadcast frame and is read by all
receiving Ethernet adapters.

3. Source Address The source address specifies the data link address of
the previous station that transmitted the frame.

4. EtherType This field is used to identify the type of data (protocol) that
is encapsulated inside the frame. Examples include IP (EtherType
0x0800), ARP (0x0806), and AppleTalk (0x809B).

5. Data This field contains data from an upper layer. The length of the
data field in Ethernet 1l must be between 46 and 1500 bytes. If the data
generated by the upper layer is less than 46 bytes, it is padded to make it
at least 46 bytes long. If the data is greater than 1500 bytes, it is broken
into pieces and transmitted across multiple frames.

6. FCS These last 4 bytes of the frame represent the frame check sequence
(FCS), also known as the cyclical redundancy check, or CRC. The transmit-
ting host calculates the CRC value by using all the bits of the Ethernet
frame but ignoring the preamble and the CRC itself. The receiving
adapter performs the same calculation and compares the calculated
checksum to the frame checksum. If the values do not match, the
frame is determined to be corrupted,a CRC error is logged, and the
frame is discarded.

In 1980, the IEEE formed the 802 standards committee and started devel-
oping an international standard for Ethernet. This standards was released in 1983
as the IEEE 802.3. Although very similar in operation to Ethernet |1, the IEEE
802.3 standard modified the frame format to include the 802.2 LLC header (see
Figure 1.14).This is the default frame type used in Novell NetWare version 3.12
and later.

Figure 1.14 The IEEE 802.3 Frame

Destination|  Source

Preamble | S | “iiress | Address

Length 802.2 LLC Header Data | FCS

DSAP | SSAP
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The IEEE 802.3 frame format consists of the following fields:

Preamble The IEEE decided to break the preamble into two pieces.
The first 7 bytes are alternating Os and 1s. The last byte is called the start-
of-frame delimiter (SFD).

Start-of-Frame Delimiter (SFD) This byte has a bit pattern of
10101011.

Destination Address Same as the Ethernet Il destination address.
Source Address Same as the Ethernet 11 source address.

Length Specifies the length of the frame in bytes. This field replaced
the EtherType field in the Ethernet Il frame. This brings about an inter-
esting question: How can we distinguish between an Ethernet Il frame
and an IEEE 802.3 frame, if one places length in this part of the frame
and the other uses EtherType? To ensure that the two were compatible,
all EtherTypes have a value greater than 05DC hex or 1500 decimal.
Since the maximum data size in Ethernet is 1500 bytes, there is no
overlap between EtherTypes and lengths. If the field following the source
address is greater than 1500 bytes, it is identified as an Ethernet Il frame.
Otherwise, it is an IEEE frame type.

802.2 Logical Local Control (LLC) Header The purpose of the
LLC header is to identify the sending and receiving protocols. This
header consists of three fields:

= Destination Service Access Point (DSAP) The DSAP is a
1-byte value that is used to specify the receiving process at the
destination station.

= Source Service Access Point (SSAP) The SSAP is a 1-byte
value that is used to specify the sending process at the source station.

= Control The control is a 1-byte field used for various control infor-
mation and specifies the type of LLC frame.

Data This field contains data from an upper layer. The length of the
data in an 802.3 Ethernet frame must be between 43 and 1497 bytes.

FCS Same as the Ethernet Il FCS.

In 1983, Novell NetWare was released and it used a proprietary Ethernet frame
format based on a preliminary release of the IEEE 802.3 spec (see Figure 1.15).
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This frame format was designed to carry only IPX traffic and is easily identified
because its first two data bytes are always FFFFE The frame format is very similar to
the IEEE 802.3 but is missing the LLC header. This is the default frame type used
in Novell NetWare version 3.11 and earlier.

Figure 1.15 The Novell 802.3 Raw Frame

Destination Source

Preamble Address Address

Length FFFF followed by Data FCS

The IEEE soon realized that 8 bits were not enough to represent the protocol
type. To address this problem and to be compatible with the Ethernet Il standard,
they invented the Subnetwork Access Protocol (SNAP) header. Although not
really compatible with Ethernet 11, SNAP can take old EtherType fields. The
IEEE 802.3 SNAP frame is very similar to the IEEE 802.3 but introduces the
SNAP header (see Figure 1.16). In the 802.3 SNAP frame, the DSAP and SSAP
fields in the LLC header are always set to AA, which indicates that a SNAP
header follows. The SNAP header introduces two fields:

= Vendor Code This 3-byte field is generally set to the first 3 bytes of
the source address. Sometimes it is set to 0.

= Local Code This is a 2-byte field that contains the EtherType of the
frame. This is where backward compatibility is provided with Ethernet II.

Figure 1.16 The IEEE 802.3 SNAP Frame

Destination Source 802.2LLC SNAP
Preamble | SFD Address Address Length Header Header Data | FCS

Vendor | Local
DSAP AP |
S S Contro Code | Coe

Encoding

In order to transport data across a wire, the bits of data must be converted into
voltage values. In 10Mbps Ethernet, this conversion process is performed using a
format known as Manchester encoding. Transitions in Manchester Encoding occur
in the middle of each bit period. This mid-bit transition serves as two purposes:
clocking and data. A transition of high to low has the equivalent of 0, while a
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transition of low to high is equivalent to a bit value of 1.. Figure 1.17 shows an
example of how the binary number 00101011 is represented using Manchester
encoding.

Figure 1.17 An Example of Manchester Encoding

il il
_ i

0 0 1 0 1 0 1 1

A consistent transition exists in the middle of each bit time. Sometimes it is
low to high; at other times, it is high to low. This transition allows the receiving
adapter circuitry to “lock on” to the signal and determine the beginning and end
of each bit. Manchester encoding has the ability to detect errors during transmis-
sion. Since a transition is expected every bit period, the absence of a transition
indicates an error condition. For example, 10Mbps Ethernet uses a balanced sig-
naling method, so it has two states, +5V and -5V.

Fast Ethernet and Gigabit Ethernet

Ethernet was originally defined to operate at 10Mbps. The IEEE 802.3u standard
was ratified in 1995, and it defined a system that offered Ethernet speeds of
100Mbps, providing a tenfold improvement over legacy 10Mbps networks. In
addition, 100Mbps Ethernet uses the CSMA/CD algorithm and shares the same
frame size and formats as 10Mbps Ethernet.

100BaseTX uses a different form of encoding than 10BaseT; this form is
known as Multilevel Transition 3 (MLT-3) encoding. MLT-3 uses a three-state alter-
nating wave. Compared with Manchester encoding, which provides two states,
MLT-3 for 100Mbps Ethernet has three states: it alternates from -5V to 0 to
+5V, back to 0, then -5V, repeating indefinitely. With MLT-3, a bit is represented
based on the previous value of the voltage level. A 1 bit causes a state change in
the voltage, and a O bit causes no change in voltage. Since a 1 causes a change in
voltage and a O leaves it where it is, encoding can be different for the same binary
pattern, depending on the voltage starting point. Figure 1.18 shows two examples
of the bit pattern 00101011 in MLT-3 encoding. The top graph starts at 0V, and
the bottom graph starts at +5V.
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Figure 1.18 MLT-3 Encoding Examples

In 1998, the IEEE 802.3z standard defined Gigabit Ethernet, which specifies
operation at 1000Mbps. Gigabit Ethernet provides 10 times the performance of
100Mbps Ethernet and can run in either half- or full-duplex mode.

NoTE

The IEEE 802.3ae Task Force is working actively on a standard for 10
Gigabit Ethernet over fiber. This standard is expected to be approved in
the first half of 2002. The standard preserves the 802.3/Ethernet frame
format, the IEEE 802.3 MAC protocol, and the minimum and maximum
IEEE 802.3 frame size. However, unlike the previous versions of Ethernet,
10 Gigabit Ethernet eliminates the use of the CSMA/CD protocol by pro-
viding only full-duplex operation.

Token Ring

Token Ring is a LAN protocol first developed by IBM in the 1970s and then
standardized as IEEE 802.5 in 1985.Token Ring supports two bandwidth options:
4Mbps and 16Mbps. Unlike Ethernet, Token Ring was designed to deal with the
problem of collisions that occur when two stations transmit at the same time. This
solution is accomplished by creating a closed ring and using an electronic *“token,”
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which is passed around from host to host in the ring. Only the host that holds the
token is allowed to transmit.\When a station captures the token, it changes the free
token into a busy token frame so that data can be sent.

A relatively new protocol, known as Fast Token Ring, can transmit at data
rates up to 100Mbps. Fast Token Ring uses multimode fiber for transmission.
Sniffer Pro does not provide support for Fast Token Ring.

Frame Detail

A free token frame consists of three 1-byte fields:

= Starting Delimiter (SD) Signals the beginning of the token frame.

= Access Control (AC) Contains the priority field, reservation field, a
token bit, and a monitor bit.

= Ending Delimiter (ED) Signals the end of the token frame.

A data/command (busy token) frame format is shown in Figure 1.19.

Figure 1.19 Token Ring Frame Format

’SDIACIFCI DAI SAI Data IFCSIEDIFS‘

A busy token has the following fields in its frame:

» Starting Delimiter (SD) A 1-byte field that signals the beginning of
the token frame.

= Access Control (AC) A 1-byte field that contains the priority field,
reservation field, a token bit, and a monitor bit.

= Frame Control (FC) A 1-byte field that contains two frame type bits
(used to indicate whether this is a MAC or LLC frame), two reserved
bits (reserved for future use), and four control bits (used to indicate
whether the frame is to be processed by the normal buffer or a high-
priority buffer).

= Destination Address (DA) A 6-byte field that indicates the address of
the network adapter for which the frame is intended.

= Source Address (SA) A 6-byte field that indicates the address of the
network adapter that originated the frame.

= Data This field contains data from upper layers.
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= Frame Check Sequence (FCS) This 4-byte field contains a CRC-32
error check performed on the FC, DA, SA, and the data. This field is not
at the frame’s end because both ED and frame status (FS) contents may
be changed by any station while passing the ring. If FCS was the last
field, the checksum would have to be calculated by every ring station
again, resulting in lower performance.

= Ending Delimiter (ED) A 1-byte field that signals the end of the
token frame. The ending delimiter also contains bits that can indicate a
damaged frame and identify the frame that is last in a logical sequence.

= Frame Status (FS) A 1-byte field that indicates to the transmitting
station whether this frame has been copied by the destination station.
This consists of the address recognized indicator (ARI) bit, the frame
copied indicator (FCI) bit, and two bits set to 0. Since this field is not
used to calculate the CRC, these four bits are repeated.

Token Ring has two different types of frames: LLC frames, which are used for
user data, and MAC frames, which are used for adapter-to-adapter communica-
tions. MAC frames do not cross bridges, routers, switches, and gateways. Examples
of MAC frames include Active Monitor Present, Ring Purge, Standby Monitor
Present, Claim Token, and Beacon. LLC frames carry user data and include the
LLC header with the upper-layer protocol data. As discussed with Ethernet, the
LLC header includes the DSAP, SSAP, and Control fields.

Token Passing

When a station needs to transmit a frame, it first has to wait for a token. Once it
receives the token, it starts data transmission in a busy frame. As the data moves
around the ring, it passes through each station on its way to the destination station.
Each station copies the frame to its local buffer and then acts as a repeater and
regenerates the frame onto the ring, to be picked up by the next station.When the
data arrives at its final destination, it is copied into the Token Ring card’s buffer.
The destination station sets the frame copied indicator and address recognized indi-
cator bits to 1 and puts the frame back on the ring. The frame continues to be
passed around the ring until it returns to its source. The source is responsible for
removing the frame and introducing a new free token onto the network.You can
configure an optional setting, called early token release, which allows a token to be
released by the transmitting station as soon as it has sent its data frame, rather than
having to wait for the frame to return from the destination. Early token release
allows for multiple frames on the ring, thereby improving performance.
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Active Monitor

Token Ring is designed with built-in management to constantly monitor and
control the ring. This task is performed by a designated station on the ring
known as the active monitor. The active monitor is selected based on an election
process known as claim token process. Once elected, the active monitor is respon-
sible for resolving certain error conditions that might occur on the ring, such as
lost tokens and frames, or clocking errors. One function of the active monitor is
to remove any continuously floating frames from the ring. If a device that has
already put a token on the network fails, the frame might continue circulating
through the ring forever. The active monitor detects such a frame, removes it
from the ring, and generates a new token. The standby monitor is responsible for
detecting an active monitor failure and starting the monitor contention process.

Ring purges are generally performed by an active monitor after a recovery
operation, such as monitor contention, has occurred and immediately before the
generation of a new token. The active monitor can cause a ring purge operation
by sending out a ring purge frame, with the purpose of resetting the ring to a
known state. Any station receiving the ring purge frame stops what it is doing
immediately, resets its timers, and enters bit-repeat mode. When the active mon-
itor receives its own ring purge frame back, it knows that every station on the
ring is now in bit-repeat mode and is waiting for a token.

Beaconing is used to isolate a fault domain so that recovery actions can take
place. The beacon process consists of transmitting beacon MAC frames every 20
ms without needing a token. The beaconing station uses the clock based on its
own internal crystal oscillator and not the clock recovered from its receiver port.
When a station receives a beacon MAC frame, it either enters the beacon repeat
mode or the beacon transmit mode. A station in the insertion process will termi-
nate its open command with an error and will remove itself from the ring.

Figure 1.20 shows an example of a Token Ring frame, the Active Monitor
Present frame. The active monitor places an Active Monitor Present frame on the
network every 7 seconds. Analyzing this frame, we can determine that the active
monitor on this network is the station with MAC address 00-00-83-20-44-8c.

Other Protocols

Hundreds of protocols are used for network communications. They include WAN
protocols (for example, frame relay, T-1, HDLC, PPP, ISDN), wireless protocols
(802.11a, 802.11b, HomeRF), and others (DECnet, NetBEUI, SNA).
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Figure 1.20 A Token Ring Frame: Active Monitor Present

| Fes

A3 COofF: Faply Facmipn
_Drosd-ani F}L-.-'.;T.J‘.:l;lcu.-um:

]

== L " R e Poitom FusssdT

DECnet

Digital Equipment Corporation (DEC) developed the DECnet protocol suite in
1975.The first release of DECnet was developed to connect two directly attached
PDP-11 minicomputers. Since then, several new versions of DECnet have been
released, and they provide much more functionality. DECnet Phase 1V is the
most widely implemented version of the protocol. DECnet Phase 1V is based on
the Phase 1V Digital Network Architecture (DNA). DNA is a comprehensive lay-
ered network architecture that is very similar to OSI. However, unlike the OSI
model, Phase 1V DNA uses eight layers. Figure 1.21 shows how Phase IV DNA
maps against the OSI reference model.

Figure 1.21 DECnet Phase IV DNA
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SNA

IBM developed Systems Network Architecture (SNA) in the 1970s. The protocol
was originally designed to connect mainframe computers. SNA networks consist
of nodes and links. In traditional SNA, there are four physical entities:

= Hosts Hosts provide computation, program execution, database access,
directory services, and network management.

= Front-end processors Front-end processors manage the physical net-
work and communications links, and they route data through a network.

= Cluster controllers Cluster controllers control input and output oper-
ations of the devices that are attached to them.

= Terminals Terminals provide the user interface to the network.

As the computer industry migrated toward peer-to-peer networking with
smaller networked computers, SNA evolved to support peer-to-peer networks of
workstations. This migration resulted in the development of Advanced Peer-to-
Peer Networking (APPN). APPN allows for dynamically locating and defining
resources and routes. This permits sessions to be created between two logical
units on the network without a mainframe.

Wireless Communication

The IEEE 802.11 committee defined physical and data link layers for a wireless
LAN standard. The basic access mechanism for this protocol is based on Carrier
Sense Multiple Access with Collision Avoidance (CSMA/CA). CSMA/CA oper-
ation is similar to that of Ethernet. However, unlike wired networks, collision
detection mechanisms are not very effective on wireless networks. Collision
avoidance is accomplished by using request-to-send (RTS) and clear-to-send
(CTS) frames.

Security is extremely important for wireless networks, because wireless proto-
cols can be captured without physically attaching to the network using a wire.
Encryption in 802.11 networks is implemented at the data link layer using Wired
Equivalent Privacy (WEP).

Hubs and MAUSs

Ethernet was originally designed as a bus topology. Cabling would go from one
machine to the next and then to the next, and so on. This made Ethernet prone to
cable failure, causing the entire network to fail if a single wiring connection was
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broken at any point. Ethernet’s star topology was invented using hubs. Cabling in
this model goes from each station to a central hub. This configuration eliminates
single points of failure on the cabling, but it makes the hub itself a central point of
failure. However, hubs are less likely than cables to fail. Ethernet hubs can also act
as repeaters, thereby extending the distance of your Ethernet network. Providing a
similar function to hubs, Token Ring multistation access units (MAUS) are used to
provide a physical star topology in a Token Ring environment.

What Is a Hub?

A hub is a device that runs at the physical layer of the OSI model and allows
Ethernet networks to be easily expanded. A hub allows for multiple Ethernet
cable segments of any media type to be connected to create a larger network that
operates as a single Ethernet LAN. Since hubs operate at the physical layer, they
have no concept of source and destination addresses. A hub takes all bits received
on one port and rebroadcasts them to all other ports.

When devices are connected to a hub, they hear everything that the other
devices attached to the hub are sending, whether the data is destined for them or
not (see Figure 1.22). Hubs are also sometimes called multiport repeaters. A group
of connected hubs is called a collision domain; all hosts on that shared Ethernet
LAN use CSMA/CD to compete for transmission.

Figure 1.22 Hub Operation
A
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There are many variations between different types of hubs. Passive hubs
rebroadcast data, but do not enhance LAN performance or assist in the trouble-
shooting process. Additionally, active hubs have broadcast features similar to the
passive hubs, but provide additional functionality. Active hubs implement store-
and-forward technology to watch the data before transmitting it. They have the
ability to repair certain “damaged” frames and retime the distribution of the other
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frames. Although retiming frame delivery slows overall network performance, it is
often preferable to data loss. If an active hub receives a weak signal, it regenerates
the signal before broadcasting it. Some active hubs also provide additional diag-
nostic capabilities.

NoTE

Intelligent hubs offer remote management capabilities by implementing
SNMP. This enables network engineers to remotely monitor network
traffic and performance, thereby helping to troubleshoot network ports.
Intelligent hubs are also known as manageable hubs.

Designing & Planning...

Ethernet Cabling Considerations.

There are many restrictions on how Ethernet is cabled. To begin with,
there are these distance limitations:

= 10Base2 Maximum of 185 meters.
= 10BaseT Maximum of 100 meters.
= 100BaseTX Maximum of 100 meters.

= 100BaseFX Maximum of 412 meters (half duplex) or 2000
meters (full duplex).

= 1000BaseLX MMF Maximum of 316 meters (half duplex) or
550 meters (full duplex).

= 1000BaseLX SMF Maximum of 316 meters (half duplex) or
5000 meters (full duplex).

= 1000BaseSX Maximum of 316 meters (half duplex) or 550
meters (full duplex).

There are also limitations on the number of repeaters and cable seg-
ments allowed between any two stations on the network. There cannot
be more than five repeated segments nor more than four repeaters
between any two Ethernet stations. This limitation is commonly referred
to as the 5-4-3 rule (5 segments, 4 repeaters, 3 populated segments). In

Continued
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other words, any possible path between two stations cannot pass
through more than four repeaters or hubs nor more than three popu-
lated cable segments.

It is important to note that there is also a maximum number of net-
work devices that can be placed on an unrepeated cable segment. In
10Base2, there can only be 30 devices per unrepeated segment, with a
minimum distance of half a meter between T-connectors. In 10BaseT,

100BaseTX, 100BaseFX, 1000BaselLX, and 1000BaseSX, you can have a
maximum of 1024 devices.

What Is a MAU?

A multistation access unit (MAU) is a special type of hub designed for Token Ring
networks. A MAU connects Token Ring stations physically in a star topology while
still maintaining a ring structure logically. One of the issues with Token Ring net-
works is that a single nonoperating node can take down the entire network by
breaking the ring. A MAU works around this problem by shorting out the nonop-
erating node, thereby maintaining the integrity of the ring (see Figure 1.23).

Figure 1.23 MAU Operation with a Disconnected Station

Disconnected
Station

MAUs can be daisy-chained together to extend the distance and expand the
number of ports available on the network. Generally, MAUs have ring-in and
ring-out ports to attach to other MAUS.
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Common Layer 1 Device Problems
A variety of problems can occur at Layer 1, including the following:

Attenuation Attenuation is the decrease in signal strength that occurs as
a signal travels over a wire. In the networking world, repeaters are
responsible for cleaning up and regenerating a signal before passing it on.

Crosstalk Crosstalk is interference in the form of a signal from a neigh-
boring cable or circuit. For example, signals on different pairs of wires in
a twisted pair could interfere with each other. Crosstalk is generally
avoided by using additional shielding on the cable.

Impedance Impedance is a type of resistance that opposes the flow of
alternating current. Proper network operation depends on a constant
characteristic impedance. Abrupt changes in this constant impedance can
cause problems in signal transmission. Impedance problems can be
avoided by using cables and connectors that all have the same character-
istic impedance values.

Interference Interference can be radio frequency interference (RFI) or
electromagnetic interference (EMI). Interference can be caused by elec-
tronic components near the cables such as from power lines, trans-
formers, and even simple electronic components.

Bad cable A single broken cable can cause serious problems on the
network.

Power Obviously, lack of power to network devices can cause issues.

Switches, Bridging, and NICs

To improve performance, LANs are usually broken down and separated by
bridges or switches. Bridges and switches are both intelligent devices that divide a
network into collision domains.

Switches, Bridges and Bridging

Bridges operate at the data link layer of the OSI model and forward frames based
on the source and destination addresses in the frame. Bridges are only concerned
with the Layer 2 addresses of the network devices, not the actual paths between
them. Since the presence and operation of bridges are transparent to network
hosts, they are often called transparent bridges.
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Bridges learn about the presence of end stations by listening to all traffic. By
listening to all the traffic on a network, a bridge is able to build a database of the
end stations that are attached to it. The bridge creates a mapping of each station’s
MAC address and the port of the bridge to which it connects.When the bridge
receives a frame, it checks the frame’s destination address against its database. If
the destination address is on the same port that the frame came from, the bridge
does not forward the frame. If the destination address is on another port, it for-
wards the frame only to the port to which it is destined. If the destination address
is not present in the bridge’s database, it floods the frame out all ports except the
source port.

Bridge operation can be broken down into three tasks:

1. Learning A bridge passively learns the MAC addresses of all the sta-
tions on each segment (port) and builds a database.

2. Forwarding A bridge sends a frame to the appropriate port, or if no
outgoing port is known for a particular MAC address, the bridge floods
it out all ports (except the incoming port).

3. Filtering If there are multiple MAC addresses on a single segment (port),
the bridge drops all frames seen between the devices on that segment.

Differences Between a Switch and a Bridge

Although bridges and switches are similar in many respects, there are some minor
differences between them. Switches are generally much faster than bridges
because switching is generally done in hardware, and bridges are normally soft-
ware based. Switches also offer higher port densities than bridges. Furthermore,
although bridges always use store-and-forward technology, some switches support
cut-through switching, which allows them to reduce latency in the network.
When using store-and-forward, a switch must receive the entire frame before
beginning the switching process. After it receives the entire frame, the switch
examines the frame to check for errors. If it sees errors, the frame is discarded.
Since the switch discards frames with errors, store-and-forward prevents these
errored frames from using up bandwidth on the destination segment. If Layer 2
frame errors are common on your network, store-and-forward technology is a
good fit. However, since the switch must receive the entire frame before it can
begin to forward, latency is added to the switching process. This latency is based
on the frame size. For example, in a 10Mbps Ethernet network, the smallest pos-
sible frame (64 bytes) takes 51.2 microseconds to receive. The largest frame size
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(1518 bytes) takes 1.2 milliseconds. Latency for 100Mbps networks is one-tenth
of these numbers, and latency on Gigabit networks is one-hundredth of these
values.

Cut-through switching allows a switch to start forwarding a frame as soon as the
destination address is received. This reduces the latency value to the time required
to receive the 6 bytes of the destination address. In the case of 10Mbps Ethernet,
there is a 4.8-microsecond latency. However, cut-through switching does not
have the ability to check for errors on a frame before it is forwarded. As a result,
errored frames pass through the switch, wasting bandwidth on the destination
segment.

Collision Domains

A collision domain is defined as a single CSMA/CD network in which there will
be a collision if two stations attached to the system transmit at the same time.
Each port on a bridge or a switch defines a collision domain.

Spanning Tree Protocol and the Spanning Tree Algorithm

Spanning Tree Protocol (STP) is documented in the IEEE 802.1D standard. It is
designed to maintain a loop-free topology in a bridged network. In a redundant
topology, where more than one bridge might be connected between two LANS,
frames can bounce back and forth between the two parallel bridges connecting
the LANS. This can create a situation in which broadcast packets keep going
around and around in a loop. STP works around this issue by blocking bridge ports
when a physical loop exists in the network. This solution allows a new bridge to
be placed anywhere in the LAN without the danger of creating a loop.

STP goes through three steps to achieve a loop-free topology:

1. Election of a root bridge
2. Election of a root port
3. Election of a designated port

BPDUs and a Root Bridge

Bridges and switches build spanning trees by exchanging Bridge Protocol Data
Unit (BPDU) frames. Figure 1.24 shows the frame format of a configuration
BPDU. It consists of the following fields:

= Protocol Identifier A 2-byte field that identifies the type of protocol.
This field always contains the value 0.
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= \ersion A 1-byte field that specifies the version of protocol. This field
always contains the value 0.

= Message Type A 1-byte field that indicates the type of message. This
field always contains the value 0.

= Flags A 1-byte field, but only the first 2 bits are used. The topology
change (TC) bit indicates a topology change. The topology change
acknowledgment bit (TCA) indicates acknowledgment of a message
with the TC bit set.

= Root ID An 8 -byte field that specifies the bridge ID of the root of
the spanning tree.

= Root Path Cost A 4-byte field that specifies the cost of the path from
the bridge sending the BPDU to the root bridge.

= Bridge ID An 8-byte field that specifies the bridge 1D of the bridge
sending the BPDU.

= Port ID A 2-byte field that identifies the port from which the BPDU
was sent.

= Message Age A 2-byte field that specifies the amount of time elapsed
since the root initiated the BPDU on which this BPDU is based.

=  Maximum Age A 2-byte field that specifies when this BPDU should
be deleted.

= Hello Time A 2-byte field that specifies the time period between con-
figuration BPDU:s.

= Forward Delay A 2-byte field that specifies the amount of time bridges
should wait before transitioning to a new state after a topology change.

Figure 1.24 BPDU Frame Format

Prot Msg Root Path ) Port | Msg | Max | Hello| Fwd
i | Ver | rype | Flags | RootD Cost Bridge D | |p | Age | Age | Time | Delay

When the network starts, all bridges start sending out configuration BPDUSs.
These BPDUs include a field known as the bridge 1D. The bridge ID consists of
two parts: a 2-byte priority value and the 6-byte MAC address of the bridge. The
default priority value is 32,768. The bridge ID is used to determine the root of
the bridged network, and the bridge with the lowest bridge ID becomes the root
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of the network. Once the root bridge has been determined, BPDUs originate
only from the root.

Bridges use BPDUs to calculate and advertise the path cost to the root bridge.
Each bridge performs a calculation to determine its cost to the root bridge. The
port with the lowest root-path cost is designated as the root port. If the root-path
cost is the same on multiple ports, the bridge uses the port ID as a tiebreaker to
select a designated port.

If there is a change in spanning tree topology, topology change notification
(TCN) BPDU s are sent by a nonroot bridge. TCN messages are 4 bytes long and
consist of the following fields:

= Protocol Identifier A 2-byte field that identifies the type of protocol.
This field always contains the value 0.

= \ersion A 1-byte field that specifies the version of the protocol. This
field always contains the value 0.

= Message Type A 1-byte field that indicates the type of message. This
field always contains the value 128.

VLANS

A virtual LAN (VLAN) is a group of network stations that behave as though they
were connected to a single network segment, even though they might not be.
Legacy networks used router interfaces to separate broadcast domains. Today’s
switches have the ability to create broadcast domains based on the switches’ con-
figuration.VLANS provide a logical, rather than a physical, grouping of devices
attached to a switch or a group of switches. AVLAN defines a broadcast domain
and limits unicast, multicast, and broadcast flooding. Flooded traffic originating
from a particular VLAN is flooded out only the other ports belonging to that
VLAN.

VLANS are often associated with Layer 3 networks. All stations that belong to
the same VLAN generally belong to the same Layer 3 network. Since VLANSs
define broadcast domains, traffic between VLANSs must be routed.

Ports can be assigned to aVVLAN statically or dynamically. If using static
membership, you must manually specify which ports belong to a given VLAN. In
dynamic mode, a station is automatically assigned to a particular VLAN based on
its MAC address. A server on the network must keep a track of MAC address to
VLAN mappings.
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If two network devices share the same VLANS, frames for multiple VLANS
might need to be exchanged. Rather than a separate physical link to connect
each VLAN,VLAN-tagging technology provides the ability to send traffic for
multiple VLANS over a single physical link. A common VLAN-tagging mecha-
nism is IEEE 802.1q, which inserts a “tag” right after the Source Address field in
Ethernet. The tag contains, among other things, the number of the VLAN to
which the frame belongs.

Sniffer Pro has the ability to understand VLANSs and is able to decode IEEE
802.1q packets as well as Cisco’s Inter-Switch Link (ISL) VLAN-tagging pro-
tocol. Sniffer Pro can also decode Cisco’s VLAN Trunk Protocol (VTP), which
allows VLANS to propagate across multiple switches without having to create the
VLAN manually on each switch. Additionally, the Switch Expert feature of
Sniffer Pro can poll network switches to retrieve VLAN properties and statistics.

Network Interface Cards

A NIC is used to connect a computer to a network. NICs handle all the details
of packet transmission and reception without using the computer’s CPU to
handle each bit. Most NICs are designed for a particular type of network media.
NICs often come as an expansion board that you insert your computer. Newer
computers, however, often come with what is known as LAN on Motherboard
(LOM). LOM frees an expansion slot on the host and decreases cost.

Common Layer 2 Device Problems

As frames travel over the wire, bad cabling, transceivers, and other physical layer
issues can cause corruption. Although many errors occur at Layer 2, the following
are some of the more common ones:

= Runts In Ethernet networks, the minimum frame length is 64 bytes. If
a frame is shorter than 64 bytes, it is called a runt. Runts are sometimes
caused by collisions, and that is normal behavior. However, they can also
be caused by bad hardware, transmission problems, or a poor network
design.

= Giants The maximum frame length in Ethernet is 1518 bytes. If a
frame is larger than 1518 bytes, it is considered a giant. Giants are gener-
ally caused by bad transmitters on a NIC. They can also be caused by
transmission problems, either by addition of garbage signals or by cor-
ruption of the bits that indicate the frame size.
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=  CRC CRC errors occur when the FCS value on the Ethernet frame
does not match the calculated FCS value. These errors are caused when
frames are damaged in transit.

= Alignment errors All frames should end on an 8-bit boundary. If a
problem on the network causes the frame to deviate from this boundary,
an alignment error occurs. Misaligned frames are caused by either the
transmitting NIC or bad cabling. Alignment errors can also be caused by
a poorly designed network that does not meet the Ethernet specifica-
tions.

Routers and Gateways

A router is a device that routes packets between different networks based on the
network address located in the packet header (IP, IPX, AppleTalk, and so on).
Routers operate at Layer 3 (the network layer) of the OSI model and are there-
fore protocol dependent. Routers have the ability to connect two or more similar
or dissimilar networks.

Routing Fundamentals and Protocols

Routers are a great way to segment your network because they do not pass
broadcast traffic. Routers make their routing decisions based on network layer
addresses. Routing involves two basic activities: determining the optimal path and
switching the packet. Routers use metrics to determine the best path for a
packet. The metric is a standard value based on bandwidth, hop count, delay, or
other parameters. The switching process is straightforward. Routers are not trans-
parent devices. As a packet is routed from one interface to the other, portions of
the packet are rewritten.

There are two ways to create the routing table, which is used to make for-
warding decisions. The routing table can either be configured statically or it can
be learned dynamically based on information received from other routers.
Dynamic routing is performed using routing protocols. Routing protocols create
overhead on both the network and the router because data needs to be
exchanged between routers, and each router much process this data to create the
routing table.

There are two main types of routing protocols: distance vector and link state.
Distance vector protocols exchange routing information packets containing the dis-
tance to all known destinations. Each router counts the number of devices
packets must flow through to reach the final destination. Each device that a
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packet must flow through is known as a hop; the total number of hops between a
source and a destination is known as the hop count. After determining the hop
counts for the various destinations, the router broadcasts its entire routing table to
all other routers. Examples of distance vector routing protocols include IP RIP,
IPX RIP, and AppleTalk RTMP. Link state routing protocols keep track of the status
of each interface, also known as link state. This information is maintained in a
database called the link state database. Each router builds its own link state database
and uses the shortest path algorithm to calculate the best route to each destina-
tion network. Examples of link state routing protocols include Open Shortest
Path First (OSPF), Intermediate System-to-Intermediate System (1S-1S), and
Network Link Services Protocol (NLSP).

Problems with RIP, IPX RIP and RTMP

IP RIP, IPX RIP and AppleTalk RTMP are all distance vector routing protocols.
One of the main problems with distance vector routing protocols is their use of
hop count as a metric to make routing decisions. Unfortunately, the lowest
number of hops to a destination is not always the best path to follow. For
example, a path that crosses three 100Mbps Ethernet links has a higher hop count
than a path that crosses two 10Mbps Ethernet links. A distance vector routing
protocol would take the 10Mbps path, resulting in slower network performance.
The other problem with these protocols is their limitation on the size of the net-
work. Most distance vector routing protocols have a very low maximum hop
count value. Once a packet has traveled that many hops, it is discarded.

Broadcast Domains

A broadcast domain is defined as a portion of the network from which you can
retrieve information using a broadcast packet. Since repeaters, hubs, bridges, and
switches forward broadcasts, they do not separate broadcast domains. However,
routers generally do not forward broadcasts and therefore separate broadcast
domains.

Gateways

Gateways operate up to the application layer of the OSI model and convert from
one protocol to another.

Common Upper-Layer Device Problems
Here are some common upper-layer device problems you might run across:
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= Duplicate network layer addresses Because network layer addresses
are assigned through software and are not burned in hardware, two sta-
tions might accidentally be assigned the same network layer address. This
can cause problems—for example, a packet destined to the network layer
address could end up at the wrong station.

= Local routing This happens when two networked stations on the same
segment are communicating with each other through a router instead of
talking to each other directly. This is usually caused by a misconfigura-
tion of the network settings on one or both hosts.

Sniffer Pro Fundamentals

Sniffer Pro is a network analyzer from the Sniffer Technologies business unit of
Network Associates, Inc. Sniffer Pro, the industry’s most widely used tool for net-
work fault and performance management, holds a 76-percent market share for
network analyzers. Sniffer Pro enjoys the largest installed base in the industry—
more than 80,000 portable and in excess of 40,000 distributed units. Sniffer Pro
can prevent, isolate, and resolve problems quickly and efficiently. This section
introduces some of the fundamentals of the Sniffer Pro software.

Features of Sniffer Pro

Sniffer Pro focuses on both ease of use and functionality. It has earned more than
60 awards for product excellence. Some of its important features are:

= It decodes for more than 450 protocols. In addition to IP, IPX, and other
“standard” protocols, Sniffer Pro can decode a large number of vendor-
proprietary protocols such as Cisco VLAN-specific protocols.

= |t provides support for major LAN,WAN, and networking technologies
(including Fast and Gigabit Ethernet, Token Ring, 802.11b Wireless,
Packet over SONET, T-1, frame relay, and ATM).

= It provides the ability to filter packets at both the bit and byte levels.

= It provides expert analysis and diagnosis of network problems and rec-
ommends corrective actions.

= Switch Expert provides the ability to poll statistics from various network
switches.

= Network traffic generator can operate at Gigabit speeds.
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Sniffer Pro captures data off the wire as frames. Since frames are always
aligned at an 8-bit boundary, Sniffer Pro captures data only in bytes. However,
filters can be defined either at the bit or byte level.

Other Sniffer Versions and Products

Sniffer Technologies offers a number of other products in addition to the Sniffer
Pro LAN portable, including the following:

= Sniffer Wireless Comprehensive network analyzer for IEEE 802.11b
wireless LANs. It provides all the same features as Sniffer Pro LAN, plus
support for channel surfing across 12 channels as well as WEP.

= Sniffer Distributed Sniffer Pro and remote monitoring
(RMON/RMONZ2) on a network probe. It supports real-time trou-
bleshooting as well as collecting statistical data for monitoring and trend
analysis.

= Sniffer Optical Network analyzer for Packet over SONET and
DWDM Packet over SONET networks.

Sniffer Pro 4.x offers a number of new features over the previous versions,
including several cosmetic changes and a more browser-like user interface. Some
of the new features are:

= Dashboard with segment view, showing short-term and long-term history

= Application Response Time (ART), which provides reports on the health
of applications; these reports include top 10 applications and worst
response time by application. ART can be used to show whether an
application server is running slowly or if the problem lies in the network

= Expert application service layer

= Enhanced switch expert

= Gigabit traffic generator

= Ability to save and retrieve expert objects
= Additional protocol decodes
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Other Solutions and Products

Sniffer Pro is not the only network analyzer available. A number of other prod-
ucts are on the market. Some are hardware based; others are software only. Some
run on Microsoft Windows; others are cross-platform. There are even open-
source network analyzers as well as commercial ones. Most of these protocol ana-
lyzers have full capture capability. However, a number of them have a limited
number of protocol decodes and lack real-time expert analysis. This section takes
a brief look at some of these tools.

EtherPeek

EtherPeek is a protocol analyzer designed by WildPackets that runs on Microsoft
Windows as well as Apple Macintosh computers. EtherPeek provides both protocol
decode and monitoring capabilities and has a user interface very similar to that of
Sniffer Pro. However, EtherPeek does not offer as many protocol decodes as Sniffer
Pro, and its expert abilities are also limited in comparison. For more information
about EtherPeek, visit the WildPackets Web site at www.wildpackets.com.

Ethereal

Ethereal is an open-source freeware network analyzer available for both UNIX
and Windows platforms. However, Ethereal simply provides protocol decode and
lacks a number of features that Sniffer Pro provides, such as monitor applications,
expert analysis, and the ability to capture mangled frames. For more information
on Ethereal, visit www.ethereal.com.

Agilent Advisor

Agilent Technologies provides a protocol analyzer called Agilent Advisor that
competes with Sniffer Pro. Agilent Advisor provides expert capabilities similar to
that of Sniffer Pro. However, Advisor’s user interface is nonintuitive and hard to
navigate. Advisor’s protocol support is also limited compared with Sniffer Pro’s. To
learn more about the Agilent Advisor product suite, visit
www.onenetworks.com/agilentadvisor.

Management and Return on Investment

The Sniffer Pro product is designed for not only for network professionals but also
for managers. It provides detailed protocol decodes and expert analysis capabilities
to aid a network professional in solving problems. It also provides monitoring and
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statistics for baselining network performance and planning capacity. Sniffer Pro has
excellent detailed graphs and reports. For more information, see Chapter 10,
“Reporting.”

Charts and Reporting

As Sniffer Pro collects data, it can create charts and reports, showing visual statis-
tics on the data that you have collected. These charts provide a summary of the
data and display traffic patterns and network trends. The charting features are
especially useful for creating a return-on-investment (ROI) case for management.
These features are simple enough for nontechnical managers to understand. For
example, in Figure 1.25, we can see the breakdown of the various IP protocols in
use on a network segment. Note that in this example, HTTP traffic is taking up
most of the network bandwidth. Identifying these trends can help you understand
your network better and help you optimize it. Charting and reporting are dis-
cussed in detail in Chapter 10, “Reporting.”

Figure 1.25 An Example Sniffer Pro Protocol Distribution Chart

F Frotocol

Proactive and Reactive Network Maintenance

Network management can be proactive or reactive. Reactive management involves
waiting for a problem to happen, then diagnosing the problem and implementing
a fix. Reactive management generally increases outage times and therefore causes
disruptions in business. Proactive management, on the other hand, involves ongoing
analysis of the network to determine intermittent or growing problems before
they result in a major failure.

Sniffer Pro supports both types of network management. The monitoring and
expert tools can be used to baseline a network’s performance. Understanding
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how the network operates under normal conditions helps solve a problem when
the network is not behaving normally. Monitoring statistics and protocol decodes
can be compared against “normal” behavior when the network is experiencing
connectivity or performance issues.

Sniffer Pro: The Exam

As in other areas of IT, certifications are available in the area of network analysis.
Certifications can address a number of goals: industry recognition, career
advancement, and personal satisfaction. In the following sections, we discuss some
of these network analysis certifications as they relate to Sniffer Pro.

Certification Testing and the Sniffer University

Sniffer University is a division of Network Associates that was created in 1991 to
train customers how to use Sniffer products. Sniffer University offers training
courses to network professionals so that they can learn about network analysis,
troubleshooting methodologies, and new networking technologies such as wire-
less LANS. Sniffer University also prepares customers for the Sniffer Certified
Professional Program.

Sniffer Certified Professional

The Sniffer Certified Professional Program validates an individual’s achievement
and certifies skills in the area of network analysis and understanding of the Sniffer
Pro software.

Sniffer Certified Professional (SCP) candidates are required to pass one core
exam, Troubleshooting with the Sniffer Pro Network Analyzer. As of this writing,
this exam consists of 50 multiple-choice questions and must be completed in 60
minutes. Check the Sniffer Certified Professional Program Web site
(www.sniffer.com/education/scpp.asp) for the most current information.

NoOTE

The SCP exam is not a test of general networking knowledge. Although
you will need to know the fundamentals of network analysis, that is all
you need to know—the fundamentals. The exam measures your ability to
use the Sniffer Pro network analyzer. It has a strong focus on the Sniffer
Pro application and its user interface. To study for this exam, you should
focus on the topics covered in Chapters 1, 2, 3, 4, 8, and 9 of this book.
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Although the exam has no prerequisites, it is technically challenging.
Candidates can prepare for the exam in a number of ways, including instructor-
led training, self-study, and real-world experience. Although the TNV-101-GUI
course from Sniffer University maps directly to the exam objectives, it is not a
prerequisite for the exam. This book covers all the necessary objectives to pass the
exam. The exam objectives are as follows:

1. Introduction and Installation

= Describe the system requirements and supported interfaces of
Sniffer Pro

= Network Analyzer suite
» Relate the OSI reference model to a frame on the wire
= Configure a Sniffer Pro agent
= |dentify icons on the Sniffer Pro toolbar
= Generate traffic with Packet Generator
2. Monitoring Network Health and Performance

= Use Sniffer Pro Monitor Applications to provide an accurate picture
of network activity in real time

= Use Sniffer Pro Monitor Applications to save historical records of
network activity that can be used later for traffic and fault analysis

3. Troubleshooting the Network

= Configure and enable alarms to immediately identify problems in
the network

= Start, stop, and save a Sniffer Pro capture
= Use Sniffer Pro Expert analysis to troubleshoot the network
= Customize a Sniffer Pro capture session by using filters

= Apply triggers to capture data at selected times or based on error
conditions

4. Analyzing Network Issues

= Examine frames for potential errors or activity of interest using the
Decode Panel’s Summary, Detail, and Hex views

= Set Display and Capture filters
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SCP, SCE, and SCM

The Sniffer Certified Professional certification is required and qualifies you to
earn advanced certifications (see Figure 1.26). Once you have become an SCP,
you can work toward obtaining the Sniffer Certified Expert (SCE) certification.
This is achieved by passing two more network technologies exams. To pursue the
next level of certification and become a Sniffer Certified Master (SCM), you
need to pass three additional network technologies exams (in addition to the two
required for SCE). As of this writing, the following exams are available:

= Implementing Distributed Sniffer System/RMON Pro

= Ethernet Network Analysis and Troubleshooting

=  WAN Analysis and Troubleshooting

= ATM Network Analysis and Troubleshooting

=  Windows NT and Windows 2000 Network Analysis and
Troubleshooting

= TCP/IP Network Analysis and Troubleshooting Plus Application
Concepts

= Wireless LAN Analysis and Troubleshooting

Figure 1.26 The Sniffer Certified Professional Certification Track

SCP SCE SCM
Core exam :> Core Exam :> Core Exam

+2 Exams +5 Exams

Other Certifications and Tracks

This book is also useful for candidates studying for other network analysis certifi-
cation