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$ whoami

® Xavier Mertens (@xme)

e Consultant @ day IZTRUESEC

. L —
® Blogger, Hacker @ night /dev/random ~ SELEE

Can't sleep, hackers will eat me!

® BruCON co-organizer
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$ cat ~/.profile

® | |like (your) data
® Playing “Active Defense”
® | prefer t-shirts than ties

® | like to play with gadgets!
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$ cat disclaimer.txt

“The opinions expressed in this presentation
are those of the speaker and do not necessarily

reflect those of past, present employers,
partners or customers.”
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® A Revolution Entered Our Homes
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Resistance is Futile!
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Machines go Online

The number of everyday objects,
or ,things”, connecting to the Inter-
net will exceed PCs and smartphones.

Source: The Internet of Things, MIT Technology Review, Business Report
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Connected devices (billions)
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L-W Aris Adamantiadis L] Following
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When watching "Hackers" nearly 20 years

ago, | though "sprinklers connected to the

phone/internet, sure...Never gonna happen”.
And then #loT

O
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small data

SMALL DATA £ -9 Follow

Syslog messages from Internet of Things:
Alert Tollet: Tank missing 220z of water
Notice dog water bowl: Water level is 10 of
10
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Source: Intel
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Table 1 - loT Taxonomy

Personal Electronics

Consumer Appliances

Home/Office Automation

Security & Monitoring

Platform

Fitness
Toys
Gadgets
Other

Large Appliances
Small Appliances
Entertainment
Other

External Home/Office
Power Management
HVAC

Other

Audio/Video

Physical Locks

Alarm System
Environmental Monitors
Other

loT Management Platform
Other

Source: OpenDNS The 2015 Internet of Things in the Enterprise Report
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What is the difference
between...
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(Lb " 8 ? t} m ‘: n’.

O *‘:,
The Internet of Things (loT, sometimes u
Internet of Everything) is the network of ‘I‘INTERNE,T
physical objec "things" embedded v ﬁ, o
electronics @@ nd @ TH I N GS
to enable ittoa reater value anc abs.sogefi.com

service by exchanginG
manufacturer, operatorand/or other
connected devices based on the ...

Internet of Things - Wikipedia, the free encyclopedia
https://en.wikipedia.org/wiki/Internet_of _Things

More about Internet of Things
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Vulnerability
Exploit

Connectivity

v
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OWAGSP

® |[nsecure Web Interface

® |nsufficient Authentication/

Authorization

® |nsecure Network Services
® |ack of Transport Encryption

® Privacy Concerns

Insecure Cloud Interface

Insecure Mobile Interface
Insufficient Security Configurability
Insecure Software/Firmware

Poor Physical Security

https://www.owasp.org/index.php/ OWASP_Internet_of Things Top_Ten_ Project
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Features

Ease of Use

Security
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Business

Features

Ease of Use

Security
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Smart Devices! Really?
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n February 2018, the press discovered that

if Samsung’s Smart TV voice recognition
system is activated, the television sends voice
commands to Samsung and then to a third-
party provider for processing. Any other con-
versations that are overheard are also sent.
The company’s user manual explains:!

If you enable Voice Recognition, you can
interact with your Smart TV using your
voice. To provide you the Voice Recogni-
tion feature, some voice commands may be
transmitted (along with information about
your device, including device identifiers) to
a third-party service that converts speech
to text or to the extent necessary to provide
the Voice Recognition features to you.
e ———————————————
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TARGET

http://krebsonsecurity.com/2014/02/target-hackers-broke-in-via-hvac-company/
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® Mitigations
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<warning>
This section focuses on devices connected
to your |IP home network
</warning>
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Rule #1

® |Implement an egress filter

® Any:Any to Any:Any, Drop & Log
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Rule #2

® Assign a fixed DHCP lease to known
devices

host myflattv {
hardware ethernet aa:bb:cc:dd:eeff;
fixed-address 192.168.1.100;
option routers 192.168.1.1;
default-lease-time 3600;
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Rule #3

® Use a local resolvers (DNS queries) and log

38



Rule #4

® Capture the traffic from unknown devices
(http://blog.rootshell.be/2015/03/17/the-
lack-of-network-documentation/)
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http://blog.rootshell.be/2015/03/17/the-lack-of-network-documentation/

Rule #5
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® VWhat is the MAC address of the device!?

® What are the network requirement?
(DNS, NTP, SNMP, Syslog)

® What are the open ports required? To
which IP address(es)?

® Can the device be upgraded!?
® Are firmwares signed!

® Can we backup/restore the config?
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KEEP
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SNIFF
PACKETS
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Hardware
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Hardware
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Topology

[ Router ]
[Firewall..j. 4[ Server j
A Pan

(

Ethernetk/Switch

J

Devicel | | Device2 |
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Virtualize!

KVM (“Kernel-based Virtual Machine”) is a full
virtualization solution for Linux on x86 hardware
containing virtualization extensions (Intel VT or AMD-
V). It consists of a loadable kernel -
module that provides the WHATIELTOLD
core virtualization \
infrastructure and a
processor specific module.

TrueSec
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Security Onion

Security Onion is a Linux distro for intrusion detection,
network security monitoring, and log management. Core
components are: Snort, Suricata, Bro, OSSEC, Sguil,
Squert, Snorby, ELSA, Xplico, NetworkMiner, and many
other security tools.
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Snorbg i threat stack

Dashboard My Queue (0) Events Sensors Administration

Dashboard .. More Options
LAST24 TODAY YESTERDAY LASTWEEK THISMONTH THIS QUARTER THIS YEAR TOP 5 SENSOR
doug-virtua ichine-ethl:1
4 ? 9 54 I Z 9 TOP 5 ACTIVE USERS
Administrator
HIGH SEVERITY MEDIUM SEVERITY LOWSEVERITY
I I LAST 5 UNIQUE EVENTS
““““““““““““““““““““““““ ET POLICY SUSPICIOUS *.do

Signatures ET SHELLCODE Possible Cal

GPL SHELLCODE x86 inc ebx

ET POLICY Suspicious nbound t... (1%)
ET SCAN Potential VNC Scan 580... (1‘.*‘.;)/--*"'
GPL SNMP public access udp... (1%) 7
ET P2P BitTonent peer sync... (2%) Z
ET TROJAN Generic - POST To .p... 2%) 7
GPL NETBIOS SMB IPCS unicode s... (2%) ~/
ET INFO JAVA - Java Archive Do... (2%) /
ET INFO Packed Executable Down... (2%) /
ET P2P BitToment - Toment Fi... (2%)
GPL SHELLCODE x86 inc ebx NOOP... (2%)
ET SCAN Potential VNC Scan 590.., (2%)

ANALYST CLASSIFIED EVENTS

Unauthorized Root Access

Unauthorized User Access

ET TROJAN Backdoor famiy PCRa... (50%)

ET TROJAN Java EXE Downkad by... (2%) Denial of Service Attach
ET POLICY Java EXE Downlbad... (29%)
GPL NETBIOS SMB-DS IPCS unicod... (3%) Policy Violation
ET CURRENT EVENTS Probably Evi... (3%)
ET POLICY PE EXE or DLL Window... (3%) Reconnaissance
GPL NETBIOS SMB.DS Session Set... (3%)
ET MALWARE Possible Windows ex... (4%) s Infectio
ET INFO EXE - Served Iniine HT, ., (12%)
False Positive
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Eyent Count by Priority

TrueSec

downloaded rules: 10835
egorize 0 ow

QUEUE  ACTIVITY LAST EVENT

n 2013 11.06 130554

sT TINESTAW EVENT ID SOURCE PORT  DESTINATION

m 2013-11-06 13,0554 35305 T 172.16.150.20 1299 663211938

Tmestamg: 2013-11.06 130554

DstIP: 66.32 119 38 (static-66-32-119-28 earthinkbusiness net)

Src Port 12

Dst Port: 50

OS Fingerprnt: 172.16. 150 201294 . Windows 2000 SP2+_ P SP1+ (seldom 58)
OS Fngerprrt > 66.32.119. 3500 (dstance 0, Ink: ethernet/modem)

OS Fngerpret. 172.16.150. 20 1294 . Windows 2000 $P2+_ XP SP1+ (seldom 96)
OS Fngerpree > 66,32 119 38 80 (dstance 0, Ink: ethernetimodem)

SRC: GET gera/Brandcninga/Dagnostic s/ saing-mechanics doc exe HTTP 1

SRC. ACCept mageiof, magei- xBimeg, Mageieg, Maoepeg, appicaticn/y-shocknmve-lash, **
SRC. Accept-Language en-us

C. Accept-Encoding g2e. deflate

> User-Agent: Mozllvd O (compatibie; MSIE 6.0, Windows NTS5 1 Sv1

Host: 66.32

SOURCE COUNTRY DESTINATION
17216150.20 HR119.%
PORT SIGNATURE
80 ET POLICY SUSPICIOUS * doc exe n HTTP URL

COUNTRY




pfSense

The pfSense project is a free network firewall
distribution, based on the FreeBSD operating system
with a custom kernel and including third party free
software packages for additional functionality.
pfSense software, with the help of the package system, is
able to provide the same functionality or more of
common commercial firewalls

TrueSec
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»

System

Y

System Information

» Interfaces » Firewall » Senvices

EE

Name Fevl.
Version 2.1-RELEASE (i356)
built on Wed Sep 11 18:16:50 EDT 2013
FreeBSD 8,3-RELEASE-p11
You are on the latest version,
Platform pfSense
CPU Type Intel(R) Xeon(R) CPU ES310 @ 1.60GHz
Uptime 95 Days 18 Hours 37 Minutes 37 Seconds
Current a1
date/ time Mon Dec 16 19:31:17 £5T 2013
DNS 127.0.0.1
8.6.8.8
server(s) 8.8.4.4
Last config
Mon Dec 16 19:07:55 EST 2013
change
g;:te s 0% (364/100000)
Show states
——
MBUE: Usape 9% (2286/25600)
Load 0.04, 0.06, 0.07
average
—]
CPU usage ey
usage 2Z% of 1003 MB
_]
Dol 0% of 1024 MB
43% of 2.9G

VPN » Status » Diagnostics > Hep oF

T 1000baseT <ful-duplex=
O waN 66.1

261

T 1000bazeT «ful-duplex»

O] HOSTINGNET1 172.
261

T 1000baseT <ful-duplex=

T DEVNET1 172
261

T 1000baseT =ful-duplex>
O syne 172

T 1000baseT <ful-duplex=

O MGMT 172
261

Traffic Graphs

'WAN Traffic

n 77 Kbps WKeslen Satch b byt wan

Out 3.32 Mops S uhda e $300 seaml

-

Current HOSTINGNET1 Traffic
in 3'33 M:ps R IINIT .\r. u Lfaend Ian
Cut 74 Kbps
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Keep an eye on ARP

® arpwatch is a nice tool to track new/
changing MAC addresses

Apr 17 11:36:03 shiva arpwatch: new station 10.90.14.85 34:a3:95:c5:d2:e5 eth©

TrueSec
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OSSEC HIDS
To: ossec@rootshell.be
OSSEC Notification - (shiva) 192.168.254.8 - Alert level 7

OSSEC HIDS Notification.
2015 Jun 30 12:09:28

Received From: (shiva) 192.168.254.8->/var/log/syslog
Rule: 7209 fired (level 7) -> "Possible arpspoofing attempt."
Portion of the log(s):

Jun 30 12:09:27 shiva arpwatch: ethernet mismatch 192.168.254.217 7c:d1:¢3:0a:67:f7 (34:51:¢9:a8:a0:9a) eth0

--END OF NOTIFICATION
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Next Level...

Detecting Suspicious Devices On-The-Fly!

(https://isc.sans.edu/forums/diary/Guest+diary+Detecting
+Suspicioust+Devices+OnTheFly/18993)
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® A Revolution Entered Our Homes

® Mitigations

® Conclusions
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Five tips to keep in mind

® |oT is there and will(is) invade(ing) our
homes

® Think“loT” =="Computers” (same issues)
® Smart != Safe
® Jools exists to control them

® Ask yourself:“Do | need it?”
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Thank you!
@xme

Xavier@truesec.be
http://blog.rootshell.be

https://www.truesec.be
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