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System imaging and cloning -

You want to craghill
| show you how to crashll!

image source: maggiesfarm.anotherdotcom.com
l '~ www.compsults.com, and jervisdabreo.com
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Massive system deployment



About us

= Developers of the free
software DRBL, Clonezilla
and more...

= Steven is also the maintainer
of GParted live CD

= From Taiwan, working for the
NPO NCHC (Natlonal Center
for High-Performance

Computing)
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National Center for High-Performanca Computing
& Better HPC Better Living
0 ezi\IIa Taiwan image source: wikipedia.org
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What 1s Clonezilla?

* A partition and disk imaging/cloning utility similar to
True image® or Ghost®

* GPL license
* A bare metal recovery tool for
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*Logo source: (1) Larry Ewing, Simon Budig and Anja Gerwinski, (2) Apple ,(3) Microsoft,
(4) Marshall Kirk McKus1ck (5) VMWare (6) Distrowatch.com
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Clonezilla Feature

e Free (GPL) Software

 File systems supported:

— Ext2/3/4, ReiserFS, Reiser4, XFS, JFS, HFS+, BtrES, F21s, UFS, Minix,
VMES, F2FS, FAT and NTFS

— Supports LVM?2
— Support some hardware RAID chips (by kernel)

* Smart copying for supported filesystem. For unsupported file systems
sector-to-sector copying is done via dd.

* Boot loader : syslinux, grub 1/2 ; MBR and hidden data (if exist)
* Serial console

* Unattended mode

* One image restoring to multiple local devices

e Multicast supported in Clonezilla Server Edition (SE)
e The image format is transparent, open and flexible

Y,



DRBL live,
1.e. Clonezilla Server Edition

debl, sowrceforge. net, debl.wche., oeyg. e

DRBL Live (Default settings) |

Dither wodes of DRBL Liue F
Local operating system in harddeive Cif available)
Hemtest & FreeDDS ¥

Hetwork boot wia IPEE

Prozz [labl to edlt options
# Boot wenu for BIDS wachine ——,
# DRBL live verzion: 2.2.8-15-i686-pae. (C) 2003-2013, HCHC, Ta R ,
# Dizclaiwer: DRBL comes with ABSOLUTELY HO MARRAHTY “w Applications Menu = . ] =) Ty
( [
] GParted
Free Software Labs  INVCILC, Taiwan (Grarted]
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Clonezilla Live

clonezilla.oeg, olonezilla. nohefoeg. ty

Clonezilla live (Default settingsh UGH BEExHE0E) |

Diher wodes of Clonezilla Live P
Local operating system infharddeive Cif available)
Mewtest & FreeDODS ¥

Hetwork boot wia iBAE

» Bogt menwn For BIDS ‘wachine
= Clonezilla live verzion: Z.4.2-18-i686-pae. (C) ZBEE-ZRAS5, NOHC, Taiwan
= Dizclaiwer: Clonszilla comes with ABSOLUTELY HO MARRANTY

Free Software Labs

3 Aational High- i
Clonez i |\ s nmn onpu

Clonezilla - Opensource Clone Sustem (OCS): Select made
AClonezilla is free (GPL) software, and comes with ABSOLUTELY MO HARRANTY
This software will overwrite the data on your hard drive when restoring! It is recommended to
backup important files hefore restoring sk
JAAHINt Y From now on, if multiple choices are available, you have to press space ke to mark
your selection. An asterisk (%) will be shown when the selection is doness/

savedisk Save_local_disk_as_an_image
saveparts i

restoreparts
1-2-mdisks
recovery-iso-zip Create_recovery_Clonezilla_live
chk-img-restorabhle Check_the_image_restorable_or_not
cwt-img-compression Convert_image_compression_format_as_another_image

encrypt-img Encrypt_an_existing_unencrypted_image
decrypt-img Decrypt _an_existing_encrypted_image
exit Exit. Enter command line prompt

<Ok> <Cancel>
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Language file contributors

* English (en_US): Dylan Pack.

* German (de DE): Michael Vinzenz.

* Hungarian (hu HU): Greg Marki

* Spanish (es ES): Juan Ramon Martinez and Alex Ibanez Lopez.

* French (fr FR): Jean-Francois Nifenecker and Jean Francois
Martinez.

« [talian (it_IT): Gianfranco Gentil..

« Japanese (Ja JP): Akira Yoshiyama and Annie Wel.

* Brazilian Portuguese (pt BR): Marcos Pereira da Silva Cruz.
e Russian (ru_RU): Anton Pryadko and Igor Melnikov.

* Slovak (sk SK): Ondrej Dzivy Balucha

 Turkish (tr TR): Omer YILDIZ

« Simplified Chinese (zh CN): Zhiqgiang Zhang and Liang Qi.
* Traditional Chinese (zh TW): T. C. Lin.
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Partners

* The following companies either embed Clonezilla in
their products or promote Clonezilla:

~ Linmm )] jnMin

— eRacks Open Source Systems E @k@ systors

— Miracle Linux
MIRACL &

¢ MirAcLe System Savior



Changes and features from 2015 Summer

e Image encryption

 WebDAV/S3/Swift device as image repository

e Chrome OS/Chromium OS imaging

* Device like /dev/rd/c0d0 and /dev/ida/c0d0 RAID cards
* Support PV on disk, not only on partition

e Fake RAID/firmware RAID 1s now supported if its device
naming style 1s /dev/md.

* The partition from an image could be now restored to different
name device, e.g. sdal could be restored to sdb3.

* File system {2fs support

* "ocs-img-2-vdk" was added. It can be used to convert

Clonezilla image as virtual disk file (qcow2 and vmdk) via
KVM

e Slovak, Turkish and Hungarian locales were added
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Clonezﬂla Users WorldW1de |

DOWNLOADS

12,187,605

In the selected date range

TOP COUNTRY *

United States

24% of downloaders

TOP OS *

0 Windows
200501 2006-01 200701 2008-01 2008-01 2010-01 01 201201 201301 201401 201501 70% of downloaders

>12,000,000 downloads
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Backup as a service

* Requirement for system backup: %

— Local and cloud backup

— Security @%

— Flexibility

S, - — Bare-metal recovery

W;q * Image-based backup by Clonezilla <
, — Image repo: local, NFS, CIFS, SSHEFS,

M WebDAV
4 — AES 128 bits (or 256 bits)

Images source: wikipedia.org
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Backup as a service
server side

* Baal server
— Server provides one of the following service

« WebDAV —

e SSHFS —

) CIFS Internet 6

* NFS Clients _| =

« OpenStack Swift i Server
=

e Amazon S3

* FOSS solutions: .
— FreeNAS Ll 0lvi@,
— GNU/Linux + Apache WebDAV/SSHFS/CIFS/NFS
— OpenStack Swift
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Backup as a service
client side: interactive moded

 (Clonezilla live >=2.4.2-10

— Boot Clonezilla live on the machine you want to
backup

— Configure network connection

— Choose 1image repository:
+ SSHFS
- CIFS
- NFS
« WebDAV
. 3
» Swift

— Choose encryption

e Not ready
for S3 &
Swift



Backup as a service

client side: almost unattended
* Clonezilla live >=2.4.2-10

— Pre-seed configuration in the boot parametéfs

c.g.
 locales=en US.UTF-8
* keyboard-layouts=NONE

* ocs_prerunl="dhclient -v eth0”

e ocs prerun2="ocs-tune-conf-for-webdav”

e ocs_prerun3="mount -t davfs -0 noexec
http://192.168.120.254:8080/share/ /home/partimag”

e ocs_live run="ocs-sr -q2 -J2 -zlp -enc -p true savedisk
myimg sda”

//NOTE// volume size 1s based on the free memory due to
davfs2 cache mechanism limitation.
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Boot parameters

clowezilla. org, clonezilla.n

Clonezilla live (Defaunlt zettim

Other wodes of Clonezilla >
Local operating system i
Mewtest & FreelOS >

Hetwork boot wia iF

uc:s_l e batchono: tya=iiot
e nunbean blacElnsSEEes

nezilla

Free Software Labs
High-Performance Computing
‘Taiwan




[ ]
Booting
()
Sending on  Sockgt-sfallback

DHCPDISCOVER on eth® to 255.255.255.255 port 67 interval 3
DHCPDISCOVER on eth® to 255.255.255.255 port 67 interval 6
DHCPREQUEST on ethd to 255.255.255.255 port 67

DHCPOFFER from 192.168.56.1

DHCPACK from 192.168.56.1 WebDAV
hound to 192.168.56.3 — renewal in 118 seconds. . .
authorization

ow run "ocs_prerunZ"”: ocs—tune-conf-for-uebdau. ..
Tuning daufsZ parameters in rsetcrdavfsZrdavfsZ.copgdh?. .

ow run "ocs_prerun3”: mount -t daufs —o ygec http:--192.168.56.1-shares -home-partinag. . .
Please entepg , : g authenticg with server
.168.56.1-share~ o i er for none.

ing the TERM as linux
ing susr-shinsocs-sr at 2015606-12 15:18:29 UTC. ..

passphrase
for

lonezilla e ] hone? partimag

Shutting down the Logical Volume Manager

No volume groups found ”
Finished Shutting down the Logical Volume Manager fiIl(:f}/I)tl()Il
Gelected device [=dal found?

The selected devices: =sda

<7 You have to remember the passphrase, othc)lize the image will _NOT_ be usable in the future

Enter the passphrase to encrypt the imag
(It will not be echoed in the screen)

Re-enter to verify the passphraze for encrypting thedimage: myimg seses
It will not be echoed in the screen)

NLHL /
www.nchc.org.tw




Files 1n the encrypted image dir

The only plain text
file in the 1mage dir,
Others are encrypted

# This image was saved with ecryptfs
disk_of img="sda"

parts_of img="sdal sda5"

time of img="2015-0220-0650"

disks size all of img=" 8590MB"

-rw-r--1-- | www-data www-data 12K 6 A 13 00:21 blkdev.list
-rw-r--r-- 1| www-data www-data 12K 6 A 13 00:21 blkid.list

-rw-r--1-- 1 www-data www-data 16K 6 A 13 00:22 clonezilla-img

-rw-r--1-- | www-data www-data 12K 6 A 13 00:22 dev-fs.list
00:22 disk
13 00:22 ecryptfs.info
00:22 Info-dmi.txt

-rw-r--r-- | www-data www-data 12K 6 A
-rw-r--1-- | www-data www-data 141 6 fI

-rw-r--r-- | www-data www-data 12K 6 A

-rw-r--1-- 1 www-data www-data 20K 6 A 13 00"
-rw-r--1-- 1 www-data www-data 12K 6 A 13 00:22 Info-Ispci.txt
tworr- | www-data www-data 12K 6 A 13 00:22 Info-packages.txt
-rw-r--1-- 1 www-data www-data 12K 6 A 13 00:22 Info-saved-by-cmd.txt
-rw-r--r-- 1 www-data www-data 12K 6 A 13 00:22

parts

-rw-r--1-- | www-data www-data 13 00:22 sdal.ext4-ptcl-img.gz.aaa

5M 6 A 13 00:22 sdal.ext4-ptcl-img.gz.aab VOlume S1Z€ reset by

ocs-tune-conf-for-webdav

-rw-r--1-- | www-data www-da

-rw-r--1-- 1 www-data www-d@ta 95M 6 A 13 00:22 sdal.ext4-ptcl-img.gz.aac
6 A 13 00:22 sdal.ext4-ptcl-img.gz.aad

-rw-r--1-- | www-data www-data

-rw-r--1-- | www-data www-data 724

00:22 sda5.ext4-ptcl-img.

-rw-r--1-- 1 www-data www-data 12K 6 A 13 00:21 sda-chs.sf AES 1S nOt Currently known tO

-rw-r--1-- | www-data www-data 1.1M 6 A 13 00:21 sda-hidden-data-after-mbr be Susceptible tO knOWH—plaintGX
-rw-r--1-- | www-data www-data 12K 6 A 13 00:21 sda-mbr attaCkS.

-rw-r--r-- 1 www-data www-data 12K 6 A 13 00:22 sda-pt.parted

-rw-r--r-- | www-data www-data 12K 13 00:22 sda-pt.parted.compact

.



Demo - Save an image to WebDAV

* Server side:
— WebDAY, provided by the running Ubuntu 14.04
system with enabled Apahce2 WebDAV
— URL: http://192.168.56.1/share/

 (Client side:

— Use Clonezilla live to 2.4.2-10 with preseeded
boot parameters to save a local disk as an 1mage
 locales=en_US.UTF-8 keyboard-layouts=NONE
e ocs_prerunl="dhclient -v eth0”

e ocs_ prerun2="ocs-tune-conf-for-webdav”

* ocs_prerun3="mount -t davfs -0 noexec
http://192.168.56.1/share/ /home/partimag”

e ocs_live run="ocs-sr -q2 -j2 -zIp -enc -p true savedisk

myimg sda”

Y,




Conclusion

With image encryption, you can provide BaaS for
system 1maging to multiple users in the same 1mage
repository.

Due to the file system support 1ssue, the ecryptfs has a

compatible 1ssue with s3fs (for S3) and cloudfuse file
(for Swift) systems. We will keep improving it.

WebDAV service 1s more flexible. However, there
might be some limits. E.g. single file size limit on the
server side. Therefore you have to make sure it's
compatible with Clonezilla.




Reference

* Clonezilla: http://clonezilla.org
« DRBL: http://drbl.org



Questions ?
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